ETSI TS 102 280 vi1.1.1 (2004-03)

Technical Specification

X.509 V.3 Certificate Profile for
Certificates Issued to Natural Persons

D




2 ETSI TS 102 280 V1.1.1 (2004-03)

Reference
DTS/ESI-000018

Keywords
electronic signature, IP, profile, security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, send your comment to:

editor@etsi.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2004.
All rights reserved.

DECT™, PLUGTESTS ™ and UMTS™ are Trade Marks of ETSI registered for the benefit of its Members.

TIPHON™ and the TIPHON logo are Trade Marks currently being registered by ETSI for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
mailto:editor@etsi.org

3 ETSI TS 102 280 V1.1.1 (2004-03)

Contents

Intellectual Property RIGNES.........oo et 5
0 Yo (o SRS 5
gLl [N o1 o] o [OOSR 5
1 o010 PR 6
2 L= £ 101 6
3 F N o] o=V (]SSPSR 7
4 Document structure and tEMMINOIOGY .........cceeieiieiieiece et e e st e e e besreeaeesre s e enesreenes 7
4.1 DOCUMENT SIIUCTUNE ...ttt ettt ettt e sttt e st e be e e s ae e e eh et e s ae e e san e e s an e e eh s e e emneeabe e e ameeebeeesmeeennneesnneennas 7
4.2 L= 10101 070] oo | TSRO 7
5 PrOfil€ FEOUITEMENTS ...ttt ettt b et b b sb e e e e b e st bt sa e b e e nnene e 7
51 LT T Lol = [N T = 1= 1 7
52 BaSiC COTITICAIE FIEIUS ..ottt e bbbt e et e e e sr et e saeebesaeeneennens 8
521 V2= = Lo o OO TSP U PP UTURPRURUSRI 8
522 SEHTBI NUMDET ...ttt et e bt e e et e s e ekt e h e eh e e aeea e e b e se e b e rheeb e e aeen e e e e sb e besbeebeeaeennenes 8
523 00 =SSR 8
524 S U TP URP TP PRPRUR 8
525 RV o 1 SO 8
5.2.6 S o= TSRS 8
527 SUDJECE PUDITC KEY TMNFO ...ttt bbb bbbttt bbb 9
53 X.509 vVersion 2 CartifiCate flelUS........oiie et 9
54 Standard CertifiCate EXLENSIONS. ........ci ettt sttt sttt e e e teseesbesaeebe e e e e eneeseestesaeeseeneeneenes 9
54.1 F U (o g1 AV Y (= (1= PSS 9
5.4.2 ST o=t B Y T L= 01 = USSP 9
54.3 KIBY USAR. ...ttt ettt ettt sttt ek e et e et e et e e e ke e eab e e e ke e e abe e e b e e e A b e e e b et e eR R e e nR b e e nRbe e nabeenareenareenare s 9
54.4 L A G GV U172 o S o e o TS 10
545 (O g (] o= L= o o] 1T = S 10
5.4.6 0] T 7= o1 LTS 10
54.7 SUDJECE AlTEIMALIVE NAIME. ..ottt ettt b e et b e ebesb e e b e sbeneenea 10
54.8 I SSUEE @EEINBIIVE NAME ... ittt ettt ettt et e ettt e e et e eesaebesaeebesseeneeeeseessesaeeseeneenseneens 10
549 Subject direCtOry atrDULES ..o b e bbb seene 10
5.4.10 BaSIC CONSITAINTS ...t eeieieeieie sttt e e ettt aeete et e e e eeseebesaeetesaeeneeneeseenbeseeabesneeneeeeaeeseesneeseeneenseseens 10
54.11 N E= T T oo S =T £ PR 11
54.12 0] YA o0 1 = | 11
5.4.13 EXIENTEU KEY USAQE ....cuvieeieeieeie ettt ettt ettt et e st et e et e e te e seesneesaeesaeasseenseenteentesraesteeseenseensesnnenneesnes 11
5.4.14 CRL diStriDULION POINES .....veceveeeveeieesieesieesiesiesee st e steesteeeeeseesse e teesteessesseesseesseesseeseanseaseessenssaessensseesennsssnns 11
5.4.15 0T T =TV oo T 11
5.4.16 === 0TS O S SPRSRS 11
55 RFC 3280 internet CertifiCate EXIENSIONS. ... ...c.uitiriiieitieterie ettt sttt et a e e e e b e ene e e s 11
551 AULNOTILY INFOIMEBLION ACCESS......c.viueetirtieetertiiet sttt bbb bbbt b et et s b b s st ebe s s b e e 11
552 SUDJECE INFOMMELION BCCESS ......civiieiiite ettt et b e et b e e bbb e e bt sbe e ebesbennenens 11
5.6 RFC 3739 CertifiCate @XIENSIONS........eiuiieeeeieeeie ettt st sttt e e e seesbe s aeeaeene e e e seeseestesneeneeneeneenes 11
5.6.1 21 To]na=: ol T o1 10 ]g 40" (o] o O RPRRSN 11
5.6.2 Qualified CertifiCate SLALEMENL ...........oi ettt e e seestesbesnesre s e eneeneeneas 12
Annex A (informative): Important requirementsfrom referenced standards.........cccoeeveieiieennnns 13
AL SCOPE BN SLIUCTUNE ...ttt sttt b et b e s e e e e et e bt e bt b e b e s b e e e e e e e st ebenb e b e nr e e e 13
YN T s Lo ol g 1) fTor= (= = Lo P 13
A.21 VA= = oo PSSP U PP URORRR 13
A.2.2 SEITAI NMUMDEN ...ttt bbb e e e s e e e sh e e b e s bt eh e e s e e e e b e se e ek e e Rt eh e e e e b e besbeebesaeene e e eneas 13
A.2.3 S o g (OO TSRS USSP PR 13
A24 LS U PP RT PP PUPRPTOPPPUPRTN 13
A25 VALY oottt es s en s enten s entnnannnes 14

ETSI



4 ETSI TS 102 280 V1.1.1 (2004-03)

A.2.6 S o= USSP 14
A.27 ST o= ot o0 o o T g (o SRS 14
A3 X.509 version 2 CertifiCate flalOS .......coiiriririeeee et e 14
A4 Standard CertifiCale EXLENSIONS.........cveriiieeiereeiese sttt e e ee st e e tesaeeseesseeeesteenseneensesseensesneens 14
A4l AULNOTITY KEY THENLITIEN ...ttt b et b bbb 14
A.42 0o L= ol G Vo = 0 L SRS 15
A.43 KIBYUSAOR ...t s e s e e e s e s ae e e ae e R e bR e b e R e e e e sae e reene e 15
A4d4 Private KEY USAQE PEITOM. ... ..eeiieiei e sie sttt ete sttt e e te s e s e sreeste e teenteeaaessaesseeseesseensesneesneesneesseansennsenns 15
A.45 (O 3 Tz (= oo [ ol 15
A.4.6 L0 10 0] o1 PSS 15
A4T7 SUDJECE AlTEIMBLIVE NAMIE ...ttt et e e et e e e seesteesbe e teestesaaesaeesaeesseenseenseanseeneenneesseenneas 16
A48 [ SSUEK AITEINALIVE NAIME.......iitiiteiteeie ettt e e ekt h e eb e a e e ae et e s et se e e b e s bt eheene e e e sbesheebeemeenee e enrenes 16
A.49 SUDJECE ITECLONY BIFTIULES.......cvieeeeiee ettt b et eb e e 16
ALLL0  BaASIC CONSITAINTS. .. .etiitietirieeieeieriesiesteeteseeseeseeseesteseestesseeseeneesessesseasesseeseesansesseasessesseeseeneensenseasessesaeesesneensensans 16
N B N = o g =Y o0 1 1 = £ O PRRS 16
AL12  POIICY CONSIAIMES ...ttt ettt ettt b et b e et b bbb e e bt b e bt b e e eb e b e e e bt b e e e st eb e e st ebe e ne e 16
A413  EXIENAEA KEY USAJE......c.eieiieieitireeiet etttk bbb bbb e bt bt b e bt e b e et et nn et 16
A.414  CRL diStriDULTON POINES.....citiiitiitiieiirtite ettt b et b bbbt e bbb e e bt eb e et sbenn et ees 16
Nt S 1 0T o1 A=V oo 1y SR 17
N T (= 07 1 ISP 17
A.5 RFC 3280 internet CertifiCale EXIENSIONS .......ccviiriririiriesiesie ettt st 17
AS51 AULNOFILY INFOMMBLION BCCESS ......eviaeetiitieetert ettt ettt ettt e et b et b et b e b et b e e et et b s se bt st e e enenn e ens 17
A5.2 SUDJECE INFOIMELION @CCESS.... .ttt sttt sttt st b e s h e bbb e st bt bt b s b s et ebene et eb e b et ebenre e 17
A6 RFC 3739 CartifiCate @XIENSIONS. ... cceiiiieesieeeeee sttt te et e st e e seesseeeesteeneessentesreeeenneens 17
A.6.1 BIiOMELITC INFOMMBLION ...ttt sttt ettt et eeese e beseeebeeneeneeneeseeseesaeeneeneaneeseens 17
A.6.2 Qualified CertifiCale STALEMENL.........ccce et reesreeste s e e saeesaeeseenseenseeneesnaesseesreas 18
[ TS 0] YRS 19

ETSI



5 ETSI TS 102 280 V1.1.1 (2004-03)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES).

Introduction

The present document defines a common profile for X.509 based certificates issued to natural persons.

The Directive of the European Parliament and of the Council on a Community framework for electronic signatures
(1999/93/EC [1]) defines requirements on a specific type of certificates named "Qualified Certificates'. Implementation
of the Directive 1999/93/EC [1] and deployment of certificate infrastructures throughout Europe as well asin countries
outside of Europe, have resulted in a variety of certificate implementations for use in public and closed environments,
where some are declared as Qualified Certificates while others are not.

Applications need support from standardized identity certificates profiles, in particular when applications are used for
electronic signatures, authentication and secure el ectronic exchange in open environments and international trust
scenarios, but also when certificates are used in local application contexts.

ETSI
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1 Scope

The present document defines a common profile for ITU-T Recommendation X.509 [2] based certificates issued to
natural persons. The scope of the present document isto provide a certificate profile, which will allow actual
interoperability of certificates issued for the purposes of qualified electronic signatures, peer entity authentication and
data authentication.

This profile depends on the Internet standards RFC 3280 [3] and RFC 3739 [4] for generic profiling of ITU-T
Recommendation X.509 [2], and depends on the ETSI standard TS 101 862 [5] to define implementation of
requirements defined by the Electronic Signature Directive 1999/93/EC [1] Annexes| and 1.

The scope of the present document is primary limited to facilitate interoperable processing and display of certificate
information in existing deployments of ITU-T Recommendation X.509 [2]. It is thusimportant to note that this profile
deliberately has excluded support for some certificate information content options, which may be perfectly validin a
local context but which are not regarded as relevant or suitable for use in widely deployed applications.

The present document focuses on requirements on certificate content. Requirements on decoding and processing rules
are limited to aspects required to process certificate content defined in the present document. Further processing
requirements are only specified for cases where it adds information that is necessary for the sake of interoperability.
Guidance for implementersis provided for cases in which near term developments are affected.

This certificate profile recognizes the natural need for reasonable variations of implementation which does not
negatively affect generic interoperability. Thisis e.g. valid for different ways to encode a certificate holder's identity.

Certain applications or protocols impose specific requirements on certificate content such as | P-sec, Network logon,
S/IMIME, |EEE 802.1x [12] EAP. The present document is based on the assumption that these requirements are
adequately defined by the respective application or protocol. It is therefore outside the scope of the present document to
specify such application or protocol specific certificate content.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

. References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.
. For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

[1] Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.

2] ITU-T Recommendation X.509/I SO/IEC 9594-8: "Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks".

[3] IETF RFC 3280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

[4] IETF RFC 3739: "Internet X.509 Public Key Infrastructure: Qualified Certificates Profile".

[5] ETSI TS 101 862: "Qualified Certificate profile".

[6] IETF RFC 2119: "Key words for use in RFCsto Indicate Requirement Levels'.

[7] IETF RFC 3279: "Algorithms and I dentifiers for the Internet X.509 Public Key Infrastructure

Certificate and Certificate Revocation List (CRL) Profile".
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[8] ETSI SR 002 176: "Electronic Signatures and Infrastructures (ESI); Algorithms and Parameters for
Secure Electronic Signatures”.
[9] IETF RFC 2616: "Hypertext Transfer Protocol - HTTP/1.1".
[10] IETF RFC 2255: "The LDAP URL Format".
[11] IETF RFC 2560: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP".
[12] |EEE 802.1x: "|EEE Standard for Port Based Network Access Control".
[13] RFC 2459: "Internet X.509 Public Key Infrastructure Certificate and CRL Profile".
3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
CA Certification Authority
CRL Certificate Revocation List
DS Digital Signature
KEA Key Encipherment or Agreement
NR Non-Repudiation
OCSsP Online Certificate Status Protocol
OoID Object Identifier
4 Document structure and terminology
4.1 Document structure

The present document profiles the use of other standards.

Clause 4 contains the profiling requirements defined by the present document. This clause does not repeat the base
requirements of the referenced standards.

Annex A is an informative annex which, for convenience purposes only, lists some important requirements from
referenced standards that are relevant for the understanding of the present document.

4.2 Terminology
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT","SHOULD", "SHOULD NOT",

"RECOMMENDED", "MAY", and "OPTIONAL" in the present document are to be interpreted as described in
RFC 2119 [6].

5 Profile requirements

5.1 Generic requirements

All certificate fields and extensions SHAL L, where applicable, comply with RFC 3280 [3], RFC 3739 [4] and

TS 101 862 [5] with the amendments specified in the present document. When "No specific requirements’ is stated for a
particular field or extension, this means that no specific requirements apply except for those stated by RFC 3280 [3],
RFC 3739 [4] and TS 101 862 [5].

In case of discrepancies between the present specification and the named standards above, the present document is the
normative one.

ETSI
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5.2 Basic certificate fields

521 Version

Certificates compliant with the present document SHALL be ITU-T Recommendation X.509 [2] version 3 certificates.

522 Serial number

No specific requirements.

5.2.3 Signature
Signature algorithm SHALL be specified according to RFC 3279 [7] and SR 002 176 [8].

Itisstrongly RECOMMENDED to use shalWithRSAEnNcryption when maximum interoperability with open
environment deploymentsis a requirement.

52.4 Issuer

The identity of theissuer SHALL be specified using an appropriate subset of the following attributes:

count r yNane,

organi zat i onNane,

organi zati onal Uni t Nanme, (nultiple instances may be present)
st at eOr Provi nceNane,

I ocal i t yNane,

commonNane,

seri al Nunber, and

domai nConponent .

Additional attributes MAY be present but they SHOULD NOT be necessary to identify the issuing organization.

The attributescount r yNane and or gani zat i onNarme SHALL be present. The or gani zat i onNane attribute
SHALL contain the full registered name of the certificate issuing organization and count r yName SHALL contain the
country within which the issuing organization is registered.

If any value of the domai nConponent attributes contain information associated with a country, then this has no
meaning beyond describing the issuer'sinternet domain. If adomai nConponent attribute value indicates a different
country than the count r yNarme attribute value, then determination of the country of registration of the issuing
organization SHALL exclusively be determined though the count r yNane attribute, disregarding any

domai nConponent attribute values.

NOTE: Useof domai nConponent attributesin addition to the mandatory attributes count r yNane and
or gani zat i onNane ispossible but it may cause conflict if the issuer name is used as distinguished
name for directory entries. Implementing CAs should carefully select their issuing name in compliance
with any directory infrastructure they operate within.

5.2.5 Validity

No specific requirements.

5.2.6 Subject

The subject field SHALL contain an appropriate subset of the following attributes:

domai nConponent ,
count r yNane,
commonNane,

sur nane,

gi venNane,

seri al Nunber,
title,

ETSI
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organi zati onNane,

or gani zat i onal Uni t Nare,
stat eOr Provi nceNanme, and
I ocal i t yNane.

Other attributes may be present but SHALL NOT be necessary to distinguish the subject name from other subject
names within the issuer domain.

The subject field SHALL include at least one of the following choice of attributes:
Choicel: conmonNane
Choicell: gi venName and sur name
NOTE: The use of domainComponent attributes is often used as alternative to the subject attributes countryName
and organizationName. Use of domainComponent attributes in addition to these attributesis not invalid
but may cause conflict if the subject name is used as distinguished name for directory entries.

Implementing CAs should carefully select their subject naming in compliance with any directory
infrastructure they operate within.

5.2.7 Subject public key info
The subject public key SHALL beincluded according to RFC 3279 [7] and SR 002 176 [8].

Itisstrongly RECOMMENDED to use rsaEncryption when maximum interoperability with open environment
deploymentsis a requirement.

5.3 X.509 version 2 certificate fields

The ITU-T Recommendation X.509 [2] version 2 certificate fields | ssuer and Subject Unique Identifier SHALL NOT
be present.

5.4 Standard certificate extensions

54.1 Authority key identifier

The authority key identifier extension SHALL be present, containing a key identifier for the issuing CA's public key.

5.4.2 Subject key identifier

No specific requirements.

5.4.3 Key usage

The following key usage settings are named in this profile astype A, B, C, D and E:

Type Non-Repudiation [NR] Digital Signature [DS] Key Encipherment or
(Bit 1) (Bit 0) Agreement [KEA]
(Bit 2 or 4)

A X

B X X

C X

D X X

E X

In cases where a certificate is intended to be used to validate commitment to signed content, such as electronic
signatures on agreements and/or transactions, then the key usage combination SHALL be limited to type A or B. This
means that the non-repudiation bit (bit 1) SHALL be set. Of these alternatives it is RECOMMENDED to use the type A
setting only (see the security note below).
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For al other certificates compliant with this profile, key usage settings SHALL be limited to type C, D or E.

If the certificate is declared to be a Qualified Certificate according to TS 101 862 [5] then the key usage setting SHALL
be limited to type A, B or C.

NOTE: Choice of bit 2 or bit 4 for expressing [KEA] is dependent on the algorithm type specified in subject
public key info (clause 5.2.7 Subject public key info). Appropriate values for RSA keys are referenced in
clause A.4.3.

Security note:

Combining the non-repudiation bit (bit 1) in the keyUsage certificate extension with other keyUsage bits may
have security implications depending on the security environment in which the certificate is to be used.

If the subject's environment can be fully controlled and trusted, then there are no specific security implications.
For example, in cases where the subject is fully confident about exactly which datais signed or cases where
the subject is fully confident about the security characteristics of the authentication protocol being used.

If the subject's environment is not fully controlled or not fully trusted, then unintentional signing of
commitmentsis possible. Examplesinclude the use of badly formed authentication exchanges and the use of a
rogue software component.

If untrusted environments are used by a subject, these security implications can be limited through use of the
following measures:

- to not combine non-repudiation key usage setting in certificates with any other key usage setting and to
use the corresponding private key only with this certificate;

- to limit the use of private keys associated with certificates that have the non-repudiation key usage bit
set, to environments which are considered adequately controlled and trustworthy.

5.4.4 Private key usage period

No specific requirements.

5.4.5 Certificate policies

This extension SHOULD NOT be marked critical.

5.4.6 Policy mappings

This extension is not applicable to end entity certificates addressed by the present document.

5.4.7 Subject alternative name

This extension SHALL NOT be marked critical.

548 Issuer alternative name

This extension SHALL NOT be marked critical.

5.4.9 Subject directory attributes

The subject directory attributes extension, if present, SHALL NOT be used to store any of the identification attribute
listed in clause 5.2.6.

5.4.10 Basic constraints

No specific requirements.
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5.4.11 Name constraints

This extension is not applicable to end entity certificates addressed by the present document.

5.4.12 Policy constraints

This extension is not applicable to end entity certificates addressed by the present document.

5.4.13 Extended key usage

This extension SHALL NOT be marked critical.

5.4.14 CRL distribution points

The CRL distribution point extension SHALL be present.
At least one reference to a publicly available CRL SHALL be present.

At least one of the present references SHALL use either http (http://) RFC 2616 [9] or |dap (Idap://) RFC 2255 [10]
scheme.

The extension SHALL NOT be marked critical.

Compliant issuing CAsMAY support other certificate status checking services, such as OCSP, in addition to support of
CRL through this extension.

5.4.15 Inhibit any-policy

This extension is not applicable to end entity certificates addressed by the present document.

5.4.16 Freshest CRL

No specific requirements.

5.5 RFC 3280 internet certificate extensions

55.1 Authority Information Access

The Authority Information Access extension SHOULD includean accessMet hod OID, i d- ad- cal ssuer s, with
anaccesslLocat i on value specifying at least one access location of avalid CA certificate of theissuing CA. At
least one access location SHOULD use the either http (http://) RFC 2616 [9] scheme.

Thisrecommendation MAY be ignored altogether when the issuing CA isrepresented by a self signed root certificate.

5.5.2 Subject information access

No specific requirements.

5.6 RFC 3739 certificate extensions

56.1 Biometric information

No specific requirements.
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5.6.2 Qualified certificate statement

Certificates declared as Qualified Certificates SHALL comply with TS 101 862 [5] regarding use of this extension.

ETSI
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Annex A (informative):
Important requirements from referenced standards

A.1  Scope and structure

Annex A lists important requirements and recommendations from referenced standards which are considered important
for implementation of the present document.

Annex A isincluded for convenience in order to facilitate a better understanding of the requirements of the present
document in situations where the reader does not have all referenced standards available or in situations where the
reader wishes to obtain a brief understanding of the present document without having to review the complex set of
referenced standards. All referenced standards in annex A arelisted in clause 2 of the present document.

Thelist of requirements and recommendations is not exhaustive. The referenced standards are necessary to obtain full
understanding of listed requirements and recommendations.

A.2 Basic certificate fields

A.2.1 Version

No specific requirement listed.

A.2.2 Serial number

Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 41.2.2 Serial number of the certificate SHALL be a positive (non-negative) integer.
Serial number SHALL NOT be longer than 20 octets.

A.2.3 Signature

Referenced . . .
standard Section Requirement or recommendation
RFC 3279 [7] 221 sha-1WithRSAEncryption OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-1(1) 5 }
A.2.4 Issuer
Referenced . . .
standard Section Requirement or recommendation
RFC 3280 [3] 4.1.2.4 |All certificates issued after December 31, 2003 SHALL use the UTF8String encoding of
DirectoryString.
RFC 3739 [4] 3.1.1 The issuer field SHALL identify the organization responsible for issuing the certificate.
The name SHOULD be an officially registered name of the organization.

ETSI




14 ETSI TS 102 280 V1.1.1 (2004-03)

A.2.5 Validity

Referenced

standard Section Requirement or recommendation

RFC 3280 [3] 4.1.2.5 |CAs conforming to this profile SHALL always encode certificate validity dates through the
year 2049 as UTCTime; certificate validity dates in 2050 or later SHALL be encoded as
GeneralizedTime.

A.2.6 Subject

Rsetf;zzg?gd Section Requirement or recommendation
RFC 3280 [3] 4.1.2.6 |When encoding attribute values of type DirectoryString, the encoding rules for the issuer
field SHALL be implemented (RFC 3280 [3] section 4.1.2.4).
RFC 3739 [4] 3.1.2 The countryName attribute value specifies a general context in which other attributes are

to be understood. The country attribute does not necessarily indicate the subject's country
of citizenship or country of residence, nor does it have to indicate the country of issuance.
Many X.500 implementations require the presence of countryName in the DIT. In cases
where the subject name, as specified in the subject field, specifies a public X.500 directory
entry, the countryName attribute SHOULD always be present.

It is the CA's responsibility to ensure that the serialNumber attribute is sufficient to resolve
any subject name collisions.

A.2.7 Subject public key info

Referenced Section Requierement or recommendation
standard
RFC 3279 [7] 231 The OID rsaEncryption identifies RSA public keys.

pkcs-1 OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)rsadsi(113549) pkcs(1) 1}
rsaEncryption OBJECT IDENTIFIER ::= {pkecs-1 1}

A.3 X.509 version 2 certificate fields

No specific requirement listed.

A.4 Standard certificate extensions

A.4.1 Authority key identifier

Referenced

standard Section Requirement or recommendation

RFC 3280 [3] 4211 The keyldentifier field of the authorityKeyldentifier extension SHALL be included in all end
entity certificates.

The value of the keyldentifier field SHOULD be derived from the public key used to verify
the certificate's signature or a method that generates unique values.

Two common methods for generating key identifiers from the public key are described in
RFC 3280 [3] (section 4.2.1.2).

This extension SHALL NOT be marked critical.

RFC 3280 [3] 4.2.1.2 The value of the subject key identifier in the parent CA certificate SHALL be the value
placed in the Authority Key Identifier extension of the end entity certificate.
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A.4.2 Subject key identifier

R;atl‘g;zr;(;sd Section Requirement or recommendation
RFC 3280 [3] 42.1.2 Subject key identifiers SHOULD be derived from the public key or a method that generates
unique values.
RFC 3280 [3] 4.2.1.2 This extension SHALL NOT be marked critical.

To assist applications in identifying the appropriate end entity certificate, this extension

SHOULD be included in all end entity certificates.

For end entity certificates, subject key identifiers SHOULD be derived from the public key.

Two common methods for generating key identifiers:

1) The keyldentifier is composed of the 160-bit SHA-1 hash of the value of the BIT
STRING subjectPublicKey (excluding the tag, length, and number of unused bits).

2) The keyldentifier is composed of a four bit type field with the value 0100 followed by
the least significant 60 bits of the SHA-1 hash of the value of the BIT STRING

subjectPublicKey.

A.4.3 KeyUsage

R;atl‘g;zr;(;sd Section Requirement or recommendation
RFC 3739 [4] 3.2.3 The key usage extension SHALL be present.
RFC 3280 [3] 4.2.1.3  |When this extension appears, it SHOULD be marked critical.
RFC 3279 [7] 3.21 If the keyUsage extension is present in an end entity certificate which conveys an RSA

public key, any combination of the following values MAY be present:
- digitalSignature;

- nonRepudiation;

- keyEncipherment; and

- _dataEncipherment.

A.4.4 Private key usage period

Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4214 This extension SHOULD NOT be used within the Internet PKI. CAs conforming to this

profile SHALL NOT generate certificates that include a critical private key usage period
extension.

A.4.5 Certificate policies

Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4.2.1.5 |When a CA does not wish to limit the set of policies for certification paths which include
this certificate, it MAY assert the special policy anyPolicy, with a value of {2529320}.
RFC 3739 [4] 3.2.2 The certificate policies extension SHALL contain the identifier of at least one certificate

policy which reflects the practices and procedures undertaken by the CA.
The certificate policy extension MAY be marked critical.

A.4.6 Policy mappings

Referenced . . .
standard Section Requirement or recommendation
RFC 3280 [3] 4.2.1.6 The policy mappings extension SHALL NOT be present in end entity certificates.
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A.4.7 Subject alternative name

R;atl‘g;zr;(;sd Section Requirement or recommendation
RFC 3280 [3] 4.1.2.6 Conforming implementations generating new certificates with electronic mail addresses
SHALL use the rfc822Name in the subject alternative name field (section 4.2.1.7) to
describe such identities.
RFC 3280 [3] 4217 When the subjectAltName extension contains an Internet mail address, the address
SHALL be included as an rfc822Name.

A.4.8

Issuer alternative name

No specific requirements listed.

A.4.9 Subject directory attributes

Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4.2.1.9 This extension SHALL be non-critical.

A.4.10 Basic constraints
Referenced . . .
standard Section Requirement or recommendation
RFC 3280 [3] 4.2.1.10 |This extension MAY appear as a critical or non-critical extension in end entity certificates.

A.4.11 Name constraints
Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4.2.1.11  |The name constraints extension SHALL NOT be present in end entity certificates.

A.4.12 Policy constraints
Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4.2.1.12 |The policy constraints extension SHALL NOT be present in end entity certificates.

A.4.13 Extended key usage

No specific requirement listed.

A.4.14 CRL distribution points

No specific requirement listed.
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A.4.15 Inhibit any-policy

Referenced : ' .
standard Section Requirement or recommendation
RFC 3280 [3] 4.2.1.15 |The policy constraints extension SHALL NOT be present in end entity certificates.

A.4.16 Freshest CRL

Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4.2.1.16  |This extension SHALL be non-critical.

A5

RFC 3280 internet certificate extensions

A.5.1 Authority information access

Referenced Section Requirement or recommendation
standard
RFC 3280 [3] 4.2.2.1 This extension SHALL be non-critical
RFC 2560 [11] 3.1 CAs that support an OCSP service, either hosted locally or provided by an Authorized

Responder, MUST provide for the inclusion of a value for a uniformResourcelndicator
(URI) accessLocation and the OID value id-ad-ocsp for the accessMethod in the
AccessDescription SEQUENCE.

A.5.2 Subject information access

Referenced . . .
standard Section Requirement or recommendation
RFC 3280 [3] 4.2.2.2 This extension SHALL be non-critical.

A.6

RFC 3739 certificate extensions

A.6.1 Biometric information

Referenced Section Requirement or recommendation
standard
RFC 3739 [4] 3.24 This extension SHALL NOT be marked critical.
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A.6.2 Qualified certificate statement

R;ag‘;zr;sd Section Requirement or recommendation
RFC 3739 [4] 3.25 This extension MAY be critical or non-critical. If the extension is critical, this means that all
statements included in the extension are regarded as critical.
TS 101 862 [5] 421 The indication that a certificate is issued as a Qualified Certificate is provided according to

the present document either:

1) when one of the certificate policies identified in the Certificate Policies extensions, as
defined in clause 4.2.1.5 from RFC 2459 [13], clearly express that the issuer
intentionally has issued the certificate as a Qualified Certificate and that the issuer
claims compliance with Annex | and Annex Il of the Directive; or

2) when the Qualified Certificate Statements extension includes a statement, as defined
in this clause.
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