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Intellectual Property Rights

IPRs essential or potentialy essentia to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI Project Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within EP SCP and may change following formal
EP SCP approval. If EP SCP decides to modify the contents of the present document, it will be re-released by EP SPC
with an identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x  thefirst digit:
1 presented to EP SCP for information;
2  presented to EP SCP for approval;
3 or greater indicates EP SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document covers the minimum characteristics considered necessary in order to provide compliance to
TS102 241 [13].

It describes the technical characteristics and methods for testing the UICC AP for Java Card™ (TS 102 241 [13])
implemented in a UICC Platform. It specifies the following parts:

test applicability;

- test environment description;
- tests format;

- test area reference;

- conformance requirements;

- test areafiles;

- test coverage;

- test procedure;

- a description of the associated testing tools that shall be used.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

. References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.

. For a non-specific reference, the latest version applies. In the case of areference to an EP SCP document, a
non-specific reference implicitly refersto the latest version of that document in the same Release as the
present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

[1] I SO/IEC 7816-3 (2006): "Identification cards - Integrated circuit cards - Part 3: Cards with
contacts - Electrical interface and transmission protocols".

[2] Sun Microsystems Java Card™ Specification: "Java Card™ 2.2.1 Application Programming
Interface”.

[3] Sun Microsystems Java Card™ Specification: "Java Card™ 2.2.1 Runtime Environment (JCRE)
Specification”.

[4] Sun Microsystems Java Card™ Specification: "Java Card™ 2.2.1 Virtual Machine Specification".

NOTE: SUN Java Card Specifications can be downloaded at http://java.sun.com/products/javacard

[5] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers (Release 6)".

[6] ETSI TS 102 221: "Smart cards, UICC-Terminal interface; Physical and logical characteristics
(Release 6)".
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[7] ETSI TS 102 223: "Smart cards, Card Application Toolkit (CAT) (Release 6)".

[8] ETSI TS 102 222: "Integrated Circuit Cards (ICC); Administrative commands for
telecommunications applications (Release 6)".

[9] ETSI TS 102 225: " Smart Cards; Secured packet structure for UICC based applications
(Release 6)".

[10] ETSI TS 102 226: "Smart Cards; Remote APDU structure for UICC based applications
(Release 6)".

[11] ETSI TS 102 240: "Smart Cards; UICC Application Programming Interface and Loader
Requirements; Service description; (Release 6)".

[12] ETSI TS 151 011: "Digital cellular telecommunications system (Phase 2+); Specification of the
Subscriber Identity Module - Mobile Equipment (SIM-ME) interface (3GPP TS 51.011
Release 4)".

[13] ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card (TM); (Release 6)".

[14] ETSI TS 123 040: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); Technical realization of Short Message Service (SMS)
(3GPP TS 23.040)".

[15] ETSI TS 101 267: "Digital cellular telecommunications system (Phase 2+); Specification of the
SIM Application Toolkit for the Subscriber Identity Module - Mobile Equipment (SIM-ME)
interface (3GPP TS 11.14)".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
applet installation parameters: values for applet installation parameters

Conformance Requirement Reference (CRR): description of the expected card behaviour according to
TS 102 241 [13]

expected state: state in which the UICC is supposed to be after the execution of the test procedure applied on the
relevant initial conditions

security parameters. minimum security requirements defined for the applet installation process

test area: set of Test Cases applicable to a specific part (class method, CAT RE behaviour, etc.) of the TS 102 241 [13].
test case: elementary test that checks for compliance with one or more Conformance Requirement References

test procedure: sequence of actions/'commands to perform all the test cases defined in atest area

test sour cefile: javafile containing methods that will load and install test applet in the card, execute and verify the test
results, and restore the Default Initial Conditions on the UICC (when possible)

test toolkit applet: applet designed to test a specific functionality of the UICC API (TS 102 241 [13])

3.2 Abbreviations

For the purposes of the present document, the following symbols apply:

AID Application |Dentifier
APDU Application Protocol Data Unit
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AP Application Programming Interface
CAT RE Card Application Toolkit Runtime Environment
CRR Conformance Requirements Reference
CRRC Conformance Requirement Reference Context Error
CRRN Conformance Requirement Reference Normal
CRRP Conformance Requirement Reference Parameter Error
JCRE Java Card™ Runtime Environment
4 Test environment

This clause specifies requirements that shall be met and the testing rules that shall be followed, during the test
procedure.

4.1 Applicability

The test defined in the present document are applicable to cards implementing TS 102 241 [13] unless otherwise stated.

4.2 Test environment description

The general architecture for the test environment is:

= Scope of the Test Suite.
Elements of the Test Suite
| | - [ . | | -
e pa:[’ bl UICCFle | |102221 based Other Toolkit Applet
Sysem Applications Applications (e.g. Toolkit
/ Sarver (eg. M Applet not based on Service Remote
—_ or USIM Applet) 102221 Mmﬁgeqmt
) TERMINA Applicetions,
Toolkit ADF File system Browser
Applet Server ip |~ | Applications) LI"
X Converter
Applet J || ™ ; ] . ! : ) .
cp Java Card uicc.access | | uicc.toolkit | fuicc.system| | uicc.accessfileadmini
| package package package package dretion package
Applet - -
instglljation Loader Java Card™ Runtime Environment CAT Runtime Environmernt
parameter  —
Toolkit Toolkit Triggering
Test Handlers Registry Entity
Source §
APDU
1/O APDU|
Output
test
result

NOTE: Figure 4.2 shows the test architecture required to test interoperability at both API and bytcode level. The
latter is currently not included in the current specification. The diagram is for information.

Figure 4.2
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4.3 Tests format

4.3.1 Test area reference
Each test areais referenced as follows:
API Testing: 'Api_[package name]_[class name]_[method name]' where:
. package name:
- uicc.access package: '1'.
- uicc.toolkit package: '2'.
- uicc.system package: '3'.
- uicc.access.fileadministration: '4'.
. class/interface name:
- yyy: 3 letters for each class.
NOTE 1. Seeannex A for full classes acronymslist.
. method name:
- Zzzz[input parameters).
NOTE 2: See annex A for full methods name acronyms list.
CRE: Cat Runtime Environment testing: 'Cre_[Clause name]_[ Subclause name]':
. Clause name:
- xxx: 3 letters for each clause
NOTE 3: Seeannex A for full clause acronymslist.
. Subclause name
- yyyy: : 4 letters for each subclause

NOTE 4: See annex A for full subclause acronymslist.

431.1 Conformance requirements

The conformance requirements are expressed in the following way:
. Method prototype as listed in TS 102 241 [13].
. Normal execution:

- Contains normal execution and correct parameters limit values, each referenced as a Conformance
Reguirement Reference Normal (CRRN).

o Parameter errors.

- Contains parameter errors and incorrect parameter limit values, each referenced as a Conformance
Requirement Reference Parameter Error (CRRP).

o Context errors:

- Contains errors due to the context the method is used in, each referenced as a Conformance Requirement
Reference Context Error (CRRC).
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4.3.1.2 Test area files
The filesincluded in the Test Area use the following naming convention:
- Test Source:  Test_[Test Area Reference] .java.
- Test Applet:  [Test Area Reference] _[Test applet number].java
- Cap File: [Test Area Reference].cap.
The applet numbers start from "1,
The test source shall use common interfaces defined in annex D.
The Cap File format is described in Java Card™ Virtual Machine Specification [4].
Test files can be run in any order.

All files from the same test area are located in the same subfolder.

4.3.1.3 Test coverage

The table above each test procedure indicates the correspondence between the Conformance Requirements Reference
(CRR) and the different test cases.

4.3.1.4 Test procedure
Each test procedure contains a table to indicate the expected responses from the API and/or the APDU level as follows:
Test Case
Id Description API/CAT RE Expectation APDU Expectation

Test Case detailed description  |API and/or CAT RE expected behaviour. |Expected response at APDU level.

4.4 Initial conditions

The Initial Conditions are a set of general prerequisites for the UICC prior to the execution of testing. For each test
procedure described in the present document, the following rules apply to the Initial Conditions:

- unless otherwise stated, the file system and the files' content shall fulfil the requirements described in annex B;

- unless otherwise stated, before installing the applet(s) relevant to the current test procedure, all packages
specific to other test procedures shall not be present.

When both statements apply, atest procedureis said to be in the "Default Initial Conditions" state.

4.5 Package name
Java packages integrating this Test Suite shall follow this naming convention:

uicc.test.access.[Test Area Reference]: Java Card packages containing Test Area References for the TS 102 241 [13]
uicc.access package.

uicc.test.system.[Test Area Reference]: Java Card packages containing Test Area References for the TS 102 241 [13]
uicc.system package.

uicc.test.toolkit.[Test Area Reference]: Java Card packages containing Test Area References for the TS 102 241 [13]
uicc.toolkit package.

uicc.test.access.fileadministration.[Test Area Reference]: Java Card packages containing Test Area References for
the TS 102 241 [13] uicc.access.fileadministration package.
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uicc.test.catre[Test Area Reference]: Java Card packages containing Test Area References for the TS 102 241 [13]
CAT Runtime Environment.

uicc.test.util: for the Test util package defined in this Test Suite.
where the Test Area Reference is written in lower case.

EXAMPLE: The package ../uicc.test.access.[ Test Area Reference] creates the following directory structure
.Juicc/test/access/[ Test Area Reference] /Api_1 ... [1..n].*, where'Api_1 ... [1..n] .*' arethe
different test applets Java source files used in [ Test Area Reference] .

4.6 AID Coding

The AID coding for the Test Packages, Applet classes and Applets shall be as specified in TS 101 220 [5]. In addition,
the following TAR and Application Provider specific data values are defined for use within the present document:

AID coding
[Bytel | " [Bytel2 | Bytel3 | Byte14 | Byte15 | Byte 16 |
Application Provider specific data
TAR
Specified in TS 101 220 [5]
TAR Coding (3 bytes/ 24 hits):
[b1] [ba[bs][ [b8[bo] [b12[b13] [b16[b17]  [b24]

| | Applet instance number
Applet class number
Package number
RFU
Test Part Identifier

Applet instance number, Applet Class number, Package number:
. For package AID, package number shall start from 0 and class and instance numbers shall be 0.

. For class AID, package number is the number of the class package, class number shall start from 1 and
instance shall be 0.

. For instance AID, package and class number are the number of class and package of which instance belongs,
and instance number shall start from 1.

Test part Identifier (bits b1-b4):
. 0000 reserved (as TAR="'00.00.00" is reserved for I ssuer Security Domain).
. 0001 API uicc.access.
. 0010 API uicc.toolkit.
. 0011 API uicc.system.
. 0100 API uicc.access.fileadministration.
. 0101 CAT RE.
. 1101 ADF2.

. 1110 ADF1.

ETSI



Release 6 36 ETSI TS 102 268 V6.0.0 (2007-03)

. 1111 uicc.util.
. other values are RFU.
Application Provider specific data (1 byte):
. '00' for Package.
. '01' for Applet class.
. '02' for Applet Instance.
EXAMPLE: The AID of Package uicc.util is’AO000000 090005 FF FFFFFF89 FO000000'.

4.7 Test equipment

These clauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

4.7.1  Testtool

Thistest tool shall meet the following requirements:
. be able to send and receive APDU command to the UICC;
. the result of the I/O commands must be presented at the application layer;
. be able to provide results of the tests;

. shall send and/or compare all data specified in test file.

4.7.2 Interfaces and classes use

The test tool shall use some interfaces and classes, defined in annex D. They define the only allowed methods to write
the test sources.

Interfaces and classes are defined as follow:
. UiccAdministrativeCommandsService defines administrative methods from TS 102 222 [8];
. UiccApplicationM anagementService defines methods to load, install, select and delete applications;
. UiccCardM anagementService defines methods to manage the card and its files;
. UiccToolkitService defines methods to manage toolkit commands;
. APDUResponse defines method to retrieve and check status words and data received from the card;
. UiccAPITestCardService defines the static method to get a reference of the class implementing all interfaces;

. UiccTestModel is an abstract class which shall be extended by every test source class; it defines the entry point
run() method of the test script.

4.7.3 Util package

Annex D includes java source code of TestToolkitApplet abstract class of the uicc.util package. Each test applet shall
extend this abstract classin order to retrieve test results when selecting it.

4.7.4 Java Software Development kit version

Java software devel opment kit (SDK) version supported by JavaCard 2.2.1 specifications ([2], [3], [4]) is 1.4.1.
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5 Test plan

5.1 Package uicc.access

51.1 Interface FileView

5111 Method activateFile

Test Area Reference: Api_1 Fvw_Actf

5.1.1.1.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void activateFile()
throws U CCException

511.1.1.1 Normal execution

. CRRN1: The currently selected EF of the calling applet shall be activated, as defined in TS 102 222 [8].

5.1.1.1.1.2 Parameter errors

No reguirements.

51.1.1.13 Context errors

. CRRC1.: If the calling applet has currently no EF selected, an instance of UI CCException shall be thrown. The
reason code shall be UICCException.NO_EF SELECTED.

. CRRC2: If the calling applet does not fulfil the access condition, activate, to perform this function, an instance
of UICCException shall be thrown. The reason code shall be
UICCException.SECURITY_STATUS NOT_SATISFIED.

. CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.1.2 Test area files
Test Source: Test Api_1 Fvw_Actf.java
Test Applet: Api_1 Fvw_Actf 1 java
Cap File: api_1 fvw_actf.cap
5.1.1.1.3 Test coverage
CRR number Test case number
N1 2,3
Cl 1
Cc2 4
C3 Not testable
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Id Description

API Expectation

APDU Expectation

O |Test applet is installed with no access

right on Application Pin2

1 No EF is selected

[y
'

Sel ect DFTEST fid=1111
2- Call activateFile()

2- A UICCEXxception
NO_EF_SELECTED is
thrown

2 Activate deactivated File

Sel ect Root directory
Sel ect EFu oc fi d=2FFF
ReadBi nary EFycc
Deactivate EFucc
ReadBi nary EFucc

A WNEFLO
T T

-ActivateFile EFucc
ReadBi nary EFycc

0I70‘I

2- No Exception shall be
thrown

4-
UICCException.REF_DATA_
INVALIDATED is thrown

6- No Exception shall be
thrown

3 Activate activated File

No Exception shall be thrown
ActiveFile EFycc

4 Access condition not fulfilled

1- Sel ect DFrest fid=1111
2- Sel ect EF_apa fi d=6F15

3- ActivateFile EFiaa 3- A UICCException

SECURITY_STATUS_NOT_
SATISFIED is thrown

51.1.2 Method deactivateFile

Test Area Reference: Api_1 Fvw_Dacf.

5.1.1.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void deactivateFile()
t hrows Ul CCExcepti on

5.11.2.1.1 Normal execution

. CRRN1: The currently selected EF of the calling applet shall be deactivated, as defined in TS 102 222 [8].

511.2.1.2 Parameter errors

No requirements.

5.1.1.2.1.3 Context errors

. CRRC1: If the calling applet has currently no EF selected, an instance of UICCException shall be thrown. The
reason code shall be UICCException.NO_EF _SELECTED.

. CRRC2: If the calling applet does not fulfil the access condition, activate, to perform this function, an instance
of UICCException shall be thrown. The reason code shall be
UICCException.SECURITY_STATUS_NOT_SATISFIED.

. CCRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.
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5.1.1.2.2 Test area files
Test Source: Test Api_1 Fvw_Dacf.java
Test Applet: Api_1 Fvw_Dacf 1.java.
Cap File: api_1 fvw_dacf.cap.
5.1.1.2.3 Test coverage
CRR number Test case number
N1 2,3
C1 1
C2 4
Cc3 Not testable
5.1.1.2.4 Test procedure
Id Description API Expectation APDU Expectation
O |Test applet is installed with no access

right on Application Pin2

1 No EF is selected
1- sel ect DFrest fid=1111
2- call deactivateFile() 2- An UICCException
NO_EF_SELECTED is
thrown
2 Deactivate activated File
0- Select root directory
1- Sel ect EFu oc fi d=2FFF
2- ReadBinary EFyc .
3- Deactivate EFyc 2- No Exception shall be
4- ReadBi nary EFycc Zhrown
UICCException.REF_DATA_
INVALIDATED is thrown
3 Deactivate deactivated File
1- deactivateFile EFucc 1- No Exception shall be
2- activateFile EFycc thrown
4 Access condition not fulfilled
1- select DFest fid=1111
2- select EF_apn fid=6F15
3- deactivateFile EF_apa

3- An UICCEXxception
SECURITY_STATUS_NOT_
SATISFIED is thrown

ETSI




Release 6 40 ETSI TS 102 268 V6.0.0 (2007-03)

5.1.1.3

Method increase

Test Area Reference: Api_1 Fvw_Incr.

5.1.1.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short increase(byte[] incr,

short incrOffset,
short incrlLength,
byte[] resp,
short respOifset)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Ul CCExcepti on

5.1.1.3.1.1 Normal execution

CRRN1: This method increases the current cyclic EF record.

CRRN2: The response buffer will only contain the value of the increased record.

5.1.1.3.1.2 Parameter errors

CRRP1: If the array incr is null, an instance of NullPointerException shall be thrown.

CRRP2: If the array resp is null, an instance of NullPointerException shall be thrown.

CRRP3: If incrOffset is negative, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP4: If incrLength is negative, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP5: If respOffset is negative, an instance of ArraylndexOutOfBoundsExceptoin shall be thrown.

CRRP®G: If incrOffset plusincrLength, is greater than the length of array incr, an instance of
Arrayl ndexOutOf BoundsException shall be thrown and no increase is performed.

CRRP7: If respOffset is greater than the length of array resp, an instance of
Arrayl ndexOutOfboundsException shall be thrown.

CRRPS: If the result of the addition is greater than the maximum value of the record (represented by all bytes
set to 'FF), an instance of UICCException shall be thrown. The reason code shall be
UICCException.MAX_VALUE_REACHED.

CRRP9: If incrLength is greater than 127, and exception shall be thrown.

5.1.1.3.1.3 Context errors

CRRC1.: If the calling applet has currently no EF selected, an instance of UI CCException shall be thrown. The
reason code shall be UICCException.NO_EF SELECTED.

CRRC2: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException. MEMORY _PROBLEM.

CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

CRRCA4: If increase not allowed as indicated by the File descriptor byte of the File Descriptor (TS 102.221 [6]
Response for an EF), or the file is not a cyclic one, an instance of the UICCException shall be thrown. The
reason code shall be UICCException. COMMAND_INCOMPATIBLE.

CRRCS: If the calling applet does not fulfil the access condition, INCREASE, to perform this function, an
instance of UICCException shall be thrown. The reason code shall be
UICCException.SECURITY_STATUS NOT_SATISFIED.
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. CRRCES: If the currently selected EF is invalidated, an instance of UICCException shall be thrown. The reason
code shall be UICCException.REF_DATA_INVALIDATED.

. CRRCY: If the currently selected cyclic EF has no record, an instance of UICCException shall be thrown. The
reason code shall be UICCException. RECORD_NOT_FOUND.

5.1.1.3.2 Test area files
Test Source: Test Api_1 Fvw_Incr.java.

Test Applet: Api_1 Fvw_Incr_1.java

Cap File: api_1 fvw_incr.cap.
5.1.1.3.3 Test coverage
CRR number Test case number
N1 1,2,3,16
N2 2,3,16
P1 4
P2 9
P3 6
P4 5
P5 10
P6 7
P7 11
P8 8
P9 16
Cil 1
C2 Not testable
C3 Not testable
C4 12
C5 13
C6 14
C7 15
5.1.1.3.4 Test procedure
Id Description API Expectation APDU Expectation
1 No EF selected
1- select DFpesrfid=1111 2- An
2- byte[] incr = new byt e[4] UICCException.NO_EF_SEL
pytel] resp = new bytef4] ECTED should be thrown
incrLength = 2
respOfset = 0
i ncrease()
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Id Description API Expectation APDU Expectation
2 increase , verify response

1- select EFcary fid=6F09

set the record pointer with
readRecord() in PREVIQUS node
2-//Set both record to 00 00 00
node = REC_ACC_MODE_PREVI OUS

data[] = {0x00, 0x00, 0x00}
recOfset = 0
dat aOf f set 0

dat aLengt h 3
updat eRecord() //update Record 1
updat eRecord() //update Record 2

3- incr[] = {0x00, 0x00, 0x01}
incrOfset =0
incrLength = 3

resp.length = 4
respOfset = 0

3-resp[] =
{0x00,0x00,0x01,0x00}

ret =3
i ncrease()
3 increase, verify file
1- incr[]={0x00, 0x00, 0x00, 0x02} 1- resp[] =
incrOfset =1
i ncrLength = 3 {0x00,0x00,0x00,0x03}
resp.length = 4
respOfset =1
i ncrease()
2- resp[] = {0x00, 0x00, 0x00, 0x00}
recNunber = 0 2-resp[] =
node = REC_ACC_MODE_ABSCLUTE_CURRENT {0x00,0x00,0x03,0x00}
recOhfset = 0
resp.length =4
respCfset = 0
respLength = 3
readRecor d()
4 incr([] is null
) Shall throw
incr[] = null java.lang.NullPointerExceptio
incrCffset = 0 n
incrLength = 1 ’
resp.length = 4
respOfset = 0
i ncrease()
5 incrLength< 0
Shall throw
incr.length = 4 java.lang.
incrffset =0 ArraylndexOutOfBoundsExc
incrLength = -1 -
resp.length = 4 eption.
respCffset = 0
i ncrease()
6 incrOffset <0
Shall throw
incr.length = 4 java.lang.
incrdrfset = -1 ArraylndexOutOfBoundsExc
incrLength = 1 ti
resp.length = 4 eption.
respOfset = 0
i ncrease()
7 IncrOffset + incrLength > incr.length

incr.length = 4

incrOfset =1

incLength = 4resp.length = 4
respOfset = 0

i ncrease()

Shall throw

java.lang.
ArraylndexOutOfBoundsExc
eption.
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Id Description API Expectation APDU Expectation
8 Reach Maximum Value

;- incr[O: 3]_ = OxFF 1- Shall throw
:Rgg:;s?th N g uicc.access.UICCException
resp Ieggt h =4 with reason code
respdfset =0 MAX_VALUE_REACHED.
i ncrease()
2- //Set both record to FF FF FF 2- Shall throw

node = REC_ACC_MODE_PREVI OUS
data[] = {OxFF, OxFF, OxFF}
recOfset = 0

dataOfset = 0

datalLength = 3

updat eRecord() //update Record 1
updat eRecord() //update Record 2

uicc.access.UICCException
with reason code
MAX_VALUE_REACHED.

3- incr[] = {0x00, 0x00, 0x01}
incrOfset =0
incrLength = 3
resp.length = 4
respCffset = 0
i ncrease()
9 resp[] is null
ner Length = 4 Shall throw
i ncr set = ;
incrLength = 1 java.lang.
resp[] = null ArrayindexOutOfBoundsExc
respOfset = 0 eption.
i ncrease()
10 respOffset <0
ner Length = 4 Shall throw
incrOffset = ;
incrLength = 1 java.lang.
resp.length = 4 ArrgylndexOutOfBoundsExc
respOffset = -1 eption.
i ncrease()
11 | respOffset + recordLength > resp.length
nor Length = 4 Shall throw
prtithei: javaang
resp. | eﬁgt h =3 ArraylndexOutOfBoundsExc
respOffset = 2 eption.
i ncrease()
12 EF is not Cyclic
1- select EFgay fid= 6F03
2- incr.lengths 3 2 - Shall throw

incrOfset =

incrLength = 3
resp.length = 3
respOffset =0

i ncrease()

3 — select EFary, fid=6FOC
4 - incr.length= 3
incrCffset = 0

incrLength = 3
resp.length = 3
respOfset = 0
i ncrease()

uicc.access.UICCException
with reason code
COMMAND_INCOMPATIBL
E.

4 - Shall throw
uicc.access.UICCException
with reason code
COMMAND_INCOMPATIBL
E.

13

Access condition not fulfilled

1- select EFonc fid=6F06
2- incr.length= 3
incrOfset =

incrLength = 3
resp.length = 3
respOfset = 0

i ncrease()

2 - Shall throw
uicc.access.UICCException
with reason code
SECURITY_STATUS_NOT _
SATISFIED.
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Id Description API Expectation APDU Expectation
14 EF is invalidated

sel ect EFagry, fid=6F09

2 - invalidate() 3 - Shall throw

3 - incr.length= 3 . .

incrOifset = 0 uicc.access.UICCException

incrLength = 3 with reason code

resp.length = 3 REF_DATA_INVALIDATED

respOfset = 0

i ncrease()

4 - rehabilitate()
5- Restore initial content of EFcau

15 Record not found

1- Create an EF Cyclic with no record
in fol der DFesr, fid=0x2C00

2- select EF Cyclic with no record,
fid=0x2C00

3- incr.length= 3 3- Shall throw )
incrOffset = 0 uicc.access.UICCException
incrLength = 3 with reason code
resp.length = 3 RECORD_NOT_FOUND
respOffset =0
i ncrease()
4- Delete Cyclic EF with no records.

16 incrLength out of range

1- Create an EF Cyclic with 1 record of
OxFD I ength in fol der DFesr, fid=0x2CFD
2- Select EF Cyclic, fid=0x2CFD

3- Set record to follow ng val ue
rec[0..125] = 0; rec[126..253] = OxFF
wi th an update record.

4- incr.length=128 4-resp[0..125] =
incrOffset =1 {0x00,...,0x00,0x01} and
lanLlengtthh= 1%8 resp[126..254] =
resp.length =

respOffset =0 {0x00,...,0x00}

Incr[] initialized to = {0x00, ...

, 0x00, 0x01}

respOffset =0

ret = OxFD

i ncrease()

5- incr.length=128 5- Shall throw an exception

incrOfset =0
incrLength = 128
resp.length = 128
respOfset = 0

Incr[] initialized to O
respOffset =0

i ncrease()

6- Delete EF Cyclic with fid=0x2CFD.

5114 Method readBinary

Test Area Reference: Api_1 Fvw_Redb.

5.1.1.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short readBi nary(short fileOfset,
byte[] resp,
short respOffset,
short resplLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Ul CCExcepti on
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5114.1.1 Normal execution

CRRNL1:. Reads the data bytes of the current transparent EF, as defined in TS 102 221 [6].

CRRN2: The sum of respOffset plus respLength is returned. and the data bytes of the currently selected
transparent file are returned in resp.

5.1.1.4.1.2 Parameter errors

CRRP1: If fileOffset is negative, an instance of UICCException.OUT_OF _FILE BOUNDARIES shall be
thrown.

CRRP2: If respOffset is negative, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP3: If respLength is negative, an instace of ArraylndexOutOfBoundsException shall be thrown.
CRRP4: If the array resp is null, an instance of NullPointerException shall be thrown.

CRRP5: If respOffset plus respLength is greater than the length of the array resp.length, an instance of
Arrayl ndexOutOfBoundsException shall be thrown and no read is performed.

CRRPG: If fileOffset plus respLength exceeds the length of the file, an instance of UICCException shall be
thrown. The reason code shall be UICCException.OUT_OF _FILE BOUNDARIES.

51.1.4.1.3 Context errors

CRRC1: If the method call causes an error to occur that is not expected and thus not handled, an instace of
UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

CRRC2: If the currently selected EF is not transparent, an instance of UICCException shall be thrown. The
reason code shall be UICCException. COMMAND_INCOMPATIBLE.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance
of UICCException shall be thrown. The reason code shall be
UICCException.SECURITY_STATUS NOT_SATISFIED.

CRRCA4: If the currently selected EF is deactivated and the file status of the EF does not allow for the reading
of an deactivated file, an instance of UICCException shall be thrown. The reason code shall be
UICCException.REF_DAT_INVALIDATED.

CRRCES:If the calling applet has currently no EF selected, an instance of UICCException shall be thrown. The
reason code shall be UICCException.NO_EF SELECTED.

5.1.1.4.2 Test area files

Test Source: Test Api_1 Fvw_Redb.java.

Test Applet: Api_1 Fvw_Redb 1java

Cap File: api_1 fvw_redb.cap.
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5.1.1.4.3 Test coverage
CRR number Test case number
N1 1,2
N2 1,2
P1 3
P2 6
P3 7
P4 5
P5 8
P6 4
C1 Not testable
C2 9
C3 10
C4 11
C5 12
5.1.1.4.4 Test procedure
Id Description API Expectation APDU Expectation
1 Read from EFtaru
1- sel ect DFTESTq fid=1111
sel ect EFra, fid=6F03 2 - shall return 20.
rzés f Il 'eio(t fhseit 2200 resp shall contain the contents of
resgi 0: 239] — 0x55 EFrary starting at index 10.
respOf fset = 10 <Description of resp:
respLength = 250 55 55 55 55 55 55 55 55 55 55
readBi nary() FFFFFFFFFFFF.. .. FF>
2 Read from EFtaru
fileOffset =5 shall return 15
resp. | fangt h = 260 resp shall contain the last 5 bytes of
igzgg’f 52?] _:18X55 EFrary Starting at index 10.
respLength = 5 <Description of resp:
r eadBi nar y() 55 55 55 55 55 55 55 55 55 55
FF FF FF FFFF5555....55 >
3 FileOffset is negative
fileOfset = -1 Shall throw uicc.access.UICC
respffset = 0 Exception with reason code
respLength = 10 OUT_OF FILE_BOUNDARIES.
readBi nary()
4 FileOffset + respLength > EF length
fileOfset = 259 Shall throw uicc.access.UICC
respffset = 0 Exception with reason code
respLength = 2 OUT_OF_FILE_BOUNDARIES.
readBi nary()
5 resp[] is null
fileOfset = 0
resp = null
respOffset =0
respLength = 10
reagBi ngry() Shall throw . .
java.lang.NullPointerException.
6 respOffset <0
fileOfset = 0 Shall throw
respOffset = -1 java.lang.
respLength = 10 ArraylndexOutOfBoundsException.
readBi nary()
7 respLength <0
fileOffset = 0 Shall throw
respOfset = 0 java.lang.
respLength = -1 ArrayIndexOutOfBoundsException.
readBi nary()
8 RespOffset + respLength > resp.length
fileOOfset =0 Shall throw
resp.length = 20 java.lang.
[Zigg};z?th z 1(1) ArraylndexOutOfBoundsException.
readBi nary()
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Id Description API Expectation APDU Expectation
9 EF is not Transparent

1-
2-
respOffset =0
respLength = 1
readBi nary()

sel ect EFary, fid=6F0C
fileOfset =0 2 - Shall throw uicc.access.UICC
Exception with reason code
COMMAND_INCOMPATIBLE.

10

1-
2-

sel ect EFirac, fi d=6FOE
fileOfset =0 2- Shall throw uicc.access.UICC
respOffset =0
respLength = 1
readBi nary()

Access condition not fulfilled

Exception with reason code
SECURITY_STATUS_NOT_SATISFIE

D.
11 EF is deactivated
1 - select EFqapru, fid=6F03
2 — deact | vateFil e()
3 — readBinary() 3 - Shall throw
4 — activatefile()) uicc.access.UICCException with
reason code
REF_DATA_INVALIDATED.
12 No EF selected
1- sel ect DFrest fid=1111
2 readBinary() 2 - Shall throw
uicc.access.UICCException with
reason code NO EF SELECTED.
5.1.15 Method readRecord

Test Area Reference: Api_1 Fvw_Redr.

5.1.1.5.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short readRecord(short recNumber,

byt e node,
short recOfset,
byte[] resp,
short respOffset,
short resplLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Ul CCExcept i on

5.1.15.1.1 Normal execution

CRRN1: Reads arecord or apart of record of a current linear fixed or cyclic EF into byte array resp and the
sum of respOffset plus respLength is returned.

CRRN2: If the access modeis REC_ACC_MODE_CURRENT the current record will be read and the current
record pointer shall not be changed.

CRRNS: If the access mode is REC_ACC_MODE_ABSOLUTE the record addressed by recNumber will be
read and the current record pointer shall not be changed.

CRRN4: If the access modeis REC_ACC_MODE_NEXT the next record relative to the current selected
record will be selected and read. The record pointer will be incremented.

CRRNS5: If the access modeis REC_ACC_MODE_NEXT and no current record is selected, the first record
will be selected and read. The record pointer will be incremented.

CRRNSG: If the access mode isREC_ACC_MODE NEXT and the current record pointer, of acyclic EF, is set
to the last record, the record pointer is set to the first record and the record is read.
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CRRNY7: If the access modeis REC_ACC_MODE_PREVIOUS the previous record relative to the current
selected record will be selected and read.

CRRNS: If the access modeis REC_ACC_MODE PREVIOUS and no current record is selected, the last
record will be selected and read.

CRRNO9:If the access mode is REC_ACC_MODE_PREVIOUS and the current record pointer of acyclic EFis
set to the first record, the record pointer is set to the last record in this EF and this record shall be read.

CRRN10: The current record pointer of any other applet shall not be changed.

5.1.15.1.2 Parameter errors

CRRP1: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_ABSOLUTE
and recNumber isless than O or greater than records available, an instance of UICCException shall be thrown.
The reason code shall be UICCException.RECORD_NOT_FOUND.

CRRP2: If the currently selected EF islinear fixed and the access modeis REC_ACC_MODE_CURRENT,
recNumber is 0 and thereis no current record selected, an instance of UICCException shall be thrown. The
reason code shall be UICCException.RECORD_NOT_FOUND.

CRRP3: If the currently selected EF islinear fixed and the access modeis REC_ACC_MODE_NEXT and the
current record pointer is set to the last record, an instance of UICCException shall be thrown. The reason code
shall be UICCException.RECORD_NOT_FOUND.

CRRP4: If the currently selected EF islinear fixed and the access mode is REC_ACC_MODE_PREVIOUS
and the current record pointer is set to the first record, an instance of UICCException shall be thrown. The
reason code shall be UICCException.RECORD_NOT_FOUND.

CRRP5: If the specified offset into the selected record recOffset isless than 0, an instance of UICCEXxception
shall be thrown. The reason code shall be UICCException.OUT_OF RECORD_BOUNDARIES.

CRRP®6: If recOffset plus respLength is greater than the record length, an instance of UICCException shall be
thrown. The reason code shall be UICC Exception.OUT_OF RECORD_BOUNDARIES.

CRRP7: If the access mode is not between 2 and 4 (2 = REC_ACC_MODE_NEXT, etc.), an instance of
UICCException shall be thrown. The reason code shall be UICC Exception.INVALID_MODE.

CRRP8: If the array resp is null, an instance of NullPointerException shall be thrown.
CRRP9: If respOffset isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP10: If respLength isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRPL11: If respOffset plus respLength is greater than the length of the array resp.length, or respOffset equals
resp.length, an instance of ArraylndexOutOfBoundsException shall be thrown.

5.1.1.5.1.3 Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of Ul CCException shall be thrown. The
reason code shall be UICCException.NO_EF _SELECTED.

CRRC2: If the currently selected EF is neither linear fixed nor cyclic, an instance of UICCException shall be
thrown. The reason code shall be UICCException. COMMAND_INCOMPATIBLE.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance
of UICCException shall be thrown. The reason code shall be
UICCException.SECURITY_STATUS NOT_SATISFIED.

CRRCH4: If the currently selected EF isinvalidated and the file status of the EF does not allow for reading an
invalidated file, an instance of UICCException shall be thrown. The reason code shall be
UICCException.REF_DATA_INVALIDATED.
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. CRRCE: If the method call causes an error to occur that is not expected and thus not handled, an instance of

UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.5.2 Test area files
Test Source: Test Api_1 Fvw_Redr.java
Test Applet: Api_1 Fvw_Redr_1ljava
Cap File: api_1 fvw_redr.cap.
5.1.1.5.3 Test coverage
CRR number Test case number
N1 2,3,4,56,8,9, 10, 11,12,13
N2 3,9
N3 2,8
N4 45,10,11
N5 4,11
N6 11
N7 6,7,12,13
N8 6,13
N9 12
N10
P1 14
P2 15
P3 5
P4 7
P5 16
P6 17
P7 18
P8 19
P9 20
P10 21
P11 22
C1l 1
Cc2 23
C3 24
C4 25
C5 Not testable
5.1.1.54 Test procedure
Id Description API Expectation APDU Expectation
1 No EF selected

2-  recNunber

1- select DFyesr, fid=1111

=1

node = REC_ACC_MODE_ABSOLUTE
recOfset = 0

byte[] resp = new byt e[ 20]
resptf f set 0

respLength 1
readRecor d()

0

2-Shall throw
uicc.access.UICCException with
reason code NO_EF_SELECTED.
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Id Description API Expectation APDU Expectation
2 Read Absolute from Linear Fixed EF

1 - select EFary, fid=6F0c

/1 Record pointer not set.

2 - recNunmber = 2

node = REC_ACC_MODE_ABSOLUTE
recOfset = 0

resptf f set
respLength
readRecor d()

3- recNunber = 0

node = REC_ACC MODE_NEXT
recOffset = 0

respOfset = 0
respLength = 4
readRecor d()

0
4

2 - resp shall be:
resp={OxAA,0xAA,0xAA,0xAA}

3- resp shall be:
Resp={0x55,0x55,0x55,0x55}

Read Current from Linear Fixed EF
//record pointer shall not be changed
1- recNunber = 0
node = REC_ACC_MODE_CURRENT
recOhfset = 0
resptf f set 0
respLength = 4
readRecor d()

resp shall be:
resp={0x55,0x55,0x55,0x55}

Read Next from Linear Fixed EF
1- select EFiary, fid=6F0c
//no record sel ected
recNunber = 0
nmode = REC ACC MODE_NEXT
recOfset = 0
respCr f set
respLength
readRecor d()
2- recNurmber = 0
nmode = REC_ACC_MODE_NEXT
recOffset =0
respt f set
respLength
readRecor d()

0

0
4

1- resp shall be:
resp={0x55,0x55,0x55,0x55}

2- resp shall be:
resp={OxAA,0xAA,0xAA,0xAA}

Read Next from Linear Fixed EF
recNunmber = 0
nmode = REC ACC MODE NEXT
recOffset =0
respOffset =0
respLength = 4
readRecor d()

Shall throw uicc.access.UICC
Exception with reason code
RECORD_NOT_FOUND.

Read Previous from Linear Fixed EF
1- recNunmber = 0
node = REC_ACC_MODE_PREVI OUS
recOffset =0
respCr f set
respLength
readRecor d()
2- select EFary fid=6FOc
/I no record sel ected
recNunmber = 0
node = REC_ACC MODE_PREVI OUS
recOffset =0
respOfset = 0
respLength = 4
readRecor d()

0
4

1- resp shall be:
resp={0x55,0x55,0x55,0x55}

2- resp shall be:
resp={0OxAA,0xAA 0xAA,0xAA}

Read Previous from Linear Fixed EF
recNunber = 0
node = REC_ACC _MODE_PREVI QUS
recOfset =0

respOfset = 0
respLength = 4
readRecor d()

Shall throw
uicc.access.UICCException with
reason code RECORD
_NOT_FOUND.
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Id Description API Expectation APDU Expectation
8 Read Absolute from Cyclic EF

1 select EFcwy, fid = 6F09

2- recNumber = 2

node = REC_ACC_MODE_ABSOLUTE
recOfset = 0
respOf fset =

respLength =

readRecor d()

3- recNunber

readRecor d()

w o

1
=

2 - resp shall be:
resp={0OxAA,0xAA,0xAA}

3 - resp shall be:
resp={0OxAA,0xAA 0xAA}

Read Current from Cyclic EF
//record pointer shall
//fromtestcase before
1- recNunber = 0
node = REC_ACC_MODE_CURRENT
recOffset = 0
respOf fset =
respLength =
readRecor d()

0
3

not be changed

1- resp shall be:
resp={0xAA,0xAA,0xAA}

10

Read Next from Cyclic EF
recNunber = 0
node = REC_ACC MODE_NEXT
recOffset = 0
respCr f set 0
respLength = 3
readRecor d()

resp shall be:
resp={0xAA,0xAA,0xAA}

11

Read Next from Cyclic EF
1- recNunmber = 0
node = REC_ACC MODE_NEXT
recOfset = 0
respOffset =
respLength =
readRecor d()
2- select EFcwy fid = 6F09
/Ino rec sel ected
recNunber = 0
node = REC_ACC_MODE_NEXT
recOfset =0
respCr f set
respLength
readRecor d()

0
3

0
3

1- resp shall be:
resp={0x55,0x55,0x55}

2- Shall throw
uicc.access.UICCException with

reason code RECORD_NOT_FOUND.

12

Read Previous from Cyclic EF
1- recNunber = 0
nmode = REC_ACC_MODE_PREVI OUS
recOffset = 0
resptf f set
respLength
readRecor d()

=0
=3

1- resp shall be:
resp={0OxAA,0xAA,0xAA}

13

Read Previous from Cyclic EF
1- recNunber = 0
nmode = REC_ACC_MODE_PREVI OUS
recOffset = 0
resptf f set
respLength
readRecor d()
2- select EFcwy fid = 6F09
/1 no rec selected
recNunber = 0
nmode = REC_ACC_MODE_PREVI OUS
recOfset = 0
respOf fset =
respLength =
readRecor d()

0
3

0
3

1- resp shall be:
resp={0x55,0x55,0x55}

2- resp shall be:
resp={0OxAA,0xAA 0xAA}
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Id Description API Expectation APDU Expectation
14 |Read Absolute from Linear Fixed EF beyond

Records

1- select EFary, fid=6FOC

2- recNunber = -1 2- Shall throw an

node = REC_ACC_MODE_ABSOLUTE

recof fset = 0 uicc.access.UICCException with

reason code

respOfset =0 .

resplength = 4 UICCException.RECORD_NOT_FOU
readRecor d() ND.

3- recNumber = 3 3- Shall throw an

readRecor d() uicc.access.UICCException with
reason code
UICCException.RECORD_NOT_FOU
ND.

15 |No current record in linear fixed EF, read
current

1- select EFary, fid=6FOC // No current
record

2- recNurmber = 0 // curr rec

node = REC_ACC_MODE_CURRENT

recfset =0
respCf fset =
respLength =
readRecor d()

2 - Shall throw uicc.access.UICC
Exception with reason code

0 RECORD_NOT_FOUND.
4

16 recOffset <0
1- select EFiary, fid=6F0C
2- recNunber =1 // rec 1 2 - Shall throw

mode = REC_ACC_MODE_ABSCLUTE uicc.access.UICCException with

recOffset = -1 9}
respO‘fSet 0 reason coade

respLength =4 OUT_OF_RECORD_BOUNDAR|ES.
readRecor d()

17| recOffset + respLength > Record Length
1- select EFiary, fid=6F0C

2- rechumber =1 2 - Shall throw

mode = REC_ACC_MODE_ABSCLUTE sim.access.SIMViewException with

recOffset = 2 reason code
respOffset =0 :

respLength =4 OUT_OF_RECORD_BOUNDAR'ES
readRecor d()

18 Reading with invalid mode
1- select EFiary, fid=6F0C
2- recNunber =0 2 - Shall throw
node = 1 uicc.access.UICCException with
recoffset =0 reason code INVALID_MODE
respOfset = 0 -
respLength = 4
readRecor d()
3- node = 5 3 - Shall throw uicc.access.
readRecor d() UICCException with reason code

INVALID_MODE.

19 resp is null
resp[] = null
node = REC_ACC_MODE_CURRENT Shall throw

respOffset = 0

resplength = 10 java.lang.NullPointerException.

readRecor d()
20 respOffset <0
respOffset = -1 Shall throw
respLength = 10 java.lang.ArraylndexOutOfBoundsExce
readRecord () ption.
21 respLength <0
resp0ffset = 0 Shall throw
respLength = -1 java.lang.
readRecord () ArraylndexOutOfBoundsException.
22 respOffset + respLength > resp.length
resp0ffset = 10 Shall throw
respLength = 11 java.lang.

readRecord ()

ArraylndexOutOfBoundsException.
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Id Description API Expectation APDU Expectation
23 EF is neither Cyclic nor Linear Fixed
1- select EFmw, fid=6F02
2- respOfset =0 2 - Shall throw
{223?@2?;3(): 4 l:é(;cs.gﬁcc%saséuICCException with
COMMAND_INCOMPATIBLE.
24 Access condition not fulfilled
1- select EFgwr fid=6F04
2 - respLength = 3 2 - Shall throw
readRecor d() uicc.access.UICCException with
reason code
SECURITY_STATUS_NOT_SATISFIE
D.
25 EF is deactivated
1 - select EFqw, fid=6F05
deactivateFile()
g - ;E??\Ffztcggl(l} 2 - Shall throw uicc.access.UICC
Exception with reason code
REF_DATA_INVALIDATED

5.1.1.6

Method searchRecord

Test Area Reference: Api_1 Fvw_Sear.

5.1.1.6.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short searchRecord(byte node,

short recordNum
short searchlndication,
byte[] patt,
short pattOffset,
short pattLength,
short[] response,
short respOifset,
short resplLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Ul CCExcepti on

5.1.1.6.1.1 Normal execution

CRRN1: Search a given pattern in byte array patt[] of a current linear fixed or cyclic EF.

CRRN2: If the pattern is found, the number of each record is stored in byte array response[] and the total
number of updated bytesin the array response[] buffer is returned.

CRRNB3: If the value of respLength is greater than the number of records found, the whole responseis copied
into the response buffer and the number of elements copied is returned by the method.

CRRN4: If the value of respLength is smaller than the number of found patterns, the first record numbers are
copied into the response array and the value of respLength is returned.

CRRNS5: If modeis SIMPLE_SEARCH_START_FORWARD, the search starts at the given record number
forward towards the end of the file.

CRRNG: If modeis SIMPLE_SEARCH _START_BACKWARD, the search starts at a given record number
backward towards to the beginning of thefile.

CRRN7: If modeis ENHANCED_SEARCH and
SEARCH_INDICATION_START_BACKWARD_FROM_PREVIOUS is set in searchindication, the search
is backward starting from previous record towards to the beginning of thefile.
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CRRNS: If the mode is ENHANCED SEARCH and
SEARCH_INDICATION_START_BACKWARD_FROM_PREVIOUS GRiis set in searchindication, the
search is backward starting at a given record from previous record towards to the beginning of the file.

CRRNO: If the mode is ENHANCED SEARCH and
SEARCH_INDICATION_START_FORWARD_FROM_NEXT is set in searchindication, the search is
forward starting at the next record towards the end of thefile.

CRRN10: If the modeis ENHANCED_SEARCH and
SEARCH_INDICATION_FORWARD_FROM_NEXT_GRisset in searchlndication, the search is forward
starting at a given record number towards to the end of the file.

CRRN11: If the mode is ENHANCED_SEARCH, and bit 4 of the most significant byte of the
searchindication is not set, the search startsin the record from the offset (absolute position) given in the less
significant byte of searchindication.

CRRN12: If the modeis ENHANCED_ SEARCH, and bit 4 of the most significant byte of the
searchindication is set, the search starts in the record after the first occurrence of the value contained in the less
significant byte of searchindication.

CRRN13: If pattern given in patt[] is not found, the method returns O.

CRRN14: If one or more matches are found the record pointer shall be set to the first record where the search
pattern was found.

5.1.1.6.1.2 Parameter errors

CRRP1: If modeisnot 4, 5 or 6, an instance of UICCException shall be thrown. The reason code shall be
UICCException.INVALID_MODE.

CRRP2: If the pattern array patt is null, an instance of java.lang.NullPointerException shall be thrown.
CRRP3: If the response array response is null, an instance of java.lang.NullPointerExceptino shall be thrown.

CRRPA4: If parameter pattOffset is negative, aninstance of java.lang.ArraylndexOutOfBoundsException shall
be thrown.

CRRPS5: If parameter pattLength is negative, an instance of java.lang.Arrayl ndexOutOf BoundsException shall
be thrown.

CRRP6: If parameter respOffset is negative, an instance of java.lang.Arrayl ndexOutOf BoundsException shall
be thrown.

CRRP7: If parameter respLength negative, an instance of java.lang.Arrayl ndexOutOf BoundsException shall
be thrown.

CRRPS: If parameter pattOffset plus pattLength are greater than the length of array patt, an instance of
javalang.Arrayl ndexOutOf BoundsException shall be thrown.

CRRPO: If parameter respOffset plus respLength are greater than the length of array response a
Arrayl ndexOutOfBoundsException shall be thrown.

CRRP10: If parameter recordNum is negative, an instance of UICCException shall be thrown. The reason
code shall be UICCException.RECORD_NOT_FOUND.

CRRP11: If parameter recordNum is greather than, the total number of records from the currently selected EF,
an instance of UICCException shall be thrown. The reason code shall be
UICCException.RECORD_NOT_FOUND.

CRRP12 If pattLengthis greater than record size of the currently selected EF an instance of UICCException
shall be thrown. The reason code shall be UICCException.OUT_OF FILE BOUNDARIES.
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5.1.1.6.1.3 Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of Ul CCException shall be thrown. The
reason code shall be UICCException.NO_EF SEL ECTED.

CRRC2: If the currently selected EF is not linear fixed or cyclic, an instance of UICCException shall be
thrown. The reason code shall be UICCException. COMMAND_INCOMPATIBLE.

CRRC3: If the calling applet does not fulfil the access condition, READ, to perform this function, an instance
of UICCException shall be thrown. The reason code shall be
UICCException.SECURITY_STATUS NOT_SATISFIED.

CRRCA4: If the currently selected EF is deactivated and the file status of the EF does not allow for reading a
deactivated file, an instance of UICCException shall be thrown. The reason code shall be
UICCException.REF_DATA_INVALIDATED.

CRRCS: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.6.2 Test area files

Test Source: Test Api_1 Fvw_Sear.java

Test Applet: Api_1 Fvw_Sear 1l.java

Cap File: api_1 fvw_sear.cap.
5.1.1.6.3 Test coverage
CRR number Test case number
N1 2,3,4,5,6,7,8,9,10,11,28, 29,30,31,32,33,34,35,36,37
N2 2,3,4,5,6,7,8,9,10,11,28,29,30,31,32,33,34,35,36,37
N3 2,3,4,5,6,7,8,9,10,11,28,29,30,31,32,33,34,35,36,37
N4 12
N5 2,28
N6 3,29
N7 6,7,34,35
N8 8,9,36,37
N9 10,11,30,31
N10 12,13,32,33
N11 6,8,10,12,30,32,34,36
N12 7,9,11,13,31,33,35,37
N13 2,3,5,7,9,11,28,31
N14 6,7,10,11,30,31,34,35
P1 13
P2 14
P3 15
P4 16
P5 17
P6 18
P7 19
P8 20
P9 21
P10 22
P11 23
P12 24
C1 1
c2 25
C3 26
C4 27
C5 Not testable

ETSI



Release 6 56 ETSI TS 102 268 V6.0.0 (2007-03)
5.1.1.6.4 Test procedure
Id Description API Expectation APDU Expectation
1 No EF selected
1- sel ect DFTESTq fid=1111

2- searchRecord()

2-shall throw uicc.access.UICC
Exception with reason code
NO_EF_SELECTED.

2 Fixed linear EF,
Simple mode search forward

1- sel ect EFise, fid=6F1A
2— mode = SIMPLE_SEARCH START_FORWMARD |5 4 exception shall be thrown
recordNum = 1
pat t[] ={ 0x10, 0x03, 0x04} Shall return 0.
patt Offset = 0 response shall be:
pattlLength = 1 response={0,0,0,0}
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4
sear chRecor d()
3- Sinple node search forward
nmode = S| MPLE_SEARCH_START_FORWARD
recordNum = 2
pat t [] ={ 0x10, 0x03, 0x04} 3- Shall return 2.
pattOffset = 1 response shall be:
pattLength = 2 response={0,2,4,0}
resp.length = 4
respOffset =1
respLength = 3
sear chRecor d()
4- Sinple node search forward
node = SI MPLE_SEARCH START_FORWARD
recordNum = 0
patt[]={0x10, 0x03, 0x04}
pattOfset = 1
pattiength = 2 4- Shall return 2.
resp.length = 4 .
respOffset = 1 response shall be:
respLength = 3 response={0,2,4,0}
sear chRecor d()

3 Simple mode, search backward

1- mode = SI MPLE_SEARCH START BACKWARD
recordNum = 1
patt[] ={0x08, 0x0A, 0x0B}

0

patt Of f set =

pattlLength = 3

response[] = {0,0,0, 0}

respOfset = 2

respLength = 2

sear chRecor d()

2-node = S| MPLE_SEARCH START_BACKWARD

recordNum = 6

patt[]={0x08, 0x09, 0x0A, 0x0B }
patt Of f set =
pattLength
responsel ]
respCr f set
respLength
sear chRecor d()

3-node = S| MPLE_SEARCH_START_BACKWARD
recordNum = 0

patt[]={0x08, 0x09, Ox0A, Ox0B }
patt Of f set
pattlLength
responsef ]
respCrf set
respLength
sear chRecor d()

1
2
{0,0,0, 0}
1
3

1
2
{0,0,0, 0}
1
3

1- shall return 0.
response shall be:
response={0,0,0,0}

2- shall return 3.
response shall be:
response={0,4,3,1}

3- shall return 3.
response shall be:
response={0,4,3,1}
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Id Description API Expectation APDU Expectation
4 Enhanced Mode, search backward from

previous record, start from an offset in
record.

1- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH_| NDI CATI ON_BACKWARD_FROM_PREVI QUS
+ 0x0009

recordNum = 0

patt[]={0x01, 0x02, 0x03, 0x04}

pattOffset = 0
pattLength = 3
response[] = {0,0,0, 0}
respOffset =0
respLength = 4
sear chRecor d()

2- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH_| NDI CATI ON_BACKWARD_FROM_PREVI OQUS
+0x0000

recordNum = 0

patt[]={0x0C, 0x0D, Ox0E, Ox0F, 0x01, 0x02}

pattOffset = 0
pattLength = 5
response[] = {0,0,0, 0}
respffset = 2
respLength = 2
sear chRecor d()

1- shall return 1,
response shall be:
resp={3,0,0,0}

2- shall return 1
response shall be:
response={0,0,2,0}

Enhanced Mode, search backward from
previous record, start from a value in record.

1- node = ENHANCED SEARCH
sear chl ndi cati on=
SEARCH_| NDI CATI ON_BACKWARD_FROM_PREVI OQUS
+ 0x0810
recordNum = 0
patt[]={0x01, 0x02, 0x03, 0x04}
0

patt Of f set =
pattlLength = 3
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4

sear chRecor d()

2- perform 3 readRecord() in next node
to set current pointer to pointer 5
3- nmode = ENHANCED SEARCH
sear chl ndi cati on=
SEARCH_| NDI CATI ON_BACKWARD FROM PREVI OUS
+0x080E
recordNum = 0
patt[]={0x01, 0x02, 0x03, 0x04}
3

patt Of f set =
pattLength = 1
response[] = {0,0,0, 0}
respOffset =0
respLength = 4

sear chRecor d()

1- shall return O,
response shall be:
resp={0,0,0,0}

3- shall return 2
response shall be:
response={4,2,0,0}
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Id Description API Expectation APDU Expectation
6 Enhanced Mode, search backward from

previous given record, start from an offset in
record.

1- node = ENHANCED SEARCH
sear chl ndi cati on=
SEARCH_| NDI CATI ON_BACKWARD_FROM_PREVI QUS
_GR + 0x0000
recordNum = 1
patt[]={0x01, 0x02, 0x03}
0

patt Of f set =
pattLength = 1
response[] = {0,0,0, 0}
respOffset =0
respLength = 4

sear chRecor d()

2- node = ENHANCED SEARCH
sear chl ndi cati on=
SEARCH_| NDI CATI ON_BACKWARD_FROM_PREVI OQUS
_GR + 0x0004
recordNum = 6
patt[]={0x01, 0x02, 0x03}
0

patt Of f set =
pattLength = 3
response[] = {0,0,0, 0}
respOffset =0
respLength = 4

sear chRecor d()

1- shall return 1,
response shall be:
resp={1,0,0,0}

2- shall return 4
response shall be:
response={5,4,3,2}

Enhanced Mode, search backward from
previous given record, start from a value in
record.

1- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH_| NDI CATI ON_BACKWARD_FROM_PREVI QUS
_GR + 0x080D

recordNum = 1

patt[] ={ OxOE, OxOE, OxOE}

pattOfset = 1
pattlLength = 1
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4
sear chRecor d()

2- nmode = ENHANCED SEARCH
sear chl ndi cati on=
SEARCH_| NDI CATI ON_BACKWARD FROM PREVI OUS
_GR + 0x0800
recordNum = 6
patt[]={0x01, 0x02, 0x03}
0

patt O fset =
pattlLength = 3
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4

sear chRecor d()

1- shall return 1,
response shall be:
resp={1,0,0,0}

2- shall return 0
response shall be:
response={0,0,0,0}
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Id Description API Expectation APDU Expectation
8 | Enhanced Mode, search forward from next

record, start from an offset in record.

1- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH | NDI CATI ON_FORWARD FROM NEXT +
0x0003

recordNum = 0

patt[]={0x00, 0x0A, 0x0B}

pattOfset = 1
pattLength = 2
response[] = {0,0, 0}
respOffset = 2
respLength = 2
sear chRecor d()

2- PerformreadRecord() in previous node
3- node = ENHANCED_SEARCH

sear chl ndi cati on=

SEARCH | NDI CATI ON_FORWARD_FROM NEXT +
0x0003

recordNum = 0

patt[]={0x00, 0x0A, 0x0B}

patt O f set
pattlLength
responsel ]
respt f set
respLength =
searchRecord()

1
2
{0, 0,0, 0}
o

1- shall return 2
response shall be:
resp={0,0,3,4}

3- shall return 1
response shall be:
response={4,0,0,0}

Enhanced Mode, search forward from next
record, start from a value in record.

1- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH | NDI CATI ON_FORWARD FROM NEXT +
0x0804

recordNum = 0

patt[]={0x01, Ox02 0x03}

patt Of f set =
pattLength =
response[] = {O, 0, 0, 0}
respOf fset =
respLength = 2

sear chRecor d()

2- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH | NDI CATI ON_FORWARD_FROM _NEXT +
0x0801

recordNum = 0

patt[]={0x01, Ox02 0x03}

patt Of f set =
pattLength =
response[] = {O, 0, 0, 0}
resptf fset =
respLength = 4

sear chRecor d()

1- shall return 0,
response shall be:
resp={0,0,0,0}

2- shall return 2
response shall be:
response={5,6,0,0}

ETSI




Release 6 60 ETSI TS 102 268 V6.0.0 (2007-03)
Id Description API Expectation APDU Expectation
10 | Enhanced Mode, search forward from next

given record, start from an offset in record.

1- node = ENHANCED SEARCH
sear chl ndi cati on=
SEARCH | NDI CATI ON_FORWARD FROM NEXT_GR +
0x0007
recordNum = 1
patt[]={0x01, 0x02, 0x03}
0

patt O fset =
pattLength = 3
response[] = {0,0,0, 0}
respOffset =1
respLength = 3

sear chRecor d()

2- nmode = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH_| NDI CATI ON_FORWARD_FROM NEXT_GR +
0x000C

recordNum = 3

patt[]={0x03, 0x02, 0x01}

pattOffset = 0
pattLength = 3
response[] = {0,0,0, 0}
respOffset =0
respLength = 4
sear chRecor d()

1- shall return 3,
response shall be:
resp={0,3,4,5}

2- shall return 1
response shall be:
response={6,0,0,0}

11

Enhanced Mode, search forward from next
given record, start from a value in record.

1- nmode = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH_| NDI CATI ON_FORWARD FROM NEXT_GR +
0x080D

recordNum = 5

patt[]={0x01, 0x02, 0x03}

pattOffset = 0
pattlLength = 3
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4
sear chRecor d()

2- node = ENHANCED SEARCH

sear chl ndi cati on=

SEARCH_| NDI CATI ON_FORWARD FROM NEXT_GR +
0x080C

recordNum = 5

patt[]={0x01, 0x02, 0x03}

pattOffset = 0
pattlLength = 3
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4
sear chRecor d()

1- shall return O,
response shall be:
resp={0,0,0,0}

2- shall return 1
response shall be:
response={5,0,0,0}

12

Simple mode, total number of found patterns
exceed response(]

1- mode = SI MPLE_SEARCH START FORWARD
recordNum = 1
patt[]={0x01, 0x02, 0x03}

0

patt Of f set =
pattlLength = 3
response[] = {0,0,0, 0}
respOfset = 0
respLength = 4

sear chRecor d()

2- node = S| MPLE_SEARCH START_FORWARD
recordNum = 1
patt[]={0x01, 0x02, 0x03}

0

patt O fset =

pattLength = 3
response[] = {0,0,0,0,0}
respOffset =0
respLength = 4

sear chRecor d()

1- shall return 4
response shall be:
response={1,2,3,4}

2- shall return 4
response shall be:
response={1,2,3,4,0}
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Id Description API Expectation APDU Expectation
13 Invalid mode

nmode = 0x14 (sinple search forward with

SFI)

sear chl ndi cati on= 0
recordNum = 2
patt[]={0x01, 0x02, 0x03}

pattOffset =1
pattLength = 2
response[] = {0,0,0,0, 0}
respOffset = 2
respLength = 2
sear chRecor d()

shall throw an uicc.access.UICC
Exception with reason code
INVALID_MODE.

14

Pattern array is null

mode = S| MPLE_SEARCH _START_FORWARD
searchl ndi cation= 0
recordNum = 0

patt[]= null

pattOfset = 1
pattlLength = 2
response[] = {0,0,0,0,0}
respOfset = 2
respLength = 2

sear chRecor d()

shall throw an
java.lang.NullPointerException.

15

Response array is null

node = SI MPLE_SEARCH START_FORWARD
sear chl ndi cati on= 0

recordNum = 0

patt[]={0x01, 0x02, 0x03}

shall throw an instance of
java.lang.NullPointerException.

pattOffset = 0
pattLength = 1
response[] = null
respOffset = 0
respLength = 5
sear chRecor d()
16 pattOffset<0

mode = S| MPLE_SEARCH _START_FORWARD
searchl ndi cation= 0
recordNum = 0
patt[]={0x01, 0x02, 0x03}
-1

shall throw an instance of
java.lang.ArraylndexOutOfBoundsExc
eption.

patt O fset =
pattLength = 1
response[] = {0,0,0,0,0}
respOffset =0
respLength = 5
sear chRecor d()
17 pattLength<0

node = SI MPLE_SEARCH START_FORWARD
sear chl ndication= 0

recordNum = 0

patt[]={0x01, 0x02, 0x03}

pattOffset = 0
pattlLength = -1
response[] = {0,0,0,0, 0}
respOfset = 0
respLength = 5

sear chRecor d()

shall throw an instance of
java.lang.ArraylndexOutOfBoundsExc
eption.

18

respOffset <0

nmode = S| MPLE_SEARCH_START_FORWARD
sear chl ndi cati on= 0
recordNum = 0
patt[]={0x01, 0x02, 0x03}
0

patt O fset =

pattLength = 1
response[] = {0,0,0,0,0}
respOffset = -1
respLength = 5

sear chRecor d()

shall throw an instance of
java.lang.ArraylndexOutOfBoundsExc
eption.
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Id Description API Expectation APDU Expectation
19 respLength <0

nmode = SI MPLE_SEARCH START_FORWARD
sear chl ndi cation= 0
recordNum = 0
patt[]={0x01, 0x02, 0x03}
0

shall throw an instance of
java.lang.ArraylndexOutOfBoundsExc
eption.

patt Of f set =
pattlLength = 1
response[] = {0,0,0,0, 0}
respOfset = 0
respLength = -1
sear chRecor d()
20 PattOffset + pattLength > patt[]
mode = S| MPLE_SEARCH START_FORMRD shall throw an instance of
fzggfg'mn%' Eato' on=0 java.lang.ArraylndexOutOfBoundsExc
patt [ ] ={ 0x01, 0x02, 0x03} eption.
pattOfset = 2
pattLength = 2
response[] = {0,0,0,0,0}
respOffset =1
respLength = 5
sear chRecor d()
21 RespOffset + respLength > response|]
mode = 51 MPLE_SEARCH START_FORMRD shall throw an instance of
fg?gfg'm”g: Eag' on=0 java.lang.ArraylndexOutOfBoundsExc
pat t [] ={ 0x01, 0x02, 0x03} eption.
pattOffset = 0
pattlLength = 1
response[] = {0,0,0,0, 0}
respOfset = 3
respLength = 3
sear chRecor d()
22 recordNum <0
mode = S| MPLE_SEARCH START_FORMRD shall throw an uicc.access.UICC
fzggfg'mn%' cat 'lon‘ 0 Exception with reason code
pat t []={0x01, 0x02, 0x03} RECORD_NOT_FOUND
pattOffset = 0
pattLength = 1
response[] = {0,0,0,0, 0}
respOffset = 0
respLength = 5
sear chRecor d()
23 | RecordNum > total number of file records

1- node = S| MPLE_SEARCH START FORWARD
sear chl ndi cation= 0
recordNum = 7
patt[]={0x01, 0x02, 0x03}
0

patt O fset =

pattlLength = 1
response[] = {0,0,0,0,0}
respOfset = 0
respLength = 5

sear chRecor d()

1- shall throw an uicc.access.UICC
Exception with reason code
RECORD_NOT_FOUND

ETSI




Release 6 63 ETSI TS 102 268 V6.0.0 (2007-03)
Id Description API Expectation APDU Expectation
24 pattlength > record length

1- nmode = SI MPLE_SEARCH START_FORWARD
sear chl ndi cation= 0

recordNum = 3

patt[ 16] ={ 0x55, 0x55, .., 0x55}

pattOffset = 0
pattlLength = 16
response[] = {0,0,0,0, 0}
respOfset = 0
respLength = 5

sear chRecor d()

2- node = ENHANCED SEARCH
sear chl ndi cati on=

SEARCH_| NDI CATI ON_FORWARD FROM NEXT_GR +

0x000E
recordNum = 3
patt[]={0x01, 0x02, 0x03}

1- shall throw an
uicc.access.UICCException with
reason code
OUT_OF_FILE_BOUNDARIES.

2- shall throw an
uicc.access.UICCException with
reason code

pattOffset =0 OUT_OF_FILE_BOUNDARIES.
pattLength = 3

response[] = {0,0,0,0, 0}

respCffset = 0

respLength = 5

sear chRecor d()

25 Wrong file structure
1- select EFmac fid=6FOF

2- searchRecord()

2- shall throw an
uicc.access.UICCException with
reason code

COMMAND INCOMPATIBLE

26

Security status not satisfied

1- select EFw fid=6F0A
2- searchRecord()

2- shall throw an
uicc.access.UICCException with
reason code
SECURITY_STATUS_NOT_SATISFI
ED

27

File deactivated

1- select EFiary, fid=6F10
2- deactivateFile EF aru
3- searchRecord()

4- activateFile()

3- shall throw an
uicc.access.UICCException with
reason code DATA INVALIDATED
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Id Description API Expectation APDU Expectation
28 Cyclic EF, Simple mode search forward
1- sel ect EFcsea, fid=6F1B
f;cg‘r’gﬁl}; E' 'i’PLEﬁEAROiSTARTfO WARD 2- shall return 0
patt[] ={ 0x10, 0x03, 0x04} response shall be:
patt Offset = 0 response={0,0,0,0,0}
pattlLength = 1
response[] = {0,0,0,0, 0}
respOffset =
respLength = 5
sear chRecor d()
3- nmode = S| MPLE_SEARCH_START_FORWARD
recordNum = 2
patt[]={0x10, Ox03 0x04} ]
patt Of fset = 3- Shall either
pattlLength = return 3 and response shall be:
response[] = {0, 0,0,0,0} response={0,0,2,4,1}
respd f set f or shall
;Sftﬁggtcgr a(;’ return 2 and response shall be:
4- updateRecord() in previous node with response={0,0,2,4,0}
val ue
{0x03, 0x02, 0x01, 0x03, 0x02, 0x01, 0x03, 0x02
, 0x01, 0x03, 0x02, 0x01, 0x03, 0x02, 0x01}
(new record 1 is set to previous record
6)
5- nmode = S| MPLE_SEARCH_START_FORWARD
recordNum = 2
patt[]={0x10, Ox03 0x04}
patt O fset =
pattlLength = 2
response[] = {O, 0, 0,0, 0} 5- Shall return 3.
respOffset = response shall be:
respLength = 3 response={0,0,2,3,5}
sear chRecor d()
29 | Cyclic EF, Simple mode search backward
mode 3 Nﬁl NPLE_SEARCH_START_BACKV\ARD Shall either
recor m= .
pat t[]={ 0x10, 0x03, 0x04} return 3 a_nd response shall be:
patt O fset = 1 response={0,3,2,5,0}
pattLength = 2 or shall
response[] = {0,0,0,0, 0} return 2 and response shall be:
respOffset =1 response={0,3,2,0,0}
respLength = 4
sear chRecor d()
30 | Cyclic EF, Enhanced mode, search forward

from next record, start from an offset in
record

nmode = ENHANCED MODE
sear chl ndi cati on=
SEARCH_| NDI CATI ON_START_FORWARD FROM_NEX
T + 0x0009
recordNum = 0
patt[]={0x01, 0x02, 0x03}
0

patt O fset =

pattlLength = 3
response[] = {0,0,0,0,0}
respOffset = 2
respLength = 3

sear chRecor d()

shall return 3
response shall be:
response={0,0,4,5,6}
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Id Description API Expectation APDU Expectation
31 | Cyclic EF, Enhanced mode, search forward

from next record, start from a value in
record

nmode = ENHANCED MODE
sear chl ndi cati on=
SEARCH _| NDI CATI ON_START_FORWARD_FROM_NEX
T + 0x0810
recordNum = 0
patt[]={0x01, 0x02, 0x03}
0

shall return O
response shall be:
response={0,0,0,0,0}

patt Of f set =
pattLength = 3
response[] = {0,0,0,0, 0}
respffset = 2
respLength = 3
sear chRecor d()
32 | Cyclic EF, Enhanced mode, search forward
from next given record, start from an offset
in record
mode = ENHANCED _MODE shall either
ZEf\ng]" Fﬁlhcacglrf?]:l START FORWARD FROM Nex|return 5 and response shall be:
T &R + 0x0005 - - - - response={3,4,5,6,1}
recor dNum = 3 or shall
pat t[]={0x01, 0x02, 0x03} return 4 and response shall be:
pattOffset = 0 response={3,4,5,6,0}
pattlLength = 1
response[] = {0,0,0,0, 0}
respOfset = 0
respLength = 5
sear chRecor d()
33 | Cyclic EF, Enhanced mode, search forward
from next given record, start from a value in
record
sk e 1- shall either
ZE‘Z‘\EBT mgg}?& START FORWARD FROM Nex|FEturn 2 and response shall be:
T GR + 0x0805 - - - - response={2,4,0,0,0}
recordNum = 6 or shall
pat t [ ] ={ OXOE, OXOF, 0x00} return O and response shall be:
pattOffset = 0 response={0,0,0,0,0}
pattlLength = 2
response[] = {0,0,0,0,0}
respOffset = 0
respLength = 5
sear chRecor d()
2- Restore EF initial state (record 1
shall be assigned to the record that
content is
{0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08
, 0x09, 0x0A, 0x0B, 0x0C, 0x0D, OxE, 0x0F})
using 5 updateRecord() in previous node
34 Cyclic EF, Enhanced mode, search

backward from previous record, start from
an offset in record

1- Set current record pointer to record
6 using 5 readRecord() in next node

2- node = ENHANCED MODE
sear chl ndi cati on=
SEARCH_| NDI CATI ON_START_BACKWARD FROM PR
EVI QUS + 0x0003
recordNum = 0
patt[]={0x02, 0x01, 0x00}
0

patt O fset =

pattlLength = 2
response[] = {0,0,0,0,0}
respOfset = 3
respLength = 2

sear chRecor d()

2- shall either

return 1 and response shall be:

response={0,0,0,6,0}
or shall

return O and response shall be:

response={0,0,0,0,0}
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Id Description API Expectation APDU Expectation
35 Cyclic EF, Enhanced mode, search

backward from previous record, start from a
value in record

nmode = ENHANCED MODE

sear chl ndi cati on=

SEARCH | NDI CATI ON_START_BACKWARD FROM PR
EVI QUS + 0x0801

recordNum = 0

patt[]={0x01, Ox02 0x03}

patt Of f set =

pattLength = 2
response[] = {O, 0, 0, 0, 0}
respOf fset =

respLength = 5

sear chRecor d()

shall return 5
response shall be:
response={5,4,3,2,1}

36

Cyclic EF, Enhanced mode, search
backward from given record, start from an
offset in record

node = ENHANCED MODE

sear chl ndi cati on=

SEARCH | NDI CATI ON_START_BACKWARD FROM PR
EVI QUS_GR + 0x0003

recordNum = 5

patt[]={0x02, 0x01, 0x00}

pattOffset = 0

pattlLength = 2
response[] = {0,0,0,0, 0}
respOfset = 3
respLength = 2
sear chRecor d()

shall either

return 1 and response shall be:

response={0,0,0,6,0}
or shall

return 0 and response shall be:

response={0,0,0,0,0}

37

Cyclic EF, Enhanced mode, search
backward from given record, start from a
value in record

nmode = ENHANCED MODE

sear chl ndi cati on=

SEARCH_| NDI CATI ON_START_BACKWARD FROM PR
EVI OQUS_GR + 0x0801

recordNum = 3

patt[]={0x01, Ox02 0x03}

Shall either

return 5 and response shall be:

response={3,2,1,5,4}
or shall

return 3 and response shall be:

response={3,2,1,0,0}

patt O fset =
pattlLength = 2
response[] = {O, 0, 0, 0, 0}
respCf fset =
respLength = 5
sear chRecor d()
5.1.1.7 Method select (byte sfi)

Test Area Reference: Api_1_Fvw_Slctb.

5.1.1.7.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void select(byte sfi)

511711

throws Ul CCException

Normal execution

CRRNL1: Selects afile by its Short File Identifier in the current directory of the FileView.

CRRN2: Allows to update the current file without handling the Select Response.

CRRN3: The current EF it self can be selected.

CRRN4: Thefile context associated with the FileView object is changed after successful execution.
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5.1.1.7.1.2 Parameter errors

. CRRP1: If the file which sfi matchesis not in the current directory or no file matches the sfi, an instance of
UICCException shall be thrown. The reason code shall be UICCException.FILE_NOT_FOUND.

51.1.7.1.3 Context errors

. CRRC1: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCException shall be thrown. The reason code shall be UICCException.MEMORY _PROBLEM.

. CRRC2: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.7.2 Test area files
Test Source: Test Api_1 Fvw_ Slctb.java

Test Applet: Api_1 Fvw_Sictb _1.java

Cap File: api_1 fvw_ dlctb.cap.
5.1.1.7.3 Test coverage
CRR number Test case number
N1 124
N2 Not testable
N3 3
N4 5
P1 4
Cc1 Not testable
C2 Not testable
5.1.1.7.4 Test procedure
Id Description API Expectation APDU Expectation

1 Selection possibilities, UICC file system
1- get a FileView
Ul CCSyst em get TheUl CCVi ew( CLEAR_ON_RESE

P sel ect DFresr, fid=1111 2- no exception shall be thrown

3- select with sfi EFmm sfi=0x01 3- no exception shall be thrown

4- select with sfi EFmy, sfi=0x02 4- no exception shall be thrown

5- select with sfi EFay sfi=0x05 5- no exception shall be thrown
2 Selection possibilities, ADF1

1- get a FileView

Ul CCSyst em get TheFi | eVi ew( Al D_ADF1, CLEA
R_ON_RESET)

2- sel ect DFTESTq fid=1111

3- select with sfi EFng, sfi=0x01

2- no exception shall be thrown
3- no exception shall be thrown

4- select with sfi EFmy sfi=0x02 4- no exception shall be thrown

5- select with sfi EFay sfi=0x05 5- no exception shall be thrown
3 Current EF itself can be selected

1- get a FileView

Ul CCSyst em get TheUl CCVi ew( CLEAR_ON_RESE

T

2- sel ect DFTESTq fid=1111

3- select with sfi EFng, sfi=0x01 .

4- select with sfi EFmpw sfi=0x01 4- no exception shall be thrown
4 FILE_NOT_FOUND

1- try to select a file with sfi=0x55 1- shall throw an

uicc.access.UICCException with
reason code FILE_NOT_FOUND
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Id Description API Expectation APDU Expectation
5 File context changed

1- sel ect EFtaru sfi=0x03

1- file content should be

read 3 first byt es {OXFF,0XFF,0xFF}
rzéazelf ?fte Eg;‘“‘t“'enff' =0x02 2- file content should be
{0x55,0x55,0x55}
5.1.1.8 Method select (short fid)
Test Area Reference: Api_1 Fvw_Slcts.
5.1.1.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

publ

5.1.1.81.1

ic public void select(short fid)
throws Ul CCExcepti on

Normal execution

CRRN1: Selects afile of the UICC file system or of an ADF file system by file identifier.

CRRN2: Allows to update the current file without handling the Select Response.

CRRN3: After selecting an ADF/MF/DF no EF is selected.

CRRN4: After selecting alinear fixed EF no record is selected.

CRRNS5: Any file can be selected by FID which is an immediate child of the current directory.

CRRNG6: Any DF can be selected by FID which is an immediate child of the parent of the current DF.

CRRN7: The parent of the current directory can be selected by the FID.

CRRNS8: The ADF of the current active application can be selected by the FID.

CRRN9: The ADF/MF/EF can always be self selected.

CRRN10: The file context associated with the FileView object is changed after successful execution.

5.1.1.8.1.2 Parameter errors

No requirements.

5.1.1.8.1.3 Context errors

CRRC1: If the file with a File Identifier which matches fid could not be found according to the selection rule
listed in CCRN3, an instance of UICCException shall be thrown. The reason code shall be

UICCException.FILE_NOT_FOUND.

CRRC2: If the file with a File Identifier which matches fid could not be found according to the selection rule
listed in CCRN4, an instance of UICCException shall be thrown. The reason code shall be

UICCException.FILE_NOT_FOUND.

CRRC3: If the file with a File Identifier which matches fid could not be found according to the selection rule
listed in CCRN5, an instance of UICCException shall be thrown. The reason code shall be

UICCException.FILE_NOT_FOUND.

CRRCA4: If the file with a File Identifier which matches fid could not be found according to the selection rule
listed in CCRNS, an instance of UICCException shall be thrown. The reason code shall be

UICCException.FILE_NOT_FOUND.
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. CRRCES: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCException shall be thrown. The reason code shall be UICCException.MEMORY _PROBLEM.

. CRRCE: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.8.2 Test area files
Test Source: Test Api_1 Fvw_Slctsjava
Test Applet: Api_1 Fvw_Slcts 1.java

Cap File: api_1 fvw_dcts.cap.

5.1.1.8.3 Test coverage

CRR number Test case number
N1 1,2
N2 5
N3 5
N4 6
N5 1,
N6 1,
N7 1,
N8 1,
N9 4
N10 Tested in Api_1_Cont, test case 1 and 2
C1 3
C2 3
C3 3
C4 3
C5 Not testable
Cc6 Not testable

5.1.1.8.4 Test procedure

Id Description API Expectation APDU Expectation

0 Get a FileView object, UICC file system

1- get a FileView

Ul CCSyst em get TheUl CCVi ew( CLEAR_ON_RESE
1))

1 Selection possibilities
1- select EFyc fid=2FF0 No exception shall be thrown
2- sel ect DFTESTq fid=1111

3- select EFqw, fid=6F05

4- sel ect EFaan, fid=6F16

5- sel ect DFSUBiTESTq fid=2211
6- select DFqesr, fid=1111

7- sel ect EFqaa, fid=6F16

8- select DFqesr, fid=1111

9- select M- fid=3F00

10- sel ect DFTESTq fid=1111
11- sel ect EFqan, fid=6F16
12- select MF, fid=3F00

2 Selection possibilities, ADF1
1- get a FileView No exception shall be thrown
Ul CCSyst em get TheFi | eVi ew( Al D_ADF1, CLEA
R_ON_RESET)

2- select EFyc, fid=2FF0

3- select DFqesr, fid=1111

4- sel ect EFqw, fid=6F05

5- sel ect EFqpa, fid=6F16

6- sel ect DFSUBiTESTq fid=2211

7- select DFqesr, fid=1111

8- sel ect EFqaa, fid=6F16

9- sel ect DFresr, fid=1111
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Id Description API Expectation APDU Expectation

3 No selection of unreachable file
1- get a FileView

Ul CCSyst em get TheUl CCVi ewm( CLEAR ON_RESE [5_ a
T

2" select EFow fid=6F05 UICCException.FILE_NOT_FOUND

3- select DFresr, fid=1111 shall be thrown.

4- sel ect EFqa, fid=2222 3- No exception shall be thrown

5- select EFqw, fid=6F05 4- A

6- sel ect DFSUB_TESTy fid=2211 U|CCEXC€ptI0nFILE_NOT_FOUND
7- select EFm, fid=2222 shall be thrown.

8- sel ect DFreecow fid=7F10 5- No exception shall be thrown

6- No exception shall be thrown

7- No exception shall be thrown
8-A
UICCException.FILE_NOT_FOUND
shall be thrown.

4 Self selection
1- select M-, fid=3F00

2- select M, fid=3F00 2- No exception shall be thrown
3- select DFesr, fid=1111
4- sel ect DFest, fid=1111

5- sel ect EFrma fid=6F16 4- No exception shall be thrown
6- sel ect EFraa, fid=6F16

7- get a FileView 6- No exception shall be thrown
Ul CCSyst em get TheFi | eVi ew( Al D_ADF1, CLEA

R_ON_RESET) 8- No exception shall be thrown

8- select ADF, fid=7FFF

9- select ADF, fid=7FFF 9- No exception shall be thrown

5 EF not selected after MF/DF selection
1- select M, fid=3F00 2-A
2- updat eRecor d() UICCException.NO_EF_SELECTED

3- select DFesr, fid=1111

4 updat eRecor d() shall be thrown

4-A
UICCException.NO_EF_SELECTED
shall be thrown

6 | No record is selected after selecting linear

fixed EF
1- select M, 1 - No exception shall be thrown.
fid = 3F00 2 - No exception shall be thrown.
2- select Dfresr, 3 - No exception shall be thrown.
3- select EFiary i
4 - recNunber = 0 4 - Shall throw uicc.access.UICC
nmode = REC_ACC_MODE_ CURRENT Exception with reason code
readRecor d() RECORD_NOT_FOUND.
5- select EFcry, 5 - No exception shall be thrown.
6 - recNumber = 0 6 - Shall throw uicc.access.UICC
mode = REC_ACC_MODE_ CURRENT Exception with reason code
readRecor d() RECORD_NOT_FOUND.
5.1.1.9 Method select(short fid, byte[] fcp, short fcpOffset, short fcpLength)
Test Area Reference: Api_1 Fvw_Slctb_bss.
5.1.1.9.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short select(short fid,
byte[] fcp,
short fcpOffset,
short fcpLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Ul CCExcept i on
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5.1.1.9.1.1 Normal execution
. CRRNL1: Selects afile of the UICC file system or of an ADF file system as defined in TS 102.221 [6].
. CRRN2: The method returns the FCP information in aform of a TLV structure as specified in TS 102.221 [6].

. CRRNZ3: If the fcpLength is greater than the length of the response, the whole response is copied into the fcp
buffer and the length of the response is returned by the method.

. CRRN4: If the fcpLength is smaller than the length of the response, the first part of the responseis copied into
the fcp buffer and the fcpLength is returned by the method.

. CRRNS5: After selecting an ADF/MF/DF no EF is selected.

. CRRNG6: After selecting alinear fixed EF no record is selected.

. CRRN7: After selecting a cyclic EF the last updated record is the first record.

. CRRNS8: Any file can be selected by FID which is an immediate child of the current directory.

. CRRN9: Any DF can be selected by FID which isan immediate child of the parent of the current DF.
. CRRN10: The parent of the current directory can be selected by the FID.

. CRRN11: The ADF of the current active application can be selected by the FID.

. CRRN12: The ADF/MF can always be selected.

. CRRN13: Thefile context associated with the FileView object is changed after successful execution.

. CRRN14: The current file context of any other applets shall not be changed. Thiswill be tested during the
testing of the framework.

5.1.1.9.1.2 Parameter errors
. CRRP1: If the array fcp is null, an instance of NullPointerException shall be thrown.
. CRRP2: If fcpOffset isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
. CRRP3: If fcpLength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

. CRRP4: If fcpOffset plus fcpLength is greater than the length of the array fcp.length an instance of
Arrayl ndexOutOfBoundsException shall be thrown.

5.1.1.9.1.3 Context errors

. CRRC1: If the file with a File-1D which matches fid could not be found according to the selection rules, an
instance of UI CCException shall be thrown. The reason code shall be UICCException.FILE_NOT_FOUND.

. CRRC2: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException. MEMORY _PROBLEM.

. CRRC3: If the method call causes an error to occur that is not expected and thus not handled, an instance of
SIMViewException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.9.2 Test area files
Test Source: Test Api_1 Fvw_Slctb_bssjava
Test Applet: Api_1 Fvw_Sictb_bss_1.java

Cap File: api_1 fvw_dlctb_bss.cap.
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5.1.1.9.3 Test coverage
CRR number Test case number

N1 1,2,3,4,5,6,7,8,14,18,20,21

N2 1,2,3,4,5,6,7,8,14,18,20,21

N3 1

N4 2,3,4,56,7,8

N5 15,19

N6 17

N7 18

N8 14

N9 14

N10 14

N11 19, 20

N12 20

N13 20

N14 1,2,3,4,5,6,7,8,14,18,20

P1 9

P2 10

P3 11

P4 12,13

C1 16

C2 Not testable

C3 Not testable
5.1.1.9.4 Test procedure
Id Description API Expectation APDU Expectation
0 Get a FileView object, UICC file system

get a FileView
Fi | eVi ew. get TheUl CCVi ew( CLEAR_ON_RESET)

1 Select EFtaru in MF (Transparent EF)
Shall return at least 19.
Sel ect DFrest fcp] shall contain following TLVs:
sel ect EFw 1.82 02 41 21 /ffile descriptor
byte[] fcp = new byt e[ 132] 2.83 02 2F E2 /ffile id
fcpOffset = 0 3. 8A 01 05 //life cycle status
fcplLength = 127 4.80 02 00 OA // file size
2 Select EFtaru in MF (Transparent EF)
sel ect EFra, Shall return 7.
;::g(_;rggt -0 fcp[] shall contain the first 7 bytes of
fcpLength = 7 the FCP structure and contain
sel ect () following TLV.
1. 82 02 41 21 /ffile descriptor
3 Select DFtest in MF
fid = DFresr, fid=1111 Shall return at least 17.
;ggg;;fth N 227 fcp(] shall contain following TLVs
sel ect () 1. 82 02 78 21 /ffile descriptor
2.8302 11 11 /fiile id
3. 8A 01 05 //life cycle status
4 Select EFcaru in DFtest (CyC|IC EF)

sel ect EFcary,
fid=6f09
fcpOrfset
fcpLengt h
sel ect ()

0
11

Shall return: 11
fcp[] shall contain following TLV:
82 05 46 21 00 03 02
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Id Description API Expectation APDU Expectation
5 Select ADF1

sel ect ADF Shall return: at least 27

fi d=7FFF The first 5 bytes of fcp[] shall be 0x00

f cp[ 0: 5] =0x00 ; ; .
fopGr f set =5 and contains following TLVs:

f cpLengt h=127 1. 82 02 78 21 //file descriptor

sel ect 2.84 10 A0 00 00 00 09 00 05 FF FF
FF FF 89 60 00 00 00 //DF Name

3. 8A 01 05 /llife cycle

6 Select MF
sel Sct MF, Shall return: 11
;ch(_)‘ ?Egto _ o fcp[] shall contain following TLVs:
fopLength = 11 1. 82 02 38/78 21 /ffile descriptor
sel ect () 2.83 02 3F 00 /ffile ID
7 Select DFteLecom in MF
sel ect DFreecow Shall return 13.
fi d=7F10 The first 2 bytes of fcp[] shall be 0x05

fecp[0] = fcp[1] = Ox05 ; ;
fopOifset = 2 and fcp([] shall contain following TLVs

f cpLengt h - 13 1. 82 02 38/78 21 /ffile descriptor
sel ect () 2. 8302 7F 10 /ffile id

8 Select EFLarRU in DFtELECOM (Linear Fixed EF)
Shall return 14.

sel ect EFiary, fcp(] shall contain following TLVs:
; Lg(;f SZ?C: o 1. 82 05 42 21 00 04 02
feplength = 14 2.8302 6F 0C
9 fep is null
Shall throw
sel ect EFiary, java.lang.NullPointerException
fid = 6FOC

byte[] nullBuffer = null
fecpOffset =0

fcpLengt h 15
10 fcpOffset <0
sel ect EFiary, Shall throw
; ::dof:f SZ?C_ . java.lang.ArraylndexOutOfBoundsExce
chLength =15 ption
11 fcpLength <0
Shall throw
fsie'deft GE(F)E*W’ java.lang.ArrayindexOutOfBoundsExce
fcpOfset =0 ption
fcpLength = -1
12 fcpOffset + fcpLength > fcp.length
Shall throw
fsie'deft GE(F)E*W’ java.lang.ArrayindexOutOfBoundsExce
fepOffset = 115 ption
fcpLength = 18
13 fcpOffset + fcpLength > fcp.length
Shall throw
fsie'deft GE(F)E*W’ java.lang.ArrayindexOutOfBoundsExce
fcpOrfset ption

fcpLength + 1
fcpLengt h 0
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Id

Description

API Expectation

APDU Expectation

14

Selection possibilities

0- select M,
1- select EFy oo}
2- sel ect DFrest,
3- select EFqw,
4- sel ect EFtaa, fid=6F16

5- sel ect DFSUBiTESTq fid=2211
6- select DFqesr, fid=1111

7- sel ect EFtaa, fid=6F16

8- sel ect DFesr, fid=1111
9- select M- fid=3F00

10- sel ect DFgest, fid=1111
11- sel ect EFqaa, fid=6F16
12- select M-, fid=3F00

fi d=3F00

fid=2FFO0
fid=1111
fi d=6F05

No exception shall be thrown.

15

EF not selected after MF/DF selection

1- sel ect M,

fid = 3F00

sel ect EF cap,

fid = 2FE2

2 — select MF

fid = 3F00

sel ect ()

readBi nary()

2 - Shall throw
uicc.access.UICCException with
reason code NO_EF_SELECTED.

16

No selection of non-reachable file
1 - select M,
fid = 3F00
2 — select
fid= 0x6F09

EFcaru

2 - Shall throw
uicc.access.UICCException with
reason code FILE_NOT_FOUND.

17

No record is selected after selecting linear
fixed EF

1- select M,
fid = 3F00
2- sel ect
fid=1111
3- sel ect
fi d=6F0C
4 - recNunber =0
nmode = REC_ACC_MODE_ CURRENT

DFTEST 1

EFLaru

4 - Shall throw uicc.access.UICC

readRecor d() Exception with reason code
RECORD_NOT_FOUND.

18 Record pointer in selected cyclic EF

1- select M,

fid = 3F00

2- sel ect DFres,

fid=1111

3- select EFcary,

fi d=6F09

4- byte[] datal ={ 1,2,3}

nmode = REC_ACC_MODE_PREVI QUS
updat eRecor d(dat al)

5— sel ect EFcary

fid = 6F09

sel ect ()

nmode = REC_ACC MODE_PREVI OUS
readRecor d()

readRecor d( dat a2)

conpare datal to data2

6- restore original data of EFcay

5 - The contents of datal and data2
shall be identical.

19

EF not selected after ADF/DF selection
1- get a FileView

Ul CCSyst em get TheFi | eVi ew( Al D_ADF1, CLEAR

_ON_RESET)

2— sel ect ADF,
fid = 7FFF

sel ect EFuce
fid = 2FFO

3 — select ADF
fid = 7FFF

sel ect ()

readBi nary()

3 - Shall throw
uicc.access.UICCException with
reason code NO_EF_SELECTED.
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Id Description API Expectation APDU Expectation
20 Reselection

1- Using the ADF FileView
sel ect ADF, fid=7FFF

sel ect ADF, fid=7FFF

2- Using the U CC FileView
sel ect M-, fid=3F00

sel ect MF, fid=3F00

3- select DFqesr, fid=1111
sel ect DFrest, fid=1111

5- sel ect EFtaa, fid=6F16
sel ect EFqaaa, fid=6F16

No exceptions shall be thrown

21 Security attributes

1- Using the ADF FileView
sel ect ADF, fid=7FFF

sel ect DFrest, fid=1111

sel ect EF armi, fid=6FAl

2- Using the U CC FileView
sel ect MF, fid=3F00

sel ect DFrest, fid=1111

sel ect EFtarms, fid=6FB3

8B 03 AC 0001 or
8B 06 AC 0000010101

8B 03 AC 00 03 or
8B 06 AC 00 00 03 01 03

1- fcp[] shall contain the following TLV

2- fep[] shall contain the following TLV

5.1.1.10 Method status

Test Area Reference: Api_1 Fvw_Stat.

5.1.1.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short status(byte[] fcp,
short fcpOifset,
short fcplLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Ul CCExcepti on

5.1.1.10.1.1 Normal execution

. CRRN1: The method returns the File Control Parameter of the current selected DF/MF or ADF as defined in

TS 102 221.

. CRRN2: If thef cpLengt h is greater than the length of the response, the whole response is copied into the

f cp buffer and the length of the response is returned by the method.

. CRRN3: f thef cpl engt h issmaller than the length of the response, the first part of the response is copied

into the f cp buffer and thef cpLengt h isreturned by the method.

5.1.1.10.1.2 Parameter errors

. CRRP1: If the array fcp is null, an instance of NullPointerException shall be thrown.

. CRRP2: If fcpOffset is negative, an instance of ArraylndexOutOfBoundsException shall be thrown.

. CRRP3: If fcpLength is negative, an instance of ArraylndexOutOfBoundsException shall be thrown.

. CRRP4: If fcpOffset+fepLength is greater than fep.length an Arrayl ndexOutOf BoundsException shall be

thrown.

5.1.1.10.1.3 Context errors

. CRRC1: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCEXxception shall be thrown. The reason code shall be UICCException.MEMORY _PROBLEM
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. CRRC2: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR

5.1.1.10.2 Test area files
Test Source: Test_ Api_1 Fvw_Stat.java.
Test Applet: Api_1 Fvw_Stat_1.java
Cap File: Api_1 Fvw_Stat.cap.
5.1.1.10.3 Test coverage
CRR number Test case number
N1 1,2,3,4,511
N2 2,3
N3 14
P1 6
P2 7
P3 8
P4 9,10
Cc1 Not testable
c2 Not testable
5.1.1.10.4 Test procedure
Id Description API Expectation APDU Expectation
1 Status of MF

1- Get a FileView object,
a FileView

Fi | eVi ew. get TheUl CCVi ew( CLEAR_ON_RESET)
2- select M

byte[] fcp = new byte[ 127]

fcp[0: 2] = OxCC

U CC file get

2- Shall return 11.
The first 3 bytes of fcp[] shall contain
O0xCC.

fcpOifset = 3 fcp[] shall contain following TLVs:
fcpLength = 11 1. 82 02 38/78 21 //file descriptor
stat us() 2. 8302 3F 00 /ffile ID

2 Status after select EFtaru in MF
1 - select DFresr 1- Shall return at least 19.
sel ect EFTA_RU, fid = 6F0O3 fcp([] shall contain following TLVs:
]{ EE&LZ?L - fl’ . 1. 82 02 38/78 21 /ffile descriptor
sel ect () 2.8302 11 11 /ffile ID
status()

3 Status of DFteLecom 1-
1 - fid = 7F10 Shall return at least 17 and the entire
fepOfset =0 structure of the file control parameters.
‘;fg{-s;‘?; h =127 The file identifier shall be contain the

fid of DFteLECOM.
4 Status DFreLecom

Sel ect DFreLEcom fid=7F10

Shall return 11.

fepOrfset =0 fcp shall contain the first 11 bytes of
;;:gthg(g; h =11 the FCP structure starting at index O.

fcp[] shall contain following TLVs:
1. 82 02 38/78 21 /ffile descriptor
2.83 02 7F 10 /ffile id
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Id Description API Expectation APDU Expectation
5 Status ADF1 Shall return at least 27
sel ect ADF, fid=7FFF fcp(] shall contain the entire FCP
fcpOfset =0 structure
fcplength = 127 fcp] shall contain following TLVs:
1. 82 02 78 21 /ffile descriptor
2.84 10 A0 00 00 00 09 00 05 FF FF
FF FF 89 60 00 00 00 //DF Name
3. 8A 01 05 //life cycle
6 fcp is null
byte[] nullBuffer = null Shall throw
fecpOifset = 0 java.lang.NullPointerException.
fcpLength = 34
stat us()
7 fcpOffset <0
fcpOifset = -1 Shall throw
fcpLength = 34 java.lang.ArraylndexOutOfBoundsExce
status() ption.
8 fcpLength <0
fcpOifset =0 Shall throw
fcplength = -1 java.lang.ArraylndexOutOfBoundsExce
status() ption.
9 fcpOffset + fcpLength > fcp.length
fcpOfset = fcp.length-1 Shall throw
fcpLength = 15 java.lang.ArraylndexOutOfBoundsExce
status() ption.
10 fcpOffset + fcpLength > fcp.length
fcpOifset = fcp.length+l Shall throw
fcplength = 0 java.lang.ArrayindexOutOfBoundsExce
status() ption.
11 Security attributes
1- Using the ADF FileView 1- fcp[] shall contain the following TLV
sel ect ADF, fid=7FFF 8B 03 AC 00 02 or
:g: 22: gm, 8B 06 AC 00 00 02 01 02
ARm7 . .
2. Using the U CC Fil eView 2- fcp[] shall contain the following TLV
sel ect MF, fid=3F00 8B 03 AC 00 04 or
sel ect DFresr, 8B 06 AC 00 00 04 01 04
sel ect DFarrg,
51.1.11 Method updateBinary
Test Area Reference: Api_1 Fvw_Updb.
5.1.1.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void updateBi nary(short fileOfset,
byte[] data,
short dataCOffset,
short datalLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Ul CCExcept i on

5.1.1.11.1.1 Normal execution

. CRRN1: Updated the data bytes of the current selected transparent EF.
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5.1.1.11.1.2 Parameter errors

CRRP1: If recOffset islessthan 0, aninstance of UICCException shall be thrown. The reason code shall be
UICCException.OUT_OF _FI LE_BOUNDARIES.

CRRP2: : If fileOffset plus datal_ength exceeds the length of the file, an instance of UICCException shall be
thrown. The reason code shall be UICCException.OUT_OF FI LE_BOUNDARIES

CRRP3: If the array dataiis null, an instance of NullPointerException shall be thrown.
CRRP4: If dataOffset islessthan 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRPS: If datalength is less than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP®6: If dataOffset plus datal_ength greater than the length of the array data.length an instance of
Arrayl ndexOutOfBoundsException shall be thrown.

51.1.11.1.3 Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of UICCException shall be thrown. The
reason code shall be UICCException.NO_EF SEL ECTED.

CRRC2: If the currently selected EF is not transparent, an instance of UICCException shall be thrown. The
reason code shall be UICCException. COMMAND_INCOMPATIBLE.

CRRC3: If the calling applet does not fulfil the access condition, UPDATE, to perform this function, an
instance of UICCException shall be thrown. The reason code shall be UICCException.
SECURI TY_STATUS_NOT_SATI SFI ED.

CRRCH4: If the currently selected EF is deactivated and the file status of the EF does not allow for updating of
a deactivated file, an instance of UICCException shall be thrown. The reason code shall be UICCException.
REF_DATA | NVALI DATED.

CRRCES: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCException shall be thrown. The reason code shall be UICCException.MEMORY _PROBLEM.

CRRCE6: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ERROR.

5.1.1.11.2 Test area files

Test Source: Test Api_1 Fvw_Updb.java

Test Applet: Api_1 Fvw_Updb _1.java

Cap File: api_1 fvw_updb.cap.
5.1.1.11.3 Test coverage
CRR number Test case number

N1 2,3

P1 4

P2 5

P3 6

P4 7

P5 8

P6 9

C1l 1

C2 10

C3 11

C4 12

C5, Not Testable
C6 Not Testable
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5.1.1.11.4 Test procedure
Id Description API Expectation APDU Expectation
0 Get the UICC FileView 0
Fi | eVi ew. get TheUl CCVi ew( CLEAR ON_RESET)
1 No EF selected 1

fileOfset =0

byte[] data = new byt e[ 20]
data[0] = 'b55'

dataOfset = 0

datalLength = 10

updat eBi nary()

Shall throw uicc.access.UICC
Exception with reason code
NO_EF_SELECTED.

Update Transparent EF
1- sel ect DFTESTq fid = 1111
2- select EFqary, fid = 6F03
3- fileOfset = 3
data[0] = '55'
dataOffset = 0
datalLength = 1
updat eBi nary()
4- fileOfset = 3
respOfset = 0
respLength = 1
readBi nary()

1- No exception shall be thrown.
2- No exception shall be thrown.
3- No exception shall be thrown.
4- No exception shall be thrown.
Data in resp[0] shall be '55'.

fileOffset = 254
1- fileOfset = 254

1- No exception shall be thrown.

data[0] = '55' 2- No exception shall be thrown.
data[1] ="AA Data in resp shall be
data[2] = '66 R
dataOffset = 0 resp[0] = ,55,
dataLength = 3 resp[1] ="AA
updat eBi nary() resp[2] = '66'
2- fileOfset = 254
respOffset = 0
respLength = 3
readBi nary()
4 Offset into File out of bounds
fileOfset = -1 Shall throw
dataCffset =0 uicc.access.UICCException with
datalLength = 10 reason code

updat eBi nary()

OUT_OF_FILE_BOUNDARIES.

fileOffset + dataLength > EF length

fileOffset = 259
dataOffset = 0
datalLength = 2

updat eBi nary()

Shall throw uicc.access.UICC
Exception with reason code
OUT_OF FILE_BOUNDARIES.

data is null
byte[] nullBuffer = null
fileOfset =0
dataOffset = 0
dataLength = 10
updat eBi nary()

Shall throw
java.lang.NullPointerException.

dataOffset <0
fileOfset 0
dat aO>f f set -1
datalLength = 10
updat eBi nary()

Shall throw
java.lang.

ArraylndexOutOfBoundsException.

datalLength <0
fileOfset =0
dataOfset = 0
datalLength = -1

updat eBi nary()

Shall throw
java.lang.

ArraylndexOutOfBoundsException.

dataOffset + dataLength > data.length
fileOfset =0
dat aOxf f set 10
datalLength = 11
updat eBi nary()

Shall throw
java.lang.

ArraylndexOutOfBoundsException.

10

EF is not Transparent

1- sel ect DFTESTq fid 1111
2- select DFary fid 6F0C

3 - fileOfset =0

data[0] = '55'

dataOffset = 0

datalLength = 1

updat eBi nary()

1- No exception shall be thrown.
2- No exception shall be thrown.
3- Shall throw uicc.access.UICC
Exception with reason code
COMMAND_INCOMPATIBLE.
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Id Description API Expectation APDU Expectation
11 Access condition not fulfilled

1- sel ect DFesr, fid = 1111 1- No exception shall be thrown.

2- select EFmwy, fid = 6F02 2- No exception shall be thrown.

$ filedfset =0 3- Shall throw

data[0] = '55 . . .

dataCffset = 0 uicc.access.UICCException with

datalLength = 1 reason code

updat eBi nary() SECURITY_STATUS_NOT_SATISFIE

D.

12 EF is deactivated

1- select EFmw fid = 6F01 1- No exception shall be thrown.

deact iveFile() 2- Shall throw

ﬁét ;'[ 'Ofd:f ,SSIS, =0 uicc.access.UICCException with

dataCffset = 0 reason code

datalength = 1 REF_DATA_INVALIDATED

updat eBi nary() 3- No exception shall be thrown.

3- activateFile()

5.1.1.12 Method updateRecord

Test Area Reference: Api_1 Fvw_Updr.

5.1.1.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void updateRecord(short recNunber,

byt e node,
short recOffset,
byte[] data,
short dataCOf fset,
short datalLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Ul CCExcept i on

5.1.1.12.1.1 Normal execution

CRRN1: Reads arecord or a part of record of the current linear fixed or cyclic EF into byte array data[].

CRRN2: If the access mode is REC_ACC_MODE__ CURRENT the current selected record will be updated.
The current record pointer shall not be changed.

CRRNS3:If the access mode is REC_ACC_MODE_ABSOLUTE and thefileislinear fixed EF, the record
addresss by recNumber will be updated. The current record pointer shall not be changed.

CRRN4: If the access modeis REC_ACC_MODE_NEXT and the fileis alinear fixed EF the next record
relative to the current selected record will be selected and updated. The record pointer shall be updated.

CRRNS5: If the access mode isREC_ACC_MODE_NEXT and the record pointer has not been previously set
within the selected EF, the record pointer shall be set to the first record and this record should be updated.

CRRNSG: If the access mode is REC_ACC_MODE_PREVIOUS the previous record relative to the current
selected record will be selected and updated. The record pointer shall be updated.

CRRNY7: If the access modeis REC_ACC_MODE_PREVIOUS and the record pointer has not been previously
set within the selected EF, then the record pointer should be set to the last record in this EF. This record should
be updated.

CRRNS: If the access modeis REC_ACC_MODE_PREVIOUS, thefileisacyclic EF, the oldest record will
be updated independent of the current record pointer and this record becomes record number 1 and the current
record.
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5.1.1.12.1.2 Parameter errors

CRRP1: If the currently selected EF is linear fixed and the access mode is REC_ACC_MODE_ABSOLUTE
and recNumber islessthan O or greater than records available, an instance of UICCException shall be thrown.
The reason code shall be UICCException.RECORD_NOT_FOUND.

CRRP2: If the currently selected EF islinear fixed and the access mode is REC_ACC_MODE _CURRENT,
recNumber is 0 and there is no current record selected, an instance of UICCException shall be thrown. The
reason code shall be UICCException. RECORD_NOT_FOUND.

CRRP3: If the currently selected EF islinear fixed and the access modeis REC_ACC_MODE_NEXT and the
current record pointer is set to the last record, an instance of UICCEXxception shall be thrown. The reason code
shall be UICCException. RECORD_NOT_FOUND.

CRRP4: If the currently selected EF islinear fixed and the access modeis REC_ACC_MODE_PREVIOUS
and the current record pointer is set to the first record; an instance of UICCException shall be thrown. The
reason code shall be UICCException. RECORD_NOT_FOUND.

CRRP5: If the specified offset into the selected record recOffset is less than 0, an instance of UICCException
shall be thrown. The reason code shall be UICCException.OUT_OF RECORD_BOUNDARIES.

CRRPG: If recOffset plus datal_ength is greater than the record length, an instance of UICCException shall be
thrown. The reason code shall be UICCException.OUT_OF RECORD_BOUNDARIES.

CRRP7: If the access mode is hot between 2 and 4 inclusive (2= REC_ACC_MODE_NEXT, etc.), an
instance of UICCException shall be thrown. The reason code shall be UICCException.INVALID_MODE.

CRRPS: If the currently selected EF is cyclic and the mode of record access mode is not
REC_ACC_MODE_PREVIOUS, aninstance of UICCException shall be thrown. The reason code shall be
UICCException.INVALID_MODE or UICCException. COMMAND_INCOMPATIBLE .

CRRP9: If the array datais null, an instance of NullPointerException shall be thrown.
CRRP10: If dataOffset isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.
CRRP11: If datal ength isless than 0, an instance of ArraylndexOutOfBoundsException shall be thrown.

CRRP12: If dataOffset plus datal_ength, is greater than the length of the array data.length, or dataOffset equals
data.length, an instance of ArraylndexOutOfBoundsException shall be thrown.

5.1.1.12.1.3 Context errors

CRRC1: If the calling applet has currently no EF selected, an instance of Ul CCException shall be thrown. The
reason code shall be UICCException.NO_EF _SELECTED.

CRRC2: If the currently selected EF is neither linear fixed nor cyclic, an instance of UICCException shall be
thrown. The reason code shall be UICCException. COMMAND_INCOMPATIBLE.

CRRC3: If the calling applet does not fulfil the access condition, UPDATE, to perform this function, an
instance of UICCException shall be thrown. The reason code shall be UICCException.
SECURITY_STATUS NOT_SATISFIED.

CRRCH4: If the currently selected EF is deactivated and the file status of the EF does not allow for updating an
deactivated file, an instance of UICCException shall be thrown. The reason code shall be UICCException.
REF _DATA_INVALIDATED.

CRRCE: If the method call causes a memory problem (e.g. memory access error), an instance of
UICCException shall be thrown. The reason code shall be UICCException. MEMORY _PROBLEM.

CRRCE: If the method call causes an error to occur that is not expected and thus not handled, an instance of
UICCException shall be thrown. The reason code shall be UICCException.INTERNAL_ ERROR.
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Test Source:
Test Applet:

Cap File:
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Test area files

Test Api_1 Fvw_Updr.java.

Api_1 Fvw_Updr_1java.

api_1 fvw_updr.cap.

Test coverage

CRR number Test case number

N1 2,3,4,5,7,8,10
N2 2
N3 3
N4 5
N5 4
N6 7,8,9, 10
N7 7
N8 10
P1 11
P2 12
P3 6
P4 9
P5 13
P6 14
P7 15
P8 16
P9 17
P10 18
P11 19
P12 20
Cl 1
C2 21
C3 22
C4 23
C5 Not testable
C6 Not testable
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5.1.1.12.4 Test procedure
Id Description API Expectation APDU Expectation
0 Get the UICC FileView
Fi | eVi ew. get TheUl CCVi ew( CLEAR ON_RESET)
1 No EF selected
RecNumber = 1 Shall throw uicc.access.UICC Exception
node = REC_ACC_MODE_ABSOLUTE with reason code NO_EF_SELECTED.

recOfset = 0

byte[] data = new byt e[ 20]
dataOfset = 0

dataLength = 10

updat eRecor d()

2 Update Absolute from Linear Fixed EF
1- sel ect DFTEST, fid = 1111
2- select EFimy fid = 6FOC 1- No exception shall be thrown.

/1 Record pointer not set.
3- recNunber = 2
node = REC_ACC_MODE_ABSCOLUTE

2- No exception shall be thrown.

data[0:3] = "'11' 3- No exception shall be thrown.
recOffset =0
dataCffset = 0
dataLength = 4

updat eRecor d()
respOfset = 0
respLength = 0
readRecor d()

4- || verify result
read respOfset = 0
respLength = 4

recNunmber = 0 4- Resp shallbe: 11 11 11 11
mode = REC_ACC_MODE_CURRENT
readRecor d()

3 Update Current from Linear Fixed EF
1- select DFresr, fid = 1111 1- No exception shall be thrown.
2- select EFimy fid = 6FOC 2- No exception shall be thrown.
/1 Set record pointer with node "next".
ﬁod;egN;EEikce_op ODE_ NEXT 3- No exception shall be thrown.
recOfset = 0
data[0:3] = "'00
dataOffset = 0
datalLength = 4

updat eRecor d()

I/l wite data with node "current”
4- recNunmber = 0

data[0:3] = "'22

mode = REC_ACC MODECURRENT

updat eRecor d()

5- //verify result

respOc f set 0

respLength = 4 5- No exception shall be thrown.
recNumber = 0

mode = REC_ACC_MODE_ CURRENT resp shall be:
readRecor d() resp[0] =22
resp[l] = '22'
resp[2] = '22'
resp[3] = '22'
4 Update Next from Linear Fixed EF, no
record pointer set
1- select DFwsr, fid = 1111 1- No exception shall be thrown.
2- select EFium, fid = 6FOC 2- No exception shall be thrown.
3- recNunber =0
mode = REC_ACC MODE_NEXT
recOffset = 0
data[0:3] = "'33
dataOfset = respOfset = 0
dat aLength = respLength = 4 4- No exception shall be thrown.
updat eRecor d() resp shall be:
zo;i;a = R_E:Z_ACC_I\/IOtDE_ABSO_UTE_ClJRRENT resp[0] = '33'
- verity resu resp[l] ='33"
readRecor d() resp[2] = '33'
resp[3] = '33'
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Id Description API Expectation APDU Expectation
5 Update Next from Linear Fixed EF, record
pointer set 1- No exception shall be thrown.

1- recNunber = 0
mode = REC_ACC MODE_NEXT

recOfset = 0
gg: g[o(f)i‘ it = 34 2- No exception shall be thrown.
datalLength = 4 resp shall be:
updat eRecor d() resp[0] = '44'
2- [/verify result resp[l] = '44'
readRecor d() resp[2] = '44'
resp[3] = '44'
6 Update Next from Linear Fixed EF, no more
records
recNunmber = 0 Shall throw uicc.access.UICCException
:ngeof :SEtEC:AOCC—NDDE—NEXT with reason code
datal0 3] = ' 55 RECORD_NOT_FOUND.
dataOffset = 0
datalLength = 4
updat eRecor d()
7 Update Previous from Linear Fixed EF, no
record pointer set
1- select DFresr, fid = 1111 1- No exception shall be thrown.
2- select EFay fid = 6FOC 2- No exception shall be thrown.

3- recNunber =0

node = REC ACC MODE_PREVI OUS 3- No exception shall be thrown.

recOffset = 0
data[0:3] = '66'
dataOfset = respOfset = 0
dataLength = resplLength = 4 4- No exception shall be thrown.
updat eRecor d() resp shall be:
4- [/verify result resp[0] = '66'
readRecord() resp[1] = '66'
resp[2] = '66'
resp[3] = '66'
8 Update Previous from Linear Fixed EF,
record pointer set
1- recNunber =0 1- No exception shall be thrown
mode = REC_ACC MODE_PREVI OUS
recfset =0 2- No exception shall be thrown.
data[0:3] ="'77 .
dataOifset = respOifset = 0 esp shall 'be',
dataLength = respLength = 4 resp[0] =77
updat eRecor d() resp[1l] ='77'
2- [/verify result resp[2] =77
readRecor d() resp[3] =77

9 Update Previous from Linear Fixed EF , no
more records

recNumber = 0 Shall throw

"Ddeof f: RtEC_AOCC_NmE_PREV' s sim.access.SIMViewException with
recOfset =

datal0-3] = ' 88 reason code RECORD_NOT_FOUND.
dataOfset = respOfset = 0

dat aLength = respLength = 4
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Id Description API Expectation APDU Expectation

10 Update Previous from Cyclic EF
1- sel ect DFTEST, fid = 1111

g- fiﬁﬁﬁm?m’z fid = 6F09 1- No exception shall be thrown.
node = REC ACC MODE_ABSOLUTE 2- No exception shall be thrown.
recOffset = 0 3- No exception shall be thrown.
respOrf set
resplLength
readRecor d()

4- recNunmber = 2
mode = REC_ACC_MODE_PREVI QUS 4- No exception shall be thrown.
data[0:2] ="'FF
dataOfset = 0
datalLength = 3
updat eRecor d()

5- //verify result
readRecor d()

=0
=3

5- No exception shall be thrown.

resp shall be:
resp[0] = 'FF'resp[1] = 'FF'
resp[2] = 'FF'
11 Update Absolute from Linear Fixed EF
beyond Records
1- select EFay fid = 6FOC 1- No exception shall be thrown.
2-recNumber = -1 2- Shall throw

mode = REC_ACC_MODE_ABSOLUTE

recOifset = 0 uicc.access.UICCException with reason

code RECORD_NOT_FOUND.

dataCffset = 0

dataLength = 4 3- Shall throw . .

updat eRecor d() uicc.access.UICCException with reason
3- recNunber = 3 code RECORD_NOT_FOUND.

updat eRecor d()

12 | No current record in linear fixed EF, update

current
1- select EFay fid = 6FOC 1 - No exception shall be thrown.
/1 No curr rec
2- recNunber = 0 // curr rec 2 - Shall throw

node = REC_ACC MODE _CURRENT

recCffset = 0 uicc.access.UICCException with reason

dataCifset = 0 code RECORD_NOT_FOUND.
datalLength = 4
updat eRecor d()

13 recOffset <0
1- select EFamy fid = 6FOC 1- No exception shall be thrown.
2- recNumber =1 // rec 1 2- Shall throw uicc.access.UICC

mode = REC_ACC MODE_ABSOLUTE
dataOffset = 0
dataLength = 4
updat eRecor d()

Exception with reason code
OUT_OF_RECORD_BOUNDARIES.

14 recOffset + dataLength >record.length

1- select EFay fid = 6FOC 1- No exception shall be thrown.
2- recNunber =1

mode = REC_ACC_MODE_ABSOLUTE

recOi fset = 2 2- Shall throw uicc.access.UICC

dat aOf f set 0 Exception with reason code
dat aLengt h 4 OUT_OF_RECORD_BOUNDARIES.

updat eRecor d()

15 Updating with invalid mode

1- select EFay, fid = 6FOC 1 - No exception shall be thrown.

2- recNumber =0 2 - Shall throw uicc.access.UICC

mode = 1 Exception with reason code

recfset = 0 INVALID_MODE

dataOfset = 0 — '

datalLength = 4

updat eRecor d()

3- node =5 3 - Shall throw uicc.access. UICC

updat eRecor d() Exception with reason code
INVALID_MODE.

ETSI




Release 6

86 ETSI TS 102 268 V6.0.0 (2007-03)

Id Description API Expectation APDU Expectation
16 Updating Cyclic EF with invalid mode
1- select DFrr, fid = 1111 1 - No exception shall be thrown.
2- select EFory, fid = 6F09 2 - No exception shall be thrown.
set reCO:Tg po! nger to record nr 1 3 - Shall throw uicc.access. UICC
?mdreegNléEcirAcc_NmE_NEXT Exception with reason code
recOfset = 0 |NVAL|D_MODE or
data[0:2] = '00 COMMAND_INCOMPATIBLE.
dataOfset = 0
datalLength = 3 4 - Shall throw uicc.access.UICC
ZE’d‘?Lgﬁﬁﬁg;‘rj(): 0 Exception with reason code
mode = REC_ACC_MODE_CURRENT INVALID_MODE or
updat eRecord() COMMAND_INCOMPATIBLE.
5- recNunber = 2 5 - Shall throw uicc.access. UICC
node = REC_ACC_MODE_ABSOLUTE Exception with reason code
updat eRecor d() INVALID_MODE or
6- recNunber =0 COMMAND_INCOMPATIBLE.
Lrgggt zRgcor d0) 6 - Shall throw uicc.access. UICC
Exception with reason code
INVALID_MODE or
COMMAND_INCOMPATIBLE.
17 data[] is null
data[] = null Shall throw
dataCffset =0 java.lang.NullPointerException.
dataLength = 10
updat eRecor d()
18 dataOffset <0
dataOffset = -1 Shall throw
dataLength = 10 java.lang.
updat eRecor d() ArraylndexOutOfBoundsException.
19 dataLength <0
dataOffset = 0 Shall throw
datalLength = -1 java.lang.
updat eRecor d() ArraylndexOutOfBoundsException.
20 dataOffset + dataLength > data.length
dataOffset = 10 Shall throw
datalLength = 11 java.lang.
updat eRecor d() ArraylndexOutOfBoundsException.
21 EF is neither Cyclic nor Linear Fixed
1- select DFresr, fid = 1111 1- No exception shall be thrown.
2- select EFne fid = 6FO1 2- No exception shall be thrown.
g-at giteﬁgoi Lsit " 0 3- Shall throw uii.access.UICC
updat eRecor d() Exception with reason code
COMMAND_INCOMPATIBLE.
22 Access condition not fulfilled

1- select EFqw, fid = 6F05
2- recOfset =0

dataOfset = 0

datalLength = 1

mode = REC_ACC_MODE_PREVI QUS
updat eRecor d()

3- fid = EFLNU

sel ect ()

4- recNunmber =1

mode = REC_ACC_MODE_ CURRENT
recOffset =0

dataOfset = 0

datalength = 1

updat eRecor d()

1- No exception shall be thrown.

2- Shall throw uicc.access.UICC
Exception with reason code
SECURITY_STATUS_NOT_SATISFIE
D.

3- No exception shall be thrown.

4- Shall throw uicc.access.UICC
Exception with reason code
SECURITY_STATUS_NOT_SATISFIE
D
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Id Description API Expectation APDU Expectation
23 EF is deactivated

1- select EFaw fid = 6F04 1- No exception shall be thrown.

inval i dat e() 2- Shall throw

2- updat eRecord()
3- activateFile()
4- restore the file content EF ary EFcaru

uicc.access.UICCException with reason
codeREF_DATA_INVALIDATED
3- No exception shall be thrown.

24 Restore the file content
1- restore the file content of EF aru
record 1 = 0x55, 0x55, 0x55, 0x55
record 2 = OxAA, OxAA, 0xAA, OxAA
2- restore the file content of EFcaw:
record 1 0x55, 0x55, 0x55, 0x55
record 2 OXAA, OxAA, OxAA, OxAA

51.2 Interface UICCConstants

Thisinterface hold all the constants defined in TS 102 221 [6]. No test of constants will be performed.
5.1.3 Interface UICCSystem

5.1.3.1 Method getTheUICCView

Test Area Reference: Api_1 Usy Getfb.

5.1.3.1.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static FileView get TheU CCVi em byte event)
throws javacard. franmewor k. Syst enExcepti on

5.1.3.1.1.1 Normal execution
. CRRNL: returns areference to class which implements the FileView interface on the UICC file system.

. CRRN2: return null if one of the javacard.framework.Applet.register(..) method has not previously invoked by
the appl et invoking this method or the file system server returns null.

. CRRN3: It isnot possible to get access to files which are located under any ADF with this FileView.
. CRRN4: After asuccessful invocation of the method, the MF is the current selected file.

. CRRNS5: A separate and independent file context shall be associated with each and every FileView object: the
operation performed on filesin a given FileView object shall not affect the file context associated with any
other FileView object. This context can be transient or persistent depending on what was required by the
Applet during the creation of the FileView object.

5.1.3.1.1.2 Parameter errors

. CRRP1: If event is not one of the following values JCSystem.NOT_A_TRANSIENT_OBJECT,
JCSystem.CLEAR_ON_DESELECT, or JCSystem.CLEAR_ON_RESET a SystemException is thrown. The
value of the SystemException shall be SystemException.|LLEGAL_VALUE.

5.1.3.1.1.3 Context errors

. CRRC1: If event is JCSystem.CLEAR_ON_RESET or JCSystem.CLEAR_ON_DESELECT and not enough
transient memory space is available a SystemException shall be thrown with reason code
SystemException.NO_TRANSIENT_SPACE.

. CRRC2: If event is JCSystem.CLEAR_ON_DESELECT and the applet is not a currently selected applet a
SystemException with reason code SystemException.|LLEGAL_TRANSIENT shall be thrown.
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5.1.3.1.2 Test area files
Test Source: Test Api_1 Usy Getfb.java.
Test Applet: Api_1 Usy Getfb 1.java.
Cap File: api_1 usy getfb.cap.
5.1.3.1.3 Test coverage
CRR number Test case number
N1 2
N2 1
N3 2
N4 2
N5 3
P1 7
C1l 5,6
C2 4
5.1.3.1.4 Test procedure
Id Description API Expectation APDU Expectation
1 Method returns null

Install Appletl with full
the UCC file system

access rights on

I nvoke the nethod get TheU CCView before
the javacard. framework. Appl et.register(..)
nmet hod i nvocati on

The method returns null
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Id Description API Expectation APDU Expectation
2 Normal execution

1- Envel ope nenu selection is sent to the
ul cC

I nvoke the nethod get TheU CCView() with
the event JCSystem NOT_A_ TRANS|I ENT_OBJECT
and stores the result in a class variable
FV1

Appletl calls FV1.status() conmmand

Sel ect DFrest USing FV1

Sel ect EFtary USing FV1

Read first 3 bytes using FV1

Reset

Term nal profile

2- Envel ope nmenu selection is sent to the
ul CcC

Appletl calls FV1.status() conmmand

Read first 3 bytes using FV1
Appl etl calls FV1.sel ect (Ox7FFF)

I nvoke the nethod get TheU CCView() with
the event JCSystem CLEAR ON_RESET and
stores the result in a class variable FV2
Appletl calls FV2.status() conmmand

Sel ect DFrest USing FV2

Sel ect EFtary USiNg FV2

Read first 3 bytes using FV2

Reset

Termi nal profile

4 - Envel ope nmenu selection is sent to the
ul cc

Appletl calls FV2.status() conmnmand

Read first 3 bytes using FV2

Appl etl calls FV2.sel ect (Ox7FFF)

5- Select the Applet by AID

Invoke the nethod in the nethod process()
get TheU CCView() with the event

JCSyst em CLEAR_ON_DESELECT and stores the
result in a class variable FV3

Appletl calls FV3.status() command

Sel ect DFrest Using FV3

Sel ect EFary USing FV3

Read first 3 bytes using FV3

Sel ect ADF2 by AID

6- Select the Applet by AID

Appletl calls FV3.status() conmand

Read first 3 bytes using FV3

1- Appletl is triggered

No exception shall be thrown

Current selected DF is the MF

Expected value is {FF FF FF}

2- Appletl is triggered
Current selected DF is DFest
Expected value is {FF FF FF}

UICCException.FILE_NOT_FOUN
D is thrown

No exception shall be thrown

Current selected DF the MF

Expected value is {FF FF FF}

4- Appletl is triggered

Current selected DF is the MF
UICCException.
NO_EF_SELECTED
UICCException.FILE_NOT_FOUN
D is thrown

5- Appletl is selected

No exception shall be thrown

Current selected DF the MF

Expected value is {FF FF FF}

6- Appletl is selected

ETSI




Release 6

90 ETSI TS 102 268 V6.0.0 (2007-03)

Description

API Expectation

APDU Expectation

Appl etl calls FV3.sel ect (Ox7FFF)

Current selected DF is the MF

UICCEXxception.
NO_EF_SELECTED
UICCException.FILE_NOT_FOUN
D is thrown

FileView context independency

1- Envel ope nenu selection is sent to the
ul CcC

2- Check that previous fileviews are
different (FVL I= FV2 | = FV3)

3- Sel ect DFrest/ EFaru USing FV1
4- Sel ect DFrest/ EFcary USi Ng FV2
5- Sel ect DFrest/ EFcary USi ng FV3

6- Read record number 1 using FV1 (in
absol ut e node)

7- Read record nunber 2 using FV2 (in
absol ut e node)

1- Appletl is triggered

3- No exception shall be thrown
4- No exception shall be thrown

5- A security exception shall be
thrown

6- Expected value is “55 55 55 55”

7- Expected value is “AA AA AA”

ILLEGAL_TRANSIENT SystemException

1- Envel ope nenu selection is sent to the
ul cC

2- Appletl calls getTheU CCView) nethod
with the event JCSystem CLEAR ON DESELECT

1- Appletl is triggered

2- SystemException.
ILLEGAL_TRANSIENT is thrown

NO_TRANSIENT_SPACE SystemException
with CLEAR_ON_RESET FileView object

1- Get the available transient
space using met hod

| engt h=JCSyst em get Avai | abl eMenor y( MEMORY_
TYPE_TRANSI ENT_RESET)

menor y

2- Fill the available transient nmenory
space by creating array, using method
JCSyst em makeTr ansi ent Byt eArray(| engt h,
JCSyst em CLEAR_ON_RESET)

3- Applet calls nmethod get TheU CCVi ew)
wi th event
JCSyst em CLEAR _ON_RESET

4- Reset

1- No exception shall be thrown

2- No exception shall be thrown

3- SystemException.
NO_TRANSIENT_SPACE is
thrown
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Id Description API Expectation APDU Expectation

6 NO_TRANSIENT_SPACE SystemException
with CLEAR_ON_DESELECT FileView object

1- Select the Applet by AID 1- Appletl is selected

2- Get the available transient nmenory
space using net hod

| engt h=JCSyst em get Avai | abl eMenor y( MEMORY_
TYPE_TRANSI ENT_DESELECT)

2- No exception shall be thrown

3- Fill the available transient nmenory

space by creating array, using method 3- No exception shall be thrown
JCSyst em makeTr ansi ent Byt eArray(| engt h,
JCSyst em CLEAR_ON_DESELECT)

4- Applet calls method get TheU CCVi ew()

with event
JCSyst em CLEAR_ON_DESELECT 4- SystemException.
NO_TRANSIENT SPACE is
thrown
7 ILLEGAL_VALUE SystemException
1- 1 nvqke the method get TheUl CCView() with |1.
event different fromo, 1,2 SystemException.ILLEGAL_VALU
E is thrown
5.1.3.2 Method getTheFileView

Test Area Reference: Api_1_Usy Getfob.

5.1.3.2.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static FileView getTheFileViewjavacard.framework. AlD aid, byte event)
throws Nul | Poi nt er Excepti on,
javacard. f ramewor k. Syst enExcepti on

5.1.3.2.1.1 Normal execution

. CRRNZ1: returns areference to class which implements the FileView interface on an ADF file system defined
by its AID.

. CRRNZ2: returns null if the ADF with the AID does not exist

. CRRN3: returns null if one of the javacard.framework.Applet.register(..) method has not previously invoked
by the applet invoking this method or the filesystem server does not exist or the filesystem server returns null

. CRRN4: After a successful invocation of the method the ADF is the currently selected file

. CRRNS5: A separate and independent file context shall be associated with each and every FileView object: the
operation performed on filesin a given FileView object shall not affect the file context associated with any
other FileView object. This context can be transient or persistent depending on what was required by the
Applet during the creation of the FileView object

. CRRNG: It is not possible to access files which are not located under the ADF

5.1.3.2.1.2 Parameters error

. CRRP1: If event is not one of the following values JCSystem.NOT_A_TRANSIENT_OBJECT,
JCSystem.CLEAR_ON_DESELECT, or JCSystem.CLEAR_ON_RESET a SystemException is thrown. The
value of the SystemException shall be SystemException.|LLEGAL_VALUE.

. CRRP2: If the AID is null a NullPointerException shall be thrown.
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CRRC1: If event is JICSystem.CLEAR_ON_RESET or JCSystem.CLEAR_ON_DESELECT and not enough
transient memory space is available a SystemException shall be thrown with reason code

SystemException.NO_TRANSIENT_SPACE.

CRRC2: If event is JCSystem.CLEAR_ON_DESELECT and the applet is not a currently selected applet a
SystemException with reason code SystemException.|LLEGAL_TRANSIENT shall be thrown.

5.1.3.2.2 Test area files

Test Source: Test_ Api_1 Usy Getfob.java

Test Applet: Api_1 Usy Getfob.java.

Cap File: api_1 usy getfob.cap.
5.1.3.2.3 Test coverage
CRR number Test case number

N1 1-3
N2 1
N3 1
N4 2
N5 3
N6 2
P1 7
P2 8
C1 5,6
C2 4

5.1.3.24 Test procedure

Id Description API Expectation APDU Expectation

1 Method returns null

1- Install Appletl with full access rights
on the UCCTfile system

2- Invoke the method get TheFil eVi ew
before the

j avacard. framewor k. Appl et.regi ster(..)
nmet hod i nvocation

3- Envel ope nenu selection is sent to the
u CcC

4- Invoke the method getTheFileView() with
Al D = unknown ADF Al D

2- returns null

3- applet is triggered

4- returns null
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Id Description API Expectation APDU Expectation
2 Normal execution

1- Envel ope nenu selection is sent to the
ul cC

I nvoke the nethod get TheFileView() with
AID = ADF1 with the event

JCSyst em NOT_A_TRANSI ENT_OBJECT

and stores the result in a class variable
FV1

Appletl calls FV1.status() conmmand
Sel ect DFrest Using FV1 Sel ect

FV1Read first 3 bytes using
FV1Reset Term nal profile

EFtary USI Ng

2 - Envel ope nmenu selection is sent to the
ul cc

Appletl calls FV1.status() conmand
Read first 3 bytes using FV1
Appl etl calls FV1.sel ect (0x3F00)

I nvoke the nethod get TheFileView() with
the event JCSystem CLEAR _ON _RESET and
stores the result in a class variable FV2

Appletl calls FV2.status() conmand
Sel ect DFrest USing FV2

Sel ect EFtary USing FV2

Read first 3 bytes using FV2

Reset

Term nal profile

4 - Envel ope menu selection is sent to the
ul cCc

Appletl calls FV2.status() conmand

Read first 3 bytes using FV2

Appl etl calls FV2.sel ect (0x3F00)

5- Select the Applet by AID

I nvoke the nethod get TheFileView() with
AID = ADF1with

t heevent : JCSyst em CLEAR_ON_DESELECT and
stores the result in a class variable FV3

Appletl calls FV3.status() conmmand

Sel ect DFrest USi Ng FV3 Sel ect EFyary USI NG
FV3

Read first 3 bytes using FV3

6- Select the Applet by AID

Appletl calls FV3.status() conmand

Read first 3 bytes using FV3

Appl et1 calls FV3.sel ect (0x3F00)

1- Appletl is triggered

No Exception shall be thrown

Current selected DF is ADF1

Expected value is {FF FF FF}

2- Appletl is triggered
Current selected DF is DFest

Expected value is {FF FF FF}

UICCException.FILE_NOT_FOUN
D is thrown
No exception shall be thrown

Current selected DF is the ADF1

Expected value is {FF FF FF}

4- Appletl is triggered

Current selected DF is the ADF1
UICCException.
NO_EF_SELECTED

UICCException.FILE_NOT_FOUN
D is thrown

5- Appletl is selected

No Exception shall be thrown

Current selected DF is ADF1

Expected value is {FF FF FF}

6- Appletl is selected

Current selected DF is ADF1
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Id Description API Expectation APDU Expectation
UICCException.
NO_EF_SELECTED
UICCException.FILE_NOT_FOUN
D is thrown
3 FileView context independency

1- Envel ope nenu selection is sent to the

u cc

2- Check that previous fileviews are

different (FV1 I= FV2 I= FV3)

3- Sel ect DFrest/ EFaru USing FV1
4- Sel ect DFrest/ EFcaru USi ng FV2

5- Sel ect DFrest/ EFcary USi ng FV3

6- Read record number 1 using FV1 (in

absol ut e node)

7- Read record nunber 2 using FV2 (in

absol ut e node)

1- Appletl is triggered

3- No exception shall be thrown
4- No exception shall be thrown

5- A security exception shall be
thrown

6- Expected value is “55 55 55 55”

7- Expected value is “AA AA AA”

ILLEGAL_TRANSIENT SystemException

1- Envel ope nenu selection is sent to the

u cc

2- Appletl calls getTheFileView) method
with the event JCSystem CLEAR ON DESELECT

1- Appletl is triggered

2- SystemException.
ILLEGAL_TRANSIENT is thrown

NO_TRANSIENT_SPACE SystemException
with CLEAR_ON_RESET FileView object

1 Get the available transient
space using net hod

| engt h=JCSyst em get Avai | abl eMenor y( MEMORY_

TYPE_TRANSI ENT_RESET)

2- Fill the available transient
space by creating array, using

JCSyst em makeTr ansi ent Byt eArray(| engt h,

JCSyst em CLEAR_ON_RESET)

3- Applet calls nmethod get TheFileView)

with AlD = ADF1
wi th event
JCSyst em CLEAR _ON_RESET

4- Reset

menor y

nenory
net hod

1- No Exception shall be thrown

2- No Exception shall be thrown

3- SystemException.
NO_TRANSIENT_SPACE is
thrown

NO_TRANSIENT_SPACE SystemException
with CLEAR_ON_DESELECT FileView object

1 - Select the Applet by AID

2- Get the avail abl e transient
space using net hod

| engt h=JCSyst em get Avai | abl eMenor y( MEMORY_

TYPE_TRANSI ENT_DESELECT)

the avail abl e transient
usi ng

3- Fill
space by creating array,

JCSyst em makeTransi ent Byt eArray(| engt h,

JCSyst em CLEAR_ON_DESELECT)
}

4- Applet calls nmethod get TheFil eView)

with AID = ADF1
with event:
JCSyst em CLEAR_ON_DESELECT

menory

menory
net hod

1- Appletl is triggered

2- No Exception shall be thrown

3- No Exception shall be thrown

4- SystemException.
NO_TRANSIENT_SPACE is
thrown
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Id Description API Expectation APDU Expectation
7 ILLEGAL_VALUE SystemException

1- Invoke the nethod get TheFileView() with|]-

event different fromo,1,2 SystemException.ILLEGAL_VALU

E is thrown

8 NullPointerException

I nvoke the nethod get TheFileView() with

AID = NULL

with event: 1- Shall be thrown

1 - JCSystem CLEAR ON RESET java.lang.NullPointerException

5.1.3.3 Method getTheFileView

Test Area Reference: Api_1 Usy Getf Bshb.

5.1.3.3.1 Conformance requirement:

The method with following header shall compliant to its definition in the API.

public static FileView getTheFileViewbyte[] buffer, short bOffset, short bLength, byte event)
throws Nul | Poi nt er Excepti on,
javacard. franewor k. Syst enExcepti on,
Arrayl ndexQut Of BoundExcept i on

5.1.3.3.1.1 Normal execution

. CRRNL: returns areference to class which implements the FileView interface on an ADF file system defined
by its AID contains in buffer parameter.

. CRRN2: returns null if the ADF with the full AID given in the buffer does not exist.

. CRRN3: returns null if one of the javacard.framework.Applet.register(..) method has not previously invoked
by the applet invoking this method or the filesystem server does not exist or the filesystem server returns null.

. CRRN4: After asuccessful invocation of the method the ADF is the currently selected file.

. CRRNS5: A separate and independent file context shall be associated with each and every FileView object: the
operation performed on filesin a given FileView object shall not affect the file context associated with any
other FileView object. This context can be transient or persistent depending on what was required by the
Applet during the creation of the FileView object

. CRRNG: It is not possible to access files which are not located under the ADF

5.1.33.1.2 Parameters error

. CRRP1: If event is not one of the following values JCSystem.NOT_A_TRANSIENT_OBJECT,
JCSystem.CLEAR_ON_DESELECT, or JCSystem.CLEAR_ON_RESET a SystemException is thrown. The
value of the SystemException shall be SystemException.|LLEGAL_VALUE.

. CRRP2: If the buffer is null a NullPointerException shall be thrown.
. CRRP3: If bOffset islessthan 0, an instance Arrayl ndexOutOfBoundException shall be thrown

. CRRP4: if bOffset plus bLength is greater than the length of the array buffer.length, an instance of
Arrayl ndexOutOf BoundsException shall be thrown.

. CRRP5: if bLengthis not in the range of 5 — 16 bytes a SystemException.|LLEGAL_VALUE shall be thrown.
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transient memory space is available a SystemException shall be thrown with reason code
SystemException.NO_TRANSIENT_SPACE.

CRRC2: If event is JCSystem.CLEAR_ON_DESELECT and the applet is not a currently selected applet a
SystemException with reason code SystemException.|LLEGAL_TRANSIENT shall be thrown.

3.3.2 Test area files

Test Applet: Api_1 Usy Getf Bsbb.java

Cap File: api_1 usy getf bsbb.cap.

5.1.

5.1.

3.3.3 Test coverage

Test Api_1 Usy Getf Bsbb.java.

CRR number

Test case number

N1

2

N2

N3

N4

N5

N6

P1

P2

P3

P4

OO |N[IN|WIN|IN (-

PS5

C1

9=
olo

Cc2

3.34 Test procedure

Description

API Expectation

APDU Expectation

Method returns null

1- Install Appletl with full access rights
on the UCCfile system

2- Invoke the nmethod get TheFil eVi ew
before the

j avacard. f ramewor k. Appl et . regi ster(..)
nmet hod i nvocation

I nvoke the nethod get TheFileView() with
buffer[20] = {ADF1, .}

bOf fset= 0

bLengt h= 16

3- Envel ope nenu selection is sent to the
ul cc

4- Invoke the method get TheFil eVi ew
before the

j avacard. f ramewor k. Appl et. regi ster(..)
nmet hod i nvocation

I nvoke the nethod get TheFileView() with
buffer[20] = null

bOf fset= 0

bLengt h= 16

2- returns null

3- Applet is triggered

4- returns null
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Id Description API Expectation APDU Expectation
2 Normal execution
1- Envel ope nenu selection is sent to the |- Appletl is triggered

u cC

I nvoke the nethod get TheFil eVi ew()

with buffer[20] = {ADF1, .}

bOf fset= 0

bLengt h= 16

JCSyst em NOT_A_TRANSI ENT_CBJECT

and stores the result in a class variable
FV1

Appletl calls FV1.status() conmand
Sel ect DFrest USing FV1

Sel ect EFtary USing FV1
Read first 3 bytes using FV1

Reset

Term nal profile

2 - Envel ope menu selection is sent to the
ul cC

Appletl calls FV1.status() conmand

Read first 3 bytes using FV1

Appl etl calls FV1.sel ect (0x3F00)

I nvoke the nethod get TheFileView() with
the event JCSystem CLEAR _ON_RESET and
stores the result in a class variable FV2
Appletl calls FV2.status() conmmand

Sel ect DFrest USing FV2

Sel ect EFtary USiNg FV2
Read first 3 bytes using FV2

Reset

Termi nal profile

4 - Envel ope nmenu selection is sent to the
u CcC

Appletl calls FV2.status() command

Read first 3 bytes using FV2

Appl etl calls FV2.sel ect (0x3F00)

5- Select the Applet by AID
I nvoke the nethod get TheFileView() with
AID = ADF1 with

buffer[20] = {ADF1, .}
bOf fset= 0
bLengt h= 16

the event: JCSyst em CLEAR_ON_DESELECT and
stores the result in a class variable FV3

Appletl calls FV3.status() command
Sel ect DFrest USi Ng FV3

Sel ect EFqary using FV3

Read first 3 bytes using FV3

6- Select the Applet by AID
Appletl calls FV3.status() conmmand
Read first 3 bytes using FV3

No Exception shall be thrown

Current selected DF is ADF1

Expected value is {FF FF FF}

2- Appletl is triggered
Current selected DF is DFest

Expected value is {FF FF FF}

D is thrown

No exception shall be thrown

Current selected DF is ADF1

Expected value is {FF FF FF}

4- Appletl is triggered
Current selected DF is ADF1

UICCException.
NO_EF_SELECTED

D is thrown
5- Appletl is selected
No Exception shall be thrown

Current selected DF is ADF1

Expected value is {FF FF FF}

6- Appletl is selected
Current selected DF is ADF1
UICCException.
NO_EF_SELECTED

UICCException.FILE_NOT_FOUN

UICCException.FILE_NOT_FOUN
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Description

API Expectation

APDU Expectation

Appl etl calls FV3.sel ect (0x3F00)

UICCException.FILE_NOT_FOUN
D is thrown

FileView context independency

1- Envel ope nenu selection is sent to the
ul cc

2- Check that previous fileview are
different (FV1 != FV2 ! = FV3)

3- Sel ect DFrest/ EFaru USi Ng FV1
4- Sel ect DFrest/ EFcaru USi ng FV2
5- Sel ect DFrest/ EFcary USi Ng FV3

6- Read record nunber 1 using FV1 (in
absol ut e node)

7- Read record number 2 using FV2 (in
absol ut e node)

1- Appletl is triggered

3- No exception shall be thrown
4- No exception shall be thrown

5- A security exception shall be
thrown

6- Expected value is “55 55 55 55”

7- Expected value is “AA AA AA”

ILLEGAL_TRANSIENT SystemException

1- Envel ope nenu selection is sent to the
u CcC

2- Appletl calls getTheFileView) mnethod
Wt h

buffer[20] = {ADF1, .}
bOf fset= 0

bLengt h= 16

with

the event JCSystem CLEAR ON DESELECT

1- Appletl is triggered

2- SystemException.
ILLEGAL_TRANSIENT is thrown

NO_TRANSIENT_SPACE SystemException
with CLEAR_ON_RESET FileView object

1 Get the avail able transient
space using met hod

| engt h=JCSyst em get Avai | abl eMenor y( MEMORY_
TYPE_TRANSI ENT_RESET)

menory

2- Fill the available transient nmenory
space by creating array, using method
JCSyst em makeTr ansi ent Byt eArray(| engt h,
JCSyst em CLEAR_ON_RESET)

3- Applet calls nethod get TheFil eVi ew()
with buffer[20] = {ADF1, .}

bOf fset= 0

bLengt h= 16

with the event

JCSyst em CLEAR ON_RESET

4- Reset

1- No Exception shall be thrown

2- No Exception shall be thrown

3- SystemException.
NO_TRANSIENT_SPACE is
thrown
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Id Description API Expectation APDU Expectation
6 NO_TRANSIENT_SPACE SystemException

with CLEAR_ON_DESELECT FileView object

1 - Select the Applet by AID

2- Get the avail abl e transient
space using met hod

| engt h=JCSyst em get Avai | abl eMenor y( MEMORY_
TYPE_TRANSI ENT_DESELECT)

menor y

3- Fill the available transient menory
space by creating array, using nethod
JCSyst em makeTr ansi ent Byt eArray(| engt h,
JCSyst em CLEAR_ON_DESELECT)

}

4- Applet calls nmethod get TheFil eView)
with buffer[20] = {ADF1, .}

bOf fset= 0

bLengt h= 16

with event:

JCSyst em CLEAR ON_DESELECT

1- Appletl is triggered

2- No Exception shall be thrown

3- No Exception shall be thrown

4- SystemException.
NO_TRANSIENT_SPACE is
thrown

ILLEGAL_VALUE SystemException

1- Invoke the nethod get TheFileView() with
event different fromo,1,2

1-
SystemException.ILLEGAL_VALU
E is thrown

NullPointerException

I nvoke the nethod get TheFileView() with
buffer[20] = null
bOf fset= 0
bLengt h= 16
w th event:
1 - JCSystem CLEAR ON_RESET

1- Shall be thrown
java.lang.NullPointerException

ArraylndexOutOfBoundsException

1- Envel ope nenu selection is sent to the
ul cC

I nvoke the nethod get TheFileView() with
buffer[20] = {ADF1, .}

bOf fset= 5

bLengt h= 16

event =JCSystem CLEAR ON_RESET

I nvoke the nethod get TheFileView() with
buffer[20] = {ADF1, .}

bOf fset= -1

bLengt h= 16

event =JCSystem CLEAR ON RESET

1- Appletl is triggered

Shall be thrown
ArraylndexOutOfBoundsException

Shall be thrown
ArraylndexOutOfBoundsException

10

SystemException.ILLEGAL_VALUE

1- Envel ope nenu selection is sent to the
ul cc

I nvoke the nethod get TheFileView() with

buffer[20] = {ADF1, .}

bOrfset= 0

bLengt h= 4

event =JCSystem CLEAR ON_RESET

I nvoke the nethod get TheFileView() with
buffer[20] = {ADF1, .}

bOf fset= 0

bLengt h= 17

event =JCSystem CLEAR ON RESET

1- Appletl is triggered

SystemException.ILLEGAL_VALU
E shall be thrown

SystemException.ILLEGAL_VALU
E shall be thrown
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5.1.4 Interface UICCException

514.1 Constructor

Test Area Reference: Api_1_Uex_Coor.

51.4.1.1 Conformance Requirement:

The method with following header shall compliant to its definition in the API.

publ i c U CCException(short reason)
throws Ul CCException

514.1.1.1 Normal execution

. CRRNZ1: Construct an UICCException with the specified reason.

514.1.1.2 Parameter errors

No reguirements.

514.1.1.3 Context errors

No reguirements.

5.1.4.1.2 Test suite files
Test Source: Test_Api_2 Uex_Coor.java.

Test Applet: Api_2 Uex_Coor_1l.java.

ETSI TS 102 268 V6.0.0 (2007-03)

Cap File: api_2 uex_coor.cap.
5.1.4.1.3 Test Coverage
CRR number Test case number
N1 1
51414 Test Procedure
Id Description API Expectation APDU Expectation
1 UICCException with the specified reason Reason (specified)

(The reason shall set with set Reason and
conmpare the Exception wth getReason)

5.1.4.2 Method throwlt
Test Area Reference: Api_1_Uex_Thit.

5.1.4.2.1 Conformance Requirement:

The method with following header shall be compliant to its definition in the API.

public static void throwt(short reason)
throws Ul CCException

ETSI




Release 6 101 ETSI TS 102 268 V6.0.0 (2007-03)

5.14.211 Normal execution
. CRRN1: Throws the JCRE owned instance of UICCException with the specified reason.

. CRRN2: extends javacard.framework.CardRuntimeException.

5.14.2.1.2 Parameter errors

No requirements.

5.14.2.1.3 Context errors

No requirements.

5.1.4.2.2 Test area files
Test Source: Test_ Api_2 Uex_Thit.java

Test Applet: Api_2 Uex_Thit_1.java.

Cap File: api_2_uex_thit.cap.
5.1.4.2.3 Test Coverage
CRR number Test case number
N1 1,2,3
N2 45,6
5.1.4.2.4 Test Procedure
Id Description API Expectation APDU Expectation

1 | Throws the JCRE instance of UICCException |Reason =0
with the specified reason
2 | Throws the JCRE instance of UICCException |Reason =1
with the specified reason
3 | Throws the JCRE instance of UICCException |Reason = 0XxA55A
with the specified reason

4 UICCException extends Reason =0
javacard.framework.CardRuntimeException

5 UICCException extends Reason =1
javacard.framework.CardRuntimeException

6 UICCException extends Reason = OXA55A

javacard.framework.CardRuntimeException

5143 Reason Codes

This part contain only constant defined for the available reason code. No test of constants will be performed.

515 Contexts

515.1 Context tests

Test Area Reference: Api_1_Cont
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5.1511

515111

Conformance requirement

Normal execution

102
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. CRRNL1: A file (EF, DF or ADF) can be accessed (selected, read, updated, deleted, deactivated, activated,
increased, searched, resized) concurrently by different UICC-based applications such as toolkit applications.

. CRRN2: A file (EF, DF or ADF) created by a FileView can be accessed by other applications and vice versa.

. CRRNS: If afileisindicated as shareable (in the file descriptor byte in the FCP), then applications may
perform authorized operations (selected, read, updated, deleted, deactivated, activated, increased, searched,
resized, deleted) on the file independently of whether or not the fileis the current file of any other application.
A consequenceisthat if changesto a shareable file are permitted by the file's security conditions, then the file
can be changed by one application whileit is currently selected and being used by a second application.

. CRRN4: If afileisindicated as non-shareable and is the current file of one application, then another
application cannot perform any operation on the file regardless of authorization. A conseguenceisthat an
application acquires exclusive access to a not-shareable file by successfully selecting it. Access by any other
application, including an attempt to select the file, shall return an error indication.

. CRRNS5: Concurrent access to afile by two executing instances of a single application is considered to be

accessed by two different applications.

5.1511.2

No reguirements.

5.15.11.3

No reguirements.

5.15.1.2
Test Source:
Test Applet:

Cap File:

5.1.5.1.3

Parameter errors

Context errors

Test area files
Api_1 Cont.java
Api_1 Cont_1ljava

api_1 cont.cap.

Test coverage

CRR number Test case number
N1 1,2,3,4,5,6,7,8,9,10
N2 1,2,3,4,5,6,7,8,9,10
N3 1,2,3,4,5,6,7,8,9,10
N4 11, 12, 13, 14, 15, 16
N5 1,2,3,4,5,6,7,8,9,10
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5.1.5.1.4 Test procedure

Id Description API Expectation APDU Expectation

1- Sel ect DF teLEcov
2- Trigger applet

3- Applet gets object U CCFileViewl using
get TheUl CCVi ew()
4- Appl et gets object U CCFileView2 using
get TheUl CCVi ew()
5- Applet gets object ADF1FileViewl using
get TheFi |l eVi ew)
6- Appl et gets object ADF1FileView2 using
get TheFi |l eVi ew)

7- Applet gets object U CCAdm nFileVi enl
usi ng get TheUl CCAdmi nFi |l eView ()

8- Appl et gets object U CCAdm nFileVi ew2
usi ng get TheUl CCAdmi nFil eView ()

9- Applet gets object ADF1Adm nFil eVi enwl
usi ng get TheAdm nFil eView ()

10- Applet gets object ADF1Adm nFileVi ew2
usi ng get TheAdm nFil eView ()

1 Select and status

1- U CCFileViewl. sel ect() DFresrt,
Ul CCFi | eVi ewl. sel ect () EFrary,

2- UICCFileViewl.sel ect () ADFl 2- )
UICCException.FILE_NOT_FOUN
D is thrown

3- U CCFileView. select() EFuc

4- Ul CCFi |l eVi ew2. sel ect () ADF1 4-
UICCException.FILE_NOT_FOUN
D is thrown

5- ADF1Fi | eVi ewl. sel ect () DFreecom
6- ADF1FileViewl.select() M

6-
UICCException.FILE_NOT_FOUN

7- ADF1FileVi ew2. sel ect () DFresr, D is thrown

ADF1Fi | eVi ew2. sel ect () DFSUBiTEST

8- ADF1Fil eView2.select() M
8-
UICCException.FILE_NOT_FOUN
D is thrown

9- U CCFil eViewl. status()

9- FCP corresponding to DFrest

10- UICCFileView2. status() (under MF) is returned

11- ADF1FileViewl. status() 10- FCP corresponding to MF is
returned

12- ADFLFil eView2. status() 11- FCP corresponding to
DFteLECOM (under ADFl) is
returned

13- Status

12- FCP corresponding to
DFSUB_TEST (under ADF].) is
returned

13- FCP corresponding to
Applet finalizes DF tetecom (under MF) is
returned
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Id Description API Expectation APDU Expectation
2 Select SFI
1- U CCFileViewl. sel ect() DFresr 1- No exception is thrown
U CCFi | eVi ewl. sel ect () EFmgw th SFI 01,
Ul CCFi | eVi ewl. deacti vat e()
2- Ul CCFil eVi ewl. sel ect () SFI 06 2- .
UICCException.FILE_NOT_FOUN
D is thrown
3- U CCFileView2. sel ect () DFresr,
Ul CCFi | eVi ew2. sel ect () EFrauWith SFI 03, 3- No exception is thrown
Ul CCFi | eVi ew2. updat eBi nary() 01 01
4- Ul CCFil eVi ew2. sel ect() SFI 08 4
UICCException.FILE_NOT_FOUN
5- ADF1Fil eVi ewl. sel ect () DFresr, D is thrown
ADF1Fi | eViewl. select() EFqrw th SFI 04,
ADF1Fi | eVi ewl. deacti vat e() 5- No exception is thrown
6- ADF1Fi |l eViewl. sel ect() SFI 06
6-
7- ADF1Fi | eVi ew2. sel ect () DFrest, UlCCEXCEptlonF”_E_NOT_FOUN
ADF1Fi | eVi ew2. sel ect () EFauwith SFI 03, D is thrown
ADF1Fi | eVi ew2. updat eBi nary() 02 02
) 7- No exception is thrown
8- ADF1Fi |l eVi ew2. sel ect () SFI 08
8-
9- select DF resr, sel ect EFnw UI_CCException.FILE_NOT_FOUN
10- activate D is thrown
10- SW=90 00
11- select DF tesr, sel ect EFrary Applet finalizes
12- readBinary
13- updateBlnary FF FF FF...
14- select AID of ADFl, select DF resr, 12- Returns 01 01
sel ect EFgw
15- activate
16- sel ect EFary,
17- readBinary 15- SW=90 00
18- updateBlnary FF FF FF...
17- Returns 02 02
3 ReadBinary and updateBinary

1- Reset

2- Trigger the applet

3- UICCFileViewl. sel ect () DFresr,

Ul CCFi | eVi ewl. sel ect () EFqary,

Ul CCFi | eVi ewl. updat eBi nary() 01 01 01 01,
of fset 0

4- U CCFil eViewl.readBinary(), offset 0

5- UICCFil eVi ew2. sel ect () DFresr,

Ul CCFi | eVi ew2. sel ect () EFtary,

Ul CCFi | eVi ew2. updat eBi nary() 02 02, offset
2

6- U CCFileView2.readBinary(), offset 0
7- ADF1Fi | eViewl. sel ect () DFrest,

ADF1Fi | eVi ewl. sel ect () EFtary,

ADF1Fi | eVi ewl. updat eBi nary() 03 03 03 03,
of fset 0

8- ADF1Fi | eViewl.readBinary(), offset 0O

3- No exception is thrown

4- Returns 01 01 01 01

5- No exception is thrown

6- Returns 01 01 02 02

7- No exception is thrown
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Id Description API Expectation APDU Expectation

9- ADF1Fi | eVi ew2. sel ect () DFrest,

ADF1Fi | eVi ew2. sel ect () EFmary, ~

ADF1Fi | eVi ew2. updat eBi nary() 04 04, offset 8- Returns 03 03 03 03

2

10- ADF1FileVi ew2.readBinary(), offset O

9- No exception is thrown

11- sgl ect DF test, select EF tary,

readBi nary 10- Returns 03 03 04 04

12- updateBl nary FF FF FF... Applet finalizes 11- Returns 01 01 02 02

13- select AID of ADF1, select DF tgst,

sel ect EF tary, readBinary

14- updateBlnary FF FF FF... 13- Returns 03 03 04 04
4 SearchRecord

1- Reset
2- Trigger the applet

3- UICCFileViewl. sel ect () DFresr,

Ul CCFi | eVi ewl. sel ect () EFiuc

Ul CCFi | eVi ewl. sear chRecord() 22 22 22 22
22 22 22 22 22 22

4- Ul CCFi | eVi ewl. updat eRecord() current 33
33 33 33 33 33 33 33 33 33

5- UICCFil eVi ew2. sel ect () DFresr,
Ul CCFi | eVi ew2. sel ect () EFiwec
Ul CCFi | eVi ew2. readRecord() current

6- U CCFi |l eVi ew2. searchRecord() 22 22 22
22 22 22 22 22 22 22,

7- U CCFil eVi ew2. sear chRecord() 33 33 33
33 33 33 33 33 33 33

8- ADF1Fi | eViewl. sel ect () DFresr,

ADF1Fi | eVi ewl. sel ect () EFiuec

ADF1Fi | eVi ewl. sear chRecord() 33 33 33 33
33 33 33 33 33 33

9- ADF1Fi | eVi ewl. searchRecord() 22 22 22
22 22 22 22 22 22 22

10- ADF1Fi | eVi ewl. updat eRecord() current
11 11 11 11 11 11 11 11 11 11

11- ADF1Fil eVi ew2. sel ect () DFrest,

ADF1Fi | eVi ew2. sel ect () EFiuec

ADF1Fi | eVi ew2. searchRecord() 22 22 22 22
22 22 22 22 22 22

12- ADF1Fil eVi ew2. searchRecord() 11 11 11
11 11 11 11 11 11 11

13- sel ect DF qest, readRecord

01

sel ect EFLuee,

14- readRecord 02

15- updat eRecord 01,
11 11 11

16- updateRecord 02, 22 22 22 22 22 22 22
22 22 22

11 11 11 11 11 11 11

17- select AID of ADFl, select DF tgst,
sel ect EF_ypc readRecord 01

3-returns 2

4- No exception is thrown

5_
OUND is thrown
6- returns 0

7- returns 2

8- returns 0

9- returns 2

10- No exception is thrown

11- returns O

12-returns 1 and 2
Applet finalizes

UICCException.RECORD_NOT_F

13-returns 1111 111111
1111111111

14- returns 33 33 33 33 33
3333333333

17-returns 1111 111111
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Description

API Expectation

APDU Expectation

18- readRecord 02

19- updateRecord 01 11 11 11 11 11 11 11
11 11 11

20- updateRecord 02 22 22 22 22 22 22 22
22 22 22

1111111111

18-returns 11 11 11 11 11
1111111111

readRecord and updateRecord

1- Reset

2- Trigger the applet

3- U CCFileViewl. sel ect () DFresr,

Ul CCFi | eVi ewl. sel ect () EFiary

Ul CCFi | eVi ewl. updat eRecord() 66 66 66 66,
next

current
next

4- Ul CCFi | eVi ewl. readRecord(),
5- U CCFi | eVi ewl. readRecord(),

6- U CCFil eView2. sel ect () DFresr,
Ul CCFi | eVi ew2. sel ect () EFiary,
Ul CCFi | eVi ew2. readRecord(), current

7- U CCFi | eVi ew2. updat eRecord() BB BB BB

BB, record 2
8- U CCFil eView2. readRecord(), next
9- U CCFil eView2. readRecord(), next

10- ADF1Fil eVi ewl. sel ect () DFrest,

ADF1Fi | eVi ewl. sel ect () EFiary,

ADF1Fi | eVi ewl. updat eRecord() 44 44 44 44,
next

11- ADF1Fil eVi ewl. readRecord(),
12- ADF1Fil eVi ewl. readRecord(),

current
next

13- ADF1Fi | eVi ew2. sel ect () DFrest,
ADF1Fi | eVi ew2. sel ect () EFiary,

ADF1Fi | eVi ew2. readRecord(), current

14- ADF1Fi | eVi ew2. updat eRecord() 99 99 99
99, record 2

15- ADF1Fil eVi ew2.readRecord(), next

16- ADF1Fil eVi ew2.readRecord(), next

17- sel ect DF test, sel ect EF tary,
readRecord next

18- readRecord next

19- updat eRecord record 1, 55 55 55 55

20- updateRecord record 2, AA AA AA AA

21- select AID of ADFl, select DF tesr,
sel ect EFiary, readRecord next

22- readRecord next

23- updateRecord record 1, 55 55 55 55

24- updat eRecord record 2, AA AA AA AA

3- No exception is thrown

4- returns 66 66 66 66

5- returns AA AA AA AA

6-
UICCException.RECORD_NOT_F
OUND is thrown

7- No exception is thrown

8- returns 66 66 66 66
9- returns BB BB BB BB

10- No exception is thrown

11-returns 44 44 44 44
12- returns AA AA AA AA

13-
UICCException.RECORD_NOT_F
OUND is thrown

14- No exception is thrown
15- returns 44 44 44 44

16- returns 99 99 99 99
Applet finalizes

17- returns 66 66 66 66

18- returns BB BB BB BB

21-returns 44 44 44 44

22- returns 99 99 99 99
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Description

API Expectation

APDU Expectation

ActivateFile and deactivateFile

1- Reset

2- Trigger the applet

3- UICCFileViewl. sel ect () DFresr,
Ul CCFi | eVi ewl. sel ect () EFmy,
Ul CCFi | eVi ewl. deacti vat e()

4- Ul CCFil eVi ew2. sel ect () DFresr,
Ul CCFi | eVi ew2. sel ect () EFmy,
Ul CCFi | eVi ew2. r eadBi nary()

5- U CCFileView2. activate(),
Ul CCFi | eVi ew2. r eadBi nary()

6- U CCFil eVi ew2. deactivate()

7- ADF1Fi | eViewl. sel ect () DFrest,
ADF1Fi | eVi ewl. sel ect () EFmw,
ADF1Fi | eVi ewl. readBi nary()

8- ADF1Fi |l eViewl. deactivate()
9- ADF1Fi | eVi ew2. sel ect () DFresr,
ADF1Fi | eVi ew2. sel ect () EFmw,
ADF1Fi | eVi ew2. readBi nary()

10- ADF1FileVi ew2. activate(),
ADF1Fi | eVi ew2. readBi nary()

3- No exception is thrown

4-
UICCException.REF_DATA_INVAL
IDATED is thrown

5- returns 55 55 55

6- No exception is thrown
7- returns 55 55 55

8- No exception is thrown
9-

UICCException.REF_DATA_INVAL
IDATED is thrown

10- returns 55 55 55
Applet finalizes

11- select DF test, select EFnw
11- SW =62 83

12- activate
13- select AID of ADF1, select DF tgst, 12- SW =9000
sel ect EF

™ 13- SW =90 00

7 Increase

1- Reset

2- Trigger the applet

3- U CCFileViewl. sel ect () DFresr,

Ul CCFi | eVi ewl. sel ect () EFcary,

Ul CCFi | eVi ewl. updat eRecord() 00 00 00,
previ ous

Ul CCFi | eVi ewl. updat eRecord() 00 00 00,
previ ous

4-
5-
6-

Ul CCFi | eVi ewl.
Ul CCFi | eVi ewl.
Ul CCFi | eVi ewl.

increase(), 00 00 01
readRecord(), current
readRecord(), previous

7- U CCFil eView2. sel ect() DFresr,
Ul CCFi | eVi ew2. sel ect () EFcary,
Ul CCFi | eVi ew2. readRecord(), current

8- U CCFil eView2.increase(),00 00 01

9- U CCFil eVi en2. readRecord(),
10- Ul CCFil eVi ew2. readRecord(),

current
previ ous

11- ADF1FileViewl. sel ect () DFrest,
ADF1Fi | eVi ewl. sel ect () EFeary,
ADF1Fi | eVi ewl. readRecord(), current

12- ADF1Fi | eVi ewl. updat eRecord() 00 00 00,
previ ous

ADF1Fi | eVi ewl. updat eRecord() 00 00 00,
previ ous

13- ADF1FileVi ewl.increase(),00 00 02
14- ADF1Fil eVi ewl. readRecord(), current
15- ADF1Fi |l eVi ewl. readRecord(), previous

3- No exception is thrown

4- resp[] =00 00 01

5- returns 00 00 01

6- returns 00 00 00

7-
UICCException.RECORD_NOT_F
OUND is thrown

8- resp[] = 00 00 02
9- returns 00 00 02
10- returns 00 00 01

11-
UICCException.RECORD_NOT_F
OUND is thrown

12- No exception is thrown

13- resp[] = 00 00 02
14- returns 00 00 02
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Description

API Expectation

APDU Expectation

16- ADF1Fil eVi ew2. sel ect () DFrest,
ADF1Fi | eVi ew2. sel ect () EFeary,
ADF1Fi | eVi ew2. readRecord(), current

17- ADF1Fil eVi ew2.increase(), 00 00 02

18- ADF1Fil eVi ew2.readRecord(), current
19- ADF1Fi |l eVi ew2. readRecord(), previous
20- select DF test, sel ect EFcawry, readRecord
current

21- readRecord previous
22- readRecord previous

23- updateRecord previous AA AA AA
24- updat eRecord previous 55 55 55

25- select AID of ADFl, select DF tesr,
sel ect EFcary, readRecord current

26- readRecord previous
27- readRecord previous

28- updat eRecord previ ous AA AA AA
29- updat eRecord previous 55 55 55

15- returns 00 00 00
16-

OUND is thrown
17- resp[] = 00 00 04
18- returns 00 00 04

19- returns 00 00 02
Applet finalizes

UICCException.RECORD_NOT_F

20- SW =6A 83

21- returns 00 00 01
22- returns 00 00 02

23- SW =90 00
24- SW =90 00
25- SW =6A 83

26- returns 00 00 02
27- returns 00 00 04

28- SW =90 00
29- SW =90 00
8 CreateFile EF
1- Reset
2- Trigger the applet
3- Ul CCAdni nFi | eVi ewd. sel ect () DFresr 3- ,
Ul CCAdni nFi | eVi ewl. sel ect () 6F 29 UICCException.FILE_NOT_FOUN
D is thrown
4- Ul CCAdmi nFil eViewl. create() 6F 29 4- No exception is thrown
5- Ul CCAdnmi nFi | eVi ewl. sel ect () 6F 29 5- No exception is thrown
6- Ul CCAdni nFi | eVi ew2. sel ect () DFresr, _ P
Ul CCAdmi nFi | eVi ew2. sel ect () 6F 29 ? No exception is thrown
7- Ul CCAdmi nFi | eVi ew2. sel ect () 6F 2A - )
UICCException.FILE_NOT_FOUN
D is thrown
8- Ul CCAdmi nFi |l eVi ew2. create() 6F 2A 8- No exception is thrown
9- U CCAdminFil eVi ewl. sel ect () 6F 2A 9- No exception is thrown
10- Ul CCAdmi nFil eVi ewl. sel ect () 6F 29 10- No exception is thrown
11-
UICCException.FILE_NOT_FOUN
11- ADF1Admi nFil eVi ewl. sel ect () DFresr, D is thrown
ADF1Adm nFi | eVi ewl. sel ect () 6F 29
12- ADF1Admi nFil eViewl.create() 6F 29 12- No exception is thrown
13- ADF1Admi nFil eVi ewl. sel ect () 6F 29 13- No exception is thrown
14- ADF1Adm nFil eVi ew2. sel ect () DFresr, .
ADF1Adni nFi | eVi ew2. sel ect () 6F 29 14- No exception is thrown
15- ADF1Adm nFil eVi ew2. sel ect () 6F 2A 15-
UICCException.FILE_NOT_FOUN
D is thrown
17- ADF1Adm nFil eVi ewl. sel ect () 6F 2A 17-N tion is th
18- ADF1Admi nFi | eVi ewl. sel ect () 6F 29 - No exception IS thrown
18- No exception is thrown
21- select DF tesr, select 6F 29 Applet finalizes 21- SW =90 00
22- select 6F 2A 22-SW =90 00
23- select AID of ADF1, select DF est, 23- SW = 90 00

sel ect 6F 29
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Id Description API Expectation APDU Expectation
24- select 6F 2A
24- SW =90 00
9 CreateFile DF
1- Reset
2- Trigger the applet
3- Ul CCAdni nFi | eVi ewd. sel ect () DFresr 3- ,
Ul CCAdni nFi | eVi ewl. sel ect () 5F 01 UICCException.FILE_NOT_FOUN
D is thrown
4- Ul CCAdmi nFi | eVi ewl. create() 5F 01
5- Ul CCAdni nFi |l eVi ewl. sel ect () 5F 01 4- No exception is thrown
- 5- No exception is thrown
6- U CCAdmi nFi | eVi ew2. sel ect () DFresr,
Ul CCAdmi nFi | eVi ew2. sel ect () 5F 01
7- U CCAdni nFi |l eVi ew2. sel ect () 5F 02 .
6- No exception is thrown
7-
8- Ul CCAdni nFi | eVi ew2. create() 5F 02 UICCException.FILE_NOT_FOUN
D is thrown
9- U CCAdmi nFil eVi ewl. sel ect () 5F 02 8- No exception is thrown
10- Ul CCAdmi nFil eVi ewl. sel ect () 5F 01
9- No exception is thrown
10- No exception is thrown
11-
ADF1Adm nFi |l eVi ewl. sel ect () 5F 01
11-
12- ADFlAdm: nF? | eViewl.create() 5F 01 UICCException.FILE_NOT_FOUN
13- ADF1Admi nFil eVi ewl. sel ect () 5F 01 D is thrown
14- ADF1Admi nFil eView2.select() 5F 01 L
15- ADF1Adni nFil eVi ew2. sel ect () 5F 02 12- No exception is thrown
13- No exception is thrown
16- ADF1Admi nFil eView2.create() 5F 02
o 14- No exception is thrown
17- ADFlAdm_ nFi | eViewl. sel ect () 5F 02 15-
18- ADF1Admi nFil eVi ewl. sel ect () 5F 01 UICCException.FILE_NOT_FOUN
D is thrown
21- select 5F 01 16- No exception is thrown
22- select 5F 02 17- No exception is thrown
18- No exception is thrown
23- select AID of ADF1, select 5F 01 21- SW = 90 00
24- select 5F 02 L
Applet finalizes
22- SW =90 00
23- SW =90 00
24- SW =90 00
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Id Description API Expectation APDU Expectation
10 ResizeFile

1- Reset

2- Trigger the applet

3- Ul CCAdni nFi | eVi ewl. sel ect () DFresr,

Ul CCAdni nFi | eVi ewl. sel ect () EFpac 3-

Ul CCAdmi nFi | eVi ewl. readBi nary(), |ength 06
4- U CCAdmi nFil eViewl. resize(),add 3 bytes
Ul CCAdmi nFi | eVi ewl. readBi nary(), |ength 06

5- U CCAdmi nFi | eVi ew2. sel ect () DFresr,
Ul CCAdmi nFi | eVi ew2. sel ect () EFpac
Ul CCAdmi nFi | eVi ew2. readBi nary(), |ength 06
6- U CCAdmi nFil eVi ewl. resi ze(),
byt es

renove 2

7- ADF1Admi nFil eVi ewl. sel ect () DFresr,
ADF1Adm nFi | eVi ewl. sel ect () EFiw,
ADF1Adm nFi | eVi ewl. readRecord(),record 4

8- ADF1Admi nFil eViewl. resize(), add 2
records
ADF1Admi nFi |l eVi ewl. readRecord (), record 4

9- ADF1Admi nFil eVi e2. sel ect () DFresr,
ADF1Adm nFi | eVi ew2. sel ect () EFw,
ADF1Admi nFi | eVi ew2. readRecord (), record 4

10- ADF1Admi nFil eVi ew2.resize(), renove 1
record

11- sel ect DF q1est, sel ect EFpac, readBinary
| ength 06

12- readBinary | ength 04

13- resize, renove 1 byte

14- select AID of ADFl, select DF tgst,

UICCException.OUT_OF_FILE_BO
UNDARIES is thrown

4- returns 00 00 00 FF FF FF

5- returns 00 00 00 FF FF FF

6- No exception is thrown

7-
UICCException.RECORD_NOT_F
OUND is thrown

8- returns FF FF FF FF

9- returns FF FF FF FF

10- No exception is thrown

Applet finalizes

11- R-APDU =00 00 00 FF
90 00 or

62 82 or

67 00

12- returns 00 00 00 FF

sel ect EFn, readRecord record 4

15- readRecord record 3 13- SW =90 00

16- resize, renove 1 record
14- SW = 6A 83
15- returns FF FF FF FF
16- SW =90 00

11 Non-shareable files (UICCFileView -
UICCFileView)
1- Reset

2- Trigger the applet

3- U CCFileViewl. sel ect () DFresr,
Ul CCFi | eVi ewl. sel ect () EFncsn

4- Ul CCFil eVi ew2. sel ect () DFresr,
Ul CCFi | eVi ew2. sel ect () EFncsn
5- U CCFi |l eVi ewl. sel ect () DFrest

6- Ul CCFi |l eVi ew2. sel ect () EFnosn

3- No exception is thrown

4-
UICCException.INTERNAL_ERRO
R is thrown or
UICCException.FILE_NOT_FOUN
D

5- No exception is thrown

6- No exception is thrown
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Id Description API Expectation APDU Expectation
12 Non-shareable files (FileView - FileView)

1- Reset
2- Trigger the applet

3- ADF1Fi | eViewl. sel ect () DFresr,
ADF1Fi | eVi ewl. sel ect () EFnosn

4- ADF1Fi | eVi ew2. sel ect () DFresr,
ADF1Fi | eVi ew2. sel ect () EFnos

5- ADF1Fi | eVi ewl. sel ect () DFrest

6- ADF1Fi | eVi ew2. sel ect () EFnsn

4-

D

3- No exception is thrown

UICCException.INTERNAL_ERRO
R is thrown or
UICCException.FILE_NOT_FOUN
5- No exception is thrown

6- No exception is thrown

13

Non-shareable files (UICCFileView - MF)
1- Trigger the appl et

2- U CCFileViewl. sel ect () DFresr,
Ul CCFi | eVi ewl. sel ect () EFncsn

4- Sel ect DFrest, sel ect EFnen

5- Fetch and term nal response

2- No exception is thrown

3- Applet sends a display text

4- SW =69 85

14

Non-shareable files (FileView - ADF)

1- Trigger the applet

2- ADF1Fi | eVi ewl. sel ect () DFresr,
ADF1Fi | eVi ewl. sel ect () EFnosH

4- Select AID of ADF1, sel ect DFresr, sel ect
EFnesH

5- Fetch and term nal response

2- No exception is thrown

3- Applet sends a display text

4- SW =69 85

15

Non-shareable files (MF - UICCFileView)
1- Reset
2- Sel ect DFrest, sel ect EFnosn
3- Trigger the applet

4- U CCFil eVi ewl. sel ect () DFresr,
Ul CCFi | eVi ewl. sel ect () EFncsn

4-

D

UICCException.INTERNAL_ERRO
R is thrown or
UICCException.FILE_NOT_FOUN

2-SW =9000
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Id Description API Expectation APDU Expectation

16 Non-shareable files (ADF - FileView)
1- Reset

2- Select AID of ADF1l, select DFresr, sel ect

. 2- SW =90 00

3- Trigger the applet

4- ADF1Fi | eVi ewl. sel ect () DFresr, 4-

ADFLFi | eVi ewl. sel ect () EFyosn UICCException.INTERNAL_ERRO
R is thrown or
UICCException.FILE_NOT_FOUN

D
17 Terminated EF/DF
1- Reset
2- Trigger the applet
3- Ul CCAdmi nFi | eVi ewl. sel ect () DFrest, o
Ul CCAdni nFi | eVi ewl. sel ect () EFreru 3- No exception is thrown
4- Ul CCAdmi nFi | eVi ewl. sel ect () DFresr,
Ul CCAdnmi nFi | eVi ewl. sel ect () DFreru 4- No exception is thrown
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5.2 Package uicc.toolkit

521 Interface EditHandler

Tests are done in inheriting interfaces Envel opeResponseHandler and ProactiveHandler.
5.2.2 Interface EnvelopeHandler

5.2.2.1 Method getltemIdentifier

Test Area Reference: Api_2 Enh Giid

5.2.2.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public byte getltenm dentifier()
throws Tool ki t Exception

522111 Normal execution
. CRRN1:The method shall return the item identifier byte value.
. CRRN2:Theitem identifier byte value returned shall be from the first Item Identifier TLV element.
. CRRNB3: If the element is available it becomesthe TLV selected.

. CRRN4: The item identifier is available for al triggered toolkit applets from the invocation to the termination
of their processToolkit method if the EnvelopeHandler is available.

5221.1.2 Parameter errors

No reguirements.

5.22.1.1.3 Context errors

. CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT if the item identifier TLV is
not present.

. CRRC2: The method shall throw ToolkitException.OUT_OF TLV_BOUNDARIES f the item identifier byte
ismissing in the Item Identifier Comprehension TLV.

5.2.2.1.2 Test area files
Test Source: Test Api_2 Enh_Giid.java.
Test Applet: Api_2 Enh Giid_1.java

Cap File: api_2 enh _giid.cap.

5.2.2.1.3 Test coverage

CRR number Test case number
N1 1,2,3
N2 2,3
N3
N4
C1
C2

~N|g|o|~
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5.2.21.4 Test procedure
Id Description API Expectation APDU Expectation
1 |Send envel ope Menu Selection with item Returns 03
identifier TLV and identifier value of 03
2 |Send envel ope Menu Sel ection with two item|Returns 02
identifier TLV with first value 02 and
second 01
3 |Send envel ope Menu Selection with two item|Returns 04
identifier TLV with first value 04 and Returns 04
second 01, call tw ce the nethod
getltem dentifier()
4 |Send envel ope Menu Selection with item getltemldentifier()=getValueByte()
identifier TLV and val ue of 66. FindTLV()
with TAG 02. getltem dentifier() and then
get Val ueByte() with offset 0
5 |Send unrecogni zed envel ope w thout item ToolkitException.UNAVAILABLE_E
identifier TLV and getltem dentifier() LEMENT -
6 |Send Envel ope Menu Sel ection with item Returns 66
identifier TLV (66), send proactive
command. Then getlten dentifier()
7 |Send Unrecogni zed Envel ope with item ToolkitException.OUT_OF TLV_B
identifier TLV but without item nunber OUNDARIES - -
5.2.2.2 Method getLength

Test Area Reference: Api_2 Enh Glen.

52221

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()

522211

522212

t hrows Tool ki t Exception

Normal execution

. CRRNL1: returns the length in bytes of the TLV list.

Parameter errors

No requirements.

5.2.2.21.3

5.2.2.2.2

Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

Test area files

Specific triggering: Unrecognized envelope:

Test case number

1,2,3,4

Test Source: Test_ Api_2 Enh_Glen.java.
Test Applet: Api_2 Enh Glen_1java
Cap File: api_2 enh_glen.cap.
5.2.2.2.3 Test coverage
CRR number
N1
C1

Not testable
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5.2.2.2.4 Test procedure
Id Description API Expectation APDU Expectation
1 [Send an Unrecogni zed Envel ope with BER | ength |Result of getLength() is 0x0031
of 0x31
2 |Send an Unrecogni zed Envel ope with BER I ength |Result of getLength() is 0x007Fh
of Ox7F
3 |Send an Unrecogni zed Envel ope with BER | ength |Result of getLength() is 0x0080h
of 81 80
4 |(Send an Unrecogni zed Envel ope with BER | ength Result of getLength() is 0XOOFCh
of 81 FC
5.2.2.3 Method copy

Test Area Reference: Api_2_Enh_Copy.

5.2.2.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nter Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

522311 Normal execution
. CRRN1: copies the Comprehension TLV list contained in the handler to the destination byte array.

. CRRN2: returns dstOffset + dstLength.

5.2.2.31.2 Parameter errors
. CRRPL1: if dstBuffer is null a NullPointerException is thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,
an ArraylndexOutOfBoundsException is thrown.

. CRRP3: if dstLength is greater than the length of the Comprehension TLV List, an instance of
ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.2.3.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.3.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Enh_Copy.java.
Test Applet: Api_2 Enh Copy 1.java.

Cap File: api_2 enh_copy.cap.
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5.2.2.3.4 Test coverage
CRR number Test case number
N1 9,11,13,15
N2 8,10,12, 14,16
P1 1
P2 2,3,45,6
P3 7
C1 Not testable
5.2.2.34 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
2 dstOffset =2 dstBuffer.length ArrayIndexOutOfBoundsException is
copy() thrown
dstBuffer.length = 5
dstOffset =5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsException is
copy() thrown

dstBuffer.length = 5
dstOffset = -1
dstLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
copy() thrown

dstBuffer.length = 5
dstOfset = 0
dstLength = 6

5 DstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
copy() thrown
DstBuffer.length = 5
DstOffset = 3
DstLength = 3

6 dstLength <0 ArraylndexOutOfBoundsException is
copy() thrown

dstBuffer.length = 5
dstOffset = 0
dstlLength = -1

7 |DstLength > length of the Comprehension TLV |ToolkitException.OUT_OF _TLV_BO
list UNDARIES is thrown

copy()

Dst Buffer.length = 48
DstOffset = 0

Dst Length = 48

8 | Successful call, dstBuffer is the whole buffer |Result of copy() is 0X0047

copy()
DstBuffer.length = 47
DstOffset = 0
Dst Length = 47
9 Compare the buffer Result of arrayCompare() is 0
10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 0X0032
copy()

Dst Buffer.length = 50
dstOffset = 3
dstLength = 47

11 Compare the whole buffer Result of arrayCompare() is 0

12 | Successful call, dstBuffer is part of a buffer |Result of copy() is 0OXO0FF
copy()
dstBuffer.length = 252
dstOfset = 3
dstLength = 252

13 Compare the whole buffer Result of arrayCompare() is 0

14 |Successful call, dstBuffer is part of a buffer Result of copy() is 0X0104
copy()
dstBuffer.length = 260
dst Of fset = 257
dstlLength = 3

15 Compare the whole buffer Result of arrayCompare() is 0
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Id Description API Expectation APDU Expectation
16 Successful call, copy() with length =0 Result of copy() is 0x104

dstBuffer.length = 260
dstOf fset = 260
dstLength = 0

5.2.2.4 Method findTLV

Test Area Reference: Api_2 Enh Find.

5.2.2.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public byte findTLV(byte tag,

byte occurrence)
throws Tool ki t Excepti on

5224.1.1 Normal execution

Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):

. CRRN1: the method is successful if the required occurrence exists then the corresponding TLV becomes

current.

. CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required

flag is set.

. CRRNS: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension

Required flag is not set.

. CRRNA4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined

and TLV_NOT_FOUND is returned.

. CRRNS5: The search method is comprehension required flag independent.

5224.1.2 Parameter errors

. CRRP1: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD _INPUT_PARAMETER.

5.22.4.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.4.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Enh_Find.java.
Test Applet: Api_2 Enh Find_1.java

Cap File: api_2 enh find.cap.
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5.2.2.4.3 Test coverage
CRR number Test case number

N1 3,5

N2 2,4

N3 10, 11

N4 6,7,89

N5 12,13

P1 1

C1 Not testable
5.2.24.4 Test procedure
Id Description API Expectation APDU Expectation

Trigger the applet with Unrecognized Envelope
including:
Tag 82, tag 86, tag 8B, tag 02 and tag 04

1 Invalid input parameter ToolkitException.BAD_INPUT_PA
findTLV() RAMETER is thrown
Qccurrence = 0

2 Search 1st TLV Resultis TLV_FOUND_CR_SET
findTLV()

Tag = 02h
Qccurrence = 1

3 Call the getValueLength() method Result is 0x02

4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
findTLV()

Tag = 06h
Qccurrence = 1
5 Call the getValueLength() method Result is 0x05h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
findTLV()
Tag = 03h
Qccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Search atag with wrong occurrence Resultis TLV_NOT_FOUND
findTLV()
Tag = 02h
Qccurrence = 3
9 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.

10 Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 02h
Qccurrence = 2

11 Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 04h
Qccurrence = 1

12 Search tag 86h Resultis TLV_FOUND_CR_SET
findTLV()

Tag = 86h
Qccurrence = 1
13 Search tag 84h Result is

findTLV()
Tag = 84h
Cccurrence = 1

TLV_FOUND_CR_NOT_SET
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5.2.25 Method getValuelLength

Test Area Reference: Api_2 Enh Gvle.

5.2.25.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
throws Tool ki t Exception

52.25.1.1 Normal execution

. CRRNL1: gets and returns the binary length of the value field for the last TLV element which has been found in
the handler.

5.2.25.1.2 Parameter errors

No requirements.

5.2.25.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.2.5.2 Test area files
Specific triggering: Unrecognized Envelope:
Test source: Test_ Api_2 Enh_Gvlejava

Test Applet: Api_2 Enh Gvle 1java

Cap File: api_2 enh gvle.cap.
5.2.2.5.3 Test coverage
CRR number Test case number
N1 2,34
C1 Not testable
Cc2 1
5.2.254 Test procedure
Id Description API Expectation APDU Expectation

Fill the Unrecognized envelope with TLV: Tag 02,
length 02, Tag 06, length 05, Tag 0B, length 24,
Tag 33, Length C8

1 getValueLength() ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 Search TLV 02h Result is 0X0002
get Val ueLengt h()
3 Search TLV 0Bh Result is 0X0024
get Val ueLengt h()
4 Search TLV 33h Result is 0X00C8

get Val ueLengt h()
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5.2.2.6 Method getValueByte

Test Area Reference: Api_2 Enh_Gvby.

5.2.2.6.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueCfset)
throws Tool ki t Excepti on

52.26.1.1 Normal execution

. CRRN1: Getsabyte from the last TLV element which has been found in the handler and returnsits value
(1 byte).

5.2.2.6.1.2 Parameter errors

. CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.2.6.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.2.6.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Enh_Gvby.java
Test Applet: Api_2 Enh Gvby 1java

Cap File: api_2 enh_gvby.cap.
5.2.2.6.3 Test coverage
CRR number Test case number
N1 3,456,738
P1 2
C1 Not testable
Cc2 1
5.2.2.6.4 Test procedure
Id Description API Expectation APDU Expectation

Fill the Unrecognized envelope with TLV: Tag 02,
length 02, value 83 81, Tag 06, length 06, Tag 0B,
length 21, Tag 33, Length C8 Value 01 02 ...

1 |get Val ueByt e(0) ToolkitException.UNAVAILABLE_
ELEMENT is thrown

2 Search TLV 02h
get Val ueByt e( 2) ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown
3 Search TLV 02h
get Val ueByt e(1) Result is 0x81
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 83h (Source)
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Id Description API Expectation APDU Expectation
5 Search TLV 33h
get Val ueByt e( 7E) Result is Ox7F
6 Search TLV 33h
get Val ueByt e( 80) Result is 0x81
7 |get val ueByt e( 7F) Result is 0x80
8 Search TLV B3h
get Val ueByt e( C7) Result is 0xC8
5.2.2.7 Method copyValue

Test Area Reference: Api_2_Enh_Cpyv.

52271 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueffset,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

522711 Normal execution
. CRRN1: copies apart of thelast TLV element which has been found, into a destination. buffer.

. CRRN2: returns dstOffset + dstLength.

5.2.2.7.1.2 Parameter errors
. CRRPL1: if dstBuffer is null NullPointerException is thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException is thrown.

. CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.2.7.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.2.7.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Enh_Cpyv.java.
Test Applet: Api_2 Enh Cpyv_1.java

Cap File: api_2 enh_cpyv.cap.
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5.2.2.7.3 Test coverage
CRR number Test case number

N1 13,15

N2 12, 14, 16

P1 1

P2 2,3,4,5,6

P3 7,8,9 10

C1 Not testable

Cc2 11
5.2.2.7.4 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h

copyValue() with a null dstBuffer

NullPointerException is thrown

2 Search TLV 0Bh
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = -1
dstLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = 0
dstlLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 0
dstlLength = -1
7 Search TLV 06h
valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOffset = 6
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOffset = -1
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
9 dstLength > TLV length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOffset = 0
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7
10 valueOffset + dstLength > TLV length ToolkitException.OUT_OF_TLV_

copyVal ue()

valueOf fset = 2
dstBuffer.length = 15
dstOffset =0
dstLength = 5

BOUNDARIES is thrown
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Id Description API Expectation

APDU Expectation

11 Search TLV 01h

copyVal ue()

copyValue() method call.

ToolkitException.UNAVAILABLE_
ELEMENT is thrown on the

12 Search TLV 06h

Successful call
copyVal ue()
valueOffset = 0
dstBuffer.length = 6

Result of copyValue() is 0x0006

dstOfset = 0
dstlLength = 6

13 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5

14 initialize dstBuffer

dstBuffer = 55 55 ...55

Successful call
copyVal ue()
valueOfset =1
dstBuffer.length = 20

Result of copyValue() is 0x0007

dstOfset = 3
dstlLength = 4

15 Compare buffer Result is 00h
buffer =

55 55 55 11 22
33 44 55 55 55
55 55 55 55 55
55 55 55 55 55

16 Successful call, copy with length =0
dstBuffer.length = 20

dst Offset = 20

dstLength = 0

Result of copyValue() is 20

5.2.2.8

Test Area Reference: Api_2 Enh Cprv.

Method compareValue

5.2.2.8.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueffset,
byte[] conpareBuffer,
short conpareOfset,
short conparelLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.2.2.81.1 Normal execution
Comparesthe last found TLV element with a buffer:

. CRRN1.: returns O if identical.

. CRRNZ2: returns -1 if the first miscomparing bytein Comprehension TLV List islessthan that in

compareBuffer.

. CRRNS3: returns 1 if the first miscomparing byte in Comprehension TLV List is greater than that in

compareBuffer.
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5.2.2.81.2 Parameter errors
. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

. CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.2.8.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE_ELEMENT.

5.2.2.8.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Enh Cprv.java

Test Applet: Api_2 Enh Cprv_1.java

Cap File: api_2_enh _cprv.cap.
5.2.2.8.3 Test coverage
CRR number Test case number
N1 12, 15,18
N2 13, 14, 17
N3 16
P1 1
P2 2,3,45,6
P3 7,8,9, 10
C1 Not testable
C2 11
5.2.2.84 Test procedure
Id Description API Expectation APDU Expectation
1 Search TLV 02h
conpareValue() with a null conpareBuffer |NullPointerException is thrown
2 Search TLV 0Bh
compareOffset = compareBuffer.length ArrayIndexOutOfBoundsExceptio
conpar eVal ue() n is thrown

compareBuffer.length = 5
conpareOfset = 5
conparelLength = 1

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
compareBuffer.length = 5
conpareOffset = -1
conparelLength = 1

4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown

conpareBuffer.length = 5
conpareCffset = 0
conparelLength = 6
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Description

API Expectation

APDU Expectation

compareOffset + compareLength
>compareBuffer.length
conpar eVal ue()
compareBuffer.length = 5
conpareC fset = 3
conparelLength = 3

ArraylndexOutOfBoundsExceptio
n is thrown

6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length = 5
conpareCfset = 0
conparelLength = -1

7 Search TLV 06h

valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
conpar eval ue() BOUNDARIES is thrown
valueOffset = 6
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 1

8 valueOffset < 0 ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueOffset = -1
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 1

9 compareLength > TLV length ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueOffset = 0
conpareBuffer.length = 15
conpareCffset = 0
conparelLength = 7

10 | valueOffset + compareLength > TLV length  |ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueffset = 2
conpareBuffer.length = 15
conpareCfset = 0
conparelLength = 5

11 Search TLV 01h Resultis TLV_NOT_FOUND
conpar eVal ue() ToolkitException.UNAVAILABLE _

ELEMENT is thrown

12 Search TLV 06h

Initialize compareBuffer
conpar eBuffer =
81 11 22 33 44 F5
Compare buffers Result is 00h

conpar eVal ue()

valueOffset = 0

conpareCffset = 0

conparelLength = 6

13 Initialize compareBuffer
conpar eBuffer =
7F 11 22 33 44 F5

Compare buffers with same parameters Resultis -1

14 Initialize compareBuffer
conpar eBuffer =
83 11 22 33 44 F5

Compare buffers with same parameters Resultis -1

15 Initialize compareBuffer
conpar eBuffer =
55 55 55 81 11 22 33 44 F5
55 55 55 55 55

Compare buffers Result is 00h
conpar eVal ue()
valueOifset =1
conmpareO fset = 4
conparelLength = 5

16 Initialize compareBuffer
conpar eBuf fer =
55 55 55 81 10 23 33 44 F5
55 55 55 55 55

Compare buffers with same parameters Resultis +1
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Id Description API Expectation APDU Expectation

17 Initialize compareBuffer
conpar eBuf fer =

55 55 55 81 12 21 33 44 F5

55 55 55 55 55

Compare buffers with same parameters Resultis -1

18 |Successful call, compareValue() with length=0 |Result of compareValue() is 0
CompareBuffer.length = 15

ConpareOf fset = 15
ConparelLength = 0
5.2.2.9 Method findAndCopyValue(byte tag, byte[] dstBuffer, short dstOffset)

Test Area Reference: Api_2 Enh Facyb Bs.

5.2.29.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

52.29.1.1 Normal execution

. CRRNL1: looks for the first occurrence of aTLV element from the beginning of a TLV list and copy its vaue
into a destination buffer.

. CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRNS: if the method is successful then the corresponding TLV becomes current and dstOffset + length of
the copied value is returned.

. CRRN4: The search method is comprehension required flag independent.

5.2.29.1.2 Parameter errors
. CRRP1: if dstBuffer is null NullPointerException shall be thrown.

. CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

5.2.2.9.1.3 Context errors

. CRRC1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.29.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Enh_Facyb Bs.java.
Test Applet: Api_2 Enh Facyb Bs 1.java

Cap File: api_2 enh facyb_bs.cap.

ETSI




Release 6

127 ETSI TS 102 268 V6.0.0 (2007-03)

5.2.2.9.3 Test coverage
CRR number Test case number
N1 9,11, 13
N2 6,7
N3 8,10, 12
N4 14, 15, 16, 17
P1 1
P2 2,3,45
C1 Not testable
5.2.29.4 Test procedure
Id Description API Expectation APDU Expectation

Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 8111223344
F5, Tag 02 Value 22 44 Tag 33, Length C4
Value 01 02 ...

1 FindAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
tag = 06h
dstBuffer.length = 06
dst O fset = 06
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 06
dstOffset = -1
4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 05
dstOfset = 0
5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
Dst Buffer.length = 06
DstOffset = 1
6 Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Successful call Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0006
Tag = 06h
Dst Buffer.length = 06
Dst Offset = 0
9 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
10 Initialize dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0008
dstBuffer.length = 12
dstOfset = 2
11 Compare buffer Result is 00h
buffer =
55 55 81 11 22 33 44 F5 55 55 55 55
12 Successful call Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0002
tag = 02h
dstBuffer.length = 2
dstOfset = 0
13 Compare buffer Result is 00h

buffer = 83 81
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Id Description API Expectation APDU Expectation
14 Successful call (with tag 82h) Result of findAndCopyValue () is

fi ndAndCopyVal ue() 0002

tag = 82h

dstBuffer.length = 02
dstOffset = 0

15

16

Compare buffer Result is 00h
buffer = 83 81
Successful call (with tag B3h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 00C4
tag = B3h

dstBuffer.length = C4
dstOffset = 0

17

buffer = 01 02 ...C4

Compare buffer Result is 00h

5.2.2.10 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset,

byte[] dstBuffer, short dstOffset, short dstLength)

Test Area Reference: Api_2 Enh Facybs Bss.

5.2.2.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

byte occurrence,
short val ueOrf set,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.2.10.1.1 Normal execution

CRRNL1: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its
value into a destination buffer.

CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLengthis
returned.

CRRN4: The search method is comprehension required flag independent.

5.2.2.10.1.2 Parameter errors

CRRP1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

CRRP4: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD | NPUT_PARAMETER.

5.2.2.10.1.3 Context errors

CRRC1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.
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5.2.2.10.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Enh_Facybs Bss.java

Test Applet: Api_2 Enh Facybs Bss 1.java.

Cap File: api_2 enh facybs bss.cap.
5.2.2.10.3 Test coverage
CRR number Test case number
N1 14, 15,17, 19, 20
N2 11,12
N3 13, 15, 17,19, 25
N4 21, 22,23, 24
P1 1
P2 2,3,4,5,6
P3 7,8,9 10
P4 6
C1 Not testable
5.2.2.10.4 Test procedure
Id Description API Expectation APDU Expectation
Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 8111223344
F5, Tag 02 Value 22 44 Tag 33, Length C4
Value 01 02 ...
1 findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 dstOffset = dstBuffer.length ArrayIndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
tag = 06h, occurrence =1
valueOffset = 0
dstBuffer.length = 5
dstOffset = 5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 0
dstlLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = 0
dstlLength = -1
7 valueOffset =2 Value Length ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown
tag = 06h, occurrence =1
valueOffset = 6
dstBuffer.length = 15
dstOfset = 0
dstlLength = 1
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Id Description API Expectation APDU Expectation
8 valueOffset <0 ToolkitException.OUT_OF_TLV_

fi ndAndCopyVal ue()
valueOffset = -1
dstBuffer.length = 15
dstOfset = 0
dstLength = 1

BOUNDARIES is thrown

9 dstLength > Value length ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown
valueOffset = 0
dstBuffer.length = 15
dstOfset = 0
dstlLength = 7

10 |valueOffset + dstLength > Text String length ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown
val ueCf fset = 2
dstBuffer.length = 15
dstOfset = 0
dstLength = 5

11 Select a TLV (tag 02h)

findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 06h ELEMENT is thrown
occurrence = 2
12 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.

13 Successful call Result of findAndCopyValue() is 6
fi ndAndCopyVal ue()
tag = 06h, occurrence =1
valueOffset = 0
dstBuffer.length = 06
dstOfset = 0
dstLength = 06

14 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5

15 Initialize dstBuffer
dstBuffer = 55 55 ...55

Successful call Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0007
tag = 06h, occurrence =1
valueOffset = 2
dstBuffer.length = 12
dstOfset = 3
dstLength = 04

16 Compare buffer Result is 00h
buffer =
55 55 55 22 33 44 F5 55 55 55 55 55

17 Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 0002
tag = 02h, occurrence =1
valueOffset = 0
dstBuffer.length = 12
dstOffset = 0
dstlLength = 2

18 Compare buffer Result is 00h
buffer = 83 81 55 ...55

19 Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 0002
tag = 02h, occurrence = 2
valueOffset = 0
dstBuffer.length = 12
dstOfset = 0
dstlLength = 2

20 Compare buffer Result is 00h
buffer = 22 44 55 ...55

21 Successful call (with tag 82h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0002
tag = 82h
occurrence = 1
valueOffset = 0
dstBuffer.length = 12
dstOffset = 0
dstLength = 02

22 Compare buffer Result is 00h

buffer = 83 81 55 ...55
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Id Description API Expectation APDU Expectation
23 Successful call (with tag 82h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0002
tag = 82h
occurrence = 2
valueOffset = 0
dstBuffer.length = 12
dstOffset = 0
dstlLength = 02
24 Compare buffer Result is 00h
Buffer = 22 44 55 ...55
25 Successful call, findAndCopyValue() with Result of findAndCopyValue () is
length =0 12
Dst Buffer.length = 12
dstOfset = 12
dstLength = 0
26 Invalid parameter ToolkitException.BAD_INPUT_PA
findAndCopyVal ue() RAMETER is thrown

occurrence = 0

5.2.2.11 Method findAndCompareValue(byte tag, byte[] compareBuffer, short

compareOffset)

Test Area Reference: Api_2 Enh Facrb Bs.

5.2.2.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,

byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

52.2.11.1.1 Normal execution

Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

CRRN1: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

CRRNZ2: if the method is successful then the corresponding TLV becomes current.

CRRNa3: if identical returns 0.

CRRNA4: if the first miscomparing byte in Comprehension TLV isless than that in compareBuffer returns -1.
CRRNS5: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer returns 1.

CRRNG6: The search method is comprehension required flag independent.

52211.1.2 Parameter errors

CRRP1: if compareBuffer is null NullPointerException shall be thrown.

CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOf BoundsException shall
be thrown.

5221113 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.
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Test Source: Test Api_2 Enh_Facrb Bsjava.
Test Applet: Api_2 Enh Facrb Bs 1java
Cap File: api_2 enh facrb_bs.cap.
5.2.2.11.3 Test coverage
CRR number Test case number
N1 6,7
N2 9
N3 8,12,13
N4 11, 15
N5 10, 14
N6 16, 17
P1 1
P2 2,3,45
C1 Not testable
5.2.211.4 Test procedure
Id Description API Expectation APDU Expectation
Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 8111223344
F5, Tag 02 Value 22 44 Tag 33, Length C4
Value 01 02 ...
1 | findAndCompareValue() with a null dstBuffer |NullPointerException is thrown
2 compareOffset =2 compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
tag = 06h
conpareBuffer.length = 12
conpareO fset = 12
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 12
conpareOfset = -1
4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conmpareBuffer.length = 05
conpareOfset = 0
5 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
fi ndAndConpar eVal ue()
conpareBuffer.length = 12
conpareO fset = 7
6 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F5
Compare buffers Result is 00h
fi ndAndConpar eVal ue()
tag = 06h
conpareOfset = 0
9 Verify current TLV Result is 06
get Val ueLengt h()
10 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Resultis +1
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Id Description API Expectation APDU Expectation
11 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F6
Compare buffers with same parameters Resultis -1
12 Initialize compareBuffer

conpar eBuffer =
55 55 81 11 22 33 44 F5 55 55 55 55

Compare buffers Result is 00h
fi ndAndConpar eVal ue()
conpareOffset = 2

13 Initialize compareBuffer
conpar eBuf fer =
55 55 83 81 55 55 55 55 55 55 55 55

Compare buffers Result is 00h
fi ndAndConpar eVal ue()
conpareO fset = 2

14 Initialize compareBuffer
conpar eBuffer =
55 55 83 80 55 55 55 55 55 55 55 55

Compare buffers Resultis +1
fi ndAndConpar eVal ue()
conpareOfset = 2

15 Initialize compareBuffer
conpar eBuf fer =
55 55 83 82 55 55 55 55 55 55 55 55

Compare buffers Resultis -1
fi ndAndConpar eVal ue()
conpareO fset = 2

16 Initialize compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h) Result is 00h
fi ndAndConpar eVal ue()
tag = 02h

conpareBuffer.length = 12
conpareOffset = 0

17 Initialize compareBuffer
Conpar eBuf fer = 01 02 ...C4

Successful call (with tag B3h) Result is 00h
fi ndAndConpar eVal ue()
Tag = B3h
ConpareBuffer.length = C4
ConpareOfset = 0

5.2.2.12 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference: Api_2_Enh _Facrbbs Bss.

5.2.2.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte occurrence,
short val ueOf set,
byte[] conpareBuffer,
short conpareOfset,
short conparelLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcepti on,
Tool ki t Excepti on
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5.2.2.12.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

. CRRNL1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRNZ2: if the method is successful then the corresponding TLV becomes current.
. CRRN3: if identical Oisreturned.

. CRRNA4: if the first miscomparing byte in Comprehension TLV islessthan that in compareBuffer -1 is
returned.

. CRRNS: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer 1is
returned

. CRRNS®6: The search method is comprehension required flag independent.

5.2.2.12.1.2 Parameter errors
. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

. CRRP3: if valueOffset, comparel ength or both are out of the current TLV an instance of ToolkitException
shall be thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

. CRRP4: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

5.22.12.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.12.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Enh Facrbbs Bssjava.

Test Applet: Api_2 Enh Facrbbs Bss 1.java

Cap File: api_2 enh facrbbs _bss.cap.
5.2.2.12.3 Test coverage

CRR number Test case number
N1 12,13
N2 15
N3 14, 18, 21, 22, 26
N4 17,19, 23
N5 16, 20
N6 24,25
P1 1
P2 2,3,4,56
P3 7,8,9, 10
P4 1
C1 Not testable
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5.2.2.12.4 Test procedure

Id Description API Expectation APDU Expectation

Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 8111223344
F5, Tag 02 Value 22 44 Tag 33, Length C4

Value 01 02 ...
1 findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset = compareBuffer.length ArrayIndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown

tag = 06h, occurrence =1
valueOffset = 0
conpareBuffer.length = 6
conpareCffset = 6
conparelLength = 1

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
conpareBuffer.length = 6
compareOfset = -1
conparelLength = 1

4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown

compareBuffer.length = 5
conmpareOfset = 0
conparelLength = 6

5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown

fi ndAndConpar eVal ue()

conpareBuffer.length = 5

conpareC fset = 3

conparelLength = 3

6 compareLength <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 5
conpareOfset = 0
conparelLength = -1

7 valueOffset 2 Value Length ToolkitException.OUT_OF_TLV_
findAndConpar eVal ue() BOUNDARIES is thrown

tag = 06h, occurrence =1
valueOffset = 6
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
valueOffset = -1

conmpareBuffer.length = 15
conpareCfset = 0
conparelLength = 1

9 compareLength > Value length ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
valueOffset = 0
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 7

10 | valueOffset + compareLength > Value length |ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
valueOfset = 2
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 5

11 Invalid parameter ToolkitException.BAD_INPUT_PA
fi ndAndConpar eVal ue() RAMETER is thrown
occurrence = 0
12 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE_
tag = 06h ELEMENT is thrown
occurrence = 2
13 Call the getValueLength() method ToolkitException.UNAVAILABLE_

ELEMENT is thrown.

ETSI




Release 6

136

ETSI TS 102 268 V6.0.0 (2007-03)

Id

Description

API Expectation

APDU Expectation

14

Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F5

findAndCompareValue()
tag = 06h, occurrence =1
valueOffset = 0
conpareOfset = 0
conparelLength = 6

Result is 00h

15

Verify current TLV
get Val ueLengt h()

Result is 0006

16

Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F4

Compare buffers with same parameters

Result is +1

17

Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F6

Compare buffers with same parameters

Result is -1

18

Initialize compareBuffer
conpar eBuf fer =
55 55 55 22 33 44 F5 55 55 55 55

Compare buffers
fi ndAndConpar eVal ue()
val ueCf fset = 2
conpareC fset = 3
conparelLength = 4

Result is 00h

19

Initialize compareBuffer
conpar eBuffer =
55 55 55 22 33 45 F5 55 55 55 55

Compare buffers with same parameters

Result is -1

20

Initialize compareBuffer
conpar eBuffer =
55 55 55 22 33 43 F5 55 55 55 55

Compare buffers with same parameters

Result is +1

21

Initialize compareBuffer
conpar eBuffer =
83 81 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence =1
valueOffset = 0
conpar e f set 0
conparelLength = 2

Result is 00h

22

Initialize compareBuffer
conpar eBuffer =
22 44 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence = 2
valueOffset = 0
conpareCffset = 0
conparelLength = 2

Result is 00h

23

Initialize compareBuffer
conpar eBuffer =
22 45 55 55 55 55 55 55 55 55 55 55

findAndCompareValue()
tag = 02h, occurrence = 2
valueOffset = 0
conpareCffset = 0
conparelLength = 2

Resultis -1

24

Initialize compareBuffer
conpar eBuffer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h)
fi ndAndConpar eVal ue()
tag = 02h, occurrence =1
valueOffset = 0
conpareBuffer.length = 12
conpar eX f set 0
conpar eLengt h 2

Result is 00h
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Id Description API Expectation APDU Expectation
25 Initialize compareBuffer
conpareBuffer = 01 02 ...C4
Successful call (with tag B3h) Result is 00h

fi ndAndConpar eVal ue()

tag = B3h, occurrence =1
valueOffset = 0
conpareBuffer.length = 00C4
conpareCffset = 0

conpar eLength = 00C4

26

Successful call, findAndCompareValue() with
length =0

DstBuffer.length = C4

DstOffset = C4

DstLength = 0

is 00h

Result of findAndCompareValue()

5.2.2.13

Method getCapacity

Test Area Reference: Api_2 Enh_Gcap.

5.2.2.13.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

5.2.2.13.1.1

5.2.2.13.1.2

Normal execution

. CRRN1: The method shall return the maximum size of the Comprehension TLV list managed by the handler.

Parameter errors

No requirements

5.2.2.13.1.3

Context errors

. CRRC1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

Test case number

1

5.2.2.13.2 Test area files
Test Source: Test Api_2 Enh Gcap.java.
Test Applet: Api_2 Enh_Gcap_1l.java
Cap File: api_2 enh_gcap.cap.
5.2.2.13.3 Test coverage
CRR number
N1
Cl

Not testable
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5.2.2.13.4 Test procedure
Id Description API Expectation APDU Expectation
1 EnvelopeHandler available
1 - Send envel ope Menu Sel ection 1 - Applet is triggered
2 - The applet calls the getlLength() 2 - No exception is thrown
et hod 3-N tion is thrown; th
3 - The applet calls the getCapacity() - NO exception Is thrown, the
met hod capacity is greater than the BER
TLV Length

5.2.2.14 Method getChannelldentifier

Test Area Reference: Api_2 Enh Gcid.

5.2.2.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getChannel Identifier()
throws Tool ki t Exception

52.2.141.1 Normal execution
. CRRN1: The method shall return the channel identifier byte value.
. CRRN2: The channel identifier byte value returned shall be from the first Channel status TLV element.
. CRRNS: If the element is available it becomes the currently selected TLV.

. CRRN4: The channel identifier is available for all triggered toolkit applets from the invocation to the
termination of their processToolkit method if the EnvelopeHandler is available.

5.2.2.14.1.2 Parameter errors

No requirements

5.2.2.14.1.3 Context errors

. CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT if the Channel status TLV
is not present.

. CRRC2: The method shall throw ToolkitException.OUT_OF TLV_BOUNDARIES if the Comprehension
TLV Channel Statuslengthisequal to 0.

5.2.2.14.2 Test area files
Test Source: Test Api_2 Enh Gcid.java.
Test Applet: Api_2 Enh _Gcid 1.java

Cap File: api_2 enh_gcid.cap.
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5.2.2.14.3 Test coverage
CRR number Test case number
N1 1,2
N2 2
N3 3
N4 5
C1l 4
Cc2 6
5.2.2.14.4 Test procedure
Id Description API Expectation APDU Expectation
0 |1- Appletl is installed wth maxi num nunber of 2- OPEN CHANNEL

channel = 07.

2- Appletl builds proactive commands OPEN CHANNEL
with init() nethod in order to open all channels.
Proacti veHandl er. send() nethod is call ed.

proactive command is
fetched

TERMINAL RESPONSE is
issued with Channel Id
from 01 to 07

Successful Call

1- Send envel ope Event Downl oad Channel Status

wi th channel status TLV:

channel status value = 0x8100.
2- Call Envel opeHandl er. get Channel | dentifier()
net hod

1- Appletl is triggered

2- Returns 0x01

Two channel status elements
1- Send envel ope Event Downl oad Channel Status
with two channel status TLV:
first value = 0x8400
second val ue = 0x8500.

2- Call twice the
Envel opeHandl er. get Channel | dentifier() nethod

2- Returns twice 0x04

Verify current TLV

1- Send envel ope Event Downl oad Channel Status
wi th channel status TLV:

Channel Status val ue = 0x0605
Vi ewHandl er. Fi ndTLV() with Device IdentityTag.

2- Call
net hod.

Envel opeHandl er. get Channel | dentifier ()

3- Conpare Envel opeHandl er. get Channel | dentifier()
and then Vi ewHandl er. get Val ueByt e(0).

2- Returns 0x06

3- GetChannelldentifier()

=getValueByte(0)
4 UNAVAILABLE_ELEMENT exception
1- Send envel ope Menu Sel ection without Channel
Status TLV.
2- Call Envel opeHandl er. get Channel | dentifier() 2-A TQOIkit
met hod. exception.UNAVAILABLE
ELEMENT is thrown.
5 Successful Call

1- Send Envel ope Event Downl oad Channel Status

wi th Channel Status TLV:

Channel status val ue = 0x0600
2- Call Envel opeHandl er. get Channel | dentifier()
net hod.

1- Returns 0x06
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Id Description API Expectation APDU Expectation
6 OUT_OF_TLV_BOUNDARIES exception 2- A Toolkit
exception.OUT_OF_TLV_
1- Send unrecogni zed envel ope with a Channel BOUNDARIES is thrown.

Status TLV having a length equal to O.

2- Call Envel opeHandl er. get Channel | dentifier()
nmet hod.

5.2.2.15 Method getChannelStatus

Test Area Reference: Api_2_Enh _Gcst.

5.2.2.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getChannel Status(byte channel ldentifier)
t hrows Tool ki t Exception

5.2.2.15.1.1 Normal execution
. CRRN1: The method shall return the value of the first Channel Status TLV element.

. CRRN2: The Channel Status value returned shall be from the element whose channel identifier is equal to the
Channelldentifier parameter.

. CRRNZ3: If the element is available it becomesthe currently selected TLV.

. CRRN4: The channel statusis available for al triggered toolkit applets from the invocation to the termination
of their processToolkit method if the EnvelopeHandler is available.

5.2.2.15.1.2 Parameter errors

No reguirements.

5.2.2.15.1.3 Context errors

. CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT if no Channel Status TLV
element with the right identifier could be found.

. CRRC2: The method shall throw ToolkitException.OUT_OF TLV_BOUNDARIESif a Channel Status TLV
element with the right identifier could be found but its value is less than 2 bytes long.

5.2.2.15.2 Test area files
Test Source: Test_ Api_2 Enh_Gcst.java
Test Applet: Api_2_Enh_Gcst_1.java

Cap File: api_2 enh _gcst.cap.

5.2.2.15.3 Test coverage

CRR number Test case number
N1 6
N2 5
N3 7
N4 8
C1 1,2
C2 3,4
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5.2.2.154 Test procedure

Id Description API Expectation APDU Expectation

0 |1- Appletl is installed wth nmaxi mum 2- OPEN CHANNEL
nunber of channel = 01. proactive command is
2- Appletl builds proactive commands OPEN fetched

CHANNEL with init() method in order to
open a channel . .
Proacti veHandl er.send() nethod is called. TERMINAL RESPONSE is
issued with channel status

value = 0x8100

1 Channel status TLV is not present

1- Send envel ope Event Downl oad Channel
Status with no Channel status TLV

2- Call
Envel opeHandl er. get Channel St at us(0x01)
met hod. 2- UNAVAILABLE_ELEMENT

ToolkitException is thrown

2 Channel status TLV with the identifier is not
present

1- Send envel ope Event Downl oad Channel
Status with Channel status Value = 0x8200

2- Call
Envel opeHandl er. get Channel St at us(0x01) 2- UN.AVNLA.BLE_ELEMENT
met hod. ToolkitException is thrown

3 Channel status TLV with a length equal to 0

1- Send envel ope Event Downl oad Channel
Status with Channel status |ength equal

to 0. 2- UNVAILABLE_ELEMENT
2. call ToolkitException is thrown
Envel opeHandl er. get Channel St at us(0x01)

net hod.

4 Channel status TLV with a length equal to 1

1- Send envel ope Event Downl oad Channel
Status with Channel status |ength equal

to L. 2- OUT_OF_TLV_BOUNDARIES
2. call ToolkitException is thrown
Envel opeHandl er. get Channel St at us(0x01)
net hod.
5 Get channel status value

1- Send envel ope Event Downl oad Channel
Status with Channel status val ue=0x8100.

2- Call
Envel opeHandl er. get Channel St at us(0x01)
met hod. 2- Returns 0x8100

6 Get channel status value with 2 TLV

1- Send envel ope Event Downl oad Channel
Status with 2 channel status val ue:
0x8100 and 0x8101.

2- Call
Envel opeHand| er . get Channel St at us( 0x01) 2- Returns 0x8100
met hod.
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Description

API Expectation

APDU Expectation

Channel status TLV is currently selected TLV

1- Send envel ope Event Downl oad Channel
Status with channel status val ue 0x8100.
Call ViewHandl er. Fi ndTLV() nethod with
Device ldentity Tag.

2- Call
Envel opeHandl er. get Channel St at us(0x01)
nmet hod.

3- Conpare

Envel opeHandl er. get Channel St at us(0x01)
and Vi ewHandl er. get Val ueShort (0) net hod
results.

2- Returns 0x8100

3- Check getChannelStatus()
=getValueShort(0)

Get channel status value after a proactive
command

1- Send envel ope Event Downl oad Channel
Status with Channel status val ue=0x8100.

2- Call
Envel opeHandl er. get Channel St at us(0x01)
net hod.

3- Send a proactive command display text
4- Call

Envel opeHandl er. get Channel St at us(0x01)
nmet hod.

2- Returns 0x8100

4- Returns 0x8100

3- DISPLAY TEXT proactive
command is fetched

TERMINAL RESPONSE is
issued

5.2.

Test

5.2.

2.16

AreaReference: Api_2 Enh_Gvsh.

Method getValueShort

2.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason

public short getVal ueShort(short val ueOfset)
t hrows Tool ki t Excepti on
5.2.2.16.1.1 Normal execution
. CRRN1.: Gets ashort from the last TLV element which has been found in the handler and returns its value
(1 short).
5.2.2.16.1.2 Parameter errors
code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.
5.2.2.16.1.3 Context errors

CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE_ELEMENT.
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Test Source: Test Api_2 Enh_Gvsh.java
Test Applet: Api_2 Enh Gvsh_ljava
Cap File: api_2 enh_gvsh.cap.
5.2.2.16.3 Test coverage
CRR number Test case number
N1 3,4,56,7,8
P1 2
C1 Not testable
C2 1
5.2.2.16.4 Test procedure
Id Description API Expectation APDU Expectation
Fill the Unrecognized envel ope with TLVs:

Tag 02, Length 02 Value 83 81

Tag 33, Length C9 Value 01 02 ...

Tag 06, Length 06 Value 81 11 22 33 44 F5

1 |get Val ueShort (0)

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

2 |Search TLV 02h

get Val ueShort ( 2)

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

3 |Search TLV 02h

get Val ueShort (0)

Result is 0x83 0x81

4 |Search TLV 06h

get Val ueShort (1)

Result is 0x11 0x22

5 |Search TLV 33h

get Val ueShort ( 7E)

Result is 0x7F 0x80

6 |Search TLV 33h

get Val ueShort ( 80)

Result is 0x81 0x82

7 |get Val ueShort (7F)

Result is 0x80 0x81

8 |Search TLV B3h

get Val ueShort (C7)

Result is 0xC8 0xC9

5.2.2.17

Test Area Reference: Api_2_Enh Gtsz.

Method getSize

5.2.2.17.1

Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public short getSize()

5.2.2.17.1.1 Normal execution

. CRRN1: Returnsthe BER TLV size, thisincludes the tag and the length.

5.22.17.1.2 Parameter errors

No requirements.
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5.22.17.1.3 Context errors

No requirements.

5.2.2.17.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Enh_Gtsz.java.

Test Applet: Api_2 Enh Gtsz_1.java

ETSI TS 102 268 V6.0.0 (2007-03)

Cap File: api_2 enh _gtsz.cap.
5.2.2.17.3 Test coverage
CRR number Test case number
1 1,2
5.2.2.17.4 Test procedure
Id Description API Expectation APDU Expectation

0 |Send an unrecogni zed envel ope of |ength
0x33 (including tag and | ength)

1 |Call getSize() method just after Returns 0x33
triggering of the application.

2 |Call getSize() nethod after a proactive Returns 0x33
conmmand.

5.2.2.18 Method getTag

Test Area Reference: Api_2 Enh_Gttg.

5.2.2.18.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public short getTag()

5.2.2.18.1.1 Normal execution

. CRRN1: Returnsthe BER Tag of the BER TLV list.

5.2.2.18.1.2 Parameter errors

No reguirements.

5.2.2.18.1.3 Context errors

No reguirements.

5.2.2.18.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Enh Gttg.java.
Test Applet: Api_2 Enh Gttg_1.java

Cap File: api_2 enh_gttg.cap.
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5.2.2.18.3 Test coverage
CRR number Test case number
1 1,2

5.2.2.18.4 Test procedure
Id Description API Expectation APDU Expectation
0 |Send an unrecogni zed envel ope
1 |Call getTag() method just after Returns 0xXX

triggering of the application.
2 |Call getTag() method after a proactive Returns 0xXX

conmmand.

5.2.3 Interface EnvelopeResponseHandler

5.2.3.1 Method post

Test Area Reference: Api_2 Erh_Post.

5.2.3.1.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void post(bool ean val ue)
throws Tool ki t Excepti on

523.1.1.1 Normal execution

. CRRN1: Thetoolkit applet can continue its processing after the call to post() method.

. CRRN2: In case of CALL_CONTROL, the CAT Runtime Environment has to set the boolean value alwaysto

true.

. CRRNS3: The CAT Runtime Environment shall send the response before the emission of the next proactive
command or when al the Toolkit Applets triggered by the event have finished their processing.

. CRRN4: The CAT Runtime Environment has to map the boolean value to the correct status word. If the value
istrueit corresponds to a successful ending of the command status word "9000". If the value is false it

corresponds to awarning status word "6200".

5.2.3.1.1.2 Parameter errors

No requirements.

5.2.3.1.1.3 Context errors

. CRRC1: The method shall throw ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

. CRRC2: The method shall throw ToolkitException.BAD_LENGTH if the resulting response length is greater
than 256 and the response data has to be retrieved by the GET RESPONSE command.

5.2.3.1.2 Test area files

Specific triggering: Unrecognized envelope:
Test Source: Test_ Api_2 Erh Post.java
Test Applet: Api_2 Erh_Post_1.java

Cap File: api_2 erh_post.cap.
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5.2.3.1.3 Test coverage
CRR number Test case number
N1 3,4,7
N2 8,9
N3 4,5
N4 1,2,4,7
C1 3,6,7
Cc2 10 (see note)
NOTE:  This test is conditional and automatically performed if the capacity of the
envelopeResponseHandler is greater than 256 bytes.
5.2.3.1.4 Test procedure
Id Description API Expectation APDU Expectation
1 getTheHandler() and then post() 9000

(the handler is enpty)

Fill the handler (appendTLV() to have
bytes in it) and then post() data with
val ue TRUE

FD data with status word 90 00 are
returned

Verify that after a post the handler is no
more available
appendTLV(), then post() and then

appendTLV()

ToolkitException.HANDLER_
NOT_AVAILABLE is thrown
on the second appendTLV

construct the response (appendTLV() with

0x10 data) and post it with value FALSE and
then send a display text

1- Send an unrecogni zedEnvel ope() to

trigger the applet.

2- Send a

envel opeEvent Downl oadUser Activity() to

get the 91 XX status word.

1- 12 data with status SW = 62 00

2- SW =91 15 is returned and display
text is retrieved by a FETCH

Verify that it is possible to send a proactive
command after a post()

get TheHandl er () and post(), then send a

di spl ay text

1- Send an unrecogni zedEnvel ope() to

trigger the applet.

2- Send a

envel opeEvent Downl oadUser Activity() to

get the 91 XX status word.

1- SW =62 00

2- SW =91 15 is returned and display
text is retrieved by a FETCH

Verify it is not possible to post after a
proactive command

get TheHandl er (), appendTLV(),
di splay text and then post().

send a

ToolkitException.HANDLER_
NOT_AVAILABLE is thrown

Verify that the handler is no more available
after a post()

get TheHandl er (), appendTLV(), then

post () with value FALSE and then post ()

wi th val ue TRUE

ToolkitException.HANDLER_
NOT_AVAILABLE is thrown

12 data with status word 62 00 are
returned

CALL_CONTROL, the CAT Runtime
Environment set the boolean value always
to true

Trigger the applet with CALL CONTRCL
get TheHandl er (), appendTLV(), post()
wi th val ue FALSE

12 data with status word 90 00 are
returned

CALL_CONTROL, the CAT Runtime
Environment set the boolean value always
to true

Trigger the applet with CALL CONTRCL
get TheHandl er (), appendTLV(), post()
with val ue TRUE

12 data with status word 90 00 are
returned

10

Resulting response length greater than 256

get TheHandl er (), appendTLV() (data
| ength 252 bytes), appendTLV() (data
length 1 byte), post() with value TRUE

javacard.framework. APDUEXx
ception.BAD_LENGTH is
thrown
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5.2.3.2 Method postAsBERTLV

Test Area Reference:Api_2 Erh Poab.

5.2.3.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void post ASBERTLV( bool ean val ue,
byte tag)
throws Tool ki t Excepti on

5.2.3.211 Normal execution
. CRRN1: Thetoolkit applet can continue its processing after the call to postAsBERTLV () method.

. CRRN2: In case of CALL_CONTROL, the CAT Runtime Environment has to set the boolean value awaysto
true.

. CRRN3: The CAT Runtime Environment shall send the response before the emission of the next proactive
command or when all the Toolkit Appletstriggered by the event have finished their processing.

. CRRN4: The byte tag isthe BER Tag at the beginning of the Comprehension TLV list.

. CRRN5: The CAT Runtime Environment has to map the Boolean value to the correct status word. If the value
istrueit corresponds to a successful ending of the command status word "9000". If the value is false it
corresponds to awarning status word "6200".

5.2.3.2.1.2 Parameter errors

No requirements.

5.23.21.3 Context errors
. CRRC1: The method shall thrown ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

. CRRC2: The method shall throw ToolkitException.BAD_LENGTH if the resulting response length is greater
than 256 and the response data has to be retrieved by the GET RESPONSE command.

5.2.3.2.2 Test area files

Specific triggering: Unrecognized envelope:
Test Source: Test_Api_2 Erh Poab.java
Test Applet: Api_2 Erh_Poab_1.java

Cap File api_2 erh_poab.cap.
5.2.3.2.3 Test coverage
CRR number Test case number

N1 3,4,7

N2 8,9

N3 4,5

N4 2,4,7

N5 1,2,4,7

Cl 3,6,7

C2 10
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5.2.3.24 Test procedure
Id Description API Expectation APDU Expectation
1 |getTheHandler() and then postASBERTLV() 02 data with status word 90
(the handler is enpty) 00 are returned, the tag shall
be 33 and the length is 00
2 | Fill the handler and then postASsBERTLV() FF data with status word 90
the data with value TRUE, and tag 33 00 are returned, the tag shall
be 33
3 appendTLV(), postAsBERTLV() and then |ToolkitException.HANDLER_NOT_AV
appendTLV() AILABLE is thrown on the second
appendTLV
4 | construct the response (appendTLV() with
0x10 data) and postAsBERTLV() with value
FALSE, tag 75 and then send a display text
1- 14 data with status SW =
1- Send an unrecogni zedEnvel ope() to 62 00
trigger the applet.
2- Send a _ :
envel opeEvent Downl oadUser Activity() to 2- SW =9115 IS retur_ned
get the 91 XX status word. and display text is retrieved
by a FETCH
5 | getTheHandler() and postAsBERTLV() with
value FALSE, then send a display text
1- Send an unrecogni zedEnvel ope() to 1- 02 data are returned with
trigger the applet. status SW =62 00
2- Send a
envel opeEvent Downl oadUser Acti vi t to .
get t hg 91 XX status word. YO 2- SW =91 15 is returned
and display text is retrieved
by a FETCH
6 | Verify itis not possible to postAsBERTLV() |ToolkitException.HANDLER_NOT_AV
after a proactive command AILABLE is thrown on the
postAsBERTLV
get TheHandl er (), appendTLV(), send a
di splay text and then post ASBERTLV().
7 | Verify that the handler is no more available |ToolkitException.HANDLER_NOT_AV |14 data with status word 62
after a postAsBERTLV() AILABLE is thrown on the second 00 are returned, the tag shall
postAsBERTLV be 56
get TheHandl er (), appendTLV()(wi th data
I ength = 0x10, then post ASBERTLV() with
val ue FALSE, tag 56 and then
post ASBERTLV() with value TRUE, tag 28
8 CALL_CONTROL, the CAT Runtime
Environment set the boolean value always
to true 12 data with status word 90
00 are returned
Trigger the applet with CALL CONTRCL
get TheHandl er (), appendTLV(),
post AsBERTLV() w th val ue FALSE
9 CALL_CONTROL, the CAT Runtime
Environment set the boolean value always
to true 12 data with status word 90
00 are returned
Trigger the applet with CALL CONTRCL
get TheHandl er (), appendTLV(),
post ASBERTLV() with val ue TRUE
10 |Resulting response length greater than 256 |javacard.framework. APDUException.

get TheHandl er (), appendArray() (255
byt es), post AsBERTLV() with val ue TRUE

BAD_LENGTH is thrown
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5.2.3.3 Method getLength

Test Area Reference: Api_2 Erh_Glen.

5.2.3.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
throws Tool ki t Excepti on

5.2.3.3.1.1 Normal execution

. CRRNLI1: returnsthe length in bytes of the TLV list.

5.2.3.3.1.2 Parameter errors

No requirements.

5.2.3.3.1.3 Context errors

. CRRC1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.3.3.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Erh Glenjava.

Test Applet: Api_2 Erh_Glen 1l.java

Cap File: api_2 erh_glen.cap.
5.2.3.3.3 Test coverage
CRR number Test case number
N1 1,2,3,45
C1 6
5.2.3.34 Test procedure
Id Description API Expectation APDU Expectation
1 Clear the handler Result of getLength() is 0
get Lengt h()
2 appendTLV() with length of 7 Result of getLength() is 9
get Lengt h()
3 Clear the handler and appendTLV() with Result of getLength() is
Length of getCapacity()-3 getCapacity()-3
get Lengt h()
4 Build a 7Fh Envelope response handler Result of getLength() is 81h
get Lengt h()
5 Build a 80h Envelope response handler Result of getLength() is 83h
getLength()
6 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Cal | post() nethod, then getlength() _AVAILABLE is thrown
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5.2.3.4 Method copy
Test Area Reference: Api_2 Erh_Copy.

5.2.34.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

523411 Normal execution
. CRRN1: copiesthe Comprehension TLV list contained in the handler to the destination byte array.

. CRRNZ2: returns dstOffset + dstLength.

5.2.3.4.1.2 Parameter errors
. CRRPL1: if dstBuffer is null a NullPointerException is thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,
an ArraylndexOutOfBoundsException is thrown.

. CRRP3: if dstLength is greater than the length of the Comprehension TLV List, an instance of
ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF _TLV_BOUNDARIES.

5.2.3.4.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.34.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Copy.java
Test Applet: Api_2 Erh_Copy_1.java.

Cap File: api_2 erh_copy.cap.
5.2.3.4.3 Test coverage
CRR number Test case number

N1 9,11,13

N2 8,10,12,14
P1 1

P2 2,3,4,5,6

P3 7

C1 15
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5.2.34.4 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV() with value length of 7
NULL as parameter to dstBuffer NullPointerException is thrown
2
dstOffset = dstBuffer.length ArrayIndexOutOfBoundsExceptio
copy() n is thrown
dstBuffer.length = 5
dstOffset =5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
copy() n is thrown

dstBuffer.length = 5
dstOffset = -1
dstlLength = 1

4 dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
copy() n is thrown

dstBuffer.length = 5
dstOffset = 0
dstLength = 6

5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio

copy() n is thrown
dstBuffer.length = 5
dstOffset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
copy() n is thrown

dstBuffer.length = 5
dstOffset = 0
dstlLength = -1

7 |dstLength > length of the Comprehension TLV |ToolkitException.OUT_OF TLV_
list BOUNDARIES is thrown

copy()
dstBuffer.length = 10
dstOffset = 0
dstLength = 10

8 | Successful call, dstBuffer is the whole buffer |Result of copy() is 9
copy()
dstBuffer.length = 9
dstOffset = 0
dstLength = 9

9 Compare the buffer Result of arrayCompare() is 0

10 | Successful call, dstBuffer is part of a buffer |Result of copy() is Ox8F
copy()

dstBuffer.length = Ox8F
dstOffset = 3

dstLength = 0x8C

11 Compare the whole buffer Result of arrayCompare() is 0

12 | Successful call, dstBuffer is part of a buffer |[Result of copy() is 9
copy()
dstBuffer.length = 15
dstOffset = 3
dstLength = 6

13 Compare the whole buffer Result of arrayCompare() is 0

14 Successful call, copy with length =0 Result of copy() is 15
copy()
dstBuffer.length = 15
dstOffset = 15
dstLength = 0

15 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() method, then copy() _AVAILABLE is thrown
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5.2.3.5 Method findTLV

Test Area Reference: Api_2 Erh_Find.

5.2.35.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag, byte occurrence)
throws Tool ki t Excepti on

5.2.351.1 Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):

. CRRN1: the method is successful if the required occurrence exists then the corresponding TLV becomes
current.

. CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required
flagis set.

. CRRNS: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension
Required flag is not set.

. CRRNA4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined
and TLV_NOT_FOUND is returned.

. CRRNS5: The search method is comprehension required flag independent.

5.2.35.1.2 Parameter errors

. CRRPL1: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

5.2.35.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.3.5.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Erh Find.java.
Test Applet: Api_2 Erh_Find_1.java

Cap File: api_2 erh_find.cap.
5.2.3.5.3 Test coverage
CRR number Test case number

N1 3,5

N2 2,4

N3 10,11

N4 6,789

N5 12,13

P1 1

C1l 14
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5.2.354 Test procedure
Id Description API Expectation APDU Expectation
1 append the handler with TLVs:
81 03 11 22 33
82 02 99 77
Invalid input parameter ToolkitException.BAD_INPUT_PA
findTLV() RAMETER is thrown
Occurrence =0
2
Search 1st TLV Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 01h
Qccurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 02h
Qccurrence = 1
5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
findTLV()
Tag = 03h
Qccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
findTLV()
Tag = 01h
Qccurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown
10 Append a TLV with tag=02h
Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 02h
Qccurrence = 2
11 Append a TLV with tag=04h
Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 04h
Qccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 81h
Qccurrence = 1
13 Search tag 84h Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 84h
Qccurrence = 1
14 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() method, then findTLV() _AVAILABLE is thrown
5.2.3.6 Method getValuelLength

Test Area Reference: Api_2_Erh_Gvle

5.2.3.6.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
throws Tool ki t Excepti on
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5.2.3.6.1.1 Normal execution

. CRRNL1: gets and returns the binary length of the value field for the last TLV element which has been found in
the handler.

5.2.3.6.1.2 Parameter errors

No reguirements.

5.2.3.6.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE_ELEMENT.

5.2.3.6.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Gvlejava

Test Applet: Api_2 Erh_Gvle ljava

Cap File: api_2 erh_gvle.cap.
5.2.3.6.3 Test coverage
CRR number Test case number
N1 2,3,4,5,6
C1 7
C2 1
5.2.3.6.4 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV() 02 02 02 02
findTLV() with TAG 03
getValueLength() ToolkitException.UNAVAILABLE _

ELEMENT is thrown

2 appendTLV() with TAG 0D and length 00

Search TLV 0Dh

get Val ueLengt h() Result is 00h

3 Clear the handler and append TLV with TAG
0D and length 02

Search TLV 0Dh

get Val ueLengt h() Result is 02h

4 | Clear the handler and appendTLV() with TAG
0D and length Ox7F

Search TLV 0Dh

getVauel ength() Resultis 7Fh

5 | Clear the handler and appendTLV() with TAG
0D and length 0x80

Search TLV 0Dh

get Val ueLengt h() Result is 80h
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Id Description API Expectation APDU Expectation

6 | Clear the handler and appendTLV() with TAG
0D and length OxF1

Search TLV 0Dh

get Val ueLengt h() Result is F1h

7 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() nethod, then getVal ueLength() | AVAILABLE is thrown

5.2.3.7 Method getValueByte
Test Area Reference: Api_2_Erh_Gvby.

5.23.7.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueOfset)
throws Tool ki t Excepti on

523.7.1.1 Normal execution

. CRRN1: Getsabyte from the last TLV element which has been found in the handler and returnsits value
(1 byte).

5.23.7.1.2 Parameter errors

. CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.3.7.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE_ELEMENT.

5.2.3.7.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Gvby.java
Test Applet: Api_2 Erh_Gvby 1.java

Cap File: api_2 erh_gvby.cap.

5.2.3.7.3 Test coverage

CRR number Test case number
N1 3,4,5,6,7,8
P1
C1
C2

R (OIN
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5.2.3.7.4 Test procedure
Id Description API Expectation APDU Expectation
1 | appendTLV() 8202 81 82, appendTLV() 81 03
11 22 FE
findTLV with TAG 03
get Val ueByt e( 0) ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 Search TLV 01h
get Val ueByt e( 3) ToolkitException.OUT_OF TLV_
BOUNDARIES is thrown
3 Search TLV 01h
get Val ueByt e(2) Result is FEh
4 Search TLV 02h
get Val ueByt e( 0) Resultis 81h

5 appendTLV() with TAG 0D, Length Ox7E,
Value: 00, 01, ..., 7D

get Val ueByt e( 7D) Result is 7Dh

6 | clear the handler, appendTLV() with TAG 0D,
Length 0x80, Value: 00, 01, ..., 7F

get Val ueByt e( 7E) Result is 7Eh

7 |oet Val ueByt e( 7F) Resultis 7Fh

8 | clear the handler, appendTLV() with TAG 0D,
Length OxF1, Value: 00, 01, ..., FO

get Val ueByt e( FO) Result is FOh
9 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() nmethod, then getVal ueByte() _AVAILABLE is thrown
5.2.3.8 Method copyValue

Test Area Reference: Api_2 Erh_Cpyv.

5.2.3.8.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueO fset,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.3.8.1.1 Normal execution
. CRRNZ1: copies apart of the last TLV element which has been found, into a destination. buffer.

. CRRN2: returns dstOffset + dstLength.

5.2.3.8.1.2 Parameter errors
. CRRPL1: if dstBuffer is null NullPointerException is thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException is thrown.

. CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.
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5.2.3.8.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.3.8.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Cpyv.java
Test Applet: Api_2 Erh_Cpyv_1java

Cap File: api_2 erh_cpyv.cap.
5.2.3.8.3 Test coverage
CRR number Test case number
N1 13,15
N2 12,14, 16
P1 1
P2 2,3,45,6
P3 7,8,9,10
C1 17
C2 11
5.2.3.84 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV() with TAG: OD and length 16
Select Text String TLV
copyValue() with a null dstBuffer NullPointerException is thrown
2
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 0
dstlLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 0
dstLength = -1
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Id Description API Expectation APDU Expectation
7 | clear the handler, appendTLV() with TAG: 0D

and length 6

Select Text String TLV

valueOffset = Text String Length
copyVal ue()
valueOffset = 6
dstBuffer.length = 15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

dstOffset = 0
dstLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOffset = -1
dstBuffer.length = 15
dstOffset = 0
dstLength = 1
9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOifset = 0
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7
10 | valueOffset + dstLength > Text String length |ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOffset = 2
dstBuffer.length = 15
dstOffset = 0
dstLength = 5
11 Initialize the handler
copyVal ue() ToolkitException. UNAVAILABLE_
ELEMENT is thrown
12 | clear the handler, appendTLV() with TAG: 0D
and value: 040001 ... OF
Select Text String TLV
Successful call Result of copyValue() is 17
copyVal ue()
valueOifset = 0
dstBuffer.length = 17
dstOffset = 0
dstlLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
14 Initialize dstBuffer
dstBuffer = 55 55 ...55
clear the handl er
AppendTLV wi th TAG 0x0D and val ue 0x01
0x02 ...0x83
Successful call Result of copyValue() is 0x84
copyVal ue()
valueOfset = 2
dstBuffer.length = 0x86
dstOffset = 3
dstLength = 0x81
15 Compare buffer Result is 00h
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 ...81
55 55 55 55 55
16 Successful call, copyValue() with length =0  |Result of copyValue() is 20
dstBuffer.length = 20
dst O fset = 20
dstLength = 0
17 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT

Call post() method, then copyValue()

_AVAILABLE is thrown
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5.2.3.9 Method compareValue

Test Area Reference: Api_2 Erh_Cprv.

5.2.3.9.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueffset,
byte[] conpareBuffer,
short conpareOfset,
short conparelLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.2.3.9.1.1 Normal execution
Comparesthe last found TLV element with a buffer:

. CRRN1.: returns O if identical.
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. CRRN2: returns -1 if the first miscomparing byte in Comprehension TLV List islessthan that in

compareBuffer.

. CRRNS3: returns 1 if the first miscomparing byte in Comprehension TLV List is greater than that in

compareBuffer.

5.2.3.9.1.2 Parameter errors

. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

. CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.3.9.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason

code shall be ToolkitException.UNAVAILABLE_ELEMENT.

5.2.3.9.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Erh Cprv.java
Test Applet: Api_2 Erh_Cprv_1.java

Cap File: api_2 erh_cprv.cap.
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5.2.3.9.3 Test coverage
CRR number Test case number
N1 12,15, 18
N2 13, 16
N3 14, 17
P1 1
P2 2,3,4,5,6
P3 7,8,9 10
C1 19
Cc2 11
5.2.394 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV() with TAG: OD and length 16
Select Text String TLV
compareValue() with a null compareBuffer  |NullPointerException is thrown
2
compareOffset = compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eVval ue() n is thrown
conpareBuffer.length = 5
conpareCffset =5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpar eval ue() n is thrown
conpareBuffer.length = 5
compareOfset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eval ue() n is thrown
compareBuffer.length = 5
conmpareOfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpar eVal ue()
compareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length = 5
conpareCfset = 0
conparelLength = -1
7 appendTLV() with TAG: OD and length 6
Select Text String TLV
valueOffset = Text String Length ToolkitException.OUT_OF_TLV_
conpar eval ue() BOUNDARIES is thrown
valueOffset = 6
conpareBuffer.length = 15
compareOfset = 0
conparelLength = 1
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueOffset = -1
conpareBuffer.length = 15
compareOfset = 0
conparelLength = 1
9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueOffset = 0
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 7
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Id Description API Expectation APDU Expectation
10 | valueOffset + compareLength > Text String  |ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown

conpar eVal ue()

valueCf fset = 2
conmpareBuffer.length = 15
conpareOfset = 0
conparelLength = 5

11 Initialize the handler

conpar eVal ue() ToolkitException.UNAVAILABLE_
ELEMENT is thrown

12 | appendTLV with TAG: 0D and value: 04 00 01
... OF
Select Text String TLV

Initialize compareBuffer
conpar eBuffer =
04 00 01 ...0F

Compare buffers Result is 00h
conpar eVal ue()
valueOffset = 0
conpareOfset = 0
conparelLength = 1

13 Initialize compareBuffer
conpar eBuffer =

04 00 01 02 03

04 05 06 07 08

05 OA 0B OC 0D

OE 10

Compare buffers with same parameters Resultis -1

14 Initialize compareBuffer
conpar eBuffer =
03 00 01 ...0F

Compare buffers with same parameters Resultis +1

15 Initialize compareBuffer
conpar eBuffer =

55 55 55 02 03

04 05 06 07 08

09 OA OB ...81

55 55 55 55 55

cl ear the handl er
AppendTLV wi th TAG 0x0D and val ue 0x01
0x02 ...0x83

Compare buffers Result is 00h
conpar eVal ue()
valueOffset = 2
conpareC fset = 3
conpar eLength = 0x81

16 Initialize compareBuffer
conpar eBuf fer =
55 55 55 02 03
04 05 06 07 08
09 OA OB ... 84
55 55 55 55 55

Compare buffers with same parameters Resultis -1

17 Initialize compareBuffer
conpar eBuffer =
55 55 55 02 03
04 05 06 07 08
09 OA OB ... 82
55 55 55 55 55

Compare buffers with same parameters Resultis +1

18 [Successful call, compareValue() with length =0 |Result of compareValue() is 0
conpareBuffer.length = 15
conpareO fset = 15
conparelLength = 0

19 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() method, then compareValue() _AVAILABLE is thrown
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5.2.3.10 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)

Test Area Reference: Api_2 Erh_Facyb Bs.

5.2.3.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.3.10.1.1 Normal execution

. CRRNL1: looks for the first occurrence of aTLV element from the beginning of a TLV list and copy its vaue
into a destination buffer.

. CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRNS: if the method is successful then the corresponding TLV becomes current and dstOffset + length of
the copied value is returned.

. CRRN4: The search method is comprehension required flag independent.

5.2.3.10.1.2 Parameter errors
. CRRP1: if dstBuffer is null NullPointerException shall be thrown.

. CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

5.2.3.10.1.3 Context errors

. CRRC1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.3.10.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Facyb Bsjava
Test Applet: Api_2 Erh_Facyb Bs 1.java.

Cap File: api_2 erh_facyb bs.cap.
5.2.3.10.3 Test coverage
CRR number Test case number

N1 8,10, 12

N2 6

N3 7,9,11

N4 13, 14,15, 16
P1 1

P2 2,3,4,5

C1l 17
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5.2.3.104 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler

findAndCopyValue() with a null dstBuffer

NullPointerException is thrown

2 appendTLV() with TAG: OD and length 16
Select Text String TLV
dstOffset = dstBuffer.length ArrayIndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
tag = ODh
dstBuffer.length = 20
dst O fset = 20
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
findAndCopyVal ue() n is thrown
dstBuffer.length = 20
dstOffset = -1
4 dstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 20
dstOfset = 5
5 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
findAndCopyVal ue() n is thrown
dstBuffer.length = 15
dstOffset = 0
6 clear the handler, appendTLV() with TAG 02
and Length 02
Select a TLV (tag 02h)
findAndCopyVal ue() ToolkitException. UNAVAILABLE_
tag = 03h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
7 |appendTLV() with TAG: OD and value: 04 00 01
... OF
Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 17
Tag = ODh
dstBuffer.length = 17
dstOFfset = 0
8 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
9 Initialize dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 19
dstBuffer.length = 20
dstOfset = 2
10 Compare buffer Result is 00h
buffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55
11 | clear the handler, appendTLV() with TAG: 0D
and value: 040001 ... OF
append a 2" Text String TLV
Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 17
tag = ODh
dstBuffer.length = 17
dstOfset = 0
12 Compare buffer Result is 00h

buffer = 04 00 01 ...OF
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Id Description API Expectation APDU Expectation

13 | clear the handler, appendTLV() with TAG: 0D
and value: 040001 ... OF

Successful call (with tag 8Dh) Result of findAndCopyValue() is
fi ndAndCopyVal ue() 17
tag = 8Dh

dstBuffer.length = 17
dstOffset =0

14 Compare buffer Result is 00h
buffer = 04 00 01 ...OF
15 Append tag OFh

clear the Handler.
AppendTLV() with tag OxOF and val ue

01 02 ...80

Successful call (with tag 8Fh) Result of findAndCopyValue() is
fi ndAndCopyVal ue() 0x83
tag = 8Fh

dstBuffer.length = 0x83
dstOffset = 3

16 Compare buffer Result is 00h
buffer = 55 55 55 00 01 ...80

17 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() method, then findAndCopyValue() AVAILABLE is thrown

5.2.3.11 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset,
byte[] dstBuffer, short dstOffset, short dstLength)

Test Area Reference: Api_2_ Erh_Facybbs Bss.

5.2.3.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte occurrence,
short val ueOrf set,
byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.3.11.1.1 Normal execution

. CRRNL1: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its
value into a destination buffer.

. CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLengthis
returned.

. CRRN4: The search method is comprehension required flag independent.

5.2.3.11.1.2 Parameter errors
. CRRP1: if dstBuffer is null NullPointerException shall be thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException shall be thrown.
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. CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

. CRRP4: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD | NPUT_PARAMETER.

5.2.3.11.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.3.11.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Facybbs Bssjava.
Test Applet: Api_2 Erh_Facybbs Bss 1.java

Cap File: api_2 _erh_facybbs bss.cap.
5.2.3.11.3 Test coverage
CRR number Test case number
N1 13, 15, 17,19
N2 11
N3 12, 14, 16, 18, 24
N4 20, 21, 22,23
P1 1
P2 2,3,4,5,6
P3 7,8,9 10
P4 26
C1 25
5.2.3.11.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler
findAndCopyValue() with a null dstBuffer NullPointerException is thrown
2 appendTLV() with TAG: OD and length 16
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
tag = ODh, occurrence =1
valueOffset = 0
dstBuffer.length = 5
dstOfset = 5
dstlLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() nis thrown
dstBuffer.length = 5
dstOffset = 0
dstLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() nis thrown
dstBuffer.length = 5
dstOffset = 3
dstLength = 3
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Id Description API Expectation APDU Expectation
6 dstLength <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown

dstBuffer.length = 5
dstOffset =0
dstlLength = -1

7 appendTLV() with TAG: OD and length 6
valueOffset 2 Text String Length ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown

tag = ODh, occurrence =1
valueCffset = 6
dstBuffer.length = 15

dstOfset = 0
dstlLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown
valueOffset = -1

dstBuffer.length = 15
dstOffset = 0
dstlLength = 1

9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown
valueOfset = 0
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7

10 | valueOffset + dstLength > Text String length |ToolkitException.OUT_OF _TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown

val ueCf fset = 2
dstBuffer.length = 15
dstOfset = 0
dstLength = 5

11 | clear the handler, appendTLV() with TAG 02
and Length 02

Select a TLV (tag 02h)

fi ndAndCopyVal ue() ToolkitException.UNAVAILABLE_
tag = ODh ELEMENT is thrown

occurrence = 2

Call the getVal ueLength() nethod ToolkitException.UNAVAILABLE _

ELEMENT is thrown.

12 | clear the handler and appendTLV() with TAG:
0D and value: 040001 ... OF

Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 17
tag = ODh, occurrence =1
valueOffset = 0
dstBuffer.length = 17

dstOffset = 0
dstlLength = 17
13 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
14 Initialize dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of findAndCopyValue() is
fi ndAndCopyVal ue() 15

tag = ODh, occurrence =1
valueOf fset = 2
dstBuffer.length = 20
dstOffset = 3

dstLength = 12

15 Compare buffer Result is 00h
buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55
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Id Description API Expectation APDU Expectation
16 Append a Text String TLV

tag = 0D

buffer = 00 11 22 33 44 55 (no specific
DCS byt e)

Successful call
fi ndAndCopyVal ue()
tag = ODh, occurrence =1
valueOffset = 0
dstBuffer.length = 20

Result of findAndCopyValue() is
17

dstOffset = 0
dstlLength = 17
17 Compare buffer Result is 00h
buffer = 04 00 01 ...0F
18 Successful call Result of findAndCopyValue() is 6

fi ndAndCopyVal ue()

tag = 0ODh, occurrence = 2
valueOffset = 0
dstBuffer.length = 6
dstOfset = 0

dstLength = 6

19 Compare buffer Result is 00h
buffer = 00 11 22 33 44 55
20 | clear the handler and appendTLV() with TAG:

0D and value: 04 0001 ... OF

Successful call (with tag 8Dh)
fi ndAndCopyVal ue()
tag = 8Dh
occurrence = 1
valueOffset = 0
dstBuffer.length = 17
dst Of f set 0
dst Lengt h 17

Result of findAndCopyValue() is
17

21

Compare buffer
buffer = 04 00 01 ...0F

Result is 00h

22

Append tag OFh
buffer = 00 01 ...0OF
AppendTLV() with tag OxOF and val ue OL 02
...80

Successful call (with tag 8Fh)
fi ndAndCopyVal ue()
tag = 8Fh
occurrence = 1
valueOffset = 0
dstBuffer.length = 0x83

Result of findAndCopyValue() is
0x80

dstOfset = 0
dstLength = 0x80
23 Compare buffer Result is 00h
buffer = 00 01 ...80 55 55 55
24 Successful call, findAndCopyValue() with Result of findAndCopyValue() is
length =0 16

dstBuffer.length = 16
dstOffset = 16
dst Length 0

25

Invalid parameter
fi ndAndCopyVal ue()
occurrence =0

ToolkitException.BAD_INPUT_PA
RAMETER is thrown

26

HANDLER_NOT_AVAILABLE exception
Call post() method, then findAndCopyValue()

ToolkitException.HANDLER_NOT
_AVAILABLE is thrown

5.2.3.12

compareOffset)

Test Area Reference: Api_2 Erh_Facrb Bs.
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5.2.3.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.2.3.12.1.1 Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

. CRRNL1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRNZ2: if the method is successful then the corresponding TLV becomes current.

. CRRNB3: if identical returns 0.

. CRRNA4: if the first miscomparing byte in Comprehension TLV isless than that in compareBuffer returns -1.

. CRRNS: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer returns 1.

. CRRNS®6: The search method is comprehension required flag independent.

5.2.3.12.1.2 Parameter errors
. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOf BoundsException shall
be thrown.

5.2.3.12.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.3.12.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Facrb Bsjava

Test Applet: Api_2 Erh_Facrb Bs 1.java

Cap File: api_2 erh_facrb_bs.cap.
5.2.3.12.3 Test coverage
CRR number Test case number
N1 6,7
N2 7,9
N3 8,13, 12
N4 10, 14
N5 11, 15
N6 17,16
P1 1
P2 2,3,4,5
C1 18
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5.2.3.12.4 Test procedure
Id Description API Expectation APDU Expectation
1 appendTLV() with TAG: 0D and length 16
findAndCompareValue() with a null dstBuffer and |NullPointerException is thrown
tag ODh
2
compareOffset = compareBuffer.length ArrayIndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
tag = ODh
conpareBuffer.length = 20
conpareO fset = 20
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conmpareBuffer.length = 20
conpareOffset = -1
4 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
fi ndAndConpar eVal ue()
conpareBuffer.length = 20
conpareOfset = 5
5 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conmpareBuffer.length = 15
conpareOffset = 0
6 clear the handler, appendTLV() with TAG 02
and Length 02
Select a TLV (tag 02h)
findAndConpar eVal ue() ToolkitException. UNAVAILABLE_
tag = 03h ELEMENT is thrown
7 Verify current TLV ToolkitException.UNAVAILABLE_
get Val ueLengt h() ELEMENT is thrown.
8 | clear the handler and appendTLV() with TAG:
0D and value: 040001 ... OF
Initialize compareBuffer
conpar eBuffer =
04 00 01 ...0F
Compare buffers Result is 00h
tag = ODh
conpareOffset = 0
9 Verify current TLV Resultis 17
get Val ueLengt h()
10 Initialize compareBuffer
conpar eBuf fer =
04 00 01 ...10
Compare buffers with same parameters Resultis -1
11 Initialize compareBuffer
conpar eBuf fer =
03 00 01 ...0F
Compare buffers with same parameters Resultis +1
12 Initialize compareBuffer
conpar eBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55
Compare buffers Result is 00h

conpareO fset = 2
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Id Description API Expectation APDU Expectation

13 Successful call with 2 TLVs
clear() the Handler

AppendTLV() with tag OxOD and val ue set
to 00 01 ...80 81

Append a second TLV with tag OxOD and
value set to 00 11 22 33 44 55

Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
0D OE OF .. 81

Compare buffers Result is 00h
fi ndAndConpar eVal ue() the first TLV
conpareOfset = 3

14 Initialize compareBuffer
Conpar eBuffer =

55 55 55 01 02

03 04 05 06 07

08 09 OA OB 0C

ODOE .. 7F 81

Compare buffers Resultis -1
fi ndAndConpareVal ue() the first TLV

compareOffset = 3

15 Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
OD OE .. 80 80

Compare buffers Resultis +1
conpareOffset = 3

16 | clear the handler and appendTLV() with TAG:
0D and value: 040001 ... OF

Initialize compareBuffer
conpareBuf fer = 04 00 01 ...OF

Successful call (with tag 8Dh) Result is 00h
fi ndAndConpar eVal ue()
tag = 8Dh

conpareBuffer.length = 17
conpareOfset = 0

17 Append tag OFh
buffer = 00 01 ...0F

Initialize compareBuffer
conpareBuffer = 00 01 ...0F

Successful call (with tag 8Fh) Result is 00h
fi ndAndConpar eVal ue()
tag = 8Fh

conmpareBuffer.length = 16
conpareOfset = 0

18 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() method, then findAndCompareValue() | AVAILABLE is thrown
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5.2.3.13 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference: Api_2_Erh_Facrbbs Bss.

5.2.3.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte occurrence,
short val ueOrfset,
byte[] conpareBuffer,
short conpareOfset,
short conparelLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.3.13.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

. CRRN1: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception isthrown and the current
TLV isno longer defined.

. CRRNZ2: if the method is successful then the corresponding TLV becomes current.
. CRRN3: if identical Oisreturned.

. CRRNA4: if the first miscomparing byte in Comprehension TLV islessthan that in compareBuffer -1 is
returned.

. CRRNS: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer 1is
returned.

. CRRNS®6: The search method is comprehension required flag independent.

5.2.3.13.1.2 Parameter errors
. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

. CRRP3: if valueOffset, compareL ength or both are out of the current TLV an instance of ToolkitException
shall be thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

. CRRP4: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

5.2.3.13.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.
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5.2.3.13.2 Test area files
Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Facrbbs Bssjava

Test Applet: Api_2 Erh_Facrbbs Bss 1java

Cap File: api_2 erh_facrbbs bss.cap.
5.2.3.13.3 Test coverage
CRR number Test case number
N1 12,13
N2 15,13
N3 14, 18, 22, 21, 26
N4 16, 19, 23
N5 17,19
N6 25,24
P1 1
P2 2,3,45,6
P3 7,8,9 10
P4 11
C1 27
5.2.3.13.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 | clear the handler and appendTLV() with TAG:
0D and value: 040001 ... OF
compareOffset = compareBuffer.length ArrayIndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
tag = ODh, occurrence = 1
valueOfset = 0
conpareBuffer.length = 5
conpareCffset =5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
conpareBuffer.length = 5
conpareCf fset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
compareBuffer.length = 5
conpareOfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
fi ndAndConpar eVal ue()
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
6 compareLength <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 5
conpareOfset = 0
compareLength = -1
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Id Description API Expectation APDU Expectation

7 | clear the handler and appendTLV() with TAG
and length of 6

valueOffset 2 Text String Length ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
tag = 0ODh, occurrence =1
valueOffset = 6
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
valueOffset = -1

conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1

9 compareLength > Text String length ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
valueOffset = 0
conpareBuffer.length = 15
conpareOfset = 0
conparelLength = 7

10 | valueOffset + compareLength > Text String  |ToolkitException.OUT_OF_TLV_
length BOUNDARIES is thrown

fi ndAndConpar eVal ue()

valueCf fset = 2

conmpareBuffer.length = 15

conmpareOfset = 0

conparelLength = 5

11 Invalid parameter ToolkitException.BAD_INPUT_PA
occurrence = 0 RAMETER is thrown

12 appendTLV() with TAG 02 and length 02

Select a TLV (tag 02h)

findAndConpar eVal ue() ToolkitException.UNAVAILABLE _
tag = ODh ELEMENT is thrown
occurrence = 2

13 Verify current TLV ToolkitException.UNAVAILABLE_
get Val ueLengt h() ELEMENT is thrown.

14 | clear the handler and appendTLV() with TAG:
0D and value: 040001 ... OF

Initialize compareBuffer
conpar eBuf fer =
04 00 01 ...0F

findAndCompareValue() Result is 00h
tag = ODh, occurrence =1
valueOffset = 0
conpareOfset = 0
conparelLength = 17

15 Verify current TLV Resultis 17
get Val ueLengt h()
16 Initialize compareBuffer

conpar eBuf fer =
04 00 01 ...10

Compare buffers with same parameters Resultis -1

17 Initialize compareBuffer
conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters Resultis +1
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Id Description API Expectation APDU Expectation
18 Initialize compareBuffer

clear() the handler.

AppendTLV with tag Ox0OD and data = 01 02
03 ...80 81

conpar eBuffer =

55 55 55 01 02

03 04 05 06 07

08 09 0A 0B 0OC

0D OE ... 80 81

Compare buffers Result is 00h
fi ndAndConpar eVal ue()
tag = 0x0D
occurrence = 1

valueOffset = 0
conpareOfset = 3
conpareLength = 0x81

19 Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
0D OE ... 7F 81

findAndCompareValue() with same parameters |Resultis -1

20 Initialize compareBuffer
conpar eBuffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
0D OE ... 80 80

fi ndAndConpar eVal ue() wi th same Result is +1
par anet er s

21 append a second Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55

Initialize compareBuffer
conpar eBuffer =
55 55 55 01 ...80 81

findAndCompareValue() Result is 00h
tag = ODh, occurrence =1
valueOffset = 0
conpareC fset = 3
conpar eLength = 0x81

22 Initialize compareBuffer
conpar eBuffer =
00 11 22 33 44 55

findAndCompareValue() Result is 00h
tag = ODh, occurrence = 2
valueOffset = 0
conpareCffset = 0
conparelLength = 6

23 Initialize compareBuffer
conpar eBuffer =
00 11 22 33 44 66

findAndCompareValue() Resultis -1
tag = ODh, occurrence = 2
valueOffset = 0
conpareCfset = 0
conparelLength = 6

24 | clear the handler and appendTLV() with TAG:
0D and value: 040001 ... OF

Initialize compareBuffer
conpar eBuf fer = 04 00 01 ...OF

Successful call (with tag 8Dh) Result is 00h
fi ndAndConpar eVal ue()
tag = 8Dh, occurrence =1
valueOffset = 0
conmpareBuffer.length = 17
conpar e f set 0
conpar eLengt h 1

7
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Id Description API Expectation APDU Expectation
25 Append tag OFh
buffer = 00 01 ...OF
Initialize compareBuffer
conpareBuf fer = 00 01 ...0F
Successful call (with tag 8Fh) Result is 00h

fi ndAndConpar eVal ue()

tag = 8Fh, occurrence =1
valueOffset = 0
conpareBuffer.length = 16
conpar e f set 0

conpar eLengt h 16

26 | Successful call, findAndCompareValue() with |Result of findAndCompareValue
length =0 ()is 00
CompareBuffer.length = 16
conpareO fset = 16
conparelLength = 0
27 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT

Call post() nethod, then
f i ndAndConpar eVal ue()

_AVAILABLE is thrown

5.2.3.14 Method appendArray

Test

5.2.

AreaReference: Api_2 Erh Apda

3.14.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void appendArray(byte[] buffer,
short offset,
short | ength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on
5.2.3.14.1.1 Normal execution
. CRRN1: appends a buffer into the EditHandler buffer.
. CRRN2: a successful append does not modify the TLV selected.
5.2.3.14.1.2 Parameter errors
. CRRP1: if buffer isnull, ajava.lang.NullPointerException is thrown.
. CRRP2: if offset or length or both would cause access outside the array bounds, or if length is negative, a
javalang.ArraylndexOutOfBoundsException is thrown.
5.2.3.14.1.3 Context errors

CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.
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5.2.3.14.2

Test area files

Specific triggering: Unrecognized Envelope:
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Test Source: Test Api_2 Erh Apda Bssjava.
Test Applet: Api_2 Erh_Apda Bss 1.java
Cap File: api_2 erh_apda bss.cap.
5.2.3.14.3 Test coverage
CRR number Test case number
N1 9,10,11
N2 8
P1 1
P2 2,3,4,5,6
C1 7
C2 12
5.2.3.14.4 Test procedure
Id Description API Expectation APDU Expectation

Initialize the envelope response handler with a

TLV of length 1

1 Null buffer NullPointerException is thrown
2 offset 2 buffer.length ArrayIndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = 5
length = 1
3 offset <0 ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = -1
length = 1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = 0
length = 6
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = 3
length = 3
6 length <0 ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = 0
length = -1
7 Handler overflow exception ToolkitException.HANDLER_OVE
appendArray() RFLOW is thrown
buffer.length = getCapacity()+1
offset = 0
| ength = get Capacity()+1
8 append the handler with TLVs:
81 03 11 22 33
82 02 99 77
findTLV() 0x81
Successful call
appendArray()
buffer = FF FE ...F8
offset = 0
length = 8

Verify Current TLV: Call getValueLength()

Result is 03h
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Id Description API Expectation APDU Expectation
9 Clear the handler
Successful call
appendArray()
buffer = FF FE ...F8
offset = 0
length = 8
Call copy() method
Compare handler Result is 00h
conpareBuffer = FF FE ...F8
10 Successful call
appendArray()
buffer = 00 01 ...07
offset = 2
length = 6
Call copy() method
Compare handler Result is 00h
conpareBuffer = FF FE ...F8 02 03 ...07
11 Successful call
appendArray()
buffer = 11 22 ...88
offset = 2
length = 4
Call copy() method
Compare handler Result is 00h

conpareBuffer = FF FE ...F8 02 03 ...07 33
44 55 66

12 HANDLER_NOT_AVAILABLE exception
Call post() nethod, then appendArray()

ToolkitException.HANDLER_NOT

AVAILABLE is thrown

5.2.3.15 Method appendTLV(byte tag, byte value)

Test Area Reference: Api_2 Erh_Aptlbb.

5.2.3.15.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag, byte val ue)
t hrows Tool ki t Exception

5.2.3.15.1.1 Normal execution

. CRRN1: AppendsaTLV element to the current TLV list (1-byte element).

. CRRN2: A successful append does not modify the TLV selected.

5.2.3.15.1.2 Parameter errors

No reguirements

5.2.3.15.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER _OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.
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Test Source: Test_ Api_2 Erh Aptlbb.java.
Test Applet: Api_2 Erh_Aptlbb_1.java
Cap File: api_2 erh_aptlbb.cap.
5.2.3.15.3 Test coverage
CRR number Test case number
N1 3,4
N2 2
C1 1
C2 5
5.2.3.154 Test procedure
Id Description API Expectation APDU Expectation
1 Call appendArray()

I ength = getCapacity()-1

Handler Overflow exception:
Call appendTLV() method

ToolkitException.HANDLER_OVE
RFLOW is thrown.

2 clear the handler, append the handler with

TLVs:
81 03 11 22 33
82 02 99 77

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h
method
3 Clear the handler
Successful call
appendTLV()
tag = 84h
val ue = 00h
Call copy() method
Compare handler Result is 00h
conpareBuffer = 84 01 00
4 Successful call
appendTLV()
tag = 01h
val ue = Feh
Call copy() method
Compare handler Result is 00h

conpareBuffer = 84 01 00 01 01 FE

5 HANDLER_ NOT_AVAILABLE exception  |ToolkitException.HANDLER_NOT
Call post() method, then appendTLV() AVAILABLE is thrown
5.2.3.16 Method appendTLV(byte tag, byte valuel, byte value2)

Test Area Reference: Api_2 Erh_Aptibbb.

5.2.3.16.1

Conformance requirements

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag, byte val uel, byte val ue2)

t hrows Tool ki t Excepti on
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5.2.3.16.1.1 Normal execution

. CRRN1: Appendsa TLV element to the current TLV list (2-byte element).

. CRRN2: A successful append does not modify the TLV selected.

5.2.3.16.1.2 Parameter errors

No requirements.

5.2.3.16.1.3 Context errors

ETSI TS 102 268 V6.0.0 (2007-03)

. CRRC1: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

5.2.3.16.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Aptl Bbb.java
Test Applet: Api_2 Erh_Aptl Bbb_1.java

Cap File: api_2 erh_aptl bbb.cap.

5.2.3.16.3 Test coverage

CRR number Test case number

N1 3,4

N2 2

C1

1
c2 5

5.2.3.16.4 Test procedure

Id Description API Expectation

APDU Expectation

1 Call the appendArray() with length of
getCapacity()-1

Call appendTLV() method RFLOW is thrown

Handler Overflow exception: ToolkitException.HANDLER_OVE

2 clear the handler, append the handler with
TLVs:

81 03 11 22 33

82 02 99 77

Select Command Details TLV

Call appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h
method

3 Clear the handler

Successful call
appendTLV()
tag = 84h
val uel = 00h
val ue2 01h

Call copy() method

Compare handler Result is 00h
conpar eBuf fer = 84 02 00 01

ETSI




Release 6 180 ETSI TS 102 268 V6.0.0 (2007-03)

Id Description API Expectation APDU Expectation
4 Successful call
appendTLV()
tag = 01lh
val uel = FEh
val ue2 = FDh
Call copy() method
Compare handler Result is 00h
conpareBuffer = 84 02 00 01 01 02 FE FD
5 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Cal | post() nethod, then appendTLV() _AVAILABLE is thrown

5.2.3.17 Method appendTLV(byte tag, byte[ ] value, short valueoffset, short

valuelength)

Test Area Reference: Api_2 Erh_Aptlb_Bss.

5.2.3.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte[] val ue,
short val ueof f set,
short val uel engt h)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.2.3.17.1.1 Normal execution

. CRRN1: AppendsaTLV element to the current TLV list (byte-array element).

. CRRN2: A successful append does not modify the TLV selected.

5.2.3.17.1.2 Parameter errors

. CRRP1: if valueis null, ajava.lang.NullPointerException is thrown.

. CRRP2: if valueoffset or valuelength or both would cause access outside the array bounds, or if lengthis

negative, ajava.lang.Arrayl ndexOutOfBoundsException is thrown.

5.2.3.17.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

. CRRC3: if valuelength is greater than 255, a ToolkitException is thrown with reason code

BAD_INPUT_PARAMETER.

5.2.3.17.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Aptlb_Bssjava
Test Applet: Api_2 Erh_Aptlb_Bss 1.java.

Cap File: api_2_erh_aptlb_bss.cap.
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5.2.3.17.3 Test coverage
CRR number Test case number
N1 10, 11,12, 13
N2 9
P1 1
P2 2,3,45,6
C1 7
c2 14
C3 8
5.2.3.17.4 Test procedure
Id Description API Expectation APDU Expectation
1 Null value NullPointerException is thrown
2 valueOffset 2 value.length ArrayIndexOutOfBoundsExceptio
appendTLV() n is thrown
val ue.length = 5
valueOffset = 5
val ueLength = 1

3 valueOffset <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
value.length = 5
valueOffset = -1
val ueLength = 1
4 valueLength > value.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
value.length = 5
valueOffset = 0
val ueLength = 6
5 ValueOffset + valueLength > value.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val ue.length = 5
valueOffset = 3
val ueLength = 3
6 valueLength <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val ue.length = 5
valueOffset = 0
val ueLength = -1
7 Handler overflow exception ToolkitException.HANDLER_OVE
Call the appendArray() with length of RFLOW is thrown
getCapacity()-1, appendTLV()
val ue.l ength = 256
valueOffset = 0
val ueLength = 254
8 Bad parameter exception ToolkitException.BAD_INPUT_PA
Clear the handler, appendTLV() RAMETER is thrown
val ue.l ength = 256
valueOffset = 0
val ueLength = 256
9 clear the handler, append the handler with

TLVs:
81 03 11 22 33
82 02 99 77

Select Command Details TLV

Successful call
appendTLV()
tag = 04
value = FF FE ... F8
valueOfset = 0
val ueLength = 8

Verify Current TLV: Call getValueLength()

Result is 03h
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Id Description API Expectation APDU Expectation
10 Clear the handler
Successful call
appendTLV()
tag = 04
value = FF FE ... F8
valueOffset = 0
val ueLength = 8
Call copy() method
Compare handler Result is 00
ConpareBuffer = 04 08 FF FE ...F8
11 Successful call
appendTLV()
tag = 85h
value = 00 01 ...07
val ueCf fset = 2
val ueLength = 6
Call copy() method
Compare handler Result is 00
conpareBuffer = 04 08 FF FE ...F8 85 06 02
03 ...07
12 Successful call
appendTLV()
tag = 01

value = 11 22 ...88
val ueOffset = 2
val ueLength = 4

Call copy() method

Compare handler Resultis 00
conpareBuffer = 04 08 FF FE ...F8 85 06 02
03 ...07 01 04 33 44 55 66

13 Clear the handler

Successful call
appendTLV()
tag = 04
value = 00 01 ...7F
valueOffset = 0
val ueLength = 80h

Call copy() method

Compare handler Result is 00
conpareBuf fer = 04 81 80 00 O1..7F

14 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Cal | post() nethod, then appendTLV() AVAILABLE is thrown

5.2.3.18 Method appendTLV(byte tag, byte valuel, byte[ ] value2, short value2offset,

short value2length)

Test Area Reference: Api_2 Erh_Aptlbb Bss.

5.2.3.18.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte val uel
byte[] val ue2,
short val ue2off set,
short val ue2l engt h)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcepti on,
Tool ki t Excepti on

5.2.3.18.1.1 Normal execution
. CRRN1: AppendsaTLV element to the current TLV list (1 byte and a byte-array element).

. CRRN2: A successful append does not modify the TLV selected.
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5.2.3.18.1.2 Parameter errors
. CRRP1: if value2 is null, ajava.lang.NullPointerException is thrown.

. CRRP2: if value2offset or value2length or both would cause access outside the array bounds, or if lengthis
negative, ajava.lang.ArraylndexOutOf BoundsException is thrown.

5.2.3.18.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

. CRRC3: if valuelength is greater than 254, a ToolkitException is thrown with reason code
BAD_INPUT_PARAMETER.

5.2.3.18.2 Test area files

Specific triggering: Unrecognized Envelope:

Test Source: Test Api_2 Erh Aptlbb Bssjava
Test Applet: Api_2 Erh_Aptlbb Bss 1.java
Cap File: api_2 erh_aptlbb_bss.cap.
5.2.3.18.3 Test coverage
CRR number Test case number
N1 10, 11,12, 13
N2 9
P1 1
P2 2,3,45,6
C1 7
c2 14
C3 8
5.2.3.18.4 Test procedure
Id Description API Expectation APDU Expectation
1 Null value2 NullPointerException is thrown
2 value20ffset 2 value2.length ArrayIndexOutOfBoundsExceptio
appendTLV() n is thrown
value2.length = 5
val ue2Gfset = 5
val ue2lLength = 1
3 value20ffset <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
value2.length = 5
val ue2Cffset = -1
val ue2lLength = 1
4 value2Length > value2.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val ue2.length = 5
val ue2Cffset = 0
val ue2Length = 6
5 | value20ffset + value2Length > value2.length |ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val ue2.length = 5
val ue2Cffset = 3
val ue2Length = 3
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Id Description API Expectation APDU Expectation
6 value2Length <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown

value2.length = 5
val ue2Cffset = 0
val ue2lLength = -1

7 Handler overflow exception
Call the appendArray() with length of
getCapacity()-1

appendTLV()

val ue2.length = 256

val ue2 f set 0
val ue2Lengt h 254

ToolkitException.HANDLER_OVE
RFLOW is thrown

8 Bad parameter exception
Cl ear the handl erappendTLV()
value2.length = 256

val ue2Offset = 0

val ue2Length = 256

ToolkitException.BAD_INPUT_PA
RAMETER is thrown

9 clear the handler, append the handler with
TLVs:

81 03 11 22 33

82 02 99 77

Select Command Details TLV

Successful call
appendTLV()
tag = 04
valuel = 05
value2 = FF FE ...F8
val ue2Cfset = 0
val ue2Length = 8

Verify Current TLV: Call getValueLength()

Result is 03h

10 Clear the handler

Successful call
appendTLV()
tag = 04
valuel = 05
value2 = FF FE ...F8
val ue2Cf fset = 0
val ue2Length = 8

Call copy() method

Compare handler
Conpar eBuf fer = 04 09 05 FF FE ...F8

Result is 00

11 Successful call
appendTLV()

tag = 85h

val uel = 55h

value2 = 00 01 ...07

val ue2Cf fset = 2

val ue2Length = 6

Call copy() method

Compare handler
conpar eBuffer =
04 09 05 FF FE ...F8
85 07 55 02 03 ...07

Result is 00

12 Successful call
appendTLV()

tag = 01

val uel = 44h

value2 = 11 22 ...88

val ue2Ccf fset = 2

val ue2lLength = 4

Call copy() method

Compare handler
Conpar eBuf fer =
04 09 05 FF FE ...F8
85 07 55 02 03 ...07
01 05 44 33 44 55 66

Result is 00
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Id Description API Expectation APDU Expectation
13 Clear the handler
Successful call
appendTLV()
tag = 04

valuel = 00

value2 = 01 ...7F
val ue2O fset = 0
val ue2Length = 7Fh

Call copy() method

Compare handler
conpareBuffer = 04 81 80 00 01..7F

Result is 00

14 HANDLER_NOT_AVAILABLE exception
Cal |l post() nmethod, then appendTLV()

ToolkitException.HANDLER_NOT

AVAILABLE is thrown

5.2.3.19 Method clear

Test Area Reference: Api_2 Erh_Cler.

5.2.3.19.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

Public void clear()
t hrows Tool ki t Excepti on

5.2.3.19.1.1 Normal execution

. CRRN1: Clearsthe TLV list of an EditHandler and resets the current TLV selected.

5.2.3.19.1.2 Parameter errors

No requirements.

5.2.3.19.1.3 Context errors

. CRRC1.: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

5.2.3.19.2 Test area files

Specific triggering: Unrecognized Envelope:

Test Source: Test Api_2 Erh Cler.java
Test Applet: Api_2 Erh_Cler_ljava
Cap File: api_2 erh_cler.cap.
5.2.3.19.3 Test coverage
CRR number Test case number
N1 1,2
C1 3
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5.2.3.19.4 Test procedure
Id Description API Expectation APDU Expectation
1 append the handler with TLVs: Result of getLength() is not null
81 03 11 22 33
82 02 99 77

Sel ect Command Details TLV
Call the getlLength() nethod

Clear the handler
Call the getlLength() nethod

Result of getLength() is 0

2 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown
3 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT

Cal | appendTLV() nethod, then post() and
then cl ear ()

_AVAILABLE is thrown

5.2.3.20 Method getCapacity

Test Area Reference: Api_2 Erh Gcap.

5.2.3.20.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

5.2.3.20.1.1 Normal execution

. CRRN1: The method shall return the maximum size of the Comprehension TLV list managed by the handler.

5.2.3.20.1.2 Parameter errors

No reguirements

5.2.3.20.1.3 Context errors

. CRRC1: The method shall throw HANDLER_NOT_AVAILABLE ToolkitException if the handler is busy.

Test case number

1

5.2.3.20.2 Test area files
Test Source: Test_ Api_2 Erh Gcap.java
Test Applet: Api_2 Erh Gcap 1l.java
Cap File: api_2 erh_gcap.cap.
5.2.3.20.3 Test coverage
CRR number
N1
C1l

Tested in CAT Runtime
Environment part:
FWK_MHA_ERHD
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5.2.3.204 Test procedure
Id Description API Expectation APDU Expectation
1 EnvelopeResponseHandler available
1- Send envel ope Menu Sel ection 1- Applet is triggered

2- The applet calls getTheHandl er() method
3- The applet calls getCapacity() nethod
on the Envel opeResponseHandl er

4- The applet fills the handler with the L
mexi mum capaci ty using AppendTLV() nethod |4- No exception is thrown
5- The applet calls clear() method on the |5- No exception is thrown
Envel opeResponseHandl er
6- The applet fills the handler with the |g. HANDLER OVERFLOW
maxi mum capacity plus one, using e s
AppendTLV() et hod exception is thrown

2- No exception is thrown
3- No exception is thrown

5.2.3.21 Method getValueShort

Test Area Reference: Api_2 Erh Gvsh.

5.2.3.21.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueShort(short val ueOfset)
throws Tool kit Exception

5.2.3.21.1.1 Normal execution

. CRRN1: Gets a short from the last TLV element which has been found in the handler and returns its value

(1 short).

5.2.3.21.1.2 Parameter errors

. CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason

code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.3.21.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason

code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.3.21.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Gvsh.java
Test Applet: Api_2 Erh_Gvsh_1ljava

Cap File: api_2 erh_gvsh.cap.

5.2.3.21.3 Test coverage

CRR number Test case number

N1 3,4,5,6,7,8

P1

C1

R[ON

Cc2
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5.2.3.21.4 Test procedure
Id Description API Expectation APDU Expectation
1 | appendTLV() 82 02 81 82, appendTLV() 81 03
11 22 FE
findTLV() with TAG 03
get Val ueShort (0) ToolkitException.UNAVAILABLE_

ELEMENT is thrown

2 |Search TLV 01h

get Val ueShort ( 3) ToolkitException.OUT_OF TLV_
BOUNDARIES is thrown

3 |Search TLV 01h

get Val ueShort (1) Result is 22h FEh
4 |Search TLV 02h

get Val ueShort (0) Result is 81h 82h
5 |appendTLV() with TAG OD, Length Ox7E,

Value: 00, 01, ..., 7D

get Val ueShort (70) Result is 7Ch 7Dh
6 |clear the handler, appendTLV() with TAG

0D, Length 0x80, Value: 00, 01, ..., 7F

get Val ueShort (7D) Result is 7Dh 7Eh
7 |get Vval ueShort ( 7E) Resultis 7Eh 7Fh
g8 |clear the handler, appendTLV() with TAG

0D, Length OxF1, Value: 00, 01, ..., FO

get Val ueShor t ( EF) Result is EFh FOh
9 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT

Cal |l post() method, then getVal ueShort () _AVAILABLE is thrown

5.2.3.22 Method appendTLV(byte tag, byte valuel, short value?2)

Test Area Reference: Api_2 Erh_Aptlbbs.

5.2.3.22.1 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte val uel,
short val ue2)
t hrows Tool ki t Excepti on

5.2.3.22.1.1 Normal execution
. CRRN1: AppendsaTLV element to the current TLV list (3-byte element(1-byte,1-short)).

. CRRN2: A successful append does not modify the TLV selected.

5.2.3.22.1.2 Parameter errors

No reguirements.

5.2.3.22.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER _OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER _NOT_AVAILABLE.
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5.2.3.22.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Aptlbbsjava.
Test Applet: Api_2 Erh_Aptlbbs 1.java

Cap File: api_2 erh_aptlbbs.cap.
5.2.3.22.3 Test coverage
CRR number Test case number
N1 3,4
N2 2
C1l 1
C2 5
5.2.3.22.4 Test procedure
Id Description API Expectation APDU Expectation
1 Call the appendArray() with length of
getCapacity()-1
Handler Overflow Exception: ToolkitException.HANDLER_O
Call appendTLV() method VERFLOW is thrown

2 |clear the handler, append the handler with TLVs:
81 03 11 22 33
82 03 99 77 00

Select Command Details TLV

Call appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

method
3 Clear the handler
Successful call
appendTLV()
tag = 84h

val uel = 00h
val ue2 = 01h 02h

Call copy() method

Compare handler Result is 00h
compareBuffer = 84 03 00 01 02
4 Successful call
appendTLV()
tag = 01lh
val uel = FEh
val ue2 = FDh FCh
Call copy() method
Compare handler Result is 00h
compareBuffer = 84 03 00 01 02 01 03 FE FD FC
5 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_N
Call post() nmethod, then AppendTL\() OT_AVAILABLE is thrown

5.2.3.23 Method appendTLV(byte tag, short value)

Test Area Reference: Api_2 Erh_Aptlbs.

5.2.3.23.1 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag
short val ue)
t hrows Tool ki t Excepti on
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5.2.3.23.1.1 Normal execution
. CRRN1: AppendsaTLV element to the current TLV list (2-byte or 1-short element).

. CRRN2: A successful append does not modify the TLV selected.

5.2.3.23.1.2 Parameter errors

No requirements.

5.2.3.23.1.3 Context errors

. CRRC1: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

5.2.3.23.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test_ Api_2 Erh Aptlbsjava
Test Applet: Api_2 Erh_Aptlbs_1.java

Cap File: api_2 erh_aptlbs.cap.
5.2.3.23.3 Test coverage
CRR number Test case number
N1 3,4
N2 2
C1l 1
C2 5
5.2.3.23.4 Test procedure
Id Description API Expectation APDU Expectation
1 Call appendArray()
length = getCapacity()-1
Handler Overflow Exception: ToolkitException.HANDLER_OVE
Call appendTLV() method RFLOW is thrown
2 append the handler with TLVs:
81 03 11 22 33
82 02 99 77

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

method
3 Clear the handler
Successful call
appendTLV()
tag = 84h

val ue = 00h 0O1h

Call copy() method

Compare handler Result is 00h
conpar eBuf fer = 84 02 00 01
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Id Description API Expectation

APDU Expectation

4 Successful call
appendTLV()

tag = 01h

val ue = FEh FFh

Call copy() method

Compare handler Result is 00h
conpareBuffer = 84 02 00 01 01 02 FE FF
5 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Call post() nmethod, then AppendTLV() AVAILABLE is thrown

5.2.3.24 Method appendTLV(byte tag, short valuel, short value2)

Test Area Reference: Api_2 Erh_Aptlbss.

5.2.3.24.1 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
short val uel,
short val ue2)
t hrows Tool ki t Exception

5.2.3.24.1.1 Normal execution

. CRRN1: AppendsaTLV element to the current TLV list (4-byte element(2-short)).

. CRRN2: A successful append does not modify the TLV selected.

5.2.3.24.1.2 Parameter errors

No reguirements.

5.2.3.24.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER _OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

5.2.3.24.2 Test area files

Specific triggering: Unrecognized Envelope:
Test Source: Test Api_2 Erh Aptlbssjava.
Test Applet: Api_2 Erh_Aptlbss 1.java

Cap File: api_2 erh_aptlbss.cap.
5.2.3.24.3 Test coverage
CRR number Test case number
N1 3,4
N2 2
Cl 1
Cc2 5
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5.2.3.24.4 Test procedure

Id Description API Expectation APDU Expectation

1 Call the appendArray() method with length
equal getCapacity()-1

Handler Overflow Exception: ToolkitException.HANDLER_OVE
Call appendTLV() method RFLOW is thrown
2 clear the handler, append the handler with
TLVs:

81 03 11 22 33
82 02 99 77

Select Command Details TLV

Call appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

method
3 Clear the handler
Successful call
appendTLV()
tag = 84h
val uel = 00h 01h
val ue2 = 02h 03h
Call copy() method
Compare handler Result is 00h
compareBuffer = 84 04 00 01 02 03
4 Successful call
appendTLV()
tag = 01h

val uel = FEh FDh
val ue2 = FCh FBh

Call copy() method

Compare handler Result is 00h
compareBuffer = 84 04 00 01 02 03 01 04 FE FD
FC FB
5 HANDLER_NOT_AVAILABLE exception ToolkitException.HANDLER_NOT
Cal | post() nethod, then appendTLV() _AVAILABLE is thrown

5.2.3.25 Method appendTLV(byte tag, byte[] valuel, short valuelOffset, short
valuellength, byte[] value2, short value20Offset, short value2Length)

Test Area Reference: Api_2 Erh_Aptlb Bss Bss.

5.2.3.25.1 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte[] val uel
short val uelOf f set,
short val uellLength
byte[] val ue2,
short val ue2O f set,
short val ue2Lengt h)
throws java.lang. Nul | Poi nt er Exception
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.3.25.1.1 Normal execution
. CRRN1: AppendsaTLV element to the current TLV list (2 byte arrays format).

. CRRN2: A successful append does not modify the TLV selected.
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CRRP1: If valuel or value2 is null, a NullPointerException is thrown.

valuellength is negative, an Arrayl ndexOutOf BoundsException is thrown.

value2L ength is negative, an Arrayl ndexOutOfBoundsException is thrown.

Context errors

HANDLER_NOT_AVAILABLE.

BAD_INPUT_PARAMETER.

Test area files

Specific triggering: Unrecognized Envelope:

CRRP2: If valuelOffset or valuell ength or both would cause access outside valuel array bounds, or if

CRRP3: If value20ffset or value2L ength or both would cause access outside value2 array bounds, or if

CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER_OVERFLOW.

CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

CRRC3: If valuellength or value2Length is greater than 255, a ToolkitException is thrown with reason code

Test Source: Test Api_2 Erh Aptlb_Bss Bssjava.
Test Applet: Api_2 Erh_Aptlb Bss Bss 1.java.
Cap File: api_2 erh_aptlb _bss bss.cap.
5.2.3.25.3 Test coverage
CRR number Test case number
N1 18, 19, 20, 21
N2 17
P1 1,2
P2 3,4,56,7
P3 8,9, 10,11, 12
C1l 13
C2 22
C3 14, 15
5.2.3.254 Test procedure
Id Description API Expectation APDU Expectation
1 Null valuel NullPointerException is thrown
2 Null value2 NullPointerException is thrown
3 ValuelOffset 2 valuel.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown

val uel.length = 5
valuelOffset = 5
val uelLength = 1
value2.length = 5
val ue2 f set 0
val ue2Lengt h 1

ValuelOffset <0

appendTLV()

valuel.length = 5

val uelX f set -1

val uellLengt h 1
value2.length = 5

val ue2Cffset = 0

val ue2length = 1

ArraylndexOutOfBoundsExceptio
n is thrown
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Id Description API Expectation APDU Expectation
5 ValuellLength > valuel.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
valuel.length = 5
val uelCffset = 0
val uelLength = 6
value2.length = 5
val ue2Cffset = 0
val ue2length =1
6 | ValuelOffset + valuelLength > valuel.length |ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
Val uel.length = 5
val uelOffset = 3
val uelLength = 3
value2.length = 5
val ue2Cffset = 0
val ue2lLength = 1
7 ValuelLength <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
valuel.length = 5
val uelCffset = 0
val uelLength = -1
value2.length = 5
val ue2Cffset = 0
val ue2length =1
8 Value20ffset 2 value2.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val uel.length = 5
val uelCffset = 0
val uelLength = 1
value2.length = 5
val ue2Cffset = 5
val ue2length = 1
9 Value20ffset <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
valuel.length = 5
valuelOffset = 0
val uelLength = 1
value2.length = 5
val ue2Cffset = -1
val ue2lLength = 1
10 Value2Length > value2.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val uel.length = 5
val uelCffset = 0
val uelLength = 1
val ue2.length = 5
val ue2Cffset = 0
val ue2Length = 6
11 | Value20Offset + value2Length > value2.length |ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
valuel.length = 5
valuelOffset = 0
val uelLength = 1
Val ue2.length = 5
Val ue2Cf fset = 3
Val ue2Length = 3
12 Value2Length <0 ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown
val uel.length = 5
val uelOf fset =
val uelLength = 1
value2.length = 5
val ue2Cffset = 0
val ue2lLength = -1
13 Handler overflow Exception ToolkitException.HANDLER_OVE

Call the appendArray() with I ength of
get Capacity()-1

appendTLV()

Val uel. |l ength = 256

Val uelX f set 0

Val uellengt h 1
Val ue2.l ength = 256
Val ue2X f set
Val ue2Lengt h

— O

RFLOW is thrown
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Id Description API Expectation APDU Expectation
14 Bad parameter Exception ToolkitException.BAD_INPUT_PA

Cl ear the handl er
appendTLV()

Val uel.l ength = 256
Val uelX f set 0
Val uellLengt h 256
Val ue2.l ength = 256
Val ue2 f set 0
Val ue2Lengt h 1

RAMETER is thrown

15

Bad parameter Exception
appendTLV()
Val uel.l ength = 256
Val uelOXf f set 0
Val uellLengt h 1
Val ue2.l ength = 256
Val ue2X f set 0
Val ue2lLength = 256

ToolkitException.BAD_INPUT_PA
RAMETER is thrown

clear the handler, append the handler with
TLVs:
81 03 11 22 33
82 02 99 77

Select Command Details TLV

16

Successful call
appendTLV()
tag = 04
valuel = FF FE ...F8
val uelOffset = 0
val uelLength = 8
value2 = F7 F6 ...FO
val ue2Cffset = 0
val ue2Length = 8

Verify Current TLV: Call getValueLength()

Result is 03h

Clear the handler

17

Successful call
appendTLV()
tag = 04
valuel = FF FE ...F8
val uelOffset = 0
val uelLength = 8
value2 = F7 F6 ...FO
val ue2Cfset = 0
val ue2Length = 8

Call copy() method

Compare handler
ConpareBuffer = 04 10 FF FE ...FO

Result is 00

18

Successful call
appendTLV()
tag = 85h
valuel = 00 01 ...07
val uelOffset = 2
val uelLength = 6
value2 = 08 09 ...0F
val ue2tf fset = 2
val ue2Length = 6

Call copy() method

Compare handler
conpareBuffer = 04 10 FF FE ...FO 85 0C 02
03 04 05 06 07 OA 0B 0C 0D OE OF

Result is 00

19

Successful call
appendTLV()
tag = 01
valuel = 11 22 ...88
val uelds f set
val uellLengt h
value2 = 99 AA ...FF 00
val ue2 f set
val ue2Lengt h

2
4

O

all copy() method

Compare handler
conpareBuffer = 04 10 FF FE ...FO 85 0C 02
03 04 05 06 07 OA OB OC OD OE OF 01 08 33
44 55 66 BB CC DD EE

Resultis 00
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Id Description API Expectation APDU Expectation
Clear the handler
20 Successful call
appendTLV()
tag = 04

valuel = 00 01 ...7F
val uelOffset = 0
val uelLength = 80h
value2 = 80 81 ...FC
val ue2 f set 0

val ue2Lengt h 7Dh

Call copy() method

Compare handler
conpareBuffer = 04 81 FD 00 01..FC

Result is 00

21

HANDLER_NOT_AVAILABLE exception
Call post() nmethod, then appendTLV()

ToolkitException.HANDLER_NOT
_AVAILABLE is thrown

5.2.4 Interface ProactiveHandler
5.24.1 Method init

Test Area Reference: Api_2 Pah Init.

5.24.1.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

publ

524111

5.24.11.2

ic void init(byte type,
byte qualifier,
byt e dstDevi ce)

Normal execution

CRRN1: Theinit() method initializes the next Proactive command in the ProactiveHandler, with Command
details and Device Identities TLV. The source device is aways the UICC Card (81h). The Comprehension

Required flags are set.

CRRN2: The Command number may take any value between 01h and FEh.

CRRN3: The init() method clears the ProactiveHandler beforeinitializing it.

CRRN4: No TLV isselected after acall to the method.

CRRNS5: The handler is not sent to the mobile by the init() method.

Parameter errors

No requirements.

524113

Context errors

No requirements.

5.24.1.2 Test area files
Test Source: Test Api_2 Pah Init.java.
Test Applet: Api_2 Pah Init_1.java
Cap File: api_2 pah_init.cap.
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5.2.4.1.3 Test coverage
CRR number Test case number

N1 1,3

N2 2

N3 3

N4 4

N5 1,3
5.24.1.4 Test procedure
Id Description API Expectation APDU Expectation
1 Call the init() method

type = 01h

qualifier = 02h
dst Devi ce = 03h

reference =
81h 03h xxh 01h 02h
82h 02h 81h 03h

Copy ProactiveHandler in a byte array (source)
Compare the byte array

source and reference are identical

2 Verify the command number value 01h-FEh

3 Call the init() method

type = FFh
qualifier = FEh
destination = FDh

reference =
81h 03h xxh FFh FEh
82h 02h 81h FDh

Copy ProactiveHandler in a byte array (source)
Compare the byte array

source and reference are identical

4 Select the 1st TLV in the handler
Call the init() method with any value
Call the getValueLength() method UNAVAILABLE_ELEMENT
ToolkitException is thrown by
getValueLength()
5.2.4.2 Method initDisplayText

Test Area Reference: Api_2_Pah Indit.

5.24.2.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initDi splayText(byte qualifier,

t hr ows

byte dcs,

byte[] buffer,

short offset,

short |ength)

java.l ang. Nul | Poi nt er Excepti on,

java. | ang. Arrayl ndexQut Of BoundsExcepti on,
Tool ki t Excepti on

524.2.1.1 Normal execution

. CRRN1: The method shall build aDISPLAY TEXT proactive command in the ProactiveHandler, using
qualifier, decs and buffer parameters. Comprehension required flags are set.

. CRRNZ2: A call to this method clears the handler then initializesit.
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CRRN3: No TLV is selected after a call to the method.
. CRRN4: The DISPLAY TEXT command is not sent by the method.
. CRRNS5: The Command Number may take any val ue between 01h and FEh.

. CRRNG: If length is equal to zero, then the Text String TLV inserted in the command isa null text string TLV
as defined in TS 101 267 [15].

5.24.21.2 Parameter errors
. CRRP1: The method shall throw NullPointerException if buffer is null.

. CRRP2: If offset or length or both would cause access outside array bounds, an
Arrayl ndexOutOfBoundsException shall be thrown.

524.2.1.3 Context errors

. CRRCL1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler istoo small
to put the requested data.

5.24.2.2 Test area files
Test Source: Test_Api_2 Pah Indt.java
Test Applet: Api_2 Pah Indt_1.java

Cap File: api_2 pah_indt.cap.
5.2.4.2.3 Test coverage
CRR number Test case number
N1 8,9, 10,11, 12,13, 14, 15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
N6 16
P1 1
P2 2,3,45,6
C1 21
5.24.2.4 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown
i ni t Di splayText ()
buf fer = NULL
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
i ni tDi splayText () n is thrown
buffer = "Text"
offset = 5
length = 0
3 offset <0 ArraylndexOutOfBoundsExceptio
ini tDi splayText () n is thrown
buffer = "Text"
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
i ni tDi splayText () n is thrown
buffer = "Text"
offset = 0
length = 5
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Id Description API Expectation APDU Expectation
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
ini tDi splayText() n is thrown
buffer = "Text"
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
i ni tDi splayText () n is thrown
buffer = "Text"
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown
i ni t Di spl ayText ()
qualifier = 0
dcs = 4
buffer = "TextA"
offset = 0
length = 5
Verify the command number value Command number between 01h
and FEh
8 Send the command DISPLAY TEXT Proactive
command
qualifier = 00h
dcs = 4
Text = "Text A"
9 | Successful call, buffer is part of a buffer with DISPLAY TEXT Proactive
the end part command
Send the command
i ni t Di spl ayText () qualifier = 00h
qualifier =0 dcs = 4
dcs = 4 Text = "TextB"
buf fer = "12Text B"
offset = 2
length = 5
10 | Successful call, buffer is part of a buffer with DISPLAY TEXT Proactive
the first part command
Send the command
i ni t Di spl ayText () qualifier = 00h
qualifier =0 dcs = 4
dcs = 4 Text = "TextC'
buf fer = "TextCl2"
offset = 0
length = 5
11 Successful call, buffer is part of a buffer DISPLAY TEXT Proactive
Send the command command
i ni t Di spl ayText ()
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "12Text D34" Text = "TextD'
offset = 2
length = 5
12 Successful call, qualifier = 81h DISPLAY TEXT Proactive

Send the command
i ni tDi spl ayText ()
qualifier = 81h

command

qualifier = 81h

dcs = 4 dcs = 4

buffer = "TextE" Text = "TextE"
offset = 0

length = 5
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Id Description API Expectation APDU Expectation
13 Successful call, DCS=0 (7 bits) DISPLAY TEXT Proactive
Send the command command
i ni t Di spl ayText ()
qualifier =0 qualifier = 00h
dcs = 0 dcs = 0
buf fer = "TextF" Text = "TextF"
offset = 0
length = 5
14 Successful call, DCS=8 (UCS2) DISPLAY TEXT Proactive
Send the command command
i ni tDi spl ayText ()
qualifier =0 qualifier = 00h
dcs = 8 dcs = 8
buffer = "TextG' Text = "TextG'
offset = 0
length = 5
15 Call the initDisplayText() method with any DISPLAY TEXT Proactive
value command
Then build and send a DISPLAY TEXT
command qualifier = 00h
qualifier = 0 dcs = 4
dcs = 4 Text = "Text HText H'
buf fer = "Text HText H'
offset = 0
length = 10
16 Successful call, text length is zero DISPLAY TEXT Proactive
Send the command command
i ni t Di spl ayText ()
qualifier = 0 qualifier = 00h
dcs = 4 Text String TLV = 8D 00
buf fer = "Text HText H'
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initDisplayText() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh DISPLAY TEXT Proactive
i ni tDi splayText () command
qualifier = 0
dcs = 4 Text String TLV =
buffer = "UUU.." 8D 7F 04 55 55...
offset = 0
I ength = 7Eh
19 Successful call, buffer length = 7Fh DISPLAY TEXT Proactive
i ni t Di spl ayText () command
qualifier = 0
dcs = 4 Text String TLV = 8D 81
buffer = "UUU.." 80 04 55 55...
offset = 0
length = 7Fh
20 Successful call, buffer length = 240 DISPLAY TEXT Proactive
i ni tDi spl ayText () command
Qualifier =0
dcs = 4 Text String TLV =
buffer = "UWU.." 8D 81 F1 04 55 55...
offset = 0
| ength = 240
21 Call the initDisplayText() method with atoo |HANDLER_OVERFLOW
long buffer ToolkitException is thrown
qualifier = 0
dcs = 4
buf fer = "XXXX.."
offset = 0
length = 241
22 | Call the initDisplayText() without sending the No proactive command shall
command be sent expected status is
'9000
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5.24.3 Method initGetinkey

Test Area Reference: Api_2 Pah Ingk.

5.24.3.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnkey(byte qualifier,
byte dcs,
byte[] buffer,
short offset,
short | ength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arr ayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

524.3.1.1 Normal execution

. CRRN1: The method shall build a GET INKEY proactive command in the ProactiveHandler, using qualifier,
dcs and buffer parameters. Comprehension Reguired flags are set.

. CRRN2: A call to this method clears the handler then initializesiit.

. CRRN3: No TLV is selected after acal to the method.

. CRRN4: The GET INKEY command is not sent by the method.

. CRRN5: The Command Number may take any val ue between 01h and FEh.

. CRRNG: If length is equal to zero, then the Text String TLV inserted in the command isanull text string TLV
as defined in TS 101 267 [15].

5.24.31.2 Parameter errors
. CRRP1: The method shall throw NullPointerException if buffer is null.

. CRRP1: If offset or length or both would cause access outside array bounds, a
Arrayl ndexOutOfBoundsException shall be thrown.

5.243.1.3 Context errors

. CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler isto small to
put the requested data.

5.2.4.3.2 Test area files
Test Source: Test_ Api_2 Pah Ingk.java.
Test Applet: Api_2 Pah Ingk_1.java

Cap File: api_2 pah_ingk.cap.
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5.2.4.3.3 Test coverage
CRR number Test case number
N1 8,9,10,11, 12, 13, 14, 15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
N6 16
P1 1
P2 2,3,4,5,6
C1 21
5.24.3.4 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown

initGetlnkey()
buffer = NULL

2 offset > buffer.length ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset = 5
3 offset <0 ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset = 3
length = 2
6 length <0 ArrayIndexOutOfBoundsExceptio
i ni tGetlnkey() n is thrown
buffer = "Text"
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown

i nitGetlnkey()
qualifier = 0

dcs = 4
buffer = "TextA"
offset = 0
length = 5
Verify the command number value Command number between 01h
and FEh
8 Send the command GET INKEY Proactive
command
qualifier = 00h
dcs = 4
Text = "Text A"
9 | Successful call, buffer is part of a buffer with GET INKEY Proactive
the end part command
initGetlnkey()
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "12Text B" Text = "TextB"
offset = 2
length = 5
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Id Description API Expectation APDU Expectation
10 | Successful call, buffer is part of a buffer with GET INKEY Proactive

the first part
i nitGetlnkey()
qualifier =0

dcs = 4

buffer = "TextCl2"
offset = 0

length = 5

command

qualifier = 00h
dcs = 4
Text = "TextC'

11

Successful call, buffer is part of a buffer
Send the command
i nitGetlnkey()
qualifier =0

dcs = 4

buffer = "12Text D34"
offset = 2

length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 4
Text = "TextD'

12

Successful call, qualifier = 81h
initGetlnkey()
qualifier = 81h

dcs = 4

buffer = "TextE"
offset =0
length = 5

GET INKEY Proactive
command

qualifier = 81h
dcs = 4
Text = "TextE"

13

Successful call, DCS=0 (7 bits)
i nitGetlnkey()
qualifier = 0

dcs = 0

buffer = "TextF"
offset = 0
length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 0
Text = "TextF"

14

Successful call, DCS=8 (UCS2)
initGetlnkey()
qualifier =0

dcs = 8

buffer = "TextG'
offset =0
length = 5

GET INKEY Proactive
command

qualifier = 00h
dcs = 8
Text = "TextG'

15

Call the initGetIinkey() method with any value
Then build and send a GET INKEY command
qualifier = 0

dcs = 4

buffer = "TextHText H'
offset =0

length = 10

GET INKEY Proactive
command

qualifier = 00h
dcs = 4
Text = "Text HText H'

16

Successful call, text length is zero
Send the command
i nitGetlnkey()
qualifier = 0

GET INKEY Proactive
command

qualifier = 00h

dcs = 4 Text String TLV = 8D 00
buf fer = "TextHTextH'
offset = 0
length = 0
17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetIinkey() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INKEY Proactive

initGetlnkey()
qualifier =0

dcs = 4

buffer = "UUU.."
offset =0
length = 7Eh

command

Text String TLV =
8D 7F 04 55 55...

19

Successful call, buffer length = 7Fh
initGetlnkey()
qualifier = 0

dcs = 4

buf fer = "UUU..!
offset =0

I ength = 7Fh

GET INKEY Proactive
command

Text String TLV = 8D 81
80 04 55 55...
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Id Description API Expectation APDU Expectation
20 Successful call, buffer length = 240 GET INKEY Proactive

initGetlnkey()
Qualifier =0

command

dcs = 4 Text String TLV =
buffer = "UUU.." 8D 81 F1 04 55 55...
offset = 0
| ength = 240
21 | Call the initGetinkey() method with a too long |HANDLER_OVERFLOW
buffer ToolkitException is thrown
qualifier =0
dcs = 4
buf fer = "XXXX."
offset = 0
length = 241
22 Call the initGetinkey() without sending the No proactive command shall
command be sent expected status is
'9000
5.24.4 Method initGetlnput

Test Area Reference: Api_2 Pah_Ingp.

5.24.4.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void initGetlnput(byte qualifier,
byte dcs,
byte[] buffer,
short of fset,
short |ength,
short m nRespLength,
short maxResplLengt h)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

524.4.1.1 Normal execution

. CRRN1: The method shall build a GET INPUT proactive command in the ProactiveHandler, using qualifier,
dcs, buffer, minRespLength and maxRespL ength parameters. Comprehension Required flags are set.

. CRRNZ2: A call to this method clears the handler then initializesit.
. CRRN3: No TLV isselected after acall to the method.

. CRRN4: The GET INPUT command is not sent by the method.

. CRRN5: The Command Number may take any val ue between 01h and FEh.

. CRRNEG: If length is equal to zero, then the Text String TLV inserted in the command is anull text string TLV

as defined in TS 101 267 [15].

5.244.1.2 Parameter errors

. CRRP1: The method shall throw NullPointerException if buffer is null.

. CRRP2: If offset or length or both would cause access outside array bounds, a

Arrayl ndexOutOf BoundsException shall be thrown.

5.24.4.1.3 Context errors

. CRRC1: A ToolkitException.HANDLER_OVERFLOW shall be thrown if the ProactiveHandler isto small to

put the requested data.
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5.2.4.4.2 Test area files
Test Source: Test Api_2 Pah Ingp.java
Test Applet: Api_2 Pah Ingp 1.java

Cap File: api_2 pah _ingp.cap.
5.2.4.4.3 Test coverage
CRR number Test case number
N1 8,9, 10, 11, 12, 13, 14, 15, 16, 18, 19, 20
N2 15
N3 17
N4 22
N5 7
N6 16
P1 1
P2 2,3,45,6
C1 21
5.24.4.4 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to buffer NullPointerException is thrown

i nitGetlnput()
buffer = NULL

2 offset > buffer.length ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset =5
3 offset <0 ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset = -1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
initGetlnkey() n is thrown
buffer = "Text"
offset = 0
length = 5
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio
initGetlnkey() n is thrown
buffer = "Text"
offset = 3
length = 2
6 length <0 ArraylndexOutOfBoundsExceptio
i nitGetlnkey() n is thrown
buffer = "Text"
offset = 3
length = -1
7 Successful call, buffer is the whole buffer No exception is thrown

initGetlnkey()
qualifier = 0
dcs = 4
buf fer
of f set 0

I ength 5

m nResplLengt h 00h
maxResplLengt h FFh

"Text A"

Verify the command number value Command number between 01h
and FEh

8 Send the command GET INPUT Proactive
command

qualifier = 00h
dcs = 4

Text = "TextA"
M n Length = 00h
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Id Description API Expectation APDU Expectation

Max Length = FFh
9 | Successful call, buffer is part of a buffer with GET INPUT Proactive

the end part
Send the command
i nitGetlnkey()
qualifier =0

dcs = 4

buf fer = "12Text B"
offset = 2

length = 5

m nRespLength = 10h
nmaxResplLength = FFh

command

qualifier = 00h
dcs = 4

Text = "TextB"
Mn Length = 10h
Max Length = FFh

10 | Successful call, buffer is part of a buffer with GET INPUT Proactive
the first part command
Send the command
i ni t Get | nkey() qualifier = 00h
qualifier = 0 dcs = 4
dcs = 4 Text = "TextC'
buf fer = "TextCl2" Mn Length = FFh
offset = 0 Max Length = FFh
length = 5
m nRespLength = FFh
maxResplLengt h = FFh
11 Successful call, buffer is part of a buffer GET INPUT Proactive
Send the command command
i nitGetlnkey()
qualifier =0 qualifier = 00h
dcs = 4 dcs = 4
buf fer = "12Text D34" Text = "TextD'
offset = 2 M n Length = 00h
length = 5 Max Length = 0Oh
m nRespLength = 00h
nmaxRespLengt h = 00h
12 Successful call, qualifier = 81h GET INPUT Proactive
ini tGetlnkey() command
qualifier = 81h
dcs = 4 qualifier = 81h
buffer = "TextE" dcs = 4
offset = 0 Text = "TextE"
length = 5 M n Length = 00h
m nRespLength = 00h Max Length = 10h
maxRespLengt h = 10h
13 Successful call, DCS=0 (7 bits) GET INPUT Proactive
initGetlnkey() command
qualifier = 0
dcs =0 qual i fier = 00h
buffer = "TextF" dcs = 0
offset = 0 Text = "TextF"
length = 5 Mn Length = 10h
m nRespLength = 10h Max Length = 10h
maxRespLengt h = 10h
14 Successful call, DCS=8 (UCS2) GET INPUT Proactive
ini tCGetlnkey() command
qualifier = 0
dcs = 8 qual i fier = 00h
buffer = "TextG' dcs = 8
offset = 0 Text = "TextG'
length = 5 M n Length = 00h
m nRespLength = 00h Max Length = FFh
maxRespLengt h = FFh
15 | Call the initGetinput() method with any value GET INPUT Proactive

Then build and send a GET INPUT command
qualifier = 0

dcs = 4

buffer = "TextHTextH'
offset = 0

length = 10

m nRespLengt h = 00h
nmaxRespLength = 10h

command

qualifier = 00h

dcs = 4

Text = "Text HTextH'
M n Length = 00h
Max Length = 10h

ETSI




Release 6 207 ETSI TS 102 268 V6.0.0 (2007-03)
Id Description API Expectation APDU Expectation
16 Successful call, text length is zero GET INPUT Proactive

Send the command
i nitGetlnkey()
qualifier =0

dcs = 4

buffer = "Text HText H'
offset = 0

length = 0

m nRespLengt h = 00h
maxRespLengt h = 10h

command

qualifier = 00h

Text String TLV = 8D 00
M n Length 00h

Max Length 10h

17 Select a TLV in the ProactiveHandler UNAVAILABLE_ELEMENT
Call the initGetinput() method ToolkitException is thrown by
Call the getValueLength() method getValueLength()
18 Successful call, buffer length = 7Eh GET INPUT Proactive
initGetlnkey()qualifier =0 command
dcs = 4
buffer = "UWU.. Text String TLV =
offset = 0 8D 7F 04 55 55...
I ength = 7Eh M n Length = 00h
m nRespLength = 00h Max Length = 10h

maxResplLength = 10h

19

Successful call, buffer length = 7Fh
i nitGetlnkey()
qualifier = 0
dcs = 4
buf f er "UuU.Y
of f set 0
length = 7Fh
m nResplLengt h 00h
maxResplLengt h 10h

GET INPUT Proactive
command

Text String TLV = 8D 81
80 04 55 55...

M n Length
Max Lengt h

00h
10h

20

Successful call, buffer length = 236
initGetlnkey()
Qualifier =0

dcs = 4

buffer = "UUU.."
offset =0
length = 236

m nRespLengt h = 00h
nmaxRespLength = 10h

GET INPUT Proactive
command

Text String TLV =
8D 81 ED 04 55 55...

21

Call the initGetIinput() method with a too long

buffer
qualifier = 0
dcs = 4
buf fer = "XXXX.."
offset = 0
| ength = 237

m nRespLengt h = 00h
maxRespLengt h = 10h

HANDLER_OVERFLOW
ToolkitException is thrown

22 Call the initGetInput() without sending the No proactive command shall
command be sent expected status is
‘9000
5.2.45 Method send

Test Area Reference: Api_2 Pah Send.

5.245.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte send()

5.24511

Normal execution

CRRN1: The send() method send the current proactive command to the mobile.

CRRN2: The returned byte is equal to general result of the command (first byte of Result TLV in Terminal

Response).

ETSI




Release 6

208

ETSI TS 102 268 V6.0.0 (2007-03)

. CRRN3: The handler remains unchanged after acall to send() method until the use of initXX() or

appendTLV().

. CRRN4: Thereis no invocation of select() or deselect() method.

. CRRNS5: A pending toolkit applet transaction at the method invocation is aborted.

5.245.1.2 Parameter errors

No requirements.

5.245.1.3 Context errors

. CRRC1: A ToolkitException.UNAVAILABLE_ELEMENT shall be thrown is the Result Comprehension

TLV ismissing in Terminal Response.

. CRRC2: A ToolkitException.OUT_OF TLV_BOUNDARIES shal be thrown if the general result byteis
missing in the Result Comprehension TLV in Terminal Response.

. CRRC3: A ToolkitException. COMMAND_NOT_ALLOWED shall be thrown if the proactive command to be
sent is not allowed by the CAT Runtime Environment.

. CRRC4: A ToolkitException. COMMAND_NOT_ALLOWED shall be thrown if one parameter of the

proactive command to be sent is not allowed by the CAT Runtime Environment.

5.2.45.2 Test area files

Test Source: Test Api_2 Pah_Send.java.
Test Applet: Api_2 Pah Send 1.java

Cap File: api_2 pah send.cap.
5.2.45.3 Test coverage
CRR number Test case number
N1 1,3,57,910,11,12,13,14
N2 2,4,6,8,14
N3 12
N4 13
N5 checked in the CAT Runtime Environment test : Cre_Api_Tran (test case 1)
C1 15
C2 16
C3 checked in the CAT Runtime Environment test : Fwk_Pcs_Pcco (test case 1)
C4 checked in the CAT Runtime Environment test : Fwk Pcs Pcco (test cases 2 to 3)
5.2454 Test procedure
Id Description API Expectation APDU Expectation
1 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = ' Text
2 | Terminal Response with General Result =00 |Result of send() is 00h
Result TLV = 03 01 00 (conmand perforned
successful ly)
3 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = ' Text
4 | Terminal Response with General Result = 01, [Result of send() is 01h
without Additional information on result
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Description

API Expectation

APDU Expectation

Result TLV = 03 01 01 (command perforned
with partial conprehension)

5 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text'
6 | Terminal Response with General Result = 01, |Result of send() is 01h
with Additional information on result
Result TLV = 03 02 01 55 (conmand
perforned with partial conprehension)
7 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
qualifier = 00h command
dcs = 04h
buffer = 'Text'
8 | Terminal Response with General Result =02 [Result of send() is 02h
Result TLV = 03 04 02 65 43 21 (Mssing
i nf ormati on)
9 Build and send a 7Fh byte command DISPLAY TEXT Proactive
(DISPLAY TEXT) command
qualifier = 00h
dcs = 04h BER-TLV = DO 7F
buf fer = "UUUWU..! Text String TLV = 8D 74
l ength = 73h 04 55 55 55...
10 [Build and send a 80h byte command (DISPLAY DISPLAY TEXT Proactive
TEXT) command
qualifier = 00h
dcs = 04h BER-TLV = DO 81 80
buf fer = "UUUW.." Text String TLV = 8D 75
| ength = 74h 04 55 55 55...
11 | Build and send a maximum length command DISPLAY TEXT Proactive
(length of the handler should be 253) command
DI SPLAY TEXT: BER-TLV = DO 81 FD
Qualifier =0 Text String TLV = 8D 81
dcs = 4 F1 04 55 55...
buffer = "UUU.."
offset = 0
| ength = 240
12 Verify that the Proactive Handler is not
modified after a send()
Build a DISPLAY TEXT command
Copy ProactiveHandler to source byte array
Send command
Copy ProactiveHandler to destination byte
array
Compare source and destination Source and destination are
identical
13 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
Verify there is no invocation of select() or command
deselect() method.
14 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command
Terminal Response with 2 Result TLV Result of send() is 02h
1st Result TLV = 03 02 02 12
2nd Result TLV = 03 03 03 34 56
15 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive

command

Terminal Response without Result
Comprehension TLV

ELEMENT is thrown by send()

ToolkitException.UNAVAILABLE_
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Id Description API Expectation APDU Expectation
16 Build and send a DISPLAY TEXT command DISPLAY TEXT Proactive
command

Terminal Response without general result byte [ToolkitException.OUT_OF_TLV_
in the Comprehension TLV BOUNDARIES is thrown by
send()

Result TLV = 03 00

5.2.4.6 Method getLength

Test Area Reference Api_2 Pah Glen.

5.2.4.6.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
throws Tool ki t Exception

5246.1.1 Normal execution

. CRRNLI1: returnsthe length in bytes of the TLV list.

5.24.6.1.2 Parameter errors

No requirements.

5.24.6.1.3 Context errors

. CRRC1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.4.6.2 Test area files
Test Source: Test Api_2 Pah Glenjava
Test Applet: Api_2 Pah Glen_1java

Cap File: api_2 pah glen.cap.
5.2.4.6.3 Test coverage
CRR number Test case number

N1 1,2,3 4,5

C1l Does not apply for Proactive Handler
5.246.4 Test procedure
Id Description API Expectation APDU Expectation
1 Clear the handler Result of getLength() is 0

get Lengt h()

2 Call the init() method Result of getLength() is 9
get Lengt h()

3 | Call the initDisplayText() method, with buffer |Result of getLength() is 253
length =240
get Lengt h()
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Id Description API Expectation APDU Expectation
4 Build a 7Fh Proactive Handler Result of getLength() is 7Fh

get Lengt h()

5 Build a 80h Proactive Handler Result of getLength() is 80h
get Lengt h()

5.24.7 Method copy
Test Area Reference Api_2 Pah Copy.

5.24.7.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

524.7.1.1 Normal execution

. CRRN1: copiesthe Comprehension TLV list contained in the handler to the destination byte array.

. CRRN2: returns dstOffset + dstLength.

5247.1.2 Parameter errors

. CRRPL1: if dstBuffer is null a NullPointerException is thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,

an ArraylndexOutOfBoundsException is thrown.

. CRRP3: if dstLength is grater than the length of the Comprehension TLV List, an instance of

ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF _TLV_BOUNDARIES.

5.24.7.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.4.7.2 Test area files
Test Source: Test_Api_2 Pah Copy.java
Test Applet: Api_2 Pah Copy ljava.

Cap File: api_2 pah copy.cap.
5.2.4.7.3 Test coverage
CRR number Test case number
N1 9,11, 13
N2 8,10, 12
P1 1
P2 2,3,4,5,6
P3 7
C1l Does not apply for ProactiveHandler
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5.24.7.4 Test procedure
Id Description API Expectation APDU Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
2 Call the init() method
DstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
copy() n is thrown
dstBuffer.length = 5
dstOfset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
copy() n is thrown
dstBuffer.length = 5
dstOfset = -1
dstlLength = 1
4 DstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
copy() n is thrown
dstBuffer.length = 5
dstOffset = 0
dstlLength = 6
5 dstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsExceptio
copy() n is thrown
dstBuffer.length = 5
dstOffset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
copy() n is thrown
dstBuffer.length = 5
dstOfset = 0
dstlLength = -1
7 |dstLength > length of the Comprehension TLV |ToolkitException.OUT_OF TLV_
list BOUNDARIES is thrown
copy()
dstBuffer.length = 10
dstOffset = 0
dstLength = 10
8 | Successful call, dstBuffer is the whole buffer |Result of copy() is 9
co
ds?)éfnzfer. length = 9
dstOffset = 0
dstlLength = 9
9 Compare the buffer Result of arrayCompare() is 0
10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 12
co
dsféggfer. length = 15
dstOfset = 3
dstLength = 9
11 Compare the whole buffer Result of arrayCompare() is 0
12 | Successful call, dstBuffer is part of a buffer |Result of copy() is 9
co
ds?éﬁgfer. length = 15
dstOffset = 3
dstlLength = 6
13 Compare the whole buffer Result of arrayCompare() is 0
5.2.4.8 Method findTLV

Test Area Reference Api_2 Pah Find.

5.248.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag,

byt e occurrence)
t hrows Tool ki t Excepti on
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Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):

. CRRN1: the method is successful if the required occurrence exists then the corresponding TLV becomes

current.

. CRRNZ2: if the method is successful theniit returns TLV_FOUND_CR_SET when Comprehension Required

flag is set.

. CRRNS: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension

Required flag is not set.

. CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined

and TLV_NOT_FOUND is returned.

. CRRNS5: The search method is comprehension required flag independent.

5248.1.2 Parameter errors

. CRRP1.: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be

thrown. The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

5.2.4.8.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.48.2 Test area files
Test Source: Test Api_2 Pah Findjava
Test Applet: Api_2 Pah Find 1.java
Cap File: api_2 pah find.cap.
5.2.4.8.4 Test coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10, 11
N4 6,78,9
N5 12,13
P1 1
C1 Does not apply for Proactive Handler
5.2.4.8.3 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler
Invalid input parameter ToolkitException.BAD_INPUT_PA
findTLV() RAMETER is thrown
Qccurrence = 0
2 Call the init() method
Search 1st TLV Resultis TLV_FOUND_CR_SET
findTLV()
Tag = O1lh
Qccurrence = 1
3 Call the getValueLength() method Result is 03h
4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 02h
Qccurrence = 1
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5 Call the getValueLength() method Result is 02h
6 Select a TLV (tag 02h)
Search awrong tag Resultis TLV_NOT_FOUND
findTLV()
Tag = 03h
Qccurrence = 1
7 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
findTLV()
Tag = Olh
Qccurrence = 2
9 Call the getValueLength() method ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
10 Append a TLV with tag=02h
Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 02h
Qccurrence = 2
11 Append a TLV with tag=04h
Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 04h
Qccurrence = 1
12 Search tag 81h Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 81h
Qccurrence = 1
13 Search tag 84h Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 84h
Qccurrence = 1
5.2.4.9 Method getValuelLength
Test Area Reference Api_2 Pah Gvle.
5.2.49.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()
throws Tool ki t Excepti on
5.249.1.1 Normal execution
the handler.
5249.1.2 Parameter errors
No reguirements.
5.249.1.3 Context errors

CRRNL1: gets and returns the binary length of the value field for the last TLV element which has been found in

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be

ToolkitException.HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason

code shall be ToolkitException.UNAVAILABLE _ELEMENT.
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5.2.4.9.2

Test Source:

Test Applet:

Cap File:

5.2.49.3

5.24.9.4

Test area files

Test Api_2 Pah Gvlejava

Api_2 Pah Gvle 1.java

api_2 pah_gvle.cap.

Test coverage
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CRR number

Test case number

N1

2,3,45,6

C1

Does not apply for Proactive Handler

Cc2

1

Test procedure

ETSI TS 102 268 V6.0.0 (2007-03)

Description

API Expectation

APDU Expectation

Call the init() method

get Val ueLengt h()

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

2 Call the appendTLV() method

tag = 0D

val ueX f set
val ueLengt h

0
0

Search TLV 0Dh (Text String TLV)

get Val ueLengt h()

Result is 00h

3 Call the initDisplayText() method

length =

1 (+ dcs byte)

Search TLV 0Dh (Text String TLV)

get Val ueLengt h()

Result is 02h

4 Call the initDisplayText() method

length = 7Eh (+ dcs byte)

Search TLV ODh (Text String TLV)

get Val ueLengt h()

Result is 7Fh

5 Call the initDisplayText() method

length = 7Fh (+ dcs byte)

Search TLV 0Dh (Text String TLV)

get Val ueLengt h()

Result is 80h

6 Call the initDisplayText() method

I ength = FOh (maxi numtext |ength)

Search TLV 0Dh (Text String TLV)

get Val ueLengt h()

Result is F1h

5.2.4.10

Method getValueByte

Test Area Reference Api_2 Pah Gvby.

5.2.4.10.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueCkfset)

5.2.4.10.1.1

t hrows Tool ki t Exception

Normal execution

. CRRN1: Getsabyte fromthe last TLV element which has been found in the handler and returnsits value (1

byte).
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5.2.4.10.1.2 Parameter errors

. CRRP1: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.24.10.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.4.10.2 Test area files
Test Source: Test Api_2 Pah Gvby.java
Test Applet: Api_2 Pah Gvby 1.java.

Cap File: api_2 pah_gvby.cap.
5.2.4.10.3 Test coverage
CRR number Test case number
N1 3,4,56,7,8
P1 2
C1 Does not apply for Proactive Handler
Cc2 1
5.2.4.104 Test procedure
Id Description API Expectation APDU Expectation
1 Call the init() method
type = FFh
qualifier = FEh
destinati on = FDh
getValueByte(0) ToolkitException.UNAVAILABLE_
ELEMENT is thrown
2 Search TLV 01h (Command Details TLV)
getValueByte(3) ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown
3 Search TLV 01h (Command Details TLV)
getValueByte(2) Result is FEh (qualifier)
4 Search TLV 02h (Device Identities TLV)
getValueByte(0) Result is 81h (Source)
5 initDisplayText()
buffer = 00 01 ...7D
I ength = 7Eh
Search TLV 0Dh (Text String TLV)
getValueByte(7E) Resultis 7Dh
6 initDisplayText()
buffer = 00 01 ...7D 7E
length = 7Fh
Search TLV 0Dh (Text String TLV)
getValueByte(7E) Resultis 7Dh
7 getValueByte(7F) Resultis 7Eh
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Id Description API Expectation APDU Expectation
8 initDisplayText()
buffer = 00 01 ...EF
I ength = FOh
Search TLV 0Dh (Text String TLV)
getValueByte(F0) Result is EFh

5.24.11 Method copyValue
Test Area Reference Api_2 Pah Cpyv

5.24.11.1 Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueO fset,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arr ayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

524.11.1.1 Normal execution
. CRRNZ1: copies apart of the last TLV element which has been found, into a destination. buffer.

. CRRN2: returns dstOffset + dstLength.

524.11.1.2 Parameter errors
. CRRPL1: if dstBuffer is null NullPointerException is thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException is thrown.

. CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF TLV_BOUNDARIES.

5.24.11.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.4.11.2 Test area files
Test Source: Test Api_2 Pah_Cpyv.java.
Test Applet: Api_2 Pah Cpyv_1ljava
Cap File: api_2 pah_cpyv.cap.
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5.2.4.11.3 Test coverage
CRR number Test case number

N1 13,15

N2 12,14

P1 1

P2 2,3,4,56

P3 7,8,9,10

Cl Does not apply for Proactive Handler

Cc2 11
5.24.11.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler

Selecta TLV

copyVal ue() with a null dstBuffer

NullPointerException is thrown

2 initDisplayText() with length =15
Sel ect Text String TLV
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 6
dstLength = 0
3 dstOffset <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = -1
dstlLength = 1
4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = 0
dstlLength = 6
5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 3
dstlLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 0
dstlLength = -1
7 initDisplayText() with length =5
Sel ect Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueCffset = 7
dstBuffer.length = 15
dstOfset = 0
dstLength = 0
8 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
valueCffset < 0 BOUNDARIES is thrown
copyVal ue()
valueOffset = -1
dstBuffer.length = 15
dstOfset = 0
dstlLength = 1
9 [Select Text String TLV] ToolkitException.OUT_OF_TLV_

dstLength > Text String length
copyVal ue()

valueOffset = 0
dstBuffer.length = 15

dst O f set 0

dst Length 7

BOUNDARIES is thrown
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Id Description API Expectation APDU Expectation
10 [Select Text String TLV] ToolkitException.OUT_OF_TLV_

val ueOffset + dstLength > Text String BOUNDARIES is thrown

l ength

copyVal ue()
valueCffset = 2
dstBuffer.length = 15
dstOffset = 0

dstLength=5

11 Initialize the handler
copyValue() ToolkitException.UNAVAILABLE_
ELEMENT is thrown
12 initDisplayText()
dcs = 4

buffer = 00 01 ...0F
Sel ect Text String TLV

copyVal ue()
valueOffset = 0
dstBuffer.length = 17
dst O f set 0

dst Lengt h 17

Successful call Result of copyValue() is 17

13 Compare buffer Result is 00h
buffer = 04 00 01 ...OF

14 Initialize dstBuffer
dstBuffer = 55 55 ...55

copyVal ue()

val ueCf fset = 2
dstBuffer.length = 20
dstOfset = 3
dstlLength = 12

Successful call Result of copyValue() is 15

15 Compare buffer Result is 00h
buffer =

55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0OC
55 55 55 55 55

5.2.4.12 Method compareValue

Test Area Reference Api_2 Pah Cprv.

5.2.4.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueO fset,
byte[] conpareBuffer,
short conpareOfset,
short conparelLength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.24.12.1.1 Normal execution
Comparesthe last found TLV element with a buffer:

. CRRN1.: returns O if identical.

. CRRNZ2: returns -1 if the first miscomparing bytein Comprehension TLV List islessthan that in

compareBuffer.

. CRRN3: returns 1 if the first miscomparing byte in Comprehension TLV List is greater than that in

compareBuffer.
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5.24.12.1.2 Parameter errors
. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset or comparelength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

. CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF TLV_BOUNDARIES.

52412.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

. CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.UNAVAILABLE_ELEMENT.

5.2.4.12.2 Test area files
Test Source: Test Api_2 Pah_Cprv.java.
Test Applet: Api_2 Pah Cprv_1.java

Cap File: api_2 pah cprv.cap.
5.2.4.12.3 Test coverage
CRR number Test case number
N1 12,15
N2 13,16
N3 14,17, 18
P1 1
P2 2,3,4,56
P3 7,8,9,10
C1l Does not apply for Proactive Handler
C2 11
5.24.12.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler
Selecta TLV

compareValue() with a null compareBuffer  |NullPointerException is thrown

2 initDisplayText() with length =15
Sel ect Text String TLV
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown

compareBuffer.length = 5
conpareCffset = 6
conparelLength = 0

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length = 5
conpareOffset = -1
conparelLength = 1

4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length = 5
conpareOfset = 0
conparelLength = 6
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Description

API Expectation

APDU Expectation

compareOffset + compareLength
>compareBuffer.length
conpar eVal ue()
compareBuffer.length = 5
conpareC fset = 3
conparelLength = 3

ArraylndexOutOfBoundsExceptio
n is thrown

6 compareLength <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
compareBuffer.length =5
compareOffset = 0
compareLength = -1

7 initDisplayText() with length =5

Select Text String TLV
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueCffset = 7
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 0

8 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
valueOf fset < 0 BOUNDARIES is thrown
conpar eVal ue()
valueOffset = -1
conpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 1

9 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
conmparelLength > Text String |length BOUNDARIES is thrown
conpar eVal ue()
valueOffset = 0
conpareBuffer.length = 15
conpareCffset = 0
conparelLength = 7

10 [Select Text String TLV] ToolkitException.OUT_OF_TLV_
val ue f set + conmpareLength > Text String |BOUNDARIES is thrown
I ength
conpar eVal ue()
valuef fset = 2
conmpareBuffer.length = 15
conmpareOfset = 0
conparelLength = 5

11 Initialize the handler

compareValue() ToolkitException.UNAVAILABLE _
ELEMENT is thrown

12 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Sel ect Text String TLV

Initialize compareBuffer
conpar eBuffer =
04 00 01 ...0F

Compare buffers Result is 00h

conpar eVal ue()
valueOffset = 0
conpareOfset = 0
conpareLength = 17

13 Initialize compareBuffer
conpar eBuffer =
04 00 01 02 03
04 05 06 07 08
05 OA 0B OC 0D
OE 10

Compare buffers with same parameters Resultis -1

14 Initialize compareBuffer
conpar eBuf fer =
03 00 01 ...0F

Compare buffers with same parameters Resultis +1
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Id Description API Expectation APDU Expectation

15 Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers Result is 00h
conpar eVal ue()
val ue f set =
conpar e f set
conpar eLengt h

3
12

mnimmnN

16 Initialize compareBuffer
conpar eBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers with same parameters Resultis -1

17 Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55

Compare buffers with same parameters Resultis +1

18 Initialize compareBuffer
conpar eBuf fer =
55 55 55 99 03
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55

Compare buffers with same parameters Resultis +1

5.2.4.13 Method findAndCopyValue(byte tag, byte[] dstBuffer, short valueOffset)
Test Area Reference Api_2 Pah Facyb Bs.

5.2.4.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.4.13.1.1 Normal execution

. CRRNL1: looks for the first occurrence of aTLV element from the beginning of a TLV list and copy its vaue
into a destination buffer.

. CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of
the copied value is returned.

. CRRN4: The search method is comprehension required flag independent.
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5.2.4.13.1.2 Parameter errors
. CRRP1: if dstBuffer is null NullPointerException shall be thrown.

. CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOfBoundsException shall be
thrown.

5.24.13.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.4.13.2 Test area files
Test Source: Test Api_2 Pah Facyb Bsjava
Test Applet: Api_2 Pah Facyb Bs ljava

Cap File: api_2 pah facyb bs.cap.
5.2.4.13.3 Test coverage
CRR number Test case number

N1 8,10, 12

N2 6

N3 7,911

N4 13, 14, 15, 16

P1 1

P2 2,3,4,5

C1 Does not apply for Proactive Handler
5.2.4.13.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler

FindAndCopyValue() with a null dstBuffer NullPointerException is thrown

2 InitDisplayText() with length = 15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
tag = ODh

dstBuffer.length = 20
dst OFfset = 21

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown

dstBuffer.length = 20
dstOfset = -1

4 length > dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown

dstBuffer.length = 15
dstOFfset = 0

5 DstOffset + length >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown

Dst Buffer.length = 20
DstOffset = 5

6 initDisplayText()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 03h ELEMENT is thrown
Call the getValueLength() method ToolkitException.UNAVAILABLE_

ELEMENT is thrown.
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Description

API Expectation

APDU Expectation

initDisplayText()
dcs = 4
buffer = 00 01 ...0F

Successful call
fi ndAndCopyVal ue()
Tag = ODh
Dst Buffer.length = 17
Dst Offset = 0

Result of findAndcopyValue() is
17

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

Initialize dstBuffer
dstBuffer = 55 55 ...55

Successful call
fi ndAndCopyVal ue()
dstBuffer.length = 20
dstOFfset = 2

Result of findAndcopyValue() is
19

10

Compare buffer
buffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA OB
0C 0D OE OF 55

Result is 00h

11

initDisplayText()
dcs = 4
buffer = 00 01 ...0F

append a 2nd Text String TLV

Successful call
fi ndAndCopyVal ue()
tag = ODh
dstBuffer.length = 17
dstOffset = 0

Result of findAndcopyValue() is
17

12

Compare buffer
buffer = 04 00 01 ...0F

Result is 00h

13

initDisplayText()
dcs = 4
buffer = 00 01 ...0F

Successful call (with tag 8Dh)
fi ndAndCopyVal ue()
tag = 8Dh
dstBuffer.length = 17
dstOffset =0

Result of findAndcopyValue() is
17

14

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

15

Append tag OFh
buffer = 00 01 ...0F

Successful call (with tag 8Fh)
fi ndAndCopyVal ue()
tag = 8Fh
dstBuffer.length = 16
dstOfset = 0

Result of findAndcopyValue() is
16

16

Compare buffer
buffer = 00 01 ...OF

Result is 00h
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5.2.4.14 Method findAndCopyValue(byte tag, byte occurrence, short valueOffset,
byte[] dstBuffer, short dstOffset, short dstLength)

Test Area Reference Api_2 Pah Facybbs Bss.

5.2.4.141 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
byte occurrence,
short val ueOfset,
byte[] dstBuffer,
short dstOffset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

52.4.14.1.1 Normal execution

. CRRNL1: looks for the indicated occurrence of a TLV element from the beginning of a TLV list and copy its
value into a destination buffer.

. CRRN2: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRN3: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLengthis
returned.

. CRRN4: The search method is comprehension required flag independent.

5.2.4.14.1.2 Parameter errors
. CRRPL1: if dstBuffer is null NullPointerException shall be thrown.

. CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException shall be thrown.

. CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF TLV_BOUNDARIES.

. CRRP4: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD | NPUT_PARAMETER.

5.24.14.1.3 Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.4.14.2 Test area files
Test Source: Test Api_2 Pah Facybbs Bssjava.
Test Applet: Api_2 Pah Facybbs Bss 1.java.

Cap File: api_2 pah facybbs bss.cap.
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5.2.4.14.3 Test coverage
CRR number Test case number

N1 13, 15,17, 19

N2 11

N3 12,14, 16, 18

N4 20, 21, 22, 23

P1 1

P2 2,3,4,5,6

P3 7,8,9, 10

P4 4

C1 Does not apply for ProactiveHandler
5.2.4.14.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler

findAndCopyValue() with a null dstBuffer NullPointerException is thrown

2 initDisplayText() with length = 15
dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown

tag = ODh, occurrence =1
valueOffset = 0
dstBuffer.length = 5

dstOffset = 6
dstLength = 0

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown

dstBuffer.length = 5
dstOffset = -1
dstlLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
findAndCopyVal ue() n is thrown

dstBuffer.length = 5
dstOffset = 0
dstlLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOfset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = 0
dstLength = -1
7 initDisplayText() with length =5
valueOffset > Text String Length ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown

tag = ODh, occurrence =1
valueOffset = 7
dstBuffer.length = 15

dstOffset = 0
dstLength = 0

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
fi ndAndCopyVal ue() BOUNDARIES is thrown
valueOffset = -1

dstBuffer.length = 15
dstOffset = 0
dstlLength = 1

9 dstLength > Text String length ToolkitException.OUT_OF_TLV_
findAndCopyVal ue() BOUNDARIES is thrown
valueOffset = 0
dstBuffer.length = 15
dst O f set 0

dst Length 7
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Id

Description

API Expectation

APDU Expectation

10

valueOffset + dstLength > Text String length

fi ndAndCopyVal ue()
val ueCf fset = 2
dstBuffer.length = 15

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

dstOffset = 0
dstLength = 5
11 InitDisplayText()
Select a TLV (tag 02h)
findAndCopyValue() ToolkitException.UNAVAILABLE_
tag = 0Dh ELEMENT is thrown

occurrence = 2

Call the getValueLength() method

ToolkitException.UNAVAILABLE_
ELEMENT is thrown.

12

initDisplayText()
dcs = 4
buffer = 00 01 ...OF

Successful call
fi ndAndCopyVal ue()
tag = ODh, occurrence =1
valueCffset = 0
dstBuffer.length = 17
dst O f set 0
dst Lengt h 17

Result of findAndCopyValue() is
17

13

Compare buffer
buffer = 04 00 01 ...OF

Result is 00h

14

Initialize dstBuffer
dstBuffer = 55 55 ...55

Successful call
fi ndAndCopyVal ue()
tag = ODh, occurrence =1
valueCf fset = 2
dstBuffer.length = 20
dstOfset = 3
dstlLength = 12

Result of findAndcopyValue() is
15

15

Compare buffer
buffer =
55 55 55 01 02
03 04 05 06 07
08 09 OA 0B 0C
55 55 55 55 55

Result is 00h

16

Append a Text String TLV
tag = 0D

buffer = 00 11 22 33 44 55 (no specific

DCS byt e)

Successful call
fi ndAndCopyVal ue()
tag = ODh, occurrence =1
valueCffset = 0
dstBuffer.length = 17
dst O f set 0
dst Length 17

Result of findAndCopyValue() is
17

17

Compare buffer
buffer = 04 00 01 ...0F

Result is 00h

18

Successful call
fi ndAndCopyVal ue()
tag = ODh, occurrence = 2
valueOffset = 0
dstBuffer.length = 6
dst O f set 0
dst Lengt h 6

Result of findAndCopyValue() is 6

19

Compare buffer
buffer = 00 11 22 33 44 55

Result is 00h
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Id

Description

API Expectation

APDU Expectation

20

initDisplayText()
dcs = 4
buffer = 00 01 ...0F

Successful call (with tag 8Dh)
fi ndAndCopyVal ue()
tag = 8Dh
occurrence = 1
valueOffset = 0
dstBuffer.length = 17
dst O f set 0
dst Length 17

Result of findAndcopyValue() is
17

21

Compare buffer
buffer = 04 00 01 ...0F

Result is 00h

22

Append tag OFh
buffer = 00 01 ...0F

Successful call (with tag 8Fh)
fi ndAndCopyVal ue()
tag = 8Fh
occurrence = 1
valueOffset = 0
dstBuffer.length = 16
dstOffset = 0
dstlLength = 16

Result of findAndcopyValue() is
16

23

Compare buffer
buffer = 00 01 ...OF

Result is 00h

24

Invalid parameter
fi ndAndCopyVal ue()
occurrence = 0

ToolkitException.BAD_INPUT_PA
RAMETER is thrown

5.2.4.15

compareOffset)

Test Area Reference Api_2 Pah Facrb Bs.

5.24.15.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,

5.24.15.1.1

byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

Normal execution

Method findAndCompareValue(byte tag, byte[] compareBuffer, short

Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

CRRN1: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current

TLV isno longer defined.

CRRNZ2: if the method is successful then the corresponding TLV becomes current.

CRRNS3: if identical returnsO.

CRRNA4: if the first miscomparing byte in Comprehension TLV isless than that in compareBuffer returns -1.

CRRNS5: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer returns 1.

CRRNG6: The search method is comprehension required flag independent.
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5.2.4.15.1.3

Parameter errors
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. CRRP1: if compareBuffer is null NullPointerException shall be thrown.
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. CRRP2: if compareOffset would cause access outside array bounds ArraylndexOutOf BoundsException shall

be thrown.

Context errors

. CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.4.15.2 Test area files
Test Source: Test Api_2 Pah Facrb Bsjava
Test Applet: Api_2 Pah Facrb Bs ljava
Cap File: api_2 pah facrb_bs.cap.
5.2.4.15.3 Test coverage
CRR number Test case number
N1 6
N2 8
N3 7,11,12,17
N4 9,13
N5 10, 14
N6 15, 16
P1 1
P2 2,3,4,5
C1l Does not apply for Proactive Handler
5.2.4.154 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler

findAndCompareValue() with a null dstBuffer

NullPointerException is thrown

2 initDisplayText() with length =15
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio

fi ndAndConpar eVal ue() nis thrown
tag = ODh
conmpareBuffer.length = 20
conpareO fset = 21

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conmpareBuffer.length = 20
conpareOffset = -1

4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 15
conpareOfset = 0

5 |compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
fi ndAndConpar eVal ue()
conpareBuffer.length = 20
conpareCffset =5

6 InitDisplayText()

Select a TLV (tag 02h)

findAndCompareValue()
tag = 03h

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE_
ELEMENT is thrown.
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Id Description API Expectation APDU Expectation
7 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Initialize compareBuffer
conpar eBuf fer =
04 00 01 ...0F
Compare buffers Result is 00h
fi ndAndConpar eVal ue()
tag = ODh
conpareOffset = 0
8 Verify current TLV Resultis 17
get Val ueLengt h()
9 Initialize compareBuffer
conpar eBuf fer =
04 00 01 ...10
Compare buffers with same parameters Resultis -1
10 Initialize compareBuffer
conpar eBuf fer =
03 00 01 ...0F
Compare buffers with same parameters Resultis +1
11 Initialize compareBuffer
conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55
Compare buffers Result is 00h
fi ndAndConpar eVal ue()
conpareOffset = 2
12 append a Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55
Initialize compareBuffer
conpar eBuffer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55
Compare buffers Result is 00h
fi ndAndConpar eVal ue()
conpareO fset = 2
13 Initialize compareBuffer
conpar eBuffer =
55 55 04 01 01
02 03 04 05 06
07 08 09 OA 0B
0C OD OE OF 55
Compare buffers Resultis -1
fi ndAndConpar eVal ue()
conpareC fset = 2
14 Initialize compareBuffer
conpar eBuf fer =
55 55 04 00 01
02 03 04 05 06
07 08 09 OA 0B
0C OD 0D 10 55
Compare buffers Resultis +1
fi ndAndConpar eVal ue()
compareOffset = 2
15 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Initialize compareBuffer
Conpar eBuf fer = 04 00 01 ...OF
Successful call (with tag 8Dh) Result is 00h
fi ndAndConpar eVal ue()
tag = 8Dh
conpareBuffer.length = 17
conpareCffset = 0
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Id Description API Expectation APDU Expectation

16 Append tag OFh
buffer = 00 01 ...OF

Initialize compareBuffer
conpareBuf fer = 00 01 ...0F

Successful call (with tag 8Fh) Result is 00h
fi ndAndConpar eVal ue()
tag = 8Fh

conpareBuffer.length = 16
conpareOfset = 0

17 Initialize compareBuffer
conpareBuffer = 00 99 01 03 ...0F

Successful call (with tag 8Fh) Resultis +1
fi ndAndConpar eVal ue()
tag = 8Fh
conmpareBuffer.length = 16
conpareOfset = 0

5.2.4.16 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference Api_2 Pah Facrbbs Bss.

5.2.4.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public byte findAndConpareVal ue(byte tag,

byte occurrence,

short val ueOrf set,

byte[] conpareBuffer,

short conpareOfset,

short conparelengt h)

t hr ows java.l ang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.4.16.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

. CRRN1: if no TLV element isfound, the UNAVAILABLE _ELEMENT exception is thrown and the current
TLV isno longer defined.

. CRRNZ2: if the method is successful then the corresponding TLV becomes current.
. CRRN3: if identical Oisreturned.

. CRRNA4: if the first miscomparing byte in Comprehension TLV islessthan that in compareBuffer -1 is
returned.

. CRRNS5: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer 1 is
returned.

. CRRNS®6: The search method is comprehension required flag independent.

5.2.4.16.1.2 Parameter errors
. CRRP1: if compareBuffer is null NullPointerException shall be thrown.

. CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

ETSI




Release 6 232 ETSI TS 102 268 V6.0.0 (2007-03)

. CRRP3: if valueOffset is negative or valueOffset + dstLength > current TLV length, an instance of
ToolkitException shall be thrown. The reason code shall be
ToolkitException.OUT_OF _TLV_BOUNDARIES.

. CRRP4: if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.BAD _INPUT_PARAMETER.

5.24.16.1.3 Context errors

. CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.4.16.2 Test area files
Test Source: Test Api_2 Pah_Facrbbs Bss.java.
Test Applet: Api_2 Pah Facrbbs Bss 1.java

Cap File: api_2 pah facrbbs bss.cap.
5.2.4.16.3 Test coverage
CRR number Test case number
N1 12
N2 14
N3 13,17, 20,21
N4 15, 18, 22
N5 16, 19
N6 23,24
P1 1
P2 2,3,4,5,6
P3 7,8,9 10
P4 1
C1 Does not apply for Proactive Handler
5.2.4.16.4 Test procedure
Id Description API Expectation APDU Expectation
1 Initialize the handler
findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 initDisplayText() with length =15
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown

tag = ODh, occurrence =1
valueOffset = 0
conpareBuffer.length = 5
conpareCffset = 6
conparelLength = 0

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
conpareBuffer.length = 5
compareOfset = -1
conparelLength = 1

4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown

compareBuffer.length = 5
conpareOfset = 0
conparelLength = 6

5 |compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown

fi ndAndConpar eVal ue()
conpareBuffer.length = 5
conpareC fset = 3
conparelLength = 3
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Description

API Expectation

APDU Expectation

compareLength <0
fi ndAndConpar eVal ue()
compareBuffer.length = 5
conpar e f set 0
conpar eLengt h -1

ArraylndexOutOfBoundsExceptio
n is thrown

initDisplayText() with length =5

valueOffset > Text String Length
fi ndAndConpar eVal ue()
tag = ODh, occurrence =1
valueOfset = 7
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 0

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

valueOffset <0
fi ndAndConpar eVal ue()
valueOffset = -1
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

comparelLength > Text String length
fi ndAndConpar eVal ue()
valueOffset = 0
conmpareBuffer.length = 15
conpareCffset = 0
conparelLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10

valueOffset + compareLength > Text String
length
fi ndAndConpar eVal ue()
valueOfset = 2
conmpareBuffer.length = 15
conpar e f set 0
conpar eLengt h 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Invalid parameter
fi ndAndConpar eVal ue()
occurrence =0

ToolkitException.BAD_INPUT_PA
RAMETER is thrown

12

InitDisplayText()

Select a TLV (tag 02h)

findAndCompareValue()
tag = ODh
occurrence = 2

ToolkitException.UNAVAILABLE_
ELEMENT is thrown

Call the getValueLength() method

ToolkitException.UNAVAILABLE_
ELEMENT is thrown.

13

initDisplayText()
dcs = 4

buffer = 00 01 ...0F

Initialize compareBuffer
conpar eBuf fer =
04 00 01 ...0F

findAndCompareValue()
tag = ODh, occurrence =1
val ueO fset =
conpar e f set
conpar eLengt h

o

0
17

Result is 00h

14

Verify current TLV
get Val ueLengt h()

Resultis 17

15

Initialize compareBuffer
conpar eBuffer =
04 00 01 ...10

Compare buffers with same parameters

Resultis -1

16

Initialize compareBuffer
conpar eBuffer =
03 00 01 ...0F

Compare buffers with same parameters

Result is +1
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Id Description API Expectation APDU Expectation
17 Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55
Compare buffers Result is 00h
fi ndAndConpar eVal ue()
val ueCf fset = 2
conpareC fset = 3
conpareLength = 12
18 Initialize compareBuffer
conpar eBuffer =
55 55 55 02 01
03 04 05 06 07
08 09 OA OB 0C
55 55 55 55 55
Compare buffers with same parameters Resultis -1
19 Initialize compareBuffer
conpar eBuf fer =
55 55 55 01 02
03 04 05 06 07
08 09 OA OA OD
55 55 55 55 55
Compare buffers with same parameters Resultis +1
20 append a Text String TLV
tag = ODh
buffer = 00 11 22 33 44 55
Initialize compareBuffer
conpar eBuf fer =
04 00 01 ...0F
findAndCompareValue() Result is 00h
tag = ODh, occurrence =1
valueOffset = 0
conmpareOfset = 0
conmparelLength = 17
21 Initialize compareBuffer
conpar eBuf fer =
00 11 22 33 44 55
findAndCompareValue() Result is 00h
tag = 0ODh, occurrence = 2
valueOffset = 0
conmpareOfset = 0
conparelLength = 6
22 Initialize compareBuffer
conpar eBuf fer =
00 11 22 33 44 66
findAndCompareValue() Resultis -1
tag = 0ODh, occurrence = 2
valueOffset = 0
conpareOfset = 0
conparelLength = 6
23 initDisplayText()
dcs = 4
buffer = 00 01 ...0F
Initialize compareBuffer
Conpar eBuf fer = 04 00 01 ...OF
Successful call (with tag 8Dh) Result is 00h
fi ndAndConpar eVal ue()
tag = 8Dh, occurrence =1
valueOffset = 0
conpareBuffer.length = 17
conpareCffset = 0
conparelLength = 17
24 Append tag OFh
buffer = 00 01 ...0F
Initialize compareBuffer
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Id Description API Expectation

APDU Expectation

conpareBuffer = 00 01 ...0F

Successful call (with tag 8Fh) Result is 00h
fi ndAndConpar eVal ue()

tag = 8Fh, occurrence =1
valueOifset = 0
conpareBuffer.length = 16
conpareCfset = 0
conparelLength = 16

25 Initialize compareBuffer
conpar eBuf fer =0099 02 ...0F

findAndCompareValue() Resultis +1
fi ndAndConpar eVal ue()

tag = ODh, occurrence =1

valueOifset = 0
conpareCfset = 0
conparelLength = 17

5.2.4.17

Test Area Reference: Api_2 Pah Apda.

Method appendArray

5.24.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void appendArray(byte[] buffer,
short offset,
short |ength)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.24.17.1.1 Normal execution
. CRRNZ1: appends a buffer into the Edithandler buffer.

. CRRN2: a successful append does not modify the TLV selected.

5.2417.1.2 Parameter errors

. CRRPL1: if buffer is null, ajavalang.Null PointerException is thrown.

. CRRP2: if offset or length or both would cause access outside the array bounds, or if length is negative, a

javalang.Arrayl ndexOutOf BoundsException is thrown.

5.24.17.1.3 Context errors

. CRRC1: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER _OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

5.2.4.17.2 Test area files
Test Source: Test Api_2 Pah Apdajava.
Test Applet: Api_2 Pah Apda l.java
Cap File: api_2 pah_apda.cap.
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5.2.4.17.3 Test coverage
CRR number Test case number
N1 9,10,11,12
N2 8
P1 1
P2 2,3,45,6
C1 7
Cc2 Does not apply for ProactiveHandler
5.2.4.17.4 Test procedure
Id Description API Expectation APDU Expectation
1 Null buffer NullPointerException is thrown
appendArray()
2 offset > buffer.length ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = 6
length = 0
3 offset <0 ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = -1
length = 1
4 length > buffer.length ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset =0
length = 6
5 offset + length > buffer.length ArraylndexOutOfBoundsExceptio

appendArray()
buffer.length = 5

n is thrown

offset = 3
length = 3
6 length <0 ArraylndexOutOfBoundsExceptio
appendArray() n is thrown
buffer.length = 5
offset = 0
length = -1
7 Handler overflow exception ToolkitException.HANDLER_OVE
appendArray() RFLOW is thrown
buffer.length = getCapacity()+1
offset = 0
| ength = get Capacity()+1
8 Initialize handler
Select Command Details TLV
Successful call
appendArray()
buffer = FF FE ...F8
offset = 0
length = 8
Verify Current TLV: Call getValueLength() Result is 03h
9 Clear the handler
Successful call
appendArray()
buffer = FF FE ...F8
offset = 0
length = 8
Call copy() method
Compare the arrays Result of

compareBuffer = FF FE ...F8

javacard.framework.Util.arrayCom
pare() is 00h
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Id Description API Expectation APDU Expectation
10 Successful call
appendArray()
buffer = 00 01 ...07
offset = 2
length = 6
Call copy() method
Compare the arrays Result of

conpareBuffer = FF FE ...F8 02 03 ...07 javacard.framework.Util.arrayCom
pare() is 00h
11 Successful call
appendArray()
buffer = 11 22 ...88
offset = 2
length = 4
Call copy() method
Compare the arrays Result of

conpareBuffer = FF FE ...F8 02 03 ...07 33 |javacard.framework.Util.arrayCom
44 55 66 pare() is 00h
12 Clear the handler
Successful call
appendArray()
buffer = 00 01 ...FC
offset = 0
| ength = 253
Call getLength() method result = 253
Call copy() method
Compare handler Result of

conpareBuffer = 00 01 ...FC

pare() is 00h

javacard.framework.Util.arrayCom

5.2.4.18

Test Area Reference: Api_2 Pah_Aptlbb.

Method appendTLV(byte tag, byte value)

5.2.4.18.1 Conformance requirement:
The method with following header shall be compliant to its definition in the API.

public void appendTLV (byte tag, byte val ue)
throws Tool ki t Excepti on

5.2.4.18.1.1 Normal execution

. CRRN1: Appendsa TLV element to the current TLV list (1-byte element).

. CRRN2: A successful append does not modify the TLV selected.

5.24.18.1.2 Parameter errors

No requirements.

5.24.18.1.3 Context errors

. CRRC1: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER_OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.
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5.2.4.18.2 Test area files
Test Source: Test Api_2 Pah Aptlbb.java
Test Applet: Api_2 Pah Aptlbb_1.java
Cap File: api_2 pah_aptlbb.cap.
5.2.4.18.3 Test coverage
CRR number Test case number
N1 3,4,5
N2 2
Cl 1
C2 Does not apply for Proactive Handler
5.2.4.18.4 Test procedure
Id Description API Expectation APDU Expectation
1 Call appendArray()

| ength = getCapacity()-1

Handler Overflow exception:
Call the appendTLV() method

ToolkitException.HANDLER_OVE
RFLOW is thrown

2 Initialize handler
Select Command Details TLV
Call the appendTLV() method
Verify Current TLV: Call getValueLength() Result is 03h
3 Clear the handler
Successful call
appendTLV()
tag = 84h
val ue = 00h
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 01 00 javacard.framework.Util.arrayCom
pare() is 00h
4 Successful call
appendTLV()
tag = 01h
val ue = FEh
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 01 00 01 01 FE javacard.framework.Util.arrayCom
pare() is 00h
5 Clear the handler

Call appendArray()

I ength = 250

buffer = 00 81 F7 03 04 ...F9
Successful call

appendTLV()

tag = 84h

val ue = 00h

Call getLength() method result = 253
Call copy() method
Compare the array Result of
conpareBuffer = 00 81 F7 03 04 ...F9 84 01 |javacard.framework.Util.arrayCom
00 pare() is 00h
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5.2.4.19 Method appendTLV(byte tag, byte valuel, byte value2)

Test Area Reference: Api_2 Pah Aptlbbb.

5.2.4.19.1 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag,
byte val uel,
byt e val ue2)
t hrows Tool ki t Exception

5.2.4.19.1.1 Normal execution
. CRRN1: AppendsaTLV element to the current TLV list (2-byte element).

. CRRN2: A successful append does not modify the TLV selected.

5.24.19.1.2 Parameter errors

No requirements.

5.24.19.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with
reason code HANDLER _OVERFLOW.

. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code
HANDLER_NOT_AVAILABLE.

5.2.4.19.2 Test area files
Test Source: Test_ Api_2 Pah Aptlbbb.java.
Test Applet: Api_2 Pah Aptlbbb_1.java

Cap File: api_2 pah_aptlbbb.cap.
5.2.4.19.3 Test coverage
CRR number Test case number
N1 3,45
N2 2
C1 1
C2 Does not apply for Proactive Handler
5.2.4.19.4 Test procedure
Id Description API Expectation APDU Expectation
1 Call the appendArray()
I ength = getCapacity()-1
Handler Overflow exception: ToolkitException.HANDLER_OVE
Call the appendTLV() method RFLOW is thrown
2 Initialize handler

Select Command Details TLV

Call the appendTLV() method

Verify Current TLV: Call getValueLength() Result is 03h

3 Clear the handler

Successful call
appendTLV()
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tag = 84h
val uel = 00h
val ue2 = 01h
Call copy() method
Compare the arrays Result of
conpareBuffer = 84 02 00 01 javacard.framework.Util.arrayCom
pare() is 00h
4 Successful call
appendTLV()
tag = 01lh
val uel = FEh
val ue2 = FDh
Call copy() method
Compare the arrays Result of

conpareBuffer = 84 02 00 01 01 02 FE FD  |javacard.framework.Util.arrayCom
pare() is 00h

5 Clear the handler

Call appendArray()

length = 249
buffer = 00 81 F6 03 04 ...F8
Successful call
appendTLV()
tag = 84h
val uel = 00h
val ue2 = 01h
Call getLength() method result = 253
Call copy() method
Compare handler Result of
conpareBuffer = 00 81 F6 03 04 ...F8 84 02 |javacard.framework.Util.arrayCom
00 01 pare() is 00h

5.2.4.20 Method appendTLV(byte tag, byte[ ] value, short valueoffset, short
valuelength)

Test Area Reference: Api_2 Pah Aptlb_Bss.

5.2.4.20.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public void appendTLV(byte tag
byte[] val ue,
short val ueof f set,
short val uel engt h)
throws java.lang. Nul | Poi nt er Exception
java.l ang. Arrayl ndexCQut O BoundsExcepti on
Tool ki t Excepti on

5.2.4.20.1.1 Normal execution
. CRRN1: AppendsaTLV element to the current TLV list (byte-array element).

. CRRN2: A successful append does not modify the TLV selected.

5.2.4.20.1.2 Parameter errors
. CRRP1: if valueis null, ajava.lang.Null PointerException is thrown.

. CRRP2: if valueoffset or valuelength or both would cause access outside the array bounds, or if lengthis
negative, ajava.lang.Arrayl ndexOutOfBoundsException is thrown.
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5.2.4.20.1.3 Context errors

. CRRC1.: if the EditHandler buffer istoo small to append the requested data, a ToolkitException is thrown with

reason code HANDLER _OVERFLOW.
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. CRRC2: if the EditHandler buffer is busy, a ToolkitException is thrown with reason code

HANDLER_NOT_AVAILABLE.

. CRRC3: if valuelength is greater than 255, a ToolkitException is thrown with reason code

BAD_INPUT_PARAMETER.

5.2.4.20.2 Test area files
Test Source: Test Api_2 Pah_Aptlb_Bssjava.
Test Applet: Api_2 Pah Aptlb Bss 1.java
Cap File: api_2 pah aptlb_bss.cap.
5.2.4.20.3 Test coverage
CRR number Test case number
N1 10, 11,12, 13,14
N2 9
P1 1
P2 2,3,4,5,6
C1l 7
Cc2 Does not apply for Proactive Handler
C3 8
5.2.4.20.4 Test procedure
Id Description API Expectation APDU Expectation
1 Null value NullPointerException is thrown
appendTLV()
2 valueOffset > value.length ArraylndexOutOfBoundsExceptio
appendTLV() n is thrown

val ue.length = 5
val ueXf f set

=6
val ueLength = 0

3 valueOffset <0
appendTLV()

val ue.length = 5

valueOffset = -1

val ueLength = 1

ArraylndexOutOfBoundsExceptio
n is thrown

4 valueLength > value.length
appendTLV()

value.length = 5

val ueX f set
val ueLengt h

0
6
+

ArraylndexOutOfBoundsExceptio
n is thrown

5 valueOffset
appendTLV()

value.length = 5
val ueXf f set

=3
val ueLength = 3

valueLength > value.length

ArraylndexOutOfBoundsExceptio
n is thrown

6 valueLength <0
appendTLV()

val ue.length = 5

valueOffset = 0

ArraylndexOutOfBoundsExceptio
n is thrown

val ueLength = -1
7 Handler overflow exception ToolkitException.HANDLER_OVE
Call the appendArray() method, length = RFLOW is thrown

get Capacity()-1
appendTLV()

val ue.l ength = 254
val ueXf f set
val ueLengt h

0
254
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Id Description API Expectation APDU Expectation
8 Bad parameter exception ToolkitException.BAD_INPUT_PA

Cl ear the