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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

All published ETSI deliverables shall include information which directs the reader to the above source of information.

Foreword
This Technical Specification (TS) has been produced by ETSI Project Broadband Radio Access Networks (BRAN).

The present document describes the basic data transport functions of the Data Link Control (DLC) layer for fixed
wireless access systems above 11 GHz according to the High Performance Radio Access (HIPERACCESS) project.
Separate ETSI documents provide details of the system overview, the PHY sical (PHY') layer, the Convergence Layer
(CL) and the conformance test requirements defined for HIPERACCESS.

For the purpose of the present document, a"system™ constitutes the PHY and DL C layers, which are independent of the
core network, and the core network specific convergence layers. It should be noted that to specify a complete system,
other specifications, e.g. for the network layer and higher layers are required. These specifications are assumed to be
available or to be devel oped by other bodies.

Introduction

The main field of application of HIPERACCESS systems is to provide access to a broad range of core networks
including ATM, IP, PSTN, PDN, etc. By means of a Point-to-Multipoint (PMP) architecture the network service area
may cover scattered subscriber locations. The systems may be applied to build new access networks by means of a
multi-cellular architecture, covering both suburban, urban and regional areas.

Subscribers are offered the full range of services by the particular public or private network. Subscribers will have
access to these services by means of the various standardized user network interfaces. HIPERACCESS systems provide
standard network interfaces and transparently connect subscribers to the appropriate network node. These systems allow
a service to be connected to a number of subscribers ranging from afew to several thousand, and over a wide range of
distances, e.g. upto 2 kmto 5 km.

The essential features of a HIPERACCESS system are:
. efficient use of the radio spectrum;
. high multiplex gain;
. maintaining QoS.

Radio is often the ideal way of obtaining communications at low cost and difficult topography. Moreover, a small
number of sites are required for these installations, thus facilitating rapid implementation and minimizing maintenance
requirements of the systems.

Multiplexing means that m subscribers can share n radio channels (m being larger than n), allowing a better use to be
made of the available frequency spectrum and at alower equipment cost. The term "multi-access' derives from the fact
that every subscriber has access to every channel (instead of afixed assignment asin most multiplex systems). When a
call or serviceisinitiated the required resource is allocated to it. When the call or service isterminated, the resourceis
released. Concentration requires the use of distributed intelligent control which in turn allows many other operations
and maintenance functions to be added.

Maintenance of QoS means that the exchange (service node) and the subscriber equipment can communicate with each
other without being restricted by the actual quality of the radio link.
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The implementation of an HIPERACCESS system includes at least one subscriber unit (referred to asterminal or
Access Termination, AT) that communicates with a base station (referred to as Access Point, AP) via an interoperable
air-interface, the interfaces to external networks, and services transported by the DLC and PHY protocol layers.
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1 Scope

The present document applies to the HIPERACCESS air-interface with the specifications of layer 2 (Data Link Control
(DLC) layer) following the ISO-OS| model. HIPERACCESS is confined to only the radio subsystem consisting of the
physical (PHY) layer and the DLC layer, which are both core network independent, and the core network specific
convergence sublayer.

The DLC layer contains functions and protocols for:

. Radio link control (RLC) for managing the resources of both directions of the radio link between AP and AT,
including:

- Initialization Control (IC), for managing the access of aterminal to the HIPERACCESS system;

- Radio Resource Control (RRC), for managing adaptive PHY mode operation, adaptive power control,
load levelling, etc.;

- Connection Control (CC), for managing the setup and the quality of connections;
- Security Control (SC), for managing privacy of traffic data and terminal authentication.

. Medium Access Control (MAC) for managing the access to the shared radio resource, including Resource
Grant Control (RGC) and the control of the frame structure.

. The interworking with layers at the top of the radio subsystem is handled by convergence layers above the
DLC layer. The scope of the present document is as follows:

- it gives a description of the basic data transport functions of the DLC layer of HIPERACCESS systems,

- it specifies the protocols (including all messages and their formats) in full detail in order to alow
interoperability between equipment devel oped by different manufacturers.

For the purpose of interoperability and completeness the present document includes the detailed specification of the
normal and exceptional behaviour. ASN.1 isused for the description of the content of all protocol primitives
(normative) and service primitives (informative), a graphical view of the message flow over interfacesis provided by
the use of MSCs (informative) and HM SCs (informative) and the protocol and system behaviour is extensively
specified in SDL (normative).

The present document does not address the requirements and technical characteristics for conformance testing. These
are covered in separate deliverables.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

« References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.
» For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

[1] ETSI TS 101 999: "Broadband Radio Access Networks (BRAN); HIPERACCESS; PHY protocol
specification”.

2] ETSI TR 102 003: "Broadband Radio Access Networks (BRAN); HIPERACCESS; System
Overview".
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[3] ITU-T Recommendation G.821: "Error performance of an international digital connection
operating at a bit rate below the primary rate and forming part of an integrated services digital
network".

[4] ITU-T Recommendation G.826: "Error performance parameters and objectives for international,
constant bit rate digital paths at or above the primary rate".

[5] ITU-T Recommendation G.827: "Availability parameters and objectives for path elements of
international constant bit-rate digital paths at or above the primary rate".

[6] ITU-T Recommendation M.2100: "Performance limits for bringing-into-service and maintenance
of international PDH paths, sections and transmission systems".

[7] ITU-T Recommendation X.691: "Information technology - ASN.1 encoding rules - Specification
of Packed Encoding Rules (PER)".

[8] ITU-T Recommendation Z.120: "M essage sequence chart (MSC)".

[9] ITU-T Recommendation X.509: "Information technology - Open Systems Interconnection - The

Directory: Public-key and attribute certificate frameworks'.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Access Point (AP): generalized equipment consisting of an Access Point Controller (APC) and several Access Point
Transceivers (APT)

NOTE 1: Also addressed as base station.
NOTE 2: A typical configuration is one APC per cell and one APT per RF channel.

Access Terminal (AT): generalized equipment consisting of an Radio Termination (RT, transceiver) and Interworking
Function (IWF)

NOTE 1: The number of ATs per RF channel and per sector is limited to 254.

NOTE 2: An AT can only transmit and receive on a single RF channel, but can be switched from one RF channel to
another one by the load-levelling procedure (non-seamless handover).

authentication: method to prove the claimed identity of the communication partner
NOTE: TheAT shall be authenticated against the AP.

burst: generic term for DL burst or UL burst, describing a sequence of channel symbols consisting of guard periods at
beginning and end (only for UL), a preamble and the data symbols

NOTE: A burst trangports one or several MAC PDUs with agiven PHY mode, i.e. different PHY modes within a
burst are excluded. The data part contains one or several FEC blocks (where each FEC block shall have
itsown trellis termination if applicable and padding bits to complete a modulation symbol).

. DL burst: Ispresent only in the optional TDMA zone of the DL frame. It contains FEC blocks of a specific
PHY mode, i.e. the DL burst correspondsto a PHY mode region plus the preamble of that PHY mode region.
A DL burst can serve several ATs. Several DL bursts with the same PHY mode can appear in the TDMA zone
of one DL frame.

. UL burst: Appliesfor al transmissionsin the UL. The UL burst shall be preceded by a guard time required
for power ramp-up at the AT. An UL burst can contain up to several FEC blocks or in the shortest case only
one short MAC signalling PDU. An UL burst can contain either one preamble at the beginning after the guard
time or several preambles (i.e. one midamble per FEC block).
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cell: term with two different meanings:
. (ATM) cell: adata unit referenced by the cell-based CL for ATM networks
. (Geographical) cell: ageographical area controlled by an

NOTE: A geographical cell can be split into several sectors, where this split could be different for different
RF channels at the same cell site.

certificate: secure binding between the identity and the public key of an AT
cluster: set of cells where al frequencies available to the operator are used

control zone: part of the DL frame, that consists of the DL map, the UL map, the ARQ map and some further signalling
fields.

DownLink (DL): thedirection from APto AT

FEC block: result from the inner convolutional encoding (if applicable) of one RS codeword, including thetrellis
termination bits and further padding bits to complete a modulation symbol

NOTE: If noinner convolutiona codeis present, the FEC block shall be simply identical to the RS codeword
plus the padding bits. Hence, a FEC block carries one or up to four MAC PDUs. This applies both for DL
and UL transmissions (except for the protection of the control zone in the DL and the short MAC
signaling PDU in the UL).

frame: sequence of data stream with afixed duration of 1 ms
NOTE 1. The frame structure appears both in PHY and DLC layer.
NOTE 2: The frame structureis different for FDD and TDD mode:

. FDD Frame: the frames appear both in DL and UL with the same fixed length and DL frames and UL frames
are synchronized with afixed offset between them:

- DL frame: it consistsin this order of a preamble, a control zone, a TDM zone, and optionally a TDMA
zone and some padding symbols if necessary;

- UL frame: it consists of a number of short signalling bursts, long signalling bursts and data bursts in any
order.

. TDD frame: it consists of two subframes for DL and UL transmissions.

General Broadcast Information (GBI or Rl cGener al Broadcast | nf or mat i on) message: broadcast message
that is transmitted occasionaly, i.e. not in every DL frame, containing severa broadcast information fields (which are
not that time-critical as the broadcast information fields in the control zone) and the PHY mode set descriptor (PSD)

NOTE: During the transition phase from one PHY mode set to another PHY mode set, the GBI carries two PSDs.
guard time: generic term for:

. "Normal" guard time: time at the beginning and end of each UL burst to allow power ramping up and down
at the AT;

. Extended guard time (EGT): time required (e.g. for the ranging UL burst to compensate for the maximum
round-trip delay (RTD), where the RTD = 2*TD depends on the location of the AT within the sector (the
Transmission Delay TD is half of the RTD). The EGT shall be defined by an AT at the sector border. The
EGT isknown at the AP according to the radius of the sector. Each AT only knows its own RTD but not the
EGT.

NOTE: The EGT shall be defined by an AT at the sector border. The EGT isknown at the AP according to the
radius of the sector. Each AT only knows its own RTD but not the EGT.

H-FDD AT: FDD AT transmitting and receiving data not simultaneously

NOTE: DL and UL carriers are separated in frequency (paired bands). Thisis referred to as H-FDD operation.
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initialization: generic term for first and re-initialization
NOTE 1: Inboth cases, the AT shall synchronize to the DL and then wait for aranging invitation.

. First Initialization: process which isrequired to bring the AT into the operational mode (i.e. the ability to
establish connections)

NOTE 2: Theinitiaization shall be performed whenever anew AT enters the network.

. Re-initialization: process that occurs when the AT is recovering from an out-of-service state or after alink
loss or after a power supply interruption (PSI)

NOTE 3: Re-initiaization does not include the frequency scanning step and the AP can command if the capabilities
negotiation steps and the authentication step shall be skipped or not.

MAC PDU: data unit exchanged between the MAC sublayers of AP and AT, consisting of the MAC PDU header and
the MAC PDU payload

NOTE 1. The MAC PDU header isdifferent for DL and UL.
NOTE 2: Several types of MAC PDUs have to be distinguished:
] MAC data PDU: created inthe CL.

L] Long MAC signalling PDU: created in the DLC layer with exactly the same format asaMAC
data PDU and carries one or severa MAC management messages.

NOTE 3: By using SAR within the DLC layer, a MAC management message can be spread to several MAC PDUSs,
applicable both for DL and UL directions.

. Short MAC signalling PDU: created in the DLC layer to carry one short MAC management messages.
NOTE 4: Thisisrestricted to the UL direction.
. MAC dummy PDU: iscreated in the DLC layer for a purpose as follows:

- DL direction: to support continuous transmission in the DL. MAC dummy PDU can be inserted at any
positioninthe DL frame, i.e. in any PHY mode region of the TDM or TDMA zones (to alow more
flexibility of the AP scheduler, however, alocation of the MAC dummy PDUs at the beginning of the
TDM zone with the most robust PHY mode would improve synchronization).

- UL direction: to fill up the UL burst if grants are given but nothing is to be transmitted (e.g. if grants are
given for ARQ-retransmissions but cannot be used completely in case of non-ARQ connections).

map: generic term for the DL map, the UL map or the ARQ map:

. DL map: part of the control zone that defines the Starting Symbols (SS) for the PHY mode regions inside the
TDM or TDMA zones for the downlink.

. UL map: part of the control zone that defines the SSs of the UL bursts.

. ARQ map: part of the control zone that lists the SS of the erroneously received RS codewords (from the
respective UL frame).

mode: generic term for the duplex scheme:

. FDD mode: Both AP and AT are transmitting and receiving data at the same time, the DL and UL RF carriers
are separated by the duplex frequency, the two paired RF carriers form an RF channel.

. TDD mode: DL and UL transmissions use the same RF carrier, both AP and AT are transmitting and
receiving data not simultaneoudly, the RF channel is simply identical to one (unpaired) RF carrier.

NOTE 1: In case of two paired RF carriers, it is not excluded to operate two independent HA systems each in TDD
mode in the two RF carriers.

NOTE 2: Theword "mode" isalso used in theterms"PHY mode" and "initialization mode".
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Offset (or Frame Offset, FO): The fixed time difference between DL frame and UL frame, selected by the AP. This
applies only for the FDD mode

NOTE 1: FO should be at least 2/5 of the frame duration (i.e. the UL frame starts at least 0,40 ms after the DL
frame) as an upper bound of the maximum length of the control zone, including also the maximum Round
Trip Delay (RTD) and the processing time (TP) to allow for the decoding of the UL map in the AT before
the first granted UL transmissions.

NOTE 2: FO should be limited to the frame duration, i.e. in this case the DL and UL frames are exactly aigned.
packet: data unit of variable length referenced by the packet-based CL

PHY mode: combination of asignal constellation (modulation a phabet) and FEC parameters (coding scheme, i.e. inner
and outer code, code rates, block lengths, etc)

PHY mode Set Description (PSD): The PSD shall be carried in the GBI message. It contains a description of the
C/(N + 1) thresholds for one set of PHY modes.

NOTE: Two specific PHY modes are selected for DL and UL (could be identical or different) on a
frame-by-frame basis under control of the AP and communicated to the AT by messages (for DL) and
UIUC (for UL).

PHY mode region: part of the TDM (or TDMA) zone with fixed PHY mode, containing one or several FEC blocks
NOTE: Thisappliesonly for the DL.

preamble: specific sequence of channel symbols with a given auto-correlation property assisting modem
synchronization and channel estimation

Specific preambles are:
. DL frame preamble: at the beginning of each DL frame, prior to the control zone, consisting of 32 symbols.

. DL burst preamble: at the beginning of each DL PHY mode region in the optional TDMA zone, consisting
of 16 symbols.

. UL burst preamble: at the beginning of each UL burst, after the guard time, consisting of 16 or 32 symbols.
The preamble length shall be commanded to the AT at initialization. Both lengths shall be supported by all
ATs.

ranging: process through which the AP compensates the individual delay of each AT up to the farthest distance
alowed in the sector (i.e. the process that enables the AT to adjust its correct transmission time) and to define the
correct AT transmit power setting

NOTE: The ranging process can only be started with aranging invitation and isidentical for first and
re-initialization: the AT transmits several times with increasing power in granted ranging bursts,
terminated by a ranging response from the AP.

RF block: group of one or several contiguous RF carriers

NOTE 1: The FDD mode requires two separated RF blocks, one for the DL transmission (DL RF block) and one
for the UL transmission (UL RF block).

NOTE 2: The TDD mode can be accommodated in asingle RF block or in several separated RF blocks.
RF channel: pair of downlink and uplink carriers (in case of FDD mode)

NOTE: For TDD mode, an RF channel issimply acarrier. For al modes, each carrier shall have awidth of
28 MHz.
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RS codeword: result from the outer encoding of a number of information bytes

NOTE: A RS codeword shall be subjected to a further inner encoding if applicable. A FEC block corresponds
exactly to the combination of an RS codeword together with the trellis termination bits and the padding
bits to complete a modulation symbol. The following cases can be distinguished:

L] Long RS codewords (for MAC data PDU or long MAC signalling PDU inthe DL): an RS
codeword contains four MAC PDUSs (or down to one MAC PDU by RS shortening if less MAC
PDUs per PHY mode region are to be transmitted), i.e. (1 or 2 or 3 or 4) x (51 + 3 or 4) bytesare
protected.

L] Short RS codewords (for short MAC signalling PDU in the UL): An RS codeword protects one
short MAC signalling PDU with a fixed length of 12 = 8 + 4 bytes.

" Short RS codewords (for the control zone in the DL): An RS codeword protects 30 bytes of the
control zone. No RS shortening occurs since the length of the control zone shall be a multiple of
30 bytes due to padding.

sector: geographical arearesulting from the splitting of a cell achieved by the use of the sector antenna

NOTE: A sector can be covered by one or several antennas but al with the same azimuth and beamwidth.
Depending on the implementation, one or several RF channels can be combined for a single antenna.

Segmentation and Reassembly (SAR): segmentation of very long MAC management messages (created in the DLC
layer) in the MAC sublayer

NOTE: Thelength of asegment shall be 50 bytes, together with 1 additional byte for segmentation control (SCF).
Segmented and non-segmented long MAC signalling PDUs are distinguished by the PT field in the MAC
PDU header. SAR can be applied for DL and UL, but not for short MAC signalling PDUs and not in
combination with packing.

set of PHY modes:. group of several PHY modes

NOTE: Adaptive changes of PHY modes are only possible within the fixed set. Occasionally, a switch from one
set of PHY mode to another set of PHY mode is possible.

Starting Symbol (SS): numbering of modulation symbolsin the DL frame used in the entries for all maps of the
control zone:

. DL map: the SSindicates the beginning of aPHY mode region, both for TDM and TDMA zones. The length
of aPHY mode region shall be calculated from the difference of subsequent SSs.

. ARQ map: the SSindicates the RS codeword (from the respective UL frame) where all MAC PDUs from this
RS codeword for connections with ARQ shall be re-transmitted.

. UL map: the SSindicates the beginning of awindow or the beginning of a scheduled UL burst (with reference
to the reception at the AP). Note that the SS does not include the AT-specific RTD and that each AT shall
compute the real starting transmit time from the SS of the UL map and the RTD and the FO.

subframe (or TDD subframe): part of the TDD frame, used either for DL or UL transmissions

NOTE: The partitioning into DL and UL subframes can be adaptive (i.e. variable over time) or non-adaptive as
well as synchronous (i.e. between APs of a network) or asynchronous.

time: generic term for:

. Starting time of UL bursts: Shall be computed from the Starting Symbol (SS) in the UL map and the Round
Trip Delay (RTD) and the Frame Offset (FO).

. Transmission Delay (TD): AT-specific delay for the transmissionin DL or UL direction.
. Round Trip Delay (RTD): equal to two times TD, depending on the specific AT.

NOTE 1. TheRTD and the TD are known and fixed at AP and AT after completion of the initialization process.

ETSI



16 ETSI TS 102 000 V1.3.1 (2002-12)
. Extended Guard Time (EGT): the maximum of the Round Trip Delay (RTD), depending on the sector
radius.
NOTE 2: The EGT shall be fixed and is not known outside of the AP.
. Timefor Processing (TP): time to decode the UL map from the control zonein the AT.

NOTE 3: The TP shall not be broadcasted and only used in AP to select the appropriate Frame Offset (FO). Note
that the fast decoding of the DL map shall be supported by the short RS codewords used for the protection
of the control zone.

. Frame Offset (FO): selected by the AP, could depend on the maximum length on the control zone under
worst-case conditions and the Extended Guard Time (EGT).

NOTE 4: The FO shall be fixed and broadcasted in the GBI message.

Tx/Rx-Switching time: amount of time required to switch from reception to transmission or vice versa; in FDD mode
used for H-FDD ATSs; in TDD mode used for both AT and AP

UpLink (UL): direction from AT to AP

window (or bandwidth contention window): specific part of the UL frame which can be used in contention mode by
al ATsfor the bandwidth request message

NOTE: The type and position of the window shall be broadcasted by one entry in the UL map. Note that the
window is not always present in all frames. All UL transmissions in the window shall use the most robust
PHY mode and always short MAC signalling PDUs.

zone: generic term for a part of the DL frame (with continuous transmission, of variable length):

. TDM zone: part of the DL frame consisting of different PHY mode regions, starting with the most robust
PHY mode (decreasing order of PHY mode robustness).

. TDMA zone: optiona part of the DL frame consisting of different PHY mode regions, where each PHY mode
region starts with a preamble used for synchronization of H-FDD ATs. A TDMA region may serve more than
one AT by time division multiplexing DL datato several ATs.

3.2 Symbols

For the purposes of the present document, the following symbols apply:

dBm decibel relativeto 1 mwW
ppm parts per million

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ABR Available Bit Rate

ACK ACKnowledge

AES Advanced Encryption Standard
AK Authentication Key

AP Access Point (= base station)

APC AP Controller

APC-ID APC I Dentity

APT AP Transceiver

AR Adggregate Request

ARQ Automatic Repeat reQuest

ASN.1 Abstract Syntax Notation One

AT Access Termination (= terminal subscriber station)
ATM Asynchronous Transfer Mode
ATPC Automatic Transmit Power Control
ATTC Automatic Transmit Time Control
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BCH
BER
BFWA
BR

cil

CA
CAC
CAID
CBR
cc
CDV
cl

CID
CcL
CLID
CLP
CNF
CNR
CPE
CTD
cw
DES
DHCP
DIUC
DL
DLC
DOCSIS
DVB
EC
ECN
EDE
EGT
EKS
EMS
FDD
FDMA
FEC
FO
FSM
FSN
FWA
GBI
GFC
GFR
GM
GPT
H/2
HA
HCS
HEC
H-FDD
HIPERACCESS
HIPERLAN
HIPERMAN
HL
HM
HMSC
HT

IC

ID
IDU
IETF
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Broadcast CHannel
Bit Error Rate
Broadband Fixed Wireless Access
Bandwidth Request

Carrier-to-Interference power ratio
Connection Aggregate

Call Admission Control

Connection Aggregate | Dentity
Constant Bit Rate

Connection Control

Cell Delay Variation

CRC Indicator

Connection ID

Convergence Layer

Convergence Layer |Dentity

Céll Loss Priority

CoNFirm

Carrier-to-Noise power Ratio (also denoted by C/N)
Customer Premises Equipment

Cell Transfer Delay

CodeWord

Data Encryption Standard

Dynamic Host Configuration Protocol
Downlink Interval Usage Code
DownLink

Data Link Control (layer)

Data Over Cable Service Interface Specifications
Digital Video Broadcasting

Error Control (refersto ARQ)

Encoding Control Notation
Encrypt-Decrypt-Encrypt

Extended Guard Time

Encryption Key Sequence

Element Management System
Frequency Division Duplex

Freguency Division Multiple Access
Forward Error Correction

Frame Offset

Finite State Machines

Fragmentation Sequence Number

Fixed Wireless Access

General Broadcast Information

Generic Flow Control

Guaranteed Frame Rate

Grant Management field

Grant Per Terminal

HIPERLAN Type 2

HIPERACCESS

Header Check Sequence

Header Error Check

Half-duplex Frequency Division Duplex
High Performance Radio Access Network
High Performance Radio Local Area Network

High Performance Radio Metropolitan Access Network

HIPERLAN

HIPERMAN

High-level MSC

Header Type

Initialization Control

I Dentity

InDoor Unit

Internet Engineering Task Force
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IF
IMA
IND
IP
ISDN
ISO
ITU
luc
v
IVP
IWF
LAN
LL
LLC
LoS
MAC
MC
MIB
MPLS
MSC
MT
MTL
NMS
NNI
nrt
NT
OoDU
Osl
PABX
PB
PDN
PDU
PER
PHS
PHY
PKM
PM
PMP
POTS
PSD
PSDI
PS
PSTN

PTC
PTD
PTI
PVC
QAM
QoS
QPSK
REQ
RF
RGC
RLC
RNC
RRC
RS
RSA
RSB
RSP
RT

18

Intermediate Frequency

Inverse Multiple Access

INDication

Internet Protocol

Integrated Services Digital Network
International Standards Organization
International Telecommunications Union
Interval Usage Code (both for DL or UL)
Initialization Vector (for encryption)
Indicator of Variable MAC PDU
InterWorking Function

Local Area Network

Leased Line

Logical Link Control

Line of Sight (connection)

Medium Access Control

MultiCast

Management Information Base
Multi Protocol Label Switching
Message Sequence Charts

Message Type

Minimum Traffic Load

Network Management System
Network Node Interface
non-realtime

Network Termination

OutDoor Unit

Open System Interconnect

Private Automatic Branch eX change
Piggyback Byte

Public Digital Network

Protocol Data Unit

Packet Encoding Rule

Payload Header Suppression
PHYsical (layer)

Privacy Key Management

Poll-Me bit

Point-to-M ultiPoint

Plain Old Telephone Service

PHY mode Set Descriptor

PHY mode Set Descriptor Indicator
Power Supply Interruption

Public Switched Telephone Network
PDU Type

Product Turbo Code

PDU Transfer Delay

Payload Type Indicator

Permanent Virtual Connection
Quadrature Amplitude Modulation
Quiality of Service

Quadrature Phase Shift Keying
REQuest

Radio Frequency

Resource Grant Control

Radio Link Control

Radio Network Controller

Radio Resource Control
Reed-Solomon (code)
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Rivest Shamir Adleman (standard for asymmetric cryptography)

Request bit for Short UL Burst
ReSPonse
Radio Termination
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rt real-time

RTD Round Trip Delay (equal to 2 times TD, AT-dependent)
SA Security Association

SAID Security Association IDentity

SAP Service Access Point

SAR Segmentation And Reassembly

SC Security Control

SCF Segmentation Control Field

SCID Service Class | Dentity

SDL Specification and Description Language
Sbu Service Data Unit

Sl Slip Indicator

SLA Service Level Agreement

SME Small to Medium sized Enterprise

SNI Service Node Interface

SNMP Simple Network Management Protocol
SNR Signal-to-Noise power Ratio (also denoted by S/N)
SO System Overview

SOHO Small Office/lHome Office

SS Starting Symbol

STM Synchronous Transfer Mode

svC Switched Virtual Connection

TC Transmission Convergence layer

TD Transmission Delay (one direction, AT-dependent)
TDD Time Division Duplex

TDM Time Division Multiplex

TDMA Time Division Multiple Access

TEK Traffic Encryption Key

TFTP Trivia File Transfer Protocol

TID Terminal 1D

TP Time for Processing

UBR Unspecified Bit Rate

uluc Uplink Interval Usage Code

UL UpLink

UMTS Universal Mobile Telecommunication System
UNI User-Network Interface

VBR Variable Bit Rate

VBRnrt Variable Bit Rate non real time

VBRIt Variable Bit Rate real time

VC Virtual Connection

VCl Virtual Connection Identity

VoD Video on Demand

VP Virtual Path

VP Virtual Path Identity

VPN Virtual Private Network

WWWwW World Wide Web

xDSL X (= generic) Digital Subscriber Line
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4 Overview

This clause contains a short overview of the general HIPERACESS (HA) features, the network architecture and the
interfaces as well as a summary of the main properties of the DLC layer and its relationship with other layers.

4.1 Applications and services

Potential applications of HA systemsinclude, for example, residential customers, SMEs and UMTS backhaul service.
HA will provide the support for awide range of voice and broadband data services and facilities, including "bandwidth
on demand" to deliver the appropriate data rate needed by the customer. For more details, see TR 102 003 [2].

The QoS of HA systems will behave, from the user perspective, like the QoS of wired broadband systems, such as
xDSL and cable modems. The end users need not be aware that the services are delivered viaradio. The performancein
terms of BER, access delays, connection setup times and availability isto be comparable with the equivalent competing
systems. QoS objectives are to be maintained even under adverse conditions of propagation, interference, equipment
failure and increasing network load.

HA systems are bearers for awide diversity of applications. Not all applications need to be supported in all
implementations of such systems. They may support a subset of the total set of possibilities, provided the services are
supported in the specified manner. The data rate supported shall be variable on demand up to peak of tens of Mbit/sin
UL plus DL directions delivered at the user network interface. It may be useful in some systemsto alow only lower
data rates to be supported, thereby decreasing the overall traffic requirement, which could reduce costs and lead to
longer ranges. The average user rate varies for different applications. Generally, the peak datarate for asingle user is
required only for limited periods of time. The UL and DL user rates are usually not identical.

4.2 Point-to-Multipoint (PMP) architecture

421 General

HA network deployments will potentially cover large areas like cities etc. Due to the large capacity requirements of the
network, millimetre wave spectrum will be used, causing alimitation of the transmission ranges to a few kilometres. A
typical network will therefore consist of some number of cells each covering a part of the designated deployment area.

¥

Figure 1. Example of cellular configuration (4 x 90 sectors)
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Asshowninfigure 1, acell is partitioned into a small number of sectors by using sector azimuth patterned antennas at
the AP, increasing spectrum efficiency by the possibility of re-using available RF channelsin a systematic manner
within the deployment area. Each sector is operated in a Point-to-Multipoint (PMP) manner, where an Access Point
(AP) equipment device (also known as base station) located approximately at the cell centre, communicates with a
number of Access Termination (AT) devices (also known as terminals or subscriber equipment) which are spread across
the cell.

It is emphasized that more than one subscriber within the sector may share an RF channel assigned to a specific sector,
meaning that the ratio between AT equipment count and AP equipment count istypically alarge number. As Line of
Sight (LoS) conditions are essential for millimetre wave communications, cells may overlap in their coverage patterns.
The overlap increases the likelihood of LoS conditions hence allowing for better market penetration.

4.2.2 Interoperability aspects

The HIPERACCESS standard will support interoperability at the air-interface, where interoperability means the ability
of an AT designed and built according to the standards to interoperate with an AP designed and built independently to
the same standards and to provide defined services according to an "inter-operation profile" specification. For
interoperable systems, the following will be specified:

. PHY layer,
. DLC layer,
. Interworking functions (to support UNIs and SNIs).

Additional aspects to be specified for interoperable systems include:

. Service management issues (for the control of allowed services, to generate traffic statistics, charging for use
of network, etc.).

. Network management issues (for the control of network resources, for the control of routing, to provide fault
reporting, etc.).

4.2.3 Duplex Schemes (FDD, TDD) and H-FDD operation

As the communication channel between the AP and the ATs is bi-directional, the DL (downlink, direction from AP to
AT) and UL (uplink, direction from AT to AP) paths shall be established utilizing the spectrum resource available to the
operator. Two duplex schemes are specified, one is frequency-domain based (FDD) and one is time-domain based
(TDD), used by two different operation modes of HA systems. Therefore FDD and TDD modes are optional for the AP;
so one of the two modes shall be implemented. Each AT shall support the FDD mode (full or H-FDD) or the TDD
mode.

. For a Frequency Division Duplex (FDD) duplex scheme, the available spectrum is partitioned into aDL RF
block and an UL RF block. An RF channel is actually apair of carriers, one from the DL RF block and one for
the UL RF block, hence DL and UL transmissions are established on separate and independent radio channels.
In HIPERACCESS both DL and UL carriers are equal in size and fixed to a width of 28 MHz.

. In the half-duplex FDD (H-FDD) operational mode, the AT radio equipment is limited to a half-duplex
operation (i.e. transmission and reception cannot occur simultaneously), thus a relaxation of some RF design
parametersis possible (e.g. isolation) and an AT cost reduction is facilitated. The DLC layer acknowledging
AT limitations shall schedule the DL reception events and the UL transmission events accordingly.
Furthermore the AP recognizesin this case the fact that switching from transmission operation to reception
operation (and vice versa) at the AT is not immediately possible (i.e. aguard time for ramp up and down of the
transmit power is required).

. It is emphasized that the H-FDD operation isan AT feature only. The AP has a different impact on the
deployment cost and on system capacity (if H-FDD operation is employed at the AP). Note that in addition to
the AT burst transmission capability, the H-FDD operation requires burst reception capability as well. The
H-FDD operation in the AT equipment is an optional feature. However the AP equipment shall support AT
equipment which has implemented this feature.
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. In contrast to FDD, the Time Division Duplex (TDD) duplex scheme shall use asingle carrier of 28 MHz
bandwidth for DL and UL communications. The AP establishes a frame based transmission as for FDD, but
additionally the frame is divided into two parts. a subframe of the frame is alocated for DL purposes and the
remainder of the frame for UL purposes. Thistime sharing ensures that DL and UL transmission events never
overlap. The ratio between the allocated time for DL transmissions and the time allocated for UL
transmissionsis configurable. Thisratio will be identical for a given deployment region in order to maximize
capacity requirements by frame synchronization of all cells.

Note that in general the TDD standard is based completely on the FDD standard. This means that the TDD operation
shall useidentical parameters to those of FDD, which is straightforward as the FDD operation consists of fixed length
framed transmissions. In other words, FDD is the main application of HIPERACCESS systems and no specific opposed
or additional optimizations for TDD are envisaged.

4.2.4 Multiplexing technigues and frame structure

As more than one AT is sharing the same UL carrier, the AP shall employ techniques controlling the access of ATSs.
Only TDMA (Time Division Multiple Access) shall be used. After an AT has been initialized with the system, its UL
transmission events are scheduled by the AP. Scheduled events are basically time coordinates which uniquely define
when the AT shall begin and end its transmission. The schedule data for UL transmission is organized in an UL map
which is broadcasted in the DL. An AT can transmit in a contention based manner only for bandwidth requests.

The DL data stream to different ATsis multiplexed in the time domain (TDM). AsHA systems employ adaptive PHY
modes, aframe consists of afew TDM regions. Each TDM region is assigned with a specific PHY mode. Only ATs
capable of receiving (i.e. successfully demodulating and decoding) the assigned PHY mode may find their DL data
multiplexed in the associated TDM region. For simplifying the demodulation process, TDM regions are alocated in a
robustness descending order. For example, an AT with excellent link conditions, which is assigned to a spectrum
efficient PHY mode, startsits reception process at the beginning of the frame and continues through all TDM regions
(using amore robust PHY mode) ending its reception process with its associated TDM region. An AT with worse link
conditions will be assigned to amore robust PHY mode and its reception process will end before the AT of the previous
example. Note that in any case al synchronization related operation is performed once per frame for al ATs.

The TDM region location within aframe is broadcasted at the beginning of aDL frame in the DL map, together with
the UL map, used instead to give grants to different ATs. Both DL and UL maps together with the ARQ map and some
other information fields are referred to as the control zone at the beginning of the frame.

TDMA transmissions could be optionally present ina TDMA zone on the DL in addition to the DL TDM zone. In this
scheme, an H-FDD AT may be assigned to receive DL transmissions either in a TDM region as previously discussed or
ina TDMA region. The TDMA region allocations are broadcasted as part of the DL map. With no DL TDMA zone, a
half-duplex AT has limited opportunities to transmit asit is forced to demodulate the DL continuously from the
beginning of the DL frame and once it transmits it shall wait for the next DL frame to re-synchronize. With the DL
TDMA option the AT may seek DL reception opportunitiesimmediately after it ceased its UL transmission within the
current DL frame. The AP scheduling procedures should use the DL TDMA feature as it increases channel utilization
and minimizes latencies. Note that a TDMA region may serve more than one AT by time division multiplexing DL data
of several ATs.

4.3 Basic Arrangement of HA networks

4.3.1 System and reference configuration

The HA radio access system can be deployed to connect user-network interfaces (UNI, also referred to as W.3) located
in and physically fixed to the customer premises equipment (CPE) to a service node interface (SNI, also referred to as
W.2) of abroadband core network (e.g. IP, ATM, LL).

Asitisillustrated in figure 2, the AP typically manages the communication of more than one sector. If there is more
than one sector per geographical cell or more than one RF channel per sector, the AP can be split into an APC and
several APTs as shown in figure 2. Each APT serves only one RF channel, but a single APC can serve all RF channels
and all sectors of ageographical cell. An AT can be switched from one to another RF channel under control of the APC
(addressed as load-levelling or inter-carrier handover). An AT can not be switched from one to another sector.
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UNI Air-Interface SNI
AT C Y AP
Core
NT T IWF RT Network
AT ,‘
|
NT
|
_
NT IWF RT
AT
|
|
|
|
|
NT IWF RT |
AT
/
AT / .
~~geographical cell
Legend IWF  Interworking Function
AP Access Point NT  Network Termination
APC Access Point Controller RT  Radio Termination
APT Access Point Transceiver SNI  Service Node Interface
AT  Access Termination UNI  User Network Interface

Figure 2: Configuration model for HA systems

For each sector one antenna (or maybe more) is positioned to cover the deployment region. A feeding structure connects
al APTs serving one sector with the antenna(s). In other words, several carriers are using the same antenna, but
different sectors require different antennas.

The AT antennais highly directional, pointed to the serving AP. A feeding structure connects the radio transceiver with
the antenna. At the AT side, the Network Termination (NT) interface connects the AT with the local user network
interface (UNI).

The AT and the AP are connected viathe air-interface (also referred to as W.1), where its DLC layer specification will
be described in the present document. The communication channel between the AP and the ATs is bi-directional, the
DL (from APto AT) and the UL (from AT to AP) paths shall be established utilizing the spectrum resource available to
the operator.

The internal interface between APT and APC is not considered in the present document.
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External and internal interfaces, interworking functions

The detailed HA reference model illustrated in figure 3 provides an overview of the interworking functions as well as
the internal and external interfaces.

Access Termination Access Point

W.3 B.1 W.1 B.2
| :_.r:::::::l::::::'_-I_I ______________________________________  pirietriistrietrintoly
| i I o |
| I 1B I
| i I e I
User User | | |Radio |: | !|AP AP |
Applic- rerminaly—H IWF Termi H——- Trans- [ Con- IWF
ation | ¥ | | nation E I 1| ceiver troller |
| L
1! 1 :

Figure 3. Reference model and interfaces for HA systems

InterWorking Functions (IWF) occur at two points to trandlate the internal HA interfaces to external interfaces:

Onetype of IWF isrequired to trandate the internal interface B.2 into network-specific interfaces of the
particular core network (such as ATM or IP).

The other type of IWF isrequired to trand ate the internal interface B.1 into external interfaces with the
terminal equipment.

IWFs are logical entities and no particular physical location isimplied by their position in the HA configuration

diagram.

Theinterfaces B.1 and B.2 are internal service interfaces, which are specified at logical level only, the

implementations may vary.

The external interfaces between network elements (i.e. access termination and access point) are the following:

Interface between AT and AP (air-interface, W.1): fully specified by the HA PHY and DLC TS documents.

I nterface between AP and core networks (W.2, identical to SNI): specified by other bodies, the list of
supported interfaces and related IWF definition shall be specified within the CL.

Interface between AT and terminal equipment or user application (W.3, identical to UNI): specified by
other bodies, the list of supported interfaces and related IWF definition shall be specified within the CL.

Interface between AP and element management system (B.3): use of an available open standard protocol.
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4.3.3 Layer architecture and functional entities

The HA protocol stack consists of the unique PHY layer on the bottom, the unique DLC layer in the middie and one or
more convergence layers (CL, also addressed as IWF) on top as shown in figure 4. The interfaces between layers are as
follows:

. Interface between DL C and PHY layer: a normative and testable interface between these two layersis not
specified, but an informative description is provided both in the DLC and PHY TSs.

. The DLC layer isresponsible for the construction of entire PDUs, so the PHY layer shall handle only entire
MAC PDUs and different fields withinaMAC PDU are not visible for, and are not interpreted by the PHY
layer.

. I nterfaceswithin DL C: sublayers within the DLC layer are not formally specified, so there are no normative
and testable interfaces within the DLC layer.

. Interface between DL C and CL (SAP): isdescribed informally in detail in the present document.

The scope of the HA standard ends at the upper end of the CL. On top of the CL further higher layers are located.

Higher Layers
CL SAPs

Convergence Layer

DLC Control SAP DLC User SAP
RLC sublayer \

Radio Initialization (Connection\ [~ Security
ReSO;Jrce Control Control Control
ontro

‘ Radio Link Control U_J

DLC
layer

‘ SAR sublayer J

[ MAC sublayer ]

Physical Layer

Figure 4: Protocol layer structure (for AP)
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The difference of the protocol stack between AP and AT isthat the AT contains only one RLC and MAC entity,
whereas the AP contains one RLC entity per AT. The RLC sublayer shall contain:

. radio resource control (including load levelling, power levelling and change of PHY modes),
. initialization control (first initialization and re-initialization of ATS),

. connection control (on DLC level), and

. security control (encryption for privacy, authentication of ATS).

Service primitives to the CL only exist for connection control, since radio resource control and initialization control are
related to the AT in total and not to particular connections and security control shall be completely invisible for the CL.

The present document is confined to the definition of the highlighted part shaded in grey. Hence, it describes mainly the
DL C basic data transport functions, the messages to be transmitted over the air-interface including their formats for
RLC and MAC (including ARQ functions) as well asthe SAPto the CL.

The MAC protocol is based on TDM/TDMA access scheme(s) with centralized control and either FDD or TDD mode
support. The allocation of resourcesis fully controlled by the AP. It is assumed that one MAC entity with one instance
is provided per AP aswell asper AT. The agorithms for MAC and schedulers are out of the scope of the present
document.

In order to control the allocation of resources, the AP needs to know the state of its own buffers and of the buffersin all
ATs. Therefore, the ATs report their buffer states in resource request messages to the AP. Using this mechanism, the
ATsrequest for resources in terms of transmission capacity. Moreover, an optional feature isto negotiate a fixed
capacity allocation over multiple frames. The AP alocates the resources according to the buffer states on afair basis
and, if reguired, taking QoS parameters into account. The allocation of resources is conveyed by resource grant
messages. Requests are defined on a per connection or per connection aggregate basis, whereas grants are given on a
per AT basis.

The MAC sublayer includes also an instance for EC (Error Control) which isresponsible for detection and recovery
from transmission errors on the radio link. An ARQ (Automatic Repeat Request) protocol can be applied on a per
connection basis. Most ARQ functions (like the mechanisms for requests and grants of re-transmissions) are indeed
DLC related, however, the error detection itself is performed in the PHY layer. ARQ also ensures the in-sequence
delivery of MAC PDUs. A dedicated ARQ instance can be assigned to each DL C connection for non-real time data
services and maybe even for real time CBR servicesif the delay requirements are less strict. ARQ is negotiated at
connection establishment. In particular ARQ shall not be applied to any RLC signalling. ARQ is only applied to the UL
direction. The support and implementation of ARQ is optional for the AP but mandatory for all ATs.

NOTE: Architectures where the AP is split into an AP controller and one or more AP transceivers are not
precluded by the present document. If the split between AP controller and AP transceiver is below the
DLC layer, more than one MAC entity may exist in the AP controller.

4.4 Convergence Layers

The function of the Convergence Layer (CL) is the Interworking Function (IWF) for mapping services over the DLC
frame, specified for different services at the AT side and different core networks at the AP side. There are at least two
convergence layers, a cell-based CL for ATM and a packet-based CL for IP.

The RLC sublayer receives from the CL a QoS description for each connection. The grouping of connections into
connection aggregatesis performed in the DLC layer.

Theidentifier of the Convergence Layer is called Clid and it is transported in alot of messages. The format of the Clid
isdescribed in table 1.

Table 1: Clid format

did ::= I NTEGER
{cel | Based (1),
packet Based (2)}(0..7)
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4.4.1 Cell-based Convergence Layer

The cell-based CL (Convergence Layer) is dedicated to interface the ATM layer to the HA DLC layer. At ATM level
several classes of service are defined together with the requirements on QoS they are able to respect. The DLC level
shall be able to be compliant with the QoS requirements coming from at least the following ATM class of service:

. Constant Bit Rate (CBR)

. Variable Bit Rate real time (VBRirt)

. Variable Bit Rate non real time (VBRnrt)
. Unspecified Bit Rate (UBR)

To ensure the support of these service classes four different service categories have been defined within the DLC layer
(see clause 4.4.3).

For the handling of data cells coming from the ATM layer (see clause 5.2.1).

4.4.2 Packet-based Convergence Layer

The packet-based CL (Convergence Layer) is dedicated to interface any packet oriented upper layer to the HA DLC
layer. At CL a Segmentation and Reassembly (SAR) functionality shall be provided in order to exchange with the DLC
level fixed packet data units.

NOTE: Another different SAR entity within the MAC sublayer is defined to segment long MAC management
messages.

Quality and priority classes (as heeded for different QoS levels) shall be supported. Thisis accomplished by mapping
the quality and priority classes of the specific packet-based CL to the service categories defined within the DLC layer
(see clause 4.4.3).

Requirements to specify the support of e.g. differentiated services are mainly an issue of the CL and not of the DLC
layer.

The way the segmentation (and reassembly) shall be performed (i.e. the payload length and header attachment) is
specified in clause 5.2.2.

4.4.3 Handling of DLC QoS classes

The HA system is supposed to support applications like business access, residentia access, 2G and 3G backhaul traffic
transport etc. These services have different characteristics and as a consequence different timing limitations. At the
DLC level four service categories have been defined:

. Periodic Real Time

- Periodic bandwidth guaranteed; tight constraints on both delay and delay variation. This class is intended
for support of e.g. ATM CBR services.

. Real Time

- Minimum bandwidth guaranteed; tight constraints on both delay and delay variation.
. Non Real Time

- Minimum bandwidth guaranteed; no constraints on delay and delay variation.
. Best Effort

- No bandwidth guaranteed; no constraints on delay and delay variation.

Once the service classes for the DLC level have been stated, they define the service offered to the upper layers.
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Upper level service categories can require strict time constraints defining a bound for delay parameters (i.e. inthe ATM
casethe CTD or CDV parameters). To allow the CL to fulfil the delay requirements according to the needs of the
supported service classes, an upper limit on the MAC PDU transfer delay shall be introduced. This value shall refer to
the path from the transmitting to the receiving end specifying the total guaranteed traffic load during the measure.

This limit means the maximum delay that a MAC data PDU belonging to a connection of the highest service category
may experience since entering the DLC at the transmitting side until it is passed to the upper layer at the receiving side.

The whole MAC PDU delay constraint, represented by maximum MAC PDU transfer delay, introduced by the path
from the transmitting to the receiving side allows to state a limit on the delay that the DLC introduces for the highest
priority DLC service category. Every MAC PDU belonging to the Real Time service will experience adelay smaller
than the maximum transfer delay. Instead, for the excess traffic it is not possible to define a time constraint, since the
delay is afunction of the system congestion.

Since the PTD isafunction of the guaranteed traffic load, a practical way to define a measure is to state the guaranteed
traffic load condition when the maximum PTD is reached or maximum PTD at 100 % of guaranteed traffic load, if the
PTD islower then the limit.

Table 2 isnormative. It shows the performance the HIPERACCESS system shall be able to meet. More relaxed values
can be set for individual connections.

Table 2: DLC Service Category Limitation (transmitter side)

Service category Priority Max PDU Delay Max PDU transfer Bit rate
variation delay
Periodic Real Time 0 5ms 5 ms Periodic guaranteed
Real Time 1 5ms 5 ms Min guaranteed
Non Real Time 2 NA NA Min guaranteed
Best Effort 3 NA NA No guarantees

The delay variation reported in the table refers to the maximum peak-to-peak delay variation (PDV peak-to-peak) that is
given by the difference PTDmax - PTDmin, where PTDmin is the minimum delay experienced by a PDU in the transit
through the DLC layer. If PTDmin is negligible respect to the PDTmax, the PDV peak-to-peak and the PTDmax have
the same value. In the table above the reported delay variation is the maximum reachable value, supposing the

PTDmin = 0. In case the ARQ is used the PTDminis 3 msat least. If PTDmin is not zero, the sum of the delay variation
and the PTDmin shall be within the PTDmax. The maximum transfer delay for any single PDU shall not be larger than
PTDmax.

It should be noticed that the DLC functionality, is distributed between two separated entities: for the DL the AP isthe
only entity involved in traffic handling, while for UL traffic decisions are taken bothin AP and AT.

The APin DL and both the AP and the AT in UL are congestion points and, due to the statistical multiplexing of traffic,
they introduce a delay variation.

In the downlink direction the values of the system parameters on delay are referred to the AP only, whereasin the
uplink direction, being the AT a congestion point for the incoming traffic from the line and the AP a congestion point
related to the handling of the bandwidth requested by the ATs, two contributions can be defined:

. Uplink AT PTD: maximum delay introduced by the statistical multiplexing at AT level when a continuous
flow of transmission grantsis received from the AP.

. Uplink AP PTD: maximum delay introduced by the statistical multiplexing at AP level supposing the ATs has
continuously PDUs to be transmitted.

The downlink PTD and the sum of the uplink PTDs have to be within the maximum PTD defined as system parameter,
supposing the ARQ is not used. When the ARQ is adopted, the PTD that it introduces has to be added to the uplink AT
and AP PTDs and the total value shall be within the maxPTD defined as system parameter.

Since the PTD isafunction of the guaranteed traffic load, a practical way to define a measure is to state the guaranteed
traffic load condition when the maximum PTD is reached or the maximum PTD at 100 % of guaranteed traffic load, if
the PTD islower than the limit.
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4.5 Data Link Control (DLC) Layer

45.1 Overview and basic features

The DLC layer is connection oriented (this means that MAC PDUs are received in the same order as sent and that a
connection is set up before MAC PDUs are sent) to guarantee QoS. Connections are set up over the air during the
initialization of an AT, and additionally new connections may be established when new services are required.

Both ATM and IP are supported efficiently by means of afixed MAC PDU size of 51 bytes:

. The efficient support of ATM is achieved by a one-to-one correspondence between the ATM cells of 51 bytes
(full ATM cell except HEC and VP fields) and the MAC PDU. All mechanisms for:

- request-grant,
- ARQ (optional for AP),
- error-detection and performance monitoring,

are oriented towards MAC PDUs and thus towards ATM cellsin case of cell-based CL. The solution with the
shortened ATM header (of 3 bytes) offers aso the unconditional support of VP switching.

. For the efficient support of 1P, the variable length | P packets are mapped by SAR to the fixed size MAC
PDUs.

It should be noted for cell-based CL that other solutions like selectable MAC PDU size, segmentation of ATM cellsin
the CL to 48 bytes or hand-shaking procedures for a (VPI,VCl) mapping to CID during connection establishments do
not offer any advantages.

ARQ is not specified for the DL direction but it shall be supported by the DLC and PHY layer for the UL direction
where the AP shall switch on/off ARQ on a per connection basis.

A short description of the main functional entities of the DLC and PHY layers follows.

45.2 Radio Link Control (RLC) sublayer

The RLC sublayer contains radio resource control in particular, initialization control, connection control (onaDLC
level) and security control.

. Radio resource control: Thisincludes all mechanisms for load levelling, power levelling (UL ATPC and DL
ATPC) and change of PHY modes. These functions are radio link-specific and thus AT-specific except for the
carrier-specific DL ATPC.

. Initialization control: Thisincludes all mechanismsfor the initial access (first initialization) and release of a
terminal to/from the network as well as the re-initialization process required in case of link interruptions or
PSI. These functions are AT-specific.

. DL C connection control: Thisincludes al mechanisms for connection establishment, connection change and
connection release; the association of a specific connection to a specific Connection Aggregate | Dentity
(CAID), Security Aggregate |Dentity (SAID) and a specific Service Category IDentity (SCID). The
configuration of QoS parameters for a certain connection is also part of connection control. All these functions
are of course connection-specific. The following table gives the correspondence between SCID values and the

QoS classes:
SCID value QoS Class
0 PRT
1 RT
2 nRT
3 BE

. Security control: Thisincludes all mechanisms for authentication of ATs and the connection-specific
encryption control. These functions are both terminal - and connection - specific.
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45.3 Medium Access Control (MAC) sublayer

Some important key features are;
. Requests are per connection or per connection aggregate.
. Grants are given per terminal.
. Connections are grouped into connection aggregates.
. Several request-grant mechanisms are supported.

. ARQ isoptionally supported in the AP.

4.5.4 Error control (ARQ) within the MAC sublayer

The adaptive operation of modulation and coding is able to counteract the slow propagation behaviour in case of rain
fading but is powerless against the fast behaviour of the uplink interference.

Indeed while the C/1 (carrier-to-interference power ratio) in the DL can be deterministically evaluated and effectively
counteracted by FEC mechanism at the PHY layer, the interference in the UL direction istime-variant, asit depends on
the location and the number of the simultaneous interfering ATs from other cells or sectors. The time-variant C/I
behaviour in the UL can cause unacceptable service unavailability when exceeding the FEC capability. The higher the
"PHY mode" throughput, the higher isthe related unavailable time. Therefore the UL PHY modes with higher code
rates or higher-level modulation schemes are more effectively usableif particular mechanism like ARQ are applicable.

The ARQ protocol shall be implemented at the DLC level, where the error detection is performed in the PHY layer. It is
based on a selective-repeat approach as described in clause 8.5, where only the PDUs carried by erroneously received
RS codewords are to be re-transmitted. In the AP, the received RS codewords are checked and in case of detected errors
the RS codeword itself and all PDUs carried by this codeword are discarded. If one erroneous RS codeword in an UL
frame is detected, then the AP will set an indication in the control zone of the next DL frame, enforcing a
re-transmission procedure for al PDUs belonging to all erroneous RS codewords of those ATs which have at least one
connection with ARQ. The impact of ARQ in terms of delay and spectrum efficiency is described in clause 8.5.5.
45.5  Security control within the RLC sublayer
The most important security requirements are as follows:

. Protection of traffic privacy.

. Fraud prevention.

. Checks for legitimate use.

. A "medium" security level seems enough since high-security applications will use their own end-to-end
security mechanisms. As a consequence, a protection against active attacks (e.g. message integrity protection)
is not provided. Furthermore, alegal interception from the air-interface is not supported, since this should be
supported by the network or in higher layers.

The key mechanisms and protocols for security control are as follows:
. Authentication of ATs based on X.509 [9] certificates.
. Three-level cryptographic scheme:
- asymmetric RSA, used for authentication and AK transmission;
- symmetric AK (Authentication Key), encrypted with RSA for transmission, used for TEK transmission;

- symmetric TEK (Traffic Encryption Key), encrypted with AK for transmission, used for the encryption
of the payload part of all unicast traffic connections (all management connections and all broadcast and
multicast connections shall not be encrypted).

. Frequent changes of keys are possible during traffic transmission. Lifetime for AK and TEK.
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. Security functions (authentication and encryption) can be switched off (to allow the operation of HA systems
in countries where encryption is legally not allowed).

45.6 Multicast connections
A multicast connection is defined as follows:

The same stream of information is addressed to a group of connections (belonging to the same or different terminals),
which isreferred to as a multicast group. To save bandwidth, the information is transmitted only once over the air,
whereas the transmission at the SNI could be once per connection or once per multicast group. Multicast transmissions
exist only in the DL. Several multicast groups comprising different sets of connections can exist in parallel. All
multicast groups are dynamic, i.e. connections can be allocated to a group or withdrawn from a group at any time.

Multicast connections shall be supported. Encryption for multicast on the PHY and DLC layer is not supported in the
standard but not excluded for future versions of HA.

4.6 Physical (PHY) layer

A short description of the PHY layer isincluded here for a comprehensive understanding, since the following key
features of the PHY layer have to be supported by the DL C layer:

. Adaptive PHY mode (coding and modulation) for DL and UL.
. Transmit power control (ATPC) for DL (optional) and UL.

Some more details are given in clauses 4.6.1 and 4.6.2.

4.6.1  Adaptive coding and modulation

Typically when acarrier is shared by more than one AT, modulation and coding parameters are set according to the AT
which has the greatest path loss or is exposed to the greatest amount of interference. Coupled with the fact that the
operator wishes to maximize the coverage, the modulation and coding scheme in these cases shall be robust yet
spectrum inefficient (i.e. QPSK with alow code rate).

Evenif the cell sizeis greatly reduced, potentially allowing for higher order modulation schemes (i.e. 64QAM) to be
used, the self-interference conditions (due to the multi-cell deployment) will dominate and prevent service to some large
number of ATs(i.e. coverage dead spots).

HA uses adaptive PHY modes for solving this problem. A PHY mode is a predefined combination of modulation and
coding parameters. In contrast with other transmission systems where one PHY mode dominated the entire DL
transmission, for HA more than one PHY mode is used occupying different parts of the DL frame. In the UL different
ATsuse different PHY modes according to their individual link conditions.

The AP controls the use of a specific PHY mode. If for example link conditions deteriorate (i.e. rain) then it is expected
that more ATs will be assigned to more robust PHY modes. If the link recoversthen it is expected that more ATs will
be assigned to more spectrum efficient PHY modes within their link limitations. Although in some deployment
scenarios UL transmissions can employ similar techniques to those of the DL, there will be some cases where it will be
useful to limit the choices of PHY modes for the UL due to a different, random-like, interference behaviour especially
apparent when the available spectrum is re-used aggressively.

All modulation formats are M-QAM based. The forward error correction scheme will be based on an RS code
concatenated with a convolutional code with no interleaving.
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In order to guarantee the interoperability, the following rules shall be applied:
. The indication of the PHY mode shall be done on a burst-by-burst basis.

. Each AT shall measure the C/(N + 1) ratio and the received power and communicate these values to the AP.
Then, following these parameters, AP centrally decides to change the DL PHY mode or not.

. For the UL a minimum amount of traffic shall be ensured in order for the AP to be able to continuoudy
measure the C/(N + ) ratio with a given accuracy.

. HA shall use one mandatory and one optional predefined set of PHY modes. The first set of PHY modes shall
be supported by the AT and AP; where the second set shall be mandatory for AT and optional for AP.

. Out of these sets of PHY modes, only one set of PHY modes shall be used per sector. The choice of the set of
PHY modes could be determined by the network management system. A change of the PHY mode set should
be synchronized between all RF channels of a sector.

4.6.2 Automatic Transmit Power Control (ATPC)

The transmit power control is needed in order to cope with attenuation effects due to rain fading. Both UL ATPC and
DL ATPC are under full control of the AP.

For the UL ATPC, each AT receivesindividual power adjustment commands from the AP. Usually, the UL transmit
power isonly changed in case of arain fading. The AP gains the information about each AT's reasonable transmit
power from the measurement of the received UL signal as well as from the parameters in the measurement reports from
the ATs (where the present document contains the current transmit power and the current power margin among other
parameters). Asfor the adaptive UL PHY mode, the AP gives enough grantsto all ATs (evenif the AT has no traffic to
transmit) to measure the received UL power with the required precision.

In order to guarantee the interoperability, the following rules shall be applied for UL ATPC:
. The change of the transmit power shall be done on a frame-by-frame basis (both for DL and UL).

. Each AT shall report the current transmit power to the AP. Then, following these parameters and own
measurements of the received UL signal, the AP decides to command an UL power adjustment.

. For the UL a minimum amount of traffic shall be ensured in order for the AP to be able to continuoudy
measure the received UL power with a given accuracy.

In case of initia ranging, the AT shall start the transmission of the UL ranging bursts with an estimation of the proper
power level. Then the power shall be increased with a pre-defined step size until the UL ranging burst is received by the
AP for thefirst time and the AP replies with a power adjustment message. Only in case of short link interruptions, the
AP can allow the AT to resume its UL transmission with the old UL transmit power setting.

The DL ATPC isan optional feature to fulfil regulatory requirements (where applicable). The DL transmit power can be
changed for all carriers of a sector without notifying the ATsin advance. The DL transmit power shall be increased only
if the current DL transmit power is not high enough for at least one AT in the most robust mode. In other words, the DL
transmit power shall be minimized to allow the reception of the most robust PHY mode even for the AT with the worst
DL radio channel conditions, but shall not be maximized to allow the use of the most efficient PHY mode for alarge
number of ATs.

5 Interface to PHY layer

The interface between the DL C layer and the PHY layer is only informative.

Further interfaces within the DLC layer are not specified, i.e. the MAC and RLC sublayers of the DLC layer are
introduced to improve the readability of the present document and are of informative character only.
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5.1 Definition of MAC PDU

51.1 Layer overview and general definitions (CL PDU and MAC PDU)

Protocol Data Units (PDU) and Service Data Units (SDU) are only defined with respect to a specific layer. In the
downward direction, the SDU isthe input from an upper layer to alower layer and the PDU is exchanged between the
respective layers of transmitting and receiving entity.

To reduce the number of names and definitions, the term SDU is not widely used in the present document. For the
purpose of the DLC specification, only the CL SDU and the MAC PDU are of major importance. Two overviews are
provided: in figure 5 with regards to the protocol stack and in figure 6 with regards to the structure of the data fields.

transmitting receiying
entity entity

CL SDU fixed length of 53 bytes (cell-based CL); CL SDU
variable length (packet-based CL)

DLC SDU fixed length of 51 bytes DLC SDU

________________ .>
DLC layer MAC PDU DLC layer

fixed length of 54/55 bytes (DL/UL)
PHY SDU for MAC data PDU and PHY SDU
long MAC signaling PDU

PHY layer PHY layer

additional overhead due to coding and preambles T

Figure 5. SDU and PDU in the protocol stack

Asshowninfigure 5, the DLC SDUs received from the CL have a fixed length of 51 bytes, regardless of a cell-based
CL (the HEC and VPI fields of an ATM cell are suppressed in the CL) or a packet-based CL (long I P packets are
segmented within the CL).

Inthe DLC layer, aDLC SDU is addressed as MAC data PDU payload and extended by the MAC PDU header to form
the MAC PDU. The format of aMAC data PDU and along MAC signalling PDU are identical. Additionally, there are
also short MAC signalling PDUs for the UL direction. Both long and short MAC signalling PDUs carry messages that
are created in the DLC layer. If these messages are too long then they are segmented to 51 bytes (including FC
information) within the DLC layer.
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51.2 Long MAC PDUs

Figure 6 provides a more detailed overview of the structure of aMAC data PDU and along MAC signalling PDU,
where the numbers specify the length in bytes. The length of aMAC PDU payload is always fixed to 51 bytes except
for short MAC signalling PDUs.

MAC PDU
/\

- ™

4 for UL 51 general

3 for DL
A —— A o
I MAC PDU : NG I
| header | MAC PDU payload |
: | |
I 3 48 e.g. for
I cell-based CL
|
| . i irnu
: : CL header CL payload :
| | |
| | |
| | |
: | |
I 51 for MAC management
: messages
| long MAC signaling PDU
: - — (long g g )
|
|
|

I I
one message I

or packet of several messages !
or segment of one long message

Figure 6: Structure of MAC data PDU and long MAC signalling PDU

The MAC PDUs are created in the DLC layer. The MAC PDU payload is either received from the CL (consisting of CL
header and CL payload) or generated as MAC management message in the DLC layer. Only the MAC PDU header has
aformat depending on the direction of the transmission.

PDUs received from the CL are distinguished from PDUs created in the DLC layer (like MAC management messages
or broadcast messages) by the CID field in the MAC PDU header, and additionally MAC data PDUs are distinguished
from MAC signalling PDUs by the PT field in the header.

A long MAC signalling PDU can carry one or several MAC management message(s) or a segment as shown in figure 6
(see clause 7.4 for the lists of message format).

MAC data PDUs shall be used to carry data only. Only the payload part of aunicast MAC data PDU is encrypted in the
DLC layer to guarantee for privacy, whereas MAC signalling PDUs or multicast MAC data PDUs are not encrypted.
The MAC PDU header is not encrypted.
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5.1.3 Short MAC PDU

Figure 7 shows the definition of the short MAC signalling PDU used only for UL which is created in the DLC layer.
The payload length is 8 bytes (including the MT field) to accommodate the ranging request message.

Short MAC signaling PDU
A —

— —
4 8
—  —AC J
MAC PDU Y
header one message

Figure 7: Structure of short MAC signalling PDU (UL only)

5.2 Interface DLC-PHY

Theinterface between DLC and PHY layer is not formally specified, so this clauseis only informative. Aslong asthe
interoperability is guaranteed, the exact implementation of thisinterface is a manufacturer design.

Clause 5.2.1 provides a description of the informative interface by block diagrams and parameter lists. Clause 5.2.2
shows an overview of the data units in the transmitter and receiver chains and the following clauses give a description
of how MAC PDUs are converted to PHY SDUs and are transmitted over the PHY layer and the air-interface,
especially their alocation to FEC blocks. Their interrelation with maps and zones is covered in detail in clause 8.

5.2.1 Informal description in terms of detailed parameter lists

A normative and testabl e interface between these two layersis not specified, but an informative description is provided.
The DLC layer isresponsible for the construction of entire PDUSs, so the PHY layer shall handle only entire PHY SDUs
and the different fields withinaPHY SDU are not visible for, and are not interpreted by, the PHY layer.
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Figure 8: Block-diagram of the DLC-PHY interface
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Figure 8 shows the block-diagram of thisinterfacein AP and in AT.

All messaging between the PHY and DLC layersin AP and AT and for transmitter and receiver sides are listed in
table 3 to table 6.

Table 3: Interface between DLC and PHY in AP (transmitter side)

Signals/Messages Detailed parameters
Transmission Side
Timing Start of a frame and Start time of TDM or TDMA PHY mode regions
PDU-Type Transmit Long MAC PDUs of 54 bytes or control zone bytes
TX MAC PDUs/Control  |MAC PDUs bytes or control zone bytes to be transmitted per TDM/TDMA Phy
zone hytes mode region
TX-PHY-Mode PHY mode for each TDM or TDMA region
Power control Relative power control signal
TX-Carrier Freq. Select |Selection of the TX carrier frequency, load levelling
Alarm Alarm from DLC for stropping the transmission in the PHY

Table 4: Interface between DLC and PHY in AP (receiver side)

Signals/Messages Detailed parameters
Reception Side
Timing Time to start to detect a burst
Burst-Type Long burst of n x 55 MAC-PDUs-bytes or short signalling burst carrying 12 bytes
Preamble type 16 or 32 symbols
Burst concatenation Burst concatenation: Yes or not
RX-PHY-Mode PHY mode for each UL-burst
RX-Carrier Freq.Select [Selection of the Rx carrier frequency, load levelling
RX-MAC-PDUs Received n x 55 long MAC-PDUs bytes or short signalling MAC-PDU bytes
RS-error flag Error flag per each RS decoded block
Burst acquisition Akn.  [Acknowledgment for a successful acquisition of a burst
CNR, RX-Power Measured CNR and RX-power
Perf. Monitoring Information collected by the PHY-layer about link quality following ITU-T
Recommendations G.821 [3]/G.826 [4]/M.2100 [6].

Alarm, LOS Alarm for anomaly from RX-PHY to DLC or Los of synchronization signalling

Table 5: Interface between DLC and PHY in AT (transmitter side)

Signals/Messages Detailed parameters
Transmission Side
Timing Start time for the transmission of a burst
Burst-Type Long burst carrying n x 55 long MAC-PDUs bytes or short burst carrying 12 short
signalling MAC-PDU bytes
Burst concatenation Burst concatenation: Yes or not
TX MAC PDUs Short or long MAC-PDUs to be transmitted per burst
TX-PHY-Mode PHY mode for each transmitted burst
Power control Relative power control signal
TX-Carrier Freg. Select Selection of the TX carrier frequency, load levelling
Preamble type 16 or 32 symbols
PHY power Gap Automatic power correction/adaptation in case of change of PHY mode
Burst transm. Akn. Acknowledgment for the successful transmission of a burst
TX power margin reserve The actual power reserve available
Power availability for changing |The indication from the PHY layer to the DLC layer to notify that the amount of
to a more efficient PHY mode available power is sufficient in order to switch to a more spectral efficient PHY
mode.
Alarm Alarm from DLC for stopping the PHY transmission
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Table 6: Interface between DLC and PHY in AT (receiver side)

Signals/Messages
Reception Side

Detailed parameters

Timing

Detection of the beginning of a frame: Frame start time

First RS-Control zone

First 30 bytes of control zone

RX MAC-PDUs/Control
zone bytes

Received n x long MAC-PDUs of 55 bytes or control zone bytes

RS-error flag

Error flag per each RS decoded block

CNR, RX-Power

Measured CNR and RX-power

Perf. Monitoring

Information collected by the PHY-layer about link quality following ITU-T
Recommendations G.821 [3]/G.826 [4]/M.2100 [6].

Alarm, LOS Alarm for anomaly from RX-PHY to DLC or Los of synchronization signalling
TDM/TDMA region ST Start time for detecting each TDM or TDMA PHY mode region
RX-PHY-Mode PHY mode for each DL TDM or TDMA PHY mode region

RX-Carrier Freq.Select

Selection of the Rx carrier frequency, load levelling

Some additional remarks:

NOTE 1. PHY functionsinclude (for transmitter): insertion of zero bits for trellis termination; insertion of padding
bits to complete a modulation symbol; insertion of padding channel symbols to complete the fixed frame
duration; creation and insertion of preambles; scrambling; timing for frame and burst duration;
mai ntaining of time synchronization.

NOTE 2: DLC functionsinclude (for transmitter): creation of MAC PDUs or PHY SDUSs; creation of control zone
(including frame number); organization of re-transmissions for ARQ and creation of ARQ entries;
creation of MAC dummy PDUSs; creation of ranging request messages (for AT only); maintaining of
minimum data rate in UL; segmentation of MAC management messages; encryption and decryption of
MAC PDU payload.

The frame structure with a fixed duration of 1 msis both relevant for DLC and PHY layers.
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Data units in transmitter and receiver chain
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Figure 9 shows ablock diagram of the operations in the transmitter and receiver chain to indicate the relations between
MAC PDU, RS codewords, FEC blocks and bursts.

Request for ARQ

re-transmission
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MAC PDU
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Figure 9: Block diagram of transmitter and receiver chain

The ARQ operation is only applicable for the UL direction (where the requests for re-transmissions are sent in DL
direction as part of the ARQ map in the control zone), but all other operations apply for both transmission directions. If
an RS codeword carries only one MAC PDU, then MAC PDUs can be re-transmitted individually. Otherwise, if an RS
codeword carries only several MAC PDUSs, then all MAC PDUs of this RS codeword can be re-transmitted.

The encryption is done individually per MAC PDU, depending on the Initialization Vector (V) which is generated
from the frame counter. A MAC PDU to be re-transmitted per ARQ is newly encrypted, i.e. repetitions of the same

plaintext imply different ciphertext on the air.

ETSI



39 ETSI TS 102 000 V1.3.1 (2002-12)

The RS encoding operation is always present, whereas the inner convolutional encoding operation isonly applicable for
some PHY modes.

The scrambling operation between encryption and RS encoder (and the inverse de-scrambling) operation is not shown
infigure 9.

The mapping of MAC PDUs to the PHY structure (RS codewords, FEC blocks, PHY mode regions and zones) is shown
in the following figures, firstly for DL and UL directionsin case of FDD mode and secondly for the TDD mode.

5.2.3 Downlink with FDD mode

The mapping of MAC PDUs to the PHY structure for the DL direction is shown in figure 10 without the TDMA option
and in figure 11 especially for the optional TDMA zone.

1 ms (fixed duration)

‘A
-t

variable length

TDM zone -
- Frame
vari ble/length variable length variable length Padding
Preamble  <Yaridblelength _ o variablelength g
(32 symbols) | pHY mode 1 PHY mode2  ______ PHY mode 4 (last)
region region region
/// \\\\\
- T—
//// \\\\\\\
Modulated & encoded (RS+CC) sequence
including trellis termination bits per each RS codeword &
padding bits to complete a symbol per each FEC block
~ fixed length fixed length fixed length variable lengt
Last
RS codeword - RS codeword me-eece=-- RS codeword
\\\
- \\\
MAC MAC | __] MAC
PDU 1 PDU 2 PDU N

where N=1,2,3,4

Figure 10: Transmission of MAC PDUs in DL without TDMA option

Figure 10 shows the mapping of MAC PDUs to the frame structure in the DL without the TDMA option. The frame
starts with a preamble of 32 symbols. A control zone follows the preamble containing the DL, ARQ and UL maps. The
maps indicate events (i.e. PHY modes as well as location and duration within aframe). The DL map defines the TDM
zone and optionally a TDMA zone. The UL map defines signalling events and different kinds of windows and specific
user transmission events. The term "length" refers to the duration in the upper parts and to the size in bytes in the lower
parts of figure 10.

A TDM zone consists of different PHY mode regions by descending robustness order (i.e. QPSK precedes 16QAM).
Each PHY mode region time multiplexes data associated with different ATs capable of demodulating and decoding the
associated PHY mode. Asthe number of addressed ATs within a PHY mode varies and such does their instantaneous
DL datarate, all PHY mode region durations can vary from frameto frame.
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Each PHY mode consists of data which was concatenated (by an outer RS block code and, for some PHY modes, an
inner convolutional code) encoded using an RS codeword encapsulating four MAC PDUS, except the last RS codeword
where shortening is applied if the remaining number of PDUs per RS codeword is less than four. In case of aninner
convolutional code, trellis terminating bits are added to each RS codeword, so an FEC block corresponds to an RS
codeword. The number of symbols required for the transmission of a PHY mode region depends on the modulation
scheme. At the end of a PHY mode region, padding bits are added to complete a modulation symbol. To fill up the
TDM zone, MAC dummy PDUs areinserted (in arbitrary PHY mode regions of the TDM or TDMA zone) and
additional padding symbols are added at the end of the TDM or TDMA zone to compl ete exactly the frame.
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Figure 11: Transmission of MAC PDUs in DL with TDMA option

Figure 11 shows the mapping of MAC PDUsto the frame structure in the DL in case of the additional TDMA zone. The
term "length" refersto the duration in the upper parts and to the size in bytes in the lower parts of the figure. Optionally,
aTDMA zone follows the TDM zone. Similar to the TDM zone, the TDMA zone consists of different PHY mode
regions (bursts) with the following differences:

. No specific robustness order will be applied.
. Each PHY mode region starts with a short preamble of 16 symbols.

Note that the TDMA zone is intended to be used by H-FDD ATs. The H-FDD AT is expected to demodul ate and
decode the beginning of the frame containing the control zone. Depending on its recent UL transmission event, it is
expected that the H-FDD AT will switch back to DL reception and recover itsdataina TDMA PHY mode region
suitable for its link conditions.
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The PHY mode region shall be composed of one or more FEC blocks. Every FEC block shall contain 4 MAC PDUSs,
only the last FEC block inaPHY burst shall contain a number of MAC PDUs equal to 1, 2, 3 or 4 in order to complete
the transmission of the number of MAC PDUs foreseen for the burst. The number of symbols within each FEC block
depends on the relevant PHY mode. The total length of a burst shall be an integer number of symbols, the last symbol
shall be padded with bit values equal to 0 as necessary.

5.2.4 Uplink with FDD mode
The UL frameis subdivided in:

. A window for contention-based access (i.e. non-scheduled transmissions) where only bandwidth requests are
alowed. Only short MAC signalling PDUs with the most robust PHY mode shall be transmitted in the
contention window.

. Scheduled bursts (i.e. granted bursts for invited traffic from AT), appliesfor:
- MAC data PDUSs,

long MAC signalling PDUs,

short MAC signalling PDUSs,
- ranging bursts (always with the most robust PHY mode),
where each PHY mode can be scheduled for the first three cases).

The locations of these different parts within an UL frame are indicated by the UIUC entriesin the UL map whichis
broadcasted in the control zone in the DL at the beginning of each frame. See clause 8.2.2 for more details on the UL
frame structure.

An UL burst for an AT transmission may include more than one MAC PDU or more than one FEC block similar to the
DL direction. MAC PDUs shall be encapsulated into RS codewords of fixed length. The last RS codeword will be
shortened in the case where the number of remaining MAC PDUs isless than four. Asthe AT finishes to transmit its
UL burst, it may ramp-down its transmitter. This period of time is expected to overlap aramp-up period of the next AT
UL burst scheduled for transmission.

An UL burst can either contain a mixture of MAC data PDUs and long MAC signalling PDUs (and maybe dummy
PDUsif nothing elseis to be transmitted) or one short MAC signalling PDU. In other words, an UL burst with one short
MAC signalling PDU can not contain a further short MAC signalling PDU or along MAC PDU.
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Figure 12 shows the mapping of MAC PDUsto the PHY structure for the UL direction. The term "length” refersto the
duration and in the lower parts in the figure aso to the size in bytes. The options of only one MAC PDU per FEC block
or one FEC block per preamble are not explicitly shown.

1 msfixed duration

‘&
<

A

variable variable variable fix variable

i___length length length length length
PHY mode x PHY modez UL PHY modey
Contention UL burst UL burst ranging | mmmmm UL burst
window e.g. one short MAC | e.g. mix of MAC data PDUs e e.g.
signaling PDU and long MAC signaling PDUs MAC data PDUs A
-~ \\
/// \\\ /
- S~ Guard
8 -~ 16o0r32 S~ time
symbols _ symbols variable length TN
Guard UL M odulated & encoded (RS+CC) sequence
. including trellis termination bits per each RS codeblock &
time preamble padding bits to complete a symbol per each FEC block
/ N
/ AN
/ \\
// N
4 MAC PDUs 4 MAC PDUs EEEEEEEEEEEHN 1..4MAC PDUs

Figure 12: Transmission of MAC PDUs in UL

Note that all UL bursts will be preceded by a guard time and a preamble. The order of the basic UL frame structure
shown in figure 12 isjust an example and it is up to the scheduler in the AP to decide on the order.

An AT, which the UL map has indicated the existence of an UL transmission event for it, is expected to transmit its data
at the indicated time. The PHY mode used by the AT for the transmission is specified aswell by the UL map. The AT
begins its transmission with a preamble with length of 16 or 32 symbols (commanded from AP at initialization).

5.25 TDD mode

There are still some differences for the TDD mode compared to the FDD mode. The frame with a fixed duration of 1 ms
(asfor the FDD mode) is split in a DL subframe and a UL subframe. The subframes are shorter than 1 msasonly a
portion of the full frameis allocated for each direction. The partitioning into DL and UL subframes can be adaptive

(i.e. variable over time, to be supported by AP and AT) or non-adaptive as well as synchronous (i.e. between APs of a
network) or asynchronous.

At the end of each subframe, a Tx/Rx-switching timeisrequired for switching of the AT from reception to transmission
or vice versa

For the TDD mode, no explicit TDMA zone is necessary, asinherently all ATs are H-FDD operated and no special
handling is required.

The SSsfor UL transmissions are determined by the UL map as for the FDD mode.

More information on the TDD mode can be found in clause 8.3.3.
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5.2.6 Structure of RS codewords and preambles in UL bursts

Two specific features and theirs combinations can be enabled for the UL transmission (note that in this context a strict
distinction between RS codewords and FEC blocks is not necessary):

. None to several midambles per burst:
- No midamble: Only one preamble is used for grouping all FEC blocksin an UL burst.

- Several midambles. Each RS codeword is preceded by its own preamble (in this case, the preambleis
called midamble), i.e. if there are several FEC blocks for one AT to be transmitted, a new preambleis
used for each FEC block. This feature could alow for simpler synchronization at the AP, maybe if the
first preambleis destroyed by UL interference.

. Oneor several MAC PDUs per FEC block:

- One: Only one MAC PDU (appliesfor data PDU or long signalling PDU) instead of four MAC PDUsis
transmitted by one FEC block. This feature could allow for simpler demodulation at AP and a smaller
number of re-transmissions for ARQ, since the error detection of RS codewordsiis effectively related to
PDUs.

- Several: Each FEC block (except for the last FEC block in an UL burst) carries four MAC PDUSs.

Both features are handled on a per carrier basis and can be time-variant, i.e. they are broadcasted in the GBI message.
The support of these features is mandatory for the AT and optional for the AP. For all combinations, only one single UL
map entry is required per UL burst.

The two features are demonstrated in figure 13 for an example of 5 PDU to be transmitted for the AT under
consideration.

. Only one | only one

Example: the UL burst carries5 M AC PDUsfrom one AT midamble| MAC PDU
per burst per RS CW

. P RS(4) RS(1) yes no

. P RS(4) P | RS(1) no no

. P | RS(1) | RS(1) | RS(1) | RS(1) | RS(1) yes yes

. P RS(1) P RS(1) P RS(1) P RS(1) P RS(1) | ho yes

Legend: P = UL burst preamble
G = Guard Time

RS(n)= RS CW carryingn MAC PDU's

Figure 13: Structure of RS codewords and preambles in an UL burst

NOTE: Padding to complete a modulation symbol isrequired at the end of a FEC block if the UL burst is finished
or continued with another preamble.
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6 DLC addressing and identities

6.1 General

In case of FDD mode, an RF channel isaways a pair of DL and UL RF carriers. Only for TDD, an RF channel simply
reduces to an unpaired single RF channel and both transmission directions are separated by the two subframes of the
frame. Concerning addressing and logical channel structure, there is no difference between FDD and TDD modes.

The main identities to be handled in aHA system are as follows:
. The APC-ID (24 bits) is used to identify the sector during initialization.

. The AT MAC address (based on MAC-48, 48 bits) is used to identify the AT during initialization and
authentication.

. The terminal identity (TID, 10 bits) is used in the control zone for the UL map for the alocation of grantsto
the ATs, in the multiple-TID message.

. The connection identity (CID, 16 bits) isused in the MAC PDU header for DL and UL to identify the
connection. Some specific CIDs are used to identify MAC management connections and are thus AT-specific.

. The connection aggregate identity (CAID, 16 bits) is used in the bandwidth request message and the queue
status request message.

. The security associate identity (SAID, 16 bits) is used in security and connection control messages and is
specified in clause 12.

6.2  APC Identity (APC-ID)

The APC-ID (APC Identity) is used to identify the access point controller and so the cell site. The scopeisto facilitate
and speed up the initialization process by identifying the cell site.

The APC-ID consists of 24 bits. Thefirst 4 bits are used to distinguish between different operators (operator colour
code) and the remaining 20 bits are used to identify the APC.

The APC-ID istransmitted in each control zone, i.e. with aperiod of 1 ms.

6.3 Access Terminal (AT) ldentities

A long world-wide unique terminal identity of 48 bits related to the terminal equipment (AT MAC address) and a short
sector-wide unique terminal identity (TID) of 10 bits have to be distinguished.

6.3.1 AT MAC address (equipment ID based on MAC-48)

A permanent world-wide uniqgue AT MAC address of 48 bits length is used for terminal identification during the first
initialization or re-initialization, especially for the initial ranging message and for authentication.

The AT MAC addressis based on MAC-48 (see | EEE 802 in bibliography) and related to the terminal equipment.
Hence, thisis not alogical identity, in case of equipment replacement (e.g. due to an equipment failure) the AT MAC
address will change.
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6.3.2 Terminal Identity (TID)

The terminal identity (TID) of 10 bit isused in the control zone for the UL map entries for the allocation of grantsto the
ATsand also in multiple-TID messages. The TID isunique per carrier. Up to 1024 ATs per carrier are supported with
regards to addressing. However, due to the noise floor limitation, the number of ATs per sector islimited to 256 and the
number of ATs per carrier isalso limited to 256.

According to table 7, some specific TIDs shall be used for:
. UL map entries that indicate the bandwidth request contention window.

. End of map entries.

Table 7: Specific TID values (10 bits)

. TID ::= | NTEGER( 0. . 1023)

. -- Normative specifications for specific Tid val ues:
. -- Contenti onWndowTid ::= 0

. -- EndOf MapTi d =1

. -- normal Tid shall be in the range [2,1023]

6.4 Connection IDentity (CID)

The CID (Connection IDentity) is an unstructured field of 16 bits and present in each MAC PDU header for DL and
UL.

All CIDs are under full control of the AP both for DL and UL, so the mapping of the VPI field to CID in case of
cell-based CL is under control of the AP and need not to be specified.

The CID is unique per RF channel. The CIDs are generated in the AP, both for DL and UL.

The CIDs are uni-directional and not bi-directional. For al bi-directional unicast data traffic connections, the AP shall
assign two identical uni-directional ClDs to the two directions.

According to table 8, specific CIDs shall be used to identify:

. Broadcast messages (DL only, important examplesare Rl cGener al Br oadcast | nf or nat i on and
Rl cFrequencyli st etc.).

. Multiple-TID messages Rl cMul ti pl eTi dBr oadcast Basi ¢ (DL only, only for basic MAC management
connections).

. Broadcasted MAC dummy PDUs (applies for long and short PDUs in DL as well as for short PDUsin UL).
. Ranging invitation message in DL (where the AT isaddressed by its AT MAC address).

Table 8: Specific CID values (16 bits)

ad = | NTEGER(O.. 65535)
BasicC d = G d(10..1033)
PrimaryG d = G d(1034..2057)
SecondaryCi d = C d(2058..3081)
Dat aCi d = G d(3082..65535)

-- Normative specifications for specific G d val ues:

-- Broadcast G d 2= 0
-- Mul ti pl eTi dBr oadcast Basi cGi d =1
-- DumyCi d =3
-- Rangi ngGi d =4
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For each AT three individual uni-directional CIDs for each direction are used for the MAC management connections.
Note that the ranges for these CIDs are specified by the present document, although the allocation of CIDsto ATsis
under full control of the AP in general.

Additionally, several CIDs are used for multicast connections. Since these are uni-directional connections, the CIDs
only exist for the DL direction. A specific range for multicast CIDs is not required.

6.5 Connection aggregate identity (CAID)

The grouping of connections to connection aggregates shall be under full control of the AP and the result of the
grouping is communicated to the AT during connection establishment. Later re-groupings are possible.

Connections belonging to different QoS classes should not be grouped into the same connection aggregate (to allow
vendor-specific QoS implementations).

A specific identity for a connection aggregate does exist with 16 bits. For requests, connection aggregates in total are
addressed by an arbitrary CID inside the connection aggregate, i.e. the CAID is not used for requests per grant
management field in the MAC PDU header. However, the CAID is used in the payload of the queue status request
message and the bandwidth request message.

In order to request bandwidth especially for MAC management messages by using the bandwidth request message

Rl cBandwi dt hRequest or the queue status request message Rl cQueueSt at usReq (where both messages
contain only references to connection aggregates), specific CAID values (which can be selected arbitrarily at AP) are
provided to the AT during the ranging procedure with the Rl cRangi ngl nvi t at i on message. See table 9 for the CAID
specification.

Table 9: Specific connection aggregate ID values (16 bits)

Cai d = | NTEGER(O. . 65535) -~ 16 bit

7 MAC management messages:
mapping to MAC management connections,
transport and list of all messages

Transport and logical channels are not formally introduced in the present document.

7.1 Overview of connection types

Three management connections are established for both directions at AT initialization with AT-specific CIDs:

. Basic M AC management connection is used to transport shorter, more delay-intolerant (urgent) MAC
management messages such as ranging requests, signalling for adaptive operation and power control and for
connection management, etc.

. Primary M AC management connection is used to exchange longer, more delay-tolerant MAC management
messages such as key management, etc.

. Secondary management connection is set up to transfer delay-tolerant standards based information such as
DHCP, SNMP, TFTP, etc.

The basic and primary MAC management connections are dedicated for the communication between the DL C protocol
entities. The secondary management connection is dedicated for the communication between upper layers.
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In addition to these AT-specific management connections, certain MAC management messages can aso be transmitted
per broadcast:

. Broadcast connection exists only for DL and is characterized by the broadcast CID. It shall be used with the
most robust PHY mode (even if al current initialized ATs are able to decode high-level modulation, to
guarantee the reception of the broadcast channel for new ATs during initialization).

. An important particular message for the broadcast connection isthe GBI message:

- RIcGeneral Broadcastlnformation carrying general information relevant to all ATs and especialy the
description of the current PHY mode set (and new PHY mode set, if applicable).

Another type of broadcast connection is:
. Multiple-TID message:

- RIcMultipleTidBroadcastBasic (with the CID MultipleTidBroadcastBasicCid), addressing several ATs.
The payload of these messagesis a packet of pairs (TID, one message for the respective AT), where only
basic MAC management messages are carried. The specification of the multiple-TID messagesis shown
intable 10 and also illustrated in figure 14.

Table 10: Multiple-TID message

R cMul ti pl eTi dBroadcastBasi ¢ ::= SEQUENCE (S| ZE(1..50)) OF PairTi dvessageBasic
Pai r Ti dMessageBasi ¢ 1= SEQUENCE ({

tid Tid,

messagesFor Ti dPacki ngBasi ¢ MessagesFor Ti dPacki ngBasi ¢

}
MessagesFor Ti dPacki ngBasi c ;1= CHO CE {

-- see Table in clause 7.4.3
}

Furthermore, several:

. M ulticast connections can be set up for specific groups of ATsto transport multicast MAC data PDUs. The
multicast CIDs have the same generic format as all other CIDs.

Broadcast information can be transmitted in the broadcast connection (e.g. GBI message or other MAC management
messages) or in the control zone. The control zone appears at the beginning of each frame ("fast channel"), whereas the
GBI message is usually transmitted in long intervals only ("slow connection").

All MAC management messages transmitted in the three MAC management connections or in the broadcast connection
are carried with the same generic MAC PDU format (MAC signalling PDU) as used for the regular traffic (MAC data
PDU).

The basic, primary and secondary MAC management connections are of unicast type and can be transmitted with any
PHY modein DL or UL. The broadcast connection (but not the multicast connections) shall be transmitted always with
the most robust PHY mode in the DL to guarantee their reception by all ATs.

7.2 Transport of MAC management messages with MAC
Signalling PDUs

Long (both DL and UL) as well as short (UL only) MAC signalling PDUs are specified, see clause 8.1 for the exact

formats. These MAC signalling PDUs and the MAC data PDUs (and additionally MAC dummy PDUs) are identified
by the PT field in the generic MAC PDU header.
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Some general rules

Some general rulesfor the use of MAC signalling PDUs are summarized below.

71.2.2

Opportunities for transmitting with both long and short MAC signalling PDUs in the UL can be granted to the
AT. It should be noted that grants for MAC data PDUs and long MAC signalling PDUs can not be
distinguished in the UL map.

The AT can issue requests for bandwidth (both MAC data PDUs and long MAC signalling PDUS). Specific
reguests for short MAC signalling PDUs are also possible viathe RSB bit in the MAC PDU header.

The AT can use granted bandwidth for sending a MAC management message, but this shall be in the form of a
long MAC signalling PDU (instead of aMAC data PDU) or short MAC signalling PDU. Specific rulesfor
using granted short MAC signalling PDUs are summarized in clause 7.2.3.

In the bandwidth contention window only short MAC signalling PDUs are allowed with PHY mode #1
carrying the message for bandwidth requests. However, the bandwidth request message can also be sent in
granted short UL bursts.

Short MAC signalling PDUs shall be used for granted short bursts and for the bandwidth contention window
aswell asfor granted ranging bursts (during first initialization or re-initialization).

It is possible to combine several messages into one long MAC signalling PDU for the same AT (applies for
DL) or from the same AT (appliesfor UL) by packing. The short MAC signalling PDU (UL only) contains
always only one or no message (to avoid problems with packing).

It is possible to combine messages for several ATs (applies only for DL) into one MAC signalling PDU as
Rl cMul ti pl eTi dBr oadcast Basi ¢ message.

Segmentation of MAC management messages is possible for DL and UL directions, but not in combination
with packing or multiple-TID message.

An UL burst contains either one or several long MAC PDUs (can be a mixture of long MAC signalling PDUs
and MAC data PDUs and MAC dummy PDUSs, can consist of several FEC blocks) or exactly one short MAC
signalling PDU (a specific UL ranging burst with extra guard time is specified for short MAC signalling PDUs
carrying ranging requests). A mixture of short and long MAC PDUs or severa short MAC signalling PDUs in
one UL burst shall not be supported.

If the AT receives grants for transmission without having any data (traffic or signalling) to transmit, then it
shall send long or short MAC dummy PDUs (as specified by the grant).

It is up to the schedulersin the AP (giving grants for UL) and the AT (using grants for UL) to determine how
MAC management messages shall be transmitted, e.g. with long or short MAC signalling PDUSs (if
applicable). Hence there is no pre-defined binding between MAC management messages and MAC signalling
PDUsin the UL (with some exceptions, see clause 7.2.3).

Padding shall be used to fill up any unfilled payload part of any MAC signalling PDU.

The use of long MAC signalling PDUs

Thelong MAC signalling PDUs are created in the DLC layer.

Short (i.e. compared to 51 bytes) MAC management messages shall have the option to be packed and transmitted in one
long MAC signalling PDU as specified in clause 7.3. This applies both for DL (for the same AT) and UL (from the
same AT). Additionally, several short messages for different ATs can be packed together in one multiple-TID message.
All messages that are allowed to be packed are listed in clause 7.4.

Long (i.e. longer than 51 bytes) MAC management messages shall be segmented (SAR, segmentation and reassembly,
part of the MAC sublayer) as specified in clause 7.3. Examples for very long MAC management messages are
asymmetric keys and the AT certificate.
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Two types of long MAC signalling PDUs are distinguished by the PT field in the header:

Non-segmented long MAC signalling PDU carries one MAC management message or a packet of several
MAC management messages, if the total length is smaller than or equal to 51 bytes (after encoding).

Segmented long MAC signalling PDU carries segments of long MAC management messages. The payload
of 51 bytes consists of 1 byte for segmentation control (SCF) and up to 50 bytes for the segment.

Packing and segmentation shall not be combined.

7.2.3

The use of short MAC signalling PDUs

Asfor long MAC signalling PDUs, the short MAC signalling PDUs are also created in the DLC layer.

Short signalling PDUs shall be used only in the UL and shall be precluded for the DL. A burst containing a short MAC
signalling PDU contains only this one short MAC signalling PDU, i.e. several short MAC signalling PDU within one
burst or a mixture with long MAC signalling PDUs or MAC data PDUs shall be precluded. The following rules shall be
applied when using short MAC signalling PDUs:

Short MAC signalling PDUs shall be used to carry the following types of MAC management messages, where
only granted bursts are allowed for transmission (see exception for bandwidth request below) and all PHY
mode are allowed (see exception for ranging request bel ow):

- Bandwidth request message Rl cBandwi dt hRequest , possible not only in granted short UL bursts
but also in the bandwidth request contention window.

- Queues status reply message Rl cQueueSt at usRsp, but only after reception of the queue status
request message Rl cQueueSt at usReq.

- M easurement report message Rl cMeasur enent Repor t Dat a, used for the signalling for ATPC and
DL PHY mode change, where the message can be initiated by:

i)  changed link conditions measured by the AT,
i)  APrequest, or

iii) expiration of period. The measurement report can also be transmitted in along MAC signalling
PDU.

- Ranging request message Rl cRangi ngReq, but only with PHY mode #1 and only for granted UL
ranging bursts (i.e. not for granted normal short bursts).

- Short MAC dummy PDU.
- All other messages that are short enough to fit into a short MAC signalling PDU.

Any UL burgt, if used to transmit short MAC signalling PDUs, shall contain only one short MAC signalling
PDU.

If short MAC signalling PDUs are to be transmitted in scheduled bursts, the UIUC entry of the UL map shall
be one that indicates short MAC signalling PDUs (and not long PDUSs) or ranging bursts.

Packed messages shall not be transmitted with short MAC signalling PDUs.

Three additional rules are mandatory:

After reception of the message Rl cQueueSt at usReq, the next granted short burst shall be used for the
message R cQueueSt at usRsp.

If periodic measurement reports are commanded, then the report Rl cMeasur enmrent Repor t Dat a shall be
sent in the next granted short PDU after expiration of the report period.
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. In case that the messages Rl cQueueSt at usRsp and Rl cMeasur enment Repor t Dat a shal be
transmitted at the "same" time, the message Rl cQueueSt at usRsp shall have a higher priority than the
message Rl cMeasur enent Repor t Dat a. However, the AP shall be smart enough to grant enough short
UL bursts for such conditions.

. The AT can aso request agrant for ashort UL burst with the RSB bit in the MAC PDU header. This shall not
affect the three rules stated above.

7.3 Transport of MAC management messages
(packing, encoding, segmentation)

7.3.1 Overview of message formats

The principal formats for MAC management messages are outlined in figure 14. The message length can range from
very few bytes to 256 bytes (corresponding to a 2 048-bit asymmetric key) or more. Moreover, the length can be
variable for the same message types due to optional fields. Several messages can be packed. The message lengthis
increased by PER encoding.

shall be transmitted with a
short MAC signaling PDU (only UL)
or a long MAC signaling PDU (UL or DL)

one
message

one shall be transmitted with a
message long MAC signaling PDU
. |
1
packet packet message,

to same AT (DL)/from same AT (UL),
only for basic MAC management connection

of several messages

TID (10 bit)
multiple-TID message (only DL),
meosgg . meos';z . meosgz o| 1 shall be transmitted with a
g E . long MAC signaling PDU
I
i |
one
message

[ [
:<—>| I shall be segmented and transmitted
| 8byte ! | with several segmented long MAC
:< »| signaling PDUs
I 51 byte !

Figure 14: MAC management message formats

There shall be no pre-defined binding between MAC management messages or MAC signalling PDUs and PHY modes
(except for the cases mentioned in clause 7.2.3). All PHY modes can be used for long MAC signalling PDUsin DL and
UL aswell asfor the scheduled short MAC signalling PDUs in the UL.

Very long MAC management messages shall be segmented and carried by several long MAC signalling PDUs. Thereis
ageneral instance for SAR (Segmentation and Reassembly) in the MAC sublayer, applicable for all types of messages
as shown in figure 4.
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Overview of packing, encoding and segmentation

An overview of packing, ASN.1 encoding with PER (Packet Encoding Rule) [7] and SAR within the transmitter path
and the mapping to long or short MAC signalling PDUs is shown in figure 15.

message message message
\ \ / Packing only
« for same MAC mgmt. conn.
« if result after encoding is
Packing _shorter than or equal to 51 bytes
«if allowed for specific message
encoder adds message
type and lengths fields PER encoder
where needed
encoded message
> 51 bytes before SAR SAR < 8 bytes
SCF is added to each segment (no packing)
<51 byte padding
(packing allowed) (if required)
Lo
2 2
B3|  Segment S segment P
1 \ ““‘ - Ii
i Ly encoded
H |3 segment H [$3| segment H message H
< > < > < > —
51 bytes 51 bytes 51 bytes 8 bytes
(long PDU, (long PDU, (long PDU, (short PDU,
segmented) segmented) not segmented) only UL)
Legend: H Header (3 bytes for DL, 4 bytes for UL)
SCF Segmentation Control Field (1 byte)
SAR Segmentation and Reassembly
segment
NOTE:

segment of an encoded message
Packing and SAR shall not be combined.

Figure 15: Overview of packing, encoding, SAR and mapping on MAC signalling PDUs
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7.3.3 Encoding rule

PER encoding with byte alignment shall be applied to each message according to [7]. Thereisno kind of pre-defined
classification of messages according to their lengths.

NOTE: For all messages that are specified to be transmitted with a short MAC signalling PDU it is guaranteed
that the message length after PER encoding (including message type indication) is shorter than or equal to
8 bytes.

7.3.4 Packing of MAC management messages

Packing of messagesis possible for DL and UL if applicable according to the message type. Packing is only allowed for
basic MAC management connections.

Packing is not allowed in combination with segmentation (applies for DL and UL) and for the multiple-TID message
(applies only for DL).

7.3.5  Segmentation and Reassembly (SAR)

No overhead isintroduced by SAR since the SCF (Segmentation Control Field) isonly present for ssgmented long
MAC signalling PDUs. The MAC PDU header contains no kind of SCF itself but an indication of SCF by the PT field,
i.e. segmented or non-segmented long MAC signalling PDU.

The segments shall have alength of 50 bytes (the last segment can be shorter). SAR shall not be applied for packet
messages (i.e. the result of packing shall be shorter than or equal to 51 bytes).

The 1-byte SCF (Segmentation Control Field) consists of a 2-bit field SI (Segmentation Indication) as defined in
table 11 and a 6-bit field SSN (Segmentation Sequence Number).

Table 11: Definition of Segmentation Indication (SI, 1 byte)

Segment Sl
First fragment 00
Continuing fragment 01
Last fragment 10
undefined 11

The segmentation control field (SCF) is shown in figure 16.

3
8 7 6 5 4 (LSB) 2 1
SSN SI
octett 1 ;
(segmentation sequence number) (5?9”.‘3”?5"“0”
indication)

Figure 16: Definition of Segmentation Control Field (SCF, 1 byte, left bit transmitted first)

7.4 List of protocol primitives and mapping of messages to
connections (normative)

7.4.1 List of all MAC management messages

Table 12 provides an overview and a short description of all MAC management messages. The detailed message
contents are given in annex B.
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Legend for "connection” columnin table 12 :

. 0 = broadcast (only for DL)
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. 1 = basic MAC management connection (AT-specific)

. 2 = primary MAC management connection (AT-specific)

. 3 = secondary management connection (AT-specific)

. p = alowed for packing

. m = allowed for multiple-TI1D message
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. R-NR = direction from requesting to non-requesting entity

. NR-R = direction from non-requesting to requesting entity

Table 12: List of MAC management messages (protocol primitives)

Name

| Direction

[Connection |

Description and remarks

Broadcast messages

RlcGeneralBroadcastinformation DL 0 Broadcast information (Frequencies, operation

(GBI message) modes, frame offset, contention resolution
parameters, timers, PHY mode set descriptor(s)

RIcFrequencyList DL 0 Freguency list

RlcMultipleTidBroadcastBasic DL 0 Addresses several ATs, contains a packet of (TID,

basic MAC management message) pairs

Request-grant messages

RlcBandwidthReq UL 1 Bandwidth request, shall be used in granted short
PDUs or in bandwidth request contention window

RlcQueueStatusReq DL 1,p,m Request to report the queue status of listed CAs

RlcQueueStatusRsp UL 1 Response, containing the queue lengths, to be

transmitted in next granted short PDU

Initialization control messages

RIcRanginglnvitation DL 1 Invitation to initial ranging (binding between MAC
address and TID, allocation of CIDs, start of
ranging). Multiple-TID message not possible

RIcRangingReq uL 1 Ranging request in granted UL ranging burst,
contains formally EGT, transmitted with increasing
or adapted power

RIcRangingContinue DL 1,m Response from AP, contains power and timing
offset information and indicates continuation of
ranging

RIcRangingSuccess DL I,m Response from AP, contains power and timing
offset information and indicates termination of
ranging, informs about termination of initialization

RIcRangingAck UL 1 Acknowledgement of reception of
RIcRangingSuccess, in granted UL ranging burst

RIcPhyCapabilitiesReq DL 1, p,m |AP request to send RIcPhyCapabilitiesinfo

RlcPhyCapabilitiesinfo UL 1 AT informs about its optional PHY capabilities, PTC

non-PTC |not allowed

RlcPhyCapabilitiesCnf DL 1,p,m |AP commands PHY features to be used, informs
about termination of initialization

RicOtherCapabilitiesReq DL 1, p, m  |AP request to send RlcOtherCapabilitiesinfo

RlcOtherCapabilitiesinfo UL 1 AT informs about its optional other capabilities, PTC
not allowed

RlcOtherCapabilitiesCnf DL 1, p,m |AP commands other features to be used, informs

about termination of initialization

Radio resource control

messages

RlclInitializationCmd DL 1,p,m AP to command a new first/re-initialization or to
reject AT from network or to stop/re-start UL
transmission

RlcMeasurementReportData uL 1,p Measurement report or request for DL PHY mode

change, shall be transmitted in granted short
(packing not allowed) or long (packing allowed)
PDUs
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Name

| Direction

[Connection |

Description and remarks

Broadcast messages

RlcDownlinkPhyModeChange DL 1,p,m Announcement of DL PHY mode change

RlcDownlinkPhyModeChangeAck uL 1,p Acknowledgement of reception of
RlcDownlinkPhyModeChange

RlcUplinkCorrection DL 1,p,m Correction step for UL power and timing
(incremental) and possible request for
measurement report

RlcMeasurementReportCriterium DL 1, p,m |AT-specific update of period for measurement
reports

RlcHandoverCmd DL 1,m Command for handover, contains the new RF
channel. No other messages for AT at this time

RlcHandoverCnf UL 1 Acknowledgement of reception of RIcHandoverCmd

Security control messages

RIcAuthCmd DL 2 Initiates authentication

RlcAuthManufacturerinfo UL 2 Contains the AT manufacturer's X.509 Certificate,
issued by an external authority

RIcAuthReq UL 2 To request an AK and list of authorized SAIDs

RIcAuthReply DL 2 To reply an AK and a list of authorized SAIDs

RIcAuthReject DL 2 Rejection of an RIcAuthReq

RlcAuthinvalid DL 2 Unsolicited indication or a response to an UL
message

RlcTekReq uL 2 Requesting a TEK for the privacy of one of its
authorized SAIDs

RlcTekAllocation DL 2 Carrying the two active sets of traffic keying
material for the SAID

RlcTekReject DL 2 Indication that the SAID is no longer valid and no
key will be sent

RlcTeklInvalid DL 2 If AP determines that the AT uses an invalid TEK

for encryption

Connection control messages

RlcConnectionAdditionInit

UL

1Lp

Request issued by the AT for establishing a new
connection

RlcConnectionAdditionSetup

DL

1,p,m

Message issued by the AP for establish a new
connection or answering a request coming from an
AT

RlcConnectionAdditionAck

UL

Lp

Acknowledgement of RlcConnectionAdditionSetup
message

RlcConnectionChangelnit

UL

1p

Request issued by the AT for change some
parameters of an already established connection

RlcConnectionChangeSetup

DL

1,p,m

Message issued by the AP for change some
parameters of an already established connection or
answering a request for change some parameters
of an already established connection coming from
an AT

RlcConnectionChangeAck

UL

1,p

Acknowledgement of RlcConnectionChangeSetup
message

RIcConnectionDeletionInit

R-NR

1p,
m (DL)

Message initializing a Connection Deletion
procedure

RlcConnectionDeletionAck

NR-R

Lp,
m (DL)

Acknowledgement of RlcConnectionDeletionlnit
message

Packed messages

PackedMessageDownlinkBasic

DL

1

Packet of basic MAC management messages for
DL

PackedMessageUplinkBasic

UL

1

Packet of basic MAC management messages for
UL
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Table 13: List of DL basic MAC management messages for packing

Name

RlcQueueStatusReq

RlcPhyCapabilitiesReq

RlcPhyCapabilitiesCnf

RlcOtherCapabilitiesReq

RlcOtherCapabilitiesCnf

RiclInitializationCmd

RlcDownlinkPhyModeChange

RlcUplinkCorrection

RlcMeasurementReportCriterium

RlcConnectionAdditionSetup

RlcConnectionChangeSetup

RlcConnectionDeletionlnit (if DL)

RlcConnectionDeletionAck (if DL)

Name

RlcMeasurementReportData

RlcDownlinkPhyModeChangeAck

RlIcConnectionAdditionInit

RIcConnectionAdditionAck

RlcConnectionChangelnit

RlcConnectionChangeAck

RlcConnectionDeletionlnit (if UL)

RlcConnectionDeletionAck (if UL)

Messages for multiple-TID

Name

RlcQueueStatusReq

RIcRangingContinue

RIcRangingSuccess

RlcPhyCapabilitiesReq

RlcPhyCapabilitiesCnf

RlcOtherCapabilitiesReq

RlcOtherCapabilitiesCnf

RicInitializationCmd

RlcDownlinkPhyModeChange

RlcUplinkCorrection

RlcMeasurementReportCriterium

RIcHandoverCmd

RlcConnectionAdditionSetup

RlcConnectionChangeSetup

RlcConnectionDeletionlnit (if DL)

RlcConnectionDeletionAck (if DL)
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Table 16: Overview of connections and related parameters

Connection type Directi Identification PHY | UL PDU PT
on mode length

data both DataCid (per AT, allocated to CA) all L 0

basic MAC mgmt both BasicCid, BasicCaid (per AT) all LorS 1,2,4

primary MAC mgmt both PrimaryCid, PrimaryCaid (per AT) all LorS 1,2, 4

secondary mgmt both SecondaryCid (per AT) all L 1

broadcast DL BroadcastCid=0 1 - 1

(e.g., GBI message)

control zone DL frame preamble, DIUC, UIUC, 0 - n/a

(not a connection) EndOfMapTid=1

multiple-TID DL MultipleTidBroadcastBasicCid=1 all - 1

multicast DL DataCid (per AT group) all - 0

ranging burst UL RangingCid=4 (per AT), UIUC 1 Ranging 4

(not a connection) burst

Contention window UL ContentionWindowTid=0, UIUC 1 S 4

(RlcBandwidthRequest)

MAC dummy PDU both DummyCid=3 (per AT) all LorS 3,5

(not a connection)

Legend:

UL PDU length: L=long, S=short

PT: O=data, 1=long non-seg, 2=long seg, 3=long dummy, 4=short, 5=short dummy

7.5

List of service primitives (informative)

The HA DLC layer supports 18 different service primitives dedicated to connection control functionality. These
primitives are exchanged at the DL C Service Access Point and can be divided up into four different groups according to

the related procedure.

The completelist isreported in table 17. The detailed message contents are given in annex B. Legend for "direction”

and "type" columns:

. Up: from DLC layer to CL,

. Down: from CL to DLC layer,

. Ctrl: primitive that generates or is generated by a basic MAC management message at DLC level,

. Data: primitive that transports data to be mapped into the relevant connection ID at DLC level.
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Table 17: List of connection control service primitives

Primitive Direction Type Description and remarks
Name
Connection Establishment

DlcConnectionAdditionInitReq Down Ctrl Generates an RlcConnectionAdditionInit message at DLC
layer

DicConnectionAdditionInitind Up Ctrl Generated by the RlcConnectionAdditionInit message

DlcConnectionAdditionReq Down Ctrl Generates an RlcConnectionAdditionSetup message at
DLC layer

DlcConnectionAdditionind Up Ctrl Generated by the RlcConnectionAdditionSetup message

DlcConnectionAdditionRsp Down Ctrl Generates an RlcConnectionAdditionAck message at DLC
layer

DicConnectionAdditionCnf Up Ctrl Generated by the RlcConnectionAdditionAck message

Connection Change

DlcConnectionChangelnitReq Down Ctrl Generates an RlcConnectionChangelnit message at DLC
layer

DicConnectionChangelnitind Up Ctrl Generated by the RlcConnectionChangelnit message

DlcConnectionChangeReq Down Ctrl Generates an RlcConnectionChangeSetup message at
DLC layer

DicConnectionChangelnd Up Ctrl Generated by the RlcConnectionChangeSetup message

DlcConnectionChangeRsp Down Ctrl Generates an RlcConnectionChangeAck message at DLC
layer

DicConnectionChangeCnf Up Ctrl Generated by the RlcConnectionChangeAck message

Connection Release

DicConnectionDeletionReq Down Ctrl Generates an RlcConnectionDeletionInit message at DLC
layer

DlcConnectionDeletionind Up Ctrl Generated by the RlcConnectionDeletionlnit message

DlcConnectionDeletionRsp Down Ctrl Generates an RlcConnectionDeletionAck message at DLC
layer

DlcConnectionDeletionCnf Up Ctrl Generated by the RIcConnectionDeletionAck message

Data primitives

DicDataReq Down Data |This primitive is responsible of passing data from CL to the
DLC

DicDatalnd Up Data |This primitive is responsible of receiving data from CL to
the DLC

8 Multiplexing and MAC frame structure

This clauseis structured as follows:

. MAC PDU formats; especialy the MAC PDU headers for DL and UL directions, for MAC data PDU, MAC
dummy PDU, long and short MAC signalling PDU.

. Frame Structure for DL and UL directions.

. Support of FDD and TDD modes and H-FDD operation.

. Structure of maps for DL and UL.

. Support of ARQ (operation of ARQ, frame structure and map for ARQ).

. Detailed structure of the control zone.

. MAC Support of PHY layer (time relevance of the maps, map protection, PHY mode set description).

The mapping of the MAC PDUs to the PHY structure (i.e. to codewords, PHY mode regions and zones) is described in

clause 5.2 about the interface between DLC and PHY layers.
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8.1 MAC PDU format

8.1.1 Overview

The MAC PDU isthe data unit exchanged between the MAC sublayers of AP and AT. The MAC PDU shall have a
fixed length in bytes, but avariable duration and a variable length in symbols due to the use of adaptive PHY mode
(i.e. adaptive modulation and coding schemes).

Four MAC PDU types are defined, each consisting of the MAC PDU payload part and the MAC PDU header as shown
in figure 6 and figure 7:

. MAC data PDU: shall be used to carry dataonly. The total length is 54 bytes for DL and 55 bytes for UL
where for both directions the traffic payload is fixed to 51 bytes. In case of acell-based CL, thisis suitable for
carrying ATM cells, corresponding to 48 bytes ATM payload plus 3 bytes header (i.e. full ATM header except
HEC and VPI field).

. MAC dummy PDU: thelong MAC dummy PDU is a specific MAC PDU with the sametotal length asthe
MAC data PDU to fill up the DL TDM zone if not enough MAC PDUs are to be transmitted or to fill up an
UL burst if more MAC PDU have been granted than are available for transmission. The short MAC dummy
PDU exists only in the UL with atotal length of 12 bytes and is used if more grants for short PDUs are given
than short MAC signalling PDUs are available for transmission.

. Long MAC signalling PDU: shall have the same length as the MAC data PDU with 51 bytes for the payload
part. Two subtypes have to be distinguished (both for DL and UL):

- The segmented long M AC signalling PDU shall be used to carry the segments of long (unpacked)
messages after SAR, i.e. the PT field in the PDU header indicates that the first byte of the payload
contains segmentation information. The length of the segmentsitself are limited to 50 bytes.

- The non-segmented long M AC signalling PDU shall be used to carry one message or a packet of
several messages. The length of the payload is limited to 51 bytes.

. Short MAC signalling PDU: carries only one message, exits only in the UL. The payload length is 8 bytes
and the total length is 12 bytes.

Encryption for privacy is only applied for MAC data PDUs (i.e. for PT = 000) and only for the 51 bytes of the payload
part and only for unicast connections.

8.1.2 MAC PDU header

The MAC PDU headers for DL and UL transmissions are different and shown in table 18 for the DL with alength of
3 bytes (applies for MAC data PDU, MAC dummy PDU, long MAC signalling PDU) and table 19 for the UL witha
length of 4 bytes (applies for MAC data PDU, MAC dummy PDU, long MAC signalling PDU, short MAC signalling
PDU). The difference in the length is caused by the additional GM field required in the UL header.

Table 18: MAC PDU header for DL (3 bytes, left bit transmitted first)

Number of bits Field description
3 PT = PduType
2 EKS = EncrKeySeq
16 CID = Connld
1 IVP = IndVarPdu
2 Rsvd = reserved
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8 ‘ 7 6 5 4 3 2 1
octet 1 CID LSB
octet 2 CID
octet 3 PT EKS VP Rsvd

Table 19: MAC PDU header for UL (4 bytes, left bit transmitted first)

Number of bits Field description

PT = PduType

EKS = EncrKeySeq

6 CID = Connld

PB = Piggyback

PM = poll-me

RSB = request for short UL burst (for MAC signalling PDU)
IVP = IndVarPdu

SNENEEERNE

8 7 6 5 4 3 2 1
octet 1 CID LSB
octet 2 CID
octet 3 PT EKS IVP PM | RSB
octet 4 PB

The EKSfield isrequired for the key exchange procedure, hence it shall be ignored for all PDU types except MAC data
PDUs. If a connection is not encrypted, the EKSfield shall be set to "00" and shall be ignored by the receiving side.

The CID field isrequired to identify the connection. An exception appears for MAC dummy PDUS (see below).

The combination of PB, PM and RSB isaso called GM (Grant management field 10 bits) and carriesinformation
required for the request-grant mechanism. The piggyback field (PB, 8 bit) describes the number of PDUs in the queue
for the connection aggregate the CID belongs to. The poll-me bit (PM, 1 bit) refersto the AT that transmitsthe MAC
PDU. The request bit for a short UL burst (RSB) can be used to request a transmit opportunity for a short MAC
signalling PDU. The PM and RSB bits are described in clause 9.4.

The MAC PDU types are distinguished by the PT (PDU Type) field of 3 bits as shown in table 20. Not all types are
present in both directions.
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Table 20: PT field for MAC PDU headers

PT pattern Description Direction
000 MAC data PDU DL and UL
001 long MAC signalling PDU (not segmented) DL and UL
010 long MAC signalling PDU (segmented) DL and UL
011 long MAC dummy PDU DL and UL
100 short MAC signalling PDU UL
101 short MAC dummy PDU UL
110 reserved
111 reserved

The IVP (Indication of variable MAC PDU) bit shall be set to zero.

. If aMAC PDU isreceived by the AT where the IVP bit is unequal to zero, then thisMAC PDU and all the
following MAC PDUs until the end of the PHY mode region shall be discarded.

. If aMAC PDU isreceived by the AP where the IVP bit is unequal to zero, then this indicates a malfunction of
the AT and the AT shall be re-initialized (and should be removed from the network in case of repeated failure).

Note that MAC PDUs for multicast connections are not distinguished from MAC PDUSs for unicast connections by the
PT field, this appliesfor all types of MAC PDUs.

Two bitsin the MAC PDU header for the DL are reserved for future upgrades and shall be set to zero.
Note that ARQ does not need additional fieldsin the MAC PDU header.
NOTE: For the PHY layer, the MAC PDUs appear as coherent units, i.e. the PHY layer can not distinguish
between the header and the payload of aPHY SDU.
8.1.3 MAC data PDU
Thisisthe main type of all MAC PDUSs, so the header is optimized for thisMAC PDU type.
Encryption for privacy isapplied only for al unicast MAC data PDUs, and only for the 51 bytes of the payload part.
Multicast MAC data PDUs shall not be encrypted.

8.1.4 Long MAC signalling PDU

Thelong signalling PDU shall be used to carry a MAC management message only, both for DL and UL directions. In
the payload part, it may carry one message (can also be a packet of several messages or amultiple-TID message) or a
segment of along message.

The length of long MAC signalling PDUs is the same as for MAC data PDUs, i.e. 51 bytes for the payload and 3 bytes
or 4 bytes for the header in DL or UL, respectively, where the same header formats are used as for MAC data PDUs.

The indication of the message type is contained in the encoded message.

Segmentation of long messages by SAR (Segmentation and Reassembly) applies only for long MAC signalling PDUS,
both for DL and UL. Only very few messages require for segmentation, e.g. the transmission of public asymmetric keys
with 2 048 bit. The indication of segmentation is done per PT field in the header. In case of non-segmented long MAC
signalling PDUs, all 51 bytes of the payload can be used to carry the message. In case of segmented long MAC
signalling PDUs, the first byte of the payload contains the segmentation control (SCF) information, so the message
segment is limited to 50 bytes.

The payload of long MAC signalling PDUs shall not be encrypted.

8.1.5 Short MAC signalling PDU

The short MAC signalling PDU shall be used to carry signalling messages only. They are only used in the UL direction.

The length of short MAC signalling PDUs is 8 bytes for the payload plus 4 bytes for the header, where the same header
format is used asfor MAC data PDUs or long MAC signalling PDUs in the UL.
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NOTE: In some cases the type of the message is known in advance from the appearance in a specific window
(e.g. bandwidth request message in bandwidth request contention window).

The payload of short MAC signalling PDUs shall not be encrypted.

8.1.6 Long and short MAC dummy PDU

MAC dummy PDUs are generated in the DLC layer.

The payload and header format of long MAC dummy PDUs s identical to the MAC data PDU format. The long MAC
dummy PDU shall be used in DL or UL to fill up:

. The DL TDM zoneif not enough MAC data PDUs are to be transmitted. They can be transmitted with any
PHY mode, i.e. within any PHY mode region of the TDM or TDMA zone.

. An UL burst if more MAC PDU have been granted than are available for transmission (usualy, the AP
scheduler knows the number of MAC PDU inthe AT, however, it is possible that grants are given for ARQ
re-transmissions which cannot be used for non-ARQ connections).

The payload and header format of short MAC dummy PDUs isidentical to the short MAC signalling data PDU format.
The short MAC dummy PDU shall be used in the UL to fill up:

. An UL burst if more grants for short PDUs have been received than are required for transmission of short
MAC signalling PDUs.

Grants for long or short PDUs can also be given by the AP to enforce the AT to transmit in any case. The AT shall
transmit if grants are received, maybe with long or short (according to the grant) MAC dummy PDUSs (if no other data
isavailable). This alowsthe AP to measure the properties of the UL radio link.

The content of the header of all MAC dummy PDUs s ignored in the receiver after reading the PT field. A MAC
dummy PDU shall be both marked by the PT field and a specific "MAC dummy CID".

The 51 byte payload of along MAC dummy PDU shall beidentical to an ATM idlecell, i.e. the first three bytes
corresponding to the compressed ATM header shall be zero with the exception of 1 for the CLP bit, and the content of
the information field is 0110 1010 repeated 48 times.

The 8-byte payload of a short MAC dummy PDU shall be set to zero.
MAC dummy PDUs shall not be encrypted.

8.2 Frame structure

The frame structure shall be flexible enough to support either the FDD or the TDD operational mode. With reference to
the FDD mode, the frame structure gives the possibility to support in the same frame both the FDD ATs as well asthe
H-FDD ATs.

The transmissions of AP and AT shall be structured in frames of fixed length. The frame structure is relevant for the
DLC layer (especialy with regards to scheduling and multiplexing) as well asfor the PHY layer (especialy with
regards to synchronization and preambles). The frame duration shall be fixed to 1 ms, both for DL and UL directions,
and shall be independent of the FDD and TDD mode and the H-FDD operation.

For FDD, the frames for DL and UL shall be synchronized in time with afixed frame offset (FO), where FO is
configurable by the AP. An offset of zero would mean an exact alignment (i.e. on the AP antenna, the UL frame starts
at the same time as the DL frame starts), however, the minimum FO shall be at least 0,4 ms, since this corresponds to
about the maximum length of the control zone in DL under worst-case conditions, i.e. the UL frame does not start
earlier than the end of the UL map where also some extratime for the decoding of the UL map should be spent.
Formally, FO is not defined for TDD systems.

The basic multiple access scheme shall be TDM for the DL and TDMA for the UL. Optionally, a TDMA zone for the
DL ispossiblein addition to the regular TDM zone.

ETSI



62

8.2.1 Frame structure for downlink

ETSI TS 102 000 V1.3.1 (2002-12)

The DL frame consists of the DL frame preamble, the control zone with a variable length, the TDM zone and the

optional TDMA zone as described in figure 17 (see aso the figuresin clauses 5.2.2 and 5.2.3 describing the DLC-PHY
interface). The length of the TDM zone (in case of TDM only) or the lengths of TDM and TDMA zones (in case of

additional TDMA) are variable.

Frame
TDM zone TDMA zone
Preamble - > >
Control PHY mode PHY mode PHY mode =
. . rame
one #1 #2 - o #3 Optional TDMA Regions padding
region region region
‘r A\
| A
1 AN
’,‘ N PHY mode PHY mode PHY mode
| A #X #Z - #Y
;r \ region region region
] \\
;
| N\,
I A\
| AN
] \\
] \
I N Burst
| Starfing \\\ Preamble
;’ symbots <
] \\
| \
| A\
] \\\
/// Downlink
map

Figure 17: Maps and basic DL frame structure with TDMA option

The DL datato different ATs shall be multiplexed in the time domain (TDM). The TDM zone of the DL frame consists
of afew TDM regions (with the same PHY mode in one region) in arobustness descending order (PHY mode #1, #2,
etc.), where the number of regionsis given by the cardinality of the PHY mode set. The control zone at the beginning of
the DL frame shall be transmitted with the most robust PHY mode #0 to alow the reception of the control zone by al

ATs.
TDMA regions are optionally present on the DL. In this case, an AT (supporting TDMA) may be assigned to receive

DL transmissions either in a TDM region as previously described or in a TDMA region. The TDMA region alocations
shall be broadcasted as part of the DL map. The AP scheduler could use the DL TDMA feature asit increases channel
utilization and minimizes latencies. Note that a TDMA region may serve more than one AT by time division

multiplexing DL datato several ATSs.

A DL burst inthe TDMA zone constitutes FEC blocks of a specific PHY mode, i.e. the DL burst correspondsto a PHY
mode region plus the preamble of the PHY mode region. A DL burst can serve several ATs. Several DL bursts with the

same PHY mode can appear.
The DL regions shall be identified by the DIUC that indicates the PHY parameters as well as whether theregionis
preceded by a preamble (in case of TDMA) or not (in case of TDM). The UL data stream for different ATs shall be
broken into UL bursts, where the grants to the ATs are given by the Starting Symbols (SS) together with the PHY

modes.
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The control zone consists of three maps:

. The SSs of the TDM and TDMA regions within the DL frame together with the DIUCs to identify the PHY
modes shall be broadcasted in the DL map. The ATs are implicitly identified by the CIDsin the MAC PDU
headers.

. The SSs of the UL burstsin the UL frame together with the UIUCs to identify the PHY modes and the TIDs to
address the ATs shall be broadcasted in the UL map.

. Required re-transmissions in case of ARQ shall be broadcasted in the ARQ map and identified by the SSs of
the "origina™ UL frame.

All SSsin al mapsrefer to symbol granularity.

The implementation of TDMA for the DL isoptional for AP and AT. Hence, for the FDD case, there are two types of
terminals, where the interoperability shall be guaranteed:

. FDD terminals. These ATs shall be able to transmit and receive simultaneously. They shall support TDM in
the DL.

. H-FDD terminals. These ATs are not able to transmit and receive simultaneously. They shall support both
TDM and TDMA inthe DL.

The AP shall not schedule any datato FDD ATsinthe TDMA zone of the DL frame.

NOTE: TheDL frameis structured to give maximum bandwidth usage by allowing TDM for efficiency while
alowing TDMA for maximum statistical multiplexing of half-duplex terminals. Obviously, in an FDD
system with only FDD ATS, there is no need for a TDMA portion. The same istrue for an individual
frame in which only FDD ATs are scheduled to transmit in the UL. In redlity, the TDMA portion need
only be used in the presence of H-FDD ATs and then only when they cannot be scheduled to receive
earlier in the frame than they transmit.

8.2.2 Frame structure for uplink

As more than one AT is sharing the same RF channel, the AP shall employ techniques controlling the access of ATs.
For the UL of HA systems, TDMA shall be used. After an AT has been initialized with the system, its UL bursts are
scheduled by the AP. An AT can transmit in a contention based manner only for bandwidth requests.

The UL frameis subdivided in:
. One contention-based window for bandwidth requests (maybe not present in every UL frame).

. One or several scheduled UL ranging bursts for invited ranging request messages (maybe not present in every
UL frame).

. One or severa scheduled UL bursts for regular traffic from the AT, where:

- long bursts carrying a mixture of several MAC data PDUs and long MAC signalling PDUs (transmitted
with one or several FEC blocks), and

- short bursts carrying one short MAC signalling PDU (transmitted with one FEC block), have to be
distinguished (see also clause 5.2.4 for more details for the mapping on FEC blocks).

The location of the window and the bursts within a frame shall be indicated by the grantsin the UL map which shall be
broadcasted in the DL control zone.

The time allocated by AP for an UL ranging burst containsthe EGT (where the ATs do not need to know the value of
the EGT). The EGT shall be in the range between 10 pus and 80 pus and shall depend on the radius of the sector.

The time scheduled for each type of UL burst shall be large enough to provision for AT transmitter ramp-up,
see TS 101 999 [1]. The grants in the UL maps notify the location of the burst within aframe, by pointing to the symbol
wherethe AT shall start transmitting the burst preamble.
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The PHY mode used by the AT for the scheduled UL bursts shall be specified by the UL map, whereas al
transmissions in the bandwidth contention window and for the UL ranging burst shall use PHY mode #1. The AT
begins its transmission with a preamble with alength of 16 or 32 symbols, depending on the AP capahility that shall be
negotiated during the initialization phase. The preamble for ranging burstsis fixed to 32 symbols.

An UL burst for an AT transmission may include more than one MAC PDU or more than one FEC block similar to the
DL direction. MAC PDUs shall be encapsulated into RS codewords of fixed length. The last RS codeword shall be
shortened in the case where the number of remaining MAC PDUs isless than four. Asthe AT finishes to transmit its
UL burst, it ramps down its transmitter. This period of time is expected to overlap aramp-up period of the next AT UL

burst scheduled for transmission.
An UL burst shall carry one the following:

MAC data PDUs or long MAC signalling PDUs or dummy PDUs or a mixture of these.

One short MAC signalling PDU.

An UL burst with one short MAC signalling PDU can not contain a further short MAC signalling PDU or
along MAC PDU.

Figure 18 shows a general case of UL frame composed by the window and a series of scheduled bursts transmitted by
different ATs. The order of the basic UL frame structure shown in figure 18 is just an example and it is up to the
scheduler in the AP to decide on the order. The window and the ranging bursts are typically not to present in every
frame. The structure of the UL frame can change from frame to frame.

NOTE:

, UL frame 1
Vg ol
v i
1 1
] ]
) 1
' Discrete ‘

, transmit .

' opportunities ‘

) 1

: Bandwidth
Invited
rang?r:/glj (le)ursts request Granted Granted Granted R Granted
; contention UL burst UL burst UL burst UL burst
(with EGT) window

! y 3 4 A 4 4 4

:

'

' S

' Se . . . . .

! Single Sipgle Single Single Single Single
H UL map UL rﬁ‘a;;l UL map UL map UL map UL map
! entry entry S~ entry entry entry entry
| e (end of

map)
Granted Granted Granted
ranging ranging ranging
burst burst burst A
t \
EGT

Several UL map entries
(not necessarily in successive positions)

NOTE 1: The window and the ranging bursts are not present in all frames.
NOTE 2: The order of window and granted burts is just an example.
NOTE 3: Arbitrary positions in case of several granted ranging bursts are possible.

Figure 18: Basic UL frame structure
A contention resolution algorithm is only required for the bandwidth request contention window, see clause 9.5. The

contention window shall be identified by the respective UIUC entry in the UL map, the start of the window shall be
described by the corresponding SS (Starting Symbol), and the end of the window by the next SS of the UL map.
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Note that the SSs (of the window and of all scheduled UL bursts) in the UL map do not include the AT-dependent RTD
(otherwise the end of the window or the end of the UL burst can not be calculated since a AT does not know the RTDs
of al other ATs). The AT shall calculate its transmit times from the SSin the UL map entries and its specific RTD,

see clauses 8.7.1 and 8.7.2 for more details.

8.3 Support of FDD, H-FDD and TDD in DLC layer

As the communication channel between the AP and ATsis bi-directional, the DL and UL paths shall be established
utilizing the spectrum resource available to the operator. Two duplex schemes are available, oneis frequency-domain
based and one is time-domain based.

The differences between FDD and TDD as well as the H-FDD operation have impact on the DLC layer, in particular on
the frame structure, the allocation and scheduling mechanisms.

All modes of operations shall use the same fixed frame duration of 1 ms.

8.3.1 FDD mode

Frequency Division Duplex (FDD) partitions the available spectrum into a DL RF block and an UL RF block as shown
infigure 19. An RF channel is actually a pair of RF carriers, one from the DL RF block and one form the UL RF block,
hence DL and UL transmissions are established on separate and independent radio channels. For HA systems both DL
and UL RF carriers are equal in size with awidth of 28 MHz.

RF DL block RF UL block

«

Frequency
)] o

RF channel
= pair of RF carriers

Figure 19: FDD frequency assignment

Within the allocated spectrum, DL and UL RF carriers are separated equally simplifying the required radio architecture.

8.3.2 H-FDD operation

For the FDD mode (where the RF channel consists of apair of aDL RF carrier and an UL RF carrier), an AT can be
limited to half-duplex operation (H-FDD), where the transmission and reception of an AT can not occur
simultaneoudly). However, the AP shall be able to transmit and receive simultaneously. Figure 20 shows an example
with one or several FDD ATsand two H-FDD ATs.

For H-FDD ATs, the DLC layer shall schedule DL reception events and UL reception events accordingly. Furthermore,
the AP shall reserve a guard time for the fact that the H-FDD AT can not switch immediately from transmission to
reception and vice versa (due to power ramping). H-FDD and FDD ATs can be served on the same RF channel. As
figure 20 shows for an example of one (or several FDD ATs) and two H-FDD ATs, an arbitrary mix and order of
appearanceis possible.
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Apart from the specific scheduling requirements for H-FDD ATSs, the H-FDD operation is an AT feature only, that
could simplify the implementation of an H-FDD AT at the expense of reduce peak datarates.

UL transmission DL transmission
event of AT#2 event of AT#2
DL frame 1 DL frame i

DL frame

DL

UL

|

UL frame

H-FDD AT#2

Figure 20: H-FDD operation

NOTE: Inaddition to the burst transmission capability of each type of AT, the H-FDD operation requires also the
burst reception capability of H-FDD ATsas well. For H-FDD ATSs, the AP should not give grants while
the DL control zone is broadcasted.

The H-FDD operation in the AT equipment is an optional feature. However the AP shall support the operation of
H-FDD ATs.

8.3.3  TDD Mode

In the Time Division Duplex (TDD) case, asingle RF channel (i.e. an RF carrier, unpaired bands) is used for DL and
UL transmission. Both the AP and AT equipment are half-duplex.

In contrast to FDD, the TDD mode uses the same RF carrier for DL and UL communications. The DL and UL
transmissions are established by time-sharing the radio channel where DL and UL transmission events never overlap as
shown in figure 22. For TDD systems the channel sizeis 28 MHz wide asin the FDD case.

Frame #(N-1) Frame #(N) Frame #(N+1) Frame #(N+2)

D Downlink
|| uplink

Figure 21: TDD frame sequence
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Figure 22 shows the general case of variable borders frame-by-frame between DL and UL subframes (adaptive TDD).
However, if the border is not variable frame-by-frame, then there could be advantages for the frequency planning (i.e. a
higher frequency re-use factor could be achieved).

Obviously, as shown in figure 22 for the TDD operational mode the TDMA portion (from the DL) shall not be
included, since ATs shall receive in the DL subframe and transmit in the UL subframe.

Frame ‘ ‘ ‘
preamble | Downlink subframe P Uplink subframe i
- P i
| | |
|
Control Tx/ Rangin Bandwidth Rx/
zone PHY Mode #1 | PHY Mode #2 - - - PHY Mode Rx contegntign request Scheduled e - Scheduled Tx
PHY Mode Region Region #n Region a window contention UL burst UL burst a
#0 9ap window 9ap
Downlink ARQ Uplink
map map map

Figure 22: TDD frame structure

The following timing issues shall be considered for the TDD operational mode.

Gaps for switching from DL to UL (Tx/Rx) and from UL to DL (Rx/Tx) shall be used. These gaps shall be provisioned
within aframe as the transceiver in the AT and AP requires time to switch from transmission to reception and vice
versa. Thissituation isidentical to the one encountered by the H-FDD AT, asin DL TDMA the scheduler recognizes
the AT transceiver switching limitations. The only differenceisthat in the TDD case the gaps are "visible" in the frame
structure.

The duration of the gap will be identical to the gap required by the H-FDD AT. It should be noted that the gaps are not
required to be larger than the EGT.

Although the TDD UL may start immediately after the DL events terminate (plus the Tx/Rx gap), the scheduler may be
instructed to start UL bursts only after an additional guard time. Thisis useful in the case where the operator employs
cell cluster (set of cells where al frequencies available to the operator are used) TDD frame synchronization to mitigate
relevant TDD interference scenarios (i.e. hub to hub). In this case some allowance for propagation delays between the
interferer and the victim translates into a guard time within the frame - hence reducing the probability of hub to hub and
AT to AT interference scenarios. Note that inherently all ATs implement this feature as they are instructed by the AP
where UL events occur.

8.4 Entries for downlink and uplink maps

The control zone containing the DL map, the UL map and the ARQ map and some other information fields shall be
broadcasted at the beginning of each DL frame, immediately after the frame preamble.

8.4.1 Downlink map entries

The DL map shall be used by the ATsto recognize PHY mode transitions. The ATs shall receive and decode all data
they are capable of receiving (see clause 11.3 for further details) and keep or discard MAC PDUs based on the CID in
the PDU headers. This means that the DL map contains the ordered PHY modes descriptions for group of ATs. Since
the ATs know the least robust PHY scheme the AP will use to transmit to them, the ATs shall only listen to PHY mode
regions that are of this or amore robust type (see clause 11.3.4 for more details).
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In case of presence of the TDMA optional zone, the DL part of the map shall contain also the transitions between the
PHY modesinthe TDMA zone (i.e. the map is unique for DL both for TDM only or TDM combined with TDMA); the
TDM and TDMA zones shall be distinguished by means of the DIUC.

The DL map entries shall indicate the transition between the different PHY mode regions for the TDM zone and the SS
for DL burstsin the optional TDMA zone. For each type of zone, two fields shall compose the DL map entry:

. DIUC (4 bits): DL interval usage code that indicates the usage of aregion of the DL frame; it specifies the
PHY mode that shall be used in the relevant region.

. Starting Symbol (SS, 15 hits): indicates where the channel symbol at which the relevant region or DL burst
starts.

Figure 23 summarizes the entries for the DL map.

as in table 19 LSB

DIUC (4 bits) SS (15 bits)

Figure 23: DL map entry format (left bit transmitted first)

The duration of aPHY mode region is obtained as the difference between the SSs of the consecutive DL map entries.

The last DL map entry shall be constituted by a well-known DIUC together with the SSin order to calculate the length
of the last PHY mode region.

The coding of the DIUCsis reported in table 21.

Table 21: DIUC coding

DIUC Description

0000 Region with PHY mode #1 of PHY mode set for TDM
0001 Region with PHY mode #2 of PHY mode set for TDM
0010 Region with PHY mode #3 of PHY mode set for TDM
0011 Region with PHY mode #4 of PHY mode set for TDM
0100 Reserved

0101 Reserved

0110 Burst with mode #1 of PHY mode set for TDMA
0111 Burst with mode #2 of PHY mode set for TDMA
1000 Burst with mode #3 of PHY mode set for TDMA
1001 Burst with mode #4 of PHY mode set for TDMA
1010 Reserved

1011 Reserved

1100 Reserved

1101 Reserved

1110 Reserved

1111 End of map

All relevant parameters for the PHY mode sets (i.e. C/(N + 1) thresholds for DL and AT transmit power gaps for UL)
shall be described in the PSD (PHY mode Set Descriptor), together with a PSDI (PSD indicator). The control zone
contains the PSDI and the GBI message contains the PSD. Hence, new PHY mode sets could be specified for future
extensions of HA.

A change from one PHY mode set to another PHY mode set shall be communicated by the corresponding PSDI in the
control zone. Thisrequires only that the new PHY mode set is specified in advance by the PSD (see clause 11.4 for the
detailed description).

For the TDM zone, there are a most 4 DL map entries required (excluding the end-of-map entry), i.e. a DL map entry
corresponds to a PHY mode region.

The duration of a PHY mode region is obtained as difference between the SS of the relevant region and the SS of the
following region. From the duration and the PHY mode of the region, the ATs can calculate the number of FEC blocks
and PDU if necessary. The same appliesfor the DL burstsin the DL TDMA zone.
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8.4.2 Uplink map entries

The UL map shall be used by the ATsto recognize when they shall start and stop the transmission of their bursts. The
UL map contains the PHY mode descriptions together with the TIDs and the SSs. For each granted UL burst three fields
shall compose the UL map entry:

. UIUC (4 bits): UL interval usage code that indicates the usage of an UL burst; it specifies the PHY mode that
shall be used in the relevant burst;

. TID (10 bits): terminal identity of the terminal that shall transmit in the relevant UL burst;

. Starting Symbol (SS, 15 bits): indicates where the channel symbol at which the relevant burst starts (first
symbol of the burst preamble).

Thisis shown in figure 24.

as in table 20 LSB LSB
UIUC (4 bits) TID (10 bits) SS (15 bits)

Figure 24: UL map entry format (left bit transmitted first)

Thelast UL map entry shall be constituted by a well-known UIUC together with the SSfield (and a specific "end" TID,
see clause 6.4.2); it states the end of the UL part of the map. The duration of a burst is obtained as difference between
the SS of the relevant burst and the SS of the following burst.

The coding of the UIUC is reported in table 22.

Table 22: UIUC coding

ulucC Description

0000 Burst with mode #1 of PHY mode set for data/long MAC PDU
0001 Burst with mode #2 of PHY mode set for data/long MAC PDU
0010 Burst with mode #3 of PHY mode set for data/long MAC PDU
0011 Burst with mode #1 of PHY mode set for short MAC signalling PDU
0100 Burst with mode #2 of PHY mode set for short MAC signalling PDU
0101 Burst with mode #3 of PHY mode set for short MAC signalling PDU
0110 Bandwidth request contention window with mode #1

0111 Invited ranging burst with mode #1

1000 Reserved

1001 Reserved

1010 Reserved

1011 Reserved

1100 Reserved

1101 Reserved

1110 Reserved

1111 End of map

The first three UITUC codes in table 22 refer to the long MAC PDUSs.
The following rules shall be applied concerning the use of the Turbo code option:

. Depending on the result of the PHY capabilities negotiation during initialization, the AT shall use PTC
(Product Turbo Code) in the first three UIUC entries (i.e. for long PDUSs) if applicable, but not for the short
PDUs.

. Unlessthe PHY capabilities process is not completely finished, PTC shall not be used.

For the contention window, only one entry per window is required in the UL map (if the window is present). Since the
contention window is not AT-specific, aspecific TID field ("broadcast TID") shall be used for the contention window
(see clause 6.3.2), so the distinction between PDUs transmitted in the contention window and invited MAC PDUsis
made by the TID as well as by the position within the frame. The PHY mode for the contention windows shall always
be mode #1, since this enhances the robustness of the contention detection agorithm (even if longer UL bursts increase
the probahility of contentions).
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Similarly, for the granted UL ranging burst, the PHY mode shall be again always mode #1, since this enhances the
robustness of the measurements at the AP to gain the power and timing corrections for the ranging response message.
Note that each UL ranging burst requiresits own entry in the UL map (since TID isrequired for the entry).

For the granted short MAC signalling PDUs, al PHY modes are possible. However, an UL burst for a granted short
MAC signalling PDU shall only contain this short PDU and nothing more, i.e. each short MAC signalling PDU requires
an extraentry for the UL map. Note that it is not excluded (but it makes no sense) to grant more than one short MAC
signalling PDU to an AT (since otherwise one long MAC signalling PDU is more efficient but not longer than two short
MAC signalling PDUs).

8.5 Automatic Repeat Request (ARQ)

8.5.1 Operational conditions for ARQ

The support of ARQ with up to two re-transmissionsis mandatory for all ATs. An AT can have simultaneously
connections with ARQ on and connections with ARQ off, i.e. ARQ can be switched on/off on a per connection basis
and is negotiated during the connection set-up or connection change procedure.

The application of ARQ is optional for the AP. The maximum number of re-transmissions can be limited to O (i.e. no
ARQ) or 1 or 2 by the AP. ARQ shall not be applied to any RLC signalling, i.e. ARQ is not applied to the MAC
management connections.

8.5.2 Frame structure for ARQ

The ARQ protocol organizing re-transmissions for corrupted received MAC PDUsis performed in the DLC layer and
the error detection for ARQ is provided by the PHY layer. The ARQ mechanism shall be based on a sel ective-repeat
approach, where only the MAC PDUs carried by erroneously received RS codewords shall be re-transmitted.

In the AP, the received RS codewords are checked and in case of detected errors the RS codeword itself and all MAC
PDUs carried by this codeword shall be discarded. If at least one erroneous RS codeword in the UL frame #N is
detected (and if the grant for this burst was scheduled to an AT that has at |east one ARQ-enabled connection), then the
AP shall set anindication in the ARQ map of the control zone of the DL frame #(N + 2). Thisindication shall enforce
the AT to re-transmit in the UL frame #(N + 2) all MAC PDUs for ARQ-enabled connections contained in the
erroneous RS codeword. MAC PDUs for non-ARQ-enabled connections shall not be re-transmitted.

Theindication in the ARQ map shall be signalled by an ARQ_ACK field of 1 bit, where ARQ_ACK =0 for thefirst
field in the ARQ map means no re-transmissions. The number of ARQ entries depends on the number of erroneously
detected RS codewords.
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An exampleis shown in figure 25 (note that this figure shows the transmission of the UL frame at the AT, whereas the
figuresin clause 8.7 show the reception of the UL frame at the AP).

! frame #N ! frame #(N+1) ! frame #(N+2) !
control control control control
D L zone TDM zone zone TDM zone zone TDM zone zone LELEL L
@ AP ACK=0 ACK=0 ACK=1 ACK=0
| | TD/ RS codeword RS codeword
i i detected as o received
| | eIToneous Indication of erroneous
! EO ! RS codeword and
P ;
: : grants for appropriate
' ! number of MAC PDUs
1D
i
@ AT
| frame #N | frame #(N+1) ' frame #(N+2) |

Re-transmissions of ARQ-enabled PDUs of the RS codeword

Figure 25: Relation between DL and UL frames for ARQ

NOTE: There-transmission scheme shall have an RS codeword-based granularity, i.e. not a PDU-based

granularity. However, this difference disappears with the option of only one MAC PDU per RS

codeword.

8.5.3  ARQ map entries

The entriesin the ARQ map shall be composed of the following three fields:

. Starting Symbol (SS, 15 hits);

. ARQ_CW_NUM isthe number of consecutive RS codewords to be re-transmitted for the same AT (2 bits,
hence indicating up to another four RS codewords, where ARQ_CW_NUM = 0 means one RS codeword);

. ARQ_ACK (1 bit) shall indicate whether the ARQ map isterminated (ARQ_ACK = 0) or further ARQ entries
arefollowing (ARQ_ACK =1).

The entries for the ARQ map are shown in figure 26. One ARQ map entry addresses only one AT but not several ATs.

LSB

LSB

SS (15 bits)

ARQ_CW_NUM (2 bits)

ARQ_ACK (1 bit)

Figure 26: ARQ map entry format (left bit transmitted first)

If there are more than four consecutive corrupted RS codewords from the same AT or if there are corrupted RS
codewords with at least one non-interrupted RS codeword in between, then this will cause severa entriesin the ARQ
map for thissingle AT.

The ARQ re-transmission mechanism is based on the SSs of the RS codewords (or FEC blocks) in the concerned UL

frame.

ETSI



72 ETSI TS 102 000 V1.3.1 (2002-12)

The ATs shall keep in memory all the ARQ-enabled MAC PDUs sent and their exact positioning in frame #N, till the
ARQ map for frame #(N + 2) isreceived. This shall be extended till frame #(N + 4) if asecond re-transmission is
possible. In case of a second re-transmission, the ARQ map in frame #(N + 4) contains the appropriate SS of UL frame
#(N + 2), i.e. not of UL frame #N.

On the AP side, all received MAC PDUs for which ARQ is enabled shall be kept in the AP memory until all previously
received MAC PDUs are positively acknowledged in frame #(N + 2) or #(N + 4), in order to preserve the order of the
MAC PDU sequence.

8.5.4 Rules for re-transmissions
The following rules shall be applied:
. Re-transmitted MAC PDUs and "new" MAC PDUs can be transmitted within the same RS codeword.

. The grants for an AT are for the combination of "old" RS codewords to be re-transmitted and the "new" MAC
PDUs (if applicable) where re-transmitted RS codewords shall be transmitted first.

. If an AT isgiven are-transmission grant for an RS codeword that partly or completely contains MAC PDUs
belonging to non-ARQ connections, then the AT shall either replace non-ARQ MAC PDUs by MAC dummy
PDUs or by "new" MAC PDUs for non-ARQ enabled connections.

. The grant givento an AT (by the UL map) shall be large enough to accommodate all re-transmissions as
requested (by the ARQ map).

NOTE: Re-transmission of RS codewords means exactly, that the MAC PDUs of the old RS codeword are again
grouped together to form the new RS codeword, where the individual new encryption of each MAC PDU
is different to the old encryption due to the dependence on the frame counter. Hence the ciphertext
subjected to the RS encoder is not the same for a re-transmission. Moreover, non-ARQ enabled MAC
PDUs can be replaced by MAC dummy PDUs or new MAC PDUs for the respective RS codeword,
see above.

Figure 27 shows an example for the re-transmission of MAC PDUs.

The AT hasagrant for 6 PDUs and transmitstwo FEC blocks as followsin frame #N:

.P 1A 2A 34-5 6A-
! 'ss2 ! !

Both FEC blocks arereceived in AP with errors...

« the ARQ map containsthe entries (SS=SS2, CW_NUM =2, ARQ_END),...

« the UL map containsthe entries (UIUC,TID=1,SS=SS5), (UIUC,TID=x,SS=SS9),...
(Note: SS9-SS5 must be calculated in AP so that no spectrum is wasted)

The AT hasmany other PDUs (7, 8, 9,...) to transmit, but receives a grant for only 8 PDUs in frame #(N+2)

First possibility for the AT (dummy PDUsto replace old non-ARQ enabled PDUs)

fsss 1 f f fose

Second possibility for the AT (new PDUsto replace old non-ARQ enabled PDUS)

. P 1A} 2A 7 8 - 9 6A- 10 11

fsss 1 !

L egend: 1,2,3,... enumerates all PDUs of an AT (TID=1),
A = ARQ-enabled connection, D = dummy PDU, G = guard time, P = preamble, PC = parity checks,
solid line = border between RS CW s, dashed line = border between PDUs in an RS CW

Figure 27: ARQ re-transmission example
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Impact of ARQ on delay and overhead (informal)

The impact of ARQ in terms of delay and spectrum efficiency is as follows:

. In terms of delay, the support of an ARQ feature in the UL direction implies:

Theintroduction of afixed delay for al datato be retransmitted from the AT to the AP, depending on the
maximum number of re-transmissions (selected by AP). So ARQ is only applicable for those connections
for which this additional delay istolerable.

Additional CDV can be avoided by appropriate implementations.

For connections without ARQ it is not necessary to send the MAC PDUs (identified by CID) through the
ARQ buffersto avoid any additional delay.

. In terms of spectrum efficiency, the support for ARQ feature implies:

8.6

8.6.1

One additional bit of fixed overhead in the control zone of the DL (if thereisno ARQ thisisthe only
overhead due to ARQ).

An additional ARQ map in the control zone where the length depends on the number of PDUs to be
re-transmitted.

Additional re-transmissionsin the UL.

Wasted grants for non-ARQ enabled connections.

Structure of the control zone

Overview of main fields

The control zone shall be broadcasted at the beginning of each DL frame immediately after the frame preamble and its
general structureisreported in figure 28.

Description Length [bit]
Broadcast Frame Information 60
(Length, frame counter, APC-ID, PSDI, map version number)
DL map entries for TDM typically 4 x 19
(DIUC, SS) (without EndOfMap)
DL map entries for TDMA (optional) .
(DIUC, SS) variable x 19
ARQ map entries (optional) .
(SS, ARQ_CW_NUM, ARQ ACK) variable, = 1
UL map entries for windows .
(UIUC, TID, SS) variable x 29
tﬂ_' LrJn CapTﬁS trSI(;S) variable x 29
Padding till end of short RS block variable, < 239

Figure 28: General structure of the control zone
(not all details shown)
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The following fields shall compose the control zone:

. Broadcast Frame Information (60 bits), consisting of:

Length of the control zone in FEC blocks (4 bits);

Frame counter used for the IV generation for encryption (24 bits);

APC-ID (24 bits);

PSDI (4 bits);

Map version number (4 bits, shall be set to all-zero in AP and shall beignored by al ATS).

. Entries for DL map for TDM and TDMA zones, indicating the transitions between PHY modes, consisting of

DIUC (4 bits) to indicate the type of PHY mode region or DL burst;
SS (15 hits) to indicate the channel symbol the relevant region (or DL burst, for TDMA) shall start from.

. Entries for ARQ map, consisting of:

ARQ_ACK (1 bit) to indicate whether the ARQ map consists of this bit only (ARQ_ACK =0, i.e. ho
re-transmissions) or further entries will follow (ARQ_ACK =1, i.e. re-transmissions are specified by
subsequent ARQ map entries);

SS (15 hits) to reference to the RS codewords from the previous frame;

ARQ_CW_NUM isthe number of consecutive RS codewords to be re-transmitted for the same AT (2
bits, hence indicating up to another three RS codewords);

ARQ_ACK (1 bit) shall indicate whether the ARQ map isterminated (ARQ_ACK = 0) or further ARQ
entries are following (ARQ_ACK =1).

. Entries for UL map, indicating when the ATs shall transmit their bursts, consisting of:

UIUC (4 hits) to indicate the PHY mode the that shall be used in the relevant burst or to indicate a
contention window or to indicate a request and grant for the MTL PDU;

TID (10 bits) to identify the terminal that shall transmit in the relevant burst;

SS (15 hits) to indicate the channel symbol the relevant burst shall start from.

. Padding bits to avoid any shortening of the short RS codewords used for the protection of the control zone
(less than 30 padding bytes).

The length of the control zone is variable, but shall be at least three short map FEC blocks (and so three short RS
codewords, see clause 8.6.3) and shall always be an integer multiple of the FEC length. The short RS codewords are not

shortened.
NOTE:

If less than four PHY mode regions are present, then it is allowed to repeat the EndOfMap entry in the DL
map so to have always 5 entries for the DL map (if no TDMA zone is present).
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8.6.2 Further details of all fields

A more detailed representation of the control zone is reported in figure 29.

Description Length [bits]
Length of control zone (number of FEC blocks) 4
Frame counter 24
APC-ID 24
PSDI 4
Map version number 4
DL map entry (DIUC, SS) 4+15
DL map entry (DIUC, SS) 4+15
......... variable number of repetitions.........
DL map entry (DIUC, SS) 4+15
end of DL map (DIUC = 1111, SS) 4+15
ARQ_ACK 1
ARQ map entry (SS, CW_NUM, ARQ ACK =1) 15+2+1
ARQ map entry (SS, CW_NUM, ARQ_ACK =1) 15+2+1
......... variable number of repetitions.........
ARQ map entry (SS, CW_NUM, ARQ ACK =1) 15+2+1
ARQ map entry (SS, CW_NUM, ARQ_ACK =0) 15+2+1
UL map entry for window (UIUC, TID, SS) 4+10+15
......... variable number of repetitions.........
UL map entry for window (UIUC, TID, SS) 4+10+15
UL map entry for grant (UIUC, TID, SS) 4+10+15
UL map entry for grant (UIUC, TID, SS) 4+10+15
......... variable number of repetitions.........
UL map entry for grant (UIUC, TID, SS) 4+10+15
end of UL map for grant (UIUC = 1111, TID, SS) 4+10+15
Padding till end of short RS block variable

Figure 29: Control zone details
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8 7 6 5 4

octet 1 Length of CZ

octet 2

Frame Counter
octet 3

octet 4

octet 5

APC-ID

octet 6

octet 7 PSDI

octet 8 | Map version number|

octet 9

DL map entry

octet 10 |

DL map entry (19bit)

ARQ map entry (18bit)

UL map entry (29bit)

multiple of

30 octets padding

Figure 30: Bit structure of control zone (left bit transmitted first)

Some additional background information:

. The DIUC positions are fixed, so DIUC = 1111 and ARQ_ACK are clearly detected in the AT receiver. The
SS (means first symbol after last DL entry) together with DIUC = 1111 isincluded to allow the calculation of
the length of the last PHY mode region (or DL burst in case of TDMA).

. The further ARQ_ACK positions are fixed, so the end of the ARQ map is clearly detected in the AT receiver.

. Thefirst UIUC positionis clearly detected and the further UIUC positions are fixed. The SS (means first
symbol after last UL entry) together with UIUC = 1111 isincluded to allow the calculation of the length of the
last UL burst.

. In case of TDD mode, the end of the DL subframe and the start of the UL subframe are also clear from the
control zone.

8.6.3 FEC scheme for fast decoding

The control zone shall be broadcasted at the beginning of each DL frame with PHY mode #0. Since thisinformation is
the most important one, it is strongly protected with avery robust PHY mode:

. outer shortened RS(46,30,t = 8) code (i.e. same type as for traffic data, only different shortening);

. inner convolutional code of rate 1/2 (i.e. thisisnot aPHY mode out of the regular PHY mode set) without
puncturing;

. QPSK modulation.
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! 1 ms fixed frame duration

__"___

! variable |
22 symboli‘ length variable length R i
DL frame \control zone TDM & TDMA zones

preamble

QPSK and concatenated encoded CC1/2+RS(46,30,t=8)
and 6 tailbits per each RS codeword

fixed length fixed length fixed length
RS codeword LRI RS codeword

! . 30bytes .

- ! x [

< > < > < > < N\ N\
Broadcast DL map ARQ map UL map \\\\ 30-k padding bytes
frame info N Kk bytes
fixed length  variable length variable length variable length

Figure 31: FEC protection of the control zone

The coding procedure for protecting the control zoneisillustrated in figure 31. The map byte sequence shall be
segmented into segments of 30 bytes. Each of these 30 bytes shall be encoded with the outer RS code. The remaining
k bytesif less than 30 bytes shall be padded with dummy bytesin order to have a constant length codeword,

i.e. 30 bytes before RS coding.

8.7 Time Relevance of Starting Symbols (SS) and maps

This clause and the next clause describe issues related to the interface between DLC and PHY layers.

In this clause, firstly, the time relevance of the Starting Symbols (SS) and the computation of the actual transmit times
for scheduled UL burstsis covered. Secondly, the time relevance of maps, or in other words the influence of the Frame
Offset (FO) is presented, especially for the UL map since the timing for the DL map istrivial.

8.7.1 Starting Symbols for UL bursts
The AT knows:
. The sector-specific Frame Offset (FO) from reading the GBI message; and

. itsindividual Transmission Delay (TD) or the Round Trip Delay (RTD) from the initialization phase (and
updated by further AT-specific messagesin the DL if reguired).

. The RTD issimply the double of TD and EGT shall be equal or larger than the maximum of RTD (determined
by the farthest AT in the sector).

. The FO is chosen by the AP, however, usually the FO should be larger than the sum of the maximum length of
the control zone plusthe EGT plus the TP (Time for Processing), where TP denotes the time required in the
AT to decode the UL map after complete reception of the control zone.
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The calculation of the physical starting time (derived from the numbering of the received DL frame) for an UL burst
from the Starting Symbol (SS) contained in the UL map entriesis shown in figure 32.

frame duration
D

A 4

control

zone EGT TP
DL frame UL map: ' :
transmitted SS_ATL, |
at AP SS_AT2,... ; .
. [ frame duration |
X FO 0 SS ATL  SS AT2 g
UL frame i ' ' '
received !
at AP i
! control | i
i . zone TP | Tla | Tib where
i : b i : b T1a=FO-RTD+SS_AT1
: , : ; : 1 T1b=FO-RTD+SS_AT?2
DL frame | g; e ! : i o -
received | e ATy | ; i o
at ATL ; i N e
| TD ! FORTD !TD ! D
UL burst ’ : ! : :
transmitted
at AT1 within
UL frame

Figure 32: Starting times for UL bursts

In figure 32, the terminal AT1 isassumed at the maximum distance from the AP for simplicity, so EGT = RTD. The UL
map contains an entry for AT1 with the starting symbol SS_AT1. The next entry in the UL map contains a starting
symbol SS_AT?2 for another terminal AT2. The SS values refer to the numbering of the UL frame at the AP, where the
range is determined by 0 < SS < 22 399 (note that the symbol rate is 22,4 MBaud and the frame duration is 1 ms).

The AT1 counts the symbols in the received DL frame, from 1 to 22 400. With regard to this counter, AT1 is allowed to
transmit from Tla= FO-RTD + SS_AT1till Tlb = FO-RTD + SS AT2.

NOTE 1. Thisfollows from the specific case of SS_AT1 = 0 (which isimmediately intelligible).

NOTE 2: Itisnot possible to incorporate the specific RTD inthe UL grant SS_AT1, since the AT1 need to know
RTD for AT2 to calculate T1b, and so AT1 could not calculate the number of granted PDUSs. In other
words, the granted SSs of the UL map are under the assumption of RTD = 0 and each AT hasto compute
Tlaand T1b from SSand its own RTD.
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8.7.2 Time relevance of maps for FDD mode

In the FDD operational mode, the DL map shall pertain to the current frame (protected by at least two short RS
codewordsto allow for a processing time for the decoding of the first DL map entries whilst the rest of the control zone
istill on air). The time relevance of UL maps may be as follows (with respect to the reception at the AP):

. Minimum timerelevance: The UL frame starts as soon as possible, i.e. the Frame Offset (FO) attains the
minimum value of 2/5 of aframe (0,4 ms) to provide for the maximum Round Trip Delay (RTD) plusthe
required Time for Processing (TP) inthe AT to decode the UL map (see figure 33) and to encode the UL burst.
This choice is determined by the maximum length of the control zone under worst-case conditions plus RTD
plus TP. This was also the assumption in figure 32.

. Maximum timerelevance: The UL frame starts late at the following frame (see figure 34). The FO is
identical to the frame duration.

. Other timerelevance: The UL frame starts something in between minimum and maximum time relevance.

The computation of the transmit time Tain clause 8.7.1 for scheduled UL bursts and in clause 8.7.2 isvalid for al of
the scenarios listed above.

The minimum time relevance of the UL map is shown in figure 33.

P frame duration ly frame duration o

DL | i i

control Control zone Control zone

zone DL | UL DL | UL

at AP map | map map | map !

DL

data DL TDM zone > DL TDM zone

at AP !

UL

frame UL frame UL frame

atAP | | .
' frame duration | frame duration |

Figure 33: Minimum time relevance for UL map (FDD mode)
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The maximum time relevance of the UL map is shown in figure 34.
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Figure 34:. Maximum time relevance for UL map (FDD mode)

8.7.3  Time relevance of maps for TDD mode

Inthe TDD operational mode, the UL map may pertain to the UL frame of either the current frame (minimum time
relevance, see figure 35) or the next frame (see figure 36).

For afixed partition of the frameinto DL and UL subframes, the handling of the Frame Offset (FO) can be exactly
identical to that for the FDD mode. However, even for an adaptive TDD split (ATDD), the computation of the transmit
times can be done as presented in clauses 8.7.1 and 8.7.2, where the FO is set to zero and the UL map entries refer
directly to the SS of the UL subframe. The UL map entries depend also on the minimum or maximum time relevance.

The minimum time relevance of the UL map is shown in figure 35. In case of adaptive TDD, the lengths of the DL and
UL subframes can be variable over time, however, the length of the DL subframe shall be at least the Extended Guard
Time (EGT) plusthe Time for Processing (TP).

| € frame duration e frame duration g
DL | |
control control zone TDD split control zone TDD split i
zone DL uL ! DL uL ! i
at AP map | map | map | map | i
DL DL | DL !
subframe subframe i subframe i
at AP i : |
uL i
subframe i subl#rle_lme » subl#rle_xme
at AP |

' >EGT+TP !

Figure 35: Minimum time relevance for UL map (TDD mode)
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The maximum time relevance of the UL map is shown in figure 36:

P frame duration i frame duration i frame duration R
DL |
control | control zone TDD split control zone TDD split sl zaie DD split
zone DL UL i DL UL i DL uL :
at AP HIELD_ || [EY i IELD_|| el i map | map
! ! !
Etll_bframe o | o | ok |
SLAP subframe subframe sl
! ! i
1
UL \ i
subframe blfJL R bLer'- uL
at AP subframe subframe Sl

Figure 36: Maximum time relevance for UL map (TDD mode)

8.7.4  Timing rule for some specific short grants

There are afew situations where the AP sends a message in the DL and gives agrant for ashort MAC PDU that shall be
used with a specific UL message:

. The message Rl cRangi ngCont i nue issent in DL, the next grant for an UL ranging burst shall be used to
transmit the message Rl cRangi ngReq.

. The message Rl cRangi ngSuccess issentin DL, the next grant for an UL ranging burst shall be used to
transmit the message Rl cRangi ngAck.

. The message Rl cQueueSt at usReq issent in DL, the next grant for ashort MAC PDU shall be used to
transmit the message Rl cQueueSt at usRsp.

. Themessage Rl cUpl i nkCorr ecti on issentin DL with the parameter Measur enent Repor t Req=1,
the next grant for a short MAC PDU shall be used to transmit the message
R cMeasur enent Repor t Dat a.

For al these cases, the following timing rule shall be applied: If the DL message is transmitted in frame #N, then the
grant for the short burst (i.e. short MAC PDU or UL ranging burst) shall be given as follows:

. For RIcRangingContinue messages. At frame N+10 or later.
. For RIcRangingSuccess messages. At frame N+10 or later.
. For RlcQueueStatusReq messages: At frame N+1 or later.

. For RIcUplinkCorrection messages: At frame N+4 or |ater.
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8.8 General Broadcast Information (GBI) message

The GBI (General Broadcast Information) message Rl cGener al Br oadcast | nf or nat i on isabroadcast message
containing general carrier-specific information that does not need to be transmitted in each frame (in contrast to the
broadcast information contained in the control zone of each DL frame). The content of the GBI message can be grouped
into severa parts:

. General information about the carrier (and the network) related to operation modes, frame offset, message
periods, structure of UL bursts, parameters for contention resolution and some other information fields.

. The PSD (PHY mode Set Descriptor) containing the C/(N + 1) thresholds for all relevant sets of PHY modes
(currently up to two) together with a PSD-specific PSDI (PSD Indicator). The PSDI isjust areference to the
PSD. The description of the PHY mode includes the thresholds for up (channel improves) and down (channel
is worse off) direction together with the respective changes of the transmit power that shall be applied during
PHY mode switching.

Normally, only one set shall be described by the PSD. However, if a change from one PHY mode set to another PHY
mode set shall be performed, then the new set shall be described by the PSD some time in advance, where a strict period
is not required. The GBI message with the new PSD shall be broadcasted several timesto guarantee that almost all ATs
have received the information correctly.

The parameters carried in the PSD part are described in figure 37:
. 2n C/N thresholds (each threshold requires 8 bit prior to encoding); and
. 4(m-1) transmit power gaps (each gap requires 6 bit prior to encoding);

. shall be transmitted for one PHY mode set, where n and m are the numbers of PHY modes for DL and UL
direction, respectively.

C/(N+l) for DL TX power for UL TX power for UL
(non-TC mode) (TC mode)
A
A A
PHY mode 4=n
Radio link quality —[ PHY mode3=m |
PHY mode 3 A
—t— — increase 4
=T — decrease
PHY mode 2 v
. o PHY mode 2 7:
—— A 4
PHY mode 1
v v
-1 /* X PHY mode1 _ |
Perform
DL ATPC U d
(optional) pgrade Downgrade
2n 2(m-1) 2(m-1)
thresholds TX power corrections TX power corrections

Figure 37: Parameters for PHY mode set description

The dynamic use of the C/(N + I) threshold pairsis specified in clause 11.3.4. Thefirst (lower values) C/(N + I)
threshold pair isonly relevant if the optional DL ATPC is activated (see clause 11.3.6) but shall be always contained in
the GBI message. The transmit power gaps for PTC are only relevant if at least one AT in the carrier usesthe PTC
option, but again these val ues shall be always contained in the GBI message.
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The complete GBI message is described in table 23. Note that normally only one PHY mode set is present, and two
PHY mode sets are only present during the PHY mode set exchange phase (even in this case, the GBI message fitsinto
one long MAC signalling PDU).

Table 23: GBI message (update, fixVar)

Rl cGener al Broadcast | nformation ::= SEQUENCE { -- broadcast
dupl exMode Dupl exMbde, -- 1 bit
frameOr f set FrameOf f set -- 5 bit
t dnmaZoneDownl i nk TdmaZoneDownl i nk, -- 1 bit
encrypti onhMbde Encrypti onMode, -- 1 bit
upl i nkPower | ncRangi ngSt art Upl i nkPower | ncRangi ngSt art, -- 3 bit
upl i nkPower MaxRangi ngSt art Upl i nkPower Max, -- 4 bit
downl i nkPower Cont r ol Downl i nkPower Cont r ol -- 1 bit
peri odMeasur enent Repor t GBI Peri odMeasur enent Repor t GBI, -- 3 bit
peri odRangi ngl nvi tati on Peri odRangi ngl nvi t ati on, -- 8 bit
ti mer G anuConnecti on Ti mer GranuConnect i on, -- 8 bit
ti mer GranuSecurity Ti mer GranuSecurity, -- 6 bit
upl i nkNunber PduPer FecBIl ock Upl i nkNunber PduPer FecBl ock, -- 1 bit
upl i nkNunber M danbl ePer Bur st Upl i nkNunber M danbl ePer Bur st , -- 1 bit
cr MaxNunmber Retri es Cr MaxNunber Retri es, -- 4 bit
crStarti ngW ndowSi ze CrStarti ngW ndowSi ze, -- 3 bit
cr MaxBackof f W ndow Cr MaxBackof f W ndow, -- 6 bit
fi xedVari abl eChannel | nd Fi xedVari abl eChannel | nd, -- 1 bit
phyModeSet Descri pt or Current PhyModeSet Descri ptor, -- variable
phyModeSet Descri pt or Fut ure PhyModeSet Descri ptor OPTIONAL -- variable

}

Dupl exMbde .1 = ENUMERATED ({
fdd (0),
tdd (1)

}

TdnmaZoneDownl i nk 11 = ENUMERATED ({
pr esent (0),
not Pr esent (1)

}

Downl i nkPower Control ::= ENUMERATED {
downl i nkPower Cont r ol No (0), -- ignore PhyThreshol dsLi st (0)
downl i nkPower Control Yes (1)

}

Encrypti onMode ;1= ENUMERATED ({
encrypti onOn (0),
encryptionOf f (1)

}

FrameOf f set ::= INTEGER(8..16) -- 5 bit,granu=0.05mns, range=[0. 4, 1] ns

Peri odRangi ngl nvitation ::= I NTEGER(O..255) -- 8 bit, granu=1000frane

-- 0 neans no invitations

Peri odMeasur enent Report GBI :: = Peri odMeasur enent Report
(peri 0d050. . noPeri odi cReports)

Per i odMeasur enent Report 1= | NTEGER {
usePeri odi cMeasur enent Repor t GBI (0),

-- only for periodMeasurenment Report At Specific in R cMeasurenentReportCriterium
-- but not for
-- peri odMeasur ement Report GBI in R cGeneral Broadcast | nformati on
peri 0od050 (1), -- 50 ms
peri 0dl100 (2), -- 100 s
peri o0d150 (3), -- 150 ms
peri 0d200 (4), -- 200 s
noPeri odi cReports (5)
}
Ti mer GranuConnection ::= I NTEGER(8..255) -- 8 bit, granu=lfrane
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Ti mer GranuSecurity ::= INTEGER(1..63) -- 6 bit, granu=128frane
Upl i nkNunber PduPer FecBI ock .1 = ENUMERATED ({
onePduPer FecBl ock (0),
sever al Per FecBl ock (1)
}
Upl i nkNunber M danbl ePer Bur st :: = ENUMERATED ({
oneM danbl ePer Bur st (0),
sever al M danbl ePer Bur st (1)
}
Cr MaxNunber Retri es = INTEGER(O0..15) ~-- 4 bit
CrStarti ngW ndowsSi ze = I NTEGER(O. . 7) -- 3 bit
Cr MaxBackof f W ndow = I NTEGER(O0..63) -- 6 bit
Fi xedVari abl eChannel I nd ::= ENUMVERATED ({
fi xedChannel (0), -- shall be used
vari abl eChannel (1) -- not all owed
}
PhyModeSet Descri pt or 1= SEQUENCE {
psdi Psdi , -- 4 bit
downl i nkPhyThr eshol dsLi st PhyThr eshol dslLi st , -- variable
upl i nkPower ModChangeLi st NonTc Upl i nkPower MbdChangeli st -- variable
upl i nkPower ModChangelLi st Tc Upl i nkPower ModChangelLi st -- variable
}
Psdi ::= I NTEGER {phyMbdeSet1l (1), phyMddeSet2 (2)} (0..15) -- 4 bit

PhyThr eshol dsLi st

-- allows 2..7 PHY nodes per set,
-- 1st pair for DL ATPC,
-- 2nd pair for nodel/node2, 3rd pair for node2/ nobde3,

Upl i nkPower ModChangelLi st

-- allows 2..7 PHY nodes per set,
UL PHY change

-- TX power steps for

1= SEQUENCE (Sl ZE(2..7)) OF PhyThreshol dPair
2*8 bit per pair,

see RRC

to be ignored if no DL ATPC

6 bit per entry,

-- 1st gap pair for nopdel/ node2,

-- 2nd gap pair for node2/ node3,

Upl i nkPower ModChangePai r
upPower MbdChange
downPower ModChange

}

PhyThr eshol dPai r
upThr eshol d
downThr eshol d

Cnr Threshol d,
Cnr Threshol d

}

PhyThr eshol dPai r
upThr eshol d
downThr eshol d

Cnr Threshol d,
Cnr Threshol d

}

Cnr Threshol d : 1= | NTEGER( 0. . 255)
Upl i nkPower | ncRangi ngSt art
Upl i nkPower ModChange

Upl i nkPower Max

I NTEGER(O..7)  --
| NTEGER(O. . 32)  --
| NTEGER( 10. . 20)

etc.

1= SEQUENCE ({
Upl i nkPower ModChange, --
Upl i nkPower MbdChange --

channel
channel

1= SEQUENCE {

-- channel
-- channel

11 = SEQUENCE {

-- channel
-- channel

3 bit, granu=1. 0dB,
6 bit, granu=0. 5dB,
-- 4 bit,granu=1. 0dB,

etc.

1= SEQUENCE (SIZE(1..6)) OF UplinkPower ModChangePai r

see conmmon

quality increase
qual ity decrease

quality increase
qual ity decrease

qual ity increase
qual ity decrease

-- 8 bit, granu=0. 25dB, range=[ 4, 40] dB, absol ute

range=[ +1, +8]dB
range=[ -8, +8]dB
range=[ +10, +20] dBm

The parameter Fi xedVar i abl eChannel | nd shall be set to thevaluef i xedChannel andthe ATsshall ignore

this parameter.
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A change of PHY modesis performed as follows:

. A change from one to another PHY mode for a specific AT is part of the regular adaptive operation in DL and
UL and is communicated by the DIUC and UIUC, respectively.

. A change from one to another PHY mode set for a sector is communicated by the corresponding PSDI in the
control zone.

More details are specified in clause 11.4. Some rules for the PHY mode sets:
. PHY mode#1 isidentical for all PHY mode sets. The PHY mode sets arelisted in table 24.

Table 24: PHY mode sets

Mode # Set 1 (mandatory for AP and AT) Set 2 (optional for AP)
PSDI=1 PSDI =2
0 QPSK + RS(t = 8) + CC1/2
(only for control zone, independent of PHY mode set)
1 QPSK + RS(t = 8) + CC2/3 QPSK + RS(t = 8) + CC2/3
2 QPSK + RS(t = 8) QPSK + RS(t = 8)
3 16 - QAM + RS(t = 8) + CC7/8 16 - QAM + RS(t = 8)
4 64 - QAM + RS(t = 8) + CC5/6 64 - QAM + RS(t = 8)

. The DL PHY mode set consists of 4 modes (where the highest mode is optional).
. The UL PHY mode set consists of 3 modes (where the highest mode is optional per AT).
. The PHY mode set in use should be always the same for al carriers of a sector.

NOTE: Thefact that the UL PHY modeis asubset of the DL PHY modes (without the PTC option) has no
impact on the DLC layer.

8.9 AT reaction to undefined parameters

For the reception in the DL of undefined values of parametersthe AT shall ignore this message. For undefined
parameters in the control zone, the complete control zone shall be ignored, i.e. the AT does not transmit in the UL
frame.

9 Resource-Grant Control (RGC) and contention
resolution

9.1 General

While the downlink data stream will be a continuous sequence of frames broadcasted to all ATs, the uplink will be a
discontinuous burst point-to-point transmission from each AT to the AP.

The Medium Access Control (MAC) protocol is a central feature of a PMP system. The function of the MAC sublayer
in a shared-medium network is to deal with the fact that the physical medium is shared. All ATs cannot transmit at the
same time successfully, as they could in a dedicated-medium situation such as pertains with a switch and point-to-point
wiring. The MAC layer determines who transmits when, and if contention is allowed, the MAC controls the contention
process and resolves any collisions that occur.

Each burst in the uplink is reserved to transmissions from an AT that is activated in that particular burst by a message,
called Grant, sent by the AP on the downlink channel.

The MAC Processor of the AP selectsthe AT that will have access to the radio channel; the operation is performed
burst by burst by the AP processor and a signalling message is inserted into downlink containing the TID of the relevant
AT.
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All ATswill receive all the downlink signalling messages (broadcast mode); the AT decodes all the received messages
and enables the uplink transmission burst by burst only in case the TID inthe grant isassigned to it.

MAC functionality, located in AP, isin charge of generating these "grant” messages in order to satisfy bandwidth
requests from ATs. The AP receives requests for transmission rights and grants these requests within the time available.
The resource alocation protocol consists of these two types of messages: Grant and Request.

9.2 Grants

The AP shall use the UL map to allocate bandwidth, i.e. to give grants (see clause 8.4.2).

The grant shall contain the TID. Following a successful detection of agrant the AT gains access to the related uplink
burst.

Figure 38 shows the procedure of the AT when it receives a grant. When an AT receives a grant it shall transmit MAC
PDUs in order to honour the grant. If the AT has no traffic (data or messages) to transmit it shall send MAC dummy
PDUs.

P

A

Wait for and process
UL-Map

\

Send MAC
dummy PDU

Figure 38: Grant per terminal
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9.3 Requests

9.3.1 General request strategy

In the uplink each AT sendsto the AP indications about (instantaneous) queue status and instantaneous bandwidth
needed for bandwidth allocation, i.e. bandwidth requests. Such information will alow the AP to assign the proper
capacity to each AT.

Rules for requests:
. The resource requests shall be on a per connection aggregate basis.

. The resource requests shall be encoded in aggregate form (i.e. the complete queue status of all connectionsin
the relevant group shall be sent).

The AP decides on the grouping of connections into connection aggregates. The number of connections, connection
aggregates and maximum number of connections per connection aggregate that the AT can handle simultaneously is
negotiated between AP and AT during initialization withthe Rl cQt her Capabi l i ti esl nf o and

Rl cOQ her Capabi | i ti esCnf messages.

The AP shall not send acknowledgements of resource requests to the AT.

The three possible signalling mechanismsin the UL for bandwidth requests are specified in the following clauses:
. per MAC PDU header;
. per Rl cBandwi dt hRequest MAC management message;

+  per queue status report procedure.

9.3.2 Requests per MAC PDU header

Every MAC data PDU in the UL transports, within its header, arequest for bandwidth allocations.

The request format is clear from the MAC PDU header for the UL as defined by table 19. A total of 26 bits (3 bytes and
2 hit) are needed for the bandwidth request:

. CID (16 hits): the connection ID is exactly that assigned to the particular connection whose PDU is transmitted
in the burst. The CID associated to the bandwidth request identifies the connection aggregate that MAC Data
PDU belongsto.

. PB (8 hits): the request byte (piggyback field) describes the number of PDUs in the queue for the connection
aggregate associated with the connection aggregate of the MAC data PDU.

. PM (1 bit): the poll-me bit is used to indicate whether the AT has traffic to send or not for the connection
aggregates associated to the poll-me bit with the exclusion of the connection aggregate specified by the CID
field.

PM = 1 means poll-me and PM = 0 means do not poll-me.

. RSB (1 hit): arequest for an UL grant to send a short MAC signalling PDU. If the AP replies with a grant,
then this can be used for all MAC management messages that fit into a short MAC signalling PDU,
e.g. measurement reports, bandwidth regquest, connection control messages, etc.

RSB = 1 means request and RSB = 0 means no reguest.
Thethreefields PB, PM and RSB are also addressed as the GM (Grant Management) field with 10 bit.

The use of RSB is shown in diagram 1.
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MSC RGC_ShortPduRequest

2 ] [ ar ]

Grant for a
short PDU needed

Arbitrary_long_PDU

(/* set RSB=1 in header */)

T_RSB

opt

—
1
AP grants a
Grant_for_a
short PDU Short:PD_U__
received
1

Diagram 1: MSC for the use of RSB

9.3.3 Requests per bandwidth request message

A MAC management messages Rl cBandwi dt hRequest isdefined for the UL to transmit information about the
gueue status of several connection aggregates. This message can be transported in a short MAC signalling PDU and can
be sent according to the UL frame structure expressed in the UL map (see table 22) asfollows:

. by using the bandwidth regquest contention window; or
. by using a granted short MAC signalling PDU.

The Rl cBandwi dt hRequest messageis specified in table 25 and the usage isillustrated in diagram 2.

Table 25: Message for bandwidth request

Rl cBandwi dt hReq 1= SEQUENCE ({

cai d2 Cai d, -- 2 byte, common

pi ggyback?2 Pi ggyback, -- 1 byte, conmon

cai d3 Cai d, -- 2 byte, common

pi ggyback3 Pi ggyback -- 1 byte, conmon
Caid = | NTEGER( 0. . 65535) -- 16 bit, connection aggregate ID
Pi ggyback = | NTEGER( 0. . 255) -- 8 bit, piggyback field
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MSC RGC_BandwidthRequest

.

Header fields:
Cid refers to CA1
Piggyback refers to CA1 N
poll-me refers to CA4+CAS5+... N

i

PDUs from different
- CAs to be transmitted.

oAt | Caid1,Caid2 Caid3

are selected by AT

Currently no grants (forlong PDUs)

Waiting for
bandwidth request contention window

or
grant for a short PDU

Transmitted in the bandwidth

RicBandwidthReq _ - -~ 7| request contention window or

Payload contains only info
about CA2 and CA3

in a granted short PDU

( # Caid2,Piggyback2,Caid3,Piggyback3 */)
—X

Give grant for one or
several MAC PDUs

T_BandwidthReq
Additional
grants_received

regular_UL_traffic -
7MAC PDUs can be transmitted

{according to the received grants

Diagram 2: MSC for bandwidth request message

The three connection aggregates that are referred to in the message Rl cBandwi dt hReq can be selected by the AT

without any restrictions.

9.34 AP-requested queue status report

The AP can request an AT to report the queue status of up to six connection aggregates. The DL message

Rl cQueueSt at usReq contains the identiti

es of up to six connection aggregates. The UL message

Rl cQueueSt at usRsp contains only the corresponding piggyback bytes (as for the MAC PDU headers and for
Rl cBandwi dt hReq) describing the queue status of the connection aggregates.

Therestriction to six connection aggregates ensures that the message Rl cQueue St at usRsp can be transmitted in a
short MAC signalling PDU. After reception of Rl cQueueSt at usReq, the AT shall use the next granted short PDU
to transmit Rl cQueueSt at usRsp. The messages are specified in table 26 and shown in diagram 3.

Table 26: Messages for queue status report
Rl cQueueSt at usReq :: = SEQUENCE (SIZE(1..6)) OF Caid -- DL
Rl cQueueSt at usRsp :: = SEQUENCE (Sl ZE(1..6)) OF Piggyback -- UL
Caid = | NTEGER( 0. . 65535) -- 16 bit, connection aggregate ID
Pi ggyback = | NTEGER( 0. . 255) -- 8 bit, piggyback field
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MSC RGC_QueueStatus

2 ] [ ar ]

AP decides to request a report
on the queue status of up to six
connection aggregates caidl,caid2,...

RlcQueueStatusReq

(* Caid1,Caid2,... */)

shall be transmitted in the
AP gives a grant 4 first granted short PDU
for a short PDU ¢ | after reception of
: | RlcQueueStatusReq

RlcQueueStatusRsp

(/* Piggyback1,Piggyback2,... */)

Diagram 3: MSC for queue status report

94 Allocation mechanisms

Different allocations mechanisms are defined to be suitable for different types of traffic.

9.4.1 Continuous grant

Continuous Grant is the periodic assignment of transmission burst to ATswith afixed rate. It corresponds to the
assignment of a fixed capacity, equal to a constant grant rate, to acertain AT, that is a certain group of connections with
congtant traffic profile. This predetermined capacity to each requesting AT shall be guaranteed.

The AP is not influenced by the status of the queue related to the static allocation connections. For these connections
thereis no need for AT to transmit Request information. The periodicity of bandwidth assignment is defined at the
connection establishment by the QoS parameters.

Continuous grant is usually applied to CBR traffic.

9.4.2 Polling

Polling is the process by which the AP allocates to the ATs bandwidth specifically for the purpose of making bandwidth
requests. These allocations shall be to individual ATs. The AP pollsthe ATs that will send a short MAC signalling PDU
the bandwidth request. If the polled AT has no traffic to transmit the request sent shall be empty.

Note that polling is done on a per AT basis, bandwidth is requested on per connection aggregate basis, and bandwidth is
allocated on per AT basis.

The AP shall have the full control of the mechanism.
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9.4.3 Piggyback

All the MAC data PDUs have within the header a bandwidth request field. The piggyback byte describes the number of
PDUs in the queue for the connection aggregate including the connection of the MAC data PDU.

Thefirst 255 combinations refer to 0 to 254 data PDUSs, the last al-one combination means 255 or more PDUs in the
gueue.

The use of piggyback is sketched in figure 39.

9.4.4 Poll-me bit

Poll-me bit isaform of piggyback mechanism. It's arequest of polling and the format is represented by one bit added in
every PDU header.

During the connection set-up procedure, the configuration of the poll-me bit, active or non-active, is set in conformance
to the connection aggregate the connection belongs to. The configuration of the poll-me bit is under the full control of
the AP.

The poll-me hit shall be used to indicate whether the AT has traffic to send or not for the connection aggregates
associated with the poll-me bit with the exclusion of the one that the CID of the MAC PDU belongs to.

The use of poll-me bit and piggyback is sketched in figure 39.
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Waiting for a PDU

Isthere at least one PDU
not belonging to the same
CA and belonging to a
CA associated to the poll-
me bit?

No

Set PM=1inthe MAC Set PM=0inthe
PDU header MAC PDU header

No

Isthere at least One
PDU belonging to the
same CA?

Set piggyback=# of PDUsin Set piggyback=0inthe MAC
the queue in the MAC PDU PDU header
header

Send MAC
PDU

Figure 39: Usage of piggyback and poll-me bit by an AT

9.45 Contention reservation

With a specific grant, an UL burst is dedicated to contention requests. This kind of grant is broadcasted to all the ATs
(or asubset of), and ATs could submit a contention request in this burst via a short MAC signalling PDU.

The implementation of the bandwidth request contention procedure is optional for both sides.

9.5 Contention resolution

The bandwidth request contention window may consist of a number of transmission opportunities, which depend on the
size of the contention window.
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9.5.1 Contention resolution algorithm

The contention resolution algorithm shall be based on a truncated binary exponential back-off algorithm, where the
initial back-off window and the maximum back-off window shall be controlled by the AP. The size of the back-off
window shall be broadcasted periodically to al ATsviathe GBI message. These values shall represent a power-of-two
value. For example, ava ue of 4 indicates a window between 0 and 15 while avalue of 10 indicates a window between
0and 1023.

When an AT has information to send and wants to enter the contention resolution process:

1) theAT shal setitsinternal back-off window equal to theinitial back-off window defined in the GBI message
currently in effect;

2) the AT shall randomly select a number within itsinternal back-off window indicating the number of
contention transmission opportunities that the AT shall defer before transmitting;

3) the AT shall consider the contention transmission lost if no response has been given within the time in which
they were to be received;

4)  the AT shal increase its back-off window by afactor of two (aslong asit is less than the maximum back-off
window defined in the GBI message currently in effect) if the contention transmissionis lost;

5) the AT shall randomly select a another number within its new back-off window and repeat the deferring
process described above if the contention transmission is lost;

6) theretry process shall continue until a maximum number of retries (broadcasted in the GBI message) (say
16 retries, for example) has been reached.

9.5.2 Bandwidth request contention window

The bandwidth request contention window shall be scheduled in the uplink with a particular UIUC entry in the UL map.
This contention window can be used by all ATsthat are requesting for a bandwidth grant. In this contention window
only short MAC signalling PDU shall be transmitted.

If the AT receives a granted uplink burst at any time while deferring, it shall stop the contention resol ution process and
use the explicit transmission opportunity for bandwidth request.

If bandwidth request contention process continues to fail, after the maximum number of retriesis reached the AT shall
wait for aregular grant in order to request bandwidth using poll-me bit or piggyback mechanism.
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In figure 40 is sketched the bandwidth request contention process performed by an AT.

A D

\ 4
Set internal back-off (z) equal to theinitial
back-off window defined in the UCD

A
Set anumber (x) within z randomly

\ 4

Wait for bandwidth Yes
contention window

No

Setz=2z A

Perform the transmission in the x™
opportunity

Retries equal

Waiting for aregular
grant

Figure 40: Contention algorithm for bandwidth request

10 Initialization control (IC)

10.1 Overview

Initialization is the procedure that occurs when an AT enters into the network. At the end of the initialization process
the AT becomes operational. Initialization is a general term that includes the following cases:

. A new AT entersinto the network.
. After PSI (Power Supply Interruption), breakdown or replacement of AT equipment.

. An already initialized AT loses the radio link; this may happen due to deep rain fading or co-channel
interference (may affect both or only one direction).

. Malfunction of the AP, e.g. loss of the status of the AT and its parameters or breakdown of the AP.

In the first two cases the process is named first initialization, while in the other two cases the processis named
re-initialization. Differences between first initialization and re-initialization are mainly related to the fact that during
re-initialization a new frequency scanning procedure is not required and consequently the process of re-initiaization is
easier and faster.
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Initialization is alwaysinvited, i.e. the AP knows the AT MAC address in advance and the AP knows when to perform
afirgt initidization (e.g. AP knowsthat AT need initial access) or re-initialization (e.g. AP isaware of link
interruptions).

10.2

Process of initialization

Theinitialization process shall be divided into the following steps:

DL frequency scanning (search all DL channels of full RF block).
Synchronization acquisition (carrier, phase, clock, by processing the DL frame preamble).

UL and DL transmission parameters acquisition (by decoding the control zone in PHY mode #0 and the PHY
mode region #1 used for broadcast messages including the reception of the broadcasted GBI message
Rl cGener al Broadcast | nf or nati on).

Initial ranging: during this phase of UL and DL transmissionsthe AT gets:

- TID (to be used instead of AT MAC address for al other addressing or identification of AT).
- CIDs for management connections (basic, primary and secondary).

- Transmit timing offset (and thus TD and RTD), including fine-tuning.

- UL transmit power level, including fine-tuning.

NOTE: Timing and transmit power settings are also updated during regular operation by the message

Rl cUpl i nkCorrection.

The whole UL communication during ranging is restricted to the use of granted UL ranging bursts.

From the AP point of view, after reception of the Rl cRangi ngAck message the ranging processiis finished and the
AP shall start to give regular grants.

Fromthe AT point of view, after reception of the Rl cRangi ngSuccess message and reception of another message
not related to ranging, the ranging processiis finished.

Physical capabilities negotiation (informs AP about ATs DL and UL PHY capabilities and AP commands on
what to use).

AT authentication (including AK transmission).

Other AT capabilities negotiation (maximum numbers of CIDs and CAs, etc.).

After these stepsthe AT is called operational and connections can be established (and allocated to connection
aggregates and security associations).
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The overview of the entire initialization processis reported in diagram 4, where the upper left entry refersto first
initialization when an AT enters the network for the first time and the upper right entry represents the situation after a

link loss.

MSC IC_InitidizationOverview

T_not_installed

1(1)

Start_with_old_carrier

Y Y

ownlink_frequency_scanning_
according_to_list

not succesful f

successful l

| |

Eynchronisaim_equisiti on ]

EL_and_DL _parameters_aquisition ]

IC_Ranging

&:_PhyCapabilitiesNegoti ation j

SC_Authentication

CC_AT_init_
_Connection_
_Addition

CC_AP_init_
_Connection_
_Addition

CapabilitiesNegotiation
and

Authentication
on request of AP

Diagram 4. HMSC for AT activities and states for initialization (update)
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10.3  Steps from frequency scanning to downlink synchronization

10.3.1 Frequency scanning

Thefirst operation that the AT shall perform is the frequency scanning. Before installation the list of possible downlink
RF channels (all downlink frequency available in the RF block assigned to an operator), that AT shall scan during this
phase, shall be stored in the AT non-volatile storage. Any change on thislist shall be communicated by the

Rl cFrequencylLi st message.

The AT shall order al scanned frequencies in a descending order based on the signal strength and select the frequency
with the strongest received DL signal power.

The frequency scanning step during re-initialization is very similar to that during initialization with the simplification
that AT shall try to find before the DL frequency used during previous operations. If AT does not find this frequency,
then it shall go to next frequency in the ordered list of frequencies.

10.3.2 Synchronization acquisition

The AT modem shall synchronize, in time and frequency, to the preamble of the DL frame. Once the PHY layer has
achieved synchronization, the MAC sublayer shall decode the control zone. Asit has received and decoded at least one
control zone, the AT achieves the frame synchronization and remains synchronized until it fails to receive or decode
control zones. If the timer T_synchronization elapsed before a map has been received and decoded, the AT shall come
back to the DL frequency scanning step. The synchronization acquisition step shall be asin figure 41.

procedure synchronization_acquisition 1(1)

; FPAR IN/OUT synchAquired Boolean;

)

|

et
(T_synhronization)
Internal signal generated
when Uplink map is
Syncronising | succefully decoded
—
T_synhronizéion \\ -
synchAquired := synchAquired :=
fase true

reset
(T_synhronization)

Figure 41: Synchronization acquisition
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10.3.3 APC identification

After the AT synchronizes, it shall be sure to be on the right APC. It may compare the APC-ID introduced in its non-
volatile memory before installation to the APC-ID received in the frame control zone. If those are equal, the AT shall
proceed with the initialization process, otherwise the DL frequency channel previously selected during the frequency
scanning step does not belong to the right sector and the AT should use the next frequency in the ordered list of
frequencies.

The probability that the AT selects a frequency, that does not belong to the APC that the AT should be paired to, is very
low, but not negligible in a deployment with a very high frequency re-use. The use of APC-ID, transmitted in each
frame, facilitates and speeds up the initialization process and avoids that any message is sent from the AT to the AP if
thisoneis not the right one.

procedure apcldentification 1(2)

;FPAR IN/OUT apcldentified Boolean;

D

pcldentified :=
(apcReceived = trueif the same
apclnMemory)

Q

Figure 42: APC identification
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10.3.4 UL and DL parameters acquisition

In order to retrieve the right set of transmission parameters, the AT shall wait for a GBI message. The GBI message
contains general broadcast information as specified in clause 8.8, important parameters especially for theinitialization
are the power increment step for ranging and the period of the ranging invitation. The GBI message shall be
broadcasted with a certain periodicity defined by the operator (where the specification of aformal period is not
required).

The procedure for parameters acquisition is summarized in figure 43.

procedureUL_and DL_parameters acqustion 1(1)

UL_and DL_
_parameters_

‘Seled DL PHY
mode from

phyModeSet

PescriptorC urrentf

Figure 43: UL and DL parameters acquisition
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10.3.5 Summary

All initialization steps from the start up to the AT operationa status are summarized in figure 44 with special emphasis
on frequency scanning.

Frequency scanning (AT side)

Legend: [ AT expected to initiaize ]

i

.............................. > Read frequency list (RF block)
update Read SID

i [TTTTTTTTTTTTTTToToToTomomomoees '
Scan frequencies v
Link loss or PSI

[}

[}

[}

[}

[}

[}

i

Scanning :

completed !

[}

¢ i

v i

Use best Useold Use next i

frequency frequency frequency '

i

[}

[}

[}

[}

\ :

[}

. L !

DL synchronization agisition Falue :

[}

Successful E

No match H

1 for APC-ID > H

Check APC-ID !

————————————— ----p

DL syncloss '

Successful H

v No mach for [

AT MAC address ) '

Ranging | = »E

DL syncloss H

Successful '

y a

Capabilities Negotiation, Authentication |-——-—-—-—-==----------- >

DL sync loss '

[}

Successful i

[}

v i

]

; . L AT operational ]‘ """""""""""" >
RIcFrequencyL ist received DL syncloss

Figure 44: Frequency scanning in the context of initialization steps
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10.4 Ranging

10.4.1 Overview

Theranging processisrequired in order that the AT shall be able to get:

. the right timing offset so that its transmission is aligned to a symbol that marks the beginning of MAC frame
(the PHY layer timing delays shall be relatively constant); and

. the right Tx power parameters that it will use during normal operations.

Theranging process shall be started as soon asthe AT has acquired the right frequency, synchronization and uplink
transmission parameters and after the reception of the Rl cRangi ngl nvi t at i on message. The

R cRangi ngl nvi t at i on message containsthe AT MAC addressto identify the AT and provides the binding
between the AT MAC address and the TID. Moreover, the Rl cRangi ngl nvi t at i on message contains the CIDs
and CAIDs for the three management connections and the current power level of the transmitted signal of the AP
(apTxPower | ndi cati on parameter).

After reception of the Rl cRangi ngl nvi t ati on message and before transmission of the RIcRangingComplete
messages (including the message itself), the AT isonly allowed to transmit with granted ranging bursts.

The ranging process is started with the reception of the Rl cRangi ngl nvi t at i on message. At this point the AT can
calculate an estimation of the proper transmission power level to be used in the first ranging burst by analysing the link
attenuation derived as difference between transmitted and received power in the downlink and applying a proper
backoff. Exact figures do not need to be standardized provided that the terminal transmits the first ranging burst with a
somewhat lower power than the operative transmission power.

The AT uses each ranging grant to send an Rl cRangi ngReq message with increasing transmit power, starting from
ATtxPower, where the transmit power increments are specified in the GBI message.

. If the AT receivesan Rl cRangi ngCont i nues message then it adapts its transmit power and timing
according to this message and waits for next ranging grant to send an Rl cRangi hgReq message.

. If the AT receivesan Rl cRangi ngSuccess message then it adapts its transmit power and timing according
to this message and waits for the next ranging grant to send an Rl cRangi ngAck message.

. After transmission of the Rl cRangi ngAck message, the AT has to respond:
- to aranging grant with the Rl cRangi ngReq message and increased transmit power (error case);
- to anormal grant with aregular transmission (normal case).

. Whenever the AT receives two subsequent ranging grants without an Rl cRangi ngCont i nue or
Rl cRangi ngSuccess message in between (indicates |oss of messagein DL), then it shall return to the
transmit power increase mechanism. The same applies whenever the AT receives two messages without a
ranging grant in between (AP error).

The AP shall not give ranging grantsin the same frame asit transmitsthe Rl cRangi ngCont i nue or
Rl cRangi ngSuccess message.

However, it should be noted that there is no rule how to combine Rl cRangi ngl nvi t at i on messages and ranging
grants, since the first requires DL capacity and the latter UL capacity. So several Rl cRangi ngl nvitati on
messages between two ranging grants are allowed (but not recommended), but also several ranging grants between two
Rl cRangi ngl nvi t at i on messages (recommended). In other words, Rl cRangi ngl nvi t at i on message and
ranging grants can be given whenever there is free capacity in the DL or UL frame, so the ranging process does not
cause any considerable overhead at all.

If noRI cRangi ngl nvi t at i on message was transmitted for any AT, then the AP should not give any ranging
grants. However, if the AT receives aranging grant without having received an Rl cRangi ngl nvi t at i on message,
then it shall ignore the ranging grant.

ETSI



102 ETSI TS 102 000 V1.3.1 (2002-12)

A maximum gap between two subsequent Rl cRangi ngl nvi t at i on messagesto the same AT shall be transmitted
in the GBI message in order to limit waiting times during the frequency scanning process.

If an Rl cRangi ngl nvi t ati on messageisreceived during normal operation, then the AT shall stop all
transmissions, wait for ranging grants and start from the updated ATtxPower. After reaction to an

R cRangi ngl nvi t at i on message, the AT shall ignore al further Rl cRangi ngl nvi t at i on messages. The AP
stopsissuing Rl cRangi ngl nvi t at i on messages after reception of the first Rl cRangi ngReq message. The AT
canreact againto an Rl cRangi ngl nvi t at i on messages after
InitializationStatus=InitializationFinishedinoneoftheinitiaization DL messages.

10.4.2 Messages for Ranging

The messages for ranging are shown in table 27.

Table 27: Messages for ranging

Rl cRangi ngl nvitation ;1= SEQUENCE { -- DL
at MacAddr ess At MacAddr ess, -- 48 bit, conmon
tid Tid, -- 10 bit, common
basi cCi d Basi cCi d, -- 16 bit, conmon
primaryC d PrimaryCid, -- 16 bit, common
secondaryCi d SecondaryCi d, -- 16 bit, conmon
basi cCai d Cai d, -- 16 bit, common
pri maryCaid Cai d, -- 16 bit, common
secondaryCai d Cai d, -- 16 bit, conmon
apTxPower | ndi cati on ApTxPower | ndi cati on -- 5 bit, comon
}
Rl cRangi ngReq 1= SEQUENCE ({ -- UL, increasing or adapted
power
rangi ngSt at us Rangi ngSt at us -- 2 bit
}
Rl cRangi ngCont i nue 11 = SEQUENCE { -- DL, adapt power, send Req
ti m ngAdj ust Rangi ng Ti m ngAdj ust Rangi ng, -- 13 bit, conmon
upl i nkPower | nc Upl i nkPower | nc -- 6 bit, common
}
Rl cRangi ngSuccess 1= SEQUENCE ({ -- DL, adapt power, send Ack
ti m ngAdj ust Rangi ng Ti m ngAdj ust Ranging, -- 13 bit, comon
upl i nkPower I nc Upl i nkPower | nc, -- 6 bit, common
initializationStatus InitializationStatus -- 1 bit
}
Rl cRangi ngAck 11 = SEQUENCE ({
rangi ngSt at us Rangi ngSt at us -- 2 bit

Rl cPhyCapabi liti esReq 11 = SEQUENCE {
}
Rl cPhyCapabi litieslnfo ::= SEQJENCE { -- AT offers its optional cap.

}

Rl cPhyCapabi litiesCnf ::
downl i nk64QanmJse
upl i nk16QaniJse

= SEQUENCE {

Downl i nk64QaniJse,
Upl i nk16QaniJse, - -

downl i nk64QantSuppor t Downl i nk64QanSupport, -- 1 bit

upl i nk16QansSuppor t Upl i nk16QanSupport, -- 1 bit

upl i nkTur boEncSupport Upl i nkTur boEncSupport,-- 1 bit

upl i nkPower MaxQ@sk Upl i nkPower Max, -- 4 bit, common

upl i nkPower Max16Qam Upl i nkPower Max, -- 4 bit, common
nunber Sai dSupport Numnber Sai dSupport, -- 10 bit

term nal Type Ter m nal Type, -- 1 bit

pai r O Carri er Frequenci esLow PairCOf Carri er Frequencies, -- 34 bit
pai r O Carri er Frequenci esHi gh Pair O Carri er Frequenci es -- 34 bit

-- AP commands what to use

1 bit
1 bit
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upl i nkTur boEncUse Upl i nkTur boEncUse, -- 1 bit
upl i nkPreanbl eLengt h Upl i nkPreanbl eLength, -- 1 bit
upl i nkPower MaxQpsk Upl i nkPower Max, -- 4 bit, common
upl i nkPower Max16Qam Upl i nkPower Max, -- 4 bit, common
initializationStatus InitializationStatus -- 1 bit

}

Rl cQt her CapabilitiesReq ::= SEQUENCE {

}

Rl cQt her Capabilitieslnfo ::= SEQUENCE { -- UL
nunber Upl i nkConnsSuppor t Nunber Upl i nkConnsSupport, -- 2 byte
nunmber Downl i nkConnsSupport Nurber Downl i nkConnsSupport, -- 2 byte
nunmber ConnAggsSuppor t Nurber ConnAggsSupport, -- 2 byte
nunber ConnsPer ConnAggSuppor t Nurber ConnsPer ConnAggSupport, -- 2 byte
cr Support Cr Support, -- 1 bit
tripl eDesSupport Tri pl eDesSupport, -- 1 bit
term nal Cl Capabilities Terminal Gl Capabilities -- variable

}

Rl cQt her Capabi | i ti esCnf
nunber Upl i nkConnsUse
nunber Downl i nkConnsUse

11 = SEQUENCE {

nunber ConnAggsUse Nunmber ConnAggsUse,
nunmber ConnsPer ConnAggUse Nurber ConnsPer ConnAggUse,
tripl eDesUse Tri pl eDesUse
}
Rangi ngSt at us = ENUMERATED { -- 2 bit
t xPower Max (0),
t xPower Bet ween (1),
t xPower M n (2)
}
InitializationStatus = ENUMERATED { -- 1 bit
initializationContinue (0), -- AT to expect further nessaging for init

initializationFinished

(-
}

Riclnitializati onCnd
initializationCnd

SEQUENCE {

}

InitializationCrd = ENUMERATED ({
r ej ect edFr omNet wor k (0),
r ej ect edFr onChannel (1),
firstlnitialization (2),
transmi ssi onSt op (3),
transni ssi onReSt art (4)

}

Upl i nkPr eanbl eLengt h = ENUMERATED ({
| engt h16bi t (0),
| engt h32bi t (1)

}

Downl i nk64QanSupport : = ENUMERATED ({

downl i nk64QanNot Support ed (0),
downl i nk64QanSupport ed (1)

}

Upl i nk16QanSuppor t = ENUMERATED ({
upl i nk16QanNot Support ed (0),
upl i nk16QanBupport ed (1)

}

Downl i nk64QamUse : 1= ENUMERATED ({
downl i nk64QanNot Used (0),
downl i nk64QanmJsed (1)

InitializationCnrd - -

Nunber Upl i nkConnsUse,
Nunmber Downl i nkConnsUse,

init finished
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}
Upl i nk16QaniJse : 1= ENUMERATED ({
upl i nk16QanNot Used (0),
upl i nk16Qansed (1)
}
Upl i nkTur boEncSupport ;1 = ENUMERATED ({
upl i nkTur boEncNot Supported (0),
upl i nkTur boEncSupport ed (1)
}
Upl i nkTur boEncUse = ENUMERATED ({
upl i nkTur boEncNot Used (0),
upl i nkTur boEncUsed (1)
}
Ter mi nal Type ;1 = ENUMERATED ({
t er m nal Fdd (0),
term nal Hf ddW t hTdmAndTdma (1)
}
Tri pl eDesSupport .. = ENUMERATED ({
tripl eDesNot Supported (0),
tripl eDesSupport ed (1)
}
Tri pl eDesUse .. = ENUMERATED ({
tripl eDesNot Used (0),
tripl eDesUsed (1)
}
Term nal C Capabilities ;1= OCTET STRING (Sl ZE(O. . 32)) -- variable
Number Upl i nkConnsSuppor t = | NTEGER( 4. .65535) -- 2 byte, incl MAC ngnt conns
Nunmber Downl i nkConnsSuppor t = | NTEGER(5. . 65535) -- 2 byte, incl MAC ngnt conns
Nurmber ConnAggsSuppor t = | NTEGER( 1. .65535) -- 2 byte
Nunmber ConnsPer ConnAggSuppor t = I NTEGER( 1. .65535) -- 2 hyte
Nunmber Sai dSuppor t ;= I NTEGER( 1. . maxNunber Sai dSupport) -- 10 bit
maxNurber Sai dSuppor t Nurber Sai dSupport ::= 1023
Number Upl i nkConnsUse = | NTEGER( 4. .65535) -- 2 byte, incl MAC ngnt conns
Nunber Downl i nkConnsUse = | NTEGER(5. . 65535) -- 2 byte, incl MAC ngnt conns
Number ConnAggsUse = | NTEGER( 1. .65535) -- 2 byte
Nunmber ConnsPer ConnAggUse = | NTEGER( 1. .65535) -- 2 hyte
Cr Support 11 = ENUMERATED ({
cr Support No (0),
cr Support Yes (1)
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cribed with MSC diagrams

Diagram 5 shows the basic principle of the ranging procedure.
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(/* RangingStatus */)

increased TxPower

k>

AP shall continue to grant
ranging bursts (until
ranging is finished)

RIcRangingContinue

(/* TimingAdjustFine,UplinkPowerlnc */)

RIcRangingReq

Transmit with the

(/* RangingStatus */)

1
RangingGrant_
Received
1

adapted TxPower

If RIcRangingAck is not
received then
RIcRangingSuccess
has to be resent

AP shall start
sending regular
grants

T_RangingAck

RIcRangingSuccess

(/* TimingAdjustFine,UplinkPowerlnc,
InitializationStatus */

RIcRangingAck

N

Transmit with the
adapted TxPower

(/*RangingStatus */)

T_RangingAck

RangingCompleted

>
—

Diagram 5: MSC for the ranging prin
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Diagram 6 contains an example of the message exchange for ranging, where several messages are lost.

1 (2002-12)

MSC IC_ExampleRangingNormal

Syntax:
Message_FrameNumber_(TX power or TX correctio

)

<

Synchronization_established_

RIcGeneralBroadcastinformation_read

RIcRangi

nglnvitation_1

AT not synchronized

RangingGrants in frames [§ RicRangi

nglnvitation_16

2,10, 15, 30, 34, 37, 41, 43, 47,52, 6 |

RIcRangi

nglnvitation_20

AT receives

RIcRangi

nglnvitation_27

Ranginglnvitation
for the first time

RIcRangingReq_30_(-20dBm)

TX power is set to minimum

RIcRangingReq_34_(-15dBm)

and increased for further
ranging grants

RIcRangingReq_37_(-10dBm)

AP does not receive | e @~
since TX power too low [’
RIcRangi

nglnvitation_39

AP does not receive
since TX power too low [ ...,

RIcRangingReq_41_(-5dBm)

RIcRangingReq_43_(0dBm)

RIcRanginglnvitation_45

RIcRangingReq_47_(+5dBm)

After reception:
RIcRangingInvitations
shall be stopped

RIcRangingContinue_50_(correct+2dB)

Adapt TX power

RIcRangingReq_52_(+7dBm)

to +5+2=7 dBm

RIcRangingSuccess_58_(correct-1dB)

Adapt TX power

Ranging finished

RIcRangingAck_60_(+6dBm)

to +7-1=+6dBm

IC_PhyCapabilitiesNegotiation

| ‘
—

)
—

Diagram 6: MSC of a ranging example with many errors
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Diagrams 7 and 8 describe the ranging process on the AP side and the AT side.

Ranging (AP side)

Legend:

RG = ranging grant

Inv = RIcRanginglInvitation
Reg = RIcRangingReq

Cont = RIcRangingContinue
Succ = RIcRangingSuccess
Ack = RIcRangingAck

Link Lossor
AT expected to initialize

'

"

Start to send irregularly Inv

Typically if DL scheduler allows

----- p errors
) AT expected: typically if UL scheduler allows
GiveRG Link loss: typically often
T
|
: Req received
Typically !
several loops :
< No reply ! Stop to send irregularly Inv
|
& &resdved T ' i
[ Examine Req ]
b
<
h 4 4
Send Cont Send Succ
Typically i
Typicall
< oneloop GiveRG ozgn y
: i
|
5 . Ack
No reply or Req received rcelved
[ Examine Ack }
Ack was OK
and T-RangingAck completed

[ Ranging compl eted }

Diagram 7: State diagram for ranging (AP side)
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Ranging (AT side) #
DL sync aquisition ]
¢ Successful DL aquisition
Legend: [ Wait for Inv ] >
RG = ranging grant - DL syncloss
Inv = RIcRanginglnvitation ¢ Inv received
Req = RIcRangingReq -
Cont = RIcRangingContinue SaveTid
Succ = RlcRangingSuccess ‘ Set PTX=Pmin - Pinc o
Ack = RIcRangingAck Ignore all further Inv's (with same Tid) unless ranging is completed
----- p» errors
e
]
]
[ Wait for first RG | , >
: ' DL sync loss
jmm T e | !
! i RG 7777 Coit o Suce
! | received received
| vV
]
! | Send Req with increased PTX
' Typically
! several
i loops [ Wait for message or RG } >
1 DL syncloss
| L T Jem [ ¥
H RG received received Suct?
! received
) P
: 4
! [ Wait for RG to send Req } >
i ! DL syncloss
! |
)
:4"""""?:65'(_0?_80651 RG
! received received
! 4
: Send Req with adapted PTX
]
’ v
]
' Typically ;
i oneloop [ Wait for Cont/Succ message ] »
! } DL syncloss
) |
|
i Cont received ! Succ
! | received
:4_________________________'
! RG received A4
! [ Wait for RG to send Ack ) >
E : DL sync loss
1 ! RG
R O ; .
! Cont or Succ received received
! \ 4
: Send Ack with adapted PTX
]
]
i
]
E \ 4
1 Wait for other message
: (ranging seemsto be compl eted) J >
' . DL syncloss
: ! Other
B B ! message
RG or Cont or Succ received received
Ranging completed ] ---------------------------------------------
[ L § DL sync Ioss>

Diagram 8: State diagram for ranging (AT side)

ETSI



109 ETSI TS 102 000 V1.3.1 (2002-12)

10.5 Capalbilities negotiation and authentication

This procedure includes three steps: PHY capabilities negotiation, authentication of AT against AP and other
capabilities negotiation.
10.5.1 Physical capabilities negotiation

After completion of the ranging process, the AT shall inform AP of its physical capabilities. In order to let the AP
decide on whether this step can be skipped for re-initialization, a 3-way protocol is used.

The AP starts the procedure by sending Rl cPhyCapabi | i ti esReq, the AT informswith
Rl cPhyCapabi | i ti esl nf o and the AP terminateswith Rl cPhyCapabi | i ti esCnf . The following features
are negotiated:

«  64QAMinDL.
« 16 QAM inUL.
. Support of Turbo encoding.
. Maximum UL transmit power for QPSK.
. Maximum UL transmit power for 16 QAM.
. Terminal type (FDD with TDM only or H-FDD with both TDM and TDMA).
. Uplink preamble length (16 or 32 symbols, the support of both lengthsis mandatory for the AT).
. Number of SAIDs.
. Supported RF frequency range (AT informs only).
The messages for PHY capabilities negotiation are shown in table 28.

Table 28: Messages for physical capabilities negotiation

Rl cPhyCapabi |l i ti esReq ;1= SEQUENCE { -- DL

}

Rl cPhyCapabi litieslnfo ::= SEQJENCE { -- UL
downl i nk64QantSuppor t Downl i nk64QanSupport, -- 1 bit
upl i nk16QansSuppor t Upl i nk16QanSupport, -- 1 bit
upl i nkTur boEncSupport Upl i nkTur boEncSupport, -- 1 bit
upl i nkPower MaxQpsk Upl i nkPower Max, -- 4 bit, common
upl i nkPower Max16Qam Upl i nkPower Max, -- 4 bit, common
nunber Sai dSuppor t Nurber Sai dSupport, -- 10 bit
term nal Type Ter mi nal Type, -- 1 bit
pai rO Carri er Frequenci esLow PairO CarrierFrequencies, -- 34 bit
pai r O Carri er Frequenci esH gh Pair O Carri er Frequenci es -- 34 bit

}

Rl cPhyCapabi | iti esCnf ::= SEQUENCE { -- DL
downl i nk64QantJse Downl i nk64QaniJse, -- 1 bit
upl i nk16QanmJse Upl i nk16Qanise, -- 1 bit
upl i nkTur boEncUse Upl i nkTur boEncUse, -- 1 bit
upl i nkPreanbl eLengt h Upl i nkPreanbl eLength, -- 1 bit
upl i nkPower MaxQ@sk Upl i nkPower Max, -- 4 bit, comon
upl i nkPower Max16Qam Upl i nkPower Max, -- 4 bit, common
initializationStatus InitializationStatus -- 1 bit

}

Upl i nkPreanbl eLengt h = ENUMERATED ({
| engt h16bi t (0),
| engt h32bi t (1)

}

Downl i nk64QanSupport = ENUMERATED ({
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downl i nk64QanNot Support ed (0),
downl i nk64QanSupport ed (1)
}
Upl i nk16QanSupport : 2= ENUMERATED ({
upl i nk16QanNot Support ed (0),
upl i nk16QanSupport ed (1)
}
Downl i nk64Qantse : = ENUMERATED {
downl i nk64QanmNot Used (0),
downl i nk64Qantsed (1)
}
Upl i nk16Qanise : 1= ENUMERATED ({
upl i nk16QanNot Used (0),
upl i nk16QanlJsed (1)
}
Upl i nkTur boEncSuppor t :: = ENUMERATED ({
upl i nkTur boEncNot Supported (0),
upl i nkTur boEncSupport ed (1)
}
Upl i nkTur boEncUse 1= ENUMERATED ({
upl i nkTur boEncNot Used (0),
upl i nkTur boEncUsed (1)
}
Ter mi nal Type .. = ENUMERATED ({
t er mi nal Fdd (0),
term nal Hf ddW t hTdmAndTdma (1)
}
Nurnber Sai dSuppor t : = I NTEGER(1. . naxNunber Sai dSupport) -- 10 bit
maxNunber Sai dSupport Nurber Sai dSupport ::= 1023
InitializationStatus ::= ENUMERATED { -- 1 bit
initializationContinue (0), -- AT to expect further messaging
-- for initialization
initializationFinished (1) -- initialization finished
}
Pai r O Carri er Frequenci es ::= SEQUENCE {
upl i nkCarri er Frequency Carri er Frequency,
downl i nkCarri er Frequency CarrierFrequency -- equal to uplinkFrequency for TDD
}
CarrierFrequency ::= | NTEGER(O..65000) -- 17 bit, granu=0,5 5MHz, range=[0, 65] GHz

ThelnitializationStatus parameter informsthe AT:

. ifInitializationStatus = initializationConti nue,then further initialization steps have to
be performed;
. ifInitializationStatus = initializationFini shed,thentheinitidizationisnow finished

and the AT can start connection setups and can start requesting for DL PHY mode changes.
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The PHY capabilities negotiation procedure is described by the MSC in diagram 9.

MSC IC_PhyCapabilitiesNegotiation

[ ] LA ]

< Ranging_completed

RIcPhyCapabilitiesReq

N

AP can control if this
is part of re-initialization

e PTC not allowed
T_PhyCapabilitiesReq | (possibilities:

RIcPhyCapabilitiesinfo | .~ |one additional UIUC or

- * AP to give short grants)
(/* 64Qam,16Qam,PTC, TxPowerMax,numberSaid,
terminalType,CarrierFrequencyRange. */) —X

T_PhyCapabilitiesinfo

RIcPhyCapabilitiesCnf

\i

(/* 64Qam,16Qam,PTC,PreambleLength,
TxPowerMaxQpsk, TxPowerMax16Qam,
InitializationStatus */ ) —

T_PhyCapabilitiesCnf T_PhyCapabilitiesCnf

Diagram 9: MSC for PHY capabilities negotiation

It isimportant that the AT does not use Turbo codes for the transmission of Rl cPhyCapabi | i ti esl nf o sincethe
use of Turbo codesisjust negotiated with these messages. This can be achieved in either one of the following two
ways:

. The AP grants only short PDUs at this stage of initialization (Turbo codes are only applicable for long PDUS).

. The AP assumes no Turbo codes for the decoding of this message and the AT does not use Turbo codes
without the reception of the commanding message Rl cPhyCapabi | i ti esCnf .

10.5.2 Authentication

The authentication step is described in clause 12.
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10.5.3 Other capabilities negotiation

After ranging and authentication, AT shall negotiate with the AP the other parameters that shall be used. Asfor the
PHY capabilities negotiation, again a 3-way protocol is used with asimilar structure. The AP starts the procedure by
sending Rl cQt her Capabi | i ti esReq, the AT informswith Rl cQt her Capabi | i ti esl nf o andthe AP

terminates with Rl cQt her Capabi | i ti esCnf . The following features are negotiated:

The number of uplink connections (hence CIDs) the AT can support.

The number of downlink connections (hence

CIDs) the AT can support.

The number of simultaneous connection aggregatesthe AT can support.

The maximum number of connections per connection aggregate the AT can properly handle.

The maximum number of security associatesthe AT can support.

The AT informs about its support for contenti

on resolution mechanism (no reply in DL required).

Support of triple-DES by AT and AP for encryption of the MAC data PDUs.

AT informs about its CL capabilities. The exchange of thisinformation between DLC and CL is not specified.

The messages for other capabilities negotiation are shown in table 29.

Table 29: Messages for other capabilities negotiation (update)

nunber Upl i nkConnsSuppor t
nunber Downl i nkConnsSuppor t
nunmber ConnAggsSuppor t
nunmber ConnsPer ConnAggSuppor t
cr Support
tripl eDesSupport
term nal C Capabilities

}

Rl cQt her Capabi | i ti esCnf
nunber Upl i nkConnsUse
nunber Downl i nkConnsUse
nunber ConnAggsUse
nunber ConnsPer ConnAggUse
tripl eDesUse

}

Number Upl i nkConnsSuppor t
Nunmber Downl i nkConnsSuppor t
Number ConnAggsSuppor t

Nunmber ConnsPer ConnAggSuppor t

Nurmber Upl i nkConnsUse
Number Downl i nkConnsUse
Nunmber ConnAggsUse

Nunmber ConnsPer ConnAggUse

Cr Support s =
cr Support No
cr Support Yes

Rl cQt her CapabilitiesReq ::= SEQUENCE {
}
R cOQ her CapabilitiesInfo ::= SEQJENCE {

Nunber Upl i nkConnsSupport,
Nunmber Downl i nkConnsSupport,
Nurber ConnAggsSupport,

Nurber ConnsPer ConnAggSupport,
Cr Support,

Tri pl eDesSupport,

Term nal G Capabilities

11 = SEQUENCE {

Nunber Upl i nkConnsUse,
Nunber Downl i nkConnsUse,
Nurber ConnAggsUse,

Nurber ConnsPer ConnAggUse,
Tri pl eDesUse

| NTEGER
| NTEGER
| NTEGER
| NTEGER

| NTEGER
| NTEGER
| NTEGER
| NTEGER

ENUVERATED {
(0),
(1)

Term nal C Capabilities ;1= OCTET STRING (Sl ZE(O. . 32))
Tri pl eDesSupport . » = ENUMERATED ({

tripl eDesNot Support ed (0),

tripl eDesSupport ed (1)
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}

Tri pl eDesUse : 1= ENUMERATED ({
tripl eDesNot Used (0),
tripl eDesUsed (1)

}

The PHY capabilities negotiation procedure is described by the MSC in diagram 10.

MSC IC_OtherCapabilitiesNegotiation

AP can control if this AP I | AT I

is part of re-initialization

RlcOtherCapabilitiesReq

T_OtherCapabilitiesReq

RlcOtherCapabilitiesinfo

(/* #conns, #CAs, CrSupport, TripleDesSupport, —X
terminalClCapabilities */)

T_OtherCapabilitiesInfo

RIcOtherCapabilitiesCnf

(/* #conns, #conn_aggs, tripleDesUse */)

—X

T_OtherCapabilitiesCnf T_OtherCapabilitiesCnf

Diagram 10: MSC for other capabilities negotiation

11 Radio Resource Control (RRC)

11.1 Overview

Radio Resource Control (RRC) is an important part of the Radio Link Control (RLC) sublayer as shown in figure 4. The
other three RLC functions areinitialization control (IC, see clause 10), security control (SC, see clause 12) and
connection control (CC, see clause 13). It should be noted that ARQ is not alocated to the same level but is part of the
MAC sublayer (see clause 8.5).

The main functions for radio resource control include the supervision of the radio link (and the start of a new
initialization procedure if required), the adaptive change of the DL and UL PHY modes (i.e. adaptive coding and
modulation) and the automatic power control for DL (optional) and UL. Other parts are the change of the PHY mode
set, load-levelling (inter-channel handover) and the control of the UL structure (i.e. number of FEC blocks per
preamble, number of MAC PDUs per UL burst). The present document describes:

. all messages required for the report of measurements and the exchange of information between AT and AP
(e.g. measurement of C/N, transmit power and received power);

. all messages or mechanisms for the synchronized change of a parameter (e.g. PHY mode or transmit power or
carrier frequency);

. the responsibility (i.e. whether AP or AT or both can or shall change a parameter).
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The agorithms and the criteriafor a change of a parameter are implementation-specific in most cases and therefore not
addressed in the present document.

11.2  Link supervision

11.2.1 Detection of link loss

Possible reasons for link interruptions are as follows:
. Deep rain fading event (applies for DL and UL).

. Interference from other AP (appliesfor DL, typically time-invariant) or from other AT (appliesfor UL,
typicaly time-variant).

. PSI (Power Supply Interruption) at AP or AT (affects both DL and UL).
. Equipment failureat AP or AT (with impact on transmit or receive direction or both directions).

The detection of alink interruption is based on the fact that AP gives grantsto each AT on aregular basis even if the
AT has no traffic data to transmit (the replies to these grants are needed to allow for UL channel measurements at the
AP, see clause 11.3).

. If the DL isinterrupted, then the AT can detect this by failing to decode the control zone. Since the AT cannot
reply to the regular grants from the AP, the AP shall be able to detect the link interruption.

. If the UL isinterrupted, then the AP will detect this since the replies of the AT to the regular grants are
missing. The AT might not be able to detect the UL interruption very soon.

If the AT receives grants for each frame, then the AP can detect the DL or UL interruption very fast. The AP can detect
the link interruption after one or several missing repliesin at least two subsequent frames.

11.2.2 Reaction on link loss
Asabasic principle, the reaction to alink interruption shall be under full control of the AP.

For the definition or detection of alink loss at the AT side and the appropriate reaction of the AT it is not required to
define any timers. For the AP side, timers might be required but these are i mplementation-specific and out of the scope
of the present document.

The AT shall always try to maintain or to re-establish as soon as possible the synchronization of the DL (on the same
RF channel as before) and to decode the control zone and PHY mode region #1 in order to receive or wait for
commands from the AP.

The AP shall react on alink interruption by sending the ranging invitation Rl cRangi ngl nvi t ati on and by giving
ranging grantsto the AT. During the re-initialization process, the AP can command whether the PHY and other
capabilities steps and the authentication and key distribution steps shall be skipped or re-performed. The AP can also
usetheinitialization command Rl cl ni ti al i zat i onCnd for this situation.

The AT shall delete all connection and security settings after reception of aranging invitation.

The detailsfor AT reaction in case of link loss and during regular operation are shown in diagram 11 and also specified
below:

. If the AT receives aranging grant during regular operation or after alink interruption without having received
aranging invitation, then this ranging grant shall be ignored. This situation can only occur for specific error
scenarios.

. If the AT receivesan Rl cRangi ngl nvi t at i on during regular operation or after alink interruption, then it

shall stop all transmissions (if applicable) and shall not reply to any grants other than ranging grants (if
applicable) and shall start the ranging procedure and the capabilities negotiation steps (if commanded) by
using the granted ranging bursts.
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. During the ranging process, repeated Rl cRangi ngl nvi t at i on messages shall be ignored after reception
of thefirst Rl cRangi ngl nvi t ati on message.

. If the AT lost the DL synchronization (i.e. failed to decode the control zone), then it shall try to re-establish the
DL synchronization and wait for further commands.

The details for AP reaction in case of link loss are specified below:

. If the AT does not reply to grants, then the AP shall start to issueirregularly Rl cRangi ngl nvi t ati on
messages and irregularly ranging grants.

procedure RRC_LinkSupervision AT_Side

AT_operational

AT _receives i
| > RIcRangin
grant_[except_ Invitatign .
ranging_grant]
IC_Ranging
Capabilities
negotiation

Ranging_grant

1(1)

ignore

AT _operational

Diagram 11: SDL diagram for link loss reaction (AT side) (update)

An example for the link supervision at the AP side is shown in diagram 12. In this case, the AP commands a
re-initialization by sending the ranging invitation message after two missing replies to regular grants. The example of
two missing grants could be reasonable to ensure a fast reaction in case that the AT has no traffic data to transmit
(i.e. there are only replies to periodic grants that are needed to maintain a minimum traffic load in the UL). In other
cases with high datarates in the UL of the respective AT, more missing replies could be tolerated in order to avoid

unnecessary re-initializations.
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procedure RRC_LinkSupervision AP_Side

AT_operationa

Grant_needed
[from_schedul

1(1)

Example for
Link Supervision
at AP side

Give_grant_
[via_ UL_map]

Reply_to_grant_
received

yes no

Give_grant_

[via UL_map]

Reply_to_grant_

received
yes no
AT_operationa

< Link_loss tofrom AT >

Initialization_
to_be released

RicRanging_
Invitation

IC_Ranging

Capabilities
Negotiation

AT _operationa

Diagram 12: SDL diagram for link loss supervision and reaction (AP side, example)
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11.2.3 Reaction on AT malfunction
In case of amalfunction of the AT the following procedures shall be applied:

. If the DL operation fails then the AT can not establish or re-establish synchronization. The AT can not react on
ranging grants or ranging invitations. After sometime, the AP is aware of this and can decide to stop any
ranging grants or ranging invitationsto this AT. The AT does not transmit anything and additional
specifications are not given.

. If the UL operations fails or if thereis some malfunction (e.g. UL transmit power too high or uncontrollable),
then the AP can switch off the AT withthe Rl cl ni ti al i zat i onCnd message shown in table 30.

Table 30: Message for initialization commands

RiclnitializationCrd ;1= SEQUENCE { -- DL
initializationCrd InitializationCrd -- 3 bit
}
InitializationCnrd : 2= ENUMERATED ({
rej ect edFr omNet wor k (0),
r ej ect edFr onChannel (1),
firstlnitialization (2),
transni ssi onSt op (3),
transm ssi onReSt art (4)
}

For the parameter | ni ti al i zat i onCnd, the following rules shall be applied:

. InitializationCnd = reject edFronmNet wor k: the AT shall stop all transmissions and the
reception and shall not try to synchronize to the network again. The AP shall not give any grantsto the AT
after this command.

. InitializationCrd = rejectedFronChannel : the AT shall stop all transmissions and the
reception and shall not try to synchronize to the same RF channel again. The AT shall be reset completely. The
AT isallowed to perform frequency scanning. The AP shall not give any grantsto the AT after this command.

. InitializationCrd = firstlnitialization:theAT shal stopall transmissions. The AT shall
be reset completely and then shall perform afirst initialization procedure on the same carrier, started with
Rl cRangi ngl nvi t at i on. The AP shall not give any grantsto the AT after this command except for
ranging grants.

. InitializationCrd = transni ssionSt op: the AT shall stop all transmissions but continue to
receive and wait for further commands. The AT shall react on
InitializationStatus =transm ssi onReSt art (or on other values of
InitializationStatus ifapplicable) or on Rl cRangi ngl nvi t ati on. The AP shall not give grants
to the AT after this command except for ranging grants.

. InitializationChd = transm ssionReSt art :the AT shal reply to all grants and can use the
bandwidth request contention window. It is recommended to use this command only after a short period of
silence since the link conditions may have changed otherwise.

ETSI



118 ETSI TS 102 000 V1.3.1 (2002-12)

If the AT doesnotreacton Rl cl ni ti al i zat i onCnd as expected from the AP, then the AP shall re-send the
command again as shown in diagram 13.

MSC RRC _InitializationCommand

L2 ] LA ]

N

< LinkLoss_or_ApDetectsirregularBehaviourOfAt

RiclnitializationCmd

T_lInitializationCmd (* InitializationCmd */)
Xx—
Switch off
Wait for appropriate wait for RIcRangingInvitation
AT actions or

(depending on stop transmission

InitializationStatus) or

re-start transmission
(depending on
InitializationStatus)

Diagram 13: MSC for initialization command

11.2.4 Performance monitoring

There might be a need for reports from AT to AP on performance monitoring and on information concerning events
relevant for NMS. These reports are transmitted via the AT-specific secondary MAC management connection and are
out of the scope of the present document.

11.3 Change of PHY mode, ATPC and ATTC

11.3.1 Overview

The PHY mode (modulation and coding scheme) is adaptive both for DL and UL and the adaptive operation shall be
supported by AP and AT. The automatic transmit power control is mandatory for the uplink (UL ATPC) and shall be
supported by AP and AT, but optional for the downlink (DL ATPC). The support of the automatic UL transmit timing
control (UL ATTC) is mandatory.

The commanding of new PHY modes and updating of transmit power is summarized as follows:

1) Usually an AT receivesall its MAC PDUs for unicast connectionsin the currently highest PHY mode region,
and additionally all PHY mode regions between the current highest PHY mode (inclusive) and the most robust
PHY mode (inclusive) shall be monitored by each AT to ensure the reception of broadcast and multicast
connections. The DL map only contains the starting symbols (SS) of the PHY mode regions but no
information on the allocation of ATsto PHY mode regions.

The alocation of an AT to aPHY mode region shall be announced from AP to AT (where this shall be donein
advance in case of changing to a more efficient PHY mode, and shall be done after switching in case of
changing to a more robust PHY mode) and shall be acknowledged by the AT.
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A new DL PHY mode can be requested by the AT if certain C/(N + 1) thresholds (derived from the received
and decoded DL signal) are crossed (where the thresholds themsel ves are commended by the AP to the ATsin
the GBI message) as well as commanded by the AP.

The DL transmit power for the complete sector can be changed by the AP without notifying the ATsin
advance. The DL transmit power shall be increased only if the current DL transmit power is not high enough
for at least one AT in the most robust PHY mode. The DL ATPC is an optiona feature.

The UL PHY mode is commanded from AP to AT by addressing each active AT (i.e. ATsthat receive grants)
in the UL map. Each UL map entry consists of thetriplet UIUC, TID, SS (where TID is replaced by a specific
contention window TID for the contention windows). The UL PHY mode is selected in the AP. For the
contention windows (i.e. for non-granted UL transmissions), the most robust PHY mode shall be used.

The UL transmit power for each AT is commanded by AT-specific MAC management messages (via basic
MAC management connection) when required, i.e. UL transmit power changes are usually only commanded
when the rain fading conditions change. During PHY mode switching the AT automatically corrects the
transmitted power according to the Upl i nkPower ModChangelLi st values broadcast in the GBI message.

Theinformation required at the AP for the appropriate alocation of PHY modes and the appropriate choice of the
transmit power is gained as follows:

The selection of the DL PHY mode and the DL transmit power is under full control of the AP and is based on
the DL channel measurements at the ATs and the measurement reports from the ATsto the AP. The
parameters to be measured and the reporting mechanisms are specified in detail in the present document.

The selection of the UL PHY mode and the UL transmit power is under full control of the AP and is based on
the UL channel measurements at the AP. Therefore each AT is granted bandwidth appropriately to maintain a
minimum traffic load in order to allow for reliable measurements at the AP. More details about the channel
measurement procedure in the AP and the calculation of the UL parameters are implementati on-specific and
thus out of the scope of the present document.
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An overview of the DL PHY mode change procedure and the measurement report mechanisms are shown in
diagram 14.

MSC RRC_DL_PMC_Overview 1(2)

Y Y

y
CNR_threshold_ iodMeasurement_ RRC_PowerTiming_
crossed_in_AT Report_expired Correction
Y i

[ RRC_M eawrementReport}

[ RRC_MeasurementReport J

Y

Y

A

y

RRC_AT _init__ RRC_AT_init__
DL_PMC_up DL_PMC_down
\

Diagram 14: HMSC for DL PHY mode change and measurement report

RRC_AP init__ RRC_AP init
DL_PMC_up DL_PMC_down

—

11.3.2 Measurement of uplink RF carrier at AP

The AP measures the received UL signal from the ATsin order to update its knowledge about the UL radio channels
from each initialized AT.

This requires to maintain a minimum traffic load for each AT, i.e. each AT shall be granted bandwidth at least each
50 msto 200 ms, depending on the choice of the AP.

Each AT shall transmit asindicated in the UL map whenever it receives agrant. If no traffic or management
information is to be transmitted, then aMAC dummy PDU shall be sent. This applies both for grants of long or short
MAC PDUs.
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11.3.3 Measurement of downlink RF carrier at AT and measurement

reports to AP

The AT shall measure the following two parameters from the received DL signal:

Cnr Measur ed = measured absolute current C/(N + I) from the received and decoded DL signal;
resolution = 8 bit; range = [4, 40] dB; granularity = 0,25 dB. The measurement accuracy is specified with 1 dB
and all other details (like averaging period) are implementation-specific.

RxPower Measur ed = measured absolute current received power of the DL signal; resolution = 8 hit;
range = [-88, -28] dBm,; granularity = 0,25 dB.

Both parameters are independent of the current DL PHY mode. The measurement report shall also contain the
following four parameters:

TxPower Measur ed = current UL transmit power of the measurement report; resolution = 6 hit,
range = [-26, +20] dBm, granularity = 1,0 dB.

TxPower Mar gi n = gap between current uplink transmit power and the maximum uplink transmit power;
resolution = 6 bit; range = [0, 12] dB; granularity = 0,25 dB.

Downl i nkPhyModeWant ed = wanted PHY mode as aresult of Cnr Measur ed; resolution = 3 hit.

MaxUpl i nkPhyMbde = most efficient PHY mode that is possible for the AT with the current transmitted
power; resolution = 3 hit.

Table 31: Message for measurement report

R cMeasur enent Report Dat a 11 = SEQUENCE ({ -- UL
downl i nkPhyMbdeWant ed Downl i nkPhyMode, -- 3 bit
cnr Measur ed Cnr Measur ed, -- 8 bit
r xPower Measur ed RxPower Measured, -- 8 bit
t xPower Measur ed TxPower Measured, -- 6 bit
t xPower Mar gi n TxPower Mar gi n, -- 6 bit
maxUpl i nkPhyMbde Upl i nkPhyMode -- 3 bit
}
Cnr Measur ed = INTEGER(O..255) -- 8 bit, granu=0.25dB, range=[ 4, 40] dB

RxPower Measur ed ::

TxPower Measured ::= | NTEGER(O..63) -- 6 bit, granu=1.00dB, range=[-26, +20] dBm
TxPower Mar gi n = | NTEGER(O..63) -- 6 bit,granu=0.25dB, range=[0, 12] dB
Downl i nkPhyMode :: = ENUMERATED ({ -- 3 bit

noNewPhyMode (0),

downl i nkPhyMbdel (1),

downl i nkPhyMbde2 (2),

downl i nkPhyMode3 (3),

downl i nkPhyMbde4 (4),

downl i nkPhyMbdeFut ur eReserved (7)
}
Upl i nkPhyMode ;= ENUMERATED { -- 3 bit

undef i ned (0),

upl i nkPhyMbdel (1),

upl i nkPhyMode2 (2),

upl i nkPhyMbde3 (3),

upl i nkPhyModeFut ur eReser ved (7)
}

I NTEGER(O. . 255) -- 8 bit,granu=0.25dB, range=[ - 88, - 28] dBm
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The measurement report Rl cMeasur enent Repor t Dat a is specified in table 31 and is transmitted from AT to AP
in the following cases:

If certain C/(N + I) thresholds are crossed, where these thresholds Cnr Thr eshol d are broadcasted with the
GBI message for al PHY modes of the current PHY mode set. The thresholds are different for increasing or
decreasing channel quality to support hystheresis, see clause 11.3.4 for more details.

If the parameter Measur enent Repor t Req inthe message Rl cUpl i nkCor r ect i on (used to command
power or timing correction to the AT) indicates the AP request, see table 34. The AP can control that a
correction message is always or never or sometimes replied by the report, see table 32.

According to the period Per i odRepor t Gener al inthe GBI message. This carrier-specific report period
can be overwritten by the Per i odReport At Speci fi ¢ parameter contained in the AT-specific message
Rl cMeasur enent Report Criteri um seetable 32. Switching on/off of periodic reportsis possible on a
per carrier basisaswell ason aper AT basis.
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The transmission of the measurement report is shown in diagram 15.

MSC RRC_MeasurementReport

2 ] [ ar ]

C/(N+l) threshold crossed [1]
or

UL transmit power / timing updated [2]
(includes AP-request for report)
or
ReportMeasurementPeriod expired [3]
(optional for AP)

alt 1
f%?sn?o[rle] details. see MSC 4 RlcMeasurementReportData
ﬁ1—:2:{—8t—gmg—ggwn (/* DownlinkPhyModeWanted, etc. */)

RicDownlinkPhyModeChange

(/* DownlinkPhyModeGranted */)

RicDownlinkPhyModeChangeAck

(/* DownlinkPhyModeGranted */)

1
Case [2] . )
for more details, see MSC|[™" ..., RicUplinkCorrection -
PowerTimingCorrection ] o ] ]
(/* UplinkPowerlInc, TimingAdjustFine,
MeasurmentReportReq */ )
if Measurement
.......... ReportReq =1
RlcMeasurementReportData | .=
(/* DownlinkPhyModeWanted = noNewPhyMode */)
1
—_— if PeriodReport
Case Bl || RlcMeasurementReportData | _..f="" expired
(/* DownlinkPhyModeWanted = noNewPhyMode */)
1

Diagram 15: MSC for transmission of the measurement report
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The parameter per i odMeasur enent Report At Speci fi ¢ iscontained in the message
Rl cMeasur enent Report Cri t eri umasshownintable 32.

Table 32: Message for measurement report criteria

Rl cMeasur enent Report Criterium::= SEQUENCE { -- DL,
peri odMeasur enent Report At Speci fic Peri odMeasurenent Report -- 3 bit,
-- overwites periodMeasurenent Report GBI
}
Peri odMeasur enent Report ;1= I NTEGER {

usePeri odi cMeasur enent Repor t GBI (0),
-- only for periodMeasurenent Report At Specific in
Rl cMeasur enent Report Criterium
-- but not for

-- peri odMeasur ement Report GBI in
Rl cGener al Broadcast | nfornmati on
peri od050 (1), -- 50 ns
peri 0d100 (2), -- 100 ms
peri od1l50 (3), -- 150 ns
peri 0d200 (4), -- 200 ms
noPeri odi cReports (5)

The measurement report shall be transmitted in a short or long MAC signalling PDU. It shall be transmitted only when
the AT receives a grant but not in the bandwidth contention window. Real-time traffic shall have a higher priority than
the report.

11.3.4 Change of downlink PHY mode

The change of the DL PHY mode can be initiated by AT or AP. Both possibilities shall be supported. More exactly, the
DL PHY mode referred to in the following MAC management messages is the current highest PHY mode that shall be
monitored by the AT, i.e. the AT shall decode all PHY mode regions between the most robust PHY mode and the
highest current PHY mode.

For the AT initiated DL PHY mode change, the AT measures the C/(N + I) ratio of the received DL signal (whichis
also forwarded to the AP in the measurement report). The AT knows the C/(N + 1) thresholds that have been
broadcasted to all ATsin the PHY mode set descriptor section of the GBI message (for all PHY modes of the current
PHY mode set and the thresholds are different for increasing or decreasing channel quality).

The AT can issue arequest for the DL PHY mode change by transmitting the measurement report
R cMeasur enent Repor t Dat a asdescribed in table 31.The request is based on the Cnr Measur ed value and
explicitly stated by downl i nkPhy ModeWant ed, where the value noNewPhy Mode shall not be used in this context.

The AP sends a confirmation of the DL PHY mode change request in the DL in form of an announcement

r 1 cDownl i nkPhyModeChange and an acknowledgement of this announcement is sent in the UL with the message
r1 cDownl i nkPhyModeChangeAck. These two messages are shown in table 33. It should be noted that the content
of these two messagesisidentical but the messages appear in different contexts.
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Table 33: Messages for DL PHY mode change request

Rl cDownl i nkPhyModeChange 11 = SEQUENCE ({ -- DL for AP or AT initiated change
downl i nkPhyMbdeG ant ed Downl i nkPhyMode -- 3 bit
}
Rl cDownl i nkPhyMbdeChangeAck :: = SEQUENCE { -- UL for AP or AT initiated change
downl i nkPhyMbdeG ant edAck Downl i nkPhyMode -- 3 bit
}
Downl i nkPhyMode 1= ENUMERATED ({ -- 3 bit
noNewPhyMode (0),
downl i nkPhyMbdel (1),
downl i nkPhyMbde2 (2),
downl i nkPhyMbde3 (3),
downl i nkPhyMbde4 (4),
downl i nkPhyMbdeFut ur eReserved (7)
}

For the order of the messages two cases have to be distinguished:

. Changing to a more robust PHY mode as shown in diagram 16 (AT initiated) and diagram 18 (AP initiated):
The PHY mode switching should be performed as soon as possible after reception of
R cMeasur enent Repor t Dat a and shall be done before the transmission or reception of
Rl cDownl i nkPhyModeChange and Rl cDownl i nkPhyModeChangeAck.

. Changing to a more efficient PHY mode as shown in diagram 17 (AT initiated) and diagram 19 (AP initiated):
The PHY maode switching shall be performed after the reception of Rl cMeasur enent Repor t Dat a and
Rl cDownl i nkPhyModeChange and Rl cDownl i nkPhyModeChangeAck.

Except for the Rl cMeasur enent Repor t Dat a message in the UL for AT initiated DL PHY mode change, the two
subsequent messages Rl cDownl i nkPhyMbdeChange and Rl cDownl i nkPhyMbdeChangeAck areidentical for
AT or AP initiated DL PHY mode change.

For the AT initiated DL PHY mode changes, the whole procedureis only performed if Downl i nkPhyMode = New,
sincethereport Rl cMeasur ement Repor t Dat a isaso sent in other situations with

Downl i nkPhyMode = noNewPhyMode. (However, even areception of Rl cMeasur errent Repor t Dat a with
Downl i nkPhyMode = noNewPhy Mode can stimulate the AP to command a DL PHY mode change.)

After transmission of cRI Downl i nkPhyModeChange in DL, the reception of
Rl cDownl i nkPhyModeChangeAck iscontrolled with thetimer T_Downl i nkPhyMbdeChange. If thistimer
expiresthen Rl cDownl i nkPhyMbdeChange shall be repeated.

After transmission of Rl cMeasur enent Repor t Dat a in UL with Downl i nkPhyMode = New, the reception of
RI cDownl i nkPhyModeChange is controlled withthetimer T_Measur enent Repor t Dat a. If thistimer
expiresthen Rl cMeasur enent Repor t Dat a shall be repeated.

If the AT receives Rl cDownl i nkPhyMbodeChange (maybe without having sent
RI cMeasur enent Repor t Dat a), the AT shall reply with RI cDownl i nkPhyMbdeChangeAck.
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[ ]

MSC RRC_AT _init_DL_PMC_down

[ AT ]

Downlink_frame_with_old_PhyMode

C/(N+I) thresholds
_ -~ known from
GBI message

C/(N+1) threshold in
received DL signal crossed

RIcMeasurementReportData

/* DownlinkPhyModeWanted,
CnrMeasured,RxPowerMeasured,
TxPowerMeasured, TxPowerMargin,
MaxUplinkPhyMode */)

AP decides
to allocate AT to another
PHY mode region

AP has to reply in any case
even if change rejected

only if \
DownlinkPhyMode=New \

T_DownlinkPhyModeChange

( only if
DownlinkPhyMode=New)

T_MeasurementReportData

(only if
DownlinkPhyMode=New )

Downlink _frame_with_new_PhyMode

RIc DownlinkPhyMode Change

(/* DownlinkPhyModeGranted */)

RlcDownlinkPhyModeChangeAck

( # DownlinkPhyMode GrantedAck */)

\ |if received in any case:
AT adapts DL PHY mode

if not received before timeout:
transmit new
RIcMeasurementReportData

Diagram 16: MSC for AT initiated DL PHY mode change (to a more robust mode)
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MSC RRC_AT_init_DL_PMC_up

%]

C/(N+l) thresholds

<

Downlink_frame_with_old_PhyMode

----------- known from
GBIl message

C/(N+I) threshold in
received DL signal crossed

RIcMeasurementReportData

/* DownlinkPhyModeWanted,
CnrMeasured,RxPowerMeasured,
TxPowerMeasured, TxPowerMargin,
MaxUplinkPhyMode */)

AP decides
to allocate AT to another
PHY mode region

only if
DownlinkPhyMode=New [-.,

T_DownlinkPhyModeChange

ChangeAck

RicDownlinkPhyModeChange

(/* DownlinkPhyModeGranted */)

RlcDownlinkPhyModeChangeAck

T_MeasurementReportData

(only if
DownlinkPhyMode=New)

(/* DownlinkPhyModeGrantedAck */)

“.|if received in any case:
AT adapts DL PHY mode

if not received before timeout:
transmit new
RIcMeasurementReportData

only after reception of
RIcDownlinkPhyMode... [*-.... <

Downlink_frame_with_new_PhyMode

>
—

Diagram 17: MSC for AT initiated DL PHY mode change (to a more efficient mode)
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MSC RRC_AP_init._ DL_PMC_down

Downlink_frame_with_old_PhyMode

AP decides
to allocate AT to another
PHY mode region

Downlink_frame_with_new_PhyMode

) ifreceived in any case:
RicDownlinkPhyMode Change :
T_DownlinkPhyMode Change Y 9 p| - -~ |AT adaptsDL PHY mode

(/* DownlinkPhyModeGranted */ )

RicDownlinkPhyModeChangeAck
(/* DownlinkPhyMode Granted Ack */)

Diagram 18: MSC for AP initiated DL PHY mode change (to a more robust mode)
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MSC RRC_AP_init_DL_PMC_up

< Downlink_frame_with_old_PhyMode

N

AP decides
to allocate AT to another
PHY mode region

RicDownlinkPhyModeChange

T_DownlinkPhyModeChagge | (/+ pownlinkPhyModeGranted *) .. |if received in any case:

AT adapts DL PHY mode

RlcDownlinkPhyModeChangeAck

(/* DownlinkPhyModeGrantedAck */)

only after reception of
RicDownlinkPhyMode... [*-....
ChangeAck

Downlink_frame_with_new_PhyMode >

Diagram 19: MSC for AP initiated DL PHY mode change (to a more efficient mode)

The use of PhyThr eshol dPai r (contained in the GBI message) consisting of the two thresholdsupThr eshol d
and downThr eshol d for the measured C/(N + I ratio of the received DL signal is shown in figure 45.

Measurement report
Mode 3 from AT to AP

switch to

C/(N+l) at AT

Mode 1

Time

Figure 45: Exemplary illustration of the dynamic behaviour of adaptive DL PHY mode change
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11.3.5 Automatic Uplink Transmit Power Control (UL ATPC) and
Automatic Uplink Transmit Time Control (UL ATTC)

The maximum UL transmit power of the AT is handled as follows. The maximum UL transmit power for initial ranging
is broadcasted with the parameter upl i nkPower MaxRangi ngSt art in the GBI message. The AT informsthe AP
about its maximum UL transmit power for QPSK and 16QAM inthe Rl cAt PhyCapabi | i ti esl nf o message and
the AP setsthelimitinthe Rl cAt PhyCapabi | i ti esCnf message and can restrict the maximum UL transmit
power furthermore with the Rl cUpl i nkCor rect i on message.

From the received UL signal the AP can derive information about necessary corrections of UL transmit power and
transmit timing for each AT. The AT-specific DL message Rl cUpl i nkCor r ecti on for ATPCand ATTC s
specified in table 34.

The UL transmit power correction step shall be limited to +4 dB for the regular operation. For ranging, the correction
step shall beintheinterval [-20, +4] dB to allow for fast power reductionsin case of using ranging grants after link
interruptions. The granularity is0,5 dB in any case.

Table 34: Message for UL transmit power and transmit timing correction

Rl cUpl i nkCorrection 11 = SEQUENCE { -- DL
upl i nkPower I nc Upl i nkPower I nc, -- 6 bit
ti m ngAdj ust Fi ne Ti m ngAdj ust Fi ne, -- 5 bit
neasur enent Report Req Measur enent ReportReq -- 1 bit

}

Rl cUpl i nkPower Correction ::= SEQUENCE { -- DL
upl i nkPower | nc Upl i nkPower | nc -- 6 bit

}

Rl cUpl i nkTi mi ngCorrection 11 = SEQUENCE { -- DL
ti m ngAdj ust Fi ne Ti mi ngAdj ust Fi ne - -- 4 bit

}

Upl i nkPower | nc I NTEGER( 0. . 64) -- 6 bit, granu=0, 5dB,

-- range=[ - 20, +4] dB

Ti m ngAdj ust Fi ne I NTEGER( 0. . 16) -- 5 bit, granu=0, 25*synbol,

-- range=[-2, +2] synbol s

Measur enent Repor t Req ;1 = ENUMERATED ({
nmeasur enent Repor t Request edNo (0),
nmeasur enent Repor t Request edYes (1)

The MSC for UL transmit power and transmit timing is shown in diagram 20. The reception of

Rl cUpl i nkCorrecti on with Measur enent Report Req = nmeasur enent Report Request edYes shall
be acknowledged by the AT with the measurement report Rl cMeasur enent Repor t Dat a (by using the next
granted short MAC signalling PDU after a minimum time of 4 frames as described in clause 8.7.4) where the
parameters refer to the new AT settings. The reception of the measurement report at AP is controlled with the timer

T _Upl i nkCorrecti on. If thistimer expiresthen Rl cUpl i nkCorrecti on shal berepeatedin DL.

In this case, usually Downl i nkPhyModeWant ed = noNewPhyMbde can be expected in
Rl cMeasur enent Repor t Dat a, but in case of Downl i nkPhyModeWant ed = new the AT initiated DL PHY
mode change procedure shall be performed.

If periodic measurement reports are requested by the AP, then the report cycle shall not be affected by additional
intervening reports (i.e. the report period shall not be reset after transmission of a measurement report as a consequence
of the RlcUplinkCorrection message).
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MSC RRC_PowerTimingCorrection

%]

LA ]

<

UL_transmission_old_ATsettings

N

AP decides
on correction

RlcUplinkCorrection

T_UplinkCorrection

(/* UplinkPowerlInc, TimingAdjustFine,
MeasurmentReportReq */ )

UL_transmission_new_ATsettings

if not received then repeat
RlcUplinkCorrection

RlcMeasurementReportData

Uplink TransmitPower in
this message refers to the
new AT setting

T

if DownlinkPhyMode=new
then goto
AT-initiated PMC procedure

(/* DownlinkPhyModeWanted=noNewPhyMode,
CnrMeasured,RxPowerMeasured
TxPowerMeasured, TxPowerMargin,
MaxUplinkPhyMode */)

Diagram 20: MSC for Correction of AT's transmit parameters

11.3.6 Automatic Downlink Transmit Power Control (DL ATPC)

DL ATPC isan optional feature (to fulfil regulatory requirements if applicable) of HA systems.

The DL transmit power in AP can be changed for the complete sector without any messaging or notification of the ATs
in advance. The following rules are mandatory for the AP:

. The DL transmit power shall be increased only if the current DL transmit power is not high enough for at least
one AT in the most robust PHY mode, i.e. only after exploiting the adaptive PHY mode procedure.

. The DL power correction shall be applied immediately before the frame preamble.

. The DL power correction step shall not exceed 1 dB per 50 msand 1 dB per step.

All other features of DL ATPC are implementation-specific and thus out of the scope of the present document.
However, it is recommended to combine DL ATPC with periodic measurement reports, to allow for aDL ATPC
algorithm at the AP that is based on the received power measurements at the ATs.
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The use of the first Phy Thr eshol dPai r in Phy Thr eshol dsLi st (contained in the GBI message) consisting of
the two thresholdsupThr eshol d and downThr eshol d for the measured C/(N + 1) ratio of the received DL signal
is shown in the lower parts of figure 46.

Measurement report
from AT to AP

C/(N+)) at AT

4

Time

AP transmit
power

Figure 46: Exemplary illustration of the dynamic behaviour of DL ATPC

NOTE: The dynamic behaviour of DL ATPC shown in figure 46 isjust an example. However, the DL transmit
power correction steps shall be small enough to guarantee that the resulting stepsin C/(N + 1) are smaller
than the gap between the two lower thresholds. (Otherwise the following situation is possible: after aDL
power correction step C/(N + I) will be always above the upper threshold of the lower threshold pair. If
the channel improves now immediately, then the DL power will not be reduced before crossing the
threshol ds between mode #1 and mode #2.)

11.4 Change of PHY Mode Set

The PHY mode set descriptor (PSD) is part of the GBI message which is broadcasted from time to time (e.g. after some
seconds, however, a strict period is not required). The GBI message is a so used during the initialization process as
described in clause 10. The PSD carries:

. the C/(N + ) thresholds for the received and decoded DL signal;
. the required changes of the UL transmit power in case of changing the UL PHY mode;
. for all PHY modes within the current PHY mode set.

A switch from one PHY mode set to another PHY mode set shall be supported (both for DL and UL RF carriersin case
of FDD mode), where this appears only occasionally (e.g. after hours or months). The AP (or the NMS) shall initiate the
change where the algorithms or criteriain the AP are implementation-specific and thus not specified. However, the
procedure for the switch is specified and shown in figure 47.

The change of the PHY mode set requires no kind of UL communication and it is possible to perform thisin a
synchronized manner for all RF channels of a sector, so that it is possible to guarantee always the same PHY mode set
for al RF channels of a sector (however, thisis not arequirement for the load-levelling feature).
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54 PSD period (e.g., seconds) >
il DL frame ‘
DL & | psp I I Ipsp in iy
----(2 X&y § [N (2 X&y § § -
| PhyModeSet x | PhyModeSet y
L FO_ i, ULframe
UL EEEm EEmE [R RN EmEm
............................................................................ P
PhyModeSet x PhyModeSet y

Legend:  Control zone DL or UL data

Figure 47: Change of PHY mode set

The procedure for switching from PHY mode set X to PHY mode set y requires that both sets are broadcasted over a
certain period before the switching time (except for this "transition period” only one set is always contained in the GBI
message). The GBI message with both modes is transmitted several times (e.g. 2...4 times) to guarantee with avery high
probability that all ATsreceive thisinformation correctly at least once. Each set is uniquely referenced to by a PSDI
(PSD indicator), which is contained in the GBI message as shown in table 23. A length of 4 bits for the PSDI field
allows in theory to manage up to 16 different PHY mode sets. The PSDI field is contained in each control zone as
shown in figure 29, so a switch from set x to set y can be commanded with immediate effect by switching the PSDI

fieldfromxtoy.

The frequency of the GBI message and the number of PSD repetitions for the transition period can be selected by the
AP.

For the transition phase from PHY mode set x to PHY mode set y, the following recommendations should be observed:

. A change of the mode number in the UL is not recommended (e.g. from mode 2 of set x to mode 3 of set y),
since the necessary power correction step is unknown to the ATs.

. It is recommended to switch all ATs (in DL and UL) to the most robust mode #1 before the transition phase
(since modes #1 of PHY mode setsx and y areidentical, the UL transmit power of all ATs does not need any
corrections after the change).

. PHY mode change procedures should be avoided during the transition phase.

11.5 Change of UL structure

Asdefined in clause 5.2.6 and figure 13, the following two features can be switched on/off for the UL direction:
. Noneto several midambles per FEC block.
. One MAC PDU per FEC block.

Both features are handled on a per carrier basis (i.e. identical for all ATs) and can be time-variant (i.e. can change on a
frame-by-frame basis). Each feature is broadcasted to all ATs by one bit in the GBI message as shown in table 23.
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11.6 Load levelling (inter-carrier handover)

Load levelling means the switching from one RF channel (i.e. pair of RF carriersfor DL and UL communication in case
of FDD) to another RF channel, where this shall be initiated by the NM S (Network Management System) or by the AP.

In order to avoid unnecessary complexity, afast dynamic load levelling procedure is not supported. The PHY layer
needs about 100 ms for changing the carrier frequencies, so a seamless |oad-levelling is not possible (with only one
transceiver per AT).

The specified load levelling procedure means basically that an AT shall be switched off from the old RF channel and
shall perform a new first initialization procedure on the new RF channel. All parameters settings are commanded and
negotiated again, i.e. an information exchange between the two APTsis not required.

The implementation of load levelling is optional for AP and mandatory for AT.

The details of the load levelling procedure are described in table 35 and diagram 21. The load levelling command

Rl cHandover Crd contains a description of the new RF channel (and the AT MAC Address) and no other
information. The AT shall reply with the message Rl cHandover Ack and then the new APT isinformed from the old
APT to start the initialization process by issuing the Rl cRangi ngl nvi t at i on message. All parameter setting at the
AT are cancelled and new established as for afirst initialization.

Table 35: Messages for load levelling

Rl cHandover Cnd ;1= SEQUENCE { -- DL
at MacAddr ess At MacAddr ess, -- 48 bit
newPai r O Carri er Frequencies PairO CarrierFrequencies -- 34 bit
apcld Apcl d -- 24 bit }
Rl cHandover Ack 1= SEQUENCE ({ -- DL
at MacAddr ess At MacAddr ess -- 48 bit
}
At MacAddr ess = OCTET STRING (Sl ZE(6))
Pai r Of Carri er Frequenci es :: = SEQUENCE {
upl i nkCarri er Frequency Carri er Frequency,
downl i nkCarri er Frequency Carri er Frequency
-- equal to uplinkFrequency for TDD
}
CarrierFrequency ::= I NTEGER(1..130000) -- 17 bit, granu=0,5 MHz, range=[0, 65] GHz
Apcld = | NTEGER(1..16777216)
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MSC RRC_Handover

| APT new | | APT old | | AT |

< APC_decides_on_load_leveling >

RIcHandoverCmd

T_HandoverCmd >
(/* AtMacAddress,
X—— NewPairOfCarrierFrequencies, Apcld*/)
Stop of DL traffic data
Grant_for_short_PDU_
Stop of grants received
(except for short PDUs)

RIcHandoverAck
- T_HandoverAck
(/* AtMacAddress */)

Continue
receiver operation

Internal_Information_to_
start_RIcRangingInvitation

Send RIcRanginglnvitation -

Give ranging grants Switch off old RF channel

Delete all settings

Establish synchronization
on new RF channel

RIcRanginglnvitation

(/* AtMacAdddress, Tid,Cids,Caids,ApTxPowerlndication */)

IC_ranging )

(
— —

Diagram 21: MSC for load levelling
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12 Security control

12.1  Operational overview

12.1.1 Privacy initialization

Authentication and privacy establishment shall be part of the AT initialization process. During the initial ranging
process, the AP has been assigned the basic, primary and secondary MAC management connectionsto the AT. The AT
shall use the primary management connection ID to exchange the security control messages with the AP.

Privacy initialization begins with the AP sending the AT an authentication command (RICAuthCmd) message. The AT
shall reply with the authentication information (RIcAuthManufacturerlnfo) and an authorization request (RICAuthReq)
message. |f the AP determines the requesting AT is authorized, the AP shall respond with an Authorization Reply
(RIcAuthReply) message containing the authorization key AK, which shall be used to encrypt the AT's traffic
encryption key (TEK). The AP shall encrypt the AK with the receiving AT's public key.

AP AT

Primary management connection

Authentication Command .

Privacy| Authentication Information
Initialization Authorization Request

A A

Authorization Reply AT authentication

(Authorization Key (AK) > and authorization
encrypted with AT’s public key, one
Traffic Encryption SAID)
Key __—1— 3 e completed
Fgequesti ng Traffic Enc. Key (TEK) successfully
Providing Traffic Enc. Key (TEK)
encrypted with AK

Figure 48: lllustration of the authentication and privacy initialization

After successfully completing authentication and authorization with the AP, the AT shall request atraffic encryption
key for the Security Association IDentity (SAID) received together with the AK in the RIcAuthReply message.
Therefore, the AT shall send a TEK Request (RIcTekReq) message to the AP. The AP shall respond with two TEK
Allocation (RlcTekAllocation) messages, each containing one TEK, which istriple DES encrypted,

i.e. Encrypt-Decrypt-Encrypt (EDE) mode, with the AK. Each TEK has a lifetime which is given together with the TEK
and the assigned TEK sequence number. The TEK sequence number is used to synchronize the switch over from one
TEK to the other.

The security overview figure below illustrates the different sequences. The left path of authentication and

First Tek Allocation shall be used after first initialization. In case of re-initialization, supposing that AK and TEKs are
not expired, the authentication and First Tek Allocation procedures shall not be applied. As AK hasalimited lifetime
the new AK shall be provided performing re-authentication. There exists also alifetime for the TEK, therefore the TEK
shall be refreshed using the TEK refresh allocation procedure. In case that the expiration time for AK and TEK match,
the re-authentication procedure shall be used before the TEK Refresh Allocation.
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MSC SC_Security Overview

=

SC_Authentication EC_ReA uthenticati orﬁ

|

[SC_FirstTekAlIocatiorD

L
[SC_TekRefre sh All ocati orD

Figure 49: HMSC for security overview

12.1.2 AT Key update mechanism

The TEKs, which the AP providesto its ATs, have alimited lifetime. The AP delivers a key's remaining lifetime, along
with the key value, in the TEK Allocation message it sendsto its AT. The AP controls which keys are current by
flushing expired keys and generating new keys. It isthe responsibility of individual ATsto insure the keysthey are
using match those the AP is using. ATs do this by tracking when a particular TEK is scheduled to expire and issuing a
new TEK Request (RIcTekReq) message for the latest key prior to that expiration time.

In addition, ATs are required to periodically re-authorize with the AP. Asisthe case with TEKS, an AK has afinite
lifetime, which the AP providesthe AT along with the key value. It is the responsibility of each AT to re-authorize and
obtain afresh AK before the AP expiresthe AT's current AK.
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12.1.3 PKM key management messages

The PKM key management messages are summarized in table 36.

Table 36: PKM key management messages

PKM Message

Description

RlcAuthCmd

The Authentication command message sent from the AP to the AT starts the first
authentication process after first initialization.

RlcAuthManufacturerinfo

The RIcAuthManufacturerinfo message is transmitted from the AT to the AP and contains
the AT manufacturer's X.509 Certificate, issued by an external authority.

RIcAuthReq An Authorization Request message is sent from an AT to its AP to request an AK and one
SAID. The AT provides the AT X.509 certificate, manufacturer ID and the AT's public key.
RIcAuthReply An Authorization Reply message is sent from an AP to an AT to reply an AK, AK lifetime
and sequence number and an SAID.
RIcAuthReject An Authorization Reject message is send from an AP to an AT in rejection of an

Authorization Request message sent by the AT.

RIcAuthlnvalid

An Authorization Invalid message is send from an AP to an AT as an unsolicited indication
or a response to a message received from that AT.

RlcTekReq

A TEK Request message is sent from an AT to its AP requesting a TEK for the privacy of its
authorized SAID.

RicTekAllocation

A TEK Allocation message is sent from an AP to an AT carrying one traffic encryption
keying material for the SAID.

RlcTekRejct A TEK Reject message is sent from an AP to an AT indicating that the SAID is no longer
valid and no key will be sent.
RlcTekInvalid A TEK Invalid message is sent from an AP to an AT if it determines that the AT encrypted
uplink traffic with an invalid TEK.
12.2  Privacy key management protocol

This clause contains the detail s of the PKM protocol, which is specified by two separate, but interdependent, Finite
State Machines (FSMs): the Authorization FSM and the TEK FSM. Communication between the Authorization FSM
and TEK FSM occurs through the passing of events and protocol messaging. The Authorization FSM generates events
(i.e. Stop, Authorized, Authorization Pending, and Authorization Complete events) that are targeted at its child TEK
FSMs. TEK FSMs do not target events at their parent Authorization FSM. The TEK FSM affects the Authorization
FSM indirectly through the messaging that an AP sends in response to an AT's requests. For example, an AP may
respond to a TEK machine's Key Request messages with an Authorization Invalid message that shall be handled by the

Authorization FSM.

The rest of this clause describesthe AT authorization and defines the two FSMs. These FSMs shall be used asthe
definitive specification of protocol actions associated with each state transition.

12.2.1 AT authorization

AT authorization, controlled by the Authorization FSM, contains the process of:

. the AP authenticating a client AT's identity,

. the AP providing the authenticated AT with an AK, and

. the AP providing the authenticated AT with the SAID that the AT is authorized to obtain keying information

for.

After achieving initial authorization, an AT periodically seeks re-authorization with its AP, which is also managed by
the AT's Authorization FSM. An AT shall maintain its authorization status with the AP in order to be able to refresh
aging TEKs, which are managed by TEK FSMs.
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12.2.1.1 Initial authorization

An AT shall begin authorization as soon asiit isinvited with an RICAuthCmd message from the AP (see diagram 22).
The AT shall reply with an RIcAuthManufacturerinfo message to its AP. The RIcAuthManufacturerlnfo message

ETSI TS 102 000 V1.3.1 (2002-12)

contains the AT manufacturer's X.509 certificate, issued by an external authority. The

RIcAuthManufacturerl nfomessage shall be strictly informative, i.e. the AP may choose to ignore it. However it does

provide a mechanism for an AP to learn the manufacturer certificates of its ATs.

MSC SC_Authentication

Should be initiated at
initialization.

T_AuthCmd

AP rejects
authentication of AT
after checking certificate

unencrypted

primary MAC mgmt conn [

RIcAuthCmd

RIcAuthManufacturerinfo

(/* ManufacturerX509certificate */)

RIcAuthReq

(r

AtX509certificate, AtPublicKey, Manufacturerld 4

LA ]

RIcAuthReject

(/* AuthRejectErrorCode, ErrorinfoText[Optiong

AP selects new AK

any AkSegNo

(

loop <0, n> authReplyLost

RIcAuthReply

—X T_AuthReq

(/* AuthKey, AkSeqNo, AkLifeTime, Said */)

T_AuthReq

AT behaviour

depends on

ErrorCode

AT_uses_new_AK_in_uplink_tekMessage

<R|cTekReq_with_new_AkSeqNo>

<

newAK_used_in_both_directions

—

>
—

Diagram 22: MSC for successful initial authentication
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MSC authReplyLost

& ]

< no_RIcTekReq_or_oId_AkSeqNo>

AP selects newAK

keep the same
AkSeqgNo

RIcAuthReply

(/* AuthKey, AkSeqgNo, AkLifeTime, Said */)
- RIcAuthReq —<  T_AuthReq

(1] AtX509certificate, AtPublicKey, Manufacturerld */) —X T_AuthReq

Diagram 23: MSC for retransmission in case of RIcAuthReply loss

After transmitting the RIcAuthManufacturerlnfo message the AT shall send an RIcAuthReq message to request an AK
from its AP. The RIcAuthReq message shall include:

. the AT's manufacturer 1D,
. the AT's public key,
. an AT X.509 certificate,

together with the transmission of the RIcCAuthCmd the AP shall set atimer (T_AuthCmd) and shall resend the
RIcAuthCmd if it does not receive the RIcAuthManufacturerInfo and RIcAuthReq messages before the timer expires.

In response to an RIcAuthReq message, the AP validates the requesting AT'sidentity, activates an AK for the AT,
encrypts the AK with the AT's public key, and sends the encrypted AK back to the AT in an RIcAuthReply message.
The AT expects the RIcAuthReply message before the timer T_AuthReply is expired, otherwise the AT shall resend the
RIcAuthReq message. The RIcAuthReply message shall include:

. an AK encrypted with the AT's public key,
. a 2-bit key sequence number used to distinguish between successive generations of AKSs,
. the AK'slifetime, and
. one SAID the AT is authorized to obtain keying material for.
After the T_AuthReply timer is expired the AP and AT can use the AK.

If the AP, in responding to an AT's RIcAuthReq message, rejectsthe AT's request, the AP shall send an RIcAuthReject
message to the AT. RICAuthRe ect message shall include:

. an error code indicating the reason for the rejection;
. an optional text string providing reason for the rejection.

If the error code does not indicate a permanent rejection the AT shall request for authorization again with the
RIcAuthReq message.
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12.2.1.2 Reauthorization

An AT shall periodicaly refreshits AK by re-issuing an RIcAuthReq message to the AP. Reauthorization isidentical to
authorization with the exception that the AT is not commanded by the AP and does not send any
RIcAuthManufacturerlnfo message during reauthorization cycles. Clause 12.2.2 provides details on the Authorization
FSM, which clearly indicates when RIcAuthManufacturel nfo messages are sent.

If the AT has not received the RIcAuthReply message before the timer T_AuthReq has expired it shall generate the
RIcAuthReq again.

. After the AP has received the RICAuthReq, the AP shall generate anew AK and reply with the RIcAuthReply
asdescribed in clause 12.2.1.1.

MSC SC_ReAuthentication
[ ] A ]

RIcAuthReq

-

* AtX509certificate, AtPublicKey, Manufacturerld */) —={  T_AuthReq

exc 1
AP rejects .
authentication of AT [, RicAuthReject o
after checking certificate ] T, AT behaviour
(/* AuthRejectErrorCode, ErrorinfoText[Optional] */) | | e depends on
unencrypted 1 ErrorCode
primary MAC mgmt conn -

AP selects new AK

AkSeqgNo
incremented
|
loop <0, n> authReplyLost J
\.
RIcAuthReply

—X T_AuthReq

(/* AuthKey, AkSeqNo, AkLifeTime, Said */)

AT_uses_new_AK_in_uplink_tekMessage

<R|cTekReq_with_new_AkSeqNo>

< newAK_used_in_downlink >

oldAK_shall_be_deleted oldAK_shall_be_deleted

— —

Diagram 24: MSC for re-authorization of AT before AK lifetime expiration
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To avoid service interruptions during reauthorization, successive generations of the AT's AKs shall have overlapping
lifetimes determined by the AK Lifetime, which is a predefined AP system configuration parameter. Both AT and AP
shall be able to support up to two simultaneously active AKs during these transition periods. The operation of the
Authorization FSM's Authorization Request message scheduling algorithm (see clause 12.2.2), combined with the AP's
regimen for updating and using an AT's AKs, insuresthat AT be able to refresh TEK keying material without
interruption over the course of the AT's reauthorization periods.

12.2.1.3 First key requests

Upon achieving authorization, an AT shall start a TEK FSM for the SAID identified in the RICAuthReply message. The
TEK FSM operating within the AT is responsible for managing the keying material associated with its respective SAID.
TEK FSM periodically sends RIcTekReq messages to the AP, requesting a refresh of keying material for their
respective SAID. A RIcTekReq message shall include:

. the SAID whose keying material is being requested.
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MSC SC_FirstTekAllocation

L2 ]

LA ]

<

No_TEK_available

>

RicTek2Req

(I* Said */)

——X T_Tek2Req

(

loop <0, m> firstTekAllocationLost

)

new TEK1,IVAP
is chosen

keep the same
TekSeqNo

RicTekAllocation

(/* Said, [TEK1] encrypted with AK, IVAP, Hmac,
TekLifeTime, TekSegNo, InitializationStatus */ )

new TEK2,IVAP
is chosen

keep the same
TekSegNo + 1

RIcTekAllocation

Check Hmac,
InitializationStatus
to be ignored

Check Hmac

(/* Said, [TEK2] encrypted with AK, IVAP, Hmac,
TekLifeTime, TekSeqNo, InitializationStatus */ )

—X T_Tek2Req

Use_Tekn+1 for uplink data

<Data_in_u pli nk_with_Tekn+1>

Use_TEK1 for_DL_and_
Use_TEK2_for_UL

< I
—

>
—

Diagram 25: MSC for first TEK requests

In case of re-initialization, the same diagram applies since the existing TEK s are not valid and are destroyed pending

re-initialization.
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M SC firstT ekAllocationL ost

Te Num=n
7777777777777777777777777777777777 qw

AP sdectsnewTEK,
IVAP

TekSeqNo =1

RIcTekAllocation

J

) ) Any of the messages may be
(/* Said, Tek encrypted with AK, IV AP, Hmec, :
TekLifeTime, TekSegNo, InifidizationSatus/ ) received by the AT but not bot

AP sdectsnewTEK,
IVAP

TekSegNum=
n+1mod4 I =~ 7 usenext TekSegNum

RicTekAllocation

(/* Said, Tek encrypted with AK, IV AP, Hmec,
TekLifeTime, TekSegNo, InitidizationSaus*/ )

RicTekoReg [+ X T-Tek2Req

A

(Fsaid*) L —X T _Tek2Req

Diagram 26: MSC for retransmission in case of RlcTekAllocation loss during first initialization
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MSC SC_TekRefreshAllocation

L2 ]

LA ]

DurationTekReqg must be
large enough for encryptio

n Tekn-1 and Tekn
and transmission of TEKs < Use_TEKn-1_for DL_and_ > es

available on both sid
Use_TEKn_for_UL

RicTekReq
——— T_TekRe
(/* Said */) - a
exc 1
RIcTekReject
(/* TekRejectErrorCode, ErrorinfoText[Optional] */)
1
new TEK, IVAP
is chosen
Result TekSegNo| TekSeqNo
=n+1 mod 4 incremented
TEkn-1 can be deleted | Use TEKn for DL and
Use TEKn for UL
L loop <0, n> tekAllocationLost J InitializationStatus
‘‘‘‘‘ to be ignored for
‘‘‘‘‘‘ non-initialization
RlcTekAllocaton | 7 —
gl (T Tekn+lavailable,
(/* Said, [TEKn+1] encrypted with AK, IVAP, Hmac| Tekn-1 deleted
TekLifeTime, TekSeqNo, InitializationStatus */ )
Use_Tekn+1 for uplink data

The n+1 TekSegNo

---<Data_wi th_new_TekSeq No>

Use TEKn_for_DL_and_
Use TEKn+1_for_UL

< >
— —

Diagram 27: MSC for key renewal before life time expiration

Tek nand n+1

Both sides have Bl

ETSI



RIcTekAllocation

(/* Said, Tek encrypted with AK, IV AP, Hmec,
TekLifeTime, TekSegNo, InitidizationSaus*/ )
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MSC tekAllocationLost
AT
T Num=
no_DaaUp or old TekSegNo - - - - -~~~ -~~~ ~~~—=~-~“F~=~===-~= -+ eqSeqhum=n
N
exc TekLifeTimeExpired
‘ )
AP sdectsnewTEK
TekSegNum=
n+1mod 4 N k%@;ﬁg}e

RicTekReq a—X T_TekReq

-
-4

(1* Said 1) X T_TekReq

Diagram 28: MSC for retransmission in case of RlcTekAllocation loss during key renewal

The AP shall respond to afirst RIcTekReq message with two RIcTekAllocation messages containing each one keying
meaterial for the SAID. This keying material includes:

. the triple-DES-encrypted TEK,

. 64-bit |V parameter derived from the random number,

. a 2-bit key sequence number used to distinguish between successive generations of TEKS,

. the TEK'sremaining lifetime, and

. an HMAC keyed message ensuring the integrity of the RIcTekAllocation message.

At al times the AP maintains two active sets of keying materia per SAID. The two generations of the AT's TEK s shall
have overlapping lifetimes (see clause 12.3.1) determined by the TEK Lifetime, which is a predefined AP system
configuration parameter. The lifetimes shall overlap so that each generation becomes active halfway through the life of
its predecessor and expires halfway through the life of its successor. Thisis achieved by providing the second delivered
TEK with alonger lifetime than the TEK given by the first RIcTekAllocation message, see figure 49.

The AP transitions between the two active TEK s happen differently -depending on whether the TEK is used for
downlink or uplink traffic. For each of its SAIDs, the AP shall switch from old TEK to new TEK according to the

following rules:

. Downlink: The AP shall use the older of the two active TEKs for encrypting downlink traffic. Before the
expiration of the older TEK, the AP shall start to use the newer TEK for encryption (see figure 50).

. Uplink: The transition period begins from the time the AP sends the newer TEK in an RlcTekAllocation
message and concludes once the older TEK expires. While in the transition period, the AP shall be able to

decrypt uplink frames using either the older or newer TEK.

Note that the AP encrypts with agiven TEK for only the second half of that TEK's total lifetime. The AP is able,
however, to decrypt with a TEK for the TEK's entire lifetime.
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TEK (seq #0)
TEK (seq#1) downlink
! ' fime
AP / (XX}
TekAlloc.
AP
Message AT
TEK1 TekReq TekAlloc | g o o
Message Message
AP TEK3
TekAlloc \
Message | ™ . /
TEK2 | | ;

etly uplink

R = e S i e

v

Used TEK for downlink or uplink encryption
- TEK memory content in AP or AT

Figure 50: TEK lifetime and switch over (AT viewpoint)

An AT shall be capable of maintaining two successive sets of traffic keying material for the authorized SAID. Through
operation of its TEK FSMs, an AT shall attempt to always maintain two sets of traffic keying material.

For its authorized SAID, the AT:

. shall use the newer of its two TEKSs to encrypt newly received uplink traffic (traffic already queued up may
use either TEK for abrief period of time covering the transition from the old to the new key), and

. shall be able to decrypt downlink traffic encrypted with either of the TEKs.

The receiving AT uses these remaining lifetimes to estimate when the AP will invalidate a particular TEK. It then
schedules future RIcTekReq messages so that the new keying material is requested and received before the AP expires
the current keying material.
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MSC SC_TekRefreshAllocation

[ ] [ A ]

large enough for encryption
and transmission of TEKs

DurationTekReq must be
Tekn-1 and Tekn H
s

Use_TEKn-1_for DL_and_ available on both side
Use_TEKn_for_UL

RicTekReq
T_TekRe
(F Said *)) X T-TekReq

A

RicTekReject

|

(* TekRejectErrorCode, ErrorinfoText[Optional] ¥ )

1
new TEK, IVAP
is chosen
Result TekSegNo | | TekSeqNo
=n+lmod4 incremented
TEkn-1 can be deleted | Use_TEKn_for_DL_and
Use_TEKn_ for_UL —
Y .
loop <0, n> tekAllocationL ost ‘ InitializationStatus
Y ‘1o be ignored for
.-~ |non-initialization
RlcTekAllocation 7 -
- _____ |Tekn+lavailable,
(* Said, [TEKn+1] encrypted with AK, IVAP, Hmac, Tekn-1 deleted
TekLifeTime, TekSegNo, InitializationStatus */ )
Use_Tekn+1 for uplink data

The n+1 TekSegNo .
r Data_with_new_TekSegNo

[
Use_TEKn_for_DL_and_ Both sides have
Use TEKn+1_for_UL Tek nand n+1

Diagram 29: MSC for TEK re-requesting due to loss of key request or key reply message

The operation of the TEK FSM's Key Request message scheduling a gorithm, combined with the AP's regimen for
updating and using an SAID's keying material (see clause 12.3.1), insures that the AT will be able to continually
exchange encrypted traffic with the AP.

A TEK FSM shall remain active aslong asthe AT hasavalid AK and the AP continues to provide fresh keying
material during re-key cycles. The parent Authorization FSM shall stop al of its child TEK FSMswhen the AT
receives from the AP an RICAuthReject message during a reauthorization process.

12.2.2 Authorization finite state machine
The Authorization FSM consists of six states and eight distinct events (including receipt of messages) that trigger state

transitions. The Authorization FSM is presented below in a graphical format, as a state flow diagram (see figure 51),
and in atabular format, as a state transition matrix (see table 37).
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The state flow diagram depicts the protocol messages transmitted and internal events generated for each of the state
transitions. However, the diagram does not indicate additional internal actions, such as the clearing or starting of timers,
which accompany the specific state transitions. Accompanying the state transition matrix is a detailed description of the
specific actions accompanying each state transition. The state transition matrix shall be used as the definitive
specification of protocol actions associated with each state transition.

The following legend applies to the FSM flow diagrams depicted in figure 49 and figure 50.
. Ovals are states.
. Eventsareinitalics.
. Messages are in normal font.

. State transitions (i.e. the lines between states) are labelled with <what causes the transition>/<messages and
events triggered by the transition>. So "timeout/Auth Request" means that the state received a"timeout" event
and sent an Authorization Regquest message. If there are multiple events or messages before the slash /"
separated by a comma, any of them can cause the transition. If there are multiple events or messages listed
after the slash, all of the specified actions must accompany the transition.

Auth Reject
Wait

Terminate FSM

AuthReject -
RicAuthcmy o cAUthReject (non-perm) /
RicAuthMan.In. o .
RIcAuthReq RlcAuthRejectperm) /
RIcAuthReject(perm) /
[TEK] Stop
Auth Wait \_ RIcAuthReject(non-perm) /
TEK] Sto
Timeout / [ ! P
RIcAuthMan.In.
RIcAuthReq
RlcAuthReply / Reauth /
[TEK] Authorized ¢~ RIcAuthReq
RlcAuthlnvalid /
RIcAuthReq, RIcAuthlnvalid /
[TEK] Auth Pend RIcAuthReq
v [TEK] Auth Pend
Authorized Auth Grace limeout / 5 o W
thorize RICAUthReq eaut ait
Timeout /
Auth Reply / RIcAuthReq

[TEK] Auth Comp,

Figure 51: Authorization finite state machine flow diagram (AT side)

The Authorization state transition matrix presented in table 37 lists the six Authorization FSM states as the columns and
the eight Authorization FSM events (includes message receipts) as rows. Any cell within the matrix represents a
specific combination of a state and an event, with the next state (the state transitioned to) displayed within the cell. For
example, cell 4-B represents the receipt of an Authorization Reply message when in the Authorize Wait state. Within
cell 4-B isthe name of the next state, "Authorized." Thus, when an AT's Authorization FSM isin the Authorize Wait
state and an Authorization Reply message is received, the Authorization FSM shall transition to the Authorized state. In
conjunction with this state transition, several protocol actions shall be taken; these are described in the listing of
protocol actions, under the heading 4-B, in clause 12.2.2.5.
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Table 37: Authorization FSM state transition matrix

State (A) (B) © (D) (E) F)
Event or Revd Starting Auth Wait Authorized Reauth Auth Reject Terminate
msg Wait Wait FSM
) ;
RicAuthcmd | Auth Wait
(2) i
RIcAuthReject Auth Reject Wait Amcvzﬁ]ed
(non-perm)
3)
RIcAuthReject Silent Silent
(perm)
4) . .
RIcAuthReply Authorized Authorized
(5) . . .
T AuthReq Auth Wait Reauth Wait Starting
(6) .
T_AuthGrace Reauth Wait
(7) . _
RIcAuthinvalid Reauth Wait | Reauth Wait
8 -
ReAuth Reauth Wait
9)
T_AuthReply

A shaded cell within the state transition matrix implies that either the specific event cannot or should not occur within
that state and that if the event does occur the FSM shall ignoreit. For example, if an Authorization Reply message
arrives when in the Authorized state (see cell 4-C), that message shall be ignored. The AT may, however, in response to
an improper event, log its occurrence, generate an SNMP event, or take some other vendor-defined action. These
actions, however, are not specified within the context of the Authorization FSM, which shall simply ignore improper
events.

12.2.2.1 States

Start: Thisistheinitial state of the FSM. No resources are assigned to or used by the FSM in this state, i.e. all timersare
off and no processing is scheduled. The AT waits for an RIcAuthCmd from the AP.

Authorize Wait (Auth Wait): The AT receives the RIcCAuthCmd message indicating that it can start with the first
authorization. In response to receiving the message, the AT shall send an RIcAuthManufacturerlnfo message and an
RIcAuthReq message to the AP and shall wait for aresponse.

Authorized: The AT receives an RIcAuthReply message, which contains a SAID for this AT. At this point, the AT has a
valid AK and SAID. Transition into this state shall trigger the creation of a TEK FSM for the AT's privacy-enabled
SAIDs.

Reauthorize Wait (Reauth Wait): The AT has an outstanding reauthorization request. The AT either is about to time out
its current authorization or has received an indication (i.e. an Authorization Invalid message from the AP) that its
authorization is no longer valid. The AT shall send an RIcAuthReq message to the AP and shall wait for a response.

Authorize Regject Wait (Auth Reject Wait): The AT receives an RICAuthReject message in response to its last
RIcAuthReq message. The RIcAuthReject message's error code indicated the error is not of a permanent nature. In
response to receiving this reject message, the AT shall set atimer and shall transition to the Authorize Reject Wait state.
The AT shall remain in this state until the timer expires.

Terminate FSM: The AT received an RIcAuthReject message in response to its last RICAuthReq message. The
RIcAuthReject message's error code indicated the error is of a permanent nature. This shall trigger atransition to the
Terminate FSM state, where the AT is not permitted to pass subscriber traffic.
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12.2.2.2 Messages

Authentication Command (RIcAuthCmd): This message commands the AT to start the authentication and authorization
process.

Authentication Information (rlcAuthManufacturerinfo): The Authentication Information message contains the AT
manufacturer's X.509 Certificate, issued by an external authority. The Authentication Information messageis strictly an
informative message the AT sendsto the AP. With an Authentication Information message, an AP may dynamically
learn the manufacturer certificate of an AT. Alternatively, an AP may require out-of-band configuration of itslist of
manufacturer certificates.

Authorization Request (RIcCAuthReq): Sent from an AT to its AP to request an AK and the authorized SAID.

Authorization Reply (RIcAuthReply): Sent from an AP to an AT to reply an AK and an authorized SAID. The AK is
encrypted with the AT's public key.

Authorization Reject (RIcAuthReject): Sent from an AP to an AT in rgjection of an Authorization Request message sent
by the AT. The error code in the Authorization Reject message indicates the error. If the indicated error is of type
"permanentRejection” this error should be subject to administrative control within the AP. Authorization Request
message processing errors that can be interpreted as permanent error conditions may include:

. unknown manufacturer (do not have Certification Authority certificate of the issuer of the AT Certificate);
. invalid signature on AT certificate.

When an AT receives an Authorization Reject message indicating a permanent failure condition, the Authorization
FSM moves into a TerminateFSM state where the AT is not permitted to pass Subscriber traffic. The AT shall,
however, respond to MAC management messages from the AP issuing the Authorization Reject message.

If the indicated error in the RICAuUthReject is of type "reAuthorizationRequested” sent from an AP to an AT in rejection
of an Authorization Request the error is not of a permanent nature. As aresult, the AT's Authorization FSM shall set a
wait timer and transition into the Authorization Reject Wait State. The AT shall remain in this state until the timer
expires, at which time it may re-attempt authorization.

Authorization Invalid (RIcAuthinvalid): The AP may send an RIcAuthinvalidmessage to an AT as:
1) anunsolicited indication, or
2) aresponseto amessage received fromthat AT.

In either case, the RIcAuthl nvalidmessage instructs the receiving AT to reauthorize with the AP. The AP shall respond
to aKey Request message with an Authorization Invalid message if (1) the AP does not recognize the AT as being
authorized (i.e. no valid AK associated with AT) or (2) verification of the RIcTekRequest message's keyed message
digest (in HMAC-Digest Attribute) failed. Note that the Authorization Invalid event, referenced in both the state flow
diagram and the state transition matrix (FSM), signifies either the receipt of an RIcAuthinvalid message or an internally
generated event.

12.2.2.3 Configuration parameters

If Privacy is enabled, all Privacy configuration parameters shall be present and shall be supported by all ATs.

Authorize Wait Timeout: Timeout period between sending of two consecutive Authorization Request messages from
Authorize Wait state.

Reauthorize Wait Timeout: Timeout period between sending of two consecutive Authorization Reguest messages from
Reauthorize Wait state.

Authorization Grace Time: Amount of time before authorization is scheduled to expire that the AT starts
reauthorization process.

Authorize Reject Wait Timeout: Amount of time an AT's Authorization FSM remains in the Authorize Reject Wait
state before transitioning to the Start state.
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12.2.2.4 Events
Timeout: A retransmission or wait timer timed out. Generally arequest is resent.

Authorization Grace Timeout (Auth Grace Timeout): The Authorization Grace timer times out. Thistimer firesa
configurable amount of time (the Authorization Grace Time) before the current authorization is supposed to expire,
signalling the AT to reauthorize before its authorization actually expires.

Authorization Invalid (Auth Invalid): This event can beinternally generated by the AT when thereis afailure
authenticating an RIcTekReplymessage or RIcTekRegmessage. It can also be externally generated by the receipt of an
RIcAuthlnvalidmessage sent from the AP to the AT. An AP shall respond to an RIcTekRegmessage with an
RIcAuthinvalidmessage if verification of the request's message authentication code fails. Both casesindicate AP and
AT have lost AK synchronization. An AP may also send an unsolicited RIcAuthlnvalidmessage to an AT, forcing an
RIcAuthlnvalidevent.

NOTE: thefollowing events are sent by an Authorization FSM to its child TEK FSMs.

[TEK] Stop: Sent by the Authorization FSM to an active (non-Start state) TEK FSM to terminate the FSM and remove
the corresponding SAID keying material from the AT's key table.

[TEK] Authorized: Sent by the Authorization FSM to a non-active (Start state), but valid TEK FSM.

[TEK] Authorization Pending (Auth Pend): Sent by the Authorization FSM to a specific TEK FSM to place that TEK
FSM inawait state until the Authorization FSM can complete its reauthorization operation.

[TEK] Authorization Complete (Auth Comp): Sent by the Authorization FSM to a TEK FSM in the Operational
Reauthorize Wait (Op Reauth Wait) or Rekey Reauthorize Wait (Rekey Reauth Wait) state to clear the wait state
triggered by a[TEK] Authorization Pending event.

12.2.2.5 Actions
Actions taken in association with state transitions are listed by <event/rcvd message>-<state> below:
1-A  received RICAuthCmd message, transition from Start to Auth Wait:
. send an RIcAuthManufacturerlnfo message to the AP,
. send an RIcAuthReq message to the AP,
. set the RICAuthReq retry timer to Authorize Wait Timeout.
2-B  received RIcCAuthReject (non-perm) message, transition from Auth Wait to Auth Reject Wait:
. clear Authorization Request retry timer,
. set await timer to Authorize Reject Wait Timeout.
2-D  received RIcAuthReject (non-perm) message, transition from Reauth Wait to Auth Reject Wait:
. clear RICAuthReq retry timer,
. generate TEK Stop events for al active TEK FSMss,
. set await timer to Authorize Reject Wait Timeout.
3-B  received RIcCAuthReject () message, transition from Auth Wait to TerminateFSM state:
. clear RICAuthReq retry timer,
. disable al forwarding of AT traffic.

ETSI



3-D

4-B

4-D

5-B

153 ETSI TS 102 000 V1.3.1 (2002-12)

received Auth Reject (permanentRej ection) message, transition from Reauth Wait to Silent:

clear RICAuUthReq retry timer,
generate TEK Stop events for al active TEK FSMs,
disable al forwarding of AT traffic.

received RICAuthReply message, transition from Auth Wait to Authorized:

clear Authorization Request retry timer,
decrypt and record AK delivered with RICAuthReply message,

start TEK FSMsfor al SAIDslisted in RIcCAuthReply message and issue a TEK Authorized event for each of
the new TEK FSMs,

set the Authorization Grace timer to go off "Authorization Grace Time" seconds prior to the supplied AK's
scheduled expiration time.

received Auth Reply message, transition from Reauth Wait to Authorized:

clear Authorization Request retry timer,
decrypt and record AK delivered with RICAuthReply message,

generate a TEK Authorization Complete event for each currently active TEK FSM whose corresponding
SAlIDs arelisted in Authorization Reply message,

generate a TEK Stop event for each currently active TEK FSM whose corresponding SAID are not listed in
Authorization Reply message,

set the Authorization Grace timer to go off " Authorization Grace Time" seconds prior to the supplied AK's
scheduled expiration time.

received Timeout event, transition from Auth Wait to Auth Wait:

send RIcAuthManufacturerinfo message to the AP,
send RIcAuthReq message to the AP,

set Authorization Request retry timer to Authorize Wait Timeout.

received Timeout event, transition from Reauth Wait to Reauth Wait:

send RIcAuthReq message to the AP,

set RIcAuthReq retry timer to Reauthorize Wait Timeout.

received Timeout event, transition from Auth Reject Wait to Start:

no protocol actions associated with this state transition.

received Auth Grace Timeout event, transition from Authorized to Reauth Wait:

send RIcAuthReq message to the AP,

set RIcAuthReq retry timer to Reauthorize Wait Timeout.

ETSI



154 ETSI TS 102 000 V1.3.1 (2002-12)

7-C  received Auth Invalid event, transition from Authorized to Reauth Wait:
. clear Authorization Grace timer,
. send RIcAuthReq message to the AP,
. set RIcAuthReq retry timer to Reauthorize Wait Timeout,

. if the Authorization Invalid event is associated with a particular TEK FSM, generate a TEK FSM
Authorization Pending event for the TEK FSM responsible for the Authorization Invalid event (i.e. the TEK
FSM that either generated the event, or sent the Key Request message the AP responded to with an
Authorization Invalid message).

7-D  received Auth Invalid event, transition from Reauth Wait to Reauth Wait:

. if the Authorization Invalid event is associated with a particular TEK FSM, generate a TEK FSM
Authorization Pending event for the TEK FSM responsible for the Authorization Invalid event (i.e. the TEK
FSM that either generated the event, or sent the Key Request message the AP responded to with an
Authorization Invalid message),

8-C received Reauth event, transition from Authorized to Reauth Wait:
. clear Authorization Grace timer,
. send RIcAuthReq message to the AP,

. set RIcAuthReq retry timer to Reauthorize Wait Timeout.
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12.2.3 TEK Finite State Machine

The TEK FSM consists of seven states and nine events (including receipt of messages) that may trigger state transitions.
Like the Authorization FSM, the TEK FSM is presented in both a state flow diagram (see figure 52) and a state
transition matrix (see table 38). And as was the case for the Authorization FSM, the state transition matrix shall be used
as the definitive specification of protocol actions associated with each state transition.
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Figure 52: TEK Finite State Machine Flow Diagram

Heavily shaded statesin figure 52 (i.e. Operational, Rekey Wait, and Rekey Reauthorize Wait states) have valid keying
material and encrypted traffic may be transmitted.

The Authorization FSM starts an independent TEK FSM for the authorized SAID.

As mentioned previoudly in clause 12.2.1.3 the AP maintains two active TEKs per SAID. The AP includesin its Key
Reply messages both of these TEK s along with their remaining lifetimes. The AP encrypts downlink traffic with the
older of itstwo TEKs and decrypts uplink traffic with either the older or newer TEK, depending upon which of the two
keysthe AT was using at the time. The AT encrypts uplink traffic with the newer of itstwo TEKs and decrypts
downlink traffic with either the older or newer TEK, depending upon which of the two keys the AP was using at the
time. See clause 6 for detailson AT and AP key usage requirements.
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Through operation of a TEK FSM, the AT attempts to keep its copies of an SAID's TEKs synchronized with those of its
AP. A TEK FSM issues RIcTekReq messages to refresh copies of its SAID's keying material soon after the scheduled
expiration time of the older of its two TEKs and before the expiration of its newer TEK. To accommodate for AT/AP
clock skew and other system processing and transmission delays, the AT schedules its RIcTekReg messages a
configurable number of seconds before the newer TEK's estimated expiration in the AP. With the receipt of the Key
Reply message, the AT shall always update its records with the TEK Parameters from both TEK's contained in the Key
Reply Message. Figure 52 illustrates the AT's scheduling of its key refreshes in conjunction with its management of an
SAID's active TEKS.

Table 38: TEK FSM State Transition Matrix

State A) (?) ®8) (©) A (D) E) (IE)
Initial TEK . Op Reaut Opera- . Rekey
Event or Rcvd msg Start Op Wait Wait tional Rekey Wait Reauth Wait
1
Stop Start Start Start Start Start
2 .
Authorized Initial TEK
(©) Op Reauth Rekey
Auth Pend Wait Reauth Wait
4) . .
Auth Comp Op Wait Rekey Wait
5) . . Op Reauth
RlcTeklnvalid Op Wait Op Wait Wait
(6) . .
Timeout Op Wait Rekey Wait
()
TEKRefresh Rekey Wait
Timeout
8) . . .
RlcTekAllocation Op Wait | Operational Operational
9)
RlcTekReject Start Start

12.2.3.1 States

Start: Thisistheinitial state of the FSM. No resources are assigned to or used by the FSM in this state, i.e. al timers are
off and no processing is scheduled.

Initial Tek: Thisistheintermediate state to Op Wait state. The TEK FSM has sent itsinitial request for its SAID keying
material and iswaiting for ainitia, first TEK allocation message from the AP.Operational Wait (Op Wait): The TEK
FSM has sent its request (RIcTekReq message) for its SAID's keying material (TEK and CBC |V parameter), and is
waiting for areply from the AP.

Operational Reauthorize Wait (Op Reauth Wait): The wait state the TEK FSM is placed in if it does not have valid
keying material while the Authorization FSM isin the middle of a reauthorization cycle.

Operational: The AT has valid keying material for the associated SAID.

Rekey Wait: The TEK Refresh Timer has expired and the AT has requested a key update for this SAID. Note that the
newer of itstwo TEKs has not expired and can still be used for both encrypting and decrypting data traffic.

Rekey Reauthorize Wait (Rekey Reauth Wait): The wait state the TEK FSM is placed in if the TEK FSM has valid
traffic keying material, has an outstanding request for the latest keying material, and the Authorization FSM initiates a
reauthorization cycle.
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12.2.3.2 Messages

Key Request: An RIcTekReq messageis sent from an AT to its AP requesting a TEK for the privacy of its authorized
SAID.

Key Reply: An RIcTekAllocation messageis sent from an APto an AT carrying only the new traffic keying material
for the SAID. The message includes the SAID's TEKS, triple DES encrypted with the AK. The RIcTekAllocation
message i s authenticated with an HMAC. Additionally the "initializationStatus' bit is provided with this message. This
status information is only used during the first TEK allocation procedure. It indicates that the other capability
negotiations can start hereafter.

Key Reject: An RIcTekReject message is sent from an AP to an AT indicating that the SAID is no longer valid and no
key will be sent. The RIcTekReject message is authenticated with aHMAC.

TEK Invalid: An RIcTeklnvalid message is sent from an AP to an AT if it determines that the AT encrypted uplink
traffic with aninvalid TEK, i.e. an SAID's TEK key sequence number, contained within the received MAC PDU
Header, isout of the AP's range of known, valid sequence numbers for that SAID.

12.2.3.3 Configuration parameters
If Privacy is enabled, all Privacy configuration parameters shall be present and shall be supported by all ATs.

Operational Wait Timeout: Timeout period between sending of two consecutive RIcTekReq messages from the Op Wait
State.

Rekey Wait Timeout: Timeout period between sending of two consecutive RIcTekReq messages from the Rekey Wait
state.

TEK Grace Time: Time interval before the estimated expiration of a TEK that the AT starts rekeying for anew TEK.
TEK Grace Time shall be the same across al SAIDs.

12.2.3.4 Events

Stop: Sent by the Authorization FSM to an active (non-Start state) TEK FSM to terminate the TEK FSM and remove
the corresponding SAID's keying material from the AT's key table.

Authorized: Sent by the Authorization FSM to a non-active (Start state) TEK FSM to notify the TEK FSM of successful
authorization.

Authorization Pending (Auth Pend): Sent by the Authorization FSM to a TEK FSM to place the TEK FSM in await
state while Authorization FSM completes reauthorization.

Authorization Complete (Auth Comp): Sent by the Authorization FSM to a TEK FSM in the Operational Reauthorize
Wait or Rekey Reauthorize Wait state to clear the wait state begun by the prior Authorization Pending event.

TEK Invalid: This event may be triggered by either an AT's data packet decryption logic or by the receipt of an
RIcTeklnvalid message from the AP. An AT's data packet decryption logic shall trigger a TEK Invalid event if it
recognizes aloss of TEK key synchronization between itself and the encrypting AP, i.e. an SAID's TEK key sequence
number, contai ned within the received downlink MAC PDU Header, is out of the AT's range of known segquence
numbers for that SAID. An AP shall send an AT an RicTeklnvalid message, triggering a TEK Invalid event within the
AT, if the AP's decryption logic recognizes aloss of TEK key synchronization between itself and the AT.

Timeout: A retry timer timeout. Generally, the particular request is retransmitted.

TEK Refresh Timeout: The TEK refresh timer timed out. Thistimer event signalsthe TEK FSM to issue a new
RIcTekReq message in order to refresh its keying material. The refresh timer is set to fire a configurable length of time
(TEK Grace Time) before the expiration of the newer TEK the AT currently holds. Thisis configured viathe AP to
occur after the scheduled expiration of the older of the two TEKS.
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12.2.3.5 Actions

1-B

1-C

1-D

3B

3-E

received Stop event, transition from Op Wait to Start:
clear Key Request retry timer,
terminate the TEK FSM.

received Stop event, transition from Op Reauth Wait to Start:
terminate the TEK FSM.

received Stop event, transition from Operational to Start:
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clear TEK refresh timer, which isatimer set to go off "TEK Grace Time" seconds prior to the TEK's

scheduled expiration time,
terminate the TEK FSM,
remove the SAID keying material from key table.
received Stop event, transition from Rekey Wait to Start:
clear Key Request retry timer,
terminate the TEK FSM,
remove the SAID keying material from key table.
received Stop event, transition from Rekey Reauth Wait to Start:
terminate the TEK FSM,
remove the SAID keying material from key table.
received Authorized event, transition from Start: to Op Wait:
send RIcTekReq message to the AP,
set Key Request retry timer to Operational Wait Timeout.
received Auth Pend event, transition from Op Wait to Op Reauth Wait:
clear Key Request retry timer.
received Auth Pend event, transition from Rekey Wait to Rekey Reauth Wait:
clear Key Request retry timer.
received Auth Comp event, transition from Op Reauth Wait to Op Wait:
send RIcTekReq message to the AP,
set Key Request retry timer to Operational Wait Timeout.

received Auth Comp event, transition from Rekey Reauth Wait to Rekey Wait:

send RIcTekReq message to the AP,
set Key Request retry timer to Rekey Wait Timeouit.
received TEK Invalid event, transition from Operational to Op Wait:
clear TEK refresh timer,
send RIcTekReq message to AP,
set Key Request retry timer to Operational Wait Timeout,
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remove the SAID keying material from key table.
received TEK Invalid event, transition from Rekey Wait to Op Wait:
clear Key Request retry timer,
send RIcTekReq message to the AP,
set Key Request retry timer to Operational Wait Timeout,
remove the SAID keying material from key table.
received TEK Invalid event, transition from Rekey Reauth Wait to Op Reauth Wait:
remove the SAID keying material from key table.
received Timeout event, transition from Op Wait to Op Wait:
send RIcTekReq message to the AP,
set Key Request retry timer to Operational Wait Timeout.
received Timeout event, transition from Rekey Wait to Rekey Wait:
send RIcTekReq message to the AP,
set Key Request retry timer to Rekey Wait Timeouit.
received TEK Grace Timeout event, transition from Operational to Rekey Wait;
send RIcTekReq message to the AP,
set Key Request retry timer to Rekey Wait Timeout.
received RIcTekAllocation message, transition from Op Wait to Operational
clear Key Request retry timer,
process contents of RIcTekAllocation message and incorporate new keying material into key database,
set the TEK refresh timer to go off "TEK Grace Time" seconds prior to the key's scheduled expiration.
received RIcTekAllocation message, transition from Rekey Wait to Operational
clear Key Request retry timer,
process contents of RIcTekAllocation message and incorporate new keying material into key database,
set the TEK refresh timer to go off "TEK Grace Time" seconds prior to the key's scheduled expiration time.
received RIcTekReject message, transition from Op Wait to Start:
clear Key Request retry timer,
terminate the TEK FSM.
received RIcTekReect message, transition from Rekey Wait to Start:
clear Key Request retry timer,
terminate the TEK FSM,
remove the SAID keying material from key table.
received RIcTekAllocation message, transition from Initial TEK to OP Wait.
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12.3 TEK usage

12.3.1 TEK usage for APs

The AP's first receipt of an Authorization Request message from an unauthorized AT shall initiate the activation of a
new AK, which the AP sends back to the requesting AT in an Authorization Reply message. This AK shall remain
active until it expires according to its predefined lifetime, AK Lifetime, which is an AP system configuration parameter.

The AP shall usethe AT's AK for:
. encrypting (triple-DES with EDE-mode) the TEK s in the RIcTekAllocation messagesit sendsto that AT, and
. calculating the HMAC-Digestsit writes into RIcTekAllocation messages sent to that AT.

The AP shall reply to the AT's request of an AK. The AP shall be able to support up to two simultaneoudly active AKs
for each AT. The AP shall have two active AKs during any AK transition period. The two active keys shall have
overlapping lifetimes.

An AK transition period begins when the AP receives an RIcAuthReq message from an AT and the AP hasasingle
active AK for that AT. In response to this RICAuthReq message, the AP activates a second AK, which it shall send back
to the requesting AT in an RICAuthReply message. The AP shall set the active lifetime of this second AK to be the
remaining lifetime of the first AK, plusthe predefined AK Lifetime. Thus, the second, "newer" key will remain active
for one AK Lifetime beyond the expiration of the first, "older" key. The key transition period will end with the
expiration of the older key.

The Authorization Key lifetime that an AP reports in its RICAuthReply message shall reflect, as accurately as an
implementation permits, the remaining lifetimes of the AK at the time the message is sent.

Aslong asthe AP isin the midst of an AT's AK transition period, and thusis holding two active AKs for that AT, it
shall respond to RIcAuthReq messages with the newer of the two active keys. Once the older key expires, an
RIcAuthReq message shall trigger the activation of the newer AK and start a new key transition period.

If an AT failsto reauthorize before the expiration of its most current AK, the AP shall hold no active AKs for the AT
and shall consider the AT unauthorized. An AP shall remove from its keying tables all TEKs associated with an
unauthorized AT.

An AP shall use one of the AT'stwo active AKs to verify the HMAC-digest in RIcTekReq messages received from the
AT. If an AP receives an RlcTekReq message whilein an AK transition period, and the accompanying AK Key
Sequence Number indicates the RIcTekReq message is authenticated with the newer of the two AKs, the AP identifies
this as an implicit acknowledgment that the AT has obtained the newer of the AT'stwo active AKs.

An AP shall use an active AK when calculating HMAC-Digests in Key Reply and RIcTekReject messages, and when
encrypting the TEK in RIcTekAllocation messages. When sending Key Reply and RIcTekReject messages within a key
transition period (i.e. when two active AKs are available), if the newer key has been implicitly acknowledged, the AP
shall use the newer of the two active AKs. If the newer key has not been implicitly acknowledged, the AP shall use the
older of the two active AKs.

The AP shall maintain two valid TEKs per SAID. The two valid TEKs shall have overlapping lifetimes determined by
the TEK Lifetime, which is a predefined AP system configuration parameter. The newer TEK shall have a key sequence
number one greater than (modulo 4) that of the older TEK. Each TEK shall become active half way through the lifetime
of its predecessor, and shall expire half way through the lifetime of its successor. Once a TEK's lifetime expires, the
TEK shall become inactive and shall no longer be used.

The Privacy Key Management protocol defined in the present document describes a mechanism for synchronizing this
keying information between an AP and its ATs. It shall be the responsibility of the AT to update its keysin atimely
fashion. The AP shall transition to a new downlink encryption key regardless of whether an AT has retrieved a copy of
that TEK.
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12.3.2 TEK usage for ATs

All ATs shall be responsible for sustaining authorization with their AP(s) and maintaining an active AK. An AT shall
be prepared to use its two most recently obtained AKs. All AKs shall have alimited lifetime and must be periodically
refreshed. An AT refreshesits AK by re-issuing an RIcAuthReq message to its AP. The Authorization FSM

(see clause 12.2.2) manages the scheduling of RIcAuthReq messages for refreshing AKs.

An AT's Authorization FSM schedules at the beginning of reauthorization a configurable length of Authorization Grace
Time (AGT) before the AT's latest AK is scheduled to expire. The AGT is configured to provide an AT with an
authorization retry period that is sufficiently long to allow for system delays and provide adequate time for the AT to
successfully complete an Authorization exchange before the expiration of its most current AK.

Note that the AP does not require knowledge of the AGT. The AP, however, shall track the lifetimes of its AKs and
shall deactivate akey onceit has expired.

An AT shall use the newer of its two most recent AKs when calculating the HMAC-Digests it attaches to RIcTekReqg
messages. It shall be able to use either of its two most recent AKs to authenticate Key Reply and RIcTekReject
messages, and to decrypt an RIcTekAllocation message's encrypted TEK. The AT shall use the accompanying AK Key
Sequence Number to determine which of the two AKsto use.

12.3.3 Encryption and decryption with TEK
Only the payload part (with 51 bytes) of every unicast MAC data PDU shall be encrypted.

A block cipher is used, based on the single-DES (64 bit from the first part of the TEK field) with CBC mode. The CBC
IV of 64 bit shall be calculated from the 24-bit frame counter for the frame that is used for the transmission and the
64-bit 1V parameter. The IV parameter shall be generated by the AP randomly and it shall be sent by the AP to the AT
in RIcTekAllocation message. The CBC IV isa XOR of the IV parameter and the frame counter (with padding of

40 zeros).

g
I
8

XOR

Figure 53: CBC IV generation

If the use of triple-DES (128 bit TEK) was negotiated during initialization, then the encrypt-decrypt-encrypt (EDE)
mode shall be applied. The CBC-mode and the IV generation shall be identical to the single-DES usage.

The implementation of triple-DES for the encryption and decryption of MAC data PDUs is optional both for AP and
AT.
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13 Connection Control (CC)

Connections can be created, changed or deleted, where this can be initiated by AP or AT. This shall be accomplished
through a series of MAC management messages that are defined in the next clauses together with the procedures for
Connection Set-up, Connection Change and Connection Release.

The following rules shall be applied:

. The AP has all necessary knowledge to determine what has to be done at any time asfar as the connection
establishment or change or deletion procedures are concerned. The AP shall either approve or disapprove all
connection management proposals by the AT.

. Either the AP or the AT can initiate a connection termination procedure only in response to the reception of a
deletion primitive from the higher layers (except for re-initialization procedures). The connection deletion
procedure priority is higher than all other connection control procedures.

When setting a connection the QoS parameters for the MAC PDUs exchanged on the connection itself are implicitly
defined.

13.1 Common part layer primitives (informative only)

The HA DLC layer supports 18 different service primitives at the DLC Service Access Point. These primitives can be
divided up into four different groups according to the related procedure. The complete list is reported in hereafter:

. Connection addition:
- DlcConnectionAdditionlnitReq
- DIcConnectionAdditionlnitind
- DlcConnectionAdditionReq
- DlcConnectionAdditionind
- DlcConnectionAdditionRsp
- DlcConnectionAdditionCnf
. Connection change:
- DlcConnectionChangel nitReq
- DlcConnectionChangel nitind
- DlcConnectionChangeReq
- DlcConnectionChangel nd
- DlcConnectionChangeRsp
- Dl cConnectionChangeCnf
. Connection deletion:
- DlcConnectionDeletionReq
- DlcConnectionDeletionind
- DlcConnectionDel etionRsp

- DIcConnectionDel etionCnf
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. Data:
- DicDataReq
- DicDatalnd

When areguest for establish/change/delete for a specific connection is received at one of the end points the "request” or
the"init request” primitive is generated within the requesting entity. The term "init" in the primitive name means that
the requesting entity isthe AT and a different kind of Connection Establishment/Change procedureisinitiated. This
request is transmitted by means of management messages to the peer RLC Layer, and, as a consequence, an "indication”
or "init indication" primitive is generated. The answer of the non-initiating DL C entity is reported within the Response
primitive. In this primitive is also contained (if possible) the reasons why the request is accepted or refused. Finally an
RL C messages is transmitted to the originating side and as a conseguence a " confirm” primitive is generated to the
original requesting entity.

In some cases, it is not hecessary to send any information and the "confirm" primitive isissued directly by the RLC on
the originating side. Such cases may occur, for example, when the RLC entity on the requesting side rejects the request.
In figure 54 there is a description of the use of primitives.

Convergence L ayer Convergence L ayer
S 5
g I DLCUsrsaP g g  DLCUser SAP 5y
% % N € % N S 'E
14 = G £
@ E RLC Sublayer 8 RLC Messeoes ¥  RLC Sublayer =Z
MAC Sublayer MAC Sublayer
Initiating Entity Non Initiating Entity

Figure 54: Use of primitives

13.1.1 Use of primitives

In this clause an example of how the primitives and messages are generated and exchanged in case a connection hasto
be created is given. Two different cases have to be considered:

. Theinitiating sideisthe AT: theinitiating Convergence Layer entity sends a DIcConnectionAdditionlnitReq
primitive to the relevant RLC Layer. Theinitiating side RLC Layer sends the appropriate
RIcConnectionAdditionl nit message. The non-initiating RLC side generates an "init indication” primitive
towards the relevant Convergence Layer and waits for a DIcConnectionAdditionReq primitive. If thereisthe
possibility to establish the requested connection, then an RIcConnectionAdditionSetup message is sent. The
initiating side responds to the relevant CL with an "indication” primitive. The reply coming from the upper
layer is contained in the DIcConnectionAdditionRsp and as a consequence the RIcConnectionAdditionAck
message shall be sent at RLC level. When it is received, a"confirmation” primitive is generated towards the
CL of theinitiating entity (AT) and this represents the end of the events sequence. At any point along the way,
the request may be rejected.

. Theinitiating sideis the AP: the initiating Convergence Layer entity sends a DIcConnectionAdditionReq
primitive to the relevant RLC Layer. This causes the sending of an RlcConnectionAdditionSetup message
from theinitiating side. The non-initiating side issuesto the relevant CL an "indication” primitive. The reply
coming from the upper layer is contained in the DIcConnectionAdditionRsp and as a consequence the
RIcConnectionAdditionAck message shall be sent at RLC level. When it isreceived, a"confirmation”
primitive is generated towards the CL of theinitiating entity and this represents the end of the events sequence.
At any point along the way, the request may be rejected.
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Thisalgorithm is valid also in case of a Connection Change procedure by using the correct messages/primitives.

The DLC layer is never responsible of connection deletion; in case of link failure there will be no notification to the
higher layers. The DLC isinstead responsible of recovering from the failure unless a specific deletion issue is received
from the upper layer.

For Connection Deletion the events sequence is described in diagram 34. If this sequence starts when some of the
former procedures for the same connection have not yet been completed, it will overrule the others causing an abortion
of the former procedures and the deletion of the connection.

DlcDataReq and DicDatal nd are used during the usual transport of data when the connection the data is exchanged on
has already been established.

13.1.2 DlcConnectionAdditionInitReq

When anew connection is to be established, and the initiating entity isthe AT then the DIcConnectionAdditionlnitReq
primitive shall be issued from the Convergence Layer of the generating entity to the relevant RLC Layer.

The parameters contained in the primitive are listed hereafter:

DI cConnect i onAddi ti onl ni t Req

(

Schedul i ng service type,
Conver gence Layer 1D,

Conver gence Layer paraneters,
Encryption indicator,

ARQ on/ of f

ARQ nunber of retransm ssions
Sequence nunber

)

The Convergence Layer (CL) parameter indicates the Convergence Layer that data received on this connection shall
refer to. There shall be one specific value for each specific convergence Layer type plus a specific value indicating that
no convergence Layer is used.

This CID shall be returned to the requesting convergence Layer viathe "confirmation” primitive.

13.1.3 DlcConnectionAdditionReq

When a new connection isto be established, and theinitiating entity is the AP then the DIcConnectionAdditionReq
primitive shall be issued from the Convergence Layer of the generating entity to the relevant RLC Layer.

The parameters contained in the primitive are listed hereafter:
DI cConnect i onAddi ti onReq

Schedul i ng service type,
Conver gence Layer 1D,

Conver gence Layer paraneters,
Encryption indicator,

ARQ on/ of f

ARQ nunber of retransni ssions
Sequence nunber

)
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13.1.4 DlcConnectionAdditionInitind

The use of this primitive appliesto the AT initiating Connection Establishment procedure. The RLC Layer of the AP
generates this primitive when it receives an RIcConnectionAdditionInit message from the initiating side at RLC level.

The parameters contained in the primitive are listed hereafter:

Dl cConnect i onAddi ti onl nd

(

Servi ce type,

Conver gence Layer,

Conver gence Layer Paraneters,
Sequence nunber

)

13.1.5 DlcConnectionAdditionind

The use of this primitive applies to the AP initiating Connection Establishment procedure. The RLC Layer of AT
generates this primitive when it receives an RlcConnectionAdditionSetup message from the initiating side at RLC level.

The parameters contained in the primitive are listed hereafter:

Dl cConnecti onAddi ti onl nd

(

Servi ce type,

Connection |ID,

Conver gence Layer,

Conver gence Layer Paraneters,
Sequence nunber

)

13.1.6 DlcConnectionAdditionRsp

This primitive is generated by the Convergence Layer entity when it has received a DIcConnectionAdditionind
primitive. This event causes the RLC Layer to send the RlcConnectionAdditionAck message.

The parameters contained in the primitive are listed hereafter:

DI cConnect i onAddi ti onRsp
(

Response code,

Sequence nunber,

ARQ on/ of f

ARQ nunber of retransm ssions

)

The response code indicates success or the reason for rejecting the request.

The sequence number is returned to the requesting entity to correlate this response with the original request.

13.1.7 DlcConnectionAdditionCnf

This primitive confirms that a connection has been successfully established. This primitive is generated after the receipt
of the RlcConnectionAdditionAck message.

The parameters contained in the primitive are listed hereafter:

Dl cConnecti onAddi ti onCnf

(

Connection | D,

Response code,

Sequence nunber

ARQ on/ of f

ARQ nunber of retransm ssions

)
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13.1.8 Changing an existing connection
The following primitives are used:

. DlcConnectionChangel nitReq

. DlcConnectionChangel nitind

. DlcConnectionChangeReq

. DlcConnectionChangel nd

. DlcConnectionChangeRsp

. DIcConnectionChangeCnf

The meaning of these primitives together with all-relevant parameters and consequent actions are exactly the same as
creating primitives.

13.1.9 DlcConnectionDeletionReq

When a Connection Deletion isto be performed, the DIcConnectionDel etionReq primitive shall be issued. This
primitive can be generated by convergence Layer of either an AP or an AT.

As a consequence of receiving this primitive an RlcConnectionDeletionlnit message is sent to the non-initiating side
and if it isreceived correctly the connection shall be terminated. Higher levels can initiate the deletion procedure at any
moment. It will immediately cause the effect of tearing down the DL C connection, regardless of other procedures that
were being performed upon the same connection.

The parameters contained in the primitive are listed hereafter:

DI cConnect i onDel eti onReq
(

Connection ID

)
The only parameter needed is the Connection ID that specifies which connection is to be terminated.

13.1.10 DlcConnectionDeletionind

This primitive isissued by the non-initiating side entity at the RLC level towards the CL. It requires the termination of a
connection.

This primitive is generated by the RLC Layer when it receives an RlcConnectionDeletionl nit message. The parameters
contained in the primitive are listed hereafter:

Dl cConnecti onDel eti onl nd
(

Connection ID

)

13.1.11 DlcConnectionDeletionRsp

When a CL entity receives an indication primitive it generates the DIcConnectionDel etionRsp primitive. The receipt of
this primitive causes the RLC Layer to pass the RIcConnectionDel etionAck message.

The parameters contained in the primitive are listed hereafter:

DI cConnect i onDel eti onRsp
(

Connection |ID,
Response code,

)

The response code indicates if the deletion has been successful or the reason for the rejection.
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13.1.12 DlcConnectionDeletionCnf

The receipt of this primitive is the confirmation that a connection has been terminated. Connection ID contained in the
primitive shall be no longer used for transmission of data.

The parameters contained in the primitive are listed hereafter:

Dl cConnecti onDel eti onCnf
(

Connection | D,
Response code,

)

13.1.13 DlcDataReq

A convergence Layer generates this primitive whenever datais to be transferred to a peer entity or entities. The
specified Connection ID shall be used at RLC level together with the relevant QoS parameters. QoS parameters have
been already defined for the considered connection during the Connection Establishment procedure.

The parameters contained in the primitive are listed hereafter:

Dl cDat aReq
(

Connection ID,
Lengt h,
Dat a,

)
DLC SDU isreported in the primitive as Data parameter.

13.1.14 DilcDatalnd

This primitive is generated whenever an RLC SDU isto be transferred to a peer convergence entity or entities.

The parameters contained in the primitive are listed hereafter:

Dl cDat al nd
(

Connection |ID,
Lengt h,

Dat a,

CS pass through

)
The Connection ID parameter specifies the connection used at RLC level to transport data.
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13.2 MSC diagrams (informative only)

Hereafter the events sequences for each procedure are depicted. Both primitives and RLC messagesinvolved in the
procedures are specified.

Sequence of events
when the AT initiates a

MSC CC_SP_AT_Init_Connection_Addition
Connection Additon Procedure ﬁ

AP_CIEntity AP_DIcEntity AT _DIcEntity AT_CIEntity

DicConnectionAdditioninitReq

RlcConnectionAdditioninit

DicConnectionAdditioninitind . )
- ( /* Transactionld, Clid,

ConnectionClParameters,Scid,
DirectionChoice,ArqUsag */

DIcConnectionAdditionReq

RlcConnectionAdditionSetup

) ) . . | DlcConnectionAdditionind
("*Transactionld, AssignedCid, AssignedCaid, »

PmAssociation,Clid, ConnectionClParameters,
Scid,DirectionChoice, ArqUsage,
Said,ContentionFlag, ConfirmationCode *

DlcConnectionAdditionRsp

RlcConnectionAdditionAck

Rl

DIcConnectionAdditionCnf . ) )
- ( /* Transactionld, AssignedCid,
ConfirmationCode *

)

Diagram 30: MSC (4 entities) for AT initiated connection set up

Sequence of events
when the AP initiates a
Connection Additon Procedure

MSC CC_SP_AP_Init_Connection_Addition ﬁ

AP_CIEntity AP_DIcEntity AT_DIcEntity AT_CIEntity

DlcConnectionAdditionReq

|

RIcConnectionAdditionSetup

DicConnectionAdditionind
(#Transactionld, AssignedCid, AssignedCaid, >
PmAssociation,Clid, ConnectionCIParameters,
Scid,DirectionChoice, ArgUsage,
Said,ContentionFlag,ConfirmationCode */ )

DicConnectionAdditionRsp

RlcConnectionAdditionAck

DicConnectionAdditonCnf [~
- ( /* Transactionld, AssignedCid,
ConfirmationCode *)

Diagram 31: MSC (4 entities) for AP initiated connection set up
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MSC CC_SP_AT_Init_Connection_Change

whenthe AT initistesa
Connection Change Procedure

Sequence of events ﬁ

AP_CIEntity AP_DIcEntity AT_DIcEntity AT_CIEntity

DlcConnectionChangelnitReq

RlcConnectionChangel nit -

B DIcConnectionChangelnitind (  Transactionld, Cid, Scid,
i DirectionChoice ArqUsage*/

)

DIcConnectionChangeReq

RIcConnectionChangeSetup

-

] ) ] ] | DlcConnectionChangelnd
(/* Transactionld, AssignedCid, AssignedCaid, >
PmAssociation,Scid, DirectionChoice,
ArgqUsage, ContentionFl &g,
ConfirmationCode */

DlcConnectionChangeRsp

RlcConnectionChangeAck ~

DlcConnectionChangeCnf -
- ( *Transactionld, AssignedCid,
ConfirmationCode*/)

Diagram 32: MSC (4 entities) for AT initiated connection change

MSC CC_SP_AP_Init_Connection_Change

when the AP initiates a
Connection Change Procedure

Sequence of events ﬁ

AP_CIEntity AP_DIcEntity AT_DIcEntity AT_CIEntity

DIcConnectionChangeReq

RIcConnectionChangeSetup

] ] ] ] | DlcConnectionChangeind
(/* Transactionld, AssignedCid, AssignedCaid, >
PmAssociation, Scid, DirectionChoice,
ArgqUsage, ContentionFl &g,
ConfirmationCode */

DlcConnectionChangeRsp

RIcConnectionChangeAck ~

DIcConnectionChangeCnf ~ . . )
- ( #Transactionld, AssignedCid,
ConfirmationCode*/

)

Diagram 33: MSC (4 entities) for AP initiated connection change

ETSI



170 ETSI TS 102 000 V1.3.1 (2002-12)

MSC CC_SP_Connection_Deletion

Sequence of events
in a Connection Deletion Procedure

Requestin Requestin Non Requesti Non Requestin
CIEntity DIcEntity Dlc Entity CEntiy

DlcConnectionDeletionReq

-

RicConnectionDeletionInit

Y

(Transactiold, RequestedCid ) DlcConnectionDeletionind

Y

DicConnectionDeletionRsp

RicConnectionDeletionAck

DlcConnectionDeletionCnf ~ . .
( Transactionld, RequestedCid,

ConfirmationCode)

A

Diagram 34: MSC (4 entities) for AP/AT initiated connection release

13.3 DLC service categories
Four Service Categories are defined at the DLC level. In adescending priority order they are named:
0) Periodic Rea Time (PRT)
1) Red Time(RT)
2) NonRea Time (NRT)
3) Besteffort (BE)

The Periodic Real Time service category has the highest priority; it is recommended to be used for the support of
traditional CBR traffic such as E1 voice using AAL-1. It is recommended to use the same value for guaranteed and
maximum bit rate.

The Real Time service category has the next highest priority; it is recommended to use it for traffic with strict delay
congtraints. Thisisthe only service category besides PRT for which it is possible to state the maximum value for
Transfer Delay and Delay Variation introduced for aMAC PDU belonging to this class. It is described by the
Maximum Bit Rate and the Guaranteed Bit Rate parameters (in addition to the Transfer Delay and Delay Variation
parameters).

The Non Real Time (NRT) service category has alower priority with respect to the RT category. It is recommended to
use the NRT for transporting traffic with a variable bit rate. No limitations on delay parameters are specified for this
service category. It is described by both Maximum bit rate and Guaranteed bit rate since only a part of the requested
bandwidth is aways granted by the system.

The Best Effort category isthe lowest priority service class. It is recommended to use this category for transporting
traffic with neither requirements on delay nor guaranteed bandwidth, allowing the system to perform a deep statistical
multiplexing. No parameter is needed at the DLC level for this category. The Maximum Bit Rate parameter can be
negotiated.
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In order to achieve the service related to each Service Category listed above the following parameters shall be
configured during the connection establishing phase.

. Guaranteed bit rate: it isthe guaranteed rate for the connection (it can be used or not by the connection, but, if
requested, it is always available).

. Maximum bit rate: it is the maximum rate allowed for the connection.

. Maximum Burst Length: it is the maximum number of consecutive MAC PDUs that a connection is allowed to
transmit.

. Transfer Delay: it isthe maximum delay that a PDU may experience in passing through the system.

13.4  Connection control procedures

In the following clauses the procedures for connection set-up, connection Change and connection deletion are
described.

Guard timers are needed on both sides to make the procedures able to recover from the loss of messages. Possible error
scenarios are analyzed within the relevant clauses.

Guard timers shall be achieved by AP and AT with simple calculations starting from the value set for the
TimerGranuConnnection parameter. The AP communicates to the ATs the value for this parameter within the GBI
message; see clause 8.8. The AP shall set this value within the range of 8-255 frames. The granularity for guard timers
shall be selectable because the time needed to set, change, or delete a connection might be heavily dependent by the
management system.

Guard timers defined in the CC procedures shall be divided into two different categories:
. Short timers: the duration of the Short timer shall be set to the value of TimerGranuConnnection parameter.
. Medium timers: the duration of the Medium timer shall be set to 8 x (TimerGranuConnnection parameter).
The AT shall use the latest received value of TimerGranuConnnection when setting the timers.
Guard timers belonging to the Short category are:
«  T_ConnectionAdditionl nit
«  T_ConnectionAdditionSetup
«  T_ConnectionChangel nit
. T_ConnectionChangeSetup
«  T_ConnectionDeletionl nit
Guard timers belonging to the Medium category are:
«  T_ConnectionAdditionAck
«  T_ConnectionChangeAck
«  T_ConnectionDeletionAck

The meaning of al these timersis described in the following clauses.
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13.4.1 Overview of protocol primitives

13.4.1.1 HMSC of procedures

Anoverview is provided with diagram 35.

MSC CC_ConnectionControlOverview (1)

Y v
{ CC_AT_Init_Connection_Addition } { CC_AP_Init_Connection_Addition }

o
.

Y v
{ CC_AT_I nit_Connection_Change} E CC_AP_I nit_Connection_Changej

e
E

Y Y
[ CC_AT_Init_Connection_Deletion J [ CC_AP_Init_Connection_Deletion J

Diagram 35: HMSC for connection control messaging
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13.4.1.2 Parameters

All parameters to be communicated during the three procedures are relevant only to the data connections. Management
connections are defined at the first initialization phase and have specific characteristics and parameters. The list of
parameters is reported hereafter.

Connection Aggregate I D: Connection Aggregate ID (Caid) defines the way connections are considered at the
AP side during their activity. The single connection is visible at the AP only at establishment, change and
deletion operations. During the connection lifetime, they are handled only as part of the Connection Aggregate
they belong to. The maximum number of possible CAsthat the AP can establish with the same AT is
negotiated in the initialization procedure.

Poll-me bit association: This parameter associates, or not, the connection aggregate |D specified in the
previous field with the poll-me bit usage. The poll-me bit association shall have the same value for all the
connections within the same connection aggregate.

Transaction ID: A Transaction ID is associated to each procedure by the initiating device (AP or AT). To help
pre-vent ambiguity and provide simple checking, the Transaction I|D number space is split between the AT and
AP. Inthiscasethe AT shall select its Transaction IDs from the first half of the number space and the AP shall
select its Transaction 1Ds from the second half of the number space. The transactions may consist of a
request/response/confirmation or a setup/confirmation sequence. The response and confirmation messages
shall return a confirmation code specifying whether the transaction had a positive ending or some exception
condition was detected.

Service Category Identifier (Scld): Identifier of the DLC service category.

Contention Flag: For an uplink connection this parameter indicatesif the AT is allowed to issue contention
reguests for bandwidth.

Convergence Layer Identifier (Clld): This parameter identifies the convergence layer the connection belongs
to.

Convergence Layer Parameters (ConnectionClParameters): This parameter contains information used by the
convergence layer. It's transported transparently by the DL C layer that passes this parameter to the higher
layer. The format is a string octet of variable length. Each CL specification defines how this parameter is used.

Security Association Identifier (Sald): This parameter shall be carried in Downlink direction only and
indicates the association between the connection and the security association.

ARQ Usage: This parameter indicates the ARQ functionality for the connection. The possible options are the
following (the value 0 means that the function is disabled):

- No ARQ (0),
- Once ARQ (1),
- Twice ARQ (2).

Direction Choice: This parameter describes the characteristics of the data flow. It can assume 4 different forms
depending on the direction of the transported data flow and if the datarate is symmetrical or not. Specifically:

- Uplink Direction

Downlink Direction

- Bi-directional Symmetrical

- Bi-directional Asymmetrical

In the first three cases the description contains only one entry, while in the last case two entries are needed. Each entry
is composed by alist of parameters that characterize the connection:

Guaranteed bit rate: In the Real Time and Non Real Time service categories, this parameter means the amount
of bandwidth that the system reserves to the connection. Its granularity is 1 kbit/s so that the maximum
flexibility is achieved.
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. Maximum bit rate: This parameter means the maximum load that the system can receive from the connection.
It is mandatory for Real Time and Non Real Time service categories, while for the Best Effort traffic it can be
an informative field. Its granularity is 1 kbit/s.

. ConnectionMinPhyMaode: For both Uplink and Downlink direction, this parameter indicates the most robust
Phy Mode in which the AT has to consider the connection as active. If set to the lowest PHY mode, this
parameter has no effect on connection handling. The minimum PHY mode shall be the same for all
connections of a connection aggregate.

13.4.2 Connection establishment procedure

The DLC layer is connection-oriented and connection may be provisioned when one of the end points requires a new
data flow to be transported or a subscriber needs to change its service parameters.

A connection can be established within the first initialization phase, in a pre-provisioned way or dynamically created.

Pre-provisioned connections are defined via provisioning by the network management system. The AP can be requested
to establish a connection by specifying CID and the associated QoS parameters set.

The CID is adways assigned by the AP. The APC shall not assign the same CID to more than one connection per RF
channel. In case of bi-directional connections, either symmetric or asymmetric, only one CID is assigned and it
identifies the connection in both directions.

Dynamic connections are created via signalling exchange at any time by the AP or by an aready signed-on AT. Inthe
dynamic connections establishment, both the AP and the AT can request to create an Uplink, Downlink or bi-directional
connection.

The procedure can be initiated by either the AP or the AT and can create only one Uplink, Downlink or bi-directional
connection. Once it has been established, a connection can be modified with the Change procedure, by changing the
parameter sets of the flow. Regardless the initiating entity the connection can be:

. Downlink connection: the data flow that is transported by the considered connection flows in Downlink
direction only.

. Uplink connection: the data flow that is transported by the considered connection flows in Uplink direction
only.

. Bi-directional Symmetric connection: the connection transports data flows both in Uplink and in Downlink
directions and the bit rate is symmetric (the same for the Uplink and the Downlink).

. Bi-directional Asymmetric connection: the connection transports data flows both in Uplink and in Downlink
directions and the bit rate is Asymmetric (different values for the Uplink or the Downlink).

Once established, a bi-directional connection cannot be deleted in one way only. A bi-directional symmetric connection
can be changed in a bi-directional asymmetric connection by means of a connection change procedure and vice-versa.
Either the Uplink or Downlink set of parameter belonging to a specific asymmetric bi-directional connection can be
changed independently.

The algorithms for connection Establishment are (depending on the generating point):
. AT initiated (only dynamic connections): Three-way handshaking.
. AP initiated: Two-way handshaking.

The three-way handshaking is needed in the former case because when the AT requires a new connection, it is not
aware of the traffic load and can only request the AP to establish a connection with the proposed set of QoS parameters.

If one of the requested QoS parameters exceeds some relevant limitations then the connection cannot be
established/changed and a new set of values for the parameters shall be defined.
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The AP may decide to group connections into Connection Aggregates according to its allocation mechanisms. The rules
on grouping connectionsinto CAs are:

. Connection Aggregates cannot be defined among different ATs in Uplink direction.
. Connections belonging to different QoS classes should not be grouped into the same connection aggregate.
. When a connection is added to an aggregate the set of parameter of the aggregate shall be updated.

. QoSinfo are required for grouping to CA (or for setup of new CA) and thus for choice of appropriate
allocation mechanism.

13.4.2.1 AT initiated connection establishment procedure

The algorithm used for connection Establishment when initiated by the AT is based on the Three-way handshaking. The
AT will request the AP for a connection with the RIcConnectionAdditionlnit message. If there are available resources
and the AT has no basic limitations, the AP will send an RlcConnectionAdditionSetup message with all relevant
information to the AT. The AT will confirm with an RIcConnectionAdditionAck message. The AP will not be allowed
to schedule any data traffic before confirmation is received.

In the RIcConnectionAdditionl nit message, the AT proposes values of the QoS parameters, but these values are decided
by the AP and sent in the RIcConnectionAdditionSetup message.

Guard timers are needed on both sides to make the procedure able to recover from the loss of messages. In particular
three situations need to be handled by the use of timers, during the Establishment procedure initialized by the AT.

Thefirst case happens at the AT sidein order to re-send the RlcConnectionAdditionl nit message. Thistimer is named
T_ConnectionAdditionlnit and it shall be configurable during first initialization procedure for the considered Terminal.
When this timer expires and the RIcConnectionAdditionSetup message is not received the RlcConnectionAdditionl nit
message is re-sent. The reason why the duration of this timer cannot be optimized in the general caseis that the time the
AP entity needs to send the Setup message after the RIcConnectionAdditionl nit message has been received is not only
dependent from the DLC level but also on sector management actions. This timer is reset when the
RIcConnectionAdditionSetup is received.

The second timer needed isthe T_ ConnectionAdditionSetup timer. It is defined at AP side and shall be configurable by
the system management. This timer is reset when the RIcConnectionAdditionAck isreceived. If it expires without any
reception of ack message, then the RIcConnectionAdditionSetup is re-sent.

Finally aT_ConnectionAdditionAck timer is needed on both sides. This because the connection that is going to be
established can be unidirectional or bi-directional and no data can be exchanged on the new connection ID until the ack
message is received at AP side. So if no waiting time is foreseen there is the risk of losing data because the ID is not
considered valid aready. Each timethe one at AT side expires without receiving an RlcConnectionAdditionSetup
message an RIcConnectionAdditionAck is sent. At AP side after the AP has received the RlcConnectionAdditionAck
message the T_ ConnectionAdditionSetup is reset and the T_ ConnectionAdditionAck is started.

When T_ ConnectionAdditionAck timers at both side expires the new connection ID is considered valid and data can be
exchanged on it.

The recovering actions from message | 0ss scenarios are described below:

. Loss of RIcConnectionAdditioninit: If the AT has not received an RlcConnectionAdditionSetup message from
the AP when the T_ConnectionAdditionl nit timer expires, the AT will issue a second
RIcConnectionAdditionl nit message. In case the AT receives multiple RIcConnectionAdditionSetup messages
then it shall discard the duplicate ones.

. Loss of RIcConnectionAdditionSetup: If a duplicate RlcConnectionAdditionlnit message is received by the AP
(entities are aware of duplicated messages from the Transaction 1D field) before an
RlcConnectionAdditionSetup message has been sent then the AP shall discard the message. If the AP receives
an RIcConnectionAdditionlnit message when an RlcConnectionAdditionSetup message has already been sent
then the RlcConnectionAdditionSetup message shall be re-sent.
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. Loss of RIcConnectionAdditionAck: If the Ack message is lost then the AP shall re-send a further

RIcConnectionAdditionSetup message until it receives the relevant ack. The AT is not aware of the loss of the

ack message and therisk isthat if the connection that is going to be established also encompasses the Uplink

direction, the AT starts to transmit data using the new connection ID. So the AT shall wait for the expiring of

T_ConnectionAdditionAck timer before transmitting in order to be sure that no further setup messages are

received.

Hereafter the MSC of the AT initiated Connection Addition procedure is reported.

%]

MSC CC_AT _Init_Connection_Addition

Procedure

AT initiated Connection Addition BI

RlcConnectionAdditionInit

AP decides about Said

T_ConnectionAdditionSetup

X (/*Transactionld, AssignedCid, AssignedCaid,PmAssaociatio

Clid, ConnectionClParameters,Scid,DirectionChoice, ArqU
Said,ContentionFlag,ConfirmationCode */

RlcConnectionAdditionAck

F

T_ConnectionAdditionAck

( /* Transactionld, AssignedCid, ConfirmationCode */)

AT can request
a new Said

( /* Transactionld, Clid, ConnectionClParameters,Scid,
! DirectionChoice,ArqUsag */)
T_ConnectionAdditionlnit
%| RIcConnectionAdditionSetup
,
age,
)

i T_ConnectionAdditionAck

Diagram 36: MSC for AT initiated Connection Establishment

13.4.2.2 AP initiated connection establishment procedure

The algorithm used for connection Establishment when initialized by the AP is based on the Two-way handshaking
mechanism. If AP needs to establish a new connection, the RlcConnectionAdditionSetup message is sent to the AT.

In the RIcConnectionAdditionSetup message, the AP sends the val ues of the QoS parameters in accordance to the sector

available resources.

Since even in this procedure the direction of the connection is independent of the entity that initializes the procedure

thereisthe need of atimer in order to ensure that both entities are not allowed to transmit data that could be lost using

the new connection ID.
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Hereafter the MSC of the AP connection Establishment procedure is reported.

MSC CC_AP_Init_Connection_Addition

AP initiated Connection Addition
Procedure

AP decides about Said | AP I | AT I

RIcConnectionAdditionSetup

(*Transactionld, AssignedCid, AssignedCaid,PmAssociatign,
Clid, ConnectionClParameters,Scid,DirectionChoice, ArqUkage,
Said,ContentionFlag,ConfirmationCode */

T_ConnectionAdditionSetup

RlcConnectionAdditionAck

(/* Transactionld, AssignedCid, ConfirmationCode */)

T_ConnectionAdditionAck T_ConnectionAdditionAck

Diagram 37: MSC for AP initiated Connection Establishment

13.4.3 Change of established connection procedure
The change of established connection procedure is needed when any connection parameters shall be modified.

Both the AP and the AT can initiate a change of established connection procedure. There are several reasons why some
QoS parameters shall be changed and sometimes they are not strictly relevant to the connection itself (load levelling or
the initialization of a new subscriber, etc.).

The Connection Change procedure is not used to change the CID of a connection.

It shall be allowed to change the DirectionChoice parameter so that an asymmetric bi-directional connection is changed
into a symmetric one and vice-versa. It shall not be allowed to use the Connection Change procedure to turn a
uni-directional connection from uplink to downlink or vice-versa, neither to turn it into a bi-directional connection.

The modification is achieved via signalling procedure described in diagram 38 when initiated by the AT and diagram 39
when initiated by the AP. The procedure is the same as the connection Establishment. When initiated by the AT is
based on the Three-way handshaking whereas when initiated by the AP is based on the Two-way handshaking.

The formats of MAC management messages are the same as the messages exchanged in the connection Establi shment
procedure except for the RlcConnectionChangel nit that contains the Connection ID (CID) of the connection whose
parameters are going to be exchanged. Hereafter the procedures are depicted.

With connection change procedure it is not possible to change the convergence layer a connection belongs to.
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MSC CC_AT_Init_Connection_Change

AT initiated Connection Change
Procedure

AT can request
P RIcConnectionChangel nit T anew Sad
AP decides about Sad ( /* Transactionld, Cid, Scid, DirectionChoice ArqUsage*/)
\\\ T_ConnectionChangel nit
\\ RlcConnectionChangeSetup

-

|

ES (/* Transactionld, AssignedCid, AssignedCaid, PmAssociation,
Scid, DirectionChoice, ArqUsage, ContentionFlag,
ConfirmationCode */ )

T_ConnectionChangeSetup
RIcConnectionChangeAck

( FTransactionld, AssignedCid, ConfirmationCode*/)

T_ConnectionChangeAck T_ConnectionChangeAck

Diagram 38: MSC for AT initiated connection change

MSC CC_AP_Init_Connection_Change

AP initiated Connection Change
Procedure

AP decides about Said AP AT

~
~

~

"~ _ | RIcConnectionChangeSetup
(/* Transactionld, AssignedCid, AssignedCaid, PmA ssociation,
Scid, DirectionChoice, ArqUsage, ContentionFlag,
ConfirmationCode*/ )
T_ConnectionChangeSetup
RIcConnectionChangeAck

( /* Transactionld, AssignedCid, ConfirmationCode */)

T_ConnectionChangeAck
T_ConnectionChangeAck

Diagram 39: MSC for AP initiated connection change
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13.4.4 Connection deletion procedure

Every data connection can be released. When a connection is deleted, all resources associated to it are deleted. The
connection ID value shall be available to be associated again to new connections and all the values regarding RF
channel parameters shall be uploaded.

Either the AP or the AT can initiate a connection termination procedure at any time only in response to the reception of
adeletion primitive from the higher layers. Thisisthe only occasion in which this procedure isinitiated. The DLC layer
shall always try to recover from failures without sending any warning to the upper layer until either the DLC connection
isre-established or an incoming deletion primitive is received.

The algorithm used for connection deletion is aways a Two-way handshaking.
Two different timers are needed in these procedures:

. T_ConnectionDeletionlnit: thisisthe timer that controls the re-transmission of the RlcConnectionDeletionl nit
message. When this timer expires afurther RlcConnectionDéletionlnit message is sent. Thistimer shall be
implemented both in the AT and AP since both entities can initiate a Connection Deletion procedure.

. T_ConnectionDeletionAck: thistimer is needed in order to recover the loss of RIcConnectionDeletionAck
message. |n fact the non-initiating side will be sure that the ack message is received on the initiating side only
if no further RIcConnectionDeletionlnit message is received. It can be concluded that both sides shall wait a
waiting time corresponding to the expiring time of the T_ConnectionDeletionAck timer.

The connection termination procedure is depicted in diagram 40 for AT and in diagram 41 for AP initiated connection
termination respectively. The formats of the MAC management messages are specified in clause 13.6.

MSC CC_AT Init_Connection_Deletion

AT initiated Connection
Deletion Procedure

RlcConnectionDeletioninit

A

( */Transactiold, RequestedCid */) ——

T_ConnectionDdletionInit
RlcConnectionDeletionAck

o
-

(/* Transactionld, RequestedCid */ )

X

—x

T|_ConngctionDeletionAck
T_ConnectionDelgtionAc

Y

il
-k

Diagram 40: MSC for AT initiated connection release
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MSC CC_AP_Init_Connection_Deletion

Deletion Procedure

AP initiated Connection %

[ A ] [ At

RlcConnectionDeletionlnit

> (I* Transactiold, RequestedCid */ )

T_ConnectionDeletionInit
RIcConnectionDeletionAck

N
( /* Transactionld, RequestedCid */)
X—o
T | ConnectionDeletionAck T_ConnectionDeletionAck

-
-

Diagram 41: MSC for AP initiated connection release

13.5 Multicast connections

The same downstream (and only downstream) flow of information may have to be delivered to a group of different
users (terminals), in this case a multicast connection can be established. This allows the AP to transmit information only
once over the air interface. Several multicast groups with different sets of connections can exist in parallel. Thereis not
aspecia procedure for setting up of a multicast connection. The AP establishes a Downlink unicast connection with
each AT included in the multicast group assigning to the each connection the same CID.

The AT is not aware of the multicast nature of the connection or of the other ATs included in the multicast group.
Since the AP isthe only part aware of the multicast groups, the maximum flexibility is achieved.

All multicast groups can be dynamically updated, i.e. connections can be allocated to a group or withdrawn from a
group or switched between two groups at any time with a normal unicast connection deletion and connection
Establishment procedure.
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Connection management message description

Hereafter the ASN.1 description of all messages exchanged in connection management procedures is reported:

Table 39: ASN.1 Connection management messages description

Rl cConnecti onAddi tionlnit

transactionld Transactionl d, -- 17 bit
clid did, -- 3 bit
connectionCl Paraneters ConnectionCl Paraneters, -- variable
scid Sci d, -- 2 bit
di recti onChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage -- 2 bit

}

Rl cConnecti onAddi ti onSetup ::= SEQUENCE {
transactionld Transactionl d, -- 17 bit
assi gnedC d Assi gneddi d, -- 16 bit
assi gnedCai d Assi gnedCai d, -- 16 bit
pmAssoci ati on PmAssoci ati on, -- 1 bit
clid did, -- 3 bit
connectionCl Paraneters ConnectionCl Paraneters, -- variable
scid Sci d, -- 4 bit
di recti onChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage, -- 2 bit
said Sai d, -- 16 bit
contenti onFl ag Cont ent i onFl ag, -- 1 bit
confirmati onCode Confi rmati onCode -- 1 bit

}

Rl cConnecti onAddi ti onAck ::= SEQUENCE {
transactionld Transactionl d, -- 17 bit
assi gnedC d Assi gneddi d, -- 16 bit
confirmati onCode Confi rmati onCode -- 1 bit

}

Rl cConnecti onChangel nit ::= SEQUENCE {
transactionld Transactionld, -- 17 bit
cid cd, -- 16 bit
scid Sci d, -- 2 bit
di rectionChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage -- 2 bit

}

Rl cConnect i onChangeSet up :: = SEQUENCE {
transactionld Transactionld, -- 17 bit
assi gnedC d Assi gneddi d, -- 16 bit
assi gnedCai d Assi gnedCai d, -- 16 bit
pmAssoci ati on PmAssoci ati on, -- 1 bit
scid Sci d, -- 2 bit
di rectionChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage, -- 2 bit
contenti onFl ag Cont ent i onFl ag, -- 1 bit
confirmati onCode Confi rmati onCode -- 1 bit

}

Rl cConnect i onChangeAck ::= SEQUENCE ({
transactionld Transacti onl d, -- 17 bit
assi gnedG d Assi gnedGi d, -- 16 bit
confirmati onCode Confi rmati onCode -- 1 bit

}

Rl cConnectionDel etionlnit ::= SEQUENCE {
transactionld Transacti onl d, -- 17 bit
requestedCGi d Request edCGi d -- 16 bit

}

Rl cConnecti onDel eti onAck ::

"> = SEQUENCE {

= SEQUENCE {
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transactionld Transactionl d, -- 17 bit

requestedCG d Request edCGi d -- 16 bit
}
Conf i rmati onCode : 1= ENUMERATED ({ -- 1 bit, request status

connAccepted (0),

connRej ect (1)
}
Request edCi d = DataCi d -- 16 bit, tenp for AT initiated req
Assi gnedGi d = DataC d -- 16 bit, tenp for AT initiated req
Assi gnedCai d = Caid -- 16 bit, tenp for AT initiated req
Transactionld = I NTEGER(O. .131071) ~-- 17 bit, uniquely assigned by sender
aid = | NTEGER { -- 3 bit

cel | Based (1),

packetBased (2)} (0..7)
Connecti onCl Paraneters ::= OCTET STRING (SIZE(0..63)) -- variable, contains VPl for

CBCS

Scid . : = ENUMERATED ({ -- 2 bit
peri odi cReal Ti me (0),
real Ti me (1),
nonReal Ti ne (2),
best Ef fort (3)
}
PmAssoci ati on 1= ENUMERATED ({
pmAssoci at ed (0),
pmNonAssoci ated (1)
}
Sai d 1= | NTEGER(O..65535) -- 16 bit
ArgUsage ::= ENUMERATED {
noARQ (0),
onceARQ (1),
twi ceARQ (2)
}
Cont enti onFl ag ;.= ENUMERATED { -- 1 bit
contenti onReqsNot Al | oned (0),
cont enti onReqsAl | owed (1)
}
Di recti onChoi ce ;.= CHO CE {

upl i nkDi rection

downl i nkDi recti on

bi di recti onal Synmetri cal
bi di recti onal Asymmetri cal

}

Di recti onDescr L=
guar ant eedBi t Rat e
maxi munBi t Rat e
maxi munBur st Si ze

DirectionDescr,
DirectionDescr,
DirectionDescr,
Bi di recti onal Asymmetri cal

SEQUENCE {
Cuar ant eedBi t Rat e,
Maxi munBi t Rat e,
Maxi munBur st Si ze,

connecti onM nPhyMbde Upl i nkPhyMode, -- 0 for all DL DirectionbDescr
transfer Del ay Tr ansf er Del ay
}
Bi di rectional Asymmetrical ::= SEQUENCE {
upl i nkDi rection DirectionDescr,
downl i nkDi recti on Di recti onDescr
}
Bi t Rat e ;o= INTEGER(1..130000) -- 17 bit, granu=1lkbit/s, max=130Miit/s
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Bi t Rat e
Bi t Rat e

Cuar ant eedBi t Rat e
Maxi munBi t Rat e

I NTEGER(O0| 5..63)-- 6 bit, granu=lmns, max=63ns,
-- 0 neans TransferDelay=infinity
I NTEGER(O. . 255) -- 8 bit, granu=1PduPayl oad=51byte
-- 0 neans MaxBurstSize=infinity
-- applies only for data conns

Tr ansf er Del ay

Maxi munBur st Si ze
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Annex A (normative):
Parameters and constants

A.1  List of optional/mandatory features

Table A.1: List of optional/mandatory features

Feature AP AT Signalling
status status
UL preamble length S M initialization
Frame offset S M GBI
TDMA in DL O M GBI
(only for H-FDD ATs)
One or several midambles per UL burst S M GBI
One or several MAC PDUs per UL FEC block S M GBI
64-QAM for DL O O initialization
16-QAM for UL 0 0 initialization
Turbo code encoder (0] (0] initialization
H-FDD capability M (0] initialization
Duplex mode S 0] GBI
Encryption mode S M GBI
Contention resolution parameters S M GBI
Contention resolution feature (@] O UL map, initialization
PHY mode thresholds S M GBI
PHY mode power steps S M GBI
APC-ID S n/a control zone
APC-ID check during initialization n/a (@) control zone
Measurement report criteria S M GBI and individual message
Legend: M = mandatory to handle the feature or all possible parameter value,
O = optional,
S = selected at AP (means that at least one of the possible options shall be implemented)
NOTE:  The signalling column only gives information where a feature or parameter is exchanged.
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A.2

Detailed specification of PHY parameters in protocol

primitives
Table A.2: Detailed specification of PHY parameters carried by protocol primitives
Parameter Description Messages containing the Range | Granularity |Bit
parameter
TimingAdjustRanging Adjustment of timing RIcRangingRsp [0, 80] 0,25 13
during initial ranging Us symbol
TimingAdjustFine Incremental timing RlcUplinkTimingCorrection [-2, +2] 0,25 5
correction symbols symbol
UplinkPowerinc Incremental step for UL RIcRangingRsp, [-20, +4] 0,5 6
transmit power (full range [RIcUplinkPowerCorrection dB dB
only for ranging, otherwise
[-4,+4]dB
UplinkPowerIncRangingSt |Incremental increase of UL |RlcGeneralBroadcastinformation [+1, +8] 1 3
art transmit power for ranging dB dB
UplinkPowerModChange |Incremental change step  |RlcGeneralBroadcastinformation [-8, +8] 0,5 6
for UL power in case of dB dB
PHY mode change, per
PHY mode, per UL, per
upgrade/downgrade. The
high range is reserved for
future PHY mode sets
UplinkPowerMax Max transmit power of AT |RIcAtPhyCapabilitiesinfo [10, 20] 1 4
dBm dB
RxPowerMeasured Absolute measured RlcDownlinkPhyModeChangeReq, |[-88, -28] 0,25 8
received power in AT RlcMeasurementReportData dBm dB
TxPowerMeasured Absolute current transmit  |[RlcDownlinkPhyModeChangeReq, | [-26, 20] 1 6
power in AT RlcMeasurementReportData dBm dB
TxPowerMargin Current transmit power RlcDownlinkPhyModeChangeReq, | [0, 12] 0,25 6
margin in AT RlcMeasurementReportData dB dB
CnrMeasured Absolute C/N measured in [RlcDownlinkPhyModeChangeReq, | [4, 40] 0,25 8
DL RlcMeasurementReportData db dB
CnrThreshold Absolute C/N threshold at |RlcGeneralBroadcastinformation [4, 40] 0,25 dB 8
AT to request DL PHY db
mode change, per PHY
mode, per DL, per
upgrade/downgrade
PeriodReport Period for measurement RlcGeneralBroadcastinformation, | [50, 200] 50 3
reports RlcMeasurementReportCriterium ms ms
PeriodRangingReq Minimum period between |RIcGeneralBroadcastinformation [0, 15] 1 4
subsequent ranging frame frame
request messages
FrameOffset Frame offset RlcGeneralBroadcastinformation [0,4, 1] 0,05 ms 5
ms
CrMaxNumberRetries CR max no of retries for RlcGeneralBroadcastinformation [1, 16] 1 retry 4
bandwidth contention retries
CrStartingWindowSize CR starting window size RlcGeneralBroadcastinformation 3
for bandwidth contention
CrMaxBackoffWindow CR max backoff window RicGeneralBroadcastinformation 6

for bandwidth contention
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A.3

Timers

Table A.3: Detailed specification of AP timers

Name

Duration

Standard Ref. OR
Operator-Defined

AP Initialization Timers

T_RangingAck

T_PhyCapabilitiesReq

T_PhyCapabilitiesCnf

T_OtherCapabilitiesReq

T_OtherCapabilitiesCnf

AP Connection Control Timers

T_ConnectionAdditionSetup

T_ConnectionAdditionAck

T_ConnectionChangeSetup

T_ConnectionChangeAck

T_ConnectionDeletionlInit

T ConnectionDeletionAck

AP Radio Resource Control Timers

T_DownlinkPhyModeChange

T_DownlinkPhyModeChangeAck

T_UplinkCorrection

T Handover Cmd

Table A.4: Detailed specification of AT timers

Name

Duration

Standard Ref. OR
Operator-Defined

AT Initialization Timers

T RangingAck

T_PhyCapabilitiesinfo

T_PhyCapabilitiesCnf

T_OtherCapabilitiesInfo

T_OtherCapabilitiesCnf

AT Connection Control Timers

T ConnectionAdditionInit

T ConnectionAdditionAck

T_ConnectionChangelnit

T_ConnectionChangeAck

T_ConnectionDeletionlInit

T ConnectionDeletionAck

AT Radio Resource Control Timers

T_MeasurementReportData

T_DownlinkPhyModeChangeAck

T HandoverAck
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Annex B (normative):
Formats of protocol primitives

The €electronic attachment containing the ASN.1 message description is the normative specification, just in case of
discrepancies to this printed complete description and all printed extractsin clauses 1 to 13 (for the purpose of better
readability).

The statements about granularity and range of variablesin the form of ASN.1 comments are to be considered as
normative specifications.

PER encoding with byte alignment shall be applied to each message.

Table B.1: Complete ASN.1 description of protocol primitives

Rk I kR R I b o b S R SR R Ik ko kI R R R O S

-- Abbreviations: inc = increment

-- granu = granularity

-- ann = announcenent

-- tx/rx = transmt/receive

-- cnr = carrier-to-(noise& nterference) ratio
-- cr = contention resol ution

-- at = AT

-- conn = connection

-- agg = aggregate

-- a = origination -> destination

-- DO = destination -> origination

-- AK = Aut hori zati on Key

-- KEK = Key Encryption Key

-- MAK = Message Authentication Key

-- SA = Security Association

-- SAID = Security Association ldentifier
-- TEK = Traffic Encryption Key

khkkhkkhkkkhkhkkhhkkhkhhkhhkhkhhkkhhkhhhkdhhdhkdhhhkdhkhhhdrhdhhrrdrhkrxdrrdrhkrxdxx*k

HApr ot ocol Prim tives
DEFI NI TI ONS

AUTOVATI C TAGS :: =
BEG N

EXPORTS Rl cConnecti onAdditionlnit, R cConnectionAdditionSetup,
Rl cConnect i onAddi ti onAck, Rl cConnectionChangelnit,
Rl cConnect i onChangeSet up, R cConnecti onChangeAck,
Rl cConnectionDel etionlnit, R cConnectionDel eti onAck;

Rk S I kR Ik R O kR kR Rk Sk o kS S Rk I b O R R

-- Lists of Messages

Rk S I kR Ik Ik S b o R R Ik S Sk S O R R R o kS R O R

MacManagenent Message ::= CHO CE {
rl cGener al Broadcast | nformati on Rl cGeneral Broadcast | nfornation, -- DL Br
rl cFrequencylLi st Rl cFrequencyli st, -- DL Br
rlcMul tipl eTi dBroadcast Basi ¢ R cMul ti pl eTi dBr oadcast Basi c, -- DL Br
r1 cBandwi dt hReq Rl cBandwi dt hReq, -- UL Ba
rl cQueuesSt at usReq Rl cQueueSt at usReq, -- DL Ba
rl cQueueSt at usRsp Rl cQueuesSt at usRsp, -- UL Ba
rl cRangi ngl nvitation Rl cRangi ngl nvi tati on, -- DL Ba
r | cRangi ngReq Rl cRangi ngReq, -- UL Ba
r1 cRangi ngConti nue Rl cRangi ngCont i nue, -- DL Ba
rl cRangi ngSuccess Rl cRangi ngSuccess, -- DL Ba
r1 cRangi ngAck Rl cRangi ngAck, -- UL Ba
rl cPhyCapabiliti esReq Rl cPhyCapabi liti esReq, -- DL Ba

ETSI




188 ETSI TS 102 000 V1.3.1 (2002-12)

rl cPhyCapabilitieslnfo
r1 cPhyCapabilitiesCnf

rl cQ herCapabilitiesReq
ricQ herCapabilitieslnfo
rl cQ her CapabilitiesCnf

rlclnitializationCrd

rl cMeasur enent Report Dat a

r 1 cDownl i nkPhyModeChange

r 1 cDownl i nkPhy MbdeChangeAck
rlcUplinkCorrection

rl cMeasurement ReportCriterium
r| cHandover Cnd

r 1 cHandover Ack

rl cAut hManuf acturerlnfo
r 1 cAut hReq

ri cAut hReply

rl cAut hRej ect

rl cAut hl nvalid

rl cTekReq

rl cTek2Req

rl cTekAl | ocati on

rl cTekRej ect

rl cTekl nvalid

rl cConnecti onAddi tionlnit
r1 cConnecti onAddi ti onSet up
r1 cConnecti onAddi ti onAck

r 1 cConnecti onChangel ni t

r1 cConnect i onChangeSet up

rl cConnect i onChangeAck

rl cConnectionDel etionlnit
r1 cConnecti onDel eti onAck

packedMessageDownl i nkBasi c
packedMessageUpl i nkBasi ¢

MessagesFor Packi ngDownl i nkBasi ¢

}

rl cQueuesSt at usReq

r1 cRangi ngConti nue

rl cRangi ngSuccess

rl cPhyCapabilitiesReq

rl cPhyCapabi litiesCnf

ri cQ herCapabilitiesReq

rl cQ her CapabilitiesCnf
rlclnitializationCrd

r 1 cDownl i nkPhyModeChange
rlcUplinkCorrection

ri cMeasurement ReportCriterium
rl cConnecti onAddi ti onSet up
r1 cConnect i onChangeSet up

rl cConnectionDel etionlnit
r1 cConnecti onDel eti onAck

MessagesFor Packi ngUpl i nkBasi c

rl cMeasur ement Report Dat a

r 1 cDownl i nkPhyModeChangeAck
r1 cConnecti onAddi tionlnit

r1 cConnecti onAddi ti onAck

r1 cConnecti onChangel ni t

r1 cConnect i onChangeAck

rl cConnectionDel etionl nit

r1 cConnecti onDel eti onAck

Rl cPhyCapabi l i ti esl nfo,
Rl cPhyCapabi | i ti esCnf,

R cOQt her Capabi l i ti esReq,
Rl cQt her Capabi i ti eslnfo,
R cOQt her Capabi liti esCnf,

Riclnitializati onCnd,

Rl cMeasur enent Repor t Dat a,

Rl cDownl i nkPhyMbdeChange,

Rl cDownl i nkPhyMbdeChangeAck,
Rl cUpl i nkCorrecti on,

Rl cMeasur enent Report Criterium
R cHandover Cnd,

Rl cHandover Ack,

Rl cAut hManuf act urer | nf o,
Rl cAut hReq,

Rl cAut hRepl vy,

Rl cAut hRej ect,

Rl cAut hl nval i d,

Rl cTekReq,

Rl cTek2Req,

Rl cTekAl | ocat i on,

Rl cTekRej ect,

Rl cTekl nval i d,

Rl cConnecti onAdditionlnit,
Rl cConnect i onAddi ti onSet up,
Rl cConnecti onAddi ti onAck,
Rl cConnecti onChangel ni t,

Rl cConnect i onChangeSet up,

Rl cConnect i onChangeAck,

Rl cConnectionDel etionlnit,
Rl cConnecti onDel et i onAck,

PackedMessageDownl i nkBasi c,
PackedMessageUpl i nkBasi ¢

1= CHO CE {
Rl cQueueSt at usReq,
Rl cRangi ngCont i nue,
Rl cRangi ngSuccess,
Rl cPhyCapabi | i ti esReq,
Rl cPhyCapabi liti esCnf,
R cQt her Capabi l i ti esReq,
R cQt her Capabi l i ti esCnf,
RiclnitializationCrd,
Rl cDownl i nkPhyMbdeChange,
Rl cUpl i nkCorrecti on,
Rl cMeasur enent Report Criterium
Rl cConnect i onAddi ti onSet up,
Rl cConnect i onChangeSet up,
Rl cConnecti onDel etionlnit,
Rl cConnect i onDel et i onAck

;1= CHO CE {

Rl cMeasur enent Report Dat a,

Rl cDownl i nkPhyMbdeChangeAck,
Rl cConnectionAdditionlnit,

Rl cConnect i onAddi ti onAck,

Rl cConnect i onChangel ni t,

Rl cConnect i onChangeAck,

Rl cConnectionDel etionlnit,
Rl cConnecti onDel et i onAck

excl uded for PackingUplink: ranging bursts, short PDUs,
initialization (due to PTC),

handover Ack

UL Ba
DL Ba
DL Ba
UL Ba
DL Ba

DL Ba
UL Ba
DL Ba
UL Ba
DL Ba
DL Ba
DL Ba
UL Ba

UL Pr
UL Pr
DL Pr
DL Pr
DL Pr
UL Pr
UL Pr
DL Pr
DL Pr
DL Pr

UL Ba
DL Ba
UL Ba
UL Ba
DL Ba
UL Ba
Req- >NonReq Ba
NonReq- >Req Ba

UL Ba

MERREEREERREEREY

UL Ba
UL Ba
UL Ba
UL Ba
UL Ba
UL Ba
Reqg- >NonReq Ba
NonReq- >Req Ba
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}

PackedMessageDownl i nkBasi c
PackedMessageUpl i nkBasi ¢

SEQUENCE (Sl ZE(1..50)) OF MessagesFor Packi ngDownl i nkBasi c
SEQUENCE (SI ZE(1..50)) OF MessagesFor Packi ngUpl i nkBasi c

Rk bk S R R R I b o kR R R kS kR R R R o kS b O R

Messages for Broadcast and MAC (Clause 1 to 8)

Rk bk S R R S b o kO S R Rk ko kR SR kS b S R R

Rl cGener al Broadcast I nformati on ::= SEQUENCE { -- broadcast
dupl exMode Dupl exMbde, -- 1 bit
frameO f set FrameOf f set , -- 5 bit
t dnaZoneDownl i nk TdnmaZoneDownl i nk, -- 1 bit
encrypti onMode Encrypti onMbde, -- 1 bit
upl i nkPower | ncRangi ngSt art Upl i nkPower | ncRangi ngSt art, -- 3 bit, comon
upl i nkPower MaxRangi ngSt ar t Upl i nkPower Max, -- 4 bit, common
downl i nkPower Cont r ol Downl i nkPower Cont r ol -- 1 bit
peri odMeasur ement Report GBI Per i odMeasur enent Report GBI, -- 3 bit, RRC
peri odRangi ngl nvi tati on Peri odRangi ngl nvi t ati on, -- 8 bit,
ti mer GranuConnecti on Ti mer GranuConnect i on, -- 8 bit
ti mer GranuSecurity Ti mer GranuSecurity, -- 6 bit
upl i nkNunber PduPer FecBIl ock Upl i nkNunber PduPer FecBl ock, -- 1 bit
upl i nkNunber M danbl ePer Bur st Upl i nkNunber M danbl ePer Bur st , -- 1 bit
cr MaxNumber Retri es Cr MaxNumber Ret ri es, -- 4 bit
crStarti ngW ndowSi ze CrStarti ngW ndowsSi ze, -- 3 bit
cr MaxBackof f W ndow Cr MaxBackof f W ndow, -- 6 bit
fi xedVari abl eChannel | nd Fi xedVar i abl eChannel | nd, -- 1 bit
phyModeSet Descri pt or Cur r ent PhyModeSet Descri pt or, -- variable
phyModeSet Descri pt or Fut ure PhyModeSet Descri ptor OPTIONAL -- variable

}

Dupl exMbde 11 = ENUMERATED ({
fdd (0),
tdd (1)

}

TdnmaZoneDownl i nk = ENUMERATED ({
present (0),
not Pr esent (1)

}

Downl i nkPower Control ::= ENUMERATED {

downl i nkPower Cont r ol No

(0)

, i gnore PhyThr eshol dsLi st (0)

downl i nkPower Control Yes (1)
}
Encrypti onMode 11 = ENUMERATED ({
encryptionOn (0),
encryptionCf f (1)
FrameOf f set ;= INTEGER(0..20) -- 5 bit, granu=0,05 ns,range=[0,1] ns

Peri odRangi ngl nvitation ::

Ti mer G anuConnection ::
Ti mer GranuSecurity

Upl i nkNunber PduPer FecBIl ock

onePduPer FecBl ock
sever al Per FecBIl ock (1)

}

Upl i nkNunber M danbl ePer Burst :: =
oneM danbl ePer Bur st (0),

sever al M danbl ePer Burst (1)

| NTEGER( 0. . 255)

| NTEGER( 8. . 255)
| NTEGER( 1. . 63)

8 bit, granu=1000 frane
0 nmeans no invitations

-- 8 bit, granu=l frame
-- 6 bit, granu=128 frane
ENUMERATED {
ENUMERATED {
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Cr MaxNumber Retri es = INTEGER(O..15) -- 4 bit
CrStarti ngW ndowSi ze = | NTEGER(O. . 7) -- 3 bit
Cr MaxBackof f W ndow = I NTEGER(O..63) -- 6 bit
Fi xedVari abl eChannel I nd :: = ENUMERATED {
fi xedChannel (0), -- shall be used
vari abl eChannel (1) -- not all owed
}
PhyMbodeSet Descr i pt or .1 = SEQUENCE {
psdi Psdi , -- 4 bit
downl i nkPhyThr eshol dsLi st PhyThr eshol dsLi st, -- variable
upl i nkPower ModChangeLi st NonTc  Upl i nkPower ModChangelLi st, -- variable
upl i nkPower ModChangelLi st Tc Upl i nkPower ModChangelLi st -- variable
}
Psdi ::= I NTEGER {phyMbdeSet1l (1), phyMddeSet2 (2)} (0..15) -- 4 bit
PhyThr eshol dsLi st 1= SEQUENCE (SIZE(2..7)) OF PhyThreshol dPair
-- allows 2..7 PHY nodes per set, 2*8 bit per pair, see RRC
-- 1st pair for DL ATPC, to be ignored if no DL ATPC
-- 2nd pair for nodel/ node2, 3rd pair for node2/ node3, etc.
Upl i nkPower MbdChangeLi st :: = SEQUENCE (S| ZE(1..6)) OF UplinkPower ModChangePai r
-- allows 2..7 PHY nodes per set, 6 bit per entry, see conmon
-- TX power steps for UL PHY change
-- 1st gap pair for nobdel/ node2,
-- 2nd gap pair for npde2/ node3, etc.
PhyThr eshol dPai r 1= SEQUENCE ({
upThr eshol d Cnr Threshol d, -- channel quality increase
downThr eshol d Cnr Threshol d -- channel quality decrease
}
Upl i nkPower ModChangePai r :: = SEQUENCE {
upPower ModChange Upl i nkPower ModChange, -- channel quality increase
downPower MbdChange Upl i nkPower ModChange -- channel quality decrease
}
Rl cFrequencyLi st ::= SEQUENCE (Sl ZE(1..32)) OF PairCf CarrierFrequenci es
Pai r Of Carri er Frequenci es :: = SEQUENCE {
upl i nkCarri er Frequency Carri er Frequency,
downl i nkCarri er Frequency Carri er Frequency -- equal to uplinkFrequency for TDD
}
CarrierFrequency ::= | NTEGER(O..130000) -- 17 bit, granu=0,5 MHz, range=[0, 65] GHz
R cMul ti pl eTi dBr oadcast Basi ¢ 1= SEQUENCE (Sl ZE(1..50)) OF PairTi dMessageBasi c
Pai r Ti dMessageBasi c 11 = SEQUENCE {
tid Ti d,
nmessagesFor Ti dPacki ngBasi c MessagesFor Ti dPacki ngBasi c
}
MessagesFor Ti dPacki ngBasi ¢ ::= CHO CE {
rl cQueuesSt at usReq Rl cQueuesSt at usReq, -- DL Ba
r1 cRangi ngConti nue Rl cRangi ngCont i nue, -- DL Ba
rl cRangi ngSuccess Rl cRangi ngSuccess, -- DL Ba
r1 cPhyCapabilitiesReq Rl cPhyCapabi |l i ti esReq, -- DL Ba
rl cPhyCapabi litiesCnf Rl cPhyCapabi liti esCnf, -- DL Ba
ri cQ herCapabilitiesReq R cQt her Capabi l i ti esReq, -- DL Ba
rl cQ her CapabilitiesCnf Rl cQt her Capabi l i ti esCnf, -- DL Ba
rlclnitializati onCnd Riclnitializati onCnd, -- DL Ba
r 1 cDownl i nkPhyModeChange Rl cDownl i nkPhyMbdeChange, -- DL Ba
ricUplinkCorrection Rl cUpl i nkCorrection, -- DL Ba
rl cMeasurenent ReportCriterium R cMeasurenentReportCriterium -- DL Ba

ETSI



r | cHandover Cnd

r1 cConnecti onAddi ti onSet up
rl cConnect i onChangeSet up

rl cConnectionbDel etionlnit
rl cConnecti onDel eti onAck
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R cHandover Cnd, -- DL Ba
Rl cConnect i onAddi ti onSet up, -- DL Ba
Rl cConnect i onChangeSet up, -- DL Ba

Rl cConnectionDel etionlnit, --
Rl cConnect i onDel eti onAck --

Rk bk S R R S b o kO S R Rk ko kR SR kS b S R R

-- Messages for

Request - Grant (Cl ause 9)

Rk b ok S R R R I b o O R R Rk Sk kS ko kR R o S R R

Rl cBandwi dt hReq .1 = SEQUENCE {
cai d2 Cai d,
pi ggyback?2 Pi ggyback,
cai d3 Cai d,
pi ggyback3 Pi ggyback

2 byte, conmon
1 byte, conmon
2 byte, conmon
1 byte, conmon

Req- >NonReq Ba
NonReg- >Req Ba

-- This nmessage carries the queue status of three connection aggregates that are
-- selectable by the AT without any restrictions. CA2 and CA3 are contained in the
-- payload, CAl is represented by the CID and piggyback fields in the header.

Rl cQueueSt at usReq ::= SEQUENCE (Sl ZE(1..6)) OF Caid -- DL, conmon
Rl cQueueSt at usRsp :: = SEQUENCE (Sl ZE(1..6)) OF Piggyback -- UL, conmon
EZE R S I O O O kO
-- Messages for Initialization (O ause 10)
- EE R O I O
Rl cRangi ngl nvitation 11 = SEQUENCE { -- DL
at MacAddr ess At MacAddr ess, -- 48 bit, conmon
tid Ti d, -- 10 bit, common
basi cCi d Basi cCi d, -- 16 bit, conmon
primaryCi d PrimaryCid, -- 16 bit, common
secondaryCi d SecondaryCi d, -- 16 bit, conmon
basi cCai d Cai d, -- 16 bit, common
pri maryCaid Cai d, -- 16 bit, conmon
secondaryCai d Cai d, -- 16 bit, common
apTxPower | ndi cati on ApTxPower | ndi cati on -- 5 bit, conmon
}
Rl cRangi ngReq 11 = SEQUENCE { -- UL, increasing or adapted power
rangi ngSt at us Rangi ngSt at us -- 2 bit
}
Rl cRangi ngCont i nue 11 = SEQUENCE ({ -- DL, adapt power, send Req
ti m ngAdj ust Rangi ng Ti m ngAdj ust Ranging, -- 13 bit, comon
upl i nkPower | nc Upl i nkPower | nc -- 6 bit, common
}
Rl cRangi ngSuccess 11 = SEQUENCE { -- DL, adapt power, send Ack

ti m ngAdj ust Rangi ng Ti m ngAdj ust Rangi ng, -- 13 bit, conmon
upl i nkPower | nc Upl i nkPower | nc, -- 6 bit, comon
initializationStatus InitializationStatus -- 1 bit

}

Rl cRangi ngAck ;1= SEQUENCE {
rangi ngSt at us Rangi ngSt at us -- 2 bit

}

Rl cPhyCapabi liti esReq 11 = SEQUENCE {

Rl cPhyCapabi litieslnfo ::= SEQJENCE { -- AT offers its optional cap.
downl i nk64QanSuppor t Downl i nk64QanSupport, -- 1 bit
upl i nk16QansSuppor t Upl i nk16QanSupport, -- 1 bit
upl i nkTur boEncSupport Upl i nkTur boEncSupport,-- 1 bit
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upl i nkPower MaxQpsk

upl i nkPower Max16Qam
nunber Sai dSupport

term nal Type

pai r O Carri er Frequenci es

pai r Of Carri er Frequenci esHi gh Pair O Carri er Frequenci es -- 34 bit

}

Rl cPhyCapabi liti esCnhf ::= SEQUENCE { -- AP commands what to use
downl i nk64QantJse Downl i nk64QaniJse, -- 1 bit
upl i nk16QanmJse Upl i nk16Qanise, -- 1 bit
upl i nkTur boEncUse Upl i nkTur boEncUse, -- 1 bit
upl i nkPreanbl eLengt h Upl i nkPreanbl eLength, -- 1 bit
upl i nkPower MaxQ@sk Upl i nkPower Max, -- 4 bit, comon
upl i nkPower Max16Qam Upl i nkPower Max, -- 4 bit, common
initializationStatus InitializationStatus -- 1 bit

}

R cOQ herCapabiliti esReq ::= SEQUENCE {

}

R cQt her Capabi litieslnfo ::= SEQJENCE { u
nunmber Upl i nkConnsSuppor t Nurber Upl i nkConnsSupport, 2 byte
nunmber Downl i nkConnsSuppor t Nurber Downl i nkConnsSupport, 2 byte
nunmber ConnAggsSuppor t Nurber ConnAggsSupport, 2 byte
nunber ConnsPer ConnAggSuppor t Nurber ConnsPer ConnAggSupport, 2 byte
cr Support Cr Support, 1 bit
tripl eDesSupport Tri pl eDesSupport, 1 bit
term nal Cl Capabilities Terminal G Capabilities vari abl e

}

Rl cQt her Capabi litiesCnf ::= SEQUENCE {
nunber Upl i nkConnsUse Nunber Upl i nkConnsUse,
nunber Downl i nkConnsUse Nunmber Downl i nkConnsUse,
nunber ConnAggsUse Nunmber ConnAggsUse,
nunber ConnsPer ConnAggUse Nurber ConnsPer ConnAggUse,
tripl eDesUse Tri pl eDesUse

}

Rangi ngSt at us = ENUMERATED { -- 2 bit
t x Power Max (0),

t xPower Bet ween (1),
t xPower M n (2)

}

InitializationStatus = ENUMERATED { -- 1 bit
initializationContinue (0), -- AT to expect further messaging for init
initializationFinished (1) -- init finished

}

Riclnitializati onCnd = SEQUENCE { -- DL
initializationCrd InitializationCrd -- 3 bit

}

InitializationCnrd = ENUMERATED ({
rej ect edFr omNet wor k (0),

r ej ect edFr onChannel (1),
firstlnitialization (2),
transni ssi onSt op (3),
transmi ssi onReSt art (4)

}

Upl i nkPreanbl eLengt h : 1= ENUMERATED ({
| engt h16bit (0),
| engt h32bi t (1)

}

Downl i nk64QanSupport ;1 = ENUMERATED ({

Upl i nkPower Max, -- 4 bit, common
Upl i nkPower Max, -- 4 bit, common
Nunber Sai dSupport, -- 10 bit

Ter m nal Type, -- 1 bit

Low PairOCarrierFrequencies, -- 34 bit

downl i nk64QanmNot Support ed (0),
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downl i nk64QanSupport ed (1)
}
Upl i nk16QanSuppor t 1= ENUMERATED ({
upl i nk16QanmNot Support ed (0),
upl i nk16QanSupport ed (1)
}
Downl i nk64QanmUse : 1= ENUMERATED ({
downl i nk64QamNot Used (0),
downl i nk64QanmJsed (1)
}
Upl i nk16QaniJse : 1= ENUMERATED {
upl i nk16QanmNot Used (0),
upl i nk16QaniJsed (1)
}
Upl i nkTur boEncSuppor t : 1= ENUMERATED ({
upl i nkTur boEncNot Supported (0),
upl i nkTur boEncSupport ed (1)
}
Upl i nkTur boEncUse . : = ENUMERATED ({
upl i nkTur boEncNot Used (0),
upl i nkTur boEncUsed (1)
}
Ter mi nal Type ;1 = ENUMERATED ({
t er m nal Fdd (0),
term nal Hf ddW t hTdmAndTdma (1)
}
Tri pl eDesSupport : 1= ENUMERATED ({
tripl eDesNot Supported (0),
tripl eDesSupported (1)
}
Tri pl eDesUse 1= ENUMERATED ({
tripl eDesNot Used (0),
tripl eDesUsed (1)
}
Term nal C Capabilities ;.= OCTET STRING (Sl ZE(O. . 32)) -- variable
Number Upl i nkConnsSupport = | NTEGER( 4. . 65535) -- 2 byte, incl MAC ngnt conns
Nurber Downl i nkConnsSuppor t = I NTEGER(5. . 65535) -- 2 byte, incl MAC ngnt conns
Nurnber ConnAggs Suppor t = I NTEGER( 1. .65535) -- 2 byte
Nunmber ConnsPer ConnAggSuppor t = | NTEGER( 1. .65535) -- 2 hyte
Nunber Sai dSupport ;.= I NTEGER( 1. . maxNunber Sai dSupport) -- 10 bit
maxNumber Sai dSuppor t Nunber Sai dSupport  ::= 1023
Nurber Upl i nkConnsUse = | NTEGER(4. .65535) -- 2 byte, incl MAC ngnt conns
Nurmber Downl i nkConnsUse = | NTEGER(5. . 65535) -- 2 byte, incl MAC ngnt conns
Number ConnAggsUse = | NTEGER( 1. .65535) -- 2 byte
Nunmber ConnsPer ConnAggUse = | NTEGER( 1. .65535) -- 2 hyte
Cr Support ;1 = ENUMERATED ({
cr Support No (0),
cr Support Yes (1)
}
R R R R EEEEEEEEEEEEESEEEEESEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
-- Messages for Radi o Resource Control (d ause 11)
- R R R R R EEEEEEEEEEEEESEEEEEESEEERESEREREREEEEEEEEEEEEEEEEEEEEEEEES
Rl cMeasur enent Report Dat a : 1= SEQUENCE { -- UL
downl i nkPhyModeWant ed Downl i nkPhyMbde, -- 3 bit, common
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cnr Measur ed Cnr Measur ed, -- 8 bit
r xPower Measur ed RxPower Measur ed, -- 8 bit
t xPower Measur ed TxPower Measur ed, -- 6 bit
t xPower Mar gi n TxPower Mar gi n, -- 6 bit
maxUpl i nkPhyMbde Upl i nkPhyMbde -- 3 bit, comon
}
Rl cDownl i nkPhyMbdeChange 1= SEQUENCE { -- DL
downl i nkPhyModeGr ant ed Downl i nkPhyMode -- 3 bit, common
}
Rl cDownl i nkPhyMbdeChangeAck 1= SEQUENCE { -- UL
downl i nkPhyModeGr ant edAck  Downl i nkPhyMode -- 3 bit, common
}
Rl cUpl i nkCorrection 1= SEQUENCE { -- DL
upl i nkPower | nc Upl i nkPower I nc, -- 6 bit, commmon
ti m ngAdj ust Fi ne Ti mi ngAdj ust Fi ne, -- 5 bit, comon
nmeasur enent Repor t Req Measur enent ReportReq -- 1 bit
}
Rl cMeasurenent Report Criterium::= SEQUENCE { -- DL,
peri odMeasur enent Report At Speci fic Peri odMeasurenent Report -- 3 bit,
-- overwites peri odMeasur enent Report GBI
}
Rl cHandover Cnd 1= SEQUENCE { -- DL
at MacAddr ess At MacAddr ess, -- 48 bit, common
newPai r Of Carri er Frequenci es Pai rOf Carri er Frequencies, -- 34 bit
apcld Apcld -- 24 bit
}
Apcld ::= INTEGER(1..16777216)
Rl cHandover Ack : 1= SEQUENCE { -- UL
at MacAddr ess At MacAddr ess -- 48 bit, common
}
Measur enment Repor t Req 11 = ENUMERATED ({
nmeasur enent Repor t Request edNo (0),
nmeasur enent Report Request edYes (1)
}
Cnr Measur ed | NTEGER( 0. . 255) -- 8 bit, granu=0.25dB, range=[ 4, 40] dB, absol ute

Cnr Threshol d | NTEGER( 0. . 255) -- 8 bit, granu=0.25dB, range=[ 4, 40] dB, absol ute

RxPower Measured ::= | NTEGER(O..255) -- 8 bit, granu=0.25dB, range=[ - 88, - 28] dBm absol ute

TxPower Measured ::= | NTEGER(O0..63) -- 6 bit,granu=1. 00dB, range=[-26, +20] dBm absol ut e
TxPower Mar gi n = | NTEGER(O0..63) -- 6 bit,granu=0.25dB, range=[0, 12] dB, i ncr enent al
Per i odMeasur enent Report 1= I NTEGER {

usePeri odi cMeasur enent Report GBI (0),

-- only for periodMeasurenent Report At Specific in R cMeasurenentReportCriterium
-- but not for

-- peri odMeasur enment Report GBI in R cGeneral Broadcast | nformati on
peri od050 (1), -- 50 ms
peri 0dl100 (2), -- 100 s
peri od150 (3), -- 150 ms
peri 0d200 (4), -- 200 ms
noPeri odi cReports (5)
}
Peri odMeasur enent Report GBI :: = Peri odMeasur enent Report

(peri 0d050. . noPeri odi cReports)

Rk b I o S kR R I I R Sk ok bk S O R o R SRR S S

-- Messages for Security Control (d ause 12)

Rk b I ok S R I R I kO Rk Ik Sk kR kO O Rk S b S R
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R cAut hCmd :: = SEQUENCE { -- DL
}
Rl cAut hvanuf acturerlnfo ::= SEQUENCE { -- U
manuf act urer X509certifi cate ManufacturerX509certificate
}
Rl cAut hReq :: = SEQUENCE { -- UL
manuf acturerl D Manuf act urer | D,
at Publ i cKey At Publ i cKey,
at X509certificate At X509certificate
}
Rl cAut hReply ::= SEQUENCE { -- DL
aut hKey Aut hKey,
akSeqNo AkSeqNo,
akLi feTi me AkLi f eTi ne,
said Sai d
}
Rl cAut hRej ect ::= SEQUENCE { -- DL
aut hRej ect Err or Code Aut hEr r or Code,
errorlnfoText ErrorlnfoText OPTI ONAL
}
R cAut hlnvalid ::= SEQUENCE { -- DL, unsolicited information
aut hl nval i dEr r or Code Aut hEr r or Code,
errorl nfoText Errorl nfoText OPTI ONAL
}
Rl cTekAl | ocation ::= SEQUENCE { -- DL
said Sai d,
tekl Tek, -- authentication with HVMAC, encrypted with AK
tekl1Li feTi me TekLi f eTi me, -- remaining TEK lifetine
t ek1SequenceNunber TekSeqNo,
i vPar anet er | vPar anet er,
hmac HmacKeyedMessageDi gest ,
initializationStatus InitializationStatus -- 1 bit
}
-- message send twice with different lifetinmes tekl is shorter than the one for tek2
R cTekReq :: = SEQUENCE { -- UL, requesting TEK, authentication with HVAC
sai d Sai d,
hrmacDi gest HmacDi gest
}
R cTek2Req ::= Rl cTekReq
Rl cTekRej ect ::= SEQUENCE { -- DL
t ekSegNo TekSeqNo,
said Sai d,
t ekEr r or Code TekEr r or Code,
errorl nfoText Errorl nfoText OPTI ONAL
}
Rl cTekl nvalid ::= SEQUENCE { -- DL, if AT uses invalid TEK for encryption
t ekSegNo TekSeqgNo,
sai d Sai d,
t ekErr or Code TekEr r or Code,
errorlnfoText Errorl nfoText OPTI ONAL
}
At Publ i cKey = OCTET STRING (SIZE(128)) -- 128 bytes
Aut hKey = OCTET STRING (SIZE(20)) -- 20 bytes
Tek = OCTET STRING (SIZE(16)) -- 16 bytes
TekLi f eTi me = I NTEGER ( 1..1048575) -- 20 bit,granu=1lm n, max=2years
AkLi f eTi nme = | NTEGER (10..1048575) -- 20 bit,granu=1lm n, nax=2years
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TekEr r or Code

Aut hl nval i dEr r or Code
TekSeqgNo

AkSeqgNo

HmacDi gest

Aut hEr r or Code 1=
reAut hori zat i onRequest

per manent Rej ecti on

}

HmacKeyedMessageDi gest
Manuf act ur er X509certifi cat
At X509certificate

KeyRepl yMsgAut henti cati on
Manuf act urer| D

| vPar anet er

Errorl nfoText

| NTEGER( 0. .
| NTEGER( 0. .
| NTEGER( 0. .
| NTEGER( 0. .

255)
255)
3) --
3) --

OCTET STRING (Sl ZE(20)) --

ENUMERATED {

ed (0),
(D

STRI NG ( Sl ZE( 20))
STRI NG ( S| ZE( 64))
STRI NG ( S| ZE( 64))
STRI NG ( Sl ZE( 20))
STRI NG ( S| ZE( 10))

e .

OCTET STRING (S| ZE(8))

| A5String( Sl ZE(O. . 128))

2 bit (instead of 1 byte)
2 bit (instead of 1 byte)

20 byte, HVAC with SHA-1

64 bit

SRR I S S S O R O S S O R S O

Messages for Connection

Control (d ause 13)

SRR I S S S R S S R S S S

Rl cConnecti onAddi tionlnit

© 1= SEQUENCE {

transactionld Transacti onl d, -- 17 bit
clid did, -- 3 bit
connectionC Paraneters ConnectionCl Paraneters, -- variable
scid Sci d, -- 2 bit
di recti onChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage -- 2 bit

}

Rl cConnecti onAddi ti onSet up ::= SEQUENCE {
transactionld Transactionld, -- 17 bit
assi gnedC d Assi gneddi d, -- 16 bit
assi gnedCai d Assi gnedCai d, -- 16 bit
pmAssoci ati on PmAssoci ati on, -- 1 bit
clid did, -- 3 bit
connectionC Paraneters ConnectionCl Paraneters, -- variable
scid Sci d, -- 4 bit
di rectionChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage, -- 2 bit
sai d Sai d, -- 16 bit
contenti onFl ag Cont ent i onFl ag, -- 1 bit
confirmati onCode Confi rmati onCode -- 1 bit

}

Rl cConnecti onAddi ti onAck ::= SEQUENCE {
transactionld Transactionl d, -- 17 bit
assi gnedC d Assi gneddi d, -- 16 bit
confirmati onCode Confi rmati onCode -- 1 bit

}

Rl cConnecti onChangel nit ::= SEQUENCE {
transactionld Transactionld, -- 17 bit
cid cd, -- 16 bit
scid Sci d, -- 2 bit
di rectionChoi ce Di recti onChoi ce, -- variable
ar gUsage Ar qUsage -- 2 bit

}

Rl cConnect i onChangeSet up :: = SEQUENCE {
transactionld Transacti onl d, -- 17 bit
assi gnedC d Assi gneddi d, -- 16 bit
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assi gnedCai d
pmAssoci ati on
scid

di rectionChoi ce
ar qUsage
contenti onFl ag
confirmati onCode

}

Rl cConnect i onChangeAck
transactionld
assi gnedG d
confirmati onCode

}

Rl cConnecti onDel eti onln
transactionld
requestedCG d

}

Rl cConnect i onDel eti onAc
transactionld
requestedCid

}

Conf i rmati onCode
connAccepted (0),
connRej ect (1)

}

Request edCGi d
Assi gnedGi d

Assi gnedCai d

Transactionld

aid
cel | Based (1),
packet Based (2)} (

Connecti onCl Paraneters ::

Assi gnedCai d, -- 16 bit
PmAssoci ati on, -- 1 bit
Sci d, -- 2 bit
Di recti onChoi ce, -- vari abl
Ar qUsage, -- 2 bit
Cont ent i onFl ag, -- 1 bit
Confi rmati onCode -- 1 bit
;1= SEQUENCE {
Transactionl d, -- 17 bit
Assi gnedGi d, -- 16 bit
Confi rmati onCode -- 1 bit
it ::= SEQUENCE {
Transactionl d, -- 17 bit
Request edCGi d -- 16 bit
k ::= SEQUENCE {
Transactionld, -- 17 bit
Request edCi d -- 16 bit
ENUVERATED { -- 1 bit,
Dat aCi d -- 16 bit,
Dat aCi d -- 16 bit,
Cai d -- 16 bit,
| NTEGER(O. . 131071) ~-- 17 bit,
| NTEGER ({ -- 3 bit
0..7)

= OCTET STRI NG (S| ZE(0. . 63))

Sci d : = ENUMERATED ({ -- 2 bit
peri odi cReal Ti me (0),
real Ti me (1),
nonReal Ti me (2),
best Ef f ort (3)
}
PmAssoci ati on .. = ENUMERATED ({
pmAssoci at ed (0),
pmNonAssoci ated (1)
}
Sai d = | NTEGER( 0. . 65535) -- 16 bit
ArqUsage :: = ENUMERATED ({
NoARQ (0),
onceARQ (1),
twi ceARQ (2)
}
Cont enti onFl ag ::= ENUMERATED { -- 1 bit
contenti onReqsNot Al | oned (0),
contenti onRegsAl | owed (1)
}
Di recti onChoi ce = CHO CE {

e

request status

temp for
temp for

AT initiated req
AT initiated req

tenp for AT initiated req

uni quel y assi gned by sender

vari abl e, contains VPl for CBCS
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upl i nkDirection

downl i nkDi recti on

bi di recti onal Synmetri cal
bi di recti onal Asymetri cal

Di recti onDescr,
DirectionDescr,
Di recti onDescr,
Bi di recti onal Asymetri cal

}

Directi onDescr
guar ant eedBi t Rat e
maxi nunBi t Rat e
maxi munBur st Si ze

SEQUENCE {
Quar ant eedBi t Rat e,
Maxi munBi t Rat e,
Maxi munBur st Si ze,

connect i onM nPhyMbde Upl i nkPhyMode, -- O for all DL DirectionDescr
transfer Del ay Tr ansf er Del ay
}
Bi di recti onal Asymmetri cal = SEQUENCE {
upl i nkDi rection Di rectionbDescr,
downl i nkDi recti on DirectionDescr
}
Bi t Rat e = | NTEGER(1..130000) -- 17 bit, granu=1lkbit/s, max=130Miit/s
Guar ant eedBi t Rat e = BitRate
Maxi nunBi t Rat e = BitRate

Tr ansf er Del ay I NTEGER(O| 5..63)-- 6 bit, granu=1lns, nex=63ns,

0 means TransferDel ay=infinity
8 bit, granu=1PduPayl oad=51byte
0 means MaxBurstSize=infinity

applies only for data conns

| NTEGER( 0. . 255) - -

Maxi munBur st Si ze

SRR I S S S R S R S R S S

Common part

ESE R I S S S S O S R S R O O

Gd = | NTEGER( 0. . 65535) -- 16 bit, connection ID
Tid = | NTEGER( 0. . 1023) -- 10 bit, termnal ID
Cai d = | NTEGER( 0. . 65535) -- 16 bit, connection aggregate |ID
At MacAddr ess = OCTET STRING (SIZE(6)) -- 48 bit, MAC-48 address
Basi cCi d = G d(10..1033)

PrimaryCi d = G d(1034..2057)

SecondaryCi d = G d(2058..3081)

Dat aGi d = Ci d(3082..65535)

-- Normative specifications for specific Gd val ues:

-- Broadcast Ci d 1= 0

-- Mul ti pl eTi dBr oadcast Basi cCi d =1

-- DumyCi d =3

-- Rangi ngCi d =4

-- Normative specifications for specific Tid val ues:

-- Contenti onWndowTid ::= 0

-- EndOf MapTi d =1

-- normal Tid shall be in the range [2,1023]

Pi ggyback = | NTEGER( 0. . 255)

Upl i nkPower | nc = INTEGER(O0..48) -- 6 bit, granu=0.5dB, range=[-20, +4]dB
Upl i nkPower | ncRangi ngSt art = | NTEGER(O. . 7) -- 3 bit,granu=1.0dB, range=[ +1, +8]dB
Upl i nkPower ModChange = INTEGER(0..32) -- 6 bit,granu=0.5dB, range=[ -8, +8]dB
Upl i nkPower Max = | NTEGER(10..20) -- 4 bit,granu=1.0dB, range=[+10, +20] dBm
ApTxPower | ndi cati on = I NTEGER(O0..31) -- 5 bit,granu=1dB, range=[0, +31] dBm

Ti m ngAdj ust Fi ne = I NTEGER(O..16) -- 5 bit, granu=0.25*synbol,

i ncrenent al

range=[ - 2, +2] synbol s,
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Ti m ngAdj ust Rangi ng I NTEGER(O. . 8191)-- 13 bit, granu=0. 25*synbol ,

-- range}[ 0, 80] us, absolute val ue

Downl i nkPhyMode ;1= ENUMERATED ({ -- 3 bit
noNewPhyMode (0),
downl i nkPhyMbodel (1),
downl i nkPhyMbde?2 (2),
downl i nkPhyMode3 (3),
downl i nkPhyMbde4 (4),
downl i nkPhyModeFut ur eReserved (7)
}
Upl i nkPhyMode 11 = ENUMERATED ({ -- 3 bit
undefi ned (0),
upl i nkPhyModel (1),
upl i nkPhyMode2 (2),
upl i nkPhyMode3 (3),
upl i nkPhyModeFut ur eReser ved (7)
}
END
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Annex C (informative):
Formats of service primitives

Table C.1: Complete ASN.1 description of service primitives

HAservicePrimtives
DEFI NI TI ONS

AUTOMATI C TAGS :: =
BEG N
| MPORTS Rl cConnecti onAdditionlnit,

Rl cConnecti onAddi ti onAck,
Rl cConnect i onChangeSet up,

Rl cConnect i onAddi ti onSet up,
R cConnecti onChangel ni t,
R cConnecti onChangeAck,

Rl cConnectionDel etionlnit, R cConnectionDel eti onAck

FROM HApr ot ocol Prinitives;

ESE R I S S S S O R O S S R S S

Li sts of service primtives (for connection control)

SRR I S S S S O R O S S R S R S S

Dl cConnecti onAddi ti onl ni t Req = Rl cConnectionAdditionlnit
Dl cConnecti onAdditionlnitlnd = Rl cConnecti onAdditionlnit
Dl cConnecti onAddi ti onReq = Rl cConnecti onAddi ti onSet up
Dl cConnecti onAddi ti onl nd = Rl cConnecti onAddi ti onSet up
Dl cConnecti onAddi ti onRsp = Rl cConnecti onAddi ti onAck

Dl cConnecti onAddi ti onCnf = Rl cConnecti onAddi ti onAck

Dl cConnect i onChangel ni t Req = Rl cConnecti onChangel nit

Dl cConnecti onChangel nitlnd = Rl cConnecti onChangel nit

Dl cConnect i onChangeReq = Rl cConnect i onChangeSet up

Dl cConnect i onChangel nd = Rl cConnecti onChangeSet up

Dl cConnect i onChangeRsp = R cConnect i onChangeAck

Dl cConnect i onChangeCnf = Rl cConnecti onChangeAck

Dl cConnecti onDel eti onReq = Rl cConnectionDel etionlnit
Dl cConnecti onDel eti onl nd = Rl cConnectionDel etionlnit
Dl cConnecti onDel eti onRsp = Rl cConnecti onDel eti onAck

Dl cConnecti onDel eti onCnf = Rl cConnecti onDel eti onAck
END
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Annex D (informative):
MSC interpretation guidelines

This Technical specification contains a number of Message Segquence Diagrams and High Level Message Sequence
Diagrams. In order to facilitate the reading of the present document this annex gives alight guideline on the way these
diagrams should be read and interpreted.

MSC language is a graphical and textual language for the description of the interactions between system components.
The language is an international standard defined in ITU-T Recommendation Z.120 [8]. Each MSC diagram represents
one scenario of either atypical or an exceptional exchange of messages between system parts.

Most common elements are described in the example M SC diagram. In addition the following table list the language
elements used in the present document.

.

One of the forms of comment.

The timer symbol with upper part denoting the start and the bottom arrow
the timer expiry.

T_TimerName

The timer symbol with the bottom arrow denoting the timer expiry.

T_TimerName

The opt keyword indicates optional message sending.

Yy

The alt keyword indicates alternative, in this case either message X or
message Y is sent.
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Communicating Condition

Diagram entity
name [
s
MSC ExampleMSC
Timer gart
symbol
Message StartCondition
from AT to
AP
Reg
B X TR
The box with keyword exc shows -
actions perforemed if exceptiona oc Reject 1
conditions are met. The actions >
below are not executed if the N
exceptiona conditions are met
and other way around.
local action
I
Thisisacomments | |
R . . MediumCondition
The activities defined in the
MSC reference are executed .
zero to mtimes. local action
I
N
\[ loop <0, n> LoopMscReference
‘ v
new TEK, IVAP
ischosen
gTekSeqNo
Reply
( /* Said, [TEKn+1] encrypted with AK, IVAP, Hmec,
TekLifeTime, TekSegNo, InitializationStatus */ )
ContinueCondition local action
EndCondition
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HM SC diagrams can be productively used to specify more complex patterns of message flows by showing sequences or
alternatives of atomic M SC scenarios shown only as M SC references.

Start

MSC SC_SecurityOverview 1(1)

Directed flow - ' i MSC Reference
of control 7 SCfAthermcatan SC | ReAthentlcanon —_— behind which
I ThereisaMSC

diagram

SC_FirsiTekAllocation |
)

SC Td(Refr&ehAllocauon

=
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Annex E (normative):
SDL specification of DLC protocol

E.1 The HIPERACCESS SDL model

The HIPERACCESS SDL model is at this stage a collection of individual models matching more important clauses of
the present document. There are models for:

. Radio Resource control,

. Initialization control,

. Connection management control,
. Security control.

The SDL models are formal in the sense that they are free of any syntactic and semantic errors. As such they are
suitable for simulation and validation and can serve as a reference implementation or an initial basis for
implementation.

The models are integrated with DLC protocol message specification in ASN. 1.

Each SDL model has been validated and has been improved until there was no behaviour that is undesired, such as
deadlocks, livelocks or similar. There are no states where a message could come without a specified transition that
handles such a case.

The models are always trying to capture what is going on in redity. In every model, there are simplifications and these
are no exception. In introduction to each model the most notable simplifications will be highlighted and explained.

E.2 Radio Resource Control SDL model

The Radio Resource Control is developed as a closed system, i.e. there are two communi cating processes representing
AP and AT side respectively and there are no other external events that affect the behaviour of the model. In order to do
that, the use of some SDL constructs needs to be shortly explained.

. The None event: thisis an event that can trigger a transition without any obvious or explained reason. Both AP
and AT radio resource control entities need to make some decisions based on some measurements and other
elements. It would be beyond the scope of the model to describe the precise relations between the external
conditions leading to some action and the actions that come. For modelling such behaviour the None event is
ideal since it models the decision taken by AP or AT without going into the reasons for such a step. For
example, one of the None events simulates that some threshol ds have been crossed leading to the appropriate
RIc message being sent to the AP side.

. The decision containing the SDL "ANY" operator. The semantic of thisisthat any of the branches following
the decision is taken without linking the path with any specific condition. This construct is useful to show all
possible behaviour alternatives without going into details of why a particular branch was chosen. The
advantage of using thisisthat state exploration tools explore possible traces through such decisions thus
exercising the model in all ways possible.

. The expression containing "ANY" operator applied to a specific type. For example the application of ANY
operator to atype Boolean will yield either true or false. There are situations in modelling where some
message parameters need to be filled but their values do not affect the behaviour in any way (or at least not the
behaviour of the part that is modelled). It is exactly for such situations that the operator was used.
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E.21 RRCAP

process type RRC_AP_PT 1(5)

i B
..i Start of RRC —
DCL B ¢ iinthe AP [RI cGenralBroadcast! nformation]
mReportData RlcM easurementReportData,
diPhyModeChange  RIcDownlinkPhyModeChange,
diPhyModeChangeAck  RicDownlinkPhyM odeChangeAck, :
ulCorrection RlcUplinkCorrection, e
mCriterium RlcMeasurementReportCriteri um;
DCL ghi RIcGeneral BroadcastI nformation;
DCL diPhyMode  DownlinkPhyMode := downlinkPhyM ode3; diPhyMode :=
downlinkPhyMode3
DCL grantedDIPhyMode DownlinkPhyMode;
DCL wantedDIPhyMode DownlinkPhyMode:
TIMERT_GBI := GbiDuration;
TIMERT_end := endDuration; .
- RRC_RLC _in
TIMER T_DownlinkPhyM odeChange := T_DaownlinkPhyModeChangeDuration;
TIMERT_UplinkCorrection := T_UplinkCorrectionDuration;
(RRC_UL)]
. . st
decidePM |} Decide DL Phy Mode (T_GBI)
“““ Prepare the content of RlcGeneral Broacast| nformationMessage .
prepGBI Just asimplified indication that it needsto be done Starting

RRC_RLC_out

(RRC_DL)]
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process type RRC_AP_PT
/* The sending of

Rl cGeneral Broadcast| nformation
can bedonein any state */

. In al states the the
Starting Sating | Rl cGeneral Broadcast! nformation
(Starting) may be sent
T_GBI T_GBI
RCanaabiaiN... modelling the GBI ReSaaabrod.... modelling the GBI
( CALL prepGB| sending (CALL prepGB sending
set st
(T_GBI) (T_GBI)
Deciding == Stay in the same state N Stay in the same state

newtype RrcDownlinkPhyM odeChangeOperators
operators prepPMC: DownlinkPhyMode -> RIcDownlinkPhyModeChange;
operator prepPMC;
fpar  dpm DownlinkPhyMode;
returns pmc RicDownlinkPhyModeChange;
dart;
task pmc!downlinkPhyModeGranted := dpm;
return;
endoperator;
endnewtype;

newtype RrcM easurementReportCriteriumOperators
operatorsprepCri: Integer /* dummy */ -> RIcMeasurementReportCriterium;
operator prepCri;
fpar dummy Integer;
returns mrCri RIcM easurementReportCriterium;
dart;
decision any;
(/* *1): task mrCri! periodM easurementReportAtSpecific := period050;
(/* *1): task mrCri! periodM easurementReportAtSpecific := period100;
(/* *1): task mrCri! periodM easurementReportAtSpecific := period150;
(/* */): task mrCri! periodM easur ementReportAtSpecific := period200;
(/* */): task mrCri! periodM easur ementReportAtSpecific := noPeriodicReports;
enddecis on; return;
endoperator;
endnewtype;

newtype RlcUplinkCorrectionOperators B
operators prepUL corr: Integer /* dummy */ -> RIcUplinkCorrection;
operator prepULcorr;
fpar dummy Integer;
returnsulc  RlcUplinkCorrection;
dart;
task
ulcluplinkPowerInc := any(UplinkPowerInc),
ulcltimingAdjustFine := any(TimingAdjustFine);
decision any;
(I* *1): task ulc!measurementReportReq := measurementRepor tRequestedNo;
(/* *1): task ulc!measurementReportReq := measurementReportRequestedYes;
enddecison; return;
endoperator;
endnewtype;

2(5)
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process type RRC_AP_PT

Deciding

(mReportData)

PhyM odeWanted

lvantedDIPhyMode : 4
njReportDatal downlinl

weftedD| Phy
QoNewPhyMod

true

grantedDIPhyMode
= wantedDIPhyM o

Deciding

AP decidesto allocate AT
to another PHY mode region

The procedure changesthe
grantedDI PhyM ode to noNewPhyM ode
in case of rgection

false true
tedDIPhy!
diPhyM false
true
" diPhyMode
i | grantedDIPhyMod
i Phyl’\)/:;lg;(’\:/lhcalge: .: DL Phy Mode
(grantedDIPhyM ode) changed down Hl PhyM odeChange : 4
prepPMC
(grantedDI PhyM ode)

RIcDownlinkPhy\
ModeChange
(diPhyModeCh

(T_DownlinkPhy_
ModeChange)

— L

RIcDownlinkPhy_
ModeChangeSent

RIcDownlinkPhy\
ModeChange
(diPhyModeCh

reset(T_end)

— L

Deciding

diPhyMode :=
diPhyMode
ChangeAck

! downlinkPhyM ode |

GrantedAck

RESET
(T_DownlinkPhy_
ModeChange)

resef(T_end)

L

Deciding

DL Phy Mode
changed up

305
: Exception Exception
Normal . .
DownlinkPhyMode DownlinkPhyMode
.......................... Change delayed, Change delayed
APretransmitted G reesseseesssssssssesssesens
RIcDownlinkPhy_
ModeChangeSent
| |
RIcMeasurement .
T_Downlinkl
«+|ReportData i
(mReportData) Modechange

SET
(T_DownlinkPhy_
ModeChange)

—

RIcDownlinkPhy_
ModeChangeSent
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process type RRC_AP_PT 4(5)

AP deddesto change ..:APdeddesthat Uplink ..: AP dedidesthat Downlink
reporting period correction is needed correction isneeded
Deciding
None
ANY
mCriterium := ..| ulCorredgion:= .| grantedDIPhyMode
prepCri(1) prepUL corr(1) :=|choosePM (d PhyModle)

Rl cMeasurement
Criterium
(mCriterium)

set(T_end) set(T_end)

R Rl cUplinkCorrecti tedDI Phy/
(ulCorrection) dlPhyM
) true false
= measurementReport_ diPhyMode | ... DL Phy Mode
RequestedY es = grantedDI PhyMod| changed down
|
true fdse i PhyModeChange : 3
prepPMC
f edDIPhyMode)
set(T_Uplink_ grant V!
Correction) res(T_end)
\l/ \l/ Rl cDownlinkPhy\
ModeChange
Measurement_ (dIPhyM odeChapde)
ReportData_ Deciding
Requested
SET
(T_DownlinkPhy_
ModeChange)
RIcDownlinkPhy_
ModeChangeSent
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process type RRC_AP_PT

Measurement_
ReportData_
Requested
AN——
|

5(5)

Rl cMeasurement

ReportData  reeeeeeees Normal
(mReportData)

reset(T_Uplink_
Correction)

IvantedDIPhyMode : 4
njReportDatal downlinl
PhyM odeWanted

wefitedD| Phy!
QoNewPhyMod

false true

grantedDIPhyMode .
= wantedDI PhyM odl Dediding

AP decidesto allocate AT
to another PHY mode region

The procedure changesthe
grantedDI PhyM ode to noNewPhyMode
in case of rgection

false

TedDIPhyi
dlPhyM

true false

diPhyMode DL Phy Mode

= grantedDI PhyModj changed down

A —

Hl PhyM odeChange : 4
prepPMC
grantedDIPhyM ode)

RIcDownlinkPhyN\
ModeChange
(diPhyModeCh

SET
(T_DownlinkPhy_
ModeChange)

— L

RlicDownlinkPhy_
ModeChangeSent

true

| PhyModeChange :
prepPMC

(grantedDI PhyMode)

Rl cDownlinkPhyN
ModeChange
(diPhyM odeCh

reset(T_end)

L

Deciding

LT _Uplink_
Corredtion

RlcUplinkCorrecti
(ulCorrection)

set(T_Uplink_
Correction)

L

Measurement_
ReportData_
Requested
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[RI oGeneral Broadcastl nformati on]

RRC_RLC _ir
—
[(RRC_DL)]

process type RRC_AT_PT

TIMER T_MeasurementReportData := T_MeasurementReportDataDuration;

DCL

mReportData RIcMeasurementReportData,
diPhyModeChange  RlcDownlinkPhyModeChange,
diPhyModeChangeAck  RIcDownlinkPhyM odeChangeAck,

Starting

ulCorrection RicUplinkCorrection,
mCriterium RIcM easurementReportCriterium;
diPhyMode = DCL ghi RlcGeneral Broadcast| nformation;
downlinkPhyMode3 DCL diPhyMode  DownlinkPhyMode := downlinkPhyMode3;

DCL grantedDIPhyMode DownlinkPhyMode;
DCL wantedDIPhyMode DownlinkPhyMode;

TIMER T_PeriodMeasurementReport;
DCL periodMeasRep Duration;

TIMER T_end := endDuration;

1(4)

RRC_RLC_out

(RRQUL)]
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process type RRC_AT_PT 2(4)
. fSI(;ILnrg;f(I; .. i Recepti onvd general
: 3 ¢ :broadcastin any sate
reception
i *
Starting (Starting)
i |RIcGeneral_ i |RIcGeneaal_
*-{Broadcast_ *-+| Broadcast_
Information (gbi) Information (gbi
periodMeasRep := periodMeasRep :=
calcRepDur(gbi! calcRepDur(ghi!
JperiodMeasurement | IperiodM easurement_|
ReportGBI) ReportGBI)
iodMeasR
/=0
true false
sg(now+periodMeasRep,
T_Period_
M easurementReport)|
Deciding -
newtype RefiodMeaeremmtRemeperatorSB newtype RrcM easurementReportDataOperators B
operators operators
calcRepDur: PeriodMeasurementReport prepMdataR: DownlinkPhyMode -> RlcMeasurementReportData;
-> Duration; changeWanted: DownlinkPhyMode -> Boolean;
operator calcRepDur; operator changeWanted;
fpar  per PeriodMeasurementReport; fpar cpm DownlinkPhyMode
returns dur Duration; returns Boolean;
dart; dart;
task dur :=0; decision any;
decision per = noPeriodi cReports; (/* *I): return true;
(true):return; (/* *1): return false
(false): enddecision;
task dur := endoperator;
if(per = period050)
then 50 * FrameDuration operator prepMdataR;
else fpar  wantedDIPhyMode DownlinkPhyMode;
if (per = period100) returns mReportData  RIcMeasurementReportData;
then 100 * FrameDuration dart;
dse if (per = period150) task
then 150 * FrameDuration mReportDatal downlinkPhyModeWanted := wantedDIPhyMode,
ese 200 * FrameDuration mReportDatal cnrMeasured := any(CnrMeasured),
fi mReportDatal rxPowerMeasured := any(RxPowerMeasured),
fi mReportDatal txPowerMeasured := any(TxPowerMeasured),
fi; mReportDatal txPowerMargin := any(TxPower Margin),
return; mReportDatal maxUplinkPhyM ode : = any(UplinkPhyM ode);
enddecison; return;
endoperator; endoperator;
endnewtype; endnewtype;
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process type RRC_AT_PT

_iCI(N+1) threshdd in
received DL signal crossed

Deciding

wantedDIPhyMode
:=|choosePM (d PhyMode)

mReportData :=
prepMdataR
(wantedDIPhyMode)

RIcMeasurement\
ReportData
(mReportData)

SET
(T_Measurement_
ReportData)

sff(now+periodMeasRgp,
T_Period_
M easurementReport)

set(T_end)

RlcM easurement_
ReportData_
Sent

mReportData:=
prepMdataR
(noNewPhyM ode)

sgt(now+periodM easRgp,
T_Period_
M easurementReport)

Deciding

*

(Starting)

Criterium
(mCriterium)

periodMeasRep := ——

calcRepDur(mCriterium!
periodM easurement_
ReportAtSpecific)

RIcUplinkCorr:
(ulCorrection)

‘correct UL power
and timing'

Imeasurement
ortl

= measurementReport_
RequestedY es

Deciding
angeWantt
| PhyMod
fdse true
m;?;rﬂ? aa;aR:: wantedDIPhyMode
(noNewPhyMods) :=|choosePM (diPhyModle)
RIcM easurement\ mReport(lj.'Jaa::
ReportData prepMdataR
(mReportData) (wantedDIPhyM ode))

RIcM easurement\
ReportData
(mReportData)

sg(now+periodMeasRep, SET
T_Period_ (T_Measurement_
M easurementReport)| ReportData)
sg(now+periodMeasRdp,
T_Period_
M easurementReport)
RIcMeasurement_
Deciding ReportData_
Sent

3(4)

ETSI



ETSI TS 102 000 V1.3.1 (2002-12)

RIcMeasurem
ReportData
(mReportData)

L

(now+periodM easRdp,
T_Period_
M easurementReport,

SET
(T_Measurement_
ReportData)

sg(now+periodMeasRep,

T_Period_
M easurementReport)

Deciding

RIcMeasurement_
ReportData_
Sent

213
process type RRC_AT_PT 4(4)
1 Exception Exception
: Normal . .
RIcDownlinkPhy_ RlcUplinkCorrection
......................... H ModeChange given priority
notarmiving intime § e
Rl cMeasurement
ReportData
Sent
\—T—
| | |
. atcge(gr;;nl;my T_Period_ ..|T_Measuremen ..|RicUplinkCorrgafion
(diPhyM odgeCh easurementRepoft ReportData (ulCorrection)
RESET Rl cMeasurement\ reset(
(T_Measurement_ ReportData T_Measurement_
ReportData) (mReportData) ReportData)
J
I I
SET .
e (T_Measurement_ oor;ﬁg [Iurh”;])g/ver
diPhyM odeChange ReportDat
SRR 1downlinkPhy,_ epariDas)
- ModeGranted
orr
= measurementReport_
fase true ! meamre[rnem RequestedY es
dIPhyM odeChange | dIPhyModeChange
Ack!downlinkPhy_|— downlinkPhy_ (T’ifd) — e (A
ModeGrantedAck :=} ModeGranted = RIcMeasurement_
ReportData_ —_—
T P
Deciding
diPhyModeChange
diPhyMode:= = !downlinkPhy_ Deciding
ModeGranted angewant
dIPhyMod
false true
mg?;m? ata;aR: wantedDI PhyMode
reset (noNewPhyMode) :=|choosePM (d PhyModgle)
(T_end)
| Rl cM easurement\ mReportData:=
r ReportData prepMdataR
Desiding (mReportData) (wantedDI PhyMode)
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E.3 Initialization control SDL model

Theinitialization control model uses several SDL signalsthat in principle match the protocol messages. However, there
are two exceptions worth mentioning:

RangingGrant signal is used to smulate to the AT side that the AP has given an Ranging grant.

EmptyGrant signal is used to simulate to the AP side that there is no content in the place for which an Ranging
grant was given.

E.3.1 ICAP

InitiaJiza[ionSJcm]

IC—AP [Initia]ize]

process type InitializationAP 1(12)

.......................

[* This page shows process gates as means of
communicating with other entities*/

IC_RLC_in

i wo]

[e0] | 1Ic_RLC out
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process type InitializationAP

I* Specification of local timers */

TIMER T_RangingAck := RangingAckDuration;

TIMER T_PhyCapabilitiesReq := PhyCapahilitiesRegDuration;
TIMER T_PhyCapahilitiesCnf := PhyCapahilitiesCnfDuration;
TIMER T_OtherCapahilitiesReq := Other CapahilitiesRegDuration;
TIMER T_OtherCapahilitiesCnf := OtherCapabilitiesCnfDuration;

/* Specification of local variables */ B

DCL

ranginglnvitation RIcRanginglnvitation,
rangingReq RIcRangingRe,
rangingContinue RlIcRangingContinug
rangingSuccess RIcRangingSuccess,
rangingAck RlcRangingAck,
phyCapabilitiesReq  RIcPhyCapabilitiesReq,
phyCapabilitiednfo  RIcPhyCapabilitiesinfo,
phyCapabilitiesCnf  RIcPhyCapabilitieCnf,
otherCapahilitiesReq  RIcOther CapabilitiesReq,
otherCapahilitiesinfo RIcOtherCapabilities nfo,
other CapahilitiesCnf  RlcOtherCapabilitiesCnf,
initializationCmd RlclnitializationCmd;

DCL rangingResponseKind RangingResponseKind;
DCL rangingAckOK RangingAckOK;

DCL ghi RIcGeneral Broadcast!nformation;
DCL timingAdjust TimingAdjustRanging;
DCL powerlinc UplinkPowerlnc;

DCL phyCapNeeded Boolean;

DCL authNeeded Boolean;

DCL otherCapNeeded ~ Bodlean;
DCL iStatus Initi alizationStatus;

/* Some special timers used only for modelling B
purposes. These place no normative requirements on the
implementations*/

TIMERT_GBI := GhiDuration;
/* Not mandatory, used in the mode to show regular sending of
RIcGeneral Broadcast! nformation messages */

TIMER T_AdjustingDdayGrant := T_AdjustingDelayGrantDuration;
TIMER T_SuccessDelayGrant := T_SuccessDelayGrantDuration;

ETSI
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process type InitializationAP 3(12)

/* Procedures used in AP by the Initialization process*/

startAPactivites || Starting regular broadcast

prepGB| “““ Prepare the content of RlcGeneral BroacastinformationMessage
Just a simplified indication that it needsto be done

A simplified procedure that indicates what

determi neRangi ngResponse ----- kind of responses can be given to RIcRangingRequest
messages
. . A simplified procedure that indicates what
rangmgAcka id |- kind of responses can be given to RIcRangingAck
messages
PhyCapabiIiti%NegotiationNeeded _____ A simplified procedure that models the AP decision to do

PhyCapabil itiesNegotiation or to skip it

i i eeded = || A simplified procedure that models the AP decision to do
ATTELE: HETH] = Authentication or to skipit

iliti iaionNeeded | |..... A simplified procedure that models the AP decision to do
OtherCapabilitiesNegotiationNeeded T S e e

I* Start of theinitialization
proccess for thefirst time*/

/* The sending of
Rl cGeneral Broadcast| nformation
can bedonein any state */

In all states thethe
o e Rl cGeneral Broadcastinformation
may be sent
start_
APactivities ULe]

RIcGeneralBr: .
Idle cadinformation =~ D-esees mot(ij_dllng U2E=]

( CALL prepGB sending

set
(T_GBI)

P Stay in the same state
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process type InitializationAP

newtype RIcRanginglnvitationOperators B

operators
preplnvitation: Integer /*dummy*/ -> RIcRanginglnvitation;
operator preplnvitation;
fpar i Integer;
returns RIcRanginglnvitation;
dart;
return ( (. atMacAddress, defTid, defBasicCid, defPrimaryCid, defSecondaryCid .) );
endoperator;
endnewtype;

newtype RlcPhyCapabilitiesCnfOperators
operators
prepPhyCapabilitiesCnf: Rl cPhyCapabilities nfo, InitializationSatus -> RlcPhyCapabilitiesCnf;
operator prepPhyCapabilitiesCnf;
fpar in info RIcPhyCapabilitiesinfo,
is InitiaizationStatus;
returns enf - RlcPhyCapabilitiesCnf;
dart;

task cnfldownlink64QamUse  := if (info!downlink64QamSupport = downlink64QamNotSupported)

then downlink64QamNoatUsed
else any(Downlink64QamUse)
fi;
task enfluplink16QamUse  := if (infoluplink16QamSupport = uplink16QamNotSupported)
then uplink16QamNotUsed
else any(Uplink16QamUse)

fi;
task cnfluplinkTurboEncUse  := if (info! uplinkTurboEncSupport = uplink Tur boEncNotSupported)
then uplinkTurboEncNotUsed
else any(UplinkTurboEncUse)
fi;

task cnfluplinkPowerMaxQpsk  := any(Upli nkPowerMax);
task cnf!uplinkPowerMax16Qam := any(UplinkPower Max);
task cnfluplinkPreamblelength := any(UplinkPreambleLength);
task cnflinitializationStatus := is
return;
endoperator;
endnewtype;

newtype RlcOther CapabilitiesCnfOperators
operators
prepOtherCapabilitiesCnf: Rl cOtherCapabilities nfo, Initiali zationStatus -> RIcOtherCapabilitiesCnf;
operator prepOtherCapabil itiesCnf;
fpar in info RIcOtherCapabilitiesinfo,
is InitidizationStatus;
returns enf - RlcOtherCapabilitiesCnf;
dart;
task cnfinumberUplinkConnsUse  := info! numberUpli nkConnsSupport; /* or smaller */
task cnfinumberDownlinkConnsUse  := info! numberDownlinkConnsSupport; /* or smaller */
task cnfinumberConnAggsUse := infolnumberConnAggsSupport; /* or smaller */
task cnf!numberConnsPerConnAggUse := info! numberConnsPer ConnAggSupport; /* or smaller */
task cnflinitializationStatus = is;
return;
endoperator;
endnewtype;

ETSI
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process type InitializationAP 5(12)

...: Can be received from . Qefnerimn?tli;Irilzt:?squwe .:Any signal in the queue ..:Sending of ..: Providea
the link supervision is removed RIcRanginglnvitation Ranging grant
removed
Idle Invited

— \

—
| |
«|initialize ol o NONE < NONE

g&?rﬁgmala?iron ----- modellingiheGal Idle Invited ..|RcRanginginvitalign -:| RangingGrant
( CALL prepGB sending (ranginglnvitati

I L

ranging_
Invitation := Invited WaitForReq
preplnvitation(1)
phyCapNeeded := PhyCapabilitiesNegotiationNeeded e
CALL The newinitialization
«++2 does not interupt the
[ { jongoing
authNeeded := A
CALL — Authenti cationNeeded
| WaitForReg,
e Invited, Adjusting,
_ RangingAckPending,
other CapNeeded := - | I
Cgi-\LL L——] OtherCapatilitiesNegotiationNeeded v RengingAckRecelved
—————— Initialize
phyCapNeeded or
authNeeded or
ather CapNeeded
true false
iStatus := iStatus :=
initialization_ initialization_ —_—
Continue Finished

RIcRanginglnvital
(ranginglnvitati

Invited

ETSI



219 ETSI TS 102 000 V1.3.1 (2002-12)
process type InitializationAP 6(12)
.........................
Thissignal smulates
-4 the Stuation where
nothing is received
................................ when the ranging
Normal grantis given Onegrant provided Onegrant provided Other sicnal
- for the RIcRangingReq - for the RIcRangingAck, - L= Smeds
First Req getting through In this state thisis with adjusted power, are remove
--------------------------------- expectej aslong as sent at |w loframg Tesssssssssssssssssnannnan
the transmitt power sent at least 10 frames after
istolow Rl cRangingSuccess
watkorRey | b e
—T
| |
..|RicRangingR . T_Adjusting_ T_Success_ 1+
(rangingReq) EmptyGrant DedayGrant DeayGrant
. . (rangingReq,
jetelgmeRasngnq ranging_ -+| RangingGrant ++|RangingGrant
ResponseKind,
timingAdjust,
powerinc)
rangi;% Invited Adjusting WaitForReq
conti nueRsp successRy

rangingContinue
= (. timingAdjust,

rangingSuccess
= (. timingAdjust,

powerinc.) powerIng, iStatus.)
RIcRangingConti Rl cRangingSu
(rangingContinue) (rangingSuccess)
sa set
(T_Adjusting_ (T_Success _
DdayGrant) DeayGrant)
WaitForReq WaitForReq
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process type InitializationAP

7(12)

..|RicRangingR
(rangingReq)

Exception
++=2 Normal +++% Normal e
; H Nothing was received
.......................... when theranging grant
i H isgiven
Adjusting : :

S E— : :
: i .
) i

HetermineRanging,

(rengingReq,

rangingResponseKind,

REFIED timingAdjug,
powerinc)
ranging_
=K
conti nueRsp successRy

rangingContinue
= (. timingAdjust,

rangingSuccess
= (. timingAdjust,

powerinc.) powerIng, iStatus.)
RIcRangingContin Rl cRangingSu
(rangingContinue) (rangingSuccess)
sa set
(T_Adjusting_ (T_Success
DdayGrant) DeayGrant)
Adjusting Adjusting

| T_Adjusting_
DdayGrant

--| RangingGrant

Adjusting

T_Success

Dé ayGrant | EmptyGrant

+*|RangingGrant

— L

--| RangingGrant

A grant for RIcRangingReq

-2 with adjusted power after
Rl cRangingContinue was sent

RangingA dkPendin Adjusting

A grant for RIcRangingAck The AT isgiven a
-2 after --2 grant to send anew

Rl cRangingSuccess was sent RangingReq with
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process type InitializationAP

RangingAckPendin

\——

..|RicRangingA
(rangingAck)

(rangingAck,
rangingAckValid | f—— rangingAcOK,
timingAdjust,
powerinc)
rangingAckOK
okRsp conti nueRsp successRy
rangingContinue rangingSuccess
= (. timingAdjust, = (. timingAdjust,
powerinc.) powerinc, iStatus.)
RIcRangingConti RIcRangingSu
(rangingContinu (rangingSuccess)
| sa st
- (T_Adjusting_ (T_Success
(T_RangingAck) DeayGran) DdayGrant)
gi ngAd(Recei\% Adjusting Adjusting

ETSI

8(12)
Exception Exception
RangingAck lost Successislostand AT
.......................... restarted A
| |
. ..|RicRangingR
S (rangingReq)
. . (rangingReq,
RangingGrant fetermineRengin rangingResponseKind,
Response timingAdjus,
powerinc)
ranging_
esponseKi
conti nueRsp successRy
rangingContinue rangingSuccess
:= (. timingAdjust, = (. timingAdjust,
powerinc.) powerinc, iStatus.)
Rl cRangingConti Rl cRangingSu
(rangingContinu (rangingSuccess)
sa st
(T_Adjusting_ (T_Success_
DeayGrant) DdayGrant)
Adjusting Adjusting Adjusting
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process type InitializationAP

Received

—_— 9(12)
RangingAck_ )

T_RangingAck

true

Rl cPhyCapabiliti
(phyCapabilitiesR

set(T_Phy_
CapabilitiesRen)
authNeeded or
otherCapNeeded
true fase
iStatus := iStatus :=
initialization_ initialization_
Continue Finished
PhyCapReq_
Sent

true

true

set(T_Other_ A
ilitiesRe) Inltlallzalm&%

iStatus :=
initialization_
Finished

L

=) =) )
=)
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process type InitializationAP

Exception

Normal -
PhyCapabilitiesinfo

.......................... not arriving in time

PhyCapReq
Sent
DO
| |

. |RePhycapabilignto
(phyCapabi litiedqfo)

(Ir_PhyCapabilitiesCnf)

—

PhyCapNeg_
Completing

bhyCapabilitiesCnf :3 N\
-epPhyCapabilitiesCijf Rl cPhyCapabilitieReq
(phyCapatilities (phyCapahilitiesR;
d o T |
set(T_Phy_
CapabilitiesRex)

Initialize

reset(T_Phy_
CapabilitiesReq)

Initialize

ETSI
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process type InitializationAP

PhyCapNeg_
Completing

\—1—

11(12)

Exception
- Rl cPhyCapabilitiesCnf
logt AT retransmitting

++| T_PhyCapahili €esCnf

authNeeded

true

true

Rl cOtherCapabilid
(otherCapahiliti

set(T_Other_
CapabilitiesReq)

|nitia|izaionaj%

iStatus :=
initiaization_
Finished

N

=) =) )

Initialize
reset(T_Phy_
CapahilitiesCnf)
(Jr_PhyCapahilitiesCnf) Initialize

L

PhyCapNeg_
Completing

(=]
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process type InitializationAP 12(12)
in
.........................
Exception Exception
««zNormal - -+z Normal «+2 Rl cOtherCapabilitiesCnf
OtherCapahilitiesinfo logt AT retransmitting
ing in fime
OtherCapReq OtherCapNeg_
Sent Completing
\——T—
| | | | | |
..|RicOtherCapabjftiesnfo & WA o . WA ..|RicOtherCapabjtiesinfo o
(ctherCapatilitdq/nfo) T_OtherCapabi{{tiesReq Initialize < T_OtherCapméCnf (ctherCapatilitdqinfo) Initialize <
her CapabilitiesCnf :f RIcOth i T Oth Rl cOtherCapabili f T_Oth
prpOther Capailiti escinf therCapabilitheRey W (Ol InitializationSu therCapabilitggCn [EEE Oy
(other Capabilities_ (other Capahiliti CapabilitiesReq) (other Capahiliti if) CapabilitiesCnf)
sei(T_Other_ o SET o
CapabilitiesRex) D > (1] othercapabilitiesCif) hiten 2 >

RESET
T|_OtherCapabilitiesR¢q)

SET
(1]_OtherCapabilitiesCif)

OtherCapNeg_ OtherCapReq_ OtherCapNeg_
Completing ) ( Sent ki L3 Completing £

E.3.2 ICAT

[I nitializaj]

IC_out

process type InitializationAT 1(9)

/* This page shows process gates as means of
communicating with other entities*/

IC_RLC. in

[(DL_I C)j

IC_RLC out
%
[(UL_I C)]
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process type InitidizationAT

/* Specification of local variables*/ N

DCL

ranginglnvitation  RIcRanginglnvitation,
rangingReq RIcRangingReq,
rangingContinue  RIcRangingContinue,
rangingSuccess RlcRangingSuccess,
rangingAck RIcRangingAck,
phyCapabilitiesRey  RIcPhyCapabilitiesRer,
phyCapabilitiednfo RIcPhyCapahiliti esinfo,
phyCapabilitiesCnf  RIcPhyCapahilitiesCnf,
other CapabilitiesReq RIcOtherCapabilitiesReq,
other Capailiti eslnfo RicOtherCapahilitiesinfo,
other CapahilitiesCnf RIcOtherCapabilitiesCnf,
initializationCmd  RlclnitializationCmd;

DCL powerLevel PowerLevel;
DCL numberOfAttempts Integer;

DCL synchAquired ~ Boolean;
DCL paramAquired  Boolean;

DCL ghi RIcGenera Broadcastlnformation;
DCL iStatus InitializationStatus;

DCL rangingStatus ~ RangingStatus;
DCL sidReceived  Sid;

I* Specification of local timers */

TIMER T_RangingAck := RangingAckDuration;
TIMER T_PhyCapahilitiesinfo := PhyCapabilitiesinfoDuration;
TIMER T_PhyCapabilitiesCnf := PhyCapabilitiesCnfDuration;

TIMER T_OtherCapahilitiesCnf := OtherCapabilitiesCnfDuration;
TIMER T_synhronization := SynhronizationDuration;

TIMER T_OtherCapahilitiesinfo := OtherCapabilitied nfoDuration;

syntype PowerLevel = Real constants 20:40 endsyntype;

synonym minPower  PowerLevel = 20;

synonym maxPower PowerLeve = 40;

synonym powerStep PowerLeve =4;

synonym SynhronizationDuration Duration = 10 * FrameDuration;
synonym sdDefault Sid = 1;

synonym sdinMemory Sid = 1;

ETSI
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process type InitializationAT

DL _frequency_scanning

Simple procedure moddling
downlink frequency scanning

UL_and DL_
parameters acqusition

synchroni zati on_acqui sitior]

setTransmittPower

adjustPower

ETSI

..+ Recption of general

broadcast in any sate

«+| Broadcast

Information (ghi)
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process type InitidizationAT

newtype RlcPhyCapabilitieslnfoOperators B
operators
StPhyCapAT: Integer /* dummy */ -> RlcPhyCapabilitiesinfo;
operator setPhyCapAT;
fpar int Integer;
returns info RIcPhyCapabilitiesi nfo;
dart;
decision any;
(/* *1): task infol downlink64QamSupport := downlink64QamNotSupported;
(/* *1): task infol downlink64QamSupport := downlink64QamSuppor ted;
enddecison;
decision any;
(/* */): task infoluplink16QamSupport := uplink16QamNotSupported;
(I* */): task infoluplink16QamSupport := uplink16QamSupported;
enddecison;
decision any;
(/* */): task infoluplinkTurboEncSupport := uplinkTurboEncNotSupported;
(/* *1): task infoluplink TurboEncSupport := uplinkTur boEncSupported;
enddecison;
decision any;
(/* */): task infolterminal Type := terminal Fdd;
(I* *1): task infoltermina Type := terminal Hf ddWithTdmAndTdma;
enddecision;
task infol uplinkPowerMaxQpsk := any(UplinkPower Max);
task infol uplinkPowerMax16Qam := any(UplinkPowerMax);
return;
endoperator;
endnewtype;

newtype RlcOther Capabilitiesi nfoOperators B

operators
tOtherCapAT: Integer /* dummy */ -> RIcOther Capabilitiesi nfo;

operator setOther CapAT;
fpar int Integer;
returns olnfo Rl cOtherCapabilitied nfo;
dart;
task
ol nfolnumberUplinkConnsSupport := any(NumberUplinkConnsSupport),
ol nfolnumberDownlinkConnsSupport := any(NumberDownlinkConnsSupport),
ol nfolnumberConnAggsSupport := any(NumberConnAggsSupport),
ol nfolnumberConnsPerConnAggSupport := any(NumberConnsPerConnAggSupport);
return;

endoperator;

endnewtype;

newtype SectorldentificationOperators B
operators
<ectorIdentified: Integer /*dummy*/ -> Boolean;
operator sectorldentified;
fpar dummy Integer;
returns Boolean;
dart;
decision any;
(I* */): return true
(I* *I): return false
enddecison;
endoperator;
endnewtype;

4(9)
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process type InitidizationAT

for thefirst time

. Start of theranging proces

iAPinitiates the

. i lgnored before RIcRangingl nvitation,

Q invited ranging i.e nothing is sent
( Idle ) Ranging
Thistranstionis I__|
| +++2 performed as soon -
i iasAT gasintothe RIcRanging_
true s «+[Invitation «+| RangingGrant
(ranginglnvitati
DL_frequency_
“sanning EmptyGrant
‘use best
frequency’
|2
I
synchronization_
_acquisition
(synchAquired)
synchAquired
Invited Ranging

false

UL_and DL_ ‘use next
arameters_acqusitiph frequency’
| I—

L

Ranging

5(9)

Ignored in this state since
-< at least one was received

aready
Invited
_|___|
RlcRanging_
RangingGrant «+|Invitation
(ranginglnvitati
powerLevel :=
minPower
rangingStatus :=
txPowerMin
RIcRangingReq
( (. rangingStatus,
RequestSent Invited

ETSI



230

ETSI TS 102 000 V1.3.1 (2002-12)

process type InitidizationAT

iy

This meansthat new

-=2 grant has arrived before
any response was seen
asexpected in this state

RequestSent

\—

Ignoredin this state since

-1 at least onewas received

already

--|RangingGrant

setTransmittPowe]

RlcRangingReg
( (- rangingStatus,

ContinueReceived

RangingGrant

..|RicRangingReq
( (- rangingStatus,

Adjusted

” (ranginglnvitati

RequestSent

adjustPower adj ustPower
(rangingContinue| (rangingSuccess
luplinkPowerInc) luplinkPowerInc)
‘adjust timing' ‘adjust timing'
ContinueReceived SuccessReceived
Exception
A second grant receved after a
single response message | eads
to renewed increasing of
power
Adjusted
\—T—
| | |
RIcRanging Rl cRangingSu . .
(rangingContin (ranging! RERE WG EIET
adj ustPower adjustPower
(rangingContinue| (rangingSuccess Iset TransmittPower]
luplinkPowerInc) luplinkPowerInc)
‘adjust timing' ‘adjust timing' ?I(C?;ng:g;?us
ContinueReceived SuccessReceived RequestSent

6(9)
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process type InitializationAT 709)
: Exception
: Normal
A second grant received after a
......................... H single response message leads
torenewed inclreas ng of
[ power
SuccessRece ved RangingCompleting|
| |
. . . Rl cRangingSu N .
RangingGrant T_RangingAcks (rangi ng&mf RangingGrant
rangingAck := reset( reset( reset(
(. rangingStatus .) T_RangingAck) T_RangingAck) T_RangingAdk)
. adjustPower adjustPower
'?I;R?g' ng(Ad( (rangingContinue| (rangingSuccess st TransmittPower]
(rangingAck) tuplinkPowerInc) luplinkPowerInc)
set( i i RIcRangingReq
T RangingAck) ‘adjust timing ‘adjust timing (rangingReq)
p —_—
RangingCompl eting| RangingCompleted ContinueReceived SuccessReceved RequestSent
. . PhyCapahilities
RangingCompleted RangingCompleted Completing
\—T—
| | |
RicPhy_ RlcRanging_ RIcOther_ RIcOther_
CapabilitiesR Invitation CapabilitiesR CapabilitiesR
(phyCapabiliti ) (ranginglnvitati (otherCapabilitieXReq)  |(otherCapahiliti
resst(T_Phy_
CapabilitiesCnf)
hyCapabilitied nfo : qther Capahilitiesinfo ¥
SetPhyCapAT(1) setOtherCapAT(1)
RicPhy_ RIcOther_
Capabilitiesinfo Capabilitiesinfo
(phyCapabiliti 0) hfo)
set(T_Phy_ set(T_Other_
Capabilitiesinfo) Capabilitiesinfo)
PhyCapahilities Invited OtherCapabilities
InfoSent InfoSent
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process type InitidizationAT

-+ Normal

APretransmitting
Info lost

Exception

8(9)

Exception

RicPhy
CapabilitiesCnf
not received in time

| |
F' cRangingL Rl cPhyCapabilipéReq
nvitation . atilitiSReq)
(ranginglnvitati (phyCap:
| k
I
resst(T_Phy_ reset(T_Phy_ Rl cPhyCapabilitieMpfo
Capabilitiesinfo) Capahilitiesinfo) (phyCapabilities
set(T_Phy_ set(T_Phy_
CapabilitiesCnf) Capabilitiesinfo)
iStatus:=
phyCapabilitiesCnf
liniti alizationStatus
PhyCapabilities [ PhyCapabilities
Completing InfoSent
Exception
Normal -
AP retransmitting Cnf
PhyCapahilities
Completing
\—T—
| |

initializationContinue

—

(Rangi ngCompleted '

initializationFinished

( Ranging

. |RoPhycapaniligéent
(phyCapabilitieXf)

RIcRanging_
Invitation
(ranginglnvitati

set(T_Phy_ reset(T_Phy_
CapabilitiesCnf) CapabilitiesCnf)
PhyCapabilities )

( Completing ) ( M= )
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reset(T_Other_
Capabilitiesinfo)

set(T_Other_
Capaili tiesCnf)

iStatus := other_
CapabilitiesCnf!
initiaizationStatus

OtherCapahilities
Completing

-2 Normal

Exception

AP retransmitting Cnf

set(T_Other_
Capabilitiesinfo)

OtherCapabilities
InfoSent

OtherCapabilities_
Completing
\—T—
| | |
RIcOther_ RIcRanging_
i E_O‘h?t_'sc f ++|CapahilitiesCn Invitation
gpailii=Ch (cther Capabilitiedgf) (ranginglnvitati
set(T_Other_ reset(T_Other_
Capabili tiesCnf) CapabilitiesCnf)
—_—
. Other ilities .
Ranging Cacw?gleging — Invited

reset(T_Other_
Capabilitiesinfo)
—_—
Invited
. Phy ilities
Fangng ||
Completed, PhyCapabilities_
Completing,
OtherCapabilities_
InfoSent,
] OtherCapahilities
RangingGrant Comp(lgjng -

EmptyGrant
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process type InitializationAT 9(9)
Exoepuon Exoqmon .............
-2 Normal . .
AP retransmitting RIcOther_
Infolost CapabilitiesCnf
.......................... i =i o
OtherCapahilities
InfoSent
| |
ol [
Capabilit o (ranginglnvitati
|
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E.4 Connection control SDL model

The Connection Control model is an open system where the two sides AP and AT exchange protocol messages while
each side communicates with is upper layer using service primitives. In contrast to the protocol messages, the format of
the service primitives messages is considered informative. Therefore a model is based on the simplification that
essentially the service primitives related to a particular protocol message are equal in structure to the protocol message.

The model likely to need some minor modifications following the completion of the Security model.

E4.1 CCAP

(CC_AP_indications),
(CC_AP_corfirmations)

oc_ap {(CC_AP_requ%’(s)l
- (CC_AP_responses)
process type AP_CCtype 1(5)

T o AP_UL
DCOL connecti onAdditionlnit Rl cConnect i onAdditi onl nit; k -
DCL connecti onAdditionSetup Rl cConnect i onAddi ti onSet up;
DCL connecti onAddi t i onAck Rl cConnect i onAddi ti onAck; (UL_CC_mSgges)}
DCL connecti onChangel ni t Rl cConnect i onChangel ni t;
DCL connecti onChangeSetup Rl cConnect i onChange Set up;
DCL connecti onChangeAck Rl cConnect i onChange Ack;
DCL connecti onDel etionlnit Rl cConnect i onDel eti onl ni t;
DCL connecti onDel et i onAck Rl cConnect i onDel eti onAck;
TIMER T_Connect i onAddi ti onSetup := T_Connecti onAdditionSetupDurati on;
TIMER T_Connect ionAddi ti onAck := T_GConnectionAdditi onAckDuration;
TIMER T_Connect i onChangeSetup : = T_Connecti onChangeSet upDur ati on; AP DL
TIMER T_Connect i onChangeAck := T_ConnectionChangeAckDurati on; -
TIMER T_ConnectionDel etionlnit := T_ConnectionDel eti onl ni tDurati on; e
TIMER T_Connect ionDel eti onAck : = T_Connecti onDel eti onAckDur ati on; [(DL cc messageﬂ}

D

Operationd

ETSI
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process type AP_CCtype

Normal

AT initi ating

Normal

RIcConnecti
AdditionInit
(connectionA

AdditionInitind
(connectionA

Connection_
Addition_
InitReceived

- Normal

AdditionSetup
(connecti onAddi

SET
(T_Connection_
AdditionSeup)

Conrection_

AP initiated connection

Addition_
AckPending
Exaeption Exaeption
Ack notarriving Setuplost
— AT retransmi tted

RESET
(T_Connection_
Addi ti onSetup)

DIcConnectiol

SET
(T_Connection_
AdditionA ck)

RlcConnection/
Additionlnit
(connecti onAdditionlnit)

RlcConnecti

itionSetup)
SET SET
(T_Connection_ (T_Connection_
AdditionSeup) AdditionSetup)

Conrection_
Addition_
AckPending

Conrection _
Addtion_
AckPending

- Nomal

2(5)

Setup | ost
AT retrangmitted

AdditionSetup
(connecti onAddi

SET
(T_Connection_
AdditionSe up)

Connection_
Addition_
AckPending

- Nomal

Connection
Addition_
AdPending

Exception

AT retrangmitted

connRej ect

(T_Conrection_
AdditionAck)

Connection _
ConnectionReady Operationd Addition_
Completing
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process type AP_CCtype

Normal Normal

AT initiated connection

change change

APinitiated connection

Changelnitind
(connection

(T_Connection_
ChangeSetup)

Connection_
Change_
AckPending

Connection_
Change
InitReceived

Normal

change

Connection_
Change
Ini tReceived

I
: AT initi ated connection
|
|
|
|

3(5)

Exceptions

ChangeSetup lost
AT retransmitted

Exaeption

APinitiated
delete

Exception

AT initiated
delete

RlcConnecti
Changelnit

(connecti m(;éd nit)

I
|
|
|
|
|
|
|
|
|
[l
|
|

I
|
|
|
|
|
|
|
|
|
[l
|
|

RlcConnecti

(cqnecﬂonIE;mlnit)

Deletioninit

Dl cConnection”
DeletionReq
(connecti onDeleti onlnit)

Connection _
Change_
AckPending

RicConnecti
Deletioninit VIA AP_DL
(connecti onDeleti onlnit)

Dl dConnectiol SET
Deletionind (T_Connection_
connecti onDeleti onlnit) Deleti oninit)
Connection _ Connection _
Deletion Deletion_
Received AckPending
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process type AP_CCtype 4(5)
N | Exceptions Exception Exception Exception
1 4 Normal T I r
: : Ack notarriving : ChangeSetup lost APinitiated : AT initiated
| 1 | AT retrangmitted delete | | delete
: Connection_ : : :
“|change : : :
AckPending | | |
| | |
: [ : [ [ : |
RIcConnecti | ;| RIcConrection/ RIcConnection/ , | DlaConnecti on”
ChangeAck - ~ |Changelnit Deletioninit ~ 1DeletionReq
(connecti onChangeA ck) (connectionChangdnit) | (connecti onDeletionlnit) | (connectionDeletion|nit)

RESET Dl aConnectiol RIcConrecti
(T_Connection_ Deletionind Deletioninit
ChangeSetup) (connecti onDegletionlnit) | (connectionDeletionlnit)
VIA AP DL
SET RESET RESET
(T_Conrection_ (T_Conrection_ (T_Connection_
ChangeSetup) ChangeSetup) ChangeSetup)
SET SET
(T_Connection_ (T_Connection_
ChangeA k) Deletionlnit)
Connection_ Connection_ Connection_ Connection_ Connection_
Change Change_ Change_ Deletion_ Deletion_
Completing AckPending AckPending Received AdkPending
Exaeption Exception Exaeption
1 = Normal . i A
: : : AP initiated : AT initiated
| | | AT retransmitted | | delete | | delete
: Connection_ : : :
|| chage_ | | |
| CW%lHI!g | | |
1 1 ‘ 1 ‘ 1 l
| | . | . | .
| " | |RlcConnection/ , |RlcConnection/ ;| DldConnection”
- '(I;T];:n%nerkegﬂ N — {ChangeAck — |Deletionlnit — | DeletionReq
(connectionChangeA ck) | (connectionDeletionlnit) | (connecti onDeletion!nit)
It isassumed thet in case Dl aConnectiol RlcConnecti
17| of rejedionold connection Deletionind Deletioninit
conpectionChan ck:! daysasitwas connecti onDeletionlnit) | (connectionDefetionlnit)
confirmationCede | VIA AP DL
|
L SET REET REET
| (T_Connection_ (T_Connection_ (T_Connection_
connA ceepted connRej ect ChangeAck) ChangeAck) ChangeA ck)
|
|
| SET
| (T_Connection__
| Deleti onlnit)
|
|
|

oY

Connecti onRead)) L g:onnecﬁ onReed))

Connection_ Connection_
Change_ Deletion_
Completing Received
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process type AP_CCtype

Normal

deletion

APinitiated connection

Normal

AT initiated connection
deletion

Deletioninit
(connecti onDeleti

Init)

RlcConnecti
Deletionlnit

(connecti onDeleti onlnit)

Dl dConnectiol
Deletionind
(connecti onDeleti onlnit)

SET
(T_Connection_
Deletioninit)

VIA AP DL

Connection_
Deletion
AckPending

- Normal

onnection_
Deletion
Received

Exaeption

Ack delayed,
AT retransmi tted

RlcConnecti
Deletioninit
(connecti onD

jonlnit)

RIcConnecti
DeletionAck VIA AP_DL
(connecti onDefeti onAck)

SET
(T_Connection_
DeletionA ck)

Connection
Deletion
Received

f———————— ===

- Nomal

5(5)

- Exception

RESET
(T_Conrection_
Deleti onl nit)

Dl dConnectiol
DeletionCnf
(connecti onDefeti onAck)

SET
(T_Conrection_
Deleti onA ck)

- Nomal

Connection _
Deletion

Com%Ieﬁ ng

T_Comnecti
Deldioninit

RlcConnecti
Delioninit
(connecti onDeletioninit)

SET
(T_Connection_
Deletionlnit)

Connection_
Deletion_
AdkPending

Exception

Ack lost
AT retrangmitted

T_Connecti
DeletionAck

=

e B it

RlcConnecti

SET
(T_Conrection_

DeletionAck)

Connection_
Deletion_
_ Completing
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E42 CCAT

(CC_AT_indi cati ons),
(CC_AP_confirmati ons)

cc at (CC_AT_requess),
- (CC_AT_responses)
process type AT_CCtype 1(5)
AT_UL
[UL cc } DCL connecti onAdditionlnit R cConnecti onAdditionlnit; k
(UL_CC_messages DCL connecti onAdditionSetup R cConnecti onAddit ionSet up;
DCL connecti onAdditionAck R cConnecti onAddit i onAck;
DCL connecti onChangel ni t R cConnecti onChangel nit;
AT DL DCL connecti onChangeSet up R cConnecti onChangeSet up;
- DCL connecti onChangeAck R cConnecti onChangeAck;
Y DCL connecti onDel etionlnit R cConnecti onDel etionlnit;
[(DL_CC_mesag&s} DCL connecti onDel et i onAck R cConnecti onDel et i onAck;

TI MER T_ConnectionAdditionlnit
TI MER T_Connecti onAdditionAck
TI MER T_ConnectionChangel nit
TI MER T_Connecti onChangeAck

T_Connecti onAdditionlnitDuration;
T_Connecti onAdditionAckDurati on;
~Connecti onChangel nit Dur ation;
T_Connecti onChangeAckDur ati on;

=11

TI MER T_ConnectionDel etionlnit := T_Connecti onDel etionlnitDuration;
TI MER T_ConnectionDel etionAck := T_ConnectionDel eti onAckDur ation;

D

Operational
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process type AT_CCtype 2(5)
Normal Normal
I I 1 4 Nomal 1 1 Exeeptions
: AT initi ated connection : APinitiated connection : :
| | addition | | addition | |
| | | |
| | | |
| | | |
| | | |
| | | |
l l l l
| | | |
3 3 3 || T_Comnect
tionSetup) Additioninit
RESET RicConrecti
AdditionInit Additionind (T_Connection_ Additionnit
(connectionA (connecti onAdditionSetup) Additionlnit) (connectionAdditionlnit)
SET Dl cConnectio SET
(T_Connection_ Additionind (T_Connection_
Additi onl nit) (connecti onAdditionSetup) Additi onlnit)

- Normal

Connection_
Addition_
SetupRecei ved

Exception

Ack delayed,
AP retransmitted

SET
(T_Connection_
AdditionAck)

- Nomal

Exaeption

Ack lost
AP retransmitted

connA caepted

e B it

connReject

(T_Connection_
Addi tionAck)

Connection _
ConnectionReady Operationd Addition_
Completing
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process type AT_CCtype 3(5)
Normal Normal
r I
: AT initi ated connection: AP initiated connection
| | change | | thange
| T
| |
| |
| |
| |
| |
| ]
| |
| |
Changelnit
(connection
SET
(T_Connection_
Changelnit)
Connection_
Change_
SetupRecei ved
Exception Exception Exaeption
1 71 Normal r 4 i
: : RlcConnection_ : AP initiated : AT initiated
| || ChangeSetup | | Oelete | | delete
! I | notarriving I I
| | | |
| | | |
| | | |
l l l l
| | ‘ | ‘ | ‘
| | | . | .
| | N | |RlcConnection/ | |DldConnection”
- - Eﬁ;:ng?nn< — 1Deletioninit % - DeletionRqu;
‘ (conned‘ij jonlnit) (ca"nect‘ionD jonlinit)
RESET RlcConnecti REET RicConnecti
(T_Connection_ Changelnit (T_Connection_ Deletionlnit VIA AT_UL
Changelnit) (connection dnit) Changelnit) (connecti onDeleti onlnit)

Connection_
Change
SetupRecei ved

SET
(T_Conrection_
Changelnit)

DI cConnectiol
Deletionind
(connecti onDeleti onlnit)

SET
(T_Connection_
Deleti onl nit)

Conrection _ Connection
Change_ Deletion

SetupRend ng

Received

REET
(T_Connection__
Changelnit)
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process type AT_CCtype 4(5)
Exception Exception Exception

1 - Normal ! [ !

: : Ack delayed, : APinitiated : AT initiated

| | AP retransmitted | | delete | | delete

: Connection_ : : :

.| Change_ 1 l l

1\ SetupRecei ved | | |

| | | |

| ] ] ]

| | | |

| | | |

RIcConrection/ Dl cConnection”
Deletioninit DeletionRsp
(connecti onChangeSe up) (connecti onDeletioninit) | (connecti onDeleti onAck)

RlcConnecti
Deletioninit
(connecti onDegleti onlnit)

DIcConnectiol
Deletionind
(connecti onDelfetioninit)

via AT_UL

SET
(T_Connection__
Deleti onl nit)

Connection_ Conrection_ Connection_
Change Change Deletion
Completing SetupRecei ved Received

Exception Exception Exaeption
- Normal B ! B
Ack lost APinitiated AT initiated
AP retransmitted Oelete delete
Connection_
Change

Completi

#:

f———--—-—-— =

T_Connecti

ChangeAck

It isassumed thet in case

7 7 of rejection old connection
conpectionChan ck:! daysasitwas
confirmationCede |

Deletioninit via AT_UL

connecti onDeleti onlnit)

|

L SET REET REET

| (T_Connection_ (T_Connection_ (T_Connection_
cmnAco‘aned connRej edt ChangeA &) ChangeAck) ChangeAck)

|

| SET

I (T_Connection_

| Deleti onl nit)

|

|

|

Conrection _ Connection_
ConnectionReady| - {Connecti onReady Change_ Deletion
Completing Received
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process type AT_CCtype

5(5)

Normal

AT initiated connection
deletion

Normal

APinitiated connection
deletion

Deletioninit
(connecti onDeletionInit)
VIA AT UL

SET
(T_Connection_
Deletioninit)

Connection_
Deletion
AckPending

- Normal

RicConnecti
Deletionlnit

(connecti onDelsti onlnit)

DIcConnectio
Deletionind
(connecti onDeleti onlnit)

Connection_
Deletion
Received

Exaeption

Ack delayed,
AP retransmitted

e B it

RlcConnecti
Deletioninit
(connecti onD

jonlnit)

RIcConnecti
DeletionAck VIA AT_UL
(connecti onDefeti onAck)

SET
(T_Connection_
DeletionA ck)

Connection
Deletion
Received

f———————— ===

- Nomal

- Exception

RESET
(T_Conrection_
Deleti onl nit)

Dl aConnectiol
DeletionCnf
(connecti onDefeti onAck)

SET
(T_Conrection_
Deleti onA ck)

T_Comnecti
Deldioninit

RlcConnecti
Delioninit
(connecti onDeletionInit)

SET
(T_Conrection_
Deletionlnit)

Connection_
Deletion_
AdkPending

T_Connecti
DeletionAck

=

RlcConnecti

Exception
- Nomal [
: Ack lost
| AP retransmitted
N it
Connection _ !
Deletion |
Com%Ieﬁng I
|
]
|
|

SET
(T_Connection_

DeletionAck)

Connection
Deletion_
_ Completing
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E.5  Security control SDL model

The current version of SDL model for security control is provided for information since the validation of the model is
still in progress.

E51 AP _SC

terminateAk,
ge(AkTimeLdt]

akt [AkExpirad, ]
AKTimelL et

process type AP_Authori zation 1(7)
PKM
—>
[(UL_FKM_AUTH)] [(DL_PK M_AUTH)]

imported procedure akSeqNoConfirmed; ﬁ

timeL eft fpar  AkSegNo;
returns  AkConfirmed;

stopFirstAKTiming

stopAkTiming

(fromTEKap)]
child

(toTEKap)]
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process type AP_Authorization 2(7)

DCL authManufacturerinfo RIcAuthManufacturerinfo; B
I* fields:
manufacturer X509certificate */

DCL authReq RIcAuthReg;
I* fields:
AtX509certifi cate, AtPublicKey, Manufacturerld */

DCL authReply RIcAuthReply;
I* fields:
AuthKey, AkSegNo, AkLifeTime, Said */

DCL authReject RIcAuthReed;
I* fields:
AuthErrorCode, ErrorinfoText[Optional]*/

DCL authinvalid RIcAuthinvalid;
[* fields:

authinvalidErrorCode

errorinfoText OPTIONAL */

TIMER T_AuthCmd := T_AuthCmdDuration;

TIMER T_AuthRequestRetry;

DCL tekReq RicTekReq;
[* fields: Said */

DCL akSegNo AkSegNo;
DCL said Said;
DCL akRecord AkRecord; exported procedure SaidAplnvalid;
DCL akList AkList; start;
DCL akTimel eft Integer; return;
endprocedure;
DCL isAklinvalid IsAkInvalid := maxAkinvalid;
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process type AP_Authorization 3(7)
.........................
* .
Exception
No Manlnfo from the
.......................... terminal
! . In case ManInfo
SaidApinvalid P lislost I AP resends
Manlnfowait  CAUNCIY e
H R I
: stopAkTiming [ | |
(akList) H T
RIcAuthReq cAuthManufa
Idle (athRed) cturerinfo T_AuthCmd
Idl (authManufa_
© cturerinfo)
Maninfowait =-|RIcAuthCmd
NONE
set(
Privagy initialization T_AuthCmd)
RIcCAuthCmd ~ Dreeees beginswith the AP
sending the AT an
authentication command
(RIcAuthCmd) message.
akSegNo :=
any(AkSegNo)
AuthWait Manlnfowait
set(
T_AuthCmd)
Maninfowait -+¢ new authorisation
may beinitiated
AuthRejectWait
|_:|_
L, |T_Auth
RequestRetry
AuthRejectWait Idle
.Added 0 that
-< all signalsreceived
whilein thisstate
are discarded
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process type AP_Authorization A7)
Exception
No RIcAuthReq from the
......................... H -
APresends
AuthWait — foeees NoAK valid RIEATE
|
|
&ﬁﬂ;‘;’jﬁq T Authcmd
reset(
T_AuthCmd) R
sel(
T_AuthCmd)
notAuthorized authorized
authReject :=
prepAuthReject akRecord :=
(authReq) prepAkRecord
(defAuthK ey,
defAkLifeTime,
akSegNo)
RIcAuthRgect
(authReject)
authReply :=
prepAuthReply
(authReq, akRecord)
—_—
permanent_
reAuthorization Rejection RIcAuthReply .
Requested (authReply) ManinfoVat
‘disable all |
forwarding
of AP traffic AKtiming
| (defAKLifeTime)
stopAkTiming stopAkTiming |
(akList) (akList)
akRecord!akPid
| := offspring
set(now + |
AuthRejectWait_ STk
Timeout, akLigt := addAk
T_AuthRequestRetry] (akLigt, akRecord)

AuthRejectWait

said : = authReply
Isaid

Authorized
(said, authReply!
akSeqNo)

Authorized

Valid AK
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process type AP_Authorization

- Reauthorization

notAuthorized authorized
authReect := bk TimelLeft := CALL
prepAuthReject timeL eft(akList
(authReq) (1st)!akPid)
akSegNoConfirmed
CALL (okSeaNo)
permanent_
reAuthorization_ Rejection
Requested akNotConfirmed akConfirmed
‘disableall L
forwarding . akSegNo :=
of AP traffic [DCAkSN(GKSalio)
stopAKkTiming stopAkTiming akRecord := akRecord :=
(akLigt) (akLigt) prepAkRecord prepAkRecord
(defAuthKey, (defAuthKey,
| | akTimeLeft + akTimeleft +
defAkLifeTime, defAkLifeTime,
akSeqNo) akSeqNo)
StopTek StopTek |
| | authReply := authReply :=
prepAuthReply prepAuthReply
RIcAuthReject RIcAUthReject (authReq, akReoord, (authReq, akRecord)
(authReject) (authReject) |
| RIcAuthReply RIcAuthReply
(authReply) (authReply)
set(now +
AuthRejectWait_
Timeout,
T_AuthRequestRetry] .
. i nvalid :=
| ALURizC decr(isAkinvalid)
AuthRejectWait ><

akRecord! akPid
:= offspring

stopFirst_
AKTiming
(akList)

akLigt :=
removeAk
(akList)
k

I

akList := addAk
(akList, akRecord)

AuthCompl
(authReply!
akSeqNo)

Authorized

Normal
Authorized

—T

|
RIcAuthReq .
(authReg) Authinvalid

reset( AKtiming authinvalid :=
T_AuthCmd) (PkRecord!akLifeTimg) prepAuthinv(one)

AuthPend

RicAuthinvalid
(authinvalid)

5(7)

false

stopFirst_
AKTiming(akList)

akLig :=
removeAk
(akList)

true

Reauth
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process type AP_Authorization

- Reauthorization

Reauth

e

6(7)

..|RIcAuthReq
(authReq)

reset(
T_AuthCmd)

notAuthorized

authReect :=
prepAuthReject
(authReq)

permanent_
reAuthorization_ Rejection
Requested
- ‘disableall
StopAl kT.' LA forwarding
(BkLis) of AP traffic
stopAkTiming
StopTek (akList)
RIcAuthRegect
(athRgiect) TS
set(now + RIcAuthReject
AuthRejectWait_ (authReject)
Timeout,
I_AuthRequestRetry]
AuthRejectWait

authorized

akRecord :=
prepAkRecord
(defAuthK ey,
defAkLifeTime,
akSeqNo)

authReply :=
prepAuthReply
(authReq, akRecord))

RIcAuthReply
(authReply)

AK updated

-+{(authReply!

[ 1

AKtiming
(pkRecord! akL ifeTim:

Authinvalid

authinvaid :=
prepAuthinv(one)

akRecord!akPid
:= offspring

akLigt = addAk
(akLit, akRecord)

said := authReply
Isaid

akSegNo :=
incAkSN(akSeqNo)

AuthCompl

akSeqNo)

AN

Authorized

RIcAuthinvalid
(authinvalid)

Reauth
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process type AP_Authorization 7(7)

Authorized

--| AkExpired

akLig =
removeAk
(akList)

This needs checking since there may be no

Authorized -2 active AKsfor sometime????

This should not happen since RIcAuthReg
should come before the latest AK expires?

A new RIcAuthReq would be handled, but
it'slifetime would start later then the | atest
valid AK expired

This should mean that RIcTekReq would
not be authenticated and would result
in Authinvalid message 772772
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E.5.2 AT SC
process type AT_Authorization 1(6)
PKM
—
[(UL_PKM_AUTH)] [(DL_PKM_AUTH)]

(fromTEK)]

child

[(toTEK)]
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process type AT_Authorization 2(6)

TIMERT_AuthReq :=T_AuthRegDuration;
TIMER T_AuthRequestRetry;

DCL authManufacturerinfo RIcAuthManufacturerinfo; B

[* fields:

manufacturer X509certificate */ DCL said  Said;

DCL authReq RIcAuthReg; DCL currentAkSeqNo  AkSeqNo;
I* fields:

AtX509certifi cate, AtPublicKey, Manufacturerld */ DCL akList AKList;

DCL akRecord AkRecord;

DCL authReply RIcAuthReply;
[* fields:
AuthKey, AkSegNo, AkLifeTime, Said */

DCL authReject RIcAuthReed;
[* fields:
AuthErrorCode, ErrorinfoText[Optional]*/

DCL authinvalid RIcAuthinvalid;
[* fields:

authinvalidErrorCode

errorinfolT ext OPTIONAL */

exported procedure Saidinvalid;
start;
return;

endprocedure;
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process type AT_Authorization

Starting *
RIcAuthCmd Saidinvalid
Starting |
authManufa_
cturerinfo:=

repAuthManlnfo{on

RIcAuthManufa \
cturerinfo

(authManufa_
cturerinfo)

authReq :=
prepAuthReg(one)

RIcAuthReq
(authRe)

set
(T_AuthReq)

L

AuthWait

Normal Exception Exception
Regular authorization AP decided that AT could not
renewal current authKey authenticate
............................. has become invalid Rl cTekAll ocation
o RIcTekRg
Authorized
| | |
T_Auth_ ..|RIcAuthinvalid . A
" RequestRetry (authinvalid) (UHIRE I
| Al
1
reset(T_Auth_ AuthPend
uestRetr
R Y /* Traffic keys
generation
suspended until
new AK
RIcAuthReq becomes
(authReq) awailable*/
set reset(T_Auth_
(T_AuthReq) RequestRetry)
RIcAuthReq
(authReq)
st
(T_AuthReq)
N \ " Z— —_—
ReauthWait ReauthWait

3(6)
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process type AT_Authorization

AuthWait

\——

Exception

Reply not rece ved

intime

4(6)

Exception

RIcAuthReq

not received by AP
RIcAuthCmd retransmitted

..|RIcAuthReply
(authReply)

reset
(T_AuthReq)

akRecord :=
saveAk
(authReply)

akLig :=
emptyAkList

akList := addAk
(akLigt, akRecord)

said := authReply
Isaid

currentAkSegNo :=
authReply! akSeqNo

Authorized
(said, authReply!
akSeqNo)

L

(authReply),
I_AuthRequestRetry]

L

Authorized

(now+calcAKLifeTi

@

RIcAuthReject
(authReject)

T_AuthReq

i.fRicauthcmd

reset reset
(T_AuthReq) (T_AuthReq)
authManufa_
cturerinfo:=
AuthPend repAuthMani nfo(on
permanent, reAuthorization_ ) |
Rejection Requested /7 Traff_lc keys
generation
suspended until RIcAuthManufa )
di new AK cturerinfo
fmsiﬂg Autfégl:tvvtlan becomes (authMm E;n;.leL
i = awailable*/ cturerinfo)
of AT traffic Timeout,
I _AuthRequestRetry) |
| RIcAuthReq authReq :=
(authReq) prepAuthReg(one)
akList :=
emptyAkList |
| set RIcAuthReq
(T_AuthReq) (authRen)
StopTek ) «| StopTek
f—
>< AuthRejectWait
—_—
The parent Authorization
FSM shall stop all of its AuthWait AuthWait

child TEK FSMs when
the AT receives from the
APan RicAuthReject
message during a
reauthorization process
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process type AT_Authorization

5(6)
Exception
i Normal - assessesssessaesensees
AP decided that Exception
.......................... current authK ey -
invali i i Reply not receved
r = . i fintime
ReauthWiait H
DO I :
| | | |
_|RcAuthreply . . |RcAauthinvaiq RIcAuthRe ect
(athReply) Autivaid (authinvalid) (athRejed) ARz
reset akLig := reset RIcAuthReq
(T_AuthReq) emptyAkList (T_AuthReq) (authReq)
ak;/m;i:: =t ZUthRejed st
(authReply) (T_AuthReq) SquthError Cgle (T_AuthReg)
| permanent_ reAuthorization_
Rejection Requested
akList :=
removeAk AuthPend
(akLigt) %disablg'all S(now +
SAELCILY AuthRejectWait
| of AT traffic Timeout,
l_AuthRequestRetr
akList = addAk RIcAuthReq LIRS g
(akLigt, akRecord) (authReq) |
| StopTek StopTek
currentAkSeqNo :=
authReply! akSeqNo |
akList :=
AuthCompl emptyAkList
(authReply!
akSeqNo)
sg(now+cacAkLifeTirhe
(authReply),
I_AuthRequestRetry)
Authorized ReauthWiait >< AuthReectWait ReauthWiait
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process type AT_Authori zation 6(6)

Waiting beforea
-+2 new authorisation

( AuthRejectWait)
|_:|_

|ToAuth
RequestRetry

Added =0 that
al signalsreceived B
whilein this state

ECUESES I A

AuthRejectWait ( Starting )
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(fromTEKap)]
authAp
(toTEKap)]
process type AP_TEK 1(9)
) exported procedure akSeqNoConfirmed;
tekTimelL eft fpar aksn AkSeqNo;

returns  AkConfirmed;
start;
ded son (hmacSeqNo = akSh);
(true): return (akConfirmed);

Areef (false): return (akNotConfirmed);

stopTekTiming enddecision;

stopFirstTekTiming

endprocedure;

fpar TekSegNo;

imported procedure tekSeqNoConfirmed;
returns  TekConfirmed;

[(UL_FKM_TEK)]

PKM

i (DL_PK M_TEK)]

TekExpired,
tekt || TekTimeLef

terminateTek, Keys, Stopl t]
getTekTimeLeft

| «

ETSI
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process type AP_TEK 2(9)

DCL tekReg RIcTekReg; B

DCL tekAllocation RIcTekAllocation;

DCL tekReect RIcTekReject; tekLigt =

DCL tekSN TekSegNo; SheZSE S

DCL tekList TekList;

DCL activeDLsn TekSegNo;

DCL activeULsn TekSegNo; tekSN :=
any(TekSeqNo)

DCL tekLifeTime TekLifeTime;

DCL tekRecordl, tekRecord2 ~ TekRecord;

DCL said Said; Starting

DCL authKey AuthKey;

DCL tekinvalid RIcTekInvalid;

DCL tekTimeL eft Integer;

DCL isTekInvalid IsTekInvalid := maxTekInvalid;

DCL isAkInvalid IsAkInvalid := maxAkinvalid;

DCL akSeqNo AkSegNo; /* ssgqNumReceived from Auth */

DCL hmacSegNo AkSeqNo; /* lates AkSegNum derived from hmac */

imported procedure SaidAplnvalid;

DCL tesData Bodean := fas;
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process type AP_TEK 3(9)

Starting

Authorized

.. Just tomake sure they
i iarenct equal initiay

hmacSegNo := .
incAKSN(akSegNo) ( Starting

Initial TEK
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process type AP_TEK 4(9)
......................... i
Initial TEK
—T
1 1 |
(Ffe%ﬁ%q EQTR‘:;)RQQ AuthPend StopTek
isAkinvalid := stopTekTiming
dear(isAkInvalid) (tekList)
hmacSegNo := —
readHmac ~ preee- Extra_ct AKEND Stoplt
tekReq) used in TekReq —
( TekTiming
(defTekLT)
hmacvalid ]
EkRecordiiteec Initial TEK ReauthWait Starting
:= offspring
hmacNotValid
TekTiming
reqRej ected reqAccepted (2* defTekLT)
tekReject := - 1
. ; tekRecordl := tekRecord2!tekPid
auhinaid ’}:’:g%;gﬁ; newTekRecord := offspring
! (tekReq,
| defTekLT, tekSN) |
. RIcTekReject tekList := addTek
R (tekReject) P —— tekLit, tekRecord)
prepTekAllocation
| (tekRecord1) |
tekSN = tekList := addTek
any(TekSeqNo) tekList, tekRecord2)
RicTekAllocation
| (tekAllocation) |
stopTekTiming activeDLsn :=
(tekList) tekReoord2 = ekList(1st)!tekSegN
newTekRecord
(tekReg, [
2*defTekLT,
incSN(tekSN)) activeULsn =
SLODTEC | bicList(2nd) tekSeqN
tekAllocation := |
prepTekAllocation
(tekRecord2) tekSN =
Stoplt incSN
| (teksN)
RicTekAllocation B
(tekAllocation)
SaidApInvalid Operational
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process type AP_TEK

Operational
RIcTekReq
(tekReq)
isAkinvalid :=
decr(i sAkInvalid)
HEENDE Extract AK segNo
WS | sed in TekR
(tekReg) L &
reqRejected
reqAccepted
tekReject := Keys
Authlnvalid prepTekRgect (activeULsn,
(said, tekSN) activeDLsn)
RIcTekReject CALL tekSegqNoConfirmed
(tekReject) (tekList(2nd)!tekSeqNo)
tekNotConfirmed tekConfir
stopTekTiming
(tekList) ekTimeL eft := CAL tekSN =
tekTimel eft incSN
(tekList(2nd)!tekPid (tekSN)
SaidApInvaid
tekRecordl := activeDLsn :=
newT ekRecord ekList(2nd)! tekSegN
(tekReq,
ek TimeLeft , tekSN
ek TimelL eft := CAL
- tekTimeleft
tekAllocation := tekList(2nd)!tekPid)|
prepTekAllocation
(tekRecord1)
—_— tekRecordl :=
i L/ RIcTekAll ocation e iekReood
Operational (tekAllocation) (tekReq,
\ tekTimeL eft +

defTekLT, tekSN)

Keys
(activeUL s,

activeDLsn)

tekAllocation :=
prepTekAllocation
(tekRecord1)

Operationa

RicTekAllocation
(tekAllocation)

5(9)

ed

|
stopFirst_
TekTiming
(tekList)

TekTiming
(tekRecord1!
tekl ifeTime)

tekRecord1!tekPid
:= offspring

tekList := addTek
(tekList, tekRecord,

activeDLsn :=
ekLi st(1st)! tek SeqNi

activeULsn :=
ek List(2nd)!tekSeqN

Keys
(activeUL s,
activeDLsn)

Operational
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process type AP_TEK 6(9)

. The key lifetime
O] )' has expired

Invalid < L fTexExpired < StopTek <

stopTekTiming
(tekList)

Stoplt >

—

=

Stoplt

tekinvalid :=
prepTekinvaid
(said, tekList(1st)!
tekSeqNo)

stopTekTiming
(tekList)

RicTeklInvalid
(tekInvalid)

—_—

( Initial TEK )
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process type AP_TEK p 7(9)
Operational
i R
......................... i I ] ]
RIcTek2Req AuthCompl
(tekReq) (akSeqNo) ALUEeIC
stopTekTiming Keys
(tekList) Operational (activeUL s,
activeDLsn)
..  Extract AK seqNo :L
+ iusedin TekReg
isAkinvalid := .
.......................... decr(isAKInvalid) OpReauthWait
J
|
hmacValid
hmacNatvalid regAccept |
(tekReq)
tekRecord1!tekPid
:= offspring
regAccepted
reqRejected |
tekReject := - .
. 3 stopTekTiming TekTiming
autinaid p(’;‘.’ﬁ‘ig\‘e‘)’ (tekList) (2* defTekLT)
RIcTekReject tekRecord1 := tekRecord2!tekPid
(tekReject) newTekRecord := offspring
(tekReq,
defTekLT, tekSN) |
tekSN = tekList := addTek
any(TekSegNo) Al e (tekList, tekRecord)
prepTekAllocation
(tekRecordl) |
stopTekTiming tekList := addTek
(tekList) (tekList, tekRecord2)
RicTekAllocation
(tekAllocation) |
activeDLsn :=
StopTek "}
P TekReoord2 = ekList(1st)! tek SeqN
newTekRecord
(tekReg, |
_2*defTekLT,
Sk incSN(tekSN)) activeULsn :=
op | ek List(2nd)! tekSeqNp
tekAllocation := |
prepTekAllocation
(tekRecord2) tekSN =
SaidAplnvalid incSN(incSN
[ (tekSN))
RicTekAllocation
(tekAllocation) Keys
(activeULsn,
activeDLsn)
TekTiming
(defTekLT)
Operationa T Operational
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stopTekTiming
(tekList)

stopTekTiming
(tekList)

Authinvalid >

Authinvalid >

Stoplt >

Stoplt >

( Initia TEK ) ( Starting ) ( ReauthWait ) ( ReauthWait ) ( ReauthWait ) ( ReauthWait )

264
process type AP_TEK 8(9)
5 The key lifetime
ReauthWait ) - has expired
e
I I I I I ]
f‘aﬁ‘é‘;m;" < StopTek < L TekExpired < ?&Lﬁm < ?&%Rﬁq AuthPend <
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process type AP_TEK 9(9)

( OpReaLthWait e
[ I I I I ]
RicTek2Req RIcTekReq AuthCompl ) )
(tekReg) (tkReq) (akSeqNo) StopTek TekExpired Invalid
PR PR N stopTekTiming tekinvalid := tekinvalid :=
nvali nvali gct\ll\(leDL i (tekList) prepTekinvalid prepTekinvalid
iveDLsn) (said, tekList(1st)! (said, tekList(1st)!
| tekSeqNo) tekSeqNo)
- > |
stopTekTiming stopTekTiming
(tekList) (tekList)

RicTeklInvalid .
q RicTekinvalid
(teinvalid) > (tekinvalid) >

Stoplt > Stoplt >
(OpReauthWait) (OpReauthWait) ( Operationa ) ( Starting ) ( ReauthWait ) ( Initia TEK )
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E.5.4 AT_TEK

(fr omTEK)]

auth
(toTEK)]

process type TEK 1(9)

.......................

..........................

PKM
—

[(UL_PKM_TEK)] [(DL_PKM_TEK)]

tek

(s sopi] [1nvaic]
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process type TEK

said, tekl, tek1LifeTime, tek1SeqNo,
hmag, initializationStatus*/

DCL tekReject RIcTekReject;
1* fileds:

tekSeqNo, said, tekErrorCode,
errorInfoText OPTIONAL, hmacDigest */

DCL tekinvalid RIcTekInvalid;
1* fileds:

tekSegNo, said, tekError Code,
errorinfoText OPTIONAL, hmacDigest */

DCL authKey AuthKey;

I* the key to be used for dearypting TekKey info */

DCL activeDLsn TekSeqNo;

DCL activeULsn TekSegNo;

DCL said Said;

DCL tekList TekList;

DCL tekRecordl TekRecord;

DCL isAkInvalid IsAkInvalid := maxAkinvalid;
DCL isTekInvalid IsTekInvalid := maxTekInvalid;
DCL akSegNo AkSegNo;

DCL tekReq RIcTekReg; N
[* fileds: Said */

DCL tekAllocation RIcTekAllocation;

I* fileds:

2(9)

tekList :=
emptyTekList

Starting

TIMER T_TekReq := T_TekRegDuration;

TIMER T_Tek2Req := T_Tek2RegDuration;

/* Amount of time before key */
/* isscheduled to expirethat the AT*
[* gartsasking for new keys. */

TIMER TEKrefreshTimer;
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process type TEK 3(9)
in
Normal Exception
First authorization Authorization
complete rejected
Starting )
\—T—
| |
Authorized .
“|(said, akSeqNo)< | StopTek <
tekReq := tekList :=
prepTekReq(akSeqNo, spid) emptyTekList
RIcTek2Req
(tekReq)
set(T_Tek2Req)
.Al; —_—
Initia TEK ) ( Starting ) ( Starting
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process type TEK 49)

Normal Needsto beignored Exeception Exception

. -+ since new key exchange -2 Exception - -
First alocation isin progress First Rejected
.......................... RIcTekAll ocation

Initial TEK
—
| | | |
|RcTeKAlIoca |RcTekinvalid . . _|RicTeReject
(tekAllocation) (tekinvalid) dutieed UJEER] S0 I (tkReject)
isAkinvalid := - tekReq :=
decr(isAkinvalid) IRRERES prepTekRex(akSeqNo, shid)
reset( RIcTek2Req reset(
T_Tek2Ren) (tekReq) T_Tek2Rer)
hmacVvalid hmacNatValid |
g;‘?iselwzd reset( set( tekList :=
(tekAllocation) T_Tek2Ren) T_Tek2Ren) emptyTekList
tekList := addTek )
(tekList, tekRecorgz)  [Authinvalid
OpWait Initia TEK OpReauthWait Initia TEK Starting Saidinvalid
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process type TEK 5(9)
Normal Exception
Normal -
RIcTekAll ocation Second RicTekAllocation
.................................................... not arrived in ti
OpWait
\—T—
| 1 |
RIcTekAll ocati
i (tekAllocation) | T_Tek2Req AuthPend StopTek
isAkinvalid := tekReq :=
decr(isAkinvalid) prgpTekReq(akSegNo, spid)
) I
tekList := addTek RIcTek2Req reset( reset(
(tekList, tekRecordl, (tekReq) T_Tek2Req) TEKrefreshTimer)
hmacVali | | |
hmacNotVali |
reset activeDLsn := set( tekList :=
(T_Tek2Rex) ekList(1st)! tekSeqNi T_Tek2Req) emptyTekList
reset( s[:\'/(;e;(()l;deloor:d activeULsn := tekList := reset(
T_Tek2Req) (tekAllocation) ek List(2nd)! tekSeqN| emptyTekList T_Tek2Req)
' I
$Ht(now + calcLifeTinfe
(tekList(2nd)
ItekLifeTime),
TEK refreshTimer)
Keys
(activeUL:n,
activeDLsn)
Authlnvalid Initia TEK OpReauthWait Starting
. R |V A—
OpWait Operational
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process type TEK

6(9)

Normal Exception
Reauthorization Reauthorization
completed rejected
OpReauthWait )
\————
| | | |
..JAuthCompl . RIcTekAll ocati
AuthPend < (akSeqNo) < STk < (tek/-\llomtion)<
tekReq :=

epTekReg(akSeqNo, spi

i)

} RIcTek2Req reset(
( OpReauthWait ) (tekReq) TEKrefreshTimer)
resei( tekList :=
TEK refreshTimer) emptyTekList
set(T_Tek2Req) ( Starting )

— L

Initial TEK )

( OpReauthWait )
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process type TEK 709)

Normal Exception
Timeto refresh Thisisreceived from AP
the key =>seqNum of trafic encryption key
.......................... used in uplink waswrong
Operationa
\—T—
| | | |
2 q RicTekInvalid
| TEKrefreshTi AuthPend < Invalid < | cekanvaiich < StopTek <

| | |
, 1
. tekList :=
Operationa Stoplt > emptyTekList

tekReq := reset( reset
pregpTekReq(akSeqNo, spid) TEKrefreshTimer) (TEKrefreshTimer)
tekList :=
emptyTekList Stopit >
Keys
i tekReq :=
activeULsn, .
(activeDLm) prepTekReq(akSegNo, sfid)
RIcTek2Req .
set( T_TekReq) (tekReq) > ( Starting )
set(T_Tek2Req)
R P — Al;
( RekeyWait ( Initial TEK
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process type TEK

8(9)

..|RicTekAllocati
(tekAllocation)

isAkinvalid :=
decr(isAkinvalid)

hmacNotValid

hmacvalid

reset(
T_TekRen)

Keys
(activeUL:n,
activeDLsn)

Authinvalid

reset
(T_TekReg)

RekeyWait

S——"

tekRecordl :=
saveTekRecord
(tekAllocation)

N2

- <

AuthPend <

RicTekInvalid
(tekinvalid)

tekReq :=
pTekReq(akSegNo, spid)

9
o

tekList :=
emptyTekList

reset(
T_TekRen)

reset(
T_TekRen)

Keys
(activeULsn,
activeDLsn)

Stoplt

tekList := addTek
(tekList, tekRecord1]

) ) B

activeDLsn :=
ekList(1st)! tekSeqN

activeULsn :=
ek List(2nd)! tekSeqN

$Ht(now + calcLifeTinfe
(tekList(2nd)
ItekLifeTime),

TEKrefreshTimer)

=

Keys
(activeUL s,
activeDLsn)

I

RIcTekReject
(tekReject)

Exception
TekReq rejected

Saidinvalid

tekList :=
emptyTekList

tekReq :=
prepTekReq(akSeqNo, spid)

RIcTek2Req
(tekReq)

set(T_Tek2Re)

reset(
T_TekRer)

L

( Initial TEK

Usethenew AK

( RekeyWait
AuthCompl
(akSeqNo)

L

=3
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process type TEK 9(9)
in
RekeyRaauthWa‘t)
\——T—
| | | | |
AuthCompl RicTekinvalid .
StopTek < e < e < Invalid < AuthPend <
Keys [
N tekList :=
Stoplt activeULen, .
P (acti\ll\;DL;; emptyTekList
tekList := tekReq := Stoplt
emptyTekList prepTekReq(akSegNo, spid) P
RlcTekReq
(tekReq)

( Starting ) a TiR o ( OpReathWait ) (RekeyReauthWait

— L

RekeyWait )
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Annex F (informative):

ASN.1 interpretation guidelines

ASN.1 module contains a number of user defined types which have the form:
X =Y

where X represents the type that is defined and Y is another user defined type or one of the basic ASN.1 types. Basic
ASN.1 types used in thismodule are INTEGER and OCTET STRING.

ASN.1 has also away to define values and give those values aname. A statement
X X =1

defines x to be of type X and having avalue 1. Note that ASN.1 is case sensitive, where basic types and keyword have
to be spelled exactly as defined by ASN.1 rules and all user defined types have to start with a capital letter. Words
starting with lower case letters can only be used for naming components of types and val ues.

HApr ot ocol Primitives ASN.1 module name
DEFI NI TI ONS
AUTOVATI C TAGS When values are transmitted tags (values) need to be inserted by the

encoder so that the receiving side know what is being transmitted.
This statement says that values needed for this will be generated
automatically.

BEG N ASN.1 keyword indication the beginning of the module

EXPORTS The statement listing types defined in this module that are visible

outside of this module

I NTEGER (64..128) This specifies the type that is in principle integer but the range of

values is restricted to 64 through 128

(0] 5..63) Another way of specifying the range. Zero and values from 5 to 63 are

allowed.

ENUMERATED { Type definition where one of the two named values can be used. Note
fdd (0, that in the HA DLC specification these values are explicitly said to be
tdd (1)} normative.

I NTEGER {phyMbdeSet1 (1), Here the values can go from 0 to 15 but two of them are named with

phyMbdeSet2 (2)} (0..15) the intention to have a specific meaning within a system.

OCTET STRING A string of octets.

(Sl ZE(128)) SIZE keyword can be used to limit the length of some list. In this

example this is a fixed length of 128 elements of the list.

(SIZE(1..128)) This is a variable length list which can have from 1 to 128 number of

elements.

SEQUENCE (Sl ZE(1..50)) OF X |SEQUENCE OF defines a list of elements of type X. The size
constraint is explained above.

SEQUENCE { The type means that two component exist, where for each of them the
; é ) name of the component and its type are given.

SEQJEN)(ZE { Unlike above where both components are mandatory, here the
X

' component y may be omitted.
y Y OPTI ONAL}

CHO CE { Choice is a type that can hold one of the components listed at the
; é y particular point in time.

-- In most cases the beginning of the comment in ASN.1. The comment
goes until the end of the line or until another pair of hyphens on the

same line.
MacManagenent Message :: = In this module, this is the root of all type definitions. It represents the
CHOl CE { type of the message that can be transmitted, this being one of those

-- all messages
}
END The keyword that ends the module definition.

listed choices.
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Annex G (informative):

List of all PHY parameters

Table G.1 gives specifications from TS 101 999 [1], reported here for easy reference. In any case of existing or
perceived difference in contents between the present document and TS 101 999 [1], the correct specification is that
givenin TS 101 999 [1].

Table G.1: Complete list of PHY parameters

Parameter Value or range

Channel spacing (UL and DL) 28 MHz

Max number of ATs per carrier/sector 254/256

BER 10E-11

Rain fading for HA 20 dB/s

MAC PDU length - Downlink: 54 bytes

Uplink: 55 or 12 bytes

Number of PDU per FEC block lorupto4d

Control zone length Variable (n x 30 bytes)

Scrambler Length 215-1 with "100101010000000" initial. state

Inner mandatory FEC coding Punctured Convolutional with rate 1/2, 2/3, 5/6, 7/8 and 1

Tail bits for the inner mandatory FEC coding 6 bits (per FEC block)

Outer mandatory FEC scheme Reed Solomon (k + 16, k, t = 8)

Optional product turbo code (PTC) Only UL (encoder in AT and decoder in AP)
with 24 bit CRC

Means for ARQ Only for the UL vian RS or CRC in case of PTC

Number of PHY mode sets 2 (one optional)

Number of PHY modes per set

Modulation 4-16 QAM (optional) for UL and 4-16 and 64QAM (optional) for
the DL with constant rms.

Mapping Gray

Types of UL bursts Three types of bursts: Long burst (data or long signalling), short
burst (short signalling) and ranging burst

Preamble length - TDM DL preamble: 32 symbols

TDMA DL preamble: 16 symbols
UL TDMA: 16 or 32 symbols
UL ranging burst: 32 symbols

Roll-off factor 0,25

Symbol clock rate 22,4 MHz with +8 ppm APT clock accuracy
Frame length 1ms

Frame offset 0,40to 1 ms

Load levelling time/carrier recovery time after <100 ms

short link interruption

UL ramping up /down time 8 symbols

TDD switching time 48 symbols

H-FDD switching time 480 symbols

Extended guard time up to 80 s

Timing advance correction during initialization 0 to 80 ps with 1/4 symbol granularity
Timing advance correction, fine tuning [-2, 2] symbol with 1/4 symbol granularity
Report period time [50, 200] ms with 50 ms granularity

PHY processing delay 200 symbols (without pipelining)

AT transmit power margin 0- 12 dB on the top, with 0,25 dB granularity
AT C/(N+l) measurement 4 - 40 dB with 0,25 dB granularity

AT receiver dynamic range 60 dB minimum

Measured received power in AT [-88, -28] dBm (for minimal dynamic) with 0,25 dB granularity
APT receiver dynamic range 30 dB minimum

Measured received power in AP [-86,-56] dBm (for minimal dynamic)

UL power control 40 dB dynamic minimum

AT transmit power measurement [-26, 14] dBm (for minimal dynamic) with 1 dB granularity
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Parameter

Value or range

Uplink power steps (increments)

[-4, +4] dB with 0,25 dB granularity,
during initialization up to [-8,+8] dB

DL dynamic power control (optional)

- 4 .dB dynamic for APT-class-1
- 7 dB dynamic for APT-class-2
- 10 dB dynamic for APT-class-3

DL power steps (increments)

[-1, 1] dB

DL static power setting (optional)

10 dB dynamic

Carrier frequencies

> 11 GHz with +8 ppm accuracy for APT and +1 ppm relative
accuracy for AT

Frequency resolution

1 MHz, except 0,25 MHz for 28 GHz

Antenna base station

TM4 specifications (e.g. 45, 60 and 90°)

Antenna terminal

TM4 specifications

Output power at maximum setting

15 dBm for APT and 14 dBm for AT

Max. EIRP AP (Class-1)

33 dBmi + 3 dB accuracy

Max. EIRP AT (42 GHz)

51 dBmi + 3 dB accuracy

Modulation Accuracy: EVM

- 12 % and 6 % for 4-QAM, 16-QAM (without equalization)
- 10 %, 3 % and 1,5 % for 4-QAM, 16-QAM and 64-QAM
(without equalization)

NFD-Figures

35,5 dB for the DL
29 dB for the UL

UL carrier on/off (time mask)
PHY mode: PHY1
PHY mode: PHY2
PHY mode: PHY3

FDD H-FDD TDD
38 dB 30dB 30dB
42 dB 34 dB 34 dB
48 dB 40 dB 40 dB

Performance monitoring

According to ITU-T Recommendations G.826 [4], G.821 [3],
G.827 [5] and M.2100 [6]
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