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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, |PRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available onthe ETS| Web
server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Access and Terminals (AT).

The present document is part 8 of a multi-part deliverable supporting real -time multimedia services, as identified below:

Part 1:
Part 2:

Part 3:

Part 4:
Part 5:

Part 6:
Part 7:
Part 8:
Part O:
Part 10:

Part 11:
Part 12:
Part 13:
Part 14:
NOTE 1:

"General";

"Architectural framework for the delivery of time critical services over cable Television networks using
cable modems";

"Audio Codec Requirements for the Provision of Bi-Directional Audio Service over Cable Television
Networks using Cable Modems'';

"Network Call signalling Protocol";

"Dynamic Quality of Service for the Provision of Real Time Services over Cable Television Networks
using Cable Modems”;

"Media Terminal Adapter (MTA) device provisioning”;

"Management Information Base (MIB) Framework";

"Media Terminal Adapter (M TA) Management Information Base (MIB)";
"Network Call Signalling (NCS) MIB Reguirements’;

"Event Message Requirements for the Provision of Real Time Services over Cable Television Networks
using Cable Modems";

" Security";

"Internet Signalling Transport Protocol”;
"Trunking Gateway Control Protocol";
"Operation System Support".

The above list is complete for the first version of this Technical Specification (TS) (V1.1.1 2001-06).
Additional parts are being proposed and these will be added to the list in future versions.

The present part is part 8 of the above mentioned series of ETS| deliverables and describes IPCablecom MTA MIB

requirement.

NOTE 2:

NOTE 3:

The choice of a multi-part format for this deliverable isto facilitate maintenance and future
enhancements.

Theterm MUST or MUST NOT is used as a convention in the present document part to denote an
absolutely mandatory aspect of the specification.

ETSI


http://www.etsi.org/ipr

5 ETSI TS 101 909-8 V1.1.1 (2001-06)

Introduction

The cable industry in Europe and across other Global regions have already deployed broadband cable television Hybrid
Fibre Coax (HFC) data networks running the Cable Modem Protocol. The cable industry isin the rapid stages of
deploying IP Voice and other time critical multimedia services over these broadband cable television networks.

The cable industry has recognized the urgent need to develop ETSI Technical Specifications aimed at devel oping
interoperable interface specifications and mechanisms for the delivery of end to end advanced real time |P multimedia
time critical services over bi-directional broadband cable networks.

IPCablecomis a set of protocols and associated element functional requirements developed to deliver
Quiality-of-Service (QoS) enhanced secure |P multimedia time critical communications services using packetized data
transmission technology to a consumer's home over the broadband cable television Hybrid Fibre/Coaxial (HFC) data
network running the Cable Modem protocol. |PCablecom utilizes a network superstructure that overlays the two-way
data-ready cable television network. While the initial service offeringsin the |PCablecom product line are anticipated to
be Packet Voice, the long-term project vision encompasses packet video and alarge family of other packet-based
services.

The cable industry is aglobal market and therefore the ETSI standards are developed to align with standards either
already developed or under development in other regions. The ETSI Specifications are consistent with the

Cablel abs/PacketCable set of specifications as published by the SCTE. An agreement has been established between
ETSI and SCTE in the US to ensure, where appropriate, that the rel ease of PacketCable and 1PCablecom set of
specifications are aligned and to avoid unnecessary duplication. The set of |PCablecom ETSI specifications also refers
to ITU-SG9 draft and published recommendations relating to | P Cable Communication.

The whole set of multi-part ETSI deliverablesto which the present document belongs specify a Cable Communication
Service for the delivery of IP Multimedia Time Critical Services over a HFC Broadband Cable Network to the
consumers home cable telecom terminal. " 1PCablecom” also refers to the ETSI working group program that shall
define and develop these ETSI deliverables.

ETSI
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1 Scope

The present set of documents specify IPCablecom, a set of protocols and associated element functional regquirements.
These have been developed to deliver Quality-of-Service (QoS), enhanced secure IP multimediatime critical
communication services, using packetized data transmission technology to a consumer's home over a cable television
Hybrid Fibre/Coaxial (HFC) data network.

NOTE 1: IPCablecom set of documents utilize a network superstructure that overlays the two-way data-ready cable
television network, e.g. as specified within ES 201 488 and ES 200 800.

Whiletheinitial service offeringsin the |PCablecom product line are anticipated to be Packet V oice and Packet Video,
the long-term project vision encompasses a large family of packet-based services. This may require in the future, not
only careful maintenance control, but also an extension of the present set of documents.

NOTE 2: The present set of documents aims for global acceptance and applicability. It is therefore developed in
alignment with standards either already existing or under development in other regionsand in
International Telecommunications Union (ITU).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

« For aspecific reference, subsequent revisions do not apply.
e For anon-specific reference, the latest version applies.

ETSI TS 101 909-4: "Access and Terminals (AT); Digital Broadband Cable Access to the Public Telecommunications
Network; IP Multimedia Time Critical Services; Part 4: Network Call signalling Protocol”.

ETSI TS 101 909-6: "Access and Terminals (AT); Digital Broadband Cable Access to the Public Telecommunications
Network; IP Multimedia Time Critical Services, Part 6: Media Terminal Adapter (MTA) device provisioning".

ETSI TS 101 909-7: "Access and Terminals (AT); Digital Broadband Cable Access to the Public Telecommunications
Network; IP Multimedia Time Critical Services; Part 7: |PCablecom management information base (MIB) framework".

ETSI TS 101 909-11: "Access and Terminals (AT); Digital Broadband Cable Access to the Public Telecommunications
Network; IP Multimedia Time Critical Services, Part 11: Security".

ETSI ES 201 488: "Data-Over-Cable Service Interface Specifications Radio Frequency I nterface Specification”

ETSI ES 200 800: "Digital Video Broadcasting (DVB); DVB interaction channel for Cable TV distribution
systems (CATV)

ITU-T Recommendation X.680 (1997): "Information technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation".

ITU-T Recommendation X.681 (1997): "Information technology - Abstract Syntax Notation One (ASN.1):
Information object specification".

ITU-T Recommendation X.682 (1997): "Information technology - Abstract Syntax Notation One (ASN.1):
Constraint specification"”.

ITU-T Recommendation X.683 (1997): "Information technology - Abstract Syntax Notation One (ASN.1):
Parameterization of ASN.1 specifications'.

ITU-T Recommendation X.690 (1997): "Information technology - ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".
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RFC 2571 (1999): "An Architecture for Describing SNMP Management Frameworks'.
RFC 2572 (1999): "Message Processing and Dispatching for the Simple Network Management Protocol (SNMP)".
RFC 2573 (1999): "SNMP Applications'.

RFC 2574 (1999): "User-based Security Model (USM) for version 3 of the Simple Network Management Protocol
(SNMPv3)".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
Cable M odem: layer two termination device that terminates the customer end of the J.112 connection

| PCablecom: ETSI working group project that includes an architecture and a series of Specifications that enable the
delivery of real time services (such as telephony) over the cable television networks using Cable Modems

M 1B (Management Information Base): specification of information in a manner that allows standard access through a
network management protocol

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

HFC Hybrid Fibre Coax
MIB Management Information Base
MTA Media Terminal Adaptor
QoS Quiality of service
4 Requirements

This clause defines the mandatory syntax of the IPCablecom MTA MIB. It follows the IETF Simple Network
Management Protocol (SNMP) for defining the managed objects. The MIB is organized as follows:

- MTA device abjects;

- MTA security objects;

- objects used for initial provisioning and bootstrapping;

- objects used for event reporting to syslog, trap, local local.

The syntax is given below.

PKTC- MTA-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
I nt eger 32,
Unsi gned32,
Count er 32,
NOTI FI CATI ON- TYPE
FROM SNWPv2- SM
Trut hVal ue, DisplayString, DateAndTi ne, RowStatus
FROM SNWPv2- TC
OBJECT- GROUP,
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MODUL E- COVPLI ANCE
FROM SNMVPv2- CONF
cl abPr oj | PCabl ecom
FROM CLAB- DEF- M B
i flndex
FROM | F-M B
docsDevSwCur r ent Ver s
FROM DOCS- CABLE- DEVI CE- M B; -- version 8

pktcM aM b MODULE- | DENTI TY
LAST- UPDATED "9912010000Z" -- Decenber 1, 1999
ORGANI ZATI ON "1 PCabl ecom GSS G oup"
CONTACT- | NFO
"Roy Spitzer
Postal : Tel ogy Networks, Inc.
20250 Century Bl vd.
Ger mant own, MD 20855

US A

Phone: +1 301-515-6531

Fax: +1 301-515-7954

E-mail: rspitzer@el ogy. conf
DESCRI PTI ON

"This M B nodul e supplies the basic managenent objects
for the MIA Device"
::= { clabProjPacketCable 1 }

-- Textual conventions

X509Certificate ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"An X509 digital certificate encoded as an ASN. 1 DER
object."

SYNTAX OCTET STRING (S| ZE (0. .4096))

-- | PCabl ecom supports enbedded MTA only
-- | PCabl ecom requi res SNWPv3

pktcM aM bObj ect s OBJECT IDENTIFIER ::= { pktcMaMb 1 }

pkt cM aDevBase OBJECT | DENTIFIER ::= { pktcMaM bObjects 1 }
pkt cM aDevSer ver OBJECT IDENTIFIER ::= { pktcMaM bCbjects 2 }
pkt cM aDevSecurity OBJECT IDENTIFIER ::= { pktcMaM bCbjects 3 }
pkt cM aDevEvent OBJECT IDENTIFIER ::= { pktcMaM bCbjects 4 }

-- The follow ng group describes the base objects in the MIA
pkt cM aDevReset Now OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Setting this object to true(l) causes the device to reset.
Readi ng this object always returns false(2)."
.= { pktcM aDevBase 1 }

pkt cM aDevSeri al Nunber OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The manufacturer's serial nunber for this MA "
::={ pktcM aDevBase 2 }
pkt cM aDevHar dwar eVer si on OBJECT- TYPE
SYNTAX Di splayString (Sl ZE (0. .48))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The manufacturer's hardware version for this MA"
::={ pktcM aDevBase 3 }
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pkt cM aDeviMacAddress OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tel ephony MAC address for this device."
;.= { pktcM aDevBase 4 }

pkt cM aDevFQDN OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The Fully Qualified Domain Name for this MIA "
;.= { pktcM aDevBase 5 }

pkt cM aDevEndPnt Count OBJECT- TYPE
SYNTAX I NTEGER (1. . 255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The physical end points for this MA"
::= { pktcM aDevBase 6 }

pkt cM aDevEnabl ed OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The MIA Admin Status of this device, where True(l) neans
the voice feature is enabled and fal se(2) indicates that
it is disabled."

::={ pktcM aDevBase 7 }

pkt cM aDevTypel denti fi er OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“This is a copy of the device type identifier used in the
DHCP option 60 exchanged between the MIA and the DHCP server.”
::={ pktcM aDevBase 8 }

pkt cM aDevProvi si oni ngSt at e OBJECT- TYPE
SYNTAX | NTEGER
{
pass(1),
i nProgress(2),
fail(3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the conpletion state of the
provi sioning process. Pass or Fail states occur after processing
of the config file is conpleted. |nProgress occurs from boot
time until config file processing is conplete. Fail state requires
manual intervention.”
::={ pktcM aDevBase 9 }

pkt cM aDevHt t pAccess OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s indicates whether HTTP file access is supported for
MIA configuration file transfer.”
::= { pktcM aDevBase 10 }

ETSI



10 ETSI TS 101 909-8 V1.1.1 (2001-06)

-- The follow ng group describes the security objects in the MA
pkt cM aDevManuf acturer Certi fi cate OBJECT- TYPE

SYNTAX X509Certificate

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
“ASN. 1 DER encoding of the MIA Manufacturer's X. 509 public-key
certificate, called MIA Manufacturer Certificate. It is issued to each
MFA nmanufacturer and is installed into each MIA either in the factory
or with a code downl oad. The provisioning server cannot update this
certificate.”

1= { pktcM aDevSecurity 1}

pktcM aDevCertificate OBJECT- TYPE
SYNTAX X509Certificate.
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

“ASN. 1 DER encoding of the MIA's X 509 public-key certificate
i ssued by the manufacturer and installed into the enbedded- MIA in
the factory. This certificate, called MIA Device Certificate, contains
the MITA's MAC address. It cannot be updated by the provisioning
server.”

::= { pktcMaDevSecurity 2 }

pkt cM aDevSi gnat ure OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE (0. .256))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A uni que signature created by the MIA for each SNW° |Inform
or SNWP Trap or SNWP Get Response nmessage exchanged prior to
enabl ing SNMPv3 security ASN. 1 encoded Digital signature in
the Cryptographi c message syntax (includes nonce).
::= { pktcMaDevSecurity 3}

pkt cM aDevCorrel ati onl d OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
Random val ue generated by the MIA for use in registration
aut horization. It is for use only in the MIA initialization

messages and for MIA configuration file download "
1= { pktcM aDevSecurity 4 }

pkt cM aDevSecuri tyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevSecurityEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Contai ns per endpoint security information."
:={ pktcMaDevSecurity 5 }

pkt cM aDevSecurityEntry OBJECT- TYPE
SYNTAX Pkt cM aDevSecurityEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"List of security attributes for a single |PCabl ecom
endpoint interface associated with ifType(104)."
INDEX { iflndex }
;.= { pktcM aDevSecurityTable 1 }
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Pkt cM aDevSecurityEntry ::= SEQUENCE {
pkt cM aDevSer vProvi derCertificate OCTET STRI NG
pkt cM aDevTel ephonyCertificate OCTET STRI NG
pkt cM aDevKer ber osReal m OCTET STRI NG,
pkt cM aDevKer bPri nci pal Nane Di spl ayStri ng,
pkt cM aDevSer vGracePeri od | nt eger 32,
pkt cM aDevLocal SystentCertificate OCTET STRI NG
pkt cM aDevKeyMynt Ti neout 1 | nt eger 32,
pkt cM aDevKeyMynt Ti meout 2 | nt eger 32

}

pkt cM aDevSer vProvi derCertificate OBJECT- TYPE
SYNTAX X509Certificate.
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

“ASN. 1 DER encodi ng of the Tel ephony Service Provider's X 509
public-key certificate, called Service Provider Certificate. It serves as the root of the intra-
donmi n trust hierarchy. Each MIA is
configured with this certificate so that it can authenticate KDCs
owned by the same service provider. The provisioning server needs
the ability to update this certificate in the MIAs via both SNWP and
configuration files.”
::= { pktcMaDevSecurityEntry 1 }

pkt cM aDevTel ephonyCertificate OBJECT- TYPE
SYNTAX X509Certificate
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

“ASN. 1 DER encoding of the MIA's X 509 public-key certificate
i ssued by the Service Provider with either the Service Provider CA or
a Local System CA. This certificate, called MIA Tel ephony
Certificate, contains the same public key as the MIA Device
Certificate issued by the manufacturer. It is used to authenticate the
identity of the MTAto the TGS (during PKIN T exchanges). The
provi sioning server needs the ability to update this certificate in the
MIAs via both SNMP and configuration files.”

::= { pktcMaDevSecurityEntry 2 }

pkt cM aDevKer ber osReal m OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0..1280))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
Specifies a Kerberos realm (i.e. administrative donain), required
for | PCabl ecom key managenent]."

;.= { pktcM aDevSecurityEntry 3}

pkt cM aDevKer bPri nci pal Nane OBJECT- TYPE

SYNTAX Di splayString (SIZE(O..40))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Kerberos principal name for the Call Agent. This information

is required in order for the MIA to obtain Call Agent Kerberos
tickets. This principal nane does not include the realm which
is specified as a separate field in this configuration file. A
Singl e Kerberos principal name MAY be shared anong several
Call Agents."

1= { pktcMaDevSecurityEntry 4}
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pkt cM aDevSer vGracePeri od OBJECT- TYPE
SYNTAX I nt eger 32 (15..600)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
' The MIA MUST obtain a new Kerberos ticket (with a PKINIT
exchange) this many mnutes before the old ticket expires. The
m ni num al | owabl e value is 15 nins. The default is 30 nmins."
DEFVAL { 30 }
1= { pktcM aDevSecurityEntry 5}
pkt cM aDevlLocal SystenCertificate OBJECT- TYPE

SYNTAX X509Certificate.
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON “Tel ephony Service Provider CA may del egate the issuance of certificates to a

regional Certification Authority called Local System CA (with the correspondi ng Local System
Certificate). This parameter is the ASN.1 DER encodi ng of the Local System Certificate. |t MJST
have a non-enpty val ue when the MIA Tel ephony certificate is signed by a Local System CA

O herwi se, the value MJST be of length 0"

::={ PktcMaDevSecurityEntry 6 }

pkt cM aDevKeyMymt Ti meout 1 OBJECT- TYPE

SYNTAX I nt eger32 (15..600)
UNI TS “seconds”

MAX- ACCESS read-wite

STATUS current

DESCRI PTION  “This timeout applies only when the MIA initiated key managenment. It is the period
during which the MTA will save a nonce (inside the sequence nunber field) fromthe sent out AP
Request and wait for the nmatching AP Reply fromthe CMVS."

1= { pktcMaDevSecurityEntry 7 }

pkt cM aDevKeyMymt Ti meout 2 OBJECT- TYPE

SYNTAX I nteger32 (15..600)

UNI TS “seconds”

MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON “This tinmeout applies only when the CM5S initiated key nanagenent (with a Wake Up or
Rekey nessage). It is the period during which the MTA will save a nonce (inside the sequence nunber

field) fromthe sent out AP Request and wait for the matching AP Reply fromthe CMVS.”
::={ pktcM aDevSecurityEntry 8}
pkt cM aDevTgsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevTgsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Cont ai ns per endpoint Ticket Granting Server information."
:={ pktcMaDevSecurity 8 }
pkt cM aDevTgsEntry OBJECT- TYPE
SYNTAX Pkt cM aDevTgsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"List of Tgs attributes for a single |PCabl ecom
endpoint interface associated with ifType(104)."
INDEX { iflndex, pktcM aDevTgslndex }
1= { pktcM aDevTgsTable 1 }
Pkt cM aDevTgsEntry ::= SEQUENCE {
pkt cM aDevTgsl ndex | nt eger 32,
pkt cM aDevTgsLocation Di splayString,
pkt cM aDevTgsSt at us RowSt at us

}

pkt cM aDevTgsl ndex OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

“Index into the TGS table for TGS | ocati ons.
| f Type specifies the endpoint, Tgslndex specifies a TGS.”
1= { pktcMaDevTgskEntry 1 }
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pkt cM aDevTgsLocat i on OBJECT- TYPE

SYNTAX Di splayString (Sl ZE (0. . 255))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
" Name of the TGS - Ticket Granting Server, which is the Kerberos
Server. This paraneter is a FQDN or |pv4 address. There may be
multiple entries of this type. The order in which these entries
are listed is the priority order in which the MTAw Il attenpt to
contact themfor this endpoint."
::= { pktcMaDevTgsEntry 2 }

pkt cM aDevTgsSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object contains the Row Status associated with
the pktcM aDevTgsTabl e."
::= { pktcMaDevTgsEntry 3 }
-- The follow ng group describes server access and paraneters used for
-- initial provisioning and bootstrapping.
pkt cM aDevSer ver Boot St at e OBJECT- TYPE
SYNTAX | NTEGER {
operational (1),
di sabl ed(2),
wai ti ngFor DhepOf fer(3),
wai t i ngFor DhcpResponse(4),
wai ti ngFor Confi g(5),
ref usedByCnt s(6),
other (7),
unknown( 8)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If operational (1), the device has conpl eted | oadi ng and
processing of configuration paraneters and the Access Node has
conpl eted the Registrati on exchange.
I f disabled(2) then the device was adm nistratively
di sabl ed, possibly by being refused network access in the
configuration file.
I f waitingForDhcpOifer(3) then a DHCP Di scover has been
transmitted and no of fer has yet been received.
I f waitingFor DhcpResponse(4) then a DHCP Request has been
transmtted and no response has yet been received.
I f waitingForConfig(5) then a request to the config paraneter
server has been nade and no response received.
If refusedByCnts(6) then the Registration Request/Response
exchange with the Access Node failed. "

1= { pktcM aDevServer 1 }

pkt cM aDevSer ver Dhcp OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The | P address or FQDN of the DHCP server that assigned an |P
address to this device. Returns 0.0.0.0 if DHCP was not
used for | P address assignnent."

1= { pktcM aDevServer 2 }

pkt cM aDevServer Dns1 OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The | P address or FQDN of the prinmary DNS server that resol ved
an | P address for this device.
::= { pktcM aDevServer 3}
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pkt cM aDevSer ver Dns2 OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The | P address or FQDN of the secondary DNS server that resolved an |P address for this device.
;.= { pktcM aDevServer 4 }

pkt cM aDevConfi gFi |l e OBJECT- TYPE SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The URL of the TFTP/HTTP file for downl oadi ng provisioning
and configuration paraneters to this device. Returns NULL if the
server address is unknown. Supports both TFTP and HTTP"

::= { pktcMaDevServer 5 }

pkt cM aDevSnnpEntity OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The | P address or FQDN of the SNWP entity for provisioning trap
handl ing that assigned an | P address to this device. Returns
0.0.0.0 if DHCP was not used for |P address assignment."
1= { pktcM aDevServer 6 }

-- Event Reporting

pkt cM aDevEvCont rol OBJECT- TYPE
SYNTAX | NTEGER {
resetLog(1),
useDef aul t Reporting(2)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Setting this object to resetLog(1l) enpties the event | og.

Al data is deleted. Setting it to useDefaul t Reporting(2)
returns all event priorities to their factory-default
reporting. Reading this object always returns
useDef aul t Reporting(2)."

;.= { pktcM aDevEvent 1 }

pkt cM aDevEvSysl og OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The | P address or FQDN of the Syslog server. If 0.0.0.0,
syslog transm ssion is inhibited."
;.= { pktcM aDevEvent 2 }

pkt cM aDevEvThr ot t | eAdni nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
unconstrai ned(1),
mai nt ai nBel owThr eshol d(2),
st opAt Thr eshol d( 3),
i nhi bi ted(4)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Controls the transm ssion of traps and sysl og nmessages
with respect to the trap pacing threshold.
unconstrai ned(1) causes traps and syslog nessages to be
transmtted without regard to the threshold settings.
mai nt ai nBel owThr eshol d(2) causes trap transni ssion and
sysl og messages to be suppressed if the nunber of traps
woul d ot herwi se exceed the threshol d.
st opAt Threshol d(3) causes trap transmi ssion to cease
at the threshold, and not resume until directed to do so.
i nhibited(4) causes all trap transm ssion and sysl og
messages to be suppressed.
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A single event is always treated as a single event for
threshold counting. That is, an event causing both a trap
and a syslog nmessage is still treated as a single event.

Witing to this object resets the thresholding state.

At initial startup, this object has a default val ue of
unconstrai ned(1)."
::={ pktcM aDevEvent 3 }

pkt cM aDevEvThrottl el nhi bi ted OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"If true(l), trap and syslog transmssion is currently

i nhibited due to thresholds and/or the current setting of
pkt cM aDevEvThrottl eAdmi nStatus. In addition, this is set to
true(l) if transmission is inhibited due to no
sysl og (pktcM aDevEvSysl og) or trap (pktcM aDevNmAccessEntry)
destinati ons having been set."

::={ pktcM aDevEvent 4 }

pkt cM aDevEvThrott!| eThreshol d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Nunber of trap/syslog events per pktcM aDevEvThrottl el nterval
to be transmitted before throttling.

A single event is always treated as a single event for
threshold counting. That is, an event causing both a trap
and a syslog nessage is still treated as a single event.

At initial startup, this object returns 0."
;.= { pktcM aDevEvent 5 }

pkt cM aDevEvThrottl el nterval OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
UNI TS "seconds”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The interval over which the trap threshold applies.
At initial startup, this object has a value of 1."
::={ pktcM aDevEvent 6 }

-- The following table controls the reporting of the various classes of
-- events.

pkt cM aDevEvCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevEvControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table allows control of the reporting of event classes.
For each event priority, a conbination of |ogging and
reporting nechani sns may be chosen. The mappi ng of event types
to priorities is vendor-dependent. Vendors may al so choose to
al l ow the user to control that mapping through proprietary nmeans."
:={ pktcMaDevEvent 7 }

pkt cM aDevEvControl Entry OBJECT- TYPE

SYNTAX Pkt cM aDevEvControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Allows configuration of the reporting mechanisns for a
particular event priority."
I NDEX { pktcM aDevEvPriority }
;= { pktcM aDevEvControl Table 1 }
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pkt cM aDevEvControl Entry ::= SEQUENCE {
pktcM aDevEvPriority | NTEGER,
pkt cM aDevEvReporti ng BI TS
}

pkt cM aDevEvPriority OBJECT- TYPE

SYNTAX | NTEGER {
enmer gency(1),
alert(2),
critical (3),
error(4),
war ni ng(5),
notice(6),
information(7),
debug( 8)

}

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The priority level that is controlled by this
entry. These are ordered from nost (energency) to |east (debug)
critical. Each event with a CMor Access Node has a particul ar
priority level associated with it (as defined by the
vendor). During nornal operation no event nore critical than
noti ce(6) shoul d be generated. Events between warning and
enmer gency should be generated at appropriate |evels of
problens (e.g. energency when the box is about to
crash)."

1= { pktcMaDevEvControl Entry 1 }

pkt cM aDevEvReporti ng OBJECT- TYPE
SYNTAX BI TS {
I ocal (0),
traps(1),
sysl og(2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Defines the action to be taken on occurrence of this
event class. |nplenentations may not necessarily support
all options for all event classes, but at m ni mum nust
al l ow traps and syslogging to be disabled. If the
local (0) bit is set, then log to the internal log, if the
traps(1l) bit is set, then generate a trap, if the
syslog(2) bit is set, then send a sysl og nessage
(assum ng the syslog address is set)."
;.= { pktcM aDevEvControl Entry 2 }

pkt cM aDevEvent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevEvent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Contains a |log of network and device events that may be
of interest in fault isolation and troubl eshooting."
::={ pktcMaDevEvent 8 }

pkt cM aDevEvent Entry OBJECT- TYPE

SYNTAX Pkt cM aDevEvent Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Describes a network or device event that nmay be of

interest in fault isolation and troubleshooting. Miltiple
sequential identical events are represented by

i ncrenenti ng pktcM abDevEvCounts and setting

pkt cM aDevEvLast Tine to the current tine rather than creating
mul tiple rows.

Entries are created with the first occurrance of an event.
pkt cM aDevEvControl can be used to clear the table.
I ndi vi dual events can not be deleted."

I NDEX { pktcM aDevEvl ndex }

::={ pktcM aDevEventTable 1 }
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Pkt cM aDevEvent Entry ::= SEQUENCE {
pkt cM aDevEvI ndex | NTEGER,
pkt cM aDevEvFi rst Ti me Dat eAndTi ne,
pkt cM aDevEvLast Ti me Dat eAndTi e,
pkt cM aDevEvCount s Count er 32,
pkt cM aDevEvLevel | NTEGER,
pkt cM aDevEvl d Unsi gned32,
pkt cM aDevEvText Di splayString
}
pkt cM aDevEvl ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Provides relative ordering of the objects in the event
log. This object will always increase except when
(a) the log is reset via pktcMabDevEvControl,
(b) the device reboots and does not inplenent non-volatile
storage for this log, or (c) it reaches the value 2731.
The next entry for all the above cases is 1."

::={ pktcM aDevEventEntry 1 }

pkt cM aDevEVFi r st Ti me OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The time that this entry was created."
::={ pktcM aDevEventEntry 2 }

pkt cM aDevEvLast Ti me OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If multiple events are reported via the same entry, the
time that the last event for this entry occurred,
otherwi se this should have the same val ue as
pkt cM aDevEvFirstTine. "

;.= { pktcM aDevEventEntry 3 }

pkt cM aDevEvCount s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunmber of consecutive event instances reported by
this entry. This starts at 1 with the creation of this
row and increments by 1 for each subsequent duplicate event."
= { pktcM aDevEventEntry 4 }

pkt cM aDevEvLevel OBJECT- TYPE
SYNTAX | NTEGER {
critical (1),
maj or (2),
m nor (3),
war ni ng(4),
i nformati on(5),
notice(6),
debug(7)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The priority level of this event as defined by the
vendor. These are ordered from nost serious (critical)
to |l east serious (debug)."

::= { pktcM aDevEventEntry 5 }

-- Vendors will provide their own enunerations for the follow ng.
-- The interpretation of the enunmeration is unanbi guous for a
-- particular value of the vendor's enterprise nunber in sysojectlD.
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pkt cM aDevEvl d OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"For this product, uniquely identifies the type of event
that is reported by this entry."

::={ pktcM aDevEventEntry 6 }

pkt cM aDevEvText OBJECT- TYPE

SYNTAX Di splayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Provi des a human-readabl e description of the event,

including all relevant context (interface nunbers,
etc.)."

::={ pktcM aDevEventEntry 7 }

-- notification group is for future extension.

pktcM aNoti fication OBJECT | DENTI FIER ::
pkt cM aConf or mance OBJECT | DENTI FI ER ::
pkt cM aConpl i ances OBJECT | DENTI FI ER ::
pkt cM aG oups OBJECT | DENTI FI ER ::

pktcMaMb 2 0}
pktcMaMb 3 }

pkt cM aConf ormance 1 }
pkt cM aConf or nance 2 }

o nun
et et e

-- Notification G oup

pkt cM aPr ovi si oni ngEnrol | ment  NOTI FI CATI ON- TYPE
OBJECTS {
pkt cM aDevHar dwar eVer si on,
docsDevSwCurrent Vers,
pkt cM aDevTypel dentifi er,
pkt cM aDevMacAddr ess,
pkt cM aDevCorrel ati onld,
pkt cM aDevSi gnat ur e

}
STATUS current
DESCRI PTI ON
"This informis issued to initiate the | PCabl ecom
process provisioning."
REFERENCE
“I'nformas defined in RFC 1902"
.= { pktcMaNotification 1 }

pkt cM aPr ovi si oni ngSt at us  NOTI FI CATI ON- TYPE
OBJECTS ({
pkt cM aDevMacAddr ess,
pkt cM aDevCorrel ationld,
pkt cM aDevSi gnat ur e,
pkt cM aDevPr ovi si oni ngSt at e

}
STATUS current
DESCRI PTI ON
"This informis issued to confirmconpletion of the |PCabl ecom
provi si oni ng process, and indicate the conpletion state."
REFERENCE
“I'nformas defined in RFC 1902
:={ pktcMaNotification 2 }

-- conpliance statenents

pkt cM aBasi cConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenment for devices that inplenent
MTA feature.”
MODULE  --pktcMaM b

-- unconditionally mandatory groups

MANDATORY- GROUPS {
pkt cM aG oup
}
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-- units of conformance

OBJECT pktcM aDevCorrel ationld
M N- ACCESS read-only
DESCRI PTI ON
"not - accessi bl e when request is SNW get
read-only when used in informs during provisioning."

OBJECT pktcM aDevCertificate
M N- ACCESS read-only
DESCRI PTI ON
"Read-write when request is through configuration file °
downl oad, otherwise it's a read-only object."

OBJECT pktcM aDevTel ephonyCertificate
M N- ACCESS read-only
DESCRI PTI ON
"Read-write when request is through configuration file
downl oad, otherwise it's a read-only object."

OBJECT pktcM aDevServProviderCertificate
M N- ACCESS read-only
DESCRI PTI ON
"Read-wite when request is through configuration file
downl oad, otherwise it's a read-only object."

OBJECT pktcM aDevLocal SystenCertificate
M N- ACCESS read-only
DESCRI PTI ON
"Read-write when request is through configuration file
downl oad, otherwise it's a read-only object."
OBJECT pkt cM aDevKer ber osReal m
M N- ACCESS read-only
DESCRI PTI ON
"Read-write when request is through configuration file
downl oad, otherwise it's a read-only object."

OBJECT pktcM aDevTgsLocati on
M N- ACCESS read-only
DESCRI PTI ON
"Read-wite when request is through configuration file
downl oad, otherwise it's a read-only object."
OBJECT pkt cM aDevKer bPri nci pal Nanme
M N- ACCESS read-only
DESCRI PTI ON
"Read-wite when request is through configuration file
downl oad, otherwise it's a read-only object."

OBJECT pktcM aDevServG acePeri od
M N- ACCESS read-only
DESCRI PTI ON
"Read-wite when request is through configuration file
downl oad, otherwise it's a read-only object."
1= { pktcM aConpliances 3}
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pkt cM aG oup OBJECT- GROUP
OBJECTS {
pkt cM aDevReset Now,
pkt cM aDevSeri al Nunber,
pkt cM aDevHar dwar eVer si on,
pkt cM aDevMacAddr ess,
pkt cM aDevFQDN,
pkt cM aDevEndPnt Count ,
pkt cM aDevEnabl ed,
pkt cM aDevTypel denti fier,
pkt cM aDevProvi si oni ngSt at e,
pktcM aDevCertificate,
pkt cM aDevSi gnat ur e,
pkt cM aDevCorrel ati onld,
pkt cM aDevManuf acturerCertificate,
pkt cM aDevTel ephonyCertificate,
pkt cM aDevSer vProvi der Certificate,
pkt cM aDevLocal SystenCertificate,

pkt cM aDevKer ber osReal m
pkt cM aDevTgsLocati on,
pkt cM aDevKer bPri nci pal Name,
pkt cM aDevSer vGracePeri od,
pkt cM aDevKeyMynt Ti nmeout 1,
pkt cM aDevKeyMynt Ti nmeout 2,
pkt cM aDevSer ver Boot St at e,
pkt cM aDevSer ver Dhcp,
pkt cM aDevSnnpEntity,
pkt cM aDevEvControl ,
pkt cM aDevEvSysl og,
pkt cM aDevEvThr ot t | eAdmi nSt at us,
pkt cM aDevEvThrottl el nhi bited,
pkt cM aDevEvThrottl| eThreshol d,
pkt cM aDevEvThrottl el nterval,
pkt cM aDevEvReporti ng,
pkt cM aDevEvFi r st Ti me,
pkt cM aDevEvLast Ti ne,
pkt cM aDevEvCount s,
pkt cM aDevEvLevel ,
pkt cM aDevEvl d,
pkt cM aDevEvText

}
STATUS current
DESCRI PTI ON

20

"G oup of objects for |PCabl ecom MTA MB."

:={ pktcMaGoups 1}

END
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