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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
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Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
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Foreword

This Technical Specification (TS) has been produced by ETSI Project Telecommunications and Internet Protocol
Harmonization Over Networks (TIPHON).
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1 Scope

The present document shall be called the Open Settlement Protocol (OSP). The present document specifies a set of
protocols and associated profiles to permit the exchange of inter-domain pricing, authorization, and settlement
information between internet telephony operators. The protocols specified fulfil the essential requirements of such
services, by providing appropriate functionality between multiple administrative domains in a secure manner. The
specification also provides for non-standard extensions that permit co-operating parties to augment or replace the basic
functionality.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

¢ For aspecific reference, subsequent revisions do not apply.
« For anon-specific reference, the latest version applies.

» Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.
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1996. As amended by SSL 3.0 Errata of August 26, 1996
[ http://www.netscape.com/eng/ssl 3/sdl-errata.html].

[6] SO 4217 (1995): "Codes for the representation of currencies and funds'.

[7] SO 8601 (1988): "Data elements and interchange formats - Information interchange -
Representation of dates and times”.

[8] ITU-T Recommendation H.225.0 (1998): "Call signalling protocols and media stream
packetization for packet-based multimedia communication systems'.

[9] ITU-T Recommendation H.245 (1998): " Control protocol for multimedia communication”.
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3 Abbreviations

For the purposes of the present document, the following abbreviations apply:
ARQ Admission ReQuest
CMS Cryptographic Message Syntax
DCF Disengage ConFirm
DRQ Disengage ReQuest
DES Data Encryption Standard
DSA Digital Signature Algorithm
DTD Document Type Definition
FIPS PUBS Federal Information Processing Standards Publications
HTML HyperText Markup Language
HTTP Hypertext Transfer Protocol
IETF Internet Engineering Task Force
IOTP Internet Open Trading Protocol
IP Internet Protocol
IPSEC Internet Protocol SECurity
MD5 Message Digest 5
MIME Multipurpose Internet Mail Extensions
NIST National Institute of Standards and Technology
NTP Network Time Protocol
osP Open Settlement Protocol
PIN Personal Identification Number (e.g. for automated teller machines)
PKCS Public Key Cryptography Standard
RAS Registration Admission and Status
RSA Rivest Shamir Adleman
SDP Session Description Protocol
SHA Secure Hash Algorithm
SIP Session Initiation Protocol
SMIME Secure Multipurpose Internet Mail Extensions
SSL Secure Socket Layer
TCP Transmission Control Protocol
TLS Transport Layer Security
URL Uniform Resource L ocator
UTC Universal Time Co-ordinated
UTF Universal Text Format
XML eXtensible Markup Language

ETSI



11 ETSI TS 101 321 V4.1.1 (2003-11)

4 Open settlement protocol architecture

This clause introduces the protocol architecture for the OSP specification. It identifies the major protocols used by
communicating parties, and it outlines their relationship to each other. The clause also describes the overall format of
messages exchanged by the protocols. The intent of this clause is to outline the framework for the standard's protocols
and message formats; later clauses detail specific profiles for these protocols and the specific message content.

4.1 Communication protocols

Asfigure 1 shows, systems conforming to the OSP specification use a combination of the Hypertext Transfer Protocol
(HTTP), and either the Secure Sockets Layer (SSL) or Transport Layer Security (TLS) to transfer pricing, authorization,
and usage information. As the figure indicates, these protocols are layered on top of the Transmission Control Protocol
(TCP) for communication across Internet Protocol (1P) networks.

OSP
XML (presentation)
HTTPv1.0

TCP port 80

SSLv3
TCP port 443
IP

Figure 1. Open Settlement Protocol architecture for pricing,
authorization, and usage exchange

4.1.1 Secure Sockets Layer (SSL)/Transport Layer Security (TLS)

The Secure Sockets Layer and Transport Layer Security protocols add authentication and privacy to TCP connections.
SSL isthe standard protocol for securing web browsing. As such, it iswidely deployed on the Internet and is
distinguished by considerable operational experience. SSL also enjoys near universal support from firewalls and proxy
servers. TLSisan updated version of SSL currently being developed within the Internet Engineering Task Force
(IETF). TLSis heavily based on SSL and, although it is not strictly backwards compatible with SSL, systems
supporting both TLS and SSL can automatically recognize either protocol and adapt as required to ensure
interoperability.

NOTE: Asother industry standard mechanisms for | P-based security (for example, IPSEC) reach maturity, later
revisions to the present document may incorporate support for those mechanismsin addition to SSL/TLS.
Such revisions to the security mechanisms may also permit the use of an unreliable transport such as
UDP.

4.1.2 HyperText Transfer Protocol (HTTP)

The HyperText Transfer Protocol (HTTP) isthe standard protocol for web-based communications. HT TP has been
adopted for awide variety of purposes including proxy services, bi-directional content delivery, database access,
network management, and metering information. HTTP is by far the most widely used application protocol on the
Internet, and is supported by all significant firewalls and proxy servers.

4.2 Message format

Toillustrate the overall format of OSP messages, figure 2 shows an example message. Asthe figure indicates, the
content within the HTTP message is formatted according to the standard for Multipurpose Internet Mail Extensions
(MIME). Theindividual components of the message are a document conforming to the Extensible Markup Language
(XML) specification and a Secure MIME (S'MIME) digital signature.

NOTE: Thedigita signatureisoptional and, if omitted, the message content consists solely of a XML document.
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HTTP Header POST scripts/settlenents HTTP/ 1.0
content-type: nultipart/signed;
prot ocol ="appl i cati on/ pkcs7-si gnature";
m cal g=shal,;
boundar y=bar
content-length: 844

Message Content - - bar
Content - Type: text/plain
Content - Lengt h: 524

<?xm version='1.0""?>
<Message nessagel d="123454321" randon¥"12345678" >
<Aut hori zat i onRequest conponent | d="9876567890" >
<Ti mest anp>
1998- 04- 24T17: 03: 00Z
</ Ti mest anp>
<Cal | | d>
1234432198766789
</Callld>
<Sour cel nfo type="el64">
81458811202
</ Sour cel nf 0>
<Destinationlnfo type="el64">
4766841360
</ Desti nati onl nf 0>
<Servi ce/ >
<Maxi munDest i nat i ons>
5
</ Maxi mumDest i nat i ons>
</ Aut hori zat i onRequest >
</ Message>

Digital Signature - - bar
Cont ent - Type: application/ pkcs7-signature
Content - Lengt h: 191

GhyHhHUUj hJhj H77n8HHGTT f vbnj 756t bBOHAAVQLf yF467Chl G
f Hf YT64VQpf yF467GhI Gf Hf YT6j H7 7n8HHGghy HhHUUj hJh756t
bB9HGTr f vbnj n8HHGTr f vhJhj H776t bBOHGAVQbNj 7567CGhl G H
f YT6ghyHhHUUj pf yF47Ghl Gf Hf YT64VQbnj 756

- - bar - -

Figure 2: Example message showing overall format

4.2.1 Multipurpose Internet Mail Extensions (MIME)

All messages exchanged as part of this OSP specification conform to the Multipurpose Internet Mail Extensions
(MIME) specification. The MIME specification defines mechanisms to combine individual components of arbitrary
format (e.g. text, graphics, audio information, binary data, etc.) into a single message. Originally designed for electronic
mail, the MIME specification has been adapted for a variety of communication applications, including web browsing.
MIME format is widely supported by existing firewalls and proxy servers.

4.2.2 eXensible Markup Language (XML)

Thefirst part of each MIME message is a document conforming to the Extensible Markup Language (XML) standard.
As an extension of the widely deployed Hypertext Markup Language (HTML), XML can be readily parsed by firewalls
and proxy servers. Unlike HTML, though, XML isreadily extensible and can easily support rich, structured data such
as pricing and usage information.

4.2.3 Secure MIME

The second part of each MIME message, if present, isadigital signature conforming to the Secure Multipurpose
Internet Mail Extensions (S'MIME). SSMIME format includes support for multiple digest and signing algorithms and
for variable cryptographic strength (e.g. key lengths). SMIME format is al so self-identifying with respect to these
parameters, so that a recipient can derive the necessary information for verifying the signature from the signature data.
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NOTE: Thisdoesnot imply that the recipient is guaranteed to be able to verify the signature, only that the
recipient can tell what it needs to perform the verification. (So that, for example, the recipient may
identify a signing algorithm that it does not support).

5 Protocol profiles

This clause specifies the profiles for the protocols required by the present document. It identifies the normative
references to those protocols, as well as the specific versions, options, and extensions that the present document
requires. The specific protocols described in this clause are the Secure Sockets Layer (SSL) and Transport Layer (TLS)
protocols and the Hypertext Transfer Protocol (HTTP). The clause concludes by specifying the overall format of the
messages conveyed through these protocols. Clauses 5.1 to 5.2.7 describe the message content in detail.

5.1 Secure Sockets Layer (SSL)/Transport Layer Security
(TLS)

If secure authentication of the server isdesired, or if confidentiality of the information exchanged between client and
server is desired, the communication between the devices shall be secured using the Secure Sockets Layer (SSL) or
Transport Layer Security (TLS) as described in this clause.
51.1 Protocol version
Conforming systems shall support version 3.0 of the Secure Sockets Layer protocol [5] to secure their communications.
NOTE: Asanimplementation option, systems may support version 1.0 of the Transport Layer Security
protocol [23] or later versions.

51.2 Client/server roles

When initiating a communication as part of the present document, the initiating system shall act asan SSL/TLS client
while the responding system shall act asan SSL/TLS server.

5.1.3 CipherSuites

Annex B documents the cryptographic algorithms required and recommended by the present document, including
SSL/TLS ciphersuites.

5.2 Hypertext transfer protocol

521 Protocol version

Conforming systems shall support version 1.0 of the Hypertext Transfer Protocol [1] as the base transfer protocol for
their messages.

NOTE: Asanimplementation option, systems may support HTTP version 1.1 [3].

5.2.2 Client/server roles

When initiating a communication as part of the present document, the initiating system shall act asan HTTP client,
while the responding system shall act asan HTTP server.

5.2.3 TCP port

Clients shall support sending their requeststo TCP port 443 if SSL/TLS s being used, and to TCP port 80 otherwise. As
an implementation option, communicating parties may agree to communicate via other TCP ports.
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524 HTTP methods

Requests from clients to a server shall be in the form of HTTP request messages using the POST method. Responses
from a server shall consist of valid HTTP response messages.

525 Uniform resource identifier

The uniform resource identifier included in the POST request is not specified in the present document, but rather is
subject to prior agreement between the communicating parties.

526 HTTP headers

The HTTP header of the POST method shall minimally consist of the request-line. All request-header and
general-header fields are optional. If present, they shall conform to the HTTP standard [1]. The status-line for the HTTP
responses shall be present in those responses, and it shall conform to the HTTP standard, including status-code and
reason-phrase values. All response-header and general -header fields are optional. If present, they shall conform to the
HTTP standard.

5.2.7 HTTP entity body

Each message (i.e. HTTP entity body) conveyed as part of the present document shall conform to the Multipurpose
Internet Mail Extensions standard [4], and shall, if signed, consist of exactly two parts, an Extensible Markup Language
document and a Secure Multipurpose Internet Mail Extensions digital signature, as specified in the following two
clauses. The highest level structure for each message shall conform to the multipart/signed syntax defined in

S/MIME [17]. The message's media type shall be "multipart/signed” with appropriate parameters (e.g. protocol of
"application/pkcs7-signature” and micalg of “shal.") The entity shall indicate the correct content-length value, as
defined inthe HTTP standard [1].

If not signed, each message shall ssimply consist of asingle, text/plain part.

If bulk transfer is used, the entire message should be signed.

6 XML content

This clause specifies the actual message format used by the OSP to exchange pricing, authentication and authorization,
and usage information. It outlines the overall XML document structure, lists the individual XML elements, and
describes how those elements are combined into exchanges.

6.1 Document Structure

6.1.1 Multipurpose Internet Mail Extensions Conformance

Asthefirst part of a Multipurpose Internet Mail Extensions (MIME) message, each message content shall conform to
the MIME standard [4] asindicated in clauses 6.1.1.1 t0 6.1.1.3.

6.1.1.1 Content-type
The message's content-type shall be designated text/plain.

NOTE: Itisanticipated that the Internet Engineering Task Force (IETF) will eventually definea MIME
content-type for XML documents (e.g. text/xml). When such a definition is available, subsequent
revisions of the present document may specify the use of that content-type instead of text/plain.

6.1.1.2 Content-length

All messages shall indicate the correct content-length val ue as defined in the MIME standard.
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6.1.1.3 Transfer encoding

As XML documents can be carried within the HTTP protocol in their native format, no transfer encoding
(e.g. quoted-printable or base-64) shall be used.

NOTE: Since XML content is carried in its native encoding, that encoding will not conform to the
recommendations for the text/plain content-type. In particular, the XML encoding specifies the use of a
single line-feed character (#xA) to indicate line ending rather than the return/line-feed pair. Although not
the default encoding for text/plain, such an encoding does not violate the MIME standard.

6.1.2 XML conformance

The actual message content itself shall conform to the XML standard [2]. As part of that conformance, systems shall
follow the well-formedness and character encoding requirements as follows.

6.1.2.1 XML version

Message content shall conform to version 1.0 of the XML standard, and shall indicate that version with the required
XML prologue of <?xm  versi on="1. 0" ?>.

6.1.2.2 Well-formed constraint

All messages shall be well-formed XML documents, as defined in the [2] standard. Messages may be valid XML
documents as well, by referencing the appropriate XML document type definitions (DTDs). Strict validity (as defined
by [2]) is not required, however.

NOTE: Theterms"well-formed" and "valid" have specific meanings with the XML standard, and are used to
indicate specific degrees of conformance to the standard.

6.1.2.3 Character encoding

Messages may use any character set permitted by the XML standard. As specified in that standard, however, all
implementations shall be capable of generating and interpreting UTF-8 and UTF-16 encodings. In the absence of
explicit knowledge that the receiving system can support other character encodings, sends shall use UTF-8 or UTF-16
encoding [22].

6.1.3 XML framework

All messages shall conform to the overall framework illustrated in figure 3. Asthe figure shows, messages consist of a
single root entity, which contains one or more components, each of which consistsin turn of one or more elements.

These elements may include XML attributes.
<message>
<component> <component>
{<e|ement> {<e|ement> {<element>} {<element>} {<element>}

Figure 3: Overall XML framework

{<e|ement>
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6.1.3.1 Root entity

<! DOCTYPE Message [
<! ELEMENT Message ( ( Pricinglndication | PricingConfirmation | Authorizati onRequest |
Aut hori zat i onResponse | Aut horizationl ndication | AuthorizationConfirnmation | Usagel ndication |
UsageConfirmati on | Reaut horizati onRequest | Reaut horizati onResponse |
Subscri ber Aut henti cati onRequest | Subscri ber Aut henti cati onResponse | Capabilitieslndication |
Capabi litiesConfirmation )+ )>
<! ATTLI ST Message nessageld |D #REQUI RED
random CDATA #REQUI RED>

1>

The root entity for each message shall be aMessage element. It shall contain the components documented above, as
well as aunique identifier attribute and a random attribute.

6.1.3.2 Random attribute

Each Message element shall include arandom attribute. This attribute's value shall be arandom number, encoded as a
decimal character string. The attribute ensures that each message contains some random content, and it therefore
increases the security of the SMIME digital signature.

NOTE: Systems should use a cryptographically strong random number generator as the source for this attribute's
value. Standard library random number functions (such as from the ANS| C standard) are generally not
cryptographically strong, and should not be used.

6.1.3.3 Identifier attribute

Each message and each component within a message shall include a unique identifier for that element. The system that
initiates communication (through either arequest or an indication) shall ensure that the identifier is unique. The system
that replies (through either a response or a confirmation) shall use the identifier value to associate messages and
components in its response or confirmation with the corresponding elements in the request or indication. The identifier
attribute consists of an arbitrary character string, and is indicated by the attribute names messagel d or

component | d, as appropriate.

6.1.3.4 Critical attribute

All XML elements shall include a special attribute withthenamecri ti cal that takesvaluesof "t rue" or
"f al se". Thisattribute indicates whether or not processing of the message can safely proceed if the particular element
is not supported by the receiver.

If asystem receives a component containing acritical element that it does not support, that system shall not accept or
process the component.

If the critical attribute is omitted from an element (and its parents), that element shall be treated as if the critical
attribute was present with the value " t r ue™ .

The value of the critical attribute (whether explicit or implied) for an element shall apply to al sub-elements of the
element unless a sub-element explicitly indicates otherwise.

6.1.3.5 Extensions

Organizations may define additional el ements or components beyond those documented in the present document. To
ensure that no two organizations use the same named element, all private extensions shall have, as a prefix to their
name, an officialy registered Internet domain name belonging to the defining party. That domain name may be
separated from the element name by a colon. If, for example, the organization that owns the Internet domain name
acme.com wishes to add an element named Pr i vat eOpt i on, the tags delineating that element will be

<acme. com Pri vat eOpti on>and </ acne. com Pri vat eOpt i on>. Asnoted above, thecri ti cal
attribute may be used to indicate to a recipient whether or not it can safely ignore a private extension that it does not
understand or support.
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6.2 Components

Components are the main elements within each message. The <Message> element shall contain at least one and may
contain more than one component. The components defined in the present document include pairsto effect pricing
exchange (Pri ci ngl ndi cati onandPrici ngConfi r mati on), obtain authorization

(Aut hori zat i onRequest and Aut hori zat i onResponse), verify authorization

(Aut hori zat i onl ndi cati on and Aut hori zat i onConf i r mat i on), refresh authorization

(Reaut hori zat i onRequest and Reaut hori zati onResponse), report usage (Usagel ndi cat i on and
UsageConf i rmat i on), authentication subscribers (Subscri ber Aut hent i cat i onRequest and

Subscri ber Aut henti cat i onResponse) and exchange capabilities (Capabi | i ti esl ndi cati on and
Capabi litiesConfirmtion).

6.2.1 PricingIndication

<I ELEMENT Pri ci ngl ndi cati on ( Ti mestanp, Sourcelnfo, Destinationlnfo, Currency, Anount, |ncrenent,
Unit, Service, ValidAfter, Validuntil )>
<! ATTLI ST Pri ci ngl ndi cati on conponent!|d | D #REQUI RED>

A Pri ci ngl ndi cat i on component identifies the price for a particular service. It is composed of several elements,
asindicated above.

For example, the following XML content states that the cost of basic telephone calls from the United States (country
code 1) to France (country code 33) is US$ 0,50 per minute, effective immediately and indefinitely.

<Pri ci ngl ndi cati on conponent|d="1234567890" >
<Ti mest anp>
1997- 05- 02T19: 03: 00Z
</ Ti mest anp>
<Sourcel nfo type="el64prefix">
1
</ Sour cel nf o>
<Destinationlnfo type="el64prefix">
33
</ Desti nati onl nf 0>
<Currency>
usD
</ Currency>
<Amount >
0.5
</ Amount >
<l ncrenent >
60
</l ncrenent >
<Uni t>
s
</ Unit>
<Servicel/ >
<Val i dAfter/>
<Validuntil/>
</ Pricinglndi cati on>

NOTE: ThePri ci ngl ndi cati on component may be sent in bulk transfer. If bulk transfer is used, then the
digital signature should be mandatory. The digital signature is described in clause 5.2.7.

6.2.2 PricingConfirmation

<I ELEMENT Pri ci ngConfirmati on ( Ti nestanp, Status )>
<I' ATTLI ST Prici ngConfirmati on conmponentl|d | D #REQUI RED>

A Pri ci ngConfi rmati on component indicates acceptance or rejection of the corresponding
Pri ci ngl ndi cati on. Theconponent | d attribute associates the confirmation with the indication. The only
elementswithinthe Pri ci ngConfi rmati on arethe Ti nest anp and St at us elements.
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NOTE: ThePri ci ngConfi rmati on component may be sent in bulk transfer. If bulk transfer is used, then the
digital signature should be mandatory. The digital signature is described in clause 5.2.7.

6.2.3  AuthorizationRequest

<! ELEMENT Aut hori zati onRequest ( Tinmestanp, Callld*, Sourcelnfo, SourceAlternate*,
Destinati onl nfo, DestinationAlternate*, Service, MxinunmDestinations, Token*,
Subscri ber Aut henti cati onl nf o*, Sessionld*, MiltiSessionld*, G oup* )>

<! ATTLI ST Aut hori zati onRequest conponent!|d | D #REQUI RED>

AnAut hori zat i onRequest asksfor authorization to use resources. In the context of basic Internet telephony
service, it asks for authorization to complete a phone call. The call, for example, may be identified by ITU-T
Recommendation E.164 [11] numbersin the Sour cel nf o and Dest i nat i onl nf o elements. The requesting
system may leave the choice of peer endpoints up to the authorizing server, or it may specify the peer endpoint itself in
aDesti nati onAl t er nat e element.

The client shall provide oneor moreCal | | d elementsin therequest. A single Cal | | d element implies that the client
wishesto usethat call identifier for al possible destinations returned in the Aut hor i zat i onResponse. Multiple
Cal | 1 d elementsimply that the client wishes each potential destination to have its own call identifier. If the client
wishes to specify multiple call identifiers, the number of Cal | | d elements shall be equal to the value of the

Maxi munmDest i nat i ons element.

The Aut hori zat i onRequest message may request either authorization information, call routing information, or
both. When requesting authorization information only, clients shall specify aMaxi munmDest i nat i ons value of
zero (0). When requesting call routing information only, clients may omit any Sour ceAl t er nat e elements that
identify a subscriber, and they may include a Token received as the result of a prior authorization. In addition, clients
may include previously received Subscr i ber Aut hent i cati onl nf o elements.

In order to authorize a group, OSP client A might indicate in the G- oup element the parameter on which authorization
shall be based.

If aGr oup element isincluded inthe Aut hor i zat i onRequest component, then the Dest i nat i onl nf o
element shall identify the range of valid destination domain addresses. The Sour cel nf o element should not be
included. The Sour ceAl t er nat e element should identify the source domain.

NOTE 1. Theuseof the Aut hori zat i onRequest messageis not intended to be a replacement for, or
supersede any I TU-T Recommendation H.323 [12] Registration Admission and Status (RAS) messages.
Although the elements of the Aut hor i zat i onRequest are similar to information elementsin RAS
messages, Aut hori zat i onRequest isintended for use in the bulk transfer of authorization tokens or
other scenariosin which RAS signalling would not be appropriate.

NOTE 2: The present document permits either party in an authorization exchange to determine the call routing
information (e.g. identifying the peer endpoint for the call). If the client wishes to explicitly specify call
routing, it does so by including one or more Dest i nat i onAl t er nat e elements (e.g. of type
"transport" containing the |P address and port number of the peer endpoint) in the
Aut hori zat i onRequest . If the server is performing call routing, it returns the information in the
Aut hori zati onResponse. TheDest i nati onAl t er nat e elements are advisory during the
request. The server should attempt to use one of the endpoints specified, but it is free to substitute a
different set of endpointsif it is unable to settle the call using those specified.

If no routing is required, this shall be explicitly indicated by setting Maxi munDest i nat i ons to"0".
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6.2.4  AuthorizationResponse

<! ELEMENT Aut hori zati onResponse ( Ti nmestanp, Status, Transactionld, Token*, Destination*, Service?,
G oup* )>
<I' ATTLI ST Aut hori zati onResponse conponent|d | D #REQUI RED>

An Aut hori zat i onResponse component returns authorization information corresponding to an

Aut hori zat i onRequest . ItincludesaTi nest anp, aSt at us element, aTr ansact i onl d, optional tokens,
zero or more Dest i nat i on elements, and optional Qual i t yOf Ser vi ce and G oup elements. Any tokens present
are assumed to apply to all destinations. The response includesaconponent | d attribute to associate it with the
appropriate Aut hori zat i onRequest .

If the requested QoS cannot be granted then the Service element should indicate the highest level of QoS available.
The use of the Gr oup element is defined in clause 8.3.1.

NOTE: If aclient has expressed its own call routing preferencesin the Aut hor i zat i onResponse (e.g. with
Desti nati onAl t er nat e elementsof typet r anspor t ), then the server should make every attempt
to honour those preferences by returning appropriate Dest i nat i on elements. The server may also
include alternative destinationsin its response.

6.2.5 Authorizationindication

<! ELEMENT Aut hori zationl ndi cation ( Tinmestanp, Role, Callld, Sourcelnfo, SourceAlternate*,
Destinationlnfo, DestinationAlternate*, Service, Token* )>
<! ATTLI ST Aut hori zati onl ndi cati on conponent|d | D #REQUI RED>

AnAut hori zati onl ndi cati on asksfor verification of previously issued authorization, typically by asking for
verification of an authorization token. Because tokens may be opague to the terminating endpoint, that endpoint may
not be able to determine the originator of a particular token. It is therefore acceptable to pass an entire sequence of
tokens from a setup message in this component, and it is acceptable to send simultaneous

Aut hori zat i onl ndi cat i on messagesto multiple servers. The server shall be capable of recognizing
authorization tokens in addition to validating them.

NOTE: Even though the present document defines messages for validating authorization tokens, it does not
reguire their use. In particular, some tokens may be constructed so that they can be completely verified in
the peer system (e.g. through the use of digital signatures).

6.2.6 AuthorizationConfirmation

<I ELEMENT Aut hori zati onConfirmation ( Timestanp, Status, ValidAfter, Validuntil )>
<! ATTLI ST Aut hori zati onConfirmati on conponentl|d | D #REQUI RED>

An Aut hori zati onConfi r mat i on component indicates whether or not an authorization is valid. It includes a
Ti mest anp, a St at us element and validation time limits. The confirmation also includesaconponent | d attribute
to associate it with the appropriate Aut hor i zat i onl ndi cat i on.

6.2.7 Usagelndication
<! ELEMENT Usagel ndi cation ( Tinmestanp, Role, Transactionld, Callld, Sourcelnfo, SourceAlternate*,

Destinationl nfo, DestinationAlternate*, UsageDetail*)>
<! ATTLI ST Usagel ndi cati on conponent|d | D #REQUI RED>

The Usagel ndi cat i on component reports resource usage. In the context of basic Internet telephony service, thisis
typicaly call duration.

NOTE: TheUsagel ndi cati on component may be sent in bulk transfer. If bulk transfer is used, then the
digital signature should be mandatory. The digital signature is described in clause 5.2.7.
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6.2.8 UsageConfirmation

<! ELEMENT UsageConfirmati on ( Ti mestanp, Status )>
<I ATTLI ST UsageConfirmati on conponentl|d | D #REQUI RED>

A UsageConfirmat i on component indicates acceptance or rejection of the corresponding Usagel ndi cat i on.
Theconponent | d attribute associates the confirmation with the indication. The only elements within the
UsageConfirmati on arethe Ti mest anp and St at us elements.

NOTE: TheUsageConfi r mati on component may be sent in bulk transfer. If bulk transfer is used, then the
digital signature should be mandatory. The digital signature is described in clause 5.2.7.

6.2.9 ReauthorizationRequest

<! ELEMENT Reaut hori zati onRequest ( Tinmestanp, Role, Callld, Sourcelnfo?, SourceAlternate*,
Destinati onl nfo?, DestinationAlternate*, Transactionld, UsageDetail*, Token* )>
<! ATTLI ST Reaut hori zati onRequest conponent|d | D #REQUI RED>

A Reaut hori zat i onRequest component requests a reauthorization of a previously authorized service. A client
may use this message, for example, if a previous authorization has expired.

6.2.10 ReauthorizationResponse

<! ELEMENT Reaut hori zati onResponse ( Ti mestanp, Status, Transactionld, Token*, Destination* )>
<! ATTLI ST Reaut hori zati onResponse conponent|d | D #REQUI RED>

A Reaut hori zat i onResponse component indicates acceptance or rejection of the corresponding
Reaut hori zat i onRequest . Any tokens present are assumed to apply to al destinations. The conponent | d
attribute associates the response with the request.

6.2.11 SubscriberAuthenticationRequest

<! ELEMENT Subscri ber Aut henti cati onRequest (Ti mestanp, Sourcelnfo, SourceAlternate*,
Destinati onl nfo?, Service?)>
<I ATTLI ST Subscri ber Aut henti cati onRequest conponent|d | D #REQUI RED>

A SubscriberAuthenticationRequest asks for authentication of a subscriber's credentias, typically in the form of a
ISO/IEC 7812-1 [29] identification card number and associated personal identification number.

6.2.12 SubscriberAuthenticationResponse

<! ELEMENT Subscri ber Aut henti cati onResponse (Ti mestanp, Status, SubscriberAuthenticati onl nfo*)>
<! ATTLI ST Subscri ber Aut henti cati onResponse conponent!|d | D #REQUI RED>

A SubscriberAuthenti cationResponse component returns an indication of whether the subscriber's credentials are
considered authentic.

6.2.13 CapabilitiesIindication

<! ELEMENT Capabilitieslndication (Devicelnfo*, OSPVersion, OSPCapability*, Resources?)>
<I ATTLI ST Capabilitieslndication conponentld |D #REQUI RED
critical ( true | false ) #FIXED "fal se">

To identify the OSP featuresit should use with a particular server, a client sends that server a

Capabi li ti esl ndi cati on message. That message indicates the highest version of OSP that the client iswilling
to support, as well as the specific capabilities it wishes to use. The server responds with a

Capabi l'i ti esConfirmati on message. This message indicates the version of OSP that the two parties should use
for their communication, and it provides the client details about how to use the services it requires.

If the server respondsto aCapabi | i ti esl ndi cat i on message with anything other than a
Capabi liti esConfirmati on nessage (eg. anerror status), the client should assume that the server is only
capable of support for V1.4.2 of the present document.
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6.2.14 CapabilitiesConfirmation

<! ELEMENT CapabilitiesConfirmation (Tinmestanp, Status, OSPVersion, OSPService*, CertificateChain*,
Devi cel d?) >
<I ATTLI ST CapabilitiesConfirmation conponentld |D #REQUI RED
critical (true | false) #FI XED "fal se">

TheCapabi li ti esConfirmati on message alows aserver to specify the OSP capabilities that clients should use
to communicate with it. It issent in responseto aCapabi | i ti esl ndi cat i on. Theinformation consists of a
version number, an optional list of services supported, and an optional set of certificate chains. The version element
specifies the version of OSP to which future communications shall conform. This version number shall be equal to or
less than the version number proposed in the client's Capabi | i t i esl ndi cat i on. The serviceslist provides the
client with information it needs to access various OSP services. TheCer ti fi cat eChai n elements provide
certificate chains for public keys that the server will use to sign any authorization tokensit supplies.

6.3 Elements

This clause defines the individual elements that make up each message component.

6.3.1 Amount

<I ELEMENT Anount (#PCDATA) >
<! ATTLI ST Amount critical (true | false) "true">

The Amount element identifies a numeric value and is often associated with the | ncr emrent and Uni t elements, as
well asthe Cur r ency element. Amounts are expressed using the period (.) as adecimal separator and with no
punctuation as the thousands separator. The following excerpt, for example, expresses a rate of 50 cents (US) per
minute.

<Currency>
UsD

</ Currency>

<Anmpunt >
0.5

</ Anount >

<I ncr enent >
60

</l ncrenent >

<Uni t >
s

</ Unit>

6.3.2 AuthorityURL

<I ELEMENT Aut horityURL (#PCDATA) >
<I ATTLI ST AuthorityURL critical (true | false) "true">

The Aut hor i t yURL element identifies a uniform resource locator (URL) by which authorization may be verified or
refreshed.

6.3.3 Callld

<I ELEMENT Cal | I d (#PCDATA) >

<I ATTLI ST Callld encoding (cdata | base64) "cdata"
critical (true | false) "true">

TheCal | I d element containsacall's I TU-T Recommendation H.323 [12] Callld value, and is thus used to uniquely
identify individual calls. To convey its binary value, acall identifier may either be encoded using XML CDATA format
and appropriate escape sequences, or it may be encoded with base64 encoding as per the [4] standard. An encoding
attribute indicates the method selected, and the default value for that attributeis XML CDATA.
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6.3.4 Code

<! ELEMENT Code (#PCDATA) >
<I ATTLI ST Code critical (true | false) "true">

The Code element contains the numeric value that uniquely and unambiguously indicates the sender's response to a
request or indication. It isusually paired withaDescr i pt i on element within a St at us element. The Code content
consists of three numeric digitsin the form NNN. The first (most significant) digit indicates the success or failure of the
operation, subsequent digits provide greater detail. Vaues defined by the present document include the following:

NOTE: Subsequent revisionsto the present document may add other code values, but will always preserve the
meaning of amost significant 2 as success, and any other most significant digit asfailure.

2xx = operation successful

200 = success (no other information)

201 = information created (no previous values)

210 = updated information accepted (previous values replaced)
4Axx =request failure

400 = bad request (generic problem interpreting message)
401 = unauthorized (user authentication failed)

402 = payment required

403 = forbidden (route blocked)

404 = not found (no route to destination)

405 = source may not originate call to destination

410 = character encoding not supported

411 = parsing unsuccessful

412 = critical element not supported

420 = generic security problem (no other information available)
421 = signatureinvalid

422 = cryptographic algorithm not supported

423 = certificateinvalid

424 = certificate revoked

425 = encryption required

428 = Sourcelnfo invalid or missing
441 = temporary failure

447 = resource unavailable (route to destination may not terminate)
449 = quality of service unavailable

450 = requested facility is not subscribed

463 = serviceor option not available

481 = cdl ID invalid or missing

488 = incompatible destination

495 = invalid message

5XX = server error

500 = internal server error

501 = not implemented

503 = servicenot available

510 = transient problemin server
520 = long term problemin server
530 = time problem

531 = valid timetoo soon

532 = timeinterval too small

999 = generic failure (no other information available)
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6.3.5 Currency

<! ELEMENT Currency (#PCDATA) >
<I ATTLI ST Currency critical (true | false) "true">

The Cur r ency element defines the financial currency in use for the parent element. It is represented according to the
notation of 1SO 4217 [6]. In addition, the following definitions not included in SO 4217 [6] may be used:

ECU European Currency Unit
EUR Euro
SDR Specia Drawing Rights

6.3.6 Description

<! ELEMENT Descri pti on (#PCDATA) >
<! ATTLI ST Description critical (true | false) "fal se">

TheDescri pti on element provides atextual description for aresponse, and istypically paired with a Code element
aspart of aSt at us parent element. The Descri pti on element isfor informational purposes only, asthe Code
element defines the behaviour. Suggested values for the Descr i pt i on element are the descriptions given above for
each Code value.

6.3.7 Destination

<I ELEMENT Destination ( Destinationlnfo?, DestinationAlternate*, DestinationSignal Address, Token*,
Val i dAfter?, Validuntil?, UsageDetail*, AuthorityURL*, DestinationProtocol?, Callld*,

Sessi onl d*, Ml ti Sessi onld*, G oup* )>

<I ATTLI ST Destination critical (true | false) "true">

TheDest i nati on element isthe parent element for call routing information, and it is returned by serversin an
Aut hori zat i onResponse messages. As the above definition shows, as many as ten different types of subelements
may compriseaDest i hat i on element.

6.3.8 DestinationAlternate

<! ELEMENT Desti nati onAl t ernate (#PCDATA) >

<I' ATTLI ST Destinati onAlternate type ( el64 | h323 | url | email | transport |
international | national | network |
subscriber | abbreviated | el64prefix ) #REQUI RED
critical ( true | false) "true" >

TheDest i nati onAl t er nat e element contains secondary identification of the destination. This information
provides an aternative to the Dest i nat i onl nf o element. Dest i nat i onAl t er nat e uses the same notation as
Desti nati onl nfo.

6.3.9 Destinationinfo

<! ELEMENT Desti nati onl nf o (#PCDATA) >

<! ATTLI ST Destinati onlnfo type ( el64 | h323 | url | email | transport |
international | national | network |
subscriber | abbreviated | el64prefix ) #REQUI RED
critical ( true | false) "true" >

TheDest i nati onl nf o element givesthe primary identification of the destination, or called party, for acall. The
element includes at ype attribute, and can take one of several forms depending on the value of that attribute.

The following list indicates the contents of the element, given each possible attribute type.

el64 full ITU-T Recommendation E.164 [11] telephone number containing numeric digits
only (i.e. no punctuation)

h323 ITU-T Recommendation H.323 [12] identifier

ur | Uniform Resource Locator [12]

enmai | electronic mail address[12]
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transport transport address is the form of nhame:nn where name is the domain name (or | P address
enclosed in square brackets) and :nnis an (optional) TCP or UDP port number,
(eg.[172.16.1.1]:112)

i nternational international party number [12]

nati onal national party number [12]

net wor k network specific party number [12]

subscri ber subscriber party number [12]

abbrevi at ed abbreviated party number [12]

el64dprefix initial (most significant) digits of an ITU-T Recommendation E.164 [11] number with no
punctuation

6.3.10 DestinationSignalAddress

<! ELEMENT Desti nati onSi gnal Addr ess (#PCDATA) >
<I ATTLI ST Desti nati onSi gnal Address critical (true | false) "true">

The DestinationSignalAddress element identifies the call signalling address for the destination. It is represented as
name:nn, where name is a domain name or an | P address enclosed in square brackets. The :nnis optional and indicates a
TCP port number.

Example 1: Call signalling to device gateway.operator.com at TCP port number 112 is represented as follows:

<Desti nati onSi gnal Addr ess>
gat eway. oper at or. com 112
</ Desti nati onSi gnal Addr ess>

Example 2: Call signalling to an operators association using unique identifiers for each affiliated service provider is
represented as follows:

<Desti nati onSi gnal Addr ess>
operator.confcontactid
</ Desti nati onSi gnal Addr ess>

6.3.11 Increment

<! ELEMENT | ncrenment (#PCDATA) >
<! ATTLI ST Increnment critical (true | false) "true">

Thel ncr enent element indicates the number of units being accounted. It istypically used in combination with the
Armount and Uni t elements. The following excerpt, for example, expresses a duration of 5,5 minutes.

<Anount >
5.5
</ Anount >
<l ncr enent >
60
</ I ncrenment >
<Unit>
S
</ Unit>

6.3.12 MaximumbDestinations

<! ELEMENT Maxi munDest i nati ons (#PCDATA) >
<I ATTLI ST Maxi munDestinations critical (true | false) "true">

The Maxi munDest i nat i ons element appearsin the Aut hor i zat i onRequest component to indicate the
maximum number of potential destinations the client wishesto receive in the response.
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6.3.13 Role

<! ELEMENT Rol e (#PCDATA) >
<I ATTLI ST Role critical (true | false) "true">

The Rol e element indicates the role of the system generating a message. It shall contain one of the following values:
sour ce message generated by source;
desti nat i on message generated by destination;

ot her  message generated by systems other than source or destination.

6.3.14 Service

<! ELEMENT Service ( ServiceType?, Bandw dth?, QualityCfService? )>
<! ATTLI ST Service critical (true | false) "true">

The Ser vi ce element indicates atype of service being priced, authorized, or reported. If the Ser vi ceType Element
isnot present: voice isthe default service. If the Bandwi dt h element is present, it indicates the bandwidth required for
or consumed by the service. The Qual i t yOF Ser vi ce element indicates QoS classes or QoS parameters.

6.3.15 SourceAlternate

<I ELEMENT Sour ceAl ternate (#PCDATA) >
<I ATTLI ST SourceAlternate type ( el64 | h323 | url | enmmil | transport |
international | national | network |
subscriber | abbreviated | el64prefix | iso7812 |
pin | epin | deviceld ) #REQU RED
critical ( true | false) "true" >

The Sour ceAl t er nat e element contains secondary identification of the source of acall. It conformsto the same
notation asthe Dest i nat i onl nf o element.

The additional types specific to source information arei so7812, pi n, and epi n. They are defined as follows:

i s07812 I SO/IEC standard 7812-1 [29] identification card number containing numeric digitsonly (i.e. no
punctuation)

pi n Personal identification number containing numeric digits only (i.e. no punctuation)

epin Encrypted personal identification number, base64 encoded. The encryption procedureis as
follows:

1. Padthe PIN, represented as ASCII decimal digits, with nulls (binary zeroes) to a multiple
of 16 octets.

2. Concatenate a 128-bit random number to the shared secret (shared by the OSP server and
client).

3. Cadlculate a one-way hash of the resulting concatenation using the Message Digest 5
algorithm.

4. Exclusive-OR the result with the padded PIN.

5. Concatenate the resulting value after the original 128-byte random and base64 encode the
resulting 256-byte quantity.

devicel d server-assigned identifier.
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6.3.16 Sourcelnfo

<! ELEMENT Sour cel nf o (#PCDATA) >

<I ATTLI ST Sourcelnfo type ( el64 | h323 | url | emmil | transport |
international | national | network | subscriber |
abbreviated | el64prefix | iso7812 | pin | epin | deviceld )
#REQUI RED
critical ( true | false) "true" >

The Sour cel nf o element contains the primary identification of the source of acall. It uses the same notation as the
Desti nati onl nf o element, aong with the additional types defined for Sour ceAl t er nat e.

6.3.17 SourceSignalAddress

<I ELEMENT Sour ceSi gnal Addr ess (#PCDATA) >
<! ATTLI ST SourceSi gnal Address critical (true | false) "true">

The Sour ceSi gnal Addr ess element identifies the call signalling address of the source of a call. It uses the same
notation asthe Dest i nati onSi gnal Addr ess element.

6.3.18 Status

<! ELEMENT Status ( Code, Description? )>
<I ATTLI ST Status critical (true | false) "true">

The St at us element reports the results of aresponse or confirmation. It is composed of a Code element and an
optional Descri pti on element.

For example, the following excerpt indicates a successful response or confirmation:

<Stat us>
<Code>
200
</ Code>
<Descri pti on>
success (no other information)
</ Descri pti on>
</ St at us>

6.3.19 Timestamp

<! ELEMENT Ti mest anp (#PCDATA) >
<I ATTLI ST Ti mestanp critical (true | false) "true">

The Timestamp element indicates the time at which the component was generated. It is represented by a restricted form
of 1SO 8601 [7] format. In particular, time is aways represented in co-ordinated universal time (UTC) using the
notation YYYY- Mt DDThh: nm ssZ where:

YYYY = four-digit year (for example, 1998);

MM = two-digit month (01=January, €tc.);

DD = two-digit day of month (01 through 31);
T = indicates division between date and time;
hh = two-digit hour (00 through 23);

mm = two-digit minute (00 through 59);

Ss = two-digit second (00 through 59);

z = indicates co-ordinated universal time.
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For example, exactly 3:03 P.M. on May 2, 1997, Eastern Daylight Time in the United States, is represented as:
<Ti mest anp>

1997- 05- 02T19: 03: 00Z
</ Ti mest anp>

6.3.20 Token

<l ELEMENT Token (#PCDATA) >
<I ATTLI ST Token encodi ng (cdata | base64) "cdata"
critical (true | false) "true">

The Token element conveys a security token. To convey its binary value, atoken may either be encoded using XML
CDATA format and appropriate escape segquences, or it may be encoded with base64 encoding as per the [4] standard.
An encoding attribute indicates the method selected, and the default value for that attribute is XML CDATA.

6.3.21 Transactionld

<! ELEMENT Transacti onld (#PCDATA) >
<! ATTLI ST Transactionld critical (true | false) "true">

TheTransact i onl d element contains an integer, decimal valued identifier assigned to a specific authorized
transaction. It is represented without any punctuation (e.g. no thousands separator).

6.3.22 Unit

<I ELEMENT Unit (#PCDATA) >
<I ATTLI ST Unit critical (true | false) "true">

The Uni t element indicates the units by which pricing is measured or usage recorded. It shall contain one of the
following values:

S seconds;

pkt packets (datagrams);
byt e bytes,

page fax pages

cal | calls

6.3.23 UsageDetall

<I ELEMENT UsageDetail (Service, Amount, Increment, Unit, StartTi me?, EndTi ne?, Term nationCause?,
Statistics? )>
<I ATTLI ST UsageDetail critical (true | false) "true">

TheUsageDet ai | element collectsinformation describing the usage of a service. Individual transactions may
combine multiple UsageDet ai | elements as part of their usage report. This capability supports both parallel services
(e.g. audio and video streams during a video conference) and serial services (e.g. low bit-rate codec switching to a
higher quality codec as network conditions deteriorate).

TheUsageDet ai | element may also be present in either an Aut hor i zat i onResponse or a

Reaut hori zat i onResponse. Inthat case, it indicates alimit to the authorization. For example, an

Aut hori zat i onResponse that includesaUsageDet ai | of (amount = 3, increment = 60, unit = s) indicates that
the authorization isvalid for no more than 3 minutes of service.
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6.3.24 ValidAfter

<! ELEMENT Val i dAfter (#PCDATA)>
<I ATTLI ST Vali dAfter critical (true | false) "true">

TheVal i dAf t er element identifies the time and date after which the component's information shall be effective or
valid. It is encoded using the same notation asthe Ti mest anp element. If this element is empty, component
information is assumed to be valid as soon asiit is received.

6.3.25 ValidUntil

<I ELEMENT Val i dUnti| (#PCDATA) >
<I ATTLI ST ValiduUntil critical (true | false) "true">

TheVal i dUnti | element identifies the time and date after which the component'sinformation is no longer effective
or valid. It is encoded using the same notation asthe Ti mest anp element. If this element is empty, component
information is assumed to be effective indefinitely, or until it is explicitly modified with new information.

6.3.26 EndTime

<! ELEMENT EndTi me (#PCDATA) >
<! ATTLI ST EndTinme critical (true | false) #FIXED "fal se">

The EndTi nme element indicates the time at which the service ended. It is encoded using the same notation as the
Ti mest anp element.

6.3.27 StartTime

<! ELEMENT StartTi ne (#PCDATA)>
<I ATTLI ST StartTime critical (true | false) #FIXED "fal se">

The St art Ti ne element indicates the time at which the service started. It is encoded using the same notation as the
Ti mest anp element.

6.3.28 TCCode

<! ELEMENT TCCode (#PCDATA) >
<I ATTLI ST TCCode critical (true | false) #FIXED "fal se">

The TCCode element contains the numeric value that uniquely and unambiguously indicates the internet telephony
transaction’s status code. It is usually paired with aDescri pti on element withinaTer ni nat i onCause element.
The TCCode content consists of four numeric digitsin the form NNNN. The first (most significant) digit indicates the
success (1) or failure (0) of the operation, subsequent digits provide greater detail. Values defined by the present
document include the following:

0001 = unallocated (unassigned) number;

0002 = norouteto specified transit network;
0003 = no route to destination;

0004 = send specid information tone;

0005 = misdialed trunk prefix;

0006 = channel unacceptable;

0007 = call awarded and being delivered in an established channel;
0008 = preemption;

0009 = preemption — circuit reserved for re-use;
1016 = normal call clearing;

0017 = user busy;

0018 = no user responding;

0019 = no answer from user (user aerted);
0020 = subscriber absent;

0021 = cdl reected;
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0022 = number changed;

0026 = non-selected user clearing;

0027 = destination out of order;

0028 = invalid number format (address incomplete);

0029 = facility rejected;

0030 = responseto STATUS ENQUIRY;

0031 = normal, unspecified;

0032 = no circuit/channel unavailable;

0038 = network out of order;

0039 = permanent frame mode connection out of service;
0040 = permanent frame mode connection operational;

0041 = temporary failure;

0042 = switching equipment congestion;

0043 = accessinformation discarded;

0044 = requested circuit/channel not available;

0046 = precedence call blocked;

0047 = resource unavailable, unspecified;

0049 = quality of service unavailable;

0050 = requested facility not subscribed;

0053 = outgoing calls barred within CUG;

0055 = incoming calls barred with CUG;

0057 = bearer capability not authorized;

0058 = bearer capability not presently available;

0062 = inconsistency in designated outgoing access information and subscriber class;
0063 = service or option not available, unspecified;

0065 = bearer capability not implemented,;

0066 = channel type not implemented;

0069 = requested facility not implemented;

0070 = only restricted digital information bearer capability is available;
0079 = service or option nit implemented, unspecified;

0081 = invalid call reference value;

0082 = identified channel does not exist;

0083 = asuspended call exists, but this call identity does not;
0084 = call identity in use;

0085 = no call suspended;

0086 = call having the requested call identity has been cleared;
0087 = user not member of CUG;

0088 = incompatible destination;

0090 = non-existent CUG;

0091 = invalid transit network selection;

0095 = invalid message, unspecified;

0096 = mandatory information element is missing;

0097 = message type non-existent or not implemented;

0098 = message not compatible with call state or message type non-existent or not implemented,;
0099 = information element/parameter non-existent or not implemented;
0100 = invaidinformation element contents;

0101 = message nhot compatible with call state;

0102 = recovery on timer expiry;

0103 = parameter non-existent or not implemented, passed on;
0110 = message with unrecognized parameter, discarded;
0111 = protocol error, unspecified;

0127 = interworking, unspecified.
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6.3.29 TerminationCause

<! ELEMENT Ter mi nati onCause (TCCode, Description?)>
<I ATTLI ST Term nati onCause critical (true | false) #FIXED "fal se">

TheTer ni nat i onCause element reports the results of an internet telephony transaction. It is composed of the
TCCode element and an optional Descri pti on element.

For example, the following excerpt indicates a successful termination cause:

<Ter m nat i onCause>
<TCCode>
1016
</ TCCode
<Descri pti on>
normal call clearing
</ Descri ption>
</ Ter mi nati onCause>

6.3.30 Certificate

<I ELEMENT Certificate (#PCDATA)>
<I ATTLI ST Certificate encoding (cdata | base64) "base64"
critical (true | false) #FIXED "fal se">

This element contains a public key certificate. To convey its binary value, a certificate may either be encoded using
XML CDATA format and appropriate escape sequences, or it may be encoded with base64 encoding as per the [4]
standard. An encoding attribute indicates the method selected, and the default value for that attribute is base64.

6.3.31 CertificateChain

<I ELEMENT CertificateChain (Certificate*)>
<I ATTLI ST CertificateChain critical (true | false) #FIXED "fal se">

This element contains a certificate chain. The first certificate is the subject's certificate. It isfollowed by any
intermediate certificate authorities (in order) and concludes with the certificate for the root authority.

6.3.32 OSPCapability

<! ELEMENT OSPCapabi | ity (#PCDATA) >
<! ATTLI ST CSPCapability critical (true | false) #FIXED "fal se">

This element identifies a particular OSP capability that a server can provide to aclient. Capabilities are identified by the
name of the component that the client sends to the server to invoke them. A client that wishes to send

Aut hori zat i onRequest messagesto aserver, for example, would include the following XML inits

Capabi liti eslndi cati on message.

<CSPCapability critical ="fal se">
Aut hori zat i onRequest
<OSPCapabi i ty>
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6.3.33 OSPService

<! ELEMENT OSPServi ce (OSPCapability, OSPServi ceURL*, OSPSi gnatureRequired)>
<I ATTLI ST CSPService critical (true | false) #FIXED "fal se">

The OSPSer vi ce element provides information a client needs to obtain a particular service from an OSP server. The
specific service isidentified by the OSPCapabi | i t y element. OSPSer vi ceURL elements, if present, indicate the
URL(s) the client should use to request the service. They appear in order of decreasing priority (e.g. the primary URL
appearsfirst), and, if none are present in the OSPSer vi ce element, then the client may rely on other means to obtain
theinformation. (It may, for example, simply use the same URL it used for the Capabi | i ti esl ndi cati on.
Message.) Thefinal element, OSPSi gnat ur eRequi r ed, isaBoolean value that indicates whether or not the server
requires that request for the specified service to the identified URLs to be digitally signed. This explicitly allows for a
server to indicate one set of URLs for signed messages of a particular type and a different set for unsigned messages of
that same type. When such an option is available, the decision asto whether or not to sign messagesis an
implementation choice for the client. One possible strategy would be to first attempt to use the unsigned option, falling
back to the signed option if the server responds with a security error.

6.3.34 OSPServiceURL

<! ELEMENT OSPSer vi ceURL (#PCDATA) >
<! ATTLI ST OCSPServiceURL critical (true | false) #FIXED "fal se">

The OSPSer vi ceURL element identifies the uniform resource locator (URL) a client should use for a particular OSP
service.

6.3.35 OSPSignatureRequired

<! ELEMENT OSPSi gnat ur eRequi r ed (#PCDATA) >
<! ATTLI ST CSPSi gnatureRequired critical (true | false) #FIXED "fal se">

The OSPSi gnat ur eRequi r ed element indicates whether or not a server requires that requests for the indicated
service be digitally signed. It shall contain one of the following values:

true signatures are required;
fal se signaturesare not required.

6.3.36 OSPVersion

<! ELEMENT OSPVer si on (#PCDATA) >
<I ATTLI ST CsPVersion critical (true | false) #FIXED "fal se">

The OSPVer si on element identifies the highest version of TS 101 321 that the sender is willing to support. The
sender is assumed to support all publicly released versions of the specification up to and including the indicated value.
For example, the following XML fragment indicates that the sender can support OSP versions 1.4.2 and 2.1.1.

<OSPVersion critical = "fal se">
2.1.1
</ CSPVer si on>

6.3.37 SubscriberAuthenticationInfo

<! ELEMENT Subscri ber Aut henti cati onl nf o (#PCDATA) >
<! ATTLI ST Subscri ber Aut henti cati onl nfo encoding (cdata | base64) "cdata"
critical (true | false) #FI XED "f al se">

Opague information that a server creates to confirm the authentication of a subscriber. The server returns this element as
part of the Subscri ber Aut hent i cat i onResponse message, and clients should include it in subsequent
Aut hori zat i onRequest messages for the subscriber.
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6.3.38 Deuvicelnfo

<! ELEMENT Devi cel nfo (#PCDATA) >
<I' ATTLI ST Devi celnfo type ( el64 | h323 | url | email |
transport | serial nunber | custonerld ) #REQU RED
critical ( true | false) #F|I XED "fal se" >

The Devi cel nf o element allows a device to identify itself to a server when sending a
Capabi l i ti esl ndi cati on message. In addition to the standard Sour cel nf o types, clients may use the
following types to identify themselves:

seri al nunber manufacturer's serial number or equivalent for the device;
custonerld user-assigned value for the device.

6.3.39 Deviceld

<! ELEMENT Devi cel d (#PCDATA) >
<! ATTLI ST Deviceld critical (true | false) "false" >

The Devi cel d element allows a server to provide an identifier toaclientinaCapabi | i ti esConfirnmati on
message. The client may then use that identifier in subsequent messages to the server.

6.3.40 Resources

<! ELEMENT Resources ( DataRate?, Al npbstQut O Resources? ) >
<! ATTLI ST Resources critical ( true | false ) #FIXED "false" >

The Resour ces element allows aclient to indicate its resources and their current status, as part of a
Capabi litieslndi cati on message.

6.3.41 DataRate

<I ELEMENT Dat aRate ( Nunber & Channel s?, Bandwi dth ) >
<I ATTLI ST DataRate criti cal ( true | false ) #FIXED "false" >

Dat aRat e describes the load that the client can handle.

6.3.42 NumberOfChannels

<! ELEMENT Nunber O Channel s (#PCDATA) >
<I ATTLI ST Nunber O Channel s critical (true | false) #FIXED "fal se" >

The Nurmmber OF Channel s element is positive integer, indicating the number of channels available on the client to
service calsfor a particular protocol.

6.3.43 Bandwidth

<! ELEMENT Bandw dt h (#PCDATA) >
<I ATTLI ST Bandwi dth critical (true | false) #FIXED "fal se" >

The Bandwi dt h element is a positive integer. When the Nunber OF Channel s element is present, it indicates the
available bandwidth (in bits/sec) of each channel on the client to service calls for a particular protocol. When the
Nunmber OF Channel s element is not present, Bandwi dt h represents the total bandwidth (in bits/sec).
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6.3.44 AlmostOutOfResources

<! ELEMENT Al nost Qut Of Resour ces (#PCDATA) >
<I ATTLI ST Al nost Qut Of Resources critical (true | false) #FIXED "fal se" >

The Al npst Qut Of Resour ces element isaflag from the client to the server. It shall contain one of the following
values:

true if the client might run out of resources shortly to accept new calls
fal se if theclient has sufficient resources to accept new calls.

6.3.45 DestinationProtocol

<! ELEMENT Desti nati onProtocol (#PCDATA) >
<! ATTLI ST Destinati onProtocol critical ( true | false ) #FIXED "fal se">

TheDesti nati onProt ocol elementindicatesthe session, or call, control protocol of the destination, or called
party, for acall. It contains one of the following values :

h323 destination supports I TU-T Recommendation H.323
sip destination supports IETF RFC 3261 Session Initiation Protocol

6.3.46 QualityOfService

<! ELEMENT Qual ityOf Service (QoSC ass? | QoSParaneters? ) >
<I ATTLI ST QualityOfService critical (true | false) "true" >

The QoSCl ass element indicates either one of 256 speech QoS classes or the QoS parameters.

6.3.47 QoSClass

<! ELEMENT QoSCl ass (QoSC ass? | QoSParaneters? ) >
<I ATTLI ST QoSCl ass critical (true | false) "true" >

The QoSCl ass element indicates one of 256 speech QoS classes or the TC classes.

Name Meaning
TO Predefined
T1 Best (TS 101 329-2 [30])
T2 High (TS 101 329-2 [30])
T3 Medium (TS 101 329-2 [30])
T4 Acceptable (TS 101 329-2 [30])
T5 Best effort (TS 101 329-2 [30])
T6
To for future ETSI standardization

T16

T17
To User defined

T255

TCx
To To be defined by ITU-T

TCxx

6.3.48 QoSParameters

<! ELEMENT QoSParaneters (Delay, Jitter, PackLoss)>
<! ATTLI ST QoSParaneters critical (true | false) "true">

The QoSPar anet er s element containsthe Del ay, Ji tt er and PackLoss element.
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6.3.49 Group

<! ELEMENT Group ( GouplD?, Callld*, Sessionld*, (Amount, Unit)?, (ValidAfter, Validuntil)?,
Validuntil? )>
<I ATTLI ST Goup critical (true | false) "true">

The Gr oup element shall contain the group session'sidentifier in the G oupl d element. The G- oup element shall
contain at least one Sessi onl d or Cal | | d element. The G oup element shall contain at least one of the following
parameter combinations:

. Anmount and Uni t element to indicate a maximum number of calls; or
. Val i dAft er and Val i dUnti | element; or

. Val i dUnti | element to indicate a maximum time period for calls.

6.3.50 Groupld

<I ELEMENT G oupld ( #PCDATA )>
<I ATTLI ST Groupld critical (true | false) "true">

The G- oupld element is used to identify one or more sessions (each uniquely identified by aSessi onl d or

Cal | 1 d) crossing an inter-network interface. To convey its binary value, a session identifier may either be encoded
using XML CDATA format and appropriate escape sequences, or it may be encoded with base64 encoding as per
the [4] standard. An encoding attribute indicates the method selected, and the default value for that attributeis XML
CDATA.

6.3.51 Sessionld

<! ELEMENT Sessi onl d (#PCDATA) >
<I ATTLI ST Sessionld encoding (cdata | base64) "cdata"
critical (true | false) "true">

The Sessi onl d element is used to uniquely identify individual sessions. To convey its binary value, a session
identifier may either be encoded using XML CDATA format and appropriate escape sequences, or it may be encoded
with base64 encoding as per the [4] standard. An encoding attribute indicates the method sel ected, and the default value
for that attributeis XML CDATA. CalllD may be utilized in place of SessionID for H.323 sessions (calls).

6.3.52 MultiSessionld

<! ELEMENT Mul ti Sessionld (MSId, Callld*, Sessionld*)>
<I ATTLI ST Mul ti Sessi onld encodi ng (cdata | base64) "cdata"
critical (true | false) "true">

TheMul ti Sessi onl d element shall contain the multi-session call's identifier in the MSI d element. The
Mul ti Sessi onl d element shall contain at least one Sessi onl d or Cal | | d element.

6.3.53 MSId

<! ELEMENT MBI d (#PCDATA) >
<I ATTLI ST Msl d encodi ng (cdata | base64) "cdata"
critical (true | false) "true">

The MBI d element is used to identify one or more sessions (each uniquely identified by aSessi onl d or Cal | Id)
associated with a user or terminal. To convey its binary value, a session identifier may either be encoded using XML
CDATA format and appropriate escape segquences, or it may be encoded with base64 encoding as per the [4] standard.
An encoding attribute indicates the method selected, and the default value for that attributeis XML CDATA.
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6.3.54 Contactld

<! ELEMENT Contact|d (#PCDATA) >
<I ATTLI ST Contactld critical (true | false) "true">

The Cont act | d element is not yet specified by TIPHON. The Cont act | d element is an operator-defined string
which could identify either service provider or administrative zones.

6.3.55 ServiceType

<! ELEMENT Servi ceType (#PCDATA) >
<I ATTLI ST Servi ceType type ( voice | video)
critical (true | false) #FIXED "fal se" >

voi ce
video

The Ser vi ceType element indicates the requested type of service (e.g. voice or video).

7 Signature format

If present, the digital signature within OSP shall conform to the application/pkcs7-signature format specified in the
Secure Multipurpose Internet Mail Extensions (SSMIME) standard [17]. This clause specifies how that signatureis
created, including the canonicalization procedure, signature algorithm, and transfer encoding.

7.1 Canonical form

Digital signatures described in the present document are signatures of the entire, transmitted XML document, beginning
with (and including) the leftmost "<" of the XML declaration and ending with (and including) the rightmost ">" of the
end tag of the root XML entity. Furthermore, conforming implementations should construct their XML documents
using the following procedures to arrive at a canonical form. Such aform will enable the reconstruction of an XML
document (and the verification of adigital signature) from the abstract information of the document.

NOTE 1. The following procedure borrows heavily from the Internet Open Trading Protocol (I0TP)
specification [24].

1) Isolate the element to be signed. For the present document, this consists of the entire XML document,
beginning with the leftmost "<" of the XML declaration and ending with (and including) the rightmost ">" of
the end tag of the root XML entity;

2) convert al charactersin the element to canonical form for the character encoding;

3) apply al external XML entitiesand all character and entity references in the element so that they are
completely resolved;

4)  exclude comments and processing instructions;

5) reducedl attributesto their canonical form using the attribute type in the Document Type Definition (DTD).
Replace all single and double quotes present in attributes with &#39; and &#34; respectively so that attributes
can be enclosed in double quotes;

6) create attributes, using their default value, which are not present in the original but have default valuesin the
DTD;

7) sorttheorigina and generated attributes in ascending attribute name order according to character encoding of
the attribute name;

8) for whitespace inside markup but not inside attribute values, generate it as minimally as possible. Specifically,
(1) remove non-essential whitespace, and (2) represent required whitespace by a single space character;

ETSI



36 ETSI TS 101 321 V4.1.1 (2003-11)

9) generate the content of all start tags using only the element name and the attributes as described above. If the
element is an empty element, then generate it using the single empty tag format (i.e. atrailing slash). Generate
end tags using only element name with no added whitespace;

10) remove al whitespace in the element content;

11) assemble start tags, end tags, empty tags, CDATA clauses, and text clauses in the same order asthe origina
document.

NOTE 2: The above procedure resultsin a canonicalized XML document rather than a canonicalized MIME text
part. In particular, the line ending is encoded as asingle line-feed character (#xA) rather than the
S/MIME convention of areturn/line-feed pair.

7.2 Signature algorithms

Annex B provides alist of cryptographic algorithms required and recommended by the present document, including
S/IMIME signature algorithms.

7.3 Transfer encoding

Unlike some electronic mail protocols, HTTP is capable of transferring raw binary data. Consequently, no transfer
encoding (e.g. quoted-printable or base-64) shall be used for the signature.

8 Protocol behaviour

This clause specifies the relationship between the OSP message components. It defines message sequencing,
interdependence of messages, and exception handling.

8.1 Message sequencing

The present document specifies a simple client/server protocol. All protocol exchanges shall beinitiated by clients, who
send one or more of the eight client components in a single message. The server shall reply with its own single message,
which contains one server component for each client component. Figure 4 shows the seven different component pairs.

When multiple components are combined in a single message, each component shall be treated independently of all
othersin the message. Logically, this treatment shall have the same effect asif each component is carried in its own

message.

In addition, each component exchange shall be considered independent of all others; there shall be no dependence
between message exchanges. Thisistrue even of Authorization exchanges. Specifically, both

Authorizationl ndication/Confirmation and ReauthorizationRequest/Response exchanges may refer to authorization
previously obtained through means other than an AuthorizationRegquest and A uthorizationResponse.

8.2 Exception handling

If the OSP server cannot accept the authorization request because:

. OSP client A or OSP Proxy cannot be authenticated, then the OSP server shall send an
<AuthorizationResponse> component containing a <<Code>> element indicating 401 unauthorized (user
authentication failed)".

. No routes can be returned, then the OSP server shall send an <AuthorizationResponse> component containing
a<<Code>> element indicating "404 not found (no route to destination)".

. The source may not originate the call to the destination, then the OSP server shall send an

<AuthorizationResponse> component containing a <<Code>> element indicating "405 source may not
originate call to destination".
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The Sourcelnfo isinvalid or missing, then the OSP server shall send an <AuthorizationResponse> component
containing a <<Code>> element indicating "428 Sourcelnfo invalid or missing".

The route is known but not available, then the OSP server shall send an <AuthorizationResponse> component
containing a <<Code>> element indicating "447 resource unavailable (route to destination may not
terminate)"”.

The requested QoS cannot be granted, then the OSP server shall send an <AuthorizationResponse> component
containing a <<Code>> element indicating "449 quality of service unavailable" and containing a
<<Service/QualityOf Service>> element indicating the highest level of QoS available.

The routes suggested by OSP client A or OSP Proxy are unknown, then the OSP server shall send an
<AuthorizationResponse> component containing a <<Code>> element indicating "450 requested facility is not
subscribed”.

The requested service cannot be granted, then the OSP server shall send an <AuthorizationResponse>
component containing a <<Code>> element indicating "463 service or option not available™.

Requested group call cannot be granted, then the OSP server shall send an <AuthorizationResponse>
component containing a <<Code>> element indicating "463 service or option not available" and containing a
<<Group>> element indicating the quantity or duration available on a group call basis.

Source and destination are incompatible, then the OSP server shall send an <AuthorizationResponse>
component containing a <<Code>> element indicating "488 incompatible destinations”.

If the OSP server cannot accept a request because:

Of malformed syntax, then the OSP server shall send a response containing a <<Code>> element indicating
"400 bad request”.

OSP client A or OSP Proxy is required to pay, then the OSP server shall send a response containing a
<<Code>> element indicating "402 payment required".

The route is blocked for OSP client A or OSP Proxy, then the OSP server shall send aresponse containing a
<<Code>> element indicating "403 route blocked".

Of decoding errors, then the OSP server shall send a response containing a <<Code>> element indicating
"410 character encoding not supported”.

Of parsing errors, then the OSP server shall send a response containing a <<Code>> element indicating
"411 parsing unsuccessful”.

Of an unsupported critical element, then the OSP server shall send aresponse containing a <<Code>> element
indicating "412 critical element not supported".

Of a security problem, then the OSP server shall send a response containing a <<Code>> element indicating
"420 generic security problem (no other information available)".

Of an invalid signature, then the OSP server shall send a response containing a <<Code>> element indicating
"421 signature invalid”.

Of an unsupported crypthographic algorithm, then the OSP server shall send a response containing a
<<Code>> element indicating "422 cryptographic algorithm not supported".

Of an invalid certificate, then the OSP server shall send a response containing a <<Code>> element indicating
"423 certificate invalid".

Of an revoked certificate, then the OSP server shall send a response containing a <<Code>> element
indicating "424 certificate revoked".

Encryption is required, then the OSP server shall send aresponse containing a <<Code>> element indicating
"425 encryption required”.

Of atemporary failure, then the OSP server shall send a response containing a <<Code>> element indicating
"441 temporary failure".
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. Transactionld or Callld does not match any existing Transcationld or Callld, then the OSP server shall send a
response containing a <<Code>> element indicating "481 callld invalid or missing".

. The value of the <<Timestamp>> element is wrong, then the OSP server shall send a response containing a
<<Code>> element indicating "495 invalid message".

. Itisnot valid in a certain state, then the OSP server shall send a response containing a <<Code>> element
indicating "495 invalid message”.
8.2.1 Transmission Control Protocol (TCP)

If TCP indicates that communication cannot be established, or that communication has failed during atransmission, the
communicating parties should not assume the delivery of any partial information.

8.2.2 Secure Socket Layer (SSL)/Transport Layer Security (TLS)
If SSL or TLSindicates that compatible encryption parameters cannot be established, the communicating parties should

not assume the delivery of any partial information. In addition, if SSL/TLS is unable to successfully authenticate the
server, the client should not proceed with the transfer of any information.

8.2.3 Hypertext Transfer Protocol

Communicating parties should treat HT TP status codes as defined in RFC 1945 [1]. In particular, unless the status code
isin the range 200-299, the client should not assume delivery of any information.
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Client Server Client Server
CapabilitiesIndication PricingIndication
CapabilitiesConfirmation PricingConfirmation
Capabilities Exchange Pricing Exchange
Client Server Client Server Client Server
SubscriberAuthentication AuthorisationRequest AuthorisationIndication
Request \ \
SubscriberAuthentication AuthorisationResponse AuthorisationConfirmation
Response

Subscriber Authentication

Client Server

ReauthorisationRequest

T

ReauthorisationResponse

Reauthorisation Exchange

Authorisation Exchange

Authorisation Validation

Client Server

Usagelndication

T

UsageConfirmation

Usage Reporting

Figure 4: Component pairs

8.2.4 Status element

XML Code elements within responses and confirmations should be treated appropriately according to the definitions of
clause 6.3.3. The associated Descr i pt i on element should be used solely for informational purposes.

8.3 Transaction types

Transactions may be completed by sending messages containing components on a:

. per-session (per-call) basis:

the message exchange is related to a single call with aunique call identifier or a single session with a session

identifier.

. group basis:

in a group transaction an authorization token will be given for a specified number of calls between two
domains or for a specified duration between two domains. Each call shall contain acommon group identifier
and one or more unique session or call identifiers.

. multi session basis:

the multi session is an aggregation of session and/or calls and sessions associated with a user or terminal. It
shall contain one or more sessions or calls.
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8.3.1 Group behaviour

As shown in figure 4a, the OSP client requests authorization of a group. No Groupld is used because the OSP server
manages the Groupl d.

Alternative 1.  The requested group is granted. The OSP client can now place calls by using the same group
identifier.

Alternative2:  The requested group cannot be granted (group failure). The OSP server indicates the available
guantity or duration in anew Gr oup element. No group identifier is returned because the new
group does not yet exist. The new group will be created, if the OSP clients request authorization
for the new group.

Alternative 3:  The requested group cannot be granted (group failure). The OSP server indicates the available
quantity or durationin anew Gr oup element. A group identifier is returned because this group
does adready exist (invitation to join agroup). The OSP client will join this group, if it requests
authorization for this group. Only in this case the AuthorizationReugest will contain a Group
element with Groupld.

NOTE 1: Rather than granting 1000 calls for one group, the OSP server could grant 500 calls for groupl and
500 calls for group2.

NOTE 2: The group feature implies that the terminating gatekeeper is capable of counting the number of inbound
cals.

NOTE 3: For group calsthe token is calculated using the Groupld, not the Callld or Sessionld.

MSC GroupRequest 1

OSP client OSP server

AuthorizationReq

o

(Group element without Groupld )

Alt 1
At - AuthorizationResp 200 OK
( Group element with Groupld)
1
Atz | _ AuthorizationResp 463 Setrvice not available
(Group element without Groupld)
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1
At | _ AuthorizationResp 463 Service not available
( Group element with Groupld)
1

Figure 4a: Group request 1

As shown in figure 4b, the OSP client requests authorization of asingle call.

Alternative 1:  The requested call is granted.
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The requested call is granted. If the OSP server wishesto invite asingle call to agroup, thena
G oup element should be included. No group identifier is returned because the new group does
not yet exist. The new group will be created, if the OSP clients request authorization for the new
group.

The requested call is granted. If the OSP server wishesto invite asingle call to agroup, thena

G oup element should be included. A group identifier is returned because this group does aready
exigt (invitation to join agroup). The OSP client will join this group, if it requests authorization for
this group.

MSC

Altl

Alt2

Alt3

CallRequest_1

OSP client OSP server

AuthorizationReq

(no Group element)

Alt 1

77777777777 P AuthorizationResp 200 OK
(no Group element)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1

77777777777 P AuthorizationResp 200 OK
(Group element without Groupld)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1]

77777777777 P AuthorizationResp 200 OK
h ( Group element with Groupld)
1

Figure 4b: Call request 1

8.3.2 Group identifiers

Figure 4c shows a possible implementation of group identifiers. A multi media call (MultiSessionld 1) could consist of
multiple H.323 calls (Callld 1, 2, 3) and multiple SIP sessions (Sessionld 1,2). The border proxy could map this multi
media call to different groups. Within group 2 (Groupld 2) aH.323 call would be identified by its multi media call
identifier (MSId 1) and its H.323 call identifier (Callld 1). Even different multi media calls could be mapped to group 2.
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Terminal Border Proxy

\ MultiMediaCall I1d 1
O \ Cdlld1 Group Id 1 / O
O Sessionld 1
O Cdl1d2 Group Id 2 O
O Cdl1d3

| |
(-)/ Session Id 2 \ Group Id 3 \ 0

Figure 4c: Group identifiers
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Annex A (normative):
Document Type Definition (DTD)

This annex contains the complete XML document type definition for the messages described in the present document.
The information is repeated from clause 6 and annex C, but is collected in one place for convenience of reference.

<! ELEMENT Message ( ( Pricinglndication | PricingConfirmation | Authorizati onRequest |
Aut hori zat i onResponse | Authorizationlndication | AuthorizationConfirnmation | Usagel ndication |
UsageConfirmati on | Reauthorizati onRequest | Reauthorizati onResponse |
Subscri ber Aut hent i cati onRequest | Subscri ber Aut henti cati onResponse | Capabilitieslndication |
Capabi litiesConfirmation )+ )>
<! ATTLI ST Message nessagel d | D #REQUI RED
random CDATA #REQUI RED>
<I ELEMENT Pri ci ngl ndi cati on ( Ti mestanp, Sourcelnfo, Destinationlnfo, Currency, Anount, |ncrenent,
Unit, Service, ValidAfter, Validuntil )>
<! ATTLI ST Pri ci ngl ndi cati on conponent!|d | D #REQUI RED>
<! ELEMENT Prici ngConfirmati on ( Ti mestanp, Status )>
<I' ATTLI ST Prici ngConfirmati on component|d | D #REQUI RED>
<! ELEMENT Aut hori zati onRequest ( Timestanp, Callld*, Sourcelnfo, SourceAlternate*, Destinationlnfo,
Destinati onAl ternate*, Service, MuxinmnDestinations, Token*, SubscriberAuthenticationlnfo* ,
Sessi onl d*, Ml ti Sessi onld*, G oup* )>
<! ATTLI ST Aut hori zati onRequest conponent!|d | D #REQUI RED>
<I ELEMENT Aut hori zati onResponse ( Ti nestanp, Status, Transactionld, Token*, Destination*, Service?,
G oup* )>
<I' ATTLI ST Aut hori zati onResponse conponent|d | D #REQUI RED>
<! ELEMENT Aut hori zationl ndi cation ( Tinmestanp, Role, Callld, Sourcelnfo, SourceAlternate*,
Desti nati onl nfo, DestinationAlternate*, Service, Token* )>
<! ATTLI ST Aut hori zati onl ndi cati on conponent|d | D #REQUI RED>
<! ELEMENT Aut hori zati onConfirmati on ( Ti mestanp, Status, ValidAfter, Validuntil )>
<! ATTLI ST Aut hori zati onConfirmati on conponent|d | D #REQUI RED>
<! ELEMENT Usagel ndi cation ( Tinmestanp, Role, Transactionld, Callld, Sourcelnfo, SourceAlternate*,
Desti nati onl nfo, DestinationAlternate*, UsageDetail *)>
<! ATTLI ST Usagel ndi cati on conponent|d | D #REQUI RED>
<! ELEMENT UsageConfirmation ( Ti mestanp, Status )>
<I ATTLI ST UsageConfirmati on conponentl|d | D #REQUI RED>
<! ELEMENT Reaut hori zati onRequest ( Tinmestanp, Role, Callld, Sourcelnfo?, SourceAlternate*,
Desti nati onl nfo?, DestinationAlternate*, Transactionld, UsageDetail*, Token* )>
<! ATTLI ST Reaut hori zati onRequest conponent!|d | D #REQUI RED>
<! ELEMENT Reaut hori zati onResponse ( Ti mestanp, Status, Transactionld, Token*, Destination* )>
<I ATTLI ST Reaut hori zati onResponse conponent|d | D #REQUI RED>
<! ELEMENT Subscri ber Aut henti cati onRequest (Ti mestanp, Sourcelnfo, SourceAlternate*,
Desti nati onl nfo?, Service?)>
<! ATTLI ST Subscri ber Aut henti cati onRequest conponent!|d | D #REQUI RED>
<! ELEMENT Subscri ber Aut henti cati onResponse (Ti mestanp, Status, SubscriberAuthenticationl nfo*)>
<I ATTLI ST Subscri ber Aut henti cati onResponse conponent|d | D #REQUI RED>
<! ELEMENT Capabilitieslndication (Devicelnfo*, OSPVersion, OSPCapability*, Resources*)>
<I' ATTLI ST Capabilitieslndication conponentl|d |D #REQU RED
critical ( true | false ) #FIXED "fal se">
<! ELEMENT CapabilitiesConfirmation (Timestanp, Status, OSPVersion, OSPService*, CertificateChain*,
Devi cel d?) >
<I ATTLI ST CapabilitiesConfirmati on conponentl|d |D #REQU RED
critical (true | false) #FIXED "fal se">
<! ELEMENT Anount (#PCDATA) >
<! ATTLI ST Amount critical (true | false) "true">
<! ELEMENT Aut horityURL (#PCDATA) >
<I' ATTLI ST AuthorityURL critical (true | false) "true">
<I ELEMENT Cal | I d (#PCDATA) >
<I ATTLI ST Cal |l d encoding (cdata | base64) "cdata"
critical (true | false) "true">
<I ELEMENT Code (#PCDATA) >
<I ATTLI ST Code critical (true | false) "true">
<! ELEMENT Currency (#PCDATA) >
<! ATTLI ST Currency critical (true | false) "true">
<I ELEMENT Descri pti on (#PCDATA) >
<I ATTLI ST Description critical (true | false) "false">
<! ELEMENT Destination ( Destinationlnfo? DestinationAlternate*, DestinationSi gnal Address, Token*,
Val i dAfter?, ValiduUntil?, UsageDetail*, AuthorityURL*, DestinationProtocol?, Callld*, , Sessionld*,
Mul ti Sessi onl d*, G oup* )>
<I ATTLI ST Destination critical (true | false) "true">
<! ELEMENT Desti nati onAl t ernate (#PCDATA) >
<I ATTLI ST DestinationAlternate type ( el64 | h323 | url | email | transport | international |
national | network | subscriber | abbreviated | el64prefix ) #REQU RED
critical ( true | false ) "true" >
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<! ELEMENT Desti nati onl nf o (#PCDATA) >

<! ATTLI ST Destinationlnfo type ( el64 | h323 | url | email | transport | international | national |
network | subscriber | abbreviated | el64prefix ) #REQU RED
critical ( true | false ) "true" >

<! ELEMENT Desti nati onSi gnal Addr ess (#PCDATA) >

<! ATTLI ST Desti nati onSi gnal Address critical (true | false) "true">

<! ELEMENT | ncrenment (#PCDATA) >

<I ATTLI ST Increnent critical (true | false) "true">

<! ELEMENT Maxi munDest i nati ons (#PCDATA) >

<! ATTLI ST Maxi munDesti nations critical (true | false) "true">

<! ELEMENT Rol e (#PCDATA) >

<I ATTLI ST Role critical (true | false) "true">

<! ELEMENT Service ( ServiceType?, Bandw dth?, QualityCfService? )>

<! ATTLI ST Service critical (true | false) "true">

<! ELEMENT Sour ceAl t ernate (#PCDATA) >

<I ATTLI ST SourceAlternate type ( el64 | h323 | url | email | transport | international | national |
network | subscriber | abbreviated | el64prefix | iso7812 | pin | epin | deviceld ) #REQU RED
critical ( true | false ) "true" >

<! ELEMENT Sour cel nf o (#PCDATA) >

<! ATTLI ST Sourcelnfo type ( el64 | h323 | url | email | transport | international | national |
network | subscriber | abbreviated | el64prefix | iso7812 | pin | epin | deviceld ) #REQU RED
critical ( true | false ) "true" >

<! ELEMENT Sour ceSi gnal Addr ess (#PCDATA) >

<I ATTLI ST SourceSi gnal Address critical (true | false) "true">

<! ELEMENT Status ( Code, Description? )>

<! ATTLI ST Status critical (true | false) "true">

<! ELEMENT Ti mest anp (#PCDATA) >

<I ATTLI ST Ti mestanp critical (true | false) "true">

<I ELEMENT Token (#PCDATA) >

<I ATTLI ST Token encoding (cdata | base64) "cdata"
critical (true | false) "true">

<! ELEMENT Transacti onl d (#PCDATA) >

<I ATTLI ST Transactionld critical (true | false) "true">

<I ELEMENT Unit (#PCDATA) >

<! ATTLI ST Unit critical (true | false) "true">

<! ELEMENT UsageDetail (Service, Amount, |ncrenment, Unit, StartTinme?, EndTi nme?, Term nati onCause?,
Statistics? )>

<I ATTLI ST UsageDetail critical (true | false) "true">

<! ELEMENT Val i dAfter (#PCDATA)>

<I ATTLI ST Val i dAfter critical (true | false) "true">

<! ELEMENT Val i dUnti| (#PCDATA)>

<I ATTLI ST Validuntil critical (true | false) "true">

<! ELEMENT EndTi ne (#PCDATA) >

<! ATTLI ST EndTinme critical (true | false) #FIXED "fal se">

<I ELEMENT StartTi ne (#PCDATA) >

<I ATTLI ST StartTime critical (true | false) #FIXED "fal se">

<! ELEMENT TCCode (#PCDATA) >

<! ATTLI ST TCCode critical (true | false) #FIXED "fal se">

<! ELEMENT Ter mi nati onCause (TCCode, Description?)>

<I ATTLI ST Termi nati onCause critical (true | false) #FIXED "fal se">

<! ELEMENT Certificate (#PCDATA) >

<I ATTLI ST Certificate encoding (cdata | base64) "base64"
critical (true | false) #FIXED "fal se">

<I ELEMENT CertificateChain (Certificate*)>

<I ATTLI ST CertificateChain critical (true | false) #FIXED "fal se">

<! ELEMENT OSPCapabi | ity (#PCDATA) >

<! ATTLI ST CSPCapability critical (true | false) #FIXED "fal se">

<! ELEMENT OSPServi ce (OSPCapability, OSPServiceURL*, OSPSi gnatureRequired)>

<I ATTLI ST OSPService critical (true | false) #FIXED "fal se">

<! ELEMENT OSPSer vi ceURL (#PCDATA) >

<! ATTLI ST OCSPServi ceURL critical (true | false) #FIXED "fal se">

<I ELEMENT OSPSi gnat ur eRequi red (#PCDATA) >

<I ATTLI ST OSPSi gnatureRequired critical (true | false) #FIXED "fal se">

<! ELEMENT OSPVersi on (#PCDATA) >

<I ATTLI ST CSPVersion critical (true | false) #FIXED "fal se">

<! ELEMENT Subscri ber Aut henti cati onl nf o (#PCDATA) >

<I ATTLI ST Subscri ber Aut henti cati onl nfo encodi ng (cdata | base64) "cdata"
critical (true | false) #FIXED "fal se">

<! ELEMENT Devi cel nf o (#PCDATA) >

<I ATTLI ST Devicelnfo type ( el164 | h323 | url | email | transport | serial nunber | customerld )

#REQUI RED
critical ( true | false ) #FIXED "fal se" >

<! ELEMENT Devi celd (#PCDATA) >

<I ATTLI ST Deviceld critical (true | false) "fal se" >

<I ELEMENT Resources ( DataRate?, Al npstQutCOf Resources? ) >

<I' ATTLI ST Resources critical ( true | false ) #FIXED "fal se" >

<! ELEMENT Dat aRate ( Number O Channel s?, Bandwi dth ) >

<I ATTLI ST DataRate critical ( true | false ) #FIXED "fal se" >
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<! ELEMENT Nunber O Channel s (#PCDATA) >

<! ATTLI ST Nunmber O Channel s critical (true | false) #FIXED "fal se" >
<! ELEMENT Bandwi dt h (#PCDATA) >

<I' ATTLI ST Bandwi dth critical (true | false) #FIXED "fal se" >

<I ELEMENT Al nost Qut Of Resour ces (#PCDATA) >

<I ATTLI ST Al nost Qut Of Resources critical (true | false) #FIXED "fal se" >
<I'ELEMENT Statistics ( LossSent?, LossReceived?, OneWayDel ay?, RoundTripDel ay?, Delay?, Jitter?,
PackLoss? ) >

<I ATTLI ST Statistics critical (true | false) #FIXED "fal se">

<! ELEMENT LossSent ( Packets, Fraction )>

<! ATTLI ST LossSent critical (true | false) #FIXED "fal se">

<I ELEMENT Packets (#PCDATA) >

<I ATTLI ST Packets critical (true | false) #FIXED "fal se">

<! ELEMENT Fracti on (#PCDATA) >

<! ATTLI ST Fraction critical (true | false) #FIXED "fal se">

<! ELEMENT LossReceived ( Packets, Fraction )>

<I ATTLI ST LossReceived critical (true | false) #FIXED "fal se">

<! ELEMENT OneWayDel ay ( M ni mum Mean, Variance, Sanples )>

<I ATTLI ST OneWayDel ay critical (true | false) #FIXED "fal se">

<! ELEMENT M ni mum ( #PCDATA) >

<IATTLI ST Mnimumcritical (true | false) #FIXED "fal se">

<! ELEMENT Maxi mum ( #PCDATA) >

<I' ATTLI ST Maxi mumcritical (true | false) #FIXED "fal se">

<I ELEMENT Mean (#PCDATA) >

<I ATTLI ST Mean critical (true | false) #FIXED "fal se">

<! ELEMENT Vari ance (#PCDATA) >

<! ATTLI ST Vari ance critical (true | false) #FIXED "fal se">

<I ELEMENT Sanpl es (#PCDATA) >

<I' ATTLI ST Sanples critical (true | false) #FIXED "fal se">

<! ELEMENT RoundTripDelay ( M ninmum Mean, Variance, Sanples )>

<I ATTLI ST RoundTripDelay critical (true | false) #FIXED "fal se">

<! ELEMENT Desti nati onProtocol (#PCDATA) >

<I ATTLI ST Desti nati onProtocol critical ( true | false ) #FIXED "fal se">
<I ELEMENT Servi ceType (#PCDATA) >

<I ATTLI ST Servi ceType critical (true | false) "true">

<I'ELEMENT Qual ityOf Service (QoSC ass? | QoSPar anet er s?) >

<I ATTLI ST QualityOrService critical (true | false) "true">

<I ELEMENT QoSC ass (#PCDATA) >

<! ATTLI ST QoSCl ass critical (true | false) "true">

<! ELEMENT QoSParaneters (Delay, Jitter, PackLoss)>

<I ATTLI ST QoSParaneters critical (true | false) "true">

<I ELEMENT Del ay (M ni nun?, Mean?, Maxi munf, Variance?, Sanpl es?)>
<I ATTLI ST Delay critical (true | false) "true">

<! ELEMENT Jitter (M nimun?, Mean?, Maxi mun®?, Vari ance?, Sanples?)>
<I ATTLI ST Jitter critical (true | false) "true">

<I ELEMENT PackLoss (M ni mun?, Mean?, Maxi nun®?, Variance?, Sanples?)>
<! ATTLI ST PackLoss critical (true | false) "true">

<! ELEMENT Group (G oupld?, (Amount, Unit)?, (ValidAfter, Validuntil)?, Validuntil? )>
<I ATTLI ST Goup critical (true | false) "true">

<I ELEMENT Groupld (#PCDATA) >

<I ATTLI ST Groupld critical (true | false) "true">

<! ELEMENT Sessi onl d (#PCDATA) >

<I ATTLI ST Sessionld critical (true | false) "true">

<I'ELEMENT Mul ti Sessionld (MSId, Callld+, Sessionld+ )>

<I ATTLI ST Multi Sessionld critical (true | false) "true">

<! ELEMENT MSId (MSId, Callld+, Sessionld+ )>

<! ATTLI ST MSId critical (true | false) "true">
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Annex B (normative):
Cryptographic Algorithms

For convenience and ease of reference, this annex provides the specification of cryptographic algorithms referenced in
the standard. Cryptographic a gorithms are essential to SSL/TLS communications, SMIME signatures, and token
formats.

B.1  SSL/TLS CipherSuites

Systems conforming to the present document may negotiate any mutually supported SSL/TL S CipherSuite using the
standard SSL/TL S handshake mechanisms. To ensure maximum interoperability, all compliant systems should support
the SSL_RSA_ WITH_3DES EDE CBC_SHA CipherSuite. In environments where triple DES data encryption is not
desired or is otherwise unavailable, systems should support the SSL_RSA_EXPORT_WITH_DES40 CBC_SHA
CipherSuite. If no data encryption is desired or available, systems should usethe SSL_RSA _WITH_NULL_SHA
CipherSuite.

B.2 S/MIME signatures

Communicating systems may use any digest and signing algorithms defined by the SSMIME standard [17]. To ensure
interoperability, all compliant systems shall support the Secure Hash Algorithm (SHA) [16] for message digests, and
the Digital Signature Algorithm (DSA) [15] for signing.

NOTE: To take maximum advantage of deployed cryptographic software, systems should also support the
Message Digest 5 (MD5) digest algorithm [19] and the Rivest Shamir Adleman (RSA) signature
agorithm [20].

B.3 Tokens

Tokens used for authorization, call progress, and call completion may be signed and encrypted. For message digest,
signing, and encryption, implementations may use any algorithm defined by the Public Key Cryptography
Standard #7 (PKCS7) [21]. To ensure interoperability, systems should support Secure Hash Algorithm [16],
Diffie-Hellman key exchange (see bibliography), Digital Signature Algorithm [15], and the Data Encryption
Standard [15].

NOTE: To take maximum advantage of deployed cryptographic software, systems should also support the
Message Digest 5 [19], Rivest Shamir Aldeman [20], and Rivest Cipher 2 [18] algorithms.
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Annex C (normative):
Enhanced usage reports

The following optional Enhanced Usage elements may be added to the UsageDetail element of Usagel ndication
messages.

C.1 Enhanced usage elements

The definition of Enhanced Usage elements, and the definition of sub-elements, follows.

C.1.1 Statistics

<I'ELEMENT Statistics ( LossSent?, LossReceived?, OneWayDel ay?, RoundTripDel ay?, Delay?, Jitter?,
PackLoss? ) >
<I ATTLI ST Statistics critical (true | false) #FIXED "fal se">

The St ati sti cs element collects network performance statistics for the call. It may include packet loss statistics (in
either direction) and delay statistics (one-way or round trip.) The entire element is non-critical, and may thus be safely
ignored by systems that do not support it.

C.1.2 LossSent

<! ELEMENT LossSent ( Packets, Fraction )>
<! ATTLI ST LossSent critical (true | false) #FIXED "fal se">

TheLossSent element contains packet loss information for datagrams transmitted by the reporting system that were
not received by its peer, as reported in the peer's RTCP sender and receiver reports. It includes the two sub-elements
described in clauses C.1.3 and C.1.4.

C.1.3 Packets

<! ELEMENT Packets (#PCDATA) >
<I ATTLI ST Packets critical (true | false) #FIXED "fal se">

The Packet s element contains a count of the total number of packets. The value is formatted as a decimal humber
without punctuation.

C.1.4 Fraction

<I ELEMENT Fraction (#PCDATA) >
<! ATTLI ST Fraction critical (true | false) #FIXED "fal se">

TheFr act i on element contains a value for afraction of packets, expressed as an integer nunber from 0 (no packets)
to 255 (al packets), and it is formatted as a decimal number without punctuation.

C.1.5 LossReceived

<! ELEMENT LossReceived ( Packets, Fraction )>
<I'ATTLI ST LossReceived critical (true | false) #FIXED "fal se">

The LossRecei ved element contains packet loss information for datagrams that should have been received by the
reporting system receive but were not, as reported in the system's RTCP sender and receiver reports. It includes the two
sub-elements " packet s" and" f racti on" described in clauses C.1.3to C.1.4.
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C.1.6 OneWayDelay

<! ELEMENT OneWayDelay ( M ni mrum Mean, Variance, Sanples )>
<I ATTLI ST OneWayDel ay critical (true | false) #FIXED "fal se">

The OneWayDel ay element reports measurements of one way delay to the reporting system from its peer, as measured
during the communication. It is suggested that the measurement be made by comparing the network time protocol
(NTP) timestamp included in RTCP messages sent by the peer with the local NTP time. The element consists of the
following four sub-elements.

C.1.7 Minimum

<! ELEMENT M ni mum ( #PCDATA) >
<IATTLIST Mnimumcritical (true | false) #FIXED "fal se">

The M ni mumelement reports the minimum measured value, expressed inmi | | i seconds. It isformatted as an
integer decimal number without punctuation.

C.1.8 Mean

<! ELEMENT Mean (#PCDATA) >
<I ATTLI ST Mean critical (true | false) #FIXED "fal se">

The Mean element reports the statistical mean of al measured values. It is expressed in milliseconds, and it is formatted
as an integer decimal number without punctuation.

C.1.9 \Variance

<! ELEMENT Vari ance (#PCDATA) >
<! ATTLI ST Vari ance critical (true | false) #FIXED "fal se">

The Var i ance element reports the statistical variance of all measured values. It is expressed in squared milliseconds,
and it is formatted as an integer decimal number without punctuation.

C.1.10 Samples

<l ELEMENT Sanpl es (#PCDATA) >
<I' ATTLI ST Sanples critical (true | false) #FIXED "fal se">

The Sanpl es element reports the number of samples measured by the reporting system. It is formatted as a decimal
number without punctuation.

C.1.11 RoundTripDelay

<! ELEMENT RoundTripDelay ( M nimum Mean, Variance, Sanples )>
<I ATTLI ST RoundTripDelay critical (true | false) #FIXED "fal se">

The RoundTr i pDel ay element reports measurements of round trip delay between the reporting system and its peer,
as measured during the communication. Such measurements may be made, for example, by

ITU-T Recommendation H.245 [9] round trip delay exchanges during the call. The element consists of the four
sub-elements described above.

C.1.12 Maximum

<! ELEMENT Maxi mum ( #PCDATA) >
<I' ATTLI ST Maxi mumcritical (true | false) #FIXED "fal se">

The Maxi mumelement reports the maximum measured value, expressedinmi | | i seconds. Itisformatted as an
integer decimal number without punctuation.

C.1.13 Delay

<I ELEMENT Del ay ( M ni nun?, Mean?, Maxi munf, Variance?, Sanples? ) >
<! ATTLI ST Delay critical ( true | false ) "true">

The Del ay element requests or reports the delay of a packet.
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C.1.14 Jitter

<IELEMENT Jitter ( M ninun?, Mean?, Maxi mun?, Variance?, Sanples? ) >
<I ATTLI ST Jitter critical ( true | false ) "true">

TheJi tt er element requests or reports the jitter of a packet.

C.1.15 PackLoss

<I ELEMENT PackLoss ( M ni mun?, Mean?, Maxi nun®?, Variance?, Sanples? ) >
<I ATTLI ST PackLoss critical ( true | false ) "true">

The PackLoss element requests or reports the packet loss.

ETSI



50 ETSI TS 101 321 V4.1.1 (2003-11)

Annex D (informative):
Token formats

This annex presents suggested formats for authorization tokens included in the authorization information defined in the
present document. Once obtained by an endpoint, such tokens may be passed as part of the call signalling exchange.
The annex describes suggested cryptographic encodings as well as suggested contents for these authorization tokens,
and it identifies methods for carrying tokens within call signalling protocols. Clause D.4 shows a complete, sample
token.

D.1  Cryptographic encoding

Depending on the business roles and network environment, tokens may be digitally signed and/or encrypted. If digitally
signed, tokens should conform to Cryptographic Message Syntax (CMS) specification [27] for signed-data content. If
encrypted, tokens should conform to the CM S specification for envel oped-data content. If tokens are both signed and
encrypted, they should be constructed in two phases. First, the token should be digitally signed, resulting in CMS
signed-data content. The resulting signed content should then be encrypted, resulting in CM S envel oped-data content.

If the token syntax and semantics are understood by all relevant parties, then authorization tokens may use the generic
id-data OBJECT IDENTIFER (1.2.480.113549.1.7.1) as the data content type. If atoken contents are consistent with
one of the formats described in this annex, and if the token wishes to explicitly identify that format, it may use one of
the following object identifiers as the data content type:

. osp-token-contents-asn1 OBJECT IDENTIFER ::= { itu-t(0) identified-organization(4) etsi(0)
ts-101-321(1321) token-contents(2) 1}

. osp-token-contents-xml OBJECT IDENTIFER ::= { itu-t(0) identified-organization(4) etsi(0)
ts-101-321(1321) token-contents(2) 2 }

. osp-token-contents-bxml OBJECT IDENTIFER ::= { itu-t(0) identified-organization(4) etsi(0)
ts-101-321(1321) token-contents(2) 3}

Annex B documents the cryptographic algorithms recommended by the present document, including digest, signing,
symmetric encryption, and asymmetric encryption algorithms.

To minimize the size of resulting tokens, appropriate certificates may be conveyed to endpoints as part of the

Capabi | i ti esConfirmi on message, and the optional CM S CertificateSet information element may be omitted from
individual tokens. In such cases, the most efficient way to identify the signer isto use the SubjectKeyldentifier, where
its contents are a SHA-1 hash of the signer's public key. An example of such atokenis:

SignedData ::= SEQUENCE {

version CMSVersion, version 3

digestAlgorithms DigestAlgorithmldentifiers, e.g. md5 (1.2.840.113594.2.5)
encapContentl nformation EncapsulatedContentl nfo, e.g. osp-token-contents-bxm
signerinfos Signerinfos } see below

Where, the Signerlnfos consists of the following single element:

Signerinfo ::= SEQUENCE {

version CMSVersion, version 3

sid Signerldentifier, see below

digestAlgorithm DigestAlgorithmidentifier, e.g. md5 (1.2.840.113594.2.5)
signatureAlgorithm SignatureAlgorithmidentifier, e.g.rsa(1.2.840.113594.1.1.1)
signature SignatureValue } 128-octet signature
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And the Signerldentifier element is:

Signerldentifier ::= CHOICE {
SubjectKeyldentifier [0] } 20-octet SHA-1 hash of signer's public key

This encoding will result in atoken whose size is about 250 octets plus the size of the signed contents.

NOTE: The SubjectKeyldentifier element may be used even when the signer's public key certificate does not
explicitly include that specific extended attribute, as the recipient will be able to compute the appropriate
value from the certificate's public key.

D.2 Token content

This clause suggests two different token formats. The ASN.1 format relies on information elements defined in the
ITU-T Recommendation H.323 [12] standards, and is appropriate for native H.323 [12] systems. The XML format is
consistent with the body of the present document, and may be used where ASN.1 encoding/decoding is not available or
desired. The Binary XML format is a more compact representation of the XML format.

D.2.1 ASN.1 format

The actual content of the token may conform to the following ASN.1 specifications, as augmented by ASN.1 constructs
from the ITU-T Recommendation H.323 [12] standards[12], [8], [13], and [9]. The tokens should be encoded using the
Packed Encoding Rules (Aligned) of ITU-T Recommendation X.691 [10].

ETSI - TI PHON- TOKENS DEFI NI TI ONS AUTOVATI C TAGS :: =

BEG N
| MPORTS
Al i asAddress,
Cal I ldentifier,
Rel easeConpl et eReason,
Ti meSt anp
FROM H323- MESSAGES;
Servi ceDescription :: = CHO CE
basi cTel ephony NULL,

vendor Speci fic NonSt andar dPar anet er,

}
MeasureUnits :: CHO CE

{

seconds NULL,
packets NULL,
byt es NULL,
vendor Speci fic NonSt andar dPar anet er,

}

UsageData :: = SEQUENCE

{
anmount I NTEGER (0. .4294967295)),
units MeasureUnits,
i ncrement | NTEGER (1..4294967295),
vendor Specific NonSt andar dPar anet er,

}

Aut hori zati onToken :: = SEQUENCE

{
random I NTEGER (1..4294967295),
sourcel nfo SEQUENCE OF Al i asAddress,
destinationlnfo SEQUENCE OF Al i asAddress,
callld Cal I I dentifier OPTI ONAL,
val i dAfter Ti meSt anp OPTI ONAL,
val i dUnti | Ti meSt anp OPTI ONAL,
transactionld OCTET STRING (S| ZE(16)) OPTI ONAL,
servi ceAut hori zed SEQUENCE OF SEQUENCE
{

service Servi ceDescri ption,
limt UsageDat a OPTI ONAL

} OPTI ONAL,
aut hori t yURL SEQUENCE OF | A5String (SIZE(1..512)) OPTI ONAL,
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vendor Speci fic NonSt andar dPar anet er OPTI ONAL,

}
END -- of ASN. 1

D.2.2 XML format

Authorization tokens may also be constructed in XML as a standalone XML document. The root element of such a
document shall be Tokenl nf o, and it shall conform to the following construction:

<! ELEMENT Tokenl nfo ( Sourcel nfo?, SourceAlternate*, Destinationlnfo? DestinationAlternate*,
Callld*, ValidAfter?, ValidUntil?, Transactionld?, UsageDetail*,
Aut hori tyURL*, Group?, Milti Sessionld*, Sessionld* )>

<I ATTLI ST Tokenl nfo random #REQUI RED>

The individual elements of the document, including any private or future extensions, shall conform to the body of the

present document. The following text illustrates an example XML token:

<Tokenl nfo randon¥"12345678" >
<Sour cel nfo type="el64">81458811202</ Sour cel nf o>
<Destinationlnfo type="el64">4766841360</ Desti nati onl nf o>
<Cal I I d encodi ng=base64>Aadf 981l asdf A8adooi f 7c3nnsa89</ Cal | | d>
<Val i dAf t er >1998- 04- 24T17: 01: 01Z</ Val i dAft er >
<Val i dUntil >1998-04-24T17: 11: 01Z</ Val i dunti | >
<Transactionl d>6772374</ Transact i onl d>
<UsageDet ai | >
<Servi cel/ >
<Anmount >24</ Anrount >
<l ncr emrent >3600</ | ncr enent >
<Uni t >s</ Uni t >
</ UsageDet ai | >
</ Tokenl nf o>

D.2.3 Binary XML format

Binary XML (see annex H) provides a more compact representation of XML documents, and may be applied to
authorization token contents. The contents of the token of clause D.2.2, when represented as Binary XML according to
the rules of annex H, are asfollows:

02 01 03 00
F6 0B 03 '12345678' 00
EE OF 01 03 '81458811202' 00 01
D6 OF 01 03 '4766841360' 00 01
CD 08 01 03
' Aadf 981l asdf ABadooi f 7c3nnsa89' 00 01
7D 03 '1998-04-24T17:01: 01Z° 00 01
7E 03 ' 1998-04-24T17:11:01Z" 00 01
78 03 '6772374' 00 01
7B
2C
46 03 '24' 00 01
5C 03 '3600' 00 01
79 03 's' 00 01
01
01

D.3  Token carriage

When carried as part of acall signalling message of an ASN.1-based protocol, authorization tokens may be identified
by one of the following object identifiers. The first value is for tokens with self-identifying or otherwise unspecified
formats.

osp-token OBJECT IDENTIFER ::= { itu-t(0) identified-organization(4) etsi(0) ts-101-321(1321) token (1) 0}

osp-token-asnl-format OBJECT IDENTIFER ::= { itu-t(0) identified-organization(4) etsi(0) ts-101-321(1321)
token (1) 1}

osp-token-xml-format OBJECT IDENTIFER ::= { itu-t(0) identified-organization(4) etsi(0) ts-101-321(1321)
token(1) 2}
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osp-token-bxml-format OBJECT IDENTIFER ::={ itu-t(0) identified-organization(4) etsi(0) ts-101-321(1321)
token(1) 3}

When carries as part of acall signalling message of a MIME-based protocol, authorization tokens may be identified by
the following MIME type:

M ME nedi a type nane: x-application

M ME subtype nane: x-osp-token

Requi red paraneters: none

Optional paraneters:
x-osp-token-format: a value of "asn.1" indicates the token contents use the ASN. 1 format

defined in annex D, clause D.2.1 of the OSP specification; a value of "xm" indicates
the token contents use the XML format defined in annex D, clause D.2.2 of the OSP
specification, and a value of "bxm" indicates the token contents use the Binary XM
format defined in annex D, clause D.2.3 of the OSP specification. In the absence of
any value for this paranmeter, the token contents shall be self identifying or

ot herwi se understood by appropriate parties.

X- osp-token-version: a character string indicating the earliest revision of the OSP
specification to which the token contents conform |n the absence of any value for
this paranmeter, the token contents shall conformto version "2.1.1" of the OSP
speci fication.

Encodi ng consi derations: OSP tokens are normally carried as binary data by the call
signalling protocol. Call signalling protocols which cannot reliably transfer binary data
may use alternate encodi ngs such as base-64, in which case standard M ME content - encodi ng
paraneters may indicate the particul ar encodi ng.

Security considerations: OSP tokens are intended to provide access control to resources of
other adm nistrative domains, and, as such, are inherently designed to address security
concerns. For that reason, OSP tokens are digitally signed and, optionally, encrypted, as
defined in the OSP specification.

Interoperability considerations: The means and/or al gorithns by which a receiving system
determ nes whether or not an OSP token is valid are a |local matter. However, at a
m ni mum receiving systens should verify the digital signature of the token, and they
shoul d ensure that any call details included in the token contents (e.g. called nunber,
calling nunber, etc.) are appropriate for the contenplated call.

Publ i shed specification: "Tel econmunications and | nternet Protocol Harnonization Over
Net wor ks (TI PHON); Open Settlenent Protocol (OSP) for Inter-donmin pricing,
aut hori zati on, and usage exchange". Technical Specification 101 321. European
Tel ecommuni cations Standards Institute. Version 2.1.1

Applications which use this nedia type: IP telephony call signalling protocols that use MM
types to convey additional infornmation during call setup.

Addi tional infornation:

Magi ¢ nunber (s): none

Fil e extension(s): none

Maci ntosh File Type Code(s): none

Person & enmil address to contact for further infornation: Stephen Thonas,
st ephen. t homas@r ansnexus. com

I nt ended usage: COVMON

Aut hor/ Change control | er: European Tel econmuni cations Standards Institute

NOTE: A corresponding MIME type of osp-token may be registered with IANA.
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Sample token

01 Al SEQUENCE (len = 417)

01 92
01 8E

00 80

OBJECT | DENTI FI ER = 1.2.840.113594. 1. 7. 2 (i d-si gnedDat a)
EXPLICI T TAG [0] (len = 402)
SEQUENCE (| en = 398)

I NTEGER = 3 (version)
SET (len = 14)
SEQUENCE (len = 12)
OBJECT | DENTI FER = 1. 2.840.113594. 2.5 (nd5)
NULL
SEQUENCE (Il en = 179)
OBJECT | DENTI FI ER = 0. 4.0.1321. 2. 3 (osp-token-contents-bxmnl)
EXPLICIT TAG [0] (len = 171)
OCTET STRING (len = 167)
token contents
SET (len = 192)
SEQUENCE (Il en = 188)
| NTEGER = 3 (version)
EXPLI CI T TAG [ 0]
OCTET STRING (len = 20)
SHA-1 hash of signer's public key information
SEQUENCE (len = 12)
OBJECT | DENTI FI ER = 1. 2. 840.113594. 2. 5 (md5)
NULL
SEQUENCE (| en = 13)
OBJECT | DENTI FI ER = 1.2.840.113594.1.1.1 (rsa)
NULL
OCTET STRING (len = 128)
si gnature
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Annex E (informative):
Example messages

This annex provides complete example messages for several information exchanges. The messages included are full and
complete, but subject to the following modifications for readability:

. the content-type field of the HTTP header is shown as several lines. In actual implementations, that field will
be constrained to asingle line in conformance with HTTP specifications;

. extra whitespace is included within the example XML documents. In actual implementations, this whitespace
shall be removed before the digital signature is generated (according to the constraints of clause 7), and is not
likely to beincluded in the actual transferred data;

. the digital signatures within the example messages do not represent the actual digital signature for the example
content. Actual signatures would likely result in unprintable characters.

E.1  Pricing exchange

The following two messages convey pricing information between two parties. The first message provides three separate
price indications. Taken together, the three indications represent prices for basic Internet telephony service (thus the
empty <Ser vi ce> element) of 2 DM/minute to Berlin (country code 49, national destination code 30) 1 DM/minute
elsewhere in Germany (country code 49), and 2 DM/minute elsewhere in the world. In all three cases no constraints are
placed on the calling party (thus the empty <Sour cel nf 0> elements).

PCOST scripts/settlenents HITP/ 1.0
content-type: multipart/signed;
prot ocol ="appl i cati on/ pkcs7-si gnature";
m cal g=shal;
boundar y=bar
content-length: 1968

- - bar
Content - Type: text/plain
Content - Lengt h: 1647

<?xm version='1.0"7?>
<Message nessagel d="a" randon¥"1234">
<Pricinglndi cati on conponent|d="b">
<Ti mest anp>
1998- 04- 20T19: 03: 00Z
</ Ti mest anp>
<Sour cel nfo type="el64prefix"/>
<Destinationlnfo type="el64prefix"/>
<Currency>
DEM
</ Currency>
<Anmount >
2
</ Amount >
<l ncrenment >
60
</ I ncrement >
<Uni t >
S
</ Uni t>
<Servi ce/ >
<Val i dAfter/>
<Validuntil/>
</ Pricingl ndi cati on>
<Ti mest anp>
1998- 04- 20T19: 03: 022
</ Ti mest anp>
<Sour cel nfo type="el64prefix"/>
<Destinationlnfo type="el64prefix">
49
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</ Desti nati onl nf o>
<Currency>
DEM
</ Currency>
<Anmount >
1
</ Amount >
<I ncrenment >
60
</ | ncrement >
<Uni t >
S
</ Uni t>
<Servi ce/ >
<Val i dAfter/>
<Validuntil/>
</ Pricingl ndi cati on>
<Prici ngl ndi cati on conmponent | d="d">
<Ti mest anp>
1998- 04- 20T19: 03: 05Z
</ Ti mest anp>
<Sour cel nfo type="el64prefix"/>
<Destinationlnfo type="el64prefix">
4930
</ Desti nati onl nf o>
<Currency>
DEM
</ Currency>
<Anmount >
0.5
</ Amount >
<l ncrenent >
60
</ I ncrenent >
<Uni t >
s
</ Uni t>
<Servi ce/ >
<Val i dAfter/>
<Validuntil/>
</ Pricingl ndi cati on>
</ Message>

- -bar
Cont ent - Type: application/ pkcs7-signature
Content -Length: 191

Ghy HhHUUj hJhj H77n8HHGTT f vbnj 756t bBOHGAVQLf yF467Chl G Hf YT64VQof yF467Ghl Gf HF YT6j H77n8HH
GghyHhHUUj hh756t bBOHGTT f vbnj n8HHGTT f vhJhj H776t bBOHGAVQbnj 7567GhI G Hf YT6ghy HhHUUj pf yF4
7Ghl G Hf YT64VQbnj 756

--bar--

The following example shows a confirmation in reply to the above message. In the confirmation, all pricing information
is accepted.

HTTP/ 1.0 200 K

content-type: multipart/signed;
prot ocol ="appl i cati on/ pkcs7-si gnature";
m cal g=shal,;
boundar y=bar

content-length: 1401

- - bar
Content - Type: text/plain
Cont ent - Lengt h: 1080

<?xm version='1.0"7?>
<Message nessagel d="a" randon¥"1234">
<PricingConfirmati on conponent|d="b">
<Ti mest anp>
1998- 04- 20T19: 04: 00Z
</ Ti mest anp>
<St at us>
<Code>
201
</ Code>
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<Descri pti on>
new pricing created
</ Descri pti on>
</ St at us>
</ PricingConfirmati on>
<PricingConfirmati on conponent|d="c">
<Ti mest anp>
1998- 04- 20T19: 04: 227
</ Ti mest anp>
<St at us>
<Code>
210
</ Code>
<Descri pti on>
revi sed pricing accepted
</ Descri pti on>
</ St at us>
</ Prici ngConfirmati on>
<Prici ngConfirmati on conmponent|d="d">
<Ti nest anp>
1998- 04- 20T19: 04: 457
</ Ti mest anp>
<St at us>
<Code>
210
</ Code>
<Descri pti on>
revi sed pricing accepted
</ Descri pti on>
</ St at us>
</ PricingConfirmati on>
</ Message>

- - bar
Cont ent - Type: application/pkcs7-signature
Content - Length: 191

GhyHhHUUj hJhj H77n8HHGTT f vbnj 756t bBOHGAVQDf yF467ChI G Hf YT64VQpf yF467GhI GF Hf YT6j
H77n8HHGghy HhHUUj hah756t bBOHGTT f vbnj n8HHGTT f vhihj H776t bBOHGAVQbnj 7567CGhI G Hf YT
6ghyHhHUuj pf yF47Ghl G Hf YT64VQbnj 756

- - bar—

E.2  Authorization exchange

The authorization exchange shows one party requesting and receiving authorization to access another party's devices. In
particular, the requestor wishes to complete a phone call in which the calling party is at +81 45 881 1202 and the called
party is at +47 66 84 13 60.

PCST scripts/settlenents HITP/ 1.0
content-type: text/plain
Cont ent - Lengt h: 600

<?xm version='1.0"7?>
<Message nessagel d="a" randon¥"1234">
<Aut hori zati onRequest comnponent | d="b">
<Ti mest anp>
1998- 04- 24T17: 03: 00Z
</ Ti mest anp>
<Cal | I d encodi ng="base64" >
YT64VQof yF467CGhI G Hf YT6j H7 7n8HHGghy HhHUUj hJh756t
</Callld>
<Sour cel nfo type="el64">
81458811202
</ Sour cel nf o>
<Destinationlnfo type="el64">
4766841360
</ Desti nati onl nf o>
<Servi ce/ >
<Maxi munDest i nati ons>
5
</ Maxi munDest i nati ons>
</ Aut hori zat i onRequest >
</ Message>
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The reply to this request returns two separate authorizations, each representing a different peer system that is capable of
completing the call. For each destination, the response authorizes up to 24 hours of service for the call.

HTTP/ 1.0 200 K
content-type: text/plain
Content - Length: 1799

<?xm version='1.0"?>
<Message nessagel d="a" randon¥"1234">
<Aut hori zati onResponse conponent | d="b">
<Ti mest anp>
1998- 04- 24T17: 03: 01z
</ Ti mest anp>
<St at us>
<Code>
200
</ Code>
<Descri pti on>
success
</ Descri pti on>
</ St at us>
<Transacti onl d>
67890987
</ Transacti onl d>
<Desti nati on>
<Desti nati onSi gnal Addr ess>
[172.16.1.2]:112
</ Desti nati onSi gnal Addr ess>
<Token encodi ng="base64" >

YT64VQf yF467Ghl G Hf YT6) H77n8HHGghy HhHUUj hJh756t
HGTT f vbnj n8HHGTT f vhihj H776t bBOHAAVQonj 7567CGhl G H

6ghyHhHUuj pf yF47CGhl G Hf YT64VQon;j
</ Token>
<Val i dAfter>
1998- 04- 24T17: 01: 012
</ Val i dAft er >
<Validuntil >
1998- 04- 24T17: 11: 01z
</Validuntil>
<UsageDet ai | >
<Service/ >
<Anmount >
24
</ Anount >
<l ncrenent >
3600
</ I ncrenment >
<Uni t>
s
</ Unit>
</ UsageDet ai | >
<Cal | I d encodi ng="base64" >

YT64VQf yF467ChI Gf Hf YT6j H77n8HHGghy HhHUUj hJh756t

</Callld>
</ Desti nati on>
<Desti nati on>
<Desti nati onSi gnal Addr ess>
[10.0.1.2]:112
</ Desti nati onSi gnal Addr ess>
<Token encodi ng="base64" >

FA67Ghl G Hf YT6j H77n8HHGghy HhHUUj hJh756t YT64VQof y
8HHGTY f vhdhj H776t bBOHGAVQbnj 756HGTr f vbnj n7Ghl GF H

uj pf yF47CGhl &G Hf YT64VQonj 6ghy HhHU
</ Token>
<Val i dAfter >
1998- 04- 24T17: 01: 02Z
</Val i dAft er >
<Validuntil >
1998- 04- 24T17: 11: 02Z
</Validuntil >
<UsageDet ai | >
<Service/ >
<Anount >
24
</ Amount >
<l ncr enent >
3600
</ I ncrenment >
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<Uni t >
s
</ Unit>
</ UsageDet ai | >
<Cal I I d encodi ng="base64" >
YT64VQpf yF467Chl G Hf YT6j H7 7n8HHGghy HhHUUj hJh756t
</Callld>
</ Desti nati on>
</ Aut hori zat i onResponse>
</ Message>

E.3 Usage exchange

The final examples demonstrate the exchange of usage information. The first message reports a call duration of
10 minutes.

PCST scripts/settlenents HITP/ 1.0
content-type: text/plain
Content - Lengt h: 926

<?xm version='1.0"?>
<Message nessagel d="a" random="1234">
<Usagel ndi cati on conponent | d="b">
<Ti mest anp>
1998- 04- 24T22: 03: 00Z
</ Ti mest anp>
<Rol e>
source
</ Rol e>
<Transacti onl d>
67890987
</ Transacti onl d>
<Call I d encodi ng="base64" >
YT64VQof yF467Chl Gf Hf YT6] H7 7n8HHGghy HhHUUj hJh756t
</Callld>
<Sour cel nfo type="el64">
81458811202
</ Sour cel nf o>
<Sour ceAl ternate type="subscriber">
8912342718473772
</ Sour ceAl t er nat e>
<Destinationlnfo type="el64">
4766841360
</ Desti nati onl nf o>
<DestinationAlternate type="transport">
[10.0.1.2]:112
</ Destinati onAl t er nat e>
<UsageDet ai | >
<Servi ce/ >
<Anmount >
10
</ Amount >
<l ncrenent >
60
</ I ncrement >
<Uni t >
S
</ Unit>
<StartTine critical ="fal se">
1999- 05- 02T19: 03: 00Z
</ StartTi me>
<EndTime critical ="fal se">
1999- 05- 02T19: 13: 00Z
</ EndTi me>
<Term nati onCause critical ="fal se">
<TCCode>
1016
</ TCCode>
<Descri pti on>
normal call clearing
</ Descri pti on>
</ Term nati onCause>
</ UsageDet ai | >
</ Usagel ndi cati on>
</ Message>
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To complete the exchange, the server responds with a UsageConfirmation.

HTTP/ 1.0 200 K
content-type: text/plain
Cont ent - Lengt h: 404

<?xm version='1.0"?>
<Message nessagel d="a" randon¥"1234">
<UsageConfirmati on conmponent | d="b">
<Ti mest anp>
1998- 04- 24T22: 44: 00Z
</ Ti mest anp>
<St at us>
<Code>
201
</ Code>
<Descri pti on>
new usage i nformation created
</ Descri pti on>
</ St at us>
</ UsageConfi rmati on>
</ Message>
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E.4  Subscriber authentication exchange

The following two messages show the authentication of an individual subscriber. The first message requests
authentication for 1ISO/IEC 7812-1 [29] (calling card or charge card) number 5100123456789012.

PCST scripts/settlenents HITP/ 1.0
content-type: text/plain
Cont ent - Lengt h: 336

<?xm version='1.0"7?>
<Message nessagel d="a" random="1234">
<Subscri ber Aut henti cati onRequest conponent | d="b">
<Ti nest anp>
1998- 04- 24T17: 03: 00Z
</ Ti mest anp>
<Sour cel nfo type="iso7812">
5100123456789012
</ Sour cel nf 0>
</ Subscri ber Aut henti cati onRequest >
</ Message>

The following response indicates a successful authentication.

HTTP/ 1.0 200 K
content-type: text/plain
Content - Lengt h: 427

<?xm version='1.0"7?>
<Message nessagel d="a" randon¥"1234">
<Subscri ber Aut henti cati onResponse conponent | d="b">
<Ti mest anp>
1998- 04- 24T17: 03: 01z
</ Ti mest anp>

<St at us>
<Code>
200
</ Code>
<Descri pti on>
success
</ Descri pti on>
</ St at us>
</ Subscri ber Aut henti cati onResponse>
</ Message>
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E.5 Capabilities exchange

This clauseillustrates the exchange of capabilities between client and server. In the first message, the client identifies its
manufacturer's serial number, indicates that it can support OSP VV2.1.1, that it expects to send AuthorizationRequest and
Usagel ndication messages, and that it has atotal of 64 kbit/s of capacity available.

POST scripts/settlenents HTTP/ 1.0
content-type: text/plain
Content - Length: 779

<?xm version='1.0"7?>
<Message nessagel d="a" randon¥"1234">
<Capabi litieslndication conponentld="b" critical ="fal se">
<Devi cel nfo type="serial nunber" critical ="fal se">
12345678
</ Devi cel nf o>
<OSPVersion critical ="fal se">
2.1.1
</ CSPVer si on>
<CSPCapabi lity critical ="fal se">
Aut hori zat i onRequest
</ GSPCapabi | i ty>
<CSPCapabi lity critical ="fal se">
Usagel ndi cati on
</ GSPCapabi | i ty>
<Resources critical ="fal se">
<DataRate critical ="fal se">
<Bandwi dth critical ="fal se">
64000
</ Bandw dt h>
</ Dat aRat e>
</ Resour ces>
</ Capabi l i ti eslndi cation>
</ Message>

The server replies with a confirmation that it can support OSP V2.1.1, and it provides URLs for the client to use for
OSP services.

HTTP/ 1.0 200 K

Expires: Thu, 01 Dec 2000 16:00: 00 GMr
content-type: text/plain

Content - Lengt h: 1542

<?xm version='1.0"7?>
<Message nessagel d="a" randon¥"1234">
<Capabi litiesConfirmati on conponentld="b" critical ="fal se">
<Ti mest anp>
1998- 04- 24T22: 44: 00Z
</ Ti mest anp>
<St at us>
<Code>
200
</ Code>
</ St at us>
<CSPVersion critical ="fal se">
2.1.1
</ CSPVer si on>
<OSPService critical ="fal se">
<CSPCapabi lity critical ="fal se">
Aut hori zat i onRequest
</ OSPCapabi | i ty>
<OSPServi ceURL critical ="fal se">
http://server1l. domai n. conl osp/ aut hreq
</ CSPSer vi ceURL>
<OSPServi ceURL critical ="fal se">
http://server2. donai n. conl osp/ aut hreq
</ OSPSer vi ceURL>
<CSPSi gnatureRequired critical ="fal se">
fal se
</ OSPSi gnat ur eRequi r ed>
</ CSPServi ce>
<CSPService critical ="fal se">
<CSPCapabi lity critical ="fal se">
Usagel ndi cati on
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</ CSPCapabi | i ty>

<OSPServi ceURL critical ="fal se">
http://serverl. donai n. com osp/ usagei nd

</ OSPSer vi ceURL>

<OSPServi ceURL critical ="fal se">
http://server2. domai n. conf osp/ usagei nd

</ CSPSer vi ceURL>

<COSPSi gnat ureRequired critical ="fal se">
fal se

</ GSPSi gnat ur eRequi r ed>

</ CSPSer vi ce>
</ Capabi litiesConfirmation>
</ Message>
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Annex F (informative):
Billing format conversion

A wide variety of billing formats are currently in use within telecommunications and data networking systems. One of
the advantages of using eXtensible Markup Language within the present document isthat it allows extremely easy
conversion of usage information to and from other formats. As a demonstration of that flexibility, this annex includes
example software to covert from <Usagel ndi cat i on> componentsto a proprietary call detail record format of one
particular, commercially-available system - the Vocal Tec Internet Telephony Gateway version 3.1. The softwareis
written in Java, and relies on an XML parser available from Microsoft at http://www.microsoft.com/xml. Both the
gateway and XML parser are selected solely to demonstrate the ease of the format conversion; this annex does not
imply the suitability or fitness of either product for any purpose.

i mport com ns. xnl . parser. *;

i mport com ns. xm . om Docunent ;

i mport com ns. xnm . om El enent ;

import com ms. xm . util.XM.Qutput Stream
import com ms. xm . util.Namne;

i mport com ns. xm . om El ement Enuner ati on;
i mport com ns. xm .om El enent | npl ;

import java.util.Enuneration;
import java.io.*;

inmport java.io.PrintStream

i mport java.net.*;

import java.util.*;

import comns. xm . util. Name;
i mport com ns. xm . om El enent Fact ory;

class CDR
{

public static void main(String args[])
{
/1 "fix" the version to 2 digits to workaround a bug in the XM parser
Properties props = new Properties ();
props = System getProperties ();
props. put ("java.version", "1.1");
System set Properties (props);

parseArgs (args);

if (fileName == null)
printUsage (Systemout);

el se

{
URL url = createURL (fileNane);

Docunent d = null;

try

{
d = new Docunent ();
d. set Casel nsensitive (true);
d. set LoadExternal (true);
d.load (url);

catch (ParseException e)

Systemout.println (e);

}
if (d!=null)
{
| oadVal ues (d);
Il type
cdr = pad ("Voice", 10);
/] date
cdr += pad (((tinestanp == null) 2 " --":
timestanp. substring (5, 10) + "-" + tinestanp.substring (2, 4)), 10);
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/Il tine
cdr += pad (((timestanp == null) 2 " --"
timestanp. substring (11, 19)), 10);

/1 duration

cdr += pad (((unit !'= null &% unit.equals ("s") & amobunt != null &&
increment != null) ? "" + Integer.parselnt (anount) *
I nteger. parselnt (increnent) : " --"), 10);

/'l usernane
cdr += pad ("User Name", 30);

/1 dial ed nunber
cdr += pad (destinationinfo, 30);

/Il line
cdr += pad ("1", 10);

/1 renote nane
cdr += pad ("Renote Nane", 30);

/] disconnect reason
cdr += pad ("D sconnect Reason", 40);

I/l renmote IP
cdr += pad ("000.000.000. 000", 20);

/1 renmote code
cdr += pad ("0000", 15);

/1l call type
cdr += pad ((role !=null &% role.equals ("destination") ? "IPVOD' : "OPVOD'), 15);

/Il user ID
cdr += pad ("000000", 10);

/1 fax pages
cdr += pad ("", 13);

/1 remote fax ID
cdr += pad ("", 25);

/Il local fax ref
cdr += pad ("", 16);

/1 remote fax ref
cdr += pad ("", 16);

/1 fax transfer node
cdr += pad ("", 18);

/1 E. 164 nunber
cdr += pad (destinationinfo, 24);

Systemout.printin (cdr);

}
System exit (0);
}
static void printUsage (PrintStream o)
{
o.println ("Usage: java CDR filenanme");
o.println ();
}

static void parseArgs (String args[])

if (args.length> 0)
fileNanme = args [O];

}

static String pad (String s, int nunm
String str;
int len;
if (s == null)
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str =" --";
len = 4
}
el se
{
str = s;
len = s.length ();
if (len> num
{
str = --"
len = 4
}
}
for (int i =len; i <num i++)
str +=" ",
return str;

}

static URL createURL (String fil eNane)
/1 Mcrosoft nethod

{
URL url = null;
try
{
url = new URL (fil eNane);
}
catch (Mal f ormedURLException ex)
File f = new File (fil eNane);
try
{ .
String path = f. get Absol utePath();
String fs = SystemgetProperty("file.separator");
if (fs.length() == 1)
char sep = fs.charAt (0);
if (sep!="/")
path = path.replace (sep, '/');
if (path.charAt (0) !'="/")
path = '/' + path;
}
path = "file://" + path;
url = new URL (path);
}
catch (Mal f ormedURLException e)
{
Systemout.println ("Cannot create url
Systemexit(0);
}
return url;
}
static void | oadVal ues (El enent e)
{
String attName = "--NULL--";

String tagNane;
if (e.getTagNanme () != null)

at t Name
t agNane

e.get Text ();
e.get TagNanme ().toString ();

if (tagNane.equals ("TI MESTAMP"))
tinmestanp = att Nang;

if (tagName.equal s (" DESTI NATI ONI NFO'))
destinationinfo = attNane;

if (tagName.equals ("AMOUNT"))
anount = att Nane;

if (tagNane.equals ("1 NCREMENT"))
i ncrenent = att Naneg;

if (tagNanme.equals ("UNIT"))
unit = attNane;
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if (tagNane.equals ("ROLE"))
rol e = attNane;

}

for (El enent Enuneration en = new El enment Enuneration (e); en.hasMreEl emrents(); )

El enent child = (El enent) en.nextEl enent();
| oadVval ues (child);

}

static String fileNanme, timestanp, destinationinfo, anount, increment, unit, role, cdr;
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Annex G (informative):
XML overview

As an aid to those readers unfamiliar with Extensible Markup Language, this annex offers a brief overview of the
syntax of XML documents. Key components of XML structure are document definitions, element declarations, and
attribute declarations.

NOTE: Thisannex is neither authoritative nor complete. A formal definition of XML may be found in [2].

G.1 Document definition

XML documents are defined using the following format:

<! DOCTYPE Docunent Narme [ Document Struct ureDefinition] >

Docurnent Nane isthe name of the XML document, and Docurnrent St r uct ur eDef ni ti on isaseries of element,
attribute, and entity declarations. Those declarations are described below. An example document definitionis:

<! DOCTYPE Z [
<IELEMENT Y (X, W>
<IATTLIST Y ('a" | 'b" | '"¢') "a' #REQU RED>
<!l ELEMENT X CDATA>
<! ELEMENT W CDATA>
1>

G.2 Element declaration

XML elements are declared using the following format:

<! ELEMENT El emrent Narme ( El ement Cont ent s) >

El ement Nane, as expected, is the name of the element being declared, while El enent Cont ent s specifiesthe
permissible contents of the element. Elements may include child elements, in which case the El ement Cont ent s part
defines their order and number within the parent element, and element may include character data.

Child elements within the El enent Cont ent s part of adeclaration may be designated as a sequence of child
elements or a choice of child elements. The comma (,) separatesindividual child elements in a sequence, while the
vertical bar (]) separates child elementsin achoice. For example, <! ELEMENT Y (X, W > indicatesthat element Y
consists of achild element X followed by a child element W Similarly, <! ELEMENT Z (X | W > indicates that
element Z consists of either a child element X or a child element W

The element declaration indicates the number of child elements permitted by a character following the child element's
name. No character indicates that exactly one child element, a question mark (?) indicates zero or one child element, an
asterisk (*) indicates zero or more child elements, and a plus (+) indicates one or more child elements.

For example:
<IELEMENT X (A, B?, Ct, D+)>

defines element X as consisting of:

Table G.1
Child Element meaning
element declaration
A (none) exactly one child element
B ? zero or one child element
C * zero or more child elements
D + one or more child elements
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G.3  Attribute declaration

XML attributes are associated with elements; they are declared using the format:

<! ATTLI ST El ement Nanme Attri but eNamel Decl ar edVal uel Def aul t Val uel
AttributeNanme2 Decl ar edVal ue2 Def aul t Val ue2

At tri but eNanmeN Decl ar edVal ueN Def aul t Val ueN>

El ement Nane identifiesthe XML element with which the attributes may be used. At t r i but eNanel,

At tri but eNane2, ... are the names of the attributes defined for the element. Each attribute has either alist of
permissible values or a data type, which the above construction labels Decl ar edVal ue. Thefina part of each
atribute's declaration is Def aul t Val ue, which indicates the default value for the attribute, as well as constraints on
its presence.

Explicit, permissible values for attributes are separated by the vertical bar (]). So that, for example the Bool ean
attribute for element X may be declared as:

<I ATTLI ST X Bool ean (true | false)>

NOTE 1: No default valueis specified in the above declaration. If adefault value is specified, then the
DefaultValue clause may appear as one of:

#REQUI RED: some explicit value for the attribute shall be included each time the attribute is used;
#1 MPLI ED: if no explicit value for the attribute is used, then the application may infer a default value;

"val ue" if no explicit value for the attribute is used, then the attribute should be assumed to have the
value"val ue";

#FI XED "val ue": theattribute shall have, and can only have, the value "val ue".

EXAMPLE: If the Bool ean attribute should be assumed to bet r ue unless otherwise, explicitly indicated, the
following declaration would apply.

<! ATTLI ST X Bool ean (true | false) 'true'>

NOTE 2: No quotation marks are used in the Decl ar edVal ue part, while the Def aul t Val ue part does
enclose the value in quotations.
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Annex H (informative):
Binary XML content format for OSP

In some implementations, minimizing the size of protocol messagesis acritical requirement. The Binary XML Content
Format [28], developed by the Wireless Application Protocol (WAP) Forum provides a standard method for
compressing XML content, and it can be directly applied to OSP messages. This annex provides the information
necessary to use Binary XML Content Format in an interoperable manner by defining global extension tokens for OSP.
It also includes an example message to illustrate the application of the format.

H.1 Global extension tokens

The following tables define the global extension tokens for OSP.

Table H.1: Global extension tokens for OSP tags

Code page

O OO0 0000000000000 O0DO0DO0OO0DO0DO0DO0ODO0DO0DO0ODO0DO0DO0OO0OO0OO0OO0OO0OO0OOoOOoOOo

Token
05
06
07
08
09
0A
0B
oC
oD
OE
OF
10
11
12
13
14
15
16
17
18
19
1A
1B
1C
1D
1E
1F
20
21
22
23
24
25
26
27
28
29
2A

Tag name
AlmostOutOfResources
Amount

AuthorityURL
AuthorizationConfirmation
AuthorizationIndication
AuthorizationRequest
AuthorizationResponse
Bandwidth

Callld

Certificate
CertificateChain

Code

Currency

DataRate

Description

Destination
DestinationAlternate
Destinationinfo
DestinationSignalAddress
Deviceld

Devicelnfo

EndTime

Fraction

Increment
LossReceived

LossSent
MaximumDestinations
Mean

Message

Minimum
NumberOfChannels
OneWayDelay

Packets
ReauthorizationRequest
ReauthorizationResponse
Resources

Role

RoundTripDelay
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P RPPRPPRPPPPPPPPOOODO0ODO0ODO0ODOO0OO0DO0O0DO0OO0O0ODO0OO0OO0COOOODO

Token
2B
2C
2D
2E
2F
30
31
32
33
34
35
36
37
38
39
3A
3B
3C
3D
3E
3F
05
06
07
08
09
0A
0B
oC
oD
OE
OF
10
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Tag name

Samples

Service

SourceAlternate
Sourcelnfo
SourceSignalAddress
StartTime

Statistics

Status

TCCode
TerminationCause
Timestamp

Token

Tokenlnfo

Transactionld

Unit

UsageConfirmation
UsageDetall
Usagelndication
ValidAfter

ValidUntil

Variance
CapabilitiesConfirmation
CapabilitiesIndication
OSPCapability
OSPService
OSPServiceURL
OSPSignatureRequired
OSPVersion
PricingConfirmation
PricingIndication
SubscriberAuthenticationinfo
SubscriberAuthenticationRequest
SubscriberAuthenticationResponse
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Table H.2: Global extension tokens for OSP attributes

Token Attribute

05 componentld

06 critical false

07 critical true

08 encoding base64
09 encoding cdata
0A messageld

0B random

oc type abbreviated
0D type customerld
OE type deviceld

OF type el64

10 type el64prefix
11 type email

12 type epin

13 type h323

14 type international
15 type iso7812

16 type national

17 type network

18 type pin

19 type serialnumber
1A type subscriber
1B type transport
1C type url

H.2  Example application

This clause illustrates the process of converting an OSP message to Binary XML Content Format. It uses the example
AuthorizationRequest from annex E.

H.2.1 Standard XML format (505 bytes)

<?xm version='"1.0" ?>
<Message nessagel d="a" random="1234">
<Aut hori zat i onRequest conponent | d="b" >
<Ti nest anp>
1998-04- 24T17: 03: 00Z
</ Ti nest anp>
<Cal | I d encodi ng="base64" >
YT64VQof yF467Gnl G Hf YT6j H7 7n8HHGghy HhHUUj hJh756t
</Callld>
<Sour cel nfo type="el64">
81458811202
</ Sour cel nf 0>
<Desti nationlnfo type="el64">
4766841360
</ Desti nati onl nf 0>
<Servi ce/ >
<Maxi munDest i nati ons>
5
</ Maxi munDest i nat i ons>
</ Aut hori zat i onRequest >
</ Message>
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H.2.2 Binary XML content format (160 bytes)

02 01 03 00
E1 OA 03 'a’ 00 OB 03 '1234' 00
CA 05 03 'b' 00
75 03 ' 1998- 04- 24T17: 03: 00Z' 00 01
CD 08 01 03
' YT64VQof yF467Chl & Hf YT6j H7 7n8HHGghy HhHUUj hJh756t' 00 01
EE OF 01 03 '81458811202' 00 01
D6 OF 01 03 '4766841360' 00 01
2C
5F 03 '5' 00 01
01
01
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Annex | (informative):
PICS proforma for OSP (Reference)

At the time of writing, the available Protocol Implementaion Conformance Statement (PICS) for OSP is contained in
TS 101 336 V1.1.1 [34], published in January 2000, which appliesto TS 101 321 V1.4.2 (OSP). Now a new version of
the PICS, as well as Test Suite Structure and Test Purposes (TSS & TPS) and Abstract Test Suite (ATS) will be
published by ETSI early 2004 as TS 101 336-1, TS 101 336-2 and TS 101 336-3 (see bibliography).
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Annex J (informative):
OSP applications and implementations

This annex describes the application of the Open Settlement Protocol, in various network implementations. Further call
scenarios are described in TS 101 336 [34].

J.1 Call control protocols

The Open Settlement Protocol (OSP) is not limited to any particular call control protocol. Rather, it is neutral, and is
designed for deployment with devices conforming to H.323 [12] and Session Initiation Protocol (SIP), aswell as
various proprietary signalling protocols.

NOTE: Some well-known IP telephony protocols, including the Simple Gateway Control Protocol (SGCP), IP
Device Control (IPDC), Media Gateway Control Protocol (MGCP), and MEGACO/H.248, do not
integrate directly with OSP. Instead, systems relying on those protocols integrate with OSP at the level of
protocols between gateway controllers (e.g. call agents). Today, those protocols are primarily based on
H.323[12] or SIP.

This clause illustrates how OSP may be used with various call signalling protocols. Rather than considering each
protocol separately, however, it considers three different architectures peer-to-peer, distributed tightly-coupled, and
distributed loosely-coupled that can be applied to various signalling protocols. The H.323 [12] and SIP protocols are
used as examples to describe the interaction with OSP in detail. The principals described in these clauses can aso be
used for other protocols.

J.1.1 Peer-to-Peer architecture

In a peer-to-peer architecture, gateways contact each other directly, without any control or co-ordination from other
devices. This architecture corresponds to simple H.323 [12] deployments without gatekeepers as well as basic
SIP-based services. In such an environment, the endpoints of a call implement the open settlement protocol to find and
authorize each other, and to directly report usage information to a settlement provider. Clauses J.1.1.1 and J.1.1.2
illustrate the use of OSP and in both H.323 [12] and SIP architectures.

J.1.1.1 H.323 Gateways

When operating with H.323 [12] gateways, OSP provides services at both the start and end of each call. During initial
call setup, gateways can use OSP to obtain call routing information and authorization tokens. Once the call has ended,
gateways use OSP to report usage details.
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J.1.1.11 Call routing and authorization

Figure J.1 shows how the open settlement protocol may be used by H.323 [12] gateways to find and authorize each

other.

E

Telephone

dial
number

— >

——

H.323 Gateway A

<AuthRsp>

=1

<AuthReq>

Telephone

o |

Setup /
Release Complete

il

H.323 Gateway B

ring
phone

Setup /
Setup Ack
.
H.323 Gateway C
OosP
Server

=

Figure J.1

Figure J.1 highlights the following interactions between the devices.

Calling party indicates the desired, destination phone number to Gateway A (by, for example, responding to a
DTMF-based IVR, sending an ISDN Q.931 Setup, or transmitting an SS7 Initial Address Message).

Gateway A sendsan OSP <Aut hor i zat i onRequest > message to the OSP Server. The significant elements within
the <Aut hori zat i onRequest > include:

<Ti mest anp>
<Cal I I d>
<Sourcel nfo type="el64">

<SourceAl ternate

type="transpor
t">

<Destinationlnfo type="el64">
<Servi ce/ >

<Maxi munmDest i nati ons>

Time of request
H.323 [12] Call Identifier to be used for the call

Calling party's E.164 [11] number if available; otherwise a local
E.164 [11] number controlled by Gateway A, e.g. 14048724887; this
number shall be passed to the destination gateway(s) in Setup
messages

DNS name or IP address of Gateway A, for example

gat ewayA. carrier.com

Called party's E.164 [11] number, e.g. 33492944299
Empty (for basic service)

The maximum number of destinations, including alternatives, Gateway
A will consider
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OSP Server replieswith an <Aut hor i zat i onResponse> message. The message indicates two candidate
destinations: Gateway B and Gateway C, in that order. In particular, the <Aut hor i zat i onResponse> containsthe
following elements:

<Ti mest anp> Time of response

<St at us> Result of response, e.g. <Code>200</ Code>
<Transacti onl d> Transaction identifier assigned by settlement provider
<Desti nati on> First destination gateway to try for call

DNS name or IP address of Gateway B, for example
<DestinationS gatewayB.itsp.fr
i gnal Addr ess

type="transpo
re>

<Token> Authorization token to be passed to Gateway B
<Val i dAfter > Time after which token for Gateway B is valid
<Validuntil > Time until which token for Gateway B is valid
<UsageDet ai | > How much service is authorized with Gateway B
<Servicel > Empty (for basic service)
<Anount > Amount of authorized service, e.g. 3600
<l ncr ement > Increment of service measurement, e.g. 1
<Unit> Unit of service measurement, e.g. s for seconds
<Cal | I d> H.323 [12] Call Identifier to be used for the call to Gateway B
<Desti nati on> Second destination gateway to try for call

DNS name or IP address of Gateway C, for example
<DestinationS gatewayC.isp.fr
i gnal Addr ess

type="transpo
re>

<Token> Authorization token to be passed to Gateway C
<Val i dAfter > Time after which token for Gateway C is valid
<Vvaliduntil > Time until which token for Gateway C is valid
<UsageDet ai | > How much service is authorized with Gateway C
<Servi ce/ > Empty (for basic service)
<Anount > Amount of authorized service, e.g. 3600
<l ncr ement > Increment of service measurement, e.g. 1
<Unit> Unit of service measurement, e.g. s for seconds
<Call I d> H.323 [12] Call Identifier to be used for the call to Gateway C

Gateway A sends an H.225.0 [8] Setup message to Gateway B; however, the Setup is refused with a Release Compl ete.

NOTE: TheH.323[12] Cal Identifier in the Setup message has the same value asin the original
<Aut hori zat i onRequest >. The Setup shall also include the authorization token(s) provided in the
OSP <Aut hori zat i onResponse>. For maximum interoperability, any tokens should use the
following object identifier, constructed according to ETSI guidelines:

itu-t(0), identified-organization(4), etsi(0), ts-101-321(1321), token(1), xml-format(2)

Gateway A then sends a second H.225.0 [8] Setup message, thistime to Gateway C, and this time the Setup is accepted
with a Setup Acknowledge. This Setup message also uses the H.323 [12] Call Identifier from the

<Aut hori zat i onRequest >, and the Setup message shall aso include the authorization token(s) provided in the
OSP <Aut hori zat i onResponse>. For maximum interoperability, any tokens should use the following object
identifier, constructed according to ETSI guidelines.

itu-t(0), identified-organization(4), etsi(0), ts-101-321(1321), token(1), xml-format(2)

Gateway C accepts the Setup and completes the call to the called party; the phone conversation can now take place.
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J1.1.1.2 Usage reports

Once the call has ended, both gateways report usage details to an OSP server. As the following figure indicates, those
reports are conveyed in OSP <Usagel ndi cat i on> messages.

E Telephone
= T
Telephone %

Release Complete

——

H.323 Gateway A

0\

<UsageCnf>
g
(8 -
<Usagelnd> %

-

4' H.323 Gateway C
<UsageCnf> @
osP <Usagelnd>

Server

Figure J.2
The steps shown in the figure are straightforward.
Gateways A and C clear the call by exchanging an H.225.0 [8] Release Compl ete message.

Gateway A sendsa<Usagel ndi cat i on> message to the OSP server. If Gateway A is not using any protocol
extensions, the message will contain the following elements:

<Ti mest anp>

<Rol e>

<Transacti onl d>

<Cal I 1 d>

<Sourcel nfo type="el64">

<Sour ceAl ternate

type="transpor
t">

<Destinationlnfo type="el64">

<DestinationAlternate

type="transpor
t">

<UsageDet ai | >
<Servi ce/ >
<Anmount >
<l ncrenent >

<Uni t>

time of request

for Gateway A, sour ce

transaction ID assigned by OSP server in authorization response
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number as returned in the authorization
response, e.g. 14048724887

DNS name or IP address of Gateway A, for example

gat ewayA. carrier.com

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300
increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).
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Gateway C aso sendsa<Usagel ndi cat i on> to the OSP server. That message would include the following

elements:

<Ti mest anp>
<Rol e>

<Transactionl d>

<Cal I I d>

<Sour cel nfo type="el64">

<SourceAl ternate
type="transport">

<Destinationlnfo type="el64">

<DestinationAlternate
type="transport">

<UsageDet ai | >
<Servicel/ >
<Anmount >
<I ncrenment >
<Uni t >
<Statistics>
<LossSent >
<Packet s>
<Fracti on>
<LossRecei ved>
<Packet s>
<Fraction>
<OneWayDel ay>
<M ni mun>
<Mean>
<Vari ance>
<Sanpl es>
<RoundTri pDel ay>
<M ni mun®
<Mean>
<Vari ance>

<Sanpl es>

time of request
for Gateway C, desti nati on

transaction ID assigned by OSP server and passed to
Gateway C in authorization token
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number as presented in the Setup
message, e.g. 14048724887

DNS name or IP address of Gateway A, for example
[172.16.1.1]

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

statistical information for call

loss information for packets sent by Gateway C

number of packets lost from Gateway C to Gateway A
fraction (from 0O to 255) of packets lost from C to A

loss information for packets sent by Gateway A

number of packets lost from Gateway A to Gateway C
fraction (from O to 255) of packets lost from A to C

one way delay measured from Gateway A to C

minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

round trip delay between Gateway A and C measured during call
minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds

number of sample measurements

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

J.1.1.2 Session initiation protocol gateways

In a simple peer-to-peer environment, Session | nitiation Protocol (SIP) gateways operate in a manner nearly identical to
H.323 [12] gateways. As before, it is convenient to consider interaction using OSP before and after the multimedia call.
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J.1.1.21 Call routing and authorization

Figure J.3 shows how the open settlement protocol may be used by SIP gateways to find and authorize each other.

NOTE 1: Thisfunction allows a SIP gateway to find a peer gateway for a particular, PSTN-terminated, telephone
user. Assuch, it is not the same as the standard SIP user location function.
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Figure J.3

Figure J.3 highlights the following interactions between the devices.

Cdlling party indicates the desired, destination phone number to Gateway A (by, for example, responding to aDTMF-
based IVR, sending an ISDN Q.931 Setup, or transmitting an SS7 Initial Address Message).

Gateway A sends an OSP <Aut hor i zat i onRequest > message to the OSP Server. The significant elements within
the<Aut hori zat i onRequest > include:

<Ti mest anp>
<Cal I I d>
<Sourcel nfo type="el64">

<SourceAl ternate

type="transpor
t">

<Destinationlnfo type="el64">
<Servi ce/ >

<Maxi munmDest i nati ons>

time of request
SIP [36] Call-ID to be used for the call

calling party's E.164 [11] number if available; otherwise a local

E.164 [11] number controlled by Gateway A, e.g. 14048724887; this
number shall be passed to the destination gateway(s) in the
subsequent INVITE method

DNS name or IP address of Gateway A, for example

gatewayA. carrier.com

called party's E.164 [11] number, e.g. 33492944299
empty (for basic service)

the maximum number of destinations, including alternatives, Gateway
A will consider
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OSP Server replieswith an <Aut hor i zat i onResponse> message. The message indicates two candidate
destinations: Gateway B and Gateway C, in that order. In particular, the <Aut hor i zat i onResponse> containsthe
following elements:

<Ti mest anp> time of response

<St at us> result of response, e.g. <Code>200</ Code>
<Transacti onl d> transaction identifier assigned by settlement provider
<Dest i nati on> first destination gateway to try for call

DNS name or IP address of Gateway B, for example
<DestinationS gatewayB.itsp.fr
i gnal Addr ess

type="transpo
re>

<Token> authorization token to be passed to Gateway B
<Val i dAfter > time after which token for Gateway B is valid
<Validuntil > time until which token for Gateway B is valid
<UsageDet ai | > how much service is authorized with Gateway B

<Servi ce/ > empty (for basic service)

<Anount > amount of authorized service, e.g. 3600

<l ncr ement > increment of service measurement, e.g. 1

<Unit> unit of service measurement, e.g. s for seconds
<Cal | I d> SIP [36] Call-ID to be used for the call to Gateway B

<Desti nati on> second destination gateway to try for call

DNS name or IP address of Gateway C, for example
<DestinationS gatewayC.isp.fr
i gnal Addr ess

type="transpo
re>

<Token> authorization token to be passed to Gateway C
<Val i dAfter > time after which token for Gateway C is valid
<Vvaliduntil > time until which token for Gateway C is valid
<UsageDet ai | > how much service is authorized with Gateway C
<Servi ce/ > empty (for basic service)
<Anount > amount of authorized service, e.g. 3600
<l ncrenment > increment of service measurement, e.g. 1
<Unit> unit of service measurement, e.g. s for seconds
<Cal | I d> SIP Call-ID to be used for the call to Gateway C

Gateway A sends an INVITE message to Gateway B; however, Gateway B cannot accept the request. It responds with a
"503 Service Unavailable", which Gateway A acknowledges with an ACK.

NOTE 2: The SIP Call-ID in the INVITE message has the same value asin the original
<Aut hori zat i onRequest >. The INVITE shall aso include authorization token(s) provided in the
OSP <Aut hori zat i onResponse>. Each token should be conveyed in the SIP header, asinitially
defined in annex K.

Gateway A then sends a second INVITE message, this time to Gateway C, and thistime the INVITE is accepted with
"200 Success', to which Gateway A replies with an ACK. ThisINVITE message also uses the SIP Call-ID from the
<Aut hori zat i onRequest >, and the INVITE shall also include the authorization token(s) provided in the OSP
<Aut hori zat i onResponse>. Each token should be conveyed in the SIP header, asinitially defined in annex K:

- Gateway C acceptsthe INVITE and completes the call to the called party; the phone conversation can now
take place.
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J.1.1.2.2 Usage reports

Once the call has ended, both gateways report usage details to an OSP server. As the following figure indicates, those
reports are conveyed in OSP <Usagel ndi cat i on> messages.
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Figure J.4
The steps shown in figure J.4 are straightforward.
Gateways A and C clear the call with a SIP BY E message.

Gateway A sendsa<Usagel ndi cat i on> message to the OSP server. If Gateway A is not using any protocol
extensions, the message will contain the following elements:

<Ti mest anp>

<Rol e>

<Transacti onl d>

<Cal | I d>

<Sour cel nfo type="el64">

<SourceAl ternate

type="transpor
t">

<Destinationlnfo type="el64">

<DestinationAlternate

type="transpor
t">

<UsageDet ai | >
<Servi ce/ >
<Anmount >
<l ncrenent >

<Unit>

time of request

for Gateway A, sour ce

transaction ID assigned by OSP server in authorization response
SIP [36] Call-ID used for the call

calling party's E.164 [11] number as returned in the authorization
response, e.g. 14048724887

DNS name or IP address of Gateway A, for example
gat ewayA. carrier.com

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300
increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

Gateway C aso sendsa<Usagel ndi cat i on> to the OSP server.
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<Ti mest anp>
<Rol e>

<Transactionl d>

<Cal | I d>

<Sour cel nfo type="el64">

<Sour ceAl ternate
type="transport">

<Destinationlnfo type="el64">

<DestinationAlternate
type="transport">

<UsageDet ai | >
<Servi ce/ >
<Anmount >
<l ncrenent >
<Uni t >
<Statistics>
<LossSent >
<Packet s>
<Fracti on>
<LossRecei ved>
<Packet s>
<Fraction>
<OneWayDel ay>
<M ni mun>
<Mean>
<Vari ance>
<Sanpl es>
<RoundTri pDel ay>
<M ni mun>
<Mean>
<Vari ance>

<Sanpl es>
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time of request
for Gateway C, desti nati on

transaction ID assigned by OSP server and passed to Gateway
C in authorization token
SIP Call-ID used for the call

calling party's E.164 [11] number as presented in the INVITE
message, e.g. 14048724887

DNS name or IP address of Gateway A, for example
[172.16.1.1]

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

statistical information for call

loss information for packets sent by Gateway C

number of packets lost from Gateway C to Gateway A
fraction (from O to 255) of packets lost from C to A

loss information for packets sent by Gateway A

number of packets lost from Gateway A to Gateway C
fraction (from O to 255) of packets lost from Ato C

one way delay measured from Gateway A to C

minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

round trip delay between Gateway A and C measured during call
minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

J.1.2  Tightly controlled distributed architecture

The Open Settlement Protocol supports operation in atightly controlled, distributed architecture. That architecture
includes some H.323 [12]-based deployments with active gatekeepers and SIP proxy servers (but not SIP redirect
servers). The following clausesillustrate the use of OSP in those environments.
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J.1.2.1 H.323 Gatekeeper routed calls

In H.323 [12] deployments with gatekeepers, the gatekeeper may play a very activeroll in call signalling. In such an
environment, gatekeepers not only assume responsibility for call routing and authorization on behalf of their endpoints.
They also act asthe signalling endpoint for callsinto their zone. Asfigure J.5 shows, gatekeepers may support
multimedia terminals as well as gateways. Asthat figure J.5 and J.6 also highlight, only gatekeepers are required to
support the Open Settlement Protocol in this environment.

H.323 Terminal Telephone

HE@
ring
( phone
o PSTN
Setup /

Hl

e H.323 Gatekeeper B

Setup / Setup Ack

\

Setup / H.323 Gatekeeper A Setup Ack
Setup Ack
e ==
<AuthRsp>

H.323 Gateway

<AuthReq> OSP

Server

Figure J.5

NOTE: All destination gateways (or endpoints) controlled by the gatekeepers shall be equivalent, asfar asthe
OSP server is concerned. Indeed, the OSP server is not even aware of the existence of any H.323[12]
terminals or gateways. Such an architecture, therefore, placesimplicit restrictions on the services offered
by the operators. An operator, for example, will be unable to price termination services differently for
different gateways in the same zone.

J.1.21.1 Call routing and authorization
H.323 [12] Terminal begins a call by sending an H.225.0 [8] Setup message its gatekeeper, Gatekeeper A.

NOTE: Thisscenario assumes the use of pre-granted admission requests.

The Setup indicates that the called party isidentified by an E.164 [11] phone number such as +33 4 92 94 42 99.

Gatekeeper A sendsan OSP <Aut hor i zat i onRequest > message to the OSP Server. The significant elements
within the <Aut hori zat i onRequest > include:

<Ti mest anp> time of request
<Call I d> H.323 [12] Call Identifier to be used for the call
<Sourcel nfo type="el64"> a representation of the H.323 [12] Terminal using an E.164 [11]

number; in the absence of other information, this number may be
derived using the IP address to E.164 [11] number mapping of ETSI
TIPHON; this number shall be passed to the destination gateway(s)
in Setup messages
<Sour ceAl t er nat e DNS name or IP address of Gatekeeper A, for example
gat ekeeper A. carrier.com
type="transpor
t">
<Destinationlnfo type="el64"> called party's E.164 [11] number, e.g. 33492944299
<Servicel > empty (for basic service)

<Maxi nunDest i nati ons> the maximum number of destinations, including alternatives,
Gatekeeper A will consider
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OSP Server replieswith an <Aut hor i zat i onResponse> message. The message identifies Gatekeeper B. In
particular, the <Aut hor i zat i onResponse> contains the following elements:

<Ti mest anp> time of response

<St at us> result of response, e.g. <Code>200</ Code>
<Transacti onl d> transaction identifier assigned by settlement provider
<Desti nati on> first destination gateway to try for call

DNS name or IP address of Gatekeeper B, for example
<DestinationS gatekeeperB.itsp.fr
i gnal Addr ess

type="transpo
re>

<Token> authorization token to be passed to Gatekeeper B
<Val i dAfter > time after which token for Gatekeeper B is valid
<val i duntil > time until which token for Gatekeeper B is valid
<UsageDet ai | > how much service is authorized with Gatekeeper B
<Servi ce/ > empty (for basic service)
<Anount > amount of authorized service, e.g. 3600
<l ncr ement > increment of service measurement, e.g. 1
<Unit> unit of service measurement, e.g. s for seconds
<Cal | I d> H.323 [12] Call Identifier to be used for the call to Gatekeeper B

Gatekeeper A extends the call with its own Setup message to Gatekeeper B.

Gatekeeper B accepts the Setup and extends the call to the destination gateway with another Setup/Setup Acknowledge
exchange.

The Gateway adds the final leg of the call by dialing the called party; the phone conversation can now take place.

J.1.2.1.2 Usage reports

At the conclusion of the phone call, both gatekeepers shall report usage information to the OSP server. Figure J.6
identifies the principle steps of atypical call completion.
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Figure J.6
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<Ti mest anp>

<Rol e>

<Transacti onl d>

<Cal |l I d>

<Sourcel nfo type="el64">

<Sour ceAl ternate

type="transpor
t">

<Destinationlnfo type="el64">

<DestinationAlternate

type="transpor
t">

<UsageDet ai | >
<Servi ce/ >
<Anmount >
<l ncrenent >

<Uni t >

<Ti mest anp>
<Rol e>

<Transacti onl d>

<Cal | I d>
<Sourcel nfo type="el64">

<Sour ceAl ternate

type="transport"

<Destinationlnfo type="el64">

<DestinationAlternate

type="transport">

<UsageDet ai | >
<Servi ce/ >
<Anmount >
<l ncrenent >
<Uni t >
<Statistics>
<LossSent >

<Packet s>
<Fraction>

<LossRecei ved>
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The steps shown in figure J.6 are straightforward.
The gatekeepers release the call with an exchange of H.225.0 [8] Release and Release Complete messages.

Gatekeeper A then sendsa<Usagel ndi cat i on> message to the OSP server. In this example Gatekeeper A may not
be able to support protocol extensions such as statistics. Its message, therefore contains just the following elements:

time of request

for Gatekeeper A, sour ce

transaction ID assigned by OSP server in authorization response
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number as returned in the authorization
response, e.g. 14048724887

DNS name or IP address of Gatekeeper A, for example
gat ekeeper A.carrier.com

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gatekeeper B, for example,
gat ekeeperB.itsp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300
increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

Gatekeeper B also sendsa<Usagel ndi cat i on> to the OSP server. That message would include the following
elements:

time of request
for Gatekeeper B, desti nati on

transaction ID assigned by OSP server and passed to
Gatekeeper B in authorization token
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number as presented in the Setup
message, e.g. 14048724887

DNS name or IP address of H.323 [12] Terminal, for example
> [172.16.100. 1]

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gatekeeper B, for example,
gat ekeeperB.itsp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

Increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds
statistical information for call

loss information for packets sent by Gatekeeper B

number of packets lost from Gatekeeper B to H.323 [12]
Terminal

fraction (from O to 255) of packets lost from B to H.323 [12]
Terminal

loss information for packets sent by H.323 [12] Terminal
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<Packet s>

<Fraction>
<OneWayDel ay>

<M ni mun>

<Mean>

<Vari ance>

<Sanpl es>
<RoundTri pDel ay>

<M ni mun>

<Mean>

<Vari ance>

<Sanpl es>
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number of packets lost from H.323 [12] Terminal to
Gatekeeper B
fraction (from O to 255) of packets lost from Terminal to B

one way delay measured from Terminal to B

minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

round trip delay between Terminal and B measured during call
minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

J.1.2.2 Session initiation protocol proxy servers

Session Initiation Protocol (SIP) proxy servers may function in a manner similar to H.323 [12] gatekeepers. In such an
environment, the proxy servers may support the Open Settlement Protocol, while the systems on whose behalf they act

need not.

NOTE: All destination gateways (or endpoints) served by the SIP proxies shall be equivalent, as far as the OSP
server is concerned. Indeed, the OSP server is not even aware of the existence of any endpoints or
gateways. Such an architecture, therefore, places implicit restrictions on the services offered by the
operators. An operator, for example, will be unable to price termination services differently for different
gateways served by the same proxy.

J.1.2.2.1 Call routing and authorization

Figure J.7 shows how OSP plays a role in environments that use SIP Proxy Servers. Figure J.7, The SIP Proxy Server,
acting on behalf of the SIP client, completes acall to a SIP Gateway, and ultimately to the PSTN.

SIP Client

\
0\ =0

INVITE
SIP Proxy Server

<AuthRsp>

<AuthReg>

INVITE / 200 / ACK 6 H
ring
e phone
200/ ACK *

9\

Telephone

HEl

SIP Gateway

OosP
Server

Figure J.7
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The SIP Client begins acall by sending an INVITE request to its proxy server. The INVITE indicates that the called
party isidentified by an E.164 [11] phone number such as +33 4 92 94 42 99.

The SIP Proxy Server sends an OSP <Aut hor i zat i onRequest > message to the OSP Server. The significant
elements within the <Aut hor i zat i onRequest > include the following:

<Ti mest anp> time of request
<Cal | I d> SIP Call-ID to be used for the call
<Sourcel nfo type="el64"> a representation of the SIP client using an E.164 [11] number; in the

absence of other information, this number may be derived using the
IP address to E.164 [11] number mapping of ETSI TIPHON.
<Sour ceAl ternat e DNS name or IP address of the Proxy Server, for example
proxy.carrier.com
type="transpor
t">
<Destinationlnfo type="el64"> called party's E.164 [11] number, e.g. 33492944299
<Servi ce/ > empty (for basic service)

<Maxi nunDest i nati ons> the maximum number of destinations, including alternatives, the
Proxy Server will consider

OSP Server replieswith an <Aut hor i zat i onResponse> message. The message identifies the SIP gateway. In
particular, the <Aut hori zat i onResponse> contains the following elements:

<Ti nest anp> time of response

<St at us> result of response, e.g. <Code>200</ Code>
<Transacti onl d> transaction identifier assigned by settlement provider
<Desti nati on> first destination gateway to try for call

<Dest i nat i onSi gnal Address  DNS name or IP address of destination gateway,
e.g.gateway.itsp.fr
type="transport
"l

<Token> authorization token to be passed to Gateway
<Val i dAfter> time after which token for Gateway is valid
<Validuntil > time until which token for Gateway is valid
<UsageDet ai | > how much service is authorized with Gateway
<Servi ce/ > empty (for basic service)
<Anount > amount of authorized service, e.g. 3600
<l ncr errent > increment of service measurement, e.g. 1
<Unit> unit of service measurement, e.g. s for seconds
<Cal | I d> SIP Call-ID to be used for the call to the Gateway

The Proxy Server, acting on behalf of its client, sends an SIP INVITE to the Gateway. In this example, the Gateway
accepts the connection with an 200, and the proxy responds with an ACK. This INVITE message also uses the SIP
Call-ID fromthe <Aut hor i zat i onRequest >, and the INVITE shall aso include the authorization token(s)
provided in the OSP <Aut hor i zat i onResponse>. Each token should be conveyed in the SIP header, asinitially
definedin: dr af t - j ohnst on- si p- osp-t oken-01. t xt.

The Proxy Server, on establishing the connection with the Gateway, compl etes the connection with its client as well
with a SIP 200/ACK exchange.

The Gateway, meanwhile, completes the call to the destination phone number.
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J.1.2.2.2 Usage reports

At the conclusion of the phone call, both the Proxy Server and Gateway report usage information to the OSP server.
Figure J.8 identifies the principle steps of atypical call completion.
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Figure J.8
The steps shown in figure J.8 are straightforward.
The Proxy Server and Gateway release the call by transferring a SIP BY E message.

The Proxy Server then sendsa <Usagel ndi cat i on> message to the OSP server. In this example, the Proxy Server
does not support new protocol extensions such as statistics. Its message, therefore contains just the following elements:

<Ti mest anp> time of request

<Rol e> for Proxy Server, sour ce

<Transacti onl d> transaction ID assigned by OSP server in authorization response

<Call I d> SIP Call-ID used for the call

<Sourcel nfo type="el64"> calling party's E.164 [11] number as returned in the authorization
response, e.g. 14048724887

<Sour ceAl t er nat e DNS name or IP address of the Proxy Server, for example

proxy.carrier.com
type="transpor
t">
<Destinationlnfo type="el64"> called party's E.164 [11] number, e.g. 33492944299

<Destinati onAl ternate DNS name or IP address of the Gateway, for example,
gateway.itsp.fr
type="transpor

t">
<UsageDet ai | > usage information for the call
<Servi ce/ > empty (for basic service)
<Anount > amount of service used, e.g. 300
<l ncr ement > increment of service measurement, e.g. 1
<Uni t > unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).
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The Gateway also sendsa<Usagel ndi cat i on> to the OSP server. That message would include the following

elements:

<Ti mest anp>
<Rol e>

<Transactionl d>

<Cal I I d>

<Sour cel nfo type="el64">

<SourceAl ternate
type="transport">

<Destinationlnfo type="el64">

<DestinationAlternate
type="transport">

<UsageDet ai | >
<Servicel/ >
<Anmount >
<I ncrenment >
<Uni t >
<Statistics>
<LossSent >
<Packet s>

<Fraction>

<LossRecei ved>
<Packet s>

<Fraction>

<OneWayDel ay>
<M ni mun>
<Mean>
<Vari ance>
<Sanpl es>
<RoundTri pDel ay>

<M ni mun»
<Mean>
<Vari ance>

<Sanpl es>

time of request
for the Gateway, desti nati on

transaction ID assigned by OSP server and passed to the
gateway in authorization token
SIP Call-ID used for the call

calling party's E.164 [11] number as presented in the INVITE
message, e.g. 14048724887

DNS name or IP address of the Proxy Server, for example
[172.16. 100. 1]

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of the Gateway, for example,
gateway.itsp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

Increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

statistical information for call

loss information for packets sent by the Gateway

number of packets lost from the Gateway to the Proxy Server

fraction (from 0 to 255) of packets lost from the Gateway to the
Proxy Server
loss information for packets sent by the Proxy Server

number of packets lost from Proxy Server to the Gateway

fraction (from 0 to 255) of packets lost from Proxy Server to
Gateway
one way delay measured from Proxy Server to Gateway

minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

round trip delay between Proxy Server and Gateway measured
during call
minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds
sample variance of delay measurements, in squared seconds
number of sample measurements

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

J.1.3 Loosely controlled distributed architecture

The Open Settlement Protocol can also be used in environments based on loosely-coupled, distributed architectures.
One such environment is an H.323 [12]-based architecture with direct call signalling. Another example isthe use
Session Initiation Protocol (SIP) redirect servers. This clause describes the use of OSP in each of these architectures.
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J.1.3.1 H.323 Direct routed calls (with Gatekeepers)

When H.323 [12] gateways and gatekeepers both implement the Open Settlement Protocal, it is possible to use OSP in
an architecture that relies on H.323 [12] Direct Call Signalling (as opposed to Gatekeeper Call Signalling). Such an
approach is a hybrid of the peer-to-peer gateway architecture and the tightly controlled gatekeeper model discussed in
the previous two clauses. In this approach, the gatekeepers acts as agents for call routing and authorization, but the
gateways themselves are responsible for establishing and disconnecting calls directly with each other. In addition to
gateways, H.323 [12] proxy devices may also be used to support this model on behalf of H.323 [12] terminals.

J.1.3.1.1 Call routing and authorization
Figure J.9 shows a sample routing and authorization scenario for this model.

NOTE 1: Figure J.9 showsafiner level of detail than previous examplesin order to clarify several subtle points.
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Figure J.9

Gateway A beginsacall by sending an H.225.0 [8] Admission ReQuest (ARQ) to its gatekeeper, Gatekeeper A. The
ARQ indicates that the called party isidentified by an E.164 [11] phone number such as +33 4 92 94 42 99.
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Gatekeeper A sends an OSP <Aut hor i zat i onRequest > message to the OSP Server. The significant elements
within the <Aut hori zat i onRequest > include:

<Ti mest anp>
<Cal I I d>
<Sourcel nfo type="el64">

<Sour ceAl ternate

type="transpor
t">

<SourceAl ternate type="h323">
<Destinationlnfo type="el64">
<Servi ce/ >

<Maxi munmDest i nati ons>

time of request
H.323 [12] Call Identifier to be used for the call

the called party's E.164 [11] number, or, if that is not available, a local
E.164 [11] number belonging to Gateway A; this number shall be
passed to the destination gateway(s) in Setup messages

DNS name or IP address of Gatekeeper A, for example

gat ekeeper A. carrier.com

H.323 [12] identifier of Gateway A, e.g. 12345678
called party's E.164 [11] number, e.g. 33492944299
empty (for basic service)

the maximum number of destinations, including alternatives,
Gatekeeper A will consider

OSP Server replies with an <Aut hor i zat i onResponse> message. The message identifies Gateway B and
Gateway C as candidate destinations. In particular, the <Aut hor i zat i onResponse> contains the following

elements:

<Ti mest anp>

<St at us>
<Transacti onl d>
<Desti nati on>

<Desti nati onSi gnal Addr ess

type="transport"

>
<Token>
<Val i dAft er >
<Val i dunti | >
<UsageDet ai | >
<Servicel/ >
<Amount >
<l ncrenment >
<Uni t >
<Cal I 1 d>
<Desti nati on>

<Desti nati onSi gnal Addr ess

type="transport"

>
<Token>
<Val i dAfter>
<Val i duntil >
<UsageDet ai | >
<Servi ce/ >
<Amount >
<l ncrenent >
<Uni t >

<Cal | I d>

time of response

result of response, e.g. <Code>200</ Code>
transaction identifier assigned by settlement provider
first destination gateway to try for call

DNS name or IP address of Gateway B, for example
gatewayB.itsp.fr

authorization token to be passed to Gateway B

time after which token for Gateway B is valid

time until which token for Gateway B is valid

how much service is authorized with Gateway B

empty (for basic service)

amount of authorized service, e.g. 3600

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

H.323 [12] Call Identifier to be used for the call to Gateway B
second destination gateway to try for call

DNS name or IP address of destination Gateway C, e.g.
gatewayC.isp. fr

authorization token to be passed to Gateway C

time after which token for Gateway C is valid

time until which token for Gateway C is valid

how much service is authorized with Gateway C

empty (for basic service)

amount of authorized service, e.g. 3600

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

H.323 [12] Call Identifier to be used for the call to Gateway C

Gatekeeper A sends an H.225.0 [8] Admission ConFirm (ACF) message to its gateway. That ACF identifies the
destination as Gateway B and it shall include the authorization token for gateway B.
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Gateway A sends an H.225.0 [8] Setup message to Gateway B. This Setup message uses the H.323[12] Call Identifier
fromthe <Aut hori zat i onRequest >, and the message shall include the authorization token(s) provided in the OSP
<Aut hori zati onResponse>.

Gateway B refuses the setup attempt with a Release Complete message, perhaps, for example, because no outbound
PSTN ports are available.

Gateway A sends another Admission Request (ARQ) message to its gatekeeper to request an alternate destination for
the phone call.

NOTE 2: This ARQ shall use the same H.323 [12] Call Identifier asthe original ARQ. For clarity, the example
omits other details of the exchange between Gateway A and Gatekeeper A, such as, for example, a
Disengage Request (DRQ) and Disengage Confirm (DCF).

Gatekeeper A replies with an Admission Confirm (ACF) message that identifies Gateway C as a potential destination.

NOTE 3: The Gatekeeper need not query the OSP server to get that information. Rather, the information is
availablein the original <Aut hori zat i onResponse> noted in step 3.

Gateway A tries a second setup attempt, thistime by sending a Setup message to Gateway C.

Gateway C receives the Setup message and asks its gatekeeper for permission to accept the call. It does so by sending
an Admission Request (ARQ) to Gatekeeper C.

NOTE 4: This message shall include the authorization token(s) received in the Setup.
Gatekeeper C authorizes the call and returns an Admission Confirm (ACF) message to Gateway C.

Gateway C receives the ACF and accepts the call by returning a Setup Acknowledge message to Gateway A.

J.1.3.1.2 Usage reports

At the conclusion of the phone call, both gateways shall report usage information to the OSP server. Figure J.10
identifies the principle steps of atypical call completion.

Release
H.323 Gateway A @ Complete

=== H.323 Gateway C

-

uSaeg;nob
/ B
0

<
H.323 Gatekeeper C
%B <UsageCnf>

= —

H.323 Gatekeeper A

<UsageCnf>

<Usagelnd>

OSsP

% Server

Figure J.10

The steps shown in the figure are straightforward.

The gateways close the connection by exchanging H.323 [12] Release and Release Complete messages.
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Gateway A then sendsa<Usagel ndi cat i on> message to the OSP server. In this example Gateway A's message
will include two complete <Usagel ndi cat i on> components, one for the failed attempt and one for the successful
call. The sub-elements for each will include the following:

<Usagel ndi cati on>
<Ti mest anp>
<Rol e>
<Transacti onl d>
<Cal I 1 d>
<Sourcel nfo type="el64">

<SourceAl ternate

type="transport">

<Destinationlnfo
type="el64" >

<Destinati onAlternate

type="transport">
<Fai | ur eReason>
<Usagel ndi cati on>
<Ti mest anp>
<Rol e>
<Transacti onl d>
<Cal I I d>
<Sour cel nfo type="el64">

<Sour ceAl ternate

type="transport">

<Destinationlnfo
type="el64" >

<Desti nati onAlternate

type="transport">
<UsageDet ai | >
<Servicel/ >
<Amount >
<l ncrenment >

<Uni t>

usage information for the failed setup attempt

time of request

for Gateway A, sour ce

transaction ID assigned by OSP server in authorization response
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number, e.g. 14048724887

DNS name or IP address of Gateway A, for example
gat ewayA. carrier.com

called party's E.164 [11] number as returned in the authorization
response, e.g. 33492944299

DNS name or IP address of Gateway B, for example,
gatewayB.itsp.fr

reason for failure of attempted setup, e.g. 422

usage information for the successful setup attempt

time of request

for Gateway A, sour ce

transaction ID assigned by OSP server in authorization response
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number, e.g. 14048724887

DNS name or IP address of Gateway A, for example
gat ekeeper A.carrier.com

called party's E.164 [11] number as returned in the authorization
response, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).
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Gateway C aso sendsa<Usagel ndi cat i on> to the OSP server. That message would include the following

elements:

<Ti mest anp>
<Rol e>

<Transactionl d>

<Cal I I d>

<Sour cel nfo type="el64">

<SourceAl ternate
type="transport">

<Destinationlnfo type="el64">

<DestinationAlternate
type="transport">

<UsageDet ai | >
<Servicel/ >
<Anmount >
<I ncrenment >
<Uni t >
<Statistics>
<LossSent >
<Packet s>
<Fracti on>
<LossRecei ved>
<Packet s>
<Fraction>
<OneWayDel ay>
<M ni mun>
<Mean>
<Vari ance>
<Sanpl es>
<RoundTri pDel ay>
<M ni mun®
<Mean>
<Vari ance>

<Sanpl es>

time of request
for Gateway C, desti nati on

Transaction ID assigned by OSP server and passed to Gateway
C in authorization token
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number as presented in the Setup
message, e.g. 14048724887

DNS name or IP address of Gateway A, for example
[172.16. 100. 1]

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.itsp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

Increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds
statistical information for call

loss information for packets sent by Gateway C
number of packets lost from Gateway C to Gateway A
fraction (from 0O to 255) of packets lost from C to A

loss information for packets sent by Gateway A
number of packets lost from Gateway A to Gateway C
fraction (from O to 255) of packets lost from A to C

one way delay measured from Ato C

minimum measured value for delay, in seconds
sample mean of delay measurements, in seconds
sample variance of delay measurements, in squared seconds
number of sample measurements

round trip delay between A and C measured during call
minimum measured value for delay, in seconds
sample mean of delay measurements, in seconds
sample variance of delay measurements, in squared seconds

number of sample measurements

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

J.1.3.2 Session Initiation Protocol Redirect Servers

Session Initiation Protocol (SIP) redirect servers represent another example of the loosely coupled distributed
architecture, particularly on the source side of acall. In this environment, the redirect server provides the call routing
and authorization on behalf of the systemsit serves, but those systems themselves report usage information.
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J.1.3.2.1 Call Routing and Authorization

Figure J.11 shows a sample routing and authorization scenario for SIP redirect servers.

SIP Gateway B
|

INVITE / 503 / ACK

SIP Gateway A 6 INVITE

- SIP Gateway C
M H
V\ >
200/ ACK

l
o 9)
INVITE — —

<AuthRsp>

1

OSsP
Server

<AuthReq>

Figure J.11

Gateway A beginsacall by sending a SIP INVITE method to its redirect server. The INVITE indicates that the called
party isidentified by an E.164 [11] phone number such as +33 4 92 94 42 99.

The Redirect Server sends an OSP <Aut hor i zat i onRequest > message to the OSP Server. The significant
elements within the <Aut hori zat i onRequest > include:

<Ti mest anp> time of request
<Cal | | d> SIP Call-ID to be used for the call
<Sourcel nfo type="el64"> calling party's E.164 [11] number if available; otherwise a local

E.164 [11] number controlled by Gateway A (e.g. 14048724887); this
number shall be passed to the destination gateway(s) in future INVITE
messages
<Sour ceAl t er nat e DNS name or IP address of Redirect Server, for example
redirect.carrier.com
type="transpor
t">
<Sour ceAl ternate type="h323"> DNS name or IP address of Gateway A, for example
gat ewayA. carri er. conthe type "h323", in this case, implies a
device-specific ID rather than a particular protocol
<Destinationlnfo type="el64"> called party's E.164 [11] number, e.g. 33492944299

<Servi ce/ > empty (for basic service)

<Maxi nunDest i nati ons> the maximum number of destinations, including alternatives, Redirect
Server will consider
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OSP Server replieswith an <Aut hor i zat i onResponse> message. The message identifies Gateway B and
Gateway C as candidate destinations. In particular, the <Aut hor i zat i onResponse> contains the following
elements:

<Ti mest anp> time of response

<St at us> result of response, e.g. <Code>200</ Code>
<Transacti onl d> transaction identifier assigned by settlement provider
<Dest i nati on> first destination gateway to try for call

DNS name or IP address of Gateway B, for example
<DestinationS gatewayB.itsp.fr
i gnal Addr ess

type="transpo
re>

<Token> authorization token to be passed to Gateway B
<Val i dAfter > time after which token for Gateway B is valid
<Validuntil > time until which token for Gateway B is valid
<UsageDet ai | > how much service is authorized with Gateway B
<Servi ce/ > empty (for basic service)
<Anount > amount of authorized service, e.g. 3600
<l ncr erent > increment of service measurement, e.g. 1
<Unit> unit of service measurement, e.g. s for seconds
<Cal | I d> SIP Call-ID to be used for the call to Gateway B
<Desti nati on> second destination gateway to try for call

DNS name or IP address of Gateway C, for example
<DestinationS gatewayC.isp.fr
i gnal Addr ess

type="transpo
re>

<Token> authorization token to be passed to Gateway C
<Val i dAft er > time after which token for Gateway C is valid
<Vvaliduntil > time until which token for Gateway C is valid
<UsageDet ai | > how much service is authorized with Gateway C
<Servi cel > empty (for basic service)
<Anount > amount of authorized service, e.g. 3600
<l ncrenment > increment of service measurement, e.g. 1
<Unit> unit of service measurement, e.g. s for seconds
<Cal | I d> SIP Call-ID to be used for the call to Gateway C

The Redirect Server returns a"300 Multiple Choices’ redirection status code to Gateway A. This response relays the
datafromthe <Aut hor i zat i onResponse> to the gateway, explicitly identifying Gateways B and C as candidate
destinations. This response shall also include the authorization tokens returned by the OSP Server as
application/osp-token MIME typesin the response body.

Gateway A sends an INVITE message to Gateway B. This INVITE message uses the SIP Call-I1D from the
<Aut hori zat i onRequest >, and the message shall include all authorization tokens associated with that destination
in the server's OSP <Aut hori zat i onResponse>.

Gateway B refuses the setup attempt with a 503 message, perhaps, for example, because no outbound PSTN ports are
available.

Gateway A tries a second setup attempt, thistime by sending an INVITE message to Gateway C.

Gateway C receives the INVITE message and accepts the call by responding with a 200 message, to which Gateway A
replies with an ACK.
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J.1.3.2.2 Usage reports

Once the call has ended, both gateways report usage details to an OSP server. Asfigure J.12 indicates, those reports are
conveyed in OSP <Usagel ndi cat i on> messages.

SIP Gateway A 9 BYE / ACK

- SIP Gateway C
ol
<Usagelnd>
| -
SIP Redirect Server
<UsageCnf> @
%ﬂ <UsageCnf>

T

<Usagelnd>

OoSsP
Server

Figure J.12

The steps shown in figure J.12 are straightforward.

Gateways A and C clear the call with a SIP BY E message.
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Gateway A sends a <Usagel ndication> message to the OSP server. In this example Gateway A's message will include
two complete <Usagel ndi cat i on> components, one for the failed attempt and one for the successful call.
The sub-elements for each will include the following:

<Usagel ndi cati on>
<Ti mest anp>
<Rol e>
<Transacti onl d>
<Cal I 1 d>
<Sour cel nfo type="el64">

<SourceAl ternate

type="transport">

<Destinationlnfo
type="el64" >

<Desti nationAlternate

type="transport">
<Fai | ur eReason>
<Usagel ndi cati on>
<Ti mest anp>
<Rol e>
<Transacti onl d>
<Cal I I d>
<Sour cel nfo type="el64">

<Sour ceAl ternate

type="transport">

<Destinationlnfo
type="el64" >

<Desti nati onAlternate

type="transport">
<UsageDet ai | >
<Servicel/ >
<Amount >
<l ncrenent >

<Uni t>

usage information for the failed setup attempt

time of request

for Gateway A, sour ce

transaction ID assigned by OSP server in authorization response
SIP Call-ID used for the call

calling party's E.164 [11] number, e.g. 14048724887

DNS name or IP address of Gateway A, for example
gat ewayA. carrier.com

called party's E.164 [11] number as returned in the authorization
response, e.g. 33492944299

DNS name or IP address of Gateway B, for example,
gatewayB.itsp.fr

reason for failure of attempted setup, e.g. 422

usage information for the successful setup attempt

time of request

for Gateway A, sour ce

transaction ID assigned by OSP server in authorization response
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number, e.g. 14048724887

DNS name or IP address of Gateway A, for example
gat ewayA. carrier.com

called party's E.164 [11] number as returned in the authorization
response, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp.fr

usage information for the call

empty (for basic service)

amount of service used, e.g. 300

increment of service measurement, e.g. 1

Unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

Gateway C also sendsa<Usagel ndi cat i on> to the OSP server. That message would include the following

elements:

<Ti mest anp>
<Rol e>

<Transacti onl d>

<Cal | I d>

<Sourcel nfo type="el64">

<Sour ceAl ternate
type="transport">

<Destinationlnfo type="el64">

<DestinationAlternate

time of request
For Gateway C, destination

transaction ID assigned by OSP server and passed to Gateway
C in authorization token
SIP Call-ID used for the call

calling party's E.164 [11] number as presented in the INVITE
message, e.g. 14048724887

DNS name or IP address of Gateway A, for example
[172.16.1.1]

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of Gateway C, for example,
gatewayC.isp. fr
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type="transport">

<UsageDet ai | >
<Servi ce/ >
<Anmount >
<l ncrenment >
<Uni t >
<Statistics>
<LossSent >
<Packet s>
<Fraction>
<LossRecei ved>
<Packet s>
<Fracti on>
<OneWayDel ay>
<M ni mun®
<Mean>
<Vari ance>
<Sanpl es>
<RoundTri pDel ay>
<M ni mun>
<Mean>
<Vari ance>

<Sanpl es>
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usage information for the call

empty (for basic service)

amount of service used, e.g. 300

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

statistical information for call

loss information for packets sent by Gateway C

number of packets lost from Gateway C to Gateway A
fraction (from O to 255) of packets lost from C to A

loss information for packets sent by Gateway A

number of packets lost from Gateway A to Gateway C
fraction (from 0 to 255) of packets lost from Ato C

one way delay measured from Gateway A to C

minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

round trip delay between Gateway A and C measured during call
minimum measured value for delay, in seconds

sample mean of delay measurements, in seconds

sample variance of delay measurements, in squared seconds
number of sample measurements

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).
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J.2 Prepaid calling card and roaming user support
Asfigure J.13 shows, the most general environment requires support from four different domains: the source and

destination domains of the I P telephony gateways, the settlement service provider, and the end user billing domain.
User billing may distinct from the source domain in the case, for example, or aroaming user.

Figure J.13 also shows the general operational procedure for authorization divided into seven discrete steps.

Source Domain Destination Domain

H% ring
calling card + phone
PIN + dialed
number

A I

Setup / Setup Ack
_— —>

= Destination Gateway

PSTN

Source Gateway

Figure J.13

The user accesses a gateway in the source domain. The gateway, perhaps using an I VR application, collects the user's
calling card number and personal identification number, in addition to the called number.

The source gateway forwards this information to the settlement provider in an OSP <Aut hor i zat i onRequest >.

The settlement provider, in addition to authenticating the source gateway, also authenticates the end user. That
authentication procedure is outside the scope of OSP, but may, as the example shows, rely on another standard protocol
such as RADIUS (RFC 2138, see hibliography).

The end user billing application authenticates and authorizes the user.

The settlement provider returns an <Aut hor i zat i onResponse> to the source gateway indicating acceptance of
the end user and providing authorization tokens for the destination gateway.

The call proceeds normally with a Setup message from the source to the destination gateway.
The destination gateway completes the call to the called party.

These steps represent the beginning of a calling card transaction. Additional phases, including refreshing the user's
authorization and reporting usage information, can be found in the following clause on implementation details.
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J.2.1 Call routing and authorization

The OSP <Aut hori zat i onRequest > message shown in step 2 contains the following significant elements:

<Ti mest anp>
<Cal | I d>
<Sour cel nfo type="el64">

<Sour ceAl ternate

type="transpor
t">

<SourceAl ternate

type="subscrib

er">
<Destinationlnfo type="el64">
<Service/ >

<Maxi munDest i nati ons>

Time of request
H.323 [12] Call Identifier to be used for the call

Calling party's E.164 [11] number if available; otherwise a local E.164
[11] number controlled by the source gateway, e.g. 14048724887;
this number shall be passed to the destination gateway(s) in Setup
messages

DNS name or IP address of source gateway, for example

sour cegat eway. carrier.com

The user's calling card and PIN; following conventions established by
the Voice over IP Forum, these should be combined into a single
character string, with the two components separated by the pound
sign (#). For example, the calling card number 12345678, combined
with the PIN 4444, should be represented as "12345678#4444".
Called party's E.164 [11] number, e.g. 33492944299

Empty (for basic service)

The maximum number of destinations, including alternatives, the
source gateway will consider

The OSP server replies with an <Aut hor i zat i onResponse> message as the figure indicatesin step 5. The
message indicates candidate destination gateways, in order of priority. In this example (which only showsasingle
destination gateway, the OSP <Aut hor i zat i onResponse> contains the following elements:

<Ti mest anp>

<St at us>
<Transacti onl d>
<Desti nati on>

<Desti nati onSi gnal Addr ess

type="transpor
t">

<Token>
<Val i dAft er >
<Val i dunti | >
<UsageDet ai | >
<Servicel/ >
<Amount >
<l ncrenent >
<Uni t >

<Cal I I d>

time of response

result of response, e.g. <Code>200</ Code>
transaction identifier assigned by settlement provider
first destination gateway to try for call

DNS name or IP address of destination gateway, for example
destgateway.itsp.fr

authorization token to be passed to destination gateway

time after which token for destination gateway is valid

time until which token for destination gateway is valid

how much service is authorized with destination gateway

empty (for basic service)

amount of authorized service, e.g. 3600

increment of service measurement, e.g. 1

unit of service measurement, e.g. s for seconds

H.323 [12] Call Identifier to be used for the call to destination gateway
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J.2.2 Reauthorization

In many calling card services, it may be necessary to refresh the authorization of acall that is already in progress. For
example, some debit card applications will only authorize alimited amount of service at any given time; this can
minimize the risk of fraudulent, simultaneous use of the debit card by multiple users. In such scenarios, and when the
users wish to continue their conversation past the limited amount of time initialy authorized, it will be necessary for the
supporting devices to request additional authorization for the call. The following figure shows the message flow for this
process. The six steps figure J.14 begin when the originating gateway recognizes that the currently authorized service
limit is approaching.

Source Domain Destination Domain
duration @
limit near Authorization Token
_— —
Destination Gat PSTN
= estination Gateway

Source Gateway

Figure J.14

Source gateway recognizes that the duration currently authorized for the call is nearing its limit.

Source gateway sends an OSP <Reaut hori zat i onRequest > to the OSP server.

The OSP server uses some other means (such as RADIUS, in the example) to authorize additional service for the user.
The OSP server confirms that additional service is authorized.

The OSP server returnsa<Reaut hor i zat i onResponse> to the source gateway, granting the additional
authorized service. The response tells the source gateway the new authorization limits explicitly, and it includes an
updated authorization token.

The source gateway passes the new authorization token to the destination gateway. The exact method of transfer
depends on the gateway implementations and the particular call signalling protocol; as an example, the source gateway
may include the token in an H.323 [12] Facility message.
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The OSP <Reaut hori zat i onRequest > message shown in step 9 contains the following significant elements:

<Ti mest anp> Time of request

<Rol e> for the source gateway, sour ce

<Call I d> H.323 [12] Call Identifier used for the call

<Sour cel nfo type="el64"> Calling party's E.164 [11] number if available; otherwise a local

E.164 [11] number controlled by the source gateway, e.qg.
14048724887, this number shall be passed to the destination
gateway(s) in Setup messages
<Sour ceAl t er nat e DNS name or IP address of source gateway, for example
sour cegat eway. carrier.com
type="transpor
t">
<Sour ceAl t er nat e The user's calling card and PIN; following conventions established by
the Voice over IP Forum, these should be combined into a single
type="subscrib character string, with the two components separated by the pound
er"> sign (#). For example, the calling card number 12345678, combined
with the PIN 4444, should be represented as "12345678#4444".
<Destinationinfo type="el64"> Called party's E.164 [11] number, e.g. 33492944299

<Desti nati onAl t er nat e DNS name or IP address of destination gateway, for example,
destgateway.itsp.fr
type="transpor

t">

<Transacti onl d> transaction identifier assigned by settlement provider
<UsageDet ai | > usage information for the call so far

<Servi ce/ > empty (for basic service)

<Anount > amount of service used so far, e.g. 300

<l ncr errent > increment of service measurement, e.g. 1

<Unit> unit of service measurement, e.g. s for seconds
<Token> authorization token to be passed to destination gateway

The OSP server returns that information within an <Reaut hori zat i onResponse> message, asfigure J.14
indicates in step 12. The message refreshes the authorization information for the call. In this example, the OSP
<Aut hori zat i onResponse> contains the following elements:

<Ti nest anp> time of response

<St at us> result of response, e.g. <Code>200</ Code>
<Transacti onl d> transaction identifier assigned by settlement provider
<Dest i nati on> destination gateway to try for call

<Desti nati onSi gnal Address DNS name or IP address of destination gateway, for example
destgateway.itsp.fr
type="transpor

t">
<Token> updated authorization token to be passed to destination gateway
<Val i dAfter > time after which token for destination gateway is valid
<Val i duntil > time until which token for destination gateway is valid
<UsageDet ai | > how much (cumulative) service is authorized with destination
gateway

<Servi ce/ > empty (for basic service)

<Anmount > (cumulative) amount of authorized service, e.g. 3600

<l ncr erment > increment of service measurement, e.g. 1

<Uni t > unit of service measurement, e.g. s for seconds
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Once the call has ended, both gateways report usage details to an OSP server. Asfigure J.15 indicates, those reports are
conveyed in OSP <Usagel ndi cat i on> messages.

Source Domain

HEQ

il

— .-

Source Gateway

Destination Domain

A

o I

Release Complete

\ 4

PSTN
Destination Gateway

Figure J.15

The steps shown in the figure are straightforward.

The gateways clear the call by exchanging an H.225.0 [8] Release Complete message.

The source gateway sendsa<Usagel ndi cat i on> message to the OSP server, reporting its usage details for the call.

The OSP server acknowledges receipt with a<UsageConf i r mat i on> message.

The destination gateway also reportsits usage details with a<Usagel ndi cat i on> message.

The server acknowledges this message as well with a<UsageConf i r mati on>.

The<Usagel ndi cat i on> messages from both gateways will be substantially the same. As an example, here are the
significant fields of the source gateway's message:

<Ti mest anp>

<Rol e>

<Transacti onl d>

<Cal I 1 d>

<Sour cel nfo type="el64">

<SourceAl ternate

type="transpor
i

<Destinationlnfo type="el64">

<Desti nationAlternate

type="transpor
ths

<UsageDet ai | >

time of request

for source gateway, sour ce

transaction ID assigned by OSP server in authorization response
H.323 [12] Call Identifier used for the call

calling party's E.164 [11] number as returned in the authorization
response, e.g. 14048724887

DNS name or IP address of source gateway, for example
sour cegat eway. carrier.com

called party's E.164 [11] number, e.g. 33492944299

DNS name or IP address of destination gateway, for example,
destgateway.isp.fr

usage information for the call
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<Servi ce/ > empty (for basic service)

<Anount > amount of service used, e.g. 600

<l ncr errent > increment of service measurement, e.g. 1
<Unit> unit of service measurement, e.g. s for seconds

The OSP server responds with a<UsageConf i r mat i on> message. If it has accepted the usage report, that message
will contain a successful <St at us> element (e.g. <Code>200</ Code>).

ETSI



106 ETSI TS 101 321 V4.1.1 (2003-11)

Annex K (informative):
OSP token format for SIP headers

This annex documents a private Session Initiation Protocol (SIP) [36] header field that may be used to exchange Open
Settlement Protocol (OSP) authorization tokens in the context of SIP session establishment.

K.0  Design alternatives

The OSP Token is an opaque string to SIP which must be carried in the INVITE passed between domains. As such, the
Token could be carried asa MIME attachment. However, there are three issues with this:

. Since the Token must be carried with the SDP, the INVITE would need to have a multipart MIME message
body. If either User Agents do not support multipart MIME, the call will fail.

. The Token is used by both proxies and User Agents. As such, the proxy would have to decode the multipart
MIME message body to extract the token. The general design of SIP isfor message bodiesto contain
information of interest to end-points only, with information needed by proxies contained in headers.

. Multipart MIME encoding/decoding adds more delay to an aready lengthy call setup procedure, as compared
to header processing.

For these reasons, anew SIP header field is proposed instead of a new MIME type for OSP authorization tokens.

Note that since OSP tokens are commonly constructed according to Cryptographic Message Syntax [28], their size may
depend on the size of X.509 certificates embedded in the CM S format. For this reason, entities using this header MUST
NOT use UDP for transport. Instead TLS SHOULD be used. In addition, it is recommended that systems use the
abbreviated token format described in annex D.

K.1 Header field definition

The table below specifies an extension of table 2 in RFC 3261 [36] for the header defined here.

where | proxy | ACK | BYE | CAN | INV | OPT | REG

P-OSP-Auth-Token R ad - - - o] - -

P-OSP-Auth-Token | 2xx ad - - - o] - -

The "where" column describes the request and response types with which the header field can be used. "R" indicates a
request header, a numeric value in the "where" column indicates the status code the header field is used with. The
"proxy" column describes whether this message header field MAY be added, "a", or deleted, "d", by a proxy server. In
the method columns, "0" means optional and "-" means not applicable.

The Augmented BNF for the header field (using the form and definitionsin clause 25 of RFC 3261 [36]) is:
P-OSP-Auth-Token = "P-OSP-Auth-Token" HCOLON token

K.2 Protocol semantics

The OSP Token is always encoded per base64 and only alowed in INVITE requests and 200 OK responses to
INVITEs.

ETSI



107 ETSI TS 101 321 V4.1.1 (2003-11)

K.2.1 User agents

A UAC MAY include the header field in an INVITE requesting QoS using AAA. If presentinan INVITE, an
AAA/QoS UAS MAY validate the token. If it isabsent or present in the INVITE, an AAA/QoS UAS MAY include the
header field in a 200 OK answer. A UAC MAY validate the token received in a 200 OK responseto an INVITE.

K.2.2 Proxies

A proxy participating in the AAA exchange may add, delete, examine or validate the token. Otherwise, the header field
isignored.

K.2.3 Example message

This SIP INVITE message is an example exchange between two domains:

| NVI TE si ps: +1- 972- 555- 5555@lomai n2. com user =phone SI P/ 2.0

Via: SIP/2.0/TLS proxy. donmai nl. com 5061; br anch=z9hG4bK3a56d3. 1

Vi a:

SI P/ 2. 0/ TLSphonel. domai n1. com 5061; br anch=z29h&4bK3a5654; r ecei ved=192. 0. 2. 1
Max- Forward: 69

From Alice <sips:alice@honel.domainl. conp;tag=3

To: <sips: +1-972-555-5555@0mai n2. com user =phone>

Call-1D: 123456@lomai n1. com

CSeq: 1 INVITE

Cont act: <sips:alice@honel. domai nl. conmp

Recor d- Rout e: <si ps: proxy. domai nl1. conm | r>

P- OSP- Aut h- Token:

"YT64Vapf yF467Chl & Hf YT6) H7 7n8HHGghy HhHUUj hdh756t HGTr f vbnj n8HHGTr f vhJhj H7 7
6t bBOHAAVQONj 7567Chl G Hoghy HhHUUj pf yF47Ghl G Hf YT64VCQbnj "

Cont ent - Type: appli cation/sdp

Cont ent - Lengt h: 184

v=0

o=al i ce 9735285123 9721273312 I N | P4 phonel. domai n1. com
S=-

c=I N | P4 phonel. donmai n1. com

t=0 O

mraudi o 9876 RTP/ AVP 0
a=rt pmap: 0 PCMJ 8000
a=qos: mandat ory recv confirm

K.2.4 1ANA considerations

This document defines a new private SIP header field, "P-OSP-Auth-Token". Asrecommended by the policy of the
IETF Transport Areaand by RFC 3427 [37], this header should be registered by the IANA in the SIP header field
registry, using the appropriate document as its reference.
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K.2.5 ISOC copyright notice for annex K
Material in annex K of the present document is derivative work based on an |ETF draft carrying the following notice:
"Copyright (C) The Internet Society 2003. All Rights Reserved.

The present document and trandlations of it may be copied and furnished to others, and derivative works that comment
on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole
or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on
all such copies and derivative works. However, the present document itself may not be modified in any way, such as by
removing the copyright notice or references to the Internet Society or other Internet organizations, except as needed for
the purpose of devel oping Internet standards in which case the procedures for copyrights defined in the Internet
Sandards process must be followed, or asrequired to trandate it into languages other than English.

The deleted IETF draft carrying this notice was publicly available at:

http://www.ietf.org/internet-drafts/draft-j ohnston-si p-osp-token-04.txt
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