Annex A (normative):�ICS proforma for "Application independent card requirements" (TS 101 206�3)

Notwithstanding the provisions of the copyright clause related to the text of the present document, ETSI grants that users of the present document may freely reproduce the ICS proforma in this annex so that it can be used for its intended purposes and may further publish the completed ICS.

A.1	Guidance for completing the ICS proforma

A.1.1	Purposes and structure

The purpose of this ICS proforma is to provide a mechanism whereby a supplier of an implementation of the requirements defined in TS 101 206�3 [1] may provide information about the implementation in a standardized manner.

The ICS proforma is subdivided into subclauses for the following categories of information:

A.1	Guidance for completing the ICS proforma

A.2	Identification of the implementation

A.3	Identification of the standard

A.4	Global statement of conformance

A.5	Capabilities of IC card

A.5.1	Physical characteristics

A.5.1.1	Format and layout

A.5.1.1.1	European application

A.5.2	Electronic signals and transmission protocols

A.5.3	Logical model

A.5.3.1	File identifier

A.5.3.2	Elementary files

A.5.3.2.1	File restrictions

A.5.3.3	Methods for selecting a file

A.5.3.4	Invalidation and rehabilitation

A.5.4	Security facilities

A.5.4.1	File access control

A.5.4.2	Keyfile requirements

A.5.4.3	CHV file requirements

A.5.4.4	Functions versus file access

A.5.4.5	Setting of access conditions at file creation

A.5.4.6	Security versus access conditions

A.5.4.7	Algorithms

A.5.5	Description of the functions

A.5.6	Description of the commands

A.5.6.1	Mapping principles

A.5.6.2	General data coding

A.5.6.3	Coding of the commands

A.5.6.4	Command fields

A.5.6.4.1	Types of SELECT

A.5.6.4.2	Types of CREATE FILE

A.5.6.4.3	Types of EXTEND

A.5.6.4.4	Mode of UPDATE RECORD

A.5.6.4.5	Mode of READ RECORD

A.5.6.4.6	Mode of READ RECORD STAMPED

A.5.6.4.7	Type of SEEK

A.5.6.4.8	Mode of DECREASE STAMPED

A.5.6.4.9	Mode of INCREASE STAMPED

A.5.6.5	Status conditions returned by the card

A.5.6.5.1	Support and coding of the status words

A.5.6.5.2	Commands versus possible status responses

A.5.7	Contents of special elementary files

A.5.7.1	Contents of the EFs at the MF level

A.5.7.1.1	Optional data elements in EFICC

A.5.7.1.1.1	Profiles indicated in EFICC

A.5.7.1.2	Optional data elements in EFID

A.5.7.1.3	Optional data elements in EFLANG

A.5.7.1.4	Optional data elements in EFNAME

A.5.8	Design and manufacturing related security aspects

A.1.2	Abbreviations and conventions

The ICS proforma contained in this annex is composed of information in tabular form in accordance with the guidelines presented in ISO/IEC 9646�7 [4].

Item column

The item column contains a number that identifies the item in the table.

Item description column

The item description column describes in free text each respective item (i.e., elements, timers, etc.). It implicitly means "is <item description> supported by the implementation?".

Status column

The following notations, defined in ISO/IEC 9646�7 [4], are used for the status column:

m	mandatory - the capability is required to be supported.

o	optional - the capability may be supported or not.

n/a	not applicable - in the given context, it is impossible to use the capability.

x	prohibited (excluded) - there is a requirement not to use this capability in the given context.

o.i	qualified optional - for mutually exclusive or selectable options from a set. "i" is an integer which identifies an unique group of related optional items and the logic of their selection which is defined immediately following the table.

ci	conditional - the requirement on the capability ("m", "o", "x" or "n/a") depends on the support of other optional or conditional items. "i" is an integer identifying an unique conditional status expression which is defined immediately following the table.

ci_j	conditional - the requirement on the capability ("m", "o", "x" or "n/a") depends on the support of other optional or conditional items stated in table "i" Item "j". The unique conditional status expression which is defined immediately following the table.

c:	conditional relative to higher level - the requirement on the capability ("m", "o", "x" or "c") depends on the support of a higher level item. For example, item 2.1 with status c:m means that the item shall be supported if item 2 is supported. That notation does not apply following a mandatory requirement, although an index may be used to define a dependency. For example item 3 is mandatory, 3.1 is optional. This is indicated only by an "o", although not fulfilling 3 makes 3.1 "n/a".

Reference column

The reference column gives reference to TS 101 206�3 [1], except where explicitly stated otherwise.

Support column

The support column shall be filled in by the supplier of the implementation. The following common notations, defined in ISO/IEC 9646�7 [4], are used for the support column:

Y or y	supported by the implementation.

N or n	not supported by the implementation.

N/A, n/a or � 	no answer required (allowed only if the status is n/a, directly or after evaluation of a conditional status).

If this ICS proforma is completed in order to describe a multiple-profile support in a system, it is necessary to be able to answer that a capability is supported for one profile and not supported for another. In that case, the supplier shall enter the unique reference to a conditional expression, preceded by "?" (e.g. ?3). This expression shall be given in the space for comments provided at the bottom of the table. It uses predicates defined in the System Conformance Statement (SCS), each of which refers to a single profile and which takes the value TRUE if and only if that profile is to be used.

EXAMPLE 1:	?3: IF prof1 THEN Y ELSE N

It is also possible to provide a comment to an answer in the space provided at the bottom of the table.

References to items

For each possible item answer (answer in the support column) within the ICS proforma exists a unique reference, used, for example, in the conditional expressions. It is defined as the table identifier, followed by a separator character "/", followed by the item number in the table. If there is more than one support column in a table, the columns shall be discriminated by letters (a, b, etc.), respectively.

EXAMPLE 2:	A.5/4 is the reference to the answer of item 4 in table 5 of annex A.

Prerequisite line

A prerequisite line takes the form: Prerequisite: <predicate>.

A prerequisite line after a clause or table title indicates that the whole clause or the whole table is not required to be completed if the predicate is FALSE.

A.1.3	Instructions for completing the ICS proforma

The supplier of the implementation shall complete the ICS proforma in each of the spaces provided. In particular, an explicit answer shall be entered, in each of the support boxes provided, using the notation described in subclause A.1.2.

If necessary, the supplier may provide additional comments in space at the bottom of the tables, or separately on sheets of paper.

More detailed instructions are given at the beginning of the different subclauses of the ICS proforma.

A.2	Identification of the implementation

Identification of the Implementation Under Test (IUT) and the system in which it resides (the System Under Test (SUT)) should be filled in so as to provide as much detail as possible regarding version numbers and configuration options.

The product supplier information and client information should both be filled in if they are different.

A person who can answer queries regarding information supplied in the ICS should be named as the contact person.

A.2.1	Date of the statement

	

A.2.2	Implementation Under Test (IUT) identification

IUT name:

	

	

IUT version:

	

A.2.3	System Under Test (SUT) identification

SUT name:

	

	

Hardware configuration:

	

	

	

Operating system:

	

A.2.4	Product supplier

Name:

	

Address:

	

	

	

Telephone number:

	

Facsimile number:

	

E-mail address:

	

Additional information:

	

	

	

A.2.5	Client (if different from product supplier)

Name:

	

Address:

	

	

	

Telephone number:

	

Facsimile number:

	

E-mail address:

	

Additional information:

	

	

	

A.2.6	ICS contact person

(A person to contact if there are any queries concerning the content of the ICS)

Name:

	

Telephone number:

	

Facsimile number:

	

E-mail address:

	

Additional information:

	

	

A.3	Identification of the standard

This ICS proforma applies to the following standard:

TS 101 206�3 [1]: "Identification card systems - Telecommunications integrated circuit(s) cards and terminals - Part 3: Application independent card requirements".

A.4	Global statement of conformance

Are all mandatory capabilities implemented? (Yes/No)		

NOTE:	Answering "No" to this question indicates non�conformance to the standard specification. Non�supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non�conforming, on pages attached to the ICS proforma.

A.5	Capabilities of IC card

This subclause contains the ICS proforma tables related to the application independent card requirements.

NOTE:	The TS 101 206�3 [1] defines a number of card characteristics including the presence of a number of files. Therefore a card can only conform to the EN 726�3 after an initialization phase which stores the data related to these files on the card.

A.5.1	Physical characteristics

Table A.1: General physical requirements

Item�Physical characteristic�Reference�Status�Support��1�ID�1 card�4�o.1 ���1.1�Physical characteristics in accordance with EN 27816�1 and EN 27816-2.�4�c:m���2�Format according to ENV 1375�1.�4�o.1 ���3�Temperature range �25°C to +65°C with occasional peaks up to +70°C.�4.2�o.2 ���4�Temperature range �25°C to +70°C with occasional peaks up to +85°C, if multi-application card suitable for application in portable equipment.�4.2�o.2 ���NOTE 1:	o.1: It is mandatory to support exactly one of these items.

NOTE 2:	o.2: It is mandatory to support exactly one of these items.��

Comments:

A.5.1.1	Format and layout

Table A.2: Area of application

Item�Area�Reference�Status�Support��1�Card to be used in Europe.�4.1�o���

A.5.1.1.1	European application

Prerequisite: A.1/1 AND A.2/1	- ID�1 card and European card

Table A.3: European card

Item�Physical characteristic�Reference�Status�Support��1�Identification number on the card.�4.1�o���2�Card sequence number on the card.�4.1�o���3�Contacts available.�4.1�m���4�Embossing.�4.1�o���4.1�Embossing on same side as contacts.�4.1�c:m���4.2�Number format and layout in accordance with EN 27811-1.�4.1�c:c3_1���5�Magnetic stripe.�4.1�o���5.1�Magnetic track on opposite side of contacts.�4.1�c:m���NOTE:	c3_1: IF A.3/1 OR A.3/2 THEN m ELSE n/a - Identification or Card sequence number��

Comments:

A.5.2	Electronic signals and transmission protocols

Table A.4: Electronic signals and transmission protocols

Item�Capability�Reference�Status�Support��1�Electronic signals and transmission protocols in accordance with EN 27816�3, with exception of requirements below.�5�m���2�Supply voltage of 5V ( 10 % is accepted.�5.1�m���3�Supply current equal to or less than 20 mA (excluding spikes).�5.2�m���4�Card can be used in mobile equipment.�5.2�o���4.1�Supply current equal to or less than 10 mA (excluding spikes).�5.2�c:m���5�Current spikes always below 40 nAs, 400 ns and 200 mA.�5.2�m���6�Programming voltage other than supply voltage.�5.3�o���6.1�Internal generation of programming voltage.�5.3�c:m���7�Duty cycle for asynchronous operation in between 40 % and 60 %.�5.4�m���8�T = 0 protocol.�5.5�o.3 ���8.1�Extra character guard time indication from terminal to card (TC1 parameter N in ATR) equals 0 or 4.�5.5�c:m���9�T = 1 protocol.�5.5�o.3���9.1�Extra character guard time indication from terminal to card (TC1 parameter N in ATR) equals 0, 4 or 255.�5.5�c:m���10�Low power consumption mode.�5.6�o���10.1�Low power consumption mode indicated in EFICC.�5.6�c:m���NOTE:	o.3: It is mandatory to support at least one of these items.��

Comments:

A.5.3	Logical model

A.5.3.1	File identifier

Table A.5: File identifier

Item�File ID characteristic�Reference�Status�Support��1�File ID is extracted from the CREATE FILE command (note).�6.1�c5_1���2�Two files under the same parent never have the same ID.�6.1�m���NOTE:	c5_1: IF A.23/3 THEN m ELSE n/a - CREATE FILE command supported.��

Comments:

NOTE:	The intention of this requirement is to assure that the file ID is chosen by the command issuer, not by the card.

A.5.3.2	Elementary files

Table A.6: File structures

Item�EF type�Reference�Status�Support��1�Transparent EF.�6.2.1�m���1.1�Transparent EFs containing programs.�6.2.2�c:o���2�Linear fixed EF.�6.2.3�o���3�Linear variable EF.�6.2.4�o���4�Cyclic EF.�6.2.5�o���5�EFs containing ASC-set.�6.2.6�o���

Comments:

A.5.3.2.1	File restrictions

Table A.7: File restrictions

Item�Restriction�Reference�Status�Support��1�First record defined as record #1.�6.2.3,4,5�c7_1���2�Only oldest record is changed for writing operations (including increase and decrease).�6.2.5�c7_2���3�Updated record becomes record #1 after increase or decrease operation.�6.2.5�c7_2���4�For writing operation the only way of addressing a record is PREVIOUS..�6.2.5�c7_2���5�Record pointer is set to last written record (#1) after selection of EF.�6.2.5�c7_2���6�Only one ASC-set can be associated to a DF.�6.2.6�c7_3���NOTE1:	c7_1: IF A.6/2 OR A.6/3 OR A.6/4 THEN m ELSE n/a - linear or cyclic EF.

NOTE 2:	c7_2: IF A.6/4 THEN m ELSE n/a - cyclic EF.

NOTE 3:	c7_3: IF A.6/5 THEN m ELSE n/a - EFs containing ASC-set.��

Comments:

A.5.3.3	Methods for selecting a file

Table A.8: Usage of channel mechanism

Item�Method�Reference�Status�Support��1�Channel mechanism supported.�6.4�o���1.1�Remember context for channels.�6.4�c:m���1.2�Exclusive select for files.�6.4�c:m���

Comments:

A.5.3.4	Invalidation and rehabilitation

Table A.9: Invalidation and rehabilitation

Item�File ID�Reference�Status�Support��1�Invalidation and rehabilitation supported.�6.6�o���1.1�Availability of functions after invalidation limited to (if functions are supported at all) SELECT, STATUS, DELETE, REHABILITATE, and READ (if file status allows it)�6.6�c:m���

Comments:

A.5.4	Security facilities

A.5.4.1	File access control

Table A.10 contains all access conditions and combinations of them. Supporting any of these automatically implies a support of the relevant security procedure as defined in clause 7 of TS 101 206�3 [1].

Table A.10: File access conditions and combinations

Item�Access condition�Reference�Status�Support��1�ALW (always)�7.1.1, 9.3�m���1.1�coded as hex "0"�9.3�m���2�CHV1 (card holder verification)�7.1.1�o���2.1�coded as hex "1"�9.3�c:m���3�CHV2 (card holder verification)�7.1.1�o���3.1�coded as hex "2"�9.3�c:m���4�PRO (protected)�7.1.1�o���4.1�coded as hex "3"�9.3�c:m���5�AUT (authenticated)�7.1.1�o���5.1�coded as hex "4"�9.3�c:m���6�CHV1 and PRO�7.1.1�o���6.1�coded as hex "6"�9.3�c:m���7�CHV2 and PRO�7.1.1�o���7.1�coded as hex "7"�9.3�c:m���8�CHV1 and AUT�7.1.1�o���8.1�coded as hex "8"�9.3�c:m���9�CHV2 and AUT�7.1.1�o���9.1�coded as hex "9"�9.3�c:m���10�NEV (never)�7.1.1, 9.3�m���10.1�coded as hex "F"�9.3�m���NOTE:	Access conditions ALW and NEV are mandatory as there are mandatory EFs defined that use these conditions.��

Comments:

A.5.4.2	Keyfile requirements

This subclause applies to any EFKEY_MAN or EFKEY_OP.

Table A.11: Keyfile requirements

Item�Keyfile requirement�Reference�Status�Support��1�Keyfiles store a version number.�7.1.2�m���2�keys are stored together with keylength and algorithm ID.�7.1.2�m���3�After creation of an EFKEY_MAN this file is empty indicated by keylength 0 for the first key.�7.1.2�m���4�An EFKEY_OP can be created or modified by usage of a key for the relevant EFKEY_MAN.�7.1.2�m���5�Any EFKEY_OP can be invalidated.�7.1.2�c11_1���6�A higher level EFKEY_OP is used when not existing on current level.�7.1.2�m���7�A higher level EFKEY_OP is used when invalidated on current level.�7.1.2�c11_1���NOTE:	c11_1: IF A.23/20 THEN m ELSE n/a - INVALIDATE command supported.��

Comments:

A.5.4.3	CHV file requirements

Prerequisite: A.10/2 OR A.10/3		- Access condition CHV1 or CHV2 supported.

Table A.12: CHV file requirements

Item�CHV file requirement�Reference�Status�Support��1�CHV storage.�7.1.1�m���1.1�CHVs stored in EFCHV.�7.1.1�o.4���1.2�Path to CHVs stored in EFCHV.�7.1.1�o.4���2�CHV attempts counter.�7.1.3�m���2.1�CHV attempts counter decrements at incorrect CHV evaluation.�7.1.3�m���2.2�CHV attempts counter reset after correct CHV evaluation.�7.1.3�m���2.3�CHV mechanism blocked when attempts counter reaches zero.�7.1.3�m���3�CHV UNBLOCK attempts counter.�7.1.3�m���3.1�UNBLOCK CHV attempts counter decrements at incorrect UNBLOCK CHV evaluation.�7.1.3�m���3.2�UNBLOCK CHV mechanism blocked when UNBLOCK attempts counter reaches zero.�7.1.3�m���3.3�UNBLOCK CHV attempts counter reset after correct UNBLOCK CHV evaluation.�7.1.3�m���4�CHV UNBLOCK successful usage counter.�7.1.3�m���4.1�UNBLOCK CHV mechanism blocked when successful usage counter reaches zero.�7.1.3�m���4.2�UNBLOCK CHV mechanism cannot be reset when the successful usage counter reached zero.�7.1.3�m���5�CHV presentation to the card.�7.1.3�m���5.1�Not enciphered.�7.1.3�o.5���5.2�Enciphered.�7.1.3�o.5���NOTE 1:	o.4: It is mandatory to support at least one of these items.

NOTE 2:	o.5: It is mandatory to support at least one of these items.��

Comments:

A.5.4.4	Functions versus file access

The TS 101 206�3 [1] defines in subclauses 7.1.4 and 7.2 relations between functions, access conditions and types of files. Table A.13 lists these relationships in general terms. A support for any item automatically expresses conformance to the detailed descriptions in the respective clauses. Any deviation from that should be commented below the table.

Table A.13: Functions versus file access

Item�Relation�Reference�Status�Support��1�Application of functions to files is controlled by access conditions that are set per file for each (group of) function(s) as defined in TS 101 206�3.�7.1.4�m���2�Application of functions to files is depending on the type of file�7.1.4, table 4�m���2.1�Application of functions to MF as defined in TS 101 206�3.�7.1.4, table 4�m���2.2�Application of functions to DF as defined in TS 101 206�3.�7.1.4, table 4�m���2.3�Application of functions to keyfiles as defined in TS 101 206�3.�7.1.4, table 4�m���2.4�Application of functions to EFCHV as defined in TS 101 206�3.�7.1.4, table 4�m���2.5�Application of functions to other EFs as defined in TS 101 206�3.�7.1.4, table 4�m���2.5.1�Application of functions to EF of linear fixed structure as defined in TS 101 206�3.�7.2, table 5�m���2.5.2�Application of functions to EF of linear variable structure as defined in TS 101 206�3.�7.2, table 5�m���2.5.3�Application of functions to transparent EF as defined in TS 101 206�3.�7.2, table 5�m���2.5.4�Application of functions to cyclic EF as defined in TS 101 206�3.�7.2, table 5�m���

Comments:

A.5.4.5	Setting of access conditions at file creation

The TS 101 206�3 [1] defines in clause 9.3 the way how combinations between access conditions and functions can be supported at file creation. The following tables indicate these combinations for various type of files. If a combination is supported then the coding of the CREATE FILE command shall be according to the TS 101 206�3 [1].

Table A.14: Access conditions for EF creation (excluding keyfiles)

Item�Combination�Reference�Status�Support��1�Selection of functions UPDATE and WRITE (byte 8; bit 7 & 8: 00).�9.3.1�o.6���2�Selection of functions UPDATE and INCREASE (byte 8; bit 7 & 8: 01).�9.3.1�o.6���3�Selection of functions DECREASE and WRITE (byte 8; bit 7 & 8: 10).�9.3.1�o.6���4�Selection of functions DECREASE and INCREASE (byte 8; bit 7 & 8: 11).�9.3.1�o.6���5�AC for READ/SEEK functions

(byte 9; bit 5�8).�9.3.1�o���6�AC for UPDATE/DECREASE functions (byte 9; bit 1�4).�9.3.1�o���7�AC for WRITE/INCREASE functions (byte 10; bit 5�8).�9.3.1�o���8�AC for CREATE RECORD/EXECUTE functions (byte 10; bit 1�4).�9.3.1�o���9�AC for REHABILITATE function

(byte 11; bit 5�8).�9.3.1�o���10�AC for INVALIDATE function (byte 11; bit 1�4).�9.3.1�o���11�Keynumber for READ/SEEK functions (byte 14; bit 5�8).�9.3.1�o���12�Keynumber for UPDATE/DECREASE functions (byte 14; bit 1�4).�9.3.1�o���13�Keynumber for WRITE/INCREASE functions (byte 15; bit 5�8).�9.3.1�o���14�Keynumber for CREATE RECORD/EXECUTE functions (byte 15; bit 1�4).�9.3.1�o���15�Keynumber for REHABILITATE function (byte 16; bit 5�8).�9.3.1�o���16�Keynumber for INVALIDATE function (byte 16; bit 1�4).�9.3.1�o���NOTE:	o.6: It is mandatory to support at least one of these items.��

Comments:

Table A.15: Access conditions for DF creation

Item�Combination�Reference�Status�Support��1�CHV1 to be verified before INTERNAL AUTHENTICATION.�9.3.2�o.7���2�CHV1 need not to be verified before INTERNAL AUTHENTICATION.�9.3.2�o.7���3�AC for DELETE function (byte 10; bit 5�8).�9.3.2�o���4�AC for CREATE/EXTEND FILE functions (byte 10; bit 1�4).�9.3.2�o���5�AC for REHABILITATE function

(byte 11; bit 5�8).�9.3.2�o���6�AC for INVALIDATE function (byte 11; bit 1�4).�9.3.2�o���7�Keynumber for DELETE function (byte 15; bit 5�8).�9.3.2�o���8�Keynumber for CREATE/EXTEND FILE functions (byte 15; bit 1�4).�9.3.2�o���9�Keynumber for REHABILITATE function (byte 16; bit 5�8).�9.3.2�o���10�Keynumber for INVALIDATE function (byte 16; bit 1�4).�9.3.2�o���NOTE:	o.7: It is mandatory to support at least one of these items.��

Comments:

Table A.16: Access conditions for keyfile creation (EFKEY_MAN or EFKEY_OP)

Item�Combination�Reference�Status�Support��1�AC for LOAD KEY FILE function

(byte 9; bit 5�8).�9.3.3�o���2�AC for UPDATE function (byte 9; bit 1�4).�9.3.3�o���3�AC for REHABILITATE function

(byte 11; bit 5�8).�9.3.3�o���4�AC for INVALIDATE function (byte 11; bit 1�4).�9.3.3�o���5�Keynumber for LOAD KEY FILE function (byte 14; bit 5�8).�9.3.3�o���6�Keynumber for UPDATE function (byte 14; bit 1�4).�9.3.3�o���7�Keynumber for REHABILITATE function (byte 16; bit 5�8).�9.3.3�o���8�Keynumber for INVALIDATE function (byte 16; bit 1�4).�9.3.3�o���

Comments:

A.5.4.6	Security versus access conditions

Table A.17: Security and access conditions

Item�Relation�Reference�Status�Support��1�Fulfilment of access conditions CHV and AUT is remembered until end of application/session.�7.5�m���2�For AC = PRO cryptogram expected at end of command.�7.6.1�c17_1���2.1�Cryptogram expected to contain input of random, header (INS, P1, P2, Lc) and data.�7.6.1�c:m���2.2�Command accepted and executed only when cryptogram correct.�7.6.1�c:m���3�Cryptogram returned in STAMPED functions.�7.6.2�m���3.1�Cryptogram input depending on MODE�7.6.2�o���4�For AC = AUT cryptogram expected during authentication.�7.6.3�c17_2���4.1�Key and cryptogram taken from relevant keyfile.�7.6.3�c:m���5�Cryptogram returned for internal authentication.�7.6.3�c17_3���5.1�Key and cryptogram taken from relevant keyfile.�7.6.3�c:m���NOTE 1:	c17_1: IF A.10.4 OR A.10.6 OR A.10.7 THEN m ELSE n/a - AC PRO (with or without CHV) supported.

NOTE 2:	c17_2: IF A.10.5 OR A.10.8 OR A.10.9 THEN m ELSE n/a - AC AUT (with or without CHV) supported.

NOTE 3:	c17_3: IF A.19.22 THEN m ELSE n/a - INTERNAL AUTHENTICATION supported.��

Comments:

A.5.4.7	Algorithms

The TS 101 206�3 [1] lists a number of security algorithms. For these algorithms identifiers have been reserved that should be used to identify them. The support of any of these algorithms automatically implies the support of its application to security facilities (authentication, protected, stamped, key load) as defined in subclause 7.6.5 of the TS 101 206�3 [1]. However the use of other non-proprietary algorithms is not restricted. If any of such algorithms are supported it shall be marked under item 6 "Other". Additionally the name(s), ID(s) and security facilities of these algorithms shall be indicated in the comments field below the table.

Table A.18: Algorithms and IDs

Item�Algorithm and IDs�Reference�Status�Support��1�DSAA�7.6.5�o���1.1�ID = "1"�7.6.5�c:m���2�COMP NAT�7.6.5�o���2.1�ID = "2"�7.6.5�c:m���3�USA4�7.6.5�o���3.1�ID = "3"�7.6.5�c:m���4�TESA�7�7.6.5�o���4.1�ID = "4"�7.6.5�c:m���5�COMP 128�7.6.5�o���5.1�ID = "40"�7.6.5�c:m���6�Proprietary�7.6.5�o���6.1�ID = "70" - "7F"�7.6.5�c:m���7�Other�7.6.5�o���

Comments:

A.5.5	Description of the functions

Table A.19 contains all functions. Supporting any of these automatically implies a support of the relevant application procedures and constraints as defined in clause 8 of TS 101 206�3 [1]. The support of any function can be dependent on the chosen profile as defined in table A.38 of the present document.

Table A.19: Functions

Item�Function�Reference�Status�Support��1�SELECT�8.1�m���2�STATUS�8.2�o���3�CREATE FILE�8.3�o���4�DELETE FILE�8.4�o���5�EXTEND�8.5�o���6�EXECUTE�8.6�o���7�UPDATE BINARY�8.7�o���8�UPDATE RECORD�8.8�o���9�CREATE RECORD�8.9�o���10�READ BINARY�8.10�m���11�READ BINARY STAMPED�8.11�o���12�READ RECORD�8.12�o���13�READ RECORD STAMPED�8.13�o���14�SEEK�8.14�o���15�VERIFY CHV�8.15�o���16�CHANGE CHV�8.16�o���17�DISABLE CHV�8.17�o���18�ENABLE CHV�8.18�o���19�UNBLOCK CHV�8.19�o���20�INVALIDATE�8.20�o���21�REHABILITATE�8.21�o���22�INTERNAL AUTHENTICATION�8.22�o���23�ASK RANDOM�8.23�o���24�GIVE RANDOM�8.24�o���25�EXTERNAL AUTHENTICATION�8.25�o���26�CLOSE APPLICATION�8.26�o���27�WRITE BINARY�8.27�o���28�WRITE RECORD�8.28�o���29�LOCK�8.29�o���30�DECREASE�8.30�o���31�DECREASE STAMPED�8.31�o���32�INCREASE�8.32�o���33�INCREASE STAMPED�8.33�o���34�LOAD KEYFILE�8.34�o���NOTE:	The functions SELECT and READ BINARY are considered mandatory in order to allow access to the mandatory files.��

Comments:

A.5.6	Description of the commands

A.5.6.1	Mapping principles

Table A.20: APDU mapping principles and parameters

Item�APDU format/parameter�Reference�Status�Support��1�Command APDU according to ISO 7816�4.�9.1.1�m���2�Response APDU according to ISO 7816�4.�9.1.2�m���3�CLA in the range A0-A3.�9.2�m���

Comments:

Table A.21: Class byte coding

Item�class byte�Reference�Allowed values�Supported values��1�Class byte value.�9.2�"00"-"FF"

(note 1)�

(note 2)��

Comments:

NOTE 1:	For telecommunication purposes class byte values in the range "A0" - "A3" are preferred.

NOTE 2:	A range can be indicated in case multiple values are supported.

A.5.6.2	General data coding

Table A.22: General coding of data in commands

Item�data�Reference�Status�Support��1�RFU bytes and bits set to 0 unless specified otherwise.�9.2�m���2�Data fields left justified and padded with 1s.�9.2�m���

Comments:

A.5.6.3	Coding of the commands

Table A.23 contains the commands that correspond to the functions declared before. Supporting any of these automatically implies a support of the coding of the command and its fields (including instruction code) and data field as defined in clause 9 of TS 101 206�3 [1].

Table A.23: Coding of the commands

Item�Command�Reference�Status�Support��1�SELECT�9.2.1�m���2�STATUS�9.2.2�o���3�CREATE FILE�9.2.3�o���4�DELETE FILE�9.2.4�o���5�EXTEND�9.2.5�o���6�EXECUTE�9.2.6�o���7�UPDATE BINARY�9.2.7�o���8�UPDATE RECORD�9.2.8�o���9�CREATE RECORD�9.2.9�o���10�READ BINARY�9.2.10�m���11�READ BINARY STAMPED�9.2.11�o���12�READ RECORD�9.2.12�o���13�READ RECORD STAMPED�9.2.13�o���14�SEEK�9.2.14�o���15�VERIFY CHV�9.2.15�o���16�CHANGE CHV�9.2.16�o���17�DISABLE CHV�9.2.17�o���18�ENABLE CHV�9.2.18�o���19�UNBLOCK CHV�9.2.19�o���20�INVALIDATE�9.2.20�o���21�REHABILITATE�9.2.21�o���22�INTERNAL AUTHENTICATION�9.2.22�o���23�ASK RANDOM�9.2.23�o���24�GIVE RANDOM�9.2.24�o���25�EXTERNAL AUTHENTICATION�9.2.25�o���26�CLOSE APPLICATION�9.2.26�o���27�WRITE BINARY�9.2.27�o���28�WRITE RECORD�9.2.28�o���29�LOCK�9.2.29�o���30�DECREASE�9.2.30�o���31�DECREASE STAMPED�9.2.31�o���32�INCREASE�9.2.32�o���33�INCREASE STAMPED�9.2.33�o���34�LOAD KEYFILE�9.2.34�o���35�GET RESPONSE�9.2.35�c23_1���36�ENVELOPE PUT�9.2.36�c23_1���NOTE:	c23_1: IF A. 4/8 THEN o ELSE n/a - T = 0 protocol supported.��

Comments:

A.5.6.4	Command fields 

A.5.6.4.1	Types of SELECT

Table A.24 indicates the various types of select. Supporting any of these options implies supporting the coding as defined in subclause 9.2.1 of TS 101 206�3 [1].

Prerequisite: A.23/1: SELECT command supported.

Table A.24: Type of SELECT

Item�Type�Reference�Status�Support��1�Select by file qualifier.�9.2.1�o.8���2�Select son DF.�9.2.1�o.8���3�Select EF under current DF.�9.2.1�o.8���4�Select parent DF.�9.2.1�o.8���5�Select absolute DF (Application Id).�9.2.1�o.8���6�Select by path from MF.�9.2.1�o.8���7�Select by path from current DF.�9.2.1�o.8���NOTE:	o.8: It is mandatory to support at least one of these items.��

Comments:

A.5.6.4.2	Types of CREATE FILE

Table A.25 indicates the various types of data initialization after file creation. Supporting any of these options implies supporting the coding as defined in subclause 9.2.3 of TS 101 206�3 [1].

Prerequisite: A.23/3: - CREATE FILE command supported.

Table A.25: Type of CREATE FILE

Item�Type�Reference�Status/

allowed value range�Support/

Supported value range��1�Data space initialized with a given one byte value.

(P1 = value, P2 bit 1 = 0).�9.2.3�o.9���1.1�Value range allowed for P1.�9.2.3�"00"-"FF"���2�Data space not initialized.

(P1 = 0, P2 bit 1 = 1).�9.2.3�o.9���3�Data space formatted with records with a given one byte value during creation. (P1 = value, P2 bit 2 = 0).�9.2.3�c25_1���4�Data space not formatted during creation. (P1 = 0, P2 bit 2 = 1).�9.2.3�c25_1���NOTE 1:	o.9:	It is mandatory to support at least one of these items.

NOTE 2:	o.10:	It is mandatory to support at least one of these items.

NOTE 3:	c25_1:	IF A. 6/2 OR A. 6/4 THEN o.10 ELSE n/a - Linear fixed or cyclic structure.��

Comments:

A.5.6.4.3	Types of EXTEND

Table A.26 indicates the various types of data initialization after file extension. Supporting any of these options implies supporting the coding as defined in subclause 9.2.5 of TS 101 206�3 [1].

Prerequisite: A.23/5: - EXTEND command supported.

Table A.26: Type of EXTEND

Item�Type�Reference�Status/

allowed value range�Support/

Supported value range��1�Data space initialized with a given one byte value.

(P1 = value, P2 bit 1 = 0).�9.2.5�o.11���1.1�Value range allowed for P1.�9.2.5�"00"-"FF"���2�Data space not initialized.

(P1 = 0, P2 bit 1 = 1).�9.2.5�o.11���3�Data space formatted with records with a given one byte value during creation. (P1 = value, P2 bit 2 = 0).�9.2.5�c26_1���4�Data space not formatted during creation. (P1 = 0, P2 bit 2 = 1).�9.2.5�c26_1���NOTE 1:	o.11:	It is mandatory to support at least one of these items.

NOTE 2:	o.12:	It is mandatory to support at least one of these items.

NOTE 3:	c26_1:	IF A. 6/2 OR A. 6/4 THEN o.12 ELSE n/a - Linear fixed or cyclic structure.��

Comments:

A.5.6.4.4	Mode of UPDATE RECORD

Table A.27 indicates the various types of indicating records in the UPDATE RECORD command. Supporting any of these options implies supporting the coding as defined in subclause 9.2.8 of TS 101 206�3 [1].

Prerequisite: A.23/8: - UPDATE RECORD command supported.

Table A.27: Mode of UPDATE RECORD

Item�Mode�Reference�Status�Support��1�First mode (P2 = "00").�9.2.8�o.13���2�Last mode(P2 = "01").�9.2.8�o.13���3�Next mode(P2 = "02").�9.2.8�o.13���4�Previous mode(P2 = "03").�9.2.8�o.13���5�Absolute mode(P2 = "04").�9.2.8�o.13���6�Current mode(P2 = "04", P1 = "00").�9.2.8�o.13���NOTE:	o.13: It is mandatory to support at least one of these items.��

Comments:

A.5.6.4.5	Mode of READ RECORD

Table A.28 indicates the various types of indicating records in the READ RECORD command. Supporting any of these options implies supporting the coding as defined in subclause 9.2.12 of TS 101 206�3 [1].

Prerequisite: A.23/12: - READ RECORD command supported.

Table A.28: Mode of READ RECORD

Item�Mode�Reference�Status�Support��1�First mode (P2 = "00").�9.2.12�o.14���2�Last mode(P2 = "01").�9.2.12�o.14���3�Next mode(P2 = "02").�9.2.12�o.14���4�Previous mode(P2 = "03").�9.2.12�o.14���5�Absolute mode(P2 = "04").�9.2.12�o.14���6�Current mode(P2 = "04", P1 = "00").�9.2.12�o.14���7�Reading to end of file at once by setting field Le = 0.�9.2.12�o���NOTE:	o.14: It is mandatory to support at least one of these items.��

Comments:

A.5.6.4.6	Mode of READ RECORD STAMPED

Table A.29 indicates the various types of indicating records in the READ RECORD STAMPED command. Supporting any of these options implies supporting the coding as defined in subclause 9.2.13 of TS 101 206�3 [1].

Prerequisite: A.23/13: - READ RECORD STAMPED command supported.

Table A.29: Mode of READ RECORD STAMPED

Item�Mode�Reference�Status�Support��1�First mode (P2 = "00").�9.2.13�o.15���2�Last mode(P2 = "01").�9.2.13�o.15���3�Next mode(P2 = "02").�9.2.13�o.15���4�Previous mode(P2 = "03").�9.2.13�o.15���5�Absolute mode(P2 = "04").�9.2.13�o.15���6�Current mode(P2 = "04", P1 = "00").�9.2.13�o.15���7�Reading to end of file at once by setting field Le = 0.�9.2.12�o���NOTE:	o.15: It is mandatory to support at least one of these items.��

Comments:

A.5.6.4.7	Type of SEEK

Table A.30 indicates the various types of SEEK. Supporting any of these options implies supporting the coding as defined in subclause 9.2.14 of TS 101 206�3 [1].

Prerequisite: A.23/14: - SEEK command supported.

Table A.30: Type of SEEK

Item�Type�Reference�Status�Support��1�Forward from beginning.�9.2.14�o.16���2�Backward from the end.�9.2.14�o.16���3�Forward from next location.�9.2.14�o.16���4�Backward from next location.�9.2.14�o.16���5�No response data returned.�9.2.14�o.17���6�Record number returned as response data.�9.2.14�o.17���7�Seek offset in P1.�9.2.14�o���NOTE 1:	o.16: It is mandatory to support at least one of these items.

NOTE 2:	o.17: It is mandatory to support at least one of these items.��

Comments:

A.5.6.4.8	Mode of DECREASE STAMPED

Table A.31 indicates the modes for the DECREASE STAMPED command. Supporting any of these options implies supporting the meaning and coding as defined in subclause 9.2.31 of TS 101 206�3 [1].

Prerequisite: A.23/31: - DECREASE STAMPED command supported.

Table A.31: Mode of DECREASE STAMPED

Item�Mode�Reference�Status�Support��1�No header included (P1 = "00").�9.2.31�o.18���2�Header of DECREASE STAMPED command included (P1 = "01").�9.2.31�o.18���3�Header of INCREASE STAMPED command included (P1 = "02").�9.2.31�o.18���4�Header of DECREASE command included (P1 = "03").�9.2.31�o.18���5�Header of INCREASE command included (P1 = "04").�9.2.31�o.18���NOTE:	o.18: It is mandatory to support at least one of these items.��

Comments:

A.5.6.4.9	Mode of INCREASE STAMPED

Table A.32 indicates the modes for the DECREASE STAMPED command. Supporting any of these options implies supporting the meaning and coding as defined in subclause 9.2.33 of TS 101 206�3 [1].

Prerequisite: A.23/33: - INCREASE STAMPED command supported.

Table A.32: Mode of INCREASE STAMPED

Item�Mode�Reference�Status�Support��1�No header included (P1 = "00").�9.2.33�o.19���2�Header of DECREASE STAMPED command included (P1 = "01").�9.2.33�o.19���3�Header of INCREASE STAMPED command included (P1 = "02").�9.2.33�o.19���4�Header of DECREASE command included (P1 = "03").�9.2.33�o.19���5�Header of INCREASE command included (P1 = "04").�9.2.33�o.19���NOTE:	o.19: It is mandatory to support at least one of these items.��

Comments:

A.5.6.5	Status conditions returned by the card

A.5.6.5.1	Support and coding of the status words

Table A.33 lists all status conditions that could be returned by the card. The support of each status condition shall be indicated. The support for each of the codes is optional, as there is no mandatory relation between commands and response codes. They do however relate to commands (and therefore profiles) as listed in table A.34. The support of any of these codes automatically implies the support of the meaning defined for that code in TS 101 206�3 [1] subclause 9.4.6.

Table A.33: Status words by context

Item�Context of status condition�Reference�Status�Support��1�Security management.�9.4.1�o���1.1�98 02�9.4.1�c:o���1.2�98 04�9.4.1�c:o���1.3�98 08�9.4.1�c:o���1.4�98 10�9.4.1�c:o���1.5�98 35�9.4.1�c:o���1.6�98 40�9.4.1�c:o���1.7�98 50�9.4.1�c:o���2�Memory management.�9.4.2�o���2.1�92 0X�9.4.2�c:o���2.2�92 10�9.4.2�c:o���2.3�92 20�9.4.2�c:o���2.4�92 40�9.4.2�c:o���3�Referencing management.�9.4.3�o���3.1�94 00�9.4.3�c:o���3.2�94 02�9.4.3�c:o���3.3�94 04�9.4.3�c:o���3.4�94 08�9.4.3�c:o���4�Application independent errors.�9.4.4�m���4.1�6E XX�9.4.4�o���4.2�6D XX�9.4.4�o���4.3�6F XX�9.4.4�c33_1���4.4�6B XX�9.4.4�o���4.5�67 XX�9.4.4�o���5�Correctly executed commands.�9.4.5�m���5.1�90 00�9.4.5�m���5.2�9F XX�9.4.5�c: c33_2���NOTE 1:	c33_1: If the IUT can reach an error state not covered by any of the supported codes then m else n/a.

NOTE 2:	c33_2: IF A.4/8 THEN o ELSE n/a.��

Comments:

A.5.6.5.2	Commands versus possible status responses

The questions in the following subclause concern status conditions that are returned by the card following the receipt and processing of commands. They apply to all of the specified commands, listed in table A.23. The support for each of the codes is optional as the TS 101 206�3 [1] does not impose a mandatory support for combinations of errors and functions. However, if error codes are supported, they shall relate to the meaning as defined in TS 101 206�3 [1] in subclause 9.4.6. Furthermore the IUT shall be able to report both success and failure of any command using appropriate status responses.

In table A.34 the applied notation is different from the normal convention. There is a column for each of the relevant errors. The cells that that have been circled express an optional status to support the error for that command. It is assumed that an implementation just supports these combinations, therefore the person to complete this ICS is requested just to indicate the differences. To complete this table a supporting mark ( should be put in those cells that are supported although they are not circled. An exclusion mark ( should be put in those cells that are circled, but not supported. No additions shall be made to this table if the implementation conforms exactly to this table.

Table A.34: Status responses to commands
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X��1�ASK RANDOM������������O�������O�O�O�O�O��O���2�CHANGE CHV�O�O�O�O�O�O���O���O�������O�O�O�O�O��O���3�CLOSE APPLICATION������������O����O�O��O�O�O�O�O��O���4�CREATE FILE�O�O��O�O����O�O�O�O�������O�O�O�O�O��O���5�CREATE RECORD�O�O��O�O����O�O��O��O�O��O��O�O�O�O�O��O���6�DECREASE�O�O��O�O��O�����O��O���O��O�O�O�O�O��O�O��7�DECREASE STAMPED�O�O��O�O��O�����O��O���O��O�O�O�O�O��O�O��8�DELETE FILE�O�O��O�O����O���O����O���O�O�O�O�O��O���9�DISABLE CHV�O�O�O�O�O�O���O���O�������O�O�O�O�O��O���10�ENABLE CHV�O�O�O�O�O�O���O���O�������O�O�O�O�O��O���11�ENVELOPE PUT������������O�������O�O�O�O�O��O���12�EXECUTE�O�O��O�O�������O��O���O��O�O�O�O�O��O�O��13�EXTEND�O�O��O�O����O�O��O�����O��O�O�O�O�O��O���14�EXTERNAL AUTHENTICATION�O�O��O�O����O���O�������O�O�O�O�O��O���15�GET RESPONSE������������O�������O�O�O�O�O��O�O��16�GIVE RANDOM������������O�������O�O�O�O�O��O���17�INCREASE�O�O��O�O��O��O���O��O���O��O�O�O�O�O��O�O��18�INCREASE STAMPED�O�O��O�O��O��O���O��O���O��O�O�O�O�O��O�O��19�INTERNAL AUTHENTICATION�O�O��O��������O�����O��O�O�O�O�O��O�O��20�INVALIDATE�O�O��O�O����O���O�������O�O�O�O�O��O���21�LOAD KEYFILE�O�O��O�O����O���O��O���O��O�O�O�O�O��O���22�LOCK�O�O��O�O����O���O����O���O�O�O�O�O��O���23�READ BINARY��O��O��������O��O�O��O��O�O�O�O�O��O�O��24�READ BINARY STAMPED�O�O��O�O�������O��O�O��O��O�O�O�O�O��O�O��25�READ RECORD��O��O��������O��O�O�O�O��O�O�O�O�O��O�O��26�READ RECORD STAMPED�O�O��O�O�������O��O�O�O�O��O�O�O�O�O��O�O��27�REHABILITATE�O�O��O�O����O���O�������O�O�O�O�O��O���28�SEEK��O��O��������O��O��O�O��O�O�O�O�O��O�O��29�SELECT������������O����O���O�O�O�O�O��O�O��30�STATUS������������O�������O�O�O�O�O��O���31�UNBLOCK CHV�O�O�O�O�O�O���O���O�������O�O�O�O�O��O���32�UPDATE BINARY�O�O��O�O����O���O��O�O��O��O�O�O�O�O��O���33�UPDATE RECORD�O�O��O�O����O���O��O�O�O�O��O�O�O�O�O��O���34�VERIFY CHV�O�O�O�O�O�O���O���O�������O�O�O�O�O��O���35�WRITE BINARY�O�O��O�O����O���O��O�O��O��O�O�O�O�O��O���36�WRITE RECORD�O�O��O�O����O���O��O�O�O�O��O�O�O�O�O��O���

Comments:

A.5.7	Contents of special elementary files

Table A.35: General capabilities

Item�Capability�Reference�Status�Support��1�ASCII coding in accordance with �ISO 8859�1.�10�m���2�Parity bit (bit 8) in ASCII characters set to "0" indicates no parity.�10�m���3�Optional data not at the end of a file is set to "FF".�10�m���

Comments:

A.5.7.1	Contents of the EFs at the MF level

Table A.36 contains a list of EFs that shall or may be available in the card. The support of any of these files automatically implies the support of the indicated Access Condition and presence and coding of each mandatory element as defined in TS 101 206�3 [1].

Table A.36: EFs at the MF level

Item�EF�Reference�Status�Support��1�EFCHV�10.1�o���2�EFDIR�10.2�o���3�EFIC�10.3�o���4�EFICC�10.4�m���5�EFID�10.5�m���6�EFKEY_MAN�10.6�m���7�EFKEY_OP�10.7�o���8�EFLANG�10.8�o���9�EFNAME�10.9�o���

Comments:

A.5.7.1.1	Optional data elements in EFICC

The support of any of the optional data elements automatically implies the support of its coding as defined in TS 101 206�3 [1].

Table A.37: Optional data elements in EFICC

Item�Data element�Reference�Status�Support��1�IC identifier.�10.4�o���2�Card Profile.�10.4�o���3�Type of selection (note).�10.4�o���

Comments:

NOTE:	If the indication of type of selection is supported its value should match the actual supported selection types. 

A.5.7.1.1.1	Profiles indicated in EFICC

This subclause indicates the supported profiles. If a profile is supported the associated commands and features described in clause 10.4 of TS 101 206�3 [1] should be supported likewise.

Prerequisite: A.37.2: - Profile indicated in EFICC.

Table A.38: Profiles

Item�Profile�Reference�Status�Support��1�0�10.4�o.20���2�1�10.4�o.20���3�2�10.4�o.20���4�3�10.4�o.20���5�4�10.4�o.20���6�99�10.4�o.20���NOTE 1:	o.20: It is mandatory to support at least one of these items.��

Comments:

A.5.7.1.2	Optional data elements in EFID

The support of any of the optional data elements automatically implies the support of its coding as defined in TS 101 206�3 [1].

Table A.39: Optional data elements in EFID

Item�Data element�Reference�Status�Support��1�Date of activation.�10.5�o���2�Card expiry date.�10.5�o���3�Card sequence number.�10.5�o���4�Country code.�10.5�o���

Comments:

A.5.7.1.3	Optional data elements in EFLANG

The support of any of the optional data elements automatically implies the support of its coding as defined in TS 101 206�3 [1].

Table A.40: Optional data elements in EFLANG

Item�Data element�Reference�Status�Support��1�First language preference.�10.8�o���2�Second language preference.�10.8�o���3�Third language preference.�10.8�o���4�Fourth language preference.�10.8�o���

Comments:

A.5.7.1.4	Optional data elements in EFNAME

The support of the optional data element automatically implies the support of its coding as defined in TS 101 206�3 [1].

Table A.41: Optional data elements in EFNAME

Item�Data element�Reference�Status�Support��1�Card holder name.�10.9�o���

Comments:

A.5.8	Design and manufacturing related security aspects

Table A.42: Security aspects in design and manufacturing

Item�Security aspect�Reference�Status�Support��1�Semiconductor design prevents reading secured and protected data.�12.1.1�m���2�Secure memory structure distributes coherent information over chip.�12.1.1�o���3�Operating systems ensures security and protection.�12.1.1�m���3.1�Unauthorized file access is prohibited.�12.1.1�m���3.2�Access conditions shall be fulfilled to get access.�12.1.1�m���3.3�File loading cannot corrupt other files.�12.1.1�m���4�Secure manufacturing process with physical access control and protection, event logging and logical protection of cryptographic information.�12.1.2, 12.1.3, 12.1.4�m���

Comments:
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