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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Telecommunications and Internet
converged Services and Protocols for Advanced Networking (TISPAN).
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1 Scope

The present document is a guide to the use of the ETSI eTVRA web-application.

NOTE: TheeTVRA web-application acts as atool for entering analysis results following completion of an
analysis using the ETSI TVRA method defined in TS 102 165-1 [i.1].

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

o For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
Cases:

- if it isaccepted that it will be possible to use all future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

Not applicable.

2.2 Informative references

The following referenced documents are not essential to the use of the present document but they assist the user with
regard to a particular subject area. For non-specific references, the latest version of the referenced document (including
any amendments) applies.

[i.1] ETSI TS 102 165-1: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Methods and protocols; Part 1: Method and proforma for
Threat, Risk, Vulnerability Analysis'.

[i.2] ETSI TR 187 011: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Security; Application of 1 SO-15408-2 requirements to
ETSI standards - guide, method and application with examples'.

[i.3] ISO/IEC 15408-2: " Information technology - Security techniques - Evaluation criteriafor IT
security - Part 2: Security functional components'.

[i.4] I SO/IEC 15408-1: "Information technology - Security techniques - Evaluation criteriafor IT
security - Part 1: Introduction and general model".

[i.5] | SO/IEC 15408-3: "Information technology - Security techniques - Evaluation criteriafor IT
security - Part 3: Security assurance components”.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TS 102 165-1 [i.1] and TR 187 011 [i.2]
apply.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

EAL Evaluation Assurance Level
EOL ETSI On Line account
TVRA Threat Vulnerability and Risk Analysis
UML Unified Modelling Language
URL Uniform Resource L ocator
4 Overview of eTVRA web application structure

The eTVRA web application is structured as shown in figure 1.

TS 102 165-1
Guidance

l' View existing

U eTVRA

;

ETSI
stylesheet

Login
Function
selection

A

P

Data abstraction layer eTVRA database

()
!l eTV

RA

Il Create ne

Y
| eTVRA

ETSI
Web security
model

Figure 1. eTVRA web application structure

The web page design is aligned to the "look and feel" of the ETSI Web-application suite and any change to the overall
ETSI look will bereflected in the eTVRA site.

The eTVRA tool and website populates a database, as defined in annex E of TS 102 165-1 [i.1] but modified for
practical implementation on the ETSI server platform. The eTVRA site and database allow cataloguing of the results of
the analysis but does not present any shortcut in the analysis (although it may be possible to modify entries and their
associated risk to view the impact of adding countermeasures to the system).
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Unwanted Incidents
Security Objective PK.I1 | 1D
PK,FK1 | SecurityObjective 2 Unwantedincident
Threat Family
PK,I1 [ID
12 Threat family
Security Objective Weakness
T PK |ID
l . Name
Vul bl
Threat ulnerablity Description
PK D  EEE— AttackSystemKnowledge
PK1 | ID PK,FK1 AssetlD FK1 | Unwantedincident
_ ——— PKFK2,12 | WeaknessID A
FK2 | Threat Family PK,FK3,11 | ThreatAgent
ThreatAgent B
AttackExpertise
AttackEquipment
AttackTime
FK1 AutomationClass
AttackAccess
Intensity Asset Aggregator
PK Container Asset
PK,FK1 | Asset
AutomatedThreats Impact when breached
PK | ID
Name
Expertise v
Access Asset
knowledge
Equipment PK/2 | 1D
Time Asset t
Intensi - assetlype
ty i Asset subtybe system countermeasures
- Asset group < | PK,FK3,11 | System ID
u Na_me_ . PK,FK2,12 | countermeasure
- Description PK,FK1 | inasset
_ Impact when breached
protecting asset
System
abstractCountermeasures
PK,I1 [ID
PK,I1 |id
Name . concreteCountermeasures
FK1 rootAssetID description -
PK,12 |id
I Name
FK2 weakness
FK1 abstractCountermeasure
method
effectTime
effectExpertise
effectkKnowledge
effectAccess
effectEquipment
effectimpact

Figure 2: Database structure extracted from MS-Access™ TVRA test database
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5

5.1

User guide

Access to the eTVRA home page

The ETSI TVRA homepage is accessed via the following URL :

http://portal .etsi.org/eTVRA/

5.1.1

Home

Administration

Assets

Abstract Countermeausres
Concrete Countermeasures
Security Objectives

Systems
Threats

Threat Families
Unwanted Incidents
Vulnerabilities
Weaknesses

Reporting

ETVRA database 2008-10-26

nome [ print ] HELP [ HELPDESK ]

Welcome to the eTVRA Site

This site is under construction ...

-

NOTE: The eTVRA site is noted as under construction and the present document is a guide to the current version
of the site. Feedback garnered through its operation will be used to improve and modify the site in a future

release.

Figure 3: eTVRA website welcome page

Access restrictions
Accessto the eTVRA application isrestricted in the following way:
Table 1
Role Access

EOL account holders

Read only access to database content

eTVRA administrator

Full access to the database

ETSI support

Access to update webpages

On entering the eTVRA site the user will be directed to enter the EOL account user-name and password. If aTVRA
user does not have such credential s they have to be requested from ETSI. EOL accounts may be applied for online from
the following URL.:

http://webapp.€etsi.org/createaccount/

ETSI
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5.2 eTVRA step 1

5.2.1 Creation and editing systems

Thefirst step defined for the eTVRA isidentifying the objectives. As apre-requisiteit is essential to first define the
system itself.

m\@%» ETVRA database 2008-10-26

Home > Systems > Insert System
L=ty BTN FRERE ]

Home
Insert System
Administration

Assets Name

Abstract Countermeausres

Description
Concrete Countermeasures
Security Objectives Asset Null -
Systems Insert Cancel

Threats

Threat Families
Unwanted Incidents
Vulnerabilities
Weaknesses

Reporting

Figure 4: Screen shot for entering a system

3 TVRA Webpage - Mozilla Firefox
File Edit Yew Go Bookmarks Tools Help

@ - |:> - @ @ |D http:)flocalhost: 1033 Appli_ETYRAITYRA_webpages/EditDelste_System,aspx V| @ Go HQ,, ‘

’ Getting Started El Latest Headlines

ETSI Web site 2007-03-22
Home » Systems > Edit System

* Home

w-Ascets Edit System

E-Abstract Countermeausras
Concrete SystemID Name Description Asset
& e e —

Countermeasures Edit Delete|1 SIP+ENUM scenario SIPHENUM test system
=-Security Objectives Edit Delete|3 TestOl1 TestOl Authentication store {database)
E-Systems

~Edit Systemn
LInsert System
=Threats
=-Threat Families
Urwanted Incidents
=ulmerabilities
B esknesses
Reporting

Done o

Figure 5: Screen shot for editing a system
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5.2.2 Creation and editing of objectives

Asstated in TS 102 165-1 [i.1] the objectives for security are the essential starting point of the design. Should these
objectives be unclear or unconsciously changing during the design process the system becomes more difficult (and
hence expensive) to secure. Alternatively, if the objectives are not clear from the outset of the design important security
aspects may be left unaddressed that may lead to costly incidents and/or repair operations.

Objectives package TVRA {1/1}

SystemObjectives

SecurityObjectives AssuranceObjectives

Figure 6: Hierarchy of objectives in a system design

As shown in figure 6 assurance objectives and security objectives are specializations of system objectives. Those
characteristics of an objective that mark it out as a security objective are those that refer to one or more of the following
system attributes:

. Authenticity.

e  Confidentiality.
e Availahility.

. Integrity.

Within the context of standardization there are a number of objectives for security that are intended to ensure
availability of the network and customer confidence. These objectives break down to the following technical security
issues for most telecommunications services:

. charging fraud,
. protection of privacy; and
. ensuring availability of the offered services.

The goals for telecommunications services should therefore aim to reduce these risks by reducing the ability to mount
attacks that prevent the achievement of these objectives.

ETSI
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The following technical objectives for telecommunications services security hold:
. Prevention of masquerade:

- being able to determine that a user claiming to be Alice is aways Alice, Bob is always Bob, and Bob
cannot pretend to be Alice;

applies to both masquerade of the user and of the system or service.
. Ensure availability of the telecommunications services:
- the service must be accessible and usable on demand by an authorized entity.

NOTE: Ingeneral, auser expectsto be ableto place acall, and complete the call without being cut off in the
middle.

. Maintain privacy of communication:

- where the partiesto acall communicate across public networks mechanisms should exist to prevent
eavesdropping;

- the only delivery points for communication have to be the legitimate parties to the call.

3 TVRA Webpage - Mozilla Firefox
File Edit Yew Go Bookmarks Tools Help

<Z| - I_“ - @ @ ||_| http:)flocalhost: 1033 Appli_ETYRAITYRA_webpages/Insert _Security _Objective.aspx V| @ Go HQ,, ‘

’ Getting Started l:" Latest Headlines

ETSI Web site 2007-03-22
Home > Security Objectives > Insert Security Objective

* Home

w-Asgets Insert Security Objective
E-Abstract Countermeausras
. Concrete
Countermeasures
=-Security Objectives
~Edit Security Objective
i Insert Security
. Objective
=-Systems
=-Threats
=-Threat Families
Urwanted Incidents
=vulmerabilities
B eaknesses
Reporting

Insert Cancel

Dong McAfee Siteddvisor | ~

Figure 7. Screen shot for entering an objective
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) TVRA Webpage - Mozilla Firefox
File Edit Yiew Go Bookmarks Tools  Help

@ - E> - @ @ |D hitp:fflocalhost: 10330appli_ETVRAITYRA_webpages/EditDelste_Security_Objective. aspx V| @ Go “C‘, ‘

B Getting Started 51 Latest Headines

ETSI Web site 2007-03-22
Home > Security Objectives > Edit Securlty Objective

+ Home

@-Assets Edit Security Objective

=2} i q i PR
Abstract Countermeausres Security ObjectiveID Name Description

gggﬁrtitr?'neasures Edit Delete)l Aualability
2-Security Objectives EdigmelFielR Confidentiality
FEdit Security Objective Edit Delete|3 ntegnty
: Insert Security
| Objective
E-Systems
Threats
=-Threat Families
-l nwanted Incidents
Yulnerabilities
=-YWeaknesses
B-Reparting

Dane ¥
i |

Figure 8: Screen shot for editing an objective

5.2.3  Creation and editing of unwanted incidents

Unwanted incidents are the corollary of objectives, whereas an objective is stated as an intent, an unwanted incident is
stated as something the designer explicitly does not want the system to do.

E"’{(Hrﬁ‘ ETVRA database 2008-10-26

Home > Unwanted Incidents > Insert Unwanted Incident

Home

o . Insert Unwanted Incddent
Administration

Assets

Abstract Countermeausres
Concrete Countermeasures LU= U]
Security Objectives Insert Cancel
Systems

Threats

Threat Families

Unwanted Incidents

Vulnerabilities

Weaknesses

Reporting

Name

Figure 9: Screen shot for inserting an unwanted incident
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) TVRA Webpage - Mozilla Firefox

File Edit W¥ew Go Bookmarks Tools Help

B =
<:E| < LL,’ - @ |7‘ @ ||_| http:jflocalhost: 1033 Appli_ETYRAJTYRA_webpages/EditDelete_Unwanted_Incident, aspx V| @ a0 “Q, ‘

’ (Getting Started E.‘ Lakest Headlines

ETSI Web site 2007-03-22
Home > Unwanted Incidents > Edit Unwanted Incident

+ Home: Edit Unwanted Incident
FAssets Unwanted_IncidentID Name Description
Abstract Countermeausres Edit Delete|11 Free use of the systern/Overuse of the system
_Concrete Edit Delete|26 Impersonation of a server
© Countermeasures - -
-Security Objectives Edit Delete|s Impersonation of a user
P — Edit Delete(17 loss of avallability
-Tﬁwreats Edit Delete|21 Loss of customer confidence
IR Edit Delete(19 Loss of privacy
-Threat Families : " -
: Edit Delete|25 loss of privacy/Impersonation of a user
=-Unwanted Incidents : "
. . Edit Delete|s loss of privacy/loss of service
Sl Uninveiniee) Teleemt Edit Delete|24 Loss of reliabilit
i Insert Unwanted ol | freliabil Y| F i
Incident Edit Delete|1 oss of relabllity/loss of service
Sdulnerabilities 12
W aaknessas
-Reporting
Done =

Figure 10: Screen shot for editing an unwanted incident
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eTVRA step 2

The system requirements are dependent on the system objectives identified in step 1 and have two specialisms shown in
figure 11 identifying security and assurance requirement specialisms.

Requirements package TVRA {2/2}
SystemRequirements SystemObjectives
,,,,,,,,,,,,, >
SecurityRequirements AssuranceRequirements

Figure 11: Dependency relationship between requirements and objectives

Following the guidance given in TR 187 011 [i.2] security functional requirements should be defined using the model
specified in ISO/IEC 15408-2 [i.3] and should be specified for both the asset and, where applicable, its environment.
The asset security functional requirements should be classified into the following groups:

e  asset security functional requirements:

an identification the security functional requirements as specified by reference to the functional
components defined in I SO/IEC 15408-2 [i.3] where the assignments and/or selections required have
been made for the system under evaluation;

. asset security assurance requirements:

an indication of the Evaluation Assurance Level (EAL) as described in ISO/IEC 15408-1 [i.4] that an
implementation of the base security standard could be expected to meet. Asthere are likely to be many
implementations in a number of different application areas, the EAL requirement could be expressed asa
range (e.g. EAL3 - EALDS);

where possible, an identification of any specific assurance components from | SO/IEC 15408-3 [i.5]
which will apply to an implementation; and

where necessary, a specification of any essential assurance requirements which are not included in
ISO/IEC 15408-3 [i.5].

ETSI
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When building systems the use of |SO/IEC 15408-2 [i.3] functional capabilities offer a means to unambiguously state
requirements. Requirements are modelled further in the system as specific assets although this may be revisited.

NOTE: TheeTVRA tool and method in its current form does not alow a simple guided means of linking system
assets, objectives and requirements. This should be updated.

5.4 eTVRA step 3

TS 102 165-1 [i.1] identifies step 3 as the systematic identification and catal oguing of assets and recommends the use of
UML use case diagrams, class diagrams and object diagrams to assist in the analysis of the system to identify the assets.
In the course of cataloguing the assets the following attributes and relationships have to be identified:

e  Thesystem in which the asset resides.

NOTE 1: Anasset may exist in more than one system and a system may contain many assets (a many to many
relationship).

e  Theasset parent-child-sibling relationships if any exist.

NOTE 2: An asset may be a parent to one or more other assets and such relationships have to be captured. Similarly
an asset may be a peer (sibling) to another asset and such relationships have to be captured.

E"’{(Hrﬁ‘ ETVRA database 2008-10-26

Home > Assefs > Insert Asset

[Cron=ti(e=inxd) [EHECEN N EEnE e
Home Insert Asset
Administration Name
Assets -
Abstract Countermeausres SIEIEN IdMSecurity T
Concrete Countermeasures Lol
Security Objectives Impact low -
Systems Type m
Threats
e B e Subtype Human:Adminstrator -
Unwanted Incidents Insert Cancel

Vulnerabilities
Weaknesses

Reporting

Figure 12: Screen shot for adding an asset
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ETVRA database 2008-10-26 ’7
Home > Assets
eaue ] Lrscrocs )
Home Edit Asset
Administration
Assets
Abstract Countermeausres o
Concrete Countermeasures AssetID Name System Description Impact Type Subtype
S Authentication store storage for authentication "
Security Objectives Edit Delete 3 (database) IdMSecurity credentials in the (home) netwark medium Physical Physical:Computer
Systems : broadband router in i i 3
Threats Edit Delete 18 residential network RACS low Physical Physical:Router
Threat Families
Edit Delete 24 call state SIPHENUM low Logical Logical:StoredDataElement
Unwanted Incidents scenario
Vulnerabilities Edit Delete 38 call state perception SIP+ENUM low Logical Logical:StoredDataElement
Weaknesses scenario
Reporting Edit Delete 29 credentials Ség:g:;m knowledge in user low Logical Logical:ProtocolElement
Edit Delete 8 end-user AU low Human Human:UntrustedEndUser
scenario
Edit Delete 7 end-user terminal (PC) SIP+ENUM low Physical Physical:Computer
scenario
Edit Delete 17 ENUM core server SIPHENUM high Physical Physical:Computer
scenario
Edit Delete 26 ENUM data in transit Séz:aErli\lc:m low Logical Logical:ProtocolDataUnit
Edit Delete 34 ENUM DNS records Ség:g:;m low Logical Logical:StoredDataElement

-

Figure 13: Screen shot for editing an asset

5.5 eTVRA steps 4, 5,6 and 7

The description in TS 102 165-1 [i.1] breaks step 4 into a number of closely aligned sub-tasks.
. Step 4.1: Identification of vulnerability.
. Step 4.1 a identification of weakness:

- The weakness provides the attack interface (e.g. alow-powered server). A weakness leads to an
unwanted incident as derived in step 2 and requires a certain system knowledge as described bel ow.

. Step 4.1 b: identification of attack method (threat agent):

- A threat agent is an entity that can adversely act on assets. In the eTVRA model, the threat agent isa
model element that models the behaviour of the attacker. A threat agent exploits a vulnerability through
e.g. avulnerability port and/or an attack interface.

- The threat agent provides the attack vector. A threat is part of a certain threat family which threaten one
of the security objectivesidentified from step 1.

When inserting a threat to the database the aim isto identify and allocate risk using the attack factors defined in
TS 102 165-1 [i.1] combined with the value assigned as the impact of the loss of each asset.

ETSI
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m\@%ﬁ\ ETVRA database 2008-10-26

Home > Threats > Insert Threat
[HomERTEET xa) [SHELERRHELFBES K1)

Lo Insert Threat

Administration Name

Assets Description
Abstract Countermeausres Threat

Concrete Countermeasures =™ (Unknown) T
Security Objectives Intensity single -
Systems Automated , ...
Threats Threat utoWormVirus -
Threat Families Attack e
Unwanted Incidents Access Unlimited M
Vulnerabilities Attack ‘Standard -
Weaknesses Equipment andar
Extt::k. Layman =
Ela A a

Insert Cancel

Figure 14: Screen shot for adding a threat

) TVYRA Webpage - Mozilla Firefox

File Edit W¥ew Go Eockmarks Tools Help
@ - E> - g @ |D http: jflocalhost: 1033 appli_ETYRAJTYRA_webpages/EditDelete_Threat.aspx "| @ Go “Q, ‘
. Getting Starked El Latest Headlines
Cad
ETSI Web site 2007-03-22
Home = Threats = Edit Threat
¢ Home Edit Threat
E-Assets e Threat . Automated | Attack | Attack At
&-Abstract Countermeausres Uhreai  dawe - bescdiedion Family L Threat Access [Equipment|Exp
Concrete Badly =
: Countlermeqsurtf_za Edit Delete|30 encr_ypted Interception|singls Autowormvirus|Difficult |[Specialised |Layt
-Security Objectives Media
-Systems interception
=Threats Badly
=~Edit Threat Edit Delete|32 e_ncryp_ted Interception |single AUtOW ormvirus|Unlimited|Specialised |Layt
i signalling
~Insert Thlrrleat Interception
-Threat Families closing of
AUmwanted Incidents =[P client e 6
Sdulnerabilities Edit Delete22 Se55I0NS 5:rnv‘iaceo heavy Soript Unlimited|Standard  |Prof—
“Weaknesses (rogue bye
-Reporting reguest)
closing of
) Sl Server Cenial of - .
Edit Delete|25 sessions . single AutoWormivirus(Unlimited|Standard  |Prof
= (Repeated service
INWITE)
closing of
. i server Cenial of ) -
Edit Delete|4 sessions e single Autowormvirus\Unlimited|Standard  |Prof
(rogue bye
regquest)
closing of ~|
Done | [Mehfee Sitetdvisar| - ||

Figure 15: Screen shot for editing a threat
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File Edit Wew Go

Bookmarks  Tools

<E| - LL)’ - @ |7‘ @ ||_| http:jflocalhost: 1033 Appli_ETYRAJTYRA_webpages/EditDelete_Threat_Family,aspx V| @ a0 “Q, ‘
’ Getting Started E.‘ Latest Headlines
ETSI Web site 2007-03-22

Home > Threat Families = Edit Threat Family

+ Home

Assets
bstract Countermeausres
_Concrete
© Countermeasures
-Security Objectives
-Systems
-Threats
=Threat Families
wEdit Threat Family
w-Insert Threat Family
-drwanted Incidents
Sdlnerabilities

Edit Threat Family

Threat FamilyID| Name Description[Security Obijective

Edit Delete|S Cenial of service Awvallability

Edit Delete|1 Interception Confidentiality

Edit Delete|2 Manipulation Integrity

Edit Delete|7 Masguerade Integrity

Edit Delete|s read access Confidentiality

Edit Delete|3 Repudiation-delivery Integrity

Edit Delete|4 Repudiation-receipt Integrity

Edit Delete| Un-authorized use of resources Awvailability

W eaknesses
-Reparting
Dane -

Figure 16: Screen shot for editing a threat family

©) TVRA Webpage - Mozilla Firefox

File Edit Wew Go

Bookmarks  Tools

<E| - LL)’ - @ |:‘ @ ||_| http:jflocahost: 1033 Appli_ETYRAITYRA_webpages/EditDelete_Yulnerability, aspx V| @ a0 “Q, ‘
’ Getting Started E.‘ Latest Headlines
ETSI Web site 2007-03-22

Home > Vulnerabilities > Edit Wulnerability

bstract Countermeausres
Cancrete
ountermeasures
-Security Objectives
-Systems

-Threats

-Threat Families
-drwanted Incidents
=Yulnerabilities

=Edit vulnerability
wInsert Yulnerability

Edit Wulnerability

VulnerabilityID

Asset Name

Threat

Weakness _Name

Edit Celete|199

Authentication store

DNS cache poisoning

writable DNS cache

(database)
Edit Deletelz04 Authentication store DNS cache poisoning Password to
— (database) remember
Edit Deletelz14 AUthentication store Badly encrypted Media Testol
- = (database) interception

Edit Delete|217

SIF or other session server

DNS cache poisoning

wWritable DNS cache

Edit Delete|146

CNS data manipulation in server

writable data records

Edit Delete|162

reading public NS data

customer data in DNS

Edit Delete|137

EMUM credential manipulation

writable data records

Edit Delete|139

EMUM credential manipulation

Readable keys

“Weaknesses Edit Delete|142 DNS data manipulation in server |Writable data records
-Reporting Edit Delete|143 CNS data manipulation in server |Writable data records
12345678810
Dane °

Figure 17: Screen shot for editing a vulnerability
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Figure 18: Screen shot for editing a weakness
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Figure 19: Screen shot for adding a threat family
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Figure 20: Screen shot for adding a vulnerability
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Figure 21: Screen shot for adding a weakness
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5.6 Risk reporting
The eTVRA offers 2 standard reports:
. critical risks (i.e. only those with risk value of 6 or 9);

. al risks (i.e. al risk values).
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Figure 22: Screen shot of risk report (all risks)
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