ETSI TR 131 970 v19.0.0 025-10)

TECHNICAL REPORT

Universal Mobile Telecommunications System (UMTS);
LTE;
UICC power optimisation
for Machine-Type Communication (MTC)
(3GPP TR 31.970 version 19.0.0 Release 19)

=~

& ADVANCED

)

A GLOBAL INITIATIVE



3GPP TR 31.970 version 19.0.0 Release 19 1 ETSI TR 131 970 V19.0.0 (2025-10)

Reference
RTR/TSGC-0631970vj00

Keywords
LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TR 31.970 version 19.0.0 Release 19 2 ETSI TR 131 970 V19.0.0 (2025-10)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Report (TR) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TR 31.970 version 19.0.0 Release 19 3 ETSI TR 131 970 V19.0.0 (2025-10)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
0= Yoo IR 4
1 o0 o< TP P URUP PRSPPSO 5
2 L= 1= 1= U 5
3 Definitions, symbols and abbreviationS .............cceieeeii e e e 5
31 D= T aT] (0] TP P TR PRTUPTPPURRSI 5
3.2 ADDIEVIBLIONS ...ttt et bbbt a et e e e b e sh e e b e b e e he e s e e e e besheeb e e Rt e R e et e e e bt sheebenneeneennen 6
4 LS S o= S-SR 6
5 Power considerations related to the UICC ..........oooiiici e 7
51 Causes of power consumption related t0 the UTCC.........cooiiiiiiiiie ettt 7
511 L1100 o (0o (o] o FEO OSSP PP PTUR USROS 7
5.1.2 Presence deteCtioN POHING ......oiveir e st e et et e e e e e tesreesaeesneenneeneennnans 7
5.1.3 L (=Tt A= oo T oo PSSR 7
514 Power absorbed by the UITCC iN i@ SALE........ocuiiiecee et nae e e 8
5.2 L0 091072 o 1T 8
521 INEFOTUCTION. ...ttt ettt e et e st e s be et e e be e seeaeeeseeebe e beenbeenteessenbaenbesnsesasesaeesaeeseenseenseans 8
522 Power required to iNitialiZE A UICC.........coiiiee ettt s b e b e sn e ene 8
523 (@] 00T 0= 1 o SO STP R POTTRRT 9
524 CONCIUSIONS......c.eieiee ettt ettt ettt st e st e s ae e s aeeebeeabeeaseeaeeebeeebeenbeesbeeatesaeesaeesheesbeebeenseenseessesseesteetens 9
53 OJECLIVE ...ttt h bt b e bt b e b e e bt s E e e e bt e R e st e bt Ao Re Rt e R e Re e b e b e Rt bR ne bRt b et b n e 10
6 0T o010 [ o] U1 oo SRR 10
6.1 UTCC SUSPENSION.......veeuieeieeetestesieesaeeseeesseesteeseessaasseesseesseasseassesssesseesseesseasseanseassessenssenssenssennsessesssessssesseensennsenns 10
6.1.1 OVEIVIBW ..ttt ettt st ettt s e et e b e s e et et e s e e st et e s e e m e ek e s 4 eneeb e sE e st eE e s b e st e b e eEeneebesbe e et e sbe e ebesbeneesenbenensens 10
6.1.2 INEW COMIMIBINGS ...ttt sttt ettt b bt ae b et e e e se e eh e e bt e he e b e e e et e se e eh e s R e eheen e e s eme e e e b e nbesbesbeeneennennea 10
6.1.2.1 FNEFOOUCTION ...t e b e e b a et e e s et bt bt eh e e ae e s et e st e e e b e seeebesaeebe e e e e es 10
6.1.2.2 SUSPEND UICC ...ttt sttt sttt st s aesessesses e s sessesessessesessessesessessesessessenensensanenns 10
6.1.22.1 FUNCETON@l AESCIIPLION ...ttt ettt bt ens 10
6.1.2.3 RESUME UICC ...ttt sttt ettt e et s e e te e st e e be s e taeeteeeabaeeseeesaeeansaeanteeennneensaeennenenn 11
6.1.23.1 FUNCETON@l AESCIIPLION ...ttt ettt 11
7 Considerations on propoSed SOIULIONS..........ccecieeiiiiieie e ettt re e st re et sreetesre e nesreenes 11
7.1 UTCC SUSPENSION......veeuieeieeteseesieeseeeseeesteesseeseessaesseesseeseassesssesssesseesseesseanseanseassessenssenssenssessesssssnessseesseensennsenns 11
711 11 d0e (0o (o] o FOO TS PRSP URTURURPSRIN 11
712 S o U 1 TSP PSPPS 11
7.13 1001 TSP 12
7.1.31 ProaCtive UICC SESSION.......ccieitieiteeite et cee st s e st ettt e e ateeaeesbeesbeesbeesbeebesasesaeesaeesseeseenseessesaeesseesreesanns 12
7.1.3.2 BIP SESSION ...ttt ettt et e e e eae e eae e ebe e be e be e be e teeaaesaaeteereaneeaaeeeaeeareeabeereans 12
7.1.33 LI L 110 £ TP 12
7.1.34 OLNEE BVENLS ...ttt e et e e e e e ae e e be e be e st e e abeeheesbeesbeesbeensesaeesaeeabeenteenteentesaeesaeesanas 12
7.1.4 INEEINAl EVENES.... ..ottt ettt e e be et e s he e sbe e sbe e beeaseeaeeeaeeebe e beenbeeseesbeesbeesbaeteenteenresnnesans 12
7.15 (DU o] [T PP S PO PRURTURURPRPIN 13
7.1.6 IMPACT ON IMIE ... sttt st e st e s e ke e et e e s e b e e e be e ste e s st e e sbbe e s ateenabeesareenares 13
8 (o]0 Tex 117 Lo oSSR 13
8.1 L 1 L@ 17 o PSSR 13
8.2 Impact on 3GPP Network acCess apPliCALIONS ...........ceiiriiiririeirie e 13
Annex A: ChANGE NISLOTY ...ttt bbb e e et e b e s n e 14
L 11 (TP TP PR PRPRPRTROTN 15

ETSI



3GPP TR 31.970 version 19.0.0 Release 19 4 ETSI TR 131 970 V19.0.0 (2025-10)

Foreword

This Technical Report has been produced by the 3@ Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

ETSI



3GPP TR 31.970 version 19.0.0 Release 19 5 ETSI TR 131 970 V19.0.0 (2025-10)

1 Scope

The present document has the objective to describe the power consumption caused by UICC when it isidle and
identify the potential solutions to allow the reduction or removal of the UICC power supply in order to save power
when the UICC is not required for long periods of time.

This document identifies conditions which might need to be applied to the UICC platform.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TR 41.001: "GSM Release specifications'.

[3] 3GPP TS 31.101 V13.0.0: "UICC-terminal interface; UICC-terminal interface; Physical and
logical characteristics'.

[4] 3GPP TS 31.102 V13.1.0: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

[5] 3GPP TS 31.111 V13.1.0: "Universal Subscriber Identity Module (USIM) Application Toolkit
(USAT)"

[6] ETSI TS 102 221 V13.0.0: "Smart Cards; UICC-Terminal interface; Physical and logical
characteristics'.

[7] ETSI TS 102 223 V12.3.0: "Smart Cards,; Card Application Toolkit".

[8] 3GPP TS 22.368 V13.1.0: "Service requirements for Machine-Type Communications (MTC);
Stage 1"

[9] 3GPP TR 23.887 V12.0.0: "Study on Machine-Type Communications (MTC) and other mobile

data applications communications enhancements’

[10] 3GPP TS 23.682 VV13.4.0: " Architecture enhancements to facilitate communications with packet
data networks and applications"

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].
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3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], in 3GPP TS 31.102 [4] and
the following apply.

An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any,
in 3GPP TR 21.905 [1].

4 Use cases

Use cases are described in Annex A of TS 22.368 [8]. Some examples are copied below:
Extra Low Power Consumption Use Case

For high mobility case, tracking MTC devices such as animal tracking MTC devicesin natural world with high
mobility require extralow power consumption because it is almost impossible to replace the battery or recharge the
battery for animal tracking MTC device. Compared to the tracking devicesinstalled in the cars and trucks because
cars and trucks could generate electricity by themselves, extralow power consumption for these MTC devicesis
required.

For cargo tracking, the cargo with atracking MTC device could move very fast such ason atrain or lorry and could
stand still such asin the dock before loading or unloading. It is not desired to either change its battery or replace
battery during the transport period, so extralow power consumption MTC devices are also required.

For prisoner tracking MTC devices are already used by police, prisoners will not cooperate with police and would
wish the MTC devices have flat batteries; therefore, extralow power consumption feature is required for these MTC
devices. For the tracking MTC devices of elder people who have memory problem, children or pets, even the
batteries of these MTC devices could be replaced or charged, however, considering the worst scenario — if they are
missing, it requires the MTC devices with extralow power consumption and long working time in order to find
them.

For low mobility case, the gas meter MTC devices must be battery powered. Extralow power consumption for gas
MTC devicesis much more critical than electricity meters.

Extra Low Power Consumption with Time Controlled MTC Devices Use Case

Time Controlled MTC Devices which send or receive data only at certain pre-defined periods may be operated in
one or more modes that minimize power consumption.

An MTC Device may be operated in a mode where it is expected to receive non-periodic messages (e.g. emergency
messages or notifications of altered access period as with the MTC Feature Time Controlled outside the time
controlled periods. The MTC Device should minimize power consumption while in a mode to support this.

If the application requires the MTC Device to send or receive data within pre-defined periods and receive non-
periodic messages outside these periods, operation at the lowest possible power consumption level to extend battery
life should be achieved.

Such use cases justify the overall system requirement present in TS 22.368 [8]:

The system shall provide mechanisms to lower power consumption of MTC Devices.

Some solutions to lower the overall power consumption in such scenarios are already defined within 3GPP, as described
in TR 23.887 [9] clause 7. These include:

- Extended DRX cycle, introduced in Rel-13, as described in TS 23.682 [10] clause 4.5.13.

ETSI
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5 Power considerations related to the UICC

5.1 Causes of power consumption related to the UICC

51.1 Introduction

During the power cycle of the ME, there are only some short periods of time during which the UICC is actively used by
the terminal and that activity normally occursin bursts. Examples of thisinclude:

e The ME reads configuration parameters set by the MNO and stored in the UICC
e The ME performs authentication command

e The ME reads data stored in the UICC by the end user (i.e. phonebook or SMS)
e TheME writes datato the UICC

e Proactive sessions, asdefined in TS 31.111 [5]

o Toolkit events, asdefined in TS31.111 [5]

During the rest of the time, the UICC is not actively used by the terminal. There are three distinct causes of power
consumption that are related to the presence of the UICC that contains a USIM when not actively used.

5.1.2 Presence detection polling

The presence detection mechanismis defined in ETSI TS 102 221 [6] clause 14.5.2 and referenced by 3GPP TS 31.101
[3]:

If an application present on the UICC has the requirement to ensure that the UICC has not been removed during a
card session the following procedure applies. The terminal sends, at frequent intervals, a STATUS command on
the UICC-terminal interface. The STATUS command shall be issued within a period of inactivity on the UICC-
terminal interface. [...] This procedure shall be used in addition to a mechanical or other device used to detect the
removal of aUICC.

According to TS 31.102 [4] clause 5.1.9, presence detection polling is required by the USIM only in case of acall,
including active PDP context, and can be suspended if the M E has not exchanged any data with the network within a
30s period of inactivity on the UICC-ME interface.

The ME may suspend the UICC presence detection based on STATUS commands in case it has an active PDP
context or an active EPS bearer context, but has not exchanged any data with the network within a 30s period of
inactivity on the UICC-ME interface, and resume it as soon as data is exchanged with the network, sending
immediately a new STATUS command.

As aconsequence of changes agreed in Release 12 as part of the M TCe-UEPCOP-CT Work Item, the presence
detection polling is not a concern for devices that are not actively exchanging data with the network.
5.1.3 Proactive polling

The proactive polling mechanismis defined in ETSI TS 102 221 [6] clause 14.6.2 and referenced by 3GPP TS 31.101
[3]:

During idle mode the terminal shall send STATUS commands to the UICC at intervals no longer than the
interval negotiated with the UICC (see TS 102 223 [7]). During a call the UICC presence detection applies. The
default value for the proactive polling is the same as for the presence detection procedure.

Theinterval of the proactive polling can be negotiated between UICC and ME:

e the UICC can completely disable proactive polling using the POLLING OFF proactive command, defined in TS
31.111[5];
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e the UICC can mandate alonger polling interval using the POLL INTERVAL proactive command, defined in TS
31.111[5];

e the ME can request an optimal polling interval using the Poll Interval Negotiation procedure, defined in TS
31.111[5].

In adeployment where power saving is very important, it is reasonable to expect that polling is disabled by the UICC or
that at least an optimal polling interval requested by the ME is negotiated. As a consequence, the power consumption
related to proactive polling is not a concern for those devices.

514 Power absorbed by the UICC in idle state

The UICC consumes power at al times, also when the clock is stopped and the UICC isin idle state. This power
consumption is summarized in table 1 for different classes of UICC, based on valuesindicated in ETS| 102 221 [6]:

Table 1: power when the clock is stopped

Class Clause Power consumption
Class"B" 521 | WhentheUICC isinidle state, the current consumption
shall not exceed 200 pA at 1 MHz at +25 °C. When the
UICC isin clock stop mode and no other interfaceis
active, the current consumption shall not exceed 100 pA at
+25 °C.

Class"C" 53.1 | WhentheUICCisinidle state, the current consumption
shall not exceed 200 pA at 1 MHz at +25 °C. When the
UICC isin clock stop mode and no other interfaceis
active, the current consumption shall not exceed 100 pA at
+25 °C.

M easurements taken in the field on UICC cards without special applications (for example, payment applications) show
a consumption of about 15 pA in clock stop mode. Thisvalueis used as reference in the rest of this document.

In addition to the numbersindicated above, note that the overall power consumption of the ME to provide the necessary
current to the UICC is significantly higher, asit needs to keep the voltage regulator active.

Even if these numbers seem to be low, they become significant over alarge period of time, which is acommon use case
for some devices.

5.2 Comparisons

521 Introduction

The objective of this clause isto compare the power consumed by the terminal in two distinct cases. during the
initialization of the UICC and an attach procedure to the network, and the while keeping the UICC in idle mode without
exchanging any APDU.

The goal of this comparison is to define the best strategy from a power perspective for a UE that only needs to exchange
data with the network rarely.

For this comparison, it will be assumed a UICC card with only aUSIM, as commonly seen in commercia deployments
for devices that do not have voice capabilities.
5.2.2 Power required to initialize a UICC

The amount of time taken by the ME to initialize aUICC and the USIM application in it varies significantly, depending
on the number of factors, including:

e servicesthat are enabled in the USIM application (as the number of EFsthat needsto beread is directly related
to the initialization time);
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e capabilities of the terminal (for example, a device without voice capabilities might not cache the phonebook
stored in the UICC)
o speed of the 1SO interface
e delay of the UICC to respond back for APDU requests

An overall initialization time of about 2 seconds can be considered as an average delay for devicesthat initialize a
UICC containing asimple USIM, without many additional services.

During this delay, the power consumption of the UE is the sum of two components:
e Power consumption of the USIM
e Power consumption of the ME

In the absence of specific negotiation with the UICC using the TERMINAL CAPABILITY command, which isthe
most common case in the market today and most likely scenario for M2M terminals, the USIM has a maximum power
consumption of 10 mA, as specified by ETSI TS 102 221 [6].

The estimate of the power consumption of the ME is not simple, asit vary greatly and has evolved rapidly in the last

years. Anyway, for the purpose of this document, a power consumption of 100 mA will be considered.

5.2.3 Comparison

The following clause analyzes the power consumption related to the UICC for these two approaches:
e terminal keepsthe UICC powered up in clock stop mode and the UICC consumes 15 pA for the entire duration
e UE switches off the UICC and re-activatesit only when needed

The comparison is done for two separate cases, respectively with duration of 1 day and 1 week.

The additional power consumption of the ME is not considered in table 2, as it would be the same in both cases.

Table 2: Comparison of power consumption

1day 1 week
UICC powered up in clock UICC switched off UICC powered upin | UICC switched off
stop mode clock stop mode
USIM 15pA* 24 h= 10mA * 2s= 15 uA * 168 h = 10mA * 2s=
0.360 mAh 0.005 mAh 2.520 mAh 0.005 mAh
ME 0 mAh (see note 1) 100 mA * 2s= 0 mAh (see note 1) 100 mA * 2s=
0.055 mAh 0.055 mAh
Total 0.360 mAh 0.060 mAh 2.520 mAh 0.060 mAh
NOTE: Thisvalue assumes the best case without any leak in the ME to keep the UICC powered up.

In addition to power consumed for the UICC, there is also a difference in the power required for signalling over the
network. An accurate estimate of the power required for thisisdifficult to perform: it varies greatly based on network
conditions and delays, and it might also change alot for each product. Anyway it is reasonable to consider them similar
and it should be noted that this contribution to the total power becomes less and less relevant with the increase of the
duration.

524 Conclusions

From the comparison above, it is evident that there is no incentive from a power perspective to keep the UICC powered
up in clock stop mode.
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5.3 Objective

The objective of this document is to define a UICC platform level solution that can be used to reduce the power
consumption of the UE when the UICC is not actively used, removing the power component caused by the UICC inidle
state.

The document focuses on M2M use cases. In this context, it is assumed that the UICC has limited functionalities and
does not include applications often seen for smartphones (for example, for mobile payments).

6 Proposed solution

6.1 UICC suspension

6.1.1 Overview

3GPP has aready agreed text to allow the UE to switch off the UICC card as described in 3GPP TS 31.102 [4]
clause 5.1.10 in order to reduce power consumption, as per previous sections. This has two impacts:

e The ME needsto re-initiaize the UICC and the USIM from the beginning when the USIM is required
e TheUICC would lose its context, which could potentially have impact on the applicationsin the UICC

For these reasons, it is proposed a solution where the UICC can be suspended in a way that allows the ME to remove
the power, while still keeping the status of the card.

Itisclear that a solution where the UICC is suspended needs to be specified at platform level, so it is appropriate that
such solution is defined by ETSI SCP.

The following section describes a high-level proposal as discussed in CT6. The final solution might be different from
what is described below, aslong as it meets the overall requirements discussed in this document.

6.1.2 New commands

6.1.2.1 Introduction
The proposal isto introduce two new commandsin the UICC platform, as specified below:
e SUSPEND UICC

e RESUMEUICC
6.1.2.2 SUSPEND UICC

6.1.2.2.1 Functional description

Thisfunction is used to store the internal status of the UICC so that power supply to the UICC can be switched off.
When the UICC receives the command, it stores the complete UICC status to a non-volatile memory. The UICC status
includes at least the following items:

e dtatusof selected NAA on each logical channel
e security conditions for each NAA
e selected EF and record for each logical channel

e dtatusof toolkit applications
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The ME does not issue the command if the UICC suspension mechanism is not indicated as supported by the UICC (for
example, by means of abit in the EFymec).

The UICC generates a Resume information and stores it with the complete status to its non-volatile memory. The
method of generation and the length of the Resume information need to be defined.

The UICC deletes or invalidates the saved statusiif it receives any APDU after responding to the SUSPEND UICC
command. Thisimpliesthat the UICC may have at most one stored status at any time.

NOTE: the execution of this command might take a significant amount of time.
The input parameters of the function include at least the following items:
e Maximum duration of the suspension proposed by the ME
The output parameters of the function include at least the following items:
e Negotiated duration of the suspension decided by the UICC

e Resumeinformation
6.1.2.3 RESUME UICC

6.1.2.3.1 Functional description

Thisfunction is used to restore the status of the UICC that was previously stored to non-volatile memory of the UICC.
The UICC shall delete the stored UICC status after execution of the command, irrespective of the result.

The ME does not issue this command if the UICC suspension mechanism is not indicated as supported by the UICC
(for example, by means of abit in the EFymec).

The UICC deletes or invalidates the stored status if anormal initialization is performed by the UICC. For example, the
UICC might delete or invalidate the stored statusif it receivesa TERMINAL PROFILE command or any SELECT by
DF name command. The UICC rejects the RESUME UICC command if it does not have avalid status to resume (for
example, returning status word '6985").

The UICC compares the Resume information passed by the terminal with the key stored in the non-volatile memory.
The UICC responds with an error if the Resume information passed by the ME does not match (for example, returning
status word '6982"). The UICC restores the previous status and return ‘9000 if the Resume information passed by the
ME is validated.

NOTE: the execution of this command might take a significant amount of time.
Theinput parameters of the function include at least the following items:

e Resumeinformation

7 Considerations on proposed solutions

7.1 UICC suspension

7.1.1 Introduction

The following clauses describe the considerations related to the UICC suspension proposal.

7.1.2 Security

The main security objective of the feature isto prevent that a UICC can be suspended, removed from the ME and then
resumed in a separate ME, where it can be used bypassing the initialization and, potentially, the PIN verification. The
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"Resume information” described in the sections above solves the problem, allowing only the ME that has the "Resume
information" to be able to issue the RESUME UICC command successfully.

The aternative where the UICC is powered down and re-initialized when needed by the terminal should be considered
less secure, because it is applicable only to the case where PIN is disabled. For this reason, that creates an incentive to
keep the PIN disabled in the USIM.

7.1.3 Toolkit

7.1.3.1 Proactive UICC session
The proactive UICC session isdefined in ETSI TS 102 223 [7] clause 3.1:

proactive UICC session: sequence of related CAT commands and responses which starts with the status response
'91XX" (proactive command pending) and ends with a status response of *90 00' (normal ending of command) after
Termina Response

The suspension of the UICC during a proactive UICC session might potentially lead to problems to the application,
especialy if there are time-sensitive operations. Moreover, even if the interface between ME and UICC might beidle
during a proactive UICC session, it islogically incorrect to assume that entire UICC isidle.

For this reason, the solution should prevent the suspension of the UICC during a proactive UICC session.

7.1.3.2 BIP session

BIP is used to establish a data connection between the UICC and a server on the network, using the connectivity
provided by the ME. It is possible that the proactive UICC session is ended during an active BIP session (i.e., while
waiting a response from the network).

In order to avoid any impact on network elements, the SUSPEND mechanism should not be used if any BIP channel is
opened.

NOTE: these considerations do not apply for the OPEN CHANNEL related to UICC Server Mode.

7.1.3.3 Timers

The UICC is able to manage timers running physically in the terminal with the proactive command TIMER
MANAGEMENT and be informed when the timer expires. Timers are normally used for time-sensitive operations.

The solution should not have impact on the handling of timers. The solution should:
- Either prevent the UICC suspension when one or more timers are running,

- or guarantee that UICC is resumed before any timer expires.

7.1.3.4 Other events

In the case where the ME needs to send an ENV EL OPE command to the UICC when it is suspended, the ME should
immediately resume the UICC and then send the ENVEL OPE.

7.1.4 Internal events

It is possible that specific applications (e.g. USIM, ISIM, CAT applications) inside the UICC can not tolerate the
suspension of the UICC in a specific state or might need to perform specific operations before the UICC is suspended.
For this reason, the solution should have a mechanism to inform the applications in the UICC about the SUSPEND
command and allow each interested application to return atemporary error or reject it. A temporary error givesto the
ME the indication that SUSPEND can be retried later. A mechanism to avoid a repeated trial and error approach by the
ME should be considered (e.g. by alowing the UICC to indicate a period of time after which the ME may retry
successfully to issue a SUSPEND command or a mechanism for the UICC to explicitly state it isready to be
suspended).
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7.1.5 Duration

It is considered useful for the UICC to know the estimate of the duration of the suspension. The ME might not bein a
position to know it exactly, as this might vary based on external inputs, but the ME is able to provide the maximum
duration.

The UICC should be able to negotiate such duration, proposing a smaller value, if it has the need to be resumed at a
specific time to perform time-critical activities (for example, report to a server at a certain time).

7.1.6 Impact on ME

The ME should not use any of the values contained in the UICC and previous cached (e.g., value of IMSI) until it has
successfully resumed the UICC.

The ME should also maintain the status related to toolkit operations. This includes maintaining the poll interval
negotiated with the UICC, the list of eventsreceived in thelast SET UP EVENT LIST proactive command and the
toolkit menu received in the last SET UP MENU proactive command. These should be removed from the ME only in
case of failure to resume the UICC successfully.

8 Conclusions

8.1 UICC platform

A solution for the UICC suspension requires support by the UICC platform. For this reason, ETSI SCP should be
requested to provide the required commands.

8.2 Impact on 3GPP network access applications

Based on the solution adopted by ETSI SCP, 3GPP would need to further expand its specifications to incorporate

necessary changesto allow a UICC containing 3GPP network access applications (for example, USIM and 1SIM) to be
suspended. The overall impact will be assessed when the platform-level changes are available.
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