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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

BLUETOOTH® is atrademark registered and owned by Bluetooth SIG, Inc. Dyson'™ is atrademark registered and
owned by Dyson Technology Limited.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Electromagnetic compatibility and Radio
spectrum Matters (ERM).

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ET S| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document examines the background to the citation of harmonised standards and identifies issues that do
now, and might in the future, impact on ETSI's ahility to deliver standards to a specification that is deemed acceptable
to the EC. Issues are explored and recommendations made to alter ETSI working practices to address these issues.

After consideration by the EC, EESC and ET Sl a group should be set up between the three organizations to consider
these issues and recommendations as a matter of urgency.

Once the issues have been resolved, Master Documentation setting out the requirements for harmonised standards
should be agreed.

ETSI
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Delaysin citations

The availability of harmonised standardsis critical to the smooth and efficient design and development of products to
be placed on the European market. The absence of harmonised standards leads to delays in products coming to market
and additional - sometimes significant - costs. Delays to the citations of such standards, therefore, are highly
unsatisfactory and both the ESOs and the EC have to recognize that they have aroleto play.

It is recommended, therefore:

o ETSI should seek greater involvement in the drafting of SRs, warning that failure to heed such arequest will
lead to more rejected requests and, ultimately, bigger delays to standards becoming available.

. The EC and ESOs should, jointly, develop an understanding of the scope of the associated SRs before setting
timescal es associated with delegated acts.

. The Impact assessment should clearly set out the assumed scope of the Delegated Act so that the true cost of
the demanded legislation can be calculated.

. ESOs should be allowed to partially accept SRsif disagreements are encountered or, if deemed inappropriate,
for aparticular ESO to respond to a part of an SR.

. ESOs should be allowed staged implementation dates, whereby tranches of standardisation activity can be
delivered by an initial deadline and the entire work packages completed by alater date(s).

Functional requirements

Prior to the RED delegated act, tests contained in Harmonised Standards were primarily based on physical attributes
and the laws of physics which where well understood with tests being appropriate to the type of device. With the scope
of radio standards being expanded to include functional requirements (in particular software), however, defining
requirements and drafting corresponding tests becomes ever more challenging, when the way in which the requirements
are achieved isimplemented differently from product to product. Documenting a procedure, therefore, that satisfies the
EC'sinterpretation of legal certainty will become ever more challenging.

It is recommended, therefore:

e When writing new types of standards, the EC or HA'S need to be involved from the start of the work. If, when
developing a new framework, the work proceeds in a direction counter to the EC's visions, there isarisk that
much time will be lost.

e  TCsshould note that industry would be reluctant for manufacturers to have to deliver source code, manuals
etc., asthisisundesirable and risky.

o ETS! needsto develop away in which testing is feasible without revealing products' inner workings.

. ETSI might consider merging TC Al and/or TC Cyber into ERM to better connect the expertise within the
organization.

e  When subjective testing isinvolved, the complexity and time it takes for the ESOs to conduct the risk analysis
supposed to be captured in the HEN increases exponentially with the scope of the expected legidlation (e.g.
addressing consumers/B2B as well asindustrial/B2C products). This should be considered by regulators when
setting the scope and timeframe of |egislations such as the RED cybersecurity articles, the CRA, or the Al Act.
NLF based.

The EC should not use NLF based legislation such as the RED to introduce such functional requirements involving
subjective testing if it is going to insist on such a high level of legal certainty:

e A clarificatory discussion should be held between the EC and standards bodies with clear outcomes on how to
addresses functional requirements.

. ETSI should continue to highlight the gap between what can be achieved with NLF standards (used at the
point of placing products onto the European market) and what stakeholders require in order to keep products
secure through their lifetime. A lifetime commitment would be a challenging ask raising fundamental
guestions over the liability of products managed by consumers and would be best addressed using more
targeted legislation such as the Cyber Security Act or Cyber Resilience Act.

ETSI
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Horizontal issues

Experience from a great many TCs and reported at OCG RED has revealed that there are alarge number of issues being
raised by the EC desk officer and the HASCs that are common across TCs, or are receiving inconsi stent assessments.
Many of these have been collated into a single document to be presented to the EC, and ultimately turned into a FAQ
document. It islikely that this treatment of similarly common issues will continue on an ongoing basis within OCG
RED.

It isrecommended, therefore:

. ETSI OCG RED should continue to collate and maintain a database of detailed technical/ legal issues that have
been raised by the EC and/or the HASC in order to avoid repetitive discussion of topics and inform
rapporteurs.

e  TheEC should alow in situ testing/standards to be written in caseit isimpractical to carry out such testing in
atest laboratory or factory setting.

Relationship with the EC

In areport from the Commission to the European on its Standardization Strategy [i.28] in February 2022, the EC
claimed that the high number of failed reviews of standards was, 'mainly due to inadegquacy with EU law, showing that
more work isto be invested in the development process of standards - e.g. within the technical committees - so that the
work is more aligned with the policy and legal requirements”. Experience of ETSI & CENELEC TC leads, however,
challenges this narrative suggesting that, although in many cases this might have been fair criticism, there have been
other factors that have led to unfavourable reviews.

Widespread concern was also expressed by TC chairs over the consistency of decisions and inflexibility of the EC in
ng candidate harmonised standards, and there was frustration at the growing number of standards that are
rejected or cited with restrictions.

Many examples of inconsistency of decisions from standard to standard were cited, leading to frustration and delaysin
the publication of standards. Such delays cost standards writers time, and hence money, but also leave the EU market
with incomplete documentation, thereby adding further costs to industry and leading to uncertainty in the quality of
products being placed on the market.

The EC is empowered to introduce delegated acts on existing legidation, such as the RED, providing it carries out a
thorough impact assessment. Recent experience demonstrates that, even after the (sometimes controversial) public
debate and publication of such an impact assessment, the corresponding actions, such as the publication a del egated act
or the issuance of a Standardisation request, the actual impact on industry (both cost and time to make changes) and the
market more widely is often wildly underestimated.

It is recommended, therefore:
e  All meetings and decisions by the HASC and EC staff should be documented.

e  All meetings with the EC discussing matters pertaining to the citation of standards should be minuted - at least
onthe ETSI side - so that all discussions are captured.

. Highlight the cost (to industry, MSAs and Europe) of onerous compliance requests and missing or out-of-date
standards.

. Better education up to politicians (on mandates) so that all understand the implications of mandates, especialy
the way in which they might be converted to SRs.

e  When drafting standards, all issues should be collected and faced directly without trying to hope that the
problems will go away.

. Rapporteurs should not take the attitude that 'if the EC has not complained ETS| should not make any changes
- al issues should be addressed to avoid future problems, even extending to other standards.

e  Affected rapporteurs should not reject issues simply because they were only reported for other standards.

. Cross-standard references might, where practical and applicable, be encoded into ETSI processes to ensure
that they are pursued.

ETSI
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e  TheEC should draft aclear set of rapporteurs/HASC guidelines, because the current guidelines are confusing
and go into insufficient detail when compared to the issues being raised by the HASCs and the EC itself.

. In anticipation of formal documentation from the EC, ETSI should generate a set of ‘Master Documentation',
setting out its understanding of what is expected and what is required in harmonised standard. This might be
founded on the horizontals issues FAQs that are being generated by TC ERM.

. ETSI should put a processin place to ensure that the Master Documentation set is updated appropriately as
new information comes to light, or an earlier understanding is altered or clarified.

e  TheEC has suggested there should be training for rapporteurs and ETSI officers but conversely, it may prove
useful for EC legal services group to have experience of everyday lifein test labs e.g. with accreditation
services.

e  TheEC should publish Impact Assessments for al mandates, and update those assessments in the light of
developments that significantly impact on the cost of their implementation.

. The reinstatement of generic standards, which are necessary in the European market.

e  Aspaperwork causes the majority of issues, in particular the technical file, the master documentation should
Set out a clear understanding as to what is required.

. ETSI and the EC need to find a balance as to what properties of equipment can be declared.

. However, the handling of measurement uncertainty is understood globally and ETSI should continue to use the
same approach.

Relationship between ERM and other TCs & ESOs

The relationship between ETSI and the other ESOs (CEN and CENELEC) is excellent and the formal channels for
exchanging information and collaborating works well. Nevertheless, collaborative preparatory work for the RED 3(3)
articlesreveaed that in order to achieve the tight timescales involved, progress could only be made through aloose,
informal way of working between ETS| TC Cyber and CEN/CENELEC JTC13. This cross ESO working was brought
about by the necessarily broad scope associated with the RED 3(3) articles requirements. In future, more and more
products will involve cross boundary working (e.g. White goods) and so more collaboration will be needed - both
between and within ESOs (i.e. between TCs).

It isrecommended, therefore:

. Existing OCG groups which have been used as an interim solution to cross-cutting Standardisation Request are
unable to prepare and agree standards and so TC Cyber and whichever group takes over the OCG Al work
should join ERM for the purpose of ensuring members are kept up to date, or another structure might be
considered.

. Given it currently it takes many months to set up joint groups with much political discussion, a permanent,
informal inter-ET SI-CEN/CENELEC liaison group might be set up with a changing membership dependent on
subject.

. More widely, a matrix structure might be set up between ETSI/CEN/CENELEC identifying who can
immediately speak to whom, which might help with the limited interconnectivity within CENELEC, where
individuals are present only on specific committees.

. Permanent Hybrid meeting facilities should be set up to encourage members to participate in this cross-ESO
work.

. Governments should be encouraged to better fund standardisation activities including membership of ETSI.
Legal certainty

The EC'sinterpretation of legal certainty, influenced by their interpretation of the Elliott case, has led to the delay of
many harmonised standards since the transition from the R& TTE to the RED, where statements within new (and
existing) standards have been deemed to be insufficiently certain. The EC has made it clear that it considers harmonised
standards to be legal documents, the implication being that they should be sufficiently legally certain, even though they
are, essentially, technical documents with different demands on the quality of their scope and content.

ETSI



9 ETSI TR 103 880 V1.1.1 (2022-11)

It is recommended, therefore:
. A discussion is needed to ensure that all parties have the same understanding of this matter.

. The exact implications for HS need to be agreed. Does it require minor changes to the text in HS, or will it
reguire major changes and lead to HS for use with a DoC becoming different to HS for use in type approval ?

e  The cost versus benefit of requirements and procedures should be used by ETSI to establish a sufficient level
of testing detail, the principle of which the EC should accept.

. ESOs should always take the safest approach to handle uncertainties related to risk analysis, until criteriato
overcome this uncertainty are identified and agreed with EC.

. If the EC feels that requirements demanding subjective testing should be included in NLF legislation, there
should be an acknowledgement of, acceptance and description as to how such requirements should be
documented and tested by the EC, which would be captured in the master documentation.

Reputational damage

ETSI hasagloba reputation, both with regulators and industry and has long since prided itself on writing clear and easy
to follow standards and procedures. Demands that are being made recently of TCs by the EC and HASCs - both
demanding unrealistically onerous procedures and also the removal of instructive text - however, is damaging the
quality of standardsin the eyes of our customers and thereby damaging the reputation of ETS itself.

It is recommended, therefore:

. ETSI should recognize that there is abigger picture (than ETSI standards becoming very EU-specific) in that
Europe is mandating more and more European Common M odifications to globally-accepted | nternational
standards (devel oped by domain experts over many years, only for EC lawyersto find legal fault), leading to
fragmentation of standards, which can only lead to higher costs for consumers, and the disadvantaging of
European industry.

. ETSI, ultimately, perhaps, has a choice: write global standards only or adapt them to EU-specific
requirements, perhaps by way of an addendum. This would allow ETSI standards to continue to be consumed
initstraditional global markets.

e  Two-part standards might be considered, thereby satisfying the needs of the EC whilst not compromising
standards' global relevance, where detail (such as measurement procedures) that has been excluded by the EC
(but which infrequent users of the standards need, such as details of measurement tolerances) might be
returned.

. Else suites of documents could be written: one part for the engineers and/or technicians who are involved in
the (planning and execution of) testing and one part having legal significance.

. ETSI should continue to vocally defend industrial participation in standards writing.

. Both ETSI and the EC should understand the implications of detailed assessment procedures that are currently
being demanded, which lead to long and costly testing sessions, the cost of which to European industry (and,
ultimately, consumers) should be highlighted.

. In diverging from international standards, Europe risksisolation, which ETSI believes runs counter to the
interests of Europe. Deviations should be alast resort, and so the EC should be encouraged to approach third-
party SDOs and make their points, else uncertainty will continue to haunt European standards.

Availability and variability of HAS consultants

In 2018 the European Commission introduced the concept of Harmonised Standards Consultants (HASC) to
independently review the standards produced by the ESOsin response to Standardisation Requests. The reviews are
intended mainly to ensure that harmonised standards are legally sound and accurately reflect the intentions of the
Standardisation requests. A standard checklist of criteriais used by the consultants.

From late 2019, however, TC ERM, started to experience problems with the availability of HAS consultants to attend
ETSI meetings. The result of thisisincreased misunderstanding by both parties on the intent of each other and an over
reliance on the final review by the RED Desk Officer which takes place after the standard has been published by ETSI
and the work item closed, making revision of the standard time consuming.

ETSI
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TC ERM has also experienced different approaches and comments from different individual consultants. This
undermines the entire process because a TC might receive a "green light" from one during areview and then a
subsequent review by a different consultant might raise concerns that were not there in the first review. This lack of
consistency makes drafting extremely frustrating.

It isrecommended, therefore:

. HASC's should be given clearer guidance as to the scope of their activities and detail of where they should
intervene, with emphasis on intervention only in case of clear breaches of a standard's content.

. HAS consultants should be present in resolution meetings as well as engaging them at early stagein the
standard's genesis.

. A process should be put in place to avoid or resolve contradictory opinions by different HAS Consultants on
similar issues, before such opinions are validated and transmitted to the ESOs for action. In case an approved
new opinion contradicts a previoudly expressed one, the ESOs should not be held responsible for delays
resulting from aligning the standards with the new opinion.

Challenges of the EC's new standardisation strategy

When arequest for standardisation is made by the Commission, the European standardisation organizations are the only
bodies that can issue standards and standardisation deliverables. They do so in line with specific procedures set out in
Article 10 of Regulation (EU) No 1025/2012 of the " Standardisation Regulation”. The Standardisation Regulation also
provides that the European Union may support the European standardisation organizations financially.

Inits foreword, the EC contends that, "the strategic importance of standards has not been adequately recognized at the
cost of EU leadership in standards-setting. This must change". ETSI does not recognize the issuesraised in this
paragraph and would appreciate more explanation.

It isrecommended, therefore:

. The intention of the call to the ESOs to "facilitate access to standards' should be clarified, e.g. doesit means
facilitate access to the standards devel opment process to certain types of stakeholders, or facilitate access to
published standards (ETSI standards are freely available viathe ETS| website) by all stakeholders, or both?
The current ESOs landscape supports different financing models affecting either access to the development of
standards or access to the text of approved standards. This diversity of models has successfully proven its
ability to efficiently address a variety of issues, so the impact of enforcing a single model should be carefully
analysed.

. It should be acknowledged that European standards and legislation may serve different purposes, which may
be better served by different processes in the way to develop and disseminate European standards. While
Member States appointed representatives may be best placed to contribute when it comes to defining
reguirements for protecting consumers in already existing markets, the pace of innovation in Information and
Communication Technologies requires anticipation to ensure timely availability of mature interoperability
standards as an enabler to the development of new market segments. This requires active involvement of
scarcely available expertsin the innovative ecosystems. The ability of national committee based representation
to address such cases has to be assessed, while the ETSI industry-based participation model enabled the
success of the EU initiated GSM standards in the 1990s, which set the basis to global cellular communication
systems worldwide for the following decades.

. In judging the performance of the ESOs, there needs to be a clearly stated and agreed upon performance/speed
objectivesis necessary.

e  TheEC and the ESOs need to work together to anticipate regulation that may be required in the future for new
and fast-evolving sectors.

. Many ambiguities could be avoided if the Commission would agree, as a Best Practice principle, to atomize its
SR to the extent possible, i.e. one SR per HEN, or at least if the Standardisation Request could set specific
timeline for each HEN it covers while the ESOs would be allowed to individually Accept or Reject the
development of each HEN under such a combined SR.

ETSI
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e  The Standardisation Request should define the scope affected and the overall goal to achieve, i.e. the
"WHAT", without entering into technical details on "HOW" this goa has to be achieved. Frequently, the
Commission has atendency to enter far into ESO's territory when drafting its SRs (e.g. converting high level
objectives into detailed technical requirements).

. Change process to alow partial acceptance of SRs and/or dialogue or ensure that SRs are split into appropriate
and specific individua requests (with separate requests for separate deliverables whenever possible), with
realistic timescales.

Process issues

With the EC's new assertiveness in judging standards for citation it has become apparent that the ENAP process itself
creates problems that lead to delays and frustration within TCs.

The main problem encountered so far with the Standardisation Request process stems from the fact that the ESOs can
only fully accept or fully reject an issued SR within one month, with neither comments nor conditions admitted.

It isrecommended, therefore:

. Many ambiguities could be avoided if the Commission would agree, as a Best Practice principle, to atomize its
SR to the extent possible, i.e. one SR per HEN, or at least if the Standardisation Request could set specific
timeline for each HEN it covers while the ESOs would be allowed to individually Accept or Reject the
development of each HEN under such a combined SR.

e  The Standardisation Request should define the scope affected and the overall goal to achieve, i.e. the
"WHAT", without entering into technical details on "HOW" this goal has to be achieved. Frequently, the
Commission has atendency to enter far into ESO's territory when drafting its SRs (e.g. converting high level
objectives into detailed technical requirements).

. Change processto allow partial acceptance of SRs and/or dialogue.

. EC comments should be submitted at a stage where they could be debated and acted upon in the normal
process of standards production. This means as early in the process as possible and whilst this may place a
burden upon the RED desk and others, submission of comments during the ENAP process should be seen as
the appropriate place, thus making the act of citation a more straight forward step that does not get bogged
down in revision of the standard when the work item is closed and the standard published. Furthermore
submission of EC comments here also means that the EC comments along with everyone else's are subject to
full public scrutiny as part of the established process for standards.

e  TheEC'sright to fail/restrict citations comes at the end of the process - no time to remedy - Update ENAP
process, therefore, the ENAP process could be revised in such a way that:

- an additional NSO/NSB assessment (in parallel to first HASTAC assessment) could be established to
increase the NSO/NSB involvement during the EN preparation and not only NSO/NSB commenting
possibility during the ENAP official public enquiry step (including vote);

- the second HASTAC assessment may take place during the public enquiry;

- at the final stage (ETSI publication) the EC assessment may be prepared before ETSI would "final"
publish the EN. This "freeze" of the EN could provide ETSI the possibility to consider editorial changes
(requested by EC) to improve clarification in the EN.

Relationship with National Standardization Organisations/Bodies (NSOS/NSBs)

The Standardisation Strategy makes clear the EC's desire to ensure that NSOS/NSBs play a major role in the response of
ESOsto SRs. Asaminimum, NSOSNSBs will be responsible for rubber stamping ESOs response to SRs and the final
deliverable. NSOS/NSBs, however, do naot, typicaly, currently engage with these processes, which isleft to industry
participants.

It is recommended, therefore:

e  TheEC should clarify the process that it sees for enabling the 41 NSOs/NSBs of Europe to make decisions on
responses to SRs and publication of the resulting standards.
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. ETSI should work with the NSOS/NSBs to educate them as to their roles and responsibilities to ensure timely
production of harmonised standards.

. National Governments should be encouraged to fund their NSOSNSBs' accessto ETSI in order to alow them
to better engage with the standardisation process.

Introduction

The European Commission, in launching its Standardisation Strategy in February 2022, highlighted the pivotal role that
standards have to play in supporting the EU's single market, delivering "great benefits for companies and consumers,
creating a level-playing field in the single market for businesses and increasing consumer confidence". Whilst
acknowledging Europe's success in standardisation, the Commission contends that, "the strategic importance of
standards has not been adequately recognized at the cost of EU leadership in standards-setting. This must change'”.

ETSI plays akey rolein supporting regulation and legidation with technical standards and specifications, and is
recognized by the European Union (EU) as one of the three official European Standards Organizations (ESO) under
Regulation 1025/2012. It supports the policies of the EU and the European Free Trade Association (EFTA), in
particular producing standards to support European regulation and legislation as defined in Regulations, Directives and
Decisions devel oped by the EU, most importantly in the form of Harmonised Standards (European Standards (ENS)
with a special status). By adhering to these standards, manufacturers and service providers can claim "presumption of
conformity' with the essential requirements of a directive (by self-declaration), thereby saving them from having to go
through costly type approval processesin different member states.

Over the past five years there has been some disagreement between the ESOs and the EC over the content of
harmonised standards and efforts have been made on both sides to improve understanding. As aresult of the Elliott case
[i.11], the EC sees harmonised standards as being legal documentsin and of themselves, and this interpretation has led
to particular difficulties, in that demands are being made for there to be legal certainty in both the language and the
methodol ogies used. This, coupled with other recent developments, has led to difficultiesin writing and having
standards cited.

It is necessary, therefore to examine the nature of the concerns from al parties and understand the underlying issues
before setting out a way in which the current system maybe improved.
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1 Scope

The present document examines the background to the citation of harmonised standards and identifies issues that do
now, and might in the future, impact on ETSI's ahility to deliver standards to a specification that is deemed acceptable
to the EC. Issues are explored and recommendations made to alter ETSI working practices to address these issues.

Clause 4 provides background to the establishment of the RED in the context of the NLF. It sets out recent
developments that have affected the citation of standards put forward by the ESOs and describes the detailed process by
which related secondary legidation come into being and how the EC requests the ESOs write candidate standards.

Clause 5 examines the issues that have been faced by both the EC and the ESOs in recent years, and makes
recommendations as to how ETSI can alter its procedures to best address these issues and suggests changes that might
be made to the relationship between the EC and the ESOs to further streamline this process.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] CEPT T/R 20-06 (15 September 1988): "Transmitters and receivers for low power cordless
microphone”.

[i.2] European Commission: The Electromagnetic Compatibility (Amendment) Regulations 1994.

[i.3] Radio and Telecommunications Terminal Equipment (RTTE) Directive 1999/5/EC.

[i.4] Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the

harmonisation of the laws of the Member States relating to the making available on the market of
radio equipment and repealing Directive 1999/5/EC Text with EEA relevance.

[i.5] Regulation (EC) 765/2008 of the European Parliament and of the Council.

[i.6] Decision 768/2008 of the European Parliament and of the Council.

[i.7] Regulation (EU) 2019/1020 of the European Parliament and of the Council.

[1.8] Commission notice - The 'Blue Guide' on the implementation of EU product rules 2022.

[i.9] Directive 2014/35/EU of the European Parliament and of the Council of 26 February 2014 on the

harmonisation of the laws of the Member States relating to the making available on the market of
electrical equipment designed for use within certain voltage limits Text with EEA relevance.

[1.10] M/536 Commission implementing decision C(2015) 5376 final of 4.8.2015 on a standardisation
request to the European Committee for Electrotechnical Standardisation and to the European
Telecommunications Standards I nstitute as regards radio equipment in support of Directive
2014/53/EU of the European Parliament and of the Council.
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Judgment of the Court (Third Chamber) of 27 October 2016, James Elliott Construction Limited v
Irish Asphalt Limited.

Available at https://curia.europa.eu/jurigliste.jsfAanguage=en& num=C-613/14.

Judgment of the General Court (Fifth Chamber) of 8 November 2018, Dyson Ltd v European
Commission.

Cyber Resilience Act - new cybersecurity rules for digital products and ancillary services.

Available at https://ec.europa.eu/info/law/better-requl ation/have-your-say/initiatives/13410-Cyber-
resilience-act-new-cybersecurity-rules-for-digital -products-and-ancillary-services en.

A European approach to artificial intelligence.

Available at https://digital -strateqy.ec.europa.eu/en/policies/european-approach-artificial-intel ligence.

Industrial products - evaluation of the new legislative framework.

Available at https://ec.europa.eu/info/law/better-requl ation/have-your-say/initi atives/12654-1 ndustrial -
products-eval uation-of -the-new-l egisl ati ve-framework/public-consultation_en.

Standardisation requests - mandates.

Available at https.//ec.europa.eu/growth/single-market/european-standards/standardi sation-requests-
mandates en.

Stakehol der workshop: "EC-ESOs Task Force 'Timely European standards for a Green and
Digital, Single and Global Market".

Available at https.//www.cencenel ec.eu/media/ CEN-CENEL EC/Events/Events/2022/2022-03-02%20-
9%20Stakehol der%20Workshop%20-%20T F%20EC-ESOs/ presentations 2022-03-02 workshop esos-

ec.pdf.

Impact Assessment Report: Commission Delegated Regulation supplementing Directive
2014/53/EU of the European Parliament and of the Council with regard to the application of the
essential requirements referred to in Article 3(3),points (d), (€) and (f), of that Directive Impact
Assessment Supporting Study Relating to reconfigurable radio systems.

Available at https://single-market-economy.ec.europa.eu/system/files/2021-
10/SWD%282021%29%20302 EN impact assessment_partl v3.pdf.

Impact assessment supporting study relating to reconfigurable radio systems.

Available at https://op.europa.eu/en/publication-detail/-/publication/743131bb-200c-11ec-bd8e-
0laa75ed71al/language-en/format-PDF/source-248296311.

Report published by the European Commission on 2 February 2022, assessing the implementation
of Regulation (EU) No 1025/2012 across the European Union (EU) for the period 2016-2020.

Available at https:.//www.europeansources.info/record/report-on-the-i mpl ementati on-of-the-requl ation-
eu-no-1025-2012-from-2016-t0-2020/.

Aninitiative aims to address the challenges facing the European standardisation system and to
improveit.

Available at https.//ec.europa.eu/info/law/better-regul ation/have-your-say/initiatives/13099-
Standardisation-strategy _en.

Amendment to the Regulation (EU) No 1025/2012 European standardisation.

Availlable at https://ec.europa.eu/info/law/better-requl ation/have-your-say/initiatives/13376-A mendment-
to-the-Reqgulation-EU-N0-1025-2012-European-standardisation_en.
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Press release from the website of the European Parliament: " Adapting EU standardisation rules to
better respond to global challenges'.

Available at https://www.europarl.europa.eu/news/en/press-room/202207111 PR35003/adapting-eu-
standardisation-rul es-to-better-respond-to-global -challenges.

Publication of an update to the list of national standardisation bodies pursuant to Article 27 of
Regulation (EU) No 1025/2012 of the European Parliament and of the Council on European
standardisation 2022/C 189/08.

Available at https://eur-lex.europa.eu/l egal -
content/EN/TXT/?uri=uriserv%3A0J.C .2022.189.01.0075.01.ENG& toc=0J%3A C%3A 2022%3A 189%
3ATOC.

Cyber resilience act - new cybersecurity rules for digital products and ancillary services: Call for
evidence.

Available at https://ec.europa.eu/info/law/better-requl ation/have-your-say/initiatives/13410-Cyber-
resilience-act-new-cybersecurity-rules-for-digital -products-and-ancillary-services en.

ETSI Report to the RED Expert Group, June 2022.
Judgment of 12 February 2015 in Parliament v Council, C-48/14, EU:C:2015:91, paragraph. 45.

Available at https://curia.europa.eu/juris/liste.jsf2num=C-48/14& |language=EN.

IEC EN 61000-4-3:2020: "Electromagnetic compatibility (EMC) - Part 4-3: Testing and
measurement techniques - Radiated, radio-frequency, electromagnetic field immunity test".

Report from the Commission to the European Parliament and Council on the implementation of
the Regulation (EU) No 1025/2012 from 2016 to 2020.

Available at https://eur-lex.europa.eu/l egal -content/EN/T X T/PDF/?2uri=CEL EX:52022DC0030.

ETSI EN 303 204: "Fixed Short Range Devices (SRD) in data networks; Radio equipment to be
used in the 870 MHz to 876 MHz freguency range with power levels ranging up to 500 mW e.r.p.;
Harmonised Standard for accessto the radio spectrum".

Available at
https.//www.etsi.org/deliver/etsi_en/303200 303299/303204/03.01.01 60/en_303204v030101p.pdf.

Consolidated version of the Treaty on the Functioning of the European Union - Part 6: I nstitutional
and Financial Provisions - TitleI: Ingtitutional Provisions - Chapter 2: Legal acts of the Union,
adoption procedures and other provisions - Section 1: The legal acts of the Union - Article 290.

EU Monitor: "Procedure for delegated acts'.

Available at https://www.eumonitor.eu/9353000/1/j9vvik7m1c3gyxp/vikgmaj z6fnr.

ETSI EN 300 220 (al parts): "Short Range Devices (SRD) operating in the frequency range
25 MHzto 1 000 MHZ".

ITU Radio Regulations.
The Treaty on the Functionning of the European Union.

Available at https://eur-lex.europa.eu/LexUri Serv/LexUriServ.do?uri=CEL EX:12012E/T X T:en:PDF.

Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011
laying down the rules and general principles concerning mechanisms for control by Member States
of the Commission's exercise of implementing powers.

Available at https://eur-lex.europa.eu/l egal-content/EN/T X T/PDF/2uri=CEL EX:32011R0182.
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52022DC0030
https://www.etsi.org/deliver/etsi_en/303200_303299/303204/03.01.01_60/en_303204v030101p.pdf
https://www.eumonitor.eu/9353000/1/j9vvik7m1c3gyxp/vikqmqjz6fnr
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:12012E/TXT:en:PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32011R0182
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Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 2012
on European standardisation, amending Council Directives 89/686/EEC and 93/15/EEC and
Directives 94/9/EC, 94/25/EC, 95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC,
2009/23/EC and 2009/105/EC of the European Parliament and of the Council and repealing
Council Decision 87/95/EEC and Decision No 1673/2006/EC of the European Parliament and of
the Council.

NOTE: Available from https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2012:316:0012:0033:EN:PDF.

[1.38] TC210: "Committee responsible for Electromagnetic Compatibility" (produced by CENELEC).
[1.39] IEC TC77: "Committee responsible for Electromagnetic compatibility”.

3 Definition of terms, symbols and abbreviations

3.1 Terms

Void.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
5G

Al
B2B
B2C
CE
CEN
CENELEC
CEPT
CIA
CISPR
CNCT
COST
COVID-19
CRA
CSA
DA
DDoS
DECT
DG
DoC
EC
ECC
EEA
EESC
EG
elDAS
EMC
EMCD
EN

3G (mobile) Partnership Project

5nd Generation (mobile networks)

Artificial Intelligence

Businessto Business

Business to Customer

Conformité Européene

The European Committee for Standardisation

The European Committee for Electrotechnical Standardisation
European Conference of Postal and Telecommunications Administrations
Confidentiality, Integrity, Availability

Comité International Spécial des Perturbations Radioé ectriques
Connect (the name of the DG)

Cooperation in Science and Technology (a hame)
Coronavirus

Cyber Resilience Act

Cyber Security Act

Delegated Act

Distributed Denial of Service

Digit Enhanced Cordless Telecommunications
Directorate-Genera

Declaration of Conformity

European Commission

Electronic Communications Committee

European Economic Area

European Economic and Social Committee

Expert Group

electronic | Dentification, Authentication and trust Services
Electromagnetic Compatibility

ElectroMagnetic Compatibility Directive

European Norm
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ENAP
ENISA
EP
ERA
ESO
ESS
EU
FAQ
GNSS
GROW
GSM
HASC
HASTAC
HS
ICT
IEC
loT
ISG
ISO

IT

JIC

LI

ME
MHz
MS
MSA
MSG
MU
NB
NDICI- GE
NLF
NSO/NSB
OCG
Q2

Q3
R&TTE
RED
RES
RSA
SA

SAl
SDO
SME
SR
SRD
TETRA
TFEU
TV

UK
uwB
WG

EN Approval Procedure

European Network and Information Security Agency

European Parliament

European Research Area

European Standards Organization
European standardisation system
European Union

Fregquently Asked Questions
Global Navigation Satellite System
Growth (the name of the DG))
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Neighbourhood, Development and International Cooperation Instrument - Global Europe

New Legislative Framework

National Standardisation Organization/National Standardisation Body

Operational Coordination Group
Quarter 2
Quarter 3

Radio Equipment & Telecommunications Terminal Equipment

Radio Equipment Directive
Radio Equipment & Systems
Rivest-Shamir-Adleman

South Africa

Securing Artificial Intelligence

Standards Devel opment Organization

Small- or Medium-sized Enterprise
Standardisation Request

Short Range Devices

Terrestrial Trunked Radio

Treaty on the Functioning of the European Union

Television
United Kingdom
Ultra Wideband
Working Group
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4 Background

4.1 History of ETSI in European regulation

4.1.0 General Introduction

Around 80 % of spectrum use was by national Governments in the 1950s. Military Telecommunications, Emergency
Services and Broadcast. International use was limited in the main to aeronautical, Marine and Radio Amateur.
Regulation was primarily vial TU Radio Regulations [i.34] for allocations and some parameters such as Emissionsin
the Spurious Domain via Resolutions and Reports. Which is still true today.

The introduction of transistors in the mid-50s was a major game changer. Prior to this, equipment was valve driven,
bulky and power hungry. One of the first products was a broadcast radio receiver: dry battery powered and just 10 x 7 X
4 cminsize, it started arevolution in commercial and domestic devices which accelerated as transistors turned into
chips and power consumption fell.

The proliferation of devices generated national standards and "Type Approval" testing initially by Government labs
only then expanded to commercial labs, some of which supported multiple country accreditation. In order to place a
device on al 40+ CEPT Countries' markets, therefore, 40+ tests where needed.

A second complication was the nature of spectrum allocation and licensing. Spectrum allocations were not necessarily
harmonised throughout CEPT and most devices were stand alone and therefore channel allocations could be alinear
progression, but devices such as radio microphones, which where used simultaneously in close proximity, could not use
linear progressive alocations due to intermodul ation products. These problems have now mainly been solved, greatly
hel ped by the single market.

By the mid-1980s this situation received another " Game Changer": mobile phones. Evolving first as national systems
(in some cases groups of three or four countries), by the mid-1980s it was recognized that a"common" European phone
system was needed.

CEPT recognized that its ability to produce such a complex set of standards in atimely manner (coupled with the ever
growing commercial/domestic device market) was not realistic and the concept of ETSI was born with a view of
involving industry.

NOTE: CEPT consisted primarily of Administrations at this time that had neither the knowledge nor the
experience in writing standards, and took some years to produce a radio microphone standard (CEPT
T/R 20-06 [i.1] consisting of a single page.

ETSI was set up in 1988 by the European Conference of Postal and Telecommunications Administrations (CEPT) in
response to proposals from the European Commission. There have been many significant events and achievements
since ETSI was created - and many of them have had a global impact:

e  Establishment of the most successful 2 generation technology, GSM.

. ETSI EN 300 220 [i.33] and other SRD standards set the scene for producing SRDs throughout the world.
J Satellite standards.

. ETSI standards used as the foundation of local type approval around the world (ME, SA, Australia).

o DECT (Digital Enhanced Cordless Telecommunications).

. TETRA (Trans-European Trunk Radio).

ETSI standards were accepted by all CEPT administrations, however, mutual acceptance of test results by accredited
labs outside of afew countries was not achieved. In order ease the situation, the European Commission devel oped the
EMC directive in 1994 [i.2], which generated a new definition of "EMC parameters for radio equipment”, identifying a
common set of parametersto be used by all countries.
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Prior to the EMC directive, Type Approval by Administrations for radio devices required measurement of all applicable
parameters, the EMC directive generated a new definition of "EMC" parameters for radio equipment. Inclusion or
exclusion of parameters for EMC standards was a long and interesting discussion/argument and from a measurement
perspectiveis atotally artificial construct.

A second major change was allowing the manufacturer to select his own lab throughout the EC and beyond and then
self-declare by means of a Declaration of Conformity rather than go to each EU Administration, this was soon followed
by most CEPT Administrations. The NLF formalized the manufacturers' position when showing compliance to
directives.

Radio aspects, however, remained unaddressed in a common framework, and so the Radio & Telecommunication
Terminal Directive (R& TTE) [i.3], enacted in 1999, brought in all aspects of "type approval”, now referred to as
"compliance to the Directives", under manufacturers' control providing they use a harmonised standard or a notified
body.

All receiver parameters (other than spurious emissions) were excluded from the R& TTE, the thinking being that the
"user would decide”" on the quality of receiver they wanted. Unfortunately this did not work because consumers were
unable to discern the role of embedded radios, and the Radio Equipment Directive (RED) [i.4] was created in 2014 to
correct this and other minor issues.

41.1 ETSI Structure

In 1988, ETSI had two main areas of work: mobile radio standards; and radio devices. The work of the two groups was
not coordinated, however, and so a horizontal group - initially known as Radio Equipment & Systems (RES) - was
formed, which met three or four times a year to discuss and agree standards and work items.

M obile expanded to spawn the 3" Generation Partnership Project (3GPP), which was initially formed in December
1998 when the European Telecommunications Standards Institute (ETSI) partnered with other telecom Standard
Development Organizations (SDOs) from around the world to develop new technologies (or more specifically,
technology specifications) for world wide networks and equipment.

Following the introduction of the R& TTE directive a number of devices such as TV and Radio transmitters - previously
governed by National specifications - wereincluded in the R& TTE, and RES was reformed to become TC ERM (EMC
& Radio matters). ERM has the role of co-ordination of ETSI positions for the use of radio spectrum among radio
groups and this has worked well, because much legisation from the EC was specific to radio devices and their physical
parameters.

ETSI isan accessible place to devel op standards for many industries, asthere is no need to seek permission from an
NSD/NSO to participate (asisthe casein CEN/CENELEC and I SO). This has enabled it to develop ground breaking
work in new areas, such as CYBER and LI (Lawful Interception), thereby establishing itself in many niche domains that
would have been much more difficult in the other ESOs.

4.2 The RED in the context of the NLF

The NLF was adopted in 2008 to improve the internal market for goods and strengthen the conditions for placing a wide
range of products on the EU market Aimed at improving market surveillance and the quality of conformity assessments
it aso clarifies the use of CE marking as well as creating atoolbox of measures for use in product legidlation.

The NLF isimplemented through regulations setting out the requirements for product accreditation and the market
surveillance [i.5], a common framework for the marketing of products[i.6] and compliance of products [i.7].

The NLF isintended to bring product harmonisation legislation across a variety of sectors, including Medical Devices,
Personal Protective Equipment and construction products, in line with the legislation.
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In order to help Member States and others who need to be informed, to better understand the NLF, the EC has published
the Blue Guide [i.8]. First published in 2000 and updated as recently as 2022 (the EC proposed changes to the Blue
Guide in 2021, but these were rolled back after concern from industry; and further updated the guide in mid 2022), it
has since become one of the main reference documents explaining how to implement the legislation based on the New
Legislative Framework. The guide sets out, inter aia, when legislation applies to products, the actorsinvolved in
placing products on the market, product requirements, conformity assessment, accreditation and market surveillance. It
isintended purely as a guidance document - only the text of the Union harmonisation act itself has legal force - and in
certain cases, there may be differences between the provisions of a Union harmonisation act and the contents of this
Guide.

The Radio Equipment Directive and Low Voltage Directive [i.9] are both governed by the NLF, the former having
replaced the R& TTE and coming into force in 2016. Most of the harmonised standards associated with the legislations
needed to be updated to comply with both the new requirements of the RED as well as the additional scrutiny that the
EC applied to the standards in the light of the recent legal cases (see below). One of the complications was the
extension of the legislation to include the performance of radio receivers, because it was not clear against which criteria
designs would be judged, and given that some aspects of radio receiver performance was aready covered by the EMC
directive, specifically (radio receiver) spurious emissions & immunity.

The migration process was protracted, caused by the issues above, and as a consegquence there was a period in 2017
when many products had no corresponding harmonised standard. The deadline for making these standards available was
relaxed by one year.

In common with other Directives under the NLF, the RED demands various Essential Requirements to be satisfied in
order for the product to be placed on the market. The Essential Requirements are contained in section 3 of the RED, but
each need to be activated by separate Delegated Acts - legislation written by the EC setting out the detail of each
Essential Requirement, and these are brought into being as the result of public consultation and the execution of an
Impact Assessment, to determine the likely effect of such bringing into force on the industry.

Manufacturers placing equipment on the European market can demonstrate compliance either through a process of
self-certification, whereby compliance to harmonised standards can determine compliance with the legislation; or the
equipment can be presented to a Notified Body (NB) appointed by the EC to make their own judgment as to whether the
product satisfied the Essential Requirements. The RED places an obligation on manufacturersto carry out a
conformance assessment on their products to determine exactly which harmonised standards, if any, can be applied in
order to demonstrate conformance with the Essential Requirements of the RED. Furthermore, all products require arisk
assessment to be carried out demonstrating that the Essential Requirements of the product are safeguarded under all
foreseen intended uses.

ESOs are responsible for writing harmonised Standards and do so at the request of the EC associated with various
European Mandates. The main Mandate by which such standards are requested is M/536 [i.10], the main Implementing
Decision associated with the RED.

Until recently, only articles 2.1 - health and safety as well as Electromagnetic Compatibility (EMC) - and 2.2 - 'effective
and efficient use of spectrum’ - of the RED had been activated, and alarge number of standards written (most of which
had been adapted to standards applicable under the old R& TTE Directive), using which manufacturers could prove
compliance with those Essential Requirements. As and when further Essential Requirementsitems are activated, either
associated with RED, or other, future, Directives, the process summarized in section 4.2 is pursued.

In 2016, in reviewing standards previously associated with the R& TTE Directive that were adapted by the ESOsto
conform to the requirements of the new RED, the EC set out concerns with the transcribed standards, which drastically
delayed the publication of the standards and their citation in the OJEU (thereby designating them as harmonised
standards). Many of the concernsrelated to the EC's interpretation of the legal status of the standards, and were in turn
derived from the EC's interpretation of the implication of the 'Elliott' [1.11] and 'Dyson™' cases [i.12], in which the EC
was found liable for the consequences of the apparent short comings of a harmonised standard used in the construction
industry. In the period, 2015-2019, the Commission issued 35 SRs, with an additional nine in 2020. Out of these

44 SRs, six were rejected (13,6 %), of which ETSI was responsible for only one.

Through 2018, the ESOs and the EC struggled to agree the details on many standards, and although the EC retains the
right for desk officersto be the final arbiters of the suitability of each standard, Ernst and Y oung was awarded a
contract to manage the appointment of a cadre of technical staff, known as Harmonised Standards Consultants (HASCs)
to carry out interim reviews of standards during their drafting.
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In 2020, the EC initiated the process for introducing Essential Requirements from section 3.3 (Subclauses d
(safeguarding of networks), e (protection of personal data) and f (fraud)) of the RED (‘Cyber") and these represented a
new class of requirements: functional requirements, and preparing to draft standards that satisfy the stringent legal
constraints demanded by the EC for such requirements proved extremely challenging. In parallel with this, the EC
investigated the activation of further articles of the RED 3.3 i and 4, corresponding to software updates and
radio/software combination testing requirements, respectively, but this has been put on hold pending the devel opment of
the Cyber Resilience Act [i.13], across cutting piece of legislation that will affect both wired and radio-connected
devices.

In 2021, the EC commenced the implementation of the Al Directive [i.14] which focuses on two areas. excellence in Al
and trustworthy Al. The European approach aims to ensure that any Al improvements are based on rules that safeguard
the functioning of markets and the public sector, and people's safety and fundamental rights.

The EC chose to award the Standardisation Request for the RED 'Cyber' standards to CEN/CENELEC aone for
perceived security concerns, but had it been awarded jointly to all three ESOs, issues would have been encountered in
defining the boundary between the organizations. It remains to be seen how a similar division of work will be requested
by the EC for the standards associated with the Al Directive,

In 2021, the EC launched an initiative seeking to evaluate whether the NLF remains fit for purposein adigital and
circular economy and a consultation [i.15] was closed in March 2022; 'Commission Adoption' is planned for Q2 2022,
although it is not clear at this point exactly what would be adopted.

4.3 The activation process

4.3.1 Procedures establishing secondary legislation

Much of the EU's regulatory work involves secondary legislation. Primary legal acts establish which of the procedures
for secondary legidation isto be used. Firm guidelines and rules govern that choice.

Many of the lega acts that are adopted in the European Union are of a general nature. The practical details of these
legal acts are dealt with through secondary legislation. Secondary legislation cannot exceed the framework established
in the general act. However, specific measures can still yield significant effect. The procedure for adopting secondary
legislation depends on which procedure is used. One of these proceduresis for delegated acts, detailed in Annex B.

4.3.2 Standardisation requests - mandates
According to the EC website[i.16]:

"Standar disation results from voluntary cooperation between industry, businesses, public authorities, and other
stakeholders. About a fifth of all European standards are developed following a standardisation request (mandate) from
the European Commission to the European Standardisation Organisations (ESOs). Thisis a request to draw up and
adopt European standards or European standardisation deliverables in support of European policies and legisation.
European standards and European standardisation deliverables, even though developed under a Commission request
and for European legidation, usually remain voluntary. However, when European standards are adopted, National
Standardisation Bodies (NSBs) should transpose them into identical national standards and withdraw any conflicting
national standards.

How does it work?

Draft requests are drawn up by the Commission through a process of consultation with a wide group of interested
partiesincluding social partners, consumers, small and medium-sized enterprises (SMES), industry associations and
EU countries. Before being formally sent to the ESOs, they are submitted to the Committee on Standards of

the Regulation (EU) 1025/2012 for a vote. If this vote is positive, the Commission adopts the request as a Commission
Implementing Decision.

The objective of standardisation requestsis to develop and adopt European standards or European standardisation
deliverableswithin a given time. Thisisthe only type of request under Regulation (EU) 1025/2012; The ESOs, which
are independent organisations, have the right to refuse a mandate if they do not think that standards can be produced in
a particular area. Due to the preceding consultation process, standardisation requests are rarely refused.”
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4.4 Recent developments

4.4.1  The HASC process

In 2018 the European Commission introduced the concept of Harmonised Standards Consultants (HASC) to
independently review the standards produced by the ESOsin response to Standardisation Requests. The reviews are
intended mainly to ensure that harmonised standards are legally sound and accurately reflect the intentions of the
Standardisation requests. A standard checklist of criteriais used by the consultants.

Funding was in place through 2021 to offer up to three reviews of each standard, although from the perspective of the
European Commission the acceptance of the review is voluntary on behalf of the ESOs, whilst the final review by
European Commission staff will be the ultimate arbiter of whether the standard can be cited in the European Journal and
hence enter into legal force. Nevertheless, ETSI has adapted its procedures to require any standard being put forward as
a harmonised standard to undergo at |east one such review.

According to the EC, 'As of 9 December 2021, the Commissions' contractor managing the HAS consultants, had
received 3 312 requests for assessments of draft HENs from the ESOs, under 21 pieces of EU legidlation, of which

2 944 have been processed and 368 were non-eligible. Across all sectors, only 27,58 % of the HAS assessments came
out as positive, mainly due to inadequacy with EU law, showing that more work is to be invested in the development
process of standards - e.g. within the technical committees - so that the work is more aligned with the policy and legal
reguirements

Three separate checklists of standards exist, one drafted by the EC for use by the HASCs; a checklist compiled by the
ETSI Secretariat to aid rapporteurs; and asimilar document has been drawn up by CEN/CENELEC. Furthermore, TC
ERM isworking on developing a set of FAQs derived from resolution to issues common to two or more TCs.

4472 ESO/EC Task Force

In November 2021 the EC, along with the three ESOs, launched a task force entitled, 'Timely European standards for a
Green and Digital, Single and Global Market', intended to streamline and improve the delivery of harmonised standards.
The work is divided into two workstreams: Strategic Alignment and Operational |mprovement, leading to a proposed
Action Plan to be delivered later in 2022 where there is likely to be a range of outcomes.

At an interim workshop [i.17] in March 2022, agreement was reached on the preliminary stages & SR drafting, but
topics that were till under discussion were:

. ESOs ownership of SR execution and the extent of the EC's support.
And the next items to discuss will be:
. other aspects of standards development process and HAS assessment;

. possible ESOs fast track procedures to address shortcomings that would block or delay the citation, identified
at alater stage;

e  thecitation process,

. mai ntenance of all processes;

. periodic review of cited standards;
. amending SRs;

. better alignment and improvement of IT tools.

4.4.3 Activation of RED articles of 3.3/4

Several members states had expressed concerns at the vulnerability of some 'Consumer 10T" devices available on the
European market, first to address of their threat to privacy and personal data as well as fraud, before being enlarged to
threat that poorly protected devices might pose to the wider Internet, not least through their recruitment into DDoS
botnets.
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In 2018, the European Commission announced plansto activate Articles 3.3 d) (harm to network), €) (persona data and
privacy of the user), f) (fraud) and i) (upgradable software) as well as 4 (compliance of combinations of radio
equipment and software). Pursuant to this, two Impact Assessment studies were carried out, reporting in April 2020
[1.18] for Art. 3. €) and f) and July 2021 for reconfigurable radio systems[i.19], respectively. Unfortunately, impact
Assessment regarding 3.3 d), which istechnically the most impacting in terms of scope and implications, was never
performed as theinitial intention of MSs was to focus on Art. 3.3 €) and f) only, before it was finally decided to include
the Network protection issues as well. The second report reflected the widespread concern in industry over potential
regulatory overreach and further plans for the activation of Articles 3.3i) and 4 are on hold.

Industry highlighted at the time the inappropriateness of using the RED for cyber requirements, firstly because they
should apply equally to wired products (e.g. webcams), and secondly because the level of legal certainty being applied
(by the EC) to both the writing of the harmonised standards and their application was inappropriate for these types of
requirements (see section 5.3). It became clear, however, that the RED was chosen because it was a convenient statute
to which these requirements could be appended quickly, this despite the fact that the Cyber Security Directive would
soon be in place which could have adopted these requirements.

The Delegated Act activating Articles 3.3 d), €) and f) was published in December 2021 with a 30-month transition
period. As of early July, 2022, the Associated Standardisation Request of which a draft was refined with
CEN/CENELEC and ETSI was issued to CEN/CENELEC alone, after concerns were raised over the make up of ETS
in what was considered by the EC to be, ‘critical policy aspects. It is not clear what the definition of this term might be
and whether similar (such asthe Al-Act) SRswill be directed away from ETS!| in future.

Thefinal SR draft was submitted in mid-June by the Commission to the Committee on Standards of the Regulation
(EV) 1025/2012 [i.37] (see clause 4.2.7), a process which requires 4 to 8 weeks for approval after submission. Since the
transition period set forth in the delegated act is not affected, this delay directly impacts the period alocated to the
ESOs to devel op the required HENs, which was aready very tight. Seeing the delays in the publication of the
Standardisation Request, it is interesting to remember that speed of implementation was the key argument advanced
more than 2 years ago by the Commission to address observed 10T security deficiencies by means of aDA on RED
Articlesd), €) and f), which limits the scope only to those products that qualify as Radio Equipment. Furthermore,
discussions have aready started around an upcoming much wider security related legisation, the Cyber Resilience Act,
which intends to supersede the essential requirements addressed in the above DA while generalizing them to the much
wider range of ICT products, tangible or intangible (i.e. software), that do not qualify as Radio Equipment. It can be
hoped, however, that the lessons |earned while elaborating the RED 3(3) d/e/f DA and SR will be leveraged for the
elaboration of the CRA.

4.4.4 EC Report on the implementation of the Regulation (EU) No
1025/2012 from 2016 to 2020

The latest version of the EC 5-yearly report [i.20] on its assessment of the effectiveness of the standardisation process
was issued in February 2022. The report was scathing about the ESOs' performance, noting that thereis'...room for
improvement in different areas ... in particular to aspects of inclusiveness and the role of NSBsin the ESS.

On Research bodies they conclude that: '...the reports of the ESOs highlight that there were different activities involving
research organisations. However, the reports are not fully clear on the effectiveness of the activities, e.g. on its effects
on the adoption of specific standards or increased participation'.

Cooperation between NSBs (National Standardisation Bodies) and ESOs was noted to be deficient: 'In late 2021, some
NSBs voiced concerns about their role within ETSI. There are ongoing discussions between ETSI and some European
NSBs about their recognition as strategic partners to standardisation'.

Regarding transparency between standardization bodies: 'As regards NSBs, in 2019, approximately 70 % had online
tools facilitating access to draft national standards to relevant stakeholders. Neverthel ess, based on the reporting from
civil society organizations and Small And Medium Enterprises (SMES), access to NSB activities remains a chalenge.'

Finally, with respect to access of SMEs to standards: 'NSBsin CEN and CENELEC "have been granting more and
more special ratesto SMEs for participating in standardisation activities between 2015 and 2019, while ETS NSBs
faced a decreasing trend in such special rates provided". On this matter, the 2019 ETS| report also reads. "ETS does
not operate under the national delegation principle so their [ SVIES] participation in ETS's technical organization and
work is direct through their membership of ETS [...]. Only during the public approval process do these stakeholders
need to submit their commentsvia the ETSI NSBs'.
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4.4.5 The Standardisation strategy

The new standardisation strategy [i.21] was adopted on 2 Feb 2022. In it the EC noted that ‘the strategic importance of
standards has not been adequately recognized at the cost of EU leadership in standards-setting. This must change.',
athough it is not clear on what evidence this observation is made.

"[The] strategy proposes a set of actions to put standards back at the core of a resilient, green and digital EU single
market and to strengthen the global role of the European standardisation system. By:

. Leveraging the European standardisation system - to deliver on the twin green and digital transition and
support the resilience of the single market.

. Upholding the integrity, inclusiveness and accessibility of the European standardisation system - putting good
governance principlesin place.

. Global standards-setting: supporting the EU's leading position as a forerunner in key technologies and
promoting EU core values.

. Cutting-edge innovation that fosters timely standards.
. Ensuring future standardisation expertise - the need for education and skills.
e  Theway ahead - future of the European standardisation system."
Under each of these bullet headings there is a set of actions on the EC, the details of which are shown in annex A.

Highlights from the Strategy includes an update to Regulation (EU) No 1025/2012 as regards the decisions of European
standardisation organi zations concerning European standards and European standardisation deliverables, but this
includes no impact assessment.

Under bullet 2 a separate consultation [i.22] was held in February 2022 and various other changes are required of ESOs.

On arelated note, in July 2022, 'the Internal Market Committee adopted its position for the updated Regulation
governing the European standardisation system, which aims to enhance its governance structure and reinforce the role
of national representatives of EU Member States. The changes proposed to existing rules aim to improve all ESO's
governance structure to require decisions concerning European standards following mandates from the Commission to
be taken by national delegates (the national standardisations bodies) from the EU and EEA member states. This way the
decision-making process would be protected from undue influence of foreign actors during the development of
standards for key areas, like cybersecurity or hydrogen standards. The internal governance of European standardisation
organizations would also have to take into account the views of all European stakeholders (including SMEs and civil
society organizations)' [i.23].

The EC has emphasized that 'European standardisation [needs to] to become more agile, flexible and focused to
anticipate the standardisation needs' 'more functional and agil€e', with no justifying metrics apparent.

The strategy document also sets out the responsibilities of standardisation bodies, the list of which was updated in May
2022 [i.24].

4.4.6  Cyber Resilience Act

The EC launched a Call for evidence for Impact Assessment on the CRA in 2022 [i.25], and has suggested that it will
publish adraft in Q3 2022 with the aim of establishing common standards for cybersecurity products. Therefore, while
the act is still in draft and far from certain in terms of exact wording, it will cut across cyber security of all product and
services sold in Europe along with threat sharing, etc. Thiswill impact nearly all manufacturers and operators. The
exact impact is unknown, but ETSI will be watching the devel opments closely, assuming that it will be excluded from
the writing of the HENs themselves.
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5 Issues analysis

5.1 Introduction

This clause identifies the issues that have been faced by ETSI in writing standards for citation in the official journal,
examines their root cause and suggests remedies for resolution.

5.2 Delays in citations

520 Discussion

The availability of harmonised standardsiis critical to the smooth and efficient design and development of products to
be placed on the European market. The absence of harmonised standards leads to delays in products coming to market
and additional - sometimes significant- costs. Even the Notified Body route cannot proceed without some form of a base
standard against which judgements can be made. Delaysto the citations of such standards, therefore, are highly
unsatisfactory and both the ESOs and the EC have to recognize that they have aroleto play.

In the EC'sreview of the performance of the ESOs for RED standards over the period 2016-2020 [i.20] the EC
commented that, for the period 2018-2020 'the median time between the adoption of a HEN by CEN, CENELEC or
ETS, and the formal delivery to the Commission for citation in the OJEU is 100 days. This means that the ESOs may
take over three monthsto submit, to the Commission, a standard after it was made publicly available, before the
Commission can start assessing and processing the HEN for citation in the OJEU'.

Closer examination of these statistics shows that the figure for ETSI over the period is 28 days (the worst year being
2019 at 49), which seems perfectly reasonable, but nevertheless, ETSI should continue to strive to develop standards as
quickly as possible, noting that delays incurred by the wider ENAP process, such as the time for the EC's desk officers
to review RED standards (which, for the period, 2021, on average these were cited 304 days after publication; and in
2020, averaged 324 days[i.26]), are out of its control.

NOTE: The present document makes no attempt to comment on the performance of fellow ESOs, CEN &
CENELEC, but our understanding is that, as well as a greater need to allow CEN/CENELEC members to
review submissions, CEN & CENELEC often chose not to submit standards immediately and so thisisan
unfair metric to cite.

It should be noted that for new legislation and delegated acts there are many more steps that lead from a political
decision to legislate to the citation of ESOs' standards. Recently, for example, by far the most significant delay to the
availability of harmonised standards for the 'Cyber' requirements of the RED has been the agreement of the Del egated
Act and the publication of the associated SR. The table below highlights the timelines that would apply were ETSI to be
writing the standard (and noting that CEN/CENELEC's internal timescales are somewhat extended associated with the
time to consult NSOS/NSBS).

Table 1

Milestone Date Time from previous milestone
Launch of impact Assessment September 2018 -
Closure of Impact Assessment December 2020 16 months
Publication of Delegated Act December 2021 12 months
Publication of SR July 202272 7 months
Standards drafting begins September 2022 1 month
ENAP process begins December 2022 2 months (see note 2)
Harmonised standard available October 2023 10 months
Act goes live August 2024 10 months (see note 1)
NOTE 1: To allow industry implementation.
NOTE 2: An unrealistically short period of time to draft such a complex standard.

As a consequence, the quality of the standards is likely to be degraded - if indeed they are accepted at al by the EC and
the HASCs - leading to a period in 2024 when all radio products will need to be presented to NBs (with or without a
base standard at that time, and despite the inevitable shortage of capacity at that time).
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Several members felt that the milestones associated with the Delegated Act were driven more by political concerns than
aredigtic assessment of the time needed for the scope of the work to be completed. This was exacerbated by a
perception that the scope of the DA was far greater than that assumed (implicitly) by the Impact Assessment.

It is worth noting that the increased role that the EC seeks for NSO/NSBs in the development of ETSI are likely to
extend the standard publication process further as more time will be required for NSO/NSBs to engage with the core of
the TCs' drafting process.

A further criticism made by the EC is the rejection of SRs, " The ESOs have often reported the following reasons for
rejecting: disagreement on certain requested standards; disagreement on some requirements contained in the SR;
disagreement that certain requested technical specifications are needed in support of a specific essential requirement;
or disagreement with deadlines set for the delivery of requested standards.” However, TCs have complained of alack
of willingness on behalf of the EC to understand the impact of certain requirements on viable timescales, particularly if
the requirements are ill formed or even not yet defined at the time of publication of the Standardisation Request. TCs
also complained of the need for a take-it-or-leave-it situation, where it is not possible for an ESO to partially reject an
SR, if it isnot deemed entirely feasible.

5.2.1 Recommendations
The following recommendations are made to resolve many of these issues:

. ETSI should seek greater involvement in the drafting of SRs, warning that failure to heed such a request will
lead to more rejected requests and, ultimately, bigger delays to standards becoming available.

. The EC and ESOs should, jointly, develop an understanding of the scope of the associated SRs before setting
timescal es associated with delegated acts.

e  TheImpact assessment should clearly set out the assumed scope of the Delegated Act so that the true cost of
the demanded legislation can be calculated.

. ESOs should be allowed to partially accept SRsif disagreements are encountered or, if deemed inappropriate,
for a particular ESO to respond to a part of an SR.

. ESOs should be allowed staged implementation dates, whereby tranches of standardisation activity can be
delivered by an initial deadline and the entire work packages completed by alater date(s).

5.3 Functional requirements

5.3.0 Discussion

With the introduction of 3.3 of the RED delegated act and Al Directive, physical requirements have been replaced by
"subjective" nonphysical/functional requirements which, whilst affecting the majority of ERM radio groups, are outside
its current expertise. Expertise was resident in TC Cyber which had been mainly focused on network issues and
legislation, plus ISG SAI which has been set up to handle Al security issues. An added complication was the fact that
because CEN/CENELEC was best placed to carry out activities integrating radio devices into many white goods and
previously non-radio devices such as farm machinery, that meant that because the same radio device might be used in
multiple products, standards would need to be applicable without double testing.

Prior to the RED delegated act tests contained in Harmonised Standards where primarily based on physical attributes
and the laws of physics which where well understood with tests being appropriate to the type of device. Most radios are
able to be considered as 'black boxes, where the testers do not need to trouble themselves with the way in which certain
behaviours are achieved. With the scope of radio standards being expanded to include functional requirements (in
particular software), however, defining requirements and drafting corresponding tests becomes ever more challenging,
when the way in which the requirements are achieved isimplemented differently from product to product. Documenting
aprocedure, therefore, that satisfies the EC's interpretation of legal certainty will become ever more challenging.

Subjective testing will vary with each family of devices and individual discussion is needed as "one size will not fit all"
and the only person who isin a position to fully understand the content of software isthe original writer - manufacturer,
therefore a certification of packages should be considered to avoid expensive time consuming tests and a manufacturers
risk assessment used for the remaining software.
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The RED 3.3 delegated act and other legidation such as the Al Act cannot have tests based on the physical attributes
and the laws of physics, but will have to rely on subjective observation. In fact, once self-learning Al systems become
available the situation will become even more complex.

In preparing standards, ESOs and manufacturers using those standards need to carry out arisk assessment on the
products covered. Since the NLF applies at market placement, independently of particular use cases a product could
have in the hands of customers, the view of the EC isthat the HEN should not leave it up to the manufacturers to decide
by themselves which risks need to be mitigated based on their own risk analysis, as this would open the door to legal
uncertainty.

Instead, ageneric risk analysis based on relevant features or characteristics of the products covered should be conducted
by the ESOs, and the manufacturer would need to compare their products against the criteria set forth in the HEN, to
determine which clause(s) apply. So, aslong as legal certainty requires that harmonised standards need to be applicable
in the same manner across products, and yield reproducible results for products meeting the same criteria, writing
harmonised standards that have fair chances of being cited implies that all subjective factors are elaborated into lists of
profile characteristics. (e.g. use case details, assumptions about adversary capabilities, interfaces of assets, bit entropy,
etc.). Assessing al relevant combinations represents a substantial amount of the work that has to be conducted by the
ESOs to elaborate HENS.

Whatever subjective factors are not elaborated into these lists of options, would have to fall under the "default” clausein
the respective harmonised standards. The greater the variety of products that the harmonised standards covers, the more
difficult it will be to write "default" clauses that accommodate these subjective factorsin away that is practically
applicable for any product.

This means that the wider the scope of alegidlation involving subjective testing, the more complex and time consuming
it will be to develop HEN addressing it.

It can be expected that subjective testing will have an ever increasing impact in standardization, because as ICT
pervades society more and more, people may be ever more looking into technology for solutions to problemsthat are
societal in nature. The Al Act that seeksto address "risk of adverse impact on fundamental rights" is a prominent
example of thistrend.

Proving 'negative' behavioursis arelated phenomenon. Proving that a device will never exploit some form of behaviour
is both physically and philosophically fraught and, unless the approach to standards writing and certification of working
allows activities such as code walk throughs or similar analysis, these requirements will prove impossible to police.

Security requirements

Security legidlation can involve proof of negatives - that a system or device cannot be compromised - which is, in any
case, impossible: such analysis can only demonstrate that the risks of threats have been addressed appropriately. To this
end - in the context of the RED Cyber requirements - there would appear to be a contradiction between the level of legal
certainty demanded by the EC and that deliverable with such technologies.

The testing of security featuresis further complicated for a number of reasons. The common question of "isit secure?'
is not a reasonable one, in many respectsit is so unreasonable that it ought never to be answered. The security domain
has developed a simple paradigm: Confidentiality, Integrity, Availability (CIA).

The CIA paradigm works on at alevel where specific mechanisms are used to address specific problems. In simple
terms, an algorithm or a process will give absolute guarantees and a set of tests can prove it works - this will
demonstrate an implementation conforms to the requirements for implementation. So for example if the requirement is
to implement a hash function then assuming the standards are followed and the hash function is"good" then it will be
resistant to attack (it prevents adversarial manipulation of data). However, if the system mandates (say) public key
crypto using RSA, which reliesfor its security on the infeasibility of factoring large numbers, the security requires that
no tools or techniques exist that makes the factoring trivial (a quantum computer will do this).

If theinfeasibility constraint is broken, there is no security anymore - irrespective of all the conformance tests being
passed. Thisis the distinguishing characteristic of security analysis: it has guarantees only if the rulesthat exist at the
time of creation stay in place. Thisis different from classic radio requirements where what is sent out on the antenna
today will the same in the future as the laws of physics do not change.
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In practical terms, if astandard is devel oped to give protection against all of the attacks that are were known during its
writing leading to a claim of conformance, but then a new attack is developed that destroys the protections the standard
offers, who would be liable for shortfall in the time that it would take to update it to reinstate the protection? It would be
unreasonable for manufacturersto be held liable for losses incurred for such a change of environment when using a
proscribed standard, especialy if the new attack was an unknown at the writing of the standard.

Furthermore, initial experiencesin these areas do not bode well: preliminary work in TC Cyber to address arisk
assessment methodol ogy was not universally embraced. Therefore, without agreement between the EC and the ESOs on
how to proceed here, there isarisk that much time will be lost and standards writers will have no direction in specifying
testing of functional requirements.

Functional requirements are, by their nature - they often being associated with/applicable across many commercial
applications - likely to have impacts across several current TCs, as has been demonstrated by the preliminary work that
was carried out by TC Cyber in the context of the RED Cyber requirements, and as is being demonstrated in the
analysis of the anticipated Al legislation.

An additional complication isthat a devices software rarely reliesin a single software writer but relies on "packages®
such as Bluetooth® or specific software to control parts of adevice, say power charging. A manufacturer combining a
number of packages will not have access to the base code as this will have been complied and cannot be "uncompiled”.
Thus, for the majority of devices using software, the manufacturer will only write software to link such packages.

An additional issue are the collection of "personal data" such as blood pressure, heart rate and other data from sports
and medical devices which may go through multiple links and also stored in the cloud.

5.3.1 Recommendations
The following recommendations are made to resolve many of these issues:

e When writing new types of standards, the EC or HAS need to be involved from the start of the work. If, when
developing a new framework, the work proceedsin a direction counter to the EC's visions, there isarisk that
much time will be lost.

e  TCsshould note that industry would be reluctant for manufacturers to have to deliver source code, manuals
etc., asthisisundesirable and risky.

. ETSI needsto develop away in which testing is feasible without revealing products' inner workings.

o ETSI might consider merging TC Al and/or TC Cyber into ERM to better connect the expertise within the
organization.

e  When subjective testing isinvolved, the complexity and time it takes for the ESOs to conduct the risk analysis
supposed to be captured in the HEN increases exponentially with the scope of the expected legislation (e.g.
addressing consumers/ B2B as well asindustrial / B2C products). This should be considered by regulators
when setting the scope and timeframe of legidations such as the RED cybersecurity articles, the CRA, or the
Al Act. NLF based.

e  TheEC should not use NLF based legislation such as the RED to introduce such functional requirements
involving subjective testing if it is going to insist on such a high level of legal certainty.

. A clarificatory discussion should be held between the EC and standards bodies with clear documented
outcomes on how to address functional requirements.

o ETSI should continue to highlight the gap between what can be achieved with NLF standards (used at the
point of placing products onto the European market) and what stakeholders require in order to keep products
secure through their lifetime. A lifetime commitment would be a challenging ask raising fundamental
guestions over the liability of products managed by consumers and would be best addressed using more
targeted legidlation such as the Cyber Security Act or Cyber Resilience Act.
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54 Horizontal issues

54.0 Discussion

Experience from a great many TCs and reported at OCG RED has reveal ed that there are alarge number of issues being
raised by the EC desk officer and the HASCs that are common across TCs, or are receiving inconsistent assessments.
Many of these have been collated into a single document to be presented to the EC, and ultimately turned into a FAQ
document. It islikely that this treatment of similarly common issues will continue on an ongoing basis within OCG
RED.

NOTE: During discussions leading to the compilation of the present document it was noted that issues have been
encountered associated with high power broadcast filters, which are not feasible to test in alaboratory
(due to high powers) and so can only be tested in situ.

54.1 Recommendations
The following recommendations are made:

. ETSI OCG RED should continue to collate and maintain a database of detailed technical/legal issues that have
been raised by the EC and/or the HASC in order to avoid repetitive discussion of topics and inform
rapporteurs.

. The EC should alow in situ testing/standards to be written in case it isimpractical to carry out such testing in
atest laboratory or factory setting.

5.5 Relationship with the EC

55.0 Discussion

In areport from the Commission to the European on its Standardization Strategy [i.28] in February 2022, the EC
claimed that the high number of failed reviews of standards was, 'mainly due to inadeguacy with EU law, showing that
more work isto be invested in the development process of standards - e.g. within the technical committees - so that the
work is more aligned with the policy and legal requirements’. Experience of ETSI & CENELEC TC leads, however,
challenges this narrative suggesting that, although in many cases this might have been fair criticism, there have been
other factors that have led to unfavourable reviews, including inconsistent reviews by the HASCs and the EC.

Widespread concern was expressed by TC chairs over the consistency of decisions and inflexibility of the EC in
assessing candidate harmonised standards, and there was frustration at the growing number of standards that are
rejected or cited with restrictions.

Citation process
Perceived weaknesses of the citation process are discussed in clause 5.12.
Consistency of decisions

Many examples of inconsistency of decisions from standard to standard were cited, leading to frustration and delaysin
the publication of standards. Such delays cost standards writers time, and hence money, but also leave the EU market
with incomplete documentation, thereby adding further costs to industry and leading to uncertainty in the quality of
products being placed on the market.

For example, the EC's Guide to the EMC Directive describes three layers of standards. Generic Standard; Product
Family Standards; and Product Standards that have increasing levels of specificity and thus preference. However, when
a Generic EMC standard was submitted that was to be used as a default or "fall-back" standard ETS| was told that
Generic standards cannot be listed as, by definition, it is not "state of the art”. It is very confusing when an EC-written
and published guide says a different thing to what the EC will accept in the form of standards.
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Furthermore, both the EMCD and the RED operate under the same legal framework, making it is reasonable to assume
that if astandard is cited under the EMCD it can be normatively referenced under the RED article 3.1(b). However,
ETSI has seen standards refused citation because the EC has "changed its mind" over the validity of some of the cited
standards. Confusingly these standards remain cited for a presumption of conformity under the EMCD.

A number of standards have been unsuccessfully submitted for citation several times, the reason being that on each
occasion the EC has found new issues in the same text.

Some members also felt the whole HASC process is undermined by the observation that the EC Desk officer isthe
ultimate arbiter of the suitability of standards for citation. Standards that have been given a clean bill of health by the
HASC are rejected by the EC, leaving TCs to conclude that the HASC is practically useless and most effort should be
put into getting standards in front of the EC, even If this does then require a second iteration of the standard.

TCs have furthermore complained of alack clarity on the expectations of the EC for a harmonised standard, observing
that the level of detail available in publicized guidance from the EC isinconsistent with the level of detailed comments
being received on individual standards. For example, an issue with the specification of environment profiles has only
recently appeared, whereas the initial text for HS skeleton given by EC did not mention this requirement. This creates a
sense of global insecurity for members contributing to the writing. The EC's insistence that all tests have to be carried
out under al conditions of the environmental profile would be hugely onerous to carry out and TG UWB has carried out
significant work to resolve this issue, suggesting that there should be a differentiation between 'relative' tests and
'specific' tests - the latter being carried out at under nominal conditions.

WG EMC has also learned that the EC still has an issue with tolerances in test methods (e.g. radiated field
measurements). Difficulties arise when an object is being rotated and the accuracy of the test varies (but never falls
below the minimum). Suggested EC solutions are unrealistic and insist on products demonstrating conformance, which
will lead to trade barriers.

Finally, standards allowing (or expecting) manufacturers declarations of equipment properties are a further stumbling
point, with interpretation from the EC and the HASCs varying from a full prohibition of the declaration of any
parameters to a more pragmatic interpretation. The EC has said, "All the parameters declared by the manufacturer shall
correspond to the intended use of the equipment.” Alone, this makes sense, but how can this be handled when writing a
harmonised standard? TGs are left to consider their own interpretation and may not come to the same conclusion as one
another.

Scope of impact assessments

The EC is empowered to introduce delegated acts on existing legidation, such asthe RED, providing it carries out a
thorough impact assessment. Recent experience demonstrates that, even after the (sometimes controversial) public
debate and publication of such an impact assessment, the corresponding actions, such as the publication a del egated act
or the issuance of a Standardisation request, the actual impact on industry (both cost and time to make changes) and the
market more widely is often wildly underestimated. In other examples, the impact assessment was simply not carried
out, for example, in introducing the Article 3(3) d of the RED (network security), the scope of the networks was not
clear, leading to impractical requirements for standards; and in the update to the Standardisation Directive
(EU-1025/2021 [i.37]), no impact assessment was carried out at all despite the recent changes have potentially profound
impact on the ESOs.

It is apparent that several of these initiatives - and the associated timelines - have been driven by political imperatives,
leading unrealistically reduced timescales to write the corresponding standards. There is adanger that this will lead to
rushed and so poor standards, in turn leading to a fragmented market and increased costs.

55.1 Recommendations

The following recommendations are made:

e All meetings and decisions by the HASC and EC staff should be documented.

. All meetings with the EC discussing matters pertaining to the citation of standards should be minuted - at least
onthe ETSI side - so that al discussions are captured.

. Highlight the cost (to industry, MSAs and Europe) of onerous compliance requests and missing or out-of-date
standards.

. Better education up to politicians (on mandates) so that all understand the implications of mandates, especialy
the way in which they might be converted to SRs.

ETSI



31 ETSI TR 103 880 V1.1.1 (2022-11)

e  When drafting standards, all issues should be collected and faced directly without trying to hope that the
problems will go away.

. Rapporteurs should not take the attitude that, 'if the EC has not complained drafting groups should not make
any changes - all issues should be addressed to avoid future problems, even extending to other standards.

o  Affected rapporteurs should not reject issues simply because they were only reported for other standards.

. Cross-standard references might, where practical and applicable, be encoded into ETSI processesto ensure
that they are pursued.

. The EC should draft a clear set of rapporteurs/HASC guidelines, because the current guidelines are confusing
and go into insufficient detail when compared to the issues being raised by the HASCs and the EC itself.

. In anticipation of formal documentation from the EC, ETSI should generate a set of ‘Master Documentation’,
setting out its understanding of what is expected and what is required in harmonised standard. This might be
founded on the horizontals issues FAQs that are being generated by TC ERM.

. ETSI should put a process in place to ensure that the Master Documentation set is updated appropriately as
new information comesto light, or an earlier understanding is altered or clarified.

e  TheEC has suggested there should be training for rapporteurs and ETSI officers but conversely, it may prove
useful for EC legal services group to have experience of everyday lifein test labs e.g. with accreditation
services.

e  TheEC should publish Impact Assessments for all mandates and update those assessments in the light of
developments that significantly impact on the cost of their implementation.

e  Thereinstatement of generic standards, which are necessary in the European market.

e  Aspaperwork causes the majority of issues, in particular the technical file, the master documentation should
set out a clear understanding asto what is required.

. ETSI and the EC need to find a balance as to what properties of equipment can be declared.

. However, the handling of measurement uncertainty is understood globally and ETSI should continue to use the
same approach.

5.6 Relationship between ERM and other TCs & ESOs

5.6.0 Discussion

The relationship between ETS| and the other ESOs (CEN and CENELEC) is excellent and the formal channels for
exchanging information and collaborating works well. Nevertheless, collaborative preparatory work for the RED 3(3)
articles revealed that in order to achieve the tight timescales involved, progress could only be made through aloose,
informal way of working between ETSI TC Cyber and CEN/CENELEC JTC13. This cross ESO working was brought
about by the necessarily broad scope associated with the RED 3(3) articles requirements. In future, more and more
products will involve cross boundary working (e.g. White goods) and so more collaboration will be needed - both
between and within ESOs (i.e. between TCs).

TC ERM has long demonstrated the advantages of a horizontal group within ETSI, such as the exchange of information;
enabling of cooperation between groups rather than multiple outputs on a single subject; and (accepting all groups are
open to al ETSI members, except 3GPP, and ETSI isinput driven) the exchange of information in the enlarged ETSI
Family viaa horizontal group. Similar cross-TC consensus would be beneficial in the new non radio regulation on
Cyber and Al which will affect almost al radio groupsin ERM. Regular exposure to progress and problemsin these
areas will both inform and encourage participation in the works.
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5.6.1 Recommendations
The following recommendations are made:

o Existing OCG groups which have been used as an interim solution to cross-cutting Standardisation Request are
unable to prepare and agree standards and so TC Cyber and whichever group takes over the OCG Al work
should join ERM for the purpose of ensuring members are kept up to date, or another structure might be
considered.

. Given it currently it takes many monthsto set up joint groups with much political discussion, a permanent,
informal inter-ET SI-CEN/CENELEC liaison group might be set up with a changing membership dependent on
subject.

. More widely, a matrix structure might be set up between ETSI/CEN/CENELEC identifying who can
immediately speak to whom, which might help with the limited interconnectivity within CENELEC, where
individuals are present only on specific committees.

. Permanent Hybrid meeting facilities should be set up to encourage members to participate in this cross-ESO
work.

e  Governments should be encouraged to better fund standardisation activities including membership of ETSI.

5.7 Legal certainty

57.0 Discussion

The EC'sinterpretation of legal certainty, influenced by their interpretation of the Elliott case, has led to the delay of
many harmonised standards since the transition from the R& TTE to the RED, where statements within new (and
existing) standards have been deemed to be insufficiently certain. The EC has made it clear that it considers harmonised
standards to be legal documents, the implication being that they should be sufficiently legally certain, even though they
are, essentially, technical documents with different demands on the quality of their scope and content.

Legal certainty isawell-established principlein liberal democracies. It is simply that the citizen would be expected to
know what is required of him, before the event.

The European Court of justice has stated in its judgment between the European Parliament and The Council of
Ministers that:

"the principle of legal certainty requiresthat rules of law be clear and precise and predictable in their effect, so that
interested parties can ascertain their position in situations and legal relationships governed by EU law" [i.27].

A similar description of the principle can be found in found in other reference sources, including Wikipedia.

From the point of view of a manufacturer wishing to place a product on the market, legal certainty meansthat what is
required of the product is clear beforehand and is not, for instance, discovered later in a conversation with a Market
Surveillance Authority (MSA).

The EC has stated that HS ought to provide legal certainty. Under atype approval system, this was lessimportant as
legal certainty could be seen as coming in the form of a document from an assessor or atest house.

Under aDoC system, however, a manufacturer looking for legal certainty will inevitably turn to the HS. The ideathat
the HS should provide it is therefore reasonable.

Nevertheless, among ETS|I members, some serious implications have been debated.

Several common views are that legal certainty:
1) Meansthat everything (the standard itself, the outcome of atest) ought to stand up in court.
2) Requires exhaustive testing of every aspect of a product under all conditions.

3) Meansthat aquestion hasto be resolved without doubt e.g. atest ought to yield an absolute yes/no answer.
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Point 1) appears to be a misinterpretation of the matter.

Point 2) may also be a misinterpretation. It is asif the phrase interested parties can ascertain their position (with
reasonable accuracy) has evolved into interested parties ought to ascertain their position (with absolute accuracy).

Point 3) may be a confusion with the matter of measurement uncertainty. Thereis, however, alink between legal
certainty, asin "what is required of a manufacturer" and the result of the tests, which when all combined together
answer the question "has the manufacturer taken the appropriate measures to conform to the security requirements?”
Thisis where measurement uncertainty applies, since answering "it depends”’ as atest result is not going to be
satisfactory.

Measurement Uncertainty (MU) is a physical fact of radio and EMC measurements and is recognized by
Administrationsin their registration of laboratories. Previoudly, the "shared risk" approach has been taken by
Administrations, where an agreed level of MU was taken into account providing that the measurement met the required
limit. ETSI and other standards bodies published these agreed limits. The recent removal of this approach, however -
due to comments from the EC - has generated a situation where administration measurements - due to their better
facilities - may disagree with a manufacturer's measurement, leading to a formal non-compliance that may not be
important in the real world. It aso conflicts with international use of ESOs standards.

With MU in mind, therefore, the legal certainty - asin, "what is required of a manufacturer” - is affected when
considering compliance to aregulatory requirement. The MU issue is open to interpretation depending on whether the
MU of the laboratories or manufacturer are taken into account.

It should also be noted that the principle of legal certainty works both ways. ETS|I members and rapporteurs may expect
that it is clear what they have to do in order to have HS accepted by the EC. At present they are operating without a
specification or handbook. The system of trial and error with HAS Consultants followed by a separate opinion from a
Desk Officer appearsto violate the principle of legal certainty.

5.7.1 Recommendations
The following recommendations are made to resolve many of these issues:

. A discussion is needed to ensure that all parties have the same understanding of this matter.

. The exact implications for HS need to be agreed. Does it require minor changes to the text in HS, or will it
require major changes and lead to HS for use with a DoC becoming different to HS for use in type approval ?

e  The cost vs benefit of requirements and procedures should be used by ETSI to establish a sufficient level of
testing detail, the principle of which the EC should accept.

. ESOs should always take the safest approach to handle uncertainties related to risk analysis, until criteriato
overcome this uncertainty are identified and agreed with EC.

. If the EC feels that requirements demanding subjective testing should be included in NLF legislation, there
should be an acknowledgement of, acceptance and description as to how such requirements should be
documented and tested by the EC, which would be captured in the master documentation.

5.8 Reputational damage

5.8.0 Discussion

ETSI hasaglobal reputation, both with regulators and industry and has long since prided itself on writing clear and easy
to follow standards and procedures. Demands that are being made recently of TCs by the EC and HASCs - both
demanding unrealistically onerous procedures and also the removal of instructive text - however, is damaging the
quality of standardsin the eyes of our customers and thereby damaging the reputation of ETS itself.

In addition, the original objectives of the EC were to ensure leadership in the field of standardisation. ETSI standards
achieve, but increasing specialization on European legislation detracts from worldwide use.
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The EC's continued refusal to accept citation of standards from globally recognized SDOs, such as |[EC and CISPR
leading to the need for Common European modifications (i.e. deliberate departures from globally accepted norms, as
Europe unilaterally altering such standardsis unrealistic, especially when the motivation is questionable from a
technical perspective, and causes further delays) is having a similar effect. For example, one member commented that
when working on |EC CISPR standards, where he is always trying to think ahead to what Europe might require, and yet
il the standards are forbidden to be cited, whilst in TC210 [i.38] there is aworking group (TC210 WG 18) that creates
Common European Modifications modifying standards (from IEC CISPR and IEC TC77 [i.39]) to adapt them to
European requirements.

ETSI isof the view that Europe should try to align with global standards whenever possible because the fundamental
laws and techniques are universal and that otherwise it risks Europe having diminishing impact in the world, an
important soft political power. Many of the changes, too, extend testing time, for example, from 4 hoursto 4 daysin
IEC EN 61000-4-3[i.28].

Many of the concernsthat are raised by the EC in this regard appear to be legal in nature and do not take into account
the practicalities of standard laboratory practice, and so the EC should be more prepared to understand the concerns
raised in this regard, else there is a danger that, technical issues are being fudged and important decisions avoided.

Member disillusionment is another serious issue that should concern ETSI: evidence has emerged of a feeling from
several members that rules are being applied arbitrarily leading to extended drafting times which has led some member
companies to question the value of remaining ETSI members, reasoning that certification of products by notified body
might be a more cost effective way of placing products on the market and therefore leaving/downgrading their
membership.

One TC has abandoned even trying to cite standards, reasoning that its European users would feel better served entirely
circumventing the whole process.

Thereis also an observation that industrial stakeholders are being more and more marginalized and that ETSI might, in
the future, struggle to support their interests.

Two-part standards

Two-part standards might be a compromise solution to the requirements of the EC whilst maintaining ETSI's global
reputation. Noting that the overlap of the content of harmonised standards is significant, ETSI might, as a matter of
course, publish global standards, but also a second harmonised standard containing the additional mandatory elements
demanded by the EC (as well asremoval of content that is deemed to be inadmissible). This would pose some
administrative challenges to TCs, but allow harmonised standards to be cited and ET Sl's traditional global customersto
be satisfied.

ETSI should continue to highlight, however, that where the implicit European requirements diverge from global norms -
both specific standards and detailed technical points - the European market risks constructing barriers to trade both into
and out of the union. This further risks Europe becoming a niche market making European products uncompetitive.

5.8.1 Recommendations
The following recommendations are made to resolve many of these issues:

. ETSI should recognize that there is a bigger picture (than ETSI standards becoming very EU-specific) in that
Europe is mandating more and more European Common Modifications to globally-accepted International
standards (developed by domain experts over many years, only for EC lawyersto find legal fault), leading to
fragmentation of standards, which can only lead to higher costs for consumers, and the disadvantaging of
European industry.

. ETSI, ultimately, perhaps, has a choice: write global standards only or adapt them to EU-specific
requirements, perhaps by way of an addendum. This would allow ETSI standards to continue to be consumed
initstraditional global markets.

e  Two-part standards might be considered, thereby satisfying the needs of the EC whilst not compromising
standards' global relevance, where detail (such as measurement procedures) that has been excluded by the EC
(but which infrequent users of the standards need, such as details of measurement tolerances) might be
returned.

. Else suites of documents could be written: one part for the engineers and/or technicians who are involved in
the (planning and execution of) testing and one part having legal significance.
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. ETSI should continue to vocally defend industrial participation in standards writing.

. Both ETSI and the EC should understand the implications of detailed assessment procedures that are currently
being demanded, which lead to long and costly testing sessions, the cost of which to European industry (and,
ultimately, consumers) should be highlighted.

. In diverging from international standards, Europe risksisolation, which ETSI believes runs counter to the
interests of Europe. Deviations should be a last resort, and so the EC should be encouraged to approach
third-party SDOs and make their points, else uncertainty will continue to haunt European standards.

5.9 Availability and variability of HAS consultants

59.0 Discussion

In areport from the Commission to the European on its Standardization Strategy [i.29] in February 2022, the EC
claimed that the high number of failed reviews of standards was, "mainly due to inadequacy with EU law, showing that
more work isto be invested in the devel opment process of standards - e.g. within the technical committees - so that the
work is more aligned with the policy and legal requirements"'. Experience of ETSI & CENELEC TC leads, however,
challenges this narrative suggesting that, although in many cases this might have been fair criticism, there have been
other factorsthat have led to unfavourable reviews.

To exacerbate the situation, funding of the HASC programme was disrupted in early 2022 which conseguently further
delayed the preparation of all such standards.

From late 2019, TC ERM, started to experience problems with the availability of HAS consultants to attend ET S
meetings. Prior to this, TCs could (and did) request the presence of the HAS consultant in technical meetings where
their input was deemed valuable to al present, keeping them on track and focussed during the drafting and resolution of
both HAS review and Public Enquiry comments. Subsequently, this has since ceased, allegedly over funding issues.
Theresult of thisisincreased misunderstanding by both parties on the intent of each other and an over reliance on the
final review by the RED Desk Officer which takes place after the standard has been published by ETSI and the work
item closed, making revision of the standard time consuming. The HAS Consultants contract was finally renewed in
Summer 2022.

TC ERM has also experienced different approaches and comments from different individual consultants. This
undermines the entire process because a TC might receive a "green light" from one during areview and then a
subsequent review by a different consultant might raise concerns that were not there in the first review. This lack of
consistency makes drafting extremely frustrating. Furthermore, when a different consultant gets involved TCs have
found, on occasion, that they are expected to explain how/why it has arrived at certain decisions that would have been
apparent to either the earlier consultant or the new one if they had followed the drafting process from early stages. As
an example, ETSI EN 303 204 [i.30] (Fixed Short Range Devices (SRD) in data networks; Radio equipment to be used
in the 870 MHz to 876 MHz), which went through the process of citation after three rounds of resolution assessments,
only for an identical annex on measurements to be deemed to have several critical findings two months later by another
HAS consultant.

Furthermore, with respect to Wanted Performance Criteria, comments have been received from the HASCs, whereas
ETSI understands that ETSI is solely responsible for setting pass/fail criteria, with ultimately the ECC having the main
say in their values, and that under the RED EG many decision makers come from national delegations and so much of
thisisdriven by national communications policies. This has been repeatedly questioned by HAS consultants.

Finally, several TCs, aswell as CENELEC, have reported experiences of contradictions between different HASCs,
leading to confusion, delays and, ultimately, limitations of standards' citations.

5.9.1 Recommendations
The following recommendations are made to resolve many of these issues:

. HASC's should be given clearer guidance as to the scope of their activities and detail of where they should
intervene, with emphasis on intervention only in case of clear breaches of a standard's content.

. HA'S consultants should be present in resolution meetings as well as engaging them at early stage in the
standard's genesis.
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e A process should be put in place to avoid or resolve contradictory opinions by different HAS Consultants on
similar issues, before such opinions are validated and transmitted to the ESOs for action. In case an approved
new opinion contradicts a previoudly expressed one, the ESOs should not be held responsible for delays
resulting from aligning the standards with the new opinion

5.10 Challenges of the EC's new standardisation strategy

5.10.0 Discussion

When arequest for standardisation is made by the Commission, the European standardisation organizations (as defined
in Regulation (EU) No 1025/2012 [i.22]) are the only bodies that can issue standards and standardisation deliverables.
They do so in line with specific procedures set out in Article 10 of Regulation (EU) No 1025/2012 of the

" Standardisation Regulation”. The Standardisation Regulation also provides that the European Union may support the
European standardisation organizations financially.

The European standardisation organizations are defined in Article 2, point 8 and Annex | to the Standardisation
Regulation. There are three European standardisation organizations. CEN, CENELEC and ETSI. They have an
exclusive role to carry out standardisation work requested by the Commission in support of EU legidlation and policies.

In the view of the Commission, today, "the ESOs' internal governance, decision-making procedures and their
member ship structure have gone through multiple changes' since the above mechanism was incepted.

They consider that " The European standardisation organisations now cooperate with a wide range of stakeholders,
including fromthird countries, and allow them to participate not only in the technical work but also in their internal
policy- and decision-making. Such cooperation is welcome; however, when the European standardisation organisations
should focus on supporting EU legidlation and policies, safeguards are needed to ensure sound procedure and a
balanced representation of stakeholders' interests, in line with the strategic priorities and legidative needs."

Therefore, they intend to ensure that "when the European standar disation organisations support the application of EU
legislation and develop standards that are crucial to the EU general public and to companies, the internal governance
of the European standardisation organisations must duly take into account the views of all European stakeholders
(including small and medium enterprises and civil society organisations).” In a criticism directly targeting the role of
ETSI asan ESO, they add that "Thisis even more pertinent given that some European standardisation organisations
are mainly composed by economic operators who have voting rights and the participation of civil society organisations
and public authoritiesis limited in some cases'.

In consequence, as part of the reform of the EU Standardization system announced by Commissioner Breton in early
February, the Commission:

. Presented a legidative proposal amending Regulation (EU) No 1025/2012, in which it proposes basic criteria
when handling European standardisation requests under Article 10 of Regulation (EU) No 1025/2012.

. Called on the European standardisation organizations to make proposals by the end of 2022 to modernize their
governance to fully represent the public interest and interests of SMEs, civil society and users and to facilitate
access to standards.

e  Will launch the evaluation of Regulation (EU) 1025/2012 to assess whether it is still fit for purpose.

e Will launch a peer review process amongst Member States and national standardisation bodies by the end of
2022 to achieve better inclusiveness, including of civil society and users, and SME-friendly conditions for
standardisation.

e  Will develop ahorizontal approach to the development of technical or common specifications through
implementing acts under sectoral legidation.

The proposed amendment aims to ensure that "the decision-making bodies of European standardisation organizations
concerning European standards and European standardisation deliverables requested by the Commission under Article
10(1) of Regulation (EU) No 1025/2012 be taken exclusively by representatives of national standardisations bodies'
and "provide that the Commission may only make such requests to a European standardisation organization that
complies with that requirement". Thiswill pertain to:

a) decisions on the acceptance, refusal and execution of standardisation requests;
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b)  decisions on the acceptance of new work items;

¢) decisionson the adoption, revision and withdrawal of European standards or European standardisation
deliverables.

It would allow atransition period of 6 monthsto "enable the European Standardisation Organizations - where necessary
- to adapt their internal rules of procedure". It should be noted, however, that during this interim period, despite the fact
that ETSI has responsibility for radio devices and was an early mover in the Cyber requirements standardisation, the
Commission aready used the argument of nhon-compliance with the new rules to exclude ETSI from the RED 3.3 d/e/f
standardization request, sending it only to CEN and CENELEC, even though ETSI wasiinitialy very activein the
preparation of the Standardisation Request. Furthermore, this Standardisation Request involves the production of
deliverables dealing with 5G Base Stations and el DAS, which are not in the CEN/CENELEC areas of expertise. At the
same time, it is worth highlighting that CEN/CENELEC JTC 13 recently created a working group to support ENISA in
producing an EU 5G certification scheme under the CSA, while neither ETSI nor 3GPP considered similar initiatives.

Furthermore, the overall European standardization landscape will a so be affected by the following actions from the
Commission:

e  Work with the ESOs, stakeholders and other partners to immediately address the identified standardisation
urgencies, as regards e.g. chips certification and data standards.

e  SetupaHigh-Level Forum to assist the Commission in anticipating upcoming standardisation priorities and
engage with the European Parliament and Council to ensure political concertation on these priorities.

. Reflect the standardisation prioritiesin the Annual Union Work Programme on Standardisation from 2022
onwards.

. Review existing standards to identify needs for revisions or devel opment of new standards to meet the
objectives of the European Green Deal and Europe's Digital Decade and support the resilience of the EU single
market.

. Set up an EU excellence hub on standards to bring together the standardisation expertise, and nominate a
Chief Standardisation Officer, who will steer this network and ensure Commission oversight on the alignment
of standardisation activities with EU policy objectives and strategic interests.

e  Work with the ESOs on concrete solutions and targets to accelerate the development and adoption of
standards, implementing concrete solutions to achieve higher consistency of standards offered for publication
by reference in the Official Journal of the European Union.

. Set up a mechanism with EU Member States and national standardisation bodies to monitor, share
information, coordinate and strengthen the European approach to international standardisation (1SO, IEC, ITU
and other relevant international fora), supported by the EU Excellence Hub on Standards.

. Foster the development and deployment of international standards for a free, open, accessible and secure
global internet and establish an EU internet standards monitoring website.

Initsforeword, the EC contends that, 'the strategic importance of standards has not been adequately recognized at the
cost of EU leadership in standards-setting. This must change'. ETSI does not recognize the issues raised in this
paragraph and would appreciate more explanation.

5.10.1 Recommendations
The following recommendations are made to resolve many of these issues:

. The intention of the call to the ESOs to "facilitate access to standards’ should be clarified, e.g. doesit means
facilitate access to the standards devel opment process to certain types of stakeholders, or facilitate accessto
published standards (ETSI standards are freely available viathe ETSI website) by all stakeholders, or both?
The current ESOs landscape supports different financing models affecting either access to the development of
standards or access to the text of approved standards. This diversity of models has successfully proven its
ability to efficiently address a variety of issues, so the impact of enforcing a single model should be carefully
analysed.
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o It should be acknowledged that European standards and legislation may serve different purposes, which may
be better served by different processes in the way to develop and disseminate European standards. While
Member States appointed representatives may be best placed to contribute when it comes to defining
reguirements for protecting consumers in already existing markets, the pace of innovation in Information and
Communication Technologies requires anticipation to ensure timely availability of mature interoperability
standards as an enabler to the development of new market segments. This requires active involvement of
scarcely available expertsin the innovative ecosystems. The ability of national committee based representation
to address such cases has to be assessed, while the ET S| industry-based participation model enabled the
success of the EU initiated GSM standards in the 1990s, which set the basisto global cellular communication
systems worldwide for the following decades.

. In judging the performance of the ESOs, there needsto be a clearly stated and agreed upon performance/speed
objectivesis necessary.

e  TheEC and the ESOs need to work together to anticipate regulation that may be required in the future for new
and fast-evolving sectors.

5.11 Process issues

5.11.0 Discussion

With the EC's new assertiveness in judging standards for citation it has become apparent that the ENAP process itself
creates problems that lead to delays and frustration within TCs.

The main problem encountered so far with the Standardisation Request process stems from the fact that the ESOs can
only fully accept or fully reject an issued SR within one month, with neither comments nor conditions admitted.

A good example of such issuesisthe E112 SR addressing Article 3(3)(g) of the RED that was rejected by ETSI in the
autumn of 2020, and used by Commissioner Breton as an example of unacceptable behaviour from an ESO because he
claimed that this stemmed from arefusal from non-EU headquartered companies to implement Galileo GNSS
interoperability in their products. It has to be noted that the Standardisation Request contained the text "ETS should
therefore promptly report to the Commission if it considers that more time is required to draft the standards than
initially foreseen or that it is appropriate to adapt the scope of the request, in order to allow the Commission to take
appropriate action.". On that basis, because there was an agreement to devel op the core HEN related to Galileo GNSS
interoperability, but also a consensus that the requested schedule could not be met, and a clear lack of support to
develop some of the other (unrelated) HENSs requested under this Standardisation Request, the TC in charge (MSG)
actually recommended a"Yes, but..." response to the ETSI Board. Considering that the response to be provided did not
allow such remarks, this decision was converted at Board level into arejection of the Standardisation Request:

e  Although there is a consultation process between the ESOs and the Commission to finalize Standardization
Requests, ESOs have only limited impact on the preparation of Delegated Acts, and their inputs on DASs can be
completely disregarded by the Commission.

o In principle, a Delegated Act cannot introduce new terms that did not exist in the original legislation, nor
redefine existing terms. Given that Article 3(3) of the RED dates back from the R& TTE directive of the late
1990s, the term "network" in the existing Directive cannot be reasonably understood by the average reader as
the "Internet" without additional information. This is because the networking technologies have been
developed and adopted to an astounding degree since the R& TTE was written. Therefore, the redefinition of
"network" in the RED 3(3) d/e/f DA to include the Internet seems to contradict the established principle above.

e  TheDelegated Act decides on the legal framework that will serve as context to the Standardisation Request,
e.g. NLF (DG GROW), CSA (DG CNCT), etc. Depending which part of the Commission initiates an action
for agiven purpose, different legal frameworks are likely to be proposed, some of which may be more
appropriate to achieve a given purpose than others. For example:

- Considering the wide objective of the Commission to increase the cybersecurity of ICT products, the
decision to act under the NLF through activation of Articles 3(3) of the RED will require further actions
to address all the ICT devices that do not qualify as"Radio Equipment". Thisislikely to create perpetual
fragmentation between the radio and non-radio productsin ICT, which introduces undue overhead in
widely circulated products (e.g. laptops, desktops with vs. without embedded short range radio chipsets,
etc).
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- It is worth noting that the NLF suffers from inherent limitations when it comes to addressing ICT
security, which, being largely impacted by third-party actions, is a moving target that cannot be
measured absolutely, but only estimated by humans by means of Risk assessment, which itself requires
knowledge of the use case and operating conditions, which are often unknown by manufacturers at time
of placing their devices on the market. This aso meansthat in the context of ICT security, thereisno
physical phenomenon to use as a reference for stable norms, in contrast to what existing harmoni sed
standards for the RED largely rely upon.

- Furthermore, use of a market placement legislation assuming legal certainty to address ICT security
directly contradicts the fundamental principleslaid down by DG CNCT in the CSA for addressing ICT
security (specifically, "consider the whole product lifecycle" and "use risk-based assessment”).

Generally, the Commission already prepares a well advanced draft before consulting the ESOs on a
Standardization Request. Several points deserve immediate attention when reviewing such drafts:

- It has been typically the case that the Commission issues a single SR per policy area, which resultsin
requesting multiple HENSs - often not technically connected - into asingle SR. But since the ESOs can
only accept or reject an SR in full, with no possibility to comment (even on the timeline), this means that
disagreement to produce just one of the standards requested requires a full rejection from the ESO. Such
an outcome for an SR is easily misinterpreted by the Commission as a disagreement to contribute to the
overdl intended goa under the policy areain question.

- Finaly, "the devil liesin the details": Careful wordsmithing is always necessary to ensure that meanings
can be interpreted unambiguously, and contribute to the overall goal rather than introducing further
confusion. This phase generally takes the most time, as all revisions of the text need to be checked
carefully.

5.11.1 Recommendations

The following recommendations are made to resolve many of these issues:

Many ambiguities could be avoided if the Commission would agree, as a Best Practice principle, to atomize its
SR to the extent possible, i.e. one SR per HEN, or at least if the Standardisation Request could set specific
timeline for each HEN it covers while the ESOs would be allowed to individually Accept or Reject the
development of each HEN under such a combined SR.

The Standardisation Request should define the scope affected and the overall goal to achieve, i.e. the
"WHAT", without entering into technical details on "HOW" this goa hasto be achieved. Fregquently, the
Commission has atendency to enter far into ESO'sterritory when drafting its SRs (e.g. converting high level
objectives into detailed technical requirements).

Change process to allow partial acceptance of SRs and/or dialogue or ensure that SRs are split into appropriate
and specific individual requests (with separate requests for separate deliverables whenever possible), with
realistic timescales.

EC comments should be submitted at a stage where they could be debated and acted upon in the normal
process of standards production. This means as early in the process as possible and whilst this may place a
burden upon the RED desk and others, submission of comments during the ENAP process should be seen as
the appropriate place, thus making the act of citation a more straight forward step that does not get bogged
down in revision of the standard when the work itemis closed and the standard published. Furthermore
submission of EC comments here also means that the EC comments along with everyone else's are subject to
full public scrutiny as part of the established process for standards.

The EC'sright to fail/restrict citations comes at the end of the process - no time to remedy -- Update ENAP
process, therefore, the ENAP process could be revised in such away (see figure 1) that:

1) Anadditional NSO/NSB assessment (in parallel to first HASTAC assessment) could be established to
increase the NSO/NSB involvement during the EN preparation and not only NSO/NSB commenting
possibility during the ENAP official public enquiry step (including vote). During the officia public
enquiry technical changes are limited and such involvement could reduce the probability to undergo
additional public enquiries.

ETSI



40 ETSI TR 103 880 V1.1.1 (2022-11)

2)  Another improvement could be that the second HASTA C assessment should take place during the public
enquiry. With this parallel activity ETSI would receive for the resolution (after the public enquiry) the
comments from both sides (HASTAC and NSO/NSB). This would reduce the possibility of negative
comments after the resolution meeting (3" HASTAC assessment). That this change would be successful
it is be recommended that for the resolution meeting the HASTAC and NSO/NSB representative (if they
provide comments) are present.

3) Andfinal at thefinal stage (ETSI publication) the EC assessment should be prepared before ET S|
publishes the "final" EN. This"freezing" of the EN could provide ETSI the opportunity to consider
editorial changes (requested by EC) to improve clarification in the EN. This step might avoid arestart of
the entire process, caused only by small editorials are changes for clarification. But this change would
not avoid the necessity of are-start if the EC has "technical/legal" concerns. But participation of the
HASTAC and NSO/NSB would reduce the probability of such a situation occurring.
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Figure 1

5.12  Relationship with National Standardization
Organizations/Bodies (NSOs/NSBSs)

5.12.0 Discussion

The Standardisation Strategy makes clear the EC's desire to ensure that NSOS/NSBs play a mgjor role in the response of
ESOs to SRs. Asaminimum, NSOs/NSBs will be responsible for rubber stamping ESOs' response to SRs and the final
deliverable. Several members commented, however, that NSOsS/NSBs do not, typically, currently engage with these
processes, which isleft to industry participants. And, in fact, the majority of ETSI's work is driven by industrial
representatives supported by representatives from national regulators. The nature of and timescales impact of this new
decision-making process, therefore, isunclear.

Different funding participation models means that many NSOS/NSBs are incentivised to manage CEN/CENELEC
standards, where revenue is available in the resale of these standards. No such equivalent revenue streams are available
from ETSI standards. As a consequences some NSOS/NSBs are active where others are not. For example, the UK and
Ireland (an EU member), at the moment, there is no sharing of comments on drafts. Their engagement here isimportant,
but can only be achieved by them being funded to be members of and activein ETSI.

It isinteresting to note, that ETSI works directly with members, which the EC recently highlighted as having
undesirable connections of overseas organizations, but whose members are typically a'so members of national bodies
and therefore, whilst the national body makes the final vote for acceptance or rejection of a standard, or can input at the
draft stage, those taking part are, in the majority of cases, acommon group.
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5.12.1 Recommendations
The following recommendations are made to resolve many of these issues:

e  TheEC should clarify the process that it sees for enabling the 41 NSOS/NSBs of Europe to make decisions on
responses to SRs and publication of the resulting standards.

. ETSI should work with the NSOS/NSBs to educate them as to their roles and responsibilities to ensure timely
production of harmonised standards.

. National Governments should be encouraged to fund their NSOSNSBs' accessto ETSI in order to alow them
to better engage with the standardisation process.

6 Conclusions

After consideration by the EC, EESC and ETSI a group should be set up between the three organizations to consider
these issues and recommendations as a matter of urgency.

Once the issues have been resolved, Master Documentation setting out the requirements for harmonised standards
should be agreed.
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Annex A:

Detailed goals from EU Strategy on Standardisation: Setting
global standards in support of a resilient, green and digital
EU single market

Leveraging the European standardisation system - to deliver on the twin green and digital transition and support the
resilience of the single market:

Work with the ESOs, stakeholders and other partners to immediately address the identified standardisation
urgencies, as regards COVID-19 vaccine and medicine production, critical raw materias recycling, the clean
hydrogen value chain, low-carbon cement, chips certification and data standards.

Set up aHigh-Level Forum to assist the Commission in anticipating upcoming standardisation priorities and
engage with the European Parliament and Council to ensure political concertation on these priorities.

Reflect the standardisation prioritiesin the Annual Union Work Programme on Standardisation from 2022
onwards.

Review existing standards to identify needs for revisions or development of new standards to meet the
objectives of the European Green Deal and Europe's Digital Decade and support the resilience of the EU single
market.

Set up an EU excellence hub on standards to bring together the standardisation expertise, and nominate a Chief
Standardisation Officer, who will steer this network and ensure Commission oversight on the alignment of
standardisation activities with EU policy objectives and strategic interests.

Work with the ESOs on concrete solutions and targets to accel erate the devel opment and adoption of
standards, implementing concrete solutions to achieve higher consistency of standards offered for publication
by reference in the Official Journal of the European Union.

Upholding the integrity, inclusiveness and accessibility of the European standardisation system - putting good
governance principlesin place:

Presents a legidlative proposal amending Regulation (EU) No 1025/2012, in which it proposes basic criteria
when handling European standardisation requests under Article 10 of Regulation (EU) No 1025/2012 [i.37].

Calls on the European standardisation organizations to make proposals by the end of 2022 to modernize their
governance to fully represent the public interest and interests of SMES, civil society and users and to facilitate
access to standards.

Will launch the evaluation of Regulation (EU) 1025/2012 [i.37] to assess whether it is still fit for purpose.

Will launch a peer review process amongst Member States and national standardisation bodies by the end of
2022 to achieve better inclusiveness, including of civil society and users, and SME-friendly conditions for
standardisation.

Will develop a horizontal approach to the development of technical or common specifications through
implementing acts under sectoral legidation.

Globa standards-setting: supporting the EU's leading position as aforerunner in key technologies and promoting EU
core values:

Set up a mechanism with EU Member States and national standardisation bodies to monitor, share
information, coordinate and strengthen the European approach to international standardisation (1SO, IEC, ITU
and other relevant international fora), supported by the EU Excellence Hub on Standards.

Foster the devel opment and deployment of international standards for a free, open, accessible and secure
global internet and establish an EU internet standards monitoring website.
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Monitor the effective implementation of existing commitments on standardisation in EU trade agreements and
use such trade agreements, as well as regulatory dialogues and digital partnerships, to cooperate on
standardisation with like-minded partners in strategic areas and coordinate positions in international
standardisation bodies.

Promote international cooperation on standardisation and EU standards with the Neighbourhood, Devel opment
and International Cooperation Instrument - Global Europe (NDICI-GE) and Horizon Europe, also with aview
to support stakeholder participation in international standardisation (SMEs, civil society, academics).

Fund standardisation projectsin selected African countries as part of its devel opment cooperation policy and
the Global Gateway. The EU will promote key European standards in partner countries with accession
perspectives/closer integration with the EU's internal market, starting in the EU's Neighbourhoods.

Cutting-edge innovation that fosters timely standards:

Launch the 'Standardisation Booster' to support researchers under Horizon 2020 and Horizon Europe to test the
relevance of their results for standardisation.

Develop a Code of Practice for researchers on standardisation to strengthen the link between standardisation
and research/innovation through the European Research Area (ERA), by mid-2022.

Ensuring future standardisation expertise - the need for education and skills:

Organize Standardisation University Days to promote standardisation awareness among academics and
students.

Deploy initiatives for young researchers and networks from Horizon Europe and the Euratom Research and
Training programme, including the COST Association, for the val orisation of research and innovation through
standardisation and pre-normative research.

Use the Commission's EU Academy platform for the dissemination of standardisation e-learning training
material; promote the development and dissemination of standardisation academic teaching modules within the
High-Level Forum to attract and train young professional in standardisation and promote re-skilling
opportunities.

The way ahead - future of the European standardisation system:

Publish along with the Annual Union Work Programme and the ICT Standardisation Rolling Plan on European
standardisation an annual dashboard on the planned, current and completed standardisation activities for more
transparency in the European standardisation system.
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Annex B:
Procedures establishing secondary legislation

B.1  Procedure for delegated acts

The Treaty on the Functioning of the European Union stipulatesinits Article 290 [i.31]:

1) "Alegidative act may delegate to the Commission the power to adopt non-legislative acts of general
application to supplement or amend certain non-essential elements of the legidative act.

The objectives, content, scope and duration of the delegation of power shall be explicitly defined in the
legislative acts. The essential elements of an area shall be reserved for the legislative act and
accordingly shall not be the subject of a delegation of power.

2) Legidative acts shall explicitly lay down the conditions to which the delegation is subject; these conditions
may be as follows;

a) the European Parliament or the Council may decide to revoke the delegation;

b) hedelegated act may enter into force only if no objection has been expressed by the European
Parliament or the Council within a period set by the legidative act.

For the purposes of a) and b), the European Parliament shall act by a majority of its component
members, and the Council by a qualified majority.

3) Theadjective "delegated" shall be inserted in thetitle of delegated acts."

The procedure for delegated actsis one of the procedures used to establish secondary legislation. The European
Commission may be granted the mandate to establish delegated acts, but only if primary legislation alows for it and
only within the boundaries set by the primary legisation.

Delegated acts are generally used to establish measures of atechnical nature. Specialist knowledge is usually required
to draw up such measures. Despite the fact delegated acts focus on technical measures, such measures may have
significant impact in the member states. As such, the seemingly politically less important delegated acts can still attract
political attention. When secondary legislation is limited to establishing uniform European measures for implementing
primary legidation, implementing acts are used instead.

In short the procedure proceeds as follows: basic legidation stipulates on which part of the legislation the European
Commission has to establish further measures. The Commission, in co-operation with the member states, drafts the
delegated acts. The Council of Ministers and the European Parliament can tacitly or explicitly approve the delegated
act, or rgject it. The full procedureis set out below.

B.2  Procedure for delegated acts in detail

The procedure for adopting delegated acts [i.32] are described below.
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Adopting delegated acts
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Figure B.1: The procedure of adopting delegated acts

Step 1: establish framework

Primary legidlation establishes the framework and the boundaries in which the European Commission can draft further
measures. The role of the Council of Ministers and the European Parliament is also established.

In some cases the mandate of the Commission islimited in time by a so-called sunset clause. When the mandate expires
it can be extended, become subject to review or be terminated.

Step 2: establishing delegated acts

The Commission drafts a proposal for a delegated act. This process involves consultations of experts from the member
states. Such expert committees - known as comitology - are made of member state appointed experts, almost always
civil servants. In (rare) cases when the Commission does not require additional expertise no consultations are held.

After the Commission hasissued a proposal for a delegated act there are three possible outcomes:
1) Council and EP do not issue an opinion; the delegated act will come into effect.
2)  Council and EP raise no objections; the delegated act will come into effect.
3) Either Council or EP or both object to the proposed delegated act; the delegated act is rejected.
Both Council and EP are required to provide a motivation when objecting.
Both Council and EP have two months to conclude their evaluation of a proposed delegated act.
On voting procedures

The Council of Ministers decides by qualified majority vote. The European Parliament decides by the majority of its
members.

In cases where the European Parliament is not co-legislator when establishing the primary legisation the EP generally
does have a say in the procedure for delegated acts.

B.3  Application of delegated acts

The Commission may only issue delegated acts when the following conditions are met:
e theprimary legidlation hasto be legally binding;

. the primary legidation provides the Commission with a clear mandate to issue delegated acts. The mandate
includes the purpose, extent and goal as well as the duration of the delegation;

e  delegated acts only amend or add to non-essential elements of the primary legidation;

. delegated acts are generally binding by definition; they cannot apply to individua or specific groups of legal
entities.

Aslong as the following conditions are met any piece of primary legislation can include a mandate for delegated acts.
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B.4  Legal framework
Delegated acts are based on the Treaty on the functioning of the European Union:
. delegated acts: part six TFEU title | chapter 2 section 1 Article 290 [i.35];

. working arrangements between Council, EP and Commission on delegated acts (Regulation 2011/182 [i.36]).

B.5 Adoption of delegated acts

The Commission adopts them on the basis of a delegation granted in the text of an EU law, in this case alegislative act.
The Commission's power to adopt delegated actsis subject to strict limits:

e thedelegated act cannot change the essential elements of the law;

. the legidative act can define the objectives, content, scope and duration of the delegation of power;

. Parliament and Council may revoke the delegation or express objections to the delegated act.

The Commission prepares and adopts delegated acts after consulting expert groups, composed of representatives from
each EU country, which meet on aregular or occasional basis.

As part of the Commission's better regulation agenda, citizens and other stakeholders can provide feedback on the draft
text of adelegated act during a four-week period. There are some exceptions, for example, in case of emergency or
when citizens and stakehol ders have already contributed. More details in the better regulation toolbox.

Once the Commission has adopted the act, Parliament and Council generally have two months to formulate any
objections. If they do not, the delegated act entersinto force.

Adopted acts contain an ‘explanatory memorandum’' summarizing the feedback received and how it was used.
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