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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Lawful Interception (LI).

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ET S| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document describes an interface consisting of requests from a Law Enforcement Agency for vehicle-related
data and the responses to those requests. The present document describes some usage scenarios and puts forward some
examples for thisinterface. The present document includes a recommendation for the details of how the interface could
work.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 103 767: "Lawful Interception (L1); Considerations about interfacing with providers of
vehicle information".

[i.2] ETSI TS 123 003: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; Numbering, addressing and identification
(3GPP TS 23.003)".

[i.3] SO 20078-1:2021: "Road vehicles -- Extended vehicle (ExVe) web services -- Part 1. Content and
definitions”.

[i.4] ETSI TS 103 280: "Lawful Interception (L1); Dictionary for common parameters'.

[i.5] SO 3779:2009: "Road vehicles -- Vehicle identification number (VIN) -- Content and structure”.

[i.6] COM/2018/225 final: "Proposal for a Regulation of the European Parliament and of the Council
on European Production and Preservation Orders for electronic evidence in criminal matters'.

[i.7] SAE J853-2009: "Vehicle Identification Numbers".

[i.8] ETSI TS 103 120: "Lawful Interception (L1); Interface for warrant information™.

[i.9] SO 20077-1:2017: "Road Vehicles -- Extended vehicle (ExVe) methodology -- Part 1: General
information".

[i.10] SO 20077-2:2018: "Road Vehicles -- Extended vehicle (ExVe) methodology -- Part 2:
Methodology for designing the extended vehicle".

[i.11] SO 20078-2:2021: "Road vehicles -- Extended vehicle (ExVe) web services -- Part 2: Access'.

[i.12] ISO 20078-3:2021: "Road vehicles -- Extended vehicle (ExVe) web services -- Part 3: Security".

[.13] I SO 20080:2019: "Road vehicles -- Information for remote diagnostic support -- General

requirements, definitions and use cases".
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3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

C-ITS Cooperative Intelligent Transport Systems
CR Change Request
EU European Union
ExVe Extended Vehicle
GPS Global Positioning System
HTTP Hyper Text Transfer Protocol
HTTPS Hyper Text Transfer Protocol Secure
ICCID Integrated Circuit Card IDentification
ID IDentifier
IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
ISO International Organization for Standardization
JSON JavaScript Object Notation
LDID Lawful Disclosure | Dentifier
LEA Law Enforcement Agency
OEM Original Equipment Manufacturer
PEI Permanent Equipment Identifier
RPS Response Processing System
RPSID Response Processing System | Dentifier
SAE Society of Automotive Engineers
VIN Vehicle |dentification Number
WG6 Working Group 6
XML eXtensible Markup Language
4 Structure of the present document

The present document includes:
. Reference model and description of basic responsibilities (clause 5).
. List of examples of use cases (clause 6).
o Recommendation for how the interface should be implemented (clause 7).
. Usage scenarios (annex A).

. Example data structures (annex B).

5 Reference model

Figure 5.1 shows the reference model for the present document.

ETSI
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Request Organisation which has vehicle
Law Enforcement Agency information
(LEA system) (Response Processing System)
Response

Figure 5.1: Reference model

The Law Enforcement Agency (LEA) isresponsible for creating alawful request. The LEA system delivers the request
to a Response Processing System (RPS). The legal obligation on RPS (for example, what has to be delivered, what has
to be retained) is considered independently of the delivery interface and is out of scope of the present document.

This architecture is designed to address use cases that can be met by transactional requests/responses. The present
document does not attempt to describe use cases that require an ongoing live stream of data from an RPS (such as voice
or video).

The request sent by the LEA needsto be clear. A request is clear if it is explicit to an RPS whether any particular record
(held by an RPS) matches or does not match the request.

The RPSisresponsible for the collection of the data within its organization and produces the data using its own
capabilities and entirely under its control. The RPS identifies the data which matches the request, and only that data.
The RPSis entitled to put in place a human review of the request and delivered material. The RPS packages the data,
attaches relevant information (including a timestamp and the unambiguous reference to the issued request) and delivers
it to the requesting LEA.

The term RPS is used to cover any organization which holds vehicle-related data where there is alawful reason for it to
respond to requests for information. It is not intended to include only manufacturers and may include any relevant
commercial or government organization.

6 Examples of use cases

6.1 Overview

This clause contains a list of use cases which are intended to provide some useful illustrations. Thisis not an exhaustive
list and there is no implication that these use cases are lawful or required in any particular jurisdiction (that isa
legislative matter which is out of scope).

6.2 List of example use cases

6.2.1 Vehicle identification number to international mobile equipment
identifier

Thisuse caseiscalled VIN-to-IMEI. In this use case, the LEA knows a V ehicle Identification Number (VIN) and
requests the IMEI(s). Anillustration is given in annex B.

Other variants of this use case could include other equipment identifiers beyond an IMEI, specifically including PEI.
For the VIN-to-IMEI use case:

. The request includes the VIN, as a string (checked to be compliant with the relevant standard,
e.g. 1SO 3779 [i.5] and SAE J853-2009 [i.7]).

e  Theresponse contains zero, one or more IMEI(S) (in the format defined in 3GPP TS 23.003 [i.2]) associated
with the supplied VIN, or an error code.

ETSI
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NOTE 1: Aswith all use cases, the request and response would also contain the core parameterslisted in clause 7.

NOTE 2: VIN-to-IMEI could be considered a canonical use casein that it is a simple, common example which is
still complex enough to illustrate key concepts and challenges. It shows how to deliver benefits which are
listed in ETSI TR 103 767 [i.1] (clarity, efficiency, auditability, security and privacy).

NOTE 3: This use case isonly applicable to vehicles with manufacturer-issued VINs (which may exclude some
vehicles from before 1985).

6.2.2 International mobile equipment identifier to vehicle identification
number

Thisuse caseiscalled IMEI-to-VIN and isthe reverse of VIN-to-IMEI, i.e. an IMEI is known and the VIN is requested.
Other variants of this use case could include other Equipment Identifiers beyond an IMEI, specifically including the

Permanent Equipment Identifier (PEI).

6.2.3 Vehicle identification number to international mobile subscriber
identifier

Thisuse caseis called VIN-to-IMSI. In this use case, the LEA knows a Vehicle Identification Number (VIN) and
requests the IMSI(s).

Other variants of this use case could include other subscriber identifiers beyond an IMS.
NOTE 1: There may be more than one IMSI associated with agiven VIN.

The VIN-to-IM S| association could be made in avariety of ways (by the manufacturer, by athird party, at adealer, or
by the customer themselves). The present document does not comment on how or where any such association is made.
The use case applies to the situation in which an RPS holds this mapping, and an LEA has lawful justification to request
the data.

NOTE 2: This category could also include VIN-to-ICCID.

6.2.4 International mobile subscriber identifier to vehicle identification
number

Thisuse caseiscaled IMSI-to-VIN and is the reverse of VIN-to-IMSI.

Other variants of this use case could include other subscriber identifiers beyond an IMSI.

6.2.5 Vehicle identification number to location

Thisuse caseis caled VIN-to-Location and shows the basic relation from a VIN to alocation of avehicle. The
following considerations are made:

e Thelocationistypically identified by providing latitude and longitude, though other clear, unambiguous
formats may be considered. The location provided should have atimestamp for the time that the location was
observed.

. The location could include the source of location (e.g. from a network or cell site, from a GPS, user-input,
etc.).

e  Therequest for alocation would need to contain a specific time or time range. The interface would support
requests for very recent locations. The latency of data reaching the databases (i.e. how up-to-date the databases
are) would depend on the design of the systemsinvolved and is out of scope of the interface.

o Depending on the implementation and purpose of the location processing, the location is retrieved based on
certain operationa events of the vehicle, as requested by alawful request.

ETSI
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e  The RPSwould be responsible for responding to the request. This might take place by looking in existing
databases (such as extended vehicle databases or neutral servers, as per | SO's Extended V ehicle concept
defined in SO 20078-1 [i.3]). Alternatively, the relevant information might need to be retrieved by the RPS
from the vehicle.

6.2.6 Vehicle identification number to vehicle data

Thisuse caseis called VIN-to-VehicleData and is arequest for a set of vehicle-related data based on the vehicle's VIN.
The request could be for specific categories of data (see clause 7.2.4). This use case al so includes the possibility of
defining arequest for all the information from the RPS relating to the specified VIN. The present document does not
state when or whether such a request would be lawful.

7 Recommended approach for interfacing

7.1 Overview

The approach is divided into the following clauses:
. Information fields, including schema details (clause 7.2).
e  Transport protocol (clause 7.3).

An exampleisgiven in annex B.

7.2 Information fields

7.2.1 Request information
The following information would be present in arequest (from the LEA):
a) Administrative details:
- Identifiers for organizationsinvolved (LEA side and RPS side).

- A unique request number created by the LEA side (it is also possible to consider situations in which the
request number is created by the RPS side, but extra care is then needed to ensure global uniqueness).

- Time the request message was prepared and ready to be sent.

- It should be possible to signal an urgency or priority of the request. The format for thisfield (and how it
is used) is defined by national systems (this can be accommodated using a free text field for priority).

b) Thedetails of aclear and unambiguous request:
- The type of the request being made (e.g. VIN-to-IMEI from clause 6.2.1).

- The criteria to be used for searching for information. This would depend on the request: for example, it
would beaVIN for the VIN-to-IMEI use case from clause 6.2.1:

L] It includes the criteria to be used to identify the records that are being requested. This may need to
include atime or time-range, depending on the request.

" It could also include information describing which parts of the records should be sent, and which
parts should not be sent. This might be based on the data categorieslisted in clause 7.2.4.

c)  Supporting information:

- Documentation relating to the warrant or authorization where appropriate in line with national
regulations. In some jurisdictions, thisinformation is handled outside of thisinterface.

ETSI
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7.2.2 Response information
The following information would be present in a response (from the RPS):
a)  Administrative details:
- Identifiers and unigque request number (copied from the request).
- Time the response message was ready to send (not the same as the time of the request).
b) Responsedetails:

- The information from the RPS which matched the clear and unambiguous request (see clause 7.2.1). The
formats for the information in the response may vary (for example, between different types or makes of
vehicle), therefore it isimportant to have both clarity about what the data means, but also flexibility of
data structures - see clause 7.2.3.

- There should be clear handling of errors.
c)  Supporting information:

- Nothing identified at present.

7.2.3 Format for request and response information
It is recommended that XML or JSON is used and that a schemais established for the data.

For the administrative details: it would be possible to write a clear and fixed schema for the relevant information
(e.0. request number, date and time of request).

For the request parameters: for each of the common request types (see the examplesin clause 6) it would be possible to
write a schemafor the request information.

For the response parameters: it islikely there will be more variety of formats here. For simple common reguests, it
would be possible to write a clear schema (e.g. the IMEI for the VIN-to-IMEI example). For some query types, the
responses might not always fit a single schema (might vary between different organizations). The following
considerations might be relevant:

e  Where appropriate each record would include the time of the observation, and potentially the location of the
observation.

e A solutionisfor the RPS side to supply information in a schemathey defined themselves, though it would be
important that the schema was known and shared in advance or as part of the response.

. It would be possible to create a dictionary of common terms (which would include ETSI TS 103 280 [i.4] asa
minimum). This could include other vehicle-related data such as VIN, speed, route, etc. Additionally, other
standards from the vehicles industry should be included.

o It is recommended to consider the categories of data as described in clause 7.2.4. Where the data fits naturally
into these categories, then this might help provide clarity.
7.2.4 Data categories

The present document identifies the following categories of response data. These may be used to help with requesting or
formatting the delivery of data. Thereisno implication that all datawill fall into one of these categories. Data should
not be forced into structures or categories where it does not naturally fit, as this can cause aspects of the meaning of data
to be lost.

The present document identifies the following categories of data, without implying that these data types should be
stored or may be requested in any given situation:

. Identification: Identification numbers for vehicles or vehicle components.

. Location: Position at any given time.

ETSI
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o Routing: Planning of routes (may be different from actual routes taken).

. Driving: Driver's actions or the vehicle's assistance to the driver, including speed and information around
autonomous vehicles. See clause 7.3.1 regarding live streaming of data.

e  Component status: Status of individual parts of the vehicle, either user-controlled (doors, windows) or
wear-and-tear and servicing. May also include fuel or battery status and expected driving range.

. Interior environment: Parameters relating to the environment inside the vehicle e.g. inside temperature,
number of passengers.

. Exterior environment: Parameters relating to the environment outside the vehicle e.g. external temperature,
road events.

. Infotainment: Details relating to the infotainment system (communications, music, links to other devices).
. Service history: Information relating to when the vehicle is taken to a garage or other facility.

. Customer details: Information about the person or people associated with the vehicle e.g. owner(s).

7.3 Delivery protocols

7.3.1 Use of HTTP

It is recommended to use HTTP for delivery of responses and requests (security details, including use of HTTPS, are
specified in clause 7.3.2). Industry best-practice should be followed in terms of using up-to-date protocols.

The simplest approach isfor the LEA side to send an HT TP request and the RPS to send the datain the HTTP response.
More complex scenariosinclude:

. Situations where the response is slower (i.e. takes more than a few seconds to create). For a slower response,
theinitial HTTP request is acknowledged but the details of the response are sent in alater HT TP message.

. Situations where multiple responses are required e.g. an update every minute for an hour. It would be possible
to handle this (on atechnical protocol level) as arequest/response every minute, though the interface should
make it clear that thisis one request (with one authorization) which requires a number of sub-components to
fulfil it.

e  Situationsinvolving a stream of continuous data. As stated in clause 5, thisis not covered by the present
document.
7.3.2 Delivery security details
It is recommended to use HTTPS.
It is recommended to reflect state of the art and industry best practice.

Consideration is needed regarding the sharing of certificates. Existing mechanisms for sharing trust can be used where it
is assessed that they adequately mitigate the identified threats.

ETSI
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Annex A:
Usage scenarios

Al Overview

Annex A describes some scenarios which are relevant to LEA/RPS interfaces for vehicle-based data. The recommended
approach (clause 7) is designed to be compatible with all these scenarios.

A.2 Extended vehicle ISO standards

The extended vehicle concept is described by the following 1 SO standards: SO 20077-series[i.9], [i.10],

SO 20078-series|[i.3], [i.11], [i.12] and SO 20080 [i.13]. The standards consist of a set of recommendations, rules and
basic principles for the design of road vehicles making increasing use of remote technical resources connected over the
air. Applying these rules leads to the preservation of road safety, security of people and goods, and it also allows for the
maintenance of a clear perimeter for Vehicle Manufacturers responsibility. For these reasons, it is essentia to also
preserve the conformity of vehicles specifications, al aong their life cycle (for which they are type approved prior to
commercialization). This set of widely-approved 1SO standards also ensures privacy, fair and reasonable competition
when it comes to connected services.

In many cases, data and functions requested by independent stakeholders or service providers towards the Vehicle
Manufacturer will lead to the choice of a provision, decided by the Vehicle Manufacturer, of such information and
access to functions via an offboard web service as described in the ISO 20078-series [i.3], [i.11] and [i.12].

A.3  European Production Order

Itis highlighted that the EU e-Evidence European Production Order [i.6] specification includes atime limit of 6 hours
for responding to requests. The approach (clause 7) would be suitable for meeting this criteria, and potentially other
criteriafrom the European Production Order.

A4 Autonomous Vehicles

Most recent legidations, at the time of publication of the present document, are increasingly explicit and specific with
regard to automated vehicles to provide certain information (to Police and Insurers) about where responsibility liesin
the event of anincident. Legislation can require the time and place to be logged where an automated vehicle took
control of driving, and also where control was handed back to the human driver. Thisis essential in tracking liability.
This could be relevant in two ways: firstly, to see whether the same systems or protocols could be used for this
information as for other LEA requirements; secondly, to look at the sorts of data sets that are needed in the two different
scenarios and look at the area of overlap.

A5 EUC-ITS WG6

The objective of the EU's Cooperative Intelligent Transport Systems (C-ITS) Strategy isto facilitate the convergence of
investments and regulatory frameworks across the EU, in order to see deployment of mature C-ITS services. Beside
many other aspects there was a concept and further details discussed for a C-ITS Deployment Platform. As part of this,
the EU C-ITS Working Group 6 provided areport which defines general terms, relations between entities and datasets
for access to in-vehicle data and resources. As many stakeholders from the automotive/mobility sector were involved, it
would be good to benefit from the result of that work to increase the acceptance from industry.
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A.6  Stolen vehicle recovery

It is beneficial to the manufacturer, owner, insurer and LEAS that stolen vehicles can be recovered quickly. Systems are
being devel oped that allow manufacturers, or other industry, to determine the location of a vehicle and, where
appropriate, send thisto an LEA. From alegal perspective, thisis different from the typical scenario in the present
document, because locating a stolen vehicle is done with the owner's knowledge and consent. In terms of an efficient
technical solution, it could be worthwhile to use similar techniquesin all situations where industry is sending
information to LEAS, provided care is taken to make the necessary distinctions to prevent confusion and ensure al
relevant safeguards and checks are met.

A.7  Cross-border aspects

Theinterface in the present document is designed to be used in a cross-border situation (as well as within a country).
The present document does not comment on whether or not requests and responses should take place cross-border (that
isalegal matter and is out of scope of the present document). But the present document is designed to support a
situation in which the requesting LEA and the responding RPS are in different countries.

The critical point isto make sure that everyone is using the same standard, i.e. that there is no translation or mapping of
information as it moves from the RPSto the LEA system. It is possible that the transportation of data needs to involve a
number of steps (it isalegal matter to determine whether there are any intermediate parties between the LEA and the
RPS). However, even if there are intermediate steps or systems, the critical point is for everyone to use an identical
standard and definitions on each step of the path. This reduces the potential for misunderstandings which can cause
major problems when material is presented in evidence.
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Annex B:
Worked example: VIN to location

B.1 Summary

This annex shows an example of a message flow for the Use Case described in clause 6.2.5, using information fields
compliant with clause 7.2. The example is based on ETSI TS 103 120 [i.8], which provides a useful illustration. There
isno implication that thisis necessarily the only approach: for example, it would be possible to ook at JSON instead.

The example consists of the following steps:
1) Request from LEA (clause B.2).

2)  Acknowledgement from RPS (clause B.3). Thisis abasic confirmation that the request was received and
seemed (from initial checks) to be syntactically correct.

3) Results sent from RPS (clause B.4). This contains the location.

4)  Acknowledgement from LEA (clause B.5). A simple confirmation that the results message was received and
seemed (from initial checks) to be syntactically correct.

B.2 Request from LEA

<?xm version="1.0" encodi ng="utf-8"?>
<Hl 1Message xmi ns="http://uri.etsi.org/ 03120/ comon/ 2019/ 10/ Core"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: task="http://uri.etsi.org/ 03120/ conmon/ 2020/ 09/ Task"
xm ns: delivery="http://uri.etsi.org/ 03120/ common/ 2019/ 10/ Del i very"
xm ns: common="http://uri.etsi.org/ 03120/ conmon/ 2016/ 02/ Comron" >
<Header >
<Sender | dentifier>
<Count r yCode>DE</ Count r yCode>
<Uni quel denti fi er >LEAO1-1 CO1</ Uni quel denti fi er>
</ Sender | dentifier>
<Recei verldentifier>
<Count r yCode>DE</ Count r yCode>
<Uni quel dent i fi er >OEMD1- | QFO1</ Uni quel denti fier>
</ Recei verldentifier>
<Transactionl dentifier>bl2ee345-c98b- 474e- bb8d- bOealf cf 44ed</ Transacti onl denti fier>
<Ti mest anp>2021-01- 11T13: 37: 01. 000000Z</ Ti nest anp>
<Ver si on>
<ETSI Ver si on>V1. 11. 1</ ETSI Ver si on>
<Nat i onal Prof i | eOamner >DE</ Nat i onal Pr of i | eOaner >
<Nati onal Profil eVersi on>v1. 0</ Nati onal Profil eVersi on>
</ Ver si on>
</ Header >
<Payl oad>
<Request Payl oad>
<Act i onRequest s>
<Act i onRequest >
<Actionldentifier>0</Actionldentifier>
<CREATE>
<Hl 1Cnhj ect xsi:type="t ask: LDTaskbj ect" >
<Obj ect | denti fi er >2b36a78b- b628- 416d- bd22- 404e68a0cd36</ (bj ect | denti fi er >
<Count r yCode>DE</ Count r yCode>
<Owner | denti fi er>LEAO1-| CO1</ Omner | dentifier>
<t ask: Ref er ence>DE- LEAO1- 1234567890</ t ask: Ref er ence>
<t ask: Request Det ai | s>
<t ask: Request Val ues>
<t ask: Request Val ue>
<t ask: For mat Type>
<t ask: For mat Onner >ETSI </ t ask: For mat Oaner >
<t ask: For mat Name>CARDBRequest _VI N</ t ask: For mat Name>
</t ask: For mat Type>
<t ask: Val ue>WAZZ(B589423894</ t ask: Val ue>
</ t ask: Request Val ue>
<t ask: Request Val ue>
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<t ask: For mat Type>
<t ask: For mat Omner >ETS| </ t ask: For mat Owner >
<t ask: For mat Name>CARDBRequest _Event Type</t ask: For mat Narme>
</ t ask: For mat Type>
<t ask: Val ue>l ast _pos_i gni ti on_of f </t ask: Val ue>
</t ask: Request Val ue>
</ t ask: Request Val ues>
</t ask: Request Det ai | s>
<t ask: Del i veryDet ai |l s>
<t ask: LDDel i veryDesti nati on>
<t ask: Del i ver yAddr ess>
<t ask: | Pv4Addr ess>192. 0. 2. 0</ t ask: | Pv4Addr ess>
</task: Del i veryAddr ess>
</task: LDDel i veryDesti nati on>
</task: DeliveryDetail s>
<t ask: RPSI D>
<Count r yCode>XX</ Count r yCode>
<Uni quel dent i fi er >SRECVERO1</ Uni quel denti fi er>
</t ask: RPSI D>
</ Hl 1vj ect >
</ CREATE>
</ Act i onRequest >
</ Act i onRequest s>
</ Request Payl oad>
</ Payl oad>
</ Hl 1Message>

B.3  Acknowledgement from RPS

<?xm version="1.0" encodi ng="utf-8"?>
<Hl 1Message xm ns="http://uri.etsi.org/ 03120/ comon/ 2019/ 10/ Core"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: comon="http://uri.etsi.org/ 03120/ conmon/ 2016/ 02/ Conmon"
xm ns:task="http://uri.etsi.org/ 03120/ conon/ 2020/ 09/ Task"
xm ns:auth="http://uri.etsi.org/ 03120/ cormon/ 2020/ 09/ Aut hori sati on">
<Header >
<Sender | dentifier>
<Count r yCode>DE</ Count r yCode>
<Uni quel denti fi er >LEAO1-1 CO1</ Uni quel denti fi er>
</ Sender | dentifier>
<Recei verldentifier>
<Count r yCode>DE</ Count r yCode>
<Uni quel dent i fi er >OEMD1- | QFO1</ Uni quel denti fier>
</ Recei verldentifier>
<Transactionl dentifier>bl2ee345-c98b- 474e- bb8d- bOealf cf 44ed</ Transacti onl denti fier>
<Ti mest anp>2021-01- 11T13: 37: 01. 500000Z</ Ti nest anp>
<Ver si on>
<ETSI Ver si on>V1. 11. 1</ ETSI Ver si on>
<Nat i onal Prof i | eOamner >DE</ Nat i onal Pr of i | eOaner >
<Nat i onal Profil eVersi on>v1. 0</ Nati onal Profi | eVersi on>
</ Ver si on>
</ Header >
<Payl oad>
<ResponsePayl oad>
<Act i onResponses>
<Act i onResponse>
<Actionldentifier>0</Actionldentifier>
<CREATEResponse>
<l dentifier>2b36a78b- b628- 416d- bd22- 404e68a0cd36</ | denti fi er>
</ CREATEResponse>
</ Act i onResponse>
</ Acti onResponses>
</ ResponsePayl oad>
</ Payl oad>
</ Hl 1Message>
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B.4 Response from RPS

<?xm

version="1.0" encodi ng="utf-8"?>

<Hl 1Message xm ns="http://uri.etsi.org/ 03120/ comon/ 2019/ 10/ Core"

xm ns
xm ns
xm ns
xm ns
xm ns

:xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
ctask="http://uri.etsi.org/ 03120/ conmon/ 2020/ 09/ Task"
:delivery="http://uri.etsi.org/ 03120/ conmon/ 2019/ 10/ Del i very"
:common="http://uri.etsi.org/ 03120/ conmon/ 2016/ 02/ Conmon"

:vehicl e="http://Aut onoti veExanpl eSchena. exanpl e. coml schena/v1.1.1/">

<Header >
<Sender | dentifier>

<Count r yCode>DE</ Count r yCode>
<Uni quel dent i fi er >OEMD1- | QFO1</ Uni quel denti fier>

</ Sender | denti fier>
<Recei verldentifier>

<Count r yCode>DE</ Count r yCode>
<Uni quel denti fi er >LEAO1- 1 CO1</ Uni quel denti fi er>

</ Recei verldentifier>

<Transactionl denti fi er >8854cf ad- 44ac- 43b8- 99ae- 530b690b43da</ Tr ansacti onl dentifier>
<Ti nest anp>2021-01-11T13: 37: 02. 000000Z</ Ti nest anp>

<\er si on>

<ETSI Ver si on>V1. 11. 1</ ETSI Ver si on>
<Nat i onal Profi | eOwer >DE</ Nat i onal Profi | eOwner >
<Nat i onal Profil eVersi on>v1. 0</ Nati onal Profil eVersi on>

</ Ver si on>
</ Header >
<Payl oad>
<Request Payl oad>

<Act i onRequest s>
<Acti onRequest >
<Actionldentifier>0</Actionldentifier>
<DELI VER>
<l dentifier>7dbbc880-8750-4d3c- abe7- ea4al7646045</ | dentifier>
<Hl 1Cnj ect xsi:type="delivery: Deliveryject">
<oj ect | denti fi er >7dbbc880- 8750- 4d3c- abe7- ea4al7646045</ (bj ect | denti fi er>
<Associ at edObj ect s>
<Associ at edObj ect >2b36a78b- b628- 416d- bd22- 404e68a0cd36</ Associ at ed(hj ect >
</ Associ at edObj ect s>
<del i very: Ref erence>
<del i very: LDI D>DE- LEAO1- 1234567890</ del i very: LDI D>
</ del ivery: Ref erence>
<del i very: Del i veryl D>d1079830- 8e9a- 4731- 8f b7- 36b9b961eb72</ del i very: Del i veryl D>
<del i very: SequenceNunber >1</ del i very: SequenceNunber >
<del i very: Last Sequence>t rue</ del i very: Last Sequence>
<del i very: Mani f est >
<del i very: Speci fi cati on>
<conmmon: Omner >ETSI </ comron: Oaner >
<conmmon: Nanme>Mani f est Speci fi cati on</ comron: Name>
<conmon: Val ue>CARDBResponse</ conmon: Val ue>
</ delivery: Specificati on>
</ delivery: Mani f est >
<del i very: Delivery>
<del i very: XM_Dat a>
<vehi cl e: car Message>
<r ecor dNunber >1</ r ecor dNunber >
<vehi cl eRecor d>
<vehi cl eServi ceUsage>
<Vehi cl ePartyl nf or mati on>
<Type>
<GPS/ >
<ot her >GPS</ ot her >
</ Type>
</ Vehi cl ePartyl nf or mati on>
</ vehi cl eServi ceUsage>
<count r yCode>DE</ count r yCode>
<Access>
<nwAccessType>
<Backend/ >
</ nwAccessType>
<naDevi cel d>VI N=WAZZ(B589423894</ naDevi cel d>
<l ocati on>
<geoCoor di nat es>
<l atitude>N43. 616800</| ati t ude>
<l ongi t ude>E007. 052900</ | ongi t ude>
<mapDat unw
<wGS84/ >
</ mapDat unm»
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<ti meOf Locati on>2021- 06- 03T12: 00: 00. 000000+02: 00</ ti meCf Locat i on>
</ geoCoor di nat es>
<user Locati onl nf or mati on>abcdef g</ user Locati onl nf or mati on>
</l ocati on>
<gpr sl nf or mati on>
<i M8l >5555555555555555f 7</i MS| >
<nfS| SDN>491713920000</ nS5 SDN>
</ gpr sl nformati on>
<triggerevent>l ast_pos_ignition_off</triggerevent>
</ Access>
</ vehi cl eRecor d>
<nati onal ResponsePayl oad>
<count r yCode>DE</ count r yCode>
<addi tional | nf or mati on>Sear chval ue: VI NEWAZZ(Q3589423894; Sear chevent :
EVENT_| GNI TI ON_OFF</ addi ti onal | nf or mat i on>
</ nati onal ResponsePayl oad>
</ vehi cl e: car Message>
</ del i very: XM_Dat a>
</delivery: Delivery>
</ Hl 1vj ect >
</ DELI VER>
</ Act i onRequest >
</ Act i onRequest s>
</ Request Payl oad>
</ Payl oad>
</ Hl 1Message>

B.5 Acknowledgement from LEA

<?xm version="1.0" encodi ng="utf-8"?>
<Hl 1Message xm ns="http://uri.etsi.org/ 03120/ comon/ 2019/ 10/ Core"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: comon="http://uri.etsi.org/ 03120/ conmon/ 2016/ 02/ Conmon"
xm ns:task="http://uri.etsi.org/ 03120/ conon/ 2020/ 09/ Task"
xm ns:auth="http://uri.etsi.org/ 03120/ cormon/ 2020/ 09/ Aut hori sati on">
<Header >
<Sender | dentifier>
<Count r yCode>DE</ Count r yCode>
<Uni quel dent i fi er >OEMD1- | QFO1</ Uni quel denti fier>
</ Sender | dentifier>
<Recei verldentifier>
<Count r yCode>DE</ Count r yCode>
<Uni quel denti fi er >LEAO1- | CO1</ Uni quel denti fi er>
</ Recei verldentifier>
<Transactionl denti fi er >8854cf ad- 44ac- 43b8- 99ae- 530b690b43da</ Transacti onl denti fier>
<Ti mest anp>2021-01- 11T13: 37: 02. 500000Z</ Ti nest anp>
<Ver si on>
<ETSI Ver si on>V1. 11. 1</ ETSI Ver si on>
<Nat i onal Prof i | eOamner >DE</ Nat i onal Pr of i | eOaner >
<Nat i onal Profil eVersi on>v1. 0</ Nati onal Profi | eVersi on>
</ Ver si on>
</ Header >
<Payl oad>
<ResponsePayl oad>
<Act i onResponses>
<Act i onResponse>
<Actionldentifier>0</Actionldentifier>
<CREATEResponse>
<l dentifier>7dbbc880- 8750- 4d3c- abe7- ea4al7646045</ | denti fi er >
</ CREATEResponse>
</ Act i onResponse>
</ Acti onResponses>
</ ResponsePayl oad>
</ Payl oad>
</ Hl 1Message>
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