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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://webapp.etsi.org/IPR/home.asp). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This Technical Report (TR) has been produced by ETSI Technical Committee Telecommunications and Internet 
converged Services and Protocols for Advanced Networking (TISPAN). 

http://webapp.etsi.org/IPR/home.asp
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1 Scope 
The present document gathers together and presents information regarding the progress of work in the development of 
guidelines on the use of the Common Criteria for the evaluation of IT security (ISO/IEC 15408 [22]). 

The purpose of the present document is to be a repository for information which is of interest but which has no clear 
place in the core guidance documents, thus: 

•  notes on information studied in order to prepare the core guidance documents: 

- method for application of Common Criteria to ETSI deliverables, EG 202 387 [1]; 

- method and proforma for defining Protection Profiles, ES 202 382 [2]; 

- method and proforma for defining Security Targets, ES 202 383 [3]. 

•  notes on use of tools and tool development; and 

•  notes on the assistance given to TISPAN-WG4 on the ENUM privacy analysis. 

2 References 
For the purposes of this Technical Report (TR), the following references apply: 

[1] ETSI EG 202 387: "Telecommunications and Internet converged Services and Protocols for 
Advanced Networking (TISPAN); Security Design Guide; Method for application of Common 
Criteria to ETSI deliverables". 

[2] ETSI ES 202 382: "Telecommunications and Internet converged Services and Protocols for 
Advanced Networking (TISPAN); Security Design Guide; Method and proforma for defining 
Protection Profiles". 

[3] ETSI ES 202 383: "Telecommunications and Internet converged Services and Protocols for 
Advanced Networking (TISPAN); Security Design Guide; Method and proforma for defining 
Security Targets". 

[4] IETF RFC 3761 (2004): "The E.164 to Uniform Resource Identifiers (URI) Dynamic Delegation 
Discovery System (DDDS) Application (ENUM)". 

[5] ETSI TS 102 051: "ENUM administration in Europe". 

[6] ETSI TS 102 172: "Telecommunications and Internet converged Services and Protocols for 
Advanced Networking (TISPAN); Minimum requirements for interoperability of ENUM 
implementations". 

[7] IETF RFC 2915: "The Naming Authority Pointer (NAPTR) DNS Resource Record". 

[8] IETF STD 013: "Domain Names - Concepts And Facilities". 

[9] IETF RFC 2535: "Domain Name System Security Extensions". 

[10] ETSI TS 102 165-1: "Telecommunications and Internet Protocol Harmonization over Networks 
(TIPHON) Release 4; Protocol Framework Definition; Methods and Protocols for Security;  
Part 1: Threat Analysis". 

[11] IETF RFC 1034 (1987): "Domain names - concepts and facilities". 

[12] IETF RFC 1035 (1987): "Domain names - implementation and specification". 

[13] Draft-ietf-dnsext-dns-threats-07 (2004): "Threat Analysis of the Domain Name System". 
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[14] Draft-ietf-dnsext-dnssec-protocol-06 (2004): "Protocol Modifications for the DNS Security 
Extensions". 

[15] Draft-ietf-dnsext-dnssec-records-08 (2004): "Resource Records for DNS Security Extensions". 

[16] ITU-T Recommendation E.164 (1997): "The international public telecommunication numbering 
plan". 

[17] Draft-ietf-dnsext-dnssec-intro-11 (2004): "DNS Security Introduction and Requirements". 

[18] "DNSSEC: The Protocol, Deployment, and a Bit of Development" - The Internet Protocol Journal, 
Volume 7, Issue 2, June 2004. 

[19] ISO/IEC 15408-1: "Information technology - Security techniques - Evaluation criteria for IT 
security - Part 1: Introduction and general model". 

[20] ISO/IEC 15408-2: "Information technology - Security techniques - Evaluation criteria for IT 
security - Part 2: Security functional requirements". 

[21] ISO/IEC 15408-3: "Information technology - Security techniques - Evaluation criteria for IT 
security - Part 3: Security assurance requirements". 

[22] ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT 
security". 

[23] ISO/IEC 17799 (2000): "Information technology - Code of practice for information security 
management". 

NOTE: BS 7799-1 contains the same information as ISO/IEC 17799. 

[24] BS 7799-2 (2002): Information security management systems - Specification with guidance for 
use". 

[25] CORAS (2003): "UML profile for security assessment", Mass Soldal Lund, Ida Hogganvik, 
Fredrik Seehusen, Ketil Stølen. SINTEF Telecom and Informatics (http://coras.sourceforge.com). 

[26] ETSI SR 002 211 (2004): "List of standards and/or specifications for electronic communications 
networks, services and associated facilities and services; in accordance with Article 17 of 
Directive 2002/21/EC". 

[27] ISO 9000 family: "Quality management systems", 2000, consisting of: 
ISO 9000 (2000): "Quality management systems - Fundamentals and vocabulary"; and 
ISO 9001 (2000): "Quality management systems - Requirements". 

[28] ISO/IEC Guide 2: "Standardization and related activities - Vocabulary"; and ISO/IEC DIS 17000: 
"Vocabulary for conformity assessment". 

NOTE: ISO/IEC DIS 17000 is currently in the draft International Standard stage of development; it will replace 
some of the terminology defined in Guide 2. 

[29] OMG: "UML Profile for Modeling Quality of Service and Fault Tolerance Characteristics & 
Mechanisms". 

[30] ETSI TS 102 165-2: "Telecommunications and Internet Protocol Harmonization Over Networks 
(TIPHON) Release 4; Protocol Framework Definition; Methods and Protocols for Security;  
Part 2: Counter Measures". 

[31] Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a 
common regulatory framework for electronic communications networks and services (Framework 
Directive). 

[32] Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning 
the processing of personal data and the protection of privacy in the electronic communications 
sector (Directive on privacy and electronic communications). 

http://coras.sourceforge.com/
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[33] Directive 97/66/EC of the European Parliament and of the Council of 15 December 1997 
concerning the processing of personal data and the protection of privacy in the telecommunications 
sector. 

[34] ISO/IEC 10746 (ODP-RM): "Information technology - Open Distributed Processing". 

[35] ETSI EN 300 396-6: " Terrestrial Trunked Radio (TETRA); Direct Mode Operation (DMO);  
Part 6: Security". 

3 Definitions and abbreviations 

3.1 Definitions 
For the purposes of the present document, the terms and definitions given in the ISO/IEC Guide 2 [28] and the 
following apply: 

accreditation: formal recognition by a specialized body - an accreditation body - that a certification body is competent 
to carry out ISO 9000 [27] certification in specified business sectors 

certification: issuing of written assurance (the certificate) by an independent, external body that has audited an 
organization's management system and verified that it conforms to the requirements specified in the standard 

registration: recording by an auditing body of a particular certification in its client register 

3.2 Abbreviations 
For the purposes of the present document, the following abbreviations apply: 

DNS Domain Name System 
DNSSEC DNS Security extensions 
EAL Evaluation Assurance Level 
ENUM Electronic NUMbering 
MBRA Model-Based Risk Assessment 
NAPTR Naming Authority PointeR 
NNPA National Number Plan Administrator 
PP Protection Profile 
PSTN Public Switched Telephone Network 
RR Resource Record 
RRSIG Resource Record SIGnature 
SIP Session Initiation Protocol 
TLD Top Level Domain 
TOE Target of Evaluation 
TSF TOE Security Function 
TSP Telecommunications Service Provider 
UDP User Datagram Protocol 
UML Unified Modelling Language 
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4 Introduction 
The present document gathers and presents information relating to the preparation of a set of ETSI deliverables on the 
application of the Common Criteria [22] to standardization. 

•  Clause 5 presents a review of public specifications relating to the management of security developments and 
how these relate to ETSI and to Common Criteria specifications. 

•  Clause 6 presents the results of a case study looking at a security analysis of ENUM. This clause also 
introduces and describes the results of applying the CORAS method to risk analysis and security requirements 
capture. 

•  Clause 7 presents the results of using UML in a security modelling environment. 

5 Review of other security domain specifications 

5.1 ISO/IEC 17799 
There are many standards that lead to consistency in the quality of output from an undertaking. The most well known of 
these is probably the ISO-9000 [27] series which comprises standards and guidelines relating to quality management 
systems with related supporting standards on terminology and specific tools such as auditing (the process of checking 
that the management system conforms to the standard). In the ISO 9000 [27] context, the standardized definition of 
quality refers to all those features of a product (or service) which are required by the customer. 

ISO/IEC 17799 [23] deals with quality for security. It is a "best practise" type of document which specifies what an 
organization should do to ensure that its products or services satisfy the customer's security requirements and comply 
with any applicable regulations. Due to the voluntary nature of standardization, the standards development process is 
unlikely ever to comply with ISO/IEC 17799 [23] whose requirements for personnel security (clause 6) in particular are 
almost impossible to meet in such an environment.  

6 ENUM Case study 

6.1 Purpose 
The purpose of including a case study in the work of the preparation of a set of ETSI deliverables on the application of 
the Common Criteria [22] to standardization was to test and validate the guidance as it evolved in a "live" environment. 
A number of case studies were used in the development of the guidance. ES 202 382 [2] uses the TETRA Direct Mode 
Operation security specification (EN 300 396-6 [35]) as an example in building a Protection Profile from existing 
standards. The TIPHON threat analysis (ES 202 165-1 [10]) and countermeasure (ES 202 165-2 [30]) documents were 
examined in the development of guidance to the Vulnerability assurance evaluation class in EG 202 387 [1]. The use of 
ENUM as a case study was to examine the security analysis aspects of Common Criteria and in particular to determine 
how the guidance to the assurance classes of EG 202 387 [1] apply to a standard in development. In addition to this one 
of the tasks in the preparation of a set of ETSI deliverables on the application of the Common Criteria [22] to 
standardization was to evaluate the CORAS method and UML profile in the vulnerability analysis phase of security 
design. To this end a trial of the CORAS approach combined with the common criteria guidance has been applied to the 
security and privacy of ENUM. A summary of the CORAS method as it has been applied is given in clause 6.4. 

6.2 Overview of ENUM 
ENUM is an application of the Domain Name System (DNS) used to store and retrieve E.164 numbers [16] and is 
defined in RFC 3761 [4]. In the wider (non-DNS) environment the term ENUM is applied to both the definition of 
records and to the business process. In analysing ENUM therefore both business and technical assets have to be 
considered (see figure 1). 
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NOTE: The ENUM protocol is not owned or developed within ETSI so one further aspect of the ENUM case 
study is to consider the application of the guidance from DEG-7005 to 3rd party developments that are 
used within the ETSI domain. 

ITU

National Policy
Framework

Validation
Function

Registrant
ENUM End User

ENUM Registrar

Tier 0 Registry

Tier 1 Registry

Tier 2 Registry

Legend

Policy, Accreditation, etc.
Potential Transactions
DNS Tree

 

Figure 1: ENUM administration reference model 

The ENUM information branches from the Top Level Domain (TLD) "arpa" (see figure 2) and the domain "e164.arpa" 
provides the infrastructure in DNS for storage of E.164 numbers. 

The root node

.com.arpa .net

e164.arpa 2nd-level
node

2nd-level
node

2nd-level
node

2nd-level
node

2nd-level
nodein-addr.arpa

3rd-level
node

3rd-level
node

0.0.0.0.6.9.4.3.1.1.4.4.e164.arpa

4.3.2.1.6.7.9.8.6.4.e164.arpa

0.0.2.4.4.9.2.9.4.3.3.e164.arpa

.xxx .yyy

Other roots

4.4.e164.arpa

6.4.e164.arpa

3.3.e164.arpa

 

Figure 2: ENUM within the DNS structure 
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6.3 Security and common criteria in ENUM 

6.3.1 Privacy concerns 

ENUM as a service offers a number of modes of operation. One mode is to act as a directory service and there are 
constraints on the use of directory services identified by the European Union framework directive (2002/21/EC [31]) 
which contains the privacy directive (2002/58/EC [32]). 

The Directive harmonizes the provisions of the Member States required to ensure an equivalent level of protection of 
fundamental rights and freedoms, and in particular the right to privacy, with respect to the processing of personal data 
in the electronic communication sector and to ensure the free movement of such data and of electronic communication 
equipment and services in the Community. 

The Directive updates the previous Data Protection Directive (97/66/EC [33]) in the light of new technologies and 
ensures that the privacy rules that apply to phone and fax services also apply to e-mail and use of the Internet.  

•  Subscriber directories - Subscribers will have a stronger right to decide whether they want to be listed in 
subscriber directories or not, and they must be given clear information about the directories in question, 
including any reverse search-type functions which allow directory users to identify names/addresses by 
searching against numbers rather than the other way round. 

All ENUM and DNS data are public and thus open for interrogation by appropriate protocols. As a result, it is 
impossible to make an absolute assurance of privacy although access to the data can be restricted and mechanisms to 
assure the integrity of data (i.e. that it has not been altered after submission) and the origin authentication (i.e. the 
assurance that the data stems from an authentic source) can be provided using DNSSEC and other similar protocols. 

Organizations offering ENUM services have to comply with the constraints of the privacy directive. 

Data maintained in DNS name servers, as part of the ENUM name space has to be protected from potential violations of 
the privacy directive. It has to be clear to the registrant what purpose the data is used for when entered into ENUM. 

The name servers are open but the resolvers that access the name servers should be part of the trusted environment to 
ensure that data extracted from the name servers is used in a trusted manner. 

6.3.2 Security concerns 

Security measures are aimed at maintenance of each of confidentiality, integrity and availability of a system or service. 
The system security requirements may be classified in terms of each of confidentiality, integrity and availability, and 
the threats to the system may be classified as modifying one or more of the confidentiality, integrity and availability 
attributes.  

NOTE: Availability may be considered in terms of response time and therefore vary depending upon the 
application that is using ENUM. For example where ENUM is use to assist routing the ENUM service 
availability constraint may be set by the call establishment protocols. In contrast where ENUM is used as 
part of a user-directory service the availability constraints may be established by user interface metrics. 
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Table 1: Security concern classification from RFC 3761 

CIA Security concern Attack form 
man-in-the-middle attacks Packet interception 
eavesdropping on requests combined with spoofed 
responses 

ID guessing and query prediction An attack based on ID guessing or query prediction relies 
on predicting the behaviour of a resolver. It is most likely to 
be successful when the victim is in a known state, whether 
because the victim rebooted recently, or because the 
victim's behaviour has been influenced by some other 
action by the attacker or because the victim is responding 
(in a predictable way) to a third party action known to the 
attacker. 

Masquerade Masquerading is a type of attack in which one system entity 
poses illegitimately as another user or administrator. 

Confidentiality 

Eavesdropping Reading and interpreting data flowing in either direction. An 
eavesdropper does not have to be able to spoof data. 

Spoofing Modifying data flowing in either direction. Spoofing can lead 
to modified queries or to modified responses 

RR Presence denial Removes complete resource records from a response. 
Cache Poisoning feeding bad data into a victim's cache, thus potentially 

subverting subsequent decisions based on DNS names. 
Name Chaining Modification of the RDATA portion of RRs that contain DNS 

names thus diverting the victim's queries to a fraudulent 
part of the DNS tree. 

DNS server perversion This attack feeds illegitimate data into the DNS thus 
perverting (part of) the DNS. The DNS may then be 
configured to give back answers that are not in the best 
interest of the user. 

Loss of data integrity This attack feeds any illegitimate data into the DNS. 
Name-based attacks use of the actual DNS caching behaviour to insert bad data 

into a victim's cache. 
Betrayal By A Trusted Server The placing of a malicious entry into the database to point 

to an unexpected URI. 

Integrity 

Authenticated denial of Domain Names The placing of a malicious entry into the database to ensure 
that calls cannot be completed for the user. 

Integrity and  
Availability 

Administrator Action Repudiation Removal of audit trails for administrator actions. 

Denial of service Use of DNS servers as denial of service amplifiers. 
Data Mining A data mining attack attempts to derive as much data as 

possible from a database. 

Availability 

Denial and Degradation of Service This attack prevents or delays the authorized access to a 
system resource which should be accessible and usable 
upon demand by an authorized system entity, according to 
performance specifications for the system. 

 

The public nature of the DNS service, and of ENUM as a profile of that service, suggest as shown in the above table 
that the most damaging attacks against ENUM (DNS) are those that attack the integrity of the data and the availability 
of the service. The attacks against confidentiality are less motivated as the data is already public. 

6.3.2.1 DNS security mechanisms 

The security mechanisms offered to DNS provide data origin authentication and data integrity by use of public key 
cryptography mechanisms. 

When applying DNSSEC [14], [17], [15] to ENUM the smallest protected unit is a RRSet. Each resource record is 
digitally signed and a name server query returns both the RRSet and the signature for the set (this is contained in a 
RRSIG record). Checking of the RRSIG indicates both the integrity of the data contained in the RRSet and the source of 
the data; the origin authentication is based on a trusted root and a chain of trust by following pointers with proven 
integrity. 
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6.3.3 Security critical ENUM operations 

There are a large number of ENUM operations identified that either provide protection or which require protection. 
These are summarized in the operation scenarios below. 

6.3.3.1 Registration of an E.164 number in the ENUM database 

This clause describes the process for registration of a new ENUM domain name in the ENUM Tier 2 Nameserver 
Provider and the delegation of the related zone in the Tier 1 Registry. The process is based on the assumption that the 
request of registration is initiated by the end user to which the E.164 number has been assigned or by a third party 
(agent) operating on behalf of the end user after its authorization. In the following the entity initiating the registration 
process (end user or agent) is referred to as the ENUM Registrant. 

ENUM Registrant ENUM zone creation
request function

Number assignment
validation function

DNS zone creation
function

Identity validation
function

Notification of
completion function

DNS zone
delegation function

1

2

3

4

56

START

 

Figure 3: Functional model for Registration 

Figure 3 represents a functional model and should not be considered as a business model as variants may exist. 

As shown in figure 6, the following process takes place for the registration and provision of NAPTR records: 

1) The ENUM zone creation request step involves receiving requests from an ENUM Registrant to create a 
DNS zone for his E.164 number. 

2) The identity validation step involves confirming the identity of the ENUM Registrant and their authority to 
act on behalf of an end user. 

3) The number assignment validation step involves confirming the assignment of the E.164 number to the 
ENUM end user.  

4) The DNS zone creation step involves creation of a zone in the ENUM Tier 2 Nameserver Provider. 

5) The DNS zone delegation step involves delegating DNS authority to the new zone by inserting the appropriate 
pointers in the Tier 1 Registry to the ENUM Tier 2 Nameserver Provider selected by the end user. 

6) The notification of completion step involves informing the ENUM Registrant that the registration process has 
been successfully completed. 

In the context of the Common Criteria the following functional components should therefore be introduced at step 2: 

•  FIA_UID.2: The user, in this case the ENUM registrant, is not allowed to perform any action prior to 
successful identification. 

In addition it may be required to also introduce an authentication component as follows: 

•  FIA_UAU.2: The user, in this case the ENUM registrant, is not allowed to perform any action prior to 
successful authentication. 

•  FIA_UAU.3: The authentication procedure should ensure that forged or copied authentication data cannot be 
used. 
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6.3.3.2 Processes for creation, modification and deletion of NAPTR Records in the 
Tier 2 database 

This clause describes the process for amendment of NAPTR Resource Records in the Tier 2 database. This could take 
the form of the creation, modification or deletion of a NAPTR or group of NAPTR records related to a specific E.164 
number. A request for amendment is initiated by the ENUM end user or an agent acting on behalf of the ENUM end 
user (both referred to as the ENUM Registrant). 

ENUM Registrant
NAPTR Resource

Record request
acceptance function

Number assignment
validation function

DNS zone creation
function

Identity validation
function1

2

3

4

5

START

Notification of
completion function

 

Figure 4: Functional model for amendment of NAPTR Resource Records in Tier 2 database 

Figure 4 represents a functional model and should not be considered as a business model as variants may exist. 

The following process takes place for the amendment of NAPTR Resource Records in the Tier 2 database: 

1) The NAPTR Resource Record request acceptance step involves receiving requests from an ENUM 
Registrant to create, modify or delete a NAPTR Resource Record corresponding to the ENUM end user's 
E.164 number. 

2) The identity validation step involves confirming: 

- the identity of an ENUM Registrant who is the ENUM end user; or 

- the identity of an ENUM Registrant who is not the ENUM end user and its authority to make a request 
on behalf of the ENUM end user. 

3) The number assignment validation step involves confirming the assignment of the E.164 number to the 
ENUM end user. 

4) The DNS zone update step involves updating ENUM service details corresponding to the ENUM end user's 
E.164 number in the DNS in the required format. 

5) The completion notification step involves informing the ENUM Registrant that the amendment process has 
been successfully completed. 

In the context of the Common Criteria the following functional components should therefore be introduced at step 2: 

•  FIA_UID.2: The user, in this case the ENUM registrant, is not allowed to perform any action prior to 
successful identification. 

In addition it may be required to also introduce an authentication component as follows: 

•  FIA_UAU.2: The user, in this case the ENUM registrant, is not allowed to perform any action prior to 
successful authentication. 

•  FIA_UAU.3: The authentication procedure should ensure that forged or copied authentication data cannot be 
used. 
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6.3.3.3 Processes for removal of E.164 numbers from ENUM databases 

This clause describes the process for removal of E.164 numbers and NAPTR Resource Records from ENUM databases. 
The process is based on the assumption that an ENUM end user should have information corresponding to its E.164 
number in ENUM databases until: 

•  it no longer requires the services that are reliant on ENUM; 

•  it otherwise relinquishes the number or the number is withdrawn. 

In the event of relinquishment or withdrawal of the number, it is important for NAPTR Resource Records 
corresponding to the number to be removed before any conflict is generated by use of the number by a new end user. In 
the case that the ENUM end user requires the removal of information relating to its E.164 number from ENUM 
databases, the ENUM end user or an agent acting on behalf of the ENUM end user (both referred to as the ENUM 
Registrant) initiates the removal request. In the case that the ENUM end user relinquishes the number or the number is 
withdrawn, it may be appropriate to allow the Assignment Entity to initiate the request to remove information relating 
to the E.164 number from ENUM databases, or to periodically verify that ENUM data corresponding to an end user's 
E.164 number should continue to be maintained. 

ENUM Registrant
or

Assignment Entity

ENUM information
removal request

acceptance function

Number status
validation function

DNS zone delegation
withdrawal function

Identity validation
function

Notification of
completion function

DNS zone
deletion function

1

2

3

4

56

START

 

Figure 5: Functional model for removal of E.164 numbers from ENUM databases 

Figure 5 represents a functional model and should not be considered as a business model as variants may exist. 

The following process takes place for the removal of E.164 numbers and NAPTR Resource Records from ENUM 
databases: 

1) The ENUM information removal request acceptance step involves accepting requests from an ENUM 
Registrant (either an end user or an agent acting on behalf of an end user) or an Assignment Entity to remove 
information relating to an E.164 number from ENUM databases. 

2) The identity validation step involves confirming: 

- the identity of an ENUM Registrant who is the ENUM end user; or 

- the identity of an ENUM Registrant who is not the ENUM end user and its authority to make a request 
on behalf of the ENUM end user; or 

- the identity of an Assignment Entity and its authority to make a request in relation to a particular E.164 
number. 

3) The number status validation step involves confirming that the E.164 number is assigned to the ENUM end 
user or, prior to its relinquishment or withdrawal, was assigned to the ENUM end user. 

4) The DNS zone delegation withdrawal step involves withdrawing the delegation of DNS authority to the zone 
corresponding to an E.164 number by removing the pointers to the URI corresponding to the number. 

5) The DNS zone deletion step involves deleting ENUM information relating to an E.164 number from the DNS. 
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6) The notification of completion step involves informing the originator of the removal request that the removal 
process has been successfully completed. 

In the context of the Common Criteria the following functional components should therefore be introduced at step 2: 

•  FIA_UID.2: The user, in this case the ENUM registrant, is not allowed to perform any action prior to 
successful identification. 

In addition it may be required to also introduce an authentication component as follows: 

•  FIA_UAU.2: The user, in this case the ENUM registrant, is not allowed to perform any action prior to 
successful authentication. 

•  FIA_UAU.3: The authentication procedure should ensure that forged or copied authentication data cannot be 
used. 

6.3.3.4 Processes for changing Registrars 

Requirements and procedures should exist to enable an ENUM Registrant to change the Registrar responsible for 
registration of the domain and creation of the NAPTR records corresponding to an E.164 number. These requirements 
and procedures should support change of Registrar in such a way that no interruption in an ENUM end user's use of the 
domain name and NAPTR records. 

Where requirements and procedures for change of Registrar exist in a country in respect of normal Internet domain 
name registrations, these requirements and procedures should be checked to establish whether they meet the additional 
requirements that apply when an ENUM Registrar changes. Where no such requirements and procedures exist in a 
country the following points should be considered: 

•  an ENUM end user should be able to change Registrar at any time; 

•  an ENUM end user with domain name registrations and NAPTR records for more than one E.164 number 
should be able to change Registrar in respect of all or some of the numbers; 

•  a request to change Registrar should be made by an ENUM Registrant to its selected new Registrar; 

•  the new Registrar should validate the identity of the ENUM Registrant and, if the latter is not the ENUM end 
user, verifies its authority to act on behalf of the ENUM end user; 

•  the new Registrar should verify that the E.164 number is assigned to the ENUM end user; 

•  the new Registrar should notify the Tier 1 Registry and ENUM Tier 2 Nameserver Provider and the old 
Registrar of the intention of the ENUM Registrant to change Registrar; 

•  within a specified time, the Tier 1 Registry and ENUM Tier 2 Nameserver Provider should amend their 
Registrant information to identify the new Registrar as the Registrar of record for the particular ENUM 
Registrant, and notify the old and new Registrars of the amendments. It is the prime responsibility of the Tier 1 
Registry to supervise the proper completion of the process; and 

•  in the case that an unauthorized change of Registrar occurs, the ENUM Tier 2 Nameserver Provider should 
reverse the amendment of its Registrant information within a specified time. 

6.3.4 ENUM assets 

6.3.4.1 NAPTR records 

As described in RFC 2915 [7] in the text of example 3 in clause 7.3 the ENUM application uses a NAPTR record to 
map an e.164 telephone number to a URI. 

EXAMPLE 1: The E.164 phone number "+1-770-555-1212" when converted to a domain-name would be 
"2.1.2.1.5.5.5.0.7.7.1.e164.arpa." 
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When an ENUM (DNS) query is executed against this number the following records may be returned: 

EXAMPLE 2: $ORIGIN 2.1.2.1.5.5.5.0.7.7.1.e164.arpa. 
IN NAPTR 100 10 "u" "sip+E2U"  "!^.*$!sip:information@tele2.se!" 
IN NAPTR 102 10 "u" "mailto+E2U" "!^.*$!mailto:information@tele2.se!" 

The returned resource record set contains the information needed to contact that telephone service. The example above 
states that the available protocols used to access that telephone's service are either the Session Initiation Protocol or 
SMTP mail. 

The NAPTR record is an asset of the ENUM system. The principal attack against ENUM is to the integrity of the 
NAPTR records. In the context of the Common Criteria the following functional components should therefore be 
introduced: 

•  FDP_SDI.1: The stored data is continually monitored to detect errors in its integrity. 

•  FDP_SDI.2: This extends FDP_SDI.1 by allowing predefined actions to be taken in the event of errors being 
found. 

The provisions in DNSSEC offer some support to each of these capabilities. 

6.3.4.2 ENUM query 

The purpose of an ENUM query is to return the NAPTR records held against the E164 number. In the context of the 
Common Criteria the following functional components should therefore be introduced: 

•  FDP_UIT.1: The data that is transferred is monitored to detect errors in its integrity. 

•  FDP_UIT.2: This extends FDP_UIT.1 by allowing predefined actions to be taken in the event of errors being 
found using assistance from the source (i.e. the error is reported to the source and both source and destination 
take part in the corrective action). 

•  FDP_UIT.3: This extends FDP_UIT.2 by allowing predefined actions to be taken in the event of errors being 
found without using assistance from the source (i.e. the corrective action takes place only at the receiver). 

The provisions in DNSSEC offer some support to each of these capabilities. 

6.3.5 Composite security model 

A picture of the ENUM security model can be drawn using UML as in figure 6. 

DenialOfService
<<Threat>>

NAPTR_Record
<<As set>>

LossOfIntegri ty
<<Threat>>

<<Risk>> Integrity_Check
<<Countermeasure>>

<<include>>

ENUM_Q_Res p
<<As set>>

<<Risk >>

1

1..n

1

1..n

<<Risk>>

<<include>>

DataMining
<<Threat>>

<<Risk>>

 

Figure 6: ENUM model showing threats, risks and assets 
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6.4 CORAS method application in ENUM analysis 

6.4.1 Introduction 

The EU-funded CORAS project (IST-2000-25031) has produced a framework for Model-Based Risk Assessment 
(MBRA) of security-critical systems. This framework is characterized by:  

1) A careful integration of techniques and features from partly complementary risk assessment methods. 

2) Patterns and methodology for UML oriented modelling targeting the different risk assessment methods. 

3) A risk management process. 

4) A risk documentation framework. 

5) An integrated risk management and system development process. 

6) A platform for tool-inclusion. 

For the case study the risk management process and the risk documentation framework have been selected to test their 
applicability in the development of ETSI standards. Item 1 in the list has no relevance to ETSI (it describes the rationale 
for CORAS), item 2 in the list is addressed by ETSI in a different manner, items 5 and 6 have not been addressed by 
ETSI in this case study. 

6.4.2 CORAS platform and UML profile 

In the context of MBRA the CORAS project has developed a modelling platform that builds a database of the analysis 
results that may be supplemented by UML diagrams for illustration. The CORAS platform has not been used by ETSI 
in the analysis phase although the UML stereotypes have been modelled into a single CORAS-Analysis package for 
potential future use. Figure 7 identifies the structure of the UML profile developed in the CORAS project and published 
by the Object Management Group [29]. 
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RIskAssessment package CORAS {1/1}RIskAssessment package CORAS {1/1}

<<m etamodel>>
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SWOT
<<m etam odel>>

SWOT
  

<<m etam odel>>
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UnwantedIncident

  

<<m etam odel>>

Risk
<<m etam odel>>

Risk

  

<<m etam odel>>

Treatment
<<m etam odel>>

Treatment

  

 

Figure 7: The CORAS risk assessment model 

The CORAS UML packages show clear dependencies between each other and suggest a "waterfall" development model 
although that may not be the intention. The stereotypes developed in [29] and shown (for the use case extensions) in 
figure 8 have graphical constructs (see table 2). 
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CORAS Definitions <<profile>>package Stereotypes {6/6}CORAS Definitions <<profile>>package Stereotypes {6/6}
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Figure 8: Use case based stereotypes from CORAS 
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Table 2: CORAS stereotype graphical form 

<<Asset>> 

 

 <<Stakeholder>> 

 

<<EnterpriseAsset>> 

 

 <<EnterpriseStrength>> 

 

<<EnterpriseWeakness>> 

 

 <<EnterpriseOpportunity>> 

 

<<EnterpriseThreat>> 

 

 <<ThreatAgent>> 

 

<<ThreatScenario>> 
 

 <<UnwantedIncident>> 
 

<<Risk>> 

 

 <<RiskTheme>> 

 

<<Treatment>> 
 

 <<TreatmentEffect>> 

 
 

NOTE: The CORAS project proposed an additional set of graphical stereotypes for different forms of threat agent 
(zombie, Trojan horse, logic bomb and so forth) which have not been incorporated to the published UML 
profile. 

6.4.3 The risk management process 

The CORAS risk management offers a decomposition of a risk management process and is shown graphically in  
figure 9.  
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Figure 9: CORAS risk management process 

The main notions in CORAS risk management process are as follows: 

•  Risk management: The culture, processes and structures that are directed towards effective management of 
potential opportunities and adverse effects. 

•  Risk management process: The systematic application of management policies, procedures and practices to the 
tasks of establishing the context, identifying, analysing, evaluating, treating, monitoring and communicating 
risk. 

•  Risk identification: The process of determining what can happen, why and how. 

•  Risk assessment: The overall process of risk analysis and risk evaluation. 

•  Risk analysis: A systematic use of available information to determine how often specified events may occur 
and the magnitude of their consequences. 

•  Risk evaluation: The process used to determine risk management priorities by comparing the level of risk 
against predetermined standards, target risk levels or other criteria. 

•  Risk treatment: Selection and implementation of appropriate options for dealing with risk. 

Many of the features of the CORAS risk management process are aligned with the requirements tested in the Common 
Criteria evaluation class "Vulnerability assessment" and the guidance given in clause 6.8 of EG 202 387 [1]. 
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6.4.4 The risk documentation framework 

The CORAS risk documentation framework is a specialization of the Reference Model for Open Distributed Processing 
ISO/IEC 10746 (ODP-RM) [34]. ODP-RM is an ISO standardized reference model for distributed systems architecture, 
based on object-oriented techniques. ODP-RM divides the system documentation into five viewpoints as described 
below and illustrated in figure 10. 

The five viewpoints are: 

•  the enterprise viewpoint: a viewpoint on the system and its environment that focuses on the purpose, scope and 
policies for the system; 

•  the information viewpoint: a viewpoint on the system and its environment that focuses on the semantics of the 
information and information processing performed; 

•  the computational viewpoint: a viewpoint on the system and its environment that enables distribution through 
functional decomposition of the system into objects which interact at interfaces; 

•  the engineering viewpoint: a viewpoint on the system and its environment that focuses on the mechanisms and 
functions required to support distributed interaction between objects in the system; and 

•  the technology viewpoint: a viewpoint on the system and its environment that focuses on the choice of 
technology in that system. 
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Figure 10: The CORAS risk documentation framework 
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7 UML modelling 

7.1 Introduction 
Modelling in support of illustration and development of standards is well established, and has been applied to 
communications standards development for a number of years. It has been less well applied to topics such as 
vulnerability analysis and security design. The CORAS project started to look into the use of UML for the purpose of 
model based risk analysis (see clause 6) by defining some UML stereotypes for use in visual modelling. This clause 
looks at some options for modelling using UML by defining stereotypes for the key elements in a vulnerability analysis 
and the relationships between them. 

To get hands-on experience with Telelogic's tool TAU G2 - a state-of-the-art UML 2.0-based tool (that has been used to 
draw the diagrams in this clause) - and to get familiar with the classes and their families specified in the Common 
Criteria ISO/IEC 15408-2 [20], a formal model was developed. This model is shown in annex A. 

7.2 Core security model 
The core system and security model can be represented in UML as in figure 11. This shows that a system, represented 
by the class SystemDesign, is composed of a set of assets, represented by the class SystemComponent. The model also 
shows that the system is dependent upon the system objectives which are themselves a composition of both the security 
objectives and the evaluation objectives. Each system asset may have an associated vulnerability with a weighted risk 
dependency between the vulnerability and the asset. A vulnerability is modelled as existing only if both a weakness and 
a threat exist. 

The model also shows a treatment of requirements where the System Requirements are a composition of Security 
requirements and assurance requirements which are all dependent on the respective objectives. 
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GeneralModel package CommonCriteria {1/3}GeneralModel package CommonCriteria {1/3}
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Figure 11: UML model of generic system security design 
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7.3 Development of stereotypes 
The model presented in figure 11 contains a number of UML Stereotypes. The purpose of the stereotypes is to group 
objects of similar type together with constraints and attributes that have to exist for all elements of the class type. 

The following stereotypes have been defined and used in the generic model of figure 11 and in the ENUM analysis 
work (see table 3). 

Table 3: Stereotype definitions 

Stereotype name Base class Required attributes Constraints 
Threat Class Threat type  
Asset Class   
Weakness Class   
Vulnerability Class   
Countermeasure Class   
Requirement Class   
Objective Class   
Risk Dependency Impact 

Likeliehood 
RiskPoduct = Impact*Likeliehood 
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AnalysisDefinitions#1 <<profile>>package Stereotypes {1/5}AnalysisDefinitions#1 <<profile>>package Stereotypes {1/5}
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Figure 12: Stereotypes defined for security analysis and development (sheet 1 of 2) 
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AnalysisDefinitions#2 <<profile>>package Stereotypes {5/5}AnalysisDefinitions#2 <<profile>>package Stereotypes {5/5}
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Figure 13: Stereotypes defined for security analysis and development (sheet 2 of 2) 
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7.4 Application of stereotypes 
The stereotypes identified above can be applied to real systems (ENUM) as below: 

Risks1 package ENUM {4/5}Risks1 package ENUM {4/5}
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Figure 14: Application of stereotypes in ENUM analysis 
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Annex A: 
UML modelling of ISO/IEC 15408-2 

A.1 Introduction 
To gain experience in the development of formal security modelling and to become familiar with the classes and their 
families specified in ISO/IEC 15408-2 [20], a UML model of the classes, families and their components was developed 
using Teleogic's Tau G2 software tool. 

The model shows the composition of the classes consisting of all families and the composition of the families consisting 
of the components, the audit functions, and the management functions. Extensive use has been made of the "stereotype" 
mechanism of the language. 

NOTE: For obvious reasons "Class" is a reserved name in UML, hence, the stereotype "TSF" (Target Security 
Function) has been used for the classes of ISO/IEC 15408-2 [20]. 
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Table A.1 summarizes the classes (TSFs) and their families. 

Table A.1: ISO/IEC 15408-2 classes and families 

Class Class members 
FAU Security audit FAU_ARP Security audit automatic response 

FAU_GEN Security audit data generation 
FAU_SAA Security audit analysis 
FAU_SAR Security audit review 
FAU_SEL Security audit event selection 
FAU_STG Security audit event storage 

FCO Communication FCO_NRO Non-repudiation of origin 
FCO_NRR Non-repudiation of receipt 

FCS Cryptographic support FCS_CKM Cryptographic key management 
FCS_COP Cryptographic operation 

FDP User Data Protection FDP_ACC Access control policy 
FDP_ACF Access control functions 
FDP_DAU Data authentication 
FDP_ETC Export to outside TSF control 
FDP_IFC Information flow control policy 
FDP_IFF Information flow control functions 
FDP_ITC Import from outside TSF control 
FDP_ITT Internal TOE transfer 
FDP_RIP Residual information protection 
FDP_ROL Rollback 
FDP_SDI Stored data integrity 
FDP_UCT Inter-TSF user data confidentiality transfer protection 
FDP_UIT Inter-TSF user data integrity transfer protection 

FIA Identification and authentication FIA_AFL Authentication failures 
FIA_ATD User attribute definition 
FIA_SOS Specification of secrets 
FIA_UAU User authentication 
FIA_UID User identification 
FIA_USB User-subject binding 

FMT Security management FMT_MOF Management of functions in TSF 
FMT_MSA Management of security attributes 
FMT_MTD Management of TSF data 
FMT_REV Revocation 
FMT_SAE Security attribute expiration 
FMT_SMR Security management roles 

FPR Privacy FPR_ANO Anonymity 
FPR_PSE Pseudonymity 
FPR_UNL Unlinkability 
FPR_UNO Unobservability 

FPT Protection of the TSF FPT_AMT Underlying abstract machine test 
FPT_FLS Fail secure 
FPT_ITA Availability of exported TSF data 
FPT_ITC Confidentiality of exported TSF data 
FPT_ITI Integrity of exported TSF data 
FPT_ITT Internal TOE TSF data transfer 
FPT_PHP TSF physical protection 
FPT_RCV Trusted recovery Protection of the TSF 
FPT_RPL Replay detection 
FPT_RVM Reference mediation 
FPT_SEP Domain separation 
FPT_SSP State synchrony protocol 
FPT_STM Time stamps 
FPT_TDC Inter-TSF TSF data consistency 
FPT_TRC Internal TOE TSF data replication consistency 
FPT_TST TSF self test 

FRU Resource Utilization FRU_FLT Fault tolerance 
FRU_PRS Priority of service 
FRU_RSA Resource allocation 
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Class Class members 
FTA TOE Access FTA_LSA Limitation on scope of selectable attributes 

FTA_MCS Limitation on multiple concurrent sessions 
FTA_SSL Session locking 
FTA_TAB TOE access banners 
FTA_TAH TOE access history 
FTA_TSE TOE session establishment 

FTP Trusted path/channels FTP_ITC Inter-TSF trusted channel 
FTP_TRP Trusted path 

 

Many of the classes are dependent upon each other. A summary of the dependencies is illustrated in figure A.1. The 
grey arrows show implicit dependencies, as all classes need some management and audit capabilities; the black arrows 
indicate explicit dependencies. 
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Figure A.1: Dependency for the classes in ISO/IEC 15408-2 
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A.2 Structure of the UML model 
Figure A.2 shows the structure of the UML model for the security functional requirement classes of the Common 
Criteria described in ISO/IEC 15408-2 [20]. 

 

Figure A.2: The UML model 

The Package Dependencies are shown in figure A.3. It indicates that the TSF Packages depend on both the stereotypes 
and the information types; the stereotypes itself depend on the information types. 

NOTE: Neither the stereotype definition nor the definition of the information types are shown in the present 
document. 

Package Dependencies package CCSF {1/1}Package Dependencies package CCSF {1/1}

 

Stereotypes
 

Stereotypes

 

InformationTypes
 

InformationTypes

<<access>><<access>>
 

TSF_Models
 

TSF_Models

<<access>><<access>>

<<access>><<access>>

 

Figure A.3: The package dependencies 
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A.3 UML model for ISO/IEC 15408-2 

A.3.1 TSF Package Dependency 

TSF_Package_Dependency package TSF_Models {1/1}TSF_Package_Dependency package TSF_Models {1/1}

 

TSF_FAU
 

TSF_FAU

 

TSF_FMT
 

TSF_FMT

 

TSF_FCO
 

TSF_FCO

  

  

 

TSF_FCS
 

TSF_FCS

  

  

 

TSF_FDP
 

TSF_FDP

  

  

 

TSF_FIA
 

TSF_FIA

  

  

 

TSF_FPR
 

TSF_FPR

 

TSF_FPT
 

TSF_FPT

  

 

TSF_FRU
 

TSF_FRU

 

TSF_FTA
 

TSF_FTA

 

TSF_FTP
 

TSF_FTP
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A.3.2 Package TSF_FAU 

FAU_Security_Audit package TSF_FAU {1/10}FAU_Security_Audit package TSF_FAU {1/10}

<<TSF>>

FAU
<<TSF>>

FAU

Security auditing involves  recognis ing, recording, s toring,
and analys ing inform ation related to security relevant
activities  (i.e. activities  controlled by the TSP). The
resulting audit records  can be exam ined to determ ine which
security relevant activities  took place and whom  (which
user) is  respons ible for them .

Security auditing involves  recognis ing, recording, s toring,
and analys ing inform ation related to security relevant
activities  (i.e. activities  controlled by the TSP). The
resulting audit records  can be exam ined to determ ine which
security relevant activities  took place and whom  (which
user) is  respons ible for them .

 

  

  

 

  

  

<<Family >>

FAU_ARP
<<Family >>

FAU_ARP
<<Family >>

FAU_GEN
<<Family >>

FAU_GEN
<<Family >>

FAU_SAA
<<Family >>

FAU_SAA
<<Family >>

FAU_SAR
<<Family >>

FAU_SAR
<<Family >>

FAU_SEL
<<Family >>

FAU_SEL
<<Family >>

FAU_STG
<<Family >>

FAU_STG

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

  

  

 

FAUfamilies
 

FAUfamilies
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FAU_ARP_Security_Audit_Automatic_Res package TSF_FAU {2/10}FAU_ARP_Security_Audit_Automatic_Res package TSF_FAU {2/10}

<<Family >>

FAU_ARP
<<Family >>

FAU_ARP * Defines  the response to be taken in case of detected
  events  indicative of a potential security violation.
* Defines  the response to be taken in case of detected
  events  indicative of a potential security violation.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FAU_ARP
 

Audit_FAU_ARP

 

Audit_FAU_ARP_1

 

 

Audit_FAU_ARP_1

   

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 
<<Component>>

FAU_ARP_1
<<Component>>

FAU_ARP_1
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FAU_GEN_Security_Audit_Data_Generati package TSF_FAU {3/10}FAU_GEN_Security_Audit_Data_Generati package TSF_FAU {3/10}

* Defines  requirem ents  for recording the occurrence of
  security relevant events  that take place under TSF
  control.
* Identifies  the level of auditing, enum erates  the types
  of events  that shall be auditable by the TSF.
* Identifies  the m inim um  set of audit-related inform ation
  that should be provided within various  audit record types .

* Defines  requirem ents  for recording the occurrence of
  security relevant events  that take place under TSF
  control.
* Identifies  the level of auditing, enum erates  the types
  of events  that shall be auditable by the TSF.
* Identifies  the m inim um  set of audit-related inform ation
  that should be provided within various  audit record types .

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Component>>

FAU_GEN_1
<<Component>>

FAU_GEN_1

<<Component>>

FAU_GEN_2
<<Component>>

FAU_GEN_2

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FAU_GEN, Audit_FAU_GEN_1, and
Audit_FAU_GEN_2 are not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FAU_GEN, Audit_FAU_GEN_1, and
Audit_FAU_GEN_2 are not present in the m odel.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FAU_GEN.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FAU_GEN.

<<Family >>

FAU_GEN
<<Family >>

FAU_GEN
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FAU_SAA_Security_Audit_Analysis package TSF_FAU {4/10}FAU_SAA_Security_Audit_Analysis package TSF_FAU {4/10}

<<Family >>

FAU_SAA
<<Family >>

FAU_SAA

* Defines  requirem ents  for autom ated m eans that analyse
  sys tem  activity and audit data looking for security
  violations .
* This  analys is  m ay work in support of intrus ion detection,
  or autom atic response to an im m inent security violation.
* The actions  to be taken based on the detection can be
  specified us ing the FAU_ARP fam ily as  des ired.

* Defines  requirem ents  for autom ated m eans that analyse
  sys tem  activity and audit data looking for security
  violations .
* This  analys is  m ay work in support of intrus ion detection,
  or autom atic response to an im m inent security violation.
* The actions  to be taken based on the detection can be
  specified us ing the FAU_ARP fam ily as  des ired.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FAU_SAA
 

Audit_FAU_SAA

<<Component>>

FAU_SAA_1
<<Component>>

FAU_SAA_1

<<Component>>

FAU_SAA_2
<<Component>>

FAU_SAA_2

<<Component>>

FAU_SAA_3
<<Component>>

FAU_SAA_3

<<Component>>

FAU_SAA_4
<<Component>>

FAU_SAA_4

 

Audit_FAU_SAA_1
 

Audit_FAU_SAA_1

 

Audit_FAU_SAA_2
 

Audit_FAU_SAA_2

 

Audit_FAU_SAA_3
 

Audit_FAU_SAA_3

 

Audit_FAU_SAA_4
 

Audit_FAU_SAA_4

  

  

  

 

 

 

 

 

 

 

 

 

 
 

  

  

 

  

   

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FAU_SAR_Security_Audit_Review package TSF_FAU {5/10}FAU_SAR_Security_Audit_Review package TSF_FAU {5/10}

<<Family >>

FAU_SAR

 

<<Family >>

FAU_SAR

 

* Defines  the requirem ents  for audit tools  that should be
  available to authorised users  to ass is t in the review
  of audit data.

* Defines  the requirem ents  for audit tools  that should be
  available to authorised users  to ass is t in the review
  of audit data.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FAU_SAR
 

Audit_FAU_SAR

<<Component>>

FAU_SAR_1

 

<<Component>>

FAU_SAR_1

 

<<Component>>

FAU_SAR_2
<<Component>>

FAU_SAR_2

<<Component>>

FAU_SAR_3
<<Component>>

FAU_SAR_3

 

Audit_FAU_SAR_1
 

Audit_FAU_SAR_1

<<Component>>

Audit_FAU_SAR_2
<<Component>>

Audit_FAU_SAR_2

 

Audit_FAU_SAR_3
 

Audit_FAU_SAR_3

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

 

 

 

  

 

 

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FAU_SEL_Security_Audit_Event_Selectio package TSF_FAU {6/10}FAU_SEL_Security_Audit_Event_Selectio package TSF_FAU {6/10}

<<Family >>

FAU_SEL
<<Family >>

FAU_SEL
* Defines  requirem ents  to select the events  to be audited
  during TOE operation.
* Defines  requirem ents  to include or exclude events  from
  the set of auditable events .

* Defines  requirem ents  to select the events  to be audited
  during TOE operation.
* Defines  requirem ents  to include or exclude events  from
  the set of auditable events .

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FAU_SEL
 

Audit_FAU_SEL

<<Component>>

FAU_SEL_1

 

<<Component>>

FAU_SEL_1

 

 

Audit_FAU_SEL_1
 

Audit_FAU_SEL_1

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FAU_STG_Security_Audit_Event_Storage package TSF_FAU {7/10}FAU_STG_Security_Audit_Event_Storage package TSF_FAU {7/10}

<<Family >>

FAU_STG

 

<<Family >>

FAU_STG

 

* Defines  the requirem ents  for the TSF to be able to create
  and m aintain a secure audit trail.
* Defines  the requirem ents  for the TSF to be able to create
  and m aintain a secure audit trail.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FAU_STG
 

Audit_FAU_STG

<<Component>>

FAU_STG_1

 

<<Component>>

FAU_STG_1

 

<<Component>>

FAU_STG_2
<<Component>>

FAU_STG_2

<<Component>>

FAU_STG_3

 

<<Component>>

FAU_STG_3

 

<<Component>>

FAU_STG_4
<<Component>>

FAU_STG_4

 

Audit_FAU_STG_3
 

Audit_FAU_STG_3

 

Audit_FAU_STG_4
 

Audit_FAU_STG_4

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 
 

  

 

 

 

  

 

 

 

  

0..1  

 

  

0..1  

There are no events  identified in FAU_SRG_1
and FAU_STG_2 that should be auditable if
FAU_GEN is  included in the PP/ST. Therefore,
the classes  Audit_FAU_STG_1 and Audit_\
FAU_STG_2 are not present in the m odel.

There are no events  identified in FAU_SRG_1
and FAU_STG_2 that should be auditable if
FAU_GEN is  included in the PP/ST. Therefore,
the classes  Audit_FAU_STG_1 and Audit_\
FAU_STG_2 are not present in the m odel.
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FAU_FunctionalElements_1 package TSF_FAU {8/10}FAU_FunctionalElements_1 package TSF_FAU {8/10}

<<Component>>

FAU_ARP_1

FAU_ARP_1_1 ()

<<Component>>

FAU_ARP_1

FAU_ARP_1_1 ()

<<Component>>

FAU_SAA_1
<<Component>>

FAU_SAA_1  

<<Component>>

FAU_GEN_1

 

FAU_GEN_1_1 ()
FAU_GEN_1_2 ()

<<Component>>

FAU_GEN_1

 

FAU_GEN_1_1 ()
FAU_GEN_1_2 ()

<<Component>>

FAU_GEN_2

FAU_GEN_2_1 ()

<<Component>>

FAU_GEN_2

FAU_GEN_2_1 ()

<<Component>>

...::TSF_FPT::FPT_STM_1

 

 

<<Component>>

...::TSF_FPT::FPT_STM_1

 

 

  

<<Component>>

...::TSF_FIA::FIA_UID_1
<<Component>>

...::TSF_FIA::FIA_UID_1  

  

<<Component>>

FAU_SAA_1

FAU_SAA_1_1 ()
FAU_SAA_1_2 ()

<<Component>>

FAU_SAA_1

FAU_SAA_1_1 ()
FAU_SAA_1_2 ()

<<Component>>

FAU_GEN_1
<<Component>>

FAU_GEN_1  

<<Component>>

FAU_SAA_2

FAU_SAA_2_1 ()
FAU_SAA_2_2 ()
FAU_SAA_2_3 ()

<<Component>>

FAU_SAA_2

FAU_SAA_2_1 ()
FAU_SAA_2_2 ()
FAU_SAA_2_3 ()

  

<<Component>>

FAU_SAA_3

FAU_SAA_3_1 ()
FAU_SAA_3_2 ()
FAU_SAA_3_3 ()

<<Component>>

FAU_SAA_3

FAU_SAA_3_1 ()
FAU_SAA_3_2 ()
FAU_SAA_3_3 ()

<<Component>>

FAU_SAA_4

FAU_SAA_4_1 ()
FAU_SAA_4_2 ()
FAU_SAA_4_3 ()

<<Component>>

FAU_SAA_4

FAU_SAA_4_1 ()
FAU_SAA_4_2 ()
FAU_SAA_4_3 ()
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FAU_FunctionalElements_2 package TSF_FAU {9/10}FAU_FunctionalElements_2 package TSF_FAU {9/10}

<<Component>>

FAU_SAR_1

FAU_SAR_1_1 ()
FAU_SAR_1_2 ()

<<Component>>

FAU_SAR_1

FAU_SAR_1_1 ()
FAU_SAR_1_2 ()

<<Component>>

FAU_GEN_1
<<Component>>

FAU_GEN_1  

<<Component>>

FAU_SAR_2

FAU_SAR_2_1 ()

<<Component>>

FAU_SAR_2

FAU_SAR_2_1 ()

<<Component>>

FAU_SAR_1
<<Component>>

FAU_SAR_1  

<<Component>>

FAU_SAR_3

FAU_SAR_3_1 ()

<<Component>>

FAU_SAR_3

FAU_SAR_3_1 ()

  

<<Component>>

FAU_SEL_1

FAU_SEL_1_1 ()

<<Component>>

FAU_SEL_1

FAU_SEL_1_1 ()

  

<<Component>>

...::TSF_FMT::FMT_MTD_1

 

<<Component>>

...::TSF_FMT::FMT_MTD_1

 
  

<<Component>>

FAU_STG_1

FAU_STG_1_1 ()
FAU_STG_1_2 ()

<<Component>>

FAU_STG_1

FAU_STG_1_1 ()
FAU_STG_1_2 ()

<<Component>>

FAU_GEN_1
<<Component>>

FAU_GEN_1  

<<Component>>

FAU_STG_2

FAU_STG_2_1 ()
FAU_STG_2_2 ()
FAU_STG_2_3 ()

<<Component>>

FAU_STG_2

FAU_STG_2_1 ()
FAU_STG_2_2 ()
FAU_STG_2_3 ()

  

<<Component>>

FAU_STG_3

FAU_STG_3_1 ()

<<Component>>

FAU_STG_3

FAU_STG_3_1 ()

<<Component>>

FAU_STG_1
<<Component>>

FAU_STG_1  

<<Component>>

FAU_STG_4

FAU_STG_4_1 ()

<<Component>>

FAU_STG_4

FAU_STG_4_1 ()
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FAU_AuditEvents package TSF_FAU {10/10}FAU_AuditEvents package TSF_FAU {10/10}

 

Audit_FAU_ARP_1

auActnIm m inSecVioltn ()

 

Audit_FAU_ARP_1

auActnIm m inSecVioltn ()

 

Audit_FAU_SAA_1

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_1

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_2

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_2

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_3

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_3

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_4

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAA_4

auSecAnalysEnabDisab ()
auAutoRespons  ()

 

Audit_FAU_SAR_1

auReadInfo ()

 

Audit_FAU_SAR_1

auReadInfo ()

<<Component>>

Audit_FAU_SAR_2

auUnsuccesReadAtm pt ()

<<Component>>

Audit_FAU_SAR_2

auUnsuccesReadAtm pt ()

 

Audit_FAU_SAR_3

auViewingParam  ()

 

Audit_FAU_SAR_3

auViewingParam  ()

 

Audit_FAU_SEL_1

auAuditConfigModInOp ()

 

Audit_FAU_SEL_1

auAuditConfigModInOp ()

 

Audit_FAU_STG_3

auActnExceedThresh ()

 

Audit_FAU_STG_3

auActnExceedThresh ()

 

Audit_FAU_STG_4

auActnAuditStorageFail ()

 

Audit_FAU_STG_4

auActnAuditStorageFail ()
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A.3.3 Package TSF_FCO 

FCO_Communication package TSF_FCO {1/5}FCO_Communication package TSF_FCO {1/5}

<<TSF>>

FCO
<<TSF>>

FCO

This  class  provides  two fam ilies  specifically concerned with
assuring the identity of a party participating in a data
exchange. These fam ilies  are related to assuring the identity
of the originator of transm itted inform ation (proof of origin)
and assuring the identity of the recipient of transm itted
inform ation (proof of receipt). These fam ilies  ensure that an
originator cannot deny having sent the m essage, nor can the
recipient deny having received it.

This  class  provides  two fam ilies  specifically concerned with
assuring the identity of a party participating in a data
exchange. These fam ilies  are related to assuring the identity
of the originator of transm itted inform ation (proof of origin)
and assuring the identity of the recipient of transm itted
inform ation (proof of receipt). These fam ilies  ensure that an
originator cannot deny having sent the m essage, nor can the
recipient deny having received it.

 

FCOfamilies
 

FCOfamilies

<<Family >>

FCO_NRO
<<Family >>

FCO_NRO
<<Family >>

FCO_NRR
<<Family >>

FCO_NRR
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FCO_NRO_Non-repudiation_of_Origin package TSF_FCO {2/5}FCO_NRO_Non-repudiation_of_Origin package TSF_FCO {2/5}

 

Audit_FCO_NRO_2

 

 

 

Audit_FCO_NRO_2

 

 

<<Family >>

...::TSF_FAU::FAU_GEN

 

<<Family >>

...::TSF_FAU::FAU_GEN

 

 

Audit_FCO_NRO

 

 

Audit_FCO_NRO

 

<<Component>>

FCO_NRO_1

 

<<Component>>

FCO_NRO_1

 

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Component>>

FCO_NRO_2
<<Component>>

FCO_NRO_2

<<Family >>

FCO_NRO

 

 

<<Family >>

FCO_NRO

 

 

 

Audit_FCO_NRO_1

 

 

Audit_FCO_NRO_1

 

* Ensures  that the originator of inform ation cannot
   success fully deny having sent the information.
* Requires  that the TSF provide a m ethod to ensure that a
  subject that receives  inform ation during a data exchange
  is  provided with evidence of the origin of the inform ation.
* This  evidence can then be verified by either this  subject
  or other subjects .  

* Ensures  that the originator of inform ation cannot
   success fully deny having sent the information.
* Requires  that the TSF provide a m ethod to ensure that a
  subject that receives  inform ation during a data exchange
  is  provided with evidence of the origin of the inform ation.
* This  evidence can then be verified by either this  subject
  or other subjects .  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 1

  

 

 1
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FCO_NRR_Non-repudiation_of_Receipt package TSF_FCO {3/5}FCO_NRR_Non-repudiation_of_Receipt package TSF_FCO {3/5}

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Component>>

FCO_NRR_2
<<Component>>

FCO_NRR_2

<<Family >>

FCO_NRR

 

 

<<Family >>

FCO_NRR

 

 

 

Audit_FCO_NRR

 

 

 

Audit_FCO_NRR

 

 

 

Audit_FCO_NRR_2

 

 

Audit_FCO_NRR_2

 

* Ensures  that the recipient of inform ation cannot
  success fully deny receiving the inform ation.
* Requires  that the TSF provide a m ethod to ensure that a
  subject that trans m its  inform ation during a data exchange
  is  provided with evidence of receipt of the inform ation.
* This  evidence can then be verified by either this  subject
  or other subjects .

* Ensures  that the recipient of inform ation cannot
  success fully deny receiving the inform ation.
* Requires  that the TSF provide a m ethod to ensure that a
  subject that trans m its  inform ation during a data exchange
  is  provided with evidence of receipt of the inform ation.
* This  evidence can then be verified by either this  subject
  or other subjects .

 

Audit_FCO_NRR_1

 

 

Audit_FCO_NRR_1

 

<<Family >>

...::TSF_FAU::FAU_GEN

 

<<Family >>

...::TSF_FAU::FAU_GEN

 

<<Component>>

FCO_NRR_1

 

<<Component>>

FCO_NRR_1

 

 

 

 

 

 

 

 

 

 

 

  

 

 1

  

 

 1

  

  

  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 0..1
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FCO_FunctionalElements package TSF_FCO {4/5}FCO_FunctionalElements package TSF_FCO {4/5}

<<Component>>

FCO_NRR_2

FCO_NRR_2_1 ()
FCO_NRR_2_2 ()
FCO_NRR_2_3 ()

<<Component>>

FCO_NRR_2

FCO_NRR_2_1 ()
FCO_NRR_2_2 ()
FCO_NRR_2_3 ()

<<Component>>

FCO_NRR_1

FCO_NRR_1_1 ()
FCO_NRR_1_2 ()
FCO_NRR_1_3 ()

<<Component>>

FCO_NRR_1

FCO_NRR_1_1 ()
FCO_NRR_1_2 ()
FCO_NRR_1_3 ()

<<Component>>

FCO_NRO_2

FCO_NRO_2_1 ()
FCO_NRO_2_2 ()
FCO_NRO_2_3 ()

<<Component>>

FCO_NRO_2

FCO_NRO_2_1 ()
FCO_NRO_2_2 ()
FCO_NRO_2_3 ()

<<Component>>

FCO_NRO_1

 

FCO_NRO_1_1 ()
FCO_NRO_1_2 ()
FCO_NRO_1_3 ()

<<Component>>

FCO_NRO_1

 

FCO_NRO_1_1 ()
FCO_NRO_1_2 ()
FCO_NRO_1_3 ()

<<Component>>

...::TSF_FIA::FIA_UID_1

 

 

<<Component>>

...::TSF_FIA::FIA_UID_1
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FCO_AuditEvents package TSF_FCO {5/5}FCO_AuditEvents package TSF_FCO {5/5}

 

Audit_FCO_NRO_2

 

auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRO_2

 

auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRO_1

 

auIDuserReqEvid ()
auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRO_1

 

auIDuserReqEvid ()
auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRR_1

 

auIDuserReqEvid ()
auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRR_1

 

auIDuserReqEvid ()
auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRR_2

auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()

 

Audit_FCO_NRR_2

auInvokeNonRepudServ ()
auIDinfoDes tEvid ()
auIDuserReqVerif ()
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A.3.4 Package TSF_FCS 

FCS_Cryptographic_Support package TSF_FCS {1/5}FCS_Cryptographic_Support package TSF_FCS {1/5}

<<TSF>>

FCS
<<TSF>>

FCS

The TSF m ay em ploy cryptographic functionality to help
satis fy several high-level security objectives . These
include (but are not lim ited to): identification and
authentication, non-repudiation, trus ted path, trus ted
channel and data separation. This  class  is  used when the
TOE im plem ents  cryptographic functions , the im plem entation
of which could be in hardware, firm ware and/or software.

The TSF m ay em ploy cryptographic functionality to help
satis fy several high-level security objectives . These
include (but are not lim ited to): identification and
authentication, non-repudiation, trus ted path, trus ted
channel and data separation. This  class  is  used when the
TOE im plem ents  cryptographic functions , the im plem entation
of which could be in hardware, firm ware and/or software.

 

FCSfamilies
 

FCSfamilies

<<Family >>

FCS_CKM
<<Family >>

FCS_CKM
<<Family >>

FCS_COP
<<Family >>

FCS_COP
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FCS_CKM_Cryptographic_Key_Manageme package TSF_FCS {2/5}FCS_CKM_Cryptographic_Key_Manageme package TSF_FCS {2/5}

 

Audit_FCS_CKM_1

 

 

Audit_FCS_CKM_1

 

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FCS_CKM_4
 

Audit_FCS_CKM_4

<<Component>>

FCS_CKM_1

 

<<Component>>

FCS_CKM_1

 

<<Component>>

FCS_CKM_4

 

<<Component>>

FCS_CKM_4

 

<<Family >>

...::TSF_FAU::FAU_GEN

 

<<Family >>

...::TSF_FAU::FAU_GEN

 

 

Audit_FCS_CKM_3

 

 

Audit_FCS_CKM_3

 

<<Component>>

FCS_CKM_3

 

<<Component>>

FCS_CKM_3

 

 

Audit_FCS_CKM_2

 

 

Audit_FCS_CKM_2

 

<<Component>>

FCS_CKM_2
<<Component>>

FCS_CKM_2

<<Family >>

FCS_CKM

 

<<Family >>

FCS_CKM

 

 

Audit_FCS_CKM

 

 

 

Audit_FCS_CKM

 

 

* Cryptographic keys  m ust be m anaged throughout their life
  cycle.
* This  fam ily is  intended to support that lifecycle and
  consequently defines  requirem ents  for the following
  activities :
  - cryptographic key generation,
  - cryptographic key dis tribution,
  - cryptographic key access , and
  - cryptographic key des truction.
* This  fam ily s hould be included whenever there are
  functional requirem ents  for the m anagem ent of
  cryptographic keys .

* Cryptographic keys  m ust be m anaged throughout their life
  cycle.
* This  fam ily is  intended to support that lifecycle and
  consequently defines  requirem ents  for the following
  activities :
  - cryptographic key generation,
  - cryptographic key dis tribution,
  - cryptographic key access , and
  - cryptographic key des truction.
* This  fam ily s hould be included whenever there are
  functional requirem ents  for the m anagem ent of
  cryptographic keys .

  
 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 0..1

  

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

  

 

 

 

 0..1

  

 

 0..1
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FCS_COP_Cryptographic_Operation package TSF_FCS {3/5}FCS_COP_Cryptographic_Operation package TSF_FCS {3/5}

<<Family >>

FCS_COP

 

<<Family >>

FCS_COP

 

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Component>>

FCS_COP_1

 

 

<<Component>>

FCS_COP_1

 

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

 

Audit_FCS_COP_1
 

Audit_FCS_COP_1

 

Audit_FCS_COP
 

Audit_FCS_COP

* In order for a cryptographic operation to function
  correctly, the operation m ust be perform ed in accordance
  with a specified algorithm  and with a cryptographic key of
  a specified s ize.
* This  fam ily should be included whenever there are
  requirem ents  for cryptographic operations  to be perform ed.

* In order for a cryptographic operation to function
  correctly, the operation m ust be perform ed in accordance
  with a specified algorithm  and with a cryptographic key of
  a specified s ize.
* This  fam ily should be included whenever there are
  requirem ents  for cryptographic operations  to be perform ed.

 

  

  

 

  

  

  

 

  

0..1  

 

  

0..1  
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FCS_FunctionalElements package TSF_FCS {4/5}FCS_FunctionalElements package TSF_FCS {4/5}

<<Component>>

FCS_CKM_3

FCS_CKM_3_1()

<<Component>>

FCS_CKM_3

FCS_CKM_3_1()

<<Component>>

FCS_COP_1

FCS_COP_1_1()

<<Component>>

FCS_COP_1

FCS_COP_1_1()

<<Component>>

FCS_CKM_1

FCS_CKM_1_1()

<<Component>>

FCS_CKM_1

FCS_CKM_1_1()

<<Component>>

...::TSF_FMT::FMT_MSA_2

 

 
 

<<Component>>

...::TSF_FMT::FMT_MSA_2

 

 
 

<<Component>>

FCS_CKM_2

FCS_CKM_2_1()

<<Component>>

FCS_CKM_2

FCS_CKM_2_1()

<<Component>>

FCS_CKM_4

FCS_CKM_4_1()

<<Component>>

FCS_CKM_4

FCS_CKM_4_1()

  

  

  

  

  
  

<<Component>>

...::TSF_FDP::FDP_ITC_1
<<Component>>

...::TSF_FDP::FDP_ITC_1  
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FCS_AuditEvents package TSF_FCS {5/5}FCS_AuditEvents package TSF_FCS {5/5}

 

Audit_FCS_CKM_3

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_3

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_1

 

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_1

 

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_4

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_4

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_2

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_CKM_2

auSuccess  ()
auObjectAttrib ()
auObjectValue ()

 

Audit_FCS_COP_1

 

auSuccess  ()
auModeOperation ()
auObjectAttrib ()
auSubjectAttrib ()

 

Audit_FCS_COP_1

 

auSuccess  ()
auModeOperation ()
auObjectAttrib ()
auSubjectAttrib ()
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FDP_User_Data_Protection package TSF_FDP {1/21}FDP_User_Data_Protection package TSF_FDP {1/21}

<<TSF>>

FDP

 

<<TSF>>

FDP

 

This  class  contains  fam ilies  specifying requirem ents  for 
TOE security functions  and TOE security function policies  
related to protecting user data. FDP is  split into four 
groups  of am ilies  that address  user data within a TOE, 
during im port, export, and s torage as  well as  security 
attributes  directly related to user data.
 
The fam ilies  in this  class  are organised into four groups :
a) User data protection security function policies :
b) Form s of user data protection:
c) Off-line s torage, import and export:
d)Inter-TSF com m unication:
 
Com ponents  in these fam ilies  address  com m unication
between the TSF of the TOE and another trus ted IT product.

This  class  contains  fam ilies  specifying requirem ents  for 
TOE security functions  and TOE security function policies  
related to protecting user data. FDP is  split into four 
groups  of am ilies  that address  user data within a TOE, 
during im port, export, and s torage as  well as  security 
attributes  directly related to user data.
 
The fam ilies  in this  class  are organised into four groups :
a) User data protection security function policies :
b) Form s of user data protection:
c) Off-line s torage, import and export:
d)Inter-TSF com m unication:
 
Com ponents  in these fam ilies  address  com m unication
between the TSF of the TOE and another trus ted IT product.

 

FDPfamilies
 

FDPfamilies

 

  

  

 

  

  

<<Family >>

FDP_ACC
<<Family >>

FDP_ACC
<<Family >>

FDP_ACF
<<Family >>

FDP_ACF
<<Family >>

FDP_DAU
<<Family >>

FDP_DAU
<<Family >>

FDP_ETC
<<Family >>

FDP_ETC
<<Family >>

FDP_IFC
<<Family >>

FDP_IFC
<<Family >>

FDP_IFF
<<Family >>

FDP_IFF

<<Family >>

FDP_ITC
<<Family >>

FDP_ITC
<<Family >>

FDP_ITT

 

<<Family >>

FDP_ITT

 

<<Family >>

FDP_RIP
<<Family >>

FDP_RIP
<<Family >>

FDP_ROL
<<Family >>

FDP_ROL
<<Family >>

FDP_SDI
<<Family >>

FDP_SDI

<<Family >>

FDP_UCT
<<Family >>

FDP_UCT
<<Family >>

FDP_UIT
<<Family >>

FDP_UIT
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FDP_ACC_Access_Control_Policy package TSF_FDP {2/21}FDP_ACC_Access_Control_Policy package TSF_FDP {2/21}

<<Family >>

FDP_ACC
<<Family >>

FDP_ACC

* Identifies  the access  control SFPs and defines  the scope
  of control of the policies  that form  the identified
  access  control portion of the TSP.
* This  scope of control is  characterised by three sets :
  - the subjects  under control of the policy,
  - the objects  under control of the policy, and
  - the operations  am ong controlled subjects  and controlled
    objects  that are covered by the policy.
* The criteria allows m ultiple policies  to exis t, each
  having a unique nam e.

* Identifies  the access  control SFPs and defines  the scope
  of control of the policies  that form  the identified
  access  control portion of the TSP.
* This  scope of control is  characterised by three sets :
  - the subjects  under control of the policy,
  - the objects  under control of the policy, and
  - the operations  am ong controlled subjects  and controlled
    objects  that are covered by the policy.
* The criteria allows m ultiple policies  to exis t, each
  having a unique nam e.

<<Component>>

FDP_ACC_1
<<Component>>

FDP_ACC_1

<<Component>>

FDP_ACC_2
<<Component>>

FDP_ACC_2

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FDP_ACC.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FDP_ACC.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FDP_ACC, Audit_FDP_ACC_1, and
Audit_FDP_ACC_2 are not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FDP_ACC, Audit_FDP_ACC_1, and
Audit_FDP_ACC_2 are not present in the m odel.
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FDP_ACF_Access_Control_Functions package TSF_FDP {3/21}FDP_ACF_Access_Control_Functions package TSF_FDP {3/21}

<<Family >>

FDP_ACF
<<Family >>

FDP_ACF
* Describes  the rules  for the s pecific functions  that can
  im plem ent an access  control policy nam ed in FDP_ACC.
* FDP_ACC s pecifies  the scope of control of the policy.

* Describes  the rules  for the s pecific functions  that can
  im plem ent an access  control policy nam ed in FDP_ACC.
* FDP_ACC s pecifies  the scope of control of the policy.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FDP_ACF
 

Audit_FDP_ACF

<<Component>>

FDP_ACF_1
<<Component>>

FDP_ACF_1
 

Audit_FDP_ACF_1
 

Audit_FDP_ACF_1

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FDP_DAU_Data_Authentication package TSF_FDP {4/21}FDP_DAU_Data_Authentication package TSF_FDP {4/21}

<<Family >>

FDP_DAU
<<Family >>

FDP_DAU

* Data authentication perm its  an entity to accept
  respons ibility for the authenticity of inform ation.
* This  fam ily provides  a m ethod of providing a guarantee of
  the validity of a specific unit of data that can be
  subsequently used to verify that the inform ation content
  has  not been forged or fraudulently m odified.

* Data authentication perm its  an entity to accept
  respons ibility for the authenticity of inform ation.
* This  fam ily provides  a m ethod of providing a guarantee of
  the validity of a specific unit of data that can be
  subsequently used to verify that the inform ation content
  has  not been forged or fraudulently m odified.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FDP_DAU

 

 

Audit_FDP_DAU

 

<<Component>>

FDP_DAU_1
<<Component>>

FDP_DAU_1
 

Audit_FDP_DAU_1
 

Audit_FDP_DAU_1

 

Audit_FDP_DAU_2

 

 

Audit_FDP_DAU_2

 

<<Component>>

FDP_DAU_2
<<Component>>

FDP_DAU_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FDP_ETC_Export_to_Outside_TSF_Cont package TSF_FDP {5/21}FDP_ETC_Export_to_Outside_TSF_Cont package TSF_FDP {5/21}

<<Family >>

FDP_ETC
<<Family >>

FDP_ETC

* Defines  functions  for exporting user data from  the TOE
  such that its  security attributes  and protection either
  can be explicitly preserved or can be ignored once it
  has  been exported.
* It is  concerned with lim itations  on export and with the
  association of security attributes  with the exported
  user data.

* Defines  functions  for exporting user data from  the TOE
  such that its  security attributes  and protection either
  can be explicitly preserved or can be ignored once it
  has  been exported.
* It is  concerned with lim itations  on export and with the
  association of security attributes  with the exported
  user data.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FDP_ETC

 

 

Audit_FDP_ETC

 

  

<<Component>>

FDP_ETC_1
<<Component>>

FDP_ETC_1
 

Audit_FDP_ETC_1
 

Audit_FDP_ETC_1

<<Component>>

FDP_ETC_2
<<Component>>

FDP_ETC_2
 

Audit_FDP_ETC_2
 

Audit_FDP_ETC_2

  

  

 

  

  

 

  

   

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FDP_ACC.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FDP_ACC.
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FDP_IFC_Information_Flow_Control_Polic package TSF_FDP {6/21}FDP_IFC_Information_Flow_Control_Polic package TSF_FDP {6/21}

<<Family >>

FDP_IFC
<<Family >>

FDP_IFC

* Identifies  the inform ation flow control SFPs and defines
  the s cope of control of the policies .
* This  scope of control is  characterised by three sets : the
  subjects  under control of the policy, the inform ation under
  control of the policy, and operations  which cause
  controlled inform ation to flow to and from  controlled.
* The TSF m echanism  controls  the flow of inform ation in
  accordance with the inform ation flow control SFP.
* Operations  that would change the security attributes  of
  inform ation m ay be perm itted as  exceptions  to the
  inform ation flow control SFP if explicitly s pecified.

* Identifies  the inform ation flow control SFPs and defines
  the s cope of control of the policies .
* This  scope of control is  characterised by three sets : the
  subjects  under control of the policy, the inform ation under
  control of the policy, and operations  which cause
  controlled inform ation to flow to and from  controlled.
* The TSF m echanism  controls  the flow of inform ation in
  accordance with the inform ation flow control SFP.
* Operations  that would change the security attributes  of
  inform ation m ay be perm itted as  exceptions  to the
  inform ation flow control SFP if explicitly s pecified.

<<Component>>

FDP_IFC_1
<<Component>>

FDP_IFC_1

<<Component>>

FDP_IFC_2
<<Component>>

FDP_IFC_2

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FDP_IFC, Audit_FDP_IFC_1, and
Audit_FDP_IFC_2 are not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FDP_IFC, Audit_FDP_IFC_1, and
Audit_FDP_IFC_2 are not present in the m odel.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FDP_IFC.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FDP_IFC.
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FDP_IFF_Information_Flow_Control_Func package TSF_FDP {7/21}FDP_IFF_Information_Flow_Control_Func package TSF_FDP {7/21}

<<Family >>

FDP_IFF
<<Family >>

FDP_IFF

* Descibes  the rules  for the s pecific functions  that can
  im plem ent the inform ation flow control SFPs  nam ed in
  FDP_IFC.
* It cons is ts  of two kinds  of requirem ents : one address ing
  the com m on inform ation flow function issues , and a
  second addres s ing illicit inform ation flows .
 

* Descibes  the rules  for the s pecific functions  that can
  im plem ent the inform ation flow control SFPs  nam ed in
  FDP_IFC.
* It cons is ts  of two kinds  of requirem ents : one address ing
  the com m on inform ation flow function issues , and a
  second addres s ing illicit inform ation flows .
 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FDP_IFF
 

Audit_FDP_IFF

<<Component>>

FDP_IFF_1

 

<<Component>>

FDP_IFF_1

 

<<Component>>

FDP_IFF_2
<<Component>>

FDP_IFF_2

<<Component>>

FDP_IFF_3
<<Component>>

FDP_IFF_3

<<Component>>

FDP_IFF_4
<<Component>>

FDP_IFF_4

<<Component>>

FDP_IFF_5
<<Component>>

FDP_IFF_5

<<Component>>

FDP_IFF_6
<<Component>>

FDP_IFF_6

 

Audit_FDP_IFF_1
 

Audit_FDP_IFF_1

 

Audit_FDP_IFF_2
 

Audit_FDP_IFF_2

 

Audit_FDP_IFF_3
 

Audit_FDP_IFF_3

 

Audit_FDP_IFF_4
 

Audit_FDP_IFF_4

 

Audit_FDP_IFF_5
 

Audit_FDP_IFF_5

 

Audit_FDP_IFF_6
 

Audit_FDP_IFF_6

  

  

  

  

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

   

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FDP_ITC_Import_from_Outside_TSF_Co package TSF_FDP {8/21}FDP_ITC_Import_from_Outside_TSF_Co package TSF_FDP {8/21}

<<Family >>

FDP_ITC

 

<<Family >>

FDP_ITC

 

* Defines  the m echanism s for introduction of user data into
  the TOE such that it has  appropriate security attributes
  and is  appropriately protected.
* It is  concerned with lim itations  on im portation,
  determ ination of des ired security attributes , and
  interpretation of security attributes  associated with
  the user data.

* Defines  the m echanism s for introduction of user data into
  the TOE such that it has  appropriate security attributes
  and is  appropriately protected.
* It is  concerned with lim itations  on im portation,
  determ ination of des ired security attributes , and
  interpretation of security attributes  associated with
  the user data.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FDP_ITC
 

Audit_FDP_ITC

<<Component>>

FDP_ITC_1
<<Component>>

FDP_ITC_1

<<Component>>

FDP_ITC_2
<<Component>>

FDP_ITC_2

 

Audit_FDP_ITC_1
 

Audit_FDP_ITC_1

 

Audit_FDP_ITC_2
 

Audit_FDP_ITC_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FDP_ITT_Internal_TOE_Transfer package TSF_FDP {9/21}FDP_ITT_Internal_TOE_Transfer package TSF_FDP {9/21}

<<Family >>

FDP_ITT

 

 

<<Family >>

FDP_ITT

 

 

* Provides  requirem ents  that addres s  protection of user
  data when it is  trans ferred between parts  of a TOE.
* This  m ay be contras ted with the FDP_UCT and FDP_UIT
  fam ilies , which provide protection for user data when
  it is  trans ferred between dis tinct TSFs across  an external
  channel, and FDP_ETC and FDP_ITC, which address  trans fer
  of data to or from  outs ide the TSF’s  control.

* Provides  requirem ents  that addres s  protection of user
  data when it is  trans ferred between parts  of a TOE.
* This  m ay be contras ted with the FDP_UCT and FDP_UIT
  fam ilies , which provide protection for user data when
  it is  trans ferred between dis tinct TSFs across  an external
  channel, and FDP_ETC and FDP_ITC, which address  trans fer
  of data to or from  outs ide the TSF’s  control.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FDP_ITT

 

 

Audit_FDP_ITT

 

<<Component>>

FDP_ITT_1
<<Component>>

FDP_ITT_1

<<Component>>

FDP_ITT_2
<<Component>>

FDP_ITT_2

<<Component>>

FDP_ITT_3
<<Component>>

FDP_ITT_3

<<Component>>

FDP_ITT_4
<<Component>>

FDP_ITT_4

 

Audit_FDP_ITT_1
 

Audit_FDP_ITT_1

 

Audit_FDP_ITT_2
 

Audit_FDP_ITT_2

 

Audit_FDP_ITT_3
 

Audit_FDP_ITT_3

 

Audit_FDP_ITT_4
 

Audit_FDP_ITT_4

  

  

  

  

  

 

  

  

 

  

  

 

 

 

 

 

 

 

 

 

 

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FDP_RIP_Residual_Information_Protect package TSF_FDP {10/21}FDP_RIP_Residual_Information_Protect package TSF_FDP {10/21}

<<Family >>

FDP_RIP
<<Family >>

FDP_RIP

* Addresses  the need to ensure that deleted inform ation is
  no longer access ible, and that newly created objects  do
  not contain inform ation that should not be access ible.
* This  fam ily requires  protection for inform ation that has
  been logically deleted or released, but m ay s till be
  present within the TOE.

* Addresses  the need to ensure that deleted inform ation is
  no longer access ible, and that newly created objects  do
  not contain inform ation that should not be access ible.
* This  fam ily requires  protection for inform ation that has
  been logically deleted or released, but m ay s till be
  present within the TOE.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Component>>

FDP_RIP_1
<<Component>>

FDP_RIP_1

<<Component>>

FDP_RIP_2
<<Component>>

FDP_RIP_2

 

 

 

 

 

 

 

 

 

 

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FDP_RIP, Audit_FDP_RIP_1, and
Audit_FDP_RIP_2 are not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FDP_RIP, Audit_FDP_RIP_1, and
Audit_FDP_RIP_2 are not present in the m odel.
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FDP_ROL_Rollback package TSF_FDP {11/21}FDP_ROL_Rollback package TSF_FDP {11/21}

<<Family >>

FDP_ROL
<<Family >>

FDP_ROL
* Operation involves  undoing the las t operation or a series
  of operations , bounded by som e lim it.
* Rollback provides  the ability to undo the effects  of an
  operation or series  of operations  to preserve the
  integrity of the user data.

* Operation involves  undoing the las t operation or a series
  of operations , bounded by som e lim it.
* Rollback provides  the ability to undo the effects  of an
  operation or series  of operations  to preserve the
  integrity of the user data.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FDP_ROL
 

Audit_FDP_ROL

<<Component>>

FDP_ROL_1
<<Component>>

FDP_ROL_1

<<Component>>

FDP_ROL_2
<<Component>>

FDP_ROL_2

 

Audit_FDP_ROL_1
 

Audit_FDP_ROL_1

 

Audit_FDP_ROL_2
 

Audit_FDP_ROL_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FDP_SDI_Stored_Data_Integrity package TSF_FDP {12/21}FDP_SDI_Stored_Data_Integrity package TSF_FDP {12/21}

<<Family >>

FDP_SDI
<<Family >>

FDP_SDI

* Provides  requirem ents  that addres s  protection of user
  data while it is  s tored within the TSC.
* Integrity errors  m ay affect user data s tored in m em ory,
  or in a s torage device.
* This  fam ily differs  from  FDP_ITT Internal TOE trans fer
  which protects  the user data from  integrity errors
  while being trans ferred within the TOE.

* Provides  requirem ents  that addres s  protection of user
  data while it is  s tored within the TSC.
* Integrity errors  m ay affect user data s tored in m em ory,
  or in a s torage device.
* This  fam ily differs  from  FDP_ITT Internal TOE trans fer
  which protects  the user data from  integrity errors
  while being trans ferred within the TOE.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FDP_SDI
 

Audit_FDP_SDI

<<Component>>

FDP_SDI_1
<<Component>>

FDP_SDI_1

<<Component>>

FDP_SDI_2
<<Component>>

FDP_SDI_2

 

Audit_FDP_SDI_1
 

Audit_FDP_SDI_1

 

Audit_FDP_SDI_2
 

Audit_FDP_SDI_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FDP_UCT_Inter-TSF_User_Data_Confid package TSF_FDP {13/21}FDP_UCT_Inter-TSF_User_Data_Confid package TSF_FDP {13/21}

<<Family >>

FDP_UCT
<<Family >>

FDP_UCT
* Defines  the requirem ents  for ensuring the confidentiality
  of user data when it is  trans ferred us ing an external
  channel between dis tinct TOEs or users  on dis tinct TOEs.

* Defines  the requirem ents  for ensuring the confidentiality
  of user data when it is  trans ferred us ing an external
  channel between dis tinct TOEs or users  on dis tinct TOEs.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FDP_UCT
 

Audit_FDP_UCT

<<Component>>

FDP_UCT_1
<<Component>>

FDP_UCT_1
 

Audit_FDP_UCT_1
 

Audit_FDP_UCT_1

  

  

 

  

 

 

 

  

 

 
 

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FDP_UCT.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FDP_UCT.
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FDP_UIT_Inter-TSF_User_Data_Integrity package TSF_FDP {14/21}FDP_UIT_Inter-TSF_User_Data_Integrity package TSF_FDP {14/21}

<<Family >>

FDP_UIT
<<Family >>

FDP_UIT

 
* Defines  the requirem ents  for providing integrity for
  us er data in trans it between the TSF and another
  trus ted IT product and recovering from  detectable
  errors .
* At a m inim um , this  fam ily m onitors  the integrity of
  us er data for m odifications . Furtherm ore, this  fam ily
  supports  different ways  of correcting detected
  integrity errors .

 
* Defines  the requirem ents  for providing integrity for
  us er data in trans it between the TSF and another
  trus ted IT product and recovering from  detectable
  errors .
* At a m inim um , this  fam ily m onitors  the integrity of
  us er data for m odifications . Furtherm ore, this  fam ily
  supports  different ways  of correcting detected
  integrity errors .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FDP_UIT
 

Audit_FDP_UIT

<<Component>>

FDP_UIT_1
<<Component>>

FDP_UIT_1

<<Component>>

FDP_UIT_2
<<Component>>

FDP_UIT_2

<<Component>>

FDP_UIT_3
<<Component>>

FDP_UIT_3

 

Audit_FDP_UIT_1
 

Audit_FDP_UIT_1

 

Audit_FDP_UIT_2
 

Audit_FDP_UIT_2

 

Audit_FDP_UIT_3
 

Audit_FDP_UIT_3

  

  

  

  

 

  

 

 

 

  

 

 

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FDP_UIT.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FDP_UIT.
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FDP_FunctionalElements_1 package TSF_FDP {15/21}FDP_FunctionalElements_1 package TSF_FDP {15/21}

<<Component>>

FDP_ACC_1

FDP_ACC_1_1 ()

<<Component>>

FDP_ACC_1

FDP_ACC_1_1 ()

<<Component>>

FDP_ACF_1
<<Component>>

FDP_ACF_1  

<<Component>>

FDP_ACC_2

FDP_ACC_2_1 ()
FDP_ACC_2_2 ()

<<Component>>

FDP_ACC_2

FDP_ACC_2_1 ()
FDP_ACC_2_2 ()

  

<<Component>>

FDP_ACF_1

FDP_ACF_1_1 ()
FDP_ACF_1_2 ()
FDP_ACF_1_3 ()
FDP_ACF_1_4 ()

<<Component>>

FDP_ACF_1

FDP_ACF_1_1 ()
FDP_ACF_1_2 ()
FDP_ACF_1_3 ()
FDP_ACF_1_4 ()

<<Component>>

FDP_ACC_1
<<Component>>

FDP_ACC_1

  

<<Component>>

...::TSF_FMT::FMT_MSA_3
<<Component>>

...::TSF_FMT::FMT_MSA_3  

<<Component>>

FDP_DAU_1

FDP_DAU_1_1 ()
FDP_DAU_1_2 ()

<<Component>>

FDP_DAU_1

FDP_DAU_1_1 ()
FDP_DAU_1_2 ()

<<Component>>

FDP_DAU_2

FDP_DAU_2_1 ()
FDP_DAU_2_2 ()

<<Component>>

FDP_DAU_2

FDP_DAU_2_1 ()
FDP_DAU_2_2 ()

<<Component>>

...::TSF_FIA::FIA_UID_1

 

<<Component>>

...::TSF_FIA::FIA_UID_1

 

  

<<Component>>

FDP_ETC_1

FDP_ETC_1_1 ()
FDP_ETC_1_2 ()

<<Component>>

FDP_ETC_1

FDP_ETC_1_1 ()
FDP_ETC_1_2 ()

  

  

<<Component>>

FDP_ETC_2

FDP_ETC_2_1 ()
FDP_ETC_2_2 ()
FDP_ETC_2_3 ()
FDP_ETC_2_4 ()

<<Component>>

FDP_ETC_2

FDP_ETC_2_1 ()
FDP_ETC_2_2 ()
FDP_ETC_2_3 ()
FDP_ETC_2_4 ()

  

  

<<Component>>

FDP_ACC_1

 

<<Component>>

FDP_ACC_1

 

<<Component>>

FDP_IFC_1

 

<<Component>>

FDP_IFC_1
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FDP_FunctionalElements_2 package TSF_FDP {16/21}FDP_FunctionalElements_2 package TSF_FDP {16/21}

<<Component>>

FDP_IFF_1

FDP_IFF_1_1 ()
FDP_IFF_1_2 ()
FDP_IFF_1_3 ()
FDP_IFF_1_4 ()
FDP_IFF_1_5 ()
FDP_IFF_1_6 ()

<<Component>>

FDP_IFF_1

FDP_IFF_1_1 ()
FDP_IFF_1_2 ()
FDP_IFF_1_3 ()
FDP_IFF_1_4 ()
FDP_IFF_1_5 ()
FDP_IFF_1_6 ()

<<Component>>

FDP_IFC_1
<<Component>>

FDP_IFC_1

  

<<Component>>

...::TSF_FMT::FMT_MSA_3
<<Component>>

...::TSF_FMT::FMT_MSA_3  

<<Component>>

FDP_IFF_2

FDP_IFF_2_1 ()
FDP_IFF_2_2 ()
FDP_IFF_2_3 ()
FDP_IFF_2_4 ()
FDP_IFF_2_5 ()
FDP_IFF_2_6 ()
FDP_IFF_2_7 ()

<<Component>>

FDP_IFF_2

FDP_IFF_2_1 ()
FDP_IFF_2_2 ()
FDP_IFF_2_3 ()
FDP_IFF_2_4 ()
FDP_IFF_2_5 ()
FDP_IFF_2_6 ()
FDP_IFF_2_7 ()

  

  

<<Component>>

FDP_IFF_3

FDP_IFF_3_1 ()

<<Component>>

FDP_IFF_3

FDP_IFF_3_1 ()

  

FDP_IFF.3
is  also dependent
on AVA_CCA.1 from

FDP_IFF.3
is  also dependent
on AVA_CCA.1 from

<<Component>>

FDP_IFF_4

FDP_IFF_4_1 ()

<<Component>>

FDP_IFF_4

FDP_IFF_4_1 ()

FDP_IFF.4
is  also dependent
on AVA_CCA.1 from
ISO/IEC 15408-3

FDP_IFF.4
is  also dependent
on AVA_CCA.1 from
ISO/IEC 15408-3

  

<<Component>>

FDP_IFF_5

FDP_IFF_5_1 ()

<<Component>>

FDP_IFF_5

FDP_IFF_5_1 ()

FDP_IFF.5
is  also dependent
on AVA_CCA.3 from
ISO/IEC 15408-3

FDP_IFF.5
is  also dependent
on AVA_CCA.3 from
ISO/IEC 15408-3

  

<<Component>>

FDP_IFF_6

FDP_IFF_6_1 ()

<<Component>>

FDP_IFF_6

FDP_IFF_6_1 ()

  

<<Component>>

FDP_IFF_1
<<Component>>

FDP_IFF_1
<<Component>>

FDP_IFC_1

FDP_IFC_1_1 ()

<<Component>>

FDP_IFC_1

FDP_IFC_1_1 ()

<<Component>>

FDP_IFC_2

FDP_IFC_2_1 ()
FDP_IFC_2_2 ()

<<Component>>

FDP_IFC_2

FDP_IFC_2_1 ()
FDP_IFC_2_2 ()
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FDP_FunctionalElements_3 package TSF_FDP {17/21}FDP_FunctionalElements_3 package TSF_FDP {17/21}

<<Component>>

FDP_ITC_1

FDP_ITC_1_1 ()
FDP_ITC_1_2 ()
FDP_ITC_1_3 ()

<<Component>>

FDP_ITC_1

FDP_ITC_1_1 ()
FDP_ITC_1_2 ()
FDP_ITC_1_3 ()

<<Component>>

FDP_ITC_2

FDP_ITC_2_1 ()
FDP_ITC_2_2 ()
FDP_ITC_2_3 ()
FDP_ITC_2_4 ()
FDP_ITC_2_5 ()

<<Component>>

FDP_ITC_2

FDP_ITC_2_1 ()
FDP_ITC_2_2 ()
FDP_ITC_2_3 ()
FDP_ITC_2_4 ()
FDP_ITC_2_5 ()

<<Component>>

FDP_ACC_1
<<Component>>

FDP_ACC_1

<<Component>>

FDP_IFC_1
<<Component>>

FDP_IFC_1

<<Component>>

...::TSF_FMT::FMT_MSA_3
<<Component>>

...::TSF_FMT::FMT_MSA_3

<<Component>>

FDP_ITC_1
<<Component>>

FDP_ITC_1

<<Component>>

...::TSF_FTP::FTP_TRP_1
<<Component>>

...::TSF_FTP::FTP_TRP_1

<<Component>>

...::TSF_FPT::FPT_TDC_1
<<Component>>

...::TSF_FPT::FPT_TDC_1

  

  

  

  

  

  

  

  

<<Component>>

FDP_ACC_1
<<Component>>

FDP_ACC_1

<<Component>>

FDP_IFC_1
<<Component>>

FDP_IFC_1

<<Component>>

FDP_ITT_1
<<Component>>

FDP_ITT_1

<<Component>>

FDP_ITT_2
<<Component>>

FDP_ITT_2

<<Component>>

FDP_ITT_1

FDP_ITT_1_1 ()

<<Component>>

FDP_ITT_1

FDP_ITT_1_1 ()

<<Component>>

FDP_ITT_2

FDP_ITT_2_1 ()
FDP_ITT_2_2 ()

<<Component>>

FDP_ITT_2

FDP_ITT_2_1 ()
FDP_ITT_2_2 ()

<<Component>>

FDP_ITT_3

FDP_ITT_3_1 ()
FDP_ITT_3_2 ()

<<Component>>

FDP_ITT_3

FDP_ITT_3_1 ()
FDP_ITT_3_2 ()

<<Component>>

FDP_ITT_4

FDP_ITT_4_1 ()
FDP_ITT_4_2 ()

<<Component>>

FDP_ITT_4

FDP_ITT_4_1 ()
FDP_ITT_4_2 ()
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FDP_FunctionalElements_4 package TSF_FDP {18/21}FDP_FunctionalElements_4 package TSF_FDP {18/21}

<<Component>>

FDP_RIP_1

FDP_RIP_1_1 ()

<<Component>>

FDP_RIP_1

FDP_RIP_1_1 ()

<<Component>>

FDP_RIP_2

FDP_RIP_2_1 ()

<<Component>>

FDP_RIP_2

FDP_RIP_2_1 ()

<<Component>>

FDP_ROL_1

FDP_ROL_1_1 ()
FDP_ROL_1_2 ()

<<Component>>

FDP_ROL_1

FDP_ROL_1_1 ()
FDP_ROL_1_2 ()

<<Component>>

FDP_ACC_1

 

<<Component>>

FDP_ACC_1

 

<<Component>>

FDP_IFC_1
<<Component>>

FDP_IFC_1<<Component>>

FDP_ROL_2

FDP_ROL_2_1 ()
FDP_ROL_2_2 ()

<<Component>>

FDP_ROL_2

FDP_ROL_2_1 ()
FDP_ROL_2_2 ()

  

  

  

  

<<Component>>

FDP_SDI_1

FDP_SDI_1_1 ()

<<Component>>

FDP_SDI_1

FDP_SDI_1_1 ()

<<Component>>

FDP_SDI_2

FDP_SDI_2_1 ()
FDP_SDI_2_2 ()

<<Component>>

FDP_SDI_2

FDP_SDI_2_1 ()
FDP_SDI_2_2 ()

<<Component>>

FDP_UCT_1

FDP_UCT_1_1 ()

<<Component>>

FDP_UCT_1

FDP_UCT_1_1 ()

<<Component>>

FDP_ACC_1
<<Component>>

FDP_ACC_1

<<Component>>

...::TSF_FTP::FTP_TRP_1
<<Component>>

...::TSF_FTP::FTP_TRP_1

<<Component>>

...::TSF_FTP::FTP_ITC_1
<<Component>>

...::TSF_FTP::FTP_ITC_1
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FDP_FunctionalElements_5 package TSF_FDP {19/21}FDP_FunctionalElements_5 package TSF_FDP {19/21}

<<Component>>

FDP_UIT_2

FDP_UIT_2_1 ()

<<Component>>

FDP_UIT_2

FDP_UIT_2_1 ()

<<Component>>

FDP_UIT_1

FDP_UIT_1_1 ()
FDP_UIT_1_2 ()

<<Component>>

FDP_UIT_1

FDP_UIT_1_1 ()
FDP_UIT_1_2 ()

<<Component>>

FDP_UIT_3

FDP_UIT_3_1 ()

<<Component>>

FDP_UIT_3

FDP_UIT_3_1 ()

<<Component>>

FDP_ACC_1
<<Component>>

FDP_ACC_1

<<Component>>

FDP_IFC_1
<<Component>>

FDP_IFC_1

<<Component>>

...::TSF_FTP::FTP_ITC_1

 

<<Component>>

...::TSF_FTP::FTP_ITC_1

 

<<Component>>

...::TSF_FTP::FTP_TRP_1
<<Component>>

...::TSF_FTP::FTP_TRP_1

<<Component>>

FDP_UIT_1
<<Component>>

FDP_UIT_1
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FDP_AuditEvents_1 package TSF_FDP {20/21}FDP_AuditEvents_1 package TSF_FDP {20/21}

 

Audit_FDP_ACF_1

 

auSuccesReqOp ()
auAllReqOp ()
auSpecSecAttr ()

 

Audit_FDP_ACF_1

 

auSuccesReqOp ()
auAllReqOp ()
auSpecSecAttr ()

 

Audit_FDP_DAU_1

auSuccesGenrValidEvid ()
auNoSuccesGenrValidEvid ()
auIDReqEvid ()

 

Audit_FDP_DAU_1

auSuccesGenrValidEvid ()
auNoSuccesGenrValidEvid ()
auIDReqEvid ()

 

Audit_FDP_DAU_2

auSuccesGenrValidEvid ()
auNoSuccesGenrValidEvid ()
auIDReqEvid ()

 

Audit_FDP_DAU_2

auSuccesGenrValidEvid ()
auNoSuccesGenrValidEvid ()
auIDReqEvid ()

 

Audit_FDP_ETC_1

auSucces InfoExprt ()
auAllEprtAttm pt ()

 

Audit_FDP_ETC_1

auSucces InfoExprt ()
auAllEprtAttm pt ()

 

Audit_FDP_ETC_2

auSucces InfoExprt ()
auAllEprtAttm pt ()

 

Audit_FDP_ETC_2

auSucces InfoExprt ()
auAllEprtAttm pt ()

 

Audit_FDP_IFF_1

 

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()

 

Audit_FDP_IFF_1

 

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()

 

Audit_FDP_IFF_2

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()

 

Audit_FDP_IFF_2

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()

 

Audit_FDP_IFF_5

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()

 

Audit_FDP_IFF_5

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()

 

Audit_FDP_IFF_3

 

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auUseIllicitInfoCH ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()
auUseIllicitCHExcdCapcty ()

 

Audit_FDP_IFF_3

 

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auUseIllicitInfoCH ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()
auUseIllicitCHExcdCapcty ()

 

Audit_FDP_IFF_4

auAllDecsnReqInfoFlow ()
auAllDecsnReqInfoFlow ()
auUseIllicitInfoCH ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()
auUseIllicitCHExcdCapcty ()

 

Audit_FDP_IFF_4

auAllDecsnReqInfoFlow ()
auAllDecsnReqInfoFlow ()
auUseIllicitInfoCH ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()
auUseIllicitCHExcdCapcty ()

 

Audit_FDP_IFF_6

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auUseIllicitInfoCH ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()
auUseIllicitCHExcdCapcty ()

 

Audit_FDP_IFF_6

auDecsnPerm itInfoFlow ()
auAllDecsnReqInfoFlow ()
auUseIllicitInfoCH ()
auSpecSecAttrInfoFlow ()
auSpecInfoSubset ()
auUseIllicitCHExcdCapcty ()

 

Audit_FDP_ITC_1

auSucces Im prtUserData ()
auAllAtm ptIm prtUserData ()
auSpecSecAttrIm prt ()

 

Audit_FDP_ITC_1

auSucces Im prtUserData ()
auAllAtm ptIm prtUserData ()
auSpecSecAttrIm prt ()

 

Audit_FDP_ITC_2

auSucces Im prtUserData ()
auAllAtm ptIm prtUserData ()
auSpecSecAttrIm prt ()

 

Audit_FDP_ITC_2

auSucces Im prtUserData ()
auAllAtm ptIm prtUserData ()
auSpecSecAttrIm prt ()

 

 



 

ETSI 

ETSI TR 102 420 V1.1.1 (2005-05) 75 

FDP_AuditEvents_2 package TSF_FDP {21/21}FDP_AuditEvents_2 package TSF_FDP {21/21}

 

Audit_FDP_SDI_1

auSucces IntgrtyChckAtm pt ()
auAllIntgrtyChckAtm pt ()
auIntgrtyErrorType ()

 

Audit_FDP_SDI_1

auSucces IntgrtyChckAtm pt ()
auAllIntgrtyChckAtm pt ()
auIntgrtyErrorType ()

 

Audit_FDP_SDI_2

auSucces IntgrtyChckAtm pt ()
auAllIntgrtyChckAtm pt ()
auIntgrtyErrorType ()
auActnOnIntgrtyError ()

 

Audit_FDP_SDI_2

auSucces IntgrtyChckAtm pt ()
auAllIntgrtyChckAtm pt ()
auIntgrtyErrorType ()
auActnOnIntgrtyError ()

 

Audit_FDP_UCT_1

auIDUsrDataExchng ()
auIDUnauthUsr ()
AuRef2InfoUsrData ()

 

Audit_FDP_UCT_1

auIDUsrDataExchng ()
auIDUnauthUsr ()
AuRef2InfoUsrData ()

 

Audit_FDP_UIT_1

auIDUsrDataExchng ()
auIDUsrDataExchngAtm pt ()
auRef2InfoUsrData ()
auAtm ptBlockXfer ()
auModifUsrDataType ()

 

Audit_FDP_UIT_1

auIDUsrDataExchng ()
auIDUsrDataExchngAtm pt ()
auRef2InfoUsrData ()
auAtm ptBlockXfer ()
auModifUsrDataType ()

 

Audit_FDP_UIT_2

auIDUsrDataExchng ()
auSuccesErrorRecovry ()
auIDUsrDataExchngAtm pt ()
auRef2InfoUsrData ()
auAtm ptBlockXfer ()
auModifUsrDataType ()

 

Audit_FDP_UIT_2

auIDUsrDataExchng ()
auSuccesErrorRecovry ()
auIDUsrDataExchngAtm pt ()
auRef2InfoUsrData ()
auAtm ptBlockXfer ()
auModifUsrDataType ()

 

Audit_FDP_UIT_3

auIDUsrDataExchng ()
auSucces  ()
auIDUsrDataExchngAtm pt ()
auRef2InfoUsrData ()
auAtm ptBlockXfer ()
auModifUsrDataType ()

 

Audit_FDP_UIT_3

auIDUsrDataExchng ()
auSucces  ()
auIDUsrDataExchngAtm pt ()
auRef2InfoUsrData ()
auAtm ptBlockXfer ()
auModifUsrDataType ()

 

Audit_FDP_ITT_2

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()

 

Audit_FDP_ITT_2

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()

 

Audit_FDP_ITT_1

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()

 

Audit_FDP_ITT_1

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()

 

Audit_FDP_ITT_4

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()
auUnauthAtm ptIntegrtyMthod ()
auActnOnIntegrtyErr ()

 

Audit_FDP_ITT_4

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()
auUnauthAtm ptIntegrtyMthod ()
auActnOnIntegrtyErr ()

 

Audit_FDP_ITT_3

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()
auUnauthAtm ptIntegrtyMthod ()
auActnOnIntegrtyErr ()

 

Audit_FDP_ITT_3

auSuccesXferUsrData ()
auAllAtm ptXferUsrData ()
auUnauthAtm ptIntegrtyMthod ()
auActnOnIntegrtyErr ()

 

Audit_FDP_ROL_2

auAllRollbck ()
auAllRollbckAtm pt ()
auAllRollbckAtm ptOpType ()

 

Audit_FDP_ROL_2

auAllRollbck ()
auAllRollbckAtm pt ()
auAllRollbckAtm ptOpType ()

 

Audit_FDP_ROL_1

auAllRollbck ()
auAllRollbckAtm pt ()
auAllRollbckAtm ptOpType ()

 

Audit_FDP_ROL_1

auAllRollbck ()
auAllRollbckAtm pt ()
auAllRollbckAtm ptOpType ()
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A.3.5 Package TSF_FIA 

FIA_Identification_and_Authentication package TSF_FIA {1/10}FIA_Identification_and_Authentication package TSF_FIA {1/10}

<<TSF>>

FIA

 

<<TSF>>

FIA

 

Fam ilies  in this  clas s  address  the requirem ents  for functions
to es tablish and verify a claim ed user identity.
Identification and Authentication is  required to ensure that
users  are associated with the proper security attributes
(e.g. identity, groups , roles , security or integrity levels ).
The unam biguous  identification of authorised users  and the
correct association of security attributes  with us ers  and
subjects  is  critical to the enforcem ent of the intended
security policies .
The fam ilies  in this  class  deal with determ ining and
verifying the identity of users , determ ining their authority
to interact with the TOE, and with the correct association
of security attributes  for each authorised user. Other
classes  of requirem ents  (e.g. Us er Data Protection, Security
Audit) are dependent upon correct identification and
authentication of users  in order to be effective.

Fam ilies  in this  clas s  address  the requirem ents  for functions
to es tablish and verify a claim ed user identity.
Identification and Authentication is  required to ensure that
users  are associated with the proper security attributes
(e.g. identity, groups , roles , security or integrity levels ).
The unam biguous  identification of authorised users  and the
correct association of security attributes  with us ers  and
subjects  is  critical to the enforcem ent of the intended
security policies .
The fam ilies  in this  class  deal with determ ining and
verifying the identity of users , determ ining their authority
to interact with the TOE, and with the correct association
of security attributes  for each authorised user. Other
classes  of requirem ents  (e.g. Us er Data Protection, Security
Audit) are dependent upon correct identification and
authentication of users  in order to be effective.

 

FIAfamilies
 

FIAfamilies

<<Family >>

FIA_AFL

 

<<Family >>

FIA_AFL

 

<<Family >>

FIA_ATD
<<Family >>

FIA_ATD
<<Family >>

FIA_SOS
<<Family >>

FIA_SOS
<<Family >>

FIA_UAU
<<Family >>

FIA_UAU
<<Family >>

FIA_UID
<<Family >>

FIA_UID
<<Family >>

FIA_USB

 

<<Family >>

FIA_USB
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FIA_AFL_Authentication_Failures package TSF_FIA {2/10}FIA_AFL_Authentication_Failures package TSF_FIA {2/10}

<<Family >>

FIA_AFL
<<Family >>

FIA_AFL
* Contains  requirem ents  for defining values  for som e num ber
  of unsucces s ful authentication attem pts  and TSF actions
  in cas es  of authentication attem pt failures .
* Param eters  include, but are not lim ited to, the num ber of
  failed authentication attem pts  and tim e thresholds .

* Contains  requirem ents  for defining values  for som e num ber
  of unsucces s ful authentication attem pts  and TSF actions
  in cas es  of authentication attem pt failures .
* Param eters  include, but are not lim ited to, the num ber of
  failed authentication attem pts  and tim e thresholds .

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FIA_AFL
 

Audit_FIA_AFL

<<Component>>

FIA_AFL_1
<<Component>>

FIA_AFL_1
 

Audit_FIA_AFL_1
 

Audit_FIA_AFL_1

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 

 

 



 

ETSI 

ETSI TR 102 420 V1.1.1 (2005-05) 78 

FIA_ATD_User_Attribute_Definition package TSF_FIA {3/10}FIA_ATD_User_Attribute_Definition package TSF_FIA {3/10}

<<Family >>

FIA_ATD
<<Family >>

FIA_ATD
* All authoris ed users  m ay have a set of security attributes ,
  other than the user’s  identity, that is  used to enforce the
  TSP.
* This  fam ily defines  the requirem ents  for associating user
  security attributes  with users  as  needed to support the TSP.

* All authoris ed users  m ay have a set of security attributes ,
  other than the user’s  identity, that is  used to enforce the
  TSP.
* This  fam ily defines  the requirem ents  for associating user
  security attributes  with users  as  needed to support the TSP.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Component>>

FIA_ATD_1
<<Component>>

FIA_ATD_1

 

 

 

 

 

 

 

 

 

 

 

  

0..1  

 

  

0..1  

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FIA_ATD and Audit_FAU_GEN_1 are
not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FIA_ATD and Audit_FAU_GEN_1 are
not present in the m odel.
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FIA_SOS_Specification_of_Secrets package TSF_FIA {4/10}FIA_SOS_Specification_of_Secrets package TSF_FIA {4/10}

<<Family >>

FIA_SOS
<<Family >>

FIA_SOS
* Defines  requirem ents  for m echanism s that enforce defined
  quality m etrics  on provided secrets  and generate secrets
  to s atis fy the defined m etric.

* Defines  requirem ents  for m echanism s that enforce defined
  quality m etrics  on provided secrets  and generate secrets
  to s atis fy the defined m etric.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FIA_SOS
 

Audit_FIA_SOS

<<Component>>

FIA_SOS_1
<<Component>>

FIA_SOS_1

<<Component>>

FIA_SOS_2
<<Component>>

FIA_SOS_2

 

Audit_FIA_SOS_1
 

Audit_FIA_SOS_1

 

Audit_FIA_SOS_2
 

Audit_FIA_SOS_2

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FIA_UAU_User_Authentication package TSF_FIA {5/10}FIA_UAU_User_Authentication package TSF_FIA {5/10}

<<Family >>

FIA_UAU
<<Family >>

FIA_UAU
* Defines  the types  of user authentication m echanis m s
  supported by the TSF.
* Defines  the required attributes  on which the us er
  authentication m echanism s m us t be based.

* Defines  the types  of user authentication m echanis m s
  supported by the TSF.
* Defines  the required attributes  on which the us er
  authentication m echanism s m us t be based.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FIA_UAU
 

Audit_FIA_UAU

<<Component>>

FIA_UAU_1
<<Component>>

FIA_UAU_1

<<Component>>

FIA_UAU_2
<<Component>>

FIA_UAU_2

<<Component>>

FIA_UAU_3
<<Component>>

FIA_UAU_3

<<Component>>

FIA_UAU_4
<<Component>>

FIA_UAU_4

<<Component>>

FIA_UAU_5
<<Component>>

FIA_UAU_5

<<Component>>

FIA_UAU_6
<<Component>>

FIA_UAU_6

<<Component>>

FIA_UAU_7
<<Component>>

FIA_UAU_7

 

Audit_FIA_UAU_1
 

Audit_FIA_UAU_1

 

Audit_FIA_UAU_2
 

Audit_FIA_UAU_2

 

Audit_FIA_UAU_3
 

Audit_FIA_UAU_3

 

Audit_FIA_UAU_4
 

Audit_FIA_UAU_4

 

Audit_FIA_UAU_5
 

Audit_FIA_UAU_5

 

Audit_FIA_UAU_6
 

Audit_FIA_UAU_6

  

  

  

  

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

 

 

 

  

 

 

 

 

 

  

 

 

 

  

 

  

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

0..1  

 

  

0..1  

There are no events  identified in FIA_AUA_7
that should be auditable if FAU_GEN is
included in the PP/ST. Therefore, the class
Audit_ FIA_AUA_7 is  not present in the m odel.

There are no events  identified in FIA_AUA_7
that should be auditable if FAU_GEN is
included in the PP/ST. Therefore, the class
Audit_ FIA_AUA_7 is  not present in the m odel.
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FIA_UID_User_Identification package TSF_FIA {6/10}FIA_UID_User_Identification package TSF_FIA {6/10}

<<Family >>

FIA_UID
<<Family >>

FIA_UID
* Defines  the conditions  under which users  shall be required
  to identify them selves  before perform ing any other actions
  that are to be m ediated by the TSF and which require user
  identification.

* Defines  the conditions  under which users  shall be required
  to identify them selves  before perform ing any other actions
  that are to be m ediated by the TSF and which require user
  identification.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FIA_UID
 

Audit_FIA_UID

<<Component>>

FIA_UID_2
<<Component>>

FIA_UID_2

 

Audit_FIA_UID_1
 

Audit_FIA_UID_1

 

Audit_FIA_UID_2
 

Audit_FIA_UID_2

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

<<Component>>

FIA_UID_1
<<Component>>

FIA_UID_1
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FIA_USB_User-subject_Binding package TSF_FIA {7/10}FIA_USB_User-subject_Binding package TSF_FIA {7/10}

<<Family >>

FIA_USB
<<Family >>

FIA_USB

* An authenticated user, in order to use the TOE, typically
  activates  a s ubject.
* The user’s  security attributes  are ass ociated (totally or
  partially) with this  subject.
* This  fam ily defines  requirem ents  to create and m aintain
  the association of the user’s  security attributes  to a
  subject acting on the user’s  behalf.

* An authenticated user, in order to use the TOE, typically
  activates  a s ubject.
* The user’s  security attributes  are ass ociated (totally or
  partially) with this  subject.
* This  fam ily defines  requirem ents  to create and m aintain
  the association of the user’s  security attributes  to a
  subject acting on the user’s  behalf.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FIA_USB
 

Audit_FIA_USB

<<Component>>

FIA_USB_1
<<Component>>

FIA_USB_1
 

Audit_FIA_USB_1
 

Audit_FIA_USB_1

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

   

  

0..1  

 

  

0..1  
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FIA_FunctionalElements_1 package TSF_FIA {8/10}FIA_FunctionalElements_1 package TSF_FIA {8/10}

<<Component>>

FIA_AFL_1

FIA_AFL_1_1 ()
FIA_AFL_1_2 ()

<<Component>>

FIA_AFL_1

FIA_AFL_1_1 ()
FIA_AFL_1_2 ()

<<Component>>

FIA_UAU_1
<<Component>>

FIA_UAU_1  

<<Component>>

FIA_ATD_1

FIA_ATD_1_1 ()

<<Component>>

FIA_ATD_1

FIA_ATD_1_1 ()

<<Component>>

FIA_SOS_1

FIA_SOS_1_1 ()

<<Component>>

FIA_SOS_1

FIA_SOS_1_1 ()

<<Component>>

FIA_SOS_2

FIA_SOS_2_1 ()
FIA_SOS_2_2 ()

<<Component>>

FIA_SOS_2

FIA_SOS_2_1 ()
FIA_SOS_2_2 ()

<<Component>>

FIA_UAU_1

FIA_UAU_1_1 ()
FIA_UAU_1_2 ()

<<Component>>

FIA_UAU_1

FIA_UAU_1_1 ()
FIA_UAU_1_2 ()

  

<<Component>>

FIA_UAU_2

FIA_UAU_2_1 ()

<<Component>>

FIA_UAU_2

FIA_UAU_2_1 ()

  

<<Component>>

FIA_UAU_3

FIA_UAU_3_1 ()
FIA_UAU_3_2 ()

<<Component>>

FIA_UAU_3

FIA_UAU_3_1 ()
FIA_UAU_3_2 ()

<<Component>>

FIA_UAU_4

FIA_UAU_4_1 ()

<<Component>>

FIA_UAU_4

FIA_UAU_4_1 ()

<<Component>>

FIA_UAU_5

FIA_UAU_5_1 ()
FIA_UAU_5_2 ()

<<Component>>

FIA_UAU_5

FIA_UAU_5_1 ()
FIA_UAU_5_2 ()

<<Component>>

FIA_UID_1

 

<<Component>>

FIA_UID_1
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FIA_FunctionalElements_2 package TSF_FIA {9/10}FIA_FunctionalElements_2 package TSF_FIA {9/10}

<<Component>>

FIA_UAU_6

FIA_UAU_6_1 ()

<<Component>>

FIA_UAU_6

FIA_UAU_6_1 ()

<<Component>>

FIA_UAU_7

FIA_UAU_7_1 ()

<<Component>>

FIA_UAU_7

FIA_UAU_7_1 ()

<<Component>>

FIA_UAU_1
<<Component>>

FIA_UAU_1  

<<Component>>

FIA_UID_1

FIA_UID_1_1 ()
FIA_UID_1_2 ()

<<Component>>

FIA_UID_1

FIA_UID_1_1 ()
FIA_UID_1_2 ()

<<Component>>

FIA_UID_2

FIA_UID_2_1 ()

<<Component>>

FIA_UID_2

FIA_UID_2_1 ()

<<Component>>

FIA_USB_1

FIA_USB_1_1 ()

<<Component>>

FIA_USB_1

FIA_USB_1_1 ()

<<Component>>

FIA_ATD_1
<<Component>>

FIA_ATD_1  
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FIA_AuditEvents package TSF_FIA {10/10}FIA_AuditEvents package TSF_FIA {10/10}

 

Audit_FIA_AFL_1

auThrshUnsucAuthentAtm pt ()

 

Audit_FIA_AFL_1

auThrshUnsucAuthentAtm pt ()

 

Audit_FIA_SOS_1

auTestedSecretRjct ()
auTes tedSecretAccptRjct ()
auIdntifChngQualMetric ()

 

Audit_FIA_SOS_1

auTestedSecretRjct ()
auTes tedSecretAccptRjct ()
auIdntifChngQualMetric ()

 

Audit_FIA_SOS_2

auTestedSecretRjct ()
auTes tedSecretAccptRjct ()
auIdntifChngQualMetric ()

 

Audit_FIA_SOS_2

auTestedSecretRjct ()
auTes tedSecretAccptRjct ()
auIdntifChngQualMetric ()

 

Audit_FIA_UAU_1

auUnsucces UseAuthMech ()
auAllUseAuthMexh ()
auAllActnBeforeAuth ()

 

Audit_FIA_UAU_1

auUnsucces UseAuthMech ()
auAllUseAuthMexh ()
auAllActnBeforeAuth ()

 

Audit_FIA_UAU_2

auUnsucces UseAuthMech ()
auAllUseAuthMech ()

 

Audit_FIA_UAU_2

auUnsucces UseAuthMech ()
auAllUseAuthMech ()

 

Audit_FIA_UAU_3

auDetctnFraudAuthData ()
auAllActnOnFraudAuthData ()

 

Audit_FIA_UAU_3

auDetctnFraudAuthData ()
auAllActnOnFraudAuthData ()

 

Audit_FIA_UAU_4

auAtm ptReuseAuthData ()

 

Audit_FIA_UAU_4

auAtm ptReuseAuthData ()

 

Audit_FIA_UAU_5

auFinalDecs nOnAuth ()
auActvtdMechFinalDecsn ()

 

Audit_FIA_UAU_5

auFinalDecs nOnAuth ()
auActvtdMechFinalDecsn ()

 

Audit_FIA_UAU_6

auAllReauthenticationAtm pt ()
auReauthenticationFailure ()

 

Audit_FIA_UAU_6

auAllReauthenticationAtm pt ()
auReauthenticationFailure ()

 

Audit_FIA_UID_1

auUnsucces UseUsrIdntif ()
auAllUs eUs rIdntif ()

 

Audit_FIA_UID_1

auUnsucces UseUsrIdntif ()
auAllUs eUs rIdntif ()

 

Audit_FIA_UID_2

auUnsucces UseUsrIdntif ()
auAllUs eUs rIdntif ()

 

Audit_FIA_UID_2

auUnsucces UseUsrIdntif ()
auAllUs eUs rIdntif ()

 

Audit_FIA_USB_1

 

auUnsuccBindUsrSecAttr ()
auBindUsrSecAttrSuccFail ()

 

Audit_FIA_USB_1

 

auUnsuccBindUsrSecAttr ()
auBindUsrSecAttrSuccFail ()
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A.3.6 Package TSF_FMT 

FMT_Security_Management package TSF_FMT {1/10}FMT_Security_Management package TSF_FMT {1/10}

<<TSF>>

FMT
<<TSF>>

FMT

This  class  has  s everal objectives :
a) m anagem ent of TSF data, which include, for exam ple,
   banners ;
b) m anagem ent of security attributes , which include, for
   exam ple, the Access  Control Lis ts , and Capability Lis ts ;
c) m anagem ent of functions  of the TSF, which includes , for
   exam ple, the selection of functions , and rules  or
   conditions  influencing the behaviour of the TSF;
d) definition of s ecurity roles .

This  class  has  s everal objectives :
a) m anagem ent of TSF data, which include, for exam ple,
   banners ;
b) m anagem ent of security attributes , which include, for
   exam ple, the Access  Control Lis ts , and Capability Lis ts ;
c) m anagem ent of functions  of the TSF, which includes , for
   exam ple, the selection of functions , and rules  or
   conditions  influencing the behaviour of the TSF;
d) definition of s ecurity roles .

 

FMTfamilies
 

FMTfamilies

<<Family >>

FMT_MSA
<<Family >>

FMT_MSA
<<Family >>

FMT_MOF
<<Family >>

FMT_MOF
<<Family >>

FMT_MTD
<<Family >>

FMT_MTD
<<Family >>

FMT_REV

 

<<Family >>

FMT_REV

 

<<Family >>

FMT_SAE

 

<<Family >>

FMT_SAE

 

<<Family >>

FMT_SMR
<<Family >>

FMT_SMR
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FMT_MOF_Management_of_Functions_in package TSF_FMT {2/10}FMT_MOF_Management_of_Functions_in package TSF_FMT {2/10}

<<Family >>

FMT_MOF
<<Family >>

FMT_MOF
* Allows authoris ed users  control over the m anagem ent
  of functions  in the TSF.
* Exam ples  of functions  in the TSF include the audit
  functions  and the m ultiple authentication functions .

* Allows authoris ed users  control over the m anagem ent
  of functions  in the TSF.
* Exam ples  of functions  in the TSF include the audit
  functions  and the m ultiple authentication functions .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FMT_MOF
 

Audit_FMT_MOF

<<Component>>

FMT_MOF_1
<<Component>>

FMT_MOF_1
 

Audit_FMT_MOF_1
 

Audit_FMT_MOF_1

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FMT_MSA_Management_of_Security_Attr package TSF_FMT {3/10}FMT_MSA_Management_of_Security_Attr package TSF_FMT {3/10}

<<Family >>

FMT_MSA
<<Family >>

FMT_MSA
* Allows authorised users  control over the m anagem ent of
  security attributes .
* This  m anagem ent m ight include capabilities  for viewing
  and m odifying of security attributes .

* Allows authorised users  control over the m anagem ent of
  security attributes .
* This  m anagem ent m ight include capabilities  for viewing
  and m odifying of security attributes .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FMT_MSA
 

Audit_FMT_MSA

<<Component>>

FMT_MSA_2
<<Component>>

FMT_MSA_2

<<Component>>

FMT_MSA_3
<<Component>>

FMT_MSA_3

<<Component>>

FMT_MSA_1
<<Component>>

FMT_MSA_1
 

Audit_FMT_MSA_1
 

Audit_FMT_MSA_1

 

Audit_FMT_MSA_2
 

Audit_FMT_MSA_2

 

Audit_FMT_MSA_3
 

Audit_FMT_MSA_3

  

  

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FMT_MTD_Management_of_TSF_Data package TSF_FMT {4/10}FMT_MTD_Management_of_TSF_Data package TSF_FMT {4/10}

<<Family >>

FMT_MTD
<<Family >>

FMT_MTD
* Allows authoris ed users  (roles ) control over the m anagem ent
  of TSF data.
* Exam ples  of TSF data include audit inform ation, clock,
  sys tem  configuration and other TSF configuration param eters .

* Allows authoris ed users  (roles ) control over the m anagem ent
  of TSF data.
* Exam ples  of TSF data include audit inform ation, clock,
  sys tem  configuration and other TSF configuration param eters .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FMT_MTD
 

Audit_FMT_MTD

<<Component>>

FMT_MTD_1
<<Component>>

FMT_MTD_1

<<Component>>

FMT_MTD_2
<<Component>>

FMT_MTD_2

<<Component>>

FMT_MTD_3
<<Component>>

FMT_MTD_3

 

Audit_FMT_MTD_1
 

Audit_FMT_MTD_1

 

Audit_FMT_MTD_2
 

Audit_FMT_MTD_2

 

Audit_FMT_MTD_3
 

Audit_FMT_MTD_3

  

  

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FMT_REV_Revocation package TSF_FMT {5/10}FMT_REV_Revocation package TSF_FMT {5/10}

<<Family >>

FMT_REV
<<Family >>

FMT_REV
* Addresses  revocation of security attributes  for a variety
  of entities  within a TOE.
* Addresses  revocation of security attributes  for a variety
  of entities  within a TOE.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FMT_REV
 

Audit_FMT_REV

<<Component>>

FMT_REV_1
<<Component>>

FMT_REV_1
 

Audit_FMT_REV_1
 

Audit_FMT_REV_1

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FMT_SAE_Security_Attribute_Expiration package TSF_FMT {6/10}FMT_SAE_Security_Attribute_Expiration package TSF_FMT {6/10}

<<Family >>

FMT_SAE
<<Family >>

FMT_SAE
* Address es  the capability to enforce tim e lim its  for the
  validity of security attributes .
* Address es  the capability to enforce tim e lim its  for the
  validity of security attributes .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FMT_SAE
 

Audit_FMT_SAE

<<Component>>

FMT_SAE_1
<<Component>>

FMT_SAE_1
 

Audit_FMT_SAE_1
 

Audit_FMT_SAE_1

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FMT_SMR_Security_Management_Roles package TSF_FMT {7/10}FMT_SMR_Security_Management_Roles package TSF_FMT {7/10}

<<Family >>

FMT_SMR
<<Family >>

FMT_SMR
* Intended to control the ass ignm ent of different roles  to
  us ers .
* The capabilities  of these roles  with respect to security
  m anagem ent are described in the other fam ilies  in this
  class .

* Intended to control the ass ignm ent of different roles  to
  us ers .
* The capabilities  of these roles  with respect to security
  m anagem ent are described in the other fam ilies  in this
  class .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FMT_SMR
 

Audit_FMT_SMR

<<Component>>

FMT_SMR_1
<<Component>>

FMT_SMR_1

<<Component>>

FMT_SMR_2
<<Component>>

FMT_SMR_2

<<Component>>

FMT_SMR_3
<<Component>>

FMT_SMR_3

 

Audit_FMT_SMR_1
 

Audit_FMT_SMR_1

 

Audit_FMT_SMR_2
 

Audit_FMT_SMR_2

 

Audit_FMT_SMR_3
 

Audit_FMT_SMR_3

  

  

  

  

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FMT_FunctionalElements_1 package TSF_FMT {8/10}FMT_FunctionalElements_1 package TSF_FMT {8/10}

<<Component>>

FMT_MOF_1

 

FMT_MOF_1_1 ()

<<Component>>

FMT_MOF_1

 

FMT_MOF_1_1 ()

<<Component>>

FMT_SMR_1
<<Component>>

FMT_SMR_1  

<<Component>>

FMT_MSA_1

FMT_MSA_1_1 ()

<<Component>>

FMT_MSA_1

FMT_MSA_1_1 ()

  

<<Component>>

...::TSF_FDP::FDP_ACC_1
<<Component>>

...::TSF_FDP::FDP_ACC_1

<<Component>>

...::TSF_FDP::FDP_ITC_1
<<Component>>

...::TSF_FDP::FDP_ITC_1

  

  <<Component>>

FMT_MSA_2

FMT_MSA_2_1 ()

<<Component>>

FMT_MSA_2

FMT_MSA_2_1 ()

  

<<Component>>

FMT_MSA_1
<<Component>>

FMT_MSA_1
  

  

  

FMT_MSA.2
is  also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

FMT_MSA.2
is  also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

<<Component>>

FMT_MSA_3

FMT_MSA_3_1 ()
FMT_MSA_3_2 ()

<<Component>>

FMT_MSA_3

FMT_MSA_3_1 ()
FMT_MSA_3_2 ()

  

  

<<Component>>

FMT_MTD_1

FMT_MTD_1_1 ()

<<Component>>

FMT_MTD_1

FMT_MTD_1_1 ()

<<Component>>

FMT_SMR_1
<<Component>>

FMT_SMR_1  

<<Component>>

FMT_MTD_2

FMT_MTD_2_1 ()
FMT_MTD_2_2 ()

<<Component>>

FMT_MTD_2

FMT_MTD_2_1 ()
FMT_MTD_2_2 ()

  

  

<<Component>>

FMT_MTD_3

FMT_MTD_3_1 ()

<<Component>>

FMT_MTD_3

FMT_MTD_3_1 ()

  

FMT_MTD.3
is  also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

FMT_MTD.3
is  also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

<<Component>>

...::TSF_FDP::FDP_IFC_1
<<Component>>

...::TSF_FDP::FDP_IFC_1
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FMT_FunctionalElements_2 package TSF_FMT {9/10}FMT_FunctionalElements_2 package TSF_FMT {9/10}

<<Component>>

FMT_REV_1

FMT_REV_1_1 ()
FMT_REV_1_2 ()

<<Component>>

FMT_REV_1

FMT_REV_1_1 ()
FMT_REV_1_2 ()

<<Component>>

FMT_SMR_1
<<Component>>

FMT_SMR_1  

<<Component>>

FMT_SAE_1

FMT_SAE_1_1 ()
FMT_SAE_1_2 ()

<<Component>>

FMT_SAE_1

FMT_SAE_1_1 ()
FMT_SAE_1_2 ()

  

<<Component>>

...::TSF_FPT::FPT_STM_1
<<Component>>

...::TSF_FPT::FPT_STM_1  

<<Component>>

FMT_SMR_1

FMT_SMR_1_1 ()
FMT_SMR_1_2 ()

<<Component>>

FMT_SMR_1

FMT_SMR_1_1 ()
FMT_SMR_1_2 ()

<<Component>>

...::TSF_FIA::FIA_UID_1
<<Component>>

...::TSF_FIA::FIA_UID_1  

<<Component>>

FMT_SMR_2

FMT_SMR_2_1 ()
FMT_SMR_2_2 ()
FMT_SMR_2_3 ()

<<Component>>

FMT_SMR_2

FMT_SMR_2_1 ()
FMT_SMR_2_2 ()
FMT_SMR_2_3 ()

  

<<Component>>

FMT_SMR_3

FMT_SMR_3_1 ()

<<Component>>

FMT_SMR_3

FMT_SMR_3_1 ()
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FMT_AuditEvents package TSF_FMT {10/10}FMT_AuditEvents package TSF_FMT {10/10}

 

Audit_FMT_MOF_1

auAllModsToBehaviour ()

 

Audit_FMT_MOF_1

auAllModsToBehaviour ()

 

Audit_FMT_MSA_1

auAllModsToSecAttrValues  ()

 

Audit_FMT_MSA_1

auAllModsToSecAttrValues  ()

 

Audit_FMT_MSA_2

auAllSecAttrValuesReject ()
auAllSecAttrValuesAccept ()

 

Audit_FMT_MSA_2

auAllSecAttrValuesReject ()
auAllSecAttrValuesAccept ()

 

Audit_FMT_MSA_3

auMods ToDefaultRules  ()
auAllMods InitlSecAttrValues  ()

 

Audit_FMT_MSA_3

auMods ToDefaultRules  ()
auAllMods InitlSecAttrValues  ()

 

Audit_FMT_MTD_1

auAllModsToValues  ()

 

Audit_FMT_MTD_1

auAllModsToValues  ()

 

Audit_FMT_MTD_2

auAllModsDataLim its  ()
auAllModsLim itViolation ()

 

Audit_FMT_MTD_2

auAllModsDataLim its  ()
auAllModsLim itViolation ()

 

Audit_FMT_MTD_3

auAllRejectedValues  ()

 

Audit_FMT_MTD_3

auAllRejectedValues  ()

 

Audit_FMT_REV_1

auUnsucRevkSecAttrValue ()
auAllAtm ptRevkSecAttr ()

 

Audit_FMT_REV_1

auUnsucRevkSecAttrValue ()
auAllAtm ptRevkSecAttr ()

 

Audit_FMT_SAE_1

auSpecAttrExpiration ()
auActnAttrExpiry ()

 

Audit_FMT_SAE_1

auSpecAttrExpiration ()
auActnAttrExpiry ()

 

Audit_FMT_SMR_1

auModsRoleUs r ()
auEvryUseRightsOfRole ()

 

Audit_FMT_SMR_1

auModsRoleUs r ()
auEvryUseRightsOfRole ()

 

Audit_FMT_SMR_2

auModsRoleUs r ()
auUnsuccAtm ptUseOfRole ()
auEvryUseRightsOfRole ()

 

Audit_FMT_SMR_2

auModsRoleUs r ()
auUnsuccAtm ptUseOfRole ()
auEvryUseRightsOfRole ()

 

Audit_FMT_SMR_3

auExplReqUseOfRole ()

 

Audit_FMT_SMR_3

auExplReqUseOfRole ()
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A.3.7 Package TSF_FPR 

FPR_Privacy package TSF_FPR {1/7}FPR_Privacy package TSF_FPR {1/7}

<<TSF>>

FPR
<<TSF>>

FPR
This  class  contains  privacy requirem ents . These requirem ents
provide a user protection agains t discovery and m isuse of
identity by other users .

This  class  contains  privacy requirem ents . These requirem ents
provide a user protection agains t discovery and m isuse of
identity by other users .

 

FPRfamilies

 

 

FPRfamilies

 

<<Family >>

FPR_ANO
<<Family >>

FPR_ANO
<<Family >>

FPR_PSE
<<Family >>

FPR_PSE
<<Family >>

FPR_UNL
<<Family >>

FPR_UNL
<<Family >>

FPR_UNO

 

<<Family >>

FPR_UNO
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FPR_ANO_Anonymity package TSF_FPR {2/7}FPR_ANO_Anonymity package TSF_FPR {2/7}

<<Family >>

FPR_ANO
<<Family >>

FPR_ANO
* Ensures  that a user m ay use a resource or service without
  disclos ing the user’s  identity.
* The requirem ents  for Anonym ity provide protection of the
  us er identity. Anonym ity is  not intended to protect the
  subject identity.

* Ensures  that a user m ay use a resource or service without
  disclos ing the user’s  identity.
* The requirem ents  for Anonym ity provide protection of the
  us er identity. Anonym ity is  not intended to protect the
  subject identity.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPR_ANO
 

Audit_FPR_ANO

<<Component>>

FPR_ANO_1
<<Component>>

FPR_ANO_1

<<Component>>

FPR_ANO_2
<<Component>>

FPR_ANO_2

 

Audit_FPR_ANO_1

 

 

Audit_FPR_ANO_1

 

 

Audit_FPR_ANO_2
 

Audit_FPR_ANO_2

  

  

  

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPR_ANO.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPR_ANO.
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FPR_PSE_Pseudonymity package TSF_FPR {3/7}FPR_PSE_Pseudonymity package TSF_FPR {3/7}

<<Family >>

FPR_PSE
<<Family >>

FPR_PSE
* Ensures  that a user m ay use a resource or service without
  disclos ing its  user identity, but can s till be accountable
  for that use.

* Ensures  that a user m ay use a resource or service without
  disclos ing its  user identity, but can s till be accountable
  for that use.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPR_PSE
 

Audit_FPR_PSE

<<Component>>

FPR_PSE_1
<<Component>>

FPR_PSE_1

<<Component>>

FPR_PSE_2
<<Component>>

FPR_PSE_2

<<Component>>

FPR_PSE_3
<<Component>>

FPR_PSE_3

 

Audit_FPR_PSE_1
 

Audit_FPR_PSE_1

 

Audit_FPR_PSE_2
 

Audit_FPR_PSE_2

 

Audit_FPR_PSE_3
 

Audit_FPR_PSE_3

  

  

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPR_PSE.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPR_PSE.
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FPR_UNL_Unlinkability package TSF_FPR {4/7}FPR_UNL_Unlinkability package TSF_FPR {4/7}

<<Family >>

FPR_UNL
<<Family >>

FPR_UNL
* Ensures  that a user m ay m ake m ultiple uses  of resources  or
  services  without others  being able to link these uses  
  together.

* Ensures  that a user m ay m ake m ultiple uses  of resources  or
  services  without others  being able to link these uses  
  together.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FPR_UNL
 

Audit_FPR_UNL

<<Component>>

FPR_UNL_1
<<Component>>

FPR_UNL_1
 

Audit_FPR_UNL_1
 

Audit_FPR_UNL_1

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FPR_UNO_Unobservability package TSF_FPR {5/7}FPR_UNO_Unobservability package TSF_FPR {5/7}

<<Family >>

FPR_UNO
<<Family >>

FPR_UNO
* Ensures  that a user m ay use a resource or service without
  others , especially third parties , being able to observe
  that the resource or s ervice is  being used.

* Ensures  that a user m ay use a resource or service without
  others , especially third parties , being able to observe
  that the resource or s ervice is  being used.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPR_UNO
 

Audit_FPR_UNO

<<Component>>

FPR_UNO_1
<<Component>>

FPR_UNO_1

<<Component>>

FPR_UNO_2
<<Component>>

FPR_UNO_2

<<Component>>

FPR_UNO_3
<<Component>>

FPR_UNO_3

<<Component>>

FPR_UNO_4
<<Component>>

FPR_UNO_4

 

Audit_FPR_UNO_1
 

Audit_FPR_UNO_1

 

Audit_FPR_UNO_2
 

Audit_FPR_UNO_2

 

Audit_FPR_UNO_4
 

Audit_FPR_UNO_4

  

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no events  identified in FPR_UNO_3
that should be auditable if FAU_GEN is
included in the PP/ST. Therefore, the class
Audit_FPR_UNO_3 andis  not present in
the m odel.

There are no events  identified in FPR_UNO_3
that should be auditable if FAU_GEN is
included in the PP/ST. Therefore, the class
Audit_FPR_UNO_3 andis  not present in
the m odel.
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FPR_FunctionalElements package TSF_FPR {6/7}FPR_FunctionalElements package TSF_FPR {6/7}

<<Component>>

FPR_ANO_1

FPR_ANO_1_1 ()

<<Component>>

FPR_ANO_1

FPR_ANO_1_1 ()

<<Component>>

FPR_ANO_2

FPR_ANO_2_1 ()
FPR_ANO_2_2 ()

<<Component>>

FPR_ANO_2

FPR_ANO_2_1 ()
FPR_ANO_2_2 ()

<<Component>>

FPR_PSE_1

FPR_PSE_1_1 ()
FPR_PSE_1_2 ()
FPR_PSE_1_3 ()

<<Component>>

FPR_PSE_1

FPR_PSE_1_1 ()
FPR_PSE_1_2 ()
FPR_PSE_1_3 ()

<<Component>>

FPR_PSE_2

FPR_PSE_2_1 ()
FPR_PSE_2_2 ()
FPR_PSE_2_3 ()
FPR_PSE_2_4 ()

<<Component>>

FPR_PSE_2

FPR_PSE_2_1 ()
FPR_PSE_2_2 ()
FPR_PSE_2_3 ()
FPR_PSE_2_4 ()

<<Component>>

...::TSF_FIA::FIA_UID_1
<<Component>>

...::TSF_FIA::FIA_UID_1

  

<<Component>>

FPR_PSE_3

FPR_PSE_3_1 ()
FPR_PSE_3_2 ()
FPR_PSE_3_3 ()
FPR_PSE_3_4 ()

<<Component>>

FPR_PSE_3

FPR_PSE_3_1 ()
FPR_PSE_3_2 ()
FPR_PSE_3_3 ()
FPR_PSE_3_4 ()

<<Component>>

FPR_UNL_1

FPR_UNL_1_1 ()

<<Component>>

FPR_UNL_1

FPR_UNL_1_1 ()

<<Component>>

FPR_UNO_2

FPR_UNO_2_1 ()
FPR_UNO_2_2 ()

<<Component>>

FPR_UNO_2

FPR_UNO_2_1 ()
FPR_UNO_2_2 ()

<<Component>>

FPR_UNO_1

FPR_UNO_1_1 ()

<<Component>>

FPR_UNO_1

FPR_UNO_1_1 ()

<<Component>>

FPR_UNO_4

FPR_UNO_4_1 ()

<<Component>>

FPR_UNO_4

FPR_UNO_4_1 ()

<<Component>>

FPR_UNO_3

FPR_UNO_3_1 ()

<<Component>>

FPR_UNO_3

FPR_UNO_3_1 ()

  

 

 



 

ETSI 

ETSI TR 102 420 V1.1.1 (2005-05) 102 

FPR_AuditEvents package TSF_FPR {7/7}FPR_AuditEvents package TSF_FPR {7/7}

 

Audit_FPR_ANO_1

unInvkAnonm tyMech ()

 

Audit_FPR_ANO_1

unInvkAnonm tyMech ()

 

Audit_FPR_ANO_2

unInvkAnonm tyMech ()

 

Audit_FPR_ANO_2

unInvkAnonm tyMech ()

 

Audit_FPR_PSE_1

unIdntityReques torID ()

 

Audit_FPR_PSE_1

unIdntityReques torID ()

 

Audit_FPR_PSE_2

unIdntityReques torID ()

 

Audit_FPR_PSE_2

unIdntityReques torID ()

 

Audit_FPR_PSE_3

unIdntityReques torID ()

 

Audit_FPR_PSE_3

unIdntityReques torID ()

 

Audit_FPR_UNL_1

unInvkUnlinkabilityMech ()

 

Audit_FPR_UNL_1

unInvkUnlinkabilityMech ()

 

Audit_FPR_UNO_1

unInvkUnobservabltyMech ()

 

Audit_FPR_UNO_1

unInvkUnobservabltyMech ()

 

Audit_FPR_UNO_2

unInvkUnobservabltyMech ()

 

Audit_FPR_UNO_2

unInvkUnobservabltyMech ()

 

Audit_FPR_UNO_4

unObservationOfUse ()

 

Audit_FPR_UNO_4

unObservationOfUse ()
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A.3.8 Package TSF_FPT 

FPT_Protection_of_the_TSF package TSF_FPT {1/21}FPT_Protection_of_the_TSF package TSF_FPT {1/21}

<<TSF>>

FPT

 

<<TSF>>

FPT

 

This  class  contains  fam ilies  of functional requirem ents  that
relate to the integrity and m anagem ent of the m echanism s
that provide the TSF (independent of TSP-s pecifics ) and to
the integrity of TSF data (independent of the specific  
contents  of the TSP data).
 
In som e sense, fam ilies  in this  class  m ay appear to duplicate
com ponents  in the FDP (User data protection) class ; they m ay
even be im plem ented us ing the sam e m echanism s. However, FDP
focuses  on user data protection, while FPT focuses  on TSF
data protection. In fact, com ponents  from  the FPT class  are
necessary to provide requirem ents  that the SFPs in the TOE
cannot be tam pered with or bypass ed.
 
From  the point of view of this  clas s , there are three
s ignificant portions  for the TSF:
a) The TSF's  abs tract m achine, which is  the virtual or
     phys ical m achine upon which the specific TSF
     im plem entation under evaluation executes .
b) The TSF's  im plem entation, which executes  on the abs tract
     m achine and im plem ents  the m echanis m s that enforce the TSP.
c) The TSF's  data, which are the adm inis trative databases
     that guide the enforcem ent of the TSP.

This  class  contains  fam ilies  of functional requirem ents  that
relate to the integrity and m anagem ent of the m echanism s
that provide the TSF (independent of TSP-s pecifics ) and to
the integrity of TSF data (independent of the specific  
contents  of the TSP data).
 
In som e sense, fam ilies  in this  class  m ay appear to duplicate
com ponents  in the FDP (User data protection) class ; they m ay
even be im plem ented us ing the sam e m echanism s. However, FDP
focuses  on user data protection, while FPT focuses  on TSF
data protection. In fact, com ponents  from  the FPT class  are
necessary to provide requirem ents  that the SFPs in the TOE
cannot be tam pered with or bypass ed.
 
From  the point of view of this  clas s , there are three
s ignificant portions  for the TSF:
a) The TSF's  abs tract m achine, which is  the virtual or
     phys ical m achine upon which the specific TSF
     im plem entation under evaluation executes .
b) The TSF's  im plem entation, which executes  on the abs tract
     m achine and im plem ents  the m echanis m s that enforce the TSP.
c) The TSF's  data, which are the adm inis trative databases
     that guide the enforcem ent of the TSP.

 

FPTfamilies
 

FPTfamilies

<<Family >>

FPT_FLS
<<Family >>

FPT_FLS

<<Family >>

FPT_ITA
<<Family >>

FPT_ITA
<<Family >>

FPT_ITC
<<Family >>

FPT_ITC
<<Family >>

FPT_ITI
<<Family >>

FPT_ITI
<<Family >>

FPT_ITT
<<Family >>

FPT_ITT

<<Family >>

FPT_PHP
<<Family >>

FPT_PHP

<<Family >>

FPT_RCV
<<Family >>

FPT_RCV

 

  

  

 

  

  

 

  

  

 

  

  

 
  

  
 

  

  
 

  

  
 

  

  
 

  

  
 

  

  
 

  

  
 

  

  

 

  

  

 

  

  

 
  

  
 

  
  

<<Family >>

FPT_RPL
<<Family >>

FPT_RPL

<<Family >>

FPT_RVM
<<Family >>

FPT_RVM

<<Family >>

FPT_SEP
<<Family >>

FPT_SEP
<<Family >>

FPT_SSP
<<Family >>

FPT_SSP
<<Family >>

FPT_STM
<<Family >>

FPT_STM
<<Family >>

FPT_TDC
<<Family >>

FPT_TDC

<<Family >>

FPT_TRC
<<Family >>

FPT_TRC

<<Family >>

FPT_TST
<<Family >>

FPT_TST

 

FPTfamilies
 

FPTfamilies

 
  

  
 

  
  

 

  

  

 

  

  

 
  

  
 

  
  

 
  

  
 

  
  

 
  

  
 

  
  

 
  

  
 

  
  

 

  

  

 

  

  

 
  

  
 

  
  

<<Family >>

FTP_AMT
<<Family >>

FTP_AMT
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FPT_AMT_Underlying_Abstract_Machine_ package TSF_FPT {2/21}FPT_AMT_Underlying_Abstract_Machine_ package TSF_FPT {2/21}

* Defines  requirem ents  for the TSF to perform  tes ting to
  dem onstrate the security assum ptions  m ade about the
  underlying abs tract m achine upon which the TSF relies .
* This  “abs tract” m achine could be a hardware/firm ware
  platform , or it could be som e known and asses sed
  hardware/software com bination acting as  a virtual m achine.

* Defines  requirem ents  for the TSF to perform  tes ting to
  dem onstrate the security assum ptions  m ade about the
  underlying abs tract m achine upon which the TSF relies .
* This  “abs tract” m achine could be a hardware/firm ware
  platform , or it could be som e known and asses sed
  hardware/software com bination acting as  a virtual m achine.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_AMT
 

Audit_FPT_AMT

<<Component>>

FPT_AMT_1
<<Component>>

FPT_AMT_1
 

Audit_FPT_AMT_1
 

Audit_FPT_AMT_1

  

  

 

  

 

 

 

  

 

 

<<Family >>

FTP_AMT
<<Family >>

FTP_AMT

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  
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FPT_FLS_Fail_Secure package TSF_FPT {3/21}FPT_FLS_Fail_Secure package TSF_FPT {3/21}

<<Family >>

FPT_FLS
<<Family >>

FPT_FLS
The requirem ents  of this  fam ily ensure that the TOE will not
violate its  TSP in the event of identified categories  of
failures  in the TSF.

The requirem ents  of this  fam ily ensure that the TOE will not
violate its  TSP in the event of identified categories  of
failures  in the TSF.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_FLS
 

Audit_FPT_FLS

<<Component>>

FPT_FLS_1
<<Component>>

FPT_FLS_1
 

Audit_FPT_FLS_1
 

Audit_FPT_FLS_1

  

  

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FPT_FLS

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FPT_FLS

 

 



 

ETSI 

ETSI TR 102 420 V1.1.1 (2005-05) 106 

FPT_ITA_Availability_of_Exported_TSF_D package TSF_FPT {4/21}FPT_ITA_Availability_of_Exported_TSF_D package TSF_FPT {4/21}

<<Family >>

FPT_ITA
<<Family >>

FPT_ITA

* Defines  the rules  for the prevention of loss  of
  availability of TSF data m oving between the TSF
  and a rem ote trus ted IT product.
* This  data could, for exam ple, be TSF critical data
  such as  pas swords , keys , audit data, or TSF
  executable code.

* Defines  the rules  for the prevention of loss  of
  availability of TSF data m oving between the TSF
  and a rem ote trus ted IT product.
* This  data could, for exam ple, be TSF critical data
  such as  pas swords , keys , audit data, or TSF
  executable code.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_ITA
 

Audit_FPT_ITA

<<Component>>

FPT_ITA_1
<<Component>>

FPT_ITA_1
 

Audit_FPT_ITA_1

 

 

Audit_FPT_ITA_1

 

  

  

 

 

 

 

 

 

 

 

 

 

 

  

0..1  

 

  

0..1  
 

  

0..1  

 

  

0..1  
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FPT_ITI_Integrity_of_Exported 
TSF_Data

package TSF_FPT {6/21}FPT_ITI_Integrity_of_Exported 
TSF_Data

package TSF_FPT {6/21}

<<Family >>

FPT_ITI
<<Family >>

FPT_ITI
* Defines  the rules  for the protection, from  unauthorised
  m odification, of TSF data during transm iss ion between
  the TSF and a rem ote trus ted IT product.
* This  data could, for exam ple, be TSF critical data such
  as  passwords , keys , audit data, or TSF executable code.

* Defines  the rules  for the protection, from  unauthorised
  m odification, of TSF data during transm iss ion between
  the TSF and a rem ote trus ted IT product.
* This  data could, for exam ple, be TSF critical data such
  as  passwords , keys , audit data, or TSF executable code.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FPT_ITI
 

Audit_FPT_ITI

<<Component>>

FPT_ITI_1
<<Component>>

FPT_ITI_1

<<Component>>

FPT_ITI_2
<<Component>>

FPT_ITI_2

 

Audit_FPT_ITI_1
 

Audit_FPT_ITI_1

 

Audit_FPT_ITI_2
 

Audit_FPT_ITI_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FPT_ITI_Integrity_of_Exported 
TSF_Data

package TSF_FPT {6/21}FPT_ITI_Integrity_of_Exported 
TSF_Data

package TSF_FPT {6/21}

<<Family >>

FPT_ITI
<<Family >>

FPT_ITI
* Defines  the rules  for the protection, from  unauthorised
  m odification, of TSF data during transm iss ion between
  the TSF and a rem ote trus ted IT product.
* This  data could, for exam ple, be TSF critical data such
  as  passwords , keys , audit data, or TSF executable code.

* Defines  the rules  for the protection, from  unauthorised
  m odification, of TSF data during transm iss ion between
  the TSF and a rem ote trus ted IT product.
* This  data could, for exam ple, be TSF critical data such
  as  passwords , keys , audit data, or TSF executable code.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FPT_ITI
 

Audit_FPT_ITI

<<Component>>

FPT_ITI_1
<<Component>>

FPT_ITI_1

<<Component>>

FPT_ITI_2
<<Component>>

FPT_ITI_2

 

Audit_FPT_ITI_1
 

Audit_FPT_ITI_1

 

Audit_FPT_ITI_2
 

Audit_FPT_ITI_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FPT_ITT_Internal_TOE_TSF_Data_Trans package TSF_FPT {7/21}FPT_ITT_Internal_TOE_TSF_Data_Trans package TSF_FPT {7/21}

<<Family >>

FPT_ITT
<<Family >>

FPT_ITT
* Provides  requirem ents  that addres s  protection of TSF data
  when it is  trans ferred between separate parts  of a TOE
  across  an internal channel.

* Provides  requirem ents  that addres s  protection of TSF data
  when it is  trans ferred between separate parts  of a TOE
  across  an internal channel.

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_ITT
 

Audit_FPT_ITT

<<Component>>

FPT_ITT_1
<<Component>>

FPT_ITT_1

<<Component>>

FPT_ITT_2

 

<<Component>>

FPT_ITT_2

 

<<Component>>

FPT_ITT_3
<<Component>>

FPT_ITT_3

 

Audit_FPT_ITT_1
 

Audit_FPT_ITT_1

 

Audit_FPT_ITT_2
 

Audit_FPT_ITT_2

 

Audit_FPT_ITT_3
 

Audit_FPT_ITT_3

  

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no events  identified that should be auditable FPT_ITT_1 and FPT_ITT_2 if FAU_GEN Security
audit data generation is  included in the PP/ST.
Therefore, the classes  Audit_FTP_ITT_1 and Audit_FPT_ITT_2 should be deleted from  the m odel.

There are no events  identified that should be auditable FPT_ITT_1 and FPT_ITT_2 if FAU_GEN Security
audit data generation is  included in the PP/ST.
Therefore, the classes  Audit_FTP_ITT_1 and Audit_FPT_ITT_2 should be deleted from  the m odel.

 

 



 

ETSI 

ETSI TR 102 420 V1.1.1 (2005-05) 110 

FPT_PHP_TSF_Physical_Protection package TSF_FPT {8/21}FPT_PHP_TSF_Physical_Protection package TSF_FPT {8/21}

<<Family >>

FPT_PHP
<<Family >>

FPT_PHP

* TSF phys ical protection com ponents  refer to res trictions  on
  unauthorised phys ical access  to the TSF, and to the
  deterrence of, and res is tance to, unauthoris ed phys ical
  m odification, or subs titution of the TSF.
* The requirem ents  of com ponents  in this  fam ily ens ure that
  the TSF is  protected from  phys ical tam pering and
  interference.
* Satis fying the requirem ents  of thes e com ponents  results  in
  the TSF being packaged and used in s uch a m anner that
  phys ical tam pering is  detectable, or res is tance to phys ical
  tam pering is  enforced.
* Without these com ponents , the protection functions  of a TSF
  lose their effectiveness  in environm ents  where phys ical
  dam age cannot be prevented.
* This  fam ily also provides  requirem ents  regarding how the
  TSF shall respond to phys ical tam pering attem pts .

* TSF phys ical protection com ponents  refer to res trictions  on
  unauthorised phys ical access  to the TSF, and to the
  deterrence of, and res is tance to, unauthoris ed phys ical
  m odification, or subs titution of the TSF.
* The requirem ents  of com ponents  in this  fam ily ens ure that
  the TSF is  protected from  phys ical tam pering and
  interference.
* Satis fying the requirem ents  of thes e com ponents  results  in
  the TSF being packaged and used in s uch a m anner that
  phys ical tam pering is  detectable, or res is tance to phys ical
  tam pering is  enforced.
* Without these com ponents , the protection functions  of a TSF
  lose their effectiveness  in environm ents  where phys ical
  dam age cannot be prevented.
* This  fam ily also provides  requirem ents  regarding how the
  TSF shall respond to phys ical tam pering attem pts .

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_PHP
 

Audit_FPT_PHP

<<Component>>

FPT_PHP_1
<<Component>>

FPT_PHP_1

 

FPT_PHP_2
 

FPT_PHP_2

<<Component>>

FPT_PHP_3
<<Component>>

FPT_PHP_3

 

Audit_FPT_PHP_1
 

Audit_FPT_PHP_1

 

Audit_FPT_PHP_2
 

Audit_FPT_PHP_2

  

  

  

 

 

 

 

 

 

 

 

 

 
 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no events  identified in FPT_PHP_3
that s hould be auditable if FAU_GEN is
included in the PP/ST. Therefore, the class
Audit_FPT_PHP_3 is  not pres ent in
the m odel.

There are no events  identified in FPT_PHP_3
that s hould be auditable if FAU_GEN is
included in the PP/ST. Therefore, the class
Audit_FPT_PHP_3 is  not pres ent in
the m odel.
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FPT_RCV_Trusted_Recovery_Protection package TSF_FPT {9/21}FPT_RCV_Trusted_Recovery_Protection package TSF_FPT {9/21}

<<Family >>

FPT_RCV
<<Family >>

FPT_RCV

* The requirem ents  of this  fam ily ensure that the TSF can
  determ ine that the TOE is  s tarted up without protection
  com prom is e and can recover without protection com prom is e
  after dis continuity of operations .
* This  fam ily is  im portant because the s tart-up s tate of the
  TSF determ ines  the protection of subsequent s tates .

* The requirem ents  of this  fam ily ensure that the TSF can
  determ ine that the TOE is  s tarted up without protection
  com prom is e and can recover without protection com prom is e
  after dis continuity of operations .
* This  fam ily is  im portant because the s tart-up s tate of the
  TSF determ ines  the protection of subsequent s tates .

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_RCV
 

Audit_FPT_RCV

<<Component>>

FPT_RCV_1
<<Component>>

FPT_RCV_1

<<Component>>

FPT_RCV_2
<<Component>>

FPT_RCV_2

<<Component>>

FPT_RCV_3
<<Component>>

FPT_RCV_3

<<Component>>

FPT_RCV_4
<<Component>>

FPT_RCV_4

 

Audit_FPT_RCV_1
 

Audit_FPT_RCV_1

 

Audit_FPT_RCV_2
 

Audit_FPT_RCV_2

 

Audit_FPT_RCV_3
 

Audit_FPT_RCV_3

 

Audit_FPT_RCV_4
 

Audit_FPT_RCV_4

  

  

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FPT_RPL_Replay_Detection package TSF_FPT {10/21}FPT_RPL_Replay_Detection package TSF_FPT {10/21}

<<Family >>

FPT_RPL

 

<<Family >>

FPT_RPL

 

* Addresses  detection of replay for various  types  of entities
  (e.g. m essages , service reques ts , service responses) and
  subsequent actions  to correct.
* In the case where replay m ay be detected, this  effectively
  prevents  it.

* Addresses  detection of replay for various  types  of entities
  (e.g. m essages , service reques ts , service responses) and
  subsequent actions  to correct.
* In the case where replay m ay be detected, this  effectively
  prevents  it.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_RPL
 

Audit_FPT_RPL

<<Component>>

FPT_RPL_1
<<Component>>

FPT_RPL_1
 

Audit_FPT_RPL_1
 

Audit_FPT_RPL_1

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  
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FPT_RVM_Reference_Mediation package TSF_FPT {11/21}FPT_RVM_Reference_Mediation package TSF_FPT {11/21}

<<Family >>

FPT_RVM

 

<<Family >>

FPT_RVM

 

* The requirem ents  of this  fam ily address  the “always  invoked”
  as pect of a traditional reference m onitor. The goal of this
  fam ily is  to ens ure, with respect to a given SFP, that all
  actions  requiring policy enforcem ent are validated by the
  TSF agains t the SFP.
* If the portion of the TSF that enforces  the SFP also m eets
  the requirem ents  of appropriate com ponents  from  FPT_SEP
  (Dom ain separation) and ADV_INT (TSF internals ), then that
  portion of the TSF provides  a “reference m onitor” for
  that SFP.

* The requirem ents  of this  fam ily address  the “always  invoked”
  as pect of a traditional reference m onitor. The goal of this
  fam ily is  to ens ure, with respect to a given SFP, that all
  actions  requiring policy enforcem ent are validated by the
  TSF agains t the SFP.
* If the portion of the TSF that enforces  the SFP also m eets
  the requirem ents  of appropriate com ponents  from  FPT_SEP
  (Dom ain separation) and ADV_INT (TSF internals ), then that
  portion of the TSF provides  a “reference m onitor” for
  that SFP.

<<Component>>

FPT_RVM_1
<<Component>>

FPT_RVM_1

 

  

0..1  

 

  

0..1  

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FPT_RVM and Audit_FPT_RVM_1 are
not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FPT_RVM and Audit_FPT_RVM_1 are
not present in the m odel.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_RVM

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_RVM
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FPT_SEP_Domain_Separation package TSF_FPT {12/21}FPT_SEP_Domain_Separation package TSF_FPT {12/21}

<<Family >>

FPT_SEP
<<Family >>

FPT_SEP

* The com ponents  of this  fam ily ensure that at leas t one
  security dom ain is  available for the TSF’s  own execution
  and that the TSF is  protected from  external interference
  and tam pering (e.g. by m odification of TSF code or data
  s tructures) by untrus ted s ubjects .
* Satis fying the requirem ents  of this  fam ily m akes  the TSF
  self-protecting, m eaning that an untrus ted s ubject cannot
  m odify or dam age the TSF.

* The com ponents  of this  fam ily ensure that at leas t one
  security dom ain is  available for the TSF’s  own execution
  and that the TSF is  protected from  external interference
  and tam pering (e.g. by m odification of TSF code or data
  s tructures) by untrus ted s ubjects .
* Satis fying the requirem ents  of this  fam ily m akes  the TSF
  self-protecting, m eaning that an untrus ted s ubject cannot
  m odify or dam age the TSF.

<<Component>>

FPT_SEP_1
<<Component>>

FPT_SEP_1

<<Component>>

FPT_SEP_2
<<Component>>

FPT_SEP_2

<<Component>>

FPT_SEP_3
<<Component>>

FPT_SEP_3

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

There are no m anagem ent activities  fores een for this  com ponent.
Therefore, the class  FMT_MSA should be rem oved from  this  class  diagram .
There are no m anagem ent activities  fores een for this  com ponent.
Therefore, the class  FMT_MSA should be rem oved from  this  class  diagram .

There are no events  identified that should be auditable if FAU_GEN Security audit data generation is  included in
the PP/ST.
Therefore, the classes  Audit_FPT_SEP, Audit_FPT_SEP_1, Audit_FPT_SEP_2, and Audit_FPT_SEP_3 should
be deleted from  the m odel.

There are no events  identified that should be auditable if FAU_GEN Security audit data generation is  included in
the PP/ST.
Therefore, the classes  Audit_FPT_SEP, Audit_FPT_SEP_1, Audit_FPT_SEP_2, and Audit_FPT_SEP_3 should
be deleted from  the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FPT_SEP Audit_FPT_SEP_1,
Audit_FPT_SEP_2, Audit_FPT_SEP_3, and 
Audit_FPT_SEP_4 are not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FPT_SEP Audit_FPT_SEP_1,
Audit_FPT_SEP_2, Audit_FPT_SEP_3, and 
Audit_FPT_SEP_4 are not present in the m odel.

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_SEP

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_SEP
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FPT_SSP_State_Synchrony_Protocol package TSF_FPT {13/21}FPT_SSP_State_Synchrony_Protocol package TSF_FPT {13/21}

<<Family >>

FPT_SSP
<<Family >>

FPT_SSP

* Dis tributed sys tem s m ay give rise to greater com plexity than
  m onolithic s ys tem s through the potential for differences  in
  s tate between parts  of the sys tem , and through delays  in
  com m unication.
* In m os t cases  s ynchronis ation of s tate between dis tributed
  functions  involves  an exchange protocol, not a s im ple
  action. When m alice exis ts  in the dis tributed environm ent of
  these protocols , m ore com plex defens ive protocols  are
  required.

* Dis tributed sys tem s m ay give rise to greater com plexity than
  m onolithic s ys tem s through the potential for differences  in
  s tate between parts  of the sys tem , and through delays  in
  com m unication.
* In m os t cases  s ynchronis ation of s tate between dis tributed
  functions  involves  an exchange protocol, not a s im ple
  action. When m alice exis ts  in the dis tributed environm ent of
  these protocols , m ore com plex defens ive protocols  are
  required.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_SSP
 

Audit_FPT_SSP

<<Component>>

FPT_SSP_1
<<Component>>

FPT_SSP_1

<<Component>>

FPT_SSP_2
<<Component>>

FPT_SSP_2

 

Audit_FPT_SSP_1
 

Audit_FPT_SSP_1

 

Audit_FPT_SSP_2
 

Audit_FPT_SSP_2

  

  

  

 

  

  

 

  

   

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_SSP

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_SSP
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FPT_STM_Time_Stamps package TSF_FPT {14/21}FPT_STM_Time_Stamps package TSF_FPT {14/21}

<<Family >>

FPT_STM
<<Family >>

FPT_STM
* This  fam ily addresses  requirem ents  for a reliable tim e
  s tam p function within a TOE.
* This  fam ily addresses  requirem ents  for a reliable tim e
  s tam p function within a TOE.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_STM
 

Audit_FPT_STM

<<Component>>

FPT_STM_1
<<Component>>

FPT_STM_1
 

Audit_FPT_STM_1
 

Audit_FPT_STM_1

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FPT_TDC_Inter-TSF_TSF_Data_Consis package TSF_FPT {15/21}FPT_TDC_Inter-TSF_TSF_Data_Consis package TSF_FPT {15/21}

<<Family >>

FPT_TDC

 

<<Family >>

FPT_TDC

 

* In a dis tributed or com pos ite s ys tem  environm ent, a TOE m ay
  need to exchange TSF data (e.g. the SFP-attributes
  associated with data, audit inform ation, identification
  inform ation) with another trus ted IT product.
* This  fam ily defines  the requirem ents  for sharing and
  cons is tent interpretation of these attributes  between the
  TSF of the TOE and a different trus ted IT product.

* In a dis tributed or com pos ite s ys tem  environm ent, a TOE m ay
  need to exchange TSF data (e.g. the SFP-attributes
  associated with data, audit inform ation, identification
  inform ation) with another trus ted IT product.
* This  fam ily defines  the requirem ents  for sharing and
  cons is tent interpretation of these attributes  between the
  TSF of the TOE and a different trus ted IT product.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_TDC
 

Audit_FPT_TDC

<<Component>>

FPT_TDC_1
<<Component>>

FPT_TDC_1
 

Audit_FPT_TDC_1
 

Audit_FPT_TDC_1

  

  

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FPT_TDC

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FPT_TDC
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FPT_TRC_Internal_TOE_TSF_Data_Re package TSF_FPT {16/21}FPT_TRC_Internal_TOE_TSF_Data_Re package TSF_FPT {16/21}

<<Family >>

FPT_TRC
<<Family >>

FPT_TRC

* The requirem ents  of this  fam ily are needed to ensure the
  cons is tency of TSF data when s uch data is  replicated
  internal to the TOE. Such data m ay becom e incons is tent if
  the internal channel between parts  of the TOE becom es
  inoperative.
* If the TOE is  internally s tructured as  a network and
  parts  of the TOE network connections  are broken, this
  m ay occur when parts  becom e disabled.

* The requirem ents  of this  fam ily are needed to ensure the
  cons is tency of TSF data when s uch data is  replicated
  internal to the TOE. Such data m ay becom e incons is tent if
  the internal channel between parts  of the TOE becom es
  inoperative.
* If the TOE is  internally s tructured as  a network and
  parts  of the TOE network connections  are broken, this
  m ay occur when parts  becom e disabled.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_TRC
 

Audit_FPT_TRC

<<Component>>

FPT_TRC_1
<<Component>>

FPT_TRC_1
 

Audit_FPT_TRC_1
 

Audit_FPT_TRC_1

  

  

 

  

  

 

  

   

  

0..1  

 

  

0..1  
 

  

 

 

 

  

 

 

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_TRC

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FPT_TRC
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FPT_TST_TSF_Self_Test package TSF_FPT {17/21}FPT_TST_TSF_Self_Test package TSF_FPT {17/21}

<<Family >>

FPT_TST

 

<<Family >>

FPT_TST

 

* The fam ily defines  the requirem ents  for the self-tes ting of
  the TSF with respect to som e expected correct operation.
* Exam ples  are interfaces  to enforcem ent functions , and
  sam ple arithm etical operations  on critical parts  of the TOE.
* These tes ts  can be carried out at s tart-up, periodically, at
  the reques t of the authoris ed user, or when other conditions
  are m et.
* The actions  to be taken by the TOE as  the result of self
  tes ting are defined in other fam ilies .

* The fam ily defines  the requirem ents  for the self-tes ting of
  the TSF with respect to som e expected correct operation.
* Exam ples  are interfaces  to enforcem ent functions , and
  sam ple arithm etical operations  on critical parts  of the TOE.
* These tes ts  can be carried out at s tart-up, periodically, at
  the reques t of the authoris ed user, or when other conditions
  are m et.
* The actions  to be taken by the TOE as  the result of self
  tes ting are defined in other fam ilies .

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FPT_TST
 

Audit_FPT_TST

<<Component>>

FPT_TST_1
<<Component>>

FPT_TST_1
 

Audit_FPT_TST_1
 

Audit_FPT_TST_1

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

   

  

0..1  

 

  

0..1  
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FPT_FunctionalElements_1 package TSF_FPT {18/21}FPT_FunctionalElements_1 package TSF_FPT {18/21}

<<Component>>

FPT_AMT_1

FPT_AMT_1_1 ()

<<Component>>

FPT_AMT_1

FPT_AMT_1_1 ()

<<Component>>

FPT_FLS_1

FPT_FLS_1_1 ()

<<Component>>

FPT_FLS_1

FPT_FLS_1_1 ()

FPT_FLS.1
is  also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

FPT_FLS.1
is  also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

<<Component>>

FPT_ITA_1

FPT_ITA_1_1 ()

<<Component>>

FPT_ITA_1

FPT_ITA_1_1 ()

<<Component>>

FPT_ITC_1

FPT_ITC_1_1 ()

<<Component>>

FPT_ITC_1

FPT_ITC_1_1 ()

<<Component>>

FPT_ITT_1

FPT_ITT_1_1 ()

<<Component>>

FPT_ITT_1

FPT_ITT_1_1 ()

<<Component>>

FPT_ITI_1

FPT_ITI_1_1 ()
FPT_ITI_1_2 ()

<<Component>>

FPT_ITI_1

FPT_ITI_1_1 ()
FPT_ITI_1_2 ()

<<Component>>

FPT_ITI_2

FPT_ITI_2_1 ()
FPT_ITI_2_2 ()
FPT_ITI_2_3 ()

<<Component>>

FPT_ITI_2

FPT_ITI_2_1 ()
FPT_ITI_2_2 ()
FPT_ITI_2_3 ()

<<Component>>

FPT_ITT_2

FPT_ITT_2_1 ()
FPT_ITT_2_2 ()

<<Component>>

FPT_ITT_2

FPT_ITT_2_1 ()
FPT_ITT_2_2 ()

<<Component>>

FPT_ITT_3

FPT_ITT_3_1 ()
FPT_ITT_3_2 ()

<<Component>>

FPT_ITT_3

FPT_ITT_3_1 ()
FPT_ITT_3_2 ()
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FPT_FunctionalElements_2 package TSF_FPT {19/21}FPT_FunctionalElements_2 package TSF_FPT {19/21}

<<Component>>

FPT_PHP_1

FPT_PHP_1_1 ()
FPT_PHP_1_2 ()

<<Component>>

FPT_PHP_1

FPT_PHP_1_1 ()
FPT_PHP_1_2 ()

<<Component>>

...::TSF_FMT::FMT_MOF_1
<<Component>>

...::TSF_FMT::FMT_MOF_1  

 

FPT_PHP_2

FPT_PHP_2_1 ()
FPT_PHP_2_2 ()
FPT_PHP_2_3 ()

 

FPT_PHP_2

FPT_PHP_2_1 ()
FPT_PHP_2_2 ()
FPT_PHP_2_3 ()

  

<<Component>>

FPT_PHP_3

FPT_PHP_3_1 ()

<<Component>>

FPT_PHP_3

FPT_PHP_3_1 ()

<<Component>>

FPT_RCV_1

FPT_RCV_1_1 ()

<<Component>>

FPT_RCV_1

FPT_RCV_1_1 ()

<<Component>>

FPT_RCV_2

FPT_RCV_2_1 ()
FPT_RCV_2_2 ()

<<Component>>

FPT_RCV_2

FPT_RCV_2_1 ()
FPT_RCV_2_2 ()

<<Component>>

FPT_RCV_3

FPT_RCV_3_1 ()
FPT_RCV_3_2 ()
FPT_RCV_3_3 ()
FPT_RCV_3_4 ()

<<Component>>

FPT_RCV_3

FPT_RCV_3_1 ()
FPT_RCV_3_2 ()
FPT_RCV_3_3 ()
FPT_RCV_3_4 ()

<<Component>>

FPT_RCV_4

FPT_RCV_4_1 ()

<<Component>>

FPT_RCV_4

FPT_RCV_4_1 ()

<<Component>>

FPT_TST_1
<<Component>>

FPT_TST_1  

FPT_RVC.1, FPT_RVC.2,
FPT_RVC.3, and FPT_RVC.4
are also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

FPT_RVC.1, FPT_RVC.2,
FPT_RVC.3, and FPT_RVC.4
are also dependent
on AVA_SPM.1 from
ISO/IEC 15408-3

FPT_RVC.1, FPT_RVC.2,
and FPT_RVC.3
are also dependent
on AGD_ADM.1 from
ISO/IEC 15408-3

FPT_RVC.1, FPT_RVC.2,
and FPT_RVC.3
are also dependent
on AGD_ADM.1 from
ISO/IEC 15408-3

  

  

<<Component>>

FPT_RPL_1

FPT_RPL_1_1 ()
FPT_RPL_1_2 ()

<<Component>>

FPT_RPL_1

FPT_RPL_1_1 ()
FPT_RPL_1_2 ()

<<Component>>

FPT_RVM_1

FPT_RVM_1_1 ()

<<Component>>

FPT_RVM_1

FPT_RVM_1_1 ()
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FPT_FunctionalElements_3 package TSF_FPT {20/21}FPT_FunctionalElements_3 package TSF_FPT {20/21}

<<Component>>

FPT_SEP_1

FPT_SEP_1_1 ()
FPT_SEP_1_2 ()

<<Component>>

FPT_SEP_1

FPT_SEP_1_1 ()
FPT_SEP_1_2 ()

<<Component>>

FPT_SEP_2

FPT_SEP_2_1 ()
FPT_SEP_2_2 ()
FPT_SEP_2_3 ()

<<Component>>

FPT_SEP_2

FPT_SEP_2_1 ()
FPT_SEP_2_2 ()
FPT_SEP_2_3 ()

<<Component>>

FPT_SEP_3

FPT_SEP_3_1 ()
FPT_SEP_3_2 ()
FPT_SEP_3_3 ()

<<Component>>

FPT_SEP_3

FPT_SEP_3_1 ()
FPT_SEP_3_2 ()
FPT_SEP_3_3 ()

<<Component>>

FPT_SSP_1

FPT_SSP_1_1 ()

<<Component>>

FPT_SSP_1

FPT_SSP_1_1 ()

<<Component>>

FPT_SSP_2

FPT_SSP_2_1 ()
FPT_SSP_2_2 ()

<<Component>>

FPT_SSP_2

FPT_SSP_2_1 ()
FPT_SSP_2_2 ()

<<Component>>

FPT_ITT_1
<<Component>>

FPT_ITT_1  

  

<<Component>>

FPT_STM_1

 

FPT_STM_1_1 ()

<<Component>>

FPT_STM_1

 

FPT_STM_1_1 ()

<<Component>>

FPT_TDC_1

FPT_TDC_1_1 ()
FPT_TDC_1_2 ()

<<Component>>

FPT_TDC_1

FPT_TDC_1_1 ()
FPT_TDC_1_2 ()

<<Component>>

FPT_TRC_1

FPT_TRC_1_1 ()
FPT_TRC_1_2 ()

<<Component>>

FPT_TRC_1

FPT_TRC_1_1 ()
FPT_TRC_1_2 ()

  

<<Component>>

FPT_TST_1

FPT_TST_1_1 ()
FPT_TST_1_2 ()
FPT_TST_1_3 ()

<<Component>>

FPT_TST_1

FPT_TST_1_1 ()
FPT_TST_1_2 ()
FPT_TST_1_3 ()

<<Component>>

FPT_AMT_1
<<Component>>

FPT_AMT_1  
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FPT_AuditEvents package TSF_FPT {21/21}FPT_AuditEvents package TSF_FPT {21/21}

 

Audit_FPT_AMT_1

auTestExecution ()

 

Audit_FPT_AMT_1

auTestExecution ()

 

Audit_FPT_FLS_1

auTSFFailure ()

 

Audit_FPT_FLS_1

auTSFFailure ()

 

Audit_FPT_ITA_1

auDataAbsent ()

 

Audit_FPT_ITA_1

auDataAbsent ()

 

Audit_FPT_ITI_1

auXm ittedDataModif ()
auXm ittedDataModifActn ()

 

Audit_FPT_ITI_1

auXm ittedDataModif ()
auXm ittedDataModifActn ()

 

Audit_FPT_ITI_2

auXm ittedDataModif ()
auXm ittedDataModifActn ()
auUseCorrectionMech ()

 

Audit_FPT_ITI_2

auXm ittedDataModif ()
auXm ittedDataModifActn ()
auUseCorrectionMech ()

 

Audit_FPT_ITT_3

auXm ittedDataModif ()
auIntegrtyErrDetectActn ()

 

Audit_FPT_ITT_3

auXm ittedDataModif ()
auIntegrtyErrDetectActn ()

 

Audit_FPT_PHP_1

auIntrus inDetectByIT ()

 

Audit_FPT_PHP_1

auIntrus inDetectByIT ()

 

Audit_FPT_PHP_2

auIntrus inDetect ()

 

Audit_FPT_PHP_2

auIntrus inDetect ()

 

Audit_FPT_RCV_1

auSvcDiscntinOccur ()
auSvcResum ption ()
auSvcDiscontinType ()

 

Audit_FPT_RCV_1

auSvcDiscntinOccur ()
auSvcResum ption ()
auSvcDiscontinType ()

 

Audit_FPT_RCV_2

auSvcDiscntinOccur ()
auSvcResum ption ()
auSvcDiscontinType ()

 

Audit_FPT_RCV_2

auSvcDiscntinOccur ()
auSvcResum ption ()
auSvcDiscontinType ()

 

Audit_FPT_RCV_3

auSvcDiscntinOccur ()
auSvcResum ption ()
auSvcDiscontinType ()

 

Audit_FPT_RCV_3

auSvcDiscntinOccur ()
auSvcResum ption ()
auSvcDiscontinType ()

 

Audit_FPT_RCV_4

auRet2SecureStateIm poss  ()
auSecFctFailureDetect ()

 

Audit_FPT_RCV_4

auRet2SecureStateIm poss  ()
auSecFctFailureDetect ()

 

Audit_FPT_RPL_1

auReplayDetect ()
auReplayDetectActn ()

 

Audit_FPT_RPL_1

auReplayDetect ()
auReplayDetectActn ()

 

Audit_FPT_SSP_1

auAckRcvFailure ()

 

Audit_FPT_SSP_1

auAckRcvFailure ()

 

Audit_FPT_SSP_2

auAckRcvFailure ()

 

Audit_FPT_SSP_2

auAckRcvFailure ()

 

Audit_FPT_STM_1

auChange2Tim e ()
auTim estam p ()

 

Audit_FPT_STM_1

auChange2Tim e ()
auTim estam p ()

 

Audit_FPT_TDC_1

auSuccesDataCons is tMech ()
auUseDataCons is tMech ()
auDataInterprtIdentif ()
auDataModifDetect ()

 

Audit_FPT_TDC_1

auSuccesDataCons is tMech ()
auUseDataCons is tMech ()
auDataInterprtIdentif ()
auDataModifDetect ()

 

Audit_FPT_TRC_1

auCons is tencyRestore ()
auDataIncons is tDetect ()

 

Audit_FPT_TRC_1

auCons is tencyRestore ()
auDataIncons is tDetect ()

 

Audit_FPT_TST_1

auSelfTes tDone ()

 

Audit_FPT_TST_1

auSelfTes tDone ()
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A.3.9 Package TSF_FRU 

FRU_Resource_Utilisation package TSF_FRU {1/6}FRU_Resource_Utilisation package TSF_FRU {1/6}

<<TSF>>

FRU
<<TSF>>

FRU

This  class  provides  three fam ilies  that support the
availability of required resources  such as  process ing
capability and/or s torage capacity. The fam ily Fault
Tolerance provides  protection agains t unavailability of
capabilities  caus ed by failure of the TOE. The fam ily
Priority of Service ensures  that the resources  will be
allocated to the m ore im portant or tim e-critical tasks  and
cannot be m onopolis ed by lower priority tasks . The fam ily
Resource Allocation provides  lim its  on the use of available
resources , therefore preventing us ers  from  m onopolis ing the
resources .

This  class  provides  three fam ilies  that support the
availability of required resources  such as  process ing
capability and/or s torage capacity. The fam ily Fault
Tolerance provides  protection agains t unavailability of
capabilities  caus ed by failure of the TOE. The fam ily
Priority of Service ensures  that the resources  will be
allocated to the m ore im portant or tim e-critical tasks  and
cannot be m onopolis ed by lower priority tasks . The fam ily
Resource Allocation provides  lim its  on the use of available
resources , therefore preventing us ers  from  m onopolis ing the
resources .

 

FRUfamilies

 

 

FRUfamilies

 

<<Family >>

FRU_FLT
<<Family >>

FRU_FLT
<<Family >>

FRU_PRS
<<Family >>

FRU_PRS
<<Family >>

FRU_RSA
<<Family >>

FRU_RSA
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FRU_FLT_Fault_Ttolerance package TSF_FRU {2/6}FRU_FLT_Fault_Ttolerance package TSF_FRU {2/6}

<<Family >>

FRU_FLT
<<Family >>

FRU_FLT
* The requirem ents  of this  fam ily ensure that the TOE will
  m aintain correct operation even in the event of failures .
* The requirem ents  of this  fam ily ensure that the TOE will
  m aintain correct operation even in the event of failures .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FRU_FLT
 

Audit_FRU_FLT

<<Component>>

FRU_FLT_1
<<Component>>

FRU_FLT_1

<<Component>>

FRU_FLT_2
<<Component>>

FRU_FLT_2

 

Audit_FRU_FLT_1
 

Audit_FRU_FLT_1

 

Audit_FRU_FLT_2
 

Audit_FRU_FLT_2

  

  

  

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

 

 

 

  

 

 

 

  

 

 

 

  

 

 

There are no m anagem ent activities  fores een for this  com ponent.
Therefore, the class  FMT_MSA should be rem oved from  this  class  diagram .
There are no m anagem ent activities  fores een for this  com ponent.
Therefore, the class  FMT_MSA should be rem oved from  this  class  diagram .

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FRU_FLT

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent clas s  of class  FRU_FLT
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FRU_PRS_Priority_of_Service package TSF_FRU {3/6}FRU_PRS_Priority_of_Service package TSF_FRU {3/6}

<<Family >>

FRU_PRS
<<Family >>

FRU_PRS
* The requirem ents  of this  fam ily allow the TSF to control
  the use of resources  within the TSC by users  and subjects
  such that high priority activities  within the TSC will
  always  be accom plished without undue interference or delay
  caused by low priority activities .

* The requirem ents  of this  fam ily allow the TSF to control
  the use of resources  within the TSC by users  and subjects
  such that high priority activities  within the TSC will
  always  be accom plished without undue interference or delay
  caused by low priority activities .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FRU_PRS
 

Audit_FRU_PRS

<<Component>>

FRU_PRS_1
<<Component>>

FRU_PRS_1

<<Component>>

FRU_PRS_2
<<Component>>

FRU_PRS_2

 

Audit_FRU_PRS_1
 

Audit_FRU_PRS_1

 

Audit_FRU_PRS_2
 

Audit_FRU_PRS_2

  

  

  

 

 

 

 

 

 

 

 

 

 

 

  

  

 

  

  
 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FRU_RSA_Resource_Allocation package TSF_FRU {4/6}FRU_RSA_Resource_Allocation package TSF_FRU {4/6}

<<Family >>

FRU_RSA
<<Family >>

FRU_RSA
* The requirem ents  of this  fam ily allow the TSF to control
  the use of resources  by users  and subjects  such that
  denial of service will not occur because of unauthorised
  m onopolisation of res ources .

* The requirem ents  of this  fam ily allow the TSF to control
  the use of resources  by users  and subjects  such that
  denial of service will not occur because of unauthorised
  m onopolisation of res ources .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FRU_RSA
 

Audit_FRU_RSA

<<Component>>

FRU_RSA_1
<<Component>>

FRU_RSA_1

<<Component>>

FRU_RSA_2
<<Component>>

FRU_RSA_2

 

Audit_FRU_RSA_1
 

Audit_FRU_RSA_1

 

Audit_FRU_RSA_2
 

Audit_FRU_RSA_2

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FRU_FunctionalElements package TSF_FRU {5/6}FRU_FunctionalElements package TSF_FRU {5/6}

<<Component>>

FRU_FLT_1

FRU_FLT_1_1 ()

<<Component>>

FRU_FLT_1

FRU_FLT_1_1 ()

<<Component>>

...::TSF_FPT::FPT_FLS_1
<<Component>>

...::TSF_FPT::FPT_FLS_1  

<<Component>>

FRU_FLT_2

FRU_FLT_2_1 ()

<<Component>>

FRU_FLT_2

FRU_FLT_2_1 ()

  

<<Component>>

FRU_PRS_1

FRU_PRS_1_1 ()
FRU_PRS_1_2 ()

<<Component>>

FRU_PRS_1

FRU_PRS_1_1 ()
FRU_PRS_1_2 ()

<<Component>>

FRU_PRS_2

FRU_PRS_2_1 ()
FRU_PRS_2_2 ()

<<Component>>

FRU_PRS_2

FRU_PRS_2_1 ()
FRU_PRS_2_2 ()

<<Component>>

FRU_RSA_1

FRU_RSA_1_1 ()

<<Component>>

FRU_RSA_1

FRU_RSA_1_1 ()

<<Component>>

FRU_RSA_2

FRU_RSA_2_1 ()
FRU_RSA_2_2 ()

<<Component>>

FRU_RSA_2

FRU_RSA_2_1 ()
FRU_RSA_2_2 ()
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FRU_AuditEvents package TSF_FRU {6/6}FRU_AuditEvents package TSF_FRU {6/6}

 

Audit_FRU_FLT_1

auAnyFailure ()
auAllCapabDiscontinued ()

 

Audit_FRU_FLT_1

auAnyFailure ()
auAllCapabDiscontinued ()

 

Audit_FRU_FLT_2

auAnyFailure ()

 

Audit_FRU_FLT_2

auAnyFailure ()

 

Audit_FRU_PRS_2

auOPRejDuePriority ()
auAllUseAtm ptDuePriority ()

 

Audit_FRU_PRS_2

auOPRejDuePriority ()
auAllUseAtm ptDuePriority ()

 

Audit_FRU_PRS_1

auOPRejDuePriority ()
auAllUseAtm ptDuePriority ()

 

Audit_FRU_PRS_1

auOPRejDuePriority ()
auAllUseAtm ptDuePriority ()

 

Audit_FRU_RSA_1

auRejAllocResrcLim its  ()
auAllUs eAtm ptRes rcLim its  ()

 

Audit_FRU_RSA_1

auRejAllocResrcLim its  ()
auAllUs eAtm ptRes rcLim its  ()

 

Audit_FRU_RSA_2

auRejAllocResrcLim its  ()
auAllUs eAtm ptRes rcLim its  ()

 

Audit_FRU_RSA_2

auRejAllocResrcLim its  ()
auAllUs eAtm ptRes rcLim its  ()
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A.3.10 Package TSF_FTA 

FTA_TOE_Access package TSF_FTA {1/9}FTA_TOE_Access package TSF_FTA {1/9}

<<TSF>>

FTA
<<TSF>>

FTA
This  fam ily s pecifies  functional requirem ents  for controlling
the es tablishm ent of a user’s  sess ion.
This  fam ily s pecifies  functional requirem ents  for controlling
the es tablishm ent of a user’s  sess ion.

 

FTAfamilies

 

 

FTAfamilies

 

<<Family >>

FTA_LSA
<<Family >>

FTA_LSA
<<Family >>

FTA_MCS
<<Family >>

FTA_MCS
<<Family >>

FTA_SSL
<<Family >>

FTA_SSL
<<Family >>

FTA_TAB
<<Family >>

FTA_TAB
<<Family >>

FTA_TAH
<<Family >>

FTA_TAH
<<Family >>

FTA_TSE
<<Family >>

FTA_TSE
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FTA_LSA_Limitation_on_Scope_of_Selecta package TSF_FTA {2/9}FTA_LSA_Limitation_on_Scope_of_Selecta package TSF_FTA {2/9}

<<Family >>

FTA_LSA
<<Family >>

FTA_LSA
* Defines  requirem ents  to lim it the scope of sess ion security
  attributes  that a user m ay select for a sess ion.
* Defines  requirem ents  to lim it the scope of sess ion security
  attributes  that a user m ay select for a sess ion.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FTA_LSA
 

Audit_FTA_LSA

<<Component>>

FTA_LSA_1
<<Component>>

FTA_LSA_1
 

Audit_FTA_LSA_1
 

Audit_FTA_LSA_1

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FTA_MCS_Limitation_on_Multiple_Concurr package TSF_FTA {3/9}FTA_MCS_Limitation_on_Multiple_Concurr package TSF_FTA {3/9}

<<Family >>

FTA_MCS
<<Family >>

FTA_MCS
* Defines  requirem ents  to place lim its  on the num ber of
  concurrent ses s ions  that belong to the sam e user.
* Defines  requirem ents  to place lim its  on the num ber of
  concurrent ses s ions  that belong to the sam e user.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

Audit_FTA_MCS
 

Audit_FTA_MCS

<<Component>>

FTA_MCS_1
<<Component>>

FTA_MCS_1

<<Component>>

FTA_MCS_2
<<Component>>

FTA_MCS_2

 

Audit_FTA_MCS_1
 

Audit_FTA_MCS_1

 

Audit_FTA_MCS_2
 

Audit_FTA_MCS_2

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FTA_SSL_Session_Locking package TSF_FTA {4/9}FTA_SSL_Session_Locking package TSF_FTA {4/9}

<<Family >>

FTA_SSL

 

<<Family >>

FTA_SSL

 

* Defines  requirem ents  for the TSF to provide the
  capability for TSF-initiated and us er-initiated
  locking and unlocking of interactive s ess ions .

* Defines  requirem ents  for the TSF to provide the
  capability for TSF-initiated and us er-initiated
  locking and unlocking of interactive s ess ions .

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

 

Audit_FTA_SSL
 

Audit_FTA_SSL

<<Component>>

FTA_SSL_1
<<Component>>

FTA_SSL_1

<<Component>>

FTA_SSL_2
<<Component>>

FTA_SSL_2

<<Component>>

FTA_SSL_3
<<Component>>

FTA_SSL_3

 

Audit_FTA_SSL_1
 

Audit_FTA_SSL_1

 

Audit_FTA_SSL_2
 

Audit_FTA_SSL_2

 

Audit_FTA_SSL_3
 

Audit_FTA_SSL_3

  

  

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  

 

  

0..1  
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FTA_TAB_TOE_Access_Banners package TSF_FTA {5/9}FTA_TAB_TOE_Access_Banners package TSF_FTA {5/9}

<<Family >>

FTA_TAB
<<Family >>

FTA_TAB
* Defines  requirem ents  to display a configurable advisory
  warning m essage to users  regarding the appropriate use
  of the TOE.

* Defines  requirem ents  to display a configurable advisory
  warning m essage to users  regarding the appropriate use
  of the TOE.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Component>>

FTA_TAB_1
<<Component>>

FTA_TAB_1

 

 

 

 

 
 

 

 

 

 

 

  

0..1  

 

  

0..1  

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FTA_TAB and Audit_FTA_TAB_1 are
not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FTA_TAB and Audit_FTA_TAB_1 are
not present in the m odel.
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FTA_TAH_TOE_Access_History package TSF_FTA {6/9}FTA_TAH_TOE_Access_History package TSF_FTA {6/9}

<<Family >>

FTA_TAH
<<Family >>

FTA_TAH
* Defines  requirem ents  for the TSF to display to a us er,
  upon success ful sess ion es tablishm ent, a his tory of
  success ful and unsuccess ful attem pts  to access  the
  user’s  account.

* Defines  requirem ents  for the TSF to display to a us er,
  upon success ful sess ion es tablishm ent, a his tory of
  success ful and unsuccess ful attem pts  to access  the
  user’s  account.

<<Component>>

FTA_TAH_1
<<Component>>

FTA_TAH_1

 

  

0..1  

 

  

0..1  

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FTA_TAH

There are no m anagem ent activities
foreseen for this  com ponent.
Therefore, the class  FMT_MSA is  no
com ponent class  of class  FTA_TAH

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FTA_TAH and Audit_FTA_TAH_1 are
not present in the m odel.

There are no events  identified that should be auditable
if FAU_GEN is  included in the PP/ST. Therefore, the
classes  Audit_FTA_TAH and Audit_FTA_TAH_1 are
not present in the m odel.
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FTA_TSE_TOE_Session_Establishment package TSF_FTA {7/9}FTA_TSE_TOE_Session_Establishment package TSF_FTA {7/9}

<<Family >>

FTA_TSE
<<Family >>

FTA_TSE
* Defines  requirem ents  to deny a user perm iss ion to
  es tablis h a s ess ion with the TOE.
* Defines  requirem ents  to deny a user perm iss ion to
  es tablis h a s ess ion with the TOE.

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FMT::FMT_MSA

 

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN
 

Audit_FTA_TSE
 

Audit_FTA_TSE

<<Component>>

FTA_TSE_1
<<Component>>

FTA_TSE_1
 

Audit_FTA_TSE_1
 

Audit_FTA_TSE_1

  

  

 

 

 

 

 
 

 

 

 

 

 

  

  

 

  

  

 

  

0..1  

 

  

0..1  
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FTA_FunctionalElements package TSF_FTA {8/9}FTA_FunctionalElements package TSF_FTA {8/9}

<<Component>>

FTA_LSA_1

FTA_LSA_1_1 ()

<<Component>>

FTA_LSA_1

FTA_LSA_1_1 ()

<<Component>>

FTA_MCS_1

FTA_MCS_1_1 ()
FTA_MCS_1_2 ()

<<Component>>

FTA_MCS_1

FTA_MCS_1_1 ()
FTA_MCS_1_2 ()

<<Component>>

FTA_MCS_2

FTA_MCS_2_1 ()
FTA_MCS_2_2 ()

<<Component>>

FTA_MCS_2

FTA_MCS_2_1 ()
FTA_MCS_2_2 ()

<<Component>>

...::TSF_FIA::FIA_UID_1
<<Component>>

...::TSF_FIA::FIA_UID_1  

  

<<Component>>

FTA_SSL_1

FTA_SSL_1_1 ()
FTA_SSL_1_2 ()

<<Component>>

FTA_SSL_1

FTA_SSL_1_1 ()
FTA_SSL_1_2 ()

<<Component>>

...::TSF_FIA::FIA_UAU_1
<<Component>>

...::TSF_FIA::FIA_UAU_1  

<<Component>>

FTA_SSL_2

FTA_SSL_2_1 ()
FTA_SSL_2_2 ()

<<Component>>

FTA_SSL_2

FTA_SSL_2_1 ()
FTA_SSL_2_2 ()

  

<<Component>>

FTA_SSL_3

FTA_SSL_3_1 ()

<<Component>>

FTA_SSL_3

FTA_SSL_3_1 ()

<<Component>>

FTA_TAB_1

FTA_TAB_1_1 ()

<<Component>>

FTA_TAB_1

FTA_TAB_1_1 ()

<<Component>>

FTA_TAH_1

FTA_TAH_1_1 ()
FTA_TAH_1_2 ()
FTA_TAH_1_3 ()

<<Component>>

FTA_TAH_1

FTA_TAH_1_1 ()
FTA_TAH_1_2 ()
FTA_TAH_1_3 ()

<<Component>>

FTA_TSE_1

FTA_TSE_1_1 ()

<<Component>>

FTA_TSE_1

FTA_TSE_1_1 ()
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FTA_AuditEvents package TSF_FTA {9/9}FTA_AuditEvents package TSF_FTA {9/9}

 

Audit_FTA_LSA_1

auAllFailAtm pt2Ses sSecAttr ()
auAllAtm ptSessSecAttr ()
auCaptValuesSess SecAttr ()

 

Audit_FTA_LSA_1

auAllFailAtm pt2Ses sSecAttr ()
auAllAtm ptSessSecAttr ()
auCaptValuesSess SecAttr ()

 

Audit_FTA_MCS_1

auTooManyNewSess  ()
auNrCurrenUs rSes sAttr ()

 

Audit_FTA_MCS_1

auTooManyNewSess  ()
auNrCurrenUs rSes sAttr ()

 

Audit_FTA_MCS_2

auTooManyNewSess  ()
auNrCurrenUs rSes sAttr ()

 

Audit_FTA_MCS_2

auTooManyNewSess  ()
auNrCurrenUs rSes sAttr ()

 

Audit_FTA_SSL_1

auLockIntractvSess  ()
auUnlockIntractvSes s  ()
auAllAtm ptUnlockSess  ()

 

Audit_FTA_SSL_1

auLockIntractvSess  ()
auUnlockIntractvSes s  ()
auAllAtm ptUnlockSess  ()

 

Audit_FTA_SSL_2

auLockIntractvSess  ()
auUnlockIntractvSes s  ()
auAllAtm ptUnlockSess  ()

 

Audit_FTA_SSL_2

auLockIntractvSess  ()
auUnlockIntractvSes s  ()
auAllAtm ptUnlockSess  ()

 

Audit_FTA_SSL_3

auTerm inationIntractvSess  ()

 

Audit_FTA_SSL_3

auTerm inationIntractvSess  ()

 

Audit_FTA_TSE_1

auDenialSessEstabl ()
auAllAtm ptSessEstabl ()
auCaptrAccessParam  ()

 

Audit_FTA_TSE_1

auDenialSessEstabl ()
auAllAtm ptSessEstabl ()
auCaptrAccessParam  ()
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A.3.11 Package TSF_FTP 

FTP_Trusted_path/channels package TSF_FTP {1/5}FTP_Trusted_path/channels package TSF_FTP {1/5}

<<TSF>>

FTP
<<TSF>>

FTP

Fam ilies  in this  class  provide requirem ents  for a trus ted 
com m unication path between us ers  and the TSF, and for a 
trus ted com m unication channel between the TSF and other 
trus ted IT products . Trus ted paths  and channels  have the 
following general characteris tics :
· The com m unications  path is  cons tructed us ing internal and 
external com m unications  channels  (as  appropriate for the 
com ponent) that isolate an identified subset of TSF data and 
com m ands from  the rem ainder of the TSF and user data.
· Use of the com m unications  path m ay be initiated by the user 
and/or the TSF (as  appropriate for the com ponent)
· The com m unications  path is  capable of providing assurance 
that the user is  com m unicating with the correct TSF, and that 
the TSF is  com m unicating with the correct user (as  appropriate 
for the com ponent)

Fam ilies  in this  class  provide requirem ents  for a trus ted 
com m unication path between us ers  and the TSF, and for a 
trus ted com m unication channel between the TSF and other 
trus ted IT products . Trus ted paths  and channels  have the 
following general characteris tics :
· The com m unications  path is  cons tructed us ing internal and 
external com m unications  channels  (as  appropriate for the 
com ponent) that isolate an identified subset of TSF data and 
com m ands from  the rem ainder of the TSF and user data.
· Use of the com m unications  path m ay be initiated by the user 
and/or the TSF (as  appropriate for the com ponent)
· The com m unications  path is  capable of providing assurance 
that the user is  com m unicating with the correct TSF, and that 
the TSF is  com m unicating with the correct user (as  appropriate 
for the com ponent)

 

FTPfamilies

 

 

FTPfamilies

 

 

  

  

 

  

  

<<Family >>

FTP_ITC
<<Family >>

FTP_ITC
<<Family >>

FTP_TRP
<<Family >>

FTP_TRP
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FTP_ITC_Inter-TSF_Trusted_Channel package TSF_FTP {2/5}FTP_ITC_Inter-TSF_Trusted_Channel package TSF_FTP {2/5}

<<Family >>

FTP_ITC
<<Family >>

FTP_ITC
* Defines  requirem ents  for the creation of a trus ted channel 
  between the TSF and other trus ted IT products .
* This  fam ily should be included whenever there are 
  requirem ents  for the secure com m unication of user or TSF 
  data between the TOE and other trus ted IT products .

* Defines  requirem ents  for the creation of a trus ted channel 
  between the TSF and other trus ted IT products .
* This  fam ily should be included whenever there are 
  requirem ents  for the secure com m unication of user or TSF 
  data between the TOE and other trus ted IT products .

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

 

 

 

 

 

 

 

 

 

 

Audit_FTP_ITC
 

Audit_FTP_ITC

 

  

  

 

  

  

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN  

<<Component>>

FTP_ITC_1

 

<<Component>>

FTP_ITC_1

 

 

  

0..1  

 

  

0..1  

 

Audit_FTP_ITC_1
 

Audit_FTP_ITC_1
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FTP_TRP_Trusted_Path package TSF_FTP {3/5}FTP_TRP_Trusted_Path package TSF_FTP {3/5}

<<Family >>

FTP_TRP
<<Family >>

FTP_TRP
* Defines  the requirem ents  to es tablish and m aintain trus ted
  com m unication to or from  users  and the TSF.
* Trus ted path exchanges  m ay be initiated by a user during
  an interaction with the TSF.
* The TSF m ay es tablish com m unication with the user via a
  trus ted path.

* Defines  the requirem ents  to es tablish and m aintain trus ted
  com m unication to or from  users  and the TSF.
* Trus ted path exchanges  m ay be initiated by a user during
  an interaction with the TSF.
* The TSF m ay es tablish com m unication with the user via a
  trus ted path.

<<Family >>

...::TSF_FAU::FAU_GEN
<<Family >>

...::TSF_FAU::FAU_GEN

<<Family >>

...::TSF_FMT::FMT_MSA
<<Family >>

...::TSF_FMT::FMT_MSA

 

 

 

 

 

 

 

 

 

 

<<Component>>

FTP_TRP_1
<<Component>>

FTP_TRP_1

 

 0..1

  

 

 0..1

  

 

Audit_FTP_TRP_1
 

Audit_FTP_TRP_1

  

 

Audit_FTP_TRP
 

Audit_FTP_TRP   
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FTP_FunctionalElements package TSF_FTP {4/5}FTP_FunctionalElements package TSF_FTP {4/5}

<<Component>>

FTP_ITC_1

 

FTP_ITC_1_1()
FTP_ITC_1_2()
FTP_ITC_1_3()

<<Component>>

FTP_ITC_1

 

FTP_ITC_1_1()
FTP_ITC_1_2()
FTP_ITC_1_3()

<<Component>>

FTP_TRP_1

FTP_TRP_1_1()
FTP_TRP_1_2()
FTP_TRP_1_3()

<<Component>>

FTP_TRP_1

FTP_TRP_1_1()
FTP_TRP_1_2()
FTP_TRP_1_3()
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FTP_AuditEvents package TSF_FTP {5/5}FTP_AuditEvents package TSF_FTP {5/5}

 

Audit_FTP_ITC_1

 

auTrus tedCHFail ()
auIDSrcDestCHFail ()
auAllTrus tedCHUses  ()
auIDSrcDestCHUses  ()

 

Audit_FTP_ITC_1

 

auTrus tedCHFail ()
auIDSrcDestCHFail ()
auAllTrus tedCHUses  ()
auIDSrcDestCHUses  ()

 

Audit_FTP_TRP_1

auTrus tedPathFail ()
auIDAssocPathFail ()
auAllTrus tedPathUses  ()
auIDAssocPathInvoc ()

 

Audit_FTP_TRP_1

auTrus tedPathFail ()
auIDAssocPathFail ()
auAllTrus tedPathUses  ()
auIDAssocPathInvoc ()
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