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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee

can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Special Report (SR) has been produced by ETSI Technical Committee Electronic Signatures and Infrastructures
(ES).
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1 Scope

The present document details a proposal for ETSI activities related to testing conformance and interoperability
performed in parallel with the building up and promotion of the Rationalized Framework for Electronic Signature
Standardization [i.1].

The critical deliverables, European Standards and Technical Specifications, of the Framework [i.1] that arein
preparation at the time of publication of the present document and whose development, adoption and deployment would
largely benefit from the organization of testing events are identified together with the required conformity testing tools.

An appropriate scheduling of events for testing interoperability and conformance is proposed, to help ensure that a
reasonable amount of implementations are available in the market for being tested and that these tests may actually
impact in due time the standardization process, allowing to fix any problem (interoperability, ambiguity, etc.) presentin
the deliverables under development that are identified during these events.

Finally, a scheduling of conformity testing tools development and deployment is defined, including also
recommendations about when and how they will be made available to the community.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI SR 001 604 "Rationalised Framework for Electronic Signature Standardisation”.

NOTE: This Specia Report includes a description and plans for publication for all the deliverables mentioned in
the present document and not yet available. The reader is adviced that [i.1] at present is under revision
and will be replaced by TR 119 000.

[i.2] CEN CWA 16408: "Testing Framework for Global eBusiness Interoperability Test Beds (GITB)",
February 2012.

NOTE: Available at: ftp://ftp.cen.eu/CEN/Sectorg/List/I CT/CWAS/CWA 16408.pdf.

[i.3] OASIS Standard: "Test Assertions Model Version 1.0".

NOTE: Available at: http://docs.oasis-open.org/tag/model/v1.0/testassertionsmodel -1.0.pdf.
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[i.4]

[i.5]

[i.6]

[i.7]

NOTE:

[i.8]

NOTE:

[i.9]

NOTE:

[i.10]

NOTE:

[i.11]

NOTE:

[i.12]
[i.13]

NOTE:

[i.14]

NOTE:

[i.15]

NOTE:

[i.16]

NOTE:

[1.17]

NOTE:
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Commission Decision 2011/130/EU of 25 February 2011 establishing minimum requirements for
the cross-border processing of documents signed electronically by competent authorities under
Directive 2006/123/EC of the European Parliament and of the Council on servicesin the internal
market.

Commission Decision 2009/767/EC of 16 October 2009 setting out measures facilitating the use of
procedures by electronic means through the 'points of single contact' under Directive 2006/123/EC
of the European Parliament and of the Council on servicesin the internal market.

Commission Decision 2010/425/EU of 28 July 2010 amending Decision 2009/767/EC as regards
the establishment, maintenance and publication of trusted lists of certification service providers
supervised/accredited by Member States.

ETSI TS 102 176-1: "Electronic Signatures and Infrastructures (ESI); Algorithms and Parameters
for Secure Electronic Signatures; Part 1: Hash functions and asymmetric algorithms".

This document will be replaced by TS 119 312.

ETSI TS101 733 (V2.2.1): "Electronic Signatures and Infrastructures (ESl); CMS Advanced
Electronic Signatures (CAdES)".

This document will be replaced by EN 319 122-1.

ETSI TS103173 (V2.2.1): "Electronic Signatures and Infrastructures (ES|); CAJES Baseline
Profile".

This document will be replaced by EN 319 122-2.

ETSI TS 101 903: "Electronic Signatures and Infrastructures (ESI); XML Advanced Electronic
Signatures (XAdES)".

This document will be replaced by EN 319 132-1.

ETSI TS103 171 (V2.1.1): "Electronic Signatures and Infrastructures (ESI); XAdES Baseline
Profile".

This document will be replaced by EN 319 132-2.
I SO 32000-1: "Document management -- Portable document format -- Part 1: PDF 1.7".

ETSI TS102 778-2 (V1.2.1): "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature Profiles; Part 2: PAJES Basic - Profile based on | SO 32000-1".

This document will be replaced by EN 319 142-2.

ETSI TS 102 778-3 (V1.2.1): "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature Profiles; Part 3: PAJES Enhanced - PAJES-BES and PAJES-EPES Profiles'.

This document will be replaced by EN 319 142-3.

ETSI TS 102 778-4 (V1.1.2): "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature Profiles; Part 4: PAJES Long Term - PAAES LTV Profile".

This document will be replaced by EN 319 142-4.

ETSI TS102 778-5 (V1.1.2): "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature Profiles; Part 5: PAJES for XML Content - Profiles for XAdES signatures’.

This document will be replaced by EN 319 142-5.

ETSI TS103 172 (V2.2.2): "Electronic Signatures and Infrastructures (ESI); PAJES Baseline
Profile".

This document will be replaced by EN 319 142-7.
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NOTE:

[i.19]

NOTE:

[i.20]

NOTE:

[i.21]

[i.22]

[i.23]

[i.24]

[i.25]

[i.26]

[i.27]

[i.28]

NOTE:

[i.29]

NOTE:

[i.30]

NOTE:

[i.31]

[i.32]
[i.33]
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ETSI TS102 918 (V1.3.1): "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC)".

This document will be replaced by EN 319 162-2.

ETSI TS103 174 (V2.2.1): "Electronic Signatures and Infrastructures (ESI); ASIC Baseline
Profile".

This document will be replaced by EN 319 162-3.

ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

This document will be replaced by EN 319 612.

ETSI TS 102 231: "Electronic Signatures and I nfrastructures (ESI); Provision of harmonized
Trust-service status information”.

ETSI TS 102 853 (V1.1.2): "Electronic Signatures and Infrastructures (ESI); Signature validation
procedures and policies'.

ETSI EN 319 412-2: "Electronic Signatures and Infrastructures (ESI); Profilesfor Trust Service
Providersissuing certificates; Part 2: Certificate Profile for certificates issued to natural persons’.

ETSI TS 119 412-2 (V1.1.1): "Electronic Signatures and Infrastructures (ESI); Profiles for Trust
Service Providersissuing certificates; Part 2: Certificate Profile for certificates issued to natural
persons”.

ETSI EN 319 412-5 (V1.1.1): "Electronic Signatures and Infrastructures (ESI); Profiles for Trust
Service Providers issuing certificates; Part 5: Extension for Qualified Certificate profile".

ETSI TR 102 038 (V1.1.1): "TC Security - Electronic Signatures and Infrastructures (ESI); XML
format for signature policies".

ETSI TR 102 272 (V1.1.1): "Electronic Signatures and Infrastructures (ESI); ASN.1 format for
signature policies'.

ETSI TS 119 134 (all parts): "Electronic Signatures and Infrastructures (ESI); XML Advanced
Electronic Signature (XAdES) Testing Compliance & Interoperability".

At present only TS 119 134-5 is published, for further details see[i.1].

ETSI TS 119 144 (all parts): "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature (PAJES) Testing Compliance & Interoperability".

At present only TS 119 144-2 is published, for further details see[i.1].

ETSI TS 119 164 (al parts): "Electronic Signatures and Infrastructures (ESI); Associated
Signature Containers (ASiC) Testing Compliance & Interoperability™.

At present only TS 119 164-2 is published, for further details see[i.1].

ETSI TS119 164-2 (V1.1.1): "Electronic Signatures and Infrastructures (ESI); Associated
Signature Containers (ASIC) Testing Compliance & Interoperability; Part 2: Test Suite for ASIC
interoperability test events'.

IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol”.

IETF RFC 3281: "An Internet Attribute Certificate Profile for Authorization".
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in [i.1], [i.2], [i.3] and the following apply
(with precedence, in case of conflict, to the terms and definitions given in the present document):

confor mance testing: process of verifying that a single implementation conforms to the individual requirements of one
or more standards or specifications or profiles

inter oper ability testing: process for verifying that several implementations can interoperate while conforming to one
or more standards or specifications or profiles

NOTE: Derived from[i.2].

Plugfest: interoperability testing event about a standard or a profile where the participants test each other their
implementation

Plugtests: testing events, similar to a plugfest, developed and hosted by ETSI where the participants can test the
interoperability or the conformance of their implementations

NOTE: Theterm"Plugtests' isan ETSI trademark and a general description of Plugtestsis available here:
http://www.etsi.org/services/plugtests/about-plugtests.

profile: agreed upon subset or interpretation of one or more norms or technical specifications, intended to achieve
interoperability while adapting to specific needs of a user community or purpose

NOTE: Derived from[i.2].

test assertion: testable or measurable expression for evaluating the adherence of an implementation (or part of it) to
one or more normative statements in a specification that describe the expected output or behaviour for the
implementation within specific operation conditions, in away that can be measured or tested

NOTE: Derived from[i.3].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in [i.1] and the following apply:

ASN Abstract Syntax Notation

ATSv3 Archive Time-stamp v3 (attribute)

CPR Complete draft for Public Review

DSS-X Digital Signature Services eXtended (OASIS Technical Committee)
EUMS European Union Member State

FTB Final draft for Technical Body approval

LDAP Lightweight Directory Access Protocol

LTA Long Term Attribute

0J Officia Journal

PKI Public Key Infrastructure

PTS Publication of the Technical Specification

RFC Request For Comment

SPR Stable Draft for Public Review

STF Specialist Task Force

TC Test Case

TSA Time Stamping Authority

XSLT eXtensible Stylesheet Language Transformations

ETSI
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4 Technical Approach and Methodology for
Conformance and Interoperability testing

4.1 Introduction to conformance and interoperability testing

The purpose of standardizing systems, services, protocols and interfaces is to enable the inter-working of similar or
associated products made by different manufacturers. The absence of interoperability is often the reason why final
services for which thereis great demand do not come into being.

Interoperability is one of the main goals of standardization and conformance and interoperability testing are
fundamental instrument to achieve this target.

Testing the conformance of an implementation to a standard is considered to be essential in order to verify that this
implementation can interoperate with other implementations that implement the same standard or a complementary one:
in fact the purpose of such testing is to assess how much an implementation of one or more standards or profiles
conformsto the individual requirements provided there.

Conformance testing concentrates on specific implementations, often related to a single standard or set of related
standards. It is unit testing rather than system testing. Conformance tests are executed under controlled conditions using
adedicated test system. Each test case within atest suite is related to one or more conformance requirements or clauses
of the standard, providing for the tester a high degree of control and observability. It is methodical and precise but
limited in scope. It gives ahigh-level of confidence that key components of a system are working as they were specified
and designed to do, but a conformant i mplementation will not necessarily always interoperate with other
implementations.

Interoperability testing in this sense is complementary to conformance testing as it allows the structured testing of
different implementations. It is not the detailed verification of regquirements specified in a conformance test suite but
concentrates on the interactions between different implementations, it is system testing rather than unit testing.

It is most commonly applied to end-to-end testing and shows that functionality is accomplished but not how. It gives
anyway a high-level of confidence that different implementations are able to interoperate increasing the possibility to
also ensure interoperability with other implementations not included in the testing process. But running such
interoperability testing at a plugfest or at a series of plugfests is the most cost effective way to guarantee that the system
has a correct implementation of the standard and will be interoperable with other systems implementing the same
standard.

Conformance and interoperability are complementary and are both important and useful approaches for testing
implementations based on standards.

4.2 Gathering inputs
The present document has been devel oped taking into account:
. the Plugtests events that ETSI ran in the past;

. the critical deliverables of the Framework [i.1] that are in preparation at the time of publication of the present
document;

e theongoing standardization activities and plans to develop these deliverables.
The final aim for analyzing these documentsisto:

. identify the standards whose development, adoption and deployment can mostly benefit from the organization
of testing events,

e  plan the development of the required conformity testing tools.

Also external relevant works on standardization of testing such as[i.2] and [i.3] were considered.

ETSI
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4.3 Standards to be targeted by testing events and criteria to
identify them

The criteria used for identifying the standards that should be targeted by testing events are: the relevance of the
standards to the framework and the expected eagerness of stakeholders to participate in events targeting the standards.
Thefollowing list of standardsis considered to meet the criteria adopted:

. Standards concerning signature formats, in support of the Commission Decision 2011/130/EU [i.4] and future
amendments al so dealing with long term attributes of the signature formats;

. Standards concerning trusted list management and usage, in support of the Commission Decision
2009/767/EC [i.5] and following amendments[i.6];

. Standards concerning Electronic Delivery and other TASPS/T SPs as specified in the new proposed Regulation
. Standards concerning el ectronic procurement and businessin general.

NOTE: A new European Directive is expected on electronic procurement: the conformity and interoperability
testing tools will provide a common basis of tools to be used to guarantee the acceptance of signed
documents in public e-procurement applications especialy in cross border contexts. The testing activities
can also support the requirement of the ongoing standardization activitiesin this field.

At the present stage of the development of the Rationalized Framework for Electronic Signature Standardization [i.1]
some of the standards that could benefit by testing events are not yet developed enough to propose a complete plan for
the production of testing specification, the development of the related testing tools and scheduling testing events; this
includes the specifications for AJES on mobile environment, Electronic Delivery and other TASPS/TSPs, standards
listed in clause 5.1 (table 1) not directly targeted by test events such as Certificate profiles and Signature Policies. Those
standards will be reconsidered and possibly included in a future release of the present document, see also the notein
clause 5.1.

4.4 Criteria to identify the scope of testing events

A testing event can be devoted to signature formats or to the provision of trust services. The contents and the scope of a
testing event are fully specified grouping one or more components. Each component is defined by afull set of the
applicable criteriain the following list:

1) theformat tested;
2) the specific part of the related standard: core specification, baseline profile or other potential profiles;
3) thetype of tests: interoperability or conformance testing;

4) the supporting PKI(s), e.g. asimple PKI, a more complex PKI including one or more hierarchies, areal PKI
supported by the EUMS Trusted Lists infrastructure;

5) theset of teststo be carried out (test suites).

ETSI
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The experience gained from past Plugtests organized and supported by ETSI demonstrated that it was difficult for the
participants to deal with tests on different formats during the same event, for this reason in the present document each
event is always related to asingle format.

On the other hand it is considered beneficial to include in the proposed scheduling of the testing events asin clause 6.2
different testing event components on the same format, according to the expected availability of the tools and the
standards, as this should allow more effective and comprehensive testing events.

4.5 Rules to identify priorities in the testing event scheduling

The scheduling of test events for signature formats specified in clause 7 has been specified giving priority to the
available specifications matching the following criteria:

. long time elapsed since an event on the same format (see annex A for alist of past events);

. the presence of new substantial features in the signature format specification to be tested, that were not present
at the time of the last test event on the same format; or

e theavailability of new substantial features during the ongoing development of the standards;

. updates to the test suites and availability of the related testing tools.

5 Standards targeted for Testing and Testing
Specifications

This clause identifies the standards that are targeted for testing and the Technical Specifications that will be produced to
specify conformance and interoperability testing.

ETSI
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Identification of standards that benefit from Conformance

Table 1 identifies the standards that are expected will benefit from the testing events, according to the criteria specified

in clause 4.3.

Table 1: Targeted standards for Conformance and Interoperability Testing

Deliverable

Current publication

Last Plugtests

Major changes (made or planned) since the
last Plugtests event

CAdES core specification - |TS 101 733 [i.8] V2.2.1 [Nov 2010 Introduction of a new Archive Time Stamp

EN 319 122-2 (see [i.1]) attribute: archive-time-stamp-v3

CAdES baseline profile - TS 103173 [i.9]vV2.2.1 |[N/A N/A

EN 319 122-3 (see [i.1])

XAdES core specification - |TS 101 903 [i.10] Apr 2012 Changes related to the management of signed

EN 319 132-2 (see [i.1]) V1.4.2 ds:Manifest elements in the long term

XAdES baseline profile - TS 103 171 [i.11] Apr 2012 Changes required to align to core specification

EN 319 132-3 (see [i.1]) V2.1.1

PAdES Basic - Profile based |TS 102 778-2 [i.13] Dec 2011

on ISO 32000-1 [i.12] Vv1i.2.1

EN 319 142-2 (see [i.1])

PAdES Enhanced - PAJES- |TS 102 778-3 [i.14] Dec 2011

BES and PAJES-EPES V1i.2.1

Profiles - EN 319 142-3

(see [i.1])

PAdES Long Term - PAdES- |TS 102 778-4 [i.15] Dec 2011

LTV Profile - V1.1.2

EN 319 142-4 (see [i.1])

PAdES for XML Content - TS 102 778-5[i.16] Dec 2011

Profiles for XAdES V1.1.2

signatures -

EN 319 142-5 (see [i.1])

PAdES baseline profile - TS 103 172 [i.17] N/A N/A

EN 319 142-7 (see [i.1]) V2.2.2

ASIC core specification - TS 102 918 [i.18] Dec 2012 It is planned to add long term attributes.

EN 319 162-1 (see [i.1]) Vv1.3.1

ASIC baseline profile - TS 103 174 [i.19] N/A It is planned to align this with the ASIC core

EN 319 162-2 (see [i.1]) V2.2.1 specification to add long term attributes.

Trusted Lists TS 119 612 [i.20] Dec 2009 TS 119 612 [i.20] is mostly based on

EN 319 612 see [i.20] TS 102 231 [i.21] V3.1.2 but with some major
changes

Procedures for Signature TS 102 853 [i.22] N/A N/A

Creation and Validation V1.1.2

EN 319 102 (see [i.1])

Certificate Profile for TS 119 412-2 [i.24] N/A N/A

certificates issued to natural |V1.1.1

persons

EN 319 412-2 (see [i.1])

Extension for Qualified EN 319 412-5 [i.25] N/A N/A

Certificate profile V1.1.1

EN 319 412-5[i.25]

XML format for Signature TR 102 038 [i.26] N/A N/A

Policies EN 319 172-2 V1.1.1

(see [i.1])

ASN.1 format for Signature TR 102 272 [i.27] N/A

Policies EN 319 172-3
(see [i.1]))

V1.1.1
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The standards that are targeted directly by the plugtests events whose planning is proposed in clause 6.2 are the core
specifications and the baseline profiles for all the signature formats (CAdES, XAdES, PAJES and ASIC) and the
Trusted Lists ([i.20]). All the other standards listed can benefit because it is proposed that the test events at a late stage
incorporate test cases and PK1 support for testing them (e.g. use of certificates conformant to the relevant profiles, use
of signature policies, use of the validation process).

NOTE: ETSI/ESI TC will update the present document to propose a plan for development of Technical
Specifications, conformance testing tools and test events for other standards that are not mature enough at
the date of publishing of the present document.

5.2 List of Technical Specifications for Testing Conformance
and Interoperability

This clause lists the set of Technical Specifications defining test suites for testing interoperability and conformance,
against the standards of the Framework [i.1] identified in the previous clause and specifies the scheduling for their
production.

Test execution may require the use of cryptographic agorithms and/or hashing functions, for example when creating
and verifying electronic signatures. The algorithms and/or hashing functions whose use is proposed during a certain test
event execution can be selected according to test specifications and/or during the test event preparation. Itis
recommended that the algorithms and functions selection takes into account [i.7].

5.2.1 CAdES Testing Conformance and Interoperability

A set of Technical Specifications defining test suites for testing interoperability and conformity of CAJES signaturesis
planned, consisting of the following documents.

. TS 119 124 (seei.1l]) "CAdES Testing Conformance& Interoperability”:

- Part 2: Test suites for testing interoperability of CAdES signatures as defined in CAdES core
specification.

- Part 3: Test suites for testing interoperability of Baseline CAdES signatures as defined in the CAJES
Baseline Profile.

- Part 4: Specifications for testing conformance of CAJES Signatures against CAdES core specification.
- Part 5: Specifications for testing conformance of Baseline CAdES Signatures against CAJES Baseline
Profile.
5.2.2 XAdES Testing Conformance and Interoperability

A set of Technical Specifications defining test suites for testing interoperability and conformity of X AdES signaturesis
planned, consisting of the following documents.

. TS 119 134 [i.28]: "XAdES Testing Conformance & Interoperability”:

- Part 2: Test suites for testing interoperability of X AdES signatures as defined in XAdES core
specification.

- Part 3: Test suites for testing interoperability of Baseline X AdES signatures as defined in the XAJES
Baseline Profile.

- Part 4: Specifications for testing conformance of XAdES Signatures against XAdES core specification.

- Reviewed version of Part 5: Specifications for testing conformance of Baseline XAdES Signatures
against XAdES Baseline Profile.
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PAdES Testing Conformance and Interoperability

A set of Technical Specifications defining test suites for testing interoperability and conformity of PAJES signaturesis
planned, consisting of the following documents.

. TS 119 144 [i.29]: "PAdES Testing Conformance & Interoperability”. The following parts will be covered:

5.2.4

Reviewed version of Part 2: Test suites for testing interoperability of PAJES signatures as defined in
PAJES core specification.

Part 3: Test suites for testing interoperability of Baseline PAJES signatures as defined in the PAJES
Baseline Profile.

Part 4: Specifications for testing conformance of PAdES Signatures against PAJES core specification.
Part 5: specifications for testing conformance of Baseline PAJES Signatures against PAJES Baseline

Profile.

AdES signatures in Mobile environments Testing Conformance and
Interoperability

A set of Technical Specifications defining test suites for testing interoperability and conformity of AdES signaturesin
Mobile environments is planned, consisting of the following documents.

. TS 119 154 (seei.1]): "Testing Conformance & Interoperability of AJES signaturesin Mobile environments®.

NOTE:

5.25

No standard is available on AdES signatures in Mobile Environment at the time of publication of the
present document, for this reason in the following clauses in the present document no further details are
provided on the planning for the test specifications and for the related testing events. A new version of
this document will be provided by ETSI/ESI TC when STF458 will make available the required
deliverables. Another identified source of information for the update of this document could be the work
undertaken by OASIS DSS-X Technical Committee, which is planning tests on the DSS protocol, as this
isrelevant to AJES signatures in Mobile environments.

ASIC Testing Conformance and Interoperability

A set of Technical Specifications defining test suites for testing interoperability and conformity of ASIC containersis
planned, consisting of the following documents.

. TS 119 164 [i.30]: "ASIC Testing Conformance & Interoperability”. The following parts will be covered:

Reviewed version of Part 2: Test suites for testing interoperability of ASIC containers as defined in ASIC
core specification.

Part 3: Test suites for testing interoperability of Baseline ASiC containers as defined in the ASIC
Baseline Profile.

Part 4: Specifications for testing conformance of ASiC containers against ASIC core specification.

Reviewed version of Part 5: Specifications for testing conformance of Baseline ASIC containers against
ASiC Baseline Profile.
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5.2.6  Testing Conformance of Trusted Lists

A Technical Specification defining test suites for testing conformity of ASiC containersis planned, consisting of the
following document:

. TS 119 614-2 (seei.1]): Specifications for testing conformance of XML representation of Trusted Lists.

The time schedule for TS production is specified in the table in clause 6.3.

6 Planning of identified activities

6.1 Calendar of activities

Table 2 shows a calendar for al the activities to be carried out by this STF as well as for the proposed test events. The
table has 11 columns, whose descriptions are provided below:

. First column (header " Format / Spec."). It indicates the signature format or the (set of) specification(s) target
of the STF activity. Cellsin this column will stretch over the equivalent to three rows.

. Second column (header " Wor k-plan for™). Cells within this column are used for showing the details of three
different activities to be performed or planned by this STF for the format or (set of) specification(s) indicated
by cells within the first column (as mentioned before, one cell in the first column stretches over the equivalent
of three rows in the table). Each row shows the proposed calendar for a certain type of activity asindicated
below:

- Rows headed by cell " TS" within this column show the calendar that the STF will follow for producing
the ETSI Technical Specifications defining test suites for testing interoperability and conformance
corresponding to the signature format or (set of) specification(s) identified in the stretched cells within
the first column. More details on this planning are available in clause 6.3.

- Rows headed by cell " Software Tools" within this column show the calendar that the STF will follow
for devel oping the software conformance testing tools corresponding to the signature format or (set of)
specification(s) identified in the stretched cell within the first column.

- Rows headed by cell " Proposed Test Events' within this column show the calendar that the STF
proposes for conducting test events for the signature format or (set of) specification(s) identified in the
stretched cell within the first column.

e  Columns3to 11. Each column represents one term of one year. Cells within these columnsidentify, in
conseguence a period of three months. These cellsinclude details of:

- Test events. They are denoted by the legend [ XXX] Event , where [ XXX] indicates the format or (set of)
specification(s) (e.g. "CAdES Event ").

- Milestones. Milestones for the ETSI TS to be produced by the STF are denoted [W]TS-M[Z].
Milestones for the software tools testing conformance are denoted by [W]Tool-M[Z]. [W] identifies the
targeted format or (set of) specification(s), asfollows: "A" for ASIC, "C" for CAdES, "P" for PAdES,
"X" for XAdES, "TL" for Trusted Lists. Finaly [Z] is the milestone number.

Table 2 does not include the formal milestones specified in the STF's terms of reference for these tasks. These
official milestones are established at the end of years 2013, 2014 and 2015.
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Table 2: Calendar of activities related to testing

Specification

under test Work-plan for

2013-Q3 | 2013-Q4 | 2014-Q1 | 2014-Q2 | 2014-Q3 | 2014-Q4 | 2015-Q1 | 2015-Q2 | 2015-Q3 | 2015-Q4

TS 119 164 [i.30]

(all parts) SPIR

CPR FTB PTS

ASIiC Software Tools Atoo Atool-M2 ‘ Atool-M3 ‘

ASiC
Eventk

Proposed Test
Events

ASiC
Eventk

TS 119 124-2 &
TS 119 124-3
see [i.1
TS 119124-4 &
TS 119 124-5
(see [i.1])

Software Tools

SPR CPR FTB PTS

SPR FTB PTS

CAdES
Eventk

CAdES

Ctool-M1 ‘

CAdES
Eventk

Ctool-M3 ‘

Proposed Test
Events

TS 119 134 [.28]

(all parts) Sl

XTS-M1 CPR FTB PTS

XAdES Software Tools 00 Xtool-M2

Proposed Test
Events

XAdES
Eventk

TS 119 144 [i.29]

(all parts) SIER

CPR PTS-M1

Ptool-M1 ‘

PAdES
Eventk

FTB PTS

PAdES Software Tools

Ptool-M2

Proposed Test
Events

TSL

TS 119 614-2
(see [i.1])

Software Tools

Proposed Test
Events

SPR

Trusted
Lists Eventy

CPR

PTS
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Table 3 summarizes the schedule and scope of the proposed testing events.

Proposed scheduling and scoping of testing events

Table 3: Proposed scheduling and scope for testing events

Targeted Proposed date Supporting PKls Interoperability Conformance
specification
CAdES Dec 2013 Simple PKI TC from previous test ATSv3
events + ATSv3
Trusted Lists Feb 2014 Simple PKI N/A Trusted List [i.20]
ASIiC Mar 2014 Simple PKI TC from previous test Basic conformance checks
events +LTA on signatures within the
container
XAdES Sep 2014 Simple PKl and more |TC from previous test XAdES Baseline Profile,
complex PKI events + TC on not distributed XAdES Core
EN 319 102 (see [i.1]) Specification including
management of signed
ds:Manifest in the long term
PAdES Mar 2015 Simple PKI, more TC from previous test PAdES Baseline Profile,
complex PKl and real |events + TC on PAdES Core Specification
PKI supported by EN 319 102 (see [i.1]) + TC |part 2,3 and 4
EUMS TLs on EN 319 412-2 [i.23] and
EN 319 412-5 [i.25]
CAdES Second half Simple PKI, more TC from previous test CAdES Baseline Profile,
2015 complex PKl and real |events + TC on CAdES Core Specification
PKI supported by EN 319 102 (see [i.1]) + TC
EUMS TLs on EN 319 412-2 [i.23] and
EN 319 412-5 [i.25]
ASIC Second half Simple PKI, more TC from previous test ASIiC Baseline Profile,
2015 complex PKl and real |events + TC on ASIC Core Specification
PKI supported by EN 319 102 (see [i.1]) + TC
EUMS TLs on EN 319 412-2 [i.23] and
EN 319 412-5[i.25] + TC on
EN 319 172 (see [i.1])
6.2.1 Proposed testing events for signature formats
Proposed schedule:

1) CAdESinteroperability event, baseline & core specification including the new Archive Time-stamp v3
(ATSv3) attribute, including some conformance testing: December 2013.

2) ASIC currently does not include long term attributes but their specification is already planned to be present in
the related Ens. It is however important to allow implementers to develop and test these attributes at a stage
where the EN production process can still benefit from this feedback. It is then proposed to proceed as follows:

a) Tohaveintermediate publicly available specification for ASIC core specification and baseline profile
available in October 2013 (either asadraft EN or asa TS) including the long term attributes.

b) Implementation by implementers and in parallel development of the test specifications and testing tools.

¢) Haveanew Plugtests event for the core and baseline specification including the new long term attributes

and basic conformance testing tools by march 2014 as detailed in clause 6.1.
3)  XAdES (Sep 2014).
4) PAdES (march 2015).
5) New CAdJES/ASIC eventsincluding full conformance testing (second half 2015).
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6.2.2  Testing events for signature formats TSL Providers
Proposed schedule:
1) TSL (Jan 2014).

NOTE: Thedatefor thisis estimated taking into account that a new Decision updating 2009/767/EC [i.5] is
expected to be published in September 2013 having effect from March 2014 and will be updated when the
actual dates will be available.

6.3 Planning for the production of Technical Specifications for
Testing Conformance and Interoperability

Below follows some production details of the Technical Specifications on testing conformance and interoperability and
the explanation of the acronyms used in the table in clause 6.1 related to the general activity calendar.

SPR: Stable draft for Public Review
At this stage the deliverable is ready to be made available to all the interested parties to gather afirst set of comments.

NOTE 1: The degree of maturity of each deliverable at this stage depends on the production of stable drafts for the
reference deliverables indicated in clause 5.1 and on the requirements for the development of the tools as
identified in clause 6.4. Nevertheless, each part draft should include clear indications of the scope covered
by each test suite.

CPR: Complete draft for Public Review

At this stage the deliverable is complete as specified in clause 5.2 and is made available to al the interested parties to
gather the comments that will be considered for the final version of the deliverable.

FTB: Final draft for Technical Body approval.

At this stage the deliverableis ready for the final approval from the technical approval and, if achieved, can progress to
the publication stage.

PTS: Publicationas TS
At this stage the deliverableis verified for eventual editorial issues and published.

NOTE 2: The SPR for CAdES conformance testing (TS 119 124 (see[i.1]) part 4 and 5) should cover the new
archive-time-stamp-v3 attribute.

NOTE 3: The SPR for ASIC part 4 and 5 should cover at least the conformance testing on containers with asingle
XAdES signature and, for part 4, XAdES signatures managing the signed ds:Manifest elementsin the
long term.

6.3.1 Milestone M1: Stable Draft for Public Review (SPR)
TS 119 124 (seei.1]): "CAdES Testing Conformance & Interoperability”. The following parts will be covered:

. Part 2: Test suites for testing interoperability of CAdES signatures as defined in CAdES core specification.
Test cases covering:

- interoperability with smple PKls
- negative test cases for simple PKls
- signatures lifecycle involving electronic signatures that can remain valid over long periods

. Part 3: Test suites for testing interoperability of Baseline CAdES signatures as defined in the CAdES Baseline
Profile. Test cases will cover the four different conformance levels defined in CAdES Baseline Profile.
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Part 4: Specifications for testing conformance of CAdES Signatures against CAdES core specification. The set
of defined checks will cover CAJES-BES, CAdES-EPES, CAdES-T, CAJES-A (with ATSv2 and ATSv3)
signature formats.

Part 5: Specifications for testing conformance of Baseline CAdES Signatures against CAdES Baseline Profile.
The set of defined checks will cover the four different conformance levels defined in CAdES Baseline Profile.

TS 119 164 [i.30]: "ASIC Testing Conformance & Interoperability”. The following parts will be covered:

Part 2: Test suites for testing interoperability of ASIC signatures update of TS 119 164-2 (V1.1.1) [i.31]
including long term attributes with simple PKIs.

Part 3: Test suites for testing interoperability of Baseline ASiC containers as defined in the ASIC Baseline
Profile. Test cases will cover the four different conformance levels defined in ASIC Baseline Profile.

Part 4: Specifications for testing conformance of ASIC containers against ASiC core specification. Complete
set of test assertions for the ASiC core specification.

Part 5: Specifications for testing conformance of Baseline ASiC containers against ASIC Baseline Profile.
Complete set of test assertions for the four different conformance levels defined in ASIC Baseline Profile.

TS 119614 (see[i.1]) Testing Conformance & Interoperability of Trusted Lists:

Part 2: Specifications for testing conformance of XML representation of Trusted Lists.

Test assertions covering the parts of the European Standard that specify the European Trusted Lists. No test
assertions will appear for testing requirements for Trusted Lists issued outside the EU.

TS 119 144 [i.29]: "PAdES Testing Conformance & Interoperability”. The following parts will be covered:

Part 2: Test suites for testing interoperability of PAJES signatures as defined in PAJES core specification.
Test cases covering:

- interoperability with simple PKls
- negative test cases for simple PKls
- signatures lifecycle involving electronic signatures that can remain valid over long periods

Part 3: Test suites for testing interoperability of Baseline PAJES signatures as defined in the PAJES Baseline
Profile. Test cases will cover the four different conformance levels defined in PAJES Baseline Profile.

Part 4: Specifications for testing conformance of PAdES Signatures against PAJES core specification. The set
of defined checks will cover the PAJES Basic, PAJES-BES, PAJES-EPES, PAJES-T, PAJES-LTV signature
profiles.

Part 5: Specifications for testing conformance of Baseline PAJES Signatures against PAJES Baseline Profile.
The set of defined checks will cover the four different conformance levels defined in PAJES Baseline Profile.

Test suites for XAdES (TS 119 134 [i.28]):

Part 2; Test suitesfor testing interoperability of XAdES signatures as defined in X AdES core specification.
Test cases covering:

- interoperability with simple PKls

- negative test cases for simple PKls

- signatures lifecyclesinvolving three steps: signature generation, signature upgrade and signature
arbitration

Part 3; Test suitesfor testing interoperability of Baseline X AdES signatures as defined in the X AJES Baseline
Profile.
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Test cases covering:
- interoperability with simple PKls
- negative test cases for simple PKls

- signatures lifecycles: involving three steps: signature generation, signature upgrade to different
conformance levels, and signature arbitration

. Part 4: Specifications for testing conformance of XAdES Signatures against X AdES core specification.
Test assertions for non distributed incorporation of qualifying properties of XAdES.
0 Part 5: specifications for testing conformance of Baseline X AdES Signatures against XAdES Baseline Profile.

Complete set of test assertions for the XAdES Baseline Profile.

6.3.2 Milestone M2: Complete Draft for Public Review (CPR)

All the TSswill fully cover at this stage the content specified in clause 5.2 and the comments received after their first
public review (SPR) and will be ready for the second public review.

6.3.3 Milestone M3: Final Draft for approval (FTB)

All the TSs will be amended according to the comments received from the second public review and be ready for the
final approval by the ESI TB.

6.4 Production plan for conformity testing tools development

In order to maximize stakeholders benefit, the test events scheduled should incorporate interoperability and
conformance testing. In consequence, the conformance testing tools development calendar should be aligned with the
test events calendar. Although it will be impossible to use complete versions of the aforementioned conformance testing
toolsin all the events, their development calendar should ensure that in all the events the stakeholders could use partial
versions alowing them to test conformance against certain critical aspects of the specifications being targeted at those
events. Obvioudly, the last events scheduled in the calendar should be supported by full versions of the corresponding
conformance testing tools.

Below follows a detailed explanation of the plan for the development of the software conformance testing tools, based
on the calendar contained in clause 6.1. Thisplan is presented in atabular form. The table identifies al the internal and
official milestones, the due date, the format or (set of) specification(s) affected, and details of the milestones. This table
shows both internal and official milestones aforementioned. This table actually refines the official milestones, whichin
the STF terms of reference were left open because the devel opment calendar strongly depends on the test events
calendar.

Table 4: Plan for conformity testing tools development

Milestone Format /

Milestone Due date Details
Type Spec.
Ctool-M1 Internal Last term of CAdES Before the actual conduction of the test event on
milestone | 2013. Ready CAdES an initial version of the CAdES conformance
for the testing tool will be ready. It will incorporate, at least the
CAdES test following features:
event. e Conformance testing against the new

archive-time-stamp-v3 attribute.
e Trace of the contributions to archive-
time-stamp-v3's message imprint
computation.
These features should accelerate the correct
implementation of the aforementioned attribute.
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Milestone

Milestone
Type

Due date

Format /
Spec.

Details

Atool-M1

Internal
milestone

First term of

2014. Ready

for first ASIiC
test event.

ASIC

Due to the fact that this test event is scheduled very
early, the ASiIC conformance testing tool will be in a
very early stage. The STF opted for quickly testing the
new long-term related attributes, instead delaying the
test event for also incorporating a more evolved
conformance testing tool.

This results in that for this test event it is planned that
the tool will be able to do some conformance testing on
individual XAdES signatures. The foreseen set of tests
are those required for XAdES Baseline Profile. In
consequence the tool will not be able to carry out
conformance testing on the internal structure of the
package or on the interrelationships between the
different files, etc. All these tests will be incorporated in
ulterior phases of the development.

M1

Formal STF-
459
Milestone

End
December
2013

ASIC,
XAdES,
CAdES,

Trusted Lists

Hereby, this formal STF-459 milestone is refined as
follows:

e CAdES conformance testing tool will be able
to perform conformance testing against the
new archive-time-stamp-v3 attribute;
and to trace the contributions to archive-
time-stamp-v3's message imprint
computation.

e ASIC conformance testing tool: on its way for
being able to carry, on XAdES signatures
found within the package, the set of tests
required for testing conformance against
XAdES Baseline Profile. Not yet completed
by the indicated date.

e Trusted Lists conformance testing tool: on its
way to being able to test conformance of EU
Trusted Lists against the latest version of
[i.20] "Trusted Lists". Tests on non EU TLs
will not be incorporated at this stage.

TLTool-M1

Internal
milestone

First term of
2014. Ready
for first TL
test event.

Trusted Lists

A complete Trusted Lists conformance testing tool is
planned for this first Trusted Lists test event. At this
point in time this tool will only test conformance against
the part of the European Standard specifying
European Trusted Lists. No conformance test will be
done on requirements for Trusted Lists issued outside
the EU.

Xtool-M1

Internal
milestone

Mid 2014.
Ready for
first XAdES
event

XAdJES

At this time, the STF is aiming to have completed the
two following tools:

e Complete XAdES Baseline Profile
conformance testing tool, targeting
specifications in EN 319 132 (see [i.1]) Part 3
(standard version of former
TS 103 171 [i.11)).

e Complete XAdES conformance testing tool
targeting specifications in
EN 319 132 (see [i.1]) Part 2 (standard
version of TS 101 903 [i.10])

These tools should be used during the test event
proposed for this term. The STF will, after this event,
keep working on the tools until the end of the project
for both, keeping them aligned with any potential
change in the reference specifications and for dealing
with any issue uncovered during the aforementioned
test event.
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Milestone

Ptool-M1

Milestone
Type

Internal
milestone

Due date

First term
2015

Format /

Spec.

Details

At this time the STF is aiming to have completed a first
version of the two following tools:

e Complete PAJES Baseline Profile
conformance testing tool, targeting
specifications in EN 319 142 (see [i.1]) Part 7
(standard version of former
TS 103 172 [i.17)).

e Complete PAJES conformance testing tool
targeting specifications in EN 319 132
(see [i.1]) Parts 2, 3, and 4 (standard version
of TS 102 778 [i.13] Parts 2, 3 and 4).

These tools should be used during the test event
proposed for this term. The STF will, after this event,
keep working on the tools until the end of the project
for both, keeping them aligned with any potential
change in the reference specifications and for dealing
with any issue uncovered during the aforementioned
test event.

Ctool-M2

Internal
milestone

Second term
of 2015

CAdES

At this time the STF is aiming to have completed a first
version of the two following tools:

e Complete CAdES Baseline Profile
conformance testing tool, targeting
specifications in EN 319 122 (see [i.1]) Part 3
(standard version of former TS 103 173 [i.9]).

e Complete CAdES conformance testing tool
targeting specifications in EN 319 122
(see [i.1]) Part 2 (standard version of
TS 101 733 [i.g)).

These tools should be used during the test event
proposed for this term. The STF will, after this event,
keep working on the tools until the end of the project
for both, keeping them aligned with any potential
change in the reference specifications and for dealing
with any issue uncovered during the aforementioned

test event.
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. Milestone Format / .
Milestone Type Due date Spec. Details
Atool-M2 Internal Third term of ASiC At this time the STF is aiming yo have completed a first
milestone 2015 version of the two following tools:

ETSI

e Complete ASIC Baseline Profile conformance
testing tool, targeting specifications in
EN 319 162 (see [i.1]) Part 3 (standard
version of former TS 103 174 [i.19]).
e Complete ASIC conformance testing tool
targeting specifications in EN 319 162
(see [i.1]) Part 2 (standard version of
TS 102 918 [i.18]).
These tools should be used during the test event
proposed for this term. The STF will, after this event,
keep working on the tools until the end of the project
for both, keeping them aligned with any potential
change in the reference specifications and for dealing
with any issue uncovered during the aforementioned

test event.
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Annex A:
History of ETSI/ESI Plugtests

A.1  AdES Signature Plugtests

ETSI has organized 10 Interoperability Plugtests Eventsin the past. The first two were not remote and participants were
required to travel to Sophia Antipolis and stay one week in ETSI's headquarters.

The first Plugtests Event was a face to face Event and took place in 2003 from 3 to 7 November, where a number of
XAdES implementers tested the interoperability of their XAdES products, had discussion on different aspects of the
specification and rose recommendations for future standardization activities. Between 2003 and 2004 ETS| TC ESI
reviewed X AdES specifications and, based on feedback got from implementers, XAdES v1.2.2 was published in
April 2004.

The 2™ Plugtests Event also was a face to face Event. It also was ajoint PKI-XAdES Plugtest Event and took placein
Sophia-Antipolis from 24 to 28 May 2004. Based on the feedback coming from this event and from other sources, ETSI
TC ESI produced XAdES v1.3.2.

The 3 X AdES Plugtests Event was a remote Event supported by the ETSI Remote Plugtest Portal on (http:/xades-
portal.etsi.org). Around thirty different entities participated in that event, which was conducted from 3 to 18
March 2008.

All the following Electronic Signatures events have been performed remotely, using a dedicated web portal, which has
been continuously improved to fulfil the needs and regquirements of the participants. It has been demonstrated along the
yearsthat it is an effective way to reduce costs for participants avoiding travel to the event. Moreover, asthe testing is
not real time, the companies from different time zones can participate effectively.

The 4™ Plugtests Event, held between 8 and 18 September 2008, was a remote Event supported by an enhanced version
of ETSI's Remote Plugtest Portal, offering cryptographic materials and PKI1-related Online services (Certificates, CRL,

Time-stamp Authority server, OCSP responders, LDAP, etc.). Aninternal chat tool has aso been implemented to allow
easy and efficient communication between participants during the event.

The 5" Plugtests Event was held from 16 to 27 February 2009. It was a combined X AdES and CAJES i nteroperability
remote event, testing XAdES TS 101 903 [i.10] V1.3.2 and CAJES TS 101 733[i.8] 1.7.4.

The 6™ Plugtests Event held from 25 October to 22 November 2010 was a combined X AdES and CAdES
interoperability remote event. The test scenarios were based on previous event with additional new testcases and the
support of the new specifications XAdES[i.10] V1.4.1 and CAdES[i.8] V1.8.1. There were 27 different organizations
and 66 people participating in the event.

In answer to the European Commission Mandate 460 on Electronic Signatures Standardization, ETSI hasinitiated
severa Specialist Task Forces projects (STF). The STF 428 addressed the needs of Testing activities being performed
rapidly leading to a quick and easy improvement of the functionality of the existing e-Signature standardization
deliverables, bringing them up to date with current practices. One of the purposes of the STF428 was to prepare a
interoperability test event on PAJES, ASIC and to produce atool to verify the conformity of signatures to the XAdES
Baseline Profile.

Following the STF 428, ETS| has organized the first Remote Plugtests Event on PAJES (TS 102 778 part 2 [i.13],
part 3 [i.14], part 4 [i.15] and part 5 [i.16]), held from 24 November to 19 December 2011. There were 38 different
organizations and 75 people participating in the event.

In 2012, ETSI organized a XAdES Remote Plugtests Event from 14 March to 13 April 2012. It gathered 27 different
organizations and 51 people participating in the event. The event aimed to conduct interoperability test cases on XAdES
signatures (TS 101 903 [i.10]), including the XAdES Basdline Profile (TS 103 171 [i.11]).

In addition to the Interoperahility, the X AdES baseline profile conformance checker tool produced by STF 428, was
provided to the participants to perform conformance testing.

ETSI


http://xades-portal.etsi.org/
http://xades-portal.etsi.org/

26 ETSI SR 003 186 V1.1.1 (2013-12)

Finaly, still asan outcome of the STF 428, ETSI organized the first remote Plugtests Interop event for ASiC Signatures
from 19 November to 7 December 2012. This Remote event aimed at conducting interoperability test cases on ASIC
signatures (Associated Signature Container TS 102 918[i.18]), including a set of specific test cases as defined in the
Test Suite TS 119 164-2 [i.31]. It provided full test coverage of the specification related to the ASiC standard, including
both Simple and Extended container forms with CAdES and XAdES signatures. 13 different organizations and

26 people participated in the event.

A.2  TSL Plugtests and Conformance tools

In 2009, ETSI and the European Commission have organized an Interoperability event of TSL (Trust-service Status
List) TS 102 231 [i.21], from 19 October to 28 December 2009. For this occasion, the Electronic Signatures Plugtests
portal has been fully updated with new functionalities and dedicated tools. This event allowed restricted Member State
representatives to test the conformity and interoperability of the Trusted Lists that the Member States have created in
accordance with Commission Decision 2009/767/EC [i.5] and TS 102 231 [i.21] V3.1.1. Asaresult of the plugtest a
number of issues were fixed and TS 102 231 [i.21] V3.1.2 was published in December 2009.

There were 22 organizations participating in the event including 20 Member States and ETS| and European
Commission representatives. This makes atotal of 64 personsinvolved in the daily activities of the event.

Following the outcomes of the ETSI TSL Interoperability event end of 2009, it was demonstrated that some technical
changes are needed in the technical specificationsin the Annex to Decision 2009/767/EC [i.5], to ensure functioning
and interoperable trusted lists.

The Commission has published the Commission Decision 2010/425/EU of 28 July 2010 amending Decision
2009/767/EC [i.5] as regards the establishment, maintenance and publication of trusted lists of certification service
providers supervised/accredited by Member States (OJ L 199 of 31.07.2010)".

ETSI continued its work on Trust-service Status List (TSL) signatures testing in cooperation with the European
Commission (EC) by providing a portal containing several tools to alow Member Statesto modify their Trusted Lists
to make them compliant with the amended Decision and to check their conformity to the new Trusted List Technical
Specifications.
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Annex B:
ETSI/ESI Plugtests

B.1  Plugtest Portal

Since March 2008, all the Electronic Signatures interop events have been conducted remotely, using a dedicated portal
developed by ETSI, alowing signature exchanges between participants and offering cryptographic materials and PK-
related Online services.

The portal has usually two different parts, namely one public part, that anybody may visit, and a private part accessible
only for the participants subscribed to the Plugtests event.

B.1.1 Public part of the portal

PLUGTESTS © ‘ Electronic Signature Plugtests Portal

INTEROP EVENTS [

Plugtests Portal ETSI Centre for Testing and Interoperability (CTI) is organizing a new Remote Plugtests Interop events for XAdES
Signatures from 14th March to 28th March 2012.

For Electronic Signature

This Remote event aims at conducting interoperability test cases on XAdES signatures (TS 101 903) and the XAdES
Baseline Profile (TS 103 171). The XAdES 2012 Plugtests event aims to conduct interoperability test cazes on XAJES
signatures (TS 101 903), including the XAJES Baseline Profile (TS 103 171). This testing will provide full test coverage of

Fiume the both specifications including testing signatures evolution, simulating real life situations.
Mailing List
Registration This Plugtests event will enable participants to conduct 4 types of tests (Interoperability and Conformance):
ETSI Plugtests events Web site 5 i 2 o
# Generation and cross-verification (Positive) tests
Past Events S 3
#» Only-verification (Negative) tests
Plugtests Team ® Signature Upgrade tests
Login to XAdES Plugtests Area #» Conformance testing on XAdES Baseline Profile signatures

The purpose of these events is:

To enable participants to assess the level of interoperability of XAdJES.

To identify additional issues that should be taken into account in future XAdES standardisation activities.

To improve the quality of XAdJES specifications.

To ease the introduction of XAdJES signatures, by providing the means to solve interoperability problems before
widespread deployment..

* Remote XAdES Plugtests 14 March - 28 March 2012

Click hereFor registration

E m\(((%))j\ World Class Standards i e m'ph!::::i::‘:

Figure B.1: Public page screenshot (XAdES 2012)

As mentioned above, this part remains as it was for previous events. It includes the following contents:

e  The Plugtests page, providing some more details on the event itself, namely targeted specification, targetted
audience, some general info on how to conduct such events, etc.

e  TheMailing List page, providing some details on public mailing list support provided by the portal for
facilitating exchange of information.
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e  The Registration page, providing details on the Plugtests registration process.

e  The Presentation of the Plugtests team.

e  ThePresentation of some past events (XAdES, CAdES, PAJES, etc.).

e Theloginto Plugtests Area page, accessto the protected area of the portal.

B.1.2 Private part of the portal

This part isvisible only for the participants of the Plugtests event. It is structured in three main areas:

. Common area. This area contains a number of pages that provide generic information to the participants,
which isrelevant to participants of signature interoperability tests.

. Signature specific area. This area contains a number of pages that support the interoperability tests on tested

Signature.

e  Signature Conformance Checker tool. This area provides atool for verifying the conformity of signatures.

PLUGTESTS 7

INTEROP EVENTS b~

Plugtests Portal

For Electronic Signature

Clauses below provide details of the contents of these pages.

| Electronic Signature Plugtests Portal

Conducting Plugtest

Common XAdES

Conducting Plugtests
Interactions with portal
Downloading material
Generation & cross-verif.
Upgrade & arbitration
Only verification
Baseline Profile Conformity

Cryptographic Material

Online PKI services details

Online PKI Services access

Online TSP Services access

Onling TSP Services for XAdES 142

Attribute Certificate Issuance

Attribute Certificate Request

Participants' List

Meeting Support

Presentations

Chat

Public pages

XAdES 2012

Test Case= Definition Language
Test Cases

Verification Reports

Stats per Form

Upload

Download

Test Data Directary

XAdES Conformance

XAdES Baseline Conformance
Checker
XAdES Baseline Statistics

Contents
1. Introduction

2. Types of tests
3. Versions of XAdES tested

4. Before starting the plugtest

5. Conducting generation and cross-verification tests
6. Conducting upgrade and arbitration tests

7. Conducting only-verification tests

8. Conducting XAdES Baseline Profile conformity tests

1. Introduction
This page provides generic information on the plugtest, namely: the types of interoperability tests that the participants
will be able to conduct, and a high-level description of how they may conduct tests using the XAdES plugtest portal.
2. Types of tests
This plugtest allows to conduct three types of tests:
* Generation and cross-verification (a.k a. Positive) tests.
Each participant is invited to generate a certain set of valid XAJES signatures with certain characteristics (generation). The rest of

participants are invited afterwards to verify these signatures (cross-venfication). The plugtest portal automatically generates an
updated set of interoperability matrixes that all the participants may access.

Only-verification (a.k.a. MNegative) tests.

ETSI has generated a number of invalid X¥AdJES signatures (the so-called "negative testcases”) by different reasons. Each
participant may, at her own discretion, try to verify these signatures, checking in this way that the corresponding tool actually
detects that the signature is not valid.

-

Signatures Upgrade and Arbitration (a.k a. Positive) tests.

In this type of tests a simple form of XAdES (XAdES-BES for instance) will be generated by one participant A (acting as signer). A
different participant B (acting as verifierfarchival system) will verify the aforementioned signature and will upgrade it to a more evolved
form (to XAdES-X). Finally, the participant A (acting now as if she was an arbitrator) will take the upgraded signature and will verify it
as an arbitrator would do.

Figure B.2: Private page screenshot (XAdES 2012)
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B.1.2.1 Contents of Common area of Private part

B.1.2.1.1 Conducting plugtests information pages

The Conducting Plugtests pages provide detailed explanations on how to conduct interoperability and conformance tests
on signatures during the event.

Four types of tests are usually provided at the Plugtests events:
e  Generation and cross-verification (a.k.a. Positive) tests.
. Only-verification (a.k.a. Negative) tests.
. Signatures Upgrade and Arbitration tests.
e  Signatures Conformance Checking tools.

It also provides high level descriptions of the steps that participants need to perform for conducting the three different
types of interoperability tests aforementioned and the Conformance checker tool.

Therest of pages of the set provide details on:

. How to download material from the portal for starting conducting the Plugtests (Downloading material
page). Thismaterial is usually azip file enclosing awell defined folder structure containing both signatures
and verification reports on signatures.

. How to generate signatures and to upload them to the corresponding section of the portal so that the rest of
participants at the interoperability tests may download and verify them (Generating Signatures page).

. How to verify other participants' signatures, report on verification results and uploading of these reports to the
portal so that the portal keeps track of the current status of the Plugtests (Verifying Signatures page).
B.1.2.1.2 Cryptographic material pages

The Cryptographic Material pages provide details on the cryptographic material that the participants have to deal with
while conducting the Plugtests and also on the trust frameworks specified for this Plugtests event.

This cryptographic material consists of:

. P12 files containing private keys and their corresponding certificates for generating and verifying test cases
signatures.

. Certificate files containing the CA certificates up to atrust anchor represented by the root CA. These
certificates are published in the LDAP server and in the HTTP server deployed in the Plugtests portal.

. CRLs issued by the Cas operating in the Plugtests trust frameworks. These CRLs are re-issued severa times
during the Plugtests with a certain periodicity, so that all of them are up to date. The CRLs are published in the
LDAP server and in the HTTP server deployed in the Plugtests portal.

e  Thecertificate for the Time-stamping server issued by the root CA. As above, this material is published in the
LDAP server and in the HTTP server deployed in the Plugtests portal.

The portal deploys trust frameworks for the plugtest, each one having a different Root CA. Within each trust framework
different scenarios are defined. ETSI will define groups of test cases for each scenario.

Participants will use the cryptographic material in a certain scenario for generating (and/or verifying) the signatures
corresponding to this group. In consequence each scenario will incorporate a set of cryptographic items that the
participants will use while working with one of the aforementioned groups of test cases.

Each CA also provides OCSP responses reporting the status of the certificates issued by that CA. In addition to that,
each CA issued CRL s reporting the revoked certificates.

The portal also includes a Timestamping Authority able to generate time-stamp tokens on request by the participants.
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B.1.2.1.3 Online PKIl-related services pages
The Plugtests portal incorporates a number of online PKI-related services.

The Online PK | services details page describe all of them and provides details on how the participants may access
them.

The on-line PKI-related services deployed are listed below:

. CA-related services. This service provides issuance of certificates, generation of CRLSs; publication of CRLs.
Participants should use this service for getting their corresponding certificates for generating signatures.

e  Time-stamp Authority server. This server generates RFC 3161 [i.32] time-stamp tokens as per request of the
participants in the plugtest.

. OCSP responder s, which are able to generate OCSP responses to OCSP requests submitted by the
participants on the status of a certain certificate generated by the ETSI portal infrastructure. During this
Plugtest, these OCSP responders are actually the Cas issuing certificates (Direct Trust Model).

. LDAP server. This server acts as central repository for CA and TSA certificates, and CRLS.

. Http server. This server acts as alternative central repository for CA and TSA certificates, and CRLs.
This page aso contains alink to a Java class implementing basic login/password authentication mechanism required for
accessing these services, so that participants had not to devel op such a mechanismsin their tools.
B.1.2.1.4 Attribute certificate issuance page

Depending on the testing, the participants may need X509 V2 attribute certificate (RFC 3281 [i.33]) for their signing
public key certificate. The private key and certificate of the attribute authority which issues your attribute certificate can
be found in the CryptographicMaterial.

Thus the participants can issue their own attribute certificate for themselves by some security toolkits. However the
Plugtests service can also issue the attribute certificate if participants need. The portal has integrated atool allowing
participants to upload their X509 certificates and generate the corresponding attribute certificates.

B.1.2.2 Contents of Signatures Interop Specific areas of Private part

The portal contains, within the private part of the portal, a specific areafor Signature specification that is tested in these
Plugtests.

B.1.2.2.1 Test Cases Definition Language

These pages describe the structure of a signature test case definition. It isintended to be a smple and straight forward
way to define all necessary inputs for the creation of a signature.

B.1.2.2.2 Test Cases pages
These are pages containing documents with the complete specification of the test cases for Signature specification.

The documents are written in XML and incorporate XSLT stylesheets and javascript technologies. These technologies
alow:

. To browse the aforementioned test definition documents and build pieces of text and tables corresponding to
each test case within this document.

. To browse reports of verification (smple XML documents) of each single signature verified by each
participant, process them and keep up to date the interoperability matrixes, which show what signatures of
each participant have been verified by what other participants and the results of such verifications.
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The test case document actually incorporates the whole set of interoperability matrixes resulting from the uploading of
the participants of their verification report. It is worth mentionning that XSLT and javascript technologies alow that
each time a participant uploads a set of signatures and/or verification reports, the interoperability matrixes shown within
the signature test case document, are updated, so that participants always see the up to date information on
interoperability tests carried so far.

B.1.2.2.3 Individual verification reports

This area contains a page where each participant may find its own interoperability matrixes, i.e. matrixes that report the
verification results obtained by the rest of the participants after trying to verify each of hig’her signatures.

These matrixes include links to the signature files and to the verification report files, as well an indication of the
verification result.

Each participant has access from the main page of the portal to their own verification reports page, and from there, each
participant may directly accessto the verification reports pages of the rest of the participants.

B.1.2.24 Upload pages
This area contains a page that participants use for uploading their signatures and/or verification reports.
The Upload pages provide mechanisms for uploading new signatures, new verification reports or both.

Once uploaded, the portal re-builds a new downloading package and makes it available for al the participants at the
Download page. Within this package, participants will find all the signatures and verification reports generated up to
that instant in the Plugtests. It isaway to archive all the different uploads and keep a complete history of the Interop
testing of the event.

Asit has been aready mentioned, the upload of a package has the immediate effect of updating the corresponding
interoperability matrixes and the individual verification reports within the suitable specific area.
B.1.2.2.5 Download pages

This area contains a page that participants use for downloading the corresponding initial package that includes
cryptographic material, test-definition files, and afolder structure suitable for uploading signatures and verification
reports.

These pages are also used for downloading the whole material generated by the participants at a certain instant of the
plugtest, including all the signatures and verification reports generated so far.
B.1.2.2.6 Test data directory pages

The page is used by the participants for browsing the folders structure where the portal stores the signatures and the
verification files generated by all the participants.

This allows a detailed inspection of the files uploaded in a certain instant to the portal.

B.2  Conducting ETSI/ESI Plugtests

B.2.1 Introduction

The present document provides details on how the participants need to interact with the portal for conducting the
different types of interoperability tests, namely:

e  Generation and cross-verification (a.k.a. Positive) tests.
Each participant isinvited to generate a certain set of valid signatures with certain characteristics (generation).
The rest of participants are invited afterwards to verify these signatures (cross-verification). The Plugtests
portal automatically generates an updated set of interoperability matrixes that all the participants may access.
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. Only-verification (a.k.a. Negative) tests.
ETSI has generated a number of invalid signatures (the so-called "negative testcases') by different reasons.
Each participant may, at their own discretion, try to verify these signatures, checking in this way that the
corresponding tool actually detects that the signature is not valid.

. Signatures Upgrade and Arbitration tests.
In thistype of test asimple form of AJES (XAdES-BES for instance) will be generated by one participant A
(acting as signer). A different participant B (acting as verifier/archival system) will verify the aforementioned
signature and will upgrade it to amore evolved form (to XAdES-X for instance). Finally, the participant A
(acting now asif they were an arbitrator) will take the upgraded signature and will verify it as an arbitrator
would do.

e  Signature Conformance Checking tools.
The portal incorporates an AJES conformity-testing tool, which tests conformity of signatures against the
requirements defined in the standard.

B.2.2 Generation and Cross-verification

Figure B.3 shows two participants interacting with the portal for downloading the material present in the portal, locally
performing the required operations for signature generation and cross-verification plugtests type, and uploading to the
portal the obtained results.

Package contains:

‘ {% Cryptographic material for differentscenarios

=]
‘ ‘ ¥
In‘

! { Test cases pre-uploaded to the plugtest portal

Figure B.3: Generation and Cross-verification process

Each participant:

downloads the initial package containing cryptographic material, pre-generated signature corresponding to the
only-verification test cases, and the xml files specifying the different test-cases.

locally runs the corresponding generation and cross-verification testcases with the suitable cryptographic
material included in thisinitial package locally on their equipment and with their own tools. Two types of
operation are possible here: generation of signature or verification of other participants' signatures.

3
uploads the results to the Plugtests portal. Two types of results are possible for this type of test: generated
signatures or other participants' verification reports.
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B.2.3 Only Verification

Figure B.4 shows one participant interacting with the portal for downloading the material present in the portal, locally
performing the required operations for the only verification test sets, and uploading to the portal the obtained results.

Figure B.4: Only verification process

Each participant:

downloads the initial package containing cryptographic material, and the pre-generated signatures
corresponding to the only-verification test cases, and the xml files specifying the different test-cases.

locally runs the corresponding only verification testcases with the suitable cryptographic material included in
thisinitial package locally on their equipment and with their own tools.

3
uploads the verification reports obtained in the former step to the Plugtests portal.

B.2.4 Upgrade and Arbitration test

Figure B.5 shows 3 participants interacting with the portal for conducting the signature upgrade and ar bitration
interoperability tests.
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Figure B.5: Only verification process

Step 1 and 2: Participant-A generates a signature according to a certain test case and A uploadsit to the Plugtests portal .

Steps 3 to 5: Participant -B downloads the original signature generated by Participant -A and upgrades it to a more
complex form. He uploads it to the portal.

Steps 6 to 8: Participant -C acts as an arbitror. He takes the upgraded signature as generated by Participant -B, verifies
it, generates a verification report and upload it to the Plugtests portal.
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