Annex A (normative):	Implementation Conformance Statement (ICS) proformas


Notwithstanding the provisions of the copyright clause related to the text of this ETS, ETSI grants that users of this ETS may freely reproduce the ICS proforma in this annex so that it can be used for its intended purposes and may further publish the completed ICS.


This annex starts with the scope (A.1) and abbreviations (A.2). Next the following proformas are given:


-	ICS proforma for UPT cards used for two way strong authentication (A.3);


-	ICS proforma for card reading terminals supporting UPT (A.4);


-	ICS proforma for the AE (A.5).





A.1	Scope


This annex provides the Implementation Conformance Statement (ICS) proformas for the security mechanisms specified in this ETS. To evaluate conformance of a particular implementation, it is necessary to have a statement of which capabilities and options have been implemented. Such a statement is called an Implementation Conformance Statement (ICS). This ICS is in accordance with the requirements and the guidelines given in ISO/IEC 9646�7 [3] and ETS 300 406 [4].


The completed proformas is a means for the SP of a UPT system to formulate the requirements on UPT implementations or to decide whether an existing implementation meets the requirements. They detail in tabular form the mandatory and optional capabilities for implementations.


Only the capabilities relating to interoperability and overall security requirements of UPT Phase 2 are treated here. The UPT card, the authenticating entity and the card reading terminal supporting UPT are treated as different implementations with their respective proformas.


A supplier of implementations of security components which are claimed to conform to this ETS is required to complete a copy of the relevant ICS proforma provided in this clause and is required to provide the information necessary to identify both the supplier and the implementation.


If it claims to conform to this ETS, the actual ICS proformas to be filled in by a supplier shall be technically equivalent to the text of the ICS proformas given in this annex, and shall preserve the numbering/naming and ordering of the proforma items.


A.2	Abbreviations


Status column


The following notations, defined in ISO/IEC 9646�7 [3], are used for the status column:


m	mandatory - the capability is required to be supported.


o	optional - the capability may be supported or not.


n/a	not applicable - in the given context, it is impossible to use the capability.


x	prohibited (excluded) - there is a requirement not to use this capability in the given context.


o.i	qualified optional - for mutually exclusive or selectable options from a set. "i" is an integer which identifies an unique group of related optional items and the logic of their selection which is defined immediately following the table.


ci	conditional - the requirement on the capability ("m", "o", "x" or "n/a") depends on the support of other optional or conditional items. "i" is an integer identifying a unique conditional status expression which is defined immediately following the table.


�
A.3	ICS proforma for UPT cards used for two passstrong authentication


A.3.1	Introduction


The purpose of the ICS proforma is to submit suppliers and implementers with a questionnaire or checklist. This should be completed in order to state conformance with the requirements put forward in the relevant ETS.


A.3.2	Identification of the implementation, product supplier and test laboratory client


For administrative purposes the actual ICS shall identify:


-	the implementation;


-	the supplier or client of the test laboratory that is to test the implementation;


-	the person to contact if there are any queries regarding the ICS.





A.3.3	Identification of the ETS


This ICS proforma applies to ETS 300 790.


A.3.4	Global statement of conformance


The implementation described in this ICS meets all the mandatory requirements of the referenced ETS.


(   )  Yes


(   )  No


NOTE:	Answering "No" to this question indicates non-conformance to the UPT security architecture. Non-supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming.


A.3.5	Main features


Table A.1: UPT card


A1�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Value(s) supported�
�
1�
Sensitive information is physically and logically protected in the card�
5.1.3�
m�
�
---�
�
2�
CHV is implemented �
5.2.2�
m�
�
---�
�
3�
An individual authentication key is stored in each card�
7.1�
m�
�
�
�
4�
A PUI is stored in each card�
7.1�
m�
�
�
�
5�
A CT value is stored in each card�
7.1�
m�
�
---�
�
6�
A two pass strong authentication mechanism is implemented in the card�
7.2�
m�
�
---�
�
7�
A timer value, T, can be set in the card by the user�
7.1


5.2.2�
m�
�
�
�
8�
A maximum limit for the timer value, TMAX, can be set in the card by the user uuservice provider�
7.1


5.2.2�
o�
�
---�
�
m = mandatory


o = optional�
�



Table A.2: CHV 


A11�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Value(s) supported�
�
1�
Authentication can not be performed before a successful CHV is performed�
5.2.2�
m�
�
---�
�
2�
CHV is implemented by a Personal Identification Number�
5.2.2�
m�
�
�
�
3�
After time-out the authentication process in the card can no longer be activated without a new CHV�
5.2.2�
m�
�
---�
�
4�
The card shall be blocked after 3 unsuccessful CHV attempts�
7.2


5.2.2�
m�
�
---�
�
5�
The user shall be able to unblock the card with an unblocking CHV�
5.2.2�
m�
�
�
�
6�
The CHV value can be changed by the user�
5.2.2�
m�
�
---�
�



Table A.3: Authentication algorithms


A12�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
�
1�
Authentication output using the USA�4 algorithm�
10.1�
o1�
�
�
2�
Authentication output using the TESA�7 algorithm�
10.2�
o1�
�
�
3�
Authentication output using a proprietary algorithm �
10.3�
o1�
�
�
o1 = one of the options shall be supported.


�
�



A.4	ICS proforma for card reading terminals supporting UPT


A.4.1	Introduction


The purpose of the ICS proforma is to submit suppliers and implementors with a questionnaire or checklist. This should be completed in order to state conformance with the requirements put forward in the relevant ETS.


A.4.2	Identification of the implementation, product supplier and test laboratory client


For administrative purposes the actual ICS shall identify:


-	the implementation;





-	the supplier or client of the test laboratory that is to test the implementation;





-	the person to contact if there are any queries regarding the ICS.





A.4.3	Identification of the ETS


This ICS proforma applies to DE/NA�64006.


A.4.4	Global statement of conformance


The implementation described in this ICS meets all the mandatory requirements of the referenced ETS.


(   )  Yes


(   )  No


NOTE:	Answering "No" to this question indicates non-conformance to the UPT security architecture. Non-supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming.


A.4.5	Main features


Table A.4: Card reading terminal supporting UPT


B1�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Value supported�
�
1�
A timer function shall be implemented in the card reading terminal�
5.2.2�
m�
�
�
�
2�
After time-out the access rights granted by the CHV are lost�
5.2.2�
m�
�
---�
�
3�
The terminal shall not allow T in the card to be set to a higher value than TMAX�
7.2.1�
c�
�
�
�
c = conditional on A1 item 8�
�



A.5	ICS proforma for the AE


A.5.1	Introduction


The actual ICS shall identify:


-	the implementation;


-	the supplier or client of the test laboratory that is to test the implementation;


-	the person to contact if there are any queries regarding the ICS.





A.5.2	Identification of the ETS


This ICS proforma applies to the present document.


A.5.3	Global statement of conformance


The implementation described in this ICS meets all the mandatory requirements of the referenced ETS.


(   )  Yes


(   )  No


NOTE:	Answering "No" to this question indicates non-conformance to the UPT security architecture. Non-supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming.


A.5.4	Main features


Table A.5: AE


C1�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Values supported�
�
1�
AE supports two pass strong authentication�
5.2�
m�
�
---�
�
2�
AE supports the special authentication for called party specified secure answer (use of SAPIN)�
5.4�
o�
�
�
�
3�
AE supports the extra authentication for outgoing calls (use of OCPIN)�
5.3�
m�
�
�
�



Table A.6: AE support for two pass strong authentication


C11�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Values supported�
�
1�
AE supports checking of blacklisted Personal User Identities (PUIs)�
5.2�
m�
�
---�
�
2�
AE produces a new random value, RAND, for each new authentication�
9.2�
m�
�
�
�
3�
AE accepts authentication if calculated AC' equals received AC�
9.2�
m�
�
�
�
4�
AE does not allow the same authentication key to be used for users who have both one pass strong and two pass strong authentication mechanisms�
10.4�
m�
�
---�
�



Table A.7: AE support for secure answer special authentication (SAPIN)


C12�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Values supported�
�
1�
SAPIN has a length between 4 and 6 digits�
6�
c�
�
�
�
2�
The user is asked for SAPIN if he has subscribed to the called specified secure answer service and if there is no UPT card present�
9.3�
c�
�
---�
�
3�
AE checks the SAPIN value before allowing the incoming call to proceed�
9.3�
c�
�
---�
�
4�
AE checks that PIN used for weak authentication is different from the SAPIN�
9.4�
c�
�
---�
�
c= conditional on C1, Item 2�
�



Table A.8: AE support for outgoing call special authentication (OCPIN)


C13�
�
�
�
�
�
Item�
Features�
Ref.�
Status�
Support�
Values supported�
�
1�
OCPIN has a length between 4 and 6 digits�
6�
m�
�
�
�
2�
The user is asked for OCPIN if he has subscribed to the extra authentication for outgoing calls�
9.3�
m�
�
---�
�
3�
AE checks the OCPIN value before allowing the outgoing call to proceed�
9.3�
m�
�
---�
�
4�
AE checks that PIN used for weak authentication is different from the OCPIN�
9.4�
m�
�
---�
�
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