ETS| GS NFV-SOL 005 V2.5.1 (2018-09)

& >>>

GROUP SPECIFICATION

Network Functions Virtualisation (NFV) Release 2;
Protocols and Data Models;
RESTful protocols specification for
the Os-Ma-nfvo Reference Point

Disclaimer

The present document has been produced and approved by the Network Functions Virtualisation (NFV) ETSI Industry
Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.



2 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Reference
RGS/NFV-SOL005ed251

Keywords
API, NFV, protocol

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 493 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2018.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Contents

Intellectual Property RIGNES..........oiiiiie e s e e s enenre s 17
01 Yo (o SRS 17
Modal VErDS tEMINOIOQY .......civeeieciiieecie sttt ae s te e re e be s be e besbe e e e seeeneentesteenaentesreensenneens 17
1 o010 R 18
2 L= £ 01 SRS 18
21 NOIMBLIVE FEFEIENCES ... ettt sttt et et e e s eestesae et e e se e st et e sseneeseeebesaeeseeneenseseeseesseeneeneeneeneeses 18
22 INfOrMELIVE FEFEIENCES. ... ettt ettt ettt e et e b e e e e be s et eae e e et e seeseesaeeneeneeeeneees 20
3 F N o] o= V= (0] RS 20
4 GENENEl ASPDECES. ...ttt a bbb bR e s e e R e R Rt Rt Rt R R Rt Rt R e n e n e 22
4.1 OVEIVIBW ..ottt ettt ettt e et Rt et R e AR e e R AR e e e R e AR et e R e e R e e e Rt AR e e e R e e e e et e R e e e st e R e ne et e e e e r et er e re e 22
4.2 URI structure and supported CONLENE FONMELS........cuvcuieieeierie e se ettt e steeeeseesreesneereenneens 22
4.3 COIMIMON PIOCEAUNES. ...ttt sttt et ettt e st ebe st et ebe e et et ese et b e sa et eb e s e e st eb e s e e e eb e e Ee e ebe e b e e e bt ee e st ebese e st ebenbe e ebenbe e e 23
431 0o 0 o) o O TRRSRS 23
4.3.2 ALFTOULE-DASEA FIITEITNG. ...ttt bbbt b bbb 23
4321 Overview and example (INFOMMBLIVE) ..o 23
4322 SPECITICAIION. ...ttt bt b bt bbb bbbt h bbbt s st b e b n e ens 24
433 F N L] o0 1 CS = ot (] = SRR 25
4331 OVENVIEW @Nd EXAIMPIE.....c.ee ettt et e e e e stesaeesreesaeesaeeseenseensenseensesnsenneessensnnns 25
4332 S0 o1 o= 1) o TS 26
43321 L =0 (11 OSSR 26
433.2.2 GET FESI0NSE ... vt ettee it sttt e st sttt st e sttt st e st e e s e bt e s abe e sabe e eab e e sa ke e eab e e sabeesabeesabeesabeesabeesabeesnbeeenbee s 26
434 Usage Of HTTP header fIElAS.......c.viiiiee ettt ettt e 27
4341 01100 1 1 o o O 27
4.34.2 REJUESE NEAMES FIEIAS ...ttt et ettt b e ne b b nnene 27
4.3.4.3 RESPONSE NEBAEY FIEIUS........eeceeieeeee bbbt e eb e ene 28
4.35 ETTOF FEPOMTING ..ttt et b et b e et b e et b e b et bt b et b e se e bt e b e ne et ebe st et ebe s e 29
4351 0100 1 1 o o PR 29
4352 GENENAl MECNANISIM ...ttt ettt sttt ae et e e e e seesbesbesaeeseeneeneess e teseeseestesneeneeneenseneens 29
4353 QLN e o] =01 T 29
4354 COMIMON EITON SITUBLIONS........ceveeeueererreeererree et s st e sr e s s e e s e e e s s e e senr e e s e s s e ne e nrennenennis 29
4355 Overview Of HTTP @TOr SIAtUS COUES.........ccuiririerrireeeiereeeste e 31
4.4 (o]0 000 a0 = r= 1Y/ 0= USSR 32
44.1 S BTN T=e o = = 0 o 32
4411 11T 18 ot (' o OSSPSR RPN 32
4412 TYPE OBJECL..... ettt b bbbt bbbt a b et b et b b 32
4.4.1.3 TP LINK ettt bbb bbb e e bR b et b et b b 32
4.4.1.3a TYPE NOLFICATONLINK. ...ttt 33
4414 TYPE KEYVBIUEPEITS ...ttt et b bbbt b et bbb e b 33
4415 Type: NSINStAaNCESUDSCIIPL ONFITLEN ........c.eitiieeirieeer e 33
4416 TYPE RESOUICEHANMIE........c. oot esa e e et e e s tesaaeste e teeneeeneeeneeenes 34
44.1.7 LY/ 8L AN VA= £ Lo a1 g1 £] 5207 1 o o 34
4.4.2 S T =0 = Y 0= 35
45 Authorization of APl requests and NOLITICALIONS ........ccceeiiiiieie e 36
451 gLl [F ot o] o USSP PR SRS 36
452 L Lo T SR (1] 0= €Y7= 36
4520 LT 07 SRR 36
4521 Authorization of API requests using OAULh 2.0 8CCESS tOKENS.........ccciiveiririereeereeee e 36
45.21a Authorization of APl requests using TLS CErtifiCates........ccovirririreiiereereeee e 38
4522 Authorization of notifications using the HTTP Basic authentication scheme...........ccccccvereiiennenen. 39
4523 Authorization of notifications using OAUth 2.0 aCCESSTOKENS........ccceereriririereeeseeee e 40
4524 Authorization of notifications using TLS CartifiCates .........ooveiririire e 42
453 IS0 1= o 1= 1o ) PSP 44
4531 11T 18 ot (' o OSSPSR RPN 44
4532 General MECNBNISIM.......coiiiieeiii et e et e et n e r e r e r e nn e 44

ETSI



4 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

4533 AULNOTIZING AP FEQUESES. ......eeeitiieeitste ettt sttt sttt b e et b e bbbt b et ebe et st nn e 44
4534 Authorizing the sending Of NOLIfiCALIONS.........cccoiiiiriiire e 45
4535 L0 T o1 o =SSR 46
45.3.6 Negotiation of authorization MELNO............cooiiiiii e 47
45361 AULhOri Zation Of API FEQUESES ......cuieiieieeeete ettt et s ene s 47
45.3.6.2 Authorization of NOtIfiCalION FEOUESES ........ccvieieeieie et ae e 49
4.6 V EFSION MBNAGEIMENT ....c.eeeieeieeeeseesteeste e e eteeseeseesteesteeseaseaseesseesseenseassesseessaesseesseeseansesseesseenseensennseensessenssnes 50
46.1 Version identifiers and PAramELErS ..........oiieiirieiie st ste et e e e saaesreesreenaeenteenteenaeereesreenreas 50
46.1.1 VEISION IBNTTIEIS. ...ttt ettt et r e e n s 50
46.1.2 VA= £ Lo gl 0= = 0 [ PR 50
4.6.2 Rulesfor incrementing version identifier fIelds....... ... 50
46.2.1 LT 07 S PRRRRSTSR 50
4.6.2.2 Examples of backward and non-backward compatible Changes...........cccoevereneneineneeneneese e 51
4.6.3 Version iNfOrmMation FEITEVEL...........ooi ittt e e et st esaesneene e e eneees 52
46.3.1 LT 07 S PRRRRSTSR 52
4.6.3.2 Resource structure and MEhOUS............coiiiiee et s neen 52
4.6.33 RESOUICE: API VEISIONS......ceiiiiiriieeeere sttt sttt sr e s r e r e sr e r e sr e e resre e er e nre e erennennenenrennenen 53
46.3.3.1 D1 (o) o 53
4.6.3.3.2 RESOUICE AEFINITION. ...t 53
4.6.3.3.3 RESOUICE MELNOUS...... .ttt 53
4.6.4 VA= £ o g IE= T =1 11 o SR 54
4.7 Handling Of 1arge QUENY FESUILS ........oiuee ettt st e st et e et ese e s re e re e beenreeneeeneennes 55
4.7.1 (D= wi ] o[ ] o FH OSSPSR USSP 55
4.7.2 SPECITICALION ...ttt h bbbt b e b e b e s bt e b e s b et eb e sb et eb e s b e e eb e s b e e bt nennenea 55
4721 F N L 7= (Y-SR 55
4.7.2.2 EITOr TEIPONSE ... e e s e e e s e e sa e e sr e ne e 55
4.7.2.3 PAJEA FESIONSE. ...ttt ettt ettt b et b e s bt bt bt bt b et e bt e b e e e bt e b Rt eb e s b et bbb b 55
5 NSD Management iNEEITACE .......cc.eiieie ettt e e st s re e b e s be e e e seeeneenreereas 56
51 1S o o1 o 56
5.1a APE VEISION. ...ttt ettt r e et r e e et E e e R Rt R e R e e R R Rt Rt Rt Rt r e R e e neere e ene s 57
52 Resource Structure and MELNOGS...........ovoeiii e 57
53 Sequence diagrams (INFOFMELIVE) .........ceiiirieeiere ettt b e et b e et sttt sb e e 58
531 Flow of the creation of an individual NS desCriptor FESOUICE..........curvirieiieririsereee et 58
532 Flow of the uploading Of NSD CONMENL .........cieiririeiie bbb e 59
533 Flow of the fetching of NSD CONLENT.........couiiiiiiiiee bbb 59
534 Flow of the update of an individual NS deSCriptor FESOUICE..........ccciirieirierieiriereee et 60
535 Flow of the deletion of an individual NS desCriptor FESOUICE..........ccuivirieiierieire et 61
5.3.6 Flow of the querying/reading Of NS deSCriPtOr FESOUICES........cccuevieeieeieeseesteesteeee e sree e e te e teeaeseesneesnes 62
537 Flow of the creation of an individual PNF desCriptor FESOUICE ........ccuveuveeereeseeieeie e ee e eie e see e 63
538 Flow of the uploading of PNFD CONLENL ...........c.ccieiiiiieie ettt et 64
5.3.9 Flow of the fetching of PNFD CONLENL...........ccieiiriiieie ettt et e e e 65
5.3.10 Flow of the deletion of an individual PNF desCriptor FESOUICE ........ccuveureeeeeeneeieeie e see e eae e e 65
5311 Flow of the querying/reading of PNF deSCriptor FESOUICES .........oveiriiriririenerie et 66
5312 Flow of managing SUDSCITPLIONS ........coiiiiieiee bbb et 67
5.3.13 Flow oOf Sending NOLIfiCALIONS........c..eieuiiieieie ettt bbb 69
54 RESDUICES ...ttt ettt ettt ettt ettt ae e e bt e e s he e e ket e s e e e be e e aae e e ket e ae e e b et e ne e e be e e neeaabeeeneeebeeeneeesnneennneen 70
54.1 0o 0 o) o O TRRSRS 70
542 RESOUICE: NS DESCIIPLOIS. ...ttt sttt sttt sttt st be bbbt b e bt be b e bt s b et bt b et et ene et b e b et b e b 70
54.2.1 (01 1 o) o OSSR 70
5422 RESOUICE AEFINITION ...t r e sre e r e nr e e enenrennene 70
5423 RESOUICE MELNOUS ...t seer e e e r e e seeresrennene s 71
54231 PO ST ettt E R R R e R R e e Rt R Rt R R e R nna 71
54232 BT ettt E R R R R bR Rt R b e R nen s 71
54233 PU T bR R R R R R R e Rt R Rt r Rt n e nnan 72
54234 PATCH ..ttt e b bbbt e b bt e bbb R bR E bR Rt n et b bt n e ens 72
54235 DELETE ... oottt h bbb b b e bbb st b bR e bt e e bt st b et h e e e ens 72
54.3 Resource: INdividual NS DESCIIION .....c..cueivireeieiiereeit sttt sttt sttt sb e b et sb e 73
5431 (D= S'ei g o1 [o] o [N TSP P ST P PP STPPTOTSRURPTPRON 73
5432 RESOUICE EFINITION ...ttt sttt ettt et e e e eeeeneenee e e neesbesaeeseeneeneeneens 73
54.33 RESOUICE MELNOMS ...ttt et e e e e e et enee e e ntesbeseeeseeneeneeneens 73
54331 PO ST ettt bR R AR R R R R e Rt R Rt R bt e r e nna 73

ETSI



5.4.33.2
54333
54334
54335
544
5441
5442
54.4.3
54431
54.43.2
54433
54434
5.4.4.35
545
5451
5452
5453
54531
54.53.2
54.53.3
54534
54.53.5
5.4.6
5.4.6.1
5.4.6.2
5.4.6.3
5.4.63.1
5.4.6.3.2
54.6.3.3
54.6.34
54.6.3.5
54.7
54.7.1
54.7.2
5.4.7.3
54.73.1
54.7.3.2
5.4.7.33
54.734
54.7.3.5
54.8
5481
54.8.2
54.8.3
54.83.1
5.4.83.2
5.4.83.3
54834
5.4.83.5
5.4.9
5491
5492
54.93
54931
54.93.2
54.93.3
54934
54935
5.4.10
54.10.1
5.4.10.2
5.4.10.3

5 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

(] TR 73

[N RO 74

PAT CH ...ttt et ettt e e e ettt e e et et e s s eaaeeesebeseseaeaeesesbaee s e baeesaaraeesatreeeeabeneeaane 74
DIELETE ...ttt et e sttt e e e et et e s eaaa e e s seaaeesseabeeessssaessssbaeasabaessasssassssssnesssbenessne 75
RESOUICE: NSD CONEENT ... .eeeeiiiiii it e e e e e e e e s e e e s b e e e ea s s e s s bbsseeasesssabasaseassesassbasseeesesssassnrrns 76
(01 1 (o) o SR 76
RESOUICE EFINITION ...ttt e et e s b e e e et e e s s eaae e e e sbaeeesaabeeessseeesssnreessanbensssnes 76
RESOUICE MELNOUS ...ttt e e e e e e e e s bt e e s e e st e e e sesaeee s e bbeeseasbeeesansseesssnreessanbenessnes 76

[ @ 5 [ 76

(] R 77

[N RO 78

PAT CH ...ttt et ettt e e e ettt e e et et e s s eaaeeesebeseseaeaeesesbaee s e baeesaaraeesatreeeeabeneeaane 79
DIELETE ...ttt et e sttt e e e et et e s eaaa e e s seaaeesseabeeessssaessssbaeasabaessasssassssssnesssbenessne 79
RESOUICE: PN DESCIIPLOIS. ...ttt sttt sttt sttt sttt b e bbbt b e et b e bt bene et b e b et eb e b 80
(D= S'ei g o1 [o] o [N TSP P ST P PP STPPTOTSRURPTPRON 80
RESOUICE EFINITION ...ttt et e et e e s st e e e e et e e e s eaeeessebaeeseesbesesasseessansnesssbenessanes 80
RESOUICE MELNOUS ...ttt e e e e e e e e s bt e e s e e st e e e sesaeee s e bbeeseasbeeesansseesssnreessanbenessnes 80

[ @ 5 [ 80

(] R 81

[ N 82

[ Ot 82

[0 I I = 82
Resource: INdividual PNF DESCITPION ......c.civiieuiiieieiesieseeie ettt 82
(D= S'ei g o1 o] o [N TSP P TP PSTPPTOTSRUPTPTRON 82
RESOUICE EFINITION ...ttt et e et e e s st e e e e et e e e s eaeeessebaeeseesbesesasseessansnesssbenessanes 83
RESOUINCE MELNOUS ...ttt e e et e e et e e st a e e e e et e e e s eaeeessebaeessssbeeessnsseessassnessabenessanes 83

[ @S] TSRO 83

(] TR 83

[ N 83

[ O R 84

[0 I I = 84
RESOUICE. PNFD CONEENL. ... uuviiiiieiiiiiiiieiee e e e ettt e e s eesbre e e e e s s e s st e s e e eeesessabarereessesasabasaeesesesansbassressssssansnrres 85
(01 1 o) o S 85
RESOUICE EFINITION ...ttt et e et e e s st e e e e et e e e s eaeeessebaeeseesbesesasseessansnesssbenessanes 85
RESOUINCE MELNOUS ...ttt e e et e e et e e st a e e e e et e e e s eaeeessebaeessssbeeessnsseessassnessabenessanes 85

[ @S] TSRO 85

(] TR 85

[N TR 86

PAT CH ...ttt et e ettt e e e ettt e s eaa e e s seaaeeesebeseseaaeeeeabbee e e e baeesaaraessarreeeeaareneeiane 87

[0 I I = 87
RESOUICE: SUDSCITLIONS. ... eeveeuieeieieeceesiee st este et estesteesteesteesteeteseesaeesaeesseesseenseenseessesseasteeseeseenseensesneesnns 87
(01 1 (o) o S 87
RESOUICE EFINITION ...ttt et e e s e e e et e e s eaae e e s sbaeeesasbesesenseeessnreessanbeeessnes 87
RESOUICE MELNOUS ...ttt e et e e et e e s bt e e e e et e e e s eaeeesssbbeessasbeessaseeessnbeeesanbenessnes 88

[ @ 5 [ 88

(] TR 88

[N TR 89

PAT CH ...ttt et ettt e e e ettt e e et et e s s eaaeeesebeseseaeaeesesbaee s e baeesaaraeesatreeeeabeneeaane 89
DIELETE ...ttt et e sttt e e e et et e s eaaa e e s seaaeesseabeeessssaessssbaeasabaessasssassssssnesssbenessne 89
Resource: INdividual SUDSCIIPLION.........c.coiiiiieiirieeeie ettt ettt sb e 90
(D= S'ei g o1 [o] o [N TSP P ST P PP STPPTOTSRURPTPRON 90

(R (SS 0 101 ge =X o =TT o T (T 0] o ISR 90
RESOUICE MELNOUS ...ttt e et e e et e e s bt e e e e et e e e s eaeeesssbbeessasbeessaseeessnbeeesanbenessnes 90

[ @ 5 [ 90

(] R 90

[ N 91

PAT CH ...ttt et ettt e e e ettt e e et et e s s eaaeeesebeseseaeaeesesbaee s e baeesaaraeesatreeeeabeneeaane 91
DIELETE ...ttt et e sttt e e e et et e s eaaa e e s seaaeesseabeeessssaessssbaeasabaessasssassssssnesssbenessne 91
Resource: NOtifiCation ENAPOINT ..........ceiiieieeeee e e et 91
(D= S'ei g ol o] o [P SO ST PP RSTPPTOTSRURPTRON 91
RESOUICE TEFINITION ...ttt e et e e e st e e e e st e e e s eaae e e s saaee e s s ssaeesensneesssbaeessanennessanenas 91
RESOUICE MELNOUS ...ttt e s e e e et e e e e e e e e s s eate e s s ataeessaaneessnbaeessanennessanenas 92

ETSI



6 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

54.10.3.1 ) PSS 92
5.4.10.3.2 L PP RRSRSN 92
5.4.10.3.3 1 O PSS 93
54.10.34 PATCH .ttt ettt sttt e st e me e e e se e beseeebeeaeene e st et e nteeeeereeneene et eneeee 93
5.4.10.35 [ I PR 93
55 (DL =Y 110 [ PSP PP URUS RSP 93
551 110 o (0o (o] o FOO ST U U PRURTURURPRRIN 93
55.2 Resource and NOtifiCation alatyPES .......c.vcuieieiieiiee et e e s re e teeteeeesneeenes 93
55.2.1 Type: NSAINfFOMOTIifICALIONS. ......eeieeeieee et e te et e saeesre e e e eeeneesneeenes 93
55.2.2 JLIRY7 8= Vo | | TS 94
5523 Type: CreateNSAINFOREGOUESL .......c.citiieiiriiieire et 95
5524 Type: PNfdINfOMOQIifICALTIONS. ......c.eiviieiiiiie bbb 95
5525 TYPE PAFAINTO ..t bbbt b et bbb 95
5526 Type: CreatePnfdINFOREOUESL ........co.ioieeireieeiert et 96
5527 Type: NSAMSUDSCITPLONREGUESL ... 96
5528 TYPE NSAMSUDSCITPIION. ...ttt 97
5.5.2.9 Type: NsdONboardiNgNOLfICaliON. .........cciieri et ae e e 97
5.,5.2.10 Type: NsdOnboardingFailureNOLIfiCalION ..........cccveiiiiecee e 98
55.2.11 Type: NSUChaNQENOLFICALION. .......c.eieeieeieese ettt e te e eesaeesre e e e eeeneesneeenes 98
55.2.12 Type: NSUDEl etiONNOLIfiCALION.........ccci et re e teeteeeesneeenes 99
55.2.13 Type: PnfdONboardingNOLifiCalioN..........ccveiieir e et 99
5,5.2.14 Type: PnfdOnboardingFai lureNOLifiCatiON ..........ccveiiiieie e 99
55215 Type: PNfdDE €tioNNOLIfiCALION.........cc.ieeeiieieetireeet e 100
55.3 Referenced StrUCIUred daEAYPES .......coviieuiriiieierieie ettt 100
5531 0100 1 o o PSR 100
5532 Type: NSAMNOLIfiCATONSFIITEN ......c.eiiieceiiie s 100
5533 TYPE INSAMLINKS. ...ttt bbb bbb e et b et eb e e e ens 101
5534 TYPE PIFAMLINKS. ...ttt b et b bbb b b e et b e eb e n e ens 102
554 Referenced simple data types and ENUMEraLIONS ..........cccueieereeeieeieeeieseeseese e sae e e e sreesaeeeessaenseeneens 102
554.1 INEFOOUCTION...c.e et e bbbt et e bbbt e e e e et e e e e e nbesreebesneenn e e ennas 102
55.4.2 S T o L= oo Y 0= PS 102
55.4.3 Enumeration: NSAOPErational SLALETYPE. ....cuvevieerieeieeiereseesee st este e eae e et e e eeteseesae e enaesneesnes 102
55.4.4 Enumeration: NSAUSAgESIALETYPE .....c.veieeeeeierteeieeie s e see st e st e steesae e e e e te e te e e sssesneesneesresnsesneesnes 102
5545 Enumeration: NSAOND0ardiNgSIELETYPE ......cveuerieireeriereeie sttt 103
55.4.6 Enumeration: PNfdONbOoardiNgStALETYPE .....c.cciiuirieiiierecesie ettt 103
5547 Enumeration: PNfAUSBESIAIETYPE ..ottt sttt sttt bbb 103
6 NS Lifecycle Management INTEITACE. .........cuuiiriiicereee s 103
6.1 DTS o o (o) S 103
6.1a E Y Y= £ o] o TSSOSO PP TSRS ST 104
6.2 Resource structure and MELNOUOS...........coieiii bbb e ne s 104
6.3 Sequence diagrams (INFOMMEBLIVE) ..........ceiieieiiecee st et e se e see e e sreesae e e e eseesseeste e teenteeseesseesseesseenseeneeanes 106
6.3.1 Flow of the creation of a NS iNSLANCE FESOUICE. .........coviitiiirie et 106
6.3.2 Flow of the deletion Of aNS INSLANCE FESOUICE. ........ccveiiiierieeieeee et 107
6.3.3 Flow of NS lifecycle management operations triggered by task reSoUrCes...........cocoueevenenerenenesesieneee 108
6.34 Flow of the get operations StatUS OPEIALION ..........couerveiriiirerieeeesiee e 110
6.3.5 Flow of Managing SUDBSCITPLIONS .........c.iiuieiiieere bbb 111
6.3.6 Flow oOf Sending NOLIfiCALIONS...........oiueuiiiieiriier bbb 113
6.3.7 Flow of retrying a NS lifecycle management OpEration .............ccoereerereienenieeseeeese e 114
6.3.8 Flow of rolling back a NS lifecycle management Operation.............ccevvereeierieseeseeseseee e see e eseeeneens 115
6.3.9 Flow of continuing aNS lifecycle management OPEration............cceceeeeeeeeiesiesee s e 116
6.3.10 Flow of failing a NS lifecycle management OPEration...........ccvecviceeeieriereeie e eeeens 118
6.3.11 Flow of cancelling a NS lifecycle management OPEration............ccvevereereeiesiesee s ree e e e e eee e 119
6.4 RESOUICES ...ttt ettt h e a e e st e e e ae e e R e e R e e R e e R e e R e e e e sae e sae e sRe e nRe e n e enreenrenanennnennnennnes 120
6.4.1 L1100 (0o (o] o FEO PSSPV SPP 120
6.4.2 RESOUICE: NS INSLANCES .....coeeiieiee ettt ettt be et e e bt e st e saeesbeesbeesaeeneesneesaeesaeenseanbenns 120
6.4.2.1 [B=S'ei g o1 [o] o [OOSR USSP TSP PPT SRR 120
6.4.2.2 LRSS o101 (o= o (= 1T 0Tl (o] o 120
6.4.2.3 RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 120
6.4.23.1 ISP RS 120
6.4.2.3.2 1 PR 121
6.4.2.3.3 U SRS 122

ETSI



6.423.4
6.4.2.3.5
6.4.3
6.43.1
6.4.3.2
6.4.3.3
6.4.33.1
6.4.3.3.2
6.4.3.3.3
6.4.334
6.4.3.3.5
6.4.4
6.44.1
6.4.4.2
6.4.4.3
6.4.4.3.1
6.4.4.3.2
6.4.4.3.3
64434
6.4.4.3.5
6.4.5
6.451
6.4.5.2
6.4.5.3
6.45.3.1
6.4.5.3.2
6.4.5.3.3
6.453.4
6.4.5.3.5
6.4.6
6.4.6.1
6.4.6.2
6.4.6.3
6.4.6.3.1
6.4.6.3.2
6.4.6.3.3
6.4.6.34
6.4.6.3.5
6.4.7
6.4.7.1
6.4.7.2
6.4.7.3
6.4.7.3.1
6.4.7.3.2
6.4.7.3.3
6.4.7.3.4
6.4.7.3.5
6.4.8
6.4.8.1
6.4.8.2
6.4.8.3
6.4.83.1
6.4.8.3.2
6.4.8.3.3
6.4.8.3.4
6.4.8.3.5
6.4.9
6.49.1
6.4.9.2
6.4.9.3
6.493.1
6.4.9.3.2

7 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

[N 1O TR 122

(] I I TR 122
Resource: INAiVidUal NS INSLANCE.........cci ettt e ettt e et et e e s et e e e s eaeeessebaeesssseessesseesssrbeneean 122
[D=S'ei g o] [o] o [ OO SO PP ST PPT SRR 122
RESOUICE EFINITION ...ttt ettt et e e ettt e e st e e e s st e e e s e st e e s sesaeeessbbeesesstesesessnassssbanesan 123
LRSS 01| Lol 101=: 1 100 Y 123
(@ 5 [T 123

(] 123

[N 123

[ O 123

(] I I TR 124
RESOUICE: INSLANTIAIE NS TBSK ......veieiceeie et e et ee et e e et e e e s e e s s s e e e e et e e e s saesessbeeessasbenessseeessssbenesan 124
[D=S'ei g o] [o] o [ OO SO PP ST PPT SRR 124
RESOUICE EFINITION ...ttt e et e e ettt e e s e e e s st e e e s eab e e e sesaeeessbbeesssstesessssnnessssbnnesan 124
RESOUINCE MELNOUS ... .ttt e et e e ettt e e s aae e e s st e e e s et e s e sesaeeessesbeesesstesessssnassssranesan 125

[ @ 5] TR 125

(] 125

[N 125

[ O 125

[0 = I = 126
RESOUICE: SCAIE NS TASK ......iveieiieii et e s s e e s e bt e e s sbe e e s ssbbeeeeaabeessenreeessanbeneean 126
(1= 1 0] o 126
RESOUICE EFINITION ...ttt e et e e ettt e e st e e e s st e e e s e ate e e sesaeeessbbeesssstesessnanassssbenesan 126
RESOUINCE MEBLNOUS ... .ttt e et e e ettt e st e e e s st e e e s e steessessseessasbeesssstesesssanassssranasan 126

[ @ 5] TR 126

(] TR 127

[N TR 127

[N 1O TR 127

[0 I = 127
RESOUICE: UPAate NS TASK .....ccceiiiiciiciccees ettt ettt e st e e e ntesnaesneesaeesneenseensenns 127
()1 o 1 0] o 127
LRSS o101 ge X0 <t T o TR (T o] o I 128
RESOUICE MELNOUS ...ttt e et e st e e s st e e s e bt e e e s esbeeessbbeeseastesssesseeesssnrenesan 128

[ @ 5] TR 128

(] TR 129

[N TR 129

[N 1O TR 129

(] I I TR 129
RESOUICE: HEAI NS TBSK ......eeeeie ettt ettt e et et e e e et e e s e aae e e s s b e e e s esteessesaneessabaessasbensssssnessanbenesan 129
(01 1 (0] o 129
LRSS 011 go X0 <t TT o TR (T o] o I 129
LRSS 01| Lol 101=: 1 100 Y 129

[ 5 [T 129

(] 130

{8 130

[N 1O TR 130

(] I I TR 130
ReSOUICE: TEIMINALE NS TASK.......eeiiiieii ettt e et e e e s s e e e e e b e e e s sae e e s sebaeessasbeesseseeesssnbenesan 130
[D=S'ei g o1 [o] o [ SO U SS PSSP PRRP 130
RESOUICE EFINITION ...ttt e et e e ettt e e st e e e s st e e e s e ate e e sesaeeessbbeesssstesessnanassssbenesan 131
RESOUINCE MELNOUS ... .ttt e et e e ettt e e s aae e e s st e e e s et e s e sesaeeessesbeesesstesessssnassssranesan 131
(@ 5 [T 131

(] 132

[N 132

[ O 132

[0 I = 132
Resource: NS LCM OpEration OCCUITENCES.........o.uiueueruirieueriesieestesseessesseesse s sse b e sse b sbe e sbesseneens 132
[D=S'ei g o1 [o] o [ SO U SS PSSP PRRP 132
RESOUICE EFINITION ...ttt et e e ettt e e st e e e s st e e e s e ste e s sesaseessbbeesessteeessnsnassssranesan 132
RESOUINCE MELNOUS ... .ttt e et e e ettt e e s aae e e s st e e e s et e s e sesaeeessesbeesesstesessssnassssranesan 132

[ @ 5] TR 132

(] TR 132

ETSI



6.4.9.3.3
6.49.3.4
6.4.9.3.5
6.4.10
6.4.10.1
6.4.10.2
6.4.10.3
6.4.10.3.1
6.4.10.3.2
6.4.10.3.3
6.4.10.34
6.4.10.3.5
6.4.11
6.4.11.1
6.4.11.2
6.4.11.3
6.4.11.3.1
6.4.11.3.2
6.4.11.3.3
6.4.11.34
6.4.11.3.5
6.4.12
6.4.12.1
6.4.12.2
6.4.12.3
6.4.12.3.1
6.4.12.3.2
6.4.12.3.3
6.4.12.34
6.4.12.3.5
6.4.13
6.4.13.1
6.4.13.2
6.4.13.3
6.4.13.3.1
6.4.13.3.2
6.4.13.3.3
6.4.13.34
6.4.13.35
6.4.14
6.4.14.1
6.4.14.2
6.4.14.3
6.4.14.3.1
6.4.14.3.2
6.4.14.3.3
6.4.14.34
6.4.14.35
6.4.15
6.4.15.1
6.4.15.2
6.4.15.3
6.4.15.3.1
6.4.15.3.2
6.4.15.3.3
6.4.15.34
6.4.15.3.5
6.4.16
6.4.16.1
6.4.16.2
6.4.16.3
6.4.16.3.1

8 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

U TSRS 134
N 1O R SRSRPRN 134
DELETE ..ottt sttt ettt sttt ettt st et e st e e et e st e e et e s beseebesbesaeseebesaese st e e etesee e eneetenreneas 134
Resource: Individual NS LCM OpPEration OCCUITENCE..........cueivieeieriiieiesieeeiesiesiee it esse e sse b e see e 134
[D=S'wi g o1 Lo o [T SO PP PPT PR PRPRP 134
RESOUICE AEFINITION ... et b et et e et e b e nn e e nas 134
RESOUICE MELNOAS ... bbb e b et ae e e 134
0 11 ISR 134

L SRR 134

U SRS 135
N 1O TSRS 135
DELETE ...ttt sttt sttt sttt st ettt sttt ettt e st e se et e et e seeseebesaeseebesaeseebesaeseebeseenesae s etesteneeseetenreneas 135
ReSOUICE: RELIY OPEIatiON TASK .....cviueeeereiieierteeeiesi ettt b e bt 135
[D=S'wi g o1 Lo o [T SO PP PPT PR PRPRP 135
RESOUICE AEFINITION ...ttt et e st e st e et e e beeteeaeesaeesbeebeenbeenteeaeesanesanas 135
RESOUICE MELNOMS ...ttt et et et e e et e s beesbe e besbeeaeeeaeeebeenbeenbeensesneesrnesanas 136
0 11 ISR 136

L SRR 137

U ST SRSPRPSN 137

N 1O TSRS 137

= I SRS 137
Resource: ROIDback Operation task...........c.ccieiieieie s eneens 137
[D=S'el g o1 o] o [ SO PP ST PPT SR PRRP 137
RESOUICE AEFINITION ...ttt et e e st e st e e be e beeteeaeesaeeebeebeenbeenreeaeesanesanas 137
RESOUICE MELNOMS ...ttt et e e e et e st e e st e e beebeeaeesaeesbeenbeeabeenseeneesaaesanas 137
1Y RSSO SRSPRSN 137

L TR 138

U TSRS 138

N 1O TSP SRP 138

= ISP 138
Resource: Continue OPEralioN TASK ........ccvecueeiueeiieseeseesteesteseeseeseesseeseesaesseasseesseesesssessasssessseesseensesnsenns 139
L0111 (0] o 139
RESOUICE AEFINITION ...ttt b ettt b b e bt se e e e e 139
RESOUICE MELNOMS ...ttt et e e e et e st e e st e e beebeeaeesaeesbeenbeeabeenseeneesaaesanas 139
1Y RSSO SRSPRSN 139

L TR 140

U TSRS 140
N 1O TSRS 140

= I TR SRSTRN 140
ReSOUrCe: Fail OPEralioN TASK.........ccciieieeeie e eie e ee st e ste e et e s e s te et e e steentesntesnnesneesaeenseensenns 141
L0111 (0] o 141
RESOUICE AEFINITION ...t et s b et e e b e b e nn e e e 141
RESOUICE MELNOAS ... et e e b e bt an e e e 141
11 SRS 141

L TSR 142

U TSRS 142
N 1O TSRS 142
DELETE ...ttt sttt sttt sttt st ettt sttt ettt e st e se et e et e seeseebesaeseebesaeseebesaeseebeseenesae s etesteneeseetenreneas 143
ResoUrce: CanCel OPEratiON TASK .........c.erverieuerieieierieeei sttt bbb et 143
[D=S'el g o1 o] o [ SO PP ST PPT SR PRRP 143
RESOUICE AEFINITION ...ttt et e st e st e et e e beeteeaeesaeesbeebeenbeenteeaeesanesanas 143
RESOUICE MELNOOS ... bbb e b et ae e e e 143
11 SRS 143

L SRR 144

U TSSO PRSRPRN 144

N 1O TSP SRP 144
DELETE ...ttt sttt sttt sttt st ettt s b et e st e se et e et e seese et e saeseebesaeseebesaeseebeseenesaensetenteneeneeteneenens 145
RESOUICE: SUDSCITPLIONS. ...ttt bbbt bbbt b 145
[D=S'el o1 o] o [ TSP P TSP PPT SRR 145
RESOUICE AEFINITION ...ttt et e st e st e et e e beeteeaeesaeesbeebeenbeenteeaeesanesanas 145
RESOUICE MELNOMS ...ttt et et e e et e s be e s be e beebeeaeesaeesbeenbeeareenseeneesraesanas 145
1Y RSSO SRSPRSN 145

ETSI



6.4.16.3.2
6.4.16.3.3
6.4.16.3.4
6.4.16.3.5
6.4.17
6.4.17.1
6.4.17.2
6.4.17.3
6.4.17.3.1
6.4.17.3.2
6.4.17.3.3
6.4.17.34
6.4.17.35
6.4.18
6.4.18.1
6.4.18.2
6.4.18.3
6.4.18.3.1
6.4.18.3.2
6.4.18.3.3
6.4.18.34
6.4.18.3.5
6.5

6.5.1
6.5.2
6.5.2.1
6.5.2.2
6.5.2.3
6.5.24
6.5.2.5
6.5.2.6
6.5.2.7
6.5.2.8
6.5.2.9
6.5.2.10
6.5.2.11
6.5.2.12
6.5.2.13
6.5.2.14
6.5.2.15
6.5.2.16
6.5.3
6.53.1
6.5.3.2
6.5.3.3
6.5.34
6.5.35
6.5.3.6
6.5.3.7
6.5.3.8
6.5.3.9
6.5.3.10
6.5.3.11
6.5.3.12
6.5.3.13
6.5.3.14
6.5.3.15
6.5.3.16
6.5.3.17
6.5.3.18
6.5.3.19
6.5.3.19a

9 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

L€ OSSOSO PP TR 146
PU T et bbb bR e bR e R R e bR e e b h e e R e h e bt Rt eb e b et be b nnene s 147
PATCH ..ttt b e a bt e h e bt e R e bt e e R e bRt b e R et bt b e b e eneas 147
DELETE ... oottt h et b et b bt e bt bt s e bt b e se bt b e se et b e se et R e e eb e b et be b neene s 147
Resource: INdividual SUDSCIIPLION. ........cc.ciiiieiririeeici bbb 147
L0711 (o) o 147
RESOUICE EFINITION ...ttt e 147
RESOUICE MELNOMS ...ttt et 148
POST et R R e R e Rt R e Rt Rt R R et r e e neeneere e ene s 148
L ST TR 148
PU T et bbb bR e bR e R R e bR e e b h e e R e h e bt Rt eb e b et be b nnene s 148
PATCH ..ttt b e a bt e h e bt e R e bt e e R e bRt b e R et bt b e b e eneas 148
DELETE ... oottt h et b et b bt e bt bt s e bt b e se bt b e se et b e se et R e e eb e b et be b neene s 148
Resource: NOtification @NAPOINT ..........ooeeiiieiriere bbb 149
[D=S'el o1 o] o [ TSP P TSP PPT SRR 149
RESOUICE AEFINITION ...ttt st sttt et e teseesaeeneeneeneeneas 149
RESOUICE MELNOMS ...ttt et 149
POST et R R e R e Rt R e Rt Rt R R et r e e neeneere e ene s 149
L TSP POR T TR 150
PU T et E R R e R R R e R e R R et R e R et r e r e e nenre e ene s 150
PATCH ..ottt r e e R e et R r e e eerenr e 150
DELETE ..ottt ettt et r e se bRt ne bR et Rt et r et r e r e e n e nennene s 150
D= = 1 1 110 L= PR S 151
100 1o ') o R 151
Resource and NOtifiCation At LYPES .......ccueeiirieireere bbb 151
g1 0o 1 o o PSR 151
Type: LCCNSUDSCIPLIONREGUESL .......ceeiviieieiirtee ettt 151
TYPE: NSLCMOPOCC ...ttt ettt r et b e e e n e r e sr e r e e enne e 151
TYPE LCCNSUDSCIIPLION ....cuveeteeieeieeie ettt et ee st e s e e saeeneeeeeeneesseesseenteenseeneesnaessaesneas 153
Type: NsLcmOperationOccurrenCENOLITICaLION .........eecveeieeiesee e 153
Type: NsldentifierCreatioNNOLIfiCaLION .........c.cccveeieice e 154
Type: NsldentifierDelelionNNOLIfiCaION .........c.eeieeiiceeceecee e 155
Type: NSChangeNOtifiCaLiON.........ccveiiee e eraesraesreesnees 155
TYPE: CreaENSREMUESE.........eiuieeetetistis ettt b e st en e sr e r e resresre e e ennenrea 156
TYPE NSINSLANCE. ... e s 156
TyPe: INSEANtTALENSREGUESE.......c.eceeieieeteteeet sttt sr et b b s ens 157
TYPE UPAENSREGUESL. ...ttt sttt bbbt a s n e b e ens 158
TYPE HEBINSREGUESL. ...ttt bbbt 160
TYPE: SCAENSREGUESE ......c.eviitieeiiete ettt b bbb bbbt bbbt eb b ens 160
Type: TerMINAENSREQUESL.......cveeieeieiieseeseeseesteeteeteseestee e e e e testeseesaeesseesseeseenseenseaseesseessessnes 161
TYPE: CANCEIMOUE. ..ottt et e ete e te s e e saeesneesaeenseenteenseeneesnaesreesneas 161
Referenced StruCtured JalatyPES ......coiuieii ettt e e s e sre e sreesaesneesreesreenseesenns 161
1T I8 ot (' o TP P PSSP 161
LIRSS N 1= (=0 AV o | PSS 161
TYPE ATTECIEUPHT ...t e e st e s e sae e s ae e teenteenteentesnaesnaesneas 162
Type: AFFECLEAVITTUBILINK . ....ccvieieietieeeee bbb 162
TYPE AFFECLEAV NFFQ ...ttt 163
TYPE AFFECIEUNS. ...ttt b bbbt bt b et e et b e e s b e b ens 163
TYPE AFFECLEUSAD ..ottt b e bt a e bt eb b ens 164
Type: LifecycleChangeNotifiCatiONSFIITEr ...........coiiriiiiiic s 164
TYPE LOCNLINKS ...ttt ettt b et b et b et b b s bt nb e bt b et b b neeb b e ens 165
Y 0TS o D = PSP 166
TYPE: CPPIrOLOCOIDELAL. ... ccueeiteetieieeiesieste st e st e ste e e te e esteesteeste e teeeesaeesneesaeeseenseenseeneesssesseesnens 166
Type: |pOVErEthernetAdAreSSData..........civeieeieee et e e sraesnees 166
BN/ 0= 1 PSSR 167
QIR0 o | 1 7 - PSR 167
TYPE MOAIFYPNFDELA ... .c.ecvieieetirteeie ettt bbb b e e 168
TYPE PNFEXICPDE@LA. .....c.veueeviieietirteeetest ettt bbbt e e bbbt e bbb e e ens 168
TYPE PAFEXICPINTO ...ttt e 168
Type: |pOVErEtherNetAdAreSSINFO......co.iiiiriireeere s 168
TYPE VNFINSLANCED@LA ... vttt b et a et eb e 169
Type: NeSEANSINSEANCED LA .......c.coveeeeeriereeiietereeei et 169

ETSI



6.5.3.20
6.5.3.21
6.5.3.21a
6.5.3.22
6.5.3.23
6.5.3.24
6.5.3.25
6.5.3.26
6.5.3.27
6.5.3.28
6.5.3.29
6.5.3.30
6.5.3.31
6.5.3.32
6.5.3.33
6.5.3.34
6.5.3.35
6.5.3.36
6.5.3.37
6.5.3.38
6.5.3.39
6.5.3.40
6.5.3.41
6.5.3.42
6.5.3.43
6.5.3.44
6.5.3.45
6.5.3.46
6.5.3.47
6.5.3.48
6.5.3.49
6.5.3.50
6.5.3.51
6.5.3.52
6.5.3.53
6.5.3.54
6.5.3.55
6.5.3.56
6.5.3.57
6.5.3.58
6.5.3.59
6.5.3.60
6.5.3.61
6.5.3.62
6.5.3.63
6.5.3.64
6.5.3.65
6.5.3.66
6.5.3.67
6.5.3.68
6.5.3.69
6.5.3.70
6.5.3.71
6.5.3.72
6.5.3.73
6.5.4
6.5.4.1
6.5.4.2
6.5.4.3
6.5.4.4
6.5.45
6.5.4.6

10 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Type: VNFLOCAONCONSITAINT ......cveiveeetiriiietesteeeiesi ettt sn bbb e ens 170
TYPE: LOCAL ONCONSITAINTS......c.veueeteeeeeterteeete sttt ettt e et b et e e bbbt sn s b s se b b e ens 170
Type: ParamSFOrNESIEANS........c.eiiiieiiiterieeie et b e n s 170
TYPE ParaMSFOIV NT ...ttt b et bbbt e bbb n e ens 170
Type: AffinityOrANtEATFINITYRUIE. ..o s 171
B8 LS = U (oA o D - SR 171
Type: ChangeV NfFIQVOUIDELA..........cceecieee et a e e e eraesraesreesneas 172
Type: EXIVITTUBILINKD@LA .......eeiveeieeesieeie ettt te e e s esneesneeneenteenaeeneesnaesneesneas 172
Type: ExtManagedVirtual LiNKD@La...........ccccuveeieieeiiesiecieee s e e seeesae e e et e e aesnaessaesneas 173
TYPE: EXILINKPOIDELA. .......cccveeiieieeiesie et seesieete et e s et e e esteete s e e s eesneesseeteenseenseenaesnaesseesnens 173
TYPE VNFEXICPDEIA ...ttt sttt b e sb et b et b e b b ens 173
TYPE VNFEXICPCONTIG ..ttt b et se et eb e 174
TYPE OPEIBLEV NFDELA. ... eeeeertereeeiete ettt b et b et b et bt e eb bbb b bbb nens 174
Type: MOAifYV NFINFODELA. .......c.eevireeieeerieeet ettt 175
Type: ChangeEXtV NfCONNECHIVITYDELA .......c.coireeiriirieiirieseeeeie e 175
Type: ASSOCNEWNSAV EFSIONDE@LAL. ......cuevereerirtiieierteiet sttt sb e b e b e e 176
Type: MOVEV NINSLANCED@LA. .......ccveeieiie ettt et sae e sae et e e e eneeesaesnaesreesneas 176
IR0 e (0 VA o1 o | - - USSR 176
TYPE: UPAatEV NEFGD@LAL . ...eeiveeieeesieece ettt st st e e e sae e sae e se e teenaeeneesnaesraesnees 177
QIR0 N o - VPSSR 177
Type: ChangeNSHAVOUIrDALA. ..........cccoiveiiee e sre e et e et enaesnaesreesneas 177
TYPE NFPRUIE. ...ttt e e et e e e te e te s eesaeesaeesaeeseenteenseentennaesnensneas 178
TYPE IMIBSK ..ttt b bt h b e bt et b Rt h Rt b bR R et h bt n e nens 178
TYPE: POMRANGE ... e e e 179
TYPE HEBINSDLA. ...ttt ettt b e bt et b bbb s b bbb ens 179
TYPE HEBIVNFD@LA. ...ttt bbb eb e ens 179
TYPE: SCAIENSDBLA. ...ttt ettt b et bbbttt b e bt b e et b b e b e st bt b ese b e b e ens 180
Type: SCAENSBYSIEPSD@LAL. .....c.veueeuetieeiirtiietert ettt ettt e et r e bbbt a e eb e s b e e ens 180
Type: SCAENSTOLEVEIDELA......cc.eeieeieeiie ettt te e e e e sae e s re e te e beenaesseessaesreesnees 181
QIR0 AN ES S o= = o1 (oSSR 181
TYPE: SCAIEV MDA ... eeteeieiieieecee sttt e st e st este e teeeesaeesaeesaeeseenseenaeeneesnaesseesneas 181
TYPE: SCAETOLEVEIDALA.......ccee ettt re st e e eese e e aeesse e beenaeeneesnaesraesneas 182
IR 8L 1S o= = o1 o USSR 182
TYPE: SCAEBYSIEPDALA ... vttt ettt sttt b bbbt b bt b e a et b b b e ens 182
TyPE NSVITTUAILINKINO ....vieeeeee e 183
Yo o RSP 183
TYPE NSLINKPOITINTO ...ttt 183
TYPE NSCPHEANAIE.......ceeeeete ettt ettt b et e et b e b n e ens 184
TYPE VNFINSLANCE. ...ttt b bbbt b b e bt b st b e e b b ens 184
IR0 L= O o] o o]0 oro ] 1 o1 (o TSR 186
Type: ExtManagedVirtual LiNKINFO........coociie et 187
TYPE VNFCRESOUICEINTO ...ttt s e s e s te e te e te et e eneesnaesraesneas 187
Type: VnfVirtual LINKRESOUIrCEINTO ......cueeiie ettt e esnaesnae e 187
Type: EXEVITTUBILINKINTO ..t st e st e enaennaesnaenneas 188
TYPE EXILINKPOIINTO ...c.veiticiiciece ettt ettt s e s e s ne e seenteenaeenaesnaesneenneas 188
TyPE VNFLINKPOITINTO ...ttt 188
TYPE VNFFGINFO .ttt bt e e e b e n s 189
TYPE INFPINTO <.ttt bbb bbbt b et b et eb e nenens 189
TYPE SAPINTO. ...ttt bbb bbbt b e bbb bt bbbt et b et b e 190
Type: NSMONItOrNGPArAMELES .......c.ieieiieieetert ettt b bbbt b e ens 190
Type: VNIMONITOrNGPAIAIMELES ........c.ciiieiiitireeeeie ettt 190
IR 8L 11 (O o] 1 o (TSR 191
QIR 0= o1 (00T o] o J PSS 191
BN 0= O o =T | T PSSR 192
Type: ForwardingBehaviour INPULParamELEr'S..........c.ocuviieiieseeseese et snaesre e 192
Referenced simple data types and ENUMErELIONS ..........cccveieereeeieeieeeiesees e ese e sae e e e sreesaeeeessaenseeneens 193
g1 0o 1 o o PSR 193
SIMPIE DA LYPES ...ttt sttt b e et b e e bt b e s e bt b e se bt eb e se e bt s b e e eb e s b e neebeebeneeneas 193
ENUMEration: NSLCMOPTYPE ..ottt sttt sttt st b ettt n e 193
Enumeration: NSLCmMOPEratiONSEALETYPE .......ceivirieirie ettt sttt 193
Enumeration: NSCOMPONENETYPE. .....ciueiriirieieie ettt sttt st sb et sb e st b e b b 194
Enumeration: LcmOpNameForChangeNOtifiCatioNTYPE ........coveireereieieeereeee e 194

ETSI



11 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

6.5.4.7 Enumeration: LecmOpOccStatusForChangeNotifiCatiONTYPE. ......coevrererirerieeeeriee e 194
6.5.4.8 Enumeration: OpEratiONA SLALES..........ccoiueirtirieieie ettt sttt ettt e b 195
6.5.4.9 ENUMEIatioN: SIOPTYPE ...veteeeieite ettt ettt et b e bbbt b et b e bbb 195
6.5.4.10 Enumeration: CanCalM OOETYPE .....ccuiiieiriirieeeie ettt sttt sttt st se et b e 195
6.6 Handling of errors during NS lifecycle management OpErationS...........ccoeeeereeeerieeseseeese et 196
6.6.1 Basic CONCEPLS (INFOMMELIVE) ........eeieeeie et s et e st et e et eentessaesnnesaeesneenseensenns 196
6.6.1.1 YKol 11z 1 o OSSPSR 196
6.6.1.2 Failure resolution strategies. Retry, Rollback and Continue............cccovveveeve e 196
6.6.1.3 Error handling at NFVO and OSS/BSS .........coiiieiieeie ettt eae st sneenne e 196
6.6.2 States and state transitions of a NS lifecycle management operation OCCUITENCE..........ccccverveerverieeseenen. 198
6.6.2.1 L= 31 RO 198
6.6.2.2 States of a NS lifecycle management Operation OCCUIMTENCE........c..evererreerrerieesie st sreseenens 198
6.6.2.3 Error handling operations that change the state of a NS lifecycle operation.............ccoooveeverrcnieene 201
6.6.3 (= =T = o I o R 201
6.6.3.1 IMMEAIALE FAIIUIE ...ttt st e a e e e e teseesaeeneeneeneeneas 201
6.6.3.2 Failure during actual NS LCM Operation EXECULTON ........cccoereeiriereeerieesie s 202
6.6.3.3 LCM 0peration CaNCEII@ioN...........coiieii ettt et e s e e e e e eneeneeenes 203
7 NS Performance Management INTEITACE. ..........ooiiiiiiieeeee s 204
7.1 DTS o o) S 204
7.1a E Y Y= £= o] o T USROS U PSPPSR 204
7.2 Resource structure and MELNOUS. .......co.eoieiee ettt see et e e neeseeneas 204
7.3 Sequence diagrams (INFOMMBLIVE) ..........eoueiruieeirieeer bbbttt b et b bt 205
731 FIOW Of Creating @ PM JOD .......oiiiiiciie bbb 205
732 Flow of querying/reading PM JODS ..o 206
733 FIOW Of del€tiNg @ PM JOD ....c.ooiiiiie bbb 207
734 Flow of obtaining PerformManCe MEPOIS..........ccuviuereeriere e e e et e s et e e teeraeseesreesneenseesenns 207
735 Flow of creating athreshold ...........ocuv oot e e saeesreereens 208
7.3.6 Flow of querying/reading threSholdS ............ocuiiie e e 209
737 Flow Of deleting threShOIUS.........ccui it te e ae e s aeesaeenreeneens 209
7.3.8 Flow of managing SUBSCIIPLIONS.........cciiieieicece et e e s sae e sae e e sneesneenreeseens 210
7.3.9 Flow Of Sending NOLITICALIONS..........ccieiiceec ettt e e e aesreesaeesneenreeseens 212
74 RESDUICES ...ttt ettt ettt ettt et b e et et e ae e ek e e e bt e ek et e ase e oo ke e e ase e ek e e e ane e ea b e e eaneesabeeeaneeebeeenneesneeeneean 213
74.1 1 0o 0o (') o SR 213
742 RESOUICE: PIM JODIS......ceeeee bbb bbbt e 213
7421 [D=S'ei g o] [o] o [ OO SO PP ST PPT SRR 213
7422 RS o101 £ o= o (= 1T 0Tl (T o] o P 213
74.23 RESOUICE MELNOMS ...ttt e st e be et eb e e e e e e e e seestesaeeneeneeneeees 213
74231 0 1] PSSP 213
74232 L TSR 214
74233 U SRS 215
74234 N 1O SRS SRPRN 215
74235 D= I SRS 215
743 Resource: INAiVidUal PIM JOD ........ouiiiiieie bbb e 215
7431 [D=S'ei g o1 [o] o [T S PP SR PPT SRR 215
7432 RS o101 £ o= o (= 1T 0Tl (T o] o P 216
7433 RESOUICE MELNOMS ...ttt e e be et ea e e e e e e e e seesbesaeeneeneeneenes 216
7.433.1 1Y RS PRSTRRN 216
7.4.33.2 L TR 216
7.4.33.3 U SRS 216
74334 N 1O SRS 217
7.4.3.35 D= I SRS 217
74.4 Resource: Individual performanCe FEPOMT .........coveieeiiee e e e reesaeeae e e saeenreeneens 217
7441 (01 1 (0] o P 217
7442 RESOUICE EFINITION ...ttt bbbt bt e b e ae et e e e sb e b e saeeae e e et e 217
7443 RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 218
7.4.43.1 1] TSRS 218
74432 ] SR 218
74433 L T O TSP PR PPP PSR 218
74434 A 11 SR 218
74435 Dt I I OSSP 218
745 RESOUICE: THIESNOIAS. ... .t ettt b et e b ettt sb e b bt e ne e e e 218

ETSI



7451
7452
7453
74531
74532
7.4.53.3
74534
7.4.53.5
74.6
74.6.1
74.6.2
7.4.6.3
7463.1
7.4.6.3.2
7.4.6.3.3
74634
7.4.6.3.5
747
74.7.1
7472
74.7.3
74.73.1
74.73.2
7.4.7.3.3
74734
74735
7.4.8
7481
7482
74.8.3
74.83.1
7.4.83.2
7.4.8.3.3
74834
7.4.83.5
749
7491
7492
7493
7493.1
7.493.2
7.4.93.3
74934
74935
7.5
751
752
7521
7522
7523
7524
7525
7526
7527
7528
7529
7.5.2.10
7.5.3
7531
7.5.3.2
7.5.3.3
7534

12 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

[D=S'wi g o1 o] o [T SO PP PPT SR PRR 218
RESOUICE EFINITION ...ttt ettt e st et e e b e e e e e et e seesbesaeeneeneeneenes 219
RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 219
ISR 219

1 PR 219

PU T et e b b et Rt h R R e R e R R e R e Rt eRe R £ e e e R e b e bt eheeh e et e e e ennas 220
PATCH .t b e bt b et h e e e bbbt e Rt R e et et e e e bt ehe bt e e e nr e e 220
DELETE ..ttt e h e a et e e bbbt he R e et et ne b e bt eh e bt e e nrenes 221
Resource: Individual threSnold ..o e 221
(01 1 0] o S 221
RESOUICE EFINITION ...ttt ettt e s e et e e b e e e e e et e seesbesaeeneeneeneeses 221
RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 221
ISR 221

1 PR 221

U O PSR 222
N I PSS 222
DELETE ..ttt e h e a et e e bbbt he R e et et ne b e bt eh e bt e e nrenes 222
RESOUICE: SUDSCITILIONS. ... ecuveiiieieeeiieesee et eteeeteseesteesteesteetessessseesaeesseenseesseeseasseesseesseesesneesnnesseesseensennsenns 222
(01 1 (0] o P 222
RESOUICE EFINITION ...ttt bbbt bbbt ae et e e e b b e saeeae e e e e e 223
RESOUICE MELNOAS ... bbbt b et sr bt bt e ae e e e 223

[ © 5] LU P PP USRI 223

1 PR 224

U 0 PR S 225
N I PSS 225
I PR 225
Resource: INdividual SUDSCIIPLION. ..........ciiiieiririeeieriee bbb 225
[D=S'ei g o] [o] o [ OO SO PP ST PPT SRR 225
RESOUICE EFTNITION ...ttt et b et e bbbt ae et e e b b e saeene e e e e e 226
RESOUICE MELNOAS ...ttt bbbt bbb sr bt aeeae e e e 226

[ © 5] LU P PP USRI 226

L TP UPURPR TP 226

PU T ettt h e h e h e E e Rt h R R e R e R e £ e SR e Rt R R £ e e e R R e b e R e bt eReeh e et e e nrennas 226
N I PSS 227
I PR 227
Resource: NOtification @NAPOINT ..........ooeiiieeere bbb 227
[D=S'ei g o] [o] o [ OO SO PP ST PPT SRR 227
2SS o101 (o= o (< 1T 0Tl (1 o] o S 227
RESOUICE MELNOAS ...t ettt e e et st ea e e e e e e e e seesbesaeeneeneeneenes 227

[ © 5] LSOO P PPV USRI 227

L TP UPURPR TP 228

PU T ettt h e h e h e E e Rt h R R e R e R e £ e SR e Rt R R £ e e e R R e b e R e bt eReeh e et e e nrennas 228
PATCH . bbb bt h et e e b e Rt e bt Rt e R e et e e e R e b eh bt e e nrens 229
DELETE ..ttt e h e a et e e bbbt he R e et et ne b e bt eh e bt e e nrenes 229

D= =N 1Y [ oo = PP TP PP RS RSRPPO 229
100 o ') o PSR 229
Resource and NOtifiCation At LYPES .......ccuceiirieiriereere bbb e 229
g1 0o 1 o o PSR 229
Type: PMSUDSCIPLONREGUEST ...ttt 229
TYPE PMSUDSCITPIION ...ttt ettt ettt eb e ens 229
Type: ThresholdCroSSEdNOLIfiCALION ........c.ceviiiiieiiriee s 230
Type: Performancel nformationAvailableNOtifiCatioN ...........ccceveeiiesieeie e 230
Type: CreatePMIODREGUESL .........ocveiieiie ettt e ae e s sae e saeeteenaeenaessaessaesreesneas 231

IR 0= 019 o T PSSR 231
Type: CreateThreSholAREQUESL .........cceicieiee ettt e sae e s sre e sae e e e e sneessaennaesreesneas 232
IR/ L= I 1= 1) o PSSR 232
Type: PerfOrManCEREPON .........ciiiieirtiieert sttt b bbbt b e b e b e ens 232
Referenced StrUCIUred daEAtYPES .......covieeuiriiiei sttt b 233
g1 0o 1 o o PSR 233
Type: PMNOLfiCATIONSFTITEN ......cuiiieiitic e 233
LY L R 11 o] o[ ] (= - TSP UTORR TR 233
TYPE THIrESNOIACTITEITAL ...ttt 234

ETSI



13 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

754 Referenced simple data types and eNUIMEIGtIONS ..........coireeriirieeriieese e 235
7541 g1 0o 1 o o PSSR 235
7542 SIMPIE DA LYPES ...ttt ettt b e et b e et b e e bt b e bt b e se bt sb e e eb e s b e seeneebeneeneas 235
7543 Enumeration: CrossiNgDireCtiONTYPE. .....c.ciuirieiiieriee ettt sttt sttt sb et 235
8 NS Fault Management iNtEITACE. ..........oce i re e sreens 235
8.1 DTS o o1 o) S 235
8.1a E N Y= £ o] o TR TP RSO PP ST 236
8.2 Resource structure and MELNOUOS...........coieiii bbb e ne s 236
8.3 Sequence diagrams (INFOFMBLIVE) ..........eveiiuiie ittt b et b b 237
831 Flow of the Get Alarm LiSt OPEratioN..........cooueieiriiiiirieeees et 237
832 Flow of aCKNOWIEAGING 1AM ......cviiiiiiiee bbb 238
833 Flow of Managing SUDBSCITPLIONS .........cuiiiieiiieerie bbb bbb 238
834 Flow oOf Sending NOLIfiCALIONS...........oiveuiiiieiriier bbb 240
84 RESDUICES ...ttt ettt ettt ekttt e ettt eae e ek et e bt e ek e e e ase e e e b e e e s e e e Ak e e 2 ane e eab e e eane e e beeeaneeeabeeenneeeneeeneean 240
84.1 L1100 (0o (o] o FEO PSSPV SPP 240
84.2 RESOUICE: ALBITIS.. ...ttt bttt bbb et e e b e s Rt eb e s he e b e et e s e neesb e e b e saeene e e ennenes 241
84.2.1 ()1 o 1 0] o 241
84.22 RESOUICE EFINITION ...ttt e bbbt eesb et e saeeae e e e e 241
84.23 RESOUICE MELNOAS ...t e bbbt sr b bt e ae e e e e 241
8.4.23.1 0 1] PSSP 241
8.4.23.2 L TSRS 241
8.4.2.3.3 U TSRS 242
84.234 N 1O R SRSRPRN 242
8.4.235 DELETE ..ottt sttt ettt sttt ettt st et e st e e et e st e e et e s beseebesbesaeseebesaese st e e etesee e eneetenreneas 242
84.3 ReSOUrCE: INAIVIAUAH BlaIM ... ...oeeceeeeeee ettt et sneene e e et e 242
84.3.1 (01 o 1 (0] o 242
84.32 RESOUICE EFINITION ...ttt bttt bbbt bttt e e e e b e saeeae e e e e e 242
8.4.33 RESOUICE MELNOAS ... bbbt b et sr bt bt e ae e e e 243
8.4.33.1 0 1] PSSP 243
8.4.33.2 L TR 243
8.4.3.3.3 U SRS 243
8.4.334 N 1O R SRSRPRN 243
8.4.335 DELETE ..ottt sttt ettt sttt ettt st et e st e e et e st e e et e s beseebesbesaeseebesaese st e e etesee e eneetenreneas 244
844 RESOUICE: SUDSCITPLIONS. ...ttt bbbt 244
8441 [D=S'ei g o] [o] o [ OO SO PP ST PPT SRR 244
8442 RS o101 £ o= o (= 1T 0Tl (T o] o P 244
8443 RESOUICE MELNOMS ...ttt e st e be et eb e e e e e e e e seestesaeeneeneeneeees 245
8.4.43.1 0 1] PSSP 245
8.4.4.3.2 L TSR 245
8.4.4.3.3 U SRS 246
8.4.434 N 1O SRS SRPRN 246
8.4.4.35 D= I SRS 247
845 Resource: INdividual SUDSCIIPLION. ........cc.eiiirieieiiieeier e bbb 247
8451 [D=S'ei g o1 [o] o [T S PP SR PPT SRR 247
8452 RS o101 £ o= o (= 1T 0Tl (T o] o P 247
8453 RESOUICE MELNOMS ...ttt e e be et ea e e e e e e e e seesbesaeeneeneeneenes 247
84531 1Y RS PRSTRRN 247
8.4.53.2 L TR 247
8.4.5.3.3 U SRS 248
84534 N 1O SRS 248
8.4.5.35 D= I SRS 248
8.4.6 Resource: NOtification €NOPOINT ..........ccecieiieeeiesees s ses et ae e ssaessaesreesreesaesneesaeesaeenseensenns 248
8.4.6.1 (01 1 (0] o P 248
8.4.6.2 RESOUICE EFINITION ...ttt bbbt bt e b e ae et e e e sb e b e saeeae e e et e 249
8.4.6.3 RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 249
8.4.63.1 1] TSRS 249
8.4.6.3.2 L TSRS 249
8.4.6.3.3 U TSRS 250
8.4.6.34 N 1O TSRS 250
8.4.6.35 DELETE ..ottt sttt ettt sttt ettt st et e st e e et e st e e et e s beseebesbesaeseebesaese st e e etesee e eneetenreneas 250
8.5 D = 1Y, oo PSPPSR 250

ETSI



14 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

851 100 1o ') o R 250
852 Resource and NOtifiCation At LYPES .......cc.eeiirieerierere bbb 250
8521 g1 0o 1 o o PSR 250
8522 Type: FMSUDSCIPLONREGUEST ...ttt 250
8523 TYPE FMSUDSCITPIION ...ttt bbbttt eb e ens 251
8.5.24 IR/ L= Y =1 0 PSSR 251
8.5.25 Type: Al@rMNOLFICEHION.......eeiieiieiie e e sae e sreeste e e e srneentesseensaesraesneas 252
8.5.2.6 Type: AlarmClear@dNOLIfIiCaLION. ........cciveie e a e et ereesraesreesrees 252
8.5.2.7 Type: AlarmLiStREDUITENOLIFICAHION ........eceeiieciecec e 253
8.5.2.8 Type: AlarmMMOCifiCALIONS. .......cceeiieieee e sae e sae e ae e aeenaeeseesnaesreesneas 253
853 Referenced StrUCIUred daEAYPES .......coviieuiriiieieriite ettt 253
8531 g1 0o 1 o o PSR 253
8532 Type: FMNOLfiCAIONSFTITEN .......uiiieiieic e 253
8533 TyPE: FAUILYRESOUICEINTO. ...ttt eb e 254
8534 Type: FaultyComPONENEINTO .....c.ecuiiiieiiteet e 254
854 Referenced simple data types and eNUIMEIGtIONS ..........coeieerinieirieerese e 254
854.1 INEFOOUCTION...c.e ettt e bbbttt s e s bt bt eb e ae e e et e e e e et sreebesneenn e e ennas 254
8.5.4.2 SIMPIE ABLALYPES ... et e s e st e et e e e e e e stessaesaeesreessesnaesneesneesneenreereens 254
8.5.4.3 Enumeration: PerCailVedSEVENTTY TYPE. ....cuiiieieeie et s e ste et e st eree e e sreesresnneeneeenes 255
8.5.4.4 ENUMEratiON: EVENETYPE .ottt e st e st et e e e en e sseesseenteeneeenseeneeanes 255
8.5.45 Enumeration: FauUltyRESOUINCETYPE.......eiiieceeieeie et ste e e e e b te e e sstesreesreesreenaeeneeenes 255
9 VNF Package Management INTEITACE. .........coeieeriiese st 256
9.1 [DL= o ] o 1o o PSPPSR U PP TSTURTPTSRURPRRN 256
9.1a F N o IRV £ o] o S 256
9.2 Resource structure and MELNOUS. ..........ciieiee et saeene e e eneeseeneas 256
9.3 Sequence diagrams (INFOMMELIVE) ..........coieeieieiecee st et et ete e sae e e e sreesaeeeesseesseesteesteenteessesreesseenseenseeneeanes 258
931 Flow of the creation of an individual VNF package reSOUICE...........cceiiereeiere e ere e see e 258
9.3.2 Flow of the uploading of VINF package CONLENL ...........cccveieeieiieeieeseesie e ete e se e ae e e e e enne e ens 258
9.3.3 Flow of querying/reading VNF package iNfOrmation ...........cccvecviceeeienieee e s 260
9.34 Flow of reading the VNFD of an on-boarded VINF package.........c.ccoeveerieierinse e ses e 260
9.35 Flow of updating information Of 8 VINF PaCKage.......c.civeieeiieii e et se e ste e s eneens 261
9.3.6 Flow of deleting a VNF Package FESOUICE..........cuiuiieuiriiieierieeeiesiee ettt 262
9.3.7 Flow of fetching an on-boarded VINF PaCKagE.........ccoiriiiiriiieireeeree et 263
9.38 Flow of fetching a VINF package artifact............cciiiiiiiiieei e 264
9.39 Flow of Managing SUDSCITPLIONS .........cuiiiieiiiieert bbb 265
9.3.10 Flow oOf Sending NOLITiCALIONS...........oiueiiiieiiriierte bbb 267
94 RESDUICES ...ttt ettt ettt ettt et b e et et e ae e ek e e e bt e ek et e ase e oo ke e e ase e ek e e e ane e ea b e e eaneesabeeeaneeebeeenneesneeeneean 267
941 L1100 (0o (o] o HOO OSSR PR UROSPPP 267
9.4.2 RESOUICE: VINF PACKAOES. ... eeeeeeeeceesieeste et etee sttt e te e e s e e e et e e e s ae e beesteentessaessaesnnesaeesneenseensenns 268
94.21 ()1 o 1 0] o 268
94.22 RESOUICE EFINITION ...ttt b et e bbbt e e sn e b e saeeae e e e e e 268
94.23 RESOUICE MELNOAS ...ttt bbbt bbb bbbt eae e e e e 268
94231 1Y TSRS 268
9.4.23.2 L TSR 269
9.4.23.3 U TSRS 270
94234 N 1O TSRS 270
9.4.235 DELETE ..ottt sttt ettt sttt ettt st et e st e e et e st e e et e s beseebesbesaeseebesaese st e e etesee e eneetenreneas 270
9.4.3 Resource: INdividual VINF PECKAJE.........coveiriiieiriieeereees et 270
9431 ()1 o 1 0] o 270
9.4.32 RESOUICE EFINITION ...ttt bbbt bt e b e ae et e e e sb e b e saeeae e e et e 271
9.4.33 RESOUICE MELNOAS ... bbbt b et sr bt bt e ae e e e 271
94331 0 1] SRS 271
9.4.33.2 L TSR 271
9.4.33.3 U SRS 271
94334 N 1O TSRS 271
9.4.335 3 I TSRS 272
944 Resource: VNFD inan individual VINF PACKBOE. .........couiuiiririeiiiieerieie s 273
9441 [D=S'ei g o1 [o] o [ SO U SS PSSP PRRP 273
9442 LRSS o101 (o= o (= 1T 0Tl (o] o 273
9443 RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 273
9.4.43.1 0 1] SRS 273

ETSI



15 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

9.4.43.2 1 PR 274
9.4.43.3 U 0 PR S 275
94434 A I PR S 275
9.4.435 I PR 275
945 ResoUrce: VINF PACKBGE COMENL.........c.eiieiieiieiiriirieist ettt 276
945.1 (1= 1 (0] o R 276
9452 RESOUICE EFTNITION ...ttt bbbt b e bt e b et e e e b e b e saeeae e e e e e 276
9453 RESOUICE MELNOAS ...ttt et bbbt e e sr b bt ae e e e 276
94531 [ © 5] SO P PP UROSRPPO 276
94532 L1 PP URURRR PP 276
94533 U 0 PR S 277
94534 A I PR S 278
94535 I PR 278
9.4.6 Resource: Upload VNF package from URI TasK ..o e 278
94.6.1 [D=S'ei g o1 [o] o [ SO U SS PSSP PRRP 278
9.4.6.2 RESOUICE EFINITION ...ttt ettt et e s e et e e e e e e e e e e e seesbesaeeneeneeneeses 279
9.4.6.3 RESOUICE MELNOAS ...ttt et bbbt e e sr b bt ae e e e 279
94631 [ © 5] SO P PP UROSRPPO 279
9.4.6.3.2 L1 TP URUSPR PP 280
9.4.6.3.3 PU T ettt h e h e h e E e Rt h R R e R e R e £ e SR e Rt R R £ e e e R R e b e R e bt eReeh e et e e nrennas 280
9.4.6.34 PATCH .t bt b h e h et e e b e bt e bt e Rt e R e et e e e e R e b eheeb e et e enes 280
9.4.6.35 DELETE ..ttt e h e a et e e bbbt he R e et et ne b e bt eh e bt e e nrenes 280
94.7 Resource: Individual VNF package @rtifaCt ..o 280
94.7.1 [D=S'wi g o1 o] o [T SO PP PPT SR PRR 280
94.7.2 RESOUICE EFINITION ...ttt ettt et e s e et e e e e e e e e e e e seesbesaeeneeneeneeses 280
9.4.7.3 RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 280
94.73.1 ISR 280
9.4.7.3.2 1 PR 280
9.4.7.3.3 PU T ettt h e h e h e E e Rt h R R e R e R e £ e SR e Rt R R £ e e e R R e b e R e bt eReeh e et e e nrennas 282
94.734 PATCH .t h e b h e h et e e b e bt e bt e Rt e R e e e et ne R e bt ehe bt e e e e nes 282
9.4.7.35 DELETE ..ttt e h e a et e e bbbt he R e et et ne b e bt eh e bt e e nrenes 282
94.8 RESOUICE: SUDSCITILIONS. ... ecuveieieieeesieesieesteeteestesee s e e teesteetesseesseesaeesseenseesseeseasseesseesseesesneesnnesaeesseensennsenns 282
9481 (01 1 0] o S 282
9.4.8.2 RESOUICE EFINITION ...ttt ettt et e s e et e e e e e e e e e e e seesbesaeeneeneeneeses 282
9.4.83 RESOUICE MELNOAS ...ttt et e e e te ettt e e e e e e e seesbesaeeneeneeneees 282
94831 ISR 282
9.4.83.2 1 PR 283
9.4.8.3.3 U O PSR 284
94834 PATCH .ttt ettt b e et e a e et e te e eeebeeReeneen e et e teeeeneeebeeaeereeneenteneenns 284
9.4.8.35 DELETE ..ttt e h e a et e e bbbt he R e et et ne b e bt eh e bt e e nrenes 284
9.4.9 Resource: Individual SUDSCIIPLION.........coiieiece e e e e sneenreeneens 284
94.9.1 (01 1 0] o S 284
9.4.9.2 RESOUICE EFINITION ...ttt b et e bbbt e e sn e b e saeeae e e e e e 285
9.4.9.3 RESOUICE MELNOAS ... bbbt b et sr bt bt e ae e e e 285
94931 [ © 5] LU P PP PR PP 285
94932 1 PR 285
94933 U O PSR 285
94934 A I PR S 285
94935 I PR 286
9.4.10 Resource: NOtification ENAPOINT ..........ooeiiieiiier e bbb 286
9.4.10.1 [D=S'el o1 o] o [ TSP P TSP PPT SRR 286
9.4.10.2 RESOUICE AEFINITION ...t et s b et e e b e b e nn e e e 286
9.4.10.3 RESOUICE MELNOOS ...t b e e b e e 286
9.4.10.3.1 [ © 0] TSP VTP USRS 286
9.4.10.3.2 L1 ST U PP ORI 287
9.4.10.3.3 PU T e et h e e e bR bR R e e Rt Rt R e R e R e R e e e e e R e R e bt ehe bt e e e e nrentes 287
9.4.10.34 N I PSR 287
9.4.10.35 [ I PSR 288
9.5 D= = 1 1 110 L= RSP 288
951 100 1o ') o R 288
952 Resource and NOtifiCation At LYPES .......cc.ceiirieirieere bbb 288
9521 01100 1 o o RS 288

ETSI



16 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

9522 Type: CreateV NfPKGINFOREGUESE ........coiieiietireeeete et 288
9523 Type: VNIPKGINFOMOIfiCEIONS.......c.civiiiiitiieeeeieseet et 288
9524 Type: UploadV nfPackageFromUITREQUESE ...........coirieiririeirieeeerese e 288
9525 TYPE VNFPKGINTO 1.ttt et n e 289
9526 Type: PKOMSUDSCIiI P ONREGUESE ........covieeieetiitieetesteeet sttt 290
9.5.2.7 TYPE PKOMSUDSCITLION .....vecteeieeeeie ettt se ettt st e et esteesae e teeneesneeeneesneesseeseenseeneessaessensneas 290
9.5.2.8 Type: VnfPackageOnboardingNOLifiCaLION...........cceecieiicececee e 291
9.5.29 Type: VnfPackageChangeNOtifiCaliON...........cocieri e 291
95.3 Referenced StruCtured JalatyPES ......coiuieeuieiicecies ettt e esae e sre e saeesaesseesaeesneenseenseens 292
9531 g1 I8 ot (' o TP PSSP 292
9532 Type: VNnfPackageSoftwarel Magel N0 ..........ooiiiiiiierer s 292
9533 Type: VNfPaCkageATtITaCINFO ..o 293
9534 Type: PKOMNOLfiCati ONSFITTE ...t 293
9535 TYPE PROMLINKS. ...ttt b et b e b e bt eb e ens 294
9536 TYPE CNECKSUIM ...ttt b bbbt b bbbt b s b s e st e bt e bbb e e eb e e e ens 295
954 Referenced simple data types and eNUIMEIGtIONS ..........coeieerinieirieerese e 295
9541 g1 18 ot (' o OSSP PP RSP S 295
9.5.4.2 SIMPIE ABLALYPES ... et e s e st e et e e e e e e stessaesaeesreessesnaesneesneesneenreereens 295
9.54.3 Enumeration: PackageOnboardiNgSLaLETYPE. .......cccuviuereereereerie e seesee e ete e srae e ste e e e e seesneesnes 295
9.5.4.4 Enumeration: PackageOperational SLatETYPE........coiveieiie e e ste ettt 295
9545 Enumeration: PackageUSageStatET Y. ......cvecveerieeieeieseeseesteestessee e esreeteeste e sreeste e te e eesneesneesnes 296
9.5.4.6 Enumeration: Packag@ChangETYPE ......eeiieiieieeieeieetesteesteesteeste s see e sreesseeteentesstesraesseesreesresneesneesnes 296
Annex A (informative): Mapping operationsto protocol dements..........ccoceceveeeeveieeceseece e 297
N O Y= V= T SR 297
A.2 NSD Management iNtEITACE .......cocce ettt s re e s beeae e resre e e e seeenes 297
A.3 NSLifecycle Management INTEITaCE. ........coeivieeereses e 297
A.4 NS Performance Management INTEITACE. .........ccuiiiiii s 298
A5 NS Fault Management INTEITACE. ........coii e 298
A.6  VNF Package Management iNtEITaCe.........coi et 299
Annex B (informative): S = U] 10000 [ TSRS 300
o T80 R N S D I = 1= 07 (= ST 300
B.1.1 1170 18 (o PSPPSR U TSURPRSTRPRN 300
B.1.2 SR MOEL ......coveeceet ettt 300
B.2  VINF package Stale MOUEL.........cooiiieieiiieete et bbbt nn e n e r e 301
B.2.1 100 (1 1 o o PRSP 301
B.2.2 IS (=1 10 L= PRSI 301
Annex C (informative): Complementary material for APl utilization ..........cccceeeieininincncnnn 304
Annex D (informative): AULNOrS & CONEITDULONS.. ..o 305
Annex E (informative): (O g T[0Tl o TS o] o SRS 306
[ T (PSPPSR 312

ETSI



17 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies a set of RESTful protocol specifications and data models fulfilling the requirements
specified in ETSI GS NFV-IFA 013 [3] for the interfaces used over the Os-Ma-Nfvo reference point.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Referencel.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.
[1] IANA: "Assigned Internet Protocol Numbers'.

NOTE: Available at https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml.

2] ETSI GS NFV-IFA 010: "Network Functions Virtualisation (NFV) Release 2; Management and
Orchestration; Functional requirements Specification”.

[3] ETSI GSNFV-IFA 013: "Network Functions Virtualisation (NFV) Release 2; Management and
Orchestration; Os-Ma-Nfvo reference point - Interface and Information Model Specification”.

[4] ETSI GS NFV-SOL 003: "Network Functions Virtualisation (NFV) Release 2; Protocols and Data
Models, RESTful protocols specification for the Or-V nfm Reference Point".

[5] ETSI GS NFV-SOL 004: "Network Functions Virtualisation (NFV) Release 2; Protocols and Data
Models; VNF Package specification”.

[6] IEEE 802.1Q-2014: "IEEE Standard for Local and metropolitan area networks - Bridges and
Bridged Networks".

[7 IETF RFC 791: "Internet Protocol".

NOTE: Available at https://tools.ietf.org/html/rfc791.

[8] IETF RFC 2818: "HTTP Over TLS".

NOTE: Available at https://tools.ietf.org/html/rfc2818.

[9] IETF RFC 3339: "Date and Time on the Internet: Timestamps".
NOTE: Available at https://tools.ietf.org/html/rfc3339.

[10] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.

NOTE: Available at https://tools.ietf.org/html/rfc3986.

[11] IETF RFC 4291: "IP Version 6 Addressing Architecture”.

NOTE: Available at https://tools.ietf.org/html/rfc4291.
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[19]
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[25]

NOTE:
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[27]

NOTE:

[28]
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IETF RFC 4632: "Classless Inter-Domain Routing (CIDR): The Internet Address Assignment and
Aggregation Plan”.

Availlable at https://tools.ietf.org/html/rfc4632.

IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for
Civic Addresses Configuration Information”.

Available at https://tools.ietf.org/html/rfc4776.

IETF RFC 4918: "HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV)".

Available at https://tools.ietf.org/html/rfc4918.

IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

Available at https://tools.ietf.org/html/rfc5246.

IETF RFC 5646: "Tags for Identifying Languages".

Availlable at https://tools.ietf.org/html/rfc5646.

IETF RFC 6585: "Additional HTTP Status Codes’.

Available at https://tools.ietf.org/html/rfc6585.

IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

Available at https://tools.ietf.org/html/rfc6749.

IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".

Available at https://tools.ietf.org/html/rfc6750.

IETF RFC 8259: "The JavaScript Object Notation (JSON) Data I nterchange Format™.

Available at https://tools.ietf.org/html/rfc8259.

IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

Available at https://tools.ietf.org/html/rfc7231.

IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests”.

Availlable at https://tools.ietf.org/html/rfc7232.

IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests'.

Available at https://tools.ietf.org/html/rfc7233.

IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication”.

Available at https://tools.ietf.org/html/rfc7235.

IETF RFC 7396: "JSON Merge Patch".
Available at https://tools.ietf.org/html/rfc7396.

IETF RFC 7617: "The 'Basic' HT TP Authentication Scheme".

Available at https://tools.ietf.org/html/rfc7617.

IETF RFC 7807: "Problem Detailsfor HTTP APIs'.

Available at https://tools.ietf.org/html/rfc7807.

IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".

Available at https://tools.ietf.org/html/rfc8200.
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[29]
[30]

[31]

[32]
NOTE:
[33]
NOTE:
[34]
NOTE:
[39]
NOTE:
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SO 3166 (all parts): "Codes for the representation of names of countries and their subdivisions'.

Recommendation ITU-T X.733: "Information technology - Open Systems Interconnection -
Systems Management: Alarm reporting function™.

ETSI GS NFV-IFA 027: "Network Functions Virtualisation (NFV) Release 2; Management and
Orchestration; Performance M easurements Specification”.

IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer”.

Availlable at https://tools.ietf.org/html/rfc6901.

IETF RFC 4229: "HTTP Header Field Registrations".
Available at https://tools.ietf.org/html/rfc4229.

IETF RFC 8288: "Web Linking".

Available at https://tools.ietf.org/html/rfc8288.

Semantic Versioning 2.0.0.

Available at https://semver.org/.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]
NOTE:
[i.3]

[i.4]
NOTE:
[i.5]
NOTE:

ETSI TS 133 310: "Universal Mobile Telecommunications System (UMTS); LTE; Network
Domain Security (NDS); Authentication Framework (AF) (3GPP TS 33.310)".

Hypertext Transfer Protocol (HTTP) Status Code Registry at IANA.

Available at http://www.iana.org/assignments/http-status-codes.

ETSI GSNFV-SOL 001: "Network Functions Virtuaisation (NFV) Release 2; Protocols and Data
Models; NFV descriptors based on TOSCA specification”.

OpenStack: "Disk and container formats for images”.

Available from http://docs.openstack.org/image-quide/image-formats.html.

OpenAPI Specification.

Available at https://github.com/OA|/OpenAPI-Specification.

3

Abbreviations

For the purposes of the present document, the following abbreviations apply:

API
BSS
CIDR
CP
CPD

Application Programming Interface
Business Support System

Classless Inter-Domain Routing
Connection Point

CP Descriptor
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DF
DSCP
ETS
FM
GMT
GS
GUI
HATEOAS
HTML
HTTP
HTTPS
IANA
ICMP
IETF
IFA
P
JSON
LB
LCCN
LCM
MAC
MIME
NFP
NFPD
NFV
NFVI
NFVO
NS
NSD
0SS
PKG
PM
PNF
PNFD
RAM
REST
RFC
SAP
SAPD
TCP
TLS
UDP
URI
VDU
VIM
VL
VLAN
VLD
VNF
VNFC
VNFD
VNFFG
VNFFGD
VNFM
YAML
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Deployment Flavour

Differentiated Services Code Point
European Telecommunications Standards I nstitute
Fault Management

Greenwich Mean Time

Group Specification

Graphical User Interface
Hypermedia As The Engine Of Application State
Hypertext Markup Language
Hypertext Transfer Protocol

HTTP Secure

Internet Assigned Numbers Authority
Internet Control Message Protocol
Internet Engineering Task Force
Interfaces and Architecture

Internet Protocol

JavaScript Object Notation

Load Balancing algorithm

Lifecycle Change Notification
Lifecycle Management

Medium Access Control
Multipurpose Internet Mail Extensions
Network Forwarding Path

NFP Descriptor

Network Functions Virtualisation
Network Function Virtualisation Infrastructure
NFV Orchestrator

Network Service

Network Service Descriptor
Operation Support System

Package

Performance Management

Physical Network Function

Physical Network Function Descriptor
Random-Access Memory
Representational State Transfer
Request For Comments

Service Access Point

Service Access Point Descriptor
Transmission Control Protocol
Transport Layer Security

User Datagram Protocol

Uniform Resource Identifier
Virtualisation Deployment Unit
Virtualised Infrastructure Manager
Virtual Link

Virtual Local Area Network

VL Descriptor

Virtualised Network Function

VNF Component

VNF Descriptor

VNF Forwarding Graph

VNFFG Descriptor

VNF Manager

YAML Ain't Markup Language
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4 General Aspects

4.1 Overview

The present document defines the protocol and data model for the following interfaces, in the form of RESTful
Application Programming Interface (APIs) specifications:

. NSD Management interface (as produced by the NFV O towards the OSS/BSS)

. NS Lifecycle Management interface (as produced by the NFV O towards the OSS/BSS)

. NS Performance Management interface (as produced by the NFV O towards the OSS/BSS)
. NS Fault Management interface (as produced by the NFV O towards the OSS/BSS)

. VNF Package Management interface (as produced by the NFVO towards the OSS/BSS)

The design of the protocol and data model for the above interfaces is based on the information model and requirements
defined in ETSI GSNFV-IFA 013[3]. In clause 4, general aspects such as URI structure and supported content
formats, general procedures and common data types are specified.

In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the
resource structure with associated HTTP methods is defined and applicable flows are provided. Further, the resources
and the data model are specified in detail.

Annex A provides the mapping of the combination of resources and methods defined in the present document to the
operations defined in ETSI GS NFV-IFA 013 [3].

Even though the various interfaces defined in the present document are related, implementations shall not assume a
particular order of messages that arrive via different interfaces.

4.2 URI structure and supported content formats

This clause specifies the URI prefix and the supported formats applicable to the APIs defined in the present document.

All resource URIs of the APIs shall have the following prefix, except the "API versions' resource which shall follow
the rules specified in clause 4.6.3.

{apiRoot} /{ apiName} /{ apiMajorVersion}/
where:

{apiRoot} indicates the scheme ("http" or "https"), the host name and optional port, and an optional
sequence of path segments that together represent a prefix path.

EXAMPLE: http://nfvo.example.com/nfv_apis/abc.

{apiName} indicates the interface name in an abbreviated form. The { apiName} of each interfaceis
defined in the clause specifying the corresponding interface.

{apiMgjorVersion} indicatesthe current major version (see clause 4.6.1) of the API and is defined in the clause
specifying the corresponding interface.

For HTTP requests and responsesthat have abody, the content format JSON (see |[ETF RFC 8259[20]) shall be supported.
The JSON format shall be signalled by the content type "application/json”.

All APIs shall support and use HTTP over TLS (also known asHTTPS) (see IETF RFC 2818 [8]) TLSversion 1.2 as
defined by IETF RFC 5246 [15] shall be supported.
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NOTE 1: The HTTP protocol elements mentioned in the present document originate from the HT TP specification,;
HTTPSrunsthe HTTP protocol in a TLS layer. The present document therefore uses the statement above
to mention "HTTP request”, "HTTP header", etc., without explicitly calling out whether or not these are
runover TLS.

NOTE 2: There are anumber of best practices and guidelines how to configure and implement TLS 1.2 in a secure
manner, as security threats evolve. A detailed specification of those is beyond the scope of the present
document; the reader is referred to external documentation such as annex E of ETSI TS 133 310 [i.1].

All resource URIs of the API shall comply with the URI syntax as defined in IETF RFC 3986 [10]. An implementation
that dynamically generates resource URI parts (individual path segments, sequence of path segments that are separated
by "/*, query parameter values) shall ensure that these parts only use the character set that is allowed by IETF

RFC 3986 [10] for these parts.

NOTE 3: This meansthat characters not part of this allowed set are escaped using percent-encoding as defined by
IETF RFC 3986 [10].

Unless otherwise specified explicitly, al request URI parameters that are part of the path of the resource URI shall be
individual path segments, i.e. shall not contain the"/" character.

NOTE 4: A request URI parameter is denoted by a string in curly brackets, e.g. { subscriptionld} .

4.3 Common procedures

4.3.1 Introduction

This clause specifies procedures applicable to all interfaces.

4.3.2  Attribute-based filtering

4.3.2.1 Overview and example (informative)

Attribute-based filtering allow to reduce the number of objects returned by a query operation. Typically, attribute-based
filtering is applied to a GET request that reads a resource which represents alist of objects (e.g. child resources). Only
those objects that match the filter are returned as part of the resource representation in the payload body of the GET
response.

Attribute-based filtering can test a simple (scalar) attribute of the resource representation against a constant value, for
instance for equality, inequality, greater or smaller than, etc. Attribute-based filtering is requested by adding a set of
URI query parameters, the "attribute-based filtering parameters' or "filter" for short, to aresource URI.

The following example illustrates the principle. Assume aresource "container” with the following objects:

EXAMPLE 1:  Objects

obj 1: {"id":123, "weight":100, "parts":[{"id":1, "color":"red"}, {"id":2, "color":"green"}]}
obj2: {"id":456, "weight":500, "parts":[{"id":3, "color":"green"}, {"id":4, "color":"blue"}]}

A GET request on the "container”" resource would deliver the following response:
EXAMPLE 2:  Unfiltered GET
Request:
GET .. container

Response:

[ {"id":123, "weight":100, "parts":[{"id":1, "color":"red"}, {"id":2, "color":"green"}]},
{"id":456, "weight":500, "parts":[{"id":3, "color":"green"}, {"id":4, "color":"blue"}]}
]
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A GET request with afilter on the "container" resource would deliver the following response:
EXAMPLE 3:  GET with filter

Request:

GET ./container?filter=(eq, weight, 100)

Response:

{id: 123, weight:100, parts:[{id:1, color:red}, {id:2, color:green}]}
]

For hierarchically-structured data, filters can also be applied to attributes deeper in the hierarchy. In case of arrays, a
filter matches if any of the elements of the array matches. In other words, when applying the filter "eg.parts/color,green”
to the objects in Example 1, the filter matches obj1 when evaluating the second entry in the "parts" array of obj1, and
matches obj2 already when evaluating the first entry in the "parts' array of obj2. Asthe result, both obj1 and obj2 match
thefilter.

If afilter expression contains multiple sub-parts that only differ in the leaf attribute (i.e. they share the same attribute
prefix), they are evaluated together per array entry when traversing an array. As an example, the two expressionsin the
filter "(eq,parts/color,green);(eq,parts/id,3)" would be evaluated together for each entry in the array "parts." Asthe
result, obj2 matches the filter.

4.3.2.2 Specification

An attribute-based filter shall be represented by a URI query parameter named "filter". The value of this parameter shall
consist of one or more strings formatted according to "simpleFilterExpr”, concatenated using the ";" character:

<opOne>", "<attrName>["/"<attrName>]*", "<val ue>
<opMul ti>","<attrName>["/"<attrName>]*", "<val ue>[", "<val ue>] *
"("<sinpleFilterExprOne>")" | "("<sinpleFilterExprMilti>")"

si nmpl eFi | t er Expr
sinmpl eFi |l ter ExprMil ti
sinmpl eFi | t er Expr

filterExpr <sinpleFilterExpr>[";"<sinpleFilterExpr>]*
filter "filter"=<filterExpr>
opOne = "eq" | "neq" | "gt" | "It" | "gte" | "lte"
opMul ti ="in" | "nin" | "cont" | "ncont"
att r Name = string
val ue = string

where;

* zero or nore occurrences

[T grouping of expressions to be used with *

"" quotation marks for marking string constants
<> nane separator

| separator of alternatives

"AttrName" is the name of one attribute in the data type that defines the representation of the resource. The slash (/")
character in "simpleFilterExprOne" and "simpleFilterExprMulti* allows concatenation of <attrName> entriesto filter by
attributes deeper in the hierarchy of a structured document. The elements "opOne" and "opMulti” stand for the
comparison operator (accepting one comparison value or alist of such values). If the expression has concatenated
<attrName> entries, it means that the operator is applied to the attribute addressed by the last <attrName> entry

included in the concatenation. All simple filter expressions are combined by the "AND" logical operator, denoted by

In a concatenation of <attrName> entries in a <simpleFilterExprOne> or <simpleFilterExprMulti>, the rightmost
"attrName" entry in a"simpleFilterExpr" is called "leaf attribute”. The concatenation of all "attrName" entries except
the leaf attribute is called the "attribute prefix". If an attribute referenced in an expression is an array, an object that
contains a corresponding array shall be considered to match the expression if any of the elementsin the array matches
all expressions that have the same attribute prefix.

The leaf attribute of a <simpleFilterExprOne> or <simpleFilterExprMulti> shall not be structured, but shall be of a
simple (scalar) type such as String, Number or DateTime, or shall be an array of simple (scalar) values. Attempting to
apply afilter with a structured leaf attribute shall be rejected with "400 Bad request”. A "filterExpr" shall not contain
any invalid "simpleFilterExpr" entry.

The operatorslisted in Table 4.3.2.2-1 shall be supported.
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Table 4.3.2.2-1: Attribute filter operators

Operator with parameters

Meaning

eg,<attrName> <value>

Attribute equal to <value>

neq,<attrName>,<value>

Attribute not equal to <value>

in,<attrName>,<value>[,<value>]*

Attribute equal to one of the values in the list ("in set" relationship)

nin,<attrName>,<value>[,<value>]*

Attribute not equal to any of the values in the list ("not in set"
relationship)

gt,<attrName>,<value>

Attribute greater than <value>

gte,<attrName>,<value>

Attribute greater than or equal to <value>

It,<attrName>,<value>

Attribute less than <value>

Ite,<attrName>,<value>

Attribute less than or equal to <value>

cont,<attrName>,<value>[,<value>]*

String attribute contains (at least) one of the values in the list

ncont,<attrName>,<value>[,<value>]*

String attribute does not contain any of the values in the list

Table 4.3.2.2-2: Applicability of the operators to data types

Operator | String

Number | DateTime |Enumeration | Boolean

eq X

X - X X

neq

In

nin

gt

'
L IX X[ X
1

gte

It

Ite

VXX X[ X[ X | X[ X

cont

XXX [X | X[ X | X [|X[X

ncont

All objects that match the filter shall be returned as response to a GET request that contains a filter.

A <vaue> entry shall contain a scalar value of type Number, String, Boolean, Enum or DateTime. The content of a

<value> entry shall be formatted the same way as the representation of the related attribute in the resource

representation. The syntax of DateTime <value> entries shall follow the "date-time" production of IETF RFC 3339 [9].

The syntax of Boolean and Number <value> entries shall follow IETF RFC 8259 [20].

A <vaue> entry of type String shall be enclosed in single quotes () if it contains any of the characters™)", "™ or ",", an

may be enclosed in single quotes otherwise. Any single quote () character contained in a<value> entry shall be
represented as a sequence of two single quote characters.

The"/" and "~" characters in <attrName> shall be escaped according to the rules defined in section 3 of IETF
RFC 6901 [32]. The"," character in <attrName> shall be escaped by replacing it with "~a".

In the resulting <filterExpr>, percent-encoding as defined in IETF RFC 3986 [10] shall be applied to the characters that

are not allowed in a URI query part according to Appendix A of IETF RFC 3986 [10], and to the ampersand "&"

character.

NOTE:

In addition to the statement on percent-encoding above, it is reminded that the percent "%" character is

aways percent-encoded when used in parts of a URI, according to IETF RFC 3986 [10].

Attribute-based filters are supported for certain resources. Details are defined in the clauses specifying the actua

resources.
4.3.3  Attribute selectors
4331 Overview and example

Certain resource representations can become quite big, in particular, if the resource is a container for multiple

sub-resources, or if the resource representation itself contains a deeply-nested structure. In these cases, it can be desired
to reduce the amount of data exchanged over the interface and processed by the APl consumer application. On the other

hand, it can also be desirable that a"drill-deep” for selected parts of the omitted data can be initiated quickly.
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An attribute selector allows the API consumer to choose which attributes it wants to be contained in the response. Only
attributes that are not required to be present, i.e. those with alower bound of zero on their cardinality (e.g. 0..1, 0..N)
and that are not conditionally mandatory, are allowed to be omitted as part of the selection process. Attributes can be
marked for inclusion or exclusion.

If an attribute is omitted, alink to a resource may be added where the information of that attribute can be fetched. Such
approach is known as HATEOAS which is a common pattern in REST, and enables drilling down on selected issues
without having to repeat arequest that may create a potentially big response.

4.3.3.2 Specification

4.3.3.2.1 GET request
The URI query parameters for attribute selection are defined in Table 4.3.3.2.1-1.

In the provisions below, "complex attributes' are assumed to be those attributes that are structured, or that are arrays.

Table 4.3.3.2.1-1: Attribute selector parameters

Parameter Definition
all_fields This URI query parameter requests that all complex attributes are included in the response,
including those suppressed by exclude_default. It is inverse to the "exclude_default"
parameter. The API producer shall support this parameter for certain resources. Details are
defined in the clauses specifying the actual resources.
fields This URI query parameter requests that only the listed complex attributes are included in
the response.
The parameter shall be formatted as a list of attribute names. An attribute name shall either
be the name of an attribute, or a path consisting of the names of multiple attributes with
parent-child relationship, separated by "/". Attribute names in the list shall be separated by
comma (","). Valid attribute names for a particular GET request are the names of all
complex attributes in the expected response that have a lower cardinality bound of 0 and
that are not conditionally mandatory.

The API producer should support this parameter for certain resources. Details are defined
in the clauses specifying the actual resources.

exclude_fields This URI query parameter requests that the listed complex attributes are excluded from the
response. For the format, eligible attributes and support by the API producer, the provisions
defined for the "fields" parameter shall apply.

exclude_default Presence of this URI query parameter requests that a default set of complex attributes shall
be excluded from the response. The default set is defined per resource in the present
document. Not every resource will necessarily have such a default set. Only complex
attributes with a lower cardinality bound of zero that are not conditionally mandatory can be
included in the set.

The API producer shall support this parameter for certain resources. Details are defined in
the clauses specifying the actual resources.

This parameter is a flag, i.e. it has no value.
If a resource supports attribute selectors and none of the attribute selector parameters is

specified in a GET request, the "exclude_default* parameter shall be assumed as the
default.

The"/" and "~" characters in attribute namesin an attribute selector shall be escaped according to the rules defined in
section 3 of IETF RFC 6901 [32]. The"," character in attribute names in an attribute selector shall be escaped by
replacing it with "~a". Further, percent-encoding as defined in IETF RFC 3986 [10] shall be applied to the characters
that are not allowed in a URI query part according to Appendix A of IETF RFC 3986 [10], and to the ampersand "&"
character.

4.3.3.2.2 GET response

Table 4.3.3.2.2-1 defines the valid parameter combinations.in a GET request and their effect on the GET response.
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Table 4.3.3.2.2-1: Valid combinations of attribute selector parameters

Parameter The GET response shall include...
combination

(none) ... same as "exclude_default".

all_fields ... all attributes.

fields=<list> ... all attributes except all complex attributes with minimum cardinality of zero that are not
conditionally mandatory, and that are not provided in <list>.

exclude_fields=<list> |... all attributes except those complex attributes with a minimum cardinality of zero that are not
conditionally mandatory, and that are provided in <list>.

exclude_default ... all attributes except those complex attributes with a minimum cardinality of zero that are not
conditionally mandatory, and that are part of the "default exclude set" defined in the present
document for the particular resource.

exclude_default and |... all attributes except those complex attributes with a minimum cardinality of zero that are not

include=<list> conditionally mandatory and that are part of the "default exclude set" defined in the present
document for the patrticular resource, but that are not part of <list>.

If complex attributes were omitted in a GET response, the response may contain a number of links that allow to obtain
directly the content of the omitted attributes. Such links shall be embedded into a structure named "_links" at the same
level asthe omitted attribute. That structure shall contain one entry for each link, named as the omitted attribute, and
containing an "href" attribute that contains the URI of aresource that can be read with GET to obtain the content of the
omitted attribute. A link shall not be present if the attribute is not present in the underlying resource representation. The
resource URI structure of such linksis not standardized, but may be chosen by the NFV O implementation. Performing a
GET request on such alink shall return a representation that contains the content of the omitted attribute.

EXAMPLE:
"_links" : [
{"vnfs" : {"href" : ".../nslcmvl/ns_instances/ 1234/ vnfs"}},
{"virtual Links" : {"href" : ".../nslcmvl/ns_instances/ 1234/ virtual Li nks"}}

]
4.3.4 Usage of HTTP header fields

4.34.1 Introduction

HTTP headers are components of the header section of the HTTP request and response messages. They contain the
information about the server/client and metadata of the transaction. The use of HT TP header fields shall comply with
the provisions defined for those header fields in the specifications referenced from Tables 4.3.4.2-1 and 4.3.4.3-1. The
following clauses describe the HTTP header fields that are explicitly mentioned in the present document.

4.3.4.2 Request header fields

This clause describes the usage of HTTP header fields of the request messages applicable to the APIs defined in the
present document. The HTTP header fields used in the request messages are specified in Table 4.3.4.2-1.
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Table 4.3.4.2-1: Header fields supported in the request message

Header field name

Reference

Example

Descriptions

Accept

IETF RFC 7231 [21]

application/json

Content-Types that are acceptable for the
response.

This header field shall be present if the
response is expected to have a non-empty
message body.

Content-Type

IETF RFC 7231 [21]

application/json

The MIME type of the body of the request.
This header field shall be present if the
request has a non-empty message body.

Authorization IETF RFC 7235 [24] |Bearer mF_9.B5f- The authorization token for the request.
4.1JgM Details are specified in clause 4.5.3.
Range IETF RFC 7233 [23] |1 000-2 000 Requested range of bytes from a file.
Version IETF RFC 4229 [33] (1.2.0 Version of the API requested to use when
or responding to this request.
1.2.0-
impl:example.com:my
NFVO:4
4343 Response header fields

This clause describes the usage of HTTP header fields of the response messages applicable to the APIs defined in the
present document. The HTTP header fields used in the response messages are specified in Table 4.3.4.3-1.

Table 4.3.4.3-1: Header fields supported in the response message

Header field name

Reference

Example

Descriptions

Content-Type

IETF RFC 7231 [21]

application/json

The MIME type of the body of the response.
This header field shall be present if the
response has a nhon-empty message body.

Location

IETF RFC 7231 [21]

http://www.example.co
m/vnflem/v1/vnf_instan
ces/123

Used in redirection, or when a new resource
has been created.

This header field shall be present if the
response status code is 201 or 3xx.

In the present document this header field is
also used if the response status code is 202
and a new resource was created.

WWW-Authenticate

IETF RFC 7235 [24]

Bearer
realm="example"

Challenge if the corresponding HTTP request
has not provided authorization, or error details
if the corresponding HTTP request has
provided an invalid authorization token.

Accept-Ranges

IETF RFC 7233 [23]

bytes

Used by the server to signal whether or not it
supports ranges for certain resources.

Content-Range

IETF RFC 7233 [23]

bytes 21010-47021/
47022

Signals the byte range that is contained in the
response, and the total length of the file.

Retry-After

IETF RFC 7231 [21]

Fri, 31 Dec 1999

Used to indicate how long the user agent

sources?nextpage_op
aque_marker=abc123
>: rel="next"

23:59:59 GMT ought to wait before making a follow-up
request.
or It can be used with 503 responses.
The value of this field can be an HTTP-date or
120 a number of seconds to delay after the
response is received.
Version IETF RFC 4229 [33] |1.2.0 Version of the API used in the response.
or
1.2.0-
impl:example.com:my
NFVO:4
Link IETF RFC 8288 [34] |<http://example.com/re

Reference to other resources. Used for
paging in the present document, see
clause 4.7.2.1.
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4.3.5 Error reporting

4.35.1 Introduction

In RESTful interfaces, application errors are mapped to HTTP errors. Since HTTP error information is generally not
enough to discover the root cause of the error, additional application specific error information is typically delivered.
The following clauses define such a mechanism to be used by the interfaces specified in the present document.

435.2 General mechanism

When an error occurs that prevents the API producer from successfully fulfilling the request, the HT TP response shall
include in the response a status code in the range 400..499 (client error) or 500.599 (server error) as defined by the
HTTP specification (see IETF RFC 7231 [21], IETF RFC 7232 [22], IETF RFC 7233 [23] and IETF RFC 7235 [24], as
well asby IETF RFC 6585 [17]). In addition, the response body should contain a JSON representation of a
"ProblemDetails’ data structure according to IETF RFC 7807 [27] that provides additional details of the error. In that
case, as defined by IETF RFC 7807 [27], the " Content-Type" HTTP header shall be set to " application/problem+json”.

4.3.5.3 Type: ProblemDetails

The definition of the general "ProblemDetails' data structure from |IETF RFC 7807 [27] isreproduced in

Table 4.3.5.3-1. Compared to the general framework defined in IETF RFC 7807 [27], the "status" and "detail" attributes
are mandated to be included by the present document, to ensure that the response contains additional textual

information about an error. IETF RFC 7807 [27] foresees extensibility of the "ProblemDetails’ type. It is possible that
particular APIsin the present document, or particular implementations, define extensions to define additional attributes
that provide more information about the error.

The description column only provides some explanation of the meaning to facilitate understanding of the design. For a
full description, see IETF RFC 7807 [27].

Table 4.3.5.3-1: Definition of the ProblemDetails data type

Attribute name Data type Cardinality Description
type URI 0.1 A URI reference according to IETF RFC 3986 [10] that
identifies the problem type. It is encouraged that the
URI provides human-readable documentation for the
problem (e.g. using HTML) when dereferenced. When
this member is not present, its value is assumed to be
"about:blank".
title String 0.1 A short, human-readable summary of the problem
type. It should not change from occurrence to
occurrence of the problem, except for purposes of
localization. If type is given and other than
"about:blank", this attribute shall also be provided.

status Integer 1 The HTTP status code for this occurrence of the
problem.

detall String 1 A human-readable explanation specific to this
occurrence of the problem.

instance URI 0.1 A URI reference that identifies the specific occurrence
of the problem. It may yield further information if
dereferenced.

(additional attributes) Not specified 0..N Any number of additional attributes, as defined in a

specification or by an implementation.

NOTE: It isexpected that the minimum set of information returned in ProblemDetails consists of "status' and
"detail". For the definition of specific "type" values as well as extension attributes by implementations,
guidance can be found in IETF RFC 7807 [27].

4354 Common error situations

The following common error situations are applicable on all REST resources and related HTTP methods specified in the
present document, and shall be handled as defined in the present clause.
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NOTE 1: The error handling defined in this clause only appliesto REST resources defined in the present document.
For the token endpoint defined in IETF RFC 6749 [18] and re-used in the present document as defined in
clause 4.5.3, the error handling provisions are defined in clause 4.5.3.

400 Bad Request:

400 Bad Request:

400 Bad Request:

If the request is malformed or syntactically incorrect (e.g. if the request URI contains
incorrect query parameters or the payload body contains a syntactically incorrect data
structure), the API producer shall respond with this response code. The
"ProblemDetails" structure shall be provided, and should include in the "detail "
attribute more information about the source of the problem.

If the response to a GET request which queries a container resource would be so big
that the performance of the API producer is adversely affected, and the API producer
does not support paging for the affected resource, it shall respond with this response
code. The"ProblemDetails" structure shall be provided, and should include in the
"detail" attribute more information about the source of the problem.

If there is an application error related to the client'sinput that cannot be easily
mapped to any other HTTP response code ("catch all error"), the API producer shall
respond with this response code. The "ProblemDetails" structure shall be provided,
and shall include in the "detail" attribute more information about the source of the
problem.

NOTE 2: It isby design to represent these application error situations with the same HTTP error response code 400.

400 Bad Request:

If the request contains a malformed access token, the API producer should respond
with this response. The details of the error shall be returned in the
WWW-Authenticate HTTP header, as defined in IETF RFC 6750 [19] and IETF
RFC 7235 [24]. The ProblemDetails structure may be provided.

NOTE 3: The use of thisHTTP error response code described above is applicable to the use of the OAuth 2.0 for
the authorization of API requests and notifications, as defined in clauses 4.5.3.3 and 4.5.3.4.

401 Unauthorized:

403 Forbidden:

404 Not Found:

If the request contains no access token even though oneisrequired, or if the request
contains an authorization token that isinvalid (e.g. expired or revoked), the API
producer should respond with this response. The details of the error shall be returned
in the WWW-Authenticate HTTP header, as defined in IETF RFC 6750 [19] and
IETF RFC 7235 [24]. The ProblemDetails structure may be provided.

If the API consumer is not allowed to perform a particular request to a particular
resource, the API producer shall respond with this response code. The
"ProblemDetails" structure shall be provided. It should include in the "detail"
attribute information about the source of the problem, and may indicate how to solve
it.

If the API producer did not find a current representation for the resource addressed
by the URI passed in the request or is not willing to disclose that one exists, it shall
respond with this response code. The "ProblemDetails" structure may be provided,
including in the "detail" attribute information about the source of the problem, e.g. a
wrong resource URI variable.

NOTE 4: Thisresponse code is not appropriate in case the resource addressed by the URI is a container resource
which is designed to contain child resources, but does not contain any child resource at the time the
request isreceived. For a GET request to an existing empty container resource, a typical response
contains a 200 OK response code and a payload body with an empty array.

405 M ethod Not Allowed:

406 Not Acceptable:

413 Payload Too Large:

If aparticular HTTP method is not supported for a particular resource, the API
producer shall respond with this response code. The "ProblemDetails" structure may
be omitted.

If the " Accept" header does not contain at least one name of a content type that is
acceptable to the API producer, the API producer shall respond with this response
code. The "ProblemDetails" structure may be omitted.

If the payload body of arequest is larger than the amount of data the API producer is
willing or ableto process, it shall respond with this response code, following the
provisionsin IETF RFC 7231 [21] for the use of the "Retry-After" HTTP header and
for closing the connection. The "ProblemDetails" structure may be omitted.
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414 URI Too Long: If the request URI of arequest islonger than the API producer iswilling or able to
process, it shall respond with this response code. This condition can e.g. be caused
by passing long queriesin the request URI of a GET request. The "ProblemDetails"
structure may be omitted.

422 Unprocessable Entity:  If the payload body of arequest contains syntactically correct data (e.g. well-formed
JSON) but the data cannot be processed (e.g. because it fails validation against a
schema), the API producer shall respond with this response code. The
"ProblemDetails" structure shall be provided, and should include in the "detail”
attribute more information about the source of the problem.

NOTE 5: Thiserror response code is only applicable for methods that have a request body.

429 Too Many Requests. If the API consumer has sent too many requests in a defined period of time and the
API producer is able to detect that condition ("rate limiting"), the API producer shall
respond with this response code, following the provisionsin IETF RFC 6585 [17]
for the use of the "Retry-After" HTTP header. The "ProblemDetails" structure shall
be provided and shall include in the "detail" attribute more information about the
source of the problem.

NOTE 6: The period of time and allowed number of requests are configured within the API producer by means
outside the scope of the present document.

500 Internal Server Error: If thereisan application error not related to the client's input that cannot be easily
mapped to any other HTTP response code ("catch all error"), the API producer shall
respond with this response code. The "ProblemDetails" structure shall be provided,
and shall include in the "detail" attribute more information about the source of the
problem.

503 Service Unavailable: If the API producer encounters an internal overload situation of itself or of a system
it relies on, it should respond with this response code, following the provisionsin
IETF RFC 7231 [21] for the use of the "Retry-After" HTTP header and for the
alternative to refuse the connection. The "ProblemDetails" structure may be omitted.

504 Gateway Timeout: If the API producer encounters atimeout while waiting for a response from an
upstream server (i.e. a server that the APl producer communicates with when
fulfilling a request), it should respond with this response code.

Further error situations are defined for specific REST resources and related HTTP methods in the individual APIs
specified in subsequent clauses of the present document.

4.355 Overview of HTTP error status codes

Table4.3.5.5-1 liststhe HTTP error status codes that are explicitly mentioned in the present document. The full
definition of each error code can be obtained from the referenced specification.

Table 4.3.5.5-1: HTTP error status codes used in the present document

Code Status text Reference Explanation

400 Bad Request IETF RFC 7231 [21] |Required information for the request was missing, or the
IETF RFC 6750 [19] |request had syntactical errors, or the request contains a
IETF RFC 7235 [24] |malformed access token or malformed credentials.

In the present document, this code is also used as "catch-all"
code for client errors.

401 Unauthorized IETF RFC 7235 [24] |Client is required to include valid credentials in the request.
See clause 4.5.3.

403 Forbidden IETF RFC 7231 [21] |The client is not allowed to perform the request on that
resource.

404 Not Found IETF RFC 7231 [21] |The requested URI was not found. A reason can e.g. be that

resource URI variables were set wrongly.

405 Method Not Allowed IETF RFC 7231 [21] |See clause 4.3.5.4.

406 Not Acceptable IETF RFC 7231 [21] |See clause 4.3.5.4.

409 Conflict IETF RFC 7231 [21] |Another request is in progress that prohibits the fulfilment of
the current request, or the current resource state is
inconsistent with the request.
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Code Status text Reference Explanation

412 Precondition failed IETF RFC 7232 [22] |This code is used in conjunction with conditional requests
(typically used to protect resources consistency when using
PUT or PATCH in a multi-client scenario) to indicate that a
precondition has failed.

413 Payload Too Large IETF RFC 7231 [21] |The server is refusing to process a request because the
request payload is larger than the server is willing or able to
process.

414 URI Too Long IETF RFC 7231 [21] |The server is refusing to process a request because the
request URI is longer than the server is willing or able to
process.

416 Range Not Satisfiable |IETF RFC 7233 [23] |This code is returned if the requested byte range in the
Range HTTP header is not present in the requested
resource.

422 Unprocessable Entity  [IETF RFC 4918 [14] |The server understands the content type of the request
entity and the syntax of the request entity is correct but was
unable to process the contained instructions.

429 Too Many Requests IETF RFC 6585 [17] |The server is refusing to process a request because the
client has sent too many requests in a given period of time
(rate limiting).

500 Internal Server Error IETF RFC 7231 [21] |Server is unable to process the request. Retrying the same
request later might eventually succeed.

In the present document, this code is also used as "catch-all"
code for server errors.

503 Service Unavailable IETF RFC 7231 [21] |[Server is unable to process the request due to internal
overload.

504 Gateway Timeout IETF RFC 7231 [21] |The server did not receive a timely response from an
upstream server it needed to access in order to complete the
request.

In general, error response codes used for application errors should be mapped to the most similar HTTP error status
code. If no such code is applicable, one of the codes 400 (Bad request, for client errors) or 500 (Internal Server Error,
for server errors) should be used. Implementations may use additional error response codes on top of the oneslisted in
Table4.3.5.5-1, aslong as they are valid HTTP response codes, and should include a ProblemDetails structure in the
entity body as defined in clause 4.3.5.2. A list of al valid HT TP response codes and their specification documents can
be obtained from the HT TP status code registry [i.2].

4.4 Common data types

4.4.1 Structured data types

4411 Introduction

This clause defines data structures that are referenced from data structures in multiple interfaces.

4.4.1.2 Type: Object

An object contains structured data, and shall comply with the provisionsin clause 4 of IETF RFC 8259 [20].

4413 Type: Link

Thistype represents alink to aresource. It shall comply with the provisions defined in Table 4.4.1.3-1.

Table 4.4.1.3-1: Definition of the Links data type

Attribute name Data type Cardinality Description
href Uri 1 URI of another resource referenced from a resource.
Shall be an absolute URI (i.e. a URI that contains
{apiRoot}).
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4.4.1.3a Type: NotificationLink

Thistype represents alink to aresource in a notification, using an absolute or relative URI. It shall comply with the
provisions defined in Table 4.4.1.3a-1.

Table 4.4.1.3a-1: Definition of the NotificationLink data type

Attribute name Data type Cardinality Description

href Uri 1 URI of a resource referenced from a notification.
Should be an absolute URI (i.e. a URI that contains
{apiRoot}), however, may be a relative URI (i.e. a URI
where the {apiRoot} part is omitted) if the {apiRoot}
information is not available.

4414 Type: KeyValuePairs

Thistype represents alist of key-value pairs. The order of the pairsin thelist is not significant. In JSON, a set of key-
value pairsis represented as an object. It shall comply with the provisions defined in clause 4 of IETF RFC 8259 [20].
In the following example, alist of key-value pairs with four keys ("aString", "aNumber”, "anArray" and "anObject") is
provided to illustrate that the values associated with different keys can be of different type.

EXAMPLE:

"aString" : "ETSI NFV SO.",

"aNumber" : 0. 05,

"anArray" : [1,2,3],

"anOoject" : {"organization" : "ETSI", "isg" : "NFV', workingGoup" : "SO."}

4.4.1.5 Type: NsInstanceSubscriptionFilter

This type represents subscription filter criteriato match NSinstances. It shall comply with the provisions defined in
Table4.4.1.5-1.
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Table 4.4.1.5-1: Definition of the NsInstanceSubscriptionFilter data type

Attribute name Data type Cardinality Description

nsdlds Identifier 0..N If present, match NS instances that were
created based on a NSD identified by one of
the nsdld values listed in this attribute.
See note 1.

vnfdlds Identifier 0..N If present, match NS instances that contain
VNF instances that were created based on a
VNFD identified by one of the vnfdld values
listed in this attribute.
See note 1.

pnfdlds Identifier 0..N If present, match NS instances that contain
PNFs that are represented by a PNFD
identified by one of the pnfdid values listed in
this attribute.
See note 1.

nsinstancelds Identifier 0..N If present, match NS instances with an
instance identifier listed in this attribute. See
note 2.

nsinstanceNames String 0..N If present, match NS instances with a NS
Instance Name listed in this attribute. See
note 2.

NOTE 1: The attributes "nsdlds", "vnfdlds" and "pnfdlds" are alternatives to reference to NS instances that are
created based on certain NSDs, or contain VNF instances that are based on certain VNFDs, or contain
PNFs that are based on certain PNFDs in a filter. They should not be used together in the same filter
instance, but one alternative should be chosen.

NOTE 2: The attributes "nsinstancelds” and "nsinstanceNames" are alternatives to reference to particular NS
Instances in a filter. They should not be used both in the same filter instance, but one alternative should be
chosen.

4.4.1.6 Type: ResourceHandle

This type represents the information that allows addressing a virtualised resource that is used by aVNF instance or by
an NS instance. Information about the resource is available from the VIM. The ResourceHandle type shall comply with
the provisions defined in Table 4.4.1.6-1.

Table 4.4.1.6-1: Definition of the ResourceHandle data type

Attribute name

Data type

Cardinality

Description

vimid Identifier

0

.1

Identifier of the VIM under whose control this resource is
placed.

This attribute shall be present if VNF-related resource
management in direct mode is applicable. It shall also be
present for resources that are part of an NS instance
such as virtual link resources.

resourceProviderld Identifier

0..

1

Identifier of the entity responsible for the management of
the resource.

This attribute shall only be supported and present when
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld Identifier

InVim 1

Identifier of the resource in the scope of the VIM or the
resource provider.

vimLevelResourceTy
pe

String

0..

1

Type of the resource in the scope of the VIM or the
resource provider. See note.

NOTE:

The value set of the "vimLevelResourceType" attribute is within the scope of the VIM or the resource provider

and can be used as information that complements the ResourceHandle.

4.4.1.7

Type: ApiVersioninformation

This type represents API version information. It shall comply with the provisions defined in Table 4.4.1.7-1.
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ApiVersioninformation data type

Attribute name

Data type

Cardinality

Description

uriPrefix

String

1

Specifies the URI prefix for the API, in the following
form
{apiRoot}/{apiName}/{apiMajorVersion}/

apiVersions

Structure (inlined)

1..N

Version(s) supported for the API signalled by the
uriPrefix attribute.

>version

String

Identifies a supported version. The value of the
version attribute shall be a version identifier as
specified in clause 4.6.1.

>isDeprecated

Boolean

0.1

If such information is available, this attribute
indicates whether use of the version signaled by the
version attribute is deprecated (true) or not (false).
See note.

>retirementDate

DateTime

0.1

The date and time after which the API version will no
longer be supported.

This attribute may be included if the value of the
isDeprecated attribute is set to true and shall be
absent otherwise.

NOTE: A deprecated version is still supported by the API producer but is recommended not to be used any longer.
When a version is no longer supported, it does not appear in the response body.
4.4.2 Simple data types

This clause defines simple data types that can be referenced from data structures defined in multiple interfaces.

Table 4.4.2-1: Simple data types

Type name

Description

Identifier

An identifier with the intention of being globally unique. Representation: string of

variable length.

IdentifierlnNs

An identifier that is unique with respect to a NS. Representation: string of variable

length.

IdentifierinNsd

An identifier that is unique within a NS descriptor. Representation: string of variable

length.

IdentifierlnPnf

An Ildentifier that is unique within respect to a PNF. Representation: string of variable

length.

IdentifierinVim

An identifier maintained by the VIM or other resource provider. It is expected to be
unique within the VIM instance. Representation: string of variable length.

DateTime Date-time stamp. Representation: String formatted as defined by the date-time
production in IETF RFC 3339 [9].

Uri String formatted according to IETF RFC 3986 [10].

Boolean The Boolean is a data type having two values (TRUE and FALSE).

MacAddress A MAC address. Representation: string that consists of groups of two hexadecimal
digits, separated by hyphens or colons.

IpAddress An IPV4 or IPV6 address. Representation: In case of an IPV4 address, string that
consists of four decimal integers separated by dots, each integer ranging from 0 to 255.
In case of an IPV6 address, string that consists of groups of zero to four hexadecimal
digits, separated by colons.

IpAddressPrefix An IPV4 or IPV6 address range in CIDR format. For IPV4 address range, refer to IETF
RFC 4632 [12]. For IPV6 address range, refer to IETF RFC 4291 [11].

Version A Version. Representation: string of variable length.

String A string as defined in IETF RFC 8259 [20].

Number A number as defined in IETF RFC 8259 [20].
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4.5 Authorization of API requests and notifications

45.1 Introduction

The ETSI NFV MANO APIs are only allowed to be accessed by authorized consumers. Handling of authorization
differs between making an API call, and sending a notification. In the former case, OAuth 2.0 is used. In the latter case,
OAuth 2.0 or HTTP Basic authentication is used, and the flows differ from those used in the former case. Alternatively,
a solution based on public/private key pair as authentication alternative to client identifier/password is also allowed.

The following terms (set initalics below) are used as defined by IETF RFC 6749 [18]: client, resource server,
authorization server, token endpoint, access token. The description below is based on the "client credentials' grant type
as defined by IETF RFC 6749 [18].

For API calls, the producer functional block of an API in NFV terms corresponds to the "resource server”, and the
consumer functional block of an API correspondsto the "client” as defined by IETF RFC 6749 [18]. For sending a
notification, these roles are reversed: The producer (notification sender) corresponds to the "client", and the consumer
(natification receiver) corresponds to the "resource server".

Before invoking an HTTP method on a REST resource provided by a resource server, afunctional block (referred to as
"client" from now on) first obtains authorization from another functional block fulfilling the role of the "authorization
server". The present document makes no assumption about which functional block in the architecture plays the role of
the authorization server. It is however assumed that the address of the token endpoint exposed by the authorization
server and further specified in the clauses below is provisioned to the client together with additional authorization-
related configuration parameters, such as valid client credentials. The client requests an access token from the token
endpoint. As part of the request, it authenticates towards the authorization server by presenting its client credentials,
consisting of client identifier and client password. The authorization server responds with an access token which the
client will present to the resource server with every HTTP method invocation. An access token represents a particular
access right (defining the particular set of protected resources to access in a particular manner) with a defined duration.
The token is opaque to the client, and can typically be used by the authorization server and the resource server asan
identifier to retrieve authorization information, such asinformation that identifies the client, its role and access rights.
An access token expires after a certain time, or can be revoked. If that happens, the client can try to obtain a new access
token from the authorization server.

In order to ensure that no third party can eavesdrop on sensitive information such as client credentials or access tokens,
HTTP over TLSisused to protect the transport. If mutual authentication using TL'S protocol is used, then the
producer/server is authenticated to the consumer/client, but also the consumer/client is authenticated by the
producer/server at the sametime. To facilitate this mutual authentication, the server shall request a client certificate.
This can be done as described in IETF RFC 5246 [15], including the optional CertificateRequest from server to client.

HTTP over TLS enables authorization based on TLS certificates as an aternative to a token-based approach.
4.5.2 Flows (informative)

4520 General

Clause 4.5.2.1 presents an approach for authorizing API requests using OAuth 2.0 access tokens. Clause 4.5.2.1a
describes an aternative method for authorization of API requests using TL S certificates. Clauses 4.5.2.2 and 4.5.2.3
outline a method to authorize notifications using basic authentication and OAuth2.0based approaches respectively.
Finally, authorization of notifications using TLS certificates is presented in clause 4.5.2.4.

4521 Authorization of API requests using OAuth 2.0 access tokens
Figure 4.5.2.1-1 illustrates the authorization of APl requests that the APl consumer sendsto the API producer.

NOTE 1. Typical choices for the implementation of the authorization server include the authorization server asa
component of the API producer, or as an external component.

Preconditions:

e  Certificates are enrolled in the communicating entities as shown in the Figure 4.5.2.1-1.
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Authorization server is configured with the authorization policy and access rights against the client credentials.

APl consumer

AP| producer

1. POST token_endpoint (client crede

ntials)

Autharization server

< 2. 200 0K {access token)

3. HTTF request with access token >

Check autharization
" based on access token

alt [Authorized]
< 5 HTTF response
[Access taken invalid]
< 6. 401 Unauthorized
[Insufficient scope]
< 7. 403 Forbidden
Access token

gxpires or is revolked

]

8. HTTF request with access token >

< 10. 401 Unauthorized

Check authorization
“based on access token

11. POST token_endpoint (client cred

:ntials)

APl consumer

AP| producer

-

i
Authorization server

Figure 4.5.2.1-1: Authorization of APl requests using OAuth 2.0 access tokens

The flow consists of the following steps:

1)

2)

3)

4)

To obtain an access token, the API consumer sends a POST reguest to the token endpoint of the authorization
server and includesits client credentials.

The authorization server responds to the APl consumer with an access token, and possibly additional
information such as expiry time.

The API consumer sends an HTTP request to a resource provided by the API producer and includes the
received access token.

The API producer checks the token for validity. This assumes that it has received information about the valid
access tokens, and additional related information (e.g. time of validity, client identity, client access rights)
from the authorization server. Such exchange is outside the scope of the present document, and assumed to be
trivial if deployments choose to include the authorization server as a component into the API producer.
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In case the token is valid and refers to access rights that allow accessing the actual resource with the actual
reguest and its parameters, the API producer returns the HTTP response.
In case thetoken isinvalid or expired, the API producer returns a 401 Unauthorized" response.

In case the access rights are insufficient to access the resource or to use the parameters, the API producer
returns a"403 Forbidden" response.

The API consumer sends an HTTP request to the API producer and includes in the request the access token.

The API producer checks the token for validity, and establishes that it has expired, or has been revoked by the
authorization server using means outside the scope of the present document.

10) The API producer responds with a"401 Unauthorized" response, indicating that the access token isinvalid.

11) The API consumer attempts to obtain a new access token, as defined in step 3. This may eventually succeed or

fail, depending on whether accessis allowed for that API consumer any longer.

NOTE 2: All the communication presented in this flow diagram is done over encrypted tunnel using TLS as

described in clause 4.2.

45.2.1a Authorization of API requests using TLS certificates

As an aternative to the authorization using OAuth 2.0 access tokens, authentication and authorization is defined herein
based on TLS certificates, applying the IETF RFC 5246 [15]. To facilitate mutual authentication during TLS tunnel

setup

process, the server requests a client certificate as described in section 7.4.4 in the IETF RFC 5246 [15].

Preconditions:

Certificates are enrolled in the communicating entities as shown in the Figure 4.5.2.1a-1.
Authorization server is configured with the authorization policy and access rights against the certificates.

APl producer | Authorization server |

Precondition: TLS certificates are enrolled in the communicating entities B]

Precondition: Authorization based on
certificate is configured

1. TLS tunnel setup using both server and client certificateg

2. HTTP request

¥

3. Check authorization policy

4. Authorization response

alt [Bearer of client certificate is authorized]

. 5. HTTP response

[Bearer of ¢lient certificate is not authorized]

_ 6. 403 Forbidden

Thef

: : |
APl consumer APl producer | Authorization server

Figure 4.5.2.1a-1: Authorization of APl requests using TLS certificates

low consists of the following steps:

1) The APl consumer initiates the TLS tunnel setup process with the API producer. During the tunnel setup

process the API producer sendsits certificate to APl consumer and obtains the certificate from the API
consumer by including the CertificateRequest message specified in IETF RFC 5246 [15]. This ensures the
mutual authentication between the consumer and the producer.
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consumer client certificate.
4)
5) If the API consumer is authorized, then the API
6)

consumer.
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API consumer further sends the HTTP request for aresource over the TLS tunnel.

API producer now checks for the authorization information from the authorization server based on the API

Authorization server checksits policy and sends the response to the API producer.

producer sends the response related to the requested resource.

If the API consumer is unauthorized, then the API producer sends "403 Forbidden” response to the API

NOTE 1: Steps 3 and 4 are outside the scope of the present document. However, typical implementations can use
the certificates in such a way that the API producer verifies the certificate of the API consumer and
extracts the subject name from the certificate. Thisinformation will be sent to the authorization server in
order to check the authorization. In aresponse, the authorization server will send the associated client

profile that contains the access rights.

NOTE 2:
described in clause 4.2.

NOTE 3:

All the communication presented in this flow diagram is done over encrypted tunnel using TLS as

Authorization based on TLS certificates assumes the existence of atrust relationship between the API

producer and the authorization server. The authorization server has no direct communications with the
API consumer and thus cannot authenticate it but relies on the API producer to perform this

authentication.

4522

Authorization of notifications using the HTTP Basic authentication scheme

Figure 4.5.2.2-1 illustrates the authorization of notifications that the API producer sends to the APl consumer based on
the HT TP Basic authentication scheme (see IETF RFC 7617 [26]). In this flow, no authorization server is needed.

APl consumer

APl producer
|

Precondition: TLS certificates are enrolled in
authorized to access APl resources,

the communicating entities and APl consumer
including subscription resource

]

1. POST .../subscriptions (SubscriptionRequest) (access token)

2. 201 Created

=

3. POST callbackUri (Motification) (client credentials)

-

" based on client credentials

Authenticate and authorize client

S
alt [Authorized]
5. 204 No Content 3
[Invalid or/missing credentials)
6. 401 Unauthorized >

i
APl consumer

|
APl producer

Figure 4.5.2.2-1: Authorization of notifications using the HTTP Basic authentication scheme
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It isaprecondition for this flow that the API consumer is authorized to access the " subscriptions' resource provided by
the API producer, using the procedure illustrated in clause 4.5.2.1. Additionally, to ensure secure communication, it isa
precondition that the TL S certificates are enrolled in the communicating entities.

The flow consists of the following steps:

1)

2)
3)

4)
5)

6)

The API consumer sends a reguest to create a new subscription resource to the API producer and includesin
the request a valid access token to prove that it is authorized to access the API. Also, it includesin the
subscription client credentials that the API producer can use to authenticate towards the APl consumer when
subsequently sending notifications. Note that these credentials are typically different from the client
credentials used in the flow in clause 4.5.2.1.

The API producer creates the subscription resource and responds with "201 Created".

The API consumer sends an HTTP POST request with a notification to the callback URI registered by the API
consumer during subscription, and includes the client credential in the request to authenticate.

The API consumer checks the credentials against the information it has sent in step 1.

In case the credentials are valid, the API producer returns a'204 No Content" HT TP response to indicate
successful delivery of the notification.

In case the credentials are invalid, the API producer returns a 401 Unauthorized" response.

NOTE: All the communication presented in this flow diagram is done over encrypted tunnel using TLS as

4523

described in clause 4.2.

Authorization of notifications using OAuth 2.0 access tokens

Figure 4.5.2.3-1 illustrates the authorization of notifications that the API producer sends to the APl consumer using
OAuth 2.0. In this flow, the authorization server can be a different entity than the authorization server in clause 4.5.2.1.

NOTE 1. Typical choices for the implementation of the authorization server include the authorization server asa

component of the API producer, or as an external component.
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Notification authorization server APl consumer API producer

Precondition: TLS certificates are enrolled in the communicating entities and APl consumer
authorized to access APl resources including subscription resource

1. POST .../subscriptions (SubscriptionRequest) (access token #1)

o

| 2. 201 Created

3. POST token_endpoint (client credentials)

4. 200 OK {access token #2)

Y

| 5. POST callbackUri (Notification) (access token #2)

Check authorization
" based on access token #2

alt [Authorized]
7. 204 No Content

Y

[Access token invalid]
8. 401 Unauthorized

Y

Notification access token #2
expires or is revoked

_ 9. POST callbackUri (Notification) (access token #2)

10 Check authorization
" based on access token #2

11. 401 Unauthorized

Y

_ 12. POST token_endpoint (glient credentials)

i i :
Notification authorization server | | APl consumer API producer

Figure 4.5.2.3-1: Authorization of notifications using OAuth 2.0

It isaprecondition for this flow that the API consumer is authorized to access the " subscriptions' resource provided by
the API producer, using the procedure illustrated in clause 4.5.3.1. Additionally, to ensure secure communication, it isa
precondition that the TL S certificates are enrolled in the communicating entities.

The flow consists of the following steps:

1)

2)

3)

4)

5)

The API consumer sends a reguest to create a new subscription resource to the API producer and includesin
the request a valid access token #1 to prove that it is authorized to access the API. Also, it includesin the
subscription request parameters that the API producer can use to obtain authorization to send notifications to
the API consumer, such as client credentials and a token endpoint. Note that these are typically different from
the credentials and token endpoint used in the flow in clause 4.5.2.1.

The API producer creates the subscription resource and responds with "201 Created"”.

Subsequently, and prior to sending any notification to the API consumer, the API producer obtains
authorization to do so by requesting an access token from the authorization server, using the end point and
notification client credential s that were sent in the subscription request, or provisioned otherwise.

The authorization server responds to the API producer with an access token, hereafter called access token #2,
and possibly additional information such as expiry time.

The API consumer sends an HTTP POST request with a notification to the callback URI registered by the API
consumer during subscription, and includes the received access token #2.
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The API consumer checks the token for validity. This assumes that it has received information about the valid
access tokens, and additional related information (e.g. time of validity, client identity, client access rights)
from the authorization server. Such exchange is outside the scope of the present document, and assumed to be
trivial if deployments choose to include the authorization server as a component into the APl consumer.

In case the token #2 isvalid, the API producer returnsa”204 No Content” HT TP response to indicate
successful delivery of the notification.

In case the token #2 isinvalid or expired, the API producer returns a 401 Unauthorized" response.

The API producer sends another notification in an HTTP POST request to the API consumer and includesin
the request the access token #2.

The API consumer checks the token #2 for validity, and establishes that it has expired, or has been revoked by
the authorization server using means outside the scope of the present document.

The API consumer responds with a"401 Unauthorized" response, indicating that the access token #2 is
invalid.

The API producer attempts to obtain a new access token. This may eventually succeed or fail, depending on
whether accessis allowed for that API producer any longer.

NOTE 2: All the communication presented in this flow diagram is done over encrypted tunnel using TLS as

4524

described in clause 4.2.

Authorization of notifications using TLS certificates

Figure 4.5.2.4-1 illustrates the authorization of notifications that the API producer sends to the APl consumer using
TLS certificates.

Preconditions:

Certificates are enrolled in the communicating entities as shown in the Figure 4.5.2.4-1.

The API consumer is authorized to access the "subscriptions” resource provided by the API producer, using
the procedure illustrated in clause 4.5.2.1 or 4.5.2.1a.
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APl consumer APl producer

Precondition: TLS certificates are enrolled in the communicating entities. Also, API T

consumer is authorized to access APl producer subscription resources.

< 1. TLS tunnel setup using both server and client certificates

2. POST .../subscriptions (SubscriptionRequest, callbackUri)

Y

| _ 3. 201 Created

-

4. Store information based on APl producer certificate

< 5. TLS tunnel setup using both server and client certificates

. 6. POST callbackUri (Notification)

7. Authorize notification sender based on APl producer certificate

alt [Authorized]
8. 204 No Content

Y

[Unauthorized]
9. 401 Unauthorized

Y

i i
APl consumer APl producer

Figure 4.5.2.4-1: Authorization of notifications using TLS certificates

The flow consists of the following steps:

1)

2)

3)

4)

5)

6)
7)

8)

9)

The API consumer initiates the TL S tunnel setup process with the API producer. During the tunnel setup
process the API producer obtains the certificate from the APl consumer. This ensures the mutual
authentication between the consumer and the producer.

The API consumer sends a request to create a new subscription resource to the API producer. The API
producer can authenticate and authorize this request based on the API consumer certificate asillustrated in
clause 4.5.2.1a. The regquest also includes the callbackURI where the notification will be sent in future.

The API producer creates the subscription resource and responds with "201 Created".

The API consumer now stores the relevant information of the API producer's certificate in association with the
requested notification subscription.

The API producer initiates the TLS tunnel with the API consumer whenever there is anotification to send.
During the tunnel setup process the API consumer sendsiits certificate to APl producer and obtains the client
certificate from the API producer. This ensures the mutual authentication between the consumer and the
producer.

The API producer sends the notification over the established TLS tunnel.

API consumer can now verify whether this sender is allowed to send this notification by matching the sender's
certificate information with the previously stored information at step 4.

In caseisthe API producer is authorized to send a notification, then the API consumer sends a 204 No
Content" response to indicate successful delivery of the notification.

In caseif the API producer is not authorized to send a notification, the APl consumer returns a 403
Forbidden" response.
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NOTE 1: Steps4 and 7 are outside the scope of the present document. However, typical implementation can use the
certificates in such away that the APl consumer verifies the certificate of the API producer and extract
subject name from the certificate. Thisinformation isused in order to check the authorization at the API
consumer.

NOTE 2: All the communication presented in this flow diagram is done over encrypted tunnel using TLS as
described in clause 4.2.

NOTE 3: It isassumed that the API producer uses the same certificate for both the client and server role.
45.3  Specification

4531 Introduction

OAuth 2.0 provides a framework for authorization of web applications that has multiple modes and options. This clause
profiles the framework for use in the context of the Os-Ma-nfvo reference point. Clause 4.5.3.2 specifies the general
mechanism. Two different uses of the general mechanism, actually for API requests and for sending notifications, are
defined in clauses 4.5.3.3 and 4.5.3.4.

453.2 General mechanism

For al requests to an API defined in the present document, and for al notifications sent via such an API, authorization
as defined below shall be used. Requests and notifications without authorization credentials shall be rejected.

To alow the client to obtain an access token, the authorization server shall expose a token endpoint that shall comply
with the provisions defined by the OAuth 2.0 specification for the client credentials grant type (see IETF

RFC 6749 [18]). A client shall use the access token request and response according to this grant type, as defined by
IETF RFC 6749 [18], to obtain an access token for access to the REST resources defined by the present document. The
content of the access token is out of the scope of the present document; however, it shall not be possible for an attacker
to easily guessit. The access token shall be a string. The set of allowed charactersis defined in IETF RFC 6749 [18].

A client that invokes an HT TP request towards a resource defined by one of the APIs of the present document shall
include the access token as a bearer token in every HTTP method in the " Authorization" HTTP header, as defined by
IETF RFC 6750 [19]. A resource server that receives an HTTP request with an invalid access token, or without an
access token, shall reject the request, and shall signal the error in the HT TP response according to the provisions for the
error codes and the "WWW-Authenticate" response HTTP header as defined by IETF RFC 6750 [19].

A client that receives arejection of an access token may obtain a new access token from the token endpoint of the
authorization server, and retry the request.

As an dternative to OAuth 2.0 access tokens, certificates, as defined by TLS 1.2 in IETF RFC 5246 [15], can be used to
facilitate the authentication and authorization between client and the server.

45.3.3 Authorizing API requests

A consumer of an API that wishes to issue HT TP requests towards resources provided by that API shall act asaclient
according to clause 4.5.3.2 to obtain an access token, and shall include this access token in every HTTP request, as
defined in clause 4.5.3.2. The respective API producer shall act as aresource server as defined in clause 4.5.3.2.
Alternatively, API regquests can be authorized based on TLS certificates. These two different alternatives are listed in
the following:

1) API consumer passes access token when accessing a resource provided by API producer. API producer checks
authorization based on access token. Access token can be obtained from the authorization server based on
client ID and password.

2)  API consumer accesses aresource provided by API producer using TLS tunnel where both server and client
certificates are used to establish the secure tunnel. API producer checks authorization based on client's TLS
certificate. The client's TLS certificate is obtained during the TLS handshake.
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The procedure defined in clause 4.5.2 allows an API consumer to obtain authorization to perform API requests towards
the API producer, including subscription requests. For sending the actual notifications matching a subscription, the API
producer needs to obtain separate authorization to actually send the notification to the APl consumer.

If an API consumer requires the API producer to authorize for sending notifications to that APl consumer, it shall
include in the subscription request a data structure that defines the authorization requirements, as defined in

Table4.5.3.4-1.

Table 4.5.3.4-1: Definition of the SubscriptionAuthentication data type

Attribute name

Data type

Cardinality

Description

authType

Enum (inlined)

1.N

Defines the types of Authentication /
Authorization the API consumer is willing to
accept when receiving a notification.

Permitted values:

BASIC: In every HTTP request to the
notification endpoint, use HTTP Basic
authentication with the client credentials.

OAUTH2_CLIENT_CREDENTIALS: In every
HTTP request to the notification endpoint, use
an OAuth 2.0 Bearer token, obtained using the
client credentials grant type.

TLS_CERT: Every HTTP request to the
notification endpoint is sent over a mutually
authenticated TLS session. i.e. not only server
is authenticated, but also the client is
authenticated during the TLS tunnel setup.

paramsBasic

Structure
(inlined)

Parameters for authentication/authorization
using BASIC.

Shall be present if authType is "BASIC" and the
contained information has not been provisioned
out of band.

Shall be absent otherwise.

>userName

String

0.1

Username to be used in HTTP Basic
authentication. Shall be present if it has not
been provisioned out of band.

>password

String

0.1

Password to be used in HTTP Basic
authentication. Shall be present if it has not
been provisioned out of band.

paramsOauth2ClientCredentials

Structure
(inlined)

Parameters for authentication/authorization
using OAUTH2_CLIENT_CREDENTIALS.

Shall be present if authType is
"OAUTH2_CLIENT_CREDENTIALS" and the
contained information has not been provisioned
out of band.

Shall be absent otherwise.

>clientld

String

0.1

Client identifier to be used in the access token
request of the OAuth 2.0 client credentials grant
type. Shall be present if it has not been
provisioned out of band. See note.
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Attribute name Data type Cardinality Description
>clientPassword String 0.1 Client password to be used in the access token
request of the OAuth 2.0 client credentials grant
type. Shall be present if it has not been
provisioned out of band. See note.
>tokenEndpoint Uri 0.1 The token endpoint from which the access
token can be obtained. Shall be present if it has
not been provisioned out of band.
NOTE: The clientld and clientPassword passed in a subscription shall not be the same as the clientld and
clientPassword that are used to obtain authorization for API requests. Client credentials may differ
between subscriptions. The value of clientPassword should be generated by a random process.

If the value of "authType" is"OAUTH2_CLIENT_CREDENTIALS":

1) the API producer shall, prior to sending any notification, obtain an access token from the token endpoint using
the OAuth 2.0 client credentials grant type as defined in IETF RFC 6749 [18]. The API consumer should
include expiry information with the token response;

2) the API producer shall include that access token as a Bearer token in every POST request that sends a
notification (according to IETF RFC 6750 [19]);

3) if theaccesstoken isexpired, the APl consumer shall reject the notification. In that case, the API producer
shall obtain a new access token, and repeat sending the notification;

4) if thetoken expiry timeis known to the API producer, it may obtain proactively a new access token.
If the value of "authType" is"BASIC":

. The API producer shall passits client credentialsin every POST request that sends a notification, as defined in
IETF RFC 7617 [26].

If the value of "authType" is"TLS _CERT":

. The API producer (client) shall useits TLS certificate to create a mutually authenticated TL S session with the
API consumer (server) and further the API consumer will do the authorization based on the API producer's
certificate.

4535 Client roles

An access token allows the API producer to identify information about the client that has obtained the access token,
such as client identity, client role or client access rights. By having this property, access tokens can be used as a means
to distinguish between different roles (and consequently different access rights) to the same set of resources.

The mechanism for this works as follows: By means out of scope of the present document, the role of the client
identified by a particular client identifier is provisioned to the authorization server. When that client obtains an access
token, it sendsits client identifier and client password to the authorization server. The authorization sever can obtain the
role of the client by evaluating the data that were provisioned for the client identifier, and associate that information to
the access token. By means out of scope of the present document, that association is shared with the API producer. This
enables the API producer to detect the role based on the access token.

In ETSI NFV, certain interfaces are exposed on multiple different reference points, i.e. the sameinterface is exposed to
different consumer functional blocks. Depending on the consumer block that originates an HTTP request, not all
resources/ HTTP methods / request and parameters might be available. From the point of view of the producer
functional block, this can be seen as consumers acting in different roles when accessing a particular interface, such as
the NSLCM interface.

I mplementations may use the OAuth access token to differentiate between these cases, assuming that an access token
can determine whether a consumer functional block actsin the role of the NFVO or the OSS/BSS. This assumes that the
role of the consumer functional block isbound to its client credentials. The means of creating this binding is out of
scope of the present document (e.g. a configuration step or policy).
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As an aternative mechanism, the client role can be bound to its certificate. The mechanism for this works as follows:
By means out of scope of the present document, the client isidentified by a particular client subject name that is
extracted from its certificate. This subject name is then provided to the authorization server in order to get the
associated role of that particular client. By means out of scope of the present document, the authorization server is
preconfigured to have this association between the client subject name and therole.

45.3.6 Negotiation of authorization method

45.3.6.1 Authorization of API requests

The following provisions apply to the support of the authorization methods defined in the present document for the
authorization of API requests:

. The API producer shall support checking the authorization of API requestsit receives based on an OAuth 2.0
access token, and should support checking the authorization of API requestsit receives based on TLS
certificates as defined in clause 4.5.3.3.

e  The APl consumer shall support the authorization of API requestsit sends by including an OAuth 2.0 bearer
token in the request, and should support the authorization of API requestsit sends by providing its client
certificate to the API producer during TLS tunnel setup, as defined in clause 4.5.3.3.

When performing and authorizing an API request, the API consumer and API producer shall use the following
procedure, illustrated in Figure 4.5.3.6.1-1, to negotiate the authorization method to use if the API consumer supports
both the authorization based on OAuth 2.0 and the authorization based on TLS certificates, and the APl consumer
leaves the choice of OAuth or TLS to the API producer.
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Figure 4.5.3.6.1-1: Negotiation of authorization method to use for APl requests

The API consumer shall send an HTTP request to the API producer without an access token.

If the API producer supports both authorization methods, chooses to use the method based on TLS certificates
and the API consumer is authorized, it shall return the HTTP response to fulfil the request. Subsequent
communication between API consumer and API producer shall use the authorization based on TLS
credentials.

If the API producer supports both authorization methods, chooses to use the method based on TLS certificates
and the API consumer is not authorized, it shall return a 403 Forbidden response.

If the API producer does not support the authorization based on TLS certificates, or chooses to use OAuth 2.0
for authorization, it shall return a 401 Unauthorized response to challenge the APl consumer to use OAuth 2.0.

Once it has received the 401 Unauthorized response, the APl consumer shall subsequently request an access
token from the authorization server, according to clause 4.5.3.2.

The authorization server shall respond with an access token according to clause 4.5.3.2.

The API consumer shall subsequently retry the HT TP request with the access token included as a bearer token
according to clause 4.5.3.2.

Subsequent authorized communication between APl consumer and API producer shall take place as defined in
clause 4.5.3.2 (see also the flow in clause 4.5.2.1, starting at step 4).
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When performing and authorizing an API request and the API consumer does not support the method based on TLS
certificates, or supports both methods but decides to use OAuth 2.0, no negotiation takes place, and the method defined
in clause 4.5.3.2 shall be used (see also the flow in clause 4.5.2.1).

Table4.5.3.6.1-1 illustrates the alternatives.

Table 4.5.3.6.1-1: lllustration of the alternatives

Consumer supports | Producer supports Consumer request Producer reaction
OAuth2 OAuth2 Consumer sends an access Producer detects that OAuth2 is
token in the 18t HTTP request. requested, and sends a success

HTTP response if consumer is
authorized (see note 1).

OAuth2+TLS OAuth2 If consumer intends to use Producer detects that OAuth2 is
OAuth2, it sends an access token |requested, and sends a success
in the 1S HTTP request. HTTP response if consumer is

authorized (see note 1).

Otherwise, consumer sends the  |Producer sends a 401 challenge to
1t HTTP request without access |initiate use of OAuth2 (see note 2).

token.
OAuth2 OAuth2+TLS Consumer sends an access Producer detects that OAuth2 is
token in the 18t HTTP request. requested, and sends a success
HTTP response if consumer is
authorized (see note 1).
OAuUth2+TLS OAuth2+TLS If consumer intends to use Producer detects that OAuth2 is
OAuth2, it sends an access token |requested, and sends a success
in the 1S HTTP request. HTTP response if consumer is

authorized (see note 1).

Otherwise, consumer sends the  |If producer chooses OAuth2, it sends
1t HTTP request without access |a 401 challenge (see note 2).

token. Otherwise, if producer chooses TLS,
it sends a success HTTP response if
consumer is authorized (see note 3).

NOTE 1: This flow (OAuth2 method chosen by APl consumer) is illustrated in Figure 4.5.2.1-1.
NOTE 2: This flow (OAuth2 method chosen by API producer) is illustrated in Figure 4.5.3.6.1-1 as alternative 2.
NOTE 3: This flow (TLS method chosen by API producer) is illustrated in Figure 4.5.3.6.1-1 as alternative 1.

45.3.6.2 Authorization of naotification requests

The following provisions apply to the support of the authorization methods defined in the present document for the
authorization of notification requests:

e  The API consumer shall support checking the authorization of notification requestsit receives based on an
OAuth 2.0 access token as defined in clause 4.5.3.4. Further, the API producer should support checking the
authorization of notification requests it receives based on HT TP Basic authentication, and based on TLS
certificates, as defined in clause 4.5.3.4.

e  TheAPI producer shall support the authorization of notification requestsit sends by including an OAuth 2.0
bearer token in the request as defined in clause 4.5.3.4. Further, the API producer should support the
authorization of notification requests it sends by providing credentials based on HTTP Basic authentication,
and by providing its client certificate to the API producer during TLS tunnel setup as defined in clause 4.5.3.4.

When performing and authorizing a notification request, the API consumer and API producer shall use the following
procedure to negotiate the authorization method to use:

1) TheAPI consumer shall signal in the subscription the authorization methods it accepts for notifications related
to that particular subscription.

2) If none of the methods signalled is supported by the API producer, the API producer shall reject the
subscription with 422 Unprocessable Entity”, and shall include in the payload body a ProblemDetails
structure which shall provide the reason for the rejection in the "details" attribute.

3) Otherwise, the API producer shall select one of the authorization methods that was signalled in the
subscription, and shall use that method for the authorization of notifications it sends based on that subscription.
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4.6 Version management

4.6.1 Version identifiers and parameters

46.1.1 Version identifiers

API version identifiers shall consist of 3 numerica fields, following a MAJOR.MINOR.PATCH pattern and the rules
for Semantic Versioning [35] with the additional clarifications defined in clause 4.6.2. Thefieldsin an API version
identifier shall be separated by dots".". The last field may be followed by one or more version parameters.

The MAJOR, MINOR and PATCH fields are defined in [35] for Semantic Versioning.

The {apiMagorVersion} segment of the URIs used by an API shall be set to the character "v" followed by value of the
MAJOR field of the API version identifier.

EXAMPLE: ".../ndemivl/
The full version identifier (including parameters) is used in ApiVersionlnformation (see clause 4.4.1.7) and in version
signalling (see clause 4.6.4). Furthermore, it also appears in the corresponding OpenAPI file (see annex C).
4.6.1.2 Version parameters

Version parameters are separated from the version identifier by adash "-". Version parameters are separated by
semicolon ;™.

The present document defines the following version parameters:
. impl

The optional "impl" parameter identifies an implementation and a version of thisimplementation (e.g. implementation
delivered by an open source community or avendor). The OpenAPI specification referenced in annex Cisaso
considered an implementation under this scheme. The "impl" parameter shall have the following structure; "impl:"
<vendor>":"<product>":"<impl_version>, where:

e the<vendor> field shall be a string that contains either an IANA Enterprise Number assigned to that vendor,
or an Internet domain name owned by that vendor;

. the <product> field shall contain a string identifying the product, chosen by the vendor;

. the <impl_version> field shall contain a number that defines the version of the implementation. Version
numbers of subsequent implementations shall be monotonically increasing.

In case of the OpenAPI files provided by ETSI (see annex C), <vendor> shall be set to "etsi.org" and "product” shall be
set to "ETSI_NFV_OpenAP!".
4.6.2 Rules for incrementing version identifier fields

46.2.1 General

InaREST API, versioning applies to the resources structure (URI structure, URI query parameters, and supported
HTTP methods) and the payload body. Different criteria are applied to increment MAJOR, MINOR, and PATCH
version fields for changes that affect the URI compared to changes that affect the payload body.

Thefields of an API version identifier are incremented from a previous version to the current version according to the
following rules:

. 1% field (MAJOR): Thisfield is always incremented when one or more changes made to the resources structure
defined in the present document break backward compatibility. Thisfield is also incremented if one or more
changesto at least one payload body defined in the present document break backward compatibility, unless
that change is correcting an error.
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NOTE 1: A change that corrects an error that would lead the API producer to always send an error response if a

certain valid condition is met is not considered a non-backward compatible change, irrespective of the
type of change. Indeed compatibility between a new version and a previous version can only be assessed
for afeature that is properly supported in the previous version.

NOTE 2: The 1% field (MAJOR) is kept equal to "1" in version 2.5.1 of the present document, recognizing that

existing and emerging commercial implementations could be adversely affected by a change to the
MAJOR version at thistime.

2" field (MINOR): Thisfield isincremented if one or more technical changes (at least one of whichis not an
error correction) are made to the API specification in the present document API but none of them (apart from
error corrections to the payload body) breaks backward compatibility. It is reset to zero if the MAJOR version

identifier is changed.

3 field (PATCH): Thisfield isincremented if one or more error corrections that are visible in communication
between API producer and API consumer are made on the API specification in the present document but none
of them (apart from error corrections to the payload body) breaks backward compatibility. It isreset to zero if
the MINOR version identifier is changed.

NOTE 3: All the aforementioned types of changes affect the corresponding OpenAPI specification (see annex C).

4.6.2.2

Examples of backward and non-backward compatible changes

Examples of backward compatible changes include:

Adding a new resource

Adding anew URI

Supporting a new HTTP method for an existing resource

Adding new optional URI query parameters

Adding new optional attributes to a resource representation in a request

Adding new attributes to a resource representation in aresponse or to a notification message
Responding with a new status code of an error class

Certain cardinality changes (see note 1)

NOTE 1: Whether attribute cardinality changes are backward compatible depends on the type of change. An

example of abackward-compatible cardinality change include making an attribute in a response required
(e.g. changing cardinality from 0..1to 1).

Examples of non-backward compatible changes to the resources structure include:

Removing aresource/ URI
Removing support for an HTTP method
Changing aresource URI

Adding new mandatory URI query parameters

Examples of non-backward compatible changes to the payload body include:

Renaming an attribute in a resource representation
Adding new mandatory attributes to a resource representation in a request
Changing the data type of an attribute

Certain cardinality changes (see note 2)
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NOTE 2: Whether attribute cardinality changes are backward compatible depends on the type of change. Examples
of non-backward compatible cardinality changes include decreasing the upper bound of a cardinality
range for attributes sent by the client, changing the meaning of the default behaviour associated to the
absence of an attribute of cardinality O..N, etc.

4.6.3 Version information retrieval

46.3.1 General

The API producer shall support the following dedicated URIsto enable API consumers to retrieve information about
API versions supported by an API producer:

1. {api Root}/{api Nane}/api _versions
2. {api Root}/{api Nane}/ {api Maj or Ver si on}/ api _versi ons

To obtain information about the supported API versions, the APl consumer shall send a GET request to a URI of one of
above forms. The information contained in the GET response depends on the form of URI used in the GET request, as
follows:

. If the first formis used, the GET response shall provide the list of supported versions for the API
corresponding to the apiName indicated in the GET Request URI.

o If the second form is used, the GET response shall provide the list of supported versions for the API
corresponding to the apiName and the apiVersion indicated in the GET Request URI.

. If the API producer receives a GET request:

- In case of success, the API producer shall return in the body of a 200 OK response a val ue of the
ApiVersionlnformation data type specified in clause 4.4.1.7.

- In case URI query parameters are provided, the API producer shall return a"400 Bad request” response
as defined in clause 4.3.5.4.

- In other cases of failure, the API producer shall return appropriate error information as defined in
clauses4.3.5.4 and 4.3.5.5.

4.6.3.2 Resource structure and methods

Table 4.6.3.2-1 lists the individual resources defined for supporting API version information retrieval, and the
applicable HTTP method. The VNFM shall support responding to GET requests on the resourcesin Table 4.6.3.2-1.

Table 4.6.3.2-1: Resources and methods overview for APl version information retrieval

Resource name Resource URI HTTP Meaning
Method
API versions HapiName}/api_versions GET |Version information associated to an
API
API versions HKapiName}/{apiMajorVersion}/api_versions GET |Version information associated to a
major version of an API

Figure 4.6.3.2-1 shows the "API versions' resources in the overall resource URI structure defined for al APIs.

The"API versions' resources, as defined in the present clause, are part of the overall resource URI structure of each
API defined in the present document.
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Figure 4.6.3.2-1: "API versions" resources

4.6.3.3 Resource: API versions

46.3.3.1 Description

There are two "API versions' resources defined for each API. The client can use these resources to obtain APl version
information.

46.3.3.2 Resource definition

The resource URI of each of the two "API versions' resources shall be of one of the following forms.

1. {api Root}/{api Nane}/api _versions
2. {api Root}/{api Nane}/ {api Maj or Ver si on}/ api _ver si ons

These resources shall support the resource URI variables defined in Table 4.6.3.3.2-1.

Table 4.6.3.3.2-1: Resource URI variables for these resources

Name Definition
apiRoot See clause 4.2
apiName See clause 4.2
apiMajorVersion See clause 4.2
4.6.3.3.3 Resource methods
4.6.3.3.3.1 POST

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

4.6.3.3.3.2 GET

The GET method reads API version information. This method shall follow the provisions specified in
Table 4.6.3.3.3.2-1 for request and response data structures, and response codes. URI query parameters are not
supported.
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Table 4.6.3.3.3.2-1: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Response Data type Cardinality |Response Description
body Codes
ApiVersioninformation 1 200 OK API version information was read successfully.

The response body shall contain API version
information, as defined in clause 4.4.1.7.

ProblemDetails See 4xxI5xX In addition to the response codes defined above, any
clauses common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.35.5 response as defined in clause 4.3.5.5, may be
returned.
4.6.3.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

4.6.3.3.34 PATCH

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

4.6.3.3.3.5 DELETE

This method is not supported. When this method is requested on this resource, the VNFM shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

4.6.4  Version signalling

The API consumer shall include the"Version" HTTP header (see IETF RFC 4229 [33]) in each HTTP request. The
"Version" header shall contain the three version identifier fields (MAJOR.MINOR.PATCH) indicating the API version
the API consumer intendsto use. The "impl" version parameter may be provided, indicating the version of the API
producer implementation that the APl consumer intends to use.

The API producer shall support receiving and interpreting the "Version" HTTP header. The API producer shall include
in the response the "Version" HTTP header signalling the used API version, including the "impl" version parameter if
available. If the"impl" version parameter has been omitted in the request, the API producer shall use the combination of
MAJOR, MINOR and PATCH as requested and the highest supported value for the "impl_version” field of the "impl"
version parameter for that combination, if available.

NOTE: In case multiple versions and/or implementation versions are supported by an APl producer, this allows
the API consumer to request a particular version.

API consumers conforming to versions of the present document previous to version 2.5.1 omit this header. If the API
producer receives a request without this header:

. If it supports the previous version 2.4.1 of the present document, it shall behave as defined in that document,
and should indicate this by using MAJOR=1 and MINOR=1 and PATCH=0 in the "Version" HTTP header in
the response.

. If it does not support any of the previous versions, it shall respond with a 400 Bad Reguest response and shall
include in the response payload body a ProblemDetails structure providing more information on the cause of
the error in the "detail" attribute.

If the API version signalled in the "Version" request header is not supported by the API producer, the APl producer
shall respond with a"406 Not Acceptable” error and shall include in the response payload body a ProblemDetails
structure providing more information on the cause of the error in the "detail" attribute.
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4.7 Handling of large query results

4.7.1 Description

If the response to a query to a container resource (i.e. aresource that contains child resources whose representations will
be returned when responding to a GET request) will become so large that the response will adversely affect the
performance of the server, the server either rejects the request with a 400 Bad Request response, or the server provides a
paged responsg, i.e. it returns only a subset of the query result in the response, and also provides information how to
obtain the remainder of the query result.

When returning a paged response, depending on the underlying storage organization, it might be problematic for the
server to determine the actual size of the result; however, it isusually possible to determine whether there will be
additional results returned when knowing, for the last entry in the returned page, the position in the overall query result
or some other property that has ordering semantics. For example, the time of creation of a resource has such an ordering
property. When using such an (implementation-specific) property, the API producer can correctly handle deletions of
child resources that happen between sending the first page of the query result, and sending the next page. It cannot be
guaranteed that child resources inserted between returning subsequent pages can be considered in the query result,
however, it shall be guaranteed that this does not lead to skipping of entries that have existed prior to insertion.

At minimum, a paged response needs to contain information telling the API consumer that the response is paged, and
how to obtain the next page of information. For that purpose, alink to obtain the next page isreturned inan HTTP
header, containing a parameter that is opague to the API consumer, but that allows the API producer to determine the
start of the next page.

NOTE: Inthe present document, this functionality is designed for overload protection only. Additional
functionality, such as configuring the page size by the APl consumer, determining the size of the overall
query result or the number of pages, and determining the previous page, is |eft outside the scope of the
present document.

4.7.2 Specification

4721 Alternatives

For each container resource (i.e. aresource that contains child resources whose representations will be returned when
responding to a GET request), the API producer shall support one of the following two behaviours specified below to
handle the case that a response to aquery (GET request) will become so large that the response will adversely affect
performance:

1) Return an error response, as defined in clause 4.7.2.2.

2) Returntheresult in a paged manner, as defined in clause 4.7.2.3.

4.7.2.2 Error response

In this aternative, the server shall reject the request with a 400 Bad Request response, shall include the
"ProblemDetails" payload body, and shall provide in the "detail" attribute more information about the error.

This error code indicates to the API consumer that with the given attribute-based filtering query (or absence thereof),
the response would have been so big that performance is adversely affected. The client can obtain a query result by
specifying a (more restrictive) attribute-based filtering query (see clause 4.3.2).

4.7.2.3 Paged response

In this alternative, the API producer shall provide a response that contains a first page (subset) of the resultsto the
query, and shall include a LINK HTTP header (see IETF RFC 8288 [34]) with the "rel" attribute set to "next", which
communicates a URI that allows to obtain the next page of results to the original query. The API consumer can send a
GET request to the URI communicated in the LINK header to obtain the next page of results. The response which
returns that next page shall contain the LINK header to point to the next page, as specified above, unless there are no
further pages available in which case the LINK header shall be omitted.
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To alow the API producer to determine the start of the next page, the LINK header shall contain the URI query
parameter "nextpage_opagque_marker" whose value is chosen by the API producer. This parameter has no meaning for
the API consumer, but is echoed back by the API consumer to the API producer when requesting the next page. The
URI in the link header may include further parameters, such as those passed in the original request.

The size of each page may be chosen by the API provider, and may vary from page to page. The maximum page sizeis
determined by means outside the scope of the present document.

The response need not contain entries that correspond to child resources which were created after the original query was
issued.

5 NSD Management interface

5.1 Description

This interface allows the OSS/BSS to invoke management operations of NSDs towards the NFVO and to subscribe to
notifications related to NSD management changes.

The operations provided through this interface are as follows:
J Create NSD Info
. Upload NSD
. Fetch NSD
. Update NSD Info
. Delete NSD
e Query NSD Info
. Create PNFD Info
. Upload PNFD
. Fetch PNFD
. Update PNFD Info
. Delete PNFD
. Query PNFD Info
. Subscribe
e  Terminate Subscription
. Query Subscription Information
. Notify

Thisinterface also enables to invoke error handling procedures (i.e., Retry, Rollback, Continue, Cancel, and Fail) on the
actual NS lifecycle management operation occurrences, and APl version retrieval.

The state changes of aNSD are illustrated in clause B.2.
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5.1a API version

For the NSD management interface as specified in the present document, the MAJOR version field shall be 1, the
MINOR version field shall be 1, and the PATCH version number shall be 0 (see clause 4.6.1 for a definition of the
version fields). Consequently, the { apiMajorVersion} URI variable shall be set to "v1".

NOTE: TheMINOR version 0 corresponds to the version of the API specified in version 2.4.1 of the present
document.

5.2 Resource structure and methods
All resource URIs of the API shall use the base URI specification defined in clause 4.2. The string "nsd" shall be used

to represent { apiName} . All resource URIs in the clauses below are defined relative to the above base URI. Figure 5.2-1
shows the overall resource URI structure defined for the NSD management interface.

Figure 5.2-1: Resource URI structure of NSD Management Interface
Table 5.2-1 lists the individual resources defined, and the applicable HTTP methods. The NFV O shall support
responding to requests for all HTTP methods on the resources in Table 5.2-1 that are marked as "M" (mandatory) in the
"Cat" column. The NFVO shall also support the "API versions' resources as specified in clause 4.6.3.2.

Table 5.2-1: Resources and methods overview of the NSD Management interface

Resource name Resource URI HTTP Cat Meaning
Method
NS Descriptors Ins_descriptors GET M Query information about multiple NS
descriptor resources.
POST M Create a new NS descriptor resource.
Individual NS Ins_ descriptors/{nsdinfold} GET M Read information about an individual NS
Descriptor descriptor resource.
Modify the operational state and/or the
PATCH M user defined data of an individual NS
descriptor resource.
DELETE M Delete an individual NS descriptor
resource.
NSD Content Ins_descriptors/{nsdinfold}/nsd_c |GET M Fetch the content of a NSD.
ontent PUT M Upload the content of a NSD.
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Resource name Resource URI HTTP Cat Meaning
Method
PNF Descriptors  |/pnf_descriptors GET M Query information about multiple PNF
descriptor resources.
POST M Create a new PNF descriptor resource.
Individual PNF /pnf_descriptors/{pnfdinfold} GET M Read an individual PNFD resource.
Descriptor Modify the user defined data of an
PATCH M individual PNF descriptor resource.
DELETE M Delete an individual PNF descriptor
resource.
PNFD Content /pnf_descriptors/{pnfdinfold}/pnfd_ |GET M Fetch the content of a PNFD.
content PUT M Upload the content of a PNFD.
Subscriptions /subscriptions Subscribe to NSD and PNFD change
POST M O
notifications.
GET M Query multiple subscriptions.
Individual /subscriptions/{subscriptionld} GET M Read an individual subscription resource.
subscription DELETE M Terminate a subscription.
Notification (client-provided) See |Notify about NSD and PNFD changes.
; POST
endpoint note |See note.
See |Test the natification endpoint. See note.
GET note

NOTE:  The NFVO shall support invoking the HTTP methods defined for the "Notification endpoint” resource
exposed by the OSS/BSS. If the OSS/BSS supports invoking the POST method on the "Subscriptions"
resource towards the NFVO, it shall also support responding to the HTTP requests defined for the
"Notification endpoint” resource.

5.3 Sequence diagrams (informative)

5.3.1 Flow of the creation of an individual NS descriptor resource

This clause describes the procedure for creating an individual NS descriptor resource.

O55/B5S5

MEWO

! 1. POST .. ./ns_descriptors (CreateMsdInfoRequest)

3. 201 Created (Msdinfo)

-

nsdOnhoardingState="CREATED",
" nsdCOperationalState="DISABLED", and

|
i creates a new NS descriptor resource with

nsdlsageState="NOT _IN_USE"

LE:E ......

T GhEREEEE R

D55/B5S

Figure 5.3.1-1: Flow of the creation of an individual NS descriptor resource

The procedure consists of the following steps asillustrated in Figure 5.3.1-1:

1) The OSS/BSS sends a POST request to the "ns_descriptors' resource including in the payload body a data
structure of type " CreateNsdInfoRegquest".

2) TheNFVO creates anew NS descriptor resource with nsdOnboardingState="CREATED",
nsdOperational State="DISABLED" and nsdUsageState="NOT_IN_USE".

3) TheNFVO returnsa 201 Created response containing a representation of the individual NS descriptor resource

just created by the NFVO.
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Postcondition: Upon successful completion, the individual NS descriptor resource has been created with
nsdOnboardingState="CREATED", nsdOperational State="DISABLED", and nsdUsageState="NOT_IN_USE".

5.3.2 Flow of the uploading of NSD content

This clause describes the procedure for the uploading of NSD content.

OS5/BSS MNFWO
! !
Precondition: A NS descriptor resource has already been created. B]
E 1. PUT .../ns_descriptors/{nsdinfold}/nsd_content }E
alt I [for asynchronous processing] E
E{ 2. 202 Accepted
[succeslsful uploading of H5D content] :
L.‘ 3. 204 Mo Content !
:.-( 4. Send NsdOnboardingNotification :
OS5/BSS MNFWO

Figure 5.3.2-1: Flow of the uploading of NSD content

NOTE: Dueto possible race conditions, the 204 response and the NsdOnBoardingNotification can arrive in any
order at the OSS/BSS.

Precondition: A NS descriptor resource has aready been created.
The procedure consists of the following steps asillustrated in Figure 5.3.2-1:

1) TheOSS/BSS sendsaPUT request to a"NSD Content” resource using a" Content-Type" HTTP header as
defined in clause 5.4.4.3.3 of the present document.

2)  For asynchronous processing, the NFV O returns 202 Accepted".

3) Otherwise, the NFVO returns a"204 No Content” response to the OSS/BSS with an empty payload body for
successful uploading of the NSD content.

The NFVO sends an NsdOnboardingNotification to the OSS/BSS.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.3 Flow of the fetching of NSD content

This clause describes the procedure for fetching the content of an onboarded NSD.

ETSI



60 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

055/B55 MFYO
| |
Frecondition: The NSD has been on-boarded to the NFVO. B]
alt [fetch the whole H5D content] :
i 1. GET .../ns_descriptors/{nsdinfoldynsd_content }:
I{ 2. 200 OK (NSD filg) |
[fetch tI'Ile HSD conmtent using partial download] :
'3. GET .../ns_descriptors/{nsdinfoldi/nsd_content (Range: bytes=xxx-yyy) }:

4. 206 Partial Content (Content-Range: bytes=xxx-yyy/zzz, Partial content of the MSD file)

e

FPostocondition: The OSS/BSS gets the whole or partial content of the NSD.

]

O55/B55

Figure 5.3.3-1: Flow of the fetching of NSD content

Precondition: The NSD is on-boarded to the NFVO.

Fetching an on-boarded NSD, asillustrated in Figure 5.3.3-1, consists of the following steps:

MFYO

1) If fetching the whole NSD content, the OSS/BSS sends a GET request to the "NSD content" resource.

2) TheNFVOreturnsa"200 OK" response, and includes a copy of the NSD file in the payload body.

3)  If fetching the NSD content using partial download, the OSS/BSS sends a GET request to the "NSD content”
resource, and includes a"Range" HTTP header indicating the partition of the NSD content that needs to be

transferred.

4) TheNFVO returnsa"206 Partial Content” response with a payload body containing the partial content of the
NSD, and a"Content-Range" HTTP header indicating the byte range enclosed in the payload and the compl ete
length of the NSD.

Postcondition: Upon successful completion, the OSS/BSS gets the whole or partial content of the NSD.

Error handling: In case of failure, appropriate error information is provided in the response.

5.34 Flow of the update of an individual NS descriptor resource

This clause describes the procedure for the update of an NS descriptor resource. The Update NSD Info operation allows
for the modification of the operational state and/or user defined data of an individual NS descriptor resource.
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055/B5S NFWO

Frecondition: The individual NS descriptor resource has been created. To maodify the nsdOperationalState, the
individual NS descriptor resource has nsdOnboardingState="0ONBOARDED".

1. PATCH .. /ns_descriptors/{nsdinfold}{nsdinfoMaodifications)

updates information about an
"individual NS descriptor resource

e
3. 200 OK (NsdinfoModifications) |
When modifying the nsdOperationalState attribute . b]
\_ 4 Send NsdChangeNotification |
QOSS/BSS NFWO

Figure 5.3.4-1: Flow of the update of an individual NS descriptor resource

NOTE: Dueto possible race conditions, the 200 response and the NsdChangeNotification can arrive in any order
at the OSS/BSS.

Precondition: Theindividual NS descriptor resource has been created. To modify the nsdOperational State from
"ENABLED" to "DISABLED" or vice-versa, the individual NS descriptor resource has
nsdOnboardingState="ONBOARDED".

The procedure consists of the following steps asillustrated in Figure 5.3.4-1:
1) The OSS/BSS sendsaPATCH reguest to the "Individual NS descriptor" resource.
2) The NFVO modifies the information associated with the individual NS descriptor resource.

3) TheNFVO returnsa"200 OK" response including the data structure of type "nsdinfoModifications” in the
payloadbody.

4)  When modifying the nsdOperational State attribute, the NFV O sends to the OSS/BSS a NsdChangeNotification
to indicate the state change of the individual NS descriptor resource.

Postcondition: Upon successful completion, the information about an individual NS descriptor resource has been
updated.

5.3.5 Flow of the deletion of an individual NS descriptor resource

This clause describes the procedure for the deletion of an individual NS descriptor resource.
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Figure 5.3.5-1: Flow of the deletion of an individual NS descriptor resource

NOTE: Dueto possible race conditions, the 204 response and the NsdDel etionNotification can arrive in any order

at the OSS/BSS.

Precondition: NSD has been on boarded to the NFV O, the operational state of the NSD isequal to "DISABLED", and
the usage state of the NSD isequal to "NOT_IN_USE".

The procedure consists of the following steps asillustrated in Figure 5.3.5-1:

1)
2)
3)
4)

5.3.6

The OSS/BSS sends a DELETE request to an "Individual NS descriptor" resource.

The NFVO deletes the individual NS descriptor resource.

The NFVO returns a"204 No Content" response to the OSS/BSS with an empty payload body.

The NFVO sends to the OSS/BSS a NsdDel etionNotification to indicate the deletion of the individual NS

descriptor resource.

Flow of the querying/reading of NS descriptor resources

This clause describes the procedure for querying information about multiple NS descriptor resources and reading
information about an individual NS descriptor resource.

ETSI



OS5/BSS

63

ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

MNFEWO

Precondition: One or more NS descriptor resources have been created. b]

|
alt ) [query information about multfple HS descriptor resources]
1. GET .../ns_descriptars

3

2,200 0K (Medinfo[])

>

[read in‘l{nrma‘tinn about an individual HS de?criptur resource]

3. GET .../ns_descriptorsfid} }:

4. 200 OK (Nsdinfo)

e

OS5/BSS

MNFEWO

Figure 5.3.6-1: Flow of the querying/reading of NS descriptor resources

The procedure consists of the following steps asillustrated in Figure 5.3.6-1.

Precondition: One or more NS descriptor resources have been created:

1) If the OSS/BSS intendsto query information about multiple NS descriptor resources, it sends a GET request to

the ns_descriptors resource.

2) TheNFVOreturnsa"200 OK" response, and includesin the payload body zero or more data structures of type

"NsdInfo".

3) If the OSS/BSS intends to read information about an individual NS descriptor resource, the OSS/BSS sends a
GET request to the "Individual NS descriptor” resource, addressed by the appropriate Nsdinfo identifier in its

resource URI.

4) TheNFVO returnsa"200 OK" response, and includes in the payload body a data structure of type "Nsdinfo".

Postcondition: Upon successful completion, the OSS/BSS gets the information of multiple (i.e. zero or more) NS
descriptor resources or an individual NS descriptor resource.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.7 Flow of the creation of an individual PNF descriptor resource

This clause describes the procedure for creating an individual PNF descriptor resource.
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O5S/B5S MNFEYO

! 1. POST ...Jpnf_descriptors (CreatePnfdinfoRequest) }E

creates a new PMF descriptor resource with
2. pnfdOnboardingState="CREATED" and
pnfdUsageState="NOT _IN_USE"

< 3. 201 Created (Pnfdinfo) |

QO55/BSS MNEWO

Figure 5.3.7-1: Flow of the creation of an individual PNF descriptor resource

The procedure consists of the following steps asillustrated in Figure 5.3.7-1:

1) The OSS/BSS sends a POST request to the "pnf_descriptors' resource including in the payload body a data
structure of type " CreatePnfdl nfoRequest”.

2) TheNFVO creates a new PNF descriptor resource with pnfdOnboardingState="CREATED" and
pnfdUsageState="NOT_IN_USE".

3) TheNFVO returns a 201 Created response containing a representation of the individual PNF descriptor
resource just created by the NFVO.

Postcondition: Upon successful completion, the individual PNF descriptor resource has been created with
pnfdOnboardingState="CREATED" and pnfdUsageState="NOT_IN_USE".

5.3.8 Flow of the uploading of PNFD content

This clause describes the procedure for the uploading of PNFD content.

OS5/BSS MNFYO

Precondition: A PNF descriptor resource has already been created Ij

with "PnfdOnboardingState"=CREATED and "pnfdlJsageState"=NOT _IN_LISE.

1. PUT . Jpnf_descriptors/{pnfdinfaldypnfd_content

2. 204 No Content |

' 3. Send PnfdOnboardingNetification

O5S/BSS MNFWO

Figure 5.3.8-1: Flow of the uploading of PNFD content

Precondition: A PNF descriptor resource has already been created (i.e. "PnfdOnboardingState"'=CREATED and
"pnfdUsageState’'=NOT_IN_USE).

The procedure consists of the following steps asillustrated in Figure 5.3.8-1:

1) TheOSS/BSS sendsaPUT request to a"PNFD Content” resource using a " Content-Type" HTTP header as
defined in clause 5.4.4.3.3 of the present document.
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2) TheNFVO returnsa"204 No Content" response to the OSS/BSS with an empty payload body for successful
uploading of the PNFD content.

3) TheNFVO sends a PnfdOnboardingNatification to the OSS/BSS.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.9 Flow of the fetching of PNFD content

This clause describes the procedure for fetching the content of an onboarded PNFD.

OS5/BSS MEYO

Frecondition: The PMFD has been on-boarded to the NFWO. B]

! 1. GET .../pnf_descriptorsi{pnfdinfoldpnfd_content }E

2,200 0K (PNFD file) !

<

Postcondition: The OSS/BSS gets the content of the PMFD. D]

O55/BSS MFEYO

Figure 5.3.9-1: Flow of the fetching of PNFD content
Precondition: The PNFD has been on-boarded to the NFVO.
Fetching an on-boarded PNFD, asillustrated in Figure 5.3.9-1, consists of the following steps.
1) The OSS/BSS sends a GET request to the "PNFD content” resource.
2) TheNFVOreturnsa"200 OK" response, and includes a copy of the PNFD file in the payload body.
Postcondition: Upon successful completion, the OSS/BSS gets the content of the PNFD.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.10 Flow of the deletion of an individual PNF descriptor resource

This clause describes the procedure for the deletion of an individual PNF descriptor resource.
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05S/BSS MFYO

Precondition: There is no NS instance using the PNFD and there is no NSD referencing it. Il\]

! 1. DELETE .../pnf_descriptars/{pnfdinfald}

i
]
b .
F

: :{ ........

L 3. 204 No Content |

. 4. Send PnfdDeletionNotification i
OS5/B5S NFEYO

Figure 5.3.10-1: Flow of the deletion of an individual PNF descriptor resource

Precondition: NSD has been on boarded to the NFVO and in the Disabled state.

The procedure consists of the following steps asillustrated in Figure 5.3.10-1:

1)
2)
3)
4)

The OSS/BSS sends a DELETE request to an "Individual PNF descriptor" resource.
The NFVO deletes the individual PNF descriptor resource.
The NFVO returns a"204 No Content" response to the OSS/BSS with an empty payload body.

The NFVO sends to the OSS/BSS a PnfdDel etionNotification to indicate the deletion of the individual PNF
descriptor resource.

5.3.11 Flow of the querying/reading of PNF descriptor resources

This clause describes the procedure for querying information about multiple PNF descriptor resources and reading
information about an individual PNF descriptor resource.

OSS/BSS MEYO

Frecondition: Cne or mare PMNF descriptor resources have been created. B]

alt /' [query information about multible PHF descriptor resources]
1. GET .../pnf_descriptors

>

< 2200 OK (Pnfdinfol]) |

| |
[read irrflurmatiun about an individual PHF df!lst:riptur resource]

'3, GET .. ./pnf_descriptors/{id}

.

4. 200 2K (Pnfdinfa) !

e

OS5/BSS MEYO

Figure 5.3.11-1: Flow of the querying/reading of PNF descriptor resources
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The procedure consists of the following steps asillustrated in Figure 5.3.11-1:
Precondition: One or more PNF descriptor resources have been created:

1) If the OSS/BSS intends to query information about multiple PNF descriptor resources, it sends a GET request
to the pnf_descriptors resource.

2) TheNFVOreturnsa"200 OK" response, and includes in the payload body zero or more data structures of type
"Pnfdinfo".

3) If the OSS/BSS intendsto read information about an individual PNF descriptor resource, the OSS/BSS sends a
GET request to the "Individual PNF descriptor” resource, addressed by the appropriate Pnfdinfo identifier in
its resource URI.

4) TheNFVO returnsa"200 OK" response, and includes in the payload body a data structure of type "Pnfdinfo".

Postcondition: Upon successful completion, the OSS/BSS gets the information of multiple (i.e. zero or more) PNF
descriptor resources or an individual PNF descriptor resource.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.12 Flow of managing subscriptions

This clause describes the procedure for creating, reading and terminating subscriptions to notifications related to NSD
management.
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MFYO

opt )

test notification endpoint b]

< 2. GET <<Client side UR|==>

3. 204 Mo Content

>
]

I
| 1 Create subscription
: ... fesource
:{ 6. 201 Created (MsdmSubscription) |
opt _/ | ;
Client re-synchronizes all |
or selected subscriptions !
e.g. after an error |
| B. GET .../subscriptions/ >
L( 7200 Ok (NsdmSubscription]]) |
8. GET .. /subscriptions/{subscriptionld} }:
L{ 9. 200 OK (NsdmSubscription) |
| |
Client does not need the b :
subscription anymore |
I I
' 10. DELETE .../subscriptions/{subscriptionld} }I
!r{ 11. 204 No Content
DSS/BSS MFYO

Figure 5.3.12-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in Figure 5.3.12-1:

1) The OSS/BSS sends a POST request to the " Subscriptions' resource including in the payload body a data
structure of type "NsdmSubscriptionRequest”. This data structure contains filtering criteriaand a client side
URI to which the NFVO will subsequently send notifications about events that match the filter.

2)  Optionally, to test the notification endpoint that was registered by the OSS/BSS as part of the subscription, the
NFVO sends a GET request to the notification endpoint URI.

3) Inthat case, the OSS/BSS returns a 204 No Content” response to indicate success.

4) The NFVO creates a new subscription for notifications related to NS fault management, and a resource that

represents this subscription.
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The NFVO returns a 201 Created" response containing a data structure of type "NsdmSubscription®,
representing the subscription resource just created by the NFVO, and provides the URI of the newly-created
resource in the "Location" HTTP header.

Optionally, for example when trying to recover from an error situation, the OSS/BSS may query information
about its subscriptions by sending a GET request to the " Subscriptions’ resource.

In that case, the NFVO returns a 200 OK" response that contains the list of representations of all existing
subscriptions that were created by the NFV O.

Optionally, for example when trying to recover from an error situation, the OSS/BSS may read information
about a particular subscription by sending a GET request to the resource representing that individual
subscription.

In that case, the NFVO returns a 200 OK" response that contains a representation of that individual
subscription.

When the OSS/BSS does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription.

The NFV O acknowledges the successful termination of the subscription by returning a"204 No Content"
response.

Error handling: The NFV O rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

5.3.13 Flow of sending natifications

This clause describes the procedure for sending notifications related to NSD management.

DS5/BSS MFYO

Precondition: OS5/BSS has previously subscribed b]

Event occurs that j

matches subscription
I

1. POST <<Client side URI>> (<<Natification>>) !

>

2. 204 Mo Content

OS5/BSS MFEYO

Figure 5.3.13-1: Flow of sending notifications

Precondition: The OSS/BSS has subscribed previously for notifications related to NSD management.

The procedure consists of the following steps asillustrated in Figure 5.3.13-1:

1)

2)

If an event occurs that matches the filtering criteria which are part of the subscription, the NFVO generates a
notification that includes information about the event, and sendsit in the body of a POST request to the URI
which the NFVO has registered as part of the subscription request. The variable <<Notification>> in the flow
isaplaceholder for the different types of notifications that can be sent by this API (see clauses 5.5.2.9,
5.5.2.10,5.5.2.11 and 5.5.2.12).

The OSS/BSS acknowledges the successful delivery of the notification by returning a”204 No Content"
response.
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Error handling: If the NFV O does not receive the "204 No Content" response from the OSS/BSS, it can retry sending

the notification.

5.4

5.4.1

Resources

Introduction

This clause defines all the resource and methods provided by the NSD management interface.

The on-boarding of a NSD includes:

1)
2)
3)

Creation of an individual NS descriptor resource

Uploading the NSD content

Validation of the NSD inside the NFVO

In the present document, the NSD is referred to as "on-boarded" only after these three procedures are successfully
accomplished.

NOTE:

Further, the on-boarding of a PNFD includes:

1)
2)
3)

onboarding phase of NSD and operational phase of NSD.

Creation of an individual PNF descriptor resource

Uploading the PNFD

Processing the PNFD, including validation, inside the NFVO

Annex B describes the state model of NSD in the NFVO. It includes the state models for two phases, i.e.

A PNFD isreferred as "on-boarded" only after these three procedures are successfully accomplished.

5.4.1a

Resource: API versions

The"API versions' resources as defined in clause 4.6.3.3 are part of the NSD management interface.

5.4.2

Resource: NS Descriptors

5421

Description

This resource represents NS descriptors. It can be used to create an individual NS descriptor resource, and to query
multiple NS descriptor resources.

5.4.2.2

Resource definition

Theresource URI is:

{apiRoot}/nsd/vl/ns descriptors

This resource shall support the resource URI variables defined in Table 5.4.2.2-1.

Table 5.4.2.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.2
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5423 Resource methods

54.23.1 POST
The POST method is used to create a new NS descriptor resource.

This method shall follow the provisions specified in the Tables 5.4.2.3.1-1 and 5.4.2.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.4.2.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreateNsdInfoRequest |1 Parameters of creating an NS descriptor resource, as defined in
clause 5.5.2.4.
Data type Cardinality | Response Description
Codes
NsdInfo 1 201 Created |An NS descriptor resource was created
successfully, as a new NS descriptor resource.
The response body shall contain a representation
of the new NS descriptor resource, as defined in
Respons clause 5.5.2.2.
©90e The HTTP response shall include a "Location"
HTTP header that contains the resource URI of the
new NS descriptor resource.
ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
5.4.2.3.2 GET

The GET method queries information about multiple NS descriptor resources.

This method shall follow the provisions specified in the Tables 5.4.2.3.2-1 and 5.4.2.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this filtering parameter as part of the URI
query string. The OSS/BSS may supply this parameter.

All attribute names that appear in the Nsdinfo and in data types referenced
from it shall be supported by the NFVO in the filter expression.

all_fields 0.1 Include all complex attributes in the response. See clause 4.3.3 for details.
The NFVO shall support this parameter.

fields 0.1 Complex attributes to be included into the response. See clause 4.3.3 for
details. The NFVO should support this parameter.

exclude_fields 0.1 Complex attributes to be excluded from the response. See clause 4.3.3 for

details. The NFVO should support this parameter.
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Name Cardinality Description
exclude_default 0.1 Indicates to exclude the following complex attributes from the response. See
clause 4.3.3 for details. The VNFM shall support this parameter.

The following attributes shall be excluded from the NsdInfo structure in the
response body if this parameter is provided, or none of the parameters

"all_fields," "fields", "exclude_fields", "exclude_default" are provided:

userDefinedData.
nextpage_opaque_ |0..1 Marker to obtain the next page of a paged response. Shall be supported by
marker the NFVO if the NFVO supports alternative 2 (paging) according to

clause 4.7.2.1 for this resource.

Table 5.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
Nsdinfo 0..N 200 OK Information about zero or more NS descriptors.

The response body shall contain in an array the
representations of zero or more NS descriptors, as
defined in clause 5.5.2.2.

If the NFVO supports alternative 2 (paging) according
to clause 4.7.2.1 for this resource, inclusion of the
Link HTTP header in this response shall follow the
provisions in clause 4.7.2.3.

ProblemDetails 1 400 Bad Error: Invalid attribute-based filtering expression.
Request
The response body shall contain a ProblemDetails
Response structure, in which the "detail" attribute should convey
body more information about the error.
ProblemDetails 1 400 Bad Error: Invalid attribute selector.
Request

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1 400 Bad Error: Response too big.

Request

If the NFVO supports alternative 1 (error) according to
clause 4.7.2.1 for this resource, this error response
shall follow the provisions in clause 4.7.2.2.

ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
5.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.2.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.2.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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5.4.3 Resource: Individual NS Descriptor

5431 Description

Thistask resource represents an individual NS descriptor. The client can use this resource to modify, delete and read the
information of theindividual NS descriptor.

5.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/nsd/vl/ns descriptors/{nsdinfold}

This resource shall support the resource URI variables defined in Table 5.4.3.2-1.

Table 5.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsdinfold Identifier of the individual NS descriptor resource. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in
the payload body of that response.

5.4.3.3 Resource methods

54331 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.3.3.2 GET
The GET method reads information about an individual NS descriptor.

This method shall follow the provisions specified in the Tables 5.4.3.3.2-1 and 5.4.3.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
None supported

Table 5.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
NsdInfo 1 200 OK Information about the individual NS descriptor.
The response body shall contain a representation of
Response the individual NS descriptor, as defined in
body clause 5.5.2.2.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
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5.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

54334 PATCH

The PATCH method modifies the operational state and/or user defined data of an individual NS descriptor resource.
This method can be used to:

1) Enableapreviously disabled individual NS descriptor resource, allowing again its use for instantiation of new
network service with this descriptor. The usage state (i.e. "IN_USE/NOT_IN_USE") shall not change asa
result.

2) Disable apreviously enabled individual NS descriptor resource, preventing any further use for instantiation of
new network service(s) with this descriptor. The usage state (i.e. "IN_USE/NOT_IN_USE") shall not change
asaresult.

3) Modify the user defined data of an individual NS descriptor resource.

This method shall follow the provisions specified in the Tables 5.4.3.3.4-1 and 5.4.3.3.4-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
None supported

ETSI



75

ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Table 5.4.3.3.4-2: Details of the PATCH request/response on this resource

Data type

Cardinality

Description

Request
body

NsdInfoModifications

1

Parameters for the modification of an individual NS descriptor
resource, as defined in clause 5.5.2.1.

Data type

Cardinality

Response
Codes

Description

NsdInfoModifications

1

200 OK

The operation was completed successfully.

The response body shall contain attribute
modifications for an 'Individual NS Descriptor'
resource (see clause 5.5.2.6).

Response
body

ProblemDetails

409 Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.

Typically, this is due to an operational state
mismatch, i.e. enable an already enabled or
disable an already disabled individual NS
descriptor resource, or the "nsdOnboardingState"
is not ONBOARDED.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

412
Precondition
failed

Error: A precondition given in an HTTP request
header is not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about the
error.

ProblemDetails

See
clauses
4354/
4355

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

5.4.3.35

The DELETE method deletes an individual NS descriptor resource.

DELETE

Anindividual NS descriptor resource can only be deleted when thereis no NS instance using it (i.e. usageState =
NOT_IN_USE) and has been disabled already (i.e. operationa State = DISABLED). Otherwise, the DELETE method

shall fail.

This method shall follow the provisions specified in the Tables 5.4.3.3.5-1 and 5.4.3.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

None supported
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Table 5.4.3.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
n/a 204 No The operation has completed successfully.
Content
The response body shall be empty.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Conflict due to a conflict with the state of the resource.
Typically, this is due to the fact the NS descriptor
resource is in the enabled operational state (i.e.
Response operationalState = ENABLED) or there are running
body NS instances using the concerned individual NS
descriptor resource (i.e. usageState = IN_USE).
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See AxX/5xX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5, may be
returned.
544 Resource: NSD Content
5441 Description

This resource represents the content of the individual NS descriptor, i.e. NSD content. The client can use this resource

to upload and download the content of the NSD.

5.4.4.2 Resource definition

Theresource URI is:

{apiRoot}/nsd/v1l/ns_descriptor s/{nsdinfold}/nsd_content

This resource shall support the resource URI variables defined in Table 5.4.4.2-1.

Table 5.4.4.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.2.

nsdinfold Identifier of the individual NS descriptor. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in
the payload body of that response.

5443 Resource methods

5.4.4.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.
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54.43.2 GET
The GET method fetches the content of the NSD.

The NSD can be implemented as asingle file or as a collection of multiple files. If the NSD isimplemented in the form
of multiple files, a ZIP file embedding these files shall be returned. If the NSD isimplemented as asingle file, either
that file or aZIP file embedding that file shall be returned.

The selection of the format is controlled by the "Accept" HTTP header passed in the GET request:

. If the " Accept" header contains only "text/plain” and the NSD isimplemented as asinglefile, the file shall be
returned; otherwise, an error message shall be returned.

. If the "Accept" header contains only "application/zip”, the single file or the multiple files that make up the
NSD shall be returned embedded in a ZIPfile.

. If the "Accept" header contains both "text/plain" and "application/zip", it is up to the NFV O to choose the
format to return for asingle-file NSD; for a multi-file NSD, a ZIP file shall be returned.

NOTE: The structure of the NSD zip file is outside the scope of the present document.

This method shall follow the provisions specified in the Tables 5.4.4.3.2-1 and 5.4.4.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 5.4.4.3.2-2: Details of the GET request/response on this resource

Data type Cardinality Description
n/a The request shall contain the appropriate entries in the "Accept”
HTTP header as defined above.

The request may contain a "Range" HTTP header to obtain single
Request range of bytes from the NSD file. This can be used to continue an
body aborted transmission.

If the NFVO does not support range requests, the NFVO shall
ignore the 'Range” header, process the GET request, and return
the whole NSD file with a 200 OK response (rather than returning
a 4xx error status code).
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Response
body

Data type

Cardinality

Response
Codes

Description

n/a

1

200 OK

On success, the content of the NSD is returned.

The payload body shall contain a copy of the file
representing the NSD or a ZIP file that contains the
file or multiple files representing the NSD, as
specified above.

The "Content-Type" HTTP header shall be set
according to the format of the returned file, i.e. to
"text/plain” for a YAML file or to "application/zip" for
a ZIP file.

n/a

206 Partial
Content

On success, if the NFVO supports range requests,
a single consecutive byte range from the content of
the NSD file is returned.

The response body shall contain the requested part
of the NSD file.

The "Content-Range" HTTP header shall be
provided according to IETF RFC 7233 [23].

The "Content-Type" HTTP header shall be set as
defined above for the "200 OK" response.

ProblemDetails

0.1

406 Not
AccepTable

If the "Accept" header does not contain at least one
name of a content type for which the NFVO can
provide a representation of the NSD, the NFVO
shall respond with this response code.

The "ProblemDetails" structure may be included
with the "detail" attribute providing more information
about the error.

ProblemDetails

409 Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.

Typically, this is due to the fact
"nsdOnboardingState" has a value different from
ONBOARDED.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

416 Range
Not
Satisfiable

The byte range passed in the "Range" header did
not match any available byte range in the NSD file
(e.g. "access after end of file").

The response body may contain a ProblemDetails
structure.

ProblemDetails

See clauses
4354/
4355

AxX/5%X

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

5.4.4.3.3

PUT

The PUT method is used to upload the content of a NSD.

The NSD to be uploaded can be implemented as a single file or as a collection of multiple files, as defined in
clause 5.4.4.3.2. If the NSD isimplemented in the form of multiple files, a ZIP file embedding these files shall be
uploaded. If the NSD isimplemented as asingle file, either that file or a ZIP file embedding that file shall be uploaded.
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The "Content-Type" HTTP header in the PUT request shall be set accordingly based on the format selection of the

NSD:

. If the NSD to be uploaded is atext file, the "Content-Type" header is set to "text/plain”.

. If the NSD to be uploaded isazip file, the "Content-Type" header is set to "application/zip".

This method shall follow the provisions specified in the Tables 5.4.4.3.3-1 and 5.4.4.3.3-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.4.3.3-1: URI query parameters supported by the PUT method on this resource

Name Cardinality

Description

none supported

Table 5.4.4.3.3-2: Details of the PUT request/response on this resource

Data type Cardinality Description
n/a 1 The payload body contains a copy of the file representing the
Request NSD or a_ZIP file that contains _the file or multiple files
bod representing the NSD, as specified above.
y
The request shall set the "Content-Type" HTTP header as defined
above.
Data type Cardinality | Response Description
Codes
n/a 1 202 The NSD content was accepted for uploading, but
Accepted the processing has not been completed. It is
expected to take some time for processing
(asynchronous mode).
The response body shall be empty. See note.
n/a 1 204 No The NSD content was successfully uploaded and
Content validated (synchronous mode).
The response body shall be empty.
ProblemDetails 1 409 Conflict |Error: The operation cannot be executed currently,
Response due to a conflict with the state of the resource.
body
Typically, this is due to the fact that the
NsdOnboardingState has a value other than
CREATED.
The response body shall contain a ProblemDetails
structure, in which the "detail” attribute shall convey
more information about the error.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above,
4354/ any common error re code as defined in
4.355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
NOTE: The client can track the uploading progress by receiving the "NsdOnBoardingNotification" and
"NsdOnBoardingFailureNotification" from the NFVO or by reading the status of the individual NS descriptor
resource using the GET method.

54.434 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.435 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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This resource represents PNF descriptors and it can be used to create an individual PNF descriptor resource, and to

guery PNF descriptor resources.

5.45.2 Resource definition
The resource URI is:

{apiRoot}/nsd/v1/pnf_descriptors

This resource shall support the resource URI variables defined in Table 5.4.5.2-1.

Table 5.4.5.2-1: Resource URI variables for this resource

Name

Definition

apiRoot See clause 4.2

5453 Resource methods

54.5.3.1 POST

The POST method is used to create a new PNF descriptor resource.

This method shall follow the provisions specified in the Tables 5.4.5.3.1-1 and 5.4.5.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality

Description

none supported

Table 5.4.5.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreatePnfdInfoRequest |1 Parameters of creating a PNF descriptor resource, as defined in
clause 5.5.2.6.
Data type Cardinality |Response Description
Codes
Pnfdinfo 1 201 A PNF descriptor resource was created
Created successfully, as a new PNF descriptor resource.
The response body shall contain a representation of
the new PNF descriptor resource, as defined in
Response clause 5.5.2.5.
body The HTTP response shall include a "Location”
HTTP header that contains the resource URI of the
new PNF descriptor resource.
ProblemDetails See AXX/5xx In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5, may be
returned.
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5.45.3.2 GET
The GET method queries information about multiple PNF descriptor resources.

This method shall follow the provisions specified in the Tables 5.4.5.3.2-1 and 5.4.5.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this filtering parameter as part of the
URI query string. The OSS/BSS may supply this parameter.

All attribute names that appear in the Pnfdinfo and in data types
referenced from it shall be supported by the NFVO in the filter

expression.

all_fields 0.1 Include all complex attributes in the response. See clause 4.3.3 for
details. The NFVO shall support this parameter.

fields 0.1 Complex attributes to be included into the response. See clause 4.3.3
for details. The NFVO should support this parameter.

exclude_fields 0.1 Complex attributes to be excluded from the response. See clause 4.3.3
for details. The NFVO should support this parameter.

exclude_default 0.1 Indicates to exclude the following complex attributes from the response.

See clause 4.3.3 for details. The NFVO shall support this parameter.

The following attributes shall be excluded from the PnfdInfo structure in
the response body if this parameter is provided, or none of the
parameters "all_fields," "fields", "exclude_fields", "exclude_default" are

provided:

userDefinedData.
nextpage_opaque_ (0..1 Marker to obtain the next page of a paged response. Shall be
marker supported by the NFVO if the NFVO supports alternative 2 (paging)

according to clause 4.7.2.1 for this resource.
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Table 5.4.5.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

Pnfdinfo

0..N

200 OK

Information about zero or more PNF descriptors.

The response body shall contain in an array the
representations of zero or more PNF descriptors, as
defined in clause 5.5.2.2.

If the NFVO supports alternative 2 (paging) according
to clause 4.7.2.1 for this resource, inclusion of the
Link HTTP header in this response shall follow the
provisions in clause 4.7.2.3.

ProblemDetails

400 Bad
Request

Error: Invalid attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Error: Invalid attribute selector.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Error: Response too big.

If the NFVO supports alternative 1 (error) according to
clause 4.7.2.1 for this resource, this error response
shall follow the provisions in clause 4.7.2.2.

ProblemDetails

See clauses
4354/
4355

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

5.4.5.3.3

PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

54534 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.5.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.6 Resource: Individual PNF Descriptor

5.4.6.1 Description

This resource represents an individual PNF descriptor. The client can use this resource to modify, delete and read the
information of the individual PNF descriptor resource.

ETSI



83 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

5.4.6.2 Resource definition
Theresource URI is:
{apiRoot}/nsd/v1/pnf_descriptor /{pnfdlnfol d}

This resource shall support the resource URI variables defined in Table 5.4.6.2-1.

Table 5.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
pnfdinfold Identifier of the individual PNF descriptor resource. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new PNF descriptor resource. It can also be retrieved from the "id" attribute in
the payload body of that response.

546.3 Resource methods

54.6.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.6.3.2 GET
The GET method reads information about an individual PNF descriptor.

This method shall follow the provisions specified in the Tables 5.4.6.3.2-1 and 5.4.6.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
None supported

Table 5.4.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
Pnfdinfo 1 200 OK Information about the individual PNFD descriptor.
The response body shall contain a representation of
Response the individual PNF descriptor, as defined in
body clause 5.5.2.5.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
5.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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5.4.6.34 PATCH
The PATCH method modifies the user defined data of an individual PNF descriptor resource.

This method shall follow the provisions specified in the Tables 5.4.6.3.4-1 and 5.4.6.3.4-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.6.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
None supported

Table 5.4.6.3.4-2: Details of the PATCH request/response on this resource

Request Data type Cardinality Description
bod PnfdinfoModifications 1 Parameters for the modification of an individual PNF descriptor
y . .
resource, as defined in clause 5.5.2.4.
Data type Cardinality | Response Description
Codes
PnfdinfoModifications 1 200 OK The operation was completed successfully.
The response body shall contain attribute
modifications for an 'Individual PNF Descriptor'
resource (see clause 5.5.2.4).
ProblemDetails 0.1 412 Error: A precondition given in an HTTP request
Precondition |header is not fulfilled.
failed
Typically, this is due to an ETag mismatch,
ReSponse indicating that the resource was modified by
ody .
another entity.
The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about
the error.
ProblemDetails See AXX/5xx In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.3.55 response as defined in clause 4.3.5.5, may be
returned.
5.4.6.3.5 DELETE

The DELETE method deletes an individual PNF descriptor resource.

Anindividual PNF descriptor resource can only be deleted when there is no NS instance using it or thereis NSD
referencing it.

To delete all PNFD versionsidentified by a particular value of the "pnfdlnvariantld” attribute, the procedure isto first
use the GET method with filter "pnfdinvariantld" towards the PNF descriptors resource to find all versions of the
PNFD. Then, the client uses the DELETE method described in this clause to delete each PNFD version individualy.

This method shall follow the provisions specified in the Tables 5.4.6.3.5-1 and 5.4.6.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.6.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported
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Table 5.4.6.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
n/a 204 No The operation has completed successfully.
Content
Response The response body shall be empty.
body ProblemDetails See AxX/5xX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5, may be
returned.
5.4.7 Resource: PNFD Content
54.7.1 Description

This resource represents the content of the individual PNF descriptor, i.e. PNFD content. The client can use this
resource to upload and download the content of the PNFD.

5.4.7.2

Theresource URI is:

Resource definition

{apiRoot}/nsd/v1l/pnf_descriptor s/{pnfdlnfol d}/pnfd_content

This resource shall support the resource URI variables defined in Table 5.4.7.2-1.

Table 5.4.7.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.2.

pnfdinfold Identifier of the individual PNF descriptor. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new PNF descriptor resource. It can also be retrieved from the "id" attribute in
the payload body of that response.

5.4.7.3 Resource methods

54.7.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.7.3.2

GET

The GET method fetches the content of the PNFD.

This method shall follow the provisions specified in the Tables 5.4.7.3.2-1 and 5.4.7.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.7.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported
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Table 5.4.7.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
n/a 1 200 OK On success, the content of the PNFD is returned.
The payload body shall contain a copy of the file
representing the PNFD.
The "Content-Type" HTTP header shall be set to
"text/plain”.
ProblemDetails 1 409 Conflict |Error: The operation cannot be executed currently,
Response due to a conflict with the state of the resource.
O Typically, this is due to the fact pnfdOnboardingState
has a value different from ONBOARDED.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error

response as defined in clause 4.3.5.5, may be
returned.

5.4.7.3.3

PUT

The PUT method is used to upload the content of a PNFD.

This method shall follow the provisions specified in the Tables 5.4.7.3.3-1 and 5.4.7.3.3-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.7.3.3-1: URI query parameters supported by the PUT method on this resource

Name

Cardinality

Description

none supported
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Table 5.4.7.3.3-2: Details of the PUT request/response on this resource

Data type Cardinality Description
n/a 1 The payload body contains a copy of the file representing the
Request PNFD.
body
The request shall set the "Content-Type" HTTP header to
"text/plain”.
Data type Cardinality | Response Description
Codes
n/a 1 204 No The PNFD content was successfully uploaded and
Content validated. The response body shall be empty.
ProblemDetails 1 409 Conflict |Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.
Typically, this is due to the fact that the
Response PnfdOnboardingState has a value other than
body CREATED.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4.355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5 may be
returned.
54.7.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

5.4.7.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

5.4.8 Resource: Subscriptions

5.4.8.1 Description

This resource represents subscriptions. The client can use this resource to subscribe to notifications related to NSD

management and to query its subscriptions.

5.4.8.2 Resource definition
The resource URI is:

{apiRoot}/nsd/vl/subscriptions

This resource shall support the resource URI variables defined in Table 5.4.8.2-1.

Table 5.4.8.2-1: Resource URI variables for this resource

Name

Definition

apiRoot See clause 4.2.
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5.48.3 Resource methods

54.8.3.1 POST
The POST method creates a new subscription.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 5.4.8.3.1-1 and 5.4.8.3.1-2.

Creation of two subscription resources with the same callbackURI and the same filter can result in performance
degradation and will provide duplicates of notifications to the OSS, and might make sense only in very rare use cases.
Consequently, the NFVO may either allow creating a subscription resource if another subscription resource with the
same filter and callbackUri already exists (in which case it shall return the "201 Created" response code), or may decide
to not create a duplicate subscription resource (in which case it shall return a”303 See Other" response code referencing
the existing subscription resource with the same filter and callbackUri).

Table 5.4.8.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Remarks
n/a
Table 5.4.8.3.1-2: Details of the POST request/response on this resource
Request Data type Cardinality Remarks
bod NsdmSubscriptionRequest |1 Details of the subscription to be created, as defined in
y
clause 5.5.2.7.
Data type Cardinality |Response Remarks
Codes
NsdmSubscription 1 201 The subscription was created successfully.
Created
The response body shall contain a representation
of the created subscription resource.
The HTTP response shall include a "Location:"
HTTP header that points to the created
subscription resource.
n/a 303 A subscription with the same callbackURI and the
Response See Other |same filter already exits and the policy of the
body NFVO is to not create redundant subscriptions.
The HTTP response shall include a "Location"”
HTTP header that contains the resource URI of
the existing subscription resource.
The response body shall be empty.
ProblemDetails See AXX/5xx In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.35.5 response as defined in clause 4.3.5.5, may be
returned.
5.4.8.3.2 GET

The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 5.4.8.3.2-1 and 5.4.8.3.2-2.
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Table 5.4.8.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Remarks

filter 0.1 Attribute filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.

All attribute names that appear in the NsdmSubscription and in data types
referenced from it shall be supported by the NFVO in the filter expression.

nextpage_opaque |0..1 Marker to obtain the next page of a paged response. Shall be supported by the
_marker NFVO if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this
resource.

Table 5.4.8.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | RResponse Remarks
Codes
NsdmSubscription 0..N 200 OK The list of subscriptions was queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e., zero or
more representations of NSD management
subscriptions as defined in clause 5.5.2.8.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
R shall follow the provisions in clause 4.7.2.3.
ESPONSE |5 hlemDetails 400 Bad Error: Invalid attribute-based filtering expression.
2l Request

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
ProblemDetails 1 400 Bad Error: Response too big.

Request

If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in clause 4.7.2.2.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

5.4.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.8.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.8.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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5.4.9 Resource: Individual subscription

5.49.1 Description

This resource represents an individual subscription. It can be used by the client to read and to terminate a subscription to

notifications related to NSD management.

5.4.9.2

The resource URI is:

Resource definition

{apiRoot}/nsd/v1/subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in Table 5.4.9.2-1.

Table 5.4.9.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.2.

subscriptionid

Identifier of this subscription. See note.

NOTE:

This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new subscription resource. It can also be retrieved from the "id" attribute in the
payload body of that response.

5.4.9.3

5.4.93.1

POST

Resource methods

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

5.4.9.3.2

GET

The GET method retrieves information about a subscription by reading an individual subscription resource.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 5.4.9.3.2-1 and 5.4.9.3.2-2.

Table 5.4.9.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Remarks
n/a
Table 5.4.9.3.2-2: Details of the GET request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response Remarks
Codes
NsdmSubscription 1 200 OK The operation has completed successfully.
The response body shall contain a representation of
Response the subscription resource.
body ProblemDetails See AXX/5XX In addition to the response codes defined above, any
clauses common error response code as defined in
4.3.5.4/ clause 4.3.5.4, and any other valid HTTP error
4.3.5.5 response as defined in clause 4.3.5.5, may be
returned.
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5.4.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

54934 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.9.3.5 DELETE
The DELETE method terminates an individual subscription.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 5.4.9.3.5-1 and 5.4.9.3.5-2.

Table 5.4.9.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Remarks
n/a
Table 5.4.9.3.5-2: Details of the DELETE request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality |[Response Remarks
Codes
n/a 204 No The subscription resource was deleted successfully.
Response . Content The response body shall be empty. .
body ProblemDetails See clauses [4xx/5xx In addition to the response codes de.flned‘ above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

5.4.10 Resource: Notification endpoint

5.4.10.1 Description

This resource represents a notification endpoint. The server can use this resource to send notifications to a subscribed
client, which has provided the URI of this resource during the subscription process.

5.4.10.2 Resource definition
The resource URI is provided by the client when creating the subscription.

This resource shall support the resource URI variables defined in Table 5.4.10.2-1.

Table 5.4.10.2-1: Resource URI variables for this resource

Name Definition

n/a
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The POST method delivers a notification from the server to the client.

This method shall support the URI query parameters, request and response data structures, and response codes, as

specified in the Tables 5.4.10.3.1-1 and 5.4.10.3.1-2.

Table 5.4.10.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Remarks

n/a

Each notification request body shall include exactly one of the aternatives defined in Table 5.4.10.3.1-2.

Table 5.4.10.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Remarks
NsdOnBoardingNotificat |1 A notification about the successful on-boarding of an NSD.
ion
NsdOnBoardingFailureN |1 A notification about the failure of on-boarding an NSD.
otification

Request |NsdChangeNotification |1 A notification about the state change of an on-boarded NSD.
body NsdDeletionNoatification |1 A notification about the deletion of an on-boarded NSD.
PnfdOnBoardingNotifica |1 A notification about the successful on-boarding of a PNFD.
tion
PnfdOnBoardingFailure |1 A notification about the failure of on-boarding a PNFD.
Notification
PnfdDeletionNotification |1 A notification about the deletion of an on-boarded PNFD.
Data type Cardinality [ Response Remarks
Codes
n/a 204 No The notification was delivered successfully.
Response - Content — -
body ProblemDetails See AXX/5XX In addition to the response codes deflneo_l abo_ve,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.3.55 response as defined in clause 4.3.5.5, may be
returned.
5.4.10.3.2 GET

The GET method allows the server to test the notification endpoint that is provided by the client, e.g. during

subscription.

This method shall follow the provisions specified in the Tables 5.4.10.3.2-1 and 5.4.10.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.10.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported
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Table 5.4.10.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
n/a 204 No The notification endpoint was tested successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
5.4.10.3.3 PUT

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.10.3.4 PATCH

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

5.4.10.3.5 DELETE

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

55 Data model

55.1 Introduction

This clause defines the request and response data structures of the NSD Lifecycle management interface.
5.5.2 Resource and notification data types

55.21 Type: NsdinfoModifications

This type represents attribute modifications for an individual NS descriptor resource based on the "Nsdinfo" data type.
The attributes of "Nsdinfo" that can be modified are included in the "NsdinfoM odifications' data type.

The "NsdinfoModifications" data type shall comply with the provisions defined in Table 5.5.2.1-1.

Table 5.5.2.1-1: Definition of the NsdInfoModifications data type

Attribute name Data type Cardinality Description

sdOperationalState [NsdOperationalStateType [0..1 New value of the "nsdOperationalState" attribute in
"NsdInfo" data type. See note.

Permitted values:

ENABLED

DISABLED

userDefinedData KeyValuePairs 0..1 Modifications of the "userDefinedData" attribute in
"NsdInfo" data type. See note.

If present, these modifications shall be applied according
to the rules of JSON Merge PATCH (see IETF

RFC 7396 [25].

NOTE: At least one of the attributes - nsdOperationalState and userDefinedData - shall be present.
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2.2 Type: NsdInfo

Thistype represents a response for the query NSD operation. It shall comply with the provisions defined in

Tabl

e5.5.2.2-1.
Table 5.5.2.2-1: Definition of the NsdInfo data type

Attribute name Data type Cardinality Description

Identifier 1 Identifier of the onboarded individual NS descriptor
resource. This identifier is allocated by the NFVO.

nsdld

Identifier 0..1 This identifier, which is allocated by the NSD
designer, identifies the NSD in a globally unique way.
It is copied from the NSD content and shall be
present after the NSD content is on-boarded.

nsdName String 0.1 Name of the onboarded NSD. This information is

copied from the NSD content and shall be present
after the NSD content is on-boarded.

nsdVersion Version 0..1 Version of the on-boarded NSD. This information is

copied from the NSD content and shall be present
after the NSD content is on-boarded.

nsdDesigner String 0.1 Designer of the on-boarded NSD. This information is

copied from the NSD content and shall be present
after the NSD content is on-boarded.

nsdlnvariantld Identifier 0.1 This identifier, which is allocated by the NSD

designer, identifies an NSD in a version independent
manner. This information is copied from the NSD
content and shall be present after the NSD content is
on-boarded.

vnfPkglds Identifier 0..N Identifies the VNF package for the VNFD referenced

by the on-boarded NS descriptor resource.
See note 1.

pnfdinfolds Identifier 0..N Identifies the Pnfdinfo element for the PNFD

referenced by the on-boarded NS descriptor
resource.

nestedNsdInfolds Identifier 0..N Identifies the NsdInfo element for the nested NSD

referenced by the on-boarded NS descriptor
resource. See note 1.

nsdOnboardingState NsdOnboardingState |1 Onboarding state of the individual NS descriptor

Type resource. See note 4.

onboardingFailureDetails ProblemDetails 0.1 Failure details of current onboarding procedure. See

clause 4.3.5.3 for the details of "ProblemDetails"
structure.

It shall be present when the "nsdOnboardingState"
attribute is CREATED and the uploading or
processing fails in NFVO.

nsdOperationalState NsdOperationalState |1 Operational state of the individual NS descriptor

Type resource. This attribute can be modified with the
PATCH method. See notes 2 and 4.

nsdUsageState NsdUsageStateType |1 Usage state of the individual NS descriptor resource.

See notes 3 and 4.

userDefinedData KeyValuePairs 0.1 User defined data for the individual NS descriptor

resource. This attribute can be modified with the
PATCH method.

links

Structure (inlined) 1 Links to resources related to this resource.

>self

Link 1 URI of this resource.

>nsd_content Link 1 Link to the NSD content resource.

NOTE 1: At least one of the attributes - vnfPkgld and nestedNsdInfold shall be present, after the NSD is on-boarded.
NOTE 2: If the value of the nsdOnboardingState attribute is not equal to "ONBOARDED", the value of the

nsdOperationalState attribute shall be equal to "DISABLED".

NOTE 3: If the value of the nsdOnboardingState attribute is not equal to "ONBOARDED", the value of the nsdUsageState

attribute shall be equal to "NOT_IN_USE".

NOTE 4: State changes of a NSD are illustrated in clause B.2.
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Thistype creates a completely new NS descriptor resource. It shall comply with the provisions defined in

Table5.5.2.3-1.

Table 5.5.2.3-1: Definition of the CreateNsdInfoRequest data type

Attribute name Data type Cardinality Description
userDefinedData KeyValuePairs 0.1 User-defined data for the NS descriptor resource to be
created.
It shall be present when the user defined data is set for
the individual NS descriptor resource to be created.
5.5.2.4 Type: PnfdinfoModifications

This type represents attribute modifications for an individual PNF descriptor resource based on the "Pnfdinfo” data
type. The attributes of "Pnfdinfo" that can be modified are included in the "PnfdinfoM odifications" data type.

The "PnfdinfoModifications" data type shall comply with the provisions defined in Table 5.5.2.4-1.

Table 5.5.2.4-1: Definition of the PnfdInfoModifications data type

Attribute name Data type Cardinality Description
userDefinedData KeyValuePairs 1 Modifications of the "userDefinedData" attribute in "Pnfdinfo"
data type.
If present, these modifications shall be applied according to
the rules of JSON Merge PATCH (see IETF RFC 7396 [25]).
5.5.25 Type: Pnfdinfo

Thistype represents a response for the query PNFD operation. It shall comply with the provisions defined in

Table5.5.2.5-1.
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Table 5.5.2.5-1: Definition of the Pnfdinfo data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of the onboarded individual PNF
descriptor resource. This identifier is allocated by
the NFVO.

pnfdid

Identifier

This identifier, which is managed by the PNFD

designer, identifies the PNFD in a globally unique
way. It is copied from the PNFD content and shall
be present after the PNFD content is on-boarded.

pnfdName

String

Name of the onboarded PNFD. This information is
copied from the PNFD content and shall be
present after the PNFD content is on-boarded.

pnfdVersion

Version

Version of the onboarded PNFD. This information
is copied from the PNFD content and shall be
present after the PNFD content is on-boarded.

pnfdProvider

String

Provider of the onboarded PNFD. This information
is copied from the PNFD content and shall be
present after the PNFD content is on-boarded.

pnfdinvariantld

Identifier

Identifies a PNFD in a version independent
manner. This attribute is invariant across versions
of PNFD.

pnfdOnboardingState

PnfdOnboardingStateType

Onboarding state of the individual PNF descriptor
resource.

onboardingFailureDetails

ProblemDetails

Failure details of current onboarding procedure.
See clause 4.3.5.3 for the details of
"ProblemDetails" structure.

It shall be present when the
"pnfdOnboardingState" attribute is CREATED and
the uploading or processing fails in the NFVO.

pnfdUsageState

PnfdUsageStateType

Usage state of the individual PNF descriptor
resource.

userDefinedData

KeyValuePairs

User defined data for the individual PNF descriptor
resource. This attribute can be modified with the
PATCH method.

links

Structure (inlined)

Links to resources related to this resource.

>self

Link

[

URI of this resource.

>pnfd_content

Link

Link to the PNFD Content resource.

5.5.2.6

Type: CreatePnfdinfoRequest

Thistype creates a new PNF descriptor resource. It shall comply with the provisions defined in Table 5.5.2.6-1.

Table 5.5.2.6-1: Definition of the CreatePnfdinfoRequest data type

Attribute name Data type Cardinality Description
userDefinedData KeyValuePairs 0.1 User-defined data for the PNF descriptor resource to be
created.
It shall be present when the user defined data is set for
the individual PNF descriptor resource to be created.
5.5.2.7 Type: NsdmSubscriptionRequest

This type represents a subscription request related to notifications about NSD management. It shall comply with the
provisions defined in Table 5.5.2.7-1.
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Table 5.5.2.7-1: Definition of the NsdmSubscriptionRequest data type

Attribute name Data type Cardinality Description
filter NsdmNotificationsFil |0..1 Filter settings for this subscription, to define the subset of
ter all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthenti |0..1 Authentication parameters to configure the use of
cation Authorization when sending
notifications corresponding to this subscription, as
defined in clause 4.5.3.4.
This attribute shall only be present if the subscriber
requires authorization of notifications.
5.5.2.8 Type: NsdmSubscription
This type represents a subscription related to notifications about NSD management. It shall comply with the provisions
defined in Table 5.5.2.8-1.

Table 5.5.2.8-1: Definition of the NsdmSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this subscription resource.
filter NsdmNotificationsFilter (0..1 Filter settings for this subscription, to define the subset of
all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
links Structure (inlined) 1 Links to resources related to this resource.
>self Link 1 URI of this resource.
5.5.2.9 Type: NsdOnboardingNotification

This type represents an NSD management notification, which informs the receiver of the successful on-boarding of an
NSD. It shall comply with the provisions defined in Table 5.5.2.9-1. The support of this notification is mandatory. The
notification shall be triggered by the NFV O when the "nsdOnboardingState” attribute of a new NSD has changed to

"ONBOARDED".

Table 5.5.2.9-1:; Definition of the NsdOnboardingNotification data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType

String

Discriminator for the different notification types.
Shall be set to "NsdOnboardingNotification" for this
notification type.

subscriptionld

Identifier

Identifier of the subscription that this notification relates
to.

timeStamp

DateTime

Date-time of the generation of the notification.

nsdinfold

Identifier

Identifier of the NSD information object. This identifier is
allocated by the NFVO.

nsdlid

Identifier

This identifier, which is managed by the service provider,
identifies the NSD in a globally unique way.
It is copied from the on-boarded NSD.

“links

NsdmLinks

Links to resources related to this notification.
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Type: NsdOnboardingFailureNotification

This type represents an NSD management notification, which informs the receiver of the failure of on-boarding an
NSD. It shall comply with the provisions defined in Table 5.5.2.10-1. The support of this notification is mandatory. The
notification shall be triggered by the NFVV O when the on-boarding of an NSD has failed.

Table 5.5.2.10-1: Definition of the NsdOnboardingFailureNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "NsdOnboardingFailureNotification" for
this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

nsdinfold Identifier 1 Identifier of the NSD information object. This identifier is
allocated by the NFVO.

nsdld Identifier 0.1 This identifier, which is managed by the service provider,
identifies the NSD in a globally unigue way.

onboardingFailureDe [ProblemDetails 1 Failure details of current onboarding procedure. See

tails clause 4.3.5.3 for the details of "ProblemDetails"
structure.

_links NsdmLinks 1 Links to resources related to this notification.

5.5.2.11 Type: NsdChangeNotification

This type represents an NSD management notification, which informs the receiver of a change of the

"nsdOperationa State" attribute of an on-boarded NSD. Changes in the value of the "nsdUsageState" and
"nsdOnboardingState" attributes are not reported. The notification shall comply with the provisions defined in
Table5.5.2.11-1. The support of this notification is mandatory. The notification shall be triggered by the NFVO when
the value of the "nsdOperational State" attribute has changed, and the "nsdOperational State” attribute has the value

"ONBOARDED".

Table 5.5.2.11-1: Definition of the NsdChangeNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "NsdChangeNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

nsdinfold Identifier 1 Identifier of the NSD information object. This identifier is
allocated by the NFVO.

nsdlid Identifier 1 This identifier, which is managed by the service provider,
identifies the NSD in a globally unique way.
It is copied from the on-boarded NSD.

nsdOperationalState NsdOperationalState |1 New operational state of the on-boarded NSD.

Type
_links NsdmLinks 1 Links to resources related to this naotification.

ETSI




5.5.2.12

Type: NsdDeletionNotification

99

ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

This type represents an NSD management notification, which informs the receiver of the deletion of an on-boarded
NSD. The notification shall comply with the provisions defined in Table 5.5.2.12-1. The support of this notification is
mandatory. The notification shall be triggered by the NFV O when it has deleted an on-boarded NSD.

Table 5.5.2.12-1: Definition of the NsdDeletionNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "NsdDeletionNotification " for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

nsdinfold Identifier 1 Identifier of the NSD information object. This identifier is
allocated by the NFVO.

nsdid Identifier 1 This identifier, which is managed by the service provider,
identifies the NSD in a globally unique way.
It is copied from the on-boarded NSD.

_links NsdmLinks 1 Links to resources related to this notification.

5.5.2.13 Type: PnfdOnboardingNotification

This type represents a PNFD management notification, which informs the receiver of the successful on-boarding of a
PNFD. It shall comply with the provisions defined in Table 5.5.2.13-1. The support of this notification is mandatory.

The notification is triggered when a new PNFD is on-boarded.

Table 5.5.2.13-1: Definition of the PnfdOnboardingNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "PnfdOnboardingNotification” for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

pnfdinfold Identifier 1 Identifier of the PNFD information object. This identifier is
allocated by the NFVO.

pnfdld Identifier 1 This identifier, which is managed by the service provider,
identifies the PNFD in a globally unique way.
It is copied from the on-boarded PNFD.

_links PnfdmLinks 1 Links to resources related to this naotification.

5.5.2.14 Type: PnfdOnboardingFailureNotification

This type represents a PNFD management notification, which informs the receiver of the failure of on-boarding a
PNFD. It shall comply with the provisions defined in Table 5.5.2.14-1. The support of this notification is mandatory.

The notification is triggered when the on-boarding of a PNFD fails.
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Table 5.5.2.14-1: Definition of the PnfdOnboardingFailureNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this naotification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "PnfdOnboardingFailureNotification" for
this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

pnfdinfold Identifier 1 Identifier of the PNFD information object. This identifier is
allocated by the NFVO.

pnfdld Identifier 0.1 This identifier, which is managed by the service provider,
identifies the PNFD in a globally unique way.

onboardingFailureDe |ProblemDetails 1 Failure details of current onboarding procedure. See

tails clause 4.3.5.3 for the details of "ProblemDetails"
structure.

links PnfdmLinks 1 Links to resources related to this notification.
5.5.2.15 Type: PnfdDeletionNotification

Thistype represents a PNFD management notification, which informs the receiver of the deletion of an on-boarded
PNFD. The notification shall comply with the provisions defined in Table 5.5.2.15-1. The support of this notification is

mandatory.

The notification is triggered when an on-boarded PNFD is del eted.

Table 5.5.2.15-1: Definition of the PnfdDeletionNotification data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.
notificationType String 1 Discriminator for the different notification types.
Shall be set to "PnfdDeletionNotification " for this
notification type.
subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.
timeStamp DateTime 1 Date-time of the generation of the notification.
pnfdinfold Identifier 1 Identifier of the PNFD information object. This identifier is
allocated by the NFVO.
pnfdid Identifier 1 This identifier, which is managed by the service provider,
identifies the PNFD in a globally unique way.
It is copied from the on-boarded PNFD.
_links PnfdmLinks 1 Links to resources related to this notification.
5.5.3 Referenced structured data types
553.1 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

5.5.3.2

Type: NsdmNotificationsFilter

This type represents a subscription filter related to notifications about NSD management. It shall comply with the
provisions defined in Table 5.5.3.2-1.
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At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the values in the array matches (logical "or" between the values of one filter attribute).

Table 5.5.3.2-1: Definition of the NsdmNotificationsFilter data type

Attribute name Data type Cardinality Description
notificationTypes Enum (inlined) 0..N Match particular notification types.
Permitted values:
NsdOnBoardingNotification
NsdOnboardingFailureNotification
NsdChangeNotification
NsdDeletionNotification
PnfdOnBoardingNotification
PnfdOnBoardingFailureNotification
PnfdDeletionNoatification
See note 1.
nsdinfold Identifier 0..N Match the Nsdinfo identifier which is allocated by the
NFVO. See note 2.
nsdld Identifier 0..N Match the NSD identifier, which is allocated by the
NSD designer. See note 2.
nsdName String 0..N Match the name of the onboarded NSD.
nsdVersion Version 0..N Match the NSD version listed as part of this attribute.
nsdDesigner String 0..N Match the NSD designer of the on-boarded NSD.
nsdlnvariantld Identifier 0..N Match the NSD invariant identifier which is allocated
by the NSD designer and identifies an NSD in a
version independent manner.
vnfPkglds Identifier 0..N Match VNF packages with a package identifier listed
in the attribute.
pnfdinfolds Identifier 0..N Match the Pnfdinfo identifier for the PNFD referenced
by the on-boarded NSD. See note 3.
nestedNsdInfolds Identifier 0..N Match the Nsdinfo identifier for the nested NSD
referenced by the on-boarded NSD.
nsdOnboardingState NsdOnboardingStateT |0..N Match particular on-boarding state of the NSD.
ype
nsdOperationalState NsdOperationalStateT |0..N Match particular operational state of the on-boarded
ype NSD.
nsdUsageState NsdUsageStateType  |0..N Match particular usage state of the on-boarded NSD.
pnfdid Identifier 0..N Match the PNFD identifier which is copied from the
PNFD content. See note 3.
pnfdName String 0..N Match the name of the onboarded PNFD.
pnfdVersion Version 0..N Match the PNFD designer of the on-boarded PNFD.
pnfdProvider String 0..N Match the provider of the on-boarded PNFD.
pnfdinvariantld Identifier 0..N Match the PNFD in a version independent manner.
pnfdOnboardingState PnfdOnboardingState |0..N Match particular onboarding state of the PNFD.
Type
pnfdUsageState PnfdUsageStateType |0..N Match the usage state of the individual PNF

descriptor resource.

NOTE 1: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification

types to facilitate automated code generation systems.

NOTE 2: The attributes "nsdld" and "nsdinfold" are alternatives to reference to a particular NSD in a filter. They should
not be used both in the same filter instance, but one alternative should be chosen.

NOTE 3: The attributes "pnfdld" and "pnfdinfold" are alternatives to reference to a particular PNFD in a filter. They should
not be used both in the same filter instance, but one alternative should be chosen.

5.5.3.3

Type: NsdmLinks

This type represents the links to resources that an NSD management notification can contain. It shall comply with the
provisions defined in Table 5.5.3.3-1.
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Table 5.5.3.3-1: Definition of the NsdmLinks data type

Attribute name Data type Cardinality Description
nsdinfo NotificationLink 1 Link to the resource representing the NSD to which the
notified change applies, i.e. the individual NS descriptor
resource that represents the NSD.
subscription NotificationLink 1 Link to the related subscription.

5534 Type: PnfdmLinks

This type represents the links to resources that a PNFD management notification can contain. It shall comply with the
provisions defined in Table 5.5.3.4-1.

Table 5.5.3.4-1: Definition of the PnfdmLinks data type

Attribute name Data type Cardinality Description
pnfdinfo NotificationLink 1 Link to the resource representing the PNFD to which the
notified change applies, i.e. the individual PNF descriptor
resource that represents the PNFD.
subscription NotificationLink 1 Link to the related subscription.

5.5.4 Referenced simple data types and enumerations

554.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

5.54.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.2.

5.5.4.3

The enumeration NsdOperational StateType shall comply with the provisions defined in Table 5.5.4.3-1. It indicates the
operational state of the resource.

Table 5.5.4.3-1: Enumeration NsdOperationalStateType

Enumeration: NsdOperationalStateType

Enumeration value Description

ENABLED The operational state of the resource is enabled.
DISABLED The operational state of the resource is disabled.
5544 Enumeration: NsdUsageStateType

The enumeration NsdUsageStateType shall comply with the provisions defined in Table 5.5.4.4-1. It indicates the usage
state of the resource.

Table 5.5.4.4-1: Enumeration NsdUsageStateType

Enumeration value Description
IN_USE The resource is in use.
NOT_IN_USE The resource is not-in-use.

ETSI



5.5.

The enumeration NsdOnboardingStateType shall comply with the provisions defined in Table 5.5.4.5-1. It indicates the

4.5

103

Enumeration: NsdOnboardingStateType

onboarding state of the NSD.

Table 5.5.4.5-1: Enumeration NsdOnboardingStateType

Enumeration value Description
CREATED The NSD information object is created.
UPLOADING The associated NSD content is being uploaded.
PROCESSING The associated NSD content is being processed, e.g. validation.
ONBOARDED The associated NSD content is on-boarded.
5.5.4.6 Enumeration: PnfdOnboardingStateType

The enumeration PnfdOnboardingStateType shall comply with the provisions defined in Table 5.5.4.6-1. It indicates the

onboarding state of the individual PNF descriptor resource.

Table 5.5.4.6-1: Enumeration PnfdOnboardingStateType

Enumeration value Description
CREATED The PNF descriptor resource is created.
UPLOADING The associated PNFD content is being uploaded.
PROCESSING The associated PNFD content is being processed, e.g. validation.
ONBOARDED The associated PNFD content is on-boarded.
5547 Enumeration: PnfdUsageStateType

ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

The enumeration PnfdUsageStateType shall comply with the provisions defined in Table 5.5.4.7-1. It indicates the
usage state of the resource.

Table 5.5.4.7-1: Enumeration PnfdUsageStateType

Enumeration value
IN USE
NOT IN_USE

Description

The resource is in use.
The resource is not-in-use.

6 NS Lifecycle Management interface

6.1

This interface allows the OSS/BSS to invoke NS lifecycle management operations of NS instances towards the NFV O,
and to subscribe to notifications regarding NS lifecycle changes provided by the NFVO.

Description

The operations provided through this interface are as follows:
J Create NS Identifier

Instantiate NS

ScaleNS

Update NS

Query NS

Terminate NS
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J Delete NS Identifier

. Heal NS

. Get Operation Status

. Subscribe

. Query Subscription Information
. Notify

. Terminate Subscription

6.1a APl version

For the NS lifecycle management interface as specified in the present document, the MAJOR version field shall be 1,
the MINOR version field shall be 1, and the PATCH version number shall be O (see clause 4.6.1 for a definition of the
version fields). Consequently, the { apiMajorVersion} URI variable shall be set to "v1".

NOTE: The MINOR version O corresponds to the version of the API specified in version 2.4.1 of the present
document.

6.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.2. The string "nslem” shall be
used to represent { apiName} . All resource URIsin the clauses below are defined relative to the above base URI.

Figure 6.2-1 shows the overall resource URI structure defined for the NS lifecycle management interface.
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Figure 6.2-1: Resource URI structure of NS Lifecycle Management Interface
Table 6.2-1 lists the individual resources defined, and the applicable HT TP methods. The NFV O shall support

responding to requests for all HT TP methods on the resourcesin Table 6.2-1 that are marked as"M" (mandatory) in the
"Cat" column. The NFVO shall also support the "API versions' resources as specified in clause 4.6.3.2.
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Table 6.2-1: Resources and methods overview of the NS Lifecycle Management interface

HTTP .
Resource name Resource URI Method Cat Meaning
. . GET M Query multiple NS instances
NS instances /ns_instances POST M Create a NS instance resource
GET M Read an individual NS instance
Individual NS instance  |/ns_instances/{nsInstanceld} resource
DELETE M Delete NS instance resource
. Ins_instances/{nsinstanceld}/i .
Instantiate NS task nstantiate POST M Instantiate a NS
Scale NS task ér;slglnstances/{nslnstanceId}/s POST M Scale a NS instance
Update NS task |/on dsa_tgstances/{nslnstanceId}/u POST M Updates a NS instance
Terminate NS task énrsﬁli:jtt:nces/{nslnstanceId}/t POST M Terminate a NS instance
Heal NS task /enasi_lnstances/{nslnstanceId}/h POST M Heal a NS instance
NS LCM operation /ns_lcm_op_ops GET M Query multiple NS LCM operation
occurrences occurrences
Individual NS LCM Ins_lem_op_ops/{nsLcmOpOc GET M Read an individual NS LCM operation
operation occurrence cld} occurrence resource
Retry operation task /ns_lcm_op_occs/{nsLcmOpO POST M Retry a NS lifecycle management
ccld}/retry operation occurrence
Rollback operation task /ns_lcm_op_occs/{nsLcmOpO POST M Rollbapk a NS lifecycle management
ccld}/rollback operation occurrence
. . Ins_lem_op_occs/{nsLcmOpO M Continue a NS lifecycle management
Continue operation task ccld}/continue POST operation occurrence
Fail operation task /ns_lcm__op_occs/{nchmOpO POST M Mark a NS lifecycle management
ccld}/fail operation occurrence as failed
. Ins_lecm_op_occs/{nsLcmOpO Cancel a NS lifecycle management
Cancel operation task ccld}/cancel POST M operation occurrence
POST M Subscribe to NS lifecycle change
Subscriptions /subscriptions notifications
GET M Query multiple subscriptions
GET M Read an individual subscription
Individual subscription  |/subscriptions/{subscriptionld} resource
DELETE M Terminate a subscription
POST See note |Notify about NS lifecycle change. See
Notification endpoint (client-provided) note
GET See note |Test the natification endpoint. See note

NOTE:

The NFVO shall support invoking the HTTP methods defined for the "Notification endpoint” resource exposed

by the OSS/BSS. If the OSS/BSS supports invoking the POST method on the "Subscriptions" resource
towards the NFVO, it shall also support responding to the HTTP requests defined for the "Notification
endpoint” resource.

6.3
6.3.1

Sequence diagrams (informative)

This clause describes the procedure for the creation of a NS instance resource.
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MNFWO

-

3. 201 Created (Mslnstance)

r2

4. Send NsidentifierCreationNaotification to O55/B55

Creates NS instance resource

Postcondition: NS Instance in NOT_INSTANTIATED state

N

O5S5/BSS

MFYO

Figure 6.3.1-1: Flow of the creation of a NS instance resource

NOTE: Due to possible race conditions, the 201 response and the NsldentifierCreationNotification can arrive in
any order at the OSS/BSS.

The procedure consists of the following steps asillustrated in Figure 6.3.1-1:

1) The OSS/BSS sends a POST request to the "NS Instances' resource including in the entity body a data
structure of type " CreateNsRequest".

2) TheNFVO createsanew NSinstance resourcein NOT_INSTANTIATED state, and the associated NS
instance identifier.

3) TheNFVO returns a 201 Created response containing a representation of the NS instance resource just created
by the NFV O, and provides the URI of the newly-created resource in the "Location:" HTTP header.

4) The NFVO sends aNsldentifierCreationNotification to the OSS/BSS to indicate the creation of the NS

instance resource and the associated NS instance identifier.

Postcondition: Upon successful completion, the NS instance resource has been created in "NOT_INSTANTIATED"

state.

6.3.2 Flow of the deletion of a NS instance resource

This clause describes the procedure for the deletion of a NS instance resource.
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DS5/BSS MFYO

Precondition: NS instance in NOT_INSTANTIATED state b]

! 1. DELETE .../ns_instances/instanceld} >

! :..2..”I.:!|.3.I‘etes MS instance resource
E{ 3. 204 Mo Content E
. 4. Send NsldentifierDeletionNotification to OSS/BSS |

DOS5/BSS MFYO

Figure 6.3.2-1: Flow of the deletion of a NS instance resource

NOTE: Due to possible race conditions, the 204 response and the NsldentifierDel etionNotification can arrive in

any order at the OSS/BSS.

Precondition: The resource representing the NS instance to be deleted isin NOT_INSTANTIATED state.

The procedure consists of the following steps asillustrated in Figure 6.3.2-1:

1)
2)
3)
4)

The OSS/BSS sends a DELETE request to the "Individual NS Instance" resource.
The NFVO deletes the NS instance resource and the associated NS instance identifier.
The NFVO returns a"204 No Content" response with an empty entity body.

The NFVO sends to the OSS/BSS a NsldentifierDel etionNotification to indicate the deletion of the NS
instance resource and the associated NS instance identifier.

Error Handling: If the NSinstanceisnot in NOT_INSTANTIATED state, the NFV O rejects the deletion request.

6.3.3

Flow of NS lifecycle management operations triggered by task
resources

This clause describes the general sequence for NS Lifecycle Management operations that operate on a NS instance
resource and are triggered by task resources. The flows for these operations are very similar. The differences between
theindividual operations are covered in Table 6.3.3-1.

Thisflow is applicable to the following operations:

Instantiate NS
Scale NS
Update NS
Heal NS

Terminate NS

Figure 6.3.3-1 illustrates the general lifecycle management flow. Placeholdersin this flow allow for differentiating
between the operations and are marked with double angular brackets "<<...>>",
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0OSS/BSS NFVO

I I
1 1

Precondition: <<Precondition>> [\‘\]

1 1. POST .../ns_instances/{nsinstanceld}/<<Task>> (<<RequestStructure>>) 1

Creates NS Lifecycle Operation
2. Occurrence resource
__for this request
i :

3. 202 Accepted ()

A

Send NsLcmOperationOccurrenceNotification(start)

4

opt ,}

' 5. GET .../ns_lem_op_oces/{nsLemOpOccld}

Y

e =

6. 200 OK (NsLecmOpOcc:operationState=PROCESSING)

A

1
bessseneney

_ 8. Send nsLemOperationOccurrenceNotification{result) :
opt / i
19. GET .../ns_lcm_op_occs/{nsLemOpOccld} o
' 10. 200 OK (NsLemOpOce: operationState=COMPLETED) |
I Postcondition: <<Postcondition>> ‘ﬁ
v "
0SS/BSS NFVO

Figure 6.3.3-1: Flow of NS lifecycle operations triggered by task resources

NOTE: Dueto possible race conditions, the 202 response and the "start" NsL.cmOperationOccurrenceNatification

can arrive in any order at the OSS/BSS.

Precondition: The precondition depends on the actual operation and is described by the template parameter
<<Precondition>> in Table 6.3.3-1.

A NSlifecycle operation, asillustrated in Figure 6.3.3-1, consists of the following steps:

1)

2)
3)

4)

5)

The OSS/BSS sends a POST request to the <<Task>> resource that represents the lifecycle operation to be
executed on the NSinstance, and includes in the entity body a data structure of type <<RequestStructure>>.
The name <<Task>> of the task resource and the <<RequestStructure>> depend on the operation and are
described in Table 6.3.3-1.

The NFVO creates a"NS Lifecycle Operation Occurrence” resource for the request.

The NFVO returns a 202 Accepted” response with an empty entity body and a"Location” HTTP header that
pointsto the new "NS Lifecycle Operation Occurrence” resource, i.e. it includes the URI of that resource
whichis".../ns_Icm_op_occg/{ nsLcmOpOccld}."

The NFVO sends to the OSS/BSS a lifecycle management operation occurrence notification (see clause 6.3.6)
to indicate the start of the lifecycle management operation occurrence.

If desired, the NFVVO can poll the "NS Lifecycle Operation Occurrence” resource to obtain information about
the ongoing operation by sending a GET request to the resource that represents the NS Lifecycle Operation
Occurrence.
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6) Inthe response to that request, the NFV O returns to the OSS/BSS information of the operation, such asthe
operation status, by providing in the entity body a data structure of type "NsLcmOpOcc.”

7)  The NFVO has finished the operation <<Operation>>.

8) TheNFVO sends alifecycle management operation occurrence notification (see clause 6.3.6) to indicate the
completion of the lifecycle management operation occurrence.

9) If desired, the OSS/BSS can send anew GET request to the "NS Lifecycle Operation Occurrence” resource.

10)

In the response to that request, the NFV O returns to the OSS/BSS information about the result of the

operation, by providing in the entity body a data structure of type "NsLcmOpOcc”.

Postcondition: The postcondition depends on the actual operation and is described by the template parameter
<<Postcondition>> in Table 6.3.3-1.

Error handling: If the NS lifecycle management operation fails, error information is provided in the notification

message that reports the erroneous completion of the procedure, and is also available in the resource that represents the
actual NS lifecycle management operation occurrence related to this NS lifecycle management operation. Table 6.3.3-1
defines how the flow described above is parameterized for the different NS lifecycle management operations.

Table 6.3.3-1: Parameterization of the flow for different NS lifecycle management operations

Operation Precondition Task RequestStructure Postcondition
Instantiate NS |NS instance created and in |instantiate InstantiateNsRequest NS instance in
NOT_INSTANTIATED INSTANTIATED state
state
Scale NS NS instance in scale ScaleNsRequest NS instance still in
INSTANTIATED state INSTANTIATED state and
NS was scaled
Update NS NS instance in update UpdateNsRequest NS instance still in
INSTANTIATED state INSTANTIATED state and
NS was updated
Heal NS NS instance in heal HealNsRequest NS instance still in
INSTANTIATED state INSTANTIATED state
Terminate NS |NS instance in terminate TerminateNsRequest NS instance in
INSTANTIATED state NOT_INSTANTIATED state

6.3.4

Flow of the get operations status operation

This clause describes a sequence for obtaining the status of a NS lifecycle management operation occurrence.

D55/BSS MFEWO
| |
alt ) [query information about multiple HS LCM uper:atinn occurrences]

1. GET .../ns_lcm_op_occs

}I

< 2. 200 0K (NsLemOpOcc[]) |

[read in1|’urmatiun about individual NS LCM operation uccurrflknce]

'3, GET .../ns_lcm_op_occs/{nsLemOpOccld} }:

4, 200 Ok (NsLemOpOec) !

batf

OS5/BSS

MFEWO

Figure 6.3.4-1: Flow of get NS lifecycle operation status
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Obtaining the NS lifecycle operation status, asillustrated in Figure 6.3.4-1, consists of the following steps:

1) If the OSS/BSSintendsto query al NS lifecycle management operation occurrences, it sends a GET request to
the "NS LCM operation occurrences’ resource.

2) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes zero or more data structures of type
"NsLcmOpOcc" in the payload body.

3) If the OSS/BSS intends to read information about a particular NS LCM operation occurrence, it sends a GET
request to the "Individual NS LCM operation occurrence" resource, addressed by the appropriate NS LCM
operation occurrence identifier in its resource URI.

4) TheNFVO returnsa”200 OK" response to the OSS/BSS, and includes one data structure of type
"NsLcmOpOcc” in the payload body.

Error Handling: In case of failure, appropriate error information is provided in the response.
6.3.5 Flow of managing subscriptions

This clause describes the procedure for creating, reading, and terminating subscriptions to notifications related to NS
lifecycle management.

ETSI



112 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

OSS/BSS NFVO

| 1. POST .../subscriptions (NsLcenSubscriptionRequest)

ot ) E |

test notification endpoint Iﬁ, |

2. GET <<Client side URI>>

. 5

204 No Content

Y

. 4. Create subscription resource

< -

5. 201 Created (NsLecenSubscription) :

[ opt /J | :
Client re-synchronizes all :
or selected subscriptions ;
e.g. after an error :
— — e T—— |
| 6. GET .../subscriptions/ i

\_ 7. 200 OK (NsLccnSubscription()) :

| 8. GET .../subscriptions/{subscriptionld} ):

] ]

:J 9. 200 OK (NsLccnSubscription) :

ﬁ-
Client does not need the
subscription anymore ‘

' 10. DELETE .../subscriptions/{subscriptionld}

11. 204 No Content !

-

0OSS/BSS NFVO

Figure 6.3.5-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in Figure 6.3.5-1:

1) The OSS/BSS sends a POST request to the " Subscriptions' resource including in the entity body a data
structure of type "NsLccnSubscriptionRequest”. That data structure contains filtering criteriaand aclient side
URI to which the NFV O will subsequently send notifications about events that match the filter.

2) Optionaly, to test the notification endpoint that was registered by the OSS/BSS as part of the subscription, the
NFVO sends a GET request to the notification endpoint URI.

3) Inthat case, the OSS/BSS returns a 204 No Content" response to indicate success.

4) TheNFVO creates a new subscription to notifications related to NS lifecycle changes, and a resource that
represents this subscription.
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The NFVO returnsa"201 Created" response containing a data structure of type "NsL ccnSubscription”
representing the subscription resource just created by the NFVO, and provides the URI of the newly-created
resource in the "Location:" HTTP header.

If desired, e.g. to recover from an error situation, the OSS/BSS may obtain information about its subscriptions
by sending a GET request to the resource representing the subscriptions.

In that case, the NFVO returns a 200 OK" response that contains the list of representations of all existing
subscriptions that were created by the OSS/BSS.

If desired, e.g. to recover from an error situation, the OSS/BSS may obtain information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

In that case, the NFVO returns a 200 OK" response that contains a representation of that individual
subscription.

If the OSS/BSS does not need the subscription anymore, it terminates the subscription by sending a DELETE
request to the resource that represents the individual subscription to remove.

The OSS/BSS acknowledges the successful termination of the subscription by returning a"204 No Content"
response.

Flow of sending notifications

This clause describes the procedure for sending notifications related to NS lifecycle management.

OS5/BSS MNFWO

Frecondition: O55/BSS has subscribed previously I\_\]

| Event accurs that matches subscription L\]

1. POST <<Client side URI>> (<<Notification=>) !

< |
E 2. 204 Mo Content }E
DS5/BSS MFWOD

Figure 6.3.6-1: Flow of sending notifications

The procedure consists of the following steps asillustrated in Figure 6.3.6-1.

Precondition: The OSS/BSS has subscribed previously to notifications related to NS lifecycle management.

1)

2)

If an event occurs that matches the filtering criteria which are part of the subscription, the NFVO generates a
notification that includes information about the event, and sendsit in the body of a POST request to the URI
which the OSS/BSS has registered as part of the subscription request. The variable <<Notification>> in the
flow is a placeholder for the different types of notifications that can be sent by this API (see clauses 6.5.2.5
through 6.5.2.8).

The OSS/BSS acknowledges the successful delivery of the notification by returning a 204 No Content"
response.
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6.3.7 Flow of retrying a NS lifecycle management operation

This clause describes a sequence for retrying a NS lifecycle management operation occurrence that is represented by a
"NS LCM operation occurrence” resource. Retry is used if an operationisin FAILED_TEMP state, and there is reason
to believe that the operation will eventually succeed when retried, for instance because obstacle that led to an error
during the execution of the LCM operation have been removed by an automated procedure, or by manual intervention.
The "retry" operation is also called "idempotent retry” becauseit is possible to invoke retry multiple times, without side

effects.

A comprehensive description of the handling of NS lifecycle management errorsis provided in clause 6.6.

O55/B5S

Precondition: NS LCM operation occurrence in FAILED TEMP state

1. POST . Jns_lem_op_occsfnsLemOpOccldifretry ()

Y

2202 Accepted ()

]
i
L
i
]
I

-
]
i
]
i
]
i
]

4. Send NsLemOperationOccurrenceNatification(start, PROCESSING)

3. Start retry procedurs

Condition: NS LCM operation occurrence is in PROCESSING state

alt [Successful retry]

Postcondition: NS LCM operation oceurrence in COMPLETED state

i‘-.:.- ......

[Unsucc'pssful retry]

Fostcondition: NS LCM operation occurrence in FAILED_TEMP state

O55/B55

MNFYO

Figure 6.3.7-1: Flow of retrying a NS lifecycle management operation

NOTE: Due to possible race conditions, the 202 response and the "PROCESSING"
NsLcmOperationOccurrenceNotification can arrive in any order at the OSS/BSS.

Precondition: The NS lifecycle operation occurrenceisin FAILED_TEMP state.

Retrying a NS lifecycle operation, asillustrated in Figure 6.3.7-1, consists of the following steps:

1) The OSS/BSS sends a POST request with an empty body to the "Retry operation task" resource of the NS
LCM operation occurrence that isto be retried.

2) TheNFVO returnsa'202 Accepted” response.

3) TheNFVO startsthe retry procedure.
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The NFV O sends alifecycle management operation occurrence notification of type "start" to indicate that the
NS LCM operation occurrence enters the "PROCESSING" state.

The NFVO finishes the retry procedure.

On successful retry, the NFVO sends a NS lifecycle management operation occurrence notification (see
clause 6.3.6) to indicate successful completion of the operation, and inform the OSS/BSS about the changes on
the NS components (e.g. VNFs, VLs).

On unsuccessful retry, the NFVO sends a NS lifecycle management operation occurrence notification (see
clause 6.3.6) to indicate an intermediate error (retry failed) of the operation, and inform the OSS/BSS about
the changes on the NS components (e.g. VNFs, VL5s).

Postcondition: The NS lifecycle operation occurrence resource isin one of the following states: FAILED_TEMP,
COMPLETED. COMPLETED isatermina state (see clause 6.6.2.2).

Error handling: The operation isrejected in case the "NS LCM operation occurrence” resource isin any other state
than FAILED_TEMP, or in case Retry is not supported by for the particular NS LCM operation for the particular NS.

6.3.8

Flow of rolling back a NS lifecycle management operation

This clause describes a sequence for rolling back a NS lifecycle management operation occurrence that is represented
by a"NS LCM operation occurrence” resource. Rollback can be used for example if an operationisin FAILED_TEMP
state, and there is no reason to believe that retrying the operation will eventually succeed.

A comprehensive description of the handling of NS lifecycle management errorsis provided in clause 6.6.

D55/B5S MEWO

Precondition: NS LCM operation occurrence in FAILED_TEMP state b}

Y. POST ../ns_lem_op_occsf{nsLemOpOccldirollback () !

|
v

2,202 Accepted () \

| 3. Start rollback procedure

e 4. Send NslLemOperationOccurrenceNotification(start, ROLLING _BACK) [

Condition: NS LCM operation occurrence is in ROLLING_BACK state b]

o
m
=]
=
S
=
o
o
&
=
o
o
i
o
=
el

I'Gi ........
alt ) [Successful rollback] !
\..B. Send NsLemOperationOccurrenceNotification(result, ROLLED BACK, changes) |
Postcondition: NS LCM operation occurrence in ROLLED_BACK state B}
[Unsucc'pssful rollback] :
. 7. Send NsLemCperationOccurrenceNotification(result, FAILED_TEMP, changes) |
Postcondition: NS LCM operation occurrence in FAILED_TEMP state B}
I l
D0S5/B5S MFYO

Figure 6.3.8-1: Flow of rolling back a NS lifecycle management operation
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NOTE: Dueto possible race conditions, the 202 response and the "ROLLING_BACK"
NsLcmOperationOccurrenceNotification can arrive in any order at the OSS/BSS.
Precondition: The NS lifecycle operation occurrenceisin FAILED_TEMP state.

Initiating the rollback of a NS lifecycle management operation, asillustrated in Figure 6.3.8-1, consists of the following
steps:

1) The OSS/BSS sends a POST request with an empty body to the "Rollback operation task” resource of the NS
LCM operation occurrence that is to be rolled back.

2) TheNFVO returnsa'202 Accepted” response.
3) TheNFVO startsthe rollback procedure.

4) The NFVO sends alifecycle management operation occurrence notification of type "start” to indicate that the
NS LCM operation occurrence enters the "ROLLING_BACK" state.

5) The NFVO finishesthe rollback procedure.

6) Onsuccessful rollback, the NFVO sends a NS lifecycle management operation occurrence notification (see
clause 6.3.6) to indicate successful completion of the operation, and inform the OSS/BSS about the changes on
the NS components (e.g. VNFs, VLs).

7)  Onunsuccessful retry, the NFVO sends a NS lifecycle management operation occurrence notification (see
clause 6.3.6) to indicate an intermediate error (rollback failed) of the operation, and inform the OSS/BSS about
the changes on the NS components (e.g. VNFs, VL5s).

Postcondition: The NS lifecycle operation occurrence resource isin one of the following states: FAILED_TEMP,
ROLLED_BACK. ROLLED_BACK isaterminal state (see clause 6.6.2.2).

Error handling: The operation isrejected in case the NS lifecycle operation occurrence resourceisin any other state
than FAILED_TEMP, or in case Rollback is not supported for the particular NS LCM operation for the particular NS.
6.3.9 Flow of continuing a NS lifecycle management operation

This clause describes a sequence for continuing a NS lifecycle management operation occurrence that is represented by
a"NS LCM operation occurrence” resource. Continue is used if an operationisin FAILED_TEMP state, and thereis
reason to believe that the current operation can continue despite the error. The error can be fixed later, typically after
current NS lifecycle management operation finishes.

A comprehensive description of the handling of NS lifecycle management errorsis provided in clause 6.6.
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OSS/BSS MNFYO

Precondition: NS LCM operation occurrence in FAILED TEMP state b]

! 1. POST .../ns_lcm_op_ocesA{nsLemOpOccldlfcontinue() i

' 2,202 Accepted() !

! 3. Start continue procedure

: :{: .............. ;
\_ 4. Send NsLemOperationOccumenceNatification(start, PROCESSING) X

Condition: NS LCM operation occurrence is in PROCESSING state %

1
| 1 5. End continue procedura

alt

[Successful continue]

Postcondition: MS LCM operation occurrence in PARTIALLY COMPLETED state %

)

[Unsuccessful continue] |
] ]

]

e 7. Send NsLemOperationOccurrenceNotification(result, FAILED TEMP, changes)

Postcondition: MS LCM operation occurrence in FAILED_TEMP state %

OSS/BSS MNFYO

Figure 6.3.9-1: Flow of continuing a NS lifecycle management operation

NOTE: Dueto possible race conditions, the 202 response and the "PROCESSING"

NsL cmOperationOccurrenceNotification can arrive in any order at the OSS/BSS.

Precondition: The NSlifecycle operation occurrenceisin FAILED_TEMP dtate.

Continuing aNS lifecycle operation, asillustrated in Figure 6.3.9-1, consists of the following steps:

1)

2)
3)
4)

5)
6)

7)

The OSS/BSS sends a POST request with an empty body to the " Continue operation task” resource of the NS
LCM operation occurrence that isto be retried.

The NFVO returns a"202 Accepted" response.
The NFVO starts the continue procedure.

The NFV O sends alifecycle management operation occurrence notification of type "start" to indicate that the
NS LCM operation occurrence enters the "PROCESSING" state.

The NFV O finishes the continue procedure.

On successful continue, the NFVO sends a NS lifecycle management operation occurrence notification (see
clause 6.3.6) to indicate successful completion of the operation, and inform the OSS/BSS about the resources
changes.

On unsuccessful continue, the NFV O sends a NS lifecycle management operation occurrence notification (see
clause 6.3.6) to indicate an intermediate error (continue failed) of the operation, and inform the OSS/BSS
about the changes on the NS components (e.g. VNFs, VLs).

Postcondition: The NS lifecycle operation occurrence resource isin one of the following states: FAILED_TEMP,
PARTIALLY_COMPLETED. PARTIALLY_COMPLETED isatermina state (see clause 6.6.2.2).

Error handling: The operation isrejected in case the "NS LCM operation occurrence” resource isin any other state
than FAILED_TEMP, or in case Continue is not supported for the particular NS LCM operation for the particular NS.
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6.3.10 Flow of failing a NS lifecycle management operation

This clause describes a sequence for declaring as "failed" a NS lifecycle management operation occurrence that is
represented by a"NS LCM operation occurrence” resource. If there is neither an assumption that the operation can
eventually succeed after further retries, nor that the operation can be successfully rolled back, the operation can be
declared as "failed". Thiswill unblock the invocation of other LCM operations, such as HealNs, or non-graceful NS
termination, on the affected NS instance.

A comprehensive description of the handling of NS lifecycle management errorsis provided in clause 6.6.

D5S/BSS MFYO
| |
Precondition: NS LCM operation occurrence in FAILED TEMP state B]
V1O POST /s _lem_op_ocesfnsLemOpOceldifail ) }:
| 1 2. Mark operation
I .25 ailed".
. 3a. Send NsLemOperationOccurrenceNotification(resutt, FAILED, changes) |
L( 3b. 200 OK (NsLemOpOce) !
Fostcondition: M5 LCM operation occurrence is in FAILED state b]
DSS/BSS MFYO

Figure 6.3.10-1: Flow of declaring a NS lifecycle management operation as failed

NOTE: Dueto possible race conditions, the 200 response and the "FAILED"
NsLcmOperationOccurrenceNotification can arrive in any order at the OSS/BSS.

Precondition: The NS lifecycle operation occurrenceisin FAILED_TEMP state.

Declaring a NS lifecycle management operation as failed, asillustrated in Figure 6.3.10-1, consists of the following
steps:

1) The OSS/BSS sends a POST request with an empty body to the "Fail operation task™ resource of the NS LCM
operation occurrence that is to be marked as failed.
2)  The NFVO marksthe operation as failed.

3) TheNFVO sends a NS lifecycle management operation occurrence notification (see clause 6.3.6) to indicate
the final failure of the operation, and inform the OSS/BSS about the s changes on the NS components (e.g.
VNFs, VLs). Furthermore, it returns a"200 OK" response, and includes in the body a NsLcmOpQOcc structure.
The order in which the response and the notification arrive at the OSS/BSS is not defined.

Postcondition: The NS lifecycle operation occurrence resource is FAILED state. Thisisatermina state (see
clause 6.6.2.2).

Error handling: The operation is rejected in case the NS lifecycle operation occurrence resource isin any other state
than FAILED_TEMP.
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6.3.11 Flow of cancelling a NS lifecycle management operation

This clause describes a sequence for cancelling an ongoing NS LCM operation occurrence, or arollback of aNS LCM
operation occurrence. The possibility and timing of cancellation is dependent on the implementation of the underlying
lifecycle management operation.

A comprehensive description of the handling of NS lifecycle management errorsis provided in clause 6.6.

O5S5/B5S MEWO

Precondition: NS LCMW operation occurrence is in PROCESSING or ROLLING_BACHK, state B]

V1. POST L Uns_lem_op_occsf{nsLemOpOceldfeancel (CancelMode) !

el
-

2. 202 Accepted {)

Cancel ongoing operation
" (not always immediate)

Postcondition: MS LCM operation occurrence is in FAILED _TEMP state b]

OSS5/BSS MEWO

Figure 6.3.11-1: Flow of cancelling a NS lifecycle management operation
in "PROCESSING" or "ROLLING_BACK" state

NOTE: Dueto possible race conditions, the 202 response and the "FAILED_TEMP"
NsL cmOperationOccurrenceNotification can arrive in any order at the OSS/BSS.

Precondition: The NSlifecycle operation occurrenceisin PROCESSING or ROLLING_BACK state.

Cancelling aNS lifecycle operation when it isin "PROCESSING" or "ROLLING_BACK" dtate, asillustrated in
Figure 6.3.11-1, consists of the following steps:

1) The OSS/BSS sends a POST request with a"CancelMode" structure in the body to the " Cancel operation task"
resource of the NS LCM operation occurrence that is to be cancelled.

2) TheNFVO returnsa"202 Accepted” response.
3) TheNFVO cancelsthe ongoing LCM operation. This can take some time.

4) The NFVO sends aNS lifecycle management operation occurrence notification (see clause 6.3.6) to indicate
an intermediate error (cancelled) of the operation, and inform the OSS/BSS about the changes on the NS
components (e.g. VNFs, VLs).

Postcondition: The NS lifecycle management operation occurrence resourceis FAILED TEMP state.

Error handling: The operation is rejected in case the NS lifecycle operation occurrence isin any other state than
PROCESSING or ROLLING_BACK, or in case Cancel is not supported for the particular NS LCM operation for the
particular NS.
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6.4 Resources

6.4.1 Introduction

This clause defines all the resources and methods provided by the NS lifecycle management interface.

6.4.1a Resource: API versions

The"API versions' resources as defined in clause 4.6.3.3 are part of the NS lifecycle management interface.
6.4.2 Resource: NS Instances

6.4.2.1 Description

This resource represents NS instances. The client can use this resource to create individual NS instance resources, and to
guery NS instances.

6.4.2.2 Resource definition
Theresource URI is:
{apiRoot}/ndcm/vl/ns instances

This resource shall support the resource URI variables defined in Table 6.4.2.2-1.

Table 6.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
6.4.2.3 Resource methods
6.4.2.3.1 POST

The POST method creates a new NS instance resource.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified inthe Tables 6.4.2.3.1-1 and 6.4.2.3.1-2.

Table 6.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Remarks

n/a
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Table 6.4.2.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Remarks
body CreateNsRequest 1 The Ns creation parameters, as defined in clause 6.5.2.7.
Data type Cardinality |[Response Remarks
Codes
NsInstance 1 201 A NS Instance identifier was created successfully.
Created
The response body shall contain a representation of
the created NS instance, as defined in clause 6.5.2.8.
Re;gg;se The HTTP response shall include a "Location" HTTP
header that contains the resource URI of the created
NS instance.
ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
6.4.2.3.2 GET

The GET method queries information about multiple NS instances.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.2.3.2-1 and 6.4.2.3.2-2.

Table 6.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query
string. The OSS/BSS may supply this parameter.

All attribute names that appear in the NsInstance and in data types
referenced from it shall be supported by the NFVO in the filter expression.

all_fields

Include all complex attributes in the response. See clause 4.3.3 for details.
The NFVO shall support this parameter.

fields

Complex attributes to be included into the response. See clause 4.3.3 for
details. The NFVO should support this parameter.

exclude_fields |(0..1

Complex attributes to be excluded from the response. See clause 4.3.3 for
details. The NFVO should support this parameter.

exclude-default |0..1

Indicates to exclude the following complex attributes from the response.
See clause 4.3.3 for details. The NFVO shall support this parameter.

The following attributes shall be excluded from the NsInstance structure in
the response body if this parameter is provided, or none of the parameters
"all_fields," "fields", "exclude_fields", "exclude_default" are provided:

- vnflnstances

- pnfinfo

- virtualLinkinfo

- vnffginfo

- sapinfo

- nsScaleStatus

- additionalAffinityOrAntiAffinityRules

nextpage_opaq |0..1
ue_marker

Marker to obtain the next page of a paged response. Shall be supported by
the NFVO if the NFVO supports alternative 2 (paging) according to
clause 4.7.2.1 for this resource.
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Table 6.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
Codes
NslInstance 0..N 200 OK Information about zero or more NS instances was

queried successfully.

The response body shall contain in an array the
representations of zero or more NS instances, as
defined in clause 6.5.2.8.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.
ProblemDetails 1 400 Bad Error: Invalid attribute-based filtering expression.
Request

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
ProblemDetails 1 400 Bad Error: Invalid attribute selector.

Request

Response
body

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
ProblemDetails 1 400 Bad Error: Response too big.

Request

If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in clause 4.7.2.2.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.2.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.2.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.3 Resource: Individual NS Instance

6.4.3.1 Description

Thisresource represents an individual NS instance. The client can use this resource to modify, delete, and query the
underlying NS instance.

ETSI



123 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

6.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/ndcm/vl/ns instances/{nsl nstancel d}

The base resource URI variables for this resource are defined in Table 6.4.3.2-1.

Table 6.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
nsinstanceld Identifier of the NS instance
6.4.3.3 Resource methods
6.4.3.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.3.3.2 GET
The GET method retrieves information about a NS instance by reading an individual NS instance resource.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.3.3.2-1 and 6.4.3.3.2-2.

Table 6.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Remarks
n/a
Table 6.4.3.3.2-2: Details of the GET request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
Nslnstance 1 200 OK Information about an individual NS instance was
queried successfully.
Response The response body shall contain a representation of
body the NS instance, as defined in clause 6.5.2.8.
ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
6.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.3.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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6.4.3.3.5 DELETE
This method deletes an individual NS instance resource.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.3.3.5-1 and 6.4.3.3.5-2.

Table 6.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Remarks
n/a
Table 6.4.3.3.5-2: Details of the DELETE request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response
Codes Remarks
n/a 204 No The NS instance resource and the associated NS
Content identifier were deleted successfully.
The response body shall be empty.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Conflict due to a conflict with the state of the resource.
Response Typically, this is due to the fact that the NS instance
body resource is in INSTANTIATED state.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
6.4.4 Resource: Instantiate NS task
6.4.4.1 Description
Thistask resource represents the "Instantiate NS" operation. The client can use this resource to instantiate a NS
instance.
6.4.4.2 Resource definition
Theresource URI is:

{apiRoot}/nslcm/vl/ns_instances/{nsl nstancel d}/instantiate

This resource shall support the resource URI variables defined in Table 6.4.4.2-1.

Table 6.4.4.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.2.

nsinstanceld

Identifier of the NS instance to be instantiated.
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6.4.4.3.1 POST

The POST method requests to instantiate a NS instance resource.
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This method shall follow the provisions specified in the Tables 6.4.4.3.1-1 and 6.4.4.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.4.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality

Description

None supported

Table 6.4.4.3.1-2: Details of the POST request/response on this resource

Data type Cardinality

Description

Request

body InstantiateNsReque |1

st

Parameters for the instantiate NS operation, as defined in
clause 6.5.2.10.

Data type Cardinality

Response
Codes

Description

n/a

202
Accepted

The request was accepted for processing, but the
processing has not been completed.

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"NS LCM operation occurrence" resource
corresponding to the operation.

ProblemDetails 1
Response
body

409
Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.

Typically, this is due to the fact that the NS instance
resource is in the INSTANTIATED state, or that
another lifecycle management operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

See clauses
4354/4.355

ProblemDetails

AxXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.4.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.4.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.
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6.4.4.3.5 DELETE
This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.5 Resource: Scale NS task

6.45.1 Description

Thistask resource represents the "Scale NS" operation. The client can use this resource to request to scale aNS
instance. Scaling an NS instance can be performed by explicitly adding/removing existing VNF instances to/from the
NS instance, by leveraging on the abstraction mechanism provided by the NS scaling aspects and NS levels information
elements declared in the NSD or by scaling individual VNF instances that are part of the NSitself. When adding VNFs
and nested NSs - already existing or not - to the NS to be scaled, the NFVO shall follow the indications provided by the
dependencies attribute, as specified in the corresponding NSD.

NOTE: Incasethe NSisacomposite NS, itisalso possibleto scale directly its nested NS, asthey are also NS
and thusindirectly effectively scale the composite NS.

6.4.5.2 Resource definition
The resource URI is:
{apiRoot}/ndcm/vl/ns instances/{nsl nstancel d}/scale
This resource shall support the resource URI variables defined in Table 6.4.5.2-1.

Table 6.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsinstanceld Identifier of the NS instance to be scaled.
6.4.5.3 Resource methods
6.4.5.3.1 POST

The POST method requests to scale a NS instance resource.

This method shall follow the provisions specified in the Tables 6.4.5.3.1-1 and 6.4.5.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 6.4.5.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
ScaleNsRequest 1 Parameters for the scale NS operation, as defined in
clause 6.5.2.13.

Data type Cardinality |Response Description
Codes
n/a 202 The request was accepted for processing, but the
Accepted [processing has not been completed.

Request
body

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"NS lifecycle operation occurrence" resource
corresponding to the operation.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Response Conflict due to a conflict with the state of the resource.

body

Typically, this is due to the fact that the NS instance
resource is in NOT_INSTANTIATED state, or that
another lifecycle management operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5, may be
returned.

6.4.5.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.5.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.5.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.6 Resource: Update NS task

6.4.6.1 Description

Thistask resource represents the "Update NS' operation. The client can use this resource to update a NS instance.
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6.4.6.2 Resource definition
Theresource URI is:
{apiRoot}/nslcm/vl/ns_instances{nsl nstancel d}/update

This resource shall support the resource URI variables defined in Table 6.4.6.2-1.

Table 6.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsinstanceld Identifier of the NS instance to be updated.
6.4.6.3 Resource methods
6.4.6.3.1 POST

The POST method requests to update a NS instance resource.

This method shall follow the provisions specified in the Tables 6.4.6.3.1-1 and 6.4.6.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.6.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 6.4.6.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
bod UpdateNsRequest 1 Parameters for the update NS operation, as defined in
y
clause 6.5.2.11.
Data type Cardinality |Response Description
Codes
n/a 202 The request was accepted for processing, but the
Accepted  |processing has not been completed.
The response body shall be empty.
The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"NS lifecycle operation occurrence" resource
corresponding to the operation.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Response Conflict due to a conflict with the state of the resource.
body

Typically, this is due to the fact that the NS instance
resource is in NOT_INSTANTIATED state, or that
another lifecycle management operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5, may be
returned.
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6.4.6.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.6.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.6.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.7 Resource: Heal NS task

6.4.7.1 Description

Thistask resource represents the "Heal NS" operation. The client can use this resource to request healing a NS instance.

6.4.7.2 Resource definition
Theresource URI is:
{apiRoot}/ndcm/vl/ns instances/{nsl nstancel d}/heal

This resource shall support the resource URI variables defined in Table 6.4.7.2-1.

Table 6.4.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsinstanceld Identifier of the NS instance to be healed.
6.4.7.3 Resource methods
6.4.7.3.1 POST

The POST method requests to heal a NS instance resource.

This method shall follow the provisions specified in the Tables 6.4.7.3.1-1 and 6.4.7.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.7.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 6.4.7.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
HealNsRequest 1 Parameters for the heal NS operation, as defined in
clause 6.5.2.12.

Data type Cardinality |Response Description
Codes
n/a 202 The request was accepted for processing, but the
Accepted [processing has not been completed.

Request
body

The response body shall be empty.

The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"NS lifecycle operation occurrence" resource
corresponding to the operation.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Response Conflict due to a conflict with the state of the resource.

body

Typically, this is due to the fact that the NS instance
resource is in NOT_INSTANTIATED state, or that
another lifecycle management operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AxX/5xX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5, may be
returned.

6.4.7.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.7.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.7.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.8 Resource: Terminate NS task

6.4.8.1 Description

This task resource represents the "Terminate NS* operation. The client can use this resource to terminate a NS instance.
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6.4.8.2 Resource definition
Theresource URI is:
{apiRoot}/nslcm/vl/ns_instances/{nsl nstancel d}/ter minate

This resource shall support the resource URI variables defined in Table 6.4.8.2-1.

Table 6.4.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsinstanceld The identifier of the NS instance to be terminated.
6.4.8.3 Resource methods
6.4.8.3.1 POST

The POST method terminates a NS instance. This method can only be used with aNSinstance in the INSTANTIATED
state. Terminating a NS instance does not delete the NS instance identifier, but rather transitions the NS into the
NOT_INSTANTIATED state.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.8.3.1-1 and 6.4.8.3.1-2.

Table 6.4.8.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Remarks
n/a

Table 6.4.8.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Remarks
bod TerminateNsRequest |1 The terminate NS request parameters, as defined in
y
clause 6.5.2.14.
Data type Cardinality |[Response Remarks
Codes
n/a 1 202 The request was accepted for processing, but the
Accepted processing has not been completed.
The response body shall be empty.
The HTTP response shall include a "Location" HTTP
header that contains the URI of the newly-created
"NS lifecycle operation occurrence" resource
corresponding to the operation.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Response Conflict due to a conflict with the state of the resource.
body

Typically, this is due to the fact that the NS instance
resource is in NOT_INSTANTIATED state, or that
another lifecycle management operation is ongoing.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
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6.4.8.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.8.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.8.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.9 Resource: NS LCM operation occurrences

6.49.1 Description

This resource represents NS lifecycle management operation occurrences. The client can use this resource to query
status information about multiple NS lifecycle management operation occurrences.

6.4.9.2 Resource definition
Theresource URI is:
{apiRoot}/nslcm/vl/ns Icm_op_occs

The base resource URI variables for this resource are defined in Table 6.4.9.2-1.

Table 6.4.9.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
6.4.9.3 Resource methods
6.4.9.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.9.3.2 GET

The client can use this method to query status information about multiple NS lifecycle management operation
occurrences.

This method shall follow the provisions specified in the Tables 6.4.9.3.2-1 and 6.4.9.3.2-2 for URI query parameters,
request and response data structures, and response codes.
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Table 6.4.9.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

filter 0.1 Attribute-based filtering expression according to clause 4.3.2.
The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.
All attribute names that appear in the NsLcmOpOcc and in data types referenced
from it shall be supported by the NFVO in the filter expression.

fields 0.1 Complex attributes to be included into the response. See clause 4.3.3 for details.
The NFVO should support this parameter.

exclude_fields 0.1 Complex attributes to be excluded from the response. See clause 4.3.3 for details.

The NFVO should support this parameter.

exclude_default |0..1

Indicates to exclude the following complex attributes from the response. See clause
4.3.3 for details. The NFVO shall support this parameter.

The following attributes shall be excluded from the NsLcmOpOcc structure in the
response body if this parameter is provided:

- operationParams

- changedVnfinfo

- error

- __resourceChanges

nextpage_opaque |0..1

_marker

Marker to obtain the next page of a paged response. Shall be supported by the
NFVO if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this
resource.

Table 6.4.9.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality Description

n/a

Response
body

Data type

Response
Codes

Cardinality Description

NsLcmOpOcc

0..N 200 OK Status information for zero or more NS lifecycle
management operation occurrences was queried

successfully.

The response body shall contain in an array the
representations of zero or more NS instances, as
defined in clause 5.5.2.13.

If the NFVO supports alternative 2 (paging) according
to clause 4.7.2.1 for this resource, inclusion of the Link
HTTP header in this response shall follow the
provisions in clause 4.7.2.3.

ProblemDetails

1 400 Bad
Request

Error: Invalid attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

1 400 Bad
Request

Error: Invalid attribute selector.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

1 400 Bad
Request

Error: Response too big.

If the NFVO supports alternative 1 (error) according to
clause 4.7.2.1 for this resource, this error response
shall follow the provisions in clause 4.7.2.2.

ProblemDetails

See clauses [4xx/5xx
4354/

4.35.5

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
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6.4.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.9.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.9.3.5 DELETE
This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.10 Resource: Individual NS LCM operation occurrence

6.4.10.1 Description

Thisresource represents a NS lifecycle management operation occurrence. The client can use this resource to read
information about a NS lifecycle management operation occurrence. Further, the client can use task resources which are
children of this resource to request cancellation of an operation in progress, and to request the handling of operation
errors viaretrying the operation, rolling back the operation, or permanently failing the operation.

6.4.10.2 Resource definition
Theresource URI is:
{apiRoot}/ndcm/vl/ns Icm_op_occs/{nsL cmOpOccl d}

The base resource URI variables for this resource are defined in Table 6.4.10.2-1.

Table 6.4.10.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
nsLcmOpOccld Identifier of a NS lifecycle management operation occurrence

6.4.10.3 Resource methods

6.4.10.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.10.3.2 GET

The client can use this method to retrieve status information about a NS lifecycle management operation occurrence by
reading an individual "NS LCM operation occurrence" resource.

This method shall follow the provisions specified in the Tables 6.4.10.3.2-1 and 6.4.10.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.10.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 6.4.10.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response .
Data type Cardinality Codes Description
NsLcmOpOcc 1 200 OK Information about a NS LCM operation occurrence

was queried successfully.

The response body shall contain status information
about a NS lifecycle management operation
occurrence (see clause 6.5.2.3).

Response
body

ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.10.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.10.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.10.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.11 Resource: Retry operation task

6.4.11.1 Description

Thistask resource represents the "Retry operation” operation. The client can use thisresource to initiate retrying aNS
lifecycle management operation.

6.4.11.2 Resource definition
Theresource URI is:
{apiRoot}/nscm/vl/ns Icm_op_occs/{nsLcmOpOccld}/retry

This resource shall support the resource URI variables defined in Table 6.4.11.2-1.

Table 6.4.11.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.2.

nsLcmOpOccld Identifier of a NS lifecycle management operation occurrence to be retried. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request triggering a NS LCM operation. It can also be retrieved from the "nsLcmOpOccld”
attribute in the NsLcmOperationOccurrenceNotification.
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The POST method initiates retrying a NS lifecycle management operation if that operation has experienced a temporary
failure, i.e. therelated "NS LCM operation occurrence” isin "FAILED_TEMP" state.

This method shall follow the provisions specified in the Tables 6.4.11.3.1-1 and 6.4.11.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.11.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 6.4.11.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

The POST request to this resource has an empty payload body.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

202
Accepted

The request was accepted for processing, but
processing has not been completed.

The response shall have an empty payload body.

ProblemDetails

0.1

404 Not
Found

Error: The API producer did not find a current
representation for the target resource or is not willing
to disclose that one exists.

The general cause for this error and its handling is
specified in clause 4.3.5.4, including rules for the
presence of the response body.

Specifically in case of this task resource, the reason
can also be that the task is not supported for the NS
LCM operation occurrence represented by the parent
resource, and that the task resource consequently
does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the NS LCM
operation occurrence resource.

Typically, this is due to the fact that the NS LCM
operation occurrence is not in FAILED_TEMP state, or
another error handling action is starting, such as
rollback or fail.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See clauses
4354/
4355

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
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6.4.11.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.11.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.11.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.11.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.12 Resource: Rollback operation task

6.4.12.1 Description

This task resource represents the "Rollback operation™" operation. The client can use this resource to initiate rolling back
a NS lifecycle management operation.

6.4.12.2 Resource definition
Theresource URI is:
{apiRoot}/nslcm/vl/ns Icm_op_occs/{nsL cmOpOccl d}/rollback

This resource shall support the resource URI variables defined in Table 6.4.12.2-1.

Table 6.4.12.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsLcmOpOccld Identifier of a NS lifecycle management operation occurrence to be rolled back. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request triggering a NS LCM operation. It can also be retrieved from the "nsLcmOpOccld”
attribute in the NsLcmOperationOccurrenceNotification.

6.4.12.3 Resource methods

6.4.12.3.1 POST

The POST method initiates rolling back a NS lifecycle operation if that operation has experienced atemporary failure,
i.e. therelated "NS LCM operation occurrence” isin "FAILED_TEMP' state.

This method shall follow the provisions specified in the Tables 6.4.12.3.1-1 and 6.4.12.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.12.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 6.4.12.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body n/a The POST request to this resource has an empty payload body.
Data type Cardinality |[Response Description
Codes
n/a 202 The request was accepted for processing, but

Accepted  |processing has not been completed.

The response shall have an empty payload body.
ProblemDetails 0.1 404 Not Error: The API producer did not find a current

Found representation for the target resource or is not willing
to disclose that one exists.

The general cause for this error and its handling is
specified in clause 4.3.5.4, including rules for the
presence of the response body.

Specifically, in case of this task resource, the reason
can also be that the task is not supported for the NS
LCM operation occurrence represented by the parent
resource, and that the task resource consequently
does not exist.
Response
body In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Conflict due to a conflict with the state of the NS LCM
operation occurrence resource.

Typically, this is due to the fact that the NS LCM
operation occurrence is not in FAILED_TEMP state,
or another error handling action is starting, such as
retry or fail.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.12.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.12.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.12.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.12.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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6.4.13 Resource: Continue operation task

6.4.13.1 Description

Thistask resource represents the " Continue operation” operation. The client can use this resource to initiate continuing
an NS lifecycle management operation.

6.4.13.2 Resource definition
Theresource URI is:
{apiRoot}/nslcm/vl/ns Icm_op_occs/{nsL.cmOpOccl d}/continue

This resource shall support the resource URI variables defined in Table 6.4.13.2-1.

Table 6.4.13.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsLcmOpOccld Identifier of a NS lifecycle management operation occurrence to be continued. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request triggering a NS LCM operation. It can also be retrieved from the "nsLcmOpOccld”
attribute in the NsLcmOperationOccurrenceNotification.

6.4.13.3 Resource methods

6.4.13.3.1 POST

The POST method initiates continuing an NS lifecycle operation if that operation has experienced a temporary failure,
i.e. therelated "NS LCM operation occurrence” isin "FAILED_TEMP' state.

This method shall follow the provisions specified in the Tables 6.4.13.3.1-1 and 6.4.13.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.13.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

ETSI



140

ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Table 6.4.13.3.1-2: Details of the POST request/response on this resource

Request

Data type Cardinality

Description

body n/a

The POST request to this resource has an empty payload body.

Data type Cardinality |[Response

Codes

Description

n/a

202
Accepted

The request was accepted for processing, but
processing has not been completed.
The response shall have an empty payload body.

Response
body

ProblemDetails

0.1 404 Not

Found

Error: The API producer did not find a current
representation for the target resource or is not willing
to disclose that one exists.

The general cause for this error and its handling is
specified in clause 4.3.5.4, including rules for the
presence of the response body.

Specifically, in case of this task resource, the reason
can also be that the task is not supported for the NS
LCM operation occurrence represented by the parent
resource, and that the task resource consequently
does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails 1

409
Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the NS LCM
operation occurrence resource.

Typically, this is due to the fact that the NS LCM
operation occurrence is not in FAILED_TEMP state,
or another error handling action is starting, such as
retry or fail.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See clauses [4xx/5xx
4354/

4.3.5.5

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.13.3.2

Not supported.

6.4.13.3.3

Not supported.

6.4.13.3.4

Not supported.

6.4.13.3.5

Not supported.

GET

PUT

PATCH

DELETE
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6.4.14 Resource: Fail operation task

6.4.14.1 Description

Thistask resource represents the "Fail operation” operation. The client can use this resource to mark a NS lifecycle
management operation occurrence as "finaly failed", i.e. change the state of the related NS LCM operation occurrence
resource to "FAILED", if it is not assumed that a subsequent retry or rollback will succeed. Once the operation is
marked as "finally failed", it cannot be retried or rolled back anymore.

6.4.14.2 Resource definition

Theresource URI is:

{apiRoot}/nslcm/vl/ns Icm_op_occs/{nsL. cmOpOccl d}/fail

This resource shall support the resource URI variables defined in Table 6.4.14.2-1.

Table 6.4.14.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsLcmOpOccld Identifier of a NS lifecycle management operation occurrence to be marked as "failed". See
note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request triggering a NS LCM operation. It can also be retrieved from the "nsLcmOpOccld”
attribute in the NsLcmOperationOccurrenceNotification.

6.4.14.3 Resource methods

6.4.14.3.1 POST

The POST method marks a NS lifecycle management operation occurrence as "finally failed" if that operation
occurrenceisin "FAILED _TEMP" state.

This method shall follow the provisions specified in the Tables 6.4.14.3.1-1 and 6.4.14.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.14.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
None supported
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Table 6.4.14.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

The POST request to this resource has an empty payload body.

Response
body

Data type

Cardinality

Response
Codes

Description

NsLcmOpOcc

1

200 OK

The state of the NS lifecycle management operation
occurrence was changed successfully.

The response shall include a representation of the NS
lifecycle management operation occurrence resource.

ProblemDetails

0.1

404 Not
Found

Error: The API producer did not find a current
representation for the target resource or is not willing
to disclose that one exists.

The general cause for this error and its handling is
specified in clause 4.3.5.4, including rules for the
presence of the response body.

Specifically in case of this task resource, the reason
can also be that the task is not supported for the NS
LCM operation occurrence represented by the parent
resource, and that the task resource consequently
does not exist.

In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.

ProblemDetails

409
Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the NS LCM
operation occurrence resource.

Typically, this is due to the fact that the NS LCM
operation occurrence is not in FAILED_TEMP state, or
another error handling action is starting, such as retry
or rollback.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See clauses
4354/
4.3.5.5

AxXX/5XX

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.14.3.2

GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.14.3.3

PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.14.3.4

PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.
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6.4.14.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.15 Resource: Cancel operation task

6.4.15.1 Description

Thistask resource represents the " Cancel operation” operation. The client can use this resource to cancel an ongoing NS
lifecycle management operation.

6.4.15.2 Resource definition
Theresource URI is:
{apiRoot}/ndcm/vlins Icm_op_occs/{nsL cmOpOccl d}/cancel

This resource shall support the resource URI variables defined in Table 6.4.15.2-1.

Table 6.4.15.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
nsLcmOpOccld Identifier of a NS lifecycle management operation occurrence to be cancelled. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request triggering a NS LCM operation. It can also be retrieved from the "nsLcmOpOccld”
attribute in the NsLcmOperationOccurrenceNotification.

6.4.15.3 Resource methods

6.4.15.3.1 POST

The POST method initiates cancelling an ongoing NS lifecycle management operation while it is being executed or
rolled back, i.e. therelated "NS LCM operation occurrence” is either in "PROCESSING" or "ROLLING_BACK" state.

This method shall follow the provisions specified in the Tables 6.4.15.3.1-1 and 6.4.15.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.15.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
None supported
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Table 6.4.15.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Request |CancelMode 1 The POST request to this resource shall include a CancelMode
body structure in the payload body to choose between "graceful" and
"forceful" cancellation.
Data type Cardinality |Response Description
Codes
n/a 202 The request was accepted for processing, but

Accepted [processing has not been completed.

The response shall have an empty entity body.
ProblemDetails 0.1 404 Not Error: The API producer did not find a current

Found representation for the target resource or is not willing
to disclose that one exists.

The general cause for this error and its handling is
specified in clause 4.3.5.4, including rules for the
presence of the response body.

Specifically, in case of this task resource, the reason
can also be that the task is not supported for the NS
LCM operation occurrence represented by the parent
resource, and that the task resource consequently
does not exist.
Response
body In this case, the response body shall be present, and
shall contain a ProblemDetails structure, in which the
"detail" attribute shall convey more information about
the error.
ProblemDetails 1 409 Error: The operation cannot be executed currently,
Conflict due to a conflict with the state of the NS LCM
operation occurrence resource.

Typically, this is due to the fact that the operation
occurrence is not in STARTING, PROCESSING or
ROLLING_BACK state.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4.35.4/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.15.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.15.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.15.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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6.4.15.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.16 Resource: Subscriptions

6.4.16.1 Description

This resource represents subscriptions. The client can use this resource to subscribe to notifications related to NS
lifecycle management, and to query its subscriptions.

6.4.16.2 Resource definition
The resource URI is:
{apiRoot}/ndcm/vl/subscriptions
Thisresource shall support the resource URI variables defined in Table 6.4.16.2-1.

Table 6.4.16.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2

6.4.16.3 Resource methods

6.4.16.3.1 POST
The POST method creates a new subscription.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.16.3.1-1 and 6.4.16.3.1-2.

Creation of two subscription resources with the same callbackURI and the same filter can result in performance
degradation and will provide duplicates of notifications to the OSS, and might make sense only in very rare use cases.
Consequently, the NFVO may either allow creating a subscription resource if another subscription resource with the
same filter and callbackUri already exists (in which case it shall return the "201 Created" response code), or may decide
to not create a duplicate subscription resource (in which case it shall return a”303 See Other" response code referencing
the existing subscription resource with the same filter and callbackUri).

Table 6.4.16.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Remarks

n/a
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Table 6.4.16.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Remarks

LcenSubscriptionRequest

1

Details of the subscription to be created, as defined in
clause 6.5.2.2.

Response
body

Data type

Cardinality

Response
Codes

Remarks

LcenSubscription

1

201 Created

The subscription was created successfully.

The response body shall contain a representation
of the created subscription resource.

The HTTP response shall include a "Location:"
HTTP header that points to the created
subscription resource.

303
See Other

A subscription with the same callbackURI and the
same filter already exits and the policy of the
NFVO is to not create redundant subscriptions.
The HTTP response shall include a "Location"”
HTTP header that contains the resource URI of
the existing subscription resource.

The response body shall be empty.

ProblemDetails

See clauses
4354/
4355

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.16.3.2

GET

The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.16.3.2-1 and 6.4.16.3.2-2.

Table 6.4.16.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Remarks

filter

0.1

Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.

All attribute names that appear in the LccnSubscription and in data types referenced
from it shall be supported by the NFVO in the filter expression.

_marker

nextpage_opaque

0.1

Marker to obtain the next page of a paged response. Shall be supported by the
NFVO if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this
resource.
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Table 6.4.16.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality

Remarks

body n/a

Data type Cardinality

Response
Codes

Remarks

LcenSubscription 0..N

200 OK

The list of subscriptions was queried successfully.

The response body shall contain the representations
of all active subscriptions of the functional block that
invokes the method.

If the NFVO supports alternative 2 (paging) according
to clause 4.7.2.1 for this resource, inclusion of the Link
HTTP header in this response shall follow the
provisions in clause 4.7.2.3.

ProblemDetails 1
Response

body

400 Bad
Request

Error: Invalid attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails 1

400 Bad
Request

Error: Response too big.

If the NFVO supports alternative 1 (error) according to
clause 4.7.2.1 for this resource, this error response
shall follow the provisions in clause 4.7.2.2.

See clauses
4354/
4355

ProblemDetails

AXX/5%X

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

6.4.16.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.16.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.16.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.17 Resource: Individual subscription

6.4.17.1 Description

This resource represents an individual subscription. It can be used by the client to read and to terminate a subscription to

Notifications related to NS lifecycle management.

6.4.17.2 Resource definition
Theresource URI is;

{apiRoot}/nslcm/v1/subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in Table 6.4.17.2-1.
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Table 6.4.17.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.2

subscriptionid

Identifier of this subscription

Resource methods

POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

6.4.17.3.2

GET

The GET method retrieves information about a subscription by reading an individual subscription resource.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.17.3.2-1 and 6.4.17.3.2-2.

Table 6.4.17.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Remarks
n/a
Table 6.4.17.3.2-2: Details of the GET request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response Remarks
Codes
LcenSubscription 1 200 OK The operation has completed successfully.
The response body shall contain a representation of
Response the subscription resource.
body ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
6.4.17.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.17.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.17.3.5 DELETE
The DELETE method terminates an individual subscription.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified inthe Tables 6.4.17.3.5-1 and 6.4.17.3.5-2.
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Table 6.4.17.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Remarks
n/a
Table 6.4.17.3.5-2: Details of the DELETE request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response Remarks
Codes
n/a 204 No The subscription resource was deleted successfully.
Response Content The response body shall be empty.
body ProblemDetails See clauses |[4xx/5xx In addition to the response codes defined_ above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error

response as defined in clause 4.3.5.5, may be
returned.

6.4.18 Resource: Notification endpoint

6.4.18.1

Description

This resource represents a notification endpoint. The server can use this resource to send notifications to a subscribed
client, which has provided the URI of this resource during the subscription process.

6.4.18.2

Resource definition

The resource URI is provided by the client when creating the subscription.

This resource shall support the resource URI variables defined in Table 6.4.18.2-1.

Table 6.4.18.2-1: Resource URI variables for this resource

Name Definition
n/a
6.4.18.3 Resource methods
6.4.18.3.1 POST

The POST method delivers a notification from the server to the client.

This method shall support the URI query parameters, request and response data structures, and response codes, as
specified in the Tables 6.4.18.3.1-1 and 6.4.18.3.1-2.

Table 6.4.18.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Remarks

n/a

Each notification request body shall include exactly one of the alternatives defined in Table 6.4.18.3.1-2.
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Table 6.4.18.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Remarks
NsLcmOperationOccurr |1 A notification about lifecycle changes triggered by a NS LCM
Request enceNoFification . : opera}t?on occurrence. : : _
body NslgientlflerCreatlonNotn‘ 1 A nqtlflcatlon about the creation of a NS identifier and the related
ication NS instance resource.
NsldentifierDeletionNotif |1 A notification about the deletion of a NS identifier and the related
ication NS instance resource.
Data type Cardinality [ Response Remarks
Codes
n/a 204 No The notification was delivered successfully.
Response Content
body ProblemDetails See AXXI5XX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.3.55 response as defined in clause 4.3.5.5, may be
returned.
6.4.18.3.2 GET

The GET method allows the server to test the notification endpoint that is provided by the client, e.g. during

subscription.

This method shall follow the provisions specified in the Tables 6.4.18.3.2-1 and 6.4.18.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 6.4.18.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 6.4.18.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
n/a 204 No The notification endpoint was tested successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4.3.55 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
6.4.18.3.3 PUT

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.18.3.4

PATCH

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

6.4.18.3.5

DELETE

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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This clause defines the request and response data structures of the NS Lifecycle management interface.

6.5.2

6.5.2.1

Introduction

Resource and notification data types

This clause defines the data structures to be used in resource representations and notifications.

6.5.2.2

Type: LcenSubscriptionRequest

This type represents a subscription request related to notifications about NS lifecycle changes. It shall comply with the
provisions defined in Table 6.5.2.2-1.

Table 6.5.2.2-1: Definition of the LccnSubscriptionRequest data type

Attribute name Data type Cardinality Description
filter LifecycleChangeNoti |0..1 Filter settings for this subscription, to define the subset of
ficationsFilter all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthenti |0..1 Authentication parameters to configure the use of
cation Authorization when sending notifications corresponding
to this subscription, as defined in clause 4.5.3.4.
This attribute shall only be present if the subscriber
requires authorization of notifications.
6.5.2.3 Type: NsLcmOpOcc

Thistype represents arequest a NS lifecycle operation occurrence. It shall comply with the provisions defined in

Table 6.5.2.3-1.

Table 6.5.2.3-1: Definition of the NsLcmOpOcc data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this NS lifecycle operation occurrence.
operationState NsLcmOperationStat |1 The state of the NS LCM operation.
eType

statusEnteredTime DateTime 1 Date-time when the current state was entered.

nsinstanceld Identifier 1 Identifier of the NS instance to which the operation
applies.

IcmOperationType NsLcmOpType 1 Type of the actual LCM operation represented by this Icm
operation occurrence.

startTime DateTime 1 Date-time of the start of the operation.

isAutomaticlnvocation [Boolean 1 Set to true if this NS LCM operation occurrence has been

automatically triggered by the NFVO. This occurs in the
case of auto-scaling, auto-healing and when a nested NS
is modified as a result of an operation on its composite
NS.

Set to false otherwise.
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Attribute name

Data type

Cardinality

Description

operationParams

Object

0.1

Input parameters of the LCM operation. This attribute
shall be formatted according to the request data type of
the related LCM operation.

The following mapping between IcmOperationType and
the data type of this attribute shall apply:
INSTANTIATE: InstantiateNsRequest
SCALE: ScaleNsRequest

UPDATE: UpdateNsRequest

HEAL: HealNsRequest

TERMINATE: TerminateNsRequest

This attribute shall be present if this data type is returned
in a response to reading an individual resource, and may
be present according to the chosen attribute selector
parameter if this data type is returned in a response to a
query of a container resource.

isCancelPending

Boolean

If the LCM operation occurrence is in "PROCESSING" or
"ROLLING_BACK" state and the operation is being
cancelled, this attribute shall be set to true. Otherwise, it
shall be set to false.

cancelMode

CancelModeType

The mode of an ongoing cancellation. Shall be present
when isCancelPending=true, and shall be absent
otherwise.

error

ProblemDetails

If "operationState" is "FAILED_TEMP" or "FAILED" or
"operationState" is "PROCESSING" or
"ROLLING_BACK" and previous value of
"operationState" was "FAILED_TEMP", this attribute shall
be present and contain error information, unless it has
been requested to be excluded via an attribute selector.

resourceChanges

Structure (inlined)

This attribute contains information about the cumulative
changes to virtualised resources that were performed so
far by the LCM operation since its start, if applicable.

>affectedVnfs

AffectedVnf

Information about the VNF instances that were affected
during the lifecycle operation, if this notification
represents the result of a lifecycle operation. See note.

>affectedPnfs

AffectedPnf

Information about the PNF instances that were affected
during the lifecycle operation, if this notification
represents the result of a lifecycle operation. See note.

>affectedVls

AffectedVI

Information about the VL instances that were affected
during the lifecycle operation, if this notification
represents the result of a lifecycle operation. See note.

>affectedVnffgs

AffectedVnffg

Information about the VNFFG instances that were
affected during the lifecycle operation, if this notification
represents the result of a lifecycle operation. See note.

>affectedNss

AffectedNs

Information about the nested NS instances that were
affected during the lifecycle operation, if this notification
represents the result of a lifecycle operation. See note.

>affectedSaps

AffectedSap

Information about the SAP instances that were affected
during the lifecycle operation, if this notification
represents the result of a lifecycle operation. See note.

links

Structure (inline)

Links to resources related to this resource.

>self

Link

URI of this resource.

>nsinstance

Link

Link to the NS instance that the operation applies to.

>cancel

Link

FIRERE

Link to the task resource that represents the "cancel"
operation for this LCM operation occurrence, if cancelling
is currently allowed.

>retry

Link

Link to the task resource that represents the "retry"
operation for this LCM operation occurrence, if retrying is
currently allowed.

>rollback

Link

Link to the task resource that represents the "rollback"
operation for this LCM operation occurrence, if rolling
back is currently allowed.

>continue

Link

Link to the task resource that represents the "continue"
operation for this LCM operation occurrence, if continuing
is currently allowed.
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Attribute name Data type Cardinality Description

>fail Link 0.1 Link to the task resource that represents the "fail"
operation for this LCM operation occurrence, if declaring
as failed is currently allowed.

NOTE: This allows the OSS/BSS to obtain a copy of the latest "result" notification if it has not received it due to an
error. If the naotification represents the successful result of a lifecycle operation, at least an affectedVnf, or
affectedPnf, or affectedVI, or affectedVnffg or affectedNs, or affectedSap shall be present.

6.5.2.4 Type: LcenSubscription

This type represents a subscription related to notifications about NS lifecycle changes. It shall comply with the
provisions defined in Table 6.5.2.4-1.

Table 6.5.2.4-1: Definition of the LccnSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this subscription resource.
filter LifecycleChangeNotific (0..1 Filter settings for this subscription, to define the subset of
ationsFilter all notifications this subscription relates to. A particular

notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.

_links Structure (inlined) 1 Links to resources related to this resource.
>self Link 1 URI of this resource.
6.5.2.5 Type: NsLcmOperationOccurrenceNotification

Thistype represents an NS lifecycle management operation occurrence notification, which informs the receiver of
changesin the NS lifecycle caused by an NS LCM operation occurrence. The NS LCM operation occurrence may be
triggered by the OSS/BSS or automatically triggered by the NFVO. The automatic trigger occurs in case of auto-
scaling, auto-healing and when a nested NS is modified as a result of an operation on its composite NS.

It shall comply with the provisions defined in Table 6.5.2.5-1. The support of the notification is mandatory.

This notification shall be triggered by the NFVO when there is a change in the NS lifecycle caused by an LCM
operation occurrence, including:

. Instantiation of the NS (start and result)

e  Scaling of the NS (start and result, including the auto-scaling)

. Update of the NS (start and result)

. Termination of the NS (start and result)

o Healing of the NS (start and result, including the auto-healing)

. When a nested NS is modified as a result of an operation on its composite NS

If thisistheinitial notification about the start of an LCM operation occurrence, the notification shall be sent by the
NFVO before any action istaken as part of , the LCM operation. Due to possible race conditions, the "start" notification
and the LCM operation acknowledgment can arrive in any order at the OSS/BSS, and the OSS/BSS shall be able to
handle such a situation.

If thisis a notification about afina or intermediate result state of an LCM operation occurrence, the notification shall
be sent after al related actions of the LCM operation that led to this state have been executed.
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Table 6.5.2.5-1: Definition of the NsLcmOperationOccurrenceNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this naotification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

nsinstanceld Identifier 1 The identifier of the NS instance affected.

nsLcmOpOccld Identifier 1 The identifier of the NS lifecycle operation occurrence
associated to the notification.

operation LcmOpType 1 The lifecycle operation.

notificationType String 1 Discriminator for the different notification types. Shall be
set to "NsLcmOperationOccurrenceNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timestamp DateTime 1 Date-time of the generation of the notification.

notificationStatus Enum (inlined) 1 Indicates whether this notification reports about the start
of a NS lifecycle operation or the result of a NS lifecycle
operation.
Permitted values:
- START: Informs about the start of the NS LCM

operation occurrence.
- RESULT: Informs about the final or intermediate
result of the NS LCM operation occurrence.
operationState NsLcmOperationStateTy |1 The state of the NS lifecycle operation occurrence.
pe

isAutomaticlnvocation |Boolean 1 Set to true if this NS LCM operation occurrence has been
automatically triggered by the NFVO. This occurs in case
of auto-scaling, auto-healing and when a nested NS is
modified as a result of an operation on its composite NS.
Set to false otherwise.

affectedVnf AffectedVnf 0..N Information about the VNF instances that were affected
during the lifecycle operation. See note.

affectedPnf AffectedPnf 0..N Information about the PNF instances that were affected
during the lifecycle operation. See note.

affectedVl AffectedVirtualLink 0..N Information about the VL instances that were affected
during the lifecycle operation. See note.

affectedVnffg AffectedVnffg 0..N Information about the VNFFG instances that were
affected during the lifecycle operation. See note.

affectedNs AffectedNs 0..N Information about the NS instances that were affected
during the lifecycle operation. See note.

affectedSap AffectedSap 0..N Information about the SAP instances that were affected
during the lifecycle operation. See note.

error ProblemDetails 0.1 Details of the latest error, if one has occurred during
executing the LCM operation (see clause 4.3.5). Shall be
present if operationState is "FAILED_TEMP" or
"FAILED", and shall be absent otherwise.

links LcenLinks 1 Links to resources related to this notification.
NOTE:  Shall be present if the "notificationStatus" is set to "RESULT" and the operation has performed any resource

modification. Shall be absent otherwise.

6.5.2.6

Type: NsldentifierCreationNotification

This type represents a NS identifier creation notification, which informs the receiver of the creation of anew NS
instance resource and the associated NS instance identifier. It shall comply with the provisions defined in

Table 6.5.2.6-1. The support of the notification is mandatory. This notification shall be triggered by the NFVO when it
has created a NS instance resource and the associated NS instance identifier.
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Table 6.5.2.6-1: Definition of the NsldentifierCreationNotification data type

Attribute name Data type Cardinality Description

notificationType String 1 Discriminator for the different notification types.
Shall be set to "NsldentifierCreationNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timestamp DateTime 1 Date-time of the generation of the notification.

nsinstanceld Identifier 1 The created NS instance identifier.

_links LcenLinks 1 Links to resources related to this notification.

6.5.2.7 Type: NsldentifierDeletionNotification

This type represents a NS identifier deletion notification, which informs the receiver of the deletion of anew NS
instance resource and the associated NS instance identifier. It shall comply with the provisions defined in

Table 6.5.2.7-1. The support of the notification is mandatory. This notification shall be triggered by the NFVO when it
has deleted a NS instance resource and the associated NS instance identifier.

Table 6.5.2.7-1: Definition of the NsinstanceDeletionNotification data type

Attribute name Data type Cardinality Description
notificationType String 1 Discriminator for the different notification types.
Shall be set to "NsldentifierDeletionNotification" for this
notification type.
subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.
timeStamp DateTime 1 Date-time of the generation of the notification.
nsinstanceld Identifier 1 The deleted NS instance identifier.
links LcenLinks 1 Links to resources related to this notification.
6.5.2.8 Type: NsChangeNotification

Thistype represents a NS change notification, which informs the receiver of changes on the NS instance caused by the
LCM operation occurrence, which directly or indirectly impacts its NS component and is triggered without any context
of this NSinstance. This notification is different from the NsLcmOperationOccurenceNotification (see clause 6.5.2.5),

which istriggered by the LCM operation occurrence on the NS instance itself. It shall comply with the provisions
defined in Table 6.5.2.8-1. The support of the notification is mandatory.

The trigger conditionsinclude:

LCM operation occurrence which directly or indirectly impacts the NS component (start and result)

If thisis a notification about the start of an LCM operation occurrence impacting the NS component, the notification
shall be provided as soon as the impact on the NS component is identified.

If thisis anotification about a final result state of an LCM operation occurrence impacting the NS component, the
notification shall be provided after the impact on the NS component has been executed.

Table 6.5.2.8-1: Definition of the NsChangeNotification data type

Attribute name Data type Cardinality Description
nsinstanceld Identifier 1 The identifier of the NS instance affected.
nsComponentType  [NsComponentType 1 Indicates the impacted NS component type.
nsComponentld Identifier 1 The identifier of the impacted NS component.
IcmOpOccldimpactin |ldentifier 1 The identifier of the lifecycle operation occurrence which
gNsComponent is associated to the naotification and impacts the NS

component directly or indirectly.

IcmOpNamelmpactin [LcmOpNameForChange (1 Indicates the name of the lifecycle operation occurrence
gNsComponent NotificationType which is associated to the notification and impacts the NS

component directly or indirectly.
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Attribute name Data type Cardinality Description
IcmOpOccStatusimp [LcmOpOccStatusForCh |1 Indicates this status of the lifecycle operation occurrence
actingNsComponent |angeNotificationType which is associated to the notification and impacts the NS
component directly or indirectly.
notificationType String 1 Discriminator for the different notification types. Shall be
set to "NsChangeNatification" for this notification type.
subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.
timeStamp DateTime 1 Date-time of the generation of the notification.
error ProblemDetails 0.1 Details of the latest error, if one has occurred during
executing the LCM operation (see clause 4.3.5). Shall be
present if cmOpOccStatusimpactingNsComponent is
"PARTIALLY_COMPLETED" or "FAILED", and shall be
absent otherwise.
links LcenLinks 1 Links to resources related to this notification.
6.5.2.9 Type: CreateNsRequest

Thistype represents arequest for the NS identifier creation operation. It shall comply with the provisions defined in

Table6.5.2.9-1.

Table 6.5.2.9-1: Definition of the CreateNsRequest data type

Attribute name Data type Cardinality Description
nsdid Identifier 1 Identifier of the NSD that defines the NS instance to be
created.
nsName String 1 Human-readable name of the NS instance to be created.
nsDescription String 1 Human-readable description of the NS instance to be
created.

6.5.2.10

Type: NsInstance

This type represents a response for Query NS operation. It shall comply with the provisions defined in Table 6.5.2.10-1.

Table 6.5.2.10-1: Definition of the Nsinstance data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the NS instance.

nsinstanceName String 1 Human readable name of the NS instance.

nsinstanceDescription String 1 Human readable description of the NS instance.

nsdld Identifier 1 Identifier of the NSD on which the NS instance is
based.

nsdinfold Identifier 1 Identifier of the NSD information object on which the
NS instance is based. This identifier was allocated by
the NFVO.

flavourld IdentifierlnNsd 0.1 Identifier of the NS deployment flavour applied to the
NS instance.
This attribute shall be present if the nsState attribute
value is INSTANTIATED.

vnflnstance Vnflnstance 0..N Information on constituent VNF(s) of the NS instance.
See note.

pnfinfo Pnfinfo 0..N Information on the PNF(s) that are part of the NS
instance.

virtualLinkinfo NsVirtualLinkinfo 0..N Information on the VL(s) of the NS instance.
This attribute shall be present if the nsState attribute
value is INSTANTIATED and if the NS instance has
specified connectivity.

vnffginfo VnffgInfo 0..N Information on the VNFFG(s) of the NS instance.

sapinfo Saplinfo 0..N Information on the SAP(s) of the NS instance.

nestedNslInstanceld Identifier 0..N Identifier of the nested NS(s) of the NS instance.
See note.
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Attribute name

Data type

Cardinality

Description

nsState

Enum (inlined)

1

The state of the NS instance.

Permitted values:

NOT_INSTANTIATED: The NS instance is
terminated or not instantiated.

INSTANTIATED: The NS instance is instantiated.

monitoringParameter

NsMonitoringParame |0..N

Performance metrics tracked by the NFVO (e.g. for

ter auto-scaling purposes) as identified by the NS
designer in the NSD.
nsScaleStatus NsScalelnfo 0..N Status of each NS scaling aspect declared in the

applicable DF, how "big" the NS instance has been
scaled w.r.t. that aspect.

This attribute shall be present if the nsState attribute
value is INSTANTIATED.

additional AffinityOrAntiAffinit
yRule

Rule

AffinityOrAntiAffinity  |0..N

Information on the additional affinity or anti-affinity
rule from NS instantiation operation. Shall not conflict
with rules already specified in the NSD.

“links

Structure (inlined)

Links to resources related to this resource.

>self

Link

URI of this resource.

>nestedNslInstances

Link

Links to the nested NS instances of the present NS
instance.

>instantiate

Link

Link to the "instantiate" task resource, if the related
operation is possible based on the current status of
this NS instance resource (i.e. NS instance in

NOT _INSTANTIATED state).

>terminate

Link

Link to the "terminate" task resource, if the related
operation is possible based on the current status of
this NS instance resource (i.e. NS instance is in
INSTANTIATED state).

>update

Link

Link to the "update" task resource, if the related
operation is possible based on the current status of
this NS instance resource (i.e. NS instance is in
INSTANTIATED state).

>scale

Link

Link to the "scale" task resource, if the related
operation is supported for this NS instance, and is
possible based on the current status of this NS
instance resource (i.e. NS instance is in
INSTANTIATED state).

>heal

Link

Link to the "heal" task resource, if the related
operation is supported for this NS instance, and is
possible based on the current status of this NS
instance resource (i.e. NS instance is in
INSTANTIATED state).

NOTE:

"nestedNslInstanceld" attribute shall be present.

If the "nsState" attribute is INSTANTIATED, at least either one "vnflnstance" attribute or one

6.5.2.11

Type: InstantiateNsRequest

This operation supports the instantiation of a NS instance. It shall comply with the provisions defined in

Table6.5.2.11-1.

Table 6.5.2.11-1: Definition of the InstantiateNsRequest data type

Attribute name Data type Cardinality Description
nsFlavourld IdentifierlnNsd 1 Identifier of the NS deployment flavour to be instantiated.
sapData SapData 0..N Create data concerning the SAPs of this NS.
addpnfData AddPnfData 0..N Information on the PNF(s) that are part of this NS.
vnflnstanceData VnflnstanceData |0..N Specify an existing VNF instance to be used in the NS. If
needed, the VNF Profile to be used for this VNF instance
is also provided. See note 1.
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Attribute name

Data type

Cardinality

Description

nestedNsInstanceData

NestedNslInstanc
eDatat

0..N

Specify an existing NS instance to be used as a nested
NS within the NS. If needed, the NS Profile to be used for
this nested NS instance is also provided. See notes 2
and 3.

localizationLanguage

VnfLocationConst
raint

Defines the location constraints for the VNF to be
instantiated as part of the NS instantiation.

An example can be a constraint for the VNF to be in a
specific geographic location.

additionalParamsForNs

KeyValuePairs

Allows the OSS/BSS to provide additional parameter(s)
at the composite NS level (as opposed to the VNF level,
which is covered in additionalParamsForVnf), and as
opposed to the nested NS level, which is covered in
additionalParamForNestedNs.

additionalParamForNeste
dNs

ParamsForNeste
dNs

Allows the OSS/BSS to provide additional parameter(s)
per nested NS instance (as opposed to the composite NS
level, which is covered in additionalParamForNs, and as
opposed to the VNF level, which is covered in
additionalParamForVnf). This is for nested NS instances
that are to be created by the NFVO as part of the NS
instantiation and not for existing nested NS instances that
are referenced for reuse.

additionalParamsForVnf

ParamsForVnf

Allows the OSS/BSS to provide additional parameter(s)
per VNF instance (as opposed to the composite NS level,
which is covered in additionalParamsForNs), and as
opposed to the nested NS level, which is covered in
additionalParamForNestedNs). This is for VNFs that are
to be created by the NFVO as part of the NS instantiation
and not for existing VNF that are referenced for reuse.

startTime

DateTime

Timestamp indicating the earliest time to instantiate the
NS. Cardinality "0" indicates the NS instantiation takes
place immediately.

nsinstantiationLevelld

IdentifierinNsd

Identifies one of the NS instantiation levels declared in
the DF applicable to this NS instance. If not present, the
default NS instantiation level as declared in the NSD
shall be used.

additional AffinityOrAntiAffi
nityRule

AffinityOrAntiAffin
ityRule

0..N

Specifies additional affinity or anti-affinity constraint for
the VNF instances to be instantiated as part of the NS
instantiation.

Shall not conflict with rules already specified in the NSD.

NOTE 1:

The DF of the VNF instance shall match the VNF DF present in the associated VNF Profile.

NOTE 2: The NS DF of each nested NS shall be one of the allowed flavours in the associated NSD (as referenced in the
nestedNsd attribute of the NSD of the NS to be instantiated).
NOTE 3: The NSD of each referenced NSs (i.e. each nestedinstanceld) shall match the one of the nested NSD in the
composite NSD.
6.5.2.12 Type: UpdateNsRequest

This operation supports the update of a NS instance. It shall comply with the provisions defined in Table 6.5.2.12-1.

Table 6.5.2.12-1: Definition of the UpdateNsRequest data type

Attribute name

Data type

Cardinality

Description

updateType

Enum (inlined)

1

The type of update. It determines also which one of the
following parameters is present in the operation. Possible
values include:
- ADD_VNF: Adding existing VNF instance(s)
- REMOVE_VNF: Removing VNF instance(s)
- INSTANTIATE_VNF: Instantiating new VNF(s)
- CHANGE_VNF_DF: Changing VNF DF
- OPERATE_VNF: Changing VNF state
- MODIFY_VNF_INFORMATION: Modifying VNF
information and/or the configurable properties of
VNF instance(s)
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Attribute name

Data type

Cardinality

Description

- CHANGE_EXTERNAL_VNF_CONNECTIVITY:
Changing the external connectivity of VNF
instance(s)ADD_SAP: Adding SAP(s)

- REMOVE_SAP: Removing SAP(s)

- ADD_NESTED_NS: Adding existing NS
instance(s) as nested NS(s)

- REMOVE_NESTED_NS: Removing existing
nested NS instance(s)

- ASSOC_NEW_NSD_VERSION: Associating a
new NSD version to the NS instance

- MOVE_VNF: Moving VNF instance(s) from one
origin NS instance to another target NS instance

- ADD_VNFFG: Adding VNFFG(s)

- REMOVE_VNFFG: Removing VNFFG(s)

- UPDATE_VNFFG: Updating VNFFG(s)

- CHANGE_NS_DF: Changing NS DF

- ADD_PNF: Adding PNF

- MODIFY_PNF: Modifying PNF

- REMOVE_PNF: Removing PNF

addVnflstance

VnflnstanceData

Identifies an existing VNF instance to be added to the NS
instance. It shall be present only if updateType =
"ADD_ VNF".

removeVnflnstancel
d

Identifier

Identifies an existing VNF instance to be removed from
the NS instance. It contains the identifier(s) of the VNF
instances to be removed. It shall be present only if
updateType = "REMOVE_VNF." Note: If a VNF instance
is removed from a NS and this NS was the last one for
which this VNF instance was a part, the VNF instance is
terminated by the NFVO.

instantiateVnfData

InstantiateVnfData

Identifies the new VNF to be instantiated. It can be used
e.g. for the bottom-up NS creation. It shall be present
only if updateType = "INSTANTIATE_VNF".

changeVnfFlavourD
ata

ChangeVnfFlavourData

Identifies the new DF of the VNF instance to be changed
to. It shall be present only if updateType =
"CHANGE_VNF DF".

operateVnfData

OperateVnfData

Identifies the state of the VNF instance to be changed. It
shall be present only if updateType = "OPERATE_VNF".

modifyVnfinfoData

ModifyVnfinfoData

Identifies the VNF information parameters and/or the
configurable properties of VNF instance to be modified. It
shall be present only if updateType =
"MODIFY_VNF_INFORMATION".

changeExtVnfConne
ctivityData

ChangeExtVnfConnectiv

ityData

Specifies the new external connectivity data of the VNF
instance to be changed. It shall be present only if
updateType =
"CHANGE_EXTERNAL_VNF_CONNECTIVITY".

addSap

SapData

Identifies a new SAP to be added to the NS instance.
It shall be present only if updateType = "ADD_SAP."

removeSapld

Identifier

The identifier an existing SAP to be removed from the NS
instance. It shall be present only if updateType =
"REMOVE_SAP."

addNestedNsData

NestedNslInstanceData

The identifier of an existing nested NS instance to be
added to (nested within) the NS instance. It shall be
present only if updateType = "ADD_NESTED_NS".

removeNestedNsld

IdentiferInNs

The identifier of an existing nested NS instance to be
removed from the NS instance. It shall be present only if
updateType = "REMOVE_NESTED NS".

assocNewNsdVersio
nData

AssocNewNsdVersionD
ata

Specify the new NSD to be used for the NS instance. It
shall be present only if updateType =
ASSOC _NEW_NSD_VERSION".

moveVnflnstanceDat
a

MoveVnflnstanceData

Specify existing VNF instance to be moved from one NS
instance to another NS instance. It shall be present only
if updateType = MOVE_VNF".

addVnffg

AddVnffgData

Specify the new VNFFG to be created to the NS
Instance. It shall be present only if updateType =
"ADD_VNFFG".
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Attribute name Data type Cardinality Description

removeVnffgld Identifier 0..N Identifier of an existing VNFFG to be removed from the
NS Instance. It shall be present only if updateType =
"REMOVE_VNFFG".

updateVnffg UpdateVnffgData 0..N Specify the new VNFFG Information data to be updated
for a VNFFG of the NS Instance. It shall be present only
if updateType = "UPDATE_VNFFG".

changeNsFlavourDa |ChangeNsFlavourData |0..1 Specifies the new DF to be applied to the NS instance. It
ta shall be present only if updateType =
"CHANGE_NS DF".
addPnfData AddPnfData 0..N Specifies the PNF to be added into the NS instance. It
shall be present only if updateType = "ADD_PNF".
modifyPnfData ModifyPnfData 0..N Specifies the PNF to be modified in the NS instance. It
shall be present only if updateType = "MODIFY_PNF".
removePnfld Identifier 0..N Identifier of the PNF to be deleted from the NS instance.
It shall be present only if updateType = "REMOVE_PNF".
updateTime DateTime 0.1 Timestamp indicating the update time of the NS, i.e. the

NS will be updated at this timestamp. Cardinality "0"
indicates the NS update takes place immediately.

6.5.2.13 Type: HealNsRequest

This operation supports the healing of an NS instance, either by healing the complete NS instance or by healing one of
more of the VNF instances that are part of thisNS. It shall comply with the provisions defined in Table 6.5.2.13-1.

Table 6.5.2.13-1: Definition of the HeaINsRequest data type

Attribute name Data type Cardinality Description
healNsData HealNsData 0.1 Provides the information needed to heal an NS. See
note.
healVnfData HealVnfData 0..N Provides the information needed to heal a VNF. See
note.

NOTE:  Either the parameter healNsData or the parameter healVnfData, but not both shall be provided.

6.5.2.14 Type: ScaleNsRequest

Thistype represents a request for the scale NS operation. It shall comply with the provisions defined in
Table6.5.2.14-1.

Table 6.5.2.14-1: Definition of the ScaleNsRequest data type

Attribute name Data type Cardinality Description

scaleType Enum (inlined) 1 Indicates the type of scaling to be performed. Possible
values:

- SCALE_NS

- SCALE VNF

scaleNsData ScaleNsData 0.1 The necessary information to scale the referenced NS
instance.

It shall be present when scaleType = SCALE_NS. See
note.

scaleVnfData ScaleVnfData 0..N The necessary information to scale the referenced NS
instance.

It shall be present when scaleType = SCALE_VNF. See
note.

scaleTime DateTime 0..1 Timestamp indicating the scale time of the NS, i.e. the
NS will be scaled at this timestamp. Cardinality "0"
indicates the NS scaling takes place immediately.

NOTE:  Either the parameter scaleNsData or the parameter scaleVnfData, but not both shall be provided.
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6.5.2.15 Type: TerminateNsRequest

This type represents a NS termination request. It shall comply with the provisions defined in Table 6.5.2.15-1.

Table 6.5.2.15-1: Definition of the TerminateNsRequest data type

Attribute name Data type Cardinality Description

terminationTime DateTime 0.1 Timestamp indicating the end time of the NS, i.e. the NS
will be terminated automatically at this timestamp.
Cardinality "0" indicates the NS termination takes place
immediately.

6.5.2.16 Type: CancelMode

This type represents a parameter to select the mode of cancelling an ongoing NS LCM operation occurrence. It shall
comply with the provisions defined in Table 6.5.2.16-1.

Table 6.5.2.16-1: Definition of the CancelMode data type

Attribute name Data type Cardinality Description

cancelMode CancelModeType 1 Cancellation mode to apply.

6.5.3 Referenced structured data types

6.5.3.1 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

6.5.3.2 Type: AffectedVnf

Thistype provides information about added, deleted and modified VNFs. It shall comply with the provisionsin
Table6.5.3.2-1.

Table 6.5.3.2-1: Definition of the AffectedVnf data type

Attribute name Data type Cardinality Description
vnflnstanceld Identifier 1 Identifier of the VNF instance.
vnfdld Identifier 1 Identifier of the VNFD of the VNF Instance.
vnfProfileld IdentifierlnNsd 1 Identifier of the VNF profile of the NSD.
vnfName String 1 Name of the VNF Instance.
changeType Enum (inline) 1 Signals the type of change

Permitted values:
- ADD
- REMOVE
- INSTANTIATE
- TERMINATE
- SCALE
- CHANGE_FLAVOUR
- HEAL
- OPERATE
- MODIFY_INFORMATION
- CHANGE_EXTERNAL_VNF_CONNE
CTIVITY
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Attribute name

Data type

Cardinality

Description

changeResult

Enum (inline)

1

Signals the result of change identified by the
"changeType" attribute.

Permitted values:
- COMPLETED
- ROLLED_BACK
- FAILED

changedinfo

Structure (inline)

0.1

Information about the changed VNF instance
information, including VNF configurable
properties, if applicable.

>changedVnfinfo

ModifyVnflnfoData

0.1

Information about the changed VNF instance
information, including configurable properties, if
applicable. See note.

>changedExtConnectivity

ExtVirtualLinkInfo

0..N

Information about changed external
connectivity, if applicable. See note.

NOTE:  When the "changedinfo" attribute is present, either the "changedVnflnfo" attribute or the
"changedExtConnectivity" attribute or both shall be present.
6.5.3.3 Type: AffectedPnf

This type provides information about added, deleted and modified PNFs. It shall comply with the provisionsin

Table6.5.3.3-1.

Table 6.5.3.3-1: Definition of the AffectedPnf data type

Attribute name Data type Cardinality Description
pnfld Identifier 1 Identifier of the affected PNF. This identifier is
allocated by the OSS/BSS.
pnfdid IdentifierlnNsd 1 Identifier of the PNFD on which the PNF is
based.
pnfProfileld IdentifierlnNsd 1 Identifier of the PNF profile of the NSD.
pnfName String 1 Name of the PNF.
cplnstanceld IdentifierinPnf 1..N Identifier of the CP in the scope of the PNF.
changeType Enum (inline) 1 Signals the type of change.
Permitted values:
- ADD
- REMOVE
- MODIFY
changeResult Enum (inline) 1 Signals the result of change identified by the

"changeType" attribute.

Permitted values:
- COMPLETED
- ROLLED_BACK
- FAILED

6.5.3.4

Type: AffectedVirtualLink

This type provides information about added, deleted and modified VLs. It shall comply with the provisionsin

Table6.5.3.4-1.

Table 6.5.3.4-1: Definition of the AffectedVirtualLink data type

Attribute name Data type Cardinality Description
nsVirtualLinkInstanceld IdentifierinNs 1 Identifier of the VL Instance.
nsVirtualLinkDescld IdentifierlnNsd 1 Identifier of the VLD in the NSD for this VL.
vlProfileld IdentifierlnNsd 1 Name of the VL profile.

ETSI



163 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Attribute name Data type Cardinality Description
changeType Enum (inline) 1 Signals the type of change.
Permitted values:
- ADD
- DELETE
- MODIFY

- ADD_LINK_PORT

- REMOVE_LINK PORT
changeResult Enum (inline) 1 Signals the result of change identified by the
"changeType" attribute.

Permitted values:
- COMPLETED
- ROLLED_BACK
- FAILED

6.5.3.5 Type: AffectedVnffg

This type provides information about added, deleted and modified VNFFG instances. It shall comply with the
provisionsin Table 6.5.3.5-1.

Table 6.5.3.5-1: Definition of the AffectedVnffg data type

Attribute name Data type Cardinality Description
vnffginstanceld IdentifierlnNs 1 Identifier of the VNFFG instance.
vnffgdid IdentifierlnNsd 1 Identifier of the VNFFGD of the VNFFG

instance.
changeType Enum (inline) 1 Signals the type of lifecycle change.

Permitted values:

- ADD

- REMOVE

- MODIFY
changeResult Enum (inline) 1 Signals the result of change identified by the
"changeType" attribute.

Permitted values:
- COMPLETED
- ROLLED_BACK
- FAILED

6.5.3.6 Type: AffectedNs

Thistype provides information about added, deleted and modified nested NSs. It shall comply with the provisionsin
Table 6.5.3.6-1.
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Table 6.5.3.6-1: Definition of the AffectedNs data type

Attribute name Data type Cardinality Description
nsinstanceld Identifier 1 Identifier of the nested NS instance.
nsdld Identifier 1 Identifier of the NSD of the nested NS instance.
changeType Enum (inline) 1 Signals the type of lifecycle change.

Permitted values:

- ADD

- REMOVE

- INSTANTIATE

- INSTANTIATE

- SCALE

- UPDATE

- HEAL

- TERMINATE
changeResult Enum (inline) 1 Signals the result of change identified by the
"changeType" attribute.

Permitted values:
- COMPLETED
- ROLLED_BACK
- FAILED
- PARTIALLY COMPLETED

6.5.3.7 Type: AffectedSap

This type provides information about added, deleted and modified SAP of aNS. It shall comply with the provisionsin
Table6.5.3.7-1.

Table 6.5.3.7-1: Definition of the AffectedSap data type

Attribute name Data type Cardinality Description
saplnstanceld IdentifierInNs 1 Identifier of the SAP instance.
sapdid IdentifierinNsd 1 Identifier of the SAPD for this SAP.
sapName String 1 Human readable name for the SAP.
changeType Enum (inline) 1 Signals the type of lifecycle change.

Permitted values:
- ADD
- REMOVE
- MODIFY
changeResult Enum (inline) 1 Signals the result of change identified by the
"changeType" attribute.
Permitted values:
- COMPLETED
- ROLLED_BACK
- FAILED
6.5.3.8 Type: LifecycleChangeNotificationsFilter

This type represents a subscription filter related to notifications about NS lifecycle changes. It shall comply with the
provisions defined in Table 6.5.3.8-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the valuesin the array matches (logical "or" between the values of one filter attribute).
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Table 6.5.3.8-1: Definition of the LifecycleChangeNotificationsFilter data type

Attribute name

Data type

Cardinality

Description

nsinstanceSubscriptionFilter

NslnstanceSubscription
Filter

0.1

Filter criteria to select NS instances about
which to notify.

notificationTypes

Enum (inlined)

0..N

Match particular notification types.

Permitted values:

- NsLcmOperationOccurenceNotification
- NsldentifierCreationNotification

- NsldentifierDeletionNotification

- NsChangeNotification

See note.

operationTypes

NsLcmOpType

Match particular NS lifecycle operation types
for the notification of type
NsLcmOperationOccurrenceNotification.

May be present if the "notificationTypes"
attribute contains the value
"NsLcmOperationOccurrenceNotification”,
and shall be absent otherwise.

operationStates

LcmOperationStateTyp
e

0..N

Match particular LCM operation state values
as reported in notifications of type
NsLcmOperationOccurrenceNotification.

May be present if the "notificationTypes"
attribute contains the value
"NsLcmOperationOccurrenceNotification”,
and shall be absent otherwise.

nsComponentTypes

NsComponentType

0..N

Match particular NS component types for the
notification of type NsChangeNotification.

May be present if the "notificationTypes"
attribute contains the value
"NsChangeNotification"”, and shall be absent
otherwise.

ponent

IcmOpNamelmpactingNsCom

LcmOpNameForChang
eNotificationType

0..N

Match particular LCM operation names for the
notification of type NsChangeNotification.

May be present if the "notificationTypes"
attribute contains the value
"NsChangeNotification"”, and shall be absent
otherwise.

Component

IcmOpOccStatusimpactingNs

LcmOpOccStatusForC
hangeNotificationType

0..N

Match particular LCM operation status values
as reported in notifications of type
NsChangeNotification.

May be present if the "notificationTypes"
attribute contains the value
"NsChangeNotification", and shall be absent
otherwise.

NOTE:

The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.

6.5.3.9

Type: LcenLinks

This type represents the links to resources that a notification can contain. It shall comply with the provisions defined in

Table 6.5.3.9-1.
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Table 6.5.3.9-1: Definition of the LccnLinks data type

Attribute name Data type Cardinality Description
nsinstance NotificationLink 1 Link to the resource representing the NS instance to
which the notified change applies.
subscription NotificationLink 1 Link to the subscription that triggered this notification.
nslcmOpOcc NotificationLink 0.1 Link to the lifecycle operation occurrence that this
notification is related to. Shall be present if there is a
related lifecycle operation occurrence.

6.5.3.10 Type: SapData

This type represents the information related to a SAP of aNS. It shall comply with the provisions defined in
Table6.5.3.10-1.

Table 6.5.3.10-1: Definition of the SapData data type

Attribute name Data type Cardinality Description
sapdld IdentifierinNsd 1 Reference to the SAPD for this SAP.
sapName String 1 Human readable name for the SAP.
description String 1 Human readable description for the SAP.
sapProtocolData CpProtocolData 0..N Parameters for configuring the network protocols on the
SAP.

6.5.3.11 Type: CpProtocolData

This type represents network protocol data. It shall comply with the provisions defined in Table 6.5.3.11-1.

Table 6.5.3.11-1: Definition of the CpProtocolData data type

Attribute name Data type Cardinality Description
layerProtocol Enum (inlined) 1 Identifier of layer(s) and protocol(s).

Permitted values: IP_OVER_ETHERNET

See note.

ipOverEthernet IpOverEthernetAddressData |0..1 Network address data for IP over Ethernet to

assign to the extCP instance. Shall be

present if layerProtocol is equal to

"IP_OVER_ETHERNET", and shall be

absent otherwise.

NOTE: This attribute allows to signal the addition of further types of layer and protocol in future versions of the
present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.

6.5.3.12 Type: IpOverEthernetAddressData

This type represents network address data for IP over Ethernet. It shall comply with the provisions defined in
Table6.5.3.12-1.
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Table 6.5.3.12-1: Definition of the IpOverEthernetAddressData data type

Attribute

name

Data type

Cardinality

Description

macAddress

MacAddress

0.1

MAC address. If this attribute is not present, it
shall be chosen by the NFV MANO.
See note 1.

ipAddresses

Structure (inlined) 0..N

List of IP addresses to assign to the extCP
instance. Each entry represents IP address
data for fixed or dynamic IP address
assignment per subnet.

If this attribute is not present, no IP address
shall be assigned. See note 1.

>type

Enum (inlined)

The type of the IP addresses.

Permitted values: IPV4, IPV6.

>fixedAddresses

IpAddress

Fixed addresses to assign (from the subnet
defined by "subnetld" if provided). See note 2.

>numDynamicAddresses

Integer

Number of dynamic addresses to assign (from
the subnet defined by "subnetld" if provided).
See note 2.

>addressRange

Structure (inlined) 0.1

An IP address range to be used, e.g. in case of
egress connections.

In case this attribute is present, IP addresses
from the range will be used. See note 2.

>>minAddress

IpAddress

Lowest IP address belonging to the range.

>>maxAddress

IpAddress

[

Highest IP address belonging to the range.

>subnetld

IdentifierlnVim

Subnet defined by the identifier of the subnet
resource in the VIM.

In case this attribute is present, IP addresses
from that subnet will be assigned; otherwise,
IP addresses not bound to a subnet will be
assigned.

NOTE 1: At least one of "'macAddress" or "ipAddresses"” shall be present.
NOTE 2: Exactly one of "fixedAddresses", "numDynamicAddresses" or "ipAddressRange" shall be present.

6.5.3.13

Type: Pnfinfo

This type represents the information about a PNF that is part of an NS instance. It shall comply with the provisions
defined in Table 6.5.3.13-1.

Table 6.5.3.13-1: Definition of the PnfInfo data type

Attribute name Data type Cardinality Description

pnfld Identifier 1 Identifier of the PNF. This identifier is allocated by the
OSS/BSS.

pnfName String 1 Name of the PNF.

pnfdld Identifier 1 Identifier of the PNFD on which the PNF is based.

pnfdinfold Identifier 1 Identifier of the PNFD information object related to this
PNF. This identifier is allocated by the NFVO.

pnfProfileld IdentifierlnNsd 1 Identifier of the related PnfProfile in the NSD on which
the PNF is based.

cplnfo PnfExtCplinfo 1..N Information on the external CP of the PNF.

6.5.3.14 Type: AddPnfData

This type specifies an PNF to be added to the NS instance and the PNF Profile to use for this PNF. It shall comply with
the provisions defined in Table 6.5.3.14-1.
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Definition of the AddPnfData data type

Attribute name Data type Cardinality Description

pnfld Identifier 1 Identifier of the PNF. This identifier is allocated by the
OSS/BSS.

pnfName String 1 Name of the PNF.

pnfdld Identifier 1 Identifier of the PNFD on which the PNF is based.

pnfProfileld IdentifierlnNsd 1 Identifier of related PnfProfile in the NSD on which the
PNF is based.

cpData PnfExtCpData 0..N Address assigned for the PNF external CP(s).

6.5.3.15 Type: ModifyPnfData

Thistype specifies an PNF to be modified in the NS instance. It shall comply with the provisions defined in

Table 6.5.3.15-1.

Table 6.5.3.15-1: Definition of the ModifyPnfData data type

Attribute name Data type Cardinality Description
pnfld Identifier 1 Identifier of the PNF. This identifier is allocated by the
OSS/BSS.
pnfName String 0..1 Name of the PNF. See note.
cpData PnfExtCpData 0..N Address assigned for the PNF external CP(s). See note.
NOTE: At least one attribute shall be present.
6.5.3.16 Type: PnfExtCpData

This type represents the configuration data on the external CP of the PNF. It shall comply with the provisions defined in

Table6.5.3.16-1.

Table 6.5.3.16-1: Definition of the PnfExtCpData data type

Attribute name Data type Cardinality Description
cplnstancell6 IdentifierlnPnf 0.1 Identifier of the CP. Shall be present for existing CP.
cpdld IdentifierlnNsd 0.1 Identifier of the Connection Point Descriptor (CPD) for
this CP. Shall be present for new CP.
cpProtocolData CpProtocolData 1.N Address assigned for this CP.

6.5.3.17

Type: PnfExtCplinfo

This type represents the information about the external CP of the PNF. It shall comply with the provisions defined in

Table 6.5.3.17-1.

Table 6.5.3.17-1: Definition of the PnfExtCplInfo data type

Attribute name Data type Cardinality Description
cplnstanceld IdentifierinPnf 1 Identifier of the CP in the scope of the PNF.
cpdid IdentifierinNsd 1 Identifier of (reference to) the Connection Point
Descriptor (CPD) for this CP.
cpProtocolData cpProtocolData 1..N Parameters for configuring the network protocols on the

CP.

6.5.3.18

Type: IpOverEthernetAddressinfo

This type represents information about a network address that has been assigned. It shall comply with the provisions
defined in Table 6.5.3.18-1.
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Table 6.5.3.18-1: Definition of the IpOverEthernetAddressinfo data type

Attribute name Data type Cardinality Description

macAddress MacAddress 0.1 Assigned MAC address.

ipAddresses Structure (inlined) 0..N Addresses assigned to the CP or SAP
instance. Each entry represents IP addresses
assigned by fixed or dynamic IP address
assignment per subnet.

>type Enum (inlined) 1 The type of the IP addresses.
Permitted values: IPV4, IPV6.

>addresses IpAddress 0..N Fixed addresses assigned (from the subnet
defined by "subnetld" if provided). See note.

>isDynamic Boolean 0.1 Indicates whether this set of addresses was
assigned dynamically (true) or based on
address information provided as input from the
API consumer (false). Shall be present if
"addresses" is present and shall be absent
otherwise.

>addressRange Structure (inlined) 0.1 An IP address range used, e.g. in case of
egress connections. See note.

>>minAddress IpAddress 1 Lowest IP address belonging to the range

>>maxAddress IpAddress 1 Highest IP address belonging to the range

>subnetld IdentifierlnVim 0.1 Subnet defined by the identifier of the subnet
resource in the VIM.
In case this attribute is present, IP addresses
are bound to that subnet.

NOTE: Exactly one of "addresses" or "addressRange" shall be present.

6.5.3.19

Type: VnfinstanceData

This type specifies an existing VNF instance to be used in the NS instance and if needed, the VNF Profile to use for this
VNF instance. It shall comply with the provisions defined in Table 6.5.3.19-1.

Table 6.5.3.19-1: Definition of the VnflInstanceData data type

Attribute name Data type Cardinality Description

vnflnstanceld Identifier 1 Identifier of the existing VNF instance to be used in the
NS.

vnfProfileld IdentifierinNsd 0.1 Identifier of (Reference to) a vnfProfile defined in the
NSD which the existing VNF instance shall be matched
with. If not present, the NFVO will select the VnfProfile
matching the information in the VNF instance.

6.5.3.19a  Type: NestedNsInstanceData

This type specifies an existing nested NS instance to be used in the NS instance and if needed, the NsProfile to use for
this nested NS instance. It shall comply with the provisions defined in Table 6.5.3.19a-1.

Table 6.5.3.19a-1: Definition of the NestedNsInstanceData data type

Attribute name Data type Cardinality Description
nestedNsInstanceld |ldentifier 1 Identifier of the existing nested NS instance to be used in
the NS.
nsProfileld IdentifierinNsd 0.1 Identifier of an NsProfile defined in the NSD which the

existing nested NS instance shall be matched with.
If not present, the NFVO will select the NsProfile
matching the information in the nested NS instance.
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This type represents the association of location constraints to a VNF instance to be created according to a specific VNF
profile. It shall comply with the provisions defined in Table 6.5.3.20-1.

Table 6.5.3.20-1: Definition of the VnfLocationConstraint data type

Attribute name Data type Cardinality Description
vnfProfileld IdentifierlnNsd 1 Identifier (reference to) of a VnfProfile in the NSD used to
manage the lifecycle of the VNF instance.
locationConstraints  |LocationConstraints 1 Defines the location constraints for the VNF instance to

be created based on the VNF profile.

See note.

NOTE: These constraints are typically determined by the OSS from service requirements (e.g. latency requirements,
regulatory requirements). The NFVO can map such location constraints to eligible NFVI-PoPs/ resource zones
where the VNF instance is to be created.

6.5.3.21 Type: LocationConstraints

This type represents location constraints for aVNF to be instantiated. The location constraints shall be presented asa
country code, optionally followed by a civic address based on the format defined by IETF RFC 4776 [13]. The
L ocationConstraints data type shall comply with the provisions defined in Table 6.5.3.21-1.

Table 6.5.3.21-1: Definition of the LocationConstraints data type

Attribute name Data type Cardinality Description

countryCode String 1 The two-letter ISO 3166 [29] country code in capital
letters.

civicAddressElement  [Structure (inlined) 0..N Zero or more elements comprising the civic address.

>caType Integer 1 Describe the content type of caValue. The value of
caType shall comply with Section 3.4 of IETF
RFC 4776 [13].

>caValue String 1 Content of civic address element corresponding to the
caType. The format caValue shall comply with
section 3.4 of IETF RFC 4776 [13].

6.5.3.21a  Type: ParamsForNestedNs

This type specifies additional parameters on a per-nested NS instance basis. It shall comply with the provisions defined

in Table 6.5.3.21a-1.

Table 6.5.3.21a-1: Definition of the ParamsForNestedNs data type

Attribute name Data type Cardinality Description
nsProfileld IdentifierinNsd 1 Identifier of a NsProfile to which the additional
parameters apply.
additionalParam KeyValuePairs 0..N Additional parameters that are to be applied on a per

nested NS instance.

6.5.3.22

Type: ParamsForVnf

This type defines the additional parameters for the VNF instance to be created associated with an NS instance. It shall
comply with the provisions defined in Table 6.5.3.22-1.
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Table 6.5.3.22-1: Definition of the ParamsForVnf data type

Attribute name Data type Cardinality Description
vnfProfileld IdentifierlnNsd 1 Identifier of (reference to) a vnfProfile to which the
additional parameters apply.
additionalParams KeyValuePairs 0.1 Additional parameters that are applied for the VNF

instance to be created.

6.5.3.23 Type: AffinityOrAntiAffinityRule

This type describes the additional affinity or anti-affinity rule applicable between the VNF instances to be instantiated
in the NS instantiation operation request or between the VNF instances to be instantiated in the NS instantiation
operation request and the existing VNF instances. It shall comply with the provisions defined in Table 6.5.3.23-1.

Table 6.5.3.23-1: Definition of the AffinityOrAntiAffinityRule data type

Attribute name

Data type

Cardinality

Description

vnfdid

Identifier

0..N

Reference to a VNFD.

When the VNFD which is not used to instantiate VNF, it
presents all VNF instances of this type as the subjects of
the affinity or anti-affinity rule. The VNF instance which
the VNFD presents is not necessary as a part of the NS
to be instantiated.

vnfProfileld

IdentifierinNsd

Reference to a vnfProfile defined in the NSD.

At least one VnfProfile which is used to instantiate VNF
for the NS to be instantiated as the subject of the affinity
or anti-affinity rule shall be present. When the VnfProfile
which is not used to instantiate VNF, it presents all VNF
instances of this type as the subjects of the affinity or
anti-affinity rule. The VNF instance which the VnfProfile
presents is not necessary as a part of the NS to be
instantiated.

vnflnstanceld

Identifier

0..N

Reference to the existing VNF instance as the subject of
the affinity or anti-affinity rule. The existing VNF instance
is not necessary as a part of the NS to be instantiated.

affinityOrAntiAffinity

Enum (inlined)

The type of the constraint.

Permitted values:
AFFINITY
ANTI_AFFINITY

scope

Enum (inlined)

Specifies the scope of the rule where the placement
constraint applies.

Permitted values:
NFVI_POP
ZONE
ZONE_GROUP
NFVI NODE

6.5.3.24 Type: InstantiateVnfData

This type represents the information related to a SAP of a NS. The InstantiateV nfData data type specifies the
parameters that are needed for VNF instantiation. This information element is used for the bottom-up NS creation when
the OSS/BSS explicitly requests VNF instantiation for a given NS. When the NFVO invokes the I nstantiate VNF
update operation, a set of these parameters are then passed by the NFV O to the VNFM. It shall comply with the
provisions defined in Table 6.5.3.24-1.
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Table 6.5.3.24-1: Definition of the InstantiateVnfData data type

Attribute name Data type Cardinality Description

vnfdld Identifier 1 Information sufficient to identify the VNFD which defines
the VNF to be instantiated.

vnfFlavourld IdentifierlnVnfd 1 Identifier of the VNF deployment flavour to be
instantiated.

vnflnstantiationLevel |ldentifierinVnfd 0.1 Identifier of the instantiation level of the deployment

Id flavour to be instantiated. If not present, the default
instantiation level as declared in the VNFD is
instantiated.

vnflnstanceName String 0.1 Human-readable name of the VNF instance to be
created.

vnflnstanceDescripti  |String 0.1 Human-readable description of the VNF instance to be

on created.

extVirtualLinks ExtVirtualLinkData 0..N Information about external VLs to connect the VNF to.

extManagedVirtualLi |ExtManagedVirtualLink [0..N Information about internal VLs that are managed by other

nks Data entities than the VNFM.

localizationLanguag |String 0.1 Localization language of the VNF to be instantiated.

e The value shall comply with the format defined in IETF
RFC 5646 [16].

additionalParams KeyValuePairs 0.1 Additional input parameters for the instantiation process,

specific to the VNF being instantiated.

6.5.3.25

Type: ChangeVnfFlavourData

The type represents the information that is requested to be changed deployment flavour for an existing VNF instance. It
shall comply with the provisions defined in Table 6.5.3.25-1.

Table 6.5.3.25-1: Definition of the ChangeVnfFlavourData data type

Attribute name Data type Cardinality Description

vnflnstanceld Identifier 1 Identifier of the VNF instance to be modified.

newFlavourld IdentifierinVnfd 1 Identifier of the VNF deployment flavour to be
instantiated.

instantiationLevelld [IdentifierinVnfd 0.1 Identifier of the instantiation level of the deployment
flavour to be instantiated. If not present, the default
instantiation level as declared in the VNFD is
instantiated.

extVirtualLinks ExtVirtualLinkData 0..N Information about external VLs to connect the VNF to.

extManagedVirtualLi |ExtManagedVirtualLink [0..N Information about internal VLs that are managed by

nks Data NFVO.

additionalParams KeyValuePairs 0.1 Additional input parameters for the flavour change

process, specific to the VNF being modified, as declared
in the VNFD as part of "ChangeVnfFlavourOpConfig".

6.5.3.26

Type: ExtVirtualLinkData

Thistype represents an external VL. It shall comply with the provisions defined in Table 6.5.3.26-1.
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Table 6.5.3.26-1: Definition of the ExtVirtualLinkData data type

Attribute name

Data type

Cardinality

Description

extVirtualLinkld

Identifier

0.1

The identifier of the external VL instance, if provided.

vimid

Identifier

0.1

Identifier of the VIM that manages this resource. This
attribute shall only be supported and present if VNF-
related resource management in direct mode is
applicable.

resourceProviderld

Identifier

0.1

Identifies the entity responsible for the management of
this resource.

This attribute shall only be supported and present if VNF-
related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld

IdentifierinVim

The identifier of the resource in the scope of the VIM or
the resource provider.

extCps

VnfExtCpData

1..N

External CPs of the VNF to be connected to this external
VL.

extLinkPorts

ExtLinkPortData

0..N

Externally provided link ports to be used to connect
external connection points to this external VL.

6.5.3.27

Type: ExtManagedVirtualLinkData

This type represents an externally-managed internal VL. It shall comply with the provisions defined in Table 6.5.3.27-1.

Table 6.5.3.27-1: Definition of the ExtManagedVirtualLinkData data type

Attribute name Data type Cardinality Description
extManagedVirtualLi (ldentifier 0.1 The identifier of the externally-managed internal VL
nkid instance, if provided.
vmiVirtualLinkDescld [IdentifierinVnfd 1 The identifier of the VLD in the VNFD for this VL.

vimld Identifier 0.1 Identifier of the VIM that manage this resource. This
attribute shall only be supported and present if VNF-
related resource management in direct mode is
applicable.

resourceProviderld Identifier 0.1 Identifies the entity responsible for the management of
this resource.

This attribute shall only be supported and present if VNF-
related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld IdentifierlnVim 1 The identifier of the resource in the scope of the VIM or
the resource provider.

6.5.3.28 Type: ExtLinkPortData

Thistype represents an externally provided link port to be used to connect a VNF external connection point to an
external VL. It shall comply with the provisions defined in Table 6.5.3.28-1.

Table 6.5.3.28-1: Definition of the ExtLinkPortData data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this link port as provided by the entity that
has created the link port.
resourceHandle ResourceHandle 1 Reference to the virtualised resource realizing this link

port.

6.5.3.29

Type: VnfExtCpData

This type represents configuration information for external CPs created from a CPD. It shall comply with the provisions
defined in Table 6.5.3.29-1.
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Table 6.5.3.29-1: Definition of the VnfExtCpData data type

Attribute name Data type Cardinality Description
cpdid Identifierin\VVnfd 1 The identifier of the CPD in the VNFD.
cpConfig VnfExtCpConfig 1..N List of instance data that need to be configured on
the CP instances created from the respective CPD.
6.5.3.30 Type: VnfExtCpConfig

This type represents an externally provided link port or network address information per instance of a VNF external
connection point. In case alink port is provided, the NFVO shall use that link port when connecting the VNF external
CPto the external VL. In case alink port is not provided, the NFVO or VNFM shall create alink port on the external
VL, and use that link port to connect the VNF external CP to the external VL.

Thistype shall comply with the provisions defined in Table 6.5.3.30- 1.

Table 6.5.3.30-1: Definition of the VnfExtCpConfig data type

Attribute name Data type Cardinality Description

cplnstanceld IdentifierlnVnf 0.1 Identifier of the external CP instance to which this set of
configuration parameters is requested to be applied.
Shall be present if this instance has already been
created.

linkPortld Identifier 0.1 Identifier of a pre-configured link port to which the
external CP will be associated. See note.

cpProtocolData CpProtocolData 0..N Parameters for configuring the network protocols on the
link port that connects the CP to a VL. See note.

NOTE: The following conditions apply to the attributes "linkPortld" and "cpProtocolData":
— The "linkPortld" and "cpProtocolData" attributes shall both be absent for the deletion of an existing external
CP instance addressed by cplnstanceld.
— At least one of these attributes shall be present for a to-be-created external CP instance or an existing
external CP instance.
6.5.3.31 Type: OperateVnfData

This type represents a VNF instance for which the operational state needs to be changed and the requested new state. It
shall comply with the provisions defined in Table 6.5.3.31-1.

Table 6.5.3.31-1: Definition of the OperateVnfData data type

Attribute name Data type Cardinality Description

vnflnstanceld Identifier 1 Identifier of the VNF instance.

changeStateTo OperationalStates 1 The desired operational state (i.e. started or stopped) to
change the VNF to.

stopType StopType 0..1 It signals whether forceful or graceful stop is requested.
See note.

gracefulStopTimeout [Integer 0.1 The time interval (in seconds) to wait for the VNF to be
taken out of service during graceful stop, before
stopping the VNF. See note.

NOTE:

attribute is absent.

The "stopType" and "gracefulStopTimeout" attributes shall be absent, when the "changeStateTo" attribute is
equal to "STARTED". The "gracefulStopTimeout" attribute shall be present, when the "changeStateTo"
attribute is equal to "STOPPED" and the "stopType" attribute is equal to "GRACEFUL". The
"gracefulStopTimeout" attribute shall be absent, when the "changeStateTo" attribute is equal to "STOPPED"
and the "stopType" attribute is equal to "FORCEFUL". The request shall be treated as if the "stopType"
attribute was set to "FORCEFUL", when the "changeStateTo" attribute is equal to "STOPPED" and the
"stopType"
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6.5.3.32 Type: ModifyVnfinfoData

This type represents the information that is requested to be modified for a VNF instance. The information to be
modified shall comply with the associated NSD.

EXAMPLE: The vnfPkgld attribute value for a particular VNF instance can only be updated with a val ue that
matches the identifier value of a VNF package whose vnfdid is present in the associated profile of
the NSD.

Thus type shall comply with the provisions defined in Table 6.5.3.32-1.

Table 6.5.3.32-1: Definition of the ModifyVnfinfoData data type

Attribute name Data type Cardinality Description

vnflnstanceld Identifier 1 Identifier of the VNF instance.

vnflnstanceName String 0.1 New value of the "vnfInstanceName" attribute in
"Vnflnstance", or "null" to remove the attribute.

vnflnstanceDescriptio |String 0.1 New value of the "vnflnstanceDescription" attribute in

n "Vnflnstance", or "null" to remove the attribute.

vnfPkgld Identifier 0.1 New value of the "vnfPkgld" attribute in "Vnflnstance".
The value "null" is not permitted.

vnfConfigurablePrope |KeyValuePairs 0.1 Modifications to entries in the

rties "vnfConfigurableProperties"” list, as defined below this
Table.

Metadata KeyValuePairs 0..1 Modifications to entries in the "metadata” list, as defined
below this Table.

Extensions KeyValuePairs 0..1 Modifications to entries in the "extensions" list, as
defined below this Table.

6.5.3.33 Type: ChangeExtVnfConnectivityData

This type describes the information invoked by the NFV O to change the external VNF connectivity information
maintained by the VNFM. The types of changes that this operation supports are:

1) Disconnect the external CPs that are connected to a particular external VL, and connect them to a different
external VL.

2)  Change the connectivity parameters of the existing external CPs, including changing addresses.

NOTE: Depending on the capabilities of the underlying VIM resources, certain changes (e.g. modifying the IP
address assignment) might not be supported without del eting the resource and creating another one with
the modified configuration.

Thistype shall comply with the provisions defined in Table 6.5.3.33-1.

Table 6.5.3.33-1: Definition of the ChangeExtVnfConnectivityData data type

Attribute name Data type Cardinality Description
vnflnstanceld Identifier 1 Identifier of the VNF instance.
extVirtualLink ExtVirtualLinkData 1..N Information about external VLs to change (e.g. connect
the VNF to).
additionalParams KeyValuePairs 0.1 Additional parameters passed by the OSS as input to the
external connectivity change process, specific to the VNF
instance being changed.
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6.5.3.34 Type: AssocNewNsdVersionData

This type specifiesanew NSD version that is associated to the NS instance. After issuing the Update NS operation with
updateType = "AssocNewNsdVersion”, the NFVO shall use the referred NSD as a basis for the given NS instance.
Different versions of the same NSD have same nsdinvariantld, but different nsdid attributes, therefore if the
nsdinvariantld of the NSD version that isto be associated to this NS instance is different from the one used before, the
NFVO shall reject the request. Only new versions of the same NSD can be associated to an existing NS instance. This
data type shall comply with the provisions defined in Table 6.5.3.34-1.

Table 6.5.3.34-1: Definition of the AssocNewNsdVersionData data type

Attribute name Data type Cardinality Description
newNsdId Identifier 1 Identifier of the new NSD version that is to be associated
to the NS instance.
sync Boolean 0.1 Specify whether the NS instance shall be automatically

synchronized to the new NSD by the NFVO (in case of
true value) or the NFVO shall not do any action (in case
of a false value) and wait for further guidance from
OSS/BSS (i.e. waiting for OSS/BSS to issue NS lifecycle
management operation to explicitly add/remove VNFs
and modify information of VNF instances according to the
new NSD).

The synchronization to the new NSD means e.g.
instantiating/adding those VNFs whose VNFD is
referenced by the new NSD version but not referenced
by the old one, terminating/removing those VNFs whose
VNFD is referenced by the old NSD version but not
referenced by the new NSD version, modifying
information of VNF instances to the new applicable
VNFD provided in the new NSD version.

A cardinality of 0 indicates that synchronization shall not
be done.

6.5.3.35 Type: MoveVnflnstanceData

This type specifies existing VNF instances to be moved from one NS instance (source) to another NS instance
(destination). The NS instance defined in the Update NS operation indicates the source NS instance and the destination
NS instance is specified in this data type (referred to targetNslnstanceld). It shall comply with the provisions defined in
Table 6.5.3.35-1.

Table 6.5.3.35-1: Definition of the MoveVnflnstanceData data type

Attribute name Data type Cardinality Description
targetNsInstanceld Identifier 1 Specify the target NS instance where the VNF instances
are moved to.
vnflnstanceld Identifier 1..N Specify the VNF instance that is moved.

6.5.3.36 Type: AddVnffgData

This type specifies the parameters used for the creation of a new VNFFG instance. It shall comply with the provisions
defined in Table 6.5.3.36-1.

Table 6.5.3.36-1: Definition of the AddVnffgData data type

Attribute name Data type Cardinality Description
vnffgdld IdentifierlnNsd 1 Identifier of the VNFFGD used to create this VNFFG
instance.
vnfigName String 1 Human readable name for the VNFFG.
description String 1 Human readable description for the VNFFG.
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This type specifies the parameters used for the update of an existing VNFFG instance. It shall comply with the
provisions defined in Table 6.5.3.37-1.

Table 6.5.3.37-1: Definition of the UpdateVnffgData data type

Attribute name Data type Cardinality Description

vnffginfold IdentifierlnNs 1 Identifier of an existing VNFFG to be updated for the NS
Instance.

nfp NfpData 0..N Indicate the desired new NFP(s) for a given VNFFG after
the operations of addition/removal of NS components
(e.g. VNFs, VLs, etc.) have been completed, or indicate
the updated or newly created NFP classification and
selection rule which applied to an existing NFP.

nfpinfold IdentifierlnNs 0..N Identifier(s) of the NFP to be deleted from a given
VNFFG.

6.5.3.38 Type: NfpData

This type containsinformation used to create or modify NFP instance parameters for the update of an existing VNFFG
instance. It shall comply with the provisions defined in Table 6.5.3.38-1.

Table 6.5.3.38-1: Definition of the NfpData data type

Attribute name Data type Cardinality Description

nfpinfold IdentifierlnNs 0.1 Identifier of the NFP to be modified. It shall be present for
modified NFPs and shall be absent for the new NFP. See
note 1.

nfpName String 0.1 Human readable name for the NFP. It shall be present for
the new NFP, and it may be present otherwise.
See note 2.

description String 0.1 Human readable description for the NFP. It shall be
present for the new NFP, and it may be present
otherwise. See note 2.

cpGroup CpGrouplnfo 0..N Group(s) of CPs and/or SAPs which the NFP passes by.
Cardinality can be 0 if only updated or newly created
NFP classification and selection rule which applied to an
existing NFP is provided. See notes 3 and 4.

nfpRule NfpRule 0..1 NFP classification and selection rule. See note 1.

NOTE 1: It shall be present for modified NFPs and shall be absent for the new NFP.

NOTE 2: It shall be present for the new NFP, and it may be present otherwise.

NOTE 3: At least a CP or an nfpRule shall be present.

NOTE 4: When multiple identifiers are included, the position of the identifier in the cpGroup value specifies the position

of the group in the path.
6.5.3.39 Type: ChangeNsFlavourData

This type specifies an existing NS instance for which the DF needs to be changed. This specifies the new DF, the
instantiationLevel of the new DF that may be used and the additional parameters as input for the flavour change. It shall
comply with the provisions defined in Table 6.5.3.39-1.

Table 6.5.3.39-1: Definition of the ChangeNsFlavourData data type

Attribute name Data type Cardinality Description
newNsFlavourld IdentifierlnNsd 1 Identifier of the new NS DF to apply to this NS instance.
instantiationLevelld  |lIdentifierlnNsd 0.1 Identifier of the instantiation level of the deployment

flavour to be instantiated. If not present, the default

instantiation level as declared in the NSD is instantiated.
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The NfpRule data type is an expression of the conditions that shall be met in order for the NFP to be applicable to the
packet. The condition acts as aflow classifier and it ismet only if al the values expressed in the condition are matched
by those in the packet. It shall comply with the provisions defined in Table 6.5.3.40-1.

Table 6.5.3.40-1: Definition of the NfpRule data type

Attribute name Data type Cardinality Description
etherDestinationAddress MacAddress 0.1 Indicates a destination Mac address
See note.
etherSourceAddress MacAddress 0.1 Indicates a source Mac address
See note.
etherType Enum (inlined) 0..1 Indicates the protocol carried over the Ethernet layer.
Permitted values:
IPV4
IPV6
See note.
vlanTag String 0..N Indicates a VLAN identifier in an IEEE 802.1Q-2014
tag [6]
Multiple tags can be included for QinQ stacking.
See note.
protocol Enum (inlined) 0.1 Indicates the L4 protocol, For IPv4 [7] this
corresponds to the field called "Protocol" to identify
the next level protocol. For IPv6 [28] this corresponds
to the field is called the "Next Header" field.
Permitted values: Any keyword defined in the IANA
protocol registry [1], e.g.:
- TCP
- UDP
- ICMP
See note.
dscp String 0.1 For IPv4 [7] a string of "0" and "1" digits that
corresponds to the 6-bit Differentiated Services Code
Point (DSCP) field of the IP header.
For IPv6 [28] a string of "0" and "1" digits that
corresponds to the 6 differentiated services bits of the
traffic class header field.
See note.
sourcePortRange PortRange 0.1 Indicates a range of source ports.
See note.
destinationPortRange PortRange 0.1 Indicates a range of destination ports.
See note.
sourcelpAddressPrefix IpAddressPrefix 0.1 Indicates the source IP address range in CIDR
format.
See note.
destinationlpAddressPrefix  |IpAddressPrefix 0.1 Indicates the destination IP address range in CIDR
format.
See note.
extendedCriteria Mask 0..N Indicates values of specific bits in a frame.
See note.
NOTE: At least one attribute shall be present. If multiple attributes are present, a logical "AND" operation shall be

applied to those attributes when matching packets against the rule.

6.5.3.41

Type: Mask

The Mask data type identifies the value to be matched for a sequence of bits at a particular location in a frame. It shall
comply with the provisions defined in Table 6.5.3.41-1.
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Table 6.5.3.41-1: Definition of the Mask data type

Attribute name Data type Cardinality Description

startingPoint Integer 1 Indicates the offset between the last bit of the source
mac address and the first bit of the sequence of bits
to be matched.

[

length Integer Indicates the number of bits to be matched.

value String 1 Provide the sequence of bit values to be matched.

6.5.3.42 Type: PortRange

The PortRange data type provides the lower and upper bounds of arange of Internet ports. It shall comply with the
provisions defined in Table 6.5.3.42-1.

Table 6.5.3.42-1: Definition of the PortRange data type

Attribute name Data type Cardinality Description
lowerPort Integer 1 Identifies the lower bound of the port range.
upperPort Integer 1 Identifies the upper bound of the port range

6.5.3.43 Type: HealNsData
This type represents the information used to heal aNS. It shall comply with the provisions defined in Table 6.5.3.43-1.

Table 6.5.3.43-1: Definition of the HealNsData data type

Attribute name Data type Cardinality Description
degreeHealing Enum (inlined) 1 Indicates the degree of healing. Possible values
include:
- HEAL_RESTORE: Complete the healing of the
NS restoring the state of the NS before the
failure occurred
- HEAL_QOS: Complete the healing of the NS
based on the newest QoS values
- HEAL_RESET: Complete the healing of the
NS resetting to the original instantiation state
of the NS
- PARTIAL_HEALING
actionsHealing String 0..N Used to specify dedicated healing actions in a particular
order (e.g. as a script). The actionsHealing attribute can
be used to provide a specific script whose content and
actions might only be possible to be derived during
runtime. See note.
healScript IdentifierlnNsd 0.1 Reference to a script from the NSD that shall be used to
execute dedicated healing actions in a particular order.
The healScript, since it refers to a script in the NSD, can
be used to execute healing actions which are defined
during NS design time. See note.
additionalParamsfor |KeyValuePairs 0.1 Allows the OSS/BSS to provide additional parameter(s)
Ns to the healing process at the NS level.
NOTE:  Either the actionsHealing or healScript attribute shall be present, not both attributes.

6.5.3.44 Type: HealVnfData

This type represents the information to heal a VNF that is part of an NS. The NFV O shall then invoke the Heal VNF
operation towards the appropriate VNFM. It shall comply with the provisions defined in Table 6.5.3.44-1.
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Table 6.5.3.44-1: Definition of the HealVnfData data type

Attribute name Data type Cardinality Description
vnflnstanceld Identifier 1 Identifies the VNF instance, part of the NS, requiring a
healing action.
cause String 0.1 Indicates the reason why a healing procedure is required.
additionalParams KeyValuePairs 0.1 Additional parameters passed by the NFVO as input to

the healing process, specific to the VNF being healed.
EXAMPLE:

Input parameters to VNF-specific
healing procedures.

6.5.3.45

Type: ScaleNsData

This type represents the information to scale aNS. It shall comply with the provisions defined in Table 6.5.3.45-1.

Table 6.5.3.45-1: Definition of the ScaleNsData data type

Attribute name

Data type

Cardinality

Description

vnflnstanceToBeAdded

VnflnstanceData

0..N

An existing VNF instance to be added to the NS
instance as part of the scaling operation. If
needed, the VNF Profile to be used for this VNF
instance may also be provided.

See notes 1, 2 and 3.

vnflnstanceToBeRemoved

Identifier

The VNF instance to be removed from the NS
instance as part of the scaling operation.
See notes 1 and 4.

scaleNsByStepsData

ScaleNsByStepsData

The information used to scale an NS instance by
one or more scaling steps. See note 1.

scaleNsTolLevelData

ScaleNsToLevelData

The information used to scale an NS instance to a
target size. See note 1.

additionalParamsForNs

KeyValuePairs

Allows the OSS/BSS to provide additional
parameter(s) at the NS level necessary for the NS
scaling (as opposed to the VNF level, which is
covered in additionalParamForVnf).

additionalParamsForVnf

ParamsForVnf

Allows the OSS/BSS to provide additional
parameter(s) per VNF instance (as opposed to the
NS level, which is covered in
additionalParamforNs). This is for VNFs that are to
be created by the NFVO as part of the NS scaling
and not for existing VNF that are covered by the
scaleVnfData.

locationConstraints

VnfLocationConstraint

The location constraints for the VNF to be
instantiated as part of the NS scaling.

An example can be a constraint for the VNF to be
in a specific geographic location.

NOTE 1: No more than two attributes between vnflnstanceToBeAdded, vnflnstanceToBeRemoved,
scaleNsByStepsData and scaleNsToLevelData shall be present. In case of two, the attributes shall be
vnflnstanceToBeAdded and vnfinstanceToBeRemoved.

NOTE 2: The DF of the VNF instance shall match the VNF DF present in the associated VNF Profile of the new NS
flavour.

NOTE 3: This functionality is the same as the one provided by the Update NS operation when the AddVnf update type is
selected (see clause 7.3.5).

NOTE 4: This functionality is the same as the one provided by the Update NS operation when the RemoveVnf update
type is selected (see clause 7.3.5).

6.5.3.46 Type: ScaleNsByStepsData

This type represents the information used to scale an NS instance by one or more scaling steps, with respect to a
particular NS scaling aspect. Performing a scaling step means increasing/decreasing the capacity of an NSinstancein a
discrete manner, i.e. moving from one NS scale level to another. The NS scaling aspects and their corresponding NS
scale levels applicable to the NS instance are declared in the NSD. It shall comply with the provisions defined in

Table 6.5.3.46-1.
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Table 6.5.3.46-1: Definition of the ScaleNsByStepsData data type

Attribute name Data type Cardinality Description
scalingDirection Enum (inlined) 1 The scaling direction. Possible values are:
- SCALE_IN
- SCALE_OUT.
aspectld IdentifierlnNsd 1 The aspect of the NS that is requested to be scaled, as
declared in the NSD.
numberOfSteps Integer 0.1 The number of scaling steps to be performed. Defaults to
1.

6.5.3.47 Type: ScaleNsToLevelData

This type represents the information used to scale an NS instance to atarget size. The target size is either expressed as
an NSinstantiation level or asalist of NS scale levels, one per NS scaling aspect, of the current DF. The NS
instantiation levels, the NS scaling aspects and their corresponding NS scale levels applicable to the NS instance are
declared in the NSD. It shall comply with the provisions defined in Table 6.5.3.47-1.

Table 6.5.3.47-1: Definition of the ScaleNsToLevelData data type

Attribute name Data type Cardinality Description
nsinstantiationLevel |ldentifierinNsd 0.1 Identifier of the target NS instantiation level of the current
DF to which the NS instance is requested to be scaled.
See note.
nsScalelnfo NsScalelnfo 0..N For each NS scaling aspect of the current DF, defines the

target NS scale level to which the NS instance is to be
scaled. See note.

NOTE:  Either nsinstantiationLevel or nsScalelnfo, but not both, shall be present.

6.5.3.48 Type: NsScalelnfo

Thistype represents the target NS Scale level for each NS scaling aspect of the current deployment flavour. It shall
comply with the provisions defined in Table 6.5.3.48-1.

Table 6.5.3.48-1: Definition of the NsScalelnfo data type

Attribute name

Data type

Cardinality

Description

nsScalingAspectld

IdentifierinNsd

1

Identifier of the NS scaling aspect.

nsScalelLevelld

IdentifierlnNsd

1

Identifier of the NS scale level.

6.5.3.49 Type: ScaleVnfData

This type represents defines the information to scale a VNF instance to agiven level, or to scale a VNF instance by
steps. It shall comply with the provisions defined in Table 6.5.3.49-1.
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Table 6.5.3.49-1: Definition of the ScaleVnfData data type

Attribute name Data type Cardinality Description
vnflnstanceid Identifier 1 Identifier of the VNF instance being scaled.
scaleVnfType Enum (inlined) 1 Type of the scale VNF operation requested. Allowed
values are:
- SCALE_ouT
- SCALE_IN
- SCALE_TO_INSTANTIATION_LEVEL
- SCALE_TO_SCALE_LEVEL(S)
The set of types actually supported depends on the
capabilities of the VNF being managed. See note 1.
scaleToLevelData ScaleToLevelData 0.1 The information used for scaling to a given level. See
note 2.
scaleByStepData ScaleByStepData 0.1 The information used for scaling by steps. See note 2.
NOTE 1: ETSI GS NFV-IFA 010 [2] specifies that the lifecycle management operations that expand or contract a VNF

instance include scale in, scale out, scale up and scale down. Vertical scaling (scale up, scale down) is not

supported in the present document.

NOTE 2: Either scaletoLevelData or scaleByStepData but not both shall be present. The scaleByStepData is used for
scale out/in type of scaling, and the scaleToLevelData is used for scale to instantiation/scale level type of
scaling.

6.5.3.50 Type: ScaleToLevelData

This type describes the information used to scale a VNF instance to atarget size. The target size is either expressed as
an instantiation level of that DF as defined in the VNFD, or given asalist of scale levels, one per scaling aspect of that
DF. Instantiation levels and scaling aspects are declared in the VNFD. The NFVO shall then invoke the
ScaleVnfToLevel operation towards the appropriate VNFM. It shall comply with the provisions defined in

Table 6.5.3.50-1.
Table 6.5.3.50-1: Definition of the ScaleToLevelData data type
Attribute name Data type Cardinality Description

vnflnstantiationLevel |ldentifierinVnfd 0.1 Identifier of the target instantiation level of the current

Id deployment flavour to which the VNF is requested to be
scaled. See note.

vnfScalelnfo VnfScalelnfo 0..N For each scaling aspect of the current deployment
flavour, indicates the target scale level to which the VNF
is to be scaled. See note.

additionalParams KeyValuePairs 0.1 Additional parameters passed by the NFVO as input to

the scaling process, specific to the VNF being scaled.

NOTE:

Either the instantiationLevelld attribute or the scalelnfo attribute shall be included.

6.5.3.51

Type: VnfScalelnfo

This type describes the provides information about the scale level of a VNF instance with respect to one scaling aspect.
It shall comply with the provisions defined in Table 6.5.3.51-1.

Table 6.5.3.51-1: Definition of the VnfScalelnfo data type

Attribute name Data type Cardinality Description
aspectlid IdentifierinVnfd 1 The scaling aspect.
scaleLevel Integer 1 The scale level for that aspect. Minimum value O,
maximum value maxScalelLevel as declared in the
VNFD.
6.5.3.52 Type: ScaleByStepData

This type describes the information to scale a VNF instance by steps. The NFVO shall then invoke the Scale VNF
operation towards the appropriate VNFM. It shall comply with the provisions defined in Table 6.5.3.52-1.
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Table 6.5.3.52-1: Definition of the ScaleByStepData data type

Attribute name

Data type

Cardinality

Description

aspectld

IdentifierinVnfd

1

Identifier of (reference to) the aspect of the VNF that is
requested to be scaled, as declared in the VNFD.

numberOfSteps

Integer

0.1

Number of scaling steps. It shall be a positive number.
Defaults to 1.

The VNF provider defines in the VNFD whether or not a
particular VNF supports performing more than one step
at a time. Such a property in the VNFD applies for all
instances of a particular VNF. See note.

additionalParams

KeyValuePairs

0.1

Additional parameters passed by the NFVO as input to
the scaling process, specific to the VNF instance being
scaled.

NOTE:

A scaling step is the smallest unit by which a VNF instance can be scaled w.r.t a particular scaling aspect.

6.5.3.53

Type: NsVirtualLinkinfo

This type specifies the information about an NS VL instance. It shall comply with the provisions defined in

Table 6.5.3.53-1.
Table 6.5.3.53-1: Definition of the NsVirtualLinkInfo data type
Attribute name Data type Cardinality Description

id IdentifierinNs 1 Identifier of the VL instance.

nsVirtualLinkDescld IdentifierinNsd 1 Identifier of the VLD in the NSD.

nsVirtualLinkProfileld  |ldentifierinNsd 1 Identifier of the VL profile in the NSD.

resourceHandle ResourceHandle 1..N Identifier(s) of the virtualised network resource(s)
realizing the VL instance. See note.

linkPort NsLinkPortInfo 0..N Link ports of the VL instance.
Cardinality of zero indicates that no port has yet been
created for the VL instance.

NOTE: As an NS can include NFs deployed in NFVI PoPs under the control of several different VIMs, deploying an NS

VL can involve several VIMs each allocating different virtualised network resources. When this NsVirtualLink is
provided as an ExtVirtualLink as input of a VNF LCM operation, the id of the ExtVirtualLink shall be the same
as the corresponding NsVirtualLink. The connectivity between virtualised network resources allocated in
different VIMs and part of the same VL is not addressed in the present document.

6.5.3.54

6.5.3.55

Void

Type: NsLinkPortinfo

This type represents information about alink port of aVL instance. It shall comply with the provisions defined in

Table 6.5.3.55-1.

Table 6.5.3.55-1: Definition of the NsLinkPortinfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this link port as provided by the entity that
has created the link port.

resourceHandle ResourceHandle 1 Identifier of the virtualised network resource realizing this
link port.

nsCpHandle NsCpHandle 0.1 Identifier of the CP/SAP instance to be connected to this
link port. The value refers to a vnfExtCplnfo item in the
Vnflnstance, or a pnfExtCplnfo item in the Pnfinfo, or a
saplnfo item in the NS instance.
There shall be at most one link port associated with any
connection point instance.

NOTE:  When the NsVirtualLink, from which the present NsLinkPort is part of, is provided as an ExtVirtualLink as input

of a VNF LCM operation, the id of the ExtLinkPort shall be the same as the corresponding NsLinkPort.
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This type represents an identifier of the CP or SAP instance. It shall comply with the provisions defined in

Table 6.5.3.56-1.

Table 6.5.3.56-1:

Definition of the NsCpHandle data type

Attribute name

Data type

Cardinality

Description

vnflnstanceld

Identifier

0.1

Identifier of the VNF instance associated to the CP
instance.

This attribute shall be present if the CP instance is VNF
external CP. See notes 1 and 4.

vnfExtCplnstanceld

IdentifierlnVnf

Identifier of the VNF external CP instance in the scope of
the VNF instance.

This attribute shall be present if the CP instance is VNF
external CP. See notes 1 and 4.

pnfinfold

Identifier

0.1

Identifier of the PNF instance associated to the CP
instance.

This attribute shall be present if the CP instance is PNF
external CP. See notes 2 and 4.

pnfExtCplnstanceld

IdentifierlInPnf

Identifier of the PNF external CP instance in the scope of
the PNF.

This attribute shall be present if the CP instance is PNF
external CP. See notes 2 and 4.

nsinstanceld

Identifier

0.1

Identifier of the NS instance associated to the SAP
instance.

This attribute shall be present if the CP instance is NS
SAP. See notes 3 and 4.

nsSaplnstanceld

IdentifierinNs

0.1

Identifier of the SAP instance in the scope of the NS
instance.

This attribute shall be present if the CP instance is NS
SAP. See notes 3 and 4.

NOTE 1:
NOTE 2:
NOTE 3:
NOTE 4:

For the VNF external CP instance, both vnfinstanceld and vnfExtCplnstanceld shall be present as a pair.
For the PNF external CP instance, both pnfinfold and PnfExtCplnstanceld shall be present as a pair.

For the SAP instance, both nsinstanceld and nsSaplinstanceld shall be present as a pair.

One pair of identifiers (VNF external CP, PNF external CP or SAP) shall be present.

6.5.3.57

Type: Vnfinstance

Thistype represents a VNF instance. It shall comply with the provisions defined in Table 6.5.3.57-1.

NOTE:

Clause B.3.2 of ETSI GS NFV-SOL 003 [4] provides examplesillustrating the relationship among the

different run-time information elements (CP, VL and link ports) used to represent the connectivity of a

VNF.

Table 6.5.3.57-1: Definition of the Vnflnstance data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of the VNF instance.

vnflnstanceName String 0.1 Name of the VNF instance.
This attribute can be modified with the PATCH
method.

vnflnstanceDescription String 0.1 Human-readable description of the VNF instance.
This attribute can be modified with the PATCH
method.

vnfdld Identifier 1 Identifier of the VNFD on which the VNF instance is
based.

vnfProvider String 1 Provider of the VNF and the VNFD. The value is
copied from the VNFD.

vnfProductName String 1 Name to identify the VNF Product. The value is
copied from the VNFD.

vnfSoftwareVersion Version 1 Software version of the VNF. The value is copied
from the VNFD.

vnfdVersion Version 1 Identifies the version of the VNFD. The value is
copied from the VNFD.
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Attribute name

Data type

Cardinality

Description

vnfPkgld

Identifier

1

Identifier of information held by the NFVO about the
specific VNF package on which the VNF is based.
This identifier was allocated by the NFVO.

This attribute can be modified with the PATCH
method. See note 1.

vnfConfigurableProperties

KeyValuePairs

0..

1

Current values of the configurable properties of the
VNF instance.

Configurable properties referred in this attribute are
declared in the VNFD (see notes 2 and 3).

These configurable properties include the following
standard attributes, which are declared in the
VNFD if auto-scaling and/or auto-healing are
supported by the VNF:

- isAutoscaleEnabled: If present, the VNF
supports auto-scaling. If set to true, auto-
scaling is currently enabled. If set to false,
auto-scaling is currently disabled.

- isAutohealEnabled: If present, the VNF
supports auto-healing. If set to true, auto-
healing is currently enabled. If set to false,
auto-healing is currently disabled.

This attribute can be modified with the PATCH
method.

vimld

Identifier

Identifier of a VIM that manages resources for the
VNF instance.

instantiationState

Enum (inlined)

The instantiation state of the VNF.

Permitted values:

NOT_INSTANTIATED: The VNF instance is
terminated or not instantiated.

INSTANTIATED: The VNF instance is instantiated.

instantiatedVnflnfo

Structure (inlined)

Information specific to an instantiated VNF
instance.

This attribute shall be present if the instantiateState
attribute value is INSTANTIATED.

>flavourld

IdentifierlnVnfd

Identifier of the VNF deployment flavour applied to
this VNF instance.

>vnfState

VnfOperationalState Ty
pe

State of the VNF instance.

>scaleStatus

VnfScalelnfo

Scale status of the VNF, one entry per aspect.
Represents for every scaling aspect how "big" the
VNF has been scaled w.r.t. that aspect.

This attribute shall be present if the VNF supports
scaling.

See clause B.2 of ETSI GS NFV-SOL 003 [4] for an
explanation of VNF scaling.

>extCplnfo

VnfExtCplnfo

Information about the external CPs exposed by the
VNF instance.

>extVirtualLinkInfo

ExtVirtualLinkInfo

Information about the external VLs the VNF
instance is connected to.

>extManagedVirtualLinkinfo

ExtManagedVirtualLin
kinfo

Information about the externally-managed internal
VLs of the VNF instance.

>monitoringParameters

VnfMonitoringParamet
er

Performance metrics tracked by the VNFM (e.g. for
auto-scaling purposes) as identified by the VNF
provider in the VNFD.
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Attribute name Data type

Cardinality

Description

>localizationLanguage String

0.1

Information about localization language of the VNF
(includes e.g. strings in the VNFD).

The localization languages supported by a VNF can
be declared in the VNFD, and localization language
selection can take place at instantiation time.

The value shall comply with the format defined in
IETF RFC 5646 [16].

>vnfcResourcelnfo VnfcResourcelnfo

0..N

Information about the virtualised compute and
storage resources used by the VNFCs of the VNF
instance.

VnfVirtualLinkResourc
elnfo

>vnfVirtualLinkResourcelnfo

0..N

Information about the virtualised network resources
used by the VLs of the VNF instance.

>virtualStorageResourcelnf |VirtualStorageResourc
0 elnfo

0..N

Information about the virtualised storage resources
used as storage for the VNF instance.

metadata KeyValuePairs

0.1

Additional VNF-specific metadata describing the
VNF instance. Metadata that are writeable are
declared in the VNFD (see note 2).

This attribute can be modified with the PATCH
method.

extensions KeyValuePairs

0.1

VNF-specific attributes that affect the lifecycle
management of this VNF instance by the VNFM, or
the lifecycle management scripts. Extensions that
are writeable are declared in the VNFD (see

note 2).

This attribute can be modified with the PATCH
method.

NOTE 1: Modifying the value of this attribute shall not be performed when no conflicts exist between the previous and the
newly referred VNF package, i.e. when the new VNFD is not changed with respect to the previous VNFD apart
from referencing to other VNF software images. In order to avoid misalignment of the Vnfinstance with the
current VNF's on-boarded VNF Package, the values of attributes in the Vnflnstance that have corresponding
attributes in the VNFD shall be kept in sync with the values in the VNFD.

NOTE 2:
NOTE 3:

ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.
VNF configurable properties are sometimes also referred to as configuration parameters applicable to a VNF.

Some of these are set prior to instantiation and cannot be modified if the VNF is instantiated, some are set prior
to instantiation (are part of initial configuration) and can be modified later, and others can be set only after
instantiation. The applicability of certain configuration may depend on the VNF and the required operation of the

VNF at a certain point in time.

6.5.3.58 Type: CpProtocolinfo

This type describes the protocol layer(s) that a CP or SAP uses together with protocol-related information, like
addresses. It shall comply with the provisions defined in Table 6.5.3.58-1.

Table 6.5.3.58-1: Definition of the CpProtocolinfo data type

Attribute name Data type Cardinality Description
layerProtocol Enum (inlined) 1 The identifier of layer(s) and protocol(s)
associated to the network address information.
Permitted values: IP_OVER_ETHERNET
See note.
ipOverEthernet IpOverEthernetAddressl (0..1 IP addresses over Ethernet to assign to the CP
nfo or SAP instance. Shall be present if
layerProtocol is equal to "
IP_OVER_ETHERNET", and shall be absent
otherwise.
NOTE: This attribute allows to signal the addition of further types of layer and protocol in future versions of the
present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.
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This type provides information about an externally-managed virtual link for VNFs. It shall comply with the provisions
defined in Table 6.5.3.59-1.

Table 6.5.3.59-1: Definition of the ExtManagedVirtualLinkInfo data type

Attribute name Data type Cardinality Description

Id Identifier 1 Identifier of the externally-managed internal VL and
the related externally-managed VL information
instance.

vnfVirtualLinkDescld IdentifierinVnfd 1 Identifier of the VNF Virtual Link Descriptor (VLD) in
the VNFD.

networkResource ResourceHandle 1 Reference to the VirtualNetwork resource.

vnfLinkPorts VnfLinkPortInfo 0..N Link ports of this VL.

6.5.3.60

Type: VnfcResourcelnfo

This type represents the information on virtualised compute and storage resources used by a VNFC in aVNF instance.
It shall comply with the provisions defined in Table 6.5.3.60-1.

Table 6.5.3.60-1: Definition of the VnfcResourcelnfo data type

Attribute name Data type Cardinality Description

Id Identifierln\VVnf 1 Identifier of this VnfcResourcelnfo instance.

vduld IdentifierinVVnfd 1 Reference to the applicable VDU in the VNFD. See note.

computeResource ResourceHandle 1 Reference to the VirtualCompute resource.

storageResourcelds IdentifierlnVnf 0..N References to the VirtualStorage resources.
The value refers to a VirtualStorageResourcelnfo item in
the Vnflnstance.

reservationld Identifier 0.1 The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.

vnfcCplinfo Structure (inlined) 0..N CPs of the VNFC instance.
Shall be present when that particular CP of the VNFC
instance is associated to an external CP of the VNF
instance.
May be present otherwise.

>id IdentifierlnVnf 1 Identifier of this VNFC CP instance and the associated
array entry.

>cpdld IdentifierinVnfd 1 Identifier of the VDU CPD, cpdld, in the VNFD. See note.

>vnfExtCpld IdentifierinVnf 0.1 When the VNFC CP is exposed as external CP of the
VNF, the identifier of this external VNF CP.

>cpProtocolinfo CpProtocolinfo 0..N Network protocol information for this CP.

>vnfLinkPortld IdentifierlnVnf 0.1 Identifier of the "vnfLinkPortInfo" structure in the
"VnfVirtualLinkResourcelnfo" structure. Shall be present
if the CP is associated to a link port.

>metadata KeyValuePairs 0.1 Metadata about this CP.

metadata KeyValuePairs 0.1 Metadata about this resource.

NOTE: ETSI GS NFV-SOL 001 [i.3] specifies the structure and format of the VNFD based on TOSCA specifications.

6.5.3.61

Type: VnfVirtualLinkResourcelnfo

This type represents the information that allows addressing a virtualised resource that is used by an internal VL instance
inaVNF instance. It shall comply with the provisions defined in Table 6.5.3.61-1.
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Table 6.5.3.61-1: Definition of the VnfVirtualLinkResourcelnfo data type

Attribute name Data type Cardinality Description
id Identifierln\VVnf 1 Identifier of this VnfVirtualLinkResourcelnfo instance.
vnfVirtualLinkDescld IdentifierlnVnfd 1 Identifier of the VNF Virtual Link Descriptor (VLD) in the
VNFD.
networkResource ResourceHandle 1 Reference to the VirtualNetwork resource.
reservationld Identifier 0.1 The reservation identifier applicable to the resource. It
shall be present when an applicable reservation exists.
vnfLinkPorts VnfLinkPortinfo 0..N Links ports of this VL.
Shall be present when the linkPort is used for external
connectivity by the VNF (refer to VnfLinkPortInfo).
May be present otherwise.
metadata KeyValuePairs 0.1 Metadata about this resource.

6.5.3.62 Type: ExtVirtualLinkInfo

This type represents information about an VNF external VLs. It shall comply with the provisions defined in
Table 6.5.3.62-1.

Table 6.5.3.62-1: Definition of the ExtVirtualLinkInfo data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of the external VL and the related external VL
information instance.
resourceHandle ResourceHandle 1 Reference to the resource realizing this VL.
extLinkPorts ExtLinkPortInfo 0..N Link ports of this VL.

6.5.3.63 Type: ExtLinkPortInfo

This type represents information about alink port of an externa VL, i.e. aport providing connectivity for the VNF to an
NS VL. It shall comply with the provisions defined in Table 6.5.3.63-1.

Table 6.5.3.63-1: Definition of the ExtLinkPortinfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this link port as provided by the entity that
has created the link port.

resourceHandle ResourceHandle 1 Reference to the virtualised resource realizing this link
port.

cplnstanceld IdentifierlnVnf 0.1 Identifier of the external CP of the VNFconnected to this
link port.

There shall be at most one link port associated with any
external connection point instance.

The value refers to an "extCplinfo" item in the
Vnflnstance.

6.5.3.64 Type: VnfLinkPortInfo

Thistype represents alink port of aninternal VL of aVNF. It shall comply with the provisions defined in
Table 6.5.3.64-1.

ETSI



189

ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Table 6.5.3.64-1: Definition of the VnfLinkPortinfo data type

Attribute name

Data type

Cardinality

Description

id

IdentifierlnVnf

1

Identifier of this link port as provided by the entity that
has created the link port.

resourceHandle

ResourceHandle

1

Reference to the virtualised network resource realizing
this link port.

cplnstanceld

IdentifierinVnf

0.1

When the link port is used for external connectivity by the
VNF, this attribute represents the identifier of the external
CP associated with this link port.

When the link port is used for internal connectivity in the
VNF, this attribute represents the VNFC CP to be
connected to this link port.

Shall be present when the link port is used for external
connectivity by the VNF.

May be present if used to reference a VNFC CP
instance.

There shall be at most one link port associated with any
external connection point instance or internal connection
point (i.e. VNFC CP) instance.

The value refers to an "extCplInfo" item in the Vnflnstance
or a "vnfcCplnfo" item of a "vnfcResoucelnfo" item in the
Vnflnstance.

cplnstanceType

Enum (inlined)

0.1

Type of the CP instance that is identified by cplnstanceld.

Shall be present if "cpInstanceld” is present, and shall be
absent otherwise.

Permitted values:
VNFC_CP: The link port is connected to a VNFC CP
EXT_CP: The link port is associated to an external CP.

6.5.3.65

Type: Vnffginfo

This type specifies the information about a VNFFG instance. It shall comply with the provisions defined in

Table 6.5.3.65-1.

Table 6.5.3.65-1: Definition of the Vnffginfo data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this VNFFG instance.

vnffgdid IdentifierlnNsd 1 Identifier of the VNFFGD in the NSD.

vnflnstanceld Identifier 1..N Identifier(s) of the constituent VNF instance(s) of this
VNFFG instance.

pnfinfold Identifier 0..N Identifier(s) of the constituent PNF instance(s) of this
VNFFEG instance.

nsVirtualLinkInfold IdentifierinNs 1..N Identifier(s) of the constituent VL instance(s) of this
VNFFG instance.

nsCpHandle NsCpHandle 1..N Identifiers of the CP instances attached to the constituent
VNFs and PNFs or the SAP instances of the VNFFG.
See note.

nfpinfo NfpInfo 1..N Information on the NFP instances.

NOTE: ltindicates an exhaustive list of all the CP instances and SAP instances of the VNFFG.

6.5.3.66

Type: Nfpinfo

Thistype represents an NFP instance. It shall comply with the provisions defined in Table 6.5.3.66-1.
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Table 6.5.3.66-1: Definition of the NfpInfo data type

Attribute name Data type Cardinality Description
id IdentifierlnNs 1 Identifier of this NFP instance.
nfpdid IdentifierlnNsd 0.1 Identifier of the NFPD used to instantiate this NFP

instance. It shall be present if the NFP instance is
instantiated from the NFPD.

nfpName String 0.1 Human readable name for the NFP instance.

description String 0.1 Human readable description for the NFP instance.

cpGroup CpGrouplnfo 1..N Group(s) of CPs and/or SAPs which the NFP passes
through. See note.

totalCp Integer 0.1 Total number of CP and SAP instances in this NFP
instance.

nfpRule NfpRule 1 NFP classification and selection rule.

nfpState Enum (inlined) 1 The state of the NFP instance.

Permitted values:
ENABLED: The NFP instance is enabled.
DISABLED: The NFP instance is disabled.

NOTE:  When multiple identifiers are included, the position of the identifier in the CpGroup data type specifies the
position of the group in the path.

6.5.3.67 Type: Saplinfo
Thistype represents an SAP instance. It shall comply with the provisions defined in Table 6.5.3.67-1.

Table 6.5.3.67-1: Definition of the SapInfo data type

Attribute name Data type Cardinality Description
id IdentifierinNs 1 Identifier of the SAP instance.
sapdld IdentifierlInNsd 1 Identifier of the SAPD in the NSD.
sapName String 1 Human readable name for the SAP instance.
description String 1 Human readable description for the SAP instance.
sapProtocolinfo CpProtocolinfo 1.N Network protocol information for this SAP.

6.5.3.68 Type: NsMonitoringParameter

This type represents a monitoring parameter that is tracked by the NFV O, for example, for auto-scaling purposes. It
shall comply with the provisions defined in Table 6.5.3.68-1.

Table 6.5.3.68-1: Definition of the NsMonitoringParameter data type

Attribute name Data type Cardinality Description

id IdentifierlnNsd 1 Identifier of the monitoring parameter defined in the
NSD.

name String 0.1 Human readable name of the monitoring parameter, as
defined in the NSD.

performanceMetric String 1 Performance metric that is monitored. This attribute
shall contain the related "Measurement Name" value
as defined in clause 7.2 of ETSI GS NFV-IFA 027 [31].

6.5.3.69 Type: VnfMonitoringParameter

This type represents a monitoring parameter that is tracked by the VNFM, for example, for auto-scaling purposes. It
shall comply with the provisions defined in Table 6.5.3.69-1.
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Table 6.5.3.69-1: Definition of the VnfMonitoringParameter data type

Attribute name Data type Cardinality Description
id IdentifierinVnfd 1 Identifier of the monitoring parameter defined in
the VNFD.
name String 0.1 Human readable name of the monitoring
parameter, as defined in the VNFD.
performanceMetric String 1 Performance metric that is monitored. This
attribute shall contain the related
"Measurement Name" value as defined in
clause 7.2 of ETSI GS NFV-IFA 027 [31].

6.5.3.70 Type: VnfExtCplnfo

This type represents information about an external CP of a VNF. It shall comply with the provisions defined in
Table 6.5.3.70-1.

Table 6.5.3.70-1: Definition of the VnfExtCplInfo data type

Attribute name Data type Cardinality Description

id IdentifierinVnf 1 Identifier of the external CP instance and the related
information instance.

cpdld IdentifierlnVnfd Identifier of the external CPD, VnfExtCpd, in the VNFD.

[

=
z

cpProtocolinfo CpProtocolinfo Network protocol information for this CP.

extLinkPortld Identifier 0.1 Identifier of the "extLinkPortInfo" structure inside the
"extVirtualLinkInfo" structure. Shall be present if the CP is
associated to a link port.

metadata KeyValuePairs 0.1 Metadata about this external CP.

associatedVnfcCpld |ldentifierinVnf 0.1 Identifier of the "vnfcCplnfo" structure in
"VnfcResourcelnfo" structure that represents the VNFC
CP which is exposed by this external CP instance. Shall
be present in case this CP instance maps to a VNFC CP

See note.
associatedVnfVirtual |ldentifierlinVnf 0.1 Identifier of the "VnfVirtualLinkResourcelnfo" structure
Linkld that represents the internal VL, which is exposed by this

external CP instance. Shall be present in case this CP
instance maps to an internal VL. See note.

NOTE:  The attributes "associatedVnfcCpld" and "associatedVnfVirtualLinkld" are mutually exclusive. One and only one
shall be present.

6.5.3.71 Type: CpGrouplinfo

This type represents describes a group of CPs and/or SAPs pairs associated to the same position in an NFP. It shall
comply with the provisions defined in Table 6.5.3.71-1.
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Table 6.5.3.71-1: Definition of the CpGrouplinfo data type

Attribute name Data type Cardinality Description
cpPairlnfo CpPairInfo 1.N One or more pair(s) of ingress and egress CPs or SAPs
which the NFP passes by.
See note.
forwardingBehaviour |Enum (inlined) 0.1 Identifies a rule to apply to forward traffic to the ingress
CPs or SAPs of the group.
Permitted values:

ALL = Traffic flows shall be forwarded
simultaneously to all CPs or SAPs of the
group.

LB = Traffic flows shall be forwarded to one CP or

SAP of the group selected based on a load-
balancing algorithm.
forwardingBehaviourl [ForwardingBehaviour |0..1 Provides input parameters to configure the forwarding
nputParameters InputParameters behaviour (e.g. identifies a load balancing algorithm and
criteria).
NOTE:  All CP or SAP pairs in a group shall be instantiated from connection point descriptors or service access point

descriptors referenced in the corresponding NfpPositionDesc.

6.5.3.72

Type: CpPairinfo

This type represents describes a pair of ingress and egress CPs or SAPs which the NFP passes by. It shall comply with the
provisions defined in Table 6.5.3.72-1.

Table 6.5.3.72-1: Definition of the CpPairIinfo data type

Attribute name Data type Cardinality Description
vnfExtCplds IdentifierlnVnf 0.2 Identifier(s) of the VNF CP(s) which form the pair.
See notes 1 and 2.
pnfExtCplds IdentifierinPnf 0.2 Identifier(s) of the PNF CP(s) which form the pair.
See notes 1 and 2.
saplds IdentifierinNs 0.2 Identifier(s) of the SAP(s) which form the pair.

See notes 1 and 2.

NOTE 1: The presence of a single vnfExpCpld, pnfExtCpld, or sapld occurrence indicates that the CP or SAP is used
both as an ingress and egress port at a particular NFP position.
NOTE 2: Only one of these three attributes shall be present.

6.5.3.73

Type: ForwardingBehaviour InputParameters

This type represents provides input parameters to configure the forwarding behaviour. It shall comply with the
provisions defined in Table 6.5.3.73-1.
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Table 6.5.3.73-1: Definition of the ForwardingBehaviour InputParameters data type

Attribute name Data type Cardinality Description

algortihmName Enum (Inlined) 0.1 May be included if forwarding behaviour is equal to LB.
Shall not be included otherwise.

Permitted values:
- ROUND_ROBIN
- LEAST_CONNECTION
- LEAST_TRAFFIC
- LEAST_RESPONSE_TIME
- CHAINED_FAILOVER
- SOURCE_IP_HASH
- SOURCE_MAC HASH

algorithmWeights Integer 0..N Percentage of messages sent to a CP instance. May be
included if applicable to the algorithm. See notes 1 and 2.

NOTE 1: If applicable to the algorithm but not provided, default values determined by the VIM or NFVI are expected to
be used.
NOTE 2: Weight applies to the CP instances in the order they have been created.

6.5.4 Referenced simple data types and enumerations

6.5.4.1 Introduction

This clause defines simple data types that can be referenced from data structures defined in the previous clauses.

6.5.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.2.

6.5.4.3 Enumeration: NsLcmOpType

The enumeration NsLcmOpType represents those lifecycle operations that trigger a NS lifecycle management operation
occurrence notification. It shall comply with the provisions defined in Table 6.5.4.3-1.

Table 6.5.4.3-1: Enumeration NsLcmOpType

Enumeration value Description
INSTANTIATE Represents the "Instantiate NS" LCM operation.
SCALE Represents the "Scale NS" LCM operation.
UPDATE Represents the "Update NS" LCM operation.
TERMINATE Represents the "Terminate NS" LCM operation.
HEAL Represents the "Heal NS" LCM operation.

6.5.4.4 Enumeration: NsLcmOperationStateType

The enumeration NsLcmOperationStateType shall comply with the provisions defined in Table 6.5.4.4-1. More
information of the meaning of the states can be found in clause 6.6.2.2.
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Table 6.5.4.4-1: Enumeration NsLcmOperationStateType

Enumeration value Description

PROCESSING The LCM operation is currently in execution.

COMPLETED The LCM operation has been completed successfully.

PARTIALLY COMPLETED [The LCM operation has been partially completed with acceptable errors.

FAILED_TEMP The LCM operation has failed and execution has stopped, but the execution of
the operation is not considered to be closed.

FAILED The LCM operation has failed and it cannot be retried or rolled back, as it is

determined that such action will not succeed.

The LCM operation is currently being rolled back.

The LCM operation has been successfully rolled back, i.e. The state of the NS
prior to the original operation invocation has been restored as closely as
possible.

ROLLING_BACK
ROLLED_BACK

6.5.4.5 Enumeration: NsComponentType

The enumeration NsComponentType represents the NS component type. It shall comply with the provisions defined in
Table6.5.4.5-1.

Table 6.5.4.5-1: Enumeration NsComponentType

Enumeration value Description
VNF Represents the impacted NS component is a VNF.
PNF Represents the impacted NS component is a PNF.
NS Represents the impacted NS component is a nested NS.
6.5.4.6 Enumeration: LcmOpNameForChangeNotificationType

The enumeration LcmOpNameForChangeNotificationType represents the name of the lifecycle operation that impacts
the NS component and trigger an NS change notification. It shall comply with the provisions defined in Table 6.5.4.6-1.

Table 6.5.4.6-1: Enumeration LcmOpNameForChangeNotificationType

Enumeration value Description

VNF_INSTANTIATE

Represents the "Instantiate VNF" LCM operation.

VNF_SCALE

Represents the "Scale VNF" LCM operation.

VNF_SCALE_TO_ LEVEL

Represents the "Scale VNF to Level" LCM operation.

VNF_CHANGE_FLAVOUR

Represents the "Change VNF Flavour" LCM operation.

VNF_TERMINATE

Represents the "Terminate VNF" LCM operation.

VNF_HEAL

Represents the "Heal VNF" LCM operation.

VNF_OPERATE

Represents the "Operate VNF" LCM operation.

VNF_CHANGE_EXT CONN

Represents the "Change external VNF connectivity" LCM operation.

VNF_MODIFY INFO

Represents the "Modify VNF Information" LCM operation.

NS_INSTANTIATE

Represents the "Instantiate NS" LCM operation.

NS _SCALE Represents the "Scale NS" LCM operation.
NS _UPDATE Represents the "Update NS" LCM operation.
NS TERMINATE Represents the "Terminate NS" LCM operation.
NS_HEAL Represents the "Heal NS" LCM operation.
6.5.4.7 Enumeration: LcmOpOccStatusForChangeNotificationType

The enumeration LcmOpOccStatusForChangeNotificationType represents the status of the lifecycle management
operation occurrence that impacts the NS component and triggers an NS change notification. It shall comply with the
provisions defined in Table 6.5.4.7-1.
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Table 6.5.4.7-1: Enumeration LcmOpOccStatusForChangeNotificationType

Enumeration value Description
START The impact on the NS component is identified.
COMPLETED The impact on the NS component stops and related lifecycle operation

completes successfully.

PARTIALLY_COMPLETED

The impact on the NS component stops and related lifecycle operation
partially completes. Inconsistency state may exist on the NS component.

FAILED

The impact on the NS component stops and related lifecycle operation fails.
Inconsistency state may exist for the NS component.

ROLLED_BACK

The impact on the NS component stops and related lifecycle operation is
rolled back.

6.5.4.8

Enumeration: OperationalStates

The enumeration Operational States shall comply with the provisions defined in Table 6.5.4.8-1.

Table 6.5.4.8-1: Enumeration OperationalStates

Enumeration value

Description

STARTED The VNF instance is up and running.
STOPPED The VNF instance has been shut down.
6.5.4.9 Enumeration: StopType

The enumeration StopType shall comply with the provisions defined in Table 6.5.4.9-1.

Table 6.5.4.9-1: Enumeration StopType

Enumeration value Description
FORCEFUL The VNFM will stop the VNF immediately after accepting the request.
GRACEFUL The VNFM will first arrange to take the VNF out of service after accepting the
request. Once that operation is successful or once the timer value specified in the
"gracefulStopTimeout" attribute expires, the VNFM will stop the VNF.
6.5.4.10 Enumeration: CancelModeType

The enumeration CancelModeType defines the valid modes of cancelling a NS LCM operation occurrence. It shall
comply with the provisions defined in Table 6.5.4.10-1.

Table 6.5.4.10-1: Enumeration CancelModeType

Enumeration value

Description

GRACEFUL

The NFVO shall not start any new VNF lifecycle management and resource
management operation, and shall wait for the ongoing VNF lifecycle management
and resource management operations in the underlying system, typically the VNFM
and VIM, to finish execution or to time out. After that, the NFVO shall put the
operation occurrence into the FAILED_TEMP state.

FORCEFUL

The NFVO shall not start any new VNF lifecycle management and resource
management operation, shall cancel the ongoing VNF lifecycle management and
resource management operations in the underlying system, typically the VNFM and
VIM, and shall wait for the cancellation to finish or to time out. After that, the NFVO
shall put the operation occurrence into the FAILED TEMP state.
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6.6 Handling of errors during NS lifecycle management
operations

6.6.1 Basic concepts (informative)

6.6.1.1 Motivation

NS lifecycle management operation occurrences can fail. Failure can be caused by multiple reasons, which generaly
fall into the following categories:

e  Transient errors which do not require intervention from a human operator or a higher-layer management entity
for resolution, e.g. momentary network outage.

. "Permanent" errors which require such intervention.

It is unreasonabl e to expect that al errors can be resolved automatically, therefore the possibility of intervention will
usually be incorporated in the system design as acknowledged means of error resolution.

6.6.1.2 Failure resolution strategies: Retry, Rollback and Continue

Most transient errors are handled best with a retry mechanism. Retry might happen automatically at the point of failure
within the same NS LCM workflow (where it makes sense to limit the number of automatic retries). It isimportant to
strive for designing retry operations that have no unintended side effects from the original invocation of the operation.
Thisis called idempotent retry. |dempotent retry can also be used as an on-demand error resolution mechanism (see
below) if the original operation failed because of a condition that has been resolved manually by the human operator or
by a higher-level management entity, so idempotent retry is suitable for general error resolution in most cases.

However, even if asystemis designed with idempotent retry capabilities, eventual success of the operation cannot be
guaranteed. In this case, the system needs to decide the error handling strategy, either by a backward action or aforward
action. By abackward action, it means the concerned error is not acceptable and permanent. Therefore, the system
attempts to resolve the inconsistent state by requesting to roll back the changes made by the operation. By aforward
action, it means the concerned error is acceptable and can be fixed later (typically after current operation). Therefore,
the system decides to skip the concerned error and continues the operation, e.g. based on policy configuration. Given
that, rollback and continue as error handling strategies are also desired to be allowed in the system design.

In many cases, idempotent retry can resolve transient errors and lead to success eventually. Depending on the situation,
rollback followed by a repetition of the operation could take longer than a successful retry, as rollback first removes
allocated resources and then the repetition of the operation allocates them again, which coststime. Therefore, it often
makes sense to perform first idempotent retry, which is followed by either rollback or continue if the retry has failed.

Idempotent retry is meaningful and useful for all operation types. For some operations, rollback is better suited and has
abetter chance of success. In general, rollback is well-suited for additive operations such as InstantiateNs or scale out,
whileill-suited for subtractive ones such as scalein or TerminateNs, or for HealNs. For some operations, continueis
better suited if the concerned error is acceptable.

Both rollback and idempotent retry can fail. In that case, the system can be left in an inconsistent state after afailed
operation, which requires resolution by a higher-level entity such as the OSS/BSS or human operator.

6.6.1.3 Error handling at NFVO and OSS/BSS
If the NFV O executes an NS LCM workflow and encounters a problem, the following options are possible:
e  Stoponfirst error:

- Once the NFVO encounters an error, the normal execution of the NS LCM workflow isinterrupted, and
an error handling procedure is triggered (i.e. automatic retry, automatic rollback, automatic fail,
escalate). See the paragraphs below for description of error handling procedures.

- It isassumed that all NSs and all NFV Os support "stop on first error”.
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EXAMPLE 1: OSS/BSSis attempting to instantiate a NS with 10 VNFs. The first 8 VNFs are instantiated

successfully, however, an error occurs when attempting to instantiate VNF #9. The NFV O stops
execution and chooses which of the error handling options it invokes (note that it even could try
multiple options after each other).

Best Effort:

- Each time the NFV O encounters an error, it is decided whether the execution of apart or al of the
remaining steps of the NS LCM workflow is performed, or whether the execution isinterrupted and an
error handling procedure istriggered (i.e. automatic retry, automatic rollback, automatic fail, escalate).
See the paragraphs below for description of error handling procedures.

- Support of "best effort" requires a suitable workflow design.

- It istherefore assumed that not all NSs and not all NFV Os support "best effort”.

EXAMPLE 2. Same example as above. After the error occurs attempting to instantiate VNF #8, the NFVO

continues by creating #9 and #10, and then chooses which error handling options it invokes.

The NFVO has the following error handling procedures to react to errors (see clause 6.6.1.2 for general elaboration
regarding retry, rollback, and continue):

Automatic Retry: The NFV O retries (once or more) to continue the execution of the workflow without
involving an external entity. Automatic retry of failed parts of the workflow might even be built into the
workflow itself. Retry can eventually succeed or fail. Successful retry leadsto the NS LCM operation to be
reported as successful. Failed retry istypically escalated.

Automatic Rollback: The NFVO rolls back the NS to the state prior to starting the NS LCM operation without
involving an external entity. Rollback can eventually succeed or can fail, preventing the NS from reaching that
previous state. Successful rollback leads to the NS LCM operation to be reported as rolled back. Failed
rollback is typically escalated.

Automatic Continue: The NFV O skips the error and continue the NS LCM operation without involving an
external entity. Continue can eventually succeed or fail. Successful continue leads to the NS LCM operation to
be reported as partially completed. Failed continueis typically escalated or trying other error handling
procedures like automatic rollback.

Escalate: After failed automatic retry/retries, automatic rollback or automatic continue is typically not the first
option in most situations, but the error is preferably reported to the OSS/BSS for further resolution. The same
appliesif no automatic error resolution was attempted by the NFVO, or if automatic rollback has failed or if
automatic continue is not appropriate (e.g. based on policy configuration). Thisis done by sending aNS LCM
operation occurrence notification.

Unresolvable Error: The NFVO determines that the operation has failed and definitely cannot be recovered
(e.g. if no retry, no continue, and no rollback is possible), and that escalating the error to the OSS/BSS will
have no chance to lead to aresolution either. In this case, the NFVO would report that the operation has
terminally failed. After that, other means of resolution can be attempted, such as the invocation of Heal NS, or
manual procedures using the GUI of the NFVO or VIM to release stranded resources.

The OSS/BSS has the following error handling procedures to react to error reports from the NFVO:

On-demand retry: After the NFVO has reported the error to the OSS/BSS, the OSS/BSS or the human operator
takes steps to resolve the situation that has led to the occurrence of the error. Subsequently, the retry of the
operation is triggered towards the NFV O by the OSS/BSS viathe NS LCM interface.

On-demand rollback: After the NFV O has reported the error to the OSS/BSS, and after the OSS/BSS or the
human operator has decided to roll back the operation, the rollback of the operation is triggered towards the
NFVO by the OSS/BSS viathe NSLCM interface.

On-demand continue: After the NFV O has reported the error to the OSS/BSS, and after the OSS/BSS or the

human operator has decided to continue the operation, the continue of the operation is triggered towards the
NFVO by the OSS/BSS viathe NSLCM interface.
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. Fail: After the NFVO has reported the error to the OSS/BSS, and after the OSS/BSS or the human operator has
determined that neither on-demand retry nor on-demand rollback will fix the error, or on-demand continueis
not appropriate, the NS LCM operation can be declared as terminally failed towards the NFVO by the
0OSS/BSS viathe NS LCM interface. After that, other means of resolution can be attempted, such as the
invocation of HealNs, or manual procedures using the GUI of the NFVO or VIM to release stranded resources.

6.6.2 States and state transitions of a NS lifecycle management operation
occurrence

6.6.2.1 General

A NS lifecycle management operation occurrence supports a number of states and error handling operations. The states
and state transitions that shall be supported are shown in Figure 6.6.2.1-1. Transitions labelled with underlined text
represent error handling operations; other transitions represent conditions.

Figure 6.6.2.1-1: States of a NS lifecycle management operation occurrence

6.6.2.2 States of a NS lifecycle management operation occurrence

At each time, a NS lifecycle management operation occurrenceisin one of the following states. There are transitional
states (states from which a different state can be reached) and terminal states (states from which no other state can be
reached; i.e. the state of a NS lifecycle management operation occurrence in aterminal state cannot change anymore).

PROCESSING: The NS LCM operation is currently in execution. This state has the following characteristics:
e Thisistheinitial state for any NS operation.
. Thisisatransient state.

. This state may block other NS LCM operations from being executed on the same NS instance (up to NS and
NFVO implementation).

e  Theoperations"Retry", "Continue", "Fail", and "Rollback" shall not be permitted to be invoked for an
operation that isin this state.
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All failures of procedures executed by the NFVO as part of the NS LCM operation while in "PROCESSING"
state should result by default in transiting to FAILED_TEMP, with the following two alternative options:

- If afailure occursin the "PROCESSING" state from which the NFVO knows that the NS instance can be
brought into a consistent state by immediately rolling back the operation, the NS lifecycle management
operation occurrence may transit directly into the "ROLLING_BACK" state (" AutoRollback™).

- If afailure occursin the "PROCESSING" state from which the NFVO knows that it can neither be fixed
by retrying nor be rolled back nor be skipped by continuing, the NS lifecycle management operation
occurrence may transit directly into the "FAILED" state ("Unresolvable Error").

- If afailure occursin the "PROCESSING" state from which the NFV O knows that the failureis
acceptable and continues the NS LCM operation till it finishes, the NS lifecycle management operation
occurrence may transit directly into the "PARTIALLY_COMPLETED" state ("Partial success').

If a"cancel" request was issued during the operation isin "PROCESSING" state, processing will be cancelled
but this might not be immediate. Thisis represented by a flag in the data model that indicates thereisa
pending "cancel" request for this state. Upon successful cancellation, the NS lifecycle management operation
occurrence shall transit into the "FAILED_TEMP" state.

COMPLETED: The operation has completed successfully. Thisisaterminal state.

PARTIALLY COMPLETED: The operation has completed partialy, i.e. with acceptable errors. This state has the
following characteristics:

Thisisaterminal state.

Such an operation state is typically the result of an automatic continue operation inside the NFVO or an on-
demand continue operation from a higher layer management entity (i.e. OSS/BSS) for a given error.

The result of the NS LCM operation (the actual resource changes) can show an inconsistent state of the NS.
Nevertheless, these changes shall be synchronized between the NFV O and OSS/BSS (by reporting them in the
LCCN, and by allowing the OSS/BSS to obtain them on request) in order for other NS LCM operations (e.g.
Heal, Terminate, Update) to be guaranteed to work on resources that are known to the OSS/BSS.

The fact that aLCM operationisin "PARTIALLY_COMPLETED" state shall not block other operations from
execution on the NS instance by the NFVO. However, the NS instance may itself be in a state that disallows certain
operations.

FAILED_TEMP: The operation has failed and execution has stopped, but the execution of the operation is not
considered to be closed. This state has the following characteristics:

Thisisatransient state.

This state may block other NS LCM operations from being executed on the same NS instance (enforced by the
NFVO, and up to NS and NFVO capabilities).

Retry and/or rollback and/or continue and/or fail may be invoked for the operation.

If the NS LCM operation isretried or continued, the NS lifecycle management operation occurrence shall
transit into the "PROCESSING" state.

If the NS LCM operation isrolled back, the NS lifecycle management operation occurrence shall transit into
the"ROLLING_BACK" state.

If the NSLCM operation is marked as "failed", the NS lifecycle management operation occurrence shall
transit into the "FAILED" state.

Operation cancellation and failure to roll back should result in FAILED_TEMP.

FAILED: The operation has failed and it cannot be retried, rolled back, or continued, asit is determined that such
action will not succeed. This state has the following characteristics:

Thisisaterminal state.
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. Such an operation state is typically the result of adecision of a higher layer management entity (i.e. OSS/BSS)
or its human operator that an operationin "FAILED_TEMP" state cannot be retried or rolled back or continued
("Fail").

. Such an operation state can also be reached immediately in case of failure of an operation in "PROCESSING"
state that can neither be retried, rolled back, nor continued (*Unresolvable Error").

. The result of the NS LCM operation (the actual resource changes) can show an inconsistent state of the NS.
Nevertheless, these changes shall be synchronized between the NFV O and OSS/BSS (by reporting them in the
LCCN, and by allowing the OSS/BSS to obtain them on request) in order for other NS LCM operations (e.g.
Heal, Terminate) to be guaranteed to work on resources that are known to the OSS/BSS.

e  Thefact that aLCM operationisin "FAILED" state shall not block other operations from execution on the NS
instance by the NFVO. However, the NS instance may itself be in a state that disallows certain operations.

ROLLED_BACK: The state of the NS prior to the original operation invocation has been restored as closely as
possible. This state has the following characteristics:

° Thisisaterminal state.

e  Thismay involve recreating some resources that have been deleted by the operation, the recreated resources
should be as similar as possible to the deleted ones. Differences between original resources and re-created ones
may include a different resource identity, but also different dynamic attributes such as an |P address.

ROLLING_BACK: The NSLCM operation is currently being rolled back. This state has the following characteristics:
. Thisisatransient state.

e  Thisstate may block other NS LCM operations from being executed on the same NS instance (up to NS and
NFV O implementation).

e  Theoperations"Retry", "Continue", and "Rollback" shall not be permitted to be invoked for an operation that
isin this state.

. If a"Cancel" request was issued during the operationisin "ROLLING_BACK" state, rolling back will be
cancelled but this might not be immediate. Thisis represented by aflag in the data model that indicates thereis
apending "Cancel" request for this state. Upon successful cancellation, the NS lifecycle management
operation occurrence shal transit into the"FAILED_TEMP" state.

. If afailure occurs during rolling back, the operation should transition to the "FAILED_TEMP" state.

. Upon successful rollback, the NS lifecycle management operation occurrence shall transit into the
"ROLLED_BACK" dtate.

In addition, the following provisions apply to NS lifecycle management operation occurrence notifications:

e  The"dart" notification (i.e. notificationStatus="START") shall be sent when the operation enters one of states
"PROCESSING" and "ROLLING_BACK" from another state, indicating the state entered.

e  The"result" notification (i.e. notificationStatus="RESULT") shall be sent when the NS LCM operation
occurrence enters one of the error states"FAILED_TEMP', "FAILED", "ROLLED_BACK", indicating the
state entered, the error cause and the changes to the NS's resources since the operation was initially started.

e  The"result" notification (i.e. notificationStatus="RESULT") shall be sent when the operation enters the
success state "COMPLETED" or partial success state "PARTIALLY_COMPLETED", indicating the state
entered and the changes to the NS's resources.

Such a notification scheme allows the OSS/BSS to keep in sync with changes to the NS's resources by an ongoing NS
LCM operation. If the notification relates to atransient state, further changes can be expected. If the notification relates
to aterminal state, no further changes to the NS's resources will be performed by the related NS lifecycle management
operation occurrence, and the OSS/BSS can use the information in the notification to synchronize itsinternal state with
the result of the LCM operation. In case of loss of notifications, a query of the resource that represents the NSlifecycle
operation occurrence can be used by the OSS/BSS to obtain the same information.
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6.6.2.3 Error handling operations that change the state of a NS lifecycle operation
Retry: This operation retries a NS lifecycle operation. It has the following characteristics:

. Execution of "Retry" for an actual NS LCM operation on a particular NS may be supported, depending on
characteristics of the NS and the NS LCM operation.

e  The operation may be invoked via an interface, or the NFVO may invoke the operation per its own decision.
Rollback: This operation rolls back a NS lifecycle operation. It has the following characteristics:

. Execution of "Rollback" for an actual NS LCM operation on a particular NS may be supported, depending on
characteristics of the NS and the NS LCM operation.

e  The operation may be invoked via an interface, or the NFVO may invoke the operation per its own decision.
Continue: This operation continues a NS lifecycle operation. It has the following characteristics:

. Execution of "Continue" for an actual NS LCM operation on a particular NS may be supported, depending on
characteristics of the NS and the NS LCM operation.

e  The operation may be invoked via an interface, or the NFVO may invoke the operation per its own decision.

Fail: This operation transits the NS lifecycle operation occurrence into the terminal "FAILED" state. It has the
following characteristics:

. Execution of "Fail" shall be supported for aLCM operation on a particular NSif at least one of following -
Retry, Rollback, Continue, or Cancel - is supported for this operation.

e  The operation may be invoked via an interface, or the NFVO may invoke the operation per its own decision.

Cancel: This operation cancels an ongoing NS lifecycle management operation, its Retry, Rollback, or Continue. It has
the following characteristics:

. Execution of "Cancel" for an actual NS LCM operation on a particular NS may be supported, depending on
characteristics of the NS and the NS LCM operation.

e  The"Cancel" operation need not have immediate effect, depending on the capabilities of the underlying
systems, and the currently executed resource management operation.

. Two modes of cancellation are supported: graceful and forceful:

- When executing the graceful "Cancel" operation, the NFVO will not initiate any new operation towards
the underlying systems, will wait until the currently executed operations finish or time out, and will then
put the NS lifecycle management operation occurrence into the "FAILED TEMP" state.

- When executing the forceful "Cancel" operation, the NFVO will cancel all ongoing operationsin the
underlying systems for which cancellation is supported, will not initiate any new operation towards the
underlying systems, will wait for the requested cancellations to finish or time out, and will the put the NS
lifecycle management operation occurrence into the "FAILED_TEMP" state.

. Executing "Cancel" can lead to inconsi stencies between the information that the NFVV O has about the state of
the resources of the NS, and their actual state. The probability of such inconsistenciesis bigger when using the
forceful cancellation mode.

6.6.3 Detailed flows

6.6.3.1 Immediate failure

If the NS LCM operation failsimmediately, i.e. it returns an HTTP error, then the operation has not started, and no "NS
LCM operation occurrence resource” has been created. Also, a"start" lifecycle management operation occurrence
notification has not been sent. The operation cannot be retried, but the same operation may be invoked again from the
API. The NSinstance is not changed by a synchronous failure, so no special error handling is required.
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1. Initiate NS LCM operation over HTTF

static precondition check fails
or other failure occurs

2. HTTP error code specific to failure + Error description in body :

o
OSS/BSS MFEWO
Figure 6.6.3.1-1: Immediate failure of a NS LCM operation
6.6.3.2 Failure during actual NS LCM operation execution

After afailed resource management operation, automatic retry can be invoked by the NFV O itself. These invocations
are not visible outside of the NFVO, asthe NS LCM operation occurrence stays in "PROCESSING" state during these
automatic retries. If these do not resolve the issue, intervention (typically by a human operator) is necessary. For that
purpose, the NS LCM operation is set into atemporary failure state, and the OSS/BSS is notified. The human operator
performs aroot cause analysis and eventually resolves the obstacle. Subsequently, and if supported, the operation can
be retried, rolled-back or determined as permanently failed. Figure 6.6.3.2-1 illustrates the possible options.

NOTE 1: Excluding automated rollback which is seen as arare option.

NOTE 2: Excluding "start" notifications (i.e. notificationStatus="START") for simplification purposes.
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loo [until sueccess or (manually) determining permanent failure]

alt [Retry (if supported for the operation)]

(Manual) error investigation
If applicable, investigate and possibly resclve
the root cause of the failure (manually)

5. Initiate operation retry for given NS LCM operation occurrence id

Y

| _B.OK

alt [retry failure]

|7 Send NsLemOperationOccurrenceNotification(resu

and resolve errors, determine whether to start retry again.

Optional: manually investigate cause of retry failure j

[retry success]

8 Send NsLemOperationOccurrenceMatification(result, COMPLETED, changes)

[Rollback (if supported for the operation)]
9. Initiate operation rollback for given NS LCM operation occurrence id

Y

| 10. 0K

alt [rollback failure]
11 Send MsLemOperationOccurrencelMotification(result, FAILED_TEMP, changes)

Optional: manually investigate cause of rollback failure
and resolve errors, determine whether to start rollback again.

[rollback success]

12 Send MsLcmOperationOccurrenceNotification(result, ROLLED_BACHK,, changes)

[Fail]

Operator or OSS/BSS determines that it makes

no sense to start retry or rollback again
13. Fail operation for given NS LCM operation occurrence id -
140K
|15 Send NsLemOperationOccurrenceNotification(result, FAILED, changes) |

0SS/BSS NFVO
Figure 6.6.3.2-1: Handling failures during the actual execution of a NS LCM operation
6.6.3.3 LCM operation cancellation

The cancellation of aNS LCM operation that isin PROCESSING or ROLLING_BACK state is handled like any other
error that leads to stopping the execution of the NS LCM workflow before it can be successfully completed. The NS
LCM operation transitsinto the FAILED_TEMP state which allows root cause analysis, possible fixing of the root
cause, followed by retrying, rolling back, or finally failing of the operation.
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7 NS Performance Management interface

7.1 Description

Thisinterface allows providing performance management (measurement results collection and notifications) related to
NSs. Performance information on a given NS instance is sent by the NFV O to the OSS/BSS. Collection and reporting of
performance information is controlled by a PM job that groups details of performance collection and reporting
information.

When new performance information is available, the consumer is notified using the notification
NsPerformancel nformationAvailableNotification.

The operations provided through thisinterface are:
e  Create PM Job
. Query PM Job
. Delete PM Job
o Create Threshold
. Query Threshold
J Delete Threshold
. Subscribe
. Query Subscription Information
. Terminate Subscription

. Notify

7.1a  API version

For the NS performance management interface as specified in the present document, the MAJOR version field shall be
1, the MINOR version field shall be 1, and the PATCH version number shall be 0 (see clause 4.6.1 for a definition of
the version fields). Consequently, the { apiMagjorVersion} URI variable shall be set to "v1".

NOTE: The MINOR version O corresponds to the version of the API specified in version 2.4.1 of the present
document.

7.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.2. The string "nspm" shall be used
to represent { apiName} . All resource URIs in the clauses below are defined relative to the above base URI.

Figure 7.2-1 shows the overall resource URI structure defined for the performance management API.
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Figure 7.2-1: Resource URI structure of the NS Performance Management interface
Table 7.2-1 liststhe individual resources defined, and the applicable HTTP methods. The NFV O shall support
responding to requests for all HT TP methods on the resourcesin Table 7.2-1 that are marked as"M" (mandatory) in the
"Cat" column. The NFVO shall also support the "API versions' resources as specified in clause 4.6.3.2.

Table 7.2-1: Resources and methods overview of the NS Performance Management interface

Resource name Resource URI HTTP Cat Meaning
Method
. . POST M Create a PM job
PM jobs /pm_jobs GET M Query PM jobs
- . . GET M Read an individual PM job
Individual PM job /pm_jobs/{pmJobld} DELETE M Delete a PM job
Individual performance report ?r)g;ér%%s}/{pm\]obId}/reports/ GET M Read an individual performance report
POST M Create a threshold
Thresholds /thresholds GET M Query thresholds
- GET M Read a single threshold
Individual threshold Ithresholds/{thresholdld} DELETE M Delete a threshold
Subscriptions /subscriptions POST M Subscribe to PM notifications
P P GET M Query PM related subscriptions
Individual subscrintion /subscriptions/{subscriptionl |GET M Read a single PM related subscription
P d} DELETE M Terminate a subscription
POST r?oet?e Eé)ttéfy about PM related events. See
Notification endpoint (client-defined) See
GET note Test the notification endpoint. See note

NOTE: The NFVO shall support invoking the HTTP methods defined for the "Notification endpoint” resource exposed by
the OSS/BSS. If the OSS/BSS supports invoking the POST method on the "Subscriptions" resource towards the
NFVO, it shall also support responding to the HTTP requests defined for the "Notification endpoint” resource.

7.3 Sequence diagrams (informative)

7.3.1 Flow of creating a PM job

This clause describes a sequence for creating a performance management jobs.
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MNFYO

3.

201 Created (FmJahb)

DSS/BES

.y
| 5 creates Pmdohb
L _resource
MFYOD

Figure 7.3.1-1: Flow of PM job creation

PM job creation, asillustrated in Figure 7.3.1-1, consists of the following steps:

1) If the OSS/BSSintendsto create aPM job, it sends a POST request to the "PM jobs' resource, including one
data structure of type " CreatePmJobReguest” in the payload body.

2) TheNFVO createsaPM job instance.

3) TheNFVOreturnsa"201 Created" response to the OSS/BSS, and includes in the payload body a
representation of the PM job just created.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.2 Flow of querying/reading PM jobs

This clause describes a sequence for querying/reading performance management jobs.

O55/B55

MEYO

Precondition: PmJobs created b]

alt  /

1. GET .../pm_jobs

|
[query information about multﬂple PM jobs]
]

E{ 2. 200 OK (PmJab[])

>

[read inilfurmatiun about individual PM job]
'3 GET .../pm_jobs/{pmJobld}

4. 200 OK (PmJah)

C

g

O55/B55

MEYO

Figure 7.3.2-1: Flow of PM jobs query/read

PM jobs query/read, asillustrated in Figure 7.3.2-1, consists of the following steps:

1) If the OSS/BSSintendsto query al PM jobs, it sends a GET request to the "PM jobs' resource.

2) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes zero or more data structures of type
"PmJob" in the payload body.
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3) If the OSS/BSS intends to read information about a particular PM job, it sends a GET request to the
"Individual PM job" resource, addressed by the appropriate PM job identifier in its resource URI.

4) TheNFVO returnsa”200 OK" response to the OSS/BSS, and includes one data structure of type "PmJob" in
the payload body.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.3 Flow of deleting a PM job

This clause describes a sequence for deleting a performance management jobs.

OSS/BSS MFEYO

! 1. DELETE ...Jpm_jobsf{pmdJohld}

|
>
I deletes PM jab

| 27T
e resource
| I—
'H( 3. 204 Mo Content |
DSS/BSS MFYWO

Figure 7.3.3-1: Flow of PM job deletion

PM job deletion, asillustrated in Figure 7.3.3-1, consists of the following steps:

1) If the OSS/BSSintendsto delete a PM job, it sendsa DELETE request to the "Individual PM job" resource,
addressed by the appropriate PM job identifier in its resource URI.

2) TheNFVO deletes the PM Job instance.

3) TheNFVO returns aresponse with a"204 No Content" response code and an empty payload body to the
OSS/BSS.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.4 Flow of obtaining performance reports

This clause describes a sequence for obtaining performance reports.
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D55/B5S5 MEWO

alt ) [receive notification about availability of performance information]

[read Iis‘lt of available performance reports]

V2. GET ../pm_jobsfpmJdobld}

| o

| 3. 200 OK (PmJok)

| 4. GET .. Jpm_jobsfprmJabld)reportsirepartid) }:

:.-( 5. 200 OK (PerformanceRepart) !
0SS/BSS NFVO

Figure 7.3.4-1: Flow of obtaining performance reports

Obtaining a performance report, asillustrated in Figure 7.3.4-1, consists of the following steps:

1) TheNFVO sendsto the OSS/BSS a Performancel nformationAvailableNotification (see clause 7.3.9) that
indicates the availability of a new performance report, including alink from which the report can be obtained.

2) Alternatively, the OSS/BSS sends a GET request to the "Individual PM job" resource, to obtain a
representation of the PM job resource including information about performance reports that are available for
this PM job, including their URIs.

3) Inthat case, the NFVO returns a”200 OK" response to the OSS/BSS, and includes a data structure of type
"PmJob" in the payload body.

4) The OSS/BSS sendsto the NFVO a GET request to the URI obtained either in step (1) or step (3), in order to
read a performance report resource.

5) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes a data structure of type
"PerformanceReport" in the payload body.

7.3.5 Flow of creating a threshold

This clause describes a sequence for creating a performance management threshold.

OSS/BSS MNFWO

! 1. POST .. fthresholds (CreateThresholdRequest) ..

I creates Threshold
| resaurce

'€ 3. 201 Created (Threshold) [

OS5/BSS MNFEWO

Figure 7.3.5-1: Flow of threshold creation
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Threshold creation, asillustrated in Figure 7.3.5-1, consists of the following steps:

1) If the OSS/BSSintendsto create athreshold, it sends a POST request to the "Thresholds' resource, including a
data structure of type " CreateT hresholdRequest” in the payload body.

2) TheNFVO creates athreshold instance.

3) TheNFVOreturnsa'201 Created” response to the OSS/BSS, and includesin the payload body a
representation of the threshold just created.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.6 Flow of querying/reading thresholds

This clause describes a sequence for querying/reading performance management thresholds.

DSS5/B5S MNFEYO
| |
alt / [queryinformation about multiple thresholds]

1. GET .../threshalds |

| 2. 200 OK (Threshald[]

[read inII'urma‘tiun about individual threshold]
'3. GET ... fthresholds/{thresholdld} >

4. 200 OK (Threshold) |

bt

O55/BSS MNFEYO

Figure 7.3.6-1: Flow of thresholds query/read

Threshold query/read, asillustrated in Figure 7.3.6-1, consists of the following steps:
1) If the OSS/BSSintendsto query all thresholds, it sends a GET request to the "Thresholds" resource.

2) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes zero or more data structures of type
"Threshold" in the payload body.

3) If the OSS/BSS intends to read information about a particular threshold, it sends a GET request to the
"Individual threshold" resource with the appropriate threshold identifier in its resource URI.

4) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes a data structure of type "Threshold" in
the payload body.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.7 Flow of deleting thresholds

This clause describes a sequence for deleting performance management thresholds.
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DS5/BSS MNFWO

i 1. DELETE ...fthresholds/{thresholdld} }E

:2 deletes Threshaold
| resource

3. 204 Mo Content I

DSS/BES MFYO

Figure 7.3.7-1: Flow of threshold deletion

Threshold deletion, asillustrated in Figure 7.3.7-1, consists of the following steps:

1) If the OSS/BSSintends to delete a particular threshold, it sends a DELETE request to the "Individual
threshold" resource, addressed by the appropriate threshold identifier in its resource URI.

2) TheNFVOreturnsa"204 No Content" response code to the NFVO. The response body shall be empty.

Error handling: In case of failure, appropriate error information is provided in the response.

7.3.8 Flow of managing subscriptions

This clause describes the procedure for creating, reading and terminating subscriptions to notifications related to NS
performance management.
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MNFYO

opt )

test notification endpoint b]

< 2. GET <<Client side UR|==>

3. 204 Mo Content

>
]

I
| Create subscription
: . Tesource
:{ £. 201 Created (PmSubscription) |
opt _/ | |
Client re-synchronizes all |
or selected subscriptions !
e.g. after an error |
| B. GET .../subscriptions/ >
L( 7. 200 Ok (PmSubscription]]) |
8. GET .. /subscriptions/{subscriptionld} }:
L{ 9. 200 OK (PmSubscription) |
j ;
Client does not need the :
subscription anymore |
I I
. 10. DELETE .../subscriptions/{subscriptionld} }I
!r{ 11. 204 No Content
DSS/BSS MFYO

Figure 7.3.8-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in Figure 7.3.8-1:

1) The OSS/BSS sendsa POST request to the " Subscriptions” resource including in the payload body a data
structure of type "PmSubscriptionRequest”. This data structure contains filtering criteria and a client-side URI
to which the NFV O will subsequently send notifications about events that match the filter.

2)  Optionally, to test the notification endpoint that was registered by the OSS/BSS as part of the subscription, the

NFVO sends a GET request to the notification endpoint URI.

3) Inthat case, the OSS/BSS returns a 204 No Content” response to indicate success.

4) The NFVO creates a new subscription to notifications related to NS performance management, and a resource

that represents this subscription.
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The NFVO returns a"201 Created" response containing a data structure of type "PmSubscription,"
representing the subscription resource just created by the NFVO, and provides the URI of the newly-created
resource in the "Location" HTTP header.

Optionally, for example when trying to recover from an error situation, the OSS/BSS may query information
about its subscriptions by sending a GET request to the " Subscriptions’ resource.

In that case, the NFVO returns a 200 OK" response that contains the list of representations of all existing
subscriptions that were created by the OSS/BSS.

Optionally, for example when trying to recover from an error situation, the OSS/BSS may read information
about a particular subscription by sending a GET request to the resource representing that individual
subscription.

In that case, the NFVO returns a 200 OK" response that contains a representation of that individual
subscription.

When the OSS/BSS does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription.

The NFV O acknowledges the successful termination of the subscription by returning a"204 No Content"
response.

Error handling: The NFV O rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

7.3.9

Flow of sending notifications

This clause describes the procedure for sending notifications related to NS performance management.

DS5/BSS MFYO

Precondition: 0S5/BSS has subscribed previously b]

Event occurs that j

matches subscription
I

1. POST <<Client side URI>> (<<Natification>>) !

>

2. 204 Mo Content

OS5/BSS MFEYO

Figure 7.3.9-1: Flow of sending notifications

Precondition: The OSS/BSS has subscribed previously for notifications related to NS performance management.

The procedure consists of the following steps asillustrated in Figure 7.3.9-1:

1)

2)

If an event occurs that matches the filtering criteria which are part of the subscription, the NFVO generates a
notification that includes information about the event, and sendsiit in the body of a POST request to the URI
which the OSS/BSS has registered as part of the subscription request. The variable <<Notification>> in the
flow is a placeholder for the different types of notifications that can be sent by this API.

The OSS/BSS acknowledges the successful delivery of the notification by returning a”204 No Content"
response.
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Error handling: If the NFV O does not receive the "204 No Content" response from the NFV O, it can retry sending the
notification.

7.4 Resources

7.4.1 Introduction

This clause defines all the resources and methods provided by the performance management API.

7.4.1a Resource: API versions

The"API versions' resources as defined in clause 4.6.3.3 are part of the NS performance management interface.

7.4.2 Resource: PM jobs

7421 Description

This resource represents PM jobs. The client can use this resource to create and query PM jobs.

7.4.2.2 Resource definition
The resource URI is:
{apiRoot}/nspm/vl/pm_jobs
This resource shall support the resource URI variables defined in Table 7.4.2.2-1.

Table 7.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
7.4.2.3 Resource methods
7.4.2.3.1 POST

The POST method creates a PM job.

This method shall follow the provisions specified in the Tables 7.4.2.3.1-1 and 7.4.2.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 7.4.2.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreatePmJobRequest |1 PM job creation request
Data type Cardinality | Response Description
Codes
PmJob 1 201 Created |The PM job was created successfully.
The response body shall contain a representation
of the created PM job resource, as defined in
clause 7.5.2.7.
Response
body The HTTP response shall include a "Location”
HTTP header that points to the created PM job
resource.
ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.4.2.3.2 GET

The client can use this method to retrieve information about PM jobs.

This method shall follow the provisions specified in the Tables 7.4.2.3.2-1 and 7.4.2.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

filter 0.1 Attribute-based filtering expression according to clause 4.3.2.
The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.
All attribute names that appear in the PmJob and in data types referenced from it
shall be supported by the NFVO in the filter expression.

all_fields 0.1 Include all complex attributes in the response. See clause 4.3.3 for details. The
NFVO shall support this parameter.

include 0.1 Complex attributes to be included into the response. See clause 4.3.3 for details.
The NFVO should support this parameter.

exclude 0.1 Complex attributes to be excluded from the response. See clause 4.3.3 for details.
The NFVO should support this parameter.

exclude- 0.1 Indicates to exclude the following complex attributes from the response. See

default clause 4.3.3 for details. The NFVO shall support this parameter.
The following attributes shall be excluded from the PmJob structure in the response
body if this parameter is provided, or none of the parameters "all_fields," "fields",
"exclude_fields", "exclude_default" are provided:
reports.

nextpage_opa |0..1 Marker to obtain the next page of a paged response. Shall be supported by the

que_marker NFVO if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this
resource.
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Table 7.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Response Description
Codes
PmJob 0..N 200 OK Information about zero or more PM jobs was

queried successfully.

The response body shall contain in an array the
representations of zero or more PM jobs, as
defined in clause 7.5.2.7.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.

ProblemDetails 1 400 Bad Error: Invalid attribute-based filtering expression.
Request
The response body shall contain a ProblemDetails
Response structure, in which the "detail" attribute should
body convey more information about the error.
ProblemDetails 1 400 Bad Error: Invalid attribute selector.
Request

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

ProblemDetails 1 400 Bad Error: Response too big.

Request

If the NFVO supports alternative 1 (error)
according to clause 4.7.2.1 for this resource, this
error response shall follow the provisions in

clause 4.7.2.2.
ProblemDetails See clauses AxX/5xX In addition to the response codes defined above,
4.354/4355 any common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.2.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.2.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.3 Resource: Individual PM job

7.4.3.1 Description

This resource represents an individual PM job. The client can use this resource to delete and read the underlying PM
job.
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7.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/nspm/v1l/pm_jobs/{pmJobld}

This resource shall support the resource URI variables defined in Table 7.4.3.2-1.

Table 7.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
pmJobld Identifier of the PM job. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new PM job resource. It can also be retrieved from the "id" attribute in the
payload body of that response.

7.4.3.3 Resource methods

7.4.3.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.3.3.2 GET
The client can use this method for reading an individual PM job.

This method shall follow the provisions specified in the Tables 7.4.3.3.2-1 and 7.4.3.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 7.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | RResponse Description
Codes
PmJob 1 200 OK Information about an individual PM job was read

successfully.

Response The response body shall contain a representation of
body the PM job resource, as defined in clause 7.5.2.7.
ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any

4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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7.4.3.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.3.3.5 DELETE
This method terminates an individual PM jab.

This method shall follow the provisions specified in the Tables 7.4.3.3.5-1 and 7.4.3.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 7.4.3.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
n/a 204 No The PM job was deleted successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.4 Resource: Individual performance report

7441 Description

This resource represents an individual performance report that was collected by a PM job. The client can use this
resource to read the performance report. The URI of this report can be obtained from a

Performancel nformationAvailableNotification (see clause 7.5.2.5) or from the representation of the "Individual PM job"
resource.

It is determined by means outside the scope of the present document, such as configuration or policy, how long an
individual performance report is available.

7.4.4.2 Resource definition
Theresource URI is:
{apiRoot}/nspm/v1l/pm_jobs/{pmJobld}/reports/{reportld}

This resource shall support the resource URI variables defined in Table 7.4.4.2-1.

Table 7.4.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
pmJobld Identifier of the PM job.
reportld Identifier of the performance report.
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This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

7.4.4.3.2 GET

The client can use this method for reading an individual performance report.

This method shall follow the provisions specified in the Tables 7.4.4.3.2-1 and 7.4.4.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality

Description

none supported

Table 7.4.4.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
PerformanceReport 1 200 OK Information of an individual performance report was
read successfully.
R The response body shall contain a representation of
esponse i :
body the performance report resource, as defined in
clause 7.5.2.10.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

7.4.4.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

7.4.4.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

7.4.5 Resource: Thresholds

7.45.1 Description

This resource represents thresholds. The client can use this resource to create and query thresholds.
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7.45.2 Resource definition
The resource URI is:
{apiRoot}/nspm/v1l/thresholds

This resource shall support the resource URI variables defined in Table 7.4.5.2-1.

Table 7.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
7.4.5.3 Resource methods
7.45.3.1 POST

The POST method can be used by the client to create a threshold.

This method shall follow the provisions specified in the Tables 7.4.5.3.1-1 and 7.4.5.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.5.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality

Description

None supported

Table 7.4.5.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreateThresholdRequest |1 Request parameters to create a threshold resource.
Data type Cardinality | Response Description
Codes
Threshold 1 201 Created |A threshold was created successfully.
The response body shall contain a
representation of the created threshold
resource, as defined in clause 7.5.2.9.
Response
body The HTTP response shall include a "Location"”
HTTP header that contains the resource URI
of the created threshold resource.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined
4354/ above, any common error response code as
4355 defined in clause 4.3.5.4, and any other valid
HTTP error response as defined in
clause 4.3.5.5, may be returned.
7.45.3.2 GET

The client can use this method to query information about thresholds.

This method shall follow the provisions specified in the Tables 7.4.5.3.2-1 and 7.4.5.3.2-2 for URI query parameters,
request and response data structures, and response codes.
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Table 7.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.

All attribute names that appear in the Thresholds data type and in data types
referenced from it shall be supported by the NFVO in the filter expression.

nextpage_opa |0..1 Marker to obtain the next page of a paged response. Shall be supported by the
que_marker NFVO if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this
resource.

NOTE: There are no attribute selectors defined for this resource as the threshold attributes with cardinality 0..1 or
0..N are not structurally complex in nature.

Table 7.4.5.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
Threshold 0..N 200 OK Information about zero or more thresholds was

queried successfully.

The response body shall contain in an array the
representations of zero or more thresholds, as
defined in clause 7.5.2.9.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.
Response |ProblemDetails 1 400 Bad Error: Invalid attribute-based filtering expression.
body Request

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
ProblemDetails 1 400 Bad Error: Response too big.

Request

If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in clause 4.7.2.2.

ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.4.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.5.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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7.4.5.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.6 Resource: Individual threshold

7.4.6.1 Description

This resource represents an individual threshold.

7.4.6.2 Resource definition
The resource URI is:
{apiRoot}/nspm/v1/thresholds/{thresholdl d}
This resource shall support the resource URI variables defined in Table 7.4.6.2-1.

Table 7.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
thresholdid Identifier of the threshold. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new threshold resource. It can also be retrieved from the "id" attribute in the
payload body of that response.

7.4.6.3 Resource methods

7.4.6.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.6.3.2 GET
The client can use this method for reading an individual threshold.

This method shall follow the provisions specified in the Tables 7.4.6.3.2-1 and 7.4.6.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 7.4.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
Threshold 1 200 OK Information about an individual threshold was read
successfully.
Response The response body shall contain a representation of
body the threshold, as defined in clause 7.5.2.9.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.6.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.6.3.5

DELETE

This method alows to delete a threshold.

This method shall follow the provisions specified in the Tables 7.4.6.3.5-1 and 7.4.6.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.6.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
Table 7.4.6.3.5-2: Details of the DELETE request/response on this resource
Request Data type Cardinality Description
body n/a
Data type Cardinality | RResponse Description
Codes
n/a 204 No The threshold was deleted successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses |4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.4.7 Resource: Subscriptions
7.4.7.1 Description

This resource represents subscriptions. The client can use this resource to subscribe to notifications related to NS
performance management and to query its subscriptions.
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7.4.7.2 Resource definition
Theresource URI is:
{apiRoot}/nspm/v1l/subscriptions

This resource shall support the resource URI variables defined in Table 7.4.7.2-1.

Table 7.4.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
7.4.7.3 Resource methods
7.4.7.3.1 POST

The POST method creates a new subscription.

This method shall follow the provisions specified in the Tables 7.4.7.3.1-1 and 7.4.7.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Creation of two subscription resources with the same callbackURI and the same filter can result in performance
degradation and will provide duplicates of notifications to the OSS, and might make sense only in very rare use cases.
Consequently, the NFVO may either allow creating a subscription resource if another subscription resource with the
same filter and callbackUri already exists (in which caseit shall return the "201 Created" response code), or may decide
to not create a duplicate subscription resource (in which case it shall return a' 303 See Other" response code referencing
the existing subscription resource with the same filter and callbackUri).

Table 7.4.7.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 7.4.7.3.1-2: Details of the POST request/response on this resource

Request Data type

Cardinality

Description

body PmSubscriptionRequest

1

Details of the subscription to be created.

Data type

Cardinality

Response
Codes

Description

PmSubscription

1

201 Created

The subscription was created successfully.

A representation of the created subscription
resource shall be returned in the response body, as
defined in clause 7.5.2.3.

The HTTP response shall include a "Location”
HTTP header that contains the resource URI of the
created subscription resource.

Response
body

303
See Other

A subscription with the same callbackURI and the
same filter already exits and the policy of the NFVO
is to not create redundant subscriptions.

The HTTP response shall include a "Location”
HTTP header that contains the resource URI of the
existing subscription resource.

The response body shall be empty.

ProblemDetails

See clauses
4354/
4355

AxX/5%X

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.7.3.2 GET

The client can use this method to query the list of active subscriptions to Performance management notifications

subscribed by the client.

This method shall follow the provisions specified in the Tables 7.4.7.3.2-1 and 7.4.7.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.7.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter 0..1

Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query
string. The OSS/BSS may supply this parameter.

All attribute names that appear in the PmSubscription and in data types
referenced from it shall be supported by the NFVO in the filter expression.

nextpage_opaque_marker |0..1

Marker to obtain the next page of a paged response. Shall be supported
by the NFVO if the NFVO supports alternative 2 (paging) according to
clause 4.7.2.1 for this resource.
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Table 7.4.7.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
PmSubscription 0..N 200 OK The list of subscriptions was queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e. zero or
more representations of PM subscriptions, as
defined in clause 7.5.2.3.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.

Response

body ProblemDetails 1 400 Bad Error: Invalid attribute-based filtering expression.

Request
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

ProblemDetails 1 400 Bad Error: Response too big.
Request
If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in clause 4.7.2.2.

ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.7.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.7.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.8 Resource: Individual subscription

7.48.1 Description
This resource represents an individual subscription for notifications about performance management related events.

The client can use this resource to read and to terminate a subscription to notifications related to NS performance
management.
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7.4.8.2 Resource definition
Theresource URI is:
{apiRoot}/nspm/v1l/subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in Table 7.4.8.2-1.

Table 7.4.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
subscriptionid Identifier of the subscription. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response

payload body of that response.

7.4.8.3 Resource methods

7.4.8.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.8.3.2 GET

The client can use this method for reading an individual subscription about Performance management notifications
subscribed by the client.

This method shall follow the provisions specified in the Tables 7.4.8.3.2-1 and 7.4.8.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.8.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 7.4.8.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
PmSubscription 1 200 OK The subscription was read successfully.

The response body shall contain a representation of
Response the subscription resource, as defined in

body clause 7.5.2.3.
ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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7.4.8.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.8.3.5 DELETE
This method terminates an individual subscription.

This method shall follow the provisions specified in the Tables 7.4.8.3.5-1 and 7.4.8.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.8.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 7.4.8.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
n/a 204 No The subscription resource was deleted successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses  [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

7.4.9 Resource: Notification endpoint

7.49.1 Description
This resource represents a notification endpoint for NS performance management.

The API producer can use this resource to send notifications related to performance management events to a subscribed
API consumer, which has provided the URI of this resource during the subscription process.

7.4.9.2 Resource definition
The resource URI is provided by the client when creating the subscription.

This resource shall support the resource URI variables defined in Table 7.4.9.2-1.

Table 7.4.9.2-1: Resource URI variables for this resource

Name Definition
n/a
7.49.3 Resource methods
7.493.1 POST

The POST method delivers a notification regarding a performance management event from the server to the client.
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This method shall follow the provisions specified in the Tables 7.4.9.3.1-1 and 7.4.9.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.9.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 7.4.9.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Performancelnformation |1 Notification about performance information availability
Request : e
body AvailableNotification _ _ _
ThresholdCrossedNotifi |1 Notification about threshold crossing
cation
Data type Cardinality | Response Description
Codes
n/a 204 No The notification was delivered successfully.
Content
Response - — -
body ProblemDetails See clauses [4xx/5xx In addition to the response codes deflneql aboye,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.49.3.2 GET

The GET method allows the server to test the notification endpoint that is provided by the client, e.g. during

subscription.

This method shall follow the provisions specified in the Tables 7.4.9.3.2-1 and 7.4.9.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 7.4.9.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 7.4.9.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
n/a 204 No The notification endpoint was tested successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4.355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
7.4.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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7.4.9.3.4 PATCH

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.4.9.3.5 DELETE

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

7.5 Data Model

75.1 Introduction

This clause defines the request and response data structures of the NS Performance Management interface. If arequest
or response contains attributes not defined in the present document, a receiving functional block that does not
understand these attributes shall not treat their presence as an error, and may choose to ignore them.

7.5.2 Resource and notification data types

75.2.1 Introduction

This clause defines the data structures to be used in resource representations and notifications.

7522 Type: PmSubscriptionRequest

This type represents a subscription request. It shall comply with the provisions defined in Table 7.5.2.2-1.

Table 7.5.2.2-1: Definition of the PmSubscriptionRequest data type

Attribute name Data type Cardinality Description

filter PmNotificationsFilter |0..1 Filter settings for this subscription, to define the subset of
all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches, or
if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthentic [0..1 Authentication parameters to configure the use of
ation Authorization when sending notifications corresponding to

this subscription, as defined in clause 4.5.3.4.

This attribute shall only be present if the subscriber
requires authorization of notifications.

75.2.3 Type: PmSubscription
This type represents a subscription. It shall comply with the provisions defined in Table 7.5.2.3-1.

Table 7.5.2.3-1: Definition of the PmSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier that identifies the subscription.
filter PmNotificationsFilter 0..1 Filter settings for this subscription, to define the subset of

all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.
_links Structure (inlined) 1 Links to resources related to this resource.
>self Link 1 URI of this resource.
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This type represents a notification that is sent when a threshold has been crossed. It shall comply with the provisions

defined in Table 7.5.2.4-1.

Table 7.5.2.4-1: Definition of the ThresholdCrossedNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the
same value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "ThresholdCrossedNoatification " for
this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification
relates to.

timeStamp DateTime 1 Date and time of the generation of the notification.

thresholdld Identifier 1 Identifier of the threshold which has been crossed.

crossingDirection CrossingDirectionTy |1 An indication of whether the threshold was crossed

pe in upward or downward direction.

objectlnstanceld Identifier 1 Identifier that identifies a NS instance.

performanceMetric String 1 Performance metric associated with the threshold.
This attribute shall contain the related
"Measurement Name" value as defined in clause 7.2
of ETSI GS NFV-IFA 027 [31].

performanceValue (any type) 1 Value of the metric that resulted in threshold
crossing. The type of this attribute shall correspond
to the related "Measurement Unit" as defined in
clause 7.2 of ETSI GS NFV-IFA 027 [31].

_links Structure (inlined) 1 Links to resources related to this notification.

>subscription NotificationLink 1 Link to the related subscription.

>objectinstance NotificationLink 0.1 Link to the resource representing the NS instance to
which the notified change applies. Shall be present if
the NS instance information is accessible as a
resource.

>threshold NotificationLink 1 Link to the resource that represents the threshold
that was crossed.

7525 Type: PerformancelnformationAvailableNotification

This naotification informs the receiver that performance information is available. It shall comply with the provisions

defined in Table 7.5.2.5-1.

NOTE:

the threshold crossing condition.
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Table 7.5.2.5-1: Definition of the PerformancelnformationAvailableNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is
sent multiple times due to multiple subscriptions,
the "id" attribute of all these notifications shall
have the same value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to
"PerformancelnformationAvailableNotification"
for this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification
relates to.

timeStamp DateTime 1 Date and time of the generation of the
notification.

objectinstanceld Identifier 1 Identifier that identifies a NS instance.

_links Structure (inlined) 1 Links to resources related to this notification.

>subscription NotificationLink 1 Link to the related subscription.

>objectinstance NotificationLink 0.1 Link to the resource representing the NS
instance to which the notified change applies.
Shall be present if the NS instance information is
accessible as a resource.

>pmJob NotificationLink 1 Link to the resource that represents the PM job
for which performance information is available.

>performanceReport NotificationLink 1 Link from which the available performance
information of data type "PerformanceReport"
(see clause 7.5.2.10) can be obtained.
This link should point to an "Individual
performance report" resource as defined in
clause 7.4.4.

7.5.2.6 Type: CreatePmJobRequest

Thistype represents a request to create a PM jaob. It shall comply with the provisions defined in Table 7.5.2.6-1.

Table 7.5.2.6-1: Definition of the CreatePmJobRequest data type

Attribute name Data type Cardinality Description
objectinstancelds Identifier 1..N Identifiers of the NS instances for which
performance information is requested to be
collected.
criteria PmJobCriteria 1 Criteria of the collection of performance
information.
7.5.2.7 Type: PmJob

This type represents a PM job. It shall comply with the provisions defined in Table 7.5.2.7-1.
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Table 7.5.2.7-1: Definition of the PmJob data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this PM job.

objectinstancelds Identifier 1..N Identifiers of the NS instances for which
performance information is collected.

criteria PmJobCriteria 1 Criteria of the collection of performance
information.

reports Structure (inlined) 0..N Information about available reports collected by
this PM job.

>href Uri 1 The Uri where the report can be obtained.

>readyTime DateTime 1 The time when the report was made available.

>expiryTime DateTime 0.1 The time when the report will expire.

>fileSize Unsigendint 0.1 The size of the report file in bytes, if known.

_links Structure (inlined) 1 Links for this resource.

>self Link 1 URI of this resource.

>objects Link 0..N Links to resources representing the NS
instances for which performance information is
collected. Shall be present if the NS instance
information is accessible as a resource.

7.5.2.8 Type: CreateThresholdRequest

Thistype represents areguest to create a threshold. It shall comply with the provisions defined in Table 7.5.2.8-1.

Table 7.5.2.8-1: Definition of the CreateThresholdRequest data type

Attribute name Data type Cardinality Description
objectinstanceld Identifier 1 Identifier of the NS instance associated with this
threshold.
criteria ThresholdCriteria |1 Criteria that define this threshold.
7.5.2.9 Type: Threshold

This type represents a threshold. It shall comply with the provisions defined in Table 7.5.2.9-1.

Table 7.5.2.9-1: Definition of the Threshold data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this threshold resource.
objectinstanceld Identifier 1 Identifier of the NS instance associated with the
threshold.
criteria ThresholdCriteria 1 Criteria that define this threshold.
links Structure (inlined) 1 Links for this resource.
>self Link 1 URI of this resource.
>object Link 0.1 Link to a resource representing the NS instance for
which performance information is collected. Shall be
present if the NS instance information is accessible as
a resource.
7.5.2.10 Type: PerformanceReport

This type defines the format of a performance report provided by the NFVO to the OSS/BSS as aresult of collecting
performance information as part of a PM job. The type shall comply with the provisions defined in Table 7.5.2.10-1.
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Table 7.5.2.10-1: Definition of the PerformanceReport data type

Attribute name Data type Cardinality Description

entries Structure (inlined) 1..N List of performance information entries. Each
performance report entry is for a given metric of a given
object (i.e. NS instance), but can include multiple
collected values.

>objectType String 1 Defines the object type for which performance
information is reported (i.e. NS type). The string value
shall be set to the nsdld of the NS instance to which the
performance information relates.

>objectinstanceld Identifier 1 The object instance for which the performance metric is
reported.
The object instances for this information element will be
NS instances.

>performanceMetric String 1 Name of the metric collected.

>performanceValue Structure (inlined) 1..N List of performance values with associated timestamp.

>>timeStamp DateTime 1 Time stamp indicating when the data was collected.

>>performanceValue (any type) 1 Value of the metric collected. See note.

NOTE:

The type of the "performanceValue" attribute (i.e. scalar, structure (Object in JSON), or array (of scalars, arrays
or structures / Objects)) is outside the scope of the present document.

7.5.3

7531

Introduction

Referenced structured data types

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

7.5.3.2

Type: PmNotificationsFilter

Thistype represents afilter that can be used to subscribe for notifications related to performance management events. It
shall comply with the provisions defined in Table 7.5.3.2-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the valuesin the array matches (logical "or" between the values of one filter attribute).

Table 7.5.3.2-1: Definition of the PmNotificationsFilter data type

Attribute name Data type Cardinality Description
nsinstanceSubscriptionFilter |NsflnstanceSubscriptionFilter |0..1 Filter criteria to select NS instances about
which to notify.
notificationTypes Enum (inlined) 0..N Match particular notification types.
Permitted values:
- ThresholdCrossedNotification
- PerformancelnformationAvailableNo
tification
See note.
NOTE: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification types

to facilitate automated code generation systems.

7.5.3.3

Type: PmJobCriteria

This type represents collection criteriafor PM jobs. It shall comply with the provisions defined in Table 7.5.3.3-1.
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Table 7.5.3.3-1: Definition of the PmJobCriteria data type

Attribute name

Data type

Cardinality

Description

performanceMetric

String

0..N

This defines the types of performance metrics
for the specified object instances. At least one of
the two attributes (performance metric or group)
shall be present.

performanceMetricGroup

String

0..N

Group of performance metrics.

A metric group is a pre-defined list of metrics,
known to the producer that it can decompose to
individual metrics. At least one of the two
attributes (performance metric or group) shall be
present.

collectionPeriod

Unsignedint

Specifies the periodicity at which the producer
will collect performance information. The unit
shall be seconds. See notes 1 and 2.

reportingPeriod

Unsignedint

Specifies the periodicity at which the producer
will report to the consumer.

about performance information. The unit shall be
seconds. See notes 1 and 2.

reportingBoundary

DateTime

0.1

Identifies a time boundary after which the
reporting will stop. The boundary shall allow a
single reporting as well as periodic reporting up
to the boundary.

NOTE 1: At the end of each reportingPeriod, the producer will inform the consumer about availability of the performance
data collected for each completed collection period during this reportingPeriod. The reportingPeriod should be
equal to or a multiple of the collectionPeriod. In the latter case, the performance data for the collection periods
within one reporting period are reported together.

NOTE 2: In particular when choosing short collection and reporting periods, the number of PM jobs that can be
supported depends on the capability of the producing entity.
7534 Type: ThresholdCriteria

Thistype represents criteria that define a threshold. It shall comply with the provisions defined in Table 7.5.3.4-1.

Table 7.5.3.4-1: Definition of the ThresholdCriteria data type

Attribute name Data type Cardinality Description
performanceMetric String 1 Defines the performance metric associated with the
threshold.
thresholdType Enum (inlined) 1 Type of threshold. This attribute determines which other

attributes are present in the data structure.

Permitted values:

SIMPLE: Single-valued static threshold

See note 1.
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Attribute name Data type Cardinality Description
simpleThresholdDetails |Structure (inlined) 0.1 Details of a simple threshold. Shall be present if
thresholdType="SIMPLE".
>thresholdValue Number 1 The threshold value. Shall be represented as a floating
point number.
>hysteresis Number 1 The hysteresis of the threshold.

Shall be represented as a non-negative floating point
number.

A notification with crossing direction "UP" will be
generated if the measured value reaches or exceeds
"thresholdValue" + "hysteresis". A notification with
crossing direction "DOWN" will be generated if the
measured value reaches or undercuts "thresholdValue" -
"hysteresis". See note 2.

NOTE 1: In the present document, simple thresholds are defined. The definition of additional threshold types is left for
future specification.

NOTE 2: The hysteresis is defined to prevent storms of threshold crossing notifications. When processing a request to
create a threshold, implementations should enforce a suitable minimum value for this attribute (e.g. override the
value or reject the request).

7.5.4 Referenced simple data types and enumerations

75.4.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

7.5.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.2.

7.5.4.3 Enumeration: CrossingDirectionType

The enumeration CrossingDirectionType shall comply with the provisions defined in Table 7.5.4.3-1.

Table 7.5.4.3-1: Enumeration CrossingDirectionType

Enumeration value Description
UP The threshold was crossed in upward direction.
DOWN The threshold was crossed in downward direction.
8 NS Fault Management interface

8.1 Description

Thisinterface allows the OSS/BSS to subscribe to notifications regarding NS alarms provided by the NFVO. An aarm
on agiven NS results from either a collected virtualised resource fault impacting the connectivity of the NS instance or
aVNF aarm, resulting from a virtualised resource alarm, issued by the VNFM for aVNF that is part of thisNS
instance.

The operations provided through thisinterface are:
J Get Alarm List

e  Acknowledge Alarm
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o Subscribe
. Query Subscription Information
e  Terminate Subscription

. Notify

8.1a  API version

For the NS fault management interface as specified in the present document, the MAJOR version field shall be 1, the
MINOR version field shall be 1, and the PATCH version number shall be O (see clause 4.6.1 for adefinition of the
version fields). Consequently, the { apiMajorVersion} URI variable shall be set to "v1".

NOTE: TheMINOR version O corresponds to the version of the API specified in version 2.4.1 of the present
document.

8.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.2. The string "nsfm" shall be used
to represent { apiName} . All resource URIs in the clauses below are defined relative to the above base URI.

Figure 8.2-1 shows the overall resource URI structure defined for the NS fault management interface.

{apiRoot}/nsfm/v1

—[ lalarms }
\—[ Kalarmid) ]

4[ Isubscriptions ]
\—[ /{subscription|d]} ]

Figure 8.2-1: Resource URI structure of the NS Fault Management interface

Table 8.2-1 lists the individual resources defined, and the applicable HT TP methods. The NFV O shall support
responding to requests for all HT TP methods on the resourcesin Table 8.2-1 that are marked as"M" (mandatory) in the
"Cat" column. The NFVO shall also support the "API versions' resources as specified in clause 4.6.3.2.
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Table 8.2-1: Resources and methods overview of the NS Fault Management interface

Resource name Resource URI HTTP Cat Meaning
Method
Alarms /alarms GET M Query alarms related to NS
instances.
Individual alarm /alarms/{alarmlid} GET M Read individual alarm.
PATCH M Acknowledge individual alarm.
Subscriptions /subscriptions POST M Subscribe to alarms related to
NSs.
GET M Query multiple subscriptions.
Individual subscription /subscriptions/{subscriptionld} GET M Read an individual
subscription.
DELETE M Terminate a subscription.
Notification endpoint (client-provided) POST See note |Notify about NS alarms. See
note.
GET See note |Test the notification endpoint.
See note.

NOTE: The NFVO shall support invoking the HTTP methods defined for the "Notification endpoint” resource exposed by
the OSS/BSS. If the OSS/BSS supports invoking the POST method on the "Subscriptions" resource towards the
NFVO, it shall also support responding to the HTTP requests defined for the "Notification endpoint" resource.
8.3 Sequence diagrams (informative)
8.3.1 Flow of the Get Alarm List operation

This clause describes a sequence flow for querying one or multiple alarms.

Alarm query, asillustrated in Figure 8.3.1-1, consists of the following steps:

Figure 8.3.1-1: Flow of alarm query/read

1) If the OSS/BSSintendsto query all alarms, it sends a GET request to the "Alarms " resource.

2) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes zero or more data structures of type
"Alarm" in the payload body.

3) If the OSS/BSS intendsto read a particular alarm, it sends a GET request to the "Individual alarm” resource,
addressed by the appropriate alarm identifier in its resource URI.

4) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes a data structure of type "Alarm" in the

payload body.
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Error handling: In case of failure, appropriate error information is provided in the response.

8.3.2 Flow of acknowledging alarm

This clause describes the procedure to acknowledge an individual alarm.

Figure 8.3.2-1: Flow of acknowledging alarm
Precondition: The resource representing the individual alarm has been created.
Acknowledge alarm, asillustrated in Figure 8.3.2-1, consists of the following steps:
1) The OSS/BSS sends a PATCH request to the individual alarm.

2) TheNFVO returnsa"200 OK" response to the OSS/BSS, and includes a data structure of type
"AlarmModifications' in the payload body.

Error handling: In case of failure, appropriate error information is provided in the response.

8.3.3 Flow of managing subscriptions

This clause describes the procedure for creating, reading and terminating subscriptions to notifications related to NS
fault management.
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Figure 8.3.3-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in Figure 8.3.3-1:

1)

2)

3)
4)

5)

6)

7)

The OSS/BSS sends a POST reguest to the " Subscriptions' resource including in the payload body a data
structure of type "FmSubscriptionRequest”. This data structure contains filtering criteriaand a client side URI
to which the NFV O will subsequently send notifications about events that match the filter.

Optionally, to test the notification endpoint that was registered by the OSS/BSS as part of the subscription, the
NFVO sends a GET request to the notification endpoint URI.

In that case, the OSS/BSS returns a"204 No Content” response to indicate success.

The NFVO creates a new subscription for notifications related to NS fault management, and a resource that
represents this subscription.

The NFVO returns a"201 Created" response containing a data structure of type "FmSubscription,"”
representing the subscription resource just created by the NFVO, and provides the URI of the newly-created
resource in the "Location" HTTP header.

Optionally, for example when trying to recover from an error situation, the OSS/BSS may query information
about its subscriptions by sending a GET request to the " Subscriptions’ resource.

In that case, the NFVO returns a 200 OK" response that contains the list of representations of all existing
subscriptions that were created by the NFVO.
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8) Optionaly, for example when trying to recover from an error situation, the OSS/BSS may read information
about a particular subscription by sending a GET request to the resource representing that individual
subscription.

9) Inthat case, the NFVO returns a”200 OK" response that contains a representation of that individual
subscription.

10) When the OSS/BSS does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription.

11) The NFVO acknowledges the successful termination of the subscription by returning a"204 No Content"
response.

Error handling: The NFVO rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

8.3.4 Flow of sending notifications

This clause describes the procedure for sending notifications related to NS fault management.

DOSS/BSS MEYO

Precondition: OS5/BSS has subscribed previously B]

Event occurs that
matches subscription

1. POST ==<Client side URI=> {<<Motification==>)

| 2. 204 Mo Content >
DJS55/BSS MFYO

Figure 8.3.4-1: Flow of sending notifications

Precondition: The OSS/BSS has subscribed previously for notifications related to NS fault management.
The procedure consists of the following steps asillustrated in Figure 8.3.4-1:

1) If an event occurs that matches the filtering criteriawhich are part of the subscription, the NFVO generates a
notification that includes information about the event, and sendsiit in the body of a POST request to the URI
which the NFVO has registered as part of the subscription request. The variable <<Notification>> in the flow
isaplaceholder for the different types of notifications that can be sent by this API (see clauses 8.5.2.5, 8.5.2.6
and 8.5.2.7).

2) The OSS/BSS acknowledges the successful delivery of the notification by returning a*204 No Content”
response.

Error handling: If the NFV O does not receive the "204 No Content " response from the OSS/BSS, it can retry sending
the notification.

8.4 Resources

84.1 Introduction

This clause defines al the resources and methods provided by the NS fault management interface.
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8.4.1a Resource: API versions

The"API versions' resources as defined in clause 4.6.3.3 are part of the NS fault management interface.
8.4.2 Resource: Alarms

8.42.1 Description

Thisresource represents a list of alarms related to NS instances.

8.4.2.2 Resource definition
The resource URI is:
{apiRoot}/nsfm/v1/alarms

This resource shall support the resource URI variables defined in Table 8.4.2.2-1.

Table 8.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
8.4.2.3 Resource methods
8.4.2.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.2.3.2 GET
The client can use this method to retrieve information about the alarm list.

This method shall follow the provisions specified in the Tables 8.4.2.3.2-1 and 8.4.2.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 8.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

filter 0.1 Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.

The following attribute names shall be supported by the NFVO in the filter expression:
- id
- nslnstanceld
- rootCauseFaultyComponent.faultyNestedNsInstanceld
- rootCauseFaultyComponent.faultyNsVirtualLinkinstanceld
- rootCauseFaultyComponent.faultyVnfinstanceld
- rootCauseFaultyResource.faultyResourceType

- eventType

- perceivedSeverity

- probableCause
nextpage_opaq [0..1 Marker to obtain the next page of a paged response. Shall be supported by the NFVO if
ue_marker the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this resource.
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NOTE: Thereare no attribute selectors defined for this resource as the Alarm attributes with cardinality 0..1 or
0..N are not structurally complex in nature.
Table 8.4.2.3.2-2: Details of the GET request/response on this resource
Request Data type Cardinality Description
body n/a
Data type Cardinality [Response Description
Codes
Alarm 0..N 200 OK Information about zero or more alarms was queried
successfully.
The response body shall contain the list of related
alarms.
If the NFVO supports alternative 2 (paging) according
to clause 4.7.2.1 for this resource, inclusion of the Link
HTTP header in this response shall follow the
provisions in clause 4.7.2.3.
Response ProblemDetails 1 é%%f:sdt Error: Invalid attribute-based filtering expression.
2l The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.
ProblemDetails 1 400 Bad Error: Response too big.
Request
If the NFVO supports alternative 1 (error) according to
clause 4.7.2.1 for this resource, this error response
shall follow the provisions in clause 4.7.2.2.
ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clauses common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.35.5 response as defined in clause 4.3.5.5, may be
returned.
8.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

8.4.2.3.4

PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

8.4.2.35

DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

8.4.3

8.43.1

Resource: Individual alarm

Description

This resource represents an individual alarm.

8.4.3.2

Resource definition

The resource URI is:

{apiRoot}/nsfm/v1/alar ms/{alar mld}
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This resource shall support the resource URI variables defined in Table 8.4.3.2-1.

Table 8.4.3.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.2.

alarmld Identifier of the alarm. See note.

NOTE:  This identifier can be retrieved from the "id" attribute of the "alarm" attribute in the AlarmNotification or
AlarmClearedNoatification. It can also be retrieved from the "id" attribute of the applicable array element in the
payload body of the response to a GET request to the "Alarms" resource.

8.4.3.3 Resource methods

8.4.33.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.3.3.2 GET
The client can use this method to read an individual alarm.

This method shall follow the provisions specified in the Tables 8.4.3.3.2-1 and 8.4.3.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 8.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported

Table 8.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality |Response Description
Codes
Alarm 1 200 OK Information about an individual alarm was read

successfully.

Response The response body shall contain a representation of
body the individual alarm.

ProblemDetails See clauses  |4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in

4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

8.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.3.34 PATCH
This method modifies an individual alarm resource.

This method shall follow the provisions specified in the Tables 8.4.3.3.4-1 and 8.4.3.3.4-2 for URI query parameters,
request and response data structures, and response codes.
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Table 8.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name

Cardinality

Description

none supported

Table 8.4.3.3.4-2: Details of the PATCH request/response on this resource

Request
body

Data type

Cardinality

Description

AlarmModifications

1

The parameter for the alarm modification, as defined in
clause 8.5.2.8.

Response
body

Data type

Cardinality

Response
Codes

Description

AlarmModifications

200 OK

The request was accepted and completed.

The response body shall contain attribute
modifications for an 'Individual alarm' resource (see
clause 8.5.2.4).

ProblemDetails

0.1

409
Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the "Individual alarm"
resource.

Typically, this is due to the fact that the alarm is
already in the state that is requested to be set (such
as trying to acknowledge an already-acknowledged
alarm).

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

412
Preconditi
on failed

Error: A precondition given in an HTTP request header
is not fulfilled.

Typically, this is due to an ETag mismatch, indicating
that the resource was modified by another entity.

The response body should contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

See clauses

4354/4355

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in

clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

8.4.3.3.5

DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

8.4.4

8.44.1

Description

Resource: Subscriptions

This resource represents subscriptions. The client can use this resource to subscribe to notifications related to alarms
related to a NS and to query its subscriptions.

8.4.4.2

The resource URI is:

Resource definition

{apiRoot}/nsfm/v1/subscriptions
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This resource shall support the resource URI variables defined in Table 8.4.4.2-1.

Table 8.4.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
8.4.4.3 Resource methods
8.4.4.3.1 POST

The POST method creates a new subscription.

This method shall follow the provisions specified in the Tables 8.4.4.3.1-1 and 8.4.4.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Creation of two subscription resources with the same callbackURI and the same filter can result in performance
degradation and will provide duplicates of notifications to the OSS, and might make sense only in very rare use cases.
Consequently, the NFVO may either allow creating a subscription resource if another subscription resource with the
same filter and callbackUri already exists (in which caseit shall return the "201 Created" response code), or may decide
to not create a duplicate subscription resource (in which case it shall return a"303 See Other" response code referencing
the existing subscription resource with the same filter and callbackUri).

Table 8.4.4.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Remarks

none supported

Table 8.4.4.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
bod FmSubscriptionRequest |1 Details of the subscription to be created, as defined in
y
clause 8.5.2.2.
Data type Cardinality [Response Description
Codes
FmSubscription 1 201 The subscription was created successfully.
Created
The response body shall contain a representation of
the created subscription resource.
The HTTP response shall include a "Location:" HTTP
header that points to the created subscription
resource.
Response [n/a 303 A subscription with the same callbackURI and the
body See Other [same filter already exits and the policy of the NFVO is
to not create redundant subscriptions.
The HTTP response shall include a "Location" HTTP
header that contains the resource URI of the existing
subscription resource.
The response body shall be empty.
ProblemDetails See AXX/5xx In addition to the response codes defined above, any
clauses common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.3.55 response as defined in clause 4.3.5.5, may be
returned.
8.4.4.3.2 GET

The client can use this method to retrieve the list of active subscriptions for alarms related to a NS subscribed by the
client. It can be used e.g. for resynchronization after error situations.
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This method shall follow the provisions specified in the Tables 8.4.4.3.2-1 and 8.4.4.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 8.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Remarks

filter 0.1 Attribute-based filtering expression according to clause 4.3.2.
The NFVO shall support receiving this parameter as part of the URI query

string. The OSS/BSS may supply this parameter.

All attribute names that appear in the FmSubscription and in data types
referenced from it shall be supported by the NFVO in the filter expression.

nextpage_opaque_marke |0..1 Marker to obtain the next page of a paged response. Shall be supported by
r the NFVO if the NFVO supports alternative 2 (paging) according to
clause 4.7.2.1 for this resource.

Table 8.4.4.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description

body n/a

Data type Cardinality | Response

Codes

Description

FmSubscription 0..N 200 OK The list of subscriptions was queried successfully.
The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e., zero or
more representations of FM subscriptions, as

defined in clause 8.5.2.3.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.

400 Bad
Request

Response |ProblemDetails 1

body

Error: Invalid attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

Error: Response too big.

400 Bad
Request

ProblemDetails 1

If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in

clause 4.7.2.2.

In addition to the response codes defined above,

ProblemDetails See AXX/5XX

clauses
4354/
4355

any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error

response as defined in clause 4.3.5.5, may be

returned.

8.4.4.3.3

PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

8.4.4.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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8.4.4.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.5 Resource: Individual subscription

8.45.1 Description

This resource represents an individual subscription for alarms related to NSs. The client can use this resource to read
and to terminate a subscription to notifications related to NS fault management.

8.45.2 Resource definition
Theresource URI is:
{apiRoot}/nsfm/vl/subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in Table 8.4.5.2-1.

Table 8.4.5.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.2.

subscriptionld Identifier of this subscription. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new subscription resource. It can also be retrieved from the "id" attribute in the
payload body of that response.

8.45.3 Resource methods

8.4.53.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.5.3.2 GET
The client can use this method for reading an individual subscription for alarms related to NSs subscribed by the client.

This method shall follow the provisions specified in the Tables 8.4.5.3.2-1 and 8.4.5.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 8.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported
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Table 8.4.5.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
FmSubscription 1 200 OK The operation has completed successfully.
Response The response body shall contain a representation of
body _ the SUP_SCI’Ip'[IOI’l resource. _
ProblemDetails See clauses  |4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
8.4.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.5.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.5.3.5

DELETE

This method terminates an individual subscription.

This method shall follow the provisions specified in the Tables 8.4.5.3.5-1 and 8.4.5.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 8.4.5.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported

Table 8.4.5.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality [Response Description
Codes
n/a 204 No The subscription resource was deleted successfully.
Content
Response The response body shall be empty.
body ProblemDetails See AXX/5xx In addition to the response codes defined above, any
clauses common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.3.55 response as defined in clause 4.3.5.5, may be
returned.
8.4.6 Resource: Notification endpoint
8.4.6.1 Description

This resource represents a notification endpoint for alarms related to NSs.
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The API producer can use this resource to send notifications related to alarms related to NSs or about a rebuilt alarm list
to asubscribed API consumer, which has provided the URI of this resource during the subscription process.

8.4.6.2

Resource definition

The resource URI is provided by the client when creating the subscription.

This resource shall support the resource URI variables defined in Table 8.4.6.2-1.

Table 8.4.6.2-1: Resource URI variables for this resource

Name Definition
n/a
8.4.6.3 Resource methods
8.4.6.3.1 POST

The POST method notifies an alarm related to a NS or that the alarm list has been rebuilt.

This method shall follow the provisions specified in the Tables 8.4.6.3.1-1 and 8.4.6.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 8.4.6.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Each notification request body shall include exactly one of the alternatives defined in Table 8.4.6.3.1-2.

Table 8.4.6.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
AlarmNotification 1 Information of a NS alarm.
Request |AlarmClearedNotificatio (1 Information of the clearance of a NS alarm.
body n
AlarmListRebuiltNotificat |1 Information that the alarm list has been rebuilt by the NFVO.
ion
Data type Cardinality | Response Description
Codes
n/a 204 No The notification was delivered successfully.
Content
Response The response body shall be empty.
body ProblemDetails See AxX/5xX In addition to the response codes defined above,
clauses any common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4355 response as defined in clause 4.3.5.5 may be
returned.
8.4.6.3.2 GET

The GET method allows the server to test the notification endpoint that is provided by the client, e.g. during

subscription.

This method shall follow the provisions specified in the Tables 8.4.6.3.2-1 and 8.4.6.3.2-2 for URI query parameters,
request and response data structures, and response codes.
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Table 8.4.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported

Table 8.4.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality [Response Description
Codes
n/a 204 No The natification endpoint was tested successfully.
Content
Response The response body shall be empty.
body ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clauses common error response code as defined in
4354/ clause 4.3.5.4, and any other valid HTTP error
4.35.5 response as defined in clause 4.3.5.5, may be
returned.
8.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.6.3.4 PATCH

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.4.6.3.5 DELETE

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

8.5 Data Model

8.5.1 Introduction
This clause defines the request and response data structures of the NS fault management interface. If arequest or

response contains attributes not defined in the present document, a receiving functional block that does not understand
these attributes shall not treat their presence as an error, and may choose to ignore them.

8.5.2 Resource and notification data types

8521 Introduction

This clause defines the data structures to be used in the resource representations and notifications for the NS fault
management interface.

8.5.2.2 Type: FmSubscriptionRequest

This type represents a subscription request related to notifications about NS faults. It shall comply with the provisions
defined in Table 8.5.2.2-1.
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Table 8.5.2.2-1: Definition of the FmSubscriptionRequest data type

Attribute name Data type Cardinality Description

filter FmNotificationsFilter ~ [0..1 Filter settings for this subscription, to define the subset of
all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches, or
if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.

authentication SubscriptionAuthentic  |0..1 Authentication parameters to configure the use of

ation Authorization when sendingnotifications corresponding to
this subscription, as defined in clause 4.5.3.4.
This attribute shall only be present if the subscriber
requires authorization of notifications.
8.5.2.3 Type: FmSubscription

This type represents a subscription related to notifications about NS faults. It shall comply with the provisions defined

in Table 8.5.2.3-1.

Table 8.5.2.3-1: Definition of the FmSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this subscription resource.
filter FmNotificationsFilter 0.1 Filter settings for this subscription, to define the subset of
all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches, or
if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
links Structure (inlined) 1 Links for this resource.
>self Link 1 URI of this resource.
8.5.2.4 Type: Alarm
The alarm data type encapsul ates information about an alarm. It shall comply with the provisions defined in
Table8.5.2.4-1.
Table 8.5.2.4-1: Definition of the Alarm data type
Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this Alarm information element.
managedObijectld Identifier 1 Identifier of the affected NS instance.
rootCauseFaultyCompone [FaultyComponentinfo |1 The NS components that are causing the NS fault.
nt
rootCauseFaultyResource |FaultyResourcelnfo [0..1 The virtualised resources that are causing the NS
fault. It shall be present when the faulty component is
"NS Virtual Link" or "VNF" (see clause 8.5.3.4).
alarmRaisedTime DateTime 1 Time stamp indicating when the alarm is raised by the
managed object.
alarmChangedTime DateTime 0.1 Time stamp indicating when the alarm was last
changed. It shall be present if the alarm has been
updated.
alarmClearedTime DateTime 0.1 Time stamp indicating when the alarm was cleared. It
shall be present if the alarm has been cleared.
ackState Enum (inlined) 1 Acknowledgement state of the alarm.
Permitted values:
UNACKNOWLEDGED
ACKNOWLEDGED
perceivedSeverity PerceivedSeverityTy |1 Perceived severity of the managed object failure.
pe
eventTime DateTime 1 Time stamp indicating when the fault was observed.
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Attribute name Data type Cardinality Description

eventType EventType 1 Type of event.

faultType String 0.1 Additional information to clarify the type of the fault.

probableCause String 1 Information about the probable cause of the fault.

isRootCause Boolean 1 Attribute indicating if this fault is the root for other
correlated alarms. If TRUE, then the alarms listed in
the attribute CorrelatedAlarmlid are caused by this
fault.

correlatedAlarmlds Identifier 0..N List of identifiers of other alarms correlated to this
fault.

faultDetails String 0..N Provides additional information about the fault.

_links Structure (inlined) 1 Links for this resource.

>self Link 1 URI of this resource.

>objectinstance Link 0.1 Link to the resource representing the NS instance to
which the notified alarm is correlated. Shall be
present if the NS instance information is accessible
as a resource.

8.5.2.5

Type: AlarmNotification

Thistype represents an alarm notification about NS faults. It shall comply with the provisions defined in

Table 8.5.2.5-1.

Table 8.5.2.5-1: Definition of the AlarmNotification data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this notification. If a notification is sent multiple
times due to multiple subscriptions, the "id" attribute of all
these notifications shall have the same value.
notificationType String 1 Discriminator for the different notification types.

Shall be set to "AlarmNotification” for this notification type.
subscriptionid Identifier 1 Identifier of the subscription that this notification relates to.
timeStamp DateTime 1 Date-time of the generation of the notification.
alarm Alarm 1 Information about an alarm including Alarmlid, affected NS

identifier, and FaultDetails.

_links Structure (inlined) 1 Links to resources related to this notification.
>subscription NotificationLink 1 Link to the related subscription.

8.5.2.6

Type: AlarmClearedNotification

Thistype represents an alarm cleared notification about NS faults. It shall comply with the provisions defined in

Table 8.5.2.6-1.

Table 8.5.2.6-1: Definition of the AlarmClearedNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent multiple
times due to multiple subscriptions, the "id" attribute of all
these notifications shall have the same value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "AlarmClearedNotification” for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates to.

timeStamp DateTime 1 Date-time of the generation of the notification.

alarmid Identifier 1 Alarm identifier.

alarmClearedTime DateTime 1 The time stamp indicating when the alarm was cleared.

links Structure (inlined) 1 Links to resources related to this notification.
>subscription NotificationLink 1 Link to the related subscription.
>alarm NotificationLink 1 Link to the resource that represents the related alarm.

ETSI




253 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

8.5.2.7 Type: AlarmListRebuiltNotification

This type represents a notification that the alarm list has been rebuilt, e.g. if the NFVO detects its storage holding the
alarmlist is corrupted. It shall comply with the provisions defined in Table 8.5.2.7-1.

Table 8.5.2.7-1: Definition of the AlarmListRebuiltNotification data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this notification. If a notification is sent multiple
times due to multiple subscriptions, the "id" attribute of all
these notifications shall have the same value.
notificationType String 1 Discriminator for the different notification types.
Shall be set to "AlarmListRebuiltNotification” for this
notification type.
subscriptionld Identifier 1 Identifier of the subscription that this notification relates to.
timeStamp DateTime 1 Date-time of the generation of the notification.
_links Structure (inlined) 1 Links to resources related to this notification.
>subscription NotificationLink 1 Link to the related subscription.
>alarms NotificationLink 1 Link to the alarm list, i.e. the "Alarms" resource.
8.5.2.8 Type: AlarmModifications

This type represents attribute modifications for an "Individual alarm"” resource, i.e. modifications to a resource
representation based on the "Alarm” data type. The attributes of "Alarm” that can be modified according to the
provisionsin clause 8.5.2.4 are included in the "AlarmModifications® data type.

The"AlarmModifications' datatype shall comply with the provisions defined in Table 8.5.2.8-1.

Table 8.5.2.8-1: Definition of the AlarmModifications data type

Attribute name Data type Cardinality Description
ackState Enum (inlined) New value of the "ackState" attribute in "Alarm".
Permitted values:
ACKNOWLEDGED

[

8.5.3 Referenced structured data types

8531 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

8.5.3.2 Type: FmNotificationsFilter

This type represents a subscription filter related to notifications about NS faults. It shall comply with the provisions
defined in Table 8.5.3.2-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the valuesin the array matches (logical "or" between the values of one filter attribute).
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Table 8.5.3.2-1: Definition of the FmNotificationsFilter data type

Attribute name

Data type

Cardinality

Description

nsinstanceSubscriptionFilter

Filter

NslInstanceSubscription

0.1

Filter criteria to select NS instances about which
to notify.

notificationTypes

Enum (inlined)

0..N

Match particular notification types.

Permitted values:
AlarmNotification
AlarmClearedNotification
AlarmListRebuiltNotification
See note.

faultyResourceTypes

FaultyResourceType

0..N

Match alarms related to NSs with a faulty
resource type listed in this attribute.

perceivedSeverities

PerceivedSeverityType

0..N

Match alarms related to NSs with a perceived
severity listed in this attribute.

eventTypes

EventType

0..N

Match alarms related to NSs with an event type
listed in this attribute.

probableCauses

String

0..N

Match alarms related to NSs with a probable
cause listed in this attribute.

NOTE:  The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.
8.5.3.3 Type: FaultyResourcelnfo

This type represents the faulty virtual resources that have a negative impact on aNS. It shall comply with the provisions

defined in Table 8.5.3.3-1.

Table 8.5.3.3-1: Definition of the FaultyResourcelnfo data type

Attribute name Data type Cardinality Description
faultyResource ResourceHandle 1 Information that identifies the faulty resource instance and
its managing entity.
faultyResourceType |FaultyResourceType 1 Type of the faulty resource.

8.5.3.4

Type: FaultyComponentinfo

This type represents the faulty component that has a negative impact on an NS. It shall comply with the provisions

defined in Table 8.5.3.4-1.

Table 8.5.3.4-1: Definition of the FaultyComponentinfo data type

Attribute name Data type Cardinality Description
faultyNestedNsInstanceld Identifier 0.1 Identifier of the faulty nested NS instance. See note.
faultyNsVirtualLinkinstanceld |ldentifier 0.1 Identifier of the faulty NS virtual link instance. See note.
faultyVnflnstanceld Identifier 0..1 Identifier of the faulty VNF instance. See note.

NOTE: At least one of the attributes shall be present.
8.5.4 Referenced simple data types and enumerations
8.54.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the

previous clauses.

8.5.4.2

Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.2.
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8.5.4.3 Enumeration: PerceivedSeverityType

The enumeration PerceivedSeverity Type shall comply with the provisions defined in Table 8.5.4.3-1. It indicates the
relative level of urgency for operator attention.

Table 8.5.4.3-1: Enumeration PerceivedSeverityType

Enumeration value Description

CRITICAL The Critical severity level indicates that a service affecting condition has occurred and an
immediate corrective action is required. Such a severity can be reported, for example, when
a managed object becomes totally out of service and its capability needs to be restored
(Recommendation ITU-T X.733 [30]).

MAJOR The Major severity level indicates that a service affecting condition has developed and an
urgent corrective action is required. Such a severity can be reported, for example, when
there is a severe degradation in the capability of the managed object and its full capability
needs to be restored (Recommendation ITU-T X.733 [30]).

MINOR The Minor severity level indicates the existence of a non-service affecting fault condition and
that corrective action should be taken in order to prevent a more serious (for example,
service affecting) fault. Such a severity can be reported, for example, when the detected
alarm condition is not currently degrading the capacity of the managed object
(Recommendation ITU-T X.733 [30]).

WARNING The Warning severity level indicates the detection of a potential or impending service
affecting fault, before any significant effects have been felt. Action should be taken to further
diagnose (if necessary) and correct the problem in order to prevent it from becoming a more
serious service affecting fault (Recommendation ITU-T X.733 [30]).

INDETERMINATE The Indeterminate severity level indicates that the severity level cannot be determined
(Recommendation ITU-T X.733 [30]).

CLEARED The Cleared severity level indicates the clearing of one or more previously reported alarms.
This alarm clears all alarms for this managed object that have the same Alarm type,
Probable cause and Specific problems (if given) (Recommendation ITU-T X.733 [30]).

8544 Enumeration: EventType

The enumeration EventType represents those types of events that trigger an alarm. It shall comply with the provisions
defined in Table 8.5.4.4-1.

Table 8.5.4.4-1: Enumeration EventType

Enumeration value Description
COMMUNICATIONS_ALARM An alarm of this type is associated with the procedure and/or process
required conveying information from one point to another
(Recommendation ITU-T X.733 [30]).
PROCESSING_ERROR_ALARM An alarm of this type is associated with a software or processing fault
(Recommendation ITU-T X.733 [30]).

ENVIRONMENTAL_ALARM An alarm of this type is associated with a condition related to an enclosure
in which the equipment resides (Recommendation ITU-T X.733 [30]).

QOS_ALARM An alarm of this type is associated with degradation in the quality of a
service (Recommendation ITU-T X.733 [30]).

EQUIPMENT_ALARM An alarm of this type is associated with an equipment fault

(Recommendation ITU-T X.733 [30]).

8.5.45 Enumeration: FaultyResourceType

The enumeration FaultyResourceType represents those types of faulty resource. It shall comply with the provisions
defined in Table 8.5.4.5-1.
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Table 8.5.4.5-1: Enumeration FaultyResourceType

Enumeration value Description
COMPUTE Virtual compute resource
STORAGE Virtual storage resource
NETWORK Virtual network resource
9 VNF Package Management interface

9.1 Description

Thisinterface allows the OSS/BSS to invoke VNF package management operations towards the NFVO, and to
subscribe to notifications regarding VNF package on-boarding or changes provided by the NFVO.

The operations provided through this interface are as follows:

. Create VNF Package Info

Upload VNF Package

. Update VNF Package Info

. Delete VNF Package

. QueryV NF Package Info, include obtaining the VNFD
. Fetch VNF Package

. Fetch VNF Package Artifacts

J Subscribe

e  Query Subscription Info

. Notify

. Terminate Subscription

State changes of a VNF package areillustrated in clause B.2.

9.1a  API version

For the VNF package management interface as specified in the present document, the MAJOR version field shall be 1,
the MINOR version field shall be 1, and the PATCH version number shall be 0 (see clause 4.6.1 for a definition of the
version fields). Consequently, the { apiMajorVersion} URI variable shall be set to "v1".

NOTE: The MINOR version 0 corresponds to the version of the API specified in version 2.4.1 of the present
document.

9.2 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.2. The string "vnfpkgm" shall be
used to represent { apiName} . All resource URIsin the clauses below are defined relative to the above base URI.

Figure 9.2-1 shows the overall resource URI structure defined for the VNF package management interface.
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Ivnfd

J

/package_content J

4[ /subscriptions ]

\—[ /upload_from_uri }

[artifacts

\—[ fartiactPatn) |

\—[ Hsubscriptionld} J

Figure 9.2-1: Resource URI structure of the VNF Package Management Interface

Table 9.2-1 liststhe individual resources defined, and the applicable HTTP methods. The NFV O shall support
responding to requests for all HT TP methods on the resourcesin Table 9.2-1 that are marked as"M" (mandatory) in the
"Cat" column. The NFVO shall also support the "API versions' resources as specified in clause 4.6.3.2.

Table 9.2-1: Resources and methods overview of the VNF Package Management interface

Resource name Resource URI HTTP Cat Meaning
Method
GET M Query VNF packages information
VNF packages Ivnf_packages Create a new individual VNF
POST M
package resource
Read information about an
- GET M individual VNF package
Individual VNF nf K JtvnfPkald date inf - b
ackage vnf_packages/{vnfPkgld} PATCH M Update information about an
P individual VNF package
DELETE M Delete an individual VNF package
VNFD of an
individual VNF jvnf_packages/{vnfPkgidyvnfd ~ |GET M Read VNFD of an on-boarded VNF
package
package
GET M Fetch an on-boarded VNF package
VNF package Ivnf_packages/{vnfPkgld}/package Upload a VNF package by
content _content PUT M providing the content of the VNF
package
Upload VNF Upload a VNF package by
package from URI Ivnf_packages/ {vankgId}/package POST M providing the address information of
_content/upload_from_uri
task the VNF package
IndividualVNF Ivnf_packages/{vnfPkgld}/artifacts/ GET M Fetch individual VNF package
package artifact {artifactPath} artifact
Subscribe to notifications related to
Subscritions Jsubscriptions POST M on-boarding and/or changes of VNF
P P packages
GET M Query multiple subscriptions
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Resource name Resource URI HTTP Cat Meaning
Method
- Read an individual subscription
lsnudl:;:::driua;:on /subscriptions/{subscriptionld} GET M resource
P DELETE M Terminate a subscription
Notify about VNF package on-
e . . . POST See note boarding or change. See note
Notification endpoint |(client-provided) s -
Test the notification endpoint. See
GET See note note
NOTE: The NFVO shall support invoking the HTTP methods defined for the "Notification endpoint" resource exposed
by the OSS/BSS. If the OSS/BSS supports invoking the POST method on the "Subscriptions" resource
towards the NFVO, it shall also support responding to the HTTP requests defined for the "Notification
endpoint” resource.
9.3 Sequence diagrams (informative)
9.3.1 Flow of the creation of an individual VNF package resource

This clause describes the procedure for creating an individual VNF package resource.

OSS/BSS

"1, POST .. unf_packages (Create’nfPlkgRequest)

NFWO

3. 201 Created (VnfPkglinfa)

i
i

—

-

Create individual

! 2. WNF package
| resource

0SS/BSS

Figure 9.3.1-1: Flow of the creation of an individual VNF package resource

Creation of an individual VNF package resource, asillustrated in Figure 9.3.1-1, consists of the following steps:

1) The OSS/BSS sends a POST request to the "VNF packages' resource including in the payload body a data
structure of type "CreateV nfPkgl nfoRequest”.

2) TheNFVO creates anew individual VNF package resource.

3) TheNFVO returnsa"201 Created" response containing a representation of the individual VNF package
resource and a"Location” HTTP header that points to the new "individual VNF package" resource.

Postcondition: Upon successful completion, the individual VNF package resource is created with the value of the
"onboardingState” attribute equalsto "CREATED", the value of the "operationa State" attribute equalsto "DISABLED"
and the value of "usageState” attribute equalsto "NOT_IN_USE".

Error handling: In case of failure, appropriate error information is provided in the response.

9.3.2

This clause describes the procedure of uploading the content of a VNF package.
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0Ss/BSS NFWO
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Figure 9.3.2-1: Flow of the uploading of VNF package content

Precondition: The individual VNF package resource has been created with the value of "onboardingState” attribute
equalsto "CREATED".

Uploading the content of aVNF package, asillustrated in Figure 9.3.2-1, consists of the following steps:

1) If the OSS/BSS uploads the VNF package content directly to the NFVO, it sends a PUT request to the "VNF
package content" resource including in the payload body a copy of the VNF package content.

2) TheNFVO returnsa"202 Accepted" response with an empty payload body.

3) If the OSS/BSS uploads the VNF package content indirectly to the NFVO, it sends a POST request to the
"Upload VNF package from URI task" resource including in the payload body a data structure of type
"UploadV nfPackageFromUriRequest”.

4) TheNFVOreturnsa"202 Accepted” response with an empty payload body to indicate the address information
is successfully received.

5) The NFVO utilizes the address information to retrieve the VNF package content.
6) The NFVO continues processing the VNF package (e.g. validation) after it retrieves the package content.

7)  Optionally, the OSS/BSS can send a GET request to the "individual VNF package" resource to check the on-
boarding state of the VNF package resource.

8) TheNFVO returnsa'200 OK" response containing the information of the VNF package resource.

9) The NFVO sends a V nfPackageOnboardingNotification to the OSS/BSS to indicate the successful on-boarding
of the VNF package content.

Postcondition: Upon successful completion, the content of the VNF package is on-boarded. And the state of the VNF
package is changed as follows: the value of the "onboardingState" attribute equals to "ONBOARDED", the value of the
"operational State" attribute equalsto "ENABLED" and the value of the "usageState" attribute equalsto
"NOT_IN_USE".

Error handling: In case of failure, appropriate error information is provided in the response.
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9.3.3 Flow of querying/reading VNF package information

This clause describes a sequence for querying information about one or multiple VNF packages.

DOSS/BSS MFYO

Precondition: Tne or more individual %¥MNF package resources are created. b]

alt ) [query information abowut multiple UHF packages]
1. GET .../lunf packages

>
| ¢ 2. 200 OK (VnfPkginfo[]) !

[read iml'urmatiun about individual VHF package] .
13, GET .. nf_packages/{unfPlkgld} -

4. 200 0K WnfPkglnfo) f

bt

OSS5/BSS MNFEYO

Figure 9.3.3-1: Flow of querying/reading VNF package information

Precondition: One or moreindividual VNF package resources are created.
VNF package information query, asillustrated in Figure 9.3.3-1, consists of the following steps:

1) If the OSS/BSS intendsto query information about multiple VNF packages, it sends a GET request to the
"VNF packages" resource.

2) TheNFVO returnsa"200 OK" response, and includes in the payload body zero or more data structures of type
"VnfPkglnfo".

3) If the OSS/BSSintends to read information about a particular VNF package, the OSS/BSS sends a GET
reguest to the "Individual VNF package" resource, addressed by the appropriate VNF package identifier in its
resource URI.

4) TheNFVO returnsa"200 OK" response, and includes in the payload body a data structure of type
"VnfPkglnfo".

Postcondition: Upon successful completion, the OSS/BSS gets the information of the VNF packages or the VNF
package.

Error handling: In case of failure, appropriate error information is provided in the response.

9.3.4 Flow of reading the VNFD of an on-boarded VNF package

This clause describes the procedure for reading the VNFD of an on-boarded VNF package.
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MNFEWO

Precondition: The WNF package is on-boarded to the NFWO, b]

V1L GET . hnf packages/{vnfPkgldlivnfd

| <2200 OK (Vnfd)

o

O55/BSS

MNFEWO

Figure 9.3.4-1: Flow of reading VNFD

Precondition: The VNF package is on-boarded to the NFVO.

The procedure consists of the following steps asillustrated in Figure 9.3.4-1.

1) The OSS/BSS sendsa GET request to the "VNFD in an individual VNF package" resource.

2) TheNFVO returnsa"200 OK" response, and includes a copy of the VNFD from the VNF package in the

payload body.

9.3.5 Flow of updating information of a VNF package

This clause describes the procedure for enabling/disabling/abort deletion of a VNF package.

OSS/BSS

MNFYO

Precondition: <<Precondition State>> B]

1. PATCH ...funf_packagesfvnfPkgld} (WnfPkginfoModifications)

i
Ly
-

The NFVO updates
2. the information of
the WNF package

[P
< 3. 200 OK (WnfPkginfoModifications) E
- 4. Send VnfPackageChangeNotification .. é
Postcondition: <<Postcondition Statez> ﬁ
| !
0S5/BSS NFYO

Figure 9.3.5-1: Flow of updating information of a VNF package

NOTE: Dueto possible race conditions, the 200 response and the V nfPackageChangeNoatification can arrive in
any order at the OSS/BSS.

Precondition: The VNF package isin <<Precondition State>>, the value of <<Precondition State>> depends on the
actual requested operation, and is described in Table 9.3.5-1.

The procedure consists of the following steps asillustrated in Figure 9.3.5-1:

1) The OSS/BSS sendsa PATCH request to the "individual VNF package" resource including in the payload
body a data structure of type "VnfPkglnfoModifications".
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2) The NFVO updates the information of the VNF package.

3) TheNFVO returnsa"200 OK" response with a payload body containing a data structure of type
"V nfPkglnfoModifications'.

4) If the operationa state of the VNF package is modified, the NFVO sendsto OSS/BSS a
V nfPackageChangeNctification to indicate the state change of the VNF package.

Postcondition: The VNF package isin << Postcondition State>>.

Table 9.3.5-1 describes how the <<Precondition State>> and << Postcondition State>> are parameterized in the above
flow.

Table 9.3.5-1: Parameterization of the flow for updating information of a VNF package

Operation <<Precondition State>> [ <<PostconditionState>>
Enable a VNF package The on-boarding state of [The operational state of the
the VNF package is VNF package is ENABLED

ONBOARDED and the
operational state of the
VNF package is

DISABLED
Disable a VNF package The on-boarding state of [The operational state of the
the VNF package is VNF package is DISABLED

ONBOARDED and the
operational state of the
VNF package is

ENABLED

Update user defined data The individual VNF The user defined data is
package resource is updated
created

9.3.6 Flow of deleting a VNF package resource

This clause describes a sequence for deleting a VNF package resource.
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Figure 9.3.6-1: Flow of deleting a VNF package resource

NOTE: Dueto possible race conditions, the 204 response and the V nfPackageChangeNoatification can arrive in

any order at the OSS/BSS.

Precondition: Theindividua VNF package resource has been created, the operational state of the VNF packageis
DISABLED, and the usage state of the VNF packageisNOT_IN_USE.

Deleting a VNF package resource, asillustrated in Figure 9.3.6-1, consists of the following steps:

1)
2)

3)
4)

The OSS/BSS sends a DELETE request to the "individual VNF package" resource.

The NFVO deletes the "individual VNF package" resource and related VNF package content if the VNF
package is on-boarded.

The NFVO returns a 204 No Content” response with an empty payload body.

The NFVO sends to the OSS/BSS a V nfPackageChangeNatification to indicate the deletion of the VNF
package resource.

Postcondition: Upon successful completion, the individual VNF package resource is deleted.

Error handling: In case of failure, appropriate error information is provided in the response.

9.3.7

Flow of fetching an on-boarded VNF package

This clause describes a sequence for fetching the content of an on-boarded VNF package.
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OS5S/BSS NFVO

‘ Precondition: The WYMF package is on-boarded to the MFWVO. P_\}
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Figure 9.3.7-1: Flow of fetching an on-boarded VNF package

Precondition: The VNF package is on-boarded to the NFVO.

Fetching an on-boarded VNF package, asillustrated in Figure 9.3.7-1, consists of the following steps.

1)

2)
3)

4)

If fetching the whole VNF package content, the OSS/BSS sends a GET request to the "V NF package content™
resource.

The NFVO returns a"200 OK" response, and includes a copy of the VNF package file in the payload body.

If fetching the VNF package content using partial download, the OSS/BSS sends a GET request to the "V NF
package content” resource, and includes a"Range" HTTP header indicating the partition of the VNF package
content needs to be transferred.

The NFVO returns a"206 Partial Content” response with a payload body containing the partial content of the
VNF package, and a " Content-Range" HTTP header indicating the byte range enclosed in the payload and the
complete length of the VNF package content.

Postcondition: Upon successful completion, the OSS/BSS gets the whole or partial content of the VNF package.

Error handling: In case of failure, appropriate error information is provided in the response.

9.3.8

Flow of fetching a VNF package artifact

This clause describes a sequence for fetching an individual artifact contained in an on-boarded VNF package.
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0OS5S/BSS MFEYO
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Figure 9.3.8-1: Flow of fetching a VNF package artifact

Precondition: The VNF package is on-boarded to the NFV O.

Fetching an individua artifact contained in an on-boarded VNF package, asillustrated in Figure 9.3.8-1, consists of the

following steps.

1) If fetching the whole content of the artifact, the OSS/BSS sends a GET request to the "Individual VNF
package artifact” resource.

2) TheNFVO returnsa"200 OK" response, and includes a copy of the applicable artifact file from the VNF
package in the payload body.

3)  If fetching the artifact using partial download, the OSS/BSS sends a GET request to the "Individua VNF
package artifact”" resource, and includes a"Range" HTTP header indicating the partition of the artifact needs to
be transferred.

4) TheNFVO returnsa"206 Partial Content" response with a payload body containing the partial content of the

artifact file, and a" Content-Range" HTTP header indicating the byte range enclosed in the payload and the
complete length of the artifact file.

Error handling: In case of failure, appropriate error information is provided in the response.

9.3.9

Flow of managing subscriptions

This clause describes the procedure for creating, reading and terminating subscriptions to notifications related to VNF
package management.
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Figure 9.3.9-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in Figure 9.3.9-1:

1) The OSS/BSS sends a POST request to the " Subscriptions' resource including in the payload body a data
structure of type "PkgmSubscriptionRequest”. That data structure contains filtering criteriaand a client side
URI to which the NFVO will subsequently send notifications about events that match the filter.

2) Optionaly, to test the notification endpoint that was registered by the OSS/BSS as part of the subscription, the
NFVO sends a GET request to the notification endpoint URI.

3) Inthat case, the OSS/BSS returns a”204 No Content" response to indicate success.

4) The NFVO creates a new subscription to notifications related to VNF package on-boarding or changes, and a
resource that represents this subscription.

5) TheNFVOreturnsa"201 Created" response containing a data structure of type "PkgmSubscription™
representing the subscription resource just created by the NFVO, and provides the URI of the newly-created
resource in the "Location" HTTP header.

6) If desired, e.g. to recover from an error situation, the OSS/BSS may obtain information about its subscriptions
by sending a GET request to the resource representing the subscriptions.
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7) Inthat case, the NFVO returns a"200 OK" response that contains the list of representations of all existing
subscriptions that were created by the OSS/BSS.

8) If desired, e.g. to recover from an error situation, the OSS/BSS may obtain information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

9) Inthat case, the NFVO returns a"200 OK" response that contains a representation of that individual
subscription.

10) If the OSS/BSS does not need the subscription anymore, it terminates the subscription by sending a DELETE
reguest to the resource that represents the individual subscription to remove.

11) The NFVO acknowledges the successful termination of the subscription by returning a"204 No Content"
response.

Error handling: The NFVO reects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

9.3.10 Flow of sending notifications

This clause describes the procedure for sending notifications related to VNF package management.

O55/BSS MEYO

Precondition: OS5/BSS has subscribed previously b]
Event occurs that
matches subscription

' _ 1. POST =<Clignt side URL>> [<<Motification>>) !

1 2. 204 Mo Content

i

i
|
L

DOS55/BSS MEYO

Figure 9.3.10-1: Flow of sending notifications

Precondition: The OSS/BSS has subscribed previously for notifications related to VNF package management.
The procedure consists of the following steps asillustrated in Figure 9.3.10-1:

1) If an event occurs that matches the filtering criteria which are part of the subscription, the NFVO generates a
notification that includes information about the event, and sendsit in the body of a POST request to the URI
which the OSS/BSS has registered as part of the subscription request. The variable <<Notification>> in the
flow is a placeholder for the different types of notifications that can be sent by this API (see clauses 9.5.2.7
and 9.5.2.8).

2) The OSS/BSS acknowledges the successful delivery of the notification by returning a"204 No Content"
response.

Error handling: If the NFVO does not receive the "204 No Content” response from the OSS/BSS, it can retry sending
the notification.

94 Resources

9.4.1 Introduction

This clause defines al the resources and methods provided by the VNF package management interface.
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9.4.1a Resource: API versions

The"API versions' resources as defined in clause 4.6.3.3 are part of the VNF package management interface.
9.4.2 Resource: VNF packages

9421 Description

This resource represents VNF packages. The client can use this resource to create individual VNF package resources,
and to query information of the VNF packages.

9.4.2.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpkgm/vl/vnf_packages

This resource shall support the resource URI variables defined in Table 9.4.2.2-1.

Table 9.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2
9.4.2.3 Resource methods
9.4.2.3.1 POST

The POST method creates a new individual VNF package resource.

This method shall follow the provisions specified in the Tables 9.4.2.3.1-1 and 9.4.2.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 9.4.2.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreateVnfPkgInfoReq |1 IndividualVNF package resource creation parameters, as defined
uest in clause 9.5.2.2.
Data type Cardinality | Response Description
Codes
VnfPkglinfo 1 201 An individual VNF package resource has been
Created created successfully.
The response body shall contain a representation of
the new individual VNF package resource, as
Response defined in clause 9.5.2.4.
body Th . N -
e HTTP response shall include a "Location
HTTP header that contains the resource URI of the
individual VNF package resource.
ProblemDetails See clauses |[4xx/5xx In addition to the response codes defined above,
4.35.4/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
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The GET method queries the information of the VNF packages matching the filter.

This method shall follow the provisions specified in the Tables 9.4.2.3.2-1 and 9.4.2.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this parameter as part of the URI query string. The
OSS/BSS may supply this parameter.

All attribute names that appear in the VnfPkgInfo and in data types referenced from it
shall be supported by the NFVO in the filter expression.

all_fields

Include all complex attributes in the response. See clause 4.3.3 for details. The NFVO
shall support this parameter.

fields

Complex attributes to be included into the response. See clause 4.3.3 for details. The
NFVO should support this parameter.

exclude_fields

Complex attributes to be excluded from the response. See clause 4.3.3 for details. The
NFVO should support this parameter.

exclude_default

Indicates to exclude the following complex attributes from the response. See
clause 4.3.3 for details.

The NFVO shall support this parameter.

The following attributes shall be excluded from the VnfPkginfo structure in the
response body if this parameter is provided, or none of the parameters "all_fields,"
"fields", "exclude_fields", "exclude_default" are provided:

- softwarelmages

- additionalArtifacts

- userDefinedData

checksum

nextpage_opaq
ue_marker

0.1

Marker to obtain the next page of a paged response. Shall be supported by the NFVO
if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for this
resource.
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Table 9.4.2.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality

Description

body n/a

Data type Cardinality

Response
Codes

Description

VnfPkginfo 0..N

200 OK

Information about zero or more VNF packages was
successfully queried.

The response body shall contain in an array the
VNF package info representations that match the
attribute filter, i.e., zero or more VNF package info
representations as defined in clause 9.5.2.5.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.

ProblemDetails 1

Response
body

400 Bad
Request

Error: Invalid attribute-based filtering expression.

In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.

ProblemDetails 1

400 Bad
Request

Error: Invalid attribute selector.

In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.

ProblemDetails 1

400 Bad
Request

Error: Response too big.

If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in

clause 4.7.2.2.

See clauses
4354/
4.3.5.5

ProblemDetails

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.2.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method

Not Allowed" response as defined in clause 4.3.5.4.

9.4.2.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

9.4.2.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method

Not Allowed" response as defined in clause 4.3.5.4.

9.4.3

9431 Description

Resource: Individual VNF package

This resource represents an individual VNF package. The client can use this resource to read information of the VNF
package, update information of the VNF package, or delete aVVNF package.
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9.4.3.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpkgm/vl/vnf_packages/{vnfPkgl d}

This resource shall support the resource URI variables defined in Table 9.4.3.2-1.

Table 9.4.3.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.2.

vnfPkgld Identifier of the VNF package. The identifier is allocated by the NFVO. See note.

NOTE: This identifier can be retrieved from the "VnfPkgld" attribute in the VnfPackageOnboardingNotification or
VnfPackageChangeNotification.

9.4.3.3 Resource methods

9.433.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.3.3.2 GET
The GET method reads the information of an individual VNF package.

This method shall follow the provisions specified in the Tables 9.4.3.3.2-1 and 9.4.3.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description

none supported

Table 9.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality [ Response Description
Codes
vnfPkglnfo 1 200 OK Information of the VNF package was read
successfully.
Response The response body shall contain the VNF package
body info representation defined in clause 9.5.2.5.
ProblemDetails See clauses |[4xx/5xx In addition to the response codes defined above,
4.35.4/ any common error response code as defined in
4.3.55 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
9.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.3.34 PATCH
The PATCH method updates the information of a VNF package.
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This method shall follow the provisions specified in the Tables 9.4.3.3.4-1 and 9.4.3.3.4-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
none supported

Table 9.4.3.3.4-2: Details of the PATCH request/response on this resource

Request Data type Cardinality Description
body |VnfPkginfoModifications 1 Parameters for VNF package information modifications.
Data type Cardinality [Response Description
Codes
VnfPkgInfoModifications 1 200 OK The operation was completed successfully.

The response body shall contain attribute
modifications for an "Individual VNF
package" resource.

ProblemDetails 1 409 Error: The operation cannot be executed
Conflict currently, due to a conflict with the state of
the resource.

Typically, this is due to any of the following
scenarios:
- Disable a VNF package resource
Ree Egg;s of which the operational state is
not ENABLED
- Enable a VNF package resource
of which the operational state is
not DISABLED

The response body shall contain a
ProblemDetails structure, in which the
"detail" attribute shall convey more
information about the error.

ProblemDetails See AXX/5xx In addition to the response codes defined
clauses above, any common error response code
4354/ as defined in clause 4.3.5.4, and any other
4355 valid HTTP error response as defined in

clause 4.3.5.5, may be returned.

9.4.3.3.5 DELETE
The DELETE method deletes an individual VNF package resource.

This method shall follow the provisions specified in the Tables 9.4.3.3.5-1 and 9.4.3.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported
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Table 9.4.3.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
n/a 204 No The VNF package was deleted successfully.
Content

The response body shall be empty.
ProblemDetails 1 409 Conflict |Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.

Typically, this is due to the fact that the operational
Response state of the VNF package resource i§ ENABLED or

body there are running VNF instances which are
instantiated based on the concerned VNF package.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clauses |[4xx/5xx In addition to the response codes defined above,
4.35.4/ any common error response code as defined in
4.3.55 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.4 Resource: VNFD in an individual VNF package

9441 Description

This resource represents the VNFD contained in an on-boarded VNF package. The client can use this resource to obtain
the content of the VNFD.

9.4.4.2 Resource definition
The resource URI is:
{apiRoot}/vnfpkgm/vlivnf_packages/{vnfPkgl d}/vnfd
This resource shall support the resource URI variables defined in Table 9.4.4.2-1.

Table 9.4.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
vnfPkgld Identifier of the VNF package. The identifier is allocated by the NFVO. See note.
NOTE: This identifier can be retrieved from the "vnfPkgld" attribute in the VnfPackageOnboardingNotification or
VnfPackageChangeNotification.

9.4.4.3 Resource methods

94431 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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9.4.43.2 GET
The GET method reads the content of the VNFD within a VNF package.

The VNFD can be implemented as asingle file or as a collection of multiplefiles. If the VNFD isimplemented in the
form of multiple files, a ZIP file embedding these files shall be returned. If the VNFD isimplemented as asinglefile,
either that file or aZIP file embedding that file shall be returned.

The selection of the format is controlled by the "Accept" HTTP header passed in the GET request.

. If the "Accept" header contains only "text/plain” and the VNFD isimplemented as asingle file, the file shall
be returned; otherwise, an error message shall be returned.

. If the "Accept" header contains only "application/zip”, the single file or the multiple files that make up the
VNFD shall be returned embedded in a ZIPfile.

. If the "Accept" header contains both "text/plain" and "application/zip", it is up to the NFV O to choose the
format to return for asingle-file VNFD; for amulti-file VNFD, a ZIP file shall be returned.

The default format of the ZIP file shall be the one specified in ETSI GS NFV-SOL 004 [5] where only the YAML files
representing the VNFD, and information necessary to navigate the ZIP file and to identify the file that is the entry point
for parsing the VNFD (such as TOSCA-meta or manifest files or naming conventions) are included.

This method shall follow the provisions specified in the Tables 9.4.4.3.2-1 and 9.4.4.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 9.4.4.3.2-2: Details of the GET request/response on this resource

Data type Cardinality Description
Request n - P m m
body n/a The request shall co_ntaln the appropriate entries in the "Accept
HTTP header as defined above.
Data type Cardinality |[Response Description
Codes
n/a 1 200 OK On success, the content of the VNFD is returned.

The payload body shall contain a copy of the file
representing the VNFD or a ZIP file that contains
the file or multiple files representing the VNFD, as
specified above.

The "Content-Type" HTTP header shall be set
according to the format of the returned file, i.e. to
"text/plain” for a YAML file or to "application/zip" for
a ZIP file.

ProblemDetails 0.1 406 Not If the "Accept" header does not contain at least one
AccepTabl |name of a content type for which the NFVO can

e provide a representation of the VNFD, the NFVO
shall respond with this response code.

Response
body The "ProblemDetails" structure may be included

with the "detail" attribute providing more information
about the error.
ProblemDetails 1 409 Error: The operation cannot be executed currently,

Conflict due to a conflict with the state of the resource.

Typically, this is due to the fact that
"onboardingState" of the VNF package has a value
different from "ONBOARDED".

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See clauses |[4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4434 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.435 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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9.4.5 Resource: VNF package content

9451 Description

Thisresource represents a VNF package identified by the VNF package identifier allocated by the NFVO. The client
can use this resource to fetch the content of the VNF package.

9.45.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpkgm/v1l/ivnf_packages/{vnfPkgld}/package_content

This resource shall support the resource URI variables defined in Table 9.4.5.2-1.

Table 9.4.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
vnfPkgld Identifier of the VNF package. The identifier is allocated by the NFVO. See note.
NOTE:  This identifier can be retrieved from the "vnfPkgld" attribute in the VnfPackageOnboardingNotification or
VnfPackageChangeNotification.

9453 Resource methods

9.453.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.5.3.2 GET

The GET method fetches the content of a VNF package identified by the VNF package identifier allocated by the
NFVO.

This method shall follow the provisions specified in the Tables 9.4.5.3.2-1 and 9.4.5.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.5.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 9.4.5.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

The request may contain a "Range" HTTP header to obtain single
range of bytes from the VNF package file. This can be used to
continue an aborted transmission.

If the NFVO does not support range requests, it should return the
whole file with a 200 OK response instead.

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

1

200 OK

On success, a copy of the VNF package file is
returned.

The response body shall include a copy of the VNF
package file.

The "Content-Type" HTTP header shall be set
according to the type of the file, i.e. to
"application/zip" for a VNF Package as defined in
ETSI GS NFV-SOL 004 [5].

n/a

206 Partial
Content

On success, if the NFVO supports range requests,
a single consecutive byte range from the content of
the VNF package file is returned.

The response body shall contain the requested part
of the VNF package file.

The "Content-Range" HTTP header shall be
provided according to IETF RFC 7233 [23].

The "Content-Type" HTTP header shall be set as
defined above for the "200 OK" response.

ProblemDetails

409 Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.

Typically, this is due to the fact that
"onboardingState" of the VNF package has a value
different from "ONBOARDED".

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

416 Range
Not
Satisfiable

The byte range passed in the "Range" header did
not match any available byte range in the VNF
package file (e.g. "access after end of file").

The response body may contain a ProblemDetails
structure.

ProblemDetails

See clauses
4354/
4.3.5.5

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.5.3.3

PUT

The PUT method uploads the content of a VNF package.

This method shall follow the provisions specified in the Tables 9.4.5.3.3-1 and 9.4.5.3.3-2 for URI query parameters,
request and response data structures, and response codes.
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Table 9.4.5.3.3-1: URI query parameters supported by the PUT method on this resource

Name Cardinality Description
none supported

Table 9.4.5.3.3-2: Details of the PUT request/response on this resource

Data type Cardinality Description
n/a 1 The payload body contains a ZIP file that represents the VNF
Request package.
body ]
The "Content-Type" HTTP header shall be set according to the
type of the file, i.e. to "application/zip" for a VNF Package as
defined in ETSI GS NFV-SOL 004 [5].
Data type Cardinality [ Response Description
Codes
n/a 202 The VNF package was accepted for uploading, but
Accepted the processing has not been completed. It is
expected to take some time for processing.
The response body shall be empty. See note.
ProblemDetails 1 409 Conflict |Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.
Response Typically, this is due to the fact that the onboarding
body state of the VNF package resource is not
CREATED .
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
NOTE: The client can track the uploading progress by receiving the "VnfPackageOnBoardingNotification" from the
NFVO or by reading the status of the individual VNF package resource using the GET method.

9.4534 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.5.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.6 Resource: Upload VNF package from URI task

9.46.1 Description
Thistask resource represents the "Upload VNF package from URI" operation. The client can use this resource to

request the uploading of a VNF package by providing address information to the NFV O for retrieving the content of the
VNF package.
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9.4.6.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpkgm/vl/vnf_packages/{vnfPkgl d}/package_content/upload_from_uri

This resource shall support the resource URI variables defined in Table 9.4.6.2-1.

Table 9.4.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
vnfPkgld Identifier of the VNF package. The identifier is allocated by the NFVO. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new Individual VNF package resource.

9.4.6.3 Resource methods

9.4.6.3.1 POST
The POST method provides the information for the NFV O to get the content of a VNF package.

This method shall follow the provisions specified in the Tables 9.4.6.3.1-1 and 9.4.6.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.6.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 9.4.6.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description

body UploadVnfPkgFromUri |1 The payload body contains the address information based on

Request which the NFVO can obtain the content of the VNF package.
Data type Cardinality | Response Description

Codes
n/a 202 Accepted |The information about the VNF package was
received successfully, but the on-boarding has not
been completed. It is expected to take some time
for processing.

The response body shall be empty. See note.
ProblemDetails 1 409 Conflict  |Error: The operation cannot be executed
currently, due to a conflict with the state of the
resource.

Reggg;se Typically, this is due to the fact that the on-

boarding state of the VNF package resource is
not CREATED.

The response body shall contain a
ProblemDetails structure, in which the "detail"
attribute shall convey more information about the
error.
ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above,
4.35.4/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
NOTE: The client can track the uploading progress by receiving the "VnfPackageOnBoardingNotification" from the
NFVO or by reading the status of the individual on-boarded VNF package resource using the GET method.
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9.4.6.3.2 GET

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.6.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.6.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.6.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.7 Resource: Individual VNF package artifact

94.7.1 Description

This resource represents an individual artifact contained in a VNF package. The client can use this resource to fetch the
content of the artifact.

9.4.7.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpkgm/vl/vnf_packages/{vnfPkgl d}/artifacts/{artifactPath}

This resource shall support the resource URI variables defined in Table 9.4.7.2-1.

Table 9.4.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
vnfPkgld Identifier of the VNF package. The identifier is allocated by the NFVO. See note 1.
artifactPath Sequence of one or path segments representing the path of the artifact within the VNF
package. See note 2.
EXAMPLE: foo/bar/run.sh

NOTE 1: This identifier can be retrieved from the "vnfPkgld" attribute in the VnfPackageOnboardingNotification or
VnfPackageChangeNotification.

NOTE 2: This identifier can be retrieved from the "artifactPath" attribute of the applicable "additionalArtifacts" entry in
the body of the response to a GET request querying the "Individual VNF package" or the "VNF packages"
resource.

94.7.3 Resource methods

9.4.73.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.7.3.2 GET

The GET method fetches the content of an artifact within a VNF package.
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This method shall follow the provisions specified in the Tables 9.4.7.3.2-1 and 9.4.7.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.7.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 9.4.7.3.2-2: Details of the GET request/response on this resource

Data type

Cardinality

Description

Request
body

n/a

The request may contain a "Range" HTTP header to obtain single
range of bytes from an artifact file. This can be used to continue
an aborted transmission.

If the NFVO does not support range requests, it should return the
whole file with a 200 OK response instead.

Data type

Cardinality

Response
Codes

Description

n/a

1

200 OK

On success, the content of the artifact is returned.

The payload body shall contain a copy of the artifact
file from the VNF package, as defined by ETSI
GS NFV-SOL 004 [5].

The "Content-Type" HTTP header shall be set
according to the content type of the artifact file. If
the content type cannot be determined, the header
shall be set to the value "application/octet-stream".

n/a

Response
body

206 Partial
Content

A single consecutive byte range from the content of
the artifact file, if the NFVO supports range
requests.

The response body shall contain the requested part
of the artifact file from the VNF package, as defined
by ETSI GS NFV-SOL 004 [5].

The "Content-Type" HTTP header shall be set
according to the content type of the artifact file. If
the content type cannot be determined, the header
shall be set to the value "application/octet-stream".

The "Content-Range" HTTP header shall be
provided according to IETF RFC 7233 [23].

ProblemDetails

409 Conflict

Error: The operation cannot be executed currently,
due to a conflict with the state of the resource.

Typically, this is due to the fact that
"onboardingState" of the VNF package has a value
different from "ONBOARDED".

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

416 Range
Not
Satisfiable

The byte range passed in the "Range" header did
not match any available byte range in the artifact file
(e.g. "access after end of file").

The response body may contain a ProblemDetails
structure.

ProblemDetails

See clauses
4354/
4355

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
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9.4.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.7.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.7.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.8 Resource: Subscriptions

9.48.1 Description

This resource represents subscriptions. The client can use this resource to subscribe to notifications related to the VNF
package management, and to query its subscriptions.

9.4.8.2 Resource definition
The resource URI is:
{apiRoot}/vnfpkgm/v1/subscriptions
This resource shall support the resource URI variables defined in Table 9.4.8.2-1.

Table 9.4.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
9.48.3 Resource methods
9.4.8.3.1 POST

The POST method creates a new subscription.

This method shall follow the provisions specified in the Tables 9.4.8.3.1-1 and 9.4.8.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Creation of two subscription resources with the same callbackURI and the same filter can result in performance
degradation and will provide duplicates of notifications to the OSS, and might make sense only in very rare use cases.
Consequently, the NFVO may either allow creating a subscription resource if another subscription resource with the
same filter and callbackUri already exists (in which case it shall return the "201 Created" response code), or may decide
to not create a duplicate subscription resource (in which case it shall return a"303 See Other" response code referencing
the existing subscription resource with the same filter and callbackUri).

Table 9.4.8.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Table 9.4.8.3.1-2: Details of the POST request/response on this resource

Request
body

Data type

Cardinality

Description

PkgmSubscriptionReque
st

1

Details of the subscription to be created.

Response
body

Data type

Cardinality

Response
Codes

Description

PkgmSubscription

1

201
Created

Representation of the created subscription
resource.

The HTTP response shall include a "Location"
HTTP header that points to the created
subscription resource.

n/a

303
See Other

A subscription with the same callbackURI and the
same filter already exits and the policy of the
NFVO is to not create redundant subscriptions.

The HTTP response shall include a "Location"
HTTP header that contains the resource URI of
the existing subscription resource.

The response body shall be empty.

ProblemDetails

See
clauses
4354/
4355

AxXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.8.3.2

GET

The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall follow the provisions specified in the Tables 9.4.8.3.2-1 and 9.4.8.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.8.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 4.3.2.

The NFVO shall support receiving this filtering parameter as part of the URI query
string. The OSS/BSS may supply this filtering parameter.

All attribute names that appear in the PkgmSubscription and in data types
referenced from it shall be supported by the NFVO in the filtering expression.

e_marker

nextpage_opaqu

0.1

Marker to obtain the next page of a paged response. Shall be supported by the
NFVO if the NFVO supports alternative 2 (paging) according to clause 4.7.2.1 for
this resource.
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Table 9.4.8.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
PkgmSubscription 0..N 200 OK The list of subscriptions was queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e., zero
or more representations of VNF package
management subscriptions, as defined in

clause 9.5.2.7.

If the NFVO supports alternative 2 (paging)
according to clause 4.7.2.1 for this resource,
inclusion of the Link HTTP header in this response
shall follow the provisions in clause 4.7.2.3.
ProblemDetails 1 400 Bad Error: Invalid attribute-based filtering expression.
Request

Response
body

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
ProblemDetails 1 400 Bad Error: Response too big.

Request

If the NFVO supports alternative 1 (error) according
to clause 4.7.2.1 for this resource, this error
response shall follow the provisions in

clause 4.7.2.2.

ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.8.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.8.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.9 Resource: Individual subscription

9.49.1 Description

This resource represents an individual subscription. The client can use this resource to read and to terminate a
subscription to notifications related to the VNF package management.
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9.49.2 Resource definition
Theresource URI is:
{apiRoot}/vnfpkgm/v1/subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in Table 9.4.9.2-1.

Table 9.4.9.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.2.
subscriptionid Identifier of this subscription. See note.
NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response

payload body of that response.

9493 Resource methods

9.4.93.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.49.3.2 GET
The GET method reads an individual subscription.

This method shall follow the provisions specified in the Tables 9.4.9.3.2-1 and 9.4.9.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.9.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 9.4.9.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
PkgmSubscription 1 200 OK Representation of the subscription resource.
Response |ProblemDetails See clauses |[4xx/5xx In addition to the response codes defined above,
body 4354/ any common error response code as defined in
4.3.55 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
9.4.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.49.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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9.4.9.35 DELETE
The DELETE method terminates an individual subscription.

This method shall follow the provisions specified in the Tables 9.4.9.3.5-1 and 9.4.9.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.9.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported

Table 9.4.9.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
n/a 204 No The subscription resource was deleted successfully.
Response - Content — -
body ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above,
4354/ any common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.

9.4.10 Resource: Notification endpoint

9.4.10.1 Description
This resource represents a notification endpoint.

The API producer can use this resource to send notifications related to VNF package management eventsto a
subscribed API consumer, which has provided the URI of this resource during the subscription process.

9.4.10.2 Resource definition
The resource URI is provided by the client when creating the subscription.

Thisresource shall support the resource URI variables defined in Table 9.4.10.2-1.

Table 9.4.10.2-1: Resource URI variables for this resource

Name Definition

n/a

9.4.10.3 Resource methods

9.4.10.3.1 POST
The POST method delivers a notification from the server to the client.

This method shall follow the provisions specified in the Tables 9.4.10.3.1-1 and 9.4.10.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.10.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported
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Each notification request body shall include exactly one of the aternatives defined in Table 9.4.10.3.1-2.

Table 9.4.10.3.1-2: Details of the POST request/response on this resource

Data type Cardinality Description
Request VnfPackageOnboardingNotification 1 A notification about on-boarding of a VNF
body package.
VnfPackageChangeNatification 1 A natification about changes of status in a
VNF package.
Data type Cardinality |Response Description
Codes
n/a 204 No The notification was delivered
Content successfully.
Res ProblemDetails See clauses  [4xx/5xx In addition to the response codes
ponse .
body 4354/ defined above, any common error
4.35.5 response code as defined in
clause 4.3.5.4, and any other
valid HTTP error response as
defined in clause 4.3.5.5, may be
returned.
9.4.10.3.2 GET

The GET method allows the server to test the notification endpoint that is provided by the client, e.g. during
subscription.

This method shall follow the provisions specified in the Tables 9.4.10.3.2-1 and 9.4.10.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 9.4.10.3.2-1: URI query parameters supported by the GET method on this resource

Name
none supported

Cardinality Description

Table 9.4.10.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | RResponse Description
Codes
n/a 204 No The notification endpoint was tested successfully.
Content
Response The response body shall be empty.
body ProblemDetails See clauses [4xx/5xx In addition to the response codes defined above, any
4354/ common error response code as defined in
4355 clause 4.3.5.4, and any other valid HTTP error
response as defined in clause 4.3.5.5, may be
returned.
9.4.10.3.3 PUT

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.4.10.3.4 PATCH

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.
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9.4.10.3.5 DELETE

This method is not supported. When this method is requested on this resource, the OSS/BSS shall return a 405 Method
Not Allowed" response as defined in clause 4.3.5.4.

9.5 Data model

951 Introduction

This clause defines the request and response data structures of the VNF package management interface. If arequest or
response contains attributes not defined in the present document, a receiving functional block that does not understand
these attributes shall not treat their presence as an error, and may choose to ignore them.

9.5.2 Resource and notification data types

9521 Introduction

This clause defines data structures to be used in resource representations and notifications.

9.5.2.2 Type: CreateVnfPkglnfoRequest

This type represents the request parameters for creating a new individual VNF package resource. It shall comply with
the provisions defined in Table 9.5.2.2-1.

Table 9.5.2.2-1: Definition of the CreateVnfPkgInfoRequest data type

Attribute name Data type Cardinality Description
userDefinedData KeyValuePairs 0..1 User defined data for the VNF package.
9.5.2.3 Type: VnfPkglnfoModifications

This type represents modifications to the information of a VNF package. It shall comply with the provisions defined in
Table9.5.2.3-1.

Table 9.5.2.3-1: Definition of the VnfPkgInfoModifications data type

Attribute name Data type Cardinality Description
operationalState PackageOperational |0..1 New value of the operational state of the on-boarded
StateType instance of the VNF package. See note.
userDefinedData KeyValuePairs 0.1 User defined data to be updated. For existing keys, the
value is replaced. See note.

NOTE: At least one of the two parameters shall be present. If the VNF package is not on-boarded, the operation is
used only to update existing or add additional user defined data using the userDefinedData attribute.

9524 Type: UploadVnfPackageFromUriRequest

This type represents the request parameters for uploading the content of a VNF package. The NFVO can obtain the
VNF package content through the information provided in the request parameters. It shall comply with the provisions
defined in Table 9.5.2.4-1.
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Table 9.5.2.4-1: Definition of the UploadVnfPackageFromUriRequest data type

Attribute name Data type Cardinality Description

addressInformation Uri 1 Address information of the VNF package
content. The NFVO can use this address to
obtain the VNF package.

userName String 0.1 User name to be used for authentication.
Shall be present if user name is needed
but has not been provisioned out of band.

password String 0..1 Password to be used for authentication.
Shall be present if password is needed but
has not been provisioned out of band.

9.5.25 Type: VnfPkginfo

This type represents the information of a VNF package. It shall comply with the provisions defined in Table 9.5.2.5-1.

Table 9.5.2.5-1: Definition of the VnfPkgInfo data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of the VNF package. This
identifier is allocated by the NFVO.

vnfdld

Identifier

0.1

This identifier, which is managed by the
VNF provider, identifies the VNF package
and the VNFD in a globally unique way.

It is copied from the VNFD of the on-
boarded VNF package. It shall be present
after the VNF package content has been
on-boarded and absent otherwise.

vnfProvider

String

Provider of the VNF package and the
VNFD. This information is copied from the
VNFD. It shall be present after the VNF
package content has been on-boarded and
absent otherwise.

vnfProductName

String

Name to identify the VNF product. Invariant
for the VNF product lifetime. This
information is copied from the VNFD. It
shall be present after the VNF package
content has been on-boarded and absent
otherwise.

vnfSoftwareVersion

Version

Software version of the VNF. This is
changed when there is any change to the
software included in the VNF package.
This information is copied from the VNFD.
It shall be present after the VNF package
content has been on-boarded and absent
otherwise.

vnfdVersion

Version

The version of the VNFD. This information
is copied from the VNFD. It shall be
present after the VNF package content has
been on-boarded and absent otherwise.

checksum

Checksum

Checksum of the on-boarded VNF
package. It shall be present after the VNF
package content has been on-boarded and
absent otherwise.

softwarelmages

VnfPackageSoftwarelmagelnfo

Information about VNF package artifacts
that are software images.

This attribute shall not be present before
the VNF package content is on-boarded.
Otherwise, this attribute shall be present
unless it has been requested to be
excluded per attribute selector.
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Attribute name

Data type

Cardinality Description

additionalArtifacts

VnfPackageArtifactinfo

0..N Information about VNF package artifacts
contained in the VNF package that are not

software images.

This attribute shall not be present before
the VNF package content is on-boarded.
Otherwise, this attribute shall be present if
the VNF package contains additional

artifacts.

onboardingState PackageOnboardingStateType |1 On-boarding state of the VNF package.
See note 3.

operationalState PackageOperationalStateType |1 Operational state of the VNF package.

See notes 1 and 3.

attribute shall be equal to "DISABLED".

usageState PackageUsageStateType 1 Usage state of the VNF package.
See notes 2 and 3.

userDefinedData KeyValuePairs 0..1 User defined data for the VNF package.

_links Structure (inlined) 1 Links to resources related to this resource.

>self Link 1 URI of this resource.

>vnfd Link 0.1 Link to the VNFD resource. This link shall
be present after the VNF package content
is on-boarded.

>packageContent Link 1 Link to the "VNF package content”
resource.

NOTE 1: If the value of the onboardingState attribute is not equal to "ONBOARDED", the value of the operationalState

NOTE 2: If the value of the onboardingState attribute is not equal to "ONBOARDED", the value of the usageState
attribute shall be equal to "NOT_IN_USE".

NOTE 3: State changes of a VNF package are illustrated in clause B.2.

9.5.2.6 Type: PkgmSubscriptionRequest

This type represents a subscription request related to VNF package management notifications about VNF package on-
boarding or changes. It shall comply with the provisions defined in Table 9.5.2.6-1.

Table 9.5.2.6-1: Definition of the PkgmSubscriptionRequest data type

Attribute name Data type Cardinality Description
filter PkgmNoatificationsFil [0..1 Filter settings for this subscription, to define the subset of
ter all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthenti [0..1 Authentication parameters to configure the use of
cation authorization when sending notifications corresponding to
this subscription, as defined in clause 4.5.3.4.
This attribute shall only be present if the subscriber
requires authorization of notifications.
9.5.2.7 Type: PkgmSubscription

This type represents a subscription related to notifications about VNF package management. It shall comply with the
provisions defined in Table 9.5.2.7-1.
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Table 9.5.2.7-1: Definition of the PkgmSubscription data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of this subscription resource.
filter PkgmNotificationsFilter |0..1 Filter settings for this subscription, to define the subset of

all notifications this subscription relates to. A particular
notification is sent to the subscriber if the filter matches,
or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.
links Structure (inlined) 1 Links to resources related to this resource.

>self Link 1 URI of this resource.
9.5.2.8 Type: VnfPackageOnboardingNotification

This type represents a VNF package management notification, which informs the receiver that the onboarding process
of aVNF package is complete and the package is ready for use. A change of the on-boarding state before the VNF
package is on-boarded is not reported. It shall comply with the provisions defined in Table 9.5.2.8-1. The support of this
notification is mandatory. The notification shall be triggered by the NFV O when the value of the "onboardingState”
attribute of anew VNF package has changed to "ONBOARDED".

Table 9.5.2.8-1: Definition of the VnfPackageOnboardingNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this natification. If a naotification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfPackageOnboardingNotification" for
this notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

vnfPkgld Identifier 1 Identifier of the VNF package. This identifier is allocated
by the NFVO.

Its value is the same as the value of the "id" attribute of
the related "Individual VNF package" resource.

vnfdld Identifier 1 This identifier, which is managed by the VNF provider,
identifies the VNF package and the VNFD in a globally
unique way.

It is copied from the VNFD of the on-boarded VNF
package.

_links PkgmLinks 1 Links to resources related to this notification.

9.5.2.9 Type: VnfPackageChangeNotification

This type represents a VNF package management notification, which informs the receiver of a change of the statusin an
on-boarded VNF package. Only changes in the "operational State" attribute of an on-boarded VNF package and the
deletion of the VNF package will be reported. Change in the "usageState”" and "onboardingState" attributes are not
reported. The notification shall comply with the provisions defined in Table 9.5.2.9-1. The support of this notification is
mandatory. The notification shall be triggered by the NFV O when there is a change in the status of an onboarded VNF
package, as follows.

e  The"operationa State" attribute of a VNF package has changed, and the "onboardingState” attribute of the
package has the value "ONBOARDED".

. The on-boarded VNF package has been deleted.
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of the VnfPackageChangeNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this naotification. If a notification is sent
multiple times due to multiple subscriptions, the "id"
attribute of all these notifications shall have the same
value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "VnfPackageChangeNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification relates
to.

timeStamp DateTime 1 Date-time of the generation of the notification.

vnfPkgld Identifier 1 Identifier of the VNF package. This identifier is allocated
by the NFVO.
Its value is the same as the value of the "id" attribute of
the related "Individual VNF package" resource.

vnfdld Identifier 1 Identifier of the VNFD contained in the VNF package,
which also identifies the VNF package. This identifier is
allocated by the VNF provider and copied from the
VNFD.

changeType PackageChangeType |1 The type of change of the VNF package.

operationalState PackageOperationalSt |0..1 New operational state of the VNF package.

ateType Only present when changeType is

OP_STATE_CHANGE.

_links PkgmLinks 1 Links to resources related to this notification.

9.5.3 Referenced structured data types
9.53.1 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but are
not resource representations.

9.5.3.2

Type: VnfPackageSoftwarelmagelnfo

This type represents an artifact contained in a VNF package which represents a software image. It shall comply with
provisions defined in Table 9.5.3.2-1.

Table 9.5.3.2-1: Definition of the VnfPackageSoftwarelmagelnfo data type

Attribute name Data type Cardinality Description
id IdentifierlnVVnfd 1 Identifier of the software image.
name String 1 Name of the software image.
provider String 1 Provider of the software image.
version Version 1 Version of the software image.
checksum Checksum 1 Checksum of the software image file.
containerFormat Enum (inlined) 1 Container format indicates whether the software image is

in a file format that also contains metadata about the
actual software.

Permitted values:

- AKI: a kernel image format

- AMI: a machine image format

- ARI: a ramdisk image format

- BARE: the image does not have a container or
metadata envelope

- DOCKER: docker container format

- OVA: OVF package in a tarfile

- OVF: OVF container format

See note 1.

ETSI




293 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)
Attribute name Data type Cardinality Description
diskFormat Enum (inlined) 1 Disk format of a software image is the format of the
underlying disk image.
Permitted values:
- AKI: a kernel image format
- AMI: a machine image format
- ARI: a ramdisk image format
- ISO: an archive format for the data contents of an
optical disc, such as CD-ROM
- QCOW2: a common disk image format, which can
expand dynamically and supports copy on write
- RAW: an unstructured disk image format
- VDI: a common disk image format
- VHD: a common disk image format
- VHDX: enhanced version of VHD format
- VMDK: a common disk image format
See note 2.
createdAt DateTime 1 Time when this software image was created.
minDisk Unsignedint 1 The minimal disk for this software image in bytes.
minRam UnsignediInt 1 The minimal RAM for this software image in bytes.
size Unsignedint 1 Size of this software image in bytes.
userMetadata KeyValuePairs 0.1 User-defined data.
imagePath String 1 Path in the VNF package, which identifies the image
artifact and also allows to access a copy of the image
artifact.

NOTE 1: The list of permitted values was taken from "Container formats" in [i.4].
NOTE 2: The list of permitted values was adapted from "Disk formats" in [i.4].

9.5.3.3 Type: VnfPackageAtrtifactinfo

This type represents an artifact other than a software image which is contained in a VNF package. It shall comply with
provisions defined in Table 9.5.3.3-1.

Table 9.5.3.3-1: Definition of the VnfPackageArtifactinfo data type

Attribute name Data type Cardinality Description
artifactPath String 1 Path in the VNF package, which identifies the artifact and
also allows to access a copy of the artifact.
checksum Checksum 1 Checksum of the artifact file.
metadata KeyValuePairs 0.1 The metadata of the artifact that are available in the VNF
package, such as Content type, size, creation date, etc.
9.5.34 Type: PkgmNotificationsFilter

This type represents a subscription filter related to notifications related to VNF package management. It shall comply
with the provisions defined in Table 9.5.3.4-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the valuesin the array matches (logical "or" between the values of one filter attribute).
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Table 9.5.3.4-1: Definition of the PkgmNotificationsFilter data type

Attribute name Data type Cardinality Description

notificationTypes Enum (inlined) 0..N Match particular notification types.

Permitted values:
- VnfPackageOnboardingNotification
- VnfPackageChangeNotification

See note 1.
vnfProductsFromProviders  |Structure (inlined) 0..N If present, match VNF packages that contain
VNF products from certain providers.
See note 2.
>vnfProvider String 1 Name of the VNFprovider to match.
>vnfProducts Structure (inlined) 0..N If present, match VNF packages that contain

VNF products with certain product names,
from one patrticular provider.

>>vnfProductName String 1 Name of the VNF product to match.

>>versions Structure (inlined) 0..N If present, match VNF packages that contain
VNF products with certain versions and a
certain product name, from one particular

provider.
>>>vnfSoftwareVersion Version 1 VNF software version to match.
>>>ynfdVersions Version 0..N If present, match VNF packages that contain

VNF products with certain VNFD versions, a
certain software version and a certain product
name, from one particular provider.

vnfdld Identifier 0..N Match VNF packages with a VNFD identifier
listed in the attribute. See note 2.
vnfPkgld Identifier 0..N Match VNF packages with a package

identifier listed in the attribute.

May be present if the "notificationTypes"
attribute contains the value
"VnfPackageChangeNoatification", and shall be
absent otherwise. See note 2.

operationalState PackageOperationalStateT |0..N Match particular operational state of the VNF
ype package.

May be present if the "notificationTypes"
attribute contains the value
"VnfPackageChangeNoatification", and shall be
absent otherwise.

usageState PackageUsageStateType |0..N Match particular usage state of the VNF
package.

May be present if the "notificationTypes"
attribute contains the value
"VnfPackageChangeNotification", and shall be
absent otherwise.

NOTE 1: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.

NOTE 2: The attributes "vnfProductsFromProviders", "vnfdld", and "vnfPkgld" are alternatives to reference particular
VNF packages in a filter. They should not be used both in the same filter instance, but one alternative should
be chosen.

9.5.35 Type: PkgmLinks

This type represents the links to resources that a VNF package management notification can contain. It shall comply
with the provisions defined in Table 9.5.3.5-1.

ETSI




295 ETSI GS NFV-SOL 005 V2.5.1 (2018-09)

Table 9.5.3.5-1: Definition of the PkgmLinks data type

Attribute name Data type Cardinality Description

vnfPackage NotificationLink 1 Link to the resource representing the VNF package to
which the notified change applies, i.e. the individual on-
boarded VNF package resource that represents the VNF
package.

subscription NotificationLink 1 Link to the related subscription.

9.5.3.6 Type: Checksum

This type represents the checksum of a VVNF package or an artifact file. It shall comply with the provisions defined in
Table9.5.3.6-1.

Table 9.5.3.6-1: Definition of the Checksum data type

Attribute name Data type Cardinality Description

algorithm String 1 Name of the algorithm used to generate the checksum,
as defined in ETSI GS NFV-SOL 004 [5]. For example,
SHA-256, SHA-512.

hash String 1 The hexadecimal value of the checksum.

954 Referenced simple data types and enumerations

954.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

9.54.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.4.2.

9.54.3 Enumeration: PackageOnboardingStateType

The enumeration PackageOnboardingStateType shall comply with the provisions defined in Table 9.5.4.3-1.

Table 9.5.4.3-1: Enumeration PackageOnboardingStateType

Enumeration value Description
CREATED The VNF package resource has been created.
UPLOADING The associated VNF package content is being uploaded.
PROCESSING The associated VNF package content is being processed, e.g. validation.
ONBOARDED The associated VNF package content is successfully on-boarded.
9544 Enumeration: PackageOperationalStateType

The enumeration PackageOperational StateType shall comply with the provisions defined in Table 9.5.4.4-1.

Table 9.5.4.4-1: Enumeration PackageOperationalStateType

Enumeration value Description
ENABLED The VNF package is enabled, i.e. it can be used for instantiation of new VNF
instances.
DISABLED The VNF package is disabled, i.e. it cannot be used for further VNF instantiation
requests (unless and until the VNF package is re-enabled).
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9.545 Enumeration: PackageUsageStateType

The enumeration PackageUsageStateType shall comply with the provisions defined in Table 9.5.4.5-1.

Table 9.5.4.5-1: Enumeration PackageUsageStateType

Enumeration value

Description

IN_USE VNF instances instantiated from this VNF package exist.
NOT_IN_USE No existing VNF instance is instantiated from this VNF package.
9.5.4.6 Enumeration: PackageChangeType

The enumeration PackageChangeType shall comply with the provisions defined in Table 9.5.4.6-1.

Table 9.5.4.6-1: Enumeration PackageChangeType

Enumeration value

Description

OP STATE_CHANGE

The "operationalState" attribute has been changed.

PKG_DELETE

The VNF package has been deleted.
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Annex A (informative):
Mapping operations to protocol elements

Al

Overview

This annex provides the mapping between operations as defined in ETSI GS NFV-IFA 013 [3] and the corresponding
resources and HT TP methods defined in the present document.

A.2

NSD Management interface

The mapping of NSD management interface operations, defined in ETSI GS NFV-IFA 013 [3], to the resources and
HTTP methods defined in the present document can be found in Table A.2-1.

Table A.2-1: Mapping of ETSI GS NFV-IFAO 13 [3] NSD Management interface operations

with resources and HTTP methods

ETSI GS NFV-IFA 013 [3] HTTP Resource Direction
NSD Management method
interface operation
Create NSD Info POST |nsd/vl/ns_descriptors OSS/BSS > NFVO
Upload NSD PUT nsd/vl/ns_descriptors/{nsdinfold}/nsd_content OSS/BSS > NFVO
Update NSD Info PATCH |nsd/vl/ns_descriptors/{nsdinfold} OSS/BSS = NFVO
Delete NSD DELETE |nsd/vl/ns_descriptors/{nsdinfold} OSS/BSS = NFVO
Query NSD GET nsd/vl/ns_descriptors OSS/BSS > NFVO
GET nsd/vl/ns_descriptors/{nsdinfold} OSS/BSS > NFVO
Fetch NSD GET nsd/vl/ns_descriptors/{nsdinfold}/nsd_content OSS/BSS > NFVO
Create PNFD Info POST |nsd/vl/pnf descriptors OSS/BSS = NFVO
Upload PNFD PUT nsd/vl/pnf descriptors/{pnfdinfold}/pnfd_content OSS/BSS 2> NFVO
Update PNFD Info POST |nsd/vl/pnf descriptors/{pnfdinfold} OSS/BSS > NFVO
Delete PNFD DELETE |nsd/vl/pnf descriptors/{pnfdinfold} OSS/BSS > NFVO
Query PNED Info GET nsd/v1/pnf descr!ptors OSS/BSS 2> NFVO
GET nsd/vl/pnf descriptors/{pnfdinfold} OSS/BSS > NFVO
Fetch PNFD GET nsd/vl/pnf_descriptors/{pnfdinfold}/pnfd_content OSS/BSS > NFVO
Subscribe POST |nsd/vl/subscriptions 0OSS/BSS > NFVO
Query Subscription GET nsd/v1l/subscriptions OSS/BSS = NFVO
Information GET nsd/v1/subscriptions/{subscriptionld} OSS/BSS > NFVO
Terminate Subscription DELETE |nsd/vl/subscriptions/{subscriptionld} OSS/BSS > NFVO
Notify POST |(client-provided) NFVO - OSS/BSS

A.3

NS Lifecycle Management interface

The mapping of NS lifecycle management operations, defined in ETSI GS NFV-IFA 013 [3], to the resources and
HTTP methods defined in the present document can be found in Table A.3-1.

Table A.3-1: Mapping of ETSI GS NFV-IFA 013 [3] operations
with NS Lifecycle Management interface resources and methods

ETSI GS NFV-IFA 013 [3] HTTP Resource Direction
NS Lifecycle Management |method
interface operation

Create NS ldentifier POST nslcm/vl/ns_instances 0OSS/BSS =2 NFVO
Instantiate NS POST nslcm/vl/ns_instances/{nsinstanceld}/instantiate OSS/BSS > NFVO
Scale NS POST nslcm/vl/ns_instances/{nsinstanceld}/scale OSS/BSS = NFVO
Update NS POST nslcm/vl/ns_instances/{nsinstanceld}/update OSS/BSS = NFVO
Terminate NS POST nslcm/vl/ns_instances/{nsfinstanceld}/terminate OSS/BSS > NFVO
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ETSI GS NFV-IFA 013 [3] HTTP Resource Direction
NS Lifecycle Management | method
interface operation

Delete NS Identifier DELETE |nslcm/vl/ns_instances/{nsInstanceld} OSS/BSS > NFVO

Query NS GET nslcm/vl/ns ?nstances/{nslnstanceld} OSS/BSS = NFVO
GET nslcm/vl/ns_instances OSS/BSS - NFVO

Heal NS POST nslcm/vl/ns_instances/{nsinstanceld}/heal OSS/BSS > NFVO

Get Operation Status GET nslcm/vl/ns_lcm_op_occs OSS/BSS 2 NFVO
GET nslcm/vl/ns Icm_op_occs/{nsLcmOpOccld} OSS/BSS = NFVO

Subscribe POST nslcm/vl/subscriptions OSS/BSS = NFVO

Query Subscription GET nslcm/vl/subscriptions OSS/BSS =2 NFVO

Information GET nslcm/vl/subscriptions/{subscriptionid} OSS/BSS 2> NFVO

Terminate Subscription DELETE |nslcm/vl/subscriptions/{subscriptionid} OSS/BSS > NFVO

Notify POST (client-provided) NFVO > OSS/BSS

A4

NS Performance Management interface

The mapping of NS performance management operations, defined in ETSI GS NFV-IFA 013 [3], to the resources and
HTTP methods defined in the present document can be found in Table A.4-1.

Table A.4-1: Mapping of ETSI GS NFV-IFA 013 [3] NS Performance Management

interface operations with resources and HTTP methods

ETSI GS NFV-IFA013 [3]

NS Performance HTTP
Management operation method Resource Direction

Create PM Job POST nspm/vl/pm_jobs OSS/BSS > NFVO
Delete PM Job DELETE |nspm/vl/pm_jobs/{pmJobld} OSS/BSS = NFVO
Query PM Job GET nspm/vl/pm_jobs OSS/BSS = NFVO

GET nspm/vl/pm_jobs/{pmJobld} OSS/BSS 2> NFVO
Create Threshold POST nspm/vl/thresholds OSS/BSS > NFVO
Delete Threshold DELETE |nspm/vl/thresholds/{thresholdid} OSS/BSS > NFVO
Query Threshold GET nspm/vl/thresholds OSS/BSS = NFVO

GET nspm/vl/thresholds/{thresholdid} OSS/BSS > NFVO
Subscribe POST nspm/vl/subscriptions OSS/BSS 2> NFVO
Query Subscription GET nspm/vl/subscriptions OSS/BSS > NFVO
Information GET nspm/vl/subscriptions/{subscriptionld} OSS/BSS 2> NFVO
Terminate Subscription DELETE |nspm/vl/subscriptions/{subscriptionld} OSS/BSS = NFVO
Notify POST (client-provided) NFVO - OSS/BSS

A.5 NS Fault Management interface

The mapping of NS fault management operations, defined in ETSI GS NFV-1FA 013 [3], to the resourcesand HTTP
methods defined in the present document can be found in Table A.5-1.

Table A.5-1: Mapping of ETSI GS NFV-IFA 013 [3] NS Fault Management interface operations

with resources and HTTP methods

ETSI GS NFV-IFA 013 [3] HTTP Resource Direction
NS Fault Management method
interface operation

Get Alarm List GET nsfm/vl/alarms OSS/BSS > NFVO

GET nsfm/vl//alarms/{alarmid} OSS/BSS > NFVO
Acknowledge Alarm PATCH nsfm/vl//alarms/{alarmid} OSS/BSS > NFVO
Subscribe POST nsfm/v1/subscriptions OSS/BSS = NFVO
Query Subscription GET nsfm/v1/subscriptions OSS/BSS > NFVO
Information GET nsfm/vl/subscriptions/{subscriptionld} OSS/BSS 2> NFVO
Terminate Subscription DELETE |nsfm/vl/subscriptions/{subscriptionid} OSS/BSS > NFVO
Notify POST (client-provided) NFVO - OSS/BSS
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A.6

VNF Package Management interface

The mapping of VNF package management operations, defined in ETSI GS NFV-IFA 013 [3], to the resources and
HTTP methods defined in the present document can be found in Table A.6-1.

Table A.6-1: Mapping of ETSI GS NFV-IFA 013 [3] operations

with VNF Package Management interface resources and methods

ETSI GS NFV-IFA 013 [3] HTTP Resource Direction
VNF Package method
Management interface
operation

Create VNF Package Info POST vnfpkgm/vl/vnf packages OSS/BSS > NFVO

Update VNF Package Info PATCH vnfpkgm/vl/vnf_packages/{vnfPkgld} OSS/BSS > NFVO

Delete VNF Package DELETE |vnfpkgm/vl/vnf_packages/{vnfPkgld} OSS/BSS > NFVO
GET vnfpkgm/vl/vnf_packages OSS/BSS = NFVO

Query VNF Package Info GET vnfpkgm/vl/vnf_packages/{vnfPkgld} OSS/BSS > NFVO
GET vnfpkgm/vl/vnf_packages/{vnfPkgld}/vnfd OSS/BSS > NFVO
PUT vnfpkgm/vl/vnf packages/{vnfPkgld}/package content OSS/BSS - NFVO

Upload VNF Package POST v?fplég;n/vllvnf_packages/{vankgId}/package_content/u OSS/BSS - NFVO

pload_from_uri

Fetch VNF Package GET vnfpkgm/vl/vnf_packages/{vnfPkgld}/package_content OSS/BSS > NFVO

Fetch VNF Package GET vnfpkgm/vl/vnf_packages/{vnfPkgld}/artifacts/{artifactPat |OSS/BSS -> NFVO

Artifacts h}

Subscribe POST vnfpkgm/vl/subscriptions OSS/BSS = NFVO

Query Subscription GET vnfpkgm/vl/subscriptions OSS/BSS = NFVO

Information GET vnfpkgm/vl/subscriptions/{subscriptionid} OSS/BSS > NFVO

Terminate subscription DELETE |vnfpkgm/v1l/subscriptions/{subscriptionld} OSS/BSS > NFVO

Notify POST (client-provided) NFVO - OSS/BSS
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Annex B (informative):
State models

B.1 NSD state model

B.1.1 Introduction

This clause describes the state model of NSD in the NFVO. It includes the state models for two phases, i.e. onboarding
phase of NSD and operational phase of NSD.

B.1.2 State model

A given NSD has three states, i.e. on-boarding state, operational state and usage state.

The on-boarding state is represented by the "nsdOnboardingState” attribute in the "Nsdinfo" data type with below
values:

. CREATED: The NSD information object is created.
. UPLOADING: The NSD is being uploaded.
. PROCESSING: The NSD is being processed, e.g. validation.
. ONBOARDED: The NSD is successfully on-boarded.
The operational state is represented by the "nsdOperational State” attribute in the "Nsdinfo" data type with below values:
. ENABLED: The NSD is enabled.
. DISABLED: The NSD isdisabled.
The usage state is represented by the "nsdUsageState" attribute in the "NsdIinfo" data type with below values:
. IN_USE: TheNSD isin use.
. NOT_IN_USE: The NSD isnot in use.

The state model of on-boarding phase in Figure B.1.2-1 appliesto agiven NSD being on-boarded. Besides the
operations and conditions specified in the Figure, below operations are also considered as available during the
on-boarding phase:

. Query NSD Info
o Update NSD Info (with user defined data only)

The state model of operational phasein Figure B.1.2-1 appliesto an on-boarded NSD. Besides the operations and
conditions specified in the Figure, below operations are also considered as available during the operational phase:

. Query NSD Info
o Update NSD Info (with user defined data only)
e  FetchNSD

At the end of the on-boarding phase, the "nsdOnboardingState” value transitions to "ONBOARDED" and the
"nsdOperationa State" value transitions from "DISABLED" to "ENABLED", and the operational phase is entered.
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The "nsdOperational State" and "nsdUsageState" detail the state changes during the NSD operational phase. During the
NSD on-boarding phase, the value of the "nsdOperational State” is "DISABLED" and the value of the "nsdUsageState"
is"NOT_ IN_USE". Right after the NSD becomes on-boarded, the value of the "nsdOperational State" is changed to
"ENABLED" and the value of the "nsdUsageState" is kept as"NOT_IN_USE".

Figure B.1.2-1: NSD state model

B.2 VNF package state model

B.2.1 Introduction

This clause describes the state model of VNF Package in the NFVO. It includes the state models for two phases, i.e. on-
boarding phase and operational phase.

B.2.2 State model

A given VNF Package has three states, i.e. on-boarding state, operational state and usage state.

The on-boarding state is represented by the "onboardingState™ attribute in the "V nfPkglnfo" information element with
below values:

e  CREATED: The VNF Package information object is created.
. UPLOADING: The VNF Package is being uploaded.
. PROCESSING: The VNF Package is being processed, e.g. validation.

. ONBOARDED: The VNF Package is successfully on-boarded.
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The operational state is represented by the "operational State" attribute in the "V nfPkglnfo" information element with
below values:
. ENABLED: The VNF Package is enabled.
o DISABLED: The VNF Package is disabled.
The usage state is represented by the "usageState” attribute in the "V nfPkglnfo" information element with below values:
. IN_USE: The VNF Packageisin use.
. NOT_IN_USE: The VNF Package is not in use.

The state model of on-boarding phase in Figure B.2.2-1 applies to a given VNF Package being on-boarded. Besides the
operations and conditions specified in the Figure, below operations are also considered as available during the
on-boarding phase:

. Query VNF Package Info
. Update VNF Package Info (with user defined data only)

The state model of operational phase in Figure B.2.2-1 applies to an on-boarded VNF Package. Besides the operations
and conditions specified in the Figure, below operations are also considered as available during the operational phase:

. Query VNF Package Info

. Update VNF Package Info (with user defined data only)
. Fetch VNF Package

. Fetch VNF Package Artifacts

The "onboardingState” details the state changes during the VNF Package on-boarding phase. The value of this attribute
during the VNF Package operational phaseis"ONBOARDED".

The "operational State" and "usageState" detail the state changes during the VNF Package operational phase. During the
VNF Package on-boarding phase, the value of the "operational State" is"DISABLED" and the value of the "usageState"
is"NOT_IN_USE". Right after the VNF Package becomes on-boarded, the value of the "operational State" is changed
to "ENABLED" and the value of the "usageState” iskept as"NOT_IN_USE", as shown in Figure B.2.2-1.
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Figure B.2.2-1: VNF Package state model
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Annex C (informative):
Complementary material for API utilization

To complement the definitions of each method, resource, and data type defined in the main body of the present
document, the ETSI NFV 1SG is providing supplementary description files, compliant to the OpenAPI Specification
[i.5], for the Os-Ma-nfvo reference point. These supplementary description files, containing the OpenAPI specification
for each API defined in the present document, are located at https://forge.etsi.org/rep/nfv/NFV-SOL 005.

In case of discrepancies between the supplementary files and the related data structure definitions in the main body of
the present document, the data structure definitions take precedence.

The OpenAPI representations referenced above:

1) usethe MAJOR.MINOR.PATCH version fieldsto signal the version of the API as defined in the present
document; and

2) usethe"impl" version parameter to represent changes to the OpenAPI representation without changing the
present document (see clause 4.6.1.2).

The full version identifier of an API appears in the corresponding OpenAPI file, in the "version" subfield of the "info"
field, where numerical fields are separated by a dot, asillustrated below.

EXAMPLE:

swagger: "2.0"
i nfo:
version: "1.0.0-inpl:etsi.org: ETSI _NFV_QCpenAPI : 1"
title: SOLO05 NS LCM
|'i cense:
name: "ETSI Forge copyright notice"
url: https://forge.etsi.org/etsi-forge-copyright-notice.txt
basePath: "/nslcm v1"

END EXAMPLE
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Annex E (informative):
Change History

Date

Version

Information about changes

December 2016

0.0.1

Initial version based on contributions that were agreed at the NFVSOL#15 meeting
- NFVSOL(16)000169 SOL005_Scope_Statement
- NFVSOL(16)000171 SOL005 Proposed Table of Contents

February 2017

0.1.0

Version 0.1.0 based on contributions that were agreed at the NFVSOL#20 meeting

- NFVSOL(17)000061_SOL005_URI_structure_and_supported_content_formats

- NFVSOL(17)000064R1_SOL002_SOL003_SOL005_Labeling_of_API_names

- NFVSOL(17)000095R1_SOL005_Error_reporting

- NFVSOL(17)000106R1_Conventions_document_NFVSOL(17)000050_swagger_
representation_of_the_API

- NFVSOL(17)000107R1_SOL005 Common_procedures

- NFVSOL(17)000111_SOL003_Conventions_move_Resource_structure_up_in_th
e TOC

March 2017

0.2.0

Version 0.2.0 based on contributions that were agreed at the NFVSOL#22 meeting

- NFVSOL(17)000196R1_SOL005_Add_SOL003_Normative_Reference

- NFVSOL(17)000198 SOL005_ Clause_4.1_Overview

- NFVSOL(17)000199 SOL002_SOL003_Renaming_attribute_selectors

- NFVSOL(17)000200_SOL002_SOL003_Attribute_filter_equality

- NFVSOL(17)000179_SOL005_Simple_Data_Types

- NFVSOL(17)000138_SOL005 NS_LCM_Description_Clause_6.1

- NFVSOL(17)000142R1_SOL005_NS_LCM_Resource_Structure_and_Methods_
Clause_6.2

- NFVSOL(17)000123R2_SOL005_Flow_of _the_Creation_of _a_NS_Instance_Res
ource

- NFVSOL(17)000129R1_SOLO005_ Flow_of the Deletion_of a_NS_Instance_Res
ource

- NFVSOL(17)000130_SOL005_Flow_of_the_Get_Operations_Status_Operation

- NFVSOL(17)000137_SOL005_Flow_of_Managing_Subscriptions_to_Notifications
_Related_to_NS_ Lifecycle_Management

- NFVSOL(17)000136_SOL005_Flow_of_Sending_Notifications_Related_to_NS_Li
fecycle_management

- NFVSOL(17)000156R2_SOL005_NS_Lifecycle_Change_Resource_Definitions_
Methods_and_Data_Types

- NFVSOL(17)000160_SOL005_NS_Lifecycle_Management_Resource_Definitions

Methods_and_Data_Types

April 2017

0.3.0

Version 0.3.0 based on contributions that were agreed at the NFVSOL#26 meeting
- NFVSOL(17)000263_SOL005_Instantiate_NS_Lifecycle_Management
Resource_Definition_Methods_and_Data_Types
- NFVSOL(17)000265_SOL005_ Heal NS_Lifecycle_Management
Resource_Definition_Methods_and_Data_Types

May 2017

0.4.0

Version 0.4.0 based on contributions that were agreed at the NFVSOL#28 meeting

- NFVSOL(17)000264R1_SOL005_Update NS_Lifecycle_Management_Resource
_Methods_and_Data_Types

- NFVSOL(17)000266_SOL005_Scale_NS_Operation_Resource_Definition_Metho
ds_and_Data_Types

- NFVSOL(17)000267_SOL005_Terminate_NS_Operation_Resource_Definition_M
ethods_and_Data Type

- NFVSOL(17)000268_SOL005_Merge NS_LCCN_interface_into_the NS_LCM_i
nterface

- NFVSOL(17)000348R4_SOL005 NSD_Management_|Interface

- NFVSOL(17)000378_SOL005_NS_Lifecycle_Change_Occurrence_Resource_De
finitions_Methods_and_Data_Types

- NFVSOL(17)000383_SOL005_Flow_of NS_Lifecycle_Management_Operations_
Triggered_by Task_Resources

- NFVSOL(17)000385R1_SOLO005_Individual_NS_Descriptor_Resource_Descripto
r_Methods_and_Data_Types

- NFVSOL(17)000390R1_SOL005 Handling_of Errors_During_NS_Lifecycle_Man
agement_Operations

June 2017

0.5.0

Version 0.5.0 based on contributions that were agreed at the NFVSOL#30 and
NFVSOL#31 meetings
- NFVSOL(17)000371R1_SOL005:_Data_Type_NslInstance
- NFVSOL(17)000411R1_SOLO005:_Clause_6.6_Update,_"Handling_of_Errors_Dur
ing_NS_Lifecycle Management"
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Date

Version

Information about changes

NFVSOL(17)000420R1_SOL005:_Update_ScaleVnfData_and_ScaleByStepData
_Data_Types_consistent_with_NFVIFA(17)000382R1

NFVSOL(17)000421R1_SOL005:_Update_"additionalParam..."_attribute_names
, KeyValuePair data type_and_its_cardinality_consistent_with_SOL003
NFVSOL(17)000422_SOL005:_Update_AffinityOrAntiAffinityRule_Data_Type_Co
nsistent_with_NFVIFA(17)000534

NFVSOL(17)000424_SOL005:_Modify VNF_Configuration_in_Update_NS_oper
ation_consistent_with_NFVIFA(17)000527
NFVSOL(17)000427R2_SOL005:_Update_NSD_Interface_Resource_Tree, Res
ources,_and_Methods_(Clause_5.2)
NFVSOL(17)000428_SOL005:_ParamsForVnf_and_Resolution_of_the_Associat
ed_Editor's_Note
NFVSOL(17)000431R3_SOL005:__Error_Handling_for_NS_Lifecycle_operation,_
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NFVSOL(17)000432R2_SOL005:_Update_Flow_of_Error_Handling_for_NS_LC
M_Operations

NFVSOL(17)000433R3_SOL005:_Update_"address"_attribute's_
data_type_in_PnfExtCpInfo_data_type
NFVSOL(17)000434R3_SOL005:_Update_LocationConstraints_data
type_in_Instantiate_ NS_operation
NFVSOL(17)000436R2_SOL005:_Filter_design_for_NS_Instances
NFVSOL(17)000438R2_SOL005_VNF_Package_management_interface_-
_resource_structure_and_methods
NFVSOL(17)000439R3_SOL005_VNF_package_management_interface_-
_resources
NFVSOL(17)000440R3_SOL005:_Updates_to_the_Lifecycle_Change_Notificatio
ns_Filter
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NFVSOL(17)000446R1_SOL005:_Update_Clause_4.3_"Common_Procedures"_
Consistent_with_SOL003
NFVSOL(17)000451_SOLO005:_Correct_various_references_to_NS_Lifecycle_op
eration_occurrences
NFVSOL(17)000464_SOL005_-_Modifications_on_sequence_diagrams_in
clauses_5.3.2_and 5.3.3

NFVSOL(17)000466_SOL005: Add_ldentifierinVim_simple_data_type

August 2017

0.6.0

Version 0.6.0 based on contributions that were agreed at the NFVSOL#34 and
NFVSOL#35,meetings

NFVSOL(17)00426R6_SOL005:_Changes_to_NSD_Resources, Methods,
and_Data_Types

NFVSOL(17)00493_SOL005: Update_Clause_3,_Abbreviations
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NFVSOL(17)000509_SOL005:_Remove_Editor's_Note_in_Clauses 5.5.3.1,
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ources_and_data_model
NFVSOL(17)000511R1_SOL005:_VNF_package_managment_interface_flows
NFVSOL(17)000512R1_SOL005:_VNF_package_management_interface_data_t
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NFVSOL(17)000513R2_SOL005:_NSD_Management_Interface_operations,_res
ource_structure,_and_methods

NFVSOL(17)000514R1_SOL005: NS _LCM_Updates

September 2017

0.7.0

Version 0.7.0 based on contributions that were agreed at the NFVSOL#36 and
NFVSOL#37 meetings

NFVSOL(17)000386R3_SOL005:_PNFD_resources,_methods, and_data_types
NFVSOL(17)00478R1_SOL005:_VL_and_CP_consistency_(mirror_of_403r3_and
_423)

NFVSOL(17)000519R4_SOL005:_NS_fault_management_interface
NFVSOL(17)000520R1_SOL005:_New_Annex_B_Mapping_operations_to_proto
col_elements

NFVSOL(17)000524R1_SOL005:_Refactoring_of NSD_management_interface
NFVSOL(17)000526R1_SOL005:_Definition of_the_HealNsData_data type
(clause_6.5.3.33)
NFVSOL(17)000529_SOLO005:_Apply_the_agreed_design_for_VNF_package _on
-boarding_operation
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Date

Version

Information about changes
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- NFVSOL(17)000554 SOLO005: Align_with_IFA013 on vimid

October 2017

0.8.0
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0.9.0
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- NFVSOL(17)000659_SOL0O05:_Resolution_of Rapporteur's_Notes_in_Annex_A
- NFVSOL(17)000660_SOL005_Flow_of_the_querying_reading_of NS_descriptor
_resources
- NFVSOL(17)000662_SOL005_Flow_of_the_querying_reading_of PNF_descripto
r_resources
- NFVSOL(17)000664 SOLO05 Proposed resolution of clause 4 editor's note
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NFVSOL(17)000665_SOL005_Proposed_resolution_of clause_4.2_editor's note
NFVSOL(17)000678R1_SOL005_Update NFP_related_data_types
NFVSOL(17)000679_SOL005_Add_VNF_package_state_model_to_annex_C
NFVSOL(17)000682_SOL005_Flow_of _the_update_of _an_individual_NS_descri
ptor_resource

Version 0.10.0 also reflects additional clean-up done by editHelp!

E-mail: mailto:edithelp@etsi.org

December 2017

0.11.0

Version 0.11.0 based on contributions that were agreed at the NFVSOL#45 meeting.

NFVSOL(17)000606R3_SOL005:_Update_data_type_NsLcmOpOcc_and_NsLcm
OperationOccurrenceNotification

NFVSOL(17)000609R3_SOL005:_NS LCM interface_-_Error handling
enhancement
NFVSOL(17)000614R3_SOL005:_VNF_package_management_interface_upload
_VNF_content_through_external_link
NFVSOL(17)000649R2:_SOL005:_6.5.3.2_OperateVnfData
NFVSOL(17)000672R2_SOL005:_Resolution_of_editor's_note_on_structure_of t
heNSD_zip_file_in_clause_5.4.4.3.2
NFVSOL(17)000680R2:_SOL005:_Update_ResourceHandle_datatype
NFVSOL(17)000683R2_SOL005:_Remove_pnfdinfold_and_related_editor's_note
_from_clause_5.5.2.6

NFVSOL(17)000701R1_SOL005:_NS_LCM interface_-
_Sequence_diagram_for_continue_operation
NFVSOL(17)000702R1_SOL005:_Update_the_NSD_state_diagram_in _annex
NFVSOL(17)000703R1_SOL005:_NS_LCL _interface_-
_resolve_the_editor's_note_about_resource_changes_in_NsLcmOperationOccurr
enceNotification
NFVSOL(17)000704R1_SOL005:_Resolve_the_editor's_notes_on_NS_PM_interf
ace
NFVSOL(17)000705_SOL005:_Resolve_the_editor's_notes_on_ExtVirtualLinkDa
ta_and_ExtManagedVirtualLinkData
NFVSOL(17)000707R2_SOL005:_Sequence_diagram_for_the_uploading_of_NS
D_content
NFVSOL(17)000708R1_SOL005:_Sequence_diagram_for_the_uploading_of_PN
FD_content
NFVSOL(17)000709R1_SOL005:_Resolution_of_editor's_note_on_the_NsLcmO
pOcc_data_type_in_clause_6.4.9.3.2
NFVSOL(17)000710_SOLO005:_Resolution_of_editor's_note_in_clause 5.4.4.3.3_
on_partial/chunking/resumable_upload
NFVSOL(17)000712R1:_SOL005_-_Additional_fields and values_for_NfpRules
NFVSOL(17)000713_SOL005_4.2_Consistency_of_URI_and OAuth
NFVSOL(17)000714R1:_SOL005:_Resolve_the_editor's_notes_on_ExtLinkPort
and NsLinkPort
NFVSOL(17)000716R1_SOL005:_Double_subscriptions_for_natifications
NFVSOL(17)000720_SOLO005:;_Resolution_of_two_editor's_notes_on_pnfdinvaria
ntld

NFVSOL(17)000721R1_SOL005:_Sequences of responses_and_notifications
NFVSOL(17)000727_SOLO005:_Flow_of the_fetching_of the_content_of _a_NSD
NFVSOL(17)000728_SOLO005:_Flow_of the_fetching_of

the_content_of _a_PNFD
NFVSOL(17)000729_SOL005:_Update_to_the_flow_of the_creation_of _the_indi
vidual_NS_descriptor_resource
NFVSOL(17)000731R1_SOL005:_Fix_description_of_unsupported_method_for_
notification_endpoint
NFVSOL(17)000732R1_SOL005:_Resolve_editor's_note_on_checksum
NFVSOL(17)000738_SOL005_Add_Update PNFD

Info_operation_to_the_list_of NSD_management_interface_operations_in_claus
e5.1
NFVSOL(17)000741_SOL005:_Fix_the_inconsisistency_related_to_NS_LCM_op
eration_state

NFVSOL(17)000742_SOL005:_Add_PNFD_Notifications
NFVSOL(17)000743R1_SOL005:_Adding_normative_category_to_resource_and
_methods_Tables
NFVSOL(17)000744_SOL005:_Align_PkgmNotificationsFilter_with_VnfinstanceS
ubscriptionFilter
NFVSOL(17)000748R1_SOL005:_Add_NS_change_natification_on_NS_LCM_int
erface
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Date Version Information about changes
- NFVSOL(17)000750:_SOL005:_Add_error_code_for_fetching_package_content,
_vnfd_and_artifact_operations
- NFVSOL(17)000755:_SOL005:_Remove_redundant_description_of_vnfConfigura
bleProperties
- NFVSOL(17)000759R2_SOL005_Add ChangeVnfFlavourData
- NFVSOL(17)000760_SOL005_6.5.3.2_Add_changedinfo_to
AffectedVnf_data_type
- NFVSOL(17)000762R1_SOLO005:_Authorization of API
requests_and_noatifications
Version 0.12.0 based on contributions that were agreed at the NFVSOL#46 meeting and
during Email Approval (EA) following the NFVSOL#45 meeting.
- NFVSOL(17)000603R1_SOL005:_NS_LCM_interface_-_network_address
- NFVSOL(17)000745_SOL005: Change_the_name_of_the "Scalelnfo" data type
to "VnfScalelnfo"
- NFVSOL(17)000747R2_SOL005:_Add_and_modify_PNF_on_NS_LCM_interface
- NFVSOL(17)000752_SOL005:_Change_"pnfdinfoStateType"_to_"pnfdOnboardin
gStateType"_ to resolve_editor's_note_in_clause_5.5.4.6
- NFVSOL(17)000761_SOL005:_Resolve_NsInstanceSubscriptionFilter_editor's_n
ote_(Issue Gen.3)
- NFVSOL(17)000763_SOL005:_Align_normative_statements_in_trigger_condition
December 2017 0.12.0 S_mirror_734
- NFVSOL(17)000767_SOL005:_Authorization_method_negotiation
- NFVSOL(17)000769_SOL005:_Annex_A.6_operation_name_and_resource_URI
alignment
- NFVSOL(17)000770_SOL005:Add/remove_notes_about_race_conditions
- NFVSOL(17)000772_SOL005:_Add_get_method_support_on_the_notification_en
dpoint_resource_in_the_NSD_and_NS_LCM interfaces
- NFVSOL(17)000776_SOL005:_Alignment_of_timeStamp_attribute_name
- NFVSOL(17)000777_SOL005:_Change "NsLinkPort" to "NsLinkPortInfo"
- NFVSOL(17)000779_SOL005:_Precondition_for_VNF_package_deletion
- NFVSOL(17)000784_SOL005:_Add_a_pointer_to_annex_B_for_the NSD_state_
model_in_NsdInfo
February 2018 2.4.1 |Publication
Version 2.4.2 based on contributions that were agreed at the NFVSOL#55 meeting.
March 2018 242 - NFVSOL(18)OOOO47_SOL005ed251_API__authorizati_on__clarificatic_m_
o - NFVSOL(18)000084_SOL005ed251_ Making_authorixation_negotiation_more_fle
xible
Version 2.4.3 based on contributions that were agreed at the NFVSOL#59, NFVSOL#60,
and NFVSOL#61 meetings (including EA)
- NFVSOL(18)000098_SOL005ed251 Empty_collections_clarification_addressing__
April 2018 2.4.3 Plugtest™ issue
- NFVSOL(18)000137_SOL005ed251_Disambiguating artifactPath
- NFVSOL(18)000155R1_SOL005ed251_Fix cardinality of the operationParams
attribute in the NsLcmOpOcc data type
Version 2.4.4 based on contributions that were agreed at the NFVSOL#62, NFVSOL#64,
and NFVSOL#65 meetings (including EA)
- NFVSOL(18)000167_SOL005ed251:_fixing_tracker_issue_007748
- NFVSOL(18)000177_SOL005ed251:_Correct_description_of POST_method_on
_NS_descriptors_resourc
- NFVSOL(18)000184_SOL005ed251:_Change_the_cardinality_of the_subscriptio
nld_atttribute_in_the_NSD_management, NS_LCM,_and_VNF_package_manag
ement_notifications
May 2018 24.4 - NFVSOL(18)000233_SOL005ed251:_Define_userDefinedData_attribute_consiste

ntly

- NFVSOL(18)000235_SOL005ed251:_Remove_reference_to_the_note_in_the_de
scription_of_the_pnfdinvariantld_attribute_in_clause_5.5.2.5

- NFVSOL(18)000238_SOL005ed251: Updating_ JSON_RFC_reference

- NFVSOL(18)000243_SOL005ed251:_VnfPkgm_small_fix

- NFVSOL(18)000248_SOL005ed251:_Version_Management

- NFVSOL(18)000251R1_SOL005ed251: Move_ResourceHandle_to
common_data_types_in_clause 4.4.1.6
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July 2018

2.45

Version 2.4.5 based on contributions that were agreed at the NFVSOL#66 and
NFVSOL#67 (including EA)
- NFVSOL(18)000244_SOL005ed251:_Different_names_for_virtual_link_descriptor
id

- NFVSOL(18)000245_SOL005ed251:_ Adding_status_codes

- NFVSOL(18)000259R1_SOL005ed251:_Add_two ...
monitoringParameter_data_types

- NFVSOL(18)000279_SOL005ed251:_Attribute_selectors

- NFVSOL(18)000280_SOL005ed251:_Fixing_the_sequence_of 400_response_c
ode_definitions

- NFVSOL(18)000281_SOL005ed251:_Small_fix_to_the_description_of_the_400_
error_code

- NFVSOL(18)000311_SOL005ed251:_Small_fix_replace_queried_by read

- NFVSOL(18)000318_SOL005ed251:_Add_IFA027_reference

- NFVSOL(18)000319_SOL005ed251:_Attribute_filters

- NFVSOL(18)000320_SOL005ed251: String_and_number_data_types

- NFVSOL(18)000321_SOL005ed251:_Mirror_of NFVSOL(18)000341r2

- NFVSOL(18)000332R2_SOL005ed251:_Add_annex_with_a_reference_to_Open
API_repository

- NFVSOL(18)8)000334_SOL005ed251:_Add_VL_profile_id_in_NsrtualLinkinfo_da
ta_type

- NFVSOL(18)000341_SOL005ed251: Clarifying_association_from VnfLinkPort to
VnfcCp and VnfExtCp

July 2018

2.4.6

Version 2.4.6 based on contributions that were agreed at the NFVSOL#68 and
NFVSOL#69 (including EA)
- NFVSOL(18)000347_SOL005ed251:_Normative_attribute_filters_support
- NFVSOL(18)000350_SOL005ed251: Metadata_for CPs_and_extCPs
- NFVSOL(18)000355_SOL005ed251:_Add_relative_URIs_for_links_in_notification
S
- NFVSOL(18)000356_SOL005ed251:_Retry_as_reaction_to_error_responses_dur
ing_notification_delivery
- NFVSOL(18)000357_SOL005ed251:_NestedNsInstanceData_for_the_Instantiate
Ns_and_UpdateNs_operations
- NFVSOL(18)000358_SOL005ed251: Add_ParamsForNestedNS_to_the_Instanti
ateNs_operations
- NFVSOL(18)000359_SOL005ed251:_Clarify_linkage_between_vnfcCP_and
vnfcExtCP
- NFVSOL(18)000360_SOL005ed251:_Attach metadata to extCPs
- NFVSOL(18)000391_SOL005ed251:_Define_minor_version_number
- NFVSOL(18)000392_SOL005ed251:_Attribute_selector_attribute_filter_small_fix
es

July 2018

247

Version 2.4.7 based on contributions that were agreed at NFVSOL#71 (including EA)
- NFVSOL(18)000361_SOL005ed251: Fix_NFP_Management
- NFVSOL(18)000438_SOL005ed251:_Ensure_consistency_with_SOL003_on_Vnf
LinkPortInfo_and_VnfExtCplnfo

August 2018

2.4.8

Version 2.4.8 based on contributions that were agreed at NFVSOL#72 and NFVSOL#72a
(including EA)

- NFVSOL(18)000456R1_SOL005ed251:_Version_management

- NFVSOL(18)000458_SOL005ed251:_ Version signaling

- NFVSOL(18)000461R1_SOL005ed251: Define_patch_version_number

- NFVSOL(18)000462_SOL005ed251: Closing pagination gap

- NFVSOL(18)000473R1 _SOL005ed251: Add_note_to_ MAJOR_ version_field
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