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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1

Scope

The present document specifies a RESTTful protocol and data model fulfilling the requirements specified in the
following Group Specifications for the policy management interfaces used over the NFV-MANO reference points:

ETSI GSNFV-IFA 005 [1]
ETSI GSNFV-IFA 006 [2]
ETSI GSNFV-IFA 007 [3]
ETSI GSNFV-IFA 008 [4]
ETSI GSNFV-IFA 013 [5]
ETSI GSNFV-IFA 030 [6]

A data model for policy content is out of scope of the present document.

2

2.1

References

Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee

their long term validity.

The following referenced documents are necessary for the application of the present document.

(1]

[2]

(3]

[4]

(5]

6]

[7]

(8]

ETSI GS NFV-1FA 005: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Or-Vi reference point - Interface and Information Model Specification”.

ETSI GS NFV-IFA 006: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Vi-Vnfm reference point - Interface and Information Model Specification”.

ETSI GS NFV-1FA 007: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Or-V nfm reference point - Interface and Information Model Specification”.

ETSI GS NFV-1FA 008: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification”.

ETSI GS NFV-IFA 013: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Os-Ma-Nfvo reference point - Interface and Information Model Specification”.

ETSI GS NFV-1FA 030: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Multiple Administrative Domain Aspect Interfaces Specification".

ETSI GSNFV-SOL 013: "Network Functions Virtualisation (NFV) Release 5; Protocols and Data
Models; Specification of common aspects for RESTful NFV MANO APIs".

ETSI GS NFV-IFA 048: "Network Functions Virtualisation (NFV) Release 5; Management and
Orchestration; Policy Information Model Specification”.
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https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/008/
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee

their long term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1]

[i.2]

[i.3]
[i.4]

ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".

ETSI GR NFV-IFA 023: "Network Functions Virtualisation (NFV); Management and
Orchestration; Report on Policy Management in MANO; Release 3".

OpenAPI™ Specification.

ETSI GSNFV-SOL 015: "Network Functions Virtualisation (NFV); Protocols and Data Models;
Specification of Patterns and Conventions for RESTful NFV-MANO APIs".

3

3.1

Definition of terms, symbols and abbreviations

Terms

For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] apply.

3.2

Void.

3.3

Symbols

Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:

PF Policy Function
REST Representational State Transfer
URI Uniform Resource |dentifier
4 General aspects
4.1 Overview

The present document defines the protocol and data model for the policy management interface used over the following
reference points, in the form of RESTful Application Programming Interfaces (APIs) specifications:

Os-Ma-nfvo reference point (interface produced by the NFV O towards the OSS/BSS).
Or-Vnfm reference point (interface produced by the VNFM towards the NFVO).
VeV nfm-em reference point (interface produced by the VNFM towards the EM).

Or-Vi reference point (interface produced by the VIM towards the NFVO).

ETSI
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e  Vi-Vnfm reference point (interface produced by the VIM towards the VNFM).
. Or-Or reference point (interface produced by NFVO-N towards NFVO-C).

The design of the protocol and data model for the policy management interface is based on the information model and
requirements defined in ETSI GS NFV-IFA 005 [1], ETSI GS NFV-IFA 006 [2], ETSI GSNFV-IFA 007 [3], ETSI
GSNFV-IFA 008 [4], ETSI GSNFV-IFA 013 [5] and ETSI GSNFV-IFA 030 [6]. ETSI GSNFV-IFA 048 [§]
specifies the structure of the NFV-MANO policies which serves as an information model for the policy content referred
in the present document.

In clause 4, general aspects are specified that apply to the policy management interface over different reference points.
In addition, the provisionsin clauses 4, 5, 6, 8 and 9 of ETSI GS NFV-SOL 013 [7] define common aspects of RESTful
NFV-MANO APIs, and shall apply for all APIs defined in the present document.

In clause 5, the protocol and data model for the policy management interface is specified. The resource structure with
associated HTTP methods is defined and applicable flows are provided. Further, the resources and the data model are
specified in detail.

4.2 Common data types

The structured data types and simple data types defined in clause 7 of ETSI GS NFV-SOL 013 [7] shall apply in the
present document.

5 Policy Management interface

5.1 Description

Thisinterface allows the APl consumer to invoke policy management operations towards the API producer, to
subscribe to notifications regarding policy changes and any detected policy conflicts and to retrieve API version
information.

The operations provided through thisinterface are:
. Transfer Policy.
. Delete Policy.
. Query Poalicy.
. Activate Policy.
. Deactivate Policy.
. Associate Policy.
. Disassociate Policy.
e  Subscribe.
. Query Subscription Information.
e  Terminate Subscription.
. Notify.

NOTE: The association feature (i.e. the associate policy and disassociate policy operations) applies when the
Policy Function (PF) that enforces the policy isNFVO, NFVO-N or VNFM.

ETSI
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5.2 API version

For the policy management interface as specified in the present document, the MAJOR version field shall be 1, the
MINOR version field shall be 0 and the PATCH version field shall be 0 (see clause 9.1 of ETSI GSNFV-SOL 013 [7]
for a definition of the version fields). Consequently, the { apiMgjorVersion} URI variable shall be set to "v1".

5.3 Resource structure and method

All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [7].
The string "nfvpolicy" shall be used to represent { apiName} . All resource URIsin the clauses below are defined
relative to the above base URI.

Figure 5.3-1 shows the overall resource URI structure defined for the policy management interface.

{apiRoot}/nfvpolicy/{apiMajorVersion}

—[ /policies ]
L[ K{policyld} )

/selected_version ]

/versions

\—[ Hversion} ]
4{ /subscriptions ]

L[ /{subscriptionld} ]

Figure 5.3-1: Resource URI structure of the policy management interface

Table5.3-1 liststhe individual resources defined, and the applicable HTTP methods.

The API producer shall support responding to requests for all HTTP methods on the resources in table 5.3-1 that are
marked as"M" (mandatory) in the "Cat" column. The API producer shall also support the "API versions' resource as
specified in clause 9.3.2 of ETSI GS NFV-SOL 013 [7].

Table 5.3-1: Resources and methods overview of the policy management interface

Resource name Resource URI HTTP Method Cat Meaning
Policies /policies POST M Create a new
individual policy
resource.

GET M Query multiple
policies.

Individual policy Ipolicies/{policyld} GET M Read an individual
policy.

PATCH M Activate/deactivate,
or modify the
associations, or
change the selected
version of an
individual policy.
DELETE M Delete an individual
policy.

ETSI
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Resource name Resource URI HTTP Method Cat Meaning
Selected version of |/policies/{policyld}/selected_version |GET M Read the selected
an individual policy version of an

individual policy.
Particular version  |/policies/{policyld}/versions/{version} |GET M Read a particular
of an individual version of an
policy individual policy.
PUT M Transfer the content

of a particular
version of an
individual policy.
DELETE M Delete a particular
version of an
individual policy.
Subscriptions /subscriptions POST M Subscribe to
notifications of
policy changes or
conflicts.
GET M Query multiple
subscriptions.
Individual /subscriptions/{subscriptionld} GET M Read an individual
subscription subscription
resource.
DELETE M Terminate a
subscription.
Notification (client-provided) POST See note Notify about policy
endpoint changes or conflicts.
See note.
GET See note Test the notification
endpoint. See note.
NOTE: The API producer shall support invoking the HTTP methods defined for the "Notification endpoint" resource
exposed by the API consumer. If the API consumer supports invoking the POST method on the
"Subscriptions" resource towards the API producer, it shall also support responding to the HTTP requests
defined for the "Noatification endpoint" resource.

54 Sequence diagrams (informative)

54.1 Flow of creating a policy

This clause describes a sequence for creating an individual policy resource.

APl consumer APl producer

"1, POST .. /policies (CreatePolicyRequest) !

-
>

i 2. Create the individual palicy resource

: <
\_ 3. 201 Created (Palicy) |
L.(__4;_S_er?@_’_P_9!*'9??h_af?ge_*‘fc_’_f_ﬂ'?‘??e_ff’?ﬂf?ﬁE_»%‘_ TE_POLICY)
Postcondition: The individual policy resource has been created. b]
APl consumer APl producer

Figure 5.4.1-1: Flow of policy creation

Policy creation, asillustrated in figure 5.4.1-1, consists of the following steps.

Precondition: None.
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The API consumer sends a POST request to the "Policies' resource, including one data structure of type
"CreatePolicyRequest” in the payload body.
The API producer creates an individual policy resourcein CREATED/DEACTIVATED state.

The API producer returns a"201 Created" response to the API consumer, and includesin the payload body a
representation of the policy, and provides the URI of the newly-created individual policy resource in the
"Location" HTTP header.

The API producer sends a policy change notification (see clause 5.4.8) to the API consumer to indicate the
creation of the individual policy resource.

Postcondition: Upon successful completion, the individual policy resource has been created.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4.2

Flow of transferring a policy

This clause describes a sequence for transferring a policy.

| Precondition: The individual policy resource has been created. Iﬁ

V1. PUT L Jpolicies{policyld}versionsdf{version} (policy content)

|

|

>
|

X create the "particular version

! i of anindividual policy" resource

alt ) [transfering the first version of the policy]
|
| create the "selected version
! "7 of an individual policy” resource
I L

L 4.201 Created

¢ 5: Send PolicyChangeNotification(TRANSFER_POLICY)

Postcondition: The content of a particular version of the policy has been transferred,
and the state of the policy is not changed.

1 1

Figure 5.4.2-1: Flow of policy transfer

Policy transfer, asillustrated in figure 5.4.2-1, consists of the following steps.

Precondition: Theindividual policy resource has been created.

1)

2)
3)

4)
5)

The API consumer sends a PUT request to the "particular version of an individual policy” resource addressed
by the appropriate policy identifier and version identifier in its resource URI, and includes a copy of the policy
content in the payload body. The version identifier in the URI is assigned by the API consumer, and cannot be
overlapped with any existing version identifiers of the same policy on the API producer.

The API producer creates the "particular version of an individual policy" resource.

If the API consumer istransferring the first version of the policy, the API producer creates the "selected
version of anindividual policy" resource, sets the first version as the default selected version and changes the
transferState of the policy to TRANSFERRED.

The API producer returns a"201 Created" response to the APl consumer.

The API producer sends a policy change notification (see clause 5.4.8) to the API consumer to indicate the
transfer of the policy content.
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Postcondition: Upon successful completion, the content of a particular version of the policy has been transferred, and
the state of the policy is not changed.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4.3 Flow of querying/reading policies

This clause describes a sequence for querying/reading policies.

APl consumer APl producer

| Precondition: One or more individual policy resources are created. Iﬁ

alt | [query information about multiﬁle policies]
i i

1 1. GET .. ./policies o

|

| 2,200 OK (Policy]) '

[read infermation about an individual policy]
3. GET .../policies/{policyld}

|
—
=
i

| 4,200 OK (Palicy) '

API consumer APl producer

Figure 5.4.3-1: Flow of policy query/read

Policy query/read, asillustrated in figure 5.4.3-1, consists of the following steps.
Precondition: One or more individual policy resources are created.
1) If the API consumer intends to query multiple policies, it sendsa GET request to the "policies' resource.

2) TheAPI producer returnsa” 200 OK" response to the API consumer, and includes zero or more data structures
of type "Policy" in the payload body.

3) If the API consumer intendsto read information about an individual policy, it sends a GET reguest to the
"individual policy" resource, addressed by the appropriate policy identifier in its resource URI.

4)  TheAPI producer returnsa"200 OK" response to the API consumer, and includes one data structure of type
"Policy" in the payload body.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4.4 Flow of fetching the content of a policy

This clause describes a sequence for fetching the content of a policy.
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APl cansumer APl producer

Precaondition: The individual policy resource is created and at least one version of the policy has been transferred. 5

alt | [fetch the content of the selected version of an inq'liuidual policy]
| |

1 1. GET .../policiesApolicyldyselected version !

' 2.200 OK (policy content) !

[fetch the content of a particular version of an individual policy]:
3. GET .../policiesf{policyld}versions/{version}

i
—
>

' 4. 200 OK (policy content) !

AFI consumer AP| producer

Figure 5.4.4-1: Flow of fetching policy content

Fetching policy content, asillustrated in figure 5.4.4-1, consists of the following steps.
Precondition: Theindividual policy resourceis created and at least one version of the policy has been transferred.

1) If the API consumer intends to fetch the content of the selected version of the policy, it sendsa GET request to
the "selected version of anindividual policy" resource, addressed by the appropriate policy identifier inits
resource URI.

2) The APl producer returnsa 200 OK" response to the API consumer, and includes a copy of the policy content
in the payload body.

3) If the API consumer intends to fetch the content of a particular version of the policy, it sendsa GET request to
the "particular version of an individual policy" resource, addressed by the appropriate policy identifier and
version identifier in its resource URI.

4) TheAPI producer returnsa"200 OK" response to the API consumer, and includes a copy of the policy content
in the payload body.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4.5 Flow of modifying a policy

This clause describes a sequence for modifying a policy, which includes activating/deactivating a policy, or modifying
the associations of a policy, or changing the selected version of a policy.

AP consumer APl producer

Precondition: The individual policy resource is created and at least one version of the policy has been transferred. Iﬁ

V1. PATCH .. ./paliciesf{policyld} (PolicyModifications) |

L 2. 200 OK (PolicyModifications)

3. Send PolicyChangeNotification(MODIFY POLICY) |

Postcondition: The policy has been modified accordingly. ﬁ
T T
APFI consumer APl producer

Figure 5.4.5-1: Flow of policy modification

Policy modification, asillustrated in figure 5.4.5-1, consists of the following steps.

Precondition: The individual policy resourceis created and at least one version of the policy has been transferred.
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1) If the API consumer intends to modify apolicy, it sendsa PATCH request to the "individua policy" resource,
addressed by the appropriate policy identifier in its resource URI, and includes one data structure of type
"PolicyModifications" in the payload body.

2) The APl producer returnsa 200 OK" response to the API consumer, and includes in the payload body a data
structure of type "PolicyModifications' to represent the applied policy modifications.

3) The APl producer sends a policy change notification (see clause 5.4.8) to the API consumer to indicate the
modification of the policy.

Postcondition: Upon successful completion, the policy has been modified accordingly.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4.6 Flow of deleting a policy

This clause describes a sequence for deleting a policy.

1
alt  J [delete a policy] !

| Precondition: The policy to be deleted is in DEACTIVATED state. 5

L
.

i 1. DELETE .. /policies/{policyld} i

! 2. deletes the individual policy resource

. 3.204 No Content \

[delete a particula:r version of a policy]

Precondition: The particular version is not the selected version of the individual policy. Iﬁ

\ 4. DELETE .../policies/{policyld)/versions/{version} (|

>

deletes the "a particular version
| i " of an individual policy” resource

! P
' 6.204 No Content

| Postcondition: The individual policy or a particular version of the policy has been deleted. Iﬁ

Figure 5.4.6-1: Flow of policy deletion

Policy deletion, asillustrated in figure 5.4.6-1, consists of the following steps.

Precondition: The individual policy resource to be deleted isin DEACTIVATED state, or the particular version of the
policy to be deleted is not the selected version of the individua policy:

1) If the APl consumer intends to delete an individua policy, it sends a DELETE request to the "individual
policy" resource, addressed by the appropriate policy identifier inits URI.

2) TheAPI producer deletesthe individual policy resource.
3) The APl producer returnsa”204 No Content” response with an empty payload body to the API consumer.

4) If the API consumer intends to delete a particular version of apolicy, it sends a DELETE request to the "a
particular version of anindividual policy” resource, addressed by the appropriate policy identifier and version
identifier in its URI.

5) The API producer delete the requested "a particular version of an individual policy" resource.

6) The APl producer returnsa”204 No Content” response with an empty payload body to the API consumer.

ETSI



16 ETSI GS NFV-SOL 012 V5.3.1 (2025-08)

7)  The API producer sends a policy change notification (see clause 5.4.8) to the API consumer to indicate the
deletion of the individual policy or the deletion of the particular version of the policy.
Postcondition: Upon successful completion, the individual policy or a particular version of the policy has been deleted.

Error handling: In case of failure, appropriate error information is provided in the response.

5.4.7 Flow of managing subscriptions

This clause describes a sequence for creating, querying/reading and terminating subscriptions to notifications related to

policy management.

: Creation of a subscription :

L 10 POST .../subscriptions (PolicySubscriptionRequest)

test notification endpoint /'

i_ 11 GET <<Callback URI>>

i |

|
|
>

1 12 204 No Content
: 1

i | .. Create subscription
| | 7 resource

A :(

|_ 14 201 Created (PolicySubscription) |

: : Query/Read of subscriptions : :
M [Query/read all subscriptions] |

\ 20 GET .../subscriptions/ o

L 21200 OK (PolicySubscription[])

[Read indiqidual subscription] :
| 22 GET .../subscriptions/{subscriptionld} |

L 23 200 OK (PolicySubscription)

: :Termination of a subscription : :

| 30 DELETE ...Isubscriptions/{subscriptionld}

Y

' 31204 No Content

Figure 5.4.7-1: Flow of managing subscriptions

A) Procedure of subscription creation
The procedure of creating subscriptions consists of the following steps asillustrated in figure 5.4.7-1.
Precondition: The notification endpoint URI is enabled.

10) The API consumer sends a POST request to the "subscriptions' resource including in the payload body a data
structure of type "PolicySubscriptionRequest”. This data structure contains filtering criteria and a client side
URI to which the API producer will subsequently send notifications about events that match the filter.

11) To test the notification endpoint that was registered by the APl consumer as part of the subscription, the API
producer sends a GET request to the notification endpoint URI.

12) The API consumer returns a 204 No Content" response to indicate success.

13) The API producer creates a new subscription for notifications related to policy management, and a resource
that represents this subscription.
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14) The API producer returns a 201 Created" response containing a data structure of type " PolicySubscription”,
representing the subscription resource created by the API producer, and provides the URI of the newly-created
resource in the "Location" HTTP header.

Postcondition: The subscription to notifications related to policy management is available to the APl consumer.

Error handling: The API producer rejects a subscription if the subscription information is not valid: endpoint cannot
be reached, subscription information is malformed, etc.

B) Procedure of subscription query/read
The procedure of querying/reading subscriptions consists of the following steps, asillustrated in figure 5.4.7-1.
Precondition: Subscriptions have been created.

20) Optionally, for example when trying to recover from an error situation, the APl consumer can query
information about its subscriptions by sending a GET request to the " subscriptions' resource.

21) Incaseof step 20), the API producer returns a™200 OK" response that contains the list of representations of all
existing subscriptions that were created by the APl consumer.

22) Optionally, for example when trying to recover from an error situation, the APl consumer can read information
about a particular subscription by sending a GET request to the resource representing that individual
subscription.

23) Incase of step 22), the API producer returnsa 200 OK" response that contains a representation of that
individual subscription.

Postcondition: The subscription information is available to the APl consumer.

Error handling: The API producer provides in the response message appropriate error information that reports an
€rroneous query request.

C) Procedure of subscription termination
The procedure of terminating a subscription consists of the following steps, asillustrated in figure 5.4.7-1.
Precondition: The subscription to terminate exists.

30) When the API consumer does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription.

31) The APl producer acknowledges the successful termination of the subscription by returning a"204 No
Content" response.

Postcondition: The subscription to notifications related to policy management is deleted and not available to the AP
consumer, and notifications associated to this subscription are not sent anymore by the API producer.

Error handling: The API producer provides in the response message appropriate error information that reports an
erroneous termination request: the subscription to terminate does not exist, etc.

5.4.8 Flow of sending notifications

This clause describes the procedure for sending notifications related to policy management.
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APl cansumer APl producer

Precaondition: APl consumer has subscribed previously B}

Event occurs that
matches subscription

' 1. POST <<Client side URL>> (<<Notification>>)

2. 204 Mo Content

—
>

APl cansumer APl producer

Figure 5.4.8-1: Flow of sending notifications

The procedure consists of the following steps asillustrated in figure 5.4.8-1.

Precondition: The API consumer has subscribed previously for notifications related to policy management and the API
producer has thus a related subscription:

1) If an event occurs that matches the filtering criteria which are part of the subscription, the API producer
generates a notification that includes information about the event, and sendsiit in the body of a POST request
to the URI which the API consumer has registered as part of the subscription request. The variable
<<Notification>> in the flow is a placeholder for the different types of notifications that can be sent by this
API.

2) The APl consumer acknowledges the successful delivery of the notification by returning a 204 No Content"
response.

Postcondition: The notification is available to the APl consumer.

Error handling: If the API producer does not receive the "204 No Content” response from the APl consumer, it can
retry sending the notification.

55 Resources

551 Introduction

This clause defines all the resources and methods provided by the policy management interface.

55.2 Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [7] are part of the policy
management interface.

55.3 Resource: Policies

5.5.3.1 Description
This resource represents policies. The API consumer can use this resource to create a policy, and to query multiple
policies.
5.5.3.2 Resource definition
The resource URI is:
{apiRoot}/nfvpolicy/{apiM ajorVersion}/policies
This resource shall support the resource URI variables defined in table 5.5.3.2-1.
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Table 5.5.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [7]
apiMajorVersion See clause 5.2
5.5.3.3 Resource methods
55.3.3.1 POST

The POST method creates a new individual policy resource.

This method shall follow the provisions specified in tables 5.5.3.3.1-1 and 5.5.3.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, anew "individual policy” resource as defined in clause 5.5.4 shall
have been created, and the value of the "activationStatus” attribute in the representation of that resource shall be
"DEACTIVATED". A notification of type PolicyChangeNotification shall be triggered as part of successfully executing
this method as defined in clause 5.6.2.7.

Table 5.5.3.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Table 5.5.3.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreatePolicyRequest |1 The policy creation parameters, as defined in clause 5.6.2.2.
L Response L
Data type Cardinality Codes Description
Policy 1 201 Shall be returned when a policy has been created
Created successfully.

The response body shall contain a representation of

Response the individual policy, as defined in clause 5.6.2.3.

ERd The HTTP response shall include a "Location" HTTP

header that contains the resource URI of the created
policy.

ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in

[7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.

5.5.3.3.2 GET
The GET method queries information about multiple policies.

This method shall follow the provisions specified in tables 5.5.3.3.2-1 and 5.5.3.3.2-2 for URI query parameters, request
and response data structures and response codes.
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Table 5.5.3.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter

0.1

Attribute-based filtering expression according to clause 5.2 of ETSI GS
NFV-SOL 013 [7].

The API producer shall support receiving this parameter as part of the
URI query string. The API consumer may supply this parameter.

All attribute names that appear in the Policy and in data types
referenced from it shall be supported by the API producer in the filter
expression.

nextpage_opaque_marker

0.1

Marker to obtain the next page of a paged response. Shall be supported
by the API producer if it supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [7] for this resource.

Table 5.5.3.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response

Codes Description

Policy

0..N

200 OK Shall be returned when information about zero or

more policies has been queried successfully.

The response body shall contain in an array the
representations of zero or more policies, as
defined in clause 5.6.2.3.

If the "filter" URI parameter was supplied in the
request and is supported, the data in the response
body shall have been transformed according to
the rules specified in clauses 5.2.2 and 5.3.2 of
ETSI GS NFV- SOL 013 [7], respectively.

If the API producer supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [7] for this resource, inclusion of
the Link HTTP header in this response shall follow
the provisions in clause 5.4.2.3 of ETSI

GS NFV-SOL 013 [7].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error:
Response too big.

If the API producer supports alternative 1 (error)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [7] for this resource, this error
response shall follow the provisions in

clause 5.4.2.2 of ETSI GS NFV-SOL 013 [7].

ProblemDetails

See

(7]

clause 6.4 of

AxXxX/5xx In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [7] may be

returned.

5.5.3.3.3

PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].
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5.5.3.34 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.3.35 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.4 Resource: Individual policy

5541 Description

This resource represents an individual policy. The API consumer can use this resource to modify an individual policy,
to read information about the policy and delete the policy.

5.5.4.2 Resource definition
The resource URI is:
{apiRoot}/nfvpolicy/{apiM ajor Ver sion}/policies/{policyl d}
This resource shall support the resource URI variables defined in table 5.5.4.2-1.

Table 5.5.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [7]
apiMajorVersion See clause 5.2
policyld Identifier of the policy. See note

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response

in the payload body of that response.

5543 Resource methods

55431 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].

5.5.4.3.2 GET
The GET method retrieves information about a policy by reading an individual policy resource.

This method shall follow the provisions specified in tables 5.5.4.3.2-1 and 5.5.4.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.5.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 5.5.4.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
L Response .
Data type Cardinality Codes Description
Policy 1 200 OK Shall be returned when information about an
individual policy has been read successfully.
Regggnse The response body shall contain a representation of
y the policy, as defined in clause 5.6.2.3.
ProblemDetails See AXX/5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in
[7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.
5.5.4.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

55434 PATCH
The PATCH method modifies a policy.

This method shall follow the provisions specified in tables 5.5.4.3.4-1 and 5.5.4.3.4-2 for URI query parameters, request
and response data structures, and response codes.

Modification of a policy includes three functionalities: activating/deactivating the policy, changing the associations of
the policy, and changing the selected version of the policy. The three functionalities may be combined flexibly in one
request unless there is conflict with the state of the policy. With respect to changing the associations, refer also to the
provisions specified in clause 5.5.6.3.3 regarding the initial setting of the "associations" attribute valuesin the
"Individual policy" representation, which can be modified using the present method.

Table 5.5.4.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
none supported
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: Details of the PATCH request/response on this resource

Request
body

Data type

Cardinality

Description

PolicyModifications

1

The parameter for the policy modifications, as defined in
clause 5.6.2.4.

Response
body

Data type

Cardinality

Response
Codes

Description

PolicyModifications

1

200 OK

Shall be returned when the modifications have been
processed successfully.

The response body shall contain a representation of
modifications of the policy, as defined in
clause 5.6.2.4.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typical reasons are attempts to:

e modify a policy in CREATED state;

e activate a policy in ACTIVATED state;

e deactivate a policy in DEACTIVATED state.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [7]

AxX/5%X

In addition to the response codes defined above, any
common error response code as defined in clause 6.4
of ETSI GS NFV-SOL 013 [7] may be returned.

5.5.4.35

DELETE

The DELETE method deletes an individual policy.

This method shall follow the provisions specified in tables 5.5.4.3.5-1 and 5.5.4.3.5-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, the "individual policy" resource shall not exist any longer. A
notification of type "PolicyChangeNotification™ shall be triggered as part of successfully executing this method as

defined in clause 5.6.2.7.

Table 5.5.4.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported
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Table 5.5.4.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Arme{F Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when the individual policy has been
Content deleted successfully.
The response body shall be empty.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
Response conflict with the state of the resource.
O Typically, this is due to the fact that the policy is in
ACTIVATED state.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See AxXX/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[7] of ETSI GS NFV-SOL 013 [7] may be returned.
55.5 Resource: Selected version of an individual policy
5551 Description

This resource represents the selected version of an individual policy. The APl consumer can use this resource to read
the content of the selected version of the policy.

The selected version is the version to be used when activating the policy and is then enforced as long as the policy isin
ACTIVATED state.

5.5.5.2

Resource definition

The resource URI is:

{apiRoot}/nfvpolicy/{apiM ajor Version}/policies/{policyl d}/selected_version

This resource shall support the resource URI variables defined in table 5.5.5.2-1.

Table 5.5.5.2-1: Resource URI variables for this resource

Name Definition

apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [7]

apiMajorVersion See clause 5.2

policyld Identifier of the policy. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP
header in the response to a POST request creating a new "individual policy" resource. It
can also be retrieved from the "id" attribute in the payload body of that response.

5.5.5.3 Resource methods
5.5.5.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].
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5.5.5.3.2 GET
The GET method fetches the content of the selected version of an individual policy.

This method shall follow the provisions specified in tables 5.5.5.3.2-1 and 5.5.5.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.5.5.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported

Table 5.5.5.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a

Response
Codes
n/a 1 200 OK Shall be returned when the content of the selected
version of an individual policy has been read

successfully.

Data type Cardinality Description

The response body shall include a copy of the policy
content.

The "Content-Type" HTTP header shall be set
according to the type of the policy content.
ProblemDetails 0.1 404 Not Shall be returned upon the following error: The API
Found producer did not find a current representation for the
target resource or is not willing to disclose that one
exists.

Response

LLELE) The general cause for this error and its handling is

specified in clause 6.4 of ETSI GS NFV-SOL 013 [7],
including rules for the presence of the response body.

Specifically in case of this resource, the response
code 404 shall also be returned if the policy is in
CREATED state.

In this case, the response body shall be present, and

shall contain a ProblemDetails structure, in which the

"detail" attribute shall convey more information about

the error.

ProblemDetails See AxXX/5xx In addition to the response codes defined above, any

clause 6.4 of common error response code as defined in clause 6.4
[7] of ETSI GS NFV-SOL 013 [7] may be returned.

5.5.5.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].

5.5.5.34 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].

5.5.5.35 DELETE

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].
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5.5.6 Resource: Particular version of an individual policy

5.5.6.1 Description

This resource represents a particular version of an individual policy. The APl consumer can use this resource to transfer
the content, read the content and delete a particular version of a policy.

5.5.6.2 Resource definition
The resource URI is:

{apiRoot}/nfvpolicy/{apiM ajor Version}/policies/{ policyl d}/ver sions/{version}
This resource shall support the resource URI variables defined in table 5.5.6.2- 1.

Table 5.5.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [7].
apiMajorVersion See clause 5.2.
policyld Identifier of the policy. See note 1.
version Version of the policy. See note 2.

NOTE 1: This identifier can be retrieved from the resource referenced by the "Location" HTTP
header in the response to a POST request creating a new "individual policy" resource. It
can also be retrieved from the "id" attribute in the payload body of that response.

NOTE 2: This URI variable is provided by the APl consumer in a PUT request creating the new
particular version of an individual policy resource. It can be retrieved from the "versions"
attribute in the payload body of the response to a GET request to the "individual policy"

resource.
5.5.6.3 Resource methods
55.6.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].

5.5.6.3.2 GET
The GET method fetches the content of a particular version of an individual policy.

This method shall follow the provisions specified in tables 5.5.6.3.2-1 and 5.5.6.3.2-2 for URI query parameters, request
and response data structures and response codes.

Table 5.5.6.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
none supported
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Table 5.5.6.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Arme{F Response .
Data type Cardinality Codes Description
n/a 1 200 OK Shall be returned when the content of a particular
version of an individual policy has been read
successfully.
Response Igﬁtéi?ponse body shall include a copy of the policy
body )
The "Content-Type" HTTP header shall be set
according to the type of the policy content.
ProblemDetails See clause 6.4 |4xx/5xx In addition to the response codes defined above, any
of [7] common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.
5.5.6.3.3 PUT

The PUT method transfers the content of a particular version of an individual policy.

Astheresult of successfully executing this method, the API producer shall update the "associations" attribute in the
representation of the "Individua policy" resource as follows:

. If no associations were provided in the initial creation of the "Individual policy” resource (see clause 5.5.3.3.1)
and the policy content includes rel evant associations information, the API producer shall set the values of
"associations" attribute according to the information in the policy content.

. If associations were provided in the initial creation of the "Individual policy" resource (see clause 5.5.3.3.1) or
current values are already set on the "associations' attribute in the representation of the "Individual policy”
resource, and the policy content includes relevant associations information, the API producer shall not apply
the values present in the policy content (i.e. values provided viathe API take precedence).

This method shall follow the provisions specified in tables 5.5.6.3.3-1 and 5.5.6.3.3-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.5.6.3.3-1: URI query parameters supported by the PUT method on this resource

Name

Cardinality

Description

none supported

ETSI




28 ETSI GS NFV-SOL 012 V5.3.1 (2025-08)

Table 5.5.6.3.3-2: Details of the PUT request/response on this resource

Data type Cardinality Description
Request n/a 1 The payload body contains a copy of the policy content.
el The "Content-Type" HTTP header shall be set according to the
type of the policy content.
- Response .
Data type Cardinality Codes Description
n/a 201 Shall be returned when the policy content has been
Created transferred successfully.
The response body shall be empty.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
conflict with an existing resource.
Response
body Typically, this is due to the fact that the particular
version has already been transferred to the API
producer.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in clause 6.4
[7] of ETSI GS NFV-SOL 013 [7] may be returned.
5.5.6.3.4 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 4.6 of ETSI GS NFV-SOL 013 [7].

5.5.6.3.5 DELETE
The DELETE method deletes a particular version of an individual policy.

This method shall follow the provisions specified in tables 5.5.6.3.5-1 and 5.5.6.3.5-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, the "particular version of an individual policy” resource shall be
deleted. It is not allowed to delete the selected version of the individual policy.

A notification of type "PolicyChangeNotification” shall be triggered as part of successfully executing this method as
defined in clause 5.6.2.8.

Table 5.5.6.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Cardinality Description
none supported
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Table 5.5.6.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
T Response .
Data type Cardinality Codes Description
n/a 204 No Shall be returned when a particular version of an
Content individual policy has been deleted successfully.
The response body shall be empty.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a
conflict with the state of the resource.
Response
body Typically, this is due to the fact that the requested
version is the selected version.
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.
ProblemDetails See AXX/5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in
of [7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.
5.5.7 Resource: Subscriptions
55.7.1 Description

This resource represents subscriptions. The API consumer can use this resource to subscribe to notifications related to
policy changes and any detected policy conflicts, and to query its subscriptions.

5.5.7.2

Resource definition

The resource URI is:

{apiRoot}/nfvpolicy/{apiM ajor Version}/subscriptions

This resource shall support the resource URI variables defined in table 5.5.7.2-1.

Table 5.5.7.2-1: Resource URI variables for this resource

Name

Definition

apiRoot

See clause 4.1 of ETSI GS NFV-SOL 013 [7]

apiMajorVersion

See clause 5.2

5.5.7.3

5.5.7.3.1

Resource methods

POST

The POST method creates a new subscription.

This method shall follow the provisions specified in tables 5.5.7.3.1-1 and 5.5.7.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Asthe result of successfully executing this method, a new "Individual subscription™ resource as defined in clause 5.5.6
shall have been created. This method shall not trigger any notification.
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Creation of two subscription resources with the same callback URI and the same filter can result in performance
degradation and will provide duplicates of notifications to the APl consumer, and might make sense only in very rare
use cases. Consequently, the API producer may either allow creating a subscription resource if another subscription
resource with the same filter and callback URI aready exists (in which case it shall return the 201 Created" response
code), or may decide to not create a duplicate subscription resource (in which caseit shall return a"303 See Other"
response code referencing the existing subscription resource with the same filter and callback URI).

Table 5.5.7.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.5.7.3.1-2: Details of the POST request/response on this resource

Request Data type

Cardinality

Description

body  |PolicySubscriptionRequest

1

Details of the subscription to be created.

Data type

Cardinality

Response
Codes

Description

PolicySubscription

Respons
e body

1

201 Created

Shall be returned when the subscription has
been created successfully.

A representation of the created subscription
resource shall be returned in the response
body, as defined in clause 5.6.2.6.

The HTTP response shall include a
"Location" HTTP header that points to the
created "Individual subscription” resource.

n/a

303 See Other

Shall be returned if a subscription with the
same callbackUri and the same filter already
exists and the policy of the API producer is
to not create redundant subscriptions.

The HTTP response shall include a
"Location" HTTP header that contains the
resource URI of the existing

"individual subscription" resource.

The response body shall be empty.

ProblemDetails

422
Unprocessable
Entity

Shall be returned upon the following error:
The content type of the payload body is
supported and the payload body of a
request contains syntactically correct data
but the data cannot be processed.

The general cause for this error and its
handling is specified in clause 6.4 of ETSI
GS NFV-SOL 013 [7], including rules for the
presence of the response body.

Specifically in case of this resource, the
response code 422 shall also be returned if
the API producer has tested the Notification
endpoint as described in clause 5.5.9.3.2
and the test has failed.

In this case, the "detail" attribute in the
"ProblemDetails" structure shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [7]

AxX/5%X

In addition to the response codes defined
above, any common error response code as
defined in clause 6.4 of ETSI

GS NFV-SOL 013 [7] may be returned.
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5.5.7.3.2 GET

The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used
e.g. for resynchronization after error situations.

This method shall follow the provisions specified in tables 5.5.7.3.2-1 and 5.5.7.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.5.7.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
filter 0.1 Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [7].

The API producer shall support receiving this parameter as part of the
URI query string. The API consumer may supply this parameter.

All attribute names that appear in the PolicySubscription and in data types
referenced from it shall be supported by the API producer in the filter
expression.

nextpage_opaque_marker [0..1 Marker to obtain the next page of a paged response. Shall be supported
by the API producer if the API producer supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [7] for this
resource.

Table 5.5.7.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
T Response L
Data type Cardinality Codes Description
PolicySubscription 0..N 200 OK Shall be returned when the list of subscriptions

has been queried successfully.

The response body shall contain in an array the
representations of all active subscriptions of the
functional block that invokes the method, i.e. zero
or more representations of policy subscriptions as
defined in clause 5.6.2.6.

If the "filter" URI parameter was supplied in the
request, the data in the response body shall have
been transformed according to the rules specified
in clause 5.2.2 of ETSI GS NFV-SOL 013 [7].

If the API producer supports alternative 2 (paging)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [7] for this resource, inclusion
of the Link HTTP header in this response shall
follow the provisions in clause 5.4.2.3 of ETSI

GS NFV-SOL 013 [7].

ProblemDetails 1 400 Bad Shall be returned upon the following error: Invalid
Request attribute-based filtering expression.

Response
body

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should
convey more information about the error.
ProblemDetails 1 400 Bad Shall be returned upon the following error:
Request Response too big.

If the API producer supports alternative 1 (error)
according to clause 5.4.2.1 of ETSI

GS NFV-SOL 013 [7] for this resource, this error
response shall follow the provisions in

clause 5.4.2.2 of ETSI GS NFV-SOL 013 [7].
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ProblemDetails See AxX/5xX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be

returned.
5.5.7.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

55.7.34 PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

55.7.35 DELETE
This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.8 Resource: Individual subscription

5.5.8.1 Description
This resource represents an individual subscription.

The API consumer can use this resource to read and to terminate a subscription to notifications related to policy
management.

5.5.8.2 Resource definition
The resource URI is:

{apiRoot}/nfvpolicy/{apiM aj or Ver sion}/subscriptions/{subscriptionl d}
This resource shall support the resource URI variables defined in table 5.5.8.2- 1.

Table 5.5.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [7].
apiMajorVersion See clause 5.2.
subscriptionid Identifier of the subscription. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new "Individual subscription” resource. It can also be retrieved from the "id"
attribute in the payload body of that response.

558.3 Resource methods

5.5.8.3.1 POST

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

ETSI



5.5.8.3.2

GET

33

ETSI GS NFV-SOL 012 V5.3.1 (2025-08)

The GET method retrieves information about a subscription by reading an "Individual subscription” resource.

This method shall follow the provisions specified in tables 5.5.8.3.2-1 and 5.5.8.3.2-2 for URI query parameters, request

and response data structures, and response codes.

Table 5.5.8.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 5.5.8.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
. Response .
Data type Cardinality Codes Description
PolicySubscription 1 200 OK Shall be returned when information about an
individual subscription has been read successfully.
Response The response body shall contain a representation

body of the subscription resource, as defined in
clause 5.6.2.6.

ProblemDetails See AXXI5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be

returned.
5.5.8.3.3 PUT

This method is not supported. When this method is requested on this resource, the API producer shall return a"405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.8.34

PATCH

This method is not supported. When this method is requested on this resource, the API producer shall return a*405
Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.8.35

DELETE

The DELETE method terminates an individual subscription.

This method shall follow the provisions specified in tables 5.5.8.3.5-1 and 5.5.8.3.5-2 for URI query parameters, request

and response data structures, and response codes.

Asthe result of successfully executing this method, the "Individual subscription™" resource shall not exist any longer.
This means that no notifications for that subscription shall be sent to the formerly-subscribed API consumer.

NOTE:

Due to race conditions, some notifications can still be received by the formerly-subscribed API consumer
for acertain time period after the deletion.

Table 5.5.8.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

none supported
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Table 5.5.8.3.5-2: Details of the DELETE request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Regsopdoensse Description
n/a 204 No Shall be returned when the "individual subscription”
Content resource has been deleted successfully.
Response
body The response body shall be empty.
ProblemDetails See AXXI5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in
of [7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.

5.5.9 Resource: Notification endpoint

5.5.9.1 Description
This resource represents a notification endpoint for policy management.

The API producer can use this resource to send notifications related to policy management events to a subscribed API
consumer, which has provided the URI of this resource during the subscription process.

5.5.9.2 Resource definition
The resource URI is provided by the API consumer when creating the subscription.

This resource shall support the resource URI variables defined in table 5.5.9.2-1.

Table 5.5.9.2-1: Resource URI variables for this resource

Name Definition
n/a
5.5.9.3 Resource methods
5.5.9.3.1 POST

The POST method delivers a notification regarding a policy management event from the API producer to an API
consumer. The API consumer shall have previously created an "Individual subscription” resource with a matching filter.

This method shall follow the provisions specified in tables 5.5.9.3.1-1 and 5.5.9.3.1-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.5.9.3.1-1: URI query parameters supported by the POST method on this resource

Name Cardinality Description
none supported

Each notification request body shall include exactly one of the alternatives defined in table 5.5.9.3.1-2.
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Table 5.5.9.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body PolicyChangeNotification (1 A notification about policy changes.
PolicyConflictNotification (1 A notification about a detected policy conflict.
Data type Cardinality Response Description
Codes
n/a 204 No Shall be returned when the notification has been
Response Content delivered successfully.
body ProblemDetails See 4xX/5XX In addition to the response codes defined above, any
clause 6.4 common error response code as defined in
of [7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.
5.5.9.3.2 GET

The GET method allows the API producer to test the notification endpoint that is provided by the API consumer, e.g.
during subscription.

This method shall follow the provisions specified in tables 5.5.9.3.2-1 and 5.5.9.3.2-2 for URI query parameters, request
and response data structures, and response codes.

Table 5.5.9.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

none supported

Table 5.5.9.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality Recsopdoensse Description
n/a 204 No Shall be returned to indicate that the notification
Content endpoint has been tested successfully.
Response
body The response body shall be empty.
ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [7] clause 6.4 of ETSI GS NFV-SOL 013 [7] may be
returned.
5.5.9.3.3 PUT

This method is not supported. When this method is requested on this resource, the API consumer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.9.34

PATCH

This method is not supported. When this method is requested on this resource, the API consumer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].

5.5.9.35

DELETE

This method is not supported. When this method is requested on this resource, the API consumer shall return a
"405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [7].
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5.6 Data model

5.6.1 Introduction

This clause defines the request and response data structures of the policy management interface. If arequest or response
contains attributes not defined in the present document, a receiving functional block that does not understand these
attributes shall not treat their presence as an error and may choose to ignore them.

This clause does not define a data model for the policy content.
5.6.2 Resource and notification data types

5.6.2.1 Introduction

This clause defines the data structures to be used in resource representations and notifications.

5.6.2.2 Type: CreatePolicyRequest

This type represents request parameters for creating a policy. It shall comply with the provisions defined in
table 5.6.2.2-1.

Table 5.6.2.2-1: Definition of the CreatePolicyRequest data type

Attribute name Data type Cardinality Description
designer String 1 Human readable name of the designer of the policy.
name String 1 Human readable name of the policy.
pfld Identifier 0.1 Identifier of the Policy Function (PF) which enforces
the policy.

Shall be present when the PF is not the API

producer and shall be absent otherwise.

Shall be absent when the API producer is NFVO-N.

More information concerning the PF can be found in

ETSI GR NFV-IFA 023 [i.2].

See note 1.

associations Identifier 0..N Initial value of the "associations" attribute in the

"Policy" data structure which represents the policy.

Shall be absent when the association feature is not

applicable for the PF, i.e. the target information in

the policy content defined by the "targetType"

attribute of the "Policy" information element

specified in clause 5.2 of ETSI GS NFV-IFA 048 [8]

is equal to "COMMON".

See note 2 and note 3.

NOTE 1: For example, the PF can be a VNFM or VIM when the API producer is an NFVO.

NOTE 2: The associations refer to identifiers of entities that the PF manages. E.qg. if the PF is a VNFM, the policy
can associate to VNF instances; if the PF is NFVO, the policy can associate to an NS instances.

NOTE 3: How the PF determines the scope of applicability of the policy when this attribute is absent is outside the
scope of the present document.
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5.6.2.3 Type: Policy

This type represents an individual policy. It shall comply with the provisions defined in table 5.6.2.3-1.

Table 5.6.2.3-1: Definition of the Policy data type

Attribute name Data type Cardinality Description
id Identifier 1 Identifier of the policy.
designer String 1 Human readable name of the designer of the policy.
name String 1 Human readable name of the policy.
pfld Identifier 0.1 Identifier of the Policy Function (PF) which enforces
the policy.

Shall be present when the PF is not the API
producer and shall be absent otherwise.

Shall be absent when the API producer is NFVO-N.
More information concerning the PF can be found in
ETSI GR NFV-IFA 023 [i.2]. See note 1.

versions Version 0..N Versions of the policy. Shall be present if at least
one version of the policy has been transferred. Its
value shall be the same as the version present in
the actual policy content as defined by the
"policyVersion" attribute in the "Policy" information
element specified in clause 5.2 of ETSI

GS NFV-IFA 048 [8].

selectedVersion Version 0.1 Selected version of the policy. Shall be present if
one or more versions of the policy have been
transferred. The "versions" attribute provides
available values of versions of transferred policies.

activationStatus ActivationStatus 1 Status of the policy on whether it is activated or
deactivated.

transferStatus TransferStatus 1 Status of the policy on whether the content of the
policy has been transferred.

associations Identifier 0..N Identifiers of the entities that the PF manages and

to which the policy associates to.

Shall be absent when the association feature is not
applicable for the PF, i.e. the target information in
the policy content defined by the "targetType"
attribute of the "Policy" information element
specified in clause 5.2 of ETSI GS NFV-IFA 048 [8]
is equal to "COMMON".

An initial set of associations applicable to a policy to
be set by the API producer may either be provided
by the "associations" attribute in the
"CreatePolicyRequest" or by the actual policy
content via the "targetObjectld" attribute of the
"Policy" information element specified in clause 5.2
of ETSI GS NFV-IFA 048 [8].

Values of the "associations" attribute can be further
modified with the PATCH method.

See note 2 and note 3.

links Structure (inlined) 1 Links for this resource.
>self Link 1 URI of this resource.
>selected Link 0.1 URI of the selected version of this policy, if exists.
>vyersions Link 0..N URIs of all the transferred versions of this policy, if
exists.

NOTE 1: For example, the PF can be a VNFM or VIM when the API producer is an NFVO.

NOTE 2: The associations refer to identifiers of entities that the PF manages. E.g. if the PF is a VNFM, the policy
can associate to VNF instances; if the PF is NFVO, the policy can associate to an NS instances.

NOTE 3: How the PF determines the scope of applicability of the policy when this attribute is absent is outside the
scope of the present document.
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5.6.2.4 Type: PolicyModifications

Thistype represents the parameters for modifying a policy. It shall comply with the provisions defined in
table 5.6.2.4-1.

Table 5.6.2.4-1: Definition of the PolicyModifications data type

Attribute name Data type Cardinality Description
activationStatus ActivationStatus 0..1 New activation status of the policy.
selectedVersion Version 0.1 New version of the policy to be selected.
addAssociations Identifier 0..N Identifiers of entities to be added to the

"associations" attribute in the "Policy" data

structure which represents the policy.

The API producer shall ignore the identifiers that

already exist in the "associations" attribute in the

"Policy" data structure. Shall be absent when the

association feature is not applicable for the PF.

removeAssociations Identifier 0..N Identifiers of entities to be removed from the

"associations" attribute in the "Policy" data

structure which represents the policy.

The API producer shall ignore the identifiers that

do not exist in the "associations" attribute in the

"Policy" data structure.

Shall be absent when the association feature is

not applicable for the PF.

See note 1 and note 2.

removeAllAssociations [Boolean 0.1 Shall be set to TRUE if the policy is no longer

associated to any specific entities managed by

the PF.

Shall be absent when the association feature is

not applicable for the PF.

See note 1 and note 2.

NOTE 1: If "removeAllAssociations" is set to TRUE, neither "addAssociations" nor "removeAssociations" attributes
shall be present.

NOTE 2: Once all associations have been removed, how the PF determines the scope of applicability of the policy
is outside the scope of the present document.

5.6.2.5 Type: PolicySubscriptionRequest

This type represents a subscription request related to notifications about policy changes and policy conflicts. It shall
comply with the provisions defined in table 5.6.2.5-1.

Table 5.6.2.5-1: Definition of the PolicySubscriptionRequest data type

Attribute name Data type Cardinality Description
filter PolicyNatificationsFilter 0.1 Filter settings for this subscription, to define the
subset of all notifications this subscription relates
to. A particular notification is sent to the subscriber
if the filter matches, or if there is no filter.
callbackUri Uri 1 The URI of the endpoint to send the notification to.
authentication SubscriptionAuthentication |0..1 Authentication parameters to configure the use of
Authorization when sending notifications
corresponding to this subscription, as defined in
clause 8.3.4 of ETSI GS NFV-SOL 013 [7].

This attribute shall only be present if the
subscriber requires authorization of notifications.
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This type represents a subscription related to notifications about policy changes and policy conflicts. It shall comply
with the provisions defined in table 5.6.2.6-1.

Table 5.6.2.6-1: Definition of the PolicySubscription data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this subscription resource.

filter PolicyNotificationsFilter 0.1 Filter settings for this subscription, to define the
subset of all notifications this subscription relates
to. A particular notification is sent to the subscriber
if the filter matches, or if there is no filter.

callbackUri Uri 1 The URI of the endpoint to send the notification to.

_links Structure (inlined) 1 Links for this resource.

>self Link 1 URI of this resource.

5.6.2.7 Type: PolicyChangeNotification

This type represents a notification about policy change. It shall comply with the provisions defined in table 5.6.2.7-1.

This notification shall be triggered by the API producer when a policy has been changed as the result of an operation of
creating, transferring, deleting or modifying a policy.

Table 5.6.2.7-1: Definition of the PolicyChangeNotification data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

Identifier of this notification. If a notification is
sent multiple times due to multiple
subscriptions, the "id" attribute of all these
notifications shall have the same value.

notificationType

String

Discriminator for the different notification types.
Shall be set to "PolicyChangeNotification" for
this notification type.

subscriptionld

Identifier

Identifier of the subscription that this notification
relates to.

timeStamp

DateTime

Date and time of the generation of the
notification.

policyld

Identifier

Identifier of the policy.

affectedVersion

Version

Affected version of the policy.

The value is the version identifier in the URI
when a particular version of the policy is
transferred or deleted, or the selected version of
the policy when the policy is
activated/deactivated/modified.

Shall be present when a particular version of
the policy is impacted by the policy
management operation.

Shall be absent otherwise.

previousSelectedVersion

Version

The previous selected version of the policy.
Shall be present when another version of the
policy has been selected.

Shall be absent otherwise.

policyModifications

PolicyModifications

Information about the modifications of the
policy. Shall be present when the changeType
equals to "MODIFY_POLICY". Shall be absent
otherwise.

changeType

PolicyOperationType

Policy management operation that cause the
change of the policy.

links

Structure (inlined)

Links to resources related to this notification.

>subscription

NotificationLink

[

Link to the related subscription.

>objectinstance

NotificationLink

Link to the resource representing the policies to
which the notified change applies. Shall be
present if the policy is accessible as a resource.
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Thistype represents a notification about policy conflict. It shall comply with the provisions defined in table 5.6.2.8-1.

This naotification shall be triggered by the API producer when a policy conflict is detected, and any of the policies
specified in an associated notification subscription isimpacted by the conflict.

Table 5.6.2.8-1: Definition of the PolicyConflictNotification data type

Attribute name Data type Cardinality Description

id Identifier 1 Identifier of this notification. If a notification is sent
multiple times due to multiple subscriptions, the
"id" attribute of all these notifications shall have the
same value.

notificationType String 1 Discriminator for the different notification types.
Shall be set to "PolicyConflictNotification" for this
notification type.

subscriptionld Identifier 1 Identifier of the subscription that this notification
relates to.

timeStamp DateTime 1 Date and time of the generation of the notification.

policylds Identifier 2..N Identifiers of the conflicting policies. See note.

selectedVersions Version 2.N Selected versions of the conflicting policies. See
note.

conflictDescription  [String 1 Description of the detected policy conflicts, e.g.
conflicting events, conditions or actions among the
policies.

_links Structure (inlined) 1 Links to resources related to this notification.

>subscription NotificationLink 1 Link to the related subscription.

>objectinstances NotificationLink 2.N Link to the resources representing the policies to

which the notified conflict applies.

NOTE: The policy identifier and the corresponding selected version are mapped by the order in the array.
5.6.3 Referenced structured data types
5.6.3.1 Introduction

This clause defines data structures that can be referenced from data structures defined in the previous clauses, but can
neither be resource representations nor bound to any subscribe/notify mechanism.

5.6.3.2

Type: PolicyNotificationsFilter

This type represents a subscription filter related to notifications about policy changes and policy conflicts. It shall
comply with the provisions defined in table 5.6.3.2-1.

At aparticular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter
to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least
one of the values in the array matches (logical "or" between the values of one filter attribute).
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Table 5.6.3.2-1: Definition of the PolicyNotificationsFilter data type

Attribute name Data type Cardinality Description
notificationTypes Enum (inlined) 0..N Match particular notification types.

Permitted values:
- PolicyChangeNatification
- PolicyConflictNotification

See note 1.
policylds Identifier 0..N Match particular policy identifiers.
See note 2.
changeTypes PolicyOperationType 0..N Match particular policy management operation types

that cause the change of the policy.

NOTE 1: The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification
types to facilitate automated code generation systems.

NOTE 2: For "PolicyConflictNotification", the notification is sent if any of the policies specified in the subscription is
impacted by the conflict, as defined in clause 5.6.2.8.

5.6.4 Referenced simple data types and enumerations

5.6.4.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

5.6.4.2 Simple data types

No particular simple data types are defined for thisinterface, in addition to those defined in clause 4.2.

56.4.3 Enumeration: ActivationStatus

The enumeration ActivationStatus shall comply with the provisions defined in table 5.6.4.3-1. It indicates the activation
status of apolicy.

Table 5.6.4.3-1: Enumeration ActivationStatus

Enumeration value Description
ACTIVATED The status of the policy is activated.
DEACTIVATED The status of the policy is deactivated.

5.6.4.4 Enumeration: TransferStatus

The enumeration TransferStatus shall comply with the provisions defined in table 5.6.4.4-1. It indicates the transfer
status of a policy.

Table 5.6.4.4-1: Enumeration TransferStatus

Enumeration value Description
CREATED No version of the policy has been transferred.
TRANSFERRED At least one version of the policy has been transferred, and is available on the API
producer.
5.6.45 Enumeration: PolicyOperationType

The enumeration PolicyOperationType shall comply with the provisions defined in table 5.6.4.5-1. It indicates the type
of the policy change.
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Table 5.6.4.5-1: Enumeration PolicyOperationType

Enumeration value Description
CREATE_POLICY The policy is created.
TRANSFER_POLICY The policy is transferred.
DELETE_POLICY The policy is deleted.
MODIFY_POLICY The policy is modified.

5.7 Policy management state model and error handling

57.1 Introduction

This clause describes the state model of the policy management. In addition, during the policy management procedures,
failures can occur. This clause describes also how to handle errors during the policy management operations.

57.2 States and state transitions

The API producer shall support the policy management states and state transition specified below. The states and state
transitions are aso illustrated in figure 5.7.2-1.

Modify policy Modify policy
Transfer policy (change association)

C\ /_\' (change selected version)

Modify policy

New policy

Create policy ( CREATED, | Transfer policy | | TRANSFERRED, | ATVATE) | TRANSFERRED,
DEACTIVATED DEACTIVATED | modify policy ACTIVATED
Policy deleted ) (DEACTIVATE)
® Delete policy

<)

Delete particular version

of the policy
(non selected version)

Figure 5.7.2-1: States and state transition of the policy management

CREATED/DEACTIVATED: The"Individua policy" resource has been created. This state has the following
characteristics:

. Thisistheinitial state after the successful completion of the POST request to the "Policies’ resource.

e  TheAPI consumer can send a GET request to the "Individual policy" resource to query the information of the
policy.

. If the API consumer sends a PUT request to the "Particular version of an individual policy" resource, upon
successful handling of the transfer of the policy content, the "Particular version of an individual policy"
resource and the " Selected version of an individual policy" resource are created, the state of the "Individual
policy" resource shall transit to the "TRANSFERRED/DEACTIVATED" state and the " Selected version of
and individual policy" shall refer to the created "Particular version of an individual policy" resource.

e A successful handling of the DELETE request to the "Individual policy" resource will delete the "Individual
policy" resource.
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TRANSFERRED/DEACTIVATED: The content of the policy has been uploaded, and the policy is not enforced. This
state has the following characteristics:

The API consumer can send a PUT request to the "Particular version of anindividual policy” resource to
transfer a new version of the policy to the API producer. Upon successful handling of the transfer of the policy
content, a new "Particular version of an individual policy” resourceis created.

The API consumer can send a GET request to the "Individual policy” resource to query the information of the
policy.

The API consumer can send a GET request to the "Particular version of an individual policy" resource or to the
"Selected version of an individual policy" resource to fetch the content of a particular or selected version of the

policy.

The API consumer can send a PATCH request to the "Individual policy” resource with the payload body
containing the "activationStatus=ACTIVATED" attribute to activate the policy. Upon successful handling of
the request, the state of the "Individual policy" resource shall transit to the "TRANSFERRED/ACTIVATED"
state. If the request payload body also contains avalid "selectedVersion” attribute, the proposed versionis
enforced, and if not, the current selected version of the policy is enforced.

The API consumer can send a PATCH request to the "Individual policy" resource with the payload body
containing the "selectedVersion™ attribute to change the selected version of the policy.

The API consumer can send a PATCH request to the "Individual policy" resource with the payload body
containing the "associations" attribute to change the associations of the policy.

A successful handling of the DELETE request to the "Individual policy" resource will delete the "Individual
policy" resource.

A successful handling of the DELETE request to the "Particular version of an individual policy” resource will
delete the "Particular version of an individual policy" resource.

TRANSFERRED/ACTIVATED: The content of the policy has been uploaded, and the policy is enforced. This state
has the following characteristics:

The API consumer can send a PUT request to the "Particular version of an individual policy" resourceto
transfer anew version of the policy to the API producer. Upon successful handling of the transfer of the policy
content, a new "Particular version of an individual policy" resource is created.

The API consumer can send a GET request to the "Individual policy" resource to query the information of the
policy.

The API consumer can send a GET request to the "Particular version of an individual policy” resource or to the
"Selected version of anindividual policy” resource to fetch the content of a particular or selected version of the

policy.

The API consumer can send a PATCH request to the "Individual policy" resource with the payload body
containing the "activationStatus=DEACTIVATED" attribute to deactivate the policy. Upon successful
handling of the request, the state of the "Individual policy” resource shall transit to the
"TRANSFERRED/DEACTIVATED" state.

The API consumer can send a PATCH reguest to the "Individual policy" resource with the payload body
containing the "selectedVersion” attribute to change the selected version of the policy. The new selected
version shall be enforced if the state of the policy is not changed.

The API consumer can send a PATCH reguest to the "Individual policy" resource with the payload body
containing the "associations" attribute to change the associations of the policy.

This state shall block the request to delete the "Individual policy” resource.

A successful handling of the DELETE request to the "Particular version of an individual policy" resource will
delete the "Particular version of an individual policy" resource.
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5.7.3 Handling of errors

5.7.3.1 Failure during transfer of the policy content
Upon afailure during the transfer, the "Individual policy" resource will remain in its state before transferring the policy:

e  The API producer shall discard the transferred content, and delete the newly created " Particular version of an
individual policy" resource.

. To resolve the failure, the APl consumer may retry the PUT request to the same or another "Particular version
of an individual policy" resource, or send a PUT request with a new payload body.
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Annex A (informative):
Mapping operations to protocol elements

This annex provides the mapping between policy management operations as defined in ETSI GS NFV-IFA 005 [1],
ETSI GSNFV-IFA 006 [2], ETSI GSNFV-IFA 007 [3], ETSI GSNFV-IFA 008 [4], ETSI GSNFV-IFA 013 [5] and
ETSI GSNFV-IFA 030 [6], and the corresponding resources and HT TP methods defined in the present document.

Table A-1 provides the mapping between the operations and corresponding resources and HTTP methods for the policy
management interface.

Table A-1: Mapping for the policy management interface

ETSI GS NFV-IFA spec HTTP Resource Direction
operation (see note) method
Transfer policy POST nfvpolicy/{apiMajorVersion}/policies API consumer »>
API producer
PUT nfvpolicy/{apiMajorVersion}/policies/{policyld}/ |API consumer ->
versions/{version} API producer
Delete policy DELETE |nfvpolicy/{apiMajorVersion}/policies/{policyld} [API consumer >
API producer
DELETE |nfvpolicy/{apiMajorVersion}/policies/{policyld}/ |API consumer -
versions/{version} API producer
Query policy GET nfvpolicy/{apiMajorVersion}/policies API consumer >
API producer
GET nfvpolicy/{apiMajorVersion}/policies/{policyld} |API consumer >
API producer
GET nfvpolicy/{apiMajorVersion}/policies/{policyld}/ |API consumer ->
selected_version API producer
GET nfvpolicy/{apiMajorVersion}/policies/{policyld}/ |API consumer ->
versions/{version} API producer
Activate policy PATCH nfvpolicy/{apiMajorVersion}/policies/{policyld} |API consumer ->
API producer
Deactivate policy PATCH nfvpolicy/{apiMajorVersion}/policies/{policyld} [API consumer =>
API producer
Associate policy PATCH nfvpolicy/{apiMajorVersion}/policies/{policyld} |API consumer ->
API producer
Disassociate policy PATCH nfvpolicy/{apiMajorVersion}/policies/{policyld} [API consumer =>
API producer
Subscribe POST nfvpolicy/{apiMajorVersion}/subscriptions API| consumer >
API producer
Terminate Subscription DELETE |nfvpolicy/{apiMajorVersion}/subscriptions/{sub [API consumer ->
scriptionld} API producer
Notify POST (provided by API consumer) API producer >
API consumer
Query Subscription GET nfvpolicy/{apiMajorVersion}/subscriptions API| consumer >
Information API producer
GET nfvpolicy/{apiMajorVersion}/subscriptions/{sub |API consumer ->
scriptionld} API producer
NOTE: Transfer policy, delete policy, query policy, activate policy, deactivate policy, subscribe, terminate

subscription, notify and query subscription information operations are defined in ETSI GS NFV-IFA 005 [1],
ETSI GS NFV-IFA 006 [2], ETSI GS NFV-IFA 007 [3], ETSI GS NFV-IFA 008 [4], ETSI GS NFV-IFA 013 [5]
and ETSI GS NFV-IFA 030 [6]. Associate policy and disassociate policy operations are defined in ETSI

GS NFV-IFA 007 [3], ETSI GS NFV-IFA 008 [4], ETSI GS NFV-IFA 013 [5] and ETSI GS NFV-IFA 030 [6].
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Annex B (normative):
Authorization scope values

B.1 Overview

This annex specifies authorization scope values for selected APIs defined in the present document as defined in

clause 8.3.7 of ETSI GS NFV-SOL 013 [7]. Each authorization scope value is defined recursively as the union of a set
of permitted resource URIs with associated permitted methods, and a set of permitted referenced authorization scope
values, where one of these sets can be empty.

B.2 Policy Management interface

This clause specifies authorization scope val ues to consume the Policy Management interface specified in clause 5. If
the API producer supports authorization scope values, the API producer shall support the authorization scope values
specified in table B.2-1 and may support additional authorization scope values, when authorizing an API request from
an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [7].

The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GSNFV-SOL 013 [7] are
defined as follows, resulting in the authorization scope values given in table B.2-1:

e {apiName} isset asdefined in clause 5.3;
. <vn> shall be set to the value of { apiMgjorVersion} as defined in clause 5.2;

. <permissionName> and <qualifier> are set as defined in table B.2-1.

Table B.2-1: Authorization scope values for Policy Management interface

Authorization Scope value Description

Allows to read the "Policies" resource, and to create, read, modify and delete its child
resources.

This permission allows to create an "Individual policy" resource as indicated in
clause 5.4.1, query/read information in one or multiple "Individual policy" resource as
indicated in clause 5.4.3, modify an "Individual policy" resource as indicated in
clause 5.4.5, and delete an "Individual policy" resource as indicated in clause 5.4.6.
Allows read only access to the "Policies" resource and its child resources, but not to
modify, create and delete them.

nfvpolicy:<vn>:selected_version |Allows to read the "Selected version of an individual policy" resource.

:readonly This permission allows to fetch the content of a policy as indicated in clause 5.4.5.
Allows to access the "Particular version of an individual policy" resource.

This permission allows to fetch the content of a policy as indicated in clause 5.4.4,
transfer a policy as indicated in clause 5.4.2, and delete a policy as indicated in
clause 5.4.6.

Allows read only access to the "Particular version of an individual policy" resource,
but not to transfer and delete it.

Allows to read the "Subscriptions" resource, and to create, read and delete its child

nfvpolicy:<vn>:policies

nfvpolicy:<vn>:policies:readonly

nfvpolicy:<vn>:versions

nfvpolicy:<vn>:versions:readonly

nfvpolicy:<vn>:subscriptions resources.

This permission allows managing subscriptions as indicated in clause 5.4.7.
nfvpolicy:<vn>:all Allows to perform all methods on all resources of the Policy management interface.
nfvpolicy:<vn>:all:readonly Allows read only access to all resources of the Policy management interface.
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Table B.2-2 defines the authorization scope values that are applicable to the Policy Management interface.

Table B.2-2: Resource and permission of authorization scope for Policy Management interface

Authorization scope value Resources and scopes Permitted
methods
Ipolicies GET, POST
nfvpolicy:<vn>:policies Ipolicies/{policyld} GET, PATCH,
DELETE
. e /policies GET
nfvpolicy:<vn>:policies:readonly Jpolicies/policyld} GET
nfvpolicy:<vn>:selected_version Ipolicies/{policyld}/selected_version GET
:readonly
nfvpolicy:<vn>:versions Ipolicies/{policyld}/versions/{version} CD;EIE$ET
nfvpolicy:<vn>:policies -
. . L /policies/{policyld}/versions/{version} GET
nfvpolicy:<vn>:versions:readonly — R
nfvpolicy:<vn>:policies:readonly -
nfvpolicy:<vn>:subscriptions /subscr!pt!ons — GET, POST
/subscriptions/{subscriptionid} GET, DELETE

nfvpolicy:<vn>:all

nfvpolicy:<vn>:policies

nfvpolicy:<vn>:selected_version:readonly

nfvpolicy:<vn>:versions

nfvpolicy:<vn>:subscriptions

nfvpolicy:<vn>:all:readonly

nfvpolicy:<vn>:policies:readonly

nfvpolicy:<vn>:selected_version:readonly

nfvpolicy:<vn>:versions:readonly

nfvpolicy:<vn>:subscriptions (see note)

NOTE: The "readonly" authorization scope value allows to create and delete operations on
"nfvpolicy:<vn>:subscriptions" as described in clause 8.3.7 of ETSI GS NFV-SOL 013 [7].
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Annex C (informative):
Complementary material for API utilization

To complement the definitions of each method, resource, and data type defined in the main body of the present
document, the ETSI NFV 1SG is providing supplementary description files, compliant to the OpenAPI ™

Specification [i.3], for the policy management interface. These supplementary description files, containing the OpenAPI
specification for each API defined in the present document, are located at https.//forge.etsi.org/rep/nfv/SOL012.

In case of discrepancies between the supplementary files and the related data structure definitions in the main body of
the present document, the data structure definitions take precedence.

The OpenAPI representations referenced above:

1) usethe MAJOR.MINOR.PATCH version fields to signal the version of the API as defined in the present
document; and

2) usethe"impl" version parameter (see clause 9.1.2 of ETSI GS NFV-SOL 013 [4]) to represent changes to the
OpenAPI representation without changing the present document).

Itis specified in clause 6 of ETSI GS NFV-SOL 015 [i.4] how the OpenAPI specification references the present
document and signals the version information.
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