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Trademarks
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Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies a set of RESTful protocols and data models fulfilling the requirements specified in
ETSI GSNFV-IFA 013 [3] for the interfaces used over the Os-Ma-nfvo reference point.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Referencel.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.
[1] IANA: "Assigned Internet Protocol Numbers'.

NOTE: Available at https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml.

2] ETSI GS NFV-IFA 010: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Functional requirements specification”.

[3] ETSI GSNFV-IFA 013: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Os-Ma-nfvo reference point - Interface and Information Model Specification™.

[4] ETSI GS NFV-SOL 003: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models, RESTful protocols specification for the Or-V nfm Reference Point".

[5] ETSI GSNFV-SOL 004: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models;, VNF Package and PNFD Archive specification”.

[6] IEEE 802.1Q™-2018: "I EEE Standard for Local and Metropolitan Area Networks - Bridges and
Bridged Networks".

[7 IETF RFC 791: "Internet Protocol".

NOTE: Available at https://tools.ietf.org/html/rfc791.

[8] IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for
Civic Addresses Configuration Information”.

NOTE: Available at https://tools.ietf.org/html/rfc4776.

[9] IETF RFC 5646: "Tags for Identifying Languages".
NOTE: Available at https://www.rfc-editor.org/rfc/rfc5646

[10] Void.
[11] IETF RFC 7396: "JSON Merge Patch".
NOTE: Available at https://tools.ietf.org/html/rfc7396.

[12] IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification”.
NOTE: Available at https://tools.ietf.org/html/rfc8200.
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[13]
[14]

[15]

[16]

[17]
NOTE:
[18]

[19]

[20]
NOTE:
[21]
NOTE:
[22]

NOTE:
[23]

NOTE:
[24]

NOTE:
[29]

NOTE:
[26]
NOTE:
[27]
[28]
[29]

[30]
NOTE:
[31]
NOTE:
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SO 3166 (all parts): "Codes for the representation of names of countries and their subdivisions'.

Recommendation ITU-T X.733: "Information technology - Open Systems I nterconnection -
Systems Management: Alarm reporting function™.

ETSI GS NFV-IFA 027: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Performance M easurements Specification”.

ETSI GSNFV-SOL 013: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; Specification of common aspects for RESTful NFV MANO APIs".

IETF RFC 7193: "The application/cms Media Type".
Available at https://tools.ietf.org/html/rfc7193.

ETSI GSNFV-SOL 007: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; Network Service Descriptor File Structure Specification”.

ETSI GSNFV-IFA 007: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Or-V nfm reference point - Interface and Information Model Specification”.

IETF RFC 7946: "The GeoJSON Format".

Available at https://tools.ietf.org/html/rfc7946.

IETF RFC 7432: "BGP MPLS-Based Ethernet VPN".

Available at https://tools.ietf.org/html/rfc7432.

IETF RFC 4761: "Virtual Private LAN Service (VPLS) Using BGP for Auto-Discovery and
Signaling”.

Available at https://tools.ietf.org/html/rfc4761.

IETF RFC 6624: "Layer 2 Virtual Private Networks Using BGP for Auto-Discovery and
Signaling”.

Available at https://tools.ietf.org/html/rfc6624.

IETF RFC 4762: "Virtual Private LAN Service (VPLS) Using Label Distribution Protocol (LDP)
Signaling".

Availlable at https://tools.ietf.org/html/rfc4762.

IETF RFC 6074: "Provisioning, Auto-Discovery, and Signaling in Layer 2 Virtual Private
Networks (L2VPNs)".

Available at https://tools.ietf.org/html/rfc6074.

IETF RFC 4364: "BGP/MPLSIP Virtua Private Networks (VPNs)".

Available at https://tools.ietf.org/html/rfc4364.

Void.
Void.

ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; VNF Descriptor and Packaging Specification”.

IETF RFC 8214: "Virtual Private Wire Service Support in Ethernet VPN".

Available at https://tools.ietf.org/html/rfc8214.

IETF RFC 9110: "HTTP Semantics'.

Available at https://tools.ietf.org/html/rfc9110.
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

ETSI GSNFV-SOL 001: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; NFV descriptors based on TOSCA specification"”.

OpenStack®: "Disk and container formats for images”.

NOTE 1: Available from https://docs.openstack.org/glance/pike/user/formats.html.

NOTE 2: The OpenStack® Word Mark and OpenStack Logo are either registered trademarks/service marks or

[i.3]

trademarks/service marks of the OpenStack Foundation, in the United States and other countries and are
used with the OpenStack Foundation's permission. ETSI is not affiliated with, endorsed or sponsored by
the OpenStack Foundation, or the OpenStack community.

OpenAPI™ Specification.

NOTE: Available at https://github.com/OAI/OpenAPI-Specification.
[1.4] Void.
[i.5] Void.
[i.6] Void.
[i.7] ETSI GSNFV-SOL 015: "Network Functions Virtualisation (NFV); Protocols and Data Models;
Specification of Patterns and Conventions for RESTful NFV-MANO APIs".
[i.8] ETSI GSNFV-SOL 010: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; VNF Snapshot Package specification".
[1.9] ETSI GS NFV-IFA 005: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Or-Vi reference point - Interface and Information Model Specification”.
[1.10] ETSI GSNFV-IFA 032: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Interface and Information Model Specification for Multi-Site Connectivity
Services'.
3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.
3.2 Symbols
Void.
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3.3

For the purposes of the present document, the following abbreviations apply:

API
AS
BFD
BGP
BSS
CE
CIDR
CP
CPD
CSAR
CSE
DC
DF
DSCP
EM
ETH
ETSI
FM
GS
GUI
GwW
HTTP
IANA
ICMP
IETF
IFA
IP
JSON
LACP
LAG
LB
LCCN
LCM
MAC
MANO
MSCS
MTU
NFP
NFPD
NFV
NFVI
NFVO
NS
NSD
OSPF
0SS
PDU
PE
PM
PNF
PNFD
RAM
RFC
RIP
SAP
SAPD
TCP
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Abbreviations

Application Programming Interface
Autonomous System

Bidirectional Forwarding Detection
Border Gateway Protocol

Business Support System

Customer Edge

Classless Inter-Domain Routing
Connection Point

CP Descriptor

Cloud Service Archive
Connectivity Service Endpoint
Data Centre

Deployment Flavour

Differentiated Services Code Point
Element Management

Ethernet

European Telecommunications Standards I nstitute

Fault Management

Group Specification

Graphical User Interface

Gateway

Hypertext Transfer Protocol
Internet Assigned Numbers Authority
Internet Control Message Protocol
Internet Engineering Task Force
Interfaces and Architecture
Internet Protocol

JavaScript Object Notation

Link Aggregation Control Protocol
Link Aggregation Group

Load Balancer

Lifecycle Change Notification
Lifecycle Management

Medium Access Control
Management and Orchestration
Multi-Site Connectivity Service
Maximum Transmission Unit
Network Forwarding Path

NFP Descriptor

Network Functions Virtualisation
Network Function Virtualisation Infrastructure
NFV Orchestrators

Network Service

Network Service Descriptor

Open Shortest Path First
Operation Support System

Packet Data Unit

Provider Edge

Performance Management
Physical Network Function
Physical Network Function Descriptor
Random-Access Memory

Request For Comments

Routing Information Protocol
Service Access Point

Service Access Point Descriptor
Transmission Control Protocol
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TLS Transport Layer Security
TOSCA Topology and Orchestration Specification for Cloud Applications
UDP User Datagram Protocol
UNI User Network Interface
URI Uniform Resource Identifier
VDU Virtualisation Deployment Unit
VIM Virtualised Infrastructure Manager
VL Virtual Link
VLAN Virtual Local Area Network
VLD VL Descriptor
VN Virtual Network
VNF Virtualised Network Function
VNFC VNF Component
VNFD VNF Descriptor
VNFFG VNF Forwarding Graph
VNFFGD VNFFG Descriptor
VNFM VNF Manager
VNI VXLAN Network Identifier
VPN Virtual Private Network
VRF Virtual Routing and Forwarding
VRRP Virtual Router Redundancy Protocol
VTEP VXLAN Tunnel Endpoint
VXLAN Virtual eXtensible LAN
WAN Wide Area Network
WIM WAN Infrastructure Manager
YAML YAML Ain't Markup Language
YANG Y et Another Next Generation

4 General Aspects

4.1 Overview

The present document defines the protocol and data model for the following interfaces, in the form of RESTful
Application Programming Interface (API) specifications:

NSD Management interface (as produced by the NFV O towards the OSS/BSS)

NS Lifecycle Management interface (as produced by the NFV O towards the OSS/BSS)

NS Performance Management interface (as produced by the NFV O towards the OSS/BSS)

NS Fault Management interface (as produced by the NFV O towards the OSS/BSS)

VNF Package Management interface (as produced by the NFVO towards the OSS/BSS)

NFVI1 Capacity Information interface (as produced by the NFV O towards the OSS/BSS)

VNF Snapshot Package Management interface (as produced by the NFV O towards the OSS/BSS)

NS LCM coordination interface (as produced by the OSS/BSS towards the NFVO)

Table 4.1-1 lists the versions of the APIs defined in the present document.
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Table 4.1-1: Versions of the APIs specified in the present document

API APl version
NSD Management interface 2.3.0
NS Lifecycle Management interface 2.3.0
NS Performance Management interface 2.3.0
NS Fault Management interface 1.3.0
VNF Package Management interface 2.4.0
NFVI Capacity Information interface 1.1.0
VNF Snapshot Package Management interface 1.2.0
NS LCM Coordination interface 1.1.0

The design of the protocol and data model for the above interfacesis based on the information model and requirements
defined in ETSI GS NFV-IFA 013 [3]. In clause 4, general aspects are specified that apply to multiple APIs on the
Os-Ma-nfvo reference point. In addition, the provisionsin clauses 4, 5, 6, 8 and 9 of ETSI GS NFV-SOL 013 [16]
define common aspects of RESTful NFV MANO APIs, and shall apply for all APIs defined in the present document.

In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the
resource structure with associated HTTP methods is defined and applicable flows are provided. Further, the resources
and the data model are specified in detail.

Annex A provides the mapping of the combination of resources and methods defined in the present document to the
operations defined in ETSI GSNFV-IFA 013 [3].

Even though the various interfaces defined in the present document are related, implementations shall not assume a
particular order of messages that arrive via different interfaces.

4.2 Void
4.3 Void
4.4 Common data types

4.4.1 Structured data types

44.1.1 Introduction

This clause defines data structures that are referenced from data structures in multiple interfaces. In addition, the
structured data types defined in clause 7.1 of ETSI GS NFV-SOL 013 [16] shall apply.

4.4.1.2 Void
4.4.1.3 Void
4.4.1.3a Void
4414 Void

4415 Type: NsInstanceSubscriptionFilter

This type represents subscription filter criteriato match NS instances. It shall comply with the provisions defined in
table 4.4.1.5-1.
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Table 4.4.1.5-1: Definition of the NsinstanceSubscriptionFilter data type

Attribute name

Data type

Cardinality

Description

nsdlds

Identifier

0..N

If present, match NS instances that were
created based on an NSD identified by one of
the nsdld values listed in this attribute.

See note 1.

vnfdlds

Identifier

0..N

If present, match NS instances that contain
VNF instances that were created based on a
VNFD identified by one of the vnfdld values
listed in this attribute.

See note 1.

pnfdlds

Identifier

0..N

If present, match NS instances that contain
PNFs that are represented by a PNFD
identified by one of the pnfdid values listed in
this attribute.

See note 1.

nsinstancelds

Identifier

0..N

If present, match NS instances with an
instance identifier listed in this attribute.
See note 2.

nsinstanceNames

String

0..N

If present, match NS instances with an NS
Instance Name listed in this attribute.
See note 2.

NOTE 1: The attributes "nsdlds", "vnfdlds" and "pnfdlds" are alternatives to reference to NS instances that are
created based on certain NSDs, or contain VNF instances that are based on certain VNFDs, or contain
PNFs that are based on certain PNFDs in a filter. They should not be used together in the same filter
instance, but one alternative should be chosen.

NOTE 2: The attributes "nsiInstancelds" and "nsinstanceNames" are alternatives to reference to particular NS
Instances in a filter. They should not be used both in the same filter instance, but one alternative should be
chosen.

4.4.1.6 Type: ResourceHandle

This type represents the information that allows addressing a virtualised resource that is used by a VNF instance or by
an NS instance. Information about the resource is available from the VIM. The ResourceHandle type shall comply with
the provisions defined in table 4.4.1.6-1.

Table 4.4.1.6-1: Definition of the ResourceHandle data type

Attribute name

Data type

Cardinality

Description

vimld

Identifier

0.1

Identifier of the VIM or WIM under whose control this
resource is placed.

This attribute shall be present if VNF-related resource
management in direct mode is applicable. It shall also be
present for resources that are part of an NS instance
such as virtual link resources.

resourceProviderld

Identifier

0.1

Identifier of the entity responsible for the management of
the resource.

This attribute shall only be supported and present when
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld

IdentifierlnVim

1

Identifier of the resource in the scope of the VIM, the
WIM or the resource provider.

vimLevelResourceType

String

0.1

Type of the resource in the scope of the VIM, the WIM or
the resource provider. See note.

NOTE:

The value set of the "vimLevelResourceType" attribute is within the scope of the VIM, the WIM or the
resource provider and can be used as information that complements the ResourceHandle.
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4.41.7 Void
4.4.2 Simple data types and enumerations

4421 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in multiple
interfaces.

4.4.2.2 Simple data types

Table 4.4.2.2-1 defines simple data types for reference from data type definitions in the present document. In addition,
the simple data types defined in clause 7.2.2 of ETSI GS NFV-SOL 013 [16] shall apply.

Table 4.4.2.2-1: Simple data types

Type name Description
IdentifierlnNs An identifier that is unigue with respect to an NS. Representation: string of variable length.
IdentifierinNsd _ |An identifier that is unique within an NS descriptor. Representation: string of variable length.
IdentifierlnPnf _ |An Identifier that is unique within respect to a PNF. Representation: string of variable length.
IdentifierlnVim  |An identifier maintained by the VIM or other resource provider. It is expected to be unique within the
VIM instance. Representation: string of variable length.

4423 Enumerations

The enumerations defined in clause 7.2.3 of ETSI GS NFV-SOL 013 [16] shall apply to be available for referencing
from data type definitions in the present document.

4.5 HTTP conditional requests

Conditional requests are HTTP (POST, PUT, PATCH and DELETE) requests that include one or more header fields
indicating a precondition to be tested before applying the method semantics to the target resource. They are supported
by metainformation about the resource that was provided in earlier HTTP responses. The set of HTTP header fieldsto
compose a conditional request allowed in the present version of the present document is defined in clause 4.2 of ETSI
GS NFV-SOL 013 [16] with the following provisions applicable to the HT TP requests and responses.

POST: For resources that also support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the POST response when the HT TP response codes
are "200 OK", "201 Created" or 204 No Content".

GET: For resources that also support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the GET response when the response code is 200
OK".

PATCH: TheAPI producer should provide the "ETag" and the "Last-Modified" HTTP headersin the PATCH
response when the response code are "200 OK" or "204 No Content”. In case the related "L ast-
Modified" or "ETag" headers have been received in previous responses related to the target resource, the
API consumer should provide the "If-Unmodified-Since" or the "If-Match" header fields as conditions
(see sections 3.1 and 3.4 of IETF RFC 9110 [31]) in order to prevent conflicts with other changes to the
resource.

ETSI



PUT:

DELETE: The API producer shall not provide the "ETag" and the "Last-Modified" HTTP headersin the DELETE
response as these headers are not applicable when the resource has ceased to exist.

When receiving the request, the API producer shall test if thereisan "If-Unmodified-Since" or "1f-
Match" header included. If such header isincluded, the following applies:

o |f the API producer supports providing the "Last-Modified" and "ETag" header in HTTP
responses, it shall further process the request according to sections 3.1, 3.4 and 4.2 of IETF
RFC 9110 [31]. Thisincludesto check if there is a mismatch between the content of that
header and the last modification of the target resource and to return the HT TP response code
"412 Precondition failed" in such a case, indicating that the resource was modified by another
entity since the APl consumer has obtained the representation of the resource.

o |f the API producer does not support providing the "Last-Modified" and "ETag" header in
HTTP responses, it shall return the HTTP response code "412 Precondition failed".

33

The same provisions as for PATCH apply.

4.6 Void

4.7 Void

5 NSD Management interface
5.1 Description

This interface allows the OSS/BSS to invoke management operations of NSDs towards the NFVO and to subscribe to
notifications related to NSD management changes.

The operations provided through this interface are as follows:

Create NSD Info

Upload NSD archive
Fetch NSD archive
Update NSD Info

Delete NSD

Query NSD Info

Read NSD

Fetch NSD archive manifest
Fetch NSD archive artifact
Create PNFD Info

Upload PNFD archive
Fetch PNFD archive
Update PNFD Info

Delete PNFD
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. Query PNFD Info

. Read PNFD

. Fetch PNFD archive manifest

o Fetch PNFD archive artifact

e  Subscribe

e  Terminate Subscription

. Query Subscription Information
. Notify

. Thisinterface also enablesto invoke error handling procedures (i.e. Retry, Rollback, Continue, Cancel and
Fail) on the actual NS lifecycle management operation occurrences, and APl version information retrieval.

The state changes of an N