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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document describes the models and methods for end-to-end reliability in NFV environments and software
upgrade from aresilience perspective. The scope of the present document covers the following items:

. Study reliability estimation models for NFV including modelling architecture.
. Study NFV reliability and availability methods.

. Develop reliability estimation models for these methods, including dynamic operational aspects such as impact
of load and life-cycle operations.

. Study reliability issues during NFV software upgrade and develop upgrade mechanisms for improving
resilience.

. Develop guidelinesto realise the differentiation of resiliency for different services.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GSNFV 002: "Network Functions Virtualisation (NFV); Architectural Framework".

[i.2] ETSI GSNFV-REL 001: "Network Functions Virtualisation (NFV); Resiliency Requirements”.

[i.3] http://www.crn.com/slide-shows/cloud/240165024/the-10-biggest-cloud-outages-of -2013.htm.

[i.4] http://www.crn.com/slide-shows/cloud/300075204/the-10-biggest-cl oud-outages-of -2014.htm.

[i.5] ETSI GSNFV-MAN 001: "Network Functions Virtualisation (NFV); Management and
Orchestration".

[i.6] ETSI GS NFV-SWA 001: "Network Functions Virtualisation (NFV); Virtual Network Functions
Architecture".

[i.7] SA Forum SAI-AIS-AMF-B.04.01: "Service Availability Forum Application Interface
Specification”.
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[i.8] ETSI GSNFV-REL 002: "Network Functions Virtuaisation (NFV); Reliability; Report on
Scalable Architectures for Reliability Management”.
[1.9] ETSI GS NFV-REL 004: "Network Functions Virtualisation (NFV); Assurance; Report on Active
Monitoring and Failure Detection".
[1.10] ETSI GS NFV-INF 010: "Network Functions Virtualisation (NFV); Service Quality Metrics'.
[i.11] ETSI GS NFV-INF 001: "Network Functions Virtualisation (NFV); Infrastructure Overview".
[i.12] |EEE 802.1ax™: "|EEE standard for local and metropolitan area networks -- Link aggregation".
[i.13] |EEE 802.1aq™: " Shortest Path Bridging'".
[i.14] ETSI GS NFV-REL 005: Network Functions Virtualisation (NFV); Assurance; Quality

Accountability Framework.
[i.15] QuestForum: "TL 9000 Measurements Handbook", release 5.0, July 2012.

NOTE: Available at http://www.t19000.org/handbooks/measurements handbook.html.

[i.16] QUEST Forum: "Quality Measurement of Automated Lifecycle Management Actions,” 1.0,
August 18th, 2015.

NOTE: Availableat
http://www.t19000.org/resources/documentQUEST Forum ALMA Quality Measurement 150819.pdf.

[1.17] B. Baudry and M. Monperrus: "The multiple facets of software diversity: recent developmentsin
year 2000 and beyond", 2014. <hal-01067782>.

[i.18] L.H. Crow: "Reliability analysis for complex repairable systems', in "Reliability and biometry -
statistical analysis of lifelength” (F. Prochan and R.J. Serfling, Eds.), SIAM Philadelphia, 1974,
pp. 379-410.

[1.19] Y. Deswarte, K. Kanoun and J.-C. Laprie: "Diversity against accidental and deliberate faults’,

Conf. on Computer Security, Dependability, and Assurance: From Needs to Solutions,
Washington, DC, USA, July 1998.

[i.20] J.T. Duane: "Learning curve approach to reliability monitoring”, IEEE™ Transactions on
Aerospace, AS-2, 2, 1964, pp. 563-566.

[i.21] A.L. Godl and K. Okumoto: "Time dependent error detection rate model for software reliability
and other performance measures’, IEEE™ Transactions on Reliability, R-28, 1, 1979,
pp. 206-211.

[i.22] Z. Jelinski Z. and P.B. Moranda: " Statistical computer performance evaluation”, in " Software
reliability research" (W. Freiberger, Ed.), Academic Press, 1972, pp. 465-497.

[i.23] J.E. Just and M. Cornwell: "Review and analysis of synthetic diversity for breaking
monocultures’, ACM Workshop on Rapid Malcode, New York, NY, USA, 2004, pp. 23-32.

[i.24] J.C. Knight: "Diversity", Lecture Notesin Computer Science 6875, 2011.

[i.25] P. Larsen, A. Homescu, S. Brunthaler and M. Franz: " Sok: automated software diversity”, IEEE™
Symposium on Security and Privacy, San Jose, CA, USA, May 2014, pp. 276-291.

[i.26] B. Littlewood, P. Popov and L. Strigini: "Modeling software design diversity: areview", ACM
Computing Surveys (CSUR), 33(2), 2001, pp. 177-208.

[i.27] P.B. Moranda: "Event altered rate models for genera reliability analysis', IEEE™ Transactions on
Reliability, R-28, 5, 1979, pp. 376-381.

[i.28] J.D. Musa and K. Okumoto: "A logarithmic Poisson execution time model for software reliability
measurement”, 7th Int. Conf. on Software Engineering, Orlando, FL, USA, March 1984,
pp. 230°238.

ETSI


http://www.tl9000.org/handbooks/measurements_handbook.html
http://www.tl9000.org/resources/documents/QuEST_Forum_ALMA_Quality_Measurement_150819.pdf
http://www.tl9000.org/resources/documents/QuEST_Forum_ALMA_Quality_Measurement_150819.pdf

9 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

[1.29] I. Schaefer et al.: " Software diversity: state of the art and perspectives’, International Journal on
Software Tools for Technology Transfer, 14, 2012, pp. 477-495.

[1.30] S. Yamada, M. Ohba and S. Osaki: "S-shaped reliability growth modelling for software error
detection", |EEE Transactions on Reliability, R-35, 5, 1983, pp. 475-478.

[1.31] ETSI GS NFV-INF 003: "Network Functions Virtualisation (NFV); Infrastructure; Compute
Domain®.

[1.32] ETSI GSNFV 003: "Network Functions Virtualisation (NFV); Terminology for main conceptsin
NFV".

[1.33] |EEE Reliability Society: "Recommended Practice on Software Reliability", IEEE™ Std 1633,
2008.

[1.34] NFV PoC#35 final report.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI GS NFV 003 [i.32], ETSI
GSNFV-REL 001 [i.2] and the following apply:

fault detection: process of identifying an undesirable condition (fault or symptom) that may lead to the loss of service
from the system or device

fault diagnosis. high confidence level determination of the required repair actions for the components that are
suspected to be faulty

NOTE: Diagnosis actions are generally taken while the component being diagnosed is out of service.
fault isolation: isolation of the failed component(s) from the system

NOTE: The objectives of fault isolation include avoidance of fault propagation to the redundant components
and/or simultaneous un-intended activation of active and backup components in the context of
active-standby redundancy configurations (i.e. "split-brain" avoidance).

fault localization: determining the component that led to the service failure and its location
fault management notification: notification about an event pertaining to fault management

EXAMPLE: Fault management notifications include notifications of fault detection events, entity availability
state changes, and fault management phase related state progression events.

fault recovery: full restoration of the original intended system configuration, including the redundancy configuration

NOTE: For components with protected state, this phase includes bringing the new protecting unit online and
transferring the protected state from the active unit to the new unit.

fault remediation: restoration of the service availability and/or continuity after occurrence of afault
fault repair: removal of the failed unit from the system configuration and its replacement with an operational unit

NOTE: For the hardware units that pass the full diagnosis, it may be determined that the probable cause was a
transient fault, and the units may be placed back into the operational unit pool without physical repair.

state protection: protection of the service availability and/or service continuity relevant portions of system or
subsystem state against faults and failures

NOTE: State protection involves replicating the protected state to a redundant resource.
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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
AlIS
API
ATCA
BER
CoS
COTS
CP
CPU
DARPA
DNS
E2E
ECMP
EM
EMS
ETBF
GTP
HPP
IMS
IP
LACP
LAN
LB
LCM
LOC
MAN
MOS
MPLS
MTBF
MTD
MTTF
MTTR
NF
NFP
NFVI
NFV-MANO
NFVO
NHPP
NIC
NOP
NS
NSD
(O]
OSNR
OSPF
0SS
PCI
PDP
PNF
PNFD
QoS
RPO
RTO
SA
SAL
SDN
SFF

Third Generation Partnership Project
Application Interface Specification
Application Programming Interface
Advanced TCA (Telecom Computing Architecture)
Bit Error Rates

Class of Service

Commercial Off-The-Shelf
Connection Point

Central Processing Unit

Defence Advanced Research Projects Agency
Domain Name Service

End-to-End

Equal-Cost M ulti-Path

Element Manager

Element Management System
Exponential Times Between Failures
GPRS Tunnelling Protocol
Homogenous Poisson Process

IP Multimedia Subsystem

Internet Protocol

Link Aggregation Control Protocol
Local Area Network

Load Balancer

Life Cycle Management

Lines of Code

Metropolitan Area Network

Mean Opinion Score

Multiprotocol Label Switching

Mean Time Between Failure

Moving Target Defense

Mean time To Failure

Mean Time To Repair

Network Function

Network Forwarding Path

Network Functions Virtualisation Infrastructure
Network Functions Virtualisation Management and Orchestration
Network Functions Virtualisation Orchestrator
Non-Homogenous Poisson Processes
Network Interface Card

No Operation

Network Service

Network Service Descriptor
Operation System

Optical Signal to Noise Ratio

Open Shortest Path First

Operations Support System

Peripheral Component | nterconnect
Packet Data Protocol

Physical Network Function

Physical Network Function Descriptor
Quiality of Service
Recovery Point Objective

Recovery Time Objective

Service Availability

Service Availability Level

Software Defined Networking
Service Function Forwarding
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SIP Session Initiation Protocol
SLA Service Level Agreement
SO Service Outage
SQL Structured Query Language
SR-10V Single Root /O Virtualisation
TCP Transmission Control Protocol
TMR Triple Modular Redundancy
ToR Top of Rack
VDU Virtualisation Deployment Unit
VIM Virtualised Infrastructure Manager
VL Virtual Link
VLAN Virtual Local Area Network
VLD Virtual Link Descriptor
VM Virtual Machine
VNF Virtualised Network Function
VNFC Virtualised Network Function Component
VNFCI VNFC Instance
VNFD Virtualised Network Function Descriptor
VNFFG VNF Forwarding Graph
VNFFGD VNF Forwarding Graph Descriptor
VNFI VNF Instance
VNFM VNF Manager
VXLAN Virtual eXtensible Local Area Network
WAN Wide Area Network

4 Overview

4.1 End-to-End network service chain

In most cases, an End-to-End (E2E) network service (e.g. mobile voice/data, Internet access, virtual private network)
can be described by one (several) NF Forwarding Graph(s) linking end points through interconnected Network
Functions (NFs). The network service behaviour is a combination of the behaviour of its constituent functional blocks,
which canincludeindividual NFs and virtual links. Therefore, the reliability and availability of a network service have
to be estimated based on the reliability and availability of these constituent functional blocks.

These network functions can be implemented in a single operator network or interwork between different operator
networks ETSI GS NFV 002 [i.1], by partitioning the E2E network service into multiple service chains, e.g. service
chains for access network and core network. Each service chain can be regarded as a chain of NFs. Each network
service has E2E characteristics referring to an explicitly demarked service chain that includes multiple network
functions. A service chain may have the ingress demarcation to some peripheral elements, like the customer-facing edge
of anetwork service, e.g. asession border controller protecting avoice-over LTE IMS core, and the other demarcation
of this service chain might be the border gateway with another service provider for avoice call between service
providers. Thus, the chain of this network service includes:

1) Bothingress and egress perimeter elements.

2) All PNFsand VNFsin the service delivery path between the two perimeter elements.

3)  All networking and interworking equipment and facilities between the two perimeter elements.

4)  Supporting infrastructure (e.g. data centres) and inputs (e.g. electric power, operator policies, etc.).

An E2E service, where both "ends" are customers, comprises several E2E service delivery chains, which are mutually
connected in parallel or in series, to construct a network service graph.
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4.2 Reliability model of an end-to-end service

Reliability and availability of E2E services are among the subjects that operators take into consideration when
deploying service, which need network functions and links for connecting these functions. Though the quality metrics,
such as key performance indicators (KPIs) for reliability, availability and others (see Annex B) are monitored after
deployment, traditionally, network operators estimate the reliability and availability of E2E services by evaluating those
of each "demarcated service chain" described in clause 4.1, and by cal culating them according to the connected patterns
of the chains.

This concept is applicable for networks in the virtualised environment as well asin the traditional physical environment.
The availability of the end-to-end network service composed of several service chains can be estimated as a function of
the availability of each service chain and the topological connection pattern of the chains.

An example of this concept is shown in Figure 1. The availability of an end-to-end service is calculated as the product
of the availabilities of the demarcated service chains comprising the E2E network.

C 1 vrene

egress/ingress
elements

Service operator A ‘ : ’ Service operator B

A chain of NFs in A chain of NFsina ' A chain of NFsina A chain of NFs in
an access network core network ] core network an access network

End user End user

Availability A; Availability A, 1 Availability A; Availability A,

End-to-end Network

Availability A = A; X As X Az X Ay

Figure 1: E2E availability of a network service composed of four demarcated service chains
connected in series provided by two service operators

Thus, the first part of this study focuses on the area where network functions are virtualised, and analyses the models
and features to maximize the reliability of the E2E service chains.

Though there are multiple methods to treat the availability of an E2E service, such as the ones shown in Annex C and
ETSI GSNFV-REL 005 [i.14], the present document describes the modelling of an "E2E service" inan NFV
environment for estimating its reliability and availability and the features to ensure the targeted objectives during
operation.

Inan NFV environment, VNFs and virtual links are placed over an NFV Infrastructure, which is composed of a
virtualisation layer and hardware resources in physical locations. The present document investigates the relationship
among these elements and NFV-MANO functions, taking the following functions into consideration in order to estimate
the reliability and availability of avirtualised service chain: lifecycle operations, fault management cycle, and
mechani sms to implement them which affect reliability and service downtime.

4.3 Structure of the present document

Reliability estimation techniques and software reliability models are presented in clause 5, and reliability/availability
methods are further developed in clause 6 for usein an NFV environment. Following that, reliability estimation models
are developed in two sample use cases based on these methodsin clause 7. Software upgrade in an NFV environment is
also described as one of the methods to increase availability and reliability in clause 8. Since the NFV framework is
such that the service availability and reliability do not need to be "built to the peak™ for all service flows, Service Level
Agreements (SLAS) can be defined and applied according to given resiliency classes. Clause 9 presents a method for
deploying service resilience requirements and principles for managing service availability and reliability differentiation
of service flows.
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5 Generic reliability and availability modelling and
estimation
5.1 Introduction

This clause provides generic concepts on reliability and availability modelling and estimation. It starts with an example
of estimation using the reliability block diagram technique. Software reliability modelling and estimation are then
presented to show how to evaluate the reliability of software.

5.2 Reliability models and estimations

5.2.1 Basic equations

Thereliability and availability of a complex system such as an NFV deployment can be modelled by breaking it down
into its constituent components, of which the reliability and availability are known. For repairable components, this can
be expressed using cycles of uninterrupted working intervals (uptime), followed by arepair period after a failure has
occurred (downtime). The average length of the first interval isusually called the Mean Time Between Failures
(MTBF), while the average length of the second isthe Mean Time To Repair (MTTR, see clause 6.1 for a discussion of
MTTR in NFV environments). Thus, the availability A of acomponent is:

_ Uptime _ MTBF
" Uptime+Downtime  MTBF+MTTR

(5.1)

On the other hand, the reliability of a component is the probability that this component has not failed after atime period
t, and isthus a function R(t) of t. It istypically modelled using the exponential distribution, using the failure rate A =

L asthe parameter:
MTBF

-t
R(t) = e™™ = emTBF (5.2

The probability that a component has failed at least once within the same time period t isthus:

F() = 1 — R(t) = 1 — evTeF (5.3)
and is called unreliability.

Evenif availability and reliability may appear to be interchangeable, they do have different meanings. From (5.1) and
(5.2) itisclear that availability takes into account and is influenced by both MTBF and MTTR, whereas the reliability is
only based on MTBF. Asaresult, two systems with the same MTBF can have quite different availabilities, while they
have the same reliability (assuming that the exponentia distribution is chosen for both in the reliability model).

To illustrate this difference, one can imagine a component that has a short MTBF, e.g. 10 hours, which means that R(t)
is becoming low aready for small values of t: R(20h) = 0,1353, i.e. the probability for the system to have run without
failure for 20 hoursis 13,53 %.

However, if this component has an even shorter MTTR (e.g. because it is using redundancy or it issimply re-
instantiated quickly in case of failure), then the availability of the component would still be quite high, becauseit is
available during a high share of the overall time. For an MTTR = 1 min, the availability would still be 99,83 %,
although the reliability would continue being low because the component fails with a high probability after a short time.

A definition of what constitutes afailure in the context of NFV is also necessary. In extreme cases with very short
service repair times, e.g. due to very fast failover in redundant configurations, the service might only be dightly
degraded for a short time or even be seen as uninterrupted by external clients, particularly in scenarios with stateless
VNFs. Thus, while individual components might fail, due to the composition of these components, e.g. in the form of
resilience patterns, the composite might not experience afailure event. The basic effect of component composition on
the reliability model is discussed in the following.
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5.2.2 Modelling of composed systems

A service deployed in an NFV context can generally be assumed to be composed of a number of VNFs, which in turn
may be composed of VNFCs. In order to be able to estimate and manage the reliability and availability of the composite
system, these characteristics need to be derived from the individual partsit comprises. Two abstract patterns exist for
this derivation, which will be shortly introduced in the following.

When combining components, two basic dependencies are possible, parallel and serial. A serial dependency of two
subcomponents (Figure 2) meansin the general sense that both need to function in order for the composite to function,
i.e. both need to be available at the same time. As an example, SC1 could be the virtual infrastructure while SC2 the
VNF running on top of it. Both need to work at the same time in order for the system to be available.

Subcomponent SC1 Subcomponent SC2

Figure 2: Serial composition of components

Therefore, for such a serial dependency, the availability of the composite C of two (independent) subcomponents SC1
and SC2 is:

Ac = Agcy X Asca (54)

Regarding the reliability, the composite system does not fail during time period t only if al of its subcomponents do not
fail during this period. Thus,

Rc() = Rger () X Rgea (D) (5.9)

In contrast, a parallel dependency of two independent subcomponents models the situations where either of the two can
be used (Figure 3). This abstract model assumes that the two subcomponents are fully redundant, i.e. that the service
offered by the composite can be provided by SC1 or SC2 without any difference in service quality (in particular, it is
assumed that there is no service interruption due to failover). The Active-Active resilience patterns described in the
present document are typical examples for the instantiation of this abstract model, aslong as the failure of one
subcomponent does not imply overloading the remaining one or loss of information.

Subcomponent SC1

Subcomponent SC2

Figure 3: Parallel composition of components

Under these assumptions, the availability of such a composite parallel system C isthe probability that at least one of the
subcomponentsis available:

Ac=1-((1—Ascy) X (1 —Agc2)) (5.6)
With respect to thereliability, C is considered to fail during atime period t if both SC1 and SC2 fail during t:
Fe(t) = Fscq(8) X Fep(t),
or, in the general case with N redundant subcomponents,
Fe(t) = TTiLs Foei (©.
Thus, the reliability of such a composite component is:

Re(®) =1 —TIL; Fsei(® = 1 —TIL1 (1 — Reei (D) (5.7

ETSI



15 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

It should be noted that thisis a simplification of areal system, since an instantaneous switch from one subcomponent to
another isimpossible. However, the assumption isjustified if the composite failover timeislow. The resilience patterns
and mechanisms described in the present document are designed to keep these times as low as possible.

Using these two patterns, larger and more complex systems can be constructed, modelled and analysed, asit is done for
the NFV use casesin clause 7.1.

5.3 Software reliability models and estimation
53.1 Introduction

Softwarerdiability, an attribute of software quality

Software quality, an essential discipline of software engineering, encompasses diverse aspects of software excellence. It
spans from financial concerns such as devel oping code respecting budget and time planning, to producing code whichis
easily maintainable: well documented code or readability/understandability and reusability, for instance, are
contributing factors of thistarget. Programs easy to operate thanks to a well-designed user interface also contribute to
software quality: usability characterizes this type of engineering effort. Other milestonesin the journey towards
software quality include:

. compliance to functional requirements;
. portability (i.e. ease in redeploying a program from one environment to another);

. performance efficiency (e.g. applications in high speed environments risk negatively impacting customer
satisfaction due to response-time degradation);

. scalability;

. robustness from a security standpoint (e.g. prevention from SQL injection, cross-site scripting);
. adequate sizing;

. testability (i.e. code's ability to support acceptance criteria).

In accordance with the reliability definition mentioned in clause 5.2.1, software reliability is the probability of
failure-free code operation for a specified environment and a specific period of time. Reflecting the level of risk and the
likelihood of potential application failures, reliability also measures the defects injected due to modifications made to
the software ("stability"). The root causes of poor reliability are found in a combination of non-compliance with good
architectural and coding practices. This non-compliance can be detected by measuring the static quality attributes of an
application. Assessing the static attributes underlying an application's reliability provides an estimate of the level of
business risk and the likelihood of potential application failures and defects the application will experience when placed
in operation.

Hardwar e reliability vs. softwarereliability

As software was introduced in communication equipment much later than hardware, the natural tendency isto compare
it with hardware reliability. Physical faults (e.g. wear-out) are usually considered dominant in hardware, while design
defects characterize software (i.e. they can occur without warning and are not function of operational time). Thus,
traditional techniques such as failing over to aredundant component does not always ensure mitigation of theinitial
defect since it is more likely the same defect will be present in a redundant software component than in a redundant
hardware component.

Maintenance may reduce hardware system wear-out, while software debug should increase its reliability, although the
introduction of new bugs can influence reliability the other way round, as shown below.

Software reliability is strongly related to the operational profile; actually, although a program still contains plenty of
bugs after its release, failures may not appear if the code usage does not activate these faults. It is noteworthy that

6 faults per 1 000 lines of code (LOC) are considered to be introduced by a professional programmer, while
communication networks run millions of LOC.This software characteristic is much less present in the hardware context
where reliability predictions are expressed whatever the usage conditions (under certain bracket conditions). Software
failures thus result from changes in usage, in operating conditions, or new features added through an upgrade operation.
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Hardware which has failed needs to be repaired before any further use, while relaunching a software program could be
enough to restart it after a software failure. A straightforward way to express hardware and software reliability
differencesis through their respective failure rate. The classical bathtub curve (Figure 4) shows three phases of
hardware reliability:

. adecreasing failure rate (early failures), also called burn in or infant mortality period;
. aconstant failure rate during the useful life of a system (random failures);

. an increasing failure rate (due to wear-out) reflecting the system's end of life.

r
Burn in Wear out

2 Infant | Useful life ¢+ End
E mo?"tality | : of life
(5] } |
=2 | i
© ; 1

| ]

; i

; i

Time

Figure 4: Bathtub curve for hardware failure rate

Software defects always exist when a system is deployed. The software's failure distribution curve (Figure 5) reflects
changesin operational conditions that exercise those defects as well as new faults introduced by upgrades. There are
two major differences between the hardware and software curves. One difference isthat in the last phase, software does
not have an increasing failure rate as hardware does. In this phase, software is approaching obsolescence. Asthereis no
motivation for any upgrades or changes to the software, the failure rate is not modified. The second differenceisthat in
the useful life phase, software experiences an increase in failure rate each time an upgrade is made. The failure rate
levels off gradually, partly because of the defects found and fixed after the upgrades.

'Y

Test Useful life Obsolescence

Debug

Failure rate

Upgrade

A\

Time
Figure 5: Software failure rate

The upgrades in Figure 5 imply feature upgrades, and not upgrades for reliability. For feature upgrades, the complexity
of software islikely to be increased, since the functionality of software is enhanced. Even bug fixes may be a reason for
more software failures, if the bug fix induces other defects into software. For reliability upgrades, it is possible to incur
adrop in software failure rate, if the goal of the upgrade is enhancing software reliability, such as bugs tracking and
removing, redesign or reimplementation of some modules using better engineering approaches.

Approachesfor software reliability

As faults are the source of unreliability, atraditional way to apprehend the methods used to maximize software
reliability isto classify themin four categories:

o Fault prevention: avoiding fault introduction during software design, e.g. proving program correctness using
model checking or formal verification, is part of this approach.
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. Fault removal: detecting faults after their introduction in a program is generally done through software testing.

. Fault tolerance: these qualitative methods help a software system to behave correctly, even in presence of
faults - redundancy, as described in different parts of the present document, is a common method of this kind -
another approach of this category (i.e. diversity) will be described in clause 5.3.2.

. Fault forecasting: estimating the number of remaining faults in order to predict future failuresis a quantitative
way to verify that reliability objectives are reached, often through probabilistic/statistic concepts - evaluating
and measuring software reliability is the subject of clause 5.3.3.

5.3.2 Diversity, an approach for fault tolerance

Asfor redundancy, diversity is considered as an essential means for the building of resilience[i.19]. Early experiments
with software diversity investigated N-version programming and recovery blocks to increase the reliability of embedded
systems. These works advocate design and implementation diversity as a means for tolerating faults. Indeed, similar to
natural systems, software systemsincluding diverse functions and elements are able to cope with many kinds of
unexpected problems and failures. Thefirst part of this clause is related to managed technical approaches aiming at
encouraging or controlling software diversity. The second part comprises techniques for artificially and automatically
synthesizing diversity in software.

Managed diversity [i.29]

Diversity may be introduced intentionally during the design phase (‘'design diversity’), or may be exploited thanks to the
existence of different software solutions supporting the same functional requirements (‘'natural diversity’).

Design diversity

Since the late 1970's, many authors have devised engineering methods for software diversification to cope with
accidental and deliberate faults. N-version programming and recovery blocks were the two initial proposals to introduce
diversity in computation to limit the impact of bugs.

N-version programming may be defined as the independent generation of N > 2 functionally equivalent programs from
the same initial specification [i.26]. This consistsin providing N development teams with the same requirements. Those
teams then develop N independent versions, using different technologies, processes, verification techniques, etc. The

N versions are run in parallel and a voting mechanism is executed on the N results. The increased diversity in design,
programming languages and humans is meant to reduce the number of faults by emergence of the best behaviour, the
emergence resulting from the vote on the output value. Figure 6 shows the case of 3-version, also known as Triple

Modular Redundancy(TMR).
P1 K

02 Exit
P2 — Vote |— =

Entry

03

P3

Figure 6: TMR operation

Thisinitial definition of the N-version paradigm has been refined aong different dimensions:. the process, the product
and the environment necessary for N-version development. For instance, random diversity (i.e. let independent teams
develop their version) is distinguished from enforced diversity in which there is an explicit effort to design diverse
algorithms or data structures.

At the same time, recovery blocks were proposed as away of structuring the code, using diverse alternative software
solutions, for fault tolerance. The ideais to have recovery blocksin the program, i.e. blocks eguipped with error
detection mechanisms, and one or more spares that are executed in case of errors. These spares are diverse variant
implementations of the function (Figure 7).
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Figure 7: Operation of the recovery blocks

In some latest works, both N-version design and recovery blocks were included in the same global framework and used
in multiple domains, e.g. firewalls design. While the essential conceptual elements of design diversity have remained
stable over time, most subsequent works have focused on experimenting and quantifying the effects of this approach on
fault tolerance.

Natural diversity

As stated earlier, this case covers the existence of different software that provide similar functionalities and emerging
spontaneously from software devel opment processes. For example, the programs that can be customized through
several parameters embed a natural mechanism for diversification: two instances of the same program, tuned with
different parameters can have different behaviours in terms of robustness and performance.

Software market is a strong vector driving the natural emergence of this type of software diversity, e.g. the business
opportunities offered by the Web result in the existence of many competing browsers. These browsers are diverse in
their implementation, in their performance, in some of their plugins, yet they are functionally very similar and can be
used for one another in most cases. Other examples include operating systems, firewalls, database management systems,
virtualisation environments, routers, middleware, application servers, etc. The following set of worksillustrates natural
diversity for different purposes:

. A mechanism for survivability monitors and controls a running application in order to tolerate unpredictable
events such as bugs or attacks; the approach relies on fine grain customization of the different componentsin
the application, as well as runtime adaptation.

. The existing diversity in router technology helps to design a network topology that has a diverse routing
infrastructure; a novel metric to quantify the robustness of a network is used to compare different, more or less
diverse, routing infrastructures.

e Anintrusion detection mechanism leverages the natural diversity of COTS used for database management and
Web servers which have few common mode failures and are thus good candidates for N-version design; the
architecture is based on three diverse servers running on three different operating systems.

. "N-version protection" exploits the diversity of antivirus and malware systems and is based on multiple and
diverse detection engines running in parallel; the prototype system intercepts suspicious files on a host
machine and sends them in the cloud to check for viruses and malware against diverse antivirus systems.

e  Thediversty of software packagesin operating systemsisleveraged to increase the global resilience of a
network of machines; the diversification of distributed machines allows the setting of a network tolerant to
attacks.

ETSI



19 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

. The use of different sequences of method callsin Javascript code, which happen to have the same behaviour,
helps to harness the redundancy to setup a runtime recovery mechanism for Web applications.

e Anintrusion avoidance architecture is proposed, based on multi-level software diversity and dynamic software
reconfiguration in laaS cloud layers; the approach leverages the natural diversity of COTS found in the cloud
(operating system, Web server, database management system and application server), in combination with
dynamic reconfiguration strategies.

Automated diver sity

To this extent, N-version programming also achieves artificial diversity but the diverse program variants are produced
manually. Automated diversity [i.25] rather emphasizes the absence of human in the loop and isin clear opposition to
managed diversity. Different dimensions may characterize the various approaches to automated diversity:

o  software systems are engineered at several scales. from a set of interacting machines in a distributed system
down to the optimization of a particular loop;

. genericity explores whether the diversification technique is domain-specific or not, the integrated dimension is
about the assembly of multiple diversification techniquesin a global approach.

Randomization

The mainstream software paradigms are built on determinism. All layers of the software stack tend to be deterministic,
from programming language constructs, to compilers, to middieware, up to application-level code. However, it is
known that randomization can be useful to improve security: for instance, in compiler based-randomization, a compiler
processes the same code with different memory layouts to decrease the risk of code injection.

How is randomization related to diversity? A randomization technique creates, directly or indirectly, a set of unique
executions for the very same program. Randomized program transformations introduce diversity into applications.
Execution diversity can be defined in a broad sense: it may mean diverse performances, outputs, memory locations, etc.
(see Annex D).

Integrated diversity

Thisis about works that aim at automatically injecting different forms of diversity at the same time in the same
program. In this context, the diversity is stacked or the different forms of diversity are managed with a specific diversity
controller (see Annex D).

5.3.3 Software reliability evaluation and measurement

The introduction and the nature of faultsin a program usually follow the different steps of the software lifecycle:
. analysis/requirements: if faults are introduced at this level, the software will not meet user expectations;
. design: abad trandation of requirements characterizes this faulty step;
. implementation/coding and verification/test: coding and bug fixing may lead to additional future defects;
. operations/maintenance: daily usage and software update/upgrade are potentially sources of troubles.

During the analysis, design and implementation steps, no failure is observed yet. The only elements which could be
used for reliability prediction are the program structure and software metrics (e.g. number of LOC, cyclomatic
complexity based on the control flow graph). One can thus estimate the "quality" of a program, but not its reliability,
and there is no strict correlation between those two concepts. During the verification and operations steps, failures can
be observed as the program runs, as well as corrections are made to debug or modify/patch it. Methods for software
reliability evaluation and measurement are mostly based on observation and statistical analysis of these series of failures
and corrections.

It is noteworthy that two directions can be followed when dealing with software reliability:

. Structural approach: this white box view considers a program as a complex system made of components; the
program reliability depends on each individual component's reliability and the system's architecture (relations
between the components).

. Black box approach: this global view takes the program as a single entity which cannot be decomposed.
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Software reliability evaluation assesses the confidence level in a software-based system, i.e. the risk taken when running
it. It also helps to ensure that the software has reached a certain level of reliability, as specified in the initial objectives,
usually expressed in term of failure intensity. If reliability measures show that the objective is not reached yet, it may be
possible to estimate the test effort, e.g. time, which needs to be provided in order to attain the target. As such, reliability
measures provide criteriafor stopping the tests, i.e. the tests end when one can prove, with a certain confidence level,
that the reliability objective can feasibly be reached [i.33].

Software reliability is the probability that the software runs without failures during a certain time and in acertain
environment: it is thus atemporal notion. The time considered can be the execution time (CPU), the calendar time, or
even the number of operations or transactions. As software failures happen after the injection of bad inputs, testing al
types/combinations of inputs will necessarily detect the potential problems. Thisis usually impossible as the entry space
istoo large: operational profile helps to define the inputs used and the execution frequency of the software components.

Homogeneous Poisson processes

Based on the exponential law which characterizes the absence of memory, these models are used for non-repairable
systems which are not associated with wear and are not improved. This is the case of software if it is not corrected.
Consequently, between two bug removal phases, the failure intensity of software is constant, and times between failures
are random variables following the exponential law. It is noteworthy that the durations of unavailable software (a
program stops running following a failure) are not taken into account because MTTRs are usually negligible. Figure 8
shows:

e  theseriesTirepresenting the time of failurei with To=0,
. the series X representing the time between two consecutive failures with X; = T; - Ti.,

e thefailures process counting with Ny = cumulative number of failures occurred between 0 and t.
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Figure 8: Failures process
The following formulas can then be cal cul ated.
e  Thestabilized reliability is: R(t) = exp (-At)
e  MTTFistime-independent: MTTF = %

It is noteworthy that Mean Time To Failure is appropriate in this case of non-repairable systems, but for the sake of
simplicity, « MTBF » will not be used in the rest of this clause, even if the software is fixed after afailure has occurred.

. On average, the failure n will occur at time: E[T,] = %

. The mean number of failures occurred between 0 and t is proportional to t (as the failure intensity is constant):
E[N{] = At

ETSI



21 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

Asthe parameter A is used in all formulas given above, an estimation of its value is needed; using the times of failure
obtained during test or operations for n failures, it can be shown that:

An =

NOTE: To use this model without failure data (e.g. a high quality software does not show any failure during the
tests), the validation can be based on an upper limit of T4, i.e. if no failureis found after running a
software during T1, this software is considered reliable enough. The value T1 can be chosen based on the
definition of a certain confidence level, e.g. with arisk of error of 5 %, T1needs to be three times the
targeted MTTF.

Exponential Times Between Failures (ETBF) models

Asin the previous case, the times between two successive failures are observed, and MTTRs are not counted. The
software is fixed each time a failure has occurred, i.e. the independent X; follow different exponentia laws (asthere is
no wear out). As shown in Figure 9, the failure intensity follows a stairway function: a good debugging reduces A: (the
first two repair operations of the figure), while abad one increases it (third repair operation of the figure).

A

v

Figure 9: ETBF failure intensity

The following formulas can be cal culated:
. Reliability and MTTF only depend on the number of (already) manifested failures:
R(t) = exp (-An+t)
MTTF=—

An+1

. On average, the failure n will occur at time:

1

E[To] =X, EQXD) = X1, T
For illustration purposes, two models of this kind (Jelinski-Moranda, geometric) can be found in Annex E.

Non-Homogeneous Poisson Processes (NHPP) models

These reliability models are used for repairable systems for which the failure intensity depends uniquely on time. As
A(t) is continuous, it does not change after a software correction (Figure 10). It may be the case if a program contains a
huge number of (not severe) faults, of which each correction only removes a small amount.

ETSI



22 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

0 1000 2000 3000 4000 5000

Figure 10: NHPP failure intensity

Annex E shows two types of NHPP models (Power-Law process, Goel-Okumoto), and presents as well some other
models of this kind such as the S-shaped ones.

In summary, through program corrections and the use of failure data obtained from tests or operations, the
(non-exhaustive) software reliability models sketched above alow the ability to estimate useful metrics such as R(t),
MTTF, number of remaining faults, etc. The results can be used to provide criteriafor stopping tests, planning

mai ntenance actions, ensuring that SLA will be met, e.g. by computing the reliability of an end-to-end network service
(composed of different VNFs, i.e. software).

Given the multiplicity of candidate models, the problem for practitioners is to choose among them the most appropriate
to model a particular application by exploiting its failure data set. This choice may be based on the validation of the
model's hypotheses, i.e. are they relevant to the study context? Another potential criteriais the model's parameters:

(i) are they appropriate to the analysis?
(ii) isit easy to estimate them with a high confidence degree?

Available data constitute the last decision criteria: statistical appropriateness checks are needed to verify the mapping
between data sets and the reliability models.

6 Reliability/availability methods

6.1 Overview
6.1.1 NFV architecture models

Before the investigation of reliability/availability methods for NFV, NFV architecture model, its constituents and their
relationships are identified.

To use areliability model for agiven NFV deployment, certain input parameters are needed to feed this model. Apart
from the logical structure of the system that isto be modelled (including applied resilience patterns), an important
parameter isthe Mean Time Between Failures (MTBF) of the individual components of the system. These components
include in the particular case of NFV the physical hardware resources, the elements of NFV-MANO used for, e.g.
virtualisation, scaling or migration, as well as the VNF implementations themselves.

Itisanon-trivial task to obtain valid and useful MTBF values, in particular due to the fact that estimations or
measurements of failure rates are only really applicable in the context in which they were obtained. Small changesin
the execution environment can render MTBF values irrelevant.

Reliability estimation is performed off-line for traditional PNFs during the network architecture design. A similar
estimation can be conducted for the virtualised part of an NS. Although areliability estimation can be calculated before
service deployment, this estimation needs to be re-evaluated as the virtualised infrastructure may change during the
service lifetime. In addition, in the NFV context, the dynamicity features allow the choice of virtual resources during
some regular operational activities (e.g. scaling, migration), or abnormal events (traffic surge, natural disaster). To
accommodate this possibility, MTBF values need to be accessible on-line.
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From the viewpoint of NFV-MANO, there are two basic options to obtain these values asinput for reliability
estimation:

The data are made available via the data repositories as part of NFV-MANO in the NFV architecture

(Figure 11). In particular, the MTBF (and other reliability parameters, if available) of the physical components
of the system as well as of the other (virtualisation) components of the NFV1 arein this case part of the NFVI
resources repository. Similarly, the same values for the VNF implementation should be part of the VNFD in
the VNF catalogue. Here, the even more complex issue of software reliability isrelevant, since VNFs are
essentialy software.

This option basically enables feeding the input values to NFV-MANO from outside sources, such as the
eguipment or the software provider.

Especially if new components are considered with which no experience existsin the scope of an NFV
deployment, this information would need to be provided by such external sources.

Alternatively, the data are gathered by NFV-MANO itself during service operation via a monitoring
infrastructure. Once particular components have been in use for an extended amount of time, NFV-MANO
might include a functionality that gathers statistical data about NS element failures (and the causes of such
failures), which can then be used to estimate parameters like the MTBF more accurately. This functionality
might come in the form of probesin the infrastructure and the VNFs, monitoring a set of parameters of interest
for reliability estimation and reporting them to an estimation function within NFV-MANO, as discussed in
ETSI GS NFV-REL 004 [i.9]. The monitoring information could be provided to the NFVO viathe VNFM and
VIM, since these are responsible for the collection of performance and fault information of their attached
elements ETSI GSNFV-MAN 001 [i.5].

An advantage of this approach is that the element reliability could be re-evaluated during runtime, based on
updated measurements. If, for example, the hardware monitoring reports elevated temperatures, the failure rate
of the affected elements could be increased to reflect a higher failure probability.

While such monitoring may also directly gather information about the distribution of the time intervals between failures
and the time necessary to repair/fix the faulty elements, the monitored information might not be directly usable as input
for the reliability models discussed in the following. Such indirect indicators include:

In the case of hardware: bit error rates (BER) or Optical Signal to Noise Ratio (OSNR) for network resources;
SMART values for storage components; temperature measurements, memory errors for compute resources.

In the case of the virtualisation layer and the VNF: exceptions and warnings, dropped packets by the
hypervisor, software response times.

These would need to be processed before being usable, i.e. mapped to the actual input parameters, e.g. MTBF or failure
rates, of the reliability models. Since this mapping is a separate model highly dependent on the type of hardware used,
information about this mapping should be provided also viathe NFVI resources catalogue. These mappings and models
could evolve over time, as more detailed information and measurements become available. When particularly relevant
metrics are identified, they can be included in updated models by inserting a new version in the according catal ogue.
Thus, the reliability estimation can be fine-tuned over time using monitoring information.
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Figure 11: Parts of the ETSI NFV architecture relevant for reliability estimation [i.5]

The sameis true for values monitored in the virtualisation layer and for the VNFs themselves, which should also be
mapped using appropriate models to be able to derive an estimation of the failure rates. Here, these models would be
part of the NFVI resources and the VNF catalogue, respectively. Careisto be taken to identify the root cause of a
failure, since a VNF failure can be caused by an issue with the VNF itself, as well as by a hardware failure. Thus, a
VNF failure that has as root cause a hardware failure should have no impact on the mapping of measured valuesto the
reliability of the VNF implementation. The update of such a mapping should rather happen for the element(s) at the
beginning of the failure process.

Additional relevant information to estimate the reliability of a network service (NS) isits composition in terms of VNFs
used, their number and application of resilience patterns, or their logical sequence. This information should also be part
of the NS description in the NS catalogue, at |east with respect to the sequence and type of VNFs used. If NFV-MANO
is not used to deploy resilience patterns by itself, the configuration of these patterns for individual NFs should also be
part of the NS description.

If sufficient input parameters or estimations for these parameters with a fairly high level of confidence exist,
NFV-MANO would be able to compute the reliability and availability of a NS deployment based on these values and on
the current placement of the NS elements, using, e.g. the models described in clause 5.2.1 and clause 7. The opportunity
to optimize this placement, keeping in mind other performance requirements, is thus given.

A more sophisticated use of NFV-MANO and reliability estimation is offered if NFV-MANO is aso given the task to
manage and orchestrate a NS with a minimum level of reliability and availability. In this scenario, another input to
NFV-MANO would be these minimum values for a given NFV-based NS (as described in Reg. 4.2.2 and 4.2.3 of ETS
GS NFV-REL 001 [i.2]). This would then be part of the NS data repository.

Some degree of freedom might exist with respect to the manner in which such atarget threshold might be achieved by
NFV-MANO. Depending on the level of detail of the NS description, it might already contain instructions about the
resilience patterns to use and parameters like, for instance, the number of redundant paths. In this case, NFV-MANO
might only be able to try to select and place the individual componentsin order to achieve the target value. If the NS
description is more general, NFV-MANO might contain functionality like a deployment function that instantiates
resilience patterns as necessary to achieve the prescribed target (e.g. instantiate more backup instances or larger
load-sharing groups) - cf. clauses 6.2 and 7.1. Resilience patterns can only be instantiated according to the supported
functionality of the VNFs, i.e. the mechanisms for failure detection and failover procedures need to be available to or
instantiable by NFV-MANO. As an example, the state synchronization between stateful Active-Standby instancesis
typically VNF-dependent and needs to be provided by the VNFs themsel ves.
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NFVO would then, based on the target reliability from the Network Service Descriptor and on the information of the
VNFFGD, find a deployment and placement of the graph and applicable resilience patterns on the NFV1 that satisfy the
reliability requirements. It should be able to find this placement based on the reliability information about the NFVI and
the VNFs, which would allow estimating the reliability for any given placement.

6.1.2 Network service elements

An NFV deployment generally consists of a composition of individual elements that work together to provide a network
service. As principally shown in clause 5.1, these elements have to be taken into account when estimating the reliability
of the service. The elements that are used in the reliability estimation are either hardware, virtualisation software, i.e.
elements enabling virtualisation, or virtualised elements themselves (Table 1). For completeness, elements that are part
of anetwork service, but are independent of the NFV deployment are also added to thislist. From a modelling
perspective, they can be treated like hardware in the sense that they are individual boxes with hidden internal
dependencies

Table 1: Groups and types of network service elements for reliability estimation

Element group Element type Description
Hardware Compute node Hardware platforms, i.e. servers on which VNFCs (VMs
or containers), controllers or NFV-MANO can run
Storage node Hardware platforms for storage solutions
Network node Hardware platforms for virtual networks, e.g. running

software switches to manage networks between compute
nodes and external networks

Networking element E.g. physical switches and routers, physical load
balancers

Physical link LAN, MAN or WAN connections between physical
networking elements, e.g. Ethernet

Virtualisation software Hypervisor Virtualisation environment running on a host

Software switch Switch implementations running on compute as well as
networking nodes, e.g. vSwitch

Network controller Software responsible for the logically centralized network

control if used for (virtual) network management, e.g.
SDN controller

NFVO NFV-MANO part involved in all lifecycle operations of a
NS
VNFM NFV-MANO part involved in all lifecycle operations of a
VNF
VIM NFV-MANO part involved in all lifecycle operations of a
virtualised resource
Virtualised element VNFC VNF implementations in VMs or container environment,
VNF-internal load distributor
Virtual link Virtual connection between two VNFCs
Independent elements Any element used which is independent from the NFV

deployment, e.g. PaaS or PNFs

Each of the first three groups depends on the groups above it. While the hardware reliability does not depend on other
elements (assuming no further level of detail isintroduced, such as processors, memory, etc.), the virtualisation
software needs to run on hardware and thus depends on such elements. Finally, virtualised elements need both the
hardware they are running on, as well as the virtualisation software in order to work.

6.1.3 Characteristics of the networks adopting NFV concepts in terms of
reliability and availability

As described in the clause 4.2, the traditional methods for estimating reliability can be used in the virtualised
environment.

This clause shows the methods for making virtualised "chains of network functions' reliable on the COTS hardware.

A network service is composed of network functions (NFs), which are virtual network functionsinstalled on virtualised
machines over hardware resources, and of links connecting NFs (Figure 12).

NOTE 1: A network service can aso include PNFs which are not represented here for the sake of clarity.
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NOTE 2: Virtualised functions may run on other technologies than VMs, e.g. containers.
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Figure 12: Network functions (NF) and links between NFs in NFV

The reliability of achain of network functionsis calculated by using the reliability of the network functions and links
connecting them according to the graph structure of the network. This method is the same as for the traditional
estimation of network reliability.

Reliability dependency among VNF, virtualisation layer and hardware

The difference of reliability estimation for virtualised networks and traditional networks mainly arise from the
dependency of probabilities of failure for links and NFs. Thisis because VNFs can be implemented without knowledge
of the hardware on which they are going to be deployed. For example, afailure of a physical server within the NFVI
will cause service outage if an active VNF/VNFC and a standby VNF/VNFC reside on this server, evenif thisVNF is
based on the Active-Standby redundancy (Figure 13).

The reliability of NF1 and that The reliability of NF1 and that

NF1 NF2 NF1 NF2

PNF1 PNF2
(software (software
over over

hardware) hardware)

An example of virtualised

network functions’ network functions’
deployment deployment

Figure 13: Difference of the situation between traditional network
and virtualised network in terms of reliability

Softwar e reliability involvement

Any NS element (i.e. NF) inan NFV deployment includes already three elements from the perspective of reliability
(Figure 14): the physical hardware it is deployed on, the virtualisation infrastructure such as a hypervisor, and the VNF
software implementation itself (including its VM or possibly container environment).
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However, since the combination of these componentsisonly decided at the earliest during the instantiation of the VNF
and may change during its runtime due to migration, reliability and availability should be treated at the level of the
individual components rather than at the level of the composite. In terms of reliability block diagram modelling, this
means that the three elements have a serial dependency (Figure 15).

[ Hardware ]—[ Virtualisation Layer ]—[ VNF ]

Figure 15: Serial dependence

To simplify the model, the failure causes and thus the failure probabilities for the individual elements might be treated
as being independent, i.e. while a hardware failure also leads to the failure of a VNF running on that hardware, it is not
included in the VNF failure causes. On the other hand, the availability of the VNF component itself is only based on the
failure causes inherent to the VNF, and not on the availability of the underlying infrastructure.

Keeping in mind this simplification and carefully separating the failure causes, the availability of a NS element
(network function) could theoretically be calculated as the product of the (independent) availabilities of the hardware,
the virtualisation infrastructure based on that hardware and the VNF (clause 5.2.2).

NOTE 3: OnceaVNF islaunched, and until some particular lifecycle functions of NFV-MANO, e.g. used for
scaling, migration, or failure restoration, are sought, the only NFV-MANO feature used is the one
provided by the VIM for resources virtualisation, i.e. hypervisor in this example.

Anr = AHardware X AHypervisor X Aynr (6.1

However, several additional considerations should be kept in mind with respect to thisformula. First of all, the
availability as a single metric might not be of as much interest to cloud service providers and to infrastructure providers
as some lower level metrics that contribute to it. Examples of such metrics for infrastructure providers are hardware
failure rates, MTBF and MTTR - see also clause 5.2.1 for more information.

In the specific case of NFV, the Mean Time To Repair (MTTR), which is one parameter that contributes to the
availability of a system, takes on a particular meaning. With the exception of a global failure of the NFVI, the repair
process for the failure of hardware, virtualisation infrastructure or VNF instance begins with the instantiation of a new
VNF instance on a different server (or on the same physical machine in case only the VNF instance has failed). If the
instance is stateful, the restoration of the lost state would also be part of the repair processif supported (see e.g.

clause 6.2.2.1.7). MTTR may also include the time to detect and isolate the failure, to trigger and to complete the
restoration. MTTR depends on whether the VNF itself does implement failure detection, e.g. a heartbeat mechanism
between Active-Standby redundant instances, or if NFV-MANO implements such mechanisms. Thus, MTTR is
basically the sum of the failure detection time, the instance creation and configuration time. Depending on the type of
instance, this MTTR can be very short (in the range of seconds), and thus the availability, as well as simplex exposure,
for an Active-Standby instance should be by default better in a virtualised environment than in atraditional one (where
repairs may take minutes to hours, or even days), assuming the same number of elements and the same MTBF. Further
discussion of the MTBF, MTTR and their effect on availability and reliability in the relevant redundancy scenarios can
be found in clause 7.1.

Thefailure rates, especially the hardware failure rates, are mainly of interest to the infrastructure provider to estimate
how much hardware is needed in a pool in order to be able to have sufficient capacity for running services at any point
in time. They also provide information on how often failover procedures are to be expected, and thus, the type and
implementation of resilience patterns to be deployed.
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In summary, MTTRs and failure rates are indicators for the ability of the infrastructure provider to prevent service
outages, and, if they happen, to minimize service outage times and to provide backup capacities in the case of failed
elements. This ability impacts directly service guarantees and potential SLA features the infrastructure operator could
offer to a service operator.

An indicator that is more directly relevant for service operatorsis the reliability, i.e. the probability that an element or
service works without failure for atimet. By asimilar logic as for the availability, the reliability of a network function
Rne(t) for atimetisgiven by

RNF(t) = RHardware(t) X RHypervisor(t) X RVNF(t) (6-2)

In apractical deployment, the highest variability of these three different componentsis caused by the variability of
VNFsin term of reliability. The combination of hardware and virtualisation layer tends to be much more stable. Thus,
the reliability of the virtualised infrastructure

Rynevi(D) = Ruardware (1) X RHypervisor(t) (6.3
might be considered, for practical reasons, jointly in many cases.

Similar considerations and variations of this basic concept apply for other combinations of components, e.g. having
more than one dependent VNF on the same NFVI or introducing redundancy. These more complex cases and their
effects are discussed in detail in clause 7.1.

Use of COTS hardware

Another differenceisthe use of COTS hardware which has areliability lower than that of carrier grade servers, such as
ATCA.

Reliability/availability methods, e.g. Active-Standby, Active-Active, etc. for NFs and link aggregation for links are
studied, together with the factors and elements which are to be considered when the reliability of a virtualised network
is estimated.

Lifecycle operations

Since what seems to be related to the reliability is"scale," "heal," and "software upgrade" from the viewpoint of
lifecycle management, the procedures and mechanisms for these phases, such as failover, restoration and other
functionalities, together with the impact on the NFV architecture, are investigated and recommendations or
requirements are given.

NOTE 4: Software upgrade is mainly discussed in clause 8.
6.2 Network function
6.2.1 Introduction

As described in clause 6.1, the reliability and availability of an NF are dependent on the NFV1 environment (Hypervisor
and Hardware) where the VNF is instantiated. Since the reliability of COTS hardwareis not very high, e.g. around
three-nines, the reliability of the NF cannot be higher than that. Hence, protection schemes on the hypervisor or VNF
level are needed.

Several reliability/availability methods that improve the reliability of network functions and how these methods relate to
reliability and availability of the network function throughout its lifecycle are described in the following clauses.

Since the time required to recover from afailure state and to restore the redundant state is one of the important
parameters to cal culate the availability of network functions, the description from the fault management cycle's
viewpoint will also be included.

Lifecycle operations

Thelifecycle operations of aVNF arelisted in ETSI GS NFV-MAN 001 [i.5]. These operations are: instantiate a VNF,
guery information on aVNF, scale aVNF, heal aVNF, update a VNF's software, modify a VNF, upgrade a VNF's
software and terminate a VNF. The focusis on lifecycle operations that affect the end-to-end service reliability and
availability.
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Fault management cycle

Fault management phases, as described in ETSI GS NFV-REL 001 [i.2], are shown in Figure 16. In the following
clauses about protection schemes, the healing (remediation and recovery) phaseis investigated along this flow. This
clause describes reliability features related to the reliability of VNF and NFVI in the context of fault management.

Delivered Service State

Normal Part Severely
Operation De led Degraded

Unacceptable

Acceptable

Measured Service Parameters

Figure 16: Fault management phases as described in [i.2]

For the following discussion, it is assumed that some protection schemes are provided to assure a certain level of
reliability or availability.

Protection schemes
As protection schemes, [i.7] describes several methods listed in Table 2

Table 2: Protection schemes defined in SA Forum [i.7]

Scheme Description

2N One active service unit and one standby unit.

N+M Multiple (N) active service units and one or more (M) standby
service units that can take over from any of the active service
units.

N-way Service units can be active for some service instance and
standby for other service instances.

N-way Active Several service units can be simultaneously active for the
same service instance.

No redundancy Only a single service unit is assigned for service instance and
no failover is provided.

In NFV environments, these protection schemes also work, and there are several implementations to realise these
configurations. Several redundancy models that have different characteristics as examples are describved in the present
document, and the procedures clarifying the relationship between the functional blocks within the NFV architecture
from the standpoint of reliability and availability are investigated.

The selected examples are as follows.
e  2N: Active-Standby protection scheme. Thisis one of the most basic configurations for the redundancy.
. N-way: Load balancing protection scheme.
o N-way Active: Active-Active protection scheme.

. NONE: No protection is provided.
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6.2.2 NFVI and NFV-MANO support for VNF reliability and availability

6.2.2.1 Mechanisms overview by fault management cycle phase
6.2.2.1.0 General

This clause provides a brief introduction of the mechanisms required for the NFVI fault management, arranged by the
fault management cycle phase, and an overview of the roles and services that are expected from the NFVI and
associated NFV-MANO management functions in the context of the NFV reference architecture.

Theroles of the infrastructure services and their use with respect to redundancy modes and state protection mechanisms
are al so discussed for each phase.

6.2.2.1.1 Affinity aware resource placement

VM placement (or, in the context of NFV, VNFCI placement) is an infrastructure service provided by associated
NFV-MANO entities (specifically the placement is done by VIM internal components, but under control of higher level
information as specified through the associated VNF descriptors and/or APIs).

From the resiliency perspective, the relevant placement constraints include affinity- and anti-affinity rules, which
specify the placement constraints with respect to the expected common mode failures in the underlying infrastructure.
Affinity placement constraints generally dictate the placement of VMs (VNFCIs) associated with an affinity group onto
same physical nodes, therefore placing them on the same fault domain (i.e. node in this case). Anti-affinity placement
constraints seek to place the VMs (VNFCIs) of the anti-affinity group in a manner that reduces or eliminates common
mode failures, e.g. to different compute nodes. Anti-affinity rules form the basic mechanisms for enforcing the
placement of redundant entitiesin the NFVI such that the redundancy mechanisms can be expected to ensure that the
redundancy is effective against failuresin NFVI components. It should be noted that anti-affinity constraints could
include more than just node level separation requirements (and being able to specify thisis a requirement unless the
design of the infrastructure guarantees that nodes do not have common failure modes that can affect more than single
node at atime). Further anti-affinity constraints which seek to reduce the common failure modes would include
placement constraints at enclosure, rack, room, or even facility levels (for geo-redundancy).

Both affinity-and anti-affinity constraints need to be retained and used beyond the initial placement decisions. Examples
of the lifecycle operations that need to take these constraints into account beyond the initial placement include recovery
operations, scaling operations for the VNFCls that are part of the scale in/out groups, and any re-placement operations
during the VM lifecycle for any cause (particularly migration related operations, which may be for operational reasons
such as for node software upgrades, or management/optimization reasons such as for performance or power
management). In addition to the on-demand (whether by VNF, NFV-MANO or orchestration processes) lifecycle
management actions, the affinity constraints also need to be met with the deferred placement decisions associated with
the resource reservation mechanisms for the future.

In addition to the VM resource placement, affinity rules may need to be extended to the placement of other resources,
including the network or even storage resources.

An example where network level anti-affinity service would be required by a VNF (or associated VNFCI) is asituation
where the application wants to ensure the availability of a critical communication path between the two application
components through redundant application level interfaces to the underlying NFVI network. In such case, unless the
network path anti-affinity can be provided as a service for the associated redundant channels, the channels would not
result on truly redundant independent channels, but could be subjected to same common mode failures in the underlying
infrastructure. Note that this case is expected to not be required if the underlying NFVI network infrastructure and its
associated management (particularly fault management) processes are sufficiently reliable and fast to provide the
associated protection services asinfrastructure service, which is the state architectural goa of the NFVI infrastructure
implementation in NFV phase 1 documents.

While affinity related rules are key placement constraints from the resiliency point of view, it should also be noted that
there are other potential constraintsthat are required in the placement decisions, including but not limited to, node
resource constraints (in terms of types and amountsin addition to, e.g. instance memory capacity requirements needed
for acceleration functions, instruction set supports, etc.), performance related constraints (with regard to compute,
network, etc. resources), and infrastructure optimization related constraints, which need to be taken into account on the
VM placement. All such applicable constraints need to be resolved jointly in the constraint based placement decisions
by NFV-MANO placement related processes. VNFMs will require notifications from the placement operations (e.g. in
terms of success and failure) including, but not limited to, availability constraints to be able to take actions (such as
escalate to orchestration level) in cases of placement failures.
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6.2.2.1.2 State protection

State protection mechanisms are mechanisms and services to facilitate the protection of the critical internal state of the
VNFs and/or their constituent VNFCIs. State protection of "stateful” is a pre-requisite for service continuity, and some
state protection is al'so generally required for the service availability as well (such as protection of configuration state).
In traditional NF software implementations state protection is fully performed by the application software (possibly
through some "middleware" services which are utilized by the application processes). A common example of the basic
structure of the state-protected application process would be an Active-Standby process pair where the application
processes (and their encapsulation virtualisation containersin the cloud) are instantiated on anti-affinity configuration,
and the protected state is copied from the active process instance to the associated standby process instance.

The four following state protection processes are applicable in the clouds.

e  Application level state checkpointing to external state repository: such external state repository can be another
application component instance, e.g. application level database service.

. Application level state checkpointing to redundant application process (direct application checkpointing).

. Infrastructure level, full VM state protection service, where the infrastructure provides state protection for full
VM state as a service for the application. This state protection service does not require application level code
for the state replication; however, the application needs to be able to request to be instantiated in this mode
from the infrastructure.

o Infrastructure level application aware partial VM state protection service, where the infrastructure provides
state replication service, but instead of complete application state within VM, only a specific subset is
protected. The implementation of this mode requires at the minimum the availability of information from the
application to describe the protected subset, and may require other services, such as entry points for the
standby activation in a manner that takes into account that non-protected subsets of the replica state may not be
there.

Combinations of the above mechanisms are also possible: a common case would be to combine external storage based
state protection with persistent storage to support, e.g. protection of configuration state elements with checkpointing
mechanisms to protect more transient states.

All of the state protection mechanisms listed above will at least partially rely on the NFVI services (and respectively,
their associated NFV-MANO provided management services and APIs) as follows:

e  Theapplication level state protection of external repository will use the NFVI network services and resources
for the communication between the application instance and the external repository. Thisis not necessarily
unlike any other VNF internal communication channel, and requires minimum capabilities for the
establishment of such virtual communication channel (or network) as well as NFVI and NFV-MANO
processes for performance monitoring and fault management functions for the associated channel(s),
notification of the channel related events, including the fault management notifications. If the repository is
implemented using NFV | storage resources, then associated storage interfaces and services (including storage
state replication services) and associated network communication channels will be provided by the NFVI and
NFV-MANO services, which are also expected to be responsible for monitoring and fault management actions
with respect to such services, and notifications of the fault events through the VNFM.

. The application level state protection for redundant application process instances will utilize the NFVI network
service as a communication channel for the state checkpointing process. Network level fault management
services and notifications are expected to be provided as NFVI and NFV-MANO services as above.

e Thefull VM level state protection serviceis performed by the infrastructure as a service for the requesting
application VM. This service utilizes node level resources for state replication between the active and standby
instances and, like other state protection services, also utilizes underlying NFVI network services to establish
and maintain the associated communication channels between the protected and protecting entities.

" Checkpointing with buffering” mechanism as described in [i.8] is an example of transparent, full VM level
state protection mechanism, and "checkpointing with replay"”, also described in [i.8], is an example of VM
state protection mechanism which improves latency properties of most of the through-traffic, at the expense of
recovery time and not being fully application transparent (i.e. like for application level state protection
mechanisms, source level access to application code is required to implement this mode).
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. The partial VM level state protection serviceis similar to full VM level state protection service, with the
exception that this service only replicates a subset of the VM state. Partial replication service requires
information to specify the state subset (e.g. memory areas) subject to protection. It also requires that an
associated standby instance can support activation process (failover or switchover) starting from the partially
replicated VM state.

The state protection service(s) used affect the associated remediation and recovery actions, and the associated impacts
are discussed in the subsequent sections for the respective phases.

6.2.2.1.3 Failure detection

Failure detection mechanisms in traditional designs rely heavily on the direct access to the underlying hardware
resources. Hardware related failure detection in traditional systems implement various detection mechanisms at the
device driver layer, generally implemented as "hardened" device drivers.

Thisisnot possible in NFV deployments, as the application processes are decoupled from the underlying hardware.
Thisimplies that the direct access to the hardware is encapsulated by the hypervisor. In addition, the underlying
hardware resources are expected to be shared by many different VNF instances. Even in case of hardware acceleration,
the direct hardware access from the VNFs is effectively hidden. This abstraction has several implications for the VNF
application failure detection design. Most importantly, if a VNF requires indications of failures of the underlying
hardware, it needs to subscribe to fault management notifications from the NFVI. The NFVI will provide the associated
failure indications by standardized means within the context of specific resource functionality and failure modes. In
addition, there will be failure detection mechanisms internal to the VNF/VNFC instances. Generally, these are
associated with mechanisms that are application design / application function specific, such as protocol mechanisms
related to the exogenous failures from the VNF/VNFC perspective, as well as VNFC internal health state monitoring
mechanisms that are implementation specific (such as underlying process state monitoring services).

6.2.2.1.4 Localization

Localization operations are a collection of the infrastructure services (performed jointly by the NFVI and NFV-MANO
components), which have the goal to rapidly determine the underlying fault cause and/or scope to the extent required to
determine the fault management action to be taken on subsequent fault management processes, especially inisolation
and remediation phases.

Since the goal of the cloud infrastructure is to isolate the guests from the infrastructure, these guests (i.e. VNFCls
composing a VNFI), or their associated VNFM will not have neither access to all of the fault indications for the
resources impacted by specific failures, nor do they have topological view of the infrastructure to support cause
determination: localization functions will need to be implemented as infrastructure services in combination with the
NFVI and NFV-MANO functions. Localization processes typically involve passive mechanisms such as fault
correlation from various infrastructure (NFV1) and NFV-MANO fault detectors in the context of the known
infrastructure topology and other attributes, and may also include active mechanisms (such as active probing for
resource states) to support localization processes.

Localization results are expected to be made available to the VNFMs of the VNFs that are determined to be affected
through fault management notification mechanisms that the VNFMs can subscribe to. Thisis an essential regquirement
for al failure modes that are expected to involve VNF level remediation/recovery mechanismsin the later stages of the
fault management cycle. If the fault management remediation and recovery actions can be taken solely as autonomous
infrastructure service (i.e. masked from the VNFIs or its constituent VNFCIs), it is not necessary to make localization
results available to VNFMs.

The localization phase can be skipped when the associated underlying detection mechanisms are able to unambiguously
determine the nature and the scope of the fault to support the actions to be taken in later fault management cycle phases,
such as a node-local resource fault. Localization processes are commonly required to determine the cause of more
complex faultsinvolving multiple co-operating subsystems, particularly with respect to the physical and logical
interfaces spanning the node boundaries, such as network, storage services and other common shared services faults.

6.2.2.1.5 Isolation

Fault isolation mechanisms are used to ensure that the faults and/or erroneous system state do not propagate across the
subsystem boundaries, as well as to prevent simultaneous activation of the active and standby processes (also referred
as "split-brain avoidance™).
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Fault isolation mechanismsin the clouds include virtual machine isolation, reset and "virtual power off", node level
power controls, and VM isolation from the NFV I infrastructure networks. While certain fault isolation mechanisms that
are limited to the scope of individual VMs can be used through a request of the VNFM, provided that they do not have
capability to unintentionally affect other VMs or other resources that may share the same physical node, some of the
mechanisms are only available as infrastructure initiated actions (e.g. node power off cannot be initiated by individual
VNF/VNFM, asit would not meet the constraint that the action may not affect VMsthat are not part of the initiating
VNF task). As such, fault isolation mechanisms need to be either implemented as infrastructure fault management
service initiated actions, with fault management notifications to the affected VMs, or as a combination of the
infrastructure initiated and VVNF initiated actions (constrained to mechanisms limited to V NFs resources).

Regardless of the implementation of the associated control logic for the fault isolation process, the mechanisms
themselves are implemented in the NFVI components, and are exposed through the NFV-MANO APIs available to the
infrastructure fault managers, with potential subset available to the VNFMs.

The on-demand isolation processes implicitly rely on the availability of the communication channels to perform
isolation operations (such as node power off). Asthese channels or associated resources/ supporting software processes
in the NFVI components used to perform fencing operations may fail (either as a symptom of the same underlying
failure or separately), there should be supplementary fail-fast implementation that performs the complementary actions
to isolation processes, such as node level watchdog timers causing resets. In addition, the reliable isolation mechanisms
should be able to utilize multiple layers of complementary isolation mechanisms, such as node power off first and upon
failure of this process attempt to use next level mechanisms such asisolation of the node from the system network(s) in
associated switches.

6.2.2.1.6 Remediation

Remediation actions are a collective set of processes to get the service provided by failed entities back to normal, in-
service state. Remediation actions typically involve failover of the affected services to protecting resourcesin the case
redundancy is utilized or, in the non-redundancy configurations, re-instantiation or restart of the failed VNFCI.

The set of remediation processes utilized and location of the associated services are primarily determined by the
following three key aspects of the VNFC configuration:

. VNFCIs association with system network, including network interfaces, virtual network topology,
pre-computed communication paths (if used), entities such as load balancers and other such elements required
to (re)direct the load to protecting VNFCI(s) from the failed VNFCI.

. Redundancy model utilized, e.g. no redundancy, Active-Standby, Active-Active, n actives with m standbys
(generic case for describing active standby topology configurations), n-way active, n+m active (generic case to
describe Active-Active configurations).

. State protection model utilized, e.g. no state protection "stateless’, externalized state protection (protection to
externa state repository, including persistent storage), direct Active-Standby checkpointing, and direct VM
level checkpointing.

The generic high level sub-flow used in the remediation steps for redundancy modes with standby entitiesis as follows:
. Activate redundant standby VNFCI, if not already running.
. Move network and storage connections to the new active VNFCI.
. Retrieve instance state from external repository if applicable (for "externalized state” VNFCIs).

6.2.2.1.7 Recovery

The recovery processes will work to restore the intended system configuration after the occurrence of faults and
failures, including the full redundancy configuration, when applicable.

Unlike in the physical systems, recovery operations in the cloud can take advantage of the resource pooling properties
of the cloud to decrease substantially the recovery time, especially as compared to recovery operations requiring
replacement of physical subsystems. For example, upon determination that a compute node has failed, the recovery
mechanism does not need to wait for the replacement of the physical node, but can request a new node be allocated
from the cloud resource pool.

Like for the remediation operations, the generic flow for the recovery operations depends on the network configuration,
redundancy model, and state protection models utilized.
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The generic high level sub-flow used in the recovery steps for redundancy models with standby entitiesis as follows:
o Locate or request a new redundant resource to be allocated for hosting each affected VNFCI.

. Establish network and storage connectivity to new redundant VNFCIs through the NFVI network, as required
to support VNFCI operation in standby state.

e  Synchronize the redundant instance states with the active resource states, or establish the connectivity to the
externa state repository, if applicable (for "stateful” VNFCIs).

6.2.2.2 Non-redundant / on-demand redundant VNFC configurations

The non-redundant configuration is the simplest configuration with respect to the redundancy. In this configuration,
there is no pre-established redundant entity to fail to.

The availability performance of the non-redundant configurations can be improved by fault detection, combined with
automatic re-instantiation of the failed entity upon failure. Since there is no pre-instantiated and active redundant entity
in place, direct state replication for stateful functions is not possible and, therefore, only state protection mechanisms
that can be used in these configurations would require the use of external state repository.

The following configuration examples focus on the configurations where the remediation actions are taken as an
infrastructure service. To distinguish from the typical Active-Standby schemes where the standby is pre-established,
1:(1) notion is used here to indicate the on-demand nature of the standby method (vs. 1:1 notation for warm standby).
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Stateful VNFC with on-demand standby

Figure 17: 1:0 Active - On-demand standby with no VNFCI state protection;
stateless re-instantiation remediation

Two scenarios are depicted above, with "stateless' and "stateful” VNFCs. Asthereis no state protection in either of
these cases, any state that may be established during the VNFC operation will be lost upon VNFC failure. When the
VNFC fails, and after its re-instantiation is completed, the operation of the new instance starts from the pre-established
"reset”" state, which isindependent of the state of the failed instance (beyond the instantiation-time initial state).

The different characteristics of this configuration are as follows:

Placement: VNFCs can be freely placed on the NFVI by NFV-MANO without the concern of anti-affinity constraints
asthey are considered to be independent entities because there is ho concept of VNFCI protection in this mode.

State protection: the VNFC state protection is not applicable.
Fault detection: NFVI detects the faults on the NFVI.
Fault localization: NFVI and NFV-MANO perform the required localization actions.

Fault containment: NFVI and NFV-MANO perform the required containment actions. Depending on the specific
failure mode and its associated scope, containment may include powering off the failed nodes and/or network
reconfiguration actions.
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Fault remediation: NFV-MANO performs VM re-instantiation on failure. Supplementary actions may be required, e.g.
network and/or storage association reconfiguration.

Fault recovery: it is equivalent to remediation (see above) in this mode.

VNFC with on-demand standby and externalized state protection

Figure 18: 1:0 Active - On-demand standby with externalised state protection;
stateful re-instantiation remediation

In this configuration, the VNFC internal state can be protected by storing it in an external state repository. When the
VNFC fails and after the instantiation of a new instance is completed, the operation of the new instance starts from the
pre-established "reset" state and, after that, VNFCI can retrieve any critical state stored by the failed instance up to the
point of its failure from the external state repository.

The different characteristics of this configuration are as follows:

Placement: VNFCs can be freely placed on the NFVI without the concern of anti-affinity constraints when they are
considered to be independent entities, as there is no concept of VNFCI protection in this mode. Depending on the nature
of the externalized state repository, its placement may be subject to explicit or implicit (e.g. externalized protection that
uses external storage nodes) anti-affinity requirements with respect to the VNFCI placement.

State protection: VNFC state protection is the responsibility of the VNFCI. State protection is done by an externalised
entity, which may be (or utilizes) storage service provided by the NFVI, or another VNFC that is provided by
application (or combination thereof).

Fault detection: NFVI detects the faults on the NFVI.
Fault localization: NFVI and NFV-MANO perform the required localization actions.

Fault containment: NFVI and NFV-MANO perform required containment actions. Depending on the specific failure
mode and its associated scope, containment may include powering off failed nodes and/or network reconfiguration
actions.

Fault remediation: NFV-MANO performs VM re-instantiation on failure. Supplementary actions may be required, e.g.
network and/or storage association reconfiguration. Restoration of the state from the externalised state repository before
transitioning to operational state is the responsibility of the re-instantiated VNFCI.

Fault recovery: it is equivalent to remediation (see above) in this mode.

6.2.2.3 Active-Standby VNFC redundancy configurations

Active-Standby VNFC redundancy configurations are configurations where active entities are running the application
component software and providing application specific service, and these active elements are protected by one or more
standby entities, which are not actively providing service. These configurations have a number of general basic
properties, such as:

. There are standby resources, typically one for each active instance, but relationship can also be multiple
actives protected by one or more standby instances, which reduces the amount of required resources that need
to be committed for redundancy support.

e  Asstandby resources are not performing application load processing, they may require implementation of
additional exercise processes and specific software for the latent fault detection purposes to ensure that the
standbys are ready to transfer to service upon the failure of the associated active resource.
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. Inthe 1.1 case, failures affect the full processing capacity associated with the active entity, which implies that
during the failover, the service provided is out of service. This requires the minimization of the fault
management cycle time for maximizing the service availability and continuity.

. Failures do require system network reconfiguration to direct traffic to standby entities.

. The 1:1 Active - Standby configuration does not require aload distribution function in front of the pooled
active resources. Simple network capability to switch the traffic from the active entity to the standby entity is
sufficient.

The following common cases can be identified:
. 1:1, single active protected by single standby, no performance degradation for a single fault.
. N:1, N actives protected by single standby, no performance degradation (<N) for a single fault.
. N:M, N actives protected by M standbys, no performance degradation (<N) for up to M simultaneous faults.

N:M isthe generic configuration which can be used to describe and instantiate any of the specific case configurations
listed. However, for stateful entities with direct state replication, this reverts back to multiple n+1 configurations, asin
such case, there generally needs to be predetermined state protection sender-receiver relationships.

VNFC|
|—]

Stateless VNFC with warm standby

Figure 19: 1:1 Active-Standby with no VM state replication; stateless failover remediation

The different characteristics of this configuration are as follows.

Placement: VNFCs of the redundant pair need to be placed on different hardware servers with no or limited common
failure modes.

State protection: VNFC state protection is not applicable.
Fault detection: NFVI detects the faults on the NFVI.
Fault localization: NFVI and NFV-MANO perform required localization actions.

Fault containment: NFVI and NFV-MANO perform reguired containment actions. Depending on the specific failure
mode and its associated scope, containment may include powering off failed nodes and/or network reconfiguration
actions.

Fault remediation: NFVI performs VM failover on the hypervisor layer. Supplementary actions may be the
responsibility of NFV-MANO (e.g. network reconfiguration).

Fault recovery: NFV-MANO assigns the replacement of the failed node from the cloud resource pool as a new standby
entity. NFV-MANO is then responsible for the on-demand diagnosis of the candidate failed entities, and initiation of
any subsequent physical recovery request actions for entities with confirmed persistent faults.
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Figure 20: 1:1 Active-Standby with externalised VM state replication;
stateful failover remediation

The different characteristics of this configuration are as follows:

Placement: VNFCs of the redundant pair need to be placed on different hardware servers with no or limited common
failure modes. Depending on the nature of the externalized state repository, its placement may be subject to explicit or
implicit (e.g. externalised protection that uses external storage nodes) anti-affinity requirements with respect to the
VNFCI placement.

State protection: VNFCI performs partial VM state replication for its critical state to external state replica repository.
This state replication may be VNFC vendor proprietary or utilize 3™ party or open source middleware services. From
the NFVI perspective, the state replication process is opagque, and the NFVI involvement in the replication processis
limited to provisioning of the associated NFV1 network domain resources for the state replication communications and
the fault management of the provided underlying network connectivity elements.

Fault detection: NFVI detects the faults on the NFVI.
Fault localization: NFVI and NFV-MANO perform required localization actions.

Fault containment: NFVI and NFV-MANO perform required containment actions. Depending on the specific failure
mode and its associated scope, containment may include powering off failed nodes and/or network reconfiguration
actions.

Fault remediation: VNFCI performs VM failover to standby. Stateful fault remediation requires that the standby node
is brought to the state that is consistent with the state of the external state repository. This process may be either reactive
(the state is retrieved only during the failover) or proactive (the state is retrieved during operational phase and failover
can commence when the whol e state is available in the standby). Supplementary remediation actions may be the
responsibility of NFV-MANO (e.g. network reconfiguration).

Fault recovery: NFV-MANO assigns the replacement of the failed node from the cloud resource pool as a new standby
entity. NFV-MANO is then responsible for the on-demand diagnosis of the candidate failed entities, and initiation of
any subsequent physical recovery request actions for entities with confirmed persistent faults.

ETSI



38 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

| VNF 1 i
' 1:1 | VNFC i
=
; cp
i VNFC y i
; 1 (s !

Figure 21: 1:1 Active-Standby with direct partial VM state replication;
stateful failover remediation

The different characteristics of this configuration are as follows:

Placement: VNFCs of the redundant pair need to be placed on different hardware servers with no or limited common
failure modes.

State protection: VNFCI performs partial VM state replication for its critical state. This state replication may be
VNFC vendor proprietary or utilize 3 party or open source middleware services. From the NFV| perspective, the state
replication process is opague, and the NFVI involvement in the replication process is limited to provisioning of the
associated NFVI network domain resources for the state replication communications and the fault management of the
provided underlying network connectivity elements.

Fault detection: NFVI detects the faults on the NFV1.
Fault localization: NFVI and NFV-MANO perform required localization actions.

Fault containment: NFVI and NFV-MANO perform reguired containment actions. Depending on the specific failure
mode and its associated scope, containment may include powering off failed nodes and/or network reconfiguration
actions.

Fault remediation: VNFM or VNF performs VM failover initiated by application. Remediation actions can also be
split between the NFVI and VNF, e.g. NFVI may be fully responsible for the network fault remediation, while VNF
may use network APIs at the NFV-MANO layer to request network reconfiguration as part of specific VNFC failure
remediation cases. VNF/VNFM isresponsible for starting the application in the state reflecting the replicated protected
state.

Fault recovery: NFV-MANO assigns the replacement of the failed node from the cloud resource pool as a new standby
entity. VNFC isresponsible for the state replication to bring the new standby up to date with the active state, which
restores the redundancy configuration. NFV-MANO is then responsible for the on-demand diagnosis of the candidate
failed entities, and initiation of any subsequent physical recovery request actions for entities with confirmed persistent
faults.
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Figure 22: 1:1 Active-Standby with full VM state replication; fully stateful failover remediation

The different characteristics of this configuration are as follows:

Placement: VNFCs of the redundant pair need to be placed on different hardware servers with no or limited common
failure modes.

State protection: NFVI (specificaly hypervisor) performsfull VM state replication, including full VM execution state
replication as a platform service.

Fault detection: NFVI detects the faults on the NFVI.
Fault localization: NFVI and NFV-MANO perform required localization actions.

Fault containment: NFVI and NFV-MANO perform reguired containment actions. Depending on the specific failure
mode and its associated scope, containment may include powering off failed nodes and/or network reconfiguration
actions.

Fault remediation: NFVI performs VM failover by hypervisor layer. Supplementary actions may be the responsibility
of NFV-MANO (e.g. network reconfiguration).

Fault recovery: NFV-MANO assigns the replacement of the failed node from the cloud resource pool as a new standby
entity. The NFVI layer isresponsible for the state replication to bring the new standby up to date with the active state,
which restores the redundancy configuration. NFV-MANO is then responsible for the on-demand diagnosis of the
candidate failed entities, and initiation of any subsequent physical recovery regquest actions for entities with confirmed
persistent faults.
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Figure 23: n:1 (3:1 shown) Active-Standby with externalised state push/pull (no state replication of
underlying VNFCIs); remediation to state determined by controlling VM
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Figure 24: n:1 (3:1 shown) Active-Standby with externalised partial VM state replication;
stateful remediation
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Figure 25: n:1 (3:1 shown) Active-Standby with
direct partial VM state replication; stateful remediation

In this configuration, there are n actives (three shown for 3:1), each of which replicatestheir interna critical stateto a
single shared standby instance. The potential drawback of this configuration is that the standby instance needs to have
sufficient memory capacity to hold n times the critical state of the active instances, which may be problematic
especialy for the configurations with large n and/or when combined with large critical state blocks.

A generalized version of this configuration would be n:m, where there are n active entities, and m standby instance
entities. Such configuration can be useful for, e.g. dealing with potential memory capacity issues associated with the
baseline n:1 configuration. However, in the cases where the state replication relationship is always n:1 (i.e. the specific
state isonly replicated to one entity), this essentially transforms to m independent configurations of n:1, possibly with
differing 'n' for each of m configurations (esp. for cases where n is not evenly divisible by m).

6.2.2.4 Active-Active VNFC redundancy configurations

Active-Active VNFC redundancy configurations are configurations where all the entities are actively running the
application component software and, therefore, are considered to be active with respect to the application processing.
As compared to Active-Standby configurations, these configurations have number of attractive properties, such as:

e  Thereare no dedicated standby resources, al nodes are running active - thisimplies that the subsystems on the
nodes are effectively exercised by the application processing and, therefore, active mode fault detection
mechanisms can be employed for the fault detection tasks without the need to rely on the additional exercise
processes and specific software for the latent fault detection purposes.

. Actives can be pooled to perform more processing, and aggregate processing capacity can be dynamically
scaled out/in based on the load variation.

. When active elements are used in N+M configurations (esp. N+1), the amount of committed resources
associated with the redundancy can be substantially reduced as compared to common 1:1 configurations.

. Failures only affect fraction of the processing capacity, which can be small for larger N (in generalized N+M
case).

. Failures do not require system reconfiguration to direct traffic to standby entities, instead the failure
remediation relies directing traffic out from the failed instances and to remaining operational nodes. These
processes can in many cases be faster than comparable redirection mechanisms for Active-Standby
configurations, especially when a dedicated load balancer entity is used for the traffic distribution.
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However, Active-Active redundancy configurations also represent certain specific challenges as compared to the 1:1
configurations:

e Active-Active configuration requires load distribution function in front of the pooled active resources. This
load distribution function can be any set of network mechanisms of varying complexity, such as semi-static
association of the subscribersto processing pool resources, L2/ 3 address based associations, hash and other
ECMP style load distribution mechanisms, L4 and higher layer load balancers / application delivery
controllers.

e  Theload digtribution function itself needs redundancy and may also require state replication in the case of
session-stateful load balancing, to avoid load distribution becoming a single point of failure.

. Theinternal state replication for the Active-Active poolsis more complex, and may require state partition that
is coordinated with the properties of the load distribution function to ensure that the stateful sessions are
associated with the active resource(s) containing the state associated with the failed entity.

e  Thefault detection for active pool members requires direct fault detection from the load distribution function
or, alternatively, load distribution function needs to be reconfigured based on the detected faults.

Thefollowing common cases can beidentified:
. 1+1 Active-Active
. N+0 active, performance degradation (<N) for asingle fault
. N+1 active, no performance degradation (<N) for asingle fault
. N+M active, no performance degradation (<N) for up to M simultaneous faults

N+M isthe generic configuration, which can be used to describe and instantiate any of the specific case configurations
listed. N+M isaso common target for such configurations, typically with larger N and small M to minimize the cost of
meeting the associated availability / reliability targets. Common configurations and their relations to pooled VM's state
replication methods are outlined below, using N+M=4 asillustrative example configuration for each specific case.
Depending on the nature and protection requirements of the associated internal state, some of the protection and
replication mechanism combinations may have limitations or restrictions on their applicability.

3+1

Figure 26: N+M example, 3+1, no pool member VM state replication
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In Figure 26, during normal operation state is pushed from the associated controlling element (VNFCL1) to the replicas
of VNFC2. In case of a VNFC2 failover all associated state is retrieved from VNFCL.
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Figure 27: N+M example, 3+1, pool partial VM state replication to external state repository;
stateful remediation
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Figure 28:. N+M example, 3+1, working with direct partial VM mesh state replication;
stateful remediation

ETSI



44 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

6.2.3  VNF protection schemes
6.2.3.1 Introduction

In ETSI GSNFV-REL 001 [i.2], mechanisms for detecting failures and for restoring services are investigated mainly
from the viewpoint of the interaction between VNFs, NFVI, and NFV-MANO. ETSI GSNFV-MAN 001 [i.5] and ETSI
GS NFV-SWA 001 [i.6] refer to scaling-up/down and scaling-out/in phases and a VNF upgrade phase as parts of the
VNF lifecycle. However, mechanisms to enhance the VNF reliability are not studied very much in these documents.

This clause extends the investigation area to the VNF protection schemes, with which the reliability of NFsisrealized.
VNF protection schemes investigated include traditional Active-Standby method, Active-Active method and |oad
balancing method with state transfer among VNFs.

6.2.3.2 Active-Standby method

The Active-Standby method is one of the popular redundancy methods adopted in many high availability systems. This
configuration is depicted in Figure 29. Note that the Active-Standby method is referred to as one of the 2N redundancy
model (N=1) in " Service Availability Forum Application Interface Specification (SA Forum AlS)" [i.7].
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Figure 29: An Active-Standby configuration of NFs

. State protection

Some NFs, such as stateful SIP proxies, use session state information for their operation. In this case, the
active NF shares the state information with its standby NF to enable service continuity after a switch-over. The
same principle applies for VNF Active-Standby protection schemes.

There are two methods to store state information. The state information can be externalized or

stored at/shared_among peer mates. Restoration mechanisms with externalised state data have been described
in ETSI GS NFV-REL 001 [i.2]. Hence, this clause focuses on the | atter case where state information is stored
at peer mates. Since shared state information needs to be kept consistent within the system, checkpointing or
other methods will be used as described in ETSI GS NFV-REL 002 [i.8].

o Recovery and remediation phase

When an active NF instance fails, the standby NF instance takes over the active role so that the availability of
the system is maintained. The possible main steps are as follows:

1) Failure detection of the active NF instance.

2) Failover from the former active NF instance to the former standby NF instance. The former standby
instance becomes the new active instance.

3) Replacement of the failed NF instance with a new one which becomes the new standby NF instance.
4) Start of the state information replication to the new standby NF instance.

Transparent failover in traditional deploymentsis enabled by assigning one logical |P address that the clients use to
communicate with the system. In addition, each instance has its own fixed |P address used for designating each NF
instance distinctively.
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During normal operation, the active NF instance serves the logical 1P address. If the active NF instance fails and the
failure is detected, the former standby NF instance will become active, and starts serving packets destined to the logical
IP address. Hence, the system can continue providing the service. Thisis depicted in Figure 30 and Figure 31.
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Figure 30: An example of the Active-Standby method in traditional environments
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Figure 31: Failover flow for a traditional system with the Active-Standby method

In NFV deployments, the active VNF and clients on the external network are typically connected viaNFVI (network
infrastructure domain) as shown in Figure 32. This makes failover mechanism of virtualised systems different from that
of the traditional ones. Since the interconnection between the active VNF and the next NF in the service chainis
managed by NFV-MANO, NFV-MANO's availability influences the availability of the NS.
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Figure 32: A typical Active-Standby configuration of VNFs in the NFV architecture

In this configuration, the assumption is that the active VNF and the standby VNF are deployed in alocation-disjoint
mode. For this, NFV-MANO need to support anti-affinity rules for deploying VNFs so that each VNF instance is
installed on a different compute domain.

Each VNF instance has an internal connection point (CP), with an associated |P address. The two internal connection
points are aggregated to a single connection point that is visible to systems on the external network. For example, a
virtual router connects the I P address assigned to the external CP with the internal CP of the active VNF. Thereby, the
active VNF can communicate with clients on the external network and can provide services.

Likein traditional systems with Active-Standby protection, the standby VNF periodically checks the operational status
of the active VNF, e.g. using a heartbeat mechanism, which enables failure detection of the active system within the
required time for the service. Though NFV-MANO may also perform health check of the VNFs, it increases
dependency on NFV-MANO to propagate information concerning the failure of an active VNF to the standby VNF via
NFV-MANO.

In case the active VNF (VNF#1 in Figure 33) fails, the standby VNF (VNF#2 in Figure 33) will initiate the fail-over
procedure. It isrealised by reassigning the external CP to the internal CP of the former standby VNF.

External network

-— Service Traffic
I:l Function Block
. connection point
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Intemnal CP Intemal CP

VNF#1
(Active)

VNF#2
{Standby)

Figure 33: Active-Standby method in the virtualised environment
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Figure 34: Active-Standby failover in the virtualised environment
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Figure 35: A failover procedure of VNFs in the Active-Standby configuration

In NFV environments, the mapping of the external CP to the internal CP is configured on the virtual router. This
mapping cannot be reconfigured without NFV-MANO. Therefore, NFV-MANO should be informed about the failure of
the active VNF, and associate the external CP with the internal CP of the former standby VNF instance (Figure 35).
Moreover, it is also expected that NFV-MANO instantiates a new standby VNF. Note that the time required for
changing the CP mapping affects the availability of the system, since the service is unavailable before reconfiguration,
and that the time needed for instantiating a new standby VNF is related to the remediation period's duration.

In addition to reconfiguring the CP mapping of the system, further consideration to keep the system's state information
consistent is required. Figure 36 shows VNFs configured with the Active-Standby method with state replication
between VNFs. The active VNF stores session state information in a storage within itself, and replicates the information
to the storage within the standby VNF. Figure 37 shows the restoration procedure for this setup.

Since the new active VNF has to check the consistency of the backup state information to judge whether the service can
be continued before receiving the subsequent service traffic flow, the route change request sent to NFV-MANO should
be triggered by the new active (i.e. the former standby) VNF.

For the remainder of this clause, only Active-Standby configurations with state synchronization are described since they
are asuperset of those configurations without state synchronization.
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Figure 36: Stateful VNFs with internal storage for states in the Active-Standby configuration
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Figure 37: A failover procedure of VNFs synchronizing state information

in the Active-Standby configuration

Scaling phase

Dynamic scale out and scale in requires the configuration of a NF group. This group can contain multiple sets
of Active-Standby pairs. Clients have either to select a designated NF by itslogical |P address or aload
balancer isinserted in front of the NFsto provide asingle |P address for the NF group to the clients.

The configuration with aload balancer is described in clause 6.2.3.3. Alternatively, a service can be scaled-up
or scaled-down by modifying existing VMs with more or less resources. Note that the difference between
these methods in terms of reliability and availability will be discussed in clause 7.2. A procedure for scaling-
up/downis as follows:

1

2)
3

4)

Prepare (create/instantiate) a new standby NF instance with required infrastructure resource
(memory, CPU, etc.) and activateit.

Stop replication of state information from the active NF instance to the current standby NF instance.

Start replication from the active NF instance to the new standby NF instance, which is prepared in
stepl.

After the replication is completed and both are synchronized, switchover the Active-Standby NF
instances.
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Terminate/remove the former standby NF resources.

Asan dternate NF instance for the former active NF, prepare (create/instantiate) a new NF instance
with required infrastructure resource (memory, CPU, etc.) and activate it.

Stop replication of state information from the new active NF instance to the standby NF instance.

Start replication of state information from the active NF instance to the new standby NF instance
prepared in step 6.

After the replication is completed and both are synchronized, terminate/remove the former active NF
resources.

Figure 38 shows a possible flow diagram of scaling-up/down operation of stateful VNFs Note that a heavy linein this
figure means that the corresponding VNF instance is active during this period, and a dotted line means that the VNF
instance isinactive.
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Figure 38: A scale up/down procedure of VNFs synchronizing state information

in the Active-Standby configuration
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When NFV-MANO terminates or deactivates a standby VNF instance, some preparation for termination or deactivation
should be done. For example, the standby VNF instance should be de-correlated from the active one, so that the active
VNF does not interpret, e.g. the lack of keep-alive messages, as afailure of the standby VNF instance. Since this
preparation islikely to be application specific, NFV-MANO should inform the corresponding active VNF and/or EM
that the standby VNF instance is going to be terminated or inactivated (pre-stop notification in Figure 38).

Similarly, on switchover, an active VNF instance stops processing new requests from external NFs and completes
undergoing processing before it hands over the active role to the standby VNF instance. The standby instance begins
processing events (becomes active) only after the former active VNF instance becomes ready for termination or
deactivation. Therefore, NFV-MANO should notify VNFs and/or EM that the switchover is requested (pre-switchover
notification in Figure 38).

. Software upgrade phase

The software upgrade procedure for systems configured with the Active-Standby method is similar to the
scale-up/down procedure.

A possible software upgrade procedure is as follows:

1) Stop replication of state information from an active NF to the corresponding standby NF, and
deactivate or terminate the standby NF.

2)  Upgrade software of the standby NF or prepare/instantiate a new standby NF with the new software.

3) Activate the standby NF and start replication from the active NF to the standby NF with necessary
conversion of state information so as the new software to handle it correctly.

4)  Switchover the Active-Standby NF.

5)  Stop replication of state information from the active (former standby) NF to the standby (former
active) NF, and deactivate or terminate the standby NF.

6) Upgrade software of the standby (former active) NF or prepare/instantiate a new standby NF with
the new software.

7) Activate the standby NF and start replication from the active NF to the standby NF.

Figure 39 shows a possible flow diagram of software upgrade of stateful VNFs. It is assumed that a new image of the
VNF is stored in the repository before upgrading the VNF to the new software. It is also assumed that the VM is
terminated instead of deactivated in this example. Again, note that the heavy line in this figure means that the VNF isin
an active state.

Note that this procedure rather follows a traditional software upgrade of PNF, but detailed discussion of VNF software
upgrade in NFV is described in clause 8.
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Figure 39: A possible procedure of the software upgrade for the Active-Standby model
with state information synchronization

Similarly to the scaling-up/down procedure, NFV-MANO should inform the corresponding active VNF instance and/or
the EM that the standby VNF instance is going to be terminated or inactivated (pre-terminate notification in Figure 39.)

On switchover, NFV-MANO should aso notify VNFs and/or the EM that the switchover is requested (pre-switchover

notification in Figure 39).

6.2.3.3

Active-Active method

The Active-Active method is a configuration where two NF instances are simultaneously active for the same service
(Figure 40). The external network can receive the service by accessing either |P addresses of these NF instances. This
configuration isreferred to as an Active-Active redundancy configuration (N-way active redundancy model N=2) in the
SA Forum Al'S document [i.7].
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Figure 40: An Active-Active configuration of NFs

. State protection

This configuration does not contain a standby system. Therefore, externalisation should be used to maintain
the state information for service continuity in case of system failure. The same principle applies for VNF
Active-Active protection schemes, and external storages provided by NFVI may be used for the state
protection. State protection using NFV1 storage is described in clause 6.2.2.4.

. Recovery and remediation phase

Figure 41 depicts a configuration change when NF instance#l failsin atraditional system. External NFs can
receive services from NF instance #2 when no answer is received from the NF instance #1, by changing the
destination of requests for the NF from P41 to IP#2, which is usually done by the DNS in which the NFs are
assigned to aprimary NF and to a secondary NF. Note that when aload balancer is placed in front of the NF
instances, external NFs can get services without knowing the failure of NF instance#1, since the load balancer
can deliver all the requests to the NF instance #2 when the NF instance #1 fails.

External network External network

HM#2
(Active)

Figure 41. An example of remediation mechanism with Active-Active method in
traditional physical environments

In NFV deployment, the active VNF and clients on the external network are connected via NFVI (network
infrastructure domain) instead of using alogical |P address assigned to a virtual machine where the VNF is deployed.

In this case, two VNFs are deployed on different compute domains according to anti-affinity rules. Two external CPs
are assigned to the virtual router in a network infrastructure domain. Each external CP is connected respectively to an
internal CP of each VNF.

Figure 42 shows an example of Active-Active configuration in NFV environments. In this figure, NFV-MANO does
not have to reconfigure the mapping of external CP and internal CP, since the clientsin the external network change the
destination of the request message so as to be able to get services from the VNF instance #2.
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Figure 42: An example of Active-Active method in the NFV environment

Scaling phase

Similar to the Active-Standby method, dynamic scale out and scale in require the configuration of a NF group.
Clients on the external network have either to select a designated NF that is added by itslogical 1P address
with the help of address resolution service like DNS, or aload balancer hasto be inserted in the network
infrastructure domain in front of the NFs by NFV-MANO when scaling out happens. The load balancer
deliverstraffic from the external CP to each set of VNFs so that the traffic is fairly distributed. The
configuration with aload balancer is described and investigated in clause 6.2.3.4. Alternatively, a service can
be scaled-up and scaled-down by replacing the existing VMs with those with more or less resources. Note that
the difference between these methods in terms of reliability and availability is discussed in clause 7.2.

Figure 43 shows a possible flow of scaling-up/down of VNFslead by NFV-MANO. In thisfigure, active
service instances provided by VNF #1 are depicted with ablue line, and active service instances provided by
VNF #2 are depicted with agreen line.
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Figure 43: A scale up/down procedure of VNFs synchronizing state information in the
Active-Active configuration
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. Software upgrade phase

Figure 44 shows a possible flow of software upgrade procedure for VNFs performed by NFV-MANO. This
figure assumes that a new VNF imageis stored in arepository before software upgrade. It is aso assumed that
the VM isterminated instead of deactivated in this example.

When the VNF is stateful, the old VNF has to exist until all the ongoing services (transactions) are terminated
for the service continuity. Detailed discussion on software upgrade with service continuity will be discussed in

clause 8.
Virtual VNE | VNF. NEFV-
o
| Router | | #1 "2 |_EM_I I_MANO_]
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o upgrade
> > VNF
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YNF#] post-instantiate
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(App specific) 4
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. terminate
VNF#1
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Figure 44: A possible procedure of software upgrade for the Active-Active method with
state information synchronization in the NFV environment

6.2.3.4 Load balancing method

Load balancing is a popular method used for Web servers. In cloud environments, aload balancer is deployed in front
of several VNFs. The service traffic goes through the load balancer and is distributed to several VNFsthat handle the

whole traffic (Figure 45). A load balancing method that corresponds to the N-way redundancy model of the SA Forum
AIlS document [i.7] isinvestigated in this clause.
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Figure 45: Aload balancing model in virtualised environments

State protection

When aVNF is stateful, e.g. SIP proxies, there are two methods to store state information. One method isto
externalize the state information. The other is to share the state information among peer mates, which means
that the state information of the service instances within VNFs have their standby information in other VNFs
as shown in Figure 46. In this figure, the state information of the service instances running on VNF#L is
replicated in VNF#2 as a backup. Similarly, the one of service instances on VNF#2 (resp. #3) is replicated on
VNF#3 (resp. #1).
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Figure 46: Load balancing model with internal storage

Restoration mechanisms with externalized state data have been described in ETSI GS NFV-REL 001 [i.2].
Hence, this clause mainly focuses on the latter case where state information is stored at peer mates. Since
shared state information is to be kept consistent within the system, checkpointing or other methods will be
used as described in ETSI GS NFV-REL 002 [i.8].
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Remediation and recovery phases

Asan assumption, aload balancer periodically checks the operational status of VNFs to which service traffic
is delivered to avoid delivering traffic to the failed VNF. When the load balancer detects the failure of aVNF,
it stops providing traffic to the failed VNF and deliversit to other VNFs so that service continuity is
maintained (Figure 47). When VNFs are stateful, the traffic to the failed VNF has to be delivered to the VNF
that stores the state information of the failed service instances as a backup. The standby service instances of
the VNF continue the service with the backup information. In some cases, the standby service instances
recognize the failure of the corresponding active service instances so as to take over the ongoing services. A
possible way to do thisisthat VNFs check one another, so that the standby service instances within the VNF
are aware of the failure of their corresponding active service instances.

Since the external CP that is visible to clients on the external network is only assigned to the virtual 1oad
balancer, NFV-MANO does not have to explicitly change the configuration between the load balancer and
VNFs for remediation. For recovery, NFV-MANO should deploy a new VNF that compensates the
performance and the availability lost due to the failure.

=

i VNF(LB) VNF#1 VNF#2 VNF#3

Router

Service Traffic, |, e 5

<> <> > *

| health check, F
exclude forwarding traffic to VNF#1

Service Traffic_| el <

Figure 47: A sample procedure that will occur when a VNF with the service application fails

Note that avirtual load balancer should also be redundant, e.g. Active-Standby, to avoid single point of failure. For
Active-Standby virtual load balancers, the same requirements for NFV-MANO as those derived from the investigation
of the Active-Standby method are imposed as shown in clause 6.2.3.2.

Scaling phase

With aload balancing model, auto scaling-in/out will be performed as described in Figure 48 and Figure 49.
The performance of a group of VNFs can increase/decrease according to the traffic load increase/decrease.
Three deployments options are considered: first scaling of a stateless service with aload balancer, second
scaling of a stateful service with aload balancer, and third scaling of a stateful service with aload balancer and
externalized state.

An example of an auto scaling-out procedure for a stateless serviceis as follows (Figure 48). NFV-MANO
monitors the condition of the VNF instances and when it meets the predefined condition for auto-scaling-out,
e.g. when the load of each VNF instance exceeds a pre-defined threshold, NFV-MANO prepares anew VNF
instance and requests the EM to set it up for starting services, or requests the VNF instance to prepare to
provide services. After the VNF isready for service, the EM or the VNF itself requests the load balancer to
deliver servicetraffictoit.

An auto scaling-in procedure for a stateless service is as follows. NFV-MANO monitors the condition of the
VNF instances and when it meets the predefined condition for auto-scaling-in, e.g. when the load of each VNF
instance falls below a pre-defined threshold, NFV-MANO requests the EM to stop a VNF instance, or requests
aVNF instance to stop itself. The traffic to the terminating VNF instance (VNF#3 in Figure 49) should stop
before NFV-MANO terminates VNF#3, and NFV-MANO should also tell the EM/VNF to prepare to
terminateV NF#3 for the graceful termination.
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Since the sequence for terminating aVNF instance is an application specific procedure as shown above, the
EM will be able to take care of or conduct the procedure. The EM requests the load balancer (LB) to stop
delivering service traffic to VNF#3 (Figure 49). When al eventsin VNF#3 are processed and all the traffic to
VNF#3 is stopped, the EM lets NFV-MANO know that VNF#3 is ready to be terminated.
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Figure 48: A possible scale-out procedure of a VNF in the load balancing model (stateless)
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Figure 49: A possible scale-in procedure of a VNF in the load balancing model (stateless)

For stateful services, aload balancing deployment where state information resides in the VNF instances is shown in
Figure 46. The information is transferred to the VNF instance that acts as a backup of that session. In this figure, when a
VNF instance (VNF#3) is to be terminated, the sessions processed in VNF#3 will be taken over by VNF#1, which has
state information of the session as a backup. The replicated data of the sessions processed in VNF#2, which are stored

in the terminating VNF instance (VNF#3), are transferred to a new backup VNF instance, such as VNF#1, by VNF#2.
This configuration change should be managed by the EM.

Figure 50 depicts the flow diagram for this procedure.

When VNF#3 becomes ready to be terminated, the EM lets NFV-MANO know that VNF#3 and the corresponding VM
are ready to be deleted.
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Figure 50: A possible scale-in procedure of a VNF in the load balancing model (stateful)
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Figure 51: A possible scale-out procedure of a VNF in the load balancing model (stateful)

Scaling out procedure is similar to that of scaling in. The configuration of VNF instances, such as the backup
relationship, should be reorganized. On scaling out, the required configuration of a new VNF instance may be
determined based on the condition where the scaling-out requirement is met. Therefore, the EM may decide the
configuration of the new VNF instance and prepare the information that will be used in NFV-MANO, as well as
reorganize the configuration between VNF instances, since this procedure is thought to be VNF specific.

Asdescribed in ETSI GS NFV-REL 001 [i.2], the session state can be stored in an external storage. Figure 52 shows an
example of aload balancing model with an external virtual storage. When a VNF instance (VNF#1) isto be terminated,
another VNF instance (VNF#2) takes over the sessions processed by VNF#1 based on the information stored in the
virtual storage. Auto scaling-in and scaling-out procedures are similar to those depicted in Figure 50 and Figure 51
despite that the preparation procedures for the termination and the initiation of a VNF instance (VNF#3) differ from
those of the load balancing model with internal storage.

ETSI



59 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

External network

VNF(LB) Function Block

Virtual Router
NFV-MANO Storage

connection point

m virtural link

internal

EM

Virtual
Storage

Figure 52: Load balancing model with virtual storage

When this model is applied, NFVI should make the virtual storage reliable and avoid it being a single point of failure.
. Software upgrade phase

This clause describes software upgrade/update where VNFs are gradually replaced by instances with newer
version software. VNF instances with the older software version are removed one by one. This mechanismis
called the rolling update method. Figure 53 shows a possible flow of rolling update controlled by the EM.
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Figure 53: A possible procedure of the rolling update

When no state information is shared among VNF instances, rolling update can be done by simply creating VNF
instances with the new version software and removing VNF instances with the old version software. Some preparation
is needed before terminating these VNF instances. In contrast, if VNF instances share state information, e.g. when VNF
instances mutually store backup information, VNF instances with the new software version are required to take over the
state information from those with the old software. Since the structure of the state information can be in a different form
according to the software version, new VNF instances should have the capability to transform, or to convert, the format
of the state information transferred to/from the old VNF instances.
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Figure 54 shows a possible procedure controlled by the EM, where traffic is distributed among VNF instances.
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Figure 54: A possible procedure of the software upgrade for load balancing model with state
information synchronization in the NFV environment
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6.3 Reliability methods for virtual links
6.3.1 Introduction

There are several interconnection possibilities between VNFs, see clause 8.2 of ETSI GSNFV-INF 001 [i.11]. Asthe
virtual network is an overlay on top of physical network(s), the reliability of virtual networks/ linksis dependent on the
availability and functionality of the underlay or infrastructure network resources. This dependency can in general be
reduced by avoiding spreading VNFC instances connected by a virtual network over different physical nodes. A
placement of such connected instances on the same physical hosts saves physical network capacity and increases
performance by having a higher share of connections just using virtual switchesinstead of physical ones. However,
such a policy could violate affinity rules or other placement restrictions, and also reduces the flexibility to migrate
instances. It would be the task of NFV-MANO to find atrade-off between the conflicting objectives.

This clause investigates failures occurring in physical links and their impact across NFVI nodes. Examples of link
failures within NFV1 nodes are described in ETSI GS NFV-REL 001 [i.2].

6.3.2 Failure of physical links across NFVI nodes

Virtual networks have to use physical networksif they are to span different physical hosts. Thus, virtual links may span
one or several physical links and interconnecting network elements, any of which may fail and thus interrupt the virtual
connection. In order to increase the availability of an underlay connection, redundant links can be provided, either using
load sharing between the links or with dedicated backup links (analogous to the Active-Active and Active-Standby
patterns for VNFCs).

Load sharing here means that the flows that are to be transported between the endpoints connected by the redundant
connections are distributed among them, using, e.g. round robin or hash-based mechanisms. As a consequence, in the
case of afailure of one physical link, only a share of the traffic from a VNFC to another might be affected. In contrast,
if dedicated backup links are used, the complete traffic is routed over the active link(s) if no failure occurs, and is
redirected via the backup link in case of failure.

These mechani sms can be implemented on the data link layer or the network layer.

. For asingle underlay hop, layer 2 link protection based on NIC bonding may be used. For example, a number
of Ethernet connections between two switches can be aggregated using the Link Aggregation Control Protocol
(LACP) (IEEE 802.1ax) [i.12], resulting in asingle logical connection. With Linux bonding drivers, different
load balancing and fault tolerance modes can be used. The individual physical links do not necessarily need to
have the same physical remote endpoint (i.e. switch); solutions exist for aggregating physical switches as well
into alogical switch (IEEE 802.1aq) [i.13].
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. On layer 3, different network paths might be used for resilience. These aternative paths can be used to share
the network load, e.g. by distributing traffic flows across them, or they can be configured as active and backup
protection paths. If an active path fails, its protection path can be activated and the traffic routed around the
failed part of the network, such as known from MPLS fast reroute. Here, the use of SDN enables the setup of
fast failover between paths, i.e. the pre-establishment of the different routes and the rerouting of the flows
originally being forwarded via the failed path.

For this option, alternative paths through the network need to exist that show the same performance
characteristics, e.g. delay or possible throughput, in order to avoid affecting the service quality after afailover
occurs. In data centre environments, thisistypically given viathe redundant connectivity between ToR,
aggregation and core switches.

While these solutions can re-establish connectivity on short timescales, in general the failure of aphysical link or the
portsit is attached to means the loss of all datain flight over the link at the moment of the failure until the uplink node
recognizesit. Thus, some of the application connections using the link are affected, even if only by having to retransmit
data over a TCP connection. This can only be avoided by transmitting the same packets redundantly over several links
in parallel, causing significant overhead and additional resource consumption.

7 Reliability estimation models
7.1 Basic redundancy methods and reliability/availability
estimation

7.1.1 Sub network (or a chain of NFs)

Asdescribed in clause 4, an end-to-end path is a chain of NFs that includes multiple VNFs and links in-between. A sub
network can be defined as a subset of the end-to-end path and is also a chain of NFs which includes some VNFs and
links. Thus, the smallest sub network would include two NFs and a link between them. It is assumed that a network
service (NS) can go through different sub networks and the end-to-end reliability of this NS is estimated by combining
the reliability of each sub network. A NF is composed of one (or several) VNF running on an NFV1 (hardware,
virtualisation layer) in the NFV environment.

NOTE: The case of NS comprising PNFsis not treated here for the sake of clarity.

The links refer to virtualised or/and non-virtualised network resources that support communication facilities between
two NFs (e.g. NFVI (network) represented in Figure 56). The reliability of a sub network is thus defined by including
the different element reliability, i.e. VNFsand NFVIs.

7.1.2 Reliability/availability of a sub network

NF _NE,
|:> VN, j1ank VNF, |:>
NFVI
€)
NFVI
{V”“‘;!::‘\i’:_e'ay”H VNF, H v—LinkH VNF, J
(b)

Figure 55: (a) A sub network SN1 using a single NFVI and (b) its reliability block diagram
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How to estimate the reliability of aNF and its associated NFVI was presented in clause 5. Figure 55(a) shows an
example of a sub network in the NFV environment. In this scenario, two NFs (composed of two different VNFs) are
deployed on asingle NFV1 and there isavirtual link (v-Link) for communication between the two NFs. In order to
provide the service, all the elementsin this sub network need to work simultaneously and properly, as shownin
Figure 55(b). The sub network reliability is the probability that all elements execute correctly and it can be estimated

by:
Rsni = Rnevi * Runre * Runez * Ry-Link (7.2)

If the VNFs of a sub network are deployed on separate NFVIs as shown in the Figure 56, the reliability of the link,
(i.e. NFVI (network)) needs to be considered.

Figure 56: A sub network SN2 using different NVFIs

Then, the reliability of sub network for this scenario can be:

Rsnz = Rnevice * Rarvi-2 * Runke® Runee (7.2)

7.1.3  Sub network with redundancy configurations

Redundancy is widely used to improve the reliability and availability of a system. The most common approaches are
Active-Active and Active-Standby configurations. This clause describes various redundancy configurations for sub
networks rather than VNFs and how these configurations provide/improve the overall reliability/availability.

a) Rédiability/availability estimationswith Active-Active redundancy configurations

The common sense of Active-Active configurationsis that multiple functionally equivalent unitsrun in paralel and are
highly synchronized. When a unit fails, the other unit(s) continues (continue) serving, thus no service interruption
occurs. If n units are running in parallel, the system can withstand up to (n-1) units failures. There are multiple options
for Active-Active configurations and each provides a different availability/reliability level.

NF, NF,

(7 , N
vLink SNl
|$ \_ NFVIl g, E>
() vLink M)
VNF; VNF, .
SN,

L NFVI, )

Figure 57: An example of 1:1 Active-Active configuration: two sub networks SN1 and SN,
are running in parallel

Figure 57 shows an example of Active-Active configuration of a sub network. As seen in the figure, two sub networks

SN1 and SN; arerunning in parallel and providing the same service, i.e. 1:1 Active-Active configuration (let this
configuration called AA1 for future references). When a sub network, or any element of a sub network, fails, the other
active unit can continue to provide the service. Service interruption occurs when both sub networks fail, or at least one
element failsin each sub network. The unreliability or the probability that both sub networks fail at the sametimeis:

Faar = Fsni™ Fava (7.3)
where Fsvi = Fsv1 = 1 - (Rvevi * Rune * Rune: * Rutink). And the overall reliability becomes:

Raa1=1- Faa1 (7.4)
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If VNFs of asub network are deployed on different (separate) NFVIs, it is aso possible to deploy two active VNFs on
the same host NFVI (AA2), as shown in Figure 58. Then, the reliability of the VNFsisimproved by Rinei= 1 - Fuynri *
Fwei , 1 ={1,2}. Thereliability of each NF becomes:

Rnr =Rnevi * (1 - Funri * Funri ), i ={1,2} (7.5)
The overal reliability of the sub network is:
Raa2= Rnr1* Riink™ Rnr2 (7.6)

Link

R,

1:\IFVI (nctwork}

Figure 58: Active-Active redundancy for VNFs on the same NFVI

Note that, in this configuration, according to equation (7.5), the reliability of the NF is dependent on the NFVI and
limited by that of the NFV1. In other words, the reliability of a NF is never greater than or equal to that of the host NFVI

because 0 < R < 1. Thiskind of configuration is applicable when the NFV1 reliability is reasonably high.

By following the anti-affinity rule, active VNFs could be deployed on independent (physically separated) NFVIs, as
shown in Figure 59 (this configuration is called AA3). In this configuration, the reliability of each NFis:

Rnvri = 1- (Fnri* Fnri), 1={1,2} (7.7)
where, Fnri = Fnei = 1- ( Runvei * Rurvj)-
And the reliability of the sub network can be estimated by:

Raas = Rnr, *Riink *Rur, Raas= Rur1* Riink* Rurz (7.8)

(o)) (T
e [ (3]
= ( )i
= [l 2 Y (e |2

Figure 59: Active-Active configuration for VNFs on different NFVIs.

Here again, the reliability of the sub network islimited by that of the link in-between see equation (7.8). It can be
referred as weakest-link-in-the-chain.

However, redundancy for the vLink/links may also be configured. For example, AA redundancy not only for the NFs
but also for the link is shown in Figure 60 (this configuration is called AA4). Then the overall sub network reliability of
the SN can be estimated as:

Raas =(1 - JTFnr) * (2 - JTFuink) * (1 - J]FRnr2) (7.9)
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Figure 60: Active-Active redundancy for all elements of a sub network

The Active-Active configuration performance is dependent on the number of independent active units running in
parallel. For instance, if N active units are implemented in parallel, the system reliability will be:

R=1-F (7.10)

Thus, R=>1 when N =2 oo, the more active units run in parallel, the more reliable the system is. However the cost would
be the mgjor concern for this kind of configuration.

b) Reliability/availability with Active-Standby redundancy configurations

The availability of a system is defined as equation (5.1) and can be improved by either increasing the MTBF or
decreasing the MTTR. Generally, Active-Active redundancy increases the reliability and, it thusincreases the MTBF.
The Active-Standby redundancy helps reducing the MTTR significantly. Either way, the availability isimproved.
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Figure 62: N:M Active-Standby configuration (N=2, M=1)
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In the Active-Standby configuration, only one unit (active) isin operation and the other unit (standby) sitsidle. When
the active unit fails, the standby unit assumes the role of active unit. Therefore, the operation cost is less than that of
Active-Active configuration. The active and standby units could be deployed on the same (different) NFVI(s) and
various Active-Standby configurations are also possible: one standby unit for one active unit as shown in Figure 61
(1:1 Active-Standby), and M standby units for N active units (N: M Active-Standby) as described in Figure 62.

The performance of Active-Standby configurations depends on the MTTR values, i.e. how fast the failed unit can be
recovered. Therefore, according to equation, A= MTBF/(MTBF+MTTR), A1 if MTTR-0.

The NFV-MANO system reliability will play avital role in this configuration. With the help of NFV-MANO system,
the failure detection and failover mechanisms might be more efficient. Note that the Active-Standby redundancy cannot
improve the reliability (or MTBF) of a system.

7.1.4 Reliability/availability of end-to-end paths

An end-to-end path is composed of multiple sub networks (or chain of sub networks) with their corresponding
redundancy configurations, as shown in Figure 63. The reliability/availability of the sub networks and the elements can
be estimated as mentioned above. Consequently, the reliability of an end-to-end path could also be estimated as:

Ry = [1iRsvi * TTiRuink (7.11)

Figure 63: An end-to-end path

Summary

Generally, the performance of AA redundancy is defined by the number of active units running in parallel. The
performance of Active-Standby configurations depends on the total recovery time which includes the failure detection
time, the repairing/replacing time and so on. The NFV-MANO system availability will play avital rolein both
Active-Standby and Active-Active configurations. The reliability/availability of an end-to-end path could be estimated
by combining the reliability/availability of sub networks and the links along the path, and is limited by the least reliable
components, i.e. the weakest-in-the-chain.

7.2 Lifecycle operation
7.2.1 Introduction

Predicting standardized, objective and quantitative performance of key quality measurements like availability (based on
service outage downtime) or reliability (based on metrics such as call completion rate, dropped call rate) on the basis of
estimated values of standardized, objective quality performance measurements enables service providers to better
engineer the quality of their network services. This clause represents a basic approach to start the discussion. Much
more study needs to be done to solve the estimation problem, including what are the right standardized parameters for
the inputs needed to derive the estimates for the feasible availability (e.g. measurement of service uptime) and reliability
(e.g. measurement of the system's ability to perform its key functionality such as processing and preserving calls). This
clause illustrates one way reliability and availability can be estimated for a network service (NS) comprising different
VNFs which are designed in a redundant way, or not. Besides expl oiting representations and formulas introduced in
previous clauses, the consideration of NS lifecycle operations, e.g. VNFs scaling, is the essential new aspect introduced
here.
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7.2.2 Network service without redundancy

Based on the representations and hypotheses provided in clause 7.1 (e.g. NFVI comprises all the hardware equipment
useful for running NSs), this simple case helps to express the basic assumptions and equations needed for the
estimation:

. aNS consists of VNF; and VNF; and is designed without redundancy;
. both VNFs are deployed on the same NFVI;

. VNF is not impacted by the traffic load, while VNF; needs to be scaled out (one time) if the input load is over
a certain pre-defined threshold (Figure 64).

NOTE 1: Itisassumed that aload balancing function is embedded in VNF; allowing to distribute the traffic to the
two VNF; instances after the scaling out process.

I _NF
|_> m vLink | vLink UNF..

______________ 3 i NFVI (V&]

a) Input load below the scaling threshold b) Input load over the scaling threshold

Figure 64: A network service without redundancy before and after the scaling process

Migration - see equation (7.13) - for maintenance purposes, or due to hardware (e.g. blade) failure restoration, consists
of moving virtual resources (e.g. CPU) of aVNF from one physical resource to another.

NOTE 2: For the sake of simplicity, the migration is considered to happen in the same infrastructure, e.g. from one
blade to another.

Three functional components of NFV-MANO are needed to manage the operations (start, run, and stop) of an NS:
NFVO, VNFM, and VIM. The model considered here is the one where NFV O is used to launch the network service and
to supervise, a posteriori, the resource alocation, i.e. finding/alocating resources for VNFsis done directly by the
VNFM. For the sake of simplicity, it is aso assumed that granting of lifecycle management requests is not performed.
In other words, NFVO'sreliability is not considered in what follows, while VNFM and VIM are useful for scaling and
migration.

Degradation of the VNFs service reliability or availability can result from two main types of faults:
. intrinsic VNF software: thisis modelled by the VNF software reliability (Rvne);

¢ VNF running environment (e.g. VM, container): thisis due to the virtualisation layer, expressed by Ryiw,
and/or the hardware on which the VNFsrun, i.e. infrastructure represented by Rurvi.

NOTE 3: The use of Rvim* Rnryi to express the VNF running environment is a rough approximation - further
studies are needed to characterise more precisely this contribution to the overall reliability.

Failures detection and service restoration mechanisms have to be taken into account in these reliability estimations
inputs (i.e. Rynr, Rvim, Rynr) in order for the models to evaluate the defects impact (e.g. call failures) and the system
availability. In the casesin which scaling of the VNFsis an integral part of the service availability, the probability of
each of the required components to successfully complete the scaling will need to be included in the models. This
reasoning aso holds for service restoration, e.g. using migration, in the event of failure, including the time required to
do so.

Following the equations expressed in clause 7.1, the NS reliability isthus:

- before the scaling:
Rns = Rvim * Rarvi * Runre * Runr® Rutink (7.12)
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Rns = Rviv * Rnevi * Runer * Rune® Rutink * Rvnem (If migration isinvolved) (7.13)

where Ryim and Rynem represent the probability that operations useful for the migration (e.g. detection of the migration
need, e.g. blade breakout, migration launching, ...) are successful.

when scaling out is needed:
Rns = Rvim * Rupvi * Runrs * Runrar * Runre * Rutink * Rvnpw (migration involved, or not) (7.14)

NOTE 4: The assumption used in (7.14) isthat the input traffic needs to be integrally serviced, i.e. both VNF; and
VNF,; are needed in the reliability/availability estimation - the case of input traffic partially serviced, e.g.
customers treated by VNF.», can be easily deducted, i.e. removing Runez2 from (7.14).

NOTE 5: For the sake of simplicity, the probability to get new resources needed for the migration or the scaling out
processis considered as part of Rnrvi.

NOTE 6: NFV-related operations such as NS/VNF on-boarding are not taken into account here, as reliability and
availability start to be considered only after the service has started running at time to.

NOTE 7: The previous equations do not express that the VNFM and VIM services are only requested during a short
period (for scaling or migration). Further studies are needed to characterize thisreal situation, although in
the PNF framework, this practice is common, e.g. for an active-standby system, the modelling includes
the probability that the switch over (from active to standby) isreliable al the time, even if the switching
is not required continuousdly.

Asthe previous equations (7.12), (7.13) and (7.14) are al applicable (the correct use only depending on the phase of the
lifecycle operations), one solution is to choose the minimum reliability over al three, i.e. a worst-case assumption:

Rus=min{ (7.12), (7.13), (7.14) } (7.15)

NOTE 8: Although scaling and migration times obey to random variables, further studies are needed to find better
solutions than this worst case one.

NOTE 9: The scaling out process can be performed within a VNF, e.g. VNF, comprises two VNFCs (VNFC; and
VNFC,) with scaling possibility for one VNFC (e.g. VNFC,). In this case, equations (7.12) and (7.13) are
unchanged, while equation (7.14) can be written:

Rns = Rvim * Rnevi * Runer * Runez * Rutink * Rynem (Migration involved, or not) (7.16)

NOTE 10: This Rynez value is related to another type of VNF, and should not be mistaken with the one used in
previous equations.

Asindicated in clause 5.2.1, for any system, once R is obtained, if the exponential law is held for true, the MTBF can be
computed using: R(t) = e ~¢/MTEF,

MTBF

If the MTTR isknown or estimated, the system's availability A can be caculated: A = ———
MTBF+MTTR

Asthe availability of an architecture composed of elementsin series can be computed the way it is done for its
reliability, i.e. by multiplying al elements availability, Ans related to equations (7.12), (7.13) and (7.14) can thus be
obtained, e.g. the availability related to (7.12) is:

Ans = Anrpvi ¥ Avnre ¥ Aunez * ALink (7.17)

NOTE 11:Asfor (7.15), asolution for the final network service availability isto choose the smallest value of al Ans
from the scenarios of equations (7.12), (7.13) and (7.14).

7.2.3 Network service with redundancy
The following second example of a network service is more resilient:
e theNSismade of VNF; and VNF;
. its design incorporates full redundancy;

e whilethe 1st instances (VNF; and VNF,) are deployed on NFV 14, the redundant ones (VNF'; and VNF') are
deployed on NFVI3;
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. VNF1 is not impacted by the traffic load, while VNF; needs to be scaled out (one time) while respecting the
initial redundancy if theinput load is over a certain pre-defined threshold (Figure 65).
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Figure 65: A network service with redundancy before and after the scaling process

In the same way as above, the NS's reliability and availability can be computed taking into account the critical
components and the probability of each contributing to successful service fulfilment, including service restoration in the
event of failure and the time required to do so. With a more resilient architecture that includes redundancy, service
restoration is generally much faster as the redundant components can recover the service faster and more reliably than a
service restoration obtained through migration to take over the service:
. Before the scaling:
Rns = Rnr * Rnr2 * Ruink * Ruink
Using:
Frnre = Funrs * Funer = (1 - [Ryima * Rupvin * Runkee * Rutink] ) * (1 - [Rvimz * Rapviz * Runes * Rutink ] )
Fnez = Funee * Funez = (1- [Ruivs * Rnevin * Rune2 * Rutink ] ) * (1 - [Rvimz2 * Rneviz * Runez * Rutink )
the reliability of NF; and NF, can be written:
Rvrr=1-Fnre=21-(1-[Rvimi* Rnrviz * Runre * Rutink] ) * (1 - [Rvim2 * Rnrviz * Runes * Rutinkd)
Rvrz=1-Fyrz=1-(1-[Rvimi* Rvevin * Runrz * Rutink] ) * (1 - [Rvimz * Rnrviz* Runkz * Rutink ] )
Then:
Rvs={ 1-(1-[Rvime* Rnrviz* Runre * Rutink] ) * (1-[Rvim2* Rnrviz* Runkr * Ruink] ) } *
{1-(1-[Rvimi* Rnpviz* Rynrz * Rutink] ) * (1-[Rvimz* Rneviz* Runez * Ruink] ) 1 * Ruink * Ruink
(7.18)
This formula becomes as follows if migration isinvolved:
Rns={ 1-(1-[Rvimi* Rneviz * Runri * Rutink * Runem] ) * (1 - [Rvimz * Rneviz * Rune1 * Rutink * Runem ] ) 1 *

{1-(1-[Rvims* Rnrviz* Runk2 * Rutink * Runem] ) * (1 - [Rvim2 * Rnrviz * Runrz * Rutink * Runem ] ) } * Ruink *
RvLink

(7.19)
e  When scaling out is needed (migration involved, or not):
Rns={ 1-(1-[Rvimi* Rnrviz* Runee * Rutink * Runem] ) * (1- [Rvimz* Rapviz * Runee * Rutink * Runem ] ) }*

{1-(1-[Rvimi* Rnrviz * Runrar * Runrze * Rutink * Rynem] ) * (1 - [Rvimz * Rnrviz * Runrar * Runrea2 * Rutink *
Rvnem ] ) }* Ruink * RuLink (7.20)
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Aswell asindicated in the previous case, a solution to combine (7.18), (7.19) and (7.20) is:
Rns=min{ (7.18), (7.19), (7.20) } (7.22)
NOTE: Scaling out within a VNF can be treated the way equation (7.16) was established.

The availability can also be determined by A = — 2" with R(t) =e~t/MTEF | Asthis example deals with
MTBF+MTTR

redundancy, the formula to be used for multiple componentsin parallel isgivenin clause 5.2.2, i.e. the avail ability
related to (7.17) is:

Ans = Anr * Anr2 * Avink * AvLink (7.22)
with:
Anrr=1-([1-Avimi* Anrvin* Auner * Avtink ] * [ 1- Avimz * Aneviz * Avner * Avtink ] )
Anr2=1-([1-Avimi* Anrvin* Aunez * Avtink] * [ 1- Avimz * Aneviz * Aunez * Avtink ] )

Standardized, objective and quantitative NFV service quality metrics are akey input into modelling both service
reliability as well as service availability. Metrics such as premature VM release ratio and VM stall are possible inputs to
the contributions of the NFV infrastructure to VNF service quality performance. Individual telecom providers and their
supplierswill likely have proprietary reliability and availability modelling techniques that are used to produce useful
estimates of the end user service qualities delivered by their offerings. However, it isimportant that the models are
generated using consistent definitions of the inputs and outputs measurements to assure that standard parameter
estimates and predictions are used as modelling inputs, and later those predictions can be validated and calibrated
against actual performance to continuously refine those values. Standardization of important objective and quantitative
quality metrics will continue to be worked by standards development organizations such as TM Forum, QUEST Forum,
NIST and ETSI NFV.

7.2.4 Reliability and availability owing to the protection schemes

As shown in clause 6.1, failure detection and remediation/recovery procedures are required in order to achieve high
reliability and availability. This clause describes the dependency of the elements in terms of reliability and availability
during the lifecycle of NFV environments.

Figure 66 and Figure 67 show the investigation of (a) the situation after a hardware failure occurs at a server on which
active VNF resides, and (b) the change of traffic processing capacity to handle service requests after a failure occurs for
Active-Standby and Active-Active configurations, respectively. In both cases, it is assumed that after the detection of a
failure, the traffic destined to the failed VNF goes to the other active VNF at t11 thanks to, e.g. aswitch or aload
balancer, etc. placed in front of the system.
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occurs (Active-Standby configuration).

Figure 66: Investigation on Active-Standby protection scheme after a hardware failure occurs
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(b) An example of traffic processing capacity change for providing service in remediation/recovery after afailure
occurs (Active-Active configuration).

Figure 67: Investigation on Active-Active protection scheme after failure occurs

Note that in the Active-Active case of Figure 67, it is assumed that the traffic is distributed evenly among the two active
VNF instances, each of which handles, at most, the half of its traffic processing capacity, i.e. total amount of the traffic
does not exceed the traffic processing capacity of asingle VNF instance. When both VNFs handle more than 50 % of
their traffic processing capacity before t1, some traffic will be dropped after t1; since only one active VNF handles the
traffic imposed on the system.
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In these figures, the time between t; and t1; depends on the failure detection and fault isolation mechanisms. Failures
can be detected by the NFV elements, such as VNF, NFVI and NFV-MANO though the detectabl e failures may vary,
but all of those elements should be available to detect the failure. In other words, the detection mechanism should be
prepared in VNF, NFVI and NFV-MANO since the availability of fault detection mechanism depends on the
availability of these functions. It is aso better to shorten the detection time to reduce the time for service outage or
service capacity degradation. To shorten the detection time usually consumes computing resources. To avoid complete
service outage or to decrease the degradation level of service capacity, load balancing configuration may be effective
since the fraction affected by the failure of asingle VNF decreases.

NFV-MANO directs the network traffic so that it does not go to the failed VNF, thus justifying the need of a highly
reliable NFV-MANO. Some mechanisms can be implemented to steer traffic from the failed VNF to active VNF(s)
autonomously, for example, with the help of aload balancer.

The remediation phase, which spans from ti; to tay, lasts until NFV-MANO prepares anew VNF and reconfigures the
system putting it back in the initial configuration, except for the resource pool. Though the service is properly provided
in this phase, the availahility of the system islower than that in the initial configuration, and a new standby, or a
redundant, VNF is expected to be prepared rapidly. Since it takes some time to initiate a new VNF to restore the system
to theinitia state, it is better to prepare some redundant VNFs (e.g. VMs) and to implement a mechanism that enables
the system to incorporate the redundant VNFs autonomously for reducing the time between t11 and ti2.

7.2.5 Reliability and availability during load fluctuation

Inthe VNF lifecycle, traffic load varies statistically in normal situation. The average |oad increases according to the
number of the users who enjoy the service or to the frequency of the service requests per user. Traditionally, service
providers/operators may predict the tendency on the number of service requests and prepare resources for the servicein
ahead.

For example, the number of the service requests handled properly within a unit time isideally the same as that of the
service reguests loaded into the system if the number of requestsis under the threshold of congestion control as shown
in Figure 68 (a). However, when the number of requests exceeds this threshold, the system will drop/reject a certain
amount of events because of the congestion control mechanism's limits, in order to keep the system under control,
which means that the availability falls down within this area.

Figure 68 (b) represents the probability density function, Pr(n), that the number of service requests applied to the
system within a unit time is n. When the number of requests per unit of timeislarge enough, it is normally-distributed
(Gaussian curve). Since the integral of Pr(n) from the threshold to infinite, where congestion control is activated,
represents the probability that the system isin the overload condition, this probability means the probability that the
system cannot handle all the requests and is thus not fully available. When estimating availability, this part has to be
taken into consideration.

In NFV systems, scaling-out (or scaling-up) is relatively easy and rapidly realized thanks to the virtualisation techniques
and the NFV-MANO functionalities compared to the traditional PNFs, where scaling out or scaling up requires time for
purchase and delivery of new hardware.
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Z

The number of
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the system

Normal condition .
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(@) Number of requests properly processed
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(b) The probability density function for the number of requests loaded into the system

Figure 68: Number of requests properly processed and probability density function
for the number of requests loaded into the deployed NF

Since scaling-up and scaling-out need NFV-MANO functionalities, availability of the system depends on that of
NFV-MANO in this situation. However, NFV-MANO can deploy a new scaled-up VNF or anew VNF rapidly when an
integral of the probability that requests cannot handled properly exceeds a certain value. Therefore, this probability can
be neglected for the availability calculation if the resource poal is large enough and the NFV-MANO is reliable enough.
It implies that the planning process for investment of NFs becomes easier than in traditional environment.

Note that the scaling-out may be better to increase availability, since, as shown in clause 6.2.3, scaling-up procedures
might need switchover, which may cause the degradation of service during the procedure.

8 Reliability issues during NFV software upgrade and
improvement mechanisms

8.1 Service availability recommendations for software upgrade
in NFV

In an NFV environment, there are many software components, e.g. service software, middleware, guest operation
system (0S), virtualisation or hypervisor software, firmware, device drivers and software of networking components for
virtual links. Since the software will evolve over time, each of those components will require to be updated or upgraded
in order to fix bugs and/or to add new features. Telco services have very strict requirements on the service availability
and service continuity from the end users' point of view. It is expected that when the network functions need to be
upgraded, the network service should still operate and provide communication services without any disruption detected
by end users. However, the data structure of new software versions might not be compatible with the one of old
software versions. This means that while new and old software versions could be running at the same time (but not in
the working mode simultaneously), however they might not be able to provide the service at the same time because of
the inter-operability issue between two versions. In addition, since network traffic is typically connection oriented and
stateful, the state information (e.g. context information) has to be preserved during an upgrade in order to avoid
disrupting existing connections, which might cause service interruption to the end users. If the data formats used by the
old and new software are incompatible, data conversion from the old to the new format has to be performed to keep the
service continuity. However, data conversion tends to be tedious and requires an exact knowledge of the differences
between the two software versions and the conversion process is known to be error-prone. The conversion of stateful
data with high dynamics could result in some unintended service disruptions.

Recommendation 1: Software upgrade operations should not cause the decrease of service availability and the
interruption of network service (i.e. the disruption of ongoing connections and sessions).
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Recommendation 2: The software upgrade will need to update network service and/or VNFFG. Such an update
operation should not cause the interruption of network service (i.e. the disruption of on-going connections and sessions).

In an NFV environment, the different layers are decoupled from each other. The upgrade of the software of each layer
should be able to be done separately without impacting service availability and service continuity.

Recommendation 3: The VNF software, and the infrastructure software modules (e.g. virtualisation layer or
hypervisor, virtual switches, firmware software, etc.) should be upgraded separately without causing the decrease of
service availability and the interruption of network service (i.e. the disruption of ongoing connections and sessions).

In an NFV environment, since elastic resources are available for the software upgrade process, the traditional software
upgrade methods (e.g. rolling upgrade with data conversion) seems not to be very efficient to use the cloud technology.
The data conversion process has been shown to be error-prone resulting in severe service outages. Outage resulting
from software upgrade in current systems is a well-known issue for network operators. According to CRN [i.3] and
[i.4], 30 % of the 10 biggest cloud outages in both 2013 and 2014 are reported to be caused by upgrade, although the
main cause of the outagesis not given in detail. One problem of the traditional rolling upgrade method is that the new
software version and its corresponding network configuration have not been verified using real traffic before switching
the users' traffic from the old software version to the new one.

Recommendation 4: The software should be upgraded in a scalable way, e.g. upgrading a fraction of the whole
capacity, a certain service type or acertain user group, with the constraint of preserving the service availability and
service continuity.

Recommendation 5: The upgraded software with its corresponding configurations should be verified with real service
traffic while the existing network service traffic is processing normally.

According to NFV prerequisite[i.2], afailure at the NFV-MANO system should not affect any existing VNF instances.
The upgrade of NFV-MANO software should not affect the service availability and continuity of the provided network
service.

Recommendation 6: The upgrade of the NFV-MANO software, and an operation in NFV-MANO for supporting
software upgrade as well, should not have any impact on the availability and continuity of existing network services.

8.2 Implementation of NFV software upgrade and service
availability

8.2.1 VNF software upgrade

8.2.1.1 Software upgrade of traditional network functions

During the software development cycle the new software version might not be compatible with the old one. The
backward incompatibility might result that the new and old software versions cannot run at the same time. |ncompatible
software versions in the upgrade network function might not behave as intended to communicate with other endpoints.
In addition, existing traffic processing in a network function, e.g. GTP protocol processing according to specifications
of 3GPP, needs to follow the affinity preferences. The switching of network function used for traffic processing might
cause significant end-to-end signalling surge related to the change of the network function address. Thus, the state
information (e.g. context information) need to be preserved during an upgrade in order to avoid disrupting existing
connections which might cause service interruption to the end users.

In the case of mobile network systems, typically, the following three issues should be considered by software upgrade
for maintaining service availability and service continuity:

. User attachment affinity: User attachment is almost along term process as the power-off of mobile phonesis
very rare. When a user is attached to the network, the requested service might be assigned to a network
function for providing the service. The migration to another network function for service is normally end-user
initiated (e.g. power off, hand-over). A big volume of migrations might cause significant end-to-end signalling
traffic surge.

o  Traffic flow affinity: Traffic istypically stateful and the user traffic flow needs to be processed where the
stateful datais stored.

. Control traffic and user traffic: The service needsto be supported by both the control traffic session and the
user traffic session.
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For traditional network functions of Telco systems, there have been attempts to resolve the problems of upgrading
incompatible software between old and new software versions with minimum or no service disruption. Figure 69 shows
the main steps of one example of software upgrade solutions. The first step of the software upgrade procedure is to split
the system into two sides. All traffic will be processed in only one of the two sides and all remaining traffic on the other
side will be migrated to the side. The new software version will be upgraded on the side that is no longer processing
traffic. Since the traffic migration is done inside the same version, there is no version compatibility issue. The second
step of the software upgrade procedure is to isolate the side to be upgraded and proceed with the software upgrade
operation. After software is upgraded, the common data (e.g. configuration, networking parameters) needs to be
converted and configured in the new software before moving on to the next step. The third step of the software upgrade
procedure isto convert the user related stateful data from the format of the old version software into that of the new
version software and to transfer the converted data to the new version software. After the data transfer, a switchover is
done from the side running the old version to the side running the new version. The fourth step of the software upgrade
procedure isto update the software on the remaining side with the old software version. This fourth step is quite similar
to step 2. Thefinal step (not shown in Figure 69) of software upgrade procedure is to merge the two subsystems into
A\ 4
B >| Appllcatlon I | Appllcanon |<
Figure 69: Main steps of software upgrade procedures (without redundancy)

one system and the final result is similar to step 2 in Figure 69, except that the network function has been upgraded to
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If the system has 2N redundancy for every service component, the standby part is updated first, followed by the update
of the active part. The update procedure is quite similar to that of step 2 and step 3 in the previous (i.e. without
redundancy) example.

The crucial operation of the software upgrade procedure in traditional systems is the data conversion and the
switch-over between the two subsystemsin step 3. Such a high volume of dynamical data conversion tendsto be
tedious and requires an exact description of the differences between the software versions. The conversion processis
also known to be error-prone. For example, the high volume of dynamic data which needs to be converted in atypical
network function islikely to bring practical difficulty practically and might result in some unintended service
disruptions or outage.

In addition, each component of the system might not be always implemented with 2N redundancy, thus the serving
capacity during the upgrade might be reduced to roughly half. If the system is operated with 2N redundancy, the system
reliability will be decreased during the time of software upgrade because of the absence of failure protection. Such
drawbacks will limit the flexibility of scheduling of software upgrade, so that an upgrade needs to be carried out only at
off-peak periodsto avoid overloading the system and to decrease the time for the data conversion process.
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Furthermore, if the new version of software does not work properly after the switchover action in step 3, the failure
recovery action isto roll back to the old software version and restart the system, which will in turn cause service
interruption during the restarting period. Scheduling of software upgrade at night time could reduce the outage impact.
Outages resulting from software upgrade, either in traditional systems or in cloud environments, always contribute to a
big fraction of al system outages[i.3] and [i.4].

8.2.1.2 VNF software upgrade in an NFV environment

The software upgrade of IT cloudsistypically using the "shutting down-upgrade" solution which is not preferred in an
NFV environment. Indeed, in such environment, the challenges of VNF software upgrade are the same asthose in
traditional systems; however, elastic resources are available for providing new opportunities for the software upgrade
process. The traditional software upgrade method of rolling upgrade could be improved with this new technology. With
elastic resources, the VNF software upgrade could be done in a scalable way, e.g. upgrading a fraction of the whole
capacity, a certain service type or acertain user group, with the constraint of preserving the service availability and
service continuity. Thus the outages from VNF software upgrade can be reduced. For such an objective, the following
principles should be followed by VNF software upgrade in an NFV environment:

1) Ongoing services/sessions/bearers are not disrupted and the new service access requests will always be served
during software upgrade. The full capacity should be served and the system high availability should not be
compromised during the upgrade.

2)  Software upgrade can be done at any time during the day.

3) The verification of the new software version and the new configuration should be carried out with real traffic,
while the old software version is still serving traffic with full capacity at the start of upgrade.

4)  Software upgrade can be done in a scalable way, e.g. upgrade a fraction of the whole capacity, a certain service
type or a certain user group, with the constraint of preserving the service availability and service continuity.

5)  Therollback process can alow for afast recovery without causing outage in the event of failure in the new
software version and/or new configuration.
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The following high level procedure (

Figure 70) for software upgrade could be considered in the implementation of VNF software upgrade:
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. In the first step, one or more instances of the old software version implementing the network function are
providing services, while one or more instances of the new software version with limited capacity are
instantiated for preparing to support the service.

. In the second step, some new service requests are routed to the new software version, while the existing
service is still being supported by the old software version. Thus, the new version of software or new
configuration could be verified with real traffic. User and traffic affinity should be taken into account when
transferring the new service requests to the new software version. Some service requests might need to be
decoded at the service layer protocol layer.

o In the third step, the serving capacity of the new software version isincreased, e.g. by routing more service
reguests to the new software. Adding additional capacity or more instances in that part of the new software
version with scaling up/out procedure might be needed. Asthe serving capacity of the old software versionis
decreased because of less new service requests and some users getting into idle, scaling in/down is executed to
remove instances or decreasing capacity in the old software part. The serving capacity of the old software
version could be successively decreased, while the serving capacity of the new software could be successively
increased, until the fourth step.

. In the fourth step, when thereis no, or very little, traffic left in the old software version instance(s), the service
isfully switched into the new version of software system.
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Figure 70: High level view of VNF software upgrade procedure

The similar principle has been applied in dynamic scaling with migration avoidance ETSI GS NFV-REL 002 [i.8]. Note
that when moving from the third step to the fourth step, the (successive) reduction of instances/capacity running in the
old software version might involve the migration of some users from the old software version instances to the new
software version instances continually so that the old software instances can be removed. It could be possible to transfer
the users' registration information without having any data conversion with service protocols, e.g. detaching and re-
attaching or re-registration. Since there are multiple protocol layersin the Telco traffic, the routing of new service
requests to the new software version in steps 2 and 3 will need the presence of atraffic decider (Figure 71) and some
rules (e.g. upgrade for afraction of the whole capacity, a certain service type or a certain user group, €tc.) are needed in
the traffic decider for controlling the upgrade procedure.
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Figure 71: A diagram of traffic routing during software upgrade

The instances of the old software version and the new software version could be VNF instances or VNFC instances
depending on the implementation. Since the software upgrade for a VNF should be seamless to other components of a
NS chain, the traffic has to be delivered to the old version instance(s) in which the traffic decider islocated. Indeed, e.g.
for rollback option, this solution is more resilient than the one where the traffic decider residesin the new version
instance(s). The third option of having the traffic decider outside the instance(s) is discussed in the clause concerning
"software upgrade method using migration avoidance". For some Telco services, the control traffic normally initiates
and controls the user plane traffic. Routing new service requests of control traffic to the instances of the new software
version could indicate that the user traffic of the new established services will be processed in the instances of the new
software version.

8.2.1.3 Software upgrade method using migration avoidance
The lifecycle of VNF software is expected to include:

. Updates: minor fixesin existing software such as correction of newly discovered "bugs'. Thisresultsin a
"point" update - for example, version X.0 is updated with version X.1.

. Upgrades: major revision of existing software such as new version of an operating system. Thisresultsin a
"number" change - for example, version 0.x is upgraded to version 1.0.

The migration avoidance method defined in ETSI GS NFV-REL 002 [i.8] can be adapted for software
updates/upgrades. The original intent of this method was to dynamically scale-out the number of VNFs under
conditions of increased traffic load where utilization levels of existing VNFs became too high. Under such conditions,
the migration avoidance method instantiates new VNFsin order to manage the increase in traffic processing in an
acceptable manner.

Migration avoidance can be adapted for the VNF update/upgrade process. The architecture used for the update/upgrade
processisdescribed in ETSI GS NFV-REL 002 [i.8] -Figure 72. This architecture isillustrative - any other architecture
can be considered for this purpose. It comprises the following components:

1) Servers(Sland S2in Figure 72) over which VNFs are instantiated - VNF updates/upgrades are instantiated by
replacing existing ones over these servers. In Figure 72, VNF A on server Sl is replaced with an
update/upgrade instance A" which isinstantiated on server S2.

2)  Software switches are run on each server; the VNFs are run over these switches.

3) A hardware switch connects the servers together and it directs flows to the servers based on which VNF the
flows need to be processed by.

4)  Anexternal controller coordinates and manages the entire process.
The following assumptions apply for this process:

1) Thenew VNF software update/upgrade is backward compatible with the existing VNF.
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The update/upgrade process is carried out during a period where incoming traffic loads are not at peak values.
This permits some testing of the newly instantiated updated/upgraded VNF - if errors are observed with this
VNF, it can be removed and traffic processing can continue with the old VNF.

The updated/upgraded VVNF version can be tested for satisfactory performance using the range concept
introduced for migration avoidance in ETSI GS NFV-REL 002 [i.8]. The assumptions for this concept can be
adapted for VNF updates/upgrades as follows:

a)

b)

Each traffic flow can be mapped into aflow ID (e.g. via a hash function applied to relevant header
fields) in aspecified interval R.

The existing VNF and the update/upgrade V NF instance are associated with one or more sub-intervals
(or range) within R. A range is described as a subset of the original interval R; note that ranges are
non-overlapping.

The hardware switch can compute the flow 1D and determine which range within R it belongsto using
amanageable set of rules.

The software switch on each server tracks the active flows that a VNF instance on that server handles.
The notation Fqd(A) is used to refer to the set of flows handled by the existing VNF instance A prior to
the instantiation of the update/upgrade A'.

The existing VNF instance A will have arange filter installed in the server's software switch or in the
hardware switch. When updating/upgrading a VNF instance A with A', the range previously associated
with A is partitioned between A and A'. This partitioning allows a subset of new traffic flows to be
tested over the newly instantiated VNF update/upgrade A', while allowing the remaining flows to
continue over the existing VNF A. Thistest period can be run until the performance of A' is confirmed
as satisfactory; after that, all new flows can be directed over the update/upgrade VNF A' and the
existing VNF instance A can be removed once al existing flows over A have completed. For example,
if the original range for Ais[X, Y], then the partitioning into two new ranges is done without overlap,
such as:

- Range for A prior to split: [X,Y]

- Range for A after split: [X, M) - this notation indicates that time instance M is not part
of the range for A
- Range for A' after split: [M, Y] - this notation indicates that time instance M is part of
therange for A
D O -
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Figure 72: Migration avoidance process for VNF update/upgrade

A step-by-step process for the update/upgrade is as follows:

1)
2)

3)

The controller receives external notification that VNF A needs to be replaced with an update or upgrade.

The controller determines where the update/upgrade VNF instance should be placed. In the examplein
Figure 72, the controller chooses server S2.

The controller instantiates the update/upgrade VNF instance A" at server S2.
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4)  Asintroduced above, [X,Y] denotes the range for A prior to the update/upgrade and [ X,M) and [M,Y] the
rangesfor A and A' after the update/upgrade; similarly, Fod(A) denotes the flows that were active at A prior to
the update/upgrade. The controller's next step is to configure the software switch at S1 to send packets from
new flowsthat fal in the range [M,Y] to the server S2 while continuing to send packets from flows in Fod(A)
and new flows that fall in the range [X,M) to VNF instance A at S1.

5) Asflowsin Fqg(A) gradually terminate, their corresponding rules are removed from the software switch at S1.
Once the number of active flowsin Fqq(A) that belong to the range [M,Y] drops below a configured threshold
value T, the controller is notified.

6) The controller now configures the hardware switch to achieve the following:

a) Packetsfrom active flowsin Fqg(A) that fall in the range [M,Y] are sent to S1 (as per the above,
there will be fewer than T of these).

b) Packetsfrom flowsthat fall in the range [X,M) are sent to S1.
c) Packetsfrom flows not in Fqq4(A) that fall in the range [M,Y] are sent to S2.

d) Thevalueof M can be selected to permit representative testing of flow processing on the
update/upgrade VNF A'. For example, range values of [X,M) =[0,80) and [M,Y] =[80,100] allows
for 20 % of new flows to be processed at A', while the mgjority of new flows (80 %) continue to be
processed at A. Onceit is determined that A’ processing is satisfactory, the range values can be
adjusted by setting the value of M to X at some designated time value T' with the following
implications:

L] All existing flows at A at time T" will continue to be processed by A until they terminate.
= All newflowsarriving after time T' will be directed to A".
L] Once dl existing flows at A terminate, VNF A can be removed.

To accomplish this final action, steps4 - 6 from the process above are thus repeated by setting the value of M to X at
time T resulting in:

o Rangefor A'attimeT: [X, Y]

It isunderstood that state related to a potentially large number of flows (e.g. PDP contexts) might need to be migrated
over to the updated VNF resulting in a potential burst of signalling traffic in the network. Methods for minimizing such
situations are for further study.

8.2.2 NFVI software upgrade

In cases in which the hardware abstraction layer isimplemented by both the hypervisor and the guest OS, the guest OS
might have a dependency on the hypervisor or hardware ETSI GS NFV-INF 003 [i.31]. In an NFVI environment, there
are software components such as the host and guest operation system (OS) including their drivers, virtualisation layer
(including the hypervisor), hardware related firmware and device drivers, networking components for virtual links and
software for virtual storage, etc. Each of those components will need to be updated or upgraded to fix bugs and/or to
add new features. The recommendations (see clause 8.1) for the software update process from the service availability
and continuity's point of view are also applicable to NFVI software upgrade. The generic principles of NFVI software
upgrade will be discussed in the following scenarios.

Scenario 1: Upgrade software of firmware and/or device driver of NFVI hardware (including the whole physical
hardware)

This scenario deals with the upgrade of the server hardware-related software components or the hardware itsel f

(Figure 73). The upgrade could be done by using the "live migration" of VMs to maintain the service availability and
service continuity. For example, the VIM creates the same type of VMs (the same VM configuration and supporting
files) in those servers for which the hardware has been upgraded (considering that the virtualisation layer software of
those serversis compatible). Then "live migration” can be done between those VMs sequentially. It should be noted that
the successful "VM live migration" is only done between VMs with compatible hardware, e.g. with compatible CPU
model, communication bus and devices. The "live migration” for aVVM configuration with hypervisor pass-through, e.g.
VM directly connected with SR-IOV devices, is aquite challenging operation and might require PCI to be unplugged
and re-plugged. Since the same network connectivity logic (e.g. |P address) should be maintained for those migrated
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VMs to ensure service continuity, the upgrade might require the migrated VM s to be instantiated in the same sub-
network.

Live migration
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Figure 73: Diagram of main software components in physical servers

Scenario 2: Upgrade of guest OS

The guest OS may be installed separately from the virtualisation layer although there may be some dependency between
them. The VNF software might also have some dependency on the guest OS. Any dependencies will have to be
managed. The update or patching (minor release) of the guest OS could be done without impact on the service
continuity; however, a subsequent VM restart is normally needed even with backward compatibility support in the new
version of the guest OS. The upgrade of the guest OS may, or may hot, require a corresponding VNF software upgrade.
If the guest OS upgrade does not require a corresponding V NF software upgrade and there is backward compatibility
supported by the guest OS. VM live migration could be applied. Scenario 3 is required for incompatible guest OS
upgrade in order to keep service continuity. If the VNF software is required for the guest OS upgrade, the methods
presented in clause 8.2.1 could be used for updating VNF software and the guest OS software simultaneously.

Both the bare-metal virtualisation layer and the hosted virtualisation layer have very high dependency on the host OS. It
might be possible to patch the host OS without impact on the service of the virtualisation layer; however, the upgrade of
host OS will have an impact on the virtualisation layer. For simplification, the host OS should be maintained together
with the virtualisation layer as discussed in scenario 3 and its upgrade will not be considered as a separate scenario.

Scenario 3: Upgrade of virtualisation layer

In this scenario, the host OSis considered to be delivered and maintained together with the virtualisation layer software.
The upgrade of the virtualisation software needs to consider cases of the software with and without backward
compatibility. The backward compatible virtualisation layer software assumes that both the virtualisation layer and host
OS software support the backward compatibility. If the virtualisation layer software is backward compatible, the "VM
live migration" described in scenario 1 could be applied to the software update procedure. The incompatibility of the
virtualisation layer software mainly arises due to the difference in the type of virtualisation layer and/or host OS. There
are many kinds of software available for VM image conversion in order to instantiate the same type of VM in the new
virtualisation environment; however, the VM image conversion can be used only for "cold VM migration” which is not
suitable for the software upgrade of carrier grade service and could cause service discontinuity and service
unavailability. Currently, thereisno "VM live migration" solution in the cases of virtualisation layer software
incompatibility. In order to maintain the service availability and continuity, "service migration” might require service
data synchronization between VNFs on old and new releases. The corresponding signalling for service data
synchronization at the NFVI management plane is needed for orchestration. Another alternative discussed in

clause 8.2.1 could be applied for "service migration" to support the upgrade of incompatible virtualisation layer
software. New instances are instantiated for the new release to support new traffic while the old release instances are
still carrying old traffic, and a slow migration of traffic to the new release instances is launched. More detail is provided
inclause 8.2.1.
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8.3 Summary for software upgrade in NFV

The software upgrade recommendations for service availability and continuity in the NFV environment have been
highlighted in this clause. According to available network outage statistical reports, the software or network upgrade is
one of the main causes of outage. The traditional software upgrade method of rolling upgrade with data conversion
seems not to be very efficient to prevent the outage caused by software upgrade. In this clause, the software upgrade
methods based on simultaneously instantiating instances of old and new releases for the same network service and
smoothly transitioning or migrating of services from the old release into new release have been proposed to VNF
software upgrade. A few scenarios of NFV I software upgrade have been analysed and the corresponding high level
principles for software upgrade have been presented. With those proposed methods or principles, the outage resulting
from software upgrade could be minimized and the service availability and continuity could be maintained. However,
some issues of NFV software upgrade have not been studied such as:

1) Theupgrade of NFV-MANO software has not been investigated. The availability and reliability of NFV-
MANO are quite important to maintain the service availability and service continuity.

2)  Eventhough some methods or principles have been proposed for VNF and NFVI software upgrade, however,
the software upgrade orchestration procedures and messaging flows have not been specified yet.

Further studies for those issues are needed.

9 E2E operation and management of service
availability and reliability

9.1 Service flows in a network service

According to ETSI GS NFV 002 [i.1], "an end-to-end network service (e.g. mobile voice/data, Internet access, virtual
private network) can be described by a NF Forwarding Graph of interconnected Network Functions (NFs) and end
points'. Such network functions might be virtualised network functions (VNFs) or physical network functions (PNFs).
Since resource management of PNFsis not in the scope of NFV, this clause only considers NFV environments in which
al NFs of an end-to-end network service are virtualised (Figure 74). The network service chaining in NFV isthe
instantiation of a Network Service (NS) through a VNF Forwarding Graph (VNFFG) which includes the instantiation of
VNFs and the creation of virtual links (VLs) for network connections between VNFs. The description of network
forwarding path (NFP) and VLsis used to specify the service requirements for steering traffic through VNFFGs. One
network service chaining could support one or multiple service flows specified with service parameters such as QoS,
co-location, physical separation, regulation constraints, service reliability and availability, security, etc.

End-to- End Service

Network Service

brk Service
haining

. Infrastructure (NFF
Physical Link Logical Link f Virtualisation @ Compute/Storage@ Network or

VNFFG: VNF1-VNF2-VNF4-VNF5 5

Figure 74: A network service chaining on VNFFG
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Insider aVNF, the internal service graph consists of afew entities, e.g. resource entities (such as virtual containers) and
internal virtua link entities, such as vSwitches, and physical networking components. Each virtual container might
support multiple processes or software components. As an extension of network service chaining into VNF, the internal
service chaining (one or multiple service flows) will therefore be supported by networking, hardware, hypervisor,
virtual machine (VM), and service processes (Figure 75).
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Figure 75: VNF internal service chaining

From the service availability and reliability's point of view, the service resilience requirements of a NS are applicable to
both the external and the internal service chaining.

For traditional networks, service function deployment models are relatively static and are tightly coupled to network
topology and physical resources. The static nature of deployments greatly reduces or limits the ability of a service
provider to introduce new services and/or service functions, since any service deployment change might affect the
reliability and availability of other services. The design of NS availability and reliability is traditionally done hop by
hop and the service of each hop is configured and operated independently. The hardware and software are shipped to a
service provider after reliability and availability deployment has been configured in the equipment. Once their
shipment, the service provider is nearly unable to change the reliability and availability configuration. Thereisno
mechanism available for managing the end-to-end service reliability and availability.

Another limitation of traditional Telco systemsisthat al applications or services are normally designed with the same
level of service availability and reliability without any differentiation. The need for availability and reliability of each
service has not been considered in the implementation. The Web browsing service, for example, could tolerate

30 seconds or more of service interruption without impacting the user experience. However, current systems only
provide one level of resilience, typically with afailure recovery time of afew seconds. Thus, over-provisioned system
resources have been assigned to a service requiring lower levels of service availability and reliability.

One of the NFV key design objectivesis the end-to-end availability of telecommunication services ETS

GS NFV-REL 001 [i.2]. According to deliverables ETSI GS NFV 002 [i.1] and ETSI GSNFV-REL 001 [i.2], NFV
frameworks is such that not all services need to be "built to the peak”, but Service Level Agreements (SLAS) can be
defined and applied according to given resiliency classes.
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9.2 Metadata of service availability and reliability for NFV
descriptors

9.2.1 Introduction

NFV has potential benefits such as reduced Capex, risk reduction, faster time to market, flexibility and optimal resource
utilization, etc. Since Network Service (NS) deployment in NFV environments is more dynamic than in traditional
networks, the flexibility, visibility and automation for deploying NS should be one of the essential properties of an NFV
framework. When new services need to be on-boarded in the existing NFVI network, the network administrator might
need to consider various sets of network configuration policies to be deployed in order to have the corresponding NSD
based on the SLAs required by the customer. If the policy encompasses various parameters such as quality and
performance, utilization, capacity, security, availability, provisioning and customer-specific policies, it would be a very
complex process. The NFV framework should enable SLA parameters to be commissionable as much as possible for
NS deployment from the automation, service assurance and service operation transparency's point of view. For
example, since the service providers understand what kind of service availability and reliability is required for the
deployed services (service types or group), the NFV framework should be able to provide mechanism for deploying
end-to-end service availability and reliability based on the SLA resilience parameters.

A network service isdefined in ETSI GS NFV-MAN 001 [i.5] by descriptors, such as NS Descriptor (NSD), VNFFG
descriptor (VNFFGD), VNF descriptor (VNFD), PNF descriptor (PNFD), VL Descriptor (VLD), etc., while the NFP of
aVNFFGD is used to describe the connection endpoints for VNF Forwarding Graph (VNFFG). The virtual deployment
unit (VDU) of VNFD is used to describe the VNF components (VNFCs). The current NFV framework neither supports
end-to-end management and operation of service availability and reliability, nor provides any mechanism for service
availability and reliability differentiation. NFV descriptors have to be extended to enable end-to-end management of
service availability and reliability with differentiation to services (types or groups) to fulfil the NFV resilience
requirements (ETSI GS NFV 002 [i.1] and ETSI GSNFV-REL 001 [i.2]).

As shown in Figure 74, the main components of aNS include VNFs, virtual links and network forwarding paths. The
service availability and reliability requirements should be included in the NFV descriptors to allow for automatic
deployment, while the relevant defined parameters for those requirements should enable end-to-end service availability
and reliability with service differentiation. To achieve this goal, the following issues have to be considered in the
design:

e  VNFFG comprises various equipment and entities produced by multiple vendors, who have applied different
proprietary solutions.

e A VNF should be supported by multiple vendors' layered software and hardware, i.e. VNF software,
virtualisation layer, hardware, virtual network, etc.

. NFV entities, e.g. NFVO, VNFM, VIM and NFVI, are not able to obtain the service related information. It is
required to have a mechanism for delivering service availability and reliability requirements to those entities
that manage the virtual resources which are provided to aNS.

It would be an advantage to have a mechanism for assigning service availability and reliability metadata which may be
used for instantiating the end-to-end service availability and reliability with service flow differentiation for a network
service. A mechanism for delivering end-to-end service availability and reliability metadata in the traffic datais also
needed. Thus each network function or service function such as VNF and Service Function Forwarding (SFF) entities of
the network may be able to handle traffic with the same predefined policy during anomaly situations, e.g. failure, or
overload.

9.2.2 Metadata of service availability and reliability
Service availability level isthe abstraction of service availability and reliability requirements. Three levels of service
availability (1 to 3) aredefined in ETSI GS NFV-REL 001 [i.2]. Each Service Availahility Level (SAL) defines the
(same) level for the following elements:

. Priority for service access.

. Priority for congestion control.

° Priority for failure recovery.
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. Level of (Service) failure recovery time.
. Level of failure probability.
. Level of failure impact.
For example, service availability level 1 indicates:
. Service access: priority 1 (highest) for service (or virtual resource) access.

. Congestion control: priority 1 (highest) for congestion control (i.e. low probability of being subjected to
congestion control).

. Failure recovery: priority 1 (highest) for failure recovery.

. Failure recovery time: level 1 of service (failure) recovery time.
o Failure probability: level 1 (lowest).

. Failure impact: level 1 (lowest).

ETSI GSNFV-REL 001 [i.2] recommends that the level 1, level 2 and level 3 of failure recovery time are in the range
of 5 - 6 seconds, 10 - 15 seconds and 20 - 25 seconds.

It needs to be aware that one of the SAL elements, the failure impact, is used to describe system availability. For the
deployment of VNFC (within VNF) and NS (e.g. VNFFG and NFP), the failure impact element needs to be considered
in capacity planning (e.g. load sharing), and anti-affinity rules. However, if SAL isused to define individual virtual
resources, the failure impact is not avalid requirement.

From the service availability and reliability's point of view, asingle service flow of a NS has its own availability and
reliability requirements. Since SAL has the measurable elements of availability and reliability, the metadata of service
availability and reliability of a service flow could map into SAL during service commissioning. SAL could be used to
abstract the service availability and reliability requirements of service flows. More specifically, the service availability
level could be used to summarise the resilience requirements of a certain service type (e.g. voice call, gaming, etc.), or
certain user group (e.g. VIP, closed user group, tenant group, etc.) during service commissioning for ssimplifying the
service deployment. By a mapping of the service availability and reliability requirements of a service flow into the
corresponding SAL (by the service provider), while the entities of resources management (i.e. NFVO, VNFM and VIM)
only handle or interpret SAL into requirements for virtual resources, the deployment model of service availability and
reliability should be much simplified.

Whenever avirtual resource (computing, storage and network) needs to be provided for a certain service flow, the
resource orchestrator, e.g. NFVO, could deliver the parameter of SAL to the entities of the virtualised infrastructure
manager (VIM). VIM would assign the resources, based on the capability of hardware and software in the NFVI, which
are potentially able to fulfil the requirements specified in SAL. During runtime, the VIM might need to properly
observe the system for service assurance.

9.2.3 Service availability level in NFV descriptors

Due to the virtualisation, neither NFV-MANO nor NFVI have the knowledge what type of service is running on top of
the infrastructure. The service availability and reliability could not be represented with one or two parameters. In order
to provide service availability and reliability differentiationin NFV, it isrequired that the service availability and
reliability metadata, e.g. service availability level, are represented in some descriptors for providing the requirement to
NFV-MANO and NFVI. With SAL, NFV-MANO has the possibility to acquire the properly resources for a service.

To reach end-to-end service availability and reliability, there is a need to manage and operate service availability and
reliability from the context of "VNF", "virtual link" and " network forwarding path". Service availability level
represented in VNF or VDU, VLD and NFP could be a solution for end-to-end service availability and reliability with
differentiation to service flows.
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SAL inVDU

A VNF might consist of one of more VNFC whose virtual resources are described in the VDU. Service availability
level including the VDU information element could be used to specify service availability and reliability requirements
for the virtual resources requested by a VNFC. Thus, NFVV-MANO is able to derive the service availability and
reliability requirements for the virtualisation containers during network service instantiation. When the NFVO, or the
VNFM, requests the creation of virtual resources for a VNF, it will deliver the SAL parameters in the creation message
tothe VIM. The VIM isthus able to assign the virtual resources (computing, storage and network) which possess
certain service availability and reliability attributions (e.g. hardware and software attributions) to fulfil the service
needs. The VIM might acquire the NFVI to activate some resilience mechanism for fulfilling the service requirements.
For example, aVM failure obviously needs to be recovered. The SAL then provides the abstraction of service
availability and reliability requirements for the failure recovery, e.g. failure recovery time. How the failure is recovered
and how the virtual resources are provided to respect the service availability and reliability attributions are an
implementation issue.

SAL in NFPand VLD

The Network Forwarding Path (NFP) may comprise an ordered list of connection points and rule related information
which may enable the NFVI or network controllers to configure accordingly the forwarding tables. Multiple service
flows of a network service may be handled by the same NFP or VL with VLAN, VXLAN, MPLS; IP, etc. and the
service flows could be identified by the traditional transport layer identifier, e.g. VLAN tag ID, or VXLAN tag ID, or
MPLStag ID, or IP address, while the priority of a service flow may use the Class of Service (CoS), or Qquality of
Service (QoS). However, the CoS or QoS of a service flow is unable to provide information for the failure recovery
because the tolerable time of a service interruption cannot be derived from CoS or QoS.

Currently there is no end-to-end resilience requirements defined in NSDs. Without any service availability and
reliability requirement for the virtual links and network forwarding paths of a VNFFG, the corresponding network
service might not be able to achieve the object of end-to-end service availability and reliability. In current resilience
technologies, the recovery of alink or path failure varies from 40 - 120 seconds (e.g. OSPF) to 50 ms (e.g. MPLS fast
rerouting). The failure recovery for a path or alink needs to be planned during service deployment so that the
infrastructure or network controller can act accordingly in case of failure. NFP and VLD should include the service
availability level in the information element for end-to-end deployment of service availability and reliability. In
addition, a mechanism to deliver the parameter of service availability level in the network traffic might be needed and
how the SAL represented in virtual links depends on the link format. The reuse of CoS or QoSto deliver SAL isa
possible option.

Since there might be multiple service flows transported in the same data path and virtual link, service availability level
in NFP and VLD should include:

. service availability levels of service flowsin NFP or VL;

. policy for identifying service flows (e.g. VLAN tag ID, VXLAN tag ID, MPLStag ID, |P address) and the
corresponding mapping between CoS or QoS and service availability level.

The service availability level including NFP and/or VLD information element is used to provide the service resilience
requirements for each service flow in NFP and/or VL to NFV-MANO, so that the NFVI or the network controller can
handle flow traffic with service differentiation during anomaly situations (e.g. failure, or overload).
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End-to-end operation and management of service
availability and reliability
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Figure 76: Operation and management procedures of service availability and reliability

The service availability level represents an abstraction of service availability and reliability requirements for the
associated virtual resources. The introduction of service availability level in the descriptor for the VDU, NFP and VLD
provides the possibility for end-to-end service availability operation and management with service differentiation by
taking the information into account during deployment. A possible set of procedures for service availability deployment
for aNS are highlighted in the following (Figure 76):

1)

2)

3)

4)

5)

6)

The service provider's administrator commissions each service flow (service type or service group) to acertain
service availability level per requirement.

The administrator selects VNFD for each VNF if the service availability level has been defined in VDUs for
each VNFD according to the service commission in step 1. Otherwise, the OSS needs request the
corresponding VNFD from the operation and management system (e.g. EMS) responsible for each VNF.

When the OSS has received all VNFDs for the VNFsincluded in the VNFFG and the corresponding software
image(s), the administrator commissions the NS by configuring NSD and VNFFGD. The service availability
level(s) of the service flow(s) of a Network Serviceis (are) configured in NFP and/or VLD.

After NSD and other descriptors are configured and other NS operation and management procedures are done,
the OSS delivers the software images and the NFV descriptors (NSD, VNFFGD, NFP, VLD, VNFD, VDU),
which include the SAL parameters, to NFVO. When NFV O obtains those descriptors, it initiates the following
steps for NS instantiation.

The NFV O establishes the virtual resources based on descriptors by requesting the virtual resource creation for
the NS from the VIM. The virtual resource (computing, storage and network) creation requests include the
corresponding service availability level which delivers the abstraction of the service availability and reliability
requirements for the requested virtual resources.

The VIM will assign the virtual resources which have certain service availability and reliability attributes (e.g.
hardware and software resilience related features, set of policies for anomaly handling) according to the
service availability level in the resource assignment requests. The VIM might coordinate with the NFVI and
the network controller for assigning the virtual resource to fulfil the service availability and reliability
requirements quantified by SAL.

When virtual resources have been assigned to a NS, NFV O requests VNFM to instantiate each VNF instance.
Thus, the service flowsin the instantiated NS have been deployed with the commissioned service availability
and reliability support.
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In summary, the service availability level configured in NFV descriptors is based on the service availability
commissioning in aNS. In response to arequest for set up a VNFFG for a network service, the NFVO collects the
service availability level from the descriptors for the VNFFG components - VNFs, NFPs, and VLs - that will comprise
the VNFFG. The NFV descriptor data may be provided directly to the NFV O or collected by request from the NFVO to
the OSS. The service availability level is used to deliver the service availability and reliability requirements for
associated virtual resources and can be included in the NFV O request to VIM to assign and manage the appropriate
resources.

During system runtime, the metrics for the service availability ETSI GS NFV-REL 001 [i.2] and service quality ETSI
GS NFV-INF 010 [i.10] need to be collected and analysed. Fault management, enhanced by fault correlation and root
cause analysis should be included in the NFV system operation and mai ntenance. System statistics and analytics should
be able to collect availahility-related data from each layer of the system architecture and analyse it automatically against
the system availability requirements. A failure prediction and prevention system is needed and some proactive
operations (e.g. scaling, migration, network service adjustment, etc.) might be executed if the service availability and
reliability requirements quantified by SAL are potentially violated. The VIM could control or adjust resource usage
(with predefined policies) according to the service availability level during virtua resource assignment and system
runtime in case of congestion.

The main benefits of such aframework of service availability and reliability are:
. Enabling service providers to operate and manage end-to-end service availability and reliability.

o Enabling service availability and reliability differentiation; The availability and reliability can be configured to
adapt to the need of each service flowsin the NS commissioning and instantiation.

. Providing flexibility and visibility for service availability and reliability management.

. Providing efficiency in virtual and physical resource management.

10 Recommendations/Guidelines

The present document describes some models and methods for estimating the reliability/availability of end-to-end
servicesin an NFV environment. In such an environment, there are several points which need to be considered for the
estimation of reliability and availability compared to traditional networks composed exclusively of PNFs. By
investigating reliability-related topics from the viewpoint of lifecycle management, including fault management, severa
conclusions are derived, though there still remains alot of work that needs to be done to estimate reliability/availability
more precisaly. In this clause, the recommendations derived from the current state of the work are listed below.

o By partitioning the end-to-end network service into several service chains, the reliability and availability of an
end-to-end network service can be estimated as a function of the reliability and availability of each service
chain and the topological connection pattern of the chains. Thisimplies that the investigation of each service
chain produces input for estimating the overall network service reliability and availability.

. AsVNFs can be issued from different vendors, their reliability is best provided by the software vendor to
estimate the resilience of the NS using these VNFs. Some methods for eval uating software reliability are
described in clause 5.3.

. Operational reliability/availability parameters can be measured after the deployment, but input for reliability
estimation is needed before the deployment. Software and infrastructure reliability, as well as investigation of
configurations can be used as input for such estimation.

o For the evaluation of reliability and availability, reliability block diagrams may be useful, when considering
some components and their dependency relationship specific to NFV. Lifecycle operation and fault
management cycle also need to be taken into account.

. In the fault management cycle, NFVI and NFV-MANO play important roles. These roles differ according to
the chosen protection scheme. Besides fault management, scaling and software upgrade procedures are also
closely related to NFV-MANO. To perform these procedures, further development of reliability supporting
mechanismsin NFV-MANO is recommended to improve reliability and availability. Though mechanisms
need to be defined to increase the reliability of NFV-MANO and NFVI, VNFs can have mechanisms by
themselves to increase their reliability/availability.

ETSI



89 ETSI GS NFV-REL 003 V1.1.1 (2016-04)

. The estimated reliability of a network service varies according to the phase of the lifecycle operations. Some
equations for eval uation during each of these operations are listed, though more precise estimation models
throughout the lifecycle operation should be created in further studies.

e  Software upgrade methods for VNFs and NFV| software aiming to increase the overal reliability are
proposed. The principle of the upgrade mechanism is based on a smooth traffic transition from the old version
instance(s) to the new version one(s). Fractions of the whole load are directed to the new version software in
steps. With these methods, the software can be upgraded in a scalable manner and roll-back made easier, while
preserving the service availability and service continuity.

. For networks that provide multiple services, the reliability and availability do not need to be "built to the peak"
for all service flows. A method to realise the differentiation of service availability is presented.

11 Security Considerations

The phases of the lifecycle operations considered in the present document, which principally deals with the estimation
of E2E reliability and availability of network services and the operation of resilient network services, include operation
and management during steady state and software update/upgrade.

During these phases, sources of failures are multiple. They span from intrinsic VNF unreliability to physical
infrastructure breakout, including the virtualisation layer instability. As the faults leading to failures are not explicitly
defined in the present document, e.g. the reliability block diagram approach used to estimate the E2E reliability and
availability of network servicesis agnostic to the source of unreliability of the building blocks it considers, these faults
can originate from accidental causes, as well as from intentional ones.

Nevertheless, as the software (seen from a broad perspective, i.e. it includes the code composing VNFs, as well asthe
oneinside NFVO, VNFM, or VIM) reliability is a main component of the overall E2E reliability and availability of
network services, its modelling, as presented in clause 5.3.3, is generally based on unintentional faults. The treatment of
security-related faults, e.g. trojans leading to software failures, is to be apprehended in further studies.

Furthermore, update/upgrade processes may be jeopardized by attacks, e.g. man-in-the-middle, compromising thus the
E2E robustness targeted in the original design: supplementary work is needed to cover these aspects.

Finally, security threats such as DDoS may impact directly the NFV system availability if countermeasures mechanisms
are non-existent or inefficient. Such considerations also need to be considered in further studies.
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Annex A (informative):
Reliability/availability methods in some ETSI NFV PoCs

A.l Introduction

This annex provides a summary of ETSI NFV PoC related to reliability/availability methods and feedback to the present
document.

A.2 PoC#12 Demonstration of multi-location, scalable,
stateful Virtual Network Function
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Figure A.1: PoC#12 - PoC configuration

PoC Team
NTT

Fujitsu
Alcatel-Lucent
PoC demo

Bankoku Shinryokan Resort MICE Facility VIP room (Okinawa, Japan) - 14 May 2014
ETSI NFV PoC ZONE @ SDN & OpenFlow World Congress, 15-17 October 2014, Dusseldorf, Germany

Overview

This PoC demonstrates the reliability and scaling out/in mechanisms of a stateful VNF that consists of several VNFCs
running on top of multi-location NFVI, utilising purpose-built middieware to synchronize states across all VNFCs. As
an example, a SIP proxy server is chosen as a VNF, which consists of aload balancer and distributed SIP servers with
high-availability middleware as VNFCs.

Note that the high-availability middleware is an implementation example to synchronize states. Moreover, the same
model can be applied to redundancy configurations between VNFs.

Redundancy model

The load balancing method in clause 6.2.3 is applied to a stateful VNF with high-availability middleware in this PoC.
Each VNFC is configured to have correspondent VNFCs that store its backup data, including state information of the
dialoguesin normal conditions on a remote location.
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When a VNFC fails, the correspondent VNFCs utilize their backup information and continue the service. At the same
time, the VNFCs taking over the failed VNFC copy their backup data to other VNFCs, which are assigned as new
backup VNFCs.

Moreover, when the VNFM or EM triggers scale up/down, load balancing will be adjusted among the VNFCs to
include new VNFCs or without terminated VNFCs.

It isimportant to dispatch the requests to VNFCs which have related dialogue in a stateful service. However, the
mechanism for load balancing becomes complex, because the number of VNFCs changesin LCM. In order to redlize
scalability and availability in LCM, there are two load balancing functions in this PoC: one simple load balancer and
multiple advanced load balancers.

L essons lear ned

The continuity and/or reliability required for services may vary depending on the service characteristics (i.e.
application), and some applications provide their own redundancy functions to realize high-availability. In the lifecycle
operation, VNFM and/or EM should work in close cooperation with VNFs such as giving notification of LCM, because
VNFM/EM does not always know how VNFCs are being managed in VNFs.

A.3  PoC#35 Avalilability management with stateful fault
tolerance
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Figure A.2: PoC#35 - PoC configuration
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PoC demo

NFV World Congress, 6-8 May 2015, San Jose, CA, USA
OpenStack summit, 18-22 May 2015, Vancouver, BC, Canada
SDN & OpenFlow World Congress, 12-16 October 2015, Dusseldorf, Germany

Overview

This PoC demonstrated the deployment of a chain of stateful VNFs (and their constituent VNFCs) in three different
resiliency levels, with increasing levels of service availability and service continuity. The availability related
performance indications were qualitatively demonstrated utilizing streaming media test applications through each
different resiliency level in the POC demonstrations. The PoC also quantitatively characterized the key availability
performance metrics for each of the different models. All resiliency support services and mechanismsin this PoC were
implemented as infrastructure services (i.e. as a combination of mechanisms implemented in the compute nodes hosting
the VNFCs, and the management services implemented as part of the associated management layers within the
corresponding NFV-MANO components). The VNF (i.e. application) level availability and resiliency mechanisms were
not shown in this PoC, as the key purpose of the PoC is to demonstrate the feasibility of implementing all associated
mechanisms required as infrastructure services. The partner's VNFs demonstrated were Brocade Vyatta router instances
configured as a stateful firewall and QoS enforcement function, and Aeroflex TeraVM instances for real-time
monitoring of the end-to-end I P packet transfer service related performance metrics. In addition, open source video
servers and other supporting elements were instantiated as required to support the qualitative demo. NFVI consisted of
commodity hardware with Stratus availability services deployed in the compute nodes, while the NFV-MANO
environment consisted of OpenStack enhanced with Stratus resiliency services.

Redundancy and resiliency models

The PoC demonstrated three different configurations of the resiliency mechanisms, in the increasing order of resiliency
asfollows:

. In the general availability mode, no VM instance redundancy, no VM state checkpointing and no automatic
recovery were performed. However, other fault management functions such as detection and cleanup were
performed by the NFV1 and NFV-MANO services.

. In the high availability mode, no VM instance redundancy or VM state checkpointing was performed.
However, fault detection and automatic recovery with re-instantiation is performed by the NFVI and
NFV-MANO services.

. In the fault tolerance mode, each VNF is deployed with redundant VM instances and full-VM state checking
(state pointing), and associated fault management mechanisms from detection to full recovery were
automatically performed by the NFVI and NFV-MANO services, ensuring full VM state protection and fast,
stateful failover without application awareness.

These three modes were selected to represent the baseline OpenStack performance (essentially no resiliency support),
the use of OpenStack exposed services for repair through the re-instantiation under control of the resiliency layer
software (essentially fault manager) utilizing those services in combination with fault event indications from the
underlying NFVI/NFV-MANO services, and the full VM state protection and stateful VM failover as enabled by
combination of node and NFV-MANO level mechanisms. It isimportant to note that many other combinations of
underlying mechanisms are possible, but were not included in the PoC to limit the scope of the effort, as the fault
tolerance mode implicitly demonstrates that all of the mechanismsto fully protect a VM instance against various
failure modes, along with full VM state protection (enabling the associated service availability and service continuity
aspects, respectively) can be implemented as infrastructure services (i.e. through combination of NFVI and
NFV-MANO level mechanisms).

L essonslearned

The PoC#35 report [i.34] includes comprehensive treatment of the objectives, which were all successfully
demonstrated, and associated detailed findings, with many suggestions for the future work required to sufficiently
expose and standardize associated mechanisms and interfaces at various NFVI/NFV-MANO sub-layers and
components to enable the interoperable fault management infrastructure services.

It is expected that new division of work between NFVI and NFV-MANO and VNFs (and constituent VNFCs) dictated
by the NFV cloud architecture, as well as resulting multi-layer fault management will require coordination of
responsibilities and/or timelines to fully cover the whole stack without adverse effects of uncoordinated fault detection
and/or recovery mechanisms.
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Many aspects of the various lifecycle phases associated with state protection and fault management cycle can also only
be performed as infrastructure services, which means that even if the application chooses to take responsibility for
aspects of state protection and recovery mechanismsinternally, it will still need to interface to NFVI/NFV-MANO to
utilize the associated infrastructure services for, e.g. instance placement, fast fault detection, fault
correlation/localization, fault recovery and repair and other processes that are required for complete fault management
solution implementation, particularly for the sufficient coverage of complex NFVI and NFV-MANO and non fail-stop
failure modes.

The readers are encouraged to consult the full PoC#35 [i.34] report for further details.
The key findings of the PoC are as follows (from PoC#35 final report [i.34], section B2.5):

This PoC demonstrates that OpenStack based VIM mechanisms alone are insufficient for supporting the " carrier-grade”
availability objectives. The baseline functionality by itself is only adequate for supporting development scenarios and
non-resilient workloads.

The instance fault detection and associated event delivery mechanisms that are currently native to OpenStack are
themselves too slow to support the fast failure recovery (implicitly, one cannot recover in time less than the detection
time), even if the recovery mechanisms would otherwise be deployed on top of the baseline OpenStack based VIM
installation.

It is not recommended that native OpenStack VIM only mode without additional fault management mechanismsis
utilized for any mission critical applications, where failure induced outage performance is considered to be important.

As per the objectives of this PoC, it was successfully demonstrated that the VM based state replication can be used to
ensure both high service continuity and service accessibility as NFVI and NFV-MANO services, and without the
application awareness.

The implementation of the fault tolerance mode also implicitly demonstrates that all phases of the fault management
cycle (fault detection, fault localization, fault isolation, fault recovery and fault repair) can be provided as infrastructure
services (using a combination of NFVI and NFV-MANO level mechanisms). In addition to the fault management
processes, it was demonstrated that the full VM stateful replication and recovery, which are required to ensure service
continuity, can a so be provided by the infrastructure without any application (i.e. VNF) level support mechanisms.

The service availability for an associated fault tolerance instance pair can be calculated to be over 7-nines, assuming the
generally very conservative (i.e. high) failure frequency of once per year for all causes, and 500 ms maximum outage
time. Due to very rapid repair processes enabled by homogenous resource poolsin cloud (in seconds instead of hours),
the second failure exposure risk can also be effectively minimized, while at the same time relaxing the constraints of
physical repair process times, allowing deferred/batched maintenance processes instead of critical 24x7 maintenance
with tight (e.g. 4 hours) total repair time targets. The recovery and repair times should be both improved over the values
measured in this PoC.
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Annex B (informative):
Service quality metrics

User service qualities across end-to-end service chains fall into four broad categories:

Service outage downtime - The telecom industry's standard objective and quantitative measurement for
service outage downtime (SO) is given in [i.15] and includes prorating of partial capacity and partial
functionality loss of primary functionality. Availability is mathematically defined as uptime divided by the
sum of uptime and downtime.

Servicereliability - This characterizes the probability that a particular service transaction or operation will be
completed with acceptable service quality. Call completion rates, call drop rates, handover success rates and
provisioning fallout rates are examples of service reliability metrics that are often considered within some end-
to-end context.

Service latency - Users experience service transaction latencies such as the interval from pressing "Send" on
their phone until they hear ringback, or the interval from when they press "Play" on their device and when
streaming media begins rendering on their device. Inevitably, each user's service request (e.g. each call setup)
will have adightly different service latency, but across hundreds, thousands, millions or more operations, a
statistical distribution of service latencies will emerge. Thus, service latencies are normally measured via
statistical characteristics, like 90" percentile latency, 99" percentile latency and so on.

Application-specific qualities - such as mean opinion score (MOS) for bearer voice and audio/visual
synchronization (a.k.a., lip sync) for video.

End-to-end user service qualities like service outage downtime, call completion rates and 99" percentile call setup
latency are key quality indicators so they are routinely measured and managed by service providers. Measuring any of
these service qualities requires defining:

one or mor e measur ement point(s), such as the demarks for an "end-to-end" service or for a specific VNF or
PNF instance;

method of measurement detailing exactly how data will be gathered, such as how time stamped event records
or performance measurements will be processed;

counting and exclusion rules, such as only counting data from production (rather than lab) systems.

For example, [i.15] gives counting and exclusion rules, as well as method of measurement, for service outage
downtime. Predictions of end-to-end service outage downtime, reliability, latency or other key quality indicators should
strive to estimate the feasible and likely performance of the target indicator, so that the prediction is very close to the
long term average of measured performance of the deployed service. For instance, the method of section 5.1 Seady
Sate Operation Outage Downtime [i.15] strives to predict the feasible and likely long term service outage downtime of
aparticular end-to-end service delivery chain.
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Annex C (informative):
Accountability-oriented end-to-end modelling

C.1  Steady state operation outage downtime

Service outage downtime of a demarcated service chain in steady state operation primarily comes from the following
causes.

1)  Service outage downtime (e.g. SO [i.15]) for detection and recovery of VNFs and PNFsin the service delivery
chain. The root causes of these steady state failures are likely to be:

a) activation of residual VNF and PNF software defects;

b) random hardware failures or activation of residual infrastructure software defects that produce VM
premature release events ETSI GS NFV-INF 010 [i.10].

2)  Network outage downtime between elements (i.e. VNFs and/or PNFs) within the demarcated service chain, as
well asintra-VNF network outage downtime (e.g. network outage [i.10]).

3) Outage downtime for functional components offered as-a-Service (e.g. Technology Component as-a-Service
Outage [i.10]).

The quality accountability framework ETSI GS NFV-REL 005 [i.14], coupled with service quality metrics[i.10],
enables most availability modelling details to be encapsulated by cloud service providers so that the cloud service
customers can focus on the outage downtime performance of the resources they require, rather than being troubled by
the cloud service provider'simplementation details. For example, cloud service customers can focus on service key
quality indicators of their key suppliers, like the rate of VM premature release events[i.10] or network outage[i.10]
downtime actually delivered by their cloud infrastructure service provider.

C.2 Lifecycle operation

Each configuration change action to a network service, network function or network connection introduces the risk of
producing afault or activating a residual defect which cascades into a user service impacting incident. While
automatically executed lifecycle management actions are not subject to human procedural errors, a portion of those
automatically executed actions will occasionally fail; B.2 Automated Lifecycle Management Action Failures[i.14],
reviews several likely failure modes. [i.16] gives a quality measurement model for automated lifecycle management
actions based on supplier promise times and measurement of on-time delivery (relative to promise times) as well as
service quality of each action. These measurements, together with the NFV Quality Accountability Framework [i.14]
enable cloud service customers to hold appropriate parties accountable for service impact of failed lifecycle
management actions.

C.3 Disaster operation objectives

Physical data centres and networking facilities are vulnerable to a range of force majeure and catastrophic events - like
earthquakes, terrorist acts, fires and emergency power-off actions - that overwhelm high availability mechanisms with
large correlated failures; these incidents can render some, or all, of an NFV data centre temporarily, or permanently,
unavailable. A best practice isto assure business continuity via disaster recovery plans. Such best practice for disaster
recovery planning of IT systemsisto set both recovery time objective (RTO) and recovery point objective (RPO):

1) XX % of service usersimpacted by a disaster event (e.g. data centre outage) should have their service
recovered within Y'Y minutes (RTO requirement).

2)  No persistent application data changes committed more than ZZ minutes before a disaster event (e.g. data
centre outage) should be lost (RPO requirement).

Cloud service customers are responsible for their RTO and RPO requirements, and they will usually cascade budgets
and appropriate requirements to their developers, integrators, VNF suppliers and cloud service providers as part of their
disaster recovery planning.
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Annex D (informative):
Automated diversity

D.1  Randomization approaches

The techniques described below automatically randomize some aspects of a program, thus producing a diversity of
program versions [i.23]. Diversity occurs in memory, in the operating system, in the bytecode or in the source code but,
in all cases, it happens with no human intervention, through random processes.

Static randomization

One can create different versions of the same program, e.g. one can randomize the data structures at the source or at the
binary level. Aninitial work in this domain highlights two families of randomization: randomly adding/deleting non-
functional code and reordering code. Those transformations are described in the context of operating system protection,
and data structure of C code, i.e. re-ordering fields of data structures (struct and class in C/C++ code) and inserting
garbage ones.

I nstruction-set randomization consists of creating a unique mapping between artificial CPU instructions and real ones.
This mapping is encoded in a key which has to be known at runtime to execute the program. Eventually, the instruction
set of a machine can be considered as unique, and it is hard for an attacker ignoring the key to inject executable code.
Instruction-set randomization can be done statically (a variant of the program using a generated instruction set iswritten
somewhere) or dynamically (the artificial instruction set is synthesized at load time). In both cases, instruction-set
randomization creates indeed a diversity of execution which is the essence of the counter-measure against code
injection.

In some execution environments (e.g. x86 CPUs), a"NOP" (no operation) instruction is used for the sake of
optimization, in order to align instructions with respect to some criteria (e.9. memory or cache). By construction, NOP
does nothing and the insertion of any amount of it resultsin a semantically equivalent program. However, it breaks the
predictability of program execution and mitigates to this extent certain exploits.

Dynamic randomization

Randomization points are automatically integrated in the executable program. For instance, a memory allocation
(malloc) primitive with random padding is a randomization point: each execution of malloc yields a different result.
Contrary to static randomization, there is still one single version of the executable program, but their executions are
diverse. Operating system randomization randomize the interface between the operating system and the user space
applications: system call numbers, library entry points (memory addresses) and stack placement. All these techniques
are dynamic, done at runtime using load-time pre-processing and rewriting.

Dynamic randomization can address different types of problems. In particular, it mitigates alarge range of memory
error exploits. This approach is based on three kinds of randomization transformations: randomizing the base addresses
of applications and libraries memory regions, random permutation of the order of variables and routines, and random
introduction of random gaps between objects.

Static randomization creates diverse versions of the same program at compilation time, while dynamic randomization
creates diverse executions of the same program under the same input at runtime, i.e. introduction of randomization
points. In the just-in-time compilation approach, randomization happens directly in the compiler. It is based on two
diversification techniques: insertion of NOP instructions and constant blinding.

In the previous techniques, the support for dynamic randomization is implemented within the execution environment.
On the contrary, self-modifying programs embed their own randomization techniques. Thisis done for sake of security
and is considered one of the strongest obfuscation mechanisms.

Data diversity, used for fault tolerance, represents another family of randomization, enabling the computation of a
program in the presence of failures[i.24]. When afailure occurs, the input data is changed so that the new input does
not result in a failure. The output based on this artificial input, through an inverse transformation, remains acceptablein
the domain under consideration. This technique dynamically diversifies the input data.

Environment diversity refersto techniques that change the environment to overcome failures. For instance, changing the
scheduler, or its parameters, isindeed a change in the environment. Thisislarger in scope than just changing some
process data, such as standard randomization.
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It is noteworthy that diversification technigques can be stacked: as such, one can stack static and dynamic randomization.
In this case, there are diverse versions of the same program which embed randomization points that produce themselves
different executions.

Unsound randomization

Thistechnique is different from traditional randomization ones which are meant to produce programs or executions that
are semantically equivalent to the original program or execution, e.g. recombination of binary object files of commodity
applications. If an application is made of two binary files A and B, it is possible to run the application by artificially
linking aversion of A with adifferent, yet close, version of B. The technique enables to tolerate bugs and even let new
functions emerging but has no guarantee on the behaviour of the recombination.

Software can be mutated and, at the same time, it can preserve a certain level of correctness. Using an analogy from
genomics, the "software mutational robustness' property has a direct relation to diversification: one can mutate the code
in order to get functionally equivalent variants of a program. Doing thisin advanceis called "proactive diversity".

Different transformation strategies were deployed on Java statements to synthesize "sosie” programs. The sosies of a
program P are variants of P, i.e. different source code, which pass the same test suite and that exhibit a form of
computation diversity. The technique synthesizes large quantities of variants, which provide the same functionality as
the original through a different control or data flow, reducing the predictability of the program's computation.

D.2 Integrated approach for diversity

Stacked diversity

Theintuition isthat each kind of artificial diversity has value in one perspective (a specific kind of attack or bug), and
thus, integrating several forms of diversity should increase the global ability of the software system with respect to
security or fault tolerance [i.17].

Multi-level program transformation aims at introducing diversity at multiple levelsin the control flow so asto provide
in-depth obfuscation. This work on program transformation takes place in the context of software architecture for
survivable systems. As an example, the architecture relies on probing mechanisms that integrate two forms of diversity:
in time (the probe algorithms are replaced regularly) and in space (there are different probing algorithms running on the
different nodes of the distributed system).

A technique was developed for address obfuscation in order to thwart code injection attacks. It relies on the
combination of several randomization transformations: randomize base addresses of memory regions to make the
address of objects unpredictable; permute the order of variables in the stack; and introduce random gaps in the memory
layout. Since al these transformations have a random component, they synthesize different outputs on different
machines, thus increasing the diversity of attack surfacesthat are visible to attackers.

A report of the DARPA project Self-Regenerative System summarizes the main features of the Genesis Diversity
Toolkit. Thistool is one of the recent approaches that integrate multiple forms of artificial diversity. Itsgoal isto
generate 100 diverse versions of a program that are functionally equivalent, but for which a maximum of 33 versions
have the same deficiency. The tool supports the injection of 5 forms of diversity:

i)  address space randomization;

ii) stack space randomization;

iii) simple execution randomization;

iv)  strong instruction set randomization;

v) cdling sequence diversity.
Super diversification is proposed as a technique that integrates several forms of diversification to synthesize
individualized versions of the programs. The approach, inspired by compilation super optimization, consistsin selecting
sequences of bytecode and in synthesizing new sequences that are functionally equivalent. Given the very large number

of potential candidate sequences, several strategies are discussed to reduce the search space, including learning
occurrence frequencies of certain sequences.
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Another approach advocates for massive-scale diversity as a new paradigm for software security. The ideais that today
some programs are distributed several million times, and all these software clones run on millions of machines
worldwide. The essential issue isthat, eveniif it takes along time for an attacker to discover away to exploit a
vulnerability, this time is worth spending since the exploit can be reused to attack millions of machines. In a new
envisioned context, each time a binary program is shipped, it is automatically diversified and individualized, to prevent
large-scale reuse of exploits.

Moving Target Defense (MTD) was announced in 2010 as one of the three "game changing” themes to cyber security.
The software component of MTD integrates spatial and temporal software diversity, in order to "limit the exposure of
vulnerabilities and opportunities for attack”. With such a statement, future solutions for MTD will heavily rely on the
integration of various software diversity mechanismsto achieve their objectives.

Multiple forms of diversity and code replacement in a distributed system are proposed in order to protect from remote
man-at-the-end attacks. The diversification transformations used for spatial diversity are adapted from obfuscation
technigues. They combined with temporal diversity (when and how frequently diversity isinjected), which relieson a
diversity scheduler that regularly produces new variants.

A recent proposal uses software diversification in multiple components of Web applications. It combines different
software diversification strategies, from the deployment of different vendor solutions, to fine-grained code
transformations, in order to provide different forms of protection. This form of multi-tier software diversity is akind of
integrated diversity in application-level code.

Controllersof automated diversity

If mixed together and put at a certain scale of automation and size, all kinds of automated diversity need to be
controlled. Indeed, diversity controlled with specific management decisionsis better than naive diversity maximization.
Theidea of N-variant systems consists in automatically generating variants of a given program and then running them
in parallel in order to detect security issues. Thisis different from N-version programming, because the variants are
generated automatically and not written manually. The approach is integrated because it synthesizes variants using two
different techniques. address space partitioning and instruction set tagging. Both techniques are complementary, since
address space partitioning protects against attacks that rely on absolute memory addresses, while instruction set tagging
is effective against the injection of malicious instructions.

A name proposed for this concept is " multi-variant execution environment". It provides support for running multiple
diverse versions of the same program in parallel. These versions are automatically synthesized at compilation time, with
reverse stack execution. The execution differences allow some kind of analysis and reasoning on the program
behaviour. This concept enables to detect malicious code trying to manipulate the stack.

"Collaborative application communities' proposes that the same application (e.g. a Web server) isrun on different
nodes: in presence of bugs (invalid memory accesses), each node tries a different runtime fix alternative. If the fix
proves to be successful, a controller shares it among other nodes. This healing process contains both a diversification
phase (at the level of nodes) and a convergence phase (at the level of the community).
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Annex E (informative):
Software reliability models

E.1  Exponential times between failures modes
Jelinski-M oranda
Thisvery first reliability model [i.22] is based on the following hypotheses:
e  the software contains at to an unknown number of faults N;
e when afailure occurs, its related fault is corrected without introduction of new faults;
e thefailureintensity A:isproportional to the number of residual faults (Figure E.1).
If @ represents the proportionality coefficient, A1 =N ®, A, = (N-1) @, ..., A1 = (N-N) @, ..., An= D, andfort>tn: A
= 0. The replacement of A, by (N-i+1) in the formulas given in the ETBF section of clause 5.3.3 thus provides

estimation of R(t), MTTF and E[T,].

A
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Figure E.1: Jelinski-Moranda failure intensity

Although this pioneering model has been extensively used in the past, it presents some drawbacks:

e thecorrection of the N initial faultsis supposed to leave a perfect software, which is not plausible for a
complex program;

e faults do not have the same occurrence rate - indeed, afault may manifest at each execution, while another
only after amillion executions;

e  asany activated fault is not identified and not perfectly corrected, this model istoo optimistic, i.e. R(t) is over
estimated.

Geometric model

The previous model requires that the faults have the same occurrence rate, i.e. the failure intensity's decrease is the same
after each correction. As faults may encounter different severity levels, e.g. serious faults happening earlier leading to a
drop of A after their correction, software enhancement is much higher at the start of the observation period (i.e. the
corrections impact decreases with time), a solution is to have a geometric, and not arithmetic, decrease of the failure
intensity, i.e. A = ¢ Ai.1 (and not Ai = Ai.1 - ®@). Thereliability growth thusresultsin ¢ < 1, whilec = 1 reflects a
Homogeneous Poisson Process (Ai = A).

Thefailure intensity of this geometric model [i.27] can be written: A; = A ¢" with theinitial failureintensity A = A; and c
representing the correction quality (i.e. asmall value of ¢ corresponds to a good correction, while the correction is
totally inefficient if ¢ = 1). A reduction of the correction efficiency with timeis shown in Figure E.2 with the different
variation steps of A decreasing geometricaly.
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Figure E.2: Failure intensity of the geometric model

The useful formulas thus become: R(t) = exp (-Ac")
MTTF=1/(Ac")

E.2 Non-homogeneous Poisson processes

Power -law process

I ssued from observations of electrical equipment failures[i.18] and [i.20], this NHPP model introduces the following
failure intensity: A(t) = aftP1, with a=scale parameter, and B=degree of the system's degradation or improvement.
Three cases are thus possible (Figure E.3):

. B>1: A(t) increases with time (decrease of reliability);
. <1 : A(t) decreases with time (reliability growth);

e PB=1:A(t) constant (stabilized reliability, i.e. HPP).

0.0 0.2 0.4 08 0.8 1.0
Figure E.3: Failure intensity of the Duane's model
It can beshownthat:  Ry(t) = exp (-af(t+7)? -t#])
MTTR=["R, Tor

E[Nt] =otP
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The estimation of this model's parameters |eads to:
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Goel-Okumoto

This model [i.21] is based on the following assumptions:
e the software contains at to a random number of faults whose mean valueis a;
e when afailure occurs, itsrelated fault isimmediately corrected without introduction of new faults;
. the failure intensity is proportional (through a factor b) to the mean value of residual faults.

These hypotheses are quite similar to those of the Jelinska-Moranda model, except that the initial number of faultsisa
random variable (and not a constant), and A(t) depends on the mean value of residual faults (and not the exact number
of residual faults). The useful formulas become:

Mt) =abexp (-bt)
Ry(t) = exp (-aexp (-bt)[1 - exp (-br)])
MTTR= fooo exp(—a exp(—bt)[1 — exp(—b1)] dr
To estimate this model's parameters, one needs to solve the following equations:

mn

i . Z T — nTy ‘-'-\:p(_g.)nTn,\J —0
b 1 — exp(—bnTy)

i=1

: n
gy =
1 — expl(—b,Ty)

Some other NHPP models

1) Musa-Okumoto [i.28]: derived from the geometric model, its failure intensity can be written:

A
14+ Ayt

MY =

2)  S-shaped models: in the previous software reliability models, the failure intensity increases or decreasesin a
monotonous way. In practical situations, failures are distant from each other at the beginning, then get closer,
and end up to be distant again. Thisisinterpreted as follows (if the data are issued from the test phase): at the
start of the tests, bugs are difficult to find. Astesters gain knowledge about the program, faults are discovered
much easier. Finally, as most of the faults have been identified, it is more and more difficult to find new ones.
This phenomenon is represented in Figure E.4 by afailure intensity which startsincreasing, and ends up
decreasing following an S-shape [i.30]:

A(t) = ab?t exp (-bt).

3) Thenumerous variants of this model include imperfect bug correction, delayed bug correction, dependence
between faults, environmental parameters, modular software decomposition, failures type classification, tests
and corrections costs.
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Figure E.4: S-shaped failure intensity
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