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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRS); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Multi-access Edge
Computing (MEC).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document focuses on the functionalities enabled viathe Mpl reference point between MEC applications
and MEC platform, which allows these applications to interact with the MEC system. Service related functionality
includes registration/deregistration, discovery and event notifications. Other functionality includes application
availability, traffic rules, DNS and time of day. It describes the information flows, required information, and specifies
the necessary operations, data models and API definitions.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GS MEC 001: "Multi-access Edge Computing (MEC) Terminology".

[2] ETSI GS MEC 002: "Multi-access Edge Computing (MEC) Technical Requirements”.

[3] ETSI GS MEC 003: "Mobile Edge Computing (MEC); Framework and Reference Architecture”.

[4] ETSI GS MEC 010-2; "Mobile Edge Computing (MEC); Mobile Edge Management; Part 2:
Application lifecycle, rules and requirements management”.

[5] ETSI GS MEC 009: "Multi-access Edge Computing (MEC); General principles for MEC Service
APIs'.

[6] IETF RFC 2818: "HTTP Over TLS".

NOTE: Availableat https://tools.ietf.org/html/rfc2818.

[7] IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
NOTE: Available at https://tools.ietf.org/html/rfc5246.

[8] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

NOTE: Available at https://tools.ietf.org/html/rfc3986.

[9] IETF RFC 7159: "The JavaScript Object Notation (JSON) Data I nterchange Format”.

NOTE: Available at https://tools.ietf.org/html/rfc7159.

[10] W3C Recommendation (16 August 2006): "Extensible Markup Language (XML) 1.1 (Second
Edition)", edited in place 29 September 2006.

NOTE: Available at https://www.w3.org/TR/xml11/.

[171] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1) Message Syntax and Routing".
NOTE: Awvailable at https.//tools.ietf.org/html/rfc7230.
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[12]
NOTE:
[13]
NOTE:
[14]
NOTE:
[19]

2.2
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IETF RFC 6455: "The WebSocket Protocol".

Available at https://tools.ietf.org/html/rfc6455.

IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

Availlable at https://tools.ietf.org/html/rfc6749.

IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".

Available at https://tools.ietf.org/html/rfc6750.

ETSI GSNFV-IFA 007: "Network Functions Virtualisation (NFV) Release 2; Management and
Orchestration; Or-V nfm reference point - I nterface and Information Model Specification”.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]
[i.2]

[i.3]

IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification”.

|IEEE 1588™ (Version 2): "IEEE Standard for a Precision Clock Synchronization Protocol for
Networked Measurement and Control Systems".

Protocol buffers, version 3.

NOTE: Available at https.//devel opers.google.com/protocol -buffers/docs/proto3.

[i.4] OASIS Standard: "MQTT Version 3.1.1" , 29 October 2014.

NOTE: Available at http://docs.oasis-open.org/matt/matt/v3.1.1/os/matt-v3.1.1-0s.html .

[i.5] GRPC™,

NOTE: Available at http://www.grpc.io/.

[i.6] OpenAPI Specification.

NOTE: Available at https.//github.com/OAIl/OpenAPI-Specification.

[i.7] IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace”.

NOTE: Available at https.//tools.ietf.org/html/rfc4122.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in ETSI GS MEC 001 [1] apply.

3.2

Void.

Symbols
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3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GS MEC 001 [1] and the following apply:

API Application Programming Interface
DSCP Differentiated Services Code Point
FQDN Fully Qualified Domain Name
GRE Generic Routing Encapsulation
GTP GPRS Tunnelling Protocol
HTTP HyperText Transfer Protocol
IETF Internet Engineering Task Force
JSON JavaScript Object Notation
MAC Media Access Control
MQTT Message Queue Telemetry Transport
NFVI Network Functions Virtualisation Infrastructure
NTP Network Time Protocol
PoP Point of Presence
PTP Precision Time Protocol
QCl Quality Class Indicator
REST Representational State Transfer
RFC Request For Comments
RNI Radio Network Information
RPC Remote Procedure Call
TC Traffic Class
TLS Transport Layer Security
ToD Time of Day
URI Uniform Resource Indicator
uTC Coordinated Universal Time
VIM Virtualised Infrastructure Manager
VNF Virtualised Network Function
XML eXtensible Markup Language

4 Overview

The present document specifies two MEC Platform Application Enablement APIs that support the requirements defined
for Multi-access Edge Computing in ETSI GS MEC 002 [2], namely the MEC application support APl and the MEC
service management API.

Clause 5 introduces the functionalities enabled viathe Mp1l reference point between MEC applications and MEC
platform. It provides the high level information flows and describes the necessary operations.

The common data types are defined in clause 6, while the corresponding data models and API definitions are specified
in clause 7 for the MEC application support APl and clause 8 for the MEC service management API.

5 Description of the services (informative)

5.1 Introduction

The MEC platform, as defined in ETSI GS MEC 003 [3], offers an environment where MEC applications may discover,
advertise, consume and offer MEC services. Upon receipt of update, activation or deactivation of traffic rules from the
MEC platform manager, applications or services, the MEC platform instructs the data plane accordingly. The MEC
platform also receives DNS records from the MEC platform manager and uses them to configure a DNS proxy/server.
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ViaMpl reference point between the MEC platform and the MEC applications, as defined in ETSI GS MEC 003 [3],
the basic functions are enabled, such as:
. MEC service assistance:
- authentication and authorization of producing and consuming MEC services;

- ameans for service producing MEC applications to register/deregister towards the MEC platform the
MEC services they provide, and to update the MEC platform about changes of the MEC service
availability;

- ameans to notify the changes of the MEC service availability to the relevant MEC application;
- discovery of available MEC services;
. MEC application assistance:
- MEC application start-up procedure;
- MEC application graceful termination/stop;
. traffic routing:
- traffic rules update, activation and deactivation;
J DNSrules:
- DNS rules activation and deactivation;
. timing:
- providing access to time of day information;
. transport information:
- providing information about available transports.

These functions are grouped into those considered to provide MEC application support (i.e. application specific traffic
routing, DNS rules and timing, as well as graceful termination/stop) and those that provide MEC service management
(i.e. MEC service assistance and associated service transport information).

5.2 Sequence diagrams

521 General

Clauses 5.2.2 to 5.2.10 describe how MEC applications and/or MEC services may be supported by the MEC platform
viaMpl reference point. The related sequence diagrams are presented.

5.2.2 MEC application start-up

Figure 5.2.2-1 shows three alternative messages that a MEC application can use to communicate with aMEC platform
during the start-up phase of the application instantiation process, steps5to 7 in clause 5.3.1 of ETS|
GSMEC 010-2 [4].

In this flow, the MEC platform can verify the authenticity of the MEC application with the aid of an AA entity that
contains the registration related information about the MEC application in question. For actual authentication, the MEC
application uses access token based on Oauth2.0.
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MEC platform also has possibility to verify the correctness of the service registration or services query of the MEC
application, asit is assumed that MEC platform has received the valid configuration for service consuming and service
producing MEC applications. The related information about this MEC application instance (including the required and
the optional services, the servicesto be offered by this application instance and the associated transport dependency, the
traffic rules and DNS rules associated with this application instance, etc.) can be compared to those included in the
service registration or services query messages, which can be used to determine whether to accept or reject the request.

MEC Platform MEC App instance

1. MEP has a configuration request for
MEC Application received from MEPM

2. An AA entity used by MEP is registered with
the MEC Application and permissions are

AN

configured

: 3. MEC Application has the OAuth2.0 access token
! elther confugured or recelved :
| -
: 4. MEC App is running :
I |

opt / [Service Consuming ME(I Appl '
| |
' Services Query with access token '

I Services Query Ack
e >

[Service Providing MEC App]

MEP compares its configuration
info for the MEC Service

producing MEC Application with | €
the request \

Service registered in MEP ‘ﬁ

b >

L U

' 5. Additional MEC App configuration _ |

Tt St b >!

6. Indication provided to MEPM ), : |

that configuration complete 1 |
MEC Platform MEC App instance

Figure 5.2.2-1: Flow of MEC application start up

MEC application start up procedure, following the MEC application instantiation procedure (as defined in ETSI
GS MEC 010-2 [4]), consists of the following steps:

1) MEC platform has received a configuration request from MEC Platform Manager. The configuration request
contains detailed information about the parameters related to the MEC application, including the required and
the optional services, the services to be offered by this application instance and the associated transport
dependency, the traffic rules and DNS rules associated with this application instance, etc.

2) An AA entity associated with the MEC platform has been configured with the MEC application related
identity and permissions.

3) MEC application that intends to communicate with MEC platform has the Oauth2.0 access token either
received or configured.
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The MEC application that intends to communicate with MEC sendsa"MEC App isrunning" message towards
the MEC platform to confirm that the instantiation and the start-up phase have been successfully completed. If
the application receives an error response with 409 status code from the platform, it should retry sending such
message for a configurable period of time. This behaviour increases robustness to race-conditionsin the
instantiation process, in particular when the MEC platform has not yet received the configuration request from
MEC Platform Manager, or the MEC platformis still processing the configuration request.

Depending on the nature of the MEC application and itsintended use of MEC services, after the successful
response received the MEC application may apply one or both of the following options:

OPT.1

a)  Send services query to the MEC platform (MEC Application that consumes MEC Services). The services
query request contains the access token.

OPT.2

b)  Send aserviceregistration request to the MEC platform (MEC application that provides MEC
service(s)). The service registration request contains the access token. The MEC platform then compares
the configuration it has for the service producing MEC application with the request, and if acceptable,
registers the MEC service and returns a service registration acknowledgement.

NOTE 1: Itisout of scope how a MEC application instance discovers aMEC platform. In practise, this may be

5)

6)

statically configured or dynamically discovered viae.g. DNS.

If applicable, additional configuration on the MEC services may be performed between the MEC platform and
MEC application.

The MEC system may also pre-configure (not through Mpl) the MEC application instance with necessary
parameters, for example:

- the information needed to access the required services;
- the availahility of the optional services;
- the information needed to access the available optional services.

The additional procedures via Mpl that are related to this step include, when required, "Traffic rule
activation/deactivation/update” as defined in clause 5.2.7, and "DNS rule activation/deactivation" as defined in
clause 5.2.8. And the MEC application instance may update the MEC platform with the information about the
available produced MEC services as defined in clause 5.2.4.

MEC platform sends an indication to MEC Platform Manager once the configuration is complete. This
message is not further specified in the present document.

NOTE 2: The options 4a) and 4b) present different messages that can be sent by a MEC application. AsMEC

5.2.3

application can both consume and provide MEC service(s), it is possible that such MEC application
performs both services query and service registration steps, in any order.

MEC application graceful termination/stop

Figure 5.2.3-1 shows a flow for MEC application instance graceful termination/stop (as defined in ETS

GS MEC 010-2 [4]). After the MEC platform receives a request to terminate or stop a MEC application instance the
MEC platform notifies the MEC application instance that it will be terminated or stopped soon if graceful
termination/stop is required. In the notification, the MEC platform indicates to the MEC application instance the time
interval for the application to perform application-specific termination/stop actions. The time interval is set according to
the graceful termination/stop timeout value in the received request to terminate or stop. When this timer expires, the
MEC platform continues the termination flow of the MEC application instance or stop MEC application instance flow
by, e.g. deactivating the traffic rules and DNS rules, removing the MEC application instance from the list of instances to
be notified about service availability, removing the services provided by the MEC application instance from the service
registry, sending service availability notification to the MEC applications that consumes the services produced by the
terminating/stopping MEC application instance, etc.
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The MEC application instance has the option to, before the timer expires, inform the MEC platform that it is ready to be
terminated/stopped after it has finished any application level related actions. Upon receipt of thisinformation, the MEC
platform continues the flow to terminate or stop the MEC application instance. The service producing MEC application
instance should al so deregister its produced MEC service(s) towards the MEC platform before the timer expires. Upon
receipt of the request, the MEC platform deregisters the MEC service(s).

MEC Platform ‘ MEC App instance

|
1

A request is received to terminate
or stop an MEC app instance

' Application instance terminate/stop notification

|
I
I
I
|
|
|
|
.
v o

|

: upon completion of app level actions
: (before the timer expires), sends
| termination/stop confirmation

termination confirmation

-
<

stop the MEC app instance

|

. . |
continues to terminate or j ;
|

1

1

MEC Platform MEC App instance

Figure 5.2.3-1: Example flow of MEC application instance graceful termination/stop

5.2.4  Service availability update and new service registration

When a MEC serviceis registered by the service producing MEC application, the authorized relevant applications
(e.g. the applications that indicate the service as "optiona" or "required") will be notified about the newly available
service. Moreover, the authorized relevant applications will also be notified about the service availability changes of
that service.

Figure 5.2.4-1 shows two cases. In the 15 case a MEC application instance informs the MEC platform that the
service(s) provided by this application instance become available for the first time (service registration); and then the
MEC platform notifies the authorized relevant application instances (e.g. the applications that indicate the service(s) as
"optiona" or "required") about the newly available service(s). As part of service registration, the relevant information
about the service is provided to the platform, and the service is bound to atransport that is either provided by the MEC
platform, or by the application itself.

In the 2"d case the service producing M EC application instance updates the MEC platform about the status change of

the produced MEC services; and the MEC platform notify the authorized relevant application instances about the
service availability changes.
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MEC Appl instance MEC platform MEC App2 instance MEC Appx instance

| | | |
1 L L Il

I j Case 1: B]

Application discovers
available transports (if needed)

l New service is available B]

i
' New service registration

| Register the new service lﬁ

I Identify the relevant MEC application instances B’

| New service notification ACK '

i New service notification

:< New service notification ACK

1

]

]

1

1

1

1

]

] ' o g .
' i New service notification
] r

]

]

'

]

]

]

]

]

1

’ Case 2: H

| Service availability is changed ‘ﬁ

| Service availability update |

| Update the service status ‘ﬁ

I Identify the relevant MEC application instances [5]

1 Service availability notification

I Service availability notification ACK :

-
>

1 Service availability notification '

:( Service availability notification ACK :
| g 28MVICE avallabliity notimcation ALK SRS !

MEC Appl instance MEC platform MEC App?2 instance MEC Appx instance

Figure 5.2.4-1: Flow of new service registration and service availability update

In the 1t case the new service registration procedure consists of the following steps:

1) If the application intends to use atransport that is provided by the MEC platform, it discovers the available
transports first, and selects one (or more) for use with the new service.

2) After anew MEC service becomes available, the service producing MEC application instance sends new
service registration message to the MEC platform.

3) MEC platform registers the new service with the service registry. This step is not to be further specified.

4) MEC platform then identifies the relevant MEC application instance for this update (e.g. the applications that
indicate the service as "optional" or "required"), and sends new service notifications to the relevant application
instances. When supported and the service instance can be consumed by MEC applications running on other
MEC hosts, the MEC platform identifies the relevant MEC platforms for this update, and informs them about
the changes in service availability by means that may be outside the scope of the present document. The
relevant MEC platforms then flag the MEC service instance as running on the other MEC host and send new
service notifications to the relevant application instances.

5)  The MEC application instances, optionally, acknowledge the notification.
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In the 2" case MEC service availability update procedure consists of the following steps:

1) When aMEC service changesits availability, the service producing MEC application instance sends service
availability update message to the MEC platform.

2) MEC platform updates the service registry. This step is not to be further specified.

3) MEC platform then identifies the relevant MEC application instance for this update (e.g. the applications that
indicate the service as "optional" or "required"), and sends service availability notifications to the relevant
application instances. If supported and the service can be consumed by MEC applications running on other
MEC hosts, the MEC platform identifies the relevant MEC platforms for this update, and informs them about
the changes in service availability by means that may be outside the scope of the present document. The
relevant MEC platforms then send service availability notifications to the relevant application instances.

4) The MEC application instances, optionally, acknowledge the notification.

NOTE 1: Inthe present document it is not specified on how the MEC platform determines the relevant remote
MEC platformsin steps 4 (1% case) and step 3 (2™ casg).

NOTE 2: Inthe present document it is not specified on how MEC orchestrator is kept informed of the service status
updates in remote MEC platforms.
5.2.5 Service availability query

Figure 5.2.5-1 shows a scenario where a MEC application instance sends a request to receive information on the
availability of aMEC service or alist of MEC services. Typically a MEC application may only query about the MEC
service(s) that it hasindicated as "optional™ or "required”.

MEC App Instance MEC platform
| |
| Service Availability Query \_:
(Response . |

MEC App Instance MEC platform

Figure 5.2.5-1: Flow of MEC application requesting service availability information

MEC application requesting service availability information, asillustrated in figure 5.2.5-1, consists of the following
steps:

1) MEC application instance sends a request to query the availability of aMEC service or alist of MEC services.
Typically aMEC application instance may only query about the MEC service(s) that it has indicated as
"optiona" or "required".

2) MEC platform responds with the message body containing the information about the avail able service(s),
including the information needed to access the available service(s). Note that the service availability
information is updated by the service producing MEC application instances to the MEC platform.

5.2.6 Managing subscription to event notifications

526.1 Introduction

A subscription is required for event notifications that are sent from the MEC platform.

ETSI



18 ETSI GS MEC 011 V2.1.1 (2019-11)

A service availability notification is sent in the following two cases as described in clause 5.2.4:

. When a MEC service is made available by the service producing MEC application, the authorized relevant
applications (e.g. the applications that indicate the services as "optional” or "required") will be notified about
the newly available service.

e  Theauthorized relevant applications will also be notified about the service availability changes.
An application instance terminate/stop notification is sent in the following two cases as described in clause 5.2.3:
. The MEC platform has received arequest for graceful termination of a MEC application instance.
e  TheMEC platform has received arequest for graceful stop of a MEC application instance.
This clause describes the sequence diagram of two related procedures:
. Subscribing to event notifications.

. Unsubscribing from event notifications.

5.2.6.2 Subscribing to event notifications

Figure 5.2.6.2-1 shows the message flow for subscribing to event notifications.

Figure 5.2.6.2-1: Flow of Subscribing to event notifications

M EC application requesting event notifications subscription consists of the following steps:

1) MEC application instance sends a request to subscribe to event naotifications. In case of service availability
event notifications, typically a MEC application instance may only subscribe to availability event notifications
of the MEC service(s) that it hasindicated as "optional™ or "required”.

2) MEC platform responds with the message body containing the created subscription to the event notifications.

5.2.6.3 Unsubscribing from event notifications

Figure 5.2.6.3-1 shows the message flow for unsubscribing from event notifications.

MEC App Instance MEC platform
: Request to unsubscribe event notifications \i
. Ack i
f( |

MEC App Instance MEC platform

Figure 5.2.6.3-1: Flow of unsubscribing from event notifications
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M EC application requesting to unsubscribe from the event notifications consists of the following steps:
1) MEC application instance sends a request to unsubscribe from the event notifications.

2) MEC platform responds with an acknowledgement.

5.2.7  Traffic rule activation/deactivation/update

Figure 5.2.7-1 shows a flow for traffic rule activation, deactivation, and update. The MEC application instance may
request the MEC platform to activate or deactivate a traffic rule(s). The MEC application instance may request the MEC
platform to update the parameters of an existing traffic rule(s).

Figure 5.2.7-1: Flow of traffic rule activation/deactivation/update

Traffic rule activation/deactivation/update flow consists of the following steps:

1) TheMEC application instance sends traffic rule activation/deactivation/update request to the MEC platform.
The message identifies one or multiple traffic rules that will be activated, deactivated, or updated. If the
request is authorized, the MEC platform may update the data plane via Mp2 reference point, which is out of
the scope of the present document.

2) The MEC platform sends response to the MEC application instance to indicate the results of the operation.

5.2.8 DNS rule activation/deactivation

Figure 5.2.8-1 shows a DNS rule activation/deactivation flow. The MEC application instance may request the MEC
platform to activate or deactivate a DNS rule(s). If the request is authorized and the MEC platform succeeds in finding,
based on the information contained in the request, the corresponding DNS rule(s) that have been pre-configured and
authenticated by the MEC management, the MEC platform will install or remove the DNS rule(s) into or from the DNS
server/proxy.

MEC App instance MEC platform
| DNS rule activation/deactivation request \:
ReSPONSe |

MEC App instance MEC platform

Figure 5.2.8-1: Flow of DNS rule activation/deactivation

DNS activation/deactivation flow consists of the following steps:

1) The MEC application instance sends DNS activation/deactivation request to the MEC platform. The request
includes the DNS rule(s) to be activated or deactivated. If the request is authorized and the MEC platform
succeedsin finding, based on the information contained in the request, the corresponding DNS rule(s) that
have been pre-configured and authenticated by the MEC management, the platform will install or remove the
DNS rule(s) from the DNS server/proxy.
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2) The MEC platform sends response to the MEC application instance. The response contains the result (success
or failure) of the DNS rule activation/deactivation.

5.2.9  Transport information query

Providing a MEC service implies the use of a transport to deliver it to the MEC applications that consume it. Examples
of transports are REST-HT TP, and message passing systems that support the Publish-Subscribe mode for the
communication between MEC application instances and the MEC platform, or between MEC application instances.
Any transport other than REST-HTTP is not further specified in the present document. However, transport information
guery provides a standardized means to the applications to discover the available transports. Figure 5.2.9-1 shows a
scenario where the MEC application instance sends a request to receive information on available transports.

MEC App Instance MEC platform

I I
: Transport information query :

S Y

Response with transport inf

MEC App Instance MEC platform

Figure 5.2.9-1: Flow of MEC application requesting transport information

MEC application instance requesting transport information, asillustrated in figure 5.2.9-1, consists of the following
steps:

1) MEC application instance sends a request to query the information about transports provided by the platform.

2) MEC platform responds with the message body containing the transports information.

5.2.10 Time of Day (ToD)

5.2.101 Introduction

MEC applications may require TOD information for notifications, logs and special events time notions, packets receipt
and transmit timestamping and other needs depending on application purpose.

Required TOD accuracy strongly depends on the application itself. Low accuracy TOD information may be provided to
the application by use of simple procedure of current time retrieval from the platform. Higher TOD accuracy may be
achieved by use of specia protocols that allows timing transfer over packet networks, such as NTP specified in IETF
RFC 5905 [i.1] or PTP specified in IEEE 1588™ [i.2]. In case of use of packet timing protocolsit is assumed that a
MEC application will run NTP client or PTP slave while the NTP server(s) or PTP master(s) may run either by the
MEC platform itself or by other facilities for which the application has network connectivity.

This clause specifiestwo TOD related information exchange flows:
. "Get platform time" flow to get MEC platform current time of day.

. Optional "Timing capabilities query" flow to retrieve information regarding available packet timing facilities.

5.2.10.2 Get platform time

Figure 5.2.10.2-1 shows the flow for getting platform time.
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MEC App Instance MEC platform
i i
| Get platform time request \_:
| o Response with (CurrentTime) |

MEC App Instance MEC platform

Figure 5.2.10.2-1: Flow of MEC application requesting platform time

Get platform time flow consists of the following steps:
1) The MEC application instance sends the get platform time request to the MEC platform;

2) MEC platform responds with the message body containing CurrentTime.

5.2.10.3 Timing capabilities query flow

Figure 5.2.10.3-1 shows aflow for timing capabilities query.

MEC App Instance MEC platform

| |
: Timing capabilities Query :

Response with (TimingCaps)

MEC App Instance MEC platform

Figure 5.2.10.3-1: Flow of timing capabilities query

Timing capabilities query flow consists of the following steps:
1) The MEC application instance sends the timing capabilities query request to the MEC platform.

2) MEC platform responds with the message body containing TimingCaps.

5.2.11 Service deregistration

Figure 5.2.11-1 shows a scenario where a MEC application instance that provides MEC service(s) sends a service
deregistration request to the MEC platform.

MEC App Instance MEC platform
' Service Deregistration '
' _Response !

MEC App Instance MEC platform

Figure 5.2.11-1: Flow of MEC service deregistration
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MEC serviceregistration, asillustrated in figure 5.2.11-1, consists of the following steps:
1) MEC application instance sends a request to the MEC platform to deregister the MEC service it provides.

2) The MEC platform deregisters the MEC service and returns a service deregistration acknowledgement.

6 Common data types

6.1 Introduction

The following clauses define the data types common to the APIs specified in the present document.

6.2 Resource data types

6.2.1 Introduction

This clause defines data structures to be used in resource representations.

6.2.2  Type: SubscriptionLinkList

Thistype represents alist of links related to currently existing subscriptions for a MEC application instance. This
information is returned when sending a request to receive current subscriptions.

Table 6.2.2-1: Attributes of the SubscriptionLinkList

Attribute name Data type Cardinality Description
links Structure (inlined) 1 Obiject containing hyperlinks related to the resource.
>self LinkType 1 Self-referring URI.
>subscriptions array(Structure 0..N The MEC application instance's subscriptions.
(inlined))

>>href Uri 1 URI referring to the subscription.

>>subscriptionType  [String 1 Type of the subscription. The values are as defined in
the "subscriptionType" attribute for each different Mp1
event subscription data type.

6.3 Referenced structured data types

6.3.1 Introduction

This clause defines data structures that are referenced from multiple APIs specified in the present document.

6.3.2 Type: LinkType

This type represents a type of link and may be referenced from data structures.

Table 6.3.2-1: Attributes of the LinkType

Attribute name Data type Cardinality Description
href Uri 1 URI referring to a resource
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7 MEC application support API

7.1 Data model

7.1.1 Introduction

Clauses 7.1.2 to 7.1.6 specify the data types that are used to implement the MEC application support API for which the
relevant sequence diagrams are described in clause 5.2.

7.1.2 Resource data types

7.1.2.1 Introduction

This clause defines data structures to be used in resource representations.

7.1.2.2 Type: TrafficRule
This type represents the general information of atraffic rule.

The attributes of the TrafficRule shall follow the indications provided in table 7.1.2.2-1.

Table 7.1.2.2-1: Attributes of TrafficRule

Attribute name Data type Cardinality Description
trafficRuleld String 1 Identify the traffic rule.
filterType Enum (inlined) 1 Definition of filter per FLOW or PACKET.

If FLOW, the filter matches upstream (e.g. UE->EPC)
packets and upstream (e.g. EPC>UE) packets are
handled in the same context.

priority Int 1 Priority of this traffic rule. If traffic rules conflict, the one
with higher priority take precedence.

trafficFilter TrafficFilter 1..N The filter used to identify specific packets that need to be
handled by the MEC host.

action Enum (inlined) 1 The action of the MEC host data plane when a packet
matches the trafficFilter, the following actions are
defined:

e DROP
FORWARD_DECAPSULATED
FORWARD_ENCAPSULATED
PASSTHROUGH
DUPLICATE_DECAPSULATED
e DUPLICATE_ENCAPSULATED

dstinterface Destinationinterface 0..2 Describes the destination interface information.

If the action is FORWARD_DECAPSULATED,
FORWARD_ENCAPSULATED or PASSTHROUGH one
value shall be provided.

If the action is DUPLICATE_DECAPSULATED or
DUPLICATE_ENCAPSULATED, two values shall be
provided. See note.

If the action is DROP, no value shall be provided.

state Enum (inlined) 1 Contains the traffic rule state: ACTIVE, INACTIVE.
This attribute may be updated using HTTP PUT method.

NOTE:  Some applications (like inline/tap) require two interfaces. The first interface in the case of inline/tap is on the
client (e.g. UE) side and the second on the core network (e.g. EPC) side.

7.1.2.3 Type: DnsRule

This type represents the general information of aDNS rule.
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The attributes of the DnsRule shall follow the indications provided in table 7.1.2.3-1.

Table 7.1.2.3-1: Attributes of DnsRule

Attribute name Data type Cardinality Description

dnsRuleld String 1 Identifies the DNS Rule

domainName String 1 FQDN resolved by the DNS rule

ipAddressType Enum (inlined) 1 Specify the IP address type, value: IP_V6, IP_V4

ipAddress String 1 IP address associated with the FQDN resolved by the
DNS rule

ttl Int 0.1 Time to live value, in seconds

state Enum (inlined) 1 Contains the DNS rule state: ACTIVE, INACTIVE. This
attribute may be updated using HTTP PUT method

NOTE:  If no ttl value is provided, the DnsRule shall not expire.

7.1.2.4 Type: TimingCaps

This type represents the information provided by the MEC platform in response to the " Timing capabilities Query"

message.

The attributes of the TimingCaps shall follow the indications provided in table 7.1.2.4-1.

Table 7.1.2.4-1: Attributes of TimingCaps

Attribute name Data type Cardinality Description
timeStamp Structure (inlined) |0..1
>seconds Uint32 1 The seconds part of the Time. Time is defined as
Unix-time since January 1, 1970, 00:00:00 UTC
>nanoSeconds Uint32 1 The nanoseconds part of the Time. Time is
defined as Unix-time since January 1, 1970,
00:00:00 UTC
ntpServers Structure (inlined) |0..N Number of available NTP servers
>ntpServerAddrType Enum (inlined) 1 Address type of NTP server with the following
permitted values:
e |P_ADDRESS
e DNS_NAME
>ntpServerAddr String 1 NTP server address
>minPollinginterval Uint32 1 Minimum poll interval for NTP messages, in
seconds as a power of two
Range: 3...17
>maxPollingInterval Uint32 1 Maximum poll interval for NTP messages, in
seconds as a power of two
Range: 3...17
>localPriority Uint32 1 NTP server local priority
>authenticationOption Enum (inlined) 1 NTP authentication option with the following
permitted values:
e NONE
e SYMMETRIC_KEY
e AUTO _KEY
>authenticationKeyNum  [Uint32 1 Authentication key number. This configuration is
valid if selected authenticationOption is
SymmetricKey
ptpMasters Structure (inlined) |0..N Number of available PTP Masters
>ptpMasterlpAddress String 1 PTP Master IP Address
>ptpMasterLocalPriority  |Uint32 1 PTP Master local priority
>delayReqMaxRate Uint32 1 Acceptable maximum rate of the Delay_Req
messages in packets per second
7.1.2.5 Type: CurrentTime

This type represents the information provided by the MEC platform in response to the "Get Platform Time Request”

message.

ETSI




25

ETSI GS MEC 011 V2.1.1 (2019-11)

The attributes of the CurrentTime shall follow the indications provided in table 7.1.2.5-1.

Table 7.1.2.5-1: Attributes of CurrentTime

Attribute name Data type Cardinality Description
seconds Uint32 1 The seconds part of the Time. Time is defined as Unix-
time since January 1, 1970, 00:00:00 UTC
nanoSeconds uint32 1 The nanoseconds part of the Time. Time is defined as
Unix-time since January 1, 1970, 00:00:00 UTC
timeSourceStatus Enum (inlined) 1 Platform Time Source status with the following permitted

values:
e TRACEABLE - time source is locked to the UTC
time source
¢ NONTRACEABLE - time source is not locked to
the UTC time source

7.1.3 Subscription data types

7.13.1 Introduction

This clause defines data structures that define criteriato be used in subscriptions.

7.1.3.2

Type: AppTerminationNotificationSubscription

This type represents a subscription to the notifications from the MEC platform related to MEC application instance

termination/stop.

The attributes of the AppTerminationNotificationSubscription shall follow the indications provided in table 7.1.3.2-1.

Table 7.1.3.2-1: Attributes of AppTerminationNotificationSubscription

Attribute name Data type Cardinality Description

subscriptionType String 1 Shall be set to "AppTerminationNotificationSubscription".

callbackReference Uri 1 URI selected by the MEC application instance to receive
notifications on the subscribed MEC application instance
management information. This shall be included in both
the request and the response.

_links Structure (inlined) 0.1 Object containing hyperlinks related to the resource. This
shall only be included in the HTTP responses.

>self LinkType 1 Self-referring URI.

applnstanceld String 1 It is used as the filtering criterion for the subscribed
events.

7.1.4 Notification data types

7141 Introduction

This clause defines data structures that define notifications.

7.1.4.2

Type: AppTerminationNotification

This type represents the information that the MEC platform notifies the subscribed application instance about the

corresponding application instance termination/stop.

The attributes of the AppTerminationNotification shall follow the indications provided in table 7.1.4.2-1.
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Table 7.1.4.2-1: Attributes of AppTerminationNotification

Attribute name

Data type

Cardinality

Description

notificationType

String

1

Shall be set to "AppTerminationNotification".

operationAction Enum (inlined) 1 Operation that is being performed on the MEC
application instance:
e STOPPING
e TERMINATING
maxGracefulTimeout |Uint32 1 Maximum non-zero timeout value in seconds for graceful
termination or graceful stop of an application instance.
links Structure (inlined) 1 Obiject containing hyperlinks related to the resource.
>subscription LinkType 1 A link to the related subscription.
>confirmTermination |LinkType 0.1 Link to the task resource where to confirm

termination/stop in case the application is ready to be
terminated, or to be considered stopped by the MEC
Platform, before expiry of the timeout.

7.1.4.3

Type: AppTerminationConfirmation

This type represents the information that the MEC application instance provides to the MEC platform when informing it
that the application has completed its application level related terminate/stop actions, e.g. retention of application state

in the case of stop.

The attributes of the AppTerminationConfirmation type shall follow the indications provided in table 7.1.4.3-1.

Table 7.4.1.3-1: Attributes of AppTerminationConfirmation

Attribute name

Data type

Cardinality

Description

operationAction

Enum (inlined)

1

Operation that is being performed on the MEC
application instance:

e STOPPPING

e TERMINATING
The value shall match that sent in the corresponding
AppTerminationNotification.

7.1.4.4

Type: AppReadyConfirmation

This type represents the information that the MEC application instance indicates to the MEC platform that it is up and

running.

The attributes of the AppReadyConfirmation type shall follow the indications provided in table 7.1.4.4-1.

Table 7.1.4.4-1: Attributes of AppReadyConfirmation

Attribute name Data type Cardinality Description
indication String 1 Indication about the MEC application instance:
- READY
7.1.5 Referenced structured data types
7.15.1 Introduction

This clause defines data structures that may be referenced from data structures defined in clauses 7.1.2 to 7.1.4, but are
neither resource representations nor notifications.

7.15.2

Type: TrafficFilter

This type represents the traffic filter.

The attributes of the TrafficFilter shall follow the indications provided in table 7.1.5.2-1.
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Table 7.1.5.2-1: Attributes of TrafficFilter

Attribute name Data type Cardinality Description

srcAddress String 0..N An IP address or a range of IP address.
For IPv4, the IP address could be an IP address plus
mask, or an individual IP address, or a range of IP
addresses.
For IPv6, the IP address could be an IP prefix, or a
range of IP prefixes.

dstAddress String 0..N An IP address or a range of IP address.
For IPv4, the IP address could be an IP address plus
mask, or an individual IP address, or a range of IP
addresses.
For IPv6, the IP address could be an IP prefix, or a
range of IP prefixes.

srcPort String 0..N A port or a range of ports.

dstPort String 0..N A port or a range of ports.

protocol String 0..N Specify the protocol of the traffic filter.

tag String 0..N Used for tag based traffic rule.

srcTunnelAddress String 0..N Used for GTP tunnel based traffic rule.

tgtTunnelAddress String 0..N Used for GTP tunnel based traffic rule.

srcTunnelPort String 0..N Used for GTP tunnel based traffic rule.

dstTunnelPort String 0..N Used for GTP tunnel based traffic rule.

qcCl Int 0.1 Used to match all packets that have the same QCI.

dSCP Int 0.1 Used to match all IPv4 packets that have the same
DSCP.

tC Int 0..1 Used to match all IPv6 packets that have the same TC.

7.15.3 Type: DestinationInterface

This type represents the destination interface.

The attributes of the Destinationlnterface shall follow the indications provided in table 7.1.5.3- 1.

Table 7.1.5.3-1: Attributes of DestinationInterface

Attribute name Data type Cardinality Description

interfaceType Enum (inlined) 1 Type of the interface, e.g. TUNNEL, MAC, IP, etc.

tunnelinfo Tunnellnfo 0.1 Included only if the destination interface type is
"tunnel”.

srcMacAddress String 0..1 If the interface type is "MAC", source address
identifies the MAC address of the interface.

dstMacAddress String 0..1 If the interface type is "MAC", destination address
identifies the MAC address of the interface. Only
used for dstinterface.

dstlpAddress String 0.1 If the interface type is "IP", destination address
identifies the IP address of the remote destination.
Only used for dstinterface.

7.15.4 Type: Tunnelinfo

This type represents the tunnel information.

The attributes of the Tunnellnfo shall follow the indications provided in table 7.1.5.4-1.

Table 7.1.5.4-1: Attributes of Tunnellnfo

Attribute name Data type Cardinality Description
tunnelType Enum (inlined) 1 Type of the tunnel, e.g. GTP_U, GRE, etc.
tunnelDstAddress String 0.1 Destination address of the tunnel
tunnelSrcAddress String 0.1 Source address of the tunnel
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7.1.6 Referenced simple data types and enumerations

Neither simple data types nor enumerations are defined for this API.

7.2 API definition

7.2.1 Introduction

This clause defines the resources and operations of the MEC application support API.

7.2.2 Global definitions and resource structure
All resource URIs of this API shall have the following root:
o {apiRoot}/{apiName}/{apiVersion}/

The"ApiRoot" is discovered using the service registry. The "apiName" shall be set to "mec_app_support"and the
"apiVersion" shall be set to "v1" for the present document. It includes the scheme ("http" or "https"), host and optional
port, and an optional prefix string. The API shall support HTTP over TLS (also known asHTTPS[6]) (see IETF

RFC 2818 [6]). TLS version 1.2 as defined by IETF RFC 5246 [7] shall be supported. HTTP without TLSis not
recommended. All resource URIsin clauses 7.2.3to 7.2.11 are defined relative to the above root URI.

This API shall require the use of the OAuth 2.0 client credentials grant type according to IETF RFC 6749 [13] with
bearer tokens according to IETF RFC 6750 [14]. See clause 7.16 of ETSI GS MEC 009 [5] for more information. How
the token endpoint and client credentials are provisioned into the MEC applicationsis out of scope of the present
document.

This APl supports additional application-related error information to be provided in the HTTP response when an error
occurs. See clause 7.15 of ETSI GS MEC 009 [5] for more information.

Figure 7.2.2-1 illustrates the resource URI structure of this API.
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{apiRoot}/mec_app_support/v1
—[ /applications ]
L{ /{appinstanceld} ]
—[ ftraffic_rules ]

L[ /{trafficRuleld} ]
—[ /dns_rules ]

L[ /{dnsRuleld} ]
—( /subscriptions ]

\——{ /{subscriptionld} ]

—[ Rtiming ]

/timing_caps ]

/current_time ]

Figure 7.2.2-1: Resource URI structure of the MEC application support API

Table 7.2.2-1 provides an overview of the resources defined by the present specification for the MEC application
support API, and the applicable HTTP methods.

Table 7.2.2-1: Resources and methods overview

HTTP

Resource name Resource URI method Meaning

Parent resource |/applications/{appInstanceld}/subscriptions |GET Retrieve information about a list

of all of mecAppSupportSubscription

mecAppSupportS resources for this subscriber

ubscription of a POST Create a

subscriber mecAppSupportSubscription
resource

Individual /applications/{applnstanceld}/subscriptions/ |GET Retrieve information about a

mecAppSupportS |{subscriptionld} mecAppSupportSubscription

ubscription resource for this subscriber

DELETE |Delete a
mecAppSupportSubscription

resource
Parent resource |/applications/{appInstanceld}/traffic_rules GET Retrieve information about a list
of all of mecTrafficRule resources for
mecTrafficRule of an application instance
an application
instance
Individual lapplications/{appInstanceld}/ GET Retrieve information about a
mecTrafficRule traffic_rules/{trafficRuleld} mecTrafficRule resource

PUT Update the information about a

mecTrafficRule resource

ETSI



7.2.3

7.23.1

30 ETSI GS MEC 011 V2.1.1 (2019-11)
Resource name Resource URI mHe-lt—;oPd Meaning
Parent resource |/applications/{applnstanceld}/dns_rules GET Retrieve information about a list
of all of mecDnsRule resources for
mecDnsRule of an application instance
an application
instance
Individual /applications/{appInstanceld}/ GET Retrieve information about a
mecDnsRule dns_rules/{dnsRuleld} mecDnsRule resource
PUT Update the information about a
mecDnsRule resource
confirm /applications/{applnstanceld}/confirm_termi [POST Confirm the application level
termination task  |nation termination of an App instance
confirm ready /applications/{appInstanceld}/confirm_read |POST Confirm the application
task y instance is up and running
mecTimingCaps |/timing/timing_caps GET Retrieve information about the
mecTimingCaps resource
mecCurrentTime |/timing/current_time GET Retrieve information about the
mecCurrentTime resource

Description

Resource: all mecAppSupportSubscription

Thisresourceis used to represent all subscriptions of a subscriber to the notifications from the MEC platform.

7.2.3.2

Resource definition

Resource URI: {apiRoot}/mec_app_support/vl/applications/{appl nstancel d}/subscriptions

Resource URI variables for this resource are defined in table 7.2.3.2-1.

7.2.3.3

7.2.3.3.1

Table 7.2.3.2-1: Resource URI variables for resource "all mecAppSupportSubscription”

Name

Definition

apiRoot

See clause 7.2.2.

applnstanceld

Represents a MEC application instance. Note that the applnstanceld is
allocated by the MEC platform manager.

Resource methods

GET

The GET method may be used to request information about all subscriptions for this requestor. Upon success, the
response contains payload body with all the subscriptions for the requestor.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 7.2.3.3.1-1 and 7.2.3.3.1-2.

Table 7.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type Cardinality

Remarks

n/a
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Table 7.2.3.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response Remarks
codes
SubscriptionLinkList 1 200 OK Upon success, a response body containing the list
of links to the requested subscriptions is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
Response - errar. - -
body ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
7.2.3.3.2 PUT
Not supported.
7.2.3.3.3 PATCH
Not supported.
7.2.3.3.4 POST

The POST method may be used to create a new subscription. One example use case is to create a new subscription to
the MEC application termination notifications. Upon success, the response contains payload body describing the created

subscription.

POST HTTP method shall comply with the URI query parameters, request and response data structures, and response
codes, as specified in the tables 7.2.3.3.4-1 and 7.2.3.3.4-2.

Table 7.2.3.3.4-1: URI query parameters supported by the POST method on this resource

Name

Data type

Cardinality

Remarks

n/a
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Table 7.2.3.3.4-2: Data structures supported by the POST request/response on this resource

R ; Data type Cardinality Remarks
E%lées AppTerminationNotificati |1 Payload body in the request contains a subscription to the MEC
y onSubscription application termination notifications that is to be created.
Data type Cardinality |Response Remarks
codes
AppTerminationNotificati |1 201 Upon success, the HTTP response shall include a
onSubscription Created "Location" HTTP header that contains the
resource URI of the created subscription resource.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters
Request were passed to the request.
In the returned ProblemDetails structure, the
"detail" attribute should convey more information
Response about the error.
body ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.
ProblemDetails 1 403 The operation is not allowed given the current
Forbidden (status of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
7.2.3.3.5 DELETE
Not supported.

7.2.4 Resource: individual mecAppSupportSubscription

7.24.1 Description

Thisresource is used to represent a subscription to the notifications from the MEC platform. When this resource
represents a subscription to the notifications related to MEC application instance termination/stop, it shall follow the
data type of "AppTerminationNotificationSubscription” as specified in clause 7.1.3.2. The notifications that are related
to a AppTerminationNotificationSubscription shall follow the data type of "AppTerminationNotification" as specified
inclause 7.1.4.2.

7.24.2 Resource definition

Resource URI: {apiRoot}/mec_app_support/vl/applications/{appl nstancel d}/subscriptions/{subscriptionl d}

Resource URI variables for this resource are defined in table 7.2.4.2-1.

Table 7.2.4.2-1: Resource URI variables for resource "individual mecAppSupportSubscription”

Name Definition
apiRoot See clause 7.2.2.
applnstanceld Represents a MEC application instance. Note that the applnstanceld is allocated by the
MEC platform manager.
subscriptionid Represents a subscription to the notifications from the MEC platform.
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7.2.4.3 Resource methods

7.243.1 GET

The GET method requests information about a subscription for this requestor. Upon success, the response contains
payload body with the subscription for the requestor.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 7.2.4.3.1-1 and 7.2.4.3.1-2.

Table 7.2.4.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a

Table 7.2.4.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
AppTerminationNotification |1 200 OK Upon success, a response body containing
Subscription the requested subscription is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect
Request parameters were passed to the request.

In the returned ProblemDetails structure,

the "detail" attribute should convey more

information about the error.

Response |ProblemDetails 0.1 404 Not It is used when a client provided a URI that
body Found cannot be mapped to a valid resource URI.

In the returned ProblemDetails structure,
the "detail" attribute should convey more
information about the error.
ProblemDetails 1 403 The operation is not allowed given the
Forbidden |current status of the resource.

More information shall be provided in the
"detail" attribute of the "ProblemDetails"
structure.

7.2.4.3.2 PUT

Not supported.

7.2.4.3.3 PATCH
Not supported.

7.2.4.3.4 POST
Not supported.

7.2.4.3.5 DELETE

This method del etes a mecAppSupportSubscription. This method istypically used in "Unsubscribing from event
notifications" procedure as described in clause 5.2.6.3. Figure 7.2.4.3.5-1 shows the example message flows using
DELETE method.
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MEC App Instance MEC platfarm

: 1. DELETE .../subscriptions/{subscriptionld}

:{ 2. 204 Mo content

MEC App Instance MEC platfarm

Figure 7.2.4.3.5-1: Unsubscribing from MEC application support event notifications

DELETE HTTP method shall comply with the URI query parameters, request and response data structures, and
response codes, as specified in tables 7.2.4.3.5-1 and 7.2.4.3.5-2.

Table 7.2.4.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Data type Cardinality Remarks
n/a
Table 7.2.4.3.5-2: Data structures supported by the DELETE request on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality Response Remarks
codes
n/a 204 No Content
ProblemDetails |0..1 404 Not Found It is used when a client provided a URI that cannot
be mapped to a valid resource URI.
Response In the returned ProblemDetails structure, the "detail"
body attribute should convey more information about the
error.
ProblemDetails |1 403 Forbidden The operation is not allowed given the current status
of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.

7.2.5 Resource: mecTimingCaps

7.25.1 Description

Thisresource is used to represent the timing capabilities of the MEC platform.

7.25.2 Resource definition
Resource URI: {apiRoot}/mec_app_support/vl/timing/timing_caps

Resource URI variables for this resource are defined in table 7.2.5.2-1.

Table 7.2.5.2-1: Resource URI variables for resource "mecTimingCaps

Name Definition
apiRoot See clause 7.2.2

ETSI




35 ETSI GS MEC 011 V2.1.1 (2019-11)

7.25.3 Resource methods

7.253.1 GET

This method retrieves the information of the platform'’s timing capabilities which corresponds to the timing capabilities
query as described in clause 5.2.10.3. Figure 7.2.5.3.1-1 shows the example message flow for retrieving timing
capabilities using GET method.

MEC App Instance MEC Platform

| GET .ftimingftiming_caps _
. 200 OK (TimingCaps)

MEC App Instance MEC Platform

Figure 7.2.5.3.1-1: GET timing capabilities flow

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 7.2.5.3.1-1 and 7.2.5.3.1-2.

Table 7.2.5.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a

Table 7.2.5.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes

TimingCaps 1 200 OK It is used to indicate nonspecific success. The
response body contains a representation of the
resource.

ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were

Request passed to the request.

In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the

Response error.
body ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.

In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.

ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.

More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.

7.2.5.3.2 PUT
Not supported.
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7.2.5.3.3

Not supported.

7.25.3.4

Not supported.

7.2.5.3.5

Not supported.

7.2.6 Resource: mecCurrentTime

7.26.1

PATCH

POST

DELETE

Description
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Thisresource is used to represent the current time of the MEC platform.

7.2.6.2

Resource definition

Resource URI: {apiRoot}/mec_app_support/vl/timing/current_time

Resource URI variables for this resource are defined in table 7.2.6.2-1.
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Table 7.2.6.2-1: Resource URI variables for resource "mecCurrentTime"

Name Definition
apiRoot See clause 7.2.2
7.2.6.3 Resource methods
7.2.6.3.1 GET

This method retrieves the information of the platform's current time which corresponds to the get platform time
procedure as described in clause 5.2.10.2. Figure 7.2.6.3.1-1 shows message flow for retrieving current time using GET

method.

MEC App Instance

| GET .ftiming/current_time

MEC Platform

:« 200 OK (CurrentTime)

MEC App Instance

MEC Platform

Figure 7.2.6.3.1-1: GET platform time API flow

This method shall comply with the URI query parameters, request and response data structures, as specified in
tables 7.2.6.3.1-1 and 7.2.6.3.1-2.

Table 7.2.6.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

Cardinality

Remarks

n/a
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Table 7.2.6.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
Codes
CurrentTime 1 200 OK It is used to indicate nonspecific success. The
response body contains a representation of the
resource.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
Response error.
body ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
7.2.6.3.2 PUT
Not supported.
7.2.6.3.3 PATCH
Not supported.
7.2.6.3.4 POST
Not supported.
7.2.6.3.5 DELETE
Not supported.

7.2.7 Resource: all mecTrafficRule

7.2.7.1 Description

Thisresource is used to represent all the traffic rules associated with a MEC application instance, which follows the

resource datatype of "TrafficRule" as specified in clause 7.1.2.2.

7.2.7.2 Resource definition

Resource URI: {apiRoot}/mec_app_support/vl/applications/{applnstancel d}/traffic_rules

Resource URI variables for this resource are defined in table 7.2.7.2-1.
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Table 7.2.7.2-1: Resource URI variables for resource "all mecTrafficRule"

Name

Definition

apiRoot See clause 7.2.2.

applnstanceld

platform manager.

Represents a MEC application instance. Note that the appinstanceld is allocated by the MEC

7.2.7.3 Resource methods

7.2.7.3.1 GET

This method retrieves information about all the traffic rules associated with a MEC application instance.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as

specified intables 7.2.7.3.1-1 and 7.2.7.3.1-2.

Table 7.2.7.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks
n/a
Table 7.2.7.3.1-2: Data structures supported by the GET request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
TrafficRule 0..N 200 Upon success, a response body containing an array
of the TrafficRules is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
Response ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
body .
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
7.2.7.3.2 PUT
Not supported.
7.2.7.3.3 PATCH
Not supported.
7.2.7.3.4 POST
Not supported.
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7.2.7.3.5 DELETE

Not supported.
7.2.8 Resource: individual mecTrafficRule

7.28.1 Description

Thisresource is used to represent atraffic rule, which follows the resource data type of "TrafficRule" as specified in
clause 7.1.2.2.

7.2.8.2 Resource definition
Resource URI: {apiRoot}/mec_app_support/vl/applications/{appl nstancel d}/traffic_rules/{trafficRulel d}

Resource URI variables for this resource are defined in table 7.2.8.2-1.

Table 7.2.8.2-1: Resource URI variables for resource "individual mecTrafficRule"

Name Definition
apiRoot See clause 7.2.2.
applnstanceld Represents a MEC application instance. Note that the applnstanceld is allocated by the MEC
platform manager.
trafficRuleld Represents a traffic rule.
7.2.8.3 Resource methods
7.2.8.3.1 GET

This method retrieves information about a traffic rule associated with a MEC application instance.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 7.2.8.3.1-1 and 7.2.8.3.1-2.

Table 7.2.8.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a
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Table 7.2.8.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
TrafficRule 1 200 Upon success, a response body containing the
TrafficRules is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
Response - errar. - -
body ProblemDetails 0.1 404 Not It is used when a cl!ent provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
7.2.8.3.2 PUT

This method activates, de-activates or updates a traffic rule. Figure 7.2.8.3.2-1 shows the message flow of "Traffic rule
activation/deactivation/update” using PUT.

MEC App Instance

MEC platform

| GET Jtraffic_rulesy {trafficRuleld } :

200 OK (current TrafficRule)

Change the "state" or other elemeant(s) in the "TrafficRule" structure B]

MEC App Instance

200 OK (updated TrafficRule)

PUT (updated TrafficRule) .. jtraffic_rulesj{trafficRuleld} ‘:

MEC platform

Figure 7.2.8.3.2-1: Traffic rule activation/deactivation/update using PUT

PUT HTTP method shall comply with the URI query parameters, request and response data structures, and response
codes, as specified in tables 7.2.8.3.2-1 and 7.2.8.3.2-2.

Table 7.2.8.3.2-1: URI query parameters supported by the PUT method on this resource

Name

Data type

Cardinality

Remarks

n/a
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Table 7.2.8.3.2-2: Data structures supported by the PUT request/response on this resource

Data type Cardinality Remarks
Request TrafficRule 1 One or more updated attributes that are allowed to be changed (i.e.
body "state" or other attributes based on definition in clause 7.1.2.2) are
included in the TrafficRule data structure in the payload body of the
reqguest.
Data type Cardinality | Response Remarks
codes
TrafficRule 1 200 OK Upon success, a response body containing data
type describing the updated TrafficRule is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
Response In the returned ProblemDetails structure, the "detail"
body attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
ProblemDetails 0.1 412 It is used when a condition has failed during
Precondition |conditional requests, e.g. when using ETags to
Failed avoid write conflicts.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
7.2.8.3.3 PATCH
Not supported.
7.2.8.3.4 POST
Not supported.
7.2.8.3.5 DELETE
Not supported.
7.2.9 Resource: all mecDnsRule
7.29.1 Description

Thisresource is used to represent all the DNS rules associated with a MEC application instance, which follows the
resource data type of "DnsRul€" as specified in clause 7.1.2.3.

7.2.9.2

Resource definition

Resource URI: {apiRoot}/mec_app_support/vl/applications/{appl nstancel d}/dns rules

Resource URI variables for this resource are defined in table 7.2.9.2-1.
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Table 7.2.9.2-1: Resource URI variables for resource "all mecDnsRule"

Name

Definition

apiRoot See clause 7.2.2.

applnstanceld

platform manager.

Represents a MEC application instance. Note that the appinstanceld is allocated by the MEC

7.29.3 Resource methods

7.29.3.1 GET

This method retrieves information about all the DNS rules associated with a MEC application instance.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as

specified in tables 7.2.9.3.1-1 and 7.2.9.3.1-2.

Table 7.2.9.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks
n/a
Table 7.2.9.3.1-2: Data structures supported by the GET request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
DnsRule 0..N 200 OK Upon success, a response body containing an array
of the DnsRules is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
Response ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
body .
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
7.2.9.3.2 PUT
Not supported.
7.2.9.3.3 PATCH
Not supported.
7.2.9.3.4 POST
Not supported.
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7.2.9.35 DELETE

Not supported.
7.2.10 Resource: individual mecDnsRule

7.2.10.1 Description

Thisresource is used to represent a DNS rule, which follows the resource data type of "DnsRule" as specified in
clause 7.1.2.3.

7.2.10.2 Resource definition
Resource URI: {apiRoot}/mec_app_support/vl/applications/{appl nstancel d}/dns _rules/{dnsRulel d}

Resource URI variables for this resource are defined in table 7.2.10.2-1.

Table 7.2.10.2-1: Resource URI variables for resource "individual mecDnsRule"

Name Definition
apiRoot See clause 7.2.2.
applnstanceld Represents a MEC application instance. Note the applnstanceld is allocated by the MEC
platform manager.
dnsRuleld Represents a DNS rule.

7.2.10.3 Resource methods

7.2.10.3.1 GET
This method retrieves information about a DNS rule associated with a MEC application instance.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 7.2.10.3.1-1 and 7.2.10.3.1-2.

Table 7.2.10.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a

Table 7.2.10.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
DnsRule 1 200 OK Upon success, a response body containing the
DnsRules is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
Response In the returned ProblemDetails structure, the "detail”
body attribute should convey more information about the
error.
ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
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ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.

More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.

7.2.10.3.2 PUT

This method activates, de-activates or updates a DNS rule. Figure 7.2.10.3.2-1 shows the message flow of "DNS rule
activation/deactivation” using PUT.

MEC App Instance MEC platform
| |
| GET Jfdns_rulesf{dnsRuleld} \_:
(200 OK (current DnsRule) |
Change the "state" in the "DnsRule" structure b] !
. PUT (updated DnsRule) .../dns_rules/{dnsRuleld} 1:
200 OK (updated DnsRule) |
MEC App Instance MEC platform

Figure 7.2.10.3.2-1: DNS rule activation/deactivation using PUT

PUT HTTP method shall comply with the URI query parameters, request and response data structures, and response
codes, as specified in tables 7.2.10.3.2-1 and 7.2.10.3.2-2.

Table 7.2.10.3.2-1: URI query parameters supported by the PUT method on this resource

Name Data type Cardinality Remarks

n/a
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Table 7.2.10.3.2-2; Data structures supported by the PUT request/response on this resource

Request Data type Cardinality Remarks
body DnsRule 1 The updated "state" is included in the payload body of the request.
Data type Cardinality | Response Remarks
codes
DnsRule 1 200 OK Upon success, a response body containing data
type describing the updated DnsRule is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
Response In the returned ProblemDetails structure, the "detail”
body attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
ProblemDetails 0.1 412 It is used when a condition has failed during
Precondition |conditional requests, e.g. when using ETags to
Failed avoid write conflicts.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
7.2.10.3.3 PATCH
Not supported.
7.2.10.3.4 POST
Not supported.
7.2.10.3.5 DELETE
Not supported.
7.2.11 Resource: confirm termination task
7.211.1 Description

This task resource allows a MEC application instance to confirm towards the MEC platform that it has completed the

application level termination.

7.2.11.2 Resource definition

Resource URI: {apiRoot}/mec_app_support/vl/applications/{applnstancel d}/confirm_ter mination

Resource URI variables for this resource are defined in table 7.2.11.2-1.
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Table 7.2.11.2-1: Resource URI variables for resource "confirm termination task"

Name

Definition

apiRoot

See clause 7.2.2.

applnstanceld

Represents a MEC application instance.

7.2.11.3 Resource methods

7.2.11.3.1

Not supported.

7.2.11.3.2
Not supported.

7.2.11.3.3

Not supported.

7.2.11.3.4

GET

PUT

PATCH

POST

The high-level MEC application instance graceful termination/stop flow isintroduced in clause 5.2.3, with the full

detail provided in figure 7.2.11.3.4-1. In step 1 the MEC Platform notifies the MEC application instance that it isto be
gracefully terminated/stopped. In step 2 the MEC application instance responds with a 204 No Content to acknowledge
that it has received the terminate/stop notification. It can then execute application level terminate/stop related actions. In
step 3, once such actions have been completed, the MEC application instance uses the POST method to confirm the
application level termination of the MEC application instance. Finally, in step 4, the MEC Platform responds with a 204
No Content. This POST method shall support the URI query parameters, request and response data structures, and
response codes, as specified in tables 7.2.11.3.4-1 and 7.2.11.3.4-2.

[PPSR e s i A Sl avuvne suiprees

1 3. POST .../applications/{applnstanceld}/confirm_termination (AppTerminationConfirmation)

:( 4. 204 No Content

MEC App Instance

MEC platform

Figure 7.2.11.3.4-1: MEC application termination/stop notification and confirmation using POST

Table 7.2.11.3.4-1: URI query parameters supported by the POST method on this resource

Name

Data type Cardinality

Remarks

n/a

ETSI



a7

ETSI GS MEC 011 V2.1.1 (2019-11)

Table 7.2.11.3.4-2; Data structures supported by the POST request/response on this resource

Request
body

Data type

Cardinality

Remarks

AppTerminationCo

nfirmation

Payload body in the request contains the operational action the
application instance is responding to.

Response
body

Data type

Cardinality

Response
codes

Remarks

N/A

204 No Content

The request is acknowledged.

The response body shall be empty.

ProblemDetails

0.1

401
Unauthorized

It is used when the client did not submit the
appropriate credentials.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

ProblemDetails

403 Forbidden

The operation is not allowed given the current
status of the resource.

More information shall be provided in the "detail"
attribute of the "ProblemDetails” structure.

ProblemDetails

0.1

404 Not Found

It is used when a client provided a URI that
cannot be mapped to a valid resource URI.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

ProblemDetails

0.1

409 Conflict

The operation cannot be executed currently, due
to a conflict with the state of the resource.

Typically, this is because the application instance
resource is in NOT_INSTANTIATED state or
because there is no termination ongoing.

The response body shall contain a
ProblemDetails structure, in which the "detail"
attribute shall convey more information about the
error.

ProblemDetails

0.1

429 Too Many
Requests

It is used when a rate limiter has triggered.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

7.2.11.3.5 DELETE

Not supported.

7.2.12 Resource: confirm ready task

7.212.1 Description

Thistask resource allows a MEC application instance to confirm towards the MEC platform that it is up and running,
which corresponds to step 4c described in clause 5.2.2.

7.2.12.2 Resource definition
Resource URI: {apiRoot}/mec_app_support/vl/applications/{appl nstancel d}/confirm_ready

Resource URI variables for this resource are defined in table 7.2.12.2-1.
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Table 7.2.12.2-1: Resource URI variables for resource "confirm ready task"

Name

Definition

apiRoot

See clause 7.2.2.

applnstanceld

Represents a MEC application instance.

7.2.12.3

7.2.12.3.1

Resource methods

Not supported.

7.2.12.3.2

Not supported.

7.2.12.3.3

Not supported.

7.2.12.3.4

GET

PUT

PATCH

POST

The POST method may be used by the MEC application instance to notify the MEC platform that it is up and running.
POST HTTP method shall support the URI query parameters, request and response data structures, and response codes,
as specified in tables 7.2.12.3.4-1 and 7.2.12.3.4-2.

Table 7.2.12.3.4-1: URI query parameters supported by the POST method on this resource

Name

Data type

Cardinality

Remarks

n/a
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Table 7.2.12.3.4-2; Data structures supported by the POST request/response on this resource

Data type Cardinality

Remarks

Request

body AppReadyConfirm |1

ation

Payload body in the request contains the indication that the
application instance is up and running.

Data type Cardinality

Response
codes

Remarks

N/A

204 No Content

The request is acknowledged.

The response body shall be empty.

ProblemDetails 0.1

401
Unauthorized

It is used when the client did not submit the
appropriate credentials.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

ProblemDetails 1

403 Forbidden

The operation is not allowed given the current
status of the resource.

More information shall be provided in the "detail"
attribute of the "ProblemDetails” structure.

ProblemDetails 0..1

Response
body

404 Not Found

It is used when a client provided a URI that
cannot be mapped to a valid resource URI.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

ProblemDetails 0.1

409 Conflict

The operation cannot be executed currently, due
to a conflict with the state of the resource.

Typically, this is because the application instance
resource is in NOT_INSTANTIATED state.

The response body shall contain a
ProblemDetails structure, in which the "detail"
attribute shall convey more information about the
error.

ProblemDetails 0..1

429 Too Many
Requests

It is used when a rate limiter has triggered.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

7.2.12.3.5 DELETE

Not supported.

8 MEC service management API

8.1 Data model

8.1.1 Introduction

Clauses 8.1.2 to 8.1.6 specify the data types that are used to implement the MEC service management API for which the
relevant sequence diagrams are described in clause 5.2.
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This clause defines data structures to be used in resource representations.

8.1.2.2

Type: Servicelnfo

This type represents the general information of a MEC service.

The attributes of the Servicelnfo shall follow the indications provided in table 8.1.2.2-1.

Table 8.1.2.2-1: Attributes of Servicelnfo

Attribute name Data type Cardinality Description

serinstanceld Serlnstanceld 0.1 Identifier of the service instance assigned by the
MEPM/MEC platform. For the uniqueness of the identifier
across the MEC system, UUID format [i.7] is
recommended.
Shall be absent in POST requests, and present
otherwise.

serName SerName 1 The name of the service. This is how the service
producing MEC application identifies the service instance
it produces.

serCategory CategoryRef 0.1 A Category reference.
(The category resource is used to group product
offerings, service and resource candidates in logical
containers. Categories may contain other categories
and/or product offerings, resource or service candidates.)
(see note 1)
For the serCategory, the example values include:
1. "RNI"
2. "Location"
3. "Bandwidth Management".

version String 1 The version of the service.

state ServiceState 1 Contains the service state.
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Attribute name Data type Cardinality | Description
transportld String 0.1 Identifier of the platform-provided transport to be used by
the service. Valid identifiers may be obtained using the
"Transport information query" procedure. May be present
in POST requests to signal the use of a platform-provided
transport for the service, and shall be absent otherwise.
See note 2.
transportinfo Transportinfo 0.1 Information regarding the transport used by the service.
May be present in POST requests to signal the use of an
application-provided transport for the service, and shall
be present otherwise. See note 2.
serializer SerializerType 1 Indicate the supported serialization format of the service.
scopeOfLocality LocalityType 0..1 The scope of locality as expressed by
"consumedLocalOnly" and "isLocal".
If absent, defaults to MEC HOST. See notes 3, 5 and 6.
consumedLocalOnly [Boolean 0.1 Indicate whether the service can only be consumed by
the MEC applications located in the same locality (as
defined by scopeOfLocality) as this service instance
(TRUE) or not (FALSE).
Default to TRUE if absent.
isLocal Boolean 0.1 Indicate whether the service is located in the same
locality (as defined by scopeOfLocality) as the consuming
MEC application (TRUE) or not (FALSE).
Default to TRUE if absent. See note 4.
NOTE 1: The service category may be included in the application descriptor. It may be allocated by the operator or by
the application developer.
NOTE 2: Either transportld or transportinfo but not both shall be present in POST requests.
NOTE 3: Values NFVI_POP, ZONE and NFVI_NODE are used when the service instance is deployed as a VNF.
NOTE 4: The isLocal is used only in service availability query response and service availability subscription/notification
messages.
NOTE 5: Value ZONE_GROUP can be used when the service instance is deployed as a VNF.
NOTE 6: Regarding the value MEC_SYSTEM, if the service is running on the same MEC system as the MEC app, then
it will be local to it.
NOTE: Inthe present document it is not specified on service availability announcements outside a MEC system.
8.1.2.3 Type: Transportinfo

This type represents the transport information. The attributes of the Transportinfo type shall follow the indications
provided in table 8.1.2.3-1.

Table 8.1.2.3-1: Attributes of Transportinfo

Attribute name Data type Cardinality Description

id String 1 The identifier of this transport.

name String 1 The name of this transport.

description String 0.1 Human-readable description of this transport.

type TransportType 1 Type of the transport.

protocol String 1 The name of the protocol used. Shall be set to "HTTP"
for a REST API.

version String 1 The version of the protocol used.

endpoint EndPointInfo 1 Information about the endpoint to access the transport.

security Securitylnfo 1 Information about the security used by the transport.

implSpecificlnfo Not specified 0.1 Additional implementation specific details of the
transport.

8.1.3

8.1.3.1

Introduction

Subscription data types

This clause defines data structures that define criteriato be used in subscriptions.
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8.1.3.2 Type: SerAvailabilityNotificationSubscription

This type represents a subscription to the notifications from the MEC platform regarding the availability of aMEC
service or alist of MEC services.

The attributes of the SerAvailabilityNotificationSubscription shall follow the indications provided in table 8.1.3.2-1.

Table 8.1.3.2-1: Attributes of SerAvailabilityNotificationSubscription

Attribute name

Data type

Cardinality

Description

subscriptionType

String

1

Shall be set to "SerAvailabilityNotificationSubscription".

callbackReference

Uri

1

URI selected by the MEC application instance to receive
notifications on the subscribed MEC service availability
information. This shall be included in both the request
and the response.

“links

Structure (inlined)

Object containing hyperlinks related to the resource. This
shall only be included in the HTTP responses.

>self

LinkType

Self-referring URI.

filteringCriteria

Structure (inlined)

Filtering criteria to match services for which events are
requested to be reported. If absent, matches all services.
All child attributes are combined with the logical "AND"
operation.

>serlnstancelds

Serlnstanceld

Identifiers of service instances about which to report
events.
See note.

>serNames

SerName

Names of services about which to report events.
See note.

>serCategories

CategoryRef

Categories of services about which to report events.
See note.

>states

ServiceState

States of the services about which to report events. If the
event is a state change, this filter represents the state
after the change.

>jsLocal

Boolean

0..

1

Restrict event reporting to whether the service is local to
the MEC platform where the subscription is managed.

NOTE:

The attributes "serlnstancelds

, "serNames" and "serCategories" provide mutually-exclusive alternatives to

define a set of services. Only one of them may be present.

8.1.4

8.14.1

Introduction

Notification data types

This clause defines data structures that define notifications.

8.1.4.2

Type: ServiceAvailabilityNotification

This type represents the service availability information that is used in the following cases:

e  when the MEC platform announces the newly available services to the authorized relevant MEC applications
(e.g. the applications that indicate the services as "optiona" or "required") that are subscribed to the
corresponding service availability notifications;

e when the MEC platform notifies the authorized rel evant applications that are subscribed to the corresponding
service availability notifications about the service availability changes.

The attributes of the ServiceAvailabilityNotification shall follow the indications provided in table 8.1.4.2-1.
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Table 8.1.4.2-1: Attributes of ServiceAvailabilityNotification

Attribute name

Data type

Cardinality Description

notificationType

String

1 Shall be set to
"SerAvailabilityNotification".

serviceReferences

Structure (inlined)

1..N List of links to services whose
availability has changed.

>link

LinkType

0.1 Link to the resource representing the
individual service. Shall be present
unless "changeType"="REMOVED".

>serName

SerName

[

Name of the service

>serlnstanceld

Serlnstanceld

[

Identifier of the service

>state

ServiceState

1 State of the service after the
modification.

>changeType

Enum (inlined)

1 Type of the change.

Valid values:

1. ADDED: The service was newly
added.

2. REMOVED: The service was
removed.

3. STATE_CHANGED: Only the
state of the service was
changed.

4. ATTRIBUTES_CHANGED: At
least one attribute of the
service other than state was
changed. The change may or
may not include changing the
state.

“links

Structure (inlined)

1 Object containing hyperlinks related to
the resource.

>subscription

LinkType

1 A link to the related subscription.

8.1.5

8.1.5.1

Referenced structured data types

Introduction

This clause defines data structures that may be referenced from data structures defined in clauses 8.1.2 to 8.1.4, but may
neither be resource representations nor notifications.

8.1.5.2

Type: CategoryRef

This type represents the category reference.

The attributes of the CategoryRef shall follow the indications provided in table 8.1.5.2-1.

Attribute name Data type Cardinality Description
href Uri 1 Reference of the catalogue.
id String 1 Unigue identifier of the category.
name String 1 Name of the category.
version String 1 Category version.
8.1.5.3 Type: EndPointinfo

Table 8.1.5.2-1: Attributes of CategoryRef

This type represents information about a transport endpoint. The attributes of the EndPointInfo shall follow the
indications provided in table 8.1.5.3-1.
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Table 8.1.5.3-1: Attributes of EndPointinfo

Attribute name Data type Cardinality Description
uris String 0..N Entry point information of the service as
string, formatted according to URI syntax
(see IETF RFC 3986 [8]). Shall be used
for REST APIs. See note.

addresses Structure 0..N Entry point information of the service as
(inlined) one or more pairs of IP address and port.
See note.
>host String 1 Host portion of the address.
>port Int 1 Port portion of the address.
alternative Not specified 0.1 Entry point information of the service in a

format defined by an implementation, or
in an external specification. See note.
NOTE: Exactly one of "uris", "addresses" or "alternative" shall be present.

8.1.54 Type: Securitylnfo
This type represents security information related to a transport.

In the present document, only security information for the client credentials grant type of OAuth 2.0 is specified. All
parameters related to OAuth 2.0, including additional attributes that might need to be added when more grant types are
supported in the future, shall be contained in the "oAuth2Info" structure. For the support of the OAuth 2.0 client
credentials grant type, the attributes of the "oAuth2lnfo" attribute of the Securitylnfo shall follow the indications
provided in table 8.1.5.4-1.

NOTE: For the use of alternative transport mechanisms by implementations, or for their specification in future
versions of the present document, it is foreseen that the " Securitylnfo™ structure may contain additional
attributes that allow the MEC application to discover the applicable security-related parameters of these

mechani sms.
Table 8.1.5.4-1: Attributes of SecurityInfo
Attribute name Data type Cardinality Description
oAuth2Info Structure 0..1 Parameters related to use of OAuth 2.0. Shall be present
(inlined) in case OAuth 2.0 (see IETF RFC 6749 [13]) is supported
to secure the provision of the service over the transport.
>grantTypes Enum (inlined) 1.4 List of supported OAuth 2.0 grant types.
Each entry shall be one of the following permitted values:
e OAUTH2_AUTHORIZATION_CODE
(Authorization code grant type)
e OAUTH2_IMPLICIT_GRANT
(Implicit grant type)
e OAUTH2_RESOURCE_OWNER
(Resource owner password credentials grant
type)
e OAUTH2_CLIENT_CREDENTIALS
(Client credentials grant type)
Only the value "OAUTH2_CLIENT_CREDENTIALS" is
supported in the present document.

>tokenEndpoint Uri 0.1 The token endpoint. Shall be present unless the grant
type is OAUTH2 _IMPLICIT_GRANT.

(extensions) Not specified 0..N Extensions for alternative transport mechanisms. These
extensions depend on the actual transport, and are out of
scope of the present document.

For instance, such extensions may be used to signal the
necessary parameters for the client to use TLS-based
authorization defined for alternative transports (see ETSI
GS MEC 009 [5] for more information).
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Referenced simple data types and enumerations

Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in

clauses8.1.2t0 8.1.5.

8.1.6.2

Simple data types

The simple data type defined for this API are provided in table 8.1.6.2-1.

Table 8.1.6.2-1: Simple data types

Type name Description
Serinstanceld String representing the identifier of the service
SerName String representing the name of the service
8.1.6.3 Enumeration: SerializerType

The enumeration SerializerType represents types of serializers. This enumeration shall be extensible. It shall comply

with the provisions defined in table 8.1.6.3-1.

Table 8.1.6.3-1: Enumeration SerializerType

Enumeration value Description
JSON Javascript object notation [9]
XML eXtensible Mark-up Language version 1.1 [10]
PROTOBUF3 Protocol buffers version 3 [i.3]
NOTE: The enumeration values above shall represent the serializers as defined by the referenced
specifications.
8.1.6.4 Enumeration: TransportType

The enumeration TransportType represents types of transports. It shall comply with the provisions defined in
table 8.1.6.4-1. This enumeration shall be extensible.

Table 8.1.6.4-1: Enumeration TransportType

Enumeration value

Description

REST_HTTP

RESTful API using HTTP (as defined in IETF RFC 7230 [11] and related
specifications).

MB_TOPIC_BASED

Topic-based message bus which routes messages to receivers based on
subscriptions, if a pattern passed on subscription matches the topic of the message.

EXAMPLE: MQTT (see [i.4]).

MB_ROUTING Routing-based message bus which routes messages to receivers based on
subscriptions, if a key passed on subscription is equal to the key of the message.

MB_PUBSUB Publish-subscribe based message bus which distributes messages to all
subscribers.

RPC Remote procedure call.

EXAMPLE: GRPC (see [i.5]).

RPC_STREAMING

Remote procedure call supporting streams of requests and responses.

EXAMPLE: GRPC (see [i.5]).
WEBSOCKET Websockets as defined in IETF RFC 6455 [12].
8.1.6.5 Enumeration: LocalityType

The enumeration Locality Type represents types of locality. It shall comply with the provisions defined in

table 8.1.6.5-1.
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Table 8.1.6.5-1: Enumeration LocalityType

Enumeration value Description
MEC_SYSTEM MEC system
MEC_HOST MEC host
NFVI_POP NFVI PoP
ZONE Resource zone, as defined in [15]
ZONE_GROUP Group of resource zones, as defined in [15]
NFVI_NODE NFVI node

NOTE: Inthe present document it is not specified on service availability announcements outside a MEC system.

8.1.6.6 Enumeration: ServiceState

The enumeration ServiceState represents possible states of a MEC service. This enumeration shall comply with the
provisions defined in table 8.1.6.6-1.

Table 8.1.6.6-1: Enumeration ServiceState

Enumeration value Description
ACTIVE The service is active.
INACTIVE The service is inactive.

8.2 API definition

8.2.1 Introduction

This clause defines the resources and operations of the MEC service management API.

8.2.2 Global definitions and resource structure
All resource URIs of this API shall have the following root:
o {apiRoot}/{apiName}/{apiVersion}/

The"ApiRoot" is discovered using the service registry. The "apiName" shall be set to "mec_service_mgmt"and the
"apiVersion" shall be set to "v1" for the present document. It includes the scheme ("http" or "https"), host and optional
port, and an optional prefix string. The API shall support HTTP over TLS (also known asHTTPS[6]) (see IETF

RFC 2818 [6]). TLS version 1.2 as defined by IETF RFC 5246 [7] shall be supported. HTTP without TLSis not
recommended. All resource URIsin clauses 8.2.3 to 8.2.9 are defined relative to the above root URI.

This API shall require the use of the OAuth 2.0 client credentials grant type according to IETF RFC 6749 [13] with
bearer tokens according to IETF RFC 6750 [14]. See clause 7.16 of ETSI GS MEC 009 [5] for more information. How
the token endpoint and client credentials are provisioned into the MEC applicationsis out of scope of the present
document.

This APl supports additional application-related error information to be provided in the HTTP response when an error
occurs. See clause 7.15 of ETSI GS MEC 009 [5] for more information.

Figure 8.2.2-1 illustrates the resource URI structure of this API.
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{apiRoot}/mec_serice_mgmt/v1
—————[ /applications ]
L[ /{applnstanceld} ]
—‘ /semvices ]

L{ Hsemviceld} J

—[ /subscriptions ]

L—{ /subscriptionld} ]

—[ /senvices ]
L[ Hsemviceld} ]

—[ /transports ]

Figure 8.2.2-1: Resource URI structure of the MEC service management API

Table 8.2.2-1 provides an overview of the resources defined by the present specification for the MEC applications
support API, and the applicable HTTP methods.

Table 8.2.2-1: Resources and methods overview

ETSI GS MEC 011 V2.1.1 (2019-11)

Resource name Resource URI HTTP Meaning
method
A list of Iservices GET Retrieve information about a list
mecService of mecService resources
Individual I/services/{serviceld} GET Retrieve information about a
mecService mecService resource
A list of /applications/{appInstanceld}/services GET Retrieve information about a list
mecService of an of mecService resources of an
application application instance
instance POST Create a mecService resource
of an application instance
Individual /applications/{appInstanceld}/services/ GET Retrieve information about a
mecService of an |{serviceld} mecService resource of an
application application instance
instance PUT Update the information about a
mecService resource of an
application instance
DELETE |Delete a mecService resource
Parent resource |/applications/{appInstanceld}/subscriptions |GET Retrieve information about a list
of all of mecSrvMgmtSubscription
mecSrvMgmtSub resources for this subscriber
scription of a POST Create a
subscriber mecSrvMgmtSubscription
resource
Individual lapplications/{appInstanceld}/subscriptions/ |GET Retrieve information about a
mecSrvMgmtSub  |{subscriptionld} mecSrvMgmtSubscription
scription resource for this subscriber
DELETE |Delete a
mecSrvMgmtSubscription
resource
A list of [transports GET Retrieve information about the
mecTransport available transports
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8.2.3 Resource: a list of mecService

8.2.3.1 Description

Thisresource is used to represent alist of MEC service instances.

8.2.3.2 Resource definition

Resource URI: {apiRoot}/mec_service_mgmt/v1l/services

ETSI GS MEC 011 V2.1.1 (2019-11)

Resource URI variables for this resource are defined in table 8.2.3.2-1.

Table 8.2.3.2-1: Resource URI variables for resource "a list of mecService"

Name

Definition

apiRoot See clause 8.2.2

8.2.3.3 Resource methods

8.2.3.3.1 GET

This method retrieves information about a list of mecService resources. This method istypically used in "service
availability query" procedure as described in clause 5.2.5. Figure 8.2.3.3.1-1 shows the example message flows using

GET method.

Example 2: Query the services based on ser_name ‘ﬁ

GET .../services ?ser_name=abc

|
|
|
|
|
|
1

MEC App Instance

200 OK (a list of Servicelnfo) :

MEC platform

Figure 8.2.3.3.1-1: Service availability query

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 8.2.3.3.1-1 and 8.2.3.3.1-2. When no URI query parameter is present, all the relevant mecService

resources to the requestor will be returned.
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Table 8.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

Cardinality

Remarks

ser_instance_id

String

0..N

A MEC application instance may use multiple ser_instance_ids
as an input parameter to query the availability of a list of MEC
service instances. See note.

ser_name

String

0..N

A MEC application instance may use multiple ser_names as an
input parameter to query the availability of a list of MEC service
instances. See note.

ser_category_id

String

A MEC application instance may use ser_category_id as an
input parameter to query the availability of a list of MEC service
instances in a serCategory. See note.

scope_of_locality

LocalityType

A MEC application instance may use scope_of_locality as an
input parameter to query the availability of a list of MEC service
instances with a certain scope of locality, as defined in
LocalityType in table 8.1.6.5-1.

only

consumed_local_

Boolean

A MEC application instance may use consumed_local_only as
an input parameter to query the availability of a list of MEC
service instances that can be consumed only locally.

is_local

Boolean

A MEC application instance may use is_local as an input
parameter to query the availability of a list of MEC service
instances in the local MEC host or in local and remote MEC
hosts.

NOTE:

Either "ser_instance_id" or "ser_name" or "ser_category _id" or none of them shall be present.

Table 8.2.3.3.1-2: Data structures supported by the GET request/response on this resource

Response
body

Request Data type Cardinality Remarks
body n/a
Data type Cardinality Response Remarks
codes

Servicelnfo 0..N 200 OK Upon success, a response body containing an array
of the mecServices is returned.

ProblemDetails |0..1 400 Bad Request |ltis used to indicate that incorrect parameters were
passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.

ProblemDetails |0..1 404 Not Found It is used when a client provided a URI that cannot

be mapped to a valid resource URI.

In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.

ProblemDetails |1

403 Forbidden

The operation is not allowed given the current status
of the resource.

More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.

ProblemDetails |0..1 414 URI Too It is used to indicate that the server is refusing to
Long process the request because the request URI is
longer than the server is willing or able to process.
8.2.3.3.2 PUT
Not supported.
8.2.3.3.3 PATCH
Not supported.
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8.2.3.3.4 POST
Not supported.

8.2.3.3.5 DELETE
Not supported.

8.2.4 Resource: individual mecService

8.24.1 Description

Thisresourceis used to represent a MEC service instance, which follows the resource data type of " Servicelnfo" as
specified in clause 8.1.2.2.

8.2.4.2 Resource definition
Resource URI: {apiRoot}/mec_service_mgmt/v1/services/{servicel d}

Resource URI variables for this resource are defined in table 8.2.4.2-1.

Table 8.2.4.2-1: Resource URI variables for resource "individual mecService"

Name Definition
apiRoot See clause 8.2.2
serviceld Represents a MEC service instance
8.2.4.3 Resource methods
8.24.3.1 GET

This method retrieves information about a mecService resource. This method istypically used in "service availability
guery" procedure as described in clause 5.2.5.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 8.2.4.3.1-1 and 8.2.4.3.1-2.

Table 8.2.4.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a
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Table 8.2.4.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality Response Remarks
codes

Servicelnfo 1 200 OK It is used to indicate nonspecific success. The
response body contains a representation of the
resource.

ProblemDetails 0.1 400 Bad Request |It is used to indicate that incorrect parameters

were passed to the request.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
Response about the error.

body  |ProblemDetails 0.1 404 Not Found It is used when a client provided a URI that
cannot be mapped to a valid resource URI.

In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.

ProblemDetails 1 403 Forbidden The operation is not allowed given the current
status of the resource.

More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.

8.2.4.3.2 PUT

Not supported.

8.2.4.3.3 PATCH
Not supported.

8.2.4.3.4 POST
Not supported.

8.2.4.3.5 DELETE
Not supported.

8.2.5 Resource: a list of mecTransport

8.25.1 Description

Thisresourceis used to represent alist of transports provided by the MEC platform.

8.25.2 Resource definition
Resource URI: {apiRoot}/mec_service_mgmt/v1l/transports

Resource URI variables for this resource are defined in table 8.2.5.2-1.

Table 8.2.5.2-1: Resource URI variables for resource "a list of mecTransport”

Name Definition
apiRoot See clause 8.2.2.
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This method retrieves information about a list of available transports. This method is typically used by a service-
producing application to discover transports provided by the MEC platform in the "transport information query”
procedure as described in clause 5.2.9. Figure 8.2.5.3.1-1 shows the example message flows using GET method.

MEC App Instance

MEC platform

Query the list of transports B]

GET ... ftransports

MEC App Instance

MEC platform

Figure 8.2.5.3.1-1: Transport information query

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 8.2.5.3.1-1 and 8.2.5.3.1-2.

Table 8.2.5.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

Cardinality

Remarks

n/a

Table 8.2.5.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
Transportinfo 0..N 200 OK Upon success, a response body containing an array
describing the available transports is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail”
attribute should convey more information about the
Response - error. - -
body ProblemDetails 0.1 404 Not Itis used when a cl!ent provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current
Forbidden |status of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
8.2.5.3.2 PUT
Not supported.
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8.2.5.3.3 PATCH
Not supported.

8.2.5.3.4 POST
Not supported.

8.2.5.35 DELETE
Not supported.

8.2.6 Resource: a list of mecService of an application instance

8.2.6.1 Description

Thisresourceis used to represent alist of MEC service instances that is associated with an application instance.

8.2.6.2 Resource definition
Resource URI: {apiRoot}/mec_service_ mgmt/vl/applications/{appl nstancel d}/services

Resource URI variables for this resource are defined in table 8.2.6.2-1.

Table 8.2.6.2-1: Resource URI variables for resource
"alist of mecService of an application instance"

Name Definition
apiRoot See clause 8.2.2.
applnstanceld Represents a MEC application instance.
8.2.6.3 Resource methods

8.2.6.3.1 GET
This method retrieves information about a list of mecService resources that is associated with an application instance.

This method istypically used in "service availability query" procedure as described in clause 5.2.5. Figure 8.2.6.3.1-1
shows the example message flows using GET method.
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MEC platform

|
1

Example 1: Query the services based on ser_instance_id [ﬁ
r GET ...fapplications/{appinstanceld}/services?ser_instance_id=xxx }
200 OK (a list of Servicelnfo) 1
Example 2: Query the services based on ser_name Lﬁ
GET ...fapplications/{appinstanceld }/services?ser_name=abc .

MEC App Instance

1200 OK (a list of Servicelnfo) :

MEC platform

Figure 8.2.6.3.1-1: Service availability query

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 8.2.6.3.1-1 and 8.2.6.3.1-2. When no URI query parameter is present, all the relevant mecService
resources to the requestor will be returned.

Table 8.2.6.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

Cardinality

Remarks

ser_instance_id

String

0..N

A MEC application instance may use multiple ser_instance_ids
as an input parameter to query the availability of a list of MEC
service instances. See note.

ser_name

String

0..N

A MEC application instance may use multiple ser_names as an
input parameter to query the availability of a list of MEC service
instances. See note.

ser_category_id

String

0.1

A MEC application instance may use ser_category_id as an
input parameter to query the availability of a list of MEC service
instances in a serCategory. See note.

scope_of_locality

LocalityType

0.1

A MEC application instance may use scope_of_locality as an
input parameter to query the availability of a list of MEC service
instances with a certain scope of locality, as defined in
LocalityType in table 8.1.6.5-1.

consumed_local_
only

Boolean

A MEC application instance may use consumed_local_only as
an input parameter to query the availability of a list of MEC
service instances that can be consumed only locally.

is_local

Boolean

A MEC application instance may use is_local as an input
parameter to query the availability of a list of MEC service
instances in the local MEC host or in local and remote MEC
hosts.

NOTE:

Either "ser_instance_id" or "ser_name" or "ser_category id" or none of them shall be present.
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Table 8.2.6.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response codes Remarks
Servicelnfo 0..N 200 OK Upon success, a response body containing an array
of the mecServices is returned.
ProblemDetails |0..1 400 Bad Request |ltis used to indicate that incorrect parameters were
passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
Response ProblemDetails |0..1 404 Not Found It is used when a client provided a URI that cannot
P be mapped to a valid resource URI.
body
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails |1 403 Forbidden The operation is not allowed given the current status
of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
ProblemDetails |0..1 414 URI Too It is used to indicate that the server is refusing to
Long process the request because the request URI is
longer than the server is willing or able to process.
8.2.6.3.2 PUT
Not supported.
8.2.6.3.3 PATCH
Not supported.
8.2.6.3.4 POST

This method is used to create a mecService resource that is associated with the application instance. This method is
typicaly used in "service availability update and new service registration” procedure as described in clause 5.2.4.
Figure 8.2.6.3.4-1 shows the message flow.

MEC App Instance

!
1

A new MEC service instance becomes available ‘ﬁ

MEC platform

|
-
|
|
|
|
|
|
|

MEC App Instance

| POST ..japplications/{applinstanceld}/services (Servicelnfo) -

» 201 Created (Servicelnfo)

- MEC platform computes resource URI
- MEC platform creates resource

]

MEC platform

Figure 8.2.6.3.4-1: New service registration
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POST HTTP method shall comply with the URI query parameters, request and response data structures, and response
codes, as specified in tables 8.2.6.3.4-1 and 8.2.6.3.4-2.

Table 8.2.6.3.4-1: URI query parameters supported by the POST method on this resource

Name

Data type

Cardinality

Remarks

n/a

Table 8.2.6.3.4-2: Data structures supported by the POST request/response on this resource

Request Data type Cardinality Remarks
body Servicelnfo 1 Payload body in the request contains Servicelnfo to be created.
Data type Cardinality |Response codes Remarks
Servicelnfo 1 201 Created Upon success, the HTTP response shall include a
"Location" HTTP header that contains the resource
URI of the created resource.
ProblemDetails  |0..1 400 Bad Request |Itis used to indicate that incorrect parameters were
passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
Response error.
bgdy ProblemDetails 0.1 404 Not Found It is used when a client provided a URI that cannot
be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 Forbidden The operation is not allowed given the current status
of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
8.2.6.3.5 DELETE
Not supported.
8.2.7 Resource: individual mecService of an application instance
8.2.7.1 Description

Thisresource is used to represent a MEC service instance that is associated with an application instance, which follows
the resource data type of " Servicelnfo" as specified in clause 8.1.2.2.

8.2.7.2 Resource definition
Resource URI: {apiRoot}/mec_service_mgmt/v1l/applications/{appl nstancel d}/ser vices/{ser vicel d}

Resource URI variables for this resource are defined in table 8.2.7.2-1.

Table 8.2.7.2-1: Resource URI variables for resource
"individual mecService of an application instance"

Name Definition
apiRoot See clause 8.2.2
applnstanceld Represents a MEC application instance
serviceld Represents a MEC service instance
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8.2.7.3 Resource methods

8.2.7.3.1 GET

This method retrieves information about a mecService resource that is associated with an application instance. This
method istypically used in "service availability query" procedure as described in clause 5.2.5.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 8.2.7.3.1-1 and 8.2.7.3.1-2.

Table 8.2.7.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a

Table 8.2.7.3.1-2: Data structures supported by the GET request/response on this resource

Data type Cardinality Remarks

Request
body n/a

Data type Cardinality | Response codes Remarks
Servicelnfo 1 200 OK It is used to indicate nonspecific success. The
response body contains a representation of the
resource.
ProblemDetails 0.1 400 Bad Request |t is used to indicate that incorrect parameters
were passed to the request.

In the returned ProblemDetails structure, the
"detail" attribute should convey more
Response information about the error.

body ProblemDetails 0.1 404 Not Found It is used when a client provided a URI that
cannot be mapped to a valid resource URI.

In the returned ProblemDetails structure, the
"detail" attribute should convey more
information about the error.

ProblemDetails 1 403 Forbidden The operation is not allowed given the current
status of the resource.

More information shall be provided in the
"detail” attribute of the "ProblemDetails"
structure.

8.2.7.3.2 PUT

This method updates the information about a mecService resource that is associated with the application instance. As
specified in ETSI GS MEC 009 [5], the PUT HTTP method has "replace” semantics.

PUT method istypically used in "service availability update” procedure as described in clause 5.2.4. Figure 8.2.7.3.2-1
shows the message flow using PUT.
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MEC App Instance MEC platform

| GET ...Japplications/{appInstanceld}/services/{serviceld} |

:r( 200 OK (current Servicelnfo) |

Change the "state" in the "Servicelnfo" structure lﬁ

v
| PUT (new meService) .../applications/{applInstanceld}/services/{serviceld} _
200 OK (new Serviceinfo)

A

MEC App Instance MEC platform

Figure 8.2.7.3.2-1: Service availability update using PUT

PUT HTTP method shall comply with the URI query parameters, request and response data structures, and response
codes, as specified in tables 8.2.7.3.2-1 and 8.2.7.3.2-2.

Table 8.2.7.3.2-1: URI query parameters supported by the PUT method on this resource

Name Data type Cardinality Remarks
n/a
Table 8.2.7.3.2-2: Data structures supported by the PUT request/response on this resource
Data type Cardinality Remarks
Request Servicelnfo 1 One or more updated attributes that are allowed to be changed (i.e.
body "state" or other attributes based on definition in clause 8.1.2.2) are
included in the Servicelnfo data structure in the payload body of the
request.
Data type Cardinality |Response codes Remarks
Servicelnfo 1 200 OK Upon success, a response body containing data
type describing the updated Servicelnfo is returned.
ProblemDetails |0..1 400 Bad Request |ltis used to indicate that incorrect parameters were
passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails |0..1 404 Not Found It is used when a client provided a URI that cannot
be mapped to a valid resource URI.
Response In the returned ProblemDetails structure, the "detail"
P attribute should convey more information about the
ey error.
ProblemDetails |1 403 Forbidden The operation is not allowed given the current status
of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
ProblemDetails |0..1 412 Precondition |lt is used when a condition has failed during
Failed conditional requests, e.g. when using ETags to
avoid write conflicts.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
8.2.7.3.3 PATCH
Not supported.
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8.2.7.3.4 POST
Not supported.
8.2.7.3.5 DELETE

This method del etes a mecService resource. This method istypically used in the service deregistration procedure.
Figure 8.2.7.3.5-1 shows the example message flows using DELETE method.

Figure 8.2.7.3.5-1: Service deregistration

DELETE HTTP method shall comply with the URI query parameters, request and response data structures, and
response codes, as specified in tables 8.2.7.3.5-1 and 8.2.7.3.5-2.

Table 8.2.7.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Data type Cardinality Remarks
n/a
Table 8.2.7.3.5-2: Data structures supported by the DELETE request on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality Response Remarks
codes
n/a 204 No Content  |The operation has been successful.
The response body shall be empty.
ProblemDetails |0..1 404 Not Found It is used when a client provided a URI that cannot
be mapped to a valid resource URI.
Response
body In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails |1 403 Forbidden The operation is not allowed given the current status
of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails” structure.

8.2.8 Resource: all mecSrvMgmtSubscription

8.2.8.1 Description

Thisresource is used to represent all subscriptions of a subscriber to the notifications from the MEC platform.

8.2.8.2 Resource definition

Resource URI: {apiRoot}/mec_service_ mgmt/vl/applications/{appl nstancel d}/subscriptions
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Resource URI variables for this resource are defined in table 8.2.8.2-1.

Table 8.2.8.2-1: Resource URI variables for resource "all mecSrvMgmtSubscription”

Name

Definition

apiRoot

See clause 8.2.2.

applnstanceld

Represents a MEC application instance. Note that
the applnstanceld is allocated by the MEC platform
manager.

8.2.8.3 Resource methods

8.2.83.1 GET

The GET method may be used to request information about all subscriptions for this requestor. Upon success, the
response contains payload body with all the subscriptions for the requestor.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as

specified in tables 8.2.8.3.1-1 and 8.2.8.3.1-2.

Table 8.2.8.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks
n/a
Table 8.2.8.3.1-2: Data structures supported by the GET request/response on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality |Response Remarks
codes
SubscriptionLinkList 1 200 OK Upon success, a response body containing the list
of links to the requested subscriptions is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters were
Request passed to the request.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
Response : error. : -
body ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the "detail"
attribute should convey more information about the
error.
ProblemDetails 1 403 The operation is not allowed given the current status
Forbidden |of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
8.2.8.3.2 PUT
Not supported.
8.2.8.3.3 PATCH
Not supported.
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8.2.8.3.4 POST

The POST method may be used to create a new subscription. One example use case is to create a new subscription to
the MEC service availability notifications. Upon success, the response contains payload body describing the created
subscription. This method istypically used in " Subscribing to service availability event notifications' procedure as
described in clause 5.2.6.2. Figure 8.2.8.3.4-1 shows the example message flows using POST method.

MEC App Instance MEC platform

| POST (SerAvailabilityNotificationSubscription;endpoint=.. jevt_sink) .. /subscriptions .

X

| 201 Created (SerawvailabilityMotificationSubscription) |

MEC App Instance MEC platform

Figure 8.2.8.3.4-1: Subscribing to service availability event notifications

POST HTTP method shall comply with the URI query parameters, request and response data structures, and response
codes, as specified in tables 8.2.8.3.4-1 and 8.2.8.3.4-2.

Table 8.2.8.3.4-1: URI query parameters supported by the POST method on this resource

Name Data type Cardinality Remarks

n/a

Table 8.2.8.3.4-2: Data structures supported by the POST request/response on this resource

Request Data type Cardinality Remarks
bod SerAvailabilityNotificatio |1 Payload body in the request contains a subscription to the MEC
nSubscription service availability notifications that is to be created.
Data type Cardinality |Response Remarks
codes
SerAvailabilityNotificatio |1 201 Upon success, the HTTP response shall include a
nSubscription Created "Location" HTTP header that contains the
resource URI of the created subscription resource.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect parameters
Request were passed to the request.
In the returned ProblemDetails structure, the
"detail" attribute should convey more information
Response about the error.
body ProblemDetails 0.1 404 Not It is used when a client provided a URI that cannot
Found be mapped to a valid resource URI.
In the returned ProblemDetails structure, the
"detail" attribute should convey more information
about the error.
ProblemDetails 1 403 The operation is not allowed given the current
Forbidden |status of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
8.2.8.3.5 DELETE
Not supported.
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8.2.9 Resource: individual mecSrvMgmtSubscription

8.2.9.1 Description

Thisresource is used to represent a subscription to the notifications from the MEC platform. When this resource
represents a subscription to the notifications regarding the availability of a MEC service or alist of MEC services, it
shall follow the data type of " SerAvailabilityNotificationSubscription” as specified in clause 8.1.3.2. The notifications
that are related to a meSerAvail Subscription follow the data type of " ServiceAvailabilityNotification" as specified in
clause 8.1.4.2.

8.2.9.2 Resource definition

Resource URI: {apiRoot}/mec_service_mgmt/v1l/applications/{appl nstancel d}/subscriptions/{subscriptionl d}

Resource URI variables for this resource are defined in table 8.2.9.2-1.

Table 8.2.9.2-1: Resource URI variables for resource "individual mecSrvMgmtSubscription”

Name Definition
apiRoot See clause 8.2.2.
applnstanceld Represents a MEC application instance. Note that the applnstanceld is allocated by the
MEC platform manager.
subscriptionid Represents a subscription to the notifications from the MEC platform.
8.2.9.3 Resource methods
8.2.9.3.1 GET

The GET method requests information about a subscription for this requestor. Upon success, the response contains
payload body with the subscription for the requestor.

This method shall comply with the URI query parameters, request and response data structures, and response codes, as
specified in tables 8.2.9.3.1-1 and 8.2.9.3.1-2.

Table 8.2.9.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type Cardinality Remarks

n/a
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Table 8.2.9.3.1-2: Data structures supported by the GET request/response on this resource

Request Data type Cardinality Remarks
body n/a
Data type Cardinality | Response Remarks
codes
SerAvailabilityNotification |1 200 OK Upon success, a response body containing
Subscription the requested subscription is returned.
ProblemDetails 0.1 400 Bad It is used to indicate that incorrect
Request parameters were passed to the request.

In the returned ProblemDetails structure,

the "detail" attribute should convey more

information about the error.

Response |ProblemDetails 0.1 404 Not It is used when a client provided a URI that
body Found cannot be mapped to a valid resource URI.

In the returned ProblemDetails structure,
the "detail" attribute should convey more
information about the error.
ProblemDetails 1 403 The operation is not allowed given the
Forbidden |current status of the resource.

More information shall be provided in the
"detail" attribute of the "ProblemDetails"
structure.

8.2.9.3.2 PUT

Not supported.

8.2.9.3.3 PATCH
Not supported.

8.2.9.3.4 POST
Not supported.

8.2.9.3.5 DELETE

This method del etes a mecSrvM gmtSubscription. This method is typically used in "Unsubscribing from event
notifications' procedure as described in clause 5.2.6.3. Figure 8.2.9.3.5-1 shows the example message flows using
DELETE method.

MEC App Instance MEC platfarm
. .
(1. DELETE ...fsuhsc|'ipti|:|nsf{suhscriptiunld}}H:
2204 Nocontent |

MEC App Instance MEC platfarm

Figure 8.2.9.3.5-1: Unsubscribing from MEC service management event notifications

DELETE HTTP method shall comply with the URI query parameters, request and response data structures, and
response codes, as specified in tables 8.2.9.3.5-1 and 8.2.9.3.5-2.
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Table 8.2.9.3.5-1: URI query parameters supported by the DELETE method on this resource

Name Data type Cardinality Remarks
n/a
Table 8.2.9.3.5-2: Data structures supported by the DELETE request on this resource
Request Data type Cardinality Remarks
body n/a
Data type Cardinality Response Remarks
codes
n/a 204 No Content
ProblemDetails |0..1 404 Not Found It is used when a client provided a URI that cannot
be mapped to a valid resource URI.
Response In the returned ProblemDetails structure, the "detail"
body attribute should convey more information about the
error.
ProblemDetails |1 403 Forbidden The operation is not allowed given the current status
of the resource.
More information shall be provided in the "detail"
attribute of the "ProblemDetails" structure.
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Annex A (informative):
Complementary material for API utilization

To complement the definitions for each method and resource defined in the interface clauses of the present document,
ETSI ISG MEC is providing for each MEC Platform Application Enablement API a supplementary description file
compliant to the OpenAPI Specification [i.6].

In case of discrepancies between each supplementary description file and the related data structure definitionsin the
present document, the data structure definitions take precedence.

The supplementary description files, relating to the present document, are located at
https://forge.etsi.org/rep/mec/gs011-app-enablement-api.
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