ETSI GS ENI 030 va4.1.1 (2024-03)

= _' >

GROUP SPECIFICATION

Experiential Networked Intelligence (ENI);
Transformer Architecture for Policy Translation

Disclaimer

The present document has been produced and approved by the Experiential Networked Intelligence (ENI) ETSI Industry
Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.



2 ETSI GS ENI 030 V4.1.1 (2024-03)

Reference
DGS/ENI-0030v411_Trans_Arch

Keywords
artificial intelligence, cognition, language,
policy management

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3 ETSI GS ENI 030 V4.1.1 (2024-03)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 5
01 Yo (o ST 5
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 5
EXECULIVE SUMIMAIY ..ot cteete sttt sttt e st st e e s te e e s besae e teeaeeseesteaaeesbesaeentesseenseteesseseeabeeneenteseeensensesneansesnennns 5
1 o0 o< TP P URUP PRSPPSO 6
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 6
21 NOIMBLIVE FEFEIENCES ... ecueeeereeeie ettt ettt et e e et et e st e besee et e s aeeseeae e e enteseeebesaeeaeeneensenseseesbesaeesesneeneensens 6
2.2 INFOrMELIVE FEFEIENCES.......eeeie ittt ettt bbb bt e e e se e b e s bt ebe et e s e eesnenbesae et e eneeneennen 6
3 Definition of terms, symbols and abbrevialions............cooeecereieene e s 8
31 LIS 0PTSRS 8
3.2 Y 1210 SRS 10
33 F Y o] 1= V7= 0] PR 10
4 Natural Language Processing With Al.........oe ettt st ere s 11
4.1 INErOAUCEION (INFOMMBLIVE) ......e.eieiiteieeeeet ettt b bbbt b e st b et b b e eb e b ens 11
4.2 Problems with Natural Language Processing (iNfOrmMatiVe) ...........coeeieeieeiesieeseeseeseeie e see e s s 11
4.3 Background and Previous Work (infOrmMatiVe)...........cieeieeiieseeiece e see s e se et ete e srae e ste e see e 11
43.1 L2720 o VAV o] 0 3 1Y/ oo = P 11
4.3.2 N-GRAM IMOOE] ...ttt bbb he st st e b e sb e eh e bt et eb e et e b e besbeebesaeens e e enbas 12
433 Recurrent Neural NEtWOrkS MOE .........ccooiiiiiiee e bbb 12
434 Convolutional Neural NEtWOrkS MOE .........ccooiiiiiieee e e 14
4.35 Long Short TErmM MemOry MOGEL.........coiiiiieee et b e 14
4.3.6 Gated RECUITENT UNITS ...ttt et et se et e e ae s e e et e teseeebesaeeseeneeseneeseesaesneeneensenses 16
437 N £ = 011 o o PR 17
4371 o] 1AV (o o SRR 17
4372 [0 11 0o o USRS 18
4.3.7.3 EXBIMIPIE ...ttt bbb bbb e b b e bR R R bR R e e e bt bt b e R e bt b neene s 18
4.4 Transformers and Large Language MOEIS. .......c..eo ettt snae e 19
44.1 Y Ko Az e o I (T 10 0T (V7<) P 19
4.4.2 Basic Transformer Architecture (infOrmMatiVe)..........cccueeeieeiee et 19
4421 ATCHITECTUIEI OVEIVIBIW .....vieeieeieee ettt s b e bbbt e e et e e bt nbesae e s e e e e e e 19
4.4.3 Basic Transformer Models (iNfOrMBaLivVe) ..........cceieeiierieiieie e s e ste et sneeenes 21
4431 100 1 1 o o U 21
4432 The Original Transformer ArChItECIUIE ..........coiiiiirie e 21
4.4.3.3 TranSfOrMEr AQVANTAJES. .......coveeiereeeeieriee ettt ettt b bt b et b e et eb b ae b nne e 22
4434 RIS 0800 = g T 1] = (o SRS 22
4.4.4 Other Transformer ModelS (INfOrMELIVE) .........o.coiiiriiieerieete et b e e b e 23
4441 100 1 1 o PR 23
4442 R (0 800= o ISP P PP PP ST 23
4443 COMPreSSIVE TraNSIOMMENS ........eiiieceecee et st e et e e ae e e e eneesbeenseenaesnaesseesrens 23
4444 BERT MOAEIS (INFOrMALIVE) .....veeuieieieiieeiiee sttt et te e ee e sse e s neesneesteenteenaesnaesnaesseeneens 24
44441 The Original BERT MOGEL ........coiiiiiiieieeee ettt s st s sttt 24
44442 0121 1 1= TSSO 25
44443 ALBERT .ottt ettt st ettt et b e et et e A et ke e e e be s Ee e et e nae e erenreneeneas 25
44444 COUEBERT ...ttt ettt et e et e b e e be et e saeesaeesbe e beeabeeateesseshaesbeesbeesseensesanesaeesseenseentenns 26
4.4.44.5 Additional OptimiZation FEALUMES...........ociiiirieeie ettt b e s be e seeneas 26
4.4.4.5 GPT MOElS (INFOMMBLIVE) .......eivieeiiitieeiestere et b bbb 26
44451 11 0o 1 o P 26
44452 OPENAT GPT MOEIS. ...ttt s b e b 26
44453 BLOOM ..ottt ettt sttt a et s e et b s bt b bt s e b et e Rt b e A e Rt Rt e e st et et Rt be et eneeneneeneenn 28
44454 e Y 1Y T L= £ TSR 28
44455 I N 1Y o L= £ TSR 29
4446 Sparse Transformers (INfOrMBELIVE) .........ecveieeiere e ceese et e sre e re e teesaesnaesraesaees 29
4447 IR Lo e (= K R e g 7= (A=) I 30
4448 Mixture of Experts Model (INfOrMaLiVE) ........ccveiiiii e 30

ETSI



4 ETSI GS ENI 030 V4.1.1 (2024-03)

445 CONCIUSIONS (NOFTNELIVE) ...ttt sttt sttt sttt b e eb e e bt b e e e bt sbese e b e e b e se e bt eb e se et e see e ebesbe e ebesbennenen 31
45 Prompting for LLMs, Transformers, and ChathotS...........coooiiiiiiiieeee e 31
451 INErOAUCEION (NOFIMBEIVE) ...ttt ettt b e st b e st b e bbb et be b et b b 31
4.5.2 (0] 0010111 oo [ES OSSPSR USSP 31
4521 [NErOAUCEION (NMOMMBLIVE) .....veveaeeterteeet ettt ettt b et b e e a e b et b e e e et b e e et b ne s 31
4522 INPUL-OULPUL PrOMES. ... ettt sttt st bbb e e be e s be e e beenbee e snee e nabeesnneenars 32
45221 INtroduction (INFOrMELIVE) .........eeieeiecie ettt e eesnae s e e e e aeenaesnnennes 32
45222 Zero-Shot Prompts (iNfOrMBELIVE) ......c.eecveeieeiecie ettt s sreesne et et e e e sraesreenneas 32
45223 Few-Shot Prompts (iNfOrMELIVE) ........cieeie ettt sttt ae e e 32
4523 Self-Consistency PromptS (NOFMELIVE) .......ccueeceeeeeieeiieseesieeeetesiesee st steesaeesae e e snaesraesseesaesnaessaesnens 32
4524 Chain-of-Thought Prompts (NOFMBELIVE)..........c.erueieririieeirieieiesiee e 32
4525 Tree-of-Thought Prompts (NOMMELIVE) ........ccerriiririeieirieee s 33
4526 Skills-in-Context Prompts (iNfOrMELIVE) ........c.ciuirieiriiciiieree e 33
4527 Graph-of-Thought Prompts (NOMMELIVE) ..........coueeririeieirieeieriee et 34
4528 Common Procedures to Increase the Value of Prompting .........ccocoevirenineininesceeeseseeseseeees 34
45281 INtrodUCEiON (INFOFMEBEIVE) .......c.eeveieeeeterte et b e b et b e e b e ebesreneenen 34
45282 Active Learning (NOFMELIVE) .......cceecueiueeeieeiesteeseese e e eiesaeseeseesseasse e te e e enteestesseesaeeseeensesneesnnesnes 34
45283 Information Retrieval (iNfOrMELIVE) ........c.eccueiieie et 35
453 Prompt Tuning (INfOrMELIVE) .........oieeiee ettt e st et e e te e e e be e teeteeneesnnennes 35
454 Prompt TemplateS (NOMMBLIVE) ......cccveieeieeseerti et eie e see e st ste e s e sae e s re e te e e esteesaessaeseeseenseeneesneesnes 35
455 Prompt PipelingS (INfOrMBELIVE) .........ccieeieeee ettt sttt te e e s e e teeteenneenneenes 37
45.6 a0 o R B A (g {0107 V=) TP 37
4.5.7 The Use of Promptsin an ENI System (NOrMELIVE) ........c.eeiirieiririerinieese s 37
4.6 INStruction TUNING (NOFTMELIVE) ........ceuertiietertee ettt ettt sb et se e bt b e bbbt e e b s se b e e e eb e e e e ens 39
4.7 The Use of Knowledge Graphs to Improve Reasoning (NOrMALIVE) ..........cocvereerereeneneeseseeesreseeiesreseenens 39
4.8 Retrieval Augmented Generation (NOMMBLIVE) ..........ccccirtirieirienieesiee et s e sae e neens 40
5 Transformer Architectural Requirements (NOMMELIVE) ..........ccueveirerireninie e es 41
51 (T goo W 1T oo BTSSP PP USSP 41
5.2 Transformer and LLM Usage in @n ENT SYSEEM.......cooiiie ettt 41
5.3 Transformer and LLM Architectural REQUITEMENES..........cccuviieieeieee e 42
54 Transformer and LLM Reference POint REQUITEMENTS ..........ccueiierieieeie e steesieesee e seesreesseese e sneesseeseens 42
6 Transformer Architecture for ENI (NOMMELIVE) .......cceeriiieiiiiece e 43
6.1 011 0o 1 1 o o PSR 43
6.2 DESIGN PrINCIPIES. ...ttt bbb h bt a bt e h bt b h b s st b e e et bt b e ne bt e nenns 43
6.2.1 USE CBSE ..t eeveete ettt sttt sttt st s e et et s e et et sa e st e bese e st e ke s e e Rt e b e sA e Rt e R e e A e Rt R e e A e Rt R e e A e Rt e Ee R e Rt e Ee et et ebente e ebetenene 43
6.2.2 OVEIVIEW ..ottt ettt sttt et s e et e sa e st et e s 2 e st et e s b em e eb e s e emeeb e sEe st ebeeEen e e b e ee et ebesb e e et e sbe e ebesbeneebenbenenrens 43
6.2.3 Using Transformersvs. Traditional Compilers and ParSers ........cocevcveveeieeseeseeeeeseeseeseese e sae s e e 44
6.3 Transformer Management Functional BIOCK AFChItECIUNE.............ocveiieiice e 44
6.3.1 11 d0e (0o 1] o FOO O TSROSO PRURTURURPRRIN 44
6.3.2 RAG Framework FUNCEIONal BIOCK ........ccoouiiiiiieii et 45
6.3.3 Prompting Framework FUNCEIONal BIOCK..........ccociiiiiiiieneee e 46
6.34 Transformer Processing FUNCLIONal BIOCK...........ciiiiiiiiieiieeen s 47
6.34.1 OVEBIVIBW ...ttt ettt st ettt et es e e et e et e ebe e e e eaeeae e e eneeseeebeebeeseemeeneenseneenseneeseessesneeneensenseseens 47
6.34.2 Choice Of TransfOrmMEr t0 USE........ooiii ittt sttt e aeseesbesbesnesne e e eneeneens 47
6.34.3 Open Source Components Availability for the Transformer Processing FB...........ccccvvveninnineene, 48
6.3.5 Output Generation FUNCLIONA BIOCK ...........ooiiiiiiiiierc s 49
6.4 Interaction with Other ENI System FUNCtional BIOCKS..........cccviieiieiicrece e 50
7 Transformer Internal Reference PoiNtS (NOMMELIVE)..........cooveiviiereseee e 50
7.1 (T goo W 1ol BTSSP PR UR USSP 50
7.2 EXtErNal REFEIENCE POINES ... .c.iieeiieieee ettt ettt et e st e teseesbe s aeeae e e e neeseeseesaeeneeneeneeneeses 50
7.3 INternal REFEIENCE POINES ... .ouiieeeiieee ettt ettt et et eeeseeebe s et eae e e e neeseeseesseeneeneeeeneeses 50
8 Areas of Future Study (infOrMALIVE) .......couiiiee et s sreeaeens 51
8.1 Open [ssues for the PreSent dOCUMENT .........c.cie it e et esreesteetesneesnreensesneesneesseesreas 51
8.2 LRSS Te S o g U (01T (1 | 51
L 11 (TP TP PR PRPRPRTROTN 52

ETSI



5 ETSI GS ENI 030 V4.1.1 (2024-03)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Experiential Networked
Intelligence (ENI).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document specifies how a transformer architecture may be used to trandate intent policies from an
end-user, application, or other external source to ENI Policies for use in cognitive networking and decision making in
modern system design. The primary use cases are twofold:

1) totrandate anatural language intent policy into an ENI Policy that uses a Domain-Specific Language; and

2) totrandate an ENI Domain Specific Language intent policy into an implementation that uses a programming
language, such as Python™ or Java®.
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1 Scope

The present document enhances the information described in ETSI GR ENI 018 [i.1] and specifies how atransformer
architecture can be used to trandate input policies from an end-user, application, or other external source to ENI
Policies for use in cognitive networking and decision making in modern system design.

The present document specifies atransformer-based architecture that can be used to parse, understand, and trand ate
text. This enables different types of input policies to be trandated into an appropriate ENI Policy using a transformer
architecture.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GSENI 005 (V3.1.1): "Experiential Networked Intelligence (ENI); System Architecture”.

[2] ETSI GSENI 019 (V3.1.1): "Experiential Networked Intelligence (ENI); Representing, Inferring,
and Proving Knowledge in ENI".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GR ENI 018 (V2.1.1) (08-2021): "Experiential Networked Interlligence (ENI); Introduction
to Artificial Intelligence Mechanisms for Modular Systems”.

[i.2] A. Vaswani, N. Shazeer, N. Parmar, J. Uszkoreit, L. Jones, A. Gomez, L. Kaiser, |. Polosukhin:
"Attention Is All You Need", 31% Conference on Neural Information Processing Systems, 2017.

[i.3] J. Wel, et a.: "Chain-of-Thought Prompting Elicits Reasoning in Large Language Models",
January 2023.

[i.4] Z.Dal, et d.: "Transformer-XL: Attentive Language Models Beyond a Fixed-Length Context",
57" Conference for the Association for Computational Linguistics, 2019.

[i.5] J. Rae, et a.: "Compressive Transformers for Long-Range Sequence Modelling”, November 2019.

[i.6] J. Devlin, et d.: "BERT: Pre-training of Deep Bidirectional Transformers for Language

Understanding”, Google Al, March 2019.
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[1.33] Y. Wang, et a.: "CodeT5+: Open Code Large Language Models for Code Understanding and
Generation”, May 2023.
[1.34] S. Mahdavi: "Large Language Models Encode Clinical Knowledge', December 2022.
[i.35] P. Lewis, et a.: "Retrieval-Augmented Generation for Knowledge-Intensive NLP Tasks",
April 2021.
[i.36] S. Pan, et a: "Unifying Large Language Models and Knowledge Graphs. A Roadmap”, June 2023.
[1.37] Y. Wu, et a.: "Google's Neural Machine Trandation System: Bridging the Gap between Human
and Machine Translation”, 2016.
[i.38] Microsoft®: "M egatron-DeepSpeed".
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:
active learning: learning algorithm that can query a user interactively to label data with the desired outputs

NOTE: The algorithm proactively selects the subset of examples to be labelled next from the pool of unlabelled
data. Theideaisthat an ML algorithm could potentially reach a higher level of accuracy while using a
smaller number of training labels if it were allowed to choose the data it wantsto learn from.

attention: part of aneural architecture that dynamically computes a weighted distribution on input text, assigning
higher values to more relevant elements

NOTE: Attention mimics cognitive attention as performed in the human brain. It selectively enhances some parts
of the input data while diminishing other parts. Instead of encoding the input sequence into a single fixed
context vector, the attention model develops a context vector that is filtered specifically for each output
time step. The model then predicts next word based on context vectors associated with these source
positions and all the previous generated target words.

batch learning: type of offline learning algorithm that is updated (i.e. retrained) periodically

catastrophic for getting: tendency of an artificial neural network to forget previously learned information when
learning new information

chatbot: computer program that simulates human conversation through text or voice interactions
concept drift: underlying statistical properties of the data an algorithm is trained on change over time

NOTE: Concept drift meansthat the LLM or transformer is not taking changing data and its meanings into
account during inference time.

domain specific language: small human-understandable language that uses a higher level of abstraction to
communicate and configure software systems for a particular application domain

embedding: vector that represents the meaning of aword or phrase to the LLM
ensemble model: technique created by combining the predictions of multiple base models
Extended Backus-Naur Fom: notation used to define the syntax of aformal language

foundation model: type of LLM trained on a vast quantity of data at scale (often by self-supervised learning or
semi-supervised learning) such that it can be adapted to awide range of downstream tasks

generative artificial intelligence: type of artificial intelligence that can create new content (e.g. text, images or music)
by learning the patterns and structures of existing data and then using those patterns to generate new datathat is similar
to the original data
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graph transfor mer: type of transformer that generalizes the transformer architecture to graphs
instruction tuning: making a language model more generic by training the model on alarge set of varied instructions

language model: use of probabilistic and/or statistical mechanisms to determine the probability of a given sequence of
words occurring in a sentence

lar ge language model: type of self-supervised language model whose number of parameters in the model can change
autonomously asit learns

mixture of experts model: technique where multiple expert models are used to divide a problem space into
homogeneous regions, where only one or afew expert models will be run

one-cold vector: 1 x N matrix (vector) used to distinguish each word in a vocabulary from every other word in the
vocabulary, where the vector consists of 1sin all cells with the exception of asingle 0 in a cell used uniquely to identify
the word

one-hot vector: 1 x N matrix (vector) used to distinguish each word in a vocabulary from every other word in the
vocabulary, where the vector consists of Osin all cells with the exception of asingle 1 in a cell used uniquely to identify
the word

pipeline: end-to-end construct that orchestrates a flow of events and data in response to atrigger
prompt: input that an LLM respondsto

prompt drift: degradation of a model's performance due to changes in the promptsthat it is given
prompt engineering: process of designing a set of prompts to generate a specific output

prompt injection: attack against applications that have been built on top of Al models

prompt tuning: efficient, low-cost method of adapting an Al foundation model to new downstream tasks without
retraining the model and updating its weights

prompt pipeline: pipeline that takes a user request and translates into a prompt or set of prompts
NOTE: A prompt pipeline typically uses one or more prompt templates and may also use external knowledge.
prompt template: pre-defined structure that can be used to generate text

prompting, chain-of-thought: concatenating a series of prompts that serve as intermediate steps to achieve desired
behaviour

prompting, few-shot: prompting an LLM with a small number of examples of expected behaviour
prompting, skills-in-context: instructs an LLM how to compose basic skills to resolve more complex problems

prompting, tree-of-thought: prompting an LLM with a starting point and then asking it to explore different possible
outcomes or conclusions that serve asintermediate steps toward problem solving

prompting, zero-shot: prompting an LLM without any examples of expected behaviour

retrieval augmented generation: framework for improving the performance of LLMs by providing them with access
to external knowledge sources

reinforcement learning: use of software agents to take actionsin an environment in order to maximize a cumulative
reward

reinforcement learning with human feedback: trains the reward model in reinforcement learning from human
feedback

transfer lear ning: mechanism where knowledge learned from one task is reused to improve performance on arelated
task

transfor mer: deep learning transduction model that utilizes attention, weighing the influence of different parts of the
input data
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transpiler: translates one language into an equivalent language

NOTE: A transpiler works at a high level of abstraction. More specifically, while it may ultimately produce
source code, that code is human-readable and cannot be directly executed (it requires its own compiler).

vector database: type of database that stores data as vectors

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

Al Artificial Intelligence

AlIMS All Indialnstitutes of Medical Sciences
ANN Artificial Neural Network

AP Application Programming Interface
BERT Bidirectional Encoder Representations from Transformers
BoW Bag of Words

BSS Business Support System

CNN Convolutional Neural Network

CoT Chain-of-Thought

DPR Dense Passage Retrieval

DSL Domain Specific Language

EBNF Extended Backus-Naur Fom

EBNF Extended Backus-Naur Form

FAISS Facebook Al Similarity Search

FB Functional Block

FLAN Finetuned L Anguage Net

GoT Graph-of-Thought

GPT Generative Pre-trained Transformer
GPU Graphics Processing Unit

GRU Gated Recurrent Unit

LLM Large Language Model

LM Language Model

LSTM Long Short-Term Memory

MedQA Medical Question Answering

MoE Mixture of Experts

NEET National Eligibility cum Entrance Test
NLP Natural Language Processing

0SS Operational Support System

PHP Hypertext Preprocessor

PPO Proximal Policy Optimization

RAG Retrieval Augmented Generation
ReLU Rectified Linear Unit

RLHF Reinforcement Learning from Human Feedback
RNN Recurrent Neural Network

SiC Skills-in-Context

SOP Sentence-Order Prediction

ToT Tree-of-Thought

TPU Tensor Processing Unit

TRPO Trust Region Policy Optimization
USMLE United States Medical Licensing Examination
VLM Visual Language Model
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4 Natural Language Processing with Al

4.1 Introduction (informative)

Natural Language Processing (NLP) is a branch of machine learning that enables machines to "understand” human
language. A combination of linguistics, computer science, and machine learning, NLP works to transform regular
spoken or written language into aform that can be processed by machines.

The purpose of this clause isto explain why a Transformer Architecture is preferred to other approaches.

4.2 Problems with Natural Language Processing (informative)

There are anumber of fundamental problemsin processing natural language. The most obvious first problem is that the
amount of text to be processed isvariable. A linear algebramodel cannot deal with vectors with varying dimensions.
This means that vector processing is recommended to be used. However, the size of the vectors grow asthe size of the
text grows (see clause 4.3.1 for a naive solution and its attendant problems).

Word order is critical, as the ordering often provides important semantics. This causes the size of the vectors used to
increase. Vector space model or term vector model is an algebraic model for representing text documents (and any
objects, in general) as vectors of identifiers (such asindex terms). It is used in information filtering, information
retrieval, indexing and relevancy rankings. Its first use was in the SMART Information Retrieval System.

Both of these problems dictate an increased computational cost as size increases.

4.3 Background and Previous Work (informative)

4.3.1 Bag of Words Model

The Bag of Words (BoW) model represents the input text as a vector. The size of the vector is the size of the number of
termsin the text. Hence, most of the vector elements will be zeros. To minimize the size of the vector for computation,
only the positions of the presented terms are stored.

Each element denotes the normalized number of occurrence of atermin the present document. BoW uses exact term
matching to count the number of occurrences of each term.

For example, given the two sentences:

John likes to read books. Kim also likes books.
Kim also likes to watch game shows.

The corresponding BowW models are:
Bowl = {"John":1,"likes":2,"t0":1,"read":1,"books": 2,"Kim": 1,"als0": 1};
BowW2 = {"Kim":1,"als0":1,"likes":1,"t0": 1,"watch":1,"game": 1," shows": 1}.

The Bag-of-words model is an orderless document representation. The only thing that matters is the counts of terms.
This means that simple patterns present in the text cannot be found. For example, note that in all three sentences, the
verb "likes" aways follows a person's name in this text.

Another critical problem with the Bow model isthat it ignores the ordering of the words. For example: "Work to live"
is different from "Live to Work." To keep the data order, it is necessary to increase the dimension of the graph (n-gram)
to add the order into our equation.
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4.3.2 n-Gram Model

The n-gram model is an aternative to the Bow model. This model is a contiguous sequence of n items from agiven
sample of text. The items can be phonemes, syllables, |etters, words or base pairs according to the application Applying
to the same example above, a bigram model will parse the text from the first sentence into the following units and store
the term frequency of each unit as before.

[
"John likes",

"likesto",

"to read",
"read books",
"Kimalso",
"also likes",
"likes books",

]

In n-gram models, the probability of a word depends on the (n-1) previous comments, which means that the model will
not correlate with words earlier than (n-1). To overcome that, n isincreased, which increases the computational
complexity exponentially.

While variations of both the Bow and n-gram models exist, none provide enough improvements to make them
competitive with other models below (especially transformers).

4.3.3 Recurrent Neural Networks Model

The Recurrent Neural Network (RNN) is the same as the n-gram model, except that the output of the current input will
depend on the output of all of the previous computations. More specifically, an RNN has connections between nodes
that form a directed or undirected graph along atemporal sequence (e.g. the ingesting of the characters of aword one
character at atime), enabling it to exhibit temporal dynamic behaviour. Thisis shown in Figures 4.3.3-1aand 4.3.3-1b.

Output o Output
Layer Layer
Hidden .’ Hidden
Layer(s) Layer(s)
Input o Input
Layer Layer

Figure 4.3.3-1a: Rolled RNN Figure 4.3.3-1b: Unrolled RNN

Figure 4.3.3-1ais a shorthand version of Figure 4.3.3-1b. The term "rolled" means that the structure is collapsed upon
itself. Given a sentence, the output of the Rolled RNN is the predicted output, while the Unrolled RNN shows each
individual step in determining the predicted output. The RNN handles a variable-length sequence by having a recurrent
hidden state whose activation at each time is dependent on that of the previous time.

The key element of the RNN is the hidden layer, which is used to remember some information about a sequence. This
enables the RNN to predict the next word of a sentence by examining the previous words that it found. This also makes
the RNN fundamentally different from other artificial neural networks (which work in alinear fashion in both the
feedforward and back-propagation processes), since the RNN follows a recurrent relation and uses back-propagation
through timeto learn (i.e. the errors at each time step are calculated to update the weights).
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A neura network is a series of nodes, or neurons. The weight is the parameter within a neural network that transforms
input data within the network's hidden layers. A weight can be thought of as the strength of the connection, and affects
how much influence a change in the input has on the output. Thereis also a bias, which represents how far off the
predictions are from their intended value. Within each node is a set of inputs, weight, and a bias value. As an input
enters the node, it gets multiplied by aweight value and the resulting output is either observed, or passed to the next
layer in the neural network. Often the weights of a neural network are contained within the hidden layers of the
network. The weights and biases are |earnable parameters, and are typically randomized before training begins. RNNs
apply weights to the current and to the previous input. Furthermore, an RNN also adjusts the weights through gradient
descent and backpropagation through time. Back-propagation fine tunes the weights of a neural net based on the error
rate (i.e. loss) obtained in the previous iteration. Proper tuning of the weights ensures lower error rates, making the
model reliable by increasing its generalization.

Learnable parameters in the RNN are shared in each layer in order to create a common function that can be applied at
all time steps. Parameters are used to train the model. At each time step, the loss is computing and is backpropagated
through the gradient descent algorithm.

The RNN consists of multiple fixed activation function units, one for each time step. Each unit has an internal hidden
state, which holds the past knowledge of the network currently at a given time step. The hidden state is updated at every
time step to signify the change in the knowledge of the network about the past. The hidden state is updated using the
following recurrence relation at each time step:

h(t) = f(x(t) + h(t-1) + by)

where h(t) isthe new hidden state, h(t-1) is the old hidden state, x(t) is the current input, by is the bias parameter, and f()
isafixed function with trainable weights.

The activation function (i.e. afunction that determines whether a neuron will be activated) uses the traditional tanh
function applied to the sum of the weight times the recurrent neuron plus the weight times the input neuron. The output
function is the weight of the output layer times the current state. Figure 4.3.3-2 can be simplified to emphasize their
repeating structure using a single activation function, asit is done below.

Output
Layer

oo [ o [ I | e
~

Input
Laser Xe1 X X

Figure 4.3.3-2: Repeating Cell in a Standard RNN

Models that are trained with gradient descent and backpropagation are subject to two problems:

1) Vanishing gradients occurs when the gradient becomes too small. When the gradient continues to become
smaller, the earlier layersin the network will learn more slowly than later layers. This causes the weight
parameters to continue to update until they become insignificant, which results in an algorithm that is no
longer learning.

2) Exploding gradients occur when the gradient becomes too large. In this case, the model weights will grow too
large, and they will eventually be represented as undefined.

Actual RNNs are not constrained to have the same number of inputs and outputs. For example, RNNs can map many
inputs to one or many outputs. Bidirectional recurrent neural networks are another a variant of RNNs. Unidirectional
RNNs can only use previous inputs to make predictions about the current state, but bidirectional RNNs can also use
future data to improve their accuracy.

ETSI



14 ETSI GS ENI 030 V4.1.1 (2024-03)

4.3.4 Convolutional Neural Networks Model

A Convolutional Neural Network (CNN) isa Deep Learning algorithm that takes an input, assign importance (learnable
weights and biases) to various aspects/objectsin the input, and be able to differentiate one from the other. It specializes
in processing data that has a grid-like topology, such as an image. The pre-processing required in a CNN is much lower
compared to other classification algorithms. A CNN can determine spatial and temporal dependenciesin the input
through the application of relevant filters. A convolution is the application of afilter to an input that resultsin an
activation. Repeated application of the same filter to an input results in a map of activations called a feature map,
indicating the locations and strength of a detected feature in an input, such as an image.

CNNs have the ability to automatically learn alarge number of filtersin parallel specific to atraining dataset under the
constraints of a specific predictive modelling problem, such asimage classification. The result is highly specific
features that can be detected anywhere on input images. The architecture of a CNN is analogous to that of the
connectivity pattern of neuronsin the human brain. Individual neurons respond to stimuli only in arestricted region of
the visual field; a collection of such fields overlap to cover the entire visual area. A typical CNN has three main layers:
convolutional, pooling, and fully connected. The convolutional layer usesfilters that perform convolution operations as
it scans the input with afilter, building up afeature map. The pooling layer istypically applied after the convolution
layer, and applies a particular function (e.g. minimum, average or maximum) of its current view. The fully connected
layer connects each input to all of its neurons, and is used to optimize objectives.

CNNs are not applicable to word translation due to high computational cost, but some architectures do use a
convolutional function as part of their architecture.

4.3.5 Long Short Term Memory Model

Long Short-Term Memory (LSTM) was created to solve the vanishing and exploding gradient problems that RNN
approaches had. LSTM focuses on modelling chronological sequences and their long-range dependencies more
precisely than conventional RNNs. The main difference between an RNN and an LSTM architecture isthat the LSTM's
hidden layer is a gated unit. The problematic issues of vanishing gradientsis solved through LSTM because it keeps the
gradients steep enough, which keeps the training relatively short and the accuracy high.

A simplified block diagram of an LSTM cell is shown in Figure 4.3.5-1.

/ Forget Input Output \

Gate Gate Gate
Ft |t Ot
Hidden
State
Ht—l /

Input X;

Figure 4.3.5-1: Basic LSTM Cell Architecture

The three parts of an LSTM cell shown in Figure 4.3.5-1 are known as gates. Thefirst part is called the Forget gate, and
chooses whether the information coming from the previous timestamp is to be remembered or can be forgotten. The
second part is called the Input gate, and learns new information from the input to this cell. The last part is called the
Output gate, and sends the updated information from the current timestamp to the next timestamp. The gate calculations
are computed as follows:

Fi = o(XWis + Hea Wi + bx)

Fi= o(XWy + HeaWhi + 1)
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O = O'(Xtho + HiaWho + bo)
Where W,y are weight parameters and by are bias parameters.

The next step in understanding the LSTM architecture isto add a memory cell. Thisis shown in Figure 4.3.5-2.

WG / Mhemory
Cur ;
(tanh)
(®)
Output Hidden
Gate State
Hidden 0 — H,
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Hy, \/’ /

Input X,

Figure 4.3.5-2: Adding Cell Memory to the LSTM

The candidate memory cell (since the input and forget gate contributions have not yet been incorporated) uses a tanh
activation function:

€, = tanh(x X Wic + Us + Hea X Wie + bg)

where W and W, are weight parameters and b, is a bias parameter.

Incorporating the contributions of the input and forget gates, yields the following:
Ci= Ft ®Cii x Wi + | ®F,

where ® denotes a point-wise multiplication.

In Figure 4.3.5-2, Cr, 1.1 and Hr, 11 are hidden and cell memory states for the current and previous time stamps. The
hidden state represents short-term memory, while the cell state represents long-term memory.

The hidden state is computed as follows:
H: = O ®@tanh(Cy)

Whenever the output gate approximates 1, all memory information is passed through to the predictor, whereas when the
output gateis closeto O, all information within the memory cell is retained, and no further processing is performed.

One of the advantages of this architecture is when its input contains multiple sentences. Asthe LSTM moves from the
first sentence to the second sentence, it needs to realize that a different subject is being discussed. Thisis accomplished
by the Forget gate. If two sentences both refer to the same subject, the input gate determines whether new information
carried by the input isimportant or not. The function of the output gate is to predict the next term in the input sequence.
The hidden state is a function of Long term memory C; and the current output.

One weakness of the LSTM, and of many contemporary RNNSs, is capacity. They are designed so that each unit of
memory can influence every other unit in memory with alearnable weight. But this results in a computationally
inefficient system: the number of learnable parametersin the model grows quadratically with the memory size. For
example, an LSTM with a memory of size 64 KB resultsin parameters of size 8 GB. Circumventing this memory
capacity bottleneck has been an active research area.
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4.3.6 Gated Recurrent Units

Gated Recurrent Units (GRUSs) are dightly simplified variants of the basic LSTM architecture, and typically provide
faster computation. The key difference between RNNs and GRUs is that GRUs support dedicated mechanisms for when
a hidden state needs to be updated as well as when it needs to be reset. These mechanisms are learned. For example, if
the first token is very significant, the GRU will learn not to update the hidden state after the first observation.
Conversaly, if the first token isirrelevant, the GRU will learn to skip it.

A GRU issimilar to an LSTM with aforget gate, but has fewer parameters because it does not have an output gate.
Each recurrent unit of the GRU adaptively captures dependencies at different time scales. Similarly to the LSTM, the
GRU has gating units that modulate the flow of information inside the unit; however, the GRU gating units do not have
a separate memory cells. A GRU has two special gates, called a Reset Gate and an Update Gate. These are shown in
Figure 4.3.6-1. They are both vectors whose values are in the range (0,1). The purpose of the Reset Gate ("R" in) isto
control how much of the previous state needs to be remembered. The purpose of the Update Gate ("Z") is to control
how much of the new state is ssimply a copy of the old state.

/ Reset Update \

Gate Gate
R, Z,
Hidden
State
Hl‘l /

Input X;

Figure 4.3.6-1: Gates in the GRU Architecture

The formulae to calculate the reset and update gate functions are:
R = o(XiWy + HeaWhe + by)
Zi = 6(XWiz + HeaWh, + by)
The candidate hidden state is calculated as:
H, = tanh(X\Win + (R ® He.1) Whn + )
Thisis acandidate, since the contribution of the update isincluded. The final hidden state is calculated as:
Hi=Z ®Hu + (1-2) ®+ H,

Whenever the update gate X: iscloseto 1, the old state is kept, meaning that the information from X; isignored. This
can be thought of as skipping time step t in the dependency chain. In contrast, whenever Z; is close to 0, the new latent
state H; approaches the candidate |atent state H,. This leads to the final block diagram of a GRU.

ETSI



17 ETSI GS ENI 030 V4.1.1 (2024-03)

Hidden Hidden
State / » State
Ht'l \ Ht

e Reset

GRS Candidate
Re Hidden
State
Ht

.
W Y,

Input X,

Figure 4.3.6-2: The GRU Architecture

Both the LSTM and the GRU keep the existing content of the activation and add new content to it, while the RNN
replaces the activation with a new value computed from the current input and the previous hidden state. This enables
both the LSTM and the GRU to remember the existence of a specific feature in the input stream for along series of
steps. Any important feature, decided by either the forget gate of the LSTM unit or the update gate of the GRU, will not
be overwritten but be maintained asit is. In addition, this effectively creates shortcut paths that bypass multiple
temporal steps, which allows the error to be back-propagated without vanishing too quickly.

4.3.7 Attention

4371 Motivation

Prior to the concept of attention, NLP models would first capture al of the information in the input sentence (e.g. the
details of objects, and how objects are related to each other) in an intermediate state and then use this intermediate state
information to compute the output. The size of the vector used for thisintermediate state is fixed.

If aninput consists of very long text, the intermediate state fails because its fixed state istoo small to contain all of the
information. Typicaly, the system would "forget" the first part of the intermediate state by the time it compl etes
processing the entire input. This yields incorrect outputs.

Hence, there are three motivations:
1) toremove the bottleneck of afixed length vector; and

2) torelievethe intermediate state from being solely responsible for encoding all of the information available to
the decoder; and

3) context for different parts of speech changes throughout a sentence. Therefore, all words need to be examined
at the same time, enabling a system to learn to "pay attention” to the correct parts of the sentence depending on
the task at hand.

This has given rise to what Al people call "attention". It is simply a notion of memory, gained from attending at
multiple inputs through time.
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4.37.2 Definition

The Attention mechanism [i.3] overcomes the information bottleneck of the intermediate state by allowing the decoder
model to access al of the hidden states, rather than a single vector (i.e. the intermediate state) build out of the encoder's
last hidden state, while predicting each output. More specifically, the information (from the intermediate state) can be
spread throughout the sequence of encoder hidden states, which can be selectively retrieved by the decoder according to
wherein theinput it is processing. Thisis done by using the Attention mechanism to search for a set of positionsin the
input text where the most relevant information is concentrated. The model then predicts next word based on context
vectors associated with these source positions and al the previous generated target words.

Given a set of key-value pairs and a query, an attention mechanism computes wei ghts of each key with respect to the
query, and aggregates the values with these weights to form the val ue corresponding to the query. The queried values
are invariant to the ordering of the key-value pairs Attention consists of an encoder that encodes a source sentence into
afixed-length vector from which a decoder generates a trandation. The essence of attention isthat is enables a model to
automatically search for parts of a source text that are relevant to predicting atarget word, without having to explicitly
form these parts ahead of time.

Multi-head attention allows the model to jointly inspect information from different representation subspaces at different
positions. While powerful, this requires tensor functions.

Sdlf-attention, sometimes called intra-attention is an attention mechanism relating different positions of asingle
sequence in order to compute a representation of the sequence. self-attention (where keys and queries are identical) to
give expressive segquence-to-sequence mappingsin natural language processing. Put another way, each query attendsto
all the key-value pairs and generates one attention output. Since the queries, keys, and values come from the same
place, this performs self-attention. Self-attention has been used successfully in avariety of tasksincluding reading
comprehension, abstractive summarization, textual entailment and learning task-independent sentence representations.
End- to-end memory networks are based on a recurrent attention mechanism instead of sequence aligned recurrence and
have been shown to perform well on simple language question answering and language modelling tasks.

4.3.7.3 Example
The following is a simple example of how self-attention works.

Sentence A: "'l poured coffee from the carafe into the mug until it was full.”
Sentence B: "I poured coffee from the carafe into the mug until it was empty."

The difference between sentence A and sentence B is that the adjective at the end of sentence a (i.e. "full") was changed
to "empty" in sentence B. Self-attention recognizes that, and hence, changes the reference that "it" refersto.

There are three types of attention that a given model can contain:
. Encoder-Decoder attention: attention between the input sequence and the output sequence.
e  Sdf attention in the input sequence: attention to all the words in the input sequence.
. Self attention in the output sequence: attention to all the words in the input sequence.

By changing one word "full" — > "empty" the reference object for "it" changed. Changes like this are difficult for an
LLM to keep up with unlessit is augmented with some type of grammatical analyser, such as a parser.
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4.4 Transformers and Large Language Models

4.4.1 Motivation (informative)

Clause 4.3 showed some of the problems in processing natural language with previous architectures. |n summary,
RNNSs cannot handle vanishing and exploding gradients (i.e. when the gradient becomes too small or too large). This
introduced LSTM and later GRU networks to overcome these problems by using memory cells and gates. However,
long-term dependencies are not addressed because both architectures rely on these new gate/memory mechanismsto
pass information from old steps to the current ones. The solution was to use self-attention (see clause 4.3.7) to process
an entire sentence, as opposed to process individual words sequentially. Self-attention enables the system to focus on
parts of the input sequence while the output sequence is being predicted. This enables the transformer to have access to
all of the wordsin the sentence. More importantly, the self-attention mechanism makes sure each word is related to al
of the wordsin the sentence. Thisis described in much more detail in [i.2].

Another important motivation is parallelization. In previous architectures, each hidden state has dependencies on the
previous words' hidden state. Thus the word embeddings (i.e. a vector of words, where words with closer meanings are
closer to each other) of the current step are generated one time step at atime. In contrast, a Transformer architecture has
no concept of time; the input sequence can be passed into the Encoder as a single term.

A Large Language Model (LLM) isastatistical model that predicts the next word in a sequence. It istrained on a
massive dataset of text, and can be used to generate text, trandate languages, write different kinds of creative content,
and answer your questionsin an informative way. The majority of LLMs are architected as variants of the Transformer
architecture. The present document will only consider these types of LLMs.

LLMs are trained on massive datasets of text, typically in the order of billions of words. This allows them to learn the
statistical relationships between words and phrases, and to generate text that is both grammatically correct and
semantically meaningful.

All LLMs are generative: they can create new content, such astext, images, or music, by learning the patterns and
structures of existing data and then using those patternsto generate new data that is similar to the original data.
However, not al transformers are generative, because they are only used for tasks that do not require generation, such
as classification or question answering. For example, the BERT model (see clause 4.4.4.4) is atransformer model that is
used for natural language understanding tasks, and is not used for text generation or trandation.

4.4.2 Basic Transformer Architecture (informative)

4421 Architectural Overview

The transformer revol utionised machine learning, asit replaced recurrent and convolution mechanisms and
architectures with an attention mechanism. They were first introduced in [i.2].

The Transformer architecture takes the encoder-decoder models (see clause 4.3.7). The key difference is that instead of
attention being one of the mechanisms used by these models, in the Transformer architecture, attention was the only
mechanism used to derive dependencies between input and output.

There are an equal number of encoders and decoders; the number is chosen based on the type of task. Thisis shown in
Figure 4.4.2-1.
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Figure 4.4.2-1: Basic Transformer Architecture

Input text is fed to the Encoder, which converts each word in the input to an embedding (i.e. a high-dimensional vector
of words) to represent the meaning of each word. Word embedding on its own lacks any positional information
(remember, this was provided by RNNs since they process input text sequentially. To preserve the positional
information, the transformer injects a vector into individual input embeddings. This vector follows a specific periodic
function (e.g. acombination of various sine and cosine functions having different frequencies) that the model learns and
is able to determine the position of individual word with respect to each other based on the values. Thisinjected vector
is called "positional encoding” and is added to the input embeddings at the entrance to both encoder and decoder stacks.

Each encoder consists of two layers: a self-attention layer and a feed-forward neural network layer. The encoder's inputs
first flow through a self-attention layer - alayer that hel ps the encoder look at other words in the input text asit encodes
a specific word.

The encoder maps an input sequence of text (xi, ..., X») to an intermediate sequence of text z = (z, ..., z,). Thiscan be
conceptualized as the output from self-attention with some additional post-processing. More specifically, this layer
outputs word vectors with positional information; that is the word's meaning and its context in the sentence. Since an
attention vector for each word could be weighted too highly, a multi-head attention approach is used, where multiple
attention vectors are used per word and a wei ghted average (or some other means to normalize the result) is taken to
compute the final Attention vector for every word. Multiple attention heads alow the model to jointly attend to
information from different representation sub-spaces at different positions; this provides a better contextual meaning,
and is not possible using a single attention head.

The outputs of the self-attention layer are fed to a feed-forward neural network in parallel. The exact same feed-forward
network isindependently applied to each position. The output will be a set of encoded vectors for every word.

Each decoder consists of three layers: a multi-head masked self-attention layer, a multi-head attention layer, and a
feed-forward neural network layer. The encoder-decoder multi-head attention layer and the feed-forward neural

network layer of the decoder are the exact same as those for the encoder; the difference is that the decoder also has a
masked multi-head attention layer preceding it. The number of encoder and decoder units is a hyperparameter (the
original paper [i.2] used 6). As shown in Figure 4.4.2-1, the masked multi-head self attention unit is based on the word
embeddings of the output. The masked multi-head attention block operates similarly to the multi-head attention in the
encoder block, except that only the previous words of the solution text are fed into this decoder's attention block. The
masked attention block computes the Attention vectors for current and prior words. This, along with some of the
outputs of the encoder, feed a multi-head attention mechanism. The multi-head attention block in the decoder acts asthe
encoder-decoder, which receives vectors from the encoder's multi-head attention and decoder's masked multi-head
attention blocks. This attention block will determine how related each word vector is with respect to each other, and this
is where the mapping from input word to output word happens. The output of this block is a set of attention vectors for
every word, where each vector represents the relationships with other words in input and output. These vectors are
passed into the feed-forward layer linear layer. Like the encoder's feed-forward layer, this layer normalizes each word
consisting of multiple vectors into a single attention vector for the next decoder block or alinear layer. The purpose of
the decoder is to predict the following word, so the output size of this feed-forward layer is the number of wordsin the
vocabulary. Softmax transforms the output into a probability distribution, which outputs a word corresponding to the
highest probability of the next word.
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At each step the model is auto-regressive, consuming the previously generated symbols as additional input when
generating the next.

4.4.3 Basic Transformer Models (informative)

4431 Introduction
The Transformer uses multi-head attention in three different ways:

1) In"encoder-decoder attention™ layers, the queries come from the previous decoder layer, and the memory keys
and values come from the output of the encoder. This allows every position in the decoder to attend over all
positions in the input sequence. This mimics the typical encoder-decoder attention mechanismsin
seguence-to-sequence models such as described in [i.37].

2) Theencoder contains self-attention layers. In a self-attention layer all of the keys, values and queries come
from the same place, in this case, the output of the previous layer in the encoder. Each position in the encoder
can attend to all positionsin the previous layer of the encoder.

3) Similarly, self-attention layers in the decoder allow each position in the decoder to attend to all positionsin the
decoder up to and including that position. Leftward information flow in the decoder needs to be prevented to
preserve the auto-regressive property. Thisisimplemented inside of scaled dot- product attention by masking
out (setting to) all valuesin the input of the softmax which correspond to illegal connections.

4.4.3.2 The Original Transformer Architecture

Figure 4.4.3.2-1 shows the original transformer architecture proposed in [i.2].

Feed-forward Output Output
Neural network Processing Probabilities

Multi-Head
Attention
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Head Attention
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Text
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Figure 4.4.3.2-1: Original Transformer Architecture

The following new concepts are introduced by [i.2]:

Residual Connections. The encoder is composed of a stack of 6 identical layers. Each layer has two sub-layers: a
multi-head self-attention mechanism, and a position-wise fully connected feed-forward network. A residual connection
uses two or more skip connections to jJump over one or more layers. The skip connection skips the activation function of
the layersthat it skips, and instead uses arectifier or ReLU (Rectified Linear Unit) activation function, which is:

function: f(x) = max(0,x),
where x isthe input to a neuron and f(x) is the output. Thisis also known as aramp function.

NOTE: This characteristic alows ReL U to introduce non-linearity into neural networks, which is crucial for their
ability to learn complex patternsin data.
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As can be seen, each of the unitsin the encoder has aresidual connection, followed by layer normalization. That is, the
output of each sub-layer is LayerNorm (x + Sublayer(x)), where Sublayer (x) is the function implemented by the
sub-layer itself. The decoder is also composed of a stack of N = 6 identical layers. In addition to the two sub-layers that
areidentical to the encoder sub-layers, the decoder inserts a third sub-layer, which performs multi-head attention over
the output word embeddings offset by one position. The self-attention sub-layer is modified by masking to ensure that
the predictions for position i can depend only on the known outputs at positions less thani.

Multi-head Attention. Multi-head attention is based on three matrices, called Q (Query), K (Key), and V (Vaue).
These vectors are trained and updated during the training process. The ideaisto map a query and a set of key-value
pairs to an output, where the query, keys, values, and output are all vectors. Thisis done by taking the dot product of the
Query vector for a given word with the keys vectors of all the words. Then, these scores are divided by the square root
of the dimension of the key vector and are normalized using the softmax activation function. These normalized scores
are then multiplied by the value vectors, and the resultant vectors are summed to provide the final vector. Thisisthe
output of the self-attention layer. It is then passed on to the feed-forward network asinput. Self-attention is thus
computed not once but multiple timesin the Transformer's architecture, in parallel and independently. The outputs are
concatenated and linearly transformed.

4.4.3.3 Transformer Advantages

There are several advantages of attention layers over recurrent and convolutional networks, the two most important
being:

1) their lower computational complexity;
2) their higher connectivity, especially useful for learning long-term dependencies in sequences; and
3) their ability to quickly adapt to other tasks that they have not been trained on.

Transformers have alower computational complexity than RNNs or CNNs because they were designed to avoid
recursion and allow parallel computation, which reduces training time and improves performance on long dependencies.
The main characteristics of transformers are that they are non-sequential, meaning that sentences are processed as a
whole rather than word by word, and they use self-attention to compute similarity scores between words in a sentence.
They instead process a sentence as awhole. That is why there is no risk to lose (or "forget") past information. They also
use positional embeddings to encode information related to the specific position of atoken in a sentence. In addition,
they use multi-head attention and positional embeddings both provide information about the relationship between
different words.

RNNs and their variants only have feedforward connections, impairs the learning of long dependencies. In contrast,
transformers use self-attention mechanisms to compute similarity scores between al pairs of elementsin a sequence,
allowing them to capture long-range dependencies more effectively. Thisis because self-attention allows the model to
directly access the representations of al elementsin the sequence, regardless of their distancein time.

Pretrained transformer model s can adapt extremely easily and quickly to tasks they have not been trained on because of
their ability to transfer knowledge from one task to another (thisis known as transfer learning). Thisis possible because
transformers are designed to learn context and meaning by tracking relationships in sequential data. By finding patterns
between elements mathematically, transformers eliminate the need for explicit feature engineering. In addition, the math
that transformers use lends itself to parallel processing, so these models can run fast.

4.4.3.4 Transformer Limitations
There are four magjor limitations to this basic transformer architecture:

. First, attention can only deal with fixed-length text strings. The text hasto be split into a certain number of
segments or chunks, before being fed into the system as input.

e  Second, this chunking of text causes context fragmentation. For example, if a sentence is split from the middle,
then a significant amount of context islost. In other words, the text is split without respecting the sentence or
any other semantic boundary.

. Third, the use of self-attention with every other token in the input means that the processing will bein the
order of O(N"2, which meansthat it is going to be costly to apply transformers on long sequences, compared
to RNNs.
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. Fourth, basic Transformer architectures cannot process input sequentially. This means that Transformers
cannot perform recursive computation on sequential tasks. The number of transformations possible on the
input is bounded by the model depth.

4.4.4  Other Transformer Models (informative)

4441 Introduction

The following mgjor types of Transformer models have been created to address the limitations discussed in
clause 4.4.3.3 along with other limitations that will be described below.

44472 Transformer-XL

Transformer-X L [i.4] was specifically created by Googl€e® to overcome the two issues described in clause 4.4.3.3, and
consists of two techniques: a segment-level recurrence mechanism and a relative positional encoding scheme. This
enables learning dependency beyond a fixed length without disrupting temporal coherence. Transformer-XL is open
source, and uses the Apache® 2.0 license.

More specifically, recurrence is introduced a self-attention network. Instead of computing the hidden states from scratch
for each new segment, Transformer-XL reuses the hidden states from previous segments. During training, the hidden
state sequence computed for the previous segment is fixed and cached to be reused as an extended context. In each
segment, each hidden layer receives the output of the previous hidden layer and the output of the previous segment. The
use of contextual information from multiple previous segments increases the ability to capture long-range dependency
information. Hence, this solves the context fragmentation i ssue and without the evaluation speed by processing an entire
segment while using the representations from the previous segments without recomputation.

This approach also solves a subtle issue. If recurrence is used without any corrective information, then the resulting
positional information will become incoherent, since tokens from different segments will end up with the same
positional encoding (thisis called temporal confusion). Transformer-XL solves this problem by using relative positional
encodings by encoding positional information bias in the hidden states themselves. Thisis different from other
approaches, which typically incorporate biasin theinitial embedding. The use of fixed embeddings with learnable
transformations makes it more intuitive and more generalizable to longer sequences. The relative positional encodings
make segment-level recurrence possible so that Transformer-XL can model much longer-term dependency than a

vanilla Transformer model.

One last important feature of Transformer-XL isthat the size of the memory can be used to control the size of past
activations, thus controlling how much context is kept. One last important feature of Transformer-XL isthat the size of
the memory can be used to control the size of past activations, thus controlling how much context is kept.

4.44.3 Compressive Transformers

Another drawback of the original transformer architecture is the computational cost of attending to every time-step, as
well as the associated storage cost of preserving this memory. Recall that the transformer represents the past as a tensor
of (depth x memory size x dimension) of past observations. Furthermore, a human retains memories over adiverse
array of timescales, from minutes to months to years to decades, based on context.

The Compressive Transformer [i.5] is asimple extension to the Transformer that maps past hidden activations
(memories) to asmaller set of compressed representations (compressed memories). The Compressive Transformer uses
the same attention mechanism over its set of memories and compressed memories, learning to query both its short-term
granular memory and longer-term coarse memory.

The Compressive Transformer builds on the ideas of the Transformer-XL, which maintains a memory of past
activations at each layer to preserve alonger history of context. Instead of discarding past activations when they become
sufficiently old, the Compressive Transformer compacts these old memories, and store them in an additional
compressed memory. Different functions can be chosen as the compression mechanism, where each function has a
different compression factor and associated loss. The loss guides the Transformer to keep around task-relevant
information. It can learn to filter out irrelevant memories, as well as combine memories so that the salient information is
preserved and retrievable over alonger period of time.
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The Compressive Transformer is able to produce narrative in a variety of styles, from multi-character dialogue,
first-person diary entries, or third-person prose. Although the model does not have an understanding of language that's
grounded in the real world, or the events that take place in it - by capturing longer-range correlations, the emergence of
more coherent text is made possible.

One advantage of the Compressive Transformer isitsincreased ability to use past activations to find long-range
temporal dependencies efficiently. This will be especially important when long-range language modelling (e.g. books or
certain types of conversational agents) isimportant. Another advantage is that compression appears to be more suitable
for scaling memory and attention that, for example, dynamic or sparse attention, as these typically require custom
kernels to make them efficient. In contrast, the Compressive Transformer can use simple neural network components,
such as convolutions, to build effective compression modules.

The disadvantage is the additional complexity of the architecture for those tasks that do not require long-range
reasoning.

4444 BERT Models (informative)

44441 The Original BERT Model

A language model is a probability distribution over words or word sequences. This does not refer to grammatical
validity. Rather, it meansthat it defines the probability of aword or set of words occurring in a given document. As
such, the purpose of BERT is different than that of a generic Transformer, whose goal is to produce output text. BERT
is open source, and uses the Apache® 2.0 license.

BERT (Bidirectional Encoder Representations from Transformers) [i.6] is a new type of open source language model
developed and released by Googl€e® in late 2018, and is focussed on natural language processing tasks, including
Natural Language Inference, Text Classification, Question Answering, and Named Entity Recognition. BERT achieved
state-of -the-art results on a range of NLP tasks while relying on unannotated text drawn from the web, as opposed to a
language corpus that's been labelled specifically for a given task. BERT is significant because it used transfer learning
to pre-train a transformer encoder over unlabelled data using masking (i.e. replacing certain words in a sentence with a
"[MASK]" token and then trying to predict them; this can also be applied to groups of words or even sentences).

Recall that a Transformer includes two separate mechanisms - an encoder that reads the text input and a decoder that
produces a prediction for the task. Since BERT's goal is to generate alanguage model, only the encoder mechanismis
necessary. BERT's key innovation is using the encoder portion of a Transformer for bidirectional training. In contrast,
previous efforts were limited to analysing a text sequence either from left to right or combined left-to-right and
right-to-left.

BERT isdesigned to pretrain deep bidirectional representations from unlabelled text by taking both the left and the right
context into account in al layers. Asaresult, the pre-trained BERT model can be finetuned with just one additional
output layer. The input to BERT can be a single sentence or a sentence pair (asin a Question Answer task).

There are two phases to using BERT: pre-training and fine-tuning. During pre-training, the model is trained on
unlabelled data over different pre-training tasks. This phase consists of two unsupervised predictive tasks, Masked
Language Model and Next Sentence Prediction. Masked Language Model is a process in which some percentage (15 %
inthe original paper) of theinput tokens are masked at random, and then those masked tokens are predicted. The fina
hidden vectors corresponding to the mask tokens are fed into an output softmax over the vocabulary. This represents the
context of the left and right sides of the fusion, which makes it possible to pre-train the deep two-way Transformer. A
downside is that there is a mismatch between pre-training and fine-tuning, since the [MASK] token does not appear
during fine-tuning. To mitigate this, the authors propose a training data generator that chooses 15 % of the token
positions at random for prediction. If thei-th token is chosen, it is replaced with:

1) the[MASK] token 80 % of the time;
2) arandom token 10 % of the time;
3) theunchanged i-th token 10 % of the time.

The BERT loss function takes into consideration only the prediction of the masked values and ignores the prediction of
the non-masked words. As a consequence, the model converges slower than directional models, a characteristic whichis
offset by itsincreased context awareness.
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Tokenizers have to deal with punctuation, spaces, and other grammatical forms. Different Transformers use different
tokenizers. The BERT tokenizer is called WordPiece, which deals with grammatical tokens by finding the symbol pair
whose probability divided by the probabilities of its first symbol followed by its second symbol isthe greatest among all
symbol pairs. For example, if the two symbolsare"|" and "y", they will be merged into "ly" only if the probability of
"ly" divided by "I" +"y" are greater than for any other symbol pair.

The Next Sentence Prediction task enables the relationship between two sentences to be understood. Thisis required for
some tasks, such as Question Answering, and is not directly represented in normal language modelling. Given two
sentences S; and S, and given that 50 % of the time Sy isthe next sentence after S; (the other 50 % of thetime Sy is
randomly selected from the corpus), learn the correlation.

NOTE: The stepsfor doing this are beyond the scope of the present document.

For fine-tuning, the BERT model isfirst initialized with the pre-trained parameters, and all of the parameters are
fine-tuned using labelled data from the downstream tasks. Each downstream task has separate fine-tuned models, even
though they are initialized with the same pre-trained parameters. There is minimal difference between the pre-trained
architecture and the final downstream architecture due to BERT's unified architecture. During fine-tuning, al
parameters are fine-tuned.

44442 RoBERTa

RoBERTa (Robustly optimized BERT approach) [i.7] is another open source variation that posits that the original
BERT model was significantly undertrained. Hence, ROBERTa modifies key BERT hyperparameters, along with
increasing the size of the data:

1) Trainthe model longer over more data using larger batches (from 16 GB to over 160 GB).
2) Removed the Next Sentence Prediction pre-training task.

3) Trained on longer sequences (each input is up to 512 tokens and consists of full sentences).
4)  Dynamically changing the masking pattern in pretraining.

RoBERTa emphasized how data size, training time, and pretraining objectives influence the model performance. The
original BERT implementation performed masking once during data pre-processing, resulting in a single static mask.
To avoid using the same mask for each training instance in every epoch, training data was duplicated 10 times so that
each sequence is masked in 10 different ways over the 40 epochs of training. Thus, each training sequence was seen
with the same mask four times during training. ROBERT a uses this dynamic masking, where the masking patternis
generated every time new input is sent to it.

RoBERTa also changes the tokenizer from WordPiece to Byte-Pair Encoding. This relies on a pre-tokenizer that splits
the training data into words according to a set of rules. After pre-tokenization, a set of unique words has been created,
along with an associated frequency of each word. Next, it creates a base vocabulary consisting of all symbols that occur
in the set of unique words. Finally, it learns merge rules to form anew symbol from two symbols of the base
vocabulary. It does so until the vocabulary has attained the desired vocabulary size, which is a hyperparameter.
RoBERTais open source, and uses the Apache® 2.0 license.

44443 ALBERT

The motivation for ALBERT (A Lite BERT) [i.8] isto lower memory consumption and increase the training speed of
BERT. Thisis because previous attempts were focussed on increasing model size; however, at some point this becomes
difficult due to GPU/TPU memory limitations and longer training times. Thisis aso open source.

Albert decided that the WordPiece embedding used in BERT and RoOBERTa was suboptimal. First, WordPiece
embeddings are intended to |earn context-independent representations, whereas hidden-layer embeddings are meant to
learn context-dependent representations. BERT associates the size of the embedding E with the size of the hidden layer
H (E=H). Since BERT uses context, this does not make sense. Second, NLP typically requires alarge vocabulary size
V. However, if E=H, increasing H means that the embedding matrix (which isV x E) becomes huge. Worse, most of
the parameters will only be sparsely updated during training.

In ALBERT the embedding parameters are decomposed into two smaller matrices. Instead of projecting the one-hot
vectors directly into the hidden space, they are first projected into alower dimensional embedding space of size E, and
then projected into the hidden space. By using this decomposition, the embedding parameters are reduced from

O(V x H) to O(V x E + E x H). This parameter reduction is significant when H is much larger than E.
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ALBERT also eliminates Next Sentence Prediction. It positsthat thistask, as formulated in BERT, conflates topic
prediction and coherence prediction in asingle task. Inits place, it proposes a loss function based on coherence.
ALBERT uses a Sentence-Order Prediction (SOP) loss, which avoids topic prediction and instead focuses on modelling
inter-sentence coherence. The SOP |oss uses as positive examples the same technique as BERT (two consecutive
segments from the same document), and as negative exampl es the same two consecutive segments but with their order
swapped. This forces the model to learn finer-grained distinctions about discourse-level coherence properties.

ALBERT has less hyperparameters than the large version of BERT, and achieves significantly better results. However,
it is computationally more expensive dueto its larger structure. ALBERT is open source, and uses the Apache® 2.0
license.

44444 CodeBERT

Asthe nameimplies, CodeBERT [i.31] is optimized for coding descriptions, queries, and generation. It uses the same
architecture as RoBERTa, with 125 million parameters. It defines a bimodal pretrained model for programming
language and natural language. This enablesit to support applications such as natural language code search, code
documentation, and code generation. Natural language is a sequence of words, and code is a sequence of tokens.

This model will require further review. Whileit is very good at coding, users also need to be able to enter natural
language and have that translated to a policy. CodeBERT could be used with aDSL, but it would be difficult to use the
modelsin [2] withit.
4.4.4.45 Additional Optimization Features
The above three optimizations are some of many proposed for BERT. Other possibilities include:

1) sparsefactorizations of the attention matrix;

2)  recomputation of attention matrices to save memory;

3) fast attention kernels for training;

4)  block attention (splitting the input into blocks, apply intra self-attention to each block, then apply
inter-self-attention to all blocks);

5)  hard example mining (n-gram model that learns precise syntactic and semantic word relationships);
6) more efficient language modelling training;

7)  exploiting redundancy inherent in the word vectors within the BERT model.
4.44.5 GPT Models (informative)

44451 Introduction

GPT, or Generative Pre-trained Transformer, is atype of transformer-based neural network that is used for generating
human-like text from given inputs. It uses alanguage model that is pre-trained on large datasets of text to generate
realistic outputs based on user prompts. GPT is built using only transformer decoder blocks (no encoder blocks). GPT
models do not use encoder blocks because they are designed to generate text one token at atime, using only the context
of the previous tokens in the sequence. Thisis known as an auto-regressive model. The encoder part of the origina
transformer architecture is not needed in GPT models because the model does not need to learn the representation of the
input sequence. Instead, GPT models use a masked self-attention mechanism that only looks at prior tokens.

NOTE: This means that such models cannot plan or reason (whereas transformers can do both) without external
aids (e.g. prompting).

4.4.45.2 OpenAl GPT Models

GPT models were popularized by OpenAl. There are four main releases: GPT-1, GPT-2, GPT-3, and GPT-4. None of
these models are open source.
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In GPT-1[i.9], the multi-head attention module with cross-attention is removed from the decoder of transformer
because there is no encoder in GPT. Hence, the decoder blocks used in GPT have only positional encoding, masked
multihead self-attention module and feedforward network with their adding, layer normalization, and activation
functions. GPT's attention mechanism focuses on word, pairs of words, pairs of pairs of words, and so on, only on the
previous (left) words, pairs of words, etc. Thisis because the objective of GPT isto predict the next word given al of
the previous words.

GPT-2[i.10] and GPT-3[i.11] are extensions of GPT-1 with an increased number of stacks of decoders. Hence, they
have more learnabl e parameters and can be trained with more data for better language modelling and inference. For
example, Table 4.4.4.5.2-1 lists 5 important metrics for the four GPT models. The phrase "Not released” means that
OpenAl did not release these data.

Table 4.4.4.5.2-1: Metrics for OpenAl's GPT Models

GPT-1 | GPT-2 GPT-3 GPT-4
117 1.5 175 - .
Parameters milion | billion billion 1,76 trillion (estimated)
Decoder
Layers 12 48 96 Not released
Hidden
Layers 768 1 600 12 288 Not released
Context
(Token 512 1024 2048 8192 or 32 768
Size)
Batch Size 64 512 128 1 024 and 4 096

GPT-3 introduced a number of important improvements:

o Firgt, it used in-context learning. This mechanism improves In-context learning is atechnique used to LLM
performance by incorporating additional context during the training phase. This takes advantage of an LLM's
ability to recognize patterns in data, which helps them minimize loss. During in-context learning, the LLM is
given a prompt consisting of alist of input-output pairs that demonstrate atask. At the end of the prompt, atest
input is appended and the LLM makes a prediction just by conditioning on the prompt and predicting the next
tokens. Significantly, no parameters need to be optimized.

. Second, it concretises the notion of larger models performing better in zero-, one, and few-shot learning (see
clause 4.5.2.1). Of course, larger context windows enable more examples to be provided.

e  Third, GPT-3 wastrained on a mix of five different corpora (Common Crawl, WebText2, Booksl, Books2 and
Wikipedia).

InstructGPT [i.12] utilizes instruction tuning to control the language model and generate desired human-like content.
Instruction tuning works by first pre-training an LLM on a massive dataset of text and code. This allows the model to
learn the statistical relationships between words and concepts. The pre-trained model is then fine-tuned on a collection
of natural language instructions. These instructions describe how to perform different tasks, such as question answering,
sentiment analysis, and text summarization. Significantly, instruction tuning helpsthe LLM to learn how to interpret
and follow natural language instructions. This allowsthe LLM to perform these tasks even if it has not been explicitly
trained on them. Hence, InstructGPT starts with collecting a dataset of |abelled demonstrations of the desired model
behaviour, which are then used as instructions to fine-tune GPT-3. This allows for controlling the model to generate
answers that align with human expectations. In term of the optimization algorithm, InstructGPT leverages
reinforcement learning from human feedback [i.13]. This dramatically improved the output of GPT-3.

GPT-4 [i.14] has undergone significant improvements, allowing it to perform a wide range of tasks without the need for
additional training. Unfortunately, very little technical information is available. However, [i.14] makes it apparent that
GPT-4 isamultimodal model, meaning that it can process both images and text. This allows it to describe humour in
unusual images, summarize text from screenshots, and even answer exam questions that contain diagrams.

Thereis aso a code-specific form, called CodeGPT. However, it was only trained on code, and hence, cannot be used
for the purposes of ENI.
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44453 BLOOM

BLOOM [i.15] was coordinated by BigScience, an open research consortium. Over 1 200 participants from 38 countries
participated. The BLOOM architecture is based on causal-decoder transformer models. BLOOM introduced a couple of
key innovations to standard causal-decoder models. It is currently the largest open source LLM. BLOOM uses the
RAIL license, and requiresthat its users comply with certain ethical and safety guidelines. Its main features include:

1) ALIiBi Positiona Embeddings. The researchers wanted to extrapolate to longer sequences, so instead of adding
positional information to the embedding layer, ALiBi directly weakens the attention scores based on the
distance between the keys and queries. A consequence of thiswasthat it also led to smoother training and
improved downstream performance, even outperforming both learned and rotary embeddings.

2) Embedding LayerNorm. The team experimented with an additional layer normalization placed immediately
after the embedding layer. BigScience decided to train BLOOM with an additional layer normalization after
the first embedding layer to avoid training instabilities using bfloat16 (instead of float16). Since then, float16
has been identified as the cause of many observed instabilitiesin training LLMs, and it is possible that
bfloat16 alleviates the need for the embedding LayerNorm.

3) Megatron-DeepSpeed?0 [i.38]. Thisis acombination of the DeepSpeed learning optimization library and
Megatron-LM, alarge and powerful transformer model. This framework enables three types of paraleism:

a) Dataparallelism, which replicates the model multiple times and place search replica on a different
device, whereit isfed adice of the data. The processing isdonein parallel, and al model replicas are
synchronized at the end of each training step.

b) Tensor paralelism, which partitions individual layers of the model across multiple devices. This places
shards of this tensor on separate GPUs, making it possible to perform horizontal parallelism or
intra-layer model parallelism.

¢) Pipeline parallelism, which splits the model's layers across multiple GPUs so that only a fraction of the
layers of the model are placed on each GPU.

4) Large corpus. BLOOM was trained on the ROOTS corpus, which includes 498 HuggingFace datasets that
cover 46 languages and 13 programming languages. The training process includes data sourcing and
processing stages.

BLOOM isthe first multilingual LLM trained in complete transparency. It is an open-access model, meaning that
researchers, academics, non-profits, and smaller companies can download, run, and study it to investigate the
performance and behaviour of recently developed large language models.

44454 PaLM Models

Version 1 of the Pathways Language Model (PaLM) [i.16] was released in April 2022 and finalized in October 2022. 1t
uses a proprietary license, and does not grant users the right to redistribute or modify the PaLM models.

PalLM version 1 isa540-billion parameter, dense decoder-only model trained with the Pathways system.

Pathways [i.17] is alarge scale orchestration layer for accelerators that is designed to enable exploration of new systems
and ML research ideas, while retaining state of the art performance for current models. Pathways uses a sharded
dataflow graph of asynchronous operators that consume and produce futures, and efficiently gang-schedules
heterogeneous parallel computations on thousands of accelerators while coordinating data transfers over their dedicated
interconnects.

PalLM used the Pathways system to train a single model across 6 144 Tensor Processing Unit (TPU) pods. TPUs are
custom silicon for machine learning training. The training is scaled using data parallelism at the Pod level across two
TPU v4 pods, while using standard data and model parallelism within each Pod. It features the attention and
feedforward layers to be computed in parallel. PaLM was trained using a combination of English and multilingual
datasets that include high-quality web documents, books, Wikipedia, conversations, and GitHub code. PaLM uses a
"lossless" vocabulary that preserves al whitespace (especially important for code), splits out-of-vocabulary Unicode
characters into bytes, and splits numbers into individual tokens, one for each digit.
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PalLM-E [i.18] a multi-modal embodied Visua Language Model (VLM) with 562 billion parameters that integrates
vision and language for robotic control. It can perform a variety of tasks without the need for retraining. PaLM-E can
generate a plan of action for a mobile robot platform with an arm and execute the actionsitself by analysing data from
the robot's camera without needing a pre-processed scene representation. This eliminates the need for a human to
pre-process or annotate the data and allows for more autonomous robotic control. PaLM-E is a next-token predictor
based on PaLM. PaLM-E takes continuous observations, like images or sensor data, and encodes them into a sequence
of vectorsthat are the same size as language tokens. This enables PaLM-E to process sensory information in the same
way it processes language.

PaLM 2 [i.19] provides significant advantages over PaLM. First, it has been trained on over 100 spoken-word
languages. This enablesit to understand nuanced phrases in different languages including the use of ambiguous or
figurative meanings of words rather than their literal meaning. Second, PaLM 2 provides stronger logic, common sense
reasoning, and mathematics than previous models. PaLM 2 also understands, generates and debugs code and was
pretrained on more than 20 programming languages. Alongside popular programming languages like Python™ and
JavaScript, PaLM 2 can also handle older languages like Fortran. These three features are based on improved dataset
pretraining that extends across hundreds of languages and domains, demonstrating that larger models can handle
disparate non-English datasets without sacrificing English-language understanding performance. PaLM 2 also includes
control tokensto enable control over toxicity at inference time; and multilingual out-of-distribution "canary" token
sequences that are injected into the pretraining data to provide insights on memorization across languages.

Med-PaLM 2 [i.20] isamedical language model that is based on PaLM 2 and is fine-tuned on medical information.
Med-PaLM 2 is designed to provide high-quality answersto medical questions, and has been aligned to the medical
domain and evaluated using medical exams, medical research, and consumer queries. [i.34] introduces the
MultiMedQA benchmark, which was instrumental in training various PaLM models including Med-PaLM2. Med-
PalLM 2 wasthe first LLM to perform at an "expert" test-taker level performance on the MedQA dataset of US Medical
Licensing Examination (USMLE)-style questions, reaching 85 % + accuracy, and it was the first Al system to reach a
passing score on the MedM CQA dataset comprising Indian AIIMS and NEET medical examination questions, scoring
72,3 %.

44455 LLaMA Models

LLaMA [i.21] isacaollection of foundation models that range from 7 billion to 65 billion parameters. This model family
was trained on trillions of tokens (i.e. pieces of aword that make sense to the LLM) using publicly available datasets
from 20 popular languages. The LLaMA models are notable for being small but powerful (e.g. it has been used to
generate text, solve mathematical theorems, and predict protein structures). Its size requires far less computing power
and resources to validate and test new applications. LLaMA is primarily aresearch tool that requires prompt
engineering (see clause 4.5) to interact with. The LLaMA models are open source, and use the Apache® 2.0 license.

LLaMA 2[i.22] has a number of model sizes, including 7, 13 and 70 billion parameters. Meta claims the pre-trained
models have been trained on a massive dataset that was 40 % larger than the one used for LLaMA. The context length
has also been expanded to 4 096 tokens, double the context length of LLaMA. LLaMA 2 uses grouped-query attention,
which allows key and val ue projections to be shared across multiple heads in multi-head attention models, reducing
memory costs associated with caching; this maintains performance while optimizing memory usage. The LLaMA 2
model goes through a series of supervised fine-tuning stages, followed by a cycle of RLHF to help provide a further
degree of safety and responsibility. LLaMA 2 is open source for research and commercial use, but the license prohibits
certain uses of the model, such as training other language models.

4.4.4.6 Sparse Transformers (informative)

Sparse transformers use a specia type of attention, called sparse attention, to reduce computational and memory
requirements. Sparse attention computes the attention weights for a subset of the input vectors. This subset can be
chosen randomly or based on some importance measure. EXPHORMER [i.23] is aframework for building scalable
graph transformers. Graph transformers extend the transformer architecture to graphs by using the attention mechanism
to learn relationships between nodesin the graph. The attention mechanism works by computing a weighted sum of the
node features, where the weights are determined by the similarity between the node features and a query vector.

ETSI



30 ETSI GS ENI 030 V4.1.1 (2024-03)

Exphormer isaframework for building powerful and scalable graph transformers. It consists of a sparse attention
mechanism based on two mechanisms: virtual global nodes and expander graphs. The virtual global nodes mechanism
uses a set of virtual global nodes that are connected to all other nodes in the graph, enabling the attention mechanism to
learn long-range dependencies between nodes in the graph, even if they are not directly connected. The expander graphs
mechanism uses expander graphs (i.e. atype of graph that has good connectivity properties) to sparsify the attention
matriX. This enables the attention mechanism to focus on the most important connectionsin the graph, while ignoring
the lessimportant connections. Overall, the sparse architecture uses fewer training parameters, is faster to train and has
memory complexity linear in the size of the graph. These properties help scale to larger graphs. Exphormer is open
source, and use the Apache® 2.0 license.

4.4.4.7 T5 Models (informative)

The Text-to-Text Transfer Transformer (T5) [i.24] uses the concept of transfer learning. Transfer learning typically is
made up of two stages:. training on a general dataset and fine-tuning over a more specific dataset (asin BERT, described
in clause 4.4.4.4). T5 works by first converting the input task into atext-to-text format. T5 is then trained to generate
the output text from the input text using masked language modelling. In masked language modelling, some of the words
in the input text are masked out, and the model is trained to predict the missing words. The novelty of T5 isthat it usesa
unified framework for applying transfer learning to different problems.

FLAN-T5 [i.25] applies FLAN to the T5 model. FLAN stands for Finetuned L Anguage Net. It is a method for
improving the zero-shot learning performance of natural language processing models by using instruction tuning (see
clause 4.4.4.5.1). Interestingly, [i.25] proved that finetuning on only data that does not include Chain-Of-Thought (CoT)
data degrades performance on CoT tasks by a significant amount. Therefore, FLAN-T5 jointly finetunes on both
non-CoT and CoT data, resulting in much better CoT performance while maintaining performance on non-CoT tasks. A
final benefit of instruction finetuning on CoT data both with and without exemplarsisthat the resulting model is able to
perform CoT reasoning in a zero-shot setting. FLAN-T5 is multilingual (T5 isnot), and comesin 5 versions (small,
base, large, XL, and XXL versions that have 0,08, 0,25, 0,78, 3, and 11 billion parameters, respectively). [i.25]
FLAN-T5 also uses chain-of-thought (see clause 4.5.2.4) to improve reasoning ability of the models. FLAN-T5 also
uses RLHF in some of its datasets to fine-tune FLAN-T5 using RLHF (T5 did not use RLHF). It, like T5, is open
source, and uses the Apache® 2.0 license.

CodeT5 [i.32] isahimodal transformer model trained on code and text. CodeT5 is built on T5-large, and has 70 million
parameters. uses a identifier-aware pre-training objective to better leverage the identifiers and a bimodal dual generation
task to learn a better alignment between natural language and programming language using code and its comments.
CodeT5 supports both code understanding and generation tasks.

CodeT5+ [i.33] isan extension of CodeTb5. It isafamily of models ranging from 220 to 770 million parameters.in
which component modules can be flexibly combined to suit a wide range of downstream code tasks by its mixture of
pretraining objectives on both unimodal and bimodal multilingual code corpora. It uses instruction tuning (see
clause 4.6) for scaling.

Both CodeT5 and CodeT 5+ can be used to trandlate natural language into code.

4.4.4.8 Mixture of Experts Model (informative)

A mixture of experts (MoE) model is a machine learning technique where multiple expert models are used to divide a
problem space into homogeneous regions. It differs from ensemble techniquesin that typically only one or afew expert
models will be run, rather than combining results from all models.

[.26] describes MOEBERT isan MoE model based that is based on BERT (see clause 4.4.4.4), whichisa
transformer-based language model. Each model in the MoE isitself aBERT model. The MoE architecture consists of
two main components:

1) aset of expert models, each of which isasmall BERT model that istrained for a specific domain or task; and
2) agating network, which selects the appropriate expert model to use for a given input.

Each BERT model istrained on a different subset of the training data. The gating network selects the appropriate BERT
model to use for agiven input. Since each BERT model istrained on a different subset of the same data, each BERT
model will have a different match (or level of expertise). MOEBERT uses an "importance score" to measure the
importance of each BERT model's contribution. Since this compresses the model and causes a performance drop, the
paper adapts a layer-wise task-specific distillation algorithm. MOEBERT is open source, and uses an Apache® 2.0
license.
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4.4.5 Conclusions (normative)

Clause 5.8.3 of [1] defines the requirements for policy management, and [2] defines the ENI Extended Core and
Extended Policy Information Models. One of the options for constructing policiesis to formulate them using aDSL.

A DSL isasmall domain-specific programming language, so it would be helpful if the model was trained using a code
dataset. Otherwise, prompting or instruction tuning (see clauses 4.5 and 4.6, respectively) shall be used to ensure good
tranglation capabilities. However, some of the transformer models reviewed have restrictive licenses, so this limits the
described transformers to those that have open source licenses with the right to modify the model, such as the
Apache® 2.0 license. A summary of the models that meet these two requirements follows:

1) T5and FLAN-T5 were both trained on a massive dataset of text and code.
2) CodeT5 and CodeT5+ were specifically designed for coding, but can also trandate natural language into code.
3) BERT wasdesigned for language translation but cannot generate code.

4) CodeBERT can trandate natural language into code since it was trained on a bimodal data set of natural
language and code.

While any of the above choices may work, CodeT5+ is amore powerful model. However, it is alarger family of models
and hence, may require more resources. In terms of their use for aDSL.:

1) BERT, T5and FLAN-T5 may all be used to trandate natural language to the grammar of aDSL using
appropriate prompts and fine-tuning or instruction tuning.

2) CodeT5+ isthe most powerful coding model, but is not well suited for translating to aDSL. It should be
preferred for pure coding tasks (e.g. the use of Java®, Python™, etc.).

3) CodeBERT may also be used for trandating into code, but is not as powerful as CodeT5+.

4.5 Prompting for LLMs, Transformers, and Chatbots

45.1 Introduction (normative)
Prompting is one way of improving the performance of LLMs, transformers, and chatbots.
A chatbot is a computer program that simulates human conversation through text or voice interactions.

There are two main types of chatbots: rule-based and Al-powered. Rule-based chatbots are programmed with a set of
rules that define how they should respond to certain prompts or questions. In contrast, Al-powered chatbots use
machine learning to learn from and adapt to their users. This means that they can become more accurate and helpful
over time. The present document will only consider Al-based chatbots.

Chatbots typically use LLMs to generate human-like responses to prompts that is both grammatically correct and
semantically meaningful. When a user types in a question or statement, the chatbot shall use the LLM to generate a
response that is relevant to the user'sinput. The chatbot may also use the LLM to trandlate text from one language to
another, or to write different kinds of creative content. The present document will further restrict analysing chatbots that
use an LLM-based architecture.

Significantly, prompting should be used for transformers and LLMs, and is not limited to being used with chatbots.
However, for the rest of this clause, the term LLM will be used to include transformers and chatbots.

45.2 Prompting

4521 Introduction (normative)

Prompting is a technique for adapting an LLM to a new task without retraining the model from scratch. Prompts are
used as a meansto interact with LLMs to accomplish atask. A prompt is an input that the model shall respond to.
Prompts may include instructions, questions, or any other type of input, depending on the intended use of the model.
Prompts may come from end-users or applications. While prompts can take non-textual forms (e.g. an image), the
present document is restricted to textual prompts.
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Prompts may also include specific constraints or requirements like tone, style, or even desired length of the response.
For example, a prompt to write aletter to afriend can specify tone, word limit, and specific topics to include.

The quality and relevance of the response generated by the LLM is heavily dependent on the quality of the prompt.
Hence, prompts play acritical role in customizing LLMsto ensure that the responses of the model meet the
requirements of a custom use case.

The term prompt engineering refers to the process of designing a set of prompts to generate a specific output. Prompts
play acritical role in obtaining optimal results from the model. Benefits of using prompts include improved accuracy,
along with the model illustrating how it reach a conclusion or answer.

The following subclauses provide a non-exhaustive introduction to prompts that may be used in an ENI System.
45.2.2 Input-Output Prompts

45221 Introduction (informative)

Thistype of prompt provides the LLM with an input and an output. The LLM is then tasked with generating text that is
similar to the output.

45222 Zero-Shot Prompts (informative)

Zero-shot means prompting the model without any example of expected behaviour from the model. The problem with
zero-shot prompts is that without examples, the model possibly will not understand a key term or phrase in the prompt.
In addition, when applications include complex conversations, decision making and more, a single prompt does not
typically enable the LLM to understand the context of the prompt; this could lead to inaccurate or incorrect results.

45223 Few-Shot Prompts (informative)

Few-shot prompts provide a small number of examplesin the prompt to overcome the above difficulty. A few-shot
prompt enables the model to learn without training. Thisis one way of engineering a prompt.

45.2.3 Self-Consistency Prompts (normative)

Thistype of prompt asks the LLM to generate text that is consistent with itself. This can be done by providing the LLM
with a starting point and then asking it to continue the text in away that is consistent with the starting point.
Self-consistency prompts can be used to improve the coherence and accuracy of the text that the LLM generates,
because the LLM shall ensure that any new text that is generated is consistent with previous text that it has already
generated.

Self-consistency prompts may also be used to improve the creativity of the text that the LLM generates. Thisis because
the LLM isforced to come up with new ideas that are consistent with the starting point. However, this could be
challenging, because the LLM may not be able to come up with new ideas that are consistent with the starting point.
Thisis one reason why LLMs are trained with very large datasets.

45.2.4 Chain-of-Thought Prompts (normative)

Chain-of-thought (CoT) prompting [i.3] refersto concatenating a series of prompts to achieve atask. The concatenation
may be viewed as a set of intermediate natural language reasoning steps that lead to the final output. More specificaly,
CoT prompting breaks down multi-step problems into intermediate steps, allowing language models to tackle complex
reasoning tasks that cannot be solved with standard prompting techniques. It improves the reasoning ability of LLMs by
prompting them to generate a series of intermediate steps that lead to the final answer of a multi-step problem. CoT
prompting enables LLMs to address more challenging problems, including advanced arithmetic, common sense, and
symbolic reasoning.
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CoT thought prompting is a method used to guide the responses of an Al model during its reasoning processin a
step-by-step manner. It involves providing a series of prompts, each building on the previous one, that |ead the model
towards a desired output. In this process, the LLM starts by recognizing the user's input and understanding the context
of the conversation. The LLM shall analyse the user's request and determine the best course of action to fulfil it. Then,
the LLM should deliberate on the possible responses it can generate based on its internal knowledge and capabilities.
The LLM shall then generate a response and review its response for any errors or inaccuracies before sending it to the
user.

This process repeats with each new user input, allowing for dynamic and interactive conversations. It isimportant to
understand that while this processislinear in description, in practice it can be quite complex with multiple factors
influencing each step. CoT prompting leverages few-shot learning by inserting several examples of reasoning problems
being solved within the prompt. Each exampleis paired with a chain of thought (or rationale) that augments the answer
to aproblem by textually explaining how the problem is solved step-by-step. Due to their few-shot learning capabilities,
LLMs can learn to generate arational e along with their answers by observing the exemplars within a CoT prompt,
which can improve reasoning performance.

Similar to self-consistency prompts, CoT prompts can be used to improve the coherence, accuracy, and creativity of the
text that the LLM generates. However, CoT prompts can also be challenging for the LLM because it may not be able to
come up with new ideas that are consistent with the starting point. Thisis typically solved by training with avery large
dataset.

An important variant of CoT is called least-to-most prompting. This approach extends CoT prompting to decompose a
problem into a set of smaller steps that are solved one-at-a-time, where the output of each subproblemis used asan
input for the next subproblem.

4525 Tree-of-Thought Prompts (normative)

A Tree-of-Thought (ToT) prompt [i.27] generalizesthe CoT model by proving the LLM with a starting point and then
asking the LLM to explore different possible outcomes or conclusions over coherent units of text (thoughts) that serve
asintermediate steps toward problem solving. ToT enables exploration over multiple paths of thought simultaneously. It
does this by maintaining a tree of thoughts, where thoughts represent coherent language sequences that serve as
intermediate steps toward solving a problem.

ToT provides a series of prompts, each branching out from the previous one, to lead the model towards a desired output.
The LLM shall recognize the user'sinput and understand the context of the conversation. It shall then analyse the user's
request and determine the best course of action to fulfil it by defining a tree consisting of multiple paths, each
representing a different approach to generating aresponse. The LLM shall then evaluate each branch based on its
potential to generate a satisfactory response, and select the most promising branch. It shall then generate a response
based on that branch. The LLM should review its response for any errors or inaccuracies before sending it to the user.

This process repeats with each new user input, allowing for dynamic and interactive conversations. It isimportant to
understand that while this processislinear in description, in practice it can be quite complex with multiple factors
influencing each step.

ToT allows LMsto perform deliberate decision making by considering multiple different reasoning paths and

self-eval uating choices to decide the next course of action, as well aslooking ahead or backtracking when necessary to
make global choices. This allowsthe LLM to generate text that is more comprehensive and coherent than text generated
by traditional prompts. ToT requires more resources than other methods, but the modular flexibility of ToT allows users
to customize such performance-cost trade-offs.

Similar to self-consistency prompts, ToT prompts Tree-of-thought prompts can be used to improve the coherence,
creativity, and problem-solving skills of the LLM because it shall reason about the different alternativesit exploresto
solve the problem and connect the different branches of thought in alogical way. However, ToT prompts can also be
challenging because it may not be able to discover all of the possible outcomes or conclusions.

45.2.6 Skills-in-Context Prompts (informative)

A Skill-in-Context (SiC) prompt [i.28] instructs an LLM how to compose basic skills to resolve more complex
problems. The LLM is also prompted to provide examples of how the skills can be used to solve the problem. Thisis
often called compositional generalization, which enablesan LLM to solve problems that are harder than the ones they
have seen. Like CoT and ToT prompts, SiC prompts provide a starting point and require the LLM to continue in away
that is consistent with the starting point. SiC prompts require both the skills and the compositional examplesto be
demonstrated within the same prompting context.
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Ideally, SiC prompts teach the LLM to explicitly ground each of its reasoning steps on the (more elementary) skills
provided in the prompts. Specifically, the SiC prompt is constructed from three main blocks. The first block contains
the skillsthat LLMs may need to use in order to solve a more complex problem, which includes both descriptions of the
skills and the instructions (with afew examples) on how to use them. The second part consists of afew exemplars that
demonstrate how to explicitly compose these into a solution to a more complex problem. The last part is the problem to
be solved.

45.2.7 Graph-of-Thought Prompts (normative)

Graph-of-Thought (GoT) [i.36] extendsthe CoT and ToT methods by conceptualizing the output of an LLM or
transformer as a flexible graph structure. In this graph, individual units of information (referred to as"LLM thoughts")
act as the nodes, while the connections between nodes symbolize the interdependencies among them. GoT expands on
ToT by representing thoughts as directed acyclic graphs, which enables individual thoughts to be aggregated as well as
used to loop over one thought. The key advantage of GoT over CoT and ToT isthat it can combine multiple chains of
reasoning (e.g. merge thoughts from different reasoning chains through aggregation nodes in the graph). This enables
recombining useful knowledge from separate lines of reasoning into a better solution. This innovative approach
facilitates the amalgamation of diverse LLM thoughts, yielding collaborative outcomes, encapsul ating entire networks
of thoughts, and even refining thoughts using iterative feedback loops.

Reasoning is done by traversing the graph and performing different operations on the nodes and edges. The operations
can be used to combine thoughts, split thoughts, and generate new thoughts. In particular, GoT can represent more
complex and nuanced relationships between thoughts. The LLM shall recognize the user's input and understand the
context of the conversation. It shall then analyse the user's request and determine the best course of action to fulfil it by
constructing a graph of thoughts, where each node represents a different approach to generating a response, and edges
represent connections between these approaches. The LLM shall then evaluate each node in the graph based on its
potential to generate a satisfactory response. The LLM may navigate through the graph, selecting nodes that lead
towards a promising response. When complete, the LLM shall generate aresponse. It should review its response for any
errors or inaccuracies before sending it to the user.

This process repeats with each new user input, allowing for dynamic and interactive conversations. It isimportant to
understand that while this processis linear in description, in practice it can be quite complex with multiple factors
influencing each step.

45.2.8 Common Procedures to Increase the Value of Prompting

45281 Introduction (informative)

The following subclauses will briefly describe different ways to augment different types of prompting.

45.2.8.2 Active Learning (normative)

Active learning is alearning algorithm that can interactively query a user (or some other information source, commonly
called an oracle) to label new data points with the desired outputs. CoT, ToT, GoT, and SiC prompting can each be
combined with active learning to use the LLM itself to identify data that should be included in the training set.

For CoT, ToT and GoT prompting, the following steps can be used to combine either with active learning:
1) ThelLLM isgivenaprompt.
2) ThelLLM generatestext that is consistent with the prompt.
3) Thetextisevauated by a human or another information source.
4) If thetext isaccurate and coherent, then the prompt is added to the training set.
5) Theprocessisrepeated until the training set is complete.
For SiC prompting, the following steps should be used:
1) ThelLLM isgiven aprompt that specifies the skills that should be used.

2) TheLLM generates text that uses the skills to solve a problem.
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3) Thetextisevauated by a human or another information source.
4) If thetext isaccurate and coherent, then the prompt is added to the training set.

5) Theprocessisrepeated until the training set is complete.

45.2.8.3 Information Retrieval (informative)

LLMstypicaly have alimited context window. One way to solve thisisto use information retrieval mechanismsto
provide LLMs with access to additional information. A recent trend is to use vector databases, as follows:

1) Chunking the text into smaller parts (e.g. paragraphs, sentences, etc.).
2)  Producing an embedding (i.e. avector that represents the meaning of the chunk) for each chunk of text.
3)  Storing these embeddingsin a vector database.

4)  Performing vector similarity search (based on these embeddings) to find relevant chunks of text to includein a
prompt.

An embedding is based on how the algorithm(s) in the LLM work. The vector istypically created by using a machine
learning model to learn the rel ationships between the words in the vocabulary of the LLM. The model can then be used
to generate vectors for new words or phrases. For example, the algorithm(s) may analyse text based on meaning,
grammar, sentiment, topic, or other features.

A vector similarity search finds the most similar vectors to a given vector. There are many open source libraries for
performing a vector similarity search, such as FAISS (Facebook Al Similarity Search) [i.29] and vector search engines
(e.g. Weaviate, available at https.//sourceforge.net/projects/weaviate.mirror/).

45.3 Prompt Tuning (informative)

Prompt-tuning is an efficient, low-cost way of adapting an Al foundation model to new downstream tasks without
retraining the model and updating its weights. Prompt-tuning involves using a small trainable model before using the
LLM. The small model is used to encode the text prompt and generate task-specific virtual tokens. These virtual tokens
are pre-appended to the prompt and passed to the LLM. When the tuning process is complete, these virtual tokens are
stored in alookup table and used during inference, replacing the smaller model. The prompts can be extra words
introduced by a human, or Al-generated information introduced into the model.

Prompt-tuning allows a massive model to be trained to process new tasks with limited available data. It also eliminates
the need to update the model's billions (or trillions) of weights, or parameters. Prompt tuning has been shown to
improve the performance of LLMs on avariety of tasks while reducing required training data. It also uses less resources
than instruction tuning, which retrains the model. In addition, models that are prompt-tuned on different tasks can be
saved, without the need for large amounts of memory.

4.5.4 Prompt Templates (normative)

A prompt template is a pre-defined procedure for generating prompts. Prompt templates may be used for a variety of
purposes, including generating specific text formats, answering questions in an explicit manner, and trandlating
languages. There are two types of prompt templates: natural language and structured. The former use natural language
to convey instructions, while the latter use a specific non-varying format.

Structured prompt templates are typically made up of three different parts:
. context: the part of the template that provides the model with information about the topic of the text.
e  prompt: the part of the template that asks the model to generate text.

. response: the part of the template that provides the model with an example of the type of text that it should
generate.
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A prompt template may include instructions, few-shot examples, and specific context and questions appropriate for a
given task. Prompt templates may be used to generate the same prompt outline in multiple places, but with certain
values changed. This can be useful for tasks where the same prompt structure can be used with different values to
generate unique content for different applications.

If the LLM is not well-suited for expressing the ideas that the user wants to explore, then a prompt template can create a
custom "mini-language” to teach the LLM. For example, the user may need to query the LLM about graph properties. A
prompt template shall define the meaning of symbols or statements of its "graph mini-language” to the LLM. Thisis
shown in the following example:

"From now on, whenever | type two identifiers separated by a "—", | amdescribing a graph. For example, "x—y"
describes a part of a graph with nodes"x"* and "y" connected by an unlabeled edge. If | type "x{l:a, d:b, w.c}—Yy",
then | am adding the following properties to the edge: | isitslabel, d isitsdirection, and w is the weight of the edge.
In this example, a shall be a text string, b shall be either 1 (for unidirectional) or 2 (bidirectional), and c shall be a
positive integer."

The next set of examples focuses on using natural language to interact with the LLM itself to help create better prompts.
Here isatemplate that asksthe LLM to always ask additional questions first to help it better answer a user's question:

"From now on, whenever | ask a question, follow these rules. First, generate up to five additional questions that
would help you give a more accurate response. Second, assume that | know little about the topic that we are
discussing and define any terms that are not general knowledge. Third. when | have answered all of your questions,
combine the answers to each to produce the final answer to my original question.”

Hereis atemplate that asksthe LLM to provide fact-checking:

"From now on, whenever | ask a question, follow these rules. First, generate a set of facts that your response depends
on. Second, if any fact isincorrect, then your response is also incorrect, and tell me. Third, append the set of factsto
your response.”

Another example is based on the ToT approach, and ensures that the LLM aways suggests alternative ways to
accomplish the task. For example:

"From now on, whenever | ask a question about root cause analysis, if there are better approaches to accomplish the
same goal, list those approaches, compare the pros and cons of each approach using the style that | used, and ask me
for which approach | would like to use."

Here is atemplate that asks the LLM to suggest more refined prompts than entered.

"From now on, whenever | ask a question about security, suggest a better form of my question in the style | am using
and ask meif | would like to use your version instead.”

Hereis atemplate that asksthe LLM to explain the rationale behind its response when generating code.

"From now on, whenever you provide a response to a question from about code generation, follow the following
rules. First, explain any assumptions that you made. Second, explain the reasoning to support your response. Third,
support your response with any additional code samples. Fourth, define any potential limitations that your response
hasin order to provide a more accurate response.”

Any of the above exemplary templates may be restricted to a particular context. For example, the following could be
appended to any (except the first (graph) template, and the context may be as narrow or as broad as desired as long as
the LLM understands the context:

"Only apply these instructions to the following domains: "security”, " deploying a cloud application, and telemetry
that contains faults."
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4.5.5 Prompt Pipelines (informative)

In machine learning and Al, a pipeline is an end-to-end construct, which orchestrates aflow of events and data. The
pipelineis kicked-off or initiated by atrigger; and based on certain events and parameters, aflow is followed which
resultsin an output. A prompt pipeline is a sequence of steps that are used to generate a prompt (or set of prompts) for a
language model. A prompt pipeline extends prompt templates by automatically injecting contextual reference data for
each prompt. The pipelineisinitiated by a user request, which is directed to a specific prompt template. The variables or
placeholdersin the pre-defined prompt template are populated with the question from the user and the knowledge to be
searched from the knowledge store. This helps prevent the LLM from making up text that isincorrect or not real (often
called a"hallucination"). It also ensures that the LLM uses current data. The composed prompt (or set of prompts) is
then sent to the LLM and the LLM response is returned to the user.

A prompt pipelineistypically directed to a specific prompt template or set of prompt templates. The combination of
prompt pipelines and prompt templates include a number of specific advantages:

1) LLM Prompts can be re-used, shared and fine-tuned.
2)  Prompts can be used within context and is a measured way of controlling the generated content.

3) Templating of generative prompts allow for the programmability of prompts, storage and re-use.

4.5.6 Prompt Drift (informative)

Prompt drift occurs when a model's performance degrades due to changes in the promptsthat it is given. For example, if
amodel istrained on a dataset of text prompts that are about telemetry, and then is given a prompt asking about energy
efficiency, the model's performance can degrade because it is not trained on data about energy efficiency.

NOTE:  Prompt drift issimilar to concept drift [1]. Concept drift occurs when a model's performance degrades
due to changes in the underlying distribution of the datathat it istrained on. In contrast, prompt drift
occurs when a model's performance degrades due to changes in the prompts it receives (as opposed to its
underlying model).

Like concept drift, prompt drift consists of cascading inaccuracies. It can result in a divergence in the model output for a
given input prompt when comparing different iterations of the same model. Prompt engineering, and especialy CoT,
ToT, SiC, and prompt templates are effective for fixing prompt drift, especially when one or more is combined with a
prompt pipeline. In addition, monitoring and detecting drift among the features, predictions, and ground truth can help
identify the root causes and consequences of the drift, allowing for appropriate actions to be taken.

Prompt drift is especially important when chaining together prompts. For example, if one input produces an unforeseen
output, this can produce drift which is exacerbated in subsegquent prompts. This can cause the LLM Response to be
inaccurate or incorrect, since LLMs are non-deterministic.

45.7  The Use of Prompts in an ENI System (normative)
Prompt Engineering is rapidly evolving. Prompting istypically superior to fine-tuning in Al development because it
enables much faster iteration cycles that have lower costs. Prompting eliminates virtually all the overhead, delays, and

costsinvolved in data collection, model training, infrastructure, and licensing. Thisis because:

1) Promptsdo not need to be trained, whereas fine-tuned models do. Thisin turn implies that prompts can be
directly tested on production models. This means that:

a Prompting uses no additional resources for training, whereas fine-tuning typically uses extensive
compute resources during training.

b)  Prompts can be dynamically changed at request time. In contrast, fine-tuned models cannot (i.e. they are
static after being trained).

¢) A corallary of the above is that prompt variations can be quickly tried on a model to see what works best.
In contrast, fine-tuning requires waiting for each model to finish being trained before it can be evaluated.

2)  Prompts need just a few examples, while fine-tuning needs thousands of training data points. Acquiring
training data itself can be costly and slow.
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3) Prompts use general API access so no hosting or engineering overhead. Fine-tuned models need specialized
hosting infrastructure.

4)  Reduced licensing costs: Prompts use the standard licensed model pricing. Fine-tuning may require additional
licensing fees.

It is also possible to automate prompt engineering. Thisistypically done using a dataset containing expected user input
data and corresponding expected outputs, and a prompt template. These inputs are fed into an LLM, which then
generates prompts for text generation. A prompt evaluation function evaluates each candidate prompt, and selects the
prompt with the highest evaluation score. This approach can be augmented by using a human-in-the-loop approach to
further increase accuracy and correctness. The advantage of this approach is that users do not have to be technical.
Rather, the user relies on the ability of the LLM to understand natural language and generate prompts without having to
provide formal specifications. The limits of this approach are:

1) theLLM isnot given accessto external tools; and
2) thisisnot (currently) used to generate prompts that chain multiple LLM queries together.

Thereis no single approach for providing the best or most efficient prompt for agiven LLM or even an application
using an LLM. Thisis because of the inherent diversity in how an LLM istrained combined with its architecture, as
well as the different needs of different applications. However, the methods described in clauses 4.5.2.2 through 4.5.5
provide a description of the most promising mechanisms to use when performing prompt engineering.

Prompt engineering is preferred over fine-tuning when:;
1) Responsesshall berequired quickly and easily.
2) The systems does not have alarge amount of labelled data for the task.
3)  Neither the time or resources required to fine-tune the model are available.

In general, an ENI LLM or transformer should use prompt engineering. However, there are some specialized situations
in which fine-tuning is preferred. These include:

1) Use casesthat require enriched knowledge using external data. Such use cases are tailor made for fine-tuning,
and are difficult to be conveyed using prompts.

2) Use casesthat require the best possible accuracy and performance for a given task.

3) Usecasesin which the model needsto be deeply specialized. This can only be accomplished through extensive
training with carefully curated data.

4) Use casesthat have an inherently complex structure. For example, many structural patterns that can be
identified using fine-tuning cannot be duplicated using prompts.

5)  Fine-tuned models provide superior cost and latency benefits compared to prompts. In addition:
a)  Fine-tuning eliminates the extra tokens required by prompting, which isimportant if using apaid API.

b)  Fine-tuning alows creating smaller specialized models distilled from a large model, reducing hosting
costs. Prompting always requires the large model.

6) Fine-tuning can teach models to generate output in avery rigid constrained structure that may be difficult to
consistently enforce through prompting.

7)  Some licensed models only permit fine-tuning but not prompting, so fine-tuning unlocks additional large
pretrained models.
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4.6 Instruction Tuning (normative)

Instruction tuning (also called fine-tuning) is used to align LLMs with user needs. Alignment is needed because most
LLM model objectives (predicting the next token) are different from the user's desire for the LLM to follow its
instructions. One of the central approachesin instruction using isincorporating user input; RLHF [i.30] is the most
often used method to accomplish this and should be incorporated in ENI Systems. Its usual steps are:

1) Givenapretrained LLM, construct a set of prompts for with the LLM should produce aligned responses.
2) Useateam of trained humans to label correct responses.
3) Collect demonstration data, and train a supervised policy.

4)  Collect comparison data between model outputs, and train areward model based on outputs that human
labellers prefer.

5)  Optimize apolicy against the reward model using a method such as proximal policy optimization.

6) Steps4 and 5 can beiterated continuously; more comparison datais collected on the current best policy, which
isused to train a new reward model and then a new policy.

Proximal Policy Optimization (PPO) isafamily of model-free reinforcement learning al gorithms. PPO algorithms are
policy gradient methods, which means that they search the space of policies rather than assigning values to state-action
pairs. PPO a gorithms have some of the benefits of Trust Region Policy Optimization (TRPO) algorithms, but they are
simpler to implement, more general, and have better sample complexity. It is done by using a different objective
function.

Instruction tuning is a more efficient way to adapt an LLM to a new task than fine-tuning, which involves retraining the
model on a dataset of examples from the new task. Thisis because instruction tuning does not require the LLM to learn
anew set of weights, but only to learn how to interpret the instructions.

There are several variants of instruction tuning. InstructGPT [i.12] (described in clause 4.4.4.5.1) defines a process of
adjusting the parameters of the LLM to improve its performance on a specific task without retraining the model from
scratch. This can be done by manually adjusting the parameters or by using a machine learning algorithm. For example,
an instruction tuning algorithm might be used to improve the performance of an LLM on a question answering task.
FLAN-T5 [i.25] (described in clause 4.4.4.7) is based on the ideais that by using supervision to teach an LLM to
perform tasks described viainstructions, it will learn to follow instructions and do so even for unseen tasks. Both
InstructGPT and FLAN-T5 use transfer learning.

Here are some of the key differences between prompts and instruction tuning:

1) Promptsaregiventothe LLM beforeit generatestext, while instruction tuning is done after the LLM has been
trained.

2) Promptsaretypically used to provide the LLM with a starting point or agoal, while instruction tuning is used
to adjust the parameters of the LLM to improve its performance on a specific task.

3)  Prompts can be used to improve the performance of LLMs on avariety of tasks, while instruction tuning is
typically used for tasks that are difficult to train LLMs for, such as question answering and summarization.

4.7 The Use of Knowledge Graphs to Improve Reasoning
(normative)

NOTE: Thistopicisfor the next phase of ENI. Hence, this clause islimited to a simple description of it.

Knowledge graphs explain factual knowledge using entities, relationships, and logical rules (e.g. by using formal logic).
Knowledge graphs may enhance LLMs and/or transformers by providing external knowledge for inference and
interpretability. However, they are not able to produce textual explanations of their knowledge. Hence, it is desirable to
combine LLMs and/or transformers with knowledge graphs to provide more powerful reasoning.
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This requires a suitable framework to support the integration of these two different technologies. The following are
possible frameworks that may be used to integrate LLMs and/or transformers with knowledge graphs:

1) Chain-of-thought (see clause 4.5.2.4). CoT can be used to integrate LLMs and/or transformers with knowledge
graphs by using the LLMs and/or transformers to generate the steps in the chain of thought and the knowledge
graphsto provide the model with the knowledge it needs to generate the steps. Thisisasimple and linear
method.

2)  Tree-of-thought (see clause 4.5.2.5). ToT can be used to integrate LLMs and/or transformers with knowledge
graphs by using atree-like data structure to represent the knowledge in a Knowledge Graph. The ToT model is
trained on a dataset of text and code that is annotated with Knowledge Graph entities. When generating an
output, the ToT model traverses the tree and retrieves the relevant knowledge from the Knowledge Graph.
This knowledge is then used to generate the final output. Thisisa more complex method that exploits
hierarchy.

3) Graph-of-thought (see clause 4.5.2.7). GoT extends the CoT and ToT methods by conceptualizing the output
of an LLM or transformer as a flexible graph structure. Since the knowledge in a GoT approach is represented
asadirected acyclic graph, it provides the ability to loop over one thought or aggregate two thoughts or more
together to form a better thought. The key advantages of GoT over CoT and ToT arethat it can combine
multiple chains of reasoning - GoT can merge thoughts from different chains through aggregation nodes in the
graph. If this approach is selected, then it could take three forms:

a) Develop aknowledge graph-enhanced LLM (or transformer), which incorporates the knowledge graph
during the pre-training and inference phases of the LLM (or transformer),

b) Develop an LLM (or transformer)-augmented knowledge graph, which leveragesthe LLM (or
transformer) for different knowledge graph tasks, or

c) Develop aframework in which an LLM (or transformer) and a knowledge graph play equal roles at
arriving at a solution. This latter approach may be more complex, but has the advantage of using both in
bi-directional reasoning driven by both data and knowledge. Thisin particular may correspond to how
telecom networks work in the best and most natural way.

4)  For any of the three approaches described in 3) above:

a) Transformersand LLMs may betrained to link entitiesin text to entities in a knowledge graph. This may
help them to better understand the meaning of text and to generate more informative responses.

b) Transformersand LLMs may be used to check the accuracy of facts by comparing them to the
knowledge graph. This may help them to avoid generating false or misleading information.

c) Query expansion: Transformers and LLMs may be used to expand queries by adding relevant entities and
relationships from a knowledge graph. This may help them to generate more comprehensive and
informative responses.

d) Transformersand LLMs may be used to perform knowledge-guided reasoning by using the knowledge
graph to identify the entities and relationships that are relevant to atask. This may help them to improve
their performance on a variety of tasks, such as question answering and summarization.

€) Transformersand LLMs may be used to complete knowledge graphs by identifying and filling in
missing entities and relationships. This may help to improve the coverage and accuracy of knowledge

graphs.

4.8 Retrieval Augmented Generation (normative)

In-context learning is the ability of an LLM to learn information not through training, but by receiving new information
in a carefully formatted prompt. Retrieval Augmented Generation (RAG) [i.35] is an architecture used to augment the
functionality of an LLM by adding an information retrieval system that provides datafor the LLM to use. This enables
the devel oper to control the data used by an LLM when it formulates a response. RAG can be fine-tuned and its internal
knowledge can be modified in an efficient manner and without needing the entire model to be retrained.
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RAG models are typically trained in two stages. First, the LLM istrained on alarge corpus of text and code. Then, the
RAG model istrained to retrieve relevant documents from an external knowledge source and to incorporate the
information from those documents into the LLM's outputs. Because RAG consists of two stages, RAG istypically
implemented as a pipeline. The use of a pipeline should ensure that the pipeline is generating high-quality responses, as
well as where the pipeline can be improved.

For example, one method for determining how the RAG pipelineis performing isto have the LLM generate a set of
guestions based on their training documents. Then, a subset of those questionsis randomly picked as the base
evaluation questions.

The RAG process comesin three key parts:
1) Retrieval: based on the prompt, the system shall retrieve relevant knowledge from a knowledge base.
2)  Augmentation: the system shall combine the retrieved information with the initial prompt.
3) Generate: the system shall pass the augmented prompt to alarge language model, generating the final output.

RAG shall use word vector embeddings to cal culate the similarity between different documents and prompts. A word
vector embedding takes individual words and translates them into a vector which representsits meaning. There are
many algorithms that perform this task. One example is Word2V ec (https.//github.com/dav/word2vec), a family of
algorithms that use a neural network model to learn word associations from a large corpus of text. Once trained, such a
model can detect synonymous words or suggest additional words for a partial sentence. RAG first generates a query
vector from the prompt using atransformer encoder. The query vector is then used to search for relevant documentsin a
pre-computed database of document vectors. The top-k most similar documents are then retrieved and passed to the
transformer decoder to generate aresponse. As an example, the word "king" could first be embedded, then the
embedding for "man” could be subtracted, and the embedding for "woman" could be added; this would result in a vector
who's nearest nei ghbour was the embedding for "queen”.

RAG takes an input and shall retrieve a set of relevant documents from given a source. The documents are concatenated
as context with the original input prompt and fed to the text generator which produces the final output. This makes RAG
adaptive for situations where facts could evolve over time. Thisis very useful as the parametric knowledge of an LLM
is static. RAG allows language models to bypass retraining, enabling access to the latest information for generating
reliable outputs via retrieval-based generation.

NOTE: RAG isvery sensitive to semantic nuances, including the use of singular vs. plural forms and complex
semantics that involve related words that span long lengths. Ultimately, RAG depends on how well the
underlying LLM is able to process semantics.

5 Transformer Architectural Requirements (normative)

5.1 Introduction

The following clauses define requirements for the ENI transformer architecture.

5.2 Transformer and LLM Usage in an ENI System

[TU1] Transformers and/or LLMs may be used in an ENI System.

[TUZ] Transformers and/or LLMs may be used for constructing ENI Policies.

[TU3] Transformers and/or LLMs may be used for trandlating natural language inputs into ENI Policies.

[TU4] Transformers and/or LLMs may be used to provide services for a knowledge graph.

[TU5] A knowledge graph may provide services for Transformers and/or LLMs.

[TUg] Tr;slngformers and/or LLMs may be used in conjunction with a knowledge graph for providing
solutions.
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[TU7]

[TUS]
[TU9]

5.3

[TA1]
[TAZ]

[TA3]
[TA4]
[TA4.1]
[TA4.2]

[TAS5]
[TA5.1]
[TA5.2]
[TA6]
[TA6.1]
[TA6.2]
[TA7]

[TAS]
[TA9]

5.4

[TR1]
[TR2]
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Transformers based on T5 or FLAN-T5 should be used to generate EBNF specifications for intent
policies.
BERT-based transformers may be used to generate EBNF specifications for intent policies.

Transformers based on CodeT5 or CodeT5+ should be used to generate code from EBNF
specifications for intent policies.

Transformer and LLM Architectural Requirements

Transformers and/or LLMs shall be trained on as large a corpus of bimodal data as possible.

Transformers and/or LLMs should use any appropriate knowledge of the ENI System when
creating, editing, deleting, or otherwise managing an ENI Policy.

Transformers and/or LLMs should use knowledge from [2] for constructing an ENI Policy.
Transformers and/or LLMs shall not be directly exposed to systems external to ENI.
Transformers and/or LLMs shall reside within a Functional Block in the ENI System Architecture.

Transformers and/or LLMs shall use ENI Internal Reference Points to communicate with other
ENI internal Functional Blocks.

Transformers and/or LLMs should use context information as defined in [1] for constructing an
ENI Policy.

The ENI System shall notify the Functional Block that contains Transformers and/or LLMs that it
has updated context information.

The ENI System shall make said context data available per the APIs of the selected Reference
Point of the above communication.

Transformers and/or LLMs should use context information as defined in [1] for constructing an
ENI Policy.

The ENI System shall notify the Functional Block that contains Transformers and/or LLMs that it
has updated situational awareness information.

The ENI System shall make said situational awareness information available per the APIs of the
selected Reference Point of the above communication.

Transformers and/or LLMs shall use the grammar of a DSL when translating an ENI Policy to a
DSL.

Transformers and/or LLM s should use RAG to increase the accuracy of generated text.

Transformers and/or LLMs should use prompt engineering to increase the accuracy of generated
text.

Transformer and LLM Reference Point Requirements

Transformers and/or LLMs shall use appropriate Internal Reference Points as defined in [1].

Transformers and/or LLMs shall use appropriate External Reference Points as defined in [1].
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6 Transformer Architecture for ENI (normative)

6.1 Introduction

This clause defines a recommended approach for adding LLMs and/or transformers to the ENI System Architecture. It
discusses the design principles and alternatives for using transformers and/or LLMs, additions to the ENI System
Architecture [1] to accommodate transformers and/or LLMs, and how transformers and/or LLMs interact with other
ENI System Functional Blocks.

From this point forward, the term "transformer” will be used to mean "transformers and/or LLMS".

6.2 Design Principles

6.2.1 Use Case

The following clauses discuss one exemplary use case: using the Transformer Management Functional Block to convert
an intent in natural language to an ENI Intent Policy in Domain-Specific Language (DSL) format. There are many other
use cases, which may be added to a future version of the present document.

6.2.2 Overview

Figure 6.2.2-1 shows a high-level overview of how transformers will function in ENI. It adds four Functional Blocks
related to Transformer creation and management that are nested within the Policy Management Functional Block.
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NOTE: Documentsfor the RAG Framework may be located in the framework itself and/or in the Knowledge
Repository (contained in the Knowledge Management Functional Block). The Prompting Framework
may also contain documents to guide the generation of promptsin its framework and/or in the Knowledge
Repository.

Figure 6.2.2-1: Policy Management Architecture (modified from [1])

Conceptually, after an input intent policy is submitted to the ENI API Broker (not shown in Figure 6.2.2-1, but it isthe
intermediary between the Assisted System and the ENI System), the text shall be ingested and normalized and then sent
over the Semantic Bus to the Policy Management Functional Block.
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Referring to Figure 6.2.2-1, the Transformer Management Functional Block consists of a Transformer (middle block)
that should be augmented by both a RAG Framework and a Prompting Framework. These functions are described in
clauses 4.8 and 4.6, respectively. These two functions (RAG and prompting) represent two of the most efficient
mechanisms to avoid retraining and enabl e the behaviour of a pre-trained model to be guided according to the needs of
the application. As previously mentioned, these two functions are different. Hence, both of these functions should be
used to augment the functionality of whatever transformer is chosen.

The Output Generation function provides a common interface for different post-processing operations. This use case
shall useaDSL Generation function. Other use cases may use other output generation functions. This use case may
combine the Output Generation and DSL Generation functions into a single interface.

At ahigh level, input text will be passed to the Policy Management Functional Block, where (for the purposes of this
use case) it determines that the text is an intent policy. It then passes thisinformation to the Transformer Management
Functional Block, contained within it. The top three functions (RAG Framework, Prompting Framework, and
Transformer Processing) collectively form what clauses 4 and 5 have described as a transformer. The fourth function
(DSL generation) functions as a transpiler, converting natural language into an ENI DSL according to the grammar of
that DSL. This output isthen returned to the Policy Management Functional Block. Processing should then continue as
described in clause 6.3.9.6 of [1].

6.2.3 Using Transformers vs. Traditional Compilers and Parsers

This architecture provides an alternative to traditional parsers and compilers. It should be used when the natural
language is not (or only sightly) constrained, because the amount of ambiguity and problems with semantics require
multiple processing layers to be added to atraditional parser or compiler.

More specifically, transformers offer a number of advantages over compilers and parsers, including:

1) Transformers are better at handling long-range dependenciesin text. Thisis because transformers are able to
attend to different parts of the input text when generating the output text (via self-attention). This isimportant
for natural language trandlation because the meaning of a word or phrase can depend on the context in which it
isused.

2) Transformers are better at handling non-sequential processing of text. Compilers and parsers process the words
in a sentence, while transformers process the sentence as a whole.

3) Transformers are more data-efficient than compilers and parsers. Thisis because transformers are able to learn
the rules of language from data, while compilers and parsers need to be explicitly programmed with these
rules.

4)  Transformers are highly parallelizable, which enables them to process larger amounts of text more quickly
than parsers or compilers.

5)  Transformers are more robust to noise in the input text. This is because transformers are able to learn the
statistical distribution of language, which can be used to correct errorsin the input text. Thisis especialy true
for structured text, such asDSLs.

6) Transformers are able to generate more fluent and natural-sounding translations than compilers and parsers.
Thisis because transformers are able to learn the different styles of language that are used in different
domains. In addition, parsers and compilers are designed to generate code, and typically do not understand the
nuances of natural language.

6.3 Transformer Management Functional Block Architecture

6.3.1 Introduction

The Transformer Management Functional Block is located within the Policy Management Functional Block for two
reasons:

1) Themost common function of the Transformer Management Functional Block isto be used to create and edit
ENI Policies.
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2)  External Policy Users (i.e. the End-User, an Application, the OSS, the BSS, and the Orchestrator) shall not
have direct access to functionality provided by the Transformer Management Functional Block.

Since the Transformer Management Functional Block has no direct external access, no External Reference Points are
needed. It shall receive and send information from and to the Policy Management Functional Block.

The Transformer Management Functional Block may require significant computing, memory, and/or other resources for
its operation. Thisis one reason why it is designed as a Functional Block. Hence, it may use a set of Internal Reference
Points, as detailed in clause 7 of the present document.

6.3.2 RAG Framework Functional Block

Retrieval Augmented Generation (RAG) uses a two-step process that retrieves relevant information and then generates
responses based on that information. It is shown in Figure 6.3.2-1.
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Figure 6.3.2-1: Conceptual Architecture of the RAG Framework

In the first step, the RAG model receives an input, such as a prompt. It then uses aretrieval system to search through a
set of documentsto find the ones that are most relevant to the input. Thisretrieval system uses a dense vector retrieval
method, which allows the model to efficiently sift through the various knowledge sources and select the most pertinent
documents to send back to the front end. The actual retrieval model used is based on the types of data sources and the
needs of the application. Two examples are Best Match 25 (BM 25, a probabilistic ranking function used by search
engines to estimate the relevance of documents to a given search query) and DPR (Dense Passage Retrieval, a deep
learning-based retrieval model that learns to represent text passages in a dense vector space by finding the passages with
the most similar vectors).

Once the relevant documents have been retrieved, the RAG model moves on to the second step: response generation.
The top retrieved results are concatenated into a context document that is provided to the transformer along with the
original query. The transformer uses the retrieved information to help generate its response.

The advantages of the RAG framework include:
o Dynamicity. The transformer is supplied with relevant facts instead of having to rely on static training data.
. Context. The transformer is given a more accurate context to work with.

. Knowledge. Relevant external knowledge is provided to the transformer that is likely not contained in its
training data, providing enhanced accuracy.

. Continuous Learning: As RAG models interact with more data, they become better at retrieving relevant
documents and generating accurate responses.
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e  Auditability. RAG enables training outputs from retrieved information.

6.3.3 Prompting Framework Functional Block

Clauses 4.5.2.4, 4.5.2.5 and 4.5.2.7 described the chain-of-thought, tree-of-thought, and graph-of-thought prompting
frameworks. They are ordered in terms of increasing complexity and accuracy. While all three of these prompting
frameworks may be used, graph-of-thought should be used if its resource needs and complexity can be satisfied.

Figure 6.3.3-1 shows a functional architecture of the prompting framework. It assumes a single input modality (text),
but could be easily expanded into multiple modalities by adding modality-specific encoders and increasing the
cross-attention layering.

Prompt Cross
Constructor | Attention
Feature Transformer
Fusion Decoder

Text \ Cross
Encoder Attention

Figure 6.3.3-1: Functional Architecture of the Prompting Framework

The text isthe input text, and the Prompt Constructor function may be any prompt engineering function, including CoT,
ToT, or GoT. GoT is used from hereon to make the explanation more concrete.

The text is encoded using atransformer, and the output of the Prompt Encoder is encoded using an appropriate attention
network (e.g. GoT uses a graph attention network). The cross-attention network aligns text with the prompt being used
(e.g. text tokens are aligned with graph nodes). A feature fusion function is then used to fuse the text and GoT features
and pass them into the Transformer decoder to predict the target thought decomposition. The feedback |oop then takes
the thought decomposition, concatenates them with the input text, and runs the same pipeline to produce the final
results.

The Prompt Encoder is the key piece of this architecture, and performs the construction of the thought graph as follows:

1) Thought Unit Representation: As explained in clause 4.5.2.7, the information generated by anLLM is
modelled as an arbitrary graph, where units of information ("transformer thoughts") are nodes and edgesin the
graph correspond to dependencies between these nodes. These dependencies may be used to represent any
dependency relevant to the task at hand (e.g. the contextual relevance of the thoughts to each other or to the
task being performed).

2) Graph-Enabled Transformations. This approach uses the inherent nature of the graph to apply graph-theoretic
operations to the overall graph. Thisincludes, but is not limited to, the following:

a)  Generation: athought may be split into several refined thought paths, enabling each path to be pursued
independently. For example, a complex problem may be split into multiple sub-problems.

b)  Aggregation: different thought paths in the graph may be merged to provide a single coherent and more
robust thought.

¢) Merging: multiple thought paths are perceived as solutions to a problem that were previously generated.
For example, when a complex problem has been split into multiple sub-problems, when each is solved,
they can be merged into a single answer.

d) Looping: this provides the ability to refine athought by looping over a node or a set of nodes.

€) Backtracking: this enables concluding that the current thought path is either no longer relevant or inferior
in quality to another thought path, and hence, backtracking to pursue another thought path.

3) Non-Sequential Nature: By representing thought units as nodes and dependencies between them as edges, GoT
captures the non-sequential nature of human thinking and allows for a more realistic modelling of thought
processes.

Figure 6.3.3-2 compares CoT, ToT and GoT graphically.
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This figure shows that:

1) All three approaches support ranking each intermediate thought.

2)  All three approaches support abandoning a thought (for CoT, multiple CoTs are required to support this; each
is processed linearly and compared at each step).

3) CoT processes intermediate thoughtsin alinear sequence.

4)  ToT represents intermediate thoughts as a tree (and not as a graph). As atree, backtracking, along with simple
operations (e.g. splitting and joining) are supported. However, each branch of the tree is independent of the
others and cannot be combined.

5) GoT represents intermediate results as a graph. Hence, GoT supports the widest and most flexible range of
operations that can be performed. For example, GoT supports both looping over one or more nodesto refine a
thought as well as combining two or more paths to form a more powerful path.

6) Complexity increases from left-to-right, with CoT being the simplest to implement and GoT being the most
complex to implement.

7)  Accuracy also increases from left-to-right, with CoT being the least accurate and GoT being the most accurate.

Chain-of-Thought Tree-of-Thought Graph-of-Thought

Output In @y

_®

Intermediate Intermediate Intermediate Intermediate Int iafe Intermediate

Result Result Result Result Result
Intermediate I d I di Inf ; Intermediate Inf ; Intermediate Intermediate

Result Result Result Result Result Result

l l Intermediate ;
i : (M POl Intermediate Result Intermediate

Intermediate Int ° Intermediate Intermediate i Hesiit Result

Result M Result Result

/ Intermediate

Intermediate Result Intermediate
Result Result

Intermediate
Result

Intermediate
Result

6.3.4

6.34.1

Figure 6.3.3-2: Visual Comparison of CoT, ToT, and GoT Prompting Method

Transformer Processing Functional Block

Overview

The landscape of transformers, both open and closed source, is rapidly changing. ETSI ENI should use an open source
transformer to avoid any I PR issues.

6.3.4.2

Choice of Transformer to Use

As stated in clause 4.4.5, the initial (open source) transformer for ETSI ENI should be either BERT, T5, or FLAN-T5.
More specifically:

1)

T5 should be preferred over BERT because:

@  T5 provides more flexibility.
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b) T5wasdefined specifically for text-to-text transation applications.

¢) T5isbetter for learning from structured data (since the target isaDSL, its grammar is structured).
2) FLAN-T5 may be preferred over T5 depending on the needs of the application:

a) FLAN-T5 wasdesigned for zero- and few-shot learning. This means that:

i)  FLAN-T5 models can be used to perform tasks without any prior training or with only a small
amount of training data.

ii)  FLAN-T5 could be trained on a small dataset of natural language sentences and their corresponding
EBNF representations, and then be used to translate new natural language sentencesto EBNF
without any further training.

iii) Zero- and few-shot learning are preferable for trans ating between languages because they may be
more efficient than traditional supervised learning methods, which require alarge amount of
labelled datato train. Zero- and few-shot learning models can learn to translate between languages
with only asmall amount of labelled data, or even without any labelled data at al.

b) FLAN-T5issmaller (model sizesrange from 6,7 to 137 billion parameters, compared to 11 to
540 hillion parameters for T5).

¢) FLAN-T5 has been shown to be more resistant to noise. Thisisimportant if there are errorsin itstraining
dataset.

3) T5may be preferred over FLAN-T5 depending on the needs of the application:
a T5ismore genera purpose than FLAN-T5.
b)  T5 has been shown to produce more accurate results than FLAN-T5.

¢)  T5 has been used more frequently than FLAN-T5.

6.3.4.3 Open Source Components Availability for the Transformer Processing FB

The DSL should be defined using EBNF. Thisisarich structured representation of the grammatical rules specifying a

language, and is portable across many platforms. The approach isto train T5 or FLAN-T5 as usual, and then finetune it
with acorpus of natural language to EBNF translations. This would alow T5 to learn the relationship between the two

languages and to generate EBNF representations from natural language sentences.

The HuggingFace Transformers library already contains support for using RAG with T5, and examples of using RAG
with FLAN-T5 exist in open source. For CoT, ToT, and GoT, there are examples of T5 being used with each. However,
there are only examples of FLAN-T5 being used with CoT.

It may be possible to generate the DSL directly without post-processing in the Output Generation Functional Block.
However, in case the EBNF definition becomes complex, the RAG and Prompting Frameworks should be used to
enable the trandlation to aDSL grammar. There are many open source frameworks for specifying an EBNF and
generating code from the EBNF-.
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6.3.5 Output Generation Functional Block

Figure 6.3.5-1 shows the Output Generation Functional Block.

Policy Management Functional Block

Transformer Management Functional Block

RAG Framework Prompting Framework
Functional Block Functional Block
Transformer Processing Functional Block

Output Generation Functional Block

DSL Generation Other Coding Tasks
Functional Block Functional Block

Java Code
Generation
Python
Generation
Other Language
Generation

Figure 6.3.5-1: Output Generation Functional Block

The Output Generation Functional Block shall be used to generate code corresponding to the EBNF definition of the
DSL as produced in the Transformer Processing Functional Block. It is designed as a modular set of hierarchical
Functional Blocks. Two examples are shown. The present document is focussed on the DSL Generation Functional
Block. As can be seen, it shall consist of one or more Functional Blocks that generate code for a particular
programming language to implement the DSL.

The above architecture is modular and extensible, and can accommodate specific modules for different languages as
well as different tasks.

Most machine learning and Al systems currently use Java® and Python™; hence, those are shown as examples. The
actual programming language(s) will be defined in the next release of the present document.

As described in clause 4.4.5, the two top transformers for generating code and accompanying text, such as
documentation, are CodeT5 and CodeT5+. They each support C, C#, Go, Java®, JavaScript, PHP, Python™, and Ruby.
Code T5+ aso supports C++.

The code for generating the DSL shall be based on the output of Transformer Processing Functional Block shownin
Figure 6.2.2-1. This may include RAG and prompting functions.

There are two options for generating code:
1) Generate code directly from an EBNF specification using an open source parser generator.
2)  Generate code directly by feeding the EBNF specification into CodeT5+.

The former typically produces a good start to coding but may produce some incomplete functions. ETSI ENI should use
CodeT5+ (or another suitable transformer) instead of a parser generator because transformers are trained on large code
datasets and have the ahility to produce documentation for the code. In addition, CodeT 5+ has special ability to
leverage the code semantics conveyed from the devel oper-assigned identifiers. In addition, it hasarich API to
communicate with.
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6.4 Interaction with Other ENI System Functional Blocks

All interaction between the Transformer Management Functional Block and other ENI System Functional Blocksis
done using the Policy Management Functional Block as a proxy. This provides indirect access for the Transformer
Management Functional Block to all other functionality of the ENI System.

7 Transformer Internal Reference Points (normative)

7.1 Introduction

Since the Transformer Management Functional Block has no direct external access, no External Reference Points are
needed. It shall receive and send information from and to the Policy Management Functional Block.

The Transformer Management Functional Block may require significant computing, memory, and/or other resources for
its operation. Hence, it may use a set Internal Reference Points detailed in clause 6.3.

7.2 External Reference Points

External Reference Points connecting the Transformer Management Functional Block to external entities are not
needed.

7.3 Internal Reference Points

The following Internal Reference Points are defined for communication between the Transformer Management
Functional Block and the ENI System (lsempm Was aready defined in [1], but isincluded here for completeness).

Table 7.3-1: Internal Reference Points between the ENI System and
the Transformer Management Functional Block

Name Brief Definition

Defines the data and information received by the Policy Management Functional Block from the
Isem-pm Semantic Bus, as well as data and information that the Policy Management Functional Block
publishes to the Semantic Bus. This is a bi-directional interface.

Defines the data and information received by the Transformer Management Functional Block from
the Policy Management Functional Block, as well as data and information that the Policy
Management Functional Block receives from the Transformer Management Functional Block. This is
a bi-directional interface.

Defines the data and information received by the RAG Framework Functional Block from the
Transformer Management Functional Block, as well as data and information that the RAG
Framework Functional Block sends to the Transformer Management Functional Block. This is a
bi-directional interface.

Defines the data and information received by the Prompting Framework Functional Block from the
Transformer Management Functional Block, as well as data and information that the Prompting
Framework Functional Block sends to the Transformer Management Functional Block. This is a
bi-directional interface.

Defines the data and information received by the Transformer Processing Functional Block from the
Transformer Management Functional Block, as well as data and information that the Transformer
Processing Functional Block sends to the Transformer Management Functional Block. This is a
bi-directional interface.

Defines the data and information received by the Output Generation Functional Block from the
Transformer Management Functional Block, as well as data and information that the Output
Generation Functional Block sends to the Transformer Management Functional Block. This is a
bi-directional interface.

|pm-tm

|tm-rag

|tm—pf

ltm-tp

ltm-og
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8 Areas of Future Study (informative)
8.1 Open Issues for the present document
Void.

8.2 Issues for Future Study

From clause 4.7 (The Use of Knowledge Graphs to Improve Reasoning):

e A future version of the present document will define the interaction between knowledge graphs and
transformers (and/or LLMs).

From clause 6.2.1 (Use Case):

. Additional use cases may be added to a future version of the present document.
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