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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (ISG) Embedded Common
Interface (ECI) for exchangeable CA/DRM solutions.

The present document describes the validation of the ECI architecture that is specified in parts 1 to 6 of the ISG ECI
multi-part document ETSI GS ECI 001 "Embedded Common Interface (ECI) for exchangeable CA/DRM solutions'.
Thetitles of these parts are listed below:

Part 1:  "Architecture, Definitions and Overview";

Part2:  "Use cases and requirements’;

Part 3: "CA/DRM Container, Loader, Interfaces, Revocation";

Part4:  "The Virtual Machine";

Part 5-1: "The Advanced Security System; ECI specific functionalities";
Part 5-2: "The Advanced Security System; Key Ladder Block™;

Part 6: "Trust Environment”.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

For implementations of an ECI Ecosystem as described in ETSI GS ECI 001-1 [1] the evaluation of the system
architecture is of high importance with respect to verifying the correctness of the features described in the multi-part
standard. The requirements for such a system are given in ETSI GS ECI 001-2 [2]. The present document contains a set
of life-cycle oriented use cases reflecting the usage of components of an ECI system from itsinstallation viaits usage
for content-protected media up to playout to an external device.

The ECI system aims at exchangeability of CA and DRM systemsin the user's end device by defining appropriate
interfaces between such systems and the device. End-users are enabled to install security clients on their devicesto
ensure interoperability with the services and devices of their choice. The platform operator, in collaboration with the
content provider, can select the most suitable technology for a chosen application and can offer the corresponding
application to his customers for download. The following features are supported by an ECI system:

. Provisioning of a software container for a CA respectively DRM kernel, called an ECI Client

. Implementation of multiple software containers in a device for the support of more than one protection scheme
o Installation of ECI Clientsis separated from the installation of other CPE software

. Support for smartcard-less or smartcard-based protection systems

e  Support for the user to discover and download the appropriate kernel

. Support for chip-set security, a'so known as Advanced Security

e Applicableto classical digital broadcasting, IPTV and OTT services

The fulfilment of these features is done via defined interfaces that are available for an ECI Client. The characteristics
of these interfaces are described in clause 4 of the present document.

Afterwards, several test cases are described in order to show the correctness and the compl eteness of the ECI
architecture as described in ETS| GS ECI 001-3 [3], ETS| GS ECI 001-4 [4], ETS| GSECI 001-5.1 [5],

ETSI GSECI 001-5.2 [6] and ETSI GS ECI 001-6 [7]. Test cases described in clauses 5 to 8 include the installation of
ECI Host and ECI Client, the installation of a second ECI Client and the decryption of protected content. Clause 9
shows the processing steps for are-encryption of content whereas clause 10 describes the play-out of content to an
external device. Besides these technically oriented tests cases the handling of security aspects and the provisioning of
trust within an ECI Ecosystem is described in clause 11.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GSECI 001-1 (V1.2.1): "Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Part 1: Architecture, Definitions and Overview".

[2] ETSI GSECI 001-2 (V1.2.1): "Embedded Common Interface (ECI) for exchangeable CA/DR
solutions; Part 2: Use cases and requirements”.
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[3] ETSI GS ECI 001-3: "Embedded Common Interface (ECI) for exchangeable CA/DRM solutions,
Part 3: CA/DRM Container, Loader, Interfaces, Revocation”.

[4] ETSI GS ECI 001-4: "Embedded Common Interface (ECI) for exchangeable CA/DRM solutions;
Part 4: The Virtual Machine".

[5] ETSI GS ECI 001-5-1: "Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Part 5: The Advanced Security System; Sub-part 1: ECI specific functionalities".

[6] ETSI GS ECI 001-5-2: "Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Part 5: The Advanced Security System; Sub-part 2: Key Ladder Block".

[7] ETSI GS ECI 001-6: "Embedded Common Interface (ECI) for exchangeable CA/DRM solutions;
Part 6: Trust Environment".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] I SO/IEC 13818-1: "Information technology -- Generic coding of moving pictures and associated
audio information -- Part 1. Systems”.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Advanced Security System: function of an ECI compliant CPE, which provides enhanced security functions
(hardware and software) for an ECI Client

NOTE: Thedetailsare specified in ETSI GS ECI 001-5-1 [5].
AS Slot: resources of the Advanced Security System provided exclusively to an ECI Client by the ECI Host
Chipset-I1D: non-secret number that is used to identify a chipset
Child, Children: entity (entities) referred to by a Certificate signed by a (common) Father

NOTE: Father, Children, Brother arereferring to entities that manage Certificates: initialization data and
software that is used to start the SoC of a CPE.

Certificate: datawith acomplementary secure digital signature that identifies an Entity

NOTE: Theholder of the secret key of the signature attests to the correctness of the data - authenticates it - by
signing it with its secret key. Its public key can be used to verify the data.

Certificate Chain: list of certificates that authenticate each other including a Root Revocation List

Certificate Processing Subsystem: subsystem of the ECI Host that provides certificate verification processing and
providing additional robustness against tampering

Control Word: secret key used to encrypt and decrypt content

ETSI



8 ETSI GS ECI 002 V1.1.1 (2018-04)

CPE Manufacturer: company that manufactures ECI compliant CPEs

ECI (Embedded CI): architecture and the system specified in the ETSI ISG "Embedded CI", which alowsthe
development and implementation of software-based swappable ECI Clientsin customer premises equipment (CPE) and
thus provides interoperability of CPE devices with respect to ECI

ECI Client (Embedded CI Client): implementation of a CA/DRM client which is compliant with the Embedded ClI
specifications

NOTE: It isthe software module in a CPE which provides all meansto receive, in a protected manner, and to
control execution of a consumer's entitlements and rights concerning the content that is distributed by a
content distributor or Operator. It also receives the conditions under which aright or an entitlement can
be used by the consumer, and the keys to decrypt the various messages and content.

ECI Client Image: file with software as VM code, and initialization data required by the ECI Client L oader

ECI Client L oader: software module part of the ECI Host which allows to download, verify and install new ECI
Client software in an ECI Container of the ECI Host

ECI Ecosystem: real-world instantiation of a Trust Environment consisting of a TA and several platforms and ECI
compliant CPEsin acommercia operation in the field

ECI Host: hardware and software system of a CPE, which covers ECI related functionalities and has interfacesto an
ECI Client

NOTE: TheECI Host isone part of the CPE firmware.
ECI Host Image: file with software and initialization data for an ECI environment

NOTE: It may also contain other software that does not cause interference with or permit undesirable observation
of the ECI Host.

ECI Host L oader: software module, which allows to download, verify and install ECI Host software into a CPE

NOTE: |Inamulti-stage loading configuration this term is used to refer to all security critical loading functions
involved in loading the ECI Host.

ECI Trust Authority (TA): organization governing all rules and regulations that apply to implementations of ECI and
manages the interoperability and coexistence of CA and DRM systems within the ECI Ecosystem with respect to the
establishment of a chain of trust

NOTE: The Trust Authority hasto be alegal entity to be able to achieve legal claims. The Trust Authority needs
to beimpartial to al playersin the downloadable CA/DRM ecosystem.

Entity: organization (e.g. manufacturer, Operator or vendor) or real world item (e.g. ECI Host, Platform Operation
or ECI Client) identified by an ID in a certificate

Export Connection: authenticated relation between an ECI Client that can decrypt content and aMicro Server that
can re-encrypt content

Import Connection: approved connection from an ECI Client to aMicro Server that permitsit to import decrypted
content for subsequent re-encryption

Father: signatory of the certificate of an Entity
NOTE: ThelD of the Entity isdefined by and is unique in the context of the Father.

Key Ladder: function of the Key Ladder Block as defined in ETSI GS ECI 001-5-2 [6] for computing control words
and associated control word usage information for application in the content decryption or re-encryption function of a
CPE

Key Ladder Block: robust secure mechanism to compute decryption, encryption and authentication keys as defined in
ETSI GS ECI 001-5-2 [6], both Key Ladder and Authentication M echanism

Micro Client: ECI Client or non-ECI client that can decrypt content which was re-encrypted by aMicro Server

ETSI
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Micro Server: ECI Client that can import decrypted content, re-encrypt this content and authenticate a specific ECI
Client or group of ECI Clients asthe target for subsequent decryption

Micro DRM System: content protection system that re-encrypts content on a CPE with aMicro Server and that
permits decoding of that re-encrypted content by authenticated Micro Clients

NOTE: Micro Server and Micro Clients being provisioned by aMicro DRM Operator.

Operator: organization that provides Platform Operationsthat is enlisted with the ECI TA for singing the ECI
Ecosystem

NOTE: AnOperator may operate multiple Platform Operations.

Platform Operation: specific instance of atechnical service delivery operation having asingle ECI identity with
respect to security

Re-encryption Session: process controlled by aMicro Server of importing content from an | mport Connection,
re-encrypting it and producing the decryption information necessary for the authenticated target to subsequently decrypt
it

Revocation List (RL): list of certificates that have been revoked and therefore should no longer be used

Root: public key or certificate containing a public key that serves as the basis for authenticating a chain of certificates

Root Certificate: trusted certificate that is the single origin of achain of certificates

Security Vendor: company providing ECI security systems including ECI Clients for Operators of ECI Platform
Operations

Trust Environment: collection of rules and related process that constitutes the basis for an ECI Ecosystem

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AP Application Programming Interface
AS Advanced Security

BAT Bouquet Association Table
CA Conditional Access

CAT Conditional Access Table

Cl Common Interface

CPE Customer Premises Equipment
DRM Digital Rights Management
DVvVB Digital Video Broadcasting
ECM Entitlement Control Message
HTTP Hypertext Transfer Protocol

IP Internet Protocol

IPTV Internet Protocol TeleVision
NIT Network Information Table
NV Non Volatile

oTT Over The Top (over the open Internet)
PVR Personal Video Recorder

Sl Service Information

SSU System Software Update

TA Trust Authority

URI Usage Rights Information
URL Uniform Resource Locator
VM Virtual Machine

ETSI
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4 Characteristics of ECI interfaces

4.1

Interfaces that are available for an ECI Client are classified in six groups of Application Programming | nterfaces
named as APIs. These APIs provide functions and attributes the ECI Client can benefit from. The classification is
shown in Figure 4-1.

General remarks

ECI Client Application

APls
APls AFLE APls AL APIS 1l E6) Client
ECI ECI Host Content
General | gpesific || ECTHOSt 1R T protection | 9 EC!
ECI Host P Decryption . Client
Resources Sl REE Resources e el Related Communi-
Resources Resources | | Resources cation

Virtual Machine -

Figure 4-1: API classification of the ECI architecture

4.2

This API class providesthe ECI Client with functionalities allowing the discovery of interface resources the ECl Host
has available. The messages that are exchanged between ECI Client and ECI Host are important to set up the features
the ECI Host will be possible to offer to the end-user depending on the facilities of the device. This API class supports
the communication with the user, can establish the IP connection to adevice, allowsthe ECI Client to store datain the
memory of the ECI Host, is responsible for the settings of time, data and languages and alows communication with the
power management.

General ECI Host resources

4.3 ECI specific ECI Host resources

This API class allows the ECI Client to gain access to the functionalities of the Advanced Security System of the ECI
Host and it also handles the usage of a smart card reader. Taking into account that an ECI Client very likely will be
active as part of aDVB environment, this API additionally allows to gain access to a data carousel according to the
DVB standard.

ETSI
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4.4 ECI Host decryption resources

In the ECI architecture every media decryption isinitiated and controlled by the ECI Host. This class supports the
selection of an ECI Client following the content decryption requirements for the media to be decrypted. The ECI
architecture supports two different types of media formats, the MPEG Transport Stream and the ISOBMFF file format.
The request of an ECI Host to open a descrambling session includes the check whether all the resources needed for
accessing the content and the accompanying metadata are available at both sides, for the ECI Host as well asfor the
ECI Client. Only if thisis guaranteed, the decryption session will start.

4.5 ECI re-encryption resources

Content that is going to |eave the protected environment of the ECI architecture needs to possess the possibility to be
protected again by an encryption scheme. This API class supports such a protection by provisioning functionalities for
re-encryption e.g. for further distribution or for storage. The ECI Host requests from the ECI Client some information
about DRM servers that can deliver further information about re-encryption and thisinformation is then used to set up
appropriate sessions to start such are-encryption process. The re-encryption systemis called aMicro DRM System
and the ECI Client that initially decrypted the content can control to which Micro DRM System the export of content
is going to happen.

4.6 Content protection related resources

This API class supports CA/DRM providers in setting up a content property system according to their needs. Accessto
Usage Rights Information (URI) can be granted on severa security levels. The URI is generated by the ECI Client and
isused by the ECI Host to control applications possessing access to media content. This also includes the support for
blocking the presentation or processing of media in a selective way. Outgoing content can be water-marked by the ECI
Client and parental control permitsthe ECI Client to authorize the consumer before displaying the content.

4.7 ECI Client Communication related resources

This API class supports the communication between ECI Clients. Those may communicate amongst themselvesin
order to provide additional functionality. ECI Clients can register their principle ability and willingness to support inter
client communication through a discovery resource. After system initialization, they can read the identities of other ECI
Clientsincluding the established | mport/Export Connections.

5 Installation of an ECI Host

In order to make an end-user's device ECI compatible, this device needs to be prepared in such a way that one or more
ECI Clientscan beinstalled. This part of the preparation is done with the help of an ECI Host which itself isinstalled
viaan ECI Host L oader.

Thistest caseis characterized by the following terms:
. Prerequisite: ECI Host not yet installed on the device or update of an existing ECI Host necessary.
. Status after activity: ECI Host installed on device.

The steps for the installation of an ECI Host are shown in the flow diagram in Figure 5-1.

ETSI
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ECI Host ECI Host Loader ECI Host Repository

I
detection of ECI Host Repositorlh

1) Request for ECI Host image >

search for newest imaga

alt J[Broadcast download]

{2a) Download of image using DVB-SSU

[Online download]

{ 2b) Download of image using HTTP
[Other download]

{ 2¢) Download by other means

authentication and verificatiolrﬁ

< 3) Implementation of image

ECI Host ECI Host Loader ECI Host Repository

Figure 5-1: Flow diagram for the installation of an ECI Host

The ECI Host Loader is created by the user's device at boot time. In which way the location of the repository for the
download of an ECI Host Image is detected, is not specified in the specification and is left to implementation. In a
broadcast scenario, it isvery likely that a data carousel will be accessed whereasin an IP environment the URL of a server
will be provisioned:

o Instep 1 the ECI Host Loader can clarify with the support of a Revocation List whether anew ECI Host
Image for this type of CPE is available or not. For the very first installation of an ECI Host there will be no
Revocation List on the CPE and the download of the appropriate ECI Host Imageisinitiated. The ECI Host
L oader will skip step 1 and will jump to step 2aif the connected network is a unidirectional broadcast
network. In this case the information about the location of the ECI Host Image is signalled as part of the DVB
Sl information as described in clause 6.4.2.3.1 of ETSI GS ECI 001-3 [3].

Depending on the type of information exchange possibilities between the ECI Host L oader and the ECI Host
Repository there are three different ways for downloading an ECI Host I mage:

. In abroadcast environment (see step 2a) with only a unidirectional connectivity being available with a
downlink from the ECI Host Repository to the CPE, the DVB-SSU mechanism can be used for downloading
ECI Host | mage files. The information for the CPE which parts of the broadcast data stream to look at for the
download is provided by a collaboration of several DVB Sl tables which need to be scanned. Details about the
procedure and the structure of the descriptors used are described in ETSI GS ECI 001-3 [3] in clause 6.4.2.

e  With connectivity to the Internet (see step 2b) the CPE has the possibility to use any kind of file transfer
protocol for the download. Thereis no specific protocol defined but it is suggested to use HTTP 1.1. The
bi-directiona connectivity gives the CPE the chance to ook for updatesin regular periods. The AP
supporting the information exchange between the ECI Host Loader and the ECI Host Repository is
described in ETSI GS ECI 001-3 [3] in clause 7.7.3.3.

ETSI
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The third possibility, as shown in step 2c, to gain access to an ECI Host I mage is the one using any
aternative delivery method which also includes the download from any storage device being directly
connected to the CPE.

Step 3: After successful download, the ECI Host | mageis verified by checking certificates and information
provided by Revocation Lists. Processing rules for this verification are given in clause 5.4 of ETSI

GS ECI 001-3 [3]. During this verification it is also checked whether the ECI Host | mage is not invalidated
by the minimum version number mentioned in the Revocation List. If arevocation is detected, it is up to the
implementation of the ECI Host how to react to this situation or how to prevent it (e.g. by doing periodical
checksfor new Revocation Lists). The ECI Host Image is expected to be structured as afile with a header
containing information about the manufacturer of the CPE the ECI Host | mage will be installed on and about
the version number of the ECI Host Image. The ECI Host L oader also permits multi-stage loading. Details
aregivenin ETSI GS ECI 001-3[3] in clause 6.2.3. If both checks are successful, the image can be
implemented on the CPE, together with the necessary certificates. Details for checking the structure of the

image files are not further specified but are | eft to the ECI Host.

6 Installation of an ECI Client

After the installation of the ECI Hogt, the deviceisready toinstall an ECI Client consisting of a program image and
accompanying certifications. Thisinstallation is done by using the already installed ECI Host.

Thistest caseis characterized by the following terms:

. Prerequisite: ECI Host isinstalled on the device, ECI Client available by the service provider.

. Status after activity: ECI Client installed on device.

The steps for the installation of an ECI Client are shown in the flow diagram in Figure 6-1.

ECI Service Provider || CPE ECI Host ECI Client || ECI Client Repository
a||t [Provider
Discovery]
1a) TS-based
0 7.
1b) IP-based Al

detection of ECI Client Repositorlﬁ

2) ECI Client Repository address

3) Request for ECI Client image

search for newest imag%l

alt

[Download of ECI Client image and Platform

Operation certificate]

4a) Broadcast based

authentication and verificatio‘ﬁ

5) Implementation of image

ECI Service Provider

CPE ECI Host ECI Client | | ECI Client Repository

Figure 6-1: Flow diagram for the installation of an ECI Client
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The ECI architecture provides two possibilities for gaining information regarding the installation of the ECI Client:

. Step 1la: Taking into account that a device normally does not contain an ECI Client, the CPE of the end-user
needs to receive appropriate information that is made available by the ECI Service Provider. In aclassical
digital broadcasting environment, thisinformation is conveyed by DVB tables NIT respectively BAT and is
distributed in MPEG Transport Streams as a private descriptor. Details about the structure of this descriptor
and itsusageisgivenin ETSI GS ECI 001-3 [3] in clause 7.2.2.

e  Step 1b: In an IP-based network connectivity to the information of an ECI Service Provider is done by using a
URL (see ETSI GSECI 001-3 [3], clause 7.2.3).

. Step 2: Out of the information received from the ECI Service Provider the CPE creates the address of the ECI
Client Repository to contact and passes this information to the already installed ECI Host that takes carein
the following steps about the download and the implementation of the ECI Client.

. Step 3: In abroadcast network, the ECI Host cannot directly contact the ECI Client Repository. The ECI
Host evaluates the data cyclically transmitted as part of a DV B descriptor. By matching this data with the
information for provider discovery received from the ECI Service Provider, the modules to be downloaded are
identified. In aweb based environment with bidirectional connectivity query mechanisms of the HTTP
protocol are used to find the appropriate data to be downloaded.

The ECI architecture provides either a broadcast based or web based download of the ECI Client and of accompanying
certificates to the CPE:

. Step 4a: The broadcast based download makes use of data carousels that are controlled by DVB structured
service information. Such a data carousel islaid out for repeatedly delivering data to a consumer's end device
in a continuous cycle. Considering the unidirectional connectivity in a broadcast environment the end device
may access the data stream at any time. For several types of content several carousel groups containing the
data to be downloaded are defined in clause 7.7.2 of ETSI GS ECI 001-3 [3].

. Step 4b: A web based download of the ECI Client and accompanying datais also possible. In this case, the
ECI Client Repository respondsto HTTP queries of the ECI Host and as aresult of this communication the
ECI Client and accompanying certificates are being downloaded to the ECI Host. The ECI architecture
provides a Web API to facilitate the conversation between the CPE and the ECI Client Repository. The
reguests supported by this API are described in clauses 7.7.3.4 and 7.7.3.5 of ETSI GS ECI 001-3 [3]
supporting the detection of credentials and revocation data as well as the download of an ECI Client | mage.

After having downloaded all relevant data filesthe ECI Host starts a verification process for the ECI Client and the
platform the client is dedicated to. For this purpose, a certificate chain for the platform is started, the components of
which are described in clause 7.5 of ETSI GS ECI 001-3 [3]. The ECI Client itself isalso verified by a certification
chain shown in clause 7.4 of ETSI GS ECI 001-3 [3]:

. Step 5: After successful verification, the ECI Client Image isimplemented, credentials and image are stored
in NV memory of the CPE. Updated versions of the ECI Client overwrite older ones.

7 Installation of a 2nd ECI Client on the same device

After the installation of the ECI Hogt, the deviceisready to install one or more ECI Clients. Processing steps for
installing an ECI Client have already been described in clause 6. The same processing steps have to be repeated for
installing an additional ECI Client.

Thistest caseis characterized by the following terms:

. Prerequisite: One ECI Client isaready instaled on the device; a second ECI Client is available for
installation by a service provider.

. Status after activity: Second ECI Client installed on device.

The steps for the installation of a second ECI Client are shown in the flow diagram in Figure 7-1:
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ECI Client 1 ECI Client 2 ECI Service Provider CPE ECI Host ECI Client Repository

Installed

ref

Installed

ECI Client 1 ECI Client 2 ECI Service Provider CPE ECI Host ECI Client Repository

Refer to Figure 6-1 for installation details

Figure 7-1: Flow diagram for the installation of a second ECI Client

The installation of a second ECI Client does not differ in any way from the installation steps shown in Figure 6-1. The
ECI Host that isresponsible for the installation is capable to accommodate and to provide the runtime environment for
asmany ECI Clientsits resources can handle. The minimum number of ECI Clientsto be supported is two (see
clause4.1in ETSI GS ECI 001-1 [1]) and resources and processing power islaid out in an ECI-compatible device to
alow the parallel usage of ECI Clientsin order to enable simultaneous decryption and re-encryption of content streams
being delivered by different service providers. The minimum number of ECI Clientsisincreased by two in case of
PVR usage with additional Micro Server and Micro Client (see clause 9.7.1.2 in ETSI GS ECI 001-3 [3)]).

ECI Clients are separated from each other in containers and are protected against unauthorized access from the outside
world. A collaboration between ECI Clients e.g. for decrypting and re-encrypting content is possible in a certified way
in order to ensure that clients run with a high degree of integrity.

8 Decryption of protected content

The main scope of application of an ECI-compatible device will be the decryption of protected content. In this clause it
is assumed that DV B mechanisms are used to transmit the information required for the descrambler. The content related
information about the used Conditional Access system is provided in the system information of a DV B framework as
part of the CAT (Conditional Access Table) that needs to be accessed by the CPE.

Thistest caseis characterized by the following terms:

o Prerequisite: At least one ECI Client isinstalled on the device; information about the CA/DRM system is
available, encrypted mediais accessible.

. Status after activity: Mediais successfully decrypted.

The steps for the decryption of content are shown in the flow diagram in Figure 8-1:
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ECI Client 1 ‘ ‘ ECI Client 2 ‘ ‘ Key Ladder Block ‘ ‘ Content Descrambler

CPE ECI Host
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1) Infermation about decryption capabilities

d
A

extraction of CA info out of data strean[ﬂ
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matching of received information
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reservation of necessary resourceﬁ

extraction of ECM out of data smaarlﬁ
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using Key Ladder Block

decryption of control word T

I
5) Provisioning of control word
and usage information

extraction of encrypted content out of data strear'nﬁ

) Transmission of encrypted content

descrambling of conten
7) Provisioning of decrypted content
I

]
ECI Client 2 ‘ ‘ Key Ladder Block ‘ ‘ Content Descrambler ‘

r

ECI Client 1

CPE ECI Host

Figure 8-1: Flow diagram for the decryption of content

In Figure 8-1 it is assumed that the CPE has access to encrypted content as part of a DV B framework using MPEG

Transport Streams for conveying a multiplex of encrypted content and CA/DRM relevant information. The service

information of a DVB framework alows the CPE to extract out of the data stream the different parts of information
needed for decrypting the protected audio-visual content:

Step 1: For preparing the decryption process each ECI Client informsthe ECI Host about its capabilities for
supporting the decryption of content. This message is sent to the ECI Host using afunction that is described in
clause 9.6.2.2.2 of ETSI GS ECI 001-3[3].

Step 2: The multiplexed data of an MPEG Transport Stream also carries information about the used CA/DRM
system. The content of each packet of an MPEG Transport Stream is characterized by an identifier carried in
the header of each packet. By searching for the fitting identifier, the CA information is extracted by the CPE
out of the data stream and is forwarded to the ECI Host for further processing. Acquisition rules for detecting
the CA information is described in clause 9.6.2.3.3.2 of ETSI GS ECI 001-3 [3].

Step 3: After having received information about the content to be decrypted and about the capabilities of the
ECI Clientsit isthetask of the ECI Host to select the most suitable ECI Client by matching the description
of the CAT with the information about the ECI Clients. If more than one ECI Client isinstalled, rules for
setting up aprioritization list are described in clause 9.6.2.2.2 of ETS| GS ECI 001-3 [3]. Asaresult of such a
selection process the ECI Host requests an ECI Client (in Figure 8-1 client no. 2 was selected) to set up a
session for decrypting as described in clause 9.6.2.2.3 of ETSI GS ECI 001-3 [3]. It isthen the task of the ECI
Client to reserve al resources that are needed for performing a successful decryption.

Step 4: The multiplexed data of an MPEG Transport Stream also carries information about the control words
required for a proper descrambling of content. Under normal conditions this control word is changed for safety
reasons several times per minute. It is encrypted for transmission as an Entitlement Control Message ECM.
Those packets of the MPEG Transport Stream that contain ECMs are extracted out of the data stream by the
CPE and they are forwarded to the selected ECI Client that takes care about decryption in collaboration with a
component of the ECI Advanced Security System named K ey Ladder Block (for a detailed description see
clause 5 of ETSI GS ECI 001-5-2 [6]) that isimplemented in the CPE's chipset. The Key Ladder Block
establishes a hierarchy of trust and can also be used for the personalization of a device.
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. Step 5: The Key Ladder Block creates out of the received ECM data the control word that is used for
descrambling the content and it also signal's usage rules for the operation of the content descrambler. This
information is packed into a 64-hit word and the meaning of each bit is described in clause 5.3.1 of ETSI
GS ECI 001-5-2 [6] for calculating the decryption key word using the Key Ladder Block as described in
clause 6.2.4.7 of ETSI GS ECI 001-5-1 [5]. Both types of data are provided by the ECI Client to the content
descrambler.

. Step 6: The multiplexed data of an MPEG Transport Stream carries as the main part of itsload the audio-
visual content to be decrypted for presentation. According to the program identifiers signalled as part of the
service information of a DV B-compatible system, the suitable packets are filtered out of the data stream and
they are forwarded for decryption to the content descrambler. The possibilities for starting and stopping the
decryption of an MPEG Transport Stream are shown in clause 9.6.2.3.4in ETSI GS ECI 001-3 [3].

. Step 7: The decrypted content is forwarded to the CPE for presentation. Whether for this provisioning a
protection of whatever kind is needed or not depends on business rules and is not specified as part of the ECI
framework.

9 Re-encryption of content

Taking into account that several ECI Clients can beinstalled in parallel on one CPE using different encryption
mechanisms, it is reasonabl e to provide a component to protect content delivered by one ECI Client for further
applications within the CPE. Such acomponent iscalled in EClI aMicro DRM System. It consists of aMicro Server
that is responsible for the re-encryption of content delivered by an ECI Client and aMicro Client that isableto
decrypt the content that isimported from the Micro Server. The re-encryption process does not necessarily be followed
immediately by the decryption of this re-encrypted content. For an application like are-encryption on the fly for
immediate consumption of content re-encrypting and decrypting follow close to each other. For an application
associated with storing content on a PV R, both steps will be done with a certain temporal distance.

Thistest caseis characterized by the following terms:

. Prerequisite; ECI Client and Micro Server areinstalled on the CPE; information about the CA/DRM system
isavailable, encrypted mediais accessible in afile format.

e  Statusafter activity: Mediais successfully re-encrypted into another format.

The steps for the re-encryption of content are shown in the flow diagramin Figure 9-1:
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Figure 9-1: Flow diagram for the re-encryption of content

In order to prepare the re-encryption of content the ECI Host has to know the technical capabilities of the installed ECI

Clients:

In stepl the ECI Client informsthe ECI Host about its decryption capabilities. This message follows the
format as specified in clause 9.6.2.2.2 of ETSI GS ECI 001-3 [3]. In the following the ECI Host requests the
ECI Client to returnitslist with possible export connections. Each entry in the returned list possesses a
priority value. The higher the value, the higher is the chance that the ECI Client can successfully connect to
the client characterized by this value. The capability exchange between ECI Host and ECI Client follows the
format as specified in clause 9.7.2.3.2 of ETSI GS ECI 001-3 [3].

In step 2 the ECI Host is contacting the ECI Micro Server in order to gain information about | mport
Connectionsthe ECI Micro Server iswilling to accept. An array of import nodes is given back to the ECI
Host following the format as described in clause 9.7.2.4.2 of ETSI GS ECI 001-3 [3]. Using this array, the
ECI Host can set up a connection between the exporting ECI Client and the importing ECI Micro Server.

Considering that re-encrypted content will finally always be decrypted, in step 3 the ECI Host also requests
information from the ECI Micro Server about the targets for decrypting still encrypted content the ECI
Micro Server can authenticate. Thisinformation is conveyed using the format as specified in clause 9.7.2.5.3
of ETSI GSECI 001-3[3].

Now that the ECI Host has collected all information needed for re-encryption, the necessary components can be
reserved for the process to follow:

In step 4 the ECI Host then requests the ECI Client to start a session for re-encrypting content under the
control of the ECI Micro Server. This request follows the format as specified in clause 9.7.2.5.7 of ETSI
GSECI 001-3[3].
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Inthistest caseit is assumed that the content to be re-encrypted is formatted as afile. Therefore, step 5 upto step 9is
repeated for each protected file segment until the end of file is reached:

o Part of the metadata of such afileisinformation that is needed for a successful decryption of the content. This
information is extracted out of the file and is passed in step 5 to the ECI Client that takes care about
decryption in collaboration with a component of the ECI Advanced Security System named Key Ladder
Block (for adetailed description see clause 5 of ETSI GS ECI 001-5-2 [6]) that isimplemented in the CPE's
chipset alowing the establishment of a hierarchy of trust for the protected content.

. Step 6: The Key Ladder Block creates out of the received decryption information the control word that is
used for descrambling the content and it also signals usage rules for the operation of the content descrambler.
Thisinformation is packed into a 64-bit word and the meaning of each bit is described in clause 5.3.1 of
ETSI GS ECI 001-5-2 [6]. The necessary steps for cal culating the decryption key word using the Key Ladder
Block are described in clause 6.2.4.7 of ETSI GS ECI 001-5-1 [5]. Both types of data are provided by the ECI
Client to the content descrambler.

. Step 7: Thefile carries as the main part of itsload the audio-visual content to be re-encrypted. The appropriate
data packets are filtered out of the file and they are forwarded for decryption to the content descrambler. The
possibilities for starting and stopping the decryption of afile are shown in clause 9.6.2.4.4in ETSI
GSECI 001-3[3].

. Step 8: The decrypted content is forwarded to the ECI Micro Server for re-encryption. New control words are
computed using the Key Ladder Block and the function described in clause 6.2.4.6 of ETSI
GSECI 001-5-1[5].

Encrypted content and the appropriate keywords are combined in such a way as requested by the new encryption
scheme:

. In step 9 this data is device-internally transmitted back to the CPE to generate a new file containing a new
protection scheme.

When the complete file is re-encrypted, the necessary resources are released again and in step 10 the ECI Host closes
the re-encryption session by sending a message to the ECI Client as described in clause 9.7.2.5.8 of ETSI
GSECI 001-3[3].

10 Play-out to an external device

In an ECI system protected content cannot only be processed and presented on an ECI-compliant CPE but it can also
be exported to an external device that is able to decrypt the content and to present it to the user. The preparation of
content and the export are done by functionalities provided by aMicro DRM System, consisting of aMicro Server in
the exporting device that is responsible for the re-encryption of content delivered by an ECI Client and aMicro Client
that is able to decrypt the content that isimported from the Micro Server. For an application like are-encryption on the
fly for immediate consumption of content re-encrypting and decrypting follow close to each other.

Thistest case is characterized by the following terms:

o Prerequisite: ECI Client and Micro Server areinstalled on the CPE; information about the CA/DRM system
isavailable, encrypted mediais accessiblein afile format, Micro Client isinstalled on an external device.

. Status after activity: Mediais successfully decoded on an external device.

The steps for the re-encryption of content are shown in the flow diagram in Figure 10-1:
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Figure 10-1: Flow diagram for the play-out of content

In order to prepare the play-out of content to an external device the ECI Host has to know the technical capabilities of
theinstalled Micro Server and the ECI Clients:

In stepl the ECI Client informsthe ECI Host about its decryption capabilities. This message follows the
format as specified in clause 9.6.2.2.2 of ETSI GS ECI 001-3 [3]. In the following the ECI Host requests the
ECI Client to returnitslist with possible Export Connections. Each entry in the returned list possesses a
priority value. The higher the value, the higher is the chance that the ECI Client can successfully connect to
the client characterized by this value. The capability exchange between ECI Host and ECI Client follows the
format as specified in clause 9.7.2.3.2 of ETSI GS ECI 001-3 [3].

In step 2 the ECI Host is contacting the ECI Micro Server to gain information about | mport Connections
the ECI Micro Server iswilling to accept. An array of import nodesis given back to the ECI Host following
the format as described in clause 9.7.2.4.2 of ETSI GS ECI 001-3 [3]. Using this array, the ECI Host can set
up a connection between the exporting ECI Client and the importing ECI Micro Server.

Taking into account that re-encrypted content will finally be decrypted after play-out to an external device, in
step 3 the ECI Host needs to gather information about the capabilities of the ECI Micro Client. How the
existence of such aclient on an external device can be detected, is up to the technical capabilities of the
ECI-compatible device and the external device. ECI does not give any recommendations for thisissue, for
implementationsit will very likely be the task of the ECI Host to locate any potential candidates. Using the
message specified in clause 9.7.2.6.3 of ETSI GS ECI 001-3 [3] the ECI Host requeststhe ECI Micro Client
to provide the encryption targets for which it can decrypt. For a successful connection, the identifier for the
ECI Micro Server needsto be part of the list returned to the ECI Host.

With thisinformation available, the ECI Host requestsin step 4 the ECI Micro Server to create a connection
to the ECI Micro Client using the message as described in clause 9.7.2.5.4 of ETSI GS ECI 001-3 [3].

Now that the ECI Host has managed al information needed for re-encryption and play-out, the necessary components
can be reserved for the process to follow:

In step 5 the ECI Host then requests the ECI Client to start a play-out session under the control of the ECI
Micro Server. This request follows the format as specified in clause 9.7.2.5.7 of ETSI GS ECI 001-3 [3].
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Inthistest caseit isassumed that the content to be played out is available as a Transport Stream:

Therefore, step 6 up to step 10 is repeated for each crypto period until the session is closed. A detailed
description of the elements and the syntax of a Transport Stream can be found in ISO/IEC 13818-1 [i.1].

Part of the data stream conveying encrypted content is aso information that is needed for a successful
decryption of the content. Thisinformation, consisting of encrypted control words, iscarried inaDVB
environment as an entitlement control message and it will only be decrypted when authorised to do so by the
accompanying entitlement management message that contains details about usage rights. Both types of
messages are transported in different Transport Stream packets and can therefore be easily extracted out of the
overall Transport Stream. Then they are passed in step 6 to the ECI Client that takes care about decryption in
collaboration with a component of the ECI Advanced Security System named Key Ladder Block (for a
detailed description see clause 5 of ETSI GS ECI 001-5-2 [6]) that isimplemented in the CPE's chipset
allowing the establishment of a hierarchy of trust for the protected content.

Step 7: The Key Ladder Block creates out of the received decryption information the actual control word that
isused for descrambling the content and it also signals usage rules for the operation of the content
descrambler. Thisinformation is packed into a 64-bit word and the meaning of each bit is described in
clause5.3.1 of ETS| GS ECI 001-5-2 [6]. The necessary steps for cal culating the decryption key word using
the Key Ladder Block are described in clause 6.2.4.7 of ETSI GS ECI 001-5-1 [5]. Both types of dataare
provided by the ECI Client to the content descrambler.

Step 8: The Transport Stream carries as the main part of itsload the audio-visual content to be re-encrypted.
The appropriate data packets are filtered out of the data stream and they are forwarded for decryption to the
content descrambler. The possibilities for starting and stopping the decryption of a Transport Stream are
described in clause 9.6.2.3.4 in ETSI GS ECI 001-3[3].

Step 9: The decrypted content is forwarded to the ECI Micro Server for re-encryption. New control words are
computed using the Key Ladder Block and the function described in clause 6.2.4.6 of ETSI
GSECI 001-5-1[5].

Encrypted content and the appropriate keywords are combined in such a way as requested by the new encryption

scheme:

In step 10 this datais exported to the Micro Client for further processing and final presentation following
steps 4 to 7 of the decryption process already shown in Figure 8-1.

When thereis no longer any need for a play-out, the necessary resources are released again and in step 11 the
ECI Host closes the play-out session by sending a message to the ECI Client as described in clause 9.7.2.5.8
of ETSI GSECI 001-3[3].

11

11.1

Security aspects

Introduction

The essential task of an ECI Client isthe decryption or encryption of content on a CPE that is part of atrustful
environment. Taking into account that ECI Clients from different providers can be installed on such a CPE and that
each of these clientsis alowed to follow its own security concept, a chain of trust has been established with the
intention to ensure that only trusted components, hardware or software, are being used while retaining the wanted
flexibility. An example for such achain of trust is depicted in Figure 11-1.
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Figure 11-1: Example for a chain of trust in an ECI environment

Thischainis characterised by the linking of two adjacent components that make up a security section. Three of these
sections are shown in Figure 11-1 named "Sec0", "Sec1" and "Sec2". By overlapping these sections trustworthinessis
achieved because signatures and certificates going along with one section are accepted by the adjacent section asa
source of trust for its own certification and signature process. Each of these sections can contain a mix of signatures,
certificates, encryptions and keys that are required by the responsible Entity. In this example the System on chip
contains SecO and a boot strap that verifies, executes and |oads the Boot loader. The Boot |oader contains Secl that
verifies the CPE's Firmware. Part of the Firmware isthe ECI Host that contains Sec2 which verifiesany ECI Client to
be loaded. Each ECI Client may have its own authority body with its own subjective view related to security for all the
preceding sections.

In an ECI environment the ECI TA hasthe task of managing alist of CPEs and ECI Hosts together with some
information whether these components are described as being compromised or uncompromised. A Revocation List
contains those certificates for components that have been revoked and therefore should no longer be used. It is the task
of the Certificate Processing Subsystem to verify the status of the ECI Host to be installed on a CPE. The certificate
chain for the ECI Host consists of Root Certificate, manufacturer Certificate, host Certificate.and host image series
Certificate as described in clause 6.2.2.1 of ETS| GS ECI 001-3 [3]. The general processing steps to follow are given
in clause 8.1 of ETSI GS ECI 001-5-1 [5]. Specific rules can be found in clause 8.2 of ETSI GS ECI 001-5-1 [5]. The
basic principles and tasks for defining an ECI compatible Trust Environment intended for establishing an ECI
Ecosystem are defined in ETSI GS ECI 001-6 [7].

For the ECI environment a mechanism named Platform Operation has been developed as a service delivery operation
possessing asingle ECI identity with respect to security. In order to permit an ECI Client to decrypt or encrypt content
on a CPE, the Platform Operation has to trust the identification of the CPE and the identification of the chipset, the
integrity of the AS system and the availability of an uncompromised ECI Host for the selected CPE. It isthe decision
of the Platform Operation to trust a CPE and to deliver servicesto it. The certificate chain for the ECI Client starts
with the Vendor Revocation List, followed by Security Vendor Certificate, ECI Client Revocation List and finally
the ECI Client Imagefile. A figure of thischainisgivenin clause 7.4.1 of ETSI GS ECI 001-3 [3]. The general
processing steps to follow are given in clause 8.1 of ETSI GS ECI 001-5-1 [5]. Specific rules can be found in clause 8.3
of ETSI GS ECI 001-5-1 [5].

ETSI



23 ETSI GS ECI 002 V1.1.1 (2018-04)

In order to ensure that an ECI Host cannot easily be compromised, the Platfor m Oper ation can enforce the usage of
ECI TA provided revocation lists by specifying a minimum Root Revocation List it wants to have applied or the
Platform Operation stopsits own operation on that CPE. This mechanism is called "service starvation”. The ECI Host
maintainsin a Revocation List the latest versions of al itemsit has loaded and by inspecting thislist the ECI Host is
able to remove those items, which can cause service starvation. The structure of aRevocation List isgivenin

clause 5.3 of ETSI GS ECI 001-3 [3]. The proper functioning of the Platform Operation relieson the ECI TA and its
capability to provide a good certification regime for CPESs and to ensure that poorly or maliciously constructed ECI
Clients do not have access to an ECI system or are removed from such a system to create a feasible environment for
ensuring the integrity of the ECI Host.

11.2  General description of an ECI Certificate Chain

In order to allow the participation of several entitiesin an ECI value chain in atrustful way, the ECI ecosystem
supports the implementation of a Certificate Chain and its processing in a CPE. A trustful collaboration between the
entitiesis achieved by signing Certificatesin such away asit is exemplarily shown in Figure 11-2.

ECI Trust Authority ECI Trust Authority Entity A Entity A Entity B Entity B
Private Key Public Key Private Key Public Key Private Key Public Key
[ [ [ [ [
Signing procedures
1) signi!ﬂg of Entity A's Certificate Y

L4
signed Certificate available

2) signing of Entity B's Certificate

Verification procedure

3) verification of the signed Certificate of Entity A g
Ld

b
¥
signed Certificate available
Certificate authenticated

4) verification of the signed Certificate of Entity 5 |
3

Certificate authenticated

Entity B
Public Key

ECI Trust Authority
Private Key

ECI Trust Authority
Public Key

Entity A
Private Key

Entity A
Public Key

Entity B
Private Key

Figure 11-2: Signing and verification of ECI Certificates

. In this example three entities are shown, the ECI Trust Authority, Entity A and Entity B. Each of the
entities creates its own pair of keys (a private and a public one) to sign and to verify Certificates and/or
Revocation Lists. These three entities are related to each other in ahierarchical order in such away that each
Entity acts asaFather to the Entity toitsright (called a Child) by signing with its private key the Certificate
of its Child. Thisis shown in step 1 in Figure 11-2 for the collaboration between the ECI Trust Authority
and Entity A and in step 2 for the collaboration between Entity A and Entity B. In such a way, a chain of
trust is created reaching from the ECI Trust Authority up to Entity B.

. Such signed Certificates need to be verified before any usage. As shown in steps 3 resp. 4 of Figure 11-2 such
an authentication of asigned Certificate happens by applying the public key of that Entity that also signed the
Certificatei.e. the public key of the Father. Chains of trust consisting of Certificates and/or Revocation
Listsare widely used in an ECI ecosystem depending on the business relationship and the agreed
responsibilities between the entities.
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11.3  Trust provisioning for an ECI Host

In this clause the provisioning of trust for the implementation of an ECI Host I mage is exemplarily described by using
the following three entities:

. ECI Trust Authority: this entity governs the rules and regulations for the implementation of an ECI system
and is the owner of the root of trust for the verification of atrust chain.

. CPE Manufacturer: this entity develops and sells CPEs containing an implementation of an ECI system.
. ECI Host Provider: this entity provides an ECI Host | mage to be implemented as part of a CPE.

The collaboration amongst the entities and the processing of certificates and revocation lists for signing purposesis
shown in Figure 11-3. Each of these entities possesses its unique set of private and public keys for signing and
validating Certificates and Revocation Lists.

ECI Trust Authority CPE Manufacturer ECI Host Provider

|
generate key pair

(Root Certificate and key pair a\tailab@
create certifcate requesll\‘]

‘ 1) Submit request to TA

verify request of CPE Manufactureﬁ

|
create CPE Manufacturer Certificat%

2) Provide CPE Manufacturer Certificate ’

[CPE Manufacturer Certificate av ailab@

generate key pair

create certifcate requesﬁ

{ 3) Submit request to CPE Manufacturer

verify request of ECI Host Providel%\]

[
create ECI Host Provider C&rtificatalal]

4) Provide ECI Host Provider Certificate ’

(ECI Host Provider Certificate a\railab@
[

ECI Trust Authority CPE Manufacturer ECI Host Provider

Figure 11-3: Creation of certificates for an ECI Host image
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In this example the ECI Host Provider is the Entity to provide the software image for an ECI Host. Following the
example of aCertificate Chain asdescribed in clause 5.4.1 of ETSI GS ECI 001-3 [3], each two adjacent entities
collaborate for the production and the signing of a Certificate. In the selected example Certificates are created for the
CPE Manufacturer and the ECI Host Provider. Root Certificate and the key pair for the ECI TA are already
available:

For the collaboration with the ECI Trust Authority the CPE Manufacturer generatesits pair of public and
private keys which are used for the signing and the verification of Certificates. The CPE M anufacturer
creates a certificate request that is passed in step 1 to the ECI Trust Authority. It isawidely-used method
that such areguest has already been signed by the Entity that asks for certification but ECI does not postulate
such a procedure. The request is then verified by the ECI TA taking into account the existing bilateral
agreements between the two entities. After successful verification, the ECI TA creates the CPE
Manufacturer Certificate by signing the certificate using its private key. This signature is part of the
Certificate and it uses the cryptographical functions as defined in annex A of ETSI GS ECI 001-3 [3]. A hash
valueis calculated for this Certificate and this value is encrypted by the private key of the ECI TA. The
structure of an ECI Certificate is described in clause 5.2 of ETSI GS ECI 001-3 [3].

The Certificate is passed in step 2 to the CPE M anufacturer for its usage.

For the provisioning of the ECI Host Provider Certificate the same processing steps are applied as described
two bullet points above. Collaboration takes place now between the ECI Host Provider and the CPE
Manufacturer. The host provider's key pair is generated and a certificate request is created that is passed in
step 3 to the CPE Manufacturer. If the request has been successfully verified, the CPE M anufacturer signs
the certificate by its private key thus creating avalid ECI Host Provider Certificate. This Certificate,
containing information about the type of Entity, itsidentification number and its public key, is passed in step 4
to the ECI Host Provider for further usage. The ECI Host | mage is signed by the private key of the ECI Host
Provider.

In an ECI system Certificates can be accompanied by Revocation Liststhat give information about the validity of
Certificates because it cannot always be ensured that at each point in time only one Certificate is circulated and
installed. Revocation Lists are linked to either one or even more Certificates and they are published by those entities
that also signed the accompanying Certificates. The processing steps done by the entities introduced in this example
are shown in Figure 11-4.

ECI Trust Authority CPE Manufacturer ECI Host Provider

(Rmt Certificate avaiab@ G‘.F’E Manufacturer Cerificate Ewailablej @CI Host Provider Certificate Ewailab@

prepare Root Revocation Lislﬁ prepare CPE Manufacturer Revocation Lisﬁ

sign Root Revocation I_isllj sign CPE Manufacturer Revocation Lis[lﬁ

publish Root Revocation Lislﬁ publish CPE Manufacturer Revocation I_islﬁ

ECI Trust Authority CPE Manufacturer ECI Host Provider

Figure 11-4: Activities for the publication of Revocation Lists for an ECI Host
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The two entities that were signing the appropriate Certificates are also preparing the publishing of Revocation Lists.
These lists contain information about the trustfulness of certificates and their publishing entities but also about the
validity of previously published Revocation Lists by describing the minimum acceptable version number of these lists.
Before the publication of the Revocation Lists the entities are signing them with their private keys using the
cryptographical functions as defined in annex A of ETSI GS ECI 001-3 [3]. A chain of trust is established in such a way
that a Revocation List also carries the minimum version of the accepted Revocation List of the Child of the Entity
that is publishing this Revocation List. Two signed Certificates and two signed Revocation Lists are now existing and
can be used for verification purposes during the installation of the ECI Host | mage.

In this clause an example has been given for the creation of Certificates and Revocation Liststo ensure in atrustful
way the installing of an ECI Host I mage. For the following description of the verification processit is assumed that the
entities that are involved in the deployment of an ECI Host | mage agreed to store their signed documents in a common
repository that is called ECI Trust Repository as shown in Figure 11-5.

ECI Trust Repository Certificate Processing Subsystem ECI Host Image Release

|
(Cemficates and revocation lists El\"EliElbha

1) Loading of cerificates and revocation lists into CPS |
L

| verification of certificates and revocation |i5t§

2) Authentication of ECI Host Image A
Ld

ECI Trust Repository Certificate Processing Subsystem ECI Host Image Release

Figure 11-5: Verification of certificates for an ECI Host image

In this example the repository holds the certificates and revocation lists of the three entities ECI Trust Authority, CPE
Manufacturer and ECI Host Provider. These are the Root Revocation List, the CPE M anufacturer Revocation
List, the Root Certificate, the CPE M anufacturer Certificate and the ECI Host Provider Certificate. To start the
verification process, all these documents are loaded into the Certificate Processing Subsystem of the CPE. The
verification steps only make use of the public keys of the involved entities. The public key of the Root Certificateis
used to verify the Root Revocation List and the CPE M anufacturer Certificate. The public key of the CPE
Manufacturer Certificate isused to verify the CPE M anufacturer Revocation List and the ECI Host Provider
Certificate. The generic processing steps are described in clause 8.1 of ETSI GS ECI 001-5-1 [5]. Specific rules that
hold for such atype of validation are given in clause 8.2 of ETS|I GS ECI 001-5-1 [5].

In order to ensure that the ECI Host I mage will only be installed on an authorized CPE, during this verification process
some values described in Table 6.2.2.1-1 of ETSI GS ECI 001-3 [3] will be checked against the content of an identifier
of the CPE that is protected by the Advanced Security System of the CPE. The data structure of this identifier, the
Chipset-ID, isdescribed in clause 4 of ETSI GS ECI 001-5-2 [6], the authentication processis given in clause 6 of
ETSI GS ECI 001-5-2 [6]. The public key of the ECI Host Provider Certificateis then used to validate the ECI Host
Image. If thislast validation step aso succeeds, authentication as shown in step 2 of Figure 11-5 is given for the
implementation of the ECI Host | mage.

11.4  Trust Provisioning for an ECI Client

After theinstallation of the ECI Host at least one ECI Client will beinstalled on the CPE. In this clause the
provisioning of trust for the operation of such an ECI Client is exemplarily described by using the following three
entities:

. ECI Trust Authority: this entity governs the rules and regulations for the operation of an ECI systemand is
the owner of the root of trust for the verification of atrust chain.

. Operator: this entity provides one or more platforms for the delivery of services using one or more ECI
Clients. An Operator may operate multiple platforms.

o Platform Operation: this entity represents a specific instance of atechnical service platform containing a
specific ECI Client having asingle ECI identity.
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The collaboration amongst the entities and the processing structure for certificates and revocation lists for signing
purposes is the same as shown in Figure 11-3 but it involves different entities as shown in Figure 11-6 . Each of these
entities possesses its unique set of private and public keys for signing and validating Certificates and Revocation Lists.

ECI Trust Authority Operator Platform Operation

[
(Root Certificate and key pair availab@

generate kKey pailrj
|
create certifcate req ues[lj

¢— 1) Submit request to TA

verify request of Operatolrj
[
create Operator Certificat%

2) Provide Operator Certificate ’

(Gperator Certificate av ailable]

generate key paﬁ

[
create certifcate req ueslﬁ

< 3) Submit request to Operator

verify request of Platform Operatioﬁ

|
create Platform Operation Cer’[ificahla-ﬁ

4) Provide Platformn Operation Certificate ’

(F’Iatform Operation Certificate availab@
I

ECI Trust Authority Operator Platform Operation

Figure 11-6: Creation of certificates for an ECI Client

In this example the Platform Operation is the Entity to permit an installed ECI Client to run on a given platform.
Following the explanation of a Certificate Chain as described in clause 5.4.1 of ETSI GS ECI 001-3 [3], each two
adjacent entities collaborate for the production and the signing of a Certificate. In the selected example Certificates are
created for the Operator and the Platform Operation. Root Certificate and the key pair for the ECI TA are aready

available.
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For the collaboration with the ECI Trust Authority the Operator generatesits pair of public and private keys which
are used for the signing and the verification of Certificates. The Operator creates a certificate request that is passed in
step 1to the ECI Trust Authority. It isawidely-used method that such arequest has already been signed by the Entity
that asks for certification but ECI does not postulate such a procedure. The request is then verified by the ECI TA
taking into account the existing bilateral agreements between the two entities. After successful verification, the ECI TA
creates the Operator Certificate by signing the certificate using its private key. This signature is part of the Certificate
and it uses the cryptographical functions as defined in annex A of ETSI GS ECI 001-3 [3]. A hash valueis calculated
for this Certificate and this value is encrypted by the private key of the ECI TA. The structure of an ECI Certificateis
described in clause 5.2 of ETSI GS ECI 001-3 [3]. The Certificate is passed in step 2 to the Operator for its usage.

For the provisioning of the Operation Certificate the same processing steps are applied as described in the previous
paragraph. Collaboration takes place now between the Platfor m Operation and the Operator. The Platform
Operation key pair is generated and a certificate request is created that is passed in step 3 to the Oper ator. If the
request has been successfully verified, the Operator signs the certificate by its private key thus creating avalid
Platform Operation Certificate. This Certificate, containing a numerical platform operation identifier, the Platform
Operation public key and the version number of the Certificate, is passed in step 4 to the Platform Operation for
further usage. The ECI Client Imageis signed by the private key of the ECI Platform Operation to ensure the
applicability of the ECI Client for a specified platform.

In an ECI system Certificates can be accompanied by Revocation Lists that give information about the validity of
Certificates because it cannot always be ensured that at each point in time only one Certificateis circulated and
installed. Revocation Lists are linked to either one or even more Certificates and they are published by those entities
that also signed the accompanying Certificates. The processing steps done by the entities introduced in this example
are shown in Figure 11-7.

ECI Trust Authority Operator Platform Operation

I
[Rmt Certificate ﬂvaiabla [Gperator Certificate Ewailablej G’Iatform Operation Certificate Ewailabha

prepare Root Revocation Lislﬁ prepare Operator Revocation LisII\'I

I I
sign Root Revocation Lisﬁ sign Operator Revocation Lislﬁ

I I
publish Root Revocation Lisl%] publish Operator Revocation Lislﬁ

I I
ECI Trust Authority Operator Platform Operation

Figure 11-7 Activities for the publication of Revocation Lists for an ECI Client

The two entities that were signing the appropriate Certificates are also preparing the publishing of Revocation Lists.
These lists contain information about the trustfulness of certificates and their publishing entities but also about the
validity of previously published Revocation Lists by describing the minimum acceptable version number of these lists.
Before the publication of the Revocation Lists the entities are signing them with their private keys using the
cryptographical functions as defined in annex A of ETSI GS ECI 001-3 [3]. A chain of trust is established in such away
that a Revocation List also carries the minimum version of the accepted Revocation List of the Child of the Entity
that is publishing this Revocation List. Two signed Certificates and two signed Revocation Lists are now existing and
can be used for verification purposes during the authentication of the ECI Client I mage.

In this clause an example has been given for the creation of Certificates and Revocation Liststo ensure in atrustful
way the operation of an ECI Client I mage. For the following description of the verification processit is assumed that
the entities that are involved in the authentication of an ECI Client I mage agreed to store their signed documentsin a
common repository that is called ECI Trust Repository as shown in Figure 11-8.
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ECI Trust Repository Certificate Processing Subsystem ECI Client Image
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Figure 11-8: Verification of certificates for the operation of an ECI Client

The repository holds the certificates and revocation lists of the three entities ECI Trust Authority, Operator and
Platform Operation. These are the Root Revocation List, the Operator Revocation List, the Root Certificate, the
Operator Certificate and the Platform Operation Certificate. To start the verification process, all these documents
areloaded into the Certificate Processing Subsystem of the CPE. The verification steps only make use of the public
keys of the involved entities. The public key of the Root Certificate is used to verify the Root Revocation List and the
Operator Certificate. The public key of the Operator Certificateis used to verify the Operator Revocation List and
the Platform Operation Certificate. The generic processing steps are described in clause 8.1 of ETS

GS ECI 001-5-1[5]. Specific rules that hold for such atype of validation are given in clause 8.4 of ETSI

GSECI 001-5-1[5].

In order to ensure that the ECI Client operatesin a non-malicious way and will not get in conflicts with other ECI
Clientsthat runin parallel on the same CPE, the actual status of the ECI Client and its capabilities are represented in
the Advanced Security System of the CPE asan AS Slot. The structure of such adot is defined in clause 6.2.2.1 of
ETSI GS ECI 001-5-1 [5], the configuration for decryption purposesis described in clause 6.2.2.2 of ETS|

GS ECI 001-5-1[5], the configuration for the encryption of mediadatais givenin clause 6.2.2.3 of ETSI

GS ECI 001-5-1 [5]. The public key of the Platform Operation Certificateisfinally used to validate the ECI Client
Image. If thislast validation step also succeeds, authentication as shown in step 2 of Figure 11-8 is given for the
operation of the ECI Client Image.
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