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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks
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Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Augmented Reality
Framework (ARF).

The present document is part 5 of a multi-part deliverable covering Interoperability Requirements for AR components,
systems and services, asidentified below:

Part1:  "Overview";

Part 2. "World Storage and AR Authoring functions’;

Part3:  "World Capture, World Analysis and Scene Management";

Part 4:  "World Analysis, World Storage and Scene Management functions (ARS8, AR10, AR11)";
Part 5: " External Communications'.

The 1SG ARF shares the following understanding for Augmented Reality: Augmented Reality (AR) is the ability to mix
in real-time spatially-registered digital content with the real world. The present document specifies the interoperability
requirements for Reference Points AR1 and AR2 of the reference architecture for AR solutions defined in ETSI

GS ARF 003 [1].

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document reviews the high level Reference Point requirements between the Scene Management and
External Application Support functions as they are described in ETSI GS ARF 003 [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GSARF 003 (V1.1.1): "Augmented Reality Framework (ARF) AR framework architecture”.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”.

NOTE: Available at https://www.rfc-editor.org/rfc/rfc7231.txt.

[i.2] IETF RFC 2974: " Session Announcement Protocol”.
NOTE: Available at https.//www.rfc-editor.org/rfc/rfc2974.txt.

[i.3] IETF RFC 2608: " Service Location Protocol".
NOTE: Available at https://www.rfc-editor.org/rfc/rfc2608.txt.

[i.4] IETF RFC 6763: "DNS-Based Service Discovery".
NOTE: Available at https://www.rfc-editor.org/rfc/rfc6763.txt.

[i.5] IETF RFC 6762: "Multicast DNS".

NOTE: Available at https://www.rfc-editor.org/rfc/rfc6762.txt.

[i.6] W3C® Working Draft, 10 August 2022: "Web of Things (WoT) Discovery".

NOTE: Available at https://www.w3.org/TR/wot-discovery/.

ETSI


https://docbox.etsi.org/Reference/
https://www.rfc-editor.org/rfc/rfc7231.txt
https://www.rfc-editor.org/rfc/rfc2974.txt
https://www.rfc-editor.org/rfc/rfc2608.txt
https://www.rfc-editor.org/rfc/rfc6763.txt
https://www.rfc-editor.org/rfc/rfc6762.txt
https://www.w3.org/TR/wot-discovery/

6 ETSI GS ARF 004-5 V1.1.1 (2022-12)

[i.7] IETF RFC 6733: "Diameter Base Protocol”.
NOTE: Available at https.//www.rfc-editor.org/rfc/rfc6733.txt.
[1.8] OASIS Standard (7 March 2019): "MQTT Version 5.0".
NOTE: Available at https://docs.oasis-open.org/mgtt/matt/v5.0/os/matt-v5.0-os.html.
[1.9] |EEE 802.3TM-2018: "|EEE Standard for Ethernet".
NOTE: Available at https.//ieeexplore.ieee.org/document/8457469.
[1.10] IEEE 802.11TM-2020: "IEEE Standard for Information Technology--Telecommunications and
Information Exchange between Systems - Local and Metropolitan Area Networks--Specific
Requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications’.
NOTE: Available at https.//standards.ieee.org/ieee/802.11/7028/.
[i.112] IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
NOTE: Available at https.//www.rfc-editor.org/rfc/rfc5246.txt.
[i.12] IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
NOTE: Available at https.//www.rfc-editor.org/rfc/rfc8446.txt.
[1.13] IETF RFC 9110: "HTTP Semantics'.
NOTE: Available at https.//www.rfc-editor.org/rfc/rfc9110.txt.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:

AR scene: information describing the interactive content contributing to an augmented reality experience

reference point: point located at the interface of two non-overlapping functions and representing interrel ated
interactions between those functions

3.2

Void.

3.3

Symbols

Abbreviations

For the purposes of the present document, the following abbreviations apply:

AR
AVP
DNS
Gb
HTTP
HTTPS
|EEE
loT

IP
LAN

Augmented Reality

Attribute Value Pair

Domain Name System

Gigabit

HyperText Transfer Protocol

HyperText Transfer Protocol Secure

Institute of Electrical and Electronics Engineers
Internet of Things

Internet Protocol

Local Area Network
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Mb Megabit

MQTT Message Queuing Telemetry Transport
RP Reference Point

SDO Standard Development Organization
SM Scene Management

TCP Transmission Control Protocol

TLS Transport Layer Security

URI Uniform Resource I dentifier

URL Universal Resource Locator

WLAN Wireless LAN

4 Interoperability Requirements for AR3

4.1 Scope of the AR3 Reference Point

The AR3 "External Communications' Reference Point (RP), as specified in ETSI GS ARF 003 [1] defines the dialog
structure for real-time communication and data exchange between the Scene Management (SM) functions and an
external system to ensure that relevant features of such a system are available to SM subfunctions for processing and
control. Envolved in such activities are the subfunctions " Interaction Technique" and "Virtual Scene Update”.

NOTE: Inthe reference architecture of ETSI GS ARF 003 [1] the external function block is named as " External
Application Support". It should be mentioned that for the present document only service-related aspects
of thisfunction block are taken into account.

4.2 High-level requirements
The characteristics of the External Application Suport are described in ETSI GS ARF 003 [1] as repeated here:

"This function shall handle real-time communication and data exchange between the AR implementation and an
external system. An external system may provide data at runtime which can modify the AR scene. It may also receive
data or commands from the AR implementation to control the external system. The potential types of external systems
can be manifold. It ranges from a simple sensor measuring a certain data value up to a complex system with multiple
components. In the present document the required communication and data exchange functionalities are subsumed
under the term External Application Support".

With this description, the communication across RP AR3 can be characterized by three high level requirements that are
in sequence and are depicted in Figure 1.

External Application External Application External Application
Support Support Support

1. Detection 2. Capability Exchange 3. Information Transfer

Scene Management Scene Management Scene Management

Figure 1: Sequence of AR3 requirements

The requirements of the AR3 reference point depend on the state the SM isin and can be classified as follows:
o Detection of the external application support:

- Type of support that can be provided to the Scene Management.

ETSI
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- Number of external services of similar type (when available).
- Temporal and/or regional availability of external services; conditions of use.
- Information about possible set-up scenarios for ensuring connectivity.
- Basics about the type of information that can be provided.
. Capability Exchange:
- Exchange of requests for the type of information to be transferred.

- Requesting conditions for an information exchange (e.g. temporal, data ranges, resolution, measurement
units).

- Negotiations about the data format of the information to be transferred.

- In case of multiple external services:. identification/marking of information transfer, switching between
Services.

. Information transfer:

- Packaging of information in the agreed format.

Initializating and closing the information transfer.
- M etadata unambiguously associated to the information transfer.

- In case of multiple external services. additional information about the delivering service.

4.3 Scene Management Function: Detection of External
Application Support

Thefirst set of AR3 requirements applies to the function's detection of services provided by external applications
support. This activity is needed as an initial step for a possible future exchange of information between the SM and one
or more external services. Thisfunction either relies on already known information about possible external services or
on the availability of detecting appropriate external information that make themselves known to the SM. The SM
function also sets up alist of candidates that are evaluated by the user or the AR implementation prior to the exchange
of service-related information.

RQ-AR3-001 The SM shall have the ability to detect suitable external services provided by external
applications support.

Reguested information should include:

e  Accessihility to external service (e.g. domain name, URL, temporal or regional restrictions, communication
scheme (unicast, multicast, broadcast)).

. Characteristics of the external service (e.g. type of information that can be delivered, availability of metadata).

. Capabilities of the external service (e.g. computation support, data storage, etc.):

RQ-AR3-002 The SM shall have the ability to present detected external services for evaluation in case
more than one service is detected.

This collection can include:
. A list of detected external services and asummary of their characteristics.
e A possibility for a human user to detect one or more of these services.

. A presentation of the collection in aformat that is machine-readable.

ETSI
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4.4 Scene Management Function: Capability Exchange with
External Application Support

Once the Scene Management has created alist of available external services for application support, a capability
exchange starts with selected external services to decide which external services shall be incorporated for the sake of
the AR implementation.

RQ-AR3-003 The SM shall have the ability to contact external services for a capability exchange.

The parameters for a capability exchange can include:
. Initialization parameters to start the capability exchange with an external service.
. Starting queriesto tell the external servicein which parametersthe SM isinterested in.

. Information about the availability of parameters and their representation (e.g. data format, measuring units, age
of measured parameters (time stamps), temporal resp. spatial resolution).

. Information about data transfer characteristics (e.g. transmission format, transport protocol, transfer
protection).

o Possibilities for monitoring and/or controlling an external service.
. Selected information to tell the external service which parameters shall be made available to the SM.
. Registration of selected parameters for usage by the Scene Management.

. Finalization parameters to stop the capability exchange with an external service.

4.5 Information Transfer between External Application Support
and Scene Management

Under the control of the Scene Management and following the results of the capability exchange, data available from
external services aswell as for monitoring and controlling such services are exchanged between the Scene Management
and the External Application Support.

RQ-AR3-004 Data streams shall be exchanged between the Scene Management and at least one external
service using formats negotiated during the capability exchange.

Depending on the characteristics of both the external service and the AR scene, it may be useful to add time stamps to
the data exchange to facilitate the handling of data by the AR scene or to trigger activities in the external service on the
time.

RQ-AR3-005 Data streams may be extended by time stamps to facilitate synchronization between the SM
and an external service.

Time stamps are the most common elements to support synchronization between components of a system. However,
implementers are free to support other or supplementary levels of control (e.g. marking the availability of new data,
provisioning data only for a certain time span, etc.).

ETSI
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Annex A (informative):
Standards of Relevance to AR3 Requirements

A.l Introduction

This annex includes standards identified by the ETSI ISG ARF while preparing the present document. The intention of
this annex isto compile, for informational purposes, those Standards Devel opment Organizations (SDOs) and working
groups with relevant activities in the field of supporting data transfer with real -time aspects between different devices
using a publicly available network. This annex is not exhaustive and it is expected that there are other standards and
SDOs aso working in this field but which are not explicitly mentioned in this annex.

A.2  Standards Supporting the Detection of External
Services

A.2.1 Overview

Many AR implementations already possess pre-given addresses of external services to contact in order to run the
implementation in a smooth and useful way. In amost al cases thisis done by using the Hypertext Transfer Protocol
(HTTP) as an application layer protocol of the Internet protocol suite by exchanging request and response messages
between the AR implementation and the external service, a method known as HTTP Request (for details see section 4
of [i.1]). Where thisis not the case, there are existing standards that support the detection of available servicesin

I P-based networks using multicast or broadcast delivery mechanisms. These standards work on the network layer and
alow usersto find more information about the service they require. The standards identified include:

e IETFRFC7231[i.1].

IETF RFC 2974 i.2].
e IETFRFC 2608]i.3].
e IETFRFC6763]i.4].
e IETFRFC6762][i.5].

e W3CP® Working Draft [i.6].

A.2.2 Session Announcement Protocol

IETF RFC 2974 [i.2] defines the advertisement of sessions, and the possibilities to communicate the relevant session
setup information to prospective participants using well-known multicast addresses. The information is periodically
distributed by a session directory. The protocol does not contain any rendezvous mechanism, the announcer of a session
is not aware of any listeners. The modification of a session is published by announcing a modified session description.

A.2.3 Service Location Protocol

IETF RFC 2608 [i.3] specifies aflexible and scalable framework for providing hosts with access to information about
the existence, location, and configuration of networked services. Traditionally, users have had to find services by
knowing the name of a network host which is an alias for a network address. This protocol eliminates the need for a
user to know the name of a network host supporting a service. Rather, the user supplies the desired type of service and a
set of attributes which describe the service. Based on that description, the Service Location Protocol resolves the
network address of the service for the user.

The protocol isintended to function within networks under cooperative administrative control and is as such primarily
designed for use within LANS. It support the usage of multicast and unicast delivery of 1P packets.

ETSI
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A.2.4 DNS-Based Service Discovery

IETF RFC 6763 [i.4] specifies how DNS resource records are named and structured to facilitate service discovery.
Given atype of service that a client islooking for, and adomain in which the client islooking for that service, the
mechanism described in IETF RFC 6763 [i.4] allows users to discover alist of named instances of that desired service,
using standard DNS queries, and then select, from that list, the particular instance they desire. Multicast and unicast
operations are supported.

A.2.5 Multicast DNS

IETF RFC 6762 [i.5] is an extension to the possibilities given by a DNS-Based service discovery (see IETF

RFC 6763 [i.4]) by allowing the identification of clientsin alocal link without setting up a DNS system for thislocal
network. The domain names of the clients within the network are extended to characterize them aslocally available and
DNS queries are sent to a known multicast address within the local network.

A.2.6 W3C Web of Things Discovery

W3C® Working Draft [i.6] makes use of the above-mentioned network-related protocols by using DNS protocols for
detecting "Things' that are not only abstractions of physical entities but can also refer to sessions. DNS queries lead to
directory services that contain descriptions of Things. In order to access these services, the service name"_wot" is used.
Each Thing responds with a self-description by passing the queries either straightforward to a directory owned by this
Thing or to a description register. This mechanism is intended to enable interoperability across 10T platforms and
application domains.

A.3  Standards Supporting the Capability Exchange with
External Services

A.3.1 Overview

Many AR implementations possess application-specific information about which types of parameters more detailed
information is needed in order to run the implementation in a smooth and useful way. Such a capability exchangeis
normally done by using the Hypertext Transfer Protocol (HTTP) as an application layer protocol of the Internet protocol
suite by exchanging reguest and response messages between the AR implementation and the external service. Details
about this method can be found in IETF RFC 7231 [i.1].

A capability exchange only about network-related parameters is possible by using the following standard:
o IETF RFC 6733 [i.7].
A content-related capability exchange is possible by using the following standard:

. Message Queuing Telemetry Transport [i.8].

A.3.2 Diameter Base Protocol

IETF RFC 6733 [i.7] isintended to provide a framework for authentication, authorization and accounting of
applications such as network access or |P mobility. It specifies the message format, transport, error reporting,
accounting, and security services used by all Diameter applications. One of the supported features is the capability
exchange between clients related to network parameters. All data exchange between clients happens via Attribute-
Vaue Pairs (AVPs). The Diameter protocol is designed to be extensible. Several mechanisms are available including
the definition of new AV P values and the creation of new AV Ps and new commands.

ETSI
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A.3.3 Message Queuing Telemetry Transport

The OASIS Standard [i.8] specifies a network protocol for machine-to-machine communication. It is especially
designed for external applications with bandwidth restrictions and is event-driven. A message broker collects
information from clients that are interested in offering their services (commonly called publishers) and from clients that
are interested in receiving such services (commonly called subscribers). MQTT runs over atransport protocol that
provides ordered, lossless, bi-directional connections. TCP/IP is the common connection protocol that is used. The
exchange of information happens by pre-defined data packages called MQTT Control Packets that describe the type of
data for this package, followed by the payload. The information is organized in a hierarchy of topics. The broker and the
clients keep track of the session state of the information exchange between them.

A.4  Standards Supporting Information Transfer with
External Services

A.4.1 Overview

There are several standards available supporting on the physical layer the transfer of information between the SM and
an external service. However, for the large majority of all applications, awired transmission makes use of the set of
Ethernet specifications 802.3 [i.9] whereas for a wireless transmission the set of WLAN specifications 802.11 [i.10] is
used. These specifications take into account the maximum achievable data rate and the type of connector used.

A.4.2 |EEE 802.3

This set of specifications for wired transmission, named after the name of the IEEE group that is responsible for these
standards, takes into account the maximum achievable data rate ranging from 1 Mb/s up to 400 Gb/s, the type of
connector used and whether the transport happens via copper or optical fibre. Detailed information about the structure
of an Ethernet frame and the accompanying protocol mechanisms can be found in IEEE 802.3 [i.9].

A.4.3 |EEE 802.11

This set of specifications for wireless transmission is named after the |EEE group that is responsible for the
development and maintenance of these standards. Depending on the characteristics of the transmission range, the
available bandwidth, the number of antennas and the modul ation scheme that is used, data rates ranging from 1 Mb/s up
to approx. 7 Ghit/s are achievable. Detailed information about the structure of the data frame and the accompanying
protocol mechanisms can be found in |EEE 802.11 [i.10].

A.5 Miscellaneous

A.5.1 Secure Data Transfer

While working on the present document, the aspect of a secure data transfer was aso discussed within ISG ARF. Itis
obvious that the AR scene needs to trust the datathat is provided by external services. The possibilities to achieve such
trust are manifold and range from plausibility checks over the calculation of hash valuesto the encryption of transmitted
data. All these possibilities mentioned here can also be combined. During the capability exchange between the SM and
the external service, protection schemes are negotiated and the method selected will depend on the wanted level of
trustworthiness and the methods and protocols that are available on both sides to achieve thislevel.
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Taking into account that in almost all cases the HTTP protocol will be used to exchange data, a secure version of this
protocol is often used called HTTPS (HyperText Transfer Protocol Secure). By using this type of protocol the principles
of HTTP are not changed, but on the transport layer the methods provided by TL S guarantee mutual authentication of
the parties involved and encryption of the transferred information. The suite of recommended encryption methodsis
updated at regular intervals. Older methods that are believed to be easily attackable are taken off, newer methods as
eliptic curve encryption are added. At the time of publishing the present document, two TLS versions are

recommended by IETF to beused, TLS 1.2[i.11] and TLS 1.3[i.12]. The definition of the HTTPS URI scheme and the
mandatory activities accompanying the usage of this scheme are described in standard IETF RFC 9110 [i.13].

ETSI



14

ETSI GS ARF 004-5 V1.1.1 (2022-12)

History

Document history

V111

December 2022

Publication

ETSI



	Intellectual Property Rights
	Foreword
	Modal verbs terminology
	1 Scope
	2 References
	2.1 Normative references
	2.2 Informative references

	3 Definition of terms, symbols and abbreviations
	3.1 Terms
	3.2 Symbols
	3.3 Abbreviations

	4 Interoperability Requirements for AR3
	4.1 Scope of the AR3 Reference Point
	4.2 High-level requirements
	4.3 Scene Management Function: Detection of External Application Support
	4.4 Scene Management Function: Capability Exchange with External Application Support
	4.5 Information Transfer between External Application Support and Scene Management

	Annex A (informative): Standards of Relevance to AR3 Requirements
	A.1 Introduction
	A.2 Standards Supporting the Detection of External Services
	A.2.1 Overview
	A.2.2 Session Announcement Protocol
	A.2.3 Service Location Protocol
	A.2.4 DNS-Based Service Discovery
	A.2.5 Multicast DNS
	A.2.6 W3C Web of Things Discovery

	A.3 Standards Supporting the Capability Exchange with External Services
	A.3.1 Overview
	A.3.2 Diameter Base Protocol
	A.3.3 Message Queuing Telemetry Transport

	A.4 Standards Supporting Information Transfer with External Services
	A.4.1 Overview
	A.4.2 IEEE 802.3
	A.4.3 IEEE 802.11

	A.5 Miscellaneous
	A.5.1 Secure Data Transfer


	History

