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Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ET S| Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document analyses and defines the type of OAM functions for VNFs that can be generalized and be
provided as a "generic function™ supporting e.g. the provisioning, connectivity, configuration and monitoring of VNFs
on avirtualised platform. The present document also describes possible solutions to realize such generic OAM
functions.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV*".
[i.2] ETSI GR NFV-IFA 029: "Network Functions Virtualisation (NFV) Release 3; Architecture;

Report on the Enhancements of the NFV architecture towards " Cloud-native" and "PaaS"™.

[i.3] ETSI GSNFV-IFA 027: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Performance M easurements Specification”.

[i.4] ETSI GS NFV-SOL 016: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; NFV-MANO procedures specification”.

[i.5] ETSI GS NFV-IFA 008: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification”.

[i.6] ETSI GSNFV-IFA 031: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Requirements and interfaces specification for management of NFV-MANO".

[1.7] ETSI GS NFV-IFA 010: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Functional requirements specification”.

[1.8] ETSI GS NFV-IFA 009: "Network Functions Virtualisation (NFV); Management and
Orchestration; Report on Architectural Options”.

[i.9] ETSI GSNFV-IFA 013: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Os-Ma-nfvo reference point - Interface and Information Model Specification”.

[i.10] ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Or-V nfm reference point - Interface and Information Model Specification”.

[i.11] ETSI GR NFV-IFA 041 (V4.1.1): "Network Functions Virtuaisation (NFV) Release 4;
Management and Orchestration; Report on enabling autonomous management in NFV-MANO".

[1.12] ETSI GR NFV-IFA 037 (V4.1.1): "Network Functions Virtualisation (NFV) Release 4;
Architectural Framework; Report on further NFV support for 5G".
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[i.13] ETSI GR NFV-IFA 046 (V5.1.1): "Network Functions Virtuaisation (NFV) Release 5;
Architectural Framework; Report on NFV support for virtualisation of RAN".

[i.14] ETSI TS 123 501: "3GPP; TSG Services and System Aspects; System architecture for the 5G
System (5GS); Stage 2 (Release 17)".

[i.15] ETSI GSNFV-IFA 011 (V4.4.2): "Network Functions Virtualisation (NFV) Release 4;
Management and Orchestration; VNF Descriptor and Packaging Specification".

[i.16] ETSI GSNFV-IFA 047 (V4.4.1): "Network Functions Virtualisation (NFV) Release 4;
Management and Orchestration; Management data analytics Service Interface and Information
Model specification”.

[1.17] ETSI GSNFV-IFA 048 (V4.4.1): "Network Functions Virtualisation (NFV) Release 4;
Management and Orchestration; Policy Information Model Specification™.

[1.18] ETSI GSNFV-IFA 050 (V4.5.1): "Network Functions Virtualisation (NFV) Release 4;
Management and Orchestration; Intent Management Service Interface and Intent Information
Model Specification”.

[i.19] ETSI TS 123 288: "5G; Architecture enhancements for 5G System (5GS) to support network data
analytics services (Release 17).

[i.20] ETSI TS 128 104: "5G; Management and orchestration; Management Data Analytics (MDA)
(Release 17).

[i.21] ETSI GR NFV-IFA 023 (V3.1.1): "Network Functions Virtualisation (NFV); Management and
Orchestration; Report on Policy Management in MANO; Release 3".

[i.22] ETSI GSNFV-SOL 012 (V4.3.1): "Network Functions Virtualisation (NFV) Release 4; Protocols
and Data Models; RESTful protocols specification for the Policy Management Interface”.

[i.23] ETSI GR NFV-IFA 028 (V3.1.1): "Network Functions Virtuaisation (NFV) Release 3;
Management and Orchestration;Report on architecture options to support multiple administrative
domains'.

[i.24] ETSI GSNFV-SOL 005 (V4.3.1): "Network Functions Virtualisation (NFV) Release 4; Protocols

and Data Models; RESTful protocols specification for the Os-Ma-nfvo Reference Point”.

[i.25] ETSI GSNFV-IFA 049 (V4.4.1): "Network Functions Virtualisation (NFV) Release 4;
Architectural Framework; VNF generic OAM functions specification”.

[i.26] ETSI GR NFV-IFA 035: "Network Functions Virtualisation (NFV) Release 5; Architectural
Framework; Report on network connectivity integration and operationalization for NFV".

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] and the following apply:

VNF generic OAM function: function that providesin a generic form OAM capabilities applicable to any kind of
VNFs, NFV-MANO FBs and functions and NFV|1

NOTE 1. These functions aim at easing the provisioning, connectivity, configuration and monitoring of one or
more entities (e.g.VNFs).

NOTE 2: Thekinds of VNF concern to diverse VNF implementation approaches and diverse network functionality
and services provided by the VNFs.
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:

CE Customer Edge
DNS Domain Name System
L2VPN Layer 2 VPN
NTP Network Time Protocol
NWDAF Network Data Analytics Function
MDA Management Data Analytics
MDAF Management Data Analytics Function
PAP Policy Administration Point
PE Provider Edge
PF Policy Function
PIM Physical Infrastructure Manager
4 Use Cases
4.1 Overview

This clause provides alist of use cases related to functionality that would benefit from VNF generic OAM functions.
The use cases are grouped into two categories, namely use cases related to the lifecycle of VNF generic OAM functions
and use cases related to type of VNF generic OAM functions. In all the use cases, it is assumed that the VNF is
composed of VNFCs and each VNFC is deployed on a group of OS containers[i.2] or avirtual machine.

4.2 Use cases related to LCM of VNF generic OAM functions

4.2.1 Use case: Instantiation of VNFs using VNF generic OAM functions
managed by NFV-MANO

4211 Introduction

This use caseis about the instantiation of VNFsthat their implementation uses one or more VNF generic OAM
functions. That way, the Operator is provided with a more generic way to configure, manage/operate, and monitor the
VNFsit operates. Also, the management of the VNFs will be more focused on services management, while some of the
VNF generic OAM functions will deal with the underlying resources, host, and network. In this use caseiit is assumed
that NFV-MANO isresponsible to manage the lifecycle of the VNF generic OAM functions, e.g. instantiate aVNF
generic OAM function when required by a VNF instance or terminate a VNF generic OAM function when it isno
longer being used by any VNF instance. It is also assumed that the VNF generic OAM function can be consumed by
multiple consumer instances at the same time.

During the instantiation of the VNFs, NFV-MANO needs to check the availability of the VNF generic OAM functions.
Different options are possible (not an exhaustive list):

a) Therequired VNF generic OAM function supports all required functionalities. It is already instantiated in the
system, can be shared and is operational.

b) The VNF generic OAM function supports al required functionalities, is not yet instantiated in the system or
the instantiated function cannot be shared.
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c¢) TheVNF generic OAM function is available but some all of the required functionalities are missing and the

VNF instantiation will fail.

The user story related to this use case is the following:

An Operator can instantiate VNFs that are using VNF generic OAM functions and has a generic way to
configure, manage/operate, and monitor the different network functionsin the Operator's environment and can

4212 Actors and roles

Table 4.2.1.2-1 describes the use case actors and roles.

focus on " services management".

Table 4.2.1.2-1: Instantiation of VNFs using VNF generic OAM functions
managed by NFV-MANO, actors and roles

# Actor Description
1 |Operator A human being or an organization that operates the system including the
NFV-MANO functional entities, the VNFs, the VNF generic OAM functions, and
the underlying infrastructure.
2 |OSs/BSS The entity that receives request from the Operator to instantiate the VNF.
3 [NFV-MANO The entity instantiating and managing the VNF.
42.1.3 Trigger

Table 4.2.1.3-1 describes the use case tr

igger.

Table 4.2.1.3-1: Instantiation of VNFs using VNF generic OAM functions
managed by NFV-MANO, trigger

Trigger

Description

Operator is requesting the instantiation of the VNF.

421.4 Pre-conditions

Table 4.2.1.4-1 describes the pre-conditions of this use case.

Table 4.2.1.4-1: Instantiation of VNFs using VNF generic OAM functions
managed by NFV-MANO, pre-conditions

# Pre-condition

Description

[EnY

NFV-MANO environment is operational

2 |VNF Package is onboarded

The VNF implementation supports the use of one or more
VNF generic OAM functions.

3 |VNF generic OAM functions are available

All VNF generic OAM functions required by the VNF are
available. Some of them may already be instantiated and
are operational.

be instantiated

4 INFV-MANO knows which VNF generic OAM
functions are required by the VNF and need to

4.2.15 Post-conditions

Table 4.2.1.5-1 describes the post-conditions of this use case.
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Table 4.2.1.5-1: Instantiation of VNFs using VNF generic OAM functions
managed by NFV-MANO, post-conditions

# Post-condition Description
1 |VNF is instantiated VNF is instantiated and is using VNF generic OAM functions.
4.2.1.6 Operational Flows

Table 4.2.1.6-1 describes the base flow of this use case.

Table 4.2.1.6-1: Instantiation of VNFs using VNF generic OAM functions
managed by NFV-MANO, base flow

# Actor/Role Description
Begins |Operator -> Operator is triggering the instantiation of the VNF to the NFVO via OSS/BSS.
When |OSS/BSS ->
NFV-MANO
1 NFV-MANO NFV-MANO is checking the availability of the VNF generic OAM functions required to run
the VNF function.
2 NFV-MANO If a VNF generic OAM function is not yet instantiated, the VNF generic OAM function will be
instantiated by NFV-MANO.
3 NFV-MANO Once all required VNF generic OAM functions are instantiated and ready to be used,

NFV-MANO will instantiate the requested VNF. A detailed flow for the "Instantiate VNF
instance" is described as part of the "NS instantiate procedure" in clause 5.2 of ETSI
GS NFV-SOL 016 [i.4].

Ends [NFV-MANO -> |NFV-MANO returns an "operation completed" notification to the Operator via OSS/BSS.
When |OSS/BSS ->
Operator

4.2.2 Use case: Termination of VNF instances using VNF generic OAM
functions managed by NFV-MANO

4221 Introduction

This use case is about the termination of VNF instances that their implementation uses one or more VNF generic OAM
functions. In this use case it is assumed that NFV-MANO is responsible to manage the lifecycle of the VNF generic
OAM functions, e.g. terminate or scalein aVNF generic OAM function when it is no longer being used by one or more
VNF instances.

The user stories related to this use case are:

e AnOperator can terminate the VNF instances that are using VNF generic OAM functions, so that the
virtualised resources associated to the VNFs and associated VNF generic OAM functions can be rel eased.

e  AnOperator can terminate the VNF instances without having to handle the lifecycle of the VNF generic OAM
functions.

42272 Actors and roles
Table 4.2.2.2-1 describes the use case actors and roles.

Table 4.2.2.2-1: Termination of VNF instances using VNF generic OAM functions
managed by NFV-MANO, actors and roles

# Actor Description

1 |Operator A human being or an organization that operates the system including the
NFV-MANO functional entities, the VNFs, the VNF generic OAM functions, and
the underlying infrastructure.

0OSS/BSS The entity that receives request from the Operator to terminate the VNF.

3 [NFV-MANO The entity managing and terminating the VNF instance.

N
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4.2.2.3 Trigger

Table 4.2.2.3-1 describes the use case trigger.

Table 4.2.2.3-1: Termination of VNF instances using VNF generic OAM functions
managed by NFV-MANO, trigger

Trigger Description
Operator is requesting the termination of the VNF instance.

4224 Pre-conditions

Table 4.2.2.4-1 describes the pre-conditions of this use case.

Table 4.2.2.4-1: Termination of VNF instances using VNF generic OAM functions
managed by NFV-MANO, pre-conditions

# Pre-condition Description
1 [NFV-MANO environment is operational.

2 INFV-MANO knows which lifecycle operations are required to be performed on the VNF
generic OAM functions (e.g. terminate, scale in) after terminating the VNF instance.

4225 Post-conditions

Table 4.2.2.5-1 describes the post-conditions of this use case.

Table 4.2.2.5-1: Termination of VNF instances using VNF generic OAM functions
managed by NFV-MANO, post-conditions

# Post-condition Description
1 |VNF instance is terminated.

2 |Lifecycle operations on the VNF generic OAM functions (e.g. terminate, scale in) are
successfully completed.

4.2.2.6 Operational Flows

Table 4.2.2.6-1 describes the base flow of this use case.

Table 4.2.2.6-1: Termination of VNF instances using VNF generic OAM functions
managed by NFV-MANO, base flow

# Actor/Role Description
Begins |Operator -> Operator is triggering the termination of the VNF instance to the NFVO via OSS/BSS.
When |OSS/BSS ->
NFV-MANO
1 NFV-MANO NFV-MANO terminates the VNF instance. A detailed flow for the "Terminate VNF instance"

is described as part of the "NS termination procedure" in clause 5.3 of ETSI

GS NFV-SOL 016 [i.4].

2 NFV-MANO Once the termination of the VNF instance has been successfully executed, NFV-MANO is

performing the lifecycle operations on the VNF generic OAM functions (e.g. terminate,

scale in). See note.

Ends [NFV-MANO -> |NFV-MANO returns an "operation completed" notification to the Operator via OSS/BSS.

When |OSS/BSS ->

Operator

NOTE: The allowed lifecycle operations depend on the type of the VNF generic OAM function. For example, the Log
aggregator function as described in clause 4.3.1 below cannot be terminated. The reason is that this function
might stay available for keeping log files accessible for consumption by users such as the Operator.
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4.2.3 Use case: Lifecycle management of VNF generic OAM function
managed by NFV-MANO

4231 Introduction

The goal of this use case isto describe a generic use case "LCM of VNF generic OAM function managed by
NFV-MANQ". The use case shows a complete lifecycle management of aVNF generic OAM function that is
instantiated, scaled, and terminated based on the demand of an exemplary NS.

The user story related to this use caseis:

. An Operator can deploy VNFs that are using VNF generic OAM functions, and has a generic way to
configure, manage/operate, and monitor the different network functionsin the Operator's environment and can
focus on " services management".

The following clauses describe the use case of "LCM of VNF generic OAM function managed by NFV-MANQO" which
isrelated to above user story. This use case assumes that the Operator is managing the VNF generic OAM function
using existing mechanisms of NFV-MANO for the lifecycle management of these functions. In addition, for the
purpose of the present use case, the VNF generic OAM function is assumed to be scalable.

4232 Actors and roles

Table 4.2.3.2-1 describes the use case actors and roles.

Table 4.2.3.2-1: Lifecycle management of VNF generic OAM function managed by NFV-MANO,
actors and roles

# Actor Description
1 |Operator A human being or an organization that operates the system including the NFV-MANO
functional entities, the VNFs, the VNF generic OAM functions, and the underlying
infrastructure.
2 [OSS/BSS The entity that receives request from the Operator to perform various NS LCM operations.
3  |VNFA, Instances of two different VNFs A and B that both require the same VNF generic OAM
VNF B function.
4 NS A In this simplified use case, NS A consists of VNF A and VNF B.
5 [VNF generic A VNF generic OAM function.
OAM function
6 |NFV-MANO Management and network orchestration framework including NFVO, VNFM(s), and VIM.
4.2.3.3 Trigger

Table 4.2.3.3-1 describes the use case trigger.

Table 4.2.3.3-1: Lifecycle management of VNF generic OAM function managed by NFV-MANO, trigger

Trigger Description
Operator is deploying NS A that is requiring the VNF generic OAM function.

4234 Pre-conditions

Table 4.2.3.4-1 describes the pre-conditions of this use case.
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Table 4.2.3.4-1: Lifecycle management of VNF generic OAM function managed by NFV-MANO,
pre-conditions

# Pre-condition Description
1 |NS A Descriptor and VNF Packages of the VNFs A and B to be
instantiated are on-boarded.

The VNF generic OAM function is ready to be instantiated.

3 |The VNF generic OAM function supports multiple consumer
instances at the same time.

N

4235 Post-conditions

Table 4.2.3.5-1 describes the post-conditions of this use case.

Table 4.2.3.5-1: Lifecycle management of VNF generic OAM function managed by NFV-MANO,
post-conditions

# Post-condition Description
1 NS A was successfully instantiated, then scaled and at the end of the
use case terminated.

2 The VNF generic OAM function was instantiated and if not needed

anymore e.g. by other NSs, terminated. See note.

NOTE: The allowed lifecycle operations depend on the type of the VNF generic OAM function. For example, the Log
aggregator function as described in clause 4.3.1 below cannot be terminated because this function might
stay available for keeping log files accessible for consumption by users such as the Operator.

4.2.3.6 Operational Flows

Table 4.2.3.6-1 describes the base flow of this use case.

Table 4.2.3.6-1: Lifecycle management of VNF generic OAM function managed by NFV-MANO,

base flow
# Actor/Role Description
Begins |Operator -> The Operator requests the instantiation of NS A via OSS/BSS.
when [OSS/BSS ->
NFV-MANO
1 NFV-MANO As part of the instantiation process of VNF A (as a constituent of NS A), NFV-MANO
determines from the VNF Package of VNF A that VNF A requires the VNF generic OAM
function.
2 NFV-MANO As the VNF generic OAM function is not yet instantiated, the VNF generic OAM function
will be instantiated reusing LCM functionality provided by NFV-MANO. Once the required
VNF generic OAM function is instantiated and ready to be used, NFV-MANO will
instantiate the requested VNF A. This may include start of the health monitoring between
the VNF A and the VNF generic OAM function. See also clause 4.2.1.
3 NFV-MANO As part of the instantiation process of VNF B, NFV-MANO determines from the VNF
Package of VNF B that VNF B requires the VNF generic OAM function.
4 NFV-MANO As the VNF generic OAM function is already instantiated and used, NFV-MANO will

instantiate the requested VNF B. This may include changes to some configuration of the
VNF generic OAM function and/or start of the health monitoring between the VNF B and
the VNF generic OAM function.

5 NFV-MANO -> NFV-MANO notifies the completion of the instantiation operation to the Operator via

OSS/BSS -> OSS/BSS.
Operator

6 Operator -> The operator requests to scale out the NS A by adding additional instances of VNF B via
OSS/BSS -> OSS/BSS.
NFV-MANO

7 NFV-MANO <-> |NFV-MANO is informing the VNF generic OAM function about the planned scale out of
VNF generic VNF B.

OAM function

ETSI



16 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

# Actor/Role Description
8 NFV-MANO <-> [NFV-MANO instantiates additional instances of VNF B. Due to increased demand the VNF
VNF generic generic OAM function needs to address and based on scaling policies defined in the NS A
OAM function Descriptor, NFV-MANO performs the scaling up/out of the VNF generic OAM function.
9 NFV-MANO -> NFV-MANO notifies the completion of the scaling out operation to the Operator via
OSS/BSS -> OSS/BSS.
Operator
10 |Operator -> The Operator requests to scale in the NS A by terminating VNF A via OSS/BSS.
OSS/BSS ->
NFV-MANO
11 NFV-MANO <->  |NFV-MANO is informing the VNF generic OAM function about the planned termination of
VNF generic VNF A. This may include changes to some configuration of the VNF generic OAM function
OAM function and/or stop any health monitoring between the VNF instance(s) to be terminated and the
VNF generic OAM function.
12 NFV-MANO <-> |NFV-MANO terminates the VNF A. Due to the decreased demand the VNF generic OAM
VNF generic function needs to address and based on scaling policies defined in the NS A Descriptor,
OAM function NFV-MANO performs the scale down/in of the VNF generic OAM function. See note.
13 NFV-MANO -> NFV-MANO notifies the completion of the scaling in operation to the Operator via
OSS/BSS -> OSS/BSS.
Operator
14  |Operator -> The Operator requests the termination of NS A via OSS/BSS.
OSS/BSS ->
NFV-MANO
15 NFV-MANO NFV-MANO is informing the VNF generic OAM function about the planned termination of
all instances of VNF B. This may include changes to some configuration of the VNF
generic OAM function and/or stop any health monitoring between the VNF instance(s) to
be terminated and the VNF generic OAM function.
16 NFV-MANO NFV-MANO terminates the NS A, including all instances of VNF B. See also clause 4.2.2.
17 NFV-MANO Once the termination of all instances of VNF B has been successfully executed,
NFV-MANO determines whether the VNF generic OAM function is still used by any other
VNF instance. If it is not needed anymore, NFV-MANO terminates the VNF generic OAM
function.
18 NFV-MANO -> NFV-MANO notifies the completion of the termination operation to the Operator via
OSS/BSS -> OSS/BSS.
Operator
Ends [NFV-MANO NFV-MANO has terminated all instances of the VNF generic OAM function and alll
when resources that had been associated with the VNF generic OAM function have been freed.
NOTE: This use case flow does not preclude if a vertical or horizontal scaling of the VNF generic OAM function is
applied to compensate for the increased/decreased demand (e.g. number of connected VNF instances) and
the use case does not make any assumption that a VNF generic OAM function needs to support both vertical
and horizontal scaling.
4.3 Use cases related to type of VNF generic OAM functions
4.3.1 Use case: Log aggregator function
4.3.1.1 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine. It is also assumed that the VNFC instances (network,application, etc.) and the
underlying infrastructure generate log messages which can be accessed by authorized entities.

The goal of this use case isto describe a generic Log aggregator function used by Operators to retrieve log records that
have been forwarded to and stored by this function. For example, this would allow Operators to troubleshoot issues
associated to aterminated VNFC instance once the logs have been processed by this Log aggregator function.

User stories related to this use case are (not an exhaustive list):

An Operator or NFV-MANO can retrieve log records from a Log aggregator function and can troubleshoot
issues associated with a terminated VNFC instance.
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e  AnOperator or NFV-MANO can retrieve log records from a Log aggregator function and does not have to
collect logs from many different VNF instances and VNF-associated logs from different NFV-MANO
functional entities.

. An Operator can manage the log information in a Log aggregator function, e.g. filter the type of logs, select a
log level, etc.

Figure 4.3.1.1-1 illustrates one example of the relationship of the different actors involved in this use case.

Operator

4

0SS/BSS
VNF
VNFC VNFC VNFC ﬂ
:> Log Aggregator
‘ App ‘ ‘ App ‘ App NFV-MANO
NFVO

VNFM

M Container Container Container Container Container Container

VIM

Virtualisation Layer

Hardware Resources

NFVI

Figure 4.3.1.1-1: Example of relationship between Operator, OSS/BSS,
Log aggregator, VNF, NFVI and NFV-MANO

The following clauses describe the use case of "L og aggregator function” which isrelated to the above user stories. In

the following descriptions, references to VNFs/VNFCs logging exposure towards the VNF Log aggregator function
implicitly and/or explicitly indicate logging information about the VNF application as well.

431.2 Actors and roles

Table 4.3.1.2-1 describes the use case actors and roles.

Table 4.3.1.2-1: Log aggregator function, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system and has enabled NFV-MANO
and the Log aggregator function.

2 OSS/BSS The entity that receives the request from the Operator to trigger the retrieval of log records.

3 VNF/VNFC/NFVI [The entities that provide and forward logs (e.g. application, container, database access logs)
INFV-MANO related to a VNF to the Log aggregator.

4 Log aggregator |The entity that stores and processes the logs and exposes interfaces towards the Operator.

4.3.1.3 Trigger

Table 4.3.1.3-1 describes the use case trigger.
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Table 4.3.1.3-1: Log aggregator function, trigger

Trigger Description
Operator is requesting via OSS/BSS the retrieval of certain logs associated to a
given VNF/VNFEC instance (including but not limited to terminated instance).

4314 Pre-conditions

Table 4.3.1.4-1 describes the pre-conditions of this use case.

Table 4.3.1.4-1: Log aggregator function, pre-conditions

# Pre-condition Description
1 |Log aggregator function is instantiated and configured to collect
and store the logs

VNF/VNFC instances, NFVI and NFV-MANO are operational

3 INFVI, NFV-MANO and or VNF/VNFC instance forward new log
entries to the Log aggregator function

N

4.3.1.5 Post-conditions

Table 4.3.1.5-1 describes the post-conditions of this use case.

Table 4.3.1.5-1: Log aggregator function, post-conditions

# Post-condition Description
1 |[Operator has all information requested, e.g. to Logging information can be accessed even after the actual
troubleshoot the given VNF instance. entity which had created the Logs is no longer available.

The information returned contains only the Logs matching the
filter specified in the request.

4.3.1.6 Operational Flows

Table 4.3.1.6-1 describes the base flow of this use case.

Table 4.3.1.6-1: Log aggregator function, base flow

# Actor/Role Description
Begins |Operator -> The Operator requests the retrieval of the logs to the Log aggregator function via
when [OSS/BSS -> Log OSS/BSS. The request contains a filter to select the requested logs. The filter can
aggregator include information about the entities of interest, the type of logs (e.g. performance

reports), the requested log level (e.g. the minimum severity in case of logs of type
"alarm"), the requested time window (e.g. logs from the last 60 minutes), etc.

1 Log aggregator The Log aggregator function selects the logs to be returned based on the filter provided
in the request message.

Ends [Log aggregator -> |The Log aggregator function returns the requested information to the Operator via
when [OSS/BSS -> OSS/BSS.

Operator

4.3.2 Use case: Log analyser function

4.3.2.1 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine. It is also assumed that there is a Log aggregator function (see use casein
clause 4.3.1) providing logs collected from the VNFC instances (network, application, etc.) and the underlying
infrastructure.
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The goal of this use case isto describe a generic "Log analyser function" so that Operators can be notified by the Log
analyser function when for example alog record matches a given pattern. The Log analyser function aims at analysing
any type of log entry and can be also configured to send notifications based on for example statistical processing, or
threshold crossing. In addition, due to its system wide view, the Log analyser function can for example identify
inconsistency issues that cannot be identified by simply collecting logs from single VNF/VNFC instances.

User stories related to this use case are (not an exhaustive list):

. An Operator or NFV-MANO can get notifications from the Log analyser function, like a threshold being
crossed or alog record matches a given pattern and can take appropriate actions where needed.

e  AnOperator or NFV-MANO can manage the logs analyser function, like configuring the analyser function,
setting thresholds and allowing-list/blocklist patterns, configuring the severity level of the notifications, etc.

The following clauses describe the use case of "Log analyser function" which isrelated to above user stories. In the
following descriptions, references to VNFs'VNFCs logging exposure towards the VNF log aggregator function
implicitly and/or explicitly indicate logging information about the VNF application as well.

4.3.2.2 Actors and roles

Table 4.3.2.2-1 describes the use case actors and roles.

Table 4.3.2.2-1: Log analyser function, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the Log aggregator and Log analyser function.

2 OSS/BSS The entity that receives the request from the Operator to configure the Log analyser function

and receive notifications about log analysis resutls.

3 VNF/VNFC/NFVI [The entities that provide and forward logs (e.g. application, container, database access logs)
INFV-MANO related to the VNF to the Log aggregator.

4 Log aggregator |The entity that stores and processes the logs from the VNF/VNFC/NFVI/NFV-MANO and
exposes interfaces towards a consumer (e.g. the Log analyser) . See use case in

clause 4.3.1.
5 Log analyser  [The entity that analyses the logs provided by the Log aggregator and that can notify the
Operator through OSS/BSS.
6 Notification The entity that routes notifications (e.g. alerts) sent by client applications to the Operator.
manager See use case in clause 4.3.7.
4.3.2.3 Trigger

Table 4.3.2.3-1 describes the use case trigger.

Table 4.3.2.3-1: Log analyser function, trigger

Trigger Description
Operator is requesting via OSS/BSS the configuration of the Log analyser function.

4324 Pre-conditions

Table 4.3.2.4-1 describes the pre-conditions of this use case.

Table 4.3.2.4-1: Log analyser function, pre-conditions

# Pre-condition Description
1 Log aggregator function is instantiated and configured to collect logs from the
VNF/VNFEC/NFVI/NFV-MANO instances.

2 |Log entries are available at the Log aggregator function and can be retrieved
by the Log analyser function.

3 |Log analyser function is instantiated.
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4325 Post-conditions

Table 4.3.2.5-1 describes the post-conditions of this use case.

Table 4.3.2.5-1: Log analyser function, post-conditions

# Post-condition Description
1 |Operator has received a natification with information related to an event
observed by the Log analyser function.

4.3.2.6 Operational Flows

Table 4.3.2.6-1 describes the base flow of this use case.

Table 4.3.2.6-1: Log analyser function, base flow

# Actor/Role Description
Begins |Operator -> The Operator configures via OSS/BSS the Log analyser to retrieve data from the Log
when |OSS/BSS -> Log [aggregator and on how to process them.
analyser

1 Log analyser <-> |The Log analyser retrieves data from the Log aggregator.
Log aggregator

2 Log analyser The Log analyser processes and evaluates the data collected. For example, it detects
events like the frequency of a log message pattern crossed a threshold for a given time
period.

Ends |Log analyser -> |The Log analyser issues an alert notification with information related to the event to the
when |(Notification Operator via OSS/BSS. Whether this notification is sent directly or via a Notification
manager) -> manager is out of scope of this use case.
OSS/BSS ->
Operator

4.3.3 Use case: Traffic enforcer function

4.3.3.1 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine. It is aso assumed that the underlying platform provides capabilities to control
how incoming and outgoing traffic is transported to the VNFC instances.

The goal of this use case is to describe a generic "traffic enforcer function” so that Operators can perform maintenance
tasks on multiple VNFC instances by blocking the traffic for those VNFC instances. This would for example allow
Operators to isolate problematic VNFC instances, reroute the traffic to other VNFC instances and avoid further negative
service impacts.

User stories related to this use case are (not an exhaustive list):

e  AnOperator can request the traffic enforcer function to perform the required traffic isolation on problematic
VNFC instances and does not have to be directly involved in the actual process.

. An Operator can request the traffic enforcer function to perform the required traffic rerouting of a VNFC
instance due to performance issues experienced, so that the load on the VNF instance can be reduced.

Figure 4.3.3.1-1 illustrates one example of the relationship of the different actorsinvolved in this use case whereby
external traffic interfaces of VNFC 21 and VNFC 24 instances are being blocked by the Traffic enforcer and trafficis
rerouted from VNFC 21 to VNFC 22 instance.
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Figure 4.3.3.1-1: Example of relationship between Operator, OSS/BSS,
Traffic Enforcer, and NFV-MANO

The following clauses describe the use case of " Traffic enforcer function™ which is related to above user stories.
4.3.3.2 Actors and roles
Table 4.3.3.2-1 describes the use case actors and roles.

Table 4.3.3.2-1: Traffic enforcer function, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system and has enabled NFV-MANO
and the Traffic enforcer function.

2 OSS/BSS The entity that receives the request from the Operator to trigger blocking and rerouting of

traffic on selected VNFC instances.

3 Traffic enforcer |The entity that blocks and reroutes the traffic of VNFC instances via NFV-MANO based on
Operator requests.

4 NFV-MANO The entity (e.g. Container Infrastructure Service Management (CISM) [i.2] for containerized
workloads) that manages the workload whose traffic is to be isolated and rerouted.

4.3.3.3 Trigger

Table 4.3.3.3-1 describes the use case trigger.

Table 4.3.3.3-1: Traffic enforcer function, trigger

Trigger Description
Operator is requesting the blocking and rerouting of traffic on selected VNFC instances.

4.3.3.4 Pre-conditions

Table 4.3.3.4-1 describes the pre-conditions of this use case.
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Table 4.3.3.4-1: Traffic enforcer function, pre-conditions

# Pre-condition Description
Traffic enforcer function is instantiated and configured.

2 [NFV-MANO expose interfaces to Traffic enforcer function, which
allow workload traffic to be isolated.

[EnY

4335 Post-conditions

Table 4.3.3.5-1 describes the post-conditions of this use case.

Table 4.3.3.5-1: Traffic enforcer function, post-conditions

# Post-condition Description
1 |[Operator has received response to blocking and
rerouting request from Traffic enforcer function.
2 |The affected VNFC instances have been
successfully blocked, e.g. have been isolated
and traffic is re-routed.

4.3.3.6 Operational Flows

Table 4.3.3.6-1 describes the base flow of this use case.

Table 4.3.3.6-1: Traffic enforcer function, base flow

# Actor/Role Description
Begins |Operator -> The Traffic enforcer function receives and processes the request from the Operator via
when |OSS/BSS -> Traffic [OSS/BSS and decides the order of actions to be performed on the VNFC instances.
enforcer
1 Traffic enforcer The Traffic enforcer function performs the required traffic blocking and rerouting

<-> NFV-MANO operations on the VNFC instances by consuming the interfaces exposed by NFV-MANO
and reroutes the traffic.

Ends |Traffic enforcer -> |The Traffic enforcer function returns the result of the traffic blocking and rerouting request
when |OSS/BSS -> to the Operator via OSS/BSS.

Operator
NOTE:  The "order of actions" does not exclude that certain actions are executed in parallel.

4.3.4 Use case: VNF metrics aggregator function

4341 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine. It is aso assumed that the VNFC instances expose VNF-specific metrics, such
as number of packets sent (network related metrics) and number of active sessions (application related metrics), which
can be accessed by authorized entities.

The goal of this use case isto describe a generic "V NF metrics aggregator function" so that Operators can monitor the
health and performance of multiple VNF/VVNFC instances. The VNF metrics aggregator function, due to its system
wide view, can for example identify performance issues that cannot be identified by monitoring single VNF/VNFC
instances.

NOTE: Whilethe"VNF metrics aggregator function” is processing metrics (i.e. "raw data") produced by the
VNF/VNFC instances, ETSI GS NFV-IFA 027 [i.3] specifies measurements which are aggregated and
exposed by the different NFV-MANO entities (VIM, VNFM, NFVO) based on the performance metrics
collected at the NFVI.
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User storiesrelated to this use case are (not an exhaustive list):

. An Operator can retrieve information from the VNF metrics aggregator function and does not have to collect
metrics from many different VNF instances and VNF-associated metrics from NFV-MANO functional
entities.

e AnOperator can receive aggregated information from the VNF metrics aggregator function and can get
pre-processed/aggregated information showing the overall system performance compared to the performance
of single VNF/VNFC instance(s).

. An Operator can manage the VNF metrics aggregator function, like filtering the type of metrics, configuring
how metrics are aggregated, etc.

The following clauses describe the use case of "V NF metrics aggregator function" which isrelated to above user stories.
References to VNFs/VNFCs metrics exposure implicitly and/or explicitly indicate metrics exposure related to the VNF
application as well.

For this use case no assumption is considered regarding:

e theformat of the data collected by the VNF metrics aggregator function (e.g. raw data, data series, file format,
serialization format, etc.);

e  the mechanism used to convey data between the data source and the VNF metrics aggregator; and

e  the mechanism used by the VNF metrics aggregator function to store/retrieve datainternally (e.g. storage type,
storing mechanism, etc.).

434.2 Actors and roles

Table 4.3.4.2-1 describes the use case actors and roles.

Table 4.3.4.2-1: VNF metrics aggregator function, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system and has enabled NFV-MANO
and the VNF metrics aggregator function.

2 0OSS/BSS The entity that receives the request from the Operator to configure the VNF metrics

aggregator function.

3 |VNF/VNFC/NFV-MANO [The entities that expose VNF-specific metrics (e.g. number of active sessions, packets
INFVI sent) or VNF-associated metrics from NFV-MANO to the VNF metrics aggregator.

4 |VNF metrics aggregator |The entity that collects the metrics from the VNF/VNFC/NFV-MANO/NFVI and exposes
interfaces towards the Operator via OSS/BSS.

4.3.4.3 Trigger

Table 4.3.4.3-1 describes the use case trigger.

Table 4.3.4.3-1: VNF metrics aggregator function, trigger

Trigger Description
Operator is requesting via OSS/BSS the configuration of the VNF metrics
aggregator function and the collection of metrics.

434.4 Pre-conditions

Table 4.3.4.4-1 describes the pre-conditions of this use case.
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Table 4.3.4.4-1: VNF metrics aggregator function, pre-conditions

# Pre-condition Description
VNF metrics aggregator function is instantiated.
2 INFV-MANO, NFVI and VNF/VNFC instances generate metrics that
can be collected by the VNF metrics aggregator.

[EnY

4345 Post-conditions

Table 4.3.4.5-1 describes the post-conditions of this use case.

Table 4.3.4.5-1: VNF metrics aggregator function, post-conditions

# Post-condition Description
1 |Operator has access to all information required, e.g. to take
countermeasures when high load on NFV-MANO interfaces or
VNF/VNFC instances have been detected.

4.3.4.6 Operational Flows

Table 4.3.4.6-1 describes the base flow of this use case.

Table 4.3.4.6-1: VNF metrics aggregator function, base flow

# Actor/Role Description
Begins [Operator -> OSS/BSS -> The Operator configures via OSS/BSS the VNF metrics aggregator function, like
when [VNF metrics aggregator defining the entities to be monitored, setting thresholds on certain metrics, etc.

1 VNF metrics aggregator <-> [The VNF metrics aggregator collects metrics from the monitored targets and
VNF/VNFC/NFV-MANO/NF |aggregates the information.

VI
2 Operator <-> VNF metrics The Operator retrieves individual or aggregated information from the VNF
aggregator metrics aggregator including historical metrics data (e.g. past 24 hours) that is
available from this function.
Ends [Operator The Operator has received the relevant information.

when

4.3.5 Use case: VNF metrics analyser function

4351 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine. It is also assumed that there is aVNF metrics aggregator function (see use case
in clause 4.3.4) providing metrics collected from the VNFC instances, such as number of packets sent (network related
metrics) and number of active sessions (application related metrics) and VNF-associated metrics from different
NFV-MANO functional entities.

The goal of this use case is to describe a generic "VNF metrics analyser function” so that Operators can monitor the
health and performance of the system and individual VNF/VNFC instances. The VNF metrics analyser function can be
configured to send notifications based on e.g. statistical processing, abnormal behaviour detection, or threshold
crossing. In addition, due to its system wide view, the VNF metrics analyser function is able to, for example identify
performance issues that cannot be identified by monitoring single VNF/VNFC instances.

User storiesrelated to this use case are (not an exhaustive list):

e AnOperator can retrieve processed information from the VNF metrics analyser function on the performance
of individual instances, group of instances, and the overall system and can monitor the system.

. An Operator can get notifications from the VNF metrics analyser function, like abnormal behaviour detection
or athreshold being crossed and can take appropriate actions where needed.

ETSI



25 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

e  AnOperator can manage the VNF metrics analyser function, like configuring the analysis function, setting
thresholds, configuring the severity level of the notifications, etc.

The following clauses describe the use case of "V NF metrics analyser function” which isrelated to above user stories.
In the following descriptions, references to VNFs/VNFCs metrics exposure towards the VNF metrics aggregator
function implicitly and/or explicitly indicate metrics information about the VNF application as well.

435.2 Actors and roles

Table 4.3.5.2-1 describes the use case actors and roles.

Table 4.3.5.2-1: VNF metrics analyser function, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the VNF metrics aggregator and analyser functions.

2 OSS/BSS The entity that receives the request from the Operator to configure the VNF metrics analyser

function.

3 VNF/VNFC/NFV-MANO

The entities that expose VNF-specific metrics (e.g. number of active sessions, packets sent)
or VNF-associated metrics from NFV-MANO via an interface to the VNF metrics aggregator.

4 | VNF metrics aggregator

The entity that collects the metrics from the VNF/VNFC/NFV-MANO and exposes interfaces
towards the Operator. See use case in clause 4.3.4.

5 VNF metrics analyser |The entity that analyses the metrics provided by the VNF metrics aggregator and that can
notify the Operator via OSS/BSS.
6 Notification manager |The entity that handles (e.g. groups, deduplicate, routes) notifications (e.g. alerts) sent by
client applications and routes them to the Operator. See use case in clause 4.3.7.
4.35.3 Trigger

Table 4.3.5.3-1 describes the use case trigger.

Table 4.3.5.3-1: VNF metrics analyser function, trigger

Trigger Description

Operator is requesting via OSS/BSS the configuration of the VNF metrics analyser function.

4354 Pre-conditions

Table 4.3.5.4-1 describes the pre-conditions of this use case.

Table 4.3.5.4-1: VNF metrics analyser function, pre-conditions

Pre-condition Description

1 |VNF metrics aggregator function is instantiated and configured to collect metrics from the
VNF/VNFEC instances and VNF-associated metrics from NFV-MANO.

2 |VNF metrics analyser function is instantiated.

4355 Post-conditions

Table 4.3.5.5-1 describes the post-conditions of this use case.

Table 4.3.5.5-1: VNF metrics analyser function, post-conditions

# Post-condition Description

1 |[Operator has received a notification with
information related to an event observed by the
VNF metrics analyser function. The Operator
also has access to related metrics required to
troubleshoot the cause of the event.
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Operational Flows

Table 4.3.5.6-1 describes the base flow of this use case.

Table 4.3.5.6-1: VNF metrics analyser function, base flow

# Actor/Role Description
Begins |Operator -> The Operator configures via OSS/BSS the VNF metrics analyser to retrieve data from the
when [OSS/BSS -> VNF |VNF metrics aggregator and how to process it.
metrics analyser

1 VNF metrics The VNF metrics analyser retrieves data from the VNF metrics aggregator.
analyser <-> VNF
metrics
aggregator

2 VNF metrics The VNF metrics analyser processes and evaluates the data collected. For example, it
analyser detects an event, e.g. when the load on multiple VNF/VNFC is above a given threshold for

a given time period, analyses the data for abnormal behaviour, correlates events to identify
likely culprits, identifies possible performance issues affecting multiple instances, tries to
identify possible silent failures, etc.

3 VNF metrics The Analyser issues an alert notification with information related to the event to the
analyser -> Operator via OSS/BSS. Whether this notification is sent directly or via a Notification
(Notification manager is out of scope of this use case.
manager) ->
OSS/BSS ->
Operator

4 Operator <-> The Operator collects additional information from the VNF metrics analyser and/or VNF
VNF metrics metrics aggregator.
analyser,

Operator <->
VNF metrics
aggregator
Ends [Operator The Operator has received the relevant information.
when
4.3.6 Use case: Time function
4.3.6.1 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine.

The goal of this use caseis to describe a generic "Time function” that is ensuring the time synchronicity of multiple
VNFs and their VNFC with the master time server in the Operator's network. In case of any issues detected, the "Time
function" raises an aert and may also take appropriate actions, e.g. set the correct time in the VNFC/host. The function
will also provide logs for troubleshooting.

User storiesrelated to this use case are (not an exhaustive list):

An Operator can rely on the Time function, to ensure that the system time of all VNFs and their componentsis
synchronized, i.e. the time skew is kept within a certain boundary.

An Operator can use the Time function to configure the time protocol(s) used in the system, e.g. to configure
the time source and does not have to configure each host/VNFC separately.

An Operator can get alerts and logs from the Time function, and can troubleshoot and take appropriate actions
where needed. Thisincludes, e.g. logs collected from the slaves/clients about time skew observed, corrective
actions, and alerts if one of more of the master time server nodes are not reachable. The logs can be collected
and retrieved via corresponding responsible functions such as the "L og aggregator function".
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Figure 4.3.6.1-1: Example of relationship between entities involved in the Time function use case

The following clauses describe the use case of " Time function™ which is related to above user stories.

4.36.2 Actors and roles

Table 4.3.6.2-1 describes the use case actors and roles.

Table 4.3.6.2-1: Time function, actors and roles

# Actor Description
1 Operator A human being or an organization that operates the system and has enabled the Noatification
manager, Time function.
2 OSS/BSS The entity that receives the request from the Operator to configure the Time function.
3 Primary time (Group of) primary/master time server(s) running in the Operator network.
server(s) EXAMPLE: A stratum 1 NTP server.
4 Time function  |Time function, providing/managing a secondary/intermediate time server(s). The secondary
time servers are syncing with the primary/master time server(s).
EXAMPLE: The secondary time servers can be realized by a stratum 2 NTP server.
5 VNFC/host VNF component or host system running a time client. The VNFC/host will sync with
secondary/intermediate time server(s).
6 Notification The entity that handles (e.g. groups, deduplicate, routes) naotifications (e.g. alerts) sent by
manager client applications and routes them to the Operator. See use case in clause 4.3.7.
4.3.6.3 Time synchronization (base flow #1)
4.3.6.3.1 Introduction

In this base flow, the objective isto provision to the hosts’VNFCs a common secondary time synchronization server
provided by a Time function that isin turn synchronized with primary time servers(s).

4.3.6.3.2 Trigger

Table 4.3.6.3.2-1 describes the use case trigger.
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Table 4.3.6.3.2-1: Time function, trigger for base flow #1

Trigger Description
Operator is requesting via OSS/BSS the configuration of the Time function.

4.3.6.3.3 Pre-conditions

Table 4.3.6.3.3-1 describes the pre-conditions of this use case for base flow #1.

Table 4.3.6.3.3-1: Time function, pre-conditions for base flow #1

# Pre-condition Description
Notification manager is instantiated and configured.
2 |Time function is instantiated.

[EnY

4.3.6.3.4 Post-conditions

Table 4.3.6.3.4-1 describes the post-conditions of this use case for base flow #1.

Table 4.3.6.3.4-1: Time function, post-conditions for base flow #1

# Post-condition Description
1 [VNFC/hosts are in time sync with the secondary
time server.
4.3.6.3.5 Operational Flow #1

Table 4.3.6.3.5-1 describes the base flow #1 of this use case.

Table 4.3.6.3.5-1: Time function, base flow #1

# Actor/Role Description
Begins |Operator -> The Operator configures via OSS/BSS the Time function, e.g. information about the
when [OSS/BSS -> Primary time server.
Time function
1 Time function The Time function synchronizes its internal time with the Primary time server.
2 Time function -> |Each VNFC/host synchronizes its internal time with the configured Time function. This step
VNFC/host runs continuously, unless otherwise stated.
Ends |VNFC/host VNFCs/hosts are in time sync with the secondary time server within a certain acceptable
when skew.
4.3.6.4 Time re-synchronization after drift (base flow #2)
436.4.1 Introduction

In this base flow, the objective isto ensure that the Time function and the hosts’'\VV NFCs become again time
synchronized after adrift in time sync has been detected.

4.3.6.4.2 Trigger
Table 4.3.6.4.2-1 describes the use case trigger.

Table 4.3.6.4.2-1: Time function, trigger for base flow #2

Trigger Description
One of the secondary time servers has drifted by more than an Operator-
configured threshold of seconds.
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4.3.6.4.3 Pre-conditions

Table 4.3.6.4.3-1 describes the pre-conditions of this use case for base flow #2.

Table 4.3.6.4.3-1: Time function, pre-conditions for base flow #2

# Pre-condition Description
Time function and notification manager are instantiated and configured.
2 [Primary time server is available and in-sync with a reference clock.

[EnY

43.6.4.4 Post-conditions

Table 4.3.6.4.4-1 describes the post-conditions of this use case for base flow #2.

Table 4.3.6.4.4-1: Time function, post-conditions for base flow #2

# Post-condition Description
1 |The secondary time server is again within the allowed boundaries against
the primary time server(s).

2 |The Operator has received a notification from the time function related to
a secondary time server being out of sync, as well as a notification that
the situation is resolved. The Operator can also access logs related to the
situation in order to troubleshoot the problem, e.g. via the "Log
aggregator function".

4.3.6.4.5 Operational Flow #2

Table 4.3.6.4.5-1 describes the base flow #2 of this use case.

Table 4.3.6.4.5-1: Time function, base flow #2

# Actor/Role Description
Begins [Time function The Time function detects that one of the secondary time servers is out of sync by more
when than an allowed threshold of seconds.
1 Time function -> |The Time function sends a notification to the Operator.
(Notification See notes 1 and 3.
manager) ->
Operator
2 Time function The Time function will set the correct time in the secondary time server.

See notes 2 and 3.

3 Time function -> |Each VNFC/host continues synchronizing its internal time with the configured Time
VNFC/host function. In case a VNFC/host detects after the resetting of the time that its own time
information is out of sync by more than an allowed threshold of seconds, the Time function
will take the appropriate measures to set the correct time in the VNFC/host.

See notes 2 and 3.

4 Time function ->  |After the issue has been resolved, the Time function sends a notification to the Operator.

(Notification See notes 1 and 3.

manager) ->

Operator
Ends ([Operator The Operator has received notifications about the issue and can access additional logs
when that are available from the Time function, e.g. via the "Log aggregator function" (see also

note 3). All components are again in sync with the primary time server.

NOTE 1: Whether alerts are sent directly or via a Notification manager is out of scope of this use case.

NOTE 2: If setting the time is not possible, or any other situation occurs that the Time function cannot handle, the
issue would be escalated to the Operator.

NOTE 3: All events related to notifications, out-of-sync, re-synchronization, etc. are logged. For this, the Log
aggregator can be leveraged as described in clause 4.3.1.
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4.3.7 Use case: Notification manager function

4371 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine.

The goal of this use case isto describe a generic "Notification manager function" that is handling notifications, sent by
other VNF generic OAM functions, such as alerts. The function manages the notifications, e.g. deduplication, grouping,
and routing the notifications to the intended receiver, e.g. NFV-MANO, the Operator.

User stories related to this use case are (not an exhaustive list):

. An Operator or NFV-MANO can subscribe to retrieve notifications, like alerts, from the notification manager
function can receive immediate notifications, e.g. in case of performance issues or faults observed.

e AnOperator or NFV-MANO can subscribe to retrieve notifications from the Notification manager function
and does not have to subscribe to many different entities and avoid duplicate notifications.

. An Operator or NFV-MANO can use the Notification manager function and can manage the notifications
interesting to receive. Thisincludes, inhibiting or silencing notifications.

The following clauses describe the use case of "Notification manager function" which isrelated to above user stories.
4.3.7.2 Actors and roles
Table 4.3.7.2-1 describes the use case actors and roles.

Table 4.3.7.2-1: Notification manager function, actors and roles

# Actor Description
1 Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the VNF generic OAM and Notification manager functions.
2 OSS/BSS The entity that receives the request from the Operator to configure the Notification manager.
3 VNF generic A VNF generic OAM function.
OAM function  |EXAMPLE: VNF metrics analyser function. See use case in clause 4.3.5.
4 Notification The entity that handles (e.g. groups, deduplicate, routes) notifications (e.g. alerts) sent by
manager the VNF generic OAM function and routes them to NFV-MANO and the Operator.
5 NFV-MANO The entities that consume the notifications sent by the Notification Manager.
4.3.7.3 Trigger

Table 4.3.7.3-1 describes the use case trigger.

Table 4.3.7.3-1: Notification manager function, trigger

Trigger Description
Operator is requesting via OSS/BSS the configuration of the Notification
manager function.

437.4 Pre-conditions

Table 4.3.7.4-1 describes the pre-conditions of this use case.
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Table 4.3.7.4-1: Notification manager function, pre-conditions

Pre-condition Description
The VNF generic OAM function is instantiated and configured.
Notification manager function is instantiated.
NFV-MANO environment is operational.
NFV-MANO and the Operator are subscribed to receive
notifications from the Notification manager.

AN |H

4.3.7.5 Post-conditions

Table 4.3.7.5-1 describes the post-conditions of this use case.

Table 4.3.7.5-1: Notification manager function, post-conditions

# Post-condition Description
1 |NFV-MANO and the Operator have received a notification with information about an
event observed by the VNF generic OAM function.

4.3.7.6 Operational Flows

Table 4.3.7.6-1 describes the base flow of this use case.

Table 4.3.7.6-1: Notification manager function, base flow

# Actor/Role Description
Begins |[Operator <-> OSS/BSS <-> The Operator configures via OSS/BSS the Notification manager, e.g.
when [Notification manager information about the VNF generic OAM function.
1 VNF generic OAM function -> The VNF generic OAM function detects an event and sends a notification to
Notification manager the Notification manager.
2 Notification manager -> The Notification manager forwards the notification to NFV-MANO and the
NFV-MANO, Operator Operator.
Ends [NFV-MANO, Operator The Operator and NFV-MANO have received the relevant information.
when

4.3.8 Use case: Network configuration manager function

4381 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine. As part of this functionality the Network configuration manager function can
be used by NFV-MANO to establish the configurations described in the VLD and CPD declarative descriptors of the
VNF and other configuration provided at runtime (e.g. viainterfaces).

The goal of this use case isto describe a generic "Network configuration manager function" that is handling the
configuration of the external connectivity of VNFS/VNFCs.

In an example use case flow, the Network configuration manager function sets configuration information to disconnect
one or more external CPs of one VNF instance (VNF 1) from one PNF instance (PNF 1) and reconnects the CP(s) to
another PNF instance (PNF 2) asillustrated in Figure 4.3.8.1-1. This enables applying various types of network
configuration on VNF/VNFC instance in a consistent manner.

NOTE: Itisout of the scope of the present document to specify the types of network configuration that are
pushed from OSS/BSS or NFV-MANO towards the Network Configuration Manager.
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Figure 4.3.8.1-1: Example of relationship between entities
involved in the network configuration manager use case

User stories related to this use case are:

An Operator can request the Network configuration manager function to configure in a consistent manner both
the connectivity and the applications of the VNF/VNFC instances.

An Operator can change the configuration related to connection points of VNF instances in order to preserve
the communication of VNF/VVNFC instances when maintaining networks or VNF instances, e.g. hardware

replacement.

The following clauses describe the use case of "Network configuration manager function” which isrelated to above user

stories.

4.3.8.2

Actors and roles

Table 4.3.8.2-1 describes the use case actors and roles.

Table 4.3.8.2-1: Network configuration manager function, actors and roles

# Actor Description
1 |Operator A human being or an organization that operates the system and has enabled NFV-MANO
and the Network configuration manager.
2 |OSS/BSS The entity that receives request from the Operator to change external VNF connectivity.
3 [NFV-MANO The entities that receive request from the OSS/BSS to change external VNF connectivity and
manage the addition/deletion of external link ports of the VNF instance.
4  |Network The entity that manages the distribution of the target network configuration to the
configuration VNF/VNFC(s).
manager
5 |Traffic enforcer [The entity that blocks the traffic of VNFC instances.
function
6 [VNF/VNFC The entities that are configured by the Network Configuration Manager.
instance
4.3.8.3 Trigger

Table 4.3.8.3-1 describes the use case trigger.
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Table 4.3.8.3-1: Network configuration manager function, trigger

Trigger Description
Operator detects a changing service condition which requires network
configuration change of a VNF instance.

4.3.8.4 Pre-conditions

Table 4.3.8.4-1 describes the pre-conditions of this use case.

Table 4.3.8.4-1: Network configuration manager function, pre-conditions

# Pre-condition Description
1 |Network configuration manager is instantiated to configure VNF/VNFC instances.
2 [NFV-MANO environment is operational.
3 |VNEF instance is connected with another VNF/PNF instance via an old Virtual Link (VL).
4 |Traffic enforcer function is instantiated.
5 [Target Virtual Link (VL) is available but not yet configured to be used.
4.3.8.5 Post-conditions

Table 4.3.8.5-1 describes the post-conditions of this use case.

Table 4.3.8.5-1: Network configuration manager function, post-conditions

# Post-condition Description
1 |The VNF instance connects to a different VNF/PNF instance via the target
VL.

2 |Operator can monitor normality of service for new network configuration and
VL after changing service condition.

4.3.8.6 Operational Flows

Table 4.3.8.6-1 describes the base flow of this use case. In this base flow, a change external VNF connectivity request is
shown as an example of anetwork configuration applied by this VNF generic OAM function.

ETSI



34 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

Table 4.3.8.6-1: Network configuration manager function, base flow

# Actor/Role Description
Begins |Operator -> OSS/BSS Operator requests to OSS/BSS to change the network configuration of
when a particular VNF instance.
1 OSS/BSS -> NFV-MANO OSS/BSS sends NS update request to NFV-MANO to perform
external VNF connectivity change.
2 OSS/BSS -> Network If needed, OSS/BSS provides to the Network configuration manager
configuration manager additional network configuration to be applied, e.g. DNS, routing table
of load balancer.
3 NFV-MANO -> Network NFV-MANO sends request with new network configuration related to
configuration manager VNF/VNFC instances, e.g. segment identifier, IP address to Network
configuration manager.
4 Network configuration manager -> [Network configuration manager configures VNF/VNFC instance and
VNF/VNFC instance related network entities. See note.
5 Network configuration manager -> [Network configuration manager requests Traffic enforcer function to
(optional) [Traffic enforcer function block traffic towards old VL.
6 Traffic enforcer function -> Traffic enforcer function notifies the completion of traffic blocking to
(optional) |Network Configuration Manager Network Configuration manager.
7 Network configuration manager -> [Network configuration manager notifies to NFV-MANO or OSS/BSS
NFV-MANO or OSS/BSS about completion of network configuration.
8 NFV-MANO NFV-MANO changes connectivity by deleting link port of old VL and
adding link port of target VL.
9 NFV-MANO -> OSS/BSS -> NFV-MANO notifies to Operator via the OSS/BSS about completion of
Operator the NS update operation.
Ends Operator Operator has received all relevant information.
when
NOTE:  Network configuration manager needs to be able to recognize that requests originating according to step 2
and step 3 need to be applied consistently.
4.3.9 Use case: Upgrade VNF function
4.39.1 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine.

The goal of this use case isto describe a generic "Upgrade VNF function” that is handling in coordination with
NFV-MANO the software upgrade of VNF/VNFC instances in order to run with new software version and
configuration. The "Upgrade VNF function" is exposing interfaces towards VNF/VNFC instances, NFV-MANO and
other VNF generic OAM functions to enable and automate the actual upgrade process.

The Upgrade VNF function leverages and complements the existing NFV-MANO functionality regarding " Change
current VNF Package'. NFV-MANO isresponsible for e.g. handling the resource fulfilment and changes of the VNF,
while the Upgrade VNF function performs the upgrade coordination actions for the VNF itself, e.g. reusing or defining
new LCM coordination actions. In other words, the Upgrade VNF function assists in a generic way with upgrade tasks
on the VNF side (e.g. application configuration on new VNFC instances, applying new database schema, assisting on
the control of traffic of VNFC to be upgraded), while NFV-MANO ensures that the VNF virtualised resources are
(temporarily) added or removed and software images are distributed to the underlying platform (e.g. CIR for OS
container images).

User stories related to this use case are:

e  AnOperator can request the Upgrade VNF function to provide new service by upgrading to a new software
version and adding network connectivity to new type of VNF instance, e.g. update software of VNF/VNFC,
import new service name, import new certificate for other VNF in load balancer, setting configuration of CPin
load balancer, so that complexity on the Operator side can be reduced when providing a new service.

e AnOperator can request the Upgrade VNF function to enable an additional virtual resource of aVNFC
instance after VNF upgrading, e.g. enable adding CPU or memory, or adding or extending volume to use by
extending the storage size, to allow OAM functionalities (currently implemented as part of the VNF) be
moved to the upgrade VNF function to prepare for enabling cloud-native VNFs.
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An Operator can regquest Upgrade VNF function to coordinate updating VNFs to run with new software, e.g.
reference to software images (VM or OS container images), database schema change, application
configuration files so that the Operator can be relieved of such coordination tasks.

The following clauses describe the use case of "Upgrade VNF function” which is related to above user stories.

4.3.9.2

Actors and roles

Table 4.3.9.2-1 describes the use case actors and roles.

Table 4.3.9.2-1: Upgrade VNF function, actors and roles

# Actor Description
1 |Operator A human being or an organization that operates NFV-MANO and the Upgrade VNF
function.
2 [OSS/BSS The entity that receives the request from the Operator to upgrade VNF instances.
3  |Upgrade VNF The entity that provides configuration to VNF/VNFC instances and coordinates other
function application specific tasks during the upgrade.
4 |VNF/VNFC instances |The entities that are upgraded by the upgrade VNF function in coordination with
NFV-MANO.
5 |Traffic enforcer The entity that isolates the VNFCs to be upgraded during the upgrade process.
function
6 [Network The entity that changes connectivity of the VNF/VNFC instances during the upgrade
configuration process.
manager function
7 [NFV-MANO The entities that perform and apply the change current VNF Package operation.
4.3.9.3 Trigger

Table 4.3.9.3-1 describes the use case trigger.

Table 4.3.9.3-1: Upgrade VNF function, trigger

Trigger Description
OSS/BSS receives a request from the Operator to upgrade VNF/VNFC instance(s).
4.3.9.4 Pre-conditions
Table 4.3.9.4-1 describes the pre-conditions of this use case.
Table 4.3.9.4-1: Upgrade VNF function, pre-conditions
# Pre-condition Description
1 Upgrade VNF function is instantiated.
2 [Traffic enforcer function is instantiated.
3 |[Network configuration manager function is instantiated.
4 INFV-MANO environment is operational.
5 |VNF/VNFC instances run with an old version.
6 |A new VNF Package is available with the new version but is not yet
onboarded.
4.3.95 Post-conditions

Table 4.3.9.5-1 describes the post-conditions of this use case.
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Table 4.3.9.5-1: Upgrade VNF function, post-conditions

Post-condition Description

1 The VNF/VNFC instances run with new version.

N

NFV-MANO manages VNF/VNFC instances with new version.

3 Operator can monitor normality of service after this upgrade process.

4.3.9.6

Operational Flows

Table 4.3.9.6-1 describes the base flow of this use case.

Table 4.3.9.6-1: Upgrade VNF function, base flow

# Actor/Role Description
Begins |Operator -> Operator requests OSS/BSS to update/upgrade VNF/VNFC instances.
when OSS/BSS

1 OSS/BSS <-> |OSS/BSS onboards a VNF Package with new file(s). The VNF Package might include
NFV-MANO the reference to software images (VM or OS container images), and some configuration

files.

2 OSS/BSS -> OSS/BSS sends request to change current VNF Package to NFV-MANO as described as
NFV-MANO part of the "Update NS operation" in clause 7.3.5 of ETSI GS NFV-IFA 013 [i.9].

3 NFV-MANO NFV-MANO starts executing the change current VNF Package operation as described as

part of the "Change current VNF package operation" in clause 7.2.23 of ETSI

GS NFV-IFA 007 [i.10]. NFV-MANO processes the onboarded VNF Package (including
the target VNFD). The interactions of changing current VNF Package, granting and
resource changes take place as described in steps 2 to 11 in the procedure documented
in clause B.3.2 of ETSI GS NFV-IFA 007 [i.10]. Looping for the various modification
processes can start as illustrated before step 11 of the referred procedure.

4 NFV-MANO <-> [If the modification process includes coordination actions of the VNFM with the VNF or
Upgrade VNF  |EM (as supported by the Upgrade VNF function), this is triggered according to the steps
function 12 of the procedure in clause B.3.2 of ETSI GS NFV-IFA 007 [i.10].

5 NFV-MANO <-> |The processing of coordination actions and changes starts as indicated in step 13 of the
Upgrade VNF  |procedure in clause B.3.2 of ETSI GS NFV-IFA 007 [i.10]. If necessary, as part of the
function present coordination action, relevant files which are needed to assist with upgrade tasks

on the VNF side and that are to be processed during the modification process and
coordination actions (e.g. new database schema, additional executables for the VNF) are
provisioned to the Upgrade VNF function. See note 1.

The following steps 6 to 9 describe the actions that the VNF upgrade function can
perform as part of the triggered coordination action and are thus regarded as inner sub-
steps of the step 13 of the procedure in clause B.3.2 of ETSI GS NFV-IFA 007 [i.10].

6 Upgrade VNF  |Upgrade VNF function sends request to Traffic enforcer function to isolate particular
function <-> VNFC instances. See note 2.

Traffic enforcer
function

7 Upgrade VNF Upgrade VNF function installs new file(s) to the VNFC instances that had been isolated in
function <-> step 6 and/or configures resources related to the VNF, e.g. configures a database.
VNFC
instances

8 Upgrade VNF  |Upgrade VNF function sends a request to Traffic enforcer function to activate the VNFC
function <-> instances that had received the new file(s) and/or configuration in step 7.

Traffic enforcer
function

9 Upgrade VNF  |Upgrade VNF function observes the normality of VNFC instances running with new file
function <-> for certain amount of time.

VNFC
instances
Repeat steps 6 to 9 of the present flow for the remaining VNFC instances, if any.

10 Upgrade VNF  |Upgrade VNF function notifies back to NFV-MANO about the completion of the
function coordination action following step 14 of the procedure in clause B.3.2 of ETSI
-> NFV-MANO |GS NFV-IFA 007 [i.10].

Repeat steps 4 to 10 of the present flow as needed depending on the modification
process and as indicated by the loop of steps 11 to 17 in the procedure in clause B.3.2 of
ETSI GS NFV-IFA 007 [i.10].

ETSI




37 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

# Actor/Role Description
11 NFV-MANO -> |NFV-MANO performs the remaining steps of change current VNF package operation and
OSS/BSS notifies back to OSS/BSS about the result of the operation.

If there was abnormality observed in steps 4 to 9 of the present flow, appropriate
information is provided to OSS/BSS to support the decision making about whether a roll
back should be initiated.

12 OSS/BSS or OSS/BSS or Upgrade VNF function sends request to Network configuration manager to
(optional) |Upgrade VNF  |add network configuration, if new VNF Package which OSS/BSS had onboarded required

function <-> to add a new network in step 1.
Network
configuration
manager

13 Network Network configuration manager notifies to OSS/BSS about the completion of the network

(optional) [configuration configuration request.

manager ->
OSS/BSS

14 OSS/BSS -> OSS/BSS notifies to Operator about the completion of the update/upgrade request.
Operator

Ends Operator Operator has received the relevant information.

when
NOTE 1: The provisioning of the necessary files to the VNF upgrade function could be either done by the VNFM
"pushing"” the files to the VNF upgrade function, or the VNF upgrade function "pulling" them from the VNFM.
NOTE 2: The number of VNFCs to be isolated will be limited to ensure that the service is kept running normally, e.g.
keep up a certain redundancy of the VNFC instances.

4.3.10 Use case: VNF configuration manager function

4.3.10.1 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine.

The goal of this use case is to describe a generic "V NF configuration manager function” that is handling changes to the
configuration of aVNF/VNFC.

In an example use case flow, the VNF configuration manager function sets configuration information to one or more
VNF/VNFC instances. This enables applying various types of configuration on VNF/VNFC instance in a consistent
manner.

The VNF/VNFC configuration that can be set via this VNF configuration manager, is configuration that istypically set
by the Operator or an administrator, e.g. NFV-MANO-related configurations, certain application-related thresholds, etc.

NOTE 1: Itisout of the scope of the present document to specify the specific types of configuration that can be
pushed from OSS/BSS to the VNF/VNFC instances via the VNF Configuration Manager.

User storiesrelated to this use case are:

e AnOperator can request the VNF configuration manager function to configure in a consistent manner both the
VNF/VNFC instances as seen from NFV-MANO as well as the application related configuration of the
VNF/VNFC instances, and does not have to be involved in the distribution of the target configuration setting
as well asthe preparation (e.g. create backup) and postprocessing actions (e.g. verify/test the new
configuration).

. NFV-MANO can query for configuration records stored by the VNF configuration manager and reapply the
same configuration to new VNF/VNFC instances.

NOTE 2: The VNF configuration manager does not understand the semantics of the configuration that are pushed
to the VNF/VNFC instances.

The following clauses describe the use case of "V NF configuration manager function™ which is related to above user
stories.
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Table 4.3.10.2-1: VNF configuration manager function, actors and roles

# Actor Description

1 |[Operator A human being or an organization that operates the system and has enabled NFV-MANO

and the VNF configuration manager.

2 |OSS/BSS The entity that receives request from the Operator to change the configuration of the

VNF/VNEC(s).

3 |VNF The entity that manages the distribution of the target configuration to the VNF/VNFC(s). This
configuration can include preparation (e.g. create backup) and postprocessing actions (e.g. verify/test the
manager new configuration).

4 |[VNF/VNFC The entities that are configured by the VNF configuration manager.
instances

4.3.10.3 Trigger

Table 4.3.10.3-1 describes the use case trigger.

Table 4.3.10.3-1: VNF configuration manager function, trigger

Trigger

Description

VNF configuration manager receives from the Operator a request to change the
configuration of a particular VNF/VNFC instance.

4.3.10.4 Pre-conditions

Table 4.3.10.4-1 describes the pre-conditions of this use case.

Table 4.3.10.4-1: VNF configuration manager function, pre-conditions

Pre-condition

Description

instances.

1 [VNF configuration manager is instantiated to configure VNF/VNFC

2 NFV-MANO environment is operational.

available.

3 |Target configuration to be distributed to the VNF/VNFC instances is

4.3.10.5 Post-conditions

Table 4.3.10.5-1 describes the post-conditions of this use case.
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Table 4.3.10.5-1: VNF configuration manager function, post-conditions

Post-condition

Description

1 |The VNF/VNFC instances have successfully
been configured with the target configuration,
and the system condition has been checked

after the modification of the configuration.

2 |The VNF configuration manager has stored a
copy of the current VNF configuration and the
previous VNF configuration.

A copy of the current VNF configuration is stored in order to
e.g. re-apply the configuration to the instance in the future or
for troubleshooting purposes. A copy of the previous VNF
configuration is stored, e.g. for troubleshooting or to go back
to the previous configuration in case setting the new
configuration leads to an issue. The VNF configuration may
also store more historical VNF configuration records for
troubleshooting purposes.

3 |Operator can monitor normality of service with
the new configuration.

4.3.10.6

Operational Flows

Table 4.3.10.6-1 describes the base flow of this use case.

Table 4.3.10.6-1: VNF configuration manager function, base flow

# Actor/Role Description
Begins |Operator -> Operator has identified a new configuration to be pushed to selected VNF/VNFC
when |OSS/BSS instance(s) and requests to OSS/BSS to change the configuration of those one or more
VNF/VNFC instance(s).

1 OSS/BSS -> OSS/BSS sends a request with the new VNF/VNFC configuration to the VNF
VNF configuration manager. The request includes the new configuration data as well as the
configuration target VNF/VNFC instance(s). The request can also include information to be used to
manager verify/test the new configuration. The request can further include multiple configuration

data along with information about which information should be set to which of the
VNF/VNFC instances (e.g. based on a filter).

2 VNF VNF configuration manager checks the system condition (e.g. state of the VNF, ongoing
configuration VNF LCM operation, etc.) based on the information provided by the OSS/BSS to ensure
manager that the system and the VNF/VNFC instances are ready to receive the new configuration.

3 VNF VNF configuration manager reads the current configuration of the target VNF/VNFC
configuration instances, e.g. to create a backup of the configuration data, to check if the configuration
manager <-> is already up-to-date, etc. To check if the configuration is already up-to-date, the VNF
VNF/VNFC configuration manager can compare (string comparison) the set of parameter and values
instances (e.g. key value pairs) read from the current configuration with those that are expected to

be configured. The VNF configuration manager also verifies if the target configuration is
writeable, or whether the configuration is read-only.

4 VNF VNF configuration manager applies the target configuration to the target VNF/VNFC
configuration instance(s).
manager ->
VNF/VNFC
instances

5 VNF VNF configuration manager checks the configuration after the change in order to ensure
configuration that the configuration has been correctly set. Checking the configuration can be
manager <-> performed as indicated in step 3 with string comparison of parameter-value sets.
VNF/VNFC
instances
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# Actor/Role Description
6 VNF VNF configuration manager tests/verifies the modified VNF/VNFC instances based on the
configuration information/instructions provided by the OSS/BSS in the request.
manager <->
VNF/VNFC
instances
7 VNF VNF configuration manager notifies to OSS/BSS about the completion of the VNF
configuration configuration request.
manager ->
0OSS/BSS
8 OSS/BSS -> OSS/BSS notifies to Operator about the completion of the change VNF configuration
Operator request.
Ends [Operator Operator has received the relevant information.
when

4.3.11 Use case: VNF testing manager

43111 Introduction

In the present use case, it is assumed that the VNF is composed of VNFCs and each VNFC is deployed on a group of
OS containers[i.2] or avirtual machine.

The goal of this clause isto describe a generic "VNF testing manager”. The VNF testing manager can be used to
support multilayer testing functionalities up to the application layer related to VNF and NFV-MANO operations:

e  Anoperator can request the VNF testing manager to support connectivity testing between VNFC instances or
between VNFC instances and other entities (e.g. storage devices, DNS, gateway systems, etc.). Examples of
connectivity testing operations are configuring and triggering a connectivity test and collection of connectivity
testing results. Besides reachability tests, connectivity tests can be also related to QoS measurements (e.g. link
load and congestion levels, packet loss, etc.).

When testing is performed in avirtualized environment, multiple different dimensions can be considered. For example:
. Connectivity testing considering the underlay network and/or the overlay network.
. Different sending and receiving entities like VNF-to-VNF, VNFC-to-gateway, Node-to-Node, etc.
. Different virtualization technologies (e.g. VM-based, contai ner-based).

In the case of connectivity testing, the VNF testing manager is the entity which is used to configure the test, start the
test and also collect the result of the connectivity test.

The following assumptions are considered regarding the operation of the VNF generic OAM function VNF testing
manager. The VNF testing manager:

. exposes a testing management interface in the northbound which can be consumed by authorized consumers
(NFV-MANO, OSS, etc.);

. depending on the test the VNF testing manager, can receive relevant instructions (e.g. configuration of the test,
test report collection etc.);

. interacts with all the appropriate entities management systems to support the actual configuration of the test,
execution of the test and resultsretrieval;

. dynamically identifies endpoints used for the test (e.g. IP addresses, Ports, FQDN, URI or other);

e trandatesareceived (sub-)test specification to actions (e.g. which tools to use and which configuration) for the
test;

. can cover testing for one or more layers of the protocol stack; and

. asaVNF generic OAM function, it can interact with NFV-MANO entities, OSS, NFVI, VNFs and other
functions (e.g. MDAF) to support the execution of the test.
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See clause 4.4.1.4 for a use case description related to Intra-NFV1-Pop connectivity testing and clause 4.4.1.5 for ause
case description related to Inter-NFV1-Pop connectivity testing.

4.3.12 Use case: Policy Management for VNF Generic OAM Functions

4312.1 Introduction

Besides MDA and Intent management, automation management in ETSI NFV is closely related to policy management.
ETSI GR NFV-IFA 023 [i.21] describes use cases related to policy management, provides examples of mapping PF and
PAP to NFVMANO FBs and categorizes the types of NFV-MANO policy. A PAP defines policies, and a PF evaluates
policies and executes the policy decisions (policy enforcement). An information model for NFV-MANO policiesis
specified in ETSI GSNFV-IFA 048 [i.17]. In NFV-MANO, each FB (e.g. NFVO) exposes a Policy management
interface. In ETSI GS NFV-SOL 012 [i.22] RESTful protocol and data models fulfilling the requirements related to
policy managements interfaces are specified. ETSI GS NFV-SOL 012 [i.22] regards a policy as an artefact.

In this use case a VNF generic OAM function called Policy Agent (PA) is exposing a Policy management interface and
can receive policies for itself but also for any VNF and any other VNF Generic OAM function. In both cases thissingle
VNF generic OAM function is responsible to perform the relevant PF operations.

Regarding the operations of the Policy Agent, the following assumptions are considered:
. The Policy Agent is exposing a policy management interface in the northbound.

. No restriction isimposed on the entity which is acting asa PAP and can interact with the Policy Agent to
convey the policy.

e ThePolicy Agent is acting as a PF for policies targeting itself.

. The Policy Agent is acting as a PF for policies targeting other VNF generic OAM functions. Based on the
policy enforcement the appropriate interactions are made with other VNF Generic OAM functions.

e  ThePolicy Agent can act as a PF for policies targeting VNFs consuming the generic OAM functions.

e  ThePolicy Agent can directly interact with OSS, NFV-MANO, VNF generic OAM functions, VNFs and other
functions (e.g. MDAF).

e  The present use case precludes that other VNF generic OAM functions expose a Policy management interface.

In the example scenario, the Policy Agent is used to enforce apolicy related to the Traffic Enforcer VNF generic OAM
function, see Figure 4.3.12.1-1. The operator is acting as a PAP and the Policy Agent asa PF. Linesin Figure 4.3.12.1-1
represent points of interaction assumed in the use case. The interactions between NFV-MANO and OSS etc. are not
depicted for the sake of simplicity.

(O8N

VNF metrics

VNFs - . [ MANO

Figure 4.3.12.1-1: Policy transferring and policy enforcement through the Policy Agent
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43122 Actors and roles

Table 4.3.12.2-1 describes the use case actors and roles.
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Table 4.3.12.2-1: Policy Agent function, actors and roles

# Actor Description

1 |Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the VNF generic OAM functions and the Policy agent. It acts as a PAP.

2 |OSS/BSS The entity that receives the request from the Operator to configure the VNF generic OAM
functions. It conveys the policy to the Policy agent.

3 |Policy Agent The entity responsible for parsing a policy from OSS/BSS and perform PF related
operations.

4 |Traffic enforcer [The entity that blocks and reroutes the traffic of VNFC instances via NFV-MANO based on
Operator requests.

4.3.12.3 Trigger

Table 4.3.12.3-1 describes how the operational flow for this use case istriggered.

Table 4.3.12.3-1: Policy agent function, trigger

Trigger Description
Operator requests via OSS/BSS to apply a policy related to the Traffic Enforcer.
4.3.12.4 Pre-conditions
Table 4.3.12.4-1 describes the pre-conditions of this use case.
Table 4.3.12.4-1: Policy agent function, pre-conditions
# Pre-condition Description
1 [VNF generic OAM functions (i.e. Policy Agent and Traffic Enforcer) are operational.
2 NFV-MANO and VNF/VNFC instances are operational.
3 [The Policy Agent is exposing a Policy management interface towards OSS.
4.3.12.5 Post-conditions
Table 4.3.12.5-1 describes the post-conditions of this use case.
Table 4.3.12.5-1: Policy agent function, post-conditions
# Post-condition Description

Enforcer VNF Generic OAM function.

1 |A policy has been enforced by the Policy Agent function related to the Traffic

enforcement.

2 |The operator has received the status of the policy transfer and the policy

4.3.12.6 Operational Flows

Table 4.3.12.6-1 describes the base flow of this use case.
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Table 4.3.12.6-1: Policy agent function, base flow

# Actor/Role Description
1 Operator -> Operator is requesting via OSS/BSS to covey and apply a policy related to the
OSS/BSS Traffic Enforcer (e.qg. restrict traffic to a specific set of VNFCs during an upgrade).
2 OSS/BSS -> Policy |OSS/BSS passes the policy to the Policy Agent through a Policy management
Agent interface exposed by the Policy Agent. See note 1.
3 Policy Agent -> The Policy Agent returns the result of the policy transfer request to the Operator via
OSS/BSS -> OSS/BSS.
Operator
4 Policy Agent -> The Policy Agent is acting as a PF and is responsible for the policy enforcement of
Traffic Enforcer the traffic change operation (e.g. restricting traffic to a specific set of VNFCs). For
this, the Policy Agent subscribes to notifications related to events performed by
corresponding VNF generic OAM functions. See notes 2, 3 and 4.
5 Policy Agent -> The Policy Agent informs the operator through OSS/BSS about the enforcement of
OSS/BSS -> the policy. See note 2.
Operator

NOTE 1: The appropriate identifiers are used in the request, to identify the VNF Generic OAM function the policy
targets.

NOTE 2: Notification between entities can be sent through the Notification manager VNF generic OAM function.

NOTE 3: PF operations executed by the Policy agent are not tailored to as specific solution (e.g. the use of a specific
interface or mechanism) and different ways can be considered on how policies are enforced.

NOTE 4: The Policy agent only enforces the policy, and if some further execution based on derived actions is needed,
those executions are performed by other entities using existing interfaces. The Policy agent can resolve
conflicts of the policies he executes, but it cannot resolve conflicts of policies executed by other entities.

4.4 Use cases related to additional functionalities of VNF

generic OAM functions

4.4.1 Use cases: Management aspects of VNF connectivity

4411 Introduction

A service mesh can be understood as a -service-aware communication layer used to handle inter service
communication. Examples of service mesh frameworks are | stio®/ Envoy® and linkerd®. Their realization typically
involves a centralized control plane and distributed data plane elements, supporting the following basic principles of
operation:

NOTE 1: Istio® isaregistered trademark of The Linux Foundation in the United States and/or other countries.
NOTE 2: Envoy® isaregistered trademark of The Linux Foundation in the United States and/or other countries.
NOTE 3: Linkerd® isaregistered trademark of The Linux Foundation in the United States and/or other countries.

. On the data plane, on behalf of each service all communication aspects (inbound and outbound) are delegated
to adata plane element acting as an intelligent proxy used to perform operations like health checking, traffic
steering and metrics exposure.

. On the control plane a centralized control entity is used to configure the data plane elements and perform
operations like service discovery, certificate management and metrics collection for each service.

In OS container-based deployments, data plane elements are often deployed as a user space process running in an OS
container within the same set of OS container(s) as the actual service. As an example, this deployment option is also
known as a sidecar proxy , in the case of Kubernetes®. Another deployment option consists in deploying data plane
elementsin the kernel space in the form an eBPF (Extended Berkeley Packet Filter) program or as a combination of
both alight sidecar proxy and an eBPF program.In ETSI GR NFV-1FA 037 [i.12], Solution #2D is described regarding
container-based VNFs with service mesh "sidecars' support, considering the use of a Service Communication Proxy
(SCP). According to ETSI TS 123 501 [i.14], an SCP isresponsible for forwarding and routing to destination NF/NF
service and perfectly aligns with service mesh principles of operation.
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For the sidecar proxy association with aVNF, in ETSI GR NFV-IFA 037 [i.12], two options are considered:

. Option A: The VNF Package, besides the application related files, also includes and/or refersto the related OS
container software images of the sidecar proxy:

- In case the proxy is deployed as an OS container, a reference can be included in the swlmageDesc
attribute of the VNFD according to ETSI GSNFV-IFA 011 [i.15].

e  Option B: The VNF Package of the VNF does not refer to specific software images for the sidecar proxy. In
that case NFV-MANO would be responsible for the association of the VNF with the corresponding sidecar
proxy:

- In this case, association management is made on the NSD level, either with VNF as aform of the service
mesh, or as new capabilities of the NS VL construct.Similar options can be envisioned when the data
plane element is an eBPF program.In Kubernetes® the case of deploying sidecar proxies using CRDsis
also possible (for example an envoy proxy can be installed as sidecar container). However, management
of CRDsis not yet supported by the ETSI NFV framework. See Challenge #C.2 CRDsin ETSI NFV in
ETSI GR NFV-IFA 046 [i.13] and Solution SOL-C2-1 (CRDs for containerized NFs) in the same
referenced document for a possible remedy.

In the following use cases, it is described how the VNF generic OAM functions framework can be used to support
operations related to connectivity between the different VNFs'VNFCs which are part of the service mesh.

For al the following use cases, it is considered that irrelevant of which solution is adopted for the data plane elements
association with the VNF, this element is available and responsible for all the inbound and outbound traffic handling on
behalf of the VNF/VNFCs.

4.4.1.2 Use case: Add VNF to the service mesh and establish connectivity using the
Network Configuration Manager Function

441.2.1 Introduction

This use case is about adding a VNF to a service mesh. It is assumed that both the VNF and the associated data plane
element are deployed and instantiated and the overall service mesh system and its control plane are operational.

VNF is composed of VNFCs and each VNFC is deployed on agroup of OS containers or avirtual machine.

44122 Actors and roles

Table 4.4.1.2.2-1 describes the use case actors and roles.

Table 4.4.1.2.2-1: Add VNF to the service mesh and establish connectivity, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system including the NFV-MANO
functional entities, the VNFs, the VNF generic OAM functions, the underlying infrastructure
and the service mesh.

2 0OSS/BSS The entity instantiating and managing the VNF, through NFV-MANO. It also able to manage
the service mesh. See note 1.
3 VNF/VNFC The entities hosting the NF application, and which are associated with a service mesh data

plane element .

4 | Service Mesh Control [The VNF entity hosting the service mesh control plane. It interacts with the service mesh

VNF data plane element through the Network Configuration manager to configure routing and
managing traffic. Configuration is also about handling redirection of traffic and changing path
to different VNFC.

5 NFV-MANO The entity instantiating and managing the VNFs. See note 2.
6 | Network configuration |The entity that manages the distribution of the target network configuration to the
manager VNF/VNFC(s).
NOTE 1: The mechanisms by which OSS is able to manage the service mesh are out of scope of this use case
description.

NOTE 2: In case the service mesh control plane is deployed as a VNF, like also the service mesh data plane element are
deployed as VNF containers, these are also managed by NFV-MANO.
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44123 Trigger

Table 4.4.1.2.3-1 describes how the operational flow for this use case istriggered.

Table 4.4.1.2.3-1: Add VNF to the service mesh and establish connectivity, trigger

Trigger Description
Operator is requesting to add the VNF in service mesh.

44124 Pre-conditions

Table 4.4.1.2.4-1 describes the pre-conditions of this use case.

Table 4.4.1.2.4-1: Add VNF to the service mesh and establish connectivity, pre-conditions

Pre-condition Description
Service mesh system is operational.
NFV-MANO environment is operational.
The necessary VNF generic OAM functions (e.g. VNF network
configuration manager) are operational.
4  |VNF Package is onboarded and the VNF instance to be connected |Both VNF based and container based are
to the service mesh is available. supported.

W[N |- H

44125 Post-conditions

Table 4.4.1.2.5-1 describes the post-conditions of this use case.

Table 4.4.1.2.5-1: Add VNF to the service mesh and establish connectivity, post-conditions

# Post-condition Description
1 |The VNF is added in service mesh.

2 |VNF traffic rules are configured in the service
mesh. The network traffic management in VNFC
work as intended by the service mesh control
plane.

44.1.2.6 Operational Flows

Table 4.4.1.2.6-1 describes the base flow of this use case.

Table 4.4.1.2.6-1: Add VNF to the service mesh and establish connectivity, base flow

# Actor/Role Description

1 Operator -> Operator is triggering to add a VNF in the service mesh.
OSS/BSS

2 0OSS/BSS-> Network |OSS/BSS instructs the Network configuration manager to prepare the network at
configuration the service mesh data plane element (IP addressing, namespaces etc.).
manager

3 Network The network configuration is pushed to the service mesh data plane element.
configuration
manager

4 Service Mesh After the network is configured (with appropriate IP addresses and namespaces
Control VNF etc.) the service mesh control plane can automatically detect and add the VNF in

the service mesh.
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44.1.3 Use case: Update network configuration in a Service mesh

44.13.1 Introduction

This use case is about updating network configuration for VNFs/VNFCs which are part of a service mesh. It is assumed
that the overall service mesh system (data plane and control plane) is operational and VNFs are deployed, instantiated
and added in the service mesh. The VNF is composed of VNFCs and each VNFC is deployed on a group of OS
containers or avirtual machine.

441.3.2 Actors and roles

Table 4.4.1.3.2-1 describes the use case actors and roles.

Table 4.4.1.3.2-1: Update network configuration in a Service mesh, actors and roles

# Actor Description

1 Operator A human being or an organization that operates the system including the NFV-MANO
functional entities, the VNFs, the VNF generic OAM functions, the underlying infrastructure
and the service mesh.

2 OSS/BSS The entity instantiating and managing the VNF through NFV-MANO. It also able to manage
service mesh. See note 1.

3 VNF/VNFC The entities hosting the NF application, and which are associated with a service mesh data
plane element .

4 Service mesh control  |The VNF entity hosting the service mesh control plane. It interacts with the service mesh

VNF data plane element through the Network configuration manager to configure routing and

managing traffic. Configuration is also about handling redirection of traffic and changing path
to different VNFC.

5 NFV-MANO The entity instantiating and managing the VNFs. See note 2.

6 VNF Metrics aggregator |The entity that collects the metrics from the VNF/VNFC/NFV-MANO/NFVI and exposes

interfaces towards the Operator or delegated entities (e.g. NFVO).

NOTE 1: The mechanisms by which OSS is able to manage the service mesh are out of scope of this use case description.
NOTE 2: In case the service mesh control plane is deployed as a VNF, like also the service mesh data plane elements are

deployed as VNF containers, these are also managed by NFV-MANO.

44133 Trigger

Table 4.4.1.3.3-1 describes how the operational flow for this use case is triggered.

Table 4.4.1.3.3-1: Update network configuration in a Service mesh, trigger

Trigger Description
Operator is requesting to update network configuration for a VNF which is part
of the service mesh.

44134 Pre-conditions

Table 4.4.1.3.4-1 describes the pre-conditions of this use case.

Table 4.4.1.3.4-1: Update network configuration in a Service mesh, pre-conditions

# Pre-condition Description
1 |Service mesh system is operational.
2 [NFV-MANO environment is operational.
3 |The necessary VNF generic OAM functions (e.g. VNF network configuration manager)
are operational.
4 |The VNF/VNFCs are operational and already part of the service mesh.
44135 Post-conditions

Table 4.4.1.3.5-1 describes the post-conditions of this use case.
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Table 4.4.1.3.5-1: Update network configuration in a Service mesh, post-conditions

# Post-condition Description
1 |The network configuration for the VNF is updated in service mesh and the
network is operational.

4.4.1.3.6 Operational Flows

Table 4.4.1.3.6-1 describes the base flow of this use case.

Table 4.4.1.3.6-1: Update network configuration in a Service mesh, base flow

# Actor/Role Description

1 Operator -> Operator is triggering to update a VNF network configuration in the service mesh.
0OSS/BSS

2 OSS/BSS - Service |OSS/BSS send request to service mesh control plane to update the network

Mesh Control VNF configuration at the service mesh of a VNF for application related traffic (IP
addressing, namespaces, gateway, DNS name, alert settings etc.).

3 Service Mesh The network configuration is updated in service mesh.
Control VNF-> NFV-
MANO

4 VNF Metrics The VNF Metrics aggregator continues to collect metrics from the newly updated
aggregator interface and send metrics to authorized consumers (e.g. NFV-MANO, VNF generic

OAM functions, OSS etc). See note.
NOTE: Different means can be used to inform the VNF metrics aggregator about the identification of the interface
(e.g. IP address, DNS gateway etc.).

4.4.1.4 Use case: Intra-NFVI-PoP network connectivity testing

44141 Introduction
Connectivity testing comprises two main cases.
a) testing reachability between a sender and areceiver; and
b) testing the quality of communication by means of QoS related metrics.

In both cases multilayer analysisistypically applied, since in case of a problematic communication many different
causes can be considered (e.g. anode isdown, aport is down, avirtual interface is down, there is congestion in the
network, etc.).

Another dimension is about the network coverage the testing is about, and two main cases can aso be considered:

- Next hop reachability: from the end node perspective this is about testing connectivity with the access network
device. For intermediate network devices thisis about testing connectivity with the adjacent network devices
(e.g. switches, routers etc.). Usually considers L1/L2 connectivity testing (e.g. LLDP based) or L3 testing (e.g.
| CMP messages).

- End-to-end connectivity: is about multi-layer testing regarding the communication between the sender and the
receiver. Regarding QoS analysis sophisticated tools can be used related to network telemetry and Deep Packet
Inspection (DPI). Besides |CM P messaging tools like tcpdump, Wireshark® etc. are widely used to analyse the
end-to-end flows.

This use case is about the way VNF generic OAM functions can be used to support network connectivity testing for
VNFs/VNFCs. The scenario described is related to on-demand testing driven by the operator or NFV-MANO
management entities or VNF generic OAM functions during or after VNF onboarding. The mechanisms described are
applicable also in the case of the VNF being part of the service mesh. In that case the scenario can be built upon use
case "Add VNF to the service mesh and establish connectivity" described in clause 4.4.1.2. The mechanisms by which
OSS/BSS is able to manage the service mesh are out of scope of this use case description.
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From a VNF/VNFC point of view, connectivity testing aspects to consider are the following:

which layer the test is about (e.g. application layer, IP, etc.);
which network coverage is considered (e.g. sender to the next hop or to a gateway or to the final receiver);
how the test is configured and started; and

how the relevant metrics and logs are collected and reported.

The following assumptions are considered:

A VNF is composed of VNFCs and each VNFC is deployed on a group of OS containers or a virtual machine.

If service mesh-based communications are used, the overall service mesh system (data plane and control
plane) is operational and is within the NFV1-PoP boundaries.

Network testing is about data-plane connectivity related to non-management traffic (e.g. VNFC-to-VNFC,
VNF-to-VNF, VNF-to-NFVI PoP gateway, VNFC-to-DNS server, €etc).

The connectivity test is managed by the VNF generic OAM function VNF testing manager introduced in
clause 4.3.11.

The network test can be triggered on-demand or automatically due to aVVNF LCM operation.

The network test can be triggered by the operator or NFV-MANO management entities or VNF generic OAM
functions.

The network test can be triggered during or after VNF instantiation on the NFV system.

For the case of service mesh, the network test can be triggered during the process of establishing the
connectivity of the VNF instance to the service mesh, or after VNF instance is already connected.

In the following description the actors, pre-conditions, post-conditions and flow are described for the case where the
connectivity test isissued by the operator after the VNF has been instantiated (i.e. the relevant CPs have been
successfully configured). The description is about testing within the NFV1-PoP boundaries.

441.4.2 Actors and roles

Table 4.4.1.4.2-1 describes the use case actors and roles.

Table 4.4.1.4.2-1: Intra-NFVI-PoP network connectivity testing, actors and roles

# Actor Description

1 ([Operator A human being or an organization that operates the system including the NFV-MANO
functional entities, the VNFs, the VNF generic OAM functions, the underlying infrastructure.
Is also the entity which triggers the connectivity test.

2 |OSS/BSS The entity instantiating and managing the VNF through NFV-MANO and through VNF
generic OAM functions.

3 [VNF/VNFC The entities hosting the NF application, whose communication and interconnectivity is about
to be tested.

4  [NFV-MANO The entity instantiating and managing the VNFs.

56 [VNF testing manager |The entity which configures and starts the connectivity tests. See clause 4.3.11 for a
description of the VNF testing manager.

44143 Trigger

Table 4.4.1.4.3-1 describes how the operational flow for this use case is triggered.
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Table 4.4.1.4.3-1: Intra-NFVI-PoP network connectivity testing, trigger

Trigger Description
Operator is requesting the VNF testing manager |The request could also be issued automatically by
to start a connectivity test for a VNF/VNFC. management systems, e.g. based on some operational
policy or as a result of completing certain VNF LCM
operations.
44.1.4.4 Pre-conditions

Table 4.4.1.4.4-1 describes the pre-conditions of this use case.

Table 4.4.1.4.4-1: Intra-NFVI-PoP network connectivity testing, pre-conditions

# Pre-condition Description
NFV-MANO environment is operational.
2 |The necessary VNF generic OAM functions (e.g. the VNF testing manager and the
VNF network configuration manager) are operational.
3 [The VNF instances are connected to the network. See note.
NOTE: VNF/VNFCs network configuration can be made through the Network configuration manager. See Use case
described in clause 4.3.8.

[EnY

441.45 Post-conditions

Table 4.4.1.4.5-1 describes the post-conditions of this use case.

Table 4.4.1.4.5-1: Intra-NFVI-PoP network connectivity testing, post-conditions

# Post-condition Description
1 |The network connectivity and network performance for the VNF/VNFCs
connection are properly tested and the report is available to the operator.

44.1.4.6 Operational Flows

Table 4.4.1.4.6-1 describes the base flow of this use case.

Table 4.4.1.4.6-1: Intra-NFVI-PoP network connectivity testing, base flow

# Actor/Role Description
1 Operator -> OSS/BSS |Operator is triggering a network connectivity test for a VNF instance with another
VNF instance.
2 OSS/BSS-> VNF OSS/BSS instructs the VNF testing manager to test network connectivity for the
testing manager identified VNF instances.
3 VNF testing manager |The VNF testing managerconfigures the connectivity test and starts the
connectivity test. See note 1.
4 VNF testing manager- |Once the connectivity test is completed the VNF testing managercan report back
> OSS/BSS to OSS/BSS the test result. See note 2 and note 3.
NOTE 1: For the case of end-to-end testing, both sender VNF and receiver VNF might need to be configured.
NOTE 2: A notification can be send also using the Notification Manager VNF generic OAM function. Other authorized
consumers may be also notified like NFV-MANO entities or other VNF generic OAM functions
NOTE 3: The VNF testing manager can collect the test results from the application/tool used to run the connectivity
test. Other alternatives are also possible.
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4415 Use case: Inter-NFVI-PoP network connectivity testing

44.15.1 Introduction

Asin the previous use case described in clause 4.4.1.4, connectivity testing can be related to next-hop reachability
and/or end-to-end connectivity. It is also related to both reachability testing and communication quality and
performance testing. In the light of VNF generic OAM framework, the relevant functions can support connectivity end-
to end testing for both the underlay and the overlay networks.

When the test is within the NFV1-PoP boundaries, then the endpoints for both the sender and the receiver are within the
same administration domain. Like in use case described in clause 4.4.1.4 this means that the relevant configuration for
the test can be tuned by single entity like the VNF testing manager to perform the test (i.e. configure, execute and
reporting collection).

Connectivity options and technologies for multi-domain NFV-MANO has been considered by ETSI

GR NFV-IFA 028 [i.23] and ETSI GR NFV-IFA 035 [i.26] . Also Annex E of ETSI GS NFV-SOL 005 [i.24] provides
additional information about the different network gateway management models for multi-site service connectivity,
which illustrate different boundary management possibilities.

In this use case the scenario where senders and receivers reside in different NFV1-PoPs which are under the control of
different operators (see Figure 4.4.1.5.1-1) is analyzed.

Figure 4.4.1.5.1-1: network testing for senders and receivers in different NFVI-PoPs

NOTE 1. The case of Service Mesh over multi-NFVI PoPs s not studied in the present document.
The following challenges can be identified regarding end-to-end connectivity testing in a multi-operator environment:

1)  Who defines the endpoints and how these are communicated to the other operator. The actual communication
path that is to be traversed until the destination is reached, passes by different network segments (e.g.
VNF/VNFC to CE gateway, CE to PE, etc.). In case the receiver can only expose an internal |P address, then
the test cannot be performed in an end-to-end fashion. In case an overlay exists (e.g. L2V PN) then testing
could involve both underlay testing aspects (e.g. reachability of the CE) but also overlay aspects (e.g.
reachability of the final receiver). In both cases, the level of information exposed depends on operator B
policies.

2) Howthetestistriggered in both the domains.
3) How thetesting results are collected from both the domains.
For this use case the following assumptions are considered:
1) A VNFiscomposed of VNFCsand each VNFC is deployed on a group of OS containers or avirtual machine.
2)  WAN isunder the control of an external OSS through WIM.

3) Network testing is about data-plane connectivity related to non-management traffic (e.g. VNFC-to-VNFC,
VNF-to-VNF, VNF-to-NFVI-PoP gateway, VNFC-to-DNS server, €etc).

4)  The network test can be triggered on-demand or automatically due to aVVNF LCM operation.

5)  The network test can be triggered by an operator or NFV-MANO management entities or other VNF generic
OAM functions.

6) The network test can be triggered by one of the operators during or after VNF instantiation on the NFV
system.
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7)  Ateach NFVI-PoP aVNF testing manager VNF generic OAM function belonging to the Operator is used to
perform connectivity testing related operations (e.g. endpoint configuration, installation of libraries etc.). The
two VNF testing managers belonging to different operators are expected to communicate either directly or via
some kind of proxy or gateway to exchange connectivity test related information (e.g. |P addresses and ports
to be used).

NOTE 2: Thisuse caseistailored to the case where the VNF testing manager VNF generic OAM function is shared
between multiple VNFs. The description is not applicable to the case where generic OAM functions are
deployed inside the VNF.

44152 Actors and roles

Table 4.4.1.5.2-1 describes the use case actors and roles.

Table 4.4.1.5.2-1: Inter-NFVI-PoP network connectivity testing, actors and roles

# Actor Description

1 |Operators A and B A human being or an organization that operates the system including the NFV-MANO
functional entities, the VNFs, the VNF generic OAM functions, the underlying infrastructure.
One of the operators triggers the connectivity test.

2 |OSS/BSS The entity instantiating and managing the VNFs through NFV-MANO and through VNF
generic OAM functions. Each operator has its own OSS/BSS.

3 |VNF/VNFC The entities hosting the NF application, whose communication and interconnectivity is about
to be tested.

4 |INFV-MANO The entity instantiating and managing the VNFs. One NFV-MANO system per operator is
assumed.

5 |VNF testing managers A |The entities which configure, start the connectivity test and collect test results. The VNF

and B testing manager A is under the control of Operator A and the VNF testing manager B is

under the control of operator B. VNF testing manager A and VNF testing manager B are
able to communicate.

44.15.3 Trigger

Table 4.4.1.5.3-1 describes how the operational flow for this use case is triggered.

Table 4.4.1.5.3-1: Inter-NFVI-PoP network connectivity testing, trigger

Trigger Description
Operator A is requesting to start a connectivity test for | The request could also be issued automatically by
a VNF/VNFC where the receiver VNF/VNFC resides in  [management systems, e.g. based on some operational policy
an external NFVI-PoP managed by another operator B. |or because of completing certain VNF LCM operations.

44154 Pre-conditions

Table 4.4.1.5.4-1 describes the pre-conditions of this use case.

Table 4.4.1.5.4-1: Inter-NFVI-PoP network connectivity testing, pre-conditions

# Pre-condition Description
1 [NFV-MANO environment is operational in both operator A and operator B NFVI-

PoPs.
2 |The necessary VNF generic OAM functions (e.g. VNF testing managers) are

operational.

3 |The VNF instance in NFVI-PoP (operator A) and the receiver (operator B) are

connected to the network. See note.

4  |VNF testing manager A and VNF testing manager B are able to communicate with

each other (e.g. directly or through a proxy).

NOTE: VNF/VNFCs network configuration can be made through the Network configuration manager. See use case
described in clause 4.3.8.
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44.15.5 Post-conditions

Table 4.4.1.5.5-1 describes the post-conditions of this use case.

Table 4.4.1.5.5-1: Inter-NFVI-PoP network connectivity testing, post-conditions

# Post-condition Description
1 |The network connectivity and network performance for the VNF/VNFCs are
tested and the report is available to the operator A and B.

2 |The testing report is available to the calling entity (e.g. OSS, or a NFV-MANO
entity due to LCM).

44156 Operational Flows

Table 4.4.1.5.6-1 describes the base flow of this use case.

Table 4.4.1.5.6-1: Inter-NFVI-PoP network connectivity testing, base flow

# Actor/Role Description

1 Operator A -> Operator A is triggering a network connectivity test for a VNF instance in
OSS/BSS A NFVI-PoP under the control of Operator A, with another VNF instance in another

NFVI-PoP under the control of operator B.

2 0OSS/BSS-> VNF OSS/BSS A instructs the VNF testing manager A to test network connectivity for
testing manager A the identified VNF instances.

3 VNF testing manager |VNF testing manager A communicates with the VNF testing manager B to
A->VNF testing configure the endpoint accordingly for the test (e.g. start a service or a daemon).
manager B See note 1.

4 VNF testing manager |Both VNF testing managers configure the connectivity test and VNF testing
A and VNF testing manager A starts the connectivity test.
manager B

5 VNF testing manager |Once the connectivity test is completed the VNF testing manager B can report
B-> VNF testing back to VNF testing manager A the test results as seen by the receiver.
manager A

6 VNF testing manager |VNF testing manager A and VNF testing manager B can report back to OSS/BSS
A->0OSS/BSS Aand |A and OSS/BSS B respectively the test result. See note 2.

VNF testing manager
B-> OSS/BSS B
NOTE 1: Communication between VNF testing managers can be achieved by other means (e.g. through a testing
broker service proxy/gateway).
NOTE 2: A notification of the result can be sent using the Notification Manager VNF generic OAM function. Other
consumers can also be notified like NFV-MANO entities or other VNF generic OAM functions.

4.4.2 Use cases: VNF generic OAM functions for autonomous
management

4421 Overview

The three key mechanisms used to enable automation in NFV-MANO, as currently specified in referenced documents,
are Intent Management, MDA and Policy management. Intent management and MDA are firstly introduced in ETSI

GR NFV-IFA 041 i.11], while the relevant interfaces specificationsarein ETSI GS NFV-IFA 050 [i.18] and ET S
GSNFV-IFA 047 [i.16], respectively. A policy information model is specified in ETSI GS NFV-IFA 048[i.17], and
relevant policy management interfaces are exposed by each NFV-MANO FB and specified in associated reference point
interface specifications, such as ETSI GS NFV-IFA 013[i.9], ETSI GS NFV-IFA 007 [i.10], ETSI

GSNFV-IFA 008[i.5] for NFVO and VNFM; the policy management interface supports relevant CRUD operations on
policies.

In the context of the VNF generic OAM functions, data analysis mechanisms have been introduced in the VNF metrics
analyser and the Log analyser functions. However, the interplay of these two functions with the rest of the NFV-MANO
automation mechanisms has not been delineated.
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In the following clauses, use cases elaborate on the different ways VNF generic OAM functions can interwork with the
relevant NFV-MANO automation entities.

4422 Use case: VNF generic OAM functions in automated Network Service alarm
analysis (without the Log analyser and the VNF metrics analyser)

44221 Introduction

This use case uses as a baseline the Network service alarmincident analysis use case from ETS|
GR NFV-IFA 041 [i.11] (clause 5.3.2). For this use case the MDAF is performing the necessary data collection viathe
NFVO, as described in clause 7.2.2 of ETS| GR NFV-IFA 041 [i.11].

0SS/BSS
NFVO MDAF
VNF metrics Log
aggregator aggregator

Figure 4.4.2.2.1-1: VNF metrics aggregator and Log aggregator provide data to NFVO

When considering VNF generic OAM functions, log data collected from the Log aggregator and metrics data collected
by the VNF metrics aggregator are sent to the NFV O which forwards relevant information to MDAF for further
analysis. All the data analytics results are provided by MDAF, which is the responsible entity for the root cause analysis
using the appropriate models. In this use case the Log analyser and the Metrics analyser function are not exploited.
Also, it is assumed that there is no messaging from VNFs/VNFCsto VNFM through the indicator interface.

44222 Actors and roles
Table 4.4.2.2.2-1 describes the use case actors and roles.

Table 4.4.2.2.2-1: Management of analytics without Log and
VNF metrics analysers involvement, actors and roles

# Actor Description

1 |Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the Log aggregator, the VNF metrics aggregator functions and MDAF.

2 |OSS/BSS The entity that receives the request from the Operator to configure the Log aggregator, the

VNF metrics aggregator and MDAF.

3 |VNF/VNFC/NFV-MANO/ |The entities that expose VNF-specific logs and metrics like also logs and metrics from
NFEVI NFV-MANO and NFVI to the Log aggregator and the VNF metrics aggregator.

4 |Log Aggregator The entity that collects logs from the VNF/VNFC/NFV-MANO/NFVI and exposes interfaces
towards the Operator or delegated entities (e.g. NFVO).

5 |VNF metrics Aggregator [The entity that collects the metrics from the VNF/VNFC/NFV-MANO/NFVI and exposes
interfaces towards the Operator or delegated entities (e.g. NFVO).

6 |NFVO Responsible for NS PM/FM, collect logs for alarms and performance measurements in the
management domain.
7 |MDAF The function that performs root cause analysis for collected alarms and deteriorated

performance measurements.

44223 Trigger

Table 4.4.1.2.3-1 describes how the operational flow for this use case is triggered.

ETSI




54

Table 4.4.1.2.3-1: Management of analytics without Log and
VNF metrics analysers involvement, trigger

ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

Trigger Description

Request from the OSS/BSS to start collecting logs and metrics using the VNF generic OAM
functions to perform NS failure or performance degradation root cause analysis.

44224 Pre-conditions

Table 4.4.2.2.4-1 describes the pre-conditions of this use case.

Table 4.4.2.2.4-1: Management of analytics without Log and
VNF metrics analysers involvement, pre-conditions

# Pre-condition Description

[EnY

Log aggregator, VNF metrics aggregator functions and MDAF are instantiated.

2 INFV-MANO, NFVI and VNF/VNFC instances generate logs that can be collected by
the Log aggregator and metrics collected by the VNF metrics aggregator.

44225 Post-conditions

Table 4.4.2.2.5-1 describes the post-conditions of this use case.

Table 4.4.2.2.5-1: Management of analytics without Log and

VNF metrics analysers involvement, post-conditions

Post-condition Description

OSS/BSS.

The report of NS alarm root cause analysis report is returned to the

4.42.2.6

Operational Flows

Table 4.4.2.2.6-1 describes the base flow of this use case, etc.

Table 4.4.2.2.6-1: Management of analytics without Log and

VNF metrics analysers involvement, base flow

# Actor/Role Description

1 |Operator -> The Operator requests the retrieval of the logs to the Log aggregator function and metrics
OSS/BSS -> Log from the VNF metrics aggregator function via OSS/BSS using a filter.
aggregator/VNF
metrics aggregator

2 |VNF/VNFC/NFV-MA [The Log aggregator collects logs and the VNF metrics aggregator collects metrics from the
NO/NFVI <-> Log monitored targets and they aggregate the information.
aggregator/VNF
metrics aggregator

3 |Log aggregator/VNF [The Log aggregator sends logs and the VNF metrics aggregator sends metrics to NFVO.
metrics aggregator
-> NFVO

4 INFVO An alarm is detected by NFVO in the logs sent by the Log aggregator to NFVO. The alarm
can be due to an error or performance degradation/threshold violation. Additional relevant
historical logs and measurements can be requested by NFVO to the Log aggregator and
the VNF metrics aggregator, respectively.

5 |INFVO -> MDAF The NFVO sends the logs and metrics indicating the error to the MDAF for analysis of the
root cause.

6 |MDAF The MDAF uses its internal AI/ML models and algorithms for analysing the input alarms
and performance measurements and derives an analytics report including the root alarm or
root cause of the NS fault.

7 |MDAF -> NFVO The MDAF returns the analytics report to the NFVO.

8 |NFVO -> OSS/BSS  [The NFVO and forwards the result of the root cause analysis to OSS/BSS.
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4.4.2.3 Use case: VNF generic OAM functions in automated Network Service alarm
analysis (with Log and Metrics analysers involvement)

44231 Introduction

This use case builds upon the previous use case described in clause 4.4.2.2 and is also about Network service alarm
incident analysis. Log data collected from the Log aggregator are sent to the Log analyser, and metrics data collected by
the VNF metrics aggregator are sent to the VNF metrics analyser. Both analysers send datato NFV O, who can then
forward to MDAF for further analysis. Data analytics are provided partially by MDAF and by the corresponding log
and metrics analysers. MDAF is acting as an umbrella automation entity able to further process both logs and metrics
analysis results to derive root cause analysis using the appropriate models.

0SS/BSS

A

NFVO — MDAF

VNF metrics
analyser

I i

VNF metrics Log
aggregator aggregator

Log analyser

Figure 4.4.2.3.1-1 Interaction between analysers and MDAF through NFVO
In this use casg, it is assumed that there is no messaging from VNFSVNFCsto VNFM through the Indicator interface.

It isalso considered that the Log analyser and the VNF metrics analyser are aware of the mapping between VNFs and
VMg/stes of OS containers (this information can be obtained from the VNFM).

44232 Actors and roles
Table 4.4.2.3.2-1 describes the use case actors and roles.

Table 4.4.2.3.2-1: Management of analytics using the Log analyser,
the VNF metrics analyser and MDAF, actors and roles

# Actor Description

1 |Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the VNF generic OAM functions and MDAF.

2 |OSS/BSS The entity that receives the request from the Operator to configure the VNF generic OAM

functions and MDAF.

3 |VNF/VNFC/NFV-MANO/ [The entities that expose VNF logs (e.g. alarms) and metrics to the Log aggregator.
NFVI

4 |Log/VNF metrics The entities that collect logs/metrics from the VNF/VNFC/NFV-MANO/NFVI and exposes
aggregator interfaces towards the Log/VNF metrics analysers respectively.
5 |Log/VNF metrics The entities that analyze the logs/metrics from the VNF/VNFC/NFV-MANO/NFVI and
analysers exposes interfaces towards the Operator or delegated entities (e.g. NFVO).
6 |NFVO Responsible for NS PM/FM, collect logs for alarms and performance measurements in the
management domain.
7 |MDAF The function that performs root cause analysis for collected alarms and deteriorated

performance measurements.

4.4.2.3.3 Trigger

Table 4.4.2.3.3-1 describes how the operational flow for this use case is triggered.
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Table 4.4.2.3.3-1: Management of analytics using the Log analyser,
the VNF metrics analyser and MDAF, trigger

Trigger Description
Operator is requesting via OSS/BSS the analysis of the logs and metrics from MDAF.

44234 Pre-conditions

Table 4.4.2.3.4-1 describes the pre-conditions of this use case.

Table 4.4.2.3.4-1: Management of analytics using the Log analyser,
the VNF metrics analyser and MDAF, pre-conditions

# Pre-condition Description
1 [Log and VNF metrics aggregators, Log and VNF metrics analysers and MDAF are
instantiated.

2 INFV-MANO, NFVI and VNF/VNFC instances generate logs and metrics that can be
collected by the Log aggregator and metrics collected by the VNF metrics aggregator.

4.4.2.35 Post-conditions

Table 4.4.2.3.5-1 describes the post-conditions of this use case.

Table 4.4.2.3.5-1: Management of analytics using the Log analyser,
the VNF metrics analyser and MDAF, post-conditions

# Post-condition Description
1 |The report of NS alarm root cause analysis is available to the NFVO and then
to OSS/BSS.
4.4.2.3.6 Operational Flows

Table 4.4.2.3.6-1 describes the base flow of this use case.

ETSI



57 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

Table 4.4.2.3.6-1: Management of analytics using the Log analyser,

the VNF metrics analyser and MDAF, base flow

# Actor/Role Description

1 |Operator -> OSS/BSS -> [The Operator requests the retrieval of the logs to the Log aggregator function and
Log aggregator/Metrics metrics from the VNF metrics aggregator function via OSS/BSS using a filter.
Aggregator

2 |VNF/VNFC/NFV-MANO/ |The Log aggregator collects logs and the VNF metrics aggregator collects metrics from
NFVI <-> Log the monitored targets and they aggregate the information.
aggregator/VNF metrics
aggregator

3 |Log aggregator/VNF The Log aggregator sends logs and the VNF metrics aggregator sends metrics to the
metrics aggregator <-> corresponding analysers from the monitored targets.
Log analyser/VNF
metrics analysers

4 |Log analyser/VNF The Log analyser and the VNF metrics analyser pre-process logs and metrics (e.qg.
metrics analysers <-> abnormal behaviour detection, threshold crossing etc.) and send the analysis results to
NFVO NFVO. See Note.

5 [NFVO An alarm is detected by NFVO in the log analysis sent by the Log analyser to NFVO.
The alarm can be due to an error or performance degradation/threshold violation.
Additional relevant historical logs and measurements can be requested by NFVO to the
Log aggregator or the VNF metrics aggregator, respectively.

6 [NFVO -> MDAF The NFVO sends the log analysis indicating the error to the MDAF like also relevant
metrics for analysis of the root cause.

7 |MDAF The MDAF uses its internal AI/ML models and algorithms by correlating log analysis
and metrics analysis results for further analysing the input alarms and performance
measurements and derives an analytics report including the root alarm or root cause of
the NS fault.

8 |MDA -> NFVO The MDAF returns the analytics report to the NFVO.

7 |NFVO -> OSS/BSS The NFVO informs about the root cause on the NS and forwards the result to OSS.

NOTE: Log analyser and Metrics analyser can send natifications to NFVO through the Notification manager VNF

generic OAM function (e.g. about thresholds crossing).
4.4.2.4 Use case: VNF generic OAM functions in automated Network Service alarm
analysis (extending the scope of MDAF)
44241 Introduction

This use case uses as a baseline MDA deployment option 2.b according to clause 7.2.2 in ETSI
GR NFV-IFA 041[i.11], where the MDAF is represented as new entity with data collection capability from all
NFV-MANO FBs.

VNFs

0SS

Extended MDAF

MDAF

VNF |

Lo i L :
aggre| gator ] anaTgser metrics
88res \ 4 analyser

VNF
metrics
aggregator

'
I
1

—1 NFV-MANO

VNF Generic OAM Functions

NFVI

Figure 4.4.2.4.1-1 Interaction between analysers and extended MDAF
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In this use casg, it is considered that the VNF metrics analyser and the Log analyser can interact directly with MDAF,
providing extended automation functionality, without interaction with the NFVO. The VNF metrics analyser and Log
analysers, as described in the present document, perform a pre-processing analysis step. Then data are sent to MDAF to
perform end-to-end analysis, considering all available log and metrics data from the VNFs, NFVI and NFV-MANO.

Inthisuse case, it is assumed that there is no messaging from VNFsSVNFCs to VNFM through the Indicator interface.
Itisalso considered that the Log and VNF metrics analysers are aware of the mapping between VNFs and VM g/sets of
OS containers (this information can be obtained from the VNFM).

A visua representation of the main architectural components assumed in the use caseis depicted in Figure 4.4.2.4.1-1.
Linesin Figure 4.4.2.4.1-1 represent points of interaction. Communication between NFV-MANO to OSS is made
exploiting existing interfaces over the the Os-Ma-nfvo reference point. Other interactions like between VNFs and
NFV-MANO, etc. are according to the NFV-MANO architecture and related reference points.

44242 Actors and roles

Table 4.4.2.4.2-1 describes the use case actors and roles.

Table 4.4.2.4.2-1: Management of analytics using the extended MDAF, actors and roles

# Actor Description

1 [Operator A human being or an organization that operates the system and has enabled NFV-MANO,
the VNF generic OAM functions and MDAF.

2 |0OSS/BSS The entity that receives the request from the Operator to configure the VNF generic OAM

functions and MDAF.

3 |VNF/VNFC/NFV-MANO/ |The entities that expose logs (e.g. alarms) and metrics to the Log aggregator.
NFVI

4  |Log/VNF metrics The entities that collect logs/metrics from the VNF/VNFC/NFV-MANO/NFVI and exposes
aggregators interfaces towards the Log/VNF metrics analysers respectively.

5 |Log/VNF metrics The entities that analyse the logs/metrics from the VNF/VNFC/NFV-MANO/NFVI and
analysers exposes interfaces towards the Operator or delegated entities (e.g. MDAF).

6 NFVO Responsible for NS PM/FM, collect notifications from extended MDAF for alarms and

performance degradation in the management domain. Communication between NFVO and
MDAF is through the MDAF exposed northbound interface.

7 |Extended MDAF The function that performs root cause analysis for collected alarms and deteriorated
performance measurements. Log/VNF metrics analysers are part of the extended MDAF.
Communication between the MDAF (as defined in ETSI GR NFV-IFA 041 [i.11]) and Log
and Metrics analysers (as defined by the present document) is made through the
northbound interface exposed by the generic OAM functions.

4.4.2.4.3 Trigger

Table 4.4.2.4.3-1 describes how the operational flow for this use case is triggered.

Table 4.4.2.4.3-1: Management of analytics using the extended MDAF, trigger

Trigger Description
Operator is requesting via OSS/BSS the analysis of the logs and metrics from MDAF.

44244 Pre-conditions

Table 4.4.2.4.4-1 describes the pre-conditions of this use case.

Table 4.4.2.4.4-1: Management of analytics using the extended MDAF, pre-conditions

# Pre-condition Description
1 [Log aggregator and VNF metrics aggregator, Log analyser and VNF metrics analyser
and MDAF are instantiated.

2 INFV-MANO and VNF/VNFC instances generate logs and metrics that can be collected
by the Log aggregator and metrics collected by the VNF metrics aggregator.
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44245 Post-conditions

Table 4.4.2.4.5-1 describes the post-conditions of this use case.

Table 4.4.2.4.5-1: Management of analytics using the extended MDAF, post-conditions

# Post-condition Description
1 |The report from the extended MDAF of NS alarm root cause analysis is
available to NFVO and to OSS/BSS.

4.4.2.4.6 Operational Flows

Table 4.4.2.4.6-1 describes the base flow of this use case.

Table 4.4.2.4.6-1: Management of analytics using the extended MDAF, base flow

# Actor/Role Description
1 |Operator -> OSS/BSS - |The Operator requests the extended MDAF to continuously track abnormalities and
> MDAF perform root cause analysis based on results collected from the Log analyser and the

VNF metrics analyser.

2 |VNF/VNFC/NFV-MANO [The Log aggregator collects logs and the VNF metrics aggregator collects metrics from
INFVI <-> Log the monitored targets, and they aggregate the information.

aggregator/VNF metrics
aggregator

3 |Log aggregator/VNF The Log aggregator sends logs and the VNF metrics aggregator sends metrics to the
metrics aggregator<-> |corresponding analysers from the monitored targets, and they analyse the information.
Log analyser/VNF
metrics analyser

4 |Log analyser/VNF The Log analyser and the VNF metrics analyser pre-process logs and metrics (e.qg.
metrics analyser <-> abnormal behaviour detection, threshold crossing etc.) and send the analysis results to
MDAF MDAF. See note.

5 |MDAF The MDAF uses its internal AI/ML models and algorithms by correlating log analysis and

metrics analysis results for further analysing the input alarms and performance

measurements and derives an analytics report.

6 |MDA -> NFVO and The MDAF provides the analytics report to the NFVO and OSS.

OSS/BSS

NOTE: Log analyser and VNF metrics analyser can send notifications to MDAF through the Notification manager
VNF generic OAM function (e.g. about thresholds crossing).

4.4.2.5 Use case: VNF generic OAM functions in automated Network Service health
monitoring
44251 Introduction

This use case is about Network Service health monitoring when considering possible interaction between the MDAF
defined by ETSI NFV, the MDA function defined by 3GPP and the VNF generic OAM functions framework.

The Management Data Analytics Function (MDAF) concept has been analysed for NFV environmentsin ETSI

GR NFV-IFA 041 [i.11]. For the mobile network specified by 3GPP there are two entities defined to support data
analytics processing. These are the NWDAF (defined in ETSI TS 123 288 [i.19] and MDA function (defined in ETSI
TS128 104 [i.20]). Table 4.4.2.5.1-1 summarizes the basic functionalities and interactions by means of the interfaces
produced by each entity.
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Table 4.4.2.5.1-1: Summary of functionality and interactions of NWDAF, 3GPP MDA and NFV MDAF

NWDAF
ETSI TS 123 288 [i.19]

3GPP MDA

ETSI TS 128 104 [i.20]

ETSI GR NFV-IFA 041 [i.11] and ETSI

NFV MDAF

GS NFV-IFA 047 [i.16]

Functionality
/

e  NWDAF provides
analytics to 5GC NFs,

Provides analytics
output, i.e. statistics

Used to improve the closed-
loop decision making capability

NWDAF to decide connection
parameters.

CN-related latency issue,
TN-related latency issue,

UE-related latency issue and

service provider originated
latency issue.

basic and OAM. or predictions, root of the management and
principles e NWDAF has no cause analysis orchestration In the

knowledge about NF issues, and can also management domain of NFV-

application logic. include MANO (e.g. supporting Network
recommendations to service health analysis, Network
enable necessary service resource utilization
actions for network analysis.)
and service
operations.

Interfaces e Nnfinterface (NF is the e MnS: enables any e MDA-1: The MDAF offers one
producer, NWDAF is authorized or multiple MDA services, which
the consumer) to consumer to are exposed by corresponding
request subscription to request and receive data analytics service interface
data delivery, etc. analytics. MDA can named MDA-1. MDA-1 is

e Nnwdaf interface (NF is be also a consumer specified in ETSI
the consumer) to of MnS. GS NFV-IFA 047 [i.16].
request subscription to
network analytics
delivery, etc.

Example of |AMF may use analytics on UE |Identify the type of the E2E Based on Al/ML models NS health

analytics mobility and/or UE latency issue, including, analysis is performed by MDAF, which

result communication generated by  |RAN-related latency issue, provides a report to NFVO. NFVO can

further initiate lifecycle operations
(e.g. NS scaling or healing) based on
policies.

Since both SDOs, i.e. 3GPP and ETSI NFV, define Management Data Analytics and use the same term (i.e. MDA) for
the ease of reading, in this clause nfv-MDAF refers to the case of MDA function defined in ETSI
GR NFV-IFA 041 [i.11] and 3gpp-MDA to the case of MDA functions defined in ETSI TS 128 104 [i.20].

Likein use case described in clause 4.4.2.4 (VNF generic OAM functions in automated Network Service larm analysis
-extending the scope of MDAF) the overall nfv-MDAF functionality is provided by an internal MDAF entity (as
described in ETSI GR NFV-IFA 041 [i.11]), interacting with the VNF generic OAM functions. The VNF metrics
analyser and Log analyser are used to perform pre-processing analysis. Then data (e.g. PM/FM etc.) are sent to the
internal nfv-MDAF entity to perform end-to-end analysis, considering all available log and metrics data from both the
VNFsand NFV-MANO.

This use case considers that the 3gpp-MDA is a consumer of the service interface exposed by the nfv-MDAF. The
3gpp-MDA may also receive input data from NWDAF. Through thisinterface data analytics about the network context
and the NFFs operational status can be collected, to assist the overall NS health status reasoning and are reported to

OSS/BSS.
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Figure 4.4.2.5.1-1: Overview of interaction between analysers, the nfv-MDAF and 3gpp-MDA

It is assumed that there is no messaging from VNFs/VNFCsto VNFM through the Indicator interface. It isaso
considered that the Log and Metrics analysers are aware of the mapping between VNFs and VM¢g/sets of OS containers
(thisinformation can be obtained from the VNFM).

In principle NS health reporting to OSS/BSS is possible from the 3gpp-M DA, from nfv-MDAF, or even from an
external MDA entity interacting with both the 3gpp-MDA and the nfv-MDAF. The selection is rather an operator
implementation choice. Furthermore, different interactions can be foreseen between the nfv-MDAF and the VNF
generic OAM functions. For example, one solution could consider the execution of analytics pre-processing in the VNF
metrics analyser and log analyser to confine the input data send to nfv-MDAF. Another solution could consider a direct
interaction between the aggregator functions (i.e. VNF metrics aggregator and logs aggregator) and MDAF without
performing any data pre-processing. In the latter case MDAF isthe only responsible entity to perform data analytics
based on the available data.

In this use case the VNF generic OAM functions are used to perform data pre-processing with the result send to
nfv-MDAF for further analysis. Furtermore, the NS health statusis reported by the 3gpp-MDA function to OSS/BSS.

A visual representation of the main architectural componentsis depicted in Figure 4.4.2.5.1-1. Linesin

Figure 4.4.2.5.181 represent points of interaction assumed in the use case. Communication between NFVV-MANO to
OSS is made exploiting existing interfaces over the the Os-Ma-nfvo reference point. Other interactions like between
VNFsand NFV-MANO, etc. are also according to the NFV-MANO architecture and related reference points.

44252

Actors and roles

Table 4.4.2.5.2-1 describes the use case actors and roles.

Table 4.4.2.5.2-1: Network Service health monitoring using the extended nfv-MDAF and

the 3gpp-MDA function, actors and roles

# Actor Description

1 |Operator Same description as in use case described in clause 4.4.2.4.

2 |OSS/BSS Same description as in use case described in clause 4.4.2.4.

3 |VNF/VNFC/NFV-MANO |Same description as in use case described in clause 4.4.2.4.

4  |Log aggregator /VNF Same description as in use case described in clause 4.4.2.4.
metrics aggregator

5 |Log analyzer/VNF Same description as in use case described in clause 4.4.2.4.
metrics analyser

6 [NFVO Same description as in use case described in clause 4.4.2.4.

7 |nfv-MDAF Same description as in use case described in clause 4.4.2.4.

8 |3gpp-MDA function Used to expose analytics related to the mobile network. It performs operations as defined in

ETSI TS 128 104 [i.20]. It is able to process input data exposed by nfv-MDAF.

ETSI




62 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

44253 Trigger

Table 4.4.2.5.3-1 describes how the operational flow for this use case istriggered.

Table 4.4.2.5.3-1: Network Service health monitoring using the extended nfv-MDAF
and the 3gpp-MDA function, trigger

Trigger Description
Operator is requesting via OSS/BSS the analysis of the logs and metrics from
3gpp-MDAF regarding the health status of a NS.

44254 Pre-conditions

Table 4.4.2.5.4-1 describes the pre-conditions of this use case.

Table 4.4.2.5.4-1: Network Service health monitoring using the extended nfv-MDAF
and the 3gpp-MDA function, pre-conditions

# Pre-condition Description
1 [Logs and VNF metrics aggregators, Log and VNF metrics analysers, nfv-MDAF and
3gpp-MDAF are operational.

2 [NFV-MANO and VNF/VNFC instances generate logs and metrics that can be collected
by the Log aggregator and metrics collected by the VNF metrics aggregator.

3 |The 3gpp-MDA function is registered as an authorized consumer of analytics send by
nfv-MDAF.

44255 Post-conditions

Table 4.4.2.5.5-1 describes the post-conditions of this use case.

Table 4.4.2.5.5-1: Network Service health monitoring using the extended nfv-MDAF and
the 3gpp-MDA function, post-conditions

# Post-condition Description
1 |The report from the 3gpp-MDA function of NS
health status is available to OSS/BSS.

44256 Operational Flows

Table 4.4.2.5.6-1 describes the base flow of this use case.

Table 4.4.2.5.6-1: Network Service health monitoring using the extended nfv-MDAF and the 3gpp-
MDA function, base flow

# Actor/Role Description

1 |Operator -> OSS/BSS - |The Operator requests the nfv-MDAF to report about the health status of a NS to 3gpp-
> Log aggregator/VNF  |MDA.

metrics aggregator &
nfv-MDAF

2 |VNF/VNFC/NFV-MANO [The Log aggregator collects logs and the VNF metrics aggregator collects metrics from
<->Log the monitored targets, and they aggregate the information.

aggregator/VNF metrics
aggregator
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# Actor/Role Description

3 |Log aggregator/VNF The Log aggregator sends logs and the VNF metrics aggregator sends metrics to the
metrics aggregator<-> |corresponding analysers from the monitored targets.

Log analyser/VNF
metrics analyser

4 |Log analyzer/VNF The Log analyser and the VNF metrics analyser pre-process logs and metrics (e.g.
metrics analyser <-> abnormal behaviour detection, threshold crossing, etc.) and send the analysis results to
nfv-MDAF nfv-MDAF. See note 1.

5 [nfv-MDAF Uses its internal AI/ML models and algorithms to correlate log analysis and metrics

analysis results for the NS (e.g. considering relevant VNFs health status, virtualized

resources, etc.).

6 |nfv-MDAF->3gpp-MDA [The nfv-MDAF sends to 3gpp-MDA function a report with the analysis report of the NS

function health status.

7 |3gpp-MDA The 3gpp-MDA function is capable to process analytics provided by NWDAF but also

nfv-MDAF and also uses its internal AlI/ML models and algorithms to correlate log

analysis and metrics analysis results. It further analyses all inputs and derives an

analytics report about the overall NS health status.

8 |[3gpp-MDA function ->  [The 3gpp-MDAfunction provides the analytics report to OSS.

OSS/BSS

NOTE: Log analyser and VNF metrics analyser can send notifications to nfv-MDAF through the Notification
manager VNF generic OAM function (e.g. about thresholds crossing).

4.4.2.6 Use case: Extended MDAF and Policy agent for automated traffic rerouting
and isolation
4426.1 Introduction

The use cases described in clauses 4.4.2.2, 4.4.2.3 and 4.4.2.4 study the coupling and/or inter-working of the different
VNF generic OAM functions with MDAF, as studied in ETSI GS NFV-IFA 041 [i.11]. The use case described in
clause 4.4.2.5 is about potential coupling and interactions between VNF generic OAM functions, MDAF for
NFV-MANO asdefined by ETSI GS NFV-IFA 041 [i.11] but also mobile network related MDA as defined by ETSI
TS 123501 [i.14].

In all the use cases the basic assumption isthat MDA output is related to results of the analytics and recommended
actions provided in an analytics report. In ETSI GS NFV-IFA 047 [i.16], the AnalyticsOutput information element of
the DataAnalyticsChangeNotification operation includes the recommendedActions attribute. This indicates that the
MDA is not the responsible entity for the actual decision making.

In this use case, the Policy agent introduced in use case Policy Management for VNF generic OAM functionsin
clause 4.3.12 is used to enable closed-loop control and ease administration tasks when considering the VNF generic
OAM functions framework. In more detail, the Policy agent generic OAM function is used to perform the following
actions:

. Registersto analytics reports send by the extended MDAF (see ETSI GS NFV-IFA 047 [i.16]).

. Asthe output of the analytics report only provides a set of recommended actions, the Policy agent selects the
appropriate actions to be taken based on PF operations, policies conformance, runtime system information,
VNFs status, etc.

. Based on the actions selected, the Policy agent executes these actions (e.g. by calling the appropriate
northbound interface of other generic OAM functions). For example, the Policy agent can call the VNF
generic OAM function Traffic enforcer to take an action or the Network configuration management function to
reconfigure the CPs for a set of VNFs.

In the following, an example use case of automated closed loop-control is described. In more detail, the Policy agent is
used to reroute traffic in an automated way, based on anal ytics report provided by the extended MDAF, by calling the
Traffic enforcer (see also Figure 4.4.2.6.1-1). Linesin Figure 4.4.2.6.1-1 represent points of interaction assumed in the
use case.
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Figure 4.4.2.6.1-1: Extended MDAF and Policy Agent for automated traffic rerouting and isolation

In the context of this use case the following assumptions are considered:

e  ThePolicy agent is considered as a new type of VNF generic OAM function.

. The Policy agent can directly interact with MDAF (or extended MDA), OSS, NFV-MANO, VNF generic
OAM functions, NFVI and VNFs.

. Traffic enforcer policies are passed from OSS to the Policy agent which performs relevant PF operations.

o Based on the output of data analytics and al other relevant information (e.g. running configuration, VNF
status, policy enforcement, etc.) the Policy agent selects the appropriate action to be taken and calls the
corresponding entity which is responsible to execute the action. For example, can call the Traffic enforcer to
perform atraffic rerouting and isolation operations.

NOTE: The present use case does not preclude that functionality like the one provided by Policy agent could be
considered as part of NFV-MANO (e.g. NFVO). In NFV-MANO the actual decision making can be made
by the entity who is using the MDA-1 interface exposed by MDAF (e.g. NFVO or OSS). Thisis not
described in the present document, since the use case focuses on adding more automation functionality
into the VNF generic OAM functions framework, by considering the Policy agent as a new type of VNF
generic OAM function.

44.26.2 Actors and roles

Table 4.4.2.6.2-1 describes the use case actors and roles.

Table 4.4.2.6.2-1: VNF generic OAM functions in automated network management,actors and roles

# Actor Description

1 Operator Same description as in use case described in clause 4.4.2.4.

2 OSS/BSS Same description as in use case described in clause 4.4.2.4.

3 VNF/VNFC/NFV-MANO |Same description as in use case described in clause 4.4.2.4.

4 Traffic enforcer The entity that blocks and reroutes the traffic of VNFC instances.

5 extended-MDAF Same description as in use case described in clause 4.4.2.4.

6 Policy agent The VNF generic OAM function responsible for decision making in an automated way.
4.4.2.6.3 Trigger

Table 4.4.2.6.3-1 describes how the operational flow for this use case is triggered.
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Table 4.4.2.6.3-1: VNF generic OAM functions in automated network management, trigger

Trigger Description
Operator is requesting via OSS/BSS the automated handling of traffic isolation
and rerouting by the Policy agent.

4426.4 Pre-conditions

Table 4.4.2.6.4-1 describes the pre-conditions of this use case.

Table 4.4.2.6.4-1: VNF generic OAM functions in automated network management, pre-conditions

# Pre-condition Description
1 [VNF generic OAM functions (e.g. Log and VNF metrics analysers, Traffic enforcer,
Policy agent, etc.) are operational.

2 [NFV-MANO and VNF/VNFC instances generate logs and metrics that can be collected
by the Log aggregator and metrics collected by the VNF metrics aggregator.

3 |VNF generic functions can interact with the Policy agent.

4 |Extended-MDAF is able to compile analytics reports and notify the Policy agent for
results and recommended actions.

5 [The Policy agent is an authorized consumer of analytics sent by the extended-MDAF
and is also authorized to request the Traffic enforcer to perform traffic rerouting and
isolation.

4.4.2.6.5 Post-conditions

Table 4.4.2.6.5-1 describes the post-conditions of this use case.

Table 4.4.2.6.5-1: VNF generic OAM functions in automated network management, post-conditions

# Post-condition Description
1 |The affected VNFC instances have been successfully blocked, e.g. have
been isolated and traffic is re-routed.

2 |Operator has been notified about blocking and rerouting from Traffic enforcer
function.

4.4.2.6.6 Operational Flows

Table 4.4.2.6.6-1 describes the base flow of this use case.
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Table 4.4.2.6.6-1: VNF generic OAM functions in automated network management, base flow

# Actor/Role Description

1 Operator -> OSS/BSS |Operator requests via OSS/BSS the automated handling of traffic isolation and
-> Policy agent rerouting by the Policy agent.

2 VNF/VNFC/NFV-MAN |Extended-MDAF collects data from all possible sources which can be used to

O /VNF generic OAM  [support the analytics process.
functions/VNF->
extended-MDAF
3 extended-MDAF Uses its internal Al/ML models and algorithms to correlate log analysis and
metrics analysis results for the NS (e.g. considering relevant VNFs status,
virtualized resources, etc.).

4 extended-MDAF-> When an analytics report is available a naotification is sent to the Policy
Policy agent agentincluding the analytics report and the recommended actions set. See note 1.
5 Policy agent->Traffic The Policy agentdecides the action to be taken, identifies the appropriate
enforcer configuration (if needed) and requests the Traffic enforcer to reroute traffic and
perform traffic isolation for the appropriate VNFs. See note 2.
6 Traffic enforcer The Traffic enforcer function performs the required traffic rerouting and blocking
<-> NFV-MANO operations on the VNFC instances by consuming the interfaces exposed by
NFV-MANO and reroutes the traffic.
7 Traffic enforcer -> The Traffic enforcer function returns the result of the traffic blocking and rerouting

OSS/BSS -> Operator |request to the Operator via OSS/BSS.

NOTE 1: Notification between entities (i.e. NFV-MANO entities and VNF generic OAM functions) can be sent through
the Notification manager VNF generic OAM function.

NOTE 2: A notification can be sent regarding the action to be taken to other authorized entities (e.g. NFVO,

OSS/BSS)
5 Use Cases analysis
5.1 Overview

This clause provides an analysis of the use cases described in clause 4 of the present document. The analysis of the
LCM related use cases focuses on commonalities and differences between VNF generic OAM functions and other
VNFs. The analysis of the use cases related to types of VNF generic OAM functions identifies different categories of
VNF generic OAM functions providing characteristics and further examples for each group. Use casesrelated to
additional functionalities of VNF generic OAM functions are about support of new connectivity forms (i.e. service
mesh) and enabling automation considering interactions between VNF generic OAM functions and MDAF.

5.2 Use cases related to LCM of VNF generic OAM functions

Clause 4.2 provides a representative set of use casesrelated to LCM of VNF generic OAM functions managed by
NFV-MANO. The operational flows described in clause 4.2 indicate that additional procedures are necessary during the
lifecycle of VNF or NSinstances, e.g.:

o Instantiation of VNF generic OAM functions (see step 2 in Table 4.2.1.6-1).
. Termination of VNF generic OAM functions (see step 2 in Table 4.2.2.6-1).
e  Scale up/out of VNF generic OAM functions (see step 8 in Table 4.2.3.6-1).
. Scale down/in of VNF generic OAM functions (see step 12 in Table 4.2.3.6-1).

It is worth noting that the above list of additional proceduresis not complete and other use cases for the purpose of
onboarding, healing or updating of VNF generic OAM functions are not introduced in the present document. The
management and modelling of VNF generic OAM function isleft to further detailed specification. For instance, it is
expected that new information elements need to be specified to support newly introduced concepts like scaling of VNF
generic OAM functions and additional information need to be considered by NFV-MANO at run-time when scaling a
VNF instance connected to one or more VNF generic OAM functions.
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5.3 Use cases related to types of VNF generic OAM functions

The use cases described in clause 4.3 can be grouped into the following categories of VNF generic OAM functions:

o Performance management:

- Characteristics:

Functions monitoring the performance of individual entities and the overall system to check for
signs of performance degradation (e.g. due to equipment failure or overload situations) or to simply
monitor any kind of QoS/ KPI of interest.

If adeviation from the default performance is detected, a notification will be triggered providing
sufficient information for the subscribed consumer(s) to take a countermeasure.

The functions also provide an interface so that authorized consumers can pull current and historical
performance data.

- Examples:

VNF metrics aggregator (see clause 4.3.4).
VNF metrics analyser (see clause 4.3.5).

Time function (see clause 4.3.6).

o Fault and log management:

- Characteristics:

Functions related to failures handling and maintenance. The functions will collect, process, and
analyse logs produced by different entities (e.g. application, container, database access 0gs) to
identify failure situations and to identify information to support the analysis of the failure and its
root cause.

I ssues observed will be raised as notifications based on the configured severity level.

The functions also provide an interface so that authorized consumers can pull current and historical
log datain a unified manner.

Functionsin this group may also take actionsin case of failure or maintenance situations, e.g.
isolate a component.

- Examples:

Log aggregator (see clause 4.3.1).
Log analyser (see clause 4.3.2).
Traffic enforcer function (see clause 4.3.3).

VNF metrics analyser (see clause 4.3.5).

e  Configuration management:

- Characteristics:

Functions related to the configuration of a VNF/VNFC. The function will take over certain
management aspects and coordinate the setting of the configuration towards the target
VNF/VNFCs. The configuration can cover both the NFV-MANO layer (e.g. configure connection
points between VNF instances) and/or the application layer (e.g. set application-related thresholds).

The functions provide an interface so that authorized consumers can request to the VNF generic
OAM function to set the new configuration to the target instances, as well asto check on the status
of the requested actions.
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- Example:
L] Network configuration manager function (see clause 4.3.8).
=  VNF configuration manager function (see clause 4.3.10).
Software modification management:
- Characteristics:

" Functions related to the software modification management that e.g. coordinate the distribution of a
new software version to the VNF/VNFCs.

- Example;

" Upgrade VNF function (see clause 4.3.9).
Notification management:
- Characteristics:

" Function to distribute notifications. The function also allows managing the distribution of
notifications, e.g. remove duplicates, keep a notification history, provide a query functionality,
allow to silence notifications, etc.

- Example;

" Notification manager function (see clause 4.3.7).
Policy management:
- Characteristics:

" Functionality related to conveying and enforcing a type-specific policy related to a VNF generic
OAM function or VNF.

- Example;

" Policy agent function (see clause 4.3.12).
Automation management:
- Characteristics:

" Function which can be used for the actual decision making to ease administration tasks and offload
responsibility from the operator and OSS/BSS. Used to enable closed-loop control through
interaction with NFV-MANO, other VNF generic OAM functions and other functions like MDA.

- Example;

L] Policy agent function (see clause 4.3.12).
Testing management:
- Characteristics:

" Functionality related to communication testing for VNF/VNFC instances, considering cases when
different components reside within the same NFVI-PoP and/or different NFV1-PoPs under the
control of asingle or different operators.

- Example:

L] VNF testing manager (see clause 4.3.11).

ETSI



69 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

54 Use cases related to functionality currently provided by
VNFs

From the type of uses cases, it can be seen that the VNF generic OAM functions described are quite typical functions
from OAM perspective. As such, most Telco VNFs aready currently support many of such functionalitiesin a
vendor-specific way. Many of thelisted VNF generic OAM functions provide quite basic and rather simple
functionalities (compared to the in large part complex VNFs), while still easing the VNF design when offloaded to a
VNF generic OAM function.

Examples of such use cases are:

. Certain log/V NF-specific metrics aggregation and analysis (see use casesin clauses 4.3.1, 4.3.2, 4.3.4 and
4.3.5).

o Notifications (see use case in clause 4.3.7).

5.5 Use cases related to functionality currently provided by
OSS/BSS and EM

From an analysis of the user stories related to the use cases, it can also be seen, that having a generic/common way to
provide automated management and functionalities in a unified manner, using templates/configuration setting, it is
expected to relieve the OSS/BSS and EM from certain tasks.

Example of such use cases are:
e  Traffic management (see use casein clause 4.3.3).
. Distribution of configuration data and new software versions (see use casesin clauses 4.3.9 and 4.3.10).
e  Time synchronization (see use case in clause 4.3.6).
. Connectivity testing (see use casesin clause 4.4.1.4 and 4.4.1.5).

e  Closed-loop control for automated decision making (see use case in clause 4.4.2.6).

5.6 Characteristics of VNF generic OAM functions

Based on the type of VNF generic OAM functions as well as the use cases on the lifecycle of the VNF generic OAM
functions, the following characteristics can be identified:

e VNF generic OAM functionsinteract with the following entities:
- NFV-MANO, eg:

" in the use cases where the VNF generic OAM functions are managed by NFV-MANO (see use
casesin clause 4.2); or

L] receiving arequest to isolate a containerized workload (see use case in clause 4.3.3); or

L] requesting to perform an operation as aresult of a closed-loop control operation performed by the
Policy agent (see use case in clause 4.4.2.6); or

" interacting with MDAF and final processing of analytics data (see use casesin clause 4.4.2).
- Operator and OSS/BSS, e.g:

" requesting the VNF generic OAM function to retrieve and processlogs from the VNF/VNFCs,
NFV-MANO and NFVI (see use casesin clauses 4.3.1, 4.3.2); or

" requesting the VNF generic OAM function to retrieve and process VNF specific metrics from the
VNF/VNFCs and NFV-MANO (see use casesin clauses 4.3.4, 4.3.5); or
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" requesting traffic isolation (see use case in clause 4.3.3); or

L] requesting to distribute configuration to the VNF/VNFCs (see use case in clause 4.3.10);

" requesting the addition of aVNF to a service mesh (see use case in clause 4.4.1.2);

L] requesting the update of network configuration for a service mesh (see use cases in clauses 4.4.1.3);

" reguesting to execute a connectivity test between VNF/VNFCs (see use casein clause 4.4.1.4 for
intra-NFV1-PoP and use case in clause 4.4.1.5 for inter-NFV1-PoP network testing);

"  reguesting to distribute a policy for a specific VNF generic OAM function or a set of VNF generic
OAM functions through the Policy agent (see use case 4.3.12).

VNF/VNFC, eg:

" providing logs/V NF-specific metrics (see use cases in clauses 4.3.1 and 4.3.4); or

L] receiving configuration from the VNF generic OAM function (see use case in clause 4.3.10).
NFVI/host, e.q:

L] providing logs (see use case in clause 4.3.1); or

L] VNF related metrics (see use casein clause 4.3.4); or

" running atime client (see use casein clause 4.3.6).

Other VNF generic OAM functions, e.g:

" the Log/VNF metrics analyser processing logs'V NF-specific metrics provided by the Log/VNF
metrics aggregator (see use casesin clauses 4.3.2 and 4.3.5); or

" the Notification manager processing and routing notifications created by other entities (see use
casesin clauses 4.3.2, 4.3.5 and 4.3.6);

L] the Policy agent interacting with other VNF generic OAM functions to enable closed-loop control
and decision making. See closed-loop automation use casein clause 4.4.2.6;

" the Policy agent interacting with other VNF generic OAM functions when enforcing a policy. See
policy distribution and enforcement use case in clause 4.3.12.

Other functions, external both to NFV-MANO and the VNF Generic OAM functions e.g.:

L] MDA exposed by 3GPP according to ETSI TS 128 104 [i.20] (see use casesin clause 4.4.2.5).

o Lifecycleisindependent from the entities identified above.

NOTE:

The uses cases described in clause 4.2 mention that a VNF generic OAM function isinstantiated, if not
yet available to be consumed, when required for aVVNF, and may be scaled-in or terminated, if the VNF
is terminated. However, this does not exclude that a VNF generic OAM function can exist without being
consumed.

. Can be consumed/shared northbound by one or multiple servicegentities at a time and can handle southbound
one or multiple entities/instances at atime.

. Can be consumed by any type of authorized VNF, authorized NFV-MANO functional entity, OSS/BSS, or
other authorized VNF generic OAM function.

. Different instances of VNF generic OAM functions can co-exist providing the same functionality.

. Can be built in amodular way, e.g. a"VNF metrics function" could be built from a"VNF metrics aggregator
function” and a"VNF metrics analyser function”.

e  Canbemodelled asaVNF or as anew object type.
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Comparison of VNF generic OAM functions and VNF

Looking at the use cases described in clause 4 and the characteristics of VNF generic OAM functions listed in the
previous clause of the present document, it can be noticed that those use cases and characteristis have certain
commonalities with the use cases and characteristics of "VNF common services' as described in clause 5.1 (use cases)
and clause 4.2 (characteristics) of ETSI GR NFV-IFA 029 [i.2]. Table 5.7-1 compares the VNF generic OAM functions
with the VNF common services with the goal to evaluate e.g. whether VNF generic OAM functions can be
realized/designed in asimilar / the same way as VNF common services.

Table 5.7-1: Comparison of VNF generic OAM functions and VNF common services

Aspect

VNF generic OAM function

VNF common service

Motivation

¢ Reduce complexity of VNF
design (e.g. decouple VNF from
underlying resources, host,
network).

e  Simplify OSS/BSS operation
(e.g. generic way for
configuration and monitoring) so
that OSS/BSS can focus on
services management.

e Reduce complexity of NS and
VNF design (e.g. services
provide common functionalities
like messaging, database,
logging), so that developers can
focus on the application design
and user experience.

e  Simplify for NFVI providers the
process of providing their
platform to their customers.

Functional scope

OAM functionalities of the VNFs (and
partially the EM) (see use cases in
clause 4.3).

Protocol messaging, databases,
logging, etc. associated to VNF
instances (see clause 5.1.2.1 of ETSI
GR NFV-IFA 029 [i.2]). See note.

Consumers

OSS/BSS, VNFs, NFV-MANO, and
other VNF generic OAM functions.

VNFs, and other VNF
common/dedicated services.

not consumed by any consumer

Provide services or functions that can |Yes Yes
be required by many consumers, i.e.

functional scope is common to

multiple consumers

Can be consumed by any type of Yes Yes
authorized VNF or authorized other

service/function

Can be built in a modular way Yes Yes
Lifecycle indenpendent of any Yes Yes
consumer

Can be consumed by multiple Yes Yes
consumer instances at a time

Can only be terminated in case it is Yes Yes

Design options

e  Modelled as VNF.

e Modelled as new type of object.

e Modelled as new type of object
specific to PaaS layer.

Modelled as VNF.
Modelled as new type of NFVI
resource.

e Modelled as new type of object
specific to PaaS layer.

Requires a descriptor, such as VNFD,
to provide information about the
function/service to the consumers.

Yes

Yes

Recommended additional functions to
support the function/service

Service registry, service discovery,
service binding.

Service registry, service discovery,
service binding.

NOTE:

All use cases described in clause 4.3 could be realized as VNF common services.
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6 Framework and potential solutions

6.1 Introduction

This clause describes the framework around VNF generic OAM function(s) and lists potential solutionsto realize
generic OAM function(s).

6.2 Framework

6.2.1 Overview of interactions

As shown in the use cases and their analysis, the VNF generic OAM functions will provide functionality in a unified
manner, which was typically provided/required individually by a majority of VNFs, thereby harmonising those
functionalities, easing the management of the different types of VNFs from an Operator's point of view, and simplifying
the design of the individual VNFs.

Figure 6.2.1-1 shows the interactions around a VNF generic OAM function identified in clause 5.6. The operator
through OSS/BSS can communicate with the VNF generic OAM function to e.g. support distribution of configuration
to VNF/VNFCs (see use case in clause 4.3.10). The VNF can al'so communicate with the VNF generic OAM function
to e.g. provide logs related to the VNF which once processed can be consumed by NFV-MANO/VNFM (See use case
in clause 4.3.1).

Interactions between VNF generic OAM functions and NFV I are also possible (e.g. logs collection, see use case
description in clause 4.3.1). Some interactions between NFVI and VNF generic OAM functions can go through the
NFV-MANGO, if there is some responsible management function for the NFVI that is responsible for such operation
(e.0. logs collection made by PIM).

The generic OAM function also supports certain functionality to support the provisioning, connectivity, and monitoring
(e.g. FM, PM) of VNFs.

The architectura splitting of functions is made on the logical level, without making any assumption about its
implementation. For instance, Element Management (EM) is shown in Figure 6.2.1-1 as afunctional block that
comprises element management type of functionality.

NOTE: VNF generic OAM functions can be used to perform EM related operations like VNF configuration
and/or exposure of the Indicator and LCM Coordination interfaces according to ETSI
GSNFV-IFA 008 [i.5] in ageneric simplified way. VNF generic OAM functions can interact with any
type of VNFs and relax the restriction that the configuration of different VNF typesis coupled with
dedicated management systems (i.e, EMs). For simplicity interactions between VNFs and EMs are not
depicted in Figure 6.2.1-1.
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Figure 6.2.1-1: Interactions of the VNF generic OAM functions with different entities

6.2.2

in the context of NFV-MANO

Types of functions of generic OAM

Asdescribed in clauses 4.3.1 to 4.3.10, VNF generic OAM function can be one out of several types.

Table 6.2.2-1: Name and roles of VNF generic OAM functions

Name of functions

Roles

Log aggregator function

Function which collects and stores the logs from the
VNF/VNFC/NFVI/NFV-MANO.

Log analyser function

Function which analyses any type of log entries and can be configured to send
notifications based on e.g. statistical processing or threshold crossing.

Traffic enforcer function

Function which blocks and reroutes the traffic of VNFC instances.

VNF metrics aggregator function

Function which collects the VNF-specific metrics.

VNF metrics analyser function

Function which analyses any type of VNF-specific metrics and can be
configured to send notifications based on e.g. statistical processing, abnormal
behavior detection or threshold crossing.

Time function

Function which ensures the time synchronicity of multiple VNFs and their
VNFCs with the master time server in the Operator's network.

Notification manager function

Function which handles notifications, such as alerts, sent by other VNF generic
OAM functions.

Network configuration manager function

Function which handles the configuration of the external connectivity of
VNFs/VNFCs.

Upgrade VNF function

Function which handles the software upgrade of VNF/VNFC instances to run
with new software version.

VNF configuration manager function

Function which handles changes to the configuration of a VNF/VNFC.

Policy agent function

Function used to receive policies for itself but also for any other VNF Generic
OAM function and perform policy enforcement operations.

Testing manager function

Functions used to support multilayer testing functionalities up to the application
layer related to VNF and NFV-MANO operations.
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6.3 Solution A: Introducing generic OAM as a new functional
block

6.3.1 Introduction

VNF generic OAM functions have roles related to Performance management, Fault management, Configuration
management, Software modification management, and Notification management. In NFV environment, VNF generic
OAM functions may be recognized as one Functional Block (FB) which performs operation and maintenance. See
Figure 6.3.1-1 for avisual representation.

Generic OAM functions FB
Network VNF
configuration configuration Upgrade VNF Policy agent
manager manager
Time function VNFaisires Log analyzer Testing manager
analyzer
; VNF metrics Notification
Traffic enforcer Log aggregator
aggregator manager

Figure 6.3.1-1: VNF generic OAM functions as a new FB

6.3.2 Internal interactions of each function in generic OAM FB

Generic OAM works as afunctional block to operate and maintain VNFsin NFV environment. Inside the Generic
OAM FB the functions can interact with each other asillustrated in the example depicted in Figure 6.3.2-1.

Notification Manager

T 1l ]

VNF Log
Metrics Analyser
Analyser
Network VNF Time VNF Log
: ) Upgrade ; ; : :
Configuration VNF Configuration Function Metrics Aggregator
Manager Manager Aggregator

R |

Traffic Enforcer

Generic OAM FB

Figure 6.3.2-1: Internal interactions of functions in Generic OAM FB
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6.3.3 Interaction of Generic OAM FB and other functions/functional blocks

This solution assumes that Operators send requests to Generic OAM FB via OSS/BSS and NFV-MANO. Generic OAM
FB interacts with VNF/VNFC instance and functions like MDAF and CISM to complete operations and maintenance.

NOTE: Inthissolution, and in Figure 6.3.3-1, the CISM function is assumed to be part of NFV-MANO.

Figure 6.3.3-1: Interaction of Generic OAM FB and other functions/functional blocks

6.4 Solution B: Extending existing functional blocks for Generic
OAM functionality

6.4.1 Introduction

VNF generic OAM functions have roles related to Performance management, Fault management, Configuration
management, Software modification management, and Notification management. In NFV environment, VNF generic
OAM functions can be spread to existing function as extensions of those functional blocks. There are two possible ways
to split those functionalities. Clause 6.4.2 describes the first solution where both VNF-specific metrics
aggregator/analyser are implemented in the Element Management (EM) for handling application or service specified
metrics. Clause 6.4.3 describes the second solution where both the above VNF generic OAM functions are implemented
in NFV-MANO for handling metrics consumed by the VNF instances.

6.4.2 Solution B1: Splitting of functionalities into existing functional blocks
Each functionality could be split as depicted in the Figure 6.4.2-1:

. EM: Network configuration manager function, Upgrade VNF function, VNF configuration manager function
and VNF metrics aggregator/analyser functions can be defined as extended functionality of EM. The reason
for introducing them to the EM is when considering the operation of these functionalities using existing
interfaces, e.g. VNF lifecycle management and LCM coordination interface as defined in ETSI
GS NFV-IFA 008 [i.5]. Also, it isassumed in this solution B1 that V NF-specific metric related functions are
processing application or service specified metrics such as, number of processing calls or routing related
metrics and therefore are sorted to EM side.

NOTE: Inthissolution, therealization of a"generic EM" is hot implied. It only highlights what "V NF generic
OAM functions' can be reused and be mapped to functionalities that are typically, in legacy environment,
mapped to EM responsibilities.
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NFV-MANO: Log aggregator/analyser functions, Notification manager function, Time function and Traffic enforcer
function can be defined as extended functionality of NFV-MANO. The reason for splitting them to NFV-MANO isthat
Time function, Log aggregator function interact with NFVI layer and the Traffic enforcer function needs to be aware of
the state of the NFV1 resources which is not known to EM.

Figure 6.4.2-1: Splitting of functionalities into existing functional blocks

6.4.3 Solution B2: Splitting of functionalities into existing functional block
Each functionality could be split as depicted in the Figure 6.4.3-1. The only difference with Figure 6.4.2-1 is how to

implement the VNF-specific metric related functions. It is assumed in this solution B2 that these functions are
processing metrics consumed by VNF instances such as packets sent and therefore are sorted to NFV-MANO.

ETSI



77 ETSI GR NFV-EVE 019 V5.1.1 (2023-10)

Figure 6.4.3-1: Splitting of functionalities into existing functional blocks

6.5 Solution C: Generic OAM functions as VNF

Generic OAM functions share use cases and characteristics with "V NF common services' as described in clause 5.1
(use cases) and clause 4.2 (characteristics) of ETSI GR NFV-1FA 029 [i.2]. The comparisonislisted in Table 5.7-1,
including the common design option to be modelled as VNF.

ETSI GR NFV-IFA 029 [i.2] further describesinits clause 7.1.1.2 "PaaS services as VNFs' the modelling and
management of PaaS services which are hosted by VNFs. The described case when the PaaS services are visible at the
NS design level can be applied to generic OAM functions. The same solutions as described in clause 7.1.1.2 of ETSI
GR NFV-IFA 029 [i.2] for PaaS services hosted by VNFs apply for the solution of generic OAM functions as VNF.

6.6 Analysis

6.6.1 Introduction

The previous clauses of clause 6 provide options for potential solutions on how the generic OAM functions can be
realized within the NFV system. The analysis of these options provides descriptions of their advantages and
disadvantagesin the following clauses.

The analysis considers the cases where all generic OAM functions are realized according to the same solution.
However, it is worth noting that neither solution A, nor solution B cover the aspects to support the use case of "LCM of
generic OAM functions' (clause 4.2). The reason is because no further solutions are analysed on how to perform LCM
for generic OAM functions that go beyond or are an aternative of reusing LCM functionality provided by
NFV-MANO. Besides, the mapping to the EMs as proposed for solutions B1 & B2 may not be feasible for all EM
deployment options described in ETSI GS NFV-1FA 009 [i.8]. Hybrid cases where some generic OAM functions are
realized according to one solution and other generic OAM functions are realized according to a different solution are
therefore for further study.
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6.6.2 Solution A: Introducing generic OAM as a new functional block
Advantages:

o No need to specify internal interactions among individual generic functions. Existing and best available
solutions can be leveraged and their functionality can be mapped to the functional scope of this new functional
block to ease potential implementations.

. Clear separation of concerns, the responsibility between this new functional block and existing NFV-MANO
functional blocks and functions can be further specified during the normative work.

Disadvantages:
e  Thenew functional block is expected to be a so managed by the network operator.
. LCM of generic OAM function needs to be implemented separately.
e  Additional interface requirements and information elements (e.g. specific to the generic OAM functions

entities) are expected to be specified in ETSI GS NFV-IFA 031 [i.6].

6.6.3 Solution B: Extending existing functional blocks for Generic OAM
functionality

Advantages:
. No new functional block is expected to be managed by the network operator.
Disadvantages:
o No separation of concerns between the generic OAM functions and existing NFV-MANO functional blocks.

. Additional interface requirements and information elements (e.g. specific to the generic OAM functions
entities which are not realized in the same NFV-MANO functional block) are expected to be specified.

. For extending the functional scope of existing NFV-MANO functiona blocks further specification in ETSI
GS NFV-IFA 010 [i.7] is expected.

6.6.4 Solution C: Generic OAM functions as VNF

Advantages:

e  Thegeneric OAM functions can be managed by the network operator using existing mechanisms of
NFV-MANO for the lifecycle management of these functions.

. Clear separation of concerns between the generic OAM functions and existing NFV-MANO functional blocks.

. No need to specify internal interactions among individual generic functions. Existing and best available
solutions can be leveraged.

Disadvantages:

. Additional interface requirements and information elements (e.g. specific to the generic OAM functions
entities) for the interaction between the VNF and NFV-MANO are expected to be specified.
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7 Recommendations

7.1 Overview

Clause 7 is providing recommendations related to the VNF generic OAM functions. Clause 7.2 is collecting
recommendations related to the suggested types of VNF generic OAM functions based on the use cases anal ysed.
Clause 7.2 a'so provides a set of recommendations related to the expected characteristics and functionality of the VNF
generic OAM functions.

7.2 Recommendations towards VNF generic OAM functions

Clause 5.3 identified and categorized different types of VNF generic OAM functions based on the set of use cases
described in clause 4 of the present document. Table 7.2-1 provides recommendations related to these identified types
of VNF generic OAM functions.

Table 7.2-1: Recommendations related to types of VNF generic OAM functions
and their expected functionality

Identifier Recommendation description
It is recommended to specify functional requirements for a VNF generic OAM function of
type "VNF metrics aggregator" to support to:
e Collect different types of metrics from a set of VNF instances determined by a filter
(see note 2).
e Pre-process the metrics, e.g. harmonize the format of the metrics.
e Aggregate the metrics in a configurable manner, e.g. aggregate all metrics related
to performance, aggregate metrics from different instances belonging to the same
VNF, aggregate metrics of VNF instances managed by the same VNFM, etc.
e  Store historical metric records, e.g. for abnormal behaviour detection or root cause

GenericOamType.001

analysis.
e Expose the metrics (selected by a filter) to authorized consumers.
See note 1.

It is recommended to specify functional requirements for a VNF generic OAM function of

type "VNF metrics analyser" to support to:

e Analyse and process different types of metrics based on a set of analysis
functions, e.g. abnormal behaviour detection, threshold crossing, statistical
processing, etc.

GenericOamType.002 e Provide easy configuration of the analytics/processing to be applied, e.g. set
thresholds, define the composition of the analytic function from a set of basic
analytic functions.

e Send notifications based on findings from the analysis of the metrics.

e Expose the analytic results to authorized consumers.

See note 1.

It is recommended to specify functional requirements for a VNF generic OAM function of

type "Log aggregator” to support to:

e Collect different types of logs from a set of VNF instances determined by a filter
(see note 2).

e Pre-process the logs, e.g. to harmonize the format of the logs.

GenericOamType.003 e Aggregate the logs in a configurable manner, e.g. aggregate all logs with a certain
log level, aggregate logs from different instances belonging to the same VNF,
aggregate logs of VNF instances managed by the same VNFM, etc.

e  Store historical log records, e.g. for later root-cause analysis.

e Expose logs (selected by a filter) to authorized consumers.

See note 1.
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Identifier Recommendation description
It is recommended to specify functional requirements for a VNF generic OAM function of
type "Log analyser" to support to:

e Analyse and process different types of logs based on a set of analysis functions,
e.g. abnormal behaviour detection, threshold crossing, statistical processing, etc.

. e Provide easy configuration of the analytics/processing to be applied, e.g. set
GenericOamType.004 threshold, define the composition of the analytic function from a set of basic
analytic functions.

e Send notifications based on findings from the analysis of the logs.

e Expose the analytic results to authorized consumers.

See note 1.
It is recommended to specify functional requirements for a VNF generic OAM function of
type "Time function" to support to:

e Ensure that the system time of all VNFs and their components is synchronized, i.e.
the time skew is within a certain boundary.

e Configure the time protocol(s) used in the system, e.g. configure the time source

GenericOamType.005 for all VNFs and their components.

e Provide natifications and alerts, e.g. to support administrative actions and
troubleshooting.

e  Set the correct time in the VNF components or host system.

e Record and provide logs to other functions, e.g. log aggregator function.

See note 1.
It is recommended to specify functional requirements for a VNF generic OAM function of
type "Traffic enforcer" to support to:
. e Perform appropriate actions based on the request received in order to achieve
GenericOamType.006 partial or full traffic isolation (both block or unblock traffic) and rerouting of traffic of
one or more VNFC instances.
See note 1.
It is recommended to specify functional requirements for a VNF generic OAM function of
type "VNF configuration manager" to support to:
e Set configuration information (e.g. NFV-MANO-related configurations, certain
GenericOamType.007 application-related thresholds) to one or more VNF/VNFC instances.
e Query configuration information from VNF/VNFC instances, e.g. current value of a
parameter.
See note 1.
It is recommended to specify functional requirements for a VNF generic OAM function of
. type "Network configuration manager" to support to:
GenericOamType.008 e Set network configuration information related to one or more VNF/VNFC instances.
See note 1.
It is recommended to specify functional requirements for a VNF generic OAM function of
type "Notification manager" to:
GenericOamType.009 e Handle (e.g. group, deduplicate, routes) notifications sent by other generic OAM
functions and route them to authorized consumers.
See note 1.
It is recommended to specify functional requirements for a VNF generic OAM function of
type "Upgrade VNF" to support to:

e Provide new service by updating to a new software version and adding network
connectivity to new type of VNF instance, i.e. support to update software of
VNF/VNFC, import new service name, import new certificate for other VNF in load
balancer, setting configuration of CP in load balancer, etc.

GenericOamType.010 e Add an additional virtual resource to a VNFC instance after VNF upgrading, i.e.
support adding CPU or memory, or adding or extending volume to use by
extending the storage size, etc.

e Coordinate updating VNFs to run with new software, i.e. reference to software
images (VM or OS container images), database schema change, application
configuration files, etc.

See notes 1 and 3.
It is recommended to specify functional requirements for a VNF generic OAM function of
type "Policy agent (PA)" to support to:

e Perform automated decision making to ease administration tasks.

GenericOamType.011 e Notify to consumers (e.g. OSS/BSS) about events related to policy managements

actions.
e Parsing and enforcing VNF and VNF generic OAM functions policies.
See note 4.
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NOTE 2:

NOTE 3:

NOTE 4:

NOTE 5:

Identifier Recommendation description

It is recommended to specify functional requirements for a VNF generic OAM function of

type "VNF testing manager" to support to:
e Manage multilayer testing for VNFs.

GenericOamType.012 e Set and apply configuration related to testing (e.g. VNF-to-VNF connectivity
testing). See note 5.
e  Execute the test upon request from OSS or due to VNF or NS LCM operation.
e Collect testing results from different entities related to testing. See note 5.
NOTE 1: Due to the modular structure recommended for the VNF generic OAM functions (see Table 7.2-2), itis

possible that an implementation of a VNF generic OAM function aggregates multiple basic types of VNF
generic OAM functions, e.g. a "VNF metrics function" could support functionalities of a "VNF metrics
aggregator" and "VNF metrics analyser".

The filter is recommended to support to filter the VNF/VNFC instances by type of the VNF/VNFC, vendor,
host, zone, VNF instance identifier, etc. The filter is further recommended to be able to filter by metric/log
type, severity level, etc.

Even though the function is named "Upgrade VNF", the function does not only support the upgrade, but also
update procedures of a VNF, and in general on any kind of software modification involved.

To enable closed loop control, interactions are expected between the Policy agent and VNFs, NFV-MANO,
OSS/BSS, NFVI management systems, other VNF generic OAM functions, MDA, etc.

Configuration of the test and results collection can be facilitated by the interaction of VNF testing manager

with other VNF generic OAM functions like the Network configuration manager for the actual network
configuration and the Notifications manager for the results collection.

Table 7.2-2 provides recommendations related to characteristics of VNF generic OAM functions based on the analysis

performed in clause 5.6.

Table 7.2-2: Recommendations related to characteristics of VNF generic OAM functions

Identifier

Recommendation description

GenericOamFunction.001

It is recommended to specify a functional requirement for a VNF generic OAM function to
expose interfaces and operations used to call the functionality of the VNF generic OAM
function, to configure the VNF generic OAM function, to query information and supported
functionality and capabilities, to allow to subscribe to notifications provided by the VNF
generic OAM function, and to expose metrics, logs and other information related to the
VNF generic OAM function, including its lifecycle.

GenericOamFunction.002

It is recommended to specify a functional requirement for a VNF generic OAM function to
support being consumed by any authorized VNF, authorized NFV-MANO functional entity,
OSS/BSS, or other authorized generic OAM function.

GenericOamFunction.003

It is recommended to specify a functional requirement for a VNF generic OAM function to
support being consumed/shared by one or multiple services/entities at a time.

GenericOamFunction.004

It is recommended to specify a functional requirement for a VNF generic OAM function to
support requesting specific operations to NFV-MANO, VNF/VNFC instances, NFVI/hosts,
and other VNF generic OAM functions as required to provide the expected functionality of
the VNF generic OAM function.

GenericOamFunction.005

It is recommended to specify a functional requirement for a VNF generic OAM function to
support consuming services by multiple entities/instances at a time.

GenericOamFunction.006

It is recommended to specify a functional requirement for a VNF generic OAM function to
have a lifecycle independent of any consumer.

GenericOamFunction.007

It is recommended to specify a requirement for a VNF generic OAM function to be capable
of being terminated in a graceful manner.

GenericOamFunction.008

It is recommended to specify a requirement for a VNF generic OAM function to be able to
scale (see note).

NOTE:
its service.

By being scalable, the VNF generic OAM function can compensate for the increasing/decreasing demand of

In Table 7.2-3, additional recommendations are provided for existing NFV-MANO functional blocks and functions.
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Table 7.2-3: Other recommendations

Identifier Recommendation description
It is recommended to specify functional requirements for MDAF to be able to receive and
vnf.generic.func.001 handle pre-processed data analytics from the VNF metrics analyser and the Log analyser
VNF generic OAM functions. See note.

NOTE: By means of interactions expected between MDAF and the Log analyser and the VNF metrics aggregator,
MDAF can be a consumer of the northbound interface exposed by the VNF generic OAM functions as
specified in ETSI GS NFV-IFA 049 [i.25].

8 Conclusion

The present document presents use cases related to the functionality that would benefit from the use of VNF generic
OAM functions. Based on the analysis of these use cases, recommendations have been proposed focusing on the
suggested types and expected characteristics and functionality of the VNF generic OAM functions and focusing on the
identification of potential requirements for NFV-MANO.

The present document also provides high level design of three potential solutions to provision VNF generic OAM
functions. Solutions A and C have similar benefits in terms of being independent functional parts and are recommended
to be considered for normative work. Solution C does not introduce differences at the functional level compared to
Solution A and can be seen as away to deploy VNF generic OAM functions. Solution C is the only solution
documented in the present document that covers the aspects to support the use cases related to LCM of VNF generic
OAM functions (clause 4.2). The primary benefit of Solution B isthat no new functional block is expected to be
managed by the network operator but is not recommended to be further considered during the normative work as it does
not provide a good separation of concerns between VNF generic OAM functions and existing functional blocks and
imply additional standardization efforts to specify or profile interfaces in between some of the VNF generic OAM
functions.
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