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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) IPv6 Integration (1P6).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The Industria Internet will enable deep process optimization in multiple industries by introducing Information
Technology (IT) capabilities, such as Big Data and virtualization, to improve Operational Technology (OT) processes
while reducing the OPEX, with the convergence of the IT and OT network. At the core of this revolution, a new breed
of Deterministic Networks will provide enhancements that are required to fully emulate the traditional seria links and
field buses that are widely deployed in that space over |Pv6.

Deterministic Networking isanew (to IT networks) level of guarantee for network-based services, based on time,
resource reservation, and enforcement. Deterministic Networking provides the capability to carry specified unicast or
multicast data streams for real-time applications with extremely low data loss rates and bounded latency. Deterministic
Networking technology allows for guarantees of 'worst-case' delivery. More precisely, the worst-case data loss and
latency are guaranteed in a consi stent fashion as multiple services are deployed on a common converged network
infrastructure.

Deterministic Networking adds key capabilities to the Internet (wired, wireless, Layer 2 and Layer 3) to support
time-sensitive mission-critical applications on a converged enterprise infrastructure. These capabilities are required to
drive the connection of billions of things, and make available the vast amounts of data that 10E applications generate.

Deterministic Networking is a qguantum step beyond existing QoS mechanisms. It implies time synchronization on all
the nodes, often including source and destination, the centralized computation of the deterministic paths from a global
perspective for a better optimization, new traffic shapers and schedulers within and at the edge to protect the network,
and new hardware for time-triggered access to the media.

6TiSCH [i.107] enables Deterministic Networking over Low-Power Radios, controlled by a central intelligence called a
PCE. At the same time, 6TiSCH allows traditional best effort IPv6 flows routed with the RPL routing protocol to utilize
the portions of the bandwidth that are not allocated to deterministic flow. This way, the collection over IPv6 of
traditionally unmeasured data can scale to vast numbers without interfering with the more critical flows for which all
the necessary resources are reserved.
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Introduction

It al started with point-to-point copper wires, transporting analogue signals for short messages, then telephone and
television, industrial measurements and commands, anything though initially not data. Digital data networks, and then
packet networks, came last; but with the advent of determinism, the late comers now show the potential to federate all
original forms of wired and wireless communication and lead to the final convergence of all communication networks.

A generic and cheap replacement to serial cablesto provide connectivity to all sorts of devices, coupled with
resource-sharing meshed networks, are now required to simplify the cabling and drive the costs down in many
industries, from transportation to manufacturing. Simple as it may seem to emulate the legacy forms of serial
communications, reproducing the various aspects of a point-to-point electric cable over a multi-hop packet network is
actually the hardest thing to do. Y et, the need is becoming more and more pressing, as.

1) managing all the existing sorts of cables and buses has become an increasingly costly complexity in many
aspects of our lives; and

2) point-to-point wires will not scale to serve the exploding needs of the Internet of Things.

A paper on "Integrating an Industrial Wireless Sensor Network with your Switched Ethernet and IP Network [i.67]" was
presented at the Emerson Exchange 2008 conference in Washington. The paper discussed how Wireless Sensor
Networks (WSNSs), which are in essence cheaper and faster to deploy than traditional wired field-buses, could leverage
the entire network to connect the sensorsto a centralized controlling application located afar on the carpeted floor, for
Industrial supervisory control or logging. At the sametime, the paper stressed issues that are raised when integrating a
classical, often proprietary industrial automation network, with tight response time and availability constraints, into a
wider P network based on packet-switched and Internet technologies. With this and a collection of other papers[i.69],
[i.70], [i.71] and [i.72], the redlization is now coming that with techniques such as flow isolation, high availability and a
new generation of Quality of Service (QoS), the times of the convergence of these networks are finally approaching.

ETSI
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1 Scope

The present document outlines a general architecture for an Industrial Internet, providing motivation for the
deployment, and some technical guidelines with afocus on deterministic and low power technologies, for a prospective
IPv6-based Industrial Internet leveraging deterministic wireless technology. The present document elaborates on
deterministic networking, wired and wireless, for application in the Industrial Internet.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] IETF RFC 6371: "Operations, Administration, and Maintenance Framework for MPLS-Based
Transport Networks'.

[i.2] J. Araujo et d.: "High availability automation networks: PRP and HSR ring implementations"
in: Industrial Electronics (I1SIE), 2012 |EEE International Symposium on, |EEE, 2012,
pp. 1197-1202.

[i.3] IETF RFC 7471: "OSPF Traffic Engineering (TE) Metric Extensions”.

[i.4] D. Beller and R. Sperber: "MPLS-TP-The New Technology for Packet Transport Networks"
in: DFN-Forum Kommunikationstechnologien, vol. 149, 2009, pp. 81-92.

[i.5] IETF RFC 6119: "IPv6 Traffic Engineering in IS-IS".

[i.6] M. S. Borellaet al.: "Methods for determining sendable information content based on a determined
network latency", US Patent 6,182,125, Jan. 2001.

[i.7] IETF RFC 7490: "Remote Loop-Free Alternate (LFA) Fast Reroute (FRR)".

[1.8] A. Colvin: "CSMA with collision avoidance" in: Computer Communications 6.5 (1983),
pp. 227-235.

[i.9] IEC 62439-3:2009: "Industrial communication networks - High availability automation networks -

Part 3: Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy (HSR)".

[i.10] IEC 62591:2016: "Industrial networks - Wireless communication network and communication
profiles - WirelessHART ™",

[i.11] IEC 62734:2014: "Industrial networks - Wireless communication network and communication
profiles- ISA 100.11a".

[i.12] IEC 62601:2015: "Industrial networks - Wireless communication network and communication
profiles- WIA-PA".
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IEEE 802.1Qbu™-2016: "I EEE Standard for Local and metropolitan area networks -- Bridges and
Bridged Networks -- Amendment 26: Frame Preemption”.

NOTE: Available at http://standards.ieee.org/findstds/standard/802.10Qbu-2016.html.

[i.115] ETSI EN 300 328: "Wideband transmission systems; Data transmission equipment operating in the
2,4 GHz ISM band and using wide band modulation techniques; Harmonised Standard covering
the essential requirements of article 3.2 of Directive 2014/53/EU".

3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
3GPP 34 Generation Partnership Project

6lo IETF IPv6 over Networks of Resource-constrained Nodes WG (continues 6LoWPAN)

6LOWPAN IETF IPv6 over LWPANSWG

6TiSCH IETF IPv6 over the TSCH mode of |EEE Std 802.15.4 WG [i.55]

AMI Advanced Metering Infrastructure

AMR Automatic Meter Reading

ARC Available Routing Construct

AS Autonomous System

AVB Audio/Video Bridging

BBR BackBone Router

BER Bit Error Rate

BGP Border Gateway Protocol

BIER Bit Indexed Explicit Replication

BTLE (or BLE) BlueTooth Low Energy

CA Collision Avoidance

CAC Call Admission Control

CAN Controller Area Network

CAPEX CAPital EXxpenditure

CDuU Channel Distribution/Usage

CIP Common Industrial Protocol

CLI Command-Line Interface

CRC Cyclic Redundancy Check

CSMA Carrier Sense Multiple Access

CSMA/CA Carrier Sense Multiple Access with Collision Avoidance

DAD Duplicate Address Detection

FCC US Federal Communications Commission

G-MPLS Generalized MPLS

GMPLS Generalized MultiProtocol Label Switching

GPS Global Positioning System

HMI Human Machine Interface

HSR High-availability Seamless Redundancy

ICT Information and Communication Technologies

IE Information Element

IESG Internet Engineering Steering Group

IFS Inter Frame Space

IGP Interior Gateway Protocol

loT Internet of Things

IP Internet Protocol

IPv6 Internet Protocol version 6

IRT I sochronous Real-Time

ISDN Integrated Services Digital Network

ISIS Intermediate System to Intermediate System

ISM Industrial, Scientific, and Medical

IT Information Technology

LAN Local Area Network

LDP Label Distribution Protocol

LFA Loop-Free Alternates
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LLN Low-Power and Lossy Network

MAC Medium Access Control

MPLS MultiProtocol Label Switching

MPLSTP MPLS-Transport Profile

MRT Maximally Redundant Trees

ND Neighbor Discovery

NFC Near Field Communication

NFV Network Functions Virtualization

NIC Network Interface Card

NTP Network Time Protocol

OAM Operations, Administration and Maintenance
ONF Open Networking Foundation

OPEX OPerational EXpenditures

OSPF Open Shortest Path First

oT Operationa Technology

PCE Path Computation Element

PCEP Path Computation Element Protocol

PCI Peripheral Component | nterconnect

PDR Packet Delivery Ratio

PER Packet Error Rate

PHY PHYsical layer

PMN Professional Media Networking

PRP Parallel Redundancy Protocol

PSK Pre-Shared Key

PTP Precision Time Protocol

QoS Quiality of Service

REP Resilient Ethernet Protocol

RFC Request For Comment

RPL IPv6 Routing Protocol for Low-Power and Lossy Networks
RSVP Resource Reservation Protocol

SDH Synchronous Digital Hierarchy

SDN Software-Defined Networking

SERCOS SEria Real-time COmmunications System
SONET Synchronous Optical NETworking

SR Segment Routing

TCP Transmission Control Protocol

TDM Time Division Multiplexing

TE Traffic Engineering

TEAS Traffic Engineering Architecture and Signaling
TSCH Time-Slotted Channel Hopping

TSMP Time Synchronized Mesh Protocol

TSN Time-Sensitive Networking

TSPEC Traffic SPECification

TTE Time-Triggered Ethernet

TV TeleVision

VLAN Virtual Local Area Network

VRF Virtual Routing/Forwarding

WG Working Group

WIA-FA Wireless Networks for Industrial Automation - Factory Automation
WIA-PA Wireless Networks for Industrial Automation - Process Automation
WISA Wireless Interface for Sensors and Actuators
WPAN Wireless Personal Area Network

WSN Wireless Sensor Network

ETSI



15 ETSI GR IP6 009 V1.1.1 (2017-03)

4 Converging Networks for the Industrial Internet

4.1 On Operational Technology

"Operational technology (OT) is hardware and software that detects or causes a change through the direct monitoring
and/or control of physical devices, processes and eventsin the enterprise" - Source: Gartner.

In practice, OT refersto industrial networks, which focus on highly reliable, secure and Deterministic Networking. In
OT environments, Deterministic Networks are characterized as providing a guaranteed bandwidth with extremely low
packet loss rates, bounded latency, and low jitter [i.73]. OT networks are typically used for monitoring systems and
supporting control loops, as well as movement detection systems for use in process control (i.e. continuous
manufacturing) and factory automation (i.e. discrete manufacturing), and protection systems in the SmartGrid [i.74].

Dueto its different goals, OT has evolved in parallel but in a manner that is radically different from Information
Technology/Information and Communications Technology (IT/ICT), which until now relied on selective queuing and
discarding of |P packetsto achieve end-to-end flow control over the Internet, and provided limited guaranteesin terms
of delivery and latency. For that lack of determinism and an associated lack of trust, IT and OT networks have been
maintained segregated.

4.2 Enabling the IT/OT convergence

The motivation behind the original vision of an Industrial Internet [i.105] was that a single percentile point of
operational optimization [i.106] would enable massive savings across many vertical industries. But reaching additional
levels of optimization is not an easy task; it would require collecting and processing huge amounts of live
measurements by widely distributed OT sensing and IT analytics capabilities[i.75], [i.76], [i.77] and [i.78].

These currently missing measurements comprise all sorts of diagnostics and sensor data that in many cases today are
captured but not reported, either because the cost of wiring the devices would be prohibitive, or, if a device has
connectivity to a control network, because the control network is kept isolated from the IT network and the wider
Internet for security reasons.

In order to avoid skyrocketing operational costsin maintaining highly trained teams for multiple solutions, the missing
measurements have to share the same infrastructure (network and management) as the deterministic OT flows. It results
that the Industrial Internet vision can only be achieved by the convergence of IT and OT, whereby the network becomes
capable of emulating the properties of deterministic OT circuits in the same fabric that servestraditional best effort |P
applications.

In response to needs from different vertical OT industries, new efforts at the IETF and the |EEE [i.79] to enable traffic
that requires bounded latency in aworst case scenario and is generally sensitive to packet loss and/or jitter, for
application in alarge variety of use cases[i.20] with a high degree of operational criticality.

The upcoming protocols will support amix of deterministic and classical best-effort traffic to be transported across
Ethernet bridges and over | P networks, respectively. In particular:

e  Afirst generation of Ethernet-based standards, called Audio/Video Bridging (AVB) [i.87], was developed at
the IEEE Std 802.1™ [i.88] for the Professional Media Networks.

e  With TimeSlotted Channel Hopping (TSCH), |EEE Std 802.15.4 evolved into a highly predictable,
quasi-deterministic Medium Access Control (MAC) [i.89] technology.

. The Time-Sensitive Networking (TSN) [i.90] Task Group (TG) at the IEEE and the Deterministic Networking
(DetNet) Working Group (WG) at the IETF are now generalizing those methods to transport deterministic
flows across Ethernet bridges and over I1P networks, respectively.
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Figure 1. Enabling trends

In figure 1, the trend to bringing determinism in IT protocols relative to other trends that lead to it is positioned, and
onesthat in turn it enables. Deterministic Networking refers to this new trend that is now perceived as the key enabler
for the convergence of IT and OT networks.

On the one hand, determinism builds on recent trends of Clock Synchronization [i.51] to control time-shared network
resources, and on Software Defined Networking (SDN) [i.91] and [i.45] for the centralized visibility on network
resources and capability to achieve a global optimization of the network.

On the other hand, Deterministic Networking is a key enabler for a series of new trends that involve the replacement of a
serial cable or a multidrop synchronous bus over a switched fabric. Examples of such trends include the migration to IP of
Professional Media Networks such as found in production studios and concert arenas, the replacement of dedicated
automotive buses such as the Controller Area Network (CAN bus) and FlexRay [i.92] by cheap 100 MBps Ethernet over
twisted pairs in the new models of cars, and the Compute Platform Disaggregation whereby the internal businside a
server such as a Peripheral Component Interconnect (PCl) busis replaced by an Ethernet switched fabric.

Among those trends, the focus is on the Industrial Internet; in that case, deterministic signals that are used to control
industrial processes have to be isolated, and yet share the physical media with other information such as diagnostics and
sensory data that are used to monitor and improve the processes.

4.3 The path to the IT/OT Convergence

At first, people realized that an on/off electrical signal could be perceived at very long distances and the telegraph was
born. They realized that the voltage could be modulated and the analogue audio signals, which still available today from
devices equipped with those legacy jack and RCA connectors, joined the party.

In the last twenty years, voice, data and video networks have converged to digital over IP. Mail delivery has become
guasi-immediate and volumes have multiplied; long distance voice is now mostly free and the videophoneisfinaly a
reality; TV is available on-demand and games became interactive and massively multi-player.

The convergence of highly heterogeneous networksto I T/ICT resulted in significant dropsin price for the end user
while adding distinct new value to the related services.

Y et, and even though similar benefits can be envisioned when converging new applications over the Internet, there are
still many digjoint branchesin the networking family tree; many use cases where mission-specific applications continue
to utilize dedicated point-to-point analogue and digital technologies for their operations.
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Even as a number of industrial protocols are now migrating to open standards such as Ethernet and IP, the typical OT
network is kept isolated from the IT network and operated by a different crew of OT specialists, which yields double
operational expenses compared to a converged network infrastructure and management.

Forty years ago, OT people found that information encoded as an analogue modulation of current could be carried
virtually instantly and with no loss over the distance; the basis of industrial control was laid out. Even today, most
control signals rely on modulated current, typically between 4 mA and 20 mA, to report the variation of an observed
phenomenon.

Then came digitization, which enabled to carry more data and control the device, but a so introduced latency to
industrial processes, time to encode a series of bits on alink and transport them along, which in turn may limit the
amount of transported information [i.83], [i.84] and [i.6].

The need to save cable and simplify wiring lead to Time Division Multiplexing (TDM) of signals from multiple devices
over shared digital buses, each signal being granted access to the medium at a fixed period for afixed duration; with
TDM, came more latency, waiting for the next reserved access time.

Statistical multiplexing, with Ethernet and 1P, was then introduced to achieve higher speeds at lower cost, and with it
finally came jitter and congestion loss.

Some OT applications evolved to compensate for the transport degradation with recovery mechanisms and jitter
absorption buffers, at the expense of yet some additional latency. However, this did not seem acceptable for al, and in
order to avoid those unwanted statistical effects, competing and not interoperable solutions appeared, driven by multiple
standard defining organizations (SDOs), consortiaand individual vendors.

Notable examples are, in the wired space [i.27], PROFINET Isochronous Real-Time (IRT), POWERLINK, SERCOS
[11, CC-Link IE, and to some degree Modbus TCP and EtherNet/I P which are now converged in the CI P specification,
and in the wireless space, ISA100.11a and WirelessHART [i.35], WIA-PA and WIA-FA, iPCF [i.85] and WISA [i.86].

In the real world today, operational signals are still massively carried as a simple analogue modulation of the electrical
current, over costly point-to-point wires. In order to replace those wires with a cheaper Ethernet-based switched fabric
federating multiple access links, alimited subset of deployed control networks made all the steps towards digital
statistical multiplexing; but even those cannot interoperate with I'T technology, and the convergence is stalled.

The main technical reason for not converging those networks derives from the limits of the protocols that sustain the
Internet asit is known today. With multi-hop operations and statistical multiplexing, 1P technologies lack
"determinism".

4.4 The case of Low-power Lossy Networks

The quality of transmission over |EEE 802.15.4 [i.55] radiosis affected by multiple elements, such asthe relative
location of objects in the environment and interferers of all kinds; these elements may be extremely difficult to control
(e.0. radars) and may change brutally (e.g. adoor opens); it results that a given channel cannot be expected to remain
stable over along period of time, and that some Channel Agility is required to guarantee a degree of service continuity
over along period of time.

When aradio transmission fails, adding diversity to the transmission characteristics improves the chances to avoid the
cause of the failure and thus, those of a successful retransmission. A retransmission over the same channel adds only
time diversity, and unless the cause of the lossisreally transient, it is bound to fail for the same reason the original
transmission did. But, as discussed by Srinivasan [i.50] in the case for IEEE Std 802.15.4 [i.55] and |IEEE

Std 802.11 [i.29] networks, other forms of diversity can help alleviate the issue.

Considering that those radios are highly sensitive to multipath fading [i.64], and that in turn multipath fading is highly
sensitive to both location and frequency, it makes sense to add channel diversity to the retransmission. Trying this, it
was found that switching channels dynamically based on a variation of the link quality also yields transient periods of
instability (more on thisin clause 6.4).

So in the years 2003-2007, providing deterministic services over IEEE Wireless Personal Area Networks (WPANS)
[1.80] such as |EEE Std 802.15.4 [i.55] Low-Rate WPANS (LoWPAN) appeared to be extremely challenging. Around
that time, Kris. Pister developed a novel approach to combine frequency diversity and channel hopping based on time
synchronization, and they introduced the quantum leap that brought determinism over low-power wireless, with the
Time Synchronized Mesh Protocol (TSMP) [i.44].
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TSMP introduced a scheduled combination of frequency and time diversity that defeats most interferences and can
reach wire-equivalent reliability on battery-operated devices. TSMP opened the way to Time-Slotted Channel Hopping
(TSCH) [i.63], which was published as an amendment [i.81] in 2012, and is now updated and retrofitted in the mainline
|EEE Std 802.15.4 [i.55].

TSCH was immediately adopted by the Process Control industry, and two competing industrial WSN standards were
developed in the following years, both leveraging this technique; first came WirelessHART, which shipped with
HART?7 [i.82], and then ISA100.11a[i.21], which brought alimited support of 1Pv6.

The above standards are optimized for application in industrial Process Control; they are not designed to access the
global Internet. In order to realize the Industrial Internet vision for wireless, there was a need to develop a new series of
open standards combining best-effort and time-sensitive I Pv6 traffic over TSCH. Thiswork has started in 2013 at the
IETF 6TiSCH WG and is now delivering its first round of standards.

However, wire-equivalent reliability is still not determinism. For safety and critical control applications, thereis a need
to guarantee the timely delivery of packets, even in the face of accidental situations such as the failure of a device or an
obstacle moving in the way of the transmission. For this, additional forms of diversity, such as spatial diversity, and
sometimes implementation and even technology diversities, are required.

5 What is Deterministic Networking?

5.1 Common definitions (from Web encyclopaedia)

In mathematics and physics:

"A deterministic systemis a system in which no randomnessis involved in the development of future states of the
system. A deterministic model will thus always produce the same output from a given starting condition or initial state."

In philosophy:

"A deterministic systemis a conceptual model of the philosophical doctrine of determinism applied to a system for
under standing everything that has and will occur in the system, based on the physical outcomes of causality. In a
deterministic system, every action, or cause, produces a reaction, or effect, and every reaction, in turn, becomes the
cause of subsequent reactions. The totality of these cascading events can theoretically show exactly how the system will
exist at any moment in time."

A sense of what Deterministic Networking is has emerged as the capability to effectively emulate point-to-point wires
on switched networks that were initially designed to serve IT/ICT and then Internet of Things (IoT) applications, such
as Ethernet and IEEE 802.15.4 [i.55], and the IETF is now extending the Pseudo-Wire emulation of Ethernet over 1P to
provide Deterministic Networking (DetNet) services over larger networks.

Various flavours of this concept can be found around, for instance with the concept of Network Slicing at the 3rd
Generation Partnership Project (3GPP) [i.102]. With these methods, an overlay, which is effectively alogical structure
of meshed tunnels, would inherit physical properties such as a portion of the available buffers and bandwidth.

This clause detail s the characteristics of Deterministic Networking, how the concept can be achieved on wired
infrastructures, and the direction taken by the standards bodies to enable deterministic properties on packet networks.

Determinism in a network brings the guarantee that a particular information is transported across the network in atight
window of time, and that a periodic process will be repeated identically every time. Determinism is arequired property
in the power grid, to ensure that high-tension lines breakers can be activated within milliseconds, in public
transportation to make sure that automated vehicles are operated safely for their passengers, and in industrial
automation for control loops.

To further delineate the concepts behind Deterministic Networking, let us use some analogies.
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5.2 The train analogy (to control loop traffic)

The analogue of a congestion loss in the railway system, that isthe collision of two trains using the same rails at the
same time, is avoided in the real world by fully scheduled operations that repeat, day after day, the predetermined
schemathat is atrain schedule.

Figure 2 illustrates the sheer complexity of computing an optimal schedule for multiple trains that will share a same
infrastructure, with the goal to minimize the end-to-end time and the constraint to avoid collisions by ensuring that at
most one train is present on any section of therail at any point of time.

Figure 2. A Railway System, illustrating the complexity of a global schedule

Theflat portions of the schedule that are enlarged on the right of figure 2 (coloured in blue) illustrate that, in order to
avoid collisions, atrain may be temporarily stopped on a garage way, until the pre-determined time when it can safely
leave the station. The overall travel experience may not be as fast as a hot potato [i.53] model whereby thetrainis
expelled as soon as the way is open, but scheduling avoids queues and results in a much more predictable experience for
the passengers.

Likewise, a deterministic flow may experience short buffering in intermediate hops to guarantee that there are never
two deterministic packets scheduled for transmission at overlapping times, in other words that the link is always
available at the scheduled time of transmission; because of the extra fixed latency that is added at each hop, most
deterministic flows will incur a higher latency than with best effort hot potato forwarding.

5.3 The bus analogy (to deterministic circuit switching)

The goal of the reserved bus lanesin a city isto avoid that the busis delayed by traffic jams and guarantee a good and
repeatable experience for the passengers.

Say abus takes thirty minutes to travel from a given bus stop down the street from a user's home, all the way to his
office. If thereisabus every ten minutes, then the transit time for a particular user of the public service will always be
somewhere between thirty and forty minutes, depending on how lucky heis on a particular day, and this, regardless of
thetraffic in the car lanes.

This user will certainly not use every bus that passes by, but he knows that there will be one soon enough, and that,
forty minutes later at worst, he will be at his desk.

Asit goes, asingle bus line may not take our user from his departure point to hisfinal destination, and he may have to
hop in another bus midway; the additional transport time for him yields huge benefits in reduction of operational
complexity and thus an increased profitability for the bus company.
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A busline is analogue to the reserved circuits that can be scheduled in a packet-switched Deterministic Network, and as
illustrated in figure 3, an overall bus transport fabric is quite alike a complex deterministic switching system. Regardless
of the load, a Deterministic Network will guarantee a periodic transmission opportunity with a bounded latency for
asynchronous commands and alerts.

In that context, the ultimate realization of a Deterministic Network appears to be a perfect emulation of the good old
serial cable over a packet-switched network, transporting the exact same application, at a much lower cost than a full
mesh of wires.
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Figure 3: The bus transport fabric

54 The vacation place analogy (to time-sharing)

For those of us who do not have 52 weeks of vacation per year, clever marketing has invented this concept of time
sharing acquisition whereby an individual owns aflat in a nice vacation resort for just one week a year. That week, the
individual will usethe flat asif it was always his, will not find unexpected people in his bed at night, and, provided that
all owners are decent enough, he will have no clue whatsoever of how many other owners also live in that flat at other
times along the year.

As seenin clause 5.2 that determinism requires that packets from a particular flow may need to be held in an
intermediate node until the scheduled time when the free access to the transmission medium is guaranteed. This means
that enough buffers have to be available during that period to hold the packet; by analogy to the vacation place, there
cannot be an unexpected occupant in the master bed.

The object of Deterministic Networking, which isto remove chance from the picture, requires tying physical resources
to the protected flows. With scheduled operation, a same resource may be affected to different flows at different times,
and the duration of this affectation, thus the number of deterministic flows that can make use of a same resource, is
directly affected by the precision of the shared sense of time in the network.

It results that the reservation system that locks physical resource to well-dimensioned and identified flows have to be
aware of the device capabilities such as clock precision and forwarding latency, as well as the amount of buffers, timers
and queues that are available to control in that particular device.

With appropriate shaping, a deterministic flow is fully isolated from any influence from other traffic, with no leak, no
loss, and no latency whatsoever that could be imputed to other flows, whatever the load on the network. Thisisolation
goes beyond that provided by aVirtual LAN (VLAN) [i.93] and its Layer 3 equivalent, the Virtual Routing and
Forwarding (VRF) [i.94]; those only prevent leak and eavesdropping, but cannot protect against congestion loss and
latency induced by some other traffic that happens to share the same physical resources.
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In other words, Deterministic Networking brings a new level of isolation and guarantees that are critical to converge OT
control flows onto ashared I T infrastructure spanning the campus or the factory. To realize thisto its full extension, a
strict policing and shaping have to be performed that filters out misbehaving devices, whether it is an external attack or
afailing network node that may, for instance, repeat the last frame forever at line speed. In turn, the isolation brings a
new form of security whereby attempts to influence a flow by injecting another in the same physical infrastructure
becomes totally inefficient.

5.5 The casino analogy (to statistical effects)

Thelaw of large numbers says that long term, the casino wins. Y et, though it rapidly becomes statistically improbable
to keep winning, there is no bound to the potential gains that a player may achieve. By analogy, statistical multiplexing
and arguably buffer bloat yields unbounded latency, or loss.

In wireless, CSMA with collision avoidance (CA) operations detect a collision and apply a randomized back
off to avoid that it happens again. Though the chances decrease exponentialy, thereis aways a possibility
that aframe again for atheoretically unbounded number of times[i.67].

Real Time

Figure 4: traditional Quality of Service

Similarly, the hot potato [i.53] forwarding operation in a switch or arouter entails a statistical chance of too many flows
outgoing a certain link, queues forming and eventually packets being dropped. The imperfect experience of voice over
IP generally results from this sort of effect, in particular over Wi-Fi where the data rate may vary considerably and Call
Admission Control (CAC) [i.16] isvery complex to achieve. The only protection in classical routers and switchesisto
drastically under-utilize the medium, with avery limited amount of critical traffic of high Quality of Service (QoS)
[1.95], asillustrated in figure 4.

Ever increasing the bandwidth can make it so that statistical effects such as congestion loss and out-of-bound latency
become negligible; and in addition, appropriate QoS settings enable to push the unwanted statistical effects onto vulgar
packets, and protect relatively low rates of critical flows. This has been the recurrent answer from packet-switched
statistically multiplexed networks against the better-groomed behaviour of transports designed for circuit mode
communications, such Synchronous Optical Networking (SONET) and its Synchronous Digital Hierarchy (SDH)
variant, or T1 Time-Division Multiplexed (T1-TDM) and its Integrated Services Digital Network (ISDN) variant.

So far, this has been awinning strategy for most use-cases, but it falls short when the needs of the critical flows
approach the effective throughput of the wires, e.g. for large time-sensitive flows of uncompressed video, where tens of
Gbps have to be delivered at a precise time across a switched fabric in professiona studio.

Thisiswhy until now, the extreme OT uses cases such as industrial motion control, which operate control |oops at
several hundred times per second, had to resort to specialized standards or proprietary designs, as detailed in clause 4.3.

In contrast, scheduled operations can utilize the medium for critical flows up to high loads, limited only by the precision
of the clocks and the compute capability of the central controller. Voice calls and industrial control loops are like trains,
the traffic is predetermined and with adequate dimensioning and scheduling, the network can be programmed to ensure
a seamless and repeatable experience. This requires new shapers, afine sense of time, and a better control of individual
physical resources such as buffersin memory.
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A deterministic flow has to traverse the network in the same predictable fashion every time, regardless of the load of the
network. There can be no observabl e influence whatsoever from any other flows. A Deterministic Network may be
primarily loaded with deterministic flows and still maintain its predictable properties unmodified for each of them.

This goes beyond the capabilities of the current QoS-based Internet technologies, where an increased load in one flow
generates delays and losses, which are rapidly observable, on adjacent flows.

5.6 Transporting OT traffic

Transporting OT traffic requires a network that isreliable and jitter-free, and can be trusted to transport periodic and
asynchronous commands with a bounded latency. An ever-increasing bandwidth is not always a valid response in the
face of high loads of time sensitive flows found in OT applications. This strategy was not accepted by the industrial
community, which developed its own adaptions of Ethernet and I P to meet its specific needs. As opposed to QoS-based
networks, a Deterministic Network has to aways retain its properties, even under high loads of critical flows.

To achievethis, it is necessary to schedule the timely operation of the network with the granularity of numerous tiny
physical resources. While scheduling enables to provide the required guarantees, it may also yield an additional latency
for the transported flows. A precise synchronization of the network has to be obtained, so the required resources can be
reserved for the individual packets within that particular flow at their precise time of arrival. Over the distance, tiny
flows have to be aggregated into larger ones that can be processed as a single entity.

With Deterministic Networks, the worst-case data loss and latency can be guaranteed in a consistent fashion when
multiple services are deployed on a common converged network infrastructure. A deterministic flow is completely
isolated in its own time-shared set of physical resources and cannot be influenced by any other traffic in any observable
fashion; from the perspective of the application, a deterministic end-to-end connection appears as a dedicated
point-to-point wire.

As Deterministic Networking capabilities are deployed, wired and wireless links that are today limited to provide
Internet connectivity can be used to replace any of the cables that are found in day-to-day applications, RCA connectors
on the stereo gear, RS232 seria cables, fancy bus connectorsin cars, 2 and 4-wires cablesin industria control

networks, all of them. A shared sense of time enables to transport -in fact to recreate- a clock signal that is used to
synchronize both ends of an emulated serial cable. Moreover, the perfect isolation between flows that is obtained to
guarantee the required latency is also an improvement on the security side, and a factor of trust in the convergence for
OT people.

Awareness of Deterministic Networking is now spreading [i.96], and the new technology is generally perceived as an
evolution of quality of service to bring anew level of guarantees for network-based services. True asit is, what
Deterministic also and mostly brings to Networking is more revolutionary; it is the capability, for the first time, to carry
any signal that was ever transported across a point-to-point wire, for any form of application that men ever devised,
over multi-hop packet networks.

6 Enabling Determinism in a Network

6.1 The precursors

6.1.1 On Fast Reroute

Use-cases where two non-congruent paths are set up to ensure either afull redundancy, or at least a rapid fail-over, by
selecting at the ingress between two pre-computed paths, abound in the art of networking. An example of such, the
Linear Protection [i.39] of the MPLS Transport Profile [i.18] (MPLS-TP) [i.4] uses specific OAM frames[i.1] to
monitor the liveliness of the routes and make rapid fail-over decisions.

To avoid the complexity of setting up non-congruent paths, and in order to react even quicker from where the problem
actually happens, the IETF has devised the concept of fast-reroute [i.47], which means rerouting around a failure from
anywhere inside the network.
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The IETF has proposed two approaches for | P fast-reroute, the original 1P LoopFree Alternates (LFA) [i.66] and [i.7],
which attempts to find a path around afailing node or afailing link, with a variable coverage, and a new technique for
IP Label Distribution Protocol (LDP) using Maximally Redundant Trees (MRT) [i.14], which draws a pair of treesin
any bi-connected topology, each tree connecting every node and both rooted at the destination, in such afashion that a
breakage only blocks one of the trees, so that the other tree offers a path to destination.

One key benefit that is found in both techniques is to be compatible with, and actually leverage, an existing OSPF-based
infrastructure; and one limit to both approaches is the lack of control on the generated alternate paths, in particular with
respect to their relative costs. The detour may be long and expensive, in particular with MRT, which computes global
trees.

6.1.2 On SDN and Traffic Engineering

Software Defined Networking (SDN) [i.36] promotes a model that simplifies the network operation by automating the
deployment of network resources from a centralized controller; at the extreme, the networking gear becomes a basic
subservient to the master controller in practice, though, a distributed routing plane may still be associated with the SDN
operation so as to reach the controller and handle the general purpose bulk of the traffic. Though still highly overhyped
[1.97], the momentum started with Openflow [i.31] is getting traction in campuses and cloud data centres through
various vendor incarnations such as the Network Element Drivers[i.98] of Cisco's Network Services Orchestrator and
Arigta's Directflow [i.99].

The art of Traffic Engineering (TE) at the IETF leverages routing protocol extensions to link-state I nterior Gateway
Protocols (IGP) such as OSPF [i.65] and [i.3] and IS-1S[i.5], as well as extensionsto BGP [i.40], to report the
topological information to a central routing component, which isimplemented by a Path Computation Element (PCE)
[i.17]. Relying on that topological information learned, the PCE computes diverse paths and assign flows to those paths.
But thistechnique yields alot of human intervention and does not yet support deterministic properties.

More closely related to OT applications of 1OT and low-power radios, Industrial Routing Requirementsin Low-Power
and Lossy Networks [i.43] discusses the need for the LLN routing protocol to compute multiple forwarding solutions.
The centralized approach in TE is echoed by the best practice found in the art of industrial and vehicular networks,
operating Time-Triggered Ethernet [i.25], IEC 62591 [i.10] and |EC 62734 [i.11]. The limit of the model is probably
the scalability of the controller, considering that the optimization of a Time-Triggered schedule is an NP-complete [i.9]
and [i.38] problem with a complexity that grows rapidly with the number of engineered flows.

6.2 Expected benefits in wired networks

A perfectly Deterministic Network would ensure that every packet would reach its destination, and would always do so
in due time. In an imperfect world, Deterministic Networking nearly eliminates packet loss, with the associated goal to
guarantee aworst case latency for a packet, and all this whatever the overall network conditions are, effectively
emulating the case of a point to point serial cable.

The main cause of datalossin awired switch fabric is a statistical effect called congestion loss, whereby, at a particular
moment, multiple flows entering a switch converge to a same outgoing port, in volumes that exceed the capacity of that
port to output the traffic. It results that some of the traffic has to be dropped, and one of the desired effects of Quality of
Service (QoS) isto intelligently select the frames to be discarded.

Making networks more deterministic eliminates this statistical effect by maintaining at al time the amount of critical
packets within the physical capabilities of the hardware. This can be achieved by the use of time-shared resources
(bandwidth and buffers) per circuit, and/or by shaping and/or scheduling the packets at every hop.

Equipment failure, such as a switch rebooting, a broken interface adapter, or an unplugged physical wire, is a secondary
source of dataloss. When a breakage occurs, multiple packets are lost in arow before the flows are rerouted or the
system may recover. Thisis not acceptable for critical applications such as related to safety. A typical process control
loop will tolerate an occasional packet loss, but aloss of severa packetsin arow will cause an emergency stop (that is,
typically after 4 packetslost, within a period of 1 second).

Making networks more deterministic improves the resiliency against breakages and statistical transmission loss such as
due to cosmic particles, typically by adding redundancy in the network path.

Finally, since the operation of a Deterministic Network rely on precisely applying atight schedule, and the worst-case
time of delivery hasto be guaranteed, a shared sense of time is propagated throughout the network, which can be
exposed to and leveraged by other applications.
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6.3 Making Ethernet deterministic?

On precisetime: A synchronization of clocksin the order of the microsecond can be achieved by a software
implementation using the Precision Time Protocol (PTP) [i.32] IEEE 1588 [i.112], or one of its derived profiles, such as
IEEE 802.1AS[i.113]. With hardware assistance, this can be brought down to tens of nanoseconds for use in Smartgrid
[.23] and even down to nanoseconds for military [i.28] and 4/5G so-called fronthaul and crosshaul [i.37] applications.

With a precise shared sense of time, the switches can guarantee the exact forwarding time at each hop for TSN
applications, and in-time delivery at the egress for AVB applications. Precise timeis leveraged by Time-Triggered
Ethernet (TTE) [i.25] to control the exact time of transmission; with TTE, the sender and the listener can agree that a
certain packet belongs to a certain deterministic flow just because it is transmitted at a certain precise time, without the
need to tag the packet. Keeping the Ethernet frames unmodified enables inter-working between TTE and classical
Ethernet switches.

On timely transmission: Another key aspect to provide deterministic latency guaranteesis to ensure that the mediumis
free and can be accessed with no wait when the time comes for sending a deterministic packet.

In the case of full-duplex switched Ethernet, a sender owns the transmit medium, so there is no need to defend against
an interfering transmission from other parties; a collision may be avoided either by preventing transmission ahead of the
scheduled time by a guard time that is more than the transmission time of the largest frame, or by suspending a frame
being transmitted to free the medium for the deterministic packet, which is the solution that the |EEE as selected with
802.1Qbu [i.114] Frame Pre-emption.

By construction of the schedule, only one frame may be programmed during any particular window of time sized for
one frame of maximum size, and there can never be a contention between deterministic frames.

If a non-deterministic frame is being transmitted at the precise time scheduled for a deterministic frame, its transmission
isinterrupted and a CRC is attached to validate the partial transmission. The deterministic packet can then be
transmitted in time and in full, and then the non-deterministic transmission can resume starting at the offset where the
transmission was interrupted, yielding no access latency for the deterministic frame.

On redundancy: A Deterministic Network brings resiliency against physical and logical failures and guarantee the
continuity of operationsin al conditions; this requires the physical redundancy of each involved piece of networking
equipment, and the capability to compute non-congruent paths between source and destination and leverage Frame
Replication and Elimination techniques.

High-availability Seamless Redundancy [i.24] (HSR) for that purpose. The International Electrotechnical Commission
(IEC) further standardized those methods [i.9] for both the industrial [i.2] and Smart grid [i.52] applications, and is now
evolving the |EC 61850 [i.13] standard for substation communication networks to include them [i.19].

On reliability: Finaly, critical applications such as professional Audio/Video Bridging (AVB) [i.100] demand a packet
delivery ratio (PDR) that orders of magnitude better than the capabilities of a simple chain of switches along a path.
Additiona diversity, such as replication and elimination of a packet over non-congruent paths, enables to reach the
required figures. The math is simple: If the probability of loss along a path is P, then, if total diversity and independence
can be achieved between two parallel non-congruent paths, then the probability of loss with Replication and Elimination
over those two paths becomes P2. With alossratio of an Ethernet fabric that istypically in the order of 105, sending
redundant copies over two fully diverse paths yields a 10-%°|oss ratio, which enough to burn a Blu-ray disk without a
scratch in an AVB studio. When applied to highly lossy multi-hop media such as awireless link with, a worse than

10 % packet error rate (PER) without retries is not uncommon [i.49]. A simple redundancy, whether it is based on rings
or parallel paths, still yields at best a PER of 1 % or worse, which is far from the 10 wire equivalence that industrial
networks are after.

6.4 Making wireless deterministic?

On transmission reliability: The radio medium, in particular in the industrial, scientific, and medical (1SM) bands that
are shared not only between data networks but also with all sorts of interferers such as microwave ovens and radars, is
orders of magnitude less reliable than classical wired networks such as Ethernet over copper or fibre; providing
deterministic services over wireless appears extremely challenging.
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Co-channel interferences are not the only possible causes for a frame loss; for instance, physical obstacles may happen
to move in the way of the transmission and block the communication. Multi-Path Fading, which is due to multiple
reflections that may reinforce or cancel one another out a few centimetres away, isamajor cause of transmission errors;
it does not affect all channelsin a same fashion, and which channels are impacted is highly sensitive to the relative
position of the sender and the receiver, and to their environment.

In short, the quality of a given channel is affected by multiple parameters that may vary brutally, and |EEE 802.15.4
transmissions over afixed channel cannot be expected to remain stable over along period of time. It results that basic
|EEE 802.15.4 [i.55] implementations that operate on afixed channel will often suffer from intermittent delivery issues,
and can only apply to low-end applications for which a consistent reliability is not a concern.

Channel Agility was added to improve the availability of the radio links by permanently sensing the channel, looking
for anincrease in Bit Error Rate (BER), and switching channel when loss becomestoo high. This technique represents a
clear improvement from the art of fixed channel, but it only fixes an error condition reactively, and a period of lossy
transmissions is experienced before a new channel is selected. Thisis well suited for applications such as AMI/AMR
metering, which do not require awire equivalent reliability, but, at the same time, this does not provide the
deterministic guarantees that industrial applications require.

A predictive technigque that would enable to switch to a better channel before the problem even occurs would be idea
but early attempts[i.22] did not make it to mainstream. Effectively, one can leverage transmission statistics, observe
activity on other channels and remember channels with a bad transmission record, so as to black list them. This may be
efficient to protect against a stable Wi-Fi co-channel interferer, but there is no way to know if thisis effectively the
case, and if the problem will last and for how long. The physical phenomenon that is the most common cause of
channel degradation, moving an object or starting a process, cannot be fully predicted by the radio device in most
practical situations, and making Channel Agility proactive has appeared so far to be ared herring, yielding more
complexity than actual benefits.

Time-Slotted Channel Hopping (TSCH) [i.63] isthe best of breed with its simple per-packet channel rotation called
channel hopping. TSCH brings Time (by repeating failed transmissions) and Freguency (by switching channel)
diversities.

But unless there is an infinite time to attempt an infinite number of retries, thereis always alimit to the reliability of a
system. In short, deterministic delivery within a constrained time cannot be guaranteed over awireless medium. A
realistic goal isto optimize the delivery ratio, and thisis best achieved by combining all possible forms of diversity.

On deterministic channel access: The other mgjor difficulty with wirelesslinksis that the medium is shared, meaning
that not only this node, but other nodes, may be transmitting at the time intended for a deterministic packet, which
would have to wait a variable time till the end of that current transmission. Then, with CSMA/CA [i.8] mechanisms, it
would have to introduce a random delay to obtain access to the channel, and then, in case of acollision, wait for an
additional exponential back off time.

In wireless, atechnique like the IEEE 802.1Qbu [i.114] - Frame Pre-emption - is not really workable, because apart
from new specific attempts for full duplex-radios, there is no way to interrupt aremote talker that is blinded by its own
signal.

Depending on the specific radio technology, packets may be blocked at the MAC or PHY layer and then sent together
in asingle transmission opportunity; data rates may vary dramatically with the distance and the environment; it results
that the exact duration of the current transmission can be very hard to predict, and that a guard time that would
guarantee that the medium is empty at scheduled time (see clause 6.3) on a wireless medium would necessarily be very
long and highly wasteful in terms of bandwidth to cope with highly variable transmission duration.

The only way to approach determinism in wireless transmissions -most people will prefer to use terms such as "highly
predictable" instead of deterministic- isto schedule al the transmissions, and that is what TSCH and industrial WSNs
do.

A schedule such as illustrated with coloured codes in figure 5 controls at which time and on which channel aframeis
forwarded between which pair of nodes.
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16 channel offsets

e.g. 31 time slots (310ms)
Figure 5: A TSCH schedule

Scheduling implies that all nodes control the precise time of emission, which in turn requires a shared and precise sense
of time. It is, for instance, possible to achieve in the order of tens of microseconds clock synchronization over an
|EEE 802.15.4 link [i.55].

With fully scheduled operations, it is now possible to guarantee the time of delivery for those packets that make it to
destination, in a deterministic fashion.

Additional Benefits from scheduling in wireless: In addition to the benefits listed in clause 6.2, scheduling provides
specific value to the wireless medium. On the one hand, scheduling reduces transmission losses and with TSCH and its
industria derivatives, awire-equivalent lossratio of 10 can be obtained: to achieve this, routes are computed so asto
enable at least two forwarding solutions for every node, which ensures spatial diversity, whereas retries over the TSCH
MAC provide both time and frequency diversity and effectively combats co-channel interference as well as multipath
fading.

On the other hand, scheduling optimizes the bandwidth usage: compared to CSMA/CA operations, there is no blank
related to |FS and exponential back off in scheduled operations, though some minimal Clear Channel Assessment may
be needed to comply with the local regulations such as ETSI EN 300 328 [i.115]. And because TSCH time dlots provide
afull time sharing operation, there is no limit to the ratio of guaranteed critical traffic.

Finaly, scheduling plays acritical roleto save energy; in 10T, energy is the foremost concern, and synchronizing sender
and listener enables to maintain them in deep sleep at all times when there is no scheduled transmission; this optimizes
sleeping periods by avoiding idle listening and long preambles; TSCH enables battery operated nodes that actually
forward packetsin a mesh topology for multiple years|[i.63].

In a nutshell: While scheduling transmissions can guarantee the time of delivery, it isimpossible, in the ISM band, to
keep all possible interferers at bay. Co-channel interference, as well as the self-inflicted Multi-Path fading, which is due
to echoes of the transmission, are unavoidable. In other words, there is no way to guarantee the delivery of all frames.

It takes different mitigation techniques to avoid the different issues that affect wireless transmissions. To combat them
all, al possible forms of diversity should be leveraged, in the spatial domain by routing over multipath, in the temporal
domain by retrying transmissions or sending copies over parallel paths at distinct times, and in the frequency domain
with frequency hopping (within frames) or channel hopping (between frames).

Several times along the way to the destination, the work presented in the present document replicates and then
eliminates the copies of a packet that are forwarded along parallel digoint paths, hopping between frequencies with
each transmission so that a copy along one path does not interfere with a copy aong the other.
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7 The IETF DetNet architecture

7.1 Positioning of work

Deterministic Networking refersto the alocation of pre-determined physical resources in the network (queues, buffers,
transmission medium) for well-characterized flows that are known a-priori, in order to avoid the statistical effects that
lead to a poor bandwidth utilization, uncontrolled jitter, and congestion loss. Bandwidth that is not actually used by
deterministic flowsis available for use by other traffic.
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\ Topology
Network-wide Discovery a0
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Figure 6: DetNet Components

In more details, a path is nailed down with a particular set of resources at particular times, and the forwarding behaviour
ensures that the right packets are forwarded at the right time to make use of these resources.

Asillustrated in figure 6, this requires capabilities for:

. Hop-by-hop synchronization, which enables to restore an apparent end-to-end clock signal that can be
associated with the timely distribution of data streams, which in turn can be decoded to reproduce precisely
phased analogue signals;

. Time-based resource reservation coupled with enforcement methods, which eliminates collision loss and
provides the capability to transport unicast or multicast data streams of predefined characteristics such as data
rate and bounded latency.

Work has started at the IETF DetNet WG [i.109] to enable the establishment and maintenance of deterministic paths
over Layer 2 Bridged and Layer 3 routed segments, by defining a common representation (data models) of the physical
resources and network topology, and standardizing the protocol flows and interface mappings that are used to set up the
flows.

Work will also be needed for management, with in particular network control frames that are carried along a
deterministic path to assess its health and performance - aka Operations, Administration, and Maintenance (OAM)
frames, but also in-band meansto trace a packet from the last replication point from which it may have strayed into the
network.

7.2 The architecture in a nutshell

The Deterministic Networking Architecture [i.57] applies a centralized approach for alimited amount of deterministic
flows, which share the network with a more classical distributed path computation and statistical multiplexing operation
for traffic of lesser criticality and requirements.
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In that approach, diverse applications can push their requirements over a Northbound Interface to a centralized
controller, which translates these requirements in term of complex routes with replication and elimination capabilities,
and pushes the result onto the network over a Southbound Interface, including precise operating schedules and
time-based resource reservations.

2) Application Specifies

Requirements

Service (northbound)
interface

1) Topology and 3) Controller 4) State installation
Capabilities reporting Compmsipaths 2
' 1 . 5) Shaping and
Per-Hop Behavior
Control (southbound)

interface - / . . v \ N ARES
) ¢ ( Packet with
; p—— e Flow ID

NIC
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Receiver = NIC
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Cl

Sender
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Figure 7: The DetNet Architecture

Figure 7 illustrates the steps that take place in order to setup a deterministic path (in blue), and the interfaces (in purple
and green) and data models that DetNet should standardize. Following the numbers on that figure, the main steps are:

1) thedefinition of data models to report the topology and the devices capabilities to the controller whichiis
aware of the application requirements and can perform;

2) the computation of a path that matches those needs;
3) theprotocol elementsto request a path set up for a given flow and configure;

4)  the Network Interface Card (NIC) in the end nodes, and the time-shared reservation of physical resourcesin
the network nodes along the end-to-end path; and

5) theforwarding behaviour for each flow.

In short, the SDN model comprises three layers, the application, which is not covered cover in the present document,
the network, which loses some of its distributed features, and the controller that seats in between and implements the
needs of the former using the capabilities of the latter.

Clauses 7.3 and 7.4 explore the DetNet abstractions for the network and the controller.

7.3 Networking in DetNet

The art of L2 with AVB, or of L3 with IntServ (RSVP), is aready capable to establish a serial path in adistributed
fashion as depicted in figure 8, with end-to-end latency guarantees [i.48] at the expense of wasted bandwidth.
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So arguably, DetNet could use a distributed architecture as well.

However, to reach a higher reliability, DetNet adds Replication, Retry (wireless) and Elimination of individual packets
to the problem, making the path more complex and more global, asillustrated in figure 9.

The complexity of the DetNet path makes solving the problem of minimizing the overall latency and the amount of
resources even more difficult. It was determined from the art of Traffic Engineering that optimally distributing a
number of known flows across a shared network is an NP-Compl ete problem and that the most advanced optimization
will be obtained by leveraging a central PCE with a global view of the network.

Per-Flow State

/‘ Flow ID

Sender
(Talker)

M@*@*
Receiver %
(Listener) f

Figure 9: Complex Track

Thisiswhy, as opposed to IntServ, the DetNet architecture relies on a controller with atotal view of the system

capabilities and application requirements to optimize globally the allocation of resources and install the related state in a
transactional fashion.

Figure 10 represents a classical view of a network as perceived by a networking engineer, with switches that forward
frames at Layer 2, routers that route packets at Layer 3, over both wired and wireless connectivity, with all sort of
medium between routers. From the perspective of that engineer, the elements of concern are means of logical
connectivity, e.g. Virtual LANs, and communication layers, L3 routing vs. L2 switching.
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Figure 10: Perspective of a networking engineer (Source N. Finn)

In contrast, figure 11 represents the view of a Deterministic Networking Controller.
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Figure 11: Perspective of the controller (Source N. Finn)

From the Deterministic Networking perspective, the network is a collection of interconnected boxes and wires,
regardless of whether they are implementing as Layer 2 or Layer 3 boxes.

What countsis the physical capabilitiesin those devices to store reliably some amount of packets and resend them at a
precise time along a scheduled path.

7.4 Controlling a Deterministic Network

7.4.1 Reporting the topology to the controller

Clause 7.3 presented the simplified view of the network from the DetNet controller perspective. This clause elaborates
on the steps that are presented in figure 7, of reporting the topology to the controller, implementing the needs of the
application in the network, and automating the network operation.

In order to compute a deterministic path, the controller needs to learn not only the connectivity between the networking
pieces of equipment, but also their capabilities down to amounts of buffers and timers that can be reserved, which types
of shapers are available on the device, and with which precision the device is synchronized to the rest of the network.

ETSI



31 ETSI GR IP6 009 V1.1.1 (2017-03)

Service (northbound)

interface
Topology, Controller
resources
Control (southbound) // / T \ \\

interface

Receiver \'

(Listener)

Sender
(Talker)

Figure 12: Reporting capabilities and topology to the Controller

The most probable outcome is that DetNet will inherit from work done in the art of TE at the Traffic Engineering
Architecture and Signaling (TEAS) working group to report the topology and the device capabilities to the controller
over acontrol interface called the Southbound Interface.

This means that DetNet needs to extend the data models that exist in TE to report, in particular, the physical
characteristic that are relevant to the deterministic path computation, which in turn may differ from one medium to
another; for instance, IEEE 802.15.4 [i.55] TSCH has a concept of time slots associated to frequency hopping that does
not exist in Ethernet.

7.4.2 Implementing the needs of the application

The creation or the modification of aflow is triggered when an application, residing on an end-device, a management
console like an Industrial Human Machine Interface (HMI), or aBroadcast Control System in Professional Media
Networking (PMN), needs a deterministic communication channel to, say, transport the content of a movie to a Blu-ray
disk burner for mastering.

A time sensitive application residing on the end-device (a mobile phone) or some third party hardware (a central HMI)
provides a Traffic Specification (TSPEC) that reflects the transport requirements from its perspective, expressed as
volumes of data, sensitivity to jitter, loss, and latency. The application makes its request to the controller over a service
interface called the Northbound Interface, which is defined by the Open Networking Foundation (ONF) [i.101],
providing the TSPEC as parameter.

The controller trand ates those requirements in terms that are actionable by the network devices. In many cases, the
controller will schedule a complex path across the network, which can be seen as an evolved form of a circuit.

Therelevant state is pushed in the end and intermediate systems, indicating how to identify a particular flow and the
operation to be executed on that flow, like the precise time of forwarding and the behaviour of the shaper,
e.g. credit-based vs. time-triggered.
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Asshown in figure 13, DetNet needs to define the new data models that are required to set up a path that supports new
features such as packet Replication, Retry and Elimination, and the definition of tagging elements (i.e. Flow ID, and
packet marking) to be used to identify the flow asit is being forwarded along the complex path.
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Figure 14: Inside the controller
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7.4.3  Automating the network operation

The SDN model used in DetNet enables a degree of automation that help reduce the operational expenses associated
to the deterministic network.

To make that happen, the controller participates to a permanent control loop that observes the network to validate
whether it still matches user needs, triggers actions when that is not the case, performs an update computation (that
isthe PCE's piece), and then reprograms the network, which is done by the combination of adriver for the
particular network element and a protocol such as the PCE Protocol (PCEP), a REST or a Command Line Interface.

Figure 14 represents the innards of a controller, which effectively is composed of a classical Path Computation
Element (PCE) that figures out the optimized layout for the complex paths, a management component that supports
the life-cycle of the paths, and Command and Configuration drivers that trigger the required operation over the
interfaces that the particular networking hardware support.

This process may be triggered in an open loop, for instance by a user who configures a new device on some HMI, or in
aclose loop as an automated reaction to an event that is processed in the measurement and fault management entity.

7.5 Limits and perspectives

Deterministic Networking is not a matter of standard bodies and networking layers, (L2 vs. L3); nor isit about
virtualization. What it isreally about is atight control of physical operations and scheduling of real buffers and queues,
receiving, shaping and resending real packets at precise times with dedicated Hardware.

Such operation requires a network that is precisely synchronized; DetNet will inherit the precise clock synchronization
from work done at other bodies, such as but not limited to, GPS, |EEE 802.1AS[i.113], the Precision Time Protocol
(PTP) IEEE 1588 [i.112], or the Network Time Protocol (NTP) [i.34]. The precision of the synchronization limits the
capability to tightly control the resources and thus the amount of deterministic traffic that can be applied onto the
network.

Other limits of the centralized approach are on the one hand the complexity of the computation that hinders the
scalability of the solution, and on the other hand the control plane overhead and the delays that are required to install a
new path, or modify an existing path, from the controller across the network to all the intermediate nodes.

More of a constraint than a limit, the DetNet operation at Layer 3 will require services from lower layersto achieve the
required properties end-to-end; the DetNet group will collaborate with IEEE 802.1TSN, which is responsible for Layer
2 operations, to define a common design to support deterministic applications. A number of abstractions such asthe
end-host operation should be defined in a fashion that is agnostic to the choice of network used for the connectivity.
This common design should ensure that the definition of the southbound and northbound interfacesis kept
homogeneous between Layer 2 and Layer 3 so as to enable various inter-working models, such as DetNet transporting
TSN on adeterministic pseudo-wire, or a mapping interface between a TSN network and a DetNet network at the edge
of adeterministic L2 fabric.

The weakest link along a path will limit the whole chain, and an imperfect mapping at the interconnection between two
networks with slightly different operations may induce a reduction of end-to-end results. The interconnection between a
wired and a wireless network, in particular, can be expected to yield complex mapping issues.

The following chapters explore how deterministic can be applied on wired and wireless media, and which particular
benefits are expected in either case. Determinism can be practically achieved, but through different methods and with
different capabilities. The interconnection and the enablement of end-to-end deterministic capabilities are still a
complete green field, open for further research.

8 The art of low-power wireless sensor network

8.1 A highly predictable wireless

With TimeSlotted Channel Hopping, scheduling transmissions minimizes the chances of collision and associated |oss.
Scheduling is achieved through TDM, by dicing time and affecting time dots to particular transmissions. This
scheduled mode of operation is particularly adapted to well known, periodic flows for which a schedule can be
computed in advance.
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TSCH combines TDM with channel agility in order to defeat interferences, in particular Multi-Path Fading, which
generally affects 2 to 4 channels out of the 16 available with IEEE Std 802.15.4 [i.80] in the 2,4 GHz band, and co-
channel interference, in particular when it islocated in alimited number of adjacent channels.

TSCH recognizes that smarts in channel selection do not pay off in practice, and all channels that are not black-listed
are equally used; they are tried in a pseudo-random order, hopping between non-adjacent channels at each transmission;
and though typically, at any given point of time, several channels present a high BER for a particular pair of devices, a
series of retransmissions over a sequence of alternate channels eventually bypasses the issue after a few attempts, and
an industrial-class reliability can effectively be achieved.

The complexity in TSCH is elsewhere; it comes from the need to ensure that the receiver is tuned to the same channel
asthe sender at the precise time of the transmission; this requires additional protocol elementsto synchronize the
network and schedul e the transmissions. A TSCH schedul e can be viewed as the program of a mechanical piano that
would play the same tune repeatedly, whereby the channels used would be the music. But the analogy stops here, since
at the next iteration of a schedule, al transmissions are rotated by a pseudo-random number.

An exampleisgivenin figure 15, with 3 iterations of a schedule, and 4 possible transmissions (A — T), (B — A),
(D— A)and (C— E), thefirst 3 being best effort, to be prioritized in A to avoid scheduling collisions, while the last
is protected.

Channel

. | | N | | N | [
I

Iteration N -1 Iteration N Iteration N +1

Figure 15: TSCH iterations

Table 1 shows the example of a pseudo-random sequence for 16 channels that is used in this example.

Table 1: A pseudo-random channel hopping sequence

|5 |6 [12 [7 [15 [4 [J14 [11 [8 Jo J1 [2 J13[3 |9 [10 |

Say that a strong interferer causes loss on channel 14 (marked brick red), then any transmission on that
channel is mostly doomed. But then, say that the particular transmission from node D to node A
(D 7— A) experiences multipath fading on channels 3, 7 and 10, which represented in pink in figure 15.

At iteration N, the transmission will fail, but an retransmission at iterations N+1 of the schedule will
succeed, because it is on a different channel.

The strategy is effective in combating both co-channel interference and multipath fading, and reach wire-equivalent
reliability [i.62] and [i.64], given enough time to perform all the required retransmissions.
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But it falls short in the face of physical and logical failures such as equipment breakage, reboot, or network
desynchronization, and the latency incurred in fast reroute may be too high to guarantee in-time delivery.

In contrast, as discussed in clause 9, 6TiSCH Tracks provide multi-path redundancy, which addresses these failure
cases, and reduces the jitter incurred in retries and rerouting for a better determinism in end-to-end transmissions,
arguably at the expense of additional energy spending for which some remediation are proposed.

8.2 WSNs in Industrial Process Control

IEC 62591 [i.10] and IEC 62734 (1SA100.114a) [i.11] are the major industrial WSN standards in use today in Process
Control networks [i.35] and [i.42]; IEC 62601 (WIA-PA) [i.12] was developed in parallel in China, also for Process
Automation applications [i.26]. Interestingly, WIA offers a faster FA version for Factory Automation, trading

|EEE 802.15.4 [i.55] for an IEEE 802.11 [i.29] Physical (PHY) layer.

In order to avoid collisions and ensure the transmission of a packet at an exact time, deterministic radio operations
require afully scheduled MAC such as TSCH and LTE/5G.

Both IEC 62591 [i.10] and IEC 62734 [i.11] use avariation of the IEEE Std 802.15.4 [i.55] TSCH MAC, whichis
optimized for ultra-low power activities and is a natural match for low-frequency periodic flows, such as control loops,
and both rely on the centralized routing model promoted by SDN.

A Controller called System Manager, or Network Manager, respectively, computes all the routes in the mesh network.
Those routes are generally multipath, to augment the spatial diversity that is offered to the transported flows and to
fast-route around the interference and breakages dynamically. Due to the complexity of solving the NP-complete
problem of multi-path route optimization, those networks are not designed to scale beyond roughly one hundred nodes,
and are generally too costly to efficiently address large scale monitoring applications such as required for the Industrial
Internet.

In spite of their common roots and design points, each of these standards is defined from the PHY layer al the way to
the application as a monolithic silo, with no desire to interoperate with one another beyond the regulatory capabilities
(ETSI and FCC) to share the spectrum with other technologies.

Because a needful device may only exist in one of those standards, practical use cases often need to deploy more than
one of those standards, which means that different hardware isinstalled and maintained by different OT specialists,
which multiplies the operational expenses (OPEX), and appears to be amajor limitation that to their wider deployment.

This contrasts with the end-to-end principle that guides the Internet designs, with a network that is agnostic to the
applications and can be shared between multiple existing and any upcoming ones.

It isusual that a green field starts with highly specialized proprietary or semi-proprietary solutions; this tendsto
maintain the prices high and limits the adoption of the new technology. Soon enough, open standards based on the
Internet Protocol (IP) -that would be IPv6 for the 10T - and the end-to-end principle eventually take over.

Bringing IP eliminates the need for gateways to provide connectivity to a wider network such asthe Internet, and
enables a common network infrastructure and a shared management for all applications, which drives the OPEX down
and resultsin alarger acceptance. Thistransition can be expected for industrial WSNs as well.

But the Industrial Internet isalso - and alot - about reporting non-critical data such as diagnostics and for which the
incumbent protocols are not a cost-efficient solution. The next problem for industrial wirelessis thus to extend highly
predictable WSN technologies to support 1Pv6, and in the process to share bandwidth and other physical resources with
non-deterministic traffic, reaching higher scales at lower costs.

8.3 6TISCH and best effort IPv6

The application of wireless technology in the operational space has enabled a variety of new devicesto get
interconnected, at avery low marginal cost per device, at any distance ranging from Near Field to interplanetary, and
in circumstances where wiring may not be practical, for instance on fast-moving or rotating devices.

While critical monitoring was initially the main application, large scale/best effort capture of missing measurements for
analytics purposes is how the fastest growing application of wireless technology in OT; a study by ABI Research shown
in figure 16 indicates that it should represent more than the half of the deployed devices within the next 3 years.
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Figure 16: Growth in analytics-related measurements. Source: ABI Research

To support this growing class of traffic, standardization work has started at the IETF 6TiSCH WG that enables |Pv6
over the TSCH MAC technology for best effort statistically multiplexed traffic. This way, alarge number of rare
transmissions can share TSCH resources that are left unused by deterministic control traffic, without interfering with it.
The challenge is to adapt to the dynamics of these transmissions and preserve energy.

The 6TiSCH Architecture discusses techniques for allocating resources in the form of chunks of time slots that allow
the physical separation of the two types of traffic, enabling an effective coexistence whereby the highly predictable
properties of time-sensitive flows are maintained in the presence of stochastic traffic.

6TiSCH addresses this additional challenge and allows for amix of stochastic (best effort) Pv6 flows with such
well-known deterministic flows while preserving the deterministic properties regardless of the load imposed by other
flows. While the work on a protocol stack [i.41] for best effort is well-advanced at the IETF, and though the vision is
clearly to apply the methods defined at the IETF DetNet WG, it remains to be ensured that the way a path issignalled in
wired networks is fit for the wireless medium as well.

The pillar of this stack, 6LoWPAN, has emerged as the suite of protocols that enables |Pv6 on any low-power
personal-area device, however small. Multiple Internet-Draftsare available from the IETF that specify 6LOWPAN over
such Low-power Lossy Networks (LLN)s as power-line (IEEE 1901.2-2013 [i.110]), BACnet, NFC, ZWave, Bluetooth
Low Energy (BTLE) and even |IEEE 802.11ah [i.111].

To clarify a common misunderstanding, 6LoWPAN does not compare with afull solution standard such as
WirelessHART and ISA100.11a; 6LoWPAN isthe standard way to support IPv6 over LLNs, meant to beincluded in a
full solution such as the above. 6LoWPAN provides an Adaptation Layer and a novel registration-based |Pv6 Neighbor
Discovery (ND) operation for duplicate address detection (DAD) that saves inefficient multicast operations.

The 6TiSCH architecture [i.55] combines 6LoWPAN for IPv6, RPL for routing between constrained devices, and a
suite of IETF protocols, for application over |EEE 802.15.4 TSCH [i.55]. In afashion, 6TiSCH generalizes ISA100.11a
and WirelessHART to enable Industrial Internet use case over IEEE 802.15.4 TSCH [i.55], though it has to be noted
that for the most part, the 6TiSCH architectureis NOT specific to that MAC.

The extent of the problem space for 6TiSCH encompasses one or more LLNs, which are reachable over one or more
LLN Border Routers (6LBRS). The LLNs may be federated through a common high-speed backbone link such asan
Ethernet switched fabric operating classical 1Pv6 ND.

Asillustrated in figure 17, 6 TiSCH introduces the concept of a Backbone Router (6BBR) [i.56] functionality that
performs routing and proxy operations to aggregate the LLNs and the backbone link into a single Multi-Link Subnet.

ETSI



37 ETSI GR IP6 009 V1.1.1 (2017-03)

Intermediate Registrar
option. ND proxy &

Backbone router
(ND proxy)

Intermediate
Registrar / 6LR

Figure 17: 6TiSCH Backbone Router

With the currently defined operation, the backbone router proxies on IPv6 Neighbor Discovery (ND) operation over the
backbone on behalf of the LLN devices, enabling them to remain asleep as they are looked up from backbone devices.
Asaresult, the BBR attracts the packets from the backbone and routes them to the destination LLN devices through the
operation of RPL.

Thefirst deliverable of the WG, the 6TiSCH Minimal Support [i.59], describes a dotted-aloha operation over a static
schedule composed of shared timeslots, which means that any node can transmit or listen on these slots; the Minimal
Support specification is complete at the time of this writing, going through the |ESG review process as a best practice
document.

A companion document 6TiSCH Minimal Security [i.60] is on the works to enable theinitial settings of Layer 2 keys
and a secure connectivity for the configuration of the device. Since the Minimal Security assumes the one-touch manual
setting of Pre-Shared Keys (PSK) on each individual device, there is an additional desire to enable fully autonomic
operations and avoids the manual intervention.

Based on certificates installed by the vendor on the device, and a backend collaboration between the vendor and the
target domain, the 6TiSCH Secure Join Protocol [i.46] will cover the phase that precedes the Minimal Security and
enable theinitial trust and key exchange between the device and the domain, eliminating the need for a PSK.

The group is now addressing the challenge to make the schedule dynamic, which involves a Scheduling Function [i.15]
that allocates and releases time slots dynamically for parent/child unicast communication along the RPL graph, based
on the observed needs of the current flows, and a peer-to-peer protocol [i.61] between adjacent nodes to negotiate the
time slots.

When this work is complete, 6TiSCH may re-charter to work on adapting DetNet to wireless and ultimately enable the
IT/OT convergence for WSNSs.

9 The vision of 6TISCH centralized scheduling

9.1 A converged wireless network
In order to fully realize its architecture, the 6 TiSCH WG has to make work together:
e A Distributed Routing for large scale monitoring (RPL) to enable the co-existence of low-criticality flows of
I Pv6-based Industrial Internet, ensuring the separation of resources between deterministic and stochastic and

leveraging |EEE/IETF standards (IPv6, |IEEE 802.15.4 TSCH [i.55], 6LoWPAN, etc.), and thiswork is well
underway.
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. A Centralized Routing for Time-Sensitive flows for mission-critical data streams such as monitoring, control
loops, diagnostics and alerts; a deterministic reach back to Fog or Cloud based application is provided for
virtualized loops and measurement files, following the work initiated at DetNet for the abstractions that are
common to all networks.

9.2 PCE vs. 6TiISCH

With 6TiSCH, a PCE controls the network via Command and Configuration interface that i mplements specific device
drivers, e.g. CLI, NETCONF or CoMi. This PCE inherits from the overall DetNet design but requires some specific
awareness for such notions as channels, which has to be added to the common DetNet design.

A similar concept arises when implementing DetNet on fibre optics, which requires the awareness of the light
wavelength -the lambda- that is used for multiplexing. In that context, Multi-Protocol Label Switching (MPLS) was
aready generalized as G-MPL S [i.30] by adding the implicit context of the lambda to make a switching decision.

In other words, as opposed to switching based only on octetsin a frame header, GMPLS uses the physical context of the
packet, here the lambda at which it was received, to make the switching decision.

In"Label switching over |IEEE 802.15.4e networks" [i.33], it is observed that with scheduled |EEE 802.15.4 TSCH
[i.55], aframe can be switched based on the particular time and the particular channel at which it was received. This can
effectively be considered as aform of G-MPLS, and enables to save octets when transmitting on a constrained medium.

9.3 6 TiISCH base elements (time slots, schedule, chunks and
bundles)

Based on |IEEE 802.15.4 TSCH [i.55], 6TiSCH defines a new concept that is global to the network, called a Channel
distribution/usage (CDU) matrix, asillustrated in figure 18; a CDU matrix is composed of so-called cells, each of a
duration of one network timesl ot.

Timeslot width, typically 10-15ms each in 802.15.4
e s =

~
-~

Cell (slotOffset,
channelOffset)

Channeloffset
Up to 16 channel

A 4

slotOffset, 0 .. N

Figure 18: 6TiSCH CDU matrix

The CDU matrix provides the global characteristics of the network, such as the physical properties of the cells, and the
channels used. The height of the matrix equals the number of available channels (indexed by Channel Offset), and its
width is the period of the iterative network scheduling operation (indexed by slotOffset).

The width of the CDU matrix isto be in phase with the period of the application. If a node needs to support
different applications with incompatible periods, then multiple CDU matrices can be defined to accommodate those
different periods, and the transmissions associated to different CDU matrices may periodically overlap.

The CDU matrix a so describes how cells are grouped in Chunks of similar properties. A Chunk is awell-known list of
cells, well distributed in time and frequency, within the CDU matrix. In other words, a chunk represents some unit of
bandwidth and can be seen as the generalization of a transmission channel in the time/frequency domain.
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[ 1 Chunk1
[ | Chunk2

B Chunk 8

Figure 19: Example CDU matrix partitioned in Chunks

The partition of the CDU in chunks, as shown in figure 19, is globally known by al the nodes in the network to support
an appropriation process that is left to be fully defined, by which a node gets ownership of the cellsin the Chunk. A
node that appropriates a Chunk gets to decide which transmissions will occur over the cellsin the chunk within its
interference domain.

Figure 20: Spatial application of Chunks

Theideaisthat a node, typically a RPL parent, appropriates a chunk, and then uses it to communicate with its
children. The appropriation process will enable a parent to grab a whole chunk and validate that this chunk is not
used within its interference domain.

A schedule, on the other hand, isa MAC-level abstraction that islocal to each node; a node's schedul e represents
the minimal knowledge that this node needs to participate to the network. To express a schedule, TSCH defines the
concept of sotframes, which represent the timely layout of timeslots, and bundles, which represent their logical
relationship (e.g. they belong to a same IPv6 Link).

A slotframe comprises a series of timeslots of equal length and priority, indexed by slotOffset; atimeslot represents
the activity of this node at that dotOffset, e.g. which cell is being used, and whether it isareception or a
transmission. The duration of aslotframe is aigned with that of a CDU matrix asillustrated in figure 21.
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Timeslot width, typically 10-15ms each in 802.15.4e
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Figure 21: 6TiSCH slotframe

A node may need to support concurrent applications, and these applications may need to transmit or receive at a
sametime. To resolve such collisions, the application flows with different priorities are scheduled on different
dlotframes, ordered by application priority.

Decision to transmit/receive is made at the beginning of atimeslot based on existing framesin queues and
slotframe priorities, asillustrated in figure 22.

slotOffset, 0 ..iN

| ] High Priorit:
Slotframe 1 [ Rov [ xmr | [ [ Rev = g ¥
i slotOffset,C .M
Slotframe2 | RCV | T Rov RCV § XMT | xmT | |— Low Priority

Will receive if nothing to xmit |

’ \ Will receive |
Will xmit |
Will receive |

Will receive |

Figure 22: 6TiSCH Slotframe prioritization and schedule execution

With TSCH, one node wakes up to receive a frame when another wakes up to transmit, on atimeslots of their
respective schedules that are associated with a same cell of the CDU. Both nodes wake up at the exact same
time -modulo asmall guard time to cover for the clock drift- and on the exact channel, which it rotating with the
same pseudo-random algorithm on both ends.

Thisis how power-constrained devices can stay in low-energy deep sleep mode when not involved in a
communication.

With 6TiSCH, the bandwidth that is allocated for a particular purpose is represented as a bundle of timedots as
illustrated in figure 23. A node that owns of a chunk of cells will place them in matching bundles on both ends.

When applied to Layer 3, abundle participates to an IP Link between adjacent nodes, whereas at Layer 2, abundle

participates to a path between a source node and a destination node and this node may only be an intermediate
forwarder.
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timeslot

bundle

Figure 23: A 6TiSCH Bundle

Figure 23 illustrates that the establishment of a Layer 3 Link abstraction for IPv6 communication between a node
A and anode B requires setting up a pair of bundles, onein each direction.

If the traffic is asymmetrical, it may be that the number of cellsin the respective bundlesis not the same in both
directions.

IP layer

L 7 A

timeslot timeslot

bundle

Incoming outgoing

A A
Figure 24: A 6TiSCH Layer 3 Bundle

For Layer 2 communications, 6TiSCH introduces the concept of a Track, and that of Track switching. The simplest
form of Track isaserial switched path such as shown in figure 25, with a purple serial Track fromanode A to a
node U, and a green one from anode B to anode V.

Track
G ° X —Y
17X \ = / 1RX
/ °2Tx 2RX ° \ X =Y
° 0 slotOffset
1TX

1RX

channelOffset

(a) Layer 2 operation at the 6top sublayer (b) Corresponding cellsin the CDU matrix

Figure 25: Forwarding along 2 simple serial Tracks, Ato U and B to V

Inthat model, asillustrated in figure 26, the bundle that corresponds to receive dotsin anode B for transmission
from anode A is now paired in the schedule of node B with a bundle of transmit slots from B to C. This sequence
of paired bundles from node to node determines a circuit with a particular amount of bandwidth between a source
node and a destination node along a seria path.
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bundle bundle
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Figure 26: A 6TiSCH Layer 2 Bundle

This simple mapping applies to serial switched paths such as shown in figure 25, but with 6 TiSCH Tracks, more
complex constructs are required to express the full semantics of Frame Replication, Retries and Elimination, as
further discussed in clause 9.5.

Itis possible, for instance, to use bundles of equivalent timeslots, so the next timeslot in atransmit bundle could be
used for aretransmission of a same frame, and a different transmit bundle is then used to represent the Replication.
A single receive bundle can then be used to represent the Elimination of multiple copies of a same frame,
regardless of the previous hop.

In both Layer 2 and Layer 3 cases, the timedlots in the receive bundle in node A use the same cell as the matching
timeslot used for reception in node B, but the direction, transmit vs. receive, is opposite.

This can be ensured in a distributed fashion by the 6top Protocol [i.61], which leverages a new |EEE 802.15.4
Information Element (IE) in IEEE 802.15.4 [i.55] frames to update the cells that are allocated between adjacent
6TiSCH nodes; that new |E was delegated by the |EEE Assigned Numbers Authority (ANA) [i.103] to the IETF
and allocations will be handled by the ICANN Internet Assigned Numbers Authority (IANA) [i.104].

The schedule is enforced by the 6top sublayer; 6top resides at the upper Layer 2, above the IEE802.15.4 Medium
Access Control (MAC) but below the 6LOWPAN sublayers for compression and fragmentation, and the | P(v6)
Layer above it.

Asillustrated in figure 27, aclassical 10T device will operate all layers, and may either switch or route a packet.
Operating in 6top is akin to MPLS switching, which is sometimes seen as an intermediate Layer, like aLayer 2.5.

CoAP
UDP
IPv6
6LoWPAN-HC

CoAP CoAP
UDP UDP
IPv6

CoAP
UDP

IPv6
5LoWPAN-HC

6LoWPAN-HC 6LoWPAN-HC

6top
£02.15.4 TSCH

' otop '
302.15.4 TSCH
B02:45d=Ri-i—ellip"802.15.4 PHY

otop " 6top
802.15.4 TSCH 802.15.4 TSCH
B’ 302.15.4 PHY Vlllleg @8GRI

><I

Figure 27: G-MPLS switching along Tracks
It is worth noting that, because the timeslot information is sufficient for the 6top sublayer to make a switching decision,

and this, regardless of the payload of the frame, 6LoWPAN fragments can be forwarded along the G-MPL S-switched
path without the need of reassembly in intermediate nodes.

Thiswas true for any framesin the art of IEEE 802.15.4SCH and remains true for 6TiSCH Tracks.
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This contrasts with normal 6LoWPAN fragment operation in Layer 3, aka route-over, mesh networks. In atraditional
route-over 6LOWPAN network, fragments have to be reassembled at each hop in order to enable the I P routing
operation based on the IP header that is only present in the first fragment.

Work on LLN Fragment Forwarding and Recovery [i.58] is ongoing to improve that situation and forward individual
fragments all the way. To achieve this, the draft also leverages a switching operation on the fragments that is akin to
MPLS, thistime based on locally significant fragment I1Ds.

9.4 Applying DetNet to 6TiISCH

This clause shows how a variation of the Available Routing Construct (ARC) technology can be leveraged to form the
ladder, and then how timeslots can be scheduled and ACK's optionally suppressed to save additiona energy.

Briefly, the major steps for 6TiSCH centralized operations as controlled by a PCE are asfollows:

. Discovering and exposing the 6TiSCH topology to the PCE/controller
o Programming a full schedule per node vs. TE-like path setup

. Retransmission vs. elimination and replication

o Detecting and rerouting around interferences

The WG has documented which kind of operations may be required from a central computer to establish a
deterministic path over the 6TiSCH network. Some of this text was integrated in the Deterministic Networking
Use Cases[i.20] Work Group document, in clause 5 Wireless for Industrial.

A more compl ete description of the 6TiSCH requirements for DetNet and the concept of a Track can be found
in the 6TiSCH requirements for DetNet [i.54] and [i.20]. That document details the dependencies on DetNet
and PCE controller to express topologies and capabilities, as well as abstract state that the controller has to
program into the network devices to enable deterministic forwarding operations.

In order to cope with the high loss ratio on the wireless medium, there is a need to support the concept of
Replication and Elimination, as combined with the concept of Retransmission. It results that a Track may be a
lot more complex than a serial sequence of hops, and involve correlating multiple transmissions and reception
asrelating to a same packet.

In other words, a node may need to:

. Expect more than one copies of the same frame at some subsequent slotOffset/channel Offset and eliminate the
duplicate.

. Forward replicated copies of that frame at multiple dotOffset/channel Off set.

o Perform retries when the copies are not received, which is a concept that is not present in wired Deterministic
Networks.

9.5 Forwarding along 6 TiSCH Tracks

6TiSCH Tracks extend the model of G-MPL S so that the physical properties of a transmission indicate not
simply anext hop but afull context for Replication, Retries and Elimination, all done without the need to add
information inside the frame itself, and leverage that concept to form complex Tracks.

A deterministic flow is qualified with information such as:
. bandwidth requirements, which trandates in a number of cellsin abundle;
e  precisetime of packet transmission, which trandatesin the slotOffset in the schedule for those cells; and

. maximum latency, which translates in the alignment of schedules along a path, which is computed by a PCE so
asto meet the end-to-end deadline.
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In order to closely indicate the deterministic scheduling of every individual packet, this work suggests a number of
operational rulesfor 6TiSCH Tracks:

. The |EEE 802.15.4 [i.55] destination MAC address in the frames is always set to multicast (OxFFFF), meaning
that all nodes that have a Track programmed to listen to that particular timeslot are expected to accept the
frame and handle it.

. one (or more than one) bundle are assighed uniquely to each frame in the flow; in other words, al the cellsin
the bundle carry a copy of a same frame.

. Multiple cellsin abundle indicate that a packet isto be retried in case of aloss; an acknowledgement isthe
indication that the other cellsin the bundle will not be used. This denotes an OR operation between the cellsin
the bundle.

. Multiple transmit bundles denote a Replication. Regardless of the success or failure of the transmissions over
bundle A, bundle B will be tried. This denotes an AND operation between the cells in the bundle.

. Multiple receive bundles indicate an Elimination. Unlessit is desired to capture statistics on successful
transmissions, there is no point in listening to the next bundles once the frame is received.

9.6 Enabling the convergence

In the use case of Industrial Internet, industries are after the next percentile point of operational efficiency to reduce
down-times and operational expenditures (OPEX), and save natural resources and energy. A new form of optimization
is emerging, which requires collecting and processing of live "big data", that is huge amounts of missing measurements,
by widely distributed sensing and analytics (Fog) capabilities.

For reasons of cost and complexity of operation, as well as available spectrum, there is a need of convergence of
deterministic industrial networks acting as silos onto IP and to share bandwidth with non-deterministic traffic, reaching
higher scales at lower costs.

Inthe art of OT, industrial networks are deployed to transport deterministic flows (e.g. control loops) over
Deterministic Networks (serial, TDM buses). Inthe IT art, best effort networks (Ethernet, Wi-Fi) transport statistically
multiplexed traffic (IP). In both cases, thereis a natural fit and multiple technol ogies have been successfully deployed
over the last 40 years.

Converging deterministic and stochastic flows on a same network requires breaking that natural coupling. Either the
network is deterministic and the challenge is to transport best effort traffic, or the network is deterministic and the
challenge isthe reverse. Asit goes, both have been tried. Applying QoS (IEEE 802.11e [i.108] or derivatives) and with
awidely underutilized physical medium, it is possible to make a stochastic packet-switched network transport
Deterministic Flows. But under load from best effort traffic, this solution fails rapidly, faster on Wi-Fi than on Ethernet
since |EEE 802.11eisastatistical QoS operation [i.29].
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Table 2: Matching Layer capabilities

Type of traffic
Deterministic Stochastic
(e.g. Control Loops) (e.g. classical IP)

Type of MAC

Difficult but achievable:
Deterministic requires dynamic allocation

(e.g.802.15.4 TSCH) of transmission resources
(6TiSCH)

Probleggas\with channekaccess

Stochastic “i-(guard time)~ f‘?‘" _ Adapted for |P trangey
: - Leadto gross over- distributed routind
(e.g. Zigbee, Wi-Fi) Qi e Wb e o
N provisioning £ and statistical multiplexing

CSMAalone cannot provide with RED

hard guarantees

The 6TiSCH architecture defines the other way around, with the challenge to enable stochastic I P traffic over a
deterministic TSCH MAC. Theideaisthat a PCE reserves hard cells from the time/frequency matrix CDU matrix for
deterministic flows; those cells cannot be reused of displaced; they are allocated when aflow is established, along
complex paths called Tracks. The reservation ensures that a flow that is placed on a Track cannot be influenced
whatsoever by stochastic |P flows, which can only use the unreserved cells.

What is free in the CDU matrix is partitioned in chunks of soft cells that are made available for best effort traffic. This
Time and Frequency Division Multiplexing technique is how 6TiSCH ensure the co-existence of deterministic and best
effort traffic on a same medium.

10 Conclusion

Over the last forty years, most of the communication technol ogies that people use on adaily basis, mail, books, music,
voice and video, have converged onto digital networks, and, by and large, the Internet, not only bringing costs down but
also adding unprecedented new value such asimmediate service and improved interactivity.

Inasimilar fashion, converging IT and OT technology on a shared network yields vastly unrealized benefits in multiple
vertical industries, including but not limited to manufacturing, commercial sector, building automation, vehicles, and
the power grid. Despite the huge potential, the convergence is not happening; OT networks are still typically
purpose-built, proprietary, using serial point-to-point wires, and operated as physically separate networks, which
multiplies the complexity of the physical layout and the operational (OPEX) and capital (CAPEX) expenditures, while
preventing the agile reuse of the compute and network resources. In some cases, the operational resistance comes from
alack of trust in the technology and between different professional groups; only time, probably decades, will change
that. In other cases, the limitation istechnical and the lack of determinismin IT networks now appears as the gating
factor.

Bringing determinism in Information Technology (IT) networks will enable the emulation of those legacy seria wires
over IT fabrics and the convergence of mission-specific OT networks onto IP. The IT/OT convergence onto
Deterministic Networks will in turn enable new process optimization by introducing I T capabilities, such asthe Big
Data and the network functions virtualization (NFV), improving OT processes while further reducing the associated
OPEX. There are several existing and emerging use-cases for Deterministic Networking. Audio/Video Bridging, (AVB)
for the entertainment industry, Professional Media Networking, (PMN) targeted at the broadcast industry and many
applications of the Internet of Things (I0T) in the context of the Industrial Internet are three significant categories. In
one example, Industrial Internet potentially yieldstens of billions of savingsin various industries by optimizing
industrial processes.
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Deterministic Networking technology alows new Quality of Service (QoS) guarantees of 'worst-case' delivery. More
precisely, the worst-case data loss and latency can be provided in a consistent fashion as multiple services are deployed,
augmenting the load of the network with no measurable impact on existing flows whatsoever. Based on time, resource
reservation, and policy enforcement by distributed shapers, Deterministic Networking provides the capability to carry
specified unicast or multicast data streams for real-time applications with extremely low data loss rates and bounded
latency, so asto support time-sensitive and mission-critical applications on a converged enterprise infrastructure.

Both wired and wireless networks are evolving towards more determinism, in particular with work done at the
IEEE 802.1 for bridged Ethernet networks, and at |EEE 802.15 [i.80] for Low-power Wireless PANS, but the
techniques used in wired and wireless environments are largely different; the DetNet group at the IETF is now
considering the establishment of end-to-end paths with Deterministic properties from the perspective of Layer 3,
hopefully to be applied at 6TiSCH for the particular case of LWPANS.

New capabilities are required to drive the connection of billions of things, and make available the vast amounts of data
that are generated by 10T applications and do so in accordance with specific application performance requirements
beyond our traditional Internet network technologies.

Deterministic Networking Solutions and application use-cases require capabilities of the converged network that is
beyond existing QOS mechanisms. Key attributes of Deterministic Networking are:

e  Time synchronization on all the nodes, often including source and destination.
. The centralized computation of network-wide deterministic paths.

. New traffic shapers within and at the edge to protect the network.

o Hardware for scheduled access to the media

The applicability of the various techniques in the art, and of those proposed in this manuscript, really depends on the
use case:

. If an industrial application has no degree of liberty in terms of acceptable jitter and latency whatsoever, then
the traditional technique of modulating current over a point to point wire is probably still the best, if not the
only option. But the cost and operational complexity of deploying new cables in an existing production facility
hinders the addition of new devices for upgrades and enhancements.

. If ahigh rate and an ultra-precise determinism is required, but some limited latency is acceptable, then a
solution based on high speed deterministic Ethernet could be considered; but even if that does not require end-
to-end wiring but only from device to the switched fabric, deploying Ethernet comes at the incremental cost
for deploying wires the devices, which may or may not be doable in a particular environment, or may be
hardly affordable, depending on the use case. When applicable, for instance for low speed Process Control
applications, huge savings in incremental deployment time and cost of goods may be achieved by relying of
wireless solutions as opposed to wires.

o If energy is critical and some rare interruptions of service are acceptable, for instance for non-critical
monitoring applications, then a hot potato forwarding along a serial TSCH path will be optimal, providing both
the best average delivery time and the lowest energy consumption.

o But if the prominent goal isto get every packet to the destination and energy is only secondary to it, then afull
Replication and Elimination offers the best chances of success. If the latency budget permits, one might then
balance an even more complex Track and more spatial diversity with amix replication and retransmission.

Enabling determinism on wired and wireless networks separately is certainly not the end of the journey. It can be
foreseen that maintaining deterministic properties at the interconnection of wired and wireless networks will be
problematic; and thisisagreen field for future research, but certainly not barring from already deploying the
technology in homogeneous wired or wireless control networks.
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