ETSI GR E4P 002 vi.1.1 @o21-02

<d

GROUP REPORT

Europe for Privacy-Preserving Pandemic Protection (E4P);
Comparison of existing pandemic contact tracing systems

Disclaimer

The present document has been produced and approved by the Europe for Privacy-Preserving Pandemic Protection ETSI
Industry Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.



2 ETSI GR E4P 002 V1.1.1 (2021-02)

Reference
DGR/E4P-002

Keywords

covid, eHealth, emergency services, identity,
mobility, pandemic, privacy, security, smartphone

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 493 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2021.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI GR E4P 002 V1.1.1 (2021-02)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 5
01 Yo (o ST 5
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 5
L gL [N o1 o] o ISR 5
1 o0 o< TP P URUP PRSPPSO 6
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 6
21 NOIMBLIVE FEFEIENCES ... ecueeeereeeie ettt ettt et e e et et e st e besee et e s aeeseeae e e enteseeebesaeeaeeneensenseseesbesaeesesneeneensens 6
2.2 INFOrMELIVE FEFEIENCES.......eeeie ittt ettt bbb bt e e e se e b e s bt ebe et e s e eesnenbesae et e eneeneennen 6
3 Definition of terms, symbols and abbreviations............ccoveeciiieiineee e 10
31 1= 10T STRUS PR 10
3.2 Y 1210 SRS 11
33 F Y o] 1= V7= 0] PR 11
4 Current landscape of pandemic CONtACt traCiNG............eeviiiiieeieieese e s 12
4.1 OVENVIEW: @ UNIVEISE OF BIS .. ecueitereeuirteseeteete sttt sttt b e et b et b e s bt b se bt b st e he b e se e bt e b e se e st ebene et ebe st et ebenreneees 12
4.2 Manual pandemicC CONACE IFACING.........eicveieereeie e eees et e e ee e se e reesaeea e s e e sre e teestesseesseesseesseeseensennennnes 12
4.3 Digital pandemic contact tracing: iNitiatiVeS PEr COUNLIY ........cccveuiieeeieseeseeiesee e see e e seeseeseesreeseeenseeseens 13
4.3.0 LCT= 0T o SO PPSPPSN 13
43.1 NS i F- N (o Lo = ot S e o] o @] {0 L TSRS 13
432 S (g TF= N (o (0= ox A = o= S T 14
4.3.3 Finland (project "KoronaVilKKU™) ..........ooeeieeece ettt et e ne e s 15
434 France (Project " SLOPCOVIT") ....oiveeeerieieieriee ettt sttt b e et b e bt b n e 19
4.35 Germany (Project "CoroNa-WarN-APP'") . ....cieeeereeereriereeresie ettt sttt et ebe e et s e ebesbeeebeseeneenens 19
4.3.6 INGia (ProjECE "ABIOGYA SELU™) ...veueitereeieite ettt ettt et b e et b e bt bese et b e bt b n e 20
4.3.7 Ireland (Project "COVID TIACKE!™) ..ottt sttt 21
4.3.8 [taly (PrOJECE "TMIMIUNI™) ..vieiiiite ettt sttt b e et b e et b e et b e sn et bbb b 23
4.3.9 JAPAN (PrOJECT "COCOA™) ..ttt ettt b ettt a bt h e b e e a e b e s bt e b et e st be e e st ebe e nesbe b e 23
4.3.10 Lithuania (project "Korona StOP LT") c.eeieecieee i ceeseeseeseesieeieseeses e sseesseeseete e ssaessaesseenseensesneesneesnes 24
4311 Poland (Project "Prote@GO SEfE™) ....ciuiiiuieeieiesiieitieteee ettt te s te e s e e ste e ae e re e re e be e re e teeteeneeneeenes 25
43.12 Singapore (Project "Trate TOGEINEI™) ....coii et re et e e e teeeesneeenes 26
4.3.13 Spain (ProjeCt "RAJAI COVID™) ...ttt sttt sttt sttt sttt see st besee e ebesbeneesesbeseesens 27
43.14 Switzerland (ProjeCt " SWISSCOVIA™) ..ecueeieiie ettt e e s e e sae e ee s e s raesse e reenteeeneneesnes 27
4.3.15 United States (ProJECE "COEPI™) ....eiueieierieieie ettt sttt sttt bbbt b et b e et bbb n e 28
4.3.16 11010 17 YT S U PP PR ORP 30
43.17 (@1 0= T o TH = (A== SO 32
5 Genera approach to digital pandemic CONtaCt traCiNG .........ccceeveiviciieie e 32
51 Generic systems using a back-end server, a mobile device & app, and Bluetooth® Low Energy .................... 32
5.1.0 OVEIVIEW ..ttt ettt sttt be s e et e bese e st et e st e se et e s e em e eb e s e emeeb e s b e st ebenEen e e b e sE et e b e sb e e et e sbe e ebesbeneebenbenenrens 32
51.1 Systems having possible risk of infection detected by @ SErVer ... ecvcceseeceeee e 33
5.1.2 Systems having possible risk of infection detected by adeviCe.........cccovveev i 34
5.1.3 Commonalities and differences DEIWEEN SYSLEMS.......c..ccieiire e 34
52 OBNEE SYSIEIMIS ...ttt ettt bbbt b e b e bt b e e bt s R e e e bt e R e e e bt e b e e e bt e b e st e b e e e neeb e ne et eb e s b et eb e b e e 34
5.2.0 OVEBIVIBW ..ttt ettt e et te e et e e et e e see et e s Rt eaeeae e e e eeseeeEeeReeeeemeemseeeseeebeeaeeseeneenseneeseeseesneeneeneensas 34
521 TOKEN-DESEA SYSLEIMIS ...ttt bbbt b et b et b bbb ens 35
522 ACOUSEIC-DBSE SYSLEIMS ...ttt b et b e e 36
6 RS U Vo 1= 1 o RSSO 37
6.1 Systems having possible risk of infection detected DY @ SErVer.........ccco e 37
6.1.1 BIUBTTBER. ...ttt b e bt e e et b e b eh e e aeeae e e e s e e bt sh e eb e e st ene et e ebeabesbeeb e e e ennennen 37
6.1.2 DESIRE ... oottt sttt sttt sttt ettt s h et b e £t Ee ARt R et R Aot b e R et b et e Rt e be et et be st et ebe st nene 38
6.1.3 ]2 = SO STTSTS 39
6.2 Systems having possible risk of infection detected by @ deViCe.........ccoovvireiiiinne e 41
6.2.1 (@0 7= ok S 1= o SO RR 41
6.2.2 D TSRS 43

ETSI



4 ETSI GR E4P 002 V1.1.1 (2021-02)

6.2.3 N TR 46
6.24 LT I o ST 49
6.2.5 [ESE COBSE] PACT ..oooeoeeeeeeeeeeeee et es s essses s esssssesssssessessansensnnsnnsnnes 50
6.2.6 [WESE COBSE] PACT ...oovooeeieeeeeeeeeeeeeeeeseseeeeseessessss s sssssss s sessss s ssss s s ssessssssssesasssnsessesssassnssnees 51
6.2.7 (010110 USRS 52
6.2.8 TN ettt bR h R R R R R R R R R R SRR R R AR R e R Rt R R e E et n e 53
7 CompariSon Of eXiStiNg MELNOUS..........coiiiie e 54
7.1 (STl o (< aaTTo foTe Tor= I A1 Qe 1 - 54
7.2 Promoters/Level of sponsorship, endorsement by, or involvement of, public health authorities..................... 55
7.3 Degree of iNtErOPErabiliTY ... ..o it 56
7.4 User experience and USADI Iy BSPECES ........cciirieiriirieiriiie sttt bbb e 56
7.5 IMpPact 0N deViCES AN AALAIUSAGE .......covereeuirtireeieitere ettt b et b et e e b et eb e e e ens 57
7.6 PriVaCy & SECUILY BSDECES. ..o iuiueetirteietesteiet sttt sttt b b et b bbb bt sb e st bt s e bt b e e en e b e e ens 58
7.7 Data anonymi sati On/PSEUAONYMISALION .......cveueeterieeetiriee ettt et se bt b e sb s b e b b sbeseeneens 60
7.8 DL e Y = = 1oL TSRS 60
7.9 Proximity detection method and teChNOIOGY ...........ccviiieiicice e s 61
7.10 Device PlatfOrms SUPPOMEU.......c.ei e see st e e e te e s e s e e s e e te e e e e estessaesaeesseensesneesneesseesseanseensenns 61
7.11 RSl 0000 YA PSPPSR 62
8 General challenges of digital pandemic contact tracing SOIULIONS ...........cccveiririnerenereeeeeee e 63
8.1 Readiness: overall pandemic mitigation and containment MechaniSMS..........cccovereineneineseee e 63
8.2 F o (o] o 1 o] o AN OSSOSO U RO UPTOSTURPRTN 63
8.3 oo Y-S PSS 64
8.4 ASYNCNIONOUS CONEACE TFACTNG ....vveveeeteite sttt sttt ettt sttt et b e et b et bese e st et e e e st e b e se et e se e e ebesb e e ebesrennenens 64
8.5 B Sttt R R R Rt e Rt e Rt et b 64
8.6 AV 64
8.7 [ T = 1 USSR 65
8.8 10 00T = o ] LY/ 65
Annex A: (271 o] 0o =10 Y2 66
Annex B: (O T o =l o T o 81
[ 1S 0] Y PR SRSPRRT 82

ETSI



5 ETSI GR E4P 002 V1.1.1 (2021-02)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) Europe for Privacy-Preserving
Pandemic Protection (E4P).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The COVID-19 pandemic has generated significant challenges for many countries and their citizens and showed that
digital technologies could play an important role in addressing this and future pandemics. Various applications, services
and systems for contact tracing (identification and notification of those who come in contact with a carrier) have been
developed in different regions.

Despite the similar goal of automated detection of COVID-19 exposure systems as complementary solutions to manual
tracing (interviews with people diagnosed with COVID-19 to track down their recent contacts), their functionality,
technology, scale, required data and limitations are different and may not interoperate.

These systems are currently being deployed in different countries and many more are expected in the near future. In
particular, mobile devices with their contact tracing applications can support public health authorities in controlling and
containing the pandemic. In that purpose, E4P has been created to provide a technical answer to pandemic crises, not
limited to COVID-19, by specifying interoperable contact tracing systems.

ETSI
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1 Scope

The present document provides areview of existing pandemic proximity detection methods, applications and other
aspects of a pandemic contact tracing system. The similarities and differences of the various available or upcoming
approaches are examined, particularly concerning but not limited to the degree of interoperability, security aspects, use
of centralized or decentralized approach, use of particular proximity detection methods and technol ogies, support of
different device platforms, epidemiological value and privacy aspects.

The review includes a grouping of various approaches into several similar types (e.g. centralized or decentralized
system) and provides examples of initiatives to which the approaches apply. The present document is also neutral in
terms of technologies and initiatives; however, the focusis on initiatives involving proximity sensing and networking
using mobile devices, and the applications and other technical enablers which can be installed on the devices.

The present document provides a basis for the analysis of suitable requirements for a standardized solution as specified
in ETSI GSE4P 003 [i.1]. It also relatesto ETSI GS E4P 006 [i.2], ETSI GS E4P 007 [i.3] and ETSI GS E4P 008 [i.4].

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GS E4P 003: "Requirements for pandemic contact tracing systems using mobile devices'.
NOTE: Not yet released at the time of publication of the present document.

[1.2] ETSI GS E4P 006: "Device-based mechanisms for pandemic contact tracing systems".

NOTE: Not yet released at the time of publication of the present document.

[i.3] ETSI GS E4P 007: "Pandemic proximity tracing systems: Interoperability framework".

NOTE: Not yet released at the time of publication of the present document.

[i.4] ETSI GS E4P 008: "Back-end mechanisms for pandemic contact tracing systems'.

NOTE: Not yet released at the time of publication of the present document.

[i.5] Inter-American Development Bank: "Census of COVID-19 apps’

NOTE: Internal work document, not publicly released.

ETSI
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NOTE:
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[i.13]
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NOTE:
[i.16]
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

Bluetooth® low energy: low power wireless Personal Area Network (PAN) communication technology that can be used
over a short distance to enable smart devices to communicate

contact tracing: essential measure to fight an ongoing pandemic with the purpose of identifying and managing the
contacts of probable or confirmed cases to rapidly identify secondary cases that may arise after transmission from the
primary known cases in order to intervene and interrupt further onward transmission

NOTE: Contact tracing isthe term used to describe the overall public health strategy and actionsinvolved in
tracing and following up contacts. Mobile apps cannot be said to do ‘contact tracing’, but rather "proximity
tracking' and 'exposure notification’; i.e. tracking and alerting users who have been in close proximity
with each other, which can support contact tracing.

Curve25519: state-of-the-art cryptographic function designed for use with the Diffie-Hellman key exchange protocol
and suitable for a wide variety of applications

NOTE: Itisone of the fastest elliptic curve cryptography (ECC) curves and is not covered by any known patents.
The reference implementation is public domain software.

Diffie-Hellman key exchange protocol: method for safely distributing keys that allows two parties that have no prior
knowledge of each other to jointly establish a shared secret key over an insecure channel
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digital fragility: quality of an entity (organization, system, etc.) that determines its susceptibility to suffer an incident,
of "digital" nature, that disturbsits activity (besides causing other consequences for people, assets or the environment);
and of which possible materialization there is not always consciousness

exposure notification: feature of a mobile app that supports digital contact tracing by notifying to its user an exposure,
above/bel ow thresholds specific to each contact tracing system, to a person later diagnosed as probable or confirmed
case

proximity tracking: feature of a mobile app that supports digital contact tracing by measuring Bluetooth® signal
strength to determine whether two mobile devices were close enough together for their users to transmit the virus
respectively, to get infected by the virus

SecNumCloud (formerly Secure Cloud): initiative by the French National Cybersecurity Agency (ANSSI), aiming to
improve protection for public authorities and Operators of Vital Importance (OV1s)

NOTE: Launched in 2013, the idea under this quality seal wasto create alabel that demonstrated the high level of
security met by those cloud solution providers serving strategic business and government agencies.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

API Application Programming Interface
APK Android application PacKage

NOTE: Android® isatrademark of Google LLC.

CPU Central Processing Unit

DP-3T Decentralised Privacy-Preserving Proximity Tracing

E4P Europe for Privacy-Preserving Pandemic Protection

EBID Ephemeral Bluetooth® | Dentifier

EMR Electronic Medical Record

ENS Exposure Notification System

ENX Exposure Notification eXpress

EU European Union

FAQ Fregquently Asked Questions

GDPR General Data Protection Regulation

GPS Global Positioning System

GR Group Report

GS Group Specification

HMS Huawei® Mobile Services

ID IDentifier

IDPT Interoperable Digital Proximity Tracing

IDPT-FP Interoperable Digital Proximity Tracing - Full Protocol

I-EBID Interoperable EBID

ISG Industry Specification Group

NFC Near Field Communications

NTP Network Time Protocol

NUS Near Ultra Sound

PACT 1. Private Automated Contact Tracing (East Coast PACT)
2. Privacy-sensitive protocols And mechanisms for mobile Contact Tracing (West Coast PACT)

PIA Privacy Impact Analysis

Pl Personally Identifiable Information

QR Quick Response [code]

RFID Radio Frequency | Dentification

RSSI Received Signal Strength Indicator

SDK Software Development Kit
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TAN Transaction/Telephone Authentication Number
ul User Interface
UuID Unique User IDentifier
uwB Ultra Wide Band
UX User eXperience
4 Current landscape of pandemic contact tracing

4.1 Overview: a universe of apps

For decades, public health services have promoted contact tracing in communicable disease control. This has madeit a
pillar of fight against pandemics. Traditionally, manual contact tracing has attempted to find all contacts of a confirmed
case to test or monitor them for infection with the ultimate goal to save lives by stopping the spread of a disease through
the location and isolation of new possible cases. Indeed, exhaustive manual pandemic contact tracing followed by
isolation of infected individuals and immunization of their surrounding communities may prove to be more effective
than universal immunization; but it is not always exempt of issues that may impact its effectiveness in addressing
infectious diseases. Limitation in number of human monitors (tracers), the need for training, the difficulty to identify
some contacts (e.g. people met in public transportation), etc. could undermine any tracing initiative. Here is where
digital solutions arise as a support service making manual pandemic contact tracing more efficient.

A recent study (see[i.5]) by the Inter-American Development Bank Group's innovation laboratory (IDB Lab) has
produced a census of several hundreds of COVID-19-related apps. Although not al of them are contact tracing apps, it
congtitutes a true univer se of apps.

4.2 Manual pandemic contact tracing

Contact tracing to identify persons who potentially have been infected by known victims, and to isolate/treat those with
secondary infections, is a proven way to contain an epidemic when full lock-down is not in place and inoculations are
not available. The value in reducing the total number of infectionsin a given time depends strongly on the latency for
symptoms and the mobility of the disease or people. Some sources (see [i.6]) have showed analytically that if latency is
high (e.g. like 14 daysin the average case for COVID-19) then effective contact tracing can be extremely helpful in
containing outbreaks.

However, contact tracing also has resource costs. Conventional means of contact tracing requires interviewing the
infected patient(s) regarding their lifestyle and sustained contacts (e.g. less than 2 metre distance for 15 minutes) using a
long list of questions (see[i.7]) to trigger memories and elicit names/addresses. Many of the questions involve some
invasion of privacy, justified by the medical risks. Personsto carry out the questionnaires are typically themselves put at
higher risk of infection during the interview, and even more so during subsequent secondary and tertiary interviews
where apparently healthy people may be contacted at their homes/workplace. The interviewers also need significant
training to be effective (see[i.g]).

The reliance of conventional tracing on human memory, particularly of people who are sick or extremely worried, also
reduces the completeness of the results. In adirect test within a Singapore hospital (see[i.9]), a comparison was made
over two days between counting contacts of staff (162 persons) with patients (17 persons) based on patient medical
records (EMRs) and a detailed interview of staff the next-day, compared to RFID-tracing of staff. The RFID method
detected 54 contacts missed otherwise, the EMRs showed 99 contacts missed by RFID (but there is some doubt of
accuracy of the records), and all together 257 contacts were found. Self-reporting by staff identified only 36 of those
contacts. Thelesson to learnis that, in a busy environment (here a hospital) the memory of contact with others may be
very spotty, even under ideal conditions.

In area-world example (see[i.10]) in Seoul in early May 2020, an outbreak of Covid-19 was detected in association
with a nightclub district. By late May, using cell phone location data, credit card records, and lists of nightclub visitors,
officialsidentified and carried out screening of more than 35 000 visitors. They detected 246 new infections: 96 primary
cases, 32 secondary, and others that were 3, 4 and even 5 steps along the transmission chain from actual night club
visitors. This example used some very broad-based location data (cell area) but can mainly be considered
"conventional". The resource cost was obviously very high; however the mobility of the night-club visitors was also
very high: the infected persons returned home to ten different areas across South K orea. Finding and isolating them
rapidly was very important to avoid the need to impose lockdown on large parts of the country.
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The above examples help to make clear that an automated, privacy-preserving method of detecting potential contagion
and warning people to apply for screening could drastically reduce the investigative resource costs compared to
conventional contact tracing and greatly increase the speed and completeness of case discovery. Speedy screening of
persons likely to beinfected is crucial to preventing the "chain reaction” of an outbreak (see[i.6]).

4.3 Digital pandemic contact tracing: initiatives per country

4.3.0 General

The following clauses provide a characterization (description) of aseries of current digital contact tracing initiatives
(apps), both alive and under development, given by country (in a phabetical order).

The aim to include a representative sample of the European landscape, as well as a few additional and relevant
initiatives from abroad, has been among the very reasons for the final election of projects.

4.3.1 Austria (project "Stopp Corona")

Table 1: Austria's "Stopp Corona" project characterization

App's name Stopp Corona.
Country AT (Austria).
Official website (and source of this https://www.stopp-corona.at/ (in German)
characterization) available at https://www.roteskreuz.at/site/meet-the-stopp-corona-app/
Description Stopp Corona utilizes the ENS framework. Therefore, the app mainly

implements the user interface, the risk-score calculation, and the
communication with the backend. The backend is based on the
reference implementation provided by Google®. The backend regarding
the exchange of the keys is hosted using Microsoft Azure.

There is no external validation regarding the reported state (see below).
To lower the risk of misuse, the reporting user has to provide a mobile
phone number. He will receive a TAN, which he has to provide as a
means for verification of the telephone number. The telephone number
will be stored, to identify the reporting user in case of misuse. The
telephone numbers are stored using an Austrian provider.

One speciality is, that the app introduces three types of keys:

e red keys: These are the usually submitted keys in the ENS
approach, indicating that the reporting user was diagnosed
COVID-19 by a physician. Users informed about a red
exposure are asked to self-quarantine for 14 days.

e yellow keys: In this case, the reporting user might be infected,
but he only did a self-assessment by answering a
guestionnaire. This questionnaire is part of the app. The yellow
state was introduced to shorten the time of informing other
users. The reporting user is asked to do a COVID-19 test as
soon as possible. Users informed about a yellow exposure are
asked to self-quarantine for 7 days.

e green keys: This is to indicate, that the reporting user wants to
revoke some previously sent yellow or red keys.

In order to authenticate key-state updates a random value (UUID) is sent
together with the initial key upload. Updates are only accepted if the
same random value is provided.

Type Exposure notification in support of contact tracing.
Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.

A user can freely decide to participate in the system.
The [possibly] infected person can choose to disclose an [possibly]
infection on a volunteering base.

Data processing legal basis GDPR, Datenschutzgesetz (DSG), Epidemiegesetz, Privacy Shield
(because of the usage of Microsoft Azure).
Data usage limitation According to the app's privacy policy, data usage is limited to certain
purposes.

ETSI


https://www.stopp-corona.at/
https://www.roteskreuz.at/site/meet-the-stopp-corona-app/

14 ETSI GR E4P 002 V1.1.1 (2021-02)

Data destruction

Locally store data is deleted if the app is deinstalled. The phone number
provided to receive the TAN will be deleted after 30 days. All data will be
deleted after the end of the pandemic.

Data minimization

The user does not provide the Austrian Red Cross (ORK) with any data
such as name, date of birth, etc. Only when submitting a report, a mobile
phone number is provided in order to receive a TAN via SMS, which is
used to release the report. The telephone number provided by the user
is to be regarded as directly personal data, as the user can be contacted
directly.

It is planned to collect data for statistical purposes (number of key
uploads, number of received EBIDs).

Data anonymization/pseudonymization

Exchanged keys are pseudonymous as they do not have any personal
identifiers. When an infection is reported the phone number is recorded,
to prevent misuse. Besides that, only a pseudonymous unique user 1D
(UUID) is known to the backend server.

Data subject rights

The user can revoke his agreement to the data collection at any time.
Besides this, the user has the usual rights according to the GDPR.

Transparency

The source code for Android® and iOS apps as well as the backend are
available. Some limited technical documentation regarding both, app and
back-end's design and implementation, are available. The proximity
tracing solution itself is a black box hidden in the operating system
(services). A user gets informed about data collection and processing
during the installation of the app.

Technical documentation available at

https://github.com/austrianredcross/stopp-corona-documentation

(certain documentation seems to be outdated, since Austria followed at
the beginning another approach, because the ENS framework was not
available at the time).

Source code available at

https://github.com/austrianredcross

4.3.2

Estonia (project "Hoia")

Table 2: Estonia's "Hoia" project characterization

App's name

Hoia.

Country

EE (Estonia).

Official website (and source of this
characterization) available at

https://hoia.me/en/

Description

Hoia lets you quickly find out about possible close contact with a
COVID-19 infected person, allowing you to take steps to protect your
own health and the health of others.

Phones that use the app register the Bluetooth® signals from other
nearby phones. If the signal is sufficiently close and long enough, an
anonymous code referring to a close contact will be stored in their
phone. If a person now confirms their infection with the Hoia app, the
anonymous codes on their device will be uploaded to a central server
where all users can download them. It is not possible to identify a person
based on an anonymous code. The user's phone compares whether the
infected person's anonymous code matches a code previously stored on
their phone. If so, the user is considered to be a close contact and they
will be notified with instructions. It will not be revealed to the user who
the infected person was with whom they were in contact with, or any
other information that would allow the indirect identification of the
infected person.

Only subjects with a confirmed test result can mark themselves as
infected. Users use e-IDAS compliant mobile phone authentication
technology to confirm their person and bind the test result to the keys in
the protocol.

Type

Exposure notification in support of contact tracing.

Technology

Bluetooth® Low Energy.

Method

ENS + DP-3T Software Development Kits (SDK).

Voluntary nature

Entirely (this is stressed in all communication).

A user is free to (not) download the application and set it up (giving
consents to relevant phone operating system APIS).

A user is free to (not) mark themselves as infected (having multiple
chances to cancel the process).
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For more information, please, refer to item 4 in the privacy policy.
URL: https://hoia.me/privacy/

Data processing legal basis

The Hoia app does not process personally identifiable information (PII).
The backend processes infection confirmations and handles PII.
The following bases are used:

e Consent.

e EU General Data Protection Regulation (GDPR).

e Estonian Personal Data Protection Act.

Available at:
https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/52301201900
1/consolide.

e Estonian Health Services Organisation Act that regulates the
person's ability to give consent to data transfer in collaboration
with the Health Information System regulation.

e Available at:
https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/51805202000
3/consolide

Data usage limitation

The app has two main functions: notifying risk of exposure (exposure
notifications) and letting the user marking herself as infected.

For more information, please, refer to items 9 and 11 in the privacy
policy.

URL: https://hoia.me/privacy/

Data destruction

Data is destroyed 14 days after creation; the user can also delete data in
the phone (whenever she prefers).

For more information, please, refer to items 10 and 13 in the privacy
policy.

URL: https://hoia.me/privacy/

Data minimization

The application and backend follow privacy-by-design principles. The
app does only one thing and nothing else (e.g. no epidemiological data
upload is currently implemented at all).

For more information, please, refer to items 6, 9 and 11 in the privacy
policy.

URL: https://hoia.me/privacy/

Data anonymization/pseudonymization

The app follows the decentralized design from DP-3T and ENS, relying
heavily on cryptographic techniques to ensure anonymity for as much
data to as many stakeholders as feasible.

Data subject rights

The user has the right to stop using the app, to revoke the app's access
to the Exposure Notification APIs and other phone features, etc.

For more information, please, refer to items 13 and 14 in the privacy
policy.

URL: https://hoia.me/privacy/

Transparency

Source code and documentation are open source. The DP-3T SDK
components of the app and backend are open source. The Apple®
/Google® operating system components are not open source (while
technical documentation is available and open source clones exists).
For more information, please, refer to the privacy policy.

URL: https://hoia.me/privacy/

Technical documentation available at

https://koodivaramu.eesti.ee/tehik/hoia/documentation

(documentation -currently in Estonian- also includes a security analysis).
Specific DP-3T and ENS documentation may apply as well to parts of
the system.

Source code available at

https://koodivaramu.eesti.ee/tehik/hoia

4.3.3

Finland (project "Koronavilkku")

Table 3: Finland's "Koronavilkku" project characterization

App's name

Koronavilkku.

Country

Fl (Finland).

Official website (and source of this
characterization) available at

https://koronavilkku.fi/en/
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Description Koronavilkku is a contact tracing app produced by the Finnish Institute
for Health and Welfare (THL) to help you find out whether you may have
been exposed to coronavirus. If you have a coronavirus test and are
diagnosed as infected, you can use the app to share this anonymously
with those you have been in close contact with. Your privacy is strongly

protected.
Type Exposure notification in support of contact tracing.
Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.

Use of Koronavilkku is not mandatory and any user can stop using the
app at any time by deleting it from her phone.

For more information, please, refer to the Koronavilkku official website.
URL: https://koronavilkku.fi/en/#yksityisyys

If an app user is diagnosed by a healthcare professional as having
COVID-19 infection, the user receives a single-use unlock code that the
user can tap into the app at their own discretion. This allows other users
of the app to be notified of potential exposure to coronavirus. The
information does not allow users to identify persons infected with or
exposed to the virus.

If the app sends the user an alert of potential exposure, the user can, at
her own discretion, report potential exposure to a healthcare professional
by phone. The app can also redirect the user to a separate health check
service web page. The app does not send information about exposure or
any other identifiable information to healthcare professionals or other
authorities.

For more information, please, refer to the privacy policy.

URL: https://koronavilkku.fi/en/privacy/

Data processing legal basis THL's duties are laid down in the Act on the National Institute for Health
and Welfare (668/2008).
The use and maintenance of the app are laid down in sections 43a to
43h of the Communicable Diseases Act (1227/2016).
The lawful basis for processing PIl under the EU's GDPR is:
e Performance of a task carried out in the public interest
(Article 6(1)(e) of the GDPR and section 4(2) of the Finnish
Data Protection Act (1050/2018)
In addition, the processing of sensitive personal data is based on the
special provision under Article 9(2) of the GDPR and section 6 of the
Finnish Data Protection Act:
e Processing is necessary for reasons of public interest in the
area of public health (Article 9(2)(i) of the GDPR).
For more information, please, refer to the privacy policy.
URL: https://koronavilkku.fi/en/privacy/

Data usage limitation The Finnish Communicable Diseases Act limits the usage of gathered
data to contact tracing purposes.

For more information, please, refer to the original Finnish text (no official
English translation is available so far).

URL: https://www.finlex.fi/fi/laki/ajantasa/2016/20161227#L 4aP43c

Data destruction A user can, at any time, remove the app from her phone whereupon all
pseudonymous codes stored in the phone will automatically be removed.
Any pseudonymous codes in the back-end system will be automatically
removed, too, within 21 days.

For more information, please, refer to the privacy policy.

URL: https://koronavilkku.fi/en/privacy/

Legislation allowing information retention is currently in force until

31 March 2021.

For more information, please, refer to the Koronavilkku's FAQ.

URL: https://koronavilkku.fi/en/fag/
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Data minimization The mobile app stores the following data in the user's own mobile
device:

e The user's own pseudonymous codes.

e The pseudonymous codes of others the user comes into close
contact with and the associated data relating to the length, time
and Bluetooth®signal strength of such contacts.

e The pseudonymous codes of the user reporting their infection.

e The information on potential exposure, received by the user.

e Anunlock code (not stored but processed).

The back-end system saves the following data:

e The pseudonymous codes of the users reporting their infection.
The professional user interface component of the solution temporarily
stores:

e The telephone number of that user tested positive, for the
purpose of sending a single-use unlock code to the user's
mobile phone.

For more information, please, refer to the privacy policy.
URL: https://koronavilkku.fi/en/privacy/

Data anonymization/pseudonymization |Koronavilkku does not store any user's name, date of birth or contact
information. It cannot identify her or the people she come into contact
with. The app does not collect information about where you are. The app
works using regularly changing and randomly generated codes. Users of
the app cannot be directly identified from these codes.

All communication between Koronavilkku and the server is encrypted.
The information is stored anonymously on a server managed by the
Social Insurance Institution (Kela) in Finland.

For more information, please, refer to the Koronavilkku's FAQ.

URL: https://koronavilkku.fi/en/fag/

ETSI


https://koronavilkku.fi/en/privacy/
https://koronavilkku.fi/en/faq/

18 ETSI GR E4P 002 V1.1.1 (2021-02)

Data subject rights

Right to withdraw consent:

e The processing of personal data is based on the Communicable
Diseases Act. A user can, at any time, remove the app from her
phone whereupon all pseudonymous codes stored in the phone
will automatically be removed. Any pseudonymous codes in the
back-end system are also automatically removed within
21 days. THL is not able to identify the user from
pseudonymous code data.

Right to access data concerning a user:

e Auser has the right to know whether THL is processing
personal data concerning her. A user also has the right to know
what personal data concerning her is processed and how. A
user also has the right to receive a copy of the personal data
concerning her insofar as providing her with a copy does not
adversely affect the rights and freedoms of others; or if THL
does not have legal grounds for refusing to disclose the data.
Where THL is unable to identify a user from the data, the right
to access cannot apply because it is not possible.

Right to rectification of data:

e Auser basically has a right to have inaccurate or incorrect data
rectified. Where THL is unable to identify a user from the data,
the right to rectification of data can not apply because it will not
be possible.

Right to erasure of your data:

e Auser can at any time remove the app, whereupon any
pseudonymous code data in her phone and back-end system
will be automatically deleted within 21 days at the latest. THL is
not able to identify a user from pseudonymous code data.

Right to restrict processing:

e Auser may have the right to restrict the processing of her
personal data in cases laid down by law. The right to restrict
processing may exists, for instance, if a user believes that the
personal data concerning her is inaccurate, it is being
processed unlawfully or the user has objected to the processing
of her data. In this case, data may be processes only with the
user's consent, where necessary for the establishment,
exercise or defence of legal claims, or where it is in the general
interest or essential to protect another person's rights. Where
THL is unable to identify a user from the data, the right to
restrict processing cannot apply because it will be not possible.

Right to object to the processing of personal data:

e Auser may have the right to object to the processing of her
personal data in cases laid down by law. The right to object
may exist, for instance, if the processing is associated with
automatic decision-making based on profiling or if the data is
used for direct marketing purposes.

Right to refer a matter to the supervisory authority:

e Auser has the right to request the Data Protection Ombudsman

to assess the lawfulness of THL's activities.
For more information, please, refer to the privacy policy.
See https://koronavilkku.fi/en/privacy/

Transparency

Koronavilkku's source code and documentation are open source (see
below).

Koronavilkku's privacy policy is available at:
https://koronavilkku.fi/fen/privacy/

A security assessment has also been done that is available at:
https://thl.fi/documents/533963/5860112/Johdon_tiivistelm%C3%A4-
Koronavilkku-arviointi_25.08.2020.pdf/221c17db-05dd-4222-c001-
2124ec9cbbd8?t=1598597462979

Technical documentation available at

https://github.com/THLfi/koronavilkku-android
https://github.com/THLfi/koronavilkku-ios
https://github.com/THLfi/koronavilkku-backend

Source code available at

https://github.com/THLfi/koronavilkku-android
https://github.com/THLfi/koronavilkku-ios

https://github.com/THL fi/koronavilkku-backend

ETSI


https://koronavilkku.fi/en/privacy/
https://koronavilkku.fi/en/privacy/
https://thl.fi/documents/533963/5860112/Johdon_tiivistelm%C3%A4-Koronavilkku-arviointi_25.08.2020.pdf/221c17db-05dd-4222-c001-2124ec9cbbd8?t=1598597462979
https://thl.fi/documents/533963/5860112/Johdon_tiivistelm%C3%A4-Koronavilkku-arviointi_25.08.2020.pdf/221c17db-05dd-4222-c001-2124ec9cbbd8?t=1598597462979
https://thl.fi/documents/533963/5860112/Johdon_tiivistelm%C3%A4-Koronavilkku-arviointi_25.08.2020.pdf/221c17db-05dd-4222-c001-2124ec9cbbd8?t=1598597462979
https://github.com/THLfi/koronavilkku-android
https://github.com/THLfi/koronavilkku-ios
https://github.com/THLfi/koronavilkku-backend
https://github.com/THLfi/koronavilkku-android
https://github.com/THLfi/koronavilkku-ios
https://github.com/THLfi/koronavilkku-backend

19 ETSI GR E4P 002 V1.1.1 (2021-02)

4.3.4 France (project "StopCovid")
Table 4: France's "StopCovid" project characterization
App's name StopCovid.
Country FR (France).

Official website (and source of this
characterization) available at

https://stopcovid.gouv.fr/
https://www.economie.gouv.fr/stopcovid

Description

StopCovid is the official French digital contact tracing application based
on proximity detection that uses the ROBERT protocol.

It was developed by a consortium led by Inria involving, among others,
ANSSI (the French cybersecurity agency), INSERM (the French public
research institution focused on human health and medical research) and
Santé Publique France (the French public health agency).

Positive COVID-19 tests come with a QR code that the user can scan
with the application to notify its status.

The backend is running on a SecNumCloud-certified solution (as defined
by ANSSI), ensuring the highest level of security and that the data is
stored in Europe and that no other jurisdiction can access it.

Type

Exposure notification in support of contact tracing.

Technology

Bluetooth® Low Energy.

Method

ROBERT.

Voluntary nature

Entirely.

A user freely decides to participate in the system.

A COVID-19 diagnosed person freely chooses to disclose its status.
StopCovid can be deleted at any time.

Data processing legal basis

GDPR and relevant French legislation.
CNIL (the French national data protection authority) was consulted.

Data usage limitation

Limited to the purpose of the application: contact tracing.

Data destruction

Yes.

Data minimization

Yes.

Data anonymization/pseudonymization

Cf. ROBERT protocol.
Users are pseudonymized.

Data subject rights

According to GDPR.

Transparency

StopCovid's source code and documentation are open code (see below).

Technical documentation available at

https://gitlab.inria.fr/stopcovid19/accueil

Source code available at

https://gitlab.inria.fr/stopcovid19/accueil

NOTE: At the time of closing the edition of the present document, the French authorities have just released
"TousAntiCovid" a new contact tracing app substituting "StopCovid". The new app was released on
October 22, 2020.

4.3.5 Germany (project "Corona-Warn-App")

Table 5: Germany's "Corona-Warn-App" project characterization

App's name

Corona-Warn-App

Country

DE (Germany)

Official website (and source of this
characterization) available at

https://www.coronawarn.app/en/

Description

Corona-Warn-App's overall approach is based on the ENS API.
Therefore, the app just implements the user interface, the risk-score
calculation, and the communication with the back-end system (including
the authorization of the key upload).

The app as well as the back-end components are made open source.
The back-end is operated by Deutsche Telekom using their Open
Telekom Cloud (https://open-telekom-cloud.com/). Therefore, all the
backend servers are currently located in Germany. Data owner is the
Robert Koch Institute (https://www.rki.def).

Besides proximity tracing the app additionally allows to receive
information regarding the result of a COVID-19 test.

Type

Exposure notification in support of contact tracing.

Technology

Bluetooth® Low Energy.

Method

ENS.

Voluntary nature

Entirely.
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Data processing legal basis

GDPR, German Data Protection laws and possibly other laws like
Infektionsschutzgesetz.
No specific law for proximity tracing.

Data usage limitation

According to the app's privacy policy, data usage is limited to certain
purposes.

Data destruction

Data locally stored by the app can be deleted any time on user's request.
Data shared with the backend will be deleted by the backend system at
latest 21 days after submission. Since certain data is made publicly
available by the backend, its destruction is out of the control of the
system.

Data minimization

To reduce the amount of collected and processed data certain measures
are applied, still it is unclear if the reaming amount of collected and
processed data can be considered minimal.

Data anonymization/pseudonymization

The emitted ephemeral Bluetooth® IDs are pseudonymized.
Communication with the backend is not anonymized.

Data subject rights

A user has the right to withdraw its consent to the data
collection/processing at any time. This will affect any future activity.
User rights as specified in the GDPR are usually not effective, since no
Pll is collected.

Transparency

The results of a privacy impact analysis (PIA) done by the German Data
Protection regulator is available.

URL: https://www.coronawarn.app/assets/documents/cwa-datenschutz-
folgenabschaetzung.pdf.

Corona-Warn-App's users get informed about data collection and
processing during the installation of the app.

The proximity tracing solution itself is a black box hidden in the operating
system (services).

Corona-Warn-App's source code and documentation regarding both, app
and back-end's design and implementation, are available (see below).

Technical documentation available at

https://github.com/corona-warn-app/cwa-documentation

https://github.com/corona-warn-app/cwa-

documentation/blob/master/solution_architecture.md (solution

architecture.)

Source code available at

https://github.com/corona-warn-app

4.3.6

India (project "Aarogya Setu")

Table 6: India's "Aarogya Setu" project characterization

App's name

Aarogya Setu.

Country

IN (India).

Official website (and source of this
characterization) available at

https://www.mygov.in/aarogya-setu-app/

Description

Aarogya Setu is an app to primarily spread awareness regarding health
services with an imminent focus on COVID-19. It uses a phone's GPS
and Bluetooth® to detect the proximity to neighbourhoods which have
detected infected patients as well as do contact tracing.

The app also provides information on how many users are infected in a
given geography and based on movement attempts to predict the risk
profile of an end-user. It provides options to contribute to the
governments relief program as well as informs users on how effective
government methods to control COVID-19 have been.

Type

Exposure notification by tracking user's movement in infected areas as
well as Bluetooth® based contact tracing.

Technology

GPS / Bluetooth® Low Energy.

Method

Proprietary (the contact tracing mechanism is not shared in public
domain).

Voluntary nature

Entirely.
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Data processing legal basis

No specific law for proximity tracing.

Data usage limitation

The policy mentions data is deleted after a period of time and data is not
shared with any other government department.

Data destruction

The policy mentions data is deleted after a period of time and data is not
shared with any other government department.

Data minimization

Data anonymization/pseudonymization

The emitted ephemeral Bluetooth® IDs are NOT pseudonymized.
Communication with the back-end links to a mobile number and hence
may not be anonymized.

Data subject rights

Not clear.

Transparency

The proximity tracing solution itself is a black box hidden in the operating
system (services).

The back-end mechanism, server details and data access mechanisms
are not transparent.

Reference source code for the Android® implementation has been
shared (see below).

Technical documentation available at

https://github.com/nic-delhi/AarogyaSetu_Android

Source code available at

https://github.com/nic-delhi/AarogyaSetu Android

4.3.7

Ireland (project "COVID Tracker")

Table 7: Ireland's "COVID Tracker" project characterization

App's name

COVID Tracker.

Country

IE (Ireland).

Official website (and source of this
characterization) available at

https://covidtracker.gov.ie

Description COVID Tracker is a free app for mobile phones aiming to help to protect
each other and slow the spread of COVID-19 in Ireland.
The app has three main functions:
e  contact tracing;
e symptom tracking; and
e news & information.
The first time anyone uses the app they are prompted to allow the app to
collect and share the anonymous data transmitted by nearby mobile
phones that also have the app installed.
Then they are asked how they would like the health authorities to contact
them. If their phone sees that they have been in close contact, i.e. too
close (within 2 metres of each other) for too long (more than 15 minutes),
with someone who has tested positive, a healthcare worker can call
them if they have chosen to share their contact phone number.
The app takes advantage of different capabilities of mobile operating
systems:
e Apple® & Google® have developed a method, ENS, that allows
specific government-only COVID-19 apps to make use of
Bluetooth® technology on phones that would otherwise not be
available.
e Thanks to Bluetooth® and through continuous scanning, each
mobile device logs the nearby phone at least every 5 minutes.
This activity happens the whole day, in the background, on
users' phones.
Type Exposure notification in support to contact tracing.
Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.

Data processing legal basis

The legal basis for the processing of the data is consent - namely
Article 6(1)(a) of the GDPR for the processing of personal data and
Article 9(2)(a) of the GDPR for the processing of special categories of
personal data, in this case health related data.

Data usage limitation

The app has the purpose of supporting the Irish national public health
response and members of the public during the COVID-19 crisis.

Data destruction

Personal data is held for:
e Exposure Notification identifiers: 14 days.

e Diagnosis keys uploaded to the back-end: 14 days.
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e Diagnosis keys on the mobile device: as long as they are
necessary to perform a match check.

e  COVID Check-In information:
— onthe device: 28 days; and
— uploaded to the back-end: 1 day.

e App metrics: a minimum of 7 years.

Data minimization The app uses about 1MB of data per week (equivalent to 6 minutes of
Internet browsing).

Data anonymization/pseudonymization |COVID Tracker uses the Exposure Notification System (ENS) developed
by Apple® and Google® as it has been pointed out above. This allows
phones to share anonymous IDs using Bluetooth®. These IDs contain
information about how close someone was to other app user(-s) and how
long she was close to them.

The anonymous IDs are codes made up of letters and numbers. An app
user never sees them. They cannot be used to identify users or their
phones.

Using an anonymous ID means any information is collected
anonymously. No one will ever know your personal details unless you
choose to share them. This includes Apple® , Google® and the Irish
Health Service Executive.

Data subject rights Any user has the following rights as a data subject under the GDPR in
respect of her personal data that are processed by the app:

¢ Request information on and access to her personal data.

e Request correction of the personal data that the health
authorities hold about her.
Request erasure of her personal data.
Obiject to processing of her personal data.
Object to automated decision-making including profiling.
Request the restriction of processing of her personal data.
Request transfer of her personal information in an electronic
and structured form to her or to another party.
Any user also has the right to make a complaint before the Irish Data
Protection Commission.

Transparency The results of a Privacy Impact Analysis (PIA) done by the Irish Data
Protection regulator is available.
URL: https://github.com/HSEIreland/covidtracker-
documentation/blob/master/documentation/privacy/Data%20Protection%
20Impact%20Assessment%20for%20the%20C0OVID%20Tracker%20Ap
p%20-%2026.06.2020.pdf
Additionally, and as part of the COVID Tracker initiative's commitment to
transparency, the following information is available:
e Data Protection Information Notice.
URL: https://covidtracker.gov.ie/privacy-and-data/data-
protection/
e Privacy designs.
URL: https://github.com/HSEIreland/covidtracker-
documentation/tree/master/documentation/privacy
COVID Tracker's source code and documentation are open code (see

below).
Technical documentation available at |https://github.com/HSEIreland/
Source code available at https://github.com/HSEIreland/covid-tracker-app
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4.3.8 Italy (project "Immuni")
Table 8: Italy's "Inmuni" project characterization
App's name Inmuni.
Country IT (Italy).

Official website (and source of this
characterization) available at

https://www.immuni.italia.it/ (available in Italian, English, French, German

& Spanish).

Description

Inmuni sends a notification to people who were in close contact with a
user who tested positive for the COVID-19 virus, alerting them of the risk
of infection. Thanks to Bluetooth® Low Energy technology, this takes
place without the app gathering any data on the identity or the location of
its users. The app has been designed and developed while taking great
care to safeguard user privacy. Any data, collected and managed by the
Ministry of Health and by public bodies, is stored on servers located in
Italy. All the data and app connections with the server are protected.
Where individuals are tested positive to COVID-19 they can upload the
temporary exposure keys to the server authenticating with a one-time
code given to the user by a health operator.

Type

Exposure notification in support to contact tracing.

Technology

Bluetooth® Low Energy.

Method

ENS.

Voluntary nature

Entirely.
Inmuni's installation, its activation and the transmission of the keys to the
server (if tested positive) are all voluntary actions.

Data processing legal basis

Data usage limitation

Yes, the data can be further used only for health statistics and
pseudonymised.

Data destruction

Yes, the latest on December 31, 2020 data will be destroyed or fully
anonymized.

Data minimization

Yes, only the minimum set of information is used.

Data anonymization/pseudonymization

Yes, the data can be further used only for health statistics and
pseudonymized.

Data subject rights

Transparency

Source code and technical documentation are available (see below).

Technical documentation available at

https://github.com/immuni-app/immuni-documentation (English only)

Source code available at

https://github.com/immuni-app

4.3.9  Japan (project "COCOA")
Table 9: Japan's "COCOA" project characterization
App's name COCOA.
Country JP (Japan).
Official website (and source of this https://www.mhlw.go.jp/stf/seisakunitsuite/bunya/cocoa_00138.html
characterization) available at (Japanese only).

Description This app uses the short-range communication function (Bluetooth®) on
smartphones upon user approval to receive notifications about the
possibility of contact with a person who has tested positive for the novel
coronavirus, while ensuring pseudonymity for the user's privacy.

Users can receive support, such as testing from a public health centre,
sooner, by knowing that they might have been in contact with someone
who has tested positive. The more users, the more effective it will be in
preventing the spread of infection.
For more information, please, refer to the "Request to install the COVID-
19 Contact-Confirming Application (COCOA)" and FAQ brochure
(English edition).
URL: https://www.mhlw.go.jp/content/10900000/000647649.pdf

Type Contact Confirmation Application.

Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.
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Data processing legal basis

Japanese Privacy Law.

Data usage limitation

According to the app's privacy policy, data usage is limited to certain
purposes.

Data destruction

Data locally stored by the app can be deleted any time on user's request.
Data shared with the backend will be deleted by the backend system at
latest 14 days after submission. Since certain data is made publicly
available by the backend, its destruction is out of the control of the
system.

Data minimization

To reduce the amount of collected and processed data certain measures
are applied, still it is unclear if the reaming amount of collected and
processed data can be considered minimal.

Data anonymization/pseudonymization

The emitted ephemeral Bluetooth® IDs are pseudonymised.
Communication with the backend is not anonymized.

Data subject rights

A user has the right to withdraw its consent to the data
collection/processing at any time. This will affect any future activity.

Transparency

No. Source codes for Apps and backend system are not available in
public (see below).

Technical documentation available at

https://cio.go.jp/sites/default/files/uploads/documents/techteam 2020052

6_01.pdf (in Japanese)

Source code available at

No. Source code for the app and backend system are not publicly
available.

4.3.10 Lithuania (project "Korona Stop LT")

Table 10: Lithuania's "Korona Stop LT" project characterization

App's name

Korona Stop LT.

Country

LT (Lithuania).

Official website (and source of this
characterization) available at

https://koronastop.Irv.It/

Description Korona Stop LT is the official COVID-19 exposure notification app for
Lithuania.
The installation of the app is voluntary.
The app has contact tracing and warning functionalities to identify the
persons that have been in contact with a person infected by COVID-19
and to inform him/her (without revealing personal data) about
appropriate next steps, such as self-quarantine, testing or providing
advice on what to do in case of symptoms (the aim is not to follow the
movements of individuals or to enforce prescriptions).
It uses Bluetooth® Low Energy technology and Exposure Notification API
to ensure privacy and security. The proximity data is generated and
stored in encrypted and pseudonymized format.
If person infected with COVID-19 chooses to inform close contacts,
he/she has to get confirmation from National Public Health Center under
the Ministry of Health (NPHC).
The app does not record GPS data even if GPS is switched on and does
not track users location.
Users are able to uninstall the app at any time.

Type Exposure notification in support of contact tracing.
Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.

Installation and use of the app are completely voluntary.

Data processing legal basis

Personal data is processed by a person's consent in accordance with
GDPR Article 6(1) (a) and Article 9(2) (a).

A user has a right to withdraw his/her given consent at any time but this
does not affect the lawfulness of the processing based on consent
before its withdrawal.

Data usage limitation

The data is processed for the purposes of technical infrastructure
protection and maintenance. The app does not collect data that allows to
identify users or to find out about their health or location.

ETSI

ETSI GR E4P 002 V1.1.1 (2021-02)



https://cio.go.jp/sites/default/files/uploads/documents/techteam_20200526_01.pdf
https://cio.go.jp/sites/default/files/uploads/documents/techteam_20200526_01.pdf
https://koronastop.lrv.lt/

25 ETSI GR E4P 002 V1.1.1 (2021-02)

Data destruction

The list of random IDs of users who anonymously reported that they are
infected will be deleted from the app immediately.

Random IDs are automatically deleted from smartphone's exposure log
after 14 days.

It may also be possible, using the functionality provided by Apple® and
Google®, to delete data manually in smartphone's system settings.

Data minimization

The app is designed to process as little personal data as possible.

Data anonymization/pseudonymization

Exposure logging functionality uses randomly generated identification
numbers (random IDs) which smartphone's exchanges via Bluetooth®
Low Energy. Random IDs as well as the other contact data (date and
time of the contact, duration of the contact, signal strength of the contact
and encrypted metadata) are recorded by smartphones in an exposure
log and are stored there for 14 days.

IP address is masked and not used within the app's back-end system.

Data subject rights

The user can revoke his agreement to the data collection at any time.
Besides this, the user has the usual rights according to the GDPR.

Transparency

Users are informed about data privacy during the installation of the app.
It is not clear whether the source code for Android® and iOS apps as well
as the backend are available. Some limited technical documentation
regarding both, app and back-end's design and implementation, are
available.

Technical documentation available at

N/A

Source code available at

N/A

4.3.11

Poland (project "ProteGO Safe")

Table 11: Poland's "ProteGO Safe" project characterization

App's name

ProteGO Safe.

Country

PL (Poland).

Official website (and source of this
characterization) available at

https://www.gov.pl/web/protegosafe

Description ProteGO Safe is the official Polish application for tracking contact with
the coronavirus, issued by the Ministry of Digitization in cooperation with
the Chief Sanitary Inspectorate.

The application is intended for use in Poland.
Type Exposure notification in support of contact tracing.
Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.

The user anonymously, without providing any data or enabling any
identification, installs the app on the device with the Android® or iOS
operating system.

Data processing legal basis

Personal data are processed on the basis of Article 6 section 1 lit. (e) of
GDPR in connection with a task carried out in the public interest
consisting in preventing, counteracting and combating COVID-19
resulting from Articles 1, 2, 3, 6 and 8a sections 1, 4 and 5 of the Act of
14 March 1985 on the State Sanitary Inspection (Journal of Laws of
2019, item 59).

Personal data regarding medical data are also processed pursuant to
Article 9 paragraph 2 lit. and GDPR in connection with the public task of
preventing, counteracting and combating COVID-19 resulting from
Articles 1, 2, 3, 6 and 8a sections 1, 4 and 5 of the Act of 14 March 1985
on the State Sanitary Inspection (Journal of Laws of 2019, item 59) -
processing is necessary for reasons related to the public interest in the
field of public health, such as protection against serious cross-border
health threats under the law of the Member State.

Data usage limitation

The user opens the app and displays information about the way it works
and the necessary consents / permissions (acceptance of the Terms and
the Privacy Policy).

The app is designed in a way that prevents Ministry of Digitization, Chief
Sanitary Inspectorate or any other entity from changing the purpose of
processing.
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Data destruction

Contact details are deleted from the user's device after 14 days
[parameter].

Data minimization

The app pays particular attention to ensure the highest privacy
standards. Adopted solutions ensure the support for the health
authorities in fighting the pandemic while using the minimal set of data,
necessary to accomplish that goal.

Data anonymisation/pseudonymisation

Distributed system:

1) Datais stored on users' devices. All information (entries in the
Health Journal), as well as the history of devices encountered
are stored on users' devices and analysed there.

2) Data entered into STOP COVID - ProteGO Safe allows users to
remain anonymous. It is not necessary to register or provide
any identifying information. In addition to installing the
application, the user only provides his nickname, which can be
any, and its only purpose is user comfort.

3)  Only people who are medically verified as patients with COVID-
19 will be able to initiate the process of sending their
Diagnosed Keys (prior to this, Contact Center has to reach the
Patient to get a consent to enable appropriate export gateway
for data upload - it is required - this consent is made voluntarily
by a sick person, thus Contact Center has no means nor rights
to do so on behalf of the patient by itself) so that they can send
a warning to other users.

Data subject rights

According to GDPR. In particular:
1) pursuant to Article.15 GDPR, the right to access Personal Data;
2)  pursuant to Article 16 GDPR, the right to rectify Personal Data;
3) pursuant to Article 17 GDPR, the right to delete Personal Data;
4)  pursuant to Article 18 GDPR, the right to request the
Administrator to limit the Processing of Personal Data, subject
to the cases referred to in Article 18 section 2 GDPR;
5)  pursuant to Article 21 GDPR, the right to object to the
Processing of Personal Data.
In order to exercise the rights, data subject have to use the appropriate
STOP COVID - ProteGO Safe functionalities.

Transparency

ProteGO Safe's source code and documentation are open code (see
below).

Technical documentation available at

https://github.com/Prote GO-Safe/specs/blob/master/README-ENG.md

Source code available at

https://github.com/ProteGO-Safe

4.3.12 Singapore (project "Trace Together")

Table 12: Singapore's "Trace Together" project characterization

App's name

Trace Together.

Country

SG (Singapore).

Official website (and source of this
characterization) available at

https://tracetogether.gov.sg/

Description Trace Together is the implementation of the Blue Trace protocol. The
app was developed by the Government Technology Agency and
released on 20 March 2020.
The app is available for Android® and iOS.
A reference source code has been released on github, however the app
on playstore is not same as the one hosted on github.

Type Exposure notification in support to contact tracing.
Technology Bluetooth® Low Energy.
Method Blue Trace.

Voluntary nature

The app has been made mandatory for some section of residents.

Data processing legal basis

Singaporean domestic privacy regulation.

Data usage limitation

Data will only be used for COVID-19 contact tracing.

Data destruction

Data is retained only for a limited time.

Data minimization
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Data anonymization/pseudonymization

The app requires users to register and hence may not be completely
anonymous.

Data subject rights

Transparency

Trace Together's source code and documentation are open code (see
below).

Technical documentation available at

https://github.com/opentrace-community
https://www.tracetogether.gov.sg/common/privacystatement

Source code available at

https://github.com/opentrace-community

4.3.13 Spain (project "Radar COVID")

Table 13: Spain's "Radar COVID" project characterization

App's name

Radar COVID.

Country

ES (Spain).

Official website (and source of this
characterization) available at

https://radarcovid.gob.es/

Description Spanish national contact tracing app.
Type Exposure notification in support to contact tracing (decentralized).
Technology Bluetooth® Low Energy.
Method ENS.
Voluntary nature Entirely.

Both adoption and notification of confirmed case based on PCR+.

Data processing legal basis

Explicit consent of the terms of use and privacy policy.

Data usage limitation

The app does not process any personal data.

The Rolling Proximity identifiers (RPI) and Temporary Exposure Keys
(TEK) are limited to contact tracing purposes following the DP-3T
principles.

Data destruction

Local data (TEK/RPI) can be deleted at user's request and is deleted
after 14 days otherwise.
Central data (infected TEKSs) are deleted after 14 days.

Data minimization

Only data for contact tracing purposes (TEK/RPI) is collected.

Data anonymisation/pseudonymisation

Rolling Bluetooth® identifiers could be considered as pseudonymized
data.

Data subject rights

No personal data is collected, so GDPR rights are not applicable.
Users can erase local data and/or uninstall the app at any time.

Transparency

Radar COVID's source code and documentation are open code (see
below).

Technical documentation available at

http://qithub.com/radarcovid

Source code available at

http://github.com/radarcovid

4.3.14 Switzerland (project "SwissCovid")

Table 14: Switzerland's "SwissCovid" project characterization

App's name

SwissCovid.

Country

CH (Switzerland).

Official website (and source of this
characterization) available at

https://foph-coronavirus.ch/swisscovid-app/

https://www.bag.admin.ch/bag/en/home/krankheiten/ausbrueche-

epidemien-pandemien/aktuelle-ausbrueche-epidemien/novel-

cov/swisscovid-app-und-contact-tracing.html
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Description

SwissCovid represents Switzerland's effort in digital contact tracing.
The app mainly implements the user interface and the communication
with the backend.

The backend is based on the reference implementation provided by
DP3-T and run by the Federal Office of Public Health (FOPH), although
per law, a 3" party provider can be used.

Google® & Apple® ENS is a de-facto standard based on DP-3T core
concepts, at least for the device side.

DP-3T is not an official body but a collection of top academic
researchers, mainly from ETH/EPFL, who have a lot of trust from the
Swiss government as part of how they are organized/funded.

20 % of Swiss population is using the app as of September 2020.

Type

Exposure notification in support of contact tracing.

Technology

Bluetooth® Low Energy.

Method

ENS + DP-3T.

Voluntary nature

Entirely.

A user can freely decide to participate in the system.

The [possibly] infected person can choose to disclose a [possibly]
infection on a volunteering base as defined in the legal basis below.

Data processing legal basis

According to "Ordinance of 24 June 2020 on the Proximity Tracing
System for the Sars-CoV-2 coronavirus".

For more information, please, refer to the portal of the Swiss
government.

URL: https://www.admin.ch/opc/de/classified-
compilation/20201730/index.html

Data usage limitation

Anonymized data is provided to the Federal Office of Statistics.

Data destruction

14 days on app and backend.
24h. in the infection code management system.

Data minimization

The user does not provide the FOPH with any data such as nhame, date
of birth, etc. Only when submitting a report, the IP address can be
possibly stored and used to identify the person. Logs of such traffic are
to be deleted after 7 days.

Data anonymization/pseudonymization

Exchanged IDs are derived from a private key which does not have any
personal identifiers and changes at least every day.

Data subject rights

Transparency

DP-3T is open source but ENS is not, so key generation and
safekeeping cannot be verified by an independent body.

Technical documentation available at

https://github.com/DP-3T/documents

(certain documentation seems to be outdated, since DP-3T was
developed before ENS).

Source code available at

https://github.com/DP-3T/dp3t-app-android-ch

4.3.15 United States (project "CoEpi")

Table 15: United States' "CoEpi" project characterization

App's name

CoEpi

Country

US (United States)

Official website (and source of this
characterization) available at

https://www.coepi.org

Description CoEpi is a privacy-first system for anonymous Bluetooth® proximity-
based exposure alerting based on voluntary symptom sharing.
Type Exposure notification in support of contact tracing.
Technology Bluetooth® Low Energy.
Method TCN.
Voluntary nature Entirely.

CoEpi takes a privacy-first approach: users are anonymous and opt-in to
ANY sharing of data beyond their local device.
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Data processing legal basis

Data usage limitation

Data destruction

Data minimization

Data anonymization/pseudonymization

Data subject rights

Transparency CoEpi is an open source project that is actively collaborating with others
on a shared backend and Bluetooth® protocol so these apps can 'see'
each other as devices, expanding the impact of CoEpi.

CoEpi is doing this open source so individuals can investigate code to
decide if it is trustworthy.

Technical documentation available at |https://github.com/Co-Epi

Source code available at https://github.com/Co-Epi/app-android
https://github.com/Co-Epi/app-ios
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Table 16 shows a summary of some of the most relevant characteristics of the apps included in the current analysis.

Table 16: Summary of apps, per country

ETSI GR E4P 002 V1.1.1 (2021-02)

Country Name Promoter/health Official site Language | Approach Os Method Transparency PIA |Voluntary
authority supported
AT Stopp Federal Ministry of |https://www.stopp-corona.at/ DE Decentralized |Android® / ENS Doc & Code Entirely
Corona Health i0S
EE Hoia Estonian Health https://www.hoia.me/en/ EN, EE Decentralized |Android® / ENS Doc & Code Entirely
Board i0S
Fl Koronavilkk |Finnish Institute https://koronavilkku.fi/en/ EN, FI, SV |Decentralized |Android® / ENS Doc & Code Entirely
u for Health and i0S
Welfare
FR StopCovid  |Ministry for https://stopcovid.gouv.fr/ FR Centralized Android® / ROBERT Doc & Code Entirely
Solidarity and i0S
Health
DE Corona- The Robert Koch |https://www.coronawarn.app/en/ EN, DE Decentralized |Android® / ENS Doc & Code Yes Entirely
Warn-App  |Institute i0S
IN Aarogya Ministry of Health |https://aarogyasetu.gov.in/ EN Decentralized |Android® / PROPRIET |Partial Entirely
Setu and Family i0OS/KaiOS |ARY
Welfare
IE COVID Health Service https://covidtracker.gov.ie/ EN Decentralized |Android® / ENS Doc & Code Yes Entirely
Tracker Executive i0S
IT Inmuni Ministry of Health |https://www.immuni.italia.it/ EN, IT, Decentralized |Android® / PRONTO-C |Doc & Code Entirely
DE, ES, i0S
FR
JP COCOA Ministry of Health, |https://www.mhlw.go.jp/stf/seisakunit |EN, JP Decentralized |Android® / ENS Doc Entirely
Labour and suite/bunya/cocoa_00138.html i0S
Welfare
LT Korona Gov't of the https://koronastop.Irv.It/ EN, LT, Decentralized |Android® / ENS Not clear Entirely
Stop LT Republic of RU, PL i0S
Lithuania
PL ProteGO Chief Sanitary https://www.gov.pl/web/protegosafe |PL Decentralized |Android® / ENS Doc & Code Entirely
Safe Inspectorate i0S
SG Trace Ministry of Health |https://www.tracetogether.gov.sa/ EN Centralized Android® / BLUETRAC |Doc & Code Partially
Together i0S E
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Country Name Promoter/health Official site Language | Approach Os Method Transparency PIA |Voluntary
authority supported
ES Radar Ministry of Health, |https://radarcovid.gob.es/ ES Decentralized |Android® / ENS Doc & Code Entirely
COVID Consumption and i0S

Social Welfare

CH SwissCovid |Federal Office of  |https://foph- EN, DE, Decentralized |Android® / ENS Doc & Code Entirely
Public Health coronavirus.ch/swisscovid-app/ FR, IT i0S

us CoEpi Community https://www.coepi.org/ EN Decentralized |Android® TCN Doc & Code Entirely
Epidemiology In (beta) /i0S
Action project (beta +

TestFlight)

NOTE 1: Android® is a trademark of Google LLC.

NOTE 2:

I0S is a trademark or registered trademark of Cisco in the U.S. and other countries and is used by Apple under license.

Main conclusions;

A majority of initiatives have been promoted/supported, in some way, by public authorities, being CoEpi an exception asit is an initiative of the "Community
Epidemiology in Action” project.

A majority of the projects reviewed in the present document is in the decentralized paradigm space, with the exceptions of French " StopCovid" and Singaporean
"TraceTogether". Beyond the fifteen apps studied here, Hungary's "VirusRadar", for instance, is an additional example of centralized solution within the European
space.

The preferred platforms are iOS and Android®. The availability of India's Aarogya Setu for KaiOS sounds to some extent anecdotic, as the fact that CoEpi isin a
development stage (beta) with the need for TestFlight to run oniOS.

The preferred digital contact tracing method is Google® & Apple® Exposure Notification System (ENS) API, despite the adoption of other relevant approaches, by
some of theinitiatives, like ROBERT, the proprietary approach of Aarogya Setu, PRONTO-C, BLUE TRACE and TCN.

Transparency seems also paramount for most of the projects, despite only a couple of them have offered information about the Privacy Impact Analysis (PIA)
performed by their domestic data protection authority.

And, finally, with the only exception of Trace Together, almost the whole set of initiatives seems to show a voluntary spirit.
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4.3.17 Other initiatives

The initiatives reviewed in clauses 4.3.1 to 4.3.15 above are not but a small selection of the whole universe of digital
contact tracing apps (see[i.11], [i.12], [i.13] and [i.14]) that the COVID-19 pandemic has brought. Some sources (see
[1.15], [i.16] and [i.17]) states that there are currently almost 10 times more contact tracing apps than the number
explored in the present document (i.e. 120 apps available globally; of which India's Aarogya Setu is the most popular,
with 100 million downloads, and where the US is the country with more apps, 23, than any other country in the world).
Those same sources say that almost half that number of apps (48 %) use Bluetooth® as the primary contact tracing
method and that more than one out of three (37,5 %) contact tracing apps are now using the Google® and Apple® ENS
API.

All of that not to mention that there are many more apps scheduled to be rolled out nor the existence of other initiatives
and proposals whose details are not publicly available.

Given this growing number of different initiativesit is not difficult to imagine that interoperability has become one of
the most relevant challenges within the digital contact tracing space. That has been the very reason for establishing
ETSI'sE4P Industry Specification Group (see[i.18], [i.19], [i.20] and [i.21]) and it has also justified the effort by the
European Commission to set up an EU-wide system to ensure interoperability (see[i.22]), the so-called EU

interoper ability gateway, recently gone live integrating, as afirst step, the apps from Germany (" Corona-Warn-App"),
Ireland ("COVID Tracker") and Italy ("Inmuni") (see[i.23]).

5 General approach to digital pandemic contact tracing

5.1 Generic systems using a back-end server, a mobile device
& app, and Bluetooth® Low Energy

51.0 Overview

In general terms a digital pandemic contact tracing system aims at warning its users that they were in contact with
individuals that may have been infected with a contagious disease (e.g. COVID-19). And in that sense, it is understood
asatool that supports manual contact tracing, making it more efficient.

In ahigh-level description of adigital contact tracing system (see[i.1]) the following essential elements can be
distinguished:

. [End] User: aperson that uses the digital contact tracing system through a mobile device and app.

. M obile Device: an electronic device responsible for providing the proximity information, obtained via the
proximity detection method, by communicating with other mobile devices and with an infrastructure through a
mobile application.

. M obile Application or ‘app': a piece of software running on the mobile device, responsible for registering and
managing proximity information, communicating with the infrastructure, alerting the end user it may be
infected (through a process called 'risk calculation’) and notifying the central infrastructure in case the end
user were tested positive.

. Infrastructure (i.e. back-end system/server): a set of technology elements (computers, databases, networks,
...) that provides authoritative, trusted information to the mobile device. The main role of the infrastructureis
to support information sharing between users through their mobile devices and apps. Should there were
multiple infrastructures potentially using different contact tracing protocols, they might exchange information
through a federation protocol to provide interoperability between the different digital contact tracing systems.

. Proximity Detection M ethod: the method used by mobile devices for detecting their proximity (based on
Bluetooth® signals sent between devices) with potential sources of infection.

. Contact Tracing Protocol: the protocol between mobile devices and the infrastructure, used by the mobile
application.
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. Federation Protocol: a protocol used to exchange information between different infrastructures.

. Health Authority: the [usually public] authority overseeing the whole digital contact tracing system and
process; and responsible for certifying the infection of a user.

This model describes the vast majority of digital contact tracing systemsthat are in use, or under development, at the
time of writing the present document. These preliminary implementations of contact tracing protocols have been done
mostly taking advantage of currently available "advanced" devicesthat already integrate all the necessary modules:

. aBluetooth® Low Energy transceiver;
. awireless communication capacity allowing IP connexions to public health infrastructure; and
e aCPU with memory for storage of ephemeral Bluetooth® Low Energy beacons and contacts logging.

Today all these capacities can be found in smartphones based on both, Apple® iOS and Google® Android operating
systems.

51.1 Systems having possible risk of infection detected by a server

One of the current debates of contact tracing systems is about solutions having possible risk of infection detected by a
server (centralized approach) or by a mobile device (decentralized approach) (see [i.24]).

In all systems (both centralized and decentralized) the digital pandemic contact tracing app of a certain user isregularly
loaded with alist of ephemeral identifiersto be released in a given order. Each ephemeral identifier is repeatedly
released during a certain interval. During such interval, the app instructs the mobile device to broadcast an ephemeral
identifier frequently. At the same time, the app collects the ephemeral identifiers sent by a second user, which are
received from her own app. Hence, the app of the first user manages two lists of identifiers: the ones to send (broadcast)
and the received ones. Identifiers are stored with a time indication about when they have been sent/received. Quite
regularly, very old identifiers are removed from their respective lists.

When a second user is tested positive, this diagnosed user receives from the health authority atoken which allows her to
upload information in a central server. This operation requires her consent, and she may have a control on what to
upload.

Users can also check their "at-risk status'. Essentially, with the help of the central server, they can figure out if they are
at risk of being contaminated because they have met some person who were diagnosed.

In decentralized systems, risk calculation for a given user operates by having the user's app dump the content of the
back-end server (i.e. the reported ephemeral identifiers from the list sent [to the back-end server] by the diagnosed
user/-s) and check the intersection between the reported identifiers and the locally stored onesin her list of received
ephemeral identifiers. Given the intersection of both lists, the app determines the at-risk status of the first user.

In centralized systems, ephemeral identifiers are derived from a pseudonym of the user, who has been previoudy
registered in the back-end system. This latter, the central server, has atrapdoor allowing to retrieve the pseudonym from
the identifier. Hence, the server can determine if a user, with a certain pseudonym, is at risk as soon as it recognizes said
pseudonym from the received ephemeral identifier(-s). Hence, when the user's app connects to the server and
authenticates under her pseudonym, the server can directly tell if the user is at risk.

In summary, the procedure for a centralized systemis as follows:

. Registration. Each user's app registers to the server. The server sets a pseudonym. (The server and the app
determine a way to authenticate the app under pseudonym through the anonymous channel).

. Setup of identifiers. Quite regularly, the app connects and authenticates to the server to get new identifiers.
The server creates alist of ephemeral identifiers which can be mapped to app's pseudonym by using the
back-end's trapdoor. The ephemeral identifiers are given to the app which stores them in alist (of to send
ephemeral identifiers).

. Broadcast. During agiven internal, the app constantly broadcasts an ephemeral identifier. Once thislatter is
broadcasted for the last time, it is erased from the to-send list. Every app from other users collects the
broadcasted ephemeral identifier and storesit in alist of received ones together with a coarse time information.
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. Reporting. Upon tested positive, a second, diagnosed user provides her own app with the appropriate
(anonymous) credential to upload (part of) itslist of received ephemeral identifiersto the back-end server. In
this protocol, the first user's app does not authenticate to the server. Elements to report are sent separately to
prevent the server from linking them. The server associates each reported ephemeral identifier with a
pseudonym of the original (first) user in its database (using the trapdoor) and remembers that said pseudonym
has to be notified.

. Status verification. Regularly, the first user's app connects and authenticates to the server to check the status
of its user on the server. The server answers whether the user is at risk. If at risk, data about the pseudonym of
that first user are erased and the user (her app) should register again.

5.1.2 Systems having possible risk of infection detected by a device

Decentralized systems work simpler, as follows (see [i.24]):

. Setup of identifiers. Quite regularly, a user's app prepares alist of random ephemeral identifiersto be used
(broadcasted) and storesthemin alist.

. Broadcast. During acertain interval of time, the user's app constantly broadcasts an ephemeral identifier. A
few weeks after that ephemeral identifier is broadcasted for the last time, it is erased from the list of ephemeral
identifiers of such user. Every other users' app collects the ephemeral identifier broadcasted by the first user
and storesit in the other users' list of received ephemeral identifiers with some time information.

. Reporting. Upon tested positive, a second, diagnosed user provides her own app with the appropriate
credential to upload (part of) her list of ephemeral identifiers to send (broadcast) to the back-end server. This
latter publishesiit.

. Status verification. Regularly, the app of the first user checks the newly uploaded ephemeral identifiers on the
server and checksif they are element of her list of received ephemeral identifiers. This way, the user's app
determinesif sheisat risk.

5.1.3 Commonalities and differences between systems

Commonalities between the different approaches to digital pandemic contact tracing systems, as the two detailed above,
are numerous, starting with a shared core goal -save lives-, common technology (servers, smartphones, Bluetooth® Low
Energy, etc.), overal architecture (mobile device, app, back-end system, etc.) or detailed functionalities (proximity
detection, risk calculation, exposure notification, etc.). The main differenceisthat, depending on the approach, the at-
risk status could be determined by the server (centralized approach) or the app (decentralized approach).

Beyond that, other differences are the following:

. In centralized systems, each user's app registersto the server in order to be provided with a pseudonym for the
app/user.

. In centralized systems, the list of ephemeral identifiersto be broadcasted is obtained from a server. In
decentralized systems, it is generated by the user's app itself.

o In centralized systems, what is uploaded isthe list of received identifiers. In decentralized systems, what is
uploaded isthe list of used (broadcasted) identifiers.

5.2 Other systems

52.0 Overview

At the time of writing of the present document, digital pandemic contact tracing standardization efforts by ETSI 1SG
E4P focused mainly on the Bluetooth® Low Energy-fuelled smartphone apps domain. However, future steps could take
aso into account different approaches/technologies:

. tokens;

. acoustics;
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. UWB,;

. systems using elements communicating information from fixed locations (e.g. entrance of rooms, shops,
buildings or other facilities);

. systems using elements communicating information linked to objects (e.g. via RFID tags);

U etc.
Depending on their adoption, such systems might be modelled in a future version of the present document. The present
document briefly introduces some of them.
5.2.1 Token-based systems

Asdetailed in clause 4, above, a growing number of smartphone-based digital pandemic contact tracing apps have been,
and are being, developed and are freely available on associated app portals. However, those systems suffer some
drawbacks that limit their usage; for instance, to name afew:

. power drain;
. need to activate the app; and
. part of the population not easily covered:
- people who do not have smartphones;
- elderly people; or
- people who are not alowed to use smartphones, like individualsin:
= jals;
L] military facilities; or
" protected industrial plants.

In paralel, other systems featuring different components, most notably token devices, have started to emerge
(seeli.25)).

Contact tracing tokens (electronic devices with limited capacity for communication and/or computation) are an
aternative to contact tracing [ smartphone-based] apps. They are aimed at people who do not own or prefer not to use a
cell phone. These devices are thought to be distributed, for instance, among vulnerable elderly people who have little or
no family support or have mobility problems. Those tokens usually have unique QR codes and do not need charging as
they have a battery life of up to nine months.

Asin the case of smartphones, tokens could work by exchanging Bluetooth® signals with other nearby tokens or mobile
phones that are running the related app. Users will be alerted by a contact tracing officer if they are detected to have
been near someone infected with the coronavirus.

Data collected by the devices will be encrypted and kept in the token for a maximum of "n" days (n=25, in the case of
Singapore (see [i.26]), where these tokens have aready been deployed). Data cannot be accessed remotely as the tokens
have no Internet nor cellular capabilities. Tokens have no Global Positioning System (GPS) connectivity, so they do not
collect location data.

Degpite having been, Singapore's TraceTogether tokens, the first solution of this nature promoted by a public health
authority, some other initiatives can be mentioned, too:

. France's experiments with StopCovid and the Internet of things (see[i.27]);

e  the European Institute of Innovation & Technology (EIT) proposal to develop anonymous COVID-19 contact
tracing systems using physical tokens (see [i.28] and [i.29]) that received more than 60 expressions of interest
to face concrete pilots;
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e the Simmel Project, an open source, ballpen-shaped wearable platform that enables privacy-preserving
contact tracing (see [i.30] and [i.31]). The platformis built around an RF52833 chip by Nordic
Semiconductors and the project has explored two technology pathsin paralel: Bluetooth® Low Energy and
near ultrasound (NUS);

. the Project Tracer initiative, another completely open source project (see[i.32], [1.33], [i.34] and [i.35])
demonstrating the Google® & Apple® ENS API on microcontrollers (i.e. non-smartphone devices) having only
Bluetooth® Low Energy and Wi-Fi® transceiver. The protocol isimplemented on a generic ESP32 integrated
circuit by Shanghai-based Espressif Systems. The project provides a small sized, low-power platform (device)
which implements the af orementioned contact tracing standard;

. the TraceSigma initiative, an attempt by a group of Singaporean engineers, known as "Bettr”, to complement
smartphones as contact tracing solutions' devices (see [i.36], [i.37] and[i.38]). Project TraceSigmaaimsto
develop and release open-sourced code and reference designs of a portable device to build and deploy
compatible self-contained tracing devices. The project implements Singapore's OpenTrace/BlueTrace on an
Espressif Systems's ESP32 microcontroller; or

. last but not least, cer cadti (TECHBOX): a Bluetooth®-based contact tracing solution presented in Spain by
the firms Téctica Corporativa/Red Técticaand ADN Mobile Solutions as mentioned by the Spanish press (see
[1.39] and [i.40]).

5.2.2  Acoustic-based systems

Despite the many benefits Bluetooth® technology provides, it has also the problem of traveling too far (e.g. through
walls) reaching further than expected and, therefore, leading to a number of undesired fal se-positive close contacts. In
this context, new research (see [i.41]) suggests that high frequency sounds passed between cell phones could be a way
to more accurately trace the potential spread of the COVID-19 virus (i.e. do contact tracing).

Theideaistaking advantage of complementary [acoustic] sensor s and using them to detect proximity the same way
current Bluetooth®-based protocols do; i.e. the system would generate random, anonymous | Ds for each phone,
automatically send ultrasonic signal s -undetectable by humans- between microphones and speakers of phones within a
certain radius, and use the information exchanged through this acoustic channel for contact tracing. If a person tested
positive for COVID-19, she would update her anonymous | Ds and the timestamp when the | Ds were generated in the
past two weeksto a central database managed by atrusted health care authority. Each individua in the system will pull
the positive patient's IDs and compare locally to check whether she has had any contact with the patient.

Among the efforts to enable acoustic communications between devices that are equipped with microphones and
speakers the following can be mentioned:

. ACOUSTIC-TURF (see[i.42] and [i. 3]), aprivacy-preserving, automated contact tracing system to fight
COVID-19 using acoustic signals sent from ubiquitous mobile devices. At ahigh level, ACOUSTIC-TURF
adaptively broadcasts inaudible ultrasonic signals with randomly generated I1Ds in the vicinity.
Simultaneously, the system receives other ultrasonic signals sent from nearby (e.g. 6 feet) users. In such a
system, individual user |Ds are not disclosed to others and the system can accurately detect encountersin
physical proximity with 6-foot granularity. ACOUSTIC-TUREF correctly determines that people on opposite
sides of awall are not in contact with one another;

. Hush (see[i.44]), asoftware that utilizes very high frequency sound to send data between commodity smart
mobile devices;

) U-Wear (see[i.45]), asolution that enables data dissemination between ultrasonic wearable devices;

e  Dhwani (see[i.46]), awork that employs audible sound for near field communications (NFC) between
smartphones,

. DopEnc (see[i.47]), aninitiative that can automatically identify persons with whom users interact and
considers coordinating multiple access in order to measure the Doppler effect; or

o NOVID (see[i.48]), an attempt to integrate Bluetooth® and ultrasonic signals for distance-aware automated
contact tracing.
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Beyond the contact tracing space, another recent, early-staged, acoustic experimental approach, by MIT, (see[i.49]) is
taking advantage of the changes infections usually cause on the quality of a patient's voice (e.g. lower volume, nasally
tone), promising the future use of mobile appsto screen people for a disease (e.g. COVID-19), particularly those who
are asymptomatic.

Thisvocal screening for COVID-19 effort is based on the processing of speech recordings of people infected, but not

yet showing symptoms; and has allowed to find evidence of measurable indicators (vocal biomarkers) of the disease.
These biomarkers stem from disruptions the infection causes in the movement of muscles across the respiratory,
laryngeal, and articulatory systems, al of them involved in speech production.

The initiative proposes (see [i.50]) a speech modelling and signal -processing framework to detect and track COVID-19
through asymptomatic and symptomatic stages. The approach is based on complexity of heuromotor coordination
across speech subsystems involved in respiration, phonation and articulation.

6

6.

6.

Existing methods

server

1.1 BlueTrace

1 Systems having possible risk of infection detected by a

Table 17: "BlueTrace" method characterization

Method's name

BlueTrace.

Specification (and source of this
characterization) available at

https://bluetrace.io/ (official webpage)

https://bluetrace.io/static/bluetrace_whitepaper-

938063656596c104632def383eb33b3c.pdf ("BlueTrace: A privacy-

preserving protocol for community-driven contact tracing across borders"
whitepaper).

Description

BlueTrace is the protocol developed by the Singaporean Government for
contact tracing of users to stem the spread of the COVID-19 pandemic.
The BlueTrace protocol is a centralized one, with some particularities:

e subscribers provide a phone number for urgent notification in
case of positive contact detection. This allows to reach users
even if the app is not on, or they have TraceTogether tokens;

e there is a Bluetooth® Low Energy connected process in the
protocol where the devices exchange complementary data in a
file, containing the device's TemplD, device model, health
authority identifier, and BlueTrace protocol version; and,

e the protocol allows devices with transmission only capabilities
(for example, low power tokens).

TraceTogether is the official mobile app integrating the BlueTrace
protocol.

OpenTrace is the open-source reference implementation of BlueTrace,
used in the app and released under the GPL-3.0 license.

Device (front-end)

Calibration method

Server (back-end)

Risk-calculation approach (on
device/on server)

On server (centralized approach).

Epidemiological risk criteria

Promoters/Level of sponsorship,
endorsement by, or involvement of,
public health authorities

The method has been promoted by the Government of Singapore
through its Government Technology Agency and endorsed by the
Singaporean Ministry of Health.

Degree of interoperability

User experience & usability

Impact on devices and data usage
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Privacy & security aspects

Data anonymization/pseudonymization

Data retention

Proximity detection methods &
technologies

Bluetooth® Low Energy.

Support of different device platforms

The TraceTogether app is available in both Apple App Store and Google
Play.

For TraceTogether tokens, there is a specific version of BlueTrace,
called BlueTrace Light.

6.1.2 DESIRE

Table 18: "DESIRE" method characterization

Method's name

DESIRE.

Specification (and source of this
characterization) available at

https://hal.inria.fr/hal-02570382/file/DESIRE-specification-EN-v1 0.pdf

Description

DESIRE is an evolution of ROBERT (see clause 6.1.3, below),
leveraging the best of the so-called centralized and decentralized
systems.

DESIRE is based on Private Encounter Tokens (PET), generated from
Ephemeral Bluetooth® Identifiers (EBID). The EBIDs and PETs are
generated and computed locally by the mobile device and are non-
linkable. A PET uniquely identifies an encounter between two devices
and is secret (it can only be computed by the two devices). They can be
generated from any Non-Interactive Key Exchange protocol, which
makes them private and non-linkable from the server. For example, the
creation of PET can be based on a Diffie-Hellman key exchange protocol
(using an instance of the discrete logarithm on elliptic curves such as
Curve25519).

PET has the advantage over EBID that it reduces the ability of the server
to link co-location information coming from different individuals.
Furthermore, this method mitigates "replay attack", where a malicious
individual collects the EBIDs received by an infected (or potentially
infected) individual and replays them in many locations, thus creating a
large number of false positives.

Apps interact with the system through the following procedures:

e Initialization: When a user wants to use the service, she installs
the application (app) from an official and trusted app-store. The
app then registers to the server, that generates a permanent
identifier (ID). An IDTable keeps an entry for each registered
ID. The stored information is "de-identified", i.e. by no mean,
associated to a particular identity (no personal information is
stored in the IDTable).

e Proximity Discovery: After registering to the service, any given
device 'A"

— generates a new and non-linkable EBIDa at each epoch;

—  broadcasts this EBIDa regularly;

—  collects EBIDs of encountered devices;

— generates PETs from collected EBIDs if certain conditions
are satisfied on, for example, contact length, received
signal strength, etc.; and

—  stores the generated PETSs in a local list, along with, if
necessary, additional metadata (contact length, speed,
etc.).

e Infected User Declaration: When an individual is tested and
diagnosed COVID-positive, and after an explicit user consent
and authorization (from the medical services), her smartphone's
application uploads its local list of generated PETs (with the
relevant metadata) to the authority server, that adds them in a
global list, EList, of exposed PETSs.
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e  Exposure Status Request: The app queries -pull mechanism-
the "exposure status" of its user by regularly probing the server
with its list of generated PETs. The server then checks how
many of the app's tokens appear in EList and computes a risk
score from this information (and possibly other parameters,
such as the exposure duration and signal strength). If this score
is larger than a given threshold, the bit "1" ("at risk of
exposure”) is sent back to the app, otherwise the bit "0" is sent
back. Upon reception of a message "1", a notification is
displayed to the user that indicates the instructions to follow
(e.g. go to the hospital for a test, call a specific phone number,
stay in quarantine, etc.).

This DESIRE protocol assumes that all the smartphones and the server
are loosely time-synchronized (thanks to the Network Time Protocol,
NTP) or any other time synchronization mechanism like cellular mobile
phone network information, or GPS time information, etc.). Time is
expressed as the NTP "Seconds" value, which represents, for era 0, the
number of seconds since Oh January 1st, 1900 UTC. Time is discretised
into epochs (e.g. of 15 minutes). epoch_duration_sec is the duration of
an epoch in seconds. Epochs are synchronized with the (Bluetooth®)
device address randomisation periods.

Device (front-end)

Calibration method Not part of DESIRE itself. Done by the mobile application.
Server (back-end)
Risk-calculation approach (on On server (centralized approach), but DESIRE can be easily modified to
device/on server) be state-less with risk calculation done on the device.
Epidemiological risk criteria As defined by health authorities.
Promoters/Level of sponsorship, Could be used in the next generation of the official French digital contact

endorsement by, or involvement of,  |tracing application, StopCovid.

public health authorities

Degree of interoperability
User experience & usability Not applicable to a method/protocol.

Impact on devices and data usage DESIRE uses Bluetooth® Low Energy and is thus dependent on the low
level detail for energy consumption (its EBIDs are transmitted in 2
consecutive Bluetooth® packets). Data usage is mostly limited (bound
by) the periodic probing of the server with the list of generated PETS.
Privacy & security aspects DESIRE has been designed by researchers in the fields of security and
privacy with major privacy improvements over ROBERT.

Data anonymization/pseudonymization
Data retention
Proximity detection methods & Bluetooth® Low Energy.
technologies
Support of different device platforms |As a protocol/method is largely independent of device platforms.
DESIRE has been implemented and tested.

6.1.3 ROBERT

Table 19: "ROBERT" method characterization

Method's name ROBERT (ROBust and privacy-presERving proximity Tracing protocol).
Specification (and source of this https://hal.inria.fr/hal-02611265/document
characterization) available at https://github.com/ROBERT-proximity-tracing/documents
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Description ROBERT assumes an ecosystem composed of users who install the
proximity tracing application (app) and a back-end server (highly
secured) under the control of the Health Authority. Apps interact with the
system through the four following procedures:

e [|nitialization: When a user wants to use the service, she installs
the application (app) from an official app-store. The app then
registers to the server that generates a permanent identifier
(ID) and several Ephemeral Bluetooth® Identifiers (EBID). The
back-end maintains a table, IDTable, that keeps an entry for
each registered ID. The stored information is "anonymous" and,
by no mean, associated to a particular user (no personal
information is stored in the IDTable).

e Proximity Discovery: After registering to the service, the app
broadcasts HELLO messages over its Bluetooth® interface and
collects HELLO messages from other devices, running the
same application, in the vicinity. These HELLO's contain
several fields, and in particular, an Ephemeral Bluetooth®
Identifier. The collected HELLO messages are stored, together
with the time of reception (and possibly other information such
as the strength of the Bluetooth® signal or the user's speed)
into a local list, the LocalProximityList.

¢ Infected User Declaration: When an individual is tested and
diagnosed COVID-positive, and after an explicit user consent
and authorization (from the medical services), her smartphone's
application uploads its LocalProximityList to the server that then
flags as "exposed" all IDs of IDTable of which at least one EBID
appears in the uploaded LocalProximityList. It is important to
note that:

— the server does not learn the identifiers of the infected
user's app, but only the EBIDs contained in its
LocalProximityList (list of Ephemeral Bluetooth® Identifiers
she was in proximity with); and

— given any two random identifiers of the IDTable that are
flagged as "exposed”, the server cannot tell whether they
appeared in the same or in different LocalProximityList lists
(the proximity links between identifiers are not kept and,
therefore, no proximity graph can be built).

e  Exposure Status Request: The app queries -pull mechanism-
the "exposure status" of its user by regularly probing the server
with its EBIDs. The server then checks how many times the
app's EBIDs were flagged as "exposed” and computes a risk
score from this information (and possibly other parameters,
such the exposure duration or the user's speed/acceleration
during the contact). If this score is larger than a given threshold,
the bit "1" ("at risk of exposure") is sent back to the app and her
account is deactivated, otherwise the bit "0" is sent back. Upon
reception of this message, a notification is displayed to the user
that indicates the instructions to follow (e.g. go the hospital for a
test, call a specific phone number, stay in quarantine, etc.).

The ROBERT protocol assumes that all the smartphones and the server
are loosely time-synchronized (thanks to the Network Time Protocol,
NTP) or any other time synchronization mechanism like cellular mobile
phone network information, or GPS time information, etc.). Time is
expressed as the NTP "Seconds" value, which represents, for era 0, the
number of seconds since Oh January 1%, 1900 UTC. Time is discretised
into epochs (e.g. of 15 minutes). epoch_duration_sec is the duration of
an epoch in seconds.

Device (front-end)

Calibration method Not part of ROBERT itself. Done by the mobile application (there is
calibration in the StopCovid app).

Server (back-end)

Risk-calculation approach (on On server (centralized approach).
device/on server)
Epidemiological risk criteria As defined by health authorities.
Promoters/Level of sponsorship, Used in the official French digital contact tracing application, StopCovid.

endorsement by, or involvement of,
public health authorities
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Degree of interoperability

ROBERT was designed to be operated in several countries (it was the
result of a collaboration between Fraunhofer AISEC in Germany and
Inria in France).

User experience & usability

Not applicable to a method/protocol.

Impact on devices and data usage

ROBERT uses Bluetooth® Low Energy and is thus dependent on the low
level detail for energy consumption. Data usage is mostly limited (bound
by) the communication of LocalProximityList (see "Description” entry,
above).

Privacy & security aspects

ROBERT has been designed by researchers in the fields of security and
privacy.

Data anonymization/pseudonymization

Data retention

Proximity detection methods &
technologies

Bluetooth® Low Energy.

Support of different device platforms

As a protocol/method it is largely independent of device platforms.
It has been implemented in an application that is supported on both
Android® and iOS (StopCovid).

6.2
device

6.2.1 Contact Shield

Systems having possible risk of infection detected by a

Table 20: "Contact Shield" method characterization

Method's name

Contact Shield.

Specification (and source of this
characterization) available at

https://developer.huawei.com/consumer/en/doc/Contact-Shield-

V1/introduction-0000001050738511-V1

Description

Contact Shield is a basic COVID-19 contact tracing service for Huawei®
smartphone users, provided by Huawei Mobile Services (HMS) Core,
and based on Bluetooth® Low Energy and DP-3T open protocol.
Government organizations or local public health authorities can authorize
developers to develop COVID-19 contact tracing apps using Contact
Shield APIs. By calling Contact Shield APIs, the app can access Contact
Shield capabilities.

COVID-19 contact tracing apps can interact with other devices while
protecting user privacy to check whether a user has been in contact with
a person tested positive for COVID-19. If so, the user will be notified and
instructed to take relevant measures, effectively controlling the spread of
the virus.
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Device (front-end) The key functions of Contact Shield are anonymous ID generation,
Bluetooth® broadcasting and scanning, and exposure checking on
device.
The functionality split between the Contact Shield service and a contact
tracing app is as follows:
e Contact Shield:
1. Manage and store periodic keys, dynamically share
codes, and derive, encrypt and decrypt keys.
2. Manage Bluetooth® broadcast and Bluetooth® data
collection and storage.
3. Identify whether the user is a close contact.
4. Provide user authorization interaction interface at key
control points such as service startup and periodic key
upload.
e Contact tracing app:
1. Enable or disable Bluetooth® broadcast and scanning.
2. Obtain the periodic key, key generation time, and initial
key risk level from backend server.
3. When user is diagnosed, STB obtains the periodic key
from HMS.
4. Set the frequency of downloading periodic key from
backend server.
5. When a user becomes a close contact, a message is

pushed.
Calibration method GSMA TS.57 Bluetooth® Low Energy Calibration Testing.
Server (back-end)
Risk-calculation approach On device (decentralized approach).
(on device/on server)
Epidemiological risk criteria Defined by local public health authority. Contact Shield allows setting of
time, distance and other criteria as required.
Promoters/Level of sponsorship, Contact Shield is available to the public health authorities for their

endorsement by, or involvement of, COVID-19 contact tracing apps.
public health authorities

Degree of interoperability

User experience & usability

Impact on devices and data usage

Privacy & security aspects HMS Core Contact Shield does not run if the user has not installed any
app that uses Contact Shield APIs. If the user uses such an app, HMS
Core Contact Shield protects user privacy.

Users can determine by themselves whether to enable Contact Shield,
whether to upload anonymous identifiers to the cloud, and whether to
obtain diagnosis results by themselves.

Contact Shield's Software Development Kit does not collect any personal
data. It only uses dynamically generated anonymous IDs to identity
users and does not use any privacy information such as user locations
and phone numbers. In addition, anonymous IDs on the cloud can be
stored only for a limited period (for example, 14 days).

After the user uninstalls an app using Contact Shield APIs, the user's
historical data stored on the device will be deleted. The user can also
manually delete all historical data.

Only developers authorized by governments and strictly assessed by
Huawei® can use Contact Shield APIs to develop apps.

Huawei® will sign an additional service agreement stating the user
privacy protection requirements with eligible developers who want to use
Contact Shield APls.

Data anonymization/pseudonymization |Contact Shield uses dynamically generated anonymous IDs to identity
users and does not use any privacy information such as user locations
and phone numbers. In addition, anonymous IDs on the cloud can be
stored only for a limited period (for example, 14 days).

Data retention After the user uninstalls an app using Contact Shield APIs, the user's
historical data stored on the device will be deleted. The user can also
manually delete all historical data.

Proximity detection methods & Bluetooth® Low Energy.
technologies
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Support of different device platforms |Huawei® devices running HMS Core (APK) 4.1 or later support Contact
Shield APIs. If a user, whose HMS Core (APK) version does not meet
this requirement, uses an app developed based on Contact Shield APIs,
the app will instruct the user to install the latest HMS Core (APK)
version.

6.2.2 DP-3T
Table 21: "DP-3T" method characterization
Method's name DP-3T (Decentralized Privacy-Preserving Proximity Tracing).
Specification (and source of this https://raw.qgithubusercontent.com/DP-
characterization) available at 3T/documents/master/DP3T%20White%20Paper.pdf
https://github.com/DP-3T
Description Decentralized Privacy-Preserving Proximity Tracing (DP-3T) aspires to

"minimize privacy and security risks for individuals and communities and
guarantee the highest level of data protection" while performing contact
tracing. The system has been deliberately designed to not support
tracking positive cases, detect hotspots or trajectories of positive cases
and sharing data for epidemiological research.

The protocol is proposed to work on participating smartphones which
locally generate pseudo-random ephemeral identifiers (EphIDs) and
broadcast them using Bluetooth® Low Energy beacons. Simultaneously,
the smartphones also listen for these beacons and store the broadcast
EphIDs with a timestamp and signal attenuation to estimate exposure.
The protocol also requires the support of an honest backend server that
is available. The primary role of the server is to distribute anonymous
exposure information to the apps of the participating devices. Further,
the server is trusted to not add spurious exposure events or remove
genuine exposure events. The backend is primarily present for
aggregation and dissemination of information, all processing happens
locally on the devices. The privacy of the users does not depend on the
behaviour of the server. In the event of a positive infection diagnosis the
user is authorized by the local health authorities to upload a protocol-
specific representation of their EphIDs to the backend server for a time
window during which they were contagious thus aiding decentralized
proximity tracing. The authors also propose secure mechanisms to
validate upload requests from personal devices. The backend server
aggregates the uploaded EphID representations and distributes them to
the participating devices when they query the server. Subsequently the
devices can recompute the EphlDs of infected users locally. To facilitate
masking the upload traffic of infected users the participating devices
generate dummy traffic to provide plausible deniability of real uploads. If
any recorded EphlD matches those downloaded from the server then the
user may have been exposed to the virus, the app estimates the
exposure risk by looking at the exposure measurements of the matched
beacons. In line with this framework three protocols are proposed with
varying trade-offs between privacy and computation cost-Low-cost,
Unlinkable and Hybrid.

In the Low-cost variant the devices start by generating a random initial
daily seed for the current day. The secret day seed is rotated daily, and
the new seed is set as the hash of the previous day seed. The daily
secret seed is used to generate a list of ephemeral ids with the lifetime of
a few minutes, known as epoch (e.g. 15 minutes). If a user is diagnosed
as infected, then they can send the secret seed along with the day
corresponding to the first day of infection to the server. After this the
phone deletes the secret seed and generates a new one and proceeds
as before, this is done to prevent tracking. The server then disseminates
the collected secret seeds and the day of infection to all the participating
devices which in turn can compute the EphlDs from this information and
check whether they have been exposed. If a match is observed, then the
beacon's receive time and exposure measurement are taken into
account for the exposure risk computation.

ETSI


https://raw.githubusercontent.com/DP-3T/documents/master/DP3T%20White%20Paper.pdf
https://raw.githubusercontent.com/DP-3T/documents/master/DP3T%20White%20Paper.pdf
https://github.com/DP-3T

44 ETSI GR E4P 002 V1.1.1 (2021-02)

The Unlinkable design improves upon Low-cost variant by offering better
privacy properties at the cost of increased bandwidth. Instead of
distributing the list of seeds of infected users, the backend server
includes the hash of EphIDs in a Cuckoo filter which is then broadcast to
the participating devices. A Cuckoo filter is a space-efficient probabilistic
data structure which is used to test the set membership of an element.
Due to the probabilistic nature a false positive is possible, however, a
false negative is not. Using a Cuckoo filter precludes the adversaries
from linking EphIDs of the infected users. It also allows the infected
users to redact EphIDs corresponding to sensitive location or times. In
this approach EphIDs are generated each epoch using a random per-
epoch seed. In case of positive diagnosis the users upload a chosen set
of EphIDs and corresponding epochs. The parameters of the Cuckoo
Filter are chosen such that it produces about one false positive in a
million users over a period of 5 years. Due to hashing of values before
placing them in the Cuckoo filter and sparseness in a large set,
enumeration attacks are not efficient, hashing also makes reversing the
filter of limited use.

The Hybrid design attempts to combine the benefits of both the previous
approaches. In this approach the devices generate seeds for each time
window (e.g. 2 hours) and then use the seeds to generate EphlIDs as in
the Low-cost approach. This allows better unlikability than the Low-cost
design as well as the opportunity to redact EphlDs. However, the
tracking protection is as not good as the Unlinkable design, though, the
bandwidth cost is low.

Device (front-end) The device is responsible for generating and transmitting EphiDs. It also
needs to receive and store EphIDs from close by devices. In case of
infection, the user needs to upload (distribute) artefacts, which allow
other users to check, if they were in proximity of the device of the
infected user. In case of the Low-cost variant these artefacts are the
daily seeds. Any participant of the system needs to receive (download)
the proximity detection artefacts provided by the infected users, e.g. the
daily seeds. The device uses these artefacts and the EphIDs stored on
the device to calculate an exposure risk.

Calibration method

Server (back-end) The backend acts as a technical mean for distributing the artefacts
provided by the infected users to all participants in the system.
Risk-calculation approach (on On device (decentralized approach).
device/on server) The backend server aggregates the seeds (based on protocol chosen) of

all infected users, and broadcasts them to all the users participating in
exposure notification. The risk calculation itself happens on the device of
the user.

Epidemiological risk criteria The protocol estimates exposure risk of an individual by estimating the
duration and proximity of exposure to an infected individual. The
threshold parameter to initiate a notification can be tuned by the local
health authority. The app computes an exposure score by aggregating
all the matches in the last 14 days. The exposure measurement is based
on the Bluetooth® signal attenuation, which provides a proxy for
proximity, combined with the duration of exposure. If the exposure score
is above the threshold then the user is notified and advised further.

Promoters/Level of sponsorship, DP-3T has been proposed by a group of security and privacy
endorsement by, or involvement of, researchers from leading European universities as a secure and privacy-
public health authorities preserving system for proximity tracing at large scale.

As per the description, all the expenses of the project have been funded
from Prof. James Larus's discretionary funds at EPFL, in anticipation of a
grant from the Botnar Foundation. The work of some of the researchers
involved with the project has been funded by Google® in the past. No
participants were funded by Apple®. This is important to mention as
Google® and Apple® have proposed a COVID-19 tracking method with
many similarities.
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Degree of interoperability The DP-3T protocols have been designed to interoperate with each other
and all three variants support interoperability between different operators
of different regions as long as one of the proposed variants is used.
Additionally, the devices need to run all the protocols that they wish to
interoperate with and the respective backend servers need to exchange
data. The devices use the list of visited regions to fetch proximity tracing
data broadcasted by that region's backend server for up to 14 days after
the end of the users' visit. If a user is diagnosed as infected then the
device uploads the data to the local backend server along with a list of
visited regions. The local backend server in turn disseminates the data to
all the visited regions so that everyone exposed can be notified.

The protocol does not provide a way to interoperate with centralized
protocols or other proximity tracing systems.

User experience & usability The protocol requires minimal user interaction after the initial consent
and setup.

In the event of an infection the user needs to upload data (if they
consent). Rest of the processes happens in the background.

It should be noted that user experience depends to a large extent on the
design of the app provided by the local health authority which utilizes the
given protocol.

Impact on devices and data usage Overall, the data requirements of all three variants of the protocol are not
significant. Assuming a conservative estimate of 140 000 different
observations, which would be 100 different people per 15 minute epoch
the device storage required is below 7 MB. The backend server stores
exposure related data for the last 14 days per individual, this is not
significant. The data which is downloaded by the devices can be eased
by using content delivery networks as it is static in nature.

For all three protocol variants the daily data download size grows linearly
with the number of infections. The authors provide an estimate of
expected daily per user data download assuming a contagious window
of 5 days and 15-minute epochs. During the peak of infection when
some regions saw about 9 000 new cases daily the download amount for
Low-cost, Unlinkable and Hybrid design was computed as 0,28 MB,
25,22 MB and 4,20 MB respectively. Considering, the size of some app
updates this amount is not significant.

Privacy & security aspects The DP-3T protocols have been designed with privacy in mind and they
aim to ensure data minimization as the backend server only observes
self-reported anonymous EphIDs of infected users without any proximity
information. The protocol also reduces the scope of data abuse by
limiting the backend server to receive only the information it needs.
Tracking healthy users is not possible and limited for infected users. The
design supports graceful dismantling, and the data is removed after

14 days from the app and the backend server. The protocols keep the
social graph, interaction graph and location information of the individuals
private. The users that receive an exposure notification are advised on
subsequent steps to be taken but their identity is not revealed. Only a
confirmed infected individual is reported to the authorities provided they
consent. Also, no information regarding infection hotspots is collected.
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However, the protocols are not free from security and privacy
weaknesses. The Low-cost design allows local tracking of users during
the past window where the EphIDs are linkable. All decentralized
proximity tracing systems suffer from exposing the identity of the person
who might have exposed a user. More advanced attackers could also
modify the app to record much more information than intended by the
protocol, this could be mitigated by running the proximity tracing app
withing a Trusted Execution Environment (TEE). Linking EphIDs with
timing information can be used to narrow down the list of infected
individuals, collation with other side-channels is also possible. Traffic
masking is proposed to hide the communication with the backend server
by using dummy traffic and batching. Further anonymity is proposed by
precluding the backend from logging IPs. It is also suggested that the
MAC address of the phone changes with EphlID to prevent prolonged
tracking. A resourceful adversary could potentially collect a large number
of EphIDs using powerful antennas and then compare them with the list
of infected EphlIDs to track the movement of infected users in a small
area for the Low-cost version of the protocol, thus isolating potential
disease hotspots, the Unlinkable design makes this more challenging. To
prevent an adversary from collecting large number of EphiIDs a k-out-of-
n secret sharing scheme is proposed where the EphlDs are broken into
n chunks and at least k of them are needed to reconstruct an EphlID fully,
this could introduce an additional computational cost but would not limit a
powerful adversary.

The protocol could also be subject to security attacks such as fake
exposure events by relaying or broadcasting EphliDs to large distances,
suppressing at-risk contacts by tampering with the device local storage
and preventing contact discovery by jamming Bluetooth® signals. The
security and privacy risks listed here are non-exhaustive.

Data anonymization/pseudonymization

Data retention All received EphIDs are stored locally on the device apart from when an
infection is reported, in which case the seeds/EphIDs are uploaded to
the backend server.
Proximity detection methods & Bluetooth® Low Energy.

technologies The system uses Bluetooth® Low Energy and approximates the proximity
using the Bluetooth® signal attenuation.
Support of different device platforms |The protocol places no limitation on the devices that it can be
implemented on as long as they support Bluetooth® Low Energy
beacons and have a modest computing power and storage capacity.
So far, the popular choices have been implementation in the form of
apps for Android® and iOS devices, but in the future they could also be
implemented on tokens.

6.2.3 ENS
Table 22: "ENS" method characterization
Method's name ENS (Exposure Notification System).
Specification (and source of this https://www.Google.com/covidl9/exposurenotifications/ (Google® site).
characterization) available at https://developer.apple.com/exposure-notification/ (Apple® site).
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Description The Google & Apple® Exposure Notification System (ENS) is based on
the ideas of DP-3T. The APl was created with the vision that it would be
widely used by COVID-19 contact tracing apps which would be
developed independently by public health authorities. The API uses
Bluetooth® Low Energy to detect proximity between people running the
COVID-19 tracing apps. The users decide whether they wish to opt-in to
the Exposure Notifications and the system does not collect any location
information from the device. In the event of a positive infection diagnosis,
it is up to the user to report this in the public health app.

The service has been planned to be released in two phases:

e first, in May 2020 the companies released APIs to enable
interoperability between Android® and iOS devices using the
apps from public health authorities; and

e second, the companies would work on enabling a broader
Bluetooth®-based contact tracing system by baking this
functionality into the underlying operating systems. Close
integration with the operating system would provide a more
robust solution than the APl and also simplify the participation
of a broader section of apps and government health authorities.

The information regarding the project details is planned to be published
openly to facilitate transparency.

The protocol works by exchanging randomised tokens between
voluntarily participating devices which are running the same COVID-19
contact tracing app. The tokens, known as Rolling Proximity Identifiers
(RPIs), are exchanged when the devices are in close proximity of each
other. A 16-byte Temporary Exposure Key is generated locally on the
device using cryptographic random number generator, the key is rotated
every 24 hours. The Temporary Exposure Key is used to generate RPI
Keys and Associated Encrypted Metadata (AEM) Keys. The AEM keys
are used to encrypt the Bluetooth® metadata containing the transmit
power level which is the measured radiated transmit power of Bluetooth®
Advertisement packets and is used to improve distance approximation.
RPIs are generated from RPI Keys and are rotated every 10-20 minutes
(based on specification), the same frequency at which the Bluetooth®
randomised address is changed, to prevent linkability and wireless
tracking. Each participating device records a list of RPIs it encounters. In
the event of an infection the device can choose to self-report the
infection to a Diagnosis Server and upload a limited set of Temporary
Exposure Keys known as Diagnosis Keys based on the time window of
last 14 days.

If the user remains healthy the Temporary Exposure Keys do not leave
the device. The Diagnosis Server aggregates the Diagnosis Keys of all
infected users, which are then broadcasted to all the devices
participating in exposure notification, the participating devices download
these keys at least once per day. The Diagnosis Keys are used to
generate RPIs of infected users and matched locally on the device to the
list of RPIs received. In the event of a match the user is notified and
advised on the next steps. In the case of such a notification the system
also shares the day the contact with the infected individual occurred,
how long it lasted and the Bluetooth® signal strength of that contact.

Device (front-end) The device has to generate all the necessary keys and the RPIs. It
needs to send and receive RPIs. It needs to store received RPIs for a
defined time window (currently 14 days). It needs to upload Diagnosis
Keys in case of an infection. It has to download Diagnosis Keys of
infected users from the backend. It has to calculate the risk score and,
based on the risk score, inform people at risk.

Calibration method

Server (back-end) The backend server acts as a mean for implementing a broadcast of
Diagnosis Keys to all participants in the system.
Risk-calculation approach (on On device (decentralized approach).
device/on server) The Diagnosis Server aggregates the Diagnosis Keys of all infected

users and broadcasts them to all the users participating in exposure
notification. The risk calculation itself happens on the device.

Epidemiological risk criteria The service leaves the exact risk calculation of an exposure to the local
public health authority. The APIs supports this by providing the apps an
estimate of the time and distance of contact with an infected individual.
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Promoters/Level of sponsorship, Originally an initiative by Apple® and Google®, ENS has been proposed
endorsement by, or involvement of, |as a platform to enable COVID-19 contact tracing apps developed by
public health authorities public health authorities to work more accurately, reliably and effectively

across both Android® phones and iPhones®.
Today, a growing number of Governments are promoting/have promoted
digital contact tracing projects based on the Apple®|Google® API.

Degree of interoperability

User experience & usability The system requires minimal user interaction after the initial consent and
setup.

In the event of an infection the user needs to upload the Diagnosis Keys
(if they consent). Rest of the processes happens in the background.

It should be noted that user experience depends to a large extent on the
design of the app provided by the local health authority which utilizes the
given API.

Impact on devices and data usage The APIs incorporate a number of measures to reduce the energy and
data impact of using such a system. It is recommended to set the
Bluetooth® broadcasting interval to 200-270 milliseconds (subject to
change). To maximize recording potential exposure events the scanning
interval and window is planned to have sufficient coverage to discover
nearby Exposure Notification Service advertisements within 5 minutes.
The scanning strategy is further optimized by opportunistically leveraging
existing wakes and scan windows and setting a minimum sampling
period of 5 minutes. It is also envisioned to use Bluetooth® controller
duplicate filters and other hardware filters to prevent excessive power
drain. Further optimizations have also been implemented to improve
performance such as using the Advanced Encryption Standard (AES)
instead of HMAC<SHA256> for generating RPIs. The impact on data
usage is not significant when only a few devices are in proximity but
could be large in public spaces.

Privacy & security aspects Since ENS follows a decentralized approach it inherits the security &
privacy advantages and disadvantages associated with decentralized
approaches. One advantage is, that there is not central entity which can
easily learn even parts of the (pseudonymised) social graph. Disadvan-
tages are, that one can learn who is infected and that disease hotspots
can be detected by observing attackers.

The Exposure Notification system is opt-in and the user can stop using it
at any time. The infection reporting is also voluntary. To use the service
user can download the app provided by the local health authority and
activate the setting for COVID-19 notifications. This setting can be
deactivated anytime subsequently. As a further safeguard the service
can only be used in a health authority application, which need to satisfy
specific criteria regarding data protection, security and data usage.

The comparison of RPIs takes place completely on the device and the
user identity is always kept private. Depending upon the locale, the
health authority might require additional personal information such as
age or gender while registering an individual as infected in their app.
Providing such data is voluntary and is not shared with Google®, Apple®
or other users. The advertiser address, RPI, and AEM are changed
synchronously so that they cannot be linked. The Temporary Exposure
Key schedule is fixed and mandated by the operating system
components. This prevents the apps to track users by including static or
predictable information. The 16-byte Temporary Exposure Keys make it
computationally infeasible for an attacker to find a collision on a RPI,
thus ruling out most of replay and impersonation attacks. The Diagnosis
Server can purge metadata of clients uploading Diagnosis Keys after
including those keys in the aggregated list of Diagnosis Keys per day.
The Android® devices require activation of location detection to scan for
Bluetooth® devices nearby but device location is not used for Exposure
Notifications and is also explicitly excluded by the terms of use with the
app provider, the service purely uses Bluetooth® beaconing for proximity
detection. The service is planned to be disabled in future when it is no
longer needed.

Data anonymization/pseudonymization |The RPIs can be considered to be transaction pseudonyms.

Data retention All received tokens are stored locally on the device apart from when an
infection is reported, in which case the Diagnosis Keys are uploaded to
the Diagnosis Server.
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Proximity detection methods &
technologies

Bluetooth® Low Energy.
The system uses Bluetooth® Low Energy and approximates the proximity
using the radiated transmit power of Bluetooth® Advertisement packets.

Support of different device platforms

So far, the service has been designed to work on iOS and Android®
operating systems. In future it may be possible to adapt the API to work
with other devices such as tokens.

NOTE:  An evolution of the Exposure Notification System (ENS), known as Exposure Notification Express (ENX)
has been recently announced.
6.2.4 IDPT/IDPT-FP

Table 23: "IDPT/IDPT-FP" method characterization

Method's name

IDPT/IDPT-FP (Interoperable Digital Proximity Tracing / Interoperable
Digital Proximity Tracing-Full Protocol).

Specification (and source of this
characterization) available at

https://github.com/IDPTdocs/documents

Description

The Interoperable Digital Proximity Tracing (IDPT) protocol can be run
by applications that also run the DP-3T digital proximity tracking protocol
to enable interoperability with the centralized digital proximity tracing
protocols.

The IDPT protocol avoids the re-identification attack of positive-tested
users of the centralized system that was claimed to be an inherent
property of interoperability systems, as in IDPT the system does not
publish the list of decentralized ephemeral identifier that were at risk of
exposure. Moreover, it avoids the possibility of creation of proximity
graphs.

IDPT-FP (Full Protocol) is a proposal for a digital proximity tracing
protocol that can operate both in centralized and distributed mode with
full interoperability. It is based on the mechanism described for the IDPT
protocol.

Device (front-end)

In the case of IDPT, it transmits/receives DP-3T beacons and receives
beacons from other centralized protocols. It transmits beacons carrying
I-EBID information (32 bytes)

Calibration method

Server (back-end)

Uses an I-relay, which publishes a list of values [(Hash(I-EBID"W, g"W,
RSSI)]. This means that uses a Diffie-Heallman exchange to generate a
shared secret between two devices that are in contact.

Risk-calculation approach (on
device/on server)

On device (decentralized approach), though IDPT-FP can also work in
centralized mode, i.e. on server.

Epidemiological risk criteria

Promoters/Level of sponsorship,
endorsement by, or involvement of,
public health authorities

Secretaria de Estado de Digitalizacion e Inteligencia Digital (SEDIA),
Spanish ministry "Ministerio de Asuntos Econémicos y Transformacion
Digital".

Degree of interoperability

Allows interoperability between centralized and decentralized protocols.

User experience & usability

Impact on devices and data usage

Potential increase of power consumption (in evaluation).

Privacy & security aspects

Allows interoperability without transferring vulnerability properties
between centralized and decentralized protocols. In IDPT-FP avoids
possibility of re-identify users, creation of social graphs and re-
identification of infected users.

Data anonymization/pseudonymization

Data retention

List of secret values X and received beacons for the last 14 days.

Proximity detection methods &
technologies

Bluetooth® Low Energy (based on RSSI).

Support of different device platforms

It is independent of the operating system used.
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Table 24: "[East Coast] PACT" method characterization

Method's name

PACT (Private Automated Contact Tracing).

Specification (and source of this
characterization) available at

https://pact.mit.edu/ (official webpage).

https://pact.mit.edu/wp-content/uploads/2020/05/PACT-Mission-and-

Approach-2020-05-19-.pdf (PACT mission and approach).

https://pact.mit.edu/wp-content/uploads/2020/04/The-PACT-protocol-

specification-ver-0.1.pdf ("The PACT Protocol Technical Specification").

Description

The Private Automated Contact Tracing protocol is a simple,
decentralized approach to using smartphones for contact tracing based
on Bluetooth® proximity.

The PACT protocol broadcasts constantly-changing and randomly-
chosen "chirp" values.

When a user is tested and found positive, he becomes an "index case" in
the traditional terminology. In the PACT system, an index case is
strongly encouraged (but not required) to make public the chirp values
he has broadcasted in the past three weeks, so that others may learn
that they may have been exposed to the disease by being close to the
index case. If someone learns that they have been so exposed, they
may work with health authorities to determine the appropriate course of
action.

Device (front-end)

Calibration method

Server (back-end)

Risk-calculation approach (on
device/on server)

On device (decentralized approach).

Epidemiological risk criteria

Those established by health authorities with respect to the "too close for
too long" (TC4TL) principle; i.e. with respect to how to determine that two
people have been closer than some medically relevant distance from
each other for too long a period of time.

Promoters/Level of sponsorship,
endorsement by, or involvement of,
public health authorities

Promoters of, and contributors to, this method's specification have been
a series of researchers (mainly from the Massachusetts Institute of
Technology, among other entities) that have participated in their
individual capacity and, therefore, without any kind of approval or
commitment on behalf of any of the organizations involved.

The goal of PACT is not to subsume medical professionals, but to give
them the tools that they can use in their fight with disease.

It is up to medical authorities to decide what to advise individuals to do
based on the information they receive via the PACT app. Many factors
may come into play in determining whether or not a user in possible risk
of infection should be tested for disease - her symptoms, her risk factors,
her location - her exposure risk score provided by PACT is just one of
them. Any decisions for what the user should do from here should be
done in consultation with doctors and health authorities.

PACT serves as trusted technical advisor to US federal, state and local
public health authorities.

Degree of interoperability

The PACT specification itself suggests the need for standardization in
order to provide interoperability even between different implementations
of this same method.

User experience & usability

Impact on devices and data usage

Privacy & security aspects

The privacy of the user is paramount in the PACT design.

The PACT protocol satisfies the property that "no information, aside from
the constantly-changing and randomly-chosen chirp values broadcasted,
ever leaves the user's phone without his permission”.

The principles of voluntariness and consent underlay PACT's approach.
Users of this scheme do not reveal anything about themselves unless
they volunteer to do so.

In particular, users can volunteer to donate their private data to a
(trusted) health authority, who can then use this data to further control
the spread of the virus, but this is discretionary to the users.

Data
anonymiszation/pseudonymization
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Data retention The chirps emitted to measure contacts are kept locally on each user's
phone.
Contact logs are kept for three months.
Proximity detection methods & Bluetooth® Low Energy.

technologies
Support of different device platforms |The PACT specification refers to the use of Apple® iOS "Find My"
functionality as a natural extension to the protocol.
With "Find My", each iPhone® device periodically broadcasts a 28-byte
public key. This key changes randomly every 15 minutes to protect the
privacy of the phone's owner. The idea would be just treating the public
keys as if they were chirps.
Additionally, the apps recently released by the US states of Delaware
(COVID Alert DE), Pennsylvania (COVID Alert PA) and New York
(COVID Alert NY) have been made available in both Apple® and
Google® stores.

6.2.6 [West Coast] PACT

Table 25: "[West Coast] PACT"

Method's name PACT (Privacy-Sensitive Protocols And Mechanisms for Mobile Contact
Tracing).
Specification (and source of this https://arxiv.org/pdf/2004.03544.pdf

characterization) available at

Description The Privacy-Sensitive Protocols And Mechanisms for Mobile Contact

Tracing specification advocates for a third-party-free approach to
assisted mobile contact tracing.
The objective of PACT is to set forth transparent privacy and anonymity
standards, which permit adoption of mobile contact tracing efforts while
upholding civil liberties.
PACT actually describes a series of mobile functionalities beyond digital
contact tracing, as understood in the present document. Such
functionalities seek to augment the services provided by public health
authorities:

e Mobile-assisted contact tracing interviews: a way to speed up
manual contact tracing's interview processes by filling in [on a
device] much of a contact interview form before the contact
interview process even starts, reducing the burden on public
health authorities.

e Narrowcast messages: a capability that allows public health
authorities to quickly warn specific, relevant subsets of citizens
through custom-tailored messages (e.g. about extremely local
pandemic-relevant events).

e Privacy-sensitive, mobile tracing: an actual digital contact
tracing protocol, as understood in the present document, based
on the basic idea of having users broadcasting signals
("pseudonyms"), while also recording the signals they receive.
A co-location approach that avoids the need to collect and
share absolute location information.

The mobile tracing approach offered by PACT relies on hash functions.
Alternatively, it also offers an additional approach relying on signatures.

Device (front-end)
Calibration method
Server (back-end)

Risk-calculation approach (on On device (decentralized approach).
device/on server)
Epidemiological risk criteria Those established by health authorities with respect to the "too close for

too long" (TC4TL) principle; i.e. with respect to how to determine that two
people have been closer than some medically relevant distance from
each other for too long a period of time.

Promoters/Level of sponsorship, Promoters of, and contributors to, this method have been a series of
endorsement by, or involvement of,  |researchers (mainly from the University of Washington, among other
public health authorities entities).

PACT has been designed with input from public health organizations.

Degree of interoperability
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User experience & usability

Impact on devices and data usage

Privacy & security aspects

PACT assumes that communication between device(-s) and server is
protected using the Transport Layer Security (TLS) protocol.

Privacy and integrity properties of the protocol follow two propositions:
pseudo randomness and one-wayness.

Data anonymization/pseudonymization

Data retention

Proximity detection methods &
technologies

Bluetooth® Low Energy.

Support of different device platforms

6.2.7 Pronto-C2

Table 26: "Pronto-C2" method characterization

Method's name

Pronto-C2

Specification (and source of this
characterization) available at

https://eprint.iacr.org/2020/493.pdf

https://cryptoavengers.wordpress.com/home/pronto-c2/

Description

Pronto-C2 is a system composed by a smartphone application and a
backend server that works mainly as a bulletin board.
Pronto-C2 uses the following procedures:

e Update Procedure: When a user wants to use the service, she
installs the smartphone application. Each user that installs the
smartphone application generates each day about 96 pairs (sk,
pk) of secret and ephemeral keys. The expiration time of each
of these pairs is 15 minutes.

e Broadcast Procedure: The smartphone application broadcasts
the current ephemeral key over the Bluetooth® interface.

e Listen Event: The smartphone stores the ephemeral keys of
other participants that are close enough together with the
coarse time in which the meeting took place.

e Test Positive Event: When a user tests positive for
SARS-CoV-2, she will obtain from the health authority an
activation code that will authorize the user to obtain a blind
signature of the data to store on the server. The data to store
on the server are computed as H(K||pkA||pkB) (we call this
value "anonymous call"), where H is a collision-resistant hash
function, (skA, pkA) are the pairs of keys used by the user ‘A" in
the last 14 days, pkB are the keys stored by 'A’ in the last
14 days in the period in which pkA was broadcast and K is
equal to pkB”skA.

e Verification Procedure: Each user 'A' downloads the data from
the server and checks that for all pairs (skA, pkA) used in the
last 14 days and for all pkB stored in the last 14 days there are
no data on the server equal to H(pkB”skA||pkB||pkA). If there is
a match, 'A' receives an exposure notification.

To minimize the exchanged data over the Bluetooth® interface,
Pronto-C2 stores the ephemeral keys computed for the current day on a
dedicated bulletin board. Every time that a user stores an ephemeral key
on the bulletin board, she receives back the address in which the key is
stored. In the Broadcast Procedure the user will broadcast the addresses
of her ephemeral keys instead of using the ephemeral keys directly.
Each user, at the end of the day, will download the ephemeral keys for
all addresses collected during the day and then will proceed with the
other steps of the protocol as previously described.

Device (front-end)

The device has to generate 96 pairs of secret and ephemeral keys per
day.

The device has to send the ephemeral keys to the bulletin board. The
device has to broadcast and receive the addresses of the ephemeral
keys.

The device has to upload the anonymous calls to the server in case of
an infection.

The device has to download anonymous calls from the server.

The device has to compute the risk score of the user.
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Calibration method

n.a.

Server (back-end)

The backend server allows users to receive "calls" from infected users in
order to be notified a risk; moreover, the backend server allows to
download pseudonyms from the short addresses that are broadcasted
via Bluetooth® Low Energy.

Risk-calculation approach (on
device/on server)

On device (decentralized approach).

Epidemiological risk criteria

It is left to the local health authority.

Promoters/Level of sponsorship,
endorsement by, or involvement of,
public health authorities

n.a.

Degree of interoperability

As many other contact tracing solutions, Pronto-C2 is not interoperable
with other systems.

User experience & usability

All the operations can be computed in the background without requiring
actions of the user. The user needs only to install the application and, in
case of infection, the user will insert the code received by the health
authority on the smartphone application.

Impact on devices and data usage

The intensive computation and data usage can be performed once a day
while the smartphone is on charge and connected to a Wi-Fi network.

Privacy & security aspects

There is no central authority, the privacy of the user is guaranteed even
if the user is infected. Pronto-C2 is resilient to several privacy and false
security attacks.

Data anonymization/pseudonymization

Pronto-C2 broadcasts random identifiers that represent addresses of a
bulletin board. The data stored on the bulletin board are ephemeral keys
that are not linked to any user.

Data retention

The ephemeral keys and the anonymous calls are stored on two bulletin
boards, while all the secret keys and the addresses are stored on the
device.

Proximity detection methods &
technologies

Bluetooth® Low Energy.

Support of different device platforms

The app is designed to work on Android® and could work on iOS if
supported by Apple® .

The system can be also implemented on hardware tokens.
Obviously if Apple® and Google® make more generic their API for
exposure notifications, then Pronto-C2 would be much more efficient.

6.2.8 TCN

Table 27: "TCN" method characterization

Method's name

TCN (Temporary Contact Numbers), formerly CEN (Contact Event
Numbers).

Specification (and source of this
characterization) available at

https://tcn-coalition.org

https://github.com/TCNCoalition/TCN

Description

Device (front-end)

Calibration method

Server (back-end)

Risk-calculation approach (on
device/on server)

On device (decentralized approach).

Epidemiological risk criteria

Those established by health authorities with respect to the "too close for
too long" (TC4TL) principle; i.e. with respect to how to determine that two
people have been closer than some medically relevant distance from
each other for too long a period of time.
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Promoters/Level of sponsorship,
endorsement by, or involvement of,
public health authorities

Degree of interoperability

User experience & usability

Impact on devices and data usage

Privacy & security aspects

TCN targets strong integrity, though initial implementations failed to fully
achieve it.

Data anonymization/pseudonymization

Data retention

Proximity detection methods &
technologies

Bluetooth® Low Energy.

Support of different device platforms

7 Comparison of existing methods

7.1

Epidemiological risk criteria

Table 28: Comparative table of epidemiological risk criteria

Method

Epidemiological risk criteria

Blue Trace

n.a.

Contact Shield (Huawei®)

Defined by local public health authority. Contact Shield allows setting of
time, distance and other criteria as required.

DESIRE

As defined by health authorities.

DP3T

The protocol estimates exposure risk of an individual by estimating the
duration and proximity of exposure to an infected individual. The
threshold parameter to initiate a notification can be tuned by the local
health authority. The app computes an exposure score by aggregating
all the matches in the last 14 days. The exposure measurement is based
on the Bluetooth® signal attenuation, which provides a proxy for
proximity, combined with the duration of exposure. If the exposure score
is above the threshold then the user is notified and advised further.

ENS (Google® & Apple®)

The service leaves the exact risk calculation of an exposure to the local
public health authority. The APIs supports this by providing the apps an
estimate of the time and distance of contact with an infected individual.

IDPT/IDPT-FP

n.a.

[East Coast] PACT

Those established by health authorities with respect to the "too close for
too long" (TC4TL) principle; i.e. with respect to how to determine that two
people have been closer than some medically relevant distance from
each other for too long a period of time.

[West Coast] PACT

Those established by health authorities with respect to the "too close for
too long" (TCA4TL) principle; i.e. with respect to how to determine that two
people have been closer than some medically relevant distance from
each other for too long a period of time.

Pronto-C2 It is left to the local health authority.
ROBERT As defined by health authorities.
TCN Those established by health authorities with respect to the "too close for

too long" (TC4TL) principle; i.e. with respect to how to determine that two
people have been closer than some medically relevant distance from
each other for too long a period of time.
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7.2 Promoters/Level of sponsorship, endorsement by, or
involvement of, public health authorities

Table 29: Comparative table of promoters/level of sponsorship, endorsement by, or involvement of,

public health authorities

Method Promoters/level of sponsorship, endorsement by, or involvement
of, public health authorities
Blue Trace The method has been promoted by the Government of Singapore

through its Government Technology Agency and endorsed by the
Singaporean Ministry of Health.

Contact Shield (Huawei®)

Contact Shield is available to the public health authorities for their
COVID-19 contact tracing apps.

DESIRE Could be used in the next generation of the official French digital contact
tracing application, StopCovid.
DP3T DP-3T has been proposed by a group of security and privacy

researchers from leading European universities as a secure and privacy-
preserving system for proximity tracing at large scale.

As per the description, all the expenses of the project have been funded
from Prof. James Larus's discretionary funds at EPFL, in anticipation of a
grant from the Botnar Foundation. The work of some of the researchers
involved with the project has been funded by Google® in the past. No
participants were funded by Apple®. This is important to mention as
Google® and Apple® have proposed a COVID-19 tracking method with
many similarities.

ENS (Google® & Apple®)

Originally an initiative by Apple® and Google®, ENS has been proposed
as a platform to enable COVID-19 contact tracing apps developed by
public health authorities to work more accurately, reliably and effectively
across both Android® phones and iPhones®.

Today, a growing number of Governments are promoting/have promoted
digital contact tracing projects based on the Apple® |Google® API.

IDPT/IDPT-FP

Secretaria de Estado de Digitalizacion e Inteligencia Digital (SEDIA),
Spanish ministry "Ministerio de Asuntos Econémicos y Transformacion
Digital".

[East Coast] PACT

Promoters of, and contributors to, this method's specification have been
a series of researchers (mainly from the Massachusetts Institute of
Technology, among other entities) that have participated in their
individual capacity and, therefore, without any kind of approval or
commitment on behalf of any of the organizations involved.

The goal of PACT is not to subsume medical professionals, but to give
them the tools that they can use in their fight with disease.

It is up to medical authorities to decide what to advise individuals to do
based on the information they receive via the PACT app. Many factors
may come into play in determining whether or not a user in possible risk
of infection should be tested for disease - her symptoms, her risk factors,
her location - her exposure risk score provided by PACT is just one of
them. Any decisions for what the user should do from here should be
done in consultation with doctors and health authorities.

PACT serves as trusted technical advisor to US federal, state and local
public health authorities.

[West Coast] PACT

Promoters of, and contributors to, this method have been a series of
researchers (mainly from the University of Washington, among other
entities).

PACT has been designed with input from public health organizations.

Pronto-C2 n.a.
ROBERT Used in the official French digital contact tracing application, StopCovid.
TCN n.a.
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7.3 Degree of interoperability

Table 30: Comparative table of degree of interoperability

Method Degree of interoperability
Blue Trace n.a.
Contact Shield (Huawei® n.a.
DESIRE n.a.
DP3T The DP-3T protocols have been designed to interoperate with each other

and all three variants support interoperability between different operators
of different regions as long as one of the proposed variants is used.
Additionally, the devices need to run all the protocols that they wish to
interoperate with and the respective backend servers need to exchange
data. The devices use the list of visited regions to fetch proximity tracing
data broadcasted by that region's backend server for up to 14 days after
the end of the users' visit. If a user is diagnosed as infected then the
device uploads the data to the local backend server along with a list of
visited regions. The local backend server in turn disseminates the data to
all the visited regions so that everyone exposed can be notified.

The protocol does not provide a way to interoperate with centralized
protocols or other proximity tracing systems.

ENS (Google® & Apple®)

n.a.

IDPT/IDPT-FP

Allows interoperability between centralized and decentralized protocols.

[East Coast] PACT

The PACT specification itself suggests the need for standardization in
order to provide interoperability even between different implementations
of this same method.

[West Coast] PACT

n.a.

Pronto-C2 As many other contact tracing solutions, Pronto-C2 is not interoperable
with other systems.
ROBERT ROBERT was designed to be operated in several countries (it was the
result of a collaboration between Fraunhofer AISEC in Germany and
Inria in France).
TCN n.a.

7.4 User experience and usability aspects

Table 31: Comparative table of user experience and usability aspects

Method User experience and usability aspects
Blue Trace n.a.
Contact Shield (Huawei) n.a.
DESIRE Not applicable to a method/protocol.
DP3T The protocol requires minimal user interaction after the initial consent

and setup.

In the event of an infection the user needs to upload data (if they
consent). Rest of the processes happens in the background.

It should be noted that user experience depends to a large extent on the
design of the app provided by the local health authority which utilizes the
given protocol.

ENS (Google® & Apple®)

The system requires minimal user interaction after the initial consent and
setup.

In the event of an infection the user needs to upload the Diagnosis Keys
(if they consent). Rest of the processes happens in the background.

It should be noted that user experience depends to a large extent on the
design of the app provided by the local health authority which utilizes the

given API.
IDPT/IDPT-FP n.a.
[East Coast] PACT n.a.
[West Coast] PACT n.a.

ETSI




57 ETSI GR E4P 002 V1.1.1 (2021-02)

Pronto-C2 All the operations can be computed in the background without requiring
actions of the user. The user needs only to install the application and, in
case of infection, the user will insert the code received by the health
authority on the smartphone application.

ROBERT Not applicable to a method/protocol.
TCN n.a.
7.5 Impact on devices and data usage

Table 32: Comparative table of impact on devices and data usage

Method Impact on devices and data usage
Blue Trace n.a.
Contact Shield (Huawei®) n.a.
DESIRE DESIRE uses Bluetooth® Low Energy and is thus dependent on the low
level detail for energy consumption (its EBIDs are transmitted in 2
consecutive Bluetooth® packets). Data usage is mostly limited (bound
by) the periodic probing of the server with the list of generated PETSs.
DP3T Overall, the data requirements of all three variants of the protocol are not

significant. Assuming a conservative estimate of 140 000 different
observations, which would be 100 different people per 15 minute epoch
the device storage required is below 7 MB. The backend server stores
exposure related data for the last 14 days per individual, this is not
significant. The data which is downloaded by the devices can be eased
by using content delivery networks as it is static in nature.

For all three protocol variants the daily data download size grows linearly
with the number of infections. The authors provide an estimate of
expected daily per user data download assuming a contagious window
of 5 days and 15-minute epochs. During the peak of infection when
some regions saw about 9 000 new cases daily the download amount for
Low-cost, Unlinkable and Hybrid design was computed as 0,28 MB,
25,22 MB and 4,20 MB respectively. Considering, the size of some app
updates this amount is not significant.

ENS (Google® & Apple®)

The APIs incorporate a number of measures to reduce the energy and
data impact of using such a system. It is recommended to set the
Bluetooth® broadcasting interval to 200-270 milliseconds (subject to
change). To maximize recording potential exposure events the scanning
interval and window is planned to have sufficient coverage to discover
nearby Exposure Notification Service advertisements within 5 minutes.
The scanning strategy is further optimized by opportunistically leveraging
existing wakes and scan windows and setting a minimum sampling
period of 5 minutes. It is also envisioned to use Bluetooth® controller
duplicate filters and other hardware filters to prevent excessive power
drain. Further optimizations have also been implemented to improve
performance such as using the Advanced Encryption Standard (AES)
instead of HMAC<SHA256> for generating RPIs. The impact on data
usage is not significant when only a few devices are in proximity but
could be large in public spaces.

IDPT/IDPT-FP

Potential increase of power consumption (in evaluation).

[East Coast] PACT

n.a.

[West Coast] PACT

n.a.

Pronto-C2

The intensive computation and data usage can be performed once a day
while the smartphone is on charge and connected to a Wi-Fi network.

ROBERT

ROBERT uses Bluetooth® Low Energy and is thus dependent on the low
level detail for energy consumption. Data usage is mostly limited (bound
by) the communication of LocalProximityList (see "Description” entry,
above).

TCN

n.a.
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7.6 Privacy & security aspects

Table 33: Comparative table of privacy & security aspects

Method Privacy & security aspects

Blue Trace n.a.
Contact Shield (Huawei®) HMS Core Contact Shield does not run if the user has not installed any
app that uses Contact Shield APIs. If the user uses such an app, HMS
Core Contact Shield protects user privacy.
Users can determine by themselves whether to enable Contact Shield,
whether to upload anonymous identifiers to the cloud, and whether to
obtain diagnosis results by themselves.
Contact Shield's Software Development Kit does not collect any personal
data. It only uses dynamically generated anonymous IDs to identity
users and does not use any privacy information such as user locations
and phone numbers. In addition, anonymous IDs on the cloud can be
stored only for a limited period (for example, 14 days).
After the user uninstalls an app using Contact Shield APIs, the user's
historical data stored on the device will be deleted. The user can also
manually delete all historical data.
Only developers authorized by governments and strictly assessed by
Huawei® can use Contact Shield APIs to develop apps.
Huawei® will sign an additional service agreement stating the user
privacy protection requirements with eligible developers who want to use
Contact Shield APIs.

DESIRE DESIRE has been designed by researchers in the fields of security and
privacy with major privacy improvements over ROBERT.
DP3T The DP-3T protocols have been designed with privacy in mind and they

aim to ensure data minimization as the backend server only observes
self-reported anonymous EphIDs of infected users without any proximity
information. The protocol also reduces the scope of data abuse by
limiting the backend server to receive only the information it needs.
Tracking healthy users is not possible and limited for infected users. The
design supports graceful dismantling, and the data is removed after

14 days from the app and the backend server. The protocols keep the
social graph, interaction graph and location information of the individuals
private. The users that receive an exposure notification are advised on
subsequent steps to be taken but their identity is not revealed. Only a
confirmed infected individual is reported to the authorities provided they
consent. Also, no information regarding infection hotspots is collected.
However, the protocols are not free from security and privacy
weaknesses. The Low-cost design allows local tracking of users during
the past window where the EphlDs are linkable. All decentralized
proximity tracing systems suffer from exposing the identity of the person
who might have exposed a user. More advanced attackers could also
modify the app to record much more information than intended by the
protocol, this could be mitigated by running the proximity tracing app
withing a trusted execution environment (TEE). Linking EphIDs with
timing information can be used to narrow down the list of infected
individuals, collation with other side-channels is also possible. Traffic
masking is proposed to hide the communication with the backend server
by using dummy traffic and batching. Further anonymity is proposed by
precluding the backend from logging IPs. It is also suggested that the
MAC address of the phone changes with EphlID to prevent prolonged
tracking. A resourceful adversary could potentially collect a large number
of EphIDs using powerful antennas and then compare them with the list
of infected EphlIDs to track the movement of infected users in a small
area for the Low-cost version of the protocol, thus isolating potential
disease hotspots, the Unlinkable design makes this more challenging. To
prevent an adversary from collecting large number of EphiIDs a k-out-of-
n secret sharing scheme is proposed where the EphlIDs are broken into
n chunks and at least k of them are needed to reconstruct an EphlID fully,
this could introduce an additional computational cost but would not limit a
powerful adversary.
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The protocol could also be subject to security attacks such as fake
exposure events by relaying or broadcasting EphlIDs to large distances,
suppressing at-risk contacts by tampering with the device local storage
and preventing contact discovery by jamming Bluetooth® signals. The
security and privacy risks listed here are non-exhaustive.

ENS (Google® & Apple®) Since ENS follows a decentralized approach it inherits the security &
privacy advantages and disadvantages associated with decentralized
approaches. One advantage is, that there is not central entity which can
easily learn even parts of the (pseudonymised) social graph. Disadvan-
tages are, that one can learn who is infected and that disease hotspots
can be detected by observing attackers.

The Exposure Notification system is opt-in and the user can stop using it
at any time. The infection reporting is also voluntary. To use the service
user downloads the app provided by the local health authority and
activate the setting for COVID-19 notifications. This setting can be
deactivated anytime subsequently. As a further safeguard the service
can only be used in a health authority application, which need to satisfy
specific criteria regarding data protection, security and data usage.

The comparison of RPIs takes place completely on the device and the
user identity is always kept private. Depending upon the locale, the
health authority might require additional personal information such as
age or gender while registering an individual as infected in their app.
Providing such data is voluntary and is not shared with Google®, Apple®
or other users. The advertiser address, RPI, and AEM are changed
synchronously so that they cannot be linked. The Temporary Exposure
Key schedule is fixed and mandated by the operating system
components. This prevents the apps to track users by including static or
predictable information. The 16-byte Temporary Exposure Keys make it
computationally infeasible for an attacker to find a collision on a RPI,
thus ruling out most of replay and impersonation attacks. The Diagnosis
Server purges metadata of clients uploading Diagnosis Keys after
including those keys in the aggregated list of Diagnosis Keys per day.
The Android® devices require activation of location detection to scan for
Bluetooth® devices nearby but device location is not used for Exposure
Notifications and is also explicitly excluded by the terms of use with the
app provider, the service purely uses Bluetooth® beaconing for proximity
detection. The service is planned to be disabled in future when it is no
longer needed.

IDPT/IDPT-FP Allows interoperability without transferring vulnerability properties
between centralized and decentralized protocols. In IDPT-FP avoids
possibility of re-identify users, creation of social graphs and re-
identification of infected users.

[East Coast] PACT The privacy of the user is paramount in the PACT design.

The PACT protocol satisfies the property that "no information, aside from
the constantly-changing and randomly-chosen chirp values broadcasted,
ever leaves the user's phone without his permission”.

The principles of voluntariness and consent underlay PACT's approach.
Users of this scheme do not reveal anything about themselves unless
they volunteer to do so.

In particular, users can volunteer to donate their private data to a
(trusted) health authority, who can then use this data to further control
the spread of the virus, but this is discretionary to the users.

[West Coast] PACT PACT assumes that communication between device(-s) and server is
protected using the Transport Layer Security (TLS) protocol.

Privacy and integrity properties of the protocol follow two propositions:
pseudo randomness and one-wayness.

Pronto-C2 There is no central authority, the privacy of the user is guaranteed even
if the user is infected. Pronto-C2 is resilient to several privacy and false
security attacks.

ROBERT ROBERT has been designed by researchers in the fields of security and
privacy.
TCN TCN targets strong integrity, though initial implementations failed to fully
achieve it.
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7.7 Data anonymisation/pseudonymisation

Table 34: Comparative table of data anonymisation/pseudonymisation

Method

Data anonymization/pseudonymization

Blue Trace

n.a.

Contact Shield (Huawei®)

Contact Shield uses dynamically generated anonymous IDs to identity
users and does not use any privacy information such as user locations
and phone numbers. In addition, anonymous IDs on the cloud can be
stored only for a limited period (for example, 14 days).

DESIRE n.a.
DP3T n.a.

ENS (Google® & Apple®) The RPIs can be considered to be transaction pseudonyms.
IDPT/IDPT-FP n.a.
[East Coast] PACT n.a.
[West Coast] PACT n.a.

Pronto-C2 Pronto-C2 broadcasts random identifiers that represent addresses of a
bulletin board. The data stored on the bulletin board are ephemeral keys
that are not linked to any user.

ROBERT n.a.
TCN n.a.
7.8 Data retention
Table 35: Comparative table of data retention
Method Data Retention
Blue Trace n.a.

Contact Shield (Huawei®)

After the user uninstalls an app using Contact Shield APIs, the user's
historical data stored on the device will be deleted. The user can also
manually delete all historical data.

DESIRE

n.a.

DP3T

All received EphIDs are stored locally on the device apart from when an
infection is reported, in which case the seeds/EphIDs are uploaded to
the backend server.

ENS (Google® & Apple®)

All received tokens are stored locally on the device apart from when an
infection is reported, in which case the Diagnosis Keys are uploaded to
the Diagnosis Server.

IDPT/IDPT-FP List of secret values X and received beacons for the last 14 days.
[East Coast] PACT The chirps emitted to measure contacts are kept locally on each user's
phone.
Contact logs are kept for three months.
[West Coast] PACT n.a.

Pronto-C2 The ephemeral keys and the anonymous calls are stored on two bulletin
boards, while all the secret keys and the addresses are stored on the
device.

ROBERT n.a.
TCN n.a.
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7.9 Proximity detection method and technology

Table 36: Comparative table of proximity detection method and technology

Method Proximity detection method and technology
Blue Trace Bluetooth® Low Energy.
Contact Shield (Huawei®) Bluetooth® Low Energy.
DESIRE Bluetooth® Low Energy.
DP3T Bluetooth® Low Energy.

The system uses Bluetooth® Low Energy and approximates the proximity
using the Bluetooth® signal attenuation.

ENS (Google® & Apple®)

Bluetooth® Low Energy.
The system uses Bluetooth® Low Energy and approximates the proximity
using the radiated transmit power of Bluetooth® Advertisement packets.

IDPT/IDPT-FP

Bluetooth® Low Energy (based on RSSI).

[East Coast] PACT

Bluetooth® Low Energy.

[West Coast] PACT

Bluetooth® Low Energy.

Pronto-C2 Based on Bluetooth® Low Energy.
ROBERT Bluetooth® Low Energy.
TCN Bluetooth® Low Energy.

7.10  Device platforms supported

Table 37: Comparative table of device platforms supported

Method

Device platforms supported

Blue Trace

The TraceTogether app is available in both Apple® App Store and
Google Play.

For TraceTogether tokens, there is a specific version of BlueTrace,
called BlueTrace Light.

Contact Shield (Huawei®)

Huawei® devices running HMS Core (APK) 4.1 or later support Contact
Shield APlIs. If a user, whose HMS Core (APK) version does not meet
this requirement, uses an app developed based on Contact Shield APIs,
the app will instruct the user to install the latest HMS Core (APK)
version.

DESIRE As a protocol/method is largely independent of device platforms.
DESIRE has been implemented and tested.
DP3T The protocol places no limitation on the devices that it can be

implemented on as long as they support Bluetooth® Low Energy
beacons and have a modest computing power and storage capacity.
So far, the popular choices have been implementation in the form of
apps for Android® and iOS devices, but in the future they could also be
implemented on tokens.

ENS (Google® & Apple®)

So far, the service has been designed to work on iOS and Android®
operating systems. In future it may be possible to adapt the API to work
with other devices such as tokens.

IDPT/IDPT-FP

It is independent of the operating system used.

[East Coast] PACT

The PACT specification refers to the use of Apple® iOS "Find My"
functionality as a natural extension to the protocol.

With "Find My", each iPhone® device periodically broadcasts a 28-byte
public key. This key changes randomly every 15 minutes to protect the
privacy of the phone's owner. The idea would be just treating the public
keys as if they were chirps.

Additionally, the apps recently released by the US states of Delaware
(COVID Alert DE), Pennsylvania (COVID Alert PA) and New York
(COVID Alert NY) have been made available in both Apple® and
Google® stores.

[West Coast] PACT

n.a.

Pronto-C2

The app is designed to work on Android® and could work on iOS if
supported by Apple® .

The system can be also implemented on hardware tokens.
Obviously if Apple® and Google® make more generic their API for
exposure notifications, then Pronto-C2 would be much more efficient.
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ROBERT As a protocol/method it is largely independent of device platforms.
It has been implemented in an application that is supported on both
Android® and iOS (StopCovid).
TCN n.a.
7.11  Summary

Apart from their different centralized/decentralized nature, in general terms, the contact tracing approach of the methods
reviewed in the present document is quite similar. What really changes between them al -going to the details- is how
the identifiers are generated or gathered (see [i.43]). The following table shows a summary of such differences.

Table 38: Summary table comparing reviewed digital contact tracing methods

Method Random Crypto Secrets Generation Tracing Reporting
On device? Random # bits Update Proximity Reported
secret (IDs) frequency |measurement item
Blue Trace No TemplD 672 15 min. Post- TemplDs
processing
Contact Shield (Huawei®) Yes n.a. n.a. n.a. n.a. n.a.
DESIRE No n.a. n.a. n.a. n.a. n.a.
DP3T Yes SKt 256 24 h. Threshold SKi, t
EphIDs 128 1 min.
ENS (Google® & Apple®) Yes TEK 128 24 h. n.a. TEK, t
RPIK 128 24 h.
RPI 128 15 min.
IDPT/IDPT-FP Yes n.a. n.a. n.a. n.a. n.a.
[East Coast] PACT Yes Seed 256 1h. n.a. Seed, t
Chirp 224 n min.
[West Coast] PACT Yes So 128 Infection Threshold Si, t
Si 128 period
IDi 128 n h.
n min.
Pronto-C2 Yes n.a. n.a. n.a. n.a. n.a.
ROBERT No ID 40 Infection n.a. EBID, t
EBID 64 period
15 min.
TCN Yes RAK, RVK 256 Infection Customized | RVK, TCK, t
TCK 256 period algorithm
TCN 128 n h.
15 min.

NOTE:

Adapted from [i.43], Table 1 (page 3). EphID: Ephemeral Identifier; SK: Secret Key; TCN: Temporary Contact
Number; RAK: Report Authorization Key; TCK: Temporary Contact Key; RVK: Report Verification Key; TEK:
Temporary Exposure Key; RPIK: Rolling Proximity Identifier Key; EBID: Ephemeral Bluetooth® Identifier.

An additional point to emphasize is that, with this large number of emerging solutions, it is often difficult to interpret
what "privacy preserving' meansin many of these protocols (e.g. not in all cases a privacy impact assessment has been
available; the job done by Irish or German data protection authorities regarding their national apps -as implementation
of these methods- is worth the mention).

Finally, convergence between this disparity of systems should favor greater interoperability, resulting in less confusion

about alternatives, wider adoption, and, at the end, greater medical utility.
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8 General challenges of digital pandemic contact
tracing solutions

8.1 Readiness: overall pandemic mitigation and containment
mechanisms

Despite being an invaluable resource in the fight against a pandemic, digital contact tracing solutionsare, in
themselves, no other thing that a mer e component of an overall healthcar e effort. Having the finest, user-friendliest,
most innovative app means not necessarily success in interrupting ongoing transmission and in reducing the spread of
an infection.

A series of factors, both contextual, behavioral, legal and technical, among others, may impact the success (i.e. the
effectiveness) of any digitally-reinforced contact tracing initiative.

During a pandemic, digital contact tracing efforts lay over a more general set of healthcare mechanisms (context)
established by Government and, particularly, Public Health Authorities.

The coordination of aregion/nation-wide response to identify and isolate infected individuals requires acting early,
quickly and decisively. Such an agile response, of which contact tracing -both traditional and digital- are core
components, may benefit greatly from the lessons learned in previous pandemics. At the same time, it can become
unfruitful should the right mechanisms are not in place (e.g. availability of trained and aware personnel -particularly
at primary care centers-, availability of Personal Protection Equipment for healthcare professionals, massive use of face
masks, physical distancing, [self-]isolation, travel restrictions, and, specialy, widespread testing and rapid results).

8.2 Adoption

Weighting the success of an app by measuring its level of adoption is a common practice in any app's deployment.
M easuring take-up rates when it comes to digital contact tracing results paramount in terms of effectiveness of the
overall solution/process.

That said, there are a number of issues that may prevent adoption rates to scale:
a) unavailability of appropriate devices (in some regions or segments of population);
b) unawarenesson the existence of the app (due to insufficient publicity);

¢) mereunavailability of the app (due to restrictions imposed by app-stores before certain potentially
malicious pieces of software);

d) lack of tech-savvy citizenship (e.g. elder people; minorities or vulnerable collectivesin risk of
financial/social exclusion);

e) lack of transparency;
f)  lack of trust (negative perception by citizenship); etc.

Any improvement in this regard -even in the apps themselves (e.g. by including a " Share thisapp” functionality asa
UI/UX requirement)-, would benefit adoption rates (for instance, contributing to spread the use of an app by inviting
family and friendsto use it).

The voluntary nature of a majority of these apps makes also relevant the need for some pedagogy, clarity and fluent
communication by pandemic-savvy authorities, as well as the engagement of civil society in thisjoint public-private
effort, in order to counteract alow number of downloads/installations/set-ups/log-in's, arelevant number of de-
installations (once an app has been downloaded) and alow number of positive testing notifications and/or self-
isolations. These last circumstances being able to benefit, also, from proper economic incentives.
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8.3 Effectiveness

As pointed out above, the adoption rate of an app is one of the factorsimpacting directly on the effectiveness of digital
contact tracing initiatives: the more take-up, the more efficacy! Technical functioning isthe other one, and has to do
with the lack of accuracy of Bluetooth®.

Using Bluetooth® technology to determine proximity can yield to false positives (e.g. two people in adjacent rooms or
other two being even at 10-20 metres distance are reported to be together) and, therefore, to recommend unnecessary
isolation, in case arecent "contact" tests positive.

At the same time, Bluetooth® can also yield to false negatives, i.e. undetected positives, leading to misleading warnings
(e.0. "Norisk of infection!").

8.4 Asynchronous contact tracing

The case of false negatives posed in clause 8.3 above, closely relates with the inability of current digital contact tracing
solutions to detect that a user has entered a possibly-infected space that an infected person has just left; or that that same
user has touched a surface or object that a contagious individual has recently "infected".

This sort of indirect infection per son-object-person (or direct per son-to-person) when the two personsarenot in
the infectious place at the same time represents an actual challenge for current digital "synchronous' contact tracing
systems. It requires a new asynchronous contact tracing approach.

The [East Coast] PACT method already mentioned in the present document is an example of protocol whose
specification contemplates an extension that allows for contact tracing when the virusis transmitted through fomite
(surface) transmissions.

8.5 Ethics

As pointed out above, the adoption, use and, therefore, effectiveness of digital contact tracing systems may be impacted
by a set of different factors, being Ethics not the least relevant. Issues regarding the surveillance of citizens behavior
by central governments, democracy, freedoms, algorithmic bias, stigmatization, marginalization, discrimination,
abuse and even the environment -privacy will be treated in clause 8.6, below- are al concerns of the first magnitude
that may discourage people from taking-up such solutions and their related procedures.

The goal of digital contact tracing needs to be balanced with the maintenance of trust. The possible loss of liberties
should be only temporary, i.e. it should not go beyond the crisis/pandemic, preventing them to be normalized and
extended indefinitely in the society.

Oversight by al relevant stakeholders, based on well-known ethical principles (respect, fairness, etc.), and the
availability of atechnically auditable solution (sour ce code), is a guarantee of transparency of the whole process.

Finally, information sharing with other countries, particularly the most disadvantaged ones, has to be also part of any
digital contact tracing initiative's moral duties and ultimate goal, i.e. to reduce suffering.

8.6 Privacy

When it comes to the use of digital solutions (e.g. smartphone apps), it is common for the average user to provide their
persona datain exchange for any consideration in the form of a service. However, the situation often changes radically
when such datatransmission is carried out at the request of a public body, asit could be the case of digital contact
tracing systems. In this case, the main problem regards to the type of information which is collected from each person
and the way related datais treated by companies and institutions. Concerns about the privacy of the medical data
being gathered, then, arise.

Therefore, as with other ethical issues, privacy requiresthat digital contact tracing initiatives count with some kind of
independent oversight by all relevant stakeholders (including authorities as well as affected groups of citizens), in
order to ensure data will not be used for purposes other than those related to the fight against a pandemic. In that sense,
aprivacy impact analysis by aregulatory body can become the best way to check the effectiveness of both, privacy-
by-design as well as privacy-by-default development approaches.
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In summary, the preservation of:
a) transparency regarding the use of gathered data;
b) each citizen'sindividual privacy; and

¢) thevoluntary nature (consent) of digital contact tracing sol utions (despite the impact of voluntary
adoption on their efficacy) are all unavoidable conditions for any governmental digital contact tracing
effort to be lawful and, at the same time, proportionate.

8.7 Digital fragility

Digital permeates the whole society in all its aspects and will continue doing so. Fragility, unfortunately, permeates all
things digital and mobile device-based contact tracing is no exception.

The increasing degree of digital dependency makes it evident, too, agrowing level of digital fragility, i.e. that of digital
nature, whose more usual expression adopts the form of weak security (or cybersecurity).

A number of digital risks, from software glitch, error, negligence, misuse or fraud to even sabotage during the
development, deployment and operation/use stages of Government-sponsored digital contact tracing systems will be
threatening the feasibility of any of these counter-pandemic solutions.

Once moretime, rigor in awar eness, training, processes and the availability of these systems' source code (that will
allow to audit al their detailsin the area of cybersecurity, as it should be done regarding trust, ethics, privacy, etc.) will
contribute to minimize digital contact tracing's cyber-fragility.

Security, as data anonymization, has to be demonstrated by evidence. And, in no case, should it [security] be belittled in
favor of privacy.

8.8 Interoperability

Globalization and permanent mobility explain the ultimate challenge of digital contact tracing systems: interoperability.

A common trait of the whole "universe of apps" referenced in this technical report istheir inability to inter oper ate.
That has been the very raison d'étre of E4P and it is the issue on which the most attention is being paid by this industry
specification group.

But, indeed, it is not only an issue between apps/countries; i.e. when, within a given country, its Health system is
decentralized, the "national" app could have to interact with several regional/local back-end systems, or, in other case,
there will be several apps replicating the international interoperability issue at a domestic level.
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