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Trademarks
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Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) cross-cutting Context
Information Management (CIM).

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ET S| Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document provides the case study about validation of NGSI-LD test platform and describe data
interoperability in point of NGSI-LD interface. The case study describes how to develop the NGSI-LD interface and
datamodel test platform. At the conclusion, the present document describe how the NGSI-LD test platform can be used
for data interoperability in Smart city.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GS CIM 009 (V1.6.1): "cross-cutting Context | nformation Management (CIM); NGSI-LD
API".
[i.2] ETSI GS CIM 012 (V1.1.1): "Context Information Management (CIM); NGSI-LD Test Suite
Structure”.
[i.3] ETSI GS CIM 013: "Context I nformation Management (CIM); NGSI-LD Test Purposes
Descriptions’.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:

Data Model: model representing the structure of data stored and managed in a data hub, indicating the abstract model
required during the access and processing of data

Data Model schema: specification that defines the data model utilized in a Data Hub, outlining the overall
specifications for structuring and constraining data in order to objectify and load it into a database for utilization

3.2 Symbols

Void.

ETSI
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

API Application Process Interface

ATS Abstract Test Suite

Bl Invalid Behaviour tests

BV Behaviour Valid tests

CCTV Closed-Circuit Television

CPS Cyber Physical System

GS1 Global Standard one

ICS I mplementation Conformance Statement

ID I dentity or Identifier

IluT I mplementation Under Test

IXIT I mplementation eXtra Information for Test

JSON JavaScript Object Notation

KETI Korea Electronics Technology Institution

NGSI-LD Next Generation Service Interfaces Linked Data

QR Quick Response code

RFID Radio Frequency Identification

SUT System - Under Test

TC Test Case

TP Test Purpose

TTA Telecommunications Technology Association (South Korea)

URI Unified Resource Identifier

URL Uniform Ressource Locator
4 NGSI-LD Interface Test Validation
4.1 Introduction

Korea Electronics Technology Ingtitute (KETI) developed a Data Hub by adopting ETSI GS CIM 009 [i.1]. Moreover,
ETSI CIM developed atest framework and test suite that can test the NGSI-LD standard conformance and released a
develop version of the test suite. The test suite is a development version and in order to apply it to the test equipment, it
is necessary to secure the validity of the test operation, additional implementation, and validation of the implementation.
This session introduces the process of establishing the test system such as the test scope, test equipment, and test
environment, focusing on the interface functions supported by the Data Hub.

4.2 Test Environment

4.2.1 Implementation Under Test (IUT)

The smart city Data Hub divides logical functions into its modules and connects with each internal module or external
service through the NGSI-LD interface to send request and responses to operations. Among the modules of the Data
Hub, its core modul e stores smart city data based on the NGSI-LD information model and exchanges data between
internal modules and external systems through the NGSI-LD interface. In this session, the data core module responsible
for core functionsin the Data Hub was defined as an IUT, and the interface conformance test was performed by
adopting ETSI GS CIM 009 [i.1] and test framework. The Data core module includes a Context Broker supporting
NGSI-LD interface and the Context Broker has a data structure based on the NGSI-LD information model. The Context
Broker performs data modelling through context-based definitions of common terms.

ETSI
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Smart City Data Hub
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Figure 4.2.1-1: IUT system architecture for NGSI-LD interface test

4.2.2  Test Equipment

In order to set up Data Hub NGSI-LD interface conformance test, test equipment was developed based on technical
specifications if required. The test equipment developed by complying with the standards defined by ET S

GS CIM 009 [i.1] and test framework has test procedures and criteriafor each test case. The test equipment requests
Create, retrieve, update, delete, and subscription operations for the data stored by the IUT, and the IUT returns a
response message to the test equipment in response to the requested operation.

Conformance Test System

User Authentication I
¢ 1 User Account |

] Test Workflow Management Module |

Y Y )
ATS Management  Test Plan Management
A 2 ¥

Test Report

[ ATS | | cssaxt |

% TPS[ Ccﬂrfﬂi‘

| ETS |
v

Robot Framework

Management

Test Report

ETSI CIM NGSI-LD Test Suite

NGSI-LD AP|

Figure 4.2.2-1: NGSI-LD Interface Test equipment

For the development of the test equipment, test cases were derived according to the interface functions supported by the
Data Hub and the test suite was applied at the source code level. Figure 4.2.2-1 shows the system architecture and user
interface of test equipment. The test equipment performs test planning, test execution, and test result reporting functions
through the test manager and presents a PASS or Fail decision for test results for each test case in connection with the
test suite of ETS| CIM. ETSI CIM'stest suite runs in the robot framework environment, which is a test automation
framework, and performs keyword-based test procedures. After that, it compares and analyses the response data
returned from the IUT with the expected data to determine the test result.

4.2.3 Test Environment

The Data Hub NGSI-LD interface conformance test equipment serves as a requester that sends a message to the Data
Hub under test according to the interface operation for each resource and the Data Hub operates as aresponder. In
addition, test equipment plays the role of context producer that provides resources to the context broker of Data Hub
and context consumer that consumes resources.
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Smartcity Data Hub

Requester

! Context Producer

Context Consumer

Responder

X

<

RESTful API

Central Broker

Datahub Interface compliance Test Equipment

Implementation under Test

Figure 4.2.3-1: NGSI-LD interface test environment

424 Test case

For the Data Hub NGSI-LD interface test, figure 4.2.4-1 shows the test cases structure of ETSI GS CIM 012 [i.2]
interface test. The test cases were classified according to the common service functions and resources of the IUT.
Common service functions are divided into Provision and Consumption and each service function is divided into subtest

groups according to the target resource.

Smart City Data Hub NGSI-LD(NGSI-LD)

Context Information(Cl)

Provision(PROV)

Entities(E)

Bat

E

3

t

Create Entity (001)

Delete Entity (002)

ch Entities(BE)

Create batch of Entities (003)

Upsert batch of Entities (004)

Update batch of Entities (005)
Delete batch of Entities (006)

ity Attributes(EA)

Append Entity Attributes (010)

Update Entity Attributes (011)

Delete Entity Attributes (013)

Consumption(CONS)

Entities(E)

Retrieve Entity (018)

Query Entities (019)

Temporal Entities(TE)

Subscription(SUB)

Create Subscription (028)

Update Subscription (029)

Retrieve Subscription (030)

Query Subscription (031)

Delete Subscription (032)

Partial Update Entity Attributes (012)

Retrieve temporal evolution of Entity (020)
Query temporal evolution of Entities (021)

Subscription Notification Behaviour (046)

Figure 4.2.4-1: Test case structure for NGSI-LD interface
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4.3 Update history about NGSI-LD interface test code

43.1 Introduction

TTA and KETI cooperated in the devel opment of a Data Hub through an R&D project of the Republic of Korea. The
role of TTA in this project was to develop atest system of the Data Hub's conformance to ETSI GS CIM 009 [i.1] and
conduct tests to ensure the reliability of the Data Hub developed by KETI. To fulfil itsrole, TTA developed atest
system as described above. As the purpose of developing the test system was to verify the conformance of the Data Hub
to ETSI GS CIM 009 [i.1], as explained above, the NGSI-LD functions applied by the Data Hub were confirmed in
advance to establish the test system.

Since the Data Hub did not apply all NGSI-LD functions, the test cases had to be designed according to the NGSI-LD
functions supported by the Data Hub. Then, the test code of the test cases was downloaded from ETSI CIM git, and the
code was validated to enhance the reliability of the test system. The Data Hub's NGSI-LD interface test system was
developed through this process. However, the validation had the following limitations. First, the test code of test suite
was a development version and not the official one. There are still some test cases which is not developed yet according
to ETSI GS CIM 0137i.3]. Therefore, using an incomplete test suite was the only way to establish the test system of the
Data Hub.

In order to test the NGSI-LD interface of Data Hub, TTA devel oped the undevel oped test cases and updated the
incorrect ones which were not run according to the standard. Second, there was atime limit on completing the test cases
design for the NGSI-LD interface test. Due to the development speed of the Data Hub and the nature of R&D in Korea,
there was a deadline for establishing the test system. Instead of reviewing all of the test cases distributed by ETSI CIM,
the test cases for the functions supported by the Data Hub were selected, and TTA validated the test cases. Third, the
test cases were designed around the functions supported by the Data Hub because the purpose of establishing the test
system was to verify the conformance of the Data Hub. Therefore, TTA considered only the NGSI-LD function of the
Data Hub for the test system and did not validate the other test cases. Regardless of the limitations above, validation of
the NGSI-LD test code contributed to increasing the reliability of test suite.

Check Data
Hub

Validate
ETSI CIM
Test Suite

Develop

Test

Supporting Equipment

Function

Figure 4.3.1-1: Process for validation of NGSI-LD interface test equipment

4.3.2  Test cases Design

The test cases distributed by ETSI CIM consist of 277 cases. As described above, 76 test cases that can be used for the
test were selected among the NGSI-LD functions supported by the Data Hub.

No Support
(201)
Testcase Support without update
(277) a7
Support
(76)

Support with update
(59)

Figure 4.3.2-1: Supported Test cases of NGSI-LD Test Suite
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4.3.3 Validation

It is necessary to install the Test Suite in the test equipment and check whether the test equipment operates correctly
based on the test standards. This series of verification processesis called validation, and the Data Hub was used to
validate the test equipment. Two validations are performed, and test standards are carefully reviewed to ensure that the
Data Hub and test equipment operate correctly according to the Standards. At the same time, the scope of test
verification is confirmed by checking whether the Data Hub supports the interface's operation for each test cases.

|
l

Validate the Test Platform

Review the Test Review the
result based on Run and validate execution process
the Standard the Test cases of Test platform

l

Analysis the validation result

l PASS

Finish the validation process

Fail

Figure 4.3.3-1: Validation Process of NGSI-LD Test Suite

4.3.4 Validation Result

Asshown intable 4.3.4-1, atotal of 41 detailed test cases passed the first validation, and atotal of 73 test cases passed
the second validation. TTA conducted two NGSI-LD interface conformance tests on Data Hub using the test equipment.
Some of the test cases that failed in the first validation were corrected and supplemented. The correction and
supplementation history are described in clause 4.3.5. Secondary validation was conducted for the corrected and
supplemented test cases, and the validation result was derived based on the results. Through the validation process, it
was confirmed that the Data Hub supports interface operations for atotal of 73 test cases, and the scope of the interface
conformance test was determined based on ETS| GS CIM 009 test framework using the validation results.

ETSI
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Validation Result

Ngstle-rlé[t)i?npl Test cases CS;Z;F I_:irst_ Second Support for
Validation Validation Data Hub
01 FAIL FAIL NOT SUPPORT
02 PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/001_01 03 PASS PASS SUPPORT
04 PASS PASS SUPPORT
01 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/E/001_02 02 FAIL FAIL NOT SUPPORT
Create Entit 03 FAIL FAIL NOT SUPPORT
reate Enity TP/NGSI-LD/CI/Prov/E/00L 03 - PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/001_04 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/001 05 - FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/E/001_06 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/001 07 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/001_08 - PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/001 09 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/002_01 - PASS PASS SUPPORT
. 01 FAIL FAIL NOT SUPPORT
Delete Entity TP/NGSI-LD/CI/Prov/E/002_02 02 PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/E/002 03 - FAIL PASS SUPPORT
01 FAIL FAIL NOT SUPPORT
02 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/003_01 03 FAIL PASS SUPPORT
04 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/003 02 - FAIL FAIL NOT SUPPORT
01 FAIL FAIL NOT SUPPORT
Crealztﬁtﬁfa;;:h of TP/NGSI-LD/CI/Prov/BE/003_03 02 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/003_04 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/003 05 - FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/003 06 - FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/003 07 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/003 08 - FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/003 09 - FAIL FAIL NOT SUPPORT
01 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/004_01 02 FAIL PASS SUPPORT
03 FAIL PASS SUPPORT
01 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/004_02 02 FAIL PASS SUPPORT
03 FAIL PASS SUPPORT
Upsert batch of 01 PASS PASS SUPPORT
Entities TP/NGSI-LD/CI/Prov/BE/004_03 02 PASS PASS SUPPORT
03 PASS PASS SUPPORT
01 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/004_04 02 FAIL PASS SUPPORT
03 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/004_05 - FAIL FAIL NOT SUPPORT
01 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/004_06 02 FAIL FAIL NOT SUPPORT
01 PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/BE/005_01 02 PASS PASS SUPPORT
03 FAIL FAIL NOT SUPPORT
Update batch of 01 PASS PASS SUPPORT
Entities TP/NGSI-LD/CI/Prov/BE/005_02 02 PASS PASS SUPPORT
03 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/005 03 - PASS PASS SUPPORT
01 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/005_04 02 FAIL FAIL NOT SUPPORT
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. Validation Result
Ngsé_r;a:npl Test cases ngti\illn I.:irst. Sgcor!d Support for
Validation Validation Data Hub
TP/NGSI-LD/CI/Prov/BE/006_01 - PASS PASS SUPPORT
Delete batch of TP/NGSI-LD/CI/Prov/BE/006_02 - FAIL PASS SUPPORT
Entities 01 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/BE/006_03 02 FAIL FAIL NOT SUPPORT
01 PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/EA/010_01 02 FAIL FAIL NOT SUPPORT
Append Entity 01 FAIL FAIL NOT SUPPORT
Attributes TP/NGSI-LD/CI/Prov/EA/010_02 02 PASS PASS SUPPORT
03 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/EA/010 03 - FAIL PASS SUPPORT
01 PASS PASS SUPPORT
TP/NGSI-LD/CI/Prov/EA/011_01 03 FAIL FAIL NOT SUPPORT
Update Entity 01 FAIL FAIL NOT SUPPORT
Attributes TP/NGSI-LD/CI/Prov/EA/011_02 02 PASS PASS SUPPORT
03 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/EA/011_03 - FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/EA/012 01 01 PASS PASS SUPPORT
01 FAIL FAIL NOT SUPPORT
02 PASS PASS SUPPORT
. . 03 PASS PASS SUPPORT
Partlall-\tltJrri)t()jl?tfsEntlty TP/NGSI-LD/CI/Prov/EA/012_02 04 PASS FAIL NOT SUPPORT
05 PASS PASS SUPPORT
06 PASS PASS SUPPORT
01 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/EA/012_03 04 FAIL FAIL NOT SUPPORT
01 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Prov/EA/013 01 03 FAIL FAIL NOT SUPPORT
01 FAIL FAIL NOT SUPPORT
Delete Entity Attributes |TP/NGSI-LD/CI/Prov/EA/013_02 02 PASS PASS SUPPORT
03 FAIL FAIL NOT SUPPORT
01 FAIL PASS SUPPORT
TP/NGSI-LD/CI/Prov/EA/013_03 02 FAIL FAIL NOT SUPPORT
01 PASS PASS SUPPORT
TP/NGSI-LD/CI/Cons/E/018 01 02 PASS PASS SUPPORT
03 PASS PASS SUPPORT
01 FAIL FAIL NOT SUPPORT
Retrieve Entiy TP/NGSI-LD/CI/Cons/E/018_02 gi ;:‘él‘s iﬁgg 283382$
TP/NGSI-LD/CI/Cons/E/018_03 02 PASS PASS SUPPORT
TP/NGSI-LD/CI/Cons/E/018 04 - PASS PASS SUPPORT
01 PASS PASS SUPPORT
TP/NGSI-LD/CI/Cons/E/018 06 02 PASS PASS SUPPORT
01 FAIL FAIL NOT SUPPORT
02 FAIL FAIL NOT SUPPORT
TP/NGSI-LD/CI/Cons/E/019_01 03 FAIL FAIL NOT SUPPORT
04 PASS PASS SUPPORT
05 FAIL FAIL NOT SUPPORT
Query Entities 01 FAIL PASS SUPPORT
02 PASS PASS SUPPORT
TP/NGSI-LD/CI/Cons/E/019_03 03 FAIL FAIL NOT SUPPORT
04 FAIL PASS SUPPORT
05 PASS PASS SUPPORT
TP/NGSI-LD/CI/Cons/E/019 04 - PASS PASS SUPPORT
TP/NGSI-LD/CI/Cons/E/019 06 - FAIL FAIL NOT SUPPORT
Retrieve Available TP/NGSI- 01 PASS PASS SUPPORT
Entity Types LD/CI/CONS/DISC/022_01 02 PASS PASS SUPPORT
Retrieve Details of |[TP/NGSI- 01 FAIL PASS SUPPORT
Available Entity Types |LD/CI/CONS/DISC/023_01 02 FAIL PASS SUPPORT
Create Subscription  |TP/NGSI-LD/CI/SUB/028_03 - FAIL PASS SUPPORT
Update Subscription |[TP/NGSI-LD/CI/SUB/029 05 - FAIL PASS SUPPORT
Retrieve Subscription |TP/NGSI-LD/CI/SUB/030_03 - FAIL PASS SUPPORT
Delete Subscription  |TP/NGSI-LD/CI/SUB/032_03 - FAIL PASS SUPPORT
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4.3.5 Update History

435.0 Introduction

Asaresult of installing the Test Suite in the test equipment and conducting validation, several FAIL issues occurred.
Generally, four issues were found, for which updates were performed. The first issue is that the test procedure of the test
case covers awider scope than the test purpose. In other words, although the purpose of the test was achieved in the test
procedure, some test cases were failed because they have additional test procedure unrelated to the test purpose. In the
test code, there are two Retrieve requests, one is Retrieve with context and the other is Retrieve without context. The
test equipment always determines failure because the lUT's response is either with or without context, so it is not
possible to satisfy both conditions. To solve this problem, the issued test cases were modified by deleting the additional
Retrieve request without context in the test suite code. Secondly, it was found that some test procedures did not adhere
to the technical specifications and consequently failed to obtain the expected test results. According to ETSI

GS CIM 009 [i.1], datasetid is not mandatory when retrieving for entities. However, but test suite was devel oped to
make sure the datasetid is a match when retrieving for entities, making it operate differently from the actual test
purpose. Asthe result, the part that checks the datasetid was deleted. Third, the source code of the test suite was not
developed according to the Test Standards. The test was not performed according to the intended test procedure, and it
was modified according to the test standard to ensure proper operation.

4.35.1 Deletion of Unnecessary Retrieve Request for Test Purpose

Table 4.3.5.1-1: Update history about deletion of Retrieve Request

TP/NGSI-LD/CI/Prov/E/001_04
Target Test TP/NGSI-LD/CI/Prov/E/001_07
case TP/NGSI-LD/CI/Prov/BE/003_04
TP/NGSI-LD/CI/Prov/BE/003 07
There were test cases where the test case failed the test due to additional test procedures even

Issues though it fulfilled the test goal and passed.
Details of . . . . .
Modification Delete the additional Retrieve request without context in the Test Suite code.
4.35.2 datasetid

Table 4.3.5.2-1: Update history about datasetid

TP/NGSI-LD/CI/Prov/EA/010_01
TP/NGSI-LD/CI/Prov/EA/010_02
TP/NGSI-LD/CI/Prov/EA/011_01

Target Test  \rp/NGSI-LD/CI/Prov/EA012 01

case TP/NGSI-LD/CI/Prov/EA/012_02
TP/NGSI-LD/CI/Prov/EA/013_02
TP/NGSI-LD/CI/Prov/EA/013 03
Issues The test equipment retrieved for datasetid although datasetid is not essential regarding technical
standards.
Details of Remove the part where the test equipment requires to retrieve datasetid so that the datasetid does

Modification not affect to the test verdict.

4.35.3 Mismatch between Test Standards and Test equipment

Table 4.3.5.3-1: Update history about mismatch between standard and equipment

Target Test [ TPINGSI-LD/CISUB/028_03
Issues Test standards and the source code developed based on them are different from the results
expected from test results. Modified the source code based on test standards.
Details of . "
Modification Modified "Check Response Status Code Set to 200".
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5 NGSI-LD based Data Model Test Validation

5.1 Introduction

This clause explains how to test and validate the data model conformance of the Data Hub using NGSI-LD. A data
model represents the structure of data stored and managed in the Data Hub. It is necessary to use a unified data model to
ensure data interoperability between the various smart city platforms. Even when the same data model is used, the data
platform might generate data according to its own way. In order to test the ability of generating data according to the
data model, the data model conformance test was developed using the NGSI-LD interface.

5.2 Test Environment

5.2.1 Implementation Under Test

The data model stored and managed based on the Data Hub schema is defined as a test target, and the data model can be
exchanged with internal and external systems through the Central Broker supporting NGSI-LD-based interface.

5.2.2 Test Equipment

The test equipment is a Robot Framework-based test equipment verification software. It drives the validation module
based on user management for the IUT, System Under Test (SUT) management, test cases management, test execution
control, and test report management functions. The verification module interprets the test information, executes pre-
processing, test execution, and post-processing according to the test scenario, and judges the test results. The
configuration of the test equipment system is as shown in figure 5.2.2-1.

Smart city Datahub Test

Equipment SW Web Ul For user (Testing System) @ @ € @

User Management Module

., Data Model
Test workflow management module (Schema)

/
Test Report Management Module vﬁ;«

'y

Test Run Module (Executable Test)

Robot Framework Robot Framework

Test Data Test Libraries Test Tools

System Under Test

Figure 5.2.2-1: System architecture of Data model test equipment
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The test equipment that tests the conformance of the data model uses the NGSI-LD interface to send data Create and
Retrieve requests to the IUT according to the data model and confirms whether the data is created according to the data
model. For this, the schema file of the data model and the function to manage the file are required to proceed with the
test. Also, it is necessary to create and manage test data to test the data model. The data operate according to the test
procedure through the test tool and library in the robot framework, and the test equipment automatically creates atest
report based on the test result and log.

Test Data
Management

l

5 (Test Scri

| Test Data

Test Tools |

Test Proc

M
suUT
Management

y

SUT
2 Information

pt)

Robot Framework

Test Libraries

\ = User Information

ess Management Module

T

Data Model
Management

l

— Data Model
=) (Schema)

Test Execution
Control

Test Report
Management

S
Test Report

! S
Test log

= Test Result (Verdict)

Figure 5.2.2-2: Process of Data Model test equipment

The operation of the test equipment provides user management for standard conformance test, System Under Test
(SUT) management, data model schema registration, test cases management, test execution control, and test report
management functions to utilize the test environment for the module to be tested and supports test related operations
ranging from the test execution and the preparation of the test result report. The conformance test workflow of the test
equipment is as shown in figure 5.2.2-3.

Manage
Test plan

Manage
SUT
Information

Set SUT
Information

Data model
schema
Registration

Create
Test plan

Edit
Test plan

Select
Test plan

Check & print
reports

Execute
Test plan

Check
the
results

Figure 5.2.2-3: Decision process of Data model test equipment
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The test equipment performs the process shown in figure 5.2.2-4 to test the data model. First, the JSON Schema file of
the data model is uploaded to the test equipment to determine whether or not there is a syntax error in the JSON Schema
file. Then, if there are no syntax errors, data for expectation data and sending the creation request are created through
Test Data Generation. Expectation data serves as alist of correct answersto check whether the test equipment created
the data model as specified in the schema by retrieving for entities created by the creation request sent to the IUT.
Request datais created using the JSON schema file of the data model, and the test equipment sends a request message
to the IUT to create an entity. Then, the test equipment transmits a message to retrieve the entity created by the [UT.
The IUT compares the previously created expectation data with the entity that was retrieve d to ensure that the IUT
created the entity according to the JSON Schema of the data model.

Figure 5.2.2-4: Test process of Data model equipment

523 Test Environment

The datamodel conformance test equipment supports storing and managing the data model of the IUT based on the
schema. It aso includes the Context Producer function to create and update data and the Context Consumer function to
inquire about and subscribe to data. Through this function, the data model of the smart city Data Hub under test can be
exchanged through the Central Broker. The data model Data Hub conformance test verifies whether the I[UT transmits a
response message that conforms to technical specifications for the request message from the test equipment as shown in
figure 5.2.3-1.

Conformance Test Tool Smart City Data Hub

Requester Responder
| Context Producer I ‘ ] 1
Data Model Schema RS ' RESTful API Central Broker | i ' Data Model |

(Repository) ! 5
posn. i | Context Consumer [«

v

Datahub Data Model Verification Equipment Implementation Under Test

Figure 5.2.3-1: Test environment of Data model test

53 Test case

The test caseslist is classified into avalid behaviour test and a behaviour test. The valid behaviour test consists of test
cases for verifying the normal behaviour of the supported interface of the IUT, and the invalid behaviour test consists of
test cases used to request an interface behaviour not supported by the IUT and to verify whether errors are handled for
the request. In addition, reference identifiers are defined so that the interface defined in ETSI GS CIM 009 [i.1] can be
referred to for each test cases. Tables 5.3.1-1 and 5.3.2-1 show the valid operation test caseslist and the invalid
operation test cases list, respectively.
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Table 5.3.1-1: Valid behaviour about Data Model test

Test Set

Operation

Test Purpose

Test cases

Data Core
Module

Create
Resource
(CREATE)

Checks whether a response message 2001
(CREATED) is sent when the creation of an entity
is requested.

TC/SCDH/COR/RES/CRE/BV-01

Checks whether a response message 2001
(CREATED) is sent when the creation of an entity
is requested.

TC/SCDH/COR/RES/CRE/BV-02

Retrieve
Resource
(RETRIEVE)

Checks whether a response message 2000 (OK)
and corresponding data are sent when an inquiry
with an entity type is requested.

TC/SCDH/COR/RES/RET/BV-01

Checks whether a response message 2000 (OK)
and corresponding data are sent when an inquiry
of a specific entity is requested.

TC/SCDH/COR/RES/RET/BV-02

Checks whether a response message 2000 (OK)
and corresponding data are sent when an inquiry is
requested with the attribute name of a specific
entity.

TC/SCDH/COR/RES/RET/BV-03

Checks whether a response message 2000 (OK)
and corresponding data are sent when an inquiry
of history data with the entity type is requested.

TC/SCDH/COR/RES/RET/BV-04

Checks whether a response message 2000 (OK)
and corresponding data are sent when an inquiry
of history data of a specific entity is requested.

TC/SCDH/COR/RES/RET/BV-05

Checks whether a response message 2000 (OK)
and corresponding data are sent when an inquiry
of history data matching a specific entity's time is
requested.

TC/SCDH/COR/RES/RET/BV-06

Update
Resource
(UPDATE)

Checks whether a response message 2004
(CHANGED) is sent when the update of all
attributes of a specific entity is requested.

TC/SCDH/COR/RES/UPD/BV-01

Checks whether a response message 2004
(CHANGED) is sent when the update of a single
attribute of a specific entity is requested.

TC/SCDH/COR/RES/UPD/BV-02

Delete
Resource
(DELETE)

Checks whether a response message 2002
(DELETED) is sent when the deletion of a specific
entity is requested.

TC/SCDH/COR/RES/DEL/BV-01

Checks whether a response message 2002
(DELETED) is sent when the deletion of a single
attribute of a specific entity is requested.

TC/SCDH/COR/RES/DEL/BV-02
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Table 5.3.2-1: Invalid behaviour about Data Model test

Test Set

Operation

Test Purpose

Test cases

Data Core
Module

Create
Resource
(CREATE)

Checks whether an error response message 4100
(ALREADY EXISTS) is sent when the creation of
an entity is requested redundantly.

TC/SCDH/COR/RES/CRE/BI-01

Checks whether an error response message 4101
(MANDATORY PARAMETER MISSING) is sent
when the creation of an entity is requested without
an essential parameter (ID).

TC/SCDH/COR/RES/CRE/BI-02

Checks whether an error response message 4102
(INVALID PARAMETER TYPE) is sent when the
creation of an entity is requested with a wrong
parameter type.

TC/SCDH/COR/RES/CRE/BI-03

Checks whether an error response message 4004
(NOT FOUND) is sent when the creation of an
attribute of a deleted entity is requested.

TC/SCDH/COR/RES/CRE/BI-04

Checks whether an error response message 4101
(MANDATORY PARAMETER MISSING) is sent
when the creation of an attribute of an entity
missing an essential parameter (TYPE) is
requested.

TC/SCDH/COR/RES/CRE/BI-05

Checks whether an error response message 4102
(INVALID PARAMETER TYPE) is sent when the
creation of an attribute of an entity that includes a
wrong parameter type is requested.

TC/SCDH/COR/RES/CRE/BI-06

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when
unsupported action (CREATE) for the entity is
requested.

TC/SCDH/COR/RES/CRE/BI-07

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when
unsupported action (CREATE) for the entity's
history data is requested.

TC/SCDH/COR/RES/CRE/BI-08

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when
unsupported action (CREATE) for a specific entity's
history data is requested.

TC/SCDH/COR/RES/CRE/BI-09

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (CREATE) for a specific entity
attribute is requested.

TC/SCDH/COR/RES/CRE/BI-10

Retrieve
Resource
(RETRIEVE)

Checks whether an error response message 4101
(MANDATORY PARAMETER MISSING) is sent
when an inquiry about an entity missing an
essential parameter (QUERY) is requested.

TC/SCDH/COR/RES/RET/BI-02

Checks whether an error response message 4004
(NOT FOUND) is sent when an inquiry about a
non-existing entity is requested.

TC/SCDH/COR/RES/RET/BI-03

Checks whether an error response message
4004(NOT FOUND) is sent when an inquiry about
a non-existing entity attribute is requested.

TC/SCDH/COR/RES/RET/BI-04

Checks whether an error response message 4101
(MANDATORY PARAMETER MISSING) is sent
when an inquiry about history data missing an
essential parameter (QUERY) is requested.

TC/SCDH/COR/RES/RET/BI-06

Checks whether an error response message 4004
(NOT FOUND) is sent when an inquiry about the
history data of a non-existing entity is requested.

TC/SCDH/COR/RES/RET/BI-07

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (RETRIEVE) for the attributes
of multiple entities is requested.

TC/SCDH/COR/RES/RET/BI-08
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Test Set

Operation

Test Purpose

Test cases

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (RETRIEVE) for an entity's
specific attribute is requested.

TC/SCDH/COR/RES/RET/BI-09

Update
Resource
(UPDATE)

Checks whether an error response message 4004
(NOT FOUND) is sent when the update of all
attributes of a non-existing entity is requested.

TC/SCDH/COR/RES/UPD/BI-01

Checks whether an error response message 4101
(MANDATORY PARAMETER MISSING) is sent
when the update of all attributes missing an
essential parameter (TYPE) is requested.

TC/SCDH/COR/RES/UPD/BI-02

Checks whether an error response message 4102
(INVALID PARAMETER TYPE) is sent when the
update of all attributes that include a wrong
parameter type is requested.

TC/SCDH/COR/RES/UPD/BI-03

Checks whether an error response message 4004
(NOT FOUND) is sent when the update of a
specific entity's single non existing attribute is
requested.

TC/SCDH/COR/RES/UPD/BI-04

Checks whether an error response message 4101
(MANDATORY PARAMETER MISSING) is sent
when the update of a single attribute missing an
essential parameter is requested.

TC/SCDH/COR/RES/UPD/BI-05

Checks whether an error response message 4102
(INVALID PARAMETER TYPE) is sent when the
update of an attribute that includes a wrong
parameter type is requested.

TC/SCDH/COR/RES/UPD/BI-06

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (UPDATE) for an entity is
requested.

TC/SCDH/COR/RES/UPD/BI-07

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (UPDATE) for an entity is
requested.

TC/SCDH/COR/RES/UPD/BI-08

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (UPDATE) for an entity's
history data is requested.

TC/SCDH/COR/RES/UPD/BI-09

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (UPDATE) for an entity's
history data is requested.

TC/SCDH/COR/RES/UPD/BI-10

Delete
Resource
(DELETE)

Checks whether an error response message 4004
(NOT FOUND) is sent when the deletion of a
specific non existing entity is requested.

TC/SCDH/COR/RES/DEL/BI-01

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when
unsupported action (DELETE) for an entity is
requested.

TC/SCDH/COR/RES/DEL/BI-02

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (DELETE) for an entity attribute
is requested.

TC/SCDH/COR/RES/DEL/BI-03

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when an
unsupported action (DELETE) for an entity's history
data is requested.

TC/SCDH/COR/RES/DEL/BI-04

Checks whether an error response message 4005
(METHOD NOT ALLOWED) is sent when
unsupported action (DELETE) for a specific entity's
history data is requested.

TC/SCDH/COR/RES/DEL/BI-05
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6 Test and Validation case studies

6.1 Introduction

Clause 6 describes the case of test verification conducted on Data Hub in KETI, Daegu, and Siheung through R& D
projects in South Korea. Test cases and test equipment were provided for the Data Hub developed through the R& D
projects to the services offered by KETI, Daegu, and Siheung. The interface and data model compatibility of the Data
Hub was tested, and the results are explained in clause 6.

6.2 Validation result of Data Hub in Daegu city

6.2.1 Interface

Table 6.2.1-1: <Validation result of NGSI-LD interface in Daegu city>

Result of First
Test case Technical Validation
18 CESE Detail Support Result REMETE
(PASS/FAIL) (PASS/FAIL)
02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_01 03 PASS PASS N/A
04 PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001 03 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_04 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001 06 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001 07 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001 08 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001 09 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/002_01 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/002 02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/002 03 - PASS PASS N/A
02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/003_01 03 PASS PASS N/A
04 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/003 04 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/003 07 - PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/004_01 02 PASS PASS N/A
03 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/004_02 02 PASS PASS N/A
03 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/004_03 02 PASS PASS N/A
03 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/004_04 02 PASS PASS N/A
03 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/005_01 02 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/005_02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/005 03 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/006 01 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/006 02 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/010 01 01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/010 02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/010 03 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/011 01 01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/011 02 02 PASS PASS N/A
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Result of First
Test case Test case Technical Validation Remarks
Detail Support Result
(PASS/FAIL) | (PASS/FAIL)
TP/NGSI-LD/CI/Prov/EA/011 03 - PASS PASS N/A
When partial update is requested
TP/NGSI-LD/CI/Prov/EA/012_01 01 FAIL pass  |using valid data, IUT retumed 400
response code, determined it as
FAIL.
02 PASS PASS N/A
When partial update is requested
using invalid data, IUT returned
TP/NGSI-LD/CI/Prov/EA/012_02 03 FAIL PASS 500 response code, determined it
as FAIL.
05 PASS PASS N/A
06 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/012_03 01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/013 02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/013 03 01 PASS PASS N/A
The value of @context variable
within the entity creation request
01 FAIL PASS payload is different from @context
TP/NGSI-LD/CI/Cons/E/018_01 within the Retrieve response
payload, handled as FAIL.
02 FAIL PASS Same as above.
03 FAIL PASS Same as above.
TP/NGSI-LD/CI/Cons/E/018 02 02 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/018 03 02 PASS PASS N/A
The value of @context variable
within the entity creation request
TP/NGSI-LD/CI/Cons/E/018_04 01 FAIL PASS payload is different from @context
within the Retrieve response
payload, handled as FAIL.
The value of @context variable
within the entity creation request
01 FAIL PASS payload is different from @context
TP/NGSI-LD/CI/Cons/E/018_06 within the Retrieve response
payload, handled as FAIL.
02 PASS PASS N/A
The entity attribute value for the
entity creation request is different
TP/NGSI-LD/CI/Cons/E/019_01 04 FAIL pass  [|from Retrieve request, the attribute
value within the response payload
returned by the IUT, handled as
FAIL.
01 PASS PASS N/A
02 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/019_03 04 PASS PASS N/A
05 PASS PASS N/A
The value of @context variable
within the entity creation request
TP/NGSI-LD/CI/Cons/E/019_04 - FAIL PASS payload is different from @context
within the Retrieve response
payload, handled as FAIL.
01 PASS PASS N/A
TP/NGSI-LD/CI/Cons/DISC/022_01 02 PASS PASS N/A
In the entity type search result, the
term for "location” attribute is
TP/NGSI-LD/CI/Cons/DISC/023_01 01 FAIL PASS expressed in Full URL, handled as
FAIL.
02 FAIL PASS
TP/NGSI-LD/CI/Cons/SUB/028 03 - FAIL PASS
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Result of First
Test case Test case Technical Validation Remarks
Detail Support Result
(PASS/FAIL) | (PASS/FAIL)
In the subscription update result,
"status" attribute within the
TP/NGSI-LD/CI/Cons/SUB/029_05 - FAIL PASS response result payload, returned
for retrieve, is not returned,
handled as FAIL.
In the subscription update result,
TPINGSI-LD/CI/Cons/SUB/030_03 : FAIL pASS | SActive” attribute in the response
result returned from the IUT is
added, handled as FAIL.
TP/NGSI-LD/CI/Cons/SUB/032_03 - PASS PASS N/A
TP/NGSI-LD/CI/Cons/SUB/046 01 - PASS PASS N/A
TP/NGSI-LD/CI/Cons/SUB/046 04 - PASS PASS N/A
TP/NGSI-LD/CI/Cons/SUB/046_09 - PASS PASS N/A

6.2.2 Data Model

Table 6.2.2-1: <Validation result of Data Model in Daegu city>

Validation Result by Data Model
Test case accid(_ent_fire_ flood__mgnhole_
Test case Detail mobile_app precipitation Remarks
VEElmEE. Al First Validation
Support | Validation
TC/SCDH/DM/RES/CR/BV-01 02 PASS PASS PASS N/A
TC/SCDH/DM/RES/CR/BV-02 - PASS PASS PASS N/A
TC/SCDH/DM/RES/CR/BV-03 - PASS PASS PASS N/A
TC/SCDH/DM/RES/CR/BI-01 01 PASS PASS PASS N/A
TC/SCDH/DM/RES/CR/BI-02 - PASS PASS PASS N/A
TC/SCDH/DM/RES/CR/BI-03 - PASS PASS PASS N/A
01 PASS PASS PASS N/A
IUT does not support
TC/SCDH/DM/RES/CA/BV-01 02 Not Not Not Supported "unitCode" attribute of the
Supported | Supported pp validation data model
specification (schema file).
TC/SCDH/DM/RES/CA/BV-02 - PASS PASS PASS N/A
TC/SCDH/DM/RES/CA/BV-03 - PASS PASS PASS N/A
When append is requested
with an attribute having
invalid data, the IUT
01 FAIL PASS PASS handled it as a string and
returned the code 204
TC/SCDH/DM/RES/CA/BI-01 regardless of the data type
requested.
IUT does not support
02 Not Not Not Supported "unitCode" attribute of the
Supported | Supported validation data model
specification (schema file).
When append is requested
with an attribute having
invalid data, the IUT
TC/SCDH/DM/RES/CA/BI-02 - FAIL PASS PASS handled it as a string and
returned the code 204
regardless of the data type
requested.
TC/SCDH/DM/RES/CA/BI-03 - PASS PASS PASS N/A
01 PASS PASS PASS N/A
IUT does not support
TC/SCDH/DM/RES/CU/BV-01 Not Not "unitCode" attribute of the
02 Supported | Supported Not Supported validation data model
specification (schema file).
TC/SCDH/DM/RES/CU/BV-02 - PASS PASS PASS N/A
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Validation Result by Data Model
Test case accidt_ent_fire_ rood__mgnhoIe_
Test case Detail — mobllle_aplg_ precipitation Remarks
echnical irst . R
Support validation First Validation
TC/SCDH/DM/RES/CU/BV-03 - PASS PASS PASS N/A
01 PASS PASS PASS N/A
IUT does not support
TC/SCDH/DM/RES/CU/BI-01 02 Not Not Not Supported "unitCode" attribute of the
Supported | Supported validation data model
specification (schema file).
TC/SCDH/DM/RES/CU/BI-02 - PASS PASS PASS N/A
TC/SCDH/DM/RES/CU/BI-03 - PASS PASS PASS N/A

6.3 Validation result of Data Hub in Siheung city

6.3.1 Interface

Table 6.3.1-1: <Validation result of NGSI-LD interface in Siheung city>

Result of First
Test case Test case Technical Validation Remarks
Detail Support Result
(PASS/FAIL) | (PASS/FAIL)
02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_01 03 PASS PASS N/A
04 PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001 03 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_04 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_06 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_07 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_08 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/001_09 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/002_01 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/002_02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/E/002_03 - PASS PASS N/A
The expression (Time Zone format)
02 FAIL PASS for the time attribute (observedAt)

was incorrect regarding Retrieve
response, handling it as FAIL.

TP/NGSI-LD/CI/Prov/BE/003_01 03 PASS PASS N/A

The expression (Time Zone format)
for the time attribute (observedAt)

04 FAIL PASS : . -
was incorrect regarding Retrieve
response, handling it as FAIL.
TP/NGSI-LD/CI/Prov/BE/003_04 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/003_07 - PASS PASS N/A
The expression (Time Zone format)
01 FAIL PASS for the time attribute (observedAt)

was incorrect regarding Retrieve
response, handling it as FAIL.

TP/NGSI-LD/CI/Prov/BE/004_01 02 PASS PASS N/A

The expression (Time Zone format)
for the time attribute (observedAt)
was incorrect regarding Retrieve
response, handling it as FAIL.

03 FAIL PASS
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Result of First
Test case Test case Technical Validation Remarks
Detail Support Result
(PASS/FAIL) | (PASS/FAIL)
The expression (Time Zone format)
01 FAIL PASS for th_e time attribute _(observgdAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
TP/NGSI-LD/CI/Prov/BE/004_02 02 PASS PASS N/A
The expression (Time Zone format)
03 FAIL PASS for the time attribute _(observgdAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
The expression (Time Zone format)
o1 FAIL PASS for the time attribute .(observgdAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
TP/NGSI-LD/CI/Prov/BE/004_03 02 PASS PASS N/A
The expression (Time Zone format)
03 FAIL PASS for th_e time attribute _(observ&_edAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
The expression (Time Zone format)
o1 FAIL PASS for th_e time attribute _(observgdAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
TP/NGSI-LD/CI/Prov/BE/004_04 02 PASS PASS N/A
The expression (Time Zone format)
03 FAIL PASS for the time attribute .(observgdAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
The expression (Time Zone format)
01 FAIL PASS for th_e time attribute _(observgdAt)
was incorrect regarding Retrieve
TP/NGSI-LD/CI/Prov/BE/005_01 response, handling it as FAIL.
The expression (Time Zone format)
02 FAIL PASS for the time attribute .(observgdAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
The expression (Time Zone format)
01 FAIL PASS for the time attribute .(observgdAt)
was incorrect regarding Retrieve
TP/NGSI-LD/CI/Prov/BE/005_02 response, handling it as FAIL.
The expression (Time Zone format)
02 FAIL PASS for the time attribute _(observ&_adAt)
was incorrect regarding Retrieve
response, handling it as FAIL.
The expression (Time Zone format)
for the time attribute (observedAt)
TP/NGSI-LD/CI/Prov/BE/005_03 - FAIL PASS was incorect regarding Refrieve
response, handling it as FAIL.
TP/NGSI-LD/CI/Prov/BE/006_01 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/BE/006_02 - PASS PASS N/A
The expression (Time Zone format)
for the time attribute (observedAt)
TP/NGSI-LD/CI/Prov/EA/010_01 01 FAIL PASS was incorect regarding Refrieve
response, handling it as FAIL.
TP/NGSI-LD/CI/Prov/EA/010_02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/010_03 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/011 01 01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/011_02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/011_03 - PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/012_01 01 PASS PASS N/A
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Result of First
Test case Test case Technical Validation Remarks
Detail Support Result
(PASS/FAIL) | (PASS/FAIL)
02 PASS PASS N/A
03 PASS PASS N/A
05 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/012_02 When the partial update of invalid
Entity Attribute (Empty) was
06 FAIL FAIL requested, the IUT returned 204
(No Content) response code.
TP/NGSI-LD/CI/Prov/EA/012_03 01 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/013 02 02 PASS PASS N/A
TP/NGSI-LD/CI/Prov/EA/013 03 01 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/018 01 02 PASS PASS N/A
03 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/018 02 02 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/018_03 02 PASS PASS NA
TP/NGSI-LD/CI/Cons/E/018 04 01 PASS PASS N/A
01 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/018_06 02 PASS PASS N/A
TP/NGSI-LD/Cl/Cons/E/019 01 04 PASS PASS N/A
01 PASS PASS N/A
02 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/019_03 04 PASS PASS N/A
05 PASS PASS N/A
TP/NGSI-LD/CI/Cons/E/019 04 - PASS PASS N/A
The response to Entity Type
Retrieve request does not match
01 FAIL PASS the Expectation Data (CCTV,
TP/NGSI-LD/Cl/Cons/DISC/022_01 OffStreetParking). _
The response to Entity Type
Retrieve request does not match
02 FAIL PASS the Expectation Data (CCTV,
OffStreetParking).
For Vehicle Entity creation request,
returned the error message for
Provided By attribute and 400
response code, failing to create an
01 FAIL FAIL Entity.
The response to Entity Type
Retrieve request does not match
the Expectation Data (CCTV,
TP/NGSI-LD/CI/Cons/DISC/023_01 OffStreetParking). __
For Vehicle Entity creation request,
returned the error message for
Provided By attribute and 400
response code, failing to create an
02 FAIL FAIL Entity.
The response to Entity Type
Retrieve request does not match
the Expectation Data (CCTV,
OffStreetParking).
TP/NGSI-LD/CI/Cons/SUB/028 03 - PASS PASS N/A
Data model name in full URL is
expected as the return to the
TP/NGSI-LD/CI/Cons/SUB/029 05 - FAIL FAIL Retrieve request missing Link
Header; however, IUT returns
Short Name, handled as FAIL.
TP/NGSI-LD/CI/Cons/SUB/030_03 - PASS PASS N/A
TP/NGSI-LD/CI/Cons/SUB/032_03 - PASS PASS N/A
Notify message should be returned
TP/NGSI-LD/CI/Cons/SUB/046_01 - FAIL pasg  |after successfully changing Entity

attribute, the IUT did not return
Notify message, handled as FAIL.
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Result of First
Test case Test case Technical Validation Remarks
Detail Support Result

Notify message should be returned
after successfully changing Entity

TP/NGSI-LD/CI/Cons/SUB/046_04 - FAIL PASS attribute, the 1UT did not return
Notify message, handled as FAIL.
Notify message should be returned

TP/NGSI-LD/CI/Cons/SUB/046_09 ; FAIL pass  [|after successfully changing Entity

attribute, the IUT did not return
Notify message, handled as FAIL.

6.3.2

Data Model

Table 6.3.2-1: <Validation result of Data Model in Siheung city>

Test case

Validation Result by Data Model

Test case

Detail

AirQuality
Measurement

Building
EnergyUsage

Health
Measurement

Remarks

TC/SCDH/DM/RES/CR/BV-01

02

FAIL

FAIL

FAIL

The IUT successfully
created an entity,
however, not according
to the schema
specification. Handled as
FAIL.

TC/SCDH/DM/RES/CR/BV-02

FAIL

FAIL

FAIL

The IUT successfully
created an entity,
however, not according
to the schema
specification. Handled as
FAIL.

TC/SCDH/DM/RES/CR/BV-03

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CR/BI-01

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CR/BI-02

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CR/BI-03

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CA/BV-01

01

FAIL

FAIL

FAIL

The IUT successfully
added an entity,
however, not according
to the schema. Handled
as FAIL.

02

Not Supported

Not Supported

Not Supported

Does not support
"unitCode" attribute of
the validation data model
specification (schema
file) with the selected test
case.

TC/SCDH/DM/RES/CA/BV-02

FAIL

FAIL

FAIL

The IUT successfully
added an entity,
however, not according
to the schema. Handled
as FAIL.

TC/SCDH/DM/RES/CA/BV-03

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CA/BI-01

01

PASS

PASS

PASS

N/A

02

Not Supported

Not Supported

Not Supported

Does not support
"unitCode" attribute of
the validation data model
specification (schema
file) with the selected test
case.

TC/SCDH/DM/RES/CA/BI-02

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CA/BI-03

PASS

PASS

PASS

N/A
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Test case

Test case
Detail

Validation Result by Data Model

AirQuality
Measurement

Building
EnergyUsage

Health
Measurement

Remarks

TC/SCDH/DM/RES/CU/BV-01

01

FAIL

FAIL

FAIL

The IUT successfully
added an entity,
however, not according
to the schema. Handled
as FAIL.

02

Not Supported

Not Supported

Not Supported

Does not support
"unitCode" attribute of
the validation data model
specification (schema
file) with the selected test
case.

TC/SCDH/DM/RES/CU/BV-02

FAIL

FAIL

FAIL

The IUT successfully
added an entity,
however, not according
to the schema. Handled
as FAIL.

TC/SCDH/DM/RES/CU/BV-03

FAIL

FAIL

FAIL

The IUT successfully
added an entity,
however, not according
to the schema. Handled
as FAIL.

TC/SCDH/DM/RES/CU/BI-01

01

PASS

PASS

PASS

N/A

02

Not Supported

Not Supported

Not Supported

Does not support
"unitCode" attribute of
the validation data model
specification (schema
file) with the selected test
case.

TC/SCDH/DM/RES/CU/BI-02

PASS

PASS

PASS

N/A

TC/SCDH/DM/RES/CU/BI-03

PASS

PASS

PASS

N/A

7 Future Studies

7.1

Introduction

Due to the development of information and communication technology, cutting-edge technologies such as CPS (Cyber
Physical System), digital twin, and metaverse were developed, and various services are being provided in our life. As
technology advances, it isimperative to establish a system and policy that can systematically manage and utilize data
generated from numerous services. However, interoperability of data between different services cannot be guaranteed
due to the absence of metadata, management system, and identification system. Therefore, datainteroperability is
essential to support the urban services because various services can affect each other.

Datainteroperability can be secured through the data management system, identification system, and metadata
definition. First, in order to define the data management system, essential functions for data management were defined
considering the life cycle characteristics and data governance aspects. second, the metadata need to be defined using
data from representative services currently being used in the city. The metadata helps understand data across different
services through data description. Third, as for the data identification system, GS1, which is an international standard,
can be used for interoperability. The dataidentification system helpsto provide data interoperability between different
services by providing unique data. Although this study isinsufficient to secure interoperability of all data, it can be used
as basic research to secure minimum data interoperability, and standardization and policy establishment should be

carried out for future data interoperability.
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7.2 Requirement for Interoperability in Smart City Data

7.2.1 Data Unity for Data Sharing and Interoperability

In order to support data interoperability between various services, it is necessary to identify various types of dataand
objectsin the city. Due to the advancement of information and communication, it is possible to secure data
interoperability by facilitating data search and sharing in order to share data between various platforms. For this, since
monitoring and controlling objects represented by city datais necessary, it is essential to identify each data and object
represented by a set of data. In addition, it is necessary to consider data interoperability that can be applied globally,
rather than being limited to specific area. In an era of explosive data growth, using only Korea's datais an act that
impedes upon the devel opment of technology. Therefore, it is necessary to secure domestic and international data
interoperability by establishing a foundation for using foreign datain Korea through the utilization of an object
identification system that is equally applicable both domestically and internationally.

7.2.2 Control Tower for Interoperability of Data

The governance that allows negotiation between stakeholders is required in order to secure the interoperability of city
datain asmart city. For this, it is necessary to establish a general governance system for the subject of data acquisition,
ownership, and scope of use by distinguishing public and private sectors. Policies, systems, manpower, standardization,
and environment should be considered to establish systems and policies to secure data interoperability through
governance and to facilitate joint data use.

7.2.3 Integrated Management System from Creation to Disposal of Data

Datainteroperability can be secured by data management system. The data management system refers to a series of
processes from creation to disposal of data which is called data lifecycle management. The integrated data lifecycle
management plan is required to establish a data management system. In order to build the integrated datalifecycle
management plan, it is necessary to make a standard about data management through the establishment of intermediate
stages between data generation and disposal and by defining the functions for each stage.

In particular, various data-rel ated specifications, such as data interface specifications for data sharing, data models, and
dataidentification, are required and then the management system apply the specifications to the data lifecycle
management. In addition, consultations among various stakeholders and establishing policies and systems are required
for comprehensive data management. Overall, discussion from data generation to disposal is necessary through data
governance or a consultative body that can strike a compromise among various stakeholders.

7.3 Guidelines for Securing Interoperability of Smart City Data

7.3.1 Establishment of Data Management System for Integrated Data
Management

The datalife cycle can be composed of five stages by integrating stages with similar purposes based on the
characteristics of smart city data. The datalife cycle can be composed of life cycle planning, data collection, data
processing and storage, data processing and analysis, and data utilization.

Firgt, it is necessary to establish a plan for the data lifecycle. Based on smart city services, the characteristics of data
should be identified, and based on these characteristics, plans for the stages of data collection, processing, analysis, and
utilization should be established. In addition, when issues or difficulties arise during the data life cycle process,
problems should be resolved by applying feedback starting from the planning stage.

Second, the data collection stage refers to collecting calculated information for data management. It is necessary to
utilize auniversal interface technology and data model commonly used to secure interconnection and interoperability
between different platforms.

The third stage is the data processing and storage stage of the data life cycle. This stage refers to the process of refining
collected information according to a common standard format. Furthermore, it includes the process of preserving or
discarding data by storing data in the storage module with the smart city platform.
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The data analysis stage is the next stage. This stage refers process of handling security issues in smart city services.
Data privacy and security capabilities can be strengthened through data masking by distinguishing between identified
and non-identified data. Moreover, this stage a so includes the step of analysing data for the purpose of presenting smart
city issues and policy proposals.

The final stage of lifecycleis data utilization. This stage refers to the process of using the analysed data for smart city
services. For example, through the data analysis stage, the data relation between different service can be discovered and
the relation can be used to make new smart city services. In addition, this stage includes the process of opening and
sharing data related to smart city services through other platforms and public portals.

life cycle planning data collection data utilization

5 stages of the Smart City Data Life—cycle

Prioritize identification
of data characteristics
based on smart city
services

+ Establishment of plans
for data collection,
processing, analysis,
and utilization steps

+ The process of
collecting information
produced for smart
city management

+ Including data
acquisition and
process through
connection between

Refers to the process
of refining collected
information according
to a common standard
format

+ Including the process

of preserving or
discarding data by

The process of
handling processing
and security issues in a
form that can be used
for smart city services

+ Including the step of

analyzing data for the
purpose of presenting

+ The process of using
the analyzed data for
smart city services

* Including the process
of opening and sharing
data related to smart
ity services through
other platforms and

based on data other storing it in the city issues and policy public portals
characteristics countries/private storage module within proposals
platforms the smart city platform
i !
amm 6
0° 6,
_J-_q__;‘\} —00
,} il - T
anllll TE

Figure 7.3.1-1: states of the smart city data Life cycle

7.3.2 Establishing a Data Identification System through Global

Uniqueness of City Data and Objects

It is necessary to establish an identification system to secure data interoperability between different services or
platforms. An ID, identifiable for each data, is provided through the establishment of an identification system. Through
this, the desired data can be viewed, shared, and tracked regardless of service or platform. The following are required to
use the functions of thisidentification system.

First, it should be possible to identify various data. It should support the function of identifying various tangible or
intangible resources such as city assets, places, services, people, and documents in a consistent way using an
identification system. Identifiers should be encoded relatively independently of the language and culture of each
country in the world and be applicable to various identifier transmission mechanisms such as numbers, URIs, QRs, and
RFIDs.

Second, the global uniqueness of the data should be guaranteed. |dentifiers assigned to various resources of the city
should be designed to have global uniqueness not only within the city, but also in the country and the world. Asthe
identifier isthe key to interoperability for data sharing, there should be a governance system that can assign, collect, and
manage identifiers internationally in real-time.

Thirdly, to establish a universal data exchange system, standard master data should be developed and shared among
interested parties worldwide. Standard master data is the reference data that becomes the basis of numerous data, and
the attribute information and exchange mechanism of international standard master data that describes the identifier
using the identifier as a key should be developed and built together. In addition, master data may have various attributes
according to industry requirements, and standards for such attribute data are essential.
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Global Uniqueness standard master
data exchange

v Must be able to identify ¥ should be designed to be v The exchange mechanism
various tangible and unigue not only within the of international standard
intangible resources of the city but also throughout master data that describes
city in a consistent way the world. the identifier using the

v The identification system identifier as a key must be
should be designed as developedand built
simply as possible, and together.
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unigueness.
Product ID O
07171084 TEISO0000 131191 1 20 SIIABC 1234

Figure 7.3.2-1: Characteristic of Data Identification system

7.3.3 Developing Governance for City Data System and Policy
Establishment

It is necessary to have a function that can properly manage data with life cycles such as production, collection, storage,
processing, utilization, and disposal of city data. Smart city data governance plays various roles such as data strategy,
policies, standards, processes, organizational roles, and responsibilities; and the main functions of governance are data
guality management, metadata management, lifecycle management, data security, and privacy protection, which are al
crucial.

It plays akey role in forming a data ecosystem by establishing a city data-sharing system and strategically utilizing
various data. Smart city data governance isimportant asit can discover new opportunities by converging and

integrating data on a single service to share it throughout the city and improve the data utilization capabilities of local
government members by sharing knowledge on data utilization. The data ecosystem constitutes a collaboration system
that can accumulate and share data connection experiences, and many stakeholders should participate to create new
values. For this, it is necessary to prepare the legal, institutional, and administrative foundations necessary for building a
data ecosystem and play arole in coordinating the interests of various organizations.

7.4 Utilization of NGSI-LD for data interoperability

Datainteroperability is akey element that can create new services by utilizing the various services provided in smart
cities. As described above, in order to secure datainteroperability, it is necessary to establish data governance, data
management system, and data identification system. Before establishing a data interoperability system, a policy or legal
foundation for data interoperability should be established through consultation with policy-related parties through data
governance.

In addition, it isimportant to match the data format to share data between different platforms or domains, as well asto
manage the lifecycle of the data by applying an integrated management system. In particular, using acommon interface
system in datalifecycle is essential to provide data interoperability between different platforms. Therefore, NGSI-LD
can play akey rolein ensuring datainteroperability. Information model of NGSI-LD can express relationships between
data.

The Information Model can use the Property graph model to express Entity, property, and relationship of data, which
are the basic concepts of JSON-LD used in NGSI-LD. In addition, NGSI-LD defines standardized RESTful APIsfor
create, retrieve, update, and delete context data, theses APIs facilitate the interaction between system and applicationsin
aconsistent manner. Lastly, NGSI-LD employs ontologies and semantic annotations to ensure a shared understanding
of data. This helpsin aligning data from different sources and systems. Therefore, in order to secure data
interoperability in smart cities, NGSI-LD can connect data between different platforms and domains, so it is essential
for establishing a management system, identification system, and governance of smart city data.
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