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Intellectual Property Rights
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in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

Thisfinal draft ETSI Standard (ES) has been produced by ETSI Technical Committee Intelligent Transport System
(ITS), and is now submitted for the ETSI standards Membership Approval Procedure.

The present document is part 1 of a multi-part deliverable covering the Road Transport and Traffic Telematics (RTTT),
asidentified below:

Part 1. " Technical characteristics and test methodsfor High Data Rate (HDR) data transmission
equipment operating in the 5,8 GHz Industrial, Scientific and Medical (ISM) band";

Part 2. "Technical characteristics and test methods for Low Data Rate (LDR) data transmission equipment
operating in the 5,8 GHz Industrial, Scientific and Medical (ISM) band".

Introduction

The present document was drafted on the assumption that type test measurements, performed in an accredited test
laboratory, will be accepted by the various national regulatory authorities in order to grant type approval, provided the
national regulatory requirements are met. Thisisin compliance with CEPT/ERC Recommendation 70-03 [2].

The present document specifies the requirements for a dedicated 5,8 GHz short range microwave link intended for High
Data Rate communication system for Road Transport and Traffic Telematics (RTTT) applications.

The present document supports the necessary transmitter and receiver High Data Rate (HDR) of up to 1 Mbit/s.

The RSU transmitter operates on a non-exclusive basis on frequencies depending on the declared application according
to CEPT/ECC/DEC(02)01 [1].

A channel spacing of 10 MHz isused, seetable 1.

Table 1. RTTT transmitter frequencies for 10 MHz channel spacing systems

Initial road to Multi lane road junctions
Vehicle systems (options)
Channel 1 5 800 MHz
Channel 2 5810 MHz

In order to permit the greatest freedom of design of equipment, whilst protecting other radio services from interference,
abalance is required between the permitted range of frequencies on which the equipment may be used, and its
frequency stability and modulation characteristics. The present document specifies the operational frequencies and
system bandwidths. However, the present document does not fully describe the permitted range of optional frequencies
asthese are covered by national regulations. The optional range of frequencies offered should be specified on each type
approval certificate issued.
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Clauses 1 to 3 give a general description of the types of equipment covered by the present document and the definitions
and abbreviations used. Clause 4 gives general requirement in order that type tests may be carried out and any markings
on the equipment to be provided by the manufacturer.

Clauses 5 and 6 specify the test conditions.

Clauses 7 and 8 specify the limits of the Physical Layer parameters which are required to be tested for the RSU
transmitters and receivers. These limits have been chosen to minimize harmful interference to and from other equipment
and services. These clauses also specify how the equipment is to be tested and the conditions which are applied.

Clause 9.1 specifies the limits of the Physical Layer parameters which are required to be tested for transponders. These
limits are chosen to restrict the access to and radiation from transponders. Details on the test methods for the
transponders are also specified.

Clause 12 gpecifies the maximum measurement uncertainty values.

Clause 10 specifies the parameters and protocol proceduresfor testing Layer 2 (Data Link Layer).
Clause 11 specifies the parameters and protocol procedures for testing Layer 7 (Application Layer).
Annex A provides specifications concerning test sites for radiated measurements.

Annex B provides descriptions of measurement methods for radiated measurements.

Annex C provides descriptions of alternative measurement methods for receivers.

Annex D provides the choices for parameters and protocol proceduresto be tested for a system to be compliant to the
European Electronic Tolling Service (EETS).
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1 Scope

The present document specifies radio parameters, data link services and protocol data units, and application services
and protocol data units which are necessary for the efficient use of the radio spectrum and for the purpose of DSRC
based applications. This includes methods of measurements for verifying the limits stated in the present document.

The present document applies to 5,8 GHz Short Range Devices (SRDs) for use in Road Transport Traffic and
Telematics (RTTT):

e withaRadio Freguency (RF) output connection and specified antenna or with an integral antenng;
. for data transmission only;
. operating on radio frequenciesin the 5 725 MHz to 5 875 MHz Industrial, Scientific and Medical (ISM) band.

The applicability of the present document covers both the Road Side Units (RSUs) and the On Board Units (OBUS)
with transceivers and transponders.

The present document does not necessarily include all the characteristics which may be required by a user, nor does it
necessarily represent the optimum performance achievable.

The present document complies with CEPT/ECC/DEC(02)01 [1] and CEPT/ERC Recommendation 70-03 [2]. It isa
specific standard covering various RTTT applications. The RTTT datarate specified in the present document is:

o RTTT systems using down and up link data rate of up to 1 Mbit/s.

For non-harmonized parameters, national regulatory conditions may apply regarding the type of modulation,
channel/frequency separation, maximum transmitter output power/effective radiated power, equipment marking as a
condition of theissue of an individua or general license, or, as a condition of use under license exemption.

Additional standards or specifications may be required for equipment such as that intended for connection to the Public
Switched Telephone Network (PSTN) or other systems.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

[1] CEPT/ECC/DEC(02)01: "ECC Decision of 15 March 2002 on the frequency bands to be
designated for the coordinated introduction of Road Transport and Traffic Telematic Systems”.

[2] CEPT/ERC Recommendation 70-03: "Relating to the use of Short Range Devices (SRD)".

[3] CISPR 16-1: " Specification for radio disturbance and immunity measuring apparatus and methods

- Part 1. Radio disturbance and immunity measuring apparatus’.

[4] ETSI TR 100 028 (all parts): "Electromagnetic compatibility and Radio spectrum Matters (ERM);
Uncertainties in the measurement of mobile radio equipment characteristics’.
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[5] Recommendation ITU-T O.153: "Basic parameters for the measurement of error performance at
bit rates below the primary rate".

[6] |EC 60721-3-4: "Classification of environmental conditions - Part 3: Classification of groups of
environmental parameters and their severities - Section 4: Stationary use at non-weather protected
locations'.

[7] IEC 60721-3-5: "Classification of environmental conditions - Part 3: Classification of groups of
environmental parameters and their severities - Section 5: Ground vehicle installations'.

[8] Recommendation ITU-T X.200/ISO/IEC 7498-1 (1994): "Information Technology - Open
Systems Interconnection - Basic Reference Model: The Basic Model”.

[9] Recommendation ITU-T X.207/ISO/IEC 9545 (1994): "Information Technology - Open Systems
Interconnection - Application layer structure”.

[10] I SO/IEC 13239 (2002): "Information technology - Telecommunications and information exchange
between systems - High-level data link control (HDLC) procedures’.

[11] ANSI C63.5 (2004): "American National Standard for Electromagnetic Compatibility-Radiated
Emission Measurements in Electromagnetic Interference (EMI) Control-Calibration of Antennas
(9 kHz to 40 GHz)".

[12] ANSI/INCITS 92-1981(R1998): " Data Encryption Algorithm", (formerly

ANSI X3.92-1981(R1998)).

NOTE: Available at http://www.techstreet.com/cgi-
bin/detail?2doc_no=INCITS%7C92 1981 R1998 & product id=47334.

[13] ISO/IEC 9797-1: "Information technology - Security techniques - Message Authentication Codes
(MACs) - Part 1. Mechanisms using a block cipher”.

[14] CEN EN 15509: "Road transport and traffic telematics - Electronic fee collection - Interoperability
application profile for DSRC".

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 102 273 (all parts): "Electromagnetic compatibility and Radio spectrum Matters (ERM);
Improvement on Radiated Methods of Measurement (using test site) and evaluation of the
corresponding measurement uncertainties'.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Definitions are grouped by layer.

3.1.1 Layer 1 definitions
assigned frequency band: frequency band within which the device is authorized to operate

boresight: direction of maximum antenna gain
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channel: means of transmission of signalsin one direction between two points, i.e. either downlink or uplink

NOTE: A DSRC channel isreferred to by the downlink centre frequency, by the direction of communication and,
in case of uplink communication, by the sub-carrier frequency used.

D10awake-up Trigger for OBU: signal which:

a) indicatesto the OBU that it is within a communication zone, i.e. that it may now communicate with an RSU;
and

b)  can beused to switch the OBU main circuitry from sleep mode to the active mode.

D10b maximum start time: maximum time between the beginning of reception of the beginning of the wake-up
pattern as defined by D10a of the wake-up trigger and the time when the OBU has switched to the active mode

D10c wake-up sensitivity: level of incident power referred to alosslessisotropic antennain front of the OBU
NOTE: Thisisthelevel above which an OBU will be able to detect and process the wake-up trigger.

D10d start of preamble: time between beginning of eighth impulse in wake-up sequence and start of first bit of
preamble

D11a dynamic range of OBU receiver sensitivity level: lower level of incident power referred to alossless isotropic
antennain front of the OBU above which communication is guaranteed with a BER < 10-6

NOTE: Communication may take place below thislimit, but is not guaranteed. Together with D11b it also
specifies the minimum dynamic range of the OBU receiver. Power values are measured without any
additional losses due misalignment.

D11b dynamic range of OBU receiver - upper communication power limit: upper level of incident power referred
to alosslessisotropic antennain front of the OBU

NOTE: Thisisthelevel below which communication is guaranteed with a BER < 10-6. Communication may take
place above this limit, but is not guaranteed. Together with D11ait also specifies the minimum dynamic
range of the OBU receiver. Power values are measured without any additional losses due to
misalignment.

D13 preamble: signa directly preceding alayer 2 frame

NOTE: Seefigure 1. Itisused for synchronization purposes.

Preamble PSDU (layer 2 frame)

Figure 1. Physical layer frame structure (PSDU)

Dlacarrier frequency: downlink carrier frequency, which is equal to the frequency of the carrier frequency
transmitted by the RSU during receive mode and used by transponder OBUs for uplink communication

NOTE: The carrier frequency isthe centre frequency of a downlink channel.

D2 RSU transmitter spectrum mask: maximum allowed power emitted by the RSU transmitter as a function of
frequency, either expressed in power density versus frequency, or in total power within defined frequency band

D3 OBU minimum receive frequency range: minimum range of frequencies that has to be received by the OBU
receiver in order to achieve the required performance

D4a maximum E.l.R.P.: maximum power transmitted by the RSU referred to an isotropic antenna
NOTE: Thevalueisnormally expressedin dBm. O dBmisequivaent to 1 mw.

D4b angular E.I.R.P. mask: E.I.R.P. as afunction of the angle ©®, where © indicates the angle relative to a vector
perpendicular to the road surface, pointing downwards
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D5a polarization: locus of the tip of the vector of the electrical field strength in a plane perpendicular to the
transmission vector
NOTE: Examplesare horizontal and vertical linear polarization and left and right hand circular polarization.

D5b cross polarization: antenna designed to transmit vertical linear waves may transmit some horizontal linear waves
in addition

NOTE: Cross-Polar Discrimination (XPD) is defined as the ratio between vertical and horizontal linear power
PVH/PHL, when the total power transmitted is PVH + PHL.

D6a modulation: keying of the carrier wave by coded data. Examples are ASK, PSK and FSK

D6b modulation index: ratio of the variation of the modulation parameter, e.g. frequency, amplitude, phase, caused by
the modulation signal, i.e. the data signal

V .
NOTE: For ASK the modulation index is m= max—vm'” where V is the envelope amplitude of the modul ated
+

max min

signal.
D7 data coding: base band signal presentation, i.e. a mapping of logical bitsto physical signals
NOTE: Examplesfor bi-phase schemes are Manchester, FMO, FM1, and differential Manchester.

EXAMPLE: Manchester coded signal has transition in the middle of the bit. A "zero" bit starts with alow level.
A "one" bit starts with ahigh level.

D8a bit rate: number of bits per second, independent of the data coding

D8b tolerance of bit rate; maximum deviation of the bit clock from its nominal value resulting from any cause,
expressed in ppm

EXAMPLE: 100 ppm of 921 kbit/s allows for the bit clock to be in the range of 921 kHz + 92,1 Hz.

D9 BER within dynamic range of OBU receiver: maximum allowed BER valid within the dynamic range of the
receiver as defined by D1laand D11b

downlink: direction of communication from RSU to OBU
integral antenna: antenna, with or without a connector, designed as an indispensable part of the equipment
integrated antenna: antenna, without connector, integrated as part of the equipment

On Board Unit (OBU): physical assembly that is located and operated in or on the vehicle to transmit and/or receive
DSRC signals

NOTE: It may beinaform that is removable from the vehicle, or mountable in or on any part of the vehicle
structure, or bonded to a part of the vehicle, or an integral part of a vehicle component, such asa
windscreen, bumper or licence plate. In the present document, parameters that refer to an OBU relate to
the form that the OBU takes asit is supplied to the vehicle manufacturer or constructor.

operating frequency range: range of operating frequencies over which the equipment can be adjusted through
switching or reprogramming

operating frequency: nominal frequency at which egquipment is operated; also referred to as the operating centre
frequency. Equipment may be able to operate at more than one operating frequency

portable station: equipment intended to be carried, attached or implanted
radiated measur ements. measurements which involve the absolute measurement of aradiated field

Road Side Unit (RSU): DSRC communication egquipment intended for use in a fixed location (Fixed Station), usually
residing by the side of the road or overhead the road

successful message ratio: proportion of transmitted messages that are received correctly under test conditions
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transceiver OBU: On Board Unit (OBU) with local receiver and transmitter 5,8 GHz frequency generation
transponder: On Board Unit (OBU) without own 5,8 GHz frequency generation

Ulladynamic range of RSU receiver - sensitivity level: lower level of incident power measured at the antenna
connector of the RSU above which communication is guaranteed with aBER < 10-6

NOTE: Communication may take place below this limit, but is not guaranteed. Together with U11b it also
specifies the minimum dynamic range of the RSU receiver.

U11b dynamic range of RSU receiver - upper communication power limit: upper level of incident power measured
at the antenna connector of the RSU below which communication is guaranteed with a BER < 10-6

NOTE: Communication may take place above this limit, but is not guaranteed. Together with U11b it also
specifies the minimum dynamic range of the RSU receiver.

U12a conversion gain (lower limit): difference between OBU E.|.R.P. within one side band and the carrier incident
power on OBU measured within a cone of 35° around boresight

NOTE: Conversion gain is measured at the minimum incident power within the communication zone given by
Dlla

U12b conversion gain (upper limit): difference between OBU E.I.R.P. within one side band and the carrier incident
power on OBU measured within a cone of 35° around boresight

NOTE: Conversion gainismeasured at the minimum incident power within the communication zone given by
Dlla

U13 preamble: See D13.
Ulasub-carrier frequency: frequency separation from the centre of the uplink band to the centre of the downlink band

U1lb tolerance of sub-carrier frequency: maximum allowed deviation of the sub-carrier frequency from its nominal
value resulting from any cause

NOTE: Normally it isexpressed in percentage or in parts per million (ppm) of the sub-carrier frequency.

EXAMPLE: 1 % of 9,21 MHz sub-carrier allows for the sub-carrier frequency to be in the range of 9,21 MHz
+ 92,1 kHz.

Ulc use of sidebands: specification of the use of the uplink side bands
NOTE 1: Datacan be modulated on the upper side band only, or the lower side band only, or on both side bands.
NOTE 2: Inprinciple, different data can be modulated on the two side bands.

U2 OBU transmitter spectrum mask: maximum allowed power at a given frequency emitted by the OBU transmitter,
either expressed in power density versus frequency, or in total power within defined frequency band

U4 maximum single side band E.I.R.P.: maximum E.I.R.P. transmitted by the OBU within a single side band,
measured at the maximum incident power defined by D11b

NOTE: For anon-isotropic OBU antennathe single side band E.I.R.P. will vary with the direction of the incident
power and the direction in which the emitted power is measured.

U4a maximum single side band E.|I.R.P. (boresight): E.I.R.P. measured when the incident power isin boresight and
the emitted power is measured in boresight

U4b maximum single side band E.I.R.P. (35°): E.I.R.P. measured when the incident power isin boresight and the
emitted power is measured at any angle not less than 35° away from boresight

Uba polarization: See D5a.
USb cross polarization: See D5b.
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U6a sub-carrier modulation: keying of the sub-carrier wave by coded data
NOTE: Someexamplesare ASK, PSK and FSK.

U6b frequency deviation for FSK: U6b defines the difference between the central subcarrier value as defined by Ula
and its instantaneous modul ation frequency corresponding to a binary symbol

NOTE: The subcarrier isfrequency modulated.

U6c tolerance of frequency deviation for FSK: maximum deviation of the frequency deviation from its nominal value
resulting from any cause

NOTE: Normally it isexpressed in percentage or in parts per million (ppm) of the sub-carrier frequency.

EXAMPLE: 2 % of 700 kHz sub-carrier allows for the frequency deviation to be in the range of
700 kHz + 14 kHz.

U6d modulation on carrier: modulation of the carrier wave by the modulated sub-carrier
NOTE: Examplesare AM, PM and FM.

U7 data coding: See D7.

U8a bit rate: See D8a

U8b tolerance of bit rate: See D8b.

U9 BER within dynamic range of RSU Receiver: maximum allowed BER valid within the dynamic range of the
receiver as defined by Ullaand Ullb

uplink: direction of communication from OBU to RSU

3.1.2 Layer 2 definitions
fixed equipment: communication equipment installed at afixed location, i.e. at the roadside

mobile equipment: communication equipment installed at a mobile location, i.e. in avehicle

3.1.3 Layer 7 definitions
AP title: unique identifier of a specific application process invocation
ACSE serviceuser: part of an ASO that makes use of ACSE services
NOTE: It may be the control function (CF), an ASO, or an ASE or some combination of the three.
Called AP title: APtitlein an OBU
Calling AP title: APtitleinaRSU
OBU EFC ASO: that part of the EFC-ASO that supports the EFC On Board Unit Application Process
Responding AP title: AP titleinan OBU
RSU EFC ASO: that part of the EFC-ASO that supports the EFC Road Side Equipment Application Process

3.1.4 Security definitions
e[key] (value): encryption of the value using the key

ede[key] (value): chained encryption, decryption and encryption of the value using the key
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3.2 Definitions from other standards

3.2.1 Layer 2 related definitions

Layer 2 clauses make use of the following terms defined in [8]:
J Protocol
J Protocol Data Unit
J Service
e  Service Access Point
. Service primitive

Layer 2 clauses make use of the following terms defined in [9]:
e  Association

Layer 2 clauses make use of the following terms defined in [10]:

° Frame

3.2.2 Layer 7 related definitions
Layer 7 clauses make use of the following terms defined in [8]:
J Protocol
J Protocol Data Unit
J Service
J Service Access Point
. Service primitive
. System
Layer 7 clauses make use of the following terms defined in [9]:
. Application context
. Application Entity
e  Application Service Object (ASO)

° Association

3.3 Symbols

For the purposes of the present document, the following symbols apply:

dBi Gain relative to an isotropic antenna

E Field strength

E, Reference field strength

fg Transmitter carrier frequency

frx Declared transponder subcarrier frequency
2 Wavelength

ppm parts per million (10-6)

R Distance
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R, Reference distance

Rx Receiver

Tx Transmitter

(€] Anglerelative to a vector perpendicular to the road surface, pointing downwards

3.4 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACSE Application Common Service Element
AM Amplitude Modulation

AP Application Process

APDU Application layer Protocol Data Unit
ASE Application Service Entity

ASK Amplitude Shift Key

ASO Application Service Object

BER Bit Error Ratio

BPSK Binary Phase Shift Keying

CF Control Function

DSRC Dedicated Short Range Communication

DSRC-HDR High Data Rate version of DSRC
DSRC-LDR Low Data Rate version of DSRC
E.l.R.P., ei.r.p. Equivalent Isotropically Radiated Power

EETS European Electronic Tolling Service
EFC Electronic Fee Collection

EFC-ASO Electronic Fee Collect Application Service Object
EN European Norm

EUT Equipment Under Test

FCS Frame Check Sequence

FM Frequency Modulation

FSK Frequency Shift Keying

HDR High Data Rate

ID | dentifier

IF Intermediate Frequency

ISM Industrial, Scientific and Medical

NOTE: The present document covers only the following designated |SM band: 5 725 MHz to 5 875 MHz.

ITS Intelligent Transport Systems

L2 Layer 2

LaD Link association IDentifier

LDR Low Data Rate

LLC Logical Link Control

LP Low Pass

LPDU Link layer Protocol Data Unit
LSB Least Significant Bit

OATS Open Area Test Site

OBU On Board Unit

OEM Original Equipment Manufacturer
OOK On/Off Key modulation

PDU Protocol Data Unit

PER Packed Encoding Rules

PM Phase Modulation

PSDU Physical layer Service Data Unit
PSK Phase Shift Keying

PSTN Public Switched Telephone Network
RF Radio Frequency

RSE Road Side Equipment

RSU Road Side Unit

RTTT Road Transport and Traffic Telematics
SRD Short Range Device
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VSWR Voltage Standing Wave Ratio
XPD Cross-Polar Discrimination
4 General

4.1 Presentation of equipment for testing purposes

Each equipment submitted for type testing shall fulfil the requirements of the present document on all frequencies over
which it isintended to operate.

The applicant shall complete the appropriate application form when submitting equipment for type testing.
Additionally, technical documentation and operating manuals shall be supplied.

The performance of the equipment submitted for testing shall be representative of the performance of the corresponding
production model. In order to avoid any ambiguity in that assessment, the present document contains instructions for the
presentation of equipment for type testing purposes (this clause), conditions of testing (see clauses 5 and 6) and
measurement methods (see clauses 7, 8, 9.1, 10 and 11).

Stand alone equipment shall be offered by the applicant complete with any ancillary equipment needed for testing. The
applicant shall declare the frequency range(s), the range of operation conditions and power requirements, as applicable,
in order to establish the appropriate test conditions.

Test fixtures may be supplied by the applicant (see clause 6.7).

Original Equipment Manufacturers (OEM) plug-in cards or units may be offered for testing together with a suitable test
fixture. Alternatively, complete RTTT equipment may be supplied by the manufacturer to facilitate the tests.

To simplify and harmonize the testing procedures between the different test laboratories, measurements shall be
performed, according to the present document, on samples of equipment defined in clauses 4.1.1 and 4.1.2.

These clauses are intended to give confidence that the requirements set out in the present document have been met
without the necessity of performing measurements on all optional frequencies.

4.1.1 Choice of model for testing
The applicant shall provide one or more production models of the equipment, as appropriate, for testing.

Equipment designed for use with an integral antenna may be supplied with atemporary external/internal or permanent
internal 50 Q connector for the purpose of testing, providing the characteristics being measured are not expected to be
affected. The measurements, wherever possible, should be made by use of adirect connection to the equipment under
test (antenna connector or temporary 50 Q connector) as stated in the present document, in order to ensure that the
measurement uncertainties are minimized. If applicable, the means to access and/or implement the internal connector
should be provided by the applicant with the aid of a diagram (see clause 4.1.4). If atemporary 50 Q RF connector is
used, this shall be stated on the test report form.

4.1.2 Choice of operating frequencies
Where equipment can be adjusted to operate at different operating frequencies other than channels 1 and 2 (see table 1),

aminimum of two operating frequencies shall be chosen such that the lower and higher limits of the applicant's declared
operating ranges of the equipment are covered.

4.1.3 Testing of equipment with or without a permanent external RF port

To facilitate relative measurements, use may be made of atest fixture as described in clause 6.7, or the equipment may
be supplied with a permanent internal/external or temporary internal/external RF port.
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4.1.4 Equipment with a permanent internal RF port

The way to access a permanent internal RF port shall be stated by the applicant with the aid of a diagram. The fact that
use has been made of a permanent internal RF port shall be recorded in the test report.

4.1.5 Equipment with a temporary RF port

The applicant shall submit two sets of equipment to the test laboratory, one fitted with atemporary 50 Q RF connector
with the antenna disconnected and the other with the antenna connected. Each equipment shall be used for the
appropriate tests.

The way the temporary RF port isimplemented shall be stated by the applicant with the aid of a diagram. The fact that
use has been made of the temporary RF port to facilitate measurements shall be stated in the test report. The addition of
atemporary RF port should not influence the performance of the Equipment Under Test (EUT).

4.1.6 Antennas

If the equipment to be tested can be equipped with one or more antennas, the manufacturer shall declare and provide
these together with the equipment. These antennas shall be used during the radiated measurements described in the
present document. The manufacturer shall declare the gain of the antenna or antenna assembly(ies). The characteristics
of the antenna assembly(ies) shall be included in the user documentation supplied with the equipment.

4.2 Mechanical and electrical design

421 General

The eguipment submitted by the applicant or his representative, shall be designed, constructed and manufactured in
accordance with good engineering practice, with the aim of minimizing harmful interference to other equipment and
Services.

Transmitters and receivers may be individual or combination units.

4.2.2 Controls

Those controls which if maladjusted might increase the interference possibilities to and from the equipment shall only
be accessible by partial or complete disassembly of the device and requiring the use of tools.

4.2.3 Marking

The equipment shall be marked in avisible place. This marking shall be legible and durable. Where thisis not possible
due to physical constraints, the marking shall be included in the users manual.

4231 Equipment identification
The marking shall include as a minimum:
. the name of the applicant or his trade mark;

e thetypedesignation.

4.2.4 Receiver data squelch

If the receiver is equipped with a data squelch or battery saving circuit, it shall be possible to override this circuit for the
duration of some tests.
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4.3 Declarations by the applicant

When submitting equipment for testing, the applicant shall supply the necessary information according to the
appropriate application form for the present document.

4.4 Auxiliary test equipment

All necessary test signal sources and setting up information shall accompany the equipment when it is submitted for
type testing.

4.5 Interpretation of the measurement results

Theinterpretation of the results recorded on the appropriate test report form for the measurements described in the
present document shall be as follows:

e  the measured value related to the corresponding limit shall be used to decide whether an equipment meets the
requirements of the present document;

. the measurement uncertainty value for the measurement of each parameter shall be included in the test report;

e therecorded value of the measurement uncertainty shall be, for each measurement, equal to or lower than the
figures of measurement uncertainty given in clause 12.

5 Test conditions, power sources and ambient
temperatures
5.1 Normal and extreme test conditions

The test conditions and procedures shall be as specified in clauses 5.2 to 5.4.

5.2 External test power source

During the tests the power source of the equipment shall be replaced by an external test power source, capable of
producing normal and extreme test voltages as specified in clauses 5.3.2 and 5.4.2. The internal impedance of the
external test power source shall be low enough for its effect on the test results to be negligible. For the purpose of the
tests, the voltage of the external test power source shall be measured at the input terminals of the equipment.

For battery operated equipment the battery shall be removed and the external test power source shall be suitably
de-coupled and applied as close to the equipment battery terminals as practicable. For radiated measurements any
external power |eads should be so arranged so as not to affect the measurements. If necessary, the external test power
source may be replaced with the supplied or recommended internal batteries at the required voltage, or a battery
simulator. This shall be stated on the test report. For radiated measurements on portable equipment with an integral
antenna, fully charged internal batteries should be used. The batteries used should be as supplied or recommended by
the applicant.

If the equipment is powered from an external source, the test voltage shall be measured at the point of connection of the
power cable to the equipment.

During tests the external test power source voltages shall be within atolerance of +1 % relative to the voltage at the
beginning of each test. The value of this tolerance can be critical for certain measurements. Using a smaller tolerance
provides a better uncertainty value for these measurements. If internal batteries are used, at the end of each test the
voltage shall be within atolerance of £5 % relative to the voltage at the beginning of each test.
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5.3 Normal test conditions

5.3.1 Normal temperature and humidity

The normal temperature and humidity conditions for tests shall be any convenient combination of temperature and
humidity within the following ranges:

. temperature; +15°C to +35 °C;
. relative humidity: 20 %to 75 %.
When it isimpracticable to carry out tests under these conditions, a note to this effect, stating the ambient temperature

and relative humidity during the tests, shall be added to the test report.

5.3.2 Normal test power source

5.3.2.1 Mains voltage

For the purposes of the present document, the nominal voltage shall be the declared voltage, or any of the declared
voltages, for which the equipment was designed.

The frequency of the test power source corresponding to the ac mains shall be between 49 Hz and 51 Hz.

5.3.2.2 Regulated lead-acid battery power sources

When the radio equipment is intended for operation from the usual types of lead-acid battery regulated power source,
the normal test voltage shall be multiplied by 1,1 of the nominal voltage of the battery (6 V x 1,1, 12V x 1,1, etc.).
5.3.2.3 Other power sources

For operation from other power sources or types of battery (primary or secondary), the normal test voltage shall be that
declared by the applicant and shall be stated in the test report.

5.4 Extreme test conditions

5.4.1  Extreme temperatures

5411 Procedure for tests at extreme temperatures
Before measurements are made the equipment shall have reached thermal balance in the test chamber.
The equipment shall be switched off during the temperature stabilizing period.

In the case of equipment containing temperature stabilization circuits designed to operate continuously, the temperature
stabilization circuits shall be switched on for 15 minutes after thermal balance has been obtained, and the equipment
shall then meet the specified requirements.

If the thermal balance is not checked by measurements, atemperature stabilizing period of at least one hour, or such
period as may be decided by the accredited test Iaboratory, shall be allowed. The sequence of measurements shall be
chosen and the humidity content in the test chamber shall be controlled so that condensation does not occur.

541.1.1 Procedure for equipment designed for continuous transmit operation
If the applicant states that the equipment is designed for continuous operation, the test procedure shall be as follows:

. before tests at the upper extreme temperature the equipment shall be placed in the test chamber and left until
thermal balance is attained. The eguipment shall then be switched on in the normal operating condition for a
period of half an hour after which the equipment shall meet the specified requirements;
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. for tests at the lower extreme temperature the equipment shall be left in the test chamber until thermal balance
is attained, then switched on in the normal operating condition for a period of one minute after which the
equipment shall meet the specified requirements.

54.1.1.2 Procedure for equipment designed for intermittent transmit operation

If the applicant states that the equipment is designed for intermittent transmit operation, the test procedure shall be as
follows:

. before tests at the upper extreme temperature the equipment shall be placed in the test chamber and left until
thermal balance is attained. The equipment shall then either:

- if the applicants declared "on" period exceeds one minute then equipment shall transmit in the on
condition for a period not exceeding one minute, followed by a period in the off or standby mode for four
minutes,

- otherwise, equipment shall transmit on and off according to the applicants declared maximum duty cycle
for a period of five minutes.

. after which the equipment shall meet the specified requirements in any of the operational modes immediately;

. for tests at the lower extreme temperature the equipment shall be left in the test chamber until thermal balance
is attained, then switched to the standby or receive condition for one minute after which the equipment shall
meet the specified requirements in any of the operational modes.

54.1.2 Extreme temperature ranges

For tests at extreme temperature, measurements shall be made in accordance with the procedures specified in
clause 5.4.1.1, at the upper and lower temperatures of one of the following ranges in accordance with the manufacturer's
declared temperature category (IEC 60721-3-4 [6] and |EC 60721-3-5 [7]) or as aminimum as category | in table 2.

Table 2: Extreme temperature ranges

Temperature category

RSU
(Road Side Unit)

OBU
(On Board Unit)

Category | (General):

-20 °Cto +55 °C

-20 °Cto +55 °C

Category II: IEC 60721-3-4 [6]/4K2 IEC 60721-3-5 [7]/5K2
Category Il IEC 60721-3-4 [6]/4K3 IEC 60721-3-5 [7]/5K3
Category IV: IEC 60721-3-4 [6]/4K4 IEC 60721-3-5 [7]/5K4

The test report shall state which temperature category has been used.

5.4.2  Extreme test source voltages

5421 Mains voltage

The extreme test voltages for equipment to be connected to an ac mains source shall be the nominal mains voltage
+10 %/ -15 %. The mains source frequency shall be between 49 Hz and 51 Hz.

5.4.2.2 Lead-acid battery, regulated power sources

When the radio equipment is intended for operation from the usual type of regulated lead-acid battery power sources the
extreme test voltages shall be 1,3 and 0,9 multiplied by the nominal voltage of the battery (6 V, 12V, etc.).

For float charge applications using "gel-cell” type batteries the extreme test voltages shall be 1,15 and 0,85 multiplied
by the nominal voltage of the declared battery voltage.
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5423 Power sources using other types of batteries
The lower extreme test voltages for equipment with power sources using batteries shall be as follows:
o for equipment with a battery indicator, the end point voltage as indicated,;
. for equipment without a battery indicator the following end point voltage shall be used:
- for the Leclanché or the lithium type of battery:
L] 0,85 multiplied by the nominal voltage of the battery.
- for the nickel-cadmium type of battery:
" 0,9 multiplied by the nominal voltage of the battery.

- for other types of battery the lower extreme test voltage for the discharged condition shall be declared by
the equipment applicant.

No upper extreme test voltages apply.

5.4.2.4 Other power sources

For equipment using other power sources, or capable of being operated from a variety of power sources, the extreme
test voltages shall be those agreed between the equipment applicant and the accredited test 1aboratory and shall be
recorded in the test report.

6 General conditions

6.1 Test signals and test modulation
Where appropriate, atest signal shall be used with the following characteristics:
e  representative of normal operation as declared;
. causes greatest occupied bandwidth as declared.

The test modulation isasigna which modulates a carrier and is dependent upon the type of equipment under test and
also the measurement to be performed.

For equipment using intermittent transmissions the test signal shall be such that:
. the generated RF signal is the same for each transmission;
e  transmissions occur regularly in time;
. sequences of transmissions can be accurately repeated.
Details of test signals and test modulation shall be included in the test report.
Normal operating modulation shall be used where there is no provision for external test modulation.
During normal operation the RSU transmitter uses both modulated and unmodulated carrier. Consequently, both a
modulated and unmodulated carrier are used during the transmitter tests.
6.1.1 Normal test signals (wanted and unwanted signals)

The wanted signals for methods of measurement with bit streams and messages are defined in clauses 6.1.1.1 and
6.1.1.2 respectively.

At the manufacturer's choice, the test signals can either be applied externally or implemented into the equipment as a
test mode. The method used shall be stated in the test report.
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The data rate shall be the declared datarate.

6.1.1.1 Signals for bit stream measurements

When the equipment is intended to be tested with continuous bit streams the normal test signal shall be asfollows:
. signa D-MO, consisting of an infinite series of 0-bits;
. signal D-M1, consisting of an infinite series of 1-bits;

. signal D-M2, consisting of a pseudo-random bit sequence of at least 511 bits according to
Recommendation ITU-T O.153 [5];

. signal D-M2', thisis the same type as D-M2, but the pseudo random bit sequence is independent of D-M2
perhaps identical with D-M2 but started at a different point of time with an incoherent clock.

Applying an infinite series of 0 bits or 1 bits does not normally produce the typical bandwidth. Signal D-M2 is designed
to produce a good approximation of the typical bandwidth.
6.1.1.2 Signal for messages

The equipment may be tested by using messages when it is not possible to test with bit streams according to
clause 6.1.1.1. In this case, the normal test signal shall be sequences of correctly coded bits or messages. Such messages
can also be used for activation of OBUs (transponders) or performance test of an installed system.

The normal test signals and modulations shall be obtained as follows:
. D-M3 corresponds to single messages triggered either manually or by an automatic testing system;
. D-M4 consists of correctly coded messages transmitted sequentially, one by one, without gaps between them;

. D-M4' consists of incorrectly coded messages transmitted sequentially, one by one, without gaps between
them.

D-M3is used for receiver methods of measurement with messages where there is a need to transmit a single message a
number of times (e.g. 20 times, see "normal test signal” of clauses 8.3.3.2, 8.3.4.2, 8.3.5.2 and 8.3.6.2). The
corresponding normal test modulation shall be agreed between the manufacturer and the accredited test |aboratory.

Thetest signal D-M4 is used for transmitter methods of measurement such as out of band power (clause 7.4.2), radiated
spurious emissions (clauses 7.7.4 and 7.7.5) and interference test modulation during receiver degradation measurements
(clause 8.3). The test signals D-M4 and D-M4' shall be agreed between the manufacturer and the accredited test
laboratory.

For further details concerning receiver degradation measurements using messages, see annex C.
The test signal D-M4' is used for test of OBU access protection.

Thetest signal D-M4 shall be that, as agreed between the manufacturer and the test laboratory, which produces the
greatest radio frequency occupied bandwidth.

The encoder, which is associated with the transmitter, shall be capable of supplying the normal test modulation for
D-M3 and the test signal D-M4. Details of D-M 3 and D-M4 shall be included in the test report.

6.2 Modes of operation of the transmitter

For the purposes of the measurements according to the present document, there shall be afacility to operate the
transmitter unmodulated. The method of obtaining an unmodulated carrier or specia types of modulation patterns may
also be decided by agreement between the applicant and the testing laboratory. The method shall be described in the test
report. It may involve suitable temporary internal modifications of the equipment under test. Alternatively, atest signal
can be implemented as described in clause 6.1.1.
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6.3 Encoder for receiver measurements

Whenever needed and in order to facilitate measurements on the receiver, an encoder for the data system shall
accompany the model submitted, together with details of the normal modulation process. The encoder is used to
modulate a signal generator for use as atest signal source.

In the case of equipment unable to operate with continuous bit streams, the encoder shall be capable of operationin a
repetitive mode.

Complete details of all codes and code format(s) used shall be given.

6.4 Facilities for access

6.4.1 Analogue access

In order to simplify the measurementsin clause 8.3.5.2 (receiver spurious response rejection), temporary accessto a
point where the amplitude of the analogue signal of the RF path can be measured should be provided, e.g. Intermediate
Frequency (1F) output or demodulated subcarrier point may be provided for the equipment to be tested. This access can
be used to determine or verify the frequency where a spurious response is expected.

6.4.2  Access points for data stream measurement

It isrecognized that it is not always possible to measure an air interface data stream. The manufacturer shall define the
points at which the equipment shall be tested in order to make the measurements on data streams or messages according
toclauses6.1.1.1and 6.1.1.2.

Figure 2 is shown for clarification only.
The tests shall be performed by use of observation points (A,aor B,b or C,c or D,d).
The observation points shall be recorded in the test report.

NOTE: The closer the access point islocated to the air interface (see figure 2) the fewer number of product
variants need to be type tested because the measurement is less application dependent.

{ ModulationH A" 4 pemodulation
Interface
Symbol Rate Symbol Rate
D d
Data Data
Coding Decoding
Bit Rate Bit Rate
C c
LLC & LLC &
MAC MAC
5 | Frame Frame b
Application Application
S —
A

Figure 2: Measuring points for data stream measurements
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6.4.3 Coupling arrangements

Arrangements shall be made by the manufacturer to couple the unit to be tested to the test equipment by a method
which does not affect the radiated electromagnetic field (e.g. acoustic, ultra sonic or optic) according to clauses 6.4.3.1
and 6.4.3.2.

6.4.3.1 Arrangements for measurements with continuous bit streams

For the measurements of the receiver on atest site, arrangements to couple the unit to be tested to the bit error ratio
measuring device shall be available (see clause 6.1.1.1).

The manufacturer may provide an additional facility to give access to the analogue information (see clause 6.4.1).

6.4.3.2 Arrangement for measurements with messages

For the measurements of the receiver on atest site, arrangements to couple the unit to be tested to the bit error ratio
observation device (or to an operator) shall be available.

The manufacturer may provide an additional facility to give access to the analogue information (see clause 6.4.1).

6.4.4 Message received indicator

Any suitable means of indicating that the receiver has successfully received a correctly coded message may be
provided.

6.5 Test sites and general arrangements for radiated
measurements

For guidance on radiation test sites, see annex A. Detailed descriptions of the radiated measurement arrangements are
included in this annex.

6.6 Artificial antenna

Where applicable, tests shall be carried out using an artificial antenna which shall be a substantially non-reactive non-
radiating load of 50 Q, connected to the antenna connector. The Voltage Standing Wave Ratio (VSWR) at the 50 Q
connector shall not be greater than 1,2:1 over the frequency range of the measurement.

6.7 Test fixture

The test fixture is aradio frequency coupling device associated with an integral antenna egquipment for coupling the
integral antennato a 50 Q radio frequency terminal at the working frequencies of the equipment under test. This alows
certain measurements to be performed using conducted measurement methods. Only relative measurements may be
performed and only those at or near frequencies for which the test fixture has been calibrated.

In addition, the test fixture shall provide:
. a connection to an external power supply;
. adatainterface either by direct connection or by an acoustic or photo coupler.
The test fixture shall be calibrated, documented and supplied by the manufacturer.
The performance characteristics of the test fixture shall conform to the following basic parameters:
. the coupling loss shall not be greater than 30 dB;
. acoupling loss variation over the frequency range used in the measurement which does not exceed 2 dB;

. circuitry associated with the RF coupling shall contain no active or non linear devices,
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e the VSWR at the 50 Q socket shall not be greater than 1,5:1 over the frequency range of the measurements;

. the coupling loss shall be independent of the position of the test fixture and be unaffected by the proximity of
surrounding objects or people. The coupling loss shall be reproducible when the equipment under test is
removed and replaced;

. the coupling loss shall remain substantially constant when the environmental conditions are varied.

The characteristics and calibration shall be included in the test report.

6.7.1 Calibration

The calibration of the test fixture establishes a relationship between the output of the signal generator and the field
strength applied to the equipment inside the test fixture.

The calibration isvalid only at a given frequency and for a given polarization of the reference field.

- |

Receiver photo _
Signal . under - detector R Bit error
generator 7 test >— or ? measuring
acoustic test set
Test fixture coupler

Figure 3: Measuring arrangement for calibration

a) using the method described in clause 8.1, the sensitivity expressed as field strength shall be measured, and the
value of thisfield strength expressed in dBm (received isotropically) and the polarization used shall be noted;

b) thereceiver shall be placed in the test fixture which is connected to the signal generator. The signal generator
shall be set to the level producing normal sensitivity;

c) thecdlibration of the test fixture is the tested linear relationship between the field strength expressed in dBm
(received isotropically) and the signal generator level in dBm.

6.7.2 Mode of use

The test fixture may be used to facilitate some of the measurementsin clauses 7, 8 and 9.1 on equipment with an
integral antenna.

It is used in the measurements of radiated carrier power and measured useable sensitivity expressed as afield strength in
clauses 7, 8 and 9.1 to enable a measurement to be made under extreme test conditions.

For the transmitter measurements calibration is not required.
For the receiver measurements calibration shall be performed.

To apply the specified wanted signal levels expressed in field strength, they shall be converted into the signal generator
level (dBm) using the calibration of the test fixture. This value shall be applied to the signal generator.

6.8 Specific RSU test conditions

6.8.1 Antenna characteristics
The RSU antenna polarization is vertical linear (parameter D5a). The Cross polarization (D5b) parameter value shall be:
. In boresight: > 20 dB

° Inthe -3 dB area: > 10 dB
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6.8.2 Signal modulation

The signal modulation is ASK-OOK.

6.8.3 Data coding

Data shall be coded using Manchester encoding.

6.8.4 Bit rate

The RSU bhit rate shall be 921 kbit/s, with atolerance of +0,2 %.

6.8.5  Angular E.I.R.P. mask

The Equivalent I sotropically Radiated Power is defined in clause 7.2 as the peak power of the transmitter. If © indicates
the angle relative to a vector perpendicular to the road surface, pointing downwards, the angular e.i.r.p. mask indicates
the e.i.r.p. asafunction of the angle ©.

Table 3: Angular E.I.LR.P. mask limits

(0] Limit
0°<O=30° < +39 dBm
30° < ® s 50° < +33 dBm
50° < ® s 70° < +23 dBm
0> 70° < +15 dBm

6.8.6  Wake-up trigger for OBU

No assumptions are made on the way an OBU is made ready to establish communication with the RSU. However, for
OBUs that need a specific trigger to start the communication phase, the RSU, when not engaged in communication, can
emit a burst of 40 pulses at 250 kHz followed by a 300 us pause, followed by a square-wave tone at 4 600 Hz consisting
of 8 periods, starting with the maximum power state of the carrier modulation. Each 4 600 Hz period is characterized by
a seguence of 6 pulses at 250 kHz before the semi-period transition to the lower level. The related duty cycleis50 £

5 %. This sequence (parameter D10a, or wake up Trigger for OBU) is graphically depicted in figure 4.

40 pulses @ 250 kHz 6 pulses @ 250 kHz data

Figure 4: Wake-up trigger waveform

The actual communication, i.e. the start of the preamble (see clause 10.2) begins at least after 380 s from the start of
the rise edge of the last of the 8 periods at 4,6 kHz (parameter D10d).

The expected maximum start time for establishing communication-(parameter D10b) is about 2,4 ms, after which a new
burst is emitted.

The wake-up sensitivity (parameter D10c) shall be as specified in clause 9.1.
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6.9 Specific OBU test conditions

6.9.1  Antenna polarization
The OBU antenna polarization can be either vertical linear or left-hand circular (parameter U5a).
The Cross polarization parameter value shall be:

. In boresight: > 10 dB

. Inthe-3 dB area: > 6 dB

6.9.2 Modulation on carrier

The OBU modulation shall be AM.

6.9.3 Data coding

Data shall be coded using Manchester encoding.

6.9.4 Use of sidebands

Same data shall be sent simultaneously in both sidebands.

6.9.5 Responding bit rate and sub-carrier frequencies

The RSU may request different bit rates for OBU response messages. These are associated to different sub-carrier
frequencies and modulations, as shown in table 4.

Table 4: Bit rates and sub-carrier frequencies

Bit rate Sub-carrier frequency [Sub-carrier modulation
144 kbit/s + 0,2 % 10,7 MHz +£0,1 % Binary FSK
921 kbit/s £ 0,2 % 9,21 MHz £ 0,1 % BPSK
460 kbit/s £ 0,2 % 4,6 MHz £ 0,1 % BPSK

The frequency deviation for FSK modulation is+0,7 MHz. The tolerance of frequency deviation for FSK is+2 %.

6.9.6 Antenna characteristics

The minimum operational direction of OBU receive and transmit antenna is characterized by a cone with an opening
angle of 6 around boresight as depicted in figure 5. The Maximum Single Side Band E.I.R.P. isthe maximum E.I.R.P.
mesasured at the borders of a cone with 6 = 35°, and shall be measured at a receiving antenna with the same polarization
as the transmitting antenna.

The OBU shall provide specific propertiesinside the cone. The border of the coneitself isreferred to as worst case
direction. The directions MO through M4 and the phase centre Mc of the OBU antenna are related to measurements
described in the present document.
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Figure 5: OBU antenna characteristics

7 Layer 1: Methods of measurement and limits for road
side unit transmitter parameters

7.1 Generalities

To meet the requirements for al applications the transmitter shall be measured at the power level and antenna gain
declared by the applicant. If the applicant intends to use different gain antennas to cover al applications the
measurements shall be made at a power level corresponding to the lowest gain antenna and repeated concerning
measurements of radiated spurious emissions at the power setting for the highest gain antenna (see clause 7.7). The
declared power levels and antenna gains shall be stated in the application form and test report.

If the equipment to be tested is designed with an antenna connector, then this connector may be used, via a calibrated
coupler or attenuator, if required, to provide the correct termination impedance, to facilitate the measurements.

If atemporary 50 Q RF connector is used, this shall be stated in the test report (see clause 4.1.5).

7.2 Equivalent isotropically radiated power (e.i.r.p.)

7.2.1 Definition

The e.i.r.p. isdefined as the peak power of the transmitter and shall be calculated according to the procedure given in
the clause 7.2.2. The equivalent isotropically radiated power is then calculated from the declared antenna gain. See
clause 5 for the test conditions.

7.2.2 Method of measurement

Using an applicable measurement procedure as described in annex B, the power output shall be measured and recorded
in the test report.

For power measurements, a spectrum analyser or selective voltmeter shall be used and tuned to the transmitter carrier at
which the highest output level is detected.

For measurements using a spectrum analyser, the resolution and video bandwidths shall be set to a maximum of
300 kHz.
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The measurement shall be made in the unmodulated transmitter mode, see clause 6.2.
This measurement shall be performed at normal and at extreme conditions (see clauses 5.3 and 5.4).
The method of measurement shall be documented in the test report.

The actual e.i.r.p. is calculated according to the relevant method stated in annex B.

7.2.3 Limits

The transmitter maximum e.i.r.p. under normal and extreme test conditions shall not exceed the limits of
CEPT/ERC Recommendation 70-03 [2] as stated in the appropriate annex, i.e. 8 W. Consequently, the in band power
limitis39 dBm.

7.3 Frequency error

7.3.1 Definition

The frequency error of the equipment is the difference between the unmodulated carrier frequency and the nominal
frequency selected for the test.
7.3.2 Method of measurement
The following method of measurement shall be used:
a)  with an antenna connector:

- the transmitter shall be connected to an artificial antenna. A frequency meter shall be connected to the
artificial antenna via appropriate attenuation and the carrier frequency shall be measured without
modul ation;

- the measurement shall be repeated under extreme test conditions.
b)  with an integrated antenna:

- atest fixture with 50 Q output connection shall be positioned for appropriate coupling to the radiated
field. A frequency meter shall be connected to the test fixture via appropriate attenuation and the carrier
frequency shall be measured without modulation;

- the measurement shall be repeated under extreme test conditions.
c) withatest port:

- afrequency meter shall be connected to the test port via appropriate attenuation and the carrier frequency
shall be measured without modulation;

- the measurement shall be repeated under extreme test conditions.

The method of measurement shall be stated in the test report.

7.3.3 Limits

The frequency error under normal and extreme conditions shall not exceed: 200 ppm.

7.4 Transmitter spectrum mask

7.4.1 Definition

The RSU transmitter spectrum mask is defined as the radiated power density around the carrier frequency caused by the
modulated transmitter.
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The reuse distance between multiple RSUs is determined by the spectrum-mask attenuation. The present document

defines the performance for reused distance.

7.4.2 Method of measurement

The method of measurement depends on whether the equipment has an antenna connector or an integral antenna:
a)  equipment with an antenna connector:

- the transmitter shall be connected to an artificial antenna. A spectrum analyser shall be connected to the
artificial antenna via appropriate attenuation and the transmitter spectrum shall be measured with and
without modulation;

- the measurement shall be repeated under extreme test conditions.
b)  equipment with an integrated antenna:

- atest fixture with 50 Q output connection shall be positioned for appropriate coupling to the radiated
field. A spectrum analyser shall be connected to the test fixture via appropriate attenuation and the
transmitter spectrum shall be measured with and without modulation. The test fixture shall be supplied,
calibrated and documented by the manufacturer;

- the measurement shall be repeated under extreme test conditions.
The test shall be made with test modulation signal D-M4, see general conditionsin clause 6.1.1.2.

M easurements shall be made at a number of test frequencies as specified in clause 7.4.3, table 5 and repeated under
extreme test conditions.

The measurements shall be made with a 30 kHz bandwidth in the unmodul ated and modul ated case.

The measurements shall be made by using a standard spectrum analyser and using the following procedure:
e  thebandwidth of the spectrum analyser shall be set to 30 kHz;
e thevideo filter shall be switched on with a bandwidth of 1 kHz.

The measurements shall be recorded in the test report.

7.4.3 Limits

The limits for the radiated transmitter spectrum mask during normal and extreme test conditions shall not exceed the
values given in table 5.

Table 5: Transmitter spectrum-mask limits (E.l.R.P.)

Unmodulated Modulated
Frx * (3,0 MHz to 14 MHz) -49 dBm -
Fix * (2 MHz to 3 MHz) - -29 dBm
Frx * (3 MHz to 14 MHz2) - -32.dBm

For transmitter spectrum-mask limits see also figure 6.
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Figure 6: RSU transmitter spectrum mask - unwanted emissions

7.5 Modulation depth

75.1 Definition

The modulation depth indicates the size of modulation in relation to the maximum theoretically possible.

7.5.2 Method of measurement
The following method of measurement shall be used:
a) equipment with an antenna connector:

- the transmitter shall be connected to an artificial antenna. A diode detector with a dc-coupled
oscilloscope shall be connected to the artificial antenna via appropriate attenuation and the diode detector
voltage shall be measured with and without modulation.

b) egquipment with an integrated antenna:

- atest fixture with 50 Q output connection shall be positioned for appropriate coupling to the radiated
field. A diode detector with a dc-coupled oscilloscope shall be connected to the test fixture via
appropriate attenuation and the diode detector voltage shall be measured with and without modulation.
The test fixture shall be documented by the manufacturer, see clause 6.7.

The transmitter shall be modulated with the test signal D-M2.
The modulation depth shall be calculated as:

Viax —Vimi
Modulation Depth =—T&X__Mmin.
Vimax +Vimin

75.3 Limits

The modulation depth during normal and extreme test conditions shall be between 0,5 and 0,9.
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7.6 Eye pattern

7.6.1 Definition

The eye pattern defines the free decision of adigital signal pulse with respect to pulse width and amplitude.

7.6.2 Method of measurement
The following method of measurement shall be used:
a)  equipment with an antenna connector:

- the transmitter shall be connected to an artificial antenna. A diode detector with a dc-coupled
oscilloscope shall be connected to the artificial antenna via appropriate attenuation and the diode detector
voltage shall be measured with modulation.

b) egquipment with an integrated antenna:

- atest fixture with 50 Q output connection shall be positioned for appropriate coupling to the radiated
field. A diode detector with a dc coupled oscilloscope shall be connected to the test fixture via
appropriate attenuation and the diode detector voltage shall be measured with modulation;

- the test fixture shall be documented by the manufacturer.
The test modulation signal shall be D-M2.

With reference to the diagram in figure 7 the eye pattern is calculated as:

a) Pulse amplitude =
A+B

2B
A+ B

b) Pulse width =

I
| 11
| i
‘r_AF___ r _____
|

Figure 7: Eye pattern measurement
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7.6.3 Limits

The values of pulse amplitude and pulse width calculated from the eye pattern during normal and extreme test
conditions shall not be below the limitsin table 6.

Table 6: Eye pattern limits

Pulse amplitude > 85 %
Pulse width > 90 %
7.7 Spurious emissions

7.7.1 Definition

Spurious emissions are emissions at frequencies, other than those of the carrier and sidebands associated with normal
modulation. The level of spurious emissions shall be measured as either:

a) their power level in aspecified load (conducted emission); and their effective radiated power when radiated by
the cabinet and structure of the equipment (cabinet radiation); or

b) their effective radiated power when radiated by the cabinet and the integral antenna.

71.7.2 Measuring receiver

The term "measuring receiver" refersto either a selective voltmeter or spectrum analyser. The bandwidth of the
measuring receiver shall, where possible, be according to CISPR 16-1 [3]. In order to obtain the required sensitivity a
narrower bandwidth may be necessary, this shall be stated in the test report form.

However, a narrower bandwidth is only allowed if it does not reduce the measurement level for broad band spurious
emissions. Otherwise, the measurement distance has to be reduced.

The bandwidth of the measuring receiver shall be less than the maximum given in table 7.

Table 7: Maximum measuring receiver bandwidth

Frequency being measured Maximum measuring receiver bandwidth
f< 1000 MHz 100 kHz to 120 kHz
f>1 000 MHz 1 MHz

7.7.3 Method of measurement conducted spurious emission
This method of measurement applies to transmitters having a permanent antenna connector:

a) Thetransmitter shall be connected to a measuring receiver through atest load, 50 Q power attenuator, and if
necessary, an appropriate filter to avoid overloading of the measuring receiver. The bandwidth of the
measuring receiver shall be set to a suitable value to correctly measure a spurious emission at alevel 6 dB
below the limit value given in table 8, see clause 7.7.6. This bandwidth shall be recorded in the test report.

For the measurement of spurious emissions below the second harmonic of the carrier frequency the filter used
shall beahigh"Q" (notch) filter centred on the transmitter carrier frequency and attenuating this signal by at
least 30 dB.

For the measurement of spurious emissions at and above the second harmonic of the carrier frequency the
filter used shall be a high pass filter with a stop band rejection exceeding 40 dB. The cut-off frequency of the
high passfilter shall be approximately 1,5 times the transmitter carrier frequency.

Precautions may be required to ensure that harmonics of the carrier are not generated by the test load or
attenuated by the high passfilter.

ETSI



b)

d)

€)

f)

9)

7.7.4

39 Final draft ETSI ES 200 674-1 V2.4.1 (2013-03)

The transmitter shall be unmodulated and operating at the maximum limit of its specified power range. If
modulation cannot be inhibited then the test shall be carried out with modulation (see clauses 6.1 and 6.2), and
this fact shall be recorded in the test report.

The frequency of the measuring receiver shall be adjusted over the frequency range 25 MHz to 40 GHz. The
frequency and level of every spurious emission found shall be noted. The emissions within the channel
occupied by the transmitter carrier and for channelized systems, its adjacent channels, shall not be recorded.

If the measuring receiver has not been calibrated in terms of power level at the transmitter output, the level of
any detected components shall be determined by replacing the transmitter by the signal generator and adjusting
it to reproduce the frequency and level of every spurious emission noted in step c). The absolute power level of
each of the emissions shall be noted.

The frequency and level of each spurious emission measured and the bandwidth of the measuring receiver
shall be recorded in the test report.

If auser accessible power adjustment is provided then the tests in steps ) to €) shall be repeated at the lowest
power setting available.

The measurement in steps c) to ) shall be repeated with the transmitter in the standby condition if this option
isavailable.

Method of measurement cabinet spurious radiation

This method of measurement applies to transmitters having a permanent antenna connector. For equipment without a
permanent antenna connector, see clause 7.7.5:

a)

b)

c)

d)

€)

f)

9)

h)

A test site selected from annex A which fulfils the requirements of the specified frequency range of this
measurement shall be used. The test antenna shall be oriented initially for vertical polarization and connected to
ameasuring receiver. The bandwidth of the measuring receiver shall be set to a suitable value to correctly
measure a spurious emission at alevel 6 dB below the limit value given in table 7, see clause 7.7.6. This
bandwidth shall be recorded in the test report. The transmitter under test shall be placed on the support in its
standard position, connected to an artificial antenna (see clause 6.6) and switched on without modulation. If
modulation cannot be inhibited then the test shall be carried out with modulation, (see clauses 6.1 and 6.2), and
this fact shall be recorded in the test report.

The radiation of any spurious emission shall be detected by the test antenna and measuring receiver over the
frequency range 25 MHz to 40 GHz, except for the channel on which the transmitter isintended to operate and,
for channelized systems, its adjacent channels. The frequency of each spurious emission detected shall be noted.
If thetest siteis disturbed by interference coming from outside the site, this qualitative search may be
performed in a screened room, with areduced distance between the transmitter and the test antenna.

At each frequency at which a emission has been detected, the measuring receiver shall be tuned and the test
antenna shall be raised or lowered through the specified height range until the maximum signal level is detected
on the measuring receiver.

The transmitter shall be rotated through 360° about a vertical axis, to maximize the received signal.

The test antenna shall be raised or lowered again through the specified height range until a maximum s
obtained. Thislevel shall be noted.

The substitution antenna (see clause A.2.3) shall replace the transmitter antennain the same position and in
vertical polarization. It shall be connected to the signal generator.

At each frequency at which an emission has been detected, the signal generator, substitution antenna, and
measuring receiver shall be tuned. The test antenna shall be raised or lowered through the specified height range
until the maximum signal level is detected on the measuring receiver. The level of the signal generator giving
the same signal level on the measuring receiver asinitem e) above shall be noted. After corrections due to the
gain of the substitution antenna and the cable loss between the signal generator and the substitution antenna,
thislevel isthe radiated spurious emission at this frequency.

The frequency and level of each spurious emission measured and the bandwidth of the measuring receiver shall
be recorded in the test report.
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Steps ¢) to h) shall be repeated with the test antenna oriented in horizontal polarization.

If a user accessible power adjustment is provided then the testsin steps ¢) to h) shall be repeated at the lowest
power setting available.

Steps ¢) to j) shall be repeated with the transmitter in the standby condition if this option is available.

7.7.5

Method of measurement radiated spurious emission

This method of measurement applies to transmitters having an integral antenna:

a)

b)

7.7.6

A test site selected from annex A which fulfils the requirements of the specified frequency range of this
measurement shall be used. The test antenna shall be oriented initially for vertical polarization and connected
to ameasuring receiver, through a suitable filter to avoid overloading of the measuring receiver if required.
The bandwidth of the measuring receiver shall be set to a suitable value to correctly measure a spurious
emission at alevel 6 dB below the limit value given in table 8, see clause 7.7.6. This bandwidth shall be
recorded in the test report.

For the measurement of spurious emissions below the second harmonic of the carrier frequency the optional
filter used shall be ahigh "Q" (notch) filter centred on the transmitter carrier frequency and attenuating this
signal by at least 30 dB.

For the measurement of spurious emissions at and above the second harmonic of the carrier frequency the
optional filter used shall be a high pass filter with a stop band rejection exceeding 40 dB. The cut-off
frequency of the high pass filter shall be approximately 1,5 times the transmitter carrier frequency.

The transmitter under test shall be placed on the support in its standard position and shall be switched on
without modul ation.

If modulation cannot be inhibited then the test shall be carried out with modulation, (see clauses 6.1 and 6.2),
and this fact shall be recorded in the test report.

The same method of measurement as steps b) and k) of clause 7.7.4.

Limits

The power of any spurious emission shall not exceed the values given in table 8.

Table 8: Limits of radiated and conducted spurious emissions

State 47 MHz to 74 MHz Other frequencies Frequencies > 1 000 MHz outside
87,5 MHz to 118 MHz <1 000 MHz the assigned frequency band
174 MHz to 230 MHz
470 MHz to 862 MHz
Operating 4 nW 250 nwW 1w
Standby 2 nW 2 nW 20 nW

8

Layer 1. Methods of measurement and limits for road
side unit receiver parameters

All receiver tests shall be referred to the antenna input terminal of the receiver. Where possible, the receiver
measurements shall be made simultaneously with the transmitter in the transmit mode, without modulation.

All declared combinations of receiver sensitivity and modulation schemes shall be tested.

Where required, all tests at extreme temperatures shall be tested to the temperature category declared by the
manufacturer, see clause 5.4.1.2.

The method of measurement using continuous bit streams should be used for all RSU receiver tests of the present
document. The specified nominal bit error ratio is 1 x 10 but to facilitate fast receiver measurements, a bit error ratio
range of 0,5 x 102t0 2 x 102 is used.
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Alternatively, receiver measurements may be made using correctly-coded messages. The specified successful message
ratio is 80 % over 20 message trials. The test procedure using messages may be used in specia cases, e.g. totest a
complete installed system. The method of measurement using messages is described in annex C.

8.1 Maximum useable sensitivity

8.1.1 Definition

The maximum useabl e data sensitivity is the power, expressed in dBm, produced by a carrier at the nominal frequency
of the receiver, modulated with the normal test signal (clauses 6.1.1.1 and 6.1.1.2) which will, without interference,
produce after demodulation a data signal with a specified bit error ratio or a specified successful message ratio.

The receiver sensitivity at the antenna connector shall be measured at a receiving antenna with the same polarization as
the transmitting antenna. The receiver sensitivity, receiver demodulation capability (2, 4 or 8 Phase Shift

Keying - PSK), temperature category and subcarrier frequencies shall be declared on the application form.

8.1.2 Method of measurements under normal and extreme test conditions

Arrangements shall be made by the manufacturer to couple the equipment to the bit error ratio measuring device by a
method which does not affect the radiated electromagnetic field see also clauses 8.1.2, 8.1.2.2 and 8.1.2.3. An
alternative method of measurement using messages is defined in annex C. During the receiver tests the transmitter shall
be properly terminated.

8.1.2.1 Test arrangement for equipment with integral antenna

The test arrangement is different for normal and extreme test conditions:

a) normal test conditions:

- the test arrangement shown in figure 8 shall be used.

Test site

NOTE: 1 bit error ratio measuring test set;

2 photo detector/acoustic coupler;

3 receiver with integral antenna under test;
4 test antenna;

5 signal generator;

6

bit stream generator.

Figure 8: Receiver measurement arrangement for integral antenna (normal conditions)
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A test site which fulfils the requirements for the specified frequency range of the measurement shall be used.
The polarization of the test antenna shall match the requirement for the equipment antenna. The equipment
under test shall be placed on the support in its standard position (see annex A).

b) extremetest conditions:

- the test arrangement shown in figure 9 shall be used.

Temperature chamber

Test fixture

NOTE: 1 bit error ratio measuring test set;

2 photo detector/acoustic coupler;

3 receiver under test;

4 test fixture with RF coupler or test antenna (see clause 6.7);
5 signal generator;

6

bit stream generator.

Figure 9: Receiver measurement arrangement for integral antenna (extreme conditions)

Theinput of the test fixture shall be terminated with afixed attenuator to achieve proper termination of the signal
generator. The distance between the RF coupler (or test antenna) and the equipment under test shall not be less than
40 cm. The polarization of the test antenna shall match the requirement for the equipment antenna. Only relative
measurements are made during the extreme test conditions.

8.1.2.2 Test arrangement for equipment with antenna connector

The test arrangement shown in figure 10 shall be used during normal and extreme test conditions.

1 < 2 < 3 M<— 4 < 5

<
NOTE: 1 hit error ratio measuring test set;
2 photo detector/acoustic coupler;
3 receiver under test;

4 signal generator;

5 bit stream generator.

Figure 10: Receiver measurement arrangement for antenna connector

ETSI



43 Final draft ETSI ES 200 674-1 V2.4.1 (2013-03)

8.1.2.3 Test procedure for continuous bit streams
The following procedure shall apply:

a) thesignal generator shall be set to the nominal frequency of the RSU receiver and modulated with a normal test
signal D-M2 (clause 6.1.1.1);

b) thelevel of the signal generator shall be adjusted until the bit error ratio isin the range 0,5 x 102 to 2 x 102,
The signal generator level shall be recorded in the test report;

c) thistest only appliesto transceiver type OBU's. In this case this shall be stated in the test report.
steps @) and b) shall be repeated with the signal generator frequency set to the following frequencies:. the
nominal frequency of the RSU * 10 ppm (£58 kHz, the transmit frequency error added to the error of the
subcarrier);

d) stepsa) and b) shall be repeated under extreme test conditions.

8.1.2.4 Test procedure for messages

For this measurement, the test laboratory may request the manufacturer to provide atest fixture. The fixture shall be
capable of counting the number of transmitted messages, the number of received error messages and the number of
correctly received messages. The necessary documentation and calibration shall be supplied with the test fixture. The
test conditions for this procedure shall be agreed with the test Iaboratory.

The following procedure shall apply:

a) thesignal generator shall be set to the nominal frequency of the RSU receiver and shall be modulated with a
normal message test signal D-M3 (see clause 6.1.1.2);

b) thelevel of the signal generator shall be adjusted until the successful message ratio is 80 % for 20 messages.
For further details, see clause C.3. The level of the signal generator shall be recorded in the test report;

c) thistest only appliesto transceiver type OBU's. In this case this shall be stated in the test report. Steps @) and b)
shall be repeated with the frequency of the signal generator set to the following frequencies: the nominal
frequency of the RSU receiver £10 ppm (58 kHz, the transmit frequency error added to the subcarrier error);

d) stepsa) and b) shall be repeated under extreme test conditions.

8.1.3 Limits

Under normal test and extreme test conditions the maximum usable sensitivity shall not be worse than -92 dBm.

8.2 Error behaviour at high wanted input signals

8.2.1 Definition

This measures the receiver's capability to receive signals from the sensitivity level to ahigh signal level.

8.2.2 Method of measurement

The test arrangement shall be the same as that used for the measurement of maximum usable sensitivity (see
clauses 8.1.2, 8.1.2.2 and 8.1.2.3). The signal generator level is dlowly increased and the hit error ratio or the successful
message ratio is monitored until a point is reached where they are independent of the signal generator level.

The measuring procedure is dependent on the criteria chosen:
a) for bit error measurements:

- the signal generator shall be modulated with D-M2 test modulation;
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- the level of the signal generator shall be adjusted to +6 dB above the declared sensitivity point and the bit
error ratio shall be measured and recorded in the test report;

- the level of the signal generator shall be adjusted to -50 dBm and the bit error ratio shall be measured and
recorded in the test report;

- the measurements shall be repeated under extreme test conditions.
b)  for measurements using messages:
- the signal generator shall be modulated with messages (D-M 3 modulation);

- the level of the signal generator shall be adjusted to +6 dB above the declared sensitivity point and the
successful message ratio shall be measured and recorded in the test report;

- the level of the signal generator shall be adjusted to -50 dBm;

- 4 000 messages shall be transmitted and the number of error messages shall be recorded. This test shall
be repeated five times. The highest number of errors recorded from the five tests shall be the final figure
recorded in the test report;

- the measurements shall be repeated under extreme conditions.

8.2.3 Limits

The limit under normal and extreme test conditions shall be either:
a) for bit error measurements:

- for signal generator level +6 dB above the declared sensitivity point the bit error ratio shall be less
than 102

- for signal generator level at -50 dBm for a bit error ratio shall be less than 10°6; or
b) for measurements using messages:

- for signal generator level +6 dB above the declared sensitivity point the successful message ratio shall be
greater than 80 %;

- for signal generator level at -50 dBm there shall be less than two errors.

8.3 Degradation measurements

8.3.1 Definition

Degradation measurements are those measurements which are made on the receiver to establish the degradation of the
performance of the receiver due to presence of unwanted interfering signals.

8.3.2 General conditions

The degradation measurements should be made at the antenna connector, or on atemporary antenna connector made for
the test. For equipment with integral antenna where a permanent or temporary antenna can not be made available, the
signal shall be coupled to the integral antenna via atest antenna as described in clause 8.1.2.

All degradation measurements using bit streams shall be made with continuous bit stream modulation, D-M2, at the
wanted channel. If the alternative method of measurement using message modulation is used, see annex C,
measurements shall be made with message modulation, D-M4.

The necessary number of signal generators (2 or 3, as appropriate) shall be coupled via a combination network to
provide simultaneous wanted and unwanted signals to the receiver:

a) thelevel of each the signal generators shall be set to the sensitivity level of the receiver determined as
described in clause 8.1;

ETSI



45 Final draft ETSI ES 200 674-1 V2.4.1 (2013-03)

b) thesignal level of the wanted signal A shall be adjusted to alevel +6 dB above the declared sensitivity;

c) thelevel of the unwanted signal(s) B and C, unmodulated or modulated with appropriate modulation
depending on the test, shall be increased until the normal criteriafor bit error ratio or successful message ratio
are achieved;

d) theinterfering generator level (item c)), or for some measurements the level difference between the interfering
generator level and the declared sengitivity level (item @)), is the degradation rejection. This figure shall be
recorded in the test report.

8.3.3 Co-channel rejection
8.3.3.1 Definition

The co-channel rejection is a measure of the capability of the receiver to receive a wanted modul ated signal without
exceeding a given degradation due to the presence of an unwanted signal, both being at the nominal frequency of the
receiver. The up-link modulation type shall be declared by the applicant and stated in the test report.

8.3.3.2 Method of measurement

The test arrangement shown in figure 11 shall be used.

Signal >

generator

A Photo
Receiver detector Bit error

Combiner under > or _ measuring

test acoustic test set

Signal coupler

generator [— Test fixture

B

a)

b)

Figure 11: Measurement arrangement - co-channel rejection

for equipment with integrated antenna the receiver antenna shall be coupled to the combiner viaatest fixture as
described in figure 9 (clause 8.1.2) and clause 6.7;

for equipment with permanent or temporary antenna connector the combiner shall be connected directly to the
equipment antenna connector.

With the general conditions as described in clause 8.3.2:

the frequency of signal generator A shall be tuned to the nominal frequency of the wanted signal;
signal generator B shall be switched off;

the level of the wanted signal, signal generator A, modulated with test modulation D-M2, shall be adjusted to a
level +6 dB above the declared sensitivity of the receiver under test;

signal generator B shall be switched on without modulation. The level of signal generator B shall be increased
until the receiver operates at a bit error ratio in the range 0,5 x 10 2to 2 x 10°Z;

the level difference between the signal generators A and B is the co-channel rejection.
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Limits

Thelevel for the co-channel rejection under normal test conditions shall be less than the limit given in table 9.

8.3.4

8.34.1

Table 9: Co-channel rejection limits

Receiver modulation Limit
FSK 6 dB

2 - PSK 6 dB

4 - PSK 9 dB

8 - PSK 12 dB

Adjacent channel selectivity

Definition

The adjacent channel selectivity isameasure of the capability of the receiver to receive a wanted modulated signal
without exceeding degradation due to the presence of an unwanted signal differing in frequency by an amount equal to
the adjacent channel separation for which the equipment isintended.

8.3.4.2

Method of measurement

The test arrangement shown in figure 12 shall be used.

Signal >

generator

A Photo
L5 Receiver detector Bit error
+Combiner > under > or _ >— measuring

test acoustic test set

Signal coupler

generator [— Test fixture

B

a)

b)

Figure 12: Measurement arrangement - adjacent channel selectivity

for equipment with permanent integral antennathe receiver antenna shall be coupled to the combiner via atest
fixture as described in clause 8.1.2, figure 8 and clause 6.7,

for equipment with permanent or temporary antenna connector the combiner shall be connected directly to the
equipment antenna connector.

With the general conditions as described in clause 8.3.2:

the frequency of signal generator A shall be tuned to the nominal frequency of the wanted signal;
signa generator B shall be switched off;

the level of the wanted signal, signal generator A, modulated with test modulation D-M2, shall be adjusted to a
level +6 dB above the declared sensitivity of the receiver under test;

the unwanted signal, signal generator B, shall be switched on unmodulated and tuned to one of the relevant
off-set test frequencies for the system as given in clause 8.3.4.3;

the level of signal generator B shall be increased until the receiver operates at a bit error ratio in the range of
05x102t02x 1072
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. the output power of signal generator B is the adjacent channel selectivity and shall be recorded in the test

report;

e theabove procedureis repeated for each of the other test frequencies given in clause 8.3.4.3 for the unwanted

signal;

. the total procedure is repeated for other declared subcarrier frequencies;

. the total procedure is repeated under extreme test conditions.

8.34.3 Limits

The adjacent channel selectivity at normal and extreme test conditions shall be greater than the limit given in table 10.

Table 10: Adjacent selectivity limits

Frequency off-set from nominal transmit frequency

+50 kHz +(fs + 2,0 MHZz)

+5 MHz

+15 MHz

Adjacent channel selectivity

-50 dBm -80 dBm

-50 dBm

-50 dBm

Where f is the declared transponder sub-carrier frequency in the system.

8.3.5

8.35.1 Definition

Spurious response rejection and blocking/desensitization

The spurious response rejection is a measure of the capability of the receiver to receive a wanted modulated signal
without exceeding a given degradation due to the presence of an unwanted modulated signal at any other frequency
outside an exclusion band of £15 MHz from the transmit frequency at which a response is obtained.

Tests shall also be made at subcarrier frequencies and any | F frequency. The manufacturer shall declare these

frequencies on the application form.

This definition also includes blocking/desensitization.

8.3.5.2

Method of measurement

The test arrangements shown in figure 13 shall be used.

\4

Signal
generator
A

Combiner

Receiver

Signal
generator [—
B

under
test

Photo
detector

Bit error

or
acoustic
coupler

measuring
test set

Test fixture

Figure 13: Measurement arrangement - spurious response rejection

a) for equipment with permanent integral antennathe receiver antenna shall be coupled to the combiner via a test

fixture as described in clause 8.1.2.1, figure 8 and clause 6.7

b) for equipment with permanent or temporary antenna connector the combiner shall be connected directly to the

equipment's antenna connector.

To facilitate the measurements an anal ogue access measuring point may be used, see clause 6.4.
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signal generator A, shall be tuned to the nominal frequency of the receiver;

the level of signal generator A, modulated with test modulation D-M2, shall be adjusted to alevel +6 dB above

at the declared sensitivity;

signal generator B shall be switched on without modulation at alevel of > -10 dBm;

the frequency of signal generator B shall be slowly tuned over the frequency range 25 MHz to 40 GHz, except
for an exclusion band either side of the nominal transmit carrier frequency, see clause 8.3.5. At each where the
wanted signal is degraded, the level of signal generator B shall be adjusted until the receiver operates at a bit

error ratio in the range of 0,5 x 102 to 2 x 10-2. For each frequency where a degradation occurs, the
corresponding level of signal generator B shall be recorded in the test report;

the power level of signal generator B is the spurious response rejection.

Receiver spurious response rejection shall not be measured under extreme conditions.

8.3.5.3

Limits

The measured value for the receiver spurious response rejection under normal test conditions shall be > -30 dBm.

8.3.6

8.3.6.1

Definition

Intermodulation response rejection

The intermodul ation response rejection is a measure of the capability of the receiver to receive a wanted modul ated
signal, without exceeding a given degradation due to the presence of two or more unwanted signals with a specific
frequency relationship to the wanted signal frequency.

8.3.6.2

Method of measurement

The test arrangement shown in figure 14 shall be used.

Signal
generator
A

Signal
generator
B

Signal
generator
C

YYY

Combiner

N

a)

b)

Y

Receiver
under
test

Test fixture

Y

Photo
detector
or
acoustic
coupler

\4

Bit error
measuring
test set

Figure 14. Measurement arrangement - intermodulation response rejection

for equipment with permanent integral antenna the receiver antenna shall be coupled to the combiner via atest
fixture as described in clause 8.1.2, figure 8 and clause 6.7;

for equipment with permanent or temporary antenna connector the combiner shall be connected directly to the

equipment antenna connector.
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With the general conditions as described in clause 8.2.3:

e  signa generator A, shall be modulated with D-M2, and shall be tuned to the nominal frequency of the receiver.
The output level shall be adjusted to +6 dB above the declared sensitivity of the receiver;

. the frequencies of the unwanted signal generators B and C shall be adjusted to +20 MHz and +30 MHz above
the frequency of the nominal wanted signal respectively;

. signal generator B shall be unmodulated and signal generator C shall be modulated with test modulation
D-M2'. The output levels of signal generators B and C shall be kept equal and shall both be increased until the

receiver is operating at a bit error ratio in the range 0,5 x 10 "2 to 2 x 1072, The level shall be recorded;

. the measurement shall be repeated with the unwanted signals at -20 MHz and -30 MHz relative to the wanted
signal;

e  thepower level of signal generators B and C is the intermodulation response rejection;
e  themeasured levels shall be recorded in the test report.

Intermodulation response rejection shall not be measured under extreme conditions.

8.3.6.3 Limits

The measured value for intermodul ation response rejection under normal test conditions shall be > -25 dBm.

8.4 Spurious emissions

8.4.1 Definition

Spurious emissions from the receiver are components at any frequency, radiated by the equipment and antenna.
The level of spurious emissions shall be measured as either:

a) their power level in a specified load (conducted emission); and their effective radiated power when radiated by
the cabinet and structure of the equipment (cabinet radiation); or

b) their effective radiated power when radiated by the cabinet and the integral antenna.
Separate radiated spurious measurements need not be made on receivers co-located with transmitters which operate at
continuous duty.
8.4.2 Method of measurement - conducted spurious emissions
This method of measurement applies to receivers which have a permanent antenna connector.

A 50 Q power attenuator may be used to protect the measuring receiver (see clause 7.6.2) against damage when testing
areceiver combined in one unit with atransmitter.

The measuring receiver used shall have sufficient dynamic range and sensitivity to achieve the required measurement
accuracy at the specified limit. The resolution bandwidth shall be set to a suitable value to correctly measure a spurious
emission at alevel 6 dB below the limit value given in clause 8.4.5.

This bandwidth shall be recorded in the test report:

a) theinput terminals of the receiver under test shall be connected to a measuring receiver having an input
impedance of 50 Q and the receiver under test shall be switched on;

b) the frequency of the measuring receiver shall be adjusted over the frequency range 25 MHz to 40 GHz. The
frequency and the absolute power level of each of the spurious emissions found shall be noted;
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if the detecting device is not calibrated in terms of power input, the level of any detected components shall be
determined by replacing the receiver by asigna generator and adjusting the signal generator to reproduce the
frequency and level of every spurious emission noted in step b). The absolute power level of each spurious
emission shall be noted;

the frequency and level of each spurious emission measured and the bandwidth of the measuring receiver shall
be recorded in the test report.

Method of measurement - cabinet radiation

This method of measurement applies to receivers which have a permanent antenna connector:

a)

b)

f)

0)

h)

i)

8.4.4

atest site selected from annex A which fulfils the requirements of the specified frequency range of this
measurement shall be used. The test antenna shall be oriented initially for vertical polarization and connected
to ameasuring receiver. The bandwidth of the measuring receiver shall be set to a suitable value to correctly
measure a spurious emission at alevel 6 dB below the limit value given in clause 8.4.5. This bandwidth shall
be recorded in the test report;

the receiver under test shall be placed on the support in its standard position and connected to an artificial
antenna, see clause 6.6;

the radiation of any spurious component shall be detected by the test antenna and measuring receiver over the
frequency range 25 MHz to 40 GHz. The frequency of each spurious emission shall be noted. If the test siteis
disturbed by radiation coming from outside the site, this qualitative search may be performed in a screened
room with a reduced distance between the transmitter and the test antenna;

at each frequency at which an emission has been detected, the measuring receiver shall be tuned and the test
antenna shall be raised or lowered through the specified height range until the maximum signal level is
detected on the measuring receiver;

the receiver shall be rotated up to 360° about a vertical axis, to maximize the received signal;

the test antenna shall be raised or lowered again through the specified height range until a maximum is
obtained. Thislevel shall be noted;

the receiver antenna shall be replaced with the substitution antenna (see clause A.2.3) in the same position and
in vertical polarization. The substitution antenna shall be connected to the signal generator;

at each frequency at which an emission has been detected, the signal generator, substitution antenna and
measuring receiver shall be tuned. The test antenna shall be raised or lowered through the specified height
range until the maximum signal level is detected on the measuring receiver. The level of the signal generator
giving the same signal level on the measuring receiver asin item e) shall be noted. Thislevel, after correction
due to the gain of the substitution antenna and the cable loss between the signal generator and the substitution
antenna, isthe level of the radiated spurious emission at this frequency;

the frequency and level of each spurious emission measured and the bandwidth of the measuring receiver shall
be recorded in the test report;

measurements b) to h) shall be repeated with the test antenna oriented in horizontal polarization.

Method of measurement - radiated spurious components

This method of measurement applies to receivers which have an integral antenna:

a)

b)

atest site selected from annex A which fulfils the requirements of the specified frequency range of this
measurement shall be used. The test antenna shall be oriented initially for vertical polarization and connected
to ameasuring receiver. The bandwidth of the measuring receiver shall be set to a suitable value to correctly
measure a spurious emission at alevel 6 dB below the limit given in clause 8.4.5. This bandwidth shall be
recorded in the test report;

the receiver under test shall be placed on the support in its standard position;

the same method of measurement asitemsb) to i) of clause 8.4.3 shall apply.
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8.4.5 Limits

The power of any spurious emission, outside the assigned frequency band, shall not exceed 2 nW in the range 25 MHz
to 1 GHz and shall not exceed 20 nW on frequenciesin the range 1 GHz to 40 GHz.

9 Layer 1. Method of measurements and limits for
on-board units

9.1 OBU sensitivity

9.1.1 Definition

The OBU sensitivity isthe minimum level power density expressed in dBm (received isotropically) that produces a
wanted response from the OBU.

9.1.2 Method of measurement

To cover al applications the OBU shall be measured without material positioned in the radio path e.g. windscreen glass
for vehicle installations.

The test arrangement shown in figure 15 shall be used.

Antenna with gain G

[see note)
D-Md, test Signal Attenugtor
modulation generator A
data frame e e — WA T e :| OBU
generator equipment
X L LIt E Pa
govs e s BN Wl e e ;

LP fiter <]

Sagnal
| generator B

Mixer
‘Wideband

Fid detecior

: ? Signal
] generator O
i+ Test fichure ‘

NOTE: The polarization of the test antenna shall be the same as defined for the RSU antenna.

Ozcilloscope

Figure 15: Measurement arrangement - OBU sensitivity

a) thetest modulation, D-M4, shall conform with the access protocol for the application as declared by the
manufacturer and shall be agreed with the test 1aboratory. The modulation index of the signal generator or the
RTTT equipment shall be 0,5 or higher as declared by the manufacturer;

b)  before the measurements the transponder orientation angle, o, shall be adjusted to 35° with respect to the
worst-case direction. The worst case direction may be declared by the applicant. The angle a shall be measured
from the direction perpendicular to the intended direction of propagation;

c) thecorrect OBU response shall be monitored at the RTTT receiver;
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d) theoutput power P, shall be reduced by increasing the attenuator in steps of 1 dB until the OBU stops
responding correctly;

€) theattenuation shall be reduced by 1 dB;
NOTE 1: The OBU will start responding again.

f)  the output power P, shall be measured with a spectrum analyser;

g) thetest shal be repeated with angle o adjusted to 0° (boresight).

The OBU sengitivity in dBm, P, is calculated as:

SY
Pgans = (output power Pp) + (antenna gain G) - (circulator loss) - (propagation loss).

The propagation loss is calculated as 20 log (4 nD)/A.

NOTE 2: At 5,8 GHz and a measuring distance D = 0,5 m the propagation lossis 41,7 dB.

9.1.3 Limits

The sensitivity of the OBU during normal and extreme test conditions shall be better than the limits given in table 11.

Table 11: Sensitivity limit

OBU orientation Normal test conditions | Extreme test conditions
in boresight or -40 dBm -40 dBm
worst case if
declared by
manufacturer

9.2 On board unit access

9.2.1 Definition

The OBU shall be designed to respond to appropriately modulated signals only and shall not respond to wrong codes or
to any simple carrier frequency.

9.2.2 Method of measurement

The test arrangement in figure 16 shall be used.
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NOTE: The polarization of the test antenna shall be the same as defined for the RSU antenna.

Figure 16: Test arrangement - OBU access

For measurements at 5,8 GHz, the output power of signal generator A shall be adjusted to alevel approximately 10 dB
above the OBU sensitivity, see clause 9.1.

The orientation angle a shall be set to 0°.

With signal generator B switched off the OBU shall be exposed to fields modul ated with incorrect data frames by
modulating signal generator A or aRTTT equipment with test modulation D-M4'.

The OBU response shall be monitored at the spectrum analyser.

The signal generator B shall be switched on. The above measurements shall be repeated in the presence of an
unmodulated interference field at the spot frequencies as shown in table 12.

Table 12: Interference test frequencies and levels

Frequency 100 MHz 250 MHz 900 MHz 1,8GHz | 2,45GHz | 5,8 GHz 7,5 GHz 12 GHz
Interference 10 10 10 10 15 15 15 1,5
Field strength
V/m
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To set the interference frequency and field strength the following procedure shall be used:
. signal generator B shall be adjusted to the specified frequency according to table 12;

. the output level of signal generator B shall be adjusted to the required field strength according to table 12, by
oneif the following methods;

. either:
- the OBU shall be replaced with a calibrated E-field probe;

- the level of signal generator B shall be adjusted until the specified E-field according to table 12 is
measured on the E-field probe;

- the E-field probe shall be replaced by the OBU and the interference measurement shall be performed; or

- the necessary interference power P, shall be calculated by using the following formula:
P,(dBm) = 20log E + 20log d, - G, +15,2
* P, ispower indBminto the interference antenna with gain;
* d,isthedistance in metres between the reference antenna and the OBU;

=  G,isthegainindB of theinterference antenna

9.2.3 Limits

Under normal test conditions the OBU shall meet the following requirements:
e  the OBU shal not respond to D-M4' test signals;
. the OBU shall not respond to interference fields at spot frequencies defined in clause 9.2.2;

. the OBU shall respond to D-M4 after the interference field tests.

9.3 Transponder conversion gain

This clause only applies to transponders. Transceivers are measured for maximum output power according to clause 9.4.

9.3.1 Definition

The conversion gain is the difference between the transponder received and the re-radiated subcarrier power.

9.3.2 Method of measurement

The test arrangement shown in figure 17 shall be used.
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NOTE: The polarization of the test antenna shall be identical to that of the OBU.

Figure 17: Measurement arrangement - OBU conversion gain

The procedure is as follows:

a) themodulation of RTTT transmitter or the signal generator shall conform with the access protocol intended for
the application;

b) if possible, the transponder shall be commanded or by other means set to atest mode that only is re-radiating
an unmodulated subcarrier (test mode);

c) before the measurements the transponder orientation angle, o, shall be adjusted to 35° with respect to the
worst-case direction. The worst case direction may be declared by the applicant. The angle a shall be measured
from the direction perpendicular to the intended direction of propagation;

d) theoutput power level of the RTTT transmitter or the signal generator after the attenuator, P, shall be adjusted
to 6 dB above the declared OBU sensitivity level;

€) themodulation of the RTTT transmitter or signal generator shall be switched off;

f)  there-radiated signal, S; of the sideband, is measured with the spectrum analyser adjusted to 100 kHz
bandwidth;

g) theoutput power P, is measured with a spectrum analyser;

h)  the procedure shall be repeated with angle a adjusted to 0° (boresight).
The conversion gain (CG) in dB at the upper side band is calculated as:

CG = (re-radiated signd, S)) - 2 [(antenna gain, G) - (propagation loss)] + (circulator and cable loss) - P,

The propagation loss shall be calculated according to clause 9.1.2.
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9.3.3 Limits

The conversion gain of the transponder during normal and extreme test conditions shall be higher than the value given
in table 13. No upper limits are mandated for Conversion Gain. The maximum radiation subcarrier output power is
limited in the next Clause.

Table 13: Transponder conversion gain limit

Transponder orientation Normal test conditions Extreme test conditions
In boresight or worst case if >0dB >0dB
declared by manufacturer
Boresight £35° >-5dB >-5dB

9.4 OBU maximum radiated subcarrier

9.4.1 Definition

The OBU maximum radiated subcarrier(s) is the maximum re-radiated subcarrier from the OBU independent of the
incident signal level. Thistest method also applies to the output power of a transceiver.

9.4.2 Method of measurement

The test arrangement is shown in clause 9.3.2 (figure 17). The procedure is as follows:

a) themodulation test signal D-M4 of the RTTT transmitter or the signal generator shall conform with the access
protocol intended for the application;

b) the OBU shall be commanded or set by other meansin atest mode that only radiates a subcarrier without
modul ation;

c) thetransponder orientation angle, o, shall be adjusted to 0°. The angle a shall be measured from the direction
perpendicular to the intended direction of propagation;

d) themodulation of the RTTT transmitter or signal generator shall be switched off;

€) theoutput power level after the attenuator, P, shall be increased from the declared sensitivity level

(approximately -40 dBm) to -14 dBm referred to the input of the OBU. These levels are calcul ated based on
the input power to the test antenna and the propagation |oss,

f)  thereradiated signal, S;, shall be measured on each side band with the spectrum analyser bandwidth adjusted
to 100 kHz;

g) theprocedure shall be repeated under extreme test conditions.

The OBU maximum radiated subcarrier in dBm, P,, is calculated as.

P, = (measured re-radiated signal, S;) - (antenna gain, G) + (circulator & cable |oss) + (propagation |0ss).

94.3 Limits

The measured value for the maximum re-radiated e.i.r.p. subcarrier for the transponder for each side band during
normal and extreme test conditions shall be less than -14 dBm. The Upper Communication Power Limit (parameter
D11b) shall belimited to -17 dBm.
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9.5 OBU frequency error

951 Definition

The frequency error of the OBU is the difference between the unmodulated carrier frequency and the nominal frequency
after the time when the first OBU data bits are transmitted in response to a RSU command, see illustration in figure 18.

Data mod. Data mod.
(wake up) (command)

RSU transmitter | Unmod. Unmod. Unmod.

Data mod.

OBU transmitter | Unmod. Unmod.

= EEE——

Time

Time slot for frequency measurement (approx. 32 us)

Figure 18: Time slot for measuring OBU frequency error

95.2 Method of measurement

The test arrangement shown in figure 19 shall be used.

Antenna with gain G
[zee nots)

D-Md, test Signal Attenuator
meodulation generator A
data frame or RTTT e | CBU

generatar equipment
Signal
| penerator B
5 Wideband | ]

Fid detecior : Ozcilloscops

? : Signal

: ] naerator C
¢ Test fisture : e

NOTE: The polarization of the test antenna shall be identical to that of the OBU.

Figure 19: Measurement arrangement - OBU frequency error

The test fixture shall be supplied by the manufacturer together with the necessary documentation and calibration
information.

The measurement procedure shall be as follows:

a) thefrequency of signal generator C shall be adjusted to the nominal subcarrier frequency of the OBU. The level
of signal generator C shall be adjusted as declared by the manufacturer's documentation;

b) signal generator B shall be switched off;
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c) thetest modulation of signal generator A (or RTTT equipment) shall be switched off;

d) theoutput power of signal generator A (or RTTT equipment) after the attenuator, Po, shall be adjusted to
achieve a power density producing an input level of -14 dBm, as measured with a 0 dBi antenna, at the position
of the OBU;

€) signal generator B shall be switched on without modulation. The output level is adjusted to achieve a power
density producing an input level -14 dBm, as measured with a 0 dBi antenna, at the position at the position of
the OBU;

f) thefrequency of signal generator B shall be adjusted to the nominal frequency of the RTTT receiver;
The storage oscilloscope shall be adjusted for full positive and negative deflection for frequency changes of
signal generator B of plus and minus 5 ppm (29 kHz);

g) signal generator B shall be switched off;

h) signal generator A (or RTTT eguipment) shall be modulated with a single interrogating burst of test modulation
D-M4. The frequency change shall be measured on the oscilloscope and recorded in the test report. This shall
be repeated 10 times;

i) thefreguency error isthe largest measured deviation from nominal frequency during the time slot shown in
figure 18;

j) the procedure shall be repeated under extreme test conditions.

9.5.3 Limits

The frequency error under normal and extreme conditions shall not exceed:
. 5 ppm (transceiver OBU only);

. 0,1 % of declared subcarrier freg.

9.6 OBU spurious radiation

9.6.1 Definition

The OBU spurious emissions are emissions at frequencies, other than those of the OBU subcarriers and sidebands
associated with normal modulation, radiated by the OBU.

The spurious radiations are specified as the radiated power of any discrete signal.

9.6.2 Method of measurement
The measurements shall be made at the following spot frequencies except at the declared sub-carrier frequency(ies):

. fo= 1,0 MHz
. fo=£1,5MHz
. fo£2,0 MHz;
. f,£3,0 MHz
. fy£3,5MHz
o f,£4,0MHz; and
o f,£50MHz

wherefis RSU transmit frequency.
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The test arrangement is shown in clause 9.3.2, figure 17. The procedure shall be as follows:

a) themodulation test signal D-M4 of the RTTT transmitter or the signal generator shall conform with the access
data frame protocol intended for the application;

b) if possible, the OBU shall be commanded or set by other means into atest mode that only radiates subcarrier(s)
without modulation;

c) thetransponder orientation angle, a, shall be adjusted to 0°. The angle a is measured from the direction
perpendicular to the intended direction of propagation;

d) theoutput power level after the attenuator, P, shall be adjusted to achieve a power density producing an input of
-14 dBm at the OBU as measured with a 0 dBi antenna;

€) the spurious emissions are measured according to annex B;

f) the OBU spurious emissions are measured in the frequency range 25 MHz to 40 GHz. The measuring
bandwidth shall be adjusted to 100 kHz.

9.6.3 Limits

Under normal test conditions, the OBU spurious emissions shall be below the limit shown in table 14.

Table 14: OBU spurious emission limits

State <1GHz Inside allocated frequency band Outside the allocated frequency
except at subcarrier band in the 1 GHz to 40 GHz range
frequency(ies)
Operating -36 dBm -42 dBm -30 dBm
Stand-by -57 dBm -47 dBm -47 dBm

10 Layer 2 parameters and procedures

10.1 General conditions

The frame format, fields and related limits shall be as specified in this clause, and shall be valid both for the RSU and
the OBU. Specific protocol procedures, parameters and related limits for the RSU shall be as specified in clause 10.7.
Specific protocol procedures, parameters and related limits for the OBU shall be as specified in clause 10.9.

10.2 Frame Structure

10.2.1 Definition

All transmissions shall be in frames. Each frame shall conform to the structure according to [10] as shown in figure 20.

Frame Check

Sequence Flag

Flag LPDU

Figure 20: Frame structure

Asindicated in figure 20, asingle frame shall be made of four different fields: an opening flag, aclosing flag, afield
containing the Layer 2 Protocol Data Unit (LPDU) and a frame check sequence for error detection.
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10.2.2 Limits

10.2.2.1 Validity of frames
The LLC shall inspect all received frames to assess their validity.
A received frame shall be considered valid if:
e theframeiscorrectly delimited by start and end flags according to clause 10.3;

. the frame, after deletion of zero bitsinserted for transparency, contains a number of bits corresponding exactly
to an integer multiple number of octets;

e theLPDU does not consist of too many octets, see parameters N2 and N3 in clause 10.2.2.4;
e theframe containsavalid FCSfield according to clause 10.5; and
. the frame contains avalid LPDU.

If the frame received is not valid it shall be discarded.

10.2.2.2 Bit order

Flag and LPDU field shall be transmitted with the LSB first in each octet. The FCS shall be transmitted with the
coefficient of the highest term first.

10.2.2.3 Transparency

The occurrence of the flag within a frame other than the start and end flags shall be prevented by a zero bit insertion
procedure as follows.

The transmitter shall insert a 0 bit following five contiguous 1 bits anywhere between the start flag and the end flag of
the frame. The insertion of the O bit thus applies to the contents of the LPDU Field and the FCS.

The receiver shall continuously monitor the received bit stream. After receiving five contiguous '1' bits, the receiver
shall inspect the following bit. If it isa'0" bit, the five '1" bits shall be passed as data and the ‘0’ bit shall be deleted. If the
sixth bitisa'1' bit, the receiver shall inspect the seventh bit. If thisbit isa'0' bit, avalid flag has been received; if itisa
'1' bit, an abort has been received, and the receiving station shall ignore that frame.

10.2.2.4 Frame length
Frames shall not exceed the lengths as specified in table 15.

Table 15: Frame length limits

N2 maximum number of octets in frame in downlink 64 octets
N3 maximum number of octets in frame in uplink 64 octets

NOTE: The maximum number of octets as presented in table 15 does not include zero bits inserted as presented
above. Thus bit insertion may increase the frame length above the limits given in table 15.

10.3  Opening and closing flags

10.3.1 Definition

All frames shall start and end with aflag. A flagisa'0' bit followed by six '1' bits followed by a zero bit,
i.e.'01111110B = '7E'H.
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10.3.2 Limits

When in receiving state, al stations shall continuously check on a bit-by-hbit basis for the flag sequence. A transmitter
shall send only complete eight bit flags.

The flag which ends a frame shall not be used as the start flag for the next frame.

There shall be only asingle start flag and a single stop flag per frame.

104 LPDU

10.4.1 Definition

All LPDUs being part of the frame presented in figure 20 shall conform to the format shown in figure 21.

LLC Address Field Information field

Figure 21: LPDU format

The LLC addressfield shall conform to the format shown in figure 22,

Link

LalD D

Figure 22: LLC Address field

where:

. LalD identifiesthe L2 endpoint, i.e. the LalD points to an instance of an application in the application layer.
The format of the LalD shall be as shown in figure 23. The most significant bit is presented on the left hand
side.

oL 10|40 |

Figure 23: LalD Field format

° Link ID: LPDU address field extension.

10.4.2 Limits

The information field shall consist of an integral number of octets.

The LalD shall be two octets long. Its most significant six bits are fixed and shall be set as shown in the diagram. The
10 least significant bits shall be set by the Application Layer. In transmit mode, the value in the complete LalD field
shall be equal to the "AP Invocation Identifier" presented in tables 16 and 40. Evaluation of the valuein the LalD field
in receive mode shall be done at the application layer.

The Link ID shall be two octets long. It shall be set as specified in clauses 10.8.1 and 10.9.1.
Aninvalid LPDU shall be defined as one which meets the following condition:

e TheLPDU lengthisO (no LLC address field and no information field).
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10.5 Frame check sequence

10.5.1 Definition

All frames shall include a FCS just prior to the closing flag for error detection purposes. The contents of the LPDU shall
be included in the calculation of the FCS.

10.5.2 Limits

The FCS shall be compliant with a 16-bit frame checking sequence as defined in [10]. The generator polynomial shall
be X16 + X12 + X5 + 1, and the initial value used shall be 'FFFF'H. The ones complement of the resulting remainder
shall be transmitted as the 16-bit FCS.

10.6  Frame transmission procedure
Upon request of the application layer to transmit aframe, the LLC layer shall:
. AllocateaLink ID asexplained in clause 10.8.1 for the RSU case, and in clause 10.9.1 for the OBU case.
o Build an LLC address field as shown in figure 22.
e  Cdculatethe FCS.
. Create aframe.

. Use Layer 1 servicesto deliver the frame.

10.7  Frame reception procedure
If aframe received from Layer 1isvalid, see clause 10.2.2, then the LPDU contained in it shall be further processed:

. the value of the LalD part of the LLC address field shall be used to identify uniquely the application entity to
which the content of the information field shall be passed;

e theinformation field value, seefigure 21, shall be passed to the entity of the application layer identified by the
value of the LalD field.

10.8  Specific Road Side Unit parameters and procedures

The Layer 2 unit of observation and test is the frame. The frame format, fields and related limits are specified in
clause 10, and are valid both for the RSU and the OBU. This clause contains the definition of RSU specific procedures.

10.8.1 Link ID allocation

Different behaviours may occur according to the type of transmission chosen by the application layer:
. For broadcast transmission, al bits of the Link 1D shall be set to zero.

. For a private transmission with communication already in place, the Link ID shall be the same as previously
used.

e A new private Link ID shall be generated in case communication to anew OBU isto be established, with the
following rules:

- the Link 1D shall be an integer number;

- each new Link ID shall be generated on arandom basis by taking the latest generated Link 1D and
incrementing it by at least three modulo 65 536. The value zero shall not be used asiit is reserved for
broadcast transmission.
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10.8.2 Frame transmission

Whenever the RSU sends a message, areply is expected from the OBU. The maximum time for transmission of aframe
shall be Ty, = 590 ps.

If the reply is not received or the frame received isinvalid, the RSU shall retransmit the same message after an interval
of time T, = 10 ms = 1 ms defined as polling time. Figure 24 shows an RSU-OBU communication diagram.

RSU oBU

Figure 24: RSU - OBU communication diagram

NOTE: ThePolling Time T, basically depends on the allowed maximum Ty, = 590 ps of the communication
time T in the downlink and the allowed maximum T .., = 3,8 ms of the communication time T, in the
uplink:

Tl > Tdmax + Tumax

10.8.3 Frame reception

An RSU shall only process responses to previously issued commands. Consequently, any other responses shall be
discarded.

10.9  Specific On Board Units (OBUs) parameters and functions

The Layer 2 unit of observation and test is the frame. The frame format, fields and related limits are specified in
clause 10, and are valid both for the RSU and the OBU. This clause contains the definition of OBU specific procedures.

10.9.1 Link ID allocation

TheLink ID at the OBU side shall be equal to the one received in the previous frame.

10.9.2 Frame transmission

Thereis no minimum time before starting transmission of the response PDU. The maximum time for transmission of a
frame shall be T ;5 = 3,8 ms (see clause 10.8.2).

10.9.3 Frame reception

The Data Link Layer shall not keep track of sequences of messages, as on reception of a duplicate message, the
previously prepared response shall be sent again by the application layer.
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11 Layer 7 parameters and procedures

11.1 General conditions

Application protocol data units (APDUS), protocol messages and parameters shall be as specified in ASN.1in
clause 11.2, and coded according to the encoding rules specified in clause 11.4.

For each protocol message, this clause gives the general definitions and parameters to be measured. Clause 11.5 bears
RSU specific parameters and procedures. Clause 11.6 bears OBU specific parameters and procedures.

11.2  General protocol rules

The Layer 7 protocol is highly asymmetrical, i.e. it identifies two distinct roles:
a) Themaster role, whichis aways played by the RSU.
b) Thedaverole, which isalways played by the OBU.
Request protocol messages, referred to as directives, shall only be issued by the RSU, while response protocol messages
shall only beissued by the OBU.
11.2.1 Protocol data unit formats
An APDU shall be carried in the Information field of the LPDU (see clause 10.4.1).

An APDU can be either aRequest - PDU or aResponse- PDU. Both Request - PDU and Response- PDU are
sub-structured in a header part and in a body part. The body part may contain a single directive or several concatenated
directives.

The PDU formats for these two types are formally specified in clause 11.2, and described separately for the RSU in
clause 11.5.1 and for the OBU in clause 11.6.1.
11.2.2 Concatenation

Multiple directives may be concatenated in the body part of asingle APDU. Rules for concatenating directives are
giveninclause 11.5.1.

The Close-Rq directive, if present in aframe, shall be the last directive in a concatenated sequence of directives. An
OBU shall ignore al directives following a Close-Rq directive in a concatenated sequence of directives, and shall
indicate an error with "Result"="15'H and "Diagnostic"='"02'H in the response frame.

On reception of a set of concatenated directives, a corresponding set of concatenated responses shall be generated.
Rules for concatenating response messages are given in clause 11.6.1.

11.2.3 Sessions

A session between a RSU and an OBU is created with the Open-Rq directive and deleted with the Close-Rq directive.
Different sessions shall be distinguished by the value of "Link ID" contained in the LLC addressfield presented in
figure 22.

The following rules shall apply:
. All directivesissued by the RSU in order to retrieve parameter values from an OBU, i.e.
- Read-Master-Core-Rq
- Read-Appl-Core-Rq
- Read-Appl-Record-Rq
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- Read-Data-From-External-Rq

shall be accepted and processed by the OBU without the need of a valid active session.

A Close-Rq directive shall only be issued by a RSU within a valid active session.

A Get-Master-Record-Rq directive shall only be issued by a RSU within avalid active session.
A Set-UIF-Rq directive shall be accepted and processed by the OBU without the need of avalid active session.
All directivesissued by the RSU in order to set parameter valuesin an OBU, i.e..

- Write-Appl-Core-Rq

- Write-App-Core-Conf-Rq

- Write-Appl-Record-Curr-Rq

- Write-Appl-Record-Curr-Conf-Rq

- Write-Appl-Record-Next-Rq

- Write-Data-To-External-Rq

shall be accepted and processed by the OBU only within avalid active session. Otherwise the request shall be
acknowledged with an error code.

All directivesissued by the RSU to provide the means for security mechanisms, i.e.:
- Set-Password-Rq

- Use-Last-Password-Rq

- Get-TBA-Random-Rq

- Set-Credential-Rq

- Get-Credentia-Rq

shall be accepted and processed by the OBU only within avalid active session. Otherwise the request shall be
acknowledged with an error code.

A Read-Display-Type-Rq directive shall only be accepted and processed by an OBU within avalid active
session. Otherwise the request shall be acknowledged with an error code.

A Select-TBA-1d-Rq directive shall only beissued by a RSU within avalid active session. The OBU may
signal an invalid behaviour with an error code.

Protocol messages and parameters: ASN.1 definitions

The following ASN.1 modules contain the definitions of protocol data units and related parameters.

EFC-ACSE { itu-t(0) identified-organization(4) etsi(0) itsDonmain(5) wg2(2) en3006740301-1 }

DEFINITIONS ::= BEG N
EXPORTS Data-String, Bit-String-1B, |Integer-0-1B, |Integer-1-1B,

Read- Data, Wite-Data,

Request PduHeader, ResponsePduHeader,
Request Messages,

Open-Rg, d ose-Rq, Read-Displ ay- Type-Rq;

Request - PDU : : = SEQUENCE {

header Request PduHeader ,

body Request PduBody OPTI ONAL}
Response- PDU : : = SEQUENCE {

header ResponsePduHeader ,

body ResponsePduBody }

ETSI



Request PduHeader
cal l i ngApTi tl
respondi nghvbd
nunber O Di rec

Cal lingApTitle :
Respondi nghbde :
response- not - requ
response- f ast - spe
response-nornal -s
Note that bit8 =+

a) response-
b. 1) respo
b. 2) respo
b. 3) respo
where r = reserve

Number O Directi ve

Request PduBody: : =
open- message
request - messa
cl ose- message

Request Messages :

Request Message :
read- di spl ay-
read- appl - cor
read- appl -rec
read- master-c
select-tha-id
wite-appl-co
write-appl-co
wite-appl-re
wite-appl-re
wite-appl-re

wite-appl-re
action
ResponsePduHeader

cal l edApTitle
response- ar ea

Cal | edApTitle ::=

Response-Area :: =
ack
m smat ch
nack

Ack- Response ::=
ack
ack- sense-cod
no- sense
no-card
wrong-t ba
not - confi

M smat ch- Response :

m smat ch
m smat ch- sens

Nack- Response :: =
nack
nack- sense-co
no-card
not -i n-se
directive
directive
opc-failu
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: = SEQUENCE {
e Cal I'i ngApTitle,
e Respondi nghbde,

tives NunmberOFDirectives }

;= Data-String (SIZE(4)) -- see "Calling AP Title" in table 16

= Bit-String-1B -- see "Responding Mde" in table 16

ired Respondi nghbde ::= { bitl }
ed Respondi nghbde ::= { bit2 }
peed Respondi ngbde ::= { bit3, bit2 }

bit4 are reserved and that:

bi t 8 7 6 5 4 3 2 1
not - requi r ed: r r r r r X X 1
nse-requir ed- and- f ast - speed: r r r r r 0 1 0
nse-requir ed- and- sl ow speed: r r r r r X 0 0
nse-requi r ed- and- nor mal - speed: r r r r r 1 1 0
d and x = any.
S ::= Integer-1-1B -- see "Nunber of Directives" in table 16

SEQUENCE {
[0] Open-Rg OPTI ONAL,
ges [1] Request Messages OPTI ONAL,
[2] O ose-Rg OPTIONAL }
.= SET OF Request Message
;= CHO CE {
type [0] Read- D spl ay- Type- Rq,
e [1] Read- Appl - Core-Rq,
ord [2] Read- Appl - Recor d- Rq,
ore [3] Read- Mast er - Cor e- Rq,
[4] Sel ect-TBA-1d-Rqg,
re [5] Wite-Appl-Core-Rq,
r e- conf [6] Wite-Appl - Core-Conf-Rq,
cord-curr [7] Wite-Appl-Record-Curr-Rq,
cord-curr-conf [8] Wite-Appl-Record-Curr-Conf-Rq,
cor d- next [9] Wite-Appl-Record- Next-Rq,
cor d- next - conf [10] Wi te-Appl - Record- Next - Conf - Rq,
[11] Action-Rq }
;1= SEQUENCE {

Cal | edApTitl e,
Response- Area }

Data-String (SIZE(5)) -- see "Called AP Title" in table 40

CHO CE { -- see A-Association.response paraneters in table 40
[0] Ack-Response,
[1] M smat ch- Response,
[2] Nack- Response }

SEQUENCE {
Bit-String-1B ({bit3, bit2}), -- '06'H, see "Result" in table 40

e CHO CE { -- see "Diagnostic" in table 40

[0] Bit-String-1B ({ }), -- "00'H

[1] Bit-String-1B ({bit1}), -- "01'H
-id [2] Bit-String-1B ({bit3, bitl}), -- '05'H
gur ed [3] Bit-String-1B ({bit3, bit2}) } } -- "06'H

: = SEQUENCE {

Bit-String-1B ({bit1}), -- "01'H, see "Result" in table 40
e-code Bit-String-1B ({ }) } -- '00'H see "D agnostic" in table 40
SEQUENCE {

Bit-String-1B ({bit5, bit3, bitl}), -- "15'H, see "Result" in table 40
de CHO CE { -- see "Diagnostic" in table 40

[0] Bit-String-1B ({bit1}), -- '01'H

ssion [1] Bit-String-1B ({bit2}), -- '02'H
- unknown [2] Bit-String-1B ({bit2, bit1}), -- "03'H
-failure [3] Bit-String-1B ({bit3}), -- "04'H
re [4] Bit-String-1B ({bit3, bitl}), -- "05'H
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not - confi gured [5] Bit-String-1B ({bit3, bit2}), -- "06'H
buf fer-overfl ow [6] Bit-String-1B ({bit3, bit2, bitl}), -- "07'H
buffer-full [7] Bit-String-1B ({bit4, bitl}), -- '09'H
har dwar e- error [8] Bit-String-1B ({bit5}), -- "10'H
i nval i d- operation [9] Bit-String-1B ({bit5, bit1}) } } -- "11'H
ResponsePduBody ::= SET OF ResponseMessage
ResponseMessage ::= CHO CE {
read- di spl ay-type [0] Read-Di spl ay- Type- Rs,
read- appl - core [1] Read- Appl - Cor e- Rs,
read- appl -record-curr [2] Read- Appl - Recor d- Rs,
read- nmast er-core [3] Read- Master- Core-Rs,
action-results [4] Action-Rs }
Open-Rg ::= SEQUENCE { id Bit-String-1B ({bit5}) }
Close-Rg ::= SEQUENCE { id Bit-String-1B ({bit5, bit1}) }
Read- Di spl ay- Type-Rq ::= SEQUENCE { id Bit-String-1B ({bit4, bit1}) }
Sel ect-TBA-1d-Rq ::= SEQUENCE {

idBit-String-1B ({bit5, bit3, bitl}),
| engt hRespondi ngApTitl e Integer-1-1B,
respondi ngApTitle Data-String }

Read- Mast er - Cor e- Rq :: = SEQUENCE {
idBit-String-1B ({bit1}),
read-data-info Data-Info }

Read- Appl - Core-Rg :: = SEQUENCE {
idBit-String-1B ({bit2}),
read-data-info Data-Info }

Read- Appl - Record- Rq :: = SEQUENCE {
idBit-String-1B ({bit2, bit1}),
read-data-info Data-Info }

Wite-Appl-Core-Rg ::= SEQUENCE {
idBit-String-1B ({bit3, bitl}),
common- part Wi te-Comon-Part }

Wi te-Appl - Core-Conf-Rg ::= SEQUENCE {
idBit-String-1B ({bit5, bit4, bitl}),
common- part Wi te-Comon-Part }

Wite-Appl-Record-Curr-Rq ::= SEQUENCE {
idBit-String-1B ({bit3, bit2}),
common- part Wi te-Common-Part }

Wi te-Appl - Record-Curr-Conf-Rg ::= SEQUENCE {
idBit-String-1B ({bit6}),
common- part Wi te-Conmon-Part }

Wite-Appl - Record- Next-Rg ::= SEQUENCE {
idBit-String-1B ({bit3, bit2, bitl}),
common- part Wi te- Conmon- Part }

Wit e- Appl - Recor d- Next - Conf-Rqg ::= SEQUENCE {
idBit-String-1B ({bit6, bitl}),
common- part Wi te-Conmon-Part }

Action-Rq ::= SEQUENCE {
wite-data-to-external-rq SEQUENCE {
id Bit-String-1B ({bit6, bit5, bit1}),
node CHO CE {
i medi ate [0] Bit-String-1B ({bit1}),
deferred [1] Bit-String-1B ({bit2})},

addr ess Bit-String-1B ({bit8, bit7, bit6, bit5 bit4, bit3, bit2, bitl}),
wait-tine I nteger-0-1B (0),
data-1ength I nteger-1-1B,
dat a Wite-Data },
read-data-fromexternal -rq SEQUENCE {id Bit-String-1B ({bit5, bit3, bit2, bitl})} }
Dat a- I nfo ::= SEQUENCE {
dat a- of f set | nt eger - 0- 1B,
dat a-1 ength | nt eger-0-1B }
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Wite-Conmon-Part ::= SEQUENCE {
Dat a- | nf o,
Wite-Data }

write-data-info
dat a

Read- Di spl ay- Type-Rs :

= CHO CE {

al pha- nuneri c- di spl ay

nurer i c- di spl ay
Read- Appl -Core-Rs ::=
Read- Appl - Record-Rs ::

Read- Master-Core-Rs ::

[0] Bit-String-1B ({bit7, bit1} ),
[1] Bit-String-1B ({bit7, bit4, bit3, bit2}) }

Read- Dat a

Read- Dat a

Read- Dat a

Action-Rs ::= SEQUENCE {

data-1ength
dat a

I nt eger-1-1B,
Read- Data }

Read-Data ::= Data-String

Data-String ::= OCTET STRI NG

Bit-String-1B ::= BI T STRING {
bit6(2), bit5(3), bit4(4), bit3(5), bit2(6), bitl(7)} (SIZE(8))

bi t8(0), bit7(1),

I nteger-0-1B ::= | NTEGER (| ower-bound-0 .. upper-bound- 1B)

Integer-1-1B ::

| ower - bound- 0 I NTEGER :: =

| ower - bound- 1 | NTEGER : :

upper - bound-1B | NTEGER :: =

END
Modul e- EFC- ASO { i tu-t(0)
DEFINITIONS :: =

BEG N
EXPORT;

| NTEGER (| ower - bound-1 .. upper-bound- 1B)

0

1

255

identified-organization(4) etsi(0) itsDomain(5) wg2(2) en3006740301-2 }

| MPORT Data-String, Bit-String-1B, |Integer-0-1B, |Integer-1-1B,
Read- Data, Wite-Data, Data-Info,
Request - Msg- Header, Response- Msg- Header,
W't hout - Envel ope- Rq,
Open-Rg, Cose-Rg, Read-Di splay-Type-Rq,
FROM Modul e- EFC- ACSE
{ itu-t(0) identified-organization(4) etsi(0) itsDonmain(5) wy2(2) en3006740301-1 };

ASO- Request - Msg
header
body

ASO- Response- Msg
header
body

ASO Request - Msg- Body
wi t h- envel ope
wi t hout - envel ope

ASO W t h- Envel ope- Rq
open
wi t hout - envel ope
cl ose

ASO- Wt hout - Envel ope-Rq :: =
Wi t hout - envel ope-rq

get -t ba-random
get-master-record
set-credenti al
get-credenti al

r ead- dat a- f rom ext er nal

set - passwor d
set-user-interface
use- | ast - password

wite-data-to-external

ASO Response- Msg- Body
get -t ba-random
read-certificate

SEQUENCE {
Request - Msg- Header ,
ASO Request - Msg- Body }
1= SEQUENCE {
Response- Msg- Header ,
ASO Response- Msg- Body OPTI ONAL}
;= CHA CE {
ASO- W t h- Envel ope- Rq,
ASO- W t hout - Envel ope-Rqg }
11 = SEQUENCE {
Qpen- Rq,
ASO- W t hout - Envel ope- Rq,
Cl ose-Rg OPTI ONAL }
SET OF {
W t hout - Envel ope- Rq,
Get - TBA- Random Rq,
Get - Mast er - Recor d- Rq
Set - Credential - Rq
CGet - Credential -Rq
Read- Dat a- Fr om Ext er nal - Rq,
Set - Passwor d- Rq,
Set - User - I nterface-Rq,
Use- Last - Passwor d- Rq,
Wite-Data-To-External -Rq }
SET OF {
Get - TBA- Random Rs,
Read- Certificate-Rs,
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r ead- dat a- f rom ext er nal Read- Dat a- From Ext ernal - Rs }

Use- Last - Passwor d- Rq 1= SEQUENCE {id Bit-String-1B ::= '30'H }
Set - Passwor d- Rq = SEQUENCE {i d Bit-String-1B ::= "'13"H,
password-| ength I nteger-1-1B,
passwor d Password }
Get - TBA- Random Rq = SEQUENCE {id Bit-String-1B ::= "37'H,
random nunber - | gh Integer 1-1B }
CGet - Mast er - Recor d- Rq ;1= SEQUENCE {id Bit-String-1B ::= '4C H,
data-info Data-Info }
Set - Credenti al - Rq ;1= SEQUENCE {id Bit-String-1B ::= "4B'H,
credential -1ength I nt eger - 1- 1B,
credenti al Data-String }
Cet-Credential -Rq ;1= SEQUENCE {id Bit-String-1B ::="'4A'H,
dat a-info Dat a- | nf o,
nonce-| en I nteger-1-1B
nonce Data- Stri ng
key Integer-1-1B }
Read- Dat a- Fr om Ext er nal - Rq = SEQUENCE {id Bit-String-1B ::= "17"H}
Wit e- Dat a- To- Ext ernal - Rgq = SEQUENCE {id Bit-String-1B ::= '31'H,
node Mode,
addr ess Bit-String-1B,
wait-tine I nteger-1-1B,
data-1ength I nteger-1-1B,
dat a Wite-Data }
Set - User - I nterface-Rq = SEQUENCE {id Bit-String-1B ::="'14"H,
vi deo Vi deo- Acti on,
audi o Audi o- Acti on,
nunber - of - second | nt eger - 0- 1B,
count I nt eger-0-1B }
Passwor d ::= Data-String
TBA-1d ;.= Data-String
Mode = CHA CE {
to-send-c Bit-String-1B ::= '00'H,
t o- exchange Bit-String-1B ::= '01' H,
t o- send Bit-String-1B ::= '02'H,
t o- get Bit-String-1B ::= '03'H }
Vi deo- Acti on = CHO CE {
t hr ee-si gnal CHO CE {
none Bit-String-1B ::= '00"H,
ko Bit-String-1B ::= '01'H,
ok Bit-String- 1B:::'02'H,
war ni ng Bit-String-1B ::= '03'H,
ok- and- war ni ng Bit-String-1B ::= '04'H,
ok-and- ko Bit-String-1B ::= "05'H,
war ni ng- and- ko Bit-String-1B ::= '06'H,
all-on Bit-String-1B ::= '07'H },
t wo- si gnal CHO CE {
none Bit-String-1B ::= '00"H,
ko Bit-String-1B ::= '01' H,
ok Bit-String-1B ::= '02'H,
al | -on Bit-String-1B ::= '03"H,
none Bit-String-1B ::= '04"H,
none Bit-String-1B ::= "'05"H,
none Bit-String-1B ::= '06'H,
all-on Bit-String-1B ::= '07'H } }
Audi o- Acti on ;1= CHA CE {
none Bit-String-1B ::= '00"H,
ok Bit-String-1B ::= '01'H,
ko Bit-String-1B ::= '02'H,
war ni ng Bit-String-1B ::= '03'H }
Get - TBA- Random Rs .= Read-Dat a
Get - Mast er - Recor d- Rs ;.= Read-Data
Get-Credential -Rs Read- Dat a (Sl ZE(4))

.= SEQUENCE {

Read- Dat a- Fr om Ext er nal -
data-1ength I nt eger-1-1B,
data Read- Data }

END

11.4

The following encoding rules specify how primitives and constructed types shall be encoded.

Encoding rules
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11.4.1 Encoding of the primitive types

11.4.1.1  BIT STRING type

All BIT STRING types are groups of 8 bits, having afixed size of exactly one byte defined by the size parametersin the
ASN.1 definition of the type Bit-String-1B.

The value of aBIT STRING type shall be transmitted without any encoding of the BIT STRING type.

NOTE: Thisisequivaent to PER, aslong as no constraints are used.

11.4.1.2  INTEGER type

The INTEGER types Integer-0-1B and Integer-1-1B are unsigned positive whole numbers having a fixed size of
exactly one byte----.

The value of an INTEGER type shall be transmitted without any encoding of the INTEGER type.
The carried value shall be right-justified and extended to the |eft with zeroes.

NOTE: Coding of Integer-0-1B is equivalent to PER. Coding of Integer-1-1B is not equivalent to PER.
11.4.2 Encoding of the structured types

11.42.1  SEQUENCE type

In a SEQUENCE type, the values of the fixed, ordered list of types component shall be transmitted in the order of their
declaration without any encoding of the SEQUENCE type.

NOTE: Thisisequivalent to PER.

11.4.2.2 SEQUENCE OF type

In a SEQUENCE OF type, the values of the group of the fixed, ordered list of types component shall be transmitted in
the order of their declaration without any encoding of the SEQUENCE OF type and length.

NOTE: Thisisnot equivalent to PER.

11.4.2.3  CHOICE type

In a CHOICE type, the value of the exactly one type of the types component list shall be transmitted without any
encoding of the CHOICE type.

NOTE: Thisisequivaent to PER.

11.4.2.4 SET type
InaSET type, the values of the types component shall be transmitted without any encoding of the SET type and length.

NOTE: Thisisnot equivaent to PER.

11.4.25 SET OF type

InaSET OF type, the values of the types component shall be transmitted without any encoding of the SET OF type and
length.

NOTE: Thisisnot equivaent to PER.
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11.5 RSU specific parameters and procedures

11.5.1 Application protocol data unit formats

Concatenated directives shall be contained in the body part of an APDU, which shall be prefixed with a set of
parameters, called collectively A-Association.request parameters, which are described in table 16.

Table 16: A-Association.request parameters

Parameter Name ASN.1 type Limits and allowed values
AP Invocation Identifier Not applicable This parameter is contained in the LalD part of the LLC address
field.
Calling AP Title Data-String (SIZE(4)) |4 octets
Responding Mode Bit-String-1B 1 octet with 4 allowed values:

response-not-required = rrrrr001
response-fast-speed = rrrrr 010
response-normal-speed = rrrrr 110
response-slow-speed:= rrrrr X00

Number of Directives Integer-1-1B Indicates the number of concatenated PDUs that are transmitted.
If no concatenation is selected, its value is 1. The maximum
number of concatenated primitives depends on the total length of
the encoded data.

Concatenation can be selected by the user of the application layer, so asto build an APDU in a compact form. When
concatenation is selected, the APDU is filled by means of the following rulesin their given order:

a) Fird, one set of A-Association.request parameters shall be encoded, which shall be built once per APDU,
independently of the number of concatenated directives. The header part of the APDU shall contain the
"Calling AP Title", "Responding Mode" and "Number of Directives'.

b)  Then thedirectives shall be sequentially coded.

The overall length of an APDU after encoding shall not exceed 60 octets, including the following A-Association
parameters:

. Calling AP Title (4 octets).
. Responding Mode (1 octet).
. Number of Directives (1 octet).

The"AP Invocation Identifier" parameter shall be directly mapped onto the LalD Link Layer Protocol Field and
consequently is not included in the APDU.

When the RSU sets a particular value for the "Responding Mode" parameter in a particular APDU, it shall be ready to
receive at the specified speed. The "response-not-required” and "response slow speed" values for this parameter shall
always be supported on both the RSU and the OBU. This means that the RSU shall always be able to receive data at
"response slow speed", independently of the actual regquested speed in the Responding Mode parameter.

11.5.2 Open-Rq directive

11521 Definition

The Open-Rq directive is used by the RSU to create a new association between the RSU and the OBU.

11.5.2.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
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11.5.2.3 Limits
Table 17 lists the Open-Rq parameters, their ASN.1 types, limits and allowed values.

Table 17: Open-Rq parameters

Parameter Name | ASN.1 type Limits and allowed values
Open-Rq Bit-String-1B _|Directive Code is '10'H

11.5.3 Close-Rq directive

11.5.31 Definition

The Close-Rq directive is used by the RSU to close an active association.

11.5.3.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.3.3 Limits
The directive can only be issued when an association is active.

Table 18 lists the Close-Rq parameters, their ASN.1 types, limits and allowed values.

Table 18: Close-Rq parameters

Parameter Name | ASN.1 type Limits and allowed values
Close-Rq Bit-String-1B _ |Directive Code is '11'H

11.5.4 Select-TBA-Id-Rq directive

11.54.1 Definition

The Select-TBS-1d-Rq protocol data unit allows an RSU to ensure that the responding OBU is exactly the one whose
AP Titleis specified. If concatenated with an Open-Rq directive, the service allows opening an association with a
specific OBU (direct addressing).

11.54.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.54.3 Limits
Table 19 lists the Select-TBA-1d-Rq parameters, their ASN.1 types, limits and allowed values.

Table 19: Select-TBA-Id-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Select-TBA-Id-Rq Bit-String-1B  |Directive Code is '15'H
Length Integer-1-1B  |Length of Responding AP Title parameter. Allowed values from
lto5

Responding AP Title |Data-String Max 5 octets
This parameter contains the value of "Called AP Title" provided
by an OBU.
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11.5.5 Read-Display-Type-Rq directive

11551 Definition

The Read-Display-Type-Rq directive allows an RSU to inquire the OBU's output device type, in order to subsequently
send appropriate information.

This directive is optional, and maintained only for compatibility with previous implementations, so thereis no
obligation to implement it.

11552 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.55.3 Limits
Table 20 lists the Read-Display-Type-Rq parameters, their ASN.1 types, limits and allowed values.

Table 20: Read-Display-Type-Rq parameters

Parameter Name ASN.1type [ Limits and allowed values
Read-Display-Type-Rqg |Bit-String-1B  [Directive Code is '09'H

11.5.6 Read-Master-Core-Rq directive

11.56.1 Definition

The Read-Master-Core-Rq directive allows an RSU to read generic application context related information. Results of
this service may be used to identify and further address specific applications.

11.5.6.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.6.3 Limits

Table 21 lists the Read-Master-Core-Rq parameters, their ASN.1 types, limits and allowed values.

Table 21: Read-Master-Core-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Read-Master-Core-Rq |Bit-String-1B [Directive Code is 01 Hexadecimal.
Offset Integer-0-1B  |Offset is a pointer in the context structure that specifies the starting point where
the read operation starts from. Its value ranges from 0 to 255.
Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.

11.5.7 Get-Master-Record-Rq directive

11.5.7.1 Definition

The Get-Master-Record-Rq directive allows an RSU to read generic application independent information contained in
the OBE.

11.5.7.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
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11.5.7.3 Limits

Table 22 lists the Get-Master-Record-Rq parameters, their ASN.1 types, limits and allowed values.

Table 22: Get-Master-Record-Rqg parameters

Parameter Name ASN.1 type Limits and allowed values
Get-Master-Record-Rq |Bit-String-1B  |Directive Code is '4C' Hexadecimal.
Offset Integer-0-1B  |Offset is a pointer in the context structure that specifies the starting point where
the read operation starts from. Its value ranges from 0 to 255.
Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.

11.5.8 Read-Appl-Core-Rq directive

11.5.8.1 Definition

The Read-Appl-Core-Rq directive allows an RSU to read a specific application context information. The application is
selected by its AP Invocation Identifier.

11.5.8.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.8.3 Limits

Table 23 lists the Read-Appl-Core-Rq parameters, their ASN.1 types, limits and allowed values.

Table 23: Read-Appl-Core-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Read-Appl-Core-Rq |[Bit-String-1B  [Directive Code is '02'H.
Offset Integer-0-1B  |Offset is a pointer in the context structure that specifies the starting point where
the read operation starts from. Its value ranges from 0 to 255.
Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.

11.5.9 Write-Appl-Core-Rq directive

11.59.1 Definition

The Write-Appl-Core-Rq directive alows an RSU to modify a specific application context information. The application
is selected by its AP Invocation Identifier. A response is expected after only formal controls are made on the requested
operation.

11.5.9.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.9.3 Limits

Table 24 lists the Write-Appl-Core-Rq parameters, their ASN.1 types, limits and allowed values.
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Table 24: Write-Appl-Core-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Appl-Core-Rq _ [Bit-String-1B | Directive Code is '05'H.
Offset Integer-0-1B  |Offset is a pointer in the context structure that specifies the starting point where
the read operation starts from. Its value ranges from 0 to 255.
Length Integer-1-1B  |Expected length of information to be written. Ranges from 1 to 255.
Data Data-String Data to be written.

11.5.10 Write-Appl-Core-Conf-Rq directive

11.5.10.1 Definition

The Write-Appl-Core-Conf-Rq directive allows an RSU to modify a specific application context information. The
application is selected by its AP Invocation Identifier. A response can only be expected after the write operation has
been completed.

11.5.10.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.10.3 Limits
Table 25 lists the Write-Appl-Core-Conf-Rq parameters, their ASN.1 types, limits and allowed values.

Table 25: Write-Appl-Core-Conf-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Appl-Core-Conf-Rq _ [Bit-String-1B  |Directive Code is '19'H.
Offset Integer-0-1B  |Offset is a pointer in the context structure that specifies the starting point
where the read operation starts from. Its value ranges from 0 to 255.
Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.
Data Data-String Data to be written.

11.5.11 Write-Data-To-External-Rq directive

11.5.111 Definition

The Write-Data-To-External-Rq directive allows an RSU to exchange commands and data to an external device that is
connected to, but not part of, the OBE. Results and responses from the external device can be stored in the OBE in order
to be retrieved later via a subsequent Read-Data-From-External-Rq directive.

This directive is optional, and maintained only for compatibility with older versions of the present document, so thereis
no obligation to implement it.

The expected behaviour of the OBE, when receiving avalid Write-Data-To-External-Rq directive, depends on the value
of the parameter Mode, which can be;

e to-send-c: dataare transferred to the external device. A response code is expected from the device.

. to-exchange: data (commands) are transferred to the external device. A response is expected within a
maximum time as specified in the "Wait-time" parameter. After that time, no response is expected.

. to-send: data are transferred to the external device. No immediate response is expected from the device.

e  to-get: dataare expected from the external device for a maximum time as specified in the "Wait-time"
parameter. After that time, no valid data are expected.
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11.5.11.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.11.3  Limits

Table 26 lists the Write-Data-To-External-Rq parameters, their ASN.1 types, limits and allowed values.

Table 26: Write-Data-To-External-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Data-To-External-Rq [Bit-String-1B Directive Code is '31'H.
Mode Choice Mode specifies the type of operation requested
{to-send-c Bit-String-1B, to-send-c = '00'Hexadecimal,
to-exchange Bit-String-1B, to-exchange = '01'Hexadecimal
to-send Bit-String-1B, to-send = '02'Hexadecimal
to-get Bit-String-1B} to-get = '03'Hexadecimal
Address Bit-String-1B External device identifier.
Wait-time Integer-1-1B Time (in seconds) after which the response from the

external device is no more valid. This parameter is
meaningless when the Mode parameter is set to
"to-send".

Data-length Integer-1-1B Length of information to be transferred. Ranges from 1 to
255. When the Mode parameter is set to "to-get", length
shall be set to 0.

Data Octet String Data to be written.

11.5.12 Read-Data-From-External-Rq directive

11.5.12.1 Definition

The Read-Data-From-External-Rq directive allows an RSU to read results of commands previously issued with a Write-
Data-To-External-Rq directive to an external device that is connected to, but not part of, the OBE.

This directive is optional, and maintained only for compatibility with older versions of the present document, so thereis
no obligation to implement it.

11.5.12.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.12.3 Limits
Table 27 lists the Read-Data-From-External -Rq parameters, their ASN.1 types, limits and allowed values.

Table 27: Read-Data-From-External-Rqg parameters

Parameter Name ASN.1 type Limits and allowed values

Read-Data-From-External-Rq  [Bit-String-1B Directive Code is '17'H.

11.5.13 Read-Appl-Record-Rq directive

11.5.13.1 Definition

The Read-Appl-Record-Rq directive allows an RSU to retrieve information addressed by an Application Context. The
application is selected by its AP Invocation Identifier.
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11.5.13.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.13.3 Limits
Table 28 lists the Read-Appl-Record-Rq parameters, their ASN.1 types, limits and allowed values.

Table 28: Read-Appl-Record-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Read-Appl-Record- Rg |Bit-String-1B  |Directive Code is '03'H.
Offset Integer-0-1B  |Offset is a pointer in the context structure (can be any kind of pointer, such as

for example a label, a physical offset, a record number) that specifies the
starting point where the read operation starts from. Its value ranges from 0 to
255.

Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.

11.5.14 Write-Appl-Record-Curr-Rq directive

11.5.141 Definition

The Write-Appl-Record-Curr-Rq directive allows an RSU to modify a specific application record information. The
application record to be modified is the current record. The application is selected by its AP Invocation Identifier. A
response is expected after only formal controls are made on the requested operation.

11.5.14.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.14.3 Limits
Table 29 lists the Write-Appl-Record-Curr-Rq parameters, their ASN.1 types, limits and allowed values.

Table 29: Write-Appl-Record-Curr-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Appl-Record-Curr-Rq  |Bit-String-1B  |Directive Code is '06'H.
Offset Integer-0-1B  |Offset is a pointer in the context structure (can be any kind of pointer, such

as for example a label, a physical offset, a record number) that specifies
the starting point where the read operation starts from. Its value ranges
from O to 255.

Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.

Data Data-String Data to be written.

11.5.15 Write-Appl-Record-Curr-Conf-Rq directive

11.5.15.1 Definition

The Write-Appl-Record-Curr-Conf-Rq directive allows an RSU to modify a specific application record information.
The application record to be modified is the current record. The application is selected by its AP Invocation Identifier.
A response can only be expected after the write operation has been completed.

11.5.15.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
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11.5.15.3 Limits
Table 30 lists the Write-Appl-Record-Curr-Conf-Rq parameters, their ASN. 1 types, limits and allowed values.

Table 30: Write-Appl-Record-Curr-Conf-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Appl-Record-Curr-Conf-Rq |Bit-String-1B __ |Directive Code is '20'H.
Offset Integer-0-1B  |Offset is a pointer in the context structure (can be any kind of

pointer, such as for example a label, a physical offset, a record
number) that specifies the starting point where the read operation
starts from. Its value ranges from 0 to 255.

Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.
Data Data-String Data to be written.

11.5.16 Write-Appl-Record-Next-Rq directive

11.5.16.1 Definition

The Write-Appl-Record-Next-Rq directive allows an RSU to modify a specific application record information. The
application record to be modified is the next (after the current) record. The application is selected by its AP Invocation
Identifier. A responseis expected after only formal controls are made on the requested operation.

NOTE: The current version of the present document only supports to read the current record.

11.5.16.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.16.3  Limits

Table 31 lists the Write-Appl-Record-Next-Rq parameters, their ASN.1 types, limits and allowed val ues.

Table 31: Write-Appl-Record-Next-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Appl-Record-Next-Rq  |Bit-String-1B _ |Directive Code is '07'H.
Offset Integer-0-1B  [Offset is a pointer in the context structure (can be any kind of pointer,

such as for example a label, a physical offset, a record number) that
specifies the starting point where the read operation starts from. Its value
ranges from 0 to 255.

Length Integer-1-1B  |Expected length of information to be read. Ranges from 1 to 255.

Data Data-String Data to be written.

11.5.17 Write-Appl-Record-Next-Conf-Rq directive

11.5.171 Definition

The Write-Appl-Record-Next-Conf-Rq directive allows an RSU to modify a specific application record information.
The application record to be modified is the current record. The application is selected by its AP Invocation Identifier.
A response can only be expected after the write operation has been completed.

11.5.17.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
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11.5.17.3  Limits

Table 32 lists the Write-Appl-Record-Next-Conf-Rq parameters, their ASN.1 types, limits and allowed values.

Table 32: Write-Appl-Record-Next-Conf-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Write-Appl-Record-Next-Conf-Rq _ |Bit-String-1B |Directive Code is '21'H.
Offset Integer-0-1B |Offset is a pointer in the context structure (can be any kind of pointer,

such as for example a label, a physical offset, a record number) that
specifies the starting point where the read operation starts from. Its
value ranges from 0 to 255.

Length Integer-1-1B |Expected length of information to be read. Ranges from 1 to 255.

Data Data-String |Data to be written.

11.5.18 Set-UIF-Rq directive

11.5.18.1 Definition

The Set-UIF-Rq directive alows an RSU to set parameters for the OBE User Interface.

11.5.18.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.18.3 Limits

Table 33 lists the Set-UIF-Rq parameters, their ASN.1 types, limits and allowed values.

Table 33: Set-UIF-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Set-UIF-Rg Bit-String-1B Directive Code is '14'H.
Video Bit-String-1B Video indicates actions to be performed on a video interface. The

action depends on the type of device. The parameter ranges from
'00'H to '07'H, where the only assumed semantics is on the '00' value,
which means "No action".

Audio Integer-1-1B Audio indicates actions to be performed on an audio interface. The
parameter may assume the following values:

none = '00'Hexadecimal,

ok = '01'Hexadecimal,

ko = '02'Hexadecimal.

Time Integer-0-1B Time (in seconds) of the duration of the external action.

Count Integer-0-1B Number of repetitions of the external action.

The Video parameter is maintained for compatibility with earlier versions of the present document, and should be
normally set to '00'Hexadecimal, meaning "No action”.

11.5.19 Action-Rq directive

11.5.19.1 Definition

The Action-Rq directive alows an RSU to request an action to be executed at OBU side. The serviceis primarily
defined to carry ASO-specific protocol data units containing commands to be carried and executed. The invocation of
the A-Action service by an ACSE service user shall result in the performance of an action by a peer application. An
action is qualified by the value of the Action Type parameter and further specified by action-specific parameters that
can be carried by the Action Qualifiers parameter. The service may be requested in confirmed or deferred mode. In
confirmed mode a response is expected.
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If Immediate (default value) is specified, then aresponse can only be issued after the action has been executed.
If Deferred is specified, then only formal controls are made on the requested operation.

This particular directive comes out from the concatenation of two protocol data units existing in previous versions. For
backward compatibility reasons, the two previous directive codes are included in the encoding of this directive (see
clause 11.5.19.3). For the same reason, the value of the parameter "Number of Directives' included in the Association
request parameters should be incremented by two (2), instead of by one.

This directive is optional, and maintained only for compatibility with older versions of the present document, so thereis
no obligation to implement it.

11.5.19.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.19.3 Limits

Table 34 lists the Action-Rq parameters, their ASN.1 types, limits and allowed values.

Table 34: Action-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
write-data-to-external-rg Bit-String-1B Directive Code is '31'H.
Mode CHOICE The following values are valid:
{immediate  Bit-String-1B, Immediate = '01'Hexadecimal,
deferred Bit-String-1B} Deferred = '02'Hexadecimal.
Address Bit-String-1B Value is 'FF' Hexadecimal.
Wait-time Integer-0-1B Value is '00' Hexadecimal.
Length Integer-1-1B Length of Action Qualifier parameter ranges from 1 to 255.
Action Qualifiers DataString
read-data-from-external-rq |Bit-String-1B Directive Code is '17'H.

11.5.20 Set-Password-Rq directive

11.5.20.1 Definition

The Set-Password-Rq directive allows an RSU to modify the password to be used to access specific services. For
example, application data to be read or written could reside on an external memory card that may require an access
password. This directive allows an RSU to specify a different password for each different OBU. The password is stored
in the OBU for later usage, but it isvalid for the current session only. This means that in a subsequent session, a default
(or no) password will be used for all those services that require authentication.

Thisdirectiveis optional, and maintained only for compatibility with older versions of the present document, so thereis
no obligation to implement it.

11.5.20.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.20.3  Limits

Table 35 lists the Set-Password-Rq parameters, their ASN.1 types, limits and allowed values.
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Table 35: Set-Password-Rqg parameters

Parameter Name ASN.1 type Limits and allowed values
Set-Password-Rq Bit-String-1B |Directive Code is '13'H.
Length Integer-1-1B |Length of password to be stored. Ranges from 1 to 255.
Password Data-String

11.5.21 Use-Last-Password-Rq directive

11.5.21.1 Definition

The Use-Last-Password-Rq directive allows an RSU to request the OBU to use the last stored password (by means of a
Set-Password-Rq directive) to access specific services that require a password.

This directive is optional, and maintained only for compatibility with older versions of the present document, so thereis
no obligation to implement it.

11.5.21.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.21.3 Limits

The Use-L ast-Password-Rq directive does not bear parameters. Table 36 shows the Use-Last-Password-Rq directive
code.

Table 36: Use-Last-Password-Rqg parameters

Parameter Name ASN.1 type Limits and allowed values

Use-Last-Password-Rq Bit-String-1B |Directive Code is '30'H.

11.5.22 Get-TBA-Random-Rq directive

11.5.22.1 Definition

The Get-TBA-Random-Rq directive allows an RSU to require arandom value from the OBU. The valueisintended to
be used as a challenge (nonce) to be used in encryption algorithms.

11.5.22.2 Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.22.3  Limits

Table 37 lists the Get-TBA-Random-Rq parameters, their ASN.1 types, limits and allowed values.

Table 37: Get-TBA-Random-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Get-TBA-Random-Rq Bit-String-1B |Directive Code is '37'H.
Length Integer-1-1B [Length of random number to be received to be stored. Ranges from 1
to 255.

ETSI




82 Final draft ETSI ES 200 674-1 V2.4.1 (2013-03)

11.5.23 Set-Credential-Rq directive

11.5.23.1

Definition

The Set-Credential-Rq directive allows an RSU to transmit its credentials to an OBU. Credentials are supposedly
calculated on the basis of a nonce received previoudy by means of a Get-TBA-Random-Rq directive, and on data that
are publicly available in the OBU. The position and length of these data are stated in specific profiles. The credentials,
once verified by the OBE, shall remain valid as long as the Calling AP Title remains unchanged and as long as the
Session Identifier (Linkld parameter) remains unchanged or is set to 0 (broadcast operations).

11.5.23.2

Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.23.3  Limits

Table 38 lists the Set-Credential-Rq parameters, their ASN.1 types, limits and allowed values.

Table 38: Set-Credential-Rq parameters

Parameter Name ASN.1 type Limits and allowed values
Set-Credential-Rqg Bit-String-1B |Directive Code is '4B'H.
Length Integer-1-1B |Length of credentials to be transmitted to the OBU. Ranges from 1 to
255.
Credentials Data-String

11.5.24 Get-Credential-Rq directive

11.5.24.1

Definition

The Get-Credential-Rq directive alows an RSU to request an OBU its credential s (Authenticator). Credentials shall be
calculated by the OBU on the basis of a honce, and on data that is stored in the Application Core memory structure.

11.5.24.2

Method of measurement

This directive and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.5.24.3  Limits

Table 39 lists the Get-Credential-Rq parameters, their ASN.1 types, limits and allowed values.

Table 39: Get-Credential-Rq parameters

Parameter Name

ASN.1 type

Limits and allowed values

Get-Credential-Rq

Bit-String-1B

Directive Code is '4A'H.

Offset Integer-0-1B |Offset in the Application Core memory area where data starts

Length Integer-1-1B [Length of data to be used to calculate credentials. Ranges from 1 to
255.

Nonce-len Integer-1-1B [Length of nonce to be used to calculate credentials. Ranges from 1 to
255.

Nonce Data-String [Nonce value.

Key Integer-1-1B [Key to be used to calculate the authenticator. Ranges from 1 to 8.
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11.6  OBU specific parameters and procedures
The OBU does not generate APDUSs unlessit is requested to do so by the RSU. Consequently, all procedures that can be

started in an OBU are results of receiving APDUs and may or may not cause the generation of responses, according to
the conditions and limits stated in the following clauses.

11.6.1 Application protocol data unit formats

A response APDU shall be prefixed with a set of parameters, called collectively A-Association.response parameters,
which are described in table 40.

Table 40: A-Association.response parameters

Parameter Name ASN.1 type Limits and allowed values
AP Invocation Identifier Not applicable Set to LAID parameter value (see clause 10.4.1)
Called AP Title Data-String (SIZE(5)) [5 octets
Result Bit-String-1B '01'H = mismatch
'06'H = ack (success)
'15'H = nack
Diagnostic Bit-String-1B If Result = mismatch:

'00'H = no-sense (no diagnostic information)
If Result = ack:

'00'H = no-sense

'01'H = no-card

'05'H = wrong-TBA-id

'06'H = not configured
If Result = nack:

'01'H = no-card

'02'H = not-in-session

‘03’H = directive unknown

'04'H = directive-failure

'05'H = opc-failure (A-SLT failure)

'06'H = not configured

'07'H = buffer overflow

'09'H = buffer full

'10'H = hardware error

'11'H = invalid operation

11.6.2 Receiving Protocol Data Units

On receiving a group of commands from an RSU, the responding OBU shall:
a) execute all commands in the same segquence as they are grouped until acommand resultsin error;
b) incaseacommand resultsin error, stop execution;
c) group al responsesin agrouped response in the same order as the received commands;

d) preparethe Result and Diagnostic field which, when indicating an error condition, give a general warning
related to the whole group and, as such, are identical for all generated confirmations. This means that the
transmission efficiency that is gained by grouping may cause non determination.

When the OBU receives a val ue for the Responding Mode parameter in a particular APDU, it shall consider that value
asapreferred value for the corresponding Layer 1 Bit rate parameter. The OBU shall support at least the "response-not-
required” and "response slow speed” values. If aresponseis required at a not supported speed, the OBU shall respond

asif the "response slow speed" value had been received.
The response APDU isfilled by means of the following rulesin their given order:
a) Firgt, one set of A-Association.response parameters shall be encoded, which shall be built once per APDU,

independently of the number of concatenated response messages. These include the Result and Diagnostic
fields that shall be coded as specified above.
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b) Then, al responses messages shall be sequentially coded. This means that a concatenated response is
generated whenever a concatenated request is received, with the same number of responses as the number of
request messages (directives). Note that, according to the encoding rules, no explicit response message code
shall be included, except in case response parameters have to be encoded.

The overall length of aresponse APDU after encoding shall not exceed 60 octets, including the following
A-Association parameter:

e  Cdled IPTitle (5 octets).

. Result.

o Diagnostic.
The AP Invocation Identifier is directly mapped onto the Lal D Link Layer Protocol Field and consequently is not
included in this count.

11.6.3 Response to Open-Rq

11.6.3.1 Definition

Reception of an Open-Rq directive establish an association between the OBU and the requesting RSU.

11.6.3.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
11.6.3.3 Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result"
and "Diagnostic" fields as presented in table 41. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.

Table 41: "Result" and "Diagnostic" in Open-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '06'H '06'H '06'H '06'H '06'H
Diagnostic '00'H '00'H '00'H '00'H '00'H

11.6.4 Response to Close-Rq

11.6.4.1 Definition

Reception of a Close-Rq directive will close an active association. If no association is active, the OBU shall ignore a
received Close-Rq directive.

11.6.4.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.4.3 Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result
and "Diagnostic" fields as presented in table 42. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.
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Table 42: "Result" and "Diagnostic" in Close-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.5 Response to Select-TBA-Id-Rq

11.6.5.1 Definition

The OBU shall answer to the reception of this directive by confirming the correctness of the address as specified in the
request. When an OBU receives a PDU with awrong Responding AP Title parameter value, or when not in session, it
may choose not to answer.

11.6.5.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.5.3 Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result”
and "Diagnostic” fields as presented in table 43. Dependent on specific exceptions, the value of "Diagnostic* may be
different, see clause 11.6.1.

Table 43: "Result" and "Diagnostic" in Select-TBA-1d-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '06'H '06'H '01'H '06'H
Diagnhostic '02'H '‘00'H correct '00'H correct '00'H '00'H correct
"Responding AP |"Responding AP "Responding AP
Title" Title" Title"
'05'H incorrect '05'H incorrect '05'H incorrect
"Responding AP |"Responding AP "Responding AP
Title" Title" Title"

11.6.6 Response to Read-Display-Type-Rq

11.6.6.1 Definition

This response message is optional, and maintained only for compatibility with older versions of the present document,
so there is no obligation to implement it. If implemented, when receiving a Read-Display-Type-Rq directive, the OBU
shall respond with an indication of the type of external device. If not implemented, the OBU shall ignore areceived
Read-Display-Type-Rq directive.

11.6.6.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.6.3 Limits
Table 44 lists the Read-Display-Type-Rs parameters, their ASN.1 types, limits and allowed values.
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Table 44: Read-Display-Type-Rs parameters

Parameter Name ASN.1 type Limits and allowed values
Read-Display-Type-Rs |CHOICE { The following values are valid:
{numeric-display Bit-String-1B, Numeric = '4E'H;
alpha-numeric-display _ Bit-String-1B} alpha-numeric = '41'H

The admitted values for the "Result" and "Diagnostic” fields are presented in table 45. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 45: "Result" and "Diagnostic" in Read-Display-Type-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.7 Response to Read-Master-Core-Rq

11.6.7.1 Definition

On reception of a Read-Master-Core-Rq directive, the OBU shall respond with data stored in the Master Core memory
area, starting with the specified offset and of the specified length.

11.6.7.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.7.3 Limits

Table 46 lists the Read-Master-Core-Rs parameters, their ASN.1 types, limits and allowed values.

Table 46: Read-Master-Core-Rs parameters

Parameter Name ASN.1 type Limits and allowed values

Read-Master-Core-Rs [SEQUENCE OF Bit-String-1B |Length of data shall be exactly that as specified in the related
directive.

The admitted values for the "Result" and "Diagnostic” fields are presented in table 47. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 47: "Result" and "Diagnostic" in Read-Master-Core-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.8 Response to Get-Master-record-Rq

11.6.8.1 Definition

On reception of a Get-Master-Record-Rq directive, the OBU shall respond with data stored in the Master Record
memory area, starting with the specified offset and of the specified length.
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11.6.8.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.8.3 Limits

Table 48 lists the Get-Master-Record-Rs parameters, their ASN.1 types, limits and allowed values.

Table 48: Get-Master-Record-Rs parameters

Parameter Name ASN.1 type Limits and allowed values

Get-Master-Record-Rs |SEQUENCE OF Bit-String-1B  [Length of data shall be exactly that as specified in the related
directive.

The admitted values for the "Result" and "Diagnostic" fields are presented in table 49. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 49: "Result" and "Diagnostic" in Get-Master-Record-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.9 Response to Read-Appl-Core-Rq

11.6.9.1 Definition

On reception of a Read-Appl-Core-Rq directive, the OBU shall respond with data stored in the Application Core
memory area, starting with the specified offset and of the specified length.

11.6.9.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.9.3 Limits
Table 50 lists the Read-Appl-Core-Rs parameters, their ASN. 1 types, limits and allowed values.

Table 50: Read-Appl-Core-Rs parameters

Parameter Name ASN.1 type Limits and allowed values

Read-Appl-Core-Rs |SEQUENCE OF Bit-String-1B  [Length of data shall be exactly that as specified in the related
directive.

The admitted values for the "Result" and "Diagnostic" fields are presented in table 51. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 51: "Result" and "Diagnostic" in Read-Appl-Core-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '"15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H
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11.6.10.1

Definition
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On reception of a Write-Appl-Core-Rq directive, the OBU shall write specified data onto the Application Core memory
structure. Only formal controls are made on the requested operation and the Result and Diagnostics parameters shall
reflect the results of such controls.

11.6.10.2

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.10.3

Limits

Method of measurement

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result"
and "Diagnostic" fields as presented in table 52. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.

Table 52: "Result" and "Diagnostic" in Write-Appl-Core-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.11 Response to Write-Appl-Core-Conf-Rq

11.6.11.1

Definition

On reception of a Write-Appl-Core-Conf-Rq directive, the OBU shall write specified data onto the Application Core
memory structure. A response shall only be issued after the write operation has been completed. Result and Diagnostics
in this case shall reflect the actual result codes of the write operation.

11.6.11.2

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.11.3

Limits

Method of measurement

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result”
and "Diagnostic” fields as presented in table 53. Dependent on specific exceptions, the value of "Diagnostic* may be
different, see clause 11.6.1.

Table 53: "Result" and "Diagnostic" in Write-Appl-Core-Conf-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '‘00'H

11.6.12 Response to Write-Data-To-External-Rq

11.6.12.1

Definition

On reception of aWrite-Data-To-External-Rq directive, the OBU shall behave according to the value of the Mode
parameter, as specified in 11.5.11.
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11.6.12.2  Method of measurement
This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.12.3  Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result"
and "Diagnostic" fields as presented in table 54. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.

Table 54: "Result" and "Diagnostic" in Write-Data-To-External-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.13 Response to Read-Data-From-External-Rq

11.6.13.1 Definition

On reception of a Read-Data-From-External-Rq directive, the OBU shall deliver to the RSE data or results from
operations previously performed on external devices.

11.6.13.2  Method of measurement
This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.13.3 Limits
Table 55 lists the Read-Data-From-External -Rs parameters, their ASN.1 types, limits and allowed values.

Table 55: Read-Data-From-External-Rs parameters

Parameter Name ASN.1 type Limits and allowed values
Read-Data-From-External-Rs SEQUENCE
Data-length Integer-1-1B Length of information to be transferred. Ranges
from 1 to 255.
Data Octet String Data read.

The admitted values for the "Result" and "Diagnostic" fields are presented in table 56. Dependent on specific
exceptions, the value of "Diagnostic' may be different, see clause 11.6.1.

Table 56: "Result" and "Diagnostic" in Read-Data-From-External-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.14 Response to Read-Appl-Record-Rq

11.6.14.1 Definition

On reception of a Read-Appl-Record-Rq directive, the OBU shall respond with data stored in the Application Record
memory area, starting with the specified offset and of the specified length.

ETSI



90 Final draft ETSI ES 200 674-1 V2.4.1 (2013-03)

11.6.14.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.14.3 Limits
Table 57 lists the Read-Appl-Record-Rs parameters, their ASN.1 types, limits and allowed values.

Table 57: Read-Appl-Record-Rs parameters

Parameter Name ASN.1 type Limits and allowed values

Read-Appl-Record-Rs

SEQUENCE OF Bit-String-1B

directive.

Length of data shall be exactly that as specified in the related

The admitted values for the "Result" and "Diagnostic” fields are presented in table 58. Dependent on specific

exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 58: "Result" and "Diagnostic" in Read-Appl-Record-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.15 Response to Write-Appl-Record-Curr-Rq

11.6.15.1 Definition

On reception of a Write-Appl-Record-Curr-Rq directive, the OBU shall write specified data onto the Application
Record memory structure, pointing to the current record. Only formal controls are made on the requested operation and
the Result and Diagnostics parameters shall reflect the results of such controls.

11.6.15.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.15.3 Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result”
and "Diagnostic” fields as presented in table 59. Dependent on specific exceptions, the value of "Diagnostic* may be
different, see clause 11.6.1.

Table 59: "Result" and "Diagnostic" in Write-Appl-Record-Curr-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.16 Response to Write-Appl-Record-Curr-Conf-Rq

11.6.16.1

Definition

On reception of a Write-Appl-Record-Curr-Conf-Rq directive, the OBU shall write specified data onto the Application
Record memory structure, pointing to the current record. A response shall only be issued after the write operation has
been completed. Result and Diagnostics in this case shall reflect the actual result codes of the write operation.
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11.6.16.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.16.3  Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the " Result"
and "Diagnostic" fields as presented in table 60. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.

Table 60: "Result" and "Diagnostic" in Write-Appl-Record-Curr-Conf-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.17 Response to Write-Appl-Record-Next-Rq

11.6.17.1 Definition

On reception of a Write-Appl-Record-Next-Rq directive, the OBU shall write specified data onto the Application
Record memory structure, pointing to the next available record. Only formal controls are made on the requested
operation and the Result and Diagnostics parameters shall reflect the results of such controls.

11.6.17.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.17.3  Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result"
and "Diagnostic” fields as presented in table 61. Dependent on specific exceptions, the value of "Diagnostic* may be

different, see clause 11.6.1.

Table 61: "Result" and "Diagnostic" in Write-Appl-Record-Next-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '‘00'H

11.6.18 Response to Write-Appl-Record-Next-Conf-Rq

11.6.18.1 Definition

On reception of a Write-Appl-Record-Next-Conf-Rq directive, the OBU shall write specified data onto the Application
Record memory structure, pointing to the next available record. A response shall only be issued after the write operation
has been completed. Result and Diagnostics in this case shall reflect the actual result codes of the write operation.

11.6.18.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
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11.6.18.3 Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the " Result”
and "Diagnostic” fields as presented in table 62. Dependent on specific exceptions, the value of "Diagnostic* may be
different, see clause 11.6.1.

Table 62: "Result" and "Diagnostic" in Write-Appl-Record-Next-Conf-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '‘00'H

11.6.19 Response to Set-UIF-Rq

11.6.19.1 Definition

On reception of a Set-UIF-Rq directive, the OBU shall perform actions on the user interface according to the parameters
set in the directive. Result and Diagnostics shall reflect the result codes of the user interface operation.

11.6.19.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.19.3 Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result”
and "Diagnostic” fields as presented in table 63. Dependent on specific exceptions, the value of "Diagnostic* may be
different, see clause 11.6.1.

Table 63: "Result" and "Diagnostic" in Set-UIF-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.20 Response to Action-Rq

11.6.20.1 Definition

This response message is optional, and maintained only for compatibility with older versions of the present document,
so there is no obligation to implement it. If implemented, on reception of an Action-Rq directive, the OBU shall behave

asfollows:

1) If Immediate mode has been specified in the "Mode" parameter of the Action-Rq directive, then the OBU shall
execute the requested action on the selected external device, and wait for the results before issuing a response.

2) If Deferred mode has been specified in the "Mode" parameter of the Action-Rq directive, then the OBU shall
respond with the results of the formal controls on the Action-Rq directive, and execute the requested action on
the selected external device without waiting for the results of such action.

11.6.20.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.
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11.6.20.3 Limits

Table 64 lists the Action-Rs parameters, their ASN.1 types, limits and allowed values.

Table 64: Action-Rs parameters

Parameter Name ASN.1 type Limits and allowed values
Data-length Integer-1-1B Length of data to be transmitted as result of the executed action.
Data SEQUENCE OF Bit-String-1B

The admitted values for the "Result" and "Diagnostic" fields are presented in table 65. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 65: "Result" and "Diagnostic” in Action-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.21 Response to Set-Password-Rq

11.6.21.1 Definition

On reception of a Set-Password-Rq directive, the OBU shall store the new value of the password on a permanent
memory area, and use it for accessing password protected areas for the rest of the current session. On starting a new
session, the OBU will use the default password again, but maintain the received password in the permanent storage
area.

11.6.21.2  Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.21.3  Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result"
and "Diagnostic" fields as presented in table 66. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.

Table 66: "Result" and "Diagnostic" in Set-Password-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '15'H '06'H '01'H '06'H
Diagnostic '02'H '02'H '00'H '00'H '00'H

11.6.22 Response to Use-Last-Password-Rq

11.6.22.1 Definition

On reception of a Use-L ast-Password-Rq directive, the OBU shall use the previously stored (by means of a
Set-Password-Rq directive) value of a password for accessing password protected areas for the rest of the current
session. On starting a new session, the OBU will use the default password again, but maintain the received password in
the permanent storage area.
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11.6.22.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.22.3  Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the " Result"
and "Diagnostic" fields as presented in table 67. Dependent on specific exceptions, the value of "Diagnostic" may be

different, see clause 11.6.1.

Table 67: "Result" and "Diagnostic” in Use-Last-Password-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.23 Response to Get-TBA-Random-Rq

11.6.23.1 Definition

On reception of a Get-TBA-Random-Rq directive, the OBU shall respond with a pseudo-random generated number to
be used in subsequent security exchanges. The length of the random number shall be exactly that specified in the
corresponding request directive.

11.6.23.2 Method of measurement

This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.23.3 Limits
Table 68 lists the Get-TBA-Random-Rs parameters, their ASN.1 types, limits and allowed values.

Table 68: Get-TBA-Random-Rs parameters

Parameter Name ASN.1 type Limits and allowed values

Get-TBA-Random-Rs |SEQUENCE OF Bit-String-1B  [Length of data shall be exactly that as specified in the related

directive.

The admitted values for the "Result" and "Diagnostic” fields are presented in table 69. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 69: "Result" and "Diagnostic” in Get-TBA-Random-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =0
Result '15'H '06'H '06'H '01'H '06'H
Diagnostic '02'H '00'H '00'H '00'H '00'H

11.6.24 Response to Set-Credential-Rq

11.6.24.1

Definition

On reception of a Set-Credential-Rq directive, the OBU shall verify the received value of the RSU credential s against
an agreed parameter value that is stored in its publicly available memory area. Result and Diagnostics in this case shall
reflect the actual result codes of the verification operation.
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11.6.24.2  Method of measurement
This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.24.3  Limits

As the response message bears no parameters, the only admitted values for the response shall be those in the "Result"
and "Diagnostic" fields as presented in table 70. Dependent on specific exceptions, the value of "Diagnostic" may be
different, see clause 11.6.1.

Table 70: "Result" and "Diagnostic” in Set-Credential-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '15'H '06'H '15'H '06'H
Diagnostic '02'H '02'H '00'H '04'H '00'H

11.6.25 Response to Get-Credential-Rq

11.6.25.1 Definition

On reception of a Get-Credential-Rq directive, the OBU shall calculate its credentias on the basis of the value of the
field, the password, and the nonce specified in the related Get-Credential-Rq directive. The calculated response shall be

exactly four (4) octetsin length.

11.6.25.2  Method of measurement
This protocol message and related parameters encoding shall be as defined in clauses 11.2 and 11.4.

11.6.25.3 Limits
Table 71 lists the Get-TBA-Random-Rs parameters, their ASN.1 types, limits and allowed values.

Table 71: Get-Credential-Rs parameters

Parameter Name ASN.1 type Limits and allowed values

Get-Credential-Rs SEQUENCE OF Bit-String-1B __[Length of data shall be exactly 4 octets.

The admitted values for the "Result" and "Diagnostic" fields are presented in table 72. Dependent on specific
exceptions, the value of "Diagnostic" may be different, see clause 11.6.1.

Table 72: "Result" and "Diagnostic” in Get-Credential-Rs

Active valid session No Yes
Link ID #0 =0 #0, correct #0, wrong =
Result '15'H '06'H '06'H '15'H '06'H
Diagnostic '02'H '00'H '00'H '04'H '00'H
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12 Measurement uncertainty

The accumulated measurement uncertainties of the test system in use, for the parameters to be measured, should not

exceed those given in table 73, to ensure that the measurements remain within an acceptable standard.

Table 73: Absolute measurement uncertainty

Parameter

Uncertainty

RF power (conducted) +4 dB
RF frequency, relative +1x1077
Radiated emission of transmitter, valid to 40 GHz +6 dB
Adjacent channel power +5 dB
Sensitivity +5 dB
Two and three signal measurements +4 dB
Two and three signal measurements using radiated fields +6 dB
Radiated emission of receiver, valid to 40 GHz +6 dB
Temperature 1K
Humidity 5 %

For the test methods according to the present document the uncertainty figures are valid to a confidence level of 95 %

calculated according to the methods described in TR 100 028 [4].
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Annex A (normative):
Radiated measurement

A.1  Test sites and general arrangements for
measurements involving the use of radiated fields

This annex introduces three most commonly available test sites, an Anechoic Chamber, an Anechoic Chamber with a
ground plane and an Open Area Test Site (OATS), which may be used for radiated tests. These test sites are generally
referred to as free field test sites. Both absolute and relative measurements can be performed in these sites. Where
absolute measurements are to be carried out, the chamber should be verified. A detailed verification procedureis
described in TR 102 273 [i.1] relevant parts 2, 3 and 4.

NOTE: To ensurereproducibility and traceability of radiated measurements only these test sites should be used in
measurements in accordance with the present document.

A.1.1 Anechoic chamber

An anechoic chamber is an enclosure, usually shielded, whose internal walls, floor and ceiling are covered with radio
absorbing material, normally of the pyramidal urethane foam type. The chamber usually contains an antenna support at
one end and aturntable at the other. A typical anechoic chamber isshown infigure A.1.
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Figure A.1: A typical anechoic chamber
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The chamber shielding and radio absorbing material work together to provide a controlled environment for testing
purposes. Thistype of test chamber attempts to simulate free space conditions.

The shielding provides a test space, with reduced levels of interference from ambient signals and other outside effects,
whilst the radio absorbing material minimizes unwanted reflections from the walls and ceiling which can influence the
measurements. In practiceit is relatively easy for shielding to provide high levels (80 dB to 140 dB) of ambient
interference rejection, normally making ambient interference negligible.

A turntable is capable of rotation through 360° in the horizontal plane and it is used to support the test sample (EUT) at a
suitable height (e.g. 1 m) above the ground plane. The chamber shall be large enough to alow the measuring distance of at
least 3 m or 2(d; + d,)%/A (M), whichever is greater (seeto clause A.2.5). The distance used in actual measurements shall be
recorded with the test results.

The anechoic chamber generally has several advantages over other test facilities. There is minimal ambient interference,
minimal floor, ceiling and wall reflections and it isindependent of the weather. It does however have some
disadvantages which include limited measuring distance and limited lower frequency usage due to the size of the
pyramidal absorbers. To improve low frequency performance, a combination structure of ferrite tiles and urethane foam
absorbersis commonly used.

All types of emission, sensitivity and immunity testing can be carried out within an Anechoic Chamber without
limitation.

A.1.2 Anechoic chamber with a conductive ground plane

An anechoic chamber with a conductive ground plane is an enclosure, usually shielded, whose internal walls and ceiling
are covered with radio absorbing material, normally of the pyramidal urethane foam type. The floor, which is metallic,
is not covered and forms the ground plane. The chamber usually contains an antenna mast at one end and a turntable at
the other. A typical anechoic chamber with a conductive ground plane is shown in figure A.2.

Thistype of test chamber attemptsto simulate an ideal Open Area Test Site whose primary characteristic is a perfectly
conducting ground plane of infinite extent.

i
Test My'h
antenna ’ m‘"m"' n

i

it

W“WO& |

Figure A.2: A typical anechoic chamber with a conductive ground plane
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In thisfacility the ground plane creates the wanted reflection path, such that the signal received by the receiving antenna
isthe sum of the signals from both the direct and reflected transmission paths. This creates a unique received signal
level for each height of the transmitting antenna (or EUT) and the receiving antenna above the ground plane.

The antenna mast provides a variable height facility (from 1 m to 4 m) so that the position of the test antenna can be
optimized for maximum coupled signal between antennas or between a EUT and the test antenna.

A turntable is capable of rotation through 360° in the horizontal plane and it is used to support the test sample (EUT) at a
specified height, usually 1,5 m above the ground plane. The chamber shall be large enough to allow the measuring distance
of at least 3 mor 2(d; + d,)?/A (M), whichever is greater (see clause A.2.5). The distance used in actual measurements shall

be recorded with the test results.

Emission testing involvesfirstly "peaking" the field strength from the EUT by raising and lowering the receiving
antenna on the mast (to obtain the maximum constructive interference of the direct and reflected signals from the EUT)
and then rotating the turntable for a"peak™ in the azimuth plane. At this height of the test antenna on the mast, the
amplitude of the received signal is noted. Secondly the EUT is replaced by a substitution antenna (positioned at the
EUT's phase or volume centre) which is connected to asignal generator. The signal is again "peaked" and the signal
generator output adjusted until the level, noted in stage one, is again measured on the receiving device.

Receiver sensitivity tests over aground plane also involve "peaking" the field strength by raising and lowering the test
antenna on the mast to obtain the maximum constructive interference of the direct and reflected signals, thistime using
a measuring antenna which has been positioned where the phase or volume centre of the EUT will be during testing. A
transform factor is derived. The test antenna remains at the same height for stage two, during which the measuring
antennais replaced by the EUT. The amplitude of the transmitted signal is reduced to determine the field strength level
at which a specified response is obtained from the EUT.

A.1.3 Open Area Test Site (OATS)

An Open Area Test Site comprises aturntable at one end and an antenna mast of variable height at the other end above
aground plane which, in theideal case, is perfectly conducting and of infinite extent. In practice, while good
conductivity can be achieved, the ground plane size has to be limited. A typical Open Area Test Siteisshown in
figure A.3.

Dipole antennas

Antenna mast

/

Turntable

Ground plane

Figure A.3: A typical Open Area Test Site
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The ground plane creates a wanted reflection path, such that the signal received by the receiving antennais the sum of
the signals received from the direct and reflected transmission paths. The phasing of these two signals creates a unique
received level for each height of the transmitting antenna (or EUT) and the receiving antenna above the ground plane.

Site qualification concerning antenna positions, turntable, measurement distance and other arrangements are same as for
anechoic chamber with aground plane (see figure A.2). In radiated measurements an OATS s aso used by the same way
as anechoic chamber with aground plane.

Typica measuring arrangement common for ground plane test sitesis presented in figure A.4.

Test EUT N
antenna ™ Digital
. voltmeter
R ( ﬂ"/“ "
A Power
10 dB attenuator o ? . R supply
( > eflecteqy ot ) / unit
4 — ~
~ Turntable
~ T

Receiving
device

Figure A.4: Measuring arrangement on ground plane test site
(OATS set-up for spurious emission testing)

A.1.4 Test antenna

A test antennais always used in radiated test methods. In emission tests (i.e. frequency error, effective radiated power,

spurious emissions and adjacent channel power) the test antennais used to detect the field from the EUT in one stage of
the measurement and from the substitution antennain the other stage. When the test site is used for the measurement of
receiver characteristics (i.e. sensitivity and various immunity parameters) the antennais used as the transmitting device.

The test antenna should be mounted on a support capable of allowing the antennato be used in either horizontal or
vertical polarization which, on ground plane sites (i.e. Anechoic Chambers with ground planes and Open Area Test
Sites), should additionally alow the height of its centre above the ground to be varied over the specified range (usually
1 metre to 4 metres).

In the frequency band 30 MHz to 1 000 MHz, dipole antennas (constructed in accordance with ANSI C63.5 [11]) are
generally recommended. For frequencies of 80 MHz and above, the dipoles should have their arm lengths set for
resonance at the frequency of test. Below 80 MHz, shortened arm lengths are recommended. For spurious emission
testing, however, a combination of biconical antennas (commonly termed "bicones' and log periodic dipole array
antennas (commonly termed "log periodics") could be used to cover the entire 30 MHz to 1 000 MHz band. Above

1 000 MHz, waveguide horns are recommended although, again, log periodics could be used.

NOTE: Thegain of ahorn antennais generally expressed relative to an isotropic radiator.
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A.1.5 Substitution antenna

The substitution antenna is used to replace the EUT for tests in which a transmitting parameter (i.e. frequency error,
effective radiated power, spurious emissions and adjacent channel power) is being measured. For measurementsin the
frequency band 30 MHz to 1 000 MHz, the substitution antenna should be a dipole antenna (constructed in accordance
with ANSI C63.5 [11]). For frequencies of 80 MHz and above, the dipoles should have their arm lengths set for
resonance at the frequency of test. Below 80 MHz, shortened arm lengths are recommended. For measurements above
1 000 MHz, awaveguide horn is recommended. The centre of this antenna should coincide with either the phase centre
or volume centre.

A.1.6 Measuring antenna

The measuring antennais used in tests on a EUT in which areceiving parameter (i.e. sensitivity and various immunity
tests) is being measured. Its purpose isto enable a measurement of the electric field strength in the vicinity of the EUT.
For measurementsin the frequency band 30 MHz to 1 000 MHz, the measuring antenna should be a dipole antenna
(constructed in accordance with ANSI C63.5 [11]. For frequencies of 80 MHz and above, the dipoles should have their
arm lengths set for resonance at the frequency of test. Below 80 MHz, shortened arm lengths are recommended. The
centre of this antenna should coincide with either the phase centre or volume centre (as specified in the test method) of
the EUT.

A.2 Guidance on the use of radiation test sites

This clause detail s procedures, test equipment arrangements and verification that should be carried out before any of the
radiated test are undertaken. These schemes are common to all types of test sites described in annex A.

A.2.1 Verification of the test site

No test should be carried out on atest site which does not possess avalid certificate of verification. The verification
procedures for the different types of test sites described in annex A (i.e. Anechoic Chamber, Anechoic Chamber with a
ground plane and Open Area Test Site) are given in TR 102 273 [i.1], parts 2, 3 and 4, respectively.

A.2.2 Preparation of the EUT

The manufacturer should supply information about the EUT covering the operating frequency, polarization, supply
voltage(s) and the reference face. Additional information, specific to the type of EUT should include, where relevant,
transmitter power, channel separation, whether different operating modes are available (e.g. high and low power modes)
and if operation is continuous or is subject to a maximum test duty cycle (e.g. 1 minute on, 4 minutes off).

Where necessary, a mounting bracket of minimal size should be available for mounting the EUT on the turntable. This
bracket should be made from low conductivity, low relative dielectric constant (i.e. less than 1,5) material(s) such as
expanded polystyrene, balsawood, etc.

A.2.3 Power supplies to the EUT

All tests should be performed using power supplies wherever possible, including tests on EUT designed for battery-only
use. In al cases, power leads should be connected to the EUT's supply terminals (and monitored with a digital
voltmeter) but the battery should remain present, electrically isolated from the rest of the equipment, possibly by putting
tape over its contacts.

The presence of these power cables can, however, affect the measured performance of the EUT. For this reason, they
should be made to be "transparent” as far as the testing is concerned. This can be achieved by routing them away from
the EUT and down to the either the screen, ground plane or facility wall (as appropriate) by the shortest possible paths.
Precautions should be taken to minimize pick-up on these leads (e.g. the leads could be twisted together, loaded with
ferrite beads at 0,15 m spacing or otherwise |oaded).
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A.2.4 Range length

The range length for all these types of test facility should be adequate to allow for testing in the far-field of the EUT
i.e. it should be equal to or exceed:

2dy+ dz)z
A

where:

e d, isthelargest dimension of the EUT/dipole after substitution (m);
e d,isthelargest dimension of the test antenna (m);

. Aisthetest frequency wavelength (m).

It should be noted that in the substitution part of this measurement, where both test and substitution antennas are half
wavel ength dipoles, this minimum range length for far-field testing would be:

2\

It should be noted in test reports when either of these conditionsis not met so that the additional measurement
uncertainty can be incorporated into the results.

NOTE 1: For the fully anechoic chamber, no part of the volume of the EUT should, at any angle of rotation of the
turntable, fall outside the "quiet zone" of the chamber at the nominal frequency of the test.

NOTE 2: The"quiet zone" is avolume within the Anechoic Chamber (without a ground plane) in which a specified
performance has either been proven by test, or is guaranteed by the designer/manufacturer. The specified
performance is usually the reflectivity of the absorbing panels or a directly related parameter (e.g. signal
uniformity in amplitude and phase). It should be noted however that the defining levels of the quiet zone
tend to vary.

NOTE 3: For the anechoic chamber with aground plane, afull height scanning capability, i.e. 1 mto 4 m, should
be available for which no part of the test antenna should come within 1 m of the absorbing panels. For
both types of Anechoic Chamber, the reflectivity of the absorbing panels should not be worse than -5 dB.

NOTE 4: For both the anechoic chamber with a ground plane and the Open Area Test Site, no part of any antenna
should come within 0,25 m of the ground plane at any time throughout the tests. Where any of these
conditions cannot be met, measurements should not be carried out.

A.2.5 Site preparation

The cables for both ends of the test site should be routed horizontally away from the testing areafor a minimum of 2 m
(unless, in the case both types of anechoic chamber, aback wall is reached) and then allowed to drop vertically and out
through either the ground plane or screen (as appropriate) to the test equipment. Precautions should be taken to
minimize pick up on these leads (e.g. dressing with ferrite beads, or other loading). The cables, their routing and
dressing should be identical to the verification set-up.

NOTE: For ground reflection test sites (i.e. anechoic chambers with ground planes and Open Area Test Sites)
which incorporate a cable drum with the antenna mast, the 2 m requirement may be impossible to comply
with.

Cdlibration data for all items of test equipment should be available and valid. For test, substitution and measuring
antennas, the data should include gain relative to an isotropic radiator (or antenna factor) for the frequency of test. Also,
the VSWR of the substitution and measuring antennas should be known.

The calibration dataon al cables and attenuators should include insertion loss and VSWR throughout the entire
frequency range of the tests. All VSWR and insertion loss figures should be recorded in the log book results sheet for
the specific test.
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Where correction factors/tables are required, these should be immediately available.

For al items of test equipment, the maximum errors they exhibit should be known a ong with the distribution of the
error e.g.:

e  cableloss: £0,5 dB with arectangular distribution;
. measuring receiver: 1,0 dB (standard deviation) signal level accuracy with a Gaussian error distribution.

At the start of measurements, system checks should be made on the items of test equipment used on the test site.

A.3  Coupling of signals

A.3.1 General

The presence of leads in the radiated field may cause a disturbance of that field and lead to additional measurement
uncertainty. These disturbances can be minimized by using suitable coupling methods, offering signal isolation and
minimum field disturbance (e.g. optical and acoustic coupling).

A.3.2 Data Signals

Isolation can be provided by the use of optical, ultrasonic or infra-red means. Field disturbance can be minimized by
using a suitable fibre optic connection. ultrasonic or infra-red radiated connections require suitable measures for the
minimization of ambient noise.
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Figure A.5: Example of construction of an anechoic shielded chamber
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Annex B (normative):
General description of measurement methods

This annex gives the general methods of measurements for RF signals using the test sites and arrangements described in
annex A. In addition, this annex gives a simple measurement method for radiated emissions based on a calculated rather
than measured path loss.

B.1 Conducted measurements

In view of the low power levels of the equipment to be tested under the present document, conducted measurements
may be applied to equipment provided with an antenna connector. Where the equipment to be tested does not provide a
suitable termination, a coupler or attenuator that does provide the correct termination value shall be used.

The equivalent isotropically radiated power is then calculated from the measured value, the known antenna gain relative
to anisotropic antenna and, if applicable, any losses due to cables and connectors in the measurement system.

B.2 Radiated measurements

Radiated measurements shall be performed with the aid of a test antenna and measuring receiver as described in

annex A. The test antenna and measurement receiver, spectrum analyser or selective voltmeter, shall be calibrated
according to the procedure defined in this annex. The equipment to be measured and the test antenna shall be oriented to
obtain the maximum emitted power level. This position shall be recorded in the measurement report. The frequency
range shall be measured in this position.

Radiated measurements should be performed in an anechoic chamber. For other test sites corrections may be needed
(seeannex A):

a) atest site which fulfils the requirements of the specified frequency range of this measurement shall be used;
b) thetransmitter under test shall be placed on the support in its standard position (clause A.1.2) and switched on;

c) thetest antennashall be oriented initially for vertical polarization unless otherwise stated. The test antenna
shall be raised or lowered, through the specified height range until the maximum signal level is detected on the
measuring receiver. (The test antenna need not be raised or lowered if the measurement is carried out on atest
site according to clause A.3);

d) thetransmitter shall be rotated through 360° about a vertical axisto maximize the received signal;

e) thetest antennashall beraised or lowered again, if necessary, through the specified height range until a
maximum is obtained. This level shall be recorded. (This maximum may be alower value than the value
obtainable at heights outside the specified limits);

f)  this measurement shall be repeated for horizontal polarization;

g) thesubstitution antenna shall replace the transmitter antenna in the same position and in vertical polarization.
The frequency of the signal generator shall be adjusted to the transmitter (carrier) frequency;

h) stepsc) tof) shall be repeated;

i)  theinput signa to the substitution antenna shall be adjusted in level until an equal or aknown related level to
that detected from the transmitter is obtained in the test receiver;

j)  thismeasurement shall be repeated with horizontal polarization;

k) theradiated power isequal to the power supplied by the signal generator, increased by the gain of the
substitution antenna and the cable losses between the signal generator and the substitution antenna.

ETSI



106 Final draft ETSI ES 200 674-1 V2.4.1 (2013-03)

Annex C (normative):
Receiver methods of measurements using messages

C.1 General

The equipment may be tested by using messages when it is not possible to test with bit streams according to
clause 6.1.1.1. In this case the normal test signal shall be trains of correctly coded bits or messages modulation D-MA4.
Such messages can also be used for activation of OBUs or performance test of atotal installed system.

C.2 Testsignals

The normal test signals and modulations shall be obtained as follows:

. D-M3 corresponds to single messages, used for receiver measurements using the up-down method as
described in clauses C.3 and C.4, triggered either manually or by an automatic testing system. This provides
the "normal test signal" as required for receiver measurements (e.g. see clauses 8.1.2.4 and 8.3);

. D-M4 consists of correctly coded signal's, messages transmitted sequentially, one by one, without gaps
between them;

. D-M4' consists of incorrectly coded signals, messages transmitted sequentially, one by one, without gaps
between them.

D-M3is used for receiver methods of measurement with messages where there is a need to transmit single messages a
number of times (e.g. 20 times, see "normal test signal” of clauses 8.3.3.2, 8.3.4.2, 8.3.5.2 and 8.3.6.2). The
corresponding normal test modulation shall be agreed between the manufacturer and the test |aboratory.

Thetest signal D-M4 is used for transmitter methods of measurement such as out of band power (clause 7.3.2), radiated
spurious emissions (clauses 7.7.4 and 7.7.5) and interference test modulation during receiver degradation measurements
(clause 8.3). Thetest signals D-M4 and D-M4' shall be agreed between the manufacturer and the test laboratory.

The encoder, which is associated with the transmitter, shall be capable of supplying the normal test modulation for
D-M3, and the test signal D-M4. The details of D-M3, D-M4 and D-M4' shall be included in the test report.

C.3 Method of measurement for receiver sensitivity

The appropriate test arrangement as shown in clause 8.1.2 and figures 14, 16 or 18 shall be used with the exception that
the bit stream generator and bit error ratio measuring devices are replaced by a message generator and a message
detection indication device.

The following procedure shall be used with the exception that the bit stream generator and bit error ratio measuring
devices are replaced by a message generator and a message detection indication device.

The following test procedure shall be used:

a) thewanted signal, signal generator A, operating at the nominal frequency of the receiver shall be modulated
with normal test signal D-M3 in accordance with the instructions of the manufacturer and shall be approved by
the test laboratory;

b) thelevel of the signal generator A shall be such that a successful message ratio is less than 10 %;

¢) thenominal modulation test signal shall be transmitted repeatedly whilst observing in each case whether or not
a successful responseis obtained. The level of signal generator A shall be increased by 2 dB for each occasion
that a successful response is not obtained. The procedure shall be continued until three successful responses are
obtained. The level of signal generator A shall be recorded;
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d) thelevel of signal generator A shall be reduced by 1 dB and the new value recorded. The normal modulation
test signal shall be repeated 20 times. In each case, if aresponseis not obtained the signal generator level shall
be increased by 1 dB and the new value recorded. If a successful response is obtained, the signal generator level
shall not be changed until three consecutive successful responses have been obtained. In this case, the signal
generator level shall be reduced by 1 dB and the new value recorded. No signal generator levels shall be
recorded unless preceded by achangein level;

€) the maximum useable sensitivity is the average of the values recorded in steps ¢) and d);
f)  the measurement shall be repeated under extreme test conditions.
The sensitivity shall be stated in the test report.

The limit for sengitivity is the same as for the continuous bit stream method of measurements, see clause 8.1.3.

C.4  Method of measurements for receiver degradation

The appropriate test arrangement as shown in figures 11, 12, 13, or 14, clause 8.3 shall be used with the following
exception: the bit stream generator and bit error ratio measuring devices shall be replaced by a message generator and a
message detection indication device.

The test procedure is the same as defined in clause 8.3 except for the following:
a) themodulation test signal for the wanted signal, signal generator A, shall be modulated with test signal D-M3;

b) theunwanted signal, signal generator B (and C, if appropriate), if modulated, shall be modulated with test
signal D-M4;

c) thelevel of the unwanted signal, signal generator B (and C, if appropriate), shall be such that a successful
message ratio is less than 10 %;

d) thenomina modulation test signal of the wanted signal, signal generator A, shall be transmitted repeatedly
whilst observing in each case whether or not a successful response is obtained. The level of the unwanted
signal, signal generator B (and C, if appropriate), shall be reduced by 2 dB for each occasion that a successful
response is not obtained. The procedure shall be continued until three consecutive successful responses are
obtained. The level of the signal generator B (and C, if appropriate) shall be recorded;

e) thelevel of unwanted signal, signal generator B (and C, if appropriate), shall beincreased by 1 dB and the new
value recorded. The normal test signal shall be repeated 20 times. In each case, if aresponseis not obtained,
the signal generator level shall be reduced by 1 dB and the new value recorded. If a successful responseis
obtained, the signal generator level shall not be changed until three consecutive successful responses have
been obtained. In this case, the signal generator level shall be increased by 1 dB and the new value recorded.
No signal generator levels shall be recorded unless preceded by achangein level;

f)  thedegradation level isthe average val ue of the values recorded in steps d) and €).
The degradation level shall be stated in the test report.

Thelimit valueisidentical with the limit for the continuous bit stream method of measurement, see clauses 8.3.3.3,
8.3.4.3,8.3.5.3and 8.3.6.3.
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Annex D (normative):
Profile for the European Electronic Fee Collection service

D.1 General

This annex limits the test procedures for OBUSs to those directives and responses that are necessary to claim
conformance for usage in the scope of the European Electronic Fee Collection service. It also specifies how the memory
structure of the OBU shall be configured, and which data and algorithms shall be used for the implementation of
security mechanisms.

D.2 Common limits

The following lists limits that are common to both the RSU and the OBU. These limitsinclude:
e  Thetypesand semantics of datato be used for EETS transactions.
. The directives and related responses to be used for EETS applications.

e  The OBU memory structure. The OBU memory structure is a shared knowledge between the RSU and the
OBU. For the purpose of the EETS, relevant parameters are stored in known memory areas, which are detailed
in this clause.

. The security algorithms and requirements.

D.2.1 Datato be used for EETS transactions

Table D.1 liststhe EETS data elements that shall be available in the OBU memory, and shall be used by the RSU for
EETS transactions.

Table D.1: EETS Data types

‘ Data element Length ‘ Value/Comment
(octets)
EFC Context Mark 6 [Stored in a Read/Only location
Payment Means 14 |Stored in a Read/Only location
Equipment OBU ID 4 |Stored in a Read/Only location
Manufacturerld 2 |Stored in a Read/Only location
EquipmentClass 2 |Stored in a Read/Only location
VehicleLicencePlateNumber 17 [Stored in a Read/Only location
VehicleClass 1 [Stored in a Read/Only location
VehicleDimensions 3 |Stored in a Read/Only location
VehicleAxles 2 |Stored in a Read/Only location
VehicleWeightLimits 6 [Stored in a Read/Only location
VehicleSpecificCharacteristics 4 |Stored in a Read/Only location
Equipment Status 2 |Stored in a Read/Write location
Receipt Data 1 28 |Stored in a Read/Write location
Receipt Data 2 28 |Stored in a Read/Write location

Restrictions on the usage, encoding and values of the EETS attributes are the same as specified in EN 15509 [14].
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D.2.2 Directives to be used for EETS applications

Table D.2 lists the protocol messages and their limits for EETS applications.

Table D.2: Directives for EETS applications

Directive Parameter Value Limits
Open-Rq Responding Slow Responding mode is part of
mode "A-Association parameters" group,

which is present also when the
Open-Rq directive is not explicitly
used. In all cases, the value of this
parameter shall be set to "Slow".

Close-Rq

Select-TBA-Id-Rq An OBU which receives a PDU with
a wrong Responding AP Title
parameter value shall ignore the
PDU

Read-Display-Type-Rqg Shall not be supported

Read-Master-Core-Rq

Get-Master-Record-Rq

Read-Appl-Core-Rq

Write-Appl-Core-Rq Limited to EquipmentStatus,
ReceiptDatal and ReceiptData2
fields

Write-Appl-Core-Conf-Rq Shall not be supported

Write-Data-To-External-Rq Shall not be supported

Read-Data-From-External-Rq Shall not be supported

Read-Appl-Record-Rg

Write-Appl-Record-Curr-Rq

Write-Appl-Record-Curr-Conf-Rq

Write-Appl-Record-Next-Rq Shall not be supported

Write-Appl-Record-Next-Conf-Rg Shall not be supported

Set-UIF-Rq

Action-Rq Shall not be supported

Set-Password-Rq Shall not be supported

Use-Last-Password-Rq Shall not be supported

Get-TBA-Random-Rq

Set-Credential-Rqg

Get-Credential-Rq NoncelLen 4 The RSE generated casual number
shall have a length of 4 octets.

In al Response Protocol messages, the first most significant four octets of the "Called AP Title" field of the A-

Association.response parameters shall be used to carry the EquipmentOBUId parameter value. The fifth octet (the least

significant octet) is reserved and shall not be used.

D.2.3 OBU memory structure

The OBU memory structure for EETS applications shall be as shown in table D.3. Names of the EETS attributes are

shown in bold. The OBU memory structure is such that:

1)

EFC Context Mark and AC_CR-KeyReference parameters are to be used for security calculations and are

stored in the Master Record. The AC_CR-KeyReference parameter can be stored permanently at OBU
initialization time or it can be computed dynamically when the OBE enters the Communication area.

2) All dataelementsthat characterize the vehicle are stored in the Application Core. Writing to the Application
Coreislimited to Equipment Status, ReceiptDatal, and ReceiptData2 fields, i.e. the part of the Application
Core starting at displacement 47 to the end of the Application Core (see table D.3).

3) TheApplication Record is divided in 20 fields of 8 octets each.
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Table D.3: OBU memory structure

Field ‘ Offset Length ‘ Value

(bytes)

Core Length 0 1| 14 (decimal)
Record Length 1 1 12(decimal) No
Record Number 2 1 Number of No
Master Header applications.
shall be at
least 1
Current Record 3 1 No
Manufacturer ID 0 2 Read/Only
Master Core |EquipmentClass 2 2 Read/Only
Reserved 4 10 No
Application ID 0 2 50F0 (Hex) Read/Only
Master Record Reserved 2 2 No
EFC Context Mark 4 6 Read/Only
AC_CR-KeyReference 10 2 Read/Only
Core Length 0 1 | 105 (decimal) No
Application Record Length 1 1 8 (decimal) No
Header Record Number 2 1| 20 (decimal) No
Current Record 3 1 No
Payment Means 0 14 Read/Only
Vehicle licence plate number 14 17 Read/Only
VehicleClass 31 1 Read/Only
VehicleDimensions 32 3 Read/Only
Application  |VehicleAxles 35 2 Read/Only
Core VehicleWeightLimits 37 6 Read/Ony
VehicleSpecificCharacteristics 43 4 Read/Only
Equipment Status 47 2 Read/Write
Receipt Data 1 49 28 Read/Write
Receipt Data 2 77 28 Read/Write
Application  |Available area 0 160 Read/Write
Record

Thefield "Usage" indicates how the corresponding memory field shall be used in a DSRC transaction:
1) Ifthe"Usage" valueis"Read/Only", the OBU shall ensure that no write access is permitted.
2) If the"Usage valueis"Read/Write", the OBU shall allow both read and write accessto the field.

3) Ifthe"Usage" valueis"No", the related field shall not be accessible with a DSRC transaction. This means that
the contents of that field are only specified in the table for clarification.

D.2.4 Security algorithms and requirements

D.2.4.1 Generalities

This clause gives the algorithms and limits to test devices conforming to the EETS specifications in terms of security
requirements. Two levels of security are defined:

. Level O, which shall be always implemented. When not otherwise specified, parameters, procedures and
calculations refer to Level 0.

. Level 1, which can be optionally implemented, and relates to RSE authentication. If Level 1 isimplemented,
an OBE shall allow access to only authenticated RSEs for &l operations (read or write) involving the
Application Core and the Application Record. Read access to the Master Core and to the Master Record shall
no require RSE authentication.
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D.2.4.2 Authenticator computed on PaymentMeans attribute

The RSE shall ask the OBE to authenticate itself on the basis of the PaymentMeans attribute in the following way:

The Get-Credential-Rq identifies the PaymentM eans attribute by setting the value of Offset to 0, and the
Length to 14. The Get-Credential-Rq specifies avalue for RndRSE with alength of 4 octets. The OBE shall
concatenate the values of PaymentMeans and RndRSE, then pad the results with O to get an overall length of
24 octets.

The OBU shall divide the resulting field of 24 octetsin 3 blocks D4, (octets from 1 to 8), D, (octets from 9 to
16), and D (octets from 17 to 24).

The OBE shall calculate the Authenticator conforming to the algorithm specified in ISO/IEC 9797-1
[13]:1999, MAC Algorithm 1, which utilizes the DEA algorithm as specified in ANSI X3.92 [12] in three
steps, as shown in figure D.1. The function that computes the DEA algorithm is named "€":

Let AuK be the authentication key of the OBU for a given step k, referenced by the Key parameter in the
Get-Credential-Rq directive.

First step: be the first block 1,=D; coded by means of AuK:
O,= AuK](l,)
The result O, be XORed with D,. The result of the XOR operation |, be input to step 2:
I,= [O4] XOR[D,]
Second step: be |, coded by means of AuK:
O,= e[ AuK](l,)
The result O, be XORed with D5. The result of the XOR operation |3 be input to step 3:
1= [O,] XOR[D4]
Third step: be |3 coded by means of AuK:
Og= e[AuK](l3)

The result O be truncated: the 32 |eftmost bits (4 octets) give the value of the Authenticator attribute in
the Get-Credential -Rs.
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Step 1 Step 2 Step 3
[,=D, > I, > I3
v ' '
AuK —» DEA AuK —» DEA AuK —» DEA
v v '
01 Oz 03
Truncate
D2 D3 l

Authenticator
(the leftmost 32 bits of O,,)

Note: @ denotes the XOR operator

Figure D.1: Authenticator computation

D.2.4.3 Access credentials computation
The algorithm defined in this clause only applies when Level 1 of security is supported.

When an RSE requires access to an OBE protected memory structure, access is only permitted if valid access
credentials are provided. The same credentials shall be used for al attributes contained in the same memory structure.

Access credentials computation is performed by both the RSE and the OBE using the following algorithm (see aso
figure D.2). Encryption is made using the DEA agorithm, as defined in ANS| X3.92 [12].

. The RSE shall require a random value to the OBE (RndOBU) of 4 octets by means of a Get-TBA-Random-Rq
directive.

. be AcK the derived access key.
e  TheRSE shall append 4 octets of value O to the right of the RndOBU. The result be a string of 8 octets:
| ='RndOBU' || '00 00 00 00'Hex.

. The RSE shall encode | asfollows:
O =e[AcK] (RndOBU || '00 00 00 00'Hex).

. Access credentials AC_CR are derived by truncating the result (O) and maintaining the leftmost 4 octets.
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AuK — DEA

A 4

Truncate

!

Access Credentials (AC_CR)
(the leftmost 32 bits of O)

Figure D.2: Access Credentials computation

D.2.4.4 Authentication key computation

The Authentication key of a Key Generation K shall have alength of 8 octets and shall be derived from the 16 octets
Master Authentication Key with the following a gorithm:

. Let MAUK (k) the Master Key for a given generation k;
. Let AuK(K) the derived authentication key;

. Compute the value of Compact_Personal AccountNumber by truncating the first 64 bitsin the attribute
PaymentMeans to 32 bits with the following algorithm:

Compact_Personal AccountNumber = [HighDWord32(PAN)] XOR [LowDWord32(PAN)]

. Compute the value VAL of 8 octets by concatenating Compact_Personal AccountNumber with the value of the
attribute ContractProvider, and padding it with '00";

VAL = 'Compact_Personal AccountNumber || ContractProvider || 00'
. Compute AuK (k) for a given generation k (ede = encode,decode,encode):

AUK (K) = ede [EAUK (K)] (VAL)

D.2.4.5 Access key computation
This clause only applies when security Level 1 is chosen.

The Access key of a given generation k has alength of 8 octets, and is derived from the Master key of 16 octets by
using the AC_CR_KeyRef parameter with the following algorithm:

. Let MAcK(K) the Master key for a given generation k.
. Let AcK(k) the derived Access key.

. Concatenate AC_CR_KeyReference || AC_CR_KeyReference || AC_CR_KeyReference || AC_CR-
KeyReference to obtain an 8 octets value VAL :

VAL ='AC_CR_KeyReference || AC_CR_KeyReference || AC_CR_KeyReference || AC_CR_KeyReference'

. Compute AC_CRKey(k):
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AC_CRKey(k) = ede MACK (K)] (VAL).

D.2.4.6 Transaction counter

The RSE shall use the following procedure to compute the value of the Transaction Counter parameter:

e  TheRSE shall retrieve the value of the EquipmentStatus parameter by issueing a Read-Appl-Record-Rq
directive. The EquipmentStatus parameter shall be stored at Offset 0, with a Length of 2 octets.

. Let Transaction Counter the value of the least significant (leftmost) 12 bitsin EquipmentStatus (0...4095).

. Increase Transaction Counter by 1.

. Set the new value of the Transaction Counter in the least significant (leftmost) 12 bits of EquipmentStatus.

. Write the new value of EquipmentStatus by issuing a Write-Appl-Record-Curr-Conf-Rq directive to the same
Offset and for the same length as used in the Read-Appl-Record-Rq directive.

D.3  OBU specific limits

D.3.1 DSRC communication limits

The OBU shall support al Layerl characteristics. Table D.4 shows the limits for some Layer 1 parameters.

Parameter

Table D.4: Layer 1 parameters limits

Parameter Name

Number
Ula Sub-Carrier Frequency 10,7 MHz
Uba Sub-Carrier Modulation Binary FSK
UBa Bit Rate 144 kbit/s
u13 Preamble Sequence of at least 16 and at maximum 32 bits where
the last 16 bits shall have the value of ‘01111110
01111110°

The OBU shall support all protocol data units and procedures defined for Layer 2.

D.3.2 Security requirements

Table D.5 lists the security elements that shall be supported by an OBU for EETS applications.
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Table D.5: Layer 1 parameters limits

Name Length Comment
(octets)

Authentication Key 1 8 Private

Authentication Key 2 8 Private

Authentication Key 3 8 Private

Authentication Key 4 8 Private

Authentication Key 5 8 Private

Authentication Key 6 8 Private

Authentication Key 7 8 Private

Authentication Key 8 8 Private

Key Reference Reference to the authentication key is used to compute
authenticators. The Service Provider decides which keys

1 are to be shared with Toll Chargers and which are private.

The former ones are referenced as AuKey_Op, while the
latter ones are referenced as AuKey _Iss.

RndRSE 4 RSE generated casual number to be used to compute an
authenticator.

The OBU shall be able to compute an authenticator by means of a key and a casual number specified by the RSE as
KeyReference and RndRSE respectively, based on part of the Application Core, as indicated by the RSE in terms of
offset and length. The algorithm to perform this calculation shall be as specified in clause D.2.2.

If Security Level 1 isto be supported, the OBU shall be able to verify the RSE authenticator by performing the related
security algorithm as specified in clause D.2.2. Thiswill require support of the specified security data elements.

D.4  RSU specific limits

The RSU shall support all Layerl characteristics. Table D.6 shows the limits for some Layer 1 parameters.

Table D.6: Layer 1 parameters limits

Parameter Parameter Name ‘

Number
D13 Preamble

Sequence of at least 16 and at maximum 32 bits
where the last 16 bits shall have the value of
‘01111110 01111110
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