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Intellectual Property Rights

Essential patents

IPRs essentia or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI member s and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (https./ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which areindicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 4 of amulti-part deliverable. Full details of the entire series can be found in part 1 [4].

National transposition dates

Date of adoption of thisEN: 2 May 2022

Date of latest announcement of this EN (doa): 31 August 2022
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 28 February 2023
Date of withdrawal of any conflicting National Standard (dow): 28 February 2023

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to beinterpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Introduction

Registered Electronic Mail (REM) is a particular instance of An Electronic Registered Delivery Service (ERDS).
Standard email, used as a backbone, makes interoperability smooth and increases usahility. At the same time, the
application of additional security mechanisms ensures integrity, confidentiality and non-repudiation (of submission,
consignment, handover, etc.). It protects against the risk of loss, theft, damage and any illegitimate modification.

The present document covers the common and worldwide-recognized requirements to address electronic registered
delivery securely and reliably. Particular attention is paid to the Regulation (EU) No 910/2014 [i.1]. However, the legal
effects are outside the scope of the present document.

ETSI
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1 Scope

The present document specifies the interoperability profiles of the Registered Electronic Mail (REM) messages
according to the formats defined in ETSI EN 319 532-3 [6] and the concepts and semantics defined in ETSI

EN 319532-1[4] and ETSI EN 319 532-2 [5]. It deals with issues relating to authentication, authenticity and integrity
of the information, with the purpose to address the achievement of interoperability across REM service providers,
implemented according to the af orementioned specifications.

The present document covers all the options to profile REM services for both styles of operation: S& N and S& F.

The mandatory requirements defined in the aforementioned referenced REM services specifications are not normally
repeated here, but, when necessary, the present document contains some references to them.

More specifically, the present document:
a) Defines generadities on profiling.
b) Defines constraintsfor SMTP profile.

The present document also specifiesa REM baseline supporting the technical interoperability amongst service providers
in different regulatory frameworks.

NOTE: Specifically but not exclusively, REM baseline specified in the present document aims at supporting
implementations of interoperable REM services by use of Trusted List Frameworks to congtitute Trusted
domains and qualified REM services (instances of electronic registered delivery services) by use of EU
Trusted List system as per Regulation (EU) No 910/2014 [i.1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 522-1: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 1. Framework and Architecture”.

[2] ETSI EN 319 522-2: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services, Part 2: Semantic Contents”.

[3] ETSI EN 319 522-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services, Part 3: Formats'.

[4] ETSI EN 319 532-1: "Electronic Signatures and Infrastructures (ESl); Registered Electronic Mail
(REM) Services; Part 1. Framework and Architecture”.

[5] ETSI EN 319 532-2: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services; Part 2: Semantic Contents'.

[6] ETSI EN 319 532-3: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services, Part 3: Formats".
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[7]
(8]
[9]

[10]
[11]

[12]
[13]

[14]

[19]
NOTE:

2.2
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IETF RFC 5321: "Simple Mail Transfer Protocol”.
IETF RFC 5322: "Internet M essage Format".

IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies'.

IETF RFC 3207 (2002): "SMTP Service Extension for Secure SMTP over Transport Layer
Security”.

ETSI EN 319 522-4-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 4: Bindings, Sub-part 3: Capability/requirements bindings'.

ETSI TS119 612 (V2.2.1): "Electronic Signatures and Infrastructures (ESI); Trusted Lists'.

ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures”.

ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and XAdES baseline signatures’.

elDAS Technical Specifications: "SAML Attribute Profile" - Version 1.2", 31 August 2019.

Available at
https:.//ec.europa.eu/cefdigital/wiki/downl oad/attachments/82773108/el DA S%20SA M L %20A ttri bute%20

Profile%20v1.2%20Final .pdf version=2& modificationDate=1571068651772& api=v2.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]

[i.5]
[i.6]
[i.7]
[i.8]

[i.9]
[i.10]

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for e ectronic transactions in the internal market and
repealing Directive 1999/93/EC.

ISO/IEC TR 10000:1998: "Information technology - Framework and taxonomy of International
Standardized Profiles’.

IETF RFC 6698: "The DNS-Based Authentication of Named Entities (DANE), Transport Layer
Security (TLS) Protocol: TLSA".

IETF RFC 7208: "Sender Policy Framework (SPF) for Authorizing Use of Domainsin Email,
Version1".

IETF RFC 6376: "DomainKeys Identified Mail (DKIM) Signatures'.
NIST Special Publication 800-177: "Trustworthy Email".
NIST Special Publication 800-45: "Guidelines on Electronic Mail Security, Version 2.

IPJ - The Internet Protocol Journal - November 2016, Volume 19, Number 3: "Comprehensive
Internet E-Mail Security: Review of email vulnerabilities and security threats®.

IETF RFC 4035: "Protocol Modifications for the DNS Security Extensions'.

IETF RFC 7489: "Domain-based Message Authentication, Reporting, and Conformance
(DMARC)".
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[i.11] IETF RFC 5751: " Secure/Multipurpose Internet Mail Extensions (S'MIME) Version 3.2 Message
Specification".

[1.12] ETSI EN 319 521 "Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for Electronic Registered Delivery Service Providers'.

[1.13] IETF RFC 7817: "Updated Transport Layer Security (TLS) Server Identity Check Procedure for
Email-Related Protocols".

[i.14] IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types'.

[i.15] ETSI TR 119 001 (V1.2.1): "Electronic Signatures and Infrastructures (ESI); The framework for

standardization of signatures; Definitions and abbreviations'.

3 Definition of terms, symbols, abbreviations and
terminology
3.1 Terms

For the purposes of the present document, the terms given in ETSI EN 319 532-1 [4] and the following apply:
REMID authority: entity entitled to govern the REMID

NOTE: A REMID authority governsthe REMID by the management of the REMID policy and through processes
of supervision and monitoring, ensuring the adherence to the REMID policy and the requirements
specified in the present document.

REMID policy: set of organizational, security and technical requirements that each adherent REM SP is obliged to fulfil
to achieve interoperability

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations givenin ETSI EN 319 532-1 [4], ETSI TR 119 001 [i.15]
and the following apply:

cC Country Code
NOTE: Asdefinedin ETSI TS119 612 [12], clause 3.2.

DNS Domain Name System
EML Electronic Mail Format

NOTE: Asper Internet Message Format syntax defined in IETF RFC 5322 [8].
MS Member State

NOTE: Asdefinedin ETSI TS119 612 [12], clause 3.2.

QERDS Qualified Electronic Registered Delivery Service

NOTE: Asperthedefinitionin ETSI EN 319 522-4-3[11], clause 7.2.

QREMS Qualified Registered Electronic Mail Service
TSL Trust Status List

NOTE: Asperthedefinitionin ETSI EN 319 522-2 [2], clause 9.3.
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3.4 Terminology

Since Registered Electronic Email Services are specific types of Electronic Registered Delivery Services, the present
document uses the terms and definitions from ETS| EN 319 521 [i.12] and ETSI EN 319 522 (Parts 1 to 3) [1], [2] and

[3].
ETSI EN 319 532-2 [5], clause 4.1 specifies the usage of prefixes ERD versus REM or ERDS versus REM S for naming
concepts and structures.

The naming convention used in the present document is that constructs whose content is completely generated by the
REMS are prefixed with "ERDS' or "REMS". In contrast, constructs whose content includes user-generated datais
prefixed with "ERD" or "REM".

4 General requirements

4.1 Introduction

The present document provides one profile asintended in I SO/IEC TR 10000 [i.2]: "the identification of chosen classes,
conforming subsets, options and parameters of base standards, or International Sandardized Profiles necessary to
accomplish a particular function". In the present document the concept of profile embraces references like architectural,
protocol detail, semantic and implementation aspects, and technical standard and service interoperability aspects.

More specifically, the present document specifiesa REM service profile that uses the same formats (S'MIME based)
and the same transport protocols (SMTP). Annex B and Annex C specify the baseline set of requirements for the
implementation and configuration of interoperable REM services.

4.2 Compliance requirements

Requirements are grouped in three different categories, each with its corresponding identifier. Table 1 defines these
categories and their identifiers.

Table 1: Requirements categories

Identifier Requirement to implement
M System shall implement the element
R System should implement the element
o] System may implement the element

All the requirements shall be defined in tabular form.

Table 2: Requirements template

N° Service/Protocol EN reference Requirement Implementation Notes
element guidance

Column Ne shall identify a unique number for the requirements. This number shall start from 1 in each clause. The
eventual referencesto it would also include the clause number to avoid any ambiguity.

Column Service/Protocol element shall identify the service element or protocol element the requirement applies to.

Column EN Reference shall reference the relevant clause of the standard where the element is defined. The referenceis
to ETSI EN 319 522-1 [1], ETSI EN 319 522-2 [2], ETSI EN 319 532-1 [4] or ETSI EN 319 532-3 [6] except where
explicitly indicated otherwise.

Column Requirement shall contain an identifier, as defined in table 1.
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Column I mplementation guidance shall contain numbers referencing notes and letters referencing additional
requirements. It isintended either to explain how the requirement is implemented or to include any other information
not mandatory.

Column Notes shall contain additional notes to the requirement.

NOTE: Within aREMID, aprovision different from the ones specified in the present document isviable if and
only if such REMID does not envisage to interoperate with other REMIDs.

5 SMTP interoperability profile

5.1 General requirements

This clause defines a profile for interoperability among REM SPs based on SMTP relay protocol and the same formats.
Under this basis, although many aspects described here are valid and reusable in other contexts, formats and protocols,
all the sentences of the present part of the document mainly refer to interactions among REM services providersusing -
asatransfer protocol for REM messages - SMTP and its related updates, extensions and improvements (e.g. ESMTP or
SMTP-AUTH, etc.).

In particular, the concepts defined in IETF RFC 5321 [7], clause 2.3.1 regarding envelope and content of the Mail
Objects, and the concepts defined in IETF RFC 5322 [8], clause 2.2 and |IETF RFC 2045 [9] regarding the collection of
header fields, structure, formats and message representation shall apply.

5.2 Style of operation

From an interoperability standpoint, no impact is expected to occur because of the adopted style of operation by REMS
(Store-And-Forward vs Store-And-Notify). Therefore, the present document shall deal with both on the same profile.

The reason for that is that any REM message exchanged between two REM SPs (even REM messages that contain a
reference to the REM Object in a Store-And-Notify context) is conveyed using the Relay Interface that, within the
present interoperability profile, is based on the SMTP protocol. Henceforth protocols, message formats and evidence
formats are the same in the two cases.

Then, al the REM S operating under the Store-And-Notify style of operation also need a REM S operating under
Store-And-Forward style of operation that represents a common layer between the two styles of operation.

Differences only arise in the set of mandatory evidence, which is specified within the two styles of operations, as
described in clause 5.5.

5.3 REMS - interfaces constraints

531 Introduction

The next clauses profile the interfaces specified in ETSI EN 319 522-1 [1] and ETSI EN 319 532-1 [4], clause 5.

5.3.2 REM MSI: Message Submission Interface

Table 3: REM message submission interface

N° Service/Protocol ETSI EN 319 532-1 [4] |Requirement Implementation Notes
element reference guidance
1 Any protocol, provided Clause 5 M a)
that it is secured
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a) TheMessage Submission Interface shall be implemented with a protocol that shall secure the communication
from the originating mail User Agent to the SMTP server. More specifically, this protocol shall ensure proper
identification and authentication of the user, confidentiality of the communication, authenticity and integrity of
the submitted data. For example, SMTP on TLS according to IETF RFC 7817 [i.13] or SSL plus a check of
credential over SMTP-AUTH may be used.

5.3.3 REM MRI-ERI: Message and Evidence Retrieval Interface
Table 4: REM message and evidence retrieval interface

Ne Service/Protocol ETSI EN 319 532-1 [4] |Requirement Implementation Notes

element reference guidance

1 Any protocol provided Clause 5 M a)

that it is secured

I mplementation guidance:

a) The Message and Evidence Retrieval Interface shall be implemented with a protocol that shall secure the
communication from the sender/recipient mail User Agent to the REM SP server. More specificaly, this
protocol shall ensure proper identification and authentication of the user, confidentiality of the communication,
authenticity and integrity of the retrieved data. For example, IMAP or POP or HTTP on TL S according to
IETF RFC 7817 [i.13] or SSL may be used.

5.34 REM RI: Relay Interface
Table 5: REM relay interface

Ne Service/Protocol ETSI EN 319 532-1 [4] |Requirement Implementation Notes

element reference guidance

1 SMTP on TLS Clause 5 M a) see note

NOTE: Thisis a profile for SMTP relay protocol among REMSPs, and it is reflected in this requirement.

I mplementation guidance:

a)

NOTE:

5.3.5

The Relay Interface shall be implemented using SMTP protocol securing the communication from the sender
REM SP server to the recipient REM SP server using TLS according to IETF RFC 3207 [10].

Particular attention has to be paid to preserving confidentiality, authenticity, integrity, identification and

authentication. TLS and the best practices recommended in Annex A give the necessary provision to
accomplish these requirements. Further IETF work about MTA-to-MTA (TLS everywhere) dialogueis
actually under a draft status and not added as areference in the present document. However, itisa

desirable practice in addition to opportunistic STARTTLS/DANE (see NIST Specia

Publication 800-177 [i.6] for more details).

CSI: Common Service Interface

The services used throughout this interface are not necessarily provided by a REM S (see note 1) and, for the present
profile, the following three main elements shall be considered:

1)
2)
3)

Routing

Trusting

Capability discovery and management

NOTE 1. For thisreason, the prefix REM is omitted before the definition of the interface.

ETSI EN 319 532-2 [5], clause 9 shall identify the semantic requirements that apply to CSl.
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Table 6: Common service interface

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element reference guidance
1 DNS Clause 9.2 M a) Routing interface
2 TL Clause 9.3 R b) Trusting interface
3 TL/SMP Clause 9.4 (0] C) Discovery/management
interface

Implementation guidance:
a)  TheRouting Interface, part of CSI, shall be implemented using DNS protocol properly secured.

NOTE 2: The best practices recommended in Annex A give further indications to accomplish security requirements
about routing.

b)  The Trusting Interface, part of CSl, should be implemented using TL protocol.

c) The Discovery/management Interface, part of CSI, may be implemented using both or either TL or SMP
protocols.

5.4 REM message constraints

54.1 REMS relay metadata MIME Header Fields constraints

Table 7: REM message header fields constraints

N° | Service/Protocol element | ETSI EN 319 532-3 [6] |Requirement Implementation Notes
reference guidance

1 |REM-MessageType Clause 6.1 M a)

2 |REM-Eventldentifier Clause 6.1 M b)

3 |REM-Evidence-ID Clause 6.2.1 M C)

4 |REM-Reasonldentifier Clause 6.2.1 R d)

Implementation guidance:

a) Itsvalue shall be one of the 4 strings defined in table 2 of ETSI EN 319 532-3 [6], clause 6.1, related to the
MD13 component.

b) Itsvalue shall be the GO3 component, as defined in table 2 of ETSI EN 319 532-3 [6], clause 6.1. It shall be
composed by the URI in column 1, table 3 of ETSI EN 319 522-3 [3], clause 5.2.2.5.

c) Itsvalue shall be the GO1 component corresponding to the evidence identifier "Id" defined inside the Evidence
root element structure in ETS| EN 319 522-3 [3], clause 5.2.2.3.

d) Itsvalue shal be the GO4 component corresponding to a URI defined in table 4 of ETSI EN 319 522-3[3],
clause 5.2.2.7. EventReasons is a multivalue element. This property reflects alist of REM-Reasonldentifier
header fieldsin REM message, each with the corresponding URI value.

NOTE: Item N°4 in table 7 facilitates achieving interoperability that can also be reached without it.

5.4.2  signed data MIME Header Fields constraints

The header fields constraints, present in table 4 of ETSI EN 319 532-3 [6], clause 6.2.2 shall apply.
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5.4.3 REMS introduction MIME Header Fields-Body constraints
5431 General Requirements
Table 8: REMS introduction header fields constraints
Ne Service/Protocol element ETSI EN 319 532-3 [6] Requirement |Implementation Notes
reference guidance
1 REM-Section-Type Clause 6.2.3.1 M a)
I mplementation guidance:
a) A REM-Section-Type header shall have the value "rem_message/introduction".
5.4.3.2 multipart/alternative: free text subsection Header Fields constraints
Table 9: REMS text introduction header fields constraints
Ne Service/Protocol ETSI EN 319 532-3[6] | Requirement Implementation Notes
element reference guidance
1 Content-Type Clause 6.2.3.2 R a)

I mplementation guidance:

a) Theheader field constraintsin table 6 of ETSI EN 319 532-3 [6], clause 6.2.3.2 shall apply. An encoding
according to charset="UTF-8" parameter should be used.
5.4.3.3 multipart/alternative: HTML subsection Header Fields constraints
Table 10: REMS HTML introduction header fields constraints
Ne Service/Protocol ETSI EN 319 532-3 [6] | Requirement Implementation Notes
element reference guidance
1 Content-Type Clause 6.2.3.3 R a)

Implementation guidance:

a) Theheader field constraintsin table 6 of ETSI EN 319 532-3 [6], clause 6.2.3.3 shall apply. An encoding
according to charset="UTF-8" parameter should be used.

5.4.4  original message MIME Header Fields constraints
Table 11: REMS user content header fields constraints
N° Service/Protocol element ETSI EN 319 532-3 [6] Requirement |Implementation Notes
reference guidance
1 REM-Section-Type Clause 6.2.4.2 M a)

I mplementation guidance:

a A REM-Section-Type header shall have the value "rem_message/original".

5.4.5

Each extension section of the REM message shall contain an attachment. The following restrictions apply.

REMS extensions MIME Header Fields constraints
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Table 12: REMS extensions header fields constraints

N° Service/Protocol element ETSI EN 319 532-3 [6] Requirement |Implementation Notes
reference guidance
1 REM-Section-Type Clause 6.2.5 M a)

I mplementation guidance:

a) The REM-Section-Type header shall have the value "rem_message/extension”.

54.6 ERDS evidence MIME Header Fields constraints

Table 13: ERDS evidence MIME header fields constraints

Ne Service/Protocol element ETSI EN 319 532-3 [6] Requirement |Implementation Notes
reference guidance
1 REM-Section-Type Clause 6.2.6.2 M a)

Implementation guidance:

a) A REM-Section-Type header shall have the value "rem_message/xml_evidence".

Table 14: ERDS evidence MIME header fields constraints

Ne Service/Protocol element ETSI EN 319 532-3 [6] Requirement |Implementation Notes
reference guidance
2 Content-Type Clause 6.2.6.2 M a)

Implementation guidance:

a) Thevauefor thisfield shall be: "application/xml;" and name/charset parameters shall have the values
specified in ETSI EN 319 532-3[6], clause 6.2.6.2.

For the REM evidence attachment, the present profile requires XML format (defined in clause 7.4 of ETSI
EN 319 532-3 [6]).

Optionally, the PDF format may be also present as defined in clause 6.2.6.3 of ETSI EN 319 532-3[6].

5.4.7 REMS signature MIME Header Fields-Body constraints

Table 15: REMS signature headers constraints

Ne Service/Protocol element ETSI EN 319 532-3 [6] Requirement |Implementation Notes
reference guidance

1 Content-Type Clause 6.2.7 M a)

2 Content-Disposition Clause 6.2.7 M b), ©)

Implementation guidance:

a)  Thevalue of the Content-Type header field shall be:
"application/pkcs7-signature”. An additional "name" parameter shall have the value "smime.p7s'.

b) Thevaue of the Content-Disposition header field shall be "attachment™. An additional "filename" parameter
shall have the value "smime.p7s'.

c) Every REM message generated by a REM S shall include the field Content-Disposition and fill in the
name/filename parameters. To maximize the level of interoperability, the REM SPs shall be able to correctly
interpret incoming messages without the presence of either one or both of Content-Disposition and
name/filename parameters.
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55 REMS - evidence set constraints

55.1 ERDS evidence types constraints

55.1.1 Mandatory evidence - all styles of operation

Table 16 defines requirements for the evidence types specified in ETSI EN 319 522-1 [1] within the clauses identified
below.

Table 16: Mandatory ERDS evidence set

N° Service/Protocol element ETSI EN 319 522-1 [1] |Requirement |Implementation Notes
reference guidance

1 SubmissionAcceptance Clause 6.2.1 A.1. M a) see note 1
2 SubmissionRejection Clause 6.2.1 A.2. M b) see note 1
3 ContentConsignment Clause 6.2.4 D.1. M ) see note 2
4 ContentConsignmentFailure Clause 6.2.4 D.2. M C) see note 2
5 NotificationForAcceptance Clause 6.2.3 C.1. M ) see note 3
6 NotificationForAcceptanceFailure Clause 6.2.3 C.2. M C) see note 3

NOTE 1: Rationale: The sender is made aware of the successful/unsuccessful outcome of their message submission.

NOTE 2: Rationale: The sender is made aware of whether the recipient was/was not made available (within the
boundaries of the recipient's REMS) of the user content he/she sent (where the sender's REMS style of
operation is "S&F").

NOTE 3: Rationale: The sender is made aware of whether the recipient was/was not made available (within the
boundaries of the recipient's REMS) of the natification the sender's REMS generated with the original
message (where the sender's REMS style of operation is "S&N").

Implementation guidance:

a) Thesender's REMS shall include the SubmissionAcceptance (obvioudly related to a successful submission) in
the REM dispatch(es) to be forwarded to the final recipient(s).

b) The sender's REM S shall include the SubmissionRejection (obviously related to an unsuccessful submission)
in the REMS receipt to be sent back to the sender.

¢) Therecipient's REMS shall send a REM receipt to the sender, including the evidence relevant to the event of a
consignment of the REM dispatch or REM S notification or REM payload.

5.5.1.2 Mandatory evidence - S&N style of operation

Table 17 defines requirements for the evidence types specified in ETSI EN 319 522-1 [1] within the clauses identified
below.

Table 17: Mandatory ERDS evidence set for store-and-notify

N° Service/Protocol element ETSI EN 319 522-1 [1] | Requirement (Implementation Notes
reference guidance
1 ContentHandover Clause 6.2.5 E.1. M a) see note
2 ContentHandoverFailure Clause 6.2.5 E.2. M a) see note
NOTE: Rationale: The sender needs to have evidence on whether the original message referenced in the
notification was handed over to the recipient within a predefined time period.

I mplementation guidance:

a) Therecipient's REMS shall send one REMS receipt to the sender, including the ContentHandover or the
ContentHandoverFailure.

5.5.1.3 Conditional evidence - all styles of operation

Table 18 defines requirements for the evidence types specified in ETSI EN 319 522-1 [1] within the clauses identified
below.
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Table 18: Conditional ERDS evidence set

N° Service/Protocol element | ETSI EN 319 522-1 [1] | Requirement |Implementation Notes
reference guidance

1 RelayAcceptance Clause 6.2.2 B.1. Conditional a), b), ¢ see note 2

2 RelayRejection Clause 6.2.2 B.2. Conditional a), b), ¢ see note 2

3 RelayFailure Clause 6.2.2 B.3. Conditional d), e) see note 2

NOTE 1: The "Conditional" requirement category is used instead of that defined in table 1, with the meaning that
the relevant requirement is subject to particular conditions made explicit in the implementation guidance.

NOTE 2: Rationale: the sender needs to know if the sent message did not successfully reach or was rejected by
the recipient's REMS to enact possible backup measures.

Implementation guidance for 1 and 2:
a) RelayAcceptance and RelayRejection shall be generated if:
- no opposite provision is explicitly specified in the applicable REMID rules;
- Nno previous opposite agreement exists between the involved REM SPs.
Such agreement or interoperability provision should specify one of the following:

)  Thesender's REMS will assume that the recipient's REMS has rejected a REM dispatch or payload if any
other contrary indication (e.g. REMS evidence and or SMTP DSN) isreceived within a predefined time
period.

1)  The sender's REM S will assume that the recipient's REMS has accepted a REM dispatch or payload if
any other contrary indication (e.g. REMS evidence and or SMTP DSN) is received within a predefined
time period.

Alternative conditionsto I) and I1) may be specified in the af orementioned agreement provided that these
conditions deal with the relay transaction closure with an exhaustive method.

b) If the evidence typeis considered mandatory, the recipient's REM S shall send back to the sender's REMS a
REM receipt, including the RelayAcceptance or the RelayRejection evidence.

¢) Inthecasesaddressed in previousitem 1, the sender's REM S shall build a REM receipt including either one or
both of the RelayRejection evidence and any other contrary indication to the relay, like SMTP DSN, and shall
send it back to the sender.

Implementation guidance for 3:
d) RelayFailure shall be generated if thereisno explicit requirement against its generation within REMID.
Such interoperability requirement should specify:

[11)  The sender's REM S will assume that isimpossible to relay a REM dispatch or payload to the recipient's
REM, if any contrary indication (e.g. REMS evidence and or SMTP DSN) is received within a
predefined time period.

Alternative conditionsto I11) may be specified in the requirement above provided that these conditions deal
with the relay transaction closure with an exhaustive method.

€) Thesender's REMS shall build aREM receipt, including either one or both of the RelayFailure evidence (and
any other contrary indication to the relay, like SMTP DSN) and shall send it back to the sender.
5.5.2 ERDS evidence components constraints

5521 General requirements
Reguirements for XML ERDS evidence defined in ETSI EN 319 522-3 [3], clause 5 shall apply.

In the following clauses, details on the Evidence components coming from ETS| EN 319 522-2 [2], clause 8 are listed
(in the third columns of each table) for each mandatory evidence type indicated in clauses from 5.5.1.1 through 5.5.1.3.
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The modelling adopted in the tables defined in the following clauses from 5.5.2.2 to 5.5.2.6 differs from that used. More
in detail, the following clauses list all Evidence components required to ensure interoperability, including thosein

table 13in ETSI EN 319 522-2 [2], clause 8.4 are already indicated as mandatory or whose absence implies a default
value.

NOTE 1. All the evidence components are listed regardless of the style of operation used. The evidence
components relevant to the S& N style of operation have to be considered only when the S&N style of
operation option is used.

Evidence components not listed in table 19, table 20, table 21, table 22 and table 23 from clause 5.5.2.2 to clause 5.5.2.6
may be absent within REM S based on the present interoperability profile.

NOTE 2: Thisdifferent approach has been adopted to give a more complete and comfortable view to the reader.

5.5.2.2 SubmissionAcceptance - SubmissionRejection

Table 19: ERDS evidence components submission constraints

N° Evidence element ETSI EN 319 522-2 [2] |Requirement |[Implementation Notes
Clause 8 - reference guidance
1 |Evidence identifier Go1 M see note
2 Event id(_ent!fier=S_.ubr_nissionAcceptance Go3 M see note
or SubmissionRejection
3 |Reason identifier G04 M
4 |Reason code G04 M (1..N) a)
5 |Evidence version G02 M see note
6 |Eventtime G05 M see note
7 __|Evidence issuer policy identifier RO1 M (1..N) see note
8 |Evidence issuer details R0O2 M see note
9 |Sender's identifier 102 M see note
10 |Recipient's identifier 106 M (1..N) see note
11 |Sender's identity assurance details 110 0] b)
12 |User content information MO02 M see note
13 |Submission date and time MO03 M see note
14 |Signature RO3 M see note
15 |Message Identifier MO1 M see note
NOTE:  This requirement is mandatory in table 13 in ETSI EN 319 522-2 [2], clause 8.4.

I mplementation guidance:

a) Atleast one Reason code shall be present, unless the applicable REMIDs explicitly reguire that no Reason
code is necessary when submission is regularly accepted. Multiple Reason codes may be present depending on
the reasons that caused the evidence's triggering event.

b) If thisfield isnot present, the class of authentication is Basic. In the other cases, it specifies the class of
Authentication according to the semantic of ETSI EN 319 522-2 [2], clause 5.4.
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5.5.2.3 ContentConsignment - ContentConsignmentFailure
Table 20: ERDS evidence components consignment constraints
Ne Evidence element ETSI EN 319 522-2 [2] |Requirement |[Implementation Notes
Clause 8 - reference guidance
1 |Evidence identifier Go1 M see note
> Event identifier:_Contenthnsignment Go3 M see note
or ContentConsignmentFailure

3 |Reason identifier G04 M

4 |Reason code G04 M (1..N) a)

5 |Evidence version G02 M see note
6 |Eventtime GO05 M see note
7 |Evidence issuer policy identifier RO1 M (1..N) see note
8 |Evidence issuer details R0O2 M see note
9 |Sender's identifier 102 M see note
10 |Recipient's identifier 106 M (1..N) see note
11 |Recipient referred to by the evidence 109 M see note
12 |User content information MO02 M see note
13 [Signature R0O3 M see note
14 |Message Identifier MO1 M see note

NOTE:  This requirement is mandatory in table 13 in ETSI EN 319 522-2 [2], clause 8.4.

Implementation guidance:

a) At least one Reason code shall be present, unless the applicable REMIDs explicitly require that no Reason
code is necessary when consignment regularly occurred. Multiple Reason codes may be present depending on
the reasons that caused the evidence's triggering event.

55.24 ContentHandover - ContentHandoverFailure
Table 21: ERDS evidence components handover constraints
N° Evidence element ETSI EN 319 522-2 [2] |Requirement (Implementation Notes
Clause 8 - reference guidance
1 |Evidence identifier G01 M see note
Event identifier=ContentHandover or

2 ContentHandoverFailure G03 M see note
3 |Reason identifier G04 M

4  |Reason code G04 M (1..N) a)

5 |Evidence version G02 M see note
6 |Eventtime G05 M see note
7 |Evidence issuer policy identifier RO1 M (1..N) see note
8 |Evidence issuer details R0O2 M see note
9 |Sender's identifier 102 M see note
10 |Recipient's identifier 106 M (1..N) see note
11 |Recipient referred to by the evidence 109 M see note
12 |Recipient Authentication details 105 0] b)

13 |User content information M02 M see note
14 |[Signature R0O3 M see note
15 |[Message ldentifier MO1 M see note

NOTE:  This requirement is mandatory in table 13 in ETSI EN 319 522-2 [2], clause 8.4.

Implementation guidance:

a)

b)

At least one Reason code shall be present, unless the applicable REMIDs explicitly require that no Reason
code is necessary when download regularly occurred. Multiple Reason codes may be present depending on the
reasons that caused the evidence'striggering event.

If thisfield is not present,the class of authentication is Basic. In the other cases, it specifies the class of

Authentication.
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5.5.25 RelayAcceptance - RelayRejection
Table 22: ERDS evidence components relay constraints
Ne Evidence element ETSI EN 319 522-2 [2] |Requirement [Implementation Notes
Clause 8 - reference guidance
1 |Evidence identifier Go1 M see note
> Event idgntif_ier:RelayAcceptance or Go3 M see note
RelayRejection

3 |Reason identifier G04 M

4 |Reason code G04 M (1..N) a)

5 |Evidence version G02 M see note
6 |Eventtime GO05 M see note
7 |Evidence issuer policy identifier RO1 M (1..N) see note
8 |Evidence issuer details R0O2 M see note
9 [Sender's identifier 102 M see note
10 |Recipient's identifier 106 M (1..N) see note
11 |User content information MO02 M see note
12 |Signature R0O3 M see note
13 |Message Identifier MO1 M see note
14 |External ERDS MO05 M see note

NOTE:

This requirement is mandatory in table 13 in ETSI EN 319 522-2 [2], clause 8.4.

Implementation guidance:

a) At least one Reason code shall be present, unless the applicable REMIDs explicitly require that no Reason
code is necessary when the relay to the recipient's REM S regularly occurred. Multiple Reason codes may be
present depending on the reasons that caused the evidence's triggering event.

5.5.2.6 RelayFailure
Table 23: ERDS evidence components relay failure constraints
Ne Evidence element ETSI EN 319 522-2 [2] | Requirement |Implementation Notes
Clause 8 - reference guidance
1 |Evidence identifier G01 M see note
2 |Event identifier=RelayFailure GO03 M see note
3 |Reason identifier G04 M
4 |Reason code G04 M (1..N) a)
5 |Evidence version G02 M see note
6 |Eventtime GO05 M see note
7  |Evidence issuer policy identifier RO1 M (1..N) see note
8 |Evidence issuer details R0O2 M see note
9 |Sender's identifier 102 M see note
10 |Recipient's identifier 106 M (1..N) see note
11 |User content information M02 M see note
12 |[Signature R0O3 M see note
13 [Message Identifier M01 M see note
14 |External ERDS MO5 M see note
NOTE:  This requirement is mandatory in table 13 in ETSI EN 319 522-2 [2], clause 8.4.

I mplementation guidance:

a) Atleast one Reason code shall be present, unless the applicable REMIDs explicitly reguire that no Reason

code is necessary when relay to the recipient's REM S failed. Multiple Reason codes may be present depending

on the reasons that caused the evidence's triggering event.
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Annex A (informative):
REM best practices

This annex provides a set of publications containing the best practices recommended for electronic email infrastructures
that are also worthwhile for REM implementers.

NIST Specia Publication 800-177 [i.6] - Trustworthy Email: Recommendations for deploying protocols and
technologies that improve the trustworthiness of email, reduce the risk of spoofing email contents being disclosed to
unauthorized parties.

NOTE 1: In particular, the following are of interest for REM: TLS and STARTTLS (IETF RFC 3207 [10]),
DNS-based Authentication of Named Entities (DANE - IETF RFC 6698 [i.3]), Sender Policy Framework
(SPF - IETF RFC 7208 [i.4]), Domain Keys Identified Mail (DKIM - IETF RFC 6376 [i.5]).

NIST Special Publication 800-45 [i.7] - Guidelines on Electronic Mail Security: Recommendations of security practices
for designing, implementing, and operating email systems on public and private networks.

NOTE 2: In particular, the following are of interest for REM: Planning, managing and securing servers and
operating systems; hardening servers, content and network; managing malware.

The Internet Protocol Journal November 2016, Volume 19, Number 3 [i.8] - Comprehensive Internet E-Mail Security:
Review of emalil vulnerabilities and security threats.

NOTE 3. In particular, the following are of interest for REM: Domain Name System Security Extensions
(DNSEC - IETF RFC 4035 [i.9]), Domain-Based Message Authentication, Reporting, and Conformance
(DMARC - IETF RFC 7489 [i.10]), SMIME (IETF RFC 5751 [i.11]).
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Annex B (informative):
REM baseline rationales

B.1 Introduction

The elDAS Regulation (EU) No 910/2014 [i.1] defines a set of principles promoting the directions that emerged from
the EU Digital Agenda and the subsequent conclusions of the European Council. The objectives of such principles are
oriented to counteract <<...the lack of interoperability and the rise in cybercrime...>> through <<...cross-border use of
online services ...by creating appropriate conditions for the mutual recognition of key enablers across borders, such as
... €lectronic delivery services, ...>>.

The present informative annex provides a set of rationales used as context for the normative Annex C. Theaimisto
introduce the REM baseline, a"baseline” set of requirements leading the implementation and configuration of REM
services facilitating the fulfilment of the principles as mentioned earlier.

REM baseline specifiesaminimal set of requirements aiming to ensure maximal interoperability in the cross-REM
interoperability domain and, specifically, in cross-border use of REM services. Compliance with REM baseline aims to
simplify technical support of REM by Member States competent authorities supporting qualified registered electronic
delivery services. Without common baseline requirements, the technical support of REM can be very costly and
challenging.

The main characteristics of a system compliant with the requirements specified in the present document are:
. Itisa"non-closed" system (see note 1).
o Easy verification methods are available.
. Clear access points and rules for interoperability are also available.
NOTE 1: The set of participantsis not restricted nor predefined.

The present document deals in detail with trust, protocol handshake, digital signatures and time-stamp. This annex
focuses attention on the boundary key elements to fulfil, aswidely as possible, amongst others, the aim/requirement of
elDAS Regulation (EU) No 910/2014 [i.1] expressed in recital 66: "facilitate cross-border recognition between existing
national legal systemsrelated to electronic registered delivery services'. In other words, digital signatures and
time-stamps answer to the question "what" is cross/shared among system[s], and Common Service Interface (CSl)
answers the question "how" to interoperate in such digital messaging ecosystem; finally, the elDAS Regulation (EU)
No 910/2014 [i.1] congtitutes one of the "why". Answering both "what" and "how" questions, a great deal of careis
placed aiming to satisfy this"why".

NOTE 2: The REM basdline aims to facilitate compliance with the el DAS Regulation (EU) No 910/2014 [i.1], but
the full legal value and the relevant legal effects are out of its scope.

B.2 Common Service Interface (CSI)

B.2.1 Overview

The present clause illustrates the approach adopted in identifying the solutions defined in Annex C to address the
Common Service Interface (CSI) requirementsin REM messaging.

NOTE: Thedefinitionsof CSl carry astrong characterization of the service in terms of interoperability, making it
clear the appropriateness of CSl as the place where, among other things, to counteract <<...the lack of
interoperability and the rise in cybercrime...>> as remembered in clause B.1 of the present document.

Table B.1 provides, for each concept of the second column, the suggested starting reference, in the third column, with
the "first" prescription (e.g. text with some provision) in the full set of standards about the concept itself. The last
column contains the other normative references linked from the main reference.
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Table B.1: CSI - normative reference map

N° Concept Main normative refence Linked normative Reference(s)
ETSI EN 319 532-1 [4], clause 5
ETSI EN 319 532-2 [5], clause 9.2 |ETSI EN 319 522-2 [2], clause 9.2
1 |Message Routing ETSI EN 319 532-3 [6], clause 5

Clause C.2.3.2 of the present
document

ETSI EN 319 532-3 [6], clause 9.2

ETSI EN 319 532-1 [4], clause 5

ETSI EN 319 532-2 [5], clause 9.3

ETSI EN 319 522-2 [2], clause 9.3

ETSI EN 319 532-3 [6], Clause 9.3

ETSI EN 319 522-4-3 [11], clauses 7.2
and 7.3
ETSI TS 119 612 [12]

2 |Trust establishment ETSI EN 319 532-3 [6], clause 9.3
Clause C.2.3.3 of the present E;:E’;EZN 319 522-4-3 [11], clauses 7.1
document ETSI TS 119 612 [12, clauses 5.5.1,
5.5.3and 5.5.7
ETSI EN 319 532-1 [4], clause 5
ETSI EN 319 522-2 [2], clauses 9.4.3
ETSI EN 319 532-2 [5], clause 9.4 and 9.4.4
ETSI EN 319 522-3 [3], clause 6.3.2
3 Capability discovery and |[ETSI EN 319 532-3 [6], clause 9.4 |ETSI EN 319 522-4-3 [11], clause 7.2
management ETSI TS 119 612 [12], clause 5.5.9.4
ETSI EN 319 532-3 [6], clause 9.4
Clause C.2.3.4 of the present ETSI EN 319 522-3 [3], clause 6.3.2
document ETSI EN 319 522-4-3 [11], clause 7.2
ETSI TS 119 612 [12], clause 5.5.9.4
ETSI EN 319 532-1 [4], clause 5
4 |Governance support ETSI EN 319 532-2 [5], clause 9.3 |ETSI EN 319 522-2 [2], clause 9.3

Clause C.2.3.5 of the present
document

ETSI EN 319 522-4-3 [11], clause 7.1
ETSI TS 119 612 [12], clause 5.3.9

Figure B.1 expressesin an explicit form the cross-border view (see also the Black-Box and 4-Corner modelsillustrated

inclauses4.2.1,4.3.1 and 5 of ETSI EN 319 522 (Parts 1 to 2) [1], [2] and ETSI EN 319 532-1 [4]). Only the main
details of the elements important for interfacing purposes are put in evidence in figure B.1. In particular, concepts
coming from the Black-box model (high-level components) and 4-Corner model (functional infrastructures) are

collapsed, outlining the "shared infrastructure” and its interface: namely a unique "Common Service Interface” (CSl) for

cross-border interactions.

REMS4

The exploded view above refersto a distributed model that addresses the interoperability requirementsin a cross-border

context.

F Csl

Application

Application Application
Protocol RENISZ “Protocol | REMSh
- Common Service Interface i REMS.. y
1 " Cross-border
HERSE Application 3
“« REMS. x * Bt REMSc

Protocol

Figure B.1: Detailed view of a REMS (e-delivery) derived from the "Black-box" rationale
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B.2.2 Derived rationales

B.2.2.1 General

In a complete context like that introduced in clause B.2.1, where several REM SPs need to interoperate, the full set of
elements of CSl to consider are:

1) Message Routing (detailed in clauses B.2.2.2 and C.2.3.2)

2)  Trust establishment (detailed in clauses B.2.2.3 and C.2.3.3)

3) Capability discovery and management (detailed in clauses B.2.2.4 and C.2.3.4)
4)  Governance support (detailed in clauses B.2.2.5 and C.2.3.5)

Message Routing and trust establishment lend itself to be addressed using widespread international and European
standards. Instead, Capability and Governance are more strictly related to aspects of the particular e-delivery service
type; they areinstead covered through either one or both of ETSI standards and local authorities activity and
regulations (e.g. definition of applicable Policies and TL schemes according to the present REM baseline and as
detailed in Governance support sections).

To provide a"context" to the dispositions of clause C.2, clause B.2 collects the main rational es starting from the
referenced standards dealing with four points as mentioned earlier. Any rationale present in the last column from
table B.2 to table B.11 is derived from and according to the entire set of statements (pure extracts of the standards) in
the first column, taken together.

NOTE 1: Each table represents some concept outlined in the relevant title that isinteresting for the present clause.
The rationales (that are not connected one-to-one and row-by-row to each statement) are obtained
considering the entire set of statements of the first column "as awhole".

NOTE 2: To have aconsistent quoted text, in the first column of the tables mentioned above (where there are pure
extracts of various standards), the original reference numbers of referenced documents are deleted,
leaving the two square brackets emptied []. The original numbering cannot correspond with the actual
numbering of the present document, resulting in misunderstandings. The complete original numbering
reference isin the original source standard.

Since many elements about CSl (and, in particular, on trust establishment) are specified, at amore general ERDS level,
in ETSI EN 319 522-2 [2] and ETSI EN 319 522-4-3 [11], these are captured and rationalized also at REM level with
all due distinctions of case.

B.2.2.2 Message Routing

The usage of DNS international standards as a basic requirement for routing is considered fundamental for achieving
interoperability. Some additional security measures to DNS operations are needed to reduce risks of cybercrime related
to the use of DNS. For detailed requirements on message routing applied in REM, see clause C.2.3.2.

B.2.2.3 Trust establishment

The building of amutually trusted set of REMS is a fundamental step for achieving interoperability. The present clause
provides al the rationales to get this point. For detailed requirements on trust establishment applied in REM baseline,
see clause C.2.3.3.
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Table B.2: Trust domain and policy rationales

N° Statement Reference Derived rationales
1 |["Trustis defined as the existence of a trust ETSI
domain within which co-operation between EN 319 522-4-3 [11],
participating ERDSs is regulated...., trust clause 7.1 —
infrastructures may be used to establish
trust. In this case, the trust infrastructure, i.e.
the trust domain, shall have governance, at
least for policy regarding conditions for an
ERDS to join
2 |Atrust domain may require specific policy, ETSI
security, and technical conditions to be met | EN 319 522-2 [2],
by all participating ERDSs. If this is the case, clause 9.3
the capabilities of the participating ERDSs
may be implicit from the participation in The concept of trust domain (see
the trust domain. In other cases, both trust in figure B.2) is defined to substantiate a
and capabilities (metadata) of the other ERDS trust.
shall be assessed In the REM context the REM
3 |REMID: REM Interoperability Domain ETSI interoperability domain (REMID)
REM interoperability domain: homogeneous | EN 319 532-1[4]. | |concept is used to identify a particular
operational space consisting of a set of clause 3.1 subset of a trust domain (possibly the
REMSPs able to properly interoperate among whole) where all participants REMSs are
themselves interoperable (see figure B.3, figure B.4
REM interoperability domain rules: set of and figure B.5).
rules defining a REM interoperability domain A trust domain policy (as per
4 |Information about ERDSs participating in ETSI statements 2, 5 and 6 at side) can also
specific trust domains may be found by the EN 319 522-2 [2], | |include provisions for ensuring that all the
following means: clause 9.3 participants have the same capabilities. In
such a case, the trust domain would be a
1. REMID.
. ) The REM baseline defined in the present
2) Maintaining a trust domain Trust Status document specifies the provisions for
List (TSL), typlcally a responsibility of an technical interoperability (See
actor co-ordinating the trust domain, figure B.5).
termed the "scheme operator” by ETSI If the trust domain policy does not include
TS 119612 []. An X.509 certificate provisions for technical interoperability,
represents_the "service digital identity" of still one or more REMIDs can be defined
the ERDS in the TSL. within the trust domain, each one with its
. own set of provisions for technical
3) Asa sp¢C|aI case of TSL the Europee_m interoperability, for the providers that meet
Trust List system will list ERDSs which C
are qualified in the sense of eIDAS such provisions.. .
Regulation []; and the trust domain may Atrust domam_ls subjected to
be defined as "all qualified ERDSs" governance (which, among other
: provisions, defines rules for joining to the
4)... trust domain), carried by a so-called
scheme operator.
5) Metadata on capabilities of an ERDS may ) o )
be extended to contain trust domain A REM interoperability domain (REMID)
information ... is subject to governance (which, among
other provisions, defines rules for joining
5 |An ERDS shall not relay an ERD message to ETSI to the REMID, the definition of and
another ERDS unless it can assess thatthe | EN 319 522-2 [2], | |operation to REMID policy), carried by a
other ERDS can provide a service respecting clause 9.4.4 so-called REMID authority.
the constraints and options defined in the
applicable ERD policy. The assessment
may be based on both ERDSs participating
in the same trust domain (see clause 9.3) if
the trust domain policy ensures that all
participating ERDSs have the same
capabilities
6 |... atrust domain policy may specify policy, ETSI
security, and technical requirement that EN 319 522-4-3 [11],
each ERDS is obliged to fulfil; hence clause 7.1 -~

technical interoperability between the
ERDSs may be ensured"
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The rationales of the table B.2 areillustrated from figure B.2 to figure B.6.

Trust domains set

Trust
Domain 1 Trust
Domain N

Trust
Domain 2

Figure B.2: Trust domains set

Figure B.2 shows a set of generic trust domains.

Each trust domain is composed of alist of REM S trusted by design.

General perspective with certain spare REMSs

Set of interoperable REMSs. It constitutes el 5
a REMID (REM interoperability domain) and can that are trusted but not necessarily interoperable.
extend to all the REMSs of the trust domain.

Figure B.3: Selection of interoperable REMS)

Figure B.4 actualizes the general view illustrated in figure B.3 in atrust domain where all REM S are interoperable.
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Trust Domain Y

Set of interoperable REMSs. It constitutes
a REMID (REM interoperability domain) and it is
extended to all the REMSs of the trust domain.

Figure B.4: REM interoperability domain (REMID)

A REM interoperability domain (REMID) is composed of aset of REM Ss that enjoy the property to be interoperable. In
particular, it can coincide with the entire trust domain when all participants REM Ss are interoperable.

FTT LT
Ll e,
*a

Specific policy

Security conditions

Techmical conditions

" Trust domain policy '
domain policy can ensure that all participating REMSS have the same

capabilities). Hence technical interoperability among REMSs can be
ensured and Trust Domain Y 1s a REMID.

Figure B.5: Trust domain policy
The interoperability among a set of REM Ssis practicable when all REM Ss have the same capabilities. The trust domain
policy can ensure that all participating REM Ss to a trust domain have the same capabilities. In this case, such atrust
domainisaREMID.

All the REMIDs that comply with the REM baseline are interoperable.
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scheme
operator

Governed by

Figure B.6: Governance of trust domain policy

CONCLUSIONS: considering the rationales of table B.2 and summarizing:

Asillustrated in figure B.6 atrust domain isregulated by a"trust domain policy".

For the purpose of REM baseline, the gover nance is operated by "scheme operator” regarding the policy and
conditions for aREMSto join the trust domain. The Scheme Operator isthe entity in charge of establishing,
publishing, signing and maintaining the Trusted Lists (see table B.3 and table B.6 for the details). Whereas regarding
the policy and conditions for aREM S to join the REM D (among others, the adherence to the REMID policy), the
REMID authority operates the governance. The REMID authority isthe entity in charge of signing and maintaining

the REMID policy.

Table B.3: Trust domain and qualified services rationales

N° Statement Reference Derived rationales

1 |"The present document provides requirements for ETSI
establishment of trust domains by use of the EU [EN 319 522-4-3 [11],
Trusted List system, by use of a domain specific clause 7.1
trusted list, and by a domain specific PKI.

2 |An ERDS that has been granted status as a ETSI
qualified trust service according to Regulation EN 319 522-4-3 [11],
(EU) No 910/2014 [], i.e. the service is a QERDS, clause 7.2
shall be listed in the EU Trusted List system
established in accordance with article 22 of
Regulation (EU) No 910/2014 [].

3 |The Commission implementing decision (EU) ETSI
2015/1505 [] specifies the format of the national |EN 319 522-4-3 [11],
Trusted Lists based on ETSI TS 119 612 []. clause 7.2

The following service type identifiers
(tsl:ServiceTypeldentifier) URLs are supported for
a (Q)ERDS according to ETSI TS 119 612 []:

e  http://uri.etsi.org/TrstSvc/Svctype/EDS/Q -
A qualified electronic registered delivery
service providing qualified registered
electronic deliveries in accordance with
the applicable national legislation in the
territory identified by the TL Scheme
territory or with Regulation (EU)

No 910/2014 [] whichever is in force at the
time of provision.

e http://uri.etsi.org/TrstSvc/Svctype/EDS/
REM/Q - A qualified electronic registered
mail delivery service providing qualified
electronic registered mail deliveries in
accordance with the applicable
national legislation in the territory
identified by the TL Scheme territory or
with Regulation (EU) No 910/2014 []
whichever is in force at the time of
provision.
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N° Statement Reference Derived rationales
e http://uri.etsi.org/TrstSvc/Svctype/EDS - Trust domains, established by use of the EU
An electronic registered delivery service, Member States Trusted List Framework
not qualified. (named also EU Trusted List system in the
e http:/luri.etsi.org/TrstSvc/Svetype/EDS/ standard, see statement 1 at side) take the
REM - A Registered Electronic Mail benefits of an infrastructure already
delivery service, not qualified. deployed. This property, together the
4 |Where Regulation (EU) No 910/2014 [] is in force, ETSI rationales of the present column contribute
the following trust domains may be established: EN 319 522-4-3 [11], |in the normative part of Annex C, for the
clause 7.2 definition of the REM baseline.

All QERDSSs shall be trusted, meaning all
services registered according to the two
first bullet points above.

All non-REM QERDSs shall be trusted,
meaning all services registered according
to the first bullet point in the previous list.
All qualified REM services shall be trusted,
meaning all services registered according
to the second bullet point in the previous
list.

To any of the trust domains in the previous
bullet points, add non-qualified ERDSs
and/or non-qualified REM services listed
in the EU Trusted List system that shall be
trusted.

NOTE 1: The intention of Regulation (EU)

No 910/2014 is that all qualified trust
services are trusted. A different
guestion is to what extent the Regulation
requires QERDS providers to trust one
another for ERD message relaying. It
may be argued that a trust domain
consisting of all QERDSs (the first bullet
point above) is reasonable, and that the
technology dependent trust domains of
qualified non-REM or REM services
(second and third bullet points) are not
relevant since these are restrictions that
are a matter of capabilities of the
QERDSSs rather than lack of trust.”

Under this basis, and as per statement 2 in
row 2, column 2, REMSs have the status of
qualified trust service when listed as
qualified within EU Trusted List system.

A qualified REMSP is listed with the
ServiceTypeldentifier Svctype/EDS/REM/Q
- qualified electronic registered mail
delivery services QREMSs.

The establishment of a trust domain is an
abstraction aiming to capture, amongst
others, the intention of the Regulation (EU)
No 910/2014 [i.1] that all qualified trust
services are trusted.

In fact, a trust domain is not directly
specified, with a tag or a specific element for
example, in TL entries but, at the most, it is
indirectly referenced in TL by the
ServiceTypeldentifier element.

The most general trust domain, of the two
first bullets of the statement 4 of the first
column, including all qualified trusted
services is "All QERDSs".

This trust domain includes:

e  Svctype/EDS/Q - qualified
electronic registered delivery
services QERDSSs; and

e Svctype/EDS/REM/Q - qualified
electronic registered mail
delivery services QREMSs

So, "All QERDSs" definition (that is a term
used only in EU) includes also the services
registered for the trust domain "All qualified
REM services".

As a consequence of the aforementioned
rationales all the qualified REMSs registered
according to the EU TL element with
ServiceTypeldentifier set to
http://uri.etsi.org/TrstSvc/Svctype/EDS/R
EM/Q are trusted by definition and also
belong to "All QERDSs" trust domain.
NOTE: On the side, clarifies that the
adhesion to the "All QERDSs"
(that by design includes both
EDS/Q and EDS/REM/Q) means
having qualified services.
Whereas interoperability is matter
of technology and the capabilities
choices.

NOTE 1: The REM baseline can be established by a TL with different provisions outside the EU Member States

Trusted List framework.
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CONCLUSIONS: considering, together, the rationales of table B.2 and table B.3 and summarizing:

. A trust domain (and so also "All QERDSSs" trust domain) is constituted by defining of the membership
properties and conditions for aREMSto join.

e A REM interoperability domain (REMID) is a subset of the trust domain where the participants meet a set
of provisions to have the same capability for achieving technical interoperability. A REMID can be the trust
domain if the trust domain policy includes the provisions as mentioned earlier (see aso figure B.5).

e  The provisions specified in the REM baseline, allows to build aREMID.

NOTE 2. These conditions include the definition of a REMID within the "All QERDSs" trust domain. Therefore,
this REMID would be formed by qualified and interoperable REM SP (see figure B.7).

VvV

Trust domains set

-

All QERDSs g
REMID ==

-

————_Regulated by

—

Figure B.7: REMID of qualified, trusted and interoperable REMSs

Further details on Trusted List structure are useful to introduce the rationales that connect REM concepts with TL usage
possibilities.

Asdefined in ETSI TS 119 612 [12] the Trusted List have a set of componentsin a structured relationship. Essentially:
Schema (1..1)
TSPs(1..n)
SERVICEs (1..n)
A TSP ismainly structured as follows:
INFORMATION (4 elements)
TSP information extensions (1..n)
A SERVICE is mainly structured as follows:
INFORMATION (8 elements)
Service information extensions (1..n)

Asfurther specified in ETSI TS 119 612 [12], clause 5.5.7 the Service Supply Point can be used to provide specific
service-related information.

In particular, for REM baseline, the Service Supply Point is used to reference an XML document containing the
technical information and conditions regarding the service capabilities (see table B.9 for details).
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Table B.4: Trust establishment and digital identities rationales

N° Statement Reference Derived rationales
1 |"The service digital identity element ETSI TL allows in its structure only one
(tsl:ServiceDigitalldentity/tsl:Digitalld) of a (Q)ERDS in the EN 319 522-4-3 [11], |(or more than one, but with
EU Trusted List system shall be one of the following: clause 7.2 identical subject and representing
1) A single certificate used by the ERDS for digital signing the same public key) per service
of all ERD messages and ERD evidences. digital identity certificate. This
implies that even if a subordinate
2) A single CA certificate that shall be used solely for CA certificate, having the purpose
the purpose of issuing certificates to components of mentioned in statement 1, seems
the ERDS for digital signing of ERD messages and/or the suitable choice as service
ERD evidences. digital identity, in the case of
) o - ) o o ERDS, it is not always the best
Use of a single signing certificate as service digital identity is option. Firstly (due to its flexibility
only applicable where the ERDS is a centralized service, and cost efficiency) it is better to
or where it is feasible to replicate the private key use, as service digital identity, the
corresponding to the certificate to all components of the certificate used for ERD messages
ERDS where digital signing will take place. and ERDS evidence signatures.
2 |When a CA certificate is used as service digital identity, ETSI
this may be a root CA or subordinate CA certificate, and EN 319 522-4-3 [11], |Furthermore, signatures with
there may be a hierarchy of subordinate CAs underneath clause 7.2 certificates issued in the path of a
the CA. An ERD message or ERD evidence digitally Root CA certificate (having a
signed using a subject certificate that has a path to the CA general scope) represent often the
certificate used as service digital identity shall be reality. But it is unlikely that these
regarded as being digitally signed by the ERDS. l.e. all Root CA certificates have the
subject certificates issued under this CA are authorized to required purpose mentioned in
sigh ERD messages and ERD evidences on behalf of the statement 1.
ERDS.
3 |[Service digital identity ETSI It follows that it would be make
This field shall be present. TS 119612 [12], |sense that the service digital
It specifies one and only one service digital identifier clause 5.5.3 identity certificates are issued by a
uniquely and unambiguously identifying the service with the subordinate/intermediate CA
type it is associated to (as identified in 'Service type certificate (issued and in the path
identifier’, clause 5.5.1). of a general Root CA as per the
When not using PKI [...omissis...]. previous indent), having the
When using PKI public-key technology, a tuple giving: purpose mentioned in statement 1.
- one or more X509Certificate elements expressed in _ _ )
Base64 encoded format as specified in XML-Signature So, in conclusion, the derived
- optionally, one X509SubjectName element that contains rationale is that, for the purposes of
a Distinguished Name encoded as established by the REM baseline, the service
XML-Signature digital identities are represented in
- optionally, a public key value expressed as a ds:KeyValue TL only by single terminal leaves
element certificates. See also best practice
- optionally, a public key identifier expressed as an X.509 in clause D.2.2 for other details on
certificate Subject Key Identifier (X509SKI element) as type of certificates and certification
specified in XML-Signature. path that are out of scope with
4 [The service digital identifier shall be specified by at least ETSI regards to the interoperability.
one representation of this digital identifier. To represent this TS 119 612 [12],
public key, implementations: clause 5.5.3

= shall use at least one X509Certificate element []
representing the same public key. It should be
represented by exactly one certificate. The TLSO may list
more than one certificate to represent the public key, but
only when all those certificates relate to the same public
key and have identical subject names identifying the TSP
identified in clause 5.4.1 as holder of the key.
[...omissis...]

If public key representations are present more than once, all

variants shall refer to the same public key.
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Statement

Reference Derived rationales

Service digital identity (as per clause 5.5.3 of ETSI
TS 119 612 []); [...omissis...] This element shall contain an
X.509 certificate, which shall be one of the following:

A single certificate used by the REMS for digital
signing of all REM messages and ERDS evidence.
A single CA certificate that is used solely for the
purpose of issuing certificates to components of
the REMS for digital signing of REM messages

EN 319 532-3 [6],

ETSI

clause 9.3

and/or ERDS evidence.

This element may contain optionally the corresponding

X509SKI element."

Table B.5: Trust validation rationales

N° Statement Reference Derived rationales

1 |"For the trust information bindings specified in ETSI
clauses 7.2 to 7.3, the information retrieved from |EN 319 522-4-3 [11], |As per ETSI EN 319 522-4-3 [11],
the ServiceEndpoint shall be used by verifying clause 7.1 clause 7.1, the information retrieved from
that either: the ServiceEndpoint is used to verify the

e the certificate is the service digital service digital identity certificate
identity of an ERDS included in a maintained in TL (directly or because it is
relevant TSL: or within the certificate path up to the CA).

e the certificate has a path to a CA Fortthet_purposet_s . tdh_e RtE'\t/l basetllfe,tttrrl]e
certificate that is the service digital Irst option men loned | statement - at the
identity of an ERDS in a relevant TSL. Zl.detlsl l.JdSEdi.ihe ferggiﬂaéedl.s th[le §erIV|(;:ed

2 |To establish trust in an ERDS based on ETSI inIgI'IL? identity ota Irectly include
information in a TL, an actor, which may be another |EN 319 522-4-3 [11],
ERDS, shall validate the ERDS's digital clause 7.2 The ServiceEndpoint is represented in the
signature on an ERD message or ERD evidence, Trusted List by the Service supply
verify that the signing certificate can be linked to point/ServiceSupplyPoint element (see
the service digital identity in the TL, verify that ETSI TS 119 612 [12], clause 5.5.7).
the service current status is "granted", and
verify that the service type identifier is set See table C.5 of clause C.2.3.3.2 for the
according to the requirements of the applicable REM baseline implementation details.
trust domain. If this process is applied to evaluate
trust at a time in the past, the process shall use the
information (signature validity and service
information in the TL) that was valid at that point in
time.

3 |In REM, the identifier of a recipient is an email ETSI
address. The domain part of this email address EN 319 532-2 [5],
shall identify the REMS responsible for that domain clause 9.4.2

(of which the recipient is a subscriber): R-REMS.
[..omissis..]

The hostname provided should be the same as
the oneincluded in a URI contained in the
Service supply point of the TL entry (see

clause 9.3 of ETSI EN 319 532-3 []), if the REMS
uses TL to publish trust information about itself and
the Service supply point element is present."”
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N° Statement Reference Derived rationales

1 |"Trusted Lists may be used in other contexts than ETSI In the contexts governed by Regulation
that governed by Regulation (EU) EN 319 522-4-3 [11], |(EU) No 910/2014 [i.1] the EU Member
No 910/2014 []. A domain TL providing clause 7.3 States Trusted List Framework is used
information on ERDSPs/ERDSs shall adhere to (see note).
the specifications of clause 7.2 above except for
the following amended requirements. It hfaS“ alrea(dy been ()Jlefined and managed

as follows (see note):
The TL shall be formatted according to ETSI
TS 119 612 ). e aspecific format
e aTLscheme
A Tru_s_ted List scheme shall dgfine the e TL scheme publication
conditions that have to be met in order for a trust e aTL Scheme Operator
service provider and its services to be listed. The assignment & identification
Trus_ted List scheme shall be published as e the definition of possible
required by ETSI TS 119 612 [], clause 5.3. limitations of the TL scheme
S . e definition of possible restrictions

A scheme limiting the TL to only contain to the ServicrzaTypeIdentifier (an
ERDSPs/ERDSs may be used, or a scheme .

. . admitted subset of values)
where ERDSPs/ERDSs are listed along with «  unambiguous identification of the
other types of services. legislati o

gislation that the qualified
A Trusted List Scheme Operator shall be status refers to.
assigned and identified as required by ETSI
TS 119612, clause 5.3. Summarizing, the key concepts for the
Service type identifiers shall be as specified in REM baseline, are:
clause 7.2, but the Trusted List scheme may . . .
restrict allowed service type identifiers to be a * Thetrust domalr)s within which
subset of those defined. If a service type the.TL spheme will operate are
identifier indicates a qualified ERDS or REM defined in ETSI
service, then the Trusted List scheme shall EN 319.522'4'3 [1.1]‘ clause 7.2
unambiguously identify the legislation that (see_ratlonales derived from
2 gcher_ne_ operator name P ETSI the implementation).
escription: It specifies the name of the entity in TS 119612 [12], . -
charge of establishing, publishing, signing and clause 5.3.5 * -rr:tieoﬁZIrevslcdee-l;i)(/%Zl?r?)rr]r:mer (see
maintaining the trusted list. ... -
Value: The name of the scheme operator shall be requirement 3 of table B.3 for the
the formal name under which the associated legal bas_ellne value a_nd table C.3 for
entity or mandated entity (e.g. for governmental the |mplement§1t|on).
administrative agencies) associated with the legal ¢ TheTrusted List scheme
entity in charge of establishing, publishing and defines all the requirements and
maintaining the trusted list operates. It shall be measures usable for trust
the name used in formal legal registration or assertion (see table C.6).
authorization and to which any formal e The Trusted List Scheme
communication should be addressed." Operator (e.g. for governmental
administrative agencies)
specifies the legal entity in
charge of establishing,
publishing, signing and
maintaining the trusted list for
each Member State (see
clause C.2.3.5 for the
implementation).
NOTE: The case illustrated in the present table is an element fully defined by a piece of regulation in the EU, and the

present document focuses on it. In the case of contexts different from the EU TL framework, the list of elements
already addressed, as initial work for EU framework, need to be duplicated; most of the ones it will be devoted
to activities around TL scheme definition and management.
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B.2.2.4 Capability discovery and management

Table B.7: Capability and metadata rationales

Ne Statement Reference Derived rationales
1 |"Capability management provides the ETSI The concepts involved in these rationales are:
functionality to resolve the unique EN 319 532-2 [5], e REMS metadata and REMS capability
identifier of a recipient into: clause 9.4.1 e Recipient's metadata and recipient's capability
1) Identification of the R-REMS of which
the recipient is a subscriber The objective of the present rationales is to identify the
2) Metadata for the capabilities of the "capabilities" that represents the basis for
identified REMS interoperability.
3) Metadata for the capabilities of the
recipient in the R-REMS It is noted that:
2 |Recipient metadata ETSI e  Only the capabilities at REMS level are interesting
The capabilities of a recipient may be EN 319 522-2 [2], for interoperability (see note 1).
implicit from the ERDS metadata; the clause 9.43  |s  The recipient's email address represents the link
conditions for becoming a subscriber of an from S-REMS to R-REMS. And this element is part
ERDS may require all subscribers to fulfil of the recipient's metadata.
certain requirements. [...omissis...] When
recipient metadata is used, the CSI shall According to statement 1 at the side, the unique
provide functionality to derive a unique identifier of a recipient (through Capability
address for the recipient's metadata, e.g. a management) is mapped to:
URI, from the recipient identification. e the identifier of R-REMS and
Recipient metadata repositories may be ¢ the metadata of R-REMS (used to specify the
organized in different manners: R-REMS capabilities);
1) One metadata repository may be
provided for an ERDS; when the ERDS According to statement 3 at side, the relay of a REM
is |den§|f|ed, a!l met_adata for its message from S-REMS to R-REMS requires an
subscribers will be in one place assessment on constraints and options respected by
2) [...omissis...] both REMSs, and exhibited by their capabilities. This
3) [...omissis...] assessment is implicitly ensured if both S-REMS and
3 |ERDS capability metadata ETSI R-REMS have the same capabilities; nevertheless, it
An ERDS shall not relay an ERD message |EN 319 522-2 [2], |needs to be in some way validated with a specific
to another ERDS unless it can assess that clause 9.4.4 process (see note 2).
the other ERDS can provide a service
respecting the constraints and options The CSI (through capability management) provides
defined in the applicable ERD policy. these mapping functionalities to individuate R-REMS
The assessment may be based on both capabilities.
ERDSs patrticipating in the same trust
domain (see clause 9.3) if the trust domain As outlined in the CONCLUSIONS on pages 29 and 31:
policy ensures that all participating ERDSs a particular trust domain policy with the additional
have the same capabilities.” provisions ensuring the same capabilities (for REMSs
that will adopt it) can regulate a REM interoperability
domain (REMID).
The capabilities, common to all REMSs of the
abovementioned REMID, are collected and referenced
from EU Trusted List without the need of extensions of
the Trusted List scheme (see table C.6 of
clause C.2.3.4.1 and table C.8 of clause C.2.3.4.2 for the
implementation).
NOTE 1: Itis unnecessary to consider the user's capability for REM baseline interoperability purposes. It is noted that user's
capability verification is simplified when the capabilities are grouped at the service level. According to statement 2
above, the capabilities of a recipient can be implicit from the R-REMS metadata; the conditions for becoming a
subscriber of a REMS can require all subscribers to fulfil certain requirements. So, in this case, the service
capabilities also represent the subscribers' capabilities. This property is important just in case any of these
subscribers capabilities would affect the interoperability. At the level of REM baseline, there are not provisions to
manage users capabilities.
NOTE 2: This is necessary during the "once only" registration phase at the REMID authority, but also, as a further

consistency validation step, during the day-by-day run-time recognition phases of R-REMS from S-REMS.
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Table B.8: Capability referencing in TL for publication rationales

N° Statement Reference Derived rationales

1 |"If the REMS uses TL to publish trust ETSI For REM baseline REMS capability
information about itself, the REMS capability EN 319 532-3 [6], |metadata have to be referenced by TL and
metadata may also be published using the TL, clause 9.4 made accessible, in a downloadable form,
as indicated for ERDS capability metadata in by the ServiceSupplyPoint element of TL.
clause 7.2 of ETSI EN 319 522-4-3 []. In this
case the options given in Table 14 may be See table B.9 for details on downloading
used. rationales.
[see next statement nr. 2] _ =

2 [Options from table 14 of 532-3] ETSI Stateme_nt 1 at side sp_ecmes that a REMS,

EN 319 532-3 [6], when using TL to publish trust information,

If present, the additionalServicelnformation clause 9.4 can also use Trusted List to publish REMS

field, as per clause 5.5.9.4 of ETSI

TS 119 612 [], may contain a URI, where the
REMS capability metadata is downloadable, or
alternatively, it may embed the REMS capability
metadata structure itself (if it is in XML format)."

capability metadata. To avoid any
extension to the TL schema, the necessary
information for the implementation of the
REM baseline are published by reference,
indirectly.

The Transport Layer Security (TLS)
mechanism (on the REMS
ServiceEndpoint represented by the
ServiceSupplyPoint element of TL, as
seen in rationales of table B.5) is based on
a set of security information (namely:
security metadata or REMS capability-
based security).

So, with a similar mechanism like that used
for REMS capability metadata, the
Transport Layer Security (TLS) digital
certificate of REMS, as part of REMS
capability-based security, can be made
accessible by reference, in a downloadable
form, by the ServiceSupplyPoint element
of TL.

Regarding the implementation, see
table C.5 of clause C.2.3.3.2 for the
requirements about the
ServiceSupplyPoint, clause C.2.3.4.1 for
the capabilities general requirements,
clause C.2.3.4.2 for the specific part of
REMS capability metadata and

clause C.2.3.4.4 for the specific part of
REMS capability-based security.
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Table B.9: Capability downloadable from TL rationales

N° Statement Reference Derived rationales
1 |"ERDS metadata may be published as a ETSI For REM baseline REMS capability
service information extension in a TSL EN 319 522-3 [3], |metadata have to be downloadable by the
according to clause 5.5.9 of ETSI clause 6.3.2 ServiceSupplyPoint field of TL Service
TS 119612]] information element (see figure B.8).
2 |5.6.6 Service information extensions ETSI
Presence: This field is optional. TS 119 612 [12], |Since the ServiceSupplyPoint TL element is
Description: It may be used by TLSOs to clause 5.5.6 per-service, the capabilities are closely bound
provide specific service-related information, to to REMS (and not to the scheme level). To
be interpreted according to the specific ensure the same capabilities on the trust
scheme's rules, with the Format and Value domain relevant to the REM baseline, all the
used in clause 5.5.9." REMS capability metadata have to be the
same for all the REMSs that meet the
requirements of REM baseline.
So, with regards to REMS capability
metadata (clause C.2.3.4.2) and, similarly, as
introduced in table B.8 rationales, for REMS
capability-based security (clause C.2.3.4.4),
the ServiceSupplyPoint TL element
represents the URI where to download the
whole XML structure, for capability and
security metadata information (see figure B.8
and clause C.2.3.4.1).
See table C.5 of clause C.2.3.3.2 for the
implementation details regarding the
ServiceSupplyPoint.
g Service type identifier (clause 5.5.1)
» s Service name (clause 5.5.2)
§ Eln Service digital identity (clause 5.5.3)
E :é bl Service current status (clause 5.5.4)
° = E Current status starting date and time (clause 5.5.5)
o : = Scheme service definition URI (clause 5.5.6)
E oL Service supply points (clause 5.5.7) € additional Capability & Security Metadata
= E TSP service definition URI (clause 5.5.8)
el Service information extensions (clause 5.5.9]|
Figure B.8: Service supply points information of Trusted List for additional metadata
Table B.10: Capability discovery rationales
N° Statement Reference Derived rationales
1 ["Metadata related to the user content, [...omissis...] ETSI In REM, the metadata related to the user

are provided for purposes of handling and processing

a message, [...omissis...], or also for service
capabilities discovery."

EN 319 532-2 [5],
clause 4.1

content is represented by the "header
section” of the original message: the
submission metadata (See ETSI

EN 319 532-3 [6], figure A.1).

Inside submission metadata, there is the
recipient of the REM message. The
domain part of the recipient's email
address is used to individuate the
R-REMS capabilities (see the derived
rationales of table B.7).
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Table B.11: Individuation of recipient's REM service rationales

N° Statement Reference Derived rationales

1 ["9.4.2 Resolving recipient identification to ERDS ETSI
identification EN 319 532-2 [5], |The individuation of the recipient's REMS
In REM, the identifier of a recipient is an email address. clause 9.4.2 is implemented using the domain part of
The domain part of this email address shall identify the the recipient's email address of a REM
REMS responsible for that domain (of which the message.
recipient is a subscriber): R-REMS.
If the REMS supports receiving relayed messages from The hostname configured in MX records of
other REMS (i.e. it can act as I-REMS or R-REMS in a such domain is the same configured in the
chain of REMSs) using SMTP, then the REMS should ServiceSupplyPoint element of the
ensure that the hostname of the server providing the Trusted List for that REMS.
REM Rl is available in MX records of the DNS to all
other REMSs, which need to relay messages to this See table C.5 of clause C.2.3.3.2 for the
REMS. The hostname provided should be the same as REM baseline implementation details.
the oneincluded in a URI contained in the Service
supply point of the TL entry (see clause 9.3 of ETSI
EN 319 532-3 []), if the REMS uses TL to publish trust
information about itself and the Service supply point
element is present.

2 |9.4.2 Resolving recipient identification to ERDS ETSI
identification EN 319 522-2 [2],
The R-ERDS may be explicitly identified by the identifier clause 9.4.2

of the recipient, e.g. when this is on an email format

receiver D@ERDS.domain. When the identification of

the recipient is by other means than an identifier,
identification

of the ERDS may be explicit by a separate parameter (in

submission metadata).

However, a recipient may also be uniquely identified by

an identifier (scheme name and value, see clause 5.2)

that is not bound to identification of the R-ERDS, or by a

set of identity attributes that together provide unique

identification, see clause 5.3, and without identification of

R-ERDS as separate parameter; e.g. the sender may

not know which ERDS that serves the recipient. In this

case, either:

1) the S-ERDS may be able to locally decide the identity
of the R-ERDS, e.g. based on identifier scheme
name or specific identity attributes like country; or

2) the R-ERDS may be identified through lookup in
recipient metadata; as stated above, further
parameters in submission metadata may be used in
the identification of the R-ERDS."

B.2.2.5 Governance support

The governance (supporting a REMID) addresses, typically, at least the following tasks:

Publication of the REMID policy.

characterizing the REMID.

Ensuring the publication of capabilities and security metadata by any REM S belonging to the REMID.

Ensuring that the Trusted List section of any REMS references the capabilities as mentioned earlier

Thistask istypically accomplished by the REMID authority. See clause C.2.3.5 for the requirements in the context of

REM baseline.
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B.3  Digital signatures and time-stamp

B.3.1 Overview

The present clause illustrates the approach adopted in identifying the solutions defined in clauses C.3 and C.4 to address
the digital signatures and time-stamp application requirementsin REM messaging. The definitions of digital signatures
and time-stamp application connote a strong impact in terms of interoperability. For this reason, this subject is dealt
with starting in a general way, covering the lack of common rules with other e-delivery services.

One of the key points to address interoperability isthe format of the exchanged data and the evidence (in essence:
"what" it is exchanged, by whom and how to prove it).

The dataformat is addressed by definition in REM data structures since it uses a widespread email and standard format.
The evidence leverages the ERDS evidence structure to use it as an auto-consistent pivot, virtually sharable among
potentially different e-delivery solutions.

Moreover, new ERDS elements are defined to cover certain peculiarities of REM baseline. These are adequate to hold
information that makes it possible to discriminate and correctly manage the variability of determined situations over the
course of execution of the flowsin their completeness.

For such information that cannot be hosted in the canonical data structures, extension mechanisms (placeholders) are
provided inside the basic ERDS evidence set of components. The necessary elements are added through these
extensions (see the derived rationales from statement 8 of table B.13).

Table B.12 provides, for each concept of the second column, the suggested starting reference, in the third column, with
the "firgt" prescription (e.g. text with some provision) in the full set of standards about the concept itself. The last
column contains the other normative references linked from the main reference.

While table B.13 follows the same logical structure and meanings used from table B.2 to table B.11 in clause B.2.2 and

illustrated in clause B.2.2.1.

Table B.12: Digital signatures and time-stamp - normative reference map

N° Concept Starting refence Linked normative Reference(s)
1 |REM data structures ETSI EN 319 532-2 [5], clause 4.1 |ETSI EN 319 522-2 [2], clause 4
ETSI EN 319 532-3 [6], clause 4 ETSI EN 319 522-3 [3], clause 4
ETSI EN 319 532-2 [5], clause 7 ETSI EN 319 522-2 [2], clause 7
ETSI EN 319 522-2 [2], clause 7.2
2 |ERDS evidence digital signature ETSI EN 319 532-3 [6], clause 8.2 |[ETSI EN 319 522-3 [3],
clause 5.2.2.28
Clause C.4.3 of the present ETSI EN 319 522-2 [2], clause 7.2
document ETSI EN 319 132-1 [14], clause 6
ETSI EN 319 532-2 [5], clause 7 ETSI EN 319 522-2 [2], clause 7
ETSI EN 319 522-2 [2], clause 7.2
ETSI EN 319 532-3 [6], clause 8.3 ETSI EN 319 522-2 [2], clause 8.2.9
3 |REM message digital signature ETSIEN 319 522-2[2], clause 9.3
ETSI EN 319 122-1 [13]
ETSI EN 319 532-3 [6], clause 8.3
dcé?:ﬂsn?eﬁfz of the present ETSI EN 319 522-2 [2], clause 8.2.9
ETSI EN 319 122-1 [13], clause 6
. . Clause C.4.4 of the present ETSI EN 319 522-2 [2], clause 7.2
4 |ERDS evidence time-stamp document ETSI EN 319 132-1 [14], clause 6
5 |ERDS evidence composition Clause C.3 of the present ETSI EN 319 522-2 [2], clause 8
document ETSI EN 319 522-3 [3], clause 5
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Table B.13: Digital signatures and time-stamp rationales

N° Statement Reference Derived rationales
1 |"For signatures that sign all the components of REM ETSI
messages ETSI EN 319 522-2 [], clause 7.2 shall apply. EN 319 532-3 [6], |All REM messages' components
In addition: clause 8.3 are digitally signed by using
1) The signature shall be applied to the message using S/MIME with a CAdES signature.
S/MIME multipart/signed as defined in IETF
RFC 5751 []. ERDS evidence XML structures
This signature shall protect all the MIME parts that constitute are signed as an individual
a REM message. document with a XAdES
2) The digital signature should be a CAdES signature signature.
according to the semantics specified in ETSI ) ) )
EN 319 522-2 [], clause 8.2.9. A signature time-stamp is added
NOTE 1: For the purposes to cover advanced digital to the XAdES digital signature of
signature on MIME, CAdES specification provides the evidence; by the B-T
examples of structured contents, MIME and signature level.
S/MIME digital signatures in Annex D of ETSI ) o
EN 319 122-1 . F_or the REM bgsellne, the dlgl_tal
3) This digital signature should be a CAJES baseline signature applies to the following
signature as specified in ETSI EN 319 122-1 [J. This subtypes of REM message:
digital signature may include the signed attribute REM dispatch and REM receipt.
signature-policy-identifier, containing the explicit .
identifier of the signature policy governing the signing Each of these comprises the
and validating processes. following basic components:
2 |Each evidence shall be digitally signed as an individual ETSI REMS introduction, user
document by the ERDS issuing the evidence, even when EN 319 522-2 [2], [content, ERDS evidence
the evidence is embedded in a signed ERD message. This clause 7.1 according to the cardinality as
ensures that an evidence can be extracted from an ERD defined in ETSI EN 319 532-2 [5],
message if necessary and delivered to sender, receiver or table 1.
other parties, or be archived, as an individual, protected .
document. The events considered for such
3 [For all digital signatures applied by ERDSs to ERD ETSI REM messages are:
messages and ERDS evidence: EN 319 522-2 [2], ¢  SubmissionAcceptance,
* [...omissis...] clause 7.1 SubmissionRejection
1) The digital signature should be a CAJES, XAdES or ¢ RelayAcceptance,
PAdES baseline signature as specified in ETSI RelayRejection,
EN 319 122-1[], ETSI EN 319 132-1 [], ETSI e RelayFailure
EN 319 142-1[]. e ContentConsignment,
= [...omissis...] ContentConsignmentFai
3) The digital signature may include a signed property lure
containing the explicit identifier of the signature policy
governing the signing and/or validating processes. EO01 Extensions mechanism is an
4) A signature time-stamp should be added to the optional placeholder in the
digital signature of evidence; when a CAdES or canonical structure.
XAdES signature is used, the B-T signature level It represents the natural way of
should be used. addressing new elements in
NOTE 4: When the digital signature individually signs an ERDS evidence without changes
ERDS evidence, the incorporation of the in the consolidated standard. See
signature timestamp is an indirect time-stamp on table C.15 and table C.16 of
the ERDS evidence itself. This time-stamp token clause C.3.2 for the REM
supports requirements related to the time- baseline implementation details.
stamping of ERDS evidences that can be defined
by different regulatory or legal frameworks; in
particular, this can support the requirements on
time-stamping defined by the Regulation (EU)
No 910/2014 [], Article 44.
4 |The digital signature on the REM message shall cover all ETSI
the basic components, as defined in clause 4.1, that are EN 319 532-2 [5],
included in the REM message, except for the ERDS clause 7

metadata (i.e. not only the mandatory components, but also
the optional ones that are present, and all occurrences of a

component that is included in multiple instances).
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N° Statement Reference Derived rationales
5 |The basic components (REMS introduction, user ETSI

content, ERDS relay metadata, ERDS evidence, REMS EN 319 532-2 [5],

extension) within each of the subtypes of REM message clause 4.1

that are used in REM (REM dispatch, REM payload, REMS
notification, REMS receipt) shall have the cardinality as
defined in table 1.

6 |In S&F style objects relayed between REMSs - through the ETSI
REM RI: Relay Interface - shall always be in the form of EN 319 532-2 [5],
REM dispatch, REM payload or REMS receipt clause 4.1

7 |Events related to the submission: SubmissionAcceptance, ETSI
SubmissionRejection EN 319 532-1 [4],
Events related to relay between REMSs: RelayAcceptance, clause 6.2.1

RelayRejection, RelayFailure
Events related to the consignment: ContentConsignment
ContentConsignmentFailure

8 |EO1 - Extensions.This component shall be a placeholder ETSI
for components that are not specified in the present EN 319 522-2 [2],
document, but that may be specified elsewhere, including clause 8.2.28

future versions of the present document or specifications
produced at national, sectorial, or private-basis."

B.3.2 Submission event
Figure B.9 illustrates the steps immediately after a REM S has accepted the submitted original message. The REM SP

takes responsihility for trying to deliver it to al specified recipients. These steps are relevant for digital signature and
time-stamp application (see ETSI EN 319 532-1 [4], clause 6.2.1).
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Figure B.9: Detailed submission event example

B.3.3 Relay event
Figure B.10 illustrates the steps of handing over aREM dispatch (containing the original message and the ERDS
evidence) from SSREM S R-REM S through the REM relay interface using an SMTP transaction.

After asuccessful relay of such REM dispatch the R-REM S takes over the responsibility of handling that REM dispatch
for consignment according to the steps of the consignment event (see ETSI EN 319 532-1 [4], clause 6.2.2).

R-REM S inspects the REM dispatch to decide its acceptance (verify trust in the sending REMS, check the compliance
of the REM dispatch with REMID policy rules, security etc., as specified in clause C.2.3.3.3).

R-REM S issues ERDS evidence about acceptance/rejection of the REM dispatch, attachesthe ERDS evidenceto a
REM receipt and conveys this REM receipt to the SSREMS.
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Figure B.10: Detailed relay acceptance event example (R-REMS side)

If the relay of aREM dispatch has failed then the SREMS is responsible for issuing an ERDS evidence about the
failure of the relay, attaching the ERDS evidence to a REM receipt and convey this REM receipt to the sender.
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Figure B.11: Detailed relay rejection/failure events example (S-REMS side)
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NOTE: The dotted lines without arrows between REM dispatch, Relay Rejection Event REM receipt and ERDS
evidence XML structures have the meaning that the M02 ERDS evidence element is the same in any
place, and so it represents a correlator among these three elements.

B.3.4 Consignment event

Figure B.12 illustrates the steps immediately after a R-REM S has accepted the relayed REM dispatch from S-REMS,
and the R-REM S provider takes responsibility for trying the consignment to all specified recipients. These steps are that
relevant for digital signature and time-stamp application to the relevant ERDS evidence attached in REM receipts to be
sent back to the sender (see ETSI EN 319 532-1 [4], clause 6.2.4). Consignment is then performed by storing the
message in a mailbox, which the recipient can access to get the REM dispatch.
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Figure B.12: Detailed consignment event example
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Annex C (normative):
REM baseline requirements

C.1  General requirements

The present annex defines the so-called REM baseline, which guarantees interoperability between REMS providers. It
also provides the basic features needed for a wide range of business and government use cases for electronic procedures
and communications to apply to awide range of communities when there is a clear need for interoperability of
registered electronic delivery services.

Unless otherwise specified in the present annex:

. Mandatory requirementsin clause 5 (SMTP interoperability profile) of the present document and in the parts
ETSI EN 319 532-1[4], ETSI EN 319 532-2[5], ETSI EN 319 532-3 [6] shall also be mandatory in REM
baseline; and

. Optional requirementsin clause 5 of the present document and in the parts ETSI EN 319 532-1 [4], ETS
EN 319 532-2 [5], ETSI EN 319 532-3 [6] shall not apply on REM baseline either.

Adoption of capabilities that are not part of REM baseline shall not introduce requirements that break the
interoperability.

The following URI shall identify REM baseline: http://uri.etsi.org/19532/v1#/REMbaseline.

C.2 Common Service Interface (CSI)

C.2.1 Overview

Clause C.2 specifies the requirements of the Common Service Interface (CSl) in REM messaging.

C.2.2 General provisions

The shared technological infrastructure implementing the CSl, in a messaging context where several REM SPs need to
interoperate, shall include the following functions:

1) Message Routing
2)  Trust establishment
3) Capability discovery and management
4)  Governance support
According to clause 5.3.4, the REM RI relay interface implements the interaction between REMS,
NOTE 1: The present version of REM baseline specifies a single type of interaction using DNSand TLS.
A REMS complying with REM basdline shall use CSl according to the basic handshake defined in clause C.2.3.

NOTE 2: Theterm "handshake" is used in abroad sense as "the process' that initiates the negotiations of the
security details of the REM Rl interface.
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The present clause defines a basic solution to cover the CS| requirements maximizing interoperability avoiding the
complexity of DNSSEC.

C.2.3.2 Message Routing

The Routing Interface implementation guidance a) of clause 5.3.5 is detailed in the present clause.

NOTE 1: Thisfurther detail isan answer to reducing the risks of cybercrime by properly securing the DNS

protocol.

Table C.1: Common service interface - Routing

Ne Service/Protocol ETSI EN 319 532-3[6] |Requirement | Implementation Notes
element main reference guidance
1 DNS Clause 9.2 M a.l),a.2),a.3) Routing interface

I mplementation guidance:
al) TheRouting Interface, part of CSl, shall be implemented using DNS protocol.

a2) The REMS shall ensure that the hostname of the server providing the REM RI isavailable in the MX records
of the DNSto al other REM Ss, which need to relay messages to this REMS; and that the hostname provided
shall be the same as the one included in the URI contained in Service Supply Point, according to ETS
EN 319 532-2 [5], clause 9.4.2.

a3) Thedefinition of the REMID policy shall contain the measures that have to be adopted to secure the DNS.

NOTE 2: The measures to adopt include precautions, proactive prevention, and reporting techniques at the system
and organizational level to protect from malicious attacks to DNS. The TL S handshake (see
requirement 1 of clause 5.3.4) provides, at adifferent level, afurther measure of protection (see also
clause D.1.3).

C.2.3.3 Trust establishment

C.233.1 Trust - Trusted List general requirements
Table C.2: Common service interface - Trust
N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes

element main reference guidance
b.2.1.1), b.2.1.2),
2.1 TL Clause 9.3 M b.2.1.3), b.2.1.4), |Trusting interface

b.2.1.5), b.2.1.6)

Implementation guidance:

b.2.1.1) A trust domain within which afully regulated co-oper ation among participating REM Ss shall be
defined for trust establishment according to ETSI EN 319 522-4-3 [11], clause 7.1 (see the derived rationales
from statement 1 of table B.3 and statements 1 and 4 of table B.2).

Thetrust domain defined for the qualified electronic registered mail delivery servicesis
established as "All QERDSs" trust domain, according to ETSI EN 319 522-4-3 [11], clause 7.1
(see the derived rationales from statements 3 and 4 of table B.3).

EXAMPLE:
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b.2.1.2) Theinformation about participantsto the trust domain defined for electronic registered mail delivery
services shall be found by a Trusted List; and in the case of qualified REM services, by the use of EU
Trusted List system that listss REM Ssin the sense of el DAS Regulation (EU) No 910/2014 [i.1] (seethe
derived rationales from statement 1 of table B.3 and statements 1 and 4 of table B.2).

b.2.1.3) The Trusting Interface, part of CSI trust infrastructure, allowing the co-oper ation among participants
to the trust domain defined for electronic registered mail delivery services shall be implemented by use of a
Trusted List; and in the case of qualified REM services, by the use of EU Trusted List system according to
ETSI EN 319 522-4-3[11], clause 7.1 (see the derived rationales from statement 1 of table B.3 and
statements 1 and 4 of table B.2).

b.2.1.4) Thetrust domain of the electronic registered mail delivery services shall require specific policy, security
and technical conditions to be met by all participating REM Ss. The capabilities of the participating REMSs
shall meet the requirements of ETSI EN 319 522-2 [2], clause 9.3 (see the derived rationales from statement 2
of table B.2 and clause D.1.3).

NOTE 1. The REMS are not obliged to be interoperable because they are qualified.

b.2.1.5) When trust domain policy does not include provisions for technical interoperability, its achievement
shall require the specification of aREM D policy with security and the technical requirement that each REMS
isobliged to fulfil to ensure technical interoperability among REM Ss participating to the REMID,
established according to the requirements b.2.1.1,b.2.1.2, b.2.1.3, b.2.1.4 and ETSI EN 319 522-4-3 [11],
clause 7.1 (see the derived rationales from statements 1 and 6 of table B.2).

b.2.1.6) Whentrust domain policy does not include provisions for technical interoperability, the additional
specifications defined according to the requirement b.2.1.5 shall ensure that all participating REM Ss have the
same capabilities according to ETSI EN 319 522-2 [2], clause 9.4.4 (see the derived rationales from
statement 5 of table B.2).

NOTE 2: Thelist of REMSsjoined to the trust domain defined according to the aforementioned REM 1D policy
enjoys the technical interoperability of the participating REM Ss. So such domain constitutes a REM
I nter oper ability Domain - REMID (see the derived rationales from statement 3 of table B.2 and
statement 4 of table B.3 and clause D.1.3).

C.233.2

Regarding thefields of TL covered in the present clause, their contents shall be expressed in conformance to ETSI

Trust - Trusted List service element restrictions

TS 119 612 [12], with the restrictions and interpreted as defined in table C.3, table C.4 and table C.5.

Table C.3: Trusted List - ServiceTypeldentifier constraints

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
TL / Service type
identifier (as per .
2.2 clause 5.5.1 of ETSI Clause 9.3 M b.2.2.1) Trusted List
TS 119 612 [12])

Implementation guidance:

b.2.2.1) The ServiceTypel dentifier, component of TL, shall be http://uri.etsi.org/TrstSvc/Svctype/EDS/REM
for generic REM services, and http://uri.etsi.org/TrstSvc/Svetype/ EDS/REM/Q for qualified servicesin the
sense of elDAS Regulation (EU) No 910/2014 [i.1] according to ETSI EN 319 532-3 [6], clause 9.3, ETS
EN 319 522-4-3[11], clause 7.2 and ETSI TS 119 612 [12], clause 5.5.1 (see the derived rationales from
statement 3 of table B.3).
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Table C.4: Trusted List - ServiceDigitalldentity constraints

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
TL / Service digital
identity (as per b.2.3.1), b.2.3.2), .
2.3 clause 5.5.3 of ETSI Clause 9.3 M b.2.3.3) Trusted List
TS 119 612 [12])

Implementation guidance:

b.2.3.1)

The service digital identity (ServiceDigitalldentity element) of aREMS shall be represented by an
X.509 certificate as a component of TL by the following tuple according to ETSI TS 119 612 [12],
clause5.5.3:

One X509Certificate elements expressed in Base64 encoded format as specified in XML-Signature,
used by the REM S for "digital signing of REM messages and/or ERD evidence XML structures’ (see
the derived rationales from statements 1 and 3 of table B.4)

Optionally, one X509SubjectName element that contains a Distinguished Name encoded as
established by XM L-Signatur e (see the derived rationales from statement 3 of table B.4)

Optionally, one public key identifier expressed asan X.509 certificate Subject Key | dentifier
(X509SK | element) as specified in XML-Signature (see the derived rationales from statement 3 of
table B.4)

b.2.3.2) Thesingle X509Certificate element, representing the REM service digital identity, shall be used to
digitally sign all REM messages and ERDS evidence according to ETSI EN 319 532-3 [6], clause 9.3 and
clauses C.4.2 and C.4.3 of the present document.

EXAMPLE 1

b.2.3.3)

NOTE 1

<ServiceDi gital | dentity>

<Digital | d>
<X509Certificate>M I
</Digitalld>
<Digital | d>
<X509Subj ect Name>CN=REM Provider 1 CC, O=Org 1 CC, C=CC</ X509Subj ect Narme>
</Digitalld>
<Digital | d>
<X509SKI > 8AB7g0AXEHD66Yadr Azs52s8Xt =</ X509SKI| >
</Digitalld>

=</ X509Certificate>

</ ServiceD gital | dentity>

The X509Certificate of points b.2.3.2 and b.2.3.1 shall have the following properties:

It should be issued in the path of a general Root CA.

It shall be issued by a subordinate/intermediate CA with the purposes and according to point 2) of
ETSI EN 319 522-4-3[11], clause 7.2 (namely: "A single CA certificate that shall be used solely
solely for the purpose of issuing certificates to components of the ERDSfor digital signing of ERD
messages and/or ERD evidence").

There are no particular requirements on the general Root CA mentioned in i. regarding the
interoperability. However, such general Root CA could have additional properties outside the scope of the
REM baseline that makes sense, as an example, for abetter user experience, and for simplicity of the
overall configuration of the REM systems. Hence, as best practice, some further noteis givenin

clause D.2.2.
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Table C.5: Trusted List - ServiceSupplyPoints constraints

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
TL / Service supply
point (as per b.2.4.1), b.2.4.2), .
2.4 clause 5.5.7 of ETSI Clause 9.3 M b.2.4.3) Trusted List
TS 119612[12])

Implementation guidance:

b.2.4.1) The ServiceEndpoint shall be represented, in the Trusted List, by the ServiceSupplyPoints element
according to ETS| EN 319 522-4-3[11], clause 7.2 and ETSI TS 119 612 [12], clause 5.5.7 (see the derived
rationales from statements 1 and 2 of table B.5); and the ServiceSupplyPoints shall contain two entries,
components of TL, with the following values.

b.2.4.2) Onevaue of the ServiceSupplyPoint shall be the pointer to the SMTP server in the form of
"smtp://[<DNS mx record of the REMS SM TP ServiceEndpoint>[:<optional port number>]" (e.g. with avalue
likesnt p: r eci pi ent donai n. r emor asin the following more complete example 2).

b.2.4.3) Another value of the ServiceSupplyPoint shall be the pointer to the capability and security metadata XML
structure in the form of: "https://<URI of the Capability and Security Information XML>" (e.g. asin the
following more complete example 2).

EXAMPLE 2:

<Servi ceSuppl yPoi nt s>
<Ser vi ceSuppl yPoi nt >snt p: / / rem provi der - 1- MX-r ecor d. cc: 25</ Ser vi ceSuppl yPoi nt >
<Ser vi ceSuppl yPoi nt >htt ps://rem provi der - 1- servi ce. cc/ CSl - REM
PROVI DERL. xm </ Ser vi ceSuppl yPoi nt >
</ Servi ceSuppl yPoi nt s>

NOTE 2: For the addressing of the server the conventional URI generic syntax: <scheme>://<domain>[:<port>] is
used. It isgeneral for many types of protocols (e.g. http, https, etc. and for smtp servers, the scheme
actually defined in "https.//www.iana.org/assignments/uri-schemes/uri-schemes.xhtml" has been used).

C.2.3.3.3 Trust - Validation steps
To establish trust in a REM S based on information in a TL, an actor, which could be another REMS, shall validate:
Pre-relay R-REMS validations (at sender-side level) according to the specular steps defined in clause C.2.3.3.2:

1) verify the existence of avalid DNS MX record associated with the recipient's email domain;

2) verify that the aforementioned M X record is set as ServiceSupplyPoint TL element of aREMS;

3) verify the compliance of the ServiceTypel dentifier TL element of such REMS to the expected type of
service, according to the requirements of the applicable trust domain;

4)  verify that the service current status TL element of such REMSis "granted”; and

5)  verify the presence of avalid X.509 digital certificate on the service digital identity (ServiceDigitalldentity).
Post-relay SSREMS validations (at recipient-side level) according to ETSI EN 319 522-4-3 [11], clause 7.2:

1) the REMS'sdigita signature on a REM message or ERD evidence;

2) veify that the signing certificate can be linked to the service digital identity (ServiceDigitalldentity) in the
TL;

3) verify that the service current status is "granted”; and

4)  verify that the ServiceTypel dentifier TL element is set according to the requirements of the applicable trust
domain.
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If this processis applied to evaluate trust in the past, the process shall use the information (signature validity and service
information in the TL) that was valid then.

NOTE: Other run-time verifications further detailed for compliancein REM 1D policy are possible and make
sense for coherence with REM specification. Hence some further note is given as best practicein
clausesD.4.2, D.4.3and D.4.4.

C.2.3.4 Capability discovery and management

C.2341 Capabilities - Trusted List general requirements

Table C.6: Common service interface - Capabilities

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance

c.3.1.1), c.3.1.2),
c.3.1.3), c.3.1.4),
c.3.1.5), ¢.3.1.6), |Capabilities general
3.1 l Clause 9.4 M c.3.1.7), c.3.1.8), |requirements

c.3.1.9), ¢.3.1.10),
c.3.1.11), c.3.1.12)

Implementation guidance:

c.3.1.1) Only the capabilitiesat REMS level (and not at user level) shall be used for technical interoperability
purposes according to the points b.2.1.5) and b.2.1.6) of clause C.2.3.3.1 (see the derived rational es of
table B.7).

c.3.1.2) Thelink from SSREMSto R-REMS, represented by the recipient's email address as part of the recipient's
metadata, shall be used to identify the R-REM S and its capabilities (see the derived rationales from
statement 1 of table B.7).

c.3.1.3) Therespect of constraints and options required by SREM S to R-REM S before the relay a REM message
shall be verified by means of the capabilities exhibited by R-REMS according to ETSI EN 319 522-2 2],
clause 9.4.4 (see the derived rationales from statement 3 of table B.7 and also clauses C.2.3.3.3, C.2.3.4.3 and
C.2.3.4.5 for the validation steps implementing such check); and such verification is facilitated by the
additional provisions, of the particular REMID policy, that ensure interoperability through a set of common
capabilities, according to the points b.2.1.5 and b.2.1.6 of clause C.2.3.3.1).

c.3.1.4) The common capabilities constituted according to the point ¢.3.1.3) shall be referenced in the Trusted
List according to the format specified in ETSI EN 319 532-3 [6], clause 9.4 and downloadable by a URI
specified in ServiceSupplyPoint TL element; and in the case of qualified REM services, by the use of EU
Trusted List system (see the implementation guidance in table C.5 and the derived rationalesin table B.8 and

table B.9).

c.3.1.5) Thecollection of capabilities constituted according to the previous point ¢.3.1.4 shall be implemented
through an XML structure composed of three sections:

i.  acommon Scheme data section (see point ¢.3.1.6 below for the implementation);
ii. theREMS capability metadata (see clause C.2.3.4.2 for the implementation);

NOTE 1: Once referenced from TL, such collection represents the metadata repository for the capabilities (see the
derived rationales from statement 3 of table B.7).

iii. the REMS capability-based security (see clause C.2.3.4.4 for the implementation).

c.3.1.6) Thewhole XML structure container of capabilities, constituted according to the previous point ¢.3.1.5,
shall be implemented through the REM baseline XML scheme definition for
CapabilityAndSecuritylnformation, defined at ht t p: / / uri . et si . org/ 19532/ v1. 1. 7/ CSI 19352v117-
202201. xsd, and copied below for information. The XML Schemafiles shall take precedence in case of
discrepancies between the XML schema excerpts provided in the present document and the XML Schema
files.
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NOTE 2: The XML Schemafile to be stored at the location indicated above when the present document will be
published, isfor the time being contained in the attachment en_31953204v010201p.zip accompanying the
present document.

<?xm version="1.0" encodi ng="UTF-8"?>
<!-- CapabilityAndSecuritylnformation (REMS capabilities) -->

<!__ * k kk k% '\D‘I’ICE******
The present docunent is part of ETSI EN 319 532-4 and represents
1. the namespaces definitions and
2. the required inports and
3. the schema definitions for REM baseline Capability and Security Information (CSI) are conposed
of :
- Capability Information (Cl)
- CapabilityMetadat a
- ERDSMet adat a
- Security Information (Sl)
- SecurityMetadata
- CapabilityBasedSecurity
-->

<xsd: schena target Namespace="http://uri.etsi.org/ 19532/ v1#"
xm ns="http://uri.etsi.org/ 19532/ v1#"
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema"
xmns:tl="http://uri.etsi.org/ 02231/ v2#"
xmns:ci="http://uri.etsi.org/ 19522/ vi#"
xmns:si="http://uri.etsi.org/ 19532/ v1i#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xni dsi g#"
el enent For nDef aul t =" qual i fi ed" attributeFornDefaul t="unqualified">

<I-- *** |nmports facility section *** -->

<l-- schenaLocation="http://ww. w3. org/ TR/ 2002/ REC- xm dsi g- cor e- 20020212/ xm dsi g- cor e-
schema. xsd"/> -->
<xsd:inmport namespace="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#"
schemaLocat i on="xml dsi g- cor e- schema. xsd"/ >

<!-- schemaLocation="http://ww. w3. or g/ TR/ 2002/ REC- xri enc- cor e- 20021210/ xenc- schema. xsd"/ > -

<xsd:inmport nanmespace="http://wwmv. w3. or g/ 2001/ 04/ xm enc#"
schemalLocat i on="xenc- schema. xsd"/ >

<!-- schemaLocati on="http://ww.w3. or g/ 2001/ xm . xsd"/> -->
<xsd:inmport nanmespace="http://wwmv w3. or g/ XM_/ 1998/ nanespace"
schenmaLocat i on="xni . xsd"/ >

<!-- schemaLocati on="http://docs. oasi s-open. org/ security/sam /v2. 0/sanl -schema-assertion-
2.0.xsd"/> -->
<xsd:inport namespace="urn:oasis: names:tc: SAM.: 2. 0: assertion"
schemalLocati on="sanl - schema- asserti on-2. 0. xsd"/ >

<xsd:inmport namespace="http://uri.etsi.org/ 19522/ vi#"
schemalLocat i on="ERDS19522v111-201902v0. 0. 5. xsd"/ >

<!-- schemaLocati on="https://uri.etsi.org/19612/v2.2.1/ts_119612v020201_201601xsd. xsd"/> -->
<xsd:inport namespace="http://uri.etsi.org/ 02231/ v2#"
schemalLocation="ts_119612v020201_201601xsd. xsd"/ >

<l-- ROOT El ement: CapabilityAndSecuritylnformation (CSI) -->
<xsd: el ement nane="CapabilityAndSecurityl nformation"
type="Capabi | i t yAndSecurityl nformati onType"/ >

<xsd: conpl exType name="CapabilityAndSecurityl nformati onType">
<xsd: sequence>
<xsd: el ement ref="ScheneData"/>
<xsd: el enent ref="CapabilityMetadata"/>
<xsd: el enent ref="SecurityMetadata"/>
<xsd: el enent ref="ds: Signature" m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute name="version" type="xsd:string" use="required"/>
<xsd: attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

<!-- Capability and Security Information: Scheme data -->
<xsd: el ement nanme="ScheneDat a" type="ScheneDataType"/>
<xsd: conpl exType name="ScheneDat aType" >
<xsd: sequence>
<xsd: el ement nanme="CSl Versi onldentifier" type="xsd:integer"/>
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<xsd: el enent nane="CS| SequenceNunber" type="xsd: positivelnteger"/>
<xsd: el ement nane="CS| SchemeQper at or Name" type="t|:Internati onal NamesType"/>
<xsd: el ement nane="CS| SchemeQper at or Addr ess" type="t|:AddressType"/>
<xsd: el enent nane="CS| Schenel nf or mati onURI "
type="tl: NonEnptyMul ti LangURI Li st Type"/>
<xsd: el enent nane="CS| SchemePol i cyConmuni t yRul es"
type="tl: NonEnptyMul ti LangURI Li st Type"/ >
<xsd: el ement nane="CSl Poi nt er ToTL" type="t|: NonEnpt yURI Type"/>
<xsd: el enent nane="CSl | ssueDat eTi me" type="xsd: dateTi me"/>
<xsd: el enent nane="CSI Next Updat e" type="tI|: Next Updat eType"/>
<xsd: el ement name="CSI D stributi onPoi nts" type="tl:NonEnptyURI Li st Type"/>
<xsd: el ement nane="CS| Poi nt er sToO her Met adat a" type="t|: NonEnpt yURI Li st Type"
m nCccurs="0"/>
<xsd: el enent nane="CSI SchemeExt ensi ons" type="tI|: Ext ensi onsLi st Type"
m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<l-- Capability Information (Cl) -->
<xsd: el enent nane="CapabilityMetadata" type="CapabilityMetadataType"/>
<xsd: conmpl exType name="Capabi | ityMet adat aType" >
<xsd: sequence>
<l-- The following is fromETSI EN 319 532-4, clause C.2.3.4.2 -->
<xsd: el ement ref="ci: ERDSMet adata"/ >
<xsd: el enent nane="Cl SchenmeExt ensi ons" type="t|: Ext ensi onsLi st Type"
</ xsd: sequence>
</ xsd: conpl exType>

<!-- Security Information (SI) -->
<xsd: el ement nanme="SecurityMetadata" type="SecurityMetadataType"/>
<xsd: conpl exType nane="SecurityMet adat aType" >
<xsd: sequence>
<!-- The following is fromETSI EN 319 532-4, clause C.2.3.4.4 -->
<xsd: el ement ref="si: CapabilityBasedSecurity"/>
<xsd: el enent nane="S| ScheneExt ensi ons" type="t|: Ext ensi onsLi st Type"
m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enent nane="CapabilityBasedSecurity" type="si: CapabilityBasedSecurityType"/>
<xsd: conpl exType nane="Capabi | i t yBasedSecurityType">
<xsd: sequence>
<l-- X509Certificate used for TLS specified in EN 319 532-4
clause C. 2.3.4.4 for Basic handshake -->
<xsd: el ement name="TLSCertificate" type="xsd:base64Bi nary"/>
<l-- X509Certificate used for Domain Signature specified in EN 319 532-4
clause C.2.3.4.4 -->
<xsd: el enent nane="Donai nSi gnCertificate" type="xsd: base64Bi nary"
m nCccurs="0"/>
<xsd: el ement nanme="CBSScheneExt ensi ons" type="t|: ExtensionsLi st Type"
m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute name="versi on" use="required"/>
</ xsd: conpl exType>

</ xsd: schema>

NOTE 3: The schema above uses the explicit method of local caching of any XSD namespace needed to be
imported to avoid the impact of rel oading the schema from the internet every time (consider that in
production systems, the validation processes can require hundreds of checks per second, and the
download is not practicable). Anyway, the original and canonical location is specified as XML comment
just before the import for the once-only first download, or to set always, aslocation, just in caseit is
considered favourable.

¢.3.1.7) Theroot element of XSD Capability and security information structure illustrated in point ¢.3.1.6 shall be
Capabi | i t yAndSecuri tyl nformation

i. CapabilityAndSecuritylnformation shall have "EN319532v1" as value for version attribute.
ii.  Attribute Id shall be used to reference the CapabilityAndSecuritylnformation element.
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€.3.1.8) The scheneDat a element is composed as follows:

vi.

Vii.

The content of CsI Ver si onl denti fi er element shall have the semantic of TL element defined in
ETSI TS119 612 [12], clause 5.3.1 applied to Capabi | i t yAndSecuri tyl nf or mat i on instead of the
TL scheme.

The content of CSI SequenceNunber €lement shall have the semantic of TL element defined in ETSI
TS 119612 [12], clause 5.3.2 applied to Capabi | i t yAndSecuri tyl nf or mat i on instead of the TL
scheme.

The Csl schemeQper at or Name and the CSI ScheneOper at or Addr ess €lements shall specify the name
and the address of the REM I D authority, entity in charge of managing the
Capabi | i t yAndSecuri t yI nf or mat i on scheme.

The csI Schenel nf or mat i onUR €lement shall specify the URI(S) where relaying parties can obtain
the master copy of the specific information regarding Capabi | i t yAndSecuri t yl nf or mat i on
scheme; and CSI SchenePol i cyCommuni t yRul es element shall specify the URI(s) where relaying
parties can obtain the master copy of the scheme's policy (namely REMID palicy) information
with the security and technical requirements for the achievement of interoperability.

The content of the csI Poi nt er ToTL element shall reference the location where the current and
applicable TL is published, at the country level, by the TLSO.

The content of CSI | ssueDat eTi me element shall have the semantic of TL element defined in ETSI
TS 119612 [12], clause 5.3.14 applied to Capabi | i t yAndSecuri t yl nf or mat i on scheme instead of
the TL one, transposing the role of TLSO to the REMID authority and according to the REM
baseline REMID policy (see clause C.2.3.5 and clause D.1.3).

The content of CSI Next Updat e element shall have the semantic of TL element defined in ETSI
TS 119612 [12], clause 5.3.15 applied to Capabi | i t yAndSecuri t yl nf or mat i on scheme instead of
the TL one, according to the REM baseline REM D policy (see clause C.2.3.5 and clause D.1.3).

NOTE 4: This element represents the date and time by which, at the latest, an update of the
CapabilityAndSecuritylnformation information structure occurs. The update can happen anytime when
necessary (e.g. status changes, etc.) But if no changes occur, this structure is re-issued at the
CSINextUpdate time to reduce the risks of substitution by an attacker with an old structure. Structures
with CSINextUpdate occurring in the past are discarded.

viii. The content of CSI Di st ri buti onPoi nts element shall specify the location where the present

capability and security information XML structure is published and where the relevant updates can
be found. This element has a semantic like that of TL element defined in ETSI TS 119 612 [12],
clause 5.3.16, but applied to Capabi | i t yAndSecuri t yl nf or mat i on scheme instead of the TL one.

The content of CSI Poi nt er sToQ her Met adat a element shall specify alist of referencesto the
historical publications of the capability and security information XML structure. Once an XML file
is obsoleted by anew one, it shall be published in the present historical list of the new one, through
aURI composed of afully qualified domain name in the host section and an absolute path without
aquery section. The name of the XML file shall be the SHA-256 hash value of the binary
representation of the XML fileitself, asit can be retrieved by resolving the aforementioned URI,
adding the ".xml" file extension at the end of the absolute path.
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EXAMPLE:

Cont ent of CSl Poi ntersToQt her Met adata el enent of the new file:

<t ns: CSl Poi nt er sToQ her Met adat a>
</t ns: CSI Poi nt er sToO her Met adat a>
<tl:URl >https://rem provider-1-
servi ce. cc/ 13bf 128113f f 2f b9d3607d897c6f 403dc440278f cb914b8978c17bd812d03f 49. xm </t | : URI >
<tl:URl >https://rem provider-1-
servi ce. cc/ 378aa0e499cd37741f 919226409b1d6ef b67a6850d107ea77743ced7cdd0d9ed. xm </t : URI >
</t ns: CSI Poi nt er sToO her Met adat a>

The published obsolete files (wWth content sinmlar to that illustrated in figure C.2) are the
f ol | owi ngs:

- "13bf 128113f f 2f b9d3607d897c6f 403dc440278f ch914b8978c17bd812d03f 49. xm " (al ready obsol et ed)

- "378aa0e499cd37741f 919226409b1d6ef b67a6850d107ea77743ced7cdd0d9ed. xm " (new obsol et ed)

and, the current new file, when and in case it is obsol eted by another one, it is published with the
sanme nmechani sm of the two above, and its SHA-256 digest value is added to the

CSl Poi nt er sToQt her Met adat a of the new one.

At the first issue the CSIPointersToQ her Met adata el enent is enpty.

NOTE5: Thishistorical list is necessary for security purposes (e.g. to support verifications after the change of
digital certificates presents therein the present XML structure), and it not restricted to the last one. The
number of saved historical elementsis specified in the REMID policy (see clauses D.1.3 and D.3).

X.  Thecsl scheneExt ensi ons (capability and security information) optional element shall have the
semantic of TL element defined in ETSI TS 119 612 [12], clause 5.3.17 applied to
Capabi | i t yAndSecuri t yI nf or mat i on scheme.

¢.3.1.9) ThecCapabilityMetadat a element is composed as follows:

i.  TheERDSMet adat a element shall be that defined in ETSI EN 319 522-3 [3], clause A.1 (see
point ¢.3.2.31 of table C.7 for other requirements on this element).

ii.  Thed ScheneExt ensi ons (capability information) optional element shall have the semantic of TL
element defined in ETSI TS 119 612 [12], clause 5.3.17 applied to
Capabi | i t yAndSecuri t yI nf or mat i on scheme.

¢.3.1.10) TheSecurityMet adat a element is composed as follows:
i. The Capabi | i t yBasedSecuri ty element shall be that defined in point ¢.3.4.3 of table C.10.

ii.  The sl ScheneExt ensi ons (security information) optiona element shall have the semantic of TL
element defined in ETSI TS 119 612 [12], clause 5.3.17 applied to
Capabi | i t yAndSecuri t yI nf or mat i on scheme.

¢.3.1.11) Thesi gnat ur e element shall be a XAdES-B-B baseline digital signature as specified in ETSI
EN 319 132-1[14]. The REMID policy may specify, once the XAdES-B-B baseline signature has been
generated if it should be aso subject to time-stamp (e.g. through a XAdES-B-T baseline signature level, by
incorporation into the digital signature of the unsigned attribute signature-timestamp, containing a time-stamp
token computed as specified in ETSI EN 319 132-1 [14], clause 6). See clause D.1.3.

¢.3.1.12) With regardsto the point ¢.3.1.11, the certificate supporting the validation of the signature on the
document shall either be one of the certificates used as digital identity of the REM service or be a certificate,
issued to the REM SP, for which avalid certification path can be established to one of the certificates used as
digital identity of the REM service, or a certificate issued to the REMID Authority.

NOTE 6: In al points above having options, from points ¢.3.1.7 to ¢.3.1.12, there can be additional rules, in local
REMID policy, that dispose of particular usage of such options for specific functions or operation
practices, as specified in the policy (see clauses C.2.3.5 and D.1.3). None of these "additional" functions
or operation practices breaks the interoperability.

Seefigure C.1 for an example of TL referencing, by means of the ServiceSupplyPoint element, the whole
Capabi | i t yAndSecuri t yl nf or mat i on structure defined as per the present clause, and fully exemplified in figure C.2.
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C.2.34.2 Capability metadata - Trusted List referencing of REMS metadata

With regardsto the fields of TL covered in the present clause, their contents shall be expressed in conformance to ETSI
TS 119 612 [12], with the restrictions and interpreted as defined in table C.6 of clause C.2.3.4.1 and table C.7 of the
present clause.

Table C.7: REMS capability metadata - ServiceSupplyPoint constraints

Ne Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance

c.3.2.1), ¢.3.2.2),
3.2 TL Clause 9.4 M ¢.3.2.31), €.3.2.4)

Capability metadata

I mplementation guidance:

c.3.2.1) The REMS capability metadata shall be made accessible, by reference, within one ServiceSupplyPoint
element of TL accordingto ETSI TS 119 612 [12], clause 5.5.7 (see the derived rationales of table B.7,
table B.8 and table B.9 of clause B.2.2.4, and the statement ¢.3.4.1 of table C.10 since it represents the same
anchor point, in TL, for both forms of capabilitiesymetadata).

NOTE: The ServiceSupplyPoint element of TL is defined on a per-service basis. So, the capabilities referenced
from such field are closely bound to REM S (and not to the scheme level).

c.3.2.2) TheREMS capahility metadata, referenced by ServiceSupplyPoint element, shall be the same, as
specified in clause C.2.3.4.3, for all adherent REMSs, to ensure the same capabilities for the trust domain
relevant to the REM baseline (see rationales of ¢.3.2.1).

c.3.2.31) ERDSMetadata XML structure shall be located at Capability AndSecuritylnformation/CapabilityM etadata
path, in order to reference the capability metadata, according to ETSI EN 319 532-3 [6], clause 9.4 (see the
structure at ¢.3.1.6 of table C.6 and the rationales of ¢.3.2.1):

The ERDSMetadata element is defined in ETSI EN 319 522-3 [3], clause A.1 and copied below for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: el ement nane="ERDSMet adat a" type="ERDSMet adat aType"/ >

<xs: conpl exType name="ERDSMet adat aType" >

<Xs: sequence>

<xs:el ement name="ERDS|I d" type="EntityldentifierType"/>

<xs: el ement nanme="ERDSDomai n" type="xs:string"/>

<xs: el ement name="ERDSCover ni ngBody" type="xs:string"/>

<xs: el ement name="ERDSProfi| eSupported" type="xs:anyURl"/>

<xs: el ement nane="ERDSMet adat aRepository" type="xs:anyURl" m nCccurs="0"/>
<xs:el ement name="ERDSEUQual i fi edl ndi cator" type="xs: bool ean" m nCccurs="0"/>
<xs: el ement name="ERDSTLSLocati on" type="xs:anyUR" m nCccurs="0"/>

<xs: el ement name="ERDSRoot CACert Locati on" type="xs:anyURI" m nCccurs="0"/>
<xs: el ement nanme="ERDSExpi r yDat eAndTi meSupport" type="xs: bool ean"/>

<xs: el ement nane="ERDSSchedul edDel i ver ySupport" type="xs: bool ean"/>

<xs: el ement name="ERDSAssurancelevel sSupported" type="AssurancelLevel Detail sType"
m nCccurs="0"/>

<xs: el ement nanme="ERDSPol i cySupport" type="ERDSPolicyl DType" m nCccurs="0"/>
<xs: el ement name="ERDSSupport edConsi gnment Mbdes" type="Consi gnent ModeType" m nCccurs="0"/>
</ xs: sequence>

<xs:attribute nane="version" use="required"/>

</ xs: conpl exType>

<I-- target Namespace="http://uri.etsi.org/ 19522/ v1#" -->
<xs: conpl exType name="EntityldentifierType">
<xs: si npl eCont ent >
<xs: extension base="NonEmptyStringType">
<xs:attribute nane="IdentifierScheneNane" type="NonEnptyStringType" use="required"/>
</ xs: ext ensi on>
</ xs: si nmpl eCont ent >
</ xs: conpl exType>

<xs: si npl eType name="NonEnptyStri ngType">
<xs:restriction base="xs:string">
<xs: mnLength val ue="1"/>
</xs:restriction>
</ xs: si npl eType>
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c.3.24) ERDSMetadataelement shall have "EN319522v1. 1. 1" asvauefor ver si on attribute, and ERDSId
element shall have "htt p" asvaluefor Identifier ScheneNane atribute.

Seefigure C.1 for an example of TL referencing, by the ServiceSupplyPoint element, the ERD SMetadata structure
defined as per the present clause and fully exemplified in figure C.2.

Table C.8: Capability metadata - ERDSMetadata constraints

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
c.3.3.1), ¢.3.3.3),
c.3.3.4), ¢.3.3.5),
c.3.3.6), ¢.3.3.7),
c.3.3.2)

3.3 TL Clause 9.4 M Capability metadata

I mplementation guidance:

c.3.3.1) The ERDSDomain element of ERDSMetadata shall have the same value set to the "DNS mx record of the
REMS SMTP ServiceEndpoint” (e.g. with avalueliker eci pi ent donmai n. r emor asin the following more
complete example 1 below); and its content shall match the ServiceSupplyPoint with the exclusion of the
"scheme" and the "service port number" if present (see b.2.4.2 of table C.5).

EXAMPLE 1:
<Servi ceSuppl yPoi nt >snt p: rem provi der - 1- MX-r ecor d. cc: 25</ Ser vi ceSuppl yPoi nt >

and
<ERDSDomai n>r em provi der - 1- MX-r ecor d. cc</ ERDSDomai n>

c.3.3.2) The ERDSGoverningBody element of ERDSM etadata shall have the same value set to the "en”
International/English language form of TL TSPName element according to table 14 of ETSI
EN 319 522-2 [2], clause 9.4.4 (see the complete example 2 below).

c.3.3.3) The ERDSProfileSupported element of ERDSM etadata shall have the same the URI identifying the
present REM baseline specification defined in clause C.1:

http://uri.etsi.org/ 19532/ v1#/ REMbasel i ne
c.3.3.4) The ERDSExpiryDateAndTimeSupport element of ERDSMetadata shall be settof al se.
¢.3.3.5) The ERDSScheduledDeliverySupport element of ERDSMetadata shall be setto f al se.

c.3.3.6) The ERDSAssurancel evelsSupported element of ERDSMetadata, shall be set to the "substantial” level
represented by the following URI:

http://eidas. europa. eu/ LoA/ subst anti al

¢.3.3.7) The ERDSSupportedConsignmentM odes element of ERDSM etadata shall be set to the "basic”
consignment level, represented by the following URI:

http://uri.etsi.org/ 19522/ v1#/ consi gnnent/ basic

See below an excerpt of CapabilityAndSecuritylnformation XML with an example of ERDSM etadata referenced from
the ServiceSupplyPoint element of TL.

EXAMPLE 2:

<ci : ERDSMet adat a ver si on="EN319522v1.1.1">

<ERDSI d | dentifier SchemeName="http">http://rem provi der-1-service.cc/rens-id. htm </ ERDSI d>

<ERDSDomnai n>r em pr ovi der - 1- same- as- MX- r ecor d. cc</ ERDSDomai n>

<ERDSCGover ni ngBody>Pr ovi der 1 CC</ ERDSCGover ni ngBody>

<ERDSPr of i | eSupported>http://uri.etsi.org/ 19532/ v1l#/ REMdasel i ne</ ERDSPr of i | eSupport ed>

<ERDSExpi r yDat eAndTi meSuppor t >f al se</ ERDSExpi r yDat eAndTi meSuppor t >

<ERDSSchedul edDel i ver ySuppor t >f al se</ ERDSSchedul edDel i ver ySuppor t >

<ERDSAssur ancelLevel sSupport ed>

<Assurancelevel >htt p:// ei das. eur opa. eu/ LoA/ subst anti al </ Assur ancelLevel >

</ ERDSAssur ancelevel sSupport ed>
<ERDSSuppor t edConsi gnnment Modes>htt p: //uri . et si . org/ 19522/ vi#/ consi gnment / basi c</ ERDSSuppor t edConsi gn
ment Modes>

</ ci : ERDSMet adat a>
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See figure C.1 for a complete example of TL referencing, by the ServiceSupplyPoint element, the ERDSM etadata
sample defined as per the present clause and fully exemplified in figure C.2.

C.2343 Capability metadata - Consistency and validation steps

The present clause addresses the implementation of the expression having the "same capabilities’ used in the referenced
standard (see ETSI EN 319 522-2 [2], clause 9.4.4).

The capabilities extensions are specified by a set of fields (elements and attributes), each one expressed by alist of
tag/name and content/value assertions. The property of having the "same capabilities’, between two such listsis
implemented through a specific comparison of al those assertions.

NOTE: A specia comparison processis necessary because some of the elements (e.g. ERDSDomain) has a
specific value for any REM SP. So the ERDSDomain value of a certain REM SP is different from that of
another one. But this does not mean that the capabilities of the first REM SP are different from the
capabilities of the second one.

This specific comparison process is therefore named "equivalence”; and the equivalence between two generic capability
structures shall be achieved by applying the requirements of table C.9 (akey point of the validation process necessary
for the check/assessment mentioned in ETSI EN 319 522-2 [2], clause 9.4.4 as explained in the derived rational es of
table B.7).

Below follows a detailed description of table C.9:
1) thefirst column contains a progressive identifier;

2)  thesecond column contains capability elements and attributes coming from the formal definition of
ERDSMetadata structure;

3) thethird column contains the indication if the either the specified element tag (in case of XML elements) or
the attribute name (in case of attributes of the elements) has to be considered in the equivalence process;

4)  thefourth column containsthe indication if either the specified element content (in case of XML elements) or
the attribute value (in case of attributes of the elements) has to be considered in the equivalence process;

5)  Thefifth column informs where there is the implementation guidance with the fulfilment details of the
referenced element or attribute.

The rationale of the equivalence criteriaisto verify the capabilities according to the following matching requirements
with either:

. the equivalence shall be verified when both tag/nameis "present” and content/valueis "equal” if the
element/attribute has both third and fourth column selected; or

e theequivalence shall be verified when only of tag/nameis"present" (without regards to the content/value) if
the element/attribute has only the third column selected.

Table C.9: Capability metadata - ERDSMetadata elements equivalence

N° Capability metadata Element's/attribute | Element's/attribute Guidance
element/attribute tag/name content/value reference
1 Version v v c.3.2.4)
2 IdentifierSchemeName v v c.3.2.4)
3 ERDSId v see note
4 ERDSDomain v c.3.3.1)
5 ERDSGoverningBody v see note
6 ERDSProfileSupported v v c.3.3.3)
7 ERDSExpiryDateAndTimeSupport v v c.3.3.4)
8 ERDSScheduledDeliverySupport v v c.3.3.5
9 AssuranceLevel v v c.3.3.6)
10 ERDSSupportedConsignmentModes v v c.3.3.7)
NOTE:  Other verifications, outside the scope of the REM baseline and in addition to the ten above, are possible
at registration time and run-time (for example, for N° 3, N° 4 and N° 5), and they make sense for
coherence with REM specification. Hence some further note is given as best practice in clause D.4.
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C.2344 Capability-based security - Trusted List referencing of security tokens
With regardsto the fields of TL covered in the present clause, their contents shall be expressed in conformance to ETSI

TS 119 612 [12], with the restrictions and interpreted as defined in table C.6 of clause C.2.3.4.1 and table C.10 of the
present clause.

Table C.10: Capability-based security - ServiceSupplyPoint constraints

Ne Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
c.3.4.1), c.3.4.2), |Capability-based
34 T Clause 9.4 M c.3.4.3), c.3.4.4) [security

I mplementation guidance:

c.3.4.1) The REMS capability-based security information shall be made accessible, by reference, within one
ServiceSupplyPoint element of TL accordingto ETSI TS 119 612 [12], clause 5.5.7.

NOTE 1: Seethe derived rationales of table B.7, table B.8 and table B.9 of clause B.2.2.4, and the statement ¢.3.2.1
of table C.7 since it represents the same anchor point, in TL, for both forms of capabilities/metadata.

c.3.4.2) TheREMS capability-based security information, relevant to the "basic handshake", referenced by
ServiceSupplyPoint element, shall be the same, as specified in clause C.2.3.4.5, for al adherent REMSs, to
ensure the same capabilities for the trust domain relevant to the REM baseline (see note 1).

c.3.4.3) REMS CapabilityBasedSecurity XML structure shall be located at
CapabilityAndSecurityl nformation/SecurityM etadata path, to reference the security metadata (see the structure
at ¢.3.1.6 of table C.6 and the rationales of note 1):

The CapabilityBasedSecurity element isdefined at htt p: // uri . etsi . org/ 19532/ v1.1. 7/ CSI 19352v117-
202201. xsd (seepoint c.3.1.6 for ahigh-level illustration of the whole XML structure container of capabilities). The
fragment relevant to the present definition is copied below for information. The XML Schemafiles shall take

precedence in case of discrepancies between the XML schema excerpts provided in the present document and the XML
Schemafiles.

<!-- El enment CapabilityBasedSecurity (REMS capabilities) -->
<l-- target Namespace="http://uri.etsi.org/19532/v1#" -->
<xsd: el enent nane="CapabilityBasedSecurity" type="si: CapabilityBasedSecurityType"/>
<xsd: conpl exType nane="Capabi | i t yBasedSecurityType">
<xsd: sequence>
<I-- X509Certificate used for TLS specified in EN 319 532-4
clause C. 2.3.4.4 for Basic handshake -->
<xsd: el ement name="TLSCertificate" type="xsd:base64Bi nary"/>
<l-- X509Certificate used for Domain Signature specified in EN 319 532-4
clause C.2.3.4.4 -->
<xsd: el enent nane="Donai nSi gnCertificate" type="xsd: base64Bi nary"
m nCccurs="0"/>
<xsd: el ement nanme="CBSScheneExt ensi ons" type="t|: ExtensionsLi st Type"
m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute name="versi on" use="required"/>
</ xsd: conpl exType>

c.3.4.4) CapabilityBasedSecurity element shall have "EN319532v1" asvauefor ver si on attribute”.

Table C.11: Capability-based security - CapabilityBasedSecurity constraints

Ne Service/Protocol |ETSIEN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
3.5 TL Clause 9.4 M c.3.5.1) Capability-based security

Implementation guidance:

c.3.5.1) The TLSCertificate element of CapabilityBasedSecurity shall contain the X509Certificate used for the
Transport Layer Security (TLS) mechanism of REMS SMTP ServiceEndpoint, for the basic handshake.
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NOTE 2: It isimportant to have the TLS certificate ensured by an anchor in the Trusted List. The sender's REM SP
needs to be sure that the contacted REMS, resolved by DNS lookup, isthe intended server. Thisis
ensured using the TL S handshake and by the subsequent secure matching between the server's certificate
and the TLS certificate anchored by the Trusted List. The domain resolved by DNS s not always (indeed
almost never) the same domain contained in the service's certificate. For example, in the case of aREMS

managing thousands of email domains, these are resolved by DNS to the MX records. So only the MX
record hosthames are configured inside the certificate Subject Alternative Name, not all the thousands of
managed domains. The TLS, certificate certifies the MX records hosthames. The full coverage against
security threatsisimplemented by: DNS, TLS plus TL S certificate anchored in Trusted List. Possible
MOTM attacks are detected right through the TL S certificate ensured in TL and not solely by TLS
standal one certificate checks.

NOTE 3. The present version of REM baseline does not specify the optional elements Donai nSi gnCertifi cat e and
CBSScheneExt ensi ons.

See below an excerpt of CapabilityAndSecuritylnformation XML with an example of CapabilityBasedSecurity
referenced from ServiceSupplyPoint element of TL for the basic handshake.

EXAMPLE:

<si : Capabi |l i tyBasedSecurity versi on="EN319532v1">
<si:TLSCertificate>M|I..... =</si:TLSCertificate>
</ si: Capabi | i t yBasedSecuri ty>

See figure C.1 for a complete example of TL referencing, by the ServiceSupplyPoint element, the
CapabilityBasedSecurity sample defined as per the present clause and fully exemplified in figure C.2.

C.2.345 Capability-based security - Consistency and validation steps

The requirements given and explained in clause C.2.3.4.3 for capability metadata shall apply to capability-based
security implemented according to the basic handshake as well, with the following additional considerations:

1) therequirements of table C.12 are used instead of those of table C.9;

2)  thesecond column contains capability elements and attributes coming from the formal definition of
CapabilityBasedSecurity structure.

Table C.12: Capability-based security - CapabilitybasedSecurity elements equivalence

Ne Capability-based security Element's/attribute | Element's/attribute Guidance
element/attribute tag/name content/value reference

1 Version v v c.3.4.4)

2 TLSCertificate v c.3.5.1)

NOTE:  Other verifications, outside the scope of the REM baseline and in addition to the two above, are possible
at registration time and run-time, and they make sense for coherence with REM specification. Hence
some further note is given as best practice in clause D.4.

C.23.4.6 Capability - Discovery interface

Table C.13: Capability - Discovery

N° Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
3 TL Clause 9.4 M a), b) Discovery interface

Implementation guidance:
a) TheDiscovery Interface shall be implemented using TL.

b) Thedomain part of the recipient's email address shall be used to individuate the R-REM S capabilities (see the
derived rationales of table B.7 and table B.10).

ETSI



60 ETSI EN 319 532-4 V1.2.1 (2022-05)

C.2.3.5 Governance support

Table C.14: Common service interface - Governance

Ne Service/Protocol ETSI EN 319 532-2 [5] |Requirement |Implementation Notes
element main reference guidance
4 Policy 9.3 M a), b), c), d) Governance support

I mplementation guidance:
a) Thegovernance, operated by the REMID authority, should address at |east the following tasks:

I.  Publication of the REMID policy denoting the adoption of the REM baseline and the required additional
technical condition (e.g. regarding operation details like security, timeouts, historical retentions,
certificate details or similar which do not break interoperability). See some other information in
clausesD.1.3and D.2.2.3.

Il.  Ensuring the publication of the Capability and Security Information from any REM S adhering to the
REMID.

I1l.  Ensuring the referencing of the Capability and Security Information required to implement the REMID,
from the supporting Trusted List System through the ServiceSupplyPoint el ement (see clause C.2.3.4).

b) The URI used for the publication of the REMID policy and the additional information required by REM
baseline shall be set to the €SI SchenePol i cyCommuni t yRul es €lement of
Capabi | i t yAndSecuri tyl nf or mati on XML structure (see point iv./c.3.1.8 of table C.6, clause C.2.3.4.1 and
clause D.1.3).

NOTE 1. The published information is aset of data for governance and consultation purposes that is typically
defined initially and infrequently changed.

¢) Thedataused for automatic run-time operations should always be a"cached" copy of the "master" ones
maintained in TL and capability AndSecuritylnformation distribution points. That information is used by
applications in machine-processable way to ensure trust and interoperability. In any case, any Service Provider
should download the "master” copy from TL and capabilityAndSecuritylnformation, to align own "cached"
copy, according to practices already recommended for TL operations (see also clauses D.3 and D.4).

d) Theoperations practicesfor TL illustrated in ETSI TS 119 612 [12], clause 6 shall apply to
capabilityAndSecuritylnformation as well according to the REM D policy and with the roles properly
transposed into the context of the REMID. In particular, REM SPs shall publish, at the same locations where
they publish their capabilityAndSecuritylnformation XML file, a SHA-256 hash of such file - asit can be
retrieved from CSIDistributionPoints URI. The hash shall be published with the same CSIDistributionPoints
URI but replacing the ".xml" file extension, at the end of the absolute path, with ".sha2" (see also clauses D.3
and D.4).

NOTE 2: The mechanism, as mentioned earlier is used, by REM SPs, in combination with that defined in
point ix./c.3.1.8 of table C.6, clause C.2.3.4.1. The file with extension ".sha2" contains a digest of the
current version. Those illustrated in point ix., with the digest valuesin the filenames, refer to the historical
capability information.

An example of Trusted List with some of the fields expressed as per the prescriptions of the present clause C.2 is
illustrated in figure C.1.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<l--
The present docunent is an exanple for ETSI EN 319 532-4 xsd definitions and represents:
1. the nanespaces definitions relevant to a TL exenplification for REM basel i ne
2. a Trusted List (TL) XM structure conposed by:
- Trust Servi ceSt at usLi st
-->

<Trust Servi ceSt at usLi st
xm ns="http://uri.etsi.org/ 02231/ v2#"
TSLTag="http://uri.etsi.org/ 19612/ TSLTag"
| d="Tr ust Ser vi ceSt at usLi st - ERDS- Exanpl e" >
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<Schenel nf or mat i on>
<TSLVersi onl denti fi er>1</ TSLVer si onl denti fi er >
<TSLSequenceNunber >1</ TSLSequenceNunber >
<TSLType>http://uri.etsi.org/ TrstSvc/ Trust edLi st/ TSLType/ EUgeneri c</ TSLType>
<SchenmeQper at or Nanme>
<Name xmi :|ang="en">CC Supervi si on Agency</ Name>
<Nanme xml :|ang="cc">TBD i n CC | anguage</ Nanme>
</ SchenmeQper at or Nanme>
<SchenmeQper at or Addr ess>
<Post al Addr esses>
<Post al Address xml : | ang="en">
<Street Addr ess>CC Supervi si on Agency address</ Street Addr ess>
<Local i ty>CC | ocal i ty</ Local i ty>
<Post al Code>CC post al code</ Post al Code>
<Count r yName>CC</ Count r yName>
</ Post al Addr ess>
<Post al Address xm : | ang="cc" >
<Street Address>TBD i n CC | anguage</ Street Addr ess>
<Local ity>TBD i n CC | anguage</ Local i ty>
<Post al Code>CC postal code</ Post al Code>
<Count r yNane>CC</ Count r yName>
</ Post al Addr ess>
</ Post al Addr esses>
<El ect r oni cAddr ess>
<URI xm : | ang="en">mai | t 0: el DAS@C- super vi si on- agency. cc</ URl >
<URI xm : I ang="en">htt ps://ww. CC super Vi si on-agency. cc</ URl >
</ El ectroni cAddr ess>
</ SchenmeQper at or Addr ess>
<SchenmeNane>
<Name xmi :|ang="en">CC: Trusted |ist for ERDS servi ces</ Name>
<Nane xm : | ang="cc">CC:. TBD i n CC | anguage</ Name>
</ SchenmeNane>
<Schenel nf or mati onURI >
<URI xm :lang="en">https://CC supervisi on-agency.cc/tl-en. htm </ URl >
<URI xm :lang="cc">https://CC supervision-agency.cc/tl-cc.htm </URI>
</ Schenel nf or mati onURI >
<St at usDet er mi nati onApproach>http://uri.etsi.org/ TrstSvc/ Trust edLi st/ St at usDet n/ EUappr opri at e</ St at u
sDet er mi nat i onAppr oach>
<SchenmeTypeCommuni t yRul es>
<URI xm:lang="en">http://uri.etsi.org/ TrstSvc/ Trust edLi st/ schemerul es/ EUcommon</ URI >
<URI xm:lang="en">http://uri.etsi.org/ TrstSvc/ TrustedLi st/schenerul es/ CC</ URI >
</ SchemeTypeComuni t yRul es>
<ScheneTerrit ory>CC</ ScheneTerritory>
<Pol i cyOr Legal Noti ce>
<TSLLegal Noti ce xm :|ang="en">The applicable | egal </TSLLegal Noti ce>
<TSLLegal Noti ce xm :|ang="cc">TBD i n CC | anguage </ TSLLegal Noti ce>
</ Pol i cyOr Legal Noti ce>
<Hi st ori cal | nf ormati onPeri 0d>12345</ Hi st ori cal | nf or mati onPeri od>
<Poi nt er sToQ her TSL>
<O her TSLPoi nt er >
<ServiceDigital | dentities>
<ServiceDi gital | dentity>
<Digital | d>
<X509Certifi cat e>QUIDMII zCg==</ X509Certi fi cat e>
</Digital | d>
</ServiceD gital | dentity>
</ServiceDi gital | dentities>
<TSLLocati on>https://ec. europa. eu/tool s/lotl/eu-lotl.xm </TSLLocati on>
<Addi ti onal | nf or mati on>
<Q her | nf or mat i on>
<TSLType>http://uri.etsi.org/ TrstSvc/ Trust edLi st/ TSLType/ EU i st of t hel i st s</ TSLType>
</ & her | nf or mati on>
<l--[OM SS| §] - ->
</ Addi ti onal | nf or mati on>
</ & her TSLPoi nt er >
</ Poi nt er sToQ her TSL>
<Li st | ssueDat eTi mre>2020- 10- 03T08: 30: 00Z</ Li st | ssueDat eTi me>
<Next Updat e>
<dat eTi me>2021- 10- 03T08: 29: 59Z</ dat eTi me>
</ Next Updat e>
<Di stri buti onPoi nt s>
<URI >ht t ps: // CC- super vi si on- agency. cc/ TL- CC. xm </ URI >
</ Di stributi onPoi nt s>
</ Schenel nf or mat i on>
<Trust Servi ceProvi der Li st >
<Trust Servi ceProvi der >
<TSPI nf or mat i on>
<TSPNanme>

ETSI




62 ETSI EN 319 532-4 V1.2.1 (2022-05)

<Name xml :|ang="cc">Provi der 1 CC</ Name>
<Nanme xml :|ang="en">Provi der 1 CC</ Nanme>
</ TSPNane>
<TSPTr adeNane>
<Name xmi : | ang="en">VATCC- 12345678910</ Name>
<Name xmi :|ang="en">Provider 1 international trade name</ Name>
</ TSPTr adeNane>
<TSPAddr ess>
<Post al Addr esses>
<Post al Address xm : | ang="en">
<Street Address>Provi der 1 CC street address</StreetAddress>
<Local ity>Provider 1 CC | ocality</Locality>
<Post al Code>Provi der 1 CC postal code</ Postal Code>
<Count r yNane>CC</ Count r yName>
</ Post al Addr ess>
</ Post al Addr esses>
<El ect r oni cAddr ess>
<URI xm :lang="en">https://rem provider-1.cc</URl >
<URI xm:lang="en">mailto:rem provi der-1@em provi der - 1- domai n. cc</ URI >
</ El ect r oni cAddr ess>
</ TSPAddr ess>
<TSPI nf or mat i onURI >
<URI xm :lang="en">https://remprovider-1.cc/info.htm </ URI >
</ TSPI nf or nat i onURI >
</ TSPI nf or mat i on>
<TSPServi ces>
<TSPServi ce>
<Servi cel nf or mat i on>
<Servi ceTypel dentifier>http://uri.etsi.org/ TrstSvc/ Svctype/ EDS/ REM Q</ Servi ceTypel denti fi er>
<Ser vi ceNane>
<Name xmi :|ang="en">REM Provi der 1 CC</ Name>
<Nanme xml :|ang="cc">TBD i n CC | anguage</ Nanme>
</ Ser vi ceNane>
<ServiceDi gital | dentity>
<Digital | d>
<X509Certi fi cat e>QUIDMII zCg==</ X509Certi fi cat e>
</Digital | d>
<Digital | d>
<X509Subj ect Name>CN=REM Provider 1 CC, O=Org 1 CC, C=CC</ X509Subj ect Nanme>
</Digital | d>
<Digital | d>
<X509SKI >bDdPQ doM~VYREhGNDNZak FzbFhz PQo=</ X509SKI >
</Digital | d>
</ ServiceD gital | dentity>
<ServiceStatus>http://uri.etsi.org/ TrstSvc/ Trust edLi st/ Svcst at us/ gr ant ed</ Servi ceSt at us>
<StatusStartingTi me>2021-12-30T22: 00: 00Z</ St at usSt art i ngTi me>
<ScheneSer vi ceDefi ni ti onURI >
<URI
xm : 1 ang="en">htt ps:// TBD/ Opti onal SchenmeDefi ni ti onBy TLSOVaki ngRef er enceToREMBasel i ne. ht m </ URI >
</ SchemeSer vi ceDefi ni ti onURI >
<Servi ceSuppl yPoi nt s>
<Ser vi ceSuppl yPoi nt >snt p: r em provi der - 1- MX-r ecor d. cc: 25</ Ser vi ceSuppl yPoi nt >
<Servi ceSuppl yPoi nt >htt ps: //rem provi der - 1-
servi ce. cc/ Capabi | i t yAndSecuri t yMet adat a. xm </ Ser vi ceSuppl yPoi nt >
</ Ser vi ceSuppl yPoi nt s>
<TSPSer vi ceDefi ni ti onURI >
<URI xml :lang="en">https://remprovider-1-service.cc/index-en.htm </ URl >
<URI xml :lang="cc">https://remprovider-1-service.cc/index-cc.htm </ URl >
</ TSPSer vi ceDefi ni ti onURI >
</ Servi cel nf or mati on>
<Servi ceHi st ory>
<I--[OM SSI §] - - >
</ Servi ceHi st ory>
</ TSPServi ce>
</ TSPSer vi ces>
</ Tr ust Ser vi ceProvi der >
</ Trust Servi ceProvi der Li st >
<dsi g: Si gnature
xm ns: dsi g="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" |d="t| si g- 12345678910" >
<dsi g: Si gnedlI nf o>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
<dsi g: Si gnat ureMet hod Al gorithm="http://wwm. w3. or g/ 2007/ 05/ xm dsi g- nor e#sha256" / >
<dsi g: Reference |d="ref-id-12345678910" Type="" URI ="">
<dsi g: Tr ansf or ms>
<dsi g: Transform Al gorit hm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnat ure"/ >
<dsi g: Transform Al gorithm="http://ww:. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
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</ dsi g: Tr ansf or n>
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<dsi g: D gest Val ue>

KHNOZG uKTOgODVBMIYxMDdj YzgzZj c4AMTELICDMYYj FK YWYy YTK2NGNI MAMyNDI j NGVk MAEZ O&ZnZTg2 Yz Bk YWFi MDk 3Mz ¢ x Nwo=
</ dsi g: Di gest Val ue>

</ dsi g: Ref er ence>

<dsi g: Reference | d="ref-id-sp-1594988407883" Type="http://uri.etsi.org/ 01903#Si gnedProperties"

URI =" #Si gnedPr ops- 12345678910" >

<dsi g: Tr ansf or ms>
<dsi g: Transform Al gorithm="http://ww:. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >

</ dsi g: Tr ansf or s>
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >

<dsi g: Di gest Val ue>
KHNOZQ uKTOgODMBMIYxNMDAj YzgzZj c4MTELODMYY] Fk YWYy YTk 2NGNi MARMyNDI j NGVK MAEz OGZnZTg2 Yz Bk YWFi MDk 3Mz ¢ x Nwo =
</ dsi g: D gest Val ue>
</ dsi g: Ref erence>
</ dsi g: Si gnedlI nf o>
<dsi g: Si gnat ur eVal ue>QUIDMII zCg==</ dsi g: Si gnat ur eVal ue>
<dsi g: Keyl nf o>
<dsi g: X509Dat a>
<dsi g: X509Certi fi cat e>QUIDMII zCg==</ dsi g: X509Certifi cate>
</ dsi g: X509Dat a>
</ dsi g: Keyl nf o>
<dsi g: Ovj ect >
<xades: Qual i fyi ngProperties xm ns:dsig="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xades="http://uri.etsi.org/01903/v1. 3. 2#" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema-
i nstance" Target="#Xn DSi g- 12345678910" >
<xades: Si gnedProperties |d="Si gnedProps-12345678910" >
<xades: Si gnedSi gnat ur eProperti es>
<xades: Si gni ngTi me>2020- 10- 03T08: 30: 00Z</ xades: Si gni ngTi me>
<xades: Si gni ngCertificate>
<xades: Cert >
<xades: Cert Di gest >
<dsi g: Di gest Met hod Al gorithnm="htt p://wwmw. w3. or g/ 2001/ 04/ xm enc#sha256" / >
<dsi g: Di gest Val ue>QUIDMT| zCg==</ dsi g: Di gest Val ue>
</ xades: Cert D gest >

<xades: | ssuer Seri al >
<dsi g: X5091 ssuer Name>CN=REM Provider 1 CC, O=Org 1 CC, C=CC</dsi g: X509| ssuer Name>

<dsi g: X509Seri al Nunber >1</ dsi g: X509Ser i al Nunber >
</ xades: | ssuer Seri al >
</ xades: Cert >
</ xades: Si gni ngCertificate>
</ xades: Si gnedSi gnat ur eProperti es>

<xades: Si gnedDat aChj ect Properti es>
<xades: Dat a(hj ect For mat Cbj ect Ref er ence="#r ef -i d- 12345678910" >

<xades: M neType>t ext / xm </ xades: M neType>
</ xades: Dat abj ect For nat >
</ xades: Si gnedDat aChj ect Properti es>
</ xades: Si gnedPr operti es>
</ xades: Qual i fyi ngProperti es>
</ dsi g: Obj ect >
</ dsi g: Si gnat ur e>
</ Trust Servi ceSt at usLi st >

Figure C.1: Detailed Trusted List example for REM baseline

An example of Capability and Security Information, anchored in TL (see <Ser vi ceSuppl yPoi nt >htt ps: // rem
provi der - 1- servi ce. cc/ Capabi | i t yAndSecuri t yMet adat a. xni </ Ser vi ceSuppl yPoi nt > in TL example of

figure C.1), with some of the field expressed as per the prescriptions of the present clause C.2 isillustrated in
figure C.2.
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<?xm version="1.0" encodi ng="UTF- 8" ?>
S
The present docunent is an XM. exanple for ETSI EN 319 532-4 and represents:
1. the nanespaces definitions relevant to a Capability and Security |Information exenplification
for REM basel i ne
2. a schene information header for the XML structure conposed by:
- Schene Dat a
3. a Capability and Security Information (CSI) XM structure conmposed by:
- Capability Information (Cl)
- CapabilityMet adat a
- ERDSMet adat a
- Security Information (Sl)
- SecurityMet adat a
- CapabilityBasedSecurity
-->

<tns: Capabi | i t yAndSecuri tyl nf or mati on
xm ns:tns="http://uri.etsi.org/ 19532/ vi#"
xmns:tl="http://uri.etsi.org/ 02231/ v2#"
xm ns:ci ="http://uri.etsi.org/ 19522/ vi#"
xm ns:si="http://uri.etsi.org/ 19532/ v1#"
ver si on="EN319532v1" |d="sec-cap-neta-i d-0001">

<t ns: ScheneDat a>
<tns: CSl Versi onl denti fi er>1</tns: CSI Versi onl denti fi er>
<t ns: CS| SequenceNunber >3</ t ns: CSI SequenceNunber >
<t ns: CSI SchenmeQper at or Nanme>
<tl:Name xm :|ang="en">CC REM D aut hority</tl: Name>
<tl:Name xml :|ang="cc">TBD i n CC | anguage</t| : Name>
</t ns: CS|I SchemeQper at or Nane>
<t ns: CSI ScheneQper at or Addr ess>
<t|: Post al Addr esses>
<tl: Post al Address xml : | ang="en">
<tl:Street Address>CC REM D authority address</tl: Street Address>
<tl:Locality>CC | ocality</tl:Locality>
<tl: Post al Code>CC postal code</tl: Postal Code>
<t|: Count r yName>CC</ t | : Count r yName>
</tl: Post al Addr ess>
<tl: Post al Address xmnl : | ang="cc">
<tl:Street Address>CC REM D aut hority address (TBD i n CC | anguage) </tl: Street Address>
<tl:Locality>CC |ocality</tl:Locality>
<t|: Post al Code>CC postal code</tl: Postal Code>
<t|: Count ryName>CC</ t | : Count r yName>
</t : Post al Addr ess>
</tl: Post al Addr esses>
<tl:El ectroni cAddress>
<tl:URl xm:lang="en">mailto:el DAS@C rem d-authority.cc</tl:URl >
<tl:URl xm:lang="en">https://ww.CCrem d-authority.cc</tl:URl >
</tl:El ectroni cAddress>
</ tns: CS|I SchemeQper at or Addr ess>
<t ns: CS| Schenel nf or mat i onURI >
<tl:URl xm:lang="en">https://ww. CCrem d-authority.cc/rem d-scheme-en. htm </tl:URI >
<tl:URl xm:lang="cc">https://ww. CCrem d-authority.cc/rem d-scheme-cc.htm </tl:URI >
</ tns: CS| Schenel nf or mati onURI >
<t ns: CS| SchenePol i cyComruni t yRul es>
<tl:URl xm:lang="en">https://CCrem d-authority.cc/rem d-policy-en.htm </tl:URI >
<tl:URl xm:lang="cc">https://CCremd-authority.cc/remd-policy-cc.htm </tl:URI >
</ tns: CSl SchenePol i cyCommuni t yRul es>
<t ns: CSl| Poi nt er ToTL>ht t ps: // CC- TL- schene- oper at or. cc/ TL- CC. xm </ t ns: CSI Poi nt er ToTL>
<tns: CSl | ssueDat eTi me>2021- 01- 16 T07: 30: 00Z</ t ns: CSI | ssueDat eTi me>
<t ns: CSI Next Updat e>
<tl:dateTi mre>2021- 10- 03T06: 59: 59Z</ t| : dat eTi me>
</ t ns: CSI Next Updat e>
<tns: CSI D stri buti onPoi nt s>
<tl:URl >https://remprovider-1-service. cc/ CSlI - REM PROVI DERL. xm </t | : URI >
</tns: CSI D stributi onPoi nt s>
<t ns: CSl Poi nt er sToQ her Met adat a>
<tl:URl >https://rem provider-1-
servi ce. cc/ 13bf 128113f f 2f b9d3607d897c6f 403dc440278f ch914b8978c17bd812d03f 49. xm </t | : URI >
</ tns: CSI Poi nt er sToQ her Met adat a>
</t ns: ScheneDat a>

<t ns: Capabi | i t yMet adat a>
<ci : ERDSMet adat a ver si on="EN319522v1.1.1">
<ERDSI d | dentifi er SchemeName="http">http://rem provi der-1-service.cc/rens-id. ht M </ ERDSI d>
<ERDSDonai n>r em pr ovi der - 1- same- as- MX- r ecor d. cc</ ERDSDomai n>
<ERDSGover ni ngBody>Pr ovi der 1 CC</ ERDSCGover ni ngBody>
<ERDSPr of i | eSupported>http://uri.etsi.org/ 19532/ vl#/ REMdasel i ne</ ERDSPr of i | eSupport ed>
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<ERDSExpi r yDat eAndTi meSuppor t >f al se</ ERDSExpi r yDat eAndTi neSupport >

<ERDSSchedul edDel i ver ySuppor t >f al se</ ERDSSchedul edDel i ver ySuppor t >

<ERDSAssur ancelevel sSupport ed>

<Assur ancelevel >http://ei das. eur opa. eu/ LoA/ subst anti al </ Assur ancelLevel >

</ ERDSAssur ancelLevel sSupport ed>
<ERDSSupport edConsi gnnent Modes>htt p: // uri . etsi.org/ 19522/ vi#/ consi gnnent / basi c</ ERDSSupport edConsi gn
nment Mbdes>

</ ci : ERDSMet adat a>
</tns: Capabi | i t yMet adat a>

<tns: Securi t yMet adat a>
<si: Capabi |l i t yBasedSecurity versi on="EN319532v1">
<si:TLSCertificate>QUIDMII zCg==</si: TLSCertifi cat e>
</ si: Capabi |l i t yBasedSecurity>
</tns: SecurityMet adat a>

</tns: Capabi |l i t yAndSecuri tyl nf or mati on>

Figure C.2: Detailed Capability and Security Information for REM baseline

NOTE 3: "CC" or "cc" are used in figure C.1 and figure C.2 as placeholders representing the Country or the
language Code to outline all the country-specific details in the example. A particular caseisthe "cc"
country code place holder put at the top-level domain part of URIswhich isjust one possibility. Other
top-level domains are valid for any DNS name, without using exactly the country code.

C.3 ERDS evidence - composition

C.3.1 General requirements

With regardsto the ERDS evidence XML structure composition, the requirements given and explained in ETSI
EN 319 522-3 [3], clause 5 shall apply to REM baseline according to the provisions of the present clause and the
clauses C.3.2,C.3.3and C.3.4.

The regquirements on ERDS evidence Extensions summarized in clause C.3.2, table C.15 and table C.16 shall apply.

NOTE: The placeholder extensions option is used to host, in a natural way, additional elementsin the canonical
and ERDS evidence data structure without introducing syntactical discontinuity (see component EO1 as
specified in ETSI EN 319 522-2 [2], clause 8.2.28 and the derived rational es from statement 8 of
table B.13).

The ERDS evidence main structure requirements summarized in clause C.3.3, table C.17 shall apply.

The requirements on the presence and implementation guidance of the detailed ERDS evidence components
summarized in clause C.3.4 table C.18 shall apply.

The requirements on cardinality declined to the full set of events provided for in REM baseline, summarized in
table C.27, shall apply.

C.3.2 New ERDS evidence extensions

C.3.2.1 GeneralEvidencelnfo extension

The Extension (child of Extensions) root element for general additional ERDS information shall be
Cener al Evi dencel nf 0, andit shall have"f al se” asvaluefori sCri ti cal attribute (see pointsa) and b) of
table C.15 for the relevant implementation guidance).

NOTE 1. The child's elementsdefined in Gener al Evi dencel nf o are used in ageneral way through al the
events.
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Table C.15: ERDS evidence - composition general extensions requirements

N° Service/Protocol ETSI EN 319 522-2 [2] |Requirement | Implementation Notes
element main reference guidance
1 Extensions/ Clause 8.2.28 EO1 (0] a) see EO1 table C.27
GeneralEvidencelnfo
2 Extensions/ Clause 8.2.28 EO1 (0] b) see EO1 table C.27
GeneralEvidencelnfo/
Subject
UntrustedPathToRecipient

I mplementation guidance:

a)

GeneralEvidencelnfo XML structure shall be located at the Extensions/ Genera Evidencelnfo path, as a
specific instance of the ERDS evidence Extensions (see the rationales from statement 8 of table B.13). The
General Evidencelnfo element is defined at

http://uri.etsi.org/19532/v1. 1.7/ EVI DENCE19352v117-202201. xsd

(seeclause C.3.3 at point c) of table C.17 for atop-level illustration of the whole XML structure container of
the extensions). The fragment relevant to the present definition is copied below for information. The XML
Schema files shall take precedence in case of discrepancies between the XML schema excerpts provided in the
present document and the XML Schemafiles.

<!-- target Namespace="http://uri.etsi.org/ 19532/ v1#" -->

<l-- *** (ERDS evi dence) EXTENSI ONS *** -->

<l-- *** General Evi dencelnfo El ement: General ERDS evi dence extension el ements *** -->
<xs: el ement name="Gener al Evi dencel nf 0" type="GCeneral Evi dencel nf oType"/>

<xs: conpl exType nanme="Cener al Evi dencel nf oType" >

<xS:annotation>
<xs: docunent ati on>The General Evi dencel nfo's Subj ect child el ement contains

the Subject of the original nessage. Each UntrustedPathToRecipient child elenent identifies, with a
integer reference, the recipient anong all the recipients whose reachability by CSI is not verified.

</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs: el ement nane="Subject" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="Untrust edPat hToReci pi ent" type="xs:integer" m nCccurs="0"

maxQccur s=" unbounded"/ >

b)

</ xs: sequence>
</ xs: conpl exType>

The Gener al Evi dencel nf o extension element shall contain the following elements:

i.  Subject element shall be used, when specified by the sender, to capture the subject of the original

message as per the semantic defined in ETSI EN 319 522-2 [2], clauses 6.2.14 and 8.2.24, elements
MD14/M02.

ii.  UntrustedPat hToReci pi ent element shall identify, when the present event occurs, the recipient(s),
among all the intended recipients, whose reachability is not insurable through the CSI trust & security
mechanisms (even if it results practicable with the canonical SMTP flow). For matching an integer value
with one of the intended recipients, the first RecipientDetails child element in the list of recipients shall
be assigned the number 1.
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NOTE 2: Thismark can be used as avalid advice for the sender (since the SubmissionA cceptance ERDS evidence)
in overt cases of "not ensured recipients’ to the REM baseline circuit (e.g. recipients of ordinary email
whose domains are instantly recognized by CSI mechanisms as not ensured). But in some cases, the
converseis not generally true. A REM message can be sent to an "unregistered” recipient but with an
email domain/path perfectly ensured by CSl. In this case, the Unt r ust edPat hToReci pi ent mark isnot set
in the SubmissionAcceptance ERDS evidence (and so the sender isinitially led to believe that the
recipient is "ensured” to the REM baseline circuit). Indeed the sender isinformed later that the intended
recipient is "unregistered" to Recipient's REMS. Sender's REMS receives a RelayReject for the
"unregistered” recipient and, in turn, Sender's REM S issues a RelayFailure, with the same warning, for
the sender. So to be sure that arecipient is "ensured/registered” to the REM baseline circuit, itis
necessary to wait for the cycle completion with either the ContentConsignment or the RelayFailure
evidence. Again, Unt r ust edPat hToReci pi ent mark does not represent, in itself, an error condition, nor it
is necessarily used together with negative reason codes.

An example of the extension, as mentioned earlier in an ERDS evidence, with some of the fields expressed as per the
prescriptions of the present clause, isillustrated in figure C.3.

<t ns: Ext ensi ons>
<tns: Extension isCritical ="fal se">
<ext : Gener al Evi dencel nf 0>
<ext: Subj ect>this is the subject</ext: Subject>
<ext: Unt rust edPat hToReci pi ent >2</ ext : Unt r ust edPat hToReci pi ent >
<ext: Unt rust edPat hToReci pi ent >3</ ext : Unt r ust edPat hToReci pi ent >
</ ext: Gener al Evi dencel nf 0>
</t ns: Ext ensi on>

</t ns: Ext ensi ons>

Figure C.3: ERDS evidence general extension example

C.3.2.2 RelayEvidencelnfo extension

The Extension (child of Extensions) root element for general additional ERDS information shall be
Rel ayEvi dencel nf o, andit shall have"f al se" asvaluefori sCriti cal attribute (see point a) of table C.16
for the relevant implementation guidance).

NOTE: The child elementsdefined in Rel ayEvi dencel nf o areused in apeculiar way for relay events.

Table C.16: ERDS evidence - composition relay extensions requirements

Ne Service/Protocol ETSI EN 319 522-2 [2] |Requirement | Implementation Notes
element main reference guidance
1 Extensions/ Clause 8.2.28 EO1 (0] a) see EO1 table C.27
RelayEvidencelnfo/
2 Extensions/ Clause 8.2.28 EO1 (0] b) see EO1 table C.27
RelayEvidencelnfo/
RelayEvidenceRefersTo

I mplementation guidance:

a) RelayEvidencelnfo XML structure shall be located at the Extensions/ RelayEvidencelnfo path, as a specific
instance of the ERDS evidence Extensions (see the rationales from statement 8 of table B.13). The
RelayEvidencelnfo element is defined at
http://uri.etsi.org/19532/v1. 1.7/ EVI DENCE19352v117-202201. xsd

(see clause C.3.3 at point c) of table C.17 for atop-level illustration of the whole XML structure container of
the extensions). The fragment relevant to the present definition is copied below for information. The XML
Schemafiles shall take precedence in case of discrepancies between the XML schema excerpts provided in the
present document and the XML Schema files.

<!-- target Namespace="http://uri.etsi.org/ 19532/ v1#" -->
<l-- *** (ERDS evi dence) EXTENSI ONS *** -->

<l-- *** RelayEvidencelnfo El enent: Relay ERDS evi dence extension el enents *** -->
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<xs: el ement name="Rel ayEvi dencel nf 0" type="Rel ayEvi dencel nf oType"/>

<xs: conpl exType name="Rel ayEvi dencel nf oType" >
<xs:annot ati on>
<xs: docunent ati on>Each Rel ayEvi denceRefersTo child elenent identifies, with
a integer reference, one of the intended recipients whose the relay evidence refers to, anong al
the RecipientDetails occurrences
</ xs: document ati on>
</ xs:annot ati on>
<XS:sequence>

<xs: el ement name="Rel ayEvi denceRef ersTo" type="xs:integer" m nCccurs="0"
maxQccur s="unbounded"/ >

</ xs: sequence>
</ xs: conpl exType>

b) TheRel ayEvi dencel nfo element, composed by a sequence of Rel ayEvi denceRef er sTo child elements shall
identify, with an integer reference, the recipient(s) whose the relay evidence refers to, among al the intended
RecipientDetails occurrences (starting from the number 1 to match the first recipient of the succession, and so
on).

An example of the extension, as mentioned earlier in an ERDS evidence, with the fields expressed as per the
prescriptions of the present clauseisillustrated in figure C.4.

<t ns: Ext ensi ons>

<tns: Extension isCritical ="fal se">
<ext: Rel ayEvi dencel nf o>
<ext: Rel ayEvi denceRef er sTo>2</ ext : Rel ayEvi denceRef er sTo>
<ext: Rel ayEvi denceRef er sTo>3</ ext : Rel ayEvi denceRef er sTo>
</ ext: Rel ayEvi dencel nf 0>
</t ns: Ext ensi on>
</t ns: Ext ensi ons>

Figure C.4: ERDS evidence relay extension example

C.3.3 Composition requirements

Table C.17: ERDS evidence - composition top-level requirements

Ne Service/Protocol ETSI EN 319 522-2 [2] |Requirement | Implementation Notes
element main reference guidance
. Top-level
1 ERDS evidence Clause 8 M a), b), c), d) requirements

Implementation guidance:

a) The ERDS evidence instances incorporated as attachments in any REM message shall be composed by a
selection of the necessary elements, from the full list in ETSI EN 319 522-2 [2], clause 8, according to the
presence and cardinality requirements defined in table C.27 of the clause C.4.5.4 (see the derived rationales
from statement 8 of table B.13).

b)  The collection of elements constituted according to the previous point @) shall be implemented through an
XML structure fully defined by the following three sections:

i. an XSD wrapping skeleton composed of the namespace definitions and a suitable ordered list of imports,
useful for any section in the XSD;

ii. themain ERDS evidence XSD scheme section (see ETSI EN 319 522-2 [2], clause A.1);

iii. the ERDS Extensions XSD scheme section (see clause C.3.2 and next point c) for the implementation).
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¢) Thewhole XML structure container of ERDS evidence, constituted according to the previous pointsi., ii. and
iii. shall be implemented through the REM baseline XML scheme definition for ERDS evidence, defined at
http://uri.etsi.org/19532/v1. 1.7/ EVI DENCE19352v117- 202201. xsd, of which a fragment
significant in the present clause is copied below for information. The XML Schema files shall take precedence
in case of discrepancies between the XML schema excerpts provided in the present document and the XML
Schemafiles.

NOTE 1. The XML Schemafile to be stored at the location indicated above when the present document will be
published, isfor the time being contained in the attachment en_31953204v010201p.zip accompanying the
present document.

<?xm version="1.0" encodi ng="UTF-8"?>

<!__ *kkkk*k '\D‘I’ICE******
The present docunent is part of ETSI EN 319 532-4 and represents:
1. the nanespaces definitions and
2. the required inmports for REM basel i ne ERDS evi dence schenma (Evi dence) are conposed of:
- ERDSEvi dence
- ERDSExt ensi ons
- el DAS SAML Attribute Profile for Legal and Natural Personldentifier
-->

<xs:schenm target Namespace="http://uri.etsi.org/ 19532/ v1#"
xm ns="http://uri.etsi.org/ 19532/ vi#"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" attri buteFornDefaul t="unqualified">

<l-- *** |nports facility section *** -->

<l-- schenaLocation="http://ww. w3. or g/ TR/ 2002/ REC- xm dsi g- cor e- 20020212/ xm dsi g- cor e-
schema. xsd"/> -->
<xs:inport namespace="http://ww.w3. org/ 2000/ 09/ xm dsi g#"
schemalLocat i on="xnl dsi g- cor e- schema. xsd"/ >

<l-- schenaLocation="http://ww. wW3. or g/ TR/ 2002/ REC- xm enc- cor e- 20021210/ xenc- schema. xsd"/ > -

<xs:inport namespace="http://ww. w3. org/ 2001/ 04/ xm enc#"
schemalLocat i on="xenc-schema. xsd"/ >

<l-- schenaLocation="http://ww.w3. org/ 2001/ xm . xsd"/> -->
<xs:inport namespace="http://ww. w3. or g/ XM/ 1998/ nanespace"
schemaLocati on="xm . xsd"/ >

<!-- schemaLocati on="http://docs. oasi s-open. org/ security/sam /v2. 0/ sam - schema- assertion-
2.0.xsd"/> -->
<XS:inport namespace="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion"
schemaLocati on="samnl - schema- asserti on- 2. 0. xsd"/ >

<!-- schemaLocation="http://uri.etsi.org/19612/v2.2.1/ts_119612v020201_201601xsd. xsd"/> -->
<xs:inport namespace="http://uri.etsi.org/ 02231/ v2#"
schemalLocation="ts_119612v020201_201601xsd. xsd"/ >

<I-- xsd from'el DAS SAML Attribute Profile v1.2. pdf' for Legal Personldentifier
definitions, section 2.3.2 - Figure 11 -->
<xs:inmport namespace="http://eidas. europa.eu/attributes/|egal person"
schemaLocati on="el DAS_SAM__Attri bute_Profil e-Legal Personldentifiers-vil.1.2.xsd"/>

<l-- xsd from'el DAS SAML Attribute Profile v1.2.pdf' for Natural Personldentifier
definitions, section 2.2.2 - Figure 1 -->
<xs:inmport namespace="http://eidas. europa. eu/attributes/ natural person"
schemalLocat i on="el DAS_SAM__Attri bute_Profil e-Natural Personldentifiers-vi.1.2. xsd"/>

<l-- Note: the document 'el DAS SAML Attribute Profile vl1.2.pdf' containing the xsd for the
previous two inports is available at:
https://ec. europa. eu/ cef di gi tal/w ki /downl oad/ attachment s/ 82773108/ el DASY20SAM_L%20At t ri but e%20Pr of i |
e%0v1. 2920Fi nal . pdf ?ver si on=2&nodi fi cati onDat e=1571068651772&api =v2 -->

<l-- *** ROOT Elenent: Evidence *** -->
<xs:inport namespace="http://uri.etsi.org/ 19522/ v1#"
schemalLocat i on="ERDS19522v111-201902v0. 0. 5. xsd"/ >
<l-- Note: the document 'en_31952203v010101p0. zi p' contai ning the xsd for the previous
inmport is available at:
https://ww. etsi.org/deliver/etsi_en/ 319500 _319599/31952203/01. 01. 01_60/ en_31952203v010101p0. zip -->

<l-- *** EXTENSI ONS *** -->
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<l-- see clauses C3.2.1 and C3.2.2 -->

</ xs: schema>

ETSI EN 319 532-4 V1.2.1 (2022-05)

NOTE 2: The schema fragment above uses the explicit method of loca caching of any XSD namespace needed to
be imported to avoid the impact of reloading the schema from the internet every time (consider that in
production systems, the validation processes can require hundreds of checks per second, and the
download is hot practicable). Anyway, the original and canonical location is specified as XML comment
just before the import for the once-only first download, or to set always, aslocation, just in caseitis

d)

considered favourable.

The root element of XSD structure for ERDS evidence, constituted according to the previous points a), b) and
¢) shall be Evi dence, and the value of ver si on attribute shall be"EN319522v1. 1. 1",

C.3.4 Detail requirements

Table C.18: ERDS evidence - composition specific requirements

N° Service/Protocol element ETSI EN 319 522-2 [2] |Requirement | Implementation Notes
main reference guidance
1 |Evidenceldentifier Clause 8.2.1 G01 M a) see GO1 table C.27
2 |Version Clause 8.2.2 G02 M b) see GO2 table C.27
3 |ERDSEventld Clause 8.2.3 G03 M ) see GO3 table C.27
4 |EventReason Clause 8.2.4 G04 M d) see G04 table C.27
5 |EventTime Clause 8.2.5 G05 M e) see GO5 table C.27
6  |EvidencelssuerPolicylD Clause 8.2.7 RO1 M f) see RO1 table C.27
7 |EvidencelssuerDetails Clause 8.2.8 R02 M 9) see R0O2 table C.27
8 |SenderDetails/Identity Clause 8.2.10 101 (@) h) see 101 table C.27
9 |SenderDetails/Identifier Clause 8.2.11 102 M h) see 102 table C.27
10 [RecipientDetails/Identity Clause 8.2.14 105 0 i) see 105 table C.27
11 |RecipientDetails/Identifier Clause 8.2.15 106 M i) see 106 table C.27
12 |SubmissionTime Clause 8.2.25 M03 M/Conditional )] see M03 table C.27
13 |Messageldentifier Clause 8.2.23 M01 M k) see MO01 table C.27
14 |UserContentinfo Clause 8.2.24 M02 M ) see M02 table C.27
15 |Signature Clause 8.2.9 R03 M m) see RO3 table C.27
16 |Extensions Clause 8.2.28 EO1 M/Conditional n) see EO1 table C.27
17 |EvidenceRefersToRecipient Clause 8.2.18 109 M/Conditional 0) see 109 table C.27
18 |Sender/AssurancelevelsDetails | Clause 8.2.19 110 M/Conditional p) see 110 table C.27
19 |ExternalERDSDetails Clause 8.2.27 M05 M/Conditional o)) see MO5 table C.27
NOTE: The "Conditional" requirement category is used in addition to that defined in table 1, with the meaning that the

relevant requirement is subject to particular conditions made explicit in the implementation guidance and

related notes.

Implementation guidance:

a)

The Evidencel dentifier element shall be a UID generated according to IETF RFC 5322 [8], clause 3.6.4.

NOTE 1. Thiselement can be set to the same value of the Message-1D header of the REM message (upon which
the ERDS evidence will be attached) whenever it is possible. But thisis not generally true. In fact, in the
case of SubmissionA cceptance event, this cannot be possible: the ERDS evidence is the same for both
REM dispatch and REM receipt, and thus such two REM messages, being two distinct messages, cannot
have the same Message-1D value.

b)
©)

Thever si on attribute shall be set to "EN319522v1.1.1".

The ERDSEvent | d element shall be one of the URI of table 2 of ETSI EN 319 522-3 [3], clause 5.2.2.5
according to one of the events foreseen for REM baseline and illustrated in clauses C.4.5.1, C.4.5.2 and
C.4.5.3. (seetheitem GO3 of table C.27 for the full list of admitted events, and the URI in column 1, table 3 of
ETSI EN 319 522-3 [3], clause 5.2.2.5).
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d) TheEvent Reason element shall be set asfollows:

I.  Code: field set to the appropriate URI of table 3 of ETSI EN 319 522-3 [3], clause 5.2.2.7 according to
one of the reasons, summarized in the 'URI code' cell of table C.28 for REM baseline, as prescribed in
clausesC.4.5.1, C.4.5.2and C.4.5.3.

Il. firstDetail s: field set to the appropriate 'details code' value, from the second column of table C.28

I11.  second Det ai | s: field set to the appropriate 'reason details textual description of the event reason, got
from the third column of table C.28.

EXAMPLE 1.

<t ns: Event Reasons>

<t ns: Event Reason>
<Code>http://uri.etsi.org/ 19522/ Event Reason/ MessageAccept ed</ Code>
<Det ai | s>RA01</ Det ai | s>
<Det ai | s>Message accept ed</ Detai | s>

</tns: Event Reason>

</t ns: Event Reasons>

€) Other possible Det ai | s components shall appear after the two canonical elements, as for the previous
prescription. The Event Ti ne element shall be set with the time raising the event (seeinstant time TO in
figure B.9, figure B.10, figure B.11 and figure B.12).

f)  TheEvi dencel ssuer Pol i cyl Delement shall be set at |east with the following URIs (see clause D.1.3):
I.  http://uri.etsi.org/19532/v1#/REMbaseline.

Il. <URI of the"en" International/English page of the REMID policy specified in
CSI SchemePolicyCommunityRules element of CapabilityAndSecuritylnformation>
(e.g. https://CC-remid-authority.cc/remid-policy-en.html).

g) The Evidencel ssuerDetails element shall be set asfollows, according to eilDAS TS SAML Attribute Profile
[15], clauses 2.3.2 and 2.3.4 of which an excerpt is copied below for information:

<t ns: Evi dencel ssuerDet ai | s>
<tns:ldentity>
<sam : Attribute
Fri endl yNane="Legal Nane"
Nane="http://ei das. europa. eu/ attri but es/| egal per son/ Legal Nane"
NaneFor nat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-fornmat: uri ">
<sam : AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:type="el p: Legal NaneType">"LEGAL NAME OF THE SERVI CE PROVI DER'
</sam : Attri buteVal ue>
</sam : Attribute>
</tns:ldentity>
</tns: Evi dencel ssuerDet ai | s>

Where:

] Thevalue"LEGAL NAME OF THE SERVI CE PROVI DER' shall be set to the same value used in the
ERDSGoverningBody ERDSM etadata element (see point ¢.3.3.2 of table C.8).

L] The other attribute values shall be set as per the excerpt above.
NOTE 2: The namespace prefixest ns, san , xsi , el p are not fixed and have the usual rolein an XML.

h)  The SenderDetails/Sender's Identity attributes element shall be set as follows, according to el DAS TS SAML
Attribute Profile [15], clauses 2.2.2 and 2.2.3 of which an excerpt is copied below for information (see aso the
best practices at statement 3) of the clause D.4.2):

l. 101: this component shall be used only for users belonging to qualified REM SP and according to the
presence requirement summarized in table C.27 (and possibly, to further arrangements at REM D policy
intended to reinforce its adoption during the issuing of the ERDS evidence).

<tns:ldentity>
<sam : Attribute
Fri endl yNane="Per sonl denti fier"
Nane="http://ei das. europa. eu/ attri but es/ nat ur al per son/ Per sonl denti fier"
NaneFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-fornmat: uri ">
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<saml : AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema-
i nstance" xsi:type="enp: PersonldentifierType">"Source CC'/"Dest CC'/"userid"
</sam : Attri buteVval ue>
</sam : Attribute>
</tns:ldentity>

Where:

" Thevalue" Source CC'/"Dest CC'/"userid" should be set asfollows:
- "Source CC': the Country Code of the «user» (the sender in this case)

- "Dest CC': the Country Code of the REM SP (the pertinent EU M S of the sender's REM SP
in this case)

- "useri d": the sha256 digest (transformed in uppercase) of the user's email (picked up in
lowercase)

EXAMPLE 2: ES/| T/ 466FA5C7D106870115F12BABFE65B7A3647E828B65BA0EBESB5D38691 DCC3F78

ES for a Spanish user

I T for an Italian REMSP
466FA5C7D106870115F12BABFE65B7A3647E828B65BA0EBESB5D38691DCC8F78

for the sender @s-rems.rem email

- The other attribute values shall be set as per the excerpt above.

NOTE 3. The namespace prefixest ns, sani , xsi , enp are not fixed and have the usual role in an XML.

NOTE 4: If theissuer of the ERDS evidenceisthe sender's REMSP, it is, by definition, the entity to which the

sender is "registered". Therefore, the sender's REM SP has all the information to fill in the 101
component. And conversely, when the issuer of the ERDS evidence istherecipient's REMSP, it has, asa
starting point, the SubmissionAcceptance ERDS evidence attached to the REM dispatch which can be
used as source information to fill in the |01 component.

1. 102:
<ldentifier ldentifierScheneName="nmilto">"sender's enmil addr"</ldentifier>

The RecipientDetail s/Recipient's |dentity attributes element shall be set as follows, according to el DAS TS
SAML Attribute Profile [15], clauses 2.2.2 and 2.2.3 of which an excerpt is copied below for information (see
also the best practices at statement 3) of the clause D.4.2):

l. 105: this component (one instance for each intended recipient) shall be used only for users belonging to
gualified REM SP and according to the presence requirement summarized in table C.27 (and possibly, to
further arrangements at REM I D policy intended to reinforce its adoption during the issuing of the ERDS
evidence).

<tns:ldentity>
<sanml : Attribute
Fri endl yNane="Per sonl denti fier"
Nane="http://ei das. europa. eu/ attri but es/ nat ur al per son/ Per sonl denti fier"
NameFor mat =" ur n: oasi s: nanmes: tc: SAML: 2. 0: attrnane-format: uri">
<saml : AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema-
i nstance" xsi:type="enp: PersonldentifierType">
"Source CC'/"Dest CC'/"userid"
</ sam : Attri but eval ue>
</sam : Attribute>
</tns:ldentity>

Where:
- Thevalue" Source CC'/"Dest CC'/"userid" shal beset asfollows:
. “Source CC': the Country Code of the «user» (the recipient in this case)

. "Dest CC': the Country Code of the REMSP (the pertinent EU M S of the recipient's REMSP in
this case)

"userid": sha256 digest (transformed in uppercase) of the user's email (picked up in lowercase).

ETSI



73 ETSI EN 319 532-4 V1.2.1 (2022-05)

EXAMPLE 3:  DE/ DE/ 3A7D68B6BD4C5CF1EB8D3F22E58679419AC5BBA466650035E73B2F54349F9868

DE for a German user

DE for a German REMSP
3A7D68B6BD4C5CF1EBSD3F22E58679419AC5BBA466650035E73B2F54349F9868

for the recipient@r-rems.rem email
- The other attribute values shall be set as per the excerpt above.
NOTE 5: The namespace prefixest ns, sani , xsi , enp are not fixed and have the usual role in an XML.

NOTE 6: If theissuer of the ERDS evidence isthe sender's REMSP, it usually does not have the information to fill
in the 105 component (unless, for example, the case where SREM S = R-REMYS). Typically, such feature
is not present except in instances where an ERDS evidence isissued after or as a consequence of another
ERDS evidence coming from R-REMS (e.g. the issuing of a RelayFailure ERDS evidence as aresult of a
RelayRejection evidence): in such events, the triggering ERDS evidence, coming from R-REMS (and so
having the 105 component, as explained below) can be used as source information to fill in the 105
component.

And conversely, when the issuer of the ERDS evidence isthe recipient's REMSP, it is, by definition, the
entity to which the recipient is "registered”. Therefore, the recipient's REMSP has all the information to
fill in the 105 component.

I. 106:
<ldentifier IdentifierSchemeName="mailto">"recipient's email addr"</Identifier>

i)  The SubmissionTime element shall be set with the time raising the initial delivery process (see instant time TO
in figure B.9) that have to be "copied" to the M03 element of any ERDS evidence according to the presence
and cardinality requirements defined in table C.27 of the clause C.4.5.4.

k) The Messageldentifier element shall be a UID generated according to IETF RFC 5322 [8], clause 3.6.4 (see
also point @) above).

[)  The UserContentinfo element shall be set asfollows:

<t ns: User Cont ent | nf o>
<AppLayer | dentifier>"UA message-| D'</ AppLayer | dentifier>
<Conposi ngPar t s>1</ Conposi ngPar t s>
<tns: Part sl nf o>
<tns: Part | nfo>
<ldentifier>urn:oid:1.3.6.1.7</ldentifier>
<Cont ent Type>message/ r f c822</ Cont ent Type>
<ds: Di gest Met hod Al gorithm="URl of used al gorithn/>

<ds: Di gest Val ue>"base64 val conmputed with the D gestMethod"</ds: D gest Val ue>
</tns: Part!| nf o>

</tns: Partslnfo>
</tns: User Cont ent | nf 0>

Where, about the variable parts:

- The value of the element " AppLayer I denti fi er" shall be set to the original message's Message-1D
header taking care of the necessary transcoding of the not admitted characters in the values of XML

elements (e.g. the '<' and '>' characters, systematically present in Message-1D headers, are trandated in
'&It; ' and '&gt;' entities)

NOTE 7: "AppLayeridentifier" element value has the same value as the header MD14/REM -
UAMessagel dentifier, apart from the XML transcoding not used in email headers.

- The value of the attribute Par t I nf o/ Di gest Met hod Al gori t hmshall be set according to clause C.4.5.1
table C.22 point ¢)/IV.

NOTE 8. "Di gest Met hod Al gorit hnt attribute value has the same value as the header MD14/REM -
DigestAlgorithm.

The value of the element Part I nf o/ Di gest Val ue shall be set according to clause C.4.5.1 table C.22
point c)/V.

NOTE 9: "Di gest Val ue" hasthe same value as the header MD14/REM-DigestValue.
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NOTE 10: The namespace prefixest ns and ds are not fixed and have the usual rolein an XML.

m) The Signature element shall include digital signature and time-stamp token as defined in clauses C.4.3 and
C.4.4.

n)  The Extension element shall be set according to clause C.3.2 table C.15 and table C.16.

0) The EvidenceRefersToRecipient element shall be set according to ETSI EN 319 522-3 [3], clause 5.2.2.21 (see
clause C.4.5.3, table C.25 points a)ll, h)l, h)Il1 and i)Il for specific usage of this element).

p) The Sender/Assurancel evelsDetails element shall be set according to ETSI EN 319 522-3 3], clause 4.3.14
selecting the choices of the XSD definitions to assume the following XML structure:

<Assur ancelLevel sDet ai | s>
<d obal Assur ancelLevel >
<Assur ancelLevel >"assurance | evel URI "</ AssurancelLevel >
<Pol i cyl D>"assurance | evel policy URI "</Policyl D>
</ A obal Assur ancelLevel >
<tns: Aut henti cati onDet ai | s>
<Aut henti cati onTi ne>"aut henti cation time"</AuthenticationTi ne>
<Aut henti cat i onMet hod>"aut henti cati on nmet hod URI "</ Aut henti cati onMet hod>
</tns:Aut henticationDetail s>
</ Assur ancelLevel sDet ai | s>

Where:

- The" AssurancelLevel * element value shall be set to the URI:
http://eidas. europa. eu/ LoA/ subst anti al

- The"pol i cyl D' element value shall be set to a URI referencing the assurance levels definitions
- The"Aut henti cati onTi me" element value should be set as follows:

. The time of the session authentication, in case of web authentications or any case providing session
mechanism.

. The closest one authentication time to the submission event, in other cases, (i.e. when there are
multiple authentications before the submission event).

g) The Externa ERDSDetails element refers to the counterpart service, in respect to the ERDS evidence issuer,
and shall be set asfollows, according to el DAS TS SAML Attribute Profile [15], clauses 2.3.2 and 2.3.4 of
which afragment is copied below for information:

<t ns: Ext er nal ERDSDet ai | s>
<tns:ldentity>
<sam : Attribute
Fri endl yNane="Legal Nane"
Nane="http://ei das. europa. eu/ attri but es/ | egal per son/ Legal Nane"
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format: uri ">
<sam : AttributeVal ue xnl ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :type="el p: Legal NameType" >"LEGAL NAME OF THE SERVI CE PROVI DER'
</sam : AttributeVal ue>
</sam : Attribute>
</tns:ldentity>
</t ns: Ext er nal ERDSDet ai | s>

Where:

- Thevalue"LEGAL NAME OF THE SERVI CE PROVI DER' shall be set to the same value used in
ERDSGoverningBody ERDSM etadata element of the "other party” of the transaction in respect to the
issuer (see element g) above for the issuer counterpart, and point ¢.3.3.2 of table C.8).

- The other attribute values shall be set as per the excerpt above.

NOTE 11: The namespace prefixest ns, san , xsi , el p are not fixed and they assume the classical role they havein
an XML.

A complete example of ERDS evidence for SubmissionAcceptance event with some of the fields expressed as per the
prescriptions of the present clause C.3 isillustrated in figure C.5.
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<?xm version="1.0" encodi ng="UTF- 8" ?>
S
The present docunent is an XM. exanple for ETSI EN 319 532-4 and represents:
1. the nanespaces definitions relevant to an ERDS evi dence exenplification for REM baseline

2. an ERDS evi dence XM structure conposed by:
- Evi dence
-->

<t ns: Evi dence versi on="EN319522v1. 1. 1"
xm ns:tns="http://uri.etsi.org/ 19522/ vi#"
xm ns: ext="http://uri.etsi.org/ 19532/ v1i#"
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
xm ns: ds="http://wwm. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: el p="http://ei das. europa. eu/attributes/| egal person"
xm ns: enp="http://ei das. eur opa. eu/ attri but es/ nat ur al per son">

<tns: Evi dencel denti fi er >76 AOCF65. 00566CEO. 025BE6B4. 03B4A2C1. r emt servi ce@-
rens. renx/tns: Evi dencel denti fi er>

<t ns: ERDSEvent | d>http://uri.etsi.org/ 19522/ Event/ Subm ssi onAccept ance</ t ns: ERDSEvent | d>

<t ns: Event Reasons>
<t ns: Event Reason>
<Code>http://uri.etsi.org/ 19522/ Event Reason/ MessageAccept ed</ Code>
<Det ai | s>RA01</ Det ai | s>
<Det ai | s>Message accept ed</Detail s>
</t ns: Event Reason>
</t ns: Event Reasons>

<Event Ti mne>2018- 01- 16T07: 30: 00Z</ Event Ti me>

<t ns: Evi dencel ssuer Pol i cyl D>

<Pol i cyl D>http://uri.etsi.org/ 19532/ vi#/ REMdasel i ne</ Pol i cyl D>

<Pol i cyl D>https://CC-rem d-authority.cc/rem d-policy-en.htm </ Policyl D>
</tns: Evi dencel ssuer Pol i cyl D>

<t ns: Evi dencel ssuer Det ai | s>
<tns:ldentity>
<sam : Attribute
Fri endl yNane="Legal Nane"
Nanme="htt p://ei das. europa. eu/ attri but es/ | egal per son/ Legal Nane"
NaneFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrnane-format : uri ">
<saml : Attri buteVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :type="el p: Legal NaneType" >S- REMS provi der </ sam : Attri but eVal ue>
</sam : Attri bute>
</tns:|dentity>
</tns: Evi dencel ssuer Det ai | s>

<t ns: Sender Det ai | s>
<tns:ldentity>
<sam : Attri bute
Fri endl yNane=" Per sonl denti fier"
Nane="htt p://ei das. eur opa. eu/ at t ri but es/ nat ur al per son/ Per sonl denti fi er"
NameFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrnane-format: uri ">
<saml : Attri but eVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi :type="enp: Personl dentifi er Type">CC CC/ 466FA5C7D106870115F12BABFE65B7A3647E828B65BA0EBESB5D38691D
CC8F78</sanl : Attri but eVal ue>
</saml : Attri but e>
</tns:|dentity>
<ldentifier |dentifierSchemeName="nmilto">sender @-rens.renx/ldentifier>
<Assur ancelevel sDet ai | s>
<d obal Assur ancelLevel >
<Assur ancelevel >htt p:// ei das. eur opa. eu/ LoA/ subst anti al </ Assur ancelLevel >
<Pol i cyl D>https:// CC-remi d-aut hority.cc/rem policy-cc#assurance-| evel -
pol i cy</ Pol i cyl D>
</ d obal Assur ancelLevel >
<tns: Aut henti cati onDet ai | s>
<Aut henti cati onTi me>2018- 01- 16T07: 25: 00Z</ Aut hent i cati onTi me>
<Aut henti cati onMet hod>htt ps:// CC-rem d-aut hority.cc/rem policy-cc#aut hentication-
met hod</ Aut henti cat i onMet hod>
</tns: Aut henti cati onDetail s>
</ Assur ancelLevel sDet ai | s>
</t ns: Sender Det ai | s>

<t ns: Reci pi ent Det ai | s>

<l dentifier IdentifierSchemeName="mailto">recipient@-rens.renx/|dentifier>
</tns: Reci pi ent Det ai | s>
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<t ns: Submi ssi onTi me>2018- 01- 16T08: 30: 00Z</ t ns: Subni ssi onTi me>

<t ns: Messagel denti fi er >76 A0CF65. 00566CEQ. 025BE6B4. 85251369. r em ser vi ce@-
rems. renx/ tns: Messagel denti fi er>

<t ns: User Cont ent | nf 0>
<AppLayer |l dentifier>& t; 00be01d30072%f de7b950%f 9b72bf 0$@e&gt ; </ AppLayer | denti fi er>
<Conposi hgPart s>1</ Conposi ngPart s>
<tns: Part sl nf o>
<tns: Part | nf o>
<l dentifier>urn:oid:1.3.6.1.7</ldentifier>
<Cont ent Type>nmessage/ r f c822</ Cont ent Type>
<ds: Di gest Met hod Al gorithm="htt p://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue> knBnoxERawpFLNnZ8ARP7p4zckt EFFOABmWISqpvI Pc4=</ ds: Di gest Val ue>
</tns: Part | nfo>
</tns: Part sl nf o>
</t ns: User Cont ent | nf 0>
<t ns: Ext ensi ons>
<tns: Extension isCritical ="fal se">
<ext : Gener al Evi dencel nf 0>
<ext : Subj ect >Pur chase order #1237</ext: Subj ect >
</ ext: Gener al Evi dencel nf o>
</ t ns: Ext ensi on>
</t ns: Ext ensi ons>
<dsi g: Si gnature
xm ns: dsi g="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" | d="evdsi g- 12345678910" >
<dsi g: Si gnedl nf o>
THE XaDES- B-T S| GNATURE HERE
</ dsi g: Si gnedlI nf o>
</ dsi g: Si gnat ur e>
</tns: Evi dence>

Figure C.5: Detailed ERDS evidence example

C.4  Digital signatures and time-stamp

C.4.1 Overview

Clause C.4 specifies the minimum requirements for the digital signatures and time-stamp application in REM
messaging.

C.4.2 REM messages - digital signature provisions

Regarding digital signatures, signing al the components of REM messages, the requirements given and explained in
ETSI EN 319 532-3 [6], clause 8.3 shall apply to REM basdline according to the provisions of the present clause.

Regarding the REM messages formats and EML structure composition, the requirements given and explained in ETSI
EN 319 532-3 [6], clause 6 shall apply to REM baseline according to the provisions of the present clause.

The requirements on presence, cardinality and annotations, declined to the full set of events provided for in REM
baseline, summarized in table C.26 shall apply.

Table C.19: Digital signature - REM messages

Ne Service/Protocol ETSI EN 319 532-3 [6] |Requirement | Implementation Notes
element main reference guidance
1 REM message digital Clause 8.3 M a), b)
signature
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Implementation guidance:

a) Thedigital signature shall be a CAdES baseline signature according to the semantics specified in ETSI
EN 319 522-2 [2], clause 8.2.9, and the baseline signature as specified in ETSI EN 319 122-1[13], clause 6
(seetime T5in figure B.9, figure B.10, figure B.11, figure B.12).

b) TheREMID policy should specify either if this digital signature includes the signed attribute signature-policy-
identifier, containing the explicit identifier of the signature policy governing the local signing and validating
processes or that the signature policy is directly specified inside the REMID policy and such attribute is not
used (see also point 11 in clause C.2.3.5, clauses D.1.3 and D.2.2.3).

NOTE: Oncethe CAJES-B-B baseline signature has been generated, it is not necessary that it is augmented to a
CAdES-B-T baseline signature for the incorporation of the time-stamp token since the time-stamp is
applied only once per transaction in ERDS evidence (see the derived rational es from statement 1 of

table B.13).

C.4.3 ERDS evidence - digital signature provisions
Regarding digital signatures, individually signing the XML structure of any ERDS evidence, the requirements given

and explained in ETSI EN 319 522-2 [2], clause 7.2 shall apply to REM baseline according to the provisions of the
present clause.

Table C.20: Digital signature - ERDS evidence

Ne Service/Protocol ETSI EN 319 522-2 [2] |Requirement | Implementation Notes
element main reference guidance
1 ERDS evidence digital Clause 7.2 M c), d)
signature

Implementation guidance:

¢) Thedigital signature shall be a XAJES-B-B baseline signature specified in ETSI EN 319 132-1 [14] (seetime
T3infigure B.9, figure B.10, figure B.11, figure B.12).

d) TheREMID policy should specify either if this digital signature includes the signed attribute signature-policy-
identifier, containing the explicit identifier of the signature policy governing the local signing and validating
processes or that the signature policy is directly specified inside the REMID policy and such attribute is not
used (see also point 11 in clause C.2.3.5, clauses D.1.3 and D.2.2.3).

C.4.4 ERDS evidence - time-stamp provisions

Regarding the time-stamp, incorporating the signature timestamp as an indirect time-stamp on the ERDS evidence
itself, the requirements given and explained in ETSI EN 319 522-2 [2], clause 7.2 shall apply to REM baseline
according to the provisions of the present clause.

Table C.21: Time-stamp - ERDS evidence

N° Service/Protocol ETSI EN 319 522-2 [2] |Requirement | Implementation Notes
element main reference guidance
1 ERDS evidence time- Clause 7.2 M e)
stamp

Implementation guidance:
€) A signaturetime-stamp shall be added to the digital signature of evidence as follows:

Once the XAdES-B-B baseline signature has been generated, it shall be augmented to a XAJES-B-T baseline
signature level, by incorporation into the digital signature of the unsigned attribute signature-timestamp,
containing atime-stamp token computed as specified in ETSI EN 319 132-1 [14], clause 6 (seetime T4 in
figure B.9, figure B.10, figure B.11 and figure B.12).
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NOTE: Thistime-stamp token supports requirements related to the time-stamping of ERDS evidence that
different regulatory frameworks can define; in particular, this can support the requirements on
time-stamping defined by the Regulation (EU) No 910/2014 [i.1], Article 44.

C.4.5 Specific applications
C.4.5.1 Submission event

With regards to the application of digital signatures and time-stamp to ERDS evidence, and digital signaturesto REM
messages during the submission event, the constraints of clause 5.5.1.1, elements 1 and 2, shall apply to REM baseline
according to the provisions of table C.22, table C.23, table C.24 and table C.25 in the present clause (see also ETSI

EN 319 532-1[4], clause 6.2.1 for afull description of the events mentioned in the present clause).

Table C.22: Submission - ERDS evidence signature and time-stamp

N° Service/Protocol ETSI EN 319 522-1 [1] |Requirement Implementation Notes
element main reference guidance

1  [SubmissionAcceptance Clause 6.2.1 A.1. M a), b),c),d),e), f),g) |Acceptance event

2 |SubmissionRejection Clause 6.2.1 A.2. M a), b), c), d), e), ), g), h) |Rejection event

Implementation guidance:

a)

b)

The present phase starts with the "submission” event of the original message to the SREMS (seetime TO in
figure B.9 of clause B.3.2). After the formal and security checks, the S REMS has in charge of the application
of the digital signature and time-stamp to the ERDS evidence for such event (composed as per clause C.3), and
applying the digital signature to both REM dispatch and REM receipt. This process shall be executed as
follows:

l. If any of the formal or security checks fail, the submission acceptance process shall be interrupted; and
the flow continues from point h) with a SubmissionRejection

Il. Otherwiseg, if al the checks of the previous step |. succeed, the flow shall continue with point b)
assigningthevaluehtt p: // uri . etsi.org/ 19522/ Event/ Subni ssi onAccept ance to the
ERDSEvent | d element of a SubmissionAcceptance ERDS evidence, and the Event Reason/ Code set to
the URI http: //uri . etsi.org/ 19522/ Event Reason/ MessageAccept ed.

The time reference TO of the "submission” phase shall be set to the GO5 Event Ti me element of the ERDS
evidence according to the semantic of ETSI EN 319 522-2 [2], clause 8.2.5 (seetime TO in figure B.9 of
clause B.3.2).

A "digest" of the entire "original message" shall be assigned to the digest child field of M02 (same as MD14)
element of the ERDS evidence (seetime T1 in figure B.9 of clause B.3.2) in the context of the following
process:

I.  ComposingParts child field of an element of UserContentlinfo shall be set to 1

Il. Identifier child field of element of UserContentinfo shall be set to "urn:oid:1.3.6.1.7" (that represents the
identifier for iso(1) org(3) dod(6) internet(1) mail(7) OID, as defined in IANA SMI OID numbers).

I11.  ContentType child field of an element of UserContentinfo shall be set to "message/rfc822".

IV. Digest Met hod child field of an element of User Cont ent | nf o shall be set to an agorithm, amongst
those identified in the security policy as per the current best practice, in the form of a URI according to
the element REM-DigestAlgorithm defined in ETSI EN 319 532-3 [6], table 2 (see also clause D.1.3).
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V. Digest Val ue childfield of an element of User Cont ent I nf o shall be set to the base64Binary encoded
digest value of original message (candidate to be attached in the 'Cont ent - Type: message/ rf ¢822;
name=At t achedM neMessage' MIME section of the REM dispatch) as computed using the digest
algorithm indicated in the Di gest Met hod as mentioned earlier field. Such digest shall be calculated as
follows:

i. normalization of the original message (e.g. some operation like the canonization of the
Message-ID, etc. can be performed on the original message before itsinclusion in the REM
dispatch: the digest is computed after any change on it)

ii.  binary digest, according to the attribute Par t I nf o/ Di gest Met hod Al gor i t hm(e.g. sha256)
considering the original message as a 'CRLF terminated' file (i.e. provided also with final OxODOA
bytes at the end-of-file)

NOTE 1: Once the original message is attached inside the REM dispatch as rfc822 message media type MIME part,

d)

€)

f)

9)

h)

two CRLFd/line breaks appear in the MIME stream at the end of such part: the first is composed by the
OxODOA sequence representing the end-of-file of the original message, and the second CRLF is due to the
reguirement prescribed in IETF RFC 2046 [i.14], clause 5.1.1 (to have any boundary, and so aso the
epilogue of the original message, at the beginning of the ling). The unambiguous individuation of the
correct portion of the REM dispatch representing the original message (ending with the first CRLF) upon
which re-compute the digest is fundamental during the check phases.

The XML structure of the ERDS evidence shall be filled with the necessary values (seetime T2 in figure B.9
of clause B.3.2) asfollows:

l. Evi dencel ssuer Pol i cyl D element of the ERDS evidence shall have a URI set to
http://uri.etsi.org/ 19532/ vi#/ REMdasel i ne and shal match the value of
ERDSProfileSupported element of ERDSM etadata (see ¢.3.3.3 of table C.8 and clause D.1.3)

I1.  All the other contents and elements of ERDS evidence shall be set according to clause C.3

A standard XAdES-B-B baseline digital signature is applied to the XML evidence structure according to the
provisions of clause C.4.3 (seetime T3 in figure B.9 of clause B.3.2).

A standard time-stamp is generated and applied on top of the XAJES-B-B augmenting the signature level to
XAdJES-B-T according to the provisions of clause C.4.4 (seetime T4 in figure B.9 of clause B.3.2). The ERDS
evidence XML structure is ready to be "released" by the process of signature and time-stamp.

If there are no errorsthe ERDS evidence XML structure shall be attached to the REM dispatch built according
to clauses 5.4 and C.4.2 (that can continue the flow with the relay event defined in clause C.4.5.2); and the
same ERDS evidence XML structure shall be attached to a SubmissionAcceptance REM receipt, built
according to clauses 5.4 and C.4.2, to be sent back to the sender (seetime T5 in figure B.9 of clause B.3.2).

If one of the previous steps from a) to f) fails, the REM service shall issue the ERDS evidence, to attach to a
SubmissionRejection REMS receipt, and send it back to the sender. This process shall be executed in the
best-effort way, by the steps from b) to f) asfollows:

I.  if there are no errorsin the execution of stepsfrom b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Subni ssi onRej ect i on shall be set to the ERDSEvent | d
element of an ERDS evidence; and the ERDS evidence shall be attached to a SubmissionRejection
REMS receipt, built according to clauses 5.4 and C.4.2, to be sent back to the sender, with the
appropriate Event Reason/ Code about the formal or security checks failed (see the URIs of table 3 of
ETSI EN 319 522-3 [3], clause 5.2.2.7 for the full list of codes).

Il. if thereisapermanent error during the execution of some step from b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Subni ssi onRej ect i on shall be set to the ERDSEvent I d
element of an ERDS evidence, and the process shall be completed in the best-effort way; and the ERDS
evidence (even if not complete) shall be attached to a SubmissionRejection REM S receipt, built
according to clauses 5.4 and C.4.2, to be sent back to the sender, with the appropriate
Event Reason/ Code(s) regarding the failed step(s).
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I11. if thereis sometransient error on some step from b) to f), the process shall try to recover the error within
atimeout fixed in the REM 1D policy (see clauses C.2.3.5 and D.1.3); if the error is back, the process
shall continue with the step g); otherwise, in any case, the error is considered permanent, and the process
shall continue as for the previous point I1.

NOTE 2: In both cases|. and I1. above, there can be additional rulesin local REMID policy that dispose either one

or both of particular preservations and practices on the REM dispatch in case of "security violations and
threats' specified in the policy (see clause C.2.3.5). Anyway, none of these "additional" practices breaks
the interoperability.

C.4.5.2 Relay event

With regards to the application of digital signatures and time-stamp to ERDS evidence, and digital signaturesto REM
messages during the relay event, the constraints of clause 5.5.1.3, elements 1, 2 and 3 shall apply to REM baseline
according to the provisions of the present clause (see ETSI EN 319 532-1 [4], clause 6.2.2 for the full description).

Table C.23: Relay (R-REMS side) - ERDS evidence sighature and time-stamp

N° | Service/Protocol |ETSIEN 319 522-1 [1] |Requirement Implementation Notes
element main reference guidance

1 |[RelayAcceptance Clause 6.6.2 B.1. M a), b),c),d), e),f),g),i) |Relayevent

2 |RelayRejection Clause 6.6.2 B.2. M a), b), ), d), e), f), g), h), i) |RelayRejection event

I mplementation guidance:

a)

b)

©)

The present phase starts with the "accepting” event, at R-REMS side, of the REM dispatch relayed by
S-REMS (seetime TO in figure B.10 of clause B.3.3). After the formal and security checks, the R-REMS has
in charge of the application of the digital signature and time-stamp to the ERDS evidence for such event
(composed as per clause C.3), and the application of the digital signature to the REM receipt. This process
shall be executed as follows:

I.  If any of theformal or security checksfail the relay acceptance process shall be interrupted; and the flow
continues from point h) with a RelayRejection.

Il.  Otherwise, if all the checks of the previous step |. succeed, the flow shall continue with point b)
assigning thevaluehtt p: // uri . et si . or g/ 19522/ Event / Rel ayAccept ance to the ERDSEvent | d
element of a RelayAcceptance ERDS evidence, the Event Reason/ Code set to the URI
http://uri.etsi.org/ 19522/ Event Reason/ S_ERDS MessageSuccessf ul | yRel ayed and the
Ext ensi ons/ Rel ayEvi denceRef er sTo element set to the recipient(s) that the evidence refersto,
among all, the intended recipients (see note b of table C.27).

Thetime reference TO of the "accepting” phase shall be set to the GO5 Event Ti me element of the ERDS
evidence according to the semantic of ETSI EN 319 522-2 [2], clause 8.2.5 (see time TO in figure B.10 of
clause B.3.3).

The"digest” of the "original message" contained in M02 ERDS evidence element of REM dispatch shall be
assigned, by copy, to the digest child field of M02 (same as MD14) element of the ERDS evidence (seetime
T1infigure B.10 of clause B.3.3) in the context of the following process:

I.  ComposingParts child field of UserContentlnfo element shall be set to 1.

Il. Identifier child field of an element of UserContentinfo shall be set to "urn:0id:1.3.6.1.7" (that represents
the identifier for iso(1) org(3) dod(6) internet(1) mail(7) OID, asdefined in IANA SMI OID numbers).

I11.  ContentType child field of an element of UserContentlnfo shall be set to "message/rfc822".

IV. DigestMethod child field of an element of UserContentlnfo shall be set asa"copy" of the digest method
taken from DigestMethod child field of an element of the ERDS evidence attached in REM dispatch.

V. DigestVaue child field of an element of UserContentinfo shall be set to asa " copy" of the base64
encoded digest value of original message taken from ERDS evidence attached in REM dispatch (that has
been computed using the digest algorithm indicated in the DigestM ethod as mentioned earlier field).
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The XML structure of the ERDS evidence shall be filled with the necessary values (seetime T2 in figure B.10
of clause B.3.3) asfollows:

l. Evi dencel ssuer Pol i cyl D element of the ERDS evidence shall have a URI set to
http://uri.etsi.org/ 19532/ vi#/ REMdasel i ne and shal match the value of
ERDSProfileSupported element of ERDSM etadata (see ¢.3.3.3 of table C.8 and clause D.1.3).

Il.  All the other contents and elements of ERDS evidence shall be set according to clause C.3.

A standard XAdES-B-B baseline digital signature is applied to the XML evidence structure according to the
provisions of clause C.4.3 (seetime T3 in figure B.10 of clause B.3.3).

A standard time-stamp is generated and applied on top of the XAdJES-B-B augmenting the signature level to
XAdES-B-T according to the provisions of clause C.4.4 (seetime T4 in figure B.10 of clause B.3.3), and the
ERDS evidence XML structure is ready to be "released" by the process of signature and time-stamp.

If there are no errors, the ERDS evidence XML structure shall be attached to a RelayAcceptance REM receipt,
built according to clauses 5.4 and C.4.2, to be sent back to the SREMS (seetime T5 in figure B.10 of

clause B.3.3); and the REM dispatch can continue the flow with the consignment event defined in

clause C.4.5.3.

If one of the previous steps from a) to f) fails, the REM service shall issue the ERDS evidence to attach to a
RelayRejection REM S receipt and send it back to the SSREMS. This process shall be executed in the
best-effort way, by the steps from b) to f) asfollows:

I.  if there are no errors, in the execution of steps from b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Rel ayRej ecti on shall be set to the ERDSEvent | d element
of an ERDS evidence and the Ext ensi ons/ Rel ayEvi denceRef er sTo element set to the recipient(s)
that the evidence refers to, among all, the intended recipients; and the ERDS evidence shall be attached
to aRelayRejection REMS receipt, built according to clauses 5.4 and C.4.2, to be sent back to the
S-REMS, with the appropriate Event Reason/ Code about the formal or security checks failed (see the
URIsof table 3 of ETSI EN 319 522-3 [3], clause 5.2.2.7 for the full list of codes).

Il. if thereisapermanent error during the execution of some step from b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Rel ayRej ect i on shall be set to the ERDSEvent | d element
of an ERDS evidence, the Ext ensi ons/ Rel ayEvi denceRef er sTo element set to the recipient(s) that
the evidence refers to, among al, the intended recipients and the process shall be completed in the
best-effort way. The ERDS evidence (even if not complete) shall be attached to a RelayRejection REM S
receipt, built according to clauses 5.4 and C.4.2, to be sent back to the SSREMS, with the appropriate
Event Reason/ Code(s) regarding the failed step(s).

[1l. if thereis some transient error on some step from b) to f), the process shall try to recover the error within
atimeout fixed in the REMID policy (see clauses C.2.3.5 and D.1.3); if the error is back, the process
shall continue with the step g); otherwise, in any case, the error is considered permanent, and the process
shall continue as for the previous point 1.

NOTE 1: In both cases, |. and 1. above, there can be additional rulesin local REMID policy that dispose of either

one or both of particular preservations and practices on the REM dispatch in case of "security violations
and threats" specified in the policy (see clause C.2.3.5). Anyway, this"additional" practice does not break
the interoperability.

NOTE 2: ERDS/REMS standard does not prescribe the intra-provider relay operation in the case when R-REMS is

the same of SREMS. So, the particular case of R-REMS = S-REM S and recipient(s) unknown or
unregistered is not reported to the sender by an unsuccessful relay operation, since relay does not take
place (indeed it is neither attempted), but through the ContentConsignmentFailure. Thisis aso consistent
with the RB10 "ERD message not relayed to the Recipient's ERDSP for: Unknown Recipient” 'reason
details' semantic (according to ETSI EN 319 522-2 [2], clause 8.3.3.2 table 8). While, the case of
R-REMS # S'REM S and recipient(s) unknown or unregistered can be reported to the sender by arelay
operation (RelayReject from R-REMS to SSREMS, and a RelayFailure from SSREM S to the sender), but
with a specific code different from RB10 due to its semantic (since the relay takes place), as specified in
the next statements.
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The case of the recipient(s) unknown or unregistered to R-REMS isidentified by an EventReason element
specifically defined for REM baseline and implemented as follows:

I.  the'URI code/'reason details identified by RB21 'details code' shall apply (see table C.28 and the
example at point d) of clause C.3.4 for the disposition of EventReason relevant elements);

I1. the RelayEvidenceRefersTo ERDS evidence element of RelayReject shall be used to reference, with the
specific positional integer(s), the recipient(s) whose the relay evidence refersto, among al the intended
recipients, according to the point @) of clause C.3.2.2, table C.16.

NOTE 3: The cardinality of recipients referred to by any relay ERDS evidence is multiple:

RelayReject/RelayFailure identify, as suitable, one or more unknown recipients by
RelayEvidenceRefer sT o element.

NOTE 4: The RelayAcceptance ERDS evidence corresponding to the present transaction references, by

RelayEvidenceRefersTo, the counterpart of al the intended recipients (i.e. the complement of that
referenced in RelayReject ERDS evidence).

Table C.24: Relay (S-REMS side) - ERDS evidence signature and time-stamp

N° [Service/Protocol | ETSI EN 319 522-1 [1] |Requirement |Implementation guidance Notes
element main reference
1 RelayFailure Clause 6.2.2 B.3. M a), b), ¢), d), e), f), g), h), i) |RelayFailure event

I mplementation guidance:

a)

b)

c)

The present phase starts with the "REM dispatch”, relayed by SREMS to R-REMS, that isin "failing" status
event, for some reason (seetime TO in figure B.11 of clause B.3.3). The responsibility to inform the sender
remains to the SSREMS that hasin charge of the application of the digital signature and time-stamp to the
ERDS evidence for such failing event (composed as per clause C.3), and the application of the digital
signature to the REM receipt. This process shall be executed as follows:

I.  Thevaluehttp://uri.etsi.org/ 19522/ Event/ Rel ayFai | ur e shal be set to the ERDSEvent | d
element of a RelayFailure ERDS evidence, the Event Reason/ Code set
to the appropriate URI according to the failure reason (see the URIs of table 3 of ETSI EN 319 522-3[3],
clause 5.2.2.7 for the full list of codes) and the Ext ensi ons/ Rel ayEvi denceRef er sTo element set to
the recipient(s) that the evidence refersto, among all, the intended recipients.

Il. If the SREMS receive a RelayRejection REM receipts from R-REMS, a proper error code is set for the
evidence (according to ETSI EN 319 522-3 [3], table 3) and the flow continues from point h) with a
RelayFailure ERDS evidence.

[1I. If the SREMSwas unable to relay the REM dispatch to R-REM S within a given time period specified in
the REMID policy, a proper error code is set for the evidence (according to ETS| EN 319 522-3 [3],
table 3) and the flow continues from point h) with a RelayFailure ERDS evidence.

IV. If the SREMS was unable to receive a RelayAcceptance REM receipts, relevant to the aforementioned
REM dispatch, within a given time period specified in the REM 1D policy, a proper error code is set for
the evidence (according to ETSI EN 319 522-3 [3], table 3) and the flow continues from point h) with a
RelayFailure ERDS evidence.

The time reference TO of the "failing” event (relay rejection or unable to relay) shall be set to the GO5
Event Ti me element of the ERDS evidence according to the semantic of ETSI EN 319 522-2 [2], clause 8.2.5
(seetime TOinfigure B.11 of clause B.3.3).

The "digest” of the "original message" contained in M02 ERDS evidence element of REM dispatch (or of
RelayRejection REM receipt) shall be assigned, by copy, to the digest child field of M02 (same as MD14)
element of RelayFailure ERDS evidence (seetime T1 in figure B.11 of clause B.3.3) in the context of the
following process:

I.  ComposingParts child field of UserContentlnfo element shall be set to 1.

Il. Identifier child field of an element of UserContentinfo shall be set to "urn:0id:1.3.6.1.7" (that represents
theidentifier for iso(1) org(3) dod(6) internet(1) mail(7) OID, asdefined in IANA SMI OID numbers).
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1. ContentType child field of an element of UserContentinfo shall be set to "message/rfc822".

IV. DigestMethod child field of an element of UserContentinfo shall be set as a"copy" of the digest method
taken from DigestMethod child field of an element of the ERDS evidence attached in REM dispatch.

V. DigestValue child field of an element of UserContentinfo shall be set to asa "copy" of the base64
encoded digest value of original message taken from ERDS evidence attached in REM dispatch (that has
been computed using the digest algorithm indicated in the aforementioned DigestM ethod field).

The XML structure of the ERDS evidence shall be filled with the necessary values (seetime T2 in figure B.11
of clause B.3.3) asfollows:

l. Evi dencel ssuer Pol i cyl D element of the ERDS evidence shall have a URI set to
http://uri.etsi.org/ 19532/ vi#/ REMdasel i ne and shall match the value of
ERDSProfileSupported element of ERDSM etadata (see ¢.3.3.3 of table C.8 and clause D.1.3).

I1.  All the other contents and elements of ERDS evidence shall be set according to clause C.3.

A standard XAdES-B-B baseline digital signature is applied to the XML evidence structure according to the
provisions of clause C.4.3 (seetime T3 in figure B.11 of clause B.3.3).

A standard time-stamp is generated and applied on top of the XAdJES-B-B, augmenting the signature level to
XAdES-B-T according to the provisions of clause C.4.4 (seetime T4 in figure B.11 of clause B.3.3); and the
ERDS evidence XML structure is ready to be "released" by the process of signature and time-stamp.

If there are no errors, the ERDS evidence XML structure shall be attached to a RelayFailure REM receipt,
built according to clauses 5.4 and C.4.2, to be sent back to the sender (see time T5 in figure B.11 of
clause B.3.3); and the flows for the entire REM transaction stops here.

If one of the previous steps from a) to f) fails, the REM service shall issue the ERDS evidence, to attach to a
RelayFailure REM S receipt and send it back to the sender. This process shall be executed in the best-effort
way, by the steps from b) to f) asfollows:

l. If there are no errorsin the execution of steps from b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Rel ayFai | ur e shall be set to the ERDSEvent | d element of
an ERDS evidence and the Ext ensi ons/ Rel ayEvi denceRef er sTo element set to the recipient(s)
that the evidence refers to, among all, the intended recipients; and the ERDS evidence shall be attached
to a RelayFailure REMS receipt, built according to clauses 5.4 and C.4.2, to be sent back to the sender,
with the appropriate Event Reason/ Code about the formal or security checksfailed, and the flows for
the transaction stops here.

Il. If either thereisapermanent error during the execution of some step from b) to f) or the process
achieved a pre-determined number of cycles, the event islogged as a permanent error to be properly
managed by S-REM S according to the local REM 1D policy; and the flows for the transaction stops here.

I11. If thereissome transient error on some step from b) to f), the process shall try to recover the error within
atimeout fixed in the REMID policy (see clause C.2.3.5); if the error is back, the process shall continue
with the step g); otherwise, in any case, the error is considered permanent, and the process shall continue
as for the previous point I1.

NOTE 5: Inboth cases|. and 1. above, there can be additional rulesin local REMID policy that dispose of either

one or both of particular preservations and practices on the REM dispatch in case of "security violations
and threats" specified in the policy (see clause C.2.3.5). Anyway, this "additional” practice does not break
the interoperability.

NOTE 6: With the same consideration as per note 2 and note 3 above, the case of R-REMS# S-REMS and

recipient(s) unknown or unregistered can be reported to the sender by arelay operation (RelayReject from
R-REMSto SSREMS, and a RelayFailure from S-REMS to the sender), as specified in the next
statements.

The case of the recipient(s) unknown or unregistered to R-REMS isidentified by an EventReason element
specifically defined for REM baseline and implemented as follows:

I.  The'URI code/'reason details identified by RB21 'details code' shall apply (see table C.28 and the
example at point d) of clause C.3.4 for the disposition of EventReason relevant elements).
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Il.  The RelayEvidenceRefersTo ERDS evidence element of RelayFailure shall be used to reference, with
the specific positional integer(s), the recipient(s) whose the relay evidence refers to, among all the
intended recipients, according to the point @) of clause C.3.2.2, table C.16; the RelayA cceptance ERDS
evidence corresponding to the present transaction references, by RelayEvidenceRefersTo, the counterpart
of al the intended recipients (i.e. the complement of that referenced in RelayFailure ERDS evidence).

C.4.5.3 ContentConsignment event

With regards to the application of digital signatures and time-stamp to ERDS evidence, and digital signaturesto REM
messages during the consignment event, the constraints of clause 5.5.1.1, elements 3 and 4 shall apply to REM baseline
according to the provisions of the present clause (see ETSI EN 319 532-1 [4], clause 6.2.4 for the full description).

Table C.25: Consignment - ERDS evidence signature and time-stamp

N° Service/Protocol |ETSIEN 319 522-1 [1] | Requirement Implementation Notes
element main reference guidance

1 |ContentConsignment Clause 6.2.4 D.1. M a), b), c), d), e), ), g) |Consignment event

2 |ContentConsignment Clause 6.2.4 D.2. M a), b), ¢), d), e), f), g), |ConsignmentFailure

Failure

h), i)

event

I mplementation guidance:

a)

b)

©)

The present phase consists of the "consignment” event of the "REM dispatch”, relayed by SSREMS, to the
recipient (seetime TO in figure B.12 of clause B.3.4). After the formal and security checks (if any), the R-
REMS has in charge of the application of the digital signature and time-stamp to the ERDS evidence for such
event (composed as per clause C.3), and the application of the digital signature to the REM receipt. This
process shall be executed as follows:

l. If any of the formal or security checksfail the content consignment process shall be interrupted; and the
flow continues from point h) with a ContentConsignmentFailure.

Il. Otherwise, if all the checks of the previous step |. succeed, the flow shall continue with point b)
assigning thevaluehtt p: // uri . et si . or g/ 19522/ Event / Cont ent Consi gnnent to the
ERDSEvent | d element of a ContentConsignment ERDS evidence. The EventReason/Code set to the
URI http://uri.etsi.org/ 19522/ Event Reason/ MessageConsi gnedToReci pi ent and the
Evi denceRef er sToReci pi ent element set to the recipient that the evidence refers to among al the
intended recipients.

The time reference TO of the "consignment" phase shall be set to the GO5 Event Ti me element of the ERDS
evidence according to the semantic of ETS| EN 319 522-2 [2], clause 8.2.5 (seetime TO in figure B.12 of
clause B.3.4).

The "digest” of the "original message" contained in M02 ERDS evidence element of REM dispatch shall be
assigned, by copy, to the digest child field of M02 (same as MD14) element of the ERDS evidence (seetime
T1infigure B.12 of clause B.3.4) in the context of the following process:

I.  ComposingParts child field of UserContentlnfo element shall be set to 1.

I1. Identifier child field of an element of UserContentInfo shall be set to "urn:o0id:1.3.6.1.7" (that represents
the identifier for iso(1) org(3) dod(6) internet(1) mail(7) OID, as defined in IANA SMI OID numbers).

I11.  ContentType child field of an element of UserContentlnfo shall be set to "message/rfc822".

IV. DigestMethod child field of an element of UserContentlnfo shall be set asa"copy" of the digest method
taken from DigestMethod child field of an element of the ERDS evidence attached in REM dispatch.

V. DigestValue child field of an element of UserContentinfo shall be set to asa "copy" of the base64
encoded digest value of original message taken from ERDS evidence attached in REM dispatch (that has
been computed using the digest algorithm indicated in the aforementioned DigestM ethod field).
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The XML structure of the ERDS evidence shall be filled with the necessary values (seetime T2 in figure B.12
of clause B.3.4) asfollows:

l. Evi dencel ssuer Pol i cyl D element of the ERDS evidence shall have a URI set to
http://uri.etsi.org/ 19532/ vi#/ REMdasel i ne and shal match the value of
ERDSProfileSupported element of ERDSM etadata (see ¢.3.3.3 of table C.8 and clause D.1.3).

Il.  All the other contents and elements of ERDS evidence shall be set according to clause C.3.

A standard XAdES-B-B baseline digital signature is applied to the XML evidence structure according to the
provisions of clause C.4.3 (seetime T3 in figure B.12 of clause B.3.4).

A standard time-stamp is generated and applied on top of the XAJES-B-B, augmenting the signature level to
XAdES-B-T according to the provisions of clause C.4.4 (seetime T4 in figure B.12 of clause B.3.4); and the
ERDS evidence XML structure is ready to be "released" by the process of signature and time-stamp.

If there are no errors, the ERDS evidence XML structure shall be attached to a ContentConsignment REM
receipt, built according to clauses 5.4 and C.4.2, to be sent back to the sender (seetime T5 in figure B.12 of
clause B.3.4); and the REM dispatch is consigned to the user mailbox.

If one of the previous steps from a) to f) fails, the REM service shall issue the ERDS evidence to attach to a
ContentConsignmentFailure REMS receipt and send it back to the sender. This process shall be executed in
the best-effort way, by the steps from b) to f) as follows:

l. If there are no errorsin the execution of steps from b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Cont ent Consi gnnent Fai | ur e shall be set to the
ERDSEvent | d element of an ERDS evidence and the Evi denceRef er sToReci pi ent element set to
the recipient that the evidence refers to among all the intended recipients; and the ERDS evidence shall
be attached to a ContentConsignmentFailure REM S receipt, built according to clauses 5.4 and C.4.2, to
be sent back to the sender, with the appropriate Event Reason/ Code about the formal or security checks
failed (see the URIs of table 3 of ETSI EN 319 522-3 [3], clause 5.2.2.7 for the full list of codes).

Il. If thereisapermanent error during the execution of some step from b) to f), the value
http://uri.etsi.org/ 19522/ Event/ Cont ent Consi gnnent Fai | ur e shall be set to the
ERDSEvent | d element of an ERDS evidence, the Evi denceRef er sToReci pi ent element set to the
recipient that the evidence refers to among all the intended recipients and the process shall be completed
in the best-effort way; and the ERDS evidence (even if not complete) shall be attached to a
ContentConsignmentFailure REM S receipt, built according to clauses 5.4 and C.4.2, to be sent back to
the sender, with the appropriate Event Reason/ Code(s) regarding the failed step(s).

I11. If thereis some transient error on some step from b) to f), the process shall try to recover the error within
atimeout fixed in the REM 1D policy (see clause C.2.3.5); if the error is back, the process shall continue
with the step g); otherwise, in any case, the error is considered permanent, and the process shall continue
asfor the previous point I1.

NOTE 1: Inboth cases|. and 1. above, there can be additional rulesin local REMID policy that dispose of either

one or both of particular preservations and practices on the REM dispatch in case of "security violations
and threats" specified in the policy (see clause C.2.3.5). Anyway, this "additional" practice does not break
the interoperability.

NOTE 2: The particular case of R-REMS = SSREM S and recipient(s) unknown or unregistered is reported to the

sender by ContentConsignmentFailure(s), as covered by the next statements.

The case of the recipient(s) unknown or unregistered to R-REM S isidentified by an EventReason element
specifically defined for REM baseline and implemented as follows:

I.  The'URI code/'reason details identified by the RD21 'details code' shall apply (see table C.28 and the
example at point d) of clause C.3.4 for the disposition of EventReason relevant elements).

Il.  Thel09 EvidenceRefersToRecipient ERDS evidence element of ContentConsignmentFailure shall be
used to reference, with the specific positional integer, the recipient whose the consignment evidence
refersto, among all the intended recipients, according to the point o) of clause C.3.4, table C.18.
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NOTE 3: The cardinality of recipients referred to by any content consignment ERDS evidence is one:

ContentConsignmentFailure identifies exactly one unknown recipient by the 109
EvidenceRefersToRecipient element.

C.4.5.4 Summary tables

With regards to the application of digital signatures and time-stamp to ERDS evidence and digital signaturesto REM
messages, the events and constraints of clauses C.4.5.1, C.4.5.2 and C.4.5.3 shall apply to REM baseline according to
the provisions of the present clause (see ETSI EN 319 522-2 [2], clause 6.1, clause 8.3 and clause 8.4 for the full
description; and ETSI EN 319 522-3 [3], clause 5.2.2.7 for the full list of codes).

Table C.26 and table C.27 within this clause define cardinality requirements and notes that apply, respectively, to the
different REM message headers and ERDS evidence components.

Below follows a detailed explanation of the content of the aforementioned tables:

1) Thefirst row contains the set of REM message types (in the case of table C.26) and the set of events on which
an evidence may be issued (in the case of table C.27).

2)  Thefirst column contains the set of REM message headers (in the case of table C.26) and the set evidence
components (in the case of table C.27) prescribed for REM baseline.

3) Each cell within table C.26 and table C.27 contains the cardinality requirements that apply to the header or the
component identified by the row, in correspondence of the REM message or of the event identified by the
column respectively.

4)  The cardinadity requirements are expressed in the following form:

0: The REM message (table C.26) or evidence (table C.27) associated with the event identified by the
column shall not incorporate any header or component identified by the row, respectively.

1: The REM message (table C.26) or evidence (table C.27) associated with the event identified by the
column shall incorporate exactly one instance of the header or component identified by the row,
respectively.

0..1: The REM message (table C.26) or evidence (table C.27) associated with the event identified by the
column shall incorporate zero or one instance of the header or component identified by the row,
respectively.

*: The REM message (table C.26) or evidence (table C.27) associated with the event identified by the
column shall incorporate zero or more instances of the header or component identified by the row,
respectively.

1..*: The REM message (table C.26) or evidence (table C.27) associated with the event identified by the
column shall incorporate one or more instances of the header or component identified by the row,
respectively.

2..*: The REM message (table C.26) or evidence (table C.27) associated with the event identified by the
column shall incorporate two or more instances of the header or component identified by the row,
respectively.

In addition to the cardinality, some cells identify an explanatory note on their contents using letters enclosed in round
brackets. Notes appear after the tables.

NOTE:

There can be additional rulesin local REMID policy that further tune the ranges of cardinalities of the
following tables for either one or both of particular practices and behaviours specified in the policy (see
clause C.2.3.5). Anyway, none of these "additional” tunings breaks the interoperability.
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Table C.26: REM message headers: presence and cardinality in REM baseline

REM message
g o
(&) c —
S o c 3
— E [ T
3 o ) IS w
o Q o = =
(8] [0 = < k= [0
< 04 9 2 ) (2] IS
c c o 3 — c c
215 a o §o) ‘T = ‘D
2 19 2 < o LL GC) c
El2 |E|ls|=z/ 312 8
S |2 > o) o) o) o =
n |T N 4 24 x | O S
zZ (2|8|2|28|8 |85
Code/Metadata (header) component name r | o 14 74 x 4 x 8
MDO01 REM-MetadataVersion 1 1 1 1 1 1 1 1
MDO02 REM-RelayDate 0 0.1 0.1 0.1 0.1 0.1 |0.1 |0..1
MDO03 REM-ExpirationDate 0 0 0 0 0 0 0 0
MDO04 REM-RecipientAssurancelLevel 0.1 0.1 0.1 0.1 0.1 [0..1 |0..1 |0.1
MDO05 REM-ApplicablePolicy 0. |0.* 0.* |0.* 0.* 0.* |0.* |0..*
MD06 REM-ModeOfConsignment 0.1 |0.1 0.1 0.1 0.1 0.1 |0.1 0.1
MDO07 REM-ScheduledDelivery 0 0 0 0 0 0 0 0
MD08 REM-MDO08 l(@ 1@ l@ 1@ 1@ 1@ 1@ |13
MDO09 Reply-to 0.1 |1 0.1 0.1 0.1 0.1 .1 0.1
MD10 To 1 1 1 1 1 1 1 1
MD11 Message-ID 1 1 1 1 1 1 1 1
MD12 In-Reply-To 0.1 (0.1 0.1 0.1 0.1 0.1 0.1 0.1
MD13 REM-MessageType 1 1 1 1 1 1 1 1
MD14 Content-Type, Subject,
REM-DigestAlgorithm, REM-DigestValue, 1 1 1 1 1 1 1 1
REM-UAMessageldentifier
MD15 Extensions 0.1 (0.1 0.2 0.1 0.1 0.1 (0.1 |0.1
/| Signature 1 1 1 1 1 1 1 1
NOTE:
(@) This element shall be as specified in ETSI EN 319 522-2 [2], Table 5 and clause 6.2.8 about
semantic, and ETSI EN 319 532-3 [6], table 2 and clause 6.2.1 about REM-<component>:
<value> format definition.
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Table C.27: ERDS evidence elements: presence and cardinality in REM baseline

Event

SubmissionAcceptance
SubmissionRejecttion
RelayAcceptance
RelayRejection

RelayFailure
ContentConsignment
ContentConsignmentFailure

Code/Evidence component name
GO01 Evidenceldentifier 1
G02 Evidence version 1
G03 ERDSEventld 1
GO04 EventReasons 1
GO05 EventTime 1
RO1 EvidencelssuerPolicylD 2
R02 EvidencelssuerDetails 1
R0O3 Signature 1
101 SenderDetails/Sender's Identity attributes 0
102 SenderDetails/Sender's Identifier 1
105 RecipientDetails/Recipient's Identity attributes 0
106 RecipientDetails/Recipient's Identifier 1
109 EvidenceRefersToRecipient 0
1
0
1
1
1
0
0
0
0
0
0

T

110 Sender/AssurancelevelsDetails

112 Recipient/AssurancelLevelsDetails

MO01 Messageldentifier

MO02 UserContentlnfo

MO03 SubmissionTime

MO04 ExternalSystem (ForwardedToExternalSystem)
MO5 ExternalERDSDetails

Extensions

Extensions/Subject
Extensions/UntrustedPathToRecipient
Extensions/RelayEvidenceRefersTo

1 (@)
1

*

> (b)

.1 [0..1(a) [0..1(a) .1 [0..1(a)

1

*

> (b)

NG
1

*

> (0)

EO1
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So[oCF[CeFFCFCIFCIF IO FIRFIF[FFF
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NOTE:

@) From XML syntactical viewpoint, the optionality of extensions is according to the present requirement.
Whereas the definitive specific presence is conditioned to the semantic rationales as per clause C.3.4,
table C.18 requirement n.16 and clauses C.3.2, C.4.5.1, C.4.5.2 and C.4.5.3.

(b) If this element is absent, the ERDS shall be considered related to all the intended recipients.

Regarding the M04 External System element, it is specified, inside X SD as ForwardedToExter nal System (that, as name
to use, takes precedence as per ETSI EN 319 522-3 [3], clauses 4.1 and 5.1). It is used in mixed situations where
NonERDS users are involved as either one or both sender and reci pients together a pure REM baseline interchange. So,
inside ERDS Evidence, its usage is relevant to such NonERDS users. In the case of ReceivedFromNonERDS,
RelayToNonERDS and Relay ToNonERD SFailure events (the first two associated with specific REM dispatches
from/to external systems, and the last associated with a REM receipt), the ForwardedToExter nal System element should
be present in the relevant ERDS evidence XML structures, and should be set as follows:

o REM dispatch/ReceivedFromNonERDS ERDS evidence: ForwardedToExternal System set to the "Received”
header of the original message, received from an external system, containing information on it.

. REM dispatch/RelayToNonERDS ERDS evidence: ForwardedToExter nal System set to the M X-record of the
NonERDS remote system where the REM dispatch is relayed.

o REM receipt/RelayToNonERD SFailure ERDS evidence: ForwardedToExter nal System set to the M X-record
of the NonERDS remote system where the REM dispatch was tried to relay to.

Table C.28 summarizes the matching among codes, URIs and details identifying reasons causing events occurrences.
Moreover, three new codes (RB21, RB22 and RD21) specific for REM baseline are defined (as suggested and granted
by rows identified with code RBXX and RDXX of ETS| EN 319 522-2 [2], table 8 and table 10, respectively).
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Below follows a detailed explanation of the content of table C.28.
The first row contains a short description of each column:
1% column) Event: the set of couples '(event code)'/'event name'.
2" column) DCode: the set of 'details code'
3" column) RDetails and URI code identifying EventReason: the of couples 'reason details/'URI code

See the example at point d) of clause C.3.4 for the disposition of 'details code', 'reason details' and 'URI code' in the
EventReason element.
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Table C.28: Events - Details codes - Reason details/URI codes identifying reasons causing events occurrences

Event DCode RDetails and URI code identifying EventReason Example(s)
(A1) Message accepted See scenarios
SubmissionAcceptance RAOL —— $1,53,54,55,56,S7 of
http://uri.etsi.org/19522/EventReason/MessageAccepted clause D.4.5 examples.
RAO2 Invalid message format See scenario S1 of
http://uri.etsi.org/19522/EventReason/InvalidMessageFormat clause D.4.5 examples.
(A.2) RAO3 Malware found in ERD original message See scenario S1 of
SubmissionRejection http://uri.etsi.org/19522/EventReason/MalwareFound clause D.4.5 examples.
RAOS Sender's ERDS provider's policy violation, e.g.: max message size exceeded, invalid attachment formats, etc. See scenario S1 of
http://uri.etsi.org/19522/EventReason/S_ERDS_PolicyViolation clause D.4.5 examples.
®.1) ERD message successfully relayed to the Recipient's ERDSP See scenarios
i RBO1 S1,S4,S5,S6,S7 of

RelayAcceptance

http://uri.etsi.org/19522/EventReason/S_ERDS MessageSuccessfullyRelayed

clause D.4.5 examples.

ERD message successfully relayed to, but rejected by, the Recipient's ERDSP for: Invalid message format

See scenario S3 of

RBO2 http://uri.etsi.org/19522/EventReason/R_ERDS_MessageRejected clause D.4.5 examples.
RBO3 ERD message successfully relayed to, but rejected by, the R_ecipient's ERDSP for: Malware found in ERD message See scenario S3 of
http://uri.etsi.org/19522/EventReason/R_ERDS_MessageRejectedForMalware clause D.4.5 examples.
RBO4 ERD message successfully relayed to, but rejected by, the Recipient's ERDSP for: Invalid ERDS signature format or signature policy violation See scenario S3 of
http://uri.etsi.org/19522/EventReason/R_ERDS_MessageRejectedForInvalidSignature clause D.4.5 examples.
ERD message successfully relayed to, but rejected by, the Recipient's ERDSP for: ERDS signing certificate in the signature of ERD message See scenario S3 of
RBO5 or ERD evidence expired or revoked clause D.4.5 examples.
http://uri.etsi.org/19522/EventReason/R_ERDS_MessageRejectedForinvalidCertificate
ERD message successfully relayed to, but rejected by, the Recipient's ERDSP for: Recipient's ERDSP policy or ERDSP policy violation, e.g.: See scenario S3 of
(B'z,) ) RBO06 max message size exceeded, invalid attachment formats, relaying ERDSP not accepted clause D.4.5 examples.
RelayRejection http://uri.etsi.org/19522/EventReason/R_ERDS_PolicyViolation
®.3) RBO7 ERD message not relayed to the Recipient's ERDSP for: _Recipient‘s ERDSP malfunction See scenario S4 of
RelayFailure http://url.et5|.org/19522/EventReason{R_ ERDS_Malfunction _ _ _ clause D.4.5 examples.
RBOS ERD message not relayed to the Recipient's ERDSP for: Recipient's ERDSP not identified in the Internet See scenario S4 of
http://uri.etsi.org/19522/EventReason/R_ERDS_Notldentified clause D.4.5 examples.
RB09 ERD message not relayed to the Recipient's ERDSP for: Recipient's ERDSP unreachable See scenario S4 of
http://uri.etsi.org/19522/EventReason/R_ERDS_Unreachable clause D.4.5 examples.
RB10 ERD message not relayed to the Recipient's ERD_SI? for: Unknown Recipient See scenario S4 of
http://uri.etsi.org/19522/EventReason/UnknownRecipient clause D.4.5 examples.
RB21 ERD message successfully relayed to, but rejected by, the Recipient's_ ERDSP fo_r:_ Unregistered recipient to Recipient's ERDSP See scenario S5 of
http://uri.etsi.org/19522/EventReason/MessageNotAcceptedForUnregisteredRecipient clause D.4.5 examples.
RB22 The sender's ERDSP received within a given period no information on relay acceptance from the recipient's ERDSP See scenario S5 of
http://uri.etsi.org/19522/EventReason/S_ERDSP_ReceivedNoRelayAcceptancelnfoFromR_ERDSP clause D.4.5 examples.
(D.1) RDO1 Message successfully consigned to the recipient See scenarios S1,S4,S5,S7
ContentConsignment http://uri.etsi.org/19522/EventReason/MessageConsignedToRecipient of clause D.4.5 examples.
RDO3 The sen_der'; ERDSP received within a given period no informati_on on consignment from the recipient's ERDSP See scenario S6 of
http://uri.etsi.org/19522/EventReason/S_ERDSP_ReceivedNoDeliveryiInfoFromR_ERDSP clause D.4.5 examples.
RDO4 Not con_sign_ed for excessing recipient quota i See scenario S6 of
http://uri.etsi.org/19522/EventReason/MessageNotConsignedForQuota clause D.4.5 examples.
(D.2) RDO5 Not consigned for technical malfunction See scenario S7 of
ContentConsignmentFailure http://uri.etsi.org/19522/EventReason/MessageNotConsignedForMalfunction clause D.4.5 examples.
RDOG Not consigned for message type not accepted by recipient See scenario S6 of
http://uri.etsi.org/19522/EventReason/MessageNotConsignedForUnallowedType clause D.4.5 examples.
RD21 ERD message not consigned for: Unregistered recipient to Recipient's ERDSP See scenario S7 of

http://uri.etsi.org/19522/EventReason/MessageNotConsignedForUnregisteredRecipient

clause D.4.5 examples.
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Annex D (informative):
REM baseline best practices

D.1  Global governance practices

D.1.1 General

This clause provides a collection of the main practices typically used for the governance during the REM baseline
adoption, which was considered worth mentioning here.

D.1.2 Links with national laws

The Trusted List ETSI TS 119 612 [12] specifies many practices regarding the links with the local realities. In
particular, the point (f) of 5.5.1.1 and the clauses 5.3.8 and 5.3.10 are relevant for qualified trust services within the
REM baseline framework.

D.1.3 REMID policy elements

Another task regarding the governance practices is the collection of elements that need to be specified at the policy
level, according to the resolution of the previous task, clause D.1.2, and the publication of such policy.

The implementation guidance b) of clause C.2.3.5 illustrates a method for the publication. Such practice is derived from
clauses5.3.9 and D.4 of ETSI TS 119 612 [12], where other details are defined.

The collection of elements present in the REMID policy regards service and security aspects and technical conditions
that need to be specialized at the local level, without breaking the interoperability. The following elements are typically
considered in the REMID policy, as an example, for specific content definition and for specific practices on them:

. CSllIssueDateTime [see point vi./c.3.1.8 of table C.6]
. CSINextUpdate [see point vii./c.3.1.8 of table C.6]

o Digital signature and optionally time-stamp of CapabilityAndSecuritylnformation XML [see point ¢.3.1.11 of
table C.6]

. Digital signature of REM messages [see point b) of table C.19]
. Digital signature of ERDS evidence XML structures [see point d) of table C.20]

o Digital certificates properties for digital signature of REM messages, ERDS evidence XML structures,
CapabilityAndSecuritylnformation XML structure, Transport Layer Security (TLS) [see clause D.2.2]

. Evidencel ssuerPolicyl D/CSI SchemePolicyCommunityRules [see points: b) of clause C.2.3.5, f) of
table C.18, d) of table C.22, d) of table C.23, d) of table C.24 and d) of table C.25 for the URI whereis
published the REMID policy]

. "userid" either one or both of source and format when applicable to the local REMID policy [see points h) and
i) of table C.18 and clause D.4.2]

. DigestMethod of entire original message [see point ¢)IV of table C.23]

EXAMPLE 1.  http://www.w3.0rg/2001/04/xmlenctsha256
as algorithm used to get the digest of whole "original message”.

. Timeout for transient errors [see clause D.4.4]
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. Relay-snd-dsp-wait timeout [see clause D.4.4]
. Relay-rcv-ra-wait timeout [see clause D.4.4]
e  Cycle-number for persistent errors and final behaviours [see clause D.4.4]

) Number of historical e ementsthat have to be maintained inside the CSI Poi nt er sToCt her Met adat a list of
URIs[seeclause D.3]

EXAMPLE 2. 50 elements. Or any number of elements within a period of 30 months.

D.2  Registration and setup practices

D.2.1 General

This clause provides a collection of the main practices that are typically necessary for a service provider that wants to
adopt the REM baseline, which was considered worth mentioning here.

D.2.2 Certificate and signature properties

D.2.2.1 Certificate significant elements

The REMID policy represents a place where define specific elements characterizing the certificates for all the digital
signatures of REM messages and ERDS evidence XML structures and also certificatesfor TLS CSI used for the
REMID level. Such elementsinclude, for example, Certificate Name Check Conventions on SubjectAltName (SAN)
extension and on Common Name (CN) elements. Aswell as other X509v3 extensions like key usage and certificate
policies.

D.2.2.2 Certificate issuing path

The adoption of the following properties, involving the digital certificate signing REM messages, improves the user
experience and facilitates the installation/configuration of REM systems:

1) Issued inthe path of atop-level Root CA worldwide recognized by any Operating System and client browser:

Signatures using certificates issued in the path of atop-level Root CA certificate, trusted by the common
operating systems (and the relevant browsers through their own Root CA cache), are ideal for facilitating
automatic verification in any user client (browser or application). Using this property, the usual email client
retrieving and verifying incoming messages from REMS will not receive any warning. It would be unpleasant
that, for a"qualified” service, aREMS's recipient receives an invalid signature warning each time a REM
message is retrieved from aREMS.

Nevertheless, all the key-stores of the software applications implementing REMS contain, basicaly, all the
top-level Root CA world-wide recognized by any Operating System or client browsers (and these key-stores
are automatically updated contextually with the system updates). This property facilitates the setup and
management of REM systems. In fact, in such a case, the digital signature's basic validation takes place
without exceptiong/software or execution interruptions. Vice versa, when the root CA are not in the key-store,
either one or both of the software and the digital signature libraries could not work properly. In such a case, it
would be necessary to update, as some new REM SP enters the circuit continuously, and with custom
procedures, all the involved servers key-stores with the required custom Root CA. This greatly complicates the
management of the systems and their reliability.

ETSI



93 ETSI EN 319 532-4 V1.2.1 (2022-05)

2) Used as"digital identity of REMS":
Infact, asillustrated in the rationales of table B.4, the digital certificate signing REM messages and ERDS
evidenceis used as digital identity of the relevant REM SP.

3) Setthe aforementioned digital certificate on ServiceDigital ldentity element of TL:
Asillustrated in the definitions of table C.4, the digital certificate signing REM messages and ERDS evidence
is represented from the ServiceDigital ldentity element of TL.

4)  Placement on the following certification path is:
- top-level Root CA (recognized by OS and browsers)
- - subordinate CA (with required/restricted purposes mentioned in statement 1 of table B.4)
- -- REMSdigital identity certificate (for message/evidence signature)

The certification path illustrated above is obtained by putting together the aforementioned properties, and only
the third certificate will bein TL.

In other words, for the digital signature of REM messages, the classical SIMIME digital certificates, further ensured in
TL, represent theideal solution for both practicality and usability.

A dightly different situation occurs for the digital signature of ERDS evidence XML structures. Thereis no typical
direct usage, of these XML objects, by the final users, using standard clients (in comparison to the REM messages that
are directly used by normal email clients, and thus unrecognized certificates produce confounding warnings). But, as
seen in the rationales of table B.4, the need to ensure this certificate in TL and the constraint to have only one
public-key per service digital identity certificate leadsto use the same digital certificate for the signature of both
ERDS evidence XML structures and REM messages.

Similarly, for the digital signature of CapabilityAndSecuritylnformation XML structure, the point ¢.3.1.12 of
table C.6 and the same considerations done above for ERDS evidence leads to use, also for this digital signature, the
aforementioned digital certificate.

Finally, the digital certificatefor Transport Layer Security (TLS) isensured in TL by reference, using the
CapabilityAndSecuritylnformation XML structure. So there is no special direction about the certificate issuing path of
such certificate except what islaid down on the specific REMID policy for local requirements.

D.2.2.3 Digital signature - signature-policy-identifier

The REMID policy represents a place where define a given signature policy for al the digital signatures of ERDS
evidence XML structures used for the REMID without the use of signature-policy-identifier attribute. Alternatively if,
for al the REM SP adhering to such policy, the digital signature includes the signed attribute signature-policy-identifier
(see clauses C.4.2 and C.4.3).

D.2.3 TL fulfilment

Thefilling out of TL during the registration and setup phases, implies a set of practicesinvolving TLSO and the SP
aiming to adopt REM baselineto REMSP is primarily listed in TL. Furthermore, the SP have to produce and publish,
according to the local REM 1D policy, the CapabilityAndSecuritylnformation XML structure, and thisURI is
referenced from the ServiceSupplyPoint element of TL.

Clauses D.1.3 and D.2.2 list the main attention points to consider in these phases.

D.2.4 Flow elements

Other elements on TL and CapabilityAndSecuritylnformation are considered during registration and setup phases.
These mainly consist in the proper configuration of the systems to respect the flows defined for REM baseline and all
the further limits and constraints defined in the local REMID policy (see clause D.1.3).
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D.3  Periodical practices

Regarding the particular cyclic practices worth mentioning for the REM baseline, there are the publication practices of
capabilityAndSecuritylnformation and its digest. Furthermore, the maintaining of the historical files: the number and
their digests. See periodical practicesillustrated in points of ¢) and d) of table C.14 and point ix./c.3.1.8 of table C.6,
clause C.2.34.1.

D.4  Run-time practices

D.4.1 General

Other the particular run-time and day-by-day practices that are worth to be mentioned for REM baseline are the usage
of the validation procedures and tools set up for trust and interoperability (e.g. those seen in clauses D.2.2, D.2.3 and
D.3 and the run-time part necessary to use the mechanismsillustrated in point of ) and d) of table C.14, verification of
digital signatures and protocols/formats/flows consistency, anti-abuse operations, etc.).

D.4.2 Basic handshake

The main run-time pre-relay operationsimplemented by SSREM S foresee to perform the checks on trust and
capabilities equivalence before the relay of a REM message to the R-REMS (see rationales of table B.2 and table B.7,
and relevant prescriptionsin clause C.2.3.3.3, clause C.2.3.4.1 point ¢.3.1.1 and ¢.3.1.3 of table C.6, clause C.2.3.4.3
table C.9 and clause C.2.3.4.5 table C.12).

Other practicesinvolve:
1) Version of any trusting/interoperability elements and protocols (e.g. TL, ERDSMetadata, TLS, etc).

2)  Countries of source/destination detection, when required by REM D policy to compile the identity
components (see points h) and i) of table C.18).

3) Asstatedin eilDAS TS SAML Attribute Profile [15], clause 2.2.3 the "userid" element is composed of any
string of readable characters uniquely identifying the identity asserted in the origin country. The REM 1D
policy fixes a solution for the "CC/CCluserid" element of the identity component according to the points h)
and i) of clause C.3.4, table C.18.

EXAMPLE: The use of awell-known function, stated at REMID policy level, (e.g. SHA-256 hash) of the
user's email address as "userid" element ensures the unicity of the "userid" to use for both 101
SenderDetails/Sender's | dentity attributes and 105 RecipientDetail/Recipient's | dentity attributes
elements.

D.4.3 Content checks

The run-time post-r elay operations (post or directly on-the-fly, on streaming basis, before full completion of
rel ay-acceptance operation) implemented by R-REM S foresee to perform:

. formal checks on the received content REM message and ERDS evidence (e.g. see clause C.2.3.3.3);
NOTE: Further practices specified in REM D policy make sense like:

1) Thesufficiency of the CAJES-S/MIME digital signature validation according to statement <<To
establish trust in an ERDS based on information in a TL, an actor, which may be another ERDS,
shall validate the ERDS's digital signature on an ERD message or ERD evidence >> of ETS|
EN 319 522-4-3 [11], clause 7.2. A signed ERDS evidenceisintrinsicaly ensured onceit is
enveloped in a REM message by the issuer REMS that - contextually - signs also the REM

message.

2) Thedetailed stepsto validate the trust as mentioned earlier by extracting the digital certificate,
checking its formal validity and by its further validation against the REM S's digital identity on TL.
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3) Thedetailed stepsto validate the digest of the original message against the digest conveyed in the
ERDS evidence (and MD14 REM-DigestV alue metadata header).

4) Detaled stepsto check the validity of the service and to validate the compliance between
declared/expected service.

o formal checks on capability metadata and capability-based security (e.g. see clauses C.2.3.4.3 and C.2.3.4.5);

e  security checksto detect service abuses or threats (e.g. viruses, malware, phishing etc) according to current
best practices and local REMID policy.

D.4.4 Events checks

The run-time post-r elay operations implemented by R-REM S foresee performing consistency checks, on an event
basis to ensure that the required service is compliant with the REM baseline (e.g. correct messages, correct receipts,
etc.), and every transaction is ended. In particular:

. Timeout for transient errors [i.e. temporary error on some step and try to recover within atimeout: see
points h)l11 of table C.22, h)II1 of table C.23, h)l11 of table C.24 and h)Il1 of table C.25].

EXAMPLE 1: 1800 seconds.

o Relay-snd-dsp-wait timeout [i.e. SREMS was unable to relay the REM dispatch to R-REM S within agiven
time period: see point @)lll of table C.24].

EXAMPLE 2: 86 400 seconds.

. Relay-rev-ra-wait timeout [i.e. SSREM S was unable to receive a RelayAcceptance REM receipts within a
given time period: see point a)lV of table C.24].

EXAMPLE 3: 86 400 seconds.
. Cycle-number for persistent errors and final behaviours [see point h)ll table C.24].

EXAMPLE 4: 8 cycles (of transient errors): in this case they correspond to 4 hours).
D.4.5 Complete set of examples

A full set of working examples miming significant scenarios identified by the folder "INFORMATIVE-EXAMPLES"
are provided in the attachment en_31953204v010201p.zip accompanying the present document.
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Annex E (informative):
Change History

Date Version Information about changes
September 2018 1.1.1 |Publication as ETSI EN 319 532-4.
Early draft - update of the SMTP interoperability profile selecting a minimum set of
requirements, in the form of a REM baseline, for implementation of REM services.
This required to define precise details on Common Service Interface (CSI and secure
routing), application of digital signatures on both ERDS evidence and REM messages,
application of time-stamp on ERDS evidence.
The update consisted of adding an informative Annex B with all the rationales derived
from a number of other standards and a normative Annex C that leveraging the
rationales of Annex B converged to the minimum set of requirements needed for the
REM baseline. Finally, drafted a first skeleton for details on best practices as an
informative Annex D.
Stable draft - update of the version 1.1.2 with a number of further details on ERDS
evidence, REM messages and XML particulars to fully complete the minimum set of
requirements of REM baseline, and the application of the received comments.
January 2021 1.1.3 |This required the update of Annexes B, C and D. Finally, fixed a number of minor
editorial issues in clause 5 and adjusted, according to the new content, the usual
informative preliminary, general and supplementary clauses at the beginning and the
end of the document.
Stable draft - update version 1.1.3 with a number of fixes and adjustments to fix the
issues identified in the Plugtests event on June/July 2021.
Stable draft - update version 1.1.4 with a number of arrangements matured
duringESI#75 and the follow-up discussions.
Final draft - update version 1.1.5 with several arrangements due to comments received
during the online discussions period.
January 2022 1.1.7 |Publication for EN Approval Procedure.
May 2022 118 Final draft - update version 1.1.7 with a few of fixes due to the editorial comments

T received during the EN Approval Procedure.

October 2020 1.1.2

October 2021 1.1.4

November 2021 1.1.5

December 2021 1.1.6
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History
Document history
V111 September 2018 | Publication
V1.17 January 2022 EN Approval Procedure AP 20220501:  2022-01-31 to 2022-05-02
Viz1 May 2022 Publication
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