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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the combined Public Enquiry and V ote phase of the ETSI standards EN
Approva Procedure.

The present document is part 3 of a multi-part deliverable. Full details of the entire series can be found in part 1 [10].

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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Introduction

Registered Electronic Mail (REM) is a particular instance of An "Electronic Registered Delivery Service" (ERDS).
Standard email, used as backbone, makes interoperability smooth and increases usability. At the same time, the
application of additional security mechanisms ensures integrity, confidentiality and non-repudiation (of submission,
consignment, handover, etc.), and protects against risk of loss, theft, damage and any illegitimate modification.

The present document aims to cover the common and worldwide-recognized requirements to address electronic
registered delivery in a secure and reliable way. Particular attention is paid to the Regulation (EU) No 910/2014 [i.5].
However, the legal effects are outside the scope of the present document.

ETSI
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1 Scope

The present document specifies the formats for messages that are produced and handled by a Registered Electronic Mail
(REM) service according to the concepts and semantic defined in ETSI EN 319 522 parts 1 [7] and 2 [8] and ETSI
EN 319 532 parts 1 [10] and 2 [11]. More specifically:

a) Specifies how the general ERDS concepts like user content and metadata are identified and mapped in the
standard email structure.

b)  Specifies how the aforementioned concepts are mapped in the REM service messaging structures.
c) Specifies how the ERDS evidence set is plugged inside the REM service messaging structures.

d) Specifiesadditional mechanisms like digital signature and other security controls.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] IETF RFC 8118: "The application/pdf Media Type".

[2] IETF RFC 2183: " Communicating Presentation Information in Internet Messages. The Content-
Disposition Header Field".

[3] IETF RFC 5751: " Secure/Multipurpose Internet Mail Extensions (SMIME) Version 3.2 Message
Specification”.

[4] |ETF RFC 5322: "Internet Message Format".

[5] IETF RFC 2854: "The 'text/html' Media Type".

[6] IETF RFC 7303: "XML Media Types".

[7] ETSI EN 319 522-1: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 1: Framework and Architecture”.

[8] ETSI EN 319 522-2: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 2: Semantic Contents'.

[9] ETSI EN 319 522-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 3: Formats".

[10] ETSI EN 319 532-1: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services; Part 1: Framework and Architecture".

[11] ETSI EN 319 532-2: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services; Part 2: Semantic contents”.

[12] IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies'.
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[13] IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types".
[14] IETF RFC 5321: "Simple Mail Transfer Protocol”.
[15] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI EN 319 532-4: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services; Part 4: Interoperability profiles'.

[i.2] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".

[i.3] IETF RFC 6648: "Deprecating the "X-" Prefix and Similar Constructs in Application Protocols’.

[i.4] ETSI EN 319 521: "Electronic Signatures and Infrastructures (ESI); Policy and security

requirements for Electronic Registered Delivery Service Providers'.

[i.5] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[i.6] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures’.

[1.7] ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures;
Part 1: Building blocks and PAJES baseline signatures'.

[i.8] ETSI EN 319 522-4-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 4: Bindings; Sub-part 3: Capability/requirements bindings'.

[i.9] IETF RFC 6931: "Additional XML Security Uniform Resource Identifiers (URIS)".

3 Definitions, abbreviations and terminology

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI EN 319 532-1 [10] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI EN 319 532-1 [10] apply.

ETSI
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3.3 Terminology

Since Registered Electronic Mail Services are specific types of Electronic Registered Delivery Services, the present
document uses the terms and definitions from ETSI EN 319 521 [i.4] and ETSI EN 319 522 [7], [8] and [9].

ETSI EN 319 532-2 [11], clause 4.1 specifies the usage of prefixes ERD versus REM or ERDS versus REM S for
naming concepts and/or structures.

The naming convention used in the present document is that constructs whose content is completely generated by the
REMS are prefixed with "ERDS' or "REMS", while constructs whose content includes user generated data is prefixed
with "ERD" or "REM".

4 Message formats

4.1 Introduction

The present clause defines and explains how metadata and contents are formatted in REM messages. Schemas and
format definitions of ETSI EN 319 522-3 [9] are reviewed in the REM perspective. Further implicit references are to
ETSI EN 319 532-2 [11], clause 4 describing the contents.

To define the formats involved in communication exchanges in the REM (and so email) scope, it is necessary to
individuate and distinguish fundamental parts like user content and metadata components.

Asoutlined in ETSI EN 319 522-2 [8], clause 4, the user content is the content generated or provided by the sender, that
isintended to be delivered to arecipient. Metadata related to the user content, e.g. in the case of submission, relay or
handover events, are provided for purposes of handling and processing a message, e.g. message identification,
identification of sender/recipient(s), or also for service capabilities discovery.

The next clauses describe how these meaningful concepts have been mapped first in email and later in REM Ss
provision context starting with a description example for a graphical individuation of the components, and following
with the format specifications.

4.2 Internet Message Format in the REM services

In the context of email and REM services provision the concepts like user content and metadata have a correspondence
with the elements of Mail Object as defined in IETF RFC 5321 [14], clause 2.3.1 and with the definitions contained in
ETSI EN 319 522-1[7], clause 3.1, ETSI EN 319 522-2 [8], clause 4, and ETSI EN 319 532-2[11], clause 4.

Table 1 illustrates the root of terms (if any), used in the next clauses, and the intended meaning in the REM context.

Table 1: ERD to REM terms mapping

Root definition (from REM equivalent Detailed definition
ETSI EN 319 522-2 [8]) definition
user content user content This is the body of the Mail Object as defined in IETF RFC 5321 [14],

clause 2.3.1 (note 1). It is generated by the sender under the sender's
technical/legal responsibility. See also ETSI EN 319 532-2 [11],
clause 4.

submission metadata [submission metadata |This is the header section of the Mail Object as defined in IETF
RFC 5321 [14], clause 2.3.1. See Figure 1, Figure 4 and also
definitions in ETSI EN 319 532-2 [11], clause 4.

original message |This is composed of header + body as defined in IETF RFC 5321 [14],
clause 2.3.1. It is generated by the sender's ERD user agent or under
the sender's technical/legal responsibility (and outside the
responsibility of the service), which may be eventually digitally signed
by the sender (note 1). See Figure 1, Figure 4 and also definitions in
ETSI EN 319 532-2 [11], clause 4.

ETSI
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Root definition (from REM equivalent Detailed definition
ETSI EN 319 522-2 [8]) definition

ERDS relay metadata |REMS relay metadata |This is the header section (as defined in IETF RFC 5321 [14]) of the
REM message. Also the REMS introduction is considered part of the
REMS relay metadata. See from Figure 1 to Figure 4 and also
definitions in ETSI EN 319 532-2 [11], clause 4.

ERDS handover REMS handover The same of mapping of REMS relay metadata with the semantic
metadata metadata defined in ETSI EN 319 532-2 [11], clause 4.
ERDS evidence ERDS evidence One of the methods usable to transport the ERDS evidence in REM is

an attachment body part (as defined in IETF RFC 2045 [12]) of the
REM message. See from Figure 1 to Figure 3 and also definitions in
ETSI EN 319 532-2 [11], clause 4.

ERDS servicelnfo REMS notification |See Figure 3 for the structure of this object and definitions in ETSI
EN 319 532-1 [10], clause 3.1. The difference from ERDS servicelnfo
is that a REMS natification always contains a reference to the user
content. Furthermore, it may optionally carry the relevant evidence.

ERD message REM message See from Figure 1 to Figure 4 for all the possible structures in parts (as
defined in IETF RFC 2045 [12)).

ERD payload REM payload See Figure 4 for the structure of this object and also definition in ETSI
EN 319 521 [i.4], clause 3 and ETSI EN 319 522-1 [7], clause 3.

ERD dispatch REM dispatch See Figure 1 for the structure of this object and also definition in ETSI

EN 319 521 [i.4], clause 3 and ETSI EN 319 522-1 [7], clause 3 and
further details in ETSI EN 319 532-2 [11], clause 4. It is a new object
(according to the REM message structure) generated under the
responsibility of the REM Service, used to envelop the original
message, plus the original message itself. So, the REM dispatch, as a
whole, is not totally generated under the responsibility of REM Service.

transport metadata |[When the original message is submitted over SMTP, this is the
transport information and the closure information conveyed in a typical
SMTP session (see Figure A.1). It wraps the original message inside
the SMTP transaction and it contains commands and answer
information flowing during the client/server communication, as defined
in IETF RFC 5321 [14] (note 2).

NOTE 1: The term body, in the context of the present document, indicates also a "possibly structured" body part
including one or more attachments, according to MIME standard specification, as provided in IETF
RFC 2045 [12], clause 2.6.

NOTE 2: Further considerations regarding specific protocol elements like transport and closure are out of scope for the
present document and are managed in ETSI EN 319 532-4 [i.1], clause 5.3.5 - CSI.

In the email ambit, (that is the basis of REM), the aforementioned concepts apply to the messaging stream..
Figure A.1 shows an example of where the constructs shown in Table 1 are located along the protocol stream.

An important feature specific for REM isthat exactly the standard wrapping mechanism shown in Figure A.1 isalso
used to incorporate a digital signature into a REM message structure for getting a signed REM message (see

Figure A.2). For example, in case of the REM dispatch, it is used to transport the original message together with the
other REM message components as attachments and digital signatures, giving the possibility to make available the
entire content in a comprehensible and usable way to al interested parties from the sender's REM S up to the recipient
(seeFigure A.1).

See Figure A.2 as an example representing this further step, by showing the encapsulation of the original messagein a
REM dispatch and, similarly the previous example of Figure A.1, where it islocated inside the protocol stream.

The same wrapping mechanism shall be used for enveloping the remaining objects relevant to the REM messages.

Asthe REM message contents are separated from the transport information/closure information partsin the
communication stream, the entire set of REM messages as specified in the present document may also be properly
transported by other underlying transport protocols.

NOTE 1: This separation ensures that REM messages are completely unrelated to the underlying protocol stream.

In fact, the underlying protocol only deals with the transport information and closure information of the stream and the
REM message remains unchanged. All the REM logic is defined inside the REM message. This makes REM
independent from the particular underlying transport protocol. In addition, as REM messages use this universal and
standard enveloping, any standard email client of the initiator and/or the final users can process them.

ETSI
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The transmission of information between the sender's REM S and recipient's REM S typically happens according to the
"attached" or "detached" forms. In the first case the original message is conveyed inside a REM dispatch. In the latter, it
istransmitted using other means (e.g. by a REM payload ). The ERDS evidence related to events occurred during the
transfer of this original message is sent separately to the recipient, e.g. by a subsequent REM receipt.

The REM Service could add/modify some header fields to the submission metadata during the enveloping process.
Anyway, these changes should be limited to what is proven as essential for the good working of the process and should
be fully defined in the specific REM implementation.

NOTE 2: Update of the Message-ID header field can be one of these changes (if it is not present or it needs to be
normalized to auniversal recognized identifier format, inside the context of the provided service). In such
cases, the original identifier, if specified, is assigned to some new custom header field of the submission
metadata and to the REM-UAMessagel dentifier: header field of the REM message. A new regularized
and universal unique Message-ID is assigned to the submission metadata.

Furthermore, any of the aforementioned changes (additions/modifications of header fields) shall be clearly indicated to
the sender and recipient of the REM dispatch or the REM payload as outlined in clause 6.2.3.4.

NOTE 3: The"REMS introduction MIME section" descriptive text - see point 1) in Annex A and clause 6.2.3.4) -
is one of the places where to put such an indication. Alternatively, the contract with the users represents
another place where to indicate this systematic practice.

4.3 REM message - Structure Definition

This clause specifies the structure of a REM message based on the MIME format (see IETF RFC 2045 [12]). A REM
message does not exist as a self-standing object, since it always appears in the context of either aREM dispatch, a
REMS receipt, a REM S notification or aREM payload.

A REM message may flow between different REMSs, and from a REMSto ERD user agents, as defined in ETS
EN 319 532-1[10]. It is out of scope of the present document to define how the generic REM message is tailored to the
specific mode of operation and interface it flows through.

See the description preceding Figure A.3 for examples of REM message components.

A REM message shall be structured as a message header section containing the header fields followed by a message
body composed of several body parts as defined in MIME (IETF RFC 2045 [12]). The message body shall take the
form of multipart signed/mixed/alternative MIME sections, in which every MIME-body-part is structured as defined in
Figure A.3. This multipart/mixed MIME message shall constitute the signed MIME-body-part of a multipart/signed
S/MIME message. The SSMIME signature contained in the last MIME part of the REM message shall therefore be the
digital signature of the REMS over the rest of the MIME parts that appear in the REM message.

See Figure A.3 as an example representing this generic structure with all its elements. The different types of REM
messages are built asindicated in Table 1 of ETSI EN 319 532-2 [11] clause 4.1, which in turnis derived from Table 1
of ETSI EN 319 522-2 [8], clause 4.

The REM dispatch shall be structured asin Figure 1.
The REMS receipt shall be structured asin Figure 2.

The REMS notification shall be structured asin Figure 3 and shall be generated by REM S according to the flow
requirements of ETSI EN 319 532-1 [10], clause 4.

The REM payload shall be structured asin Figure 4.

They are built starting from the ERD message structure, defined in Table 1 of ETSI EN 319 522-2 [8], clause 4, with
the emphasis of REM specific aspects and peculiarities.

The cardinality numbers present in the boxes shall indicate the number of occurrences of any MIME part:
. 0..1 indicates an optional part;
. 0..N indicates an optional part that may occur any number of times;

o Parts not otherwise indicated by cardinality numbers or remarked for clarity with 1 shall occur exactly once.

ETSI
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REM dispatch structure

Header

MIME header fields profiled for a multipart/signed MIME message (see clause 6.2.1)
[REMS relay metadata 1 plus optionally REM S handover metadata 0..1]

Body

(signed data MIME section)

Header

MIME part header fields profiled for a multipart/mixed message (see clause 6.2.2)
[REMS relay metadata]

Body

REM Sintroduction
MIME section [REM Srelay metadata]

1

Header

MIME part header fields profiled for a multipart/alter native MIME
content (see clause 6.2.3)

Body

MIME part header fields profiled for text/plain (see
clause 6.2.3.2)

Header

Plain text
introduction

A message created by the REMS, to be displayed
automatically upon display of the REM message. Text may
contain information for the user (see clause 6.2.3.4)

MIME part header fields profiled for text/html
(see clause 6.2.3.3)

Header | Body

A message created by the REMS, to be displayed
automatically upon display of the REM message. HTML
may contain URIs and other information for the user (see
clause 6.2.3.4)

HTML introduction
Body

original message

MIME section

1

Header

MIME part header fields (profiled for an enveloped message/rfc822
message) of a self-contained |IETF RFC 5322 [4] message as submitted
by the sender: the submission metadata that becomes part of the
REM Srelay metadata (see clause 6.2.4.2)

Body

Body of a self-contained IETF RFC 5322 [4] message as submitted by
the sender: the user content (see clause 6.2.4.3)

REM S Extensions

MIME section

0..N

Header

MIME part header fields profiled for extensions, e.g. application/xml
(seeclause 6.2.5)

Body

Attachment to be used by possible extensions

ERDS evidence

MIME section

1.N

Header

MIME part header fields profiled for an application/xml or
application/pdf (see clause 6.2.6)

Body

ERDS evidence as required by the specific content-type

REMS
signature

MIME part header fields profiled to SMIME application/pkcs7-signatur e signature on
the whole REM message (see clause 6.2.7)

Body | Header

SMIME digital signature generated by the REM S covering the whole structure

Figure 1. REM dispatch structure
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REM Sreceipt structure

MIME header fields profiled for a multipart/signed MIME message (see clause 6.2.1)

o}
'§ [REMS relay metadata 1 plus optionally REM S handover metadata 0..1]
T
o) MIME part header fields profiled for a multipart/mixed message (see clause 6.2.2)
g [REMS relay metadata]
-% MIME part header fields profiled for a multipart/alter native MIME
= content (see clause 6.2.
£ ( I 6.2.3)
IS
IS
g b . . .
B - g MIME part header fields profiled for text/plain (see
s & 29 |8 |dae6232)
= o ks)
o =)
= G -% g A message created by the REMS, to be displayed
g S [seg=; -§” automatically upon display of the REM message. Text may
. = E.':J - ~ |m |containinformation for the user (see clause 6.2.3.4)
c 0 =
5 =5 | &
3 4 g c § MIME part header fields profiled for text/ntml
L S
s g § § < |(seeclause6.2.3.3)
= = =3 A message created by the REMS, to be displayed
g > = T s @ |automatically upon display of the REM message. HTML
- = = =|m |may contain URIs and other information for the user (see
g Jsi clause 6.2.3.4)
m > "
= é 5 -§ MIME part header fields profiled for extensions, e.g. application/xmi
3 < (see clause 6.2.5)
2=
wuw o
0 s -
E S 8 |Attachment to be used by possible extensions
o0 m
§ 5 -§ MIME part header fields profiled for an application/xml or
& g < application/pdf (see clause 6.2.6)
& 0%
%) —
@ = -§‘ ERDS evidence as required by the specific content-type
W= )
o) MIME part header fields profiled to SMIME application/pkcs7-signatur e signature on
n 2 §  |the whole REM message (see clause 6.2.7)
sz |T
E5
12 §‘ SMIME digital signature generated by the REM S covering the whole structure
m

Figure 2: REMS receipt structure
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REM S notification structure

Header

MIME header fields profiled for a multipart/signed MIME message (see clause 6.2.1)
[REMS relay metadata 1 plus optionally REM S handover metadata 0..1]

Body

Header

MIME part header fields profiled for a multipart/mixed message (see clause 6.2.2)
[REMS relay metadata]

MIME part header fields profiled for amultipart/alter native MIME
content (see clause 6.2.3)

Header

- MIME part header fields profiled for text/plain (see

clause 6.2.3.2)

Head

A message created by the REMS, to be displayed
automatically upon display of the REM message. Text may

MIME section [REM Srelay metadata]
1

=
e
g
5 g
E E
S 5 | 2
= p o |contain URIs (pointer to arepository from where the
. % 2 ® @ original message may be retrieved) and other information
= E 2 o for the user (see clause 6.2.3.4)
2 iy =
8 5 % MIME part header fields profiled for text/html
L
s -§ £ |(seeclause 6.2.3.3)
ch E A message created by the REMSS, to be displayed
kel = - & |automatically upon display of the REM message. HTML
% = E @ may contain URIs and other information for the user (see
S, I clause 6.2.3.4)
‘D
- (7))
5 ¢ -§ MIME part header fields profiled for extensions, e.g. application/xmi
7 .2 (see clause 6.2.5)
o ’g‘; T
< 8z
wuw o
0 s -
E = '§ Attachment to be used by possible extensions
4
o= -§ MIME part header fields profiled for an application/xml or
5 = S |application/pdf (see clause 6.2.6)
25 =
0 '-'2-‘ S
@ = -§‘ ERDS evidence as required by the specific content-type
w o
et & |MIME part header fields profiled to SIMIME application/pkcs7-signatur e signature on
=1 B |the whole REM message (see clause 6.2.7)
=1 T
?
E -§’ SMIME digital signature generated by the REM S covering the whole structure
Y m

Figure 3: REMS notification structure
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@ |MIME header fields profiled for amultipart/signed MIME message (see clause 6.2.1)
-§ [REMS relay metadata 1 plus optionally REMS handover metadata 0..1]
&
MIME part header fields profiled for a multipart/mixed m e (see clause 6.2.2)
3 P p p essag
T |[REMSrelay metadata]
-§ MIME part header fields profiled for a multipart/alter native MIME
< £ |content (seeclause 6.2.3)
I
k - _ _ _
g ‘_,.5 g MIME part header fields profiled for text/plain (see
c &5 clause 6.2.3.2)
= %‘ S T
[3] o
3 g g = = A message created by the REMS, to be displayed
°s - £ o |automatically upon display of the REM message. Text may
€ IhI:J @ contain information for the user (see clause 6.2.3.4)
2 18 |s
— S . .
= w .S el = -% MIME part header fields profiled for text/html
5 o ’5; = £ |(seeclause 6.2.3.3)
o g S
b w =5
é U§J = = A message created by the REMSS, to be displayed
= s = 5’ & |automatically upon display of the REM message. HTML
B © — @ may contain URIs and other information for the user (see
8 g8 | & T clause 6.2.3.4)
= - 3 @ o . MIME part header fields (profiled for an enveloped message/rfc822
2 | 8 5 25 -g message) of a self-contained |IETF RFC 5322 [4] message as submitted
E o ) % 5 £ |by the sender: the submission metadata that becomes part of the
4 IS E o REM S relay metadata (see clause 6.2.4.2)
c
-%, = & |Body of aself-contained IETF RFC 5322 [4] message as submitted by
52 @ |the sender: the user content (see clause 6.2.4.3)
w
= -§ MIME part header fields profiled for extensions, e.g. application/xml
% I (seeclause 6.2.5)
c
.é IS z
()
oy
w >
g § Attachment to be used by possible extensions
w
4
© & |MIME part header fields profiled to SSMIME application/pkcs7-signatur e signature on
=1 § |the whole REM message (see clause 6.2.7)
%) T
'gs)
E -§” S/MIME digital signature generated by the REM S covering the whole structure
Y m

Figure 4. REM payload structure

The following clauses aim at further profiling/constraining each header field of this generic message structure.
The present document does not impose any constraint on those header fields not listed in the tables in clause 6.
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5 REMS - identification formats

For REM S identification formats, ETSI EN 319 522-2 [8], clause 5, the identity components defined in Table 6 of ETSI
EN 319 522-2 [§], clause 8.1 and the formats defined in ETSI EN 319 522-3 [9], clause 5 shall apply.

The REMS shall assign each user aunique identifier, as defined in ETSI EN 319 522-2 [8], clause 5.2 in the format of
an email address, defined as "addr-spec” in section 3.4.1 of IETF RFC 5322 [4].

Table 2 of clause 6.1 of the present document defines how the identity components shall be mapped in REM.

6 REMS - relay metadata formats

6.1 General requirements

The present clause defines the REM S relay metadata formats. For this purpose ETSI EN 319 522-2 [8], clauses 6.1, 6.2
shall apply.

The composition of the REM message header fields shall be compliant to the structures defined from Figure 1 to
Figure 3.

Table 2 contains a mapping between the general semantic content of ERDS and the same concepts applied to REM
header fields. The presence requirements are defined in Table 5 and Table 13 of ETSI EN 319 522-2 [8]. Header fields
not listed in Table 2 may be absent in REM.

Next clauses 6.2 shall define where the header fields of Table 2 shall apply and other header fields specific for REM.

Table 2: ERD to REM semantic content mapping

Semantic content (Table 5, Mapping to IETF RFC 5322 [4] header fields

Table 6 of ETSI EN 319 522-2 [8])

Metadata version REM-MetadataVersion: header field. This value shall be formatted as defined in
ETSI EN 319 522-2 [8], clause 6.2.1 - MDO1 and in ETSI EN 319 522-3 [9],
clause 4.3.2.5.

Relay date and time REM-RelayDate: header field. The format of this value shall be as defined in ETSI

EN 319 522-2 [8], clause 6.2.2 - MD02 and ETSI EN 319 522-3 [9], clause 4.3.7, and
mapped according to clause 3.3 of IETF RFC 5322 [4].

Expiry date and time REM-ExpirationDate: header field. The format of this value shall be as defined in
ETSI EN 319 522-2 [8], clause 6.2.3 - MD03 and ETSI EN 319 522-3 [9],
clause 4.3.8. mapped according to clause 3.3 of IETF RFC 5322 [4].

Recipient required assurance level |REM-RecipientAssurancelLevel: header field. This value shall be formatted as
defined in ETSI EN 319 522-2 [8], clause 6.2.4 - MDO4 and ETSI EN 319 522-3 [9],
clause 4.3.14, and mapped in REM according to extension mechanisms defined in
clause 6.2.1 or clause 6.2.5 for structured information.

Applicable policy REM-ApplicablePolicy: header field. This value shall be formatted as defined in ETSI
EN 319 522-2 [8], clause 6.2.5 - MDO5 and ETSI EN 319 522-3 [9], clause 4.3.15,
and mapped in REM according to extension mechanisms defined in clause 6.2.1 or
clause 6.2.5 for structured information.

Mode of consignment REM-ModeOfConsignment: header field. This value shall be as defined in ETSI
EN 319 522-2 [8], clause 6.2.6 - MDO6. It shall contain the URI defined in ETSI
EN 319 522-3 [9], clause 4.3.16.

Scheduled delivery REM-ScheduledDelivery: header field. The format of this value shall be as defined in
ETSI EN 319 522-2 [8], clause 6.2.7 - MDO7 and ETSI EN 319 522-3 [9],
clause 4.3.9, and mapped according to clause 3.3 of IETF RFC 5322 [4].

Sender's identifier This value shall be formatted as defined in ETSI EN 319 522-2 [8], clause 6.2.8 -
MDO08 and ETSI EN 319 522-3 [9], clause 4.3.10, and mapped in REM according to
extension mechanisms defined in clause 6.2.1 or clause 6.2.5 for structured
information.

Sender's reply to address Reply-To: header field. This value shall be as defined in ETSI EN 319 522-2 [8],
clause 6.2.9 - MD09 and ETSI EN 319 522-3 [9], clause 4.3.11.
In REM it shall be mapped as in Table 3 of clause 6.2.1.
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Semantic content (Table 5,
Table 6 of ETSI EN 319 522-2 [8])

Mapping to IETF RFC 5322 [4] header fields

Recipient's identifier

This value shall be formatted as defined in ETSI EN 319 522-2 [8], clause 6.2.10 -
MD10 and ETSI EN 319 522-3 [9], clause 4.3.12, and mapped in REM according to
extension mechanisms defined in clause 6.2.1 or clause 6.2.5 for structured
information.

ERD Message identifier

Message-ID: header field. This value shall be as defined in ETSI EN 319 522-2 [8],
clause 6.2.11 - MD011 and ETSI EN 319 522-3 [9], clause 4.3.4.
In REM it shall be mapped as in Table 3 of clause 6.2.1.

In reply to

In-Reply-To: header field. This value shall be as defined in ETSI EN 319 522-2 [8],
clause 6.2.12 - MD12 and ETSI EN 319 522-3 [9], clause 4.3.6.
In REM it shall be mapped as in clause 3.6.4 of IETF RFC 5322 [4].

User content information: Content
type

Content-Type: header field . This value shall be as defined in ETSI EN 319 522-2 [8],
clause 6.2.14 - MD14 and ETSI EN 319 522-3 [9], clause 4.3.13.
In REM it shall be mapped as in Table 3 of clause 6.2.1.

User content information: Subject

Subject: header field This value shall be as defined in ETSI EN 319 522-2 [8],
clause 6.2.14 - MD14 and ETSI EN 319 522-3 [9], clause 4.3.4.
In REM it shall be mapped as in Table 3 of clause 6.2.1.

ERD Message type

REM-MessageType: header field. This value shall be as defined in ETSI

EN 319 522-2 [8], clause 6.2.13 - MD13. It shall contain the URI defined in ETSI
EN 319 522-3 [9], clause 4.3.5.

In case of REMS notification, the value shall be:
http://uri.etsi.org/19522/v1#/ERDMessageType/naotification

User content information: Digest
algorithm

REM-DigestAlgorithm: header field. This value shall be as defined in ETSI

EN 319 522-2 [8], clause 6.2.14 — MD14 and ETSI EN 319 522-3 [9], clause 4.3.13.
In REM it should be mapped as a URI compliant with section 2.1 of IETF

RFC 6931 [i.9]:

User content information: Message
digest

REM-DigestValue: header field. This value shall be as defined in ETSI

EN 319 522-2 [8], clause 6.2.14 - MD14 and ETSI EN 319 522-3 [9], clause 4.3.13.
In REM it should contain the base64 encoded digest value of original message as
computed using the digest algorithm indicated in the aforementioned header field.

User content information: Message
original identifier

REM-UAMessageldentifier: header field. This value shall be as defined in ETSI

EN 319 522-2 [8], clause 6.2.11 — MD11 and ETSI EN 319 522-3 [9], clause 4.3.4.

In REM it should contain the Message-ID value of the original message submitted by
the ERD-UA.

User content information:
Attachmentinformation

This value shall be formatted as defined in ETSI EN 319 522-2 [8], clause 6.2.14.

In REM it is related to attachment information natively contained in the MIME header
fields (see note 1 in Table 1). This may be further explicitly mapped in REM
according to extension mechanisms defined in clause 6.2.1 or clause 6.2.5 for
structured information.

Signature

See header fields in clause 6.2.7.

Event identifier

REM-Eventldentifier: header field. This value shall be as defined in ETSI
EN 319 522-2 [8], clause 8.2.3 - G03.
It shall contain a URI defined in Table 3 of ETSI EN 319 522-3 [9], clause 5.2.2.5.

Extensions Other metadata may be specified with the extension mechanism defined in
clause 6.2.1 or clause 6.2.5 for structured information. This value shall be formatted
as defined in ETSI EN 319 522-2 [8], clause 6.2.15 - MD015 and ETSI
EN 319 522-3[9], clause 4.3.17.
6.2 REM message structure
6.2.1 REMS relay metadata MIME Header Fields

The header fields defined in the Table 3 and their respective values shall conform to the references in column 4.
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Table 3: Basic header fields bodies in REM message

Header field name Header field body Presence Reference
Content-Type: The value for this header field shall be Mandatory |Section 5 of IETF RFC 2045 [12]
"multipart/signed". and section 3.4.3.2 of IETF
e 'protocol' parameter value shall be RFC 5751 [3]

"application/pkcs7-signature”.
e 'micalg' parameter value should be
conformant to ETSI TS 119 312 [i.2].
e 'boundary' parameter value should be
conformant to IETF RFC 2046 [13],

section 5.1.1.

MIME-Version: The value for this header field shall be "1.0". Mandatory |Section 4 of IETF RFC 2045 [12]
Message-ID: The value for this header field should be an UID  |Mandatory |Section 3.6.4 of IETF

as defined in IETF RFC 5322 [4]. RFC 5322 [4]
Date: The value for this header field shall be compliant |[Mandatory |Section 3.3 of IETF

with clause 3.3 of IETF RFC 5322 [4]. RFC 5322 [4]
From: The value for this header field should be either a |Mandatory |Section 3.6.2 of IETF

REMSP service address RFC 5322 [4]

(e.g. "<service_rem_md_x@rem_md_x.com>" or
a transformation of the original From field to
show the role of the REMSP (e.g. "on behalf of
user@rem_md_x.com
<service_rem_md_x@rem_md_x.com>").

To: In case of a REM dispatch the value for this Mandatory |Section 3.6.3 of IETF
header field shall match the value of the 'To' RFC 5322 [4]

header field in the original message. In case of a
REM message carrying evidence for the sender,
the value for this header field may match the
value of the 'From' header field in the original

message.
Cc: REMS should assign a value to this header field |Optional Section 3.6.3 of IETF
only for REM dispatch. In such case, the value RFC 5322 [4]

shall match the value of the 'Cc' header field in
the original message.

Subject: The value for this header field should be Mandatory |Section 3.6.5 of IETF
transformed as follows starting from the Subject RFC 5322 [4]
header field contained in the original sender's ETSI EN 319 522-3 [9] column 2
message, in order to indicate the role that the of Table 3 for the full list of the
REM message has within the flow: ERDS event identifiers.

REM <event identifier>: <original subject>
(E.g.: "REM Cont ent Consi gnrent :
subject_of original_message").

Reply-To: In the case of a REM dispatch the value for this |Mandatory |Section 3.6.2 of IETF
header field shall match the value of the 'From' RFC 5322 [4]

header field in the original message. In the case
of a REM message carrying evidence for the
sender, this header field should not appear, and
if it appears, its value should be the REM service

address.
Return-Path: REMS may assign a value to this header field Optional Section 3.6.7 of IETF
only for REM dispatch. In such case, the value RFC 5322 [4]

shall match the value of the 'Return-Path' header
field in the original message.

Received: REMS may assign a value to this header field Optional Section 3.6.7 of IETF
only for REM dispatch. In such case, the value RFC 5322 [4]

shall match the value of the 'Received' header
field in the original message.

In-Reply-To: REMS may assign a value to this header field. Optional Section 3.6.4 of IETF
The value should match the value of the 'In- RFC 5322 [4]
Reply-To' header field in the original message.
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The present header section of a REM message shall contain the following header fields according to the requirements of
presence and format defined in Table 2:

J REM-MetadataV ersion:

. REM-RelayDate:

. REM-ExpirationDate:

. REM-RecipientAssurancelLevel:
o REM-ApplicablePolicy:

. REM-M odeOfConsignment:
. REM-ScheduledDelivery:

. REM-M essageT ype:

. REM-DigestAlgorithm:

o REM-DigestValue:

. REM-UAMessagel dentifier:
. REM-Eventldentifier:

Furthermore, the header section of each REM message may contain other basic extension header fields. The purpose of
these header fieldsisto give immediate access to important identification information instead of forcing the REM S to
process the ERDS evidence.

NOTE 1: Asevident inthe list above, the REM implementation-specific extensions header fields follow the best
current practice on naming convention recommended in IETF RFC 6648 [i.3], clause 3, without
prefix X-. These headers are clearly visible and identifiable by the prefix "REM-".

The syntax of these basic extension header fields shall be asfollows:
REM <conponent >: <val ue>
where:

. <component> isalabel (possibly equal to the identification code of a ERDS relay metadata or evidence
component/subcomponent).

NOTE 2: - See Table5in ETSI EN 319 522-2 [8], clause 6.1 for afull list of identification codes of ERDS relay
metadata components - e.g. MDO01, MDQ2, etc.

-See Table 6in ETSI EN 319 522-2 [8], clause 8.1 for afull list of identification codes of ERDS
evidence components - e.g. GO1, R01, 101, etc.

. <value> is a correspondent value for the component.
The same naming mechanism should be used also for other implementation-specific or custom header fields.

The following example shows the usage of the aforementioned mechanism to add two header fields:

EXAMPLE:
o REM-G02: <Evidence version value>
. REM-RO01: <Evidence issuer policy identifier>

In case the character set of the <value> to assign to any aforementioned header fieldsis not compliant with the
supported email standards, a base64 encoding should be used for a consistent representation in a unique header field
body.
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In case of structured information, not easily convertible to a simple header body, the REM S structured extension
defined in clause 6.2.5 may be used to host the full structure in a specificfile as attachment.

In REMS operating in Store & Notify style of operation, the present header section of the REM S notification shall
contain a so the following header field, according to the requirements defined in ETSI EN 319 532-2 [11], clause 6.2.1.

o REM-AcceptanceRejectionl nterfacel ocation: <URI>

6.2.2

signed data MIME Header Fields

The header fields defined in the Table 4 and their respective values shall conform to the references in column 4.

Table 4: Signed data header field boundary in REM message

Header field name

Header field body

Presence

Reference

Content-Type:

The value for this header field shall be:
"multipart/mixed"
e 'boundary' parameter value should be
conformant to IETF RFC 2046 [13],
section 5.1.1

Mandatory

Section 5 of IETF

RFC 2045 [12];

Sections 5, 5.1 and 5.1.3 of
IETF RFC 2046 [13]

6.2.3

6.2.3.1

General requirements

REMS introduction MIME Header Fields-Body

The header fields defined in Table 5, Table 6, Table 7 and their respective values shall conform to the referencesin

column 4.

Table 5: Introduction header fields boundary

Header field name Header field body Presence Reference
REM-Section-Type: The value of this field should be Optional N/A
"rem_message/introduction”
Content-Type: The value for this field shall be: Mandatory Section 5 of IETF

"multipart/alternative”
e 'boundary' parameter value should be
conformant to IETF RFC 2046 [13]
section 5.1.1

RFC 2045 [12];
Sections 5, 5.1 and
5.1.4 of IETF

RFC 2046 [13]

NOTE:

The order chosen for the following two parts (mutually interchangeabl e bodies of the

"multipart/alternative”" header field defined in Table 5) ends with the choice that the email clients usually
interpret as preferred, asindicated in IETF RFC 2046 [13] (the best choice isthe LAST part of atype
supported by the recipient system'slocal environment).

6.2.3.2

multipart/alternative: free text subsection Header Fields

Table 6: Introduction header fields bodies - free text case

Header field name Header field body Presence Reference
Content-Type: The value for this field shall be: Mandatory Section 5 of IETF
"text/plain”. RFC 2045 [12];
e ‘charset' parameter value Sections 5, 5.1 and 5.1.4
should be "UTF-8". of IETF RFC 2046 [13]
Content-Disposition: The value of this header field shall be Optional Section 2.1 of IETF
"inline" in order to display the present RFC 2183 [2]
body part automatically, upon display of
the message in mail client.
Content-Transfer-Encoding: The value for this field should be: 7hit, Mandatory Section 6 of IETF
8bit or quoted-printable. RFC 2045 [12]
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6.2.3.3 multipart/alternative: HTML subsection Header Fields

Table 7: Introduction header fields bodies - HTML case

Header field name Header field body Presence Reference

Content-Type: The value for this field shall be: Mandatory Section 5 of IETF

"text/html;". RFC 2045 [12] and IETF

e ‘charset' parameter value RFC 2854 [5]
should be "UTF-8".

Content-Transfer-Encoding: The value for this field should be: 7bit, Mandatory Section 6 of IETF

8bit or quoted-printable. RFC 2045 [12]
6.2.3.4 Introduction body formats

Theintroduction text for the REM message is positioned in two different places represented by the body parts of the
clauses 6.2.3.2 for plain-text and 6.2.3.3 for HTML. If both sections are present their contents shall be an alternative
and equivalent version of the same information in both plain text and HTML formats. The body of HTML text shall not
contain active code.

If it contains some URL, the printed part (that is the Hypertext visible to the user) shall be the same as the hidden part
(that isthe real location where the web browser is redirected clicking onit).

NOTE: Asindicated inthe note 3 in clause 4.2, the introduction text represents one of the places where to
indicate to the users of the REM service any rectification applied to some header field of submission
metadata by the REMS.

6.2.4  original message MIME Header Fields

6.24.1 original message general requirements

Clauses 6.2.4.2 and 6.2.4.3 specify requirements for the MIME header fields and body (whole MIME) corresponding to
the original message section (see Figure 1 and Figure 4 for its placement inside a REM message). These requirements
apply only when the message is conveyed to the recipient by value (Store & Forward style of operation).

6.2.4.2 original message - MIME section Header Fields

The header fields defined in Table 8 and their respective values shall conform to the referencesin column 4.

Table 8: Original message header fields bodies

Header field name Header field body Presence Reference
Content-Type: The value for this field shall be: "message/rfc822". |Mandatory |[Section 5 of IETF
e 'name’' parameter value shall be RFC 2045 [12];
"AttachedMimeMessage". section 5.2 of IETF
RFC 2046 [13]
Content-Transfer-Encoding: | The value of this header field shall be "bi nar y". Mandatory |Section 6 of IETF

RFC 2045 [12] and
section 5.2.1 of IETF
RFC 2046 [13]

Content-Disposition: The value for this field shall be: "attachment". Mandatory |Sections 2.2 and 2.3

o ‘flename' parameter value shall match the of IETF RFC 2183 [2]
value of the 'name’ parameter of the
Content-Type: header field.

Content-Description: The value for this header field may be a brief text Optional Section 8 of IETF
describing the type of extension. RFC 2045 [12]
REM-Section-Type: The value of this field should be Optional N/A

"rem_message/original”.

NOTE: These header fields are parts of the submission metadata that converge inside the REMS relay metadata.
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6.2.4.3 original message - MIME section Body formats
It contains the user content as the sender submitsit.

NOTE: From the formal viewpoint, the user content is part of the original message but is not part of the REMS
relay metadata (object of clause 6). Anyway, it isintroduced here to define the place where it appears
inside the entire morphology and to maintain the coherence with the MIME structure description.

The REMS may modify some header fields of the original message, only if the changeis limited to what is strictly
necessary for the good working of the REM exchange of information.

EXAMPLE: The Messagel D can be changed, see notes 2 and 3 in clause 4.2.

Furthermore, any necessary change shall be clearly indicated to the sender (e.g. in the evidence) and to the recipient
(e.g. in the evidence and/or in the introduction message defined in clause 6.2.3.4).

6.2.5 REMS extensions MIME Header Fields
This MIME part shall be used to contain structured extensions.

The header fields defined in Table 9 and their respective values shall conform to the referencesin column 4.

Table 9: Extensions header fields bodies

Header field name Header field body Presence Reference
Content-Type: The value for this header field should be Mandatory Section 5 of IETF
either "application/xml" or RFC 2045 [12];
application/octet-stream. Section 4.5 of IETF
e 'name’ parameter value should RFC 2046 [13] and
be IETF RFC 7303 [6]

"<REM_EXTENSION_NAME>".
e 'charset' parameter value should
be "UTF-8" in case of xml

attachments.
Content-Transfer-Encoding: The value of this header field shall be Mandatory Section 6 of IETF
either "quoted-printable", "base64" or RFC 2045 [12]
"binary".
Content-Disposition: The value of this header field shall be Mandatory Sections 2.2 and 2.3
"attachment". of IETF RFC 2183 [2]

e ‘filename’ parameter value shall
match the value of the 'name’
parameter of the Content-Type

header field.
Content-Description: The value for this header field should be a |[Optional Section 8 of IETF
brief text describing the type of extension. RFC 2045 [12]
REM-Section-Type: The value of this field should be Optional N/A
"rem_message/extension".
REM-Extension-Code: The value of this field should be, in Optional See below in the
accordance with the type of the present clause.

attachment, a unique code identifying the
type of extension in order to allow
automatic processing.

REM-Extension-Namespace-URI: The value of this field should contain the  [Optional See below in the
namespace URI relevant to the extension. present clause.

The structures and/or the names or type-extensions of these optional attachments are not defined here, since they are | eft
for any possible extensions to be agreed on a peer-to-peer basis (e.g. automatic processing of download URI in S&N
style of operation, insertion of Electronic PostMark, etc.) or to cover particular requirements coming in the future.

In particular, one of these extensions may be used to associate an electronic time stamp (see note) to the REM message
certifying the date and time of sending, receiving and/or any change/transformation of the message transmitted from the
sender to the recipient.
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In case one extension is used to transport information relevant to the time to which the event (message or evidence) is
referring, all the time references present in REM message (e.g. GO5 - Event Time defined in table 6 of ETSI

EN 319 522-2 [8], clauses 8.1) shall report a unique and aligned time value to that provided by the electronic time
stamp. This unique value shall be the official certified time reference related to the event (e.g. the precise date/time of
taking in charge/transferring the responsibility about a digital communication).

NOTE: Time-stamp can also be incorporated in the signature as indicated in clause 8.3. Other extensions with
other purposes may be contemporarily present.

Asdefined in Table 2 and clause 6.2.1, extensions may also contain structured metadata or evidence components. In
these cases:

- REM-Extension-Code: value shall contain the component code identifying the related metadata or
evidence component in Table 5 or Table 6 of ETSI EN 319 522-2 [8] (e.g. 106...).

- The "name" component of the Content-Type: header field: <REM_EXTENSION_NAME> shall be
based on the component name identifying the related metadata or evidence component in Table 5 or
Table 6 of ETSI EN 319 522-2 [8] (e.g. name="Recipient's delegate identifier.xml").

- REM-Extension-Namespace-URI: should contain the target name space URI for the structured
component.

6.2.6 ERDS evidence MIME Header Fields

6.2.6.1 General requirements

The present clause defines the specific header fields provided for the ERDS evidence contained inside a REM message
(see clause 7 for the whole evidence set and from Figure 1 to Figure 3 for the incorporation of ERDS evidence within a

REM message).
The ERDS evidence should bein XML format. It may bein PDF format.
The XML format is further specified in clause 7.4. The PDF format is out of scope.

Thetag < REM_EVIDENCE_NAME> present in Table 10 and Table 11 should be replaced with the event identifier
GO03 to which it relates plus the ".xml" extension (e.g. SubmissionAcceptance.xml, SubmissionRejection.xml, etc.).

NOTE: SeeTable3 column 2 of ETSI EN 319 522-3[9] clause 5.2.2.5 and Table 1 column 2 of ETSI
EN 319 522-1 [7] for acomplete list of event identifiers.

According to the structures and the presence requirements defined in Figure 1, Figure 2 and Figure 3 it is allowed to
attach more than one ERDS evidence to each REM message, if its type allows to attach ERDS evidence. These
additional evidence attachments (eventually different - in terms of semantic/content/name - from all the ERDS evidence
set provided with the present document) obey to peer-to-peer and/or interoperability agreements and/or specific profiles.
In any case, these additional evidence attachments should be specified, in the MIME header fields structure, according
with their type, in asimilar way of that defined in clauses 6.2.6.2 (for XML), 6.2.6.3 (for PDF) and 6.2.5 (for other
types of attachments).

6.2.6.2 Header Fields for XML ERDS evidence usage
This clause specifies the header fields in case the REM message incorporates ERDS evidence in XML format.

The header fields defined in Table 10 and their respective values shall conform to the referencesin column 4.
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Table 10: XML evidence header fields bodies

Header field name Header field body Presence Reference
Content-Type: The value for this header field shall be Mandatory Section 5 of IETF
"application/xml" RFC 2045 [12];
e 'name’ parameter value shall be Section 4.5 of IETF
"<REM_EVIDENCE_NAME>.xml" RFC 2046 [13] and
e 'charset' parameter value shall be IETF RFC 7303 [6],
"UTE-8" clause 6.2.6.1 for
'name' parameter
Content-Transfer- The value of this header field shall be either Mandatory Section 6 of IETF
Encoding: "guoted-printable”, "base64" or "binary" RFC 2045 [12]
Content-Disposition: The value of this header field shall be Mandatory Sections 2.2 and 2.3 of
"attachment” IETF RFC 2183 [2]
o ‘filename’ parameter value shall match
the value of the 'name' parameter of
the Content-Type: header field
Content-Description: The value for this header field may be a brief Optional Section 8 of IETF
text describing the type of extension. RFC 2045 [12]
REM-Section-Type: The value of this field should be Optional N/A
"rem_message/xml_evidence".

6.2.6.3 Header Fields for PDF ERDS evidence usage

This clause specifies the fields for the header in case the REM message incorporates ERDS evidence as PDF
documents/

The header fields defined in Table 11 and their respective values shall conform to the referencesin column 4.

Table 11: PDF evidence header fields bodies

Header field name Header field body Presence Reference
Content-Type: The value for this header field shall be Mandatory |Section 5 of IETF
"application/pdf" RFC 2045 [12];
e 'name' parameter value shall be "<REM Section 4.5 of IETF
EVIDENCE_NAME>.pdf" RFC 2046 [13] and
IETF RFC 8118 [1];
clause 6.2.6.1 for
'name' parameter
Content-Transfer-Encoding: | The value of this header field shall be "base64" or |Mandatory |Section 6 of IETF
"binary" RFC 2045 [12] and
IETF RFC 8118 [1]
Content-Disposition: The value of this header field shall be "attachment" |Mandatory |[Sections 2.2 and 2.3
o ‘filename' parameter value shall match the of IETF RFC 2183 [2]
value of the 'name’' parameter of the
Content-Type: header field
Content-Description: The value for this header field may be a brief text Optional Section 8 of IETF
describing the type of extension. RFC 2045 [12]
REM-Section-Type: The value of this field should be Optional N/A
"rem_message/pdf_evidence".

6.2.7 REMS signature MIME Header Fields-Body

The header fields defined in the Table 12 and their respective values shall conform to the referencesin column 4.
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Table 12: Signature header fields bodies in REM message

Header field name Header field body Presence Reference
Content-Type: The value for this header field Mandatory Section 5 of IETF RFC 2045 [12];
shall be: "application/pkcs7- Sections 3.2.1 and 3.4.3.3 of IETF
signature; name=smime.p7s". RFC 5751 [3]

e The parameter 'name’
should be present,
indicating "SignedData",
as defined above.

Content-Transfer- The value for this header field Recommended |Sections 3.1.2 and 3.4.3.3 of IETF

Encoding: shall be: "base64". RFC 5751 [3]

Content-Disposition: The value for this header field Mandatory Sections 3.2.1 and 3.4.3.3 of IETF
shall be: "attachment” RFC 5751 [3]

o ‘filename' parameter
value should be
"smime.p7s".

Content-Description: The value for this header field Optional Section 8 of IETF RFC 2045 [12]

may be: "S/MIME Cryptographic

Signature".

Even if sender REM Ss have to include the Content-Disposition field and fill in the name/filename parameters, recipient
REM SPs shall be able to correctly interpret incoming messages without Content-Disposition and/or filename
parameters.

7 REMS - evidence set formats

The present clause provides requirements for the format of the ERDS evidence set relevant for REM attesting the ERDS
events asdetailed in ETSI EN 319 532-1 [10], clause 6.

Reguirements for XML ERDS evidence defined in ETSI EN 319 522-3[9], clause 5 shall apply.

NOTE: The XML schemafile location for namespaceisprovided in ETSI EN 319 522-3[9], Annex A. The URIs
corresponding to the namespace and the prefixes associated to them are defined in ETS|
EN 319 522-3[9], clause 4.3.1.

Furthermore, other mappings may be supported as agreements among interested parties.

8 REMS - signatures formats

8.1 General

The present clause specifies the format of the signaturesinvolved in REM messages. For this purpose ETS|
EN 319 522-2 [8], clause 7 shall apply.

The algorithms and key lengths used to generate digital signatures should be as specified in ETSI TS 119 312 [i.2].
Within a REM message the following digital signatures shall apply:
. Signatures generated by a REM S or by the delegated entity on each ERDS evidence individually.

. S/MIME signature protecting all the MIME parts that constitute a REM message. This signature is generated
by aREMS.

NOTE: Senders can additionally sign the original message submitted to the recipient, supporting the signature
with their own certificates. These signatures are outside the scope of the present document.

All the above signatures may coexist, each securing one part of the REM message.
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The next clauses specify the details relevant to formats of the signatures that apply on the different parts composing a
REM message.

8.2 Signatures individually signing ERDS Evidence

Signaturesindividually signing ERDS evidence shall comply with ETSI EN 319 522-2 [8], clause 7.2 and ETSI
EN 319 522-3[9], clause 5.2.2.28.

In addition, in case PDF evidence format is used, the evidence should be protected by PAJES digital signatures as
defined in ETS| EN 319 142-1[i.7].

8.3 Signatures on REM messages

For signatures that sign all the components of REM messages ETSI EN 319 522-2 [8], clause 7.2 shall apply.
In addition:

1) Thesignature shall be applied to the message using SMIME multipart/signed as defined in IETF RFC 5751 [3].
This signature shall protect all the MIME parts that constitute a REM message.

2) Thedigita signature should be a CAdES signature according to the semantics specified in ETSI
EN 319 522-2 [8], clause 8.2.9.

NOTE: For the purposes to cover advanced digital signature on MIME, CAdES specification provides examples
of structured contents, MIME and SIMIME digital signaturesin Annex D of ETSI EN 319 122-1 [i.6].

3) Thisdigital signature should be a CAdES baseline signature as specified in ETS|I EN 319 122-1 [i.6].
This digital signature may include the signed attribute si gnat ur e- pol i cy-i denti fi er, containing the
explicit identifier of the signature policy governing the signing and validating processes.
Once the CAJES-B-B baseline signature has been generated, it should be augmented to a CAJES-B-T baseline
signature by incorporation into the digital signature of the unsigned attribute si gnat ur e-ti ne-
st anpt anp, containing a time-stamp token computed as specified in ETSI EN 319 122-1 [i.6].
The signing certificate of this digital signature shall meet the requirements specified inin ETSI
EN 319 522-2 8], clause 9.3.

9 Common Service Interface formats

9.1 General requirements

The requirements and explanations given in clause 9 of ETSI EN 319 532-2 [11] shall apply.

See the same clause for an introduction to the common service interface.

9.2 Routing information

The REM RI (Relay Interface) should be identified by atransport protocol, a hosthame and a port humber.

EXAMPLE: When the REM S uses SMTP for relay and uses DNS for routing, then for the target REM RI the
protocol isimplicitly SMTP, the port isimplicitly 25, and the hostname is the one found in the MX
record of the DNS when queried for the domain part of the recipient's identifier (which has the
format of an email address, see clause 5). The target REM S can provide multiple REM RIs, and so
the DNS M X records can contain multiple hostnames.

Other techniques may be used either according to clause 6.1 of ETSI EN 319 522-3 [9], peer-to-peer agreements
between REM SPs or based on the best practices recommended in Annex A of ETSI EN 319 532-4 [i.1].
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9.3 Trust information

The requirements and explanations given in clauses 7.2 and 7.3 of ETSI EN 319 522-4-3 [i.8] should apply to REM,
with the following amendments.

If Trusted List (TL) isused to publish trust information about a REM S, then the section describing a REM service shall
be populated in conformance to ETSI TS 119 612 [15], with the restrictions defined in Table 13.

If Trusted List is used to establish trust with another REM S, then the information in the TL should be interpreted as
defined in Table 13.

Table 13: Provision of REMS trust information when using Trusted List

Trusted list field Optionality Value (see ETSI TS 119 612 [15])
Service type identifier (as per M This element shall be one of the following:
clause 5.5.1 of ETSI TS 119 612 [15]) e  http://uri.etsi.org/TrstSvc/Svctype/EDS/REM
e http://uri.etsi.org/TrstSvc/Svctype/EDS/REM/Q
Service digital identity (as per M This element shall contain an X.509 certificate, which shall be
clause 5.5.3 of ETSI TS 119 612 [15]) one of the following:

e Asingle certificate used by the REMS for digital
signing of all REM messages and ERDS evidence.
e Asingle CA certificate that is used solely for the
purpose of issuing certificates to components of the
REMS for digital signing of REM messages and/or
ERDS evidence.
This element may contain optionally the corresponding
X509SKI element.

Service supply point (as per M This element should provide one or more URIs to access the
clause 5.5.7 of ETSI TS 119 612 [15]) REM RI (Relay Interface) defined in clause 5 of ETSI

EN 319 532-1 [10].

Depending on the implemented transport protocol, this element
may provide a pointer e.g. to an SMTP server, to a web
service, etc. If the Relay Interface is provided using SMTP then
this URI should be an smtp: URI.

TSP service definition URI (as per (0] If present, this URI may point to published general information
clause 5.5.8 of ETSI TS 119 612 [15]) relevant to the users like public certificates, addresses, etc.
Service information extensions (as per (0] If present, extensions shall not be set as critical.

clause 5.5.9 of ETSI TS 119 612 [15)])

9.4 Capability management
The REMS capability metadata should be in the format specified in clause 6.3.2 of ETSI EN 319 522-3 [9].

If the REM S uses TL to publish trust information about itself, the REM S capability metadata may also be published
using the TL, asindicated for ERDS capability metadatain clause 7.2 of ETSI EN 319 522-4-3 [i.8]. In this case the
options given in Table 14 may be used.

Table 14: Provision of REM capability information when using Trusted List

Trusted list field Optionality Value (see ETSI TS 119 612 [15])

TSP service definition URI (as per o If present, this element may contain a URI, where the REMS

clause 5.5.8 of ETSI TS 119 612 [15)]) capability metadata is downloadable.

Service information extensions (as per |O If present, the additionalServicelnformation field, as per

clause 5.5.9 of ETSI TS 119 612 [15]) clause 5.5.9.4 of ETSI TS 119 612 [15], may contain a URI,
where the REMS capability metadata is downloadable, or
alternatively, it may embed the REMS capability metadata
structure itself (if it is in XML format).

Furthermore, other protocols or adaptations of the aforementioned processes may be supported, according to other
documents like agreements among interested parties.
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The identification of the recipient is possible also before the relay of the REM message from the sender's REM S to the
recipient's REM S by means of the aforementioned discovery techniques or according to peer-to-peer protocols agreed
between REM SP.
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Annex A (informative):
REM message examples

This annex provides a set of examples containing notions to assist implementers to the proper interpretation and
application of the provisions supplied in the present document.

Full SMTP Stream compliant with Boundaries marked for mapping

: 220 sntp. sender donai n.rem ESMIP r eady N\
EHLO pc- sender . sender donai n. rem

250- snt p. sender domai n. rem

250- PI PELI NI NG

250- SI ZE 41697280

250-8 BI TM ME

250- DSN

250- AUTH=LOG N

250- AUTH LOG N PLAI N

AUTH LOGE N

334 VXN cnbhbWJ6

c2VuZGvy QHN bRl cnRvbWFpbi 5y ZW)=

334 UGFzc3dvenp

ZXRzaS1zdGY1M M=

235 LOG N aut henti cation successful

MAI L FROM <sender @ender donai n. renp

250 MAIL FROM sender @ender donai n. rem OK

RCPT TG <reci pi ent @ eci pi ent donai n. rene

250 RCPT TQ <reci pi ent @eci pi entdomai n. ren> K

n

transport & auth
information

DATA
354 Start mail input; end with <CRLF>. <CRLF> J
Date: Thu, 15 Dec 2016 13:01:34 +0100 A
From Sender Nane <sender @ender domai n. ren> Header section
Subj ect: Purchase order #1237 (subnmi ssi on
To: recipi ent @eci pi entdonai n. rem et adat a)
ori gi nal
- nessage
Dear Sir,
thank you for ordering on our online site. Body
Keep your order nunmber for tracking the (sender' s
status at any tine. user
Best Regards cont ent)
J
250 OK Mail accepted closure information
QUT

WOoONO 00000 .0.0.0l.0.0 PONOLONOLONOLLLLNDLWLO

221 sntp.senderdomain.remquit the channel. Bye.

Figure A.1: Boundaries in email stream example

In the example of Figure A.1, fully compliant with IETF RFC 5321 [14], the original message represents the
fundamental part examined in the present document.

For comparison with the definitions contained in ETSI EN 319 522, the transport information and closure information
sections are separated and represent the "transport metadata’.

NOTE: Further considerations regarding specific protocol elements like transport and closure are out of scope of
the present document and are, in some measure, managed in ETSI EN 319 532-4 [i.1], clause 5.3.5 - CSl.

By contrast, the Header section contains the submission metadata. Finally, the body section holds the user content.

From some viewpoint, aso the subject and perhaps the addresses header fields could be considered part(s) of the user
content (as contents that the sender specifies together the body of the message). This theoretical view is masked by
applications, which are normally used by the sender like email client and/or webmail. To maintain coherence with
widely recognized separation header/body sections, defined also in email international standards, and to simplify the
exposition, these header fields are considered outside the user content and inside the header section.

Header section and body, together, form the original message and they represent the real object that isintended to be
conveyed to the recipient(s). Therefore, the original message contains some metadata.
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Example of a SMTP Stream produced by a REM S Boundaries marked for REM

(7]

. 220 ...
EHLO . ..
250-...
250-. ..
250-. ..
250-. ..

250 ...

MAI L FROM . ..
250 K

RCPT TO. ...
250 K

DATA

354 Start mail

PONOLONLLLWLNO

i nput ;

end with <CRLF>. <CRLF>

Date: Tue, 16 Jan 2018 08: 30: 00
From REM Service Provider <...>
Subj ect: REMS- Message (....)

To:

ONONONOR

. descriptivel/introduction text about
constitution of the REMdispatch ...

pl us BODY PARTS of original

(this part is optional)

message . ..

ERDS evi dence attachnment ...

DI G TAL SI GNATURE . ..

0owo 00 00 000 000

J
;

e
I

\

> transport information

J
S0
Header
REMVS
rel ay
net adat a
Mai n body| (note 1)
J

> REM di spat ch
| Header_ sect ion(not e 2)

origi nal
nessage

ERDS
evi dence

REMS
Digital ]
Si gnature

}cl osure information

NOTE 1: The main body part of the REM message is the place where to put some explanatory/introduction text
indicating the composition of the message and / or elements to recognize the nature of the attachments
(original message and / or ERDS evidence) and / or the description of eventual changes applied to some
header fields of the submission metadata (see also Figure A.3).

NOTE 2:

The header section of the original message (originally called submission metadata) changes its nature

after it is picked up by REMS and becomes part of the REMS relay metadata.

Figure A.2: Enveloping of REM dispatch in email stream example

The example of Figure A.2 illustrates how the same standard wrapping mechanism like that described in Figure A.1is
used to create the REM message structure. In case of aREM dispatch, this package is used to transport the original

message as attachments.

So the original message is wrapped inside a body part of anew digitally signed message used to protect the sender's
message up to the recipient. Since the wrapping and the digital signature of the original message are realized by means
of standard processes, the recipient is able to access (and verify the REMS digital signature) the sender's message using

standard email clients.

The REM message structure contains components for encapsulating ERDS evidence. Moreover, it is designed to

contain:

1)

An introductory message-part displayed by the mail client application. Within this, the REM SP explains the

purpose of the current message and gives some details on the other parts attached to. Eventually, also, if some
element of the submission metadata has been modified (see note 2 and note 3 in clause 4.2). The actua
message is also able to contain references to objects stored in a REM SP Repository.

2)
evidence.
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3) REMS Extensions place holder body parts (see note).

NOTE: A possible use of one extension instance body part isto host an electronic time stamp, certifying the
accuracy of the date and time of the event (sending, receipt or eventual changes) related to the current
REM message. In such case, the current time stamp value (that istypically inside a structured
information, as an examplein a XML file), or the current time reference value is aligned with any
date/time header field value of REM message and/or the ERDS evidence event time. It is not a good
practice to have misaligned current time reference values among the significant time references (in any
format, timezone etc. they are) present in each REM message. Another possibility isto host the time
stamp in the signature as indicated in clause 8.3.

Figure A.3, without the grey part, presents the full skeleton of a generic REM message. When it includes the grey part
(the original message MIME section), it represents the structure of a REM dispatch or aREM payload.

See from Figure 1 to Figure 4 for the concrete instantiation of this template with all types of REM message and the
definition of the presence and/or the cardinality of each element.
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REM message structure (in case of a REM message)

Hea
der

MIME header fields profiled for amultipart/signed MIME message (see clause 6.2.1)

REM message body

[REMS relay metadata plus optionally REM S handover metadata]
& |MIME part header fields profiled for a multipart/mixed message (see clause 6.2.2)
@ [REMS relay metadata]
T
-§ MIME part header fields profiled for a multipart/alter native MIME
= T+ |content (seeclause 6.2.3)
I
g D
E - -§ MIME part header fields profiled for text/plain (see
§ > %% T |[Clause6.2.3.2)
>
_g g %'g A message created by the REMS, to be displayed
S s [ -§” automatically upon display of the REM message. Text
cuw = |m |contains URIsand/or other information for the user (see
nk | » clause 6.2.3.4)
> c o) =
w .o m | S 5 . .
(4 g B -§ MIME part header fields profiled for text/html
= = (see clause 6.2.3.3)
c L o T
=) b =
'g = = A message created by the REMS, to be displayed
w o & |automatically upon display of the REM message. HTML
= E @ |contains URIsand/or other information for the user (see
s I clause 6.2.3.4)
o = @ . MIME part header fields (profiled for an envel oped message/r fc822
B = 25 g message) of a self-contained IETF RFC 5322 [4] message as submitted
B % g £ |by the sender: the submission metadata that becomes part of the
= = o REM Srelay metadata (see clause 6.2.4.2)
K ©
-g, = & |Body of aself-contained |ETF RFC 5322 [4] message as submitted by
52 @ |the sender: the user content (see clause 6.2.4.3)
o _5 % MIME part header fields profiled for extensions, e.g. application/xml
5 ‘g S |(seeclause6.2.5)
=3
W o w
sl > ) ) _
L s 2 Optiona attachment to be used by possible extensions
% 5 % MIME part header fields profiled for an application/xml or
=2 g £ lapplication/pdf (see clause 6.2.6)
& w
n
@ = -§‘ Optional ERDS evidence as required by the specific content-type
w = 3]
@ |MIME part header fields profiled to SIMIME application/pkcs7-signatur e signature on
0 o -§ the whole REM message (see clause 6.2.7)
sz | T
¥ S
B -§‘ SMIME digital signature generated by the REM S covering the whole structure
n]

Figure A.3: REM message generic template
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From sender @-rens. rem Tue Jan 16 08: 30: 13 2018
Ret ur n- Pat h: <sender @-rens. ren>
Recei ved: fromrenpot.s-rens.rem (10.87.5.22) by (172.16.241.100) rendp.s-rens.rem
Recei ved: by remwp.s-rens.rem (172. 16. 241. 100) id C497D04258C3F264 for sender @-rens.rem
Recei ved: from PC-STN (172. 16. 241. 10) by snt pap.s-rens.rem (172. 16. 241. 10) (authenticated as
sender @-rens. ren
Repl y- To: "Sender nane" <sender @-rens.renp>
From "On behal f of: sender @-rens.renl <remservice@-rens.renp
To: <recipient@-rens.rens
Subj ect: REM Cont ent Consi gnnment : Pur chase order #1237
Date: Tue, 16 Jan 2018 08:30: 00 +0100 ( CET)
Message- | D. <76A0CF65. 00566CEQ. 025BE6B4. 85251369. rem servi ce@- r ens. r en>
I n- Repl y- To: <44B2DA88. 03101965. CE6B605. 16011966. sender @ender donzi n. r en>
REM Met adat aVer si on: EN319522.0.0.4. b
REM Rel ayDat e: 20180116073000Z
REM Expi rati onDat e: 20180215073000Z
REM Reci pi ent Assur ancelLevel : 3
REM Appl i cabl ePolicy: 1
REM MbdeOF Consi gnnment: http://uri.etsi.org/ 19522/ v1#/ consi gnment/ basic
REM Schedul edDel i very: 20180116073010Z
REM MessageType: http://uri.etsi.org/ 19522/ v1#/ ERDMessageType/ di spatch
REM Di gest Al gorithm http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#sha384
REM Di gest Val ue: Ob+Ngy07MH20QEr 6f CeLuxhyDGHnt Ei GTmDgKnUeHYRgNZ052z U2y N96460g YN
REM UAMessagel denti fier: <00be01d30072%f de7b950%f 9b72bf 0$@le>
REM Event | dentifier: http://ww. etsi.org/ 19522/ Event/ Subni ssi onAccept ance
REM Evi dence- | D: <76A0CF65. 00566CEQ. 025BE6B4. 03B4A2CL. rem servi ce@- rens. ren
REM Reasonl dentifier: http://uri.etsi.org/ 19522/ Event Reason/ MessageAccept ed
REM Reasonl dentifier: http://uri.etsi.org/ 19522/ Event Reason/ S_ERDS MessageSuccessf ul | yRel ayed
REM Reasonl dentifier: http://uri.etsi.org/ 19522/ Event Reason/ MessageConsi gnedToReci pi ent
REM Reasonl dentifier: http://uri.etsi.org/ 19522/ Event Reason/ MessageHandedOver
REM (02: EN319522.0.0.4.b
M ME- Version: 1.0
Cont ent - Type: nmul ti part/si gned;
pr ot ocol =" appl i cati on/ pkcs7-si gnat ure";
m cal g=sha-512;
boundary="----=_Part_26335066_750970089. 1481841690001"

This is a nulti-part nessage in M ME fornat.

------ = Part_26335066_750970089. 1481841690001
Cont ent - Type: mul ti part/ m xed;
boundary="----= Part_26335064_533604049. 1481841694172"

------ = Part_26335064_533604049. 1481841694172
REM Sect i on- Type: rem nessage/ i ntroduction
Content-Type: multipart/alternative;
boundary="----= Part_26335063_498347107. 1481841694173"

------ = Part_26335063_498347107. 1481841694173
Cont ent - Type: text/plain; charset="UTF-8"
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

*** REM DI SPATCH ***
This is a REM di spatch
Subj ect: Purchase order #1237
The original nessage is attached.
continue with the introducti on TEXT nmessage here ...

------ = _Part_26335063_498347107. 1481841694173
Cont ent - Type: text/htm; charset=UTF-8;
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

<HTML><HEAD><TI| TLE>REM DI SPATCH</ TI TLE></ HEAD>
<BCDY>

<H1>
<p>
<font style="font-famly: Arial;
font-size: 05px;
f ont - wei ght : 100;
|'i ne-hei ght: 10px;
text-align: left;">
<b>This is a REM di spat ch</ b><BR>
</ font>
</ p>
</ H1>
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Subj ect: Purchase order #1237<BR>
The original nessage is attached. <BR>
continue with the introducti on HTM. nessage here ...<BR>

</ BODY>
</ HTM_>

------ = Part_26335063_498347107. 1481841694173~ -

------ = Part_26335064_533604049. 1481841694172

Cont ent - Type: nessage/ rfc822; name=AttachedM neMessage

Cont ent - Tr ansf er - Encodi ng: bi nary

Content - Di sposition: attachment; fil ename=AttachedM nmeMessage
REM Sect i on- Type: rem nessage/ ori gi nal

From "Sender" <sender @-remns.ren>

To: <recipient@-rens.renpr

Subj ect: Purchase order #1237

Date: Tue, 16 Jan 2018 08: 30: 00 +0100 ( CET)
Message- | D:  <00be01d30072%f de7b950%f 9b72bf 0$@e>

Bye

------ = Part_ 26335064 533604049. 1481841694172
Cont ent - Type: application/ xm ; name=subm ssi onAccept anceRej ecti on. xm

Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

Content-Di sposition: attachment; fil ename=subm ssi onAccept anceRej ecti on. xm
REM Sect i on- Type: rem nmessage/ evi dence

<?xm versi on=3D"1. 0" encodi ng=3D" UTF- 8" ?>

<tns: Evi dence xm ns:tns=3D"'http://uri.etsi.org/ 19522/ vi#"
xm ns: xsi =3D"'ht t p: / / www. wW3. or g/ 2001/ XM_Schema- i nst ance"

xsi : schemaLocati on=3D"htt p: //ww. et si . or g/ evi dence evi dence. xsd ">
tns: Evi dence

</tns: Evi dence>

------ = Part_ 26335064 533604049. 1481841694172

Cont ent - Type: application/octet-stream nane="extension.dat"
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

Content-Di sposition: attachnment; filenane="extension.dat"
REM Sect i on- Type: rem nmessage/ ext ensi on

0000000 54 68 69 73 20 69 73 20 61 20 73 69 6d 70 6¢c 65=0A=
0000010 20 65 78 74 65 6e 73 69 6f 6e 20 66 69 6¢ 65 20=0A=
0000020 66 6f 72 20 52 45 4d Oa =0A=
0000028=0A=

------ = Part_26335064_533604049. 1481841694172- -

------ = Part_26335066_750970089. 1481841690001

Cont ent - Type: appl i cation/ pkcs7-signature; name=sm nme.p7s; sm ne-type=si gned-data
Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnent; filename="smn ne.p7s"

Cont ent - Descri ption: S/M ME Crypt ographi c Signature

VGhpcyBpcyBub3QgYSB2YWpZCBTL01J TUUgc 2l nbnF0dXJ! | GJ1dCBvbnx 51 GEg
dnvyeSBzaWlwb GUgZW6j b2R ZCB0ZXhOLCB1c2Vkl Gzl GFul GvAYWLwb GUs | Hdp
ad ul HRoZSBSRU0gZA zcGFj aCBt ZXNz YWdI LgpBbnl 3YXks| HRoZSBy ZWFk ZXI g
c2hvdWkkl G t bWFnaWb! | Ghl cmJg YSB2 YWkpZCBTL01J TUUgc 2l nbnF0dXJ1 LCBt

YWR! | HRocm9172ggYSB2YWkpZCBkaWipdGFs| GNI chRpZni j YXRI LCBhY2NvenRp
bntgdG8gdGhl | HRI Y2huaWAhbCBhbnfgbmdybWF0aXZl | G\vbXBsaWFuY2Ugc mvx
dW yZWLI bnRzLCBhc3Nv Y2l hdGvkl HRvI HRoZSAI c2Vydml j ZSI gZWLhaWg YWRK
cnvzczogl nJl bS1zZXJ2aWN QHM cnivt cy5yZWoi LgoKVGhl | HBlcnBvec2Ugb2Yg
dchl | HByZXN bnQgdGv4dCBpcyBObyBoYXZI | GEgdnmVy e SBzbWFsbCBI bnmiNvZGvk
| HR eHQYKGxpa2UgYSAI Uy9NSULFI HNpZ25hdHVy ZSI pLCBhcyBhl HBs YWNI | Ghv
bGRI ci B3aXRoaWigdGhl | FIFTSBkaXNwYWNOaCBl eGt cGxl LCBObyBlc2UgaWig
UkVNI EVO DUzM 0z1 GRv Y3Vt ZWs0LgpBI HII YWwg Uy 9NSULFI HNpZ25hdHVy ZSB3
YXMgbmB0l GOwe &y dHVUZSBpbi BOaGUg YWZvcnvt ZWb0aVWuZWyZXhhbXBsZSBm
b31 gdHdvI HII YXNvbnMsQ Eul El 0l HAdvdW«k| GJI | GEgdnmVyeSBsb25n1 ChhcHBh
cmVudGx5!1 G uc2l nbm maVWAhbnQpl GFt b3VudCBvZi Bi eXR cywgbnmB0Il GpY2Ug
d@&gc2V | G ul GBuZSBl eGRt cGxl LCB3aXRol HRoZSByaXNr | HRvI G92ZXJzaGFk
b3csl GZvci B0ad zLCBvdGhl ci BpbXBvecnRhbnQZnvhdHVYyZXMgb2YgdGhl | Gv4
YWiwbGUuG | ul El 0l G z| GBvdCBwh3NzaW sZSB0ObyBoYXZI | GEgdnfFsaWQgUy 9N
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SULFI HNpZ25hdHVyZSwgd2l 0aCBhl HZhbG ki GRpZ2l 0YWhvyY2VydG maVWAhd GUg
KGkuzZSByZWNvZ25penvkl G ul GevemlhbCBl bWFpbCBj bd | bnRz| HdpdGhvdXQg
YW551 GLhbnVhbCBpbXBvcnQgbnByl @0aGvy| HRvl GRvI GLhbnVhbGx5KSwgZnBy
| GEgl M uZzXhpc3R bnQ | GVt YW s| GFkZHII c3Mgbd r ZSB0aGF0l G HRoZSBI
eGFt cG&xl O Al cnivt LXNI cnZpY2VAcylyZWzLnJl bSI uCg==

------ =_Part _26335066_750970089. 1481841690001- -

Figure A.4: Detailed REM dispatch example
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