prat ETS|I EN 319 522-4-3 v1.0.0 2018-05)

: "EE,:_ J

EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI);
Electronic Registered Delivery Services;
Part 4: Bindings;

Sub-part 3: Capability/requirements bindings



2 Draft ETSI EN 319 522-4-3 V1.0.0 (2018-05)

Reference
DEN/ESI-0019522-4-3

Keywords

e-delivery services, registered e-delivery
services, registered electronic mail

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 6547 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2018.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 Draft ETSI EN 319 522-4-3 V1.0.0 (2018-05)

Contents

Intellectual Property RIGILS .....c..cciiiiiiiiiiieiicceesteste ettt be b e et eestaestaeseseesseesseesseessnesssenssennsens 4
FOTEWOTIT.....eeieeeeeeeeeeeeeeeee ettt e e e e e e et e e e e s e e e e e e e eeeeessasaaaaaaeeeeesaaaaasaeeeeeesssasesaaareeeesssasnnnneeeeeeas 4
Modal VErbs terMINOLOZY ......eeeueieiieiietie ettt ettt ettt st teete et e e s bt e saeeenteeabe e bt ebeenbeesneeenteennean 4
1 SCOPIC ittt ettt ettt ettt ettt e bt e h bt e e bt e e e a bt e e bt e e bt e e e bt e e ehb e e e bt e e bte e e bt e e bt e e sabeeebeeeeabeeebas 5
2 RETEIEIICES ..ottt ettt e e e e e e et e e e e e e e e e e e e eeeeesseasaaeeeeeesessaesaaeeeeessssseanraeeeeeesanans 5
2.1 NOIMALIVE TEIETENCES ....vvveiieeeie et ettt et oo e e et e e eeaae e e eeaaaeesetaeeseeseeeesenaaeeseaneseenseseesenaneessnneeeeans 5
2.2 INTOIMATIVE TEIRTEIICES ... .vveiieeeeie ettt e et e et e e et e e e e aae e s enaeeeeenaeeeseaaeeesnnneeeennneeas 5
3 Definitions and aDDIEVIATIONS ....ccoeeveeeeieeeeeeeeeeeeeee e 6
3.1 J D13 40T 110 ) 4 LTSRN 6
32 PN o) o) oA TA 15 (o) 1 ISR 6
4 Common Service Interface bindings - general CONCEPLS .......cvecveerierieriiiiieieee et ere e ere e e 6
5 Capability metadata location, BDXL DINAING ........ccccveeiiiiiiiiieiieieieseecre et esie e sre e seveesre e enes 6
6 Capability metadata publishing, SMP Dinding ...........cceceeviiiiieiienieee et 7
7 Trust information DINAINGS ..........ccveeiieeiieiieiiereerie et ere et e steestaesaesereesbeesseesseesssesssessseesseessessseesseenns 7
7.1 J Fo 8o e 10115 o) s AU 7
7.2 EU TIUSEEA LISt ..ottt et e et e e et e e eae e e e eemaeeeeenteeesesaeeeeenaneesentaeeeenneeesnnneeas 8
7.3 DOMAIN TTUSTEA LIS ..eviiiiiiiiieeieie et e ettt e e et e e et e e eateeeeesaeeeseeaaeeeseateeeeeaneessnsseeessneneesannes 9
7.4 D100 11 0 d G SRRSO 9
7.5 Bilateral trust and Other truSt MOAEIS.........viiiiiiiiiiiiii ettt e e et eseaae e e eenaeeeeenaaeeeenes 10
5 1] 10 OSSPSR 11

ETSI



4 Draft ETSI EN 319 522-4-3 V1.0.0 (2018-05)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI standards EN
Approval Procedure.

The present document is part 4, sub-part 3 of a multi-part deliverable. Full details of the entire series can be found in
part 1 [i.2].

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document provides the binding of the Common Service Interface information, whose semantics is defined
in ETST EN 319 522-2 [1] and whose format is defined in ETSI EN 319 522-3 [2] to the specific services provided by
OASIS Business Metadata Service Location [3] and the OASIS Service Metadata Publishing [4]. Furthermore, the
present document specifies how to establish trust between ERDSs by use of a Trusted List [5], including the EU Trusted
List system used for qualified trust services under the Regulation (EU) No 910/2014 [i.1] using the Trusted List format
defined by the corresponding Commission implementing decision (EU) 2015/1505 [i.3], and by means of a domain
PKI.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 522-2: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 2: Semantic Contents".

[2] ETSI EN 319 522-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 3: Formats".

[3] OASIS: "Business Document Metadata Service Location Version 1.0", OASIS standard,
August 2017.

[4] OASIS: "Service Metadata Publishing (SMP) Version 1.0", OASIS standard, August 2017.

[5] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

[6] W3C Recommendation (11 April 2013): "XML Signature Syntax and Processing Version 1.1".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[1.1] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[i.2] ETSI EN 319 522-1: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 1: Framework and Architecture".
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[1.3] Commission Implementing Decision (EU) 2015/1505 of 8th September 2015 laying down
technical specifications and formats relating to trusted lists pursuant to Article 22(5) of Regulation
(EU) No 910/2014.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI EN 319 522-1 [i.2] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI EN 319 522-1 [i.2] apply.

4 Common Service Interface bindings - general
concepts

This part specifies the binding for the common services to specific protocols. Semantics for common services shall be
as defined in ETSI EN 319 522-2 [1] and formats shall be as defined in ETSI EN 319 522-3 [2].

Specifically:
. receiver identification service is bound to OASIS Business Document Metadata Service Location [3];
. capability discovery service is bound to OASIS Service Metadata Publisher [4];

. ERDS trust evaluation is bound to Trusted List [5] or to use of a domain PKI.

3 Capability metadata location, BDXL binding

When metadata is used, the first step is to obtain the address where the sought metadata is located. This goes for both
recipient metadata and metadata about ERDS capabilities, relevant for both the R-ERDS and intermediate ERDSs. This
clause describes use of the OASIS Business Document Metadata Service Location Version 1.0 [3] (BDXL), commonly
used with the OASIS Service Metadata Publishing (SMP) Version 1.0 [4] described in the next clause.

BDXL is based on DNS (Domain Name Service), which is a common infrastructure for the Internet. From unique
identification of an actor - the participant identifier in BDXL terms - for which metadata shall be accessed, a query
string is constructed for DNS, returning a URI to the SMP publishing metadata for the identified actor.

In the scope of the present document, the actor identified by the participant identifier is either a recipient or an ERDS,
meaning the identified SMP publishes either recipient metadata or ERDS capability metadata as defined by ETSI

EN 319 522-2 [1]. ERDS metadata is defined as an extension to SMP metadata, meaning that ERDS metadata is also
stored in SMP.

Registration in DNS and forming of query strings shall be done as specified by OASIS BDXL [3]. The identity of an
ERDS should be registered in BDXL, i.e. in DNS, by a domain name.

BDXL [3] requires a participant identifier to be registered in BDXL with one and only one URI to an SMP, i.e. one
identity shall resolve to one SMP. When a recipient subscribes to more than one ERDS using more than one SMP,
either:

. the BDXL registration for the recipient shall resolve to one and the same SMP, which in turn may include
pointers (SMP redirection) to other SMPs holding information about the recipient; or
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. the recipient identification shall be coupled with a domain, which may be the ERDS name or other
information, thereby creating multiple participant identifiers that in BDXL may resolve to URIs for different
SMPs.

6 Capability metadata publishing, SMP binding

The URI returned from BDXL points to a metadata repository that shall be in accordance with OASIS Service Metadata
Publishing (SMP) Version 1.0 [4].

As stated by SMP [4], clause 4, for core conformance to SMP, SMP service implementations and client lookup
implementations (usually from S-ERDS) shall comply with the SMP specification, in particular:

1)  The XML schema, refer Appendix B of the SMP specification [4].
2)  Use of signatures for signing and verifications as defined in SMP [4], clause 3.6.2.
3) Process execution as defined in SMP [4], clause 2.1.
4)  The syntax and semantics defined in the normative parts of SMP [4], clause 3.
5)  The SMP REST binding as defined in clauses 3.2, 3.3, 3.4 and 3.5 of SMP [4].
SMP [4], clause 3.6.2 prescribes use of a specific mode of enveloped XML DSIG [6] for digital signatures.

In addition to the REST binding defined by SMP [4], further protocol bindings are possible, but the present document
does not specify any other bindings.

SMP [4], clause 2.4 defines participant identifier, document identifier, and process identifier. Each type of identifier
should be represented by its scheme and value. Document identifier and process identifier are application protocol
information that shall be supplied as sender metadata if this information is necessary for selection of the R-ERDS or
ERDS RI to which the ERD message shall be forwarded.

If more than one ServiceMetadata resource exists, as allowed by SMP [4], clause 3.4, selection shall be based on
document identifier and/or process identifier.

A service in the SMP data model is a URL, which in the context of the present document is the ERDS RI to which the
ERD message shall be routed. The capabilities of this ERDS RI are described by the ServiceMetadata.

The SMP specification [4] allows extensions. The use of extensions shall not contradict nor cause non-conformance
with the SMP specification [4]. Metadata for the capabilities of an ERDS is defined in ETST EN 319 522-3 [2] as an
extension to SMP. The capabilities described by the metadata are common to all ERDS Rls exposed by the ERDS. By
defining this as an extension to SMP, the existing SMP ServiceMetadata definition does not need to be changed.

7 Trust information bindings

7.1 Introduction

Trust is defined as the existence of a trust domain within which co-operation between participating ERDSs is regulated.

Trust may be established bilaterally between two or more ERDSs, meaning that the trust domain consists of the ERDSs
that have entered into bilateral, mutually recognized agreements. Trust may even be established unilaterally, meaning
an ERDS trusts another ERDS but not the other way around; this is not considered further in the present document.

As bilateral trust establishment has challenges in scaling to larger numbers of ERDSs, trust infrastructures may be used
to establish trust. In this case, the trust infrastructure, i.e. the trust domain, shall have governance, at least for policy
regarding conditions for an ERDS to join.

ETSI



8 Draft ETSI EN 319 522-4-3 V1.0.0 (2018-05)

Trust domain policies and governance are out of scope of the present document. However, it is noted that a trust domain
policy may specify policy, security, and technical requirement that each ERDS is obliged to fulfil; hence technical
interoperability between the ERDSs may be ensured. In other cases, the trust domain may only provide mutual
recognition of other ERDSs, while verification of the capabilities of another ERDS (e.g. by use of ERDS metadata) is
necessary to determine whether an ERD message can be forwarded to the other ERDS.

The present document provides requirements for establishment of trust domains by use of the EU Trusted List system,
by use of a domain specific trusted list, and by a domain specific PKI.

For the trust information bindings specified in clauses 7.2 to 7.3, the information retrieved from the ServiceEndpoint
shall be used by verifying that either:

. the certificate is the service digital identity of an ERDS included in a relevant TSL; or
. the certificate has a path to a CA certificate that is the service digital identity of an ERDS in a relevant TSL.

For the trust information bindings specified in clauses 7.4, verify that the certificate has a path to the root-CA of the
domain PKI.

7.2 EU Trusted List

An ERDS that has been granted status as a qualified trust service according to Regulation (EU) No 910/2014 [i.1],

i.e. the service is a QERDS, shall be listed in the EU Trusted List system established in accordance with article 22 of
Regulation (EU) No 910/2014 [i.1]. The Commission implementing decision (EU) 2015/1505 [i.3] specifies the format
of the national Trusted Lists based on ETSI TS 119 612 [5].

The following service type identifiers (ts1:ServiceTypeIdentifier) URLs are supported for a (Q)ERDS
according to ETSI TS 119 612 [5]:

. http://uri.etsi.org/TrstSve/Svetype/EDS/Q - A qualified electronic registered delivery service providing
qualified registered electronic deliveries in accordance with the applicable national legislation in the territory
identified by the TL Scheme territory or with Regulation (EU) No 910/2014 whichever is in force at the time
of provision.

. http://uri.etsi.org/TrstSve/Svetype/EDS/REM/Q - A qualified electronic registered mail delivery service
providing qualified electronic registered mail deliveries in accordance with the applicable national legislation
in the territory identified by the TL Scheme territory or with Regulation (EU) No 910/2014 [i.1] whichever is
in force at the time of provision.

. http://uri.etsi.org/TrstSve/Svetype/EDS - An electronic registered delivery service, not qualified.

. http://uri.etsi.org/TrstSve/Svetype/EDS/REM - A Registered Electronic Mail delivery service, not qualified.

Where Regulation (EU) No 910/2014 [i.1] is in force, the following trust domains may be established:
. All QERDS:s shall be trusted, meaning all services registered according to the two first bullet points above.

. All non-REM QERDSs shall be trusted, meaning all services registered according to the first bullet point in the
previous list.

. All qualified REM services shall be trusted, meaning all services registered according to the second bullet
point in the previous list.

. To any of the trust domains in the previous bullet points, add non-qualified ERDSs and/or non-qualified REM
services listed in the EU Trusted List system that shall be trusted.

NOTE 1: The intention of Regulation (EU) No 910/2014 is that all qualified trust services are trusted. A different
question is to what extent the Regulation requires QERDS providers to trust one another for ERD
message relaying. It may be argued that a trust domain consisting of all QERDSs (the first bullet point
above) is reasonable, and that the technology dependent trust domains of qualified non-REM or REM
services (second and third bullet points) are not relevant since these are restrictions that are a matter of
capabilities of the QERDSs rather than lack of trust.
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The service digital identity element (tsl:ServiceDigitalIdentity/tsl:DigitalId)ofa (Q)ERDS in the
EU Trusted List system shall be one of the following:

1) A single certificate used by the ERDS for digital signing of all ERD messages and ERD evidences.

2) A single CA certificate that shall be used solely for the purpose of issuing certificates to components of the
ERDS for digital signing of ERD messages and/or ERD evidences.

Use of a single signing certificate as service digital identity is only applicable where the ERDS is a centralized service,
or where it is feasible to replicate the private key corresponding to the certificate to all components of the ERDS where
digital signing will take place.

When a CA certificate is used as service digital identity, this may be a root CA or subordinate CA certificate, and there
may be a hierarchy of subordinate CAs underneath the CA. An ERD message or ERD evidence digitally signed using a
subject certificate that has a path to the CA certificate used as service digital identity shall be regarded as being digitally
signed by the ERDS. I.e. all subject certificates issued under this CA are authorized to sign ERD messages and ERD
evidences on behalf of the ERDS.

NOTE 2: Ifthe ERDS uses Trusted Lists to publish trust information about itself, the ERDS capability metadata
can be accessible in any of the following ways:

= Downloadable from the URI pointed by the TSP service definition URI, as per clause 5.5.8 of ETSI
TS 119 612 [5];

= Downloadable from a URI pointed by the additionalServiceInformation field of Service
information extensions, as per clause 5.5.9.4 of ETSI TS 119 612 [5];

] Embedded within the additionalServicelnformation field of Service information extensions, as per
clause 5.5.9.4 of ETSI TS 119 612 [5];

To establish trust in an ERDS based on information in a TL, an actor, which may be another ERDS, shall validate the
ERDS's digital signature on an ERD message or ERD evidence, verify that the signing certificate can be linked to the
service digital identity in the TL, verify that the service current status is "granted", and verify that the service type
identifier is set according to the requirements of the applicable trust domain. If this process is applied to evaluate trust at
a time in the past, the process shall use the information (signature validity and service information in the TL) that was
valid at that point in time.

7.3 Domain Trusted List

Trusted Lists may be used in other contexts than that governed by Regulation (EU) No 910/2014 [i.1]. A domain TL
providing information on ERDSPs/ERDSs shall adhere to the specifications of clause 7.2 above except for the
following amended requirements.

The TL shall be formatted according to ETSI TS 119 612 [5].

A Trusted List scheme shall define the conditions that have to me met in order for a trust service provider and its
services to be listed. The Trusted List scheme shall be published as required by ETSI TS 119 612 [5], clause 5.3. A
scheme limiting the TL to only contain ERDSPs/ERDSs may be used, or a scheme where ERDSPs/ERDSs are listed
along with other types of services.

A Trusted List Scheme Operator shall be assigned and identified as required by ETSI TS 119 612 [5], clause 5.3.

Service type identifiers shall be as specified in clause 7.2, but the Trusted List scheme may restrict allowed service type
identifiers to be a subset of those defined. If a service type identifier indicates a qualified ERDS or REM service, then
the Trusted List scheme shall unambiguously identify the legislation that the qualified status refers to.

7.4 Domain PKI

In this model, all participating ERDSs will receive X.509 certificates issued within a PKI established as part of the
governance of the trust domain. The certificate policy for this PKI should specify the requirements that an ERDS shall
fulfil to obtain a certificate and become member of the trust domain.
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To establish trust in another ERDS, an ERDS shall verify that the other ERDS has a valid certificate issued within the
domain PKI and is in possession of the corresponding private key.

The present document has no further provisions on use of a domain PKI for trust establishment.

7.5 Bilateral trust and other trust models

Trust between ERDSs may be established bilaterally by two or more ERDSs entering into an agreement for exchange of
ERD messages and evidences. Such trust establishment is not subject to standardization by the present document.

Bilateral trust establishment will usually involve manual exchange of X.509 certificates between the ERDSs, to ensure
that digital signatures on ERD messages and evidence can be validated across ERDSs. Exchange of certificates may
also enable encryption of ERD messages and evidence between ERDSs.

It may be possible to extend ERDS metadata published in SMP or otherwise by trust domain information, including
publishing of the X.509 certificate representing the ERDS. The present document makes no provisions for
standardization for this alternative.
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