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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 3 of a multi-part deliverable. Full details of the entire series can be found in part 1 [i.10].

National transposition dates

Date of adoption of this EN: 23 August 2018
Date of latest announcement of this EN (doa): 30 November 2018
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 31 May 2019

Date of withdrawal of any conflicting National Standard (dow): 31 May 2019

Modal verbs terminology

In the present document “shall”, "shall not", "should", “should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies the format for the semantic content (metadata, evidence, identification, and Common
Service Infrastructure) that flows across the different interfaces of an Electronic Registered Delivery Service (ERDS) as
defined in ETSI EN 319 522-2 [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 522-2: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 2: Semantic contents”.

[2] W3C Recommendation: "XML Signature Syntax and Processing. Version 1.1, 11 April 2013".

[3] IETF RFC 3061 "A URN Namespace of Object Identifiers’.

[4] CEF elDAS Technical Sub-group: "elDAS SAML Attribute profile". Version 1.1.2. October 2016.

[5] OASIS: "Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML)
V2.0", March 2005.

[6] IETF RFC 5646: "Tags for Identifying Languages".

[7] IETF RFC 5035: "Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility".

[8] OASIS: "Service Metadata Publishing (SMP) Version 1.0", OASIS standard, August 2017.

[9] ETSI EN 319 532-3: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail

(REM) Services; Part 3: Formats".

[10] ETSI EN 319 522-4-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 4: Bindings, Sub-part 3: Capability/reguirements bindings".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.
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[i.1] Commission implementing Regulation (EU) 2015/1502 " on setting out minimum technical
specifications and procedures for assurance levels for electronic identification means pursuant to
Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on
electronic identification and trust services for electronic transactionsin the internal market".

[1.2] NIST Specia Publication 800-63: "Digital Identity Guidelines".

[i.3] NIST Special Publication 800-63-A: "Digital Identity Guidelines. Enrolment and Identity Proofing
Requirements”.

[i.4] NIST Special Publication 800-63-B: "Digital Identity Guidelines. Authentication and Lifecycle
Management".

[i.5] NIST Special Publication 800-63-C: "Digital Identity Guidelines. Federation and Assertions’.

[i.6] IETF RFC 5322: "Internet Message Format".

[i.7] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 1: Building blocks and XAdES baseline signatures'.

[i.8] IETF RFC 7522: " Security Assertion Markup Language (SAML) 2.0 Profile for OAuth 2.0 Client
Authentication and Authorization Grants'.

[i.9] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

[i.10] ETSI EN 319 522-1: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 1: Framework and Architecture”.

[i.11] OASIS: "AS Profile of ebMS 3.0 Version 1.0, OASIS Standard", January 2013.

[i.12] ETSI EN 319 522-4-1: "Electronic Signatures and Infrastructures (ES|); Electronic Registered

Delivery Services; Part 4: Bindings; Sub-part 1: Message delivery bindings'.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI EN 319 522-1 [i.10] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI EN 319 522-1 [i.10] apply.

4 Metadata formats

4.1 Introduction

The following clause aims at providing specific formats for metadata components identified in ETSI EN 319 522-2 [1],
clause 6. Clause 4.2 maps metadata components in IETF RFC 5322 format; clause 4.3 maps metadata componentsin
ASA formet [i.6].

Other mappings can be provided by future versions of the present document or by other parties.

Inclause 4.3, all XML elements are given for information only. In case of conflict with the XML Schemafile
referenced to, clause A.1 takes precedence.
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4.2 IETF RFC 5322 format

Specification for the mapping of ERDS metadata in an IETF RFC 5322 [i.6] format shall be as specified in ETSI
EN 319532-3[9].

4.3 XML format for use in AS4 binding

4.3.1 Introduction

This clause defines an XML format for the ERDS relay meta-data as defined in ETSI EN 319 522-2 [1], clause 6, which
isto beincluded in the AS4 message that is exchanged between ERDSs. Although its primary useisin the A4
bindings it may also be used in other bindings.

4.3.2 Namespaces used

Table 1 shows the URIs corresponding to the namespaces and the prefixes associated to them in the present document.

Table 1. Namespaces URIs and prefixes

Namespace's URI Namespace's prefix
http://uri.etsi.org/ 19522/ v1# erds
http://ww. w3. org/ 2001/ XM_Schema XS
http://ww. w3. org/ 2000/ 09/ xm dsi g# ds
urn:oasi s: names: tc: SAM.: 2. 0: assertion sant

Below follows a copy of thexs: schenma element of the XML Schema file whose location is detailed in clause A.1 and
that defines the namespace whose URI ishtt p: // uri . etsi.org/ 19522/ v1#:

<xs:schema target Namespace="http://uri.etsi.org/ 19522/ vi#"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns="http://uri.etsi.org/ 19522/ v1#" xm ns:sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion">

<xs:inport namespace="http://wwm. w3. or g/ XM/ 1998/ nanespace"
schemaLocati on="http://ww. w3. or g/ 2001/ xm . xsd"/ >

<xs:inmport nanmespace="http://wwm. w3. or g/ 2000/ 09/ xmi dsi g#"
schemaLocati on="http://ww:. w3. or g/ TR/ 2002/ REC- xm dsi g- cor e- 20020212/ xm dsi g- cor e- schema. xsd"/ >

<xS:inport namespace="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion" schemalLocati on="http://docs. oasi s-
open. org/ security/sam /v2.0/sam - schema- asserti on-2. 0. xsd"/>

4.3.3 Auxiliary elements

4.3.3.1 Introduction

The present clause provides details of a number of auxiliary types and elements used in throughout the XML Schema
file whose location is detailed in clause A.1.

4.3.3.2 URI related types
The present clause defines a number of types whose instances values are URIs.

These types element shall be defined asin XML Schemafile whose location is detailed in clause A.1 and is copied
below for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: si npl eType name="NonEnpt yURI Type" >
<xs:restriction base="xs:anyURl ">
<xs: m nLength val ue="1"/>
</xs:restriction>
</ xs: si npl eType>

ETSI
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<xs: conpl exType nanme="NonEnpt yAttri butedURl Type">
<xs: si npl eCont ent >
<xs: ext ensi on base="NonEnpt yURI Type" >
<xs:attribute ref="xm:|ang" use="optional"/>
<xs:attribute name="scheme" type="xs:string" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="NonEnmpt yMil ti LangURI Type" >
<xs: si npl eCont ent >
<xs: ext ensi on base="NonEnmpt yURI Type" >
<xs:attribute ref="xm:Ilang" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="NonEnmpt yMil ti LangURI Li st Type" >
<XS:sequence>
<xs: el ement nanme="URI" type="NonEnptyMiltiLangURl Type naxCccur s="ubounded" "/>
</ xs: sequence>
</ xs: conpl exType>

Instances of NonEnpt yURI Ty pe type shall have a non-empty URI as value.

Instances of NonEnpt yAt t ri but edURI Type shall have anon-empty URI asvalue. Thexm : | ang attribute shall
identify alanguage using the language code as specified in IETF RFC 5646 [6]. The scheme attribute shall indicate
the scheme for the URI value of the element.

Instances of NonEmptyM ultiLangURI Type shall have a non-empty URI asvalue. The xm : | ang attribute shall
identify a language using the language code as specified in IETF RFC 5646 [6].

4.3.3.3 String related types
The present clause defines a number of types whose instances values are strings.

These types element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied
below for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: si npl eType name="NonEnptyStri ngType">
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType name="Attri but edNonEnptyStri ngType">
<xs: si nmpl eCont ent >
<xs: extensi on base="NonEmptyStringType">
<xs:attribute name="type" type="NonEnptyStringType" use="required"/>
</ xs: ext ensi on>

</ xs: si npl eCont ent >
</ xs: conpl exType>

Instances of NonEnpt ySt r i ngType type shall have a non-empty string as value.

Instances of NonEnpt yAt t ri but edSt ri ngType type shall have anon-empty string asvalue. Thet ype attribute
shall indicate the type of the corresponding string value.

4.3.3.4 Container for extensibility
The present clause defines the Any element that may have any content.
The present clause also defines the Any Ty pe type whose instances may have any content.

They are specified for serving as placeholders for contents that are not specified in the present document.

ETSI
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This Any element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below
for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->
<xs: el ement name="Any" type="AnyType"/>

<xs: conpl exType nanme="AnyType" m xed="true">
<xs: sequence m nCccurs="0" maxCccur s="unbounded" >
<xs:any nanmespace="##any" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any"/>
</ xs: conpl exType>

4.3.35 Rel ayMet adat a root element
Theroot element of the XML document containing the ERDS meta-data shall be the Rel ayMet adat a element.

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->
<xs: el ement nanme="Rel ayMet adat a" type="Rel ayMet adat aType"/>

<xs: conpl exType nanme="Rel ayMet adat aType" >
<Xs: sequence>
<xs: el ement ref="Messageldentifier"/>
<xs: el ement nanme="ERDMessageType" type="ERDSMessageTypeType"/>
<xs:element m nCccurs="0" nane="I| nRepl yTo" type="Messagel dentifierType"/>
<xs: el ement m nCccurs="0" name="Rel ayTi me" type="xs: dateTinme"/>
<xs: el ement m nCccurs="0" name="ExpirationTi me" type="xs:dateTinme"/>
<xs:element m nCccurs="0" nane="Schedul edDel i veryTi me" type="xs:dateTi me"/>
<xs:el ement nanme="Sender|d" type="EntityldentifierType"/>
<xs: el ement m nCccurs="0" name="Repl yTo" type="EntityldentifierType"/>
<xs: el ement name="Recipientld" type="EntityldentifierType"/>
<xs:element ref="UserContentlnfo"/>
<xs: el ement name="RequiredAssurancelLevel " type="AssurancelLevel Detail sType" m nCccurs="0"/>
<xs: el ement nanme="Applicabl ePolicy" m nCccurs="0" type="ERDSPolicyl DType"/>
<xs: el ement nanme="Request edConsi gnnent Mode" m nCccurs="0" type="Consi gnent MbdeType"/ >
<xs: el ement m nCccurs="0" ref="Extensions"/>
<xs:element m nCccurs="0" ref="ds: Signature"/>
</ xs: sequence>
<xs:attribute nane="version" use="required">
<xs:si nmpl eType>
<xs:restriction base="xs:string"/>
</ xs: si mpl eType>
</xs:attribute>
</ xs: conpl exType>

Meta-data documents shall have "EN319522v1. 1. 1" asvaluefor ver si on attribute.
Attribute ver si on shall implement the semantics specified in clause 6.2.1 of ETSI EN 319 522-2 [1].

Clauses from 4.3.4 to 4.3.18 provide XML Schema definitions and requirements on its components.

4.3.4 Messageldentifier element

TheMessagel denti fi er element shall have the semantics of component MD11 as specified in clause 6.2.11 of
ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->
<xs:el ement nane="Messagel dentifier" type="Messagel dentifierType"/>
<xs: si npl eType name="Messagel denti fi er Type">

<xs:restriction base="NonEnptyStringType"/>
</ xs: si mpl eType>
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4.3.5 ERDMessageType element

The ERDMessageType element shall have the semantics of component MD13 as specified in clause 6.2.13 of ETSI
EN 319 522-2 [1].

The type of this element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied
below for information. It enumerates the ERD message types as defined in Table 1 in clause 4 of ETSI
EN 319 522-2 [1]:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: si npl eType name="ERDSMessageTypeType" >
<xs:restriction base="xs:anyURl ">
<xs:enuneration value="http://uri.etsi.org/ 19522/ vi#/ ERDMessageType/ di spatch"/>
<xs:enuneration value="http://uri.etsi.org/ 19522/ vi#/ ERDMessageType/receipt"/>
<xs:enumeration value="http://uri.etsi.org/ 19522/ v1#/ ERDMessageType/ servicelnfo"/>
<xs:enuneration value="http://uri.etsi.org/ 19522/ v1i#/ ERDMessageType/ payl oad"/ >
</xs:restriction>
</ xs: si nmpl eType>

4.3.6 InReplyTo element

The optional | nRepl yTo element shall have the semantics of component MD12 as specified in clause 6.2.12 of ETSI
EN 319 522-2 [1].

The type of this element shall be a message identifier as defined by the Messagel dent i fi er Type type definition
in XML Schemafile whose location is detailed in clause A.1 and is copied in clause 4.3.4 for information.

4.3.7 RelayTime element

The optional Rel ay Ti ne element shall have the semantics of component MDO2 as specified in clause 6.2.2 of ETS
EN 319 522-2 [1]. The 'Z' indicator for UTC may be used.

4.3.8 ExpirationTime element

The optional Expi rati onTi ne element shall have the semantics of component MDO3 as specified in clause 6.2.3 of
ETSI EN 319 522-2 [1]. The 'Z' indicator for UTC may be used.

4.3.9 ScheduledDeliveryTime element

The optional Schedul edDel i ver yTi me element shall have the semantics of component MDO7 as specified in
clause 6.2.7 of ETSI EN 319 522-2 [1]. The 'Z' indicator for UTC may be used.

4.3.10 Senderld element

The Sender | d element shall have the semantics of component MDO08 as specified in clause 6.2.8 of ETSI
EN 319 522-2 [1].

The type of this element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied
below for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: conpl exType name="EntityldentifierType">
<xs: si npl eCont ent >
<xs: extensi on base="NonEmptyStringType">
<xs:attribute nane="IdentifierSchenmeNanme" type="NonEnptyStringType" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conmpl exType>

The content of this element shall contain the identifier of the sender. The attribute | dent i fi er ScheneNane shal
contain the identifier of the naming scheme for assigning identifiers to users.
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4.3.11 ReplyTo element

The optional Repl yTo element shall have the semantics of component MDO9 as specified in clause 6.2.9 of ETSI
EN 319 522-2 [1].

The type of this element shall be the identifier of the user as defined by the Ent i t yl dent i fi er Type type
definition in XML Schema file whose location is detailed in clause A.1 and which is copied in the previous clause for
information.

4.3.12 Recipientld element

The optional Reci pi ent | d element shall have the semantics of component MD10 as specified in clause 6.2.10 of
ETSI EN 319 522-2 [1].

The type of this element shall be the identifier of the user as defined by the Ent i t yl dent i fi er Type type
definition in XML Schema file whose location is detailed in clause A.1 and which is copied in clause 4.3.10 for
information.

4.3.13 UserContentinfo element

The User Cont ent | nf o element shall have the semantics of component MD14 as specified in clause 6.2.14 of ETS
EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->
<xs: el ement nanme="User Cont ent | nf 0" type="User Content | nfoType"/>

<xs: conpl exType name="User Cont ent | nf oType" >
<Xs:sequence>
<xs: el ement name="AppLayerldentifier" type="xs:string" mnCccurs="0"/>
<xs: el ement nanme="Conposi ngParts" type="xs:int" m nCccurs="0"/>
<xs:el ement ref="Partslnfo"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:el ement name="Partslnfo" type="PartslnfoType"/>

<xs: conpl exType name="Part sl nfoType">
<xs: sequence maxCccur s="unbounded" >
<xs:element ref="Partlnfo"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:element name="Partlnfo" type="PartlnfoType"/>

<xs: conpl exType nanme="Part| nfoType">
<Xs:sequence>
<xs:element nanme="ldentifier" type="xs:string"/>
<xs:el ement name="Content Type" type="xs:string"/>
<xs: el ement ref="ds: D gest Met hod" m nCccurs="0"/>
<xs: el ement ref="ds: D gestVal ue" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

If included in the meta-data document the AppLayer | denti fi er child shall contain astring indicating the
application layer identifier assigned to the user content.

When used in the meta-data document the Conposi ngPar t s child shall contain an integer value indicating the
number of parts of the user content.

ThePar t sl nf o child shall contain one or more Par t | nf o children each one containing detailed information of one
of the parts of the user content.

I dentifier childelement of Part | nf o shall contain theidentifier of the corresponding part of the user content.
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Cont ent Type child element of Par t | nf o shall indicate the type of content of the corresponding part of the user
content.

Child element ds: Di gest Met hod of Par t | nf o may be used to indicate the algorithm used for computing the
digest value of the corresponding part of the user content.

Child element ds: Di gest Val ue of Part | nf o may be used to include the base-64 encoded digest value of the
corresponding part of the user content as computed using the digest algorithm indicated in the aforementioned
ds: Di gest Met hod child element.

NOTE: When using the AS4 binding to exchange ERD messages between ERDS as defined in ETSI
EN 319 522-4-1 [i.12] the digest algorithm and value are already included in the message header and
there is no need to include these again the meta-data document.

4.3.14 RequiredAssurancelLevel element

The optional Requi r edAssur ancelLevel element shall have the semantics of component MDO04 as specified in
clause 6.2.4 of ETSI EN 319 522-2 [1].

The type of this element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied
below for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: conpl exType name="Assur ancelLevel sDetai | sType">
<xs: choi ce>
<Xs:sequence>
<xs: el ement name="d obal AssurancelLevel " type="AssurancelLevel Detail sType"/>
<xs: el ement ref="AuthenticationDetails" />
</ xs: sequence>
<Xs: sequence>
<xs: el ement ref="Authenticati onDet sAndAssurancelLevel " />
<xs: el ement name="I|dentityProof AssurancelLevel " type="AssurancelLevel Detail sType"/>
<xs: el ement nanme="Federati onAssurancelLevel " type="AssurancelLevel Detail sType" m nCccurs="0"/>
</ xs: sequence>
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nanme="AssurancelLevel Det ai | sType">
<XS:sequence>
<xs: el ement nane="AssurancelLevel " type="xs:anyURl "/>
<xs: el ement nanme="Policyl D' type="xs:anyURl" m nCccurs="0"/>
<xs:el ement nanme="Policyl DDetails" type="xs:string" m nCccurs="0"/>
<xs:el ement name="Pol i cyl DDet ai | sResources" type="NonEnptyMuiltilLangURI Li st Type"
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nanme="Aut henticationDetails" type="AuthenticationDetail sType"/>
<xs: conpl exType nanme="Aut henticati onDetail sType">
<xs: choi ce>
<xs: el ement ref="saml :Assertion"/>
<xs: el ement nanme="QAut h2" type="AnyType" />
<Xs:sequence>
<xs: el ement name="Aut henticati onTi me" type="xs:dateTinme"/>
<xs: el ement nanme="Aut henti cati onMet hod" type="xs:anyURl"/>
</ xs: sequence>
<xs:el ement nane="other" type="AnyType"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs: el ement name="Aut henti cati onDet sAndAssurancelLevel "
type="Aut henti cati onDet sAndAssur ancelLevel Type"/ >

<xs: conpl exType nane="Aut henti cati onDet sAndAssur ancelLevel Type" >
<XS:sequence>
<xs: el ement name="Assurancelevel " type="AssurancelLevel Detail sType"/>
<xs: el ement ref="AuthenticationDetails" mnCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
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Each instance of Assur ancelLevel Det ai | sType type shal contain detailed information of a certain assurance
level.

Instances of Assur ancelLevel Det ai | sType type may support schemes that define separated assurance levels for
authentication process, identity proof processes, and an assertion protocol in case there is a federation for
communicating authentication and identity information.

EXAMPLE 1: The Commission Implementing Regulation (EU) 2015/1502 [i.1] specifies three assurance levels
for identity proof and authentication processes. Each one would require one instance of
Assur ancelLevel Det ai | sType type.

EXAMPLE 2:  NIST Specia Publications 800-63 [i.2], 800-63-A [i.3], 800-63-B [i.4] and 800-63-C [i.5]
providing guidelines to federal agencies for implementing digital identification and authentication
also provide means for managing these three different assurance levelsif required. Each one would
reguire one instance of Assur ancelLevel Det ai | sType type.

Oneinstance of Assur ancelLevel Det ai | sType type may also support schemes that define a unique global
assurance level jointly assigned to the identification proof and authentication processes.

The Assur ancelLevel child element of instances of Assur ancelLevel Det ai | sType shall indicate the value of
an assurance level.

ThePol i cyl Dchild element of instances of Assur ancelLevel Det ai | sType shall identify the policy that
defined the different assurance levels.

ThePol i cyl DDet ai | s child element of instances of Assur ancelLevel Det ai | sType shal contain relevant
textual details of the policy that defined the different assurance levels.

ThePol i cyl DDet ai | sResour ces child element of instances of Assur ancelLevel Det ai | sType shal
contain alist of URIs pointing to resources providing details of the policy that defined the different assurance levels,
each onein acertain language. The xm : | ang attribute of each URI child element shall indicate the language used in
the resource pointed by this element.

Each instance of Assur ancelLevel sDet ai | sType shal convey either:

. aglobal assurance level jointly assigned to the identification proof and authentication processes, supported by
the d obal AssurancelLevel and Aut henti cati onDet ai | s children elements, or

. separated information related to the assurance levels of identification proof process, authentication process and
the assertion protocols in federated environments, supported by the sequence of
Aut hent i cati onDet sAndAssur ancelLevel , | dentityProof AssurancelLevel ,and
Feder ati onAssur ancelLevel children elements.

A obal Assur ancelLevel child element of aninstance of Assur ancelLevel sDet ai | sType shall contain the
information of a unique global assurance level jointly assigned to the identification proof and authentication processes.

Oneinstance of Aut hent i cati onDet ai | sType type (asthe Aut hent i cati onDet ai | s child element of an
instance of Assur ancelLevel sDet ai | sType) shall contain details of one authentication process within either a
samnl : Asserti on element or the sequence formed by Aut hent i cati onTi nme and Aut hent i cati onMet hod
children elements.

Thesanl : Asserti on element shall contain a SAML assertion as specified in SAML V2.0 [5].

The QAut h2 element shall contain an OAuth2 token. Thistoken may also be embedded within a SAML2 assertion as
specified in IETF RFC 7522 [i.8g].

The O her element is aplaceholder for incorporating tokens different than the ones contained in the other elements.

The Aut hent i cat i onTi me child element shall indicate the time when the authentication process was conducted.
The Aut hent i cat i onMet hod child element shall identify the authentication method using an URI.
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Aut hent i cati onDet sAndAssur ancelLevel child element shal include the details of the assurance level of the
conducted authentication process withinits Assur ancelLevel child element. It may aso include al the details
corresponding to the conducted authentication method within its Aut hent i cat i onDet ai | s child element.

I denti t yProof AssurancelLevel s child element shall include the details of the assurance level of the conducted
identity proof process.

Feder ati onAssur ancelLevel s child element shall include the details of the assurance level of the assertion
protocol implemented in the federation.

4.3.15 ApplicablePolicy element

The optional Appl i cabl ePol i cy element shall have the semantics of component MDO5 as specified in clause 6.2.5
of ETSI EN 319 522-2 [1].

The type of this element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied
below for information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: conpl exType name="ERDSPol i cyl DType" >
</ xs:annot ati on>
<Xs: sequence>
<xs: el ement nanme="Policyl D' type="xs:anyUR " maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

Appl i cabl ePol i cy shall have aURI reference as value, which shall identify one policy. If the policy isidentified
by an OID, the URI reference shall have a URN as value. The value of this URN shall be compliant with IETF
RFC 3061 [3].

4.3.16 RequestedConsigmentMode element

The optional Request edConsi gnnent element shall have the semantics of component MDO6 as specified in
clause 6.2.6 of ETSI EN 319 522-2 [1].

The type of this element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied
below for information. It enumerates the consignment modes as defined in clause 6.2.6 of ETSI EN 319 522-2 [1]:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: si npl eType name="Consi gment ModeType" >
<xs:restriction base="xs:anyURl ">
<xs:enuneration value="http://uri.etsi.org/ 19522/ vi#/ consi gnment/basic"/>
<xs:enumeration value="http://uri.etsi.org/19522/v1#/ consi gnnent/consent"/>
<xs:enuneration value="http://uri.etsi.org/ 19522/ v1#/ consi gnnent/signed"/>
<xs:enuneration value="http://uri.etsi.org/ 19522/ v1#/ consi gnment/other"/>
</xs:restriction>
</ xs: si mpl eType>

4.3.17 Extensions element

The optional Ext ensi ons element shall have the semantics of component MD15 as specified in clause 6.2.15 of
ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: el ement nanme="Extensions" type= ExtensionsLi st Type"/>
<xs: conpl exType name="Ext ensi onsLi st Type">
<xs: sequence maxCccur s="unbounded" >
<xs: el ement ref="Extension"/>
</ xs: sequence>
</ xs: conpl exType>
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<xs: el ement nanme="Extension" type="ExtensionType"/>
<xs: conpl exType name="Ext ensi onType" >
<xs: conpl exCont ent >
<xs: extensi on base="AnyType">
<xs:attribute name="isCritical" type="xs:bool ean" use="optional"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Each Ext ensi on child element shall contain one component whose content model is not specified within the present
document.

Thei sCriti cal attribute shall indicate whether the extension is critical or non-critical. If this attribute is absent,
then the extension shall be designated as non-critical.

4.3.18 ds:Signature element

Theoptional ds: Si gnat ur e element may be used to include the enveloped signature in the meta-data document.

NOTE: When the meta-data document is exchanged using the AS4 binding as specified in ETSI
EN 319 522-4-1 [i.12] the signature of the meta-datais included in the message header and this element

should not be used.
5 Evidence and identification formats
5.1 Introduction

The present clause defines an XML format for ERDS evidence componentsidentified in ETSI EN 319 522-2 [1],
clause 8.

ERDS can generate PDF-formatted ERDS evidences. This format, although valid, is thought more for final human
usage rather than in situations where interoperability has to be addressed or automatic processes have to take some
decision based on ERDS evidence content.

XML format is better suited for these last cases, where the automatic processing of the evidence content prevails over
its immediate human interpretation. For the aforementioned reasons, the detailed specification of PDF evidence format
is out of scope of the present document.

Inclause 5.2, all XML elements are given for information only. In case of conflict with the XML Schema file whose
location is detailed in clause A.1, it is the Schema file which takes precedence.

5.2 XML format

5.2.1 Namespaces used

The URIs corresponding to the namespaces and the prefixes associated to them in the XML Schema excerpts shown in
this clause shall be the ones specified in Table 1 of clause 4.3.1.

522 Evidence format

5221 Introduction

The present clause specifiesa XML format for the Evidences generated by an ERDS.
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5.2.2.2 Auxiliary elements

5.2221 Introduction

The same auxiliary types defined in clause 4.3.3 are used in the following definitions.

5.2.2.3 Evi dence root element
The root element of evidence shall bethe Evi dence element.

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:
<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->
<xs:el ement nanme="Evi dence" type="Evi denceType"/>
<xs: conpl exType name="Evi denceType" >
<XS: sequence>
<xs:element ref="Evidenceldentifier"/>
<xs: el ement ref="ERDSEvent!|d"/>
<xs: group ref="Conponents"/>
</ xs: sequence>
<xs:attribute nane="version" type="xs:string" use="required"/>

<xs:attribute name="1d" type="xs:ID"' use="optional"/>
</ xs: conpl exType>

Evidences shall have "EN319522v1. 1. 1" asvaluefor ver si on attribute.
Attribute ver si on shall implement the semantics specified in clause 8.2.2 of ETSI EN 319 522-2 [1].
Attribute Id shall be used to reference the Evi dence element.

Clauses 5.2.2.4 t0 5.2.2.25 provide XML Schema definitions and requirements on its components.

5224 Evi dencel denti fi er element

The content of this element shall have the semantics specified in clause 8.2.1 of ETSI EN 319 522-2 [1]:
<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: el ement name="Evi denceldentifier" type="xs:string" />

5225 ERDSEvent | d element

The content of this element shall have the semantics specified in clause 8.2.3 of ETSI EN 319 522-2 [1].
The content of this element shall be one of the URI valueslisted in Table 2.

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information.

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: el ement nanme="ERDSEvent|d" type="NonEnptyURI Type">
</ xs: el ement >

URI values corresponding to each of the events specified in clause 6.2 of ETSI EN 319 522-2 [1] shall be as specified in
Table 2.
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Table 2: URI values identifying the ERDS events triggering the generation of ERDS evidences

URI value Event identified
http://uri.etsi.org/ 19522/ Event/ Subni ssi onAccept ance Submi ssi onAccept ance
http://uri.etsi.org/ 19522/ Event/ Subm ssi onRej ecti on Subm ssi onRej ecti on
http://uri.etsi.org/ 19522/ Event/ Rel ayAccept ance Rel ayAccept ance
http://uri.etsi.org/ 19522/ Event/ Rel ayRej ecti on Rel ayRej ecti on
http://uri.etsi.org/ 19522/ Event/ Rel ayFail ure Rel ayFai | ure
http://uri.etsi.org/ 19522/ Event/ Noti fi cati onFor Accept ance Noti fi cati onFor Accept ance
http://uri.etsi.org/ 19522/ Event/ Noti fi cati onFor Accept anceFai |[Notifi cati onFor Accept anceFai
lure lure
http://uri.etsi.org/ 19522/ Event/ Consi gnment Accept ance Consi gnment Accept ance
http://uri.etsi.org/ 19522/ Event/ Consi gnment Rej ecti on Consi gnment Rej ecti on
http://uri.etsi.org/ 19522/ Event/ Accept anceRej ecti onExpiry Accept anceRej ecti onExpiry

http://uri.etsi

.org/ 19522/ Event / Cont ent Consi gnnent

Cont ent Consi gnnment

http://uri.etsi

.org/ 19522/ Event / Cont ent Consi gnnent Fai | ure

Cont ent Consi gnnent Fai | ure

http://uri.etsi

.org/ 19522/ Event / Consi gnnment Not i fi cati on

Consi gnnment Not i fi cati on

http://uri.etsi

re

.org/ 19522/ Event/ Consi gnment Noti fi cati onFail u

Consi gnnment Noti ficationFailu
re

http://uri.etsi

.org/ 19522/ Event / Cont ent Handover

Cont ent Handover

http://uri.etsi

.org/ 19522/ Event / Cont ent Handover Fai | ure

Cont ent Handover Fai | ure

http://uri.etsi

.org/ 19522/ Event / Rel ay ToNonERDS

Rel ay ToNonERDS

http://uri.etsi.

org/ 19522/ Event / Rel ayToNonERDSFai | ur e

Rel ayToNonERDSFai | ure

http://uri.etsi

.org/ 19522/ Event / Recei vedFr onNonERDS

Recei vedFr omNonERDS

5.2.2.6

Conponent s elements group

Below follows a copy of apart of the XML Schemafile that defines a group of elements, whose components are
specified in clauses 5.2.2.7 10 5.2.2.25:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs:group nanme="

Conponent s" >

<XS:. sequence>

m nQccur s="0" maxQOccur s="unbounded"/ >

<xs: el ement ref="Event Reasons" m nCccurs="0"/>

<xs: el ement name="Event Ti me" type="xs:dateTinme"/>

<xs:el ement ref="Evidencel ssuerPolicylD' mnCccurs="0"/>

<xs:el ement ref="Evidencel ssuerDetails"/>

<xs: el ement ref="SenderDetails"/>

<xs: el ement ref="SenderDel egateDetails" mnCccurs="0"/>

<xs:el ement ref="RecipientDetails" nmaxQccurs="unbounded"/>

<xs: el ement ref="RecipientsDel egateDetail s"

<xs: el ement ref="Subm ssionTine" m nCccurs="0"/>

<xs: el ement name="Evi denceRef ersToReci pi ent" type="xs:integer" m nCccurs="0"/>
<xs:el ement nanme="Messagel dentifier" type=""xs:string" mnCccurs="0"/>
<xs:element ref= "UserContentlnfo" m nCccurs="0"/>

<xs: el ement nanme="External Systenl type="xs:string" m nCccurs="0"/>
<xs: el ement ref="External ERDSDetai | s" mi nCccurs="0"/>

<xs:element ref= "TransactionLogl nformati on" m nCccurs="0"/>
<xs:element ref= "Extensions" mnCccurs="0"/>

<xs: el ement ref="ds: Signature" m nCccurs="0"/>

</ xs: sequence>

</ xs: group>

5.2.2.7

Event Reasons element

The Event Reasons element shall have the semantics specified in clause 8.2.4 of ETSI EN 319 522-2 [1].

The Event Reasons element shall identify, by means of an URI value, the reason or reasons that have caused the
event that has triggered the generation of the evidence.

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for

information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: el ement nane="Event Reasons"

type="Event ReasonsType"/ >

<xs: conpl exType name="Event ReasonsType" >
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<Xs:sequence>
<xs: el ement ref="Event Reason" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:el ement nane="Event Reason" type="Event ReasonType"/>
<xs: conpl exType name="Event ReasonType" >
<Xs:sequence>
<xs: el ement nanme="Code" type="xs:anyURl "/>
<xs:el ement nanme="Detail s" type="xs:string" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

Each Event Reason child shall identify one of the reasons that caused the evidence's triggering event.
Event Reason's Code child shall have a URI value.

Code child element should have values as defined in Table 3. Code child element may have values different than those
that are listed in Table 4 to respond to specific requirements of the ERDS.

Event Reason'sDet ai | s child shall contain textual information providing further information on the reason.

Table 3: URI values identifying reasons causing events occurrences

URI values

http://uri.etsi.org/ 19522/ Event Reason/ MessageAccept ed

http://uri.etsi.org/ 19522/ Event Reason/ | nval i dMessageFor mat

http://uri.etsi.org/ 19522/ Event Reason/ Mal war eFound

http://uri.etsi.org/ 19522/ Event Reason/ Sender Si gni ngCert Expi r edOr Revoked

http://uri.etsi.org/ 19522/ Event Reason/ S _ERDS _Pol i cyVi ol ati on
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http://uri.etsi.org/ 19522/ Event Reason/ MessageHandedOver ToDel egat e

http://uri.etsi.org/ 19522/ Event Reason/ MessageNot HandedOver For Unal | onedType
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http://uri.etsi.org/ 19522/ Event Reason/ O her
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5228 Event Ti ne element

The Event Ti ne element of the Conrponent s group shall have the semantics specified in clause 8.2.5 of ETSI
EN 319 522-2 [1].

5.2.2.9 Evi dencel ssuer Pol i cyl Delement

Each Pol i cyl Dchild of Evi dencel ssuer Pol i cyl Delement shall have the semantics specified in clause 8.2.7 of
ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: el ement name="Evi dencel ssuerPol i cyl D' type="ERDSPolicyl DType"/>

Pol i cyl Dchild shall have a URI reference as vaue, which shall identify one policy. If the policy isidentified by an
OID, the URI reference shall have aURN as value. The value of this URN shall be compliant with IETF RFC 3061 [3].

5.2.2.10 Enti tyDetail sType type

Instancesof Ent i t yDet ai | sType covers the common semantic of different entity component defined in ETSI
EN 319 522-2 [1].

This type shall be defined as XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: conpl exType name="EntityDetail sType">
<Xs: sequence>
<xs:element ref="Identity"/>
<xs:element ref="CertificateDetails" mnCccurs="0"/>
<xs:element ref="Any" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The Any element is a placeholder for extending the definition of this type.

Clauses 5.2.2.11 and 5.2.2.12 provide details of the different components.

5.2.2.11 | dentity element

Thel denti ty element shall be defined asin XML Schemafile whose location is detailed in clause A.1 and is copied
below for information:
<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->
<xs:el ement name="ldentity" type="IldentityAttributesType" />
<xs: conpl exType name="I|dentityAttri butesType">
<Xs: sequence>
<xs:element ref="sam :Attribute" maxCccurs="unbounded" />

</ xs: sequence>
</ xs: conpl exType>

The 1 dentity element shall contain a sequence of sani : Attri but e elements. Each sam :Attri but e element shall
contain the value of one identity attribute.

Theldentity element may contain one or moresan : At t ri but e elements each one with a value representing one
postal address.

EXAMPLE 1:  For natural personsthesani : Attri but e element specified in "elDAS SAML Attribute profile" [4]
whose Nane attribute valueis"1010".
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EXAMPLE 2:  For legal personsthesani : Attri but e element specified in "elDAS SAML Attribute profile" [4]
whose Nane attribute valueis
"http://eidas. europa. eu/ attri but es/ | egal per son/ Legal Per sonAddr ess"

EXAMPLE 3: ThelSA Core Vocabulary cva: Cvaddr ess element.

The sequence of sani : Attri but e elements within XML evidences issued by ERDS shall be conformant with the
identity attributes specified in "el DAS SAML Attribute profile" [4].

The optional sam : Attri but e elements within XML evidencesissued by ERDS used for identifying natural and legal
persons, as well astheir corresponding postal addresses shall be the ones specified in "elDAS SAML Attribute profile"
[4].

5.2.2.12 CertificateDetail sType type
Instancesof Certi fi cat eDet ai | sType type shall contain the details of the certificate of a certain entity.

Thistype shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: el ement name="CertificateDetails" type="CertificateDetailsType"/>
<xs: conpl exType name="CertificateDetail sType">
<xs: choi ce maxCccurs="3">
<xs: el ement name="X509Certificate" type="xs:base64Bi nary"/>
<xs: el ement name="Cert!| D' type="Certl| DTypeV2"/>
<xs:element ref="Certl|lDAndSi gnature"/>
</ xs: choi ce>
</ xs: conpl exType>

<xs:el ement name="Cert| DAndSi gnature" type="Certl| DAndSi gnat ureType"/>
<xs: conpl exType nanme="Cert | DAndSi gnat ur eType" >
<XS:sequence>
<xs: el ement name="Cert!| D' type="Certl| DTypeV2"/>
<xs:element ref="CertSignatureDetails" />
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="Cert| DTypeV2">
<Xs: sequence>
<xs:el ement name="CertDi gest" type="Di gest Al gAndVal ueType"/>
<xs: el ement nanme="|ssuer Seri al V2" type="xs:base64Bi nary" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="UR" type="xs:anyURl " use="optional"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Di gest Al gAndVal ueType" >
<Xs: sequence>
<xs: el ement ref="ds: D gest Met hod"/>
<xs: el ement ref="ds: D gestVal ue"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nanme="Cert Si gnatureDetails" type="CertSi gnatureDetail sType"/>
<xs: conpl exType nanme="Cert Si gnat ureDet ai | sType" >
<Xs: sequence>
<xs: el ement ref="ds: Si gnatureMethod"/>
<xs: el ement ref="ds: SignatureVal ue"/>
</ xs: sequence>
</ xs: conpl exType>

The X509Cer ti fi cat e child shal contain the base-64 encoding of a DER-encoded X.509 certificate of the entity
whose details are provided by theinstance of Certi fi cat eDet ai | Type.

The Cer t | Dchild shall be aninstance of Cer t | DTypeV2 type and shall contain areference to the X.509 certificate
of the entity whose details are provided by theinstance of Cer ti fi cat eDet ai | sType.

The child element Cer t Di gest of aninstance of Cert | DTypeV2 shall contain the digest of the referenced
certificate.
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Cert Di gest 'schildren elements satisfy the following requirements:
1) ds: Di gest Met hod element shall identify the digest algorithm; and

2) ds: Di gest Val ue element shall contain the base-64 encoded value of the digest computed on the DER-
encoded certificate.

The content of | ssuer Seri al V2 element shall be the base-64 encoding of one DER-encoded instance of type
| ssuer Seri al typedefinedin IETF RFC 5035 [7].

NOTE 1: Theinformationinthel ssuer Seri al V2 element isonly ahint, that can help to identify the certificate
whose digest matches the value present in the reference. But the binding information is the digest of the
certificate.

The URI attribute shall provide an indication of where the referenced certificate can be found.

NOTE 2: Itisintended that this attribute be used as a hint, as implementations can have aternative ways for
retrieving the referenced certificate if it is not found at the referenced place.

The Cert | DANdSi gnat ur e childof Cer ti fi cat eDet ai | s element shall contain an instance of
Cert | DTypeV2 andthe Cer t Si gnat ur eDet ai | s child element, whose details are given below.

TheCert Si gnat ur eDet ai | s child of Cert | DAndSi gnat ur e element shall contain the details of the signature
value of the certificate of the entity whose details are provided by theinstance of Certi fi cat eDet ai | Type.

Theds: Si gnat ur eMet hod child of Cert Si gnat ur eDet ai | s element shall be an element as specified in
clause 4.4.2 of "XML Signature Syntax and Processing. Version 1.1" [2]. It shall contain the identifier of the algorithm
used for computing the signature of the certificate of the entity whose details are provided by the instance of
CertificateDetail Type.

Theds: Si gnat ur eVal ue child of Cert Si ghat ur eDet ai | s element shall be an element as specified in
clause 4.4.3 of "XML Signature Syntax and Processing. Version 1.1" [2]. It shall contain the base-64 encoded signature
value of the certificate of the entity whose details are provided by theinstance of Certi fi cat eDet ai | Type.

5.2.2.13 Evi dencel ssuer Det ai | s element

TheEvi dencel ssuer Det ai | s element shall have the semantics specified in clause 8.2.8 of ETSI
EN 319 522-2 [1].

TheEvi dencel ssuer Det ai | s element shall be aninstance of Ent i t yDet ai | sType type where the values
within all its components shall be values corresponding to the entity that has i ssued the evidence.

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: el ement nane="Evi dencel ssuerDetails" type="EntityDetail sType"/>

5.2.2.14 Assur ancelLevel sDet ai | sType type

Instances of the Assur ancelLevel sDet ai | sType type shall allow implementing the semantics corresponding to
the details of the assurance levels of the identification validation and authentication processes carried out with users as
specified in clauses 8.2.19 (for the sender), 8.2.20 (for the sender's delegate), 8.2.21 (for one recipient) and 8.2.22 (for
one delegate of one or more recipients) of ETSI EN 319 522-2 [1].

Thistype shall be defined asin XML Schemafile, which is also reported in clause 4.3.14 above for information.

5.2.2.15 User Det ai | sType type
Instances of the User Det ai | sType type shall contain one component that shall allow implementing the semantics

corresponding to identity attributes of sender and recipient as specified in clauses 8.2.10 (for the sender), and 8.2.14 (for
onerecipient) of ETSI EN 319 522-2 [1].
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Instances of the User Det ai | sType type shall contain one component that shall allow implementing the semantics
corresponding to identifiers of sender and recipient as specified in clauses 8.2.10 (for the sender), and 8.2.15 (for one
recipient) of ETSI EN 319 522-2 [1].

Instances of the User Det ai | sType type shall contain one component that shall allow implementing the semantics
corresponding to the details of the assurance levels of the identification validation and authentication processes carried
out with sender and recipient as specified in clauses 8.2.19 (for the sender), and 8.2.21 (for one recipient) of ETS

EN 319522-2[1].

This type shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:
<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->
<xs: conpl exType name="User Det ai | sType">
<Xs: sequence>

<xs:element ref="Identity" mnCccurs="0" />

<xs:el ement name="ldentifier" type="EntityldentifierType" m nCccurs="0" />

<xs:el ement nanme="AssurancelLevel sDetail s" type="AssurancelLevel sDetail sType" m nCccurs="0"/>

</ xs: sequence>
</ xs: conpl exType>

Child element | dent i t y shall contain the identity attributes of the user.

Child element | dent i fi er shall contain the identifier of the user. Attribute | dentifierSchemeName of element
Identifier child shall contain the identifier of the naming scheme for assigning identifiersto users.

Child element Assur ancelevel sDet ai | s shall contain the details of the assurance levels of the identification
validation and authentication processes carried out with the user.

5.2.2.16 Sender Det ai | s element

The Sender Det ai | s element shall contain one component that shall have the semantics corresponding to the
identity attributes of the sender as specified in clause 8.2.10 of ETSI EN 319 522-2 [1].

The Sender Det ai | s element shall also contain one component that shall have the semantics corresponding to the
identifier of the sender as specified in clause 8.2.11 of ETSI EN 319 522-2 [1].

The Sender Det ai | s element shall also contain one component that shall have the semantics corresponding to the
details of the assurance levels of the identification validation and authentication processes carried out with the sender as
specified in clause 8.2.19 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: el ement nanme="SenderDetails" type="UserDetail sType"/>

5.2.2.17 Sender Del egat eDet ai | s element

The Sender Del egat eDet ai | s element shall contain one component that shall have the semantics corresponding
to the identity attributes of the sender's delegate as specified in clause 8.2.12 of ETSI EN 319 522-2 [1].

The Sender Del egat eDet ai | s element shall also contain one component that shall have the semantics
corresponding to the identifier of the sender's delegate as specified in clause 8.2.13 of ETS| EN 319 522-2 [1].

The Sender Del egat eDet ai | s element shall also contain one component that shall have the semantics
corresponding to the details of the assurance levels of the identification validation and authentication processes carried
out with the sender's delegate as specified in clause 8.2.20 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information.

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->
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<xs: el ement nane="Sender Del egat eDet ai | s" type="UserDetail sType"/>
Child element | dent i t y shall contain the identity attributes of the delegate.
Child element | dent i fi er shal contain the identifier of the delegate.

Child element Assur ancelLevel sDet ai | s shall contain the details of the assurance levels of the identification
validation and authentication processes carried out with the delegate.

5.2.2.18 Reci pi ent Det ai | s element

The Reci pi ent Det ai | s element shall contain one component that shall have the semantics corresponding to the
identity attributes of one recipient as specified in clause 8.2.14 of ETSI EN 319 522-2 [1].

The Reci pi ent Det ai | s element shall also contain one component that shall have the semantics corresponding to
the identifier of one recipient as specified in clause 8.2.15 of ETS| EN 319 522-2 [1].

The Reci pi ent Det ai | s element shall also contain one component that shall have the semantics corresponding to
the details of the assurance levels of the identification validation and authentication processes carried out with one
recipient as specified in clause 8.2.21 of ETS| EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information.

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs:el ement nanme="Reci pi entDetails" type="UserDetail sType"/>

5.2.2.19 Reci pi ent sDel egat eDet ai | s element

The Reci pi ent sDel egat eDet ai | s element shall contain one component that shall have the semantics
corresponding to the identity attributes of one delegate of one or more recipients as specified in clause 8.2.16 of ETSI
EN 319 522-2[1].

The Reci pi ent sDel egat eDet ai | s element shall also contain one component that shall have the semantics
corresponding to the identifier of one delegate of one or more recipients as specified in clause 8.2.17 of ETS
EN 319522-2[1].

The Reci pi ent sDel egat eDet ai | s element shall also contain one component that shall have the semantics
corresponding to the details of the assurance levels of the identification validation and authentication processes carried
out with one delegate of one or more recipients as specified in clause 8.2.22 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->

<xs: el ement nanme="Reci pi ent sDel egat eDet ai | s" type="Reci pi ent sDel egat eDet ai | sType"/ >
<xs: conpl exType name="Reci pi ent sDel egat eDet ai | sType" >
<xs: conpl exCont ent >
<xs: extensi on base="User Det ai |l sType">
<XS:sequence>
<xs: el ement nanme="Del egati ngReci pi ents" type="ListOIntegers"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs:si npl eType name="Li st (f | nt egers">
<xs:list itenlype="xs:integer"/>
</ xs: sinmpl eType>

Child element | dent i t y shall contain the identity attributes of the delegate.
Child element | dent i fi er shal contain the identifier of the delegate.

Child element Assur ancelLevel sDet ai | s shall contain the details of the assurance levels of the identification
validation and authentication processes carried out with the delegate.
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Child element Del egat i ngReci pi ent s shall contain a sequence of integers. Each integer shall identify one of the
recipients that have delegated into this delegate. For matching the integer values with the delegating recipients, the first
RecipientDetails child element after SenderDetails within the evidence shall be assigned number 1. If

Del egat i ngReci pi ent s element is absent, then the delegate shall act as delegated of all the recipients.

5.2.2.20 Submi ssi onTi e element
The Subni ssi onTi e element shall have the semantics specified in clause 8.2.25 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ v1i#" -->

<xs: el ement name="Subm ssi onTi me" type="xs: dateTi me"/>

5.2.2.21 Evi denceRef er sToReci pi ent element

Each Evi denceRef er sToReci pi ent element of the Conponent s group shall have the semantics specified in
clause 8.2.18 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1.

Evi denceRef er sToReci pi ent 'sinteger value shall identify the recipient that the evidence refers to, among all
the recipients whose detail s appear within the evidence. For matching the integer values with the delegating recipients,
the first RecipientDetails child element after SenderDetails within the evidence shall be assigned number 1.

5.2.2.22 Messagel denti fi er element
The Messagel dent i fi er element shall have the semantics specified in clause 8.2.23 of ETS| EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied in
clause 4.3.4 for information.

5.2.2.23 User Cont ent | nf o element
The User Cont ent | nf o element shall have the semantics specified in clause 8.2.24 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied in
clause 4.3.13 for information.

5.2.2.24 Ext er nal Syst emelement
The Ext er nal Syst emelement shall have the semantics specified in clause 8.2.26 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied in
clause 5.2.2.6 for information.

The Ext er nal Syst emelement shall have a string value, which shall describe the external system to which the
evidence relates.

5.2.2.25 Ext er nal ERDSDet ai | s element

The Ext er nal ERDSDet ai | s element shall have the semantics specified in clause 8.2.27 of ETSI EN 319 522-2 [1].

The Ext er nal ERDSDet ai | s element shall be an instance of Ent i t yDet ai | sType type where the values within
all its components shall be values corresponding to the second ERDS involved in the event.

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->
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<xs: el ement name="Ext ernal ERDSDet ai | s" type="EntityDetail sType"/>

5.2.2.26 Transacti onLogl nf or mat i on element

The Transact i onLogl nf or mat i on element shall have the semantics specified in clause 8.2.6 of ETSI
EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied below for
information:
<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->
<xs: el ement nanme="Transacti onLogl nformati on" type="Transacti onLogl nformati onType"/>
<xs: conpl exType nanme="Transacti onLogl nf ornati onType" >
<Xs: sequence>
<xs: el ement ref="Transacti onLog" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement name="Transacti onLog" type="AnyType"/>

Each Tr ansact i onLog child element shall contain one log record, whose format and contents are specific to the
underlying transport protocol.

5.2.2.27 Ext ensi ons element
The Ext ensi ons element shall have the semantics specified in clause 8.2.28 of ETSI EN 319 522-2 [1].

This element shall be defined asin XML Schema file whose location is detailed in clause A.1 and is copied in
clause 4.3.17 for information.

5.2.2.28 ds: Si gnat ur e element

Theds: Si gnat ur e element shall have the semantics specified in clause 8.2.9 of ETSI EN 319 522-2 [1].
Theds: Si gnat ur e shall be present enveloped within the ERDS Evidence.

This digital signature should be a XAdES baseline signature as specified in ETSI EN 319 132-1[i.7].

Thisdigital signature may include the signed qualifying property xades: Si gnat ur ePol i cyl denti fier,
containing the explicit identifier of the signature policy governing the signing and validating processes.

Once the XAdES-B-B baseline signature has been generated, it should be augmented to a XAdJES-B-T baseline
signature by incorporation into the digital signature of the unsigned qualifying property
xades: Si gnat ur eTi meSt anp, containing a time-stamp token computed as specified in ETSI EN 319 132-1[i.7].

The signing certificate of this digital signature shall meet the requirements specified in clause 7.2 of ETSI
EN 319522-2[1].

6 Common Service Infrastructure (CSI) formats

6.1 Routing information

If the R-ERDS is not identified by the recipient identification (as described in ETSI EN 319 522-2 [1], clause 9.2), this
information shall be retrieved from the Common Service Interface.

The retrieved information contains a Servicel nformation element as specified by clause 2.3.4.2 of SMP[8]. The
Servicelnformation element contains a ServiceEndpointList containing information on ERDS RIs that may be used to
reach the recipient for the application protocol identified. Each ServiceEndpoint, i.e. ERDSRI, isidentified by a URI.
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6.2 Trust information

Each ServiceEndpoint (i.e. ERDS RI) in the ServiceEndpointList defined in clause 6.1 contains the certificate that the
ERDS RI usesfor digital signatures.

Service digital identity and further TSL definitionsare found in ETSI TS 119 612 [i.9]. Clause 7.2 of ETSI
EN 319 522-4-3 [10] specifies use of an X.509 certificate as service digital identity of an ERDS.

6.3 Capability management

6.3.1 Recipient metadata (recipient capabilities)

The recipient metadata shall be those defined in OASIS Service Metadata Publisher (SMP Version 1.0 [8]).

6.3.2 ERDS metadata (ERDS capabilities)

This element shall be defined in the XML Schema file whose location is detailed in clause A.1 and is copied below for
information:

<!-- target Namespace="http://uri.etsi.org/ 19522/ vi#" -->
<xs: el ement nane="ERDSMet adat a" type="ERDSMet adat aType"/ >

<xs: conpl exType name="ERDSMet adat aType" >
<Xs: sequence>
<xs:el ement nanme="ERDSId" type="EntityldentifierType"/>
<xs: el ement name="ERDSDomai n" type="xs:string"/>
<xs: el ement name="ERDSCover ni ngBody" type="xs:string"/>
<xs: el ement name="ERDSProfil eSupported" type="xs:anyURl "/>
<xs:el ement nane="ERDSMet adat aRepository" type="xs:anyURl" mi nCccurs="0"/>
<xs: el ement name="ERDSEUQual i fi edl ndi cator" type="xs:bool ean" m nCccurs="0"/>
<xs: el ement name="ERDSTLSLocati on" type="xs:anyUR" m nCccurs="0"/>
<xs: el ement nanme="ERDSRoot CACertLocation" type="xs:anyURl" m nCccurs="0"/>
<xs: el ement nane="ERDSExpi r yDat eAndTi meSupport" type="xs: bool ean"/>
<xs: el ement nane="ERDSSchedul edDel i verySupport" type="xs: bool ean"/>
<xs: el ement nanme="ERDSAssur ancelLevel sSupported" type="AssurancelLevel Detail sType"
m nCccurs="0"/>
<xs: el ement nanme="ERDSPol i cySupport" type="ERDSPolicyl DType" m nCccurs="0"/>
<xs: el ement nanme="ERDSSupport edConsi gnment Mbdes" type="Consi gnent ModeType" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="version" use="required"/>
</ xs: conpl exType>

M eta-data documents shall have "EN319522v1. 1. 1" asvalue for ver si on attribute.

Attribute ver si on shall implement the semantics of component MDOL as specified in clause 6.2.1 of ETSI
EN 319 522-2 [1].

Below, the ERDS capability metadata defined above is specified as an extension to the OA SIS Service Metadata
Publishing (SMP) specification [8]. The extension should be added to the ServiceEndpointList or to the specific
ServiceEndpoints. Note that according to SMP [8], extensions may be ignored. The capabilities described by the ERDS
metadata are common to all ERDS RIs exposed by the ERDS. By defining this as an extension to SMP, the existing
SMP ServiceM etadata definition does not need to be changed, and metadata about an ERDS can be located in SMP.

The SMP specification has a standard format for specification of extensions. The extension shall follow the
pseudo-schemain clause 2.3.2.2 of SMP [8] concerning identification of the extension and the responsible agency.
Clause 2.3.2.3 of SMP [8] describes the semantics of the individual fields (elements and attributes) of this
pseudo-schema and the schema bdx-smp-201605.xsd copied into appendix B of SMP [8] providesthe XML schema.
The ERDS capability metadata shall be encoded in the xs:any part of the pseudo-schema.
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For ERDSMetadata as an extension to SMP, the following values shall be used for identification of the extension and
the responsible agency:

Extension|D: "ERDSM etadata"

ExtensionName: "ERDSM etadata"

ExtensionAgencylID: "ETSI"

ExtensionAgencyName: " European Telecommunications Standards I nstitute”
ExtensionAgencyURI: "http://www.etsi.org"

ExtensionVersionlD: Same as version attribute of the ERDS metadata

ExtensionURI: "http://uri.etsi.org/19522/v1#ERD SM etadata

ExtensionReasonCode: "ERDSM etadata’

ExtensionReason: " Publish capability metadata for an Electronic Registered Delivery Service"

Other methods for distribution of ERDS metadata are for further study. Registration of the ERDS itself inan SMPasa
participant is possible but would require changes to the SMP specification. ERDS metadata may be published as a
service information extension in a TSL according to clause 5.5.9 of ETSI TS 119 612 [i.9]; however no requirement is
specified to this effect.
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Annex A (normative):
XML schema files

A.1 XML Schema file location for namespace
http://uri.etsi.org/19522/v1#

Thefile at http://uri.etsi.org/19522/v1.1.1/<FILENAMETOBEDECIDEDBYET S| .xsd>
(FILENAMETOBEDECIDEDBY ETSI .xsd) contains the definitions of the types and elements defined within the
namespace whose URI valueis http://uri.etsi.org/19522/v1#.

NOTE: The XML Schemafile to be stored at the location indicated above when the present document will be

published, is for the time being contained in the attachment en_31952203v010101p0.zip accompanying
the present document.
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