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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the combined Public Enquiry and V ote phase of the ETSI standards EN
Approva Procedure.

The present document is part 1 of a multi-part deliverable specifying XAdES digital signatures as identified below:
Part 1: " Building blocksand XAdES baseline signatures”;
Part 2. "Extended XAdES signatures”.

Three XML files, whose locations are detailed in clauses B.1 and B.2, and which contain XML Schema definitions,
accompany the present document.

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Electronic commerce has emerged as a frequent way of doing business between companies across local, wide area and
global networks. Trust in this way of doing business is essential for the success and continued devel opment of
electronic commerce. It is therefore important that companies using this el ectronic means of doing business have
suitable security controls and mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect digital signatures are an important security component that can be used to protect
information and provide trust in electronic business.

The present document is intended to cover digital signatures supported by PKI and public key certificates, and aimsto
meet the general requirements of the international community to provide trust and confidence in electronic transactions,
including, amongst other, applicable requirements from Regulation (EU) No 910/2014 [i.1].

ETSI


http://webapp.etsi.org/IPR/home.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx

6 Draft ETSI EN 319 132-1 V1.0.0 (2015-06)

The present document can be used for any transaction between an individual and a company, between two companies,
between an individual and a governmental body, etc. The present document is independent of any environment. It can
be applied to any environment e.g. smart cards, SIM cards, special programs for electronic signatures, etc.

The present document is part of a rationalized framework of standards (see ETSI TR 119 000 [i.10]).
ETSI TR 119 100 [i.11] provides guidance on how to use the present document within the aforementioned framework.

ETSI
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1 Scope

The present document specifies XAdES digital signatures. XAdES signatures build on XML digital signatures[1], by
incorporation of signed and unsigned qualifying properties, which fulfil certain common requirements (such as the long
term validity of digital signatures, for instance) in a number of use cases.

The present document specifies XML Schema definitions for the aforementioned qualifying properties as well as
mechanisms for incorporating them into XAdES signatures.

The present document specifies formats for X AdES baseline signatures, which provide the basic features necessary for
awide range of business and governmental use cases for electronic procedures and communications to be applicable to
awide range of communities when thereis a clear need for interoperability of digital signatures used in electronic
documents.

The present document defines four levels of XAdES baseline signatures addressing incremental requirementsto
maintain the validity of the signatures over the long term, in away that a certain level aways addresses all the
requirements addressed at levelsthat are below it. Each level requires the presence of certain XAdES qualifying
properties, suitably profiled for reducing the optionality as much as possible.

Procedures for creation and validation of XAdES digital signatures are out of scope and specified in
ETSI EN 319 102-1[i.6].

The present document aims at supporting electronic signatures in different regulatory frameworks.

NOTE: Specifically but not exclusively, XAdES digital signatures specified in the present document aim at
supporting electronic signatures, advanced electronic signatures, qualified electronic signatures,
electronic seals, advanced electronic seals, and qualified electronic seals as per Regulation (EU)
No 910/2014 [i.1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] W3C Recommendation (11 April 2013): "XML Signature Syntax and Processing. Version 1.1".

[2] W3C Recommendation Part 1 (28 October 2004): "XML Schema Part 1: Structures Second
Edition".

[3] W3C Recommendation Part 2 (28 October 2004): "XML Schema Part 2: Datatypes Second
Edition".

[4] Recommendation ITU-T X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

[5] W3C Recommendation (26 November 2008): "Extensible Markup Language (XML) 1.0".

[6] IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSsP'.

[7] IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time Stamp Protocol (TSP)".
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[9]

[10]
[11]
[12]
[13]
[14]

[15]

[16]
[17]
2.2
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IETF RFC 3061: "A URN Namespace of Object Identifiers'.

W3C Recommendation (15 March 2001): "Canonical XML Version 1.0".

W3C Recommendation (18 July 2002): "Exclusive XML Canonicalization Version 1.0".
W3C Recommendation (2 May 2008): "Canonical XML Version 1.1".

IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

W3C Recommendation (8 November 2002): "XML-Signature XPath Filter 2.0".

I SO/IEC 29500-2:2012: "Information technology -- Document description and processing
languages -- Office Open XML File Formats -- Part 2: Open Packaging Conventions”.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

IETF RFC 5816: "ESSCertIDv2 Update for RFC 3161".
IETF RFC 5035: "Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]
[i.4]

[i.5]

[i.6]

[i.7]

[i.8]
[i.9]

[i.10]

Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactionsin the internal market and repealing
Directive 1999/93/EC. OJ L 257, 28.08.2014, p. 73-114.

ETSI TS 101 903: "Electronic Signatures and I nfrastructures (ESI); XML Advanced Electronic
Signatures (XAdES)".

ETSI TS 103 171: "Electronic Signatures and Infrastructures (ESI); XAdES Baseline Profile".

ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); Definitions and
abbreviations'.

Commission Decision 2009/767/EC of 16 October 2009 amended by CD 2010/425/EU of 28 July
2010, setting out measures facilitating the use of procedures by electronic means through the
"points of single contact" under Directive 2006/123/EC of the European Parliament and of the
Council on servicesin the internal market.

ETSI EN 319 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Signature
Creation and Validation".

ETSI TS 119 172-1: "Electronic Signatures and Infrastructures (ESI); Signature Policies; Part 1.
Building blocks and table of contents for human readable signature policy documents'.

IETF RFC 6931: "Additional XML Security Uniform Resource |dentifiers (URIS)".

OASIS Standard: "Assertions and Protocols for the OASIS Security Assertion Markup Language
(SAML) vV2.0".

ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); Rationalized structure for
Electronic Signature Standardization"”.
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[i.11] ETSI TR 119 100: "Electronic Signatures and Infrastructures (ESI); Business Driven Guidance for
Signature Creation and Validation"”.

[i.12] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

[1.13] ETSI TS 101 533-1: "Electronic Signatures and Infrastructures (ES|); Data Preservation Systems
Security; Part 1. Requirements for |mplementation and Management”.

[i.14] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".

[i.15] IETF RFC 4998: "Evidence Record Syntax (ERS)".

[i.16] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;

Part 2: Extended XAdES signatures'.

3 Definitions, abbreviations and terminology
3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETS| TR 119 001 [i.4] and the following
apply:

attribute certificate: data structure, digitally signed by an attribute authority, that binds some attribute values with
identification information about its holder

certificate revocation list: signed list indicating a set of certificates that are no longer considered valid by the
certificate issuer

data object: actual binary/octet data being operated on (transformed, digested, or signed) by an application
NOTE: Thisdefinition is part of the definition of thisterm within XMLDSIG [1].

digital signature: data appended to, or a cryptographic transformation of a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient

digital signature value: result of cryptographic transformation of a data unit that allows a recipient of the data unit to
prove the source and integrity of the data unit and protect against forgery e.g. by the recipient

electronic time-stamp: datain electronic form which binds other electronic datato a particular time establishing
evidence that these data existed at that time

NOTE: Inthecase of IETF RFC 3161 [7] protocol, updated by IETF RFC 5816 [16], the electronic time-stamp is
referringtothet i meSt anpToken field within the Ti neSt anpResp element (the TSA's response
returned to the requesting client).

legacy XAdES 101 903 signature: digital signature generated according to ETSI TS 101 903 [i.2]
legacy XAdES baseline signature: digital signature generated accordingto ETSI TS 103 171 [i.3]
legacy XAdES signature: legacy XAdES 101 903 signature or legacy XAdES baseline signature
message imprint: digest value of the data that is going to be time-stamped

NOTE: Inthe case of electronic time-stamps compliant with IETF RFC 3161 [7], as updated by
IETF RFC 5816 [16], it corresponds to the digest value incorporated into the hashedMessage field of
Messagel npri nt type.

ETSI
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trust anchor: entity that istrusted by arelying party and used for validating certificates in certification paths

XAdES signature: digital signature that satisfies the requirements specified within the present document or ETSI
EN 319 132-2i.16]

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ASN.1 Abstract Syntax Notation 1

BER Basic Encoding Rules

CA Certification Authority

CD European Commission Decission.
CER Canonical Encoding Rules

CRL Certificate Revocation List

DER Distinguished Encoding Rules

HTTP Hyper Text Transfer Protocol

OCSsP Online Certificate Status Protocol
oD Object | Dentifier

PER Packed Encoding Rules

PKI Public Key Infrastructure

SAML Security Assertion Markup Language
SIM Subscriber Identity Module

SPO Service Provision Option

TSA Time-Stamping Authorities

TSL Trust-service Status List

TSP Trusted Service Providers

URI Uniform Resource Identifier

URL Uniform Resource Locator

URN Uniform Resource Name

uUTC Coordinated Universal Time

XER XML Encoding Rules

XML eXtensible Markup Language
XMLDSIG eXtensible Markup Language Digital SIGnature
XSLT eXtensible Stylesheet Language Transformations

3.3 Terminology

The present document uses the term "qualifying property” for denoting a XML element that qualifies the signature, the
signed data objects, or the signer.

The present document uses the term "element” exclusively for denoting XML elements.

The present document defines new XML elements that are containers of qualifying properties (for instance
Qual i fyi ngProperties, Si gnedProperti es, orUnsi gnedProperti es). The present document uses the
terms"element” or "container" when refersto them.

The present document uses the term "attribute" exclusively for denoting XML attributes of XML elements.
Consequently, aqualifying property, being a XML element, can have (XML) attributes.

The present document uses the term "child element" exclusively in the context of XML content, for denoting an XML
element that isa child element of another XML element.

The present document uses the term "X AdES components” for denoting any XAdES signature's element, and any
XAdES qualifying property incorporated into the XAdES signature.
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4 General Syntax

4.1 General requirements

XAdES signatures shall build on XMLDSIG as specified in [1] by incorporation of XML [5] signed and unsigned
qualifying properties. These qualifying properties shall be instances of XML types using the XML Schema syntax and
structures specified in [2] and [3].

The present clause defines the namespaces used in the aforementioned XML schema definitions.

The present clause also defines the types for the containers of the qualifying properties, and specifies the mechanisms
for incorporating them into the X AdES signature.

4.2 XML Namespaces

The present document uses the URI namespaces listed below:

° http://uri.etsi.org/01903/v1.3.2#

. http://uri.etsi.org/01903/v1.4.1#

. http://www.w3.0rg/2000/09/xmldsi g#

. http://www.w3.0rg/2001/X ML Schema

ETSI definestwo XML Schemafiles for the present specification, namely: "X AdES2015.xsd", and
"XAdESv1412015.xsd".

Table 1 shows two prefixes that refer to the same namespaces in the two XML Schema files. These prefixes are used
throughout the present document to refer to specific elementsin the XAdES signature.

Table 1: Namespaces with constant prefixes

XML Namespace URI Prefix
http://www.w3.0rg/2000/09/xmldsig# ds
http://www.w3.0rg/2001/XMLSchema xsd

NOTE 1: The present document uses other prefixesin the excerpts of the XML Schema files for referencing XML
elements. The preambles of the corresponding XML Schema files clearly identify the namespace corresponding to each
prefix.

Below follows a copy of thexsd: schena element of the XML Schemafile "X AdES01903v132-201506.xsd", whose
location is detailed in clause B.1, and that defines the namespace whose URI is http://uri.etsi.org/01903/v1.3.24.

<xsd: schena target Namespace="http://uri.etsi.org/01903/v1. 3. 2#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xm ns="http://uri.etsi.org/01903/v1. 3. 2#"
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t =" qual i fi ed" >

Below follows a copy of thexsd: schena element of the XML Schemafile "X AdES01903v141-201506.xsd", whose
location is detailed in clause B.2, and that defines the namespace whose URI is http://uri.etsi.org/01903/v1.4.1#.

<xsd: schema target Nanmespace="http://uri.etsi.org/01903/v1l. 4. 1#"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xm ns="http://uri.etsi.org/01903/v1. 4. 1#"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" xmi ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#"
el ement For nDef aul t =" qual i fi ed" >

NOTE 2: The http://uri.etsi.org/01903/v1.3.2# URI was defined by ETSI TS 101 903 (V1.3.2) [i.2]. Most of the
XML elements and types used by X AdES signatures were defined in this namespace. The present
document adds new types and elements to this namespace. Additionally, ETSI TS 101 903 (V1.4.1) [i.2]
defined http://uri.etsi.org/01903/v1.4.1# URI, where new types and elements were defined. The present
document also adds new types and elements to this namespace.

NOTE 3: The present document is accompanied by two xml schema files, whose access details are given in
annex B.
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In case of discrepancies between the xml schema excerpts provided in the present document and the XML Schemafiles,
the XML Schema files shall take precedence.

4.3 The Qual i fyi ngProperti es container

4.3.1 Semantics and syntax
Semantics

TheQual i fyi ngProperti es element shall act asacontainer element for al the qualifying information that is
added to an XML signature.

The qualifying properties shall be split into qualifying properties that are cryptographically bound to (i.e. signed by) the
XML signature, and qualifying properties that are not cryptographically bound to (i.e. not signed by) the XML
signature.

Syntax

TheQual i fyi ngProperti es element shal be defined asin XML Schemafile "X AJES01903v132-201506.xsd",
whose location is detailed in clause B.1, and is copied below for information.
<l-- target Namespace="http://uri.etsi.org/01903/vl. 3.2#" -->
<xsd: el ement nanme="Qual i fyi ngProperties" type="QualifyingProperti esType"/>
<xsd: conpl exType nanme="Qual i fyi ngProperti esType">
<xsd: sequence>
<xsd: el ement ref="Si gnedProperti es" m nCccurs="0"/>
<xsd: el enent ref="Unsi gnedProperties" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="Target" type="xsd:anyURl" use="required"/>

<xsd:attribute name="1d" type="xsd:|ID"' use="optional"/>
</ xsd: conpl exType>

The Tar get attribute shall refer to the | d attribute of the corresponding ds: Si gnhat ur e.

Thevaueof Tar get attribute shall be an URI [12] with a bare-name X Pointer fragment. If the XAdES signature
envelopsthe Qual i fyi ngProperti es element, its not-fragment part shall be empty. Otherwise, its not-fragment
part need not be empty.

Thel d attribute shall be used to referencethe Qual i f yi ngPr operti es container.

A XAdES signature shall not incorporate empty Qual i f yi ngPr operti es elements.

4.3.2 The Si gnedPr operti es container
Semantics

The Si gnedPr operti es eement shall contain qualifying properties that are collectively signed by the XML
signature. In consequence one of theds: Ref er ence children of ds: Si gnedI nf o element in the XAdES signature
shall be generated in away that ensures that the Si gnedPr oper ti es element contributes to the digital signature
value computation.

The Si gnedPr operti es element may contain qualifying properties that qualify the XML signature itself, the
signer, or some of the signed data objects.

Syntax

The Si gnedPr operti es eement shall be defined asin XML Schemafile "X AdES01903v132-201506.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->
<xsd: el enent nane="Si gnedProperties" type="Si gnedPropertiesType" />

<xsd: conpl exType name="Si gnedProperti esType">
<xsd: sequence>
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<xsd: el ement ref="Si gnedSi gnatureProperties" mnQCccurs="0"/>
<xsd: el ement ref="Si gnedDat aChj ect Properti es" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

The Si gnedSi gnat ur eProperti es element shall contain qualifying properties that qualify the XML signature
itself or the signer. This element is specified in clause 4.3.4.

The Si gnedDat aCbj ect Properti es element shall contain qualifying properties that qualify some of the signed
data objects. This element is specified in clause 4.3.5.

The | d attribute shall be used to reference the Si gnedPr operti es element.

A XAdES signature shall not incorporate empty Si gnedPr operti es element.

4.3.3 The Unsi gnedPr operti es container
Semantics
The Unsi gnedPr operti es element shall contain qualifying properties that are not signed by the XML signature.

The Unsi gnedPr operti es element may contain qualifying propertiesthat qualify the XML signature itself, the
signer, or some of the signed data objects.

Syntax

The Unsi gnedPr oper ti es element shall be defined asin XML Schema file "X AdES01903v132-201506.xsd",
whose location is detailed in clause B.1, and is copied below for information.
<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nanme="Unsi gnedProperties" type="Unsi gnedProperti esType" />
<xsd: conmpl exType name="Unsi gnedProperti esType">
<xsd: sequence>
<xsd: el ement ref="Unsi gnedSi gnatureProperties" mnQCccurs="0"/>
<xsd: el enent ref="Unsi gnedDat aCbj ect Properties" m nCccurs="0"/>
</ xsd: sequence>

<xsd:attribute name="1d" type="xsd:ID"' use="optional"/>
</ xsd: conpl exType>

The Unsi gnedSi gnat ur eProperti es element shall contain qualifying properties that qualify the XML signature
itself or the signer. This element is specified in clause 4.3.6.

The Unsi gnedDat aChj ect Properti es element shall contain qualifying propertiesthat qualify some of the
signed data objects. This element is specified in clause 4.3.7.

Thel d attribute shall be used to reference the Unsi gnedPr operti es element.

A XAdES signature shall not incorporate empty Unsi gnedPr operti es elements.

4.3.4 The Si gnedSi gnat ur ePr operti es container
Semantics

This element shall contain signed qualifying properties that qualify the XML signature.
Syntax

The Si gnedSi gnat ur ePr oper ti es element shall be defined asin XML Schemafile "X AdES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/ 01903/ v1. 3. 2#"
The preanble of the XM. Scherma file also includes the foll ow ng namespace decl arati on:
xm ns: xadest sv132="http://uri.etsi.org/ 01903/ v1. 3. 2#",

whi ch assigns the prefix "xadestsvl32" to the nanespace whose UR is shown in the declaration.
-->
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<xsd: el ement nane="Si gnedSi gnat ur eProperties"
t ype="Si gnedSi gnat ur eProperti esType" />

<xsd: el ement name="Si gnedSi gnat ur eProperties" type="Si gnedSi gnatureProperti esType"/>

<xsd: conpl exType name="Si gnedSi gnat ur eProperti esType">
<xsd: sequence>
<xsd: el enent ref="Si gni ngTi nre" m nCccurs="0"/>
<xsd: el ement ref="SigningCertificate" mnCccurs="0"/>
<xsd: el ement ref="Si gningCertificateVv2" m nCccurs="0"/>
<xsd: el enent ref="Si gnaturePolicyldentifier" mnCccurs="0"/>
<xsd: el enent ref="Si gnatureProductionPlace” m nCccurs="0"/>
<xsd: el enent ref="Si gnat ureProductionPl aceV2" m nCccurs="0"/>
<xsd: el enent ref="Si gnerRole" mnCccurs="0"/>
<xsd: el enent ref="Si gnerRol eV2" m nCccurs="0"/>
<xsd: any namespace="##ot her" m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd: attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

Future versions of ETSI EN 319 132 may use the any element for allowing the incorporation of additional signed
signature qualifying properties. These additional signed signature qualifying properties shall be defined in a namespace
whose URI is different from http://uri.etsi.org/01903/v1.3.2#.

The Si gnedSi gnat ur ePr operti es element shal not incorporate any elements as an instantiation of xsd: any
that are not specified within an ETSI EN 319 132 version.

Thel d attribute shall be used to reference the Si gnedSi gnat ur ePr operti es element.

Qualifying properties Si gni ngCertifi cat e, Si gnat ur ePr oducti onPl ace, and Si gner Rol e are
obsoleted by Si gni ngCerti fi cat eV2, Si gnat ur eProducti onPl aceV2, and Si gner Rol eV2 respectively
(see clauses 5.2.2, 5.2.5 and 5.2.6, respectively).

The aforementioned obsol eted qualifying properties shall not be incorporated into the signature.

A XAdES signature shall not incorporate an empty Si gnedSi gnat ur ePr operti es element.

4.3.5 The Si gnedDat aObj ect Properti es container

Semantics
This element shall contain signed qualifying properties that qualify some of the signed data objects.
Syntax

The Si gnedDat aCbj ect Pr operti es element shall be defined asin XML Schema file "X AJES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->

<xsd: conpl exType nanme="Si gnedDat aChj ect Properti esType">
<xsd: sequence>
<xsd: el ement ref="DataCbj ect Format" m nCccurs="0" maxCccur s="unbounded"/>
<xsd: el ement ref="Conmm tment Typel ndi cati on" m nCccurs="0" maxCccur s="unbounded"/ >
<xsd: el enent ref="Al| Dat aChj ect sTi neSt anp" m nCccurs="0" maxCccur s="unbounded"/>
<xsd: el enent ref="1Indivi dual Dat aCbj ect sTi neSt anp" m nCccurs="0" maxCccur s="unbounded"/>
<xsd: any nanmespace="##other" m nCccurs="0" maxCccurs="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

Future versions of ETSI EN 319 132 may use the any element for allowing the incorporation of additional signed data
objects qualifying properties. These additional signed data objects qualifying properties shall be defined in a namespace
whose URI is different from http://uri.etsi.org/01903/v1.3.24.

The Si gnedDat aCbj ect Pr operti es element shall not incorporate any element as an instantiation of xsd: any
that are not specified withinan ETSI EN 319 132 version.

Thel d attribute shall be used to reference the Si gnedDat aCbj ect Pr operti es element.
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A XAdES signature shall not incorporate an empty Si gnedDat aCbj ect Properti es element.

4.3.6 The Unsi gnedSi gnat ur ePr operti es container

Semantics

This element shall contain unsigned qualifying properties that qualify the XML.
The XML signature shall not cover the content of this element.

Syntax

The Unsi gnedSi gnat ur eProperti es element shall be defined asin XML Schema file "X AdES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->

<xsd: el ement nane="Unsi gnedSi gnat ur eProperties"
t ype="Unsi gnedSi gnat ur ePr operti esType"/>

<xsd: conpl exType name="Unsi gnedSi gnat ur eProperti esType">
<xsd: choi ce maxCccur s="unbounded" >
<xsd: el enent ref="CounterSi gnature" />
<xsd: el enent ref="Si gnatureTi neSt anp" />
<xsd: el ement ref="Conpl eteCertificateRefs"/>
<xsd: el ement ref="Conpl et eRevocati onRefs"/>
<xsd:elenent ref="AttributeCertificateRefs"/>
<xsd: el enent ref="AttributeRevocati onRefs" />
<xsd: el ement ref="Si gAndRef sTi meSt anp" />
<xsd: el ement ref="RefsOnlyTi mreStanmp" />
<xsd: el enent ref="CertificateVal ues" />
<xsd: el enent ref="Revocati onVal ues"/>
<xsd: el enent ref="AttrAuthoritiesCertVal ues" />
<xsd: el ement ref="AttributeRevocati onVal ues"/>
<xsd: el enent ref="ArchiveTi neStanmp" />
<xsd: any namespace="##ot her"/>
</ xsd: choi ce>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

Future versions of ETSI EN 319 132 may use the any element for allowing the incorporation of additional signed data
objects qualifying properties. These additional signed data objects qualifying properties shall be defined in a namespace
whose URI is different from http://uri.etsi.org/01903/v1.3.2# .

The Unsi gnedSi gnat ur ePr operti es element shall not incorporate any element as an instantiation of xsd: any
that are not specified within an ETSI EN 319 132 version.

Thel d attribute shall be used to referencethe Unsi gnedSi gnat ur ePr operti es element.

Qualifying properties Conpl eteCertificateRefs,AttributeCertificateRefs,

Si gAndRef sTi meSt anp, and Ref sOnl yTi meSt anp, defined in the namespace whose URI value
http://uri.etsi.org/01903/v1.3.2# (XML Schema file "X AJES01903v132-201506.xsd") are obsoleted by

Conpl eteCertificateRefsV2, AttributeCertificateRefsV2,Si gAndRef sTi meSt anpV2,
Ref sOnl yTi meSt anpV2 (defined in the namespace whose URI value is http://uri.etsi.org/01903/v1.4.1#)
respectively (see clauses A.1.1, A.1.3, A.1.5.1 and A.1.5.2, respectively).

Additionaly the qualifying property Ar chi veTi meSt anp defined in the namespace whose URI value
http://uri.etsi.org/01903/v1.3.2# (XML Schema file "X AdES01903v132-201506.xsd") is obsoleted by

Ar chi veTi meSt anp defined in the namespace whose URI value is http://uri.etsi.org/01903/v1.4.1# (XML Schema
file "X AJES01903v141-201506.xsd", see clause 5.5.2).

The aforementioned obsoleted qualifying properties shall not be incorporated into the XAdES signature.

A XAdES signature shall not incorporate an empty Unsi gnedSi gnat ur ePr operti es element.
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4.3.7 The Unsi gnedDat aCbj ect Properti es container

Semantics

This element shall contain qualifying properties that qualify some of the signed data objects.
The XML signature shall not cover the content of this element.

Syntax

The Unsi gnedDat aChj ect Propert i es element shall be defined asin XML Schemafile "X AdES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nane="Unsi gnedDat aChj ect Properti es" type="Unsi gnedDat atbj ect Properti esType"/>

<xsd: conpl exType name="Unsi gnedDat aCbj ect Properti esType">
<xsd: sequence>
<xsd: el ement nane="Unsi gnedDat aChj ect Property" type="AnyType" maxCccurs="unbounded"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

Thel d attribute shall be used to reference the Unsi gnedDat aCbj ect Properti es element.
A XAdES signature shall not incorporate empty Unsi gnedDat aChj ect Properti es element.

NOTE: The present document does not specify the usage of any unsigned qualifying property qualifying the
signed data objects. It, however, defines this element for the sake of completeness and to cope with
potential future needs for inclusion of such kind of qualifying properties. The schema definition leaves
open the definition of the contents of thistype. The type Any Type isdefined in clause 5.1.1.

4.4 Incorporating qualifying properties into XAdES signatures

4.4.1 General requirements

Theds: Obj ect auxiliary element from XMLDSIG [1] shall be used for incorporating the qualifying properties into
the XAdES signature.

The present document specifies two different means for incorporating qualifying properties:
. direct incorporation meansthat aQual i f yi ngPr operti es element shall be achild of theds: Ohj ect ;

. indirect incorporation means that one or more Qual i f yi ngPr operti esRef er ence elements shall
appear as children of the ds: Obj ect . Each one shall contain information about one
Qual i fyi ngProperti es element that shall not be a descendant element of theds: Si gnat ur e XAdES
signature root element (see clause 4.4.3).

The following restrictions apply for using ds: Qbj ect, Qual i fyi ngProperti es and
Qual i fyi ngProperti esRef erence:

. al instances of Qual i f yi ngPr operti es directly incorporated into the XAdES signature, and al the
instances of Qual i fyi ngPr operti esRef er ence, shall occur withinasingleds: Obj ect element;

. at most one instance of the Qual i f yi ngPr operti es element may occur within thisds: Obj ect
element;

. al signed qualifying properties shall occur within asingle Qual i f yi ngProperti es element. This
element shall either be a child of thisds: Obj ect element (direct incorporation), or referenced by a
Qual i fyi ngProperti esRef er ence element (see clause 4.4.2 for information how to sign qualifying
properties); and

. zero or more instances of the Qual i f yi ngPr operti esRef er ence element may occur within this
ds: Cbj ect element.
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XAdES signatures may contain ds: Cbj ect elements different fromtheds: Qbj ect elements containing the
Qual i fyingPropertiesor QualifyingPropertiesReference elements.

No restrictions apply to the relative position of the ds: Obj ect containingthe Qual i f yi ngProperties or
Qual i fyi ngProperti esRef er ence with respect to others ds: Cbj ect elements present within
ds: Si gnat ure.

NOTE: Itisout of the scope of the present document to specify the mechanisms required to guarantee the correct
storage of the distributed Qual i f yi ngPr operti es elements (i.e. that the qualifying properties are
stored by the entity that has to store them and that they are not undetectably modified).

4.4.2 Signing properties

All the signed qualifying properties shall be children of the Si gnedPr oper ti es child of the
Qual i fyi ngProperti es element.

In order to protect the qualifying properties with the signature, ads: Ref er ence element shall be added to the XML
signature.

Thisds: Ref er ence element shall be composed in such away that it usesthe Si gnedPr operti es element
mentioned above as the input for computing its corresponding digest.

Thisds: Ref er ence element shall include the Ty pe attribute with its value set to:

. http://uri.etsi.org/01903#SignedProperties.

NOTE: Thisvalueindicates that the data used for digest computationisa Si gnedPr operti es element and
therefore helps to detect the signed qualifying properties of a XAdES signature conforming to the present
document.

4.4.3 The QualifyingProperti esRef erence element
Semantics

This element shall contain information about one Qual i fyi ngProperti es element that is not descendant of the
ds: Si gnat ur e XAdES signature root element (if for instance, it is stored in another XML document).

Syntax

TheQual i fyi ngProperti esRef er ence element shall be defined asin XML Schemafile "X AJES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->

<xsd: el ement name="Qual i fyi ngPropertiesReference"
type="Qual i fyi ngProperti esRef erenceType"/>

<xsd: conpl exType name="Qual i fyi ngProperti esRef erenceType">
<xsd:attribute name="URI" type="xsd:anyURl " use="required"/>

<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

The URI attribute shall contain a bare-name XPointer fragment and shall reference an external
Qual i fyi ngProperti es element. Its not-fragment part shall identify the enclosing document and its bare-name
XPointer fragment shall identify the aforementioned element.

Thel d attribute shall be used to referencethe Qual i f yi ngPr operti esRef er ence element.

4.5 Managing canonicalization of XML nodesets

A number of qualifying properties specified in the present document incorporate optional means for identifying a
canonicalization algorithm for computing the canonical form of a certain XML node set.

When generating new X AdES signatures, all the XAdES qualifying properties that provide optional means for
indicating the canonicalization algorithm shall include the canonicalization algorithm identifier.
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When augmenting a legacy X AdES signature by the generation and incorporation of a certain XAdES qualifying
property specified in the present document, and whose XML Schema definition includes an optional identifier of a
canonicalization algorithm, this qualifying property shall include the canonicalization algorithm identifier.

NOTE 1: Canonical XML 1.0 [9] does not properly process the inheritance of attributes in the XML namespace
(xm : i dandxnl : base) when canonicalizing document sub-trees. Canonical XML version 1.1 [11]
(whose version omitting commentsisidentified by the URI http://www.w3.0rg/2006/12/xml-c14n11),
specifies a variant of the former canonicalization algorithm that properly addresses these issues.

NOTE 2: Canonical XML 1.0 [9] when applied to an XML sub-tree, includes the sub-tree's ancestor context
including al of the namespace declarations and attributes in the "xml:" namespace. The exclusive XML
Canonicalization algorithm [10] (whose version omitting comments isidentified by the URI
http://www.w3.0rg/2001/10/xml-exc-c14n#) completely excludes this ancestor context from the
canonicalized sub-tree.

5 Qualifying properties semantics and syntax

5.1 Auxiliary syntax
5.1.1 The AnyType data type

Semantics

The Any Ty pe Schema data type shall have a content model allowing a sequence of arbitrary XML elements that
(mixed with text) is of unrestricted length.

The Any Ty pe Schema data type shall have a content model alowing for text content only.

The Any Type Schema data type shall have a content model allowing an element of this data type to bear an
unrestricted number of arbitrary attributes.

Syntax

The Any Ty pe type shall be defined asin XML Schema file "X AJES01903v132-201506.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement name="Any" type="AnyType"/>
<xsd: conmpl exType nanme="AnyType" m xed="true">

<xsd: any nanespace="##any" processContents="|ax"/>
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##any"/>
</ xsd: conpl exType>

NOTE: TheAnyType datatypeis used throughout the remaining parts of the present document wherever the
content of an XML element has been left open.

5.1.2 The Obj ectl dentifierType data type
Semantics
Instances of hj ect | denti fi er Type datatype shall contain a unique and permanent identifier of one data object.

Instances of Ohj ect | denti fi er Type datatype may contain atextual description of the nature of the data object
qualified by the instance of the Cbj ect | dent i fi er Type datatype.

Instances of Cbj ect | denti fi er Type datatype may contain a number of referencesto documents where additional
information about the nature of the data object qualified by the instance of the Gbj ect | dent i fi er Type datatype,
can be found.
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Syntax

The Qbj ect I denti fi er Type shall be defined asin XML Schemafile "X AdES01903v132-201506.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement name="(hj ectldentifier" type="CbjectldentifierType"/>

<xsd: conmpl exType nanme="Cbj ectldentifierType">
<xsd: sequence>
<xsd: el ement nanme="ldentifier" type="IdentifierType"/>
<xsd: el ement name="Description" type="xsd:string" mnCccurs="0"/>
<xsd: el ement name="Docunent ati onRef er ences"
t ype="Docunent at i onRef er encesType" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="1dentifier Type">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: anyURIl " >
<xsd:attribute name="Qualifier" type="QualifierType"
use="optional "/ >
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: si npl eType name="Qual i fi er Type">
<xsd:restriction base="xsd:string">
<xsd: enuner ati on val ue="0O DASURI "/ >
<xsd: enuner ati on val ue="0O DAsSURN"/ >
</xsd:restriction>
</ xsd: si npl eType>

<xsd: conpl exType nane="Docurent ati onRef er encesType" >
<xsd: sequence maxCccur s="unbounded" >
<xsd: el ement name="Docurent ati onRef erence" type="xsd:anyURl"/>
</ xsd: sequence>
</ xsd: conpl exType>

The I dentifier elementshal containapermanent identifier. Once the identifier is assigned, it shall not be
re-assigned again.

Thel denti fi er element supportstwo mechanisms for identifying objects:

. If aURI identifies the object, then the value of thel dent i fi er element shall be this URI and the
Qual i fi er attribute shall not be present; or

. If an Object Identifier (OID) identifies the object, then the value of thel dent i fi er element shall be the
OID value encoded either as a Uniform Resource Name (URN), or as URI that is not a URN. The following
rules shall apply in this case:

- If the OID is encoded asa URN, then:
" theQual i fi er attribute shall be present and shall have the value" O DASURN' ; and
L] the OID shall be encoded as an URN as specified by thel ETF RFC 3061 [8]. Or

- If the OID is encoded as a URI that isnot aURN, thenthe Qual i f i er attribute shall be present and
shall havethevalue” O DASURI " .

If both an OID and a URI exist identifying one object, the URI value should beused inthe | dent i fi er element.
TheDescri pti on element shall contain an informal text describing the object.

The Docunent at i onRef er ences element shall contain an arbitrary number of references pointing to further
explanatory documentation of the data object.
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5.1.3 The Encapsul at edPKI Dat aType data type

Semantics

The Encapsul at edPKI Dat aType shall be used to incorporate PKI objects, which can be non-XML encoded, into
the XAdES signature.

NOTE 1. Examples of such PKI objects, include X.509 certificates and revocation lists, OCSP responses, attribute
certificates, and electronic time-stamps.

Syntax

The Encapsul at edPKI Dat aType type shall be defined asin XML Schemafile "X AJES01903v132-201506.xsd",
whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el enent nane="Encapsul at edPKI Dat a" type="Encapsul at edPKI Dat aType"/ >

<xsd: conpl exType name="Encapsul at edPKI Dat aType" >
<xsd: si nmpl eCont ent >
<xsd: ext ensi on base="xsd: base64Bi nary" >
<xsd:attribute name="1d" type="xsd:|ID' use="optional"/>
<xsd:attribute name="Encodi ng" type="xsd: anyURl"
use="optional "/ >
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

The content of this data type shall be the PK1 object, base-64 encoded as defined in [1].

The Encodi ng attribute value shall be a URI identifying the encoding used in the original PKI object. The following
URIs shall be used:

e  http://uri.etsi.org/01903/v1.2.2#DER for denoting that the original PK| data were ASN.1 data encoded in
DER.

. http://uri.etsi.org/01903/v1.2.2#BER for denoting that the original PKI data were ASN.1 data encoded in BER.

e  http://uri.etsi.org/01903/v1.2.2#CER for denoting that the original PK| data were ASN.1 data encoded in CER.

e  http://uri.etsi.org/01903/v1.2.2#PER for denoting that the original PK| data were ASN.1 data encoded in PER.
Or

. http://uri.etsi.org/01903/v1.2.2#XER for denoting that the original PK1 data were ASN.1 data encoded in
XER.

If the Encodi ng attribute is not present, then the PK| data shall be ASN.1 data encoded in DER.

NOTE 2: In some clauses of the present document, specific XAdES qualifying properties related to these data
restrict the encoding options to only one certain type of the aforementioned PK1 data.

Thel d attribute shall be used to reference an element of this data type.

5.1.4  Types for electronic time-stamps management
5141 Semantics

The present document specifies qualifying properties that act as electronic time-stamps containers.

Electronic time-stamps within the aforementioned containers may time-stamp elements defined in XMLDSIG [1]
and/or qualifying properties specified in the present document, and/or detached signed data objects.

NOTE: The present document specifies:

" a XML schema definition of an abstract base type and two concrete derived types used as
containers for electronic time-stamps; and
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L] anumber of qualifying properties of one of the aforementioned concrete types.
5.1.4.2 Containers for electronic time-stamps

Below follows the list of the electronic time-stamps container qualifying properties that are defined by the present
document:

. Containers for electronic time-stamps proving that some or al the signed data objects have been created before
certaintimeinstant: Al | Dat aCbj ect sTi neSt anp and | ndi vi dual Dat aObj ect sTi neSt anp.

. Container for electronic time-stamps proving that the Si gnat ur eVal ue element has been created before a
certain timeinstant (to protect against repudiation in case of akey compromise): Si gnat ur eTi neSt anp.

. Container for electronic time-stamps time-stamping the signature and validation data values, for providing
long term X AdES signatures: Ar chi veTi neSt anp qualifying property defined in the namespace whose
URI is http://uri.etsi.org/01903/v1.4.1#. And

. Annex A specifies two qualifying properties that contain electronic time-stamps on qualifying properties that
contain references to validation data, namely: Si gAndRef sTi neSt anpV2 and
Ref sOnl yTi meSt anpV2.

5.14.3 The Generi cTi meSt anpType data type
Semantics
TheGeneri cTi meSt anpType type shall:

. alow encapsulating IETF RFC 3161 [7] updated by IETF RFC 5816 [16] €lectronic time-stamps as well as
XML electronic time-stamps,

. alow encapsulating more than one electronic time-stamp generated for the same set of data objects (each one
issued by different TSAS, for instance);

. provide means for managing electronic time-stamps computed on XAdES components, electronic time-stamps
computed on XAdES components and detached signed data objects, or electronic time-stamps computed on
external data; and

. specify mechanisms for explicitly identifying what is time-stamped and how to generate the input data for the
computation of the message imprint to be sent to the TSA.

Syntax

TheGeneri cTi meSt anpType type shall be the abstract base type defined asin XML Schemafile
"XAdES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->
<xsd: el enent nane="Incl ude" type="Incl udeType"/>

<xsd: conpl exType name="I ncl udeType" >

<xsd:attribute name="URl" type="xsd:anyURl" use="required"/>

<xsd: attribute name="referencedData" type="xsd: bool ean" use="optional "/>
</ xsd: conpl exType>

<xsd: el ement name="Ref erencel nfo" type="Referencel nfoType"/>

<xsd: conmpl exType name="Ref er encel nf oType" >
<xsd: sequence>
<xsd: el enent ref="ds: Di gest Met hod"/>
<xsd: el enent ref="ds: Di gest Val ue"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
<xsd:attribute nanme="URI" type="xsd:anyURl " use="optional "/>
</ xsd: conpl exType>

<xsd: conpl exType name="Generi cTi meSt anpType" abstract="true">
<xsd: sequence>
<xsd: choi ce m nCccurs="0">
<xsd: el ement ref="Include" m nCccurs="0" maxCccur s="unbounded"/ >
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<xsd: el ement ref="Referencel nfo" maxCccurs="unbounded"/>
</ xsd: choi ce>
<xsd: el ement ref="ds: Canoni cal i zati onMet hod" m nCccurs="0"/>
<xsd: choi ce maxCccur s="unbounded" >
<xsd: el enent nane="Encapsul at edTi meSt anp"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el ement name="XM.Ti meSt anp" type="AnyType"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|I D' use="optional"/>
</ xsd: conpl exType>

Theds: Canoni cal i zat i onMet hod element shall indicate the canonicalization agorithm used for canonicalizing
XML node sets resulting after retrieving (and processing when required) the data objects time-stamped by the electronic
time-stamp(s).

Clause 4.5 shall apply when dealing with theds: Canoni cal i zat i onMet hod element.

If the electronic time-stamp generated by the TSA is conformant to IETF RFC 3161[7] as updated by
IETF RFC 5816 [16], it shall be included within the Encapsul at edTi neSt anp element. If the electronic
time-stamp generated by the TSA is encoded as XML [1] then it shall be included within XMLTi meSt anp element.

Details on the different elements and supporting types are given in the clauses that define the two concrete types:
XAJESTi meSt anpType and O her Ti neSt anpType.

5.14.4 The XAdESTiI meSt anpType data type
5.1.44.1 Semantics and syntax
Semantics

Instances of XAJESTi meSt anpType type shall be used for incorporating electronic time-stamps on XAdES
components, or electronic time-stamps on X AdES components and detached signed data objects, into XAdES
signatures.

Syntax

The XAdESTi neSt anpTy pe type shall be defined asin XML Schema file "X AJES01903v132-201506.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->
<xsd: el enent nane=" XAdESTi meSt anp" type="XAdESTi neSt anpType"/>

<xsd: conpl exType nanme="XAdESTi meSt anpType" >
<xsd: conpl exCont ent >
<xsd:restriction base="GenericTi meStanpType" >
<xsd: sequence>
<xsd: el enent ref="Include" m nCccurs="0" maxCccurs="unbounded"/>
<xsd: el enent ref="ds: Canoni cal i zati onMet hod" m nCccurs="0"/>
<xsd: choi ce maxCccur s="unbounded" >
<xsd: el enent nane="Encapsul at edTi meSt anp" type="Encapsul at edPKI Dat aType"/>
<xsd: el ement name="XM.Ti meSt anp" type="AnyType"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

This type provides two mechanisms for identifying data objects that are time-stamped by the electronic time-stamp
present in the container, and for specifying how to compute the electronic time-stamp's message imprint:

. Explicit. This mechanism shall usethel ncl ude element for referencing specific data objects and for
indicating their contribution to the input of the message imprint's computation. Or
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. Implicit. For certain time-stamp container qualifying properties under certain circumstances, no explicit
indications are required for knowing what data objects are time-stamped by the electronic time-stamps and
how they contribute to the input of the message imprint's computation. The present document specifies, in the
clauses defining such qualifying properties (clauses 5.2.8.1, 5.3, 5.5.2.2, A.1.5.1.2 and A.1.5.2.2), what data
objects are time-stamped by the electronic time-stamps and how they contribute to the input of the message
imprint's computation.

Clause 5.1.4.4.2 shows the principles that govern the explicit indication mechanism.

5.1.4.4.2 Include mechanism
514421 Semantics and syntax
Semantics

I ncl ude elements shall explicitly reference data objects that contribute to the input of the electronic time-stamp's
message imprint computation, and consequently are time-stamped by the electronic time-stamp.

The order of appearance of the | ncl ude elements shall indicate the order in which the referenced data objects
contribute to the input of the electronic time-stamp's message imprint computation.

Syntax

The URI attributein| ncl ude element shall reference one data object that contributes to the input of the electronic
time-stamp's message imprint computation.

The value of URI attribute follows the rules indicated below:

o It shall have an empty non-fragment part and a bare-name X Pointer fragment when the | ncl ude element and
the time-stamped data object are in the same document.

. It shall have a not empty non-fragment part and a bare-name XPointer fragment whenthel ncl ude element
and the time-stamped data object are not in the same document.

. If not empty, its non-fragment part shall be equal to:

- the non-fragment part of the Tar get attribute of the Qual i f yi ngPr operti es enclosing the
I ncl ude element if the time-stamped data object is enveloped by the XAdES signature; or

- the non-fragment part of the URI attribute of the Qual i f yi ngPr operti esRef er ence element
referencing the Qual i f yi ngPr operti es element enveloping the time-stamped data object if this
Qual i fyi ngProperties element isnot enveloped by the XAdES signature.

If the object referenced by the URI attributeisnot ads: Ref er ence element, ther ef er encedDat a attribute shall
not be present.

If the object referenced by the URI attributeisads: Ref er ence element, ther ef er encedDat a attribute may be
present.

NOTE: The presence and value of r ef er encedDat a attribute impacts the computation of the octets that will
contribute to the input of the electronic time-stamp's message imprint computation as specified below in
clause5.1.4.4.2.3.

5.1.4.42.2 Processing model for URI attribute
The retrieved resource shall be parsed, and then the bare-name X Pointer shall be processed.
The bare-name X Pointer shall be processed as follows:

1) useas XPointer evaluation context the root node of the XML document that contains the element referenced
by the not-fragment part of URI attribute's value; and
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2)  derive a XPath node-set from the resultant |ocation-set as indicated below:

a) replacethe element node E retrieved by the bare-name X Pointer with E plus all descendants of E (text,
comments, Pls, elements) and all namespace and attribute nodes of E and its descendant elements; and

b) delete al the comment nodes.
5.1.4.4.2.3 Processing model for I ncl ude element
Each | ncl ude element within a time-stamp container qualifying property shall be processed as detailed below:
1) retrieve the data object referenced in the URI attribute as specified in clause 5.1.4.4.2.2;

2) if theretrieved dataobjectisads: Ref er ence element and ther ef er encedDat a attribute is set to the
value"t rue", take theresult of processing the retrieved ds: Ref er ence element according to the
reference processing model of XMLDSIG [1]; otherwise keep the retrieved data object retrieved in 1);

3) if the data object obtained after step 2) isan XML node set, canonicalize it as specified in clause 4.5; and

4)  concatenate the resulting octets to the input of the electronic time-stamp's message imprint computation
resulting from previous processing as indicated in the corresponding time-stamp container qualifying property.

5.1.45 The O her Ti meSt anpType data type
Semantics

This concrete derived type shall contain electronic time-stamps computed on a collection of data objects that are not
incorporated into the XAdES signature.

Syntax

The O her Ti neSt anpTy pe type shall be defined asin XML Schema file "X AJES01903v132-201506.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement name="C her Ti reSt anp" type="C her Ti meSt anpType"/ >

<xsd: conpl exType name="C her Ti neSt anpType" >
<xsd: conpl exCont ent >
<xsd:restriction base="GenericTi meStanpType" >
<xsd: sequence>
<xsd: el enent ref="Referencelnfo" naxQccurs="unbounded"/>
<xsd: el enent ref="ds: Canoni cal i zati onMet hod" m nCccurs="0"/>
<xsd: choi ce>
<xsd: el ement nane="Encapsul at edTi neSt anp"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el enent nane="XM.Ti meSt anp" type="AnyType"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute name="1d" type="xsd:| D' use="optional"/>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

For this type the actual input to the computation of the message imprint shall be the concatenation (in the order of
appearance) of the present Ref er encel nf o elements, canonicalized as specified in clause 4.5.

Each Ref er encel nf o element shall contain the digest of one external data object.

The URI attribute shall reference the data object contributing to the input of the electronic time-stamp's message
imprint. Asin XMLDSIG, if it is omitted, the context where the XAdES signature is used shall allow to know the
identity of the referenced object.

Element ds: Di gest Met hod shall identify the digest algorithm applied to the external data object.
Element ds: Di gest Val ue shall contain the base-64 encoded value of the digest of the referenced data object.

Attribute | d shall be used for referencing this element from elsewhere.
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Attribute | d and elementsds: Canoni cal i zati onMet hod, Encapsul at edTi neSt anp and
XM_Ti meSt anp shall be used exactly asin XAdESTi neSt anpType.

5.2 Basic qualifying properties for XAdES signatures
5.2.1  The Si gni ngTi nme qualifying property

Semantics
The Si gni ngTi nme qualifying property shall be a signed qualifying property that qualifies the signature.

The Si gni ngTi ne qualifying property's val ue shall specify the time at which the signer claims to having performed
the signing process.

Syntax

The Si gni ngTi nme qualifying property shall be defined asin XML Schema file "X AJES01903v132-201506.xsd",
whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->

<xsd: el ement nanme="Si gni ngTi me" type="xsd: dateTi me"/>

5.2.2 The Si gni ngCerti fi cat eV2 qualifying property

Semantics

The Si gni ngCerti fi cat eV2 qualifying property shall be asigned qualifying property that qualifies the signature.
The Si gni ngCerti fi cat eV2 qualifying property shall contain one reference to the signing certificate.

The Si gni ngCerti fi cat eV2 qualifying property may contain references to some of or al the certificates within
the signing certificate path, including one reference to the trust anchor when thisis a certificate.

NOTE 1: For instance, the signature validation policy can mandate other certificates to be present which can
include all the certificates up to the trust anchor.

For each certificate, the Si gni ngCerti fi cat eV2 qualifying property shall contain a digest value together with a
unique identifier of the algorithm that has been used to calculate it.

Thefirst referencein Si gni ngCerti f i cat eV2 qualifying property shall be the reference of the signing certificate.
Syntax

The Si gni ngCerti fi cat eV2 quaifying property shall be defined asin XML Schemafile "X AJES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->
<xsd: el ement name="Si gni ngCertificateV2" type="CertlDLi stV2Type"/>

<xsd: conpl exType name="Cert | DLi st V2Type" >
<xsd: sequence>
<xsd: el enent nane="Cert" type="Certl| DTypeV2" maxCccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="Cert| DTypeV2">
<xsd: sequence>
<xsd: el ement name="CertD gest" type="D gestA gAndVal ueType"/>
<xsd: el ement nanme="Issuer Seri al V2" type="xsd: base64Bi nary" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URlI" type="xsd:anyURl " use="optional "/>
</ xsd: conpl exType>

<xsd: conmpl exType name="Di gest Al gAndVal ueType" >

<xsd: sequence>
<xsd: el enent ref="ds: Di gest Met hod"/>
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<xsd: el ement ref="ds: D gestVal ue"/>
</ xsd: sequence>
</ xsd: conpl exType>

The element Cer t Di gest shall contain the digest of the referenced certificate.
Cer t Di gest ‘schildren elements satisfy the following requirements:
1) ds: Di gest Met hod element shall identify the digest algorithm. And

2) ds: Di gest Val ue element shall contain the base-64 encoded value of the digest computed on the DER-
encoded certificate.

The content of | ssuer Ser i al V2 element shall be the the base-64 encoding of one DER-encoded instance of type
| ssuer Seri al typedefinedin IETF RFC 5035 [17].

NOTE 2: Theinformationinthel ssuer Seri al V2 element isonly a hint, that can help to identify the certificate
whose digest matches the value present in the reference. But the binding information is the digest of the
certificate.

The URI attribute shall provide an indication of where the referenced certificate can be found.

NOTE 3: Itisintended that this attribute be used as a hint, as implementations can have alternative ways for
retrieving the referenced certificate if it is not found at the referenced place.

5.2.3 The Comm t nent Typel ndi cat i on qualifying property
Semantics

The Commi t ment Typel ndi cat i on qualifying property shall be asigned qualifying property that qualifies signed
data object(s).

The Commi t ment Typel ndi cat i on qualifying property shall indicate one commitment made by the signer when
signing.

The Conmi t nent Typel ndi cat i on qualifying property may indicate one commitment made by the signer for a
subset of the set of signed data objects.

The Conmi t nent Typel ndi cat i on qualifying property may also indicate one commitment made by the signer for
the complete set of signed data objects.

The Conmi t nent Typel ndi cat i on qualifying property shall express the commitment type with an URI.

The Commi t ment Typel ndi cat i on qualifying property may contain a sequence of qualifiers providing more
information about the commitment.

NOTE 1: The commitment type can be:

" defined as part of the signature policy, in which case, the commitment type has precise semantics
that are defined as part of the signature policy; or

L] be aregistered type, in which case, the commitment type has precise semantics defined by
registration, under the rules of the registration authority. Such aregistration authority can be a
trading association or alegidlative authority.

NOTE 2: The specification of commitment type identifiersis outside the scope of the present document. For alist
of predefined commitment type identifiers, see ETSI TS 119 172-1[i.7].
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Syntax

The Conmi t nent Typel ndi cat i on qualifying property shall be defined asin XML Schemafile
"XAdJES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<l-- target Namespace="http://uri.etsi.org/01903/v1l. 3. 2#" -->
<xsd: el ement nane="Conmi t ment Typel ndi cati on" type="Comm t ment Typel ndi cati onType"/>

<xsd: conpl exType nane="Conmi t nent Typel ndi cati onType" >
<xsd: sequence>
<xsd: el ement nane="Conmi t nent Typel d"
type="(bj ectl dentifierType"/>
<xsd: choi ce>
<xsd: el enent nane="(bj ect Ref erence" type="xsd: anyURl "
maxQccur s="unbounded"/ >
<xsd: el ement name="Al | Si gnedDat aCbj ects"/>
</ xsd: choi ce>
<xsd: el enent nane="Conmi t ment TypeQual i fiers"
type="Cormmi t ment TypeQual i fi er sLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Conmi t nent TypeQual i fi ersLi st Type">
<xsd: sequence>
<xsd: el enent nane="Commi t ment TypeQualifier"

type="AnyType" mi nCccurs="0" maxCccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

The Conmi t nent Typel d element isan element of Obj ect | denti fi er Type type, which fulfils the following
requirements:

1) itsldentifier childshal have a URI asvalue, uniquely identifying one commitment made by the signer;
and

2) itsldentifier childshal nothaveaQual i fi er attribute (i.e. the aforementioned URI shall not
represent an OID value).

Each Obj ect Ref er ence shall reference oneds: Ref er ence element withintheds: Si gnedl nf o element or
withinasigned ds: Mani f est element.

If acommitment is made only for a subset (different from the full set) of signed data objects, the
Commi t ment Typel ndi cat i on element shall incorporate one Cbj ect Ref er ence element for each one of
signed data objects in the aforementioned subset.

If acertain commitment is made for al the signed data objects, the Conmi t ment Typel ndi cat i on qualifying
property shall contain:

. one Al | Si gnedDat aCbj ect s empty element; or

. one Obj ect Ref er ence element for each one of the signed data objects except the Si gnedPr operti es
element (XAdES signed qualifying properties).

The Commi t ment TypeQual i fi er s element provides meansto include additional qualifying information on the
commitment made by the signer.

5.2.4  The Dat alhj ect For mat qualifying property
Semantics

The Dat alhj ect For mat qualifying property shall be asigned qualifying property that qualifies one specific signed
data object.

The Dat aObj ect For mat qualifying property shall contain information that describes the format of the signed data
object.
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Syntax

The Dat alhj ect For mat qualifying property shall be defined asin XML Schema file "X AJES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nane="Dat aCbj ect Format" type="Dat aCbj ect For mat Type"/ >

<xsd: conmpl exType nane="Dat atbj ect For nat Type" >
<xsd: sequence>
<xsd: el ement nanme="Description" type="xsd:string" mnCccurs="0"/>
<xsd: el ement name="Objectldentifier" type="ObjectldentifierType"
m nCccurs="0"/>
<xsd: el enent nane="M neType" type="xsd:string" m nCccurs="0"/>
<xsd: el ement name="Encodi ng" type="xsd:anyUR" m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute name="Cbj ect Ref erence" type="xsd:anyUR "
use="required"/ >
</ xsd: conpl exType>

Element Descr i pti on shall contain textual information related to the signed data object.

Element Obj ect | dent i fi er shall contain an identifier of the type of the signed data object, as assigned by an
authority that defines that type.

Element M nmeType shall contain a MIME type value indicating the format of the signed data object.
Element Encodi ng shall contain an indication of the encoding of the signed data object.

This qualifying property shall contain at least one of the following elements: Descri pti on, Cbj ectl dentifi er
and M nmeType.

The Obj ect Ref er ence attribute shall referencetheds: Ref er ence child of theds: Si gnedI nf o or asigned
ds:Mani f est element referencing the signed data object qualified by this qualifying property.

If the Dat aObj ect For mat qualifying property referencesads: Ref er ence that inturn referencesads: Obj ect
within the XAdES signature, and if thisds: Obj ect element hasthe M neType or (and) the Encodi ng attribute(s),
then Dat aObj ect For mat 's children M neType and Encodi ng shall have exactly the same values, if they are
present.

5.2.5  The Si gnat ur ePr oduct i onPl aceV2 qualifying property
Semantics

The Si gnat ur ePr oduct i onPl aceV2 qualifying property shall be a signed qualifying property that qualifies the
signer.

The Si gnat ur ePr oduct i onPl aceV2 qualifying property shall specify an address associated with the signer at a
particular geographical (e.g. city) location.

Syntax

The Si gnat ur ePr oduct i onPl aceV2 qualifying property shall be defined asin XML Schemafile
"XAdJES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nane="Si gnat ur ePr oducti onPl aceV2" type="Si gnatureProducti onPl aceV2Type"/>

<xsd: conpl exType name="Si gnat ur ePr oducti onPl aceV2Type" >
<xsd: sequence>
<xsd: el ement name="City" type="xsd:string" mnCccurs="0"/>
<xsd: el ement name="Street Address" type="xsd:string" mnCccurs="0"/>
<xsd: el enent nane="Stat eOr Provi nce" type="xsd:string" mnCccurs="0"/>
<xsd: el enent nane="Post al Code" type="xsd:string" m nCccurs="0"/>
<xsd: el ement name="CountryName" type="xsd:string" mnCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
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Empty Si gnat ur ePr oduct i onPl aceV2 qualifying properties shall not be generated.

5.2.6 The Si gner Rol eV2 qualifying property
Semantics
The Si gner Rol eV2 qualifying property shall be a signed qualifying property that qualifies the signer.

The Si gner Rol eV2 qualifying property shall encapsulate signer attributes (e.g. role). This qualifying property may
encapsulate the following types of attributes:

. attributes claimed by the signer;
. attributes certified in attribute certificates issued by an Attribute Authority; or/and
. assertions signed by athird party

Syntax

The Si gner Rol eV2 qualifying property shall be defined asin XML Schema file "X AdES01903v132-201506.xsd",
whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nane="Si gner Rol eV2" type="Si gner Rol eV2Type"/>

<xsd: conpl exType name="Si gner Rol eV2Type" >
<xsd: sequence>
<xsd: el ement ref="d ai nedRol es" m nCccurs="0"/>
<xsd: el ement ref="CertifiedRol esV2" m nCccurs="0"/>
<xsd: el enent ref="Si gnedAssertions" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enent nane="d ai nedRol es" type="0d ai nedRol esLi st Type"/>
<xsd: el enent nane="CertifiedRol esV2" type="Certifi edRol esLi st TypeV2"/>
<xsd: el ement name="Si gnedAssertions" type="Si gnedAsserti onsLi st Type"/>

<xsd: conmpl exType nanme="C ai medRol esLi st Type" >
<xsd: sequence>
<xsd: el enent nane="d ai nedRol e" type="AnyType" nmaxQccur s="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="Certifi edRol esLi st TypeV2">
<xsd: sequence>
<xsd: el enent nane="CertifiedRole" type="CertifiedRol eTypeV2" naxCQccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="Certifi edRol eTypeV2">
<xsd: choi ce>
<xsd: el ement ref="X509AttributeCertificate"/>
<xsd: el enent ref="QtherAttributeCertificate"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: el enent nane="X509Attri buteCertificate" type="Encapsul at edPKl Dat aType"/>
<xsd: el enent nane="QtherAttributeCertificate" type="AnyType"/>

<xsd: conpl exType nanme="Si gnedAsserti onsLi st Type">
<xsd: sequence>
<xsd: el enent ref="Si gnedAssertion" naxQccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement name="Si gnedAssertion" type="AnyType"/>

The d ai medRol es element shall contain a non-empty sequence of roles claimed by the signer but which are not
certified.

Additional content types may be defined on a domain application basis and be part of this element.
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NOTE 1: The namespaces given to the corresponding XML schemas allow their unambiguous identification in the
case these attributes are expressed in XML syntax (e.g. SAML assertions[i.9] of different versions).

TheCertifi edRol esV2 dement shall contain a non-empty sequence of certified attributes, which shall be one of
the following:

e  thebase-64 encoding of DER-encoded X509 attribute certificates conformant to
Recommendation I TU-T X.509 [4] issued to the signer, within the X509At t ri but eCertifi cate
element; or

. attribute certificates (issued, in consequence, by Attribute Authorities) in different syntax than the one
specified in Recommendation ITU-T X.509 [4], withinthe Ot her Attri but eCerti fi cat e element. The
definition of specific &t her Attri buteCertifi cate isoutside of the scope of the present document.

The Si gnedAssert i ons eement shall contain a non-empty sequence of assertions signed by athird party.

NOTE 2: A signed assertion is stronger than a claimed attribute, since athird party asserts with a signature that the
attribute of the signer isvalid. However, it isless restrictive than an attribute certificate.

The definition of specific content types for Si gnedAsser ti ons isoutside of the scope of the present document.
NOTE 3: A possible content can be asigned SAML [i.9] assertion.

Empty Si gner Rol eV2 qualifying properties shall not be generated.
5.2.7 Countersignatures

5.2.7.1 Countersignature identifier in Type attribute of ds: Ref er ence
The present document defines the following URI value:
. http://uri.etsi.org/01903#CountersignedSignature.

A XAdES signature containing ads: Ref er ence element whose Ty pe attribute has this value shall indicate that it is
a countersignature of the signature referenced by this element.

Theds: Ref er ence element shall be built so that the countersignature signsthe ds: Si gnat ur eVal ue element of
the countersigned signature.

All the XMLDSIG rules shall apply in the processing of the aforementioned ds: Ref er ence element.

NOTE: Theonly purpose of this definition isto serve as an easy identification of asignature asbeing a
countersignature.

5.2.7.2 Enveloped countersignatures: the Count er Si gnat ur e qualifying
property

Semantics

The Count er Si gnat ur e qualifying property shall be an unsigned qualifying property that qualifies the signature.

The Count er Si gnat ur e qualifying property shall contain one countersignature of the XAdES signature where
Count er Si gnat ur e isincorporated. This countersignature may also be a XAdES signature.

Syntax

The Count er Si gnat ur e qualifying property shall be defined asin XML Schema file "X AJES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<l-- target Namespace="http://uri.etsi.org/01903/v1l. 3. 2#" -->
<xsd: el ement nane="Count er Si gnature" type="CounterSi gnatureType" />
<xsd: conmpl exType nane="Count er Si gnat ur eType" >

<xsd: sequence>
<xsd: el ement ref="ds: Si gnature"/>
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</ xsd: sequence>
</ xsd: conpl exType>

The content of this qualifying property shall be a XMLDSIG [1] or XAdES signature whose ds: Si gned! nf o shall
contain one ds: Ref er ence element referencing the ds: Si gnat ur eVal ue element of the embedding and
countersigned X AdES signature.

The content of theds: Di gest Val ue inthe aforementioned ds: Ref er ence element of the countersignature shall
be the base-64 encoded digest of the complete (and canonicalized) ds: Si gnat ur eVal ue element (i.e. including the
starting and closing tags) of the embedding and countersigned X AdES signature.

Other ds: Ref er ence elements referencing other data objects may be added to the countersignature.

NOTE 1. Thisincludes, for instance, ds: Ref er ence elementsreferencing theds: Si gnat ur eVal ue
elements of previously existent Count er Si gnat ur e elements. This allows for building arbitrarily
long chains of explicit countersignatures.

A countersignature may itself be signed using aCount er Si gnat ur e qualifying property, which shall have a
ds: Ref er ence element referencing the ds: Si gnat ur eVal ue of the first countersignature, built as described
above.

NOTE 2: Thisisan alternative way of constructing arbitrarily long series of countersignatures, each one signing the
ds: Si gnat ur eVal ue element of the one where it is directly embedded.

Figure 1 illustrates this qualifying property and its relationship with the countersigned X AdES signature.

=ds: Signature>
o < ds:Signedinfo>

s Feference= ... </ ds:Reference=

<{ ds:Signedinfo>

| dsSignaturevalues . </ ds:Signatureyalues

< ds Ohject>
<QualifyingProperties»
=SignedProperties:
</SignedProperties>
zUnsignedProperties:

<UnsignedSignaturePropertiess
<CounterSighatura>
«<¢ds:Sighature>
F— <ds:Sighedinfox

_\_\_\_‘_‘—\—\_
TT———w=ds:Reference> ..., </ ds:Reference>

</ds:Signedinfox
=ds:SignatureValue> ... </ds:SignatureValue>
</ds:Signature>
=/CounterSignature>

=/QualifyingPropertiess=
<f ds:Ohject=
</ ds signature:=

Figure 1: Use of CounterSignature element
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5.2.8 Time-stamps on signed data objects

5.28.1 The Al | Dat aObj ect sTi neSt anp qualifying property
Semantics

The Al | Dat aCbj ect sTi neSt anp qualifying property shall be a signed qualifying property that qualifies signed
data objects.

The Al | Dat aCbj ect sTi neSt anp qualifying property shall encapsulate one or more €lectronic time-stamps,
generated before the signature production, whose message imprint computation input is the concatenation of all the
objects obtained after processing as specified in XMLDSIG [1] all theds: Ref er ence elements within the

ds: Si gnedl nf o except the one referencing the Si gnedPr oper ti es element, in their order of appearance.

Syntax

The Al | Dat aObj ect sTi meSt anp qualifying property shall be defined asin XML Schemafile
"XAdJES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement name="Al | Dat aCbj ect sTi meSt anp" type="XAdESTi meSt anpType"/ >

The Implicit mechanism (see clause 5.1.4.4.1) shall be used for generating this qualifying property.

The input to the computation of the message imprint shall be the result of processing all theds: Ref er ence elements
withintheds: Si gnedl nf o except the one referencing the Si gnedPr oper ti es element, in their order of
appearance, as follows:

1) processtheretrieved ds: Ref er ence element according to the reference-processing model of
XMLDSIG [1];

2) if theresultisa XML node set, canonicalize it as specified in clause 4.5; and

3) concatenate the resulting octets to those resulting from previoudly processed ds: Ref er ence elementsin
ds: Si gnedlI nf o.

5.2.8.2 The | ndi vi dual Dat aCbj ect sTi nmeSt anp qualifying property
Semantics

Thel ndi vi dual Dat aObj ect sTi meSt anp qualifying property shall be a signed qualifying property that qualifies
signed data objects.

Thel ndi vi dual Dat aCbj ect sTi meSt anp qualifying property shall encapsulate one or more electronic time-
stamps, generated before the signature production, whose message imprint computation input is the concatenation of the
objects obtained after processing as specified in XMLDSIG [1] some of the ds: Ref er ence elements within the

ds: Si gnedlI nf o.

The set of ds: Ref er ence elements processed shall not include the one referencing the Si gnedPr operti es
element.

Syntax

Thel ndi vi dual Dat aCbj ect sTi meSt anp qualifying property shall be defined asin XML Schemafile
"XAdES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->

<xsd: el enent nane="I ndi vi dual Dat aCbj ect sTi neSt anp" type="XAdESTi meSt anpType"/ >
The explicit (I ncl ude) mechanism shall be used for generating this qualifying property.

Thel ncl ude elements shall be composed to refer to those ds: Ref er ence elements referencing the data objects
that have to be time-stamped.
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Ther ef er encedDat a attribute shall be present in each and every | ncl ude element, and setto "t r ue”.

The message imprint computation input shall be the result of processing the selected ds: Ref er ence within
ds: Si gnedlI nf o asfollows:

1) processtheretrieved ds: Ref er ence element according to the reference-processing model of
XMLDSIG [1];

2) if theresultisa XML node set, canonicalize it as specified in clause 4.5; and

3) concatenate the resulting octets to those resulting from previoudly processed ds: Ref er ence elementsin
ds: Si gnedl nf 0.

5.2.9 The Si gnat ur ePol i cyl denti fi er qualifying property

5.29.1 Semantics and syntax
Semantics

The Si gnaturePol i cyldentifier qualifying property shall be a signed qualifying property qualifying the
signature.

The Si gnat ur ePol i cyl denti fi er quaifying property shall contain either an explicit identifier of a signature
policy or an indication that there is an implied signature policy that the relying party should be aware of.

NOTE 1. ETSI TS119 172-1i.7] specifies a framework for signature policies.
Syntax

The Si gnat ur ePol i cyl dent i fi er qualifying property shall be defined asin XML Schemafile
"XAdES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nanme="Si gnaturePolicyldentifier" type="SignaturePolicyldentifierType"/>

<xsd: conpl exType name="Si gnat urePolicyldentifierType">
<xsd: choi ce>
<xsd: el ement nane="Si gnaturePolicyld" type="SignaturePolicyldType"/>
<xsd: el ement name="Si gnaturePolicylnplied"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType name="Si gnat urePol i cyl dType" >
<xsd: sequence>
<xsd: el enent nane="Si gPol i cyld" type="bjectldentifierType"/>
<xsd: el enent ref="ds: Transforns" m nCccurs="0"/>
<xsd: el enent nane="Si gPol i cyHash" type="Di gest Al gAndVal ueType"/ >
<xsd: el enent nane="Si gPol i cyQual i fiers"
type="Si gPol i cyQual i fi ersLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="Si gPol i cyQual i fi ersLi st Type">
<xsd: sequence>
<xsd: el enent nane="Si gPolicyQualifier" type="AnyType"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

The Si gnat ur ePol i cyl d element shall be used for referencing the signature policy explicitly.
The Si gPol i cyl d element shall uniquely identify a specific version of the signature policy.

Theds: Tr ansf or ns element shall contain the transformations performed on the signature policy document before
computing its hash. The processing model for these transformations shall be as described in XMLDSIG [1].

The Si gPol i cyHash element shall contain the identifier of the hash algorithm and the hash value of the object
obtained after processing Si gPol i cyl d andds: Tr ansf or ns if present.
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The present document defines a new transform, which shall be identified by setting theds: Tr ansf or nis
Al gor i t hmattribute's value to:
e  http://uri.etsi.org/01903/v1.3.2/SignaturePolicy/SPDocDigestAsl nSpecification.

Thistransform shall indicate that the hash value of the signature policy document has been computed as specified in a
certain technical specification.

If thistransform is used, then the Si gnat ur ePol i cyl denti f i er shal be qualified at least by the
SPDocSpeci fi cati on qudlifier, specified in clause 5.2.9.2, which identifies the aforementioned technical
specification.

NOTE 2: Thistransform can be used when the technical specification defines a mechanism for computing the hash
value of the signature policy document that is not easily implementable using widely used XML
technologies (e.g. XPath), as can occur, for instance, when the signature policy document is
DER-encoded ASN.1.

This transform shall not be used in elements different than Si gnat ur ePol i cyl d element.

The Si gPol i cyQual i fi er element may contain additional information qualifying the signature policy identifier.
The Si gPol i cyQual i fi ers element shall contain one or more qualifiers of the signature policy.

The Si gPol i cyQual i fi ers element may contain one or more qualifiers of the same type.

The Si gnat ur ePol i cyl npl i ed empty element shall indicate that the data object(s) being signed and other
external dataimply the signature policy.

NOTE 3: TheSi gnat ur ePol i cyl npl i ed element can be used when the signature policy can be
unambiguously derived from the semantics of the type of data object(s) being signed, and some other
information.

5.29.2 Signature policy qualifiers
Semantics
Three qualifiersfor the signature policy have been identified so far:

. aURL where a copy of the signature policy document can be obtained (SPURI element, defined in the
namespace whose URI is http://uri.etsi.org/01903/v1.3.2#);

. auser notice that should be displayed when the signature is validated (SPUser Not i ce element, defined in
the namespace whose URI is http://uri.etsi.org/01903/v1.3.2#).

e Anidentifier of the technical specification that defines the syntax used for producing the signature policy
document (SPDoc Speci fi cat i on element, defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.4.1#).

Syntax

The SPURI and SPUser Not i ce elements shall be defined asin XML Schemafile "X AdES01903v132-201506.xsd",
whose location is detailed in clause B.1, and are copied below for information.

NOTE 1: These elements are defined within the namespace whose URI is http://uri.etsi.org/01903/v1.3.2#.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->

<xsd: el ement name="SPURI " type="xsd:anyURl"/>
<xsd: el ement nanme="SPUser Noti ce" type="SPUser Noti ceType"/>

<xsd: conpl exType name="SPUser Noti ceType" >
<xsd: sequence>
<xsd: el ement nanme="NoticeRef" type="NoticeReferenceType"
m nCccurs="0"/>
<xsd: el enent nane="ExplicitText" type="xsd:string"
m nCccurs="0"/>
</ xsd: sequence>
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</ xsd: conpl exType>

<xsd: conpl exType name="Noti ceRef erenceType" >
<xsd: sequence>
<xsd: el ement name="Organi zati on" type="xsd:string"/>
<xsd: el ement nanme="Noti ceNunbers" type="IntegerlListType"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="Int eger Li st Type" >
<xsd: sequence>
<xsd: el enent nane="int" type="xsd:integer" m nCccurs="0"
maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

The SPURI element shall contain a URL value where a copy of the signature policy document can be obtained.

NOTE 2: ThisURL can reference, for instance, a remote site (which can be managed by an entity entitled for this
purpose) from where (signing/validating) applications can retrieve the signature policy document.

The SPUser Not i ce element shall contain information that is intended for being displayed whenever the signatureis
validated.

TheExpl i cit Text element shall contain the text of the notice to be displayed.
NOTE 3: Other notices can come from the organization issuing the signature policy.

The Not i ceRef element shall name an organization and shall identify by numbers (Not i ceNunber s element) a
group of textual statements prepared by that organization, so that the application could get the explicit notices from a
noticesfile.

The SPDoc Speci f i cat i on shal identify the technical specification that defines the syntax used for producing the
signature policy document.

The SPDoc Speci fi cat i on shall be defined asin XML Schemafile "X AdES01903v141-201506.xsd", whose
location is detailed in clause B.2, and is copied below for information.

NOTE 4: Thiselement is defined within the namespace whose URI is http://uri.etsi.org/01903/v1.4.1#.

<l-- target Namespace="http://uri.etsi.org/01903/v1l. 4. 1#"
The preanble of the XM. Schema file also includes the foll ow ng namespace decl arati on
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#"

whi ch assigns the prefix "xades" to the namespace whose URI is shown in the declaration
-->

<xsd: el ement nane="SPDocSpeci ficati on" type="xades: bj ectldentifierType"/>

If the technical specification isidentified using an OID, thenthel dent i fi er child shal contain a URN encoding this
OID as specified in IETF RFC 3061 [8], and itsQual i fi er Type attribute shall be present with its value set to
" O DASURN'.

If the technical specification isidentified using aURI, thenthel denti fi er child shall contain this URI and its
Qual i fi er Type attribute shall not be present.

NOTE 5: This qualifier allows identifying whether the signature policy document is human readable, XML

encoded, or ASN.1 encoded, by identifying the specific technical specifications where these formats will
be defined.

5.2.10 The Si gnat ur ePol i cySt or e qualifying property
Semantics

The Si gnat ur ePol i cy St or e qualifying property shall be an unsigned qualifying property qualifying the signature.
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The Si gnat ur ePol i cy St or e qualifying property shall contain either:

. the signature policy document which isreferenced inthe Si gnat ur ePol i cyl denti fi er quaifying
property so that the signature policy document can be used for offline and long-term validation; or

. aURI referencing aloca store where the signature policy document can be retrieved.
Syntax

The Si gnat ur ePol i cySt or e shal be defined asin XML Schemafile "X AJES01903v141-201506.xsd", whose
location is detailed in clause B.2, and is copied below for information.
<!-- target Namespace="http://uri.etsi.org/01903/v1l. 4. 1#" -->
<xsd: el ement nanme="Si gnaturePolicyStore" type="Si gnaturePolicyStoreType"/>
<xsd: conpl exType nane="Si gnat ur ePol i cySt or eType" >
<xsd: sequence>
<xsd: el ement ref="SPDocSpecification"/>
<xsd: choi ce>
<xsd: el enent nane="Si gnat ur ePol i cyDocunent" type="xsd: base64Bi nary"/>
<xsd: el enent nane="Si gPol DocLocal URI " type="xsd: anyURl "/ >
</ xsd: choi ce>

</ xsd: sequence>
</ xsd: conpl exType>

The Si gnat ur ePol i cyDocunent element shall contain the base-64 encoded signature policy.

The Si gPol DocLocal URI element shall have as value the URI referencing alocal store where the present document
can be retrieved.

NOTE 1: Contrary to the SPURI , the Si gPol DocLocal URI pointsto aloca file.

The SPDocSpeci fi cat i on element shall identify the technical specification that defines the syntax used for
producing the signature policy document.

NOTE 2: It istheresponsibility of the entity incorporating the signature policy to the signature-policy-store to make
sure that the correct document is securely stored.

NOTE 3: Being an unsigned qualifying property, it is not protected by the digital signature. If the
Si gnat ur ePol i cyl denti fi er qualifying property isincorporated into the signature and contains the
Si gPol i cyHash element with the digest value of the signature policy document, any alteration of the
signature policy document present within Si gnat ur ePol i cySt or e or within alocal store, would be
detected by the failure of the digests comparison.

5.3 The Si gnat ur eTi neSt anp qualifying property

Semantics
The Si gnat ur eTi meSt anp qualifying property shall be an unsigned qualifying property qualifying the signature.

The Si gnat ur eTi meSt anp qualifying property shall encapsulate one or more €l ectronic time-stamps time-stamping
theds: Si gnhat ur eVal ue element.

Syntax

The Si gnat ur eTi meSt anp qualifying property shall be defined asin XML Schemafile "X AJES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->

<xsd: el ement nanme="Si gnat ureTi meSt anp" type="XAdESTi meSt anpType"/ >
The Implicit mechanism shall be used for generating this qualifying property.
Theinput to the electronic time-stamp's message imprint computation shall be built asindicated below:

1) taketheds: Si gnat ur eVal ue element and its contents; and
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2) canonicalizeit as specified in clause 4.5.

54 Qualifying Properties for validation data values
54.1 The Certi fi cat eVal ues qualifying property

Semantics
TheCertifi cat eVal ues qualifying property shall be an unsigned qualifying property qualifying the signature.
TheCertifi cat eVal ues qualifying property:

1) Shall contain the certificate of the trust anchor, if such certificate does exist and if it is not present within the
ds: Keyl nf o. If this certificate is present within the ds: Keyl nf o, it should not be included.

2) Shal contain the CA certificates within the signing certificate path that are not present within the
ds: Keyl nf o. The certificates present within ds: Key| nf o element should not be included.

3)  Shall contain the signing certificateif it is not present within the ds: Keyl nf o. If this certificate is present
within theds: Keyl nf o, it should not be included.

4)  Shall contain certificates used to sign revocation status information (e.g. CRLs or OCSP responses) of
certificatesin 1), 2), and 3), and certificates within their respective certificate paths that are not present in the
signature. Certificate values present within the signature, including certificate values within the revocation
status information themsel ves should not be included.

5)  Shall not contain CA certificates that pertain exclusively to the certificate paths of certificates used to sign
attribute certificates or signed assertions within Si gner Rol eV2, or electronic time-stamps. And

6) May contain aset of certificates used to validate any countersignature incorporated into the XAdES signature
that are not present in other elements of the XAdES signature or its countersignatures. This set may include
any of the certificateslisted in 1), 2), 3) and 4) referred to signing certificates of countersignatures instead of
the signing certificate of the XAdES signature. The certificates present elsewhere in the XAdES signature or
its countersignatures should not be included.

Syntax

TheCertifi cat eVal ues qualifying property shall be defined asin XML Schema file "X AdES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->
<xsd: el ement name="CertificateVal ues" type="CertificateVal uesType"/>
<xsd: conpl exType name="Certifi cateVal uesType">

<xsd: el enent nane="Encapsul at edX509Certificate"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el ement name="CQ herCertificate" type="AnyType"/>
</ xsd: choi ce>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

TheEncapsul at edX509Certi fi cat e element shall contain the base-64 encoding of a DER-encoded X.509
certificate.

The Ot her Certi fi cat e eement isaplaceholder for potential future new formats of certificates.

NOTE:  Should XML electronic time-stamps based in XMLDSIG be standardized and spread, this type can also
be used to contain the certification chain for any TSUs providing such electronic time-stamps, if these
certificates are not already present in the electronic time-stamps themsel ves as part of the TSUS
signatures. In this case, an element of this type can be added as an unsigned property to the XML
electronic time-stamp using the incorporation mechanisms defined in the present document.
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5.4.2 The Revocat i onVal ues qualifying property

Semantics

TheRevocat i onVal ues qualifying property shall be an unsigned qualifying property that qualifies the signature.
TheRevocat i onVal ues qualifying property:

1) Shall contain revocation values corresponding to CA certificates within the signing certificate path if they are
not present within theds: Keyl nf o. It shall not contain arevocation value for the trust anchor. The
revocation values present within ds: Keyl nf o element should not be included.

2)  shal contain arevocation value for the signing certificate if it is not present within the ds: Keyl nf o. If itis
present within ds: Keyl nf o element, it should not be included.

3) May contain revocation values corresponding to certificates used to sign CRLs or OCSP responses of 1) and
2), and certificates within their respective certificate paths. The revocation values present within
ds: Keyl nf o element should not be included.

4)  Shall not contain revocation values corresponding to CA certificates that pertain exclusively to the certificate
paths of certificates used to sign attribute certificates or signed assertions within Si gner Rol eV2, or
electronic time-stamps. And

5) May contain revocation values corresponding to the signing certificate of any countersignature incorporated
into the XAdES signature as well asto the CA certificatesin its certificate path. This set may include any of
the revocation valueslisted in 1), 2), and 3) referred to signing certificates of countersignatures instead of the
signing certificate of the XAdES signature. However, those revocation values among the aforementioned ones
that are already present in other elements of the X AdES signature should not be included.

Syntax

TheRevocat i onVal ues qualifying property shall be defined asin XML Schema file "X AdES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->
<xsd: el ement nanme="Revocati onVal ues" type="Revocati onVal uesType"/>

<xsd: conmpl exType nanme="Revocati onVal uesType" >
<xsd: sequence>
<xsd: el ement nanme="CRLVal ues" type="CRLVal uesType"
m nCccurs="0"/>
<xsd: el enent nane="OCSPVal ues" type="0CSPVal uesType"
m nCccurs="0"/>
<xsd: el ement name="Q her Val ues" type="Q her Cert St at usVal uesType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:I D' use="optional"/>
</ xsd: conpl exType>

<xsd: conmpl exType name="CRLVal uesType" >
<xsd: sequence>
<xsd: el enent nane="Encapsul at edCRLVal ue"
t ype="Encapsul at edPKI Dat aType"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="OCSPVal uesType" >
<xsd: sequence>
<xsd: el enent nane="Encapsul at edOCSPVal ue"
t ype="Encapsul at edPKI Dat aType" maxCccur s="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>
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<xsd: conpl exType name="C her Cert St at usVal uesType" >
<xsd: sequence>
<xsd: el enent nane="C her Val ue" type="AnyType"
maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

CRLVal ues element shall contain a sequence of encoded X.509 CRLs[15].

Each Encapsul at edCRLVal ue child of CRLVal ues element shall contain the base-64 encoding of a
DER-encoded X.509 CRL [15].

Should the validation data contain one or more Delta CRLS, the CRLVal ues element shall contain the set of CRLS
required to provide compl ete revocation lists.

OCSPVal ues element shall contain a sequence of encoded OCSP responses [6].

Each Encapsul at edOCSPVal ue child of OCSPVal ues element shall contain the base-64 encoding of a
DER-encoded OCSPResponse defined in IETF RFC 6960 [6].

The O her Val ues element provides a placeholder for other revocation information that can be used in the future.
Their semantics and syntax are outside the scope of the present document.

NOTE: Should XML electronic time-stamps based in XMLDSIG be standardized and spread, this type can aso
serve to contain the values of revocation dataincluding CRLs and OCSP responses for any TSUs
providing such electronic time-stamps, if they are not already present in the electronic time-stamps
themselves as part of the TSUs signatures. In this case, an element of this type can be added as an
unsigned property to the XML electronic time-stamp using the incorporation mechanisms defined in the
present document.

5.4.3 The Attr Aut hori ti esCert Val ues qualifying property
Semantics

TheAt tr Aut horiti esCert Val ues qualifying property shall be an unsigned qualifying property that qualifies the
signature.

TheAttr Aut horiti esCert Val ues qualifying property:

1) shal contain the value(s) of the signing certificate(s) of the attribute certificate(s) and signed assertion(s)
incorporated into the XAdES signature;

2) shal contain, if not present within the signature, the value(s) of the certificate(s) for the trust anchor(s) if such
certificates exist, and the CA certificate values within path of the signing certificate(s) of the attribute
certificate(s) and signed assertion(s) incorporated into the X AJES signature. Certificate values present within
the signature should not be included; and

3) may contain the certificate values used to sign CRLs or OCSP responses and the certificates val ues within
their respective certificate paths, used for validating the signing certificate(s) of the attribute certificate(s) and
signed assertion(s) incorporated into the X AdES signature. Certificate values present within the signature,
including certificate values within the revocation status information themselves should not be included.

Syntax

TheAttr Auht oriti esCert Val ues qualifying property shall be defined asin XML Schemafile
"XAdES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->

<xsd: el ement name="AttrAuthoritiesCertVal ues" type="CertificateVal uesType"/>
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54.4 The Attri but eRevocat i onVal ues qualifying property
Semantics

TheAt tri but eRevocat i onVal ues qualifying property shall be an unsigned qualifying property that qualifies the
signature.

TheAttri but eRevocati onVal ues qualifying property:

1) shal contain the revocation value(s) of the certificate(s) that sign the attribute certificate(s) and signed
assertion(s) incorporated into the XAdES signature;

2) shadl contain, if not present within ds: Si gnedl nf o element or Revocat i onVal ues qualifying property,
the revocation values corresponding to CA certificates within the path(s) of the signing certificate(s) of the
attribute certificate(s) and signed assertion(s) incorporated into the X AdES signature. It shall not contain
revocation values for the trust anchors. Values present within ds: Si gnedl nf o element or
Revocat i onVal ues qualifying property should not be included; and

3) may contain the revocation values on certificates used to sign CRLs or OCSP responses and certificates within
their respective certificate paths, which are used for validating the signing certificate(s) of the attribute
certificate(s) and signed assertion(s) incorporated into the X AJES signature. Revocation values present within
ds: Si gnedl nf o element or Revocat i onVal ues should not be included.

Syntax

TheAttri but eRevocati onVal ues qualifying property shall be defined asin XML Schemafile
"XAdES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1.3.2#" -->

<xsd: el enent nane="Attri but eRevocati onVal ues" type="Revocati onVal uesType"/>

Should the validation data contain one or more Delta CRLSs, this qualifying property shall include the set of CRLs
required to provide complete revocation lists.

5.5 Qualifying properties for long term availability and integrity
of validation material

55.1 The Ti neSt anpVal i dat i onDat a qualifying property

55.1.1 Semantics and syntax
Semantics

TheTi meSt anpVal i dat i onDat a qualifying property shall be an unsigned qualifying property qualifying the
signature.

TheTi meSt anpVal i dat i onDat a qualifying property shall be a container for validation data required for carrying
afull verification of the electronic time-stamps embedded within any of the different electronic time-stamp container
qualifying properties defined in the present document.

TheTi meSt anpVal i dat i onDat a qualifying property shall allow incorporating certificate values.
TheTi meSt anpVal i dat i onDat a qualifying property shall allow incorporating revocation values.
Syntax

TheTi meSt anpVal i dat i onDat a qualifying property shall be defined asin XML Schemafile
"XAdES01903v141-201506.xsd", whose location is detailed in clause B.2, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/ 01903/ v1l. 4. 1#"
The preanble of the XM. Scherma file also includes the foll ow ng namespace decl arati on:

xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#",
whi ch assigns the prefix "xades" to the nanespace whose UR is shown in the declaration.

ETSI



41 Draft ETSI EN 319 132-1 V1.0.0 (2015-06)

-->
<xsd: el ement name="Ti meSt anpVal i dati onDat a" type="Vali dati onDataType"/>

<xsd: conpl exType nanme="Val i dati onDat aType" >
<xsd: sequence>
<xsd: el ement ref="xades: CertificateVal ues" m nCccurs="0"/>
<xsd: el enent ref="xades: Revocati onVal ues" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|ID' use="optional"/>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</ xsd: conpl exType>

TheCerti fi cat eVal ues child element shall contain certificates used in the full verification of electronic time-
stamps embedded in one X AdES time-stamp container.

TheCertifi cat eVal ues child eement may contain al the certificates required for afull verification of the
€l ectronic time-stamps.

TheCertifi cat eVal ues child element may also contain only a part of them if the rest are present in other place of
the X AdES signature (for instance within the electronic time-stamp itself, or in other Ti neSt anpVal i dat i onDat a
created for other electronic time-stamps).

The Revocat i onVal ues child element shall contain revocation values used in the full verification of electronic
time-stamps embedded in one X AdES time-stamp container.

The Revocat i onVal ues child element may contain all the revocation values required for afull verification of the
€l ectronic time-stamps.

The Revocat i onVal ues child element may also contain only a part of them if the rest are present in other place of
the XAdES signature (for instance within the electronic time-stamp itself, or in other Ti meSt anpVal i dat i onDat a
created for other electronic time-stamps).

Thel d attribute shall be used for referencing this element from elsewhere.

The URI attribute, when present, shall be used for referencing the time-stamp container of the electronic time-stamps
whose validation data is contained within this element.

55.1.2 Use of URI attribute

When a XAdES signature requiresincluding all the validation data required for afull verification of an electronic time-
stamp embedded in any of the following qualifying properties containing electronic time-stamps:

Si gnat ur eTi meSt anp, Ref sOnl yTi meSt anpV2, Si gAndRef sTi neSt anpV2, Ar chi veTi neSt anp
qualifying property defined in the namespace whose URI is http://uri.etsi.org/01903/v1.4.1#, and part of that validation
datais not present in other parts of the signature, then:

1) anewTi meStanpVal i dati onDat a qualifying property shall be created containing the missing validation
data;

2) it shall be added asachild of Unsi gnedSi gnat ur ePr operti es element immediately after the
respective electronic time-stamp container element; and

3) theURI attribute shall not be present.

NOTE 1. TheURI attribute is not needed because the identification of the related el ectronic time-stamp container
isimplicit in the relative position of both elements, the qualifying property containing the electronic time-
stamp and the Ti meSt anpVal i dat i onDat a qualifying property.

When a XAdES requiresincluding al the validation data required for afull verification of an electronic time-stamp
embedded in any of the following qualifying properties containing electronic time-stamps:

I ndi vi dual Dat aObj ect sTi neSt anp or Al | Dat aCbj ect Ti neSt anp, and part of that validation datais not
present in other parts of the signature, then:

1) anewTi meSt anpVal i dati onDat a qualifying property shall be created containing the missing validation
data;
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2) it shall be added asthefirst child of the Unsi gnedSi gnat ur ePr operti es element; and

3) theURI attribute element shall be present and shall reference the specific signed container encapsulating the
electronic time-stamps whose validation datathe new Ti neSt anpVal i dat i onDat a qualifying property
will contain.

NOTE 2: Thetreatment is different than for the other electronic time-stamps containers because first, there can be
more than one signed el ectronic time-stamps containers, and second
I ndi vi dual Dat aQbj ect sTi neSt anp and Al | Dat aCbj ect Ti meSt anp are signed qualifying
properties whereas the corresponding Ti neSt anpVal i dat i onDat a qualifying properties are
unsigned and they appear as children of different parents.

5.5.2  The Ar chi veTi nmeSt anp qualifying property defined in namespace
with URI "http://uri.etsi.org/01903/v1.4.1#"

55.2.1 Semantics and syntax
Semantics
The Ar chi veTi meSt anp qualifying property shall be an unsigned qualifying property qualifying the signature.

The Ar chi veTi meSt anp qualifying property shall encapsulate electronic time-stamps computed on all the data
objectsincorporated into the XAdES signature at the time of generating each electronic time-stamp.

NOTE 1: The purpose of this element is to tackle the long term availability and integrity of the validation material.
Syntax

The Ar chi veTi neSt anp qualifying property shall be defined asin XML Schemafile "X AdJES01903v141-
201506.xsd", whose location is detailed in clause B.2, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/ 01903/ v1. 4. 1#"

The preanble of the XM. Scherma file also includes the foll ow ng namespace decl arati on:
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#",

whi ch assigns the prefix "xades" to the nanespace whose UR is shown in the declaration.

-->

<xsd: el ement name="Archi veTi meSt anp" type="xades: XAJESTi meSt anpType"/ >

Should the X AdES signature incorporate a Count er Si gnat ur e unsigned qualifying property, all the required
material for conducting the validation of the counter-signature shall be incorporated into the X AdES signature before
generating the first Ar chi veTi meSt anp qualifying property. This may be done within the counter-signature itself or
within the containers available within the counter-signed XAdES signature.

The contents of the Count er Si gnat ur e qualifying property should not be changed, once it has been time-stamped
by the Ar chi veTi meSt anp.

NOTE 2: Should aCount er Si gnat ur e qualifying unsigned property be time-stamped by the
Ar chi veTi meSt anp, any ulterior change of their contents (by addition of unsigned qualifying
properties if the counter-signature is a XAdES signature, for instance) would make the validation of the
Ar chi veTi meSt anp, and in consequence of the countersigned X AdES signature, fail.

NOTE 3: Under these circumstances, the detached counter-signature mechanism specified in clause 5.2.7.1 can be
used.

NOTE 4: The present document allows to counter-sign a previously time-stamped countersignature with another
Count er Si gnat ur e qualifying property added to the embedding XAdES signature after the
time-stamp container.

NOTE5: Oncean Ar chi veTi meSt anp qualifying property is added to the signature, any ulterior addition of a
ds: Obj ect to the signature would make the verification of such time-stamp fail.
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Depending whether all the unsigned qualifying properties time-stamped by the electronic time-stamp and the
Ar chi veTi meSt anp qualifying property itself have the same parent or not, its contents may be different. Details are
givenin clauses 5.5.2.2 and 5.5.2.3.

5522 Not distributed case

If Ar chi veTi meSt anp and all the unsigned qualifying properties time-stamped by its el ectronic time-stamp have the
same parent, this qualifying property shall use the implicit mechanism for identifying all the time-stamped data objects.

The input to the electronic time-stamp's message imprint computation shall be built following the algorithm specified
below:

1) Initialize thefinal octet stream as an empty octet stream.

2) Takeadl theds: Ref er ence elementsin their order of appearance withinds: Si gnedl nf o referencing
whatever the signer wants to sign including the Si gnedPr oper ti es element. Process each one as indicated
below:

- Processtheretrieved ds: Ref er ence element according to the reference processing model of
XMLDSIG.

- If theresult isa XML node set, canonicalize it as specified in clause 4.5. And
- Concatenate the resulting octets to the final octet stream.

3) Takethefollowing XMLDSIG elementsin the order they are listed below, canonicalize each one as specified
in clause 4.5, and concatenate each resulting octet stream to the final octet stream:

- Theds: Si gnedl nf o element.
- Theds: Si gnat ur eVal ue element.
- Theds: Keyl nf o element, if present.

4) Takethe unsigned signature qualifying properties that appear before the current Ar chi veTi neSt anp inthe
order they appear within the Unsi gnedSi gnat ur ePr operti es, canonicalize each one as specified in
clause 4.5, and concatenate each resulting octet stream to the final octet stream. While concatenating, the
following rules apply:

a) theCertificateVal ues qualifying property shal beincorporated into the signatureiif it is not
aready present and the signature misses some of the certificates listed in clause 5.4.1 that are required to
validate the XAdES signature;

b) theRevocati onVal ues qualifying property shall be incorporated into the signatureiif it is not already
present and the signature misses some of the revocation datalisted in clause 5.4.2 that are required to
validate the XAdES signature;

c) theAttrAuthoritiesCertVal ues qualifying property shal be incorporated into the signature if
not already present and the following conditions are true: attribute certificate(s) or signed assertions have
been incorporated into the signature, and the signature misses some certificates required for their
validation; and

d) theAttributeRevocati onVal ues qualifying property shall be incorporated into the signature if
not already present and the following conditions are true: attribute certificates or signed assertions have
been incorporated into the signature, and the signature misses some revocation values required for their
validation.

5) Takeadl theds: Obj ect elements except the one containing Qual i fyi ngProperti es element, inther

order of appearance. Canonicalize each one as specified in clause 4.5, and concatenate each resulting octet
stream to the final octet stream.

ETSI



44 Draft ETSI EN 319 132-1 V1.0.0 (2015-06)

5523 Distributed case

If Ar chi veTi meSt anp and some of the unsigned qualifying properties covered by some of its electronic time-
stamps do not have the same parent, the explicit (based on | ncl ude elements) mechanism shall be used only for
referencing the unsigned qualifying properties.

Onrel ncl ude element shall be generated for each unsigned qualifying property already incorporated into the XAdES
signature, which will consequently be time-stamped by the electronic time-stamp.

These| ncl ude elements shall be added in the same order as the unsigned qualifying properties are processed for
contributing to the input of the electronic time-stamp's message imprint computation.

No I ncl ude elements shall be generated for any other XMLDSIG element present in the signature.

Theinput to the electronic time-stamp's message imprint computation shall be built as for the not distributed case
(clause 5.5.2.2) substituting step 4 by the one specified below:

1) Takethe unsigned signature qualifying properties present in the signature, extract comment nodes,
canonicalize each unsigned signature qualifying property as specified in clause 4.5, and concatenate each
resulting octet stream to the final octet stream. While concatenating, the following rules apply:

a) TheCertificateVal ues quaifying property shall be incorporated into the signature if it is not
aready present and the signature misses some of the certificates listed in clause 5.4.1 that are required to
validate the XAdES signature.

b) TheRevocati onVal ues qualifying property shall beincorporated into the signature if it is not
already present and the signature misses some of the revocation datalisted in clause 5.4.2 that are
required to validate the XAdES signature.

c) TheAttrAuthoritiesCertVal ues quaifying property shall beincorporated into the signature if
not already present and the following conditions are true: attribute certificate(s) or signed assertions have
been incorporated into the signature, and the signature misses some certificates required for their
validation. And

d) TheAttributeRevocationVal ues quaifying property shall be incorporated into the signature if
not already present and the following conditions are true: attribute certificates or signed assertions have
been incorporated into the signature, and the signature misses some revocation values required for their
validation.

5.5.3 The RenewedDi gest s qualifying property
Semantics
The RenewedDi gest s qualifying property is an unsigned qualifying property qualifying the signature.

The RenewedDi gest s qualifying property may be used when the X AdES signature contains one or more signed
ds: Mani f est referencing data objects that are detached from the signature.

The RenewedDi gest s qualifying property shall not be used if the X AdES signature does not contain any signed
ds: Mani f est referencing data objects that are detached from the signature.

The RenewedDi gest s qualifying property shall contain the digest values of the aforementioned indirectly signed
detached data objects computed with a different digest algorithm than the one used for computing the digest values
present withintheds: Mani f est 'sds: Ref er ence children.

NOTE 1: When acertain digest algorithm is becoming weak, one or more detached data objects have been
indirectly signed using that algorithm with asigned ds: Mani f est , and when suspected that some of
the aforementioned data objects might be substituted by others with the same digest value due to the
weakness of the digest algorithm, RenewedDi gest s element can be incorporated into the XAJES
signature including the digest values of the aforementioned data objects computed with a different
agorithm. Thiswill ensure that any substitution of a detached document indirectly signed through a
signed ds: Mani f est , will be detected even if the digest algorithm used for computing the references
within the aforementioned ds: Mani f est , has been broken.
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NOTE 2: Algorithms used for computing digest valuesin RenewedDi gest s elements can also become weak. If
this happens, new RenewedDi gest s elements can be generated incorporating digest val ues of the
detached signed data objects computed with different algorithms.

Syntax

The RenewedDi gest s qualifying property shall be defined asin XML Schemafile "X AdJES01903v141-
201506.xsd", whose location is detailed in clause B.2, and is copied below for information.

<l-- target Namespace="http://uri.etsi.org/01903/v1l. 4. 1#" -->
<xsd: el ement nanme="RenewedDi gests" type="RenewedD gestsType"/>

<xsd: conmpl exType nanme="RenewedDi gest sType">
<xsd: sequence>
<xsd: el ement ref="ds: D gest Met hod"/>
<xsd: el ement ref="Reconput edD gest Val ue" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>
<xsd: el ement nanme="Reconput edD gest Val ue" type="Reconput edD gest Val ueType"/>
<xsd: conpl exType nanme="Reconput edD gest Val ueType" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="ds: D gest Val ueType" >
<xsd: attribute name="Order" type="xsd:integer" use="required"/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

Theds: Di gest Met hod child shall identify adigest algorithm (different than the algorithm used for computing the
digest of the signed data objects referenced within asigned ds: Mani f est element).

Each Reconput edDi gest Val ue child shall contain the base-64 encoded digest value, computed with the digest
algorithm indicated within the aforementioned ds: Di gest Met hod, of one of the signed data objects referenced
withinasigned ds: Mani f est element.

The Reconput edDi gest Val ue'sOr der attribute shall identify the specific ds: Ref er ence element that was
referencing the data object whose digest value is recomputed with the digest algorithm identified in
ds: Di gest Met hod.

Thevalue of Reconput edDi gest Val ue'sOr der attribute shall be an integer that identifies the order of
appearance of theidentified ds: Ref er ence when the XAdES signature is serialized, where the value "1" is assigned
tothefirst ds: Ref er ence child of theds: Si gnedl nf 0 element.

6 XAdES baseline signatures

6.1 Signature levels

Clause 6 defines four levels of XAdES baseline signatures, intended to facilitate interoperability and to encompass the
life cycle of XAdES signature, namely:

a) B-B level providesrequirements for the incorporation of signed and some unsigned qualifying properties when
the signature is generated.

b) B-T level provides requirements for the generation and inclusion, for an existing signature, of atrusted token
proving that the signature itself actually existed at a certain date and time.

¢) B-LT level provides requirements for the incorporation of all the material required for validating the signature
in the signature document. Thislevel aimsto tackle the long term availability of the validation material.

d) B-LTA level provides requirements for the incorporation of electronic time-stamps that alow validation of the
signature long time after its generation. This level aimsto tackle the long term availability and integrity of the
validation material.
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NOTE 1. Thelevelsb) to d) are appropriate where the technical validity of signature needs to be preserved for a
period of time after signature creation where certificate expiration, revocation and/or algorithm
obsolescence is of concern. The specific level applicable depends on the context and use case.

NOTE 2: B-LTA level targets long term availability and integrity of the validation materiaof digital signatures over
long term. The B-LTA level can help to validate the signature beyond any event that limitsits validity.
The use of B-LTA level is considered an appropriate preservation and transmission technique for signed
data.

NOTE 3: Conformanceto B-LT level, when combined with appropriate additional preservation techniques tackling
the long term availability and integrity of the validation materia is sufficient to allow validation of the
signature long time after its generation. The assessment of the effectiveness of preservation techniques for
signed data other than implementing the B-LTA level are out of the scope of the present document. The
reader is advised to consider legal instrumentsin force and/or other standards (for example
ETSI TS101533-1[i.13] or IETF RFC 4998 [i.15]) that can indicate other preservation techniques.

6.2 General requirements

6.2.1  Algorithm requirements
The algorithms and key lengths used to generate signatures should comply with ETSI TS 119 312 [i.14].
In addition, MD5 algorithm shall not be used as digest algorithm.

NOTE 1: Nationa legidlations can define requirements regarding algorithms and key lengths.

NOTE 2: |ETF RFC 6931 [i.8] defines a set of additional XML security URIs, which complement those ones
defined in XMLDSIG [1].

6.2.2 Notation for requirements
The present clause describes the notation used for defining the requirements of the different XAdES signature levels.

The requirements on the qualifying properties and certain other signature's elements for each XAdES signature level are
expressed in table 2. A row in the table either specifies requirements for a qualifying property, other signature's element,
or aservice.

A service can be provided by different qualifying properties, by other signature's elements, or by other mechanisms
(service provision options hence forward). In these cases, the specification of the requirements for a serviceis provided
by three or more rows. The first row contains the requirements of the service. The requirements for the qualifying
properties, other signature's elements, and/or mechanisms used to provide the service are stated in the following rows.

Table 2 contains 8 columns. Below follows a detailed explanation of their meanings and contents:
1) Column "Elements/Qualifying properties/Services':

a) Inthe case where the cell identifies a Service, the cell content starts with the keyword " Service" followed
by the name of the service.

b) Inthe case where the qualifying property or other signature's element provides a service, this cell
contains "SPO" (for Service Provision Option), followed by the name of the qualifying property or the
other signature's element.

¢) Otherwise, this cell contains the name of the qualifying property or the other signature's element.

2) Colum "Presencein B-B-Level": Thiscell contains the specification of the presence of the qualifying property
or other signature's element, or the provision of a service, for XAJES-B-B signatures.

3) Column "Presencein B-T level". Thiscell contains the specification of the presence of the qualifying property
or other signature's element, or the provision of a service, for XAJES-B-T signatures.

4)  Column "Presencein B-LT level". This cell contains the specification of the presence of the qualifying
property or other signature's element, or the provision of a service, for XAdJES-B-LT signatures.
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5)  Column "Presencein B-LTA level". This cell contains the specification of the presence of the qualifying
property or other signature's element, or the provision of a service, for XAdJES-B-LTA signatures. Below
follows the val ues that can appear in columns " Presence in B-B", "Presence in B-T", "Presencein B-LT", and
"Presencein B-LTA":

- "shall be present": means that the qualifying property or signature's element shall be incorporated to the
signature, and shall be as specified in the document referenced in column " References’, further profiled
with the additional regquirements referenced in column "Requirements’, and with the cardinality indicated
in column " Cardinality”.

- "shall not be present": means that the qualifying property or signature's element shall not be incorporated
to the signature.

- "may be present”: means that the qualifying property or signature's element may be incorporated to the
signature, and shall be as specified in the document referenced in column "References’, further profiled
with the additional regquirements referenced in column "Requirements’, and with the cardinality indicated
in column " Cardinality".

- "shall be provided": meansthat the service identified in the first column of the row shall be provided as
further specified in the SPO-related rows. This value only appears in rows that contain requirements for
services. It does not appear in rows that contain requirements for qualifying properties or signature's
elements.

- "conditioned presence”: means that the incorporation to the signature of the item identified in the first
column is conditioned as per the requirements referenced in column "Requirements' and requirementsin
specifications and clauses referenced by column "References’, with the cardinality indicated in column
"Cardinality".

- "*": means that the qualifying property or signature's element (service) identified in the first column
should not be incorporated to the signature (provided) in the corresponding level. Upper signature levels
may specify other requirements.

6) Column"Cardinality". This cell indicates the cardinality of the qualifying property or other signature's
element. If the cardinality isthe same for all the levels, only the values listed bel ow appear. Otherwise the
content specifies the cardinality for each level. See the example at the end of the present clause showing this
situation. Below follows the values indicating the cardinality:

- 0: The signature shall not incorporate any instance of the qualifying property or the signature's element.

- 1: The signature shall incorporate exactly one instance of the qualifying property or the signature's
element.

- 0 or 1: The signature shall incorporate zero or one instance of the qualifying property or the signature's
element.

- > 0: The signature shall incorporate zero or more instances of the qualifying property or the signature's
element.

- > 1: The signature shall incorporate one or more instances of the qualifying property or the signature's
element.

7)  Column "References': This shall contain either the number of the clause specifying the qualifying property in
the present document, or a reference to the document and clause that specifies the other signature's element.

8) Column "Additional notes and requirements’. This cell contains numbers referencing notes and/or letters
referencing additional requirements on the qualifying property or the other signature's element. Both notes and
additional requirements are listed below the table.

Names of XML elementsin the namespace whose URI is http://www.w3.0rg/2000/09/xmldsig# are preceded by prefix
ds.
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In table 2, the row corresponding to Conpl et eCer ti fi cat eRef sV2 qualifying property hasa
value "*" inthe cellsin columns "Presence in B-B level" and "Presencein B-T level", and "shall
not be present” in cellsin columns "Presencein B-LT level" and "Presencein B-LTA level". The
cell in column "Cardinality” indicates the cardinality for each level asfollows: "B-B, B-T: O or 1"
indicates that XAJES-B-B and XAdES-B-T signatures can incorporate one instance of

Conpl et eCerti fi cat eRef sV2 qualifying property; "B-LT, B-LTA: 0" indicates that
XAdES-B-LT and XAdES-B-LTA do not incorporate the Conpl et eCerti fi cat eRef sV2
qualifying property.
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Requirements on XAdES signature's elements, qualifying properties and services

The four XAdES signature levels specified in the present clause shall be built as specified in clause 4. The XAdES qualifying properties specified in clause 5 shall be
incorporated into the signature using only the direct incorporation mechanism specified in clause 4.4.

NOTE 1: Thismeansthat all the XAdES qualifying properties remain within one single Qual i f yi ngPr opert i es element, which in turn is the child of oneds: Obj ect

element within the signature, and that in consequence, no Qual i fyi ngProperti esRef er ence element is present.

Table 2 shows the presence and cardinality requirements on the signature elements, qualifying properties, and servicesindicated in the first column for the four X AdES baseline
signature levels, namely: XAdES-B-B, XAdES-B-T, XAdES-B-LT, and XAdES-B-LTA). Additional requirements are detailed below the table suitably labelled with the letter

indicated in the last column.

NOTE 2: XAdES-B-B signatures that incorporate only the elements/qualifying properties that are mandatory in table 2, and that implement the mandatory requirements,
contain the lowest number of elements/qualifying properties, with the consegquent benefits for interoperability.

In XAdES baseline signatures the qualifying properties that act as electronic time-stamps containers shall encapsulate only IETF RFC 3161 [7] updated by IETF RFC 5816 [16]

time-stamp tokens.

Table 2: Requirements for XAdES-B-B, XAdES-B-T, XAdES-B-LT, and XAdES-B-LTA signatures

. . . . Additional
e . . Presence in Presence in Presence in Presencein S -
Elements/Qualifying properties/Services B-B level B-T level B-LT level B-LTA level Cardinality References requirements
and notes
. XMLDSig [1] a,b,c
ds: Keyl nf o/ X509Dat a shall be present | shall be present | shall be present | shall be present 1 clause 4.5.4 345
ds: Si gnedl nf o/ ds: Canoni cal i zati onMethod | shall be present | shall be present | shall be present | shall be present 1 )c(ll\z;lbsl?eslj,gﬂ,[ll] dée
ds: Ref erence shall be present | shall be present | shall be present | shall be present 22 XMLDSig [1]
clause 4.4.3
. . XMLDSig [1]
ds: Ref er ence/ ds: Tr ansf or ns may be present may be present may be present may be present Ooril clause 4.4.3.4 f,g
Si gni ngTi e shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.1 h
Si gningCertificateV2 shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.2 "7J
Si gni ngCertificate shall not be shall not be shall not be shall not be 0 )
present present present present
Dat atbj ect For mat shall be present | shall be present | shall be present | shall be present 21 Clause 5.2.4 k
Dat aCbj ect For mat / Descri pti on may be present may be present may be present may be present Oorl Clause 5.2.4 |8
Dat aCbj ect For mat / Obj ectl dentifier may be present may be present may be present may be present Oorl Clause 5.2.4 |
Dat aCbj ect For mat / M neType shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.4 I
Dat aCbj ect For mat / Encodi ng may be present may be present may be present may be present Oorl Clause 5.2.4 |
Dat aCbj ect For mat's Obj ect Ref er ence shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.4 I

attribute
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Presence in Presence in Presence in Presence in Additional
Elements/Qualifying properties/Services B-B level B-T level B-LT level B-LTA level Cardinality References re;]#érﬁ?tir;ts
Si gner Rol e shall not be shall not be shall not be shall not be 0 )
present present present present
Si gner Rol eV2 may be present may be present may be present may be present Oorl Clause 5.2.6
Conmi t nent Typel ndi cati on may be present may be present may be present may be present 20 Clause 5.2.3
Si gnat ur ePr oduct i onPl aceV2 may be present may be present may be present may be present Oorl Clause 5.2.5
Si gnat ur ePr oduct i onPl ace shall not be shall not be shall not be shall not be 0 )
present present present present
Count er Si gnat ur e may be present may be present may be present may be present 20 Clause 5.2.7.2
Al | Dat aCbj ect sTi neSt anp may be present may be present may be present may be present 20 Clause 5.2.8.2 10
I ndi vi dual Dat aCbj ect sTi meSt anp may be present may be present may be present may be present 20 Clause 5.2.8.1 10
Si gnat ur ePol i cyl denti fi er may be present may be present may be present may be present Oorl Clause 5.2.9
Si gnat ur ePol i cyStor e conditioned conditioned conditioned conditioned Oori Clause 5.2.10 m
presence presence presence presence
B-B:20 n o
Si gnat ur eTi neSt anp * shall be present | shall be present | shall be present B-T, B-LT, Clause 5.3 l’o
B-LTA: 21
CertificateVal ues * * conditioned conditioned Oor1l Clause 5.4.1 p. q
presence presence
. % * shall not be shall not be B-B,B-T:0orl .
Conpl eteCertificat eRefsVv2 present present B-LT B.LTA: 0 Clause A.1.1 j
Conpl et eCert i ficat eRef s shall not be shall not be shall not be shall not be 0 )
present present present present
AttrAuthoritiesCertVal ues * * conditioned conditioned Oorl Clause 5.4.3 q,r
presence presence
; . % * shall not be shall not be B-B,B-T:0orl .
AttributeCertificateRefsV2 present present B-LT B.LTA: 0 Clause A.1.3 IS
AttributeCertificateRefs shall not be shall not be shall not be shall not be 0 )
present present present present
Revocati onVal ues * * conditioned conditioned Oorl Clause 5.4.2 t,u,v,
presence presence
. " * shall not be shall not be B-B,B-T:0or1
Conpl et eRevocati onRef s present present B-LT, B-.LTA: 0 Clause A.1.2
Attribut eRevocati onVal ues * * conditioned conditioned Oor1l Clause 5.4.4 v, W
presence presence
. . " * shall not be shall not be B-B,B-T:0or1l
Attribut eRevocati onRefs present present B-LT, B-LTA: 0 Clause A.1.4 S
] . * * shall not be shall not be B-B,B-T: 20
Si gAndRef sTi meSt anmpV2 present present B-LT B-LTA: O Clause A.1.5.1
Si gAndRef sTi mesSt anp shall not be shall not be shall not be shall not be 0 )
present present present present
. % * shall not be shall not be B-B,B-T: =20
Ref sOnl yTi meSt anpV2 present present B-LT B.LTA: 0 Clause A.1.5.2
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Presence in Presence in Presence in Presence in Additional
Elements/Qualifying properties/Services B-B level B-T level B-LT level B-LTA level Cardinality References regﬁéri?tir;ts
Ref sOnl yTi meSt anp shall not be shall not be shall not be shall not be 0 )
present present present present
Serwce:_ In(_:orporatlon of validation data for . . shall be provided | shall be provided ) ) X, Y
electronic time-stamps 9
SPO: Ti neSt anpVal i dat i onDat a * * conditioned conditioned =20 Clause 5.5.1 y
presence presence
SPO: certificate and revocation values . . conditioned conditioned S
. - - 20 - y
embedded in the electronic time-stamp itself presence presence
Ar chi veTi meSt anp (defined in namespace . . .
whose URI is "http://uri.etsi.org/01903/v1.4.1#") Sl Lo [EEsEm? 21 Clause 5.5.2 z aa
Ar chi veTi meSt anp (defined in namespace shall not be shall not be shall not be shall not be 0 i
whose URI is "http://uri.etsi.org/01903/v1.3.2#") present present present present
! conditioned
RenewedDi gest * * * 20 Clause 5.5.3 bb
presence
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Additional requirements:

a)

b)

©)

d)

€)

f)

9

Requirement for ds: Keyl nf o/ X509Dat a. The generator shall include the signing certificate as content of
ds: Keyl nf o/ X509Dat a/ X509Cer ti fi cat e element.

Requirement for ds: Keyl nf o/ X509Dat a. In order to facilitate path-building, generators should include in
the same ds: Key! nf o/ X509Dat a element asin requirement a) all certificates not available to verifiers that
can be used during path building.

Requirement for ds: Keyl nf o/ X509Dat a. When the signature is to be validated through a Trusted List as
specified in ETSI TS 119 612 [i.12], the generator should include all intermediary certificates forming a chain
between the signer certificate and a CA present in the Trusted List, which are not available to verifiers.

Requirement for ds: Si gnedl nf o/ ds: Canoni cal i zat i onMet hod element. The Al gori t hm
attribute of ds: Si gnedl nf o'sds: Canoni cal i zat i onMet hod child element shall have one of the
following values:

- "http://ww.w3. org/ 2006/ 12/ xm - c14n11" . The corresponding canonicalization algorithm
Canonical XML v1.1 (omits comments) [11] shall be supported.

- “http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" . The corresponding canonicalization
algorithm Exclusive Canonicalization (omits comments) [10] shall be supported.

- "http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-20010315" . The corresponding
canonicalization algorithm Canonical XML v1.0 (omits comments) [9] shall be supported.

- "http://ww. w3. org/ 2006/ 12/ xm - c14n11#W t hConment s" . The corresponding
canonicalization algorithm Canonical XML v1.1 (with comments) [11] shall be supported.

- "http://ww.w3.org/ 2001/ 10/ xm - exc- c14n#W t hComrment s" . The corresponding
canonicalization algorithm Exclusive Canonicalization (with comments) [10] shall be supported. Or

- "http://ww. w3. org/ TR 2001/ REC- xnl - c14n- 20010315#W t hConmrent s . The
corresponding canonicalization algorithm Canonical XML v1.0 (with comments) [9] shall be supported.

Requirement for ds: Si gnedI nf o/Canoni cal i zat i onMet hod element. The generator should not use
canonicalization algorithms "with comments'. See note 6.

Requirement for ds: Ref er ence/ds: Tr ansf or ms element. If the transform indicated by a

ds: Ref er ence/ds: Transf or ms'sds: Tr ansf or mchild element is acanonicalization, itsAl gorit hm
attribute shall have one of the values listed in the present clause, additional requirement d) and the generator
should not use canonicalization algorithms "with comments".

Requirement for ds: Ref er ence/ds: Tr ansf or ns element. If the transform indicated by a
ds: Ref erence/ds: Tr ansf or ns'sds: Tr ansf or mchild element is not a canonicalization, its
Al gor i t hmattribute should be one of the following values:

- "http://ww. w3. org/ 2000/ 09/ xm dsi g#base64" . The corresponding Base 64 transform,
whose usage within XML signaturesis specified in clause 6.6.2 of [1], shall be supported.

- “http://ww. wW3. org/ TR/ 1999/ REC- xpat h-19991116" . The corresponding X Path
transform, whose usage within XML signatures is specified in clause 6.6.3 of [1], shall be supported.

- "http://ww. w3. org/ 2000/ 09/ xm dsi g#envel oped- si gnat ur e" . The corresponding
Enveloped Signature transform, whose usage within XML signaturesis specified in clause 6.6.4 of [1],
shall be supported.

- "http://ww. w3. org/ TR/ 1999/ REC- xsl t - 19991116" . The corresponding XSLT transform,
whose usage within XML signaturesis specified in clause 6.6.5 of [1], shall be supported.

- "http://ww.w3. org/ 2002/ 06/ xm dsi g-filter2". Thecorresponding XML-Signature
XPath Filter 2.0, which is specified in [13], shall be supported. Or
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- http://schenmas. openxm format s. or g/ package/ 2006/ Rel ati onshi pTransf orm
The corresponding Relationships transform, which is specified in clause 12.2.4.26 of [14], shall be
supported.

Requirement for Si gni ngTi me. The generator shall include the claimed UTC time when the signature was
generated as content of the Si gni ngTi me qualifying property.

Requirement for Si gni ngCerti fi cat eV2/ Cert . The generator shall not generate Cert children's UR
optional attribute.

Requirement for Si gni ngCertifi cateV2, Conpl et eCerti fi cat eRef sV2, and
AttributeCertificateRefsV2. Thereferencesto certificates shall not includethe | ssuer Seri al V2
element.

Requirement for Dat aObj ect For nat . One Dat aObj ect For mat shall be generated for each signed data
object, except the Si gnedPr operti es element.

Requirement for XML components within Dat aCbj ect For mat . The number of occurrences allowed of the
concerned XML component within one Dat aChj ect For mat element, shall be asindicated in column
"Cardinality”.

Requirement for Si gnat ur ePol i cySt or e. This qualifying property may be incorporated into the XAdES
signature only if the Si gnat ur ePol i cyl denti fi er isasoincorporated and it contains the

Si gPol i cyHash element with the digest value of the signature policy document. Otherwise the

Si gnat ur ePol i cySt or e shall not be incorporated into the XAdES signature.

Requirement for Si gnat ur eTi meSt anp. Each Si gnat ur eTi neSt anp element shall contain only one
electronic time-stamp.

Requirement for Si gnat ur eTi meSt anp. The electronic time-stamps encapsulated within the si gnat ur e-
ti me- st anp attributes shall be created before the signing certificate has been revoked or has expired

Requirement for incorporation of Cer ti fi cat eVal ues. If aXAdES-B-LT or a XAdES-B-LTA signature
is generated, theincorporation of Certi fi cat eVal ues shall be determined by requirements specified in
clause 5.5.2.2, step 4.a of the algorithm specified for computing the input to the electronic time-stamp's
message imprint.

Requirement for Cer ti fi cat eVal ues and Attr Aut horiti esCert Val ues. Duplication of
certificate values within the signature should be avoided.

Requirement for incorporation of At t r Aut hori ti esCert Val ues. If aXAdES-B-LT or a XAJES-B-
LTA signature is generated, the incorporation of At t r Aut hori ti esCert Val ues shall be determined by
reguirements specified in clause 5.5.2.2, step 4.c of the algorithm specified for computing the input to the
electronic time-stamp's message imprint.

TheAttributeCertificateRefsV2andAttributeRevocati onRef s qualifying properties may
be used when a at least an attribute certificate or a signed assertion isincorporated into the XAdES signature.
Otherwise, Attri buteCertificateRefsV2andAttri but eRevocati onRef s attributes shall not
be used.

Requirement for incorporation of Revocat i onVal ues. If aXAdES-B-LT or a XAJES-B-LTA signatureis
generated, the incorporation of Revocat i onVal ues shall be determined by requirements specified in
clause 5.5.2.2, step 4.b of the algorithm specified for computing the input to the el ectronic time-stamp's
message imprint.

Requirement for Revocat i onVal ues. Certificate status values should be included within
Revocat i onVal ues qualifying property instead within ds: Keyl nf o element.

Reguirement for Revocat i onVal ues and At t ri but eRevocat i onVal ues. Duplication of revocation values
within the signature should be avoided.
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Requirement for incorporation of At t ri but eRevocat i onVal ues. If aXAdES-B-LT or aXAdES-B-LTA
signature is generated, , the incorporation of At t ri but eRevocat i onVal ues shall be determined by
reguirements specified in clause 5.5.2.2, step 4.d of the algorithm specified for computing the input to the
electronic time-stamp's message imprint.

Requirement for service "incorporation of validation datafor electronic time-stamps'. The validation data for
electronic time-stamps shall be present within the Ti meSt anpVal i dat i onDat a qualifying property or
embedded in the electronic time-stamp itself.

Requirement for service "incorporation of validation data for electronic time-stamps" and its two options. The
validation data for electronic time-stamps should be included in the Ti meSt anpVal i dat i onDat a qualifying

property.

Requirement for Ar chi veTi meSt anp defined in namespace whose URI is "http://uri.etsi.org/01903/v1.4.1#".
Each Ar chi veTi neSt anp qualifying property defined in namespace whose URI is
http://uri.etsi.org/01903/v1.4.1# may contain more than one electronic time-stamp issued by different TSAs.

Requirement for Ar chi veTi meSt anp defined in namespace whose URI is
"http://uri.etsi.org/01903/v1.4.1#". Before generating and incorporating a new Ar chi veTi meSt anp qualifying
property defined in namespace whose URI is "http://uri.etsi.org/01903/v1.4.1#", dl the validation material
required for validating the X AdES signature shall be included. This validation material shall include al the
certificates and all certificate status information (like CRLs or OCSP responses) required for:

- validating the signing certificate;
- validating the signing certificate of any countersignature incorporated into the signature;
- validating any attribute certificate or signed assertion present in the signature; and

- validating the signing certificate of any previous electronic time-stamp aready incorporated into the
signature within any X AdES electronic time-stamp container qualifying property (including any
Ar chi veTi meSt anp defined in namespace whose URI is "http://uri.etsi.org/01903/v1.4.1#").

Requirement for RenewedDi gest . If the XAdES signature signs external data objects through a signed
ds: Mani f est , and some of the digest algorithms used for computing some of the digest values within the
aforementioned ds: Mani f est is suspected to become weak enough as to represent a threat, the
RenewedDi gest element should be used to counter this threat.

NOTE 3: Onds: Keyl nf o/ X509Dat a/ X509Certi fi cat e. A certificate is considered available to the verifier if

reliable information about its location is known and allows automated retrieval of the certificate (for
instance through an Authority Info Access Extension or equivalent information presentinaTSL).

NOTE 4: Onds: Keyl nf o/ X509Dat a/ X509Cer ti fi cat e. Requirement c) applies specifically but not

exclusively to signing certificates that are EU qualified and supported by Trusted Lists as defined in CD
2009/767/EC amended by CD 2010/425/EU [i.5].

NOTE5: Onds: Keyl nf o/ X509Dat a/ X509Cer ti fi cat e. Inthe general case, different verifiers can have

different trust parameters and can validate the signer certificate through different chains. Therefore,
generators may not know which certificates will be relevant for path building. However, in practice,
generators can often clearly identify such certificates. In this case, including them in the signatureisa
good practice, unless verifiers can automatically retrieve them.

NOTE 6: Onds: Si gnedl nf o/Canoni cal i zat i onMet hod. Support of canonicalization algorithms "with

comments" isfor residual interoperability in the signature verification process.

NOTE 7: OnSi gni ngCerti fi cat eV2. The presence of the signing certificate within ds: Keyl nf o ensures away

to locate it (on the basis of digest equality with the value within Si gni ngCerti fi cat eV2/Cert Di gest)
within the signature.

NOTE 8: On Dat aObj ect For mat . Clause 5.2.4 of the present document establishes that this signed property

"qualifies one specific signed data object”. Thisis done by forcing that Obj ect Ref er ence attribute
refersto ads: Ref er ence. However the aforementioned clause does not mandate thisds: Ref er ence to
be achild of ds: Si gnedl nf o; it actually could be ads: Ref er ence within asigned ds: Mani f est , as
the object referenced in thisway is also a signed object.

ETSI


http://uri.etsi.org/01903/v1.4.1

55 Draft ETSI EN 319 132-1 V1.0.0 (2015-06)

NOTE 9: On service "incorporation of validation datafor electronic time-stamps": the incorporation of the
validation material of the electronic time-stamps ensures that the X AdES signature actually contains al
the validation material needed.

NOTE 10:0n Si gnat ur eTi neSt anp, | ndi vi dual Dat aObj ect sTi meSt anp, Al | Dat aCbj ect sTi neSt anp:

Severa instances of these qualifying properties can be incorporated into the X AdES signature, coming
from different TSAs.

6.4 Legacy XAdES baseline signatures

When new unsigned qualifying properties are incorporated into legacy X AdES baseline signatures, these qualifying
properties shall comply with the present document.
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Annex A (normative):
Additional Qualifying Properties Specification

A.1  Qualifying properties for validation data
A.1.1 The Conpl eteCertifi cat eRef sV2 qualifying property

Semantics

The Compl et eCerti fi cat eRef sV2 qualifying property shall be an unsigned qualifying property qualifying the
signature.

The Conpl et eCerti fi cat eRef sV2 qualifying property:

1) Shall contain the reference to the certificate of the trust anchor if such certificate does exist, and the references
to CA certificates within the signing certificate path.

2)  shal not contain the reference to the signing certificate.

3) May contain references to the certificates used to sign CRLs or OCSP responses for certificates referenced by
referencesin 1), and references to certificates within their respective certificate paths. And

4)  Shall not contain references to CA certificates that pertain exclusively to the certificate paths of certificates
used to sign attribute certificates or signed assertions within Si gner Rol eV2.

NOTE 1: The references to certificates exclusively used in the validation of attribute certificate or signed assertions
arestoredinthe At t ri but eCerti fi cat eRef sV2 qualifying property (see clause A.1.3).

Syntax

The Conpl et eCerti fi cat eRef sV2 element shall be defined asin XML Schemafile "X AdES01903v141-
201506.xsd", whose location is detailed in clause B.2, and is copied below for information.

<l-- target Namespace="http://uri.etsi.org/01903/v1. 4. 1#"
The preanble of the XM. Scherma file also includes the foll ow ng namespace decl arati on:
xm ns: xades="http://uri.etsi.org/ 01903/ v1l. 3. 2#",

whi ch assigns the prefix "xades" to the nanespace whose URI is shown in the declaration.
-->

<xsd: el enent nane="Conpl eteCertificateRefsV2" type="xades: Cert| DLi st V2Type"/>

If Conpl et eCertifi cat eRef sV2 isincorporated into the XAdES signatures, al the certificates referenced in
Conpl et eCerti fi cat eRef sV2 shal be present either inthe ds: Keyl nf o element of the signature or in the
Certificat eVal ues qualifying property.

NOTE 2: Should XML electronic time-stamps based in XMLDSIG be standardized and spread, this type can also
be used to contain references to the certification chain for any TSUs providing such electronic time-
stamps. In this case, an element of this type can be added as an unsigned qualifying property to the XML
electronic time-stamp using the incorporation mechanisms defined in the present document.

A.1.2 The Conpl et eRevocat i onRef s qualifying property

Semantics

The Conpl et eRevocat i onRef s qualifying property shall be an unsigned qualifying property that qualifies the
signature.

The Conpl et eRevocat i onRef s qualifying property:

1) Shall contain areference to arevocation value for the signing certificate.
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2)  Shall contain the referencesto the revocation values (e.g. CRLs or OCSP values) corresponding to CA
certificates within the signing certificate path. It shall not contain references to revocation values for the trust
anchor.

NOTE 1: A trust anchor is by definition trusted, thus no revocation information for the trust anchor is used during
the validation.

3) May contain references to the revocation values corresponding to certificates used to sign CRLs or OCSP
responses referenced in references from 1) and 2), and to certificates within their respective certificate paths.
And

4)  Shall not contain references to the revocation values corresponding to CA certificates that pertain exclusively
to the certificate paths of certificates used to sign attribute certificates or signed assertions within
Si gner Rol eV2 qualifying properties.

NOTE 2: The references to revocation values exclusively used in the validation of attribute certificate or signed
assertions are stored inthe At t r i but eRevocat i onRef s qualifying property (see clause A.1.4).

References within Conpl et eRevocat i onRef s qualifying property may be references to CRLs, OCSP responses
and other type of revocation data.

Syntax

The Conpl et eRevocat i onRef s qualifying property shall be defined asin XML Schema file "X AdES01903v132-
201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->

<xsd: el ement nane="Conpl et eRevocati onRef s"
t ype="Conpl et eRevocat i onRef sType"/ >

<xsd: conpl exType nane="Conpl et eRevocat i onRef sType" >
<xsd: sequence>
<xsd: el ement name="CRLRefs" type="CRLRefsType" m nCccurs="0"/>
<xsd: el enent nane=" OCSPRef s" type="0CSPRef sType" m nCccurs="0"/>
<xsd: el enent nane="CQ her Ref s" type="Q her Cert St at usRef sType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|ID"' use="optional"/>
</ xsd: conpl exType>

<xsd: conmpl exType nanme="CRLRef sType">
<xsd: sequence>
<xsd: el enent nane="CRLRef" type="CRLRef Type"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="CRLRef Type">
<xsd: sequence>
<xsd: el enent nane="D gest Al gAndVal ue"
t ype="Di gest Al gAndVal ueType"/ >
<xsd: el enent nane="CRLIdentifier" type="CRLIdentifierType"
m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="CRLI dentifier Type">
<xsd: sequence>
<xsd: el ement nanme="I|ssuer" type="xsd:string"/>
<xsd: el ement nanme="I|ssueTi me" type="xsd: dateTi me" />
<xsd: el enent nane="Nunber" type="xsd:integer" mnCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URl" type="xsd:anyURl " use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType name="OCSPRef sType" >
<xsd: sequence>
<xsd: el ement nanme="OCSPRef" type="C0CSPRef Type"
maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

ETSI



58 Draft ETSI EN 319 132-1 V1.0.0 (2015-06)

<xsd: conpl exType nanme=" OCCSPRef Type" >
<xsd: sequence>
<xsd: el ement name="CCSPl dentifier" type="OCSPIdentifierType"/>
<xsd: el ement name="Di gest Al gAndVal ue"
t ype="Di gest Al gAndVal ueType"
m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="Responder | DType" >
<xsd: choi ce>
<xsd: el enent nane="ByNane" type="xsd:string"/>
<xsd: el enent nane="ByKey" type="xsd: base64Bi nary"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType nanme="COCSPI dentifi er Type">
<xsd: sequence>
<xsd: el enent nane="Responder| D' type="Responder| DType"/>
<xsd: el enent nane="ProducedAt" type="xsd: dateTi ne"/>
</ xsd: sequence>
<xsd:attribute nanme="URI" type="xsd:anyURl " use="optional "/>
</ xsd: conpl exType>

<xsd: conpl exType name="Q her Cert St at usRef sType" >
<xsd: sequence>
<xsd: el enent nane="Q her Ref" type="AnyType"
maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

Empty Conpl et eRevocat i onRef s qualifying properties shall not be incorporated.
The CRLRef s element shall contain a sequence of referencesto CRLs.
Each CRLRef child of CRLRef s shall contain one reference to one CRL.

The Di gest Al gAndVal ue child of CRLRef element shall contain one indication of a digest algorithm, and the
base-64 encoding of the digest value of the DER-encoded referenced CRL.

TheCRLI dent i fi er child needs not to be present if the referenced CRL can be inferred from other information.
TheCRLI denti fi er child of CRLRef element shall include the nameissuerinitsl ssuer element.

Thevaueof | ssuer child of CRLI dent i fi er element shall fulfil the requirements specified in clause 4.5.4.1 of
XMLDSIG [1] for strings representing Distinguished Names.

TheCRLI dent i fi er child of CRLRef element shall include the time when the CRL wasissued inits| ssueTi nme
element.

The CRLI denti fi er child of CRLRef element may include the number of the CRL initsNunber element.

NOTE 3: TheNunber element isan optional hint helping to get the CRL whose digest matches the value present
in the reference.

URI attribute of CRLRef element shall indicate one place where the referenced CRL can be found.

NOTE 4: It isintended that this attribute be used as a hint, as implementations can have alternative ways for
retrieving the referenced CRL if it is not found at the referenced place.

Should one or more of the identified CRLs be a Delta CRL, this qualifying property shall include referencesto the set
of CRLs required to provide complete revocation lists.
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The OCSPRef s element shall contain a sequence of references to OCSP responses.
Each CcspRef child of OCSPRef s shall contain one reference to one OCSP response.

The OCSPI dent i fi er child of OCSPRef element shall include an identifier of the responder initsResponder | D
child.

If the responder isidentified by its name then this name shall appear within the By Nane child of Responder | D
element.

The value of By Nare element shall fulfil the requirements specified in clause 4.5.4.1 of XMLDSIG [1] for strings
representing Distinguished Names.

If the responder is identified by the digest of the server's public key computed as mandated in IETF RFC 6960 [6], then
the base-64 encoding of the DER-encoded of byKey field specified in IETF RFC 6960 [6] shall appear within the
ByKey child of Responder | D element.

The OCSPI dent i fi er child of OCSPRef element shall include the generation time of the OCSP responsein its
Pr oducedAt child.

Thevauein Pr oducedAt child of OCSPI dent i f i er shall indicate the same time as the time indicated by the
Pr oducedAt field of the referenced OCSP response.

URI attribute of CRLRef element indicates one place where the referenced OCSP response can be archived.

NOTE5: It isintended that this attribute be used as a hint, as implementations can have alternative ways for
retrieving the referenced OCSP response if it is not found at the referenced place.

The Di gest Al gAndVal ue child of OCSPRef element shall contain one indication of a digest algorithm, and the
base-64 encoding of the DER-encoded OCSPResponse field defined in IETF RFC 6960 [6].

The Di gest Al gAndVal ue child element should be included within the OCSPRef element.

NOTE 6: The absence of the Di gest Al gAndVal ue child of OCSPRef element makes OCSP responses
substitutions attacks possible, if for instance OCSP responder keys are compromised. In this case, out-of-
band mechanisms can be used to ensure that none of the OCSP responder keys have been compromised at
the time of validation.

References to alternative forms of validation data may be included in this qualifying property making use of the
O her Ref s element, a sequence whose items (Ot her Ref elements) may contain any kind of information. Their
semantics and syntax are outside the scope of the present document.

If Conpl et eRevocat i onRef s ispresent, al the revocation data referenced in Revocat i onRef s shall be present
either intheds: Keyl nf o element of the signature or inthe Revocat i onVal ues qualifying property.

NOTE 7: Should XML electronic time-stamps based in XMLDSIG be standardized and spread, this type can also
serve to contain referencesto the full set of CRL or OCSP responses that have been used to verify the
certification chain for any TSUs providing such electronic time-stamps. In this case, an element of this
type can be added as an unsigned qualifying property to the XML electronic time-stamp using the
incorporation mechanisms defined in the present document.

A.1.3 TheAttributeCertificateRefsV2 qualifying property

Semantics

TheAttributeCertifi cateRef sV2 qualifying property shall be an unsigned qualifying property that qualifies
the signature.

The AttributeCertificateRef sV2 quaifying property:

1) Shall contain, if they are not present within Conpl et eCerti fi cat eRef sV2 or
Si gni ngCerti fi cat eV2 qualifying properties, the referencesto the trust anchorsiif certificates exist for
them, and the referencesto CA certificates within the path of the signing certificate(s) of the attribute
certificate(s) and signed assertion(s) incorporated into the XAdES signature. References present within
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Conpl eteCertificateRefsV2orSi gningCertificateV2 quaifying properties should not be
included.

2) Shall contain, if they are not present within Conpl et eCer ti fi cat eRef sV2 or
Si gni ngCerti fi cat eV2 qualifying properties, the reference(s) to the signing certificate(s) of the attribute
certificate(s) and signed assertion(s) incorporated into the X AJES signature. References present within
Conpl eteCertificateRefsV2orSi gningCertificateV2 quaifying properties should not be
included. And

3) May contain references to the certificates used to sign CRLs or OCSP responses and certificates within their
respective certificate paths, which are used for validating the signing certificate(s) of the attribute certificate(s)
and signed assertion(s) incorporated into the X AdES signature. References present within
Conpl eteCertificateRefsV2orSigningCertificateV2 quaifying properties should not be
included.

IfAttributeCertificateRefsV2ispresent, AttrAuthoritiesCertVal ues,CertificateVal ues,
and ds: Keyl nf o shall contain all the certificatesreferenced in At t ri but eCerti fi cat eRef sV2.

Syntax

TheAttri buteCertificat eRef sV2 element shall be defined asin XML Schemafile "X AdES01903v141-
201506.xsd", whose location is detailed in clause B.2, and is copied below for information.

<l-- target Namespace="http://uri.etsi.org/01903/v1. 4. 1#"

The preanble of the XM. Schema file also includes the foll ow ng namespace decl arati on:
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#",

whi ch assigns the prefix "xades" to the nanespace whose UR is shown in the declaration.

-->

<xsd: el ement name="AttributeCertificateRefsV2" type="xades: Cert|DLi st V2Type"/>

A.1.4 TheAttri but eRevocati onRef s qualifying property

Semantics

TheAt tri but eRevocat i onRef s qualifying property shall be an unsigned qualifying property that qualifies the
signature.

The At tri but eRevocat i onRef s qualifying property:

1) Shall contain, if they are not present within the Conpl et eRevocat i onRef s qualifying property, the
references to the revocation values corresponding to CA certificates within the path(s) of the signing
certificate(s) of the attribute certificate(s) and signed assertion(s) incorporated into the X AdES signature. It
shall not contain arevocation value for the trust anchors. References present within
Conpl et eRevocat i onRef s qualifying property should not be included.

NOTE: A trust anchor is by definition trusted, thus no revocation information for the trust anchor is used during
the validation.

2) shal contain, if they are not present within the Conpl et eRevocat i onRef s qualifying property, the
references to the revocation value(s) for the signing certificate(s) of the attribute certificate(s) and signed
assertion(s) incorporated into the X AJES signature. References present within
Conpl et eRevocat i onRef s property should not be included. And

3) May contain references to the revocation values on certificates used to sign CRLs or OCSP responses and
certificates within their respective certificate paths, which are used for validating the signing certificate(s) of
the attribute certificate(s) and signed assertion(s) incorporated into the XAdES signature. References present
within Conpl et eRevocat i onRef s property should not be included.

If Attri but eRevocati onRef s arepresent, Att ri but eRevocati onVal ues, Revocat i onVal ues, and
ds: Keyl nf o shal contain the values of al the objectsreferenced in At t r i but eRevocat i onRef s.
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Syntax

The At tri but eRevocat i onRef s qualifying property shall be defined asin XML Schemafile
"XAdJES01903v132-201506.xsd", whose location is detailed in clause B.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/01903/v1l.3.2#" -->

<xsd: el ement name="AttributeRevocati onRefs" type="Conpl et eRevocati onRef sType"/>
Should one or more of the identified CRLs be a Delta CRL, this property shall include references to the set of CRLs
required to provide compl ete revocation lists.

A.1.5 Time-stamps on references to validation data
A.1.5.1 The Si gAndRef sTi neSt anpV2 qualifying property

A.151.1 Semantics and syntax
Semantics

The Si gAndRef sTi meSt anpV2 qualifying property shall be an unsigned qualifying property qualifying the
signature.

The Si gAndRef sTi meSt anpV2 qualifying property shall encapsulate electronic time-stamps on the digital
signature value, the signature time-stamp, if present, and the X AdES qualifying properties containing referencesto
validation data.

Syntax

The Si gAndRef sTi meSt anpV2 qualifying property shall be defined asin XML Schemafile "X AdES01903v141-
201506.xsd", whose location is detailed in clauseB.2, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/ 01903/ v1. 4. 1#"

The preanble of the XM. Scherma file also includes the foll ow ng namespace decl arati on:
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#",

whi ch assigns the prefix "xades" to the nanespace whose UR is shown in the declaration.

-->

<xsd: el ement name="Si gAndRef sTi meSt anpV2" type="xades: XAJESTi meSt anpType"/ >

This qualifying property shall contain an electronic time-stamp that time-stamps the following X AdES components:
ds: Si gnat ur eVal ue element, all present Si gnat ur eTi meSt anp qualifying properties,

Compl eteCerti fi cat eRef sV2, Conpl et eRevocat i onRef s, and when present,
AttributeCertificateRefsV2andAttri buteRevocati onRefs.

Depending whether all the aforementioned time-stamped unsigned qualifying properties and the
Si gAndRef sTi neSt anpV2 quaifying property itself have the same parent or not, its contents may be different.
Details are given in clauses below.

A.151.2 Not distributed case

When Si gAndRef sTi meSt anpV2 and al the unsigned qualifying properties covered by its electronic time-stamp
have the same parent, this qualifying property shall use the implicit mechanism.

The input to the electronic time-stamp's message imprint computation input shall be the result of taking in order each of
the X AdES components listed below, canonicalizing each one as specified in clause 4.5, and concatenating the resulting
octet streams:

1) Theds: Si gnat ur eVal ue element.

2)  Those among the following unsigned qualifying properties that appear before Si gAndRef sTi neSt anpVz,
in their order of appearance within the Unsi gnedSi gnat ur ePr operti es element:

- The Si gnat ur eTi meSt anp qualifying properties.
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- TheConpl et eCerti fi cat eRef sV2 qualifying property.

- The Conpl et eRevocat i onRef s qualifying property.

- TheAttributeCertificateRef sV2 quaifying property if it ispresent. And

- TheAttri but eRevocati onRef s qualifying property if it is present.
A.1.51.3 Distributed case

When Si gAndRef sTi meSt anpV2 and some of the unsigned qualifying properties covered by its electronic time-
stamp do not have the same parent, this qualifying property shall be built asindicated below:

1) Nol ncl ude element will be added for ds: Si gnat ur eVal ue. It shal implicitly be assumed its
contribution to the digest input (see below in this clause). And

2) Generateonel ncl ude element for each unsigned qualifying property that shall be covered by the electronic
time-stamp in the order they appear listed below:

- The Si gnat ur eTi neSt anp qualifying properties.
- TheConpl et eCerti fi cat eRef sV2 qualifying property.
- The Conpl et eRevocat i onRef s qualifying property.
- TheAttributeCertifi cateRef sV2 quaifying property if it ispresent. And
- TheAttri but eRevocati onRef s qualifying property if it is present.
The URI attributes shall be built following the rules stated in clause 5.1.4.3.1.
The electronic time-stamp's message imprint computation input shall be built as indicated below:
1) Initialize thefinal octet stream as an empty octet stream.

2) Taketheds: Si gnat ur eVal ue element and its content. Canonicalize it as specified in clause 4.5, and put
theresult in the final octet stream. And

3) Take each unsigned qualifying property listed above in the order they have been listed above (this order shall
be the same as the order the | ncl ude elements appear in the property). For each one extract comment nodes,
canonicalize it as specified in clause 4.5, and concatenate the resulting octet string to the final octet stream.

A.1.5.2 The Ref sOnl yTi neSt anpV2 qualifying property

A.1521 Semantics and syntax
Semantics
The Ref sOnl yTi meSt anpV2 qualifying property shall be an unsigned qualifying property qualifying the signature.

The Ref sOnl yTi meSt anpV2 qualifying property shall encapsulate el ectronic time-stamps on the XAdES qualifying
properties containing references to validation data.

Syntax

The Ref sOnl yTi meSt anpV2 qualifying property shall be defined asin XML Schema file "X AJES01903v141-
201506.xsd", whose location is detailed in clause B.2, and is copied below for information.
<l-- target Namespace="http://uri.etsi.org/01903/v1. 4. 1#"
The preanble of the XM. Schema file also includes the foll ow ng namespace decl arati on:
xm ns: xades="http://uri.etsi.org/ 01903/ v1. 3. 2#",
whi ch assigns the prefix "xades" to the nanmespace whose URl is shown in the declaration.

-->

<xsd: el enent nane="Ref sOnl yTi neSt anpV2" type="xades: XAdESTi meSt anpType"/ >
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This qualifying property shall contain an electronic time-stamp that time-stamps the following X AdES qualifying
properties: Conpl et eCerti fi cat eRef sV2, Conpl et eRevocat i onRef s, and when present,
AttributeCertificateRefsV2andAttri buteRevocati onRefs.

Depending whether all the aforementioned time-stamped unsigned qualifying properties and the
Ref sOnl yTi neSt anpV2 qualifying property itself have the same parent or not, its contents may be different. Details
are given in clauses below.

A.1.5.2.2 Not distributed case

When Ref sOnl yTi meSt anpV2 and al the unsigned qualifying properties covered by its electronic time-stamp have
the same parent, this qualifying property shall use the implicit mechanism. The electronic time-stamp's message imprint
computation input shall be the result of taking those of the qualifying unsigned properties listed below that appear
before the Ref sOnl yTi meSt anpV2 in their order of appearance within the Unsi gnedSi gnat ur eProperti es
element, canonicalizing each one as specified in clause 4.5, and concatenating the resulting octet streams:

The Conpl et eCerti fi cat eRef sV2 qualifying property.

The Conpl et eRevocat i onRef s qualifying property.

TheAttributeCertifi cat eRef sV2 quaifying property if it ispresent. And

TheAttri but eRevocati onRef s qualifying property if it is present.

A.1.5.2.3 Distributed case

When Ref sOnl yTi meSt anpV2 and some of the unsigned qualifying properties covered by its electronic time-stamp
do not have the same parent, one | ncl ude element shall be generated for each unsigned qualifying property that shall
be time-stamped by the electronic time-stamp in the order they appear listed below:

. The Conpl et eCerti fi cat eRef sV2 qualifying property.
. The Conpl et eRevocat i onRef s qualifying property.
. TheAttributeCertifi cat eRef sV2 quaifying property if it ispresent. And
. TheAttri but eRevocati onRef s qualifying property if it is present.
The URI attributes shall be built following the rules stated in clause 5.1.4.3.1.
The electronic time-stamp's message imprint computation input shall be built as indicated below:
1) Initializethe final octet stream as an empty octet stream. And

2)  Take each unsigned qualifying property listed above in the order they have been listed above (this order shall
be the same asthe order the | ncl ude elements appear in the qualifying property). For each one extract
comment nodes, canonicalize it as specified in clause 4.5, and concatenate the resulting octet stream to the
final octet stream.
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Annex B (normative):
XML Schema files

B.1 XML Schema file location for namespace
http://uri.etsi.org/01903/v1.3.2#

Thefile at http://uri.etsi.org/01903/v1.3.2/X AdES01903v132-201506.xsd (X AJES01903v132-201506.xsd) contains the
definitions of qualifying properties defined within the namespace whose URI value is http://uri.etsi.org/01903/v1.3.2#.

B.2 XML Schema file location for namespace
http://uri.etsi.org/01903/v1.4.1#

Thefile at http://uri.etsi.org/01903/v1.4.1/X AdES01903v141-201506.xsd (XAdES01903v141-201506.xsd) contains the
definitions of qualifying properties defined within the namespace whose URI value is http://uri.etsi.org/01903/v1.4.1#.
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Annex C (normative):
Deprecated qualifying properties

The qualifying properties, specified in ETSI TS 101 903 [i.2] V1.4.2 and listed below, are deprecated. XAdES
signatures shall not include any of these qualifying properties.

1)

2)

3)

The Si gni ngCerti fi cat e qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the

Si gni ngCerti fi cat eV2 qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, specified in clause 5.2.2 of the present document, shall be used.

The Si gnat ur eProducti onPl ace qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the

Si gnat ur ePr oduct i onPl aceV2 qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, specified in clause 5.2.5 of the present document, shall be used.

The Si gner Rol e qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the Si gner Rol eV2
qualifying property defined in the namespace whose URI is http://uri.etsi.org/01903/v1.3.2#, specified in
clause 5.2.6 of the present document, shall be used.

The Conpl et eCerti fi cat eRef s qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the

Conpl eteCerti fi cat eRef sV2 qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.4.1#, specified in clause A.1.1 of the present document, shall be used.

TheAttributeCertifi cat eRefs quaifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the
AttributeCertificat eRefsV2 qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.4.1#, specified in clause A.1.3 of the present document, shall be used.

The Si gAndRef sTi meSt anp qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the

Si gAndRef sTi neSt anpV2 qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.4.1#, specified in clause A.1.3 of the present document, shall be used. And

The Ref sOnl yTi meSt anp qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.3.2#, and specified in ETSI TS 101 903 [i.2] V1.4.2. Instead the

Ref sOnl yTi neSt anp V2 qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.4.1#, specified in clause A.1.3 of the present document, shall be used.

NOTE 1: TheAr chi veTi meSt anp qualifying property defined in the namespace whose URI is

http://uri.etsi.org/01903/v1.3.2# had already been obsoleted in ETSI TS 101 903 [i.2] V1.4.2 by the
Ar chi veTi meSt anp qualifying property defined in the namespace whose URI is
http://uri.etsi.org/01903/v1.4.1#, which is the one defined and allowed by the current document.

NOTE 2: For legacy XAdES baseline signatures requirements see clause 6.4.
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Annex D (informative):
Change History

date

Version

Information about changes

November 2013

Vv0.0.3

Include an extension mechanism to Si gnedSi gnat ur ePr operti es and

Si gnedDat aCbj ect Properti es.

Restructuring of the document to align with ETSI EN 319 122, addition of new
properties: Si gni ngCerti ficate, Si gnerRol e, Si gnat ur ePol i cySt or age,
RenewedDi gest, and SPDocSpeci f i cat i on qualifier in namespace whose URI is
http://uri.etsi.org/19132/v1.1.1#.

December 2014

V0.0.6

Implemeted change of structure within the standard and this part for making the
Baseline Profile the center of gravity of the standard.

Implemented new introduction and scope in line with the strategy agreed by ESI on the
scope of the standards. Implemented resolutions to comments to v0.0.6 regarding,

January 2015 Vvo.0.7 among others to terminology (levels instead forms) and legacy signatures. Containers of
properties defined in new namespace. Further alignment with CAdES implemented.

February 2015 V0.0.9 Th_e spec_ification of th_e four levels for baseline signatures is made in one single table
using a different notation.

April 2015 V0.0.10 |Final draft for ETSI ESI approval.

June 2015 V0.0.11 |Final approved draft by ETSI ESI.
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