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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the combined Public Enquiry and V ote phase of the ETSI standards EN
Approva Procedure.

The present document is part 1 of a multi-part deliverable covering CAdES digital signatures as identified below:
Part 1: " Building blocksand CAdES baseline signatures’;
Part 2. "Extended CAdES signatures’.

The present document partly contains an evolved specification of the ETSI TS 101 733 [1] and ETSI TS 103 173i.1].

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Electronic commerce has emerged as a frequent way of doing business between companies across local, wide area and
global networks. Trust in this way of doing businessis essentia for the success and continued devel opment of
electronic commerce. It is therefore important that companies using this el ectronic means of doing business have
suitable security controls and mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect digital signatures are an important security component that can be used to protect
information and provide trust in electronic business.

The present document isintended to cover digital signatures supported by PKI and public key certificates, and aimsto
meet the general requirements of the international community to provide trust and confidence in electronic transactions,
including, amongst other, applicable requirements from Regulation (EU) No 910/2014 [i.13].
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The present document can be used for any transaction between an individual and a company, between two companies,
between an individual and a governmental body, etc. The present document is independent of any environment. It can
be applied to any environment e.g. smart cards, GSM SIM cards, special programs for electronic signatures, etc.

The present document is part of a rationalized framework of standards (see ETSI TR 119 000 [i.2]). See
ETSI TR 119 100 [i.4] for getting guidance on how to use the present document within the aforementioned framework.

ETSI



7 Draft ETSI EN 319 122-1 V1.0.0 (2015-06)

1 Scope

The present document specifies CAJES digital signatures. CAdES signatures are built on CM S signatures [7], by
incorporation of signed and unsigned attributes, which fulfil certain common requirements (such as the long term
validity of digital signatures, for instance) in a number of use cases.

The present document specifies the ASN.1 definitions for the aforementioned attributes as well as their usage when
incorporating them to CAdES signatures.

The present document specifies formats for CAdES baseline signatures, which provide the basic features necessary for a
wide range of business and governmental use cases for electronic procedures and communications to be applicableto a
wide range of communities when there is a clear need for interoperability of digital signatures used in electronic
documents.

The present document defines four levels of CAdES baseline signatures addressing incremental requirements to
maintain the validity of the signatures over the long term, in away that a certain level always addresses all the
requirements addressed at levels that are below it. Each level requires the presence of certain CAdES attributes, suitably
profiled for reducing the optionality as much as possible.

Procedures for creation and validation of CAJES digital signatures are out of scope and specified in
ETSI EN 319 102-1 [i.5].

The present document aims at supporting digital signaturesin different regulatory frameworks.

NOTE: Specificaly, but not exclusively, CAdES digital signatures specified in the present document aim at
supporting electronic signatures, advanced electronic signatures, qualified electronic signatures,
electronic seal's, advanced electronic seals, and qualified electronic seals as per Regulation (EU)

No 910/2014 [i.13].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 101 733 (V2.2.1): "Electronic Signatures and Infrastructures (ESl); CMS Advanced
Electronic Signatures (CAdES)".

[2] IETF RFC 2045 (1996): "Multipurpose Internet Mail Extensions (MIME) Part One: Format of
Internet Message Bodies'.

[3] IETF RFC 2634 (1999): "Enhanced Security Servicesfor SSMIME".

[4] IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".

[5] IETF RFC 5035 (2007): "Enhanced Security Services (ESS) Update: Adding CertID Algorithm
Agility".

[6] IETF RFC 5280 (2008): "Internet X.509 Public Key Infrastructure Certificate and Certificate

Revocation List (CRL) Profile".

NOTE: Obsoletes IETF RFC 3280.
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[7]

NOTE:

(8]

NOTE:

[9]
[10]

[11]

NOTE:

[12]

[13]

[14]

NOTE:

[15]

[16]

[17]

[18]

2.2
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IETF RFC 5652 (2009): " Cryptographic Message Syntax (CMS)".

Obsoletes RFC 3852.

IETF RFC 5755 (2010): "An Internet Attribute Certificate Profile for Authorization".

Obsoletes IETF RFC 3281.

IETF RFC 5816 (2010): "ESSCertIDv2 Update for RFC 3161".

IETF RFC 5911 (2010): "New ASN.1 Modules for Cryptographic Message Syntax (CMS) and
SIMIME".

IETF RFC 5912 (2010): "New ASN.1 Modules for the Public Key Infrastructure Using X.509
(PKIX)".

Updated by IETF RFC 6268.

IETF RFC 6268 (2011): "Additional New ASN.1 Modules for the Cryptographic Message Syntax
(CMS) and the Public Key Infrastructure Using X.509 (PK1X)".

IETF RFC 5940 (2010): "Additional Cryptographic Message Syntax (CMS) Revocation
Information Choices'.

IETF RFC 6960 (2013): "X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP".

Obsoletes |IETF RFC 2560.

Recommendation ITU-T X.520 (11/2008)/1SO/I EC 9594-6:2008): "Information technology -
Open Systems Interconnection - The Directory: Selected attribute types”.

Recommendation ITU-T X.680 (2008): "Information technology - Abstract Syntax Notation One
(ASN.1): Specification of basic notation".

Recommendation I TU-T X.690 (2008): "Information technology - ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER)".

OASIS Standard " Security Assertion Markup Language (SAML) V2.0".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]
[i.2]

[i.3]

[i.4]

[i.5]

ETSI TS 103 173: "Electronic Signatures and Infrastructures (ESI); CAJES Baseline Profile”.

ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); Rationalized structure for
Electronic Signature Standardization"”.

ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); Definitions and
abbreviations'.

ETSI TR 119 100: "Electronic Signatures and I nfrastructures (ESI); Business Driven Guidance for
Signature Creation and Validation"”.

ETSI EN 319 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Signature
Creation and Validation".
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ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 2: Extended CAdES signatures’.

[1.7] ETSI TS 119 172-1: "Electronic Signatures and Infrastructures (ESI); Signature policies;
Part 1: Building blocks and table of contents for human readable signature policy documents ™.

[i.8] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites'.

[1.9] ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol and
time-stamp profiles’.

[i.10] ETSI TS 101 533-1: "Electronic Signatures and Infrastructures (ESI); Data Preservation Systems
Security; Part 1: Requirements for Implementation and Management".

[i.11] ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

[i.12] Commission Decision 2009/767/EC of 16 October 2009 amended by CD 2010/425/EU of 28 July
2010, setting out measures facilitating the use of procedures by electronic means through the
"points of single contact” under Directive 2006/123/EC of the European Parliament and of the
Council on servicesin the internal market.

[i.13] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactionsin the internal market and
repealing Directive 1999/93/EC. OJL 257, 28.8.2014, p. 73-114.

[i.14] IETF RFC 3851 (2004): " Secure/Multipurpose I nternet Mail Extensions (SMIME) Version 3.1
Message Specification”.

[i.15] IETF RFC 4998 (2007): "Evidence Record Syntax (ERS)".

[i.16] Recommendation ITU-T X.208 (1988): " Specification of Abstract Syntax Notation One (ASN.1)".

[1.17] Recommendation ITU-T X.501 (2008)/1SO/IEC 9594-1 (2008): "Information technology - Open
Systems Interconnection - The Directory: Models".

[1.18] Recommendation ITU-T X.509 (2008)/1SO/IEC 9594-8 (2008): "Information technology - Open
Systems Interconnection - The Directory: Public-key and Attribute Certificate frameworks'.

[i.19] Recommendation ITU-T X.683 (2008): "Information technology - Abstract Syntax Notation One
(ASN.1): Parameterization of ASN.1 specifications'.

[i.20] ETSI TS101 733 (V2.1.1): "Electronic Signatures and Infrastructures (ESI); CMS Advanced
Electronic Signatures (CAdES)".

3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETS| TR 119 001 [i.3] and the following

apply:

CAdES signature: digital signature that satisfies the requirements specified within ETSI EN 319 122 part 1 or

part 2 [i.6]

Certificate Revocation List (CRL): signed list indicating a set of public key certificates that are no longer considered
valid by the certificate issuer

digital signature: data appended to, or a cryptographic transformation (see cryptography) of a data unit that allows a
recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the

recipient

ETSI
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electronic time-stamp: datain electronic form which binds other electronic datato a particular time establishing
evidence that these data existed at that time

NOTE: Inthecase of IETF RFC 3161 [4] protocol, the electronic time-stamp isreferring to the
ti meSt anpToken field withinthe Ti neSt anpResp element (the TSA's response returned to the
requesting client).

Legacy CAJES 101 733 signature: digital signature generated according to ETSI TS 101 733 [1]
Legacy CAdES baseline signature: digital signature generated accordingto ETSI TS 103 173 [i.1]

Legacy CAdES signature: legacy CAdES 101 733 signature or alegacy CAdES baseline signature

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TR 119 001 [i.3] and the following apply:
ATSv2 archive-time-stamp attribute
NOTE: Asdefinedinclause A.2.4.
ATSv3 archive-time-stamp-v3 attribute

NOTE: Asdefinedin clause5.5.3.

4 General syntax

4.1 General requirements

CAdES signatures shall build on Cryptographic Message Syntax (CMYS), as defined in IETF RFC 5652 [7], by
incorporation of signed and unsigned attributes as defined in clause 5.1.

CAdES signatures shall comply with clauses 2, 3, 4 and 5 of IETF RFC 5652 [7].

The following clauses list the types that are used in the attributes described in clause 5.1.

4.2 The dat a content type

The dat a content type shall be asdefined in CM S (IETF RFC 5652 [7], clause 4). It is used to refer to arbitrary octet
strings.

NOTE: Thedat a content typeisidentified by the object identifier i d- data OBJECT | DENTI FIER ::= {
i so(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkes7(7) 1 }.

4.3 The si gned- dat a content type

Thesi gned- dat a content type shall be as defined in CMS (IETF RFC 5652 [7], clause 5). It represents the content
to sign and one or more signature val ues.

4.4 The Si gnedDat a type

The Si gnedDat a type shall be as defined in CMS (IETF RFC 5652 [7], clause 5.1). The CMBVer si on shall be set to
either 1 or 3 as specified in clause 5.1 of IETF RFC 5652 [7].

Si gnedDat a. xxx refersto the element xxx within the Si gnedDat a type, like for example

Si gnedDat a. certifi cates,or Si gnedDat a. crl s. Inthesameway, if xxx is of type XXX,
Si gnedDat a. xxx. yyy isused to refer to the element yyy of type XXX, like for example

Si gnedData. crls.crl orSi gnedDat a. crl s. ot her.
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NOTE: Clause5.1 of IETF RFC 5652 [7] requiresthat the CMS Si gnedDat a version be set to 3 if certificates
from Si gnedDat a ispresent AND (any version 1 attribute certificates are present OR any
Si gner | nf o structures are version 3 OR eCont ent Type fromencapCont ent | nf o is other than
i d- dat a). Otherwise, the CMS Si gnedDat a versionisrequired to be set to 1.

4.5 The Encapsul at edCont ent | nf o type

The Encapsul at edCont ent | nf o type shall be asdefined in CMS (IETF RFC 5652 [7], clause 5.2).

For the purpose of long-term validation, either the eCont ent should be present, or the datathat is signed should be
archived in such away asto preserve any data encoding.

NOTE 1: Itisimportant that the OCTET STRING used to generate the signature remains the same every time
either the verifier or an arbitrator validates the signature.

NOTE 2: TheeCont ent isoptional in CMS:

" When it is present, this allows the signed data to be encapsulated in the Si gnedDat a structure
which then contains both the signed data and the signature. However, the signed data can only be
accessed by a verifier able to decode the ASN.1 encoded Si gnedDat a structure.

" When it ismissing, this allows the signed data to be sent or stored separately from the signature,
and the Si gnedDat a structure only contains the signature. Under these circumstances, the data
object that is signed needs to be stored and distributed in such a way as to preserve any data
encoding.

4.6 The Si gner | nf o type

The Si gner | nf o type of the digital signature shall be as defined in CMS (IETF RFC 5652 [7], clause 5.3).

The per-signer information is represented in the type Si gner | nf 0. In the case of multiple parallel signatures, thereis
oneinstance of thisfield for each signer.

The degenerate case where there are no signers shall not be used.

4.7 ASN.1 Encoding
4.7.1 DER

Distinguished Encoding Rules (DER) for ASN.1 types shall be as defined in Recommendation ITU-T X.690 [17].

4.7.2 BER

If Basic Encoding Rules (BER) are used for some ASN.1 types, it shall be as defined in Recommendation
ITU-T X.690 [17].

4.8 Other standard data structures

4.8.1  Time-stamp token format
TheTi meSt anpToken type shall be as defined in IETF RFC 3161 [4] and updated by IETF RFC 5816 [9].

NOTE: Time-stamp tokens are profiled in ETSI EN 319 422 [i.9].

4.8.2  Additional types

TheVi si bl eString,BMPString,l A5String, General i zedTi me and UTCTi ne types shall be as defined
in Recommendation ITU-T X.680 [16].

TheDi rectoryStri ng type shall be as defined in Recommendation ITU-T X.520[15].
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TheAttributeCertifi cat e typeshal beasdefined in IETF RFC 5755 [8] which is compatible with the
definition in Recommendation ITU-T X.509 [i.18].

The Responder | D, OCSPResponse and Basi cOCSPResponse types shall be asdefined in
IETF RFC 6960 [14].

TheName, CertificateandAl gorithm dentifi er typesshall beasdefinedin IETF RFC 5280 [6].

TheAttri but e typeshall be asdefined in IETF RFC 5280 [6] which is compatible with the definition in
Recommendation ITU-T X.501 [i.17].

TheCertificateLi st typeshall beasdefined in IETF RFC 5280 [6] which is compatible with the X.509 v2 CRL
syntax in Recommendation ITU-T X.509 [i.18].

The Revocat i onl nf oChoi ces type shall be as defined in IETF RFC 5652 [7].

4.9 Attributes

Clause 5 provides details on attributes specified within CMS (IETF RFC 5652 [7]), ESS (IETF RFC 2634 [3] and
IETF RFC 5035 [5]), and defines new attributes for building CAdES signatures.

The clause distinguishes between two main types of attributes: signed attributes and unsigned attributes. The first ones
are attributes that are covered by the signature produced by the signer, which implies that the signer has processed these
attributes before creating the signature. The unsigned attributes are added by the signer, by the verifier or by other
parties after the production of the signature. They are not secured by the signature in the Si gner | nf o element (the
one computed by the signer); however they can be actually covered by subsequent times-stamp attributes.

Signed and unsigned attributes are stored, respectively, inthesi gnedAt t r s and unsi gnedAt t r s fields of
Si gner | nf o (see clause 4.6).

5 Attribute semantics and syntax

5.1 CMS defined basic signed attributes
5.1.1 The cont ent - t ype attribute

Semantics

Thecont ent - t ype atribute isasigned attribute.

Thecont ent - t ype attribute indicates the type of the signed content.

SyntaxThecont ent - t ype attribute shall be as defined in CMS (IETF RFC 5652 [7], clause 11.1).

NOTE: Assdtatedin IETF RFC 5652 [7], the content of Cont ent Type (the value of the attribute cont ent -
t ype) isthe same asthe eCont ent Type of the Encapsul at edCont ent | nf o value being signed.

5.1.2 The nessage- di gest attribute

Semantics

Themessage- di gest attribute isasigned attribute.

Themessage- di gest attribute specifies the message digest of the content being signed.

SyntaxThe nessage- di gest attribute shall be as defined in CMS (IETF RFC 5652 [7], clause 11.2).

The message digest calculation process shall be as defined in CM S (IETF RFC 5652 [7], clause 5.4).
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5.2 Basic attributes for CAdES signatures
5.2.1  The si gni ng-ti ne attribute

Semantics
Thesi gni ng-ti ne attribute isasigned attribute.

Thesi gni ng-ti me attribute shall specify the time at which the signer claims to having performed the signing
process.

Syntax
Thesi gni ng-t i ne attribute shall be as defined in CMS (IETF RFC 5652 [7], clause 11.3).

5.2.2 Signing certificate reference attributes

5.2.2.1 General requirements
Semantics
The attributes specified in sub-clauses below shall contain one reference to the signing certificate.

The attributes specified in sub-clauses below may contain references to some of or al the certificates within the signing
certificate path, including one reference to the trust anchor when thisis a certificate.

For each certificate, these attributes shall contain a digest value.

NOTE 1: For instance, the signature validation policy can mandate other certificates to be present which can
include all the certificates up to the trust anchor.

NOTE 2: IETF RFC 2634 [3] and IETF RFC 5035 [5] state that the first certificate in the sequence is the certificate
used to verify the signature and that other certificates in the sequence can be attribute certificates or other
certificate types.

5.2.2.2 ESS si gning-certificat e attribute

Semantics

The ESSsi gni ng-certifi cat e attributeisasigned attribute.

The ESSsi gni ng-certi fi cat e attribute isasigning certificate attribute using the SHA-1 hash algorithm.
Syntax

Thesi gni ng-certifi cat e attribute shall be as defined in Enhanced Security Services (ESS),
IETF RFC 2634 [3], clause 5.4, and further specified in the present document.

NOTE 1: Thecert Hash from ESSCer t | Dis computed using SHA-1 over the entire DER encoded certificate
(IETF RFC 2634 [3]).

Thepol i ci es field shal not be used.

If thei ssuer AndSeri al Nunber fieldinSi gner |l denti fi er field of the Si gner | nf o and the
i ssuer Seri al fieldin ESSCer t | Dare present, they shall match.

NOTE 2: Theinformationinthel ssuer Seri al element isonly ahint that can help to identify the certificate
whose digest matches the value present in the reference. But the binding information is the digest of the
certificate.
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5.2.2.3 ESS si gni ng-certificate-v2 attribute
Semantics
The ESSsi gni ng-certificate-v2 atributeisasigned attribute.

TheESS si gni ng-certificate-v2 attribute is asigning certificate attribute using a hash a gorithm different
from SHA-1.

Syntax

Thesi gni ng-certificat e-v2 attribute shall be as defined in "ESS Update: Adding CertID Algorithm Agility”,
IETF RFC 5035 [5], clause 4 "Insert New Section 5.4.1.1 'Certificate Identification Version 2" and further specified in
the present document.

NOTE 1. Thecert Hash from ESSCer t | Dis computed over the entire DER encoded certificate
(IETF RFC 5035 [5]).

Thepol i ci es field shall not be used. If thei ssuer AndSer i al Nunber fieldin Si gnerl dentifi er field of
the Si gner | nf o andthei ssuer Seri al fieldin ESSCer t | D are present, they shall match.

NOTE 2: Theinformationinthel ssuer Seri al elementisonly ahint that can help to identify the certificate
whose digest matches the value present in the reference. But the binding information is the digest of the
certificate.

5.2.3 The comm t nent -t ype-i ndi cati on attribute
Semantics
Thecommi t ment -t ype-i ndi cat i on attribute shall be a signed attribute that qualifies the signed data object.

Thecommi t ment -t ype-i ndi cat i on attribute shall indicate acommitment made by the signer when signing the
data object.

NOTE 1: The commitment type can be:

L] defined as part of the signature policy, in which case, the commitment type has precise semantics
that are defined as part of the signature policy; or

" be aregistered type, in which case, the commitment type has precise semantics defined by
registration, under the rules of the registration authority. Such aregistration authority can be a
trading association or alegidlative authority.

NOTE 2: The specification of commitment type identifiersis outside the scope of the present document. For alist
of predefined commitment type identifiers, see the document on signature policies,
ETSI TS119172-1[i.7].

Syntax
Thecomi t ment -t ype- i ndi cat i on attribute shall contain exactly one component of At t ri but eVal ue type.

Thecommi t ment -t ype-i ndi cat i on attribute value shall be an instance of Commi t ment Typel ndi cati on
ASN.1 type.

Thecommi t ment -t ype-i ndi cat i on attribute shall beidentified by thei d- aa- et s- conmi t ment Type OID.

Thecommi t ment TypeQual i fi er field provides means to include additional qualifying information on the
commitment made by the signer.
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The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa- et s-conmitment Type OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 16}
Conmi t nent Typel ndi cation ::= SEQUENCE {
conmi t ment Typel d Commi t ment Typel denti fi er,

conmi t ment TypeQual i fier SEQUENCE SIZE (1..MAX) OF Commitnent TypeQualifier OPTI ONAL
}

Commi t ment Typel dentifier ::= OBJECT | DENTI FI ER
Conmi t nent TypeQual i fier ::= SEQUENCE {
comm tnentQualifierld COWM TMENT- QUALI FI ER. &i d,
qualifier COWM TMENT- QUALI FI ER &Qual i fi er OPTI ONAL

}

COVM TMENT- QUALI FI ER ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Qual ifier OPTI ONAL }
W TH SYNTAX {
COWMM TMENT- QUALI FIER- 1D & d
[ COVMM TMENT- TYPE &ual ifier] }

5.2.4  Attributes for identifying the signed data type
5.24.1 The cont ent - hi nt s attribute

Semantics
Thecont ent - hi nt s attribute shall be asigned attribute.
Thecont ent - hi nt s attribute shall not be used within a countersignature.

The cont ent - hi nt s attribute shall provide information on the innermost sighed content of a multi-layer message
where one content is encapsulated in another.

Syntax

Thecont ent - hi nt s attribute shall be as defined in ESS (IETF RFC 2634 [3], clauses 1.3.4 and 2.9).
Thecont ent Descri pti on may be used to complement acont ent Type defined el sewhere.
When used to indicate the precise format of the data to be presented to the user:

. the cont ent Type shall indicate the type of the associated content. It is an object identifier assigned by an
authority that defines the content type; and

. whenthecont ent Type isi d- dat a (seeclause4.2) thecont ent Descri pti on shal definethe
presentation format.

When the format of the content is defined by MIME types:
. the cont ent Type shall bei d- dat a (see clause 4.2);

. thecont ent Descri pti on shall be used to indicate the encoding and the intended presentation application
of the data, in accordance with the rules defined in IETF RFC 2045 [2]; see annex D for an example of
structured contents and MIME.

5.24.2 The m me- t ype attribute

Semantics

Them ne- t ype attribute shall be a signed attribute.

The m ne- t ype attribute shall not be used within a countersignature.

Them me- t ype attribute shall indicate the mime-type of the signed data.

ETSI



16 Draft ETSI EN 319 122-1 V1.0.0 (2015-06)
NOTE 1. Thisattributeissimilar in spirit to thecont ent Descri pti on field of thecont ent - hi nt s
attribute, but can be used without a multi-layered document.
Syntax
Them me-t ype attribute shall contain exactly one component of At t ri but eVal ue type.
Them me-t ype attribute value shall be aninstance of M meType ASN.1 type.
Them me- t ype attribute shall be identified by thei d- aa- et s- m nmeType OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-m meType OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4) etsi(0)
el ectronic-signature-standard (1733) attributes(2) 1}

M neType: : = UTF8String

The M meType shal indicate the encoding and the intended presentation application of the signed data. The content of
M meType shal be in accordance with the rules defined in IETF RFC 2045 [2].

NOTE 2: See annex D for an example of structured contents and MIME.

5.25 Thesigner-I ocati on attribute
Semantics
Thesi gner -1 ocat i on attribute shall be a signed attribute.

Thesi gner - | ocat i on attribute shall specify an address associated with the signer at a particular geographical (e.g.
city) location.

Syntax

Thesi gner -1 ocat i on attribute shall contain exactly one component of At t ri but eVal ue type.
Thesi gner -1 ocat i on attribute value shall be an instance of Si gner Locat i on ASN.1 type.
Thesi gner -1 ocat i on attribute shall beidentified by thei d- aa- et s- si gner Locat i on OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d- aa- et s-signerLocation OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 17 }
Si gnerLocation ::= SEQUENCE { -- at |east one of the follow ng shall be present
count ryNane [0] DirectoryString OPTIONAL, -- As used to name a Country in X 520
localityNane [1] DirectoryString OPTIONAL, -- As used to name a locality in X 520

post al Address [2] Postal Address OPTI ONAL
}

Post al Address ::= SEQUENCE SI ZE(1..6) OF DirectoryString{maxSi ze}
-- maxSi ze paranetrization as specified in X 683

At least one of the fieldscount r yName, | ocal i t yName or post al Addr ess shall be present.
The content of count r yNane should be used to name a country a specified in X.520 [15], clause 6.3.1.

The content of | ocal i t yName should be used to name alocality a specified in X.520 [15], clause 6.3.2.

5.2.6 Incorporating attributes of the signer

5.26.1 The si gner-attri but es-v2 attribute
Semantics

Thesi gner-attributes-v2 attribute shall be asigned attribute.
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The signer attributes shall encapsulate signer attributes (e.g. role). This attribute may encapsulate:

. attributes claimed by the signer;

. attributes certified in attribute certificates issued by an Attribute Authority; or/and

e  assertionssigned by athird party.
Syntax
Thesi gner-attri but es-v2 attribute shall contain exactly one component of At t ri but eVal ue type.
Thesi gner-attri but es-v2 attribute value shall be aninstance of Si gner At t ri but evV2 ASN.1 type.
Thesi gner-attribut es-v2 attribute shall be identified by thei d- aa- et s-si gner Att r V2 OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-signerAttrV2 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1) 1 }
SignerAttributeV2 ::= SEQUENCE {
cl ai medAttributes [0] dainmedAttributes OPTI ONAL,
certifiedAttributesV2 [1] CertifiedAttributesV2 OPTI ONAL,
si gnedAssertions [2] SignedAssertions OPTI ONAL
}
Clai nedAttributes ::= SEQUENCE OF Attribute
CertifiedAttributesV2 ::= SEQUENCE OF CHO CE {
attributeCertificate [0] AttributeCertificate,
otherAttributeCertificate [1] O herAttributeCertificate
}
O herAttributeCertificate ::= SEQUENCE {
otherAttributeCertI D OTHER- ATTRI BUTE- CERT. &i d,
ot her Attri buteCert OTHER- ATTRI BUTE- CERT. &t her Attri but eCert OPTI ONAL
}
OTHER- ATTRI BUTE- CERT :: = CLASS {

& d OBJECT | DENTI FI ER UNI QUE,
& herAttributeCert OPTI ONAL }
W TH SYNTAX {
OTHER- ATTRI BUTE- CERT- | D & d
[ OTHER- ATTRI BUTE- CERT- TYPE & herAttributeCert] }

Si gnedAssertions ::= SEQUENCE OF Si gnedAssertion

Si gnedAssertion ::= SEQUENCE {
si gnedAssertionl D S| GNED- ASSERTI ON. & d,
si gnedAssertion S| GNED- ASSERTI ON. &Asserti on OPTI ONAL

}

S| GNED- ASSERTI ON: : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Assertion OPTI ONAL }
W TH SYNTAX {
S| GNED- ASSERTI ON- 1 D & d
[ SI GNED- ASSERTI ON- TYPE ~ &Assertion] }

AttributeandAttri buteCertifi cate shal beasdefinedin clause 4.8.2.

Thecl ai medAtt ri but es field shall contain a sequence of attributes claimed by the signer but which are not
certified. These signer attributes are expressed using At t r i but e types.

NOTE 1. A user who wants to add a claimed role attribute can use the Rol eAt t ri but e asdefined in
X.5097i.18].

NOTE 2: Clause 5.2.6.2 defines a new attribute that can be used to describe a claimed role by encapsulating a
SAML assertion.
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ThecertifiedAttributes field shall contain a non-empty sequence of certified attributes. These signer attributes
shall be expressed by:
. attributeCertificate: anattribute certificate issued to the signer by an Attribute Authority (AA); or

. otherAttributeCertificate: an attribute certificate (issued, in consequence, by an Attribute
Authority) in different syntax than the one used for X509 attribute certificates. The definition of specific
otherAttributeCertificates isoutsideof the scope of the present document.

Thesi gnedAssert i ons field shall contain a non-empty sequence of assertions signed by athird party.

NOTE 3: A signed assertion is stronger than a claimed attribute, since athird party asserts with a signature that the
attribute of the signer isvalid. However, it may be less restrictive than an attribute certificate.

The definition of specific si gnedAsserti ons isoutside of the scope of the present document. Any assertion
encapsulated within this sequence shall be signed by third party.

NOTE 4: A possible content of such aqualifier can be asigned SAML assertion, see of SAML [18].

Empty si gner - attri but es- v2 shal not be created.

5.2.6.2 claimed-SAML-assertion
Semantics
Thecl ai med- SAML- asserti on isaclamed assertion that shall include a SAML assertion.

Thecl ai med- SAML- asserti on maybeusedinacl ai medAt tri but es field of thesi gner-attri but es-
v2 attribute. It shall not be used anywhere else.

Syntax

Thecl ai med- SAML- assertionisof ASN.1typeAttri bute.

Thecl ai med- SAML- asser ti on shall contain exactly one component of At t r i but eVal ue type.
Thecl ai med- SAML- asser ti on value shall be aninstance of Cl ai medSAMLAsser ti on ASN.1 type.
Thecl ai med- SAML- asserti on shall beidentified by thei d- aa- et s- ¢l ai nedSAM. OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-clai medSAML OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1) 2 }

Cl ai mredSAMLAssertion ::= OCTET STRI NG

Thevalue of C ai mredSAM_Assert i on shall contain the byte representation of SAML assertion as defined in
SAML [18].

5.2.7  The count er si gnat ur e attribute
Semantics
Thecount er si gnat ur e attribute is an unsigned attribute.

Thecount er si gnat ur e attribute shall include a counter signature on the CAdES signature where this attribute is
included.

Syntax

The count er si gnat ur e attribute shall be asdefined in CMS (IETF RFC 5652 [7], clause 11.4).
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5.2.8 The cont ent -t i ne- st anp attribute
Semantics
Thecont ent - t i me- st anp attribute shall be a signed attribute.

Thecont ent - t i me- st anp attribute shall encapsulate one time-stamp token of the signed data content before it is
signed.

Syntax

Thecont ent - t i me- st anp attribute shall contain exactly one component of At t ri but eVal ue type.
Thecont ent - ti ne- st anp attribute value shall be an instance of Cont ent Ti mest anp ASN.1 type.
Thecont ent - t i me- st anp attribute shall beidentified by thei d- aa- et s- cont ent Ti mest anp OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-content Ti mestanp OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 20 }

Cont ent Ti mest anp: : = Ti meSt anpToken
Thevalue of nessagel npri nt of Ti meSt anpToken (see clause 4.8.1) shall be a hash of:
e thevalueof eCont ent inthe case of an attached signature; or
e theexternal datain the case of adetached signature.
In both cases, the hash shall be computed over the raw data, without ASN.1 tag and length.
529 Thesignature-policy-identifier attribute and the
Si gPol i cyQual i fierlnfo type
5.29.1 The si gnat ur e-pol i cy-identifier attribute
Semantics
Thesi gnat ure-policy-identifier attributeshal be asigned attribute.
Thesi gnat ure-policy-identifier shal containan explicit identifier of the signature policy.
Syntax

Thesi gnat ure-policy-identifier attribute shall contain exactly one component of At t ri but eVal ue
type.

Thesi gnat ure-policy-identifier atributevalue shal be aninstance of
Si gnaturePol i cyl dentifier ASN.1type

Thesi gnat ur e- pol i cy-identifi er attribute shall beidentified by thei d- aa- et s-si gPol i cyl d OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs9(9) smine(16) id-aa(2) 15 }

SignaturePolicyldentifier ::= CHO CE {

signaturePolicyld Si gnat urePol i cyl d,

signaturePolicylnplied SignaturePolicylnplied -- not used in this version
}
Si gnaturePolicyld ::= SEQUENCE {

sigPolicyld Si gPol i cyl d,

si gPol i cyHash Si gPol i cyHash,

sigPolicyQualifiers SEQUENCE SIZE (1..MAX) OF SigPolicyQualifierlnfo OPTI ONAL
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Si gnaturePolicylnplied ::= NULL

SigPolicyld ::= OBJECT | DENTI FI ER

Si gPol i cyHash :: = O her HashAl gAndVal ue

O her HashAl gAndVal ue :: = SEQUENCE {
hashAl gorithm Al gorithm dentifier,
hashVal ue O her HashVal ue }

Q her HashVal ue :: = OCTET STRI NG

Thesi gnat ur ePol i cyl npl i ed choice shall not be used.

Thesi gPol i cyl d field shall contain an object-identifier that uniquely identifies a specific version of the signature
policy.

Thesi gPol i cyHash field shall contain the identifier of the hash algorithm and the hash of the value of the
signature policy. The hashVal ue withinthesi gPol i cyHash may be set to zero to indicate that the policy hash
value is not known.

NOTE: Theuseof azero-si gPol i cyHash valueisto ensure backwards compatibility with earlier versions of
ETSI TS101 733 [1].

The input to hash computation of si gPol i cyHash depends on the technical specification of the signature policy. In
the case where the specification is not clear from the context of the signature, the sp- doc- speci fi cati on
qualifier shall be used to identify the used specification.

Thesi gPol i cyQual i fi ers field may further qualify the si gnat ur e- pol i cy-i denti fi er attribute. It
contains a sequence of instances of Si gPol i cyQual i fi er| nf o typewhichisdefined in clause 5.2.9.2.

Thesi gPol i cyQual i fi ers field may contain one or more qualifiers of the same type.
5.2.9.2 The SigPolicyQualifierinfo type
Semantics

The Si gPol i cyQual i fi er | nf o type may be used to further qualify thesi gnat ure-pol i cy-identifier
attribute.

Three qualifiersfor the signature policy have been identified so far:
. aURI or URL where a copy of the signature policy document can be obtained (an element of type SPur i );

. auser notice that should be displayed whenever the signature is validated (an element of type
SPUser Not i ce); and

. an identifier of the technical specification that defines the syntax used for producing the signature policy
document (an element of type SPDocSpeci fi cati on).

Syntax

The ASN.1 definition of the Si gPol i cyQual i fi er | nf o qualifier shall be asdefined in annex C and is copied
here for information:

SigPolicyQualifierlnfo ::= SEQUENCE {
sigPolicyQalifierld SIG POLICY-QUALIFIER & d ({SupportedSi gPolicyQualifiers}),
qualifier SI G POLI CY- QUALI FI ER. &Qual i fi er

({ SupportedSi gPol i cyQual i fiers} {@igPolicyQualifierld}) OPTI ONAL

Support edSi gPol i cyQualifiers SIG POLI CY- QUALI FIER ::= { noticeToUser |
poi nt er ToSi gPol Spec | si gPol DocSpeci fication }

SI G POLI CY- QUALI FI ER :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,

&Qualifier OPTIONAL }
W TH SYNTAX {
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SI G- POLICY-QUALIFIER-ID & d
[ S| G QUALI FI ER TYPE &alifier] }

noti ceToUser SIG POLI CY-QUALIFIER ::= {
SI G POLI CY- QUALI FIER-1 D i d- spg- et s-unotice SI G QUALI FI ER- TYPE SPUser Noti ce }

poi nt er ToSi gPol Spec S| G POLI CY- QUALI FIER :: = {
SI G POLI CY- QUALI FIER-I D i d-spg-ets-uri SI G QUALI FI ER- TYPE SPuri }

si gPol DocSpeci fication Sl G POLI CY- QUALI FIER :: = {
SI G POLI CY- QUALI FI ER- I D i d- spg- et s-docspec S| G QUALI FI ER- TYPE SPDocSpeci fication }

The semantics and syntax of the quaifier is asidentified by the object-identifier inthe si gPol i cyQual ifierld
field. The ASN.1 definition of the qualifiers shall be as defined in annex C and is copied here for information:

-- spuri

id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(16) id-spq(5) 1}

SPuri ::= 1A5String

-- sp-user-notice

i d-spg-ets-unotice OBJECT |IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
sm ne(16) id-spq(5) 2}

SPUser Noti ce ::= SEQUENCE {
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText DisplayText OPTI ONAL

}

Not i ceRef erence ::= SEQUENCE {
organi zation Di spl ayText,
noti ceNunbers SEQUENCE OF | NTEGER

}

Di spl ayText ::= CHO CE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPSt ri ng (Sl ZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200))

}

-- sp-doc-specification
i d-spg-ets-docspec OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) id-spg (2) 1}
SPDocSpeci fication ::= CHO CE {
oid OBJECT | DENTI FI ER,
uri 1 A5String
}

An element of type SPur i shall contain a URL value where a copy of the signature policy document can be obtained.

NOTE 1. ThisURL can reference, for instance, aremote site (which can be managed by an entity entitled for this
purpose) from where (signing/validating) applications can retrieve the signature policy document.

An element of type SPUser Not i ce shall contain information that isintended for being displayed whenever the
signature is validated.

Theexpl i cit Text field shal contain the text of the notice to be displayed.
NOTE 2: Other notices can come from the organization issuing the signature policy.

Thenot i ceRef field shall name an organization and shall identify by numbers (not i ceNunber s field) a group of
textual statements prepared by that organization, so that the application can get the explicit notices from anotices file.

The SPDoc Speci f i cat i on shal identify the technical specification that defines the syntax used for producing the
signature policy.

If the technical specification isidentified using an OID, then the oi d choice shall be used to contain the OID of the
specification.
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If the technical specification isidentified using a URI, thentheur i choice shall be used to contain this URI.

NOTE 3: Thisqualifier alows identifying whether the signature policy document is human readable, XML
encoded, or ASN.1 encoded, by identifying the specific technical specifications where these formats will
be defined.

5.2.10 The si gnat ur e-poli cy- st or e attribute
Semantics

Thesi gnat ur e- pol i cy- st or e attribute shall be an unsigned attribute.
Thesi gnat ur e- pol i cy- st or e attribute shall contain either:

e thesignature policy document which isreferenced in the si gnat ur e- pol i cy-i denti fi er attribute so
that the signature policy document can be used for offline and long-term validation; or

. aURI referencing alocal store where the signature policy document can be retrieved.
Syntax
Thesi gnat ur e- pol i cy- st or e attribute shall contain exactly one component of At t ri but eVal ue type.
Thesi gnat ur e- pol i cy- st or e attribute value shall be an instance of Si gnat ur ePol i cySt or e ASN.1 type.
Thesi gnat ur e- pol i cy- st or e attribute shall be identified by thei d- aa- et s- si gPol i cySt or e OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-sigPolicyStore OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1) 3}

Si gnaturePol i cyStore ::= SEQUENCE {
spDocSpec SPDocSpeci fication ,
spDocunent  Si gnat ur ePol i cyDocunent

}

Si gnat ur ePol i cyDocunent ::= CHO CE {
si gPol i cyEncoded COCTET STRI NG
si gPol i cyLocal URI | A5String

}

The spDocunent shall contain the encoded signature policy document as content of the si gPol i cyEncoded
element, or an URI to alocal store where the present document can be retrieved as si gPol i cyLocal URI .

NOTE 1: Contrary tothe SPur i ,thesi gPol i cyLocal URI pointsto aloca file.

The spDoc Spec shall identify the technical specification that defines the syntax of the signature policy. The
SPDocSpeci fi cati on shall be asdefined in clause 5.2.9.2.

NOTE 2: It istheresponsibility of the entity adding the signature policy into thesi gnat ur e- pol i cy-store
to make sure that the correct document is stored.

NOTE 3: Being an unsigned attribute, the si gnat ur e- pol i cy- st or e attribute is not protected by the digital
signature. If the si gnat ur e- pol i cy-i denti fier atributeisincorporated to the signature and
containsin si gPol i cyHash the digest value of the signature policy document, any alteration of the
signature policy document present within si gnat ur e- pol i cy- st or e attribute or within alocal
store, would be detected by the failure of the digests comparison.

5.2.11 The cont ent -r ef er ence attribute

Semantics
Thecont ent - r ef er ence attribute is asigned attribute.

Thecont ent - r ef er ence attribute shall link one Si gnedDat a element to another.
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Syntax
Thecont ent - r ef er ence attribute shall be as defined in ESS (IETF RFC 2634 [3], clauses 1.3.4 and 2.11).

Thecont ent - r ef er ence attribute isalink from one Si gnedDat a to another. It isused to link areply to the
original message to which it refers, or to incorporate by reference one Si gnedDat a into another.

52.12 Thecontent-identifier attribute

Semantics
Thecontent-identi fi er attributeisasigned attribute.

Thecontent-i denti fi er attribute provides an identifier for the signed content, for use when a reference may be
later required to that content; for example, inthecont ent - r ef er ence attribute in other signed data sent later.

Syntax

Thecont ent -i denti fi er attribute shall have attribute value Cont ent | dent i fi er asdefined in ESS
(IETF RFC 2634 [3], clauses 1.3.4 and 2.7).

Theminimal cont ent -i denti fi er attribute should contain a concatenation of user-specific identification
information (such as a user name or public keying material identification information), aGener al i zedTi ne string,
and a random number.

5.3 The si gnat ur e-ti me- st anp attribute

Semantics
Thesi gnat ur e-ti me- st anp attribute shall be an unsigned attribute.

Thesi gnat ur e-ti me- st anp attribute shall encapsulate one time-stamp token computed on the signature value for
a specific signer.

Syntax
Thesi gnat ur e-ti me- st anp attribute shall contain exactly one component of At t r i but eVal ue type.

Thesi gnat ur e-ti me- st anp attribute value shall be aninstance of Si gnat ur eTi meSt anpToken ASN.1
type.

Thesi gnat ure-ti me- st anp attribute shall be identified by thei d- aa- si gnat ur eTi meSt anpToken OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d- aa- si gnat ureTi meSt anpToken OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 14 }

Si gnat ur eTi neSt anpToken :: = Ti neSt anpToken

Thevalue of themessagel npri nt field withinthe Ti meSt anpToken shall be the hash of the value of the
si gnat ur e field (without the ASN.1 tag and length) within Si gner | nf o for whichthesi gnat ure-ti me-
st anp attribute is created.

NOTE: Inthe case of multiple signatures, it is possible to have a:
" si gnat ure-ti nme- st anp computed for each and al signers; or

L] si gnat ur e-ti nme- st anp on some signers' signatures and none on other signers' signatures.
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54 Attributes for validation data values
54.1 Introduction

The present document specifies different places where to incorporate missing validation data before generating
CAdES-A. See clauses 5.5 and A.1 for additional details.

For some types of validation data, the following sub-clauses specify additional requirements when incorporating them
into the signature.

5.4.2 OCSP responses
54.2.1 OCSP response types

An OCSP response shall be incorporated into the signature either by using the encoding of the OCSPResponse type or
the Basi cOCSPResponse type asdefined in clause 4.8.2.

The OCSPResponse type should be used.

5.4.2.2 OCSP responses within Revocat i onl nf oChoi ces

The Revocat i onl nf oChoi ces type shall be as defined in clause 4.8.2.

OCSP responses shall be included within the ot her field of theRevocat i onl nf oChoi ces type.

OCSP responses should be added using the encoding of OCSPResponse as specified in IETF RFC 5940 [13].

5.4.3 CRLs

Certificate Revocation Lists (CRLS) shall be as defined in IETF RFC 5280 [6].
5.5 Archive validation data
5.5.1 Introduction

The present document specifies an archive-time-stamp attribute that usesthe at s- hash- i ndex- v2 attribute. Both
attributes are unsigned.

In the case where the signature contains already al ong-t er m val i dat i on attribute (ETSI TS 101 733 [1],
VV2.2.1),thear chi ve-ti me- st anp- v3 attribute cannot be used without invalidating the previously

| ong-termval i dati on attribute. Inthiscase, thear chi ve-ti me- st anp- v3 defined in this clause cannot be
used. See clause A.2.5 for details.

55.2 The at s- hash-i ndex-v2 attribute

Semantics

Theat s- hash- i ndex- v2 attribute shall be an unsigned attribute of the signature of thear chi ve-ti me-
st anp- v3 attribute as defined in clause 5.5.3.

Theat s- hash-i ndex- v2 attribute shall provide an unambiguous imprint of the essential components of a CAJES
signature for use in the archive time-stamp.
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When validating the ar chi ve-t i ne- st anp- v3, first the contained at s- hash- i ndex- v2 shall be validated. All
the hash values of all of the certificates, revocation information and unsigned attributes are recalculated. Only those
which match one of the hash values in the instance of the ATSHashl ndexV2 type are known to be protected by the
corresponding archive time-stamp. The validation of the ar chi ve-t i ne- st anp- v3 requiresto have al the origina
valuesreferenced inthe at s- hash- i ndex- v2 attribute. Theat s- hash-i ndex- v2 isinvalidif it containsa
reference for which the original value is not found, i.e.:

. areference represented by anentry incerti fi cat esHashl ndex which corresponds to no instance of
CertificateChoi ces withincertificates field of theroot Si gnedDat a;

. areference represented by an entry incr | sHashl ndex which corresponds to no instance of
Revocat i onl nf oChoi ce withincr | s field of theroot Si gnedDat a; or

. areference represented by an entry in unsi gnedAt t r sHashl ndex which corresponds to no instance of
At tri but e withinunsi gnedAtt r s field of the Si gner | nf o.

Oncetheat s- hash-i ndex-v2 isvaidated, thear chi ve-t i ne- st anp- v3 can be validated by recalculating the
message imprint in the same way as in the creation of the attribute.

Syntax

Theat s- hash-i ndex- v2 attribute shall contain exactly one component of At t ri but eVal ue type.
Theat s- hash- i ndex- v2 attribute shall be DER encoded (see clause 4.7.1).

Theat s- hash- i ndex- v2 attribute value shall be an instance of ATSHashl ndexV2 ASN.1 type.
Theat s- hash- i ndex- v2 attribute shall beidentified by theid- aa- ATSHashl ndex-v2 OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d- aa- ATSHashl ndex-v2 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1l) 4 }
ATSHashl ndexV2 ::= SEQUENCE {
hashl ndAl gorithm Al gorithm dentifier,
certificatesHashl ndex SEQUENCE OF COCTET STRI NG,
crl sHashl ndex SEQUENCE OF CCTET STRI NG,

unsi gnedAt t r sHashl ndex SEQUENCE OF OCTET STRI NG
}

The elements covered by the at s- hash- i ndex- v2 attribute are included in the following ASN.1 SET OF
structures: unsi gnedAttrs, Si gnedDat a. certi fi cates,andSi gnedDat a. crl s.

NOTE 1: The Si gnedDat a. cr| s component (see clause 4.4) can include OCSP and/or CRL revocation
information.

Thefield hashl ndAl gori t hmshall contain an identifier of the hash algorithm used to compute the hash values
containedincerti fi cat esHashl ndex, crl sHashl ndex, and unsi gnedAt t r sHashl ndex. Thisagorithm
shall be the same as the hash algorithm used for computing the archive time-stamp's message imprint.

NOTE 2: ETSI TS 119 312 [i.8] provides guidance on the choice of hash agorithms.

Thefieldcerti fi cat esHashl ndex shall be a sequence of octet strings. Each one shall contain the hash value of
oneinstanceof Certi fi cat eChoi ces withinthecerti fi cat es field of theroot Si gnedDat a ( the

Si gnedDat a field of the archive time-stamped CAdES signature). A hash value for every instance of
Certificat eChoi ces, aspresent at the time when the corresponding archive time-stamp is requested, shall be
includedincerti fi cat esHashl ndex. No other hash value shall be included in thisfield.

Thefield cr | sHashl ndex shall be a sequence of octet strings. Each one shall contain the hash value of one instance
of Revocat i onl nf oChoi ce withinthecr | s field of theroot Si gnedDat a. A hash value for every instance of
Revocati onl nf oChoi ce, aspresent at the time when the corresponding archive time-stamp is requested, shall be
included incr | sHashl ndex. No other hash values shall be included in thisfield.

ETSI



26 Draft ETSI EN 319 122-1 V1.0.0 (2015-06)

Thefieldunsi gnedAt t r sHashl ndex shall be a sequence of octet strings. Each one shall contain the hash value of
oneinstance of At t ri but e withintheunsi gnedAt t r s field of the Si gner | nf 0. A hash value for every instance
of Attri but e, as present at the time when the corresponding archive time-stamp is requested, shall be included in
unsi gnedAt t r sHashl ndex. No other hash values shall beincluded in this field.

Each of the aforementioned hash values shall be the result of a hash computation on the entire encoded component
including its tag, length and value octets. Instances of &t her Cer ti fi cat eFor mat shall be encoded in DER (see
clause 4.7.1), whilst preserving the encoding of any signed field included in the ot her Cer t item.

NOTE 3: Useof theat s- hash-i ndex- v2 attribute makes it possible to add additional certificate / revocation
information / unsigned attribute within Si gnedDat a. certifi cates/Si gnedData. crl s/
unsi gnedAt t r s of the CAdES signature (for instance counter signatures), after an archive time-stamp
has been applied to a signature. Its use also allows the inclusion of components required by parallel
signatures at alater time.

5.5.3 The ar chi ve-ti ne- st anp- v3 attribute
Semantics
Thear chi ve-ti me- st anp- v3 attribute shall be an unsigned attribute.

Thear chi ve-ti me- st anp- v3 attribute shall be atime-stamp token of the signed document and the signature,
including signed attributes, and al other essential components of the signature as protected by the
at s- hash-i ndex- v2 attribute.

Syntax

Thear chi ve-ti me- st anp- v3 attribute shall contain exactly one component of At t ri but eVal ue type.

Thear chi ve-ti me- st anp- v3 attribute value shall be an instance of Ar chi veTi neSt anpToken ASN.1 type.
Thear chi ve-ti me- st anp- v3 attribute shall be identified by thei d- aa- si gnat ur eTi neSt anpToken OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d- aa- et s-archi veTi mestanpV3 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) electronic-signature-standard(1733) attributes(2) 4 }

Ar chi veTi neSt anpToken :: = Ti neSt anpToken

Theinput for thear chi ve-ti nme- st anp- v3's message imprint computation shall be the concatenation (in the order
shown by the list below) of the signed data hash (see bullet 2 below) and certain fieldsin their binary encoded form
without any modification and including the tag, length and value octets:

1) TheSi gnedDat a. encapCont ent | nf 0. eCont ent Type.

2)  The octets representing the hash of the signed data. The hash is computed on the same content that was used
for computing the hash value that is encapsulated within the nessage- di gest signed attribute of the
CAdES signature being archive-time-stamped. The hash algorithm applied shall be the same as the hash
algorithm used for computing the archive time-stamp's message imprint. The hash algorithm should be
included in the Si gnedDat a. di gest Al gori t hns set.

3) Thefieldsversion, sid, digestAlgorithm signedAttrs, signatureAl gorithmand
si gnat ur e withinthe Si gnedDat a. si gner | nf os'sitem corresponding to the signature being archive
time-stamped, in their order of appearance.

4) A singleinstance of ATSHashl ndexV2 type (as defined in clause 5.5.2) contained inthe at s- hash-
i ndex- v2 attribute.

Thear chi ve-ti me- st anp- v3 shal include as an unsigned attribute asingle at s- hash-i ndex- v2 attribute
containing the instance included in step 4.

ETSI



27 Draft ETSI EN 319 122-1 V1.0.0 (2015-06)

NOTE 1. Theinclusion of theat s- hash- i ndex- v2 unsigned attribute's component in the process that builds
the input to the computation of the archive time-stamp's message imprint ensures that all the essential
components of the signature (including certificates, revocation information, and unsigned attributes) are
protected by the time-stamp.

The items included in the hashing procedure and the concatenation order are shown in figure 1.

NOTE 2: When validated, anar chi ve-ti me- st anp- v3 unsigned attribute is a proof of existence at the time
indicated in its time-stamp token, of the items that have contributed to the computation of its message
imprint. This proof of existence can be used in validation procedures to ensure that signature validation is
based on objects that truly existed in the past. This, for example, protects against a private signing key
being compromised after the associated public key certificate expires resulting in the signature being
considered invalid.

NOTE 3: Counter-signatures stored in count er si gnat ur e attributes do not require independent archive time-
stamps as they are protected by the archive time-stamp as an unsigned attribute.

Before incorporating anew ar chi ve-ti me- st anp- v3 attribute, the Si gnedDat a (see clause 4.4) shall be
extended to include any validation data, not already present, which isrequired for validating the signature being archive
time-stamped. Validation data may include certificates, CRLs, OCSP responses, as required to validate any signed
object within the signature including the existing signature, counter-signatures, time-stamps, OCSP responses,
certificates, attribute certificates and signed assertions. In the case that the validation data contains a Delta CRL, then
the whole set of CRLs shall be included to provide a complete revocation list.

NOTE 4: Validation data already present for example in the time-stamp token need not be included again.

The present document specifies two strategies for the inclusion of validation data, depending on whether attributes for
long term availability, as defined in different versions of ETSI TS 101 733 [1], have already been added to the

Si gnedDat a:

. If none of ATSv2 attributes (see clause A.2.4), or an earlier form of archive time-stamp as defined in
ETSI TS101733[1] or | ong-t er m val i dat i on (seeclause A.2.5) attributesis already present, then the
new validation material shall beincluded withintheroot Si gnedDat a. certi fi cates, or
Si gnedDat a. cr | s asapplicable.

. If an ATSv2, or other earlier form of archive time-stamp, is present then the root
Si gnedDat a. certifi cat es and Si gnedDat a. cr | s contents shall not be modified. The new
validation material shall be provided within the Ti meSt anpToken of the latest archive time-stamp alreay
contained in the Si gner | nf o, by one of the following methods:

- the TSU provides the information in the Si gnedDat a of the timestamp token;

- addingthecerti fi cat e- val ues attribute and ther evocat i on- val ues attribute of the TSP as
an unsigned attribute within the Ti meSt anpToken.

NOTE 5: Inthe case where an ATSv2, or other earlier from of archive time-stamp, is present, oncean ATSv3 is
added, “the latest archive time-stamp areay contained in the Si gner | nf 0” will be of type ATSv3.

NOTE6: If al ong-term val i dati on attributeis aready present in the signature, the ar chi ve-ti ne-
st anp- v3 attribute cannot be used without invalidating the previously | ong-t er m val i dati on
attribute. See clause A.2.5 for details

OCSP responses shall be included as defined in clause 5.4.2.
If the OCSP response isincluded within Si gnedDat a. cr | s, it shall be included as defined in clause 5.4.2.2.

When generating a new attribute to include validation data, either initially when creating the signature or later when
augmenting the signature, it shall be encoded in DER (see clause 4.7.1), whilst preserving the encoding of any signed
field included in the attribute. The augmentation shall preserve the binary encoding of already present unsigned
attributes and any component contributing to the archive time-stamp's message i mprint computation input.
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Figure 1 illustrates the hashing process.

-- The ATSv3 hashing precedure shall be applied to the concatenation of
-- octets of items in their binary encoded form without any modification
-- and including the tag, length and value octets

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo SEQUENCE {

eContentType ContentType
%EEEfEEf:f%I:EXEITETTE%EiEI_SIRINE_QEIIQNAL 3}

-- The octets representing the hash result of the signed document.
certificates [0] IMPLICIT SET OF [CertificateChoices |
crls [1] IMPLICIT SET OF [RevocationInfoChoice OPTIONAL
signerInfos SEQUENCE { -- SignerInfo

version CMSVersion,

sid SignerIdentifier,

digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature Signaturevalue,
unsignedAttrs [1] IMPLICIT SET SIZE (1..MAX) OF

-- ASN.1 Tag Len Value

}

-- The unsignedAttrs of the ATSv3 includes an
-- ats-hash-index-v2 attribute with ATSHashIndexv2
-- AttributeValue and id-aa-ATSHashIndexV2 attrType

ATSHashIndexV2 ::= SEQUENCE {
hashIndAlgorithm AlgorithmIdentifier,
certificatesHashIndex SEQUENCE OF OCTET STRING,
crlsHashIndex SEQUENCE OF OCTET STRING,

unsignedAttrsHashIndex SEQUENCE OF OCTET STRING

}
Hash ::= OCTET STRING

Figure 1: Hashing process

6
6.1

CAdES baseline signatures

Signature levels

Clause 6 defines four levels of CAdES baseline signatures, intended to facilitate interoperability and to encompass the
life cycle of electronic signature, namely:

a)

b)

©)

d)

B-B level provides requirements for the incorporation of signed and some unsigned attributes when the
signature is actually generated.

B-T level provides requirement for the generation and inclusion, for an existing signature, of atrusted token
proving that the signature itself actually existed at a certain date and time.

B-LT level provides requirements for the incorporation of al the material required for validating the signature
in the signature document. This level aims to tackle the long term availability of the validation material.

B-LTA level provides requirements for the incorporation of time-stamp tokens that allow validation of the
signature long time after its generation. Thislevel aimsto tackle the long term availability and integrity of the
validation material.

NOTE 1. Thelevelsb) to d) are appropriate where the technical validity of signature needs to be preserved for a

period of time after signature creation where certificate expiration, revocation and/or algorithm
obsolescence is of concern. The specific level applicable depends on the context and use case.

NOTE 2: B-LTA level targetslong term availability and integrity of the validation material of digital signatures

over long term. The B-LTA level can help to validate the signature beyond any event that limitsits
validity. The use of B-LTA level is considered an appropriate preservation and transmission technique for
signed data.
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NOTE 3: Conformanceto B-LT level, when combined with appropriate additional preservation techniques tackling
the long term availability and integrity of the validation materia is sufficient to allow validation of the
signature long time after its generation. The assessment of the effectiveness of preservation techniques for
signed data other than implementing the B-LTA level are out of the scope of the present document. The
reader is advised to consider legal instrumentsin force and/or other standards (for example
ETSI TS101533-1[i.10] or IETF RFC 4998 [i.15]) that can indicate other preservation techniques.

6.2 General requirements

6.2.1  Algorithm requirements
The algorithms and key lengths used to generate signatures should comply with ETSI TS 119 312 [i.8].
In addition, MD5 agorithm shall not be used as digest algorithm.

NOTE: National legidation can define requirements regarding a gorithms and key lengths.

6.2.2 Notation for requirements
The present clause describes the notation used for defining the requirements of the different CAdES signature levels.

The requirements on the attributes and certain signature fields for each CAdES signature level are expressed in table 1.
A row in the table either specifies requirements for an attribute, a signature field or a service.

A service can be provided by different attributes or other mechanisms (service provision options hence forward). In this
case, the specification of the requirements for a service is provided by two or more rows. The first row contains the
requirements of the service. The requirements for the attributes and/or mechanisms used to provide the service are
stated in the following rows.

Table 1 contains 8 columns. Below follows a detailed explanation of their meanings and contents:
1) Column "Attribute/Field/Service":

a  Inthe case wherethe cell identifies a Service, the cell content starts with the keyword " Service" followed
by the name of the service.

b. Inthe case where the attribute or signature field provides a service, this cell contains"SPO" (for Service
Provision Option), followed by the name of the attribute or signature field.

c.  Otherwise, this cell contains the name of the attribute or signature field.

2)  Colum "Presencein B-B-Level": This cell contains the specification of the presence of the attribute or
signature field, or the provision of a service, for CAJES-B-B signatures.

3) Column"Presencein B-T level". Thiscell contains the specification of the presence of the attribute or
signature field, or the provision of a service, for CAJES-B-T signatures.

4)  Column"Presencein B-LT level". This cell contains the specification of the presence of the attribute or
signature field, or the provision of a service, for CAJES-B-LT signatures.

5)  Column"Presencein B-LTA level". This cell contains the specification of the presence of the attribute or
signature field, or the provision of a service, for CAdES-B-LTA signatures.

Below follows the values that can appear in columns "Presencein B-B", "Presencein B-T", "Presencein
B-LT", and "Presencein B-LTA":

- "shall be present”: means that the attribute or signature field shall be present, and shall be as specified in
the document referenced in column " References”, further profiled with the additional requirements
referenced in column "Requirements’, and with the cardinality indicated in column " Cardinality”.

- "shall not be present": means that the attribute or signature field shall not be present. In these cases the
content of the " Cardinality" column can indicate, the cardinality for each level if this valueis not the
same for al the levels. See example at the end of the present clause.
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- "may be present”: means that the attribute or signature field may be present, and shall be as specified in
the document referenced in column " References”, further profiled with the additional requirements
referenced in column "Requirements’, and with the cardinality indicated in column " Cardinality”.

- "shall be provided": means that the service identified in the first column of the row shall be provided as
further specified in the SPO-related rows. This value only appearsin rows that contain requirements for
services. It does not appear in rows that contain requirements for attributes or signature fields.

- "conditioned presence”: means that the presence of the item identified in the first column is conditioned
as per the requirement(s) specified in column "Requirements" and requirements referenced by column
"References’ with the cardinality indicated in column "Cardinality".

- "*": means that the attribute or the signature field (service) identified in the first column should not be
present (provided) in the corresponding level. Upper signature levels may specify other requirements.

Column "Cardinality”. This cell indicates the cardinality of the attribute or the signature field. If the cardinality
isthe same for al the levels, only the values listed below appear. Otherwise the content specifies the
cardinality for each level. See the example at the end of the present clause showing this situation. Below
follows the values indicating the cardinality:

- 0: The signature shall not incorporate any instance of the attribute or signature field.
- 1: The signature shall incorporate exactly one instance of the attribute or signature field.

- O or 1. The signature shall incorporate zero or one instance of the attribute or signature field.
- 2 0: The signature shall incorporate zero or more instances of the attribute or signature field.

- 2 1: The signature shall incorporate one or more instances of the attribute or signature field.

Column "References': This cell contains either the number of the clause specifying the attribute in the present
document, or areference to the document and clause that specifies the signature field.

Column "Additional notes and requirements’. This cell contains numbers referencing notes and/or letters
referencing additional requirements on the attribute or the signature field. Both notes and additional
requirements are listed below table 1.

EXAMPLE: Intable 1, the row corresponding to conpl et e-certi fi cat e-r ef er ences attribute has avalue

"*" in the cellsin columns "Presence in B-B level" and "Presencein B-T level", and "shall not be
present” in cellsin columns "Presencein B-LT level” and "Presencein B-LTA level”. Thecell in
column "Cardinality” indicates the cardinality for each level asfollows. "B-B, B-T: O or 1"
indicates that CAJES-B-B and CAJES-B-T signatures can incorporate one instance of conpl et e-
certificate-references attribute; "B-LT, B-LTA: 0" indicatesthat CAJES-B-LT and
CAdES-B-LTA do not incorporate the conpl et e- certi fi cat e-ref er ences attribute.
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Table 1 shows the presence and cardinality requirements on the attributes, signature fields, and servicesindicated in the first column for the four CAdES baseline signature

levels, namely: CAJES-B-B, CAdES-B-T, CAJES-B-LT and CAdES-B-LTA). Additional requirements are detailed below the table suitably labelled with the letter indicated in

the last column.

NOTE 1: CAdES-B-B signaturesthat incorporate only the elements/qualifying properties that are mandatory in table 1, and that implement the mandatory requirements,
contain the lowest number of elements/qualifying properties, with the consegquent benefits for interoperability.

Table 1: Requirements for CAJES-B-B, CAdES-B-T, CAdES-B-LT and CAdES-B-LTA signatures

Signature fields / Attributes / Presence in Presence in Presence in Presence in cardinalit References reA?J?rlztalr%gﬁlts
Services B-B level B-T level B-LT level B-LTA level y q
and notes

Si gnedDat a. certificates shall be present | shall be present | shall be present shall be present 1 Clause 4.4 a, g g i €
content-type shall be present | shall be present | shall be present shall be present 1 Clause 5.1.1 f
nmessage- di gest shall be present | shall be present | shall be present shall be present 1 Clause 5.1.2
?eerrt\i/flizea:tgrotectlon of signing shall be provided | shall be provided | shall be provided | shall be provided 1 Clause 5.2.2

SPO: ESS si gni ng- conditioned conditioned conditioned conditioned Oori Clause 5.2.2.2 g hj
certificate presence presence presence presence

SPO: ESS si gni ng- conditioned conditioned conditioned conditioned Oori Clause 5.2.2.3 i
certificate-v2 presence presence presence presence T 9.1]
si gning-time shall be present | shall be present | shall be present shall be present 1 Clause 5.2.1
conmi t ment -type-indi cation | may be present | may be present | may be present may be present Oorl Clause 5.2.3
content-hints may be present | may be present | may be present may be present Oorl Clause 5.2.4.1
m ne-type may be present | may be present | may be present may be present Oorl Clause 5.2.4.2
si gner-1location may be present | may be present | may be present may be present Oorl Clause 5.2.5
signer-attributes-v2 may be present | may be present | may be present may be present Oorl Clause 5.2.6.1
count ersi gnat ure may be present | may be present | may be present may be present 20 Clause 5.2.7
content-tine-stanp may be present | may be present | may be present may be present 20 Clause 5.2.8 5

i t - policy-
?Idgz?i ;Jlr gr pottcy may be present | may be present | may be present may be present Oorl Clause 5.2.9.1
si gnat ure-pol i cy-store conditioned conditioned conditioned conditioned Oori Clause 5.2.10 K
presence presence presence presence
content-reference may be present | may be present | may be present may be present Oorl Clause 5.2.11
content-identifier may be present | may be present | may be present may be present Oorl Clause 5.2.12
si gnature-tinme-stanp * shall be present | shall be present shall be present 21 Clause 5.3 l,m, 5
Do hall not be B-B,B-T:Oor1l
certificate-val ues * * S .
present shall not be present B-LT B-LTA: 0 Clause A.1.1.2

conpl ete-certificate- . " shall not be B-B,B-T:0orl
r ef er ences present shall not be present B-LT B-LTA: 0 Clause A.1.1.1 g
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Signature fields / Attributes / Presence in Presence in Presence in Presence in Cardinalit References reA(ljJ(ijrlttelr%gﬁlts
Services B-B level B-T level B-LT level B-LTA level y q
and notes
; hall not be B-B,B-T:0or1l
t - | * * S ,
revocati on-val ues present shall not be present B-LT, BLLTA: 0 Clause A.1.2.2
conpl et e-revocati on- " " shall not be B-B,B-T:0or1l
ref er ences present shall not be present B-LT, B-.LTA: 0 Clause A.1.2.1
attribute-certificate- " " shall not be B-B,B-T:0or1l .
ref er ences present shall not be present B=LT, B=LTA: 0 Clause A.1.3 j, n
attribute-revocation- " M shall not be B-B,B-T:0or1l
ref er ences present shall not be present B-LT, B-LTA: 0 Clause A.1.4 n
A~ " M shall not be B-B,B-T: 20
CAJES- C-ti mest anp present shall not be present B-LT, B-LTA: O Clause A.1.5.2 5
time-stanped-certs-crls- % % shall not be B-B,B-T:20
ref er ences present shall not be present B-LT, B-LTA: 0 Clause A.1.5.1 5
i?g'g:;iéz\{i%%auon values in long- * * shall be provided | shall be provided 1 o,p
SPO: N " conditioned conditioned
Si gnedData. crls. crl presence presence Oorl Clause 4.4 q
SPO: " " conditioned conditioned
Si gnedDat a. crl s. ot her presence presence Oorl Clause 4.4 r
Service: add archive time-stamp * * * shall be provided 21 Clause 5.5
SPO: ar chi ve-ti ne- st anp- % % % conditioned >0 Clause 5.5.3 st u
v3 presence
SPO: l ong-term " " % conditioned
val i dation presence 20 Clause A.2.5 Sitv.6
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Additional requirements:

a)

b)

d)

€)

f)

9)

h)

K)

m)

n)

Requirement for Si gnedDat a. certi fi cat es. The generator shall include the signer certificate in the
Si gnedDat a. certi fi cat es field.

Requirement for Si gnedDat a. certi fi cat es. In order to facilitate path building, the generator should
includeinthe Si gnedDat a. certi fi cat es field all certificates not available to verifiers that can be used
during path building.

Requirement for Si gnedDat a. certi fi cat es. In the case that the signature is meant to be validated
through a Trusted List as specified in ETSI TS 119 612 [i.11] the generator should include all intermediary
certificates forming a chain between the signer certificate and a CA present in the Trusted List, which are not
available to verifiers.

Requirement for Si gnedDat a. certi fi cat es. The generator shall include the full set of certificates,
including the trust anchors when they are available in the form of certificates that have been used to validate
the signature. This set includes certificates required for validating the signing certificate, for validating any
attribute certificate present in the signature, for validating revocation information (i.e. OCSP response and
CRL) if certificates are not already included, and for validating any time-stamp token's signing certificate
(i.e. aTSA certificate) already incorporated to the signature.

Reguirement for Si gnedDat a. certi fi cat es. Duplication of certificate values within the signature
should be avoided.

Requirement for cont ent -t ype. Thecont ent - t ype attribute shall have valuei d- dat a (see
clause 4.2).

Requirement for SPO: ESSsi gni ng-certi fi cate, SPO: ESSsi gni ng-certificate-v2,and
compl ete-certificate-references. Thei ssuerSeri al field shal not beincluded in the
encoding of the ESSCer t | D, ESSCert | Dv2 or O her Cert | D type.

Reqguirement for SPO: ESSsi gni ng-certificate. TheESSsi gni ng-certifi cat e attribute shall
be used if the SHA-1 hash algorithm is used.

Requirement for SPO: ESSsi ghi ng-certificate-v2. TheESSsi gni ng-certificate-v2
attribute shall be used when another hash algorithms than SHA-1 is used.

Requirement for SPO: ESSsi gni ng-certi fi cat e and SPO: ESSsi gni ng-certificate-v2and
attribute-certificate-references. Thegenerator should migrate to the use of ESSsi gni ng-
certificate-v2inpreferenceto ESSsi gni ng-certi fi cat e inlinewith the guidance regarding
limited lifetime for the use of SHA-1 givenin ETSI TS 119 312 [i.g].

Requirement for si gnat ur e- pol i cy- st ore. Thesi gnat ur e- pol i cy- st or e attribute may be
incorporated in the CAdES signature only if the si gnat ur e- pol i cy-i denti fi er attributeisalso
incorporated and it containsin si gPol i cyHash the digest value of the signature policy document,
Otherwisethesi gnat ur e- pol i cy- st or e shall not be incorporated in the CAdES signature.

Requirement for si gnat ur e-t i me- st anp. The generator shall use DER encoding (clause 4.7.1) for any
si gnat ure-ti ne- st anp attribute, whilst preserving the encoding of any other attribute field.

Requirement for si gnat ur e-t i me- st anp. The time-stamp tokens encapsulated within the si gnat ur e-
ti me- st anp attributes shall be created before the signing certificate has been revoked or has expired.

Requirementsforattri bute-certificate-referencesandattribute-revocati on-
references. Theattribute-certificate-referencesandattri bute-revocation-

r ef er ences attributes may be used when a at least a certified signer attribute
(certifiedAttributesV2 asdefinedin clause5.2.6.1) or asigned assertion (si ghedAsserti ons as
defined in clause 5.2.6.1) is present within the signer attributesin the digital signature. Otherwise,
attribute-certificate-referencesandattri bute-revocation-references attributes
shall not be used.
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Requirement for Service: revocation values in long-term validation. The generator shall include the full set of
revocation data (CRL or OCSP responses) that have been used in the validation of the signature. This set
includes all certificate status information required for validating the signing certificate, for validating any
attribute certificate or signed assertion present in the signature, for validating revocation information

(i.e. OCSP response and CRL) if they are not already included and for validating any time-stamp token's
signing certificate (i.e. a TSA certificate) already incorporated to the signature.

Requirement for Service: revocation values in long-term validation. Duplication of revocation values within
the signature should be avoided.

Requirement for SPO: Si gnedDat a. crl s. crl . When the full set of revocation data contains CRLs[6],
then the CRL values shall be included within Si gnedbDat a. crl s. crl .

Requirement for SPO: Si gnedDat a. crl s. ot her . When the full set of revocation data contains OCSP
responses [14], then the OCSP response values shall be included within Si gnedDat a. crl s. ot her as
specified in IETF RFC 5940 [13].

Requirement for SPO: ar chi ve-ti ne- st anp-v3 and SPO: | ong-termval i dati on. Whena
| ong-termval i dati on attribute is not present, applications shall generatean ar chi ve-ti ne-
st anp- v3 attribute whenever a new archive time-stamp is needed.

Requirement for SPO: ar chi ve-ti ne- st anp-v3 and SPO: | ong-termval i dati on. Whena
| ong-termval i dati on attribute is already present, applications shall generateal ong-term
val i dat i on attribute whenever the archive time-stamp needs renewal.

Requirement for SPO: ar chi ve-ti ne- st anp- v3. Before generating and incorporating an ar chi ve-
ti me- st anp- v3 attribute, all the validation material required for verifying the signature, which are not
already in the signature, shall be included. This validation material includes validation material used to
validate previous archive time stamp.

Requirement for SPO: | ong-t er m val i dat i on. Before adding an additional | ong-

termval i dati on attributes, al the validation material required for validating the signature and previous
| ong-termval i dati on attributes, which are not already in the signature, shall be included in the fields
extraCertificates andextraRevocati onofthenewl ong-termval i dati on attribute.

NOTE 2: OnSi gnedDat a. certi fi cat es. A certificate is considered available to the verifier, if reliable

information about its location is known and allows automated retrieval of the certificate (for instance
through an Authority Info Access Extension or equivalent information present ina TSL).

NOTE 3: On Si gnedDat a. certi fi cat es. Requirement c) applies specifically but not exclusively to signing

certificates that are EU qualified and supported by Trusted Lists as defined in CD 2009/767/EC [i.12]
amended by CD 2010/425/EU.

NOTE 4: OnSi gnedDat a. certifi cat es. Inthe general case, different verifiers can have different trust

parameters and can validate the signer certificate through different chains. Therefore, generators may not
know which certificates will be relevant for path building. However, in practice, such certificates can
often clearly beidentified. In this case, it is advised that generators include them unless they can be
automatically retrieved by verifiers.

NOTES: Oncontent-ti me-stanp,signature-tinme-stanp, CAAES-C-ti nmest anp, and

ti me-stanped-certs-crls-references. Severa instances of this attribute can be incorporated
to the signature, coming from different TSUs.

NOTE6: OnSPO: | ong-termvalidation.Along-termvalidati on attributeisaready present

6.4

when the CAdES signature was first created as conformant to ETSI TS 101 733 [i.20], V2.1.1 or to the
LTA-Level asdefined in ETSI TS103 173 (i.1], V2.1.1.

Legacy CAdES baseline signatures

When new unsigned attributes are incorporated to legacy CAJES baseline signatures, these attributes shall comply with
the present document.
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Annex A (normative):
Additional Attributes Specification

A.l Attributes for validation data

A.1.1 Certificates validation data

A.1.1.1 The complete-certificate-references attribute
Semantics

Theconpl ete-certificate-references attribute shall be an unsigned attribute.
The conmpl ete-certificate-references attribute:

1) Shall contain the reference to the certificate of the trust anchor if such certificate does exist, and the references
to CA certificates within the signing certificate path.

2)  Shal not contain the reference to the signing certificate.
NOTE 1. Thesigner's certificate is referenced in the signing certificate attribute (see clause 5.2.2).

3) May contain referencesto the certificates used to sign CRLs or OCSP responses for certificates referenced by
referencesin 1), and references to certificates within their respective certificate paths.

4)  Shall not contain referencesto CA certificates that pertain exclusively to the certificate paths of certificates
used to sign attribute certificates or signed assertions within thesi gner - at t ri but es- v2 attribute.

NOTE 2: The references to certificates exclusively used in the validation of attribute certificate or signed assertions
arestoredintheat tri bute-certificate-references attribute (see clause A.1.3).

Syntax

Theconpl ete-certificate-references attribute shall contain exactly one component of
Attri but eVal ue type.

Theconpl ete-certificate-references attribute value shall be an instance of
Conpl et eCertificat eRefs ASN.1type.

Theconpl ete-certificate-references attribute shall beidentified by thei d- aa- et s-
certificateRefs OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

id-aa-ets-certificateRefs OBJECT |IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 21}

Conpl eteCertificateRefs ::= SEQUENCE OF QtherCertlD

O herCertl| D ::= SEQUENCE {
ot her Cert Hash O her Hash,

i ssuer Seri al | ssuer Seri al OPTI ONAL
}
O herHash ::= CHA CE {
shalHash O her Hashval ue, -- This contains a SHA-1 hash

ot herHash O her HashAl gAndVal ue
}

NOTE 3: Copies of the certificate values can be held usingthecerti fi cat e- val ues attribute, defined in
clause A.1.1.2 or within Si gnedDat a. certi fi cates.

This attribute may include references to the certification chain for any TSU that provides time-stamp tokens. In this
case, the unsigned attribute shall be added to the Si gnedDat a of the relevant time-stamp token.
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A.1.1.2 Thecertificate-val ues attribute
Semantics

Thecertifi cate-val ues atribute shall be an unsigned attribute.
Thecertifi cate-val ues attribute:

1) Shall contain the values of the certificates referenced withinconpl et e-certifi cate-references
(clause A.1.1.1),attri bute-certificate-references (clauseA.13), andthesi gni ng-
certificate-reference (clause5.2.2) attributes, which are not stored
Si gnedDat a. certi fi cat es. Certificate valueswithin Si gnedDat a. certi fi cat es should not be
included.

2)  No other certificates shall be included.
Syntax
Thecertifi cat e-val ues attribute shall contain exactly one component of At t ri but eVal ue type.
Thecertifi cat e-val ues attribute value shall beaninstanceof Certi fi cat eVal ues ASN.1 type.
Thecertifi cat e-val ues attribute shall be identified by thei d- aa- et s- cert Val ues OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-certVal ues OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 23 }

CertificatevValues ::= SEQUENCE OF Certificate

NOTE: CertificateisdefinedinlETF RFC 5280 [6] (see annex C) and is abasic syntax to include
X.509 v3[i.18] certificates.

This attribute may include the certification information for any TSUs that have provided the time-stamp tokens, if these
certificates are not already included in the TSTs as part of the TSUs signatures. In this case, the unsigned attribute shall
be added to the Si gnedDat a of the relevant time-stamp token.

A.1.2 Revocation validation data

A.1.2.1 The complete-revocation-references attribute
Semantics
Theconpl et e-revocat i on-r ef er ences attribute shall be an unsigned attribute.
The conpl et e-revocati on-r ef er ences attribute:

1) Shall contain areference to arevocation value for the signing certificate.

2)  Shall contain the references to the revocation values (e.g. CRLs or OCSP values) corresponding to CA
certificates referencesintheconpl et e-certi fi cat e-r ef er ences attribute, except for the trust
anchors. It shall not contain references to revocation values for the trust anchor.

NOTE 1: A trust anchor is by definition trusted, thus no revocation information for the trust anchor is used during
the validation.

3) May contain references to the revocation val ues corresponding to certificates used to sign CRLs or OCSP
responses referenced in references from 1) and 2), and to certificates within their respective certificate paths.

4)  Shall not contain references to the revocation values corresponding to CA certificates that pertain exclusively
to the certificate paths of certificates used to sign attribute certificates or signed assertions within the
signer-attri butes-v2 attribute.
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NOTE 2: The references to revocation values exclusively used in the validation of attribute certificate or signed
assertionsare stored intheat t ri but e-revocati on-r ef er ences attribute (see clause A.1.4).

Theconpl et e-revocat i on-r ef er ences attribute should be used in preference to the
O her Revocat i onl nf oFor mat specified in IETF RFC 5652 [7] to maintain backwards compatibility with the
earlier versions of ETSI TS 101 733 [1].

Syntax

Theconpl et e-revocati on-r ef er ences attribute shall contain exactly one component of At t ri but eVal ue
type.

Theconpl et e-revocat i on-r ef er ences attribute value shall be an instance of
Compl et eRevocat i onRef s ASN.1 type.

Theconpl et e-revocat i on-r ef er ences attribute shall beidentified by thei d- aa- et s-revocati onRef s
OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-revocati onRefs OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 22 }

Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef

Crl CcspRef ::= SEQUENCE {

crlids [0] CRLListID  OPTI ONAL,
ocspids [1] CcspListiD OPTI ONAL,
otherRev [2] O herRevRefs OPTI ONAL

}
CRLList1D ::= SEQUENCE {

crls SEQUENCE OF Crl Validatedl D
}

CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crildentifier OCrlldentifier OPTI ONAL

}

Crlldentifier ::= SEQUENCE {
crlissuer Nare,
crllssuedTi me UTCTi ne,
crl Nunmber | NTEGER OPTI ONAL
}
CQcspListID ::= SEQUENCE {

ocspResponses SEQUENCE OF OcspResponsesi D

CQcspResponses| D :: = SEQUENCE {
ocspldentifier GCcspldentifier,
ocspRef Hash O her Hash OPTI ONAL
}
Cespldentifier ::= SEQUENCE {
ocspResponder | D Responder| D, -- As in OCSP response data
pr oducedAt General i zedTime -- As in OCSP response data
}
O her RevRef s :: = SEQUENCE {

ot her RevRef Type OTHER- REVOCATI O\ REF. & d,
ot her RevRef s SEQUENCE COF OTHER- REVOCATI ON- REF. &Type

}

OTHER- REVOCATI ON- REF @ : = CLASS {
&Type,
& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
W TH SYNTAX &Type ID & d }
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In Conpl et eRevocat i onRef s, the sequence shall start with the Cr | OcspRef for the signing certificate (see
point 1) above. Subsequently, the Cr | OcspRef entries corresponding to the values of point 2) above shall be added, in
the same order as they appeared intheconpl et e-certi fi cat e-r ef er ences attribute. In the end, the

Cr |l CcspRef elements corresponding to point 3) above may be added.

When creatingacr | Val i dat edl D, thecr | Hash shall be computed over the entire DER encoded CRL including
the signature.

Thecrl I dentifier should be present unlessthe CRL can be inferred from other information.

Thecrl I denti fier shal identify the CRL using the issuer name and the CRL issued time, which shall correspond
tothetimet hi sUpdat e contained in theissued CRL, and if present, thecr | Nunmber .

In the case that the identified CRL isaDelta CRL, then references to the set of CRLs to provide a complete revocation
list shall be included.

TheQcspl dent i fi er shal identify the OCSP response using the issuer name and the time of issue of the OCSP
response, which shall correspond to the time produced as contained in the issued OCSP response.

The ocspRef Hash should be included.

NOTE 3: Inearlier versionsof ETSI TS 101 733 [1], the ocspRef Hash field was optional. In order to provide
backward compatibility, the ASN.1 structure was not changed.

NOTE 4: The absence of the ocspRef Hash field makes OCSP responses substitutions attacks possible, if for
instance OCSP responder keys are compromised. In this case, out-of-band mechanisms can be used to
ensure that none of the OCSP responder keys have been compromised at the time of validation.

The ocspRef Hash shall include the digest of the OCSP responses using the types stated in clause 5.4.2.1.

NOTE 5: Copiesof the CRL and OCSP responses values can be held using ther evocat i on- val ues attribute
defined in clause A.1.2.2 or within Si gnhedDat a. crl s.

The syntax and semantics of other revocation references are outside the scope of the present document. The definition
of the syntax of the other form of revocation information shall be asidentified by O her RevRef Type.

This attribute may include the references to the full set of the CRL, or OCSP responses that have been used to verify the
certification chain for any TSUs that provide time-stamp tokens. In this case, the unsigned attribute shall be added to the
Si gnedDat a of the relevant time-stamp token.

A.1.2.2 Therevocati on-val ues attribute
Semantics

Ther evocat i on- val ues attribute shall be an unsigned attribute.
Ther evocati on- val ues attribute:

1) Shall contain the elements corresponding to the referencesin conpl et e-r evocat i on-r ef er ences
(clause A.1.2.1) andat t ri but e-revocat i on-r ef er ences (clause A.1.4), which are not stored in
Si gnedDat a. crl s.

2)  No other element shall be included.

Ther evocat i on- val ues attribute should be used in preference to the &t her Revocat i onl nf oFor mat
specified in IETF RFC 5652 [7] to maintain backwards compatibility with the earlier version of ETSI TS 101 733 [1].

Syntax
Ther evocat i on- val ues attribute shall contain exactly one component of At t ri but eVal ue type.
Ther evocat i on- val ues attribute value shall be an instance of Revocat i onVal ues ASN.1 type.

Ther evocat i on- val ues attribute shall beidentified by thei d- aa- et s-r evocati onVal ues OID.
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The corresponding definitions shall be as defined in annex C and are copied here for information.

i d- aa-ets-revocationVal ues OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 24}
RevocationVal ues ::= SEQUENCE {
crlVals [0] SEQUENCE OF CertificateList OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,

otherRevVal s [2] O herRevVal s OPTI ONAL
}

O her RevVval s :: = SEQUENCE {

ot her RevVal Type OTHER- REVOCATI ON- VAL. & d,

ot her RevVal s SEQUENCE OF OTHER- REVOCATI ON- REF. &Type
}

OTHER- REVOCATI ON- VAL @ : = CLASS {
&Type,
& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
W TH SYNTAX &Type ID & d }

The syntax and semantics of the contents of Ot her RevVal s field are outside the scope of the present document. The
definition of the syntax of the other form of revocation information shall be asidentified by O her RevRef Type.

CertificateLi st shal beasdefinedin clause 4.8.2.
OCSP responses shall be included using the types stated in clause 5.4.2.1.

If an OCSP response is of type OCSPResponse, it shal beincluded within ot her RevVal s using the OID
id-ri-ocsp-response (1.3.6.1.5.5.7.16.2).

This attribute may include the values of revocation data including CRLs and OCSPs for any TSUs that have provided
the time-stamp tokens, if these certificates are not aready included in the TSTs as part of the TSUs signatures. In this
case, the unsigned attribute shall be added to the Si gnedDat a of the relevant time-stamp token.

A.1.3 The attribute-certificate-references attribute

Semantics
Theattribute-certificate-references attribute shall be an unsigned attribute.
Theattribute-certificate-references attribute:

1) Shall contain, if they are not present within conpl et e-certi fi cat e-ref er ences attribute, the
references to the trust anchor and the referencesto CA certificates within the path of the signing certificate(s)
of the attribute certificate(s) and signed assertion(s) incorporated to the CAdES signature. References present
withinconpl et e-certi fi cat e-references attribute should not be included.

2) Shall contain, if they are not present withinconpl et e-certi fi cat e-ref er ences attribute, the
reference(s) to the signing certificate(s) of the attribute certificate(s) and signed assertion(s) incorporated to the
CAdES signature. References present withinconpl et e- certi fi cat e-r ef er ences attribute should
not be included.

3) May contain references to the certificates used to sign CRLs or OCSP responses and certificates within their
respective certificate paths, which are used for validating the signing certificate(s) of the attribute certificate(s)
and signed assertion(s) incorporated to the CAdES signature. References present within conpl et e-
certificate-references attribute should not be included.

Syntax

Theattribute-certificate-references attribute shall contain exactly one component of
Attri but eVal ue type.

Theattri bute-certificate-references attribute vaue shall be an instance of
AttributeCertificateRefs ASN.1type.
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Theattribute-certificate-references attribute shall beidentified by thei d- aa- et s-
attrCertificateRefs QID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

id-aa-ets-attrCertificateRefs OBJECT |IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 44 }

AttributeCertificateRefs ::= SEQUENCE OF O herCertlD

NOTE: Copies of the certificate values referenced here can be held using thecer ti f i cat e- val ues attribute
defined in clause A.1.1.2 or within Si gnedDat a. certi fi cat es. The attribute certificate itself is
stored inthesi gner - attri but es-v2 asdefinedin clause A.2.3.

A.1.4 The attribute-revocation-references attribute

Semantics
Theattribute-revocati on-references atribute shall be an unsigned attribute.
Theattri bute-revocati on-references atribute

1) Shall contain, if they are not present withinthe conpl et e-r evocat i on-r ef er ences attribute, the
references to the revocation values corresponding to CA certificates within the path(s) of the signing
certificate(s) of the attribute certificate(s) and signed assertion(s) incorporated to the CAJES signature. It shall
not contain references to revocation values for the trust anchor. References present within conpl et e-
revocati on-r ef er ences attribute should not be included.

NOTE 1: A trust anchor is by definition trusted, thus no revocation information for the trust anchor is used during
the validation.

2) Shall contain, if they are not present withintheconpl et e-r evocat i on-r ef er ences attribute, the
references to the revocation value(s) for the signing certificate(s) of the attribute certificate(s) and signed
assertion(s) incorporated to the CAdES signature. References present within conpl et e-revocati on-
r ef er ences attribute should not be included.

3) May contain references to the revocation values on certificates used to sign CRLs or OCSP responses and
certificates within their respective certificate paths, which are used for validating the signing certificate(s) of
the attribute certificate(s) and signed assertion(s) incorporated to the CAJES signature. References present
withinconpl et e-revocati on-r ef er ences attribute should not be included.

Syntax
Theattribute-revocati on-ref erences attribute shall contain exactly one At t ri but eVal ue.

Theattri bute-revocati on-references attribute value shall be an instance of
AttributeRevocati onRef s ASN.1 type.

Theattri bute-revocati on-references attribute shal beidentified by thei d- aa- et s-
attrRevocati onRef s OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-attrRevocati onRefs OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 45 }

AttributeRevocationRefs ::= SEQUENCE OF Crl CcspRef

NOTE 2: Copies of the CRL and OCSP responses values referenced here can be held using ther evocat i on-
val ues attribute defined in clause A.1.2.2 or within Si gnedDat a. crl s.

Should one or more of the identified CRLs be a Delta CRL, this attribute shall include references to the set of CRLSs
required to provide complete revocation lists.
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A.1.5 Time-stamps on references to validation data

A.1.5.1 The time-stamped-certs-crls-references attribute
Semantics
Theti ne- st anped- certs-crl s-references attribute shall be an unsigned attribute.

Theti me- st anped- certs-crl s-ref erences attribute shall encapsulate one time-stamp token of the
compl ete-certificate-references atributeand theconpl et e-revocati on-r ef er ences attribute.

Syntax

Theti me- st anped-certs-crl s-ref erences attribute shall contain exactly one component of
At tri but eVal ue type.

Theti me- st anped- certs-crl s-ref erences attribute value shall be an instance of
Ti mest anpedCer t sSCRLs ASN.1 type.

Theti nme- st anped- certs-crl s-references atribute shall beidentified by thei d- aa- et s-
cert CRLTi mest anp OID.

The corresponding definitions shall be as defined in annex C and are copied here for information.

id-aa-ets-cert CRLTi mestanp OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16) id-aa(2) 26}

Ti nest anpedCert sCRLs :: = Ti neSt anpToken

This attribute shall encapsulate one time-stamp token, whose messagel npri nt field shall be the hash of the
concatenated values of the following data objects, as present within the electronic signature:

. conpl ete-certificate-references attribute; and
. conpl et e-revocati on-ref er ences attribute.

Each attribute shall be included in the hash withtheat t r Type and at t r Val ues (including type and length) but
without the type and length of the outer SEQUENCE.

The attributes being time-stamped should be encoded in DER (see clause 4.7.1). If DER is not employed, then the
binary encoding of the ASN.1 structures being time-stamped should be preserved to ensure that the recal culation of the
data hash is consistent.

For further information and definition of Ti meSt anpToken, see clause 4.8.1.

A.1.5.2 The CAdES- C-ti nest anp attribute
Semantics
The CAJES- C-t i me- st anp attribute shall be an unsigned attribute.

The CAJES- C-t i me- st anp attribute shall encapsulate one time-stamp token covering the signature, the signature
timestamp, theconpl et e-certifi cat e-ref erences attribute; and conpl et e-r evocat i on-
r ef er ences attribute.

NOTE: Thistime-stamp coversthe CAJES-E-C level signature as defined in ETSI EN 319 122-2 [i.6].
Syntax
The CADES- C-t i ne- st anp attribute shall contain exactly one component of At t ri but eVal ue type.
The CAdES- C-t i ne- st anp attribute value shall be an instance of ESCTi meSt anpToken ASN.1 type.

The CAJES- C-t i me- st anp attribute shall be identified by thei d- aa- et s- escTi neSt anp OID.
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The corresponding definitions shall be as defined in annex C and are copied here for information.

i d-aa-ets-escTi meStanp OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 25}

ESCTi neSt anpToken :: = Ti neSt anpToken

This attribute encapsul ates one time-stamp token, whose nessagel npri nt field shall be the hash of the
concatenated values (without the ASN.1 type or length encoding for that value) of the following data objects:

. OCTETSTRING of thesi gnat ur e field within Si gner | nf o;
. signature-tine-stanp;

. conpl ete-certificate-references attribute; and

. conpl et e-revocati on-ref er ences attribute.

Each attribute shall be included in the hash withtheat t r Type and at t r Val ues (including type and length) but
without the type and length of the outer SEQUENCE.

The attributes being time-stamped should be encoded in DER (see clause 4.7.1). If DER is not employed, then the
binary encoding of the ASN.1structures being time-stamped should be preserved to ensure that the recal culation of the
data hash is consistent.

For further information and definition of Ti meSt anpToken, see clause 4.8.1.

A.2  Deprecated attributes
A.2.1 Usage of deprecated attributes

Clause A.2 lists deprecated attributes. They are kept in the document to facilitate the handling of legacy signatures but
they shall not be added any more to asignature. The only exceptionisthel ong-t er m val i dat i on attribute that
may still be added to signatures already containing al ong-t er m val i dat i on attribute.

A.2.2 The other-signing-certificate attribute

Theot her-signi ng-certificat e attribute asdefined in ETSI TS 101 733[1], V2.2.1, is deprecated. I nstead,
thesi gni ng-certifi cat e- v2 attribute as defined in clause 5.2.2.3 shall be used.

A.2.3 Thesigner-attributes attribute

Thesi gner-attri butes attribute asdefined in ETSI TS 101 733 [1], V2.2.1, is deprecated. Instead the si gner -
attri but es-v2 asdefined in clause 5.2.6.1 shall be used.

A.2.4 Thearchive-ti nme-stanp attribute

Thear chi ve-ti me- st anp (ATSv2) attribute as defined in ETSI TS 101 733 [1], V2.2.1 is deprecated. New
ATSV2 attributes shall not be created. Systems may extend the lifetime of signatures containing AT Sv2 attributes by
incorporating new ATSv3 as described in clause 5.5.3.

A.25 Thel ong-termvali dati on attribute

Theuseof thel ong-term val i dati on attribute isdeprecated unlessal ong-t er m val i dati on attributeis
already present in asignature. In the case where the signature does not contain yet al ong-t er m val i dati on
attribute, no new | ong-t er m val i dat i on attribute shall be created, but the ar chi ve-ti ne- st anp-v3
attribute as defined in clause 5.5.3 shall be used.

Thel ong-ter m val i dati on attribute shall be used as defined ETS| TS 101 733 [1], V2.2.1.
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A.2.6 The at s- hash-i ndex attribute

Theat s- hash-i ndex attribute asdefined in ETSI TS 101 733 [1], V2.2.1 is deprecated. Instead the at s- hash-
i ndex-v2 asdefined in clause 5.5.2 shall be used.

NOTE: The ASN.1 definition of the at s- hash-i ndex canlead to ambiguities in the decoding if the default
hash algorithmis used.
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Annex B (informative):
Signature Format Definitions Using X.208 ASN.1 Syntax

The following ASN.1 module can be interpreted using the syntax defined in Recommendation ITU-T X.208 [i.16].

ETSI - CADES- ExplicitSyntax88 { itu-t(0) identified-organization(4) etsi(0) cades(19122)
i d-mod(0) cades-explicit88(0)}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS Al

| MPORTS

-- Imports from Cryptographic Message Syntax (CvB): | ETF RFC 5652
Content | nfo, ContentType, id-data, id-signedData, SignedData, Encapsul atedContentl nfo,
Signerlnfo, id-contentType, id-nmessageD gest, MessageD gest, id-signingTinme, SigningTine,
i d-countersignature, Countersignature, RevocationlnfoChoices
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smi ne(16) nodul es(0) cns-2004(24) }

-- Inports from Enhanced Security Services (ESS) Update: Adding CertID AlgorithmAgility
-- | ETF RFC 5035

id-aa-signingCertificate, SigningCertificate, |ssuerSerial, id-aa-contentReference,

Cont ent Ref erence, id-aa-contentldentifier, Contentldentifier, id-aa-signingCertificateV2,

Si gni ngCertificateVv2

FROM Ext endedSecurityServi ces- 2006
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-ess-2006(30) }

-- Imports fromlinternet X 509 Public Key Infrastructure - Certificate and CRL Profile:
| ETF RFC 5280
Certificate, Algorithmdentifier, CertificatelList, Name, DirectoryString, Attribute,
BMPString, UTF8String
FROM PKI X1Expl i ci t 88
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmod(0) id-pkixl-explicit (18)}

Gener al Nanes, General Nane, Policyl nformation
FROM PKI X1I nplici t 88
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmod(0) id-pkixl-inplicit (19)}

-- Inmports fromlinternet Attribute Certificate Profile for Authorization: |ETF RFC 5755
AttributeCertificate
FROM PKI XAt tri but eCerti ficate-2008
{ iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nod(0) id-nod-attribute-cert-v2(61) }

-- Imports fromX 509 Internet Public Key Infrastructure - Online Certificate Status Protocol — OCSP
-- | ETF RFC 6960
Basi cOCSPResponse, Responder| D
FROM OCSP- 2013- 88
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pki x(7) id-nod(0) id-nmod-ocsp-2013-88(81)}

-- Imports fromlInternet X 509 Public Key Infrastructure - Time-Stanmp Protocol (TSP), |ETF RFC 3161
Ti neSt anpToken
FROM PKI XTSP
{ iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-tsp(13)}

-- Definitions of hject lIdentifier arcs used in the present docunent

- Object ldentifier arc for attributes first defined in TS 101 733
id-etsi-es-attributes OBJECT IDENTIFIER ::=
{ itu-t(0) identified-organization(4) etsi(0)
el ectronic-signature-standard (1733) attributes(2) }

-- Object ldentifier arc for attributes first defined in the current docunent
id-etsi-cades-attributes OBJECT I DENTIFIER ::=
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{ itu-t(0) identified-organization(4) etsi(0) cades(19122) attributes(1) }

-- Object ldentifier arc for signature policy qualifier first defined in the current document
i d-etsi-cades-spq OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0) cades(19122) id-spq(2) }

-- nject ldentifier arc for ASN. 1 nodul es defined in the current docunent
i d-etsi-cades-nmod OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0) cades(19122) id-nod(0) }

-- Attributes for basic CAJES signatures

-- commitnent-type attribute (clause 5.2.3)

i d-aa-ets-conmi tment Type OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 16 }

Conmi t ment Typel ndi cati on ::= SEQUENCE {

commi t ment Typel d Commi t ment Typel denti fier,

commi t ment TypeQual i fier SEQUENCE SIZE (1..MAX) OF Commitnent TypeQualifier OPTI ONAL
}
Commi t ment Typel dentifier ::= OBJECT | DENTI Fl ER
Conmi t nent TypeQual i fier ::= SEQUENCE {

commi t ment Typel dentifier Comm tent Typel dentifier,

qualifier ANY DEFI NED BY conmi t nent Typel denti fi er
}
-- mnme-type attribute (clause 5.2.4.2)
i d-aa-ets-m meType OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4) etsi(0)

el ectronic-signature-standard (1733) attributes(2) 1}

M neType: : = UTF8String

-- signer-location attribute (clause 5.2.5)

i d- aa- et s-signerLocation OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 17 }
Si gner Location ::= SEQUENCE { -- at |east one of the following is present
count ryNane [0] DirectoryString OPTIONAL, -- As used to name a Country in X 520
localityName [1] DirectoryString OPTIONAL, -- As used to nanme a locality in X 520
post al Address [2] Postal Address OPTI ONAL
}
Post al Address ::= SEQUENCE S| ZE(1..6) OF DirectoryString
-- signer-attributes-v2 attribute (clause 5.2.6.1)
id-aa-ets-signerAttrV2 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1) 1}
SignerAttributeV2 ::= SEQUENCE {
cl ai medAttributes [0] dainmedAttributes OPTI ONAL,
certifiedAttributesV2 [1] CertifiedAttributesV2 OPTI ONAL,
si gnedAssertions [2] SignedAssertions OPTI ONAL
}
C ai medAttributes ::= SEQUENCE OF Attribute
CertifiedAttributesV2 ::= SEQUENCE OF CHO CE {
attributeCertificate [0] AttributeCertificate,
otherAttributeCertificate [1] O herAttributeCertificate
}
O herAttributeCertificate ::= SEQUENCE {
otherAttributeCertID OherAttributeCertlD,
otherAttributeCert ANY DEFI NED BY ot her Attri buteCertlD
}
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O herAttributeCert|D ::= OBJECT | DENTI Fl ER
Si gnedAssertions ::= SEQUENCE OF Si gnedAssertion
Si gnedAssertion ::= SEQUENCE {

si gnedAssertionl D SignedAssertionl D,
si gnedAssertion ANY DEFI NED BY si gnedAssertionl D

}

Si gnedAssertionl D ::= OBJECT | DENTI FI ER

-- clai med- SAML- assertion attribute (clause 5.2.6.2)

i d-aa-ets-clai medSAML OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)

etsi (0) cades(19122) attributes(1l) 2 }

d ai medSAM_Assertion ::= OCTET STRI NG

-- content-tinmestanp attribute (clause 5.2.8)

i d-aa-ets-contentTi mestanp OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 20 }

Cont ent Ti nest anp: : = Ti neSt anpToken

-- signature-policy-identifier attribute (clause 5.2.9.1)

id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs9(9) smne(16) id-aa(2) 15 }
Si gnaturePolicyldentifier ::= CHO CE {
signaturePolicyld Si gnat urePol i cyl d,
signaturePolicylnplied SignaturePolicylnplied -- not used in this version
}
Si gnaturePolicyld ::= SEQUENCE {
sigPolicyld Si gPol i cyl d,
si gPol i cyHash Si gPol i cyHash,

sigPolicyQualifiers SEQUENCE SIZE (1..MAX) OF SigPolicyQualifierlnfo OPTI ONAL

Si gnaturePolicylnplied ::= NULL
Si gPol i cyld ::= OBJECT | DENTI FI ER
Si gPol i cyHash ::= O her HashAl gAndVal ue

O her HashAl gAndVal ue :: = SEQUENCE {
hashAl gorithm Al gorithmdentifier,
hashVal ue O her HashVal ue }

O her HashVal ue ::= OCTET STRI NG

Si gPol i cyQualifierlinfo ::= SEQUENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFI NED BY sigPolicyQualifierld

SigPolicyQualifierld ::= OBJECT | DENTI Fl ER

-- Signature policy qualifiers types (clause 5.2.9.2)

-- spuri

id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
smnme(16) id-spq(5) 1}

SPuri ::= 1 A5String
-- sp-user-notice
i d-spg-ets-unotice OBJECT I DENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
sm ne(16) id-spq(5) 2}
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SPUser Noti ce ::= SEQUENCE {
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText DisplayText OPTI ONAL
}
Not i ceRef erence ::= SEQUENCE {
organi zation Di spl ayText,
noti ceNunbers SEQUENCE OF | NTEGER
}
Di spl ayText ::= CHO CE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPSt ri ng (Sl ZE (1..200)),
utf8String UTF8Stri ng (Sl ZE (1..200))
}

-- sp-doc-specification
i d-spg-ets-docspec OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) id-spg (2) 1}

SPDocSpeci fication ::= CHO CE {
oid OBJECT | DENTI FI ER,
uri 1 A5String

}
-- signature-policy-store attribute (clause 5.2.10)
i d- aa- et s-sigPolicyStore OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1l) 3}
Si gnat urePol i cyStore ::= SEQUENCE {
spDocSpec SPDocSpeci fication ,
spDocunment  Si gnat ur ePol i cyDocunent
}
Si gnat ur ePol i cyDocunent ::= CHO CE {
si gPol i cyEncoded COCTET STRI NG
si gPolicyLocal URI | A5String
-- signature-tinmestanp attribute (clause 5.3)
i d- aa- si gnat ureTi meSt anpToken OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 14 }
Si gnatureTi meSt anpToken :: = Ti meSt anpToken

-- Archive validation data

-- ats-hash-index-v2 attribute (clause 5.5.2)
i d- aa- ATSHashl ndex-v2 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(l) 4 }

ATSHashl ndexV2 :: = SEQUENCE {
hashl ndAl gorithm Al gorithm dentifier,
certificatesHashl ndex SEQUENCE OF OCTET STRI NG
crl sHashl ndex SEQUENCE OF OCTET STRI NG,
unsi gnedAt tr sHashl ndex SEQUENCE OF OCTET STRI NG
}

-- archive-time-stanp-v3 attribute (clause 5.5.3)

i d- aa- et s-archi veTi mest anpV3 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) electronic-signature-standard(1733) attributes(2) 4 }

Ar chi veTi neSt anpToken :: = Ti neSt anpToken
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-- Additional attributes for validation data

-- conplete-certificate-references attribute (clause A 1.1.1)

id-aa-ets-certificateRefs OBJECT |IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) id-aa(2) 21}

Conpl eteCertificateRefs ::= SEQUENCE OF G herCertlD

O herCertl| D ::= SEQUENCE {
ot her Cert Hash O her Hash,
i ssuer Seri al | ssuer Seri al OPTI ONAL

}

O herHash ::= CHA CE {
shalHash O her HashVal ue, -- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue

}

-- certificate-values attribute (clause A 1.1.2)

id-aa-ets-certVal ues OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 23}

CertificateValues ::= SEQUENCE OF Certificate

-- conplete-revocation-references attribute (clause A 1.2.1)

i d-aa-ets-revocationRefs OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 22 }

Conpl et eRevocationRefs ::= SEQUENCE OF Crl CcspRef

Crl CcspRef ::= SEQUENCE {
crlids [0] CRLListID  OPTI ONAL,
ocspids [1] CcspListID OPTI ONAL,
otherRev [2] O her RevRefs OPTI ONAL
}

CRLLi stID ::= SEQUENCE {
crls SEQUENCE OF Crl Val i datedl D
}

CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crildentifier OCrlldentifier OPTI ONAL

}

Crlldentifier ::= SEQUENCE {
crlissuer Narre,
crllssuedTi me UTCTi e,
crl Nunmber | NTEGER OPTI ONAL

}

CespListID ::= SEQUENCE {
ocspResponses SEQUENCE OF OcspResponsesl D

CcspResponses| D :: = SEQUENCE {
ocspldentifier GCcspldentifier,
ocspRef Hash O her Hash OPTI ONAL

}

Cespldentifier ::= SEQUENCE {
ocspResponder | D Responder | D, -- As in OCSP response data
pr oducedAt General i zedTime -- As in OCSP response data
}

O her RevRef s :: = SEQUENCE {

ot her RevRef Type O her RevRef Type,
ot her RevRef s ANY DEFI NED BY ot her RevRef Type

}
O her RevRef Type :: = OBJECT | DENTI FI ER
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-- certificate-revocation-values attribute (clause A 1.2 2)

i d- aa-ets-revocationVal ues OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 24}
RevocationVal ues ::= SEQUENCE {
crlVvals [0] SEQUENCE OF CertificateList OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
otherRevVal s [2] O herRevVal s OPTI ONAL
}
O her RevVal s :: = SEQUENCE {
ot her RevVal Type O her RevVal Type,
ot her RevVal s ANY DEFI NED BY ot her RevVal Type
}
O her RevVal Type ::= OBJECT | DENTI FI ER
-- attribute-certificate-references attribute (clause A 1.3)
id-aa-ets-attrCertificateRefs OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 44 }
AttributeCertificateRefs ::= SEQUENCE OF Gt herCertlD
-- attribute-revocation-references attribute (clause A 1.4)
id-aa-ets-attrRevocati onRefs OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 45 }
AttributeRevocati onRefs ::= SEQUENCE OF Crl CcspRef
-- time-stanped-certs-crls-references attribute (clause A 1.5.1)
id-aa-ets-cert CRLTi mestanp OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 26}
Ti mest anpedCert sCRLs :: = Ti meSt anpToken
-- CAJES-C-tinmestanp attribute (clause A 1.5.2)
id-aa-ets-escTimeStanp OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 25}
ESCTi neSt anpToken :: = Ti neSt anpToken
END
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Annex C (normative):
Signature Format Definitions Using X.680 ASN.1 Syntax

In case of discrepancy in the ASN.1 definitions between the previous clauses and this annex, this annex takes
precedence.

The following ASN.1 module shall be interpreted using the syntax defined in Recommendation ITU-T X.680 [16].

The ASN.1 module defined in this clause shall import the types and structures from IETF RFC 6268 [12],
IETF RFC 5911 [10], IETF RFC 5912 [11], IETF RFC 6960 [14] and IETF RFC 3161 [4] as written in the import part
of the module.

ETSI - CADES- ExplicitSyntax97 { itu-t(0) identified-organization(4) etsi(0) cades(19122)
i d-nmod(0) cades-explicit97(1)}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS Al -

| MPORTS

-- Imports from Additional New ASN. 1 Mddul es for the Cryptographic Message Syntax (CMS) and the
-- Public Key Infrastructure Using X 509 (PKIX): |ETF RFC 6268
-- (update for nodule fromlnports from Cryptographi c Message Syntax (CVS): | ETF RFC 5652)

Content|nfo, ContentType, id-data, id-signedData, SignedData, Encapsul atedContentl nfo,

Si gnerlnfo, id-contentType, id-nessageDi gest, MessageD gest, id-signingTime, SigningTinme,

i d-countersignature, Countersignature, RevocationlnfoChoices, Attribute

FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

-- Inmports from New ASN. 1 Modul es for Cryptographic Message Syntax (CV5) and S/ M ME:
-- | ETF RFC 5911
-- (updated for nodul e from Enhanced Security Services (ESS) Update: Adding CertID AlgorithmAgility
-- | ETF RFC 5035)

i d-aa-signingCertificate, SigningCertificate, |ssuerSerial, id-aa-contentReference,

Cont ent Ref erence, id-aa-contentldentifier, Contentldentifier, id-aa-signingCertificateV2,

Si gni ngCertificateV2

FROM Ext endedSecuri t ySer vi ces- 2009
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm ne(16) nodul es(0) id-nod-ess-2006-02(42) }

-- Inmports from New ASN. 1 Modul es for the Public Key Infrastructure Using X 509 (PKIX):
-- | ETF RFC 5912
-- (updated for nodule fromlInternet X 509 Public Key Infrastructure - Certificate and CRL
-- Profile: | ETF RFC 5280)
Certificate, Algorithmdentifier, CertificatelList, Name
FROM PKI X1Expl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(l) security(5) mechani sns(5)
pki x(7) id-nmod(0) id-nod-pkixl-explicit-02(51)}

Gener al Nanes, General Name, Policyl nformation
FROM PKI X1I mpl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5) mechani sns(5)
pki x(7) id-nod(0) id-nod-pkixl-inplicit-02(59)}

-- Inmports from New ASN. 1 Mddul es for the Public Key Infrastructure Using X 509 (PKIX):
-- | ETF RFC 5912
-- (updated for nmodule fromlInternet Attribute Certificate Profile for Authorization: |ETF RFC 5755)
AttributeCertificate
FROM PKI XAt tri but eCerti fi cat e-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nod(0) id-nod-attribute-cert-02(47)}

-- Imports fromX 509 Internet Public Key Infrastructure - Online Certificate Status Protocol — OCSP
-- | ETF RFC 6960
Basi cOCSPResponse, Responder| D
FROM OCSP-2013- 08
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pki x(7) id-nmod(0) id-nod-ocsp-2013-08(82) }

-- Inmports fromlinternet X 509 Public Key Infrastructure - Tine-Stanp Protocol (TSP), |ETF RFC 3161
Ti meSt anpToken
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FROM PKI XTSP
{ iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-tsp(13)}
-- Imports fromInformation technology - Open Systens |nterconnection —
-- The Directory: Selected attribute types - X 520
DirectoryString{}
FROM Sel ect edAttri but eTypes
{ joint-iso-itu-t ds(5) nodul e(1) selectedAttributeTypes(5) 6 }

-- Definitions of Ohject lIdentifier arcs used in the present document

-- Object ldentifier arc for attributes first defined in TS 101 733
id-etsi-es-attributes OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0)
el ectronic-signature-standard (1733) attributes(2) }

-- (bject ldentifier arc for attributes first defined in the current docunent
id-etsi-cades-attributes OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0) cades(19122) attributes(1) }

-- (bject ldentifier arc for signature policy qualifier first defined in the current document
i d-etsi-cades-spq OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0) cades(19122) id-spq(2) }

-- nject ldentifier arc for ASN. 1 nodul es defined in the current docunent
i d-etsi-cades-npod OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4) etsi(0) cades(19122) id-nod(0) }

-- Attributes for basic CAdES signatures

-- conmtnent-type attribute (clause 5.2.3)

i d- aa- et s-conmi t ment Type OBJECT | DENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 16}
Conmi t nent Typel ndi cation ::= SEQUENCE {
conmmi t ment Typel d Conmi t ment Typel dentifi er,
conmi t ment TypeQual i fier SEQUENCE SIZE (1..MAX) OF Commitment TypeQualifier OPTI ONAL
}
Conmi t nent Typel dentifier ::= OBJECT | DENTI Fl ER
Conmi t ment TypeQual i fier ::= SEQUENCE {
comm tnentQualifierld COWM TMENT- QUALI FI ER. &i d,
qualifier COMM TMENT- QUALI FI ER. &Qual i fi er OPTI ONAL
}
COWM TMENT- QUALI FI ER : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,

&Qualifier OPTI ONAL }
W TH SYNTAX {
COMM TMENT- QUALI FIER-ID & d
[ COMM TMENT- TYPE &alifier] }

-- mme-type attribute (clause 5.2.4.2)

i d-aa-ets-m nmeType OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4) etsi(0)
el ectronic-signature-standard (1733) attributes(2) 1}

M meType:: = UTF8String

-- signer-location attribute (clause 5.2.5)

i d-aa-ets-signerLocati on OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 17 }
Si gner Location ::= SEQUENCE { -- at |east one of the follow ng shall be present
count ryNane [0] DirectoryString OPTIONAL, -- As used to nanme a Country in X 520
localityName [1] DirectoryString OPTIONAL, -- As used to nanme a locality in X 520

post al Address [2] Postal Address OPTI ONAL
}
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Post al Address ::= SEQUENCE SI ZE(1..6) OF DirectoryString{nmaxSi ze}
-- maxSize paranetrization as specified in X 683

-- signer-attributes-v2 attribute (clause 5.2.6.1)

i d-aa-ets-signerAttrV2 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1) 1}
SignerAttributeV2 ::= SEQUENCE {
clai medAttributes [0] CainmedAttributes OPTI ONAL,
certifiedAttributesV2 [1] CertifiedAttributesV2 OPTI ONAL,
si gnedAssertions [2] SignedAssertions OPTI ONAL
}
Cl ainedAttributes ::= SEQUENCE OF Attribute
CertifiedAttributesV2 ::= SEQUENCE OF CHO CE {
attributeCertificate [0] AttributeCertificate,
otherAttributeCertificate [1] O herAttributeCertificate
}
O herAttributeCertificate ::= SEQUENCE {
otherAttributeCert! D OIHER- ATTRI BUTE- CERT. & d,
otherAttributeCert OTHER- ATTRI BUTE- CERT. & her Attri but eCert OPTI ONAL
}
OTHER- ATTRI BUTE- CERT :: = CLASS {

& d OBJECT | DENTI FI ER UNI QUE,
& her AttributeCert OPTI ONAL }
W TH SYNTAX {
OTHER- ATTRI BUTE- CERT- 1 D & d
[ OTHER- ATTRI BUTE- CERT- TYPE & herAttributeCert] }

Si gnedAssertions ::= SEQUENCE OF Si gnedAssertion
Si gnedAssertion ::= SEQUENCE {
si gnedAssertionl D S| GNED- ASSERTI ON. & d,

si gnedAssertion S| GNED- ASSERTI ON. &Assertion OPTI ONAL
}

S| GNED- ASSERTI ON: : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Assertion OPTI ONAL }
W TH SYNTAX {
SI GNED- ASSERTI ON-1 D & d
[ SI GNED- ASSERTI ON- TYPE  &Assertion] }
-- claimed-SAM.-assertion attribute (clause 5.2.6.2)

i d-aa-ets-clai mredSAML OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1l) 2 }

Cl ai nedSAMLAssertion ::= OCTET STRI NG

-- content-tinmestanp attribute (clause 5.2.8)

i d-aa-ets-contentTi mestanp OBJECT I DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 20 }

Cont ent Ti mest anp: : = Ti meSt anpToken

-- signature-policy-identifier attribute (clause 5.2.9.1)

id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(l) nmenber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs9(9) smine(16) id-aa(2) 15 }
Si gnaturePolicyldentifier ::= CHOCE {
signaturePolicyld Si gnat urePol i cyl d,
signaturePolicylnplied SignaturePolicylnplied -- not used in this version
}
Si gnaturePolicyld ::= SEQUENCE {
sigPolicyld Si gPol i cyl d,
si gPol i cyHash Si gPol i cyHash,

sigPolicyQualifiers SEQUENCE SIZE (1..MAX) OF SigPolicyQualifierlnfo OPTI ONAL
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}
Si gnaturePolicylnplied ::

NULL

SigPolicyld ::= OBJECT | DENTI FI ER

Si gPol i cyHash :: = O her HashAl gAndVal ue

O her HashAl gAndVal ue :: = SEQUENCE {
hashAl gorithm Al gorithmdentifier,
hashVal ue O her HashVal ue }

O her HashVal ue ::= OCTET STRI NG

SigPolicyQualifierlnfo ::= SEQUENCE {

Draft ETSI EN 319 122-1 V1.0.0 (2015-06)

sigPolicyQalifierld SIG PCOLICY-QUALIFIER & d ({SupportedSi gPolicyQualifiers}),

qualifier SI G POLI CY- QUALI FI ER. &Qual i fi

er

({SupportedSi gPol i cyQual i fiers} {@igPolicyQualifierld}) OPTI ONAL

Support edSi gPol i cyQual ifiers SI G POLI CY-QUALI FIER :: =

poi nt er ToSi gPol Spec | si gPol DocSpeci fication }

SI G POLI CY- QUALI FI ER :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Qualifier OPTIONAL }

W TH SYNTAX {
SI G POLI CY-QUALI FIER-ID & d
[ S| G QUALI FI ER TYPE &Qualifier] }

noti ceToUser SIG POLI CY-QUALIFIER ::= {

{ noticeToUser |

SI G POLI CY- QUALI FI ER- 1 D i d- spg-ets-unotice SI G QUALI FI ER- TYPE SPUser Noti ce }

poi nt er ToSi gPol Spec SI G POLI CY- QUALI FI ER :: = {
SI G POLI CY- QUALI FI ER- 1 D i d-spg-ets-uri

si gPol DocSpeci fication Sl G POLI CY- QUALI FIER :: = {

SI G QUALI FI ER- TYPE SPuri }

SI G POLI CY- QUALI FI ER- I D i d- spg- et s-docspec S| G QUALI FI ER- TYPE SPDocSpeci fication }

-- Signature policy qualifiers types (clause 5.2.9.2)

-- spuri

id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840)
smnme(16) id-spq(5) 1}

| A5String

SPur i =

-- sp-user-notice

i d-spg-ets-unotice OBJECT |IDENTIFIER ::= { iso(1)
menber - body(2) us(840)
smi ne(16) id-spq(5) 2}

;= SEQUENCE {
Not i ceRef erence OPTI ONAL,
Di spl ayText OPTI ONAL

SPUser Noti ce :
not i ceRef
explicitText

}

Not i ceRef erence :
organi zation
noti ceNunbers

: = SEQUENCE {
Di spl ayText,
SEQUENCE OF | NTEGER

}

Di spl ayText ::= CHO CE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPSt ri ng (Sl ZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200))

}

-- sp-doc-specification

i d-spg-ets-docspec OBJECT IDENTIFIER ::= { itu-t(0)

etsi (0) cades(19122) id-spg (2) 1}
SPDocSpeci fication ::= CHO CE {

oid OBJECT | DENTI FI ER,

uri 1 A5String

}
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-- signature-policy-store attribute (clause 5.2.10)

i d-aa-ets-sigPolicyStore OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1l) 3}

Si gnaturePol i cyStore ::= SEQUENCE {
spDocSpec SPDocSpeci fication
spDocunment  Si gnhat ur ePol i cyDocunent

}
Si gnat ur ePol i cyDocument ::= CHA CE {
si gPol i cyEncoded OCTET STRI NG,
si gPolicyLocal URI | A5String
}
-- signature-tinestanp attribute (clause 5.3)
i d- aa- si gnat ur eTi neSt anpToken OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2) 14 }
Si gnat ur eTi neSt anpToken :: = Ti neSt anpToken

-- Archive validation data

-- ats-hash-index-v2 attribute (clause 5.5.2)
i d- aa- ATSHashl ndex-v2 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) cades(19122) attributes(1l) 4 }

ATSHashl ndexV2 ::= SEQUENCE {
hashl ndAl gorithm Al gorithm dentifier,
certificatesHashl ndex SEQUENCE OF OCTET STRI NG
crl sHashl ndex SEQUENCE OF OCTET STRI NG
unsi gnedAt tr sHashl ndex SEQUENCE OF OCTET STRI NG

}
-- archive-time-stanp-v3 attribute (clause 5.5.3)

i d- aa- et s-archi veTi mestanpV3 OBJECT IDENTIFIER ::= { itu-t(0) identified-organization(4)
etsi (0) electronic-signature-standard(1733) attributes(2) 4 }

Ar chi veTi neSt anpToken :: = Ti neSt anpToken

-- Additional attributes for validation data

-- conplete-certificate-references attribute (clause A 1.1.1)

id-aa-ets-certificateRefs OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) id-aa(2) 21}

Conpl eteCertificateRefs ::= SEQUENCE OF O herCertlD

Q herCertlD ::= SEQUENCE {
ot her Cert Hash O her Hash,

i ssuer Seri al I ssuer Serial OPTI ONAL
}
O herHash ::= CHO CE {
shalHash O her HashVal ue, -- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue
}
-- certificate-values attribute (clause A 1.1.2)
id-aa-ets-certVal ues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 23}
CertificateValues ::= SEQUENCE OF Certificate

-- conplete-revocation-references attribute (clause A 1.2.1)

ETSI



55 Draft ETSI EN 319 122-1 V1.0.0 (2015-06)

i d-aa-ets-revocati onRefs OBJECT | DENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 22 }

Conpl et eRevocationRefs ::= SEQUENCE OF Crl CcspRef

Crl CcspRef ::= SEQUENCE {

crlids [0] CRLListID OPTIONAL,
ocspids [1] CcspListiD OPTI ONAL,
otherRev [2] O her RevRefs OPTI ONAL

}
CRLLi stID ::= SEQUENCE {
crls SEQUENCE OF Crl Validatedl D
}
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crildentifier OCrlldentifier OPTI ONAL
}
Crlldentifier ::= SEQUENCE {
crlissuer Nare,
crllssuedTime UTCTi e,
crl Nunmber | NTEGER OPTI ONAL
}
QocsplistID ::= SEQUENCE {
ocspResponses SEQUENCE OF OcspResponsesi D
CcspResponses| D :: = SEQUENCE {
ocspldentifier GCcspldentifier,
ocspRef Hash QO her Hash OPTI ONAL
}
Cespldentifier ::= SEQUENCE {
ocspResponder | D Responder | D, -- As in OCSP response data
pr oducedAt General i zedTime -- As in OCSP response data
}
O her RevRefs :: = SEQUENCE {
ot her RevRef Type OTHER- REVOCATI ON- REF. & d,
ot her RevRef s SEQUENCE OF OTHER- REVOCATI ON- REF. &Type
}
OTHER- REVOCATI ON- REF @ : = CLASS {

&Type,

& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {

W TH SYNTAX &Type ID & d }

-- certificate-revocation-values attribute (clause A 1.2.2)

i d-aa-ets-revocationVal ues OBJECT | DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) id-aa(2) 24 }
RevocationVal ues ::= SEQUENCE {
crlVals [0] SEQUENCE OF CertificatelList OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot herRevVal s [2] O herRevVal s OPTI ONAL
}
O herRevVval s :: = SEQUENCE {
ot her RevVal Type OTHER- REVOCATI ON- VAL. &i d,
ot her RevVal s SEQUENCE OF OTHER- REVOCATI ON- REF. &Type
}
OTHER- REVOCATI ON- VAL : : = CLASS {
&Type,

& d  OBJECT | DENTIFI ER UNI QUE }
W TH SYNTAX {
W TH SYNTAX &Type ID & d }

-- attribute-certificate-references attribute (clause A 1.3)

id-aa-ets-attrCertificateRefs OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 44 }
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AttributeCertificateRefs ::= SEQUENCE OF O herCertlD
-- attribute-revocation-references attribute (clause A 1.4)

i d-aa-ets-attrRevocati onRefs OBJECT | DENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 45 }

AttributeRevocati onRefs ::= SEQUENCE OF Crl CcspRef
-- time-stanped-certs-crls-references attribute (clause A 1.5.1)

id-aa-ets-cert CRLTi mestanp OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 26}

Ti mest anpedCert sCRLs :: = Ti neSt anpToken

-- CAJES-C-tinmestanp attribute (clause A 1.5.2)

id-aa-ets-escTimeStanp OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) smne(16) id-aa(2) 25}

ESCTi meSt anpToken :: = Ti neSt anpToken

END
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Annex D (informative):
Example Structured Contents and MIME

D.1 Use of MIME to Encode Data
D.1.1 MIME Structure

The signed content may be structured using MIME (Multipurpose Internet Mail Extensions - IETF RFC 2045 [2]).
Whilst the MIME structure was initially developed for Internet email, it has a number of features that make it useful to
provide a common structure for encoding a range of electronic documents and other multi-media data (e.g. photographs,
video). These featuresinclude:

. providing a means of signalling the type of "object" being carried (e.g. text, image, ZIP file, application data);
. providing a means of associating a file name with an object;
. associating several independent objects (e.g. a document and image) to form a multi-part object;
. handling data encoded in text or binary and, if necessary, re-encoding the binary as text.
When encoding a single object, MIME consists of:
. header information, followed by;
0 encoded content.

This structure can be extended to support multi-part content.

D.1.2 Header Information
A MIME header includes:

e MIME Version information:

e.g.: MMe-Version: 1.0

Content type information, which includes information describing the content sufficient for it to be presented to
auser or application process, as required. Thisincludesinformation on the "mediatype” (e.g. text, image,
audio) or whether the data is for passing to a particular type of application. In the case of text, the content type
includes information on the character set used.

e.g. Content-Type: text/plain; charset="us-ascii"

Content-encoding information, which defines how the content is encoded (see below about encoding supported
by MIME).
e  Other information about the content, such as a description or an associated file name.

An example MIME header for text object is:

M ne-Version: 1.0
Content - Type: text/plain; charset=l SO 8859-1
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

An example MIME header for abinary file containing a PDF document is:

Cont ent - Type: application/ pdf

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Descri ption: JCFV201. pdf

Cont ent - Di sposi tion: filenane="JCFV201. pdf"
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D.1.3 Content Encoding

MIME supports a range of mechanisms for encoding both text and binary data.

Text data can be carried transparently as lines of text data encoded in 7- or 8-hit ASCII characters. MIME aso includes
a"quoted-printable" encoding that converts characters other than the basic ASCII into an ASCII sequence.

Binary can either be carried:
e  transparently as 8-bit octets; or
. converted to abasic set of characters using a system called Base64.

NOTE: Asthereare some mail relays that can only handle 7-bit ASCII, Base64 encoding is usually used on the
Internet.

D.1.4 Multi-Part Content

Severa objects (e.g. text and afile attachment) can be associated together using a special "multi-part” content type. This
isindicated by the content type "multipart" with an indication of the string to be used indicating a separation between
each part.

In addition to a header for the overall multipart content, each part includes its own header information indicating the
inner content type and encoding.

An example of amultipart content is:

M ne-Version: 1.0
Content - Type: nmnul tipart/m xed; boundary="----=_NextPart_000_01BC4599. 98004A80"
Cont ent - Transf er- Encodi ng: 7bi t

------ = Next Part _000_01BC4599. 98004A80
Content - Type: text/plain; charset=l SO 8859-1
Cont ent - Transf er - Encodi ng: 7bit

Per your request, |'ve attached our proposal for the Java Card Version
2.0 APl and the Java Card FAQ

------ = Next Part _000_01BC4599. 98004A80

Cont ent - Type: application/pdf; nane="JCFV201. pdf"

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Descri ption: JCFV201. pdf

Content-Di sposition: attachnent; filename="JCFV201. pdf"

ONMBRAKGX GUEAAAAAAAAAAAAAAAAAAAAAPGADAPT/ CQAGAAAAAAAAAAAAAAACAAAAAGAAAAAAAAAA
EAAAL AAAAAEAAADH [ | | AAAAAANBAAAGAAAA [ [ [ 111111 1111111111111 11111171111111111
AANhAAQAYg==

------ = Next Part_000_01BC4599. 98004A80- -

Multipart content can be nested. So a set of associated objects (e.g. HTML text and images) can be handled asasingle
attachment to another object (e.g. text).

The Content-Type from each part of the MIME message indicates the type of content.
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D.2 S/MIME
D.2.1 Using S/IMIME

The specific use of MIME to carry CM S (extended as defined in the present document) secured datais called SMIME
(see IETF RFC 3851 [i.14]).

E-mail SMIME CMS+ETS MIME Word File
ES
From: Smith Content-Type = Content-Type = Dear Mr. Smith
To: Jones application/pkes7- SignedData application/octet- Received 100 tins.

Subject: Signy mime eCont stream
doc. <:_'_ %_'_ <:_'_ Mr. Jones

Figure D.1: lllustration of relation of using S/IMIME

S/MIME carries digital signatures as either:

. an "application/pkes7-mime" object with the CM S carried as binary attachment (PKCS7 is the name of the
early version of CMS), see clause D.2.2; or

. a"multipart/signed” object with the signed data and the signature encoded as separate MIME objects.

D.2.2 Using application/pkcs7-mime

The datato be signed can be included in the Si gnedDat a within CAdES, which itself can be included in asingle
S/MIME object. See IETF RFC 3851 [i.14], clause 3.4.2: "Signing Using application/pkcs7-mime with SignedData
and figure D.2.

Focmmmmeeeaaas L T LT T +
I N N N I
| SIM ME || CAdES || M ME || pdf file |
| I I [ |
| Cont ent - Type=| | Si gnedDat a| | Cont ent - Type=| | Dear M Sni t h|
| application/ || eContent |]|application/ || Received |
| pkcs7-m e | | | pdf |] 100 tins |
| I I I |
| smnme-type= || /] | /] ||  M.Jones |
| signed-data || [ o----- + [ - + |
I [ \ -eee- + \ -eee- + I
| I Vo Vi | #---mmmmemm o +
| I [ #--mmmmmmmom- +
| | +---------- +
R +

Figure D.2: Signing Using application/pkcs7-mime
This approach is similar to handling signed data as any other binary file attachment.

An example of signed data encoded using this approach is:

Cont ent - Type: application/pkcs7-m nme; smi me-type=si gned- dat a;
Cont ent - Transf er - Encodi ng: base64
Content - Di sposition: attachment; filename=smi me.p7m

567Chl G Hf YT6ghyHhHUuj pf yF4f 8HHGTT f vhJhj H776t bBOHAAVCbNj 7
77n8HHGTIHAVQf yFA467ChI G Hf YT6r f vbnj 756t bBghyHhHUUj hJhj H
HUUj hJh4VQof yF467Chl GF Hf YGTr f vbnj T6j H7 756t bBOH7n8HHGghy Hh
6YT64VOCGh G Hf Qonj 75
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D.2.3 Using multipart/signed and application/pkcs7-signature

The signed datais not included in the SignedData, and the CM S structure only includes the signature. See
IETF RFC 3851 [i.14], clause 3.4.3: "Signing Using the multipart/signed Format" and figure F.3.

CMS also supports an alternative structure where the signature and data being protected are separate MIME objects
carried within a single message. In this case, the data to be signed is not included in the Si gnedDat a, and the CMS
structure only includes the signature. See IETF RFC 3851 [i.14], clause 3.4.3: " Signing Using the multipart/signed
Format" and figure F.3 hereafter. Inthiscaseanul ti part/ si gned message is used, where the signature is included
asappl i cati on/ pkcs7-si gnhat ure.

An example of signed data encoded using this approach is:

Content - Type: nultipart/signed,
prot ocol ="appl i cati on/ pkcs7-si gnature";
m cal g=shal; boundary=boundary42

- - boundar y42
Content - Type: text/plain

This is a clear-signed message.

- - boundar y42

Content - Type: application/ pkcs7-signature; nanme=snine.p7s
Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnment; filenanme=sm ne. p7s

ghyHhHUUj hdhj H77n8HHGTT f vbnj 756t bBOHGAVQDf yF467Ghl GF HF YT6
AVQf yF467ChI G HF YT6) H7 7n8HHGghy HhHUUj hah756t bBOHGTT f vbni
N8HHGTT f vhJhj H776t bBOHGAVQonj 7567ChI G Hf YT6ghy HhHUUj pf yF4
7Ghl G HE YT64VQbnj 756

- -boundary42- -

With this second approach, the signed data passes through the CM S process and is carried as part of a multiple-parts
signed MIME structure, asillustrated in figure D.3. The CM S structure just holds the digital signature.

L L L r T L T T +
I N N [ I
| M ME || CAJES || M ME || pdf file |
| [ [ [ I
| Cont ent - Type= || Si gnedDat a| | Cont ent - Type=| | Dear M Sni t h|
| mul tipart/ | | | application/ || Received |
| si gned | | | pdf |] 100 tins |
I A [ [ [ I
| e + /] ||  M.Jones |
| L R + [ o----- + |
I \| [ [ \ -eee- + I
| Content - Type= || | \ RS +
| appl i cation/ | R +
| pdf [ |
| |+ *

[ +

Figure D.3: Signing Using application/pkcs7-signature

This second approach (multipart/signed) has the advantage that the signed data can be decoded by any
MIME-compatible system even if it does not recognize CM S-encoded digital signatures.

D.3  Use of MIME in the signature

CAdES alows two ways to include the MIME type of the data to be signed, either inthecont ent Descri pti on
element of the cont ent - hi nt s attribute or inthem ne- t ype attribute. The included MIME type allowsto give
information on how the driving application should decode or display the signed data. Thus these attributes allow to give
the application useful information. In addition, including the MIME type into the signature can also help to prevent
attacks based on the fact that a binary data file might change its meaning/use depending on the application used to
process the data.
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Which information of the MIME header isincluded as MIME type into the signature depends on the needs of the
driving application. Two examples follow.

1)

2)

For most application, it will be sufficient to know the application corresponding to signed data, thus they will
put only the application or only the Content-Type as MIME-type into the signature, for example:

- appl i cation/ pdf;or
- text/plain; charset="us-ascii".

In the case that the driving application isinterested in all the details of the MIME header, it can put the whole
header as MIME-type into the signature, like for example:

Cont ent - Type: application/ pdf

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Descri ption: JCFV201. pdf

Cont ent - Di sposi tion: filenane="JCFV201. pdf"
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Annex E (informative):
Change history

date Version Information about changes

Restructuring of the document to align with ETSI EN 319 132, addition of attributes:
signer-attributesV2, signature-policy-storage,cl ai ned- SAM.-
assertion; definition of the SPDocSpeci fi cat i on qualifier and the introduction of
different conformance levels. The Hash computation annex was removed to avoid
inconsistencies. Several parts of ETSI TS 101 733 not related the core specification
were removed. An example of using MIME type was added in annex F.

Restructuring of the document to remove duplication and make the definitions as clear
as possible. Include a new ATS-hash-index attribute. Clarification of complete-
certificate-reference, complete-revocation-references, certificate-values, revocation-
values, attribute-certificate-references, attribute-revocation-references.

Include in part 1 only the attributes and the base lien profile. Remove deprecated
December 2014 V0.0.5 |attributes that are not allowed to be created. Clarify still some attributes. Remove the
informative annex on the attributes.

Implemented new introduction and scope in line with the strategy agreed by ESI on the
scope of the standards. Implemented resolutions to comments to v0.0.5 regarding,

November 2013 Vv0.0.3

Vv0.0.4

January 2015 Vv0.0.6 ) . X :
among others to terminology (levels instead forms) and legacy signatures. Containers of
properties defined in new namespace. Further alignment with XAdES implemented.

February 2015 V0.0.7 Implemented changes from ESI#48 and ESI#48-bis. Converted old tables for baselines

levels to a new single table with new notations. Further alignment with XAdES.
February 2015 V0.0.8 |Final editorial changes.

Mai 2015 V0.0.9 |Resultion of comments after public review.

June 2015 V0.0.10 |ASN.1 modules with X.208 syntax is made informative, some small editorial changes.
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