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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This ETSI Guide (EG) has been produced by ETSI Technical Committee Telecommunications and Internet converged
Services and Protocols for Advanced Networking (TISPAN), and is now submitted for the ETSI standards Membership
Approval Procedure.

Introduction

The present document records the recommendations from ETSI Technical Committee TISPAN regarding the use of the
different IETF SIGTRAN adaptation layer protocolsin certain network scenarios. Especialy it isintended to provide a
guideline for network operators heading to introduce SS7 over IP.
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1 Scope

The present document summarizes guidelines regarding the application of adaptation layers originally developed by
IETF Work Group SIGTRAN and later on endorsed by ETSI.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

. References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.
. For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

[1] ETSI TS 102 141: "Services and Protocols for Advanced Networks (SPAN); MTP/SCCP/SSCOP
and SIGTRAN (Transport of SS7 over 1P); Message transfer part 2 User Adaptation layer (M2UA)
[Endorsement of RFC 3331 (2002), modified]".

[2] ETSI TS 102 142: " Services and Protocols for Advanced Networks (SPAN); MTP/SCCP/SSCOP
and SIGTRAN (Message of SS7 over |P); Message transfer part 3 User Adaptation layer (M3UA)
[Endorsement of RFC 3332 (2002), modified]".

[3] ETSI TS 102 143: " Services and Protocols for Advanced Networks (SPAN); MTP/SCCP/SSCOP
and SIGTRAN (Transport of SS7 over |P); Signalling connection control part User Adaptation
layer (SUA) [Endorsement of SIGTRAN-SUA-14 (December 2002), modified]".

[4] ETSI TS 129 202: "Universal Mobile Telecommunications System (UMTS); Signalling System
No. 7 (SS7) signalling transport in core network; Stage 3 (3GPP TS 29.202 version 5.2.0
Release 5)".

[5] I-D ACTION draft-ietf-sigtran-m2pa-12.txt: "SS7 MTP2-User Peer-to-Peer Adaptation Layer".

[6] Implementors' Guide (12/2000) for Recommendation Q.704 (07/96) published by ITU-T Study
Group 11 COM 11-R 6-E January 2001.

[7] ITU-T Recommendation Q.2210: "Message transfer part level 3 functions and messages using the
services of ITU-T Recommendation Q.2140".

[8] ITU-T Recommendation Q.701: "Functional description of the message transfer part (MTP) of
Signalling System No. 7".

[9] ITU-T Recommendation Q.702: "Signalling data link".

[10] ITU-T Recommendation Q.703: "Signalling link".

[11] ITU-T Recommendation Q.704: "Signalling network functions and messages'.

[12] ITU-T Recommendation Q.705: "Signalling network structure”.

[13] ITU-T Recommendation Q.706: "Message transfer part signalling performance”.

[14] ITU-T Recommendation Q.707: "Testing and maintenance".

[15] ITU-T Recommendation Q.708: "Assignment procedures for international signalling point codes".

[16] ITU-T Recommendation Q.709: "Hypothetical signalling reference connection".
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[17] ITU-T Recommendation Q.2140: "B-ISDN ATM adaptation layer - Service specific coordination
function for signalling at the network node interface (SSCF AT NNI)".

[18] ETSI EN 300 008-1: "Integrated Services Digital Network (ISDN); Signalling System No.7;
Message Transfer Part (MTP) to support international interconnection; Part 1: Protocol
specification [ITU-T Recommendations Q.701, Q.702, Q.703, Q.704, Q.705, Q.706, Q.707 and
Q.708 modified]".

[19] ETSI EN 300 436-1: "Broadband Integrated Services Digital Network (B-ISDN); Signalling ATM
Adaptation Layer (SAAL); Service Specific Connection Oriented Protocol (SSCOP);
Part 1: Protocol specification [I TU-T Recommendation Q.2110, modified]".

[20] ETSI EN 301 004-1: "Broadband Integrated Services Digital Network (B-1SDN); Signalling
System No.7; Message Transfer Part (MTP) level 3 functions and messages to support
international interconnection; Part 1: Protocol specification [ITU-T Recommendation Q.2210
(1996), modified]".

[21] ETSI ETS 300 438-1: "Broadband Integrated Services Digital Network (B-ISDN); Signalling
ATM Adaptation Layer (SAAL); Service Specific Co-ordination Function (SSCF) for support of
signalling at the Network Node Interface (NNI); Part 1: Specification of SSCF at NNI [ITU-T
Recommendation Q.2140 (1995), modified]".

[22] ITU-T Recommendation Q.1901: "Bearer Independent Call Control protocol”.
[23] ITU-T Recommendation H.248: "Gateway control protocol”.
[24] IETF RFC 3436: "Transport Layer Security over Stream Control Transmission Protocol”.
[25] IETF RFC 3332: "Signaling System 7 (SS7) Message Transfer Part 3 (MTP3) - User Adaptation
Layer (M3UA)".
[26] ITU-T Recommendation G.711: "Pulse code modulation (PCM) of voice frequencies’.
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

M TP-L 3: general term for the functionality provided by MTP Level 3 when no details regarding special functionality
to support lower layer functionality needs to distinguished

MTP3: MTP-L3 functionality as defined by ITU-T Recommendation Q.704 along with support for narrowband TDM
based SS7 links

MTP3b: MTP-L3 functionality as defined by ITU-T Recommendation Q.2210 to support highspeed and broadband
SS7 links that require the exchange of longer sequence numbersin chase of change-over

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS Application Server

ASP Application Server Process

ATM Asynchronous Transfer Mode

BLO Blocking message

CCBS Call Completion to Busy Subscriber
IPSEP IP based Signalling End Point

IPSP I P based Signalling Point

ISDN Integrated Services Digital Network
ISUP ISDN User Part
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MGC Media Gateway Controller also referred to as Softswitch
MSU Message Signal Unit
SAAL Signalling ATM Adaption Layer
SCCP Signalling Connection Control Part
SCP Service Control Point
SEP Signalling End Point
SG Signalling Gateway
SGP Signalling Gateway Process
SS7olP SS7 over |IP
STP Signalling Transfer Point
STPG Signalling Transfer Point Gateway
SU Signal Units
TDM Time Division Multiplex
TfA Transfer Allowed (as defined in ITU-T Recommendation Q.704)
TfP Transfer Prohibited (as defined in ITU-T Recommendation Q.704)
TLS Transport Layer Security
UP User Part (as defined in ITU-T Recommendation Q.704)
UPU User Part Unavailable
XCA Acknowledgement Changeover Order
XCO Extended Changeover Order
4 Network architectures using SS7 over IP
4.1 General architectural considerations

To alow astructured approach for architectural considerations regarding the use of SIGTRAN adaptation layers, the
following example SS7 network is used. It should be noted that the SS7 network is assumed to meet today's fixed and
mobile network operators needs.

The usage of SS70lP for 3GPP scenarios is covered in the appropriate 3GPP specifications, TS 129 202 [4].
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e.g.
SC
Database Segment
STR, STP
STP STP
SEP Access STP Network SEP Access
Segment Segment Segment

TDM based SS7 link set

Figure 1: General SS7 network architecture

This network could be formally subdivided into different segments, namely:
. SEP Access Segment

connection of Signalling Endpoints (SEP) with each other.
- associated signalling mode -

connection of Signalling Endpoints (SEP) with Signalling Transfer Points (STP).
- qQuasi-associated signalling mode -

. STP Network Segment
connection between the Signalling Transfer Points (STP).
. Database Segment

connection between the Signalling Transfer Points (STP) and specialized SS7 nodes providing functions
for the Intelligent Network or Mobile Network.

This partitioning is introduced to reflect the fact that some of the protocols out of the SIGTRAN suite have been
designed to serve highly specialized scenarios.

Table 1 summarizes requirements for introduction of SS7 over IP in existing SS7 networks.

The reguirement " stepwise introduction of SS7olP" is to ensure that there is no impact on the SS7 network parts that do
not migrate from continued use of a circuit based network to an IP based network. Only bilateral agreements between
the effected nodes are acceptable.

The requirement "SI independency” is to ensure that the introduction of SS7olP does not introduce different signalling
paths for signalling messages belonging to different MTP User Parts between any two signalling nodes.
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The requirement " seamless interworking between SS7 link sets" is to ensure that nodes having only conventional SS7
links can coexist with nodes using SS7olP in the same MTP network without causing interoperability problems.

An"X" intable 1 indicates that the corresponding requirement is considered essential. An "-" indicates that the
corresponding requirement is not considered essential.

Table 1. Requirements for introduction of SS7 over IP in existing SS7 networks

Requirement SEP Access Segment STP network Database
segment segment
SEP to SEP SEP to STP
stepwise introduction of SS70lP X X X X
provide Sl independency X X X -
(see note 7
seamless interworking between SS7 link sets - X X X

(see note 2)
NOTE 1: Only SCCP messages are used to communicate with nodes in the database segment.
NOTE 2: An SEP is not transferring incoming messages from one link/link set to another one.

4.2 General protocol aspects

4.2.1 SS7 protocol stack in TDM/ATM networks

The conventional SS7 protocol stack as defined by ITU-T in Recommendations Q.701 [8] up to Q.709 [16], Q.2210 [6],
Q.2140[17] and modified by ETSI in EN 300 008-1 [18], EN 300 436-1 [19], EN 301 004-1 [20] and
ETS 300 438-1 [21] is shown below.

TC-usere e eTC-user

TC
ISUP sccp Se other MTP
User Parts
MTP3 (Q.704) or MTP3b (Q.2210)

MTP- L2 SSCF-

MTP- L2 (Annex A) NNI
MTP- L1 MTP- L1 SSCOP

ATM

Figure 2: SS7 Protocol stack (TDM and ATM transport protocols only)

It isimportant to recognize that usage of the high speed option (annex A of ITU-T Recommendation Q.703 [10]) and
the ATM based protocols using the SAAL protocol stack require the use of MTP3b according to ITU-T
Recommendation Q.2210 [7] (EN 301 004-1 [20]) to accommodate the usage of longer sequence numbers carried in
XCO and XCA messages. An SEP with MTP3 according to ITU-T Recommendation Q.704 [11] will not be able to
handle these messages, because they are not defined in ITU-T Recommendation Q.704 [11]. An STP will pass these
messages on if received in transit.
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4.2.2 SS7 protocol stack in TDM/ATM and IP networks

4221 MTP2-User Peer-to-Peer Adaptation Layer (M2PA)

The IETF defined protocol M2PA together with SCTP provide similar functionality as M TP-L2 or SSCOP/SSCF-NNI
in TDM/ATM networks.

Thereis no endorsement document for the M2PA protocol available from ETSI right now.

TC-usere ® eTC-user

TC
other MTP
. SECE e User Parts
MTP3 (Q.704) or MTP3b (Q.2210)
MTP- L2 SSCF-
MTP- L2 (Annex A) NNI M2PA
MTP- L1 MTP- L1 SSCOP SCTP
ATM IP

Figure 3: Positioning of M2PA in the SS7 Protocol stack

As aready noted for the high speed option according to annex A of ITU-T Recommendation Q.703[10] and ATM
based SS7 protocol stack, introduction of M2PA requiresto have MTP3b according to ITU-T Recommendation
Q.2210[7] (EN 301 004-1[20]) to allow the longer sequence numbers of M2PA to be carried in XCO and XCA
messages. An SEP supporting only MTP3 according to Q.704 will not be able to handle these messages, because they
are not defined in ITU-T Recommendation Q.704 [11]. Thisfact is not correctly considered in the IETF document on
M2PA [5].

M2PA could be used throughout the SS7 network, e.g. in order to provide higher bandwidth to an adjacent SS7 node.
Between adjacent SS7 nodes using M2PA based signalling links, the use of at least two M2PA based links per link set
should be considered.

Since one M2PA link uses one SCTP association, multiple SCTP associations would be necessary.

NOTE: Having multiple SCTP associations between two adjacent SS7 nodes requires to have multiple SCTP
endpoints at least in one Signalling Point. This could be achieved e.g. by using different source port
numbers for every SCTP endpoint when initiating the SCTP associations.

The use of asingle M2PA based link in alink set between two adjacent nodes is not encouraged, because it would
introduce add additional head-of line blocking in case of retransmissions on SCTP level, as M2PA does not use the
streams concept of SCTP. More details on thisare given in figure 17 and figure 18.
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For a complete view regarding the other currently allocated MTP-L3 user parts table 2 should be consulted [7].

The service indicator codes for the international signalling network are allocated as follows.

Table 2: Currently allocated service indicator codes for the international signalling network

Sl value (Hex)

00 Signalling network management messages (formally not an UP)
01 Signalling network testing and maintenance messages (formally not an UP)
02 Reserved
03 SCCP
04 Telephone User Part
05 ISDN User Part
06 Reserved
07 Reserved
08 MTP Tester
09 Broadband ISDN User Part
0A Satellite ISDN User Part
0B Signal Processing Network Equipment User Part
oc Reserved for AAL type 2 Signalling Transport Converter
0D Bearer Independent Call Control (BICC, Q.1901)
OE Reserved for Gateway Control Protocol (GCP, H.248)
OF Reserved for extension
4.2.2.2 Message Transfer Part 2 User Adaptation Layer (M2UA)

The M2UA protocol, along with SCTP allows to "bridge" between TDM and I P networks, where one of the two
adjacent SS7 nodes residesin the TDM domain and the other one islocated in the |P domain.

The ETSI endorsed M2UA is contained in document TS 102 141 [1]. Some optional functionalities are not part of
M2UA according to the ETS| specifications. However, the removal of these optional functionalities does in no way
hinder the interoperability with the IETF compliant M2UA protocol.

TDM

PC “ipSp" TC-usere ® eTC-user
TC
ISUP SCCP
MTP-L3
MTP- L2 | NIF| M2UA M2UA
MTP- L1 SCTP SCTP
1P P
IP based

1 to 1 relation

Figure 4: Positioning of M2UA in the SS7 protocol stack
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Not having an MTP-L 3 at the "bridge", there is a one-to-one relation between the TDM and I P side and the maximum
achievable throughput towards the IPSP is till limited by the TDM side, therefore no gain in bandwidth for transporting
SS7 messages between those two nodes. In case of having more than one signalling link to be backhauled from the
signalling gateway, the following should be taken into account:

. M2UA provides an "interface identifier" which in turn would allow to backhaul all signalling links handled by
asingle gateway over an SCTP association without the necessity to use different streams per signalling link.
However, this would introduce "head-of-line" blocking in case of retransmissions;

. mapping the different signalling links onto different streams on the same SCTP association circumvents this
problem;

. use of different SCTP associations per signalling link is only necessary if backhauling to different destinations
(different IPSPsin figure 4) isrequired.

42.2.3 Message Transfer Part 3 User Adaptation Layer (M3UA)

The M3UA protocol interfaces with the SS7 stack at MTP-L 3, thus providing a means to convey al messages destined
to a certain adjacent point code. MTP L3 Network Management messages for the adjacent SS7 node are converted into
messages of the M3UA protocol.

The ETSI endorsed M3UA is contained in TS 102 142 [2]. Some optional functionalities are not part of M3UA
according to the ET S| specifications. An essential restriction in the ETSI specification is the requirement to use
different point codes for the SG and the ASP (located in the IPSP in figure 5). Thisisto allow the use of MTP-L3
network management messages in case of nodefailuresin the I P network. Thus the node residing on the TDM/IP
network edge could be considered as STP providing seamless access to an SS7 node located in the IP network. It is
essential to recognize that the introduction of the additional point code for the SG eventually changes the signalling
relation from "associated" to "quasi-associated" and thus might impact the adjacent nodes.

PC “sg” PC “ipSp" TC-users ® ¢TC-user
TC
ISUP SCCP
MTP-L3 M3UA M3UA/MTP-L3
MTP- L2 SCTP SCTP
MTP- L1 IP IP
TDM IP based

ETSI TS 102 142:
SG has an SS7 Point Code different from the IPSP

Figure 5: Positioning of M3UA in the SS7 protocol stack

To highlight the ETSI requirement of having different point codes at the signalling gateway and the I P based Signalling
Point, figure 5 shows "M3UA/MTP-L3" for the IPSP. This should not raise the requirement of having a complete
MTP-L3 implementation here.

As already mentioned, it is essential to avoid potential message blocking introduced by sending all M3UA messages via
asingle SCTP stream. It is strongly recommended to use different SCTP streams for MSUs having e.g. different SLS
values. Note that other distribution mechanisms are possible but not described here.

Generally it has to be ensured that M SUs belonging to the same transaction (e.g. an ISUP call) are sent over the same
SCTP stream. Furthermore, M3UA protocol does not enforce the usage of the same distribution mechanism on both
sides.
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42231 SS7 network impacts with IETF based M3UA during failure situations

For discussing some failure situations, the following SS7 network scenario is assumed. Whether associated or
quasi-associated signalling mode is used is of no importance at the moment. Two TDM based signalling endpoints have
asignaling relationship with an IP based signalling endpoint, consisting of a signalling gateway and a media gateway
controller.

RFC 3332 [25] allows the SG and the MGC to be identified in the SS7 network with the same point code. Thisis often
referred to as "single point code model”. It certainly has the advantage of not requiring the introduction of an additional
point code, thus changing the nature of the signalling mode from associated to quasi-associated as seen from the two
SEPs denoted with "a" and "m".

&

-

IPSEP: “A”

ke

TDM based SS7 link set

== == = SS70IP using M3UA

Figure 6: Networking example where the IPSEP (SG and MGC) uses a single point code "A"

Without further detail about the internal structure of point code "A", the use of a single point code for SG and MGC
does not allow the SG to send TFP messagesiif it |oses connectivity to the MGC. According to the MTP L3
specifications, the SG has to use the "User Part Unavailable" (UPU) procedure. Using this method, the concerned SEPs
themselves are obliged to send test messages to detect when the User Part is available again. Consequently the UPU
procedure has to be supported actively by al SS7 nodes communicating with node "A".

Theinternal organization of the"MGC" is donein away to use different Application Servers (AS) for ISUP and SCCP
traffic. For simplicity reasons only one "Signalling Gateway Process' (SGP) is shown). If connectivity with only one
AS, eg. AS-SCCPislogt, the SG hasto signal the failure of the effected User Part using the UPU procedure as
described before.
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| 4ASP #n
/ .
g Ro_utlncg I;ey:
< ; Point Code="A";
- - _-r ASP #1 SI=ISUP
LT - Application
A ” -~ Server
e (AS-ISUP)
~ e”
o TN~ o T T ==k JaSP#n
Signalling S~
Gateway T~a - Routing Key:
SIASP #1 Point Code="A";
— SI=sccP
Application
. Server
ed SS7 link set (AS-SCCP)
IPSEP: Point Code “A”

Figure 7: Internal structure of the SS7 signalling point "A" - one AS serving one UP

From an SS7 network management point of view, the situation becomes more complicated, when the traffic for one
User Part, e.g. ISUP, is distributed for load-sharing reasons over several Application Servers, whereby every AS serves
acertain, non-overlapping circuit range. If connectivity to one ASislost, the signalling gateway hasto use ISUP

mai ntenance messages like "circuit blocking” (BLO) to stop usage of currently not reachable circuits that are dealt with
by the AS. Using the UPU procedure is not possible, asits use would stop the traffic for the complete user part and not

only for the affected circuits.

- Ry
7 -
SS7 Links/ linksats ="
> SGP €=~ _ _
/ S
Signalling
Gateway

TDM based SS7 link set

= SS70IP using M3UA

| 4ASP #n
oint Code="A";
-7 _|-ASP #1 SI=ISUP
- g _-7 ClC={1-2000}
s _-" Application
- Server (AS)
~<_ """l FiasP#n
T~ ~ d Routing Key:
B ASP #1 Point Code="A";
SI=ISUP
CIC={2001-4095}
Application
Server (AS)
IPSP
IPSEP: Point Code “A”

Figure 8: Internal structure of the SS7 signalling point "A" - multiple AS serving same UP
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RFC 3332 [25] statesin section 1.4.1 that an ASP or group of ASPs could be represented in the SS7 network with a
point code different from the point code of the SG. Thus the SG acts like an STP.

&

>@—--———MGG

SG: “A” IPSEP: “B”

e

TDM based SS7 link set

== == = SS70IP using M3UA

Figure 9: Networking example where SG and MGC have different point codes

Compared to the situation with the "single point code model” this allows the SG to send TFP messages if thereis no
longer a connection to point code "B". The signalling endpoints are automatically informed via TFA messagesif point
code "B" becomes available again. There is no necessity to use the UPU procedure.

If, however, the internal structure of point code "B" is as shown below, the SG has no other possibility than still using
the UPU procedure when e.g. connectivity to the AS serving the ISDN user part islost.

| 4ASP #n
P - - IIzo'utincg Igey: 5
- ' oint Code="B";
- - _-r ASP #1 SI=ISUP
S - Application
+7 Server
e -
~ e (AS-ISUP)
SS7 Links/ lifksetew sr e”
// \\::—-‘-~_.-_
. . S~ = 1ASP #n
Signalling T~
Gateway < Routing Key:
SIASP #1 Point Code=*B";
— sl=sccp
Application
_ Server
TDM based SS7 link set (AS-SCCP)
== == = SS70IP using M3UA
SG: Point Code “A” IPSEP: Point Code “B”

Figure 10: Internal structure of the SS7 signalling point "B" - one AS serving one UP

From the SS7 network management point of view, there is also no improvement in case there are several ASs serving
different circuit ranges. The SG has to perform |SUP maintenance procedures to block only the affected circuits.

Network management is even more problematic, in case two Signalling Gateways, acting as STPs, are connected with
each other, as shown in figure 11.
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SG: “Al” ASP #n
E Routing Key:
@ - - Point Code="B”;
N\
N v
AN ,7 | Application
s 47 Server (AS)
\/\
AN ASP #n
// \\ Routing Key:
E \f 7/ \ Point Code=“B";
“m SGf+---+ - = = —[NASP #1 Sl=SCCP
SG: “A2" Application
Server (AS)
TDM based SS7 link set
== == = SS70IP using M3UA
IPSP: Point Code “B”

Figure 11: Internal structure of the SS7 signalling point "B" - one AS serving one UP

If signalling gateway "A1" looses connectivity with the application server serving the ISDN user part, thereisno
standard MTP Level 3 procedure to divert only the ISUP messages to the signalling Gateway "A2". Use of the UPU
procedure would stop all traffic for the concerned user part, even where signalling gateway "A2" could still
communicate with the application server serving the ISDN user part. Additionaly, signalling gateway "A1" has not
even the meansto inform SEP "a" - SEP "m" that they should stop using the signalling route via"A1" for ISUP traffic
only. The only MTP L3 conformant method would be to stop all signalling traffic for "B" that is sent over "A1" by
using TFP. But this method then removes the redundancy intentionally built in by using two signalling gateways.

The standard MTP Level 3 specifications do not envisage the usage of different routes for different MTP User Parts.
Main reason being that MTP Network Management messages, used to divert signalling traffic to other routes, like
TFA/TFP deal only with the availability/unavailability of complete point codes.

This error scenario clearly shows that the flexibility built into M3UA to distribute the "work load" to different
independent Application Servers leads to not acceptable unbalanced load situations.
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4.2.2.3.2

After the previous discussion, it is obvious that any distribution of signalling messages to a finer granularity than the
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SS7 network impacts with ETSI based M3UA during failure situations

one that could be signalled with MTP Level 3 methods can cause unacceptable network situations. Therefore

restrictions on granularity of the routing keys like those required in TS 102 142 [2] are the logical consequence to avoid
these problems right from the start. The result isthat ASs supporting different MTP Level 3 User Parts (e.g. ISUP or
SCCP) should have different SS7 point codes assigned, however, thisis not considered a useful solution when a close
interaction between ISUP and SCCP isrequired as e.g. for ISDN Supplementary services like CCBS.

TDM based SS7 link set

SS70IP using M3UA

Figure 12: Internal structure of the SS7 signalling point "B" - one AS serving the complete point code

SG: “Al”
A53)
=~ ~
S ASP #n
RS Routing Key:
SN Point Code="B"
_MASP #1
-~
P T
_-- Application
N 17 Server (AS)
(o
IPSEP: “B”
SG: “A2’

Any failure situation between the signalling gateways "A1"/"A2" and the application server "B" could be signalled

using TFP/TFA messagesin full accordance with the SS7 M TP specifications. No reaction in the MTP-L3 User Part

level isrequired to inform all SS7 nodes when the path is re-establ

ished.

SG: “Al”

TFP(“z}@:&{: g

SG: "A2”

TDM based SS7 link set

== == =  SS70IP using M3UA

[IPSEP

HB”

JIPSEP

HC”

IPSEP
D

Figure 13: Migration in the SEP access area for quasi-associated signalling
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4224 Signalling Connection Control Part User Adaptation Layer (SUA)

The SUA protocol interferes with the SS7 stack at SCCP level, thus providing a means to convey SCCP messages only.
Thus the node residing on the TDM/IP network edge could be considered as SCCP Relay Point providing seamless
access to an SCCP subsystem located in the | P network. The ETSI endorsed SUA is contained in TS 102 143 [3]. Some
optional functionality is not part of SUA according to the ETSI specifications.

TC-usere ® e TC-user
TC
SCCP SUA SUA
MTP-L3 SCTP SCTP
MTP- L2 IP IP
MTP- L1

IP based

TDM

Figure 14: Positioning of SUA in the SS7 protocol stack

4.3 Architectural considerations STP network segment

Theintroduction of SS7olP in the STP network segment is considered as a stepwise migration, starting e.g. at one node
in the network, hence leaving others unaffected. This purely local introduction requires the use of " Signalling
Gateways' (SG) as additional equipment in the SS7 backbone network. Due to the failure tolerant structure of afully
meshed SS7 backbone network, this introduction must not adversely influence the overall operation of the SS7 network.

It also imposes no real constraints on the protocol to be used, aslong as the transport of all SS7 Message Signal Units
(MSUs) is assured.

In the figure shown below, this might be achieved using either:

. M2UA

The use of M2UA requires no SS7 point code at the SG. This solution is possible only aslong as SS7olP
isintroduced locally. Using M2UA it is not possible to migrate the whole STP network segment to
SS70IP as the SG continues to have TDM links on one side thus placing only asingle STPinto the |P
network (designated STPG in the figure below, as this node retains some TDM links). All other STPs
till remain TDM based.

. M2PA

Using M2PA requires the SG to have an SS7 point code assigned and the MTP3b has to be used on the
SG and STPG. Using M2PA it is possible to migrate the whole STP network segment to SS7olP.

. M3UA
Using M3UA according to TS 102 142 [2] requires the SG to have an SS7 point code of its own and the

MTP3 functionality has to be present on the SG. Using M3UA it is possible to migrate the whole STP
network segment to SS7olP. Effectively a symmetrical SG-SG communication is used.
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Other solutions providing e.g. for transparent tunnelling of all SS7 Signal Units (SU) are possible, but they are
mostly based on proprietary protocols. These solutions provide a sort of emulated "wire" over the IP signalling
network. Using these solutionsit is not possible to migrate the whole STP network segment to SS7ol P without

continued use of SGs.

/ P Signallingw \

Networ
STP SGeememeres o STPG
@ SG ““‘ SG @
STP STP

\ SS7 Network j

SEP Access STP Network SEP Access
Segment Segment Segment

TDM based SS7 link set

-------- IP based SS7 link set

Figure 15: Local introduction of SS70lP for STP interconnection

When considering a migration towards SS7ol P without introducing intermediate SG devices, the set of usable
SIGTRAN protocols differs compared to a pure local introduction.

In figure 16, the following protocols could be used:

M3UA using a symmetrical SG-SG communication;

M2PA.
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-~ N N )

STPG ...... .................. A =3 STPG
STPG e eern e “ STPG
IP based SS7
K SS7 Network / Y Network ) \_ SS7 Network /
SEP Access STP Network SEP Access
Segment Segment Segment

TDM based SS7 link set

-------- IP based SS7 link set

Figure 16: SS70IP introduced for STP interconnection

Using M2PA for STP interconnection a peculiarity of M2PA has to be considered when deciding about the number of
M2PA links between two adjacent SS7 nodes.

MTP L3 alows usage of up to 16 linksin alink set and the SLS valueis used to select the alink within the link set.

[ SAMA [SLS=0]|[ IAMA [SLS=0}—>

[SAMB [sLs=1][ IAMB [SLS=1}—»

transmitted independently
[SAMC [sSLS=2][ IAMC [sLS=2}—» over different links

[ sam z [SLS=15]:[ IAM Z [SLS=15}—>

Figure 17: Sample MSU sequence on 16 parallel links forming one link set

In case thereisonly asingle M2PA link in the link set, the messages formerly sent out in parallel over different links
are now serialized over one communication channel, as M2PA makes no use of the "streams’ concept provided by
SCTP which in principle alows for independent communication channels within the same communication path.

| SAM Z SAMC || SAMB || SAMA || 1AM Z

IAMC || IAMB | IAM A |

Figure 18: Sample MSU sequence from figure above on single M2PA link forming one link set

Therefore if e.g. the message containing "IAM Z" (shown with the flash above it) has to be retransmitted, all messages
following this message are not delivered to the receiving M2PA. The resulting delay depends on the parameter setting
of SCTP and the roundtrip delay of the used IP network. To avoid as far as possible inter link set changeover , more
than one link using M2PA should be used to form an I P based SS7 link set. This resultsin having independent
load-control mechanisms for every M2PA link, but also the traffic overhead caused by e.g. the heartbeat mechanism of
SCTP. It should be kept in mind that implementations might use a very short heartbeat timer value to detect path
failures as fast as possible.
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A further issue related to network planning is the fact that M 2PA requires the use of "extended changeover order”
(XCO) and "extended changeover acknowledgement” (XCA) messages of MTP3b. In case a changeover to another link
set isrequired, it has to be assured that the changeover procedure is using a route where all SS7 nodes are capable to
transfer X CO/XCA messages.

XCO discarded by MTP3

MTP3
(0.704) MTP3b (Q.2210)
STP #4
XCO XCO XCA
STP #-1 ....................... STP#—2
—
KCO
MTP3b (Q.2210) YXCA MTP3b (Q.2210)

TDM based SS7 link set

===emmee P pbgsed SS7 link set using M2PA

Figure 19: Inter-link set changeover procedure for M2PA

A route from STP#1 towards STP#4 via STP#3 will result in atime-controlled changeover procedure, as STP#3
provides only narrowband M TP3 functionality and is allowed to discard the unknown X CO/XCA messages. Instead of
making use of M2PAs M SU retrieval capabilities, a message loss will occur.

Considering local introduction of SS70lP in the STP network segment, as shown in the figure below, it apparently
becomes clear that M2UA might be used as afirst step to obtain experience with SS7ol P, but the following issues need
to be considered:

. Bandwidth limitation, as there is still a one-to-one relation with the TDM link on one side.

. M2UA is specifically designed to alow for controlling the TDM side remotely from the IPSEP.

. Redundancy aspects requires to split an SS7 link set over several gateways.

. Due to the operation of M2UA that does not even allow the use of different SS7 point codes for the Signalling
Gateway and the MGC, an integration of the Signalling Gateway into another SS7 network element, e.g. the
STP, isnot possible, as the |PSEP needs to have control over the SGs he is communication with.
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ISUP/SCCP ISUP/SCCP
MTP-L3 MTP-L3
MTP-L2 MTP-L2 | NIF | M2UA M2UA
MTP-L1 MTP-L1 SCTP SCTP

IP IP
—
SS7 link set 1b
STP SG’ #lahssdeessmmmmnssssnnnnnnnssnnnnssssnnnnnns IPSEP
Ha” [ | HB”
SS7 link set
ink se
2b
TN SG#2g berdersnnnnrnaninnnnnninsnnnnnnsnnnnnnnns IPSEP
I HCH
[
SS7 link set hb IPSEP
\ SG'H#Napeedrrsasssnssnssnsnnnsnnnnnnnsssunnnnnns “D”

TDM based SS7 link set

-------- IP based SS7 link set

Figure 20: Using M2UA for local introduction of SS70IP in case of STP interconnection

Reasons for not using SUA:

. MTP-L3 functionality is required in the Backbone Network Segment, use of SUA would not alow to transport
e.0. ISUP messages, as SUA is designed specifically to handle SCCP only.

4.4 Architectural considerations SEP access segment

The introduction of SS70lP in the SEP access segment could also be considered as a stepwise migration starting e.g. at
the SEP, thus leaving other SS7 nodes unaffected. This purely local introduction requires the use of "Signalling
Gateways' (SG) as additional equipment in the SS7 network. As any failure of this SG may result in interruption of the
SS7 signalling relation, special attention has to be paid to possible failure scenarios. No constraints are put on the
protocol to be used, aslong as the reliable and in-sequence transport of all relevant SS7 Network Management
messages and all User Part messagesis assured.

Infigure 21, this might be achieved using either:

. M2UA

Use of M2UA leaves the SS7 network unaware of the local migration towards SS70olP.

. M2PA

Using M2PA requires the SG to have an SS7 point code assigned and the MTP3b functionality has to be
present on the SG and | PSEP consequently changing associated signalling between SEPs into

quasi-associated signalling.

. M3UA

Using M3UA according to TS 102 142 [2] requires the SG to have an SS7 point code of its own
Effectively there are now two or more point codes required, whereas there was only one previoudly.
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. Other solutions providing e.g. for transparent tunnelling of all SS7 Signal Units (SU) are possible, but they are
mostly based on proprietary protocols. These solutions provide sort of emulated "wire" over the IP signalling
network. A corresponding SG isin turn necessary to perform the conversion back to TDM.

a N N

STP STP
e
STP stp —T¢
IP based SS7
\ SS7 Network AN Network Y,
SEP Access STP Network SEP Access
Segment Segment Segment

TDM based SS7 link set

-------- IP based SS7 link set

Figure 21: Local introduction of SS70lP for STP/SEP connection

When considering a migration towards SS7ol P without introducing intermediate SG devices, a different set of usable
SIGTRAN protocols needs to be considered.

In figure 22, the following protocols could be used:
. M3UA

Having an M3UA according to TS 102 142 [2] the integration of the signalling gateway into the STP
removes the necessity to assign separate point codes for the SG.

. M2PA
STP STPG
STP STPG
\_ SS7 Network jk IP based SS7 Network .
SEP Access STP Network SEP Access
Segment Segment Segment

TDM based SS7 link set

-------- IP based SS7 link set

Figure 22: SS70lIP introduced for STP/SEP connection
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Reasons for not using M2UA:

. The SG as shown in figure 21 could not be integrated into the adjacent STP due to the operation of M2UA,
which therefore remains purely TDM based (see also the more detailed information given along with
figure 20.

Reasons for not using SUA:

. It isrequired to transport all MTP3 user parts including M TP3 network management messages. SUA is
designed specifically to handle SCCP only.

Even more complicated scenarios could be encountered and are discussed in the subsequent clauses.

4.4.1 Quasi-associated signalling

This clause attempts in providing more information regarding the possible combinations of protocols. The list is not
expected to be exhaustive.

MTP- L3
ISUP STP #1 | |-MTP-L2
MTP- L3 MTP- L1
MTP- L2 MTP- L3
MTP- L1 -
TDM TDM STP#2| | wmTP-12
MTP- L1
M3UA
4_____
M2PA } ¢___4_, TDM
It is assumed that

identical protocol
stacks are used for

connection to TDM ——p

STP #1 and STP #2 ¢____> {
M3UA DM M3UA
M2PA } *;I_,{ M2PA

M3UA  more than one protocol choice
for use between the SGs!
M2PA

IP
M3UA}¢ r N

separated Signalling gateway ~ M2PA = ~@ - ~@ <>
of its own

might need an SS/ Point Code
/S < more than one protocol choice
== TDM based SS7 link/link set TDM -@ P TDM for use between the SGs!
== == = SIGTRAN protocol
-------- SS7 transport over IP M3UA } - {M3UA
<+ >

Figure 23: Migration in the SEP access area for quasi-associated signalling

Figure 23 uses a sort of "short hand" graphical representation to summarize the different protocol stack options that
could be used either locally at the SEP or STP. Annex A explains the condensed representation to greater extent using
M3UA between SEP and SG and TDM towards the STP.

NOTE: Incase TDM-IP-TDM the two SGs connected "back-to-back" might use ANY protocol to transport SS7
signalling messages between them over the IP network. This possibility could also include a sort of
"circuit emulation service" using proprietary protocols to either perform tunneling of SUs or even
transporting the SUs "hit-by-bit" using the same protocols as for transporting voice, except that the used
codec (e.g. ITU-T Recommendation G.711 [26]) hasto provide "clear-mode" capability.

Figure 23 does not even show all possibilities, as the separated gateways on the SEP side might be replaced by asingle
one. The usage of the same protocol towards both STPsis only assumed to put a limit on the number of combinationsin

the figure above. It might well be advisable to use different protocol stacks towards STP#1 and STP#2 to achieve
resilience.
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Associated signalling

This clause attempts in providing more information regarding the possible combinations of protocols. The information
given isnot considered to currently discuss all aspects.

Figure 24 shows the currently known possibilities. Some of the combinations above, especialy those involving two
external Signalling Gateways (SGs) might not even work, but have been found in the literature.

ISUP
MTP- L3
MTP- L2
MTP- L1

SEP

separated Signalling gateway
might need an SS/ Point Code
of its own

TDM based SS7 link/link set

= SIGTRAN protocol

SS7 transport over IP

ISUP
MTP- L3
SEP MTP- L2
MTP- L1
TDM TDM
M2UA
M3UA [ <--»SG TDM
M2PA
M2UA
TDM - < M3UA
M2PA
M2UA TDM M2UA
M3UA [ < SG<«> M3UA
M2PA M2PA
M2UA P M2UA th tocol choi
M3UA ~ <«>BC€-»BG« ™ M3UA for use betwesh the SGs!
M2PA M2PA

more than one protocol choice
for use between the SGs!

1=
TDM <«>[SG<«-»SG«> TDM

M3UA

M2PA

M3UA
M2PA

Figure 24: Migration in the access area for associated signalling

Figure 24 uses a sort of "short hand" graphical representation to summarize the different protocol stack options that
could be used locally at the SEP. Annex A explains the condensed representation to greater extent using M3UA
between SEP and SG and TDM towards the STP (previous clause on quasi-associated signalling).

NOTE:

In case TDM-IP-TDM the two SGs connected "back-to-back™ might use ANY protocol to transport SS7

signalling messages between them over the IP network. This possibility could also include a sort of
"circuit emulation service" using proprietary protocolsto either perform tunnelling of SUs or even
transporting the SUs "bit-by-bit" using the same protocols as for transporting voice, except that the used
codec (e.g. ITU-T Recommendation G.711 [26]) has to provide "clear-mode" capability.

A more detailed discussion on selected protocol choicesis given on the next pages.
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ISUP/SCCP ISUP/SCCP
MTP-L3 MTP-L3
MTP-L2 MTP-L2 | NIF | M2UA M2UA
MTP-L1 MTP-L1 SCTP SCTP

IP IP
SS7 link set—| X

trunks S L SR TTTEN O PN . IPSEP
“““‘_-::::»' uBn

UKl S . 9 Pt

. :
_ « ] NoMTP L3 atthe SG!
L 11 PRI B Only at the IPSEP

= |SUP trunks

TDM based SS7 link set

-------- IP based SS7 link set

Figure 25: Migration using M2UA in the SEP Access area for associated signalling

The conversion from a TDM based to an | P based SS7 link at the SG'/M G remains invisible for the SS7 nodes in the
TDM network, asthe device at the TDM-IP network boundary has no SS7 point code of its own. In order to avoid a
single point of failure, the use of more than one SG' per signalling relation is advisable, thus effectively distributing the
SS7 link set over several independent devices.
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ISUP/SCCP ISUP/SCCP
MTP-L3 MTP L3 MTP-L3
MTP-L2 MTP-L2 | M2PA M2PA
MTP-L1 MT-L1 | SCTP SCTP
IP IP
SS7 link set
runks o preennn. | IPSEP
B
ss7linkset [ | .. o
runks 2‘;
. : Use of M2PA requires a point code
- SS7link set | s |.~and therefore changes associated
runss e [ signalling to quasi-associated

= |SUP trunks

TDM based SS7 link set

-------- IP based SS7 link set

signalling.
In this example. every SG acts like
an “STP” having only two routes.

Figure 26: Migration using M2PA in the SEP Access area for associated signalling

The conversion from a TDM based to an I P based SS7 link at the SG' changes the nature of the signalling relation from
associated to quasi-associated, as the device at the TDM-IP network boundary has an SS7 point code of its own. The
introduction of a single point of failure might be avoided by:

. either using aredundant SG hardware; or

. effectively splitting the former single link set into at least two link sets when using multiple independent SGs;

or

. using a distributed MTP-L3 that allows two or more SGsto act likeasingle MTP-L3.
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ISUP/SCCP ISUP/SCCP
MTP-L3 MTP-L3| M3UA M3UA/MTP-L3
MTP-L2 MTP-L2| SCTP SCTP
MTP-L1 MTP-L1 P P

SS7 link set
nke 56, ., | |PSEP
---------- e
ss7linkset [ | .o _
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-------- IP based SS7 link set

Figure 27: Migration using M3UA in the SEP Access area for associated signalling

The conversion from a TDM based to an | P based SS7 link at the SG changes the nature of the signalling relation from
associated to quasi-associated, as the device at the TDM-IP network boundary has an SS7 point code of its own.

The introduction of a single point of failure might be avoided by:
. either using a redundant SG hardware; or

. effectively splitting the former single link set into at least two link sets when using multiple independent SGs;
or

. using adistributed MTP-L 3 that allows two or more SGsto act likeasingle MTP-L3.

4.5 Architectural considerations database segment

The introduction of SS70lP in the database segment could be considered to some extent as comparable with the SEP
network segment, starting with a purely local introduction of " Signalling Gateways' (SG) as additional equipment in
database segment. The driving force behind introducing SS70lP in the Database segment is, however, often the
throughput limitation of the TDM based SS7 network. This bottleneck is not removed when local SGs are introduced,
asthese local devices still have a TDM connection to the STP network segment.

Figure 28 shown below, this might be achieved using either:

. M2UA

The use of M2UA requires no SS7 point code at the SG. This solution is possible only aslong as SS7olP
isintroduced locally. Any previously existing bandwidth problem is not solved as the connection to the
STP network segment remains TDM based.

. M2PA

Using M2PA requires the SG to have an SS7 point code assigned and the MTP3 functionality hasto be
present on the SG.
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Using M3UA according to TS 102 142 [2] requires the SG to have an SS7 point code of its own and the
MTP-L3 functionality hasto be present on the SG.

SUA

Using SUA according to TS 102 143 [3]. Any previously existing bandwidth problem is not solved asthe
connection to the STP network segment remains TDM based.

other solutions providing e.g. for transparent tunnelling of all SS7 Signal Units (SU) are possible, but they are
mostly based on proprietary protocols. These solutions provide sort of emulated "wire" over the IP signalling

network.

Database Segment

IP based SS7 Network

‘e
‘e,
.
‘e,
te,

/

STP

STP

STP

STP

SS7 Network

/

~—

SEP Access
Segment

TDM based SS7 link set

-------- IP based SS7 link set

STP Network
Segment

~—

SEP Access
Segment

Figure 28: Local introduction of SS70lP introduced for STP/SCP interconnection

ETSI



30 Final draft ETSI EG 202 360 V1.1.1 (2004-10)

The above mentioned bottleneck due to keeping the TDM connections to the STP network, could only be overcome by
alowing the IP based SS7 network to include the STPs that provide access to the Database segment. This step again
integrates the SG into the STP.

/IP based SS7 Network\

Database Segment 4
e STPG STPG \
STP STP
SS7 Network
N /
SEP Access STP Network SEP Access
Segment Segment Segment

TDM based SS7 link set

-------- IP based SS7 link set
Figure 29: SS70lIP introduced for STP/SCP interconnection

Providing "SS7 over IP" between SCP and STP could be achieved using:

. M2PA;
. MB3UA;
. SUA.

Reasons for not using M2UA:

. Reasons for not using M2UA are already given in previous clauses, they also apply here.

4.6 Security considerations

It is expected that security for the underlying IP network will be provided by some or al of the following techniques:
. physical access control;
. IPSec - see RFC 3554;
. TLS (Transport Layer Security) - see RFC 3436.

The standardization of security measures is outside the scope of the present document, however if TLS is chosen, then
the effect on the SCTP data payload should be taken into account.
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The potentia problems of |Psec compared with TLS are that:
. re-keying has the potential to cause interruption to service;
. management re-configuration requires potentially significant manpower.

These potential problems arise because each multi-homed SCTP association results in multiple security associations.
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Annex A (informative):
Graphical representation of interworking scenarios

Thisannex isto provide aguideline in how to interpret figure 23 and figure 24 as the detailed protocol stack is not
shown there. As an example the first possibility of introducing the M3UA protocol on the SG side is shown to greater

detail.
@ “““““““ SG #1 STP #1
il

SG #2 STP #2
M3UA - < »SG TDM
} < <—>
PC A
ISUP PCB PC1
M3UA M3UA MTP- L3 MTP- L3
SCTP SCTP MTP- L2 MTP- L2
IP IP MTP- L1 MTP- L1
E PCC PC2
M3UA MTP- L3 MTP- L3
SCTP MTP- L2 MTP- L2
IP MTP- L1 MTP- L1

Figure A.1l: Explanation for "short hand" notation used in figures of the present document

ETSI



33 Final draft ETSI EG 202 360 V1.1.1 (2004-10)
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