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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the security architecture, procedures and information flows needed to protect the
mission critical push to talk (MCPTT) service. The architecture includes mechanisms for authentication, protection of
MCPTT signalling and protection of MCPTT media. Security for both MCPTT group callsand MCPTT private calls
operating in on-network and off-network modes of operation is specified.

The functional architecture for MCPTT isdefined in 3GPP TS 23.179 [ 2], the corresponding service requirements are
defined in 3GPP TS 22.179 [3].

The MCPTT service can be used for public safety applications and also for general commercial applications e.g. utility
companies and railways. As the security model is based on the public safety environment, some security features may
not be applicableto MCPTT for commercia purposes.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.
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3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP

TR 21.905 [1].

Floor: Floor(x) isthe largest integer smaller than or equal to x.
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3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

CsC Common Services Core

GMK Group Master Key

GMK-ID Group Master Key Identifier

GMS Group Management Server

GUK-ID Group User Key Identifier

[dM I dentity Management

I[dMS I dentity Management Server

KMS Key Management Server

MBCP Media Burst Control Protocol
MCPTT Mission Critical Push to Talk

MKI Master Key ldentifier

oibC OpenID Connect

PCK Private Call Key

PCK-ID Private Call Key Identifier

PSK Pre-Shared Key

SRTCP Secure Real-Time Transport Control Protocol
SRTP Secure Real-Time Transport Protocol
SSRC Synchronization Source

TBCP Talk Burst Control Protocol

TrK KMS Transport Key

uiD User Identifier for MIKEY -SAKKE (referred to as the 'ldentifier' in RFC 6509 [11])

4 Overview of MCPTT security

4.1 General

The MCPTT security architecture defined in this document is designed to meet the security requirements defined in
Annex A. The MCPTT security architecture provides signalling and application plane security mechanisms to protect
metadata and communications used as part of the MCPTT service. The following signalling plane security mechanisms
are used by the MCPTT service:

- Protection of the signalling plane used by the MCPTT Service, defined in clause 6.
- Protection of inter/intra domain interfaces, defined in clause 8.
The following application plane security mechanisms are used by the MCPTT service:
- Authentication and authorisation of usersto the MCPTT Service, defined in clause 5.
- Protection of sensitive application signalling within the MCPTT Service, defined in clause 9.
- Security of floor control withinthe MCPTT Service, defined in clause 7.
- End-to-end security of user mediawithin the MCPTT Service, also defined in clause 7.

Security mechanisms in the signalling and application plane are independent of each other, but are both required for a
secure MCPTT system.

4.2 Signalling plane security architecture

Within MCPTT, signalling plane security protects the interfaces used by the MCPTT application. Figure 4.2-1 provides
an overview of these interfaces.

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 11 ETSI TS 133 179 V13.2.0 (2016-10)

HTTP Proxy SIP Core
HTTP sip MCPTT MCPTT
Signalling Signalling Network | HTTPandsiP__| Network
(1Ls)  (psec) Element {IpSec) Element
MCPTT UE

Figure 4.2-1: Signalling plane security architecture

MCPTT signalling from the UE is passed over both HTTP and SIP. The signalling plane security mechanisms for UE to
Server interfaces are defined in clause 6. Additionally, MCPTT datais passed between MCPTT network elements,
either inter or intraMCPTT domain. The security mechanism for protecting data between MCPTT network elementsis
defined in clause 8.

4.3 Application plane security architecture

4.3.1 General

Application plane security provides protection both between MCPTT clients, between the MCPTT client and the
MCPTT domain, and also between MCPTT domains. Application plane security on the client is bound to the MCPTT
user associated with the client and not to the MCPTT UE. Consequently, user authentication and authorisation to the
MCPTT domain isrequired prior to access to the majority of MCPTT services.

Application plane signalling security allows protection of MCPTT-specific signalling from non-MCPTT entities
(including the SIP core). Application plane signalling security is applied from the MCPTT client to the client's primary
MCPTT domain. It may also be applied between MCPTT domains.

Media security allow protection of MCPTT mediawithin the MCPTT system. It is applied end-to-end between MCPTT
clients. It is a configuration option whether MCPTT network entities, including the MCPTT Server is able to accessthe
content of MCPTT media

Additionally, signalling plane protection is applied to all HTTP and SIP connectionsinto the MCPTT domain. While
signalling plane protection and signalling plane entities are not shown in this subclause, including the SIP core and
HTTP proxy, it is assumed that signalling plane protection mechanisms are in use.

4.3.2 User authentication and authorisation

Prior to connecting to the MCPTT domain, the MCPTT user application requires a'token' authorising its access to
MCPTT services. To obtain authorisation token(s), the MCPTT user application authenticates the MCPTT user to an
Identity Management Server which provides the authorisation token.

The authorisation token is provided to MCPTT network entities, such asthe MCPTT Server, over an MCPTT signalling
interface (either aHTTP interface or SIP interface). The MCPTT network entity will provide accessto MCPTT services
based upon the token provided.

The architecture for user authentication and authorisation is shown in Figure 4.3.2-1.
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MCPTT MCPTT
Network Network
Entities Entities
A
Identity
Management
Server Authorisation Authorisation
over HTTP over SIP

LAuthentication

MCPTT user
application

Figure 4.3.2-1: User authentication and authorisation

While not shown in Figure 4.3.2-1, authorisation occurs over HTTP or SIP and hence uses signalling plane protection to
encrypt HTTP to aHTTP proxy and to encrypt SIP to a SIP core.

The mechanism to perform user authentication and authorisation is defined in clause 5.

4.3.3 Identity keying of users and services

Once aMCPTT client has obtained user authorisation to access the MCPTT domain, the client may obtain key material
associated with the user'sidentity using the authorisation token. Identity keys are required to support key distribution
for application signalling, floor control and media. Identity key material is obtained viaan HTTP request to aKey
Management Server as shown in Figure 4.3.3-1.

Identitiy keying is repeated periodically (e.g. monthly). This ensures that user identities are regularly verified and that
usersthat are no longer part of the MCPTT domain are removed from the system.

Key
Management
Server

|

Identity
Keying

MCPTT
entity

Figure 4.3.3-1: Identity keying of MCPTT entities
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While not shown in Figure 4.3.3-1, the connection to the KMSisover HTTP and hence is secured up to the HTTP
proxy. Additionally, key material may be wrapped using a transport key distributed out-of-band.

A number of MCPTT network entities also require identity key material including the MCPTT server and Group
Management Server. This key material is obtained viathe same HTTP interface.

The mechanism to perform identity keying is defined in clause 7.2.

4.3.4 Protection of application plane signalling

Application plane signalling security protects application signalling between the MCPTT user application and the
MCPTT server. Key distribution for application signalling is performed by sending a key material fromthe MCPTT
client tothe MCPTT Server over the SIP interface. The key is secured using the identity key material provisioned by the
Key Management Server. The security architecture is shown in Figure 4.3.4-1.

The mechanism to provide application plane signalling is defined in clause 9.

> MCPTT MCPTT
Server Server
Key T T ) Floor
Management Client-Server Appll|cat|on control
Server Keying i pnaaﬂ?n signalling
J g (online)
| MCPTT user MCPTT user
Ll . . . .
application application

Figure 4.3.4-1: Application plane signalling security

Application plane signalling security can also be applied between MCPTT servers. In this case the MCPTT serversare
keyed manually. While not shown in Figure 4.3.4-1, application plane signalling uses SIP and HTTP and henceis also
secured up to the SIP core and HTTP proxy respectively.

4.3.5 Media security

4351 General

Media security establishes an end-to-end security context between MCPTT users to support group communications and
private calls. The intention is for mediato be able to be encrypted end-to-end between MCPTT clients, irrespective of
whether the mediais routed unicast via the media distribution server, multicast via the media distribution server, or
transmitted over a direct connection.

Key distribution for groupsis performed by the Group Management Server. Key distribution for private callsis
performed by theinitiating MCPTT client. Once a security context is established, the method for encrypting mediafor
groups and private callsis the same. Aditionally, when MCPTT UESs are offline, the security context that is used to
protect media security is also used to protect floor control signalling.

4.35.2 Media security for group communications.

Media security for groupsis secured by establishing a shared group security context between group members. Key
distribution for the group security context is performed by a Group Management Server. The Group Management
Server sends a group keys and group security parameters over SIP as part of group management.
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Group keys and security parameters are encrypted by the Group Management Server to individual MCPTT users that
are members of the group. The Group Management Server may choose to distribute the group key to MCPTT Server(s)
to allow the media mixing function within the MCPTT Server(s) to be used. MCPTT users and MCPTT services require
identity keying by a KM S prior to performing group management.

Figure 4.3.5.2-1 provides an overview of the group keying process. Details of the process may be found in clause 7.3.

Group
P Management
Server

Key
Management
Server

Group
Keying
Over SIP

MCPTT
user’s client

Figure 4.3.5.2-1: Group keying for media security

Once a group key has been shared with MCPTT users, keys are derived from that group key to protect media (and floor
control when the UE is offline). Key derivation is based on the MCPTT users identity, hence every member of the
group encrypts media using a different key.

Mediais encrypted using the SRTP protocol. When the MCPTT UE has a network connection the encrypted mediais
routed to other MCPTT clients viathe media distribution function in the MCPTT Server. Media may be distributed over
unicast (MCPTT-7) or multicast (MCPTT-8). When the MCPTT UE is offline, the encrypted mediais routed directly to
MCPTT clients on other MCPTT UESs. The security procedure for protecting mediaisthe samein either case. Details of
media encryption is provided in clause 7.5.

Floor control is encrypted using the SRTCP protocol. Unlike media, floor control is protected differently when the UE
has a network connection and when it is offline. When the UE has a network connection, floor control traffic is
encrypted to the floor control server withinthe MCPTT Server. When it is offline, floor control is encrypted directly to
group UEs using a key derived from the group security context. Details of floor control encryption is provided in clause
7.6.

Figure 4.3.5.2-2 provides an overview of how mediais protected for group communications.
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Figure 4.3.5.2-2: Group media protection

4.35.3 Media security for private calls

As part setting up aprivate cal, the call initiator provides akey to the terminating client. The key is encrypted to the
MCPTT user that is currently registered on the terminating client. Asaresult, MCPTT users require identity keying by
aKMS prior to performing group management.

Key
-------------- Identity Keying:-----=--=-==-==-=-t Management L. dentity Keying----
Server

Call Keying over SIP
MCPTT

Media Server
(online)

Media
MCPTT (offline) MCPTT
user’s client

A

A 4

Floor control | user’s client
(offline)

A
A

Figure 4.3.5.3-1: Media security for private calls

Figure 4.3.5.3-1 provides an overview of media protection for private cals. For clarity, MCPTT network entities will
not have the private call key material and hence will not be able to decrypt the media for the private call communication
(unless the monitoring function is specifically authorised for either user).

Details of private call key distribution are provided in clause 7.4.

Once private call key distribution has been completed, media and floor control is protected as described for group
communicationsin clause 4.3.5.2. Mediawill be routed via the media distribution function in the MCPTT Server when
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the UE is online, and directly when the UE is offline. The media security context shall also be used to protect floor
control when the MCPTT UE is offline. Details of media and floor control protection may be found in clauses 7.5 and
7.6 respectively.

5 Authentication and Authorization

5.1 General

The generic steps for MCPTT authentication is shown in figure 5.1-1.

LTE & EPC ID Management SIP Core MCPT_T
| server Domain

[ LTE Attach procedure |

A. MCPTT User Authentication >

C. MCPTT User Service Authorisation

< B-1. SIP Registration and Authentication >
<B-2. Third Party Registration>

Figure 5.1-1: MCPTT Authentication

At UE power-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [14]. The MCPTT UE then
performs the following authentication procedures to successfully complete the MCPTT service registration and identity
binding between signalling layer identities and the MCPTT user identities.

- A:MCPTT user authentication.
- B: SIP Registration and Authentication.
- C: MCPTT Service Authorization.
These procedures are described in more detail in subsequent clauses.

Steps A and B may be performed in either order or in parallel. For scenarios where this order has an impact on the
identity bindings between signalling layer identities and the MCPTT user identities, are-registration (Step B) to the SIP
Core may be performed to update the registered signalling layer identity.

If an MCPTT UE completes SIP registration in Step B prior to performing MCPTT user authentication in Step A and
MCPTT user service authorization in Step C, the MCPTT UE shall be able to enter a'limited service' state. In this
limited state, where the MCPTT user is not authorized with the MCPTT service, the MCPTT UE shall be able to use
limited MCPTT services (e.g. an anonymous MCPTT emergency call). The MCPTT Server isinformed of the
registration of the MCPTT UE with the SIP core though Step B-2.

Additionally, an HTTP-1 authentication mechanism is used.

NOTE: Mechanismsfor confidentiality and integrity protection (not defined in this clause) may be combined only
with certain authentication procedures.
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5.2 LTE access authentication and security mechanism

MCPTT UE shall perform the authentication and security mechanisms as specified in 3GPP TS 33.401 [14] for LTE
network access security.

5.3 Authentication for SIP core access
This clause specifies the mutual authentication between the UE and the SIP core.

IMS AKA authentication shall be performed as specified in 3GPP TS 33.203 [6] for SIP core access. IMS AKA
authentication mechanism as specified in 3GPP TS 33.203 [6] shall be performed irrespective of whether SIP core
architecture is compliant with 3GPP TS 23.228 [15] or not.

Authentication related information shall be provided by SIP database that may be part of the HSS or may be part of the
MCPTT service provider's S|P database depending on the SIP core deployment scenarios specified in 3GPP
TS23.179[2].

I mplementation options and requirements on the ISIM or USIM application to support SIP core access security are
specified in 3GPP TS 33.203 [6].

5.4 Authentication for HTTP-1

Based on the configuration provided with the MCPTT client in the UE, one of the following authentication mechanisms
shall be performed between the HTTP Client in the MCPTT UE and the HT TP Proxy:

- one-way authentication of the HTTP Proxy based on the server certificate;
- mutual authentication based on certificates,
- mutual authentication based on pre-shared key.

If authentication based on certificate is performed, then the profiles as givenin 3GPP TS 33.310 [5], clauses 6.1.3a and
6.1.4a shall be used. The structure of the PKI used for the certificate is out of scope of the present document. Guidance
on certificate based mutual authentication is provided in 3GPP TS 33.222 [16], annex B.

The usage of Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) is specified in the TLS profile given in
3GPP TS 33.310 [5], annex E.

Editor's Note: 3GPP TS 23.179 specifiesthat HTTP-1 reference point shall use the Ut reference point as defined in
3GPP TS 23.002 [5]. Security for Ut reference point allows also other authentication options as specified
above, which is ffs whether they would be suitable for MCPTT.

5.5 User Authentication

55.1 Identity Management Functional Model

The Identity Management functional model for MCPTT is shown in figure 5.5.1-1 and consists of the identity
management server located in the MCPTT common services core and the identity management client located in the
MCPTT UE. The IdM server and the IdM client in the MCPTT UE establish the foundation for MCPTT user
authentication and user authorization.

The CSC-1 reference point, between the MCPTT I1dM client in the UE and the Identity Management server, provides
the interface for user authentication. CSC-1 isadirect HTTP interface between the IdM client in the UE and the 1dM
server and shall support OpenlD Connect 1.0 ([19], [20] and [21]).

The OpenID Connect profile for MCPTT shall be implemented as defined in annex B. MCPTT user authentication,
MCPTT user authorization, OpenlD Connect 1.0, and the OpenlD Connect profile for MCPTT shall form the basis of
the MCPTT identity management architecture.
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In alignment with the OpenlD Connect 1.0 [21] and OAuth 2.0 standards [19] and [20], CSC-1 shall consist of two
identity management interfaces; the authorization endpoint and the token endpoint. These endpoints are separate and
independent from each other, requiring separate and independent 1P addressing. The authorization endpoint server and
the token endpoint server may be collectively referred to as the IdM server in this document.

The HTTP connection between the I dentity Management client and the I dentity management server shall be protected
using HTTPS.

Identity Management Identity Management
Server Csc-1 Client
Common Services Core MCPTT UE

Figure 5.5.1-1: Functional Model for MCPTT Identity Management

To support MCPTT user authentication, the IdM server (IdMS) shall be provisioned with the user's MC ID and MCPTT
ID (the MCPTT ID may be the same asthe MC ID). A mapping between the MC ID and MCPTT ID shall be created
and maintained in the [IdMS. When an MCPTT user wishes to authenticate with the MCPTT service, the user is directed
to provide their MC ID and credentials viathe UE IdM client to the IdM S (note that the primary authentication method
used to obtain the MC ID and credentialsis out of scope of the present document). The IdM S receives and verifies the
user'sMC ID and credentials, and if valid returns an id token, refresh token, and access token to the UE IdM client
specific to that user. The IdM client learnsthe user's MCPTT ID from the id token. Table 5.5.1-1 showsthe MCPTT
tokens and their usage.

Table 5.5.1-1: MCPTT tokens

Token Type Consumer of the Token Description (See Annex B for details)
Id token UE client(s) Contains MCPTT ID and whatever info related to the user
that is useful to the client.
Access token KMS, MCPTT server, etc. Short-lived token (definable in the IdMS) that conveys the

(Resource Server) user's identity. This token contains the MCPTT ID.
Refresh token IdM server (Authorization Allows UE to obtain a new access token without forcing
Server) user to log in again.

In support of MCPTT user authorization, the access token(s) obtained during user authentication is used to gain
MCPTT services for the user.

The KM client in the UE uses an access token to obtain key management service authorization from the KMS. The
KMS verifies the access token, and if valid, authorizes the user for key management services and returns identity
specific media and signalling key information to the KM client in the UE.

The MCPTT client in the UE uses an access token to obtain MCPTT service authorization from the MCPTT server. The
MCPTT server verifies the access token, and if valid, authorizes the user for MCPTT services and returns an
acknowledgement to the MCPTT client in the UE.

Upon successful MCPTT service authorization, the CM client in the UE uses an access token for configuration
management authorization with the CM server to obtain the user profile. The CM server verifies the access token, and if
valid, obtains the user's profile from the MCPTT user database and returnsit to the CM client in the UE.

From the user's profile, the UE obtains the group memberships of the user (both on-network and off-network) and then
using an access token, requests group configuration data from the Group Management server. The GM server verifies
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the access token, and if valid, returns the user's group configuration data (and associated group keys) to the GM client in
the UE.

Editor's Note: This assumes thereisone MCPTT id per user; this may be revisited depending on SA6 decision.
To support the MCPTT identity functional model, the MCPTT ID shall be:

- Provisioned into the |IdM database and mapped to MC IDs.

- Provisioned into the KM S and mapped to identity associated keys.

- Provisioned into the MCPTT user database and mapped to the user profile; and

- Provisioned into the GM S and mapped to Group 1Ds.

Further details of the user authorization architecture are found in clause 5.6.

55.2 User Authentication Framework

The framework utilisesthe MCPTT CSC-1 reference point as depicted in Figure 5.5.2-1..

MCPTT ID Management
UE server

< A-1 Establish a secure tunnel >

A-2: User Authenticates

\ 4

[¢———————— A-3: Deliver unigue credential

Figure 5.5.2-1: MCPTT User Authentication Framework

The User Authentication procedure in Step A of Figure 5.1-1 is further detailed into 3 sub steps that comprise the
MCPTT user authentication framework:

- A-1- Establish a secure tunnel between the MCPTT UE and Identity Management (1dM) server. Subsequent
steps make use of thistunnel.

- A-2 - Perform the User Authentication Process (User proves their identity).
- A-3- Déliver the credential, that uniquely identifiesthe MCPTT user, to the MCPTT client.

Following step A-3, the MCPTT client uses the credential(s) obtained from step A-3 to perform MCPTT service
authorization as per procedure C in figure 5.1-1.

The framework supporting steps A-2 and A-3 shall be implemented using OpenlD Connect 1.0 ([19], [20] and [21]).

NOTE: MCPTT service authorization in step C of Figure 5.1-1 is outside the scope of the User Authentication
framework.

5.5.3 OpenID Connect (OIDC)

5531 General

Figure 5.5.3.1-1 describesthe MCPTT User Authentication Framework using the OpenlD Connect protocol.
Specificaly, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS),
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resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user's identity. The means by
which these credential s are sent from the UE to the MCPTT services are out of scope of this authentication framework.
The authentication framework supports extensible user authentication solutions based on MCPTT service provider
policy (shown in step 3), with username/password-based user authentication as a mandatory supported method. Other
user authentication methods (in step 3; e.g. biometrics, securel D, etc.) are possible but not defined here. A detailed
OpenlD Connect flow can be found in annex C.

UE 1dMS

l 1. Establish secure tunnel .

2. OIDC Authentication Request

\

3. User Authentication

4. OIDC Authentication Response containing code

A

5. OIDC Token Request passing code

\

6. OIDC Token Response (id_token, access_token)

A

Figure 5.5.3.1-1: OpenlID Connect (OIDC) flow supporting MCPTT user authentication

Step 1. UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: UE sends an Openl D Connect Authentication Request to the IdMS. The request may contain an
indication of authentication methods supported by the UE.

Step 3: User Authentication is performed.

NOTE: The primary credentials for user authentication (e.g. biometrics, securel D, OTP, username/password) are
based on MCPTT service provider policy. The method chosen by the MCPTT service provider is not
defined nor limited by the present document.

Step 4: IdM S sends an Openl D Connect Authentication Response to the UE containing an authorization
code.

Step 5: UE sends an Openl D Connect Token Request to the IdM S, passing the authorization code.

Step 6: |dM S sends an Openl D Connect Token Response to the UE containing an id_token and an

access _token (each which uniquely identify the user of the MCPTT service). Theid_tokenis
consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token
is used by the UE to communicate the identity of the MCPTT user to the MCPTT server(s).
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5.5.3.2

User Authentication example using Username/Password

Figure 5.5.3.2-1 shows the OIDC MCPTT flow when Username/Password is used as the user authentication method.

UE

l 1. Establish secure tunnel I

IdMS

2. OIDC Authentication Request

Username/password
authentication example

3a. HTML form prompting for username & password

3b. Form post {Username & password)

A

4. OIDC Authentication Response containing code

5. OIDC Token Request passing code

Y

6. OIDC Token Response (id_token, access_token)

A

Step 1:
Step 2:

Step 3a
Step 3b:
Step 4.

Step 5:
Step 6:

5.6

5.6.1

Figure 5.5.3.2-1: OpenlID Connect (OIDC) Example Using Username/Password

UE establishes a secure tunnel with the Identity Management server (IdMS).

UE sends an Openl D Connect Authentication Request to the IdMS. The request may contain an
indication of authentication methods supported by the UE.

IdMS sends an HTML form to UE prompting the user for their username & password.
UE sends the username & password (as provided by the user) to the IdMS.

IdM S sends an Openl D Connect Authentication Response to the UE containing an authorization
code.

UE sends an Openl D Connect Token Request to the IdM S, passing the authorization code.

|dM S sends an Openl D Connect Token Response to the UE containing an id_token and an
access_token (each which uniquely identify the user of the MCPTT service). Theid_tokenis
consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token
is used by the UE to communicate the identity of the MCPTT user to the network entities.

MCPTT User Authorization

General

This clause expands on the MCPTT User Service Authorization step shown in figure 5.1-1 step C.

MCPTT User Service Authorization isthe MCPTT function that validates whether or not aMCPTT user has the
authority to access certain MCPTT services. In order to gain accessto MCPTT services, the MCPTT client in the UE
presents an access token (acquired during user authentication as described in subclause 5.5) to each service of interest
(i.ee. MCPTT Key Management, MCPTT user services, etc.). If the accesstoken is valid, then the user is granted the use
of that service. Figure 5.6.1-1 shows the flow for user authorization, which covers key management authorization,
MCPTT user service authorization, configuration management authorization, and group management authorization.
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NOTE: All HTTP traffic between the UE and KMS, and all HTTP traffic between the UE and HTTP proxy is
protected using HTTPS.

For key management authorization, the KM client in the UE presents an access token to the KMS over HTTP. The
KMS validates the access token and if successful, provides user specific key material back to the UE KM client based
on the MCPTT ID of the user. Thisincludes identity based key information used for media and signalling protection.

For user service authorization, the MCPTT client in the UE presents an access token to the MCPTT server over SIP.
The MCPTT server validates the access token and if successful, authorizes the user for full MCPTT services and sends
an acknowledgement back to the MCPTT client. The MCPTT server then maps and maintains the IMPU to MCPTT 1D
association. The MCPTT ID to IMPU association shall only be known to the application layer. The SIP message used to
convey the access token from the MCPTT client to the MCPTT server may be either a SIP REGISTER or SIP
PUBLISH message.

The UE can now perform configuration management authorization and download the user profile. Following the flow
described in subclause 10.1.4.2 of 3GPP TS 23.179 [2] "MCPTT user obtains the user profile (UE initiated)", the
Configuration Management (CM) client in the UE sends an access token in the user profile query to the Configuration
Management server over HTTP. The CM server receives the request and validates the access token, and if valid, the
CM server usesthe MCPTT ID to obtain the user profile from the MCPTT user database. The CM server then sends the
user profile back to the CM client over HTTP.

Upon receiving the user's profile, the Group Management (GM) client in the UE can now perform group management
authorization. The GM client obtains the user's group membership information from the user's profile, and following the
flow shown in clause 10.1.5.2 of 3GPP TS 23.179 [2] "Retrieve group configurations at the group management client",
the Group Management (GM) client in the UE sends an access token in the Get group configuration request to the host
GM server of the group membership over HTTP. The GM server validates the access token, and if valid, completesthe
flow. As part of group management authorization, group key information is provided as per subclause 7.3.2 of the
present document.

MEZTT MCPTT KMS MCPTT CMS GMS
proxy server
< C-1: Establish a secure tunnel >
< C-2: Key Management Authorisation >
< C-3: User Service Authorisation >
< C-4: Configuration Management Authorisation >
< C-5: Group Management Authorisation >

Figure 5.6.1-1: MCPTT user authorization

The user authorization procedure in Step C of Figure 5.1-1 is further detailed into 5 sub steps that comprise the MCPTT
user service authorization process:

Step C-1: If not already done, establish a secure HTTP tunnel using HTTPS between the MCPTT UE and
MCPTT proxy server. Subsequent HT TP messaging makes use of this tunnel.

Step C-2: The KMS client in the UE presents an access token to the KM S over HTTP. The KM S authorizes
the user for key management services and replies to the client with identity specific key
information.
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Step C-3: The MCPTT client in the UE presents an access token to the MCPTT server over SIP asdefined in
clause 5.6.2 of the present document.

Step C-4: The CM client in the UE follows the "MCPTT user obtains the user profile (UE initiated)" flow
from clause 10.1.4.2 of 3GPP TS 23.179 [2], presenting an access token in the Get MCPTT user
profile request over HTTP. If the token is valid, then the CM server authorizes the user for
configuration management services. Completion of this step resultsin the CM server providing the
user's profile to the CM client.

Step C-5: The GM client in the UE follows the "Retrieve group configurations at the group management
client" flow as shown in clause 10.1.2 of 3GPP TS 23.179 [2], presenting an access token in the
Get group configuration request over HTTP. If the token isvalid, the CM server authorizes the
user for group management services. Completion of this step resultsin the GM S sending the user's
group policy information and group key information to the GM client.

56.2 MCPTT user service authorization with MCPTT Server

56.2.0 General

Depending on implementation, MCPTT user service authorization may be performed by sending the access token to the
MCPTT server over the SIP-1 and SIP-2 reference points using either a SIP REGISTER message or a SIP PUBLISH
message. Clause 5.6.2.1 describes how to use the SIP REGISTER message to transport the access token to the MCPTT
server and clause 5.6.2.2 describes how to use the SIP PUBLISH message to transport the access token to the MCPTT
server.

During initial SIP registration, the SIP REGISTER message shall not be delayed for lack of an access token. If an
access token is not available then SIP registration shall proceed without the inclusion of the access token and the access
token shall be transmitted to the MCPTT server as per Step C-3 in figure 5.6.1-1.

If an access token is available before SIP registration, or if the UE becomes de-registered and a SIP re-registration is
required, the SIP REGISTER message may include the access token without requiring the user to re-authenticate.

The access token may be sent over SIP to the MCPTT server to re-bind an IMPU and MCPTT ID if either have changed
(e.g. IMPU isdifferent due to SIP deregistration/SIP re-registration, or user logs out and another user logs onto the
same UE).

5.6.2.1 Using SIP REGISTER

The use of a SIP REGISTER message to provide the access token to the MCPTT server is shown in figure 5.6.2.1-1.
Theinclusion of an access token in any particular SIP REGISTER message is optional.
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MCPTT
Server

UE SIP core

1. REGISTER(IMPI, IMPU)}——————»

2. Obtains AV from HSS. Sets
Registration flag in HSS.

«—— 3. 4xx Auth_Challenge(IMPI, RAND, AUTN)

4. Verifies Auth. Generates Keys and RES

5. REGISTER(IMPI, RES, Token)—————————

| 6. Verifies RES=XRES |
[
’ 7. Update registration-flag to registered. ‘

e 8 2xxAuth_OK

9. REGISTER (IMPU, Token)———|

10. Token verification. Identity binding
between the signalling layer identities
and the MCPTT user identities.

e—————11. 2xx Auth_OK

Figure 5.6.2.1-1: MCPTT User Service Authorization using SIP REGISTER message

Step 5 of figure 5.6.2.1-1 shows the access token message passed to the SIP corein a SIP REGISTER. Upon successful
SIP authentication, the SIP core forwards the access token to the MCPTT server in the third part registration request
message (Step 9).

In Steps 9 through 11, the MCPTT server receives the third part registration request message, validates the access token,
binds the IMPU and MCPTT ID (if the access token is valid), and responds to the 3 party registration message.

5.6.2.2 Using SIP PUBLISH

The use of a SIP PUBLISH message to provide the access token to the MCPTT server isshown in figure 5.6.2.2-1. The
inclusion of an access token in any particular SIP PUBLISH message is optional.

MCPTT
UE SIP Core Server

1. PUBLISH -
(IMPU, Token)  { —
2. Token verification. Identity binding
between the identity binding between
signalling layer identities and the MCPTT
user identities.
- 3. 200 (OK) @

Figure 5.6.2.2-1: MCPTT User Service Authorization using SIP PUBLISH message

Asshownin Step 1 of figure 5.6.2.2-1, the SIP PUBLISH message carries the access token through the SIP coreto the
MCPTT server.

In Steps 2 and 3, the MCPTT server receives the SIP PUBLISH message, validates the access token, binds the IMPU
and MCPTT ID (if the access token is valid), and responds to the SIP PUBLISH message.
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6 Signalling plane protection

6.1 SIP-1 interface security

The security mechanisms as specified in 3GPP TS 33.203 [6] for Gm interface shall be used to provide confidentiality
and integrity of signalling on SIP-1 interface.

6.2 HTTP-1 interface security

The support of Transport Layer Security (TLS) on HTTP-1 is mandatory. The profile for TLS implementation and
usage shall follow the provisions given in 3GPP TS 33.310 [5], annex E.

If the PSK TLS based authentication mechanism is supported, the HTTP client in the MCPTT UE and the HTTP Proxy
shall support the TLS version, PSK ciphersuites and TL S Extensions as specified in the TLS profile given in 3GPP

TS 33.310[5], annex E. The usage of pre-shared key ciphersuites for TLS is specified in the TLS profile given in 3GPP
TS 33.310[5], annex E.

7 End-to-end communication security

7.1 Overview

This clause details the procedures for MCPTT users communicating using end-to-end security. This provides assurance
to MCPTT users that no unauthorized access to communicationsis taking place within the MCPTT network. End-to-
end communication security can be applied to media and when operating off-network, to floor control signalling.

An MCPTT Key Management Server (KM S) manages the security domain. For any end-point to use or access end-to-
end secure communications, it shall be provisioned with key material associated to itsidentity by the KMS. Through the
use of the KMS, MCPTT administrators are able to manage access to communications within the MCPTT network.

NOTE 1: For the purposes of thisrelease, it is assumed that all MCPTT users are within a single security domain
managed by asingle KMS.

Key provisioning for group callsis performed by a group management server, authorized and provisioned by the KMS.
The group management server is responsible for distributing the key material to MCPTT users within the group. With
the group security context established, MCPTT users can communicate using end-to-end security.

Prior to protecting group calls during off-network operation, the UE shall acquire the necessary group key material
either while operating on-network or through offline provisioning.

NOTE 2: It isadeployment option whether the MCPTT Server isincluded in the end-to-end security context.
Wherethe MCPTT Server is not included in the security context, it will be unable to mix content on
behalf of the users.

Key provisioning for private callsis performed by theinitiating UE asthe call is setup. This creates an end-to-end
security context that is unique to the pair of usersinvolved in the call. With a security context established, it may be
used to encrypt media and, when off-network, floor control traffic between the end-points.

Prior to protecting private calls during off-network operation, the UE shall acquire the necessary individual key material
either while operating on-network or through offline provisioning.

End-to-end security isindependent of the transmission path and hence is applicable to both on and off-network
communications.
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7.2 Key provisioning and management

7.2.1 General

To be able to be involved in end-to-end communication security the MCPTT user requires key material to be
provisioned fromaMCPTT Key Management Server (KMS). In addition, management entities which setup or control
the end-to-end communication, such asthe MCPTT Server and group management server, will also require
provisioning of key material.

NOTE: For clarity, an MCPTT KMS provides different functionality to a MIKEY-TICKET KMS defined in
3GPP TS 33.328 [8].

7.2.2 Functional model for key management

7.2.2.0 General

Within the MCPTT architecture, the MCPTT Key Management Server (KMS) provisions key material associated with a
specific MCPTT identity. The MCPTT KMS has interfaces with the key management clients. A key management client

is responsible for making requests for identity-specific key material. Key provisioning clients are located in the MCPTT
UE, inthe MCPTT Server and in the group management server.

The reference points for the MCPTT KMS are shown in figure 7.2.2.0-1.

Key Management

Client
Group management server
CSC-10
Key Management Key Management
Server CSC-8 Client
Common Services Core MCPTT UE
CSC-9
Key Management

Client

MCPTT Server

Figure 7.2.2.0-1: Reference Points for MCPTT Key Management Server

Figure 7.2.2.0-1 shows the CSC-8, CSC-9 and CSC-10 reference points for the MCPTT Key Management Server
within the MCPTT system.

The KMS may or may not be located within the Common Services Core (CSC) of the MCPTT domain and may or may
not make use of the MCPTT proxy.

If the KM S does not make use of the MCPTT proxy, then a secure HTTP connection (HTTPS) shall be established
directly between the KM S server and the KM S client. The use of the TrK as defined in clause 9.3 may be used to
protect the key material content in this configuration.

If the KM 'S does connect to and employ the use of the MCPTT proxy, then for public safety usersthe TrK shall be used
as defined in clause 9.3 to protect the key material content.
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7221 Reference point CSC-8 (between key management server and the key
management client within the MCPTT UE)

The CSC-8 reference point, between the key management client in the MCPTT UE and the MCPTT KMS, provides
identity-specific key material to the MCPTT UE.

If the KM S does not employ the MCPTT proxy, then CSC-8 isadirect HTTP interface between the KMS server and
the KMSclient inthe UE. CSC-8 therefore does not pass through the MCPTT proxy.

If the MCPTT proxy is used between the KM S and the KM S client within the MCPTT UE, then CSC-8 shall usethe
HTTP-1 and HTTP-2 reference points.

7222 Reference point CSC-9 (between the key management server and the key
management client within the MCPTT Server)

The CSC-9 reference point, which exists between the MCPTT key management server and the MCPTT Server, isused,
where necessary, to provide the MCPTT Server with identity-specific key material to allow the MCPTT Server to be
involved in end-to-end secure communications.

If the KM S does not employ the MCPTT proxy, then CSC-9 isadirect HTTP interface between the KM S server and
theKMSclientinthe MCPTT server. CSC-9 therefore does not pass through the MCPTT proxy.

If the MCPTT proxy is used between the KM S and the KM S client within the MCPTT Server, then CSC-9 shall use the
HTTP-1 and HTTP-2 reference points for the transport of key material.

7.2.2.3 Reference point CSC-10 (between the key management server and the key
management client within a group management server)

The CSC-10 reference point, which exists between the MCPTT key management server and a group management
server, is used to provide the group management server with identity-specific key material to allow the group
management server to distribute key material to support group communications.

If the KM S does not employ the MCPTT proxy, then CSC-10 isadirect HTTP interface between the KM S server and
the KM S client in the group management server. CSC-10 therefore does not pass through the MCPTT proxy.

If the MCPTT proxy is used between the KM S and the KM S client within a group management server, then CSC-10
shall usethe HTTP-1, and HTTP-2 signalling reference points for the transport of key material.
7.2.3  Security procedures for key management

The procedure for the provision of identity-specific key material when the MCPTT proxy is supported between the
KMS and the KM S client is described in figure 7.2.3-1. The procedure is the same whether the key management client
inthe MCPTT UE, MCPTT Server or group management server is making the request.

Key Management
Client

Key Management

HTTP Proxy Server

| 0. Establishment of a secure connection |

1. Request for key material

A

A

2. Provision of key material

Figure 7.2.3-1: Provisioning of key material via the HTTP proxy

The procedure in figure 7.2.3-1 is now described step-by-step.
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0) The key management client establishes a connection to the MCPTT KMS. As with other elementsin the
Common Services Core, the connection routed via, and secured by, the HTTP Proxy. The message flow below is
within this secure connection.

NOTE: Additionally, the connection between the MCPTT KM S and the HTTP Proxy is secured according to
clause 8.

1) The key management client makes arequest for user key material from the MCPTT KMS. The request contains
details of theidentity (e.g. the MCPTT ID) requested for key management, and the time for which the key
material isrequired.

2) The KMS provides aresponse containing key material. The response includes the type of key material, the
period of use for the material and any domain-specific parameters required for its use. For public safety use, the
key material itself shall be wrapped using a 256-hit transport key (TrK). The TrK is distributed via an out-of-
band mechanism along with a 32-bit identifier, TrK-ID.

The procedure for the provisioning of identity-specific key material when the MCPTT proxy is not used between the
KMS and the KM S client is as described in Figure 7.2.3-2.

Key Management Key Management
Client Server

| 0. Establishment of a secure connection |

A

1. Request for key material

A

2. Provision of key material

Figure 7.2.3-2: Provisioning of key material without a proxy

The procedure in Figure 7.2.3-2 is now described step-by-step:

0) The key management client establishes a direct HTTPS connection to the MCPTT KMS. The following message
flow is within this secure connection.

1) Thekey management client makes arequest for user key material from the MCPTT KMS. The reguest contains
details of the identity requested for key management, and the time at which the key material is required.

2) The KMS provides aresponse containing key material. The response includes the type of key material, the
period of use for the material and any domain-specific parameters required for its use. Optionally, the key
material itself may also be wrapped using a 256-bit transport key (TrK), distributed via an out-of-band
mechanism along with a 32-bit identifier (TrK-1D).

As aresult of this procedure, the key management client has securely obtained key material for use within the MCPTT
System.
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7.2.4 Provisioned key material to support end-to-end communication
security

End-to-end communication security for either group or private calls requires the provisioning of key material from the
KMS. The key materia required to be provisioned to each user islisted below:

- Domain specific key material, also known asaMCPTT KMS Certificate, which includes:
- The MCPTT KMS Public Authentication Key (KPAK in IETF RFC 6507 [9]).
- The MCPTT KMS Public Confidentiality Key (Z_T in IETF RFC 6508 [10]).
- The UID conversion (as described below).
- Choice of cryptographic domain parameters (such asthose listed in IETF RFC 6509 [8]).
- Thetime period for which thisinformation isvalid.
- A user signing key for each UID for the upcoming time period (SSK and PVT in IETF RFC 6507 [9]).
- A user decryption key for each UID for the upcoming time period (RSK in IETF RFC 6508 [10]).
- Thetime period, for which the user key material isvalid (e.g. month).

The UID conversion mechanism defines how UIDs are generated. Using thisinformation aMCPTT client can take a
user identifier (e.g. an MCPTT ID), and the current time, (e.g. the year and month) and convert theseto a UID.

EXAMPLE: UID = Hash (MCPTT ID, KMS URI, validity period info).
As aconsequence, there is a one-to-one correspondence between MCPTT IDs and UIDs during each time period.

After provisioning, the key material may be stored in the user's profile.

7.3 Group call key distribution

7.3.1 General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is
distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a
user and signed using an identity representing the Group Management Server. Prior to group key distribution, each
MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited
key material associated with the MCPTT User as described in clause 7.2. The Group Management Server shall also be
provisioned by the MCPTT KMS with key material for an identity which is authorized to create groups.

The GMK isdistributed within a Group Key Transport payload. This payload isaMIKEY -SAKKE |_MESSAGE, as
defined in IETF RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload. The GMK
is distributed with a 32-bit Group User Key Identifier (GUK-ID). The GUK-ID is generated from the GMK-ID and a
User Salt derived from the user's MCPTT ID.

The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will
be derived from the user's MCPTT ID and atime stamp as described in clause 7.2. The user's MCPTT ID is added to
the recipient field (IDRr) of the message.

The Group Key Transport payload is signed using (the KM S-provisioned key associated to) the identity of the Group
Management Server (GMS). Thisidentity is derived from the GMS's URI (e.g. gp.manager@mcptt.example.org) and a
time stamp. The GMS's URI is added to theinitiator field (IDRi) of the message.

The GMK is provided together with an activation time, which is the time from which the key should be used for
transmission of group communications, replacing previous keys assigned to that group; the group identity for
confirmation of the association of the GMK to the group; and an optional text payload which may be used to provide
user-readable text. These associated parameters are encrypted by the GMK and carried in the MIKEY -SAKKE
|_Message in the group key transport payload.
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The security processes are summarized in figure 7.3.1-1 and further detailed below.

Associated parameters
GMK

| MCPTT group ID| I Activation timeI I Text I

| GMK-ID |

Domain A
Parameters > Encrypt

A

see RFG509
User’s UID { ) XOR <—| User Salt I | Encrypt |<_| GMKl

Group Key Transport (MIKEY I_MESSAGE)

A 4

A
......... SAKKE General Extensions Sign
HDR :
payload | Encapsulated GMKl | CSB-ID(GUKID) | payload payload
A
GMS’s ID > Sign < Domain
Signing Key (see RFC 6509) Parameters
l

Figure 7.3.1-1: Generation of a group key transport message (encapsulation of GMK)

At the MCPTT UE, the GMS's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this
is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the
encapsulated GMK using the (KM S-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the
GUK-ID and User Salt together to extract the GMK-ID. If the Status field in the GMK parameters indicate the GMK
has been revoked, the GMK and GMK-ID shall not be used.

The extraction procedure is described in figure 7.3.1-2.

Group Key Transport (MIKEY |_MESSAGE)

SAKKE

HDR payload

. si
| Encapsulated GMKl | CSB-ID (GUKID) | Gener;al EI);tae(:smns pa;;gonad
y

A v
v

Decrypt
User’s UID vP XOR User Salt Validate
(see RFC 6509) Signature
[ Decrypt
| GMK-ID I

Associated parameters

MCPTTgroupIDl | Activation timel | Text |

Figure 7.3.1-2: Processing of a group key transport message (extraction of GMK)

Following successful extraction of the GMK, the MCPTT UE decrypts and extractsthe MCPTT group ID carried in the
encapsul ated associated parameters payload. The MCPTT UE stores the GMK together with the group identity,
activation time and optional text field. If the decryption process for the encapsul ated associated parameters fails, the
GMK isrejected.

The Group Key Transport payload includes the Group User Key Identifier (GUK-ID) within the CSB-ID field. The

GMK isunique withinthe MCPTT system and isidentified by a GMK Identifier (GMK-ID) from which the GUK-ID is
derived. On creating the GMK, the Group Manager generates a GMK-ID as follows. The 4 most significant bits of the
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GMK-ID isthe 'purpose tag' which defines the purpose of the GMK. The 28 |east significant bits of the GMK-ID isa
28-bit randomly-generated value.

For each user, the GM S creates a 28-bit User Salt by hashing the user's MCPTT ID through a KDF using the GMK as
the key as defined in clause F.1.3. The User Salt is xor'd with the 28 |east-significant bits of the GMK-ID to create the
32-bit GUK-ID. The process for generating the GUK-ID is summarized in figure 7.3.1-3.

User URI
GMK-ID: | UTPose tag 28-bit random identifier
(4-bit) I
W
T User Salt
N (28-bit)
GUK-ID: | FurPose tag 28-bit identifier
: (4-bit)

Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID isplaced in the CSB ID field within the header of the| MESSAGE.
NOTE: Knowledge of the GUK-ID, GMK-ID and User Salt does not reveal the MCPTT ID to receivers without
the GMK for the group.
7.3.2 Security procedures for GMK provisioning

This procedure distributes a MIKEY payload from the GMSto MCPTT UEs within the group. The payload is
transported as part of the 'Notify group configuration request’ message defined in clause 10.1.5.3 of 3GPP
TS23.179[2].

Figure 7.3.2-1 shows the security procedures for creating a security association for a group.

Group Management

MCPTT UE
| Serlver
0. Provisioning of 0. Provisioning of
identity-specific key identity-specific key
material material

-l
-

1. Notify group Configuration request
(MIKEY payload)

\

2. Notify group Configuration response

Figure 7.3.2-1: Security configuration for groups

A description of the procedures depicted in figure 7.3.2-1 follows. For clarity, step 1 correspondsto step 2 in
figure 10.1.5.3-2 of clause 10.1.5.3 of 3GPP TS 23.179 [2].

0) Prior to beginning this procedure the MCPPT client shall be provisioned with identity-specific key material by a
MCPTT KMS as described in clause 7.2. The GM S shall aso be securely provisioned with identity-specific key
material for an identity that is authorized to create groups.

1) The GMSshall send aMIKEY payload to MCPTT clients within the group within a 'Notify group configuration
reguest' message. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the
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user identity (MCPTT ID) associated to the MCPTT client and shall be signed by the GM S. The message shall
aso provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and sent in
the MIKEY payload together with the encapsulated GMK. This processis shown in Figure 7.1.1-1.

2) Onreceipt of aMIKEY message, the MCPTT client shall check the signature on the payload, verify that the
GMSisauthorized to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not
aduplicate for an existing GMK. The MCPTT client shall also extract the group identity, activation time and text
from the encapsulated associated parameters in the payload using the GMK, and check that decryptionis
successful. This processis shown in Figure 7.1.1-2.Should any of these checks fail, an error shall be returned to
the GMS. Upon successful receipt and processing, the MCPTT UE shall store the GMK, GMK-ID and GUK-ID
and respond to the GM S with a'Notify group configuration response’ message.

Where multicast floor control is required on the downlink from the MCPTT Server to the MCPTT client, the procedure
may be performed twice, once for obtaining a GMK for the protection of media, and once for obtaining a different key
for the protection of multicast floor control, the Multicast Floor Control Key (MKFC). Alternatively, the GMS may
distribute the two different keys (GMK, MKFC) in one procedure by embedding the two MIKEY payloadsin the
message. The MKFC shall be treated asa GMK for transport, using the security procedures defined in clause 7.3.1 and
being encapsulated as defined in Annex E.2.

To revoke a security context, the group management server repeats the above steps with the Status field of the GMK
parameters indicating that the GMK has been revoked.
7.3.3 Key ldentification and purpose tags

The 'purpose tag' within the key identifier (e.g. GMK-ID) shall be the most significant four bits of the key and shall be
used to indicate the use of the key.

- 0: the GMK shall be used for group communications.
- 1:the PCK shall be used to protect Private Call communications.

- 2:the CSK shall be used to protect application signalling (XML and SRTCP) between the MCPTT client and
MCPTT domain.

- 3: the SPK shall be used to protect application signalling (XML and SRTCP) between serversin MCPTT
domain(s).

- 4: The MKFC shall be used to protect multicast floor control signalling fromthe MCPTT Server to MCPTT
clients.

- 5-15: not defined.
Inthisway, the MCPTT UE is able to identify the purpose of the key.

7.3.4  Group creation procedure

Group creation procedure is described in clause 10.4.3 of 3GPP TS 23.179 [2]. To create the security context for the
group, the GM S follows the proceduresin clause 7.3.1, creating a new GMK and GMK-ID for the temporary group.

An encapsulated GMK and GUK-ID is sent to group members by the GM S within a notification message (step 4 within
clause 10.4.3 of 3GPP TS 23.179 [2]). The procedure is equivalent to that described in clause 7.3.2.

7.3.5 Dynamic group keying

7.35.1 General
In the GMK distribution procedures described in this clause, the GM S is provisioned with the same information as any

MCPTT UE by the KMS as described in clause 7.2; the only distinguishing feature is that the GM S'sidentity is
authorized to create groups.
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NOTE: Thisauthorization could be conveyed within the identity itself. For example, via a specific string within
the URI such as 'group’. For example, the identity user.001.group@mcptt.example.org may be authorized
to create a group, whereas user.001@mcptt.example.org may not.

Additionally, the only information the GM S requires to create the group are the MCPTT IDs of the group members.
These two features combined allow groups to be created and keyed at any time, by any authorized entity.

Such flexibility is required to support a number of group procedures within 3GPP TS 23.179 [2].

NOTE: The dynamic group keying mechanisms may not support off-network scenarios.

7.35.2 Group regrouping procedures (within a single MCPTT system)

Group Regroup procedures are described in clause 10.6.2.1 of 3GPP TS 23.179 [2]. To create the security context for
the temporary group, the GM S follows the proceduresin clause 7.3.1, creating a new GMK and GMK-ID for the
temporary group.

An encapsulated GMK and GUK-ID is sent to group members by the GM S within a notification message (step 5 within
clause 10.6.2.1 of 3GPP TS 23.179[2]). The procedure is equivalent to that described in clause 7.3.2.
7.3.5.3 Group regrouping procedures (involving multiple MCPTT systems)

Group Regroup procedures involving multiple MCPTT systems are described in clause 10.6.2.2 of 3GPP TS 23.179 [2].
figure 7.3.5.3-1.

Primary . Partner
P M P M
MCP'll'TUE rimary GMS artner GMS MCPTT UE
1 1 1
0. KMS 0. KMS 0. KMS 0. KMS
Provisioning Provisioning Provisioning Provisioning

<l
-

1. Notification of group

metadata
2. OK 3. Notification of group " o
metadata 4. Notification of group
metadata
< 5. 0K
6. OK

Figure 7.3.5.3-1: Group Regroup security procedures (multiple MCPTT systems)

0) Prior to beginning the procedure, the MCPTT UEs, primary GM S and partner GM Sare provisioned by aKMS as
described in clause 7.2.

1) To create the security context for the temporary group, the primary GM S creates a new GMK and GMK-ID for
the temporary group. The primary GM S notifies the affiliated users within its own MCPTT system (Step 8 of
clause 10.6.2.2 in 3GPP TS 23.179 [2]). Within this message, the primary GM S includes a Group Key Transport
payload including a GMK and GUK-ID following the proceduresin clause 7.3.1. The GMK is encrypted to the
identity of the MCPTT user and is signed using the identity of the primary GMS.

2) The MCPTT UEs acknowledge the notification.

3) The primary GM S then notifies the partner GM S of the group regroup operation (Step 9 of clause 10.6.2.2 in
3GPP TS 23.179[2]). Within this message, the primary GM S includes a Group Key Transport payload following
the proceduresin clause 7.3.1, treating the partner GM S as another user within the group. Accordingly, the
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payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary
GMS. The GUK-ID is derived using the User Salt generated from the partner GMSs URI.

4) The partner GMS extracts the GMK and GMK-ID from the notification. The partner GM S then notifies the
affiliated users within the partner MCPTT system (Step 11 of clause 10.6.2.2in 3GPP TS 23.179 [2]). The
partner GMS re-encrypts the GMK to the identity of the affiliated usersin the partner system, generates new
GUK-IDs for each user and signs using its identity (the identity of the partner GMS) following the procedurein
clause 7.3.1.

5) The partner MCPTT UEs acknowledge the notification.

6) The partner GM S acknowledges the notification to the primary GMS.

Where multicast floor control is required on the downlink from the MCPTT Server to the MCPTT client, the procedure
may be performed twice, once for obtaining a GMK for the protection of media, and once for obtaining a different key
for the protection of multicast floor control, the Multicast Floor Control Key (MKFC). Alternatively, the GMS may
distribute the two different keys (GMK, MKFC) in one procedure by embedding the two MIKEY payloadsin the
message. The MKFC shall be treated asa GMK for transport, using the security procedures defined in clause 7.3.1 and
being encapsulated as defined in Annex E.2.

7.3.6 Derivation of SRTP/SRTCP master keys

Asaresult of this mechanism, the group members share a GMK and GUK-ID. The GMK shall be used asthe MIKEY
Traffic Generating Key (TGK), the GUK-ID shall be used asthe MIKEY CSB ID. These shall be used to generate the
SRTP Master Key and SRTP Master Salt as specified in IETF RFC 3830 [22]. The key derivation function defined in
section 4.1.4 of IETF RFC 3830 [22] using the PRF-HMAC-SHA-256 Pseudo-Random Function as described in IETF
RFC 6043 [25], section 6.1 shall be supported for generating the SRTP Master Key and Salt.

MIKEY Key Derivation (see RFC 3830):

MIKEY TGK MIKEY CSB-ID
(GMK) MIKEY RAND (GUK-ID) MIKEY CS-ID

PRF-HMAC-SHA-256

' v

SRTP Master Key SRTP Master Salt

Figure 7.3.6-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP Master Key Identifier (MKI) isrequired. The MKI
should be a 64-bit value formed by concatenating the GMK-ID with the GUK-ID (GMK-ID || GUK-ID). The GMK-ID
shall have a purpose-tag of '0'.

Where the transmitting user is known through other means, the MKI may be solely the 32-bit GMK-ID. In this case the
terminating user extracts the GUK-ID by calculating the User Salt and xor'ing this value with the GMK-ID.

When the MCPTT client is operating off network, the GMK is used to derive keysfor floor control (SRTCP). Thus, the
Master Key and Master Salt used for SRTCP is the same with the Master Key and Master Salt used for SRTP, so isthe
MKI.
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See clause 9.4 for key derivation procedures for floor control (SRTCP) when the MCPTT client is operating on-
network.

7.4 Private call key distribution

7.4.1 General

The purpose of this procedureisto alow two MCPTT UEs to create an end-to-end security context to protect an
MCPTT private call. To create the security context, the initiating MCPTT UE generates a Private Call Key (PCK) and
securely transfers this key, along with a key identifier (PCK-1D), to the terminating MCPTT UE.

The PCK isdistributed encrypted specifically to the terminating user and signed by the initiating user. Prior to call
commencement, both MCPTT UEs shall be provisioned by the KM S with time-limited key material associated with the
MCPTT User. The PCK is distributed with a 32-bit Key Identifier (PCK-1D) within a MIKEY payload within the SDP
content of the Private Call Request. This payload isa MIKEY-SAKKE |_MESSAGE, asdefined in IETF

RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.

The PCK isencrypted to the user identity (UID) associated to the terminating MCPTT UE. The UID used to encrypt the
datawill be derived from the terminating user's URI (e.g. user.002@mcptt.example.org) and a time-related parameter
(e.g. the current year and month). The terminating user's URI is added to the recipient field (IDRr) of the message.

The payload includes the encrypted PCK and the key identifier (PCK-ID). The PCK is unique within the MCPTT
system. On creating the PCK, the initiator generates a 32-bit PCK Identifier (PCK-1D). The 4 most significant bits of
the PCK-ID shall indicate the purpose of the PCK isto protect Private call communications, the other 28-bits shall be
randomly generated.

The payload is signed using (the KM S-provisioned key associated to) the identity of theinitiating user. Thisidentity is
derived from the initiating user's URI (e.g. user.001@mcptt.example.org) and atime-related parameter (e.g. the current
year and month). Theinitiating user's URI is added to theinitiator field (IDRi) of the message.

The security processes are summarized in figure 7.4.1-1.

PCK |
\

Terminating > Encrypt -< Domain

User’s URI (see RFC 6509) Parameters

SDP within Private Call Request:
MIKEY-SAKKE E lated PCK | | PCK-ID | i
payload: ncapsulate - | Signature

Initiating User’s > Sign - Domain

URI Signing Key {see RFC 6509) Parameters

Figure 7.4.1-1: Security information within a Private Call Request

Viathis mechanism, PCK distribution is confidentiality protected, authenticated and integrity protected.

At the terminating MCPTT UE, theinitiating user's URI is extracted from the initiator field (IDRi) of the message. This
is converted to a UID and used to check the signature on the MIKEY-SAKKE |_MESSAGE. If valid, the UE extracts
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and decrypts the encapsulated PCK using the (KM S-provisioned) user's UID key. The MCPTT UE also extracts the
PCK-ID. This processis shown in figure 7.4.1-2.

SDP within a Private Call Request:

MIKEY-SAKKE ated -
payload: Encapsulated PCK || PCK-ID Signature

Y A
Terminating Decrypt Check (using
User's UID 1 (see RFC 6509) initiating user’s
key URI)
A Y
PCK | | PCK-ID

Figure 7.4.1-2: Processing the security content of a private call request

With the PCK successfully shared between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an
end-to-end secure session.

NOTE: Thissolutionisfor the end-to-end protection of PCKs and does not protect the identities transmitted.
These may be protected by other means.

7.4.2 Security procedures (on-network)

The security procedures provide a mechanism for establishing a security context as part of the Private Call Request sent
from the initiating UE to the terminating UE. 3GPP TS 23.179 [2] contains four procedures for the commencing a
MCPTT private call; manual or automatic commencement for asingle or multiple MCPTT systems. As the security
procedures are the same in each of these cases, the procedures below apply to each of the four proceduresin 3GPP
TS23.179[2].

The security processes for securing an on-network private call are summarized in figure 7.4.2-1. The intent of these
proceduresisto transfer a PCK and PCK-ID to the terminating UE.

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 37 ETSI TS 133 179 V13.2.0 (2016-10)

Home Network Terminating Network
‘ MCPTT UE MCPTT ‘ ‘ MCPTT MCPTT UE ‘
(initieting) Server Server (terminating)
| 0. Registraion | | 0. Registraion |
|
Generae PCK
1. Private Call Request g
"I (containing encapsulated PCK) i
| Extract PCK |
2. Further Session Setup Signalling
< Media (encrypted UE to UE using PCK >

Figure 7.4.2-1: Private Call security procedures for on-network PCK distribution

The procedure in figure 7.4.2-1 is now described step-by-step.

0. Prior to beginning this procedure it is assumed that the MCPTT UEs have an authenticated MCPTT user and that
the MCPTT UESs have been provisioned with key material associated with auser's MCPTT IDsby aMCPTT
KMS as described in clause 7.2.

1. Theinitiating MCPTT UE generates the PCK and sendsa MCPTT private call request to the terminating
MCPTT UE. Thismessageis created in Step 3 of clause 10.10.2.1.1, clause 10.10.2.1.2, clause 10.10.2.2.1 and
clause 10.10.2.2.2 within 3GPP TS 23.179 [2]. The message is transferred via one or more MCPTT Servers, for
example steps 3, 5, 8 of Clause 10.10.2.2.2 within 3GPP TS 23.179 [2]. Within this message is a SDP offer
within which the initiating MCPTT UE includesaMIKEY-SAKKE | _MESSAGEs as defined in IETF RFC
6509 [11]. The | _MESSAGE encapsulates the PCK for the terminating MCPTT user, encrypting the key to the
UID of the terminating user (derived from the user's URI). The | MESSAGE also contains an identifier for the
PCK (PCK-ID). Thel MESSAGE is signed using (the key associated with) the initiating user's UID.

NOTE 1. This message may be pre-generated to increase the efficiency of the communication.

NOTE 2: Optionally, the MCPTT UE may attach an additional SAKKE component which encrypts the PCK to the
initiating user (in addition to the terminating user).

2. Further session signalling occurs as defined in 3GPP TS 23.179 [2].
With the PCK and PCK-ID shared between the initiating and terminating users, the media communicated between the
UEs may be protected using the PCK.
7.4.3  Security procedures (off-network)

The security processes for securing an off-network private call are summarized in figure 7.4.3-1. As part of this process,
the PCK and PCK-ID are securely transferred to the terminating UE.
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MCPTT UE MCPTT UE
(initiating) (terminating)
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1. Call Setup Request
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(containing encapsulated PCK)
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2. Call Setup Response

(

Media (encrypted UE to UE using PCK)

y

Figure 7.4.3-1: Private Call security procedures for off-network PCK distribution

The procedure in figure 7.4.3-1 is now described step-by-step.

0. Prior to beginning this procedure the MCPTT UEs may have performed a discovery procedure. Additionally, the
MCPTT UEs have been provisioned with key material associated with auser's MCPTT IDsby aMCPTT KMS

as described in clause 7.2.

1. Theinitiating MCPTT UE generates the PCK and sends a Call Setup Request to the terminating MCPTT UE
(Step 4 of Clause 10.10.3.1 within 3GPP TS 23.179 [2]). Within this message, the initiating MCPTT UE
includesaMIKEY-SAKKE |_MESSAGEs as defined in IETF RFC 6509 [11]. The |_MESSAGE encapsul ates
the PCK for the terminating MCPTT user, encrypting the key to the UID of the terminating user (derived from
theuser's URI). The |_MESSAGE aso contains an identifier for the PCK (PCK-ID). Thel_MESSAGE issigned
using (the key associated with) the initiating user's UID.

NOTE 1: This message may be pre-generated to increase the efficiency of the communication.

NOTE 2: Optionaly, the MCPTT UE may attached an additional SAKKE component which encrypts the PCK to
theinitiating user (in addition to the terminating user).

2. A Cdl Setup Responseis returned to theinitiating UE as defined in 3GPP TS 23.179 [2].

With the PCK and PCK-1D shared between the initiating and terminating users, the media communicated between the

UEs may be protected using the PCK.

7.4.4 Derivation of SRTP/SRTCP master keys

As aresult of this mechanism, the group members share a PCK and PCK-ID. The PCK shall be used as the MIKEY
Traffic Generating Key (TGK), the PCK-1D shall be used asthe MIKEY CSB ID. These shall be used to generate the
SRTP Master Key and SRTP Master Salt as specified in IETF RFC 3830 [22]. The key derivation function defined in
section 4.1.4 of RFC 3830 [22] using the PRF-HM A C-SHA-256 Pseudo-Random Function as described in IETF
RFC 6043 [25], section 6.1 shall be supported for generating the SRTP Master Key and Salt.
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MIKEY Key Derivation {see RFC 3830):

MIKEY TGK MIKEY CSB-ID
(PCK) MIKEY RAND (PCK-ID) MIKEY CS-ID

PRF-HMAC-SHA-256

' '

SRTP Master Key SRTP Master Salt

Figure 7.4.4-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP Master Key Identifier (MKI) isrequired. The MKI shall
be the32-bit PCK-1D which has a purpose tag of '1'.

When the MCPTT client is operating off network, the PCK is used to derive keys for floor control (SRTCP). Thus, the
Master Key and Master Salt used for SRTCP is the same with the Master Key and Master Salt used for SRTP, so isthe
MKI.

See clause 9.4 for key derivation procedures for floor control (SRTCP) when the MCPTT client is operating on-
network.

745 Void

7.5 Protection of media stream (SRTP)

75.1 General

The following mechanism shall be used to protect MCPTT communications which use the Real-Time Transport
Protocol (RTP), cf. IETF RFC 3550 [12]. The integrity and confidentiality protection for MCPTT communications
using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP), IETF RFC 3711 [13].

The key management mechanism for SRTP is described elsewhere. As aresult of this mechanism, those communicating
will have shared the following:

1) A SRTP Master Key.
2) A SRTP Master Salt.
3) A SRTP Master Key Identifier (MKI) referencing the above two values.

The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTP payload. A diagram of the key derivation
mechanism (as described in IETF RFC 3711) is shown in figure 7.5.1-1.
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SRTP Key Derivation
(see RFC 3711):

SRTP Master Key SRTP Master Salt

AES_CM_128
(SRTP PRF)

AES Enc Key: SRTP Session Key aesiv|  SRTP Packet || ¢opc

Session Salt Index

AEAD_AES_128 GCM
(SRTP encryption)

Keystream MKI

Figure 7.5.1-1: Security mechanism for media stream protection

The AES-CM-128 algorithm as defined in IETF RFC 3711 [13] shall be supported as the SRTP PRF (which isused to
derive the SRTP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and
salts shall not be refreshed. The AEAD_AES 128 GCM algorithm as defined in IETF RFC 7714 [26] shall be
supported for providing confidentiality and data authentication of SRTP packets. The AEAD_AES 128 GCM
algorithm requires that the SRTP session key is 16 octetsin length, and the SRTP session salt is 12 octets in length.

The SRTP authentication tag may be appended to every 'rth' packet as defined in IETF RFC 4771 [24] to provide the
SRTP ROC counter to MCPTT UEs performing a late-entry to the communication. A 'mode 3' integrity transform
(RCCm3) shall be supported for transmitting the ROC within a4 octet SRTP authentication tag.

NOTE: TheROC and MKI fields of the SRTP packet are not authenticated as part of the AEAD_AES 128 GCM
algorithm. However, modification of these fields would cause a failure to validate the AEAD
authentication tag which would cause the packet to be correctly rejected by the receiver. Should an
unauthenticated SRTP encryption mode be used, the impact of a malicious modification of the ROC or
MKI packets should be considered.

7.5.2 Security procedures for media stream protection

M edia stream protection does not require any signalling mechanism to convey information. The information is provided
within each SRTP Packet.

Transmitting Terminating
MCPTT UE MCPTT UE(s)
| |
0. Establish 0. Establish
Security Context Security Context
1. SRTP >
(SSRC, MKI)

Figure 7.5.2-1: Security procedure for media stream protection

Figure 7.5.2-1 shows the security mechanism.
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0) Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a
security context (SRTP Master Key, SRTP Master Salt, MKI1).

1) Transmitting UEs shall send SRTP packets using the format described in IETF RFC 3711 [13]. The packet shall
include a Master Key Identifier (MKI) field which contains the information required to locate the SRTP Master
Key and Master Salt, and may include the SRTP ROC as defined in IETF RFC 4771 [24]. On receipt of a SRTP
packet, aterminating UE shall use the contents of the MK to look up the appropriate SRTP Master Key and salt
and generate the appropriate SRTP session key and salt if it satisfies the key derivation rate criteria as specified
in IETF RFC3711. If it appearsin the SRTP packet, the terminating UE shall use the contents of the SRTP
authentication tag to establish the SRTP ROC as defined in IETF RFC 4771 [24].

NOTE 1: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security
mechanism is entirely stateless.

NOTE 2: Thereceiver does not need to generate an appropriate SRTP session key and salt every time when it
receives a SRTP packet. The key derivation rate defined in IETF RFC3711 [13] determines the session
key generation frequency. Refer to RFC3711 for more information.

NOTE 3: Asthe SRTP synchronization source identifier (SSRC) is used for encryption and decryption, the SSRC
value in the SRTP packet needs to be maintained from the transmitting UE to the receiving UE. This
includes the uplink and the downlink, over unicast or multicast.

A diagram of the SRTP packet format is within figure 7.5.2-2.

SRTP Header

SSRC Packet Index (partial)

Encrypted RTP Payload

MKI Field

SRTP Authentication tag (optional field containing ROC counter)

Figure 7.5.2-2: SRTP packet format showing security parameters

The length of the MKI field is defined by the key distribution procedure used to create the original security context.

7.6 Protection of offline floor control signalling (SRTCP)

7.6.1 General

Floor control signalling is sent from the MCPTT UE to aFloor Arbitrator. The Floor Arbitrator will be part of the
MCPTT server when MCPTT group communications are online. When MCPTT group communications are offline, the
Floor Arbitrator will be an MCPTT client. Floor control signalling is transmitted using MBCP or TBCP, both of which
use RTCP, cf. IETF RFC 3550 [12]. The integrity and confidentiality protection for one-to-many communications using
RTCP may be achieved by using SRTCP, IETF RFC 3711 [13].

For online communications, the connection between the MCPTT UE and the Floor Arbitrator (MCPTT Server) is
protected by using SRTCP which key agreement is specified in clause 9.4. This clause provides a mechanism for
protecting offline floor control signalling during the group call or the private call.

When the MCPTT client is operating off network, the key management as well as the Master Key and Master Salt for
SRTCP isthe same with that for SRTP. Asaresult of this mechanism, the group membersin the group call or MCPTT
UEs in the private call share a Master Key, a Master Salt and an MKI for the protection of SRTCP.
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The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTCP payload. A diagram of the key
derivation mechanism (as described in IETF RFC 3711 [13]) isshown in figure 7.6.1-1.

SRTP Key Derivation
(see RFC 3711):

Master Key Master Salt
AES-CM-128
. SRTCP SRTCP
AES Enc Key: SRTCP Session Key AES IV: Session Salt || Pkt Indx SSRC

AEAD_AES_128 GCM

Keystream

MKI

Figure 7.6.1-1: Security mechanism for floor control protection

The AES-CM-128 agorithm as defined in IETF RFC 3711 [13] shall be supported as the SRTCP PRF (which is used to
derive the SRTCP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and
salts shall not be refreshed. The AEAD_AES 128 GCM algorithm as defined in IETF RFC 7714 [26] shall be
supported for providing confidentiality and data authentication of SRTCP packets. The AEAD_AES 128 GCM
algorithm requires that the SRTCP session key is 16 octetsin length and the session salt is 12 octets in length.

7.6.2 Security procedures for offline floor control protection

Floor control protection does not require any signalling mechanism to convey information. The information is provided

within each SRTCP Packet.

Transmitting

MCPTT UE
|

0. Establish
Security Context

Terminating
MCPTT UE(s)
|

0. Establish
Security Context

1. SRTCP
(SSRC, MKI)

.

Figure 7.6.2-1: Security procedure for media stream protection

Figure 7.6.2-1 shows the security mechanism.

0) Prior to beginning this procedure the MCPTT UEs involved in the communication shall have established a
security context for SRTCP (Master Key, Master Salt, MKI).

1) Transmitting UEs shall send SRTCP packets using the format described in IETF RFC 3711 [13]. The packet
shall include a Master Key Identifier (MKI) field which contains the information required to locate the Master
Key and Master Salt. On receipt of a SRTCP packet, aterminating UE shall use the contents of the MKI to look
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up the appropriate Master Key and Salt and generate the appropriate SRTCP session key and salt if it satisfies
the key derivation rate criteria as specified in IETF RFC 3711 [13].

NOTE 1: Assuming members of the group or private call MCPTT UEs have been keyed/pre-provisioned at some
point in the past, this security mechanism is entirely stateless.

NOTE 2: The receiver does not need to generate an appropriate SRTCP session key and salt every time when
it receives a SRTCP packet. The key derivation rate defined in IETF RFC 3711 [13] determines the
session key generation frequency. Refer to RFC3711 for more information.

A diagram of the SRTCP packet format is within figure 7.6.2-2.

SRTCP Header

SSRC SRTCP Packet Index

Encrypted RTCP Payload

SRTCP MKI

Figure 7.6.2-2: SRTCP packet format showing security parameters

The length of the MKI is determined by the key distribution mechanism.

8 Inter/Intra domain interface security

8.1 General

For al interfaces between network elements within trusted domain or between the trusted domains, namely HTTP-2,
HTTP-3, SIP-2 and SIP-3:

- 3GPP TS 33.210 [4] shall be applied to secure signalling messages on the reference points unless specified
otherwise; and

- 3GPP TS 33.310 [5] may be applied regarding the use of certificates with the security mechanisms of 3GPP
TS 33.210 [4] unless specified otherwise in the present document.

NOTE: For the case of an interface between two network elements in the same trusted domain, 3GPP
TS 33.210 [4] does not mandate the protection of the interface by means of 1Psec. However, it isup to the
domain administrator's policy to also protect interfaces within the same trusted domain.

SEG as specified in 3GPP TS 33.210 [4] may be used in the trusted domain to terminate the 1Psec tunnel.
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9 Protection of floor control and sensitive application
signalling

9.1 Key agreement for protection of floor control and sensitive
application data (Client to Server)

9.1.1 Identity-based key management for Client Server Key (CSK)
A Client-Server Key is required to protect floor control signalling between the MCPTT client and the MCPTT Server.

Additionally, the MCPTT Service provider may require that MCPTT related identities and other sensitive information
transferred between clients and MCPTT domain on the SIP-1 and SIP-2 interfaces be protected at the application layer
from any viewing, including protection from viewing at the SIP signalling layer. Symmetric key based protection of SIP
payload using CSK may be used to satisfy this requirement.

Identity based Public Key Cryptography (IDPKC) based on MIKEY -SAKKE IETF RFC 6509 [11] may be used to
establish the CSK between two SIP endpoints. Before IDPKC can be used by client to securely share the encryption
key, the MCPTT user shall first be authorized by KMS for MCPTT key management services. Once the MCPTT user is
authorized, the KM S distributes the user's key material to the client as specified in clause 7.2.3.

MIKEY-SAKKE IETF RFC 6509 [11] shall be used by the client to securely transport the CSK over SIP to al the
servers withinan MCPTT domain.

The server receives the SIP message with the protected CSK and retrieves it from the message. It associatesthe MCPTT
User's SIP Core identity (IMPU), MCPTT ID and the received CSK. Identity binding is used to uniquely identify the
CSK used in protection of the SIP payload in subsequent SIP messages sent by both the client and the servers within an
MCPTT domain.

The purpose of the CSK is the following:
- Protection of floor control signalling between the MCPTT client and MCPTT Server.
- Protection of sensitive MCPTT application datain the signalling plane.

- Protection of the Access Token in the signalling plane.
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The uses of the CSK are shown in Figure 9.1-1.

CsK
KFCp—— ——(as XPK|
ranp | [ (+ CSK-ID) (as XPI)

T
XPK]
Y (as v )

KDF KDF
MIKEY PRF/
Y (Annex F.1.4) (Annex F.1.4)

SRTP Key XML

Derivation confidentiality
protection key

XML integrity
protection key

Floor control
keys (SRTCP)

Figure 9.1-1: Uses of the Client-Server Key

9.1.2 Creation of the CSK

The 128-bit CSK is generated by the client and provided encrypted to the server through the SIP interface along with
the CSK-ID identifying the CSK.

The key remainsin use until: anew CSK isrequired, the SIP session is torn down, the MCPTT user logs off, or some
other indication. If during the active SIP session an update of the CSK isrequired, the client may establish a new CSK
and provideit to the server.

9.1.3 Secure distribution of the CSK

9.1.3.0 General

The CSK is created by the client and distributed to the servers within an MCPTT domain using MIKEY -SAKKE IETF
RFC 6509 [11].The shared CSK is distributed in the MIKEY -SAKKE |_MESSAGE, as defined in IETF RFC 6509
[11], which ensure the confidentiality, integrity and authenticity of the payload.

9.1.3.1 MIKEY-SAKKE I_MESSAGE

The key is encrypted to the identity associated to the MCPTT domain (UID), and inserted in the SAKKE payload of the
|_MESSAGE. The UID used to encrypt the data will be derived from the MCPTT Domain Security Identifier (MDSI)
and atime-related parameter (e.g. the current year and month) as described in clause 7.2. The MDSI is added to the
recipient field (IDRr) of the message.

The | _MESSAGE message a so contains a signature in the SIGN payload, which is based on the user identity (UID) of
the MCPTT User. Thisidentity is derived from the MCPTT ID of the user and atime-related parameter (e.g. the current
year and month). The MCPTT ID is added to the initiator field (IDRi) of the message. Where the MCPTT ID is
sensitive, the identity mechanism defined in clause E.7 is used to define the initiator field of the message.

Clause E.4 provides MIKEY message structure for CSK distribution.

Theresulting MIKEY -SAKKE message is sent over SIP (for example, during MCPTT User authorization).
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9.1.3.2 Distribution of CSK during MCPTT Service Authorization and group
subscription

The client shall include the MIKEY message, containing the CSK, in the SIP message that is used to perform the
MCPTT user authorization procedure.

Anillustration is provided below as an example of how this message in included in the body of the SIP REGISTER
message.

EXAMPLE:

REG STER si p: MCPTT_Server _PSI SIP/ 2.0

Via: SIP/2.0/UDP den3.1evel 3. com

Max- For war ds: 70

From MCPTT client | MPU

To:

Cll-1D <>

CSeq: 1 REG STER

Contact: <URI>

Cont ent - Type: nul tipart/m xed; boundar y="boundar y1"
Content - Lengt h: 619

--boundaryl

Cont ent - Type: applicati on/ m key
M KEY | _MESSAGE

--boundaryl

Cont ent - Type: application/...
Encrypted Access token, MCPTT ID
- -boundaryl—

The MIME mediatype "application/mikey" IETF RFC 3830 [22], is used in this example to insert MIKEY
|_MESSAGE in the SIP payload.

9.1.3.3 Obtaining CSK from the | MESSAGE

The server performs the following steps when it receives the SIP message with the MIKEY |_MESSAGE containing
the encrypted CSK:

1. Wherethe MCPTT ID issensitive and is encrypted with CSK key,use the client's UID obtained from the IDRI
field in the message to compute the signature and verify it with the value in the SIGN payload of the MIKEY

message.

2. The SAKKE based encryption scheme defined in IETF RFC 6509 [11], is used to extract the CSK from the
SAKKE payload of the MIKEY message.

3. Compute client's UID based onthe MCPTT ID decrypted using the CSK key, and compare the UID with the
UID obtained from the IDRIi field of the MIKEY message.

9.1.34 Procedure

The following steps describe how the client obtains the user specific key material and securely transfersthe CSK to a
server within the MCPTT domain.

Prior to beginning of this procedure, the client would have obtained user-specific key material from the KMS.

1) Theclient randomly generates the CSK. The client computes MCPTT Domain UID from the MCPTT Domain
Security Identifier (MDSI) and usesit to encrypt the CSK based on SAKKE based encryption |IETF RFC 6509
[11].

2) Theclient generates MIKEY -SAKKE |_MESSAGE. The message shall encapsulate the encrypted CSK and
shall be signed using the key associated with the MCPTT User's UID generated from the MCPTT ID.

3) Theclientincludesthel MESSAGE in the SIP payload and sends the SIP message addressed to the PS| of the
server.

The following steps describe how the server retrieves the encryption key from the SIP message:

1) The server receives the SIP message with the | MESSAGE embedded in the SIP payload.
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2) The server checksthe signature on the |_ MESSAGE message using client's UID.

3) If thesignature isvalid, the server extracts and decrypts the encapsulated CSK using the key associated with the
MCPTT Domain"s UID generated from the MCPTT Domain Security Identifier (MDS!).

4) Oncethe CSK has been extracted, MCPTT specific information including access token protected in the SIP
message as defined in clause 9.3.4, may be decrypted.

Figure 9.1.3-.4-1 shows the functional diagram for the client and a server within the MCPTT domain. The server is
shown in this example.

Client Server
Server’s UID MIKEY-SAKKE Encrypted Si
(public key) Payload Key ignature
¢ I
Client Server Key - Encrypt Verify signature
(CSK) 7| (RFC 6509) (Client’s UID)
y
Server’s IBE D?;;ép[
¥V private key g 6500
MIKEY-SAKKE [T )
ncrypte .
Payload Ty Signature
]
Client Server Key
(CSK)
Client’s IBE Sign
private key P! ®rc 65009 [

Figure 9.1.3.4-1: Functional diagram for Identity based distribution of CSK

9.2 Key agreement for protection of floor control and sensitive
application data between servers

Floor control between MCPTT servers may need to be protected. Additionally, certain values and identifiers transferred
in the signalling plane between servers within an MCPTT domain, or between MCPTT domains may be treated as
sensitive by public safety users.

To protect information from all other entities outside of the MCPTT domain(s), a shared 128-bit Signalling Protection
Key (SPK) needs to be established between the servers. The SPK is provided along with a 32-bit identifier, the SPK-1D
and 128-bit random value SPK-RAND. The most significant four bits of the identifier (the Purpose Tag) of the SPK-ID
shall be '3' to denote the purpose of the SPK isfor signalling protection, as described in clause 7.3.3.

The SPK and associated values shall be directly provisioned into the communicating servers, along with the SPK-I1D.
With the SPK provisioned, floor control and XML content within the SIP may be protected as defined in clause 9.3.

NOTE: The XML protection mechanism specified in this clause is for public-safety use only.

The uses of the SPK for inter-server protection are shown in Figure 9.2-1.
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Derivation confidentiality
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Figure 9.2-1: Uses of the Signalling Protection Key

9.3 Protection of XML content

9.3.1 General

Certain values, keys and identifiers transferred in XML between a server in the MCPTT domain and client may be
treated as sensitive by public safety users. To protect these values from al other entities outside of the MCPTT Domain,
this clause defines an optional mechanism to provide confidentiality protection on these values using XML encryption.
Additionally, as some public safety users may require integrity protection on transmitted content, this clause defines an
optional mechanism to provide integrity protection using XML signatures.

NOTE 1: The protection mechanism specified in this clause is for public-safety use only.

NOTE 2: Theintroduction of XML security mechanisms increases the size of the XML document. Consideration
should be given to the impact of this size increase.

Editor's Note: It needs to be confirmed that the virtual proxy techniques being studied in SA3-LI (LIV8 S8HR
study) can be extended to control use of MCPTT encryption in VPLMN roaming scenarios.

9.3.2 Protected content
Confidentiality protection may only be applied to the following identifiers and values:

- MCPTT ID.

- MCPTT Group ID.

- User location information.

- Alerts.

- Accesstoken.

- KMS provisioned key material.
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Integrity protection may be applied to the entire XML document, and to individual KM S certificates.

9.3.3 Key agreement
The protection mechanisms defined rely on a shared XML Protection Key (XPK) to be able to encrypt and sign XML.

For connections between the client and the MCPTT Domain the XPK shall be the 128-bit shared Client-Server Key
(CSK) established as defined in clause 9.1. The XPK-ID shall be the CSK-ID.

For connections between serversinside and across MCPTT Domains the XPK shall be thel128-bit manually provisioned
SIP Protection Key (SPK) established as defined in clause 9.2. The XPK-ID shall be the SPK-ID

For connections between the KMS and the MCPTT client, the XPK shall be the 256-bit manually provisioned TrK,
described in clause 7.2.3. The XPK-ID shall be the TrK-ID.

Theintegrity key and confidentiality key for application data protection shall be derived from the XPK as defined in
clause F.1.4. The XPK-ID may belisted in the XML to aid decryption.

9.3.4  Confidentiality protection using XML encryption (xmlenc)

This clause defines an optional mechanism to alow specific XML content to be encrypted between the client and the
server. XML content is encrypted as defined by XML Encryption Syntax, Version 1.1 [27].

NOTE: Only encryption of XML simple content is supported. Encryption of XML tags, attributes and elementsis
not supported.

To encrypt content within a specific XML element, the content shall be replaced with the <EncryptedData> element.
The <EncryptedData> element shall contain a <CipherData> element, containing a <CipherValue> element containing
the encrypted content. Encryption shall be performed as defined in [27] using the CSK as the cipher key.

Where protecting content, the <EncryptedData> element may:
- Usethe Type' attribute specifying that content is encrypted (‘http://www.w3.0rg/2001/04/xmlenc#Content’).
- Contain <KeyData><Keylnfo> element containing the base64 encoded XPK-ID.

- Contain <EncryptionMethod> element listing the encryption algorithm used for encrypting the XML content.
The AES-128-GCM algorithm shall be supported, as identified by the algorithm identifier:
‘http://www.w3.0rg/2009/xmlencl1#aes128-gcm'.

Where protecting key material, the <EncryptedData> element may:

- Usethe 'Type attribute specifying that content is encrypted (‘http://www.w3.0rg/2001/04/xmlenc#
EncryptedKey").

- Contain <KeyData><Keylnfo> element containing the base64 encoded XPK-ID.

- Contain <EncryptionMethod> element listing the encryption a gorithm used for encrypting the XML key
material. The AES-256 key wrap algorithm as defined in RFC 3394 [34] shall be supported, as identified by the
agorithm identifier "http://www.w3.0rg/2001/04/xmlencikw-aes256'.

Where these elements do not occur, the information they contain shall be known to both the client and server in the
MCPTT domain through other means.

The following is an example of unprotected XML content:

EXAMPLE:

<Exanpl eTag xsd:type="Normal ">
sensi tive. dat a@xanpl e. org
</ Exanpl eTag>
When XML encryption is applied, the following is an example of the encrypted content:

EXAMPLE:

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 50 ETSI TS 133 179 V13.2.0 (2016-10)

<Exanpl eTag xsd: type="Encrypted">
<Encrypt edData xm ns="http://ww. w3. or g/ 2001/ 04/ xm enc#'
Type='"http://ww. w3. or g/ 2001/ 04/ xm enc#Cont ent ' >
<Encrypti onMet hod Al gorithm="http://ww:.w3. org/ 2009/ xm encll#aes128-gcni'/ >
<ds: Keyl nf o>
<ds: KeyNanme>base64Xpkl d</ KeyName>
</ ds: Keyl nf o>
<Ci pher Dat a>
<Ci pher Val ue>A23B45C56</ Ci pher Val ue>
</ G pher Dat a>
</ Encrypt edDat a>
</ Exanpl eTag>

9.3.5 Integrity protection using XML signature (xmlsig)

Where integrity protection is required, an XML HMAC signature may be applied using the XPK to key the HMAC. The
XML Signature syntax is defined by W3C in [28]. This specifies how signatures are created and applied to XML. The
XML shall contain a <Signature> element which signs the elements requiring integrity protection. Within this element a
<SignatureValue> element shall contain the HMAC signature of the content.

The <Signature> element may contain:
- <CanonicalizationMethod> element listing an appropriate algorithm.
- <SignatureMethod> element listing an appropriate algorithm. HMAC-SHA256 shall be supported for signatures.

- <Reference> element containing a URI identifying the content to be signed and the method for hashing the
content. SHA-256 shall be supported for hashing content.

- <Keylnfo><KeyName> element containing the base64 encoded XPK-ID.

Where these elements do not occur, the information they contain shall be known to both the client and server in the
MCPTT domain through other means.

The following provides an example of an XML signature added to a generic XML document.

EXAMPLE:

<Si gnedXM.Doc | d="xm doc" >
<XM.Doc>

</ XM_Doc>
<Si gnature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf o>
<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xn - c14n- 20010315"/ >
<Si gnat ureMet hod Al gorithm="http://ww. wW3. or g/ 2001/ 04/ xm dsi g- mor e#hmac- sha256" >
<HMVACCQut put Lengt h>128</ HVACCut put Lengt h>
</ Si gnat ur eMet hod>
<Ref erence URI ="#xm doc" >
<Di gest Met hod Al gorithn¥"http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>nnnn</ D gest Val ue>
</ Ref er ence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue>DEADBEEF</ Si gnat ur eVal ue>
<Keyl nf 0>
<KeyNane>base64Xpkl| d</ KeyName>
</ Keyl nf o>
</ Si gnat ur e>
</ Si gnedXM.Doc>

9.4 Key agreement for online floor control (SRTCP)

9.4.1 General

Floor control encryption is required between the MCPTT UE and MCPTT Server and between a pair of MCPTT
Servers. Floor control security is protected hop-by-hop, meaning that floor control traffic is always decrypted by the
floor control server within the MCPTT server and then re-encrypted to its destination.
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The purpose of key agreement is to establish a Key for Floor Control (KFC) from which the master key for the SRTCP
protocol can be derived. A 32-bit identifier for the key (KFC-ID) and a 128-bit random value (KFC-RAND) is also
established.

9.4.2 Key agreement between MCPTT client and MCPTT Server

In Clause 9.1, aClient-Server Key is generated and shared between the MCPTT client and MCPTT Server, along with
theidentifier (CSK-ID). For floor control, the KFC shall be the CSK and the KFC-ID shall be the CSK-ID. KFC-
RAND shall bethe MIKEY RAND value transmitted in the MIKEY message used to distribute the CSK.

9.4.3 Key agreement between MCPTT Servers

In Clause 9.2, a Signalling Protection Key (SPK) is shared between MCPTT Servers along with a SPK-1D. For floor
control signalling transferred between MCPTT Servers, the KFC shall be the SPK, the KFC-ID shall be the SPK-1D and
the KFC-RAND shall be the SPK-RAND.

9.4.4 Key agreement for multicast from MCPTT Server

In clause 7.3.2, aMulticast Key for Floor Control (MKFC) is generated and shared from the GMS to the MCPTT
Server and MCPTT client, along with an identifier (MKFC-I1D). For the protection of multicast floor control, the KFC
shall be the MKFC and the KFC-ID shall be the MKFC-ID. KFC-RAND shall be the MIKEY RAND value transmitted
inthe MIKEY message used to distribute the MKFC.

9.4.5 Derivation of SRTCP key material

Asaresult of the key agreement process, the entities (MCPTT client and server, or MCPTT servers) shall share aKFC,
aKFC-ID and aKFC-RAND. The KFC shall be used asthe MIKEY Traffic Generating Key (TGK), the KFC-ID shall
be used as the MIKEY CSB ID and the KFC-RAND shall be used asthe MIKEY RAND value. These shall be used to
generate the SRTCP Master Key and SRTCP Master Salt as specified in IETF RFC 3830 [22]. The key derivation
function defined in section 4.1.4 of IETF RFC 3830 [22] using the PRF-HM A C-SHA-256 Pseudo-Random Function as
described in IETF RFC 6043 [25], section 6.1 shall be supported for generating the SRTCP Master Key and Salt.
SRTCP session keys are generated from the SRTCP Master Key and Salt as defined in Clause 7.6.

NOTE: Within RFC 3830 [22], the SRTCP Master Key and SRTCP Master Salt are referred to asthe SRTP
Master Key and the SRTP Master salt respectively.

MIKEY Key Derivation (see RFC 3830):

MIKEY TGK MIKEY RAND MIKEY CSB-ID MIKEY CS-ID
(KFC) (KFC-RAND) (KFC-ID) (0)

PRF-HMAC-SHA-256

b h 4

SRTCP Master Key SRTCP Master Salt

Figure 9.4.5-1: Key derivation for on-network floor control protection
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To identify the security context from the media stream a SRTCP Master Key Identifier (MKI1) isrequired. The MKI
shall be the 32-bit KFC-ID.
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Annex A (normative):
Security requirements

A.0 Introduction

Stage 1 requirements pertaining to MCPTT security are found in 3GPP TS 22.179 [3], Stage 2 Architectural
requirements pertaining to MCPTT security are found in 3GPP TS 23.179 [2]. The following are MCPTT derived
security requirements:

A.1  Configuration & service access

[33.179 MCPTT-A.1-001] The MCPTT UE and the network entity providing the MCPTT configuration data, shall
mutually authenticate each other prior to MCPTT UE configuration to use the MCPTT service.

[33.179 MCPTT-A.1-002] The MCPTT User and the MCPTT Service shall mutually authenticate each other prior to
providing the MCPTT UE with the MCPTT User profile and access to user-specific services.

[33.179 MCPTT-A.1-003] The transmission of configuration data and user profile data between an authorized MCPTT
server in the network and the MCPTT UE shall be confidentiality protected, integrity protected and protected from

replays.

A.2  Group key management

[33.179 MCPTT-A.2-001] Group key material shall be integrity and confidentiality protected for a specific MCPTT
User during distribution from the MCPTT serviceto MCPTT UEs.

[33.179 MCPTT-A.2-002] Group key material shall be authenticated as coming from avalid, authorized source. The
authorized source may be an MCPTT Administrator or may be another authorized entity (e.g. an authorized MCPTT
User or Dispatcher).

[33.179 MCPTT-A.2-003] It shall be possible for authorized entities to dynamically create and distribute a new group
security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain
key freshness, or due to compromise of group key material.

[33.179 MCPTT-A.2-004] The creation of a new group security context (e.g. via User-Regroup operation) shall not
change or compromise an existing group security context.

[33.179 MCPTT-A.2-005] It shall be possible for an authorized, authenticated entity to revoke and update a group
security context from use.

A.3  On-network operation

[33.179 MCPTT-A.3-001] All usersof the MCPTT service shall be authenticated to prevent an adversary impersonating
auser for the purpose of denial of service.

[33.179 MCPTT-A.3-002] The MCPTT service should take measures to detect and mitigate DoS attacks to minimize
the impact on the network and on MCPTT users.

[33.179 MCPTT-A.3-003] The MCPTT user shall be authenticated by the MCPTT appli cation.authorized

[33.179 MCPTT-A.3-004] A mechanism shall exist that allowsthe MCPTT application to be authenticated by the
MCPTT user.

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 54 ETSI TS 133 179 V13.2.0 (2016-10)

[33.179 MCPTT-A.3-005] The MCPTT UE and MCPTT service should enforce the result of the authentication for the
duration of communications (e.g. by integrity protection or implicit authentication by encryption with akey that is
derived from the authentication and is unknown to the adversary).

[33.179 MCPTT-A.3-006] The security solution should minimize the impact of a compromised MCPTT UE on other
MCPTT UEs.

[33.179 MCPTT-A.3-007] The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling
at the application layer.

[33.179 MCPTT-A.3-008] The MCPTT Service shall protect the administrative and security management parameters
from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.

[33.179 MCPTT-A.3-009] The MCPTT service shall provide a means to support confidentiality of MCPTT user
identities from all entities outside the MCPTT service.

[33.179 MCPTT-A.3-010] The MCPTT service shall provide a means to support confidentiality of MCPTT signalling
from all entities outside the MCPTT service.

[33.179 MCPTT-A.3-011] The MCPTT Service shall provide a means to support end-to-end confidentiality and
integrity protection for al mediatraffic transmitted between MCPTT UEs.

[33.179 MCPTT-A.3-012] The MCPTT Service shall provide a means to support the confidentiality and integrity
protection of location information transmitted from the MCPTT UE to the MCPTT application server.

A.4  Ambient listening

[33.179 MCPTT-A.4-001] Specific rolesin the organization and shall be identified to authorize and activate Ambient
Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening.

[33.179 MCPTT-A.4-002] The activation of the Ambient Listening functionality shall be automatically registered by
the system and will be stored as an 'event' by the system.

[33.179 MCPTT-A.4-003] Any decision to activate Ambient Listening, or review of such a decision, may also be
recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being
used i.e. an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence
gathering in criminal cases. If thisisthe case the authorization needs to be recorded elsewhere as appropriate.

[33.179 MCPTT-A.4-004] A radio user should be told as soon as possible that they are, or have been, subject to
Ambient Listening and the reason why the functionality was activated. The fact they have been informed, by whom and
when, should be recorded in a suitable log.

A.5 Data communication between MCPTT network
entities

[33.179 MCPTT-A.5-001] A security mechanism shall exist that allows transmission of data between 3GPP MCPTT
network entities to be authenticated, confidentiality protected, integrity protected and protected from replays.

NOTE: UE-to-UE and UE-to-network relays are not considered to be 'network entities.

A.6  Key stream re-use

[33.179 MCPTT-A.6-001] The MCPTT system shall ensure that key streams are not reused.
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A.7  Late entry to group communication

[33.179 MCPTT-A.7-001] An authorized MCPTT User shall be able to obtain the information necessary to derive the
group security context for the MCPTT Group while an MCPTT Group communication is on-going. As aresult, the
MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-
network and off-network MCPTT operation.

A.8 Private call confidentiality

[33.179 MCPTT-A.8-001] It shall be possible to establish a unique Private Call security context between any pair of
authorized MCPTT users within the MCPTT system. The security context shall not be available to other MCPTT users,
except, where necessary, authorized MCPTT monitoring functions (e.g. LI, Discreet Listening). If the security context
is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when
MCPTT UEs are operating both on-network and off-network.

[33.179 MCPTT-A.8-002] The Private Call security context shall provide a means to provide confidentiality and
integrity protection of user traffic, and authenticate the MCPTT usersinvolved in the Private Call.

A.9  Off-network operation

[33.179 MCPTT-A.9-001] The MCPTT service should take measures to detect and mitigate DoS attacks to minimize
the impact to relays and to off-network MCPTT users.

[33.179 MCPTT-A.9-002] The MCPTT Service shall provide a means to support end-to-end security for all media
traffic transmitted between MCPTT UEs, including where relays are used.

[33.179 MCPTT-A.9-003] The MCPTT Service shall provide a means to support the confidentiality and integrity
protection of location information transmitted from the MCPTT UE to the MCPTT application server, including where
relays are used.

[33.179 MCPTT-A.9-004] MCPTT off-network UEs shall be explicitly or implicitly authenticated to each other.

[33.179 MCPTT-A.9-005] MCPTT off-network UEs and MCPTT relays shall be explicitly or implicitly authenticated
to each other.

[33.179 MCPTT-A.9-006] The security solution should minimize the impact of a compromised MCPTT UE on other
MCPTT UEs.

[33.179 MCPTT-A.9-007] The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling
at the application layer.

[33.179 MCPTT-A.9-008] The MCPTT service shall provide a means to support confidentiality of MCPTT user
identities from all entities outside the MCPTT service.

[33.179 MCPTT-A.9-009] The MCPTT service shall provide a means to support confidentiality of MCPTT signalling
from al entities outside the MCPTT service.

A.10 Privacy of MCPTT identities

[33.179 MCPTT-A.10-001] The MCPTT identities of each plane shall be used within the corresponding plane and
concealed to other planes.

[33.179 MCPTT-A.10-002] When required by the MCPTT Service provider, MCPTT application services layer
identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services
sensitive information (as further described in 3GPP TS 23.179 [ 2], clause 8.1), shall be contained within the application
plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling
plane.
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[33.179 MCPTT-A.10-003] When protection of identities and other sensitive MCPTT application information is NOT
required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Ciritical
user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further
described in 3GPP TS 23.179 [ 2], clause 8.1), shall remain contained within the application plane but do not require
confidentiality protection.

Editor's note: It is FFS whether integrity protection is needed when confidentiality protection is not in use.

A.11 User authentication and authorization requirements

The solution for user authentication and authorization described in the present document shall satisfy the following
requirements:

Interoperability between different networks and different manufacturers' clients and servers:
- Satisfy requirements for MCPTT roaming and migration.

Flexibility in deployment models (see 3GPP TS 23.179 [2]):
- Support al deployment modelslisted in 3GPP TS 23.179 [2].

Support for interchangeable MCPTT user authentication solutions:

- Allow implementations to use different means to authenticate the user, e.g. Web SSO, SIP digest, GBA,
biometric identifiers, username+password.

Scalability (number of users):

- Provide efficient support for small MCPTT systems with few users, to large MCPTT systems with hundreds
of thousands of users.

Extensibility:

- Beextensible to provide authorization for further mission critical services including group aware services,
additional interfaces, etc.

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 57 ETSI TS 133 179 V13.2.0 (2016-10)

Annex B (normative):
OpenlID connect profile for MCPTT

B.O General

The information in this annex provides a normative description of the MCPTT Connect Authentication and
Authorization framework based on the OpenlD Connect 1.0 standard. Characterization of the id token, access token,
how to obtain tokens, how to validate tokens, and how to use the refresh token is explained.

The OpenID Connect 1.0 standard provides the source of the information contained in this annex. MCPTT Connect
profiles the Openl D Connect standard and includes the MCPTT ID in the id token and the access token, as well asthe
definition of MCPTT specific scopes for key management, MCPTT service, configuration management, and group
management. This profile is completely standard compliant with OpenlD Connect.

B.1 MCPTT tokens

B.1.1 ID token

B.1.1.0 General

The ID Token shall be a JSON Web Token (JWT) and contain the following standard and MCPTT token claims. Token
claims provide information pertaining to the authentication of the MCPTT user by the IdM server as well as additional
claims. This clause profiles the required standard and MCPTT claims for the MCPTT Connect profile.

B.1.1.1 Standard claims

These standard claims are defined by the OpenlD Connect 1.0 specification and are REQUIRED for MCPTT. Other
claims defined by OpenlD Connect are optional. The standards-based claims for an MCPTT id token are shown in
tableB.1.1.1-1.

Table B.1.1.1-1: ID token standard claims

Parameter Description

iss REQUIRED. The URL of the IdM server.

sub REQUIRED. A case-sensitive, never reassigned string (not to exceed 255 bytes),
which uniquely identifies the MCPTT user within the MCPTT server provider's
domain.

aud REQUIRED. The OAuth 2.0 client_id of the MCPTT client

exp REQUIRED. Implementers MAY provide for some small leeway, usually no more
than a few minutes, to account for clock skew (hot to exceed 30 seconds)

iat REQUIRED. Time at which the ID Token was issued. Its value is a JSON number
representing the number of seconds from 1970-01-01T0:0:0Z as measured in UTC
until the date/time.

B.1.1.2 MCPTT claims

The MCPTT Connect profile extends the Openl D Connect standard claims with the additional claims shown in
tableB.1.1.2-1.
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Table B.1.1.2-1: ID token MCPTT claims

Parameter Description
mcptt_id REQUIRED. The MCPTT ID of the current MCPTT user of the MCPTT client.

B.1.2 Access token

B.1.2.0 Introduction

The access token is opague to MCPTT clients and is consumed by the MCPTT resource servers (i.e. KMS, MCPTT
server, etc). The access token shall be encoded as a JSON Web Token as defined in IETF RFC 7519 [32]. The access
token shall include the JSON web digital signature profile as defined in IETF RFC 7515 [35].

B.1.2.1 Standard claims

MCPTT access tokens shall convey the following standards-based claims as defined in IETF RFC 7662 [33].

Table B.1.2.1-1: Access token standard claims

Parameter Description

exp REQUIRED. Implementers MAY provide for some small leeway, usually no more
than a few minutes, to account for clock skew (not to exceed 30 seconds).

scope REQUIRED. A JSON string containing a space-separated list of the MCPTT

authorization scopes associated with this token.
client_id REQUIRED. The identifier of the MCPTT client making the API request as
previously registered with the |dM server.

B.1.2.2 MCPTT claims

The MCPTT Connect profile extends the standard claims defined in IETF RFC 7662 [33] with the additional claims
shownintable B.1.2.2-1.

Table B.1.2.2-1: Access token MCPTT claims

Parameter Description
mcptt_id REQUIRED. The MCPTT ID of the current MCPTT user of the MCPTT client.

B.2 MCPTT client registration

Beforean MCPTT client can obtain ID tokens and access tokens (required to access MCPTT resource servers) it shall
first be registered with the IdM server of the service provider as required by OpenlD Connect 1.0. The method by which
thisisdoneis not specified by this profile. For native MCPTT clients, the following information shall be registered:

- Theclientisissued aclient identifier. The client identifier represents the client's registration with the
authorization server, and enables the IdM server to reference parameters associated with that client's registration
when being requested for an access token by the MCPTT client.

- Regidtration of the client's redirect URIs.

Other information about the MCPTT client such as (for example): application name, website, description, logo image,
legal terms to be consented to, may optionally be registered.
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B.3  Obtaining tokens

B.3.0 General

Once an MCPTT client has been successfully registered with the IdM server of the MCPTT service provider, the
MCPTT client may request ID tokens and access tokens (as required to access MCPTT resource servers such as PTT
and KMS). MCPTT Connect will support a number of different MCPTT client types, including: native, web-based, and
browser-based. Only native MCPTT clients are defined in thisfirst version of the MCPTT Connect profile. The exact
method in which an MCPTT client requests the access token depends upon the client profile. The MCPTT client
profiles, along with steps required from them to obtain OAuth access tokens, are explained in technical detail below.

B.3.1 Native MCPTT client

B.3.1.0 General
This conforms to the Native Application profile of OAuth 2.0 as per IETF RFC 6749 [19].

MCPTT clients fitting the Native application profile utilize the authorization code grant type with the PK CE extension
for enhanced security as shown in figure B.3.1.0-1.

UE 1dMS

Authentication Request

\

<user authentication>

Authentication Response

A

4. Token Request

\

5. Token Response

A

Figure B.3.1.0-1: Authorization Code flow

B.3.1.1 Authentication Request

Asdescribed in OpenlD Connect 1.0, the MCPTT client constructs a request URI by adding the following parameters to
the query component of the authorization endpoint's URI using the "application/x-www-form-urlencoded" format,
redirecting the user's web browser to the authorization endpoint of the IdM server. The standard parameters shown in
table B.3.1.1-1 arerequired by the MCPTT Connect profile. Other parameters defined by the OpenlD Connect
specification are optional.
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Table B.3.1.1-1: Authentication Request standard required parameters

Parameter Values
response_type REQUIRED. For native MCPTT clients the value shall be set to "code".
client_id REQUIRED. The identifier of the MCPTT client making the API request. It shall

match the value that was previously registered with the IdM server of the MCPTT
service provider.

scope REQUIRED. Scope values are expressed as a list of space-delimited, case-
sensitive strings which indicate which MCPTT resource servers the client is
requesting access to (e.g. MCPTT, KMS, etc.). If authorized, the requested scope
values will be bound to the access token returned to the client.

The scope value "openid" is defined by the OpenID Connect standard and is
mandatory, to indicate that the request is an OpenlD Connect request, and that an
ID token should be returned to the MCPTT client.

This profile further defines the following additional authorization scopes:

- "3gpp:mcptt:ptt_server" (service authorization)

- "3gpp:mcptt:key_management_server" (key management authorization)

- "3gpp:mcptt:config_management_server" (config mgmt authorization)

- "3gpp:mcptt:group_management_server" (group mgmt authorization)
Others may be added in the future as new MCPTT resource servers are introduced
by 3GPP (see note).
redirect_uri REQUIRED. The URI of the MCPTT client to which the IdM server will redirect the
MCPTT client's user agent in order to return the authorization code to the MCPTT
client. The URI shall match the redirect URI registered with the IdM server during
the client registration phase.
state REQUIRED. An opaque value used by the MCPTT client to maintain state between
the authorization request and authorization response. The IdM server includes this
value in its authorization response back to the MCPTT client.
acr_values REQUIRED. Space-separated string that specifies the acr values that the IdM
server is being requested to use for processing this authorization request, with the
values appearing in order of preference. For minimum interoperability requirements,
a password-based ACR value is mandatory to support. "3gpp:acr:password".
code_challenge REQUIRED. The base64url-encoded SHA-256 challenge derived from the code
verifier that is sent in the authorization request, to be verified against later.
code_challenge_method REQUIRED. The hash method used to transform the code verifier to produce the
code challenge. This profile current requires the usage of "S256"

NOTE:  The order in which they are expressed does not matter.

An example of an authentication request for MCPTT Connect might look like:

EXAMPLE:

GET/ as/ aut hori zati on. oaut h2?r esponse_t ype=code&cl i ent _i d=ntptt_cli ent &cope=openi d 3gpp: ncptt: ptt_se
rveré&edirect_uri=_

http://3gpp. ntptt/ch&stat esabcl23&acr val ues=3gpp: acr: passwor d&code_chal | ange=0x123456789abcdef &code
_chal | enge_net hod=S256

HTTP/ 1.1

Host: | dMS. server.com 9031

Cache-Control : no-cache

Cont ent - Type: application/ x-ww«form url encoded

Upon receiving the authentication request from the MCPTT client, the IdM server performs user authentication. Note
that user authentication is completely opague to the MCPTT client (which never sees any of it, asit isrun directly
between the IdM server and the user-agent on the UE).

B.3.1.2 Authentication response

The authorization endpoint running on the 1dM server issues an authorization code and deliversit to the MCPTT client.
The authorization code is used by the MCPTT client to obtain an ID token, access token and refresh token from the 1dM
server. The authorization code is added to the query component of the redirection URI using the "application/x-www-
form-urlencoded" format. The authorization code standard parameters are shown in table B.3.1.2-1.
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Table B.3.1.2-1: Authentication Response standard required parameters

Parameter Values
code REQUIRED. The authorization code generated by the authorization endpoint and
returned to the MCPTT client via the authorization response.
state REQUIRED. The value shall match the exact value used in the authorization

request. If the state does not match exactly, then the NGMI API client is under a
Cross-site request forgery attack and shallreject the authorization code by ignoring
it and shall not attempt to exchange it for an access token. No error is returned.

An example of an authentication response for MCPTT Connect might look like.

EXAMPLE:

HTTP/ 1.1 302 Found
Location: http://ntptt_client/cbh?
code=Spl x| OBeZQQYbYS6WkShl A

&st at e=abc123

B.3.1.3 Token request

In order to exchange the authorization code for an ID token, access token and refresh token, the MCPTT client makes a
reguest to the authorization server's token endpoint by sending the following parameters using the "applicati on/x-www-
form-urlencoded” format, with a character encoding of UTF-8 in the HTTP request entity-body. Note that client
authentication is REQUIRED for native applications (using PKCE) in order to exchange the authorization code for an
access token. Assuming that client secrets are used, the client secret is sent in the HTTP Authorization Header. The
token request standard parameters are shown in table B.3.1.3-1.

Table B.3.1.3-1: Token Request standard required parameters

Parameter Values
grant_type REQUIRED. The value shall be set to "authorization_code".
code REQUIRED. The authorization code previously received from the IdM server as a
result of the authorization request and subsequent successful authentication of the
MCPTT user.
client_id REQUIRED. The identifier of the client making the API request. It shall match the

value that was previously registered with the OAuth Provider during the client
registration phase of deployment, or as obtained by the Motorola Solutions
development portal.

redirect_uri REQUIRED. The value shall be identical to the "redirect_uri" parameter included in
the authorization request.
code_verifier REQUIRED. A cryptographically random string that is used to correlate the

authorization request to the token request.

An example of atoken request for MCPTT Connect might look like.
EXAMPLE:

PCST /as/token.oauth2 HTTP/ 1.1

Host: |dM server.com 9031

Cache-Control : no-cache

Cont ent - Type: appl i cation/x-wwform url encoded

grant _type=aut hori zati on_code&code=Spl x| OBeZQQYbYS6WkShl A&cl i ent _i d=nmyNat i veApp&code_veri fi er=0x1234
56789abcdef & edi rect _uri =http://3gpp. mcptt/cb
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B.3.1.4 Token Response

If the access token request is valid and authorized, the IdM server returns an ID token, access token and refresh token to
the MCPTT client; otherwiseit will return an error.

An example of a successful response might look like:

EXAMPLE:

HTTP/ 1.1 200 K
Cont ent - Type: application/json; charset=UTF-8
Cache-Control: no-store
Pragna: no-cache

{

"access_token":"eyJhbCci O JSUzI 1N J9. eyJt Y3BOdF9pZCl 61 nFsaWNl Q&yZy5j b20i LCII eHAi G EONTMLMDYXM Es| nN
j b3Bl I j pbl mMwZWspZCl sl j Nnc HA6bWNWIHQECcHROX3NI cnZl ci JdLCJj bd | bnRf aWQ G Jt Y3BOdF9j bd | bnQ f Q XYI gqai 4Y
KSZCKRNMLi pGC_5nV4BE791 Jpvj exW | qqcqi Ex6AnHHI RoOnmhcxeCESr Xei 9kr onBe8CGoxr _hgF3szvgbw 8JRbFuv97XgepDLj
Eq4j L3Cbu41Q@bOWiIXAdFeEbi B8wo_xggi Gw 61 DR1b3TgAAsdj kRxSK4ct | KPaQl SRmvr MKMeKhI ug3BEK SCO-
aXBTSI v5f AGN- ShDbPvHycBpj zKWKBvM R5PaCg- 9f wj ELXZXdRwz 8C6JbRMBagzhdt 4CVh@B- Ar i p- S9CKdOt u-
ghHf F2r vIDRI g8ZBi i hdPH8mIs- qpTFep_1- kON3mL0_g54xVm MMNOXQA",

"refresh_token": " Y7NSzUJuS0Jp7&EASKpBKSQIVH ZxFbxqgsqCl ZhCEk9" ,
"id_token":"eyJhbCci O JSUzI 1Ni J9. eyJzdW i G | xM MINTY3ODkwW i wi YXVKI j oi bWNWIHRf Y2xpZWb0l1 i wi aXNz| j oi SWR
NUy5zZXJ32ZXI uY29t G kwMzEi LCIpYXQ G EONTMDOTgxNTgs| mv4cCl 6MIQLMz Q6 ODQLOCW bWNwWIHRf awWQ O Jhbd@ j ZUBvent
uY29t | n0. Dpn7Ahl MagMEgg12NYUUf JGSFIMPGBMRI i 9FLt Pot DI Hvwil2enBws 8z5JLwB81SXQnolLqZ8ZF8t | hZ1WuuMouf FAWSr
7PAadZi xz3CnV2wxFVIgR _VAl- 0ccDTPukUsRHsi c0SgZ3al bcYKd6VsehFe_GDwf qysYzD7yPwCf PZo",
"token_type": "Bearer",
"expires_in": 7199

}

The MCPTT client may now validate the user with the ID token and configure itself for the user (e.g. by extracting the
MCPTT ID fromthe ID Token). The MCPTT client then uses the access token to make authorized requests to the
MCPTT resource servers (MCPTT server, KMS, etc.) on behalf of the end user.

B.4  Refreshing an access token

B.4.0 General

To protect against leakage or other compromise, access token lifetimes are typically short lived (though it is ultimately a
matter of security policy & configuration by the service provider). Some client types can be issued longer-lived refresh
tokens, which enable them to refresh the access token and avoid having to prompt the user for authentication again
when the access token expires. Refresh tokens are available only to clients utilizing the authorization code grant type
(native MCPTT clients and web-based MCPTT clients). Refresh tokens are not given to clients utilizing the implicit
grant type (browser-based MCPTT clients). Figure B.4.0-1 shows how Native MCPTT clients can use the refresh token
as agrant type to obtain new access tokens.

UE 1dMS

Access Token Request

A

Access Token Response

A

Figure B.4.0-1: Requesting a new access token
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B.4.1 Access token request

To obtain an access token from the MCPTT 1dM server using a refresh token, the MCPTT client makes an access token
request to the token endpoint of the IdM server. The MCPTT client does this by adding the following parameters using
the " application/x-www-form-urlencoded” format, with a character encoding of UTF-8 in the HTTP request entity-
body. The access token request standard parameters are shown in table B.4.1-1.

Table B.4.1-1: Access token request standard required parameters

Parameter Values
grant_type REQUIRED. The value shall be set to "refresh_token".
scope Space-delimited set of permissions that the MCPTT client requests. Note that the

scopes requested using this grant type shall be of equal to or lesser than scope of
the original scopes requested by the MCPTT client as part of the original
authorization request.

An example of atoken request for MCPTT Connect might look like:

EXAMPLE:

POST /as/token.oauth2 HTTP/ 1.1

Host: |1dM server.com 9031

Cache- Control : no-cache

Cont ent - Type: appl i cation/x-wwformurl encoded

grant _type=refresh_t oken&refresh_t oken=Y7NSzUJuS0Jp7ASKpBKSOQIVH ZxFbxqgsqCl ZhOCEk9&scope=3gpp: ntptt:p
tt_server

If the MCPTT client was provided with client credentials by the MCPTT IdM server, then the client shall authenticate
with the token endpoint of the IdM server utilizing the client credential (shared secret or public-private key pair)
established during the client registration phase.

B.4.2 Access token response

In response to the access token request (above) the token endpoint on the IdM server will return an access token to the
MCPTT client, and optionally another refresh token.

An example successful response for MCPTT Connect might look like:

EXAMPLE:

HTTP/ 1.1 200 K
Cont ent - Type: application/json; charset=UTF-8
Cache-Control: no-store
Pragma: no-cache
{
"access_token":"eyJhbCci O JSUzIl 1N J9. eyJt Y3BOdF9pZCl 61 nFsaVWNl QyZy5j b20i LCII eHAI § EONTMLMDYxM Esl n
N b3Bl | j pbl mMwZWspZCl sl j Nnc HA6bWNWIHQECcHROX3N cnZl ci JdLCJj bd | bnRf aWQ G Jt Y3BOdF9j bd | bnQ f Q XYI qai 4
YKSZCKRNMLi pGC_5nV4BE791 Jpvj exW | ggcqgi Ex6AMHH RoOrmhcxeCESr Xei 9kr omPe8Coxr _hgF3szvgbw 8JRbFuv97XgepDL
j Eq4j L3Cbu41Q@bOoWIXAdFeEbi B8wo_xggi Gw 61 DR1b3TgAAsdj kRxSK4ct | KPaQl SRmvir MKMeKhI ug3BEK SCO-
aXBTSI v5f AGN- ShDbPvHycBpj zKWKBvM R5PaCg- 9f wj ELXZXdRwz 8C6JbRMBagzhdt 4CVh(@B- Ar i p- S9CKdOt u-
ghHf F2r vIDRI g8ZBi i hdPH8mIs- qpTFep_1- kON3mL0_g54xVm MMNOXQA",
"refresh_token": "i TxQYALqgl c7uLyFGonl 8t R8Y9gkwdlnFy2qCoYywkz",
"token_type": "Bearer",
"expires_in": 7199

}

It is possible to configure the IdM server to confirm that the user account is still valid each time the refresh token is
presented, and to revoke the refresh token if not. This security practiceis RECOMMENDED.
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B.5 Using the token to access MCPTT resource servers

MCPTT Connect shall initially support the bearer access token type. Access tokens of type "bearer" are communicated
from the MCPTT client to MCPTT resource servers by including the access token in the HTTP Authorization Header,
per IETF RFC 6750 [20].

The access token is opague to the MCPTT client, meaning that the client does not have any knowledge of the access
token itself. The client will be given some metadata corresponding to the access token, such asits expiration time, so
that it does not send an expired access token to MCPTT resource servers. If the access token is presented to an MCPTT
resource server and the scopeisinvalid or the token is expired or revoked, the MCPTT resource server should return an
error message indicating such to the MCPTT client.

B.6 Token validation

B.6.1 ID token validation

The MCPTT client shall validate the id token as per section 3.1.3.7 of the OpenlD Connect 1.0 specification.
B.6.2 Access token validation

MCPTT resource servers shall validate access tokens received from the MCPTT client according to IETF
RFC 7519 [32].
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Annex C (informative):
OpenlID connect detailed flow

C.1  Detailed flow for MCPTT user authentication and
registration using OpenID Connect

Figure D.1-1 shows the detailed flow for MCPTT User Authentication and Registration using the Openl D Connect
messages as described in annex B.

CPTT UE B Home IMS Primary MCPTT
network System
MCPTT MCPTT ID Mgmt IMS LTE MCPTT ID Mgmt
User Client Client Client Access P-CSCF S-Cscr Server Server
0. UE authenticates and obtains
. an IP address
Initiate
Registration /1
procedure \‘ 1. IMS client authenticates with the Home IMS > < 2. Third party Reg >
Request Access |
Token 3a. HTTPS GET (Authenticdtion request }
> https://ldM.serverjcom/

authdrize?<response_type><client_id><scope><redirect_uri><state><acr_values><code_challenge><code_challenge_mgthod>
»
>

Initiate
Authentication
procedure

< User provides credentials ,‘>/\ 3b. User Authenticates ,\

3c. Obtain user consent (optional/conditional)

+-— - — - - =4t - - - - — — — — — — — — T — — — = — = — — — — — — P
3d. HTTPS Found (authorization Response)
https://IdM.server.com/cb?kcode><state>

A

3e. HTTPS POST (token request)
Host: IdM.server.com
<grant_type><code><client_id><redifect_uri><code_verifier>

\

3f. HTTPS 200 OK (token response}
<aceess_token><token_type><refresh_token><expires_in><igl_token>

A

3g.
T Access token,
1D Token

/1 4. User Authorisation: Access token is used to obtain MCPTT services for the user l/

Figure C.1-1: OpenID Connect MCPTT User Authentication and Registration

Step O: The UE attaches to the network, establishes normal connectivity, and sets up network security as
defined in 3GPP TS 33.401 [14]. Loca P-CSCF in the Home IM S network is discovered at this
point.

Step 1: The UE IMS Client authenticates with the Home IMS network. For IMS authentication, 3GPP

TS33.203 [9] applies.

Step 2: The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of
the MCPTT UE SIP registration. The 3" party REGISTER message includes the registered IMPU
and S-CSCF's SIP-URI or IP Address.
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Step 3a

Step 3b:

Step 3c:

Step 3d:

Step 3e:

Step 3f:

NOTE:

Step 3g:
Step 4:

TheldM client in the UE issues a HTTPS Authentication request to the OIDC based IdM Server in
the MCPTT network. The client includes the code_challenge value in this request.

The user providesthe MCPTT User Identity and associated credentials to the IdM server. The user
is successfully authenticated (and optionally authorized) by the IdM Server.

The ldM Server may optionally request user consent for granting the MCPTT client accessto
MCPTT servicesinthe MCPTT Server.

TheldM Server generates an authorization code that is associated with the code_challenge
provided by the client. It sends a browser redirect HT TP message with the Authorization Response
containing the authorization code.

The UE IdM Client performs aHTTP POST request to exchange the authorization code for an
access token. In the request, the client includes the code-verifier string. Thisstring is
cryptographically associated with the code_challenge value provided in the Authorization Request
in Step 3a.

The ldM Server verifiesthe IdM Client based on the received code-verifier string and issues a 200
OK with an access token and ID token (specific to the MCPTT user and MCPTT services)
included in it.

The server verifies by calculating the code challenge from the received code verifier and comparing it
with the code_challenge value provided by the client in Step 3a.

The access token and ID token are provided to the MCPTT client.

The MCPTT UE performs user authorization.

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 67 ETSI TS 133 179 V13.2.0 (2016-10)

Annex D (Normative):
KMS provisioning messages to support MCPTT

D.1  General aspects

This annex specifies the key management procedures between the KM S and the key management client that allows keys
to be provisioned to the key management client based on aidentity. It describes the requests and responses for the
authorization following provisioning messages:

- KMSinitialize.
-  KMSKeyProvision.
- KMS CertCache.

All KMS communications are made viaHTTPS. The MCPTT key management client is provisioned via XML content
in the KMS's response. The XML content is designed to be extendable to allow KM S/client providers to add further
information in the XML. Where the interface is extended, a different XML namespace should be used (so that may be
ignored by non-compatible clients).

It isassumed that transmissions between the KM S and the key management client are secure and that the KMS has
authenticated the identity of the key management client.

Additionally, to allow the transmission of key material securely between a secure element within the KM S and a secure
element within the key management client, a security extension is defined which allows messages to be signed and key
material to be encrypted using a shared Transport Key (TrK).

D.2 KMS requests

Requests to the KM S are made to specific resource URIs. Resource URIs are rooted under the tree
"/keymanagement/identity/v1" for a particular domain. For example the resource path to initialize a user within the
domain "example.org" is:

EXAMPLE 1:

http://exanpl e. or g/ keymanagenent/identity/vl/init

To make a"KMS Initialize" request the key management client shall make a HTTP POST request to the subdirectory
"init" i.e. Request-URI takes the form of:

EXAMPLE 2:

.Lkeymanagenent/identity/vl/init

To make a"KMS KeyProvision" request the key management client shall make a HTTP POST request to the
subdirectory "keyprov" i.e. Request-URI takes the form of

EXAMPLE 3:

.Lkeymanagenent /i dentity/vl/ keyprov

Optionaly, the Request-URI of the POST request may contain a specific user or group URI which the key management
client would like the KM S to provision. The URI shall be within a subdirectory of "keyprov". For example, the user
URI "user@example.org" is provisioned via arequest to: "/keymanagement/identity/v1/keyprov/user%40example.org”.
Additionally, if the Request-URI contains a specific URI, the client may also request a specific time which the client
would like the KM Sto provision. The time URI shall be the same time as used in the MIKEY payload, aNTP-UTC 64-
bit timestamp as defined in IETF RFC 5905 [29]. For example, if the user required keys specifically for 23" Feb 2014
at 08:39:14.000 UTC, the request would be:
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EXAMPLE 4:

I keymanagenent /i dentity/vl/ keyprov/ user %l0exanpl e. or g/ D6B4323200000000

To make a"KMS CertCache" reguest the key management client shall make a HTTP POST request to the

subdirectory "certcache". For example, the request-URI takes the form of "/keymanagement/identity/v1/certcache”. If a
cache has been previously received, the request URI may optionally be directed to the subdirectory indicating the
number of the client's latest version of the cache. For example, the request-URI takes the form of

EXAMPLE 5:
I keymanagenent /i dentity/vl/ certcache/ 12345

If the optional security extension is used, requests may be authenticated using the shared Transport Key (TrK). To
achieve this, the request should be accompanied with an XML payload containing details of the request, signed by the
shared TrK.

D.3 KMS responses

D.3.0 General

This clause defines the HT TP responses made by the KM S to the three KM S requests. The KM S attaches XML content
to the HTTP responses. The XML serves to provision the client based upon its request.

The header format of the XML content is the same for each request, though each response carries differing content
within a"KMSMessage" tag. There are two types of XML content provided by the KM S within the "KM SMessage”
tag; KMS Certificates and (private) user Key Set provisioning.

Inresponse to a"KMS Initialize" request, the KM S shall respond with the KM S's own certificate (the Root KMS
certificate) within a"KMSInit" tag.

Inresponseto a"KMS KeyProvision" request, the KMS shall provision appropriate user Key Setswithin a
"KMSKeyProv" tag.

In responseto a"KMS CertCache" request, the KM S shall provision a cache of KMS certificates allowing inter-domain
communications within a"KM SCertCache" tag.

D.3.1 KMS certificates

D.3.1.1 Description

A KMS Certificate is a certificate that appliesto an entire domain of users. A Certificate consists of XML containing
the information required to encrypt messages to a domain of users and verify signatures from the domain of users.

A KMS has exactly one root certificate, which contains the public keys used by the KM S. The root certificate is the
only certificate for which the KM S has the private keys and is able to issue user-specific key material. Should the root
certificate need to be updated, anew KMS with anew KMS URI should be established with a new root certificate.

It isassumed that the MCPTT user is managed by asingle KMS. The root certificate for thisKMS is required to encrypt
messages to the MCPTT user, and verify signatures from the MCPTT user.

The KMS may also provision a number of 'externa’ KMS certificates to alow inter-domain communications.
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D.3.1.2 Fields

The KMS Certificate shall be within a XML tag named "KmsCertificate". This type shall have the following subfields.

Table D.3.1.2-1: Contents of a KMS Certificate

Name Description
Version (Attribute) The version number of the certificate type (1.1.0).
Role (Attribute) This shall indicate whether the certificate is a "Root" or "External” certificate.
CertUri (Optional) The URI of the Certificate (this object).
KmsUri The URI of the KMS which issued the Certificate.
Issuer (Optional) String describing the issuing entity.
ValidFrom (Optional) Date from which the Certificate may be used.
ValidTo (Optional) Date at which the Certificate expires.
Revoked (Optional) A Boolean value defining whether a Certificate has been revoked.

UserIDFormat

Shall contain the value '2', indicating that the generation mechanism defined in clause F.2.1 shall be
used.

UserKeyPeriod [The number of seconds that each user key issued by this KMS should be used (e.g. '2419200".

UserKeyOffset  [The offset in seconds from Oh on 1% Jan 1900 that the segmentation of key periods starts (e.g. '0').

PubEncKey The SAKKE Public Key, "Z_T", as defined in [10]. This is an OCTET STRING encoding of an elliptic
curve point.

PubAuthKey The ECCSI Public Key, "KPAK" as defined in [9]. This is an OCTET STRING encoding of an elliptic
curve point.

ParameterSet (Optional) The choice of parameter set used for SAKKE and ECCSI (e.g. '1).

KmsDomainList

(Optional) List of domains associated with the certificate.

D.3.1.3 User IDs

To secure communications with a specific user, the initiator shall compose the User Identifier (UID) to which the
message will be encrypted. IETF RFC 6509 [11] defines a UID generation scheme for Tel URIS, however this cannot be
used with MCPTT asMCPTT IDs may not be Tel URIs.

Clause F.2.1 defines the UID generation scheme for MCPTT. This shall be identified within the KM S certificate by
using the value '2' within the User| DFormat field.

D.3.2 User Key Provision

D.3.2.1 Description

User keys are private information associated to a user'sidentity (UserID) which allow a user to decrypt information
encrypted to that identity and sign information as that identity. User keys are provisioned as XML containing the key
information required and associated metadata.
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D.3.2.2 Fields

The KM S shall provision keys within an XML tag named "KmsKeySet". This shall have the following subfields.

Table D.3.2.2-1: Contents of a KMS Key Set

Name Description

Version (Attribute) The version number of the key provision XML (1.1.0).

KmsUri The URI of the KMS which issued the key set.

CertUri (Optional) The URI of the Certificate which may be used to validate the key set.

Issuer (Optional) String describing the issuing entity.

UserUri URI of the user for which the key set is issued.

UserlD UID corresponding to the key set.

ValidFrom (Optional) Date and time from which the key set may be used.

ValidTo (Optional) Date and time at which the key set expires.

KeyPeriodNo Current Key Period No. since 1 January 1900 (e.g. 1514)

Revoked (Optional) A Boolean value defining whether the key set has been revoked.

UserDecryptKey The SAKKE "Receiver Secret Key" as defined in [10]. This is an OCTET STRING encoding of an
elliptic curve point as defined in section 2.2 of [31].

UserSigningKeySSK |The ECCSI private Key, "SSK" as defined in [9]. This is an OCTET STRING encoding of an
integer as described in section 6 of [30].

UserPubTokenPVT  |The ECCSI public validation token, "PVT" as defined in [9]. This is an OCTET STRING encoding
of an elliptic curve point as defined in Section 2.2 of [31].

NOTE: Thekey may be valid outside of its defined key period of use to enable decryption of old messages
encrypted to the user.
D.3.3 Example KMS response XML
D.3.3.1 Example KMSInit XML

If the security extension is used, it is assumed that before this response is received, the secure element within the KMS
and the secure element within the MCPTT key management client have shared a bootstrap TrK, e.g.
'tk.11.user@example.org'.

In this example, the KM S providesthe MCPTT user with the KM S root ceriticate and anew TrK to protect future KMS
communications. Keys are encrypted and the message is signed using the bootstrap TrK.

EXAMPLE:

<?xm version="1.0" encodi ng="UTF-8"?>

<Si gnedKnsResponse xm ns= "TOBEDEFI NED' xm ns: xsi =
"http://ww. w3. org/ 2000/ 09/ xm dsi g#" xm ns: se

xm ns:ds =

Xsi : schemaLocation =
<KnsResponse xml ns= " TOBEDEFI NED'

"http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
= " TOBEDEFI NED"

" TOBEDEFI NED SE_Kmsl nt erf ace_XM.Schema. xsd" |d = "xm doc">

Version = "1.0.0">

<KmsUri >kns. exanpl e. or g</ KmsUri >
<User Uri >user @xanpl e. or g</ User Uri >
<Ti ne>2014- 01- 26T10: 05: 52</ Ti ne>
<Kns| d>KMsSPr ovi der 12345</ Kirs| d>
<CientReqUrl >http://kmns. exanpl e. or g/ keymanagenent /i dentity/vl/init</dientReqUrl >

<KnmsMessage>

<Knslnit Version = "1.0.0" xsi:type = "se: Knsl nitTkType">

<KnsCertificate Version = "1.1.0"

Rol e = "Root">

<CertUri>certl. kms. exanpl e. org</Cert Ui >
<KnsUri >kns. exanpl e. or g</ KnsUri >

<I ssuer >www. exanpl e. or g</ | ssuer >

<Val i dFr on»2000- 01- 26T00: 00: 00</ Val i dFr o>
<Val i dT0o>2025- 01- 26T23: 59: 59</ Val i dTo>
<Revoked>f al se</ Revoked>

<User | dFor mat >2</ User | dFor mat >

<User KeyPer i 0d>2592000</ User KeyPer i od>
<User KeyOf f set >0</ User KeyX f set >
<PubEncKey>029A2F</ PubEncKey>

<PubAut hKey>029A2F</ PubAut hKey>

<Par anet er Set >1</ Par anet er Set >

<KmsDomai nLi st >
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<KnsDomai n>secl. exanpl e. or g</ Kms Domai n>
<KnsDomai n>sec?2. exanpl e. or g</ Kms Domai n>
</ KnsDomai nLi st >
</ KmsCertificate>
<NewTr ansport Key xm ns= "TOBEDEFI NED' >
<Encrypt edKey xm ns="http://wwmv. w3. or g/ 2001/ 04/ xm enc#"
Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Encr ypt edKey" >
<EncryptionMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyName>t k. 11. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf o>
<Ci pher Dat a>
<Ci pher Val ue>DEADBEEF</ Ci pher Val ue>
</ G pher Dat a>
<Carri edKeyName>t k. 12. user @xanpl e. or g</ Carri edKeyNane>
</ Encr ypt edKey>
</ NewTr anspor t Key>
</ Knslnit>
</ KnsMessage>
</ KnsResponse>
<Signature xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf o>
<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315"/ >
<Si gnat ureMet hod Al gorithm="http://ww. W3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha256" >
<HWVACQut put Lengt h>128</ HMACCut put Lengt h>
</ Si gnat ur eMet hod>
<Ref erence URI ="#xm doc">
<Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>nnnn</ Di gest Val ue>
</ Ref er ence>
</ Si gnedlI nf o>
<Si gnat ur eVal ue>DEADBEEF</ Si gnat ur eVal ue>
<Keyl nf o>
<KeyNane>t k. 11. user @xanpl e. or g</ KeyNane>
</ Keyl nf o>
</ Si gnat ur e>
</ Si gnedKnmsResponse>

D.3.3.2 Example KMSKeyProv XML

In this example, the MCPTT user's key material is provided for two user identifiers. The key material includes the
UserDecryptKey (see IETF RFC 6508 [10]) and the UserSigningKey and PVT (see IETF RFC 6507 [9]) for each
identifier.

Asthe security extension has been used, the key materia is encrypted and the message sighed using the shared TrK.
Additionally, anew TrK is provided as part of the key provision.

EXAMPLE:

<?xm version="1.0" encodi ng="UTF-8"?>
<Si gnedKnmsResponse xm ns= "TOBEDEFI NED' xmi ns: xsi = "http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:ds = "http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xml ns: se = " TOBEDEFI NED'
xsi : schemalLocati on = "TOBEDEFI NED SE _Knsl nt erface_XM.Schema. xsd" |d = "xm doc" >
<KnsResponse xm ns= "TOBEDEFI NED' Version = "1.0.0">
<KnsUri >kns. exanpl e. or g</ KnsUri >
<User Uri >user @xanpl e. org</ User Uri >
<Ti ne>2014- 01- 26T10: 07: 14</ Ti ne>
<Kms| d>KMSPr ovi der 12345</ Kirs| d>
<dientReqUrl >http://kns. exanpl e. or g/ keymanagenent /i denti ty/v1l/ keyprov</d i ent ReqUr| >
<KnmsMessage>
<KnsKeyProv Version = "1.0.0" xsi:type = "se: KmsKeyProvTkType" >
<KnmsKeySet Version = "1.1.0">
<KnsUri >kns. exanpl e. or g</ KnsUri >
<Cert Uri>certl. kns. exanpl e. org</CertUri >
<| ssuer >ww. exanpl e. or g</ | ssuer >
<User Uri >user @xanpl e. or g</ User Uri >
<User | D>0123456789ABCDEF0123456789ABCDEF</ User | D>
<Val i dFr om>2015- 12- 30T00: 00: 00</ Val i dFr o>
<Val i dT0o>2016- 03-29T23: 59: 59</ Val i dTo>
<KeyPeri odNo>1514</ KeyPer i odNo>
<Revoked>f al se</ Revoked>
<User Decrypt Key xsi:type = "se: EncKeyCont ent Type" >
<Encrypt edkey xmins = "http://ww.w3. org/ 2001/ 04/ xm enc#" >
<Encrypti onMet hod Al gorithm="http://ww:. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
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<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf o>
<Ci pher Dat a>
<Ci pher Val ue>DEADBEEF</ C pher Val ue>
</ Ci pher Dat a>
</ Encrypt edKey>
</ User Decr ypt Key>
<User Si gni ngKeySSK xsi :type = "se: EncKeyCont ent Type" >
<Encryptedkey xmins = "http://ww.w3. org/ 2001/ 04/ xm enc#" >
<Encrypti onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf 0>
<C pher Dat a>
<C pher Val ue>DEADBEEF</ C pher Val ue>
</ G pher Dat a>
</ Encr ypt edKey>
</ User Si gni ngKey SSK>
<User PubTokenPVT xsi:type = "se: EncKeyCont ent Type" >
<EncryptedkKey xmins = "http://ww.w3. org/ 2001/ 04/ xm enc#" >
<EncryptionMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf 0>
<Ci pher Dat a>
<C pher Val ue>DEADBEEF</ C pher Val ue>
</ G pher Dat a>
</ Encrypt edKey>
</ User PubTokenPVT>
</ KnmsKey Set >
<KmsKeySet Version = "1.1.0">
<KmsUri >kms. exanpl e. or g</ KmsUri >
<Cert Uri>certl. kms. exanpl e. org</Cert Ui >
<| ssuer >www. exanpl e. or g</ | ssuer >
<User Uri >user. psuedonym@xanpl e. or g</ User Uri >
<User | D>0011223344556677889900AABBCCDDEEFF</ User | D>
<Val i dFr on»2015- 12- 30T00: 00: 00</ Val i dFr o>
<Val i dTo>2016- 03- 29T23: 59: 59</ Val i dTo>
<Val i dT0>2016- 03-29T23: 59: 59</ Val i dTo>
<KeyPeri odNo>1514</ KeyPer i odNo>
<Revoked>f al se</ Revoked>
<User Decrypt Key xsi:type = "se: EncKeyCont ent Type" >
<Encrypt edkey xmins = "http://ww.w3. org/ 2001/ 04/ xm enc#" >
<Encrypti onMet hod Al gorithm="http://ww:.w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf 0>
<Ci pher Dat a>
<C pher Val ue>DEADBEEF</ C pher Val ue>
</ G pher Dat a>
</ Encr ypt edKey>
</ User Decr ypt Key>
<User Si gni ngKeySSK xsi :type = "se: EncKeyCont ent Type" >
<EncryptedKey xm ns = "http://ww.w3. or g/ 2001/ 04/ xm enc#" >
<Encrypti onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf 0>
<Ci pher Dat a>
<Ci pher Val ue>DEADBEEF</ Ci pher Val ue>
</ G pher Dat a>
</ Encrypt edKey>
</ User Si gni ngKey SSK>
<User PubTokenPVT xsi:type = "se: EncKeyCont ent Type" >
<EncryptedkKey xmins = "http://ww.w3. org/ 2001/ 04/ xm enc#" >
<Encrypti onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf 0>
<Ci pher Dat a>
<Ci pher Val ue>DEADBEEF</ Ci pher Val ue>
</ G pher Dat a>
</ Encrypt edKey>
</ User PubTokenPVT>
</ KnsKeySet >
<NewTr ansport Key xm ns= " TOBEDEFI NED" >
<Encrypt edKey xm ns="http://wwmv. w3. or g/ 2001/ 04/ xm enc#"
Type="http://ww. w3. or g/ 2001/ 04/ xm enc#Encr ypt edKey" >
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<Encrypti onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#kw aes256"/ >
<ds: Keyl nf o>
<ds: KeyNane>t k. 12. user @xanpl e. or g</ KeyNane>
</ ds: Keyl nf o>
<Ci pher Dat a>
<C pher Val ue>DEADBEEF</ C pher Val ue>
</ G pher Dat a>
<Carri edKeyName>t k. 13. user @xanpl e. or g</ Carr i edKeyName>
</ Encr ypt edKey>
</ NewTr anspor t Key>
</ KnsKeyPr ov>
</ KnsMessage>
</ KnsResponse>
<Si gnature xm ns="http://ww:. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gned! nf o>
<Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC- xnl - c14n- 20010315"/ >
<Si gnat ureMet hod Al gorithm="http://ww. W3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha256" >
<HVACQut put Lengt h>128</ HMACQut put Lengt h>
</ Si gnat ur eMet hod>
<Ref erence URI ="#xm doc" >
<Di gest Met hod Al gorithn¥"http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>nnnn</ D gest Val ue>
</ Ref erence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue>DEADBEEF</ Si gnat ur eVal ue>
<Keyl nf o>
<KeyNarme>t k. 12. user @xanpl e. or g</ KeyNarme>
</ Keyl nf o>
</ Si gnat ur e>
</ Si gnedKnmsResponse>

D.3.3.3 Example KMSCertCache XML

In this example, a number of ‘external’ KM S certificates are provided to the MCPTT user. These allow the user to
encrypt to users managed by a different KMS.

Asthe security extension isin use, the message is signed using the TrK.

EXAMPLE:

<?xm version="1.0" encodi ng="UTF-8"?>
<Si gnedKnsResponse xm ns= "TOBEDEFI NED' xml ns: xsi = "http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns:ds = "http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xmi ns: se = " TOBEDEFI NED'
xsi : schemaLocati on = "TOBEDEFI NED SE_Kmsl nt erf ace_XM.Schema. xsd" Id = "xm doc">
<KnmsResponse xm ns= "TOBEDEFI NED' Version = "1.0.0">
<KmsUri >kns. exanpl e. or g</ KmsUri >
<User Uri >user @xanpl e. or g</ User Uri >
<Ti ne>2014- 01- 26T10: 14: 12</ Ti ne>
<Kns| d>KMSPr ovi der 12345</ Kirs| d>
<CientReqUrl >http://kmns. exanpl e. or g/ keymanagenent /i denti ty/vl/ certcache</dient ReqUrl >
<KnmsMessage>
<KnsCert Cache Version = "1.0.0">
<Si gnedKnsCertificate Id = "cert1">
<KnsCertificate Version = "1.1.0" Role = "External ">
<Cert Uri>cert2. kns. exanpl e. org</CertUri >
<KnsUri >kns. exanpl e. or g</ KnsUri >
<| ssuer >www. exanpl e. or g</ | ssuer >
<Val i dFr on»2000- 01- 26T00: 00: 00</ Val i dFr o>
<Val i dT0o>2100- 01- 26T23: 59: 59</ Val i dTo>
<Revoked>f al se</ Revoked>
<User | dFor mat >2</ User | dFor mat >
<User KeyPer i 0d>2592000</ User KeyPer i od>
<User KeyXf f set >0</ User KeyX f set >
<PubEncKey>029A2F</ PubEncKey>
<PubAut hKey>029A2F</ PubAut hKey>
<Par anet er Set >1</ Par anet er Set >
<KrsDomai nLi st >
<KnsDomai n>sec3. exanpl e. or g</ KnmsDorai n>
</ KnsDomai nLi st >
</ KmsCertificate>
<Signature xm ns = "http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf o>
<Canoni cal i zati onMet hod Al gorithm = "http://ww:. w3. org/ TR/ 2001/ REC- xml - c14n- 20010315"/ >
<Si gnatureMet hod Al gorithm = "http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha256"/ >
<Ref erence URI = "#certl">
<Di gest Met hod Al gorithm = "http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
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<Di gest Val ue>nnnn</ D gest Val ue>
</ Ref erence>
</ Si gnedlI nf o>
<Si gnat ur eVal ue>DEADBEEF</ Si gnat ur eVal ue>
<Keyl nf 0>
<KeyNane>cert 1. kis. exanpl e. or g</ KeyNane>
</ Keyl nf o>
</ Si gnat ur e>
</ Si gnedKnsCerti ficate>
<Si gnedKnsCertificate Id = "cert2">
<KnsCertificate Version = "1.1.0" Role = "External ">
<Cert Uri >cert 1. kns. anot her. exanpl e. org</ Cert Uri >
<KnsUri >kns. anot her . exanpl e. or g</ KnsUri >
<| ssuer >ww. anot her . exanpl e. or g</ | ssuer >
<Val i dFr on»2000- 01- 26T00: 00: 00</ Val i dFr o>
<Val i dTo>2100- 01- 26T23: 59: 59</ Val i dTo>
<Revoked>f al se</ Revoked>
<User | dFor mat >2</ User | dFor mat >
<User KeyPer i 0d>604800</ User KeyPer i od>
<User KeyOr f set >432000</ User KeyOX f set >
<PubEncKey>029A2F</ PubEncKey>
<PubAut hKey>029A2F</ PubAut hKey>
<Par aret er Set >1</ Par anet er Set >
<KmsDomai nLi st >
<KnsDomai n>anot her . exanpl e. or g</ KmsDomai n>
</ KmsDomai nLi st >
</KmsCertificate>
<Signature xm ns = "http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf o>
<Canoni cal i zati onMet hod Al gorithm = "http://ww:. w3. org/ TR/ 2001/ REC- xml - c14n- 20010315"/ >
<Si gnatureMet hod Al gorithm = "http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha256"/ >
<Ref erence URl = "#cert2">
<Di gest Met hod Al gorithm = "http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>nnnn</ Di gest Val ue>
</ Ref er ence>
</ Si gnedlI nf o>
<Si gnat ur eVal ue>DEADBEEF</ Si gnat ur eVal ue>
<Keyl nf o>
<KeyNane>cert 1. kns. exanpl e. or g</ KeyNane>
</ Keyl nf o>
</ Si gnat ur e>
</ Si gnedKnsCertificate>
</ KmsCert Cache>
</ KnsMessage>
</ KmsResponse>
<Si gnature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf o>
<Canoni cal i zati onMet hod Al gorithm="http://ww:. w3. org/ TR/ 2001/ REC- xm - c14n-20010315"/ >
<Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm dsi g- mor e#hmac- sha256" >
<HVACCQut put Lengt h>128</ HVACCQut put Lengt h>
</ Si gnat ur eMet hod>
<Reference URI ="#xm doc" >
<Di gest Met hod Al gorithn¥"http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>nnnn</ D gest Val ue>
</ Ref erence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue>DEADBEEF</ Si gnat ur eVal ue>
<Keyl nf 0>
<KeyNane>t k. 13. user @xanpl e. or g</ KeyName>
</ Keyl nf o>
</ Si gnat ur e>
</ Si gnedKnsResponse>
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D.3.4 KMS Response XML schema

D.3.4.1 Base XML schema

This clause contains the base XML schema (without the security extension) for KM S responses.
<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schema xm ns: xsd = "http://ww.w3. or g/ 2001/ XM_.Schema" xm ns:ds =
"http://ww. w3. org/ 2000/ 09/ xm dsi g#" xm ns = "TOBEDEFI NED' t ar get Namespace = " TOBEDEFI NED'
el enent FornDefault = "qualified" version = "1.0">

<xsd:inmport namespace = "http://ww. w3. or g/ 2000/ 09/ xm dsi g#" schemalLocati on = "xnl dsi g-core-
schena. xsd"/ >

<xsd: el enent type = "KnsResponseType" nanme = "KnsResponse"/>
<xsd: conpl exType name = "KmsResponseType">
<xsd: sequence>
<xsd: el enent type = "xsd:anyURI" nane = "KnsUri" maxCccurs = "1"/>
<xsd: el ement type = "xsd:anyURI" name = "UserUri" maxCccurs = "1"/>
<xsd: el ement type = "xsd:dateTinme" name = "Time" maxCccurs = "1"/>
<xsd: el enent type = "xsd:string" nane = "Knsld" mnCccurs = "0" nmaxCccurs = "1"/>
<xsd: any namespace = "##other" processContents = "lax" mnQccurs = "0" maxCccurs =
"unbounded"/ >
<xsd: el enent type = "xsd:anyURI" nane = "dientReqUrl" nmaxCccurs = "1"/>
<xsd: el enent nane = "KnsMessage" maxCccurs = "1" minCccurs = "0">
<xsd: conpl exType>
<xsd: choi ce maxCccurs = "1" minCQccurs = "0">
<xsd: el ement type = "KnmslnitType" name = "Kmslnit"/>
<xsd: el enent type = "KnsKeyProvType" nanme = "KmsKeyProv"/>
<xsd: el enent type = "KnsCertCacheType" nane = "KnsCert Cache"/>
<xsd: any namespace = "##other" processContents = "lax" minQccurs = "0" maxCccurs =

"unbounded"/ >
</ xsd: choi ce>
<xsd: anyAttribute namespace = "##other" processContents = "l ax"/>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent type = "ErrorType" nane = "KnsError" mnCccurs = "0" maxQccurs = "1"/>
<xsd: any nanmespace = "##other" processContents = "lax" mnQCccurs = "0" maxCccurs =
"unbounded"/ >
</ xsd: sequence>
<xsd:attribute name = "Id" type = "xsd:string"/>
<xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.0"/>
<xsd: anyAttribute namespace = "##other" processContents = "lax"/>
</ xsd: conpl exType>

<xsd: conmpl exType nanme = "Error Type">
<xsd: sequence>

<xsd: el ement type = "xsd:integer" name = "ErrorCode" maxCccurs = "1"/>
<xsd: el enent type = "xsd:string" nane = "ErrorMsg" maxCccurs = "1"/>
<xsd: any namespace = "##other" processContents = "lax" mnQccurs = "0" maxCccurs =
"unbounded"/ >
</ xsd: sequence>
<xsd:attribute name = "1d" type = "xsd:string"/>
<xsd:attribute name = "Version" type = "xsd:string"/>
<xsd: anyAttribute namespace = "##other" processContents = "lax"/>
</ xsd: conpl exType>
<xsd: conmpl exType nanme = "Kmsl nit Type">
<xsd: sequence>
<xsd: choi ce maxCccurs = "1">

<xsd: el enent type = "SignedKnsCertificateType" name = "SignedKnmsCertificate"/>
<xsd: el enent type "KnsCertificateType" name = "KmsCertificate"/>
</ xsd: choi ce>
<xsd: any namespace = "##other" processContents = "lax" mnQccurs = "0" maxCccurs =
"unbounded"/ >
</ xsd: sequence>
<xsd:attribute name

"Id" type = "xsd:string"/>

<xsd: attribute nane "Version" type = "xsd:string"/>

<xsd: anyAttribute nanmespace = "##other" processContents = "lax"/>
</ xsd: conpl exType>
<xsd: conpl exType name = "KmsKeyProvType">

<xsd: sequence>
<xsd: el ement type = "KmsKeySet Type" name = "KmsKeySet" m nCccurs = "0" maxCccurs =
"unbounded"/ >
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<xsd: any nanmespace = "##other" processContents = "lax" mnCccurs = "0" maxCccurs =
"unbounded"/ >
</ xsd: sequence>
<xsd:attribute name = "Id" type = "xsd:string"/>
<xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.0"/>
<xsd: anyAttribute namespace = "##other" processContents = "lax"/>
</ xsd: conpl exType>
<xsd: compl exType nanme = "KmsCert CacheType">
<xsd: sequence>
<xsd: choi ce maxCccurs = "unbounded" m nCccurs = "0">
<xsd: el enent type = "SignedKnsCertificateType" name = "SignedKnmsCertificate"/>
<xsd: el enent type = "KnsCertificateType" name = "KmsCertificate"/>
</ xsd: choi ce>
<xsd: any nanmespace = "##other" processContents = "lax" mnCccurs = "0" maxCccurs =

"unbounded"/ >
</ xsd: sequence>
<xsd: attribute nane "Id" type = "xsd:string"/>
<xsd: attribute nane "Version" type = "xsd:string" fixed="1.0.0"/>
<xsd: attribute nane "CacheNun type = "xsd:integer"/>
<xsd: anyAttribute namespace = "##other" processContents = "|ax"/>

</ xsd: conpl exType>

<xsd: el enent nane = "SignedKnsCertificate" type = "SignedKnsCertificateType"/>
<xsd: conpl exType name = "Si gnedKmsCertificateType">
<xsd: sequence>
<xsd: el ement name = "KnsCertificate" type = "KnsCertificateType"/>

<xsd: el ement ref = "ds: Signature" mnCccurs = "0"/>
</ xsd: sequence>
<xsd:attribute name = "1d" type = "xsd:string"/>
<xsd: anyAttribute nanmespace = "##other" processContents = "lax"/>

</ xsd: conpl exType>

<xsd: el enent nane = "KnsCertificate" type = "KnsCertificateType"/>
<xsd: conmpl exType nanme = "KnsCertificateType">
<xsd: sequence>

<xsd: el ement type = "xsd:anyURl" name = "KmsUri" maxCccurs = "1"/>

<xsd: el enent type = "xsd:anyURI" nane = "CertUri" maxCccurs = "1" minCccurs = "0"/>
<xsd: el enent type = "xsd:string" nane = "Issuer" nmaxCccurs = "1" m nCccurs = "0"/>
<xsd: el ement type = "xsd:dateTime" name = "ValidFrom maxCccurs = "1" mnCccurs = "0"/>
<xsd: el ement type = "xsd:dateTime" name = "ValidTo" maxCccurs = "1" mnCccurs = "0"/>
<xsd: el enent type = "xsd: bool ean" nane = "Revoked" maxCccurs = "1" minCccurs = "0"/>
<xsd: el enent type = "xsd:string" nane = "UserldFormat" nmaxCccurs = "1"/>

<xsd: el ement type = "xsd:integer" name = "UserKeyPeri od" maxCccurs = "1"/>

<xsd: el ement type = "xsd:integer" name = "UserKeyOffset" maxCccurs = "1"/>

<xsd: el enent type = "xsd: hexBi nary" nanme = "PubEncKey" nmaxCccurs = "1"/>

<xsd: el enent type = "xsd: hexBi nary" name = "PubAut hKey" nmaxCccurs = "1"/>

<xsd: el ement type = "xsd:integer" name = "ParaneterSet" maxCccurs = "1" mnCccurs = "0"/>
<xsd: el ement nanme = "KnsDomai nList" maxCccurs = "1" ninCccurs = "0">

<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent type = "xsd:anyURl" nane = "KnsDomai n" maxCccurs = "unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: any namespace = "##other" processContents = "lax" mnQccurs = "0" maxCccurs =
"unbounded"/ >
</ xsd: sequence>
<xsd:attribute name = "1d" type = "xsd:string"/>
<xsd:attribute name = "Version" type = "xsd:string" fixed="1.1.0"/>
<xsd:attribute name = "Role" type = "Rol eType"/>
<xsd: anyAttribute namespace = "##other" processContents = "lax"/>
</ xsd: conpl exType>
<xsd: si npl eType name = "Rol eType">
<xsd:restriction base = "xsd:string">
<xsd: enunerati on value = "Root"/>
<xsd: enunerati on value = "External "/>
</ xsd:restriction>
</ xsd: si npl eType>
<xsd: el enent nane = "KnsKeySet" type = "KnsKeySet Type"/>
<xsd: conpl exType name = "KmsKeySet Type" >
<xsd: sequence>
<xsd: el ement type = "xsd:anyURl" name = "KmsUri" maxCccurs = "1"/>
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"CertUi" maxCQccurs = "1" mnCccurs = "0"/>
"I ssuer” maxQccurs = "1" mnCccurs = "0"/>
"UserUri" maxCccurs = "1"/>
"Userl D' maxCccurs = "1"/>

<xsd: el ement type
<xsd: el ement type
<xsd: el enent type
<xsd: el enent type

"xsd: anyURI " name
"xsd:string" name
"xsd: anyURI " name
"xsd:string" name

<xsd: el enent type "xsd: dateTi me" name = "ValidFront maxCccurs = "1" mnCccurs = "0"/>
<xsd: el ement type = "xsd:dateTime" name = "ValidTo" maxCccurs = "1" mnCccurs = "0"/>
<xsd: el ement type = "xsd:integer" name = "KeyPeri odNo" maxCccurs = "1"/>

<xsd: el enent type "xsd: bool ean" nane = "Revoked" maxCccurs = "1" minCccurs = "0"/>

<xsd: el enent type
<xsd: el ement type
<xsd: el ement type
</ xsd: sequence>
<xsd: attribute nane "Id" type = "xsd:string"/>
<xsd: attri bute nane "Version" type = "xsd:string" fixed = "1.1.0"/>
<xsd: anyAttribute namespace = "##other" processContents = "lax"/>
</ xsd: conpl exType>

" KeyCont ent Type" nane
" KeyCont ent Type" nane
" KeyCont ent Type" nane

"User Decrypt Key" maxCccurs = "1"/>
"User Si gni ngKeySSK" maxCccurs = "1"/>
"User PubTokenPVT" maxCccurs = "1"/>

<xsd: conpl exType nanme = "KeyCont ent Type">
<xsd: si nmpl eCont ent >
<xsd: ext ensi on base="xsd: hexBi nary">
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

</ xsd: schema>

D.3.4.2 Security Extension to KMS response XML schema

This clause contains the security extension to the base XML schema.
<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schema xm ns: xsd = "http://ww. w3. org/ 2001/ XM_.Schema" xm ns:ds =
“http://ww. w3. org/ 2000/ 09/ xm dsi g#" xm ns: xenc="http://wwmw. w3. or g/ 2001/ 04/ xm enc#"

xm ns:i ks = "TOBEDEFI NED' xm ns = "TOBEDEFI NED' tar get Nanmespace = "TOBEDEFI NED' el enent For nDef aul t
= "qualified" version ="1.0">

<xsd:inmport nanespace = "http://ww. w3. org/ 2000/ 09/ xm dsi g#" schemaLocati on = "xnm dsi g-core-
schena. xsd"/ >
<xsd:inmport namespace="http://ww:. w3. or g/ 2001/ 04/ xm enc#" schemaLocati on="xenc-schema. xsd"/ >
<xsd:inmport nanespace="TOBEDEFI NED' schenalLocati on="Knslnterface_XM.Schema. xsd"/>

<xsd: el ement type="EncKeyContent Type" name="Newlr ansport Key"/>
<xsd: el enent type = "SignedKnsResponseType" nanme = "Si gnedKnsResponse"/ >
<xsd: el enent nane="Si gnedKnmsRequest" type="Si gnedKnsRequest Type"/>

<xsd: conpl exType nanme="EncKeyCont ent Type" >
<xsd: conmpl exCont ent >
<xsd:restriction base="i knms: KeyCont ent Type" >
<xsd: sequence>
<xsd: el enent ref="xenc: Encrypt edKey" maxCccurs="1" m nCccurs="1"/>
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme = "Si gnedKnmsResponseType" >
<xsd: sequence>
<xsd: el enent ref
<xsd: el enent ref
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:string"/>
<xsd: anyAttribute nanmespace = "##other" processContents = "l ax"/>
</ xsd: conpl exType>

"i kns: KnsResponse"/ >
"ds: Si gnature" mnCccurs = "0"/>

<xsd: conpl exType name="Kmsl ni t TkType" >
<xsd: conpl exCont ent >
<xsd:restriction base="ikms: Knsl ni t Type" >

<xsd: sequence>

<xsd: choi ce maxCccurs = "1">
<xsd: el ement ref = "ikms: Si gnedKnsCertificate"/>
<xsd: el enent ref "iknms: KnmsCertificate"/>

</ xsd: choi ce>

<xsd: el enent type="EncKeyCont ent Type" nane="Newlr ansport Key" nmaxCccurs="1"/>
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<l-- Can extend in another namespace - for nore types of communication-->
<xsd: any nanespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conmpl exType nanme = "KmsKeyProvTkType">
<xsd: conpl exCont ent >
<xsd:restriction base="i kns: KnmsKeyPr ovType" >
<xsd: sequence>
<xsd: el enent ref = "ikns: KmsKeySet" m nCccurs="0" maxCccur s="unbounded"/ >
<xsd: el ement type="EncKeyContent Type" nanme="NewTransportKey" m nCccurs="0"
maxQccur s="unbounded"/ >
<l-- Can extend in another nanespace - for nore types of communication-->
<xsd: any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conmpl exType nanme="Si gnedkKnsRequest Type" >
<xsd: sequence>
<xsd: el enent nane="KnmsRequest" type="KmsRequest Type"/>
<xsd: el enent ref="ds: Signature"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:string"/>
<xsd: anyAttribute namespace = "##other" processContents = "l ax"/>
</ xsd: conpl exType>

<xsd: conpl exType name = "KnsRequest Type">

<xsd: sequence>
<xsd: el ement type="xsd:anyURl" name="UserUri" maxCccurs="1"/>
<xsd: el enent type="xsd:anyUR " name="KnmsUWi" maxCccurs="1"/>
<xsd: el enent type="xsd: dateTi ne" nane="Ti ne" maxCccurs="1"/>
<xsd: el ement type="xsd:string" name="Cientld" mnCccurs="0" maxCccurs="1"/>
<xsd: el ement type="xsd:string" name="Deviceld" m nCccurs="0" maxCccurs="1"/>
<xsd: el enent type="xsd:anyUR " name="ClientReqUr|" maxCccurs="1"/>
<xsd: el enent type="ikns: Error Type" name="d ientError" mnQccurs="0" naxCccurs="1"/>
<l-- Can extend in another namespace - for nore types of communication-->
<xsd: any nanespace="##ot her" processContents="|ax" m nCccurs="0" maxCccur s="unbounded"/ >

</ xsd: sequence>

<xsd:attribute name="1d" type="xsd:string"/>

<xsd:attribute name="Version" type="xsd:string" fixed="1.0.0"/>

<xsd: anyAttribute namespace="##other" processContents="|ax"/>

</ xsd: conpl exType>

</ xsd: schema>
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Annex E (normative):
MIKEY message formats for media security

E.1  General aspects

E.1.0 Introduction

MIKEY-SAKKE as defined in IETF RFC 6509 [11] is used to transport Group Master Keys (GMKs) from a Group
Management Server to a Group Management Client on aMCPTT UE and Private Call Keys (PCKs) between MCPTT
UEs.

The GMK is encrypted to the UID generated from the receiving user's MCPTT ID and current time period. It is signed
using the UID generated from the URI associated to the Group Management Server and current time period. Similarly,
the PCK is encrypted to the UID generated from the receiving user's MCPTT ID and current time period. It issigned
using the UID generated from the initiating user's MCPTT ID and current time period. Details of this process are
defined in IETF RFC 6508 [10] and |IETF RFC 6507 [9]. The generation of the MIKEY -SAKKE UID is defined in
clause F.2.1.

The GMK and PCK shall be 16 octetsin length.

E.1.1 MIKEY common fields

If the transmitter requires an ACK for atransmission thisisindicated by setting the V-bit in the MIKEY common
header. For distribution of GSKs for one-to-many communications, the V-bit shall not be set.

Each MIKEY message contains the timestamp field (TS). The timestamp field shall be TStype NTP-UTC (TS type 0),
and henceisa 64-bit UTC time.

E.2 MIKEY message structure for GMK distribution

The MIKEY -SAKKE message shall include the Common Header payload, Timestamp payload, RAND payload, IDRI
payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload. Itis
recommended that the message al so includes a Security Properties payload. Optionally, the message may include a
General Extension payload containing a second SAKKE message as described in clause E.5.

In the Common Header payload, the CSB ID field of MIKEY common header shall be the GUK-ID.

The Security Policy (SP) payload is used to specify the security properties of group communications using the GMK.
Where no security profile is provided, the following default security profile shall be used.
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Table E.2-1: MIKEY Group call SRTP Default Profile

SRTP Type Meaning Value Meaning

0 Encryption Algorithm 6 AES-GCM

1 Session encryption key length 16 16 octets

2 Authentication algorithm 4 RCCm3 (Use of unauthenticated
ROC)

4 Session salt key length 12 12 octets

5 SRTP PRF 0 AES-CM

6 Key derivation rate 0 No session key refresh.

13 ROC transmission rate 1 ROC transmitted in every packet.

18 SRTP Authentication tag length 4 4 octets for transmission of ROC

19 SRTCP Authentication tag length 0 ROC need not be transmitted in
SRTCP.

20 AEAD authentication tag length 16 16 octets

I dentity payloads shall be IDR payloads as defined in section 6.6 of IETF RFC 6043 [25]. The IDRi payload shall
contain the MCPTT identifier associated with the group management server. The IDRr payload shall contain the
MCPTT ID associated to the group management client. The message shall also include IDRkmsi and IDRkmsr that
contains the URI of the MCPTT KM S used by the group management server and MCPTT user respectively.

NOTE: Insome deployments MCPTT IDs within these payloads may be treated as private. In this case, the group
management server and group management client should substitute these private identities for public
identities via a privately-defined mapping.

The SAKKE payload shall encapsulate the GMK to the UID generated from the MCPTT ID of the group management
client. Only one GMK key shall be transported in the SAKKE payload. The same GMK shall be encapsulated to each
member of the group. The ID Scheme in the SAKKE payload shall be 'URI Scheme' to reflect the generation scheme
defined in clause F.2.1.

Editor's note: A new 'ID Scheme' Type value should be requested from IANA in place of the 'URI Scheme' Type
value.

The entire MIKEY message shall be signed by including an SIGN payload providing authentication of the group
management server. The signature shall be of type 2 (ECCSI). The signature shall use the UID generated from the
identifier associated with the group management server.

E.3 MIKEY message structure for PCK distribution

The MIKEY -SAKKE message shall include the Common Header payload, Timestamp payload, RAND payload, IDRIi
payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload. Itis
recommended that the message al so includes a Security Properties payload. Optionally, the message may include a
General Extension payload containing a second SAKKE message as described in clause E.5.

In the Common Header payload, the CSB ID field of MIKEY common header shall be the PCK-ID. The CS-ID map
type shall be GENERIC-ID as defined in IETF RFC 6043 [25].

The Security Properties payload is used to specify the security properties of private calls using the PCK. Where no
security profile is provided, the following default security profile shall be used.

Table E.3-1: MIKEY Group call SRTP Default Profile

SRTP Type Meaning Value Meaning
0 Encryption Algorithm 6 AES-GCM
1 Session encryption key length 16 16 octets
4 Session salt key length 12 12 octets
5 SRTP PRF 0 AES-CM
6 Key derivation rate 0 No session key refresh.
20 AEAD authentication tag length 16 16 octets
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I dentity payloads shall be IDR payloads as defined in section 6.6 of IETF RFC 6043 [25]. The IDRi payload shall
contain the MCPTT ID associated with the initiating user. The IDRr payload shall contain the MCPTT ID associated to
the receiving user. The message shall aso include IDRkmsi and IDRkmsr that contains the URI of the MCPTT KMS
used by the initiating user and terminating user respectively.

NOTE: Insome deployments MCPTT |Ds within these payloads may treated as private. In this case, the initiating
and terminating MCPTT UEs should substitute these private identities for public identities via a privately-
defined mapping.

The SAKKE payload shall encapsulate the PCK to the UID generated from the MCPTT ID of the terminating user. The
ID Scheme in the SAKKE payload shall be 'URI Scheme' to reflect the generation scheme defined in clause F.2.1.

The entire MIKEY message shall be signed by including an SIGN payload providing authentication of initiating user.
The signature shall be of type 2 (ECCSI). The signature shall use the UID generated from the MCPTT 1D of the
initiating user.

E.4  MIKEY message structure for CSK distribution

The MIKEY -SAKKE message shall include the Common Header payload, Timestamp payload, RAND payload, IDRIi
payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload. The
message may also include a Security Properties payload.

In the Common Header payload, the CSB ID field of MIKEY common header shall be the CSK-ID. The CS-ID map
type shall be GENERIC-ID as defined in IETF RFC 6043 [25)].

I dentity payloads shall be IDR payloads as defined in section 6.6 of IETF RFC 6043 [25]. The IDRi payload shall
contain the MCPTT ID associated with the initiating user. The IDRr payload shall contain the MDSI of the MCPTT
Domain. The message shall aso include IDRkmsi and IDRkmsr that contains the URI of the MCPTT KMS used by the
initiating user and MCPTT Server respectively.

NOTE: Where confidentiality of user identifiersisrequired, the MCPTT ID may be replaced with the UID
generated from the MCPTT ID as defined in clause F.2.1.

The SAKKE payload shall encapsulate the CSK to the UID generated from the MDSI of the MCPTT Domain. The ID
Scheme in the SAKKE payload shall be 'URI Scheme' to reflect the generation scheme defined in clause F.2.1.

The entire MIKEY message shall be signed by including an SIGN payload providing authentication of initiating user.
The signature shall be of type 2 (ECCSI). The signature shall use the UID generated from the MCPTT 1D of the
initiating user.

E.5 MIKEY general extension payload to support
'SAKKE-to-self'

In some circumstances it is useful for the initiator to be able to decrypt a MIKEY -SAKKE payload and recover the key
(aswell asthe receiver). For example, where the initiating user is attached to the MCPTT service via more than one
MCPTT UE, the other MCPTT UEs associated with the initiating user will also need the key material to be abletojoin
the communication.

To support this scenario, an optional MIKEY General Extension Payload may be added to the MIKEY -SAKKE
message. This general extension payload has value 'SAKKE-to-self'. The contents of the payload will be afull SAKKE
payload as defined in IETF RFC 6509 [11]. Within the second SAKKE payload the key (GMK or PCK) shall be
encapsulated to the UID generated from the MCPTT identifier associated with the initiating user (either group
management server or private call initiator). The ID Scheme in the SAKKE payload shall be 'URI Scheme' to reflect the
generation scheme defined in clause F.2.1.

Editor's note: A new 'MIKEY General Extension Payload' Type value should be requested from |ANA in place of
the 'SAKK E-to-self' Type value.

EXAMPLE SAKKE-to-self payload:
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The SAKKE-to-self payload encapsulates a SAKKE payload. Consequently, the SAKKE-to-self payload will contain
two 'next payload' fields. The second 'next payload' field, which corresponds to the encapsulated SAKKE payload, shall
be set to zero and ignored.

E.6 MIKEY general extension payload to encapsulate
parameters associated with a GMK

E.6.1 General

The parameters associated with the GMK shall be contained in the 'General extension payload' specified in IETF
RFC 3830 [22] using the 'Vendor 1D’ Type value and contained within the signed envelope of the MIKEY -SAKKE
|_MESSAGE specified in clause E.2. The format and cryptography of the payload are specified in this subclause.

Editor's note: A new '3GPP' Type value should be requested from IANA in place of the 'Vendor ID' Type va ue.

The four octets consisting of the header of the '‘General extension payload' shall be formatted according to IETF
RFC 3830 [22]. There shall be seven elements within the 'General extension payload' as follow:

- 1V,

- MCPTT group ID, incorporating a length sub-element and 0-3 octets of random padding;
- Activation time;

- Status,

- Text, incorporating a length sub-element and 0-3 octets of random padding;

- Reserved, incorporating alength sub-element;

- 0-15 octets of random padding.

Thus the structure of the 'General extension payload' according to the present document is shown in figure E.6.1-1.

1 2 3
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Figure E.6.1-1: Layout of general extension payload for associated parameters of GMK

The elements following the 'General extension payload' header are described in the following subclauses.

E6.2 IV

The IV shall be randomly chosen by the GMS, and shall be 16 octets in length.

E.6.3 MCPTT group ID

The'MCPTT group ID' element shall consist of two sub-elements followed by 0-3 bytes of random padding. A two
octet 'Length' sub-element shall followed by an'MCPTT group ID' sub-element, where this sub-element shall be
encoded as ASCII 8 hit text. The 'Length’ element shall indicate the length in octets of the ' MCPTT group ID' sub-
element only, and the count of the length shall not include the 'Length’ sub-element itself, and shall not include the
length of any following random padding. Following the MCPTT group ID' sub-element, 0 -3 octets of random padding
shall be added so that the total length of the (‘Length’ sub-element + 'MCPTT group D' sub-element + random padding)
shall be a multiple of 4 octets.

E.6.4 Activation time

The'Activation time' element shall definethetimein UTC at which the associated GMK isto be made active for
transmission. It shall be 8 octets in length.

E.6.5 Text

The Text' element shall consist of two sub-elements followed by 0-3 bytes of random padding. A two octet ‘Length’
sub-element shall followed by a 'Text' sub-element, where this sub-element shall be encoded as ASCII 8 bit text. The
'‘Length’ element shall indicate the length in octets of the "Text' sub-element only, and the count of the length shall not
include the 'Length' sub-element itself, and shall not include the length of any following random padding. Following the
"Text' sub-element, 0 -3 octets of random padding shall be added so that the total length of the ('Length’ sub-element +
"Text' sub-element + random padding) shall be a multiple of 4 octets.

E.6.6 Reserved

The 'Reserved' element shall consist of two sub-elements. A two octet 'Length' sub-element shall be followed by a
'Reserved' sub-element, where the definition and encoding of this sub-element is outside the scope of the present
document, and shall be ignored by the receiving client. The 'Length’ element shall indicate the length in octets of the
"Text' sub-element only, and the count of the length shall not include the 'Length' sub-element itself. The length of the
sum of the ("Length’ sub-element + 'Reserved' sub-element) shall be a multiple of 4 octets.

E.6.7 Random padding

The five elements specified in the preceding five subclauses shall be padded by 0-15 octets of random data such that the
total length of the 'General extension payload' shall be a multiple of 32 octets, to satisfy the block size requirements of
the payload protection algorithm.
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E.6.8 Cryptography

The concatenated 'MCPTT group ID', 'Activation time', 'Text', 'Reserved' and 'Random padding' elements shall be
encrypted using AES-128 in Cipher Block Chaining mode using the IV (16 octets) as Initial Vector, as described in
IETF RFC 3602 [23]. The encryption key shall be the GMK.

E.6.9 Status

The 'Status' element shall determine the current status of the GMK. It shall be 4 octets in length. The following values
are defined:

0: Revoked
1: Not-revoked

E.7  Hiding identities within MIKEY messages

In some public-safety use cases thereis arequirement to protect MCPTT IDsin transit. To protect these identifiersin
MIKEY -SAKKE messages the following approach may be taken.

The sensitive MCPTT ID in the IDRr or IDRI field is replaced with the UID generated from the MCPTT ID as defined
in clause F.2.1. In the former case, the 'role’ of the IDRr field is replaced with arole of IDRuidr. In the latter case, the
‘role’ of the IDRI field is replaced with arole of IDRuidi.

Editor's Note: 3GPP will need to ask IANA to define two new identifier roles, IDRuidr and IDRuidi.

The processing of the MIKEY -SAKKE |_MESSAGE at the initiator stays the same. If the initiator has hidden its own
MCPTT ID, it shall ensure that the SIP message containing the | MESSAGE contains the initiator's MCPTT ID
encrypted to the receiver.

As a consequence of identity hiding, the receiver of the MIKEY-SAKKE |_MESSAGE will be able to check the
signature based on the initiator's UID in the IDRuidi field, but initially will be unable to confirm the MCPTT ID that
has been used to generate the UID. The receiver will recognize its own UID in the IDRuidr field, and be able to extract
the encapsulated key.

Using the encapsulated key or otherwise, the receiver is able to extract associated metadata in the message, including
theinitiator's MCPTT ID. On obtaining the initiator's MCPTT ID, the receiver is able to compute the UID and ensure
this matches the UID in the IDRuidi field. By performing this check, the receiver has authenticated the | MESSAGE.

ETSI



3GPP TS 33.179 version 13.2.0 Release 13 85 ETSI TS 133 179 V13.2.0 (2016-10)

Annex F (normative):
Key derivation and hash functions

F.1  KDF interface and input parameter construction

F.1.1 General

This annex specifies the use of the Key Derivation Function (KDF) specified in 3GPP TS 33.220 [5] for the current
specification. This annex specifies how to construct the input string, S, to the KDF (which isinput together with the
relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below.

F.1.2 FC value allocations

The FC number space used is controlled by 3GPP TS 33.220 [5].

F.1.3 Calculation of the User Salt for GUK-ID generation

When calculating a User Salt using the GMK for generating the GUK-ID from the GMK-ID, the following parameters
shall be used to form the input Sto the KDF that is specified in annex B of 3GPP TS 33.220[17]:

-  FC=0x50.
- PO=MCPTT ID.
- LO = length of above (i.e. 0x00 0x17).

The GMK and MCPTT ID follow the encoding also specified in annex B of 3GPP TS 33.220 [17]. The 28 least
significant bits of the 256 hits of the KDF output shall be used as the User Salt.

F.1.4 Calculation of keys for application data protection

The two keys used to protect either signalling plane confidentiality, or signalling plane integrity are derived from the
XPK, using the KDF that is specified in annex B of 3GPP TS 33.220 [27].

The following parameters shall be used to form the input S to the KDF that is specified in annex B of 3GPP
TS 33.220[27]. The key used by the KDF shall be the XPK:

- FC=0x51, (for signalling plane confidentiality), or
- FC=0x52 (for signalling plane integrity).
- PO=MCPTT ID.
- LO=length of above, expressed in number of bytes (i.e. 0x00 0x17).
- P1=XPK-ID.
- L1 =length of above, expressed in number of bytes (i.e. 0x00 0x17).
The MCPTT ID and XPK-ID follow the encoding also specified in annex B of 3GPP TS 33.220 [27].

Where the XPK is 128-hits, the output keys shall be 128-bits and hence the 128 least significant bits of the 256 bits of
the KDF output shall be used as the signalling protection key. Where the XPK is 256-hits, the output keys shall be 256-
bits and hence the entire output of the KDF shall be used.
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F.2 Hash Functions

F.2.1 Generation of MIKEY-SAKKE UID

Section 3.2 of IETF RFC 6509 [11] defines an identifier for use in MIKEY SAKKE in section 3.2, referred to asthe
UID in the present document. This requires a Tel-URI asthe user's URI and monthly key periods. ASMCPTT IDs may
not be Tel-URIs, this UID format cannot be used within MCPTT. This clause defines how the 256-bit MIKEY -SAKKE
UID is generated using a generic identifier and generic key period.

The MIKEY-SAKKE UID is generated by hashing a fixed string, the identifier of the user, the identifier of the KMS,
the key period length, the current key period number and their respective lengths.

The input to the hash function shall be encoded as specified in clause B.1 of 3GPP TS 33.220 [17]. The hash function
shall be SHA-256 as specified in [18]. The full 256-bit output shall be used as the identifier within MIKEY -SAKKE
(referred to as'ID" in IETF RFC 6507 [9] and 'a or 'b' within IETF RFC 6508 [10].

FC = 0x00

PO = The fixed string: "MIKEY -SAKKE-UID"

LO = Length of PO value

P1 = Identifier (e.g. MCPTT ID)

L1 = Length of P1 value

P2 = KMS Identifier (e.g. secgroupl.kms.example.org)
L2 = Length of P2 value

P3 = Key Period length in seconds (e.g. 2592000)

L3 = Length of P3 value

P4 = Key Period offset in seconds (e.g. 0)

L4 = Length of P4 value

P5 = Current Key Period No. since Oh on 1 January 1900 (e.g. 553)
L5 = Length of P5 value

NOTE: Thekey derivation function defined in clause B.1 of 3GPP TS 33.220 [17] is not used, therefore the FC
value should only be considered as a dummy value.

PO is afixed 15 character string encoded as described in annex B of 3GPP TS 33.220 [17]. P1 isthe identifier, which
for MCPTT would bethe MCPTT ID. P2 isthe identifier of the KMS, and uniquely identifies the public key used for
encryption and signing. P3 is the integer representing the number of secondsin akey period. P4 is the offset from Oh on
1 January 1900 and shall be less than P3. It sets the time at which keys are changed over. Both P3 and P4 are extracted
from the KM S certificate and encoded as integers as described in annex B of 3GPP TS 33.220 [17]. P5 isthe integer
representing the current key period number since Oh on 1 January 1900, which may be calculated as:

P5 = Floor ((TIME-P4)/P3)

Where TIME isaNTP timestamp, i.e., a number in seconds relative to Oh on 1 January 1900. P4 is encoded as
described in annex B of 3GPP TS 33.220 [17].

NOTE 1: When used to generate a UID for encrypting using aMIKEY payload, P1 will commonly be the'ID Data
from the IDRr payload, P2 will be the encoded 'ID Data' from the IDRkmsr payload, and TIME will be
the NTP timestamp within the MIKEY payload.

NOTE 2: When used to generate a UID for signing aMIKEY payload, P1 will commonly be the 'ID Data from the
IDRi payload, P2 will commonly be the'ID Data from the IDRkmsi payload, and TIME will be the NTP
timestamp within the MIKEY payload.
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