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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part of a TS-family covering the 3rd Generation Partnership Project; Technical Specification
Group Services and System A spects; Telecommunication management, as identified below:

TS32.421[2]: "Subscriber and equipment trace; Trace concepts and requirements’;
TS32.422[3]: "Subscriber and equipment trace; Trace control and configuration management ";
TS32.423: " Subscriber and equipment trace; Trace data definition and management” ;

Subscriber and EquipmentTrace provide very detailed information at call level on one or more specific mobile(s). This
datais an additional source of information to Performance M easurements and allows going further in monitoring and
optimisation operations.

Contrary to Performance Measurements, which are a permanent source of information, Trace is activated on user
demand for alimited period of time for specific analysis purposes.

Trace plays amajor rolein activities such as determination of the root cause of a malfunctioning mobile, advanced
troubleshooting, optimisation of resource usage and quality, RF coverage control and capacity improvement, dropped
call analysis, Core Network, UTRAN, EPC, 5GC, E-UTRAN and NG-RAN procedure validation.

The capability to log data on any interface at call level for a specific user (e.g. IMSI or SUPI) or mobile type (e.g. IMEI
or IMEISV), or serviceinitiated by a UE allows getting information which cannot be deduced from Performance

M easurements such as perception of end-user QoS during his call (e.g. requested QoS vs. provided QoS), correlation
between protocol messages and RF measurements, or interoperability with specific mobile vendors.

Moreover, Performance Measurements provide values aggregated on an observation period, Subscriber and Equipment
Trace give instantaneous values for a specific event (e.g. call, location update, etc.).

If Performance Measurements are mandatory for daily operations, future network planning and primary trouble
shooting, Subscriber and EquipmentTrace is the easy way to go deeper into investigation and network optimisation.

In order to produce this data, Subscriber and Equipmenttrace are carried out in the NEs, which comprise the network.
The data can then be transferred to an external system (e.g. an Operations System (OS) in TMN terminology, for further
evaluation).

ETSI



3GPP TS 32.423 version 17.13.0 Release 17 7 ETSI TS 132 423 V17.13.0 (2025-07)

1 Scope

The present document describes Trace data definition and management. It covers the trace records content, their format
and transfer across UMTS networks, EPS networks or 5GS networks. GSM Trace is outside of the scope of this
specification..

The present document al so describes the data definition for Minimization of Drive Tests (MDT) across 3GPP networks.
The objectives of the present document are:

- To provide the descriptions for a standard set of Trace and MDT data;

- Todefine the common format of trace and MDT records; and

- Todefine amethod for the reporting of Trace and MDT results across the management interfaces.

Clause 4 details the various Trace records content, Clause 5 defines GPB trace format for NR, Annex A provides Trace
and MDT report file format, Annex B provides the trace report file conventions and transfer procedure, Annex C
provides the trace reporting functional architecture and Annex D provides some trace and MDT files examples, Annex
G provides normative GPB trace record schema and examples.

Traceand MDT concepts and requirements are covered in TS 32.421 [2] while Trace control and configuration
management are described in 3GPP TS 32.422 [3].

The definition of Trace and MDT dataisintended to result in comparability of Trace and MDT data produced in a
multi-vendor wireless 3GPP networks.

The following is beyond the scope of the present document, and therefore the present document does not describe:
- Any notification mechanisms or IRPs for trace. Only file transfer mechanism is specified for trace data transfer;
- Any data compression mechanisms for trace data transfer;

- Any Trace capability limitations (e.g. maximum number of simultaneous traced mobiles for a given NE).

2 References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 32.101: "Telecommunication management; Principles and high level requirements’.

[2] 3GPP TS 32.421: " Telecommunication management; Subscriber and equipment trace: Trace
concepts and requirements.”

[3] 3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace: Trace
control and configuration management ".

[4] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[5] W3C Recommendation "Extensible Markup Language (XML) 1.0" (Second Edition, 6 October

2000) http://www.w3.org/TR/2000/REC-xml-20001006

ETSI



3GPP TS 32.423 version 17.13.0 Release 17 8 ETSI TS 132 423 V17.13.0 (2025-07)

6]

[7]

8]

(9]

[10]

[11]

[12]

[13]

[14]
[15]
[16]

[17]

[18]
[19]
[20]
[21]
[22]
[23]
[24]
[25]
[26]
[27]
(28]

[29]
[30]
[31]

[32]

W3C Recommendation "Namespacesin XML" (14 January 1999)
http://mww.w3.org/ TR/1999/REC-xml-names-19990114

W3C Recommendation "XML Schema Part O: Primer" (2 May 2001)
http://www.w3.0rg/TR/2001/REC-xml schema-0-20010502

W3C Recommendation "XML Schema Part 1: Structures' (2 May 2001)
http://www.w3.0rg/TR/2001/REC-xml schema-1-20010502

W3C Recommendation "XML Schema Part 2: Datatypes' (2 May 2001)
http://www.w3.0rg/TR/2001/REC-xml schema-2-20010502

International Standard | SO 8601: 1988 (E) "Representations of dates and times' (1988-06-15)
http://www.iso.ch/markete/8601. pdf

3GPP TS 32.300: " Telecommunication management; Configuration Management (CM); Name
convention for Managed Objects".

3GPP TS 32.622: "Telecommunication management; Configuration Management (CM); Generic
network resources Integration Reference Point (IRP): Network Resource Model (NRM)".

3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service
(GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points'.
3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces'.

3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1
Application Protocol (SIAP)".

3GPP TS 36.423 "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); X2
Application Protocol (X2AP)".

3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

3GPP TS 23.502: "Procedures for the 5G System; Stage 2"

3GPP TS 38.300: "NR and NG-RAN Overal Description; Stage 2".

3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification”.

3GPP TS 38.401: "NG-RAN; Architecture Description”.

3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP)".

3GPP TS 38.423: "NG-RAN; Xn Application Protocol (XnAP)".

Void

3GPP TS 38.473: "NG-RAN; F1 Application Protocol (F1AP)".

3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3.

3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control
(RRC); Protocol specification”.

3GPP TS 23.107: "Quiality of Service (QoS) concept and architecture”.
3GPP TS 25.331: "Radio Resource Control (RRC); Protocol specification™.

3GPP TS 36.314: "Evolved Universal Terrestrial Radio Access (E-UTRA); Layer 2 -
Measurements'.

3GPP TS 37.320: "Universal Terrestrial Radio Access (UTRA) and Evolved Universal Terrestria
Radio Access (E-UTRA); Radio measurement collection for Minimization of Drive Tests (MDT);
Overal description; Stage 2".
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[33] 3GPP TS 36.213: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physica layer
procedures’.

[34] 3GPP TS 36.133: "Evolved Universal Terrestrial Radio Access (E-UTRA); Requirements for
support of radio resource management”.

[35] 3GPP TS 38.314: "NR; layer 2 measurements".

[36] 3GPP TS 28.552: "Management and orchestration; 5G performance measurements”.

[37] 3GPP TS 38.213: "NR; Physical layer procedures for control”.

[38] 3GPP TS 36.214: "Evolved Universal Terrestriadl Radio Access (E-UTRA); Physical layer;
Measurements'.

[39] 3GPP TS 32.425: "Telecommuni cation management; Performance Management (PM); Performance
measurements Evolved Universal Terrestrial Radio Access Network (E-UTRAN)".

[40] IETF RFC 6455: "The WebSocket Procotol”.

[41] IETF RFC 7692: "Compression Extensions for WebSocket".

[42] 3GPP TS 38.215: "NR; Physical layer measurements”.

[43] 3GPP TS 28.532: "Management and orchestration; Generic management services'.

[44] 3GPP TS 38.305: "NG Radio Access Network (NG-RAN); Stage 2 functional specification of User
Equipment (UE) positioning in NG-RAN".

[45] Language Guide (Proto 3): https://devel opers.google.com/protocol -buffers/docs/proto3.

[46] 3GPP TS 37.483: "NG-RAN; E1 Application Protocol (ELAP)".

[47] Void

[48] 3GPP TS 33.401: "System Architecture Evolution (SAE); Security architecture”.

[49] 3GPP TS 33.501: " Security architecture and procedures for 5G system".

3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 32.421 [2], 3GPP TS 32422 [3] ,
TS 23.501[18], TS38.300[20], TS 38.401 [22], TS 37.320 [32] and the following apply.

Minimum Level of detail: Allows for retrieval of a decoded subset of the IEs contained in the signalling interface

messages.

Medium Level of detail: Allows for retrieval of the decoded subset of the IEs contained in the signalling interface
messages in the Minimum Level plus a selected set of decoded radio measurement IEs.

Maximum Level of detail: Allows for retrieval of signalling interface messages within the Trace Scope in encoded

format.
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Symbols

3.2
For the purposes of the present document, the following symbols apply:

. Element named xxx
The maximum number of occurrence is 1

XXX

: Element named xxx
The maximum number of occurrence is unbounded

1.0
> : Global element
= The XML element has a value part
: Required element

: Optional element

: Sequence

§

3.3

38.300 [20] and TS 38.401 [22] and TS 37.320[32] apply.

NSA Non Stand Alone
In-Device Coexistence

IDC

Abbreviations
For the purposes of the present document, the abbreviations givenin TR 21.905 [4], TS32.101[1], TS23.501[18], TS
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4 Trace record contents

4.1 General

The trace reference, trace type and operation system identification are all provided on trace activation.

Each record may contain an MSC Server, MGW, SGSN, GGSN, S-CSCF, P-CSCF, UTRAN, HSS, MME, Serving GW, E-UTRAN, AUSF, AMF, NEF, NRF, NSSF, PCF,
SMF, SMSF, UDM, UPF, AF and , ng-eNB, gNB-CU-CP, gNB-CU-UP and gNB-DU event record. A key isincluded in the table indicating whether or not thefield is
mandatory.

The following table shows the template for trace record description for minimum and medium trace depth:

Trace depth

Min | Med NS

Interface name | Protocol name | IE name | Message name(s)

I nterface name: Contains the name of the interface, where the |E is available.
Protocol name: Contains the protocol nhame on the interface, where the |E is available.
| E name: The name of the Information Element, which should be decoded.

M essage name(s): The name of the message(s), where the | E isincluded.

Trace depth: Shows in which trace depth the |E should be recorded. It aso classifies whether the | E is mandatory in the trace record or not (M, O or X: meaning described in
the previous table)

M Mandatory This field must be in the trace record if it is available, i.e. if the message appears during the trace recording session and the IE is present in
the message.

0o Optional This field is optional and its support is a matter for agreement between equipment manufacturer and network operator.

X Not applicable This field is not required in this instance.

CM | Conditional Mandatory This field must be in the trace record if it is available and the condition is met.

NOTE: Any kind of comments related to the | E can be made here. Also thisis the placeholder for referencing the relevant 3GPP specifications, which define the | E.

Receiving entities may be outside an operator’s secure domain. For any |Es or parts of 1ES containing security keys as specified in subclause 6.2 of 3GPP TS 33.401 [48] and
subclause 6.2.2.1 of TS 33.501 [49] (e.g. Keng) the value O shall be written in the tracefile.
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4.2 MSC Server Trace Record Content

The following table shows the trace record content for MSC Server.

The trace record is the same for management based activation and for signalling based activation.

For MSC Server, the Minimum level of detail shall be supported.
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Interface name

Prot.
name

IE name

Message name(s)

Trace depth

Min

Med

Notes

lu, A

cC

Facility

ALERTING

CALL PROCEEDING
CONNECT
DISCONNECT
FACILITY

RELEASE

RELEASE COMPLETE
SETUP

TS 24.008
TS 24.080

Bearer capability

CALL CONFIRMED
CALL PROCEEDING
EMERGENCY SETUP
MODIFY

MODIFY COMPLETE
MODIFY REJECT
SETUP

TS 24.008

Cause

CALL CONFIRMED
CONGESTION CONTROL
DISCONNECT

HOLD REJECT

MODIFY REJECT
RELEASE

RELEASE COMPLETE
RETRIEVE REJECT
START DTMF REJECT
STATUS

TS 24.008

Connected number

CONNECT

TS 24.008

Calling party BCD number

SETUP

TS 24.008

Called party BCD number

SETUP

TS 24.008

Redirecting party BCD number

SETUP

4SS

49

TS 24.008

lu, A

MM

Reject cause

AUTHENTICATION FAILURE
CM SERVICE REJECT

ABORT

LOCATION UPDATING REJECT
MM STATUS

<

<

TS 24.008

Location area identification

CM RE-ESTABLISHMENT REQUEST

LOCATION UPDATING ACCEPT

LOCATION UPDATING REQUEST
TMSI REALLOCATION COMMAND

TS 24.008

Mobile identity

CM RE-ESTABLISHMENT REQUEST

CM SERVICE REQUEST
IDENTITY REQUEST

IDENTITY RESPONSE

IMSI DETACH INDICATION
LOCATION UPDATING ACCEPT

LOCATION UPDATING REQUEST
TMSI REALLOCATION COMMAND

TS 24.008

CM service type

CM SERVICE REQUEST

TS 24.008

Location updating type

LOCATION UPDATING REQUEST

<L

<L

TS 24.008

lu, A

SS

Facility

FACILITY
REGISTER
RELEASE COMPLETE

TS 24.008
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Cause RELEASE COMPLETE M M TS 24.008
TP-Originating-Address SMS-DELIVER M M TS 23.040
SMS-DELIVER
TP-Service-Centre- Time-Stamp SMS-SUBMIT-REPORT M M TS 23.040
SMS-STATUS-REPORT
lu, A SMS . SMS-DELIVER-REPORT
TP-Failure-Cause SMS-SUBMIT-REPORT M M TS 23.040
L SMS-SUBMIT
TP-Destination-Address SMS-COMMAND M M TS 23.040
TP-Recipient-Address SMS-STATUS-REPORT M M TS 23.040
ASSIGNMENT REQUEST
Channel Type HANDOVER REQUEST M M TS 48.008
Circuit ASSIGNMENT REQUEST M M TS 48.008
ASSIGNMENT COMPLETE
HANDOVER REQUEST
Cell Identifier (Serving) HANDOVER COMMAND M M TS 48.008
HANDOVER PERFORMED
PERFORM LOCATION REQUEST
ASSIGNMENT COMPLETE
Chosen Channel HANDOVER REQUEST ACKNOWLEDGE M M TS 48.008
HANDOVER PERFORMED
ASSIGNMENT COMPLETE
HANDOVER REQUEST
Speech version (chosen) HANDOVER REQUIRED M M TS 48.008
HANDOVER REQUEST ACKNOWLEDGE
HANDOVER PERFORMED
ASSIGNMENT FAILURE
HANDOVER REQUEST
HANDOVER REQUIRED
- BSSMAP Cause HANDOVER FAILURE I TS 48.008
CLEAR REQUEST
CLEAR COMMAND
HANDOVER PERFORMED
HANDOVER REQUIRED REJECT
ASSIGNMENT FAILURE
RR Cause HANDOVER COMPLETE M M TS 48.008
HANDOVER FAILURE
Cell Identifier (target) HANDOVER REQUEST M M TS 48.008
HANDOVER REQUEST
Current Channel type 1 HANDOVER REQUIRED M M TS 48.008
Cell Identifier List HANDOVER REQUIRED
(Preferred) PAGING M M TS 48.008
PAGING
IMSI COMMON 1D M M TS 48.008
Location Type PERFORM LOCATION REQUEST M M TS 48.008
Location Estimate PERFORM LOCATION RESPONSE M M TS 48.008
LCS Cause PERFORM LOCATION RESPONSE M M TS 48.008

PERFORM LOCATION ABORT
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MAP_REGISTER_SS
MAP_ERASE_SS
MAP_ACTIVATE_SS
MAP_DEACTIVATE_SS

SS-Code MAP_INTERROGATE_SS M M TS 29.002
MAP_REGISTER_PASSWORD
MAP_REGISTER_CC_ENTRY
MAP_ERASE_CC_ENTRY
Forwarded-to number with subaddress MAP_REGISTER_SS M M TS 29.002
B MAP MAP_REGISTER_SS
MAP_ERASE_SS
Basic service MAP_ACTIVATE_SS M M TS 29.002
MAP_DEACTIVATE_SS
MAP_INTERROGATE_SS
SM RP DA MAP-SEND-INFO-FOR-MT-SMS M M TS 29.002
Service Centre Address MAP-SEND-INFO-FOR-MO-SMS M M TS 29.002
Alert Reason MAP-READY-FOR-SM M M TS 29.002
TS 29.002
Abort reason Abort M M TS 23.018
Complete Call
Process Access Request ack
Process Call Waiting TS 29.002
MSISDN Send Info For Incoming Call ack M M TS 23.018
MAP-SEND-INFO-FOR-MT-SMS
MAP-SEND-INFO-FOR-MO-SMS
Complete Call
Page MS ack
Process Access Request TS 29.002
IMEI(SV) Process Access Request ack M M TS 23.018
Provide IMEI ack
Search For MS ack
- Complete Call TS 29.002
PLMN bearer capability Process Call Waiting M M TS 23.018
- Complete Call TS 29.002
ISDN bearer capability Procgss Call Waiting M M TS 23.018
© MAP
Page MS
Process Access Request
Process Access Request ack
IMSI Provide IMSI ack M M $§ ggggg
Search For MS )
Send Info For Incoming Call ack
MAP-SEND-INFO-FOR-MT-SMS
Page MS
. . Page MS ack TS 29.002
Location area ID / Current location area ID Process Access Request M M TS 23.018
Search For MS ack
Page MS TS 29.002
Page type Search For MS M M | ts23018
. Page MS ack TS 29.002
Serving cell ID Process Access Request M M TS 23.018

Search For MS ack
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Page MS ack
Service area ID Process Access Request M M $§ ggg%
Search For MS ack )
. TS 29.002
CM service type Process Access Request M M TS 23.018
] TS 29.002
MSRN Send Info For Incoming Call M M TS 23.018
Bearer service Send Info For Incoming Call M M TS 29.002
Send Info For Outgoing Call TS 23.018
. Send Info For Incoming Call TS 29.002
Teleservice Send Info For Outgoing Call M M TS 23.018
. . TS 29.002
Dialled number Send Info For Incoming Call M M TS 23018
) . TS 29.002
Number of forwarding Send Info For Incoming Call M M TS 23.018
. TS 29.002
Forwarded-to number Send Info For Incoming Call ack M M TS 23.018
. . TS 29.002
Forwarding reason Send Info For Incoming Call ack M M TS 23.018
. TS 29.002
Called number Send Info For Outgoing Call M M TS 23.018
. TS 29.002
MSISDN Send Routeing Info M M TS 23.018
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
MAP-SEND-ROUTING-INFO-FOR-SM
Service Centre Address MAP-REPORT-SM-DELIVERY-STATUS M M TS 29.002
MAP-ALERT-SERVICE-CENTRE
SM Delivery Outcome MAP-REPORT-SM-DELIVERY-STATUS M M TS 29.002
MAP-ALERT-SERVICE-CENTRE
MSilsdn-Alert MAP-INFORM-SERVICE-CEN M M TS 29.002
. . TS 29.002
Number of forwarding Send Routeing Info M M TS 23.018
. TS 29.002
ISDN BC Send Routeing Info M M TS 23.018
. TS 29.002
IMSI Send Routeing Info ack M M TS 23.018
. . TS 29.002
Roaming number Send Routeing Info ack M M TS 23.018
. TS 29.002
Forwarded-to number Send Routeing Info ack M M TS 23.018
. Send Routeing Info ack TS 29.002
Forwarding reason M M TS 23.018
Send Routeing Info ack TS 29.002
MSISDN MAP_SEND ROUTING INFO FOR_SM M M TS 23.018
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
D MAP HLR number MAP_RESTORE_DATA M M TS 29.002
MS Not Reachable Flag MAP_RESTORE_DATA M M TS 29.002
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MAP_REGISTER_SS
MAP_ERASE_SS
MAP_ACTIVATE_SS
MAP_DEACTIVATE_SS

SS-Code MAP_INTERROGATE, SS M M TS 29.002
MAP_REGISTER_PASSWORD
MAP_REGISTER_CC_ENTRY
MAP_ERASE_CC_ENTRY
Forwarded-to number with subaddress MAP_REGISTER_SS M M TS 29.002
MAP_REGISTER_SS
MAP_ERASE_SS
Basic service MAP_ACTIVATE_SS M M TS 29.002
MAP_DEACTIVATE_SS
MAP_INTERROGATE_SS
Alert Reason MAP-READY-FOR-SM M M TS 29.002
MSC Address MAP_UPDATE_LOCATION M M TS 29.002
Provide Roaming Number
Provide Subscriber Info
MAP_UPDATE_LOCATION
IMS| MAP_CANCEL_LOCATION M M TS 29.002
MAP_PURGE_MS TS 23.018
MAP-INSERT-SUBSCRIBER-DATA
MAP-DELETE-SUBSCRIBER-DATA
MAP_RESTORE_DATA
Provide Roaming Number TS 29.002
MSISDN MAP-INSERT-SUBSCRIBER-DATA M IM | 1523018
- . . TS 29.002
PLMN bearer capability Provide Roaming Number M M TS 23.018
) . TS 29.002
ISDN BC Provide Roaming Number M M TS 23.018
. . . TS 29.002
Roaming number Provide Roaming Number ack M M TS 23.018
. . . TS 29.002
Service area ID Provide Subscriber Info ack M M TS 23.018
. . TS 29.002
Cell ID Provide Subscriber Info ack M M TS 23.018
. . TS 29.002
IMEI(SV) Provide Subscriber Info ack M M TS 23.018
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
IMEI(SV) MAP_CHECK_IMEI M M TS 29.002
- —= TS 23.018
. TS 29.002
F MAP Equipment status MAP_CHECK_IMEI M M TS 23.018
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
MAP_PREPARE_HANDOVER
Target Cell Id MAP_PREPARE_SUBSEQUENT HANDOVER | M M TS 29.002
E MAP MAP_PREPARE_HANDOVER
Target RNC Id MAP_PREPARE_SUBSEQUENT HANDOVER | M M I
IMSI MAP_PREPARE_HANDOVER M M TS 29.002
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MAP_PREPARE_HANDOVER

RAB ID/ Selected RAB id MAP_PROCESS_ACCESS_SIGNALLING M M TS 29.002
MAP_PREPARE_SUBSEQUENT_HANDOVER
MAP_PREPARE_HANDOVER
Handover Number MAP_SEND HANDOVER REPORT M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
MAP_PREPARE_HANDOVER
lu-Selected Codec MAP_PROCESS_ACCESS_SIGNALLING M M TS 29.002
MAP_FORWARD_ACCESS_SIGNALLING
MAP_PREPARE_HANDOVER
lu-Currently Used Codec MAP FORWARD ACCESS SIGNALLING M M TS 29.002
. MAP_PREPARE_HANDOVER
lu-Supported Codecs List MAP FORWARD ACCESS SIGNALLING M M TS 29.002
. . MAP_PREPARE_HANDOVER
lu-Available Codecs List MAP_PROCESS_ACCESS_SIGNALLING M M TS 29.002
Target MSC Number MAP_PREPARE_SUBSEQUENT_HANDOVER | M M TS 29.002
IMSI MAP_SEND_IDENTIFICATION M M TS 29.002
G MAP MSC Number MAP_SEND_IDENTIFICATION M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
Context Every procedure where it appears M M TS 23.205
Bearer Termination 1 Every procedure where it appears M M TS 23.205
Bearer Termination 2 Every procedure where it appears M M TS 23.205
Bearer Characteristics Establish Bearer M M TS 23.205
Mc Megaco Destinatiqn Binding Reference Establish Bearer M M TS 23.205
Sender Binding Reference Prepare Bearer M M TS 23.205
Prepare Bearer
Codec Modify Bearer Characteristics M M TS 23.205
Release Bearer
Release Cause Bearer Released M M TS 23.205
RAB ASSIGNMENT REQUEST
RAB ASSIGNMENT RESPONSE
RAB RELEASE REQUEST
RAB ID IU RELEASE COMPLETE M M TS 25.413
RELOCATION REQUEST
RELOCATION REQUEST ACKNOWLEDGE
RELOCATION COMMAND
RAB ASSIGNMENT REQUEST
RAB ASSIGNMENT RESPONSE
RAB RELEASE REQUEST
lu RANAP IU RELEASE REQUEST
IU RELEASE COMMAND
RELOCATION REQUIRED
Cause RELOCATION REQUEST M M TS 25.413

RELOCATION REQUEST ACKNOWLEDGE
RELOCATION PREPARATION FAILURE
RELOCATION FAILURE

RELOCATION CANCEL

SECURITY MODE REJECT

LOCATION REPORT

ERROR INDICATION

ETSI

ETSI TS 132 423 V17.13.0 (2025-07)



3GPP TS 32.423 version 17.13.0 Release 17

ETSI TS 132 423 V17.13.0 (2025-07)

19
Source ID RELOCATION REQUIRED M M TS 25.413
Target ID RELOCATION REQUIRED M M TS 25.413
Paging Cause PAGING M M TS 25.413
COMMON ID
Permanent NAS UE Identity PAGING M M TS 25.413
RELOCATION REQUEST
Area |dentity LOCATION REPORT M M TS 25.413
Last Known Service Area LOCATION REPORT M M TS 25.413
INITIAL UE MESSAGE
LAl DIRECT TRANSFER M M TS 25.413
INITIAL UE MESSAGE
SAl DIRECT TRANSFER M M TS 25.413
Global RNC-ID ERROR INDICATION M M TS 25.413

4.3

MGW Trace Record Content

The following table describes the trace record content for minimum and medium trace depth for Megaco protocol in the Media GateWay (MGW).

Prot. Trace depth
Interface name name IE name Procedure name(s) Min MZd Notes
Context Every procedure where it appears M M TS 23.205
Bearer Termination 1 Every procedure where it appears M M TS 23.205
Bearer Termination 2 Every procedure where it appears M M TS 23.205
Bearer Characteristics Establish Bearer M M TS 23.205
Destination Binding Reference Establish Bearer M M TS 23.205
Mc Megaco Destinatiqn Bearer Address Establish Bearer M M TS 23.205
Sender Binding Reference Prepare Bearer M M TS 23.205
Sender Bearer Address Prepare Bearer M M TS 23.205
Prepare Bearer
Codec Modify Bearer Characteristics M M TS 23.205
Release Cause Release Bearer M M TS 23.205
Bearer Released
lu-UP, Nb-UP Error Cause value Every NACK message M M TS 25.415
lu-UP, Nb-UP RFCI indicators Rate control procedure M M TS 25.415
lu-UP, Nb-UP Local_Channel_Type TFO_TRANS M M TS 28.062
lu-UP, Nb-UP Indication whether <ENQUIRY> character is received by the CTM receiver | CTM availability negotiation M M TS 26.226
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4.4 SGSN Trace Record Content

The following table shows the trace record content for SGSN.

The trace record is the same for management based activation and for signalling based activation.

For SGSN, the Minimum level of detail shall be supported.
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Interface name s IE name Message name(s) Tr?.ce epil] Notes
name Min | Med
ACTIVATE PDP CONTEXT REQUEST
Requested QoS/Requested new QoS | ACTIVATE SECONDARY PDP CONTEXT REQUEST M M TS 24.008
MODIFY PDP CONTEXT REQUEST
Requested PDP address ACTIVATE PDP CONTEXT REQUEST M M TS 24.008
. ACTIVATE PDP CONTEXT REQUEST TS 24.008
Access point name REQUEST PDP CONTEXT ACTIVATION Mo M1 1593003
ACTIVATE PDP CONTEXT ACCEPT
. ACTIVATE SECONDARY PDP CONTEXT ACCEPT
Negotiated QoS/New QoS MODIFY PDP CONTEXT REQUEST M M TS 24.008
lu SM MODIFY PDP CONTEXT ACCEPT
ACTIVATE PDP CONTEXT ACCEPT
PDP Address MODIFY PDP CONTEXT REQUEST M M | TS24.008
ACTIVATE PDP CONTEXT REJECT
ACTIVATE SECONDARY PDP CONTEXT REJECT
REQUEST PDP CONTEXT ACTIVATION REJECT
SM cause MODIFY PDP CONTEXT REJECT M M | TS24.008
DEACTIVATE PDP CONTEXT REQUEST
SM STATUS
Offered PDP address REQUEST PDP CONTEXT ACTIVATION M M TS 24.008
- ATTACH REQUEST
MS network capability ROUTING AREA UPDATE REQUEST M M TS 24.008
Attach type ATTACH REQUEST M M TS 24.008
IMSI ATTACH REQUEST M M TS 24.008
. - ATTACH REQUEST
MS Radio Access capability ROUTING AREA UPDATE REQUEST M M TS 24.008
Attach result ATTACH ACCEPT M M TS 24.008
ATTACH ACCEPT
Routing area identification ROUTING AREA UPDATE REQUEST M M TS 24.008
ROUTING AREA UPDATE ACCEPT
ATTACH ACCEPT
lu MM ATTACH REJECT
DETACH REQUEST
GMM cause AUTHENTICATION AND CIPHERING FAILURE M M TS 24.008
ROUTING AREA UPDATE ACCEPT
ROUTING AREA UPDATE REJECT
GMM STATUS
Detach type DETACH REQUEST M M TS 24.008
AUTHENTICATION AND CIPHERING RESPONSE
Mobile identity IDENTITY RESPONSE M M TS 24.008
ROUTING AREA UPDATE ACCEPT
Update type ROUTING AREA UPDATE REQUEST M M TS 24.008
Update result ROUTING AREA UPDATE ACCEPT M M TS 24.008
TP-Originating-Address SMS-DELIVER M M TS 23.040
SMS-DELIVER
TP-Service-Centre-Time-Stamp SMS-SUBMIT-REPORT M M TS 23.040
u sus SMS-DELIVER-REPORT
TP-Failure-Cause SMS-SUBMIT-REPORT M M TS 23.040
o SMS-SUBMIT
TP-Destination-Address SMS-COMMAND M M TS 23.040
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TP-Recipient-Address

SMS-STATUS-REPORT

TS 23.040

GTP

IMSI

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
PDU NOTIFICATION REQUEST
IDENTIFICATION RESPONSE

SGSN CONTEXT REQUEST
FORWARD RELOCATION REQUEST
RELOCATION CANCEL REQUEST
MBMS NOTIFICATION REQUEST
CREATE MBMS CONTEXT REQUEST
UPDATE MBMS CONTEXT REQUEST
DELETE MBMS CONTEXT REQUEST

TS 29.060

RAI

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
IDENTIFICATION REQUEST

SGSN CONTEXT REQUEST

CREATE MBMS CONTEXT REQUEST
UPDATE MBMS CONTEXT REQUEST

TS 29.060

End User Address

CREATE PDP CONTEXT REQUEST
CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT REQUEST
PDU NOTIFICATION REQUEST

PDU NOTIFICATION REJECT REQUEST
MBMS NOTIFICATION REQUEST

MBMS NOTIFICATION REJECT REQUEST
CREATE MBMS CONTEXT REQUEST
DELETE MBMS CONTEXT REQUEST
MBMS REGISTRATION REQUEST
MBMS DE-REGISTRATION REQUEST
MBMS SESSION START REQUEST
MBMS SESSION STOP REQUEST

TS 29.060

Access Point Name

CREATE PDP CONTEXT REQUEST
PDU NOTIFICATION REQUEST

PDU NOTIFICATION REJECT REQUEST
MBMS NOTIFICATION REQUEST

MBMS NOTIFICATION REJECT REQUEST
CREATE MBMS CONTEXT REQUEST
DELETE MBMS CONTEXT REQUEST
MBMS REGISTRATION REQUEST
MBMS DE-REGISTRATION REQUEST
MBMS SESSION START REQUEST
MBMS SESSION STOP REQUEST

TS 29.060

SGSN Address for signalling

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
IDENTIFICATION REQUEST

SGSN CONTEXT REQUEST

SGSN CONTEXT RESPONSE
FORWARD RELOCATION REQUEST
FORWARD RELOCATION RESPONSE
CREATE MBMS CONTEXT REQUEST
UPDATE MBMS CONTEXT REQUEST

TS 29.060
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SGSN Address for user traffic

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
SGSN CONTEXT ACKNOWLEDGE
MBMS SESSION START RESPONSE

TS 29.060

MSISDN

CREATE PDP CONTEXT REQUEST
CREATE MBMS CONTEXT REQUEST

TS 29.060

Quiality of Service Profile

CREATE PDP CONTEXT REQUEST
CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT RESPONSE
MBMS SESSION START REQUEST

TS 29.060

RAT Type

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST

TS 29.060

IMEI(SV)

CREATE PDP CONTEXT REQUEST

<

<

TS 29.060

User Location Information

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST

TS 29.060

Cause

CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT RESPONSE
DELETE PDP CONTEXT RESPONSE

PDU NOTIFICATION RESPONSE

PDU NOTIFICATION REJECT REQUEST
PDU NOTIFICATION REJECT RESPONSE
IDENTIFICATION RESPONSE

SGSN CONTEXT RESPONSE

SGSN CONTEXT ACKNOWLEDGE
FORWARD RELOCATION RESPONSE
RELOCATION CANCEL RESPONSE
FORWARD RELOCATION COMPLETE ACKNOWLEDGE
FORWARD SRNS CONTEXT ACKNOWLEDGE
MBMS NOTIFICATION RESPONSE

MBMS NOTIFICATION REJECT REQUEST
MBMS NOTIFICATION REJECT RESPONSE
CREATE MBMS CONTEXT RESPONSE
UPDATE MBMS CONTEXT RESPONSE
DELETE MBMS CONTEXT RESPONSE
MBMS REGISTRATION RESPONSE

MBMS DE-REGISTRATION RESPONSE
MBMS SESSION START RESPONSE
MBMS SESSION STOP RESPONSE

TS 29.060

GGSN Address for Control Plane

CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT RESPONSE
PDU NOTIFICATION REQUEST

MBMS NOTIFICATION REQUEST
CREATE MBMS CONTEXT RESPONSE
UPDATE MBMS CONTEXT RESPONSE

TS 29.060

GGSN Address for user traffic

CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT RESPONSE

TS 29.060

GSN Address

ERROR INDICATION

TS 29.060

SGSN Number

SGSN CONTEXT REQUEST
FORWARD RELOCATION RESPONSE

TS 29.060

MBMS UE Context

SGSN CONTEXT RESPONSE
FORWARD RELOCATION REQUEST

2| 2L

2| 2L

TS 29.060
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RANAP Cause

FORWARD RELOCATION REQUEST
FORWARD RELOCATION RESPONSE

TS 29.060

Target Identification

FORWARD RELOCATION REQUEST

TS 29.060

Gs

BSSAP+

IMSI

BSSAP+-ALERT-ACK
BSSAP+-ALERT-REJECT
BSSAP+-ALERT-REQUEST
BSSAP+-DOWNLINK-TUNNEL-REQUEST
BSSAP+-GPRS-DETACH-ACK
BSSAP+-GPRS-DETACH-INDICATION
BSSAP+-IMSI-DETACH-ACK
BSSAP+-IMSI-DETACH-INDICATION
BSSAP+-LOCATION-UPDATE-ACCEPT
BSSAP+-LOCATION-UPDATE-REJECT
BSSAP+-LOCATION-UPDATE-REQUEST
BSSAP+-MOBILE-STATUS
BSSAP+-MS-ACTIVITY-INDICATION
BSSAP+-MS-UNREACHABLE
BSSAP+-PAGING-REJECT
BSSAP+-PAGING-REQUEST
BSSAP+-TMSI-REALLOCATION-COMPLETE
BSSAP+-UPLINK-TUNNEL-REQUEST

TS 29.018

Gs Cause

BSSAP+-ALERT-REJECT
BSSAP+-MOBILE-STATUS
BSSAP+-MS-UNREACHABLE
BSSAP+-PAGING-REJECT

TS 29.018

VLR number

BSSAP+-DOWNLINK-TUNNEL-REQUEST
BSSAP+-PAGING-REQUEST
BSSAP+-RESET-ACK
BSSAP+-RESET-INDICATION

TS 29.018

SGSN number

BSSAP+-GPRS-DETACH-INDICATION
BSSAP+-IMSI-DETACH-INDICATION
BSSAP+-LOCATION-UPDATE-REQUEST
BSSAP+-RESET-ACK
BSSAP+-RESET-INDICATION
BSSAP+-UPLINK-TUNNEL-REQUEST

TS 29.018

IMSI detach from GPRS service type

BSSAP+-GPRS-DETACH-INDICATION

TS 29.018

Cell global identity/ New CGI

BSSAP+-GPRS-DETACH-INDICATION
BSSAP+-IMSI-DETACH-INDICATION
BSSAP+-LOCATION-UPDATE-REQUEST
BSSAP+-MS-ACTIVITY-INDICATION
BSSAP+-TMSI-REALLOCATION-COMPLETE

TS 29.018

Service area identification /New SAI

BSSAP+-GPRS-DETACH-INDICATION
BSSAP+-IMSI-DETACH-INDICATION
BSSAP+-LOCATION-UPDATE-REQUEST
BSSAP+-MS-ACTIVITY-INDICATION
BSSAP+-TMSI-REALLOCATION-COMPLETE

<

<

TS 29.018

Detach type

BSSAP+-IMSI-DETACH-INDICATION

TS 29.018

Reject cause

BSSAP+-LOCATION-UPDATE-REJECT

TS 29.018

Update type

BSSAP+-LOCATION-UPDATE-REQUEST

TS 29.018

LAI/OId LAI

BSSAP+-LOCATION-UPDATE-ACCEPT
BSSAP+-LOCATION-UPDATE-REQUEST
BSSAP+-PAGING-REQUEST

TS 29.018

IMEISV

BSSAP+-LOCATION-UPDATE-REQUEST

g =2 IZER

g =2 IEEL

TS 29.018
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Erroneous message BSSAP+-MOBILE-STATUS M M TS 29.018
MAP_CANCEL_LOCATION
MAP_PURGE_MS
MAP_UPDATE_GPRS_LOCATION
IMSI MAP_NOTE_MM_EVENT M M TS 29.002
MAP-INSERT-SUBSCRIBER-DATA
MAP-DELETE-SUBSCRIBER-DATA
Gr MAP-READY-FOR-SM
Cancellation Type MAP_CANCEL_LOCATION M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
Location Information for GPRS MAP_NOTE_MM_EVENT M M TS 29.002
MAP MSISDN MAP-INSERT-SUBSCRIBER-DATA M M TS 29.002
Alert Reason MAP-READY-FOR-SM M M TS 29.002
MAP-MO-FORWARD-SHORT-MESSAGE
SMRP OA MAP-MT-FORWARD-SHORT-MESSAGE M M TS 29.002
MAP-MO-FORWARD-SHORT-MESSAGE
Gd SM RP DA MAP-MT-FORWARD-SHORT-MESSAGE M M TS 29.002
IMSI MAP-MO-FORWARD-SHORT-MESSAGE M M TS 29.002
More Messages To Send MAP-MT-FORWARD-SHORT-MESSAGE M M TS 29.002
IMEI(SV) MAP_CHECK_IMEI M M TS 29.002
cf Equipment status MAP_CHECK_IMEI M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
RAB ASSIGNMENT REQUEST
RAB ASSIGNMENT RESPONSE
RAB RELEASE REQUEST
RAB ID IU RELEASE COMPLETE M M TS 25.413
RELOCATION REQUEST
RELOCATION REQUEST ACKNOWLEDGE
RELOCATION COMMAND
RAB ASSIGNMENT REQUEST
RAB ASSIGNMENT RESPONSE
RAB RELEASE REQUEST
IU RELEASE REQUEST
IU RELEASE COMMAND
RELOCATION REQUIRED
RELOCATION REQUEST
lu RANAP | Cause RELOCATION RESUEST ACKNOWLEDGE M M | TS 25413
RELOCATION PREPARATION FAILURE
RELOCATION FAILURE
RELOCATION CANCEL
SECURITY MODE REJECT
LOCATION REPORT
ERROR INDICATION
Source ID RELOCATION REQUIRED M M TS 25.413
Target ID RELOCATION REQUIRED M M TS 25.413
Paging Cause PAGING M M TS 25.413
COMMON ID
Permanent NAS UE Identity PAGING M M TS 25.413
RELOCATION REQUEST
Area Identity LOCATION REPORT M M TS 25.413
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Last Known Service Area LOCATION REPORT M M TS 25.413
INITIAL UE MESSAGE
RAC DIRECT TRANSFER M M TS 25413
INITIAL UE MESSAGE
SAl DIRECT TRANSFER M M TS 25.413
Global RNC-ID ERROR INDICATION M M TS 25.413
DETACH NOTIFICATION
CS PAGING INDICATON
RELOCATION CANCEL Request
IMSI IDENTIFICATION RESPONSE M M TS 29.274
CONTEXT RESPONSE
CONTEXT REQUEST
FORWARD RELOCATION REQUEST
TMSI CS PAGING INDICATON M M TS 29.274
CONTEXT REQUEST
GUTI IDENTIFICATION Request M M TS 29.274
IDENTIFICATION Request
RAI CONTEXT REQUEST M M 529,278
IDENTIFICATION Request
P-TMSI CONTEXT REQUEST M M TS 29.274
L FORWARD RELOCATION COMPLETE NOTIFICATION
Indication FORWARD RELOCATION REQUEST M M TS 29.274
GTPv2C FORWARD RELOCATION RESPONSE
= BSSGP Cause FORWARD RELOCATION REQUEST M M TS 29.274
FORWARD RELOCATION RESPONSE
RANAP Cause FORWARD RELOCATION REQUEST M M TS 29.274
eNodeB Cause FORWARD RELOCATION RESPONSE M M TS 29.274
RAT Type CONTEXT REQUEST M M TS 29.274
Target Identification FORWARD RELOCATION REQUEST M M TS 29.274
RELOCATION CANCEL RESPONSE
FORWARD SRNS CONTEXt ACKNOWLEDGE
IDENTIFICATION RESPONSE
CONTEXt ACKNOWLEDGE
Cause CONTEXT RESPONSE M M TS 29.274
FORWARD RELOCATION COMPLETE ACKNOWLEDGE
FORWARD RELOCATION RESPONSE
DETACH NOTIFICATION
DETACH aCKNOWLEDGE
RAN Cause FORWARD RELOCATION REQUES M M TS 29.274
Selected PLMN ID FORWARD RELOCATION REQUEST M M TS 29.274
Traffic Aggregate Description (TAD) Bearer Resource Command M M TS 25.413
Bearer Resource Command
Linked Bearer Identity (LBI) Create Bearer Request M M TS 25.413
S4 GTPV2C Delete Bearer Response
Bearer Resource Failure Indication
Linked EPS Bearer ID Delete Session Request M M TS 25.413
Delete Bearer Request
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Cause

Bearer Resource Failure Indication

Create Session Response

Create Bearer Response

Modify Bearer Response

Delete Session Response

Delete Bearer Response

Downlink Data Notification Acknowledgement
Downlink Data Notification Failure Indication
Update Bearer Response

Create Indirect Data Forwarding Tunnel Response
Update Bearer Complete

TS 25.413

Bearer Contexts to be modified

Modify Bearer Request

TS 25.413

Bearer Contexts to be removed

Modify Bearer Request

TS 25.413

IMSI

Create Session Request
Update Bearer Request

TS 25.413

MSISDN

Create Session Request
Modify Bearer Response

TS 25.413

Serving Network

Create Session Request

TS 25.413

Access Point Name (APN)

Create Session Request

TS 25.413

PDN Type

Create Session Request

I £ | £ IR

Il £ | £ IR

TS 25.413

Bearer Contexts

Create Session Request

Create Bearer Request

Create Bearer Response

Delete Bearer Request

Delete Bearer Response

Update Bearer Request

Update Bearer Response

Create Indirect Data Forwarding Tunnel Request
Create Indirect Data Forwarding Tunnel Response
Update Bearer Complete

TS 25.413

RAT Type

Create Session Request
Modify Bearer Request

TS 25.413

Bearer Contexts created

Create Session Response

TS 25.413

Bearer Contexts marked for removal

Create Session Response

TS 25.413

Bearer Contexts modified

Modify Bearer Response

TS 25.413

Bearer Contexts marked for removal

Modify Bearer Response

IR £

EHEE RS

TS 25.413

S6d

Diameter

User Name

NOTIFY REQUEST

AUTHENTICATION INFORMATION REQUEST
DELETE SUBSCRIBER DATA REQUEST
INSERT SUBSCRIBER DATA REQUEST
PURGE UE REQUEST

CANCEL LOCATION REQUEST

UPDATE LOCATION REQUEST

TS 29.272

Terminal Infomration

NOTIFY REQUEST
UPDATE LOCATION REQUEST

TS 29.272

Result

NOTIFY ANSWER

AUTHENTICATION INFORMATION ANSWER
DELETE SUBSCRIBER DATA ANSWER
INSERT SUBSCRIBER DATA ANSWER
PURGE UE ANSWER

CANCEL LOCATION ANSWER

UPDATE LOCATION ANSWER

TS 29.272
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RAT Type UPDATE LOCATION REQUEST M M TS 29.272
APN NOTIFY REQUEST M M TS 29.272
- AUTHENTICATION INFORMATION REQUEST
Visited PLMN Id UPDATE LOCATION REQUEST M M TS 29.272
Terminal Information ME Identity Check Request M M TS 29.272
Result ME Identity Check Answer M M TS 20.272
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4.5 GGSN Trace Record Content

The following table describes the trace record content for minimum and medium trace depth for GGSN.

The record content is same for management based activation and for signalling based activation.
For GGSN, the Minimum level of detail shall be supported.
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Interface name

Prot. Name

IE name

MESSAGE NAME(S)

Trace depth

Min

Med

Notes

GTP

IMSI

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
PDU NOTIFICATION REQUEST

SEND ROUTEING INFORMATION FOR GPRS REQUEST
SEND ROUTEING INFORMATION FOR GPRS RESPONSE

FAILURE REPORT REQUEST

NOTE MS PRESENT REQUEST
MBMS NOTIFICATION REQUEST
CREATE MBMS CONTEXT REQUEST
UPDATE MBMS CONTEXT REQUEST
DELETE MBMS CONTEXT REQUEST

TS 29.060

RAI

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
CREATE MBMS CONTEXT REQUEST
UPDATE MBMS CONTEXT REQUEST

TS 29.060

End User Address

CREATE PDP CONTEXT REQUEST
CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT REQUEST
PDU NOTIFICATION REQUEST

PDU NOTIFICATION REJECT REQUEST
MBMS NOTIFICATION REQUEST

MBMS NOTIFICATION REJECT REQUEST
CREATE MBMS CONTEXT REQUEST
DELETE MBMS CONTEXT REQUEST
MBMS REGISTRATION REQUEST
MBMS DE-REGISTRATION REQUEST
MBMS SESSION START REQUEST
MBMS SESSION STOP REQUEST

TS 29.060

Access Point Name

CREATE PDP CONTEXT REQUEST
PDU NOTIFICATION REQUEST

PDU NOTIFICATION REJECT REQUEST
MBMS NOTIFICATION REQUEST

MBMS NOTIFICATION REJECT REQUEST
CREATE MBMS CONTEXT REQUEST
DELETE MBMS CONTEXT REQUEST
MBMS REGISTRATION REQUEST
MBMS DE-REGISTRATION REQUEST
MBMS SESSION START REQUEST
MBMS SESSION STOP REQUEST

TS 29.060

SGSN Address for signalling

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
CREATE MBMS CONTEXT REQUEST
UPDATE MBMS CONTEXT REQUEST

TS 29.060

SGSN Address for user traffic

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST
MBMS SESSION START RESPONSE

TS 29.060

MSISDN

CREATE PDP CONTEXT REQUEST
CREATE MBMS CONTEXT REQUEST

TS 29.060
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Quiality of Service Profile

CREATE PDP CONTEXT REQUEST
CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT RESPONSE
MBMS SESSION START REQUEST

TS 29.060

RAT Type

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST

TS 29.060

IMEI(SV)

CREATE PDP CONTEXT REQUEST

<

<

TS 29.060

User Location Information

CREATE PDP CONTEXT REQUEST
UPDATE PDP CONTEXT REQUEST

TS 29.060

Cause

CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT RESPONSE
DELETE PDP CONTEXT RESPONSE

PDU NOTIFICATION RESPONSE

PDU NOTIFICATION REJECT REQUEST
PDU NOTIFICATION REJECT RESPONSE
SEND ROUTEING INFORMATION FOR GPRS RESPONSE
FAILURE REPORT RESPONSE

NOTE MS GPRS PRESENT RESPONSE
MBMS NOTIFICATION RESPONSE

MBMS NOTIFICATION REJECT REQUEST
MBMS NOTIFICATION REJECT RESPONSE
CREATE MBMS CONTEXT RESPONSE
UPDATE MBMS CONTEXT RESPONSE
DELETE MBMS CONTEXT RESPONSE
MBMS REGISTRATION RESPONSE

MBMS DE-REGISTRATION RESPONSE
MBMS SESSION START RESPONSE
MBMS SESSION STOP RESPONSE

TS 29.060

GGSN Address for Control Plane

CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT RESPONSE
PDU NOTIFICATION REQUEST

MBMS NOTIFICATION REQUEST
CREATE MBMS CONTEXT RESPONSE
UPDATE MBMS CONTEXT RESPONSE

TS 29.060

GGSN Address for user traffic

CREATE PDP CONTEXT RESPONSE
UPDATE PDP CONTEXT RESPONSE

TS 29.060

MAP Cause

SEND ROUTEING INFORMATION FOR GPRS RESPONSE
FAILURE REPORT RESPONSE

TS 29.060

GSN Address

SEND ROUTEING INFORMATION FOR GPRS RESPONSE
NOTE MS PRESENT REQUEST

TS 29.060

Gmb

Diameter Gmb

IMSI

MBMS AUTHORIZATION REQUEST (AAR)
MBMS AUTHORIZATION RESPONSE (AAA)

TS 29.061

RAI

MBMS AUTHORIZATION REQUEST (AAR)

TS 29.061

Access Point Name

MBMS AUTHORIZATION REQUEST (AAR)

TS 29.061

MSISDN

MBMS AUTHORIZATION REQUEST (AAR)

TS 29.061

IMEI(SV)

MBMS AUTHORIZATION REQUEST (AAR)

TS 29.061

IP Multicast Address

MBMS AUTHORIZATION REQUEST (AAR)

TS 29.061

TMGI

MBMS AUTHORIZATION RESPONSE (AAA)

HEENEHEHEEYEYEEEES

HEENENEHEEYEYEEEES

TS 29.061
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Result-Code

MBMS AUTHORIZATION RESPONSE (AAA)

MBMS USER DEACTIVATION RESPONSE (STA)

MBMS SESSION START-STOP INDICATION RESPONSE (RAA)
MBMS SERVICE TERMINATION ANSWER (ASR)

TS 29.061

Experimental-Result

MBMS AUTHORIZATION RESPONSE (AAA)
MBMS SESSION START-STOP INDICATION RESPONSE (RAA)

TS 29.061

Error-Reporting-Host

MBMS AUTHORIZATION RESPONSE (AAA)

MBMS USER DEACTIVATION RESPONSE (STA)

MBMS SESSION START-STOP INDICATION RESPONSE (RAA)
MBMS SERVICE TERMINATION ANSWER (ASR)

TS 29.061

ETSI



3GPP TS 32.423 version 17.13.0 Release 17

4.6

For RNC, the Maximum level of detail shall be supported.

33 ETSI TS 132 423 V17.13.0 (2025-07)

UTRAN Trace Record Content

Table 4.6.1 : UTRAN Trace Record Content

Level of details

Interface (specific messages) Format Min | Med

Max

Description

Message name

Record extensions

RRC (without rrc dedicated Decoded

rnclD of traced RNC

measurements)

Dedicated IE extracted from RRC messages between the traced RNC and the UE. A subset of IEs as given in the table
4.6.2. is provided.

ASN.1

Raw Uu Messages: RRC messages between the traced RNC and the UE. The encoded content of the message is provided

Message name

Record extensions

lub (without nbap dedicated Decoded

X |O|0|Z| X |X|O|O

rncID of traced RNC
cld

< | £ |0|IZ|X| £ |0
| £ |0|IZ|X| £ |0

measurements)

x

rbld + Dedicated IE extracted from NBAP messages send/received inside traced UEs communication context. A subset of
IEs as given in the table 4.6.2.is provided

ASN.1

Raw lub Messages: NBAP messages between the traced RNC and the NodeB or cell. The encoded content of the
message is provided

Message name

Oo|0o| £

Record extensions

< |0 X
< |0 X

Decoded

X

rncID of traced RNC
CoreNetworkID
CN Domain Indicator

<
<

x

rabld + Dedicated IE extracted from RANAP messages between the traced RNC and Core Network. A subset of IEs as
given in the table 4.6.2. is provided.

ASN.1

Raw lu Messages RANAP: messages between the traced RNC and Core Network The encoded content of the message is
provided

Message name

Record extensions

Decoded

X [O|0] £

rncID of traced RNC
rnclD of neighbouring RNC

lur

< | 2|0 X
< | 2|0 X

x

rlid + Dedicated IE extracted from RNSAP messages between the traced RNC and the neighbouring RNC. A subset of IEs
as given in the table 4.6.2.is provided

ASN.1

Raw lur Messages: RNSAP messages between the traced RNC and the neighbouring RNC. The encoded content of the
message is provided

nbap (only dedicated Decoded

lub IEs from NBAP measurement reports messages

measurements) ASN.1

NBAP measurement reports messages

Decoded

Uu IEs from RRC measurement reports messages

X[X|X|X]| X
X|ZIX|Z| X

rrc (only dedicated measurements) ASN.L

ZIXIZEX| Z

RRC measurement reports messages

Definitions:

- rnclD of traced RNC: The id of the RNC traced, e.g. the RNC which handles the connection of the traced MS, during the Trace Recording Session.

- rncl D of neighbouring RNC: Theids of all Neighbouring RNC involved in the lur procedures during the Trace Recording Session.
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-cld: Thecldsof al cellsinvolved in the lub and lur procedures during the Trace Recording Session. The cld is provided with each NBAP and RNSAP messages
for which the cld isrelevant.

-rabld:  Specific recorded |E that contains the RAB identifier.

- rlld: Specific recorded |E that contains the Radio Link identifier

- rbld: Specific recorded | E that contains the Radio Bearer identifier

- Message name: Name of the protocol message

- Record extensions: A set of manufacturer specific extensions to the record

- Decoded: Some |Es shall be decoded (cf. detailed list in table 4.6.2. depending on trace depth)

- ASN.1: Messagesin encoded format

ETSI
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Table 4.6.2 : trace record description for minimum and medium trace depth
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Interface name

Prot.
name

IE name

Message name(s)

Trace depth

Min Med

Notes

Uu

RRC

RAB info type

RADIO BEARER SETUP

HO TO UTRAN COMMAND

RADIO BEARER RELEASE

RADIO BEARER RECONFIGURATION

TS 25.331

RB info type

RADIO BEARER RECONFIGURATION
RADIO BEARER RELEASE

RADIO BEARER SETUP

HO TO UTRAN COMMAND

TS 25.331

URA identity

RADIO BEARER SETUP

RADIO BEARER RELEASE

URA UPDATE CONFIRM

RADIO BEARER RECONFIGURATION

TS 25.331

CN domain

SIGNALLING CONNECTION RELEASE
INITIAL DIRECT TRANSFER

DL DIRECT TRANSFER

UL DIRECT TRANSFER

TS 25.331

Logical channel priority

RADIO BEARER SETUP

TS 25.331

RRC state indicator

RADIO BEARER SETUP

PHYSICAL CHANNEL RECONFIGURATION
TRANSPORT CHANNEL RECONFIGURATION
RADIO BEARER RECONFIGURATION

CELL UPDATE CONFIRM

URA UPDATE CONFIRM

TS 25.331

Primary CPICH scrambling code of added cell

ACTIVE SET UPDATE

TS 25.331

Primary CPICH scrambling code of removed cell

ACTIVE SET UPDATE

TS 25.331

Target cell identity

CELL CHANGE ORDER

TS 25.331

Cell synchronisation information

RRC/MEASUREMENT REPORT
for measurement = intra frequency

TS 25.331

Cell parameters Id

RRC/MEASUREMENT REPORT
for measurement = intra frequency

TS 25.331

Timeslot list

RRC/MEASUREMENT REPORT
for measurement = intra frequency

TS 25.331

CPICH Ec/No

RRC/MEASUREMENT REPORT
for measurement = intra frequency

TS 25.331

CPICH RSCP

RRC/MEASUREMENT REPORT
for measurement = intra frequency

TS 25.331

PCCPCH RSCP

RRC/MEASUREMENT REPORT
for measurement = intra frequency

TS 25.331

ETSI



3GPP TS 32.423 version 17.13.0 Release 17

37

ETSI TS 132 423 V17.13.0 (2025-07)

Pathloss RRC/MEASUREIVlE_NT REPORT TS 25.331
for measurement = intra frequency

UARFCN uplink (NU) RRC/MEASUREMENT REPORT TS 25.331
for measurement = inter frequency

UARFCN downlink (Nd) RRC/MEASUREMENT REPORT TS 25.331
for measurement = inter frequency

UARFCN (N1) RRC/MEASUREI\/lENT REPORT TS 25.331
for measurement = inter frequency

Cell synchronisation information RRC/MEASURENlE.NT REPORT TS 25.331
for measurement = inter frequency

CPICH Ec/No RRC/MEASUREMENT REPORT TS 25.331
for measurement = inter frequency

CPICH RSCP RRC/MEASUREIVlE_NT REPORT TS 25.331
for measurement = inter frequency

PCCPCH RSCP RRC/MEASUREMENT REPORT TS 25.331
for measurement = inter frequency

Pathloss RRC/MEASUREIVlE_NT REPORT TS 25.331
for measurement = inter frequency

Cell parameters Id RRC/MEASURE'\{E.NT REPORT TS 25.331
for measurement = inter frequency

Timeslot list RRC/MEASURE'\{E.NT sl TS 25.331
for measurement = inter frequency

BCCH ARFCN RRC/MEASUREI\/lENT REPORT TS 25.331
for measurement = inter RAT

GSM Carrier RSSI RRC/MEASUREMENT REPORT TS 25.331
for measurement = inter RAT

RLC buffer Payload RRC/MEASUREMENT REPORT TS 25.331
for measurement = traffic volume

Average RLC buffer payload RRC/MEASURE'\{ENT .REPORT TS 25.331
for measurement = traffic volume

Variance of RLC buffer payload RRC/MEASURENLENT .REPORT TS 25.331
for measurement = traffic volume

Logged Connection Establishment Failure Report | UE INFORMATION RESPONSE TS 25.331
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lub

NBAP

RL identity

RADIO LINK SETUP REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST
RADIO LINK RECONFIGURATION READY
RADIO LINK RECONFIGURATION FAILURE
RADIO LINK RECONFIGURATION RESPONSE
RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION REQUEST
RADIO LINK SETUP RESPONSE

RADIO LINK SETUP FAILURE

RADIO LINK ADDITION RESPONSE

RADIO LINK ADDITION FAILURE

RADIO LINK DELETION REQUEST

TS 25.433

RL info type

RADIO LINK SETUP FAILURE
RADIO LINK ADDITION FAILURE
RADIO LINK RECONFIGURATION FAILURE

TS 25.433

C-ID

RADIO LINK SETUP REQUEST
RADIO LINK ADDITION REQUEST

TS 25.433

UL Scrambling Code

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.433

UL Timeslot information

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.433

UL SIR target

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.433

Minimum UL channelization length

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.433

Initial DL transmission Power

RADIO LINK SETUP REQUEST
RADIO LINK ADDITION REQUEST

TS 25.433

Maximum DL transmission Power

RADIO LINK SETUP REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION REQUEST

TS 25.433

Minimum DL transmission Power

RADIO LINK SETUP REQUEST

RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.433

DL scrambling code

RADIO LINK SETUP REQUEST

RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.433

DL Code information

RADIO LINK SETUP REQUEST

RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.433
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DL Timeslot information

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS25.433

Puncture limit

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.433

UL Time Slot ISCP Info

RADIO LINK SETUP RESPONSE
RADIO LINK ADDITION RESPONSE

TS 25.433

Received total wide band power

RADIO LINK SETUP RESPONSE
RADIO LINK SETUP FAILURE
RADIO LINK ADDITION RESPONSE
RADIO LINK ADDITION FAILURE

TS 25.433

RANAP

RAB identity

All messages where it is present

TS 25.413

RAB info type

RAB ASSIGNMENT REQUEST
RELOCATION REQUEST

RAB MODIFY REQUEST

RAB ASSIGNMENT RESPONSE

TS 25.413

RAB parameters

RAB ASSIGNMENT REQUEST
RELOCATION REQUEST

<

<

TS 25.413

Assigned RAB parameters values

RAB ASSIGNMENT RESPONSE

TS 25.413

Requested RAB parameters values

RAB MODIFY REQUEST

TS 25.413

Source ID

RELOCATION REQUIRED

TS 25.413

Target ID

RELOCATION REQUIRED

TS 25.413

LAI

DIRECT TRANSFER

TS 25.413

RAC

DIRECT TRANSFER

TS 25.413

SAl

DIRECT TRANSFER

gl Il Il I - I I

=l Il B I -l - <

TS 25.413

lur

RNSAP

RL id identity

RADIO LINK SETUP REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST
RADIO LINK RECONFIGURATION READY
RADIO LINK RECONFIGURATION FAILURE
RADIO LINK RECONFIGURATION RESPONSE
RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION REQUEST
RADIO LINK SETUP RESPONSE

RADIO LINK SETUP FAILURE

RADIO LINK ADDITION RESPONSE

RADIO LINK ADDITION FAILURE

RADIO LINK DELETION REQUEST

TS 25.423

C-ID

RADIO LINK SETUP REQUEST
RADIO LINK ADDITION REQUEST

TS 25.423
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RL info type

RADIO LINK SETUP FAILURE

RADIO LINK ADDITION FAILURE

RADIO LINK SETUP FAILURE

RADIO LINK RECONFIGURATION FAILURE

TS 25.423

UL Scrambling Code

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.423

UL Timeslot information

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS25.423

UL SIR target

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.423

Minimum UL channelization length

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.423

Initial DL transmission Power

RADIO LINK SETUP REQUEST
RADIO LINK ADDITION REQUEST

TS 25.423

Maximum DL transmission Power

RADIO LINK SETUP REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION REQUEST

TS 25.423

Minimum DL transmission Power

RADIO LINK SETUP REQUEST

RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.423

DL scrambling code

RADIO LINK SETUP REQUEST

RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.423

DL channelization code

RADIO LINK SETUP REQUEST

RADIO LINK ADDITION REQUEST

RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.423

DL Timeslot information

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE
RADIO LINK RECONFIGURATION REQUEST

TS 25.423

Puncture limit

RADIO LINK SETUP REQUEST
RADIO LINK RECONFIGURATION PREPARE

TS 25.423

UL Time Slot ISCP Info

RADIO LINK SETUP RESPONSE
RADIO LINK ADDITION RESPONSE

TS 25.423

Received total wide band power

RADIO LINK SETUP RESPONSE
RADIO LINK SETUP FAILURE
RADIO LINK ADDITION RESPONSE
RADIO LINK ADDITION FAILURE

TS 25.423
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Constraints:
The following optional I1E names shall be supported for corresponding modes as described below:
For FDD mode:
- Primary CPICH scrambling code of added cell
- Primary CPICH scrambling code of removed cell
- CPICH Ec/No
- CPICH RSCP
- UL Scrambling Code
- Minimum UL channelization length
- UARFCN downlink (Nd)
- UARFCN uplink (Nu)
- DL Scrambling Code
- DL Code information
- DL channelization code

- Received total wide band power

For TDD mode::
- PCCPCH RSCP
- Cell parameters Id
- UARFCN (Nt)
- Timedot list
- UL Timedlot information
- DL Timedot information

- UL Time Slot ISCP Info.
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4.7 Void

4.8 Void
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4.9 HSS Trace Record Content

The following table contains the Trace record description for the minimum and medium trace depth for MAP and Diameter protocoal for the C, D, Gr, Gc,Cx, Sh, S6a, N70, N71
and NU1 interfacesin the HSS.
The trace record is the same for management based activation and for signalling based activation.
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Interface name Prot. IE name Message name(s) Trace depth Notes
name Min | Med
MAP_UPDATE_LOCATION
MAP_CANCEL_LOCATION
MAP_PURGE_MS
IMSI MAP-INSERT-SUBSCRIBER-DATA M M TS 29.002
MAP_RESTORE_DATA
MAP-SEND-IMSI
MAP-READY-FOR-SM
MSC Address MAP_UPDATE_LOCATION M M TS 29.002
MAP_UPDATE_LOCATION
VLR number MAP_PURGE MS M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
SGSN number MAP_PURGE_MS M M TS 29.002
MAP-INSERT-SUBSCRIBER-DATA
MSISDN MAP-SEND-IMSI M M TS 29.002
D MAP MS Not Reachable Flag MAP_RESTORE_DATA M M TS 29.002
MAP_REGISTER_SS
MAP_ERASE_SS
MAP_ACTIVATE_SS
MAP_DEACTIVATE_SS
SS-Code MAP_INTERROGATE._SS M M TS 29.002
MAP_REGISTER_PASSWORD
MAP_REGISTER_CC_ENTRY
MAP_ERASE_CC_ENTRY
Forwarded-to number with subaddress | MAP_REGISTER_SS M M TS 29.002
Alert Reason MAP-READY-FOR-SM M M TS 29.002
MAP_REGISTER_SS
MAP_ERASE_SS
Basic service MAP_ACTIVATE_SS M M TS 29.002
MAP_DEACTIVATE_SS
MAP_INTERROGATE_SS
Service Centre Address MAP-SEND-ROUTING-INFO-FOR-SM M M TS 29.002
Network Node Number MAP-SEND-ROUTING-INFO-FOR-SM M M TS 29.002
GPRS Node Indicator MAP-SEND-ROUTING-INFO-FOR-SM M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
MAP-SEND-ROUTING-INFO-FOR-SM
C MAP MSISDN Send Routeing Info ack M M TS 29.002
. . TS 29.002
Number of forwarding Send Routeing Info M M TS 23.018
. TS 29.002
IMSI Send Routeing Info ack M M TS 23.018
. . TS 29.002
Roaming number Send Routeing Info ack M M TS 23.018
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. TS 29.002
Forwarded-to number Send Routeing Info ack M M TS 23.018
. . TS 29.002
Forwarding reason Send Routeing Info ack M M TS 23.018
Additional Number MAP-SEND-ROUTING-INFO-FOR-SM M M TS 29.002
SGSN address MAP_ UPDATE GPRS LOCATION M M TS 29.002
MAP_CANCEL_LOCATION
MAP_PURGE_MS
IMSI MAP_UPDATE_GPRS_LOCATION M M TS 29.002
MAP-INSERT-SUBSCRIBER-DATA
Gr MAP MAP-READY-FOR-SM
MAP_UPDATE_GPRS_LOCATION
SGSN number MAP_PURGE MS M M TS 29.002
Alert Reason MAP-READY-FOR-SM M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
MAP_SEND_ROUTING_INFO_FOR_GPRS
IMSI MAP_FAILURE_REPORT M M TS 29.002
MAP NOTE MS PRESENT FOR GPRS
MAP_SEND_ ROUTING_INFO_FOR_GPRS
SGSN address MAP_NOTE_MS_PRESENT_FOR_GPRS M M | TS 29.002
Gc MAP MAP_SEND_ROUTING_INFO_FOR_GPRS
GGSN address MAP_FAILURE_REPORT M M TS 29.002
MAP_ NOTE_MS _PRESENT FOR GPRS
Mobile Not Reachable Reason MAP_SEND ROUTING INFO FOR GPRS M M TS 29.002
User error Every message where it appears M M TS 29.002
Provider error Every message where it appears M M TS 29.002
USER-AUTHORIZATION-REQUEST M M TS 29.228
Public User Identity MULTIMEDIA-AUTH-REQUEST
LOCATION INFO REQUEST
USER-AUTHORIZATION-REQUEST M M TS 29.228
Private User Identity MULTIMEDIA-AUTH-REQUEST
REGISTRATION-TERMINATION-REQUEST
PUSH-PROFILE-REQUEST
Visited Network Identifier USER-AUTHORIZATION-REQUEST M M TS 29.228
) S-CSCE Name SERVER-ASSIGNMENT-REQUEST M M TS 29.228
Cx Diameter MULTIMEDIA-AUTH-REQUEST
Server Assignment Type SERVER-ASSIGNMENT-REQUEST M M TS 29.228
User Data Already Available SERVER-ASSIGNMENT-REQUEST M M T529.228
Reason for de-registration REGISTRATION-TERMINATION-REQUEST M M T529.228
Routing Information REGISTRATION-TERMINATION-REQUEST M M TS 29.228
PUSH-PROFILE-REQUEST
Number Authentication Items MULTIMEDIA-AUTH-REQUEST M M TS 29.228
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Authentication Data

MULTIMEDIA-AUTH-REQUEST

TS 29.228

Authentication Scheme

MULTIMEDIA-AUTH-REQUEST

TS 29.228

Registration result

SERVER-ASSIGNMENT-ANSWER

TS 29.228

Result

USER-AUTHORIZATION-ANSWER
REGISTRATION-TERMINATION-ANSWER
LOCATION INFO ANSWER
PUSH-PROFILE-ANSWER
MULTIMEDIA-AUTH-ANSWER

< £ £ £

< £ £ £

TS 29.228

Sh

Diameter

User Identity

USER-DATA-REQUEST
PROFILE-UPDATE-REQUEST
SUBSCRIBE-NOTIFICATIONS-REQUEST
PUSH-NOTIFICATION-REQUEST

TS 29.328

Requested data

USER-DATA-REQUEST
PROFILE-UPDATE-REQUEST
SUBSCRIBE-NOTIFICATIONS-REQUEST

TS 29.328

Application Server Identity

USER-DATA-REQUEST
PROFILE-UPDATE-REQUEST
SUBSCRIBE-NOTIFICATIONS-REQUEST

TS 29.328

Data

PROFILE-UPDATE-REQUEST
PUSH-NOTIFICATION-REQUEST

TS 29.328

Subscription request type

SUBSCRIBE-NOTIFICATIONS-REQUEST

TS 29.328

Result

USER-DATA-ANSWER
PROFILE-UPDATE-ANSWER
SUBSCRIBE-NOTIFICATIONS-ANSWER
PUSH-NOTIFICATION-ANSWER

TS 29.328

S6a

Diameter

User Name

NOTIFY REQUEST

AUTHENTICATION INFORMATION REQUEST
DELETE SUBSCRIBER DATA REQUEST
INSERT SUBSCRIBER DATA REQUEST
PURGE UE REQUEST

CANCEL LOCATION REQUEST

UPDATE LOCATION REQUEST

TS 29.272

Terminal Infomration

NOTIFY REQUEST
UPDATE LOCATION REQUEST

TS 29.272

Result

NOTIFY ANSWER

AUTHENTICATION INFORMATION ANSWER
DELETE SUBSCRIBER DATA ANSWER
INSERT SUBSCRIBER DATA ANSWER
PURGE UE ANSWER

CANCEL LOCATION ANSWER

UPDATE LOCATION ANSWER

TS 29.272

RAT Type

UPDATE LOCATION REQUEST

TS 29.272

APN

NOTIFY REQUEST
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- AUTHENTICATION INFORMATION REQUEST M M TS 29.272
Visited PLMN Id UPDATE LOCATION REQUEST 0
Message Name Nhss_?msUECon_textManagement _ o M M TS 29.562
Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
URI of the request Nhss_?msUECon_textManagement _ o M M TS 29.562
Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
Status code of the response Nhss_@msUECon_textManagement _ o M M TS 29.562
Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
Nhss_imsUEContextManagement M M TS 29.562
N70 Nnss ID of the connected NF Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
ID of the traced NF Nhss_?msUECon_textManagement _ o M M TS 29.562
Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
Record extensions Nhss_@msUECon_textManagement _ o (0] (0] TS 29.562
Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
IE extracted from the NU1 messages Nhss_@msUECon_textManagement _ o (0] (0] TS 29.562
Nhss_imsSubscriberDataManagement Nhss_imsUEAuthentication
Message Name Nhss_imsSubscriberDataManagement M M TS 29.562
URI of the request Nhss_imsSubscriberDataManagement M M TS 29.562
Status code of the response Nhss_imsSubscriberDataManagement M M TS 29.562
N71 Nhss ID of the connected NF Nhss_imsSubscriberDataManagement M M TS 29.562
ID of the traced NF Nhss_imsSubscriberDataManagement M M TS 29.562
Record extensions Nhss_imsSubscriberDataManagement O O TS 29.562
IE extracted from the NU1 messages Nhss_imsSubscriberDataManagement O O TS 29.562
Nhss_UEAuthentication M M TS 29.563
Message Name Nhss_SubscriberDataManagement
Nhss_UEContextManagement
Nhss_EventExposure
Nhss_UEAuthentication M M TS 29.563
URI of the request Nhss_SubscriberDataManagement
Nhss_UEContextManagement
Nhss_EventExposure
Nhss_UEAuthentication M M TS 29.563
Nhss_SubscriberDataManagement
NU1 Nhss Status code of the response Nhss_UEContextManagement
Nhss_EventExposure
Nhss_UEAuthentication M M TS 29.563
Nhss_SubscriberDataManagement
ID of the connected NF Nhss_UEContextManagement
Nhss_EventExposure
Nhss_UEAuthentication M M TS 29.563

ID of the traced NF

Nhss_SubscriberDataManagement
Nhss_UEContextManagement
Nhss_EventExposure
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Nhss_UEAuthentication (0] (0] TS 29.563
Nhss_SubscriberDataManagement
Nhss_UEContextManagement
Nhss_EventExposure
Nhss_UEAuthentication O O TS 29.563
Nhss_SubscriberDataManagement
Nhss_UEContextManagement
Nhss_EventExposure

Record extensions

IE extracted from the NU1 messages

4.10 BM-SC Trace Record Content

The following table describes the trace record content for minimum and medium trace depth for BM-SC.
The record content is same for management based activation and for signalling based activation.

For BM-SC, the Minimum level of detail shall be supported.

Interface et IE name Message name(s) Trgce depth Notes
name name Min | Med
MBMS AUTHORIZATION REQUEST (AAR)
IMSI MBMS AUTHORIZATION RESPONSE (AAA) M M | TS29.061
RAI MBMS AUTHORIZATION REQUEST (AAR) M M | TS 29.061
Access Point Name | MBMS AUTHORIZATION REQUEST (AAR) M M | TS 29.061
MSISDN MBMS AUTHORIZATION REQUEST (AAR) M M | TS 29.061
IMEI(SV) MBMS AUTHORIZATION REQUEST (AAR) M M | TS 29.061
IP Multicast Address | MBMS AUTHORIZATION REQUEST (AAR) M M | TS 29.061
TMGI MBMS AUTHORIZATION RESPONSE (AAA) M M | TS 29.061
Gmb Diameter Gmb MBMS AUTHORIZATION RESPONSE (AAA)
Result-Code MBMS USER DEACTIVATION RESPONSE (STA) M M| TS 20061
MBMS SESSION START-STOP INDICATION RESPONSE (RAA) '
MBMS SERVICE TERMINATION ANSWER (ASR)
) MBMS AUTHORIZATION RESPONSE (AAA)
Experimental-Result | 5o SESSION START-STOP INDICATION RESPONSE (RAA) | M M | TS 29.061
MBMS AUTHORIZATION RESPONSE (AAA)
] - MBMS USER DEACTIVATION RESPONSE (STA)
Error-Reporting-HOst | ;a5 SESSION START-STOP INDICATION RESPONSE (RAA) | M M| TS 29.061
MBMS SERVICE TERMINATION ANSWER (ASR)
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4.11 PGW Trace Record Content

The following table shows the trace record content for PGW.

The trace record is the same for management based activation and for signalling based activation.

PGW shall support at |east one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.11.1 : PGW Trace Record Content

Interface (specific
messages)

Format

Level of details

Min

Med

Max

Description

S2a/S2b

Decoded

0o

Message name

0o

Record extensions

x

SGSNID of connected SGSN
PGW ID of the traced PGW

Dedicated IE extracted from S2a/S2b messages between the traced PGW and the SGSN. A subset of IEs as given in the table
4.11.2. is provided.

Encoded*

Raw Messages: S2a/S2b messages between the traced PGW and the SGSN. The encoded content of the message is provided.

S5/S8

Decoded

Message name

Record extensions

SGW ID of the connected SGW
PGW of the traced PGW

IE extracted from S5/S8 messages between the traced PGW and SGW. A subset of |Es as given in the table 4.11.2. is provided.

Encoded*

Raw S5/S8 Messages: messages between the traced PGW and SGW. The encoded content of the message is provided

S6b

Decoded

Message name

Record extensions

PGWID of the traced PGW

Dedicated IE extracted from S6b messages between the traced PGW and the AAA. A subset of IEs as given in the table 4.11.2.is
provided

Encoded*

Raw S6b messages between the traced PGW and the AAA. The encoded content of the message is provided

Gx

Decoded

Message name

Record extensions

X |O|0O|Z| X [X|O|O|Z|X| X |O|0O|Z| X

PCRF ID of the connected PCRF
PGW ID of the traced PGW

| Z|0IZIX| 2 IZI0IZ|XIZ| 2 |0IE|x| £ | £ |0

2| Z |0IZIX| £ IZI0IZ|XIZ| 2 |0IE|x| £ | £ |0

x

Dedicated IE extracted from Gx messages between the traced PGW and another PCRF. A subset of IEs as given in the table
4.11.2.is provided

Encoded*

X

X

M

Raw Gx messages between the traced PGW and another PCRF. The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.
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Table 4.11.2 : PGW trace record description for minimum and medium trace depth
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Prot Trace
Interface name . IE name Message name(s) depth Notes
name 5
Min | Med
S2a/S2b PMIP
IMSI Create Session Request M M TS
Update Bearer Request 29.274
Create Session Request TS
MSISDN . M M
SIS Modify Bearer Response 29.274
. Create Session Request TS
. M M
Serving Network Modify Bearer Request 29.274
Access Point Name (APN) Create Session Request M M 12-3 274
. TS
PDN Type Create Session Request M M 29 274
Create Session Request
S5/S8 GTPv2C Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Modify Bearer Command Ts
Bearer Contexts Modify Bearer Failure M M
7 29.274
Indication
Update Bearer Request
Update Bearer Response
Delete Bearer Command
Delete Bearer Failure
Indication
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Create Session Response
Create Bearer Response
Bearer Resource Failure
Indication

Modify Bearer Response

Delete Session Response TS
Cause Delete Bearer Response M M 29.274
Modify Bearer Failure
Indication
Update Bearer Response
Delete Bearer Failure
Indication
Bearer Contexts created Create Session Response M M 12-5 274
Bearer Contexts marked for Create Session Response M M TS
removal 29.274
APN Restriction Create Session Response M M ;95 274
Create Bearer Request TS
Linked Bearer Identity (LBI) Bearer Resource Command M M 29 274
Delete Bearer Response '
Traffic Aggregate Description TS
(TAD) Bearer Resource Command M M 29 274
Linked EPS Bearer ID Bearer Resource Failure
Indication M M TS
Delete Session Request 29.274
Delete Bearer Request
Create Session Request TS
RAT Type Modify Bearer Request M M 29.274
Bearer Contexts to be . TS
modified Modify Bearer Request M M 29,974
Bearer Contexts to be . TS
removed Modify Bearer Request M M 29 274
- TS
Bearer Contexts modified M M 29 274
Bearer Contexts marked for M M TS
removal 29.274
. i AAR TS
MIP Subscriber Profile AAA M M 29.973
TS
APN AAR M M 29973
. e TS
Séb Diameter | QoS capabilities AAR M I
TS
Result Code AAA M M 29.973
TS
QoS resources AAA M M 29273
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3GPP AAA Server Nam AAA M| m |TS
erver Name 29.273
S2c DSMIP
Bearer-ldentifier CCR M M TS
29.212
) TS
Bearer-Operation CCR M M 29.212
TS
IP-CAN-Type CCR M M 29212
TS
RAT-Type CCR M M 29212
CCR TS
QoS-Information CCA M M 29.212
RAR )
QoS-Negotiation CCR M M TS
9 29.212
) TS
Gx Diameter QoS-Upgrade CCR M M 29.912
CCR TS
Default-EPS-Bearer-QoS CCA M M 29.212
RAR )
CCR
CCA TS
Supported-Features RAR M M 29.912
RAA
CCR
) CCA TS
Event-Trigger RAR M M 29.212
TS
Result Code RAA M M 29912
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CCR
Origin-Realm ggg M M -ng.ZlZ
RAA
Destination-Realm ggs M M ;;212
SGi

4.12 MME Trace Record Content

The following table shows the trace record content for MME.

The trace record is the same for management based activation and for signalling based activation.

MME shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.12.1 : MME Trace Record Content
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Interface (specific Format Level of details Description
messages) Min | Med | Max
O Message name

O Record extensions

X eNBID of connected eNB

MME ID of the traced MME

Dedicated IE extracted from S1 messages between the traced eNB and the MME. A subset of IEs as given in the
table 4.12.2. is provided.

Raw Messages: S1 messages between the traced eNB and the MME. The encoded content of the message is
provided.

Hexdata dump of the decrypted NAS message formatted according to 3GPP TS 24.301, sections 8 and 9, recorded
as a separate message entry in the call trace file

Message name

Record extensions

SGSN ID of the connected SGSN

MME ID of the traced MME

IE extracted from S3 messages between the traced MME and SGSN. A subset of IEs as given in the table 4.12.2. is
provided.

Raw S3 Messages: messages between the traced MME and SGSN. The encoded content of the message is
provided

Message name

Record extensions

SGW ID of the connected SGW

MME ID of the traced MME

Dedicated IE extracted from S11 messages between the traced SGW and the MME. A subset of IEs as given in the
table 4.12.2.is provided

Raw S11 messages between the traced SGW and the MME. The encoded content of the message is provided
Message name

Record extensions

HSS ID of the connected HSS

MME ID of the traced MME

Dedicated IE extracted from S6a messages between the traced HSS and the MME. A subset of IEs as given in the
table 4.12.2.is provided

Raw S6a messages between the traced HSS and the MME. The encoded content of the message is provided
Message name

Record extensions

MME ID of the connected MME

MME ID of the traced MME

Dedicated IE extracted from S10 messages between the traced MME and another MME. A subset of IEs as given in
the table 4.12.2.is provided

Raw S10 messages between the traced MME and another MME. The encoded content of the message is provided
Message name

Record extensions

AMF ID of the connected AMF

MME ID of the traced MME

Dedicated IE extracted from N26 messages between the traced MME and AMF. A subset of IEs as given in the table
4.12.2.is provided

Encoded * X X M Raw N26 messages between the traced MME and another MME. The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

Decoded

S1

| £ |0
2| £ |0

x

ASN.1

3GPP TS 24.301, sections
8 and 9

X
X

S1 NAS PDU IE

X |00 £ | £

Decoded
S3

£ | £ |0 X
£ | £ |0 X

x

Encoded *

X |0|0| £

s11 Decoded

Encoded *

X |O|0|Z| X

S6a Decoded

Encoded *

X |O|0|Z| X

S10 Decoded

Encoded *

X |O|0|Z| X

N26 Decoded

S| ZI0EIX|ZE| Z20IZEX| Z| 20X 2| 2 |0 x
S| ZI0EIX|ZE| Z0IEX| Z| 20X 2| 2 |0 x

x
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Table 4.12.2 : MME trace record description for minimum and medium trace depth
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Interface name s IE name Message name(s) Trf”‘ce EEgiin Notes
name Min | Med
EPS attach type ATTACH REQUEST M M TS 24.301
ATTACH REQUEST
ATTACH ACCEPT
TRACKING AREA UPDATE REQUEST
GUTI TRACKING AREA UPDATE ACCEPT M M TS 24.301
DETACH REQUEST
GUTI REALLOCATION COMMAND
ATTACH REQUEST
IMSI DETACH REQUEST M M TS 24.301
ATTACH REQUEST
Old P-TMSI TRACKING AREA UPDATE REQUEST M M TS 24.301
M-TMSI M M TS 24.301
. . ATTACH REQUEST
Last visisted registered TAI TRACKING AREA UPDATE REQUEST M M TS 24.301
- ATTACH REQUEST
UE network capability TRACKING AREA UPDATE REQUEST M M TS 24.301
MS network capability ATTACH REQUEST M M TS 24.301
ATTACH REQUEST
ATTACH ACCEPT
LAl TRACKING AREA UPDATE REQUEST M M TS 24.301
TRACKING AREA UPDATE ACCEPT
EPS attach result ATTACH ACCEPT M M TS 24.301
ATTACH ACCEPT
S1 MM ATTACH REJECT
TRACKING AREA UPDATE ACCEPT
TRACKING AREA UPDATE REJECT
EMM cause DETACH REQUEST M M TS 24.301
AUTHENTICATION FAILURE
SERVICE REJECT
SECURITY MODE REJECT
EMM STATUS
TRACKING AREA UPDATE REQUEST
EPS bearer context status TRACKING AREA UPDATE ACCEPT M M TS 24.301
Detach type DETACH REQUEST M M TS 24.301
EPS update type TRACKING AREA UPDATE REQUEST M M TS 24.301
EPS update result TRACKING AREA UPDATE ACCEPT M M TS 24.301
Identity type IDENTITY REQUEST M M TS 24.301
Mobile identity IDENTITY RESPONSE M M TS 24.301
IMEISV request SECURITY MODE COMMAND M M TS 24.301
IMEISV SECURITY MODE COMPLETE M M TS 24.301
Selected NAS security algorithms SECURITY MODE COMMAND M M TS 24.301
UE security capability SECURITY MODE COMMAND M M TS 24.301
. . ATTACH ACCEPT
Equivalent PLMNs list TRACKING AREA UPDATE ACCEPT M M TS 24.301
ATTACH ACCEPT
TAI list TRACKING AREA UPDATE ACCEPT M M TS 24.301
GUTI REALLOCATION COMMAND
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EPS bearer identity

PDN CONNECTIVITY REQUEST

PDN CONNECTIVITY REJECT

PDN DISCONNECT REQUEST

PDN DISCONNECT REJECT

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT
ESM STATUS

DEACTIVATE EPS BEARER CONTEXT REQUEST
DEACTIVATE EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REJECT

BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE ALLOCATION REJECT

BEARER RESOURCE MODIFICATION REQUEST
BEARER RESOURCE MODIFICATION REJECT

TS 24.301

Linked EPS bearer identity

PDN DISCONNECT REQUEST

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE MODIFICATION REQUEST

TS 24.301

S1 SM

Procedure Transaction Identity

PDN CONNECTIVITY REQUEST

PDN CONNECTIVITY REJECT

PDN DISCONNECT REQUEST

PDN DISCONNECT REJECT

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT
ESM STATUS

DEACTIVATE EPS BEARER CONTEXT REQUEST
DEACTIVATE EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REQUEST

MODIFY EPS BEARER CONTEXT ACCEPT

MODIFY EPS BEARER CONTEXT REJECT

BEARER RESOURCE ALLOCATION REQUEST

BEARER RESOURCE ALLOCATION REJECT

BEARER RESOURCE MODIFICATION REQUEST
BEARER RESOURCE MODIFICATION REJECT

TS 24.301

Request type

PDN CONNECTIVITY REQUEST

TS 24.301

APN

PDN CONNECTIVITY REQUEST
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

TS 24.301

EPS QoS

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
MODIFY EPS BEARER CONTEXT REQUEST

TS 24.301

Negotiated QoS/New QoS

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
MODIFY EPS BEARER CONTEXT REQUEST

TS 24.301
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PDN address ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST M M | TS 24.301
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
APN-AMBR MODIFY EPS BEARER CONTEXT REQUEST M M | TS24.301
PDN CONNECTIVITY REJECT
PDN DISCONNECT REJECT
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT
ESM cause ESM STATUS M M | TS 24.301
DEACTIVATE EPS BEARER CONTEXT REQUEST
MODIFY EPS BEARER CONTEXT REJECT
BEARER RESOURCE ALLOCATION REJECT
BEARER RESOURCE MODIFICATION REQUEST
BEARER RESOURCE MODIFICATION REJECT
: ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
Traffic flow template MODIFY EPS BEARER CONTEXT REQUEST M M | TS 24301
: BEARER RESOURCE ALLOCATION REQUEST
Traffic flow aggregate BEARER RESOURCE MODIFICATION REQUEST M M | TS24.301
) . BEARER RESOURCE ALLOCATION REQUEST
Required traffic flow QoS BEARER RESOURCE MODIFICATION REQUEST M M | TS24.301
PDN type PDN CONNECTIVITY REQUEST M M | TS 24.301
DETACH NOTIFICATION
IMSI CS PAGING INDICATON M | M | TS29.274
S3 GTPv2-C | TMSI CS PAGING INDICATON M M | TS 29.274
DETACH NOTIFICATION
Cause DETACH ACKNOWLEDGE M M | TS29.274
RELOCATION CANCEL REQUEST
IDENTIFICATION RESPONSE
IMSI CONTEXT RESPONSE M M | TS29.274
CONTEXT REQUEST
FORWARD RELOCATION REQUEST
CONTEXT REQUEST
GUTI IDENTIFICATION REQUEST M M | TS29.274
IDENTIFICATION REQUEST
RAI CONTEXT REQUEST M M | TS29.274
IDENTIFICATION REQUEST
S3/S10 GTPv2-C | P-TMSI CONTEXT REQUEST M M | TS29.274
- FORWARD RELOCATION COMPLETE NOTIFICATION
Indication FORWARD RELOCATION REQUEST M M | TS29.274
FORWARD RELOCATION RESPONSE
BSSGP Cause FORWARD RELOCATION REQUEST M M | TS29.274
FORWARD RELOCATION RESPONSE
RANAP Cause FORWARD RELOCATION REQUEST M M | TS29.274
eNodeB Cause FORWARD RELOCATION RESPONSE M M | TS 29.274
RAT Type CONTEXT REQUEST M M | TS 29.274
Target Identification FORWARD RELOCATION REQUEST M M | TS 29.274
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Cause

RELOCATION CANCEL RESPONSE

FORWARD SRNS CONTEXT ACKNOWLEDGE
IDENTIFICATION RESPONSE

CONTEXT ACKNOWLEDGE

CONTEXT RESPONSE

FORWARD RELOCATION COMPLETE ACKNOWLEDGE
FORWARD RELOCATION RESPONSE

TS 29.274

RAN Cause

FORWARD RELOCATION REQUEST

TS 29.274

Selected PLMN ID

FORWARD RELOCATION REQUEST

TS 29.274

User Name

NOTIFY REQUEST

AUTHENTICATION INFORMATION REQUEST
DELETE SUBSCRIBER DATA REQUEST
INSERT SUBSCRIBER DATA REQUEST
PURGE UE REQUEST

CANCEL LOCATION REQUEST

UPDATE LOCATION REQUEST

TS 29.272

Terminal Infomration

NOTIFY REQUEST
UPDATE LOCATION REQUEST

TS 29.272

S6a Diameter

Result

NOTIFY ANSWER

AUTHENTICATION INFORMATION ANSWER
DELETE SUBSCRIBER DATA ANSWER
INSERT SUBSCRIBER DATA ANSWER
PURGE UE ANSWER

CANCEL LOCATION ANSWER

UPDATE LOCATION ANSWER

TS 29.272

RAT Type

UPDATE LOCATION REQUEST

TS 29.272

APN

NOTIFY REQUEST

Visited PLMN Id

AUTHENTICATION INFORMATION REQUEST
UPDATE LOCATION REQUEST

TS 29.272

IMSI

CREATE SESSION REQUEST
CHANGE NOTIFICATION REQUEST
CHANGE NOTIFICATION RESPONSE
SUSPEND NOTIFICATION

SUSPEND ACKNOWLEDGE
RESUME NOTIFICATION

RESUME ACKNOWLEDGE

TS 29.274

APN

CREATE SESSION REQUEST

TS 29.274

Indication Flags

MODIFY BEARER REQUEST
DELETE SESSION REQUEST

TS 29.274

S11 GTPv2-C

EPS Bearer ID

CREATE SESSION RESPONSE
CREATE BEARER RESPONSE

MODIFY BEARER REQUEST

MODIFY BEARER RESPONSE

DELETE BEARER REQUEST

DELETE BEARER RESPONSE

UPDATE USER PLANE RESPONSE
MODIFY BEARER COMMAND

MODIFY BEARER FAILURE INDICATION
UPDATE BEARER RESPONSE

DELETE BEARER FAILURE INDICATION
CREATE INDIRECT DATA FOPRWARDING TUNNEL RESPONSE
UPDATE BEARER COMPLETE

TS 29.274
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MME-CSID

CREATE SESSION REQUEST
CREATE BEARER RESPONSE
DELETE BEARER RESPONSE

TS 29.274

SGW-CSID

CREATE SESSION REQUEST
CREATE SESSION RESPONSE
CREATE BEARER REQUEST
CREATE BEARER RESPONSE
DELETE BEARER REQUEST
DELETE BEARER RESPONSE

TS 29.274

MSISDN

CREATE SESSION REQUEST
MODIFY BEARER RESPONSE

TS 29.274

Bearer Level QoS

CREATE SESSION REQUEST
CREATE BEARER REQUEST
MODIFY BEARER REQUEST
MODIFY BEARER RESPONSE
MODIFY BEARER COMMAND
UPDATE BEARER REQUEST

TS 29.274

RAT Type

CREATE SESSION REQUEST
MODIFY BEARER REQUEST
CHANGE NOTIFICATION REQUEST

TS 29.274

MEI

CREATE SESSION REQUEST
MODIFY BEARER REQUEST

TS 29.274

Cause

CREATE SESSION RESPONSE

CREATE BEARER RESPONSE

BEARER RESOURCE FAILURE INDICATION

MODIFY BEARER RESPONSE

DELETE SESSION RESPONSE

DELETE BEARER RESPONSE

DOWNLINK DATA NOTIFICATION ACKNOWLEDGEMENT
DOWNLINK DATA NOTIFICATION INDICATION

UPDATE USER PLANE RESPONSE

MODIFY BEARER FAILURE INDICATION

UPDATE BEARER RESPONSE

DELETE BEARER FAILURE INDICATION

CREATE INDIRECT DATA FOPRWARDING TUNNEL RESPONSE
UPDATE BEARER COMPLETE

CHANGE NOTIFICATION RESPONSE

CREATE FORWARDING TUNNEL RESPONSE

TS 29.274

PGW-CSID

CREATE BEARER REQUEST
DELETE BEARER REQUEST

TS 29.274

S1

S1AP

E-RAB ID

All messages where it is present

TS 36.413

E-RAB Level QoS Parameters

E-RAB SETUP REQUEST
E-RAB MODIFY REQUEST
INITIAL CONTEXT SETUP REQUEST

TS 36.413
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Cause

INITIAL CONTEXT SETUP FAILURE
UE CONTEXT RELEASE REQUEST
UE CONTEXT RELEASE COMMAND
UE CONTEXT MODIFICATION FAILURE
HANDOVER REQUIRED

HANDOVER PREPARATION FAILURE
HANDOVER REQUEST

HANDOVER FAILURE

HANDOVER CANCEL

PATH SWITCH REQUEST FAILURE
NAS NON DELIVERY INDICATION

TS 36.413

Handover Type

HANDOVER REQUIRED
HANDOVER COMMAND
HANDOVER REQUEST

TS 36.413

E-UTRAN CGl

HANDOVER NOTIFY
PATH SWITCH REQUEST
INITIAL UE MESSAGE
UPLINK NAS TRANSPORT

TS 36.413

TAI

HANDOVER NOTIFY
PATH SWITCH REQUEST
UPLINK NAS TRANSPORT
PAGING

<

<

TS 36.413

Target ID

HANDOVER REQUIRED

TS 36.413

CDMA2000 HO Status

DOWNLINK S1 CDMA2000 TUNNELING

TS 36.413

CDMA2000 RAT Type

DOWNLINK S1 CDMA2000 TUNNELING
UPLINK S1 CDMA2000 TUNNELING

TS 36.413

CDMA2000 Sector ID

UPLINK S1 CDMA2000 TUNNELING

TS 36.413

CDMA2000 HO Required Indication

UPLINK S1 CDMA2000 TUNNELING

TS 36.413

S13

Diameter

Terminal Information

ME Identity Check Request

TS 29.272

Result

ME Identity Check Answer

ZIZIEIE] £ I

HEESEHEYNEES

TS 29.272
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4.13 E-UTRAN Trace Record Content

For eNB, the Maximum level of detail shall be supported. The trace record is the same for management based activation and for signalling based activation.

Table 4.13.1 : E-UTRAN Trace Record Content

o Level of details L
Interface (specific messages) Format Min T Med | Max Description

Message name

Record extensions

Global eNBID of traced eNB

Dedicated IE extracted from RRC messages between the traced eNB and the UE. A subset of IEs as given in the table
4.13.2. is provided.

Raw Uu Messages: RRC messages between the traced eNB and the UE. The encoded content of the message is provided
Message name

Record extensions

Global eNBID of traced eNB

MME ID of the connected MME

E-Rabld + Dedicated IE extracted from S1AP messages between the traced eNB and Core Network. A subset of IEs as
given in the table 4.13.2. is provided.

Raw S1 Messages S1AP: messages between the traced eNB and Core Network The encoded content of the message is
provided

Message name

Record extensions

Global eNBID of traced eNB

Decoded Global eNBID of neighbouring eNB

X2 Global gNBID of connected gNB-CU-CP node over X2 (for NSA)

Dedicated IE extracted from X2AP messages between the traced eNB and the neighbouring eNB/connected gNB-CU-CP. A
subset of IEs as given in the table 4.13.2.is provided

Raw X2 Messages:X2AP messages between the traced eNB and the neighbouring eNB/connected gNB-CU-CP. The
encoded content of the message is provided

Uu IEs from RRC measurement reports messages

RRC measurement reports messages

RRC (without rrc dedicated Decoded
measurements)

ASN.1

X |O|0|Z| X |X|O|O

Decoded

S1

£ | £ |0IZ|X| £ [0
£ | £ |0IZ|X| £ |0

x

ASN.1

Oo|0o| £

£ [O|F] X
£ [O|F] X

x

<
<
X

ASN.1 X

RRC (only dedicated Decoded X
measurements) ASN.1 X

x

X|Z
x| £

Definitions:

Global eNBID of traced eNB: Theid of the eNB traced, e.g. the eNB which handles the connection of the traced MS, during the Trace Recording Session. Theid
corresponds to the “Global eNB ID”, as defined in [16] and [17].

Global eNBID of neighbouring eNB: Theids of al Neighbouring eNB involved in the X2 procedures during the Trace Recording Session. The id corresponds to the
“Global eNB ID”, as defined in [16] and [17].

Global gNBID of connected gNB-CU-CP node over X2 (for NSA):  Theids of all connected NSA nodes involved during the Trace Recording Session. Theid corresponds
to the “Global gNB ID”, as defined in [16] and [17].
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cell Id: The cell Ids of the cellsinvolved in the X2 procedures during the Trace Recording Session. The cell Idsis provided with each X2AP messages for which
thecld isrelevant.

E-RABId: Specific recorded |E that contains the E-RAB identifier.

Message name:  Name of the protocol message

Record extensions. A set of manufacturer specific extensions to the record

Decoded: Some | Es shall be decoded (cf. detailed list in table 4.6.2. depending on trace depth)
ASN.1: Messages in encoded format
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Table 4.13.2 : trace record description for minimum and medium trace depth
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Prot Trace depth
Interface name . IE name Message name(s) Notes
allc Min | Med
Cs fallback indicator MOBILITY FROM EUTRA COMMAND M M TS 36.331
CN domain PAGING (0] (0] TS 36.331
S-TMSI PAGING (0] (0] TS 36.331
ReestablishmentCause RRC CONNECTION REESTABLISHMENT REQUEST M M TS 36.331
Wait time RRC CONNECTION REJECT CM M TS 36.331
Release Cause RRC CONNECTION RELEASE M M TS 36.331
Redirection Information RRC CONNECTION RELEASE M TS 36.331
Establishment Cause RRC CONNECTION REQUEST CM CM TS 36.331
Uu RRC Selected PLMN-Identity RRC CONNECTION SETUP COMPLETE CM CM TS 36.331
RegisteredMME RRC CONNECTION SETUP COMPLETE CM CM TS 36.331
Rat-Type UE CAPABILITY INFORMATION M M TS 36.331
Measured Results MEASUREMENT REPORT TS 36.331
HANDOVER FROM EUTRA PREPARATION REQUEST
CDMA2000-Type UL HANDOVER PREPARATION TRANSFER M M TS 36.331
UL INFORMATION TRANSFER
Target RAT Type MOBILITY FROM EUTRA COMMAND M M TS 36.331
ConnEstFailReport-r11 UE INFORMATION RESPONSE X M TS 36.331
RLF-Report-r9 UE INFORMATION RESPONSE X M TS 36.331
E-RAB ID All messages where it is present M M TS 36.413
E-RAB SETUP REQUEST
E-RAB Level QoS Parameters E-RAB MODIFY REQUEST M M TS 36.413
INITIAL CONTEXT SETUP REQUEST
INITIAL CONTEXT SETUP FAILURE
UE CONTEXT RELEASE REQUEST
UE CONTEXT RELEASE COMMAND
UE CONTEXT MODIFICATION FAILURE
s1 S1AP HANDOVER REQUIRED
Cause HANDOVER PREPARATION FAILURE M M TS 36.413
HANDOVER REQUEST
HANDOVER FAILURE
HANDOVER CANCEL
PATH SWITCH REQUEST FAILURE
NAS NON DELIVERY INDICATION
HANDOVER REQUIRED
Handover Type HANDOVER COMMAND M M TS 36.413
HANDOVER REQUEST
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E-UTRAN CGI

HANDOVER NOTIFY
PATH SWITCH REQUEST
INITIAL UE MESSAGE
UPLINK NAS TRANSPORT

CM

CM

TS 36.413

TAI

HANDOVER NOTIFY
PATH SWITCH REQUEST
UPLINK NAS TRANSPORT

TS 36.413

Target ID

HANDOVER REQUIRED

TS 36.413

CDMA2000 HO Status

DOWNLINK S1 CDMA2000 TUNNELING

TS 36.413

CDMA2000 RAT Type

DOWNLINK S1 CDMA2000 TUNNELING
UPLINK S1 CDMA2000 TUNNELING

TS 36.413

CDMA2000 Sector ID

UPLINK S1 CDMA2000 TUNNELING

TS 36.413

CDMA2000 HO Required Indication

UPLINK S1 CDMA2000 TUNNELING

TS 36.413

E-RAB id

All messages where it is present

TS 36.423

E-RAB Level QoS

HANDOVER REQUEST

SGNB ADDITION REQUEST

SGNB ADDITION REQUEST ACKNOWLEDGE
SGNB MODIFICATION REQUEST

SGNB MODIFICATION REQUEST ACKNOWLEDGE
SGNB MODIFICATION REQUIRED

TS 36.423

X2 X2AP
Cause

HANDOVER REQUEST

HANDOVER PREPARATION FAILURE
HANDOVER CANCEL

SGNB ADDITION REQUEST REJECT
SGNB RECONFIGURATION COMPLETE
SGNB MODIFICATION REQUEST
SGNB MODIFICATION REQUEST REJECT
SGNB MODIFICATION REQUIRED
SGNB MODIFICATION REFUSE

SGNB RELEASE REQUEST

SGNB RELEASE REQUEST REJECT
SGNB RELEASE REQUIRED

SGNB CHANGE REQUIRED

SGNB CHANGE REFUSE

TS 36.423

Target Cell ID

HANDOVER REQUEST

TS 36.423

GUMMEI

HANDOVER REQUEST

TS 36.423

UE History Information

HANDOVER REQUEST

TS 36.423

UE RLF Report Container

RLF INDICATION

X|Z|Z (L

|||

TS 36.423

Constraints:

The condition for capturing the following Information Element is that Cell Traffic Traceis used:
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- Wait time from RRC protocol.
- Establishment Cause from RRC protocol.
- Selected PLMN-Identity from RRC protocol.
- RegisteredMME from RRC protocol.

- E-UTRAN CGlI from Sl interface from the following messages: Initial UE message, Handover Notify.
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4.14 SGW Trace Record Content

The following table shows the trace record content for SGW.

The trace record is the same for management based activation and for signalling based activation.

SGW shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.14.1 : SGW Trace Record Content

Interface (specific
messages)

Format

Level of details

Min

Med

Max

Description

S11

Decoded

0o

Message name

O

Record extensions

X

MME ID of the connected MME
SGW ID of the traced SGW

£ | 2|0

£ | 2|0

x

Dedicated IE extracted from S11 messages between the traced MME and
the SGW. A subset of IEs as given in the table 4.14.2.is provided

Encoded*

Raw S11 messages between the traced MME and the SGW. The
encoded content of the message is provided

S5/S8

Decoded

Message name

Record extensions

X |O|0| £

PGW ID of the connected PGW
SGW of the traced SGW

£ | £ |0 X

£ | £ |0E| X

x

IE extracted from S5/S8 messages between the traced SGW and PGW. A
subset of IEs as given in the table 4.14.2. is provided.

Encoded*

Raw S5/S8 Messages: messages between the traced SGW and PGW.
The encoded content of the message is provided

S4

Decoded

Message name

Record extensions

X |0|0| £

SGSNID of the connected SGSN
SGWID of the traced SGW

£ | £ |0I| X

£ | £ |0I| X

x

Dedicated IE extracted from S4 messages between the traced SGW and
the SGSN. A subset of IEs as given in the table 4.14.2.is provided

Encoded*

Raw S4 messages between the traced PGW and the AAA. The encoded
content of the message is provided

Gxc

Decoded

Message name

Record extensions

X |0|0| £

PCRF ID of the connected PCRF
SGW ID of the traced SGW

£ | £ |0 X

£ | £ |0 X

x

Dedicated IE extracted from Gx messages between the traced SGW and
another PCRF. A subset of IEs as given in the table 4.14.2.is provided

Encoded*

X

X

M

Raw Gx messages between the traced SGW and another PCRF. The
encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.
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Table 4.14.2 : SGW trace record description for minimum and medium trace depth
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Prot. Trace
Interface name IE name Message name(s) depth Notes
name i
Min | Med
Create Session Request
Suspend Notification s
IMSI Suspend Acknowledge M M | 59974
Resume Notification '
Resume Acknowledge
Create Session Request TS
MSISDN Modify Bearer Response M M| 29.274
Create Session Request TS
RAT type Modify Bearer Request MM | 29274
. Create Session Request TS
Serving Network Modify Bearer Request M M| 29.274
Access Point Name (APN) Create Session Request M M ;:274
. TS
PDN Type Create Session Request M M 29 274
Create Session Request
Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Modify Bearer Command
Modify Bearer Failure Indication
Update Bearer Request TS
Bearer Contexts Update Bearer Response M M| 29.274
Delete Bearer Command
Delete Bearer Failure Indication
Create Indirect Data Forwarding
Tunnel Request
Create Indirect Data Forwarding
Tunnel Response
Update Bearer Complete
Create Session Response
S11 GTPv2C Create Bearer Response
Bearer Resource Failure Indication
Modify Bearer Response
Delete Session Response
Downlink Data Notification
Acknowledgement TS
Cause Downlink Data Notification Failure M M | 59974
Indication '
Modify Bearer Failure Indication
Update Bearer Response
Delete Bearer Failure Indication
Create Indirect Data Forwarding
Tunnel Response
Update Bearer Complete
Bearer Contexts created | Create Session Response M M ;g 274
APN Restriction Create Session Response M M ;g 274
Create Bearer Request
Linked Bearer Identity Bearer Resqurce Command TS
(LBI) Delete Session Request M M | 5907
Delete Bearer Request
Delete Bearer Response
gf;gﬁé%%rﬁgzg) Bearer Resource Command M M ;g 974
Linked EPS Bearer ID Bearer Resource Command M M ;;274
rBeerﬁ\giregontexts o be Modify Bearer Request M M ;g 274
i%%ﬁﬁ;gomem Modify Bearer Response M M ;g 274
Bearer Contexts marked | Modify Bearer Response M M | TS
for removal Update User Plane Response 29.274
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Bearer Contexts to be TS
updated Update User Plane Request 29974
Bearer Contexts to be TS
removed Update User Plane Request 29 274
Bearer Contexts updated | Update User Plane Response ;?274
Bearer Contexts to be . TS
modified Modify Bearer Request 29.274
Traffic Aggregate TS
Description (TAD) Bearer Resource Command 29274
. . Bearer Resource Command
Linked Bearer Identity Create Bearer Request TS
(LBI) 29.274
Delete Bearer Response
Bearer Resource Failure Indication TS
Linked EPS Bearer ID Delete Session Request
29.274
Delete Bearer Request
Bearer Resource Failure Indication
Create Session Response
Create Bearer Response
Modify Bearer Response
Delete Session Response
Delete Bearer Response
Cause Downlink Data Notification TS
Acknowledgement 20.274
Downlink Data Notification Failure
Indication
Update Bearer Response
Create Indirect Data Forwarding
Tunnel Response
Update Bearer Complete
Bearer Contexts to be . TS
modified Modify Bearer Request 29274
Bearer Contexts to be . TS
removed Modify Bearer Request 29.974
IMSI Create Session Request TS
Update Bearer Request 29.274
S4 GTPV2C | \1siSDN Create Session Request TS
Modify Bearer Response 29.274
. . TS
Serving Network Create Session Request 29.974
Access Point Name (APN) Create Session Request ;g 274
. TS
PDN Type Create Session Request 20.274
Create Session Request
Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response
Update Bearer Request TS
Bearer Contexts Update Bearer Response 20.274
Create Indirect Data Forwarding
Tunnel Request
Create Indirect Data Forwarding
Tunnel Response
Update Bearer Complete
Create Session Request TS
RAT Type Modify Bearer Request 29.274
Bearer Contexts created | Create Session Response ;g 274
Bearer Contexts marked . TS
for removal Create Session Response 29974
Bearer Contexts . TS
modified Modify Bearer Response 29.974
Bearer Contexts marked . TS
for removal Modify Bearer Response 29274
Create Session Request TS
TPv2 IMSI
SS/S8 GTPv2C S Update Bearer Request 29.274
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Create Session Request TS
MSISDN Modify Bearer Response 29.274
. Create Session Request TS
Serving Network Modify Bearer Request 29.274
Access Point Name (APN) Create Session Request ;g 274
. TS
PDN Type Create Session Request 20.274
Create Session Request
Create Bearer Request
Create Bearer Response
Delete Bearer Request
Delete Bearer Response TS
Bearer Contexts Modify Bearer Command 29.274
Modify Bearer Failure Indication '
Update Bearer Request
Update Bearer Response
Delete Bearer Command
Delete Bearer Failure Indication
Create Session Response
Create Bearer Response
Bearer Resource Failure Indication
Modify Bearer Response TS
Cause Delete Session Response 29 274
Delete Bearer Response '
Modify Bearer Failure Indication
Update Bearer Response
Delete Bearer Failure Indication
Bearer Contexts created | Create Session Response ;g 274
Bearer Contexts marked . TS
for removal Create Session Response 29.974
L . TS
APN Restriction Create Session Response 29.974
Linked Bearer Identity Create Bearer Request TS
Bearer Resource Command
(LBI) 29.274
Delete Bearer Response
Traffic Aggregate TS
Description (TAD) Bearer Resource Command 29274
Linked EPS Bearer ID Bearer Resource Failure Indication
. TS
Delete Session Request 29 274
Delete Bearer Request '
Create Session Request TS
RAT Type Modify Bearer Request 29.274
Bearer Contexts to be . TS
modified Modify Bearer Request 29.974
Bearer Contexts to be . TS
removed Modify Bearer Request 29 274
Bearer Contexts TS
modified 29.274
Bearer Contexts marked TS
for removal 29.274
TS
IP-CAN-Type CCR 29 212
TS
RAT-Type CCR 29.912
CCR TS
QoS-Information CCA 29912
. RAR :
Gxc Diameter — TS
QoS-Negotiation CCR 29.912
CCR TS
QoS-Rule-Report RAA 29,912
Default-EPS-Bearer- ggi TS
29.212
QoS RAR i
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CCR
CCA TS
Supported-Features RAR M 29.212
RAA
CCR
. CCA TS
Event-Trigger RAR M 29.212
TS
Result Code RAA M 29.212
CCR
. CCA TS
Origin-Realm RAR M 29.212
RAA
RAR TS
QoS-Rule-Remove CAA M 29.212
RAR TS
QoS-Rule-Install CAA M 29.212
o CCR TS
Destination-Realm RAR M 29.212

4.15

EIR Trace Record Content

The following table contains the Trace record description for the minimum and medium trace depth for MAP(F), S13,
S13, MAP(Gf) interfacesin the EIR.

The trace record is the same for management based activation and for signalling based activation.

Prot.

Trace depth

Interface name name IE name Message name(s) Min T Med Notes
TS 29.002
IMEI(SV) MAP_CHECK_IMEI M M TS 23.018
. TS 29.002
F MAP Equipment status MAP_CHECK_IMEI M M TS 23.018
User error Every message where it appears | M M TS 29.002
Provider error Every message where it appears | M M TS 29.002
\ . Terminal Information | ME Identity Check Request M M TS 29.272
S13/S13 Diameter g osult ME Identity Check Answer M M TS 29.272
IMEI(SV) MAP_CHECK_IMEI M M TS 29.002
Gf MAP Equipment status MAP_CHECK_IMEI M M TS 29.002
User error Every message where it appears | M M TS 29.002
Provider error Every message where it appears | M M TS 29.002

ETSI




3GPP TS 32.423 version 17.13.0 Release 17 75 ETSI TS 132 423 V17.13.0 (2025-07)

4.16 LTE MDT Trace Record Content

4.16.1 Trace Record for Immediate MDT measurements

The following table contains the Trace record description for LTE immediate MDT measurements.
The trace record is the same for management based activation and for signalling based activation.
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MDT measurement Measurement Measurement attribute definition
. Notes
name attribute name(s)
List of RSRP values received in RRC measurement TS 32.422 [3]
RSRPs report. One value per measured cell. TS 37.320
[32]
List of RSRQ values received in RRC measurement TS 32.422 [3]
RSRQs report. One value per measured cell. TS 37.320
[32]
List of SINR values received in RRC measurement TS 32.422 [3]
SINRs report. One value per measured cell. TS 36.214
M1 [38]
List of Physical Cell Identity of measured cells. The
PCls order of PCI values in the list should be the same as TS 36.331
the corresponding measured values in the RSRPs [28]
and RSRQs attributes.
Event that triggered the M1 measurement report, TS 32.422
. . used only in case of RRM configured measurements [3]
Triggering event (events Al, A2, A3, A4, A5, A6, B1 or B2) TS 37.320
[32]
Distribution of the power headroom samples reported TS 36.213
by the UE during the collectionperiod. The distribution | [33]
M2 PH distr is the interval of [40; -23] dB. EI;’? 32.422
TS 37.320
[32]
Distribution of the measured Received Interference TS 36.133
Power samples obtained during the collection period. [34]
M3 RIP distr The distribution is in the interval of [-126, -75] dBm. EI;’? 32.422
TS 37.320
[32]
List of measured UL volumes in bytes per E-RAB. TS 32.422
UL volumes One value per E-RAB. [3]
TS 37.320
[32]
List of measured DL volumes in bytes per E-RAB. TS 32.422
One value per E-RAB. [3]
M4 DL volumes TS 37.320
[32]
List of QCls of the E-RABs for which the volume and TS 32492
throughput measurements apply. The order of QCI [3] '
QClIs values in the list should be the same as the TS 37.320
corresponding measured values in the UL volumes [32] '
and DL volumes attributes.
Throughput time used for calculation of the uplink TS 36.314
throughput (per UE). [31]
UL Thp Time i;‘? 82.422
TS 37.320
[32]
Throughput volume used for calculation of the uplink TS 36.314
throughput (per UE). [31]
UL Thp Volume F;,’? 32.422
TS 37.320
[32]
Volume transmitted in the last TTl and excluded from TS 36.314
throughput calculation in the uplink. [31]
M5 UL LastTTI Volume F;,’? 32.422
TS 37.320
[32]
List of throughput times used for calculation of the TS 36.314
downlink throughput (per E-RAB). One value per E- [31]
DL Thp Times RAB. E,’? 32.422
TS 37.320
[32]
List of Throughput volumes used for calculation of the | TS 36.314
downlink throughput (per E-RAB). One value per E- [31]
DL Thp Volumes RAB. E,’? 32.422
TS 37.320
[32]
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List of QCls of the E-RABs for which the volume and TS 32.422
throughput measurements apply. The order of QCI [3] '
QCls values in the list should be the same as the TS 37.320
corresponding measured values in the DL Thp [32] '
Volumes and DL Thp Times attributes.
Throughput time used for calculation of the downlink TS 36.314
throughput (per UE). [31]
DL Thp Time UE F;,’? 32.422
TS 37.320
[32]
Throughput volume used for calculation of the TS 36.314
downlink throughput (per UE). [31]
DL Thp Volume UE F;,’? 32.422
TS 37.320
[32]
Volume transmitted in the last TTl and excluded from TS 36.314
the throughput calculation in the downlink (per UE). [31]
DL LastTTI Volume [T:,’? 32.422
TS 37.320
[32]
L2 Packet Delay for OAM performance observability or for | TS 36.314
QoS verification of MDT (per QCI). [31]
DL packet delay per QCI TS 37.320
M6 [32)
Excess Packet Delay Ratio in Layer PDCPfor QoS TS 36.314
verification of MDT (per QCI). [31]
UL packet delay per QCI TS 37.320
[32]
packets that are lost at Uu transmission, for OAM TS 36.314
performance observability. [31]
DL packet loss rate per QCI TS 37.320
M7 [32)
packetsthat are lost in the UL, for OAM performance TS 36.314
observability or QoS verification of MDT. [31]
UL packet loss rate per QCI TS 37.320
[32]
RSSI measurement by UE. TS 36.331
[28]
M8 RSSI (WLAN, Bluetooth®) TS 37.320
[32]
RTT measurement by UE. TS 36.331
[28]
M9 RTT (WLAN) TS 37.320
[32]
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4.16.2 Trace Record for UE location information

The following table contains the Trace record description for LTE UE location information. The trace record isthe
same for management based activation and for signalling based activation.

MDT measurement Measurement Measurement attribute definition Not
name attribute name(s) otes
GNSS based coordinates, including (latitude, longitude),
as reported by the UE. The |IE can be any of
ellipsoidPoint, ellipsoidPointWithUncertaintyCircle,
ellipsoidPointWithUncertaintyEllipse,
GNSS pos ellipsoidPointwithAltitude, TS 36.331
ellipsoidPointWithAltitudeAndUncertaintyEllipsoid,
ellipsoidArc, polygon depending on the IE present in the
RRC message.
UE location The UE reported UE rx-tx time difference measurement. | TS 32.422
UE rx-tx The attribute is used to record E-CID positioning TS 37.320
measurements, if available. TS 36.331
The eNB measured eNB rx-tx time difference. The TS 32.422
eNB rx-tx attribute is used to record E-CID positioning TS 37.320
measurements, if available. TS 36.214
The eNB measured angle of arrival measurement. The TS 32.422
AoA attribute is used to record E-CID positioning TS 37.320
measurements, if available. TS 36.214

4.17 UMTS MDT Trace Record Content

4.17.1 Trace Record for Immediate MDT measurements

The following table contains the Trace record description for UMTS immediate MDT measurements.
The trace record is the same for management based activation and for signalling based activation.
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MDT measurement Measurement Measurement attribute definition
A Notes
name attribute name(s)
List of RSCP values received in RRC measurement TS
report. One value per measured cell. 32.422 [3]
RSCPs TS
37.320
[32]
List of Ec/No values received in RRC measurement TS
M1 report. One value per measured cell. 32.422 [3]
Ec/Nos TS
37.320
[32]
List of Scrambling Codes of measured cells. The order TS
SCs of SC values in the list should be the same as the 25.331
corresponding measured values in the RSCPs and [361
Ec/Nos attributes.
List of RSCP values received in RRC measurement TS
report. One value per measured cell. 32.422 [3]
RSCPs TS
37.320
[32]
List of ISCP values received in RRC measurement TS
M2 report. One value per measured cell. 32.422 [3]
ISCPs TS
37.320
[32]
List of Scrambling Codes of measured cells. The order TS
SCs of SC values in the list should be the same as the 25331
corresponding measured values in the RSCPs and [30']
ISCPs attributes.
Distribution of the SIR samples measured by the TS
network during the collection period. 32.422 [3]
SIR TS
37.320
M3 [32]
Distribution of the SIRerror samples measured by the TS
network during the collection period. 32.422 [3]
SIR error TS
37.320
[32]
Distribution of the power headroom samples reported by | TS
the UE according to RRM configuration during the 32.422 [3]
M4 EDCH PH distr collection period. TS
37.320
[32]
Distribution of the measured Total Wideband Power TS
samples obtained during the collection period. The 32.422 [3]
M5 RTWP distr distribution is in the interval of [-112, -50] dBm. TS
37.320
[32]
List of measured UL volumes in bytes per RAB. One TS
value per RAB. 32.422 [3]
UL volumes TS
37.320
[32]
List of measured DL volumes in bytes per RAB. One TS
value per RAB. 32.422 [3]
M6 DL volumes TS
37.320
[32]
List of Traffic class parameters (conversational,
streaming, interactive, background) of the RABs for
Traffic cl which the volume and throughput measurements apply. ;-g 331
raflic classes The order of Traffic class values in the list should be the .
” ) [30]
same as the corresponding measured values in the UL
volumes and DL volumes attributes.
List of measured UL throughputs in bytes/sec per RAB. TS
One value per RAB. 32.422 [3]
UL Thps TS
37.320
M7 [32]
List of measured DL throughputs in bytes/sec per RAB. TS
One value per RAB. 32.422 [3]
DL Thps TS
37.320
[32]
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List of Traffic class parameters (conversational,
streaming, interactive, background) of the RABs for
Traffic cl which the volume and throughput measurements apply. ;—3? 107
raflic classes The order of Traffic class values in the list should be the .
” . [29]
same as the corresponding measured values in the UL
Thps and DL Thps attributes.
Measured UL throughput in bytes/sec per UE. TS
32.422 [3]
UL Thp UE TS
37.320
[32]
Measured DL throughput in bytes/sec per UE. TS
32.422 [3]
DL Thp UE TS
37.320
[32]

4.17.2 Trace Record for UE location information

The following table contains the Trace record description for UMTS UE location information. The trace record isthe
same for management based activation and for signalling based activation.

MDT measurement Measurement Measurement attribute definition
. Notes
name attribute name(s)
: GNSS based coordinates, including (latitude, longitude) TS 32.422
UE location GNSS pos as reported by the UE. TS 37.320

4.18 AMF Trace Record Content

The following table shows the trace record content for AMF.
The trace record is the same for management based activation and for signalling based activation.

AMF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.
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AMF Trace Record Content

Interface (specific
messages)

Format

Level of details

Min

Med

Max

Description

N2

Decoded

M

M

0o

Message name

O

Record extensions

X

ID of the connected gNB-CU-CP node/ng-eNB
ID of the traced AMF

0o
M
O

0o
M
o}

IE extracted from N2 messages between the traced AMF and the gNB-CU-
CP/ng-eNB node.

ASN.1

x

x

<

Raw Messages: N2 messages between the traced AMF and the gNB-CU-
CP/ng-eNB node. The encoded content of the message is provided.

N2 NAS-PDU IE

Encoded*

x

x

Hexdata dump of the decrypted NAS message formatted according to
3GPP TS 24.501 [x10], sections 8 and 9, recorded as a separate message
entry in the call trace file

N8

Decoded

Message name

Record extensions

UDM ID of the connected UDM
AMF ID of the traced AMF

IE extracted from N8 messages between the traced AMF and the UDM.

Encoded*

Raw N8 messages between the traced AMF and the UDM. The encoded
content of the message is provided

N11

Decoded

Message name

Record extensions

SMF ID of the connected SMF
AMF ID of the traced AMF

IE extracted from N11 messages between the traced AMF and the SMF.

Encoded*

Raw N11 messages between the traced AMF and the SMF. The encoded
content of the message is provided

N12

Decoded

Message name

Record extensions

AUSF ID of the connected AUSF
AMF ID of the traced AMF

IE extracted from N12 messages between the traced AMF and AUSF.

Encoded*

Raw N12 messages between the traced AMF and AUSF. The encoded
content of the message is provided

N14

Decoded

Message name

Record extensions

X |O|0] £ |X| X [O|0] £ [X| X [O|0| £ [X| X |O|0] =

AMF ID of the connected AMF
AMF ID of the traced AMF

O | 2 [OZ] X |[O] Z |0 X |0] £ |0|Z] X |0 £ [0

O | Z2 O] X [O] Z |0 X |0] £ |0|Z] X |0 £ [0

x

IE extracted from N14 messages between the traced AMF and another
AMF.

Encoded*

Raw N14 messages between the traced AMF and another AMF. The
encoded content of the message is provided

N15

Decoded

Message name

Record extensions

PCF ID of the connected PCF
AMF ID of the traced AMF

IE extracted from N15 messages between the traced AMF and PCF.

Encoded*

Raw N15 messages between the traced AMF and PCF. The encoded
content of the message is provided

N20

Decoded

Message name

Record extensions

SMSF ID of the connected SMSF
AMF ID of the traced AMF

IE extracted from N20 messages between the traced AMF and SMSF.

Encoded*

Raw N20 messages between the traced AMF and SMSF. The encoded
content of the message is provided

N22

Decoded

Message name

Record extensions

NSSF ID of the connected NSSF
AMF ID of the traced AMF

IE extracted from N22 messages between the traced AMF and NSSF.

Encoded*

Raw N22 messages between the traced AMF and NSSF. The encoded
content of the message is provided

N26

Decoded

Message name

Record extensions

MME ID of the connected MME
AMF ID of the traced AMF

Ol £ [O|Z| X [O] £ |0 X |[O] £ |0O|Z| X |0 £ |0O|E| X

Ol £ [O|Z| X [O] £ |0 X |[O] £ |0O|Z| X |0 £ |0O|F| X

X| X |O|O] £ |X| X |O|O] £ |X| X [O|0f £ |[X| X [0O|0] £

IE extracted from N26 messages between the traced AMF and MME.

Encoded*

x

x

M

Raw N26 messages between the traced AMF and MME. The encoded
content of the message is provided

Encoded* - the messages are left encoded in the format it was received.
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4.19 SMF Trace Record Content

The following table shows the trace record content for SMF.
The trace record is the same for management based activation and for signalling based activation.

SMF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.19.1 : SMF Trace Record Content

Interface (specific Level of details .
messages) Format  "in T Med | Max Description

Message name

Record extensions

UPF ID of the connected UPF node

SMF ID of the traced SMF

IE extracted from N4 messages between the traced SMF and the UPF.
Raw Messages: N4 messages between the traced SMF node and the
UPF. The encoded content of the message is provided.

Message name

Record extensions

PCF ID of the connected PCF

SME ID of the traced SMF

|IE extracted from N7 messages between the traced SMF and PCF.
Raw N7 messages between the traced SMF and PCF. The encoded
content of the message is provided

Message name

Record extensions

UDM ID of the connected UDM

SME ID of the traced SMF

|IE extracted from N10 messages between the traced SMF and the UDM.
Raw N10 messages between the traced SMF and the UDM. The
encoded content of the message is provided

Message name

Record extensions

AMF ID of the connected AMF

SMF ID of the traced SMF

IE extracted from N11 messages between the traced SMF and the AMF.
Raw N11 messages between the traced SMF and the AMF. The
encoded content of the message is provided

Message name

Record extensions

PGW ID of the connected PGW

SMF ID of the traced SMF

|IE extracted from S5-C messages between the traced SMF and PGW.
Raw S5-C messages between the traced SMF and PGW. The encoded
content of the message is provided

Message name

Record extensions

V-SMF ID of the connected V-SMF

SME ID of the traced SMF

|IE extracted from N16 messages between the traced SMF and V-SMF.
Raw N16 messages between the traced SMF and V-SMF. The encoded
content of the message is provided

Message name

Record extensions

I-SMF ID of the connected I-SMF

SME ID of the traced SMF

IE extracted from N16a messages between the traced SMF and I-SMF.
Raw N16a messages between the traced SMF and I-SMF. The encoded
content of the message is provided

Message name

Record extensions

I-SMF ID of the connected I-SMF or V-SMF ID of the connected V-SMF
IE extracted from N38 messages between the traced I-SMFs or V-SMFs.
Raw N38 messages between the traced I-SMFs or V-SMFs. The
encoded content of the message is provided

Decoded
N4

Encoded*

Decoded
N7

Encoded*

Decoded
N10

Encoded*

Decoded
N11

Encoded*

Decoded
S5-C

Encoded*

Decoded
N16

Encoded*

Decoded
N16a

Encoded*

Decoded

N38

X[|OIZIOIZ| X O] Z |0 X |O] Z |OIZ| X |O 2 0| X |0 Z2 |0l X |[O] 2 |0 X |O0] £ |0|g] x |0 £ |0
X[IOIZIOIZ| X O] Z |0 X |O] Z |OIZ| X |O 2 0| X |0 Z |0l X |[O] 2 |0 X |O0] £ |0|g] X |0 £ |0
Z(X[X[O|O| £ [X| X |0O|0] £ |X| X |O|0] £ |X| X |O|0O| £ |X| X |[O|0| £ [X| X |0|0O] £ [X| X |O|O|] £ |X| X |O|O

Encoded*

Encoded* - the messages are left encoded in the format it was received.
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4.20 PCF Trace Record Content

The following table shows the trace record content for PCF.
The trace record is the same for management based activation and for signalling based activation.

PCF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.20.1 : PCF Trace Record Content

Interface Level of details
specific Format . Description
n‘fegsages) Min | Med | Max P
M M (@) Message name
6] 6] (6] Record extensions
Decoded M M X AF ID of the connected AF
N5 PCF ID of the traced PCF
@) @) X |IE extracted from N5 messages between the traced PCF and the AF.
Raw Messages: N5 messages between the traced PCF and the AF. The
ASN.1 X X M . h
encoded content of the message is provided.
M M @) Message name
o o [®) Record extensions
Decoded SMF ID of the connected SMF
N7 M M X PCF ID of the traced PCF
@) @) X |IE extracted from N7 messages between the traced PCF and SMF.
Encoded* X X M Raw N7 Messages: messages between the traced PCF and SMF.
M M (@) Message name
6] 6] (6] Record extensions
Decoded M M X AMF ID of the connected AMF
N15 PCF ID of the traced PCF
6] 6] X IE extracted from N15 messages between the traced PCF and the AMF.
Encoded* X X M Raw N15 messages betyveen the traced PCF and the AMF. The encoded
content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

421 AUSF Trace Record Content

The following table shows the trace record content for AUSF.
The trace record is the same for management based activation and for signalling based activation.

AUSF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.21.1 : AUSF Trace Record Content

Interface (specific Level of details o
messages) Format Min 1 Med | Max Description
M M @) Message name
[®) [®) o Record extensions
AMF ID of the connected AMF
N2 Decoded | M | M | X | AUSF ID of the traced AUSF
IE extracted from N12 messages between the traced AUSF and the
(e} (e} X AMFE
Encoded* | X X M Raw Messages: N12 messages betwe_en the_traced AUSF and the AMF.
The encoded content of the message is provided.
M M @) Message name
[®) [®) o Record extensions
Decoded M M X UDM of the connected UDM
N13 AUSF ID of the traced AUSF
[®) [®) X IE extracted from N13 messages between the traced AUSF and UDM.
* Raw N13 Messages: messages between the traced AUSF and UDM.
Encoded X X M . .
The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.
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4.22 NEF Trace Record Content

The following table shows the trace record content for NEF.
The trace record is the same for management based activation and for signalling based activation.

NEF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.22.1 : NEF Trace Record Content

Interface (specific Level of details .
messages) Format  "iin T Med | Max Description

Message name

Record extensions

SMF ID of the connected SMF

NEF ID of the traced NEF

|IE extracted from N29 messages between the traced NEF and the SMF.
Raw Messages: N29 messages between the traced NEF and the SMF.
The encoded content of the message is provided.

Message name

Record extensions

PCF ID of the connected PCF

NEF ID of the traced NEF

|IE extracted from N30 messages between the traced NEF and PCF.
Raw N30 Messages: messages between the traced NEF and PCF. The
encoded content of the message is provided

Message name

Record extensions

AF ID of the connected AF

NEF ID of the traced NEF

|IE extracted from N33 messages between the traced NEF and AF.
Raw N33 Messages: messages between the traced NEF and AF. The
encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

Decoded
N29

Encoded*

Decoded
N30

Encoded*

Decoded
N33

O] £ [OIZ] X |0] £ [O|Z] X |0 £ |0IL
O] £ [OIZ] X |0] £ [O|Z] X |0 £ |0I
x| X [O|O] £ |[X| X |O|O| £ |X| X |O|O

Encoded* X X M

4.23 NRF Trace Record Content

The following table shows the trace record content for NRF.
The trace record is the same for management based activation and for signalling based activation.

NRF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.23.1 : NRF Trace Record Content

Interface (specific Level of details .
messages) Format Min 1 Med | Max Description

M M O Message name
@) @) @) Record extensions

Decoded M M X NRF ID of the connected NRF

N27 NRF ID of the traced NRF
(6] (6] X IE extracted from N27 messages between the traced NRF and the NRF.
% Raw Messages: N27 messages between the traced NRF and the NRF.
Encoded X X M i .
The encoded content of the message is provided.

Encoded* - the messages are left encoded in the format it was received.

4.24 NSSF Trace Record Content

The following table shows the trace record content for NSSF.
The trace record is the same for management based activation and for signalling based activation.

NSSF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.
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Table 4.24.1 : NSSF Trace Record Content

Interface (specific Level of details o
messages) Format Min 1 Med | Max Description
M M @) Message name
(6] (6] 6] Record extensions
AMF ID of the connected AMF
N22 Decoded M M X NSSF of the traced NSSF
o o X IE extracted from N22 messages between the traced NSSF and the
AMF.
" Raw Messages: N22 messages between the traced NSSF and the AMF.
Encoded X X M The encoded content of the message is provided.
M M @) Message name
(@) (6] 6] Record extensions
Decoded M M X NSSF ID of the connected NSSF
N31 NSSF ID of the traced NSSF
(6] (6] X IE extracted from N31 messages between the traced NSSF and NSSF.
" Raw N31 Messages: messages between the traced NSSF and NSSF.
Encoded X X M . ;
The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

4.25 UDM Trace Record Content

The following table shows the trace record content for UDM.
The trace record is the same for management based activation and for signalling based activation.

UDM shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.
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Table 4.25.1 : UDM Trace Record Content

Interface (specific Level of details o
messages) Format  "\in | Med | Max Description

Message name

Record extensions

AMF ID of the connected AMF

UDM ID of the traced UDM

IE extracted from N8 messages between the traced UDM and AMF.
Raw N8 Messages: messages between the traced UDM and AMF. The
encoded content of the message is provided

Message name

Record extensions

SMF ID of the connected SMF

UDM ID of the traced UDM

IE extracted from N10 messages between the traced UDM and the
SMF.

Raw N10 messages between the traced UDM and the SMF. The
encoded content of the message is provided

Message name

Record extensions

AUSF ID of the connected AUSF

UDM ID of the traced UDM

IE extracted from N13 messages between the traced UDM and the
AUSF

Raw N13 messages between the traced UDM and the AUSF. The
encoded content of the message is provided

Message name

Record extensions

SMSF ID of the connected SMSF

UDM ID of the traced UDM

IE extracted from N21 messages between the traced UDM and SMSF
Raw N21 messages between the traced UDM and SMSF. The encoded
content of the message is provided

Message name

Record extensions

HSS ID of the connected HSS

UDM ID of the traced UDM

IE extracted from NU1 messages between the traced UDM and the
HSS

Raw NU1 messages between the traced UDM and the HSS. The
encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

Decoded
N8

Encoded*

X |0O|O]| £ |X| X [O|O

Decoded
N10

O | £ |0 X |O] £ |0|
O | £ |0 X |O0] £ |0|

x

Encoded*

X |0|0| £

Decoded

N13

O | £ |0 X
O | £ |0 X

x

Encoded*

Decoded
N21

Encoded*

X |00 £ |X| X |O|0] £

Decoded
NU1

O | £ 0| X [O] £ |0| X
O | £ 0| X [O] £ |0F| X

x

Encoded X X M

4.26 UPF Trace Record Content

The following table shows the trace record content for UPF.
The trace record is the same for management based activation and for signalling based activation.

UPF shall support at |east one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.26.1 : UPF Trace Record Content

Interface (specific Level of details .
mességgs) Format Min 1 Med | Max Description

M M @) Message name
6] 6] 6] Record extensions

Decoded M M X SMF ID of the connected SMF

N4 UPF ID of the traced UPF

o o X IE extracted from N4 messages between the traced UPF and the SMF.

Encoded* | X X M Raw Messages: N4 messages bet\Negn the t_raced UPF and the SMF.

The encoded content of the message is provided.

Encoded* - the messages are left encoded in the format it was received.
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4.27 SMSF Trace Record Content

The following table shows the trace record content for SM SF.
The trace record is the same for management based activation and for signalling based activation.

SM SF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.27.1 : SMSF Trace Record Content

Interface (specific Level of details o
messages) Format Min 1 Med | Max Description
M M (@) Message name
o o [®) Record extensions
AMF ID of the connected AMF
N20 Decoded M M X SMSEF ID of the traced SMSF
IE extracted from N20 messages between the traced AMF and the
© | 9| X |swmsk
" Raw Messages: N20 messages between the traced AMF and the
Encoded X X M SMSF. The encoded content of the message is provided.
M M (@) Message name
o o [®) Record extensions
Decoded M M X UDM ID of the connected UDM
N21 SMSEF ID of the traced SMSF
6] 6] X IE extracted from N21 messages between the traced SMSF and UDM.
" Raw N21 Messages: messages between the traced SMSF and UDM.
Encoded X X M f .
The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

4.28 AF Trace Record Content

The following table shows the trace record content for AF.
The trace record is the same for management based activation and for signalling based activation.

AF shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.28.1 : AF Trace Record Content

Interface (specific Format ITeveI of details Description
messages) Min | Med

Message name

Record extensions

PCF ID of the connected PCF

AF ID of the traced AF

|IE extracted from N5 messages between the traced AF and the PCF.
Raw Messages: N5 messages between the traced AF and the PCF.
The encoded content of the message is provided.

Message name

Record extensions

NEF ID of the connected NEF

AF ID of the traced AF

|IE extracted from N33 messages between the traced AF and NEF.
Raw N33 Messages: messages between the traced AF and NEF. The
encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

Decoded
N5

Encoded*

Decoded
N33

Ol £ |0|IZ| X [0 £ |0
Ol £ |0|Z| X [0 £ |0

zxxoozxxoog

Encoded*

x
x
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4.30 gNB-CU-CP Trace Record Content

The following table shows the trace record content for gNB-CU-CP network element

The trace record is the same for management based activation and for signalling based activation.

gNB-CU-CP shall support at least one of the following trace depth levels— Maximum, Medium or Minimum.

Table 4.30.1 : gNB-CU-CP Trace Record Content

Interface (specific

Level of details

messages) Format Min 1 Med | Max Description
M M O Message name
o o (@) Record extensions
Decoded M M X ID of traced gNB-CU-CP node
Uu o o X IE extracted from RRC messages between the traced gNB-CU-CP node and
the UE as per 3GPP TS 38.331 [21]
Encoded* X X M Raw Uu Messages: RRC messages between t_he traged gNB-CU-CP node and
the UE. The encoded content of the message is provided
M M (@) Message name
6] 6] (6] Record extensions
ID of traced gNB-CU-CP node
NG-C Decoded M M X AMF ID of the connected AMF
o o X IE extracted from NGAP messages between the traced gNB-CU-CP node and
Core Network as per 3GPP TS 38.413 [23]
Encoded* X X M Raw NG-C Messages NGAP: messages between the trag:ed gN_B-CU-CP node
and Core Network The encoded content of the message is provided
M M (@) Message name
6] 6] (6] Record extensions
ID of traced gNB-CU-CP node
Decoded M M X ID of neighbouring gNB-CU-CP/ng-eNB node
Xn-C o o X |IE extracted from XnAP messages between the traced gNB-CU-CP node and
the neighbouring gNB-CU-CP/ng-eNB node as per 3GPP TS 38.423 [24]
Raw Xn-C Messages: XnAP messages between the traced gNB-CU-CP node
Encoded* | X X M and the neighbouring gNB-CU-CP/ng-eNB node. The encoded content of the
message is provided
M M @) Message name
o o [®) Record extensions
ID of traced gNB-CU-CP node
Decoded M M X ID of connected NSA eNB node (Option 3)
X2-C o o X |IE extracted from EN-DC X2AP messages between the traced gNB-CU-CP
node and the connected NSA eNB node as per 3GPP TS 36.423 [17]
Raw EN-DC X2-C Messages: EN-DC X2AP messages between the traced
Encoded* | X X M gNB-CU-CP node and the connected NSA eNB node. The encoded content of
the message is provided
M M (@) Message name
6] 6] (6] Record extensions
ID of traced gNB-CU-CP
F1-C Decoded M M X ID of connected gNB-DU
o o X IE extracted from F1AP messages between the traced gNB-CU-CP and the
gNB-DU as per 3GPP TS 38.473 [26]
Encoded* X X M Raw F1-C Messages: F1AP messages between the_ traceq gNB-CU-CP and
the gNB-DU. The encoded content of the message is provided
M M (@) Message name
6] 6] (6] Record extensions
ID of traced gNB-CU-CP
E1 Decoded M M X ID of connected gNB-CU-UP
o o X |IE extracted from E1AP messages between the traced gNB-CU-CP and the
gNB-CU-UP as per TS 37.483 [46]
Encoded* | X X M Raw E1 Messages: E1AP messages between the traced gNB-CU-CP and the

gNB-CU-UP. The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.
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4.31 gNB-CU-UP Trace Record Content

The following table shows the trace record content for gNB-CU-UP network element

The trace record is the same for management based activation and for signalling based activation.

gNB-CU-UP shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.31.1 : gNB-CU-UP Trace Record Content

Interface (specific

Level of details

messages) Format Min 1 Med | Max Description

M M (@) Message name

O O 6] Record extensions
ID of traced gNB-CU-UP

E1 Decoded M M X ID of connected gNB-CU-CP

o o X IE extracted from ELAP messages between the traced gNB-CU-UP and the

gNB-CU-CP as per 3GPP TS 38.483 [46]
Encoded* | X X M Raw E1 Messages: E1AP messages between the traced gNB-CU-UP and the

gNB-CU-CP. The encoded content of the message is provided

Encoded* - the messages are | eft encoded in the format it was received.

4.32 gNB-DU Trace Record Content

The following table shows the trace record content for gNB-DU network element

The trace record is the same for management based activation and for signalling based activation.

gNB-DU shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.32.1 : gNB-DU Trace Record Content

Interface (specific

Level of details

messages) Format Min T Med | Max Description

M M @) Message name

o o [®) Record extensions
ID of traced gNB-DU

o Decoded | M | M | X | |5 ot connected gNB-CU-CP

o o X |IE extracted from F1AP messages between the traced gNB-DU and the gNB-

CU-CP as per 3GPP TS 38.473 [26]
Encoded* X X M Raw F1-C Messages: F1AP messages between the traced gNB-DU and the

gNB-CU-CP. The encoded content of the message is provided

Encoded* - the messages are left encoded in the format it was received.

4.33 ng-eNB Trace Record Content

The following table shows the trace record content for ng-eNB network element

The trace record is the same for management based activation and for signalling based activation.

ng-eNB shall support at least one of the following trace depth levels — Maximum, Medium or Minimum.

Table 4.33.1: ng-eNB Trace Record Content

Interface (specific

Level of details

messages) Format Min 1 Med | Max Description
M M (@) Message name
6] 6] (6] Record extensions
Uu Decoded M M X ID of traced ng-eNB node
o o X |IE extracted from RRC messages between the traced ng-eNB node and the UE

as per 3GPP TS 36.331 [28]
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Encoded*

Raw Uu Messages: RRC messages between the traced ng-eNB node and the
UE. The encoded content of the message is provided

NG-C

Decoded

Message name

Record extensions

X |0|0| £

ID of traced ng-eNB node
AMF ID of the connected AMF

O | £ 0| X

O | £ 0| X

x

|IE extracted from NGAP messages between the traced ng-eNB node and Core
Network as per 3GPP TS 38.413 [23]

Encoded*

Raw NG-C Messages NGAP: messages between the traced ng-eNB node and
Core Network The encoded content of the message is provided

Xn-C

Decoded

Message name

Record extensions

X |O0|0| £

ID of traced ng-eNB node
ID of neighbouring NG-RAN node (i.e. ng-eNB or gNB)

O | £ 0| X

O | £ |0 X

x

|IE extracted from XnAP messages between the traced ng-eNB and the
neighbouring NG-RAN node as per 3GPP TS 38.423 [24]

Encoded*

X

X

M

Raw Xn-C Messages: XnAP messages between the traced ng-eNB node and
the neighbouring NG-RAN node. The encoded content of the message is
provided

Encoded* - the messages are | eft encoded in the format it was received.
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4.34 NR MDT Trace Record Content

4.34.1 Trace Record for Immediate MDT measurements

The following table contains the Trace record description for NR immediate MDT measurements.
The trace record is the same for management based activation and for signalling based activation.
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MDT Measurement attribute definition
Measurement
measurement attribute name(s) Notes
name
List of RSRP values received in RRC measurement TS 32.422 [3]

RSRPs report. One value per measured cell. For beam level TS 37.320 [32]
granularity, one value per measured beam. TS 38.331 [21]
List of RSRQ values received in RRC measurement TS 32.422 [3]
RSRQs report. One value per measured cell. For beam level TS 37.320 [32]
granularity, one value per measured beam. TS 38.331 [21]
List of Physical Cell Identity of measured cells. The order
PCls of PCl values in the list should be the same as the TS 38.331 [21]
corresponding measured values in the RSRPs, RSRQs
M1 and SINRs attributes.
List of SINR values received in RRC measurement TS 38.215 [42]
SINRs report. One value per measured cell. TS 32.422 [3]
TS 37.320 [32]
Event that triggered the M1 measurement report, used
. . ) 8 TS 32.422 [3]
Triggering event only in case of RRM configured measurements (events TS 37.320 [32]
Al, A2, A3, A4, A5, A6, B1 or B2) )
UE location UE positioning information and sensors data TS 38.331 [21]
in-device coexistence See clause 4.34.3
interference TS 38331 [21]
Distribution of the power headroom samples reported by | TS 38.213 [37]
PH distr the UE during the collection period. TS 32.422 [3]
M2 TS 37.320 [32]

in-device coexistence

See clause 4.34.3

TS 38.331 [21]

interference
M3 (Not supported
in rel. 16)
List of measured UL volumes in bytes per DRB. One TS 32.422 [3]
UL volumes value per DRB per UE. TS 37.320 [32]
TS 28.552 [36]
TS 32.425 [39]
List of measured DL volumes in bytes per DRB. One TS 32.422 [3]
DL volumes value per DRB per UE. TS 37.320 [32]
Ma TS 28.552 [36]
List of QoS levels of the DRBs for which the volume and | TS 32.422 [3]
. . throughput measurements apply. The order of QoS TS 37.320 [32]
S]Zﬁplg\éeéé?i? (I)rt]h(;?t:)oprlignosr) values in the list should be the same as the TS 28.552 [36]
* | corresponding measured values in the UL volumes and TS 32.425 [39]
DL volumes attributes. TS 32.425 [39]
!n-dewce coexistence See clause 4.34.3 TS 38.331 [21]
interference
Throughput time used for calculation of the uplink TS 38.314 [35]
UL Thp Time throughput (per UE). TS 32.422 [3]
TS 37.320 [32]
Throughput volume used for calculation of the uplink TS 38.314 [35]
UL Thp Volume throughput (per UE). TS 32.422 [3]
TS 37.320 [32]
Volume transmitted in the last TTIl and excluded from TS 38.314 [35]
UL LastTTI Volume throughput calculation in the uplink. TS 32.422 [3]
TS 37.320 [32]
List of throughput times used for calculation of the TS 38.314 [35]
) downlink throughput per DRB per UE. One value per TS 32.422 [3]
DL Thp Times DRB. TS 37.320 [32]
TS 32.425 [39]
List of throughput times used for calculation of the TS 38.314 [35]
downlink throughput per DRB per UE. One value per TS 32.422 [3
M5 DL Thp Volumes DRB. e P P TS 37.320 Ealz]

TS 32.425 [39]

QoS level (QCI in option 3 or

mapped 5QI in other options).

List of QoS levels of the DRBs for which the volume and
throughput measurements apply. The order of QoS
values in the list should be the same as the
corresponding measured values in the UL volumes and
DL volumes attributes.

TS 32.422 [3]

TS 37.320 [32]
TS 28.552 [36]
TS 32.425 [39]

DL Thp Time UE

Throughput time used for calculation of the downlink
throughput (per UE).

TS 38.314 [35]
TS 32.422 [3]
TS 37.320 [32]

DL Thp Volume UE

Throughput volume used for calculation of the downlink
throughput (per UE).

TS 38.314 [35]
TS 32.422 [3]
TS 37.320 [32]

DL LastTTI Volume

Volume transmitted in the last TTl and excluded from the
throughput calculation in the downlink (per UE).

TS 38.314 [35]
TS 32.422 [3]
TS 37.320 [32]
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in-device coexistence
interference

See clause 4.34.3

TS 38.331 [21]

DL packet delay per QoS level
(per QCI in option 3 or
mapped 5QI in other options).

L2 Packet Delay for OAM performance observability or
for QoS verification of MDT per DRB per UE

TS 37.320 [32]
TS 28.552 [36]
TS 32.425 [39]

UL packet delay per QoS level

Excess Packet Delay Ratio in Layer PDCP for QoS

TS 38.314 [W]

M6 ; - ificati
(per QCl in option 3 or verification of MDT per DRB per UE . TS 37.320 [32]
mapped 5QI in other options) TS 28.552 [36]
) TS 32.425 [39]
in-device coexistence See clause 4.34.3
interference TS 38331 [21]
DL packet loss rate per QoS packets that are lost at Uu transmission, for OAM TS 37.320 [32]
level (per QCI in option 3 or performance observability per DRB per UE. TS 28.552 [36]
mapped 5QI in other options). TS 32.425 [39]
UL packet loss rate per QoS packets that are lost in the UL, for OAM performance TS 38.314 [W]
M7 P . p observability or QoS verification of MDT per DRB per TS 37.320 [32]
level (per QCI in option 3 or
mapped 5QI in other options) UE. TS 28.552 [36]
) TS 32.425 [39]
!n-dewce coexistence See clause 4.34.3 TS 38.331 [21]
interference
RSSI (WLAN, Bluetooth®) | RSSI measurement by UE. TS 37.320 [32]
M8 !n-dewce coexistence See clause 4.34.3 TS 38.331 [21]
interference
RTT (WLAN) RTT measurement by UE. TS 37.320 [32]
M9 in-device coexistence See clause 4.34.3

interference

TS 38.331 [21]

4.34.2 Trace Record for UE location information

The following table contains the Trace record description for NR UE location information. The trace record is the same
for management based activation and for signalling based activation.

MDT measurement Measurement Measurement attribute definition
; Notes
name attribute name(s)
GNSS based coordinates, including (latitude, longitude),
as reported by the UE. The |IE can be any of
ellipsoidPoint, ellipsoidPointWithUncertaintyCircle,
ellipsoidPointWithUncertaintyEllipse, TS 32.422 [3]
GNSS pos S . TS 37.320 [32]
ellipsoidPointWithAltitude, TS 38.305 [44]
ellipsoidPointWithAltitudeAndUncertaintyEllipsoid, '
ellipsoidArc, polygon depending on the IE present in the
RRC message.
The UE reported UE rx-tx time difference measurement. TS 32.422 [3]
UE location UE rx-tx If available. TS 37.320 [32]
TS 38.305 [44]
The gNB measured gNB rx-tx time difference.If TS 32.422 [3]
gNB rx-tx available. TS 37.320 [32]
TS 38.305 [44]
The gNB measured angle of arrival measurement. If TS 32.422 [3]
AoA available. TS 37.320 [32]
TS 38.305 [44]
The UE reported sensor data (such as barometric TS 32.422 [3]
Sensor information pressure and/or motion). If available: a gyroscope, an TS 37.320 [32]
accelerometer and a barometer data. TS 38.305 [44]

4.34.3 Trace Record for in-device coexistence interference

The following table contains the Trace record description for NR in-device coexistence interference. The trace record is
the same for management based activation and for signalling based activation.

MDT measurement Measurement Measurement attribute definition
name attribute name(s) Notes
It is applied as polluted measurement indication in which
in-device IDC assistance interference factors of IDC (In-Device Coexistence) shall
poeXIstence information _be |nqluded in the case of immediate MDT measurement TS 38.331 [21]
interference if available
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5 Trace format

5.1 Introduction

Trace data reporting consists of trace records that may be written to files or output to streams.

Trace Records are used to carry the captured trace data being reported or to convey various administrative messages
associated with the data collection. Administrative messages are intended for the consumer of files from the TCE for the
file reporting case, or for the MnS Consumer in the case of stream output. Cases where MnS Consumer may transfer
data or convey administrative messages to the MnS Producer are out of scope of the present document.

Encoding of trace records may be performed using XML (binary form) or GPB (Google Protocol Buffers).

GPB encoded trace records are preceded by length indicator to facilitate decoding by the receiver. Streamed trace
records use atransport protocol to facilitate framing of the messages.

5.2 Trace Record

521 Introduction

GPB encoded trace records are formatted in GPB version 3 (proto3) [45]. Individual Trace records are preceded with a
GPB variable length 32 hit integer that indicates the size of the GPB encoded trace record.

Logical Layout

Delimiter Trace Record Delimiter Trace Record Delimiter Trace Record

The Streaming Trace Record comprises a header, payload and an optional common trace payload that contains the trace
administrative message as shown in Figure 5.2.1-1.

Streaming Trace Record

e = ——— 1

Trace Record 1 Common Trace |
I Payload 1

Header Payload 1 y |
vs ||| 1payload! [Payload d 1| rece !

Eorlw;mon I extensi Y _ay oacg, Payload data 1| Administrative |
1elos  &xtensioni {1 Size : Message |

|

\—————————— a

Figure 5.2.1.1: Streaming Trace Record
The format of the Trace Record Header in Trace Record specified in the clause 5.2.2. The format of the Payload and

the Common Trace Payload carrying Trace Administrative Message in Streaming Trace Record specified in the clause
5.2.3 and 5.2.4 respectively.

522 Trace Record Header

The trace record header contains the common fields as specified in the Table 5.2.2-1, in addition it may also contain
vendor specific extensions.
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Table 5.2.2.1 : Common fields in the trace record header

Trace Record Header field name Description

timeStamp (M) Time stamp (in milliseconds since Epoch) of when the streaming
trace record is produced internally in the Producer encoded as
(64 bit integer)

nflnstanceld (M) Unique id of the Producer NF instance that produced this trace
record represented by a (String)

nfType (M) Type of the Producer NF that produced this trace record
represented by a (String)

traceReference (M) Trace Reference (see clause 5.6 of 3GPP TS 32.422 [3])
(represented by a 6 bytes octet string) See Note 6.

traceRecordingSessionReference (M) Trace Recording Session Reference (see clause 5.7 of 3GPP TS
32.422 [3]) represented by a (2 byte octet string. See Note 1.)

traceRecordTypeld (M) Identifier of the trace record type (see clause 5.2.4 for details)

represented by an ENUM with the following values: NORMAL
TRACE_SESSION_START,

TRACE_SESSION_STOP,
TRACE_RECORDING_SESSION_START,
TRACE_RECORDING_SESSION_STOP,
TRACE_STREAM_HEARTBEAT.
TRACE_RECORDING_SESSION_NOT_STARTED,
TRACE_RECORDING_SESSION_DROPPED_EVENTS,
TRACE_FILE_OPEN,

TRACE_FILE_CLOSE,
TRACE_FILE_ABNORMAL_CLOSED
TRACE_RECORDING_SESSION_THROTTLED_START
TRACE_RECORDING_SESSION_THROTTLED_STOP
(See Note 2).

ranUeld (O) RAN defined id to represent a UE (8 byte octet string. See Note
3.)

payloadSchemaURI (O) URI identifying the schema to be used in order to decode the
payload represented by a (String. See Note 4.)

globalGnbld (CM) Global gNB ID, as defined in subclause 9.3.1.6 of 3GPP TS
38.413 [23]. Applied for trace reported by gNB-CU-CP, gNB-CU-
UP, gNB-DU.

vendorExtension (O) Vendor-specific extension(s) (See Note 5.)

NOTE 1: The traceRecordingSessionReference must be present for the Streaming Trace Records with non-
zero size payload where the payload carries data captured for a Trace Recording Session and in
administrative messages related to a Trace Recording Session (e.g. "Trace Recording Session
Start" or "Trace Recording Session Stop").

NOTE 2: The traceRecordTypeld with value "NORMAL" is used for Streaming Trace Records that do not
carry an administrative message.

NOTE 3: The ranUeld field is present in the trace record header when the identifier is supported by RAN. If
RAN UE Id (see 3GPP TS 37.483 [46] and 3GPP TS 38.473 [26]) has been captured in the traced
signaling messages that value is used.

NOTE 4: The payloadSchemaURI is not required for Streaming Trace Records with payload of zero-size, or
payload using common payload format (e.g. used to convey Streaming Trace administrative
messages).

NOTE 5: The vendorExtension is typically a generic list of key-value pairs.

NOTE 6: The encoding of the Trace Reference is a 6-byte Octet String in BCD format. The first 3-byte Octet
String is the PLMN ID which consists of MCC and MNC. The next 3-byte Octet String is the Trace
ID. The PLMN ID is encoded as specified in clause 9.3.3.5 of 3GPP TS 38.413 [23].

5.2.3  Trace Record Payload

The streaming trace record payload carries the captured Trace data being reported by the MnS Producer to the MnS
Consumer and comprises the fields defined in Table 5.2.3-1.
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Table 5.2.3.1 : Fields in the trace record payload

Trace Record Payload parameter name

Description

payloadSize (O)

Size of payload, in bytes represented by a (64 bit integer. The
field may be omitted if the solution set specific
encoding/decoding has its own support for indicating the size.)

payload (M)

Sequence of bytes representing the binary encoded data of the
specific trace recordArray of bytes. See Note 1.

NOTE 2: Void

NOTE 1. For example, trace record content per clause 4 of the present document with schema indicated
in the header field payloadSchemaURI required for decoding.

5.2.4  Trace administrative messages

5.24.1 Introduction

The following administrative messages are defined for trace management purposes:

- Trace Session Start

- Trace Session Stop

- Trace Recording Session Start

- Trace Recording Session Stop

- Trace Stream Heartbeat (streaming only)
- Trace Session Not Started

- Trace Recording Session Not Started

- Trace Recording Session Dropped Events
- Trace File Open (file based only)

- Trace File Close (file based only)

- Trace File Abnormal Closed (file based only)

- Trace Recording Session Throttled Start
- Trace Recording Session Throttled Stop

5.2.4.2 Trace Session Start administrative message

The Trace Session Start administrative message shall be used to convey the start of a Trace Session (see 3GPP TS
32.422 [3] for details). The Trace Record in this case may have zero-size payload. The value of the traceRecordTypeld
fieldinthe Trace Record Header is set to "TRACE_SESSION_START". The start trace session administrative
message is not used for signalling based activation as there is no separate trigger for starting the session and the trace

recording session.

5.24.3 Trace Session Stop administrative message

The Trace Session Stop administrative message shall be used to convey the stop of a Trace Session (see 3GPP TS
32.422 [3] for details). The Trace Record in this case may have zero-size payload. The value of the traceRecordTypeld
field in the Trace Record Header is set to "TRACE_SESSION_STOP'.The stop trace session administrative message is
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not used for signalling based activation as there is no separate trigger for stoping the session and the trace recording
session.
5.2.4.3a Trace Recording Session Start administrative message

The Trace Recording Session Start administrative message shall be used to convey the start of a Trace Recording
Session (see 3GPP TS 32.422 [ 3] for details). The Trace Record in this case may have zero-size payload. The value of
the traceRecordTypeld field in the Streaming Trace Record Header is set to "TRACE _
RECORDING_SESSION_START".

5.2.4.3b Trace Recording Session Stop administrative message

The Trace Recording Session Stop administrative message shall be used to convey the stop of a Trace Recording
Session (see 3GPP TS 32.422 [3] for details). The Trace Record in this case may have zero-size payload in the normal
case, For the abnormal case, the trace record should include the reason for the session stop. One of the reasons could be
overloaded. The value of the traceRecordTypeld field in the Streaming Trace Record Header is set to "TRACE _
RECORDING_SESSION_STOP".

5.24.4 Trace Stream Heartbeat administrative message

The Trace Stream Heartbeat administrative message may be used in absence of the captured trace data and other
administrative messages from the MnS Producer to the MnS Consumer. The message isintended to indicate that a
streaming trace connection is alive and does not indicate whether there is an ongoing Trace Session or not.

Transport protocol level keep-alive mechanisms may be used as an alternative (e.g. use of Ping and Pong WebSocket
framesin IETF RFC 6455 [40]) and are out of scope of the present document.

5.245 Trace Recording Session Not Started administrative message

The Trace Recording Session Not Started admini strative message shall be used to convey that a trace recording session
could not be started. For example, the number of simultaneous UE traces may be limited so that UE traces are not
started when thislimit is reached. It includes the detailed reason as string in the payload.

5.2.4.6 Trace Recording Session Dropped Events administrative message

The Trace Recording Session Dropped Events administrative message shall be used to convey the number of dropped
trace records. The message provides indication that trace records are dropped from a particular trace recording session.
It includes the number of trace records dropped in the payload.

5.2.4.7 Trace File Open administrative message

The Trace File Open administrative message shall be used to convey that trace file is opened for trace recording at the
start of ROP period. The message provides indication when afile is opened.

5.2.4.8 Trace File Close administrative message

The Trace File Close administrative message shall be used to convey that trace file is closed for trace recording at the
end of ROP period. The message providesindication when afileis closed.

5.2.4.9 Trace File Abnormal Closed administrative message

The Trace File Abnormal Closed administrative message shall be used to convey that trace file is closed abnormally.
For example, the trace file is closed due to resource constraint such as out of memory.

5.2.4.10 Trace Recording Session Throttled Start administrative message

The Trace Recording Session Throttled Start administrative message shall be used to convey that the lower priority
trace records are missing. A possible reason is due to overload condition for a Trace Recording Session. The Trace
Record in this case may have zero-size payload or include which kind of contents are missing. The value of the
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traceRecordTypeld field in the Trace Record Header is set to "TRACE _
RECORDING_SESSION_THROTTLED_START".

5.24.11 Trace Recording Session Throttled Stop administrative message

The Trace Recording Session Throttled Stop administrative message shall be used to convey that throttling is cleared
for a Trace Recording Session. The Trace Record in this case may have zero-size payload. The value of the
traceRecordTypeld field in the Trace Record Header is set to "TRACE _
RECORDING_SESSION_THROTTLED_STOP".

5.2.4.12 Trace Session Not Started administrative message

The Trace Session Not Started administrative message shall be used to convey that a trace session could not be started.
It includes the detailed reason as string in the payload.

5.25 Void

5.2.6 Streaming Trace Format

When streaming trace data individual trace records and their associated length delimeter are carried in the payload of
the transport protocol messages Figure 5.2.6.1 illustrates the concept.

Transport protocol message

Protocol-specific header Protocol payload

rp-rz);o-c;)l-_s-p-e-crf;: ----- : Record | Trace Record Record | Trace Record
: . 1 Length Length
,exten5|ons :

Figure 5.2.6.1: Transport of Trace Records

As depicted in the Figure 5.2.6.1, each protocol -specific message delivers one or more trace records from the MnS
Producer to the MnS Consumer. The header of the transport protocol message is protocol-specific. It may contain
protocol specific extensions and/or options related to the transport stream. The payload of the transport protocol carries
one of more Trace Records. The format of the individual Trace Recordsis specified in clause 5.2.

The procedures related to the connection establishment and meta-data exchange between the Streaming Trace data
reporting MnS Producer and MnS Consumer are out of scope of the present document and are specified in TS 28.532
[43]

5.3 Void
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Annex A (normative):
Trace Report File Format

A.0 Introduction

This annex describes the format of trace or MDT result files. Those files are to be transferred from the network (NEs or
EM) to the NM.

The following conditions have been considered for the definition of this file format:

- Thetrace data volume and trace duration is not predictable. Depending on the data retrieval and storage
mechanisms, several consecutive trace result files could be generated for asingle traced call. The file naming
convention shall alow rebuilding the temporal file sequences.

- Sincethefiles are transferred via a machine-machine interface, the files should be machine-readable using
standard tools.

- Thefile format should be independent from the data transfer protocol used to carry the file from one system to
another.

- Thefileformat should be generic across UMTS and EPS systems.

- Thefileformat should be flexible enough to support further trace data types and decoded IEs, as well as vendor
specific trace data.
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Al

Parameter description and mapping table

The following table describes the XML trace file parameters.

Table A.1-1: XML trace file parameters

XML element / XML
attribute specification

Description

traceCol | ecFile

This is the top-level element. It identifies the file as a collection of trace or MDT data. This element
includes:

- afile header (element "fi | eHeader ")

- the collection of trace data items (elements "t r aceRecSessi on").

fil eFor mat Ver si on

fil eHeader This is the trace file header element. This element includes:
- aversion indicator (attribute specification “f i | eFor mat Ver si on")
- the PLMN for the Participating Operator on who's behalf the Trace Session was performed
(element "pOPLMN')
- the vendor name of the sending network node (attribute specification "vendor Nane")
- the name of the sending network node (attribute specification "f i | eSender el ement Dn")
- the type of the sending network node (attribute specification "f i | eSender el enent Type")
- atime stamp (attribute specification "t r aceCol | ec begi nTi nme").
fil eHeader This attribute specification identifies the file format version applied by the sender. The format version

defined in the present document shall be the abridged number and version of this 3GPP document
(see below).
The abridged number and version of a 3GPP document is constructed from its version specific full
reference "3GPP [...] (yyyy- mm " by:
- removing the leading "3GPP TS"
- removing everything including and after the version third digit, representing editorial only
changes, together with its preceding dot character
- from the resulting string, removing leading and trailing white space, replacing every multi
character white space by a single space character and changing the case of all characters
to uppercase.

fil eHeader pOPLIWN

Optional element identifies the PLMN for the Participating Operator. This parameter can be used
when the node that is recording the data is shared between operators.

fil eHeader vendor Nane

Optional attribute specification that has the following value part: vendor of the equipment that
provided the trace file.

fil eSender el enent Dn

Optional attribute specification that uniquely identifies the NE or EM that assembled this trace file,
according to the definitions in 3GPP TS 32.300 [11].

fil eSender el enent Type

Optional attribute specification that identifies type of the network node that generated the file. For
MDT case, this attribute only has the type of "RNC" or "'eNodeB".

traceCol | ec begi nTi e

This attribute specification contains a timestamp that refers to the start of the first trace data that is
stored in this file. It is a complete timestamp including day, time and delta UTC hour. E.g. "2001-
09-11T09: 30: 47- 05: 00".

traceRecSessi on

Optional element that contains the traced data associated to a Trace Recording Session. It includes:
- the DN prefix (attribute specification "dnPr ef i x")
- the trace session identifier (element specification "t r aceSessi onRef ")
- the trace recording session identifier (attribute specification "t r aceRecSessi onRef )
- the start time of the call (attribute specification "st i ne")
- the ue identifier (element "ue")
- the traced messages (elements "nsg") for trace or the UE measurements (elements "neas")
for MDT

traceRecSessi on
dnPrefix

Optional attribute specification that provides the DN prefix (see 3GPP TS 32.300 [11]).

traceRecSessi on
traceSessi onRef

This element provides a unique trace session identifier as described in 3GPP TS 32.421 [2]. Trace
Reference is composed of MCC digits, MNC digits, and Trace ID where:
- MCC is in BCD format, 3 digits in length (element specification "MCC")
- MNC is in BCD format, 1 to 3 digits in length, with no filler digit for MNCs less than 3 digits
(element specification "MNC")
- Trace ID is in hexadecimal format, 6 digits in length, hex letters (A through F) are
capitalized(element specification "TRACE_ID").

traceRecSessi on
traceRecSessi onRef

Attribute specification that provides a unique trace recording session identifier as described in
3GPP TS 32.421 [2] and 3GPP TS 32.422 [3]. Trace Recording Session Reference is represented
in hexadecimal format. No filler digits for hex numbers of less than four digits. All hex letters (A thru
F) are capitalized.

traceRecSessi on stinme

Optional attribute specification that provides the start time of the call.

ue

This element gives the ue identifier provided in trace activation messages. It includes:
- the ue identifier type (attribute specification "i dType")
- the ue identifier value (attribute specification "i dVal ue")

This element shall not be present in the Trace record of E-UTRAN.

ue i dType

Attribute specification that provides the ue identifier type (IMSI, IMEI (SV), TAC, or Public User
Identity). For management based MDT, IMSI or IMEI(SV) can not be selected as ue idType.

ETSI




3GPP TS 32.423 version 17.13.0 Release 17 101 ETSI TS 132 423 V17.13.0 (2025-07)

XML element / XML Description
attribute specification
ue i dval ue Attribute specification that provides the ue identifier value, represented in decimal. This attribute is
optional for management based MDT.
nmsg This element contains the information associated to a traced message. This element will not be

included if the file is from the MME for retrieving the IMSI/IMEI (SV) information. It includes:
- the function name associated to the traced message (attribute specification "f uncti on")
- the time difference with attribute specification "t r aceCol | ec begi nTi me" (attribute
specification "changeTi ne")
- aboolean value that indicates if the message is vendor specific (attribute specification
"vendor Speci fic")
- the protocol message name (attribute specification "name")
- the NE initiator of the protocol message (element "i ni ti at or")
- the NE target(s) of the protocol message (element "t ar get ")
- the NE proxy of the protocol message (element "proxy")
- the encoded protocol message (element "r awivsg")
- the traced IEs, either simple (elements "i e") or complex (elements "i eG oup"), in any order
This element is trace specific and not used for MDT.

msg function Attribute specification that provides the function name associated to the traced message (e.g. luu, lu
CS, lub, Intra frequency measurement, Gb, ...). This attribute is trace specific and not used for MDT.
nsg changeTi me Attribute specification that provides the time difference with attribute specification "t r aceCol | ec

begi nTi ne". It is expressed in number of seconds and milliseconds (nbsec.ms). This attribute is
trace specific and not used for MDT.

nsg vendor Speci fic Attribute specification whose value part is a boolean value that indicates if the message is vendor
specific (true) or not (false). This attribute is trace specific and not used for MDT.

nmsg nane Attribute specification that provides the protocol message name. This attribute is trace specific and
not used for MDT.

initiator Optional element that identifies the NE initiator of the protocol message. Each includes:

- the type of the network node that initiate the message (attribute specification "t ype")
- the LDN of NE initiator of the protocol message (element's content). The element's content
may be empty in case the initiator is the sender or the mobile
This element is trace specific and not used for MDT.

initiator type Optional attribute specification that provides the type of the network node that initiate the message,
e.g. "RNC', "SGSN'. This element is trace specific and not used for MDT.
target Optional element that identifies the NE target(s) of the protocol message. It includes:

- the type of the network node that receive the message (attribute specification "t ype")
- the LDN or IP Address of NE target of the protocol message (element's content). The
element's content may be empty in case the target is the sender or the mobile
This element is trace specific and not used for MDT.

target type Optional attribute specification that provides the type of the network node that receive the message,
e.g. "RNC', "SGSN'. This element is trace specific and not used for MDT.
rawvsg Nun®F Targets Optional attribute specification that provides the number of targets that the message is sent to. This

is populated ONLY if the Target is not explicitly specified and is useful when there are a large
number of targets that the message is sent to. This attribute is trace specific and not used for MDT.
pr oxy Optional element that identifies the NE proxy of the protocol message. Each includes:

- the type of the network node that route the message (attribute specification "t ype")

- the LDN, FQDN or IP address of NE proxy of the protocol message (element's content).
This element is trace specific and not used for MDT.

proxy type Optional attribute specification that provides the type of the network node that route the message,
e.g. "SCP", "SEPP". This element is trace specific and not used for MDT.
rawvsg Optional element that contains the encoded protocol message. It includes:

- the protocol name associated to the event (attribute specification "pr ot ocol )
- the protocol version (attribute specification "ver si on")
- the number of targets the message is sent (attribute specification "NumCf Tar get s")
- the hexadecimal encoded form of the message (element's content)
This element is available only if the trace depth is maximum.
This attribute is trace specific and not used for MDT.

rawivsg pr ot ocol Attribute specification that provides the protocol name associated to the event (e.g. "Ranap"). This
attribute is trace specific and not used for MDT.

rawMsg ver si on Attribute specification that provides the protocol version. This attribute is trace specific and not used
for MDT.

i eG oup Optional element that contains a complex traced IE, i.e. an IE that contains other traced IEs. It
includes:

- the IE group name (attribute specification "nane"
- the IE group value (attribute specification "val ue")
- zero or more traced IEs, either simple (elements "i e") or complex (elements "i eG oup"), in
any order
This element is available only if the trace depth is medium or minimum.
This attribute is trace specific and not used for MDT.
i eGroup nane Optional attribute specification that provides the IE group name (e.g. "RAB par anet er s").
i eG oup val ue Optional attribute specification that provides the IE group value when it exists (e.g. "RAB
i denti fier"). This attribute is trace specific and not used for MDT.
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XML element / XML Description
attribute specification

ie Optional element that contains a simple traced IE, i.e. an IE decoded from the traced message. It
includes:

- the IE name (attribute specification "nane")

- the IE value (element's content)
This element is available only if the trace depth is medium or minimum.
This attribute is trace specific and not used for MDT.

i e nanme Attribute specification that provides the IE name (e.g. "M ni mum DL Power "). This attribute is trace
specific and not used for MDT.
nmeas This element contains the information associated to a UE measurement in MDT task. It includes:

- the neasurenent nane (attribute specification "measname")

- the measurement value (element's content)

This element is MDT specific and not used for trace.

nmeas namne Attribute specification that provides the IE hame. The |Es are specified in the Trace Record for
Immediate MDT measurements table (see clauses 4.16, 4.17, 4.34). This attribute is MDT specific
and not used for trace.

nmeas changeTi me Attribute specification that provides the time difference with attribute specification "traceCollec
beginTime". It is expressed in number of seconds and milliseconds (nbsec.ms). This attribute is
MDT specific and not used for trace.

nmeas vendor Specific Attribute specification whose value part is a boolean value that indicates if the measurement is
vendor specific (true) or not (false). The vendor specific measurements are taken at eNB or RNC.
This attribute is MDT specific and not used for trace.

neas target Cell Attribute identifies the serving cell that the UE measurement is taken. This attribute is MDT specific
and not used for trace.
meas uelocation Optional attribute that identifies the UE location information when the measurement is taken. The

|IEs are specified in the Trace Record for UE location information table.This attribute is MDT specific
and not used for trace.
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A.2 XML file format definition

For encoding of the information content, XML (see Extensible Markup Language (XML) 1.0, W3C Recommendation
[5],[6],[7],[8] and [9]) will be used. The XML schema contains the mark-up declarations that provide a grammar for
the trace file format. The XML schema s defined below.

A.2.1 XML trace/MDT file diagram

The following figure A.2.1-1 describes the XML element structure of atrace/MDT XML file.

attributes

td: fileSender E]—' attributes |

td:fileHeader [

td:traceCollec E]—' attributes |

traceCollecFile [ == 1

Figure A.2.1-1 : XML trace/MDT file diagram

NOTE: Incaseatrace only recording session, the elements/attributes (such as "meas") which are specific to MDT
but not used for trace should be excluded from the file; In caseaMDT only recording session, the
elementd/attributes (such as "msg") which are specific to trace but not used for MDT should be excluded
from thefile: In case of a combined trace and MDT recording session, all the elementg/attributes are
included in the file.
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A.2.2 Trace data file XML schema

Thefollowing XML schemat r aceDat a. xsd isthe schemafor trace or MDT data XML files:

<?xm version="1.0" encodi ng="UTF-8"?>

<l--
3GPP TS 32. 423 Subscriber and Equi prent Trace or MDT data definition and nmanagenent
Trace data file XML schema
tracebDat a. xsd

-->

<schema

t ar get Nanespace=

"http://ww. 3gpp. org/ ftp/specs/archivel/ 32_seri es/ 32. 423#t raceDat a"
el enent For nDef aul t =" qual i fi ed"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns: td=
"http://ww. 3gpp. org/ ftp/specs/archivel/ 32_seri es/ 32. 423#t raceDat a"
>
<I-- XM types specific for Trace data file -->
<conpl exType nane="TraceRef erence">
<sequence>

<el ement name="MCC' type="td: MCCt ype"/>
<el ement name="MC' type="td: MNC ype"/>
<el ement name="TRACE I D' type="td: Trace_I| Dtype"/>
</ sequence>
</ conpl exType>
<si npl eType nanme="traceRecSessi onRef ">
<restriction base="hexBi nary">
<maxLength val ue="2"/>
</restriction>
</ si mpl eType>

<si npl eType nanme="MCt ype" >
<restriction base="string">
<pattern val ue="\d{3}"/>
</restriction>
</ si npl eType>
<si npl eType name="M\Ct ype" >
<restriction base="positivelnteger">
<maxExcl usi ve val ue="1000"/>
</restriction>
</ si npl eType>
<conpl exType name="PLM\t ype" >
<sequence>
<el ement name="MCC' type="td: MCCtype"/>
<el ement name="M\C' type="td: MN\Ct ype"/>
</ sequence>
</ conpl exType>
<si npl eType name="Trace_| Dtype">
<restriction base=" hexBi nary">
<l ength val ue="3"/>
</restriction>
</ si mpl eType>
<l-- Trace data file root XM elenent -->
<el ement name="traceCol | ecFi |l e">
<conpl exType>
<sequence>
<el ement name="fil eHeader" >
<conpl exType>
<sequence>
<el ement name="fil eSender" >
<conpl exType>
<attribute name="el ement Dn" type="string" use="optional"/>
<attribute name="el ement Type" type="string" use="optional"/>
</ conpl exType>
</ el ement >
<el ement name="traceCol | ec">
<conpl exType>
<attribute name="begi nTi me" type="dateTi me" use="required"/>
</ conpl exType>
</ el ement >
<el enment name="pOPLMN' type="td: PLMNtype" m nQccurs="0" naxCccurs="1"/>
</ sequence>
<attribute name="fil eFormat Versi on" type="string" use="required"/>
<attribute name="vendor Name" type="string" use="optional"/>
</ conpl exType>
</ el ement >
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<el ement name="traceRecSessi on" m nCccurs="0" maxCccurs="unbounded" >
<conpl exType>
<sequence>
<el erent name="ue" m nCccurs="0">
<conpl exType>
<attribute name="idType" type="string" use="required" />
<attribute name="idVal ue" type="I|ong" use="required"/>
</ conpl exType>
</ el ement >
<l-- Elenent specific to trace data file -->
<el ement name="nsg" m nCccurs="0" maxCccurs="unbounded" >
<conpl exType>
<sequence>
<el ement name="initiator" m nCccurs="0">
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="type" type="NCNane"
use="optional "/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
<el ement name="target" mi nCccurs="0" nmaxCccurs="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="type" type="NCNane"
use="optional "/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
<el ement name="proxy" m nCccurs="0" maxCccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="type" type="NCNane"
use="optional "/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >

<el ement name="rawMsg" m nCccurs="0">
<conpl exType>
<si npl eCont ent >
<ext ensi on base="hexBi nary">
<attribute name="protocol" type="string"
use="requi red"/ >
<attribute name="version" type="string"
use="requi red"/ >
<attribute name="NumCf Targets" type="integer"
use="optional "/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el emrent >
<choi ce m nCccurs="0" maxCccur s="unbounded" >
<el enment ref="td:ie"/>
<el ement ref="td:ieGoup"/>
</ choi ce>
</ sequence>
<attribute name="function" type="string" use="required"/>
<attribute name="nanme" type="string" use="required"/>
<attribute name="changeTi me" type="float" use="required"/>
<attribute name="vendor Specific" type="bool ean" use="required"/>
</ conpl exType>
</ el ement >
<!-- Elenment specific to MDT data file -->
<el ement name="neas" m nCccurs="0" maxCccurs="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="nanme" type="string" use="required"/>

<attribute name="changeTi ne" type="float" use="required"/>
<attribute name="vendor Specific" type="bool ean" use="required"/>

ETSI



3GPP TS 32.423 version 17.13.0 Release 17 106 ETSI TS 132 423 V17.13.0 (2025-07)

<attribute name="targetCel|l" type="string" use="required"/>
<attribute name="uelLocation" type="string" use="optional"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
<el ement nanme="traceSessi onRef" type="td: TraceReference"/>
</ sequence>
<attribute name="dnPrefix" type="string" use="optional"/>
<attribute name="traceRecSessionRef" type="td:traceRecSessi onRef"
use="requi red"/ >
<attribute name="stinme" type="dateTi me" use="optional"/>
</ conpl exType>
</ el ement >
</ sequence>
</ conpl exType>
</ el ement >
<l-- Additional supporting XM. elenments -->
<el ement nanme="i eG oup" >
<conpl exType>
<choi ce m nCccurs="0" maxCQccur s="unbounded" >
<element ref="td:ie"/>
<el enment ref="td:ieGoup"/>
</ choi ce>
<attribute name="nanme" type="string" use="optional"/>
<attribute name="val ue" type="string" use="optional"/>
</ conpl exType>
</ el ement >
<el ement name="ie">
<conpl exType>
<si npl eCont ent >
<ext ensi on base="string">
<attribute name="nanme" type="string" use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
</ schema>
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Annex B (normative):
Trace Report File Conventions and Transfer Procedure

B.O

Introduction

This annex describes naming conventions of files containing trace results and the procedure to transfer these files from
the network to the NM.

B.1

File naming convention

The following convention shall be applied for trace result file naming:

<Type><Startdate>.<Starttime>-<SenderType>.<SenderName>.[ <TraceReference>].[ <TraceRecordingSessionRef>]

1)

2)

3)

4)

5)

6)

The Typefield indicates if the file contains trace data for single or multiple calls, where:

- "A" means single Trace Recording Session, single sender NE;

- "B" means multiple Trace Recording Sessions, single sender NE;

- "C"meansIMSI/IMEI (SV) information for cell traffic trace or IMEI-TAC if areabased MDT traceis
involved (3GPP TS 32.422 [3] clause 4.4) .

The Startdate field indicates the date of the first record in the trace file. The Startdate field is of the
formYYYYMMDD, where:

- YYYY istheyear infour-digit notation;
- MM isthe month in two digit notation (01 - 12);
- DD istheday intwo digit notation (01 - 31).

The Starttime field indicates the time of the first record in the trace file. The Starttime field is of the
form HHMM SSshhmm, where:

- HH isthe two digit hour of the day (local time), based on 24 hour clock (00 - 23);

- MM isthetwo digit minute of the hour (local time) (00 — 59);

- SSisthetwo digit second of the minute (local time) (00 — 59);

- sisthesign of thelocal time differential from UTC (+ or -), in case the time differential to UTC is 0 then the
sign may be arbitrarily set to "+" or "-";

- hhisthetwo digit number of hours of the local time differential from UTC (00-23);

- mmisthetwo digit number of minutes of the local time differential from UTC (00-59).

SenderType field is the type of NE defined by 10C attribute managedElementType in 3GPP TS 32.622 [12] that
recorded and sent the trace file; SenderName field isthe identifier of the NE that recorded and sent the trace file.

TraceRecordingSessionReference field is set only if thetype field is A, and is represented in hexa-decimal
format. TraceRecordingSessionReference is a4 digit hexadecimal number and will not include filler digits for
values lessthan 4 digitsin length. All hexadecimal letters (A thru F) are capitalized.

TraceReference field is set if the type field is A. For type B the Trace Reference is optional and will be used
when one trace fileis created per trace session with multiple trace recording session. Trace Referenceis
represented in hexadecimal format. Trace Reference as defined in 3GPP TS 32.422 [3] is composed of PLMN ID
(MCC, MNC) and Trace ID. The PLMN identity consists of 3 digits for MCC followed by either - afiller digit
plus 2 digits from MNC (in case of 2 digit MNC) or 3 digits from MNC (in case of a3 digit MNC). MCC and
MNC arein BCD format.

Example: If MCC: 405, MNC: 139
octet 1: 0x04 (MCC digit 2, MCC digit 1)
octet 2: 0x15 (MNC digit 1, MCC digit 3)
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octet 3: 0x93 (MNC digit 3, MNC digit 2)
Also if the MNC is 2 digits (MCC: 405 and MNC 39)
octet 1: 0x04 (MCC digit 2, MCC digit 1)
octet 2: OxF5 (MNC digit 1, MCC digit 3)
octet 3: 0x93 (MNC digit 3, MNC digit 2)
7) Trace Referenceisset if thetypefieldisC.

See hullet 6 above for details regarding the representation of the Trace Reference.Some examples describing file
naming convention:

1) file name: A20090928.231500+0200-MME.MMES5. 13F23200056.125,

meaning: file produced by MME< MME5> on September 28, 2009, first trace record at 23:15:00 local time
with atime differential of +2 hours against UTC. The file contains trace data for the Trace Session with the
Trace reference 13F232000056 (where MCC is 312, MNC is 23, and Trace ID is 000056, all in hexadecimal
format) and for the Trace Recording Session with the reference 125.

2) file name: B20030115.170000-0300-RNC.RNCO02,

meaning: file produced by RNC<RNCO02> on January 15, 2003, first trace record at 17:00:00 local time with a
time differential of -3 hours against UTC. The file contains trace data for several Trace Recording Sessions.

3) file name: B20030115.170000-0300-RNC.RNC02. 4358070034D7,

meaning: file produced by RNC<RNC02> on January 15, 2003, first trace record at 17:00:00 local time with a
time differential of -3 hours against UTC. The file contains trace 4358070034D7 (where MCC is 348, MNC is
570, and Trace ID is0034D7) datafor Trace reference and several Trace Recording Sessions.

4) file name C20030115.170000-0300-M ME.MMEOQ2. 26F452550021

Meaning: file produced by MME<MMEQ02> on January 15, 2003, first trace record at 17:00:00 local time with a
time differential of -3 hours against UTC. The file contains IMSI/IMEI (SV) or IMEI-TAC information for one
or more UEs traced at eNB with Trace Reference26F452550021 (where MCC is 624, MNC is 25, and Trace ID
is 550021).

B.2 File transfer

- Dataretrieva and storage mechanisms are vendor specific.

- Thereisno constraint on data retrieval periodicity.
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Annex C (informative):
Trace Functional Architecture: Reporting

C.1  Figure of Trace Reporting

The following represents the trace reporting procedures.

OSSNM/TCE

_—|Hss

EMx

MSC Server

GGSN

EMy | &—+— |
x MGW
SGSN
S-CSCF P-CSCF
RNC

Figure C.1.1: Trace Reporting in System context A
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* HSS

MSC Server

EM

MGW

EM

EM EM

S-CSCF | | P-CSCF o

RNC GGSN

Figure C.1.2: Trace Reporting in System Context B
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Annex D (informative):
Examples of trace files

D.1  Examples of trace XML file

D.1.1 Example of XML trace file with the maximum level of details

<?xm version="1.0" encodi ng="UTF-8"?>
<traceCol | ecFil e xm ns="http://ww. 3gpp. org/ ftp/specs/archivel/ 32_series/ 32. 423#traceDat a"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://wwmv 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a
http://ww. 3gpp. org/ftp/specs/archive/ 32_series/ 32423#t raceDat a" >
<fil eHeader fil eFormatVersion="32.423 V6.0" vendor Name="Conpany NN'>
<pOPLM\>
<MCC>460</ MCC>
<MNC>10</ MNC>
</ pOPLMN>
<fil eSender el ement Dn="DC=al. conpanyNN. com SubNet wor k=1, ManagedEl enment =RNC- 1"
el ement Type="RNC'/ >
<traceCol | ec begi nTi me="2001-09-11T09: 30: 47- 05: 00"/ >
</fil eHeader >
<traceRecSessi on dnPrefix="DC=al. conpanyNN. com SubNet wor k=1" traceRecSessi onRef =" Al"
stinme="2001-09-11T09: 30: 47- 05: 00" >
<ue idType="IMsl" idVal ue="32795"/>
<msg function="1ub" nane="Radi o Li nkSetup Request" changeTi me="0. 005"
vendor Speci fic="fal se">
<target type="Cell">SubNetwork=1, ManagedEl ement =Cel | - 1</t ar get >
<rawVsg protocol ="Nobap" version="001">A9FD64E12C</ r awiVsg>
</ nsg>
<traceSessi onRef >
<MCC>460</ MCC>
<MNC>10</ MNC>
<TRACE_| D>000122</ TRACE_| D>
</ traceSessi onRef >
</ traceRecSessi on>
</traceCol | ecFi | e>

An additional example added;

<?xm version="1.0" encodi ng="UTF-8"?>
<traceCol |l ecFil e xm ns="http://ww. 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://ww. 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a
http://ww. 3gpp. org/ftp/specs/archive/ 32_series/ 32423#t raceDat a" >
<fil eHeader fil eFormatVersion="32.423 V9.0" vendor Name="Conpany NN'>
<pOPLM\>
<MCC>460</ MCC>
<MNC>10</ MNC>
</ pOPLM\>
<fil eSender el ement Dn="DC=al. conpanyNN. com SubNet wor k=1, ManagedEl enment =MVE-1 "
el enent Type="MFE"/ >
<traceCol | ec begi nTi me="2001-09-11T09: 30: 47- 05: 00"/ >
</fil eHeader >
<traceRecSessi on dnPrefix="DC=al. conpanyNN. com SubNet wor k=1" traceRecSessi onRef =" B2"
sti nme="2001-09- 11T09: 30: 47- 05: 00" >
<ue i dType="I|MsI" idVal ue="32795"/>
<nmsg function="S1AP"' nane="Handover Request" changeTi ne="0. 005" vendor Specific="fal se">
<target type="Cell">SubNetwork=1, ManagedEl ement =Cel | - 1</t ar get >
<target type="Cell">SubNetwork=1, ManagedEl ement =Cel | - 2</t ar get >
<target type="Cell">123.222.213.5 </target>
<rawMsg protocol ="S1AP" version="001" NunOf Tar get s="3">A9FD64E12C</r amvsg>
</ nsg>
<t raceSessi onRef >
<MCC>460</ MCC>
<MNC>10</ MNC>
<TRACE_| D>000122</ TRACE_| D>
</ traceSessi onRef >
</ traceRecSessi on>
</traceCol |l ecFile >
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D.1.2 Example of XML trace file with the minimum level of details

<?xm version="1.0" encodi ng="UTF-8"?>
<traceCol | ecFil e xm ns="http://ww. 3gpp. org/ ftp/specs/archivel/ 32_series/ 32. 423#traceDat a"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://wwmv. 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a
http://ww. 3gpp. org/ftp/specs/archivel/ 32_series/32. 423#traceDat a" >
<fil eHeader fil eFormatVersion="32.423 V6.0" vendor Name="Conpany NN'>
<pOPLM\>
<MCC>460</ MCC>
<MNC>10</ MNC>
</ pOPLM\>
<fil eSender el ement Dn="DC=al. conpanyNN. com SubNet wor k=1, ManagedEl enent =RNC- 1"
el ement Type="RNC'/ >
<traceCol | ec begi nTi me="2001- 09- 11T09: 30: 47- 05: 00"/ >
</fil eHeader >
<traceRecSessi on dnPrefi x="DC=al. conpanyNN. com SubNet wor k=1" traceRecSessi onRef =" C3"
stinme="2001-09-11T09: 30: 47- 05: 00" >
<ue idType="IMsl" idVal ue="32795"/>
<msg function="1ub" nane="Radi o Link Setup Request" changeTi ne="0. 005"
vendor Speci fic="fal se">
<target type="Cell">SubNetwork=1, ManagedEl ement =Cel | - 1</t ar get >
<i e name="UL Scranbling Code">54</ie>
<ie name="UL SIR Target">17.3</ie>
<ie name="M n UL Channelisation Code Length">8</ie>
<i e name="Poncture Limt">2</ie>
<i eGroup nanme="Radi oLi nk" val ue="1">
<i e name="DL Scranbling Code">1</ie>
<i e name="DL Channelisation Code Nunber">15</ie>
<i e name="Maxi mum DL Power">9. 3</i e>
<i e name="M ni mrum DL Power">-10. 1</i e>
</i eG oup>
</ msg>
<nmsg function="1uPs" nanme="RAB Assi gnnment Response" changeTi ne="0.010"
vendor Speci fic="fal se">
<i eGroup name="RAB" val ue="1">
<i eGoup name="RAB Failed To Setup O Modify">
<i e name="cause">2</ie>
</i eG oup>
</i eG oup>
</ msg>
<traceSessi onRef >
<MCC>460</ MCC>
<MNC>10</ MNC>
<TRACE_| D>000130</ TRACE_| D>
</traceSessi onRef >
</traceRecSessi on>
</traceCol | ecFi | e>

D.1.3  Example of XML trace file for IMSI information from the MME

<?xm version="1.0" encodi ng="UTF-8"?>
<traceCol | ecFil e xm ns=http://wwm. 3gpp. org/ ftp/specs/archivel/ 32_series/ 32. 423#traceDat a
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocati on="http://wwm. 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a
http://ww. 3gpp. org/ ftp/specs/archivel 32_seri es/ 32423#t raceDat a" >
<fil eHeader fil eFormatVersion="32.423 V8.0" vendor Name="Conpany NN'>
<pOPLM\>
<MCC>460</ MCC>
<MNC>10</ MNC>
</ pOPLM\>
<fil eSender el ement Dn="DC=al. conpanyNN. com SubNet wor k=1, ManagedEl enment =MVE"
el enent Type="MFE"/ >
<traceCol | ec begi nTi me="2001-09-11T09: 30: 47- 05: 00"/ >
</fil eHeader >
<traceRecSessi on dnPrefix="DC=al. conpanyNN. com SubNet wor k=1" traceRecSessi onRef =" Al" stinme="2001-
09-11T09: 30: 47- 05: 00" >
<ue i dType="I|MsI" idVal ue="32795"/>
<t raceSessi onRef >
<MCC>460</ MCC>
<MNC>10</ MNC>
<TRACE_| D>000130</ TRACE_| D>
</ traceSessi onRef >
</ traceRecSessi on>
<traceRecSessi on dnPrefi x="DC=al. conpanyNN. com SubNet wor k=1" traceRecSessi onRef =" B2" stinme="2001-
09- 11T09: 30: 47- 05: 00" >
<ue idType="IMSl" idVal ue="12345"/>
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<t raceSessi onRef >
<MCC>460</ MCC>
<MNC>10</ MNC>
<TRACE_I| D>000150</ TRACE_| D>
</traceSessi onRef >
</traceRecSessi on>
</traceCol | ecFi |l e>

D.1.4 Example of MDT XML file

<?xm version="1.0" encodi ng="UTF-8"?>
<traceCol |l ecFil e xm ns="http://ww. 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://ww. 3gpp. org/ ftp/ specs/archivel/ 32_series/ 32. 423#traceDat a
http://ww. 3gpp. org/ftp/specs/archive/ 32_series/32. 423#traceDat a" >
<fil eHeader fil eFormatVersion="32.423 V6.0" vendor Name="Conpany NN'>
<pOPLM\>
<MCC>460</ MCC>
<MNC>10</ MNC>
</ pOPLM\>
<fil eSender el ement Dn="DC=al. conpanyNN. com SubNet wor k=1, ManagedEl enment =RNC- 1"
el enent Type="RNC'/ >
<traceCol | ec begi nTi me="2001-09-11T09: 30: 47- 05: 00"/ >
</fil eHeader >
<traceRecSessi on dnPrefix="DC=al. conmpanyNN. com SubNet wor k=1" traceRecSessi onRef =" Al",
sti ne="2001-09- 11T09: 30: 47- 05: 00" >
<ue i dType="I|MsI" idVal ue="32795"/>

<nmeas nane="RSRP" changeTi me="0. 005" vendor Specific="fal se" targetCell="Cell-1"> 97 </neas>
<nmeas nane="RSRQ' changeTi me="0. 010" vendor Specific="fal se" targetCell="Cell-2"> 34 </neas>
<meas nane="Power Headroon! changeTi ne="0.015" vendor Specific="false" targetCell="Cell-1"> 5

</ meas>
<t raceSessi onRef >
<MCC>460</ MCC>
<MNC>10</ MNC>
<TRACE_| D>000150</ TRACE_I D>
</traceSessi onRef >
</traceRecSessi on>
</traceCol |l ecFil e>

ETSI



3GPP TS 32.423 version 17.13.0 Release 17 114 ETSI TS 132 423 V17.13.0 (2025-07)

Annex E (informative):
Void
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Annex F (Informative):
Void
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Annex G (normative):
Trace Record Protocol Buffer (GPB)

G.1 Transport Protocol Payload Format

The payload of one transport protocol message can carry one or more trace records as specified in clause 5.1. For GPB
trace payload, the overall encoding format shall adhere to the following rules:

- Each trace record is encoded as a single TraceRecord GPBv3 message following the schemain clause G.2.

- Each TraceRecord message is preceded by alength field indicating the size in bytes of the following GPB
message. Thislength field is encoded using the GPB ‘varint” wire format.

- If the transport message payload includes multiple trace records, the length field for the next TraceRecord
message shall immediately follow the preceding message.

- No extrapadding (unused bytes) is allowed anywhere in the transport message payload.

NOTE: Thetota length of the transport message payload is assumed to be available but encoding of thisvalueis
specific to the transport protocol in use.

G.2 Trace Record Protocol Buffer (GPB) definitions

Normative GPB Trace Record schema, defined per clause 5.2:

syntax = “proto3”;

/* Trace Record per 3GPP 32.423 specification.
* v16
*/

enum TraceRecordType {
NORMAL = 0;
TRACE_SESSI ON_START = 1,
TRACE_SESSI ON_STOP = 2;
TRACE_RECORDI NG_SESSI ON_START = 3;
TRACE_RECORDI NG_SESSI ON_STOP = 4;
TRACE_STREAM HEARTBEAT = 5;
TRACE_RECORDI NG_SESSI ON_DROPPED_EVENTS = 6;
TRACE_RECORDI NG_SESSI ON_NOT_STARTED = 7;
TRACE_FI LE_COPEN = 8;
TRACE_FI LE_CLCSE = 9;
TRACE_FI LE_ABNORVAL_CLCSED = 10;

TRACE_RECORDI NG_SESSI ON_THROTTLED_START = 11,

TRACE_RECORDI NG_SESSI ON_THROTTLED_STCOP = 12;

TRACE_SESSI ON_NOT_STARTED = 13;

}
message G obal Gnbld {

bytes plm_identity = 1;
int64 gnb_id = 2;

message TraceRecor dHeader {
inté4 time_stamp = 1;
string nf_instance_id = 2;
string nf_type = 3;
bytes trace_reference = 4;
bytes trace_recordi ng_session_ref
TraceRecordType trace_rec_type_id
optional bytes ran_ue_id = 7;
optional string payl oad_schema_uri = 8;
d obal Gnbl d gl obal _gnb_id = 9;
map<string, string> vendor_extension = 10;

5;
6;
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nessage TraceSessionStart {
map<string, string> vendor_extension = 1;

}

message TraceSessionStop {
map<string, string> vendor_extension = 1;

}

nmessage TraceRecordi ngSessionStart {
map<string, string> vendor_extension = 1;

nmessage TraceRecor di ngSessi onStop {
string reason = 2;
map<string, string> vendor_extension = 1;

}

message TraceStreanHeartbeat {
map<string, string> vendor_extension = 1;

}

message TraceRecor di ngSessi onDr oppedEvents {
i nt 64 nunber _of _dropped_events = 1;
map<string, string> vendor_extension = 2;

}

message TraceRecordi ngSessi onNot Started {
string reason = 1;
map<string, string> vendor_extension = 2;

}

nessage TraceFi |l eOpen {

map<string, string> vendor_extension = 1;
nessage TraceFil ed ose {
map<string, string> vendor_extension = 1;

nessage TraceFi | eAbnor nal d osed {
string reason = 1;
map<string, string> vendor_extension = 2;

}

nessage TraceRecordi ngSessionThrottledStart {
string reason = 1;
map<string, string> vendor_extension = 2;

}

nmessage TraceRecordi ngSessi onThrottl| edStop {
map<string, string> vendor_extension = 1;

}

nmessage TraceSessionNot Started {
string reason = 1;
map<string, string> vendor_extension = 2;

}

message CommonTracePayl oad {
oneof record_payl oad {

TraceSessionStart trace_session_start = 1;
TraceSessionStop trace_session_stop = 2;
TraceRecordi ngSessi onStart trace_recordi ng_session_start =
TraceRecor di ngSessi onStop trace_recordi ng_session_stop = 4;
TraceStreanHeart beat trace_stream heartbeat = 5;
TraceRecor di ngSessi onDr oppedEvents trace_recordi ng_sessi on_dropped_events = 6;
TraceRecor di ngSessi onNot Started trace_recordi ng_sessi on_not_started = 7;
TraceFi |l eOpen trace_file_open = 8;
TraceFil ed ose trace_file_close = 9;
TraceFi | eAbnormal C osed trace_fil e_abnormal _cl osed = 10;
TraceRecordi ngSessi onThrottl edStart trace_recording_session_throttled_start = 11;
TraceRecor di ngSessi onThrottl edStop trace_recordi ng_session_throttled_stop = 12;
TraceSessi onNot Started trace_session_not_started = 13;

3,
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message TraceRecor dPayl oad {
optional int64 payl oad_size = 1;
bytes binary_payl oad = 2;

}

message TraceRecord {
TraceRecor dHeader header =
TraceRecor dPayl oad payl oad

}

message Stream ngTraceRecord {
TraceRecord record = 1;
opti onal CommonTracePayl oad admi ni strative_nmessage = 2;

}

1;
= 2;
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Annex H (informative):
Examples of Protocol Buffer (GPB) encoded Streaming
Trace administrative messages

The following examplesillustrate the use of Prococol Buffer encoding for Streaming Trace administrative messages
according to the definitionsin clause 5.2.4.

The examples are in compact GPB format, using the schema defined in Annex G.

Example 1, Decoded Trace Session start message:

TraceRecord {
header {
tinme_stanp: 1584103023591,
nf_instance_i d: NETWORK_MANAGED ELEMENT | D,
nf _type: Radi oNode,

trace_reference: ''H,
trace_recording_session_reference: ''H,
trace_rec_type_id: TRACE_SESSI ON_START,
ran_ue_id: "'H,

},

payl oad: ''H

b

CommonTr acePayl oad

}
Example 2, Decoded Trace Session stop message:

TraceRecord {

header {
time_stanp: 158415623591,
nf_instance_i d: NETWORK _MANAGED ELEMENT | D,
nf _type: Radi oNode,
trace_reference: ''H,
trace_recordi ng_session_reference: ''H,
trace_rec_type_id: TRACE_SESSI ON_STOP,
ran_ue_id: ''H,

b

payl oad: 'OA 01 09 11'H

C’ommnTr acePayl oad {
trace_session_stop {
}

}

Example 3, Decoded Trace Recording Session Dropped Events message:

TraceRecord {
header {
tinme_stanp: 1584103023591,
nf_instance_id: NETWORK _MANAGED ELEMENT | D,
nf _type: Radi oNode,

trace_reference: ''H,

trace_recordi ng_session_reference: ''H,

trace_rec_type_id: TRACE_RECORDI NG_SESSI ON_DROPPED EVENTS,
ran_ue_id: ''H,

b
payl oad: 'OA'H

C’ommnTr acePayl oad {

trace_recordi ng_sessi on_dropped_events {
nunber _of dropped_events: 6

}
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Annex | (informative):
Change history
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