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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies non-3GPP access network discovery and selection procedures, the access authorization
procedure used for accessing non-3GPP access networks. These non-3GPP access networks can be trusted non-3GPP
access networks, untrusted non-3GPP access networks or wireline access networks.

The present document also specifies the security association management procedures used for establishing IKEv2 and
| Psec security associations:

- between the UE and the N3IWF and the procedures for transporting messages between the UE and the N3IWF
over the non-3GPP access networks; and

- between the UE and the TNGF and the procedures for transporting messages between the UE and the TNGF
over the non-3GPP access networks.

The present document also specifies the EAP-5G procedures used for exchange of NAS messages via trusted non-3GPP
access before the UE is authenticated and authorized to use the trusted non-3GPP access.

The present document is applicable to the UE, the 5G-RG, the W-AGF acting on behalf of the FN-RG or the W-AGF
acting on behalf of the N5GC device and the network. In this technical specification the network refersto the 3GPP
5GCN and the trusted non-3GPP access, untrusted non-3GPP access, or wireline access network.

NOTE 1. The present document is not applicable to the FN-RG.

NOTE 2: The W-AGF acting on behalf of the FN-BRG, accessing an SNPN is not defined in the present version of
the present document.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[4A] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3".

[5] 3GPP TS 33.501: "Security architecture and procedures for 5G System".

[6] IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[7] 3GPP TS 24.302: " Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks; Stage 3".

[8] 3GPP TS 23.003: "Numbering, addressing and identification".

[9] IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
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3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP
accesses."

IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".
IETF RFC 4301: "Security Architecture for the Internet Protocol".

3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

IETF RFC 2784: "Generic Routing Encapsulation (GRE)".

IETF RFC 2890: "Key and Sequence Number Extensionsto GRE".

3GPP TS 23.503: "Palicy and Charging Control Framework for the 5G System".
3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

|EEE Std 802.11-2020: "IEEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Specific
requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications”.

Wi-Fi Alliance: "Hotspot 2.0 (Release 2) Technical Specification, version 1.0.0", 2014-08-08.

ITU-T Recommendation E.212: "The international identification plan for public networks and
subscriptions', 2016-09-23.

3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects'.
IETF RFC 4555: "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
IETF RFC 791: "INTERNET PROTOCOL".

IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".

IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and |Pv6
Headers".

IETF RFC 793: "Transmission Control Protocol”.
3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
3GPP TS 38.413: "NG Application Protocol (NGAP)".

|EEE Std 802.1X ™-2020: "|EEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Port-based
Network Access Control”.

IETF RFC 4284 (January 2006): "Identity Selection Hints for the Extensible Authentication
Protocol (EAP)".

IETF RFC 1661: "The Point-to-Point Protocol (PPP)".
IETF RFC 1570: "PPP LCP Extensions'.
IETF RFC 2410: "The NULL Encryption Algorithm and Its Use With |Psec”.

3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

Cablel abs WR-TR-5WWC-ARCH-V02-200430: "5G Wireless Wireline Converged Core
Architecture Technical Report".

IETF RFC 7542: "The Network Access |dentifier”.
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[38] 3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".
[39] 3GPP TS 29.413: "Application of the NG Application Protocol (NGAP) to non-3GPP access'.
[40Q] 3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[41] 3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS); Stage 2.
[42] BBF TR-456 issue 2 (March 2022): "AGF Functional Requirements”.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

SNPN access oper ation mode for 5G NSWO: A UE operating in SNPN access operation mode for 5G NSWO only
selects SNPNs for 5G NSWO. The UE using 5G NSWO authenticates using credentialsin the selected entry of "list of
subscriber data” or using credentialsin the USIM, if PLMN subscription is selected.

MTU: Maximum transmission unit (MTU) isthe largest PDU size which can be transmitted and received by a network
entity in one single | P packet without any need for | P fragmentation.

NWt: NWt is the reference point between the UE and the TNGF for establishing secure tunnel(s) between the UE and
the TNGF so that control-plane and user-plane exchanged between the UE and the 5G core network is transferred
securely over trusted non-3GPP access.

NWu: NWu is the reference point between the UE and the N3IWF for establishing secure tunnel(s) between the UE and
the N3IWF so that control-plane and user-plane exchanged between the UE and the 5G core network is transferred
securely over untrusted non-3GPP access.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [2] apply:

5G Access Networ k

5G Core Network

5G NSWO

5G QoS flow

5G QoS identifier

5G System

5G-RG
CredentialsHolder (CH)
FN-RG

Network identifier (NID)
PDU Session
Stand-alone Non-Public Networ k
ON-SNPN

TNGF

W-AGF

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [8] apply:

Global Lineldentifier (GLI)
Global Cable Identifier (GCI)
NAI

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [5] apply:

SUPI
SUCI
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [7] apply:
S2a connectivity
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.501 [4] apply:

Non 5G capable over WLAN (N5CW) device
SNPN access oper ation mode
W-AGF acting on behalf of the N5GC device

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.316 [40] apply:

Authenticable Non-3GPP (AUN3) device
Non-Authenticable Non-3GPP (NAUNS3) device
Wireline access control plane protocol (W-CP)
Wireline access user plane protocol (W-UP)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [13] apply:

Registered SNPN
Subscribed SNPN

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

5GCN 5G Core Network

5GS 5G System

5G-AN 5G Access Network

5G-RG 5G Residential Gateway

5QI 5G QoS Identifier

AMF Access and Mobility Management Function
AN Access Network

ANDS Access Network Discovery and Selection
ANDSP Access Network Discovery and Selection Policy
ANQP Access Network Query Protocol

AUN3 Authenticable Non-3GPP

AUSF Authentication Server Function

CH Credentials Holder

CP Control Plane

CRG Cable Residential Gateway

DHCP Dynamic Host Configuration Protocol

DL Downlink

DNS Domain Name System

DSCP Differentiated Services Code Point

ePDG Evolved Packet Data Gateway

ESP Encapsulating Security Payload

FN-BRG Fixed Network Broadband Residential Gateway
FN-CRG Fixed Network Cable Residential Gateway
FN-RG Fixed Network Residential Gateway
FQDN Fully Qualified Domain Name

FT Fast BSS Transition

H-PCF A PCFinthe HPLMN

IP Internet Protocol

| Psec Internet Protocol Security

MPS Multimedia Priority Service

N3AN Non-3GPP Access Network

N3IWF Non-3GPP InterWorking Function

N5CW Non 5G Capable over WLAN

N5GC Non-5G Capable
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NAI Network Access |dentifier
NAPTR Naming Authority Pointer
NAUN3 Non-Authenticable Non-3GPP
NAS Non Access Stratum
NID Network Identifier
NSWO Non-Seamless WLAN Offload
NSWOF Non-Seamless WLAN Offload Function
PCF Policy control Function
PDU Protocol Data Unit
QFI QoS Flow Identifier
RQI Reflective QoS Indicator
SA Security Association
SNPN Stand-alone Non-Public Network
SPI Security Parameters | ndex
SSID Service Set Identifier
SUPI Subscription Permanent Identifier
SUCI Subscription Concealed Identifier
TCP Transmission Control Protocol
TNAN Trusted Non-3GPP Access Network
TNAP Trusted Non-3GPP Access Point
TNGF Trusted Non-3GPP Gateway Function
TWAN Trusted WLAN Access Network
TWAP Trusted WLAN Access Point
TWIF Trusted WLAN Interworking Function
UL Uplink
UuP User Plane
UPF User Plane Function
V-PCF A PCFinthe VPLMN
W-AGF Wireline Access Gateway Function
WLAN Wireless Local Area Network
WLANSP WLAN Selection Policy

4 General

4.1 Overview

The 5G core network (5GCN) supports the connectivity of the UE via non-3GPP access networks. These non-3GPP
access networks can be trusted non-3GPP access networks, untrusted non-3GPP access networks or wireline access
networks. A trusted or untrusted non-3GPP access network can advertise the PLMNs for which it supports trusted
connectivity and the type of supported trusted connectivity. Different types of trusted connectivity can be advertised so
that the UE can discover the non-3GPP access networks that can provide trusted connectivity to one or more PLMNSs:

a) information about PLMN list with 5G connectivity using trusted non-3GPP access;

b) information about PLMN list with 5G connectivity without NAS using trusted non-3GPP access,

¢) information about PLMN list with S2a connectivity using trusted non-3GPP access (access via non-3GPP access

to EPC); or

d) information about SNPN list with 5G connectivity using trusted non-3GPP access.

NOTE 1. A wireline access network does not indicate PLMNs or SNPNs for which it supports connectivity.

In wireline access, the 5G-RG can provide connectivity for:

a) aUE behind the 5G-RG to access the 5GCN via untrusted non-3GPP access network or trusted non-3GPP access

network;

NOTE 2: For a UE behind the 5G-RG, the 5G-RG can a so be connected to the 5GC through 3GPP access, i.e. not

only through wireline access.
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b) an AUN3 device behind the 5G-RG to access the 5GCN via wireline access network; and
¢) an NAUNS3 device behind the 5G-RG to access the 5GCN via wireline access.

NOTE 3: For an NAUNS3 device behind the 5G-RG, the 5G-RG can also be connected to the 5GC through 3GPP
access, i.e. not only through wireline access.

4.2 Untrusted access

For an untrusted non-3GPP access network, the communication between the UE and the 5GCN is not trusted to be
secure.

For an untrusted non-3GPP access network, to secure communication between the UE and the 5GCN, a UE establishes
secure connection to the 5G core network over untrusted non-3GPP access via the N3IWF. The UE performs
registration to the 5G core network during the IKEv2 SA establishment procedure as specified in 3GPP TS 24.501 [4]
and IETF RFC 7296 [6]. After the registration, the UE supports NAS signalling with 5GCN using the N1 reference
point as specified in 3GPP TS 24.501 [4]. The N3IWF interfaces the 5GCN CP function viathe N2 interface to the
AMF and the 5GCN UP functions via N3 interface to the UPF as described in 3GPP TS 23.501 [2].

4.3 Identities

4.3.1 User identities

When the UE accesses the 5GCN over non-3GPP access networks, the same permanent identities for 3GPP access are
used to identify the subscriber for non-3GPP access authentication, authorization and accounting services.

The Subscription Permanent Identifier (SUPI) is defined in 3GPP TS 33.501 [5]. The SUPI can contain an IMSI, a
network specific identifier, a GCl or a GLI as specified in 3GPP TS 23.501 [2]. A SUPI containing an IMSI is defined
in 3GPP TS 23.003 [8]. A SUPI containing a network specific identifier, a GCl or a GLI always takes the form of a
NAI asdefined in 3GPP TS 23.003 [8].

The Subscription Concealed Identifier (SUCI) isaprivacy preserving identifier containing the concealed SUPI as
specified in 3GPP TS 33.501 [5]. SUCI is calculated from SUPI. When the SUPI contains an IM S, the corresponding
SUCI isderived as specified in 3GPP TS 23.003 [8]. When the SUPI contains a network specific identifier, aGCl or a
GLI, the corresponding SUCI in NAI format is derived as specified in 3GPP TS 23.003 [8].

User identification in non-3GPP accesses can require additional identities that are out of the scope of 3GPP.

4.3.2 FQDN for N3IWF Selection

An N3IWF FQDN is either provisioned by the home operator or constructed by the UE in:
a) the Operator Identifier FQDN format or the Tracking Area Identity FQDN format; or

b) the Prefixed Operator Identifier FQDN format or the Prefixed Tracking Area ldentity FQDN formet if the UE is
configured with slice-specific N3IWF prefix configuration,

as specified in clause 6.3.6.2 in 3GPP TS 23.501 [2].

The N3IWF FQDN for onboarding servicesin SNPN is pre-configured in the UE to select an N3IWF to register the
onboarding SNPN via untrusted non-3GPP access.

The detailed format of the N3IWF FQDN is specified in clause 28.3.2.2 of 3GPP TS 23.003 [8].
The N3IWF FQDN is used as input to the DNS mechanism for N3IWF selection.

In order to access PLMN services viaan SNPN, a UE operating in SNPN access operation mode registered to an SNPN
has the following restrictions on N3IWF FQDN:

a) the UE shall only use TAlsfromaPLMN to construct a Tracking Area I dentity based N3IWF FQDN; and

b) the UE shall not consider an N3IWF FQDN for N3IWF selection configured by an SNPN.
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4.4 Quiality of service support

441 General

When the UE accesses the 3GPP 5G System (5GS) via non-3GPP access networks, the same QoS flow based 5G QoS
model and principles are followed as described in 3GPP TS 23.501 [2]. For PDU sessions that were established over
non-3GPP access, the QoS flow remains to be the finest granularity of QoS differentiation in the PDU Session.

4.4.2 QoS differentiation in non-3GPP access

4421 General

For untrusted non-3GPP access, the N3IWF is the access network node that provides QoS signalling to support QoS
differentiation and mapping of QoS flows to non-3GPP access resources.

For trusted non-3GPP access, the TNGF is the access network node that provides QoS signalling to support QoS
differentiation and mapping of QoS flows to non-3GPP access resources.

For wireline access, the W-AGF serving the 5G-RG is the access network node that provides QoS signalling to support
QoS differentiation and mapping of QoS flows to non-3GPP access resources. For QoS differentiation in the non-3GPP
access network behind the 5G-RG, 5G-RG provides QoS signalling to support QoS differentiation and mapping of QoS
flows to non-3GPP access resources behind the 5G-RG.

4.42.2 QoS signalling

A QoS flow is controlled by the SMF and can be preconfigured, or established viathe UE requested PDU Session
establishment via non-3GPP access procedure, the UE or network requested PDU session modification via hon-3GPP
access procedure (see 3GPP TS 23.502 [3]).

During PDU session establishment, based on local policies, pre-configuration and the QoS profiles received:

a) the N3IWF or the TNGF (depending on whether the UE is connected to untrusted non-3GPP access or trusted
non-3GPP access, respectively):

1) shall determine the number of IPsec child SAsto establish and the QoS profiles associated with each | Psec
child SA; and

2) shall then initiate IPsec SA creation procedure to establish child SAs associating to the QoS flows of the
PDU session; or

b) the W-AGF serving the 5G-RG:

1) shall determine the number of W-UP resources to establish and the QoS profiles associated with each W-UP
resource; and

2) shall initiate creation of one or more W-UP resources using means out of scope of the present document. The
W-AGF serving the 5G-RG shall associate each W-UP resource with a PDU session, zero or more QFIs, and
optionally an indication of whether the W-UP resource is the default W-UP resource. For each W-UP
resource, the 5G-RG becomes aware using means out of scope of the present document about association of
the W-UP resource and the PDU session, the zero or more QFIs, and optionally the indication of whether the
W-UP resource is the default W-UP resource; or

During PDU session establishment procedure or PDU session modification procedure as specified in
3GPP TS 24.501 [4], the 5G-RG may use the Authorized QoS flow descriptions and the N3QAI to reserve the resources
in the non-3GPP access network behind the 5G-RG.

NOTE: How the 5G-RG reserves the resources in the non-3GPP access network behind the 5G-RG is out of
scope of this specification.

In order to support QoS differentiation in the case of accessto PLMN services viaan SNPN and access to SNPN
servicesviaa PLMN, the N3IWF is preconfigured with one or more QoS profiles requiring a dedicated | Psec child SA
which can be associated with a DSCP value.
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In order to support QoS differentiation in the case of accessto PLMN services via 5G ProSe layer-3 UE-to-network
relay with N3IWF as specified in clause 5.6.2.2 of 3GPP TS 23.304 [41], the N3IWF is preconfigured with one or more
QoS profiles requiring a dedicated | Psec child SA which can be associated with a DSCP value.

In order to support QoS differentiation in the case of accessto PLMN servicesviaa WLAN, the N3IWF and TNGF
behaviour is as specified in clause 4.4.2.3, with one or more QoS profiles requiring an IPsec child SA which can be
associated with a downlink DSCP value determined by taking into account, according to operator policy, the
establishment cause, the 5QI, the Priority Level (if explicitly signalled) and optionally, the ARP priority level.

4423 QoS differentiation in user plane

For uplink of trusted and untrusted non-3GPP accesses, the UE associates an uplink user data packet with a QFl as
specified in 3GPP TS 24.501 [4]. In both cases of untrusted non-3GPP access and trusted non-3GPP access, the UE
shall then encapsulate the uplink user data packet and the QFI associated with the uplink user data packet in the GRE
header and select |Psec child SA based on PDU session and QFI associated with the uplink user data packet as specified
in clause 8.3. In case of trusted non-3GPP access, the UE shall reserve non-3GPP access network QoS resources for the
IPsec child SA according to the received Additional QoS Information when the selected 1Psec child SA is established.
In case of untrusted non-3GPP access, the UE may receive an Additional QoS Information from the N3IWF during
IPsec child SA establishment. If the UE receives the Additional QoS Information from the N3IWF, the UE may reserve
non-3GPP access network QoS resources for the |Psec child SA according to the received Additional QoS Information
when the selected IPsec child SA is established.

For uplink of wireline access, the 5G-RG associates an uplink user data packet with a QFI as specified in

3GPP TS 24.501 [4], shall select aW-UP resource based on the PDU session and the QFI associated with the uplink
user data as specified in clause 8.3 and shall transport the uplink user data packet viathe selected W-UP resource using
means out of scope of the present specification.

For downlink of trusted and untrusted non-3GPP accesses, the UPF maps the user data packet to a QoS flow. In case of
untrusted non-3GPP access, the N3IWF shall determine the I Psec child SA to use for sending of the downlink user data
packet over NWu based on mapping of the QoS flow to the IPsec child SA based on QFI of the QoS flow of the user
data packet and the identity of the PDU session of the user data packet. In case of trusted non-3GPP access, the TNGF
shall determine the IPsec child SA to use for sending of the downlink user data packet over NWt based on mapping of
the QoS flow to the IPsec child SA based on QFI of the QoS flow of the user data packet and the identity of the PDU
session of the user data packet. Furthermore, TNGF may reserve non-3GPP access network QoS resources for the | Psec
child SA.

For downlink of wireline access, the UPF maps the user data packet to a QoS flow. In case of wireline access, the W-
AGF serving the 5G-RG shall select a W-UP resource for adownlink user data packet based on mapping of the QoS
flow to the W-UP resources, based on QFI of the QoS flow of the user data packet and the identity of the PDU session
of the user data packet, and shall transport the downlink user data packet and the QFI associated with the downlink user
data packet via the selected W-UP resource using means out of scope of the present specification.

For QoS differentiation in the non-3GPP access network behind the 5G-RG, if the network during PDU session
establishment or PDU session modification procedure provides the QoS rules, the network may additionally provide
Non-3GPP QoS Assistance Information (N3QAI) for each QoS flow to aid in reserving resources in the non-3GPP
access network behind the 5G-RG. How the 5G-RG uses the Authorized QoS flow descriptions to reserve the resources
in the non-3GPP access network behind the 5G-RG, is out of scope of this specification.

4.4.2.4 Reflective QoS

Reflective QoS is also supported when the UE accesses the 5GCN via non-3GPP access network as specified in

3GPP TS 23.502 [3]. If the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access receives a
downlink user packet associated with Reflective QoS Indicator (RQI), the N3IWF or the TNGF shall set the RQI in the
GRE header when encapsulating the downlink user data packet into a GRE encapsulated user data packet as specified in
clause 8.3. If the W-AGF serving the 5G-RG receives a downlink user packet associated with Reflective QoS Indicator
(RQYI), the W-AGF shall transport the RQI together with the downlink user data packet and the QFI associated with the
downlink user data packet via the selected W-UP resource over NWu, as described in clause 4.4.2.3.
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4.4.2.5 QoS enforcement

If the UE is provided with maximum flow bit rate (MFBR) for UL for a QFI as specified in 3GPP TS 24.501 [4], the
UE should send user data packets associated with the QFI with a bitrate lower than or equal to the maximum flow bit
rate (MFBR) for UL.

4.5 Trusted access

For atrusted non-3GPP access network, the communication between the UE and the 5GCN is secure. A trusted non-
3GPP access network is connected to the 5GCN via a trusted non-3GPP gateway function (TNGF) as specified in
3GPP 23.501 [2]. The TNGF interfaces the 5GCN CP function viathe N2 interface to the AMF and the 5GCN UP
functions via N3 interface to the UPF as described in 3GPP TS 23.501 [2].

For atrusted non-3GPP access network, the UE establishes secure connection to the 5GCN over trusted non-3GPP
access to the TNGF. The UE uses 3GPP-based authentication for connecting to a non-3GPP access and establishes an

I Psec Security Association (SA) with the TNGF in order to register to the 5GCN by using the registration procedure as
specified in 3GPP TS 24.501 [4]. After the registration, the UE supports NAS signalling with the 5GCN using the N1
reference point as specified in 3GPP TS 24.501 [4].

4.6 Forbidden PLMNSs for non-3GPP access to 5GCN

A list of "forbidden PLMNs for non-3GPP accessto 5GCN" contains alist of VPLMNSs, 5GCN of which the UE is
forbidden to access via non-3GPP access.

The HPLMN (if the equivalent HPLMN list is not present or is empty) or an equivalent HPLMN (if equivalent HPLMN
list is present) shall not be stored on the list of "forbidden PLMNSs for non-3GPP access'.

3GPP TS 24.501 [4] specifieswhen aVPLMN is added to the list of "forbidden PLMNs for non-3GPP access to
5GCN".

When the UE is configured to use timer T3245 (see 3GPP TS 24.368 [38] or 3GPP TS 31.102 [35]), the UE adds a
PLMN identity to the list of "forbidden PLMNSs for non-3GPP access to 5GCN" and timer T3245 (see

3GPP TS 24.008 [28]) is hot running, then the UE shall start timer T3245 as specified in 3GPP TS 24.008 [28],
clause 4.1.1.6.

If thelist of "forbidden PLMNs for non-3GPP access to 5GCN" is stored in a non-volatile memory in the ME together
with the SUPI from the USIM, thislist can only be used if the SUPI from the USIM matches the SUPI stored in the
non-volatile memory; else the UE shall delete thislist.

A UEthat is:
a) registering for emergency services, or
b) registered for emergency services,

may access PLMNSsin thelist of "forbidden PLMNs for non-3GPP access to 5GCN". The UE shall not remove any
entry from the list of "forbidden PLMNs for non-3GPP access to 5GCN" as aresult of such accesses.

A VPLMN isremoved from the list of "forbidden PLMNs for non-3GPP access to 5GCN" if:

- thereisasuccessful registration as specified in 3GPP TS 24.501 [4] over anon-3GPP access after a manual
selection of the VPLMN for non-3GPP access connected to 5GCN;

- the UE is not configured to use timer T3245, and the value of the PLMN-specific attempt counter for non-3GPP
access for the PLMN has a value greater than zero and less than the UE implementation-specific maximum value
asdefined in clause 5.3.20 in 3GPP TS 24.501 [4] and T3247 expires,

- upon expiry of the timer T3245 if the UE is configured to use timer T3245; or

- theUE is not configured to use timer T3245, and the value of the PL M N-specific attempt counter for non-3GPP
access for the PLMN has a value greater than zero and |ess than the UE implementation-specific maximum value
as defined in clause 5.3.20 in 3GPP TS 24.501 [4] when the M S is switched off or the UICC containing the
USIM isremoved.
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5 Network discovery and selection

5.1 General

The following aspects are included when selecting a 5GC network and routing traffic via the 5GC network:
a) access network discovery procedures as defined in clause 5.2;
b) access network selection procedures as defined in clause 5.3; and

c) access network reselection procedures as defined in clause 5.4.

5.2 Access network discovery procedure

521 General

When the UE is not operating in SNPN access operation mode, if PLMN selection specified in 3GPP TS 23.122 [13] is
applicable (e.g. at switch-on, recovery from lack of 3GPP coverage, or user selection of applicable 3GPP access
technology), the PLMN selection to select the highest priority PLMN according to these specificationsis performed
before any access network discovery.

When the UE is operating in SNPN access operation mode over non-3gpp access, if SNPN selection specified in
3GPP TS 23.122[13] isapplicable (e.g. at switch-on, recovery from lack of 3GPP coverage, or user selection of
applicable 3GPP access technology), the SNPN selection to select a highest priority SNPN according to these
specificationsis performed before any access network discovery.

In the access network discovery procedure, the UE can get ANDSP information on available access networksin its
vicinity and can use this information when determining the presence of operator preferred access networks.
Determination of the presence of access networks requires using radio access specific procedures, which are not further
described here.

NOTE: The procedure for the automatic mode WLAN selection by using ANDSP rules as defined in
clause 5.3.2.3 does not apply to an NSCW device that is not registered or cannot register via NG-RAN.

5.2.2 Discovering availability of WLAN access networks

The UE may obtain WLAN Selection Policy (WLANSP) rules information by pre-configuration or by downloading the
policy information from the PCF as specified in 3GPP TS 23.503 [16]. The policy contains the UE access network
discovery and selection related policy information to help the UE in discovering and selecting a WLAN access network
(see 3GPP TS 24.526 [17]).

The UE may receive multiple valid WLANSP rules from PLMNs to be used when not operating in SNPN access
operation mode. When the UE isin the home PLMN, the UE uses the valid WLANSP rules from the home PLMN to
select an available WLAN. When the UE isroaming and the UE has valid rules from severa of the home PLMN, a
visited PLMN and aPLMN equivalent to the visited PLMN, the UE uses the WLANSP rulesin the following order of
decreasing priority:

a) thevalid WLANSP rules from the visited PLMN;
b) thevalid WLANSP rules from the equivalent PLMN in which the UE last received WLANSP; and
¢) thevalid WLANSP rules from the home PLMN.

The UE may be provisioned with multiple valid WLANSP rules to be used when operating in SNPN access operation
mode over non-3gpp access:

a) pre-configured from the subscribed SNPN or CH with AAA server and stored in the selected entry of the "list of
subscriber data’, if selected or HPLMN (associated with the PLMN subscription, if selected);
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b) received from the PCF of the subscribed SNPN associated with the selected entry of the "list of subscriber data”
if selected) or HPLMN (associated with the PLMN subscription, if selected); or
¢) received from the PCF of a non-subscribed SNPN.

If the UE isin the subscribed SNPN, the UE uses the valid WLANSP rules from the subscribed SNPN. If the UE isina
non-subscribed SNPN and has valid WLANSP rules both from:

a) the subscribed SNPN, the CH with AAA server or the HPLMN; and

b) the non-subscribed SNPN;
the UE usesthe WLANSP rulesin the following order of decreasing priority:

a) thevalid WLANSP rules from the non-subscribed SNPN; and

b) thevalid WLANSP rules from the subscribed SNPN, the CH with AAA server or the HPLMN.
A WLANSP ruleisvalid if it meets the validity conditions included in the WLANSP rule (if provided).

The UE may apply the techniques specific to the WLAN access technol ogies to discover available WLAN access
networks. Such techniques will not be further described here.

In addition, the UE may obtain information on operator preferred WLAN access networks via ANDSP.

5.3 Access network selection procedure

531 General

In thisrelease of the specification, only selection of WLAN access network is supported. The ANDSP policy contains
WLANSP rules for the UE to select a WLAN access network. Rules for selecting other types of non-3GPP access
networks are not specified.

5.3.2 WLAN selection procedure

5.3.2.1 General
The purpose of the WLAN selection procedureisto create aprioritized list of selected WLAN(S).

The UE shall perform WLAN selection based on the user preferences and WLANSP rules. The UE may be provisioned
with WLANSP rules from multiple PLMNs to be used when not operating in SNPN access operation mode.

The UE may be provisioned with multiple WLANSP rules to be used when operating in SNPN access operation mode
over non-3gpp access.

a) pre-configured from the subscribed SNPN or CH with AAA server and stored in the selected entry of the "list of
subscriber data’, if selected or HPLMN (associated with the PLMN subscription, if selected);

b) received from the PCF of the subscribed SNPN associated with the selected entry of the "list of subscriber data”
if selected) or HPLMN (associated with the PLMN subscription, if selected); or

c¢) received from the PCF of a non-subscribed SNPN.
User preferences take precedence over the WLANSP rules.

The user preferences are used to select between the automatic WLAN selection procedure or the manual WLAN
selection procedure:

a) if user preferences are present, the UE shall determine the prioritized list of selected WLAN(S) using the manual
mode WLAN selection procedure (see clause 5.3.2.2); or

ETSI



3GPP TS 24.502 version 19.4.0 Release 19 20 ETSI TS 124 502 V19.4.0 (2026-07)

b)

if user preferences are not present or if there is no user-preferred WLAN access network available, the UE shall
determine the prioritized list of selected WLAN(S) using the automatic mode WLAN selection procedure (see
clause 5.3.2.3).

5322 Manual mode WLAN selection

The UE creates a prioritized list of available WLAN(S). The creation of the prioritized list isimplementation specific.

5.3.23 Automatic mode WLAN selection

The UE shall first determine valid WLANSP rules for WLAN selection.

If the UE is not operating in SNPN access operation mode:

a)

b)

if the UE is not roaming over 3GPP access, the UE shall use the valid WLANSP rules from the HPLMN; or

if the UE is roaming over 3GPP access, the UE may have valid WLANSP rules from several of the visited
PLMN, aPLMN equivalent to the visited PLMN and the home PLMN. The UE uses the WLANSP rulesin the
following order of decreasing priority:

1) thevalid WLANSP rulesfrom the visited PLMN;
2) thevalid WLANSP rules from the equivalent PLMN in which the UE last received WLANSP; and

3) thevalid WLANSP rules from the home PLMN.

If the UE is operating in SNPN access operation mode over non-3gpp access:

a)

b)

<)
d)

the UE shall select one entry in the "list of subscriber data’, if any, or the PLMN subscription, if any, to be used
for automatic mode WLAN selection. How the UE selects the entry in the "list of subscriber data' or the PLMN
subscription is UE implementation specific;

the UE uses the valid WLANSP rules:

1) pre-configured from the subscribed SNPN or CH with AAA server and stored in the selected entry of the "list
of subscriber data’, if selected or HPLMN (associated with the PLMN subscription, if selected);

2) received from the PCF of the subscribed SNPN associated with the selected entry of the "list of subscriber
data" if selected) or HPLMN (associated with the PLMN subscription, if selected); or

3) received from the PCF of a non-subscribed SNPN;

if the UE isin the subscribed SNPN, the UE shall use the valid WLANSP rules from the subscribed SNPN; and
if the UE isin anon-subscribed SNPN and has valid WLANSP rules both from:

1) the subscribed SNPN, the CH with AAA server or the HPLMN; and

2) the non-subscribed SNPN;

the UE shall use the WLANSP rules in the following order of decreasing priority:

1) thevalid WLANSP rules from the non-subscribed SNPN; and

2) thevalid WLANSP rules from the subscribed SNPN, the CH with AAA server or the HPLMN.

The UE shall then determine the selected WLAN(s) according to the following steps:

a)

use the procedures specified in the |IEEE 802.11 [19] to discover the available WLANS. The UE may perform
ANQP procedures as specified in the |EEE 802.11 [19] or the Hotspot 2.0 [20] to discover the attributes and
capabilities of available WLANS. If the UE supports ANQP procedures, the UE may send an ANQP request for
lists of service providers (i.e. ANQP-elements “Domain Name”, see |[EEE 802.11 [19]), PLMN identities or
SNPN identities or both (i.e. ANQP-element "3GPP Cellular Network", see 3GPP TS 24.302 [7] annex H); and
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b) if the UE has performed ANQP procedures to discover the attributes and capabilities of available WLANS,
compare the attributes and capabilities of the available WL ANs with the group of selection criteria of the valid
WLANSP rules and construct a prioritized list of available WLANSs that fulfils the selection criteria.

1) when there are multiple valid WLANSP rules the UE evaluates the valid WLANSP rulesin priority order.
The UE evaluatesfirst if an available WLAN access meets the selection criteria of the highest priority valid
WLANSP rule. The UE then evaluates if an available WLAN access meets the selection criteria of the next
priority valid WLANSP rule;

NOTE 1: Each WLANSP rule can include one or more groups of selection criteriain priority order. If there are
multiple highest priority groups of selection criteriain the valid WLANSP rule, it is up to the UE
implementation which one to use.

2) if the Home network ind bit is not set to " 1" in the group of selection criteria (see 3GPP TS 24.526 [17]), the
WLAN(s) that match the group of selection criteria with the highest priority are considered as the most
preferred WLANS, the WLAN(s) that match the group of selection criteria with the second highest priority
are considered as the second most preferred WLANS;

3) if the Home network ind bit is set to "1" in the group of selection criteria (see 3GPP TS 24.526 [17]), then the
UE shall create alist of available WLANs and shall apply the group of selection criteriato al the WLANsin
thislist. A WLAN isincluded in thislist, if

i) theother selection criteriain the active WLANSP rule are met; and

ii) the UE isnot operating in SNPN access operation mode and the UE received alists of service providers
(i.e. ANQP-elements "Domain Name") and PLMN identities (i.e. ANQP-element "3GPP Cellular
Network™), and:

) if thelist with PLMNSsthat can be selected from the WLAN (see 3GPP TS 24.302 [7]) includes:
A) the HPLMN derived fromits IMSI; or
B) aPLMN matching an entry in the UE's list of equivalent PLMNS; or
[1) if the domain name list (see IEEE 802.11 [19]) includes:
A) the home domain name derived from its IMSI; or
B) the domain name derived fromitslist of equivalent PLMNs; and

iii) the UE is operating in SNPN access operation mode over non-3gpp access and the UE received alists of
service providers (i.e. ANQP-elements "Domain Name") and SNPN identities (i.e. ANQP-element "3GPP
Cellular Network™), and:

1) if the UEisregistered over 3GPP access and the list with SNPNs that can be selected from the WLAN
(see 3GPP TS 24.302 [7]) includes the registered SNPN;

I1) if the UE isnot registered over 3GPP access and the list with SNPNs that can be selected from the
WLAN (see 3GPP TS 24.302 [7]) includes an SNPN identity of the subscribed SNPN in the selected
entry of the "list of subscriber data" or associated with the PLMN subscription; or

[11)if the domain name list (see |IEEE 802.11 [19]) includes the home network domain of an SNPN
identity as defined in TS 23.003 [16] clause 28.2 included in the selected entry of the "list of
subscriber data" or associated with the PLMN subscription;

NOTE 2: If the Home network ind bit is set to "1" in a group of selection criteria then this group of selection
criteriais not expected to include the preferred roaming partner list and the preferred SSID list.

NOTE 3: WLAN advertises PLMN(s) towards which the AAA connectivity to EPC or the S2a connectivity is
supported by using the ANQP-element "3GPP Cellular Network" with the PLMN List IE or the PLMN
List with S2a Connectivity |E in the payload (see annex H in 3GPP TS 24.302 [7]).
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NOTE 4:

NOTE5:

NOTE 6:

WLAN advertises SNPN(s) towards which the 5G connectivity using trusted non-3GPP accessis
supported by using the ANQP-element "3GPP Cellular Network" with the SNPN List with trusted 5G
connectivity |E or the SNPN List with trusted 5G connectivity-without-NAS | E in the payload (see
annex H in 3GPP TS 24.302 [7]). The SNPN List with trusted 5G connectivity-without-NAS IE is only
used by N5CW devices.

WLAN advertises PLMN(s) towards which the 5G connectivity using trusted non-3GPP access or the
AAA connectivity to 5GC is supported by using the ANQP-element "3GPP Cellular Network™ with the
PLMN List with trusted 5G connectivity |E, the PLMN List with trusted 5G connectivity-without-NAS
IE or PLMN List with AAA connectivity to 5GC IE in the payload (see annex H in 3GPP TS 24.302 [7]).
The PLMN List with trusted 5G connectivity-without-NAS |E is only used by NSCW devices.

If the UE selectsa PLMN over WLAN included in both the PLMN List with S2a Connectivity |E and the
PLMN List with trusted 5G connectivity |E, the UE requests the PLMN with trusted 5G connectivity (see
clause 6.3.12.2 in 3GPP TS 23.501 [2]).

iv) the UE isin SNPN access operation mode for 5G NSWO, the UE received the List of SNPNswith AAA

NOTE 7:

connectivity to 5GC viaWLAN (see 3GPP TS 24.302 [7]) and:

I) the UE isregistered over 3GPP access and the List of SNPNswith AAA connectivity to 5GC received
viathe WLAN includes the registered SNPN;

I1) the List of SNPNswith AAA connectivity to 5GC received viathe WLAN includes an SNPN identity
of the subscribed SNPN in the selected entry of the "list of subscriber data"; or

[11) the UE supports access to an SNPN using credentials from a credentials holder and the List of SNPNs
with AAA connectivity to 5GC received viathe WLAN includes an SNPN identity of any one of:

- an SNPN in the user controlled prioritized list of preferred SNPNs or in the credential s holder
controlled prioritized list of preferred SNPNs associated with the selected entry in the "list of
subscriber data’, respectively; or

- aGIN inthe credentials holder controlled prioritized list of GINs associated with the selected entry
inthe"list of subscriber data

WLAN advertises SNPN(s) towards which the AAA connectivity to 5GC is supported by using the
ANQP-element "3GPP Cellular Network" with the SNPN List with AAA connectivity to 5GC IE in the
payload (see annex H in 3GPP TS 24.302 [7]).

4) The priority of aWLAN in the available WLANS list is set to the WLAN priority defined in the
preferredSSIDlist of the matching group of selection criteria. There may be one or more selected WLANS N
thelist; and

5) When the selection criteriais set to dice-based TNAN list and the UE supports dlice-based TNGF selection,
the UE:

i)

i)

shall select a selection criteria sub entry whose S-NSSAI list has the best match with the Requested S-
NSSAI(s) that the UE is going to use in the registration procedure over the trusted non-3GPP access,

shall not add in the prioritized list of available WLANSs the WLAN(s) whose SSID(s) are not in the SSID
list of the selected selection criteria sub entry; and

iii) shall consider the TNGF ID that exists in the selected selection criteria sub entry while constructing the

NOTE 8:

NAI used for EAP authentication as specified in clause 28.7.6 of 3GPP TS 23.003 [8] when the TNGF 1D
isused for constructing the NAI.

UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures.
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5.3A PLMN selection procedures using trusted non-3GPP
access

5.3A.1 General

When the UE is not operating in SNPN access operation mode, there are two modes of PLMN selection, namely,
manual PLMN selection and automatic PLMN selection.

The UE follows one of the following two procedures defined in clause 5.3.2.2 and clause 5.3.2.3 depending on its
implementation. The NSCW device that is not registered or cannot register viaNG-RAN performs manual mode
WLAN selection procedure as defined in clause 5.3.2.2.

The PLMN selected in accordance with these procedures determines the WLAN that is selected. When the selected
WLAN isatrusted non-3GPP | P access and the UE decides to access 5GC viatrusted non-3GPP | P access, the UE shall
derive aNAI from the identity of the selected PLMN and use the NAI as the identity for authentication and
authorization with the PLMN and usage of the WLAN.

The procedures described in this clause 5.3A shall apply to the UE and the NSCW device.

5.3A.2 PLMN solicitation

The UE not operating in SNPN access operation mode shall determine which PLMNs are available from each WLAN
on thelist of available WLANS constructed using the WLAN selection procedure described in clause 5.3.2 using the
following procedures:

i) the UE selectsaWLAN from the list of selected WLAN(S) constructed using the WLAN selection procedure
described in clause 5.3.2;

NOTE 1: AnN5CW devicethat is not registered or cannot register via NG-RAN uses only the manual mode
WLAN selection procedure described in clause 5.3.2.

ii) if both the WLAN selected in step i) and the UE support ANQP specified in IEEE Std 802.11 [19] and if the UE
did not obtain alist of reaAlms using ANQP in clause 5.3.2.3 item 1, the UE shall send an ANQP request for alist
of realms (i.e. ANQP-elements "NAI Realm"), PLMN identities (i.e. ANQP-element "3GPP Cellular Network"),
or both; and

NOTE 2: The UE uses procedures defined in |EEE Std 802.11 [19] to determine if the WLAN supports ANQP and
to send the ANQP request for ANQP-elements "NAI Realm", "3GPP Cellular Network", or both, as
specified in IEEE Std 802.11 [19].

iii) if either the WLAN selected in step i) or the UE does not support ANQP (see |EEE Std 802.11 [19]) or the UE
does not receive alist of realmsinitemii), an EAP-Request/Identity is received and the EAP-Request/Identity
does not include one or more of realms, PLMN identities, or both (encoded in accordance with
IETF RFC 4284 [31]), the UE supports | EEE 802.1x authentication (see |EEE Std 802.1X™ [30]), the UE shall
request alist of realms, PLMN identities, or both interworking with that WLAN by sending the EAP-
Response/ldentity message including as identity the alternative NAI; and

iv) the UE repeats this procedure for all WLANS from the available list of WLANS as constructed using the WLAN
selection procedure described in clause 5.3.2.

NOTE 3: Thelist with realms, PLMN identities, or both received in accordance with proceduresin
IETF RFC 4284 [31], is of limited size and might not contain all the realms, PLMN identities, or both
available viathe WLAN.

The UE shall convert any received PLMN identities into realms of the PLMNs using the rules defined in clause 19 and
clause 28 of 3GPP TS 23.003 [8]. The N5CW device shall convert any received PLMN identities into realms of the
PLMNs using the rules defined in clause 28 of 3GPP TS 23.003 [8].
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5.3A.3 Manual PLMN selection mode procedure

The UE not operating in SNPN access operation mode indicates to the user the PLMNs which are available viathe
WLAN. The UE may obtain the PLMNs available for WLAN access using procedures as described in clause 5.3A.2.
The UE selectsthe PLMN based on the user preference.

5.3A.4 Automatic mode PLMN selection procedure

5.3A4.1 General
The purpose of this procedure isfor a UE not operating in SNPN access operation mode to:
- selectaPLMN over WLAN; and

- construct a NAI for use with authentication signalling with the selected PLMN in order for the UE to be
authorised to use the WLAN.

Until the highest priority PLMN isfound, the UE shall verify if aPLMN available over aWLAN of the selected
WLAN(s) isthe highest priority PLMN:

1) using the PLMNswhich are available for WLAN as described in clause 5.3A.2, the UE uses the realms of the
PLMN in the remaining steps of this clause;

2) if the UE isregistered over 3GPP access, the realm of the RPLMN of the 3GPP accessisincluded in the list of
realms created in clause 5.3A.2 and the realm of the RPLMN of the 3GPP access does not match arealm
converted from any PLMN ID in thelist of "forbidden PLMNSs for non-3GPP access to 5GCN", the UE shall
select the RPLMN of the 3GPP access,

3) if the UE isregistered over 3GPP access, the realm of the RPLMN of the 3GPP accessis not included in the list
of realms created in clause 5.3A.2, the PLMN isin the "N3AN node selection information” (see
3GPP TS 24.526 [17]) and the PLMN isnot in the list of "forbidden PLMNs for non-3GPP access to 5GCN*"
then the UE shall select the RPLMN of the 3GPP access and performs N3AN node selection with the RPLMN as
defined in clause 7.2;

4) if the condition in steps 2) and 3) are not satisfied, the UE shall select aPLMN in the following order:

i) if the UE used the proceduresin IETF RFC 4284 [31] (see clause 5.3A.2) to obtain alist of realms, then the
UE isonly required to select the realm of the HPLMN (if available);

ii) if the UE can determine the country it islocated in (see clause 7.2.3) and the UE determinesit islocated in
the home country, the UE follows the proceduresin clause 5.3A.4.2;

iii) if the UE can determine the country it islocated in (see clause 7.2.3) and the UE determinesit islocated in a
visited country, the UE determines whether it is mandatory to select aPLMN in the visited country.

If the UE determines that it is not mandatory to select aPLMN in the visited country, the UE shall follow the
proceduresin clause 5.3A.4.2;

If the UE determines that it is mandatory to select aPLMN in the visited country, the UE shall select, in
priority order, aPLMN from thelist of realms created in clause 5.3A.2, if:

1) the PLMN isinthe User Controlled PLMN Selector list (see 3GPP TS 31.102 [35]); or
I1) the PLMN isin the Operator Controlled PLMN Selector list (see 3GPP TS 31.102 [35]).
If no match isfound in either of the lists, the UE may perform N3AN node selection as defined in clause 7.2.
The UE shall construct a NAI for authentication with the highest priority PLMN as follows:
1) if the PLMN selected was selected from:
i) alist of realms obtained using IETF RFC 4284 [31]; or
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i) alist of PLMNsobtained from the PLMN List |E (see annex H of 3GPP TS 24.302 [7]), and the PLMN was
neither present in the PLMN List with S2a Connectivity IE, in the PLMN List with trusted 5G Connectivity
IE nor the PLMN List with trusted 5G connectivity-without-NAS | E;

then the UE constructs a NAI as specified in clause 5.2.3.2.3 of 3GPP TS 24.302 [7] for the case when the NAI
is used for access vianon-3GPP access to EPC and in accordance to the rules of 3GPP TS 23.003 [8] and the UE
proceeds processing as defined in 3GPP TS 24.302 [7];

2) if the PLMN selected was selected from alist of PLMNs obtained from the PLMN List with trusted 5G
Connectivity 1E or the PLMN List with trusted 5G connectivity-without-NAS | E (see annex H of
3GPP TS 24.302 [7]) then the UE constructs a NAI as specified in:

i) clause 28.7.6 of 3GPP TS 23.003 [8] (when the TNGF ID is not used for constructing the NAI or when the
TNGF ID isused for constructing the NAI) if the selected type of trusted connectivity is 5G connectivity
using trusted non-3GPP access; or

i) clause 28.7.7 of 3GPP TS 23.003 [8] if the selected type of trusted connectivity is 5G connectivity without
NAS using trusted non-3GPP access; or

3) if the PLMN selected was selected from alist of PLMNs obtained from the PLMN List with S2a Connectivity |E
(see annex H of 3GPP TS 24.302 [7]) for the case when the NAI is used for access via trusted non-3GPP access
to EPC, then the UE constructs a NAI as specified in clause 5.2.3.2.3 of 3GPP TS 24.302 [7] and the UE
proceeds processing as defined in 3GPP TS 24.302 [7].

NOTE 1: UE implementations can optimize the steps described above, e.g. by combining the ANQP procedures
described in clause 5.3A.2 with the ANQP proceduresin clause 5.3.2.3.

NOTE 2: Selectinga WLAN from multiple WLANSs advertising support for the selected PLMN isUE
implementation specific.

NOTE 3: The N5SCW device which is not registered or cannot register via NG-RAN only uses the PLMN List with
trusted 5G connectivity-without-NAS | E, and the PLMN List with trusted 5G connectivity-without-NAS
IE isonly used by the NSCW devices.
5.3A4.2 Attempting to select HPLMN or equivalent HPLMN

If the realm of the HPLMN isincluded in the list of realms created in clause 5.3A.2 then the UE shall select the
HPLMN.

If the realm of the HPLMN is not included in the list of realms created in clause 5.3A.2, but arealm of an equivalent
HPLMN isincluded, then the UE shall select the equivalent HPLMN.

If neither realm isincluded in thelist of realms created in clause 5.3A.2, then the UE aborts its attempt to use trusted
non-3GPP I P access.

5.3A4.3 Void

5.3B PLMN selection procedures using wireline access
Roaming support for wireline accessis not defined in the present version of the present document.

The 5G-RG, the W-AGF acting on behalf of the FN-RG and the W-AGF acting on behalf of the NSGC device shall
consider that the HPLMN is available on each wireline access network and shall select HPLMN on the wireline access
network.

5.3C PLMN selection procedures for 5G NSWO

The UE shall select aPLMN to authenticate with for 5G NSWO by performing the following steps:
a) select aWLAN using the procedure specified in clause 5.3.2; and
b) select:
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1) the HPLMN, if the HPLMN isinthe PLMN list with AAA connectivity to 5GC IE (annex H in
3GPP TS 24.302 [7]) provided by the selected WLAN; and

2) oneof the PLMNsinthe PLMN list with AAA connectivity to 5GC |E provided by the selected WLAN, if
the HPLMN isnot inthe PLMN list with AAA connectivity to 5GC IE provided by the selected WLAN.

NOTE: UEssupporting 5G NSWO only use the PLMN list with AAA connectivity to 5GC |E for 5G NSWO,
and the PLMN list with AAA connectivity to 5GC IE is only used by UEs supporting 5G NSWO.

5.3D SNPN selection procedures using trusted non-3GPP
access

5.3D.1 General

When the UE is operating in SNPN access operation mode there are two modes of SNPN selection, namely, manual
SNPN selection and automatic SNPN selection.

The UE follows one of the following two procedures defined in clause 5.3.2.2 and clause 5.3.2.3 depending on its
implementation. The NSCW device that is not registered or cannot register viaNG-RAN performs manual mode
WLAN selection procedure as defined in clause 5.3.2.2.

The SNPN is selected in accordance with these procedures determines the WLAN that is selected. When the selected
WLAN isatrusted non-3GPP | P access and the UE decides to access 5GC via trusted non-3GPP I P access, the UE shall
derive aNAI from the identity of the selected SNPN and use the NAI as the identity for authentication and
authorization with the SNPN and usage of the WLAN.

The procedures described in this clause 5.3D shall apply to the UE and the NSCW device.

5.3D.2 SNPN solicitation

The UE operating in SNPN access operation mode shall determine which SNPNs are available from each WLAN on the
list of available WLANS constructed using the WLAN selection procedure described in clause 5.3.2 using the following
procedures:

i) the UE selectsaWLAN from thelist of selected WLAN(s) constructed using the WLAN selection procedure
described in clause 5.3.2;

NOTE 1: An N5CW devicethat is not registered or cannot register via NG-RAN uses only the manual mode
WLAN selection procedure described in clause 5.3.2.2.

ii) if both the WLAN selected in step i) and the UE support ANQP specified in IEEE Std 802.11 [19] and if the UE
did not obtain alist of realms using ANQP in clause 5.3.2.3 item 1, the UE shall send an ANQP request for alist
of realms (i.e. ANQP-elements "NAI Realm"), SNPN identities (i.e. ANQP-element "3GPP Cellular Network"),
or both; and

NOTE 2: The UE uses procedures defined in |EEE Std 802.11 [19] to determine if the WLAN supports ANQP and
to send the ANQP request for ANQP-elements "NAI Realm”, "3GPP Cellular Network", or both, as
specified in IEEE Std 802.11 [19].

iii) if either the WLAN selected in step i) or the UE does not support ANQP (see | EEE Std 802.11 [19]) or the UE
does not receive alist of realmsinitemii), an EAP-Request/Identity is received and the EAP-Request/I dentity
does not include one or more of realms and SNPN identities (encoded in accordance with IETF RFC 4284 [31]),
the UE supports | EEE 802.1x authentication (see |IEEE Std 802.1X™ [30]), the UE shall request alist of realms,
SNPN identities, or both interworking with that WLAN by sending the EAP-Response/ldentity message
including as identity the alternative NAI; and

iv) the UE repeats this procedure for all WLANS from the available list of WLANS as constructed using the WLAN
selection procedure described in clause 5.3.2.
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NOTE 3: Thelist with realms, SNPN identities, or both received in accordance with proceduresin
IETF RFC 4284 [31], is of limited size and might not contain all the realms, SNPN identities, or both
available viathe WLAN.

The UE shall convert any received SNPN identities into realms of the SNPNs using the rules defined in clause 19 and
clause 28 of 3GPP TS 23.003 [8]. The NSCW device shall convert any received SNPN identities into realms of the
SNPNSs using the rules defined in clause 28 of 3GPP TS 23.003 [8].

5.3D.3 Manual SNPN selection mode procedure
The UE operating in SNPN access operation mode:

i) select oneentry inthe "list of subscriber data’, if any, or the PLMN subscription, if any, to be used for manual
mode SNPN selection. How the UE selects the entry in the "list of subscriber data’ or the PLMN subscription is
UE implementation specific; and

ii) indicate to the user the SNPNs which are available viathe WLAN. The UE may obtain the SNPNs available for
WLAN access using procedures as described in clause 5.3D.2. The UE selects the SNPN based on the user
preference.

5.3D.4 Automatic mode SNPN selection procedure

5.3D.4.1 General
The purpose of this procedure is for the UE operating in SNPN access operation mode to:
- select an SNPN over WLAN; and

- construct a NAI for use with authentication signalling with the selected SNPN in order for the UE to be
authorised to use the WLAN.

The UE shall select one entry in the "list of subscriber data', if any, or the PLMN subscription, if any, to be used for
automatic mode SNPN selection. How the UE selects the entry in the "list of subscriber data" or the PLMN subscription
is UE implementation specific.

Until the highest priority SNPN isfound, the UE shall verify if a SNPN available over aWLAN of the selected
WLAN(s) isthe highest priority SNPN:

1) using the SNPNswhich are available for WLAN as described in clause 5.3D.2, the UE uses the realms of the
SNPN in the remaining steps of this clause;

2) if the UE isregistered over 3GPP access, the realm of the RSNPN of the 3GPP accessisincluded in the list of
realms created in clause 5.3D.2, if the realm of the RSNPN of the 3GPP access does not match arealm converted
from any SNPN ID in the "temporarily forbidden SNPNs' list for non-3GPP access or "permanently forbidden
SNPNSs' list for non-3GPP access associated with the selected entry of the "list of subscriber data" or the selected
PLMN subscription, then the UE shall select the RSNPN of the 3GPP access,

3) if the condition in step 2) is not satisfied, the UE shall select, in priority order, an SNPN from the list of realms
created in clause 5.3D.2, if:

i) the SNPN identified by an SNPN identity of the subscribed SNPN in the selected entry of the "list of
subscriber data";

ii) if the UE supports access to an SNPN using credentials from a credentials holder, using the SNPN selection
parameters in the selected entry of the "list of subscriber data" or associated with the selected PLMN
subscription:

1) each SNPN indicating that access using credentials from a credentials holder is supported and which is
identified by an SNPN identity contained in the user controlled prioritized list of preferred SNPNs (in
priority order);
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I1) each SNPN indicating that access using credentials from a credentials holder is supported and which is
identified by an SNPN identity contained in the credentials holder controlled prioritized list of preferred
SNPNSs (in priority order);

I11)each SNPN indicating that access using credentials from a credentials holder is supported and indicating a
GIN contained in the credentials holder controlled prioritized list of GINs (in priority order). If more than
one such SNPN indicate the same GIN, the priority order is UE implementation specific;

I11)each SNPN identified by an SNPN identity which isincluded neither in the SNPN selection parameters of
the entries of the "list of subscriber data’ nor in the SNPN selection parameters associated with the
PLMN subscription, which does not indicate a GIN which is included in the credentials holder controlled
prioritized list of GINs, and which indicates that the SNPN allows registration attempts from UEs that are
not explicitly configured to select the SNPN. If more than one such SNPN is available, the order in which
the UE attempts registration on those SNPNs is UE implementation specific.

The UE shall construct aNAI for authentication with the highest priority SNPN as follows:

1)

2)

if the selected type of trusted connectivity is 5G connectivity using trusted non-3GPP access and:

i) the selected SNPN isfrom alist of SNPNs obtained from the SNPN List with trusted 5G Connectivity 1E
(see annex H of 3GPP TS 24.302 [7]); or

ii) the selected SNPN isfrom alist of realms obtained using IETF RFC 4284 [31];
then the UE constructs a NAI as specified in clause 28.7.6 of 3GPP TS 23.003 [8]; or
if the selected type of trusted connectivity is 5G connectivity without NAS using trusted non-3GPP access and:

i) theselected SNPN isfrom alist of SNPNs obtained from the SNPN List with trusted 5G Connectivity-
without-NAS IE (see annex H of 3GPP TS 24.302 [7]); or

ii) the selected SNPN isfrom alist of realms obtained using IETF RFC 4284 [31];

then the UE constructs aNAI as specified in clause 28.7.7 of 3GPP TS 23.003 [8].

NOTE 1: UE implementations can optimize the steps described above, e.g. by combining the ANQP procedures

described in clause 5.3C.2 with the ANQP procedures in clause 5.3.2.3.

NOTE 2: Selecting a WLAN from multiple WLANSs advertising support for the selected SNPN is UE

implementation specific.

NOTE 3: The N5SCW device which is not registered or cannot register via NG-RAN only uses the SNPN List with

trusted 5G Connectivity-without-NAS I E, and the SNPN List with trusted 5G Connectivity-without-NAS
IE isonly used by the NSCW devices.

5.3D.5 Automatic SNPN selection procedure for onboarding services in

SNPN over trusted non-3GPP access

If the UE is operating in SNPN access operation mode over trusted non-3GPP access, the UE shall follow these steps:

1

use procedures defined in clause 5.3.2.3 to discover available WLANS;

NOTE: The available WLANSs advertise the SNPN(s) towards which the 5G connectivity using trusted non-3GPP

access is supported as described in clause 5.3.2.3. If an SNPN supports onboarding servicesin SNPN (i.e.
the SNPN can be used as ON-SNPN) the WLAN providing access to the SNPN provides an indication
(e.g. via ANQP) that onboarding is allowed as described in 3GPP TS 24.302 [ 7] annex H.

select an SNPN if the SNPN indicates that onboarding is allowed and the SNPN matches the optional pre-
configured onboarding SNPN selection information. The contents of the onboarding SNPN selection information
are UE implementation specific; and

performsinitia registration for onboarding services in the SNPN. If the registration fails, the UE may select and
can attempt to perform initial registration for onboarding servicesin adifferent SNPN that indicates onboarding
isalowed and the SNPN matches the optional pre-configured onboarding SNPN selection information.
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5.3E PLMN selection procedures using untrusted non-3GPP
access

Selection of aPLMN over untrusted non-3GPP access is documented in clause 7.2.

5.3F  SNPN selection procedures using untrusted non-3GPP
access

Selection of an SNPN over untrusted non-3GPP access is documented in clause 7.2.

5.3G  SNPN selection procedures using wireline access

Selection of non-subscribed SNPN over wireline access is not defined in the present version of the present document.

The 5G-RG and the W-AGF acting on behalf of the FN-CRG shall consider that the subscribed SNPN is available on
each wireline access network and shall select the subscribed SNPN on the wireline access network.

5.3H SNPN selection procedures for 5G NSWO

The UE operating in SNPN access operation mode for 5G NSWO shall select:
a) theregistered SNPN, if the WLAN is selected according to step b) 3) iv) I) of clause 5.3.2.3;
b) the subscribed SNPN, if the WLAN is selected according to step b) 3) iv) I1) of clause 5.3.2.3; or

c) the SNPN corresponding to the SNPN identity used in step b) 3) iv) 111) of clause 5.3.2.3, if the WLAN is
selected according to step b) 3) iv) 111) of clause 5.3.2.3.

NOTE: The SNPN identity of the selected SNPN is used to construct the NAI for the authentication procedure for
5G NSWO.

54 Access network reselection procedure

54.1 General

The access network reselection procedure can be triggered based on the user's request or the operator's policy. Such
operator policy for supporting network reselection can be provided by the ANDSP or can be pre-provisioned in the UE.

The access network reselection procedure can also be triggered by the UE during periodical re-evaluation of ANDSP
policies (see clause 6.4.2), or if the "active' rule becomes invalid (conditions no longer fulfilled), or other manufacturer
specific trigger.

NOTE: How freguently the UE performs the discovery and reselection procedure is UE implementation specific.

5.4.2  WLAN reselection procedure

For WLAN access network reselection, the UE configured with a WLANSP rule shall use the access network selection
procedure as specified in clause 5.3.2. The UE first uses WLAN Selection Policy (WLANSP) to determine the active
WLANSP rule. The UE selects the highest priority and valid WLANSP rule as the active WLANSP rule.

The access network resel ection procedure can be in automatic mode or manual mode. The manual mode reselection
shall follow the behaviour described in clause 5.3.2.2 and the automatic mode reselection shall follow the behaviour
described in clause 5.3.2.3.

ETSI



3GPP TS 24.502 version 19.4.0 Release 19 30 ETSI TS 124 502 V19.4.0 (2026-07)

6 UE - 5GC network protocols

6.1 General

This clause specifies the related procedures performed between the UE and untrusted or trusted non-3GPP access
network or wireline access network.

6.2 Void

6.3 Authentication and authorization for accessing 5GS via non-
3GPP access network

6.3.1 General

In order to register to the 5G core network (5GCN) via untrusted non-3GPP I P access, the UE first needsto be
configured with alocal 1P address from the untrusted non-3GPP access network (N3AN).

Once the UE is configured with alocal 1P address, the UE shall select the Non-3GPP InterWorking Function (N3IWF)
as described in clause 7.2 and shall initiate the IKEv2 SA establishment procedure as described in clause 7.3. During
the IKEv2 SA establishment procedure, authentication and authorization for access to 5GCN is performed.

NOTE 1. Thetrust relationship indicator (see 3GPP TS 24.302 [7]), which can be received during EAP extension
authentication during IKEv2 SA, does not indicate the WLAN is atrusted non-3GPP access network
connected to the 5GCN.

In atrusted non-3GPP access, a UE shall first connect to a TNAN using alink layer protocol and shall initiate EAP
authentication. During EAP authentication, authentication and authorization for access to 5GCN is performed by
exchange of EAP-5G message encapsulated in the link layer protocol between the UE and the TNAN, see

clause 7.3A.2.1. Upon completion of EAP authentication, the UE shall be assigned an | P address by that TNAN. Once
the UE is configured with an | P address, it shall initiate the IKEv2 SA establishment procedure as described in

clause 7.3A.

In wireline access, the 5G-RG shall first establish connection using W-CP protocol stack with a W-AGF serving the
5G-RG using means out of scope of the present document.

NOTE 2: For establishment of connection using W-CP protocol stack, see BBF TR-456 issue 2 [42] and
Cablelabs WR-TR-5WWC-ARCH [36].

In wireline access, authentication and authorization of an N5SGC device behind a CRG for access to 5GCN is performed
as described in clause 6.3.2.

6.3.2 Authentication of N5GC device behind a CRG over wireline access

In order to register to 5GCN via wireline access, the NSGC device first establishes a layer-2 connection to W-AGF via
the CRG as specified in CableLabs WR-TR-5WWC-ARCH- V02-200430 [36]. Once the layer-2 connection is
established, authentication and authorization for access to 5GCN is performed.

The W-AGF initiates an exchange of EAP-Request/Identity message and EAP-Response/l dentity message as specified
in IETF RFC 3748 [9] for obtaining the identity of the NSGC device. In wireline access, the W-AGF and the N5GC
device exchange EAP-Request/Identity message and EAP-Response/ldentity message viathe CRG, encapsulated in the
link layer protocol packets.

Upon reception of EAP-Request/Identity message, the NSGC device shall:

a) construct an EAP-Response/ldentity message as described in IETF RFC 3748 [9] containing an NAI
username@realm as specified in IETF RFC 7542 [37]; and
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NOTE: If subscription identifier privacy protection isto be used, the "username” part is either omitted or set to
"anonymous".

b) transmit the EAP-Response of identity type encapsulated in the link layer protocol packets towards the W-AGF.

The CRG conveys the information provided by the NSGC device to the W-AGF which initiates the registration on
behalf of the N5SGC device as described in 3GPP TS 24.501 [4]. The SUPI of the N5GC device contains a network
specific identifier. For the registration, the W-AGF uses the NULL scheme as specified in 3GPP TS 33.501 [5], to
construct a SUCI from the SUPI which was received as the NAI from the NSGC device in the EAP-Response/l dentity

message.

An exchange of the EAP request and EAP response as described in IETF RFC 3748 [9] occurs until the N5SGC deviceis
authenticated by the 5GCN with the EAP authentication described in 3GPP TS 33.501 [5].

Upon completion of successful authentication and on reception of the authentication result from the AMF, the W-AGF
serving the NSGC device shall complete the procedure by sending an EAP-Success message encapsulated in the link
layer protocol packets.

6.3a  Authentication for 5G NSWO

A UE that supports 5G NSWO can be configured to use 5G NSWO for authentication with WLAN, as specified in
annex S of 3GPP TS 33.501 [5]. If the UE is configured to use 5G NSWO for authentication with WLAN, the UE shall
not use EPS NSWO as specified in 3GPP TS 33.501 [5]. 5G NSWO capability can be enabled and disabled via
configuration on the USIM (see 3GPP TS 31.102 [35]) or on the ME. Configuration on the USIM shall take precedence
over the ME.

In order to use 5G NSWO, and if the WLAN access network requires 5GS-based authentication of a UE to connect to
the WLAN, the UE shall perform:

a) the EAP-AKA'" authentication procedure as specified in 3GPP TS 33.501 [5] clause S.3, if the UE does not
operate in SNPN access operation mode for 5G NSWO; or

b) any key-generating EAP authentication method as specified in 3GPP TS 33.501 [5] clause 1.10.5, if the UE
operates in SNPN access operation mode for 5G NSWO.

The UE shall use asitsidentity the SUCI in NAI format for 5G NSWO as defined in clause 28.7.12 of
3GPP TS 23.003 [8] when:

- the UE does not operate in SNPN access operation mode for 5G NSWO;
- the UE operatesin SNPN access operation mode for 5G NSWO and the PLMN subscription is selected; or

- the UE operatesin SNPN access operation mode for 5G NSWO and an indication to use SUPI whichis
associated with the selected entry of the "list of subscriber data’, is not configured in the ME.

NOTE 1: The same NAI format is used over both trusted and untrusted non-3GPP access networks for 5G NSWO,
which is different from the NAI format used for registration over trusted non-3GPP access specified in
clause 28.7.6 of 3GPP TS 23.003 [8].

a) the UE operatesin SNPN access operation mode for 5G NSWO;
b) the UE usesthe "null-scheme" as specified in 3GPP TS 33.501 [5] to generate a SUCI; and

¢) anindication to use anonymous SUCI which is associated with the selected entry of the "list of subscriber data’,
is configured in the ME;

NOTE 2: The ME can be configured with an indication to use anonymous SUCI associated with an entry of "list of
subscriber data" when the EAP method associated with the credentials of the entry supports SUPI privacy
at the EAP layer.

then the UE shall use asitsidentity the anonymous SUCI in NAI format as specified in clause 28.7.12 of
3GPPTS23.003[8].
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a) the UE operatesin SNPN access operation mode for 5G NSWO; and

b) anindication to use SUPI which is associated with the selected entry of the "list of subscriber data’, is
configured in the ME;

then the UE:

a) if theindication to use SUPI isset to "SUPI", shall use asits identity the SUPI, in NAI format as specified in
clause 28.7.12 of 3GPP TS 23.003 [8]; or

b) if theindication to use SUPI is set to "anonymous SUPI", shall use asits identity the anonymous SUPI in NAI
format as specified in clause 28.7.12 of 3GPP TS 23.003 [8];

NOTE 3: The ME can be configured with an indication to use SUPI associated with the selected entry of the "list of
subscriber data' with value set to "anonymous SUPI" when the EAP method associated with the
credentials of the entry supports SUPI privacy at the EAP layer.

Upon receipt of an EAP-Request/AK A'-Challenge message the UE shall apply the rules for comparison of the locally
determined ANID "5G:NSWQ" (seetable 8.1.1.2-2 of 3GPP TS 24.302 [7]) and the Network Name field of the
AT_KDF_INPUT attribute received in the EAP-Request/AKA'-Challenge message as specified in

IETF RFC 5448 [38].

A:
a) roaming UE; or
b) UE which selected a non-subscribed SNPN in the SNPN selection procedures for 5G NSWO;

that supports 5G NSWO and is configured to use 5G NSWO for authentication with WLAN shall use asitsidentity the
SUCI in decorated NAI format or the SUPI in decorated NAI format, as specified for 5G NSWO in clause 28.7.9 of
3GPP TS 23.003 [8].

6.3b 5G NSWO provided by 5G-RG

6.3b.1 General

The 5G-RG may support acting as the WLAN access network entity as defined in clause 4.2.15 and clause 5.42 of
3GPP TS 23.501 [2]. This clause appliesin that case.

The 5G-RG shall register to 5GC before initiating the authentication for 5G NSWO.

6.3b.2 Authentication for 5G NSWO provided by 5G-RG
The 5G-RG shall handle the EAP messages:

a) from the UE behind the 5G-RG; or

b) to the UE behind the 5G-RG,
in the same way as the WLAN access network as specified in 3GPP TS 33.501 [5] clause S.3.

The 5G-RG shall handle messages of the Swa' reference point from the NSWOF or to the NSWOF in the same way as
the WLAN access network as specified in 3GPP TS 33.501 [5] clause S.3. Messages of Swa reference point are user
data packets. The W-AGF serving the 5G-RG is not impacted by passing of the messages of Swa' reference point.
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6.4 Handling of ANDSP Information

6.4.1 General

The Access Network Discovery & Selection policy (ANDSP) is used to control UE behavior related to access network
discovery and selection of trusted and untrusted non-3GPP access network.

NOTE: ANDSP does not influence access network discovery and selection of wireline access network.
ANDSP consists of:

- WLAN Selection Policy (WLANSP); and

- Non-3GPP access network (N3AN) node configuration information.
The UE uses the WLANSP for selecting the WLAN.

The UE uses the Non-3GPP access network (N3AN) node configuration information for selecting a N3AN node (i.e.
N3IWF or ePDG).

When roaming, the UE can receive ANDSP from H-PCF or V-PCF or both with following exception:

- the V-PCF only provides the N3AN node configuration information containing slice-specific N3IWF prefix
configuration applicable for the visited PLMN (see clause 7.2.2).The UE shall ignore the N3AN node configuration
information containing the information other than slice-specific N3IWF prefix configuration in the ANDSP if the
ANDSP is provided by V-PCF.

The structure and the content of ANDSP are defined in 3GPP TS 24.526 [17].
6.4.2 UE procedures

6.4.2.1 General

When ANDSP is modified based on information received from network as specified in 3GPP TS 24.501 [4] annex D,
the UE shall re-evaluate the ANDSP.

The received ANDSP information shall not impact the PLMN selection and resel ection procedures specified in
3GPPTS23.122[13].

The UE shall periodically re-evaluate ANDSP. The value of the periodic re-eval uation timer is implementation
dependent. The additional trigger for (re-)evaluating ANDSP is when the active WLANSP rule becomesinvalid
(conditions no longer fulfilled), or other manufacturer specific trigger.

6.4.2.2 Use of WLAN selection information

During automatic mode WLAN selection, the UE shall use the WLAN selection policy (WLANSP), if provided by the
PCF, to determine the selected WLAN as described in clause 5.3.

6.4.2.3 Use of N3AN node configuration information
If the UE accesses 5GCN viathe non-3GPP access, the UE shall use the N3AN node configuration information to select

an N3AN node as described in clause 7.2, to be used for establishing IKEv2 security association as described in
clause 7.3.

6.4.3 ANDSP information from the network

ANDSP information is provided by the network to the UE using the UE policy delivery procedure described in annex D
of 3GPP TS 24.501 [4].
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7 Security association management procedures

7.1 General

The purpose of the security association management procedures is to define the procedures for establishment or
disconnection of end-to-end security association between the UE and the N3IWF (for untrusted non-3GPP access) or
the UE and the TNGF (for trusted non-3GPP access) via an IKEv2 protocol exchange specified in IETF RFC 7296 [6].
The IKE SA and child signalling IPsec SA establishment procedure is always initiated by the UE, whereas the child
user plane IPsec SA creation procedures shall be initiated by the N3IWF or the TNGF as specified in

3GPP TS 23.502[3].

For untrusted non-3GPP access, the UE selects an N3IWF according to the procedure in clause 7.2. Once the N3IWF
has been selected, the security associations are established and managed according to the proceduresin clause 7.3 to
clause 7.11.

For trusted non-3GPP access, the UE selectsa WLAN according to the procedure in clause 5.3. Once the WLAN has
been selected, the security associations are established and managed according to the proceduresin clause 7.3 to
clause 7.11.

If anon-3GPP access network does not support transport of | P fragments, the maximum size of an IKEv2 message
including the IP header is equal to the path MTU between the UE and N3IWF or TNGF.

EXAMPLE: If a non-3GPP access network isan IPv6 only network which does not support transport of 1P
fragments and the path MTU between the UE and the N3IWF is 1280 octets then the maximum
size of an IKEv2 message including IP header is 1280 octets.

7.2 N3AN node selection procedure

7.2.1 General
The UE performs N3AN node selection procedure based on:

a) the N3AN node configuration information provisioned to the UE by the HPLMN, based on the UE's knowledge
of the country the UE islocated in and the PLMN the UE is registered to via 3GPP access and based on the list
of "forbidden PLMNSs for non-3GPP access to 5GCN"; or

b) the N3IWF identifier information provided to the UE in the REGISTRATION REJECT message, if any, when
the UE has indicated its support for dice-based N3IWF selection to the AMF as specified in
3GPP TS 24501 [4].

Clauses 7.2.1,7.2.2,7.2.3, 7.2.4 and 7.2.6 are applicable to a UE selecting an NSAN nodein a PLMN. For aUE
accessing PLMN services viaan SNPN, restrictions on N3IWF FQDN are specified in clause 4.3.2. As part of N3AN
node selection, the UE aso selectsan PLMN for non-3GPP access.

Clause 7.2.5 is applicable to a UE selecting an N3AN node in an SNPN. As part of N3AN node selection, the UE also
selects an SNPN for non-3GPP access.

Clause 7.2.7 is applicable to a UE selecting an N3AN node for case b) above.
Clause 7.2.8 is applicable to a UE selecting an N3IWF for onboarding SNPN.

71.2.2 N3AN node configuration information

The N3AN node configuration information is provisioned to the UE either by the H-PCF, V-PCF or viaimplementation
specific means. The UE shall apply the N3AN node configuration information provisioned viaimplementation specific
means only if the N3AN node configuration information provisioned by the H-PCF is not present in the UE.

The N3AN node configuration information shall consist of the following:

- N3AN node selection information;
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- optionally, home N3IWF identifier configuration;

- optionally, home ePDG identifier configuration;

- optionally, extended home N3IWF identifier configuration; and
- optionaly, slice-specific N3IWF prefix configuration.

NOTE 1: N3AN node configuration information provisioned by a VPLMN includes only slice-specific N3IWF
prefix configuration.

The N3AN node selection information consists of N3AN node selection information entries. Each N3AN node selection
information entry containsa PLMN ID and information for the PLMN I1D. The N3AN node selection information
contains at least an N3AN node selection information entry with information for the HPLMN and an N3AN node
selection information entry for "any_PLMN".

The extended home N3IWF identifier configuration contains one or more tuples of a FQDN/IP address of the N3IWF in
the HPLMN and S-NSSA's supported by this N3IWF and subscribed by the UE.

The Slice-specific N3IWF prefix configuration consists of Slice-specific N3IWF prefix entries. Each Slice-specific
N3IWF prefix entry contains a slice-specific N3IWF prefix and an S-NSSAI list. Slice-specific N3IWF prefix
configuration is valid only in the PLMN that provisioned it.

NOTE 2: Asan implementation option, the UE can store dlice-specific N3IWF prefix configuration provisioned by
aPLMN for later use.

The N3AN node configuration information provisioned by the H-PCF or the V-PCF is as specified in
3GPP TS 24.501 [4] annex D and 3GPP TS 24.526 [17].

The UE shall support the implementation of standard DNS mechanismsin order to retrieve the I P address(es) of the
N3IWF or ePDG. The input to the DNS query isan N3IWF FQDN or ePDG FQDN as specified in
3GPPTS23.003[8].

7.2.3 Determination of the country the UE is located in

If the UE cannot determine whether it islocated in the home country or in a visited country, as required by the N3AN
node selection procedure, the UE shall stop the N3AN node selection. Once the UE determines the country the UE is
located in, the UE shall proceed with N3AN node selection as specified in clause 7.2.4 for non-emergency services and
as specified in clause 7.2.6 for emergency services.

NOTE: Itisout of scope of the present specification to define how the UE determines whether it islocated in the
home country or in avisited country or in alocation that does not belong to any country. When the UE is
in coverage of a 3GPP RAT, it can, for example, use the information derived from the available
PLMN(S). In this case, the UE can match the MCC of the PLMN to which a cell belongs, broadcast on the
BCCH of the 3GPP access, against the UE's IMSI to determine if they belong to the same country, as
defined in 3GPP TS 23.122 [13]. If the UE is not in coverage of a 3GPP RAT, the UE can use other
techniques, including user-provided location.

7.2.4 N3AN node selection for non-emergency services

7.24.1 General

When the UE supports connectivity with N3IWF but does not support connectivity with ePDG, the UE shall perform
the procedure in clause 7.2.4.3 for selecting an N3IWF.

When the UE supports connectivity with N3IWF and ePDG, the UE shall perform the procedure in clause 7.2.4.4 for
selecting either an N3IWF or an ePDG.
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7.2.4.2 Determine if the visited country mandates the selection of N3IWF in this
country

In order to determine if the visited country mandates the selection of N3IWF in this country, the UE shall perform the
DNS NAPTR query using Visited Country FQDN as specified in 3GPP TS 23.003 [8] viathe non-3GPP access
network.

If the result of thisquery is:

- aset of one or more records containing the service instance names of the form
"n3iwf.5gc.mMnc< MNC>.mcc< MCC> .pub.3gppnetwork.org”, the UE shall determine that the visited country
mandates the selection of the N3IWF in this country; and

NOTE: The(<MCC>, <MNC>) pair in each record represents PLMN Id (see 3GPP TS 23.003 [8]) in the visited
country which can be used for N3IWF selection in clause 7.2.4.3 and clause 7.2.4.4.

- no records containing the service instance names of the form
"n3iwf.5gc.mnc< MNC>.mcc< MCC> . pub.3gppnetwork.org"”, the UE shall determine that the visited country
does not mandate the selection of the N3IWF in this country.

7.24.3 UE procedure when the UE only supports connectivity with N3IWF

If the UE only supports connectivity with N3IWF and does not support connectivity with ePDG, the UE shall ignore the
following ePDG related configuration parameters if available in the N3AN node configuration information when
selecting an N3IWF:

- thehome ePDG identifier configuration; and

- the preference parameter in each N3AN node selection information entry in the N3AN node selection
information.

The UE shall proceed as follows:
a) if the UE islocated in its home country:
1) if the N3AN node configuration information is provisioned:

i) if the extended home N3IWF identifier configuration is provisioned in the N3AN node configuration
information, the UE shall use the | P address or the FQDN from the extended home N3IWF identifier
entry whose S-NSSAI list has the best match with the Requested S-NSSAI(s) that the UE is going to use
in the registration procedure over the untrusted non-3GPP access;

ii) if the extended home N3IWF identifier configuration is not provisioned in the N3AN node configuration
information and the Slice-specific N3IWF prefix configuration is provisioned, the UE shall construct a
Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8]) using the prefix of the Slice-specific N3IWF prefix
entry for the HPLMN whose S-NSSAI list has the best match with the Requested S-NSSAI (s) that the UE
isgoing to use in the registration procedure over the untrusted non-3GPP access. The FQDN format
(operator identifier or tracking area identity based) is determined from the FQDN format of the HPLMN's
N3AN node selection information entry in the N3AN node selection information; and

iii) if neither the extended home N3IWF identifier configuration nor the Slice-specific N3IWF prefix
configuration is provisioned in the N3AN node configuration information and:

a) if the home N3IWF identifier configuration is provisioned in the N3AN node configuration information
and contains an | P address, the UE shall use the IP address of the home N3IWF identifier configuration as
the I P address of the N3IWF. The UE shall consider that the HPLMN is selected;

b) if the home N3IWF identifier configuration is provisioned in the N3AN node configuration information
and does not contain an | P address, the UE shall use the FQDN of the home N3IWF identifier
configuration as the N3IWF FQDN. The UE shall consider that the HPLMN is selected; and

c¢) if the home N3IWF identifier configuration is not provisioned in the N3AN node configuration
information, the UE shall construct an N3IWF FQDN based on the FQDN format of the HPLMN's N3AN
node selection information entry in the NSAN node selection information using the PLMN 1D of the
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HPLMN stored on the USIM as specified in 3GPP TS 23.003 [8]. The UE shall consider that the HPLMN
is selected; and

2) if the NSAN node configuration information is not provisioned on the UE, the UE shall construct the N3IWF
FQDN based on the Operator Identifier FQDN format using the PLMN 1D of the HPLMN stored on the
USIM. The UE shall consider that the HPLMN is selected;

and for the above cases constructing or using an N3IWF FQDN, the UE shall use the DNS server function to
resolve the N3IWF FQDN to the I P address(es) of the N3IWF(s). The UE shall select asthe I P address of the
N3IWF aresolved | P address of an N3IWF with the same IP version asitslocal IP address. If the DNS response
contains no records and the UE used an FQDN determined by following step a)-1)-i), the UE shall follow the
procedure in bullet a)-1)-ii) assuming that the extended home N3IWF identifier configuration is not provisioned.
If the DNS response contains no records and the UE used an FQDN determined by following step a)-1)-ii), the
UE shall follow the procedure in bullet a)-1)-iii) assuming that neither the extended home N3IWF identifier
configuration nor the Slice-specific N3IWF prefix configuration is provisioned; and

if the UE is not located in its home country:

1) if the Slice-specific N3IWF prefix configuration is provisioned for the VPLMN, the UE isregistered to a
VPLMN via 3GPP access, the PLMN ID of VPLMN is not included in the list of "forbidden PLMNs for non-
3GPP accessto 5GCN", and at |east one Slice-specific N3IWF prefix entry is available in the Slice-specific
N3IWF prefix configuration, the UE shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8])
using the prefix of the Slice-specific N3IWF prefix entry whose S-NSSAI list has the best match with the
Requested S-NSSAI (s) that the UE is going to use in the registration procedure over the untrusted non-3GPP
accessin the VPLMN. The FQDN format (operator identifier or tracking areaidentity based) is determined
from the FQDN format of the VPLMN's N3AN node selection information entry in the N3AN node selection
information;

2) if the Slice-specific N3IWF prefix configuration is not provisioned for the VPLMN and the N3AN node
configuration information is provisioned, the UE is registered to a VPLMN via 3GPP access, the PLMN 1D
of VPLMN is not included in the list of "forbidden PLMNSs for non-3GPP access to 5GCN", and an N3AN
node selection information entry for the VPLMN is available in the N3AN node selection information of the
N3AN node configuration information, the UE shall construct an N3IWF FQDN based on FQDN format of
the VPLMN's N3AN node selection information entry in the N3AN node selection information using the
PLMN ID of the VPLMN as specified in 3GPP TS 23.003 [8].The UE shall consider that the VPLMN is
selected;

and for the above cases, the UE shall use the DNS server function to resolve the constructed N3IWF FQDN
to the IP address(es) of the N3IWF(s). The UE shall select as the IP address of the N3IWF aresolved IP
address of an N3IWF with the same IP version asitslocal |P address; and

3) if one of the following istrue:
- theUE isnot registered to a PLMN via 3GPP access and the UE uses WLAN;

- neither the N3AN node configuration information nor the Slice-specific N3IWF prefix configuration are
provisioned; or

- the N3AN node configuration information or the Slice-specific N3IWF prefix configuration is
provisioned, the UE isregistered to a VPLMN via 3GPP access and:

A) the PLMN ID of VPLMN isincluded in the list of "forbidden PLMNSs for non-3GPP access to
5GCN"; or

B) the N3AN node selection information entry for the VPLMN is not present in the N3AN node selection
information or the Slice-specific N3IWF prefix configuration for the VPLMN is not present;

the UE shall perform a DNS query (see 3GPP TS 23.003 [8]) as specified in clause 7.2.4.2 to determine if the
visited country mandates the selection of N3IWF in this country and:

i) if selection of N3IWF in visited country is mandatory:

A) if the UE isregistered to aVPLMN via 3GPP access, the PLMN ID of VPLMN isincluded in one of
the returned DNS records and is not included in the list of "forbidden PLMNs for non-3GPP access to
5GCN", the UE shall construct an N3IWF FQDN based on the Operator Identifier FQDN format
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using the PLMN 1D of the VPLMN in 3GPP access as described in 3GPP TS 23.003 [8].The UE shall
consider that the VPLMN in 3GPP access is selected; and

B) if the UE isnot registered to a PLMN via 3GPP access or the UE is registered to aVPLMN via 3GPP
access and the PLMN ID of VPLMN is not included in any of the returned DNS records or isincluded
inthe list of "forbidden PLMNSs for non-3GPP access to 5GCN":

- if the UE has Slice-specific N3IWF prefix configuration for one or more PLMNs included in the
DNS response excluding any VPLMN in the list of "forbidden PLMNs for non-3GPP access to
5GCN", the UE shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8]) using the
prefix of the Slice-specific N3IWF prefix entry whose S-NSSAI list has the best match with the
Requested S-NSSAI(s) that the UE is going to use in the registration procedure over the untrusted
non-3GPP access. The FQDN format (operator identifier or tracking area identity based) is
determined from the FQDN format of the selected VPLMN's N3AN node selection information
entry in the N3AN node selection information;

- if the Slice-specific N3IWF prefix configuration is not provisioned and the N3AN node
configuration information is provisioned, the UE shall select aPLMN included in the DNS
response that has highest PLMN priority (see 3GPP TS 24.526 [17]) in the N3AN node selection
information of the N3AN node configuration information excluding any PLMN in the list of
"forbidden PLMNSs for non-3GPP access to 5GCN" and the UE shall construct an N3IWF FQDN
based on the FQDN format of the selected PLMN's N3AN node selection information entry in the
N3AN node selection information using the PLMN ID of the selected PLMN as specified in
3GPP TS 23.003 [8]; and

- if &) neither the Slice-specific N3IWF prefix configuration nor the N3AN node configuration
information are provisioned or b) neither the Slice-specific N3IWF prefix configuration nor the
N3AN node selection information of the N3AN node configuration information excluding any
PLMN inthelist of "forbidden PLMNs for non-3GPP access to 5GCN" contain any of the PLMNs
in the DNS response, then the selection of aPLMN of the visited country is UE implementation
specific. If the UE does not select aPLMN, the UE shall terminate the N3AN node selection
procedure. If the UE selects a PLMN, the UE shall construct an N3IWF FQDN based on the
Operator Identifier FQDN format using the PLMN 1D of the selected PLMN as described in
3GPP TS 23.003 [8];

and for the above cases, the UE shall use the DNS server function to resolve the constructed N3IWF
FQDN to the IP address(es) of the N3IWF(s). The UE shall select as the I P address of the N3IWF a
resolved | P address of an N3IWF with the same IP version asits local |P address;

ii) if the DNS response contains no records and the UE used Prefixed N3IWF FQDN in the DNS query, the
UE shall repeat the DNS query using the same FQDN without the prefix label;

iii) if the DNS response contains no records and the UE did not use the Prefixed N3IWF FQDN in the DNS
query, the UE shall further determine if the visited country mandates the selection of ePDG in the visited
country using the procedure specified in clause 7.2.1.4 of 3GPP TS 24.302 [7].

If the UE determines that the visited country mandates the selection of ePDG in the visited country, the
UE shall assume that the selection of N3IWF in the visited country is mandatory and shall terminate the
N3AN node selection procedure.

- If the UE determines that the visited country does not mandate the selection of ePDG in the visited
country, the UE shall assume that the selection of N3IWF in the visited country is not mandatory, then the
UE shall proceed as below:

A) if the UE has Slice-specific N3IWF prefix configuration the UE shall construct a Prefixed N3IWF
FQDN (see 3GPP TS 23.003 [8]) using the prefix of the Slice-specific N3IWF prefix entry whose S-
NSSAI list has the best match with the Requested S-NSSAI(s) that the UE is going to use in the
registration procedure over the untrusted non-3GPP access. The FQDN format (operator identifier or
tracking areaidentity based) is determined from the FQDN format of the selected VPLMN's N3AN
node selection information entry in the N3AN node selection information;

B) if the Slice-specific N3IWF prefix configuration is not provisioned and the N3AN node configuration
information is provisioned and the N3AN node selection information of the N3AN node configuration
information contains one or more PLMNs in the visited country which are not in the list of "forbidden
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PLMNs for non-3GPP access to 5GCN", the UE shall select aPLMN that has highest PLMN priority
(see 3GPP TS 24.526 [17]) in the N3AN node selection information excluding any PLMN in the list
of "forbidden PLMNs for non-3GPP access to 5GCN" and the UE shall construct an N3IWF FQDN
based on the FQDN format of the selected PLMN's N3AN node selection information entry in the
N3AN node selection information as specified in 3GPP TS 23.003 [8] using the PLMN ID of the
selected PLMN; and

C) if a) neither the Slice-specific N3IWF prefix configuration nor the N3AN node configuration
information is provisioned or b) the Slice-specific N3IWF prefix configuration is not provisioned and
the N3AN node configuration information is provisioned and the N3AN node selection information of
the N3AN node configuration information excluding any PLMN in the list of "forbidden PLMNs for
non-3GPP access to 5GCN" contains no PLMNs in the visited country:

- if the extended home N3IWF identifier configuration is provisioned in the N3AN node
configuration information, the UE shall use the |P address or the FQDN from the extended home
N3IWF identifier entry whose S-NSSAI list has the best match with the Requested S-NSSAI(S)
that the UE is going to use in the registration procedure over the untrusted non-3GPP access; and

- if the extended home N3IWF identifier configuration is not provisioned in the N3AN node
configuration information and:

- if thehome N3IWF identifier configuration is provisioned in the N3AN node configuration
information (see 3GPP TS 24.526 [17]) and contains an | P address, the UE shall use the IP address
of the home N3IWF identifier configuration as the IP address of the N3IWF. The UE shall
consider that the HPLMN is selected;

- if the home N3IWF identifier configuration is provisioned in the NSAN node configuration
information (see 3GPP TS 24.526 [17]) and does not contain an | P address, the UE shall use the
FQDN of the home N3IWF identifier configuration as the N3IWF FQDN. The UE shall consider
that the HPLMN is selected; and

- if thehome N3IWF identifier configuration is not provisioned in the N3AN node configuration
information, the UE shall construct an N3IWF FQDN based on the Operator Identifier FQDN
format using the PLMN 1D of the HPLMN as described in 3GPP TS 23.003 [8]. The UE shall
consider that the HPLMN is selected;

and for the above cases constructing or using an N3IWF FQDN, the UE shall use the DNS server function
to resolve the N3IWF FQDN to the IP address(es) of the N3IWF(s). The UE shall select as the IP address
of the N3IWF aresolved |P address of an N3IWF with the same IP version asitslocal |P address; and

iv) if no DNS response is received, the UE shall terminate the N3AN node selection procedure.

Following bullet a) and b) above, once the UE selected the IP address of the N3IWF, the UE shall initiate the IKEv2 SA
establishment procedure as specified in clause 7.3.

If the IKEV2 SA establishment procedure towards an N3IWF in the HPLMN fails due to no response to an
IKE_SA_INIT request message, and the selection of N3IWF in the HPLMN is performed using Extended home N3IWF
identifier configuration or Home identifier configuration and there are more pre-configured N3IWFsin the HPLMN,
the UE shall repeat the tunnel establishment attempt using the next FQDN or | P address(es) of the N3IWF in the
HPLMN.

If the IKEV2 SA establishment procedure towards to any of the received | P addresses of the selected N3IWF fails due to
no response to an IKE_SA_INIT request message, then the UE shall repeat the N3IWF selection as described in this
clause, excluding the N3IWFs for which the UE did not receive aresponse to the IKE_SA_INIT request message.

If the UE constructed an N3IWF FQDN based on FQDN format of the VPLMN's N3AN node selection information
entry (seeitem b).1)), and the IKEv2 SA establishment procedure towards to each of the received | P addresses of the
selected N3IWF failed due to no responseto an IKE_SA_INIT request message, the UE considers Slice-specific
N3IWF prefix entry and the N3AN node selection information entry for the VPLMN as not present and the UE shall
repeat the N3IWF selection as described in this clause.

NOTE: Thetime the UE waits before reattempting access to another N3IWF or to an N3IWF that it previously
did not receive aresponseto an IKE_SA_INIT request message, isimplementation specific.
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7.24.4 UE procedure when the UE supports connectivity with N3IWF and ePDG

7.2.4.4.1 General
If the UE can support connectivity with N3IWF and with ePDG, the UE shall:

- if the NSAN node selectionisrequired for an IMS service, follow steps specified in clause 7.2.4.4.2 for N3AN
node selection; and

- if the N3AN node selection is required for anon-IM S service, follow steps specified in clause 7.2.4.4.3 for
N3AN node selection.

NOTE: How the UE determines node selection isrequired for an IMS service or for anon-IMS serviceis
implementation-specific.

7.2.4.4.2 N3AN node selection for IMS service

If the N3AN node selection isrequired for an IMS service, the UE shall use the preference parameter in the N3AN node
selection information entries of the N3AN node selection information to determine whether selection of N3IWF or
ePDG ispreferred in agiven PLMN.

The UE shall proceed as follows:
a) if the UE islocated in its home country:
1) if the N3AN node configuration information is provisioned:

i) if the preference parameter in the HPLMN's N3AN node selection information entry of the N3AN node
selection information indicates that N3IWF is preferred:

1) if the extended home N3IWF identifier configuration is provisioned in the N3AN node configuration
information, the UE shall use the | P address or the FQDN from the extended home N3IWF identifier
entry whose S-NSSAI list has the best match with the Requested S-NSSAI(s) that the UE is going to
use in the registration procedure over the untrusted non-3GPP access;

[1) if the extended home N3IWF identifier configuration is not provisioned in the N3AN node
configuration information and the Slice-specific N3IWF prefix configuration is provisioned, the UE
shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8]) using the prefix of the Slice-
specific N3IWF prefix entry for the HPLMN whose S-NSSAI list has the best match with the
Requested S-NSSAI(s) that the UE is going to use in the registration proceure over the untrusted non-
3GPP access. The FQDN format (operator identifier or tracking area identity based) is determined
from the FQDN format of the HPLMN's N3AN node selection information entry in the N3AN node
selection information; and

NOTE 1: In this sub-clause, the Requested S-NSSAI(s) include the SSNSSAI corresponding to the IMS service.

[11)if neither the extended home N3IWF identifier configuration nor the Slice-specific N3IWF prefix
configuration is provisioned in the N3AN node configuration information and:

A) if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information and contains an | P address, the UE shall use the IP address of the home N3IWF
identifier configuration as the IP address of the N3IWF. The UE shall consider that the HPLMN is
selected;

B) if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information and does not contain an | P address, the UE shall use the FQDN of the home N3IWF
identifier configuration as the N3IWF FQDN. The UE shall consider that the HPLMN is selected,;
and

C) if the home N3IWF identifier configuration is not provisioned in the N3AN node configuration
information, the UE shall construct an N3IWF FQDN based on the FQDN format of the HPLMN's
N3AN node selection information entry in the N3AN node selection information using the PLMN
ID of the HPLMN stored on the USIM as specified in clause 28 of 3GPP TS 23.003 [8]. The UE
shall consider that the HPLMN is selected; and
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b)

ii) if the preference parameter in the HPLMN's N3AN node sel ection information entry of the N3AN node
selection information indicates that ePDG is preferred:

A) if the home ePDG identifier configuration is provisioned in the N3AN node configuration information
and contains an | P address, the UE shall use the IP address of the home ePDG identifier configuration
asthe | P address of the ePDG,;

B) if the home ePDG identifier configuration is provisioned in the NSAN node configuration information
and does not contains an | P address, the UE shall use the FQDN of the home ePDG identifier
configuration as the ePDG FQDN; and

C) if the home ePDG identifier configuration is not provisioned in the N3AN node configuration
information, the UE shall construct an ePDG FQDN based on the FQDN format of HPLMN's N3AN
node selection information entry in the N3AN node selection information using the PLMN ID of the
HPLMN stored on the USIM as specified in clause 19 of 3GPP TS 23.003 [8]; and

2) if the N3AN node configuration information is not provisioned on the UE, the UE shall construct the N3IWF
FQDN based on the Operator Identifier FQDN format using the PLMN 1D of the HPLMN stored on the
USIM. The UE shall consider that the HPLMN is selected;

and for the above cases constructing or using an N3IWF FQDN or ePDG FQDN, the UE shall use the DNS
server function to resolve the N3IWF FQDN or ePDG FQDN to the IP address(es) of the N3IWF(s) or ePDG(S).
The UE shall select asthe IP address of the N3IWF or of the ePDG aresolved IP address of an N3IWF or an
ePDG with the same IP version asitslocal |P address. If the DNS response contains no records and the UE used
an FQDN determined by following step a)-1)-i)-1), the UE shall follow the procedure in bullet a)-1)-i)-11)
assuming that the extended home N3IWF identifier configuration is not provisioned. If the DNS response
contains no records and the UE used an FQDN determined by following step a)-1)-i)-11), the UE shall follow the
procedure in bullet a)-1)-i)-111) assuming that neither the extended home N3IWF identifier configuration nor the
Slice-specific N3IWF prefix configuration is provisioned; and

if the UE is not located in its home country:

1) if the Slice-specific N3IWF prefix configuration is provisioned for the VPLMN, the UE is registered to a
VPLMN via 3GPP access, the PLMN ID of VPLMN is not included in the list of "forbidden PLMNs for non-
3GPP accessto 5GCN", and at least one Slice-specific N3IWF prefix entry is available in the Slice-specific
N3IWF prefix configuration, the UE shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8])
using the prefix of the Slice-specific N3IWF prefix entry whose S-NSSAI list has the best match with the
Requested S-NSSAI (s) that the UE is going to use in the registration procedure over the untrusted non-3GPP
access in the VPLMN. The FQDN format (operator identifier or tracking areaidentity based) is determined
from the FQDN format of the VPLMN's N3AN node selection information entry in the N3AN node selection
information;

2) if the Slice-specific N3IWF prefix configuration is not provisioned for the VPLMN and the N3AN node
configuration information is provisioned, the UE isregistered to a VPLMN via 3GPP access and the PLMN
ID of VPLMN is not included in the list of "forbidden PLMNs for non-3GPP access to 5GCN":

i) if an N3AN node selection information entry for the VPLMN is available in the N3AN node selection
information of the N3AN node configuration information:

A) if the preference parameter in the VPLMN's N3AN node selection information entry of the N3AN
node configuration information indicates that N3IWF is preferred, the UE shall construct an N3IWF
FQDN based on the FQDN format of the VPLMN's N3AN node selection information entry in the
N3AN node selection information using the PLMN ID of the VPLMN as specified in clause 28 of
3GPP TS 23.003[8]. The UE shall consider that the VPLMN is selected; and

B) if the preference parameter in the VPLMN's N3AN node selection information entry of the N3AN
node configuration information indicates that ePDG is preferred, the UE shall construct an ePDG
FQDN based on the FQDN format of the VPLMN's N3AN node selection information entry in the
N3AN node selection information using the PLMN ID of the VPLMN as specified in clause 19 of
3GPP TS 23.003[8]. The UE shall consider that the VPLMN is selected,;

and for above case, the UE shall use the DNS server function to resolve the constructed N3IWF
FQDN or ePDG FQDN to the IP address(es) of the N3IWF(s) or ePDG(s). The UE shall select asthe

ETSI



3GPP TS 24.502 version 19.4.0 Release 19 42 ETSI TS 124 502 V19.4.0 (2026-07)

IP address of the N3IWF or the ePDG aresolved |P address of an N3IWF or ePDG with the same | P
version asits local |P address; and

3) if one of the following istrue:
- theUE isnot registered to a PLMN via 3GPP access and the UE uses WLAN,;

- neither the N3AN node configuration information nor the Slice-specific N3IWF prefix configuration is
provisioned; or

- the N3AN node configuration information or the Slice-specific N3IWF prefix configuration is
provisioned, the UE isregistered to aVPLMN via 3GPP access and:

A) the PLMN ID of VPLMN isincluded in thelist of "forbidden PLMNs for non-3GPP access to
5GCN"; or

B) the N3AN node selection information entry for the VPLMN is not present in the N3AN node selection
information or the Slice-specific N3IWF prefix configuration for the VPLMN is not present;

the UE shall perform a DNS query (see 3GPP TS 23.003 [8]) as specified in clause 7.2.4.2 to determine if the
visited country mandates the selection of N3IWF in this country and:

i) if selection of N3IWF in the visited country is mandatory:

A) if the UE isregistered to a VPLMN via 3GPP access, the PLMN ID of VPLMN isincluded in one of
the returned DNS records and is not included in thelist of "forbidden PLMNs for non-3GPP accessto
5GCN", the UE shall construct an N3IWF FQDN based on the Operator Identifier FQDN format
using the PLMN ID of the VPLMN as described in clause 28 of 3GPP TS 23.003 [8].The UE shall
consider that the VPLMN is selected; and

B) if the UE isnot registered to a PLMN via 3GPP access, or the UE is registered to aVPLMN via 3GPP
access and the PLMN ID of VPLMN is not included in any of the returned DNS records or isincluded
inthe list of "forbidden PLMNSs for non-3GPP access to 5GCN":

- if the UE has Slice-specific N3IWF prefix configuration for one or more PLMNSs included in the
DNS response excluding any VPLMN in the list of "forbidden PLMNs for non-3GPP access to
5GCN", the UE shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8]) using the
prefix of the Slice-specific N3IWF prefix entry whose S-NSSAI list has the best match with the
Requested S-NSSAI(s) that the UE is going to use in the registration proceure over the untrusted
non-3GPP access. The FQDN format (operator identifier or tracking area identity based) is
determined from the FQDN format of the selected VPLMN's N3AN node selection information
entry in the N3AN node selection information

- if the Slice-specific N3IWF prefix configuration is not provisioned and the N3AN node
configuration information is provisioned, the UE shall select an aPLMN included in the DNS
response that has highest PLMN priority (see 3GPP TS 24.526 [17]) in the N3AN node selection
information of the N3AN node configuration information excluding any PLMN in the list of
"forbidden PLMNSs for non-3GPP access to 5GCN" and the UE shall construct an N3IWF FQDN
based on the FQDN format of the selected PLMN's N3AN node selection information entry in the
N3AN node selection information using the PLMN 1D of the selected PLMN as specified
clause 28 of in 3GPP TS 23.003 [8]; and

- if &) neither the Slice-specific N3IWF prefix configuration nor the N3AN node configuration
information is provisioned or b) neither the Slice-specific N3IWF prefix configuration nor the
N3AN node selection information of the N3AN node configuration information excluding any
PLMN inthelist of "forbidden PLMNs for non-3GPP access to 5GCN" contains any of the
PLMNSsin the DNS response, then the selection of the PLMN is UE implementation specific. The
UE shall construct an N3IWF FQDN based on the Operator Identifier FQDN format using the
PLMN ID of the selected PLMN as described clause 28 of in 3GPP TS 23.003 [8];

and for the above cases, the UE shall use the DNS server function to resolve the constructed N3IWF
FQDN to the IP address(es) of the N3IWF(s). The UE shall select as the I P address of the N3IWF a
resolved | P address of an N3IWF with the same IP version asits local |P address;
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ii) if the DNS response contains no records and the UE used Prefixed N3IWF FQDN in the DNS query, the
UE shall repeat the DNS query using the same FQDN without the prefix label;

iii) if the DNS response contains no records and the UE did not use the Prefixed N3IWF FQDN in the DNS
query, the UE shall further determine if the visited country mandates the selection of ePDG in the visited
country using the procedure specified in clause 7.2.1.4 of 3GPP TS 24.302 [7].

If the UE determines that the visited country mandates the selection of ePDG in the visited country, the
UE shall assume that the selection of N3IWF in the visited country is mandatory and shall continue the
ePDG selection procedure in the visited country, specified in clause 7.2.1.3 of 3GPP TS 24.302 [7].

If the UE determines that the visited country does not mandate the selection of ePDG in the visited
country, the UE shall assume that the selection of N3IWF in the visited country is not mandatory and the
UE shall proceed as below:

A) if the UE has Slice-specific N3IWF prefix configuration the UE shall construct a Prefixed N3IWF
FQDN (see 3GPP TS 23.003 [8]) using the prefix of the Slice-specific N3IWF prefix entry whose S-
NSSAI list has the best match with the Requested S-NSSAI(s) that the UE is going to use in the
registration procedure over the untrusted non-3GPP access. The FQDN format (operator identifier or
tracking area identity based) is determined from the FQDN format of the selected VPLMN's N3AN
node selection information entry in the N3AN node selection information;

B)

C

if the Slice-specific N3IWF prefix configuration is not provisioned and the N3AN node configuration
information is provisioned and the N3AN node selection information of the N3AN node configuration
information contains one or more PLMNs in the visited country which are not included in the list of
"forbidden PLMNSs for non-3GPP accessto 5GCN", the UE shall select aPLMN that has highest

PLMN priority (see 3GPP TS 24.526 [17]) in the N3AN node selection information excluding any
PLMN inthelist of "forbidden PLMNSs for non-3GPP access to 5GCN" and the UE shall construct an
N3IWF FQDN based on the FQDN format of the selected PLMN's N3AN node selection information
entry in the N3AN node selection information using the PLMN ID of the selected PLMN as specified
in clause 28 of 3GPP TS 23.003 [8]; and

if @ neither the Slice-specific N3IWF prefix configuration nor the N3AN node configuration
information is provisioned or b) the Slice-specific N3IWF prefix configuration is not provisioned and
the N3AN node configuration information is provisioned and the N3AN node selection information of
the N3AN node configuration information excluding any PLMN in the list of "forbidden PLMNs for
non-3GPP accessto 5GCN" contains no PLMN in the visited country:

if the extended home N3IWF identifier configuration is provisioned in the N3AN node
configuration information, the UE shall use the IP address or the FQDN from the extended home
N3IWF identifier entry whose S-NSSAI list has the best match with the Requested S-NSSAI(S)
that the UE is going to use in the registration proceure over the untrusted non-3GPP access; and

if the extended home N3IWF identifier configuration is not provisioned in the N3AN node
configuration information and:

if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information (see 3GPP TS 24.526 [17]) and contains an | P address, the UE shall use the IP
address of the home N3IWF identifier configuration as the |P address of the N3IWF. The UE
shall consider that the HPLMN is selected;

if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information (see 3GPP TS 24.526 [17]) and does not contains an | P address, the UE shall use
the FQDN of the home N3IWF identifier configuration as N3IWF FQDN.The UE shall
consider that the HPLMN is selected; and

if the home N3IWF identifier configuration is not provisioned in the N3AN node
configuration information, the UE shall construct an N3IWF FQDN based on the Operator
Identifier FQDN format using the PLMN ID of the HPLMN as described in clause 28 of
3GPP TS 23.003[8]. The UE shall consider that the HPLMN is selected;

and for the above cases constructing or using an N3IWF FQDN, the UE shall use the DNS server function
to resolve the N3IWF FQDN to the | P address(es) of the N3IWF(s). The UE shall select as the | P address
of the N3IWF aresolved IP address of an N3IWF with the same |P version asits local 1P address, and
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iv) if no DNS response is received, the UE shall terminate the N3AN node selection procedure.
Following bullet @) and b) above, once the UE selected the | P address of the N3IWF or the ePDG:
a) if the P address of N3IWF is selected, the UE shall:
i) initiate the IKEv2 SA establishment procedure as specified in clause 7.3;

ii) if the IKEv2 SA establishment procedure towards an N3IWF in the HPLMN fails due to no response to an
IKE_SA_INIT request message or the UE isinformed during registration over non-3GPP access that the IMS
voice over PS session is hot supported over non-3GPP access, and the selection of N3IWF inthe HPLMN is
performed using Extended home N3IWF identifier configuration or Home identifier configuration and there
are more pre-configured N3IWFsin the HPLMN, repeat the tunnel establishment attempt using the next
FQDN or IP address(es) of the N3IWF in the HPLMN. The UE shall consider that the HPLMN is selected;

iii) if the IKEv2 SA establishment procedure towards any of the received I P addresses of the selected N3IWF
fails due to no responseto an IKE_SA_INIT request message or the UE isinformed during registration over
non-3GPP access that the IMS voice over PS session is hot supported over non-3GPP access, attempt to
select an ePDG in the same PLMN as specified in 3GPP TS 24.302 [7] instead;

iv) if the UE failsto connect to either N3IWF or ePDG in the same PLMN, repeat the N3AN node selection as
described in this clause, excluding the N3IWFs for which the UE did not receive a response to the
IKE_SA_INIT request message; and

v) if the UE failsto connect to either N3IWF or ePDG in the VPLMN with which it is registered via 3GPP
access, the UE considers the Slice-specific N3IWF prefix entry and the N3AN node selection information
entry for the VPLMN as not present and the UE shall repeat the N3IWF selection as described in this clause;

NOTE 2: Thetime the UE waits before reattempting access to another N3IWF or to an N3IWF that it previously
did not receive aresponseto an IKE_SA_INIT request message, isimplementation specific.

b) if the IP address of ePDG is selected, the UE shall:
i) initiate tunnel establishment as specified in 3GPP TS 24.302 [7];

ii) if tunnel establishment as specified in 3GPP TS 24.302 [7] towards an ePDG in the HPLMN fails due to no
response to an IKE_SA_INIT request message, and the selection of ePDG inthe HPLMN is performed using
home ePDG identifier configuration and there are more pre-configured ePDG in the HPLMN, repeat the
tunnel establishment attempt using the next FQDN or |P address(es) of the ePDG in the HPLMN;

iii) if tunnel establishment as specified in 3GPP TS 24.302 [ 7] towards any of the received | P addresses of the
selected ePDG fails due to no response to an IKE_SA_INIT request message, attempt to select an N3IWF in
the same PLMN instead. The UE shall consider the PLMN where N3IWF is, as selected;

iv) if the UE failsto connect to either ePDG or N3IWF in the same PLMN, repeat the N3AN node selection as
described in this clause, excluding the ePDGs for which the UE did not receive a response to the
IKE_SA_INIT request message; and

v) if the UE failsto connect to either ePDG or N3IWF in the VPLMN with which it is registered via 3GPP
access, the UE considers the N3AN node selection information entry for the VPLMN as not present in the
N3AN node selection information and the UE shall repeat the N3IWF selection as described in this clause.

NOTE 3: The time the UE waits before reattempting access to another ePDG or to an ePDG that it previously did
not receive aresponse to an IKE_SA_INIT request message, is implementation specific.

7.2.4.4.3 N3AN node selection for Non-IMS service

If the N3AN node selection isrequired for anon-IMS service, the UE shall ignore the preference parameter in the
N3AN node selection information entries of the N3AN node selection information.

The UE shall proceed asfollows:
a) if the UE islocated in its home country:

1) if the N3AN node configuration information is provisioned:
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b)

i) if the extended home N3IWF identifier configuration is provisioned in the N3AN node configuration
information, the UE shall use the | P address or the FQDN from the extended home N3IWF identifier
entry whose S-NSSAI list has the best match with the Requested S-NSSAI(s) that the UE is going to use
in the registration procedure over the untrusted non-3GPP access;

ii) if the extended home N3IWF identifier configuration is not provisioned in the N3AN node configuration
information and the Slice-specific N3IWF prefix configuration is provisioned, the UE shall construct a
Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8]) using the prefix of the Slice-specific N3IWF prefix
entry for the HPLMN whose S-NSSAI list has the best match with the Requested S-NSSAI (s) that the UE
is going to use in the registration procedure over the untrusted non-3GPP access. The FQDN format
(operator identifier or tracking area identity based) is determined from the FQDN format of the HPLMN's
N3AN node selection information entry in the N3AN node selection information; and

iii) if neither the extended home N3IWF identifier configuration nor the Slice-specific N3IWF prefix
configuration is provisioned in the N3AN node configuration information and:

a) if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information and contains an | P address, the UE shall use the IP address of the home N3IWF identifier
configuration as the | P address of the N3IWF. The UE shall consider that the HPLMN is selected;

b) if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information and does not contain an | P address, the UE shall use the FQDN of the home N3IWF
identifier configuration as the N3IWF FQDN. The UE shall consider that the HPLMN is selected; and

) if the home N3IWF identifier configuration is not provisioned in the N3AN node configuration
information, the UE shall construct an N3IWF FQDN based on the FQDN format of the HPLMN's
N3AN node selection information entry in the NSAN node selection information using the PLMN 1D
of the HPLMN stored on the USIM as specified in clause 28 of 3GPP TS 23.003 [8]. The UE shall
consider that the HPLMN is selected; and

2) if the N3AN node configuration information is not provisioned, the UE shall construct the N3IWF FQDN
based on the Operator Identifier FQDN format using the PLMN 1D of the HPLMN stored on the USIM. The
UE shall consider that the HPLMN is selected;

and for the above cases constructing or using an N3IWF FQDN, the UE shall use the DNS server function to
resolve the N3IWF FQDN to the | P address(es) of the N3IWF(s) or ePDG(s). The UE shall select asthe IP
address of the N3IWF aresolved | P address of an N3IWF with the same IP version asitslocal |P address. If the
DNS response contains no records and the UE used an FQDN determined by following step a)-1)-i), the UE shall
follow the procedure in bullet a)-1)-ii) assuming that the extended home N3IWF identifier configuration is not
provisioned. If the DNS response contains no records and the UE used an FQDN determined by following step
a)-1)-ii), the UE shall follow the procedure in bullet a)-1)-iii) assuming that neither the extended home N3IWF
identifier configuration nor the Slice-specific N3IWF prefix configuration is provisioned; and

if the UE is not located in its home country:

1) if the Slice-specific N3IWF prefix configuration is provisioned for the VPLMN, the UE isregistered to a
VPLMN via 3GPP access, the PLMN ID of VPLMN is not included in the list of "forbidden PLMNs for non-
3GPP accessto 5GCN", and at least one Slice-specific N3IWF prefix entry is available in the Slice-specific
N3IWF prefix configuration, the UE shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8])
using the prefix of the Slice-specific N3IWF prefix entry whose S-NSSAI list has the best match with the
Requested S-NSSAI(s) that the UE is going to use in the registration procedure over the untrusted non-3GPP
accessin the VPLMN. The FQDN format (operator identifier or tracking area identity based) is determined
from the FQDN format of the VPLMN's N3AN node selection information entry in the N3AN node selection
information;

2) if the Slice-specific N3IWF prefix configuration is not provisioned for the VPLMN and the N3AN node
configuration information is provisioned, the UE is registered to a VPLMN via 3GPP access, the PLMN ID
of VPLMN is not included in the list of "forbidden PLMNSs for non-3GPP access to 5GCN", and an N3AN
node selection information entry for the VPLMN is available in the N3AN node selection information of the
N3AN node configuration information, the UE shall construct an N3IWF FQDN based on the FQDN format
of the VPLMN's N3AN node selection information entry in the N3AN node selection information using the
PLMN ID of the VPLMN as specified in clause 28 of 3GPP TS 23.003 [8]. The UE shall consider that the
VPLMN is selected;
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3)

and for above case, the UE shall use the DNS server function to resolve the constructed N3IWF FQDN to the
| P address(es) of the N3IWF(s). The UE shall select asthe IP address of the N3IWF aresolved | P address of
an N3IWF with the same |P version asits local |P address; and

if one of the following is true:
- theUE isnot registered to a PLMN via 3GPP access and the UE uses WLAN,;

- neither the N3AN node configuration information nor the Slice-specific N3IWF prefix configuration is
provisioned; or

- the N3AN node configuration information or the Slice-specific N3IWF prefix configuration is
provisioned, the UE isregistered to aVPLMN via 3GPP access and:

A) the PLMN ID of VPLMN isincluded in thelist of "forbidden PLMNs for non-3GPP access to
5GCN"; or

B) the N3AN node selection information entry for the VPLMN is not present in the N3AN node selection
information or the Slice-specific N3IWF prefix configuration for the VPLMN is not present;

the UE shall perform a DNS query (see 3GPP TS 23.003 [8]) as specified in clause 7.2.4.2 to determine if the
visited country mandates the selection of N3IWF in this country and:

i) if selection of N3IWF in the visited country is mandatory:

A) if the UE isregistered to aVPLMN via 3GPP access, the PLMN ID of VPLMN isincluded in one of
the returned DNS records and is not included in thelist of "forbidden PLMNs for non-3GPP access to
5GCN", the UE shall construct an N3IWF FQDN based on the Operator Identifier FQDN format
using the PLMN ID of the VPLMN as described in clause 28 of 3GPP TS 23.003 [8]. The UE shall
consider that the VPLMN is selected; and

B) if the UE isnot registered to a PLMN via 3GPP access or the UE is registered to aVPLMN via 3GPP
access and the PLMN 1D of VPLMN is not included in any of the returned DNS records or is included
inthe list of "forbidden PLMNSs for non-3GPP access to 5GCN":

- if the UE has Slice-specific N3IWF prefix configuration for one or more PLMNSs included in the
DNS response excluding any VPLMN in the list of "forbidden PLMNs for non-3GPP access to
5GCN", the UE shall construct a Prefixed N3IWF FQDN (see 3GPP TS 23.003 [8]) using the
prefix of the Slice-specific N3IWF prefix entry whose S-NSSAI list has the best match with the
Requested S-NSSAI (s) that the UE is going to use in the registration procedure over the untrusted
non-3GPP access. The FQDN format (operator identifier or tracking area identity based) is
determined from the FQDN format of the selected VPLMN's N3AN node selection information
entry in the N3AN node selection information;

- if the Slice-specific N3IWF prefix configuration is not provisioned and the N3AN node
configuration information is provisioned, the UE shall select an a PLMN included in the DNS
response that has highest PLMN priority (see 3GPP TS 24.526 [17]) in the N3AN node selection
information of the N3AN node configuration information excluding any PLMN in the list of
"forbidden PLMNSs for non-3GPP access to 5GCN" and the UE shall construct an N3IWF FQDN
based on the FQDN format of the selected PLMN's N3AN node selection information entry in the
N3AN node selection information using the PLMN 1D of the selected PLMN as specified in
clause 28 of 3GPP TS 23.003[8]; and

- if &) neither the Slice-specific N3IWF prefix configuration nor the N3AN node configuration
information is provisioned or b) neither the Slice-specific N3IWF prefix configuration nor the
N3AN node selection information of the N3AN node configuration information excluding any
PLMN inthelist of "forbidden PLMNs for non-3GPP access to 5GCN" contains any of the
PLMNSsin the DNS response, then the selection of the PLMN is UE implementation specific. The
UE shall construct an N3IWF FQDN based on the Operator |dentifier FQDN format using the
PLMN ID of the selected PLMN as described in clause 28 of 3GPP TS 23.003 [8];

and for the above cases, the UE shall use the DNS server function to resolve the constructed N3IWF
FQDN to the IP address(es) of the N3IWF(s). The UE shall select as the I P address of the N3IWF a
resolved | P address of an N3IWF with the same IP version asits local |P address;
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ii) if the DNS response contains no records and the UE used Prefixed N3IWF FQDN in the DNS query, the
UE shall repeat the DNS query using the same FQDN without the prefix label;

iii) if the DNS response contains no records and the UE did not use the Prefixed N3IWF FQDN in the DNS
query, the UE shall further determine if the visited country mandates the selection of ePDG in the visited
country using the procedure specified in clause 7.2.1.4 of 3GPP TS 24.302 [7].

If the UE determines that the visited country mandates the selection of ePDG in the visited country, the
UE shall assume that the selection of N3IWF in the visited country is mandatory and shall continue the
ePDG selection procedure in the visited country, specified in clause 7.2.1.3 of 3GPP TS 24.302 [7].

If the UE determines that the visited country does not mandate the selection of eéPDG in the visited
country, the UE shall assume that the selection of N3IWF in the visited country is not mandatory and the
UE shall proceed asfollows:

A) if the UE has Slice-specific N3IWF prefix configuration the UE shall construct a Prefixed N3IWF

B)

C

FQDN (see 3GPP TS 23.003 [8]) using the prefix of the Slice-specific N3IWF prefix entry whose S-
NSSAI list has the best match with the Requested S-NSSAI(s) that the UE is going to use in the
registration procedure over the untrusted non-3GPP access. The FQDN format (operator identifier or
tracking area identity based) is determined from the FQDN format of the selected VPLMN's N3AN
node selection information entry in the N3AN node selection information;

if the Slice-specific N3IWF prefix configuration is not provisioned and the N3AN node configuration
information is provisioned and the N3AN node selection information of the N3AN node configuration
information contains one or more PLMNs in the visited country which are not in the list of "forbidden
PLMNSs for non-3GPP accessto 5GCN", the UE shall select aPLMN that has highest PLMN priority
(see 3GPP TS 24.526 [17]) in the N3AN node selection information excluding any PLMN in thelist
of "forbidden PLMNs for non-3GPP access to 5GCN" and the UE shall construct an N3IWF FQDN
based on the FQDN format of the selected PLMN's N3AN node selection information entry in the
N3AN node selection information using the PLMN 1D of the selected PLMN as specified in clause 28
of 3GPP TS 23.003 [8]; and

if @ neither the Slice-specific N3IWF prefix configuration nor the N3AN node configuration
information is provisioned or b) the Slice-specific N3IWF prefix configuration is not provisioned and
the N3AN node configuration information is provisioned and the N3AN node selection information of
the N3AN node configuration information excluding any PLMN in the list of "forbidden PLMNs for
non-3GPP accessto 5GCN" contains no PLMN in the visited country:

- if the extended home N3IWF identifier configuration is provisioned in the N3AN node
configuration information, the UE shall use the IP address or the FQDN from the extended home
N3IWF identifier entry whose S-NSSAI list has the best match with the Requested S-NSSAI(Ss)
that the UE is going to use in the registration proceure over the untrusted non-3GPP access; and

- if the extended home N3IWF identifier configuration is not provisioned in the N3AN node
configuration information and:

- if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information (see 3GPP TS 24.526 [17]) and contains an | P address, the UE shall use the IP
address of the home N3IWF identifier configuration as the | P address of the N3IWF.The UE
shall consider that the HPLMN is selected;

- if the home N3IWF identifier configuration is provisioned in the N3AN node configuration
information (see 3GPP TS 24.526 [17]) and does not contain an | P address, the UE shall use
the FQDN of the home N3IWF identifier configuration as N3IWF FQDN. The UE shall
consider that the HPLMN is selected; and

- if the home N3IWF identifier configuration is not provisioned in the N3AN node
configuration information, the UE shall construct an N3IWF FQDN based on the Operator
Identifier FQDN format using the PLMN ID of the HPLMN as described in clause 28 of
3GPP TS 23.003[8]. The UE shall consider that the HPLMN is selected;

and for the above cases constructing or using an N3IWF FQDN, the UE shall use the DNS server function
to resolve the N3IWF FQDN to the | P address(es) of the N3IWF(s). The UE shall select as the | P address
of the N3IWF aresolved IP address of an N3IWF with the same IP version asitslocal 1P address, and
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iv) if no DNS response is received, the UE shall terminate the N3AN node selection procedure.
Following bullet &) and b) above, once the UE selected the | P address of the N3IWF:
a) if the P address of N3IWF is selected, the UE shall:
1) initiate the IKEv2 SA establishment procedure as specified in clause 7.3;

2) if the IKEv2 SA establishment procedure towards an N3IWF in the HPLMN fails due to no response to an
IKE_SA_INIT request message, and the selection of N3IWF in the HPLMN is performed using Extended
home N3IWF identifier configuration or Home identifier configuration and there are more pre-configured
N3IWFsin the HPLMN, repeat the tunnel establishment attempt using the next FQDN or | P address(es) of
the N3IWF in the HPLMN;

3) if the IKEV2 SA establishment procedure towards any of the | P addresses of the N3IWF of the selected
PLMN fails due to no response to an IKE_SA_INIT request message, repeat the NSAN node selection as
described in this clause with N3IWF of another PLMN;

4) if the IKEv2 SA establishment procedure towards any of the received | P addresses of the N3IWF of any fails
due to no response to an IKE_SA_INIT request message, attempt to select an ePDG as specified in
3GPP TS 24.302 [7] and use tunnel establishment as specified in 3GPP TS 24.302 [7]; and

5) if the UE failsto connect to either N3IWF or ePDG in the VPLMN with which it is registered via 3GPP
access, the UE considers the Slice-specific N3IWF prefix entry and the N3AN node selection information
entry for the VPLMN as not present in the NSAN node selection information and the UE shall repeat the
N3IWF selection as described in this clause;

NOTE 1. Thetime the UE waits before reattempting access to another N3IWF or to an N3IWF that it previously
did not receive aresponseto an IKE_SA_INIT request message, isimplementation specific.

b) if the IP address of ePDG is selected, the UE shall:
i) initiate tunnel establishment as specified in 3GPP TS 24.302 [7];

ii) if tunnel establishment as specified in 3GPP TS 24.302 [7] towards an ePDG in the HPLMN fails due to no
response to an IKE_SA_INIT request message, and the selection of ePDG inthe HPLMN is performed using
home ePDG identifier configuration and there are more pre-configured ePDG in the HPLMN, repeat the
tunnel establishment attempt using the next FQDN or |P address(es) of the ePDG in the HPLMN;

iii) if tunnel establishment as specified in 3GPP TS 24.302 [ 7] towards any of the received | P addresses of the
selected ePDG fails due to no response to an IKE_SA_INIT request message, attempt to select an N3IWF in
the same PLMN instead. The UE shall consider the PLMN where N3IWF is, as selected;

iv) if the UE failsto connect to either ePDG or N3IWF in the same PLMN, repeat the N3AN node selection as
described in this clause, excluding the ePDGs for which the UE did not receive a response to the
IKE_SA_INIT request message; and

v) if the UE failsto connect to either ePDG or N3IWF in the VPLMN with which it is registered via 3GPP
access, the UE considers the N3AN node selection information entry for the VPLMN as not present in the
N3AN node selection information and the UE shall repeat the N3IWF selection as described in this clause.

NOTE 2: The time the UE waits before reattempting access to another ePDG or to an ePDG that it previously did
not receive aresponse to an IKE_SA_INIT request message, is implementation specific.

7.2.5 Selection of an N3AN node in an SNPN

In order to access SNPN servicesviaa PLMN or via untrusted non-3GPP access network, an SNPN enabled UE is
configured with an N3IWF FQDN for the SNPN and with an MCC of the country where the configured N3IWF is
located. To select an N3IWF in an SNPN, the UE shall first determine the country in which the UE islocated. If the UE
cannot determine the country in which the UE is located, the UE shall stop the SNPN N3IWF selection. If the UE can
determine the country in which the UE is located, the UE shall proceed as follows:

NOTE 1: Itisup to UE implementation how the UE determines the country in which the UE is located.
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a) if the UE islocated in the country where the configured N3IWF is located, the UE shall use the configured
N3IWF FQDN for the SNPN N3IWF selection. The UE shall consider that the subscribed SNPN is selected; or

b) if the UE islocated in a country different from the country where the configured N3IWF is located:

1) the UE shall construct a Visited Country FQDN for SNPN N3IWF selection as specified in
3GPP TS 23.003[8]; and

2) the UE shall perform the DNS NAPTR query using the constructed Visited Country FQDN for SNPN
N3IWF selection. If:

i) theresult of this DNS query includes:

A) aset of one or more records, the UE shall select an N3IWF FQDN included in the DNS response
based on UE implementation means and use the selected N3IWF FQDN for the SNPN N3IWF
selection. The UE shall consider that the subscribed SNPN is selected; or

NOTE 2: If the visited country mandates the selection of the N3IWF in this country and the SNPN does not have
the N3IWF in this country, DNS resolution of the selected N3IWF FQDN provides no | P addresses,
resulting into stop of the SNPN N3IWF selection.

NOTE 3: Theidentity (i.e. in the corresponding DNS record) of an SNPN's N3IWF in the visited country can be
any FQDN and is not required to include the SNPN identity.

B) no records, the UE shall use the configured N3IWF FQDN for the SNPN N3IWF selection. The UE
shall consider that the subscribed SNPN is selected; or

ii) thereisno responseto the DNS query, the UE shall stop the SNPN N3IWF selection.
7.2.6 N3AN node selection for emergency services

7.26.1 General

If the UE is connected to an N3IWF that isin the same country as the country in which the UE is currently in and the
AMF has previously indicated support for emergency services over non-3GPP access (see 3GPP TS 24.501 [4]), the UE
shall use the existing N3IWF connection for emergency services. Otherwise, the UE shall perform the IKEv2 deletion
procedure for the existing N3IWF connection and initiate N3AN node selection procedure for emergency services as
described below.

When the UE supports connectivity with N3IWF but does not support connectivity with ePDG, the UE shall perform
the procedure in clause 7.2.6.2 for selecting an N3IWF for emergency services.

When the UE supports connectivity with N3IWF and ePDG, the UE shall perform the procedure in clause 7.2.6.3 for
selecting either an N3IWF or an ePDG for emergency services.

7.2.6.2 UE procedure when the UE only supports connectivity with N3IWF
If the UE isin the home country, the UE shall follow the procedure in clause 7.2.4.3 bullet a).

If the UE isin avisited country, the UE shall perform the DNS NAPTR query using Visited Country Emergency
N3IWF FQDN as specified in 3GPP TS 23.003 [8] via the non-3GPP access network to determine PLMNs in the
visited country that support emergency services in non-3GPP access via N3IWF. If the DNS response contains one or
more records, the UE shall select aPLMN included in the DNS response that has highest PLMN priority (see

3GPP TS 24.526 [17]) in the N3AN node selection information, excluding any PLMN in thelist of "forbidden PLMNs
for non-3GPP access to 5GCN". The UE shall construct an N3IWF FQDN based on the FQDN format of the selected
PLMN's N3AN node selection information entry in the N3AN node selection information using the PLMN ID of the
selected PLMN as specified in 3GPP TS 23.003 [8]. If none of the PLMNsincluded in the DNS response figuresin the
N3AN node selection information or the N3AN node selection information is not provisioned, the UE shall select any
of the PLMNs included in the DNS response and shall construct an N3IWF FQDN based on the Operator Identifier
based N3IWF FQDN format.

If the emergency registration procedure has failed for al attempted PLMNS, or the DNS response in the visited country
does not contain any record, the UE shall abort the procedure.
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NOTE: The UE can notifiy the user that an emergency session cannot be established.

7.2.6.2a UE procedure when the UE only supports connectivity with N3IWF when

accessing SNPN via non-3GPP access

The UE operating in SNPN access operation mode with a selected entry of "list of subscriber data" shall perform
following procedures:

a) if the selected entry is not considered as valid, the UE may:

1)

2)

3)

4)

select another valid entry of "list of subscriber data’, if any, such that the UE isin the country where the
configured N3IWF of the entry islocated, which has not been tried yet, and proceed to bullet b) 1);

select another valid entry of "list of subscriber data’, if any, such that the UE is not in the country where the
configured N3IWF of the entry islocated, which has not been tried yet, and proceed to bullet b) 2);

stop operating in SNPN access operation mode and attempt to perform UE procedure as specified in
clause 7.2.6.2; or

abort the procedure; and

NOTE: The UE can notify the user that an emergency session cannot be established if the UE abort the procedure.

b) if the selected entry is considered as valid and:

1)

2)

7.2.6.3

the UE isin the home country, i.e. in the country where the configured N3IWF of the selected entry of "list
of subscriber data" islocated, the UE shall follow the procedure in clause 7.2.5 bullet a). If the emergency
registration procedure has failed, the UE may proceed to bullet a) 1), @) 2), @) 3) or @) 4); or

the UE isin avisited country, i.e. in acountry other than the country where the configured N3IWF of the
selected entry of "list of subscriber data' islocated, the UE shall perform the DNS NAPTR query using
Visited Country Emergency SNPN FQDN as specified in 3GPP TS 23.003 [8] via the non-3GPP access
network to determine SNPNsin the visited country that support emergency servicesin non-3GPP access via
N3IWF:

i) if the DNS response contains one or more records, the UE shall select an SNPN included in the DNS
response via UE implementation means and construct an N3IWF FQDN based on the FQDN format of
the selected SNPN as specified in 3GPP TS 23.003 [8] for N3IWF selection. The UE shall use the DNS
server function to resolve the constructed SNPN N3IWF FQDN to the | P address(es) of the N3IWF:

) if the DNS response contains one or more | P addresses of N3IWF, the UE shall select an | P address of
N3IWF with the same IP version asitslocal |P address, if any, and initiate the procedure as specified
inclause 7.3; and

I1) if the DNS resolution of constructed SNPN N3IWF FQDN fails, or the emergency registration
procedure in the bullet above has failed, the UE shall select another SNPN, if any, included in the
DNS response and repeat the procedure as specified in bullet b) 2) i); and

ii) if the DNS response contains no record, or no DNS response is received, or the emergency registration
procedure has failed for all the SNPNsincluded in the DNS response as specified bullet b) 2) i), the UE
may proceed to bullet a) 1), a) 2) or a) 3).

UE procedure when the UE supports connectivity with N3IWF and ePDG

If the UE isin the home country, the UE shall follow the stepsin clause 7.2.4.4.2 bullet &), except that:

- inbullet &)1)i), if the emergency registration fails, the UE shall attempt to select an ePDG in the home country
using the steps under bullet @)1)ii); and

- inbullet 8)1)ii):

Emergency ePDG FQDN shall be used instead of home ePDG identifier; and

If the emergency registration fails, the UE shall attempt to select an N3IWF in the home country using the
steps under bullet @)1)i).
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If the UE isin avisited country, the UE shall perform the DNS NAPTR query using Visited Country Emergency
N3IWF FQDN and Visited Country Emergency FQDN as specified in 3GPP TS 23.003 [8] via the non-3GPP access
network to determine PLMNSsin the visited country that support emergency services in non-3GPP access via N3IWF or
ePDG. If the DNS response contains one or more records, the UE shall select aPLMN included in the DNS response
that has highest PLMN priority (see 3GPP TS 24.526 [17]) in the N3AN node selection information.

- If the N3AN node selection information for the PLMN is available the UE selects first an N3IWF or eéPDG based
on the preference parameter in the selected PLMN's N3AN node selection information entry of the N3AN node
selection information. If N3IWF is preferred, the UE constructs the N3IWF FQDN based on the FQDN format
of the selected PLMN's N3AN node selection information entry in the N3AN node selection information using
the PLMN ID of the selected PLMN as specified in 3GPP TS 23.003 [8]. If ePDG is preferred, the UE constructs
either the Tracking/Location Area ldentity based Emergency ePDG FQDN or the Operator Identifier based
Emergency ePDG FQDN as indicated by the FQDN format in the N3AN node selection information for the
selected PLMN.

- If the N3AN node selection information is not available, the UE shall follow the procedurein clause 7.2.6.2,
except that, instead of aborting the procedure in case of afailure, the UE shall perform the procedure for ePDG
selection for emergency services specified in 3GPP TS 24.302 [ 7], by constructing the Operator Identifier based
Emergency ePDG FQDN.

If the emergency registration procedure has failed for al attempted PLM NS, the UE shall abort the procedure.

7.2.7 N3AN node selection based on N3IWF identifier information
provided to the UE in the REGISTRATION REJECT message

If the UE that supports slice-based N3IWF selection receives N3IWF identifier IE inthe REGISTRATION REJECT
message as specified in 3GPP TS 24.501 [4], and re-attempts the registration procedure with the same requested NSSAI
over untrusted non-3GPP access, the UE shall proceed as follows:

a) if the N3IWF identifier |IE contains an | P address, the UE shall use that | P address as the IP address of the
N3IWF; or

b) if the N3IWF identifier |IE contains an FQDN, the UE shall use that FQDN as the FQDN of the N3IWF and shall
use the DNS server function to resolve the N3IWF FQDN to the I P address(es) of the N3IWF(s). The UE shall
select asthe | P address of the N3IWF aresolved IP address of an N3IWF with the same |P version asitslocal 1P
address; and

once the UE has selected the | P address of the N3IWF, the UE shall initiate the IKEv2 SA establishment procedure as
specified in clause 7.3.

If the IKEv2 SA establishment procedure towards the selected N3IWF fails due to no response to an IKE_SA_INIT
request message, the UE shall repeat the N3AN node selection procedure but with considering the N3AN node
configuration information provisioned to the UE as specified in clause 7.2.1.

NOTE: Thetimethe UE waits before reattempting access to another N3IWF or to an N3IWF that it previously
did not receive aresponse to an IKE_SA_INIT request message, isimplementation specific.

7.2.8 N3IWF selection for onboarding SNPN

In order to access SNPN for onboarding services via untrused non-3GPP access network, an SNPN enabled UE shall
determineif it islocated in the same country as the configured N3IWF for onboarding, called home country, and
proceed as follows:

a) If the UE determinesthat it isin the home country, the UE shall use the pre-configured N3IWF FQDN for
onboarding servicesin SNPN to select an N3IWF supporting onboarding services in SNPN; and

b) If the UE determinesthat it isin not in the home country the UE shall consider itself as located in avisited
country and perform a NAPTR DNS query using the Visited Country FQDN for N3IWF supporting Onboarding,
as specified in 3GPP TS 23.003 [8]. Depending on the DNS response, the UE shall proceed as follows:

i) If noresponseisreceived, the UE shall stop the N3IWF selection for onboarding servicesin SNPN;
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ii) If theresponseis received but contains no records, the UE determines that the visited country does not
mandate the selection of an N3IWF in the same country and perform actions specified under the home
country scenario in bullet a); and

iii) Otherwise, the UE shall select one SNPN ID in implementation specific way from the record(s) received in
the response and construct the Visited Country FQDN for SNPN N3IWF supporting Onboarding based on
the selected SNPN D, as specified in 3GPP TS 23.003 [8]. If the N3IWF selection for onboarding servicesin
SNPN using the selected SNPN D fails, the UE shall select another SNPN ID from the record(s) received in
the response, if any, and re-attempt N3IWF selection. After the UE has unsuccessfully tried all the SNPN
ID(s) from the record(s) received in the response, the UE shall stop the N3IWF selection for onboarding
servicesin SNPN.

7.3 IKE SA establishment procedure for untrusted non-3GPP
access

7.3.1 General

The purpose of this procedure is to establish a secure connection between the UE and the N3IWF over NWu, whichis
used to securely exchange the NAS signalling messages between the UE and the AMF viathe N3IWF. The UE
establishes the secure connection by establishing an IKE SA and first child SA to the N3IWF. The IKE SA and first
child SA, called signalling IPsec SA, are created between the UE and the N3IWF after the IKE_SA_INIT exchange and
after the IKE_AUTH exchange (see IETF RFC 7296 [6]). The signalling | Psec established is used to transfer NAS
signalling traffic. Additional child SAs (user plane IPsec SAs) can be established between the UE and the N3IWF to
transfer user-plane traffic (see clause 7.5).

Upon completion of the N3IWF selection procedure (clause 7.2) the UE initiatesan IKE_SA_INIT exchange as
specified in IETF RFC 7296 [6]. Upon reception of the IKE_SA_INIT response the UE shall inform the upper layers
that the access stratum connection is established.

Upon establishment of the access stratum connection, the UE initiates IKE_AUTH exchange (see IETF RFC 7296 [6])
with EAP-5G encapsulation, as specified in clause 7.3.2.

The UE encapsulates the initial NAS message and the AN parameters using the EAP-5G procedure as described in
clause 7.3.3. The signalling I Psec SA is established after completion of the EAP-5G procedure and IKE_AUTH
exchange.

7.3.2 IKE SA and signalling IPsec SA establishment procedure

7.3.2.1 IKE SA and signalling IPsec SA establishment initiation

The UE proceeds with the establishment of IKE SA and signalling IPsec SA with the selected N3IWF by initiating an
IKE_SA_INIT exchange according to IETF RFC 7296 [6]. All the IKE messages following the IKE_SA_INIT
exchange are encrypted and integrity protected using the cryptographic algorithms and keys negotiated in the
IKE_SA_INIT exchange as specified in IETF RFC 7296 [6].

Upon completion of the IKE_SA_INIT exchange, the UE shall initiate an IKE_AUTH exchange as specified in
IETF RFC 7296 [6] to establish an IKE SA and first child SA (signalling IPsec SA). In theinitial IKE_AUTH request
message, the UE shall:

- indicate the intention to use EAP by not including the AUTH payload;
- include the IDi payload with the ID type set to ID_KEY _ID and value set to any random number;

- include CERTREQ payload to request N3IWF's certificate if the UE is provisioned with the N3IWF root
certificate; and

- include the HPA_INFO Notify payload, as defined in 3GPP TS 24.302 [7], within the IKE_AUTH request
message if the UE hasavalid Access |dentity 1 as specified in clause 4.5.2 of 3GPP TS 24.501 [4];

as specified in IETF RFC 7296 [6].
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Upon reception of the IKE_AUTH request message, the N3IWF shall respond with an IKE_AUTH response message
including:

an EAP-Request/5G-Start packet to inform the UE an EAP-5G session that will be used to convey the initial
NAS messages (see the EAP-5G procedure described in clause 7.3.3);

the IDr payload with the value set to N3IWF identifier; and

NOTE: The N3IWF identifier isthe IP address or the FQDN of the N3IWF.

the CERT payload containing the N3IWF's certificate if the CERTREQ payload isincluded in the IKE_AUTH
reguest message.

Upon reception of the IKE_AUTH regquest message containing an HPA_INFO Notify Payload, as defined in

3GPP TS 24.302 [7], with the HPA_INFO field indicating a UE configured for MPS access, the N3IWF may, if allowed
by operator policy, treat further messages for the UE with MPS priority. Unless doing so would cause network
instability, the N3IWF should not reject requests from UEs which the N3IWF is treating with MPS priority access.

7.3.2.2 IKE SA and signalling IPsec SA establishment accepted by the network

If IKE SA and signalling IPsec SA establishment is accepted by the network, the UE receives from the N3IWF an
IKE_AUTH response message containing an EAP-Success message (as shown in figure 7.3.2.2-1), which completes the
EAP-5G session. No further EAP-5G packets are exchanged.

The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an
IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in
3GPPTS33.501 [5].

Intheinitia IKE_AUTH request message the UE shall include:

the INTERNAL_IP4 ADDRESS attribute, the INTERNAL_IP6_ADDRESS attribute, or both, indicating the
type of |P address to be used for the IP tunnels, in the CFG_REQUEST configuration payload. The
INTERNAL_IP4_ADDRESS attribute shall contain no value and the length field shall be set to 0. The
INTERNAL_IP6_ADDRESS attribute shall contain no value and the length field shall be set to 0; and

the MOBIKE_SUPPORTED notify payload as specified in IETF RFC 4555 [23] if the UE supports
IETF RFC 4555 [23].

The N3IWF shall include in the IKE_AUTH response message containing the AUTH payload:

asingle CFG_REPLY Configuration Payload including the INTERNAL_IP4_ADDRESS attribute with an |Pv4
address assigned to the UE, the INTERNAL _IP6_ADDRESS attribute with an 1Pv6 address assigned to the UE,
or both;

the NAS_IP4_ADDRESS notify payload with an N3IWF | Pv4 address assigned to transport of NAS messages,
if theinitial IKE_AUTH request message contained a CFG_REQUEST configuration payload with the
INTERNAL_IP4_ADDRESS attribute and NAS messages are to be transmitted using |Pv4 based inner 1P
tunnel;

the NAS_IP6_ADDRESS notify payload with an N3IWF | Pv6 address assigned to transport of NAS messages if
theinitial IKE_AUTH request message contained a CFG_REQUEST configuration payload with the
INTERNAL_IP6_ADDRESS attribute and NAS messages are to be transmitted using |Pv6 based inner 1P
tunnel;

the NAS_TCP_PORT notify payload with an N3IWF TCP port number assigned to transport of NAS messages,
and

the MOBIKE_SUPPORTED notify payload as specified in IETF RFC 4555 [23], if the initial IKE_AUTH
reguest message contained aMOBIKE_SUPPORTED configuration payload with the
INTERNAL_IP4_ADDRESS attribute.

The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in
3GPP TS 24.302 [7] clause 8.2.4.2. If the UE supportsthe TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute,
the UE shdll include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK ettribute indicating support of receiving
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timeout period for liveness check in the CFG_REQUEST configuration payload within the IKE_AUTH request
message.

The N3IWF may include the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in

3GPP TS 24.302 [7] clause 8.2.4.2 indicating the timeout period for liveness check inthe CFG_REPLY configuration
payload of the IKE_AUTH response message containing the AUTH payload. Presence of the
TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute in the IKE_AUTH request can be used asinput for decision
on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attributein the IKE_AUTH response
message containing the AUTH payload.

If the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in 3GPP TS 24.302 [7] clause 8.2.4.2
indicating the timeout period for the liveness check isincluded inthe CFG_REPLY configuration payload within the
IKE_AUTH response message containing the AUTH payload or the UE has a pre-configured or configured timeout
period, the UE shall perform the liveness check procedure as described in clause 7.8.

NOTE: Thetimeout period for liveness check is pre-configured in the UE in implementation specific way.

This compl etes the establishment of the IKE SA and signalling 1Psec SA (first child SA) between the UE and the
N3IWF. Upon completion of the IKE SA and signalling IPsec SA (first child SA) establishment between the UE and
the N3IWF, the UE and the N3IWF shall send further NAS messages over the TCP connection within the signalling
IPsec SA (first child SA) (see examplein figure 7.3.2.2-1).

An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3.2.2-1.
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UE N3IWF

IKE_SA_INIT exchange

IKE_AUTH Reguest
<no AUTH payload>

IKE_AUTH Response
<EAP-Request/5G-Start>

IKE_AUTH Request
<EAP-Response/5G-NAS>

IKE_AUTH Response
<EAP-Request/5G-NA S>

IKE_AUTH Response
<EAP-Success>

IKE_AUTH Reguest
<AUTH Payload>

IKE_AUTH Response
<AUTH Payload>

Figure 7.3.2.2-1: IKE SA and first child SA establishment procedure for UE registration over
untrusted non-3GPP access

7.3.2.3 IKE SA and signalling IPsec SA establishment not accepted by the network

If IKE SA and signalling IPsec SA establishment is not accepted by the network, the UE receives from the N3IWF an
IKE_AUTH response message including a Notify payload with an error type.

Upon receiving the IKE_AUTH response message with a Notify payload with an error type other than a
CONGESTION Notify payload, the UE shall passthe error indication to the upper layer along with the encapsulated
NAS messages, if any, within EAP/5G-NAS packet.

After the N3IWF receives from the UE an IKE_AUTH request message, the N3IWF shall construct an IKE_AUTH
response message including a CONGESTION Notify payload as defined in clause 9.2.4.2 and a
N3GPP_BACKOFF_TIMER Notify payload as defined in clause 9.3.1.7. if the N3IWF decides to not accept the IKE
SA and signalling IPsec SA establishment based on the OVERLOAD START message received from the AMF(s) as
specified in 3GPP TS 29.413 [39].

NOTE: TheN3IWF can aso duetointernal congestion construct an IKE_AUTH response message including a
CONGESTION Notify payload as defined in clause 9.2.4.2 and aN3GPP_BACKOFF_TIMER Notify
payload as defined in clause 9.3.1.7 and send it to the UE.

Based on regional/national requirements and network operator policy, unless doing so would cause network instability,
the N3IWF may exempt a UE that is being treated with MPS priority (e.g. asidentified in clause 7.3.2.1 or 7.3A.2.2)
from congestion controls.
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The N3IWF shall send the IKE_AUTH response message to the UE. Upon reception of the IKE_AUTH response
message including:

a) aCONGESTION Notify payload as defined in clause 9.2.4.2; and

b) aN3GPP_BACKOFF_TIMER Notify payload as defined in clause 9.3.1.7; and

after the UE authenticates the network or the N3IWF as specified in 3GPP TS 33.501 [5], the UE shall discard all states
associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in

IETF RFC 7296 [6]. In addition, the UE shall inform the upper layers that the access stratum connection has been
released, and:

a) if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates neither zero nor deactivated,
the UE shall start the Tw3 timer with the value provided and the UE shall not retry the IKE SA and signalling
IPsec SA establishment procedure to the same N3IWF until:

- timer Tw3 expires;

- the UE is switched off;

- the UICC containing the USIM is removed;

- an access attempt occurs due to emergency services; or

- the UE needs to request one or more S-NSSAIs that were not included in the requested NSSAI provided to
the N3IWF previoudly;

b) if the back-off timer valuein N3GPP_BACKOFF_TIMER Notify payload indicates that thistimer is
deactivated, the UE shall not retry the IKE SA and signalling 1Psec SA establishment procedure to the same
N3IWF until:

- theUE isswitched off;
- the UICC containing the USIM is removed;
- an access attempt occurs due to emergency services; or

- the UE needsto request one or more S-NSSAIs that were not included in the requested NSSAI provided to
the N3IWF previoudy; and

c) if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates zero, the UE may retry the
IKE SA and signalling IPsec SA establishment procedure to an N3IWF from the same PLMN.

Upon receiving the IKE_AUTH response message with a Notify payload with an error type, if the EAP-5G session
establishment has already been started, the UE shall perform alocal termination of the EAP-5G session.
7.3.3 EAP-5G session over non-3GPP access

7.3.3.1 General

A vendor-specific EAP method (EAP-5G) is used to encapsulate NAS messages between the UE and the N3IWF. The
EAP-5G packets utilize the "Expanded” EAP type and the existing 3GPP Vendor-Id registered with IANA under the
SMI Private Enterprise Code registry (i.e. 10415). The EAP-5G method is utilized only for encapsulating the NAS
messages. The EAP-5G method is not utilized to authenticate the UE in untrusted non-3GPP network.

7.3.3.1A EAP-5G session initiation

The UE and the N3IWF shall exchange EAP-5G messages within IKE_AUTH reguest and IKE_AUTH response
messages. The N3IWF on reception of an IKE_AUTH request with no AUTH payload shall start an EAP-5G session by
sending an EAP-Request/5G-Start message.

The UE acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NA S message which shall
include:
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a) aNAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message; and

b) an AN-parameters field containing access network parameters, such as GUAMI, selected PLMN ID, requested
NSSAI, establishment cause, selected NID if the UE is accessing SNPN servicesviaaPLMN or the UE is
accessing SNPN services via untrusted non-3GPP access network, and onboarding indication if the UE is
accessing SNPN for onboarding servicesin SNPN via untrusted non-3GPP access network (see
3GPP TS 23.502 [3)]).

NOTE 1: If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI
inclusion mode | E as specified in 3GPP TS 24.501 [4].

The N3IWF handles access attempts with the establishment cause "mps-PriorityAccess' with high priority and rejects
these access attempts only in extreme network load conditions that may threaten network stability.

The N3IWF, on reception of NAS messages from the UE within an EAP-Response/5G-NAS message, shall forward the
NAS message to the AMF.

The N3IWF, on reception of NAS messages from the AMF, shall include the NAS message within an EAP-
Request/5G-NAS message. The N3IWF shall transmit the EAP-Request/5G-NAS message to the UE.

NOTE 2: The N3IWF istransparent to the NAS messages and as an intermediate network entity only conveys
transparently the NAS messages between the UE and the AMF.

The EAP-Request/5G-NAS message shall include aNAS-PDU field that containsa NAS message.

Further NAS messages between the UE and the AMF, viathe N3IWF, shall be inserted in NAS-PDU field of an EAP-
Response/5G-NAS (UE to N3IWF direction) and EAP-Request/5G-NAS (N3IWF to UE direction) message.

7.3.3.2 EAP-5G session completion initiated by the network

Upon completion of successful authentication and on reception of the N3IWF key from the AMF, the N3IWF shall
complete the EAP-5G session by sending an EAP-Success message.

On reception of the EAP-Success message from the N3IWF, the UE proceeds to establish an IKE SA and signalling
IPsec SA asdescribed in clause 7.3.2.

An example of an EAP-5G session after successful authentication is shown in figure 7.3.3.2-1.
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UE

Figure 7.3.3.2-1:

N3IWF

EA P-Request/5G-Start

A

EA P-Response/5G-NAS >

<AN parameters, NAS PDU [REGISTRATION REQUEST]>

|

|

|

|
EAP-Request/5G-NAS

A

<NAS PDU[SECURITY MODE COMMAND{EAP-
SUCCESS} >

EAP-Response/5G-NAS >

<NAS PDU[SECURITY MODE COMPL ETE]>
EAP-Success

A

EAP-5G session for successful UE registration over untrusted non-3GPP access

7.3.3.3 EAP-5G session completion initiated by the UE

Upon receiving indication from the upper layer that no 5G-NA S messages need to be transmitted between the UE and
N3IWF, the UE shall terminate the EAP-5G session by sending an EAP-Response/5G-Stop message to the N3IWF-.

On reception of EAP-Response/5G-Stop message, the N3IWF shall complete the EAP-5G session by sending an EAP-

Failure message to the UE.

On reception of the EAP-Failure message from the N3IWF, the UE shall delete any context related to IKE SA without
requiring an explicit INFORMATIONAL exchange carrying a Delete payload as specified in IETF RFC 7296 [6].

Figure 7.3.3.3-1 shows an example the EAP-5G session completion after registration reject.
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UE N3IWF

EAP-Request/5G-Start

EAP-Response/5G-NAS >
<AN parameters, NAS PDU[REGISTRATION REQUEST]>

|

|

I

|
EAP-Request/5SG-NAS

< NAS PDU [REGISTRATION REIJECT]>

A

EAP-Response/5G-Stop

< EAP-Failure

Figure 7.3.3.3-1: EAP-5G session when the UE's registration over untrusted non-3GPP access is
rejected

7.3.4 Abnormal cases in the UE

Apart from the cases specified in IETF RFC 7296 [6], no abnormal cases have been identified.

7.3.5 Abnormal cases in the N3IWF

Apart from the cases specified in IETF RFC 7296 [6], no abnormal cases have been identified.

7.3.6 Procedures for UE behind the 5G-RG accessing 5GC via untrusted
non-3GPP access network

In wireline access, the UE behind the 5G-RG can access 5GC via untrusted non-3GPP access network.
NOTE: The UE behind the 5G-RG can aso access the 5GC directly through 3GPP access.

For the 5G-RG to provide connectivity to the UE behind it to access the 5GC via untrusted non-3GPP access network,
the 5G-RG registers to the 5GC and establishes a PDU session as described in 3GPP TS 23.316 [40]. In order to achieve
that:

a) if the 5G-RG is connected to the 5GC through W-AGF, the 5G-RG shall first establish signalling connection
using the W-CP protocol as described in clause 6.3.1, before proceeding with the registration procedure and the
PDU session establishment procedure using the procedures specified in 3GPP TS 24.501 [4]; or

b) if the 5G-RG is connected to the 5GC through NG-RAN, the 5G-RG proceeds directly with the registration
procedure and the PDU session establishment procedure using the procedures specified in 3GPP TS 24.501 [4].

The EAP messages, control and user plane packets of the UE behind the 5G-RG are transported using the 5G-RG
established PDU session as user data packets as described in 3GPP TS 23.316 [40].

The exchange of EAP messages between the UE behind the 5G-RG and the N3IWF is handled as specified from
clause 7.3.1 till clause 7.3.5.
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7.3A IKE SA establishment procedure for trusted non-3GPP
access

7.3A.1 General

A trusted non-3GPP access network (TNAN) includes a trusted non-3GPP access point (TNAP) and a trusted non-
3GPP gateway function (TNGF). The TNAN and a UE initiate an exchange of EAP-Request and EAP-Response
messages including Identity as specified in IETF RFC 3748 [9] for link layer authentication of the UE by the TNAP.
Upon completion of the EAP-Reguest/Response messages, an exchange of the EAP-5G messages are initiated once the
UE receives an EAP-Request/5G-Start from the TNGF. The UE also at that time informs the upper layers that the
access stratum connection is established.

An exchange of the NAS messages which are encapsulated in EAP-5G messages occur until the UE is authenticated by
the 5GCN. Upon completion of the UE authentication and reception of the EAP-Success by the UE, the UE and the
TNAP employsthe TNAP key (or FT key, see clause 7.3A.7) to establish access specific layer-2 security such as 4-way
handshake in case IEEE 802.11 [19] is used between the TNAP and the UE.

Upon completion of successful establishment of access specific layer-2 security, the UE is configured with an IP
address by TNAN by e.g. DHCP and the UE initiatesan IKE_SA_INIT exchange as specified in IETF RFC 7296 [6].

The UE establishes the I P based secure connection by establishing an IKE SA and first child SA for NAS signalling
traffic to the TNGF over NWt. Once the UE establishes the IKE SA and the signalling IPsec SA with the TNGF, the UE
initiates establishment of a TCP connection for transport of NAS message with TNGF, secured using the signalling
IPsec SA. The UE and the TNGF exchanges NAS messages over the TCP connection once it is established. Additional
child SAs (user plane IPsec SAS) can be established to transfer user plane traffic (see clause 7.5).

An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3A.1-1.The figure illustrates
that EAP messages are employed for the communication between the UE and the TNAP while the TNAP is transparent
to the communication between the UE and the TNGF when employing EAP-5G messages. Link layer protocol is used
to exchange these messages between the UE and the TNAN. The internal protocol used for the communications
between the TNAP and the TNGF, isillustrated as dashed linesin this figure and is out of the scope of 3GPP.

ETSI



3GPP TS 24.502 version 19.4.0 Release 19 61 ETSI TS 124 502 V19.4.0 (2026-07)

<AUTH Payload>

UE TNAN
TNAP TNGF
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| <EAP-Response/I dentity[NAI]> . >
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! <EAP-Request/5G-Start> | |
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| <EAP-Request/5G-NAS> | |
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| | 1 1
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Figure 7.3A.1-1: IKE SA and first child SA establishment procedure for UE registration over trusted
non-3GPP access

7.3A.2 EAP session over non-3GPP access

7.3A.2.1 General

The UE and the TNAN establishes a connection depending on the access link between the UE and the TNAP. For
instance if the TNAP isatrusted WLAN access point, |IEEE 802.11 [19] describes the connection between the UE and
the TNAP. If the access link between the UE and the TNAP is Point-to-Point Protocol (PPP) as specified in

IETF RFC 1661 [32], the Link Control Protocol (LCP) as specified in IETF RFC 1570 [33] describes the connection
between the UE and the TNAP.

In the trusted non-3GPP access network:
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a) the TNAP and the UE exchange EAP-request/Identity message and EAP-response/ldentity message; and
b) the TNGF and the UE exchange EAP messages of EAP-5G method,

encapsulated in the link layer protocol packets such as |EEE 802.11/802.1x packets or PPP packets until successful
authentication of the UE by the AMF. The link layer protocol packets are transmitted between the UE and the TNAN.

The EAP-5G method is utilized for encapsulating the NAS message to initiate the UE registration to the AMF viathe
TNGF. Asdescribed in clause 7.3.3, the EAP-5G packets utilize the "Expanded” EAP type and the existing 3GPP
Vendor-1d registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415).

7.3A.2.2 Identity transaction

Upon reception of EAP-Request/Identity message (as described in IETF RFC 3748 [9]), encapsulated in the link layer
protocol packets from the TNAP, the UE shall:

a) construct an EAP-Response/ldentity message as described in IETF RFC 3748 [9] containing a NAI as specified
in clause 28.7.6 of 3GPP TS 23.003 [8] (when the TNGF ID is not used for constructing the NAI or when the
TNGF ID isused for constructing the NAI) to request a PLMN or SNPN when the trusted connectivity is 5G
connectivity using trusted non-3GPP access;

b) if the UE hasavalid Access Identity 1 as specified in clause 4.5.2 of 3GPP TS 24.501 [4], and the UE is
configured to apply NAI decoration for MPS as specified for the MPS_NAIDecoration leaf node in the NAS
configuration MO in 3GPP TS 24.368 [38] or for the USIM file EFnasconmic in 3GPP TS 31.102 [35], include
#mps appended to the NAI as specified in 3GPP TS 23.003 [8]; and

c) transmit the EAP-Response of identity type encapsulated in the link layer protocol packets towardsthe TNAP.

Upon reception of the EAP Response/ldentity message containing an MPS indication appended to the NAI (see
3GPP TS 23.003 [8] for NAI details), if allowed by operator policy, the TNAN may treat the message with MPS
priority. If authentication is successful, the TNAN may treat subsequent messages to and from the UE with MPS
priority. Unless doing so would cause network instability, the TNAN should not reject requests from UES which the
TNAN istreating with MPS priority access.

7.3A.2.3 EAP-5G session initiation

The UE and the TNGF shall exchange EAP-5G messages. The TNGF on reception of the NAI by TNAP and passed on
to TNGF, shal initiate EAP-5G session by sending an EAP-Request/5G-Start message. Upon reception of an EAP-
Request/5G-Start message, the UE shall send an EAP-Response/5G-NAS message encapsulated in link layer protocol
packets. In the EAP-Response/5G-NAS message, the UE:

a) shall includeaNAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST
message;

b) shall include an AN-parameters field containing access network parameters, such as UE identity, selected PLMN
ID or SNPN, requested NSSAI and establishment cause, selected NID if the UE is accessing SNPN services via
trusted non-3GPP access network, and onboarding indication if the UE is accessing SNPN for onboarding
servicesin SNPN via trusted non-3GPP access network, see 3GPP TS 23.502 [3], each of which isup to 255
(decimal) octetslong. If the UE operates in the SNPN access operation mode for non-3GPP access and the UE
identity provided by upper layersis the anonymous SUCI as specified in 3GPP TS 23.003 [8], the UE shall set
the UE identity AN-parameter of the AN-parameters field to the UE identity provided by upper layers with a
modified username. The modified username is set to a username of an anonymous SUCI which includes
"anonymous', appended with a 64-bit random number generated as specified in 3GPP TS 33.501 [5] and
encoded using 16 (decimal) ASCII coded hexadecimal digits; and

NOTE 1: If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI
inclusion mode IE as specified in 3GPP TS 24.501 [4].
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NOTE 1A:  Anexample of the anonymous SUCI with modified username in the UE identity AN-parameter of the
AN-parametersfield is
"typel.rid678.schid0.useridanonymous0123456789A BCDEF@5gc.nid000007ed9d5.mnc012.mec345.3g
ppnetwork.org", where 678 is the routing indicator, 0123456789ABCDEF (hexadecimal) is the 64-bit
random number, and 000007ed9d5 (hexadecimal) isNID, 012 (decimal) is MNC and 345 (decimal) is
MCC, of the SNPN identity of the subscribed SNPN.

c) if at least one access network parameter islonger than 255 (decimal) octets, shall include an extended-AN-
parameters field containing one or more access network parameters, such as UE identity, see
3GPP TS 23.502 [3], each of whichislonger than 255 (decimal) octets.

The UE identity shall be 5GS mobile identity of type 5G-GUTI, if available, otherwise it shall be the 5GS mobile
identity of type SUCI. The 5GS mobile identities of type 5G-GUTI and of type SUCI are specified in
3GPP TS 24.501 [4].

The TNGF on reception of EAP-Response/5G-NAS message, forwards the NAS message to the AMF.

NOTE 2: The TNGF istransparent to the NAS messages and as an intermediate network entity only conveys
transparently the NAS messages to the AMF.

The TNAN, on reception of the NAS messages from the AMF, shall send an EAP-Request/5G-NAS message
encapsulated in the link layer protocol packets towards the UE viathe TNAP.

The TNGF handles access attempts with the establishment cause "mps-PriorityAccess' with high priority and rejects
these access attempts only in extreme network load conditions that may threaten network stability.

The EAP-Request/5G-NAS message shall include aNAS-PDU field that contains a NAS message. Further NAS
messages between the UE and the AMF, viathe TNGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-
NAS (UE to TNGF direction) and EAP-Request/5G-NAS (TNGF to UE direction) message.

The UE, on reception of the EAP-Request/5G-NAS message including a NAS-PDU field containing a NAS message
e.g. for security establishment, shall send aresponse with EAP-Response/5G-NAS message including a NAS-PDU field
containing a NAS message related to the NAS security context to the TNGF.

The TNGF, on reception of the TNGF key shall construct an EAP-Request/5G-Notification message that includes an
AN-parameters field containing the access network parameters, such as TNGF IPv4 contact information, TNGF IPv6
contact information, or both, see 3GPP TS 23.502 [3]. The TNGF shall send the EAP-Request/5G-Notification message
encapsulated in the link layer protocol packets towards the UE viathe TNAP. The UE shall acknowledge by sending an
EAP-Response/5G-Naotification message encapsulated in the link layer protocol packets.

7.3A.2.4 EAP-5G session completion initiated by the network

Upon completion of successful authentication and on reception of the acknowledgement from the UE that it had
received the access network parameters, the TNAN shall send an EAP-Success message encapsulated in the link layer
protocol packets towards the UE viathe TNAP.

7.3A.2.5 EAP-5G session completion initiated by the UE

For trusted non-3GPP access, the procedure for when the EAP-5G session completion initiated by the UE, is the same
asthat of untrusted non-3GPP access as described in clause 7.3.3.3 with the difference that the N3IWF shall be replaced
by the TNGF.

7.3A.3 IKE SA and signalling IPsec SA establishment procedure

7.3A3.1 IKE SA and signalling IPsec SA establishment initiation

In atrusted non-3GPP access network, once the EAP- 5G authentication is successfully complete and the UE is
configured with alocal 1P address, the UE shall use the TNGF IP address received in the EAP-Request/5G-Noatification
message (see clause 7.3A.2.3) to establish a secure connection between the UE and the TNGF over NWt to exchange
NAS signalling messages with the AMF. The UE shall establish the secure connection by establishing an IKE SA and
signalling IPsec SA (first child SA) by initiating the IKE_SA_INIT exchange and then IKE_AUTH exchange for
mutual authentication with the TNGF using integrity protection and NULL encryption as specified in
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IETF RFC 2410 [34]. The UE shall set the IDi payload of the IKE_AUTH request message in the IKE_AUTH
exchange (see IETF RFC 7296 [6]) to the NAI format of 5G-GUTI or the NAI format of SUCI as specified in
3GPP TS 23.003 [8], depending on the employed UE identity in the EAP-Response/5G-NAS message at the time of
EAP-5G session initiation according to clause 7.3A.2.3.

7.3A.3.2 IKE SA and signalling IPsec SA establishment accepted by the network

The UE shall establish the IKE SA and signalling IPsec SA (first child SA) according to clause 7.3.2.2 with the
difference that:

a) the N3IWF isreplaced by the TNGF; and

b) theinitial IKE_AUTH request message contains also the AUTH payload on top of what is specified in
clause 7.3.2.2 (i.e. there isonly one IKE_AUTH exchange).

Upon completion of the IKE SA and signalling IPsec SA (first child SA) establishment between the UE and the TNGF,
the UE and the TNGF shall send further NAS messages over the TCP connection within the signalling IPsec SA (first
child SA).

7.3A.3.3 IKE SA and signalling IPsec SA establishment not accepted by the network

For trusted non-3GPP access, the procedure for when the IKE SA and signalling IPsec SA establishment are not
accepted by the network, is the same as that of the untrusted non-3GPP access as described in clause 7.3.2.3 with the
difference that the N3IWF shall be replaced by the TNGF.

7.3A.4 Procedure for devices without NAS support

7.3A4.1 General

A trusted non-3GPP access network (TNAN) may be implemented as a trusted WLAN access network (TWAN) which
supports a WLAN access technology such as the one described in IEEE 802.11 [19]. A non 5G capable over WLAN
(N5CW) device does not support NAS signalling with the 5GCN over WLAN, but may access 5GCN viaa TWAN
supporting a trusted WLAN interworking function (TWIF). An N5SCW device may be a UE with capability for NAS
signalling with the 5GCN using the N1 reference point as specified in 3GPP TS 24.501 [4] over 3GPP access athough
it lacks capability of NAS signalling over WLAN.

7.3A4.2 N5CW device registration over trusted WLAN access network

A trusted WLAN access network (TWAN) includes a trusted WLAN access point (TWAP) and atrusted WLAN
interworking function (TWIF) asillustrated in figure 7.3A.4.2-1.

Trusted WLAN A ccess Network (TWAN)

Trusted WLAN Trusted WLAN
Access Point Interworking Function
(TWAP) (TWIF)

Figure 7.3A.4.2-1: Trusted WLAN Access Network

The EAP-AKA' authentication procedure is executed for connecting the NSCW device to a TWAN according to
3GPP TS 33.501 [5] clause 7A.2.4.

The TWAN and an N5SCW device initiate an exchange of EAP-Request/Identity message and EAP-Response/ldentity
message as specified in IETF RFC 3748 [9] for link layer authentication of the NSCW device by the TWAP. In the
trusted WLAN access network, the TWAP and the NSCW device exchange EAP-Request/Identity message and EAP-
Response/ldentity message, encapsulated in the link layer protocol packetsi.e. IEEE 802.11/802.1x packets.

Upon reception of EAP-Request/Identity message encapsulated in the IEEE 802.11/802.1x packets from the TWAP, the
N5CW device shall:
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a) construct an EAP-Response/ldentity message as described in IETF RFC 3748 [9] containing an NAI as specified
in clause 28.7.7 of 3GPP TS 23.003 [8] to request a PLMN or SNPN when the trusted connectivity is 5G
connectivity without NAS using trusted non-3GPP access. A roaming NSCW device shall use:

1) adecorated NAI taking the form as specified in clause 28.7.7.1 of 3GPP TS 23.003 [8] to indicate to the
TWAN the selected VPLMN; or

2) adecorated NAI taking the form as specified in clause 28.7.7.2 of 3GPP TS 23.003 [8] to indicate to the
TWAN the selected non-subscribed SNPN; and

NOTE 1: The NAI includesthe 5G-GUTI assighed to the NSCW device over 3GPP access, if the NSCW deviceis
also aUE and is already registered to 5GCN over 3GPP access. If the NSCW device is not registered to
the 5GCN over 3GPP access, the NAI includes the SUCI. The NAI includes the SUCI if the NSCW
deviceisaso a5G UE and has not registered to 5GCN over 3GPP access.

NOTE 2: When the NSCW device is accessing SNPN services, and the construction of SUCI as described in
clause 6.12 of 3GPP TS 33.501 [5] cannot be used, the NSCW device determines to use the NAI
including anonymous SUCI as specified in 3GPP TS 33.501 [5] based on N5CW device configuration.

b) transmit the EAP-Response of identity type encapsulated in the link layer protocol packetstowardsthe TWAP.

The TWAP conveys the information provided by the NSCW device to the TWIF which initiates a registration procedure
followed by a PDU session establishment procedure to obtain an | P address, on behalf of the NSCW deviceto an AMF
according to 3GPP TS 24.501 [4].

NOTE 3: The communication protocol between the TWAP and the TWIF is outside of the scope of 3GPP.

An exchange of the EAP request and EAP response as described in IETF RFC 3748 [9] occurs until the NSCW device
is authenticated by the 5GCN with the EAP authentication described in 3GPP TS 33.501 [5]. Upon completion of the
N5CW device authentication and reception of the EAP-Success by the NSCW device, the NSCW device and the TWAP
use the TNAP key (or FT key, see clause 7.3A.4.3) to establish access specific layer-2 security 4-way handshake
according to |EEE 802.11 [19].

7.3A.4.3 Re-authentication procedure for the NSCW device mobility between two
TWAPs connected to the same TWIF

When the NSCW device supporting FT procedure connects to another TWAP that supports FT procedure within the
same mobility domain (see IEEE 802.11 [19]) of the old TWAP, the NSCW device can perform re-authentication on the
new TWAP based on FT procedure and derive a FT key, Ker, from the TNGF key as specified in 3GPP TS 33.501 [5].
In that case the TWAN and the NSCW device shall not initiate the establishment of the EAP session over non-3GPP
access as specified in clause 7.3A.4.2.

7.3A.5 TNAN selection based on TNAN information provided to the UE in
the REGISTRATION REJECT message

If the UE that supports slice-based TNGF selection receives TNAN information |E in the REGISTRATION REJECT
message as specified in 3GPP TS 24.501 [4], and re-attempts the registration procedure with the same requested NSSAI
over trusted non-3GPP access, the UE shall proceed as follows:

a) if the SSID isincluded in the received TNAN information | E, the UE shall connect to a TNAN based on the
received SSID; otherwise, the UE shall not change the previously used SSID; and

b) if the TNGF ID isincluded in the received TNAN information | E, the UE shall construct a NAI taking the
received TNGF ID into account as specified in clause 28.7.6 of 3GPP TS 23.003 [8]; otherwise, the UE shall
construct the NAI as specified in clause 28.7.6 of 3GPP TS 23.003 [8] when the TNGF ID is not used for
constructing the NAI.

Then the UE shall proceed with the EAP authentication as specified in clause 7.3A.2 and by using the new constructed
NAL.
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7.3A.6 Procedures for UE behind the 5G-RG accessing 5GC via trusted
non-3GPP access network

In wireline access, the UE behind the 5G-RG can access 5GC via trusted non-3GPP access network, where the 5G-RG
provides the connectivity to the TNGF. The 5G-RG acts as TNAP with respect to the TNGF.

NOTE: The UE behind the 5G-RG can also access the 5GC directly through 3GPP access.

For the 5G-RG to provide connectivity to the UE behind it to access the 5GC viatrusted non-3GPP access network, the
5G-RG registers to the 5GC and establishes a PDU session as described in 3GPP TS 23.316 [40]. In order to achieve
that:

a) if the 5G-RG is connected to the 5GC through W-AGF, the 5G-RG shall first establish signalling connection
using the W-CP protocol as described in clause 6.3.1, before proceeding with the registration procedure and the
PDU session establishment procedure using the procedures specified in 3GPP TS 24.501 [4]; or

b) if the 5G-RG is connected to the 5GC through NG-RAN, the 5G-RG proceeds directly with the registration
procedure and the PDU session establishment procedure using the procedures specified in 3GPP TS 24.501 [4].

The EAP messages, control and user plane packets of the UE behind the 5G-RG are transported using the 5G-RG
established PDU session as user data packets as described in 3GPP TS 23.316 [40].

The exchange of EAP messages and control plane packets between the UE behind the 5G-RG and the TNGF is handled
as specified in clause 7.3A.1, clause 7.3A.2 and clause 7.3A.3.

7.3A.7 Re-authentication procedure for the UE mobility between two
TNAPs connected to the same TNGF

When the UE supporting FT procedure connects to another TNAP that supports FT procedure within the same mobility
domain (see IEEE 802.11 [19]) of the old TNAP, the UE can perform re-authentication on the new TNAP based on FT
procedure and derive a FT key, Ker, from the TNGF key as specified in 3GPP TS 33.501 [5]. In that case the TNAN
and the UE shall not initiate the establishment of the EAP session over non-3GPP access specified in clause 7.3A.2.

7.4 IKEv2 SA deletion procedure

7.4.1 General

The purpose of the IKE SA deletion procedure via untrusted non-3GPP access and trusted non-3GPP accessisto close
the IKE SA between the UE and the N3IWFfor untrusted non-3GPP access and the TNGF for trusted non-3GPP access.
In addition, deleting the IKE SA implicitly closes any remaining signalling |Psec child SAs and user plane | Psec child
SAs associated with IKE SA.

This procedure shall be initiated either by the N3IWF, TNGF or by the UE.

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access initiate this procedure in the
following cases:

a) N1 NASsignalling connection release;
b) N3IWF-initiated and TNGF-initiated IKE SA rekeying procedure failure;
¢) N3IWF-initiated and TNGF-intiated IKE SA rekeying procedure completion
d) upon receipt of an INITIAL_CONTACT notification as specified in IETF RFC 7296 [6]; and
€) upon detecting an error in aresponse packet as specified in IETF RFC 7296 [6].
The UE initiates this procedure in the following cases:
a) UE-initiated IKE SA rekeying procedure failure;
b) UE-initiated IKE SA rekeying procedure completion;
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¢) upon receipt of an INITIAL_CONTACT notification as specified in IETF RFC 7296 [6]; and
d) upon detecting an error in aresponse packet as specified in IETF RFC 7296 [6].

NOTE: UE canadsoinitiate the IKE SA deletion procedure, based on implementation, in abnormal scenarios e.g.
alocal release of N1 NAS signalling connection upon expiry of T3540 and UE failsto receive
INFORMATIONAL request for IKE SA deletion from the network.

7.4.2 IKE SA deletion procedure initiated by the N3IWF and the TNGF

74.2.1 IKE SA deletion initiation

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall initiate the IKE SA
deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the UE as
specified in IETF RFC 7296 [6].

The Delete payload shall be defined with the Protocol 1D set to "1" and no SPIsincluded in the Security Parameter
Index field in the Delete payload. Thisindicates that the IKE security association and all 1Psec ESP security
associations that were negotiated within the IKE security association between:

a) the N3IWF for untrusted non-3GPP access; and
b) the TNGF for trusted non-3GPP access,
and the UE shall be deleted.

7.4.2.2 IKE SA deletion accepted by the UE

Upon reception of the INFORMATIONAL request message from the N3IWF for untrusted non-3GPP access and the
TNGEF for trusted non-3GPP access for deletion of the IKE SA, if the UE accepts the IKE SA deletion request, the UE
shall send an empty INFORMATIONAL response message to the N3IWF for untrusted non-3GPP access and the
TNGEF for trusted non-3GPP access as specified in IETF RFC 7296 [6].

After sending the empty INFORMATIONAL response message, the UE shall close IKE SA and delete all 1Psec child
SAs associated with the IKE SA. In addition, the UE shall inform the upper layers that the access stratum connection
has been released.

Upon receiving the empty INFORMATIONAL response message, the N3IWF for untrusted non-3GPP access and the
TNGF for trusted non-3GPP access shall close IKE SA and delete all 1Psec child SAs associated with the IKE SA. In
addition, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall inform the AMF
that the access stratum connection has been rel eased.

7.4.2.3 Abnormal cases in the N3IWF and the TNGF

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access does not receive any empty
INFORMATIONAL response message from the UE, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access shall discard all states associated with the IKE SA and any child SAs that were negotiated
using that IKE SA. In addition, the N3IWF for untrusted non-3GPP access and the TNGF for untrusted non-3GPP
access shall inform the AMF that the access stratum connection has been rel eased.

7.4.3 IKE SA deletion procedure initiated by the UE

7431 IKE SA deletion initiation

The UE shall initiate the IKE SA deletion procedure by sending an INFORMATIONAL request message including a
Delete payload to the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access as specified in
IETF RFC 7296 [6].

The Delete payload shall be defined with the Protocol 1D set to "1" and no SPIsincluded in the Security Parameter
Index field in the Delete payload. Thisindicates that the IKE security association and all 1Psec ESP security
associations that were negotiated within the IKE security association between:
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a) the N3IWF for untrusted non-3GPP access; and
b) the TNGF for trusted non-3GPP access,
and the UE shall be deleted.

7.4.3.2 IKE SA deletion accepted by the N3IWF and the TNGF

Upon reception of the INFORMATIONAL request message from the UE for deletion of the IKE SA, if the N3IWF for
untrusted non-3GPP access and the TNGF for trusted non-3GPP access accepts the IKE SA deletion request, the
N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall send an empty
INFORMATIONAL response message to the UE as specified in IETF RFC 7296 [6].

After sending the empty INFORMATIONAL response message, the N3IWF for untrusted non-3GPP access and the
TNGF for trusted non-3GPP access shall close the IKE SA and delete all 1Psec child SAs associated with the IKE SA.
In addition, the N3IWF for untrusted non-3GPP access and theTNGF for trusted non-3GPP access shall inform the
AMF that the access stratum connection has been released.

Upon receiving the empty INFORMATIONAL response message, the UE shall close the IKE SA and delete all 1Psec
child SAs associated with the IKE SA. In addition, the UE shall inform the upper layers that the access stratum
connection has been released.

7.4.3.3 Abnormal cases in the UE

If the UE does not receive any empty INFORMATIONAL response message from the N3IWF for untrusted non-3GPP
access and the TNGF for trusted non-3GPP access, the UE shall discard al states associated with the IKE SA and any
child SAsthat were negotiated using that IKE SA. In addition, the UE shall inform the upper layers that the access
stratum connection has been released.

7.5 User plane IPsec SA creation procedure

751 General

The purpose of the user plane IPsec SA creation procedure is to establish achild SA associating to the QoS flows of the
PDU session. This procedure shall beinitiated by the N3IWF for untrusted non-3GPP access and the TNGF for trusted
non-3GPP access.

One user plane IPsec SA can be associated with one or more QoS flows of the PDU session. During PDU session
establishment or PDU session modification via:

a) untrusted non-3GPP access, the N3IWF; or

b) trusted non-3GPP access, the TNGF,
shall determine the number of user plane IPsec child SAs to establish and the QoS profiles associated with each child
SA based on local policies, configuration and the QoS profiles received from the network.
7.5.2 Child SA creation procedure initiation

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall initiate the child SA
creation procedure by sending a CREATE_CHILD_SA request message to the UE as specified in IETF RFC 7296 [6].

The CREATE_CHILD_SA request message shall include:
a) aUP_IP4_ ADDRESS notify payload or aUP_IP6_ADDRESS notify payload,
b) 5G_QOS INFO Notify payload as specified in clause 9.3.1.1, which contains:
1) PDU session ID;

2) zero or more QFls;
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3) optionally aDSCP value;

4) anindication of whether the child SA isthe default child SA. For agiven PDU session ID, there shall be one
and only one default child SA; and

5) if trusted non-3GPP access, Additional QoS Information or if untrusted non-3GPP access, optionally
Additional QoS Information; and

¢) the Traffic Selector (TS) set to match all packets as specified in IETF RFC 7296 [6].

NOTE: Becausethe TSis set to match al packets, the network does not need to update the TS due to modifying
the corresponding QoS rules or the association between QoS flows and child SAs.

The IKE CREATE_CHILD_SA request message also contains the SA payload for the requested child SA.

7.5.3 Child SA creation procedure accepted by the UE
If the UE acceptsthe CREATE_CHILD_SA request message with a5G_QOS _INFO Notify payload:
a) the UE shall send aCREATE_CHILD_SA response message as specified in IETF RFC 7296 [6]; and
b) the UE shall associate the created child SA with the:
1) PDU session ID;
2) zero or more QFIs (if indicated);
3) DSCP value (if indicated); and
4) indication of whether the child SA isthe default child SA;
inthe 5G_QOS INFO Notify payload; and
c) theUE:

1) incase of trusted non-3GPP access, shall reserve non-3GPP access QoS resources for the created child SA
based on the received Additional QoS Information; or

2) in case of untrusted non-3GPP access, may reserve non-3GPP access QoS resources for the created child SA
if the UE has received Additional QoS Information.

Any IKEv2 Notify payload indicating an error shall not be included in the CREATE_CHILD_SA response message.

7.5.4 Child SA creation procedure not accepted by the UE

If auser plane IPsec SA establishment for aPDU session is not accepted by the UE, the UE shall send a
CREATE_CHILD_SA response message to the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-
3GPP access with a Notify payload with error type.

For trusted non-3GPP access, if the UE fails to reserve QoS resources over non-3GPP access for the child SA
associated with the QoS flows according to the Additional QoS information in the 5G_QOS INFO Notify payload, the
UE shall include a Notify payload with a Private Notify Message Error Type "NO_RESOURCES OVER_N3GPP" as
defined in clause 9.2.4.2 in the CREATE_CHILD_SA response message.

For untrusted non-3GPP access, if the UE attempts to reserve QoS resources over non-3GPP access for the child SA
associated with the QoS flows according to the Additional QoS information inthe 5G_QOS _INFO Notify payload but
failsthe reservation, the UE shall include a Notify payload with a Private Notify Message Error Type
"NO_RESOURCES OVER_N3GPP' asdefined in clause 9.2.4.2 in the CREATE_CHILD_SA response message.

Upon receiving the CREATE_CHILD_SA response message with a Notify payload of error type:

- if PDU session establishment over non-3GPP access requires single user plane SA IPsec SA creation, the
N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall stop user plane SA
IPsec SA creation procedure and indicate the failure for PDU session establishment over non-3GPP access.
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- if PDU session establishment or PDU session modification over non-3GPP access requires multiple user plane
SA [Psec SA creation, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
may choose to continue user plane SA |Psec SA creation procedure for other user plane IPsec SAs, or stop user
plane SA IPsec SA creation procedure and indicate the failure for PDU session establishment or PDU session
modification over non-3GPP access.

- If the UE isbeing treated as a UE with MPS priority (e.g. asidentified in clause 7.3.2.1 or 7.3A.2.2) based on
operator policy, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access may
retry the Child SA creation without the Additional QoS Information.

7.5.5 Abnormal cases in the UE

If the UE receivesa CREATE_CHILD_SA request message containing a USE_TRANSPORT_MODE notification, the
UE shall send aCREATE_CHILD_SA response message to the N3IWF for untrusted non-3GPP access or the TNGF
for trusted non-3GPP access without including the USE_TRANSPORT_MODE notification as specified in

IETF RFC 7296 [6].

7.5.6 Abnormal cases in the N3IWF and the TNGF

Apart from the cases specified in IETF RFC 7296 [6], no abnormal cases have been identified.

7.6 IPsec SA modification procedure

7.6.1 General

The user plane IPsec child SA modification procedure isto update a child SA associating to the QoS flows of the PDU
session. The procedure may be initiated by the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-
3GPP access. The IPsec child SA modification may be accepted or rejected by the UE.

7.6.2 N3IWF and TNGF procedure for IPsec child SA modification

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall perform the IPsec child
SA modification by sending an INFORMATIONAL request message as specified in IETF RFC 7296 [6] to the UE with
an UP_SA_INFO Notify payload identifying the IPsec child SA and a5G_QOS_INFO Notify payload indicating
modified content associated with the IPsec child SA.

If the UE is being treated as a UE with MPS priority (e.g. asidentified in clause 7.3.2.1 or 7.3A.2.2), based on operator
policy, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access may retry the Child SA
modification without the Additional QoS Information.

7.6.3 UE procedure for IPsec child SA modification

Upon receipt of an INFORMATIONAL reguest message containing an 5G_QOS _INFO Notify payload and an
UP_SA_INFO Notify payload:

a) if the content of the 5G_QOS _INFO Notify payload is accepted by the UE, the UE shall:

i) send an empty INFORMATIONAL response message to the N3IWF for untrusted non-3GPP access and the
TNGF for trusted non-3GPP access to acknowledge the reception of the INFORMATIONAL request

message; and
ii) update locally the IPsec child SA according to the content of the INFORMATIONAL request message; or
b) if the content of the 5G_QOS_INFO Notify payload is not accepted by the UE, the UE shall:

i) send the reason for rejecting the IPsec SA modification in the content of an INFORMATIONAL response
message; and

ii) not update locally the IPsec child SA according to the content of the INFORMATIONAL request message.
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For trusted non-3GPP access, if the UE fails to reserve QoS resources over non-3GPP access for the child SA
associated with the QoS flows according to the Additional QoS information in the 5G_QOS_INFO Notify payload, the
UE shall include a Notify Payload with a Private Notify Message Error Type "NO_RESOURCES OVER_N3GPP" as
defined in clause 9.2.4.2 in the INFORMATIONAL response message.

For untrusted non-3GPP access, if the UE attempts to reserve QoS resources over non-3GPP access for the child SA
associated with the QoS flows according to the Additional QoS information inthe 5G_QOS_INFO Notify payload but
failsthe reservation, the UE shall include a Notify Payload with a Private Notify Message Error Type
"NO_RESOURCES_OVER_N3GPFP" asdefined in clause 9.2.4.2 in the INFORMATIONAL response message.

7.7 IPSec SA deletion procedure

7.7.1 General

The purpose of the child SA deletion procedure for PDU session release is to delete all the child SAs associated with the
PDU session. This procedure shall beinitiated either by the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access or by the UE.

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access initiates this procedure in the
following cases:

a) upon PDU session release;

b) N3IWF-initiated and TNGF-intiated |Psec SA rekeying procedure failure;

¢) N3IWF-initiated and TNGF-intiated |Psec SA rekeying procedure completion; and

d) upon detecting an error in aresponse packet as specified in IETF RFC 7296 [6].
The UE initiates this procedure in the following cases:

a) UE-initiated IPsec SA rekeying procedure failure;

b) UE-initiated |Psec SA rekeying procedure completion; and

¢) upon detecting an error in aresponse packet as specified in IETF RFC 7296 [6].

7.7.2 N3IWF-initated and TNGF-initiated child SA deletion procedure

7.7.2.1 N3IWF-initiated and TNGF-initiated child SA deletion procedure initiation

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall initiate the child SA
deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the UE as
specified in IETF RFC 7296 [6]. The Delete payload shall include:

a) the Protocol ID set to"3" for ESP; and
b) all the N3IWF's ESP SPI(s) for untrusted non-3GPP access and al the TNGF's EPS SPI(s) for trusted non-3GPP
access, associated to the released PDU session.
7.72.2 N3IWF-initiated and TNGF-initiated child SA deletion procedure accepted by
the UE

If the UE accepts the INFORMATIONAL request message for deletion of the child SAs, the UE shall send the
INFORMATIONAL response message to the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-
3GPP access including the Delete payload received in the corresponding INFORMATIONAL request message as
specified in IETF RFC 7296 [6].

Any IKEv2 Notify payload indicating an error shall not be included in the INFORMATIONAL response message.
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7.7.2.3 Abnormal cases in the N3IWF and the TNGF

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access does not receive any
INFORMATIONAL response message including a Delete payload from the UE, the N3IWF for untrusted non-3GPP
access and the TNGF for trusted non-3GPP access shall discard all states associated with the IKE SA and any child SAs
that were negotiated using that IKE SA. In addition, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access shall inform the AMF that the access stratum connection has been rel eased.

7.7.3 UE-initiated child SA deletion procedure

7.73.1 UE-initiated child SA deletion procedure initiation

The UE shall initiate the child SA deletion procedure by sending an INFORMATIONAL request message including a
Delete payload as specified in IETF RFC 7296 [6], to the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access. The Delete payload shall include:

a) theProtocol ID setto"3" for ESP; and
b) all the UE's ESP SPI(s) associated to the released PDU session.
7.7.3.2 UE-initiated child SA deletion procedure accepted by the N3IWF and the
TNGF

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access accepts the
INFORMATIONAL request message for deletion of the child SAs, the N3IWF for untrusted non-3GPP access and the
TNGF for trusted non-3GPP access shall send the INFORMATIONAL response message to the UE including the
Delete payload received in the corresponding INFORMATIONAL request message as specified in IETF RFC 7296 [6].

Any IKEv2 Notify payload indicating an error shall not be included in the INFORMATIONAL response message.

7.7.3.3 Abnormal cases in the UE

If the UE does not receive any INFORMATIONAL response message including a Delete payload from the N3IWF for
untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the UE shall discard all states associated with
the IKE SA and any child SAs that were negotiated using that IKE SA. In addition, the UE shall inform the upper layers
that the access stratum connection has been released.

7.7.4 Abnormal cases in the UE

Apart from the cases specified in IETF RFC 7296 [6] and clause 7.7.3.3, no abnormal cases have been identified.

7.7.5 Abnormal cases in the N3IWF and the TNGF

Apart from the cases specified in IETF RFC 7296 [6] and clause 7.7.2.3, no abnormal cases have been identified.

7.8 UE-initiated liveness check procedure

7.8.1 General

The UE-initiated liveness check procedure enables the UE to detect whether the N3IWF for untrusted non-3GPP access
or the TNGF for trusted non-3GPP accessis alive.

7.8.2 UE-initiated liveness check procedure initiation
If the UE supportsthe TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in 3GPP TS 24.302 [7]

clause 8.2.4.2 and the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7]
clause 8.2.4.2 wasincluded in the CFG_REPLY configuration payload within the IKE_AUTH response message
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received in clause 7.3 the UE shall set the timeout period for the liveness check to the value of the
TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute.

If the UE does not support the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in

3GPP TS 24.302[7] clause 8.2.4.2 or the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in
3GPP TS 24.302 [7] clause 8.2.4.2 was hot included in the CFG_REPLY configuration payload within the IKE_AUTH
response message received in clause 7.3, then the UE shall use the pre-configured value of the timeout period for
liveness check.

NOTE: Thetimeout period is pre-configured in the UE in implementation-specific way.

If the UE has not received any cryptographically protected IKEv2 or |Psec message for the duration of the timeout
period for liveness check, the UE shall send an INFORMATIONAL request with no payloads as per

IETF RFC 7296 [6].

7.8.3 UE-initiated liveness check procedure completion

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall handle the
INFORMATIONAL request with no payloads as per IETF RFC 7296 [6] and shall send an INFORMATIONAL
response.

If an INFORMATIONAL response is received, the UE shall consider the UE-initiated liveness check procedure as
successfully completed.

7.8.4  Abnormal cases

If an INFORMATIONAL response is not received, the UE shall deem the IKEv2 security association to have failed.

The UE shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as
specified in IETF RFC 7296 [6]. In addition, the UE shall inform the upper layers that the access stratum connection
has been rel eased.

7.9 Network-initiated liveness check procedure

7.9.1  General

The network-initiated liveness check procedure enables the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access to detect whether the UE is dive.

7.9.2 Network-initiated liveness check procedure initiation

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access has not received any
cryptographically protected IKEv2 or IPsec message for the duration of the timeout period for liveness check selected
according to the local policy, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall send an INFORMATIONAL request with no payloads IETF RFC 7296 [6].

7.9.3 Network-initiated liveness check procedure completion

The UE shall handle the INFORMATIONAL request with no payloads as per IETF RFC 7296 [6] and shall send an
INFORMATIONAL response.

If an INFORMATIONAL responseis received, the N3IWF for untrusted non-3GPP access and the TNGF for trusted
non-3GPP access shall consider the liveness check procedure as successfully completed.

7.9.4 Abnormal cases

If an INFORMATIONAL responseis not received, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access shall deem the IKEV2 security association to have failed.
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The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall discard all states
associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in

IETF RFC 7296 [6]. In addition, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall inform the AMF that the access stratum connection has been released.

7.10 IKE SA rekeying procedure

7.10.1 General

The N3IWF for untrusted non-3GPP access, the TNGF for trusted non-3GPP access and the UE may support the IKE
SA rekeying procedure as specified in IETF RFC 7296 [6]. If the N3IWF for untrusted non-3GPP access and the TNGF
for trusted non-3GPP access and the UE support the IKE SA rekeying procedure, the UE, the N3IWF for untrusted non-
3GPP access and the TNGF for trusted non-3GPP access shall proactively rekey the IKE SA. Upon rekeying of an IKE
SA, the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall maintain the
old SA for the incoming data while establishing the new one. The old SA shall be deleted upon the completion of the
establishment of the new one by both the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-
3GPP access. The UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access are
separately responsible for enforcing their time expiration policiesto rekey the SA when needed. IETF RFC 7296 [6]
describes how to avoid the simultaneous | Psec SA and IKE SA rekeying.

7.10.2 N3IWF-initiated and TNGF-initiated IKE SA rekeying procedure

7.10.2.1 N3IWF-initiated and TNGF-initiated IKE SA rekeying procedure initiation

The N3IWF for untrusted non-3GPP access, the TNGF for trusted non-3GPP access shall initiate the IKE SA rekeying
procedure by sending a CREATE_CHILD_SA request message with a REKEY _SA Notify payload indicating an
N3IWF's SPI for untrusted non-3GPP access or an TNGF's SPI for trusted non-3GPP access.

7.10.2.2 N3IWF-initiated and TNGF-initiated IKE SA rekeying procedure completion

Upon reception of the CREATE_CHILD_SA request message in the IKE SA with a REKEY _SA Notify payload
indicating an N3IWF's SPI for untrusted non-3GPP access or an TNGF's SPI for trusted non-3GPP access, if the UE
accepts the IKE SA rekeying request, the UE shall send a CREATE_CHILD_SA response message without an IKEv2
notify payload indicating an error, shall set the UE's SPI to the SPI created by the CREATE_CHILD_SA
request/response pair and shall set:

a) the N3IWF's SPI for untrusted non-3GPP access to the N3IWF's SPI; or
b) the TNGF's SPI for trusted non-3GPP access to the TNGF's SPI;
created by the CREATE_CHILD_SA request/response pair.

7.10.2.3 Abnormal cases

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access receive a
CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error from the UE, the N3IWF for
untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall delete the IKE SA and any associated
child SAs as specified in clause 7.4.

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access do not receive any
CREATE_CHILD_SA response message from the UE, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access shall discard all states associated with the IKE SA and any child SAs that were negotiated
using that IKE SA. In addition, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall inform the AMF that the access stratum connection has been released.
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7.10.3 UE-initiated IKE SA rekeying procedure

7.10.3.1 UE-initiated IKE SA rekeying procedure initiation

The UE shall initiate the IKE SA rekeying procedure by sending a CREATE_CHILD_SA request message with a
REKEY _SA Notify payload indicating a UE's SPI.

7.10.3.2 UE-initiated IKE SA rekeying procedure completion

Upon reception of the CREATE_CHILD_SA request message in the IKE SA with a REKEY _SA Notify payload
indicating a UE's SPI, if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access accept
the IKE SA rekeying request, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall send a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, shall set the
N3IWF's SPI for untrusted non-3GPP access and the TNGF's SPI for trusted non-3GPP access to the SPI created by the
CREATE_CHILD_SA request/response pair and shall set the UE's SPI to the UE's SPI created by the
CREATE_CHILD_SA request/response pair.

7.10.3.3 Abnormal cases

If the UE receivesa CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error from
the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the UE shall delete the IKE SA
and any associated child SAs as specified in clause 7.4.

If the UE does not receive any CREATE_CHILD_SA response message from the N3IWF for untrusted non-3GPP
access and the TNGF for trusted non-3GPP access, the UE shall discard al states associated with the IKE SA and any
child SAsthat were negotiated using that IKE SA. In addition, the UE shall inform the upper layers that the access
stratum connection has been released.

7.11 IPsec SA rekeying procedure

7.11.1 General

The N3IWF for untrusted non-3GPP access, the TNGF for trusted non-3GPP access and the UE may support the | Psec
SA rekeying procedure as specified in IETF RFC 7296 [6]. If the N3IWF for untrusted non-3GPP access, the TNGF for
trusted non-3GPP access and the UE support the IPsec SA rekying procedure, the UE, the N3IWF for untrusted non-
3GPP access and the TNGF for trusted non-3GPP access shall proactively rekey the IPsec SA. Upon rekeying of an
IPsec SA, the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall maintain
the old IPsec for the incoming data while establishing the new one. The old | Psec shall be deleted upon the completion
of the establishement of the new one by the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted
non-3GPP access. The UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access are
separately responsible for enforcing their time expiration policiesto rekey the |Psec when needed. IETF RFC 7296 [6]
describes how to avoid the simultaneous | Psec SA and IKE SA rekeying.

7.11.2 NS3IWF-initiated and TNGF-initiated IPsec SA rekeying procedure

7.11.2.1 N3IWF-initiated and TNGF-initiated IPsec SA rekeying procedure initiation

The N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall initiate the IPsec SA
rekeying procedure by sending a CREATE_CHILD_SA request message with a REKEY _SA Notify payload including
aProtocol ID set to"3" and the N3IWF's ESP SPI for untrusted non-3GPP access and the TNGF's ESP SPI for trusted
non-3GPP access for the | Psec SA.

7.11.2.2 N3IWF-initiated and TNGF-initiated IPsec SA rekeying procedure completion
Upon reception of the CREATE_CHILD_SA request message with a REKEY _SA Notify payload including a Protocol

ID set to "3" and the N3IWF's ESP SPI for untrusted non-3GPP access or the TNGF's ESP SPI for trusted non-3GPP
access for the IPsec SA, if the UE accepts the IPsec SA rekeying request, the UE shall send a CREATE_CHILD_SA
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response message without an IKEv2 notify payload indicating an error, shall set the UE's ESP SPI to the ESP SPI
created by the CREATE_CHILD_SA request/response pair and shall set;

a) the N3IWF's ESP SPI for untrusted non-3GPP access; or
b) the TNGF's ESP SPI for trsuted non-3GPP access,
to the N3IWF's ESP SPI created by the CREATE_CHILD_SA request/response pair.

7.11.2.3 Abnormal cases

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access receive a
CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error from the UE, the N3IWF
shall delete the IPsec SA as specified in clause 7.7. Additionally, if the IPsec SA isthe signalling IPsec SA, the N3IWF
for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall delete the IKE SA as specified in
clause 7.4.

If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access do not receive any
CREATE_CHILD_SA response message from the UE, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access shall discard all states associated with the IKE SA and any child SAs that were negotiated
using that IKE SA. In addition, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall inform the AMF that the access stratum connection has been released.

7.11.3 UE-initiated IPsec SA rekeying procedure

7.11.3.1 UE-initiated IPsec SA rekeying procedure initiation

The UE shall initiate the | Psec SA rekeying procedure by sending a CREATE_CHILD_SA request message with a
REKEY _SA Notify payload including a Protocol 1D set to "3" and the UE's ESP SPI for the IPsec SA.

7.11.3.2 UE-initiated IPsec SA rekeying procedure completion

Upon reception of the CREATE_CHILD_SA request message with a REKEY _SA Notify payload including a Protocol
ID set to "3" and the UE's ESP SPI for the IPsec SA, if the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access accept the IPsec SA rekeying request, the N3IWF for untrusted non-3GPP access and the
TNGF for trusted non-3GPP access shall send a CREATE_CHILD_SA response message without an IKEv2 notify
payload indicating an error, shall set:

a) the N3IWF's ESP SPI for untrusted non-3GPP access; and

b) the TNGF's ESP SPI for trusted non-3GPP access,
to the ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the UE's ESP SPI to the UE's
ESP SPI created by the CREATE_CHILD_SA request/response pair.
7.11.3.3 Abnormal cases

If the UE receivesa CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error from
the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access, the UE shall delete the | Psec SA
as specified in clause 7.7. Additionally, if the IPsec SA isthe signalling IPsec SA, the UE shall delete the IKE SA as
specified in clause 7.4.

If the UE does not receive any CREATE_CHILD_SA response message from the N3IWF for untrusted non-3GPP
access or the TNGF for trusted non-3GPP access, the UE shall discard all states associated with the IKE SA and any
child SAsthat were negotiated using that IKE SA. In addition, the UE shall inform the upper layers that the access
stratum connection has been released.
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TA void
8 Message transport procedures
8.1 General

In trusted and untrusted non-3GPP access, the UE establishes IKE SA and signalling IPsec SA i.e. thefirst child SA for
NAS message exchange. Thereafter the UE establishes other child SAs for exchange of the user data packets. | Psec
tunnel mode is employed for al the established child SAsincluding the first child SA for the signalling, to protect and
encrypt the original 1P user data packets, the original | P signalling packets and the port numbers used for
communications of such IP packets. This clause isto list the parameters and the procedures for such IP tunneling mode
of the signalling IPsec SA and the user data child SAs.

In wireline access, the 5G-RG establishes signalling connection using W-CP protocol stack as described in clause 6.3.1.
Thereafter the W-AGF serving the 5G-RG and the 5G-RG establish W-UP bearers for exchange of the user data packets
as specified in clause 4.4.2.2.

8.2 Transport of NAS messages over control plane

8.2.1 General

In trusted and untrusted non-3GPP access, after the completion of IKE SA and establishment of signalling IPsec SA as
specified in clause 7.3 for untrusted non-3GPP access and clause 7.3A for trusted non-3GPP access, the UE establishes
with the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access a TCP connection for
transport of NAS messages over the inner |P layer and the signalling |Psec SA as specified in clause 8.2.3. Once the
TCP connection for transport of NAS messages is established, the UE performs NAS procedures over the TCP
connection for transport of NAS messages. All uplink and downlink NAS mobility management messages and NAS
session management messages are relayed between the UE and the AMF via N3IWF for untrusted non-3GPP access
and the TNGF for trusted non-3GPP access using the TCP connection for transport of NAS messages as specified in
clause 8.2.4. Once the TCP connection is established and upon detection of a TCP connection failure, the UE and the
N3IWF for untrusted non-3GPP access or the UE and the TNGF for trusted non-3GPP access re-establish the TCP
connection as specified in clause 8.2.3A. When the TCP connection for transport of NAS messages is no longer needed,
the UE, the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access rel ease the TCP
connection as specified in clause 8.2.5.

In wireline access, all uplink and downlink NAS mobility management messages and NA S session management
messages are relayed between the 5G-RG and the AMF via W-AGF serving the 5G-RG using the signalling connection
using W-CP protocol stack. If access network parameters, such as GUAMI, selected PLMN ID, requested NSSAI,
establishment cause, and selected NID if the 5G-RG is accessing an SNPN, are provided along with an uplink NAS
message, the access network parameters are relayed along the NAS message from the 5G-RG to the W-AGF serving the
5G-RG using the signalling connection using W-CP protocol stack. Transport using the signalling connection using W-
CP protocol stack is out of scope of the present document.

NOTE 1: If and how the 5G-RG includes the requested NSSAI as a part of the access type depends on the NSSAI
inclusion mode IE as specified in 3GPP TS 24.501 [4].

NOTE 2: If the 5G-RG is acting on behalf of one or more AUN3 devices, the W-AGF serving the 5G-RG can
distinguish whether the signalling connection using W-CP protocol stack is for the 5G-RG itself or for
any of the AUN3 devices, and the way to achieve thisis out of scope of this specification.

8.2.2  TCP packet encapsulation

NOTE 1: Thisclauseisused for encapsulating of TCP packets when establishing TCP connection as described in
clause 8.2.3, when re-establishing TCP connection as described in clause 8.2.3A, when transporting NAS
messages over TCP connection as described in clause 8.2.4, and when releasing TCP connection as
described in clause 8.2.5.
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If a TCP packet is transported between the UE and the N3IWF for untrusted non-3GPP access or the TNGF for trusted
non-3GPP access, and:

a) if the IKE_AUTH response message contained the INTERNAL_1P4_ADDRESS attribute and the
NAS P4 _ADDRESS notify payload, an inner 1Pv4 datagram shall be constructed where:

1) the TCP packet shall be encapsulated in the inner 1Pv4 datagram with | Pv4 header where:

A) if the UE constructs the inner |Pv4 datagram:

B)

NOTE 2:

the source address field shall be set to the IPv4 addressin the INTERNAL _IP4_ADDRESS attribute;
the source port number shall be set to the UE's TCP port number;

the destination address field shall be set to the IPv4 addressin the NAS _IP4_ADDRESS notify
payload; and

the destination port number shall be set to the NAS TCP_PORT notify payload;

if the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access constructs the
inner 1Pv4 datagram:

the source address field shall be set to the IPv4 addressin the NAS _1P4_ADDRESS notify payload;
the source port number shall be set to the NAS TCP_PORT notify payload;

the destination address field shall be set to the IPv4 addressin the INTERNAL _1P4 ADDRESS
attribute; and

the destination port number shall be set to the UE's TCP port number; and

Since the UE always initiates the NAS message exchange with the N3IWF for untrusted non-3GPP access
and the TNGF for trusted non-3GPP access, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access receive the UE's TCP port number in the TCP SYN packet exchange and use it
when sending NAS messages towards the UE or when re-establishing the TCP connection upon failure.

C) the protocol field shall be set to 06H;

2) theinner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in
IETF RFC 4303 [11] where:

A) the SPI field in the ESP packet shall be set to the SPI of the signalling |Psec SA; and

B) the next header field in the ESP packet shall be set to 04H; and

3) the P packet encapsulating the ESP protected inner |Pv4 datagram shall be sent to the peer for the SPI of the
signalling IPsec SA; or

b) if the IKE_AUTH response message contained the INTERNAL_IP6_ADDRESS attribute and the
NAS _IP6_ADDRESS notify payload, an inner |Pv6 datagram shall be constructed where:

1) the TCP packet shall be encapsulated in the inner IPv6 datagram with 1Pv6 header where:

A) if the UE constructs the inner | Pv6 datagram:

B)

the source address field shall be set to the IPv6 addressin the INTERNAL _|P6_ ADDRESS attribute;
the source port number shall be set to the UE's TCP port number;

the destination address field shall be set to the IPv6 addressin the NAS |P6_ ADDRESS notify
payload; and

the destination port number shall be set to the NAS TCP_PORT notify payload;

if the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access constructs the
inner |Pv6 datagram:
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- the source address field shall be set to the IPv6 addressin the NAS _1P6_ADDRESS notify payload,;
- the source port number shall be set to the NAS_TCP_PORT notify payload;

- the destination address field shall be set to the IPv6 addressin the INTERNAL _IP6 ADDRESS
attribute; and

- the destination port number shall be set to the UE's TCP port number; and

NOTE 3: Sincethe UE aways initiates the NAS message exchange with the N3IWF for untrusted non-3GPP access
and the TNGF for trusted non-3GPP access, the N3IWF for untrusted non-3GPP access and the TNGF for
trusted non-3GPP access receive the UE's TCP port number in the TCP SY N packet exchange and use it
when sending NAS messages towards the UE or when re-establishing the TCP connection upon failure.

C) the next header field shall be set to O6H;

2) theinner |Pv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in
IETF RFC 4303 [11] where:

A) the SPI field in the ESP packet shall be set to the SPI of the signalling IPsec SA; and
B) the next header field in the ESP packet shall be set to 29H, and

3) theIP packet encapsulating the ESP protected inner |Pv6 datagram shall be sent to the peer for the SPI of the
signalling IPsec SA.

If the UE receives an IKE_AUTH response message containing both NAS IP4_ ADDRESS and NAS IP6_ADDRESS
notify payload, the UE:

a) shal select and use either NAS_IP4 ADDRESS or NAS_IP6_ADDRESS;

b) shall not switch between NAS IP4_ADDRESS and NAS 1P6_ ADDRESS for TCP packet transport during the
lifetime of the IKE SA; and

c) shall not switch between NAS_|P4_ADDRESS and NAS _|P6_ ADDRESS when rekeying any child SA or IKE
SA.

The ESP packet format is shown in figure 8.2.2-1 and figure 8.2.2-2:

Bits
8 7 6 5 4 3 2 1 Octets
Security Parameters Index (SPI) 1-4
Sequence Number 5-8
Payload data (inner IP packet containing TCP packet) 9-m
Padding (m+1) - n
Padding length n+1
Next header n+2
Integrity Check Value (ICV) (n+3) - x

Figure 8.2.2-1: ESP packet format for TCP packet (re-)establishing or releasing TCP connection

Bits
8 7 6 5 4 3 2 1 Octets
Security Parameters Index (SPI) 1-4
Sequence Number 5-8
Payload data (inner IP packet containing TCP packet encapsulating 9-m
NAS message or partial NAS message)

Padding (m+1) - n
Padding length n+1
Next header n+2

Integrity Check Value (ICV) (n+3) - x

Figure 8.2.2-2: ESP packet format for TCP packet encapsulating NAS message or partial NAS

message
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8.2.3 Establishment of TCP connection for transport of NAS messages

For transport of NAS messages, the UE shall initiate establishment of a TCP connection as defined in
IETF RFC793 [27]. The UE and the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall construct and transport TCP packets according to clause 8.2.2.

8.2.3A Re-establishment of TCP connection for transport of NAS messages

The UE, the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access upon detection that the
transport of aNAS message over the TCP connection is unsuccessful due to TCP connection failure, e.g. asindicated
by the reception of a TCP error message, shall re-establish the TCP connection as defined in IETF RFC793 [27]. The
UE and the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall construct and
transport TCP packets according to clause 8.2.2.

8.2.4 Transport of NAS messages over TCP connection

In order to transport a NAS message over the untrusted non-3GPP access between the UE and the N3IWF or over the
trusted non-3GPP access between the UE and the TNGF:

a) the NAS message shall be framed in a NAS message envelope as defined in clause 9.4,

b) the NAS message envelope shall be transported as a payload of one or more TCP packets using the TCP
connection; and

¢) the UE and the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall
transport the one or more TCP packets encapsulating the NAS message envel ope according to clause 8.2.2.

8.2.5 Release of TCP connection for transport of NAS messages

In order to release the TCP connection for transport of NAS messages, the UE, the N3IWF for untrusted non-3GPP
access or the TNGF for trusted non-3GPP access shall initiate release of the TCP connection as defined in

IETF RFC 793 [27]. The UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access
shall construct and transport TCP packets according to clause 8.2.2.

8.3 Transport of messages over user plane

8.3.1 General

In trusted and untrusted non-3GPP access, after the completion of PDU session establishment via non-3GPP access,
user plane IPsec SAs are established as specified in clause 7.5. The UE is able to send and receive GRE encapsulated
user data packets over non-3GPP access network via N3IWF in untrusted non-3GPP access and TNGF in trusted non-
3GPP access. GRE encapsulation of user plane data packets is described in clause 8.3.2.

In wireline access, after the completion of PDU session establishment via wireline access, one or more W-UP resources
are established as specified in clause 4.4.2.2. The 5G-RG is able to send and receive the user data packet, the QFI
associated with the downlink user data packet, and RQI (in downlink direction only) viathe selected W-UP resource
and the W-AGF serving the 5G-RG as specified in clause 4.4.2.2.

NOTE 1: If the 5G-RG is acting on behalf of one or more AUN3 devices, the W-AGF serving the 5G-RG can
distinguish whether the W-UP resource is for the 5G-RG itself or for any of the AUNS devices, and the
way to achieve thisisout of scope of this specification.

For an uplink user data packet associated with a PDU session ID and a QFl:

NOTE 2: The UE determines the QFI associated with the uplink user data packet by eval uating the QoS rules of the
PDU session as specified in 3GPP TS 24.501 [4].

a) if thereisauser plane IPsec SA or aW-UP resource:
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1) associated with a PDU session ID matching the PDU session ID associated with the uplink user data packet;
and
2) associated with a QFI matching the QFI associated with the uplink user data packet;
the UE or the 5G-RG shall select that user plane IPsec SA or that W-UP resource, respectively;
b) otherwise, the UE or the 5G-RG shall select the user plane IPsec SA or the W-UP resource, respectively:

1) associated with aPDU session ID matching the PDU session 1D associated with the uplink user data packet;
and

2) associated with the indication that the child SA isthe default child SA.

8.3.2 Generic routing encapsulation (GRE)

If auser data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-
3GPP access and the TNGF for the trusted non-3GPP access, the user data packet message shall be encapsulated as a
GRE user data packet with a GRE header as specified in clause 9.3.3. In the GRE encapsulated user data packet:

a0) the protocol type field is set to zero;

a) the payload packet field is set to the user data packet;

b) the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
c) if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access.

1) needsto send RQI for adownlink user data packet, the RQI field of the key field of the GRE header is set to
"RQI isindicated" as defined in table 9.3.3-3; or

2) does not need to send RQI for adownlink user data packet, the RQI field of the key field of the GRE header
isset to "RQI is not indicated" as defined in table 9.3.3-3; and

d) if the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not
indicated" as defined in table 9.3.3-3.

If the IKE_AUTH response message contains:

a) the INTERNAL_IP4 ADDRESS attribute and the CREATE_CHILD_SA request message creating the user
plane IPsec SA contains the UP_IP4_ADDRESS notify payload in clause 7.5.4, an inner |Pv4 datagram shall be
constructed where:

1) the GRE user data packet shall be encapsulated as the payload of the inner |Pv4 datagram with 1Pv4 header
where:

A) if the UE constructs the inner |Pv4 datagram, the source address field shall be set to the IPv4 addressin
the INTERNAL _IP4 ADDRESS attribute and the destination address field shall be set to the |Pv4
addressin the UP_IP4_ADDRESS notify payload,;

B) if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the
inner |Pv4 datagram, the source address field shall be set to the |Pv4 addressin the UP_IP4_ADDRESS
notify payload and the destination address field shall be set to the IPv4 addressin the
INTERNAL P4 ADDRESS attribute; and

C) the protocol field shall be set to 2FH,;

2) theinner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in
IETF RFC 4303 [11] where:

A) the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and
B) the next header field in the ESP packet shall be set to 04H,

and the inner |Pv4 datagram encapsul ating the GRE encapsulated user data can be fragmented as described in
IETF RFC 791 [24] before being protected by ESP protocol;
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3)

if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in
IETF RFC 2474 [26] of the | P packet encapsulating the ESP protected inner |Pv4 datagram shall be set to the
value of the DSCP field included in the 5G_QOS _INFO Notify payload; and

NOTE 1: The IP packet encapsulating the ESP protected inner |Pv4 datagram is the outer |P datagram.

4)

the I P packet encapsulating the ESP protected inner | Pv4 datagram shall be sent to the peer for the SPI of the
user plane IPsec SA; or

b) the INTERNAL_IP6_ADDRESS attribute and the CREATE_CHILD_SA request message creating the user
plane IPsec SA contains the UP_IP6_ADDRESS notify payload in clause 7.5.4, an inner |Pv6 datagram shall be
constructed where:

1)

2)

3

the GRE user data packet shall be encapsulated as the payload of the inner IPv6 datagram with 1Pv6 header
where:

A) if the UE constructs the inner |Pv6 datagram, the source address field shall be set to the IPv6 addressin
the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6
addressin the UP_IP6_ADDRESS notify payload,;

B) if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the
inner |Pv6 datagram, the source address field shall be set to the |Pv6 addressin the UP_IP6_ ADDRESS
notify payload and the destination address field shall be set to the IPv6 addressin the
INTERNAL_IP6_ADDRESS attribute; and

C) the next header field shall be set to 2FH;

the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in
IETF RFC 4303 [11] where:

A) the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and
B) the next header field in the ESP packet shall be set to 29H;

and the inner IPv6 datagram encapsul ating the GRE encapsul ated user data can be fragmented as described in
IETF RFC 8200 [25] before being protected by ESP protocol; and

if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in
IETF RFC 2474 [26] of the | P packet encapsulating the ESP protected inner |Pv6 datagram shall be set to the
value of the DSCP field included in the 5G_QOS INFO Notify payload; and

NOTE 2: The IP packet encapsulating the ESP protected inner |Pv6 datagram is the outer | P datagram.

4)

the | P packet encapsulating the ESP protected inner |Pv6 datagram shall be sent to the peer for the SPI of the
user plane IPsec SA.

If auser data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-
3GPP access and the TNGF for trusted non-3GPP access, the user data packet message shall be encapsulated in the
payload of an inner 1P datagram which is further encapsulated by ESP protocol in tunnel mode as specified in

IETF RFC 4303 [11]. In order to avoid any IP fragmentation by the sending entity over the non-3GPP access network,
the maximum inner | P datagram length shall be set by the sending entity such that the length of the resulting outer 1P
datagram does not exceed the MTU of the non-3GPP access network. If the length of the user data packet message
exceeds the payload size corresponding to the maximum inner 1P datagram length and | P fragmentation is needed:

a) theinner IPIPv4 datagram or inner | P IPv6 datagram shall be fragmented; and

b) the IP packet encapsulating the ESP protected inner |Pv4 datagram and the | P packet encapsulating the ESP
protected inner IPv6 datagram shall not be fragmented.

NOTE 3: Asanimplementation option, if no DSCP valueisindicated in the 5G_QOS _INFO Notify payload for the

user plane IPsec SA, the DSCP field of the outer | P datagram can be set to the DSCP value of the IP
header of the user plane PDU.
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9 Parameters and coding

9.1 General

This clause describes the encoding of the parameters which are exchanged between the UE and the network. This clause
isfurther divided into three clauses; 3GPP specific coding information, |ETF specific coding information and NAS
message envelope.

The clauses for the 3GPP specific coding information and IETF specific coding information describe how to encode the
messages and parameters belonging to 3GPP and IETF. The clause for NAS message envel ope describes how to encode
the NAS message envelope in order to frame a NAS message prior to its encapsulation within a TCP payload.

9.2 3GPP specific coding information

9.2.1 GUAMI
The purpose of the GUAMI information element is to provide the globally unique AMF ID.
The GUAMI information element is coded as shown in figure 9.2.1-1 and table 9.2.1-1.

The GUAMI is atype 3 information element with alength of 7 octets.

8 7 6 5 4 3 2 1
GUAMI IEI octet 1
MCC digit 2 MCC digit 1 octet 2
MNC digit 3 MCC digit 3 octet 3
MNC digit 2 MNC digit 1 octet 4
AMF region ID octet 5
AMF set ID octet 6
AMF set ID AMF pointer octet 7
(continued)

Figure 9.2.1-1: GUAMI information element

Table 9.2.1-1: GUAMI information element

MCC, Mobile country code (octet 2, octet 3 bits 1 to 4)
The MCC field is coded as in ITU-T Recommendation E.212 [21], annex A.

MNC, Mobile network code (octet 4, octet 3 bits 5 to 8).

The coding of this field is the responsibility of each administration but BCD coding shall
be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use
only two digits in the MNC, bits 5 to 8 of octet 3 shall be coded as "1111".

AMF Region ID (octet 5)
This field contains the binary encoding of the AMF Region ID. Bit 8 of octet 5 is the most
significant bit and bit 1 of octet 5 is the least significant bit.

AMF Set ID (octet 6, octet 7 bits 7 to 8)
This field contains the binary encoding of the AMF Set ID. Bit 8 of octet 6 is the most
significant bit and bit 7 of octet 7 is the least significant bit.

AMF Pointer (octet 7 bits 1 to 6)
This field contains the binary encoding of the AMF Pointer. Bit 6 of octet 7 is the most
significant bit and bit 1 of octet 7 is the least significant bit.

9.2.2 Establishment cause for non-3GPP access

The purpose of the Establishment cause for non-3GPP access information element is to provide the establishment cause
for non-3GPP access.
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The Establishment cause for non-3GPP access information element is coded as shown in figure 9.2.2-1 and table 9.2.2-

1

The Establishment cause for non-3GPP access is atype 3 information element with length of 2 octets.

9.2.3

The purpose of the PLMN ID information element isto indicate the PLMN identity of the selected PLMN.

8 7 6 5 4 3 2 1
Establishment cause for non-3GPP access IEI octet 1
0 0 0 0 N3AEC octet 2
Spare | Spare | Spare | Spare

Figure 9.2.2-1: Establishment cause for non-3GPP access information element

Table 9.2.2-1: Establishment cause for non-3GPP access information element

Establishment cause for non-3GPP access (N3AEC) (octet 2 bits 1 to 4)
Bits

4321

0 0 0 0Oemergency

0 0 0 1highPriorityAccess
0 0 1 1mo-Signalling

0 1 0 Omo-Data

1 0 0 Omps-PriorityAccess
1 0 0 1mcs-PriorityAccess
101 0mo-SMS

1 0 1 1 mo-VoiceCall

11 0 Omo-VideoCall

All other values are spare values. The receiving entity shall treat a spare value as 0100,
"mo-Data".

PLMN ID

The PLMN ID isatype 4 information element with alength of 5 octets.

The PLMN ID information element is coded as shown in figure 9.2.3-1 and table 9.2.3-1.

8 7 6 5 4 3 2 1
PLMN ID IEI octet 1
Length of PLMN ID contents octet 2
MCC digit 2 MCC digit 1 octet 3
MNC digit 3 MCC digit 3 octet 4
MNC digit 2 MNC digit 1 octet 5

Figure 9.2.3-1: PLMN ID information element

Table 9.2.3-1: PLMN ID information element

MCC, Mobile country code (octet 3, octet 4 bits 1 to 4)
The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.

MNC, Mobile network code (octet 5, octet 4 bits 5 to 8).

The coding of this field is the responsibility of each administration but BCD coding
shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides
to use only two digits in the MNC, bits 5 to 8 of octet 4 shall be coded as "1111".
Mobile equipment shall accept MNC coded in such a way.
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9.2.4 IKEv2 Notify Message Type value

9.24.1 General

The IKEv2 Notify Message Type is specified in IETF RFC 7296 [6].

The Notify Message Type with avalue (in decimal) in the range O - 16383 isintended for reporting errors, where:
- valuerange between 0 and 8191 isdefined in IETF RFC 7296 [6]; and
- valuerange between 8192 and 16383 is reserved for private error usage.

The Notify Message Type with avalue (in decimal) in the range 16384 - 65535 is intended for reporting status, where:
- value range between 16384 and 40959 is defined in IETF RFC 7296 [6]; and

- value range between 40960 and 65535 is reserved for private status usage.

9.2.4.2 Private Notify Message - Error Types

The Private Notify Message Error Types defined in table 9.2.4.2-1 are error notifications which indicate an error while
negotiating an IKEv2 SA or IPsec SA. Refer to table 9.2.4.2-1 for more details on what each error type means.

Table 9.2.4.2-1: Private Error Types

Notify Message Value Descriptions
(in decimal)

CONGESTION 15500 This error type is used to indicate that the requested
service was rejected because of congestion in the
network.

NO_RESOURCES_OVER_N3GPP 15501 This error type is used by the UE to indicate the failure of
reserving the QoS resources over non-3GPP access for
the QoS flows associated with the child SA.

In the present specification, only the private notify message error type values between 15500 and 15599 shall be
alocated to a Notify payload.

The private notify message error type val ues:
- between 9950 and 9999;
- between 10950 and 10999;
- between 11950 and 11999;
- between 12950 and 12999;
- between 13950 and 13999; and
- between 14950 and 14999;

shall not be allocated to a Notify payload defined in the present specification.

9.24.3 Private Notify Message - Status Types

The Private Notify Message Status Types defined in table 9.2.4.3-1 are used to indicate status notifications or additional
information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH
response message according to the procedures described in the present document. Refer to table 9.2.4.3-1 for more
details on what each status type means.
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Table 9.2.4.3-1: Private Status Types

Notify Message Value Descriptions
(in decimal)

5G_QOS_INFO 55501 This status when present indicates 5G_QOS_INFO Notify
payload encoded according to clause 9.3.1.1

NAS _IP4 ADDRESS | 55502 This status when present indicates NAS_IP4_ADDRESS
Notify payload encoded according to clause 9.3.1.2.

NAS_IP6_ADDRESS | 55503 This status when present indicates NAS_IP6_ADDRESS
Notify payload encoded according to clause 9.3.1.3.

UP_IP4_ADDRESS 55504 This status when present indicates UP_IP4_ADDRESS
Notify payload encoded according to clause 9.3.1.4.

UP_IP6_ADDRESS 55505 This status when present indicates UP_IP6_ADDRESS
Notify payload encoded according to clause 9.3.1.5.

NAS_TCP_PORT 55506 This status when present indicates NAS_TCP_PORT
Notify payload encoded according to clause 9.3.1.6.

N3GPP_BACKOFF_T | 55507 This status when present indicates

IMER N3GPP_BACKOFF_TIMER Notify payload encoded
according to clause 9.3.1.7.

UP_SA INFO 55508 This status when present indicates UP_SA_INFO Notify
payload encoded according to clause 9.3.1.8.

In the present specification, only the private notify message status type values between 55500 and 55599 shall be
allocated to a Notify payload.

The private notify message status type val ues:
- between 49950 and 49999;
- between 50950 and 50999;
- between 51950 and 51999;
- between 52950 and 52999;
- between 53950 and 53999; and
- between 54950 and 54999;
shall not be allocated to a Notify payload defined in the present specification.

9.25 TNGF IPv4 contact info

The purpose of the TNGF 1Pv4 contact info information element is to indicate the I1Pv4 address of the TNGF to be used
for IKE SA establishment over trusted non-3GPP access network.

The TNGF IPv4 contact info is atype 4 information element with alength of 6 octets.

The TNGF I1Pv4 contact info information element is coded as shown in figure 9.2.5-1 and table 9.2.5-1.

8 7 6 5 4 3 2 1
TNGF IPv4 contact info IEI octet 1
Length of TNGF IPv4 contact info contents octet 2
TNGF IPv4 address octet 3 - 6

Figure 9.2.5-1: TNGF IPv4 contact info information element
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Table 9.2.5-1: TNGF IPv4 contact info information element

TNGF IPv4 address contains IPv4 address of the TNGF for IKE SA establishment
over trusted non-3GPP access network.

9.2.6 TNGF IPv6 contact info

The purpose of the TNGF IPv6 contact info information element is to indicate the I1Pv6 address of the TNGF to be used
for IKE SA establishment.

The TNGF IPv6 contact info is atype 4 information element with a length of 18 octets.

The TNGF IPv6 contact info information element is coded as shown in figure 9.2.6-1 and table 9.2.6-1.

8 7 6 5 4 3 2 1
TNGF IPv6 contact info IEI octet 1
Length of TNGF IPv6 contact info contents octet 2
TNGF IPv6 address octet 3-18

Figure 9.2.6-1: TNGF IPv6 contact info information element

Table 9.2.6-1: TNGF IPv6 contact info information element

TNGF IPv6 address contains IPv6 address of the TNGF for IKE SA establishment
over trusted non-3GPP access network.

9.2.7 NID
The purpose of the NID information element is to indicate the NID of the selected SNPN.
The NID isatype 4 information element with alength of 8 octets.

The NID information element is coded as shown in figure 9.2.7-1, figure 9.2.7-2, table 9.2.7-1 and table 9.2.7-2.

8 7 6 5 4 3 2 1
NID IEI octet 1
Length of NID contents octet 2
octet 3
NID
octet 8

Figure 9.2.7-1: NID information element

Table 9.2.7-1: NID information element

NID (octet 3 to octet 8)
NID field is coded according to figure 9.2.7-2 and table 9.2.7-2
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8 7 6 5 4 3 2
NID value digit 1 Assignment mode octet 3
NID value digit 3 NID value digit 2 octet 4
NID value digit 5 NID value digit 4 octet 5
NID value digit 7 NID value digit 6 octet 6
NID value digit 9 NID value digit 8 octet 7
0 0 0 0
Spare | Spare | Spare | Spare NID value digit 10 octet 8

Figure 9.2.7-2: NID

Table 9.2.7-2: NID

Assignment mode (octet 3 bits 1 to 4)
This field contains the binary encoding of the assignment mode of the NID as
defined in 3GPP TS 23.003 [8].

NID value (octet 3 bits 5 to 8, octets 4 to 7, octet 8 bits 1 to 4)
This field contains the binary encoding of each hexadecimal digit of the NID value
as defined in 3GPP TS 23.003 [8].

Bits 5 to 8 of octet 8 are spare and shall be coded as zero.

9.3 IETF RFC coding information

9.3.1 IKEv2 Notify payloads

9.3.1.1 5G_QOS_INFO Notify payload
The 5G_QOS _INFO Notify payload is used to indicate:

a) the PDU session identity;

b) zero or more QFIs;

c) optionaly a DSCP value associated with the child SA;

d) whether the child SA isthe default child SA; and

e) if trusted non-3GPP access, Additional QoS Information, or if untrusted non-3GPP access, optionally Additional

QoS Information.

The 5G_QOS _INFO Notify payload is coded according to figure 9.3.1.1-1 and table 9.3.1.1-1.
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Bits
7 6 5 4 3 2 1 0

Protocol ID

SPI Size

Notify Message Type

Length

PDU Session Identity

Number of QFls

QFI List

0 0 0 0 0

Spare | Spare | Spare | Spare | spare | Q0S! | PCS! |DSCPI
DSCP

Additional QoS Information

Figure 9.3.1.1-1: 5G_QOS_INFO Notify payload format

Bits
7 6 5 4 3 2 1 0

Number of parameters

Parameters list

Figure 9.3.1.1-2: Additional QoS Information

7 6 5 4 3 2 1 0

Parameter 1

Parameter 2

Parameter m

Figure 9.3.1.1-3: Parameters list

7 6 5 4 3 2 1 0

Parameter identifier

Length of parameter contents

Parameter contents

Figure 9.3.1.1-4: Parameter

ETSI
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Octets

X+2%
X+3* - X+y*

Octets
x+3

X+4 — x+y

Octets

X+4 — x+k
X+k+1 — x+p
X+p+1 — x+q

x+g+1l — x+y

Octets
x+4
X+5

X+6 — x+k
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Table 9.3.1.1-1: 5G_QOS_INFO Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55501 to indicate the 5G_QOS_INFO.

Octet 5 is the Length field. This field indicates the length in octets of the 5G_QOS_INFO Notify
payload starting from octet 6.

Octet 6 is the PDU Session Identity field. This field indicates the PDU session associated with the child
SA for user plane.

Octet 7 is the Number of QFIs field. This field indicates the number of QFIs in the QFI list.

Octet 8 to octet x is the QFI List field. This field indicates those QoS flows associated with the child SA.
Every QFl is coded as the QFI field in the QoS rule defined in 3GPP TS 24.501 [4].

Octet x+1, bit 0 is the DSCP included field (DSCPI).
0 DSCP field is not included.
1 DSCP field is included.

Octet x+1, hit 1 is the indication of whether the child SA is the default child SA (DCSI).
0 the child SA is not the default child SA.
1 the child SA is the default child SA.

Octet x+1, hit 2 is the Additional QoS Information indication field (QoSlI)
0 Additional QoS Information is not included.
1 Additional QoS Information is included.

Octet x+2 is the DSCP field. If included, this field indicates the DSCP marking for all IP packets sent
over this child SA.

Octet x+3 to octet x+y is the Additional QoS Information field which is included if the access network is
the trusted non-3GPP access network, and is optionally included if the access network is the untrusted
non-3GPP access network. This field is encoded as defined in table 9.3.1.1-2.
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Table 9.3.1.1-2: Additional QoS Information
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Octet x+3 is number of parameters

The number of parameters field contains the binary coding for the number of parameters in the
parameters list field. The number of parameters field is encoded in bits 7 through 0 of octet x+3
where bit 7 is the most significant and bit O is the least significant bit.

The parameter identifier field is used to identify each parameter included in the parameters list and it
contains the binary coding of the parameter identifier. Bit 7 of the parameter identifier field contains
the most significant bit and bit 0 contains the least significant bit. The following parameter identifiers
are specified:

Bits

76543210

00000001 QoS characteristics;

00000010 Maximum Flow Bit Rate downlink (MFBR downlink);

00000011 Maximum Flow Bit Rate uplink (MFBR uplink);

00000100 Guaranteed Flow Bit Rate downlink (GFBR downlink);

00000101 Guaranteed Flow Bit Rate uplink (GFBR uplink);

00000110 Notification Control;

00000111 Maximum Packet Loss Rate downlink; and

00001000 Maximum Packet Loss Rate uplink.

All other values are spare.

If the parameters list contains a parameter identifier that is not supported by the receiving entity the
corresponding parameter shall be discarded.
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If the parameter identifier indicates QoS characteristics, the parameter contents field contains the
following representation:

Octet 1 is the resource type with binary representation:
Bits

76543210

00000000 GBR

00000001 Delayed critical GBR

00000010 NonGBR

All other values are spare.

Octet 2 is the priority level with 1 as the highest priority and 127 as the lowest priority ((see
clause 9.3.1.84 in 3GPP TS 38.413 [29], see NOTE), and the binary representation is:

Bits

76543210

00000001

thru

01111111

All other values are spare.

Octets 3 and 4 are the packet delay budget and is a factor of 0.5ms (see clause 9.3.1.80 in
3GPP TS 38.413 [29], see NOTE), where the factor has the following binary representation:
Bits

7654321076543210

000000000000O0OOQOO

thru

0000001111111111

All other values are spare.

Octets 5 and 6 are the packet error rate where octet 5 is scalar and octet 6 represents exponent. The
packet error rate is calculated as {scalar x10 — exponent} (see clause 9.3.1.81 in

3GPP TS 38.413 [29]) The binary representation of scalar and exponent are:

Bits

76543210

00000000

thru

00001001

All other values are spare.

Octets 7 and 8 are the averaging window and is included if the resource type is GBR. Averaging
window is a factor of 0.5ms with default value of 2000ms (see clause 9.3.1.82 in

3GPP TS 38.413 [29], see NOTE), where the factor has the following binary representation:

Bits

7654321076543210

0000000000OOCOOQOOO

thru

0000O0111111111211112

All other values are spare.

Octets 9 and 10 are the maximum data burst volume and is included if the resource type is delayed
critical GBR. Maximum data burst volume is the maximum number of the bytes for the data volume
(see clause 9.3.1.83 in 3GPP TS 38.413 [29], see NOTE), where the maximum number of bytes has
the following binary representation:

Bits

7654321076543210

000000000000O00QOOO

thru

0000111111111111

All other values are spare.

For GBR and delayed critical GBR resource types if the parameter identifier indicates " GFBR
downlink", the parameter contents field contains one octet indicating the unit of the guaranteed flow
bit rate for downlink followed by two octets containing the value of the guaranteed flow bit rate for
downlink.

Unit of the guaranteed flow bit rate for downlink (octet 1)

Bits

76543210
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00000000 valueis not used
00000001 valueisincremented in multiples of 1 Kbps
00000010 valueisincremented in multiples of 4 Kbps
00000011 \valueisincremented in multiples of 16 Kbps
00000100 valueisincremented in multiples of 64 Kbps
00000101 \valueisincremented in multiples of 256 Kbps
00000110 \valueisincremented in multiples of 1 Mbps
00000111 \valueisincremented in multiples of 4 Mbps
00001000 valueisincremented in multiples of 16 Mbps
00001001 \valueisincremented in multiples of 64 Mbps
00001010 valueisincremented in multiples of 256 Mbps
00001011 valueisincremented in multiples of 1 Gbps
00001100 valueisincremented in multiples of 4 Gbps
00001101 \valueisincremented in multiples of 16 Gbps
00001110 \valueisincremented in multiples of 64 Gbps
00001111 \valueisincremented in multiples of 256 Gbps
00010000 valueisincremented in multiples of 1 Thps
00010001 valueisincremented in multiples of 4 Thps
00010010 valueisincremented in multiples of 16 Thps
00010011 \valueisincremented in multiples of 64 Thps
00010100 valueisincremented in multiples of 256 Thps
00010101 \valueisincremented in multiples of 1 Pbps
00010110 \valueisincremented in multiples of 4 Pbps
00010111 \valueisincremented in multiples of 16 Pbps
00011000 valueisincremented in multiples of 64 Pbps
00011001 valueisincremented in multiples of 256 Pbps

Value of the guaranteed flow bit rate for downlink (octets 2 and 3)
Octets 2 and 3 represent the binary coded value of the guaranteed flow bit rate for downlink in units
defined by the unit of the guaranteed flow bit rate for downlink.

For GBR and delayed critical GBR resource types if the parameter identifier indicates " GFBR uplink",
the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate for
uplink followed by two octets containing the value of the guaranteed flow bit rate for uplink.

Unit of the guaranteed flow bit rate for uplink (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate for downlink.

Value of the guaranteed flow bit rate for uplink (octets 2 and 3)
Octets 2 and 3 represent the binary coded value of the guaranteed flow bit rate for uplink in units
defined by the unit of the guaranteed flow bit rate for uplink.

For GBR and delayed critical GBR resource types if the parameter identifier indicates " MFBR
downlink", the parameter contents field contains one octet indicating the unit of the maximum flow bit
rate for downlink followed by two octets containing the value of maximum flow bit rate for downlink.

Unit of the maximum flow bit rate for downlink (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate for downlink.

Value of the maximum flow bit rate for downlink (octets 2 and 3)
Octets 2 and 3 represent the binary coded value of the maximum flow bit rate for downlink in units
defined by the unit of the maximum flow bit rate for downlink.

For GBR and delayed critical GBR resource types if the parameter identifier indicates " MFBR uplink”,
the parameter contents field contains one octet indicating the unit of the maximum flow bit rate for
uplink followed by two octets containing the value of the maximum flow bit rate for downlink.

Unit of the maximum flow bit rate for uplink (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate for uplink.

Value of the maximum flow bit rate for uplink (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the maximum flow bit rate for uplink in units
defined by the unit of the maximum flow bit rate for uplink.

For GBR and delayed critical GBR resource types if the parameter identifier indicates "Notification
Control", the parameter identifier shall be ignored in this release.
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For GBR and delayed critical GBR resource types if the parameter identifier indicates "Maximum
Packet Loss Rate downlink", the parameter contents field contains the ratio of the lost downlink
packets per number of downlink packets sent, expressed in tenth of percent (see clause 9.3.1.79 in
3GPP TS 38.413 [29], see NOTE), with the binary representation:

Bits

7654321076543210

000000000000O0QOOO

thru

0000001111101000

All other values are spare.

For GBR and delayed critical GBR resource types if the parameter identifier indicates "Maximum
Packet Loss Rate uplink”, the parameter contents field contains the ratio of the lost uplink packets per
number of uplink packets sent, expressed in tenth of percent (see clause 9.3.1.79 in

3GPP TS 38.413 [29]), with the binary representation:

Bits

7654321076543210

00000000000000OO

thru

0000001111101000

All other values are spare.

NOTE:  The protocol specified in 3GPP TS 29.413 [39] uses IEs specified in 3GPP TS 38.413 [29].

9.3.1.2 NAS_IP4_ADDRESS Notify payload

The NAS_I1P4A_ADDRESS Notify payload is used to indicate the inner | Pv4 address of the N3IWF for untrusted non-
3GPP access or the TNGF for trusted non-3GPP access for NAS message transport.

The NAS _IP4_ADDRESS Notify payload is coded according to figure 9.3.1.2-1 and table 9.3.1.2- 1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
IPv4 address 5-8

Figure 9.3.1.2-1: NAS_IP4_ADDRESS Notify payload format

Table 9.3.1.2-1: NAS_IP4_ADDRESS Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55502 to indicate the NAS_IP4_ADDRESS.

Octet 5 to octet 8 is the IPv4 address field. The IPv4 address field contains the inner IPv4 address of
the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access for NAS
message transport.

9.3.1.3 NAS_IP6_ADDRESS Notify payload

The NAS_1P6_ADDRESS Notify payload is used to indicate the inner | Pv6 address of the N3IWF for untrusted non-
3GPP access or the TNGF for trusted non-3GPP access for NAS message transport.
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The NAS _1P6_ADDRESS Notify payload is coded according to figure 9.3.1.3-1 and table 9.3.1.3-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
IPv6 address 5-20

Figure 9.3.1.3-1: NAS_IP6_ADDRESS Notify payload format

Table 9.3.1.3-1: NAS_IP6_ADDRESS Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55503 to indicate the NAS_IP6_ADDRESS.

Octet 5 to octet 20 is the IPv6 address field. The IPv6 address field contains the inner IPv6 address of
the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access for NAS
message transport.

9.3.14 UP_IP4 ADDRESS Notify payload

The UP_IP4_ADDRESS Notify payload is used to indicate the inner 1Pv4 address of the N3IWF for untrusted non-
3GPP access or the TNGF for trusted on-3GPP access for GRE user data packet transport.

The UP_IP4_ADDRESS Notify payload is coded according to figure 9.3.1.4-1 and table 9.3.1.4-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
IPv4 address 5-8

Figure 9.3.1.4-1: UP_IP4_ADDRESS Notify payload format

Table 9.3.1.4-1: UP_IP4_ADDRESS Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55504 to indicate the UP_IP4_ADDRESS.

Octet 5 to octet 8 is the IPv4 address field. The IPv4 address field contains the inner IPv4 address of
the N3IWF for untrusted non-3GPP access or the TNGF for trusted on-3GPP access for GRE user
data packet transport.
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9.3.1.5 UP_IP6_ADDRESS Notify payload

The UP_IP6_ADDRESS Notify payload is used to indicate the inner |Pv6 address of the N3IWF for untrusted non-
3GPP access or the TNGF for trusted non-3GPP access for GRE user data packet transport.

The UP_IP6_ADDRESS Notify payload is coded according to figure 9.3.1.5-1 and table 9.3.1.5-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
IPv6 address 5-20

Figure 9.3.1.5-1: UP_IP6_ADDRESS Notify payload format

Table 9.3.1.5-1: UP_IP6_ADDRESS Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55505 to indicate the UP_IP6_ADDRESS.

Octet 5 to octet 20 is the IPv6 address field. The IPv6 address field contains the inner IPv6 address of
the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access for GRE user
data packet transport.

9.3.1.6 NAS_TCP_PORT Notify payload

The NAS_TCP_PORT Notify payload is used to indicate the port number for the connection of the inner TCP transport
protocol for the NAS message transport.

The NAS_TCP_PORT Notify payload is coded according to figure 9.3.1.6-1 and table 9.3.1.6-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Port Number 5-6

Figure 9.3.1.6-1: NAS_TCP_PORT Notify payload format

Table 9.3.1.6-1: NAS_TCP_PORT Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55506 to indicate the NAS_TCP_PORT.

Octet 5 and octet 6 are the Port Number field which contains the port number of the connection for
the inner TCP transport protocol for the NAS message transport.
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9.3.1.7 N3GPP_BACKOFF_TIMER Notify payload
The N3GPP_BACKOFF_TIMER Notify payload is used to indicate the value of the back-off timer.
The N3GPP_BACKOFF_TIMER Notify payload is coded according to figure 9.3.1.7-1 and table 9.3.1.7-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Backoff Timer Value 5

Figure 9.3.1.7-1: N3GPP_BACKOFF_TIMER Notify payload format

Table 9.3.1.7-1: N3GPP_BACKOFF_TIMER Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55507 to indicate the N3GPP_BACKOFF_TIMER.

Octet 5 is the Backoff Timer Value field. This field indicates the value of the back-off timer. It is coded
as the value part (as specified in 3GPP TS 24.007 [22] for type 4 IE) of the GPRS timer 3 information
element defined in 3GPP TS 24.008 [28] clause 10.5.7.4a (NOTE).

NOTE: The GPRS Timer 3 IEl field and the length of GPRS Timer 3 contents field of the GPRS
timer 3 information element are not included in the value of the back-off timer.

9.3.1.8 UP_SA_INFO Notify payload
The UP_SA_INFO Notify payload is used to indicate the SPI of the inbound ESP packets of the user plane |Psec SA.
The UP_SA_INFO Notify payload is coded according to figure 9.3.1.8 and table 9.3.1.8.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
SPI 5-8
Extensions 9 —x*

Figure 9.3.1.8: UP_SA_INFO Notify payload format
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Table 9.3.1.8: UP_SA_INFO Notify payload value

Octet 1 is defined in IETF RFC 7296 [6]
Octet 2 is the SPI Size field. This field indicates the length of the SPI field in octets.

Octet 3 and octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
55508 to indicate the UP_SA_INFO.

Octet 5 to octet 8 is the SPI field. This field indicates the SPI of the inbound ESP packets (i.e. the
ESP packets that the sender of UP_SA_INFO Notify payload is expected to receive) of the user plane
IPsec SA specified in IETF RFC 7296 [6].

Octet 9 to octet x is an optional Extensions field reserved for future use.

9.3.2 EAP-5G method

9321 General

The messages of EAP-5G method are EAP requests and EAP responses as specified in IETF RFC 3748 [9] clause 4.1
and use coding of the expanded method type as described in IETF RFC 3748 [9] clause 5.7.

The sending entity shall set the value of a spare bit to zero. The receiving entity shall ignore the value of a spare bit.
9.3.2.2 Message format

9.3.2.2.1 EAP-Request/5G-Start message
EAP-Request/5G-Start message is coded as specified in figure 9.3.2.2.1-1 and table 9.3.2.2.1- 1.

Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
Extensions 15-m

Figure 9.3.2.2.1-1: EAP-Request/5G-Start message
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expanded type.

Private Enterprise Code registry.

3GPP TS 33.402 [10] annex C.

Spare field consists of spare bits.

Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.

Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in

Message-Id field is set to 5G-Start-Id of 1 (decimal).

Extensions field is an optional field and consists of spare bits.

Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates request.

Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-
Request/5G-Start message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI

9.3.2.2.2

EAP-Response/5G-

NAS message

EAP-Response/5G-NAS message is coded as specified in figure 9.3.2.2.2-1 and table 9.3.2.2.2-1.

Bits
4 3 2 1 0

Code

Identifier

Length

Type

Vendor-Id

Vendor-Type

Message-Id

Spare

AN-parameters length

AN-parameters

NAS-PDU length

NAS-PDU

Extended-AN-parameters length

Extended-AN-parameters

Extensions

Figure 9.3.2.2.2-1: EAP-Response/5G-NAS message

Table 9.3.2.2.2-1: EAP-Response/5G-NAS message

ETSI
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15-16
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Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates response.
Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.

Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-
Response/5G-NAS message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in
3GPP TS 33.402 [10] annex C.

Message-Id field is set to 5G-NAS-Id of 2 (decimal).

Spare field consists of spare bits.

AN-parameters length indicates the length of the AN-parameters field in octets. If the AN-parameters
length field is set to zero value, the AN-parameters field is absent. If the AN-parameters length field is
set to a non-zero value, the AN-parameters field is present.

AN-parameters field is coded according to figure 9.3.2.2.2-2 and table 9.3.2.2.2-2.

NAS-PDU length field indicates the length of NAS-PDU field in octets. The NAS-PDU length field is
set to a non-zero value.

NAS-PDU field contains a NAS message from the UE as specified in 3GPP TS 24.501 [4].

Extended-AN-parameters length field indicates the length of the extended-AN-parameters field in
octets. The Extended-AN-parameters length field is present if the EAP-Response/5G-NAS message
is at least (y+n+1) octets long.

Extended-AN-parameters field is coded according to figure 9.3.2.2.2-4 and table 9.3.2.2.2-4. If the
Extended-AN-parameters length field is set to zero value, the Extended-AN-parameters field is
absent. If the Extended-AN-parameters length field is set to a non-zero value, the Extended-AN-
parameters field is present.

Extensions field is an optional field and consists of spare bits. The sending entity shall not include the
Extensions field.

7 6 5 4 3 2 1 0

octet 17
AN-parameter 1
octet a

octet (a+1)*

AN-parameter 2
octet b*
octet (b+1)*

octet k*
octet (k+1)*

AN-parameter n

octet (17+x)*

Figure 9.3.2.2.2-2: AN-parameters field

Table 9.3.2.2.2-2: AN-parameters field

Each AN-parameter field is coded according to figure 9.3.2.2.2-3 and table 9.3.2.2.2-3.
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7 6 5 4 3 2 1 0
AN-parameter type octet a+1
AN-parameter length octet a+2

octet (a+3)*
AN-parameter value
octet b*

Figure 9.3.2.2.2-3: AN-parameter field
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Table 9.3.2.2.2-3: AN-parameter field

The AN-parameter length field indicates the length of the AN-parameter value field. If
the AN-parameter length field is set to zero value, the AN-parameter value field is
absent. If the AN-parameter length field is set to non-zero value, the AN-parameter
value field is present.

The AN-parameter type field indicates the type of the AN-parameter value field. Sending
entity shall not set the AN-parameter type field to a spare value. Receiving entity shall
ignore any AN-parameter field with the AN-parameter type field set to a spare value.

The following AN-parameter type field values are specified:

- 01H (GUAMI);

- 02H (selected PLMN ID);

- 03H (requested NSSAI);

- 04H (establishment cause for non-3GPP access);

- O5H (selected NID);

- 06H (UE identity);

- 07H (onboarding indication);and

- 08H (GUAMI type).

All other values of the AN-parameter type field are spare. Receiving entity shall ignore
an AN-parameter field with the AN-parameter type field set to a spare value.

When the AN-parameter type field indicates the GUAMI, the AN-parameter value field is
coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information
element) of GUAMI information element as specified in clause 9.2.1.

When the AN-parameter type field indicates the selected PLMN ID, the AN-parameter
value field is coded according to value part of PLMN ID information element as specified
in clause 9.2.3.

When the AN-parameter type field indicates the requested NSSAI, the AN-parameter
value field is coded according to value part of NSSAI information element as specified in
clause 9.11.3.37 of 3GPP TS 24.501 [4].

When the AN-parameter type field indicates the establishment cause for non-3GPP
access, the AN-parameter value field is coded as value part (as specified in

3GPP TS 24.007 [22] for type 3 information element) of the Establishment cause for
non-3GPP access information element as specified in clause 9.2.2.

When the AN-parameter type field indicates the selected NID, the AN-parameter value
field is coded according to the value part of the NID information element as specified in
clause 9.2.7.

When the AN-parameter type field indicates the UE identity, the AN-parameter value
field is coded according to the value part of the 5GS mobile identity information element
for type of identity 5G-GUTI or for type of identity SUCI as specified in clause 9.11.3.4 of
3GPP TS 24.501 [4].

When the AN-parameter type field indicates the onboarding indication, the value of AN-
parameter length is 0, i.e. the AN-parameter value field is not present.

When the AN-parameter type field indicates the GUAMI type, the value of AN-parameter
length is set to 1 and the AN-parameter value field indicates whether the GUAMI is
derived from native 5G-GUTI or 4G-GUTI as specified in clause 5.3.1.1 of

3GPP TS 24.501 [4]. The following GUAMI type field values are specified:

- 01H (GUAMI derived from native 5G-GUTI);

- 02H (GUAMI derived from 4G-GUTI);

All other values of the GUAMI type field are spare. Receiving entity shall ignore a
GUAMI type field set to a spare value.
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7 6 5 4 3 2 1 0

octet (y+n+3)
Extended-AN-parameter 1
octet ¢

octet (c+1)*

Extended-AN-parameter 2
octet d*
octet (d+1)*

octet e*
octet (e+1)*

Extended-AN-parameter n

octet f*

Figure 9.3.2.2.2-4: Extended-AN-parameters field

Table 9.3.2.2.2-4: Extended-AN-parameters field

Each extended-AN-parameter field is coded according to figure 9.3.2.2.2-5 and
table 9.3.2.2.2-5.

7 6 5 4 3 2 1 0
Extended-AN-parameter type octet c+1
octet c+2
Extended-AN-parameter length
octet c+3
octet c+4
Extended-AN-parameter value
octetd

Figure 9.3.2.2.2-5: Extended-AN-parameter field

Table 9.3.2.2.2-5: Extended AN-parameter field

The extended-AN-parameter length field indicates the length of the extended-AN-
parameter value field. The extended-AN-parameter length field is set to a non-zero
value.

The extended-AN-parameter type field indicates the type of the extended-AN-parameter
value field.

The following extended-AN-parameter type field values are specified:

- 06H (UE identity).

All other values of the extended-AN-parameter type field are spare. Sending entity shall
not set the extended-AN-parameter type field to a spare value. Receiving entity shall
ignore any extended-AN-parameter field with the extended-AN-parameter type field set
to a spare value.

When the extended-AN-parameter type field indicates the UE identity, the extended-AN-
parameter value field is coded according to the value part of the 5GS mobile identity
information element for type of identity SUCI as specified in clause 9.11.3.4 of

3GPP TS 24.501 [4].

9.3.2.2.3 EAP-Request/5G-NAS message
EAP-Request/5G-NAS message is coded as specified in figure 9.3.2.2.3-1and table 9.3.2.2.3-1.
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Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
NAS-PDU length 15-16
NAS-PDU 17-n
Extensions n+l-z

Figure 9.3.2.2.3-1: EAP-Request/5G-NAS message

Table 9.3.2.2.3-1: EAP-Request/5G-NAS message

Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates request.
Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.

Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-
Request/5G-NAS message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in
3GPP TS 33.402 [10] annex C.

Message-Id field is set to 5G-NAS-Id of 2 (decimal).
Spare field consists of spare bits.
NAS-PDU length field indicates the length of NAS-PDU field in octets.

NAS-PDU field contains a NAS message from the AMF as specified 3GPP TS 24.501 [4].

Extensions field is an optional field and consists of spare bits.

9.3.2.24 EAP-Response/5G-Stop message
EAP-Response/5G-Stop message is coded as specified in figure 9.3.2.2.4-1 and table 9.3.2.2.4-1.

Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
Extensions 15-m

Figure 9.3.2.2.4-1: EAP-Response/5G-Stop message
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Table 9.3.2.2.4-1: EAP-Response/5G-Stop message

Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates response.
Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.

Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-
Response/5G-Stop message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in
3GPP TS 33.402 [10] annex C.

Message-Id field is set to 5G-Stop-Id of 4 (decimal).
Spare field consists of spare bits.

Extensions field is an optional field and consists of spare bits.

9.3.2.25 EAP-Request/5G-Notification message

EAP-Request/5G-Notification message is coded as specified in figure 9.3.2.2.5-1 and table 9.3.2.2.5-1.

Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-Id 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
AN-parameters length 15-16
AN-parameters 17-n
Extensions n+l-m

Figure 9.3.2.2.5-1: EAP-Request/5G-Notification message
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Table 9.3.2.2.5-1: EAP-Request/5G-Notification message

Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates request.
Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.

Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-
Request/5G-Notification message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in
3GPP TS 33.402 [10] annex C.

Message-Id field is set to 5G-Natification-Id of 3 (decimal).
Spare field consists of spare bits.
AN-parameters length indicates the length of the AN-parameters field in octets

AN-Parameters field is coded according to figure 9.3.2.2.5-2 and table 9.3.2.2.5-2.

Extensions field is an optional field and consists of spare bits.

7 6 5 4 3 2 1 0
octet 17
AN-parameter 1
octet a
octet a+1
AN-parameter 2
octet b
octet b+1
octet k
octet k+1
AN-parameter n
octet n

Figure 9.3.2.2.5-2: AN-parameters field

Table 9.3.2.2.5-2: AN-parameters field

Each AN-parameter field is coded according to figure 9.3.2.2.5-3 and table 9.3.2.2.5-3.

7 6 5 4 3 2 1 0
AN-parameter type octet a+1
AN-parameter length octet a+2
octet a+3
AN-parameter value
octet b

Figure 9.3.2.2.5-3: AN-parameter field
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Table 9.3.2.2.5-3: AN-parameter field

The AN-parameter length field indicates the length of the AN-parameter value field.

The AN-parameter type field indicates the type of the AN-parameter value field. Sending
entity shall not set the AN-parameter type field to a spare value. Receiving entity shall
ignore any AN-parameter field with the AN-parameter type field set to a spare value.

The following AN-parameter type field values are specified:

- 01H (TNGF IPv4 contact info);

- 02H (TNGF IPv6 contact info);

All other values of the AN-parameter type field are spare. Receiving entity shall ignore
an AN-parameter field with the AN-parameter type field set to a spare value.

When the AN-parameter type field indicates the TNGF IPv4 contact info, the AN-
parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for
type 3 information element) of TNGF IPv4 contact info information element as specified
in clause 9.2.5.

When the AN-parameter type field indicates the TNGF IPv6 contact info, the AN-
parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for
type 3 information element) of TNGF IPv6 contact info information element as specified
in clause 9.2.6.

9.3.2.2.6 EAP-Response/5G-Natification message
EAP-Response/5G-Notification message is coded as specified in figure 9.3.2.2.6-1 and table 9.3.2.2.6-1.

Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
Extensions 15-z

Figure 9.3.2.2.6-1: EAP-Response/5G-Notification message
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Table 9.3.2.2.6-1: EAP-Response/5G-Notification message

Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates response.
Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.

Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-
Response/5G-Notification message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in
3GPP TS 33.402 [10] annex C.

Message-Id field is set to 5G-Natification-Id of 3 (decimal).

Spare field consists of spare bits.

Extensions field is an optional field and consists of spare bits.

9.3.3 GRE encapsulated user data packet

GRE encapsulated user data packet is coded according to figure 9.3.3-1 and table 9.3.3-1.

Bits
7 6 5 4 3 2 1 0 Octets
GRE header 1-8
Payload packet 9-x

Figure 9.3.3-1: GRE encapsulated user data packet

Table 9.3.3-1: GRE encapsulated user data packet

Octet 1 to octet 8 are the GRE header field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15].
The GRE header field is coded according to figure 9.3.3-2 and table 9.3.3-2.

Octet 9 to octet x are the Payload packet field. The Payload packet field contains one user data

packet.
Bits
7 6 5 4 3 2 1 0 Octets
Reserv K S Reserved0 1
ed0

Reserved0 | Ver 2
Protocol type 3-4
Key 5-8

Figure 9.3.3-2: GRE header field
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Table 9.3.3-2: GRE header field

Bit 7 of octet 1 is the C bit defined in IETF RFC 2784 [14]. The C bit is set to zero.

Bits 6, 3, 2, 1 and 0 of octet 1 and bits 7, 6, 5, 4, and 3 of octet 2 are the ReservedO field defined in
IETF RFC 2784 [14] and IETF RFC 2890 [15].

Bit 5 of octet 1 is the K bit defined in IETF RFC 2890 [15]. The K bit is set to one.
Bit 4 of octet 1 is the S bit defined in IETF RFC 2890 [15]. The S bit is set to zero.
Bits 2, 1 and O of octet 2 is the Ver field defined in IETF RFC 2784 [14].

Octet 3 and octet 4 are the Protocol Type field defined in IETF RFC 2784 [14]. The Protocol Type
field is set to zero. (see NOTE)

Octet 5 to octet 8 are the Key field defined in IETF RFC 2890 [15]. The Key field is coded according
to figure 9.3.3-3 and table 9.3.3-3.

NOTE:  The receiving entity shall ignore value of the Protocol Type field.

Bits
7 6 5 4 3 2 1 0 Octets
0 0 QFI 5
Spare | Spare
0 0 0 0 0 0 0 0 6
Spare | Spare | Spare | Spare | Spare | Spare | Spare | Spare
0 0 0 0 0 0 0 0 7
Spare | Spare | Spare | Spare | Spare | Spare | Spare | Spare
RQI 0 0 0 0 0 0 0 8
Spare | Spare | Spare | Spare | Spare | Spare | Spare

Figure 9.3.3-3: Key field of GRE header

Table 9.3.3-3: Key field of GRE header

RQI (octet 8, bit 7)

Bit

7

0 RQI is not indicated
1 RQI is indicated

QFI (octet 5, bits 5 to 0)

Bits
5 4 3 2 1 0
0O 0 OO 0O QFI O
to
1 1 1 1 1 1 QFI 63
9.4 NAS message envelope

NAS message envelopeis used to frame the NAS message prior to its encapsulation as the TCP payload in the inner IP
datagram.

NAS message envelope is encoded according to figure 9.4-1 and table 9.4-1.
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Bits
7 6 5 4 3 2 1 0 Octets
Length 1-2
NAS Message 3-m

Figure 9.4-1: NAS message envelope format

Table 9.4-1: NAS message envelope value

Octet 1 and Octet 2 indicate the Length field. The Length field contains the length of the NAS
message in bytes.

Octet 3 to octet m indicate the NAS Message field. The NAS Message field contains the NAS
message which is to be framed in prior to encapsulation as the TCP payload in the inner IP datagram
of the transmitted IP packet.
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Annex A (informative):
Change history
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Change history

Date Meeting | TDoc CR |Rev |Cat [Subject/Comment New
version
2017-10-|CT1#106| C1-174508 Initial Draft provided to CT1#106. 0.0.0
23
2017-11 |CT1#106| C1-174572 Includes the contribution agreed by CT1 at CT1#106. 0.1.0
2017-12 |CT1#107| C1-175315, Incorporates the agreed P-CRs for TS 24.502 from CT1#107 plus 0.2.0
C1-174945, editorial changes and reference updates by the rapporteur.
C1-174947,
C1-174948,
C1-175317
2017-12 Additional editorial changes by the rapporteur 0.2.1
2018-02 |CT1#108| C1-180055, Incorporates the agreed P-CRs for TS 24.502 from CT1#108 plus 0.3.0
C1-180475, editorial changes and reference updates by the rapporteur.
C1-180691,
C1-180692,
C1-180700
2018-03 |CT1#109| C1-181454, Incorporates the agreed P-CRs for TS 24.502 from CT1#109 plus 0.4.0
C1-181704, editorial changes, reference and styles updates by the rapporteur.
C1-181249,
C1-181327,
C1-181489,
C1-181490,
C1-181491,
C1-181498,
C1-181499,
C1-181600,
C1-181602
2018-04 |CT1#110| C1-182494, Incorporates the agreed P-CRs from CT1#110 plus editorial changes, 0.5.0
C1-182175, reference and styles updates by the rapporteur.
C1-182403,
C1-182680,
C1-182700,
C1-182722,
C1-182794,
C1-182807,
C1-182818,
C1-182819,
C1-182843
2018-05 |CT1#111| C1-183037, Incorporates the agreed P-CRs from CT1#111 plus editorial changes, 0.6.0
C1-183040, reference and styles updates by the rapporteur.
C1-183046,
C1-183047,
C1-183733,
C1-183734,
C1-183735,
C1-183783,
C1-183828,
C1-183829
2018-06 | CT-80 | CP-181095 Version 1.0.0 created for presentation to TSG CT#80 for information and | 1.0.0
approval.
2018-06 | CT-80 Version 15.0.0 created after approval 15.0.0
2018-09| CT-81 [ CP-182143 |0001 2| F |Correction for providing GUAMI as part of AN parameters 15.1.0
2018-09 | CT-81 | CP-182143 |0002 2| F |Caorrection for coding of non-3GPP access establishment cause AN 15.1.0
parameter
2018-09 | CT-81 | CP-182143 |0003 2| F |Correction for N3AN node selection 15.1.0
2018-09 | CT-81 | CP-182143 |0004 1 B |Including GUAMI as AN-parameters during registration for non-3GPP 15.1.0
access
2018-09 | CT-81 | CP-182143 |0005 2| B |Coding of AN-parameters in EAP 5G-NAS message 15.1.0
2018-09 | CT-81 [ CP-182143 |0007 3] B |3GPP specific IKEv2 private Notify Message Types 15.1.0
2018-09 | CT-81 | CP-182143 |0011 2| F |Changing Transport Mode to Tunnel Mode for IPsec Tunnel 15.1.0
2018-09 | CT-81 | CP-182143 |0014 1| F [Clarification on ANDSP 15.1.0
2018-09 | CT-81 | CP-182143 |0018 F [Definition of new notify payloads 15.1.0
2018-09 | CT-81 | CP-182143 |0019 1| F |Corrections for liveness check 15.1.0
2018-09 | CT-81 [ CP-182143 |0022 3| F |Signalling IPsec SA establishment not accepted by the network 15.1.0
2018-09 | CT-81 | CP-182143 |0023 1{ B |User plane IPsec SA establishment not accepted 15.1.0
2018-09 | CT-81 [ CP-182143 |0024 2| F |NAI as identifier for non-3GPP access 15.1.0
2018-09 | CT-81 | CP-182143 |0027 1{ B |IKE SA deletion procedure handling 15.1.0
2018-09 | CT-81 Editorial corrections 15.1.1
2018-12 | CT-82 | CP-183042 |0029 2| F |Caorrection of name fields and protocol numbers 15.2.0
2018-12 | CT-82 [ CP-183042 |0030 2| F |Correction for default user plane SA indication 15.2.0
2018-12 | CT-82 | CP-183042 |0031 1{ F |Correction for DSCP in outer IP header carrying uplink user data packet | 15.2.0
2018-12 | CT-82 [ CP-183042 |0032 F | Corrections for coding of establishment cause for non-3GPP access 15.2.0
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2018-12 | CT-82 | CP-183042 |0033 1| F |Removing an editor's note 15.2.0
2018-12 | CT-82 | CP-183042 |0034 F [Editor's note on usage of Any PLMN entry configuration 15.2.0
2018-12 | CT-82 | CP-183042 |0036 2| F |Local deletion of IKE SA and child SAs 15.2.0
2018-12 | CT-82 | CP-183042 |0037 2| F |IKE SA and child SAs deletion by UE due to rekeying failure 15.2.0
2018-12 | CT-82 | CP-183042 |0038 F _[Correction on child user plane IPsec SA establishment description 15.2.0
2018-12 | CT-82 | CP-183042 |0039 F [Resolve the editor note on liveness check 15.2.0
2018-12 | CT-82 [ CP-183042 |0040 2| B |TCP protocol as inner transport layer protocol for NAS signaling 15.2.0
2018-12 | CT-82 | CP-183042 |0041 1{ F |Clarification and clean up 15.2.0
2018-12 | CT-82 [ CP-183042 |0043 1{ F |Correction on N3AN node configuration information 15.2.0
2018-12 | CT-82 | CP-183042 |0044 F [Correcting automatic and manual mode procedures 15.2.0
2018-12 | CT-82 | CP-183042 |0045 2| F |SUPI and SUCI as user identities 15.2.0
2018-12 | CT-82 [ CP-183042 |0047 2| F |Correct determination of country the UE is located in 15.2.0
2018-12 | CT-82 | CP-183042 |0049 1{ F |Backoff timerin IKE_AUTH response 15.2.0
2019-03 | CT-83 [ CP-190090 |0050 1| F |AMF congestion when establishing security association and editors note | 15.3.0
2019-03 | CT-83 | CP-190090 |0051 1{ B |AMF congestion when receiving NAS message 15.3.0
2019-03 | CT-83 | CP-190090 |0053 2| F |Correcting the name of ITU-T Recommendation E.212 15.3.0
2019-03 | CT-83 | CP-190090 |0054 1[{ F |Remove of an editorial note 15.3.0
2019-03 | CT-83 | CP-190090 |0055 1{ F |Correction on WLAN selection 15.3.0
2019-03 | CT-83 | CP-190090 |0056 3| F |Establishment of TCP connection for transport of NAS messages 15.3.0
2019-03 | CT-83 | CP-190090 |0059 2| F |Alignment of the PLMN determination 15.3.0
2019-03 | CT-83 | CP-190090 |0060 2| F |Correct WLAN selection procedure 15.3.0
2019-03 | CT-83 | CP-190090 |0062 D |Correction to definition of the PCF abbreviation 15.3.0
2019-03 | CT-83 | CP-190090 |0063 F |Correct empty clause 15.3.0
2019-06 | CT-84 | CP-191125 |0065 F [Release of TCP connection for transport of NAS messages 15.4.0
2019-06 | CT-84 | CP-191125 |0069 1 F |Clarification for untrusted non-3GPP access 15.4.0
2019-06 | CT-84 | CP-191125 |0082 1{ F |IPsec SA maodification procedure 15.4.0
2019-06 | CT-84 [ CP-191136 |0066 1| F [Errorin EAP-Response/5G-NAS message coding 16.0.0
2019-06 | CT-84 | CP-191137 |0067 1{ B |EAP-5G extensions for trusted non-3GPP access 16.0.0
2019-06 | CT-84 [ CP-191137 |0071 1| B |Update to the scope for trusted non-3GPP access 16.0.0
2019-06 | CT-84 | CP-191137 |0072 2| B |Introduction of trusted non-3GPP access description 16.0.0
2019-06 | CT-84 | CP-191137 |0073 5| B [QoS for non-3GPP access 16.0.0
2019-06 | CT-84 | CP-191137 |0074 5] B |Authentication and authorization for accessing 5GS 16.0.0
2019-06 | CT-84 | CP-191137 |0075 3| B |Update to WLAN selection procedure because of trusted non-3GPP 16.0.0
access
2019-06 | CT-84 | CP-191148 |0079 B |N3IWF FQDN configured in a UE to support access to PLMN/SNPN 16.0.0
services via SNPN/PLMN
2019-06 | CT-84 | CP-191136 |0080 1{ D |Editorial changes 16.0.0
2019-06 | CT-84 | CP-191137 |0081 2| F |Adding text to General section of clause 9 entitled "Parameters and 16.0.0
coding"
2019-06 | CT-84 | CP-191136 |0083 D |Alignment of capitalizations 16.0.0
2019-06 | CT-84 | CP-191137 |0084 3] B | TNAN and PLMN selection procedures using trusted WLAN 16.0.0
2019-06 | CT-84 | CP-191136 |0085 1| F |Reference to IEEE Std 802.11 16.0.0
2019-06 | CT-84 | CP-191148 |0086 1{ B |A dedicated child SA and a DSCP value for QoS flows 16.0.0
2019-06 | CT-84 | CP-191137 |0087 2| B |Update to the scope for wireline access networks 16.0.0
2019-09 | CT-85 [ CP-192059 |0068 5| B |UE registration for trusted non-3GPP access 16.1.0
2019-09 | CT-85 | CP-192058 |0090 1{ F |Adding a general clause 16.1.0
2019-09 | CT-85 | CP-192059 |0092 2| B |Text modification for trusted non-3GPP access 16.1.0
2019-09 | CT-85 | CP-192058 |0093 1{ F |Modification for untrusted non-3GPP access 16.1.0
2019-09 | CT-85 | CP-192059 |0094 1[{ C |Address EN on PLMN Selector list 16.1.0
2019-09 | CT-85 | CP-192058 |0095 B |Forbidden PLMNs for non-3GPP access to 5GCN 16.1.0
2019-09 | CT-85 | CP-192045 |0097 1{ A |Protocol type field in GRE encapsulated user data packet 16.1.0
2019-12 | CT-86 | CP-193100 |0099 F [Remove the content under the void clause 16.2.0
2019-12 | CT-86 | CP-193100 |0100 1| B |Registration, Session establishment and session release of 5G capable | 16.2.0
over WLAN (N5CW) device
2019-12 | CT-86 | CP-193100 |0101 3| F |Removal of an editor's note 16.2.0
2019-12 | CT-86 | CP-193119 |0102 1| F |FQDN for N3IWF selection to access PLMN services via an SNPN 16.2.0
2019-12 | CT-86 [ CP-193092 |0103 3| F |Apply ANDSP of equivalent PLMN 16.2.0
2019-12 | CT-86 | CP-193119 |0104 3] F |Addition of NID to AN parameters 16.2.0
2019-12 | CT-86 | CP-193100 |0106 1{ B |WLAN and PLMN selection procedures for a NSCW device 16.2.0
2019-12 | CT-86 [ CP-193100 |0107 F [Scope correction 16.2.0
2019-12 | CT-86 | CP-193100 |0108 1{ B |PLMN selection for wireline access 16.2.0
2019-12 | CT-86 | CP-193100 |0109 B |QoS handling for wireline access 16.2.0
2020-03 | CT-87e [ CP-200113 |0110 3| B |EAP-5G handling and transport of NAS messages for wireline access 16.3.0
2020-03 | CT-87e | CP-200113 |0111 2| B |Additional QoS Information in an untrusted non-3GPP network 16.3.0
2020-03 | CT-87e | CP-200113 |0113 1{ F |Removal of an editor's note 16.3.0
2020-03 | CT-87e | CP-200129 |0115 C |Updating length of NID 16.3.0
2020-03 | CT-87e | CP-200113 |0116 1( B |Support of authentication and registration of NSGC devices via wireline 16.3.0
access
2020-03 | CT-87e | CP-200113 |0118 1{ B |SUPI and SUCI for legacy wireline access 16.3.0
2020-06 | CT-88e | CP-201090 |0120 5] A |Correct N3AN node selection due to LI 16.4.0
2020-06 | CT-88e | CP-201106 |0121 F [Add handling for UE configured to use timer T3245 in 5GS for non-3GPP | 16.4.0
access

ETSI



3GPP TS 24.502 version 19.4.0 Release 19 115 ETSI TS 124 502 V19.4.0 (2026-07)

2020-06 | CT-88e [ CP-201108 |0122 1{ F |Inclusion of requested NSSAI in AN parameters 16.4.0
2020-06 | CT-88e | CP-201108 |0123 1| F |Removal of editor's notes 16.4.0
2020-06 | CT-88e [ CP-201090 |0125 2| A |Remove USE_TRANSPORT_MODE in response 16.4.0
2020-06 | CT-88e | CP-201108 |0126 1{ B |Error type on failure of reserving QoS resources over non-3GPP access | 16.4.0
2020-06 | CT-88e [ CP-201106 |0130 1{ F |Extending congestion notification to capture N3IWF or TNGF overload 16.4.0
2020-06 | CT-88e | CP-201106 |0131 1{ F |Enable N3IWF to initiate TCP connection establishment upon failure 16.4.0
2020-06 | CT-88e | CP-201108 |0134 1| F |Access network parameters 16.4.0
2020-06 | CT-88e | CP-201108 |0135 1{ F |Correction of TNGF procedure 16.4.0
2020-06 | CT-88e | CP-201108 |0143 1| B |SUPI/SUCI of N5GC devices 16.4.0
2020-06 | CT-88e | CP-201108 |0136 3| F |Correcting reference 16.4.0
2020-06 | CT-88e | CP-201106 |0138 1{ F |Correcting editorial errors 16.4.0
2020-06 | CT-88e | CP-201106 |0139 1| F |Resolution of editor's notes under clauses 7.3.4 and 7.3.5 16.4.0
2020-06 | CT-88e | CP-201108 |0140 1[{ F |N5CW device registration and IP assignment 16.4.0
2020-06 | CT-88e | CP-201106 |0141 1| F |Resolution of editor's notes under clauses 7.5.5 and 7.5.6 16.4.0
2020-06 | CT-88e | CP-201108 |0142 1| F |Resolution of editor's note under clause 7.3A.4.2 16.4.0
2020-09 | CT-89%e [ CP-202152 |0144 1{ F |W-CP connection in 24.502 16.5.0
2020-09 | CT-89%e | CP-202170 |0148 1{ F |Correction in N3AN node selection involving SNPN 16.5.0
2020-09 | CT-89%e | CP-202149 |0150 F [Remove editor's notes of child SA deletion procedure 16.5.0
2020-09 | CT-89%e | CP-202149 |0151 1{ F |Corrections on encodings and typos in 24502 16.5.0
2020-09 | CT-89%e | CP-202149 |0152 F _[Corrections on the encoding of the 5G_QOS _INFO Notify payload 16.5.0
2020-09 | CT-89%e | CP-202174 |0146 D |Editorial clean up 17.0.0
2020-09 | CT-89%e | CP-202174 (0147 2| F |Handling of the OVERLOAD START message in the NWu interface 17.0.0
2020-09 | CT-89%e [ CP-202174 10149 1{ F |Correction on handling of USE_TRANSPORT_MODE 17.0.0
2020-12 | CT-90e | CP-203175 |0153 1| F |Alignment of the removing of PLMN from the list of "forbidden PLMNs for | 17.1.0

non-3GPP access to 5GCN"

2020-12 | CT-90e | CP-203177 |0155 A [Clarification on NAI provided by NSCW device 17.1.0
2020-12 | CT-90e | CP-203177 |0157 A _|Resolve editor notes on trusted access selection 17.1.0
2020-12 | CT-90e | CP-203177 |0167 A |Resolution of the editor's notes on the procedure for determining whether| 17.1.0
it is mandatory to select a PLMN in the visited country
2020-12 | CT-90e | CP-203175 |0169 2| F [Establishment cause in non-3GPP access 17.1.0
2020-12 | CT-90e | CP-203177 |0173 1{ A |Correction to trusted connectivity 17.1.0
2020-12 | CT-90e | CP-203177 |0175 2| A |Correction to procedures for non 5G capable over WLAN (N5CW) 17.1.0
devices
2020-12 | CT-90e [ CP-203224 |0176 1{ F |Setting TCP source port number 17.1.0
2021-03 | CT-91e | CP-210114 |0181 2] A |SNPN access operation mode 17.2.0
2021-03 | CT-91e | CP-210114 |0183 1| A |Update of N3IWF selection procedure for access to SNPN services viaa | 17.2.0
PLMN
2021-03 | CT-91e | CP-210116 |0187 F [Optionally include Additional QoS Information for untrusted non-3GPP 17.2.0
2021-03 | CT-91e | CP-210116 |0188 1| F |Clarification on IKE SA and signalling IPsec SA establishment on 17.2.0
untrusted access
2021-06 | CT#92e | CP-211130 |0171 7] A |Correct N3AN node selection due to permitted home routing 17.3.0
2021-06 | CT#92e | CP-211148 |0192 F [EAP encoding corrections 17.3.0
2021-06 | CT#92e | CP-211148 |0186 5| F [MMTEL Voice and MMTEL Video in non-3GPP 17.3.0
2021-06 | CT#92e | CP-211148 |0191 1{ F |Clarification on TAC determination for FQDN 17.3.0
2021-06 | CT#92e | CP-211148 |0193 1{ F ]JAN parameters encoding corrections 17.3.0
2021-09 | CT#93e | CP-212156 |0194 1{ C |N3IWEF selection for emergency services 17.4.0
2021-09 | CT#93e | CP-212156 |0195 1{ F |SUCI transport via trusted non-3GPP access 17.4.0
2022-03 | CT#95e | CP-220245 |0197 1| B |Support of QoS differentiation in case of accessing via UE-to-network 17.5.0
relay
2022-03 | CT#95e | CP-220282 |0198 1| B |Add support of 5G NSWO 17.5.0
2022-06 | CT#96 | CP-221199 |0200 1| A |Correcting NAS transport between 5G RG and W-AGF to accommodate | 17.6.0

latest BBF developments

2022-06 | CT#96 [ CP-221213 |0202 1{ F |Addition of condition for deleting SA procedure 17.6.0
2022-06 | CT#96 | CP-221222 |0203 1[{ F |NSWO NAI corrections 17.6.0
2022-06 | CT#96 | CP-221222 |0199 2| B |NSWO roaming support 17.6.0
2022-12 | CT#98e | CP-223137 |0206 2| B |Added PLMN List with AAA connectivity to 5GC IE 17.7.0
2022-12 | CT#98e | CP-223137 |0211 1{ B |PLMN lists for non-3GPP access 17.7.0
2022-12 | CT#98e [ CP-223120 |0212 1{ B |SNPN for trusted non-3GPP access 18.0.0
2022-12 | CT#98e | CP-223120 |0213 1{ B |Extend AN-parameters field for accessing SNPN using non-3GPP 18.0.0
access
2022-12 | CT#98e | CP-223157 |0214 F [Clarification to the error type "NO_RESOURCES OVER_N3GPP" 18.0.0
2022-12 | CT#98e | CP-223157 |0215 1| F [Clarification to UE handling on DSCP header field 18.0.0
2022-12 | CT#98e | CP-223120 |0216 1[{ B |WLAN discovery and selection procedure in SNPN 18.0.0
2022-12 | CT#98e | CP-223120 |0217 2| B |SNPN selection procedures for using trusted non-3GPP access 18.0.0
2023-03 | CT#99 | CP-230219 |0219 -| B |SNPN selection over wireline access 18.1.0
2023-03 | CT#99 | CP-230285 |0227 F [Addition of GUAMI type to AN-parameter 18.1.0
2023-03 | CT#99 [ CP-230222 (0228 -| F |Clarification of the Length field in the 5G_QOS_INFO Notify payload 18.1.0
2023-03 | CT#99 | CP-230222 |0229 -| F |Clarification on the meaning of the N3IWF identity 18.1.0
2023-03 | CT#99 | CP-230217 |0230 -| B |Resolving the EN related to N3IWF selection based on N3IWF identifier | 18.1.0
information in the REGISTRATION REJECT message
2023-03 | CT#99 | CP-230244 |0234 -1 A |Resolving the EN related to the need for decorated NAI format for 18.1.0
NSWO
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2023-03 | CT#99 | CP-230222 |0220 1| F |Missing cases of PLMN or SNPN selection over untrusted non-3GPP 18.1.0
access

2023-03 | CT#99 [ CP-230217 |0222 1{ B |Update N3AN node configuration information provisioning 18.1.0

2023-03 | CT#99 | CP-230217 |0223 1| B |Prefixed OI/TAI Identifier FQDN for N3IWF selection 18.1.0

2023-03 | CT#99 | CP-230217 |0231 1[ B |TNAN selection based on the TNAN information provided to the UE in 18.1.0

the REGISTRATION REJECT message

2023-03 | CT#99 | CP-230217 |0232 2| B |The impact of Extended WLANSP on WLAN selection procedure 18.1.0
2023-03 | CT#99 | CP-230285 |0226 1{ F |Indicate the SPI for IPsec SA modification procedure 18.1.0
2023-03 | CT#99 | CP-230219 |0221 2| B |Update of SNPN N3IWF selection 18.1.0
2023-03 | CT#99 | CP-230217 |0210 5] B |N3IWE selection enhancement for support of S-NSSAI needed by UE 18.1.0
2023-03 | CT#99 Correction of formatting errors and misimplementation 18.1.1
2023-06 | CT#100 [ CP-231222 (0235 -] B |SNPN identity as part of access network parameters in wireline access 18.2.0
2023-06 | CT#100 | CP-231238 |0242 B |Resolve EN on NAI construction for SNPN authentication 18.2.0
2023-06 | CT#100 [ CP-231219 |0238 1{ F |Correction to IKEv2 Notify payloads 18.2.0
2023-06 | CT#100 | CP-231219 |0240 1{ F |Clarification of Child SA creation for PDU session modification 18.2.0
2023-06 | CT#100 | CP-231232 |0239 1| D |Abbreviations for ANQP and SSID 18.2.0
2023-06 | CT#100 | CP-231223 |0241 1| F |Corrections to UE behaviors when receiving N3IWF/TNGF information in | 18.2.0

the REGISTRATION REJECT message

2023-06 | CT#100 [ CP-231232 |0246 1| F [NID IE figure and table split 18.2.0
2023-06 | CT#100 | CP-231223 | 0244 1| F |Clarifications for slice-based N3IWF selection 18.2.0
2023-06 | CT#100 [ CP-231238 |0243 1| B |[N5CW device support for non-3GPP access in SNPN 18.2.0
2023-06 | CT#100 | CP-231219 |0254 -| F |Fix the unspecified clause number and add abbreviation for NAPTR 18.2.0
2023-06 | CT#100 | CP-231219 |0264 F [Encabsulating EAP-5G message in the link layer protocol for the trusted | 18.2.0
non-3GPP access
2023-06 | CT#100 | CP-231223 |0248 1| B |N3IWF selection for non-IMS services supporting extended home N3IWF| 18.2.0
identifier configuration and slice-specific N3IWF prefix configuration
2023-06 | CT#100 | CP-231223 |0236 3] B |N3IWF selection for IMS services supporting extended home N3IWF 18.2.0
identifier configuration and slice-specific N3IWF prefix configuration
2023-06 | CT#100 [ CP-231223 |0261 1{ B |Introducing the AUN3 and NAUN3 devices 18.2.0
2023-06 | CT#100 | CP-231223 |0262 1{ B ]Accessing 5GS via trusted non-3GPP access for UE behind 5G-RG 18.2.0
2023-06 | CT#100 [ CP-231223 |0263 1| B |Accessing 5GS via untrusted non-3GPP access for UE behind 5G-RG 18.2.0
2023-06 | CT#100 | CP-231219 |0265 1{ F |Definitions and abbreviations for multiple non-3GPP terms 18.2.0
2023-06 | CT#100 [ CP-231217 |0255 1{ F |Clarification of UE behaviour upon receipt of Traffic Selector 18.2.0
2023-06 | CT#100 | CP-231239 |0247 2| F | SNPN N3IWF selection for emergency service in visited country 18.2.0
2023-06 | CT#100 [ CP-231239 |0237 6] B |WLAN selection for 5G NSWO with SNPN credentials 18.2.0
2023-06 | CT#100 | CP-231223 |0249 2| B |Differentiated QoS for devices behind 5G-RG 18.2.0
2023-06 | CT#100 [ CP-231223 |0260 2| B |5G-RG support for NSWO procedure for UE behind RG 18.2.0
2023-06 | CT#100 | CP-231222 |0253 2] A |Roaming scenario for a NSCW device 18.2.0
2023-06 | CT#100 | CP-231301 |0250 3] C |N3IWEF selection for onboarding services in SNPN in a visited country 18.2.0
2023-09 | CT#101 [ CP-232189 |0276 -| F |Clarification for the SPI used in UP_SA_INFO Notify payload 18.3.0
2023-09 | CT#101 | CP-232189 |0277 -| F |DSCP field of the outer IP datagram set to the DSCP of the IP payload 18.3.0
2023-09 | CT#101 | CP-232191 |0266 1{ F |W-AGF acting on behalf of FN-BRG and accessing SNPN 18.3.0
2023-09 | CT#101 | CP-232191 |0267 1( F |Support of decorated NAI for NSCW devices when accessing to SNPN 18.3.0
with credentials owned by CH
2023-09 | CT#101 | CP-232191 |0269 1{ F JAnonymous SUCI used by N5CW in SNPN 18.3.0
2023-09 | CT#101 | CP-232266 |0273 1[ F |5G-RG to use the N3QAI included in the PDU session modification 18.3.0
procedure
2023-09 | CT#101 | CP-232191 |0271 1| F |WLAN selection when access to CH for NSWO 18.3.0
2023-09 | CT#101 | CP-232266 |0275 1| F |Resolving the ENs related to the format of the NAI based on the selected | 18.3.0
TNGF

2023-09 | CT#101 | CP-232191 |0257 5| B |Additional requirements for onboarding over trusted non-3GPP access 18.3.0

2023-09 | CT#101 | CP-232266 |0272 2| F |Clarification for EAP messages and control plane packets used for UE 18.3.0
behind the 5G-RG accessing 5GC via trusted non-3GPP access network
2023-09 | CT#101 | CP-232266 |0274 2| F |Supporting NSWO for UE behind the 5G-RG 18.3.0
2023-12 | CT#102 | CP-233144 (0278 1{ F |Correction on use of and/or term 18.4.0
2023-12 | CT#102 | CP-233162 |0270 4| F |SNPN selection procedures for NSWO 18.4.0
2023-12 | CT#102 | CP-233189 |0284 -| D |Editorial corrections to 24.502 18.4.0
2023-12 | CT#102 | CP-233162 |0287 -| B |NSWO in 5GS 18.4.0
2023-12 | CT#102 [ CP-233162 |0285 1{ B |WLANSP rules usage 18.4.0
2023-12 | CT#102 | CP-233162 |0288 1{ B |Decorated NAI for NSWO 18.4.0
2023-12 | CT#102 | CP-233150 |0291 1| F |Corrections for the cases that limit the requirements on 5G-RG to 18.4.0
wireline access
2023-12 | CT#102 | CP-233144 |0293 1| F |Clarification on the timing for sending IKE_AUTH request with certain 18.4.0
content
2023-12 | CT#102 | CP-233144 (0279 1| F |Correction to PLMN selection for NSWO 18.4.0
2023-12 | CT#102 | CP-233150 |0290 2| B |Differentiation of resources of W-AGF serving 5G-RG that is acting on 18.4.0
behalf of one or more AUN3 devices
2023-12 | CT#102 | CP-233177 |0283 2| B |MPS for WLAN 5G transport priority 18.4.0
2023-12 | CT#102 | CP-233177 |0281 2| B |MPS for WLAN 5G registration 18.4.0
2023-12 | CT#102 | CP-233177 |0282 2| B |MPS for WLAN 5G congestion exemptions 18.4.0
2024-03 | CT#103 | CP-240125 |0295 -| F |Correction to IEEE standards references 18.5.0
2024-03 | CT#103 [ CP-240133 |0298 1{ F |Correction to the wrong IP type in outer IP datagram 18.5.0
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2024-03 | CT#103 [ CP-240105 |0297 2| B |Key identifier in AN-parameter when anonymous SUCI is used 18.5.0

2024-03 | CT#103 | CP-240116 |0294 3] F |MPS for WLAN NAI decoration 18.5.0

2024-03 | CT#103 | CP-240105 |0296 3] B |NSWO in 5GS and CH with AAA server 18.5.0

2024-06 | CT#104 | CP-241162 |0301 -| F |Clarifications and corrections related to non-3GPP access 18.6.0

2024-06 | CT#104 | CP-241176 |0299 1| F |Correction of usage of undefined term 18.6.0

2024-06 | CT#104 | CP-241165 |0300 2| F |Definitions and abbreviations for NAUN3 device and AUN3 device 18.6.0

2024-06 | CT#104 | CP-241226 |0292 3] A |Clarification on optionality of AN-parameters 18.6.0

2024-06 | CT#104 [ CP-241185 |0302 1{ F |MPS for WLAN EN removal 18.6.0

2024-06 | CT#104 | CP-241189 |0303 1{ F |Correction of the terminology NSWO in 5G 18.6.0

2024-09 | CT#105 | CP-242168 |0308 -| F |Correction for security protection when accessing the network through 18.7.0
trusted non-3GPP access

2024-09 | CT#105 [ CP-242168 |0307 1| F [Corrections for Child SA creation procedure for non-3GPP access 18.7.0

2024-09 | CT#105 | CP-242170 |0309 2| F |Clarification of emergency services in FPLMN 19.0.0

2024-12 | CT#106 | CP-243180 |0314 1| F [Clarification for indicating the MOBIKE support capability 19.1.0

2024-12 | CT#106 | CP-243225 |0313 2| C |Mobility of the UE connected to a TNAP to another TNAP connected to 19.1.0
the same TNGF

2025-03 | CT#107 | CP-250177 |0316 1{ F |Correction to Mobility of the UE connected to a TNAP to another TNAP 19.2.0
connected to the same TNGF

2025-03 | CT#107 | CP-250177 |0317 1| B |Mobility of the NSCW device connected to a TWAP to another TWAP 19.2.0
connected to the same TWIF

2025-03 | CT#107 | CP-250188 |0319 -| F |Corrections for the authentication procedure of the NSCW device 19.2.0

2026-03 | CT#110 | CP-260108 |0320 F |Correcting references to Manual mode WLAN selection and Automatic 19.3.0
mode WLAN selection

2026-06 | CT#112 | CP-261097 |0323 2] A |Correction on TNAN selection_Rel18 19.4.0
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