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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

In 3GPP, there are multiple northbound API-related specifications (e.g. APIsfor Service Capability Exposure Function
(SCEF) functionalities defined in 3GPP TS 23.682 [2], AP for the interface between MBMSS service provider and BM-
SC defined in 3GPP TR 26.981 [5]). To avoid duplication and inconsistency of approach between different API
specifications, 3GPP has considered the development of acommon API framework (CAPIF) that includes common
aspects applicable to any northbound service APIs.

The present document specifies the functional model, procedures and information flows needed to support the CAPIF,
and the guidelines for consistent northbound API (service and CAPIF APIs) development in 3GPP.

NOTE: Itispossibleto usethe CAPIF defined common aspects for other APIs as well, apart from northbound
APlIs.
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1 Scope

The present document specifies the architecture, procedures and information flows necessary for the CAPIF. The
aspects of this specification include identifying architecture requirements for the CAPIF (e.g. registration, discovery,
identity management) that are applicable to any service APIs when used by northbound entities, as well as any
interactions between the CAPIF and the service APIs themselves. The common API framework applies to both EPS and
5GS, and is independent of the underlying 3GPP access (e.g. E-UTRA, NR).

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.682: "Architecture enhancements to facilitate communications
with packet data networks and applications'.

[3] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[4] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[5] 3GPP TR 26.981: "MBMS Extensions for Provisioning and Content Ingestion".

[6] 3GPP TS 32.240: " Telecommunication management; Charging management; Charging
architecture and principles’.

[7] ETSI GSMEC 011 (V1.1.1): "Mobile Edge Computing (MEC); Mobile Edge Platform
Application Enablement".

[8] ETSI GSMEC 009 (V1.1.1): "Mobile Edge Computing (MEC); General Principles for Mobile
Edge Service APIS'.

[9] OMA-ER_Autho4API-V1_0-20141209-A: "Authorization Framework for Network APIs".

[10] OMA-TS-REST_NetAPI_Common-V1_0-20180116-A: "Common definitions for RESTful
Network APIS".

[171] OMA-TSNGSI_Registration_and_Discovery-V1 0-20120529-A: "NGSI Registration and
Discovery".

[12] 3GPP TS 33.122: " Security Aspects of Common APl Framework for 3GPP Northbound APIS'.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].
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API: The means by which an API invoker can access the service.
API invoker: The entity which invokes the CAPIF or service APIs.

API invoker profile: The set of information associated to an API invoker that allows that API invoker to utilize CAPIF
APIsand service APIs.

API exposing function: The entity which provides the service communication entry point for the service APIs.
CAPIF administrator: An authorized user with special permissions for CAPIF operations.

Common API framework: A framework comprising common API aspects that are required to support service APIs.
Northbound API: A service API exposed to higher-layer APl invokers,

Onboarding: One time registration process that enables the API invoker to subsequently accessthe CAPIF and the
service APIs.

Resour ce: The object or component of the API on which the operations are acted upon.

Service API: The interface through which a component of the system exposes its services to APl invokers by
abstracting the services from the underlying mechanisms.

PLMN trust domain: The entities protected by adequate security and controlled by the PLMN operator or atrusted 3/
party.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 32.240 [6] apply:

Offline charging
Online charging

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

5GS 5G System

AEF API Exposing Function

AF Application Function

API Application Program Interface

AS Application Server

BM-SC Broadcast Multicast Service Centre

CAPIF Common API Framework

CDR Charging Data Record

CRUD Create, Read, Update, Delete

DDoS Distributed Denial of Service

E-UTRA Evolved Universal Terrestrial Radio Access
EPS Evolved Packet System

ETSI European Telecommunications Standards I nstitute
GS Group Specification

IP Internet Protocol

MBMS Multimedia Broadcast and Multicast Service
MEC Multi-access Edge Computing

NEF Network Exposure Function

NGSI Next Generation Service Interfaces

NR New Radio

OMA Open Mobile Alliance

OAM Operations, Administration and Maintenance
OWSER OMA Web Services

PC Protocol Converter

PLMN Public Land Mobile Network

REST REpresentational State Transfer
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RPC Remote Procedure Call
SCEF Service Capability Exposure Function
SCS Service Capability Server
UDDI Universal Description, Discovery and Integration
URI Uniform Resource Identifier
WSDL Web Services Description Language
4 Architectural requirements

4.1 General

41.1 Introduction

This subclause specifies the genera requirements for CAPIF architecture.

4.1.2 Requirements

[AR-4.1.2-a] The CAPIF shall provide mechanisms (e.g. publish service APIs, authorization, logging, charging) to
support service API operations.

[AR-4.1.2-b] The CAPIF shall enable API invoker(s) to discover and communicate with service APIs from the API
providers.

[AR-4.1.2-c] Reference points between CAPIF and external applications shall be provided as APIs.

[AR-4.1.2-d] Reference pointsinternal to CAPIF may be provided as APIs.

4.1.3 Requirements for supporting 3" party API providers

[AR-4.1.3-a] The CAPIF shall provide mechanisms (e.g. publish service APIs, authorization, logging, charging) to
support service API operations from trusted 3™ party API providers.

[AR-4.1.3-b] The CAPIF shall enable API invoker(s) to discover and communicate with service APIs from trusted 3
party API providers.

NOTE: The solutionsto the requirements for 3 party API providers are not addressed in the current release of
this specification.

4.2 Service API publish and discover

42.1 Introduction

This subclause specifies the service API publish and discover related requirements.

4.2.2 Requirements

[AR-4.2.2-a] The CAPIF shall provide a mechanism to publish the service API information to be used by the API
invokersto discover and subsequently invoke the service API.

[AR-4.2.2-b] The CAPIF shall provide a mechanism for the API invokers to discover the published service API
information as specified in [AR-4.2.2-a] according to the API invokers' interest.

[AR-4.2.2-c] The CAPIF shall provide a mechanism to restrict the discovery of the published service API information
by the API invokers, based on configured policies.
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[AR-4.2.2-d] The CAPIF shall provide a mechanism to configure policies to restrict the discovery of the published
service API information.

4.3 Security

4.3.1 Introduction

This subclause specifies the security related requirements for API invokers.

4.3.2 Requirements

[AR-4.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the PLMN trust domain from the API
invokers accessing the service APIs from outside the PLMN trust domain.

[AR-4.3.2-b] The CAPIF shall provide mechanisms to authenticate API invokers prior to accessing the service APIs.
[AR-4.3.2-c] The CAPIF shall provide mechanisms to authenticate API invokers upon the service API invocation.
[AR-4.3.2-d] The CAPIF shall provide mechanisms to authorize APl invokers to access the service APIs.

[AR-4.3.2-€] The CAPIF shall provide mechanismsto validate authorization of the API invokers upon the service AP
invocation.

[AR-4.3.2-f] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker.
[AR-4.3.2-g] The CAPIF shall provide mechanismsto control the service API access for every API invocation.
[AR-4.3.2-h] The communication between the CAPIF and the API invoker shall be confidentiality protected.
[AR-4.3.2-i] The communication between the CAPIF and the APl invoker shall be integrity protected.

[AR-4.3.2-j] The CAPIF shall provide mechanisms to authenticate the service API publishers to publish and manage the
service API information.

[AR-4.3.2-k] The CAPIF shall provide mechanisms to authorize the service API publishers to publish and manage
service API information.

[AR-4.3.2-1] The CAPIF shall provide mechanisms to validate authorization of the service API publishersto publish
and manage service APl information.

4.3.3  Additional requirements for 3" party API provider

[AR-4.3.3-g] The CAPIF shall provide mechanismsto hide the topology of the 3 party API provider trust domain from
the API invokers accessing the service APIs from outside the 3" party API provider trust domain.

[AR-4.3.3-b] The CAPIF shall provide authorization mechanism for service APIs from the 3" party API providers.

[AR-4.3.3-c] The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging)
related to service APIsfrom multiple API providers.

4.4 Charging

441 Introduction

This subclause specifies the charging related requirements for the usage of service APIs.

4.4.2 Requirements

[AR-4.4.2-a] The CAPIF shall support online and offline charging for service APIs usage.
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[AR-4.4.2-b] The CAPIF shall provide mechanisms to record the usage (e.g. invocation count) of the service APIsfor
charging purpose, on a per API invoker basis.

[AR-4.4.2-c] The CAPIF shall provide mechanisms to record timestamp of the service API invocation.

[AR-4.4.2-d] The CAPIF shall provide mechanismsto record the service API related information, e.g. API location.

4.5 Operations, Administration and Maintenance

45.1 Introduction

This subclause specifies the OAM aspects including performance monitoring, fault monitoring, policy configurations,
and certain lifecycle management aspects such as monitoring the running status of service APIs and related operations.
4.5.2 Requirements

[AR-4.5.2-a] The CAPIF shall provide mechanismsto monitor the status of service APIs, e.g. starting and stopping
access of the service APIs.

[AR-4.5.2-b] The CAPIF shall provide mechanisms to monitor and report the performance of the service APIs.
[AR-4.5.2-c] The CAPIF shall provide mechanismsto monitor and report the fault information about the service APIs.

[AR-4.5.2-d] The CAPIF shall provide mechanismsto record change events of service APIs, e.g. service APIs
relocation.

[AR-4.5.2-€] The CAPIF shall provide mechanismsto configure policiesrelated to service APIs.

4.6 Service API invocation monitoring

46.1 Introduction

The CAPIF includes monitoring functions. This enables API provider to monitor service APl invocations, to determine
critical aspects such as system load, APl usage information, uncover potential overload and attacks (e.g. DDoS)
conditions.

4.6.2 Requirements

[AR-4.6.2-a] The CAPIF shall provide mechanisms to capture service API invocation events and make them available
to service API provider.

[AR-4.6.2-b] The CAPIF shall provide mechanismsto notify events related to overload and threat conditions (e.g.
system load, resource usage information).

[AR-4.6.2-c] The CAPIF shall provide mechanismsto allow service API provider to apply monitoring filters based on
criteriasuch as APl invoker's ID and I P address, service APl name and version, invoked operation, input parameters,
and invocation result.

4.7 Logging

4.7.1 Introduction

The CAPIF supports the ability to log events and store the corresponding logs. This enables the API providersto use the
logs for the purpose of tracing back and statistical analysis.

The following events in CAPIF are supported for logging:

- Service API invocation events;
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- API invoker onboarding events; and

- APl invoker interactions with the CAPIF (e.g. authentication, authorization, discover service APIs).

4.7.2 Logging events related to service API invocations
[AR-4.7.2-a] The CAPIF shall provide mechanisms for service APl invocation event logging and storage functionality.

[AR-4.7.2-b] The service API invocation log shall be stored for a configurable time period, according to the service API
provider's policy.

[AR-4.7.2-c] The service API invocation log shall be stored securely, and shall only be accessed by CAPIF
administrators of the service API provider.

4.7.3 Logging events related to APl invoker onboarding

[AR-4.7.3-a] The CAPIF shal provide mechanisms for API invoker onboarding event logging and storage
functionality.

[AR-4.7.3-b] The API invoker onboarding log shall be stored at least for the duration during which the onboarding is
valid.

[AR-4.7.3-c] The APl invoker onboarding log shall be stored securely, and shall only be accessed by CAPIF
administrators.

4.7.4 Logging events related to API invoker interaction with the CAPIF

[AR-4.7.4-a] The CAPIF shall provide mechanisms for the event logging of API invoker interactions with the CAPIF
(e.g. authentication, authorization, discover service APIs).

[AR-4.7.4-b] The API invoker interactions log shall be stored for a configurable time period.

[AR-4.7.4-c] The API invoker interactions log shall be stored securely, accessed only by CAPIF administrators.

4.8 Auditing service API invocation

48.1 Introduction

The CAPIF includes auditing capabilities. This enables the service API provider to identify illegal service API
invocations e.g. by querying the service API invocation |og.

4.8.2 Requirements

[AR-4.8.2-a] The CAPIF shall provide mechanismsto query the service API invocation log, by CAPIF administrators.

4.9 Onboarding API invoker

49.1 Introduction

This subclause specifies the requirements related to onboarding API invoker to the CAPIF.

4.9.2 Requirements
[AR-4.9.2-a] The CAPIF shall provide the capability to onboard new API invokers.
[AR-4.9.2-b] The CAPIF shall support granting an APl invoker's request to onboard with the CAPIF administrator.
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4.10  Policy configuration

4.10.1 Introduction

This subclause specifies the policy configuration related requirements.

4.10.2 Requirements

[AR-4.10.2-a] The CAPIF shall support policy configurations (e.g. related to the protection of platforms and network,
specific functionalities exposed, message payload size or throughput).

4.11  Protocol design

4.11.1 Introduction

In order for the CAPIF to be common across all present and future API invokers for various usages and purposes, a
minimum common protocol stack model is necessary so that all API invokers that use the common-framework-based
API need to support only one and the same set of protocols, e.g. security layer protocol(s).

4.11.2 Requirements

[AR-4.11.2-a] The CAPIF shall support a minimum common protocol stack model common for al AP
implementations to be based on.

[AR-4.11.2-b] The CAPIF shall support a common security mechanism for all APl implementations to provide
confidentiality and integrity protection.

5 Involved business relationships

Figure 5-1 shows the typical business relationshipsin CAPIF.
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Figure 5-1: Business relationships in CAPIF

The API invoker istypically provided by a 3" party application provider who has service agreement with a CAPIF
provider.

The API provider hosts one or more service APIs and has a service APl arrangement with CAPIF provider to offer the
service APIsto the API invoker.

The CAPIF provider and the API provider can be part of the same organization (e.g. PLMN operator), in which case the
business relationship between the two isinternal to a single organization.

6 Functional model

6.1 General

The functional model for the common API framework (CAPIF) is organized into functional entities to describe a
functional architecture which enables an API invoker to access and invoke service APIs. The CAPIF functional model
can be adopted by any 3GPP functionality providing service APIs.

6.2 Functional model description

Figure 6.2-1 shows the functional model for the CAPIF.

ETSI



3GPP TS 23.222 version 15.6.0 Release 15 18 ETSI TS 123 222 V15.6.0 (2022-10)

APl invoker

L e 56t NSt I
! I
! |
| c |
| ® CAPIF-le APl invoker |
| € I

o |
| o |
| 2 |
| = |
I = I
| Z l
! E CAPIF-2 [
| o |
| CAPIF-1 CAPIE-2 |
| -Ze |
| |
| |
| I U (|
| | bl
! CAPIF APls I Service APls P
! CAPIF-3 ! Pl
: ‘ APl exposing function ! :
| i 5
| CAPIF-4 I L . [
: CAPIF core function } API publishing function i :
! |
| CAPIF-5 | N
: } API management function } :
[ 1 Lo
| | [
| ! b
| | APl provider domain b
L L _____. |
LY ]

Figure 6.2-1: Functional model for the CAPIF

The CAPIF is hosted within the PLMN operator network. The API invoker istypically provided by a 3 party
application provider who has service agreement with PLMN operator. The API invoker may reside within the same
trust domain as the PLMN operator network.

The API invoker within the PLMN trust domain interacts with the CAPIF via CAPIF-1 and CAPIF-2. The API invoker
from outside the PLMN trust domain interacts with the CAPIF via CAPIF-1e and CAPIF-2e. The API exposing
function, the API publishing function and the APl management function of the API provider domain within the PLMN
trust domain interacts with the CAPIF core function via CAPIF-3, CAPIF-4 and CAPIF-5 respectively.

The CAPIF core function provides CAPIF APIsto the API invoker over CAPIF-1 and CAPIF-1e. The API exposing
function provides the service APIsto the API invoker over CAPIF-2 and CAPIF-2e.

NOTE 1: The communication between the API exposing function and the CAPIF core function, between the API
publishing function and the CAPIF core function and between the APl management function and the
CAPIF core function over CAPIF-3, CAPIF-4 and CAPIF-5 respectively can be API based.

The detailed information of the APIs provided by the CAPIF core function is specified in clause 10.

The security aspects of CAPIF reference points are specified in 3GPP TS 33.122 [12].

6.3 Functional entities description

6.3.1 General

Each subclause is a description of afunctional entity and does not imply a physical entity.

6.3.2 API invoker

The API invoker istypically provided by a 3™ party application provider who has service agreement with PLMN
operator. The API invoker may reside within the same trust domain as the PLMN operator network.
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The API invoker supports the following capabilities:
- Triggering API invoker onboarding/offboarding;

- Supporting the authentication by providing the API invoker identity and other information required for
authentication of the API invoker;

- Supporting mutual authentication with CAPIF;

- Obtaining the authorization prior to accessing the service API;
- Discovering service APIsinformation; and

- Invoking the service APIs.

NOTE: The details of the specific service APIs are out of scope of the present document.

6.3.3 CAPIF core function

The CAPIF core function consists of the following capabilities:

- Authenticating the API invoker based on the identity and other information required for authentication of the
API invoker;

- Supporting mutual authentication with the API invoker;

- Providing authorization for the API invoker prior to accessing the service API;

- Publishing, storing and supporting the discovery of service APIsinformation;

- Controlling the service API access based on PLMN operator configured policies;

- Storing the logs for the service API invocations and providing the service API invocation logs to authorized
entities;

- Charging based on the logs of the service API invocations;

- Monitoring the service API invocations;

- Onboarding anew API invoker and offboarding an API invoker;

- Storing policy configurations related to CAPIF and service APIs; and

- Support accessing the logs for auditing (e.g. detecting abuse).

6.3.4  API exposing function

The API exposing function is the provider of the service APIs and is a so the service communication entry point of the
service API to the API invokers. The API exposing function consists of the following capabilities:

- Authenticating the API invoker based on the identity and other information required for authentication of the
APl invoker provided by the CAPIF core function;

- Vdidating the authorization provided by the CAPIF core function; and

- Logging the service API invocations at the CAPIF core function.

6.3.5  API publishing function

The API publishing function enables the API provider to publish the service APIs information in order to enable the
discovery of service APIs by the API invoker. The API publishing function consists of the following capability:

- Publishing the service API information of the API provider to the CAPIF core function.
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6.3.6 APl management function

The APl management function enables the API provider to perform administration of the service APIs. The API
management function consists of the following capabilities:

- Auditing the service API invocation logs received from the CAPIF core function;
- Monitoring the events reported by the CAPIF core function;

- Configuring the API provider policiesto the CAPIF core function;

- Monitoring the status of the service APIs; and

- Onboarding the new API invokers and offboarding API invokers.

NOTE: The APl invoker onboarding/offboarding in the APl management function is out of the scope of the
current release.

6.4 Reference points

6.4.1 General

The reference points for CAPIF are described in the following subclauses.

6.4.2 Reference point CAPIF-1 (between the API invoker and the CAPIF
core function)

The CAPIF-1 reference point, which exists between the API invoker and the CAPIF core function, is used for the API
invoker within the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1 reference point supports:
- Onboarding the new API invokers and offboarding API invokers;
- Authenticating the API invoker based on the identity and credentials of the API invoker;
- Mutual authentication between the API invoker and the CAPIF core function;
- Providing authorization for the API invoker prior to accessing the service API; and
- Discovering the service APIs information.

NOTE: The security aspects of CAPIF-1 are specified in subclause 6.2 of 3GPP TS 33.122 [12].

6.4.3 Reference point CAPIF-1e (between the API invoker and the CAPIF
core function)

The CAPIF-1e reference point, which exists between the API invoker and the CAPIF core function, is used for the API
invoker outside the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1e reference point supports al the functions of CAPIF-1.

NOTE: The security aspects of CAPIF-1e are specified in subclause 6.3 of 3GPP TS 33.122 [12].

6.4.4 Reference point CAPIF-2 (between the API invoker and the API
exposing function)

The CAPIF-2 reference point, which exists between the API invoker and the API exposing function, is used for the API
invoker within the PLMN trust domain to communicate with the service APIs.

The CAPIF-2 reference point supports:
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- Authenticating the API invoker based on the identity and credentials of the API invoker;
- Authorization verification for the API invoker upon accessing the service API; and
- Invocation of service APIs.

NOTE 1. The aspects related to the specific service API invocation in reference point CAPIF-2 are out of scope of
the present document.

NOTE 2: The security aspects of CAPIF-2 are specified in subclause 6.4 of 3GPP TS 33.122 [12].

6.4.5 Reference point CAPIF-2e (between the API invoker and the API
exposing function)

The CAPIF-2e reference point, which exists between the API invoker and the API exposing function, is used for the
API invoker outside the PLMN trust domain to communicate with the service APIs.

The CAPIF-2e reference point supports al the functions of CAPIF-2.

NOTE: The security aspects of CAPIF-2e are specified in subclause 6.5 of 3GPP TS 33.122 [12].

6.4.6 Reference point CAPIF-3 (between the API exposing function and
the CAPIF core function)

The CAPIF-3 reference point, which exists between the API exposing function and the CAPIF core function, is used for
exercising access and policy related control for service APl communicationsinitiated by the API invoker.

The CAPIF-3 reference point supports:
- Authenticating the API invoker based on the identity and credentials of the API invoker;
- Providing authorization for the API invoker prior to accessing the service API;
- Authorization verification for the API invoker upon accessing the service API;
- Controlling the service API access based on PLMN operator configured policies;
- Logging the service API invocations; and
- Charging the service API invocations.

NOTE: The security aspects of CAPIF-3 are specified in subclause 6.6 of 3GPP TS 33.122 [12].

6.4.7 Reference point CAPIF-4 (between the API publishing function and
the CAPIF core function)

The CAPIF-4 reference point, which exists between the API publishing function and the CAPIF core function, is used
for publishing the service API information.

The CAPIF-4 reference point supports:
- Publishing the service APIsinformation by the API publishing function.
NOTE: The security aspects of CAPIF-4 are specified in subclause 6.6 of 3GPP TS 33.122 [12].

6.4.8 Reference point CAPIF-5 (between the APl management function
and the CAPIF core function)

The CAPIF-5 reference point, which exists between the APl management function and the CAPIF core function, is used
for management of service APl and APl invoker information.

The CAPIF-5 reference point supports:
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- Accessing the service API invocation logs by the APl management function;
- Enabling the API management function to monitor the events reported due to the service APIs invocations;

- Onboarding new API invokers by provisioning the APl invoker information at the CAPIF core function,
requesting explicit grant of new API invokers onboarding and confirming onboarding success;

- Offboarding API invokers;

- Enabling the API management function to configure policies at the CAPIF core function e.g. service API
invocation throttling, blocking API invocation for certain duration; and

- Enabling the API provider to monitor the status of service APIs (e.g. pilot or live status, start or stop status of
service API).

NOTE 1. The security aspects of CAPIF-5 are specified in subclause 6.6 of 3GPP TS 33.122 [12].

NOTE 2: The API invoker onboarding/offboarding over CAPIF-5 is out of the scope of the current release.

7 Application of functional model to deployments

7.1 General

The CAPIF deploymentsin centralized and distributed models are described in subclause 7.2 and subclause 7.3. The
CAPIF deployment models shown are not exhaustive and do not provide the representation for the following AP
provider domain functions:

- API publishing function; and
- APl management function.

The above API provider domain functions can be further deployed in centralized and distributed manner as determined
by the PLMN operator.

7.2 Centralized deployment

The CAPIF can be deployed centrally asillustrated in the figure 7.2-1.
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Figure 7.2-1: Centralized deployment of CAPIF

In centralized deployment, the CAPIF core function and the API exposing function are co-located. The API invoker can
interact independently with the CAPIF core function and the API exposing function including the service APIs. The
CAPIF appears as agateway for al API invoker interactions. The API invoker obtains the service API information and
its entry point details from the CAPIF core function via CAPIF-1. The service communication point of entry for the
service API isthe API exposing function which also applies any access control or policy control to the internal
interactions between the API invoker and the service API in coordination with the CAPIF core function.

NOTE: TheAPI invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and
CAPIF-2einstead of CAPIF-1 and CAPIF-2.

7.3 Distributed deployment

The CAPIF can be deployed in a distributed manner illustrated in the figure 7.3-1.

APl invoker

CAPIF-1 CAPIF-2

CAPIF APIs vice API

CAPIF core function API exposing function
CAPIF-3

Figure 7.3-1: Distributed deployment of the CAPIF
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The API invoker can interact independently with the CAPIF core function and the API exposing function including the
service APIs. In this deployment, the API exposing function appears as an agent for al service APl invocations from
the API invoker. The API invoker obtains the service API information and its entry point details from the CAPIF core
function via CAPIF-1 interface. The first point of entry for the service API isthe APl exposing function during API
invocation. The API exposing function acts as agent for service API applying any access control or policy control to the
interactions between the API invoker and the service API in coordination with the CAPIF core function via CAPIF-3
interface.

The CAPIF can be deployed by splitting the functionality of the API exposing function among multiple APl exposing
function entities, of which one acts as the entry point. The CAPIF deployment with cascading APl exposing functionsis
asillustrated in the figure 7.3-2.

APl invoker

CAPIF-2

CAPIF APIs

CAPIF core function

X&Y) APIs

API| exposing function
CAPIF-3 (AEF-1)

CAPIF-2

Service X APIs Service Y APIs

API exposing function API exposing function
(AEF-2) (AEF-3)

CAPIF-2

Figure 7.3-2: Distributed deployment of the CAPIF with cascading APl exposing functions

In this deployment option, the API exposing function can have several instances like AEF-1, AEF-2 and AEF-3 which
can be assigned with different roles. The roles for each API exposing function are decided by the operator. In this
illustration, the API exposing functions AEF-2 and AEF-3 provide service APIsfor service X and service Y
respectively. The API exposing function AEF-1 provides the service communication entry point to the service APIs for
service X APIsand service Y APIs. The APl exposing function AEF-1 for instance can hide the topology of service X
APIsand service Y APIsfrom the API invoker. The API exposing function AEF-1 also applies any access control or
policy control to the interactions between the API invoker and service X APIs and between the APl invoker and service
Y APIs, in coordination with the CAPIF core function using CAPIF-3.

The CAPIF core function and the API exposing function AEF-1 can be co-located. The API invoker interacts with the
CAPIF core function via CAPIF-1. The API invoker interacts with service (X&Y) APIs on the APl exposing function
AEF-1via CAPIF-2. The API exposing function AEF-1 forwards the invocation of the service X API or service Y AP
from the API invoker to the API exposing functions AEF-2 or AEF-3 respectively via CAPIF-2. The APl messages are
forwarded via CAPIF-2 in the interactions between APl exposing functions. The API invoker cannot directly interact
with service X APIsand service Y APIs provided by API exposing functions AEF-2 and AEF-3 respectively.
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Different splits of responsibility are possible. In another exampleillustrated in figure 7.3-3, the APl exposing function
AEF-1 could provide topology hiding for API exposing functions AEF-2 and AEF-3, plus access control for AEF-3.
The API exposing function AEF-2 would provide its own access control, interacting with the CAPIF core function via
CAPIF-3.

APl invoker

CAPIF-1 CAPIF-2

CAPIF APIs

CAPIF core function

&Y) APIs

API| exposing function
CAPIF-3 (AEF-1)

CAPIF-2 CAPIF-2

CAPIF-3

Service X APIs Service Y APIs

API exposing function API exposing function
(AEF-2) (AEF-3)

Figure 7.3-3: Another example of distributed deployment of the CAPIF with cascading API exposing
functions

NOTE: TheAPI invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and
CAPIF-2einstead of CAPIF-1 and CAPIF-2.

8 Procedures and information flows

8.1 Onboarding the API invoker to the CAPIF

8.1.1 General

The procedure in this subclause corresponds to the architectural requirements for onboarding the API invoker to the
CAPIF. The CAPIF enables a one time onboarding process that enrolls the API invoker as a recognized user of the
CAPIF, which may be triggered by the API invoker via CAPIF-1 or CAPIF-1e, or may be based on provisioning.
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Table 8.1.2.1-1: Onboard API invoker request

Information element Status Description
Onboarding information M The information of the API invoker including
enrolment details, required for onboarding
APIs for enrollment (@) List of APIs being enrolled for.
8.1.2.2 Onboard API invoker response

Table 8.1.2.2-1 describes the information flow onboard API invoker response from the CAPIF core function to the API

invoker.

Table 8.1.2.2-1: Onboard API invoker response

Information element

Status

Description

Onboarding status

M

The result of onboarding request i.e., success
indication is included if the APl invoker is granted
permission otherwise failure.

Enrolled information

O (NOTE 1)

Information from the provisioned API invoker profile
which may include information to allow the API
invoker to be authenticated and to obtain
authorization for service APIs

Service API information

O (NOTE 2)

The service API information includes the service
API name, service API type, communication type,
description, interface details (e.g. IP address, port
number, URI), protocols, version numbers, and
data format.

Reason

O (NOTE 3)

This element indicates the reason when
onboarding status is failure.

NOTE 1: Information element shall be present when onboarding status is successful.
NOTE 2: Information element may be present when onboarding status is successful.
NOTE 3: Information element shall be present when onboarding status is failure.

8.1.3 Procedure

Figure 8.1.3-1 illustrates the procedure for onboarding the API invoker to the CAPIF. The security aspects of this
procedure are specified in subclause 6.1 of 3GPP TS 33.122 [12].

Pre-conditions:

1. The API invoker isnot arecognized user of the CAPIF.

2. The APl invoker has visibility to APIsinformation (e.g., API catalogue or dashboard - central place for the API

provider to manage which APIs are displayed, giving API invokers the ability to enroll for).
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Figure 8.1.3-1: Procedure for onboarding the APl invoker to the CAPIF

1. For enrollment of the API invoker to be arecognized user of the CAPIF, the API invoker triggers onboard API
invoker request towards the CAPIF core function, providing the information as required for the API
management.

2. The CAPIF core function begins the onboarding process by verifying whether all the necessary information has
been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding resultsin
provisioning API invoker profile which includes identity for the API invoker. The authorization information and
the list of APIs and the types of APIsthat the API invoker can access subsequent to successful onboarding may
also be created.

NOTE 1: Completion of onboarding process can require explicit grant by the CAPIF administrator or the AP
management, which is|eft out-of-scope of this solution. CAPIF can handle the grant process internally
without the need of explicit grant by the CAPIF administrator.

NOTE 2: The API invoker profile consists of at least the identity information for the API invoker, information
required for the authentication and authorization by the CAPIF and the CAPIF identity information.

3. If the API invoker hastriggered the onboard API invoker request and is granted permission, the onboard API
invoker response provides success indication including information from the provisioned API invoker profile
which may include information to allow the API invoker to be authenticated and to obtain authorization for
service APIs.

4. Asaresult of successful onboarding process, the CAPIF core function is able to authenticate and authorize the
API invoker.

8.2 Offboarding the API invoker from the CAPIF

8.2.1 General

This subclause defines the procedure for offboarding the API invoker from the CAPIF. The offboarding process makes
the API invoker no longer arecognized user of the CAPIF. The procedure is triggered by the API invoker over CAPIF-
1 or CAPIF-1e.

8.2.2 Information flows

This subclause describes the information flows for the API invoker offboarding.

8.2.2.1 Offboard API invoker request

Table 8.2.2.1-1 describes the information flow offboard API invoker request from the API invoker to the CAPIF core
function.
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Table 8.2.2.1-1: Offboard APl invoker request

Information element Status Description
APl invoker identity information M Identity information of the API invoker requesting
offboarding
Reason 0] Indicate the reason of offboarding
8.2.2.2 Offboard API invoker response
Table 8.2.2.2-1 describes the information flow offboard API invoker response from the CAPIF core function to the API
invoker.
Table 8.2.2.2-1: Offboard APl invoker response
Information element Status Description
Result M Indicates the success or failure of the offboarding
operation

8.2.3 Procedure

Figure 8.2.3-1 illustrates the procedure for offboarding the API invoker from the CAPIF, triggered by the API invoker.
The security aspects of this procedure are specified in subclause 6.8 of 3GPP TS 33.122 [12].

Pre-conditions:

1. The API invoker has been onboarded as a recognized user of the CAPIF.

APl invoker

CAPIF core function

1. Offboard APl invoker request

invoker e
from

2. Cancel the API

nrollment
CAPIF

3. Offboard APl invoker response

A

Figure 8.2.3-1: Procedure for offboarding the APl invoker from the CAPIF

1. The API invoker triggers offboard API invoker request to the CAPIF core function, providing the information as

required for the APl management.

2. The CAPIF core function cancels the enrollment of the API invoker from CAPIF. The API invoker ceasesto be
arecognized user of the CAPIF. All the authorizations corresponding to the API invoker are revoked from
CAPIF. Optionaly, the information of the API invoker may be retained at the CAPIF core function as per the

operator policy.

NOTE: Completion of offboarding process can require explicit notification to the CAPIF administrator or the API
management, which is left out-of-scope of this solution. CAPIF can handle the de-provisioning process
internally without the need of explicit grant by the CAPIF administrator.

3. The CAPIF core function returns the offboard API invoker response providing successful offboarding indication.
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8.3 Publish service APIs

8.3.1 General

The CAPIF supports publishing service APIs by the API provider.
8.3.2 Information flows

8.3.2.1 Service API publish request

Table 8.3.2.1-1 describes the information flow service API publish request from the API publishing function to the
CAPIF core function.

Table 8.3.2.1-1: Service API publish request

Information element Status Description
API publisher information M The information of the API publisher may include
identity, authentication and authorization
information
Service API information M The service API information includes the service

API name, service API type, communication type,
description, interface details (e.g. IP address, port
number, URI), protocols, version numbers, and
data format.

8.3.2.2 Service API publish response

Table 8.3.2.2-1 describes the information flow service API publish response from the CAPIF core function to the AP
publishing function.

Table 8.3.2.2-1: Service API publish response

Information element Status Description
Result M Indicates the success or failure of publishing the
service API information
Service API published O (NOTE) The information which can be used for referencing
information reference the information (set) about the published service
API by the API publishing function.
NOTE:  This information element is included when the Result indicates success.

8.3.3 Procedure

Figure 8.3.3-1 illustrates the procedure for publishing the service APIs. The service API publish mechanismis
supported by the CAPIF core function.

Pre-conditions:
1. The CAPIF core function is configured with the authorization detail s of the API publishing function.

2. API invokers may have subscribed with the CAPIF core function to obtain new service APl information.
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Figure 8.3.3-1: Publish service APIs

1. The API publishing function sends a service API publish request to the CAPIF core function, with the details of
the service API.

2. Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing
function is authorized to publish service APIs. If the check is successful, the service API information provided
by the API publishing function is stored at the CAPIF core function (API registry).

3. The CAPIF core function provides a service API publish response to the API publishing function indicating
success or failure result and triggers notifications to subscribed APl invokers as described in subclause 8.8.4.

8.4 Unpublish service APls

84.1 General

The CAPIF supports unpublishing service APIs by the API provider. Once the service APl information is unpublished,
it isno more available to be discovered by APl invokers.

8.4.2 Information flows

8.4.2.1 Service API unpublish request

Table 8.4.2.1-1 describes the information flow service APl unpublish request from the API publishing function to the
CAPIF core function.

Table 8.4.2.1-1: Service APl unpublish request

Information element Status Description

API publisher information M The information of the API publisher may include
identity, authentication and authorization
information

Service API published M The information provided by the CAPIF core

information reference function which can be for referencing the
information (set) about the published service API
by the API publishing function.

8.4.2.2 Service API unpublish response

Table 8.4.2.2-1 describes the information flow service APl unpublish response from the CAPIF core function to the AP
publishing function.
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Table 8.4.2.2-1: Service APl unpublish response

Information element Status Description
Result M Indicates the success or failure of unpublishing the
service APl information

8.4.3 Procedure

Figure 8.4.3-1 illustrates the procedure for unpublishing the service APIs. The service APl unpublish mechanismis
supported by the CAPIF core function.

Pre-conditions:
1. The CAPIF core function is configured with the authorization details of the API publishing function.

2. API invokers may have subscribed with the CAPIF core function to obtain notification regarding service API
unpublish.

API publishing function CAPIF core function

1.Service APl unpublish request

L

2.Remove API
information

3.Service APl unpublish response
[t

Figure 8.4.3-1: Unpublish service APIs

1. The API publishing function sends a service APl unpublish request to the CAPIF core function, with service API
published information reference provided by the CAPIF core function when the service APl was published..

2. Upon receiving the service API unpublish request, the CAPIF core function checks whether the API publishing
function is authorized to unpublish service APIs. If the check is successful, the service API information provided
by the API publishing function is removed at the CAPIF core function (API registry).

3. The CAPIF core function provides a service APl unpublish response to the API publishing function and triggers
notifications to subscribed API invokers as described in subclause 8.8.4.

8.5 Retrieve service APIs

851 General

The CAPIF supports retrieving the published service APIsinformation by the API provider.
8.5.2 Information flows

85.21 Service API get request

Table 8.5.2.1-1 describes the information flow service APl get request from the API publishing function to the CAPIF
core function.
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Table 8.5.2.1-1: Service API get request

Information element Status Description

API publisher information M The information of the API publisher may include
identity, authentication and authorization
information

Service API published M The information provided by the CAPIF core

information reference function which can be for referencing the
information (set) about the published service API
by the API publishing function.

8.5.2.2 Service API get response

Table 8.5.2.2-1 describes the information flow service API get response from the CAPIF core function to the API
publishing function.

Table 8.5.2.2-1: Service API get response

Information element Status Description
Result M Indicates the success or failure of retrieving the
service API information
Service APl information O (see NOTE) | The service API information includes the service

API name, service API type, communication type,

description, interface details (e.g. IP address, port

number, URI), protocols, version numbers, and

data format.

NOTE: Shall be present if the Result information element indicates that the service API get request is
successful. Otherwise service API information shall not be present.

8.5.3 Procedure

Figure 8.5.3-1 illustrates the procedure for retrieving the service APIs. The service API retrieval mechanismis
supported by the CAPIF core function.

Pre-condition:

- The CAPIF core function is configured with the authorization details of the API publishing function.

API publishing function CAPIF core function

1.Service API get request
>

2.Retrieve API
information

3.Service APl get response
sl

Figure 8.5.3-1: Retrieve service APIs

1. The API publishing function sends a service API get request to the CAPIF core function, with service API
published information reference provided by the CAPIF core function when the service API was published.

2. Upon receiving the service API get request, the CAPIF core function checks whether the API publishing
function is authorized to get published service APIsinformation. If the check is successful, the corresponding
service API information is retrieved from the CAPIF core function (API registry).
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3. The CAPIF core function provides a service API get response to the API publishing function which includes the
service API information.

8.6 Update service APIs

8.6.1 General

The CAPIF core function allows the service API provider to update the information related to the published service
API, e.g. achange in the characteristics of the service API. This procedureisinitiated by the API publishing function to
the CAPIF core function.

8.6.2 Information flows

8.6.2.1 Service API update request

Table 8.6.2.1-1 describes the information flow service API update request from the API publishing function to the
CAPIF core function.

Table 8.6.2.1-1: Service APl update request

Information element Status Description

API publisher information M The information of the API publisher may include
identity, authentication and authorization
information

Service API published M The information (set) provided by the CAPIF core

information reference function about the published service API which can
be used for reference by the API publishing
function.

Service API information M The service API information includes the service

API name, service API type, communication type,
description, interface details (e.g. IP address, port
number, URI), protocols, version numbers, and
data format which is required to replace the
existing service API information

Reason 0] The reason of the update (e.g. change log)

8.6.2.2 Service API update response

Table 8.6.2.2-1 describes the information flow service API update response from the CAPIF core function to the API
publishing function.

Table 8.6.2.2-1: Service APl update response

Information element Status Description
Result M Indicates the success or failure of updating the
service APl information

8.6.3 Procedure

Figure 8.6.3-1 illustrates the procedure for updating the published service APIs information. The service API update
mechanism is supported by the CAPIF core function.

Pre-conditions:
1. The CAPIF core function is configured with the authorization details of the API publishing function.

2. API invokers may have subscribed with the CAPIF core function to obtain notification regarding update to
service API information.
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API publishing function CAPIF core function

1.Service APl update request
>

2.Update and store API
information

3.Service APl update response
sl

Figure 8.6.3-1: Update service APIs

1. The API publishing function sends a service APl update request to the CAPIF core function, which includes the
service API published information reference provided by the CAPIF core function when the service APl was
published and the new service API information which isto be updated.

2. Upon receiving the service APl update request, the CAPIF core function checks whether the API publishing
function is authorized to update the published service APIsinformation. If the check is successful, the service
API information provided by the API publishing function is updated at the CAPIF core function (API registry).

3. The CAPIF core function provides a service APl update response to the API publishing function and triggers
notifications to subscribed API invokers as described in subclause 8.8.4.

8.7 Discover service APIs

8.7.1 General

The following procedure in this subclause corresponds to the architectural requirements on discover service APIs.

8.7.2 Information flows

8.7.2.1 Service API discover request

Table 8.7.2.1-1 describes the information flow service API discover request from the API invoker to the CAPIF core
function.

Table 8.7.2.1-1: Service APl discover request

Information element Status Description
API invoker identity information M Identity information of the API invoker discovering
service APIs
Query information M Criteria for discovering matching service APIs (e.g.
service API type, interfaces, protocols) (See
NOTE)
NOTE: It should be possible to discover all the service APIs.

8.7.2.2 Service API discover response

Table 8.7.2.2-1 describes the information flow service API discover response from the CAPIF core function to the API
invoker.
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Table 8.7.2.2-1: Service API discover response

Information element Status Description
Result M Indicates the success or failure of the discovery of
the service API information
Service API information O (See NOTE) | List of service APIs corresponding to the request,

including API description such as service API

name, service API type, interface details (e.g. IP

address, port number, URI), protocols, version,

data format

NOTE:  Shall be present if the Result information element indicates that the service API discover
operation is successful. Otherwise service API information shall not be present.

8.7.3 Procedure

Figure 8.7.3-1 illustrates the procedure for discover service APIs.
The service API discovery mechanism is supported by the CAPIF core function.
Pre-conditions:

1. The API invoker is onboarded and has received an API invoker identity.

2. The CAPIF core function is configured with a discovery policy information (e.g. to restrict discovery to category
of APIs) for API invoker(s).

APl invoker CAPIF core function

1.Service API discover request

>

2.Retrieve service
API(s) information

3.Service API discover response
-

Figure 8.7.3-1: Discover service APIs

1. The API invoker sends a service API discover request to the CAPIF core function. It includes the API invoker
identity, and may include query information.

2. Upon receiving the service API discover request, the CAPIF core function verifies the identity of the API
invoker (via authentication). The CAPIF core function retrieves the stored service API(S) information from the
CAPIF core function (API registry) as per the query information in the service API discover request. Further, the
CAPIF core function applies the discovery policy and performs filtering of service APIsinformation retrieved
from the CAPIF core function.

3. The CAPIF core function sends a service API discover response to the API invoker with the list of service API
information for which the API invoker has the required authorization.
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8.8 Subscription, unsubscription and notifications for the CAPIF
events

8.8.1 General

The CAPIF core function enables the subscribing entity (i.e. the API invoker, the APl exposing function, the API
publishing function, the APl management function) to subscribe to and unsubscribe from the CAPIF events such as
availability events of service APIs, change in service API information, monitoring service APl invocations, APl invoker
onboarding events, etc. The subscription, unsubscription and notification for the CAPIF events are enabled on the
following CAPIF reference points:

- CAPIF-1 or CAPIF-1€e: the API invoker can subscribe to and unsubscribe from CAPIF events and receive
notifications from the CAPIF core function;

- CAPIF-3: the AEF can subscribe to and unsubscribe from CAPIF events and receive notifications from the
CAPIF core function;

- CAPIF-4: the API publishing function can subscribe to and unsubscribe from CAPIF events and receive
notifications from the CAPIF core function; and

- CAPIF-5: the APl management function can subscribe to and unsubscribe from CAPIF events and receive
notifications from the CAPIF core function.

NOTE: Support for subscriptions and notifications can also be part of the actual service APIs. That type of
subscriptions and notifications is not covered by the provisionsin this clause.

8.8.2 Information flows

8.8.2.1 Event subscription request

Table 8.8.2.1-1 describes the information flow for event subscription request from the subscribing entity to the CAPIF
core function.

Table 8.8.2.1-1: Event subscription request

Information element Status Description
Identity information M The information to determine the identity of the
subscribing entity
Event criteria M The event criteria include event type information

like failure API invocation event, new API available
event, API version change event, API location
change event, etc and other query information like
service APl identifier, service APl name, etc.
Notification reception information | O The information of the subscribing entity for
receiving the natifications for the event.

8.8.2.2 Event subscription response

Table 8.8.2.2-1 describes the information flow for event subscription response from the CAPIF core function to the
subscribing entity.

Table 8.8.2.2-1: Event subscription response

Information element Status Description
Result M Indicates the success or failure of the event
subscription operation
Subscription identifier O (see NOTE) | The unigue identifier for the event subscription.
NOTE:  Shall be present if the Result information element indicates that the event subscription
operation is successful. Otherwise subscription identifier shall not be present.
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8.8.2.3 Event notification
Table 8.8.2.3-1 describes the information flow for event notification from the CAPIF core function to the subscribing

entity. A notification about an event is sent to a subscribing entity if the event criteriain the related subscription match
the corresponding attributes of the event content.

Table 8.8.2.3-1: Event notification

Information element Status Description

Subscription identifier M The unique identifier of the event subscription

Event identifier M The unique identifier for the event. For the list of
events, refer subclause 8.8.6

Event related information M The event related information (e.g. time at which
the event originated, location of event)

Event content M The content of the event information.

8.8.24 Event notification acknowledgement

Table 8.8.2.4-1 describes the information flow event notification acknowledgement from the subscribing entity to the
CAPIF core function.

Table 8.8.2.4-1: Event notification acknowledgement

Information element Status Description
Acknowledgement M Acknowledgement for the event notification
received.
8.8.25 Event unsubscription request

Table 8.8.2.5-1 describes the information flow for event unsubscription request from the subscribing entity to the
CAPIF core function.

Table 8.8.2.5-1: Event unsubscription request

Information element Status Description
Identity information M The information to determine the identity of the
subscribing entity

Subscription identifier M The unique identifier for the event subscription that
was provided to the subscribing entity during the
CAPIF event subscription operation.

8.8.2.6 Event unsubscription response

Table 8.8.2.6-1 describes the information flow for event unsubscription response from the CAPIF core function to the
subscribing entity.

Table 8.8.2.6-1: Event unsubscription response

Information element Status Description
Result M Indicates the success or failure of the event
unsubscription operation

8.8.3 Procedure for CAPIF event subscription
Figure 8.8.3-1 illustrates the procedure for CAPIF events subscription.

Pre-conditions:
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1. The subscribing entity has the authorization to subscribe for the CAPIF events.

Subscribing entity CAPIF core function

1. Event subscription request

| .
T

2. Check authorization for
subscription

3. Store subscription
information

4. Event subscription response

-t

Figure 8.8.3-1: Procedure for CAPIF event subscription

1. The subscribing entity sends an event subscription request to the CAPIF core function in order to receive
notification of events.

2. Upon receiving the event subscription request from the subscribing entity, the CAPIF core function checks for
the relevant authorization for the event subscription.

3. If the authorization is successful, the CAPIF core function stores the subscription information.

4. The CAPIF core function sends an event subscription response indicating successful operation.

8.8.4 Procedure for CAPIF event notifications
Figure 8.8.4-1 illustrates the procedure for CAPIF event notifications.
Pre-conditions:

1. The subscription procedure asillustrated in figure 8.8.3-1 is performed by the subscribing entity.

Subscribing entity CAPIF core function Subscribing entity

1. Event is generated

2. Retrieve application
subscriptions

3. Event notification 3. Event notification

4. Event notification 4. Event notification
acknowledgement acknowledgement

4
A

Figure 8.8.4-1: Procedure for CAPIF event notifications
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1. The CAPIF core function generates events to be consumed by the subscribing entity(s).
2. For the generated event, the CAPIF core function retrieves the list of corresponding subscriptions.

3. The CAPIF core function sends event notifications to all the subscribing entity(s) that have subscribed for the
event matching the criteria. If anotification reception information is available as part of the subscribing entity
event subscription, then the notification reception information is used by the CAPIF core function to send event
notifications to the subscribing entity.

4. The subscribing entity sends an event notification acknowledgement to the CAPIF core function for the event
notification received.
8.8.5 Procedure for CAPIF event unsubscription
Figure 8.8.5-1 illustrates the procedure for CAPIF event unsubscription.
Pre-condition:

- The subscribing entity has subscribed to the CAPIF events.

Subscribing entity CAPIF core function

1. Event unsubscription request

| .
T

2. Check if CAPIF entity has
authorization and a
corresponding
subscription

3. Remove subscription
information

4. Event unsubscription response
gt

Figure 8.8.5-1: Procedure for CAPIF event unsubscription

1. The subscribing entity sends an event unsubscription request to the CAPIF core function with the information of
the subscribed CAPIF event.

2. Upon receiving the event unsubscription request from the subscribing entity, the CAPIF core function checks for
the event subscription corresponding to the subscribing entity and further checks if the subscribing entity is
authorized to unsubscribe from the CAPIF event.

3. If the event subscription information corresponding to the subscribing entity is available and the subscribing
entity is authorized to unsubscribe for the CAPIF event, the CAPIF core function removes the subscription
information.

4. The CAPIF core function sends an event unsubscription response indicating successful operation.

8.8.6 List of CAPIF events

Table 8.8.6-1 provides a non-exhaustive list of CAPIF events.

ETSI



3GPP TS 23.222 version 15.6.0 Release 15 40 ETSI TS 123 222 V15.6.0 (2022-10)

Table 8.8.6-1: List of CAPIF events

Events Events Description

Availability of service APIs Availability events of service APIs (e.g. active,
inactive)

Service APl updated Events related to change in service API information

Monitoring service API Events corresponding to service APl invocations

invocations

APl invoker status Events related to API invoker status in CAPIF
(onboarded, offboarded)

System related events Alarm events providing fault information

Performance related events Events related to system load conditions

8.9 Revoking subscription of the CAPIF events

8.9.1 General
The CAPIF core function alows to revoke subscription of CAPIF events for the subscribing entity related to the service
API changes, such as availability events of service APIs, change in service APl information, monitoring service AP
invocations, API invoker onboarding events, etc. This procedure isinitiated by the CAPIF core function.
NOTE: Itisoptiona to trigger notification by the CAPIF core function for revocation of subscription for CAPIF
event(s).

89.2 Information flows

This subclause describes the information flows for CAPIF event subscription revocation.

8.9.2.1 Subscription revoke notification

Table 8.9.2.1-1 describes the information flow for subscription revoke notification from the CAPIF core function to the
subscribing entity.

Table 8.9.2.1-1: Subscription revoke notification

Information element Status Description
Identity information M The information to determine the identity of the
subscribing entity
Subscription identifier M The unique identifier for the event subscription that

was provided to the subscribing entity during the
CAPIF event subscription operation.
Reason 6] Indicate the reason of subscription revocation

8.9.2.2 Subscription revoke notification acknowledgement

Table 8.9.2.2-1 describes the information flow for subscription revoke notification acknowledgement from the
subscribing entity to the CAPIF core function.

Table 8.9.2.2-1: Subscription revoke notification acknowledgement

Information element Status Description
Acknowledgement M The acknowledgement for the received notification.

8.9.3 Procedure

Figure 8.9.3-1 illustrates the procedure for subscription revocation, triggered by the CAPIF core function.

Pre-conditions:
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1. The subscribing entity has previously subscribed to CAPIF event(s) to the CAPIF core function.

Subscribing entity CAPIF core function

1. Decision to revoke
subscription for the
subscribing entity

2. Subscription revoke notification

3. Subscription revoke notification acknowledgement
>

Figure 8.9.3-1: Procedure for revoking subscription of the CAPIF events

1. The CAPIF core function decides to revoke subscription of CAPIF event(s) for the subscribing entity.
2. The CAPIF core function sends subscription revoke notification to the subscribing entity.

3. The subscribing entity provides a subscription revoke notification acknowledgement to the CAPIF core function.

8.10 Authentication between the API invoker and the CAPIF core
function

8.10.1 General

The procedure in this subclause corresponds to the architectural requirements for authentication between the API
invoker and the CAPIF core function.

8.10.2 Information flows

NOTE: The security aspects of this procedure are specified in subclause 6.2 and subclause 6.3.1 of
3GPPTS33.122[12].

8.10.3 Procedure
Figure 8.10.3-1 illustrates the procedure for authentication between the API invoker and the CAPIF core function.

Pre-conditions:

1. The API invoker is onboarded with the CAPIF core function and the API invoker profile is created.
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APl invoker CAPIF core function

1. Authentication request

\J

2. Identity verification and authentication

3. Authentication response

A

Figure 8.10.3-1: Procedure for authentication between the APl invoker and the CAPIF core function

1. The API invoker triggers authentication to the CAPIF core function, including the identity confirmed after
successful onboarding.

2. Upon receiving the authentication request, the CAPIF core function verifies the identity with the API invoker
profile and authenticates the API invoker.

NOTE 1: The authentication processis specified in subclause 6.2 and subclause 6.3.1 of 3GPP TS 33.122 [12].

3. The CAPIF core function returns the result of the API invoker identity verification in the authentication
response.

NOTE 2: The CAPIF core function can share the information required for authentication of the API invoker at the
AEF.

8.11 APl invoker obtaining authorization to access service API

8.11.1 General

The API invoker requires to execute this procedure when it needs to obtain or re-obtain (e.g. upon expiry of the
authorization information) the authorization to access the service API. Once the API invoker receives the authorization
to access the service AP, the API invoker can perform one or multiple service APl invocations as per the permission
limit. This procedure may be performed during the API invoker onboarding process.

8.11.2 Information flows

NOTE: The security aspects of this procedure are specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

8.11.3 Procedure

Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:

- The API invoker is onboarded and has received an API invoker identity.
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3. Obtain service APl authorization response
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Figure 8.11.3-1: Procedure for the APl invoker obtaining authorization for service APl access

1. The API invoker sends an obtain service API authorization reguest to the CAPIF core function for obtaining
permission to access the service API by including the API invoker identity information and any information
required for authentication of the API invoker.

2. The CAPIF core function validates the authentication of the API invoker (using authentication information) and
checks whether the API invoker is permitted to access the requested service API.

NOTE 1. The authentication processis specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

3. Based on the API invoker's subscription information the authorization information to access the service APIsis
sent to the API invoker in the obtain service API authorization response.

NOTE 2: The mechanism for distribution of the authorization information for the API invoker to the API exposing
function is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

8.12  AEF obtaining service API access control policy

8.12.1 General

The CAPIF core function is the central repository of al the policies related to service APIs. The AEF executesthis
procedure when it needs to obtain the policy to perform access control on the service API invocations (e.g. when policy
for performing access control on service APl is unavailable at the AEF).

8.12.2 Information flows

8.12.2.1 Obtain access control policy request

Table 8.12.2.1-1 describes the information flow obtain access control policy request from the AEF to the CAPIF core

function.

Table 8.12.2.1-1: Obtain access control policy request

Information element Status Description
Identity information M Identity information of the entity requesting the
access control policy
Service APl information M The information of the service API for which the
access control policy is being requested.
8.12.2.2 Obtain access control policy response

Table 8.12.2.2-1 describes the information flow obtain access control policy response from the CAPIF core function to

the AEF.
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Table 8.12.2.2-1: Obtain access control policy response

Information element

Status

Description

Result

M

Indicates the success or failure of the obtain
access control policy operation

Access control policy information

O (See NOTE)

The access control policy information
corresponding to the requested service API.

NOTE:  Shall be present if the Result information element indicates that the obtain access control
policy operation is successful. Otherwise access control policy information shall not be present.

8.12.3 Procedure

Figure 8.12.3-1 illustrates the procedure for obtaining policy to perform access control on the service API invocations.

Pre-conditions:

1. The AEF is hosting the service API but the policy to perform access control is not available with AEF.

2. The CAPIF core function is configured with the access control policies corresponding to one or more service

APls.

AEF

1. Obtain access control policy request

CAPIF core function

[

3. Obtain access control policy response

|

2.Check whether AEF is

authorized to receive the

access control policy for
service API

A

Figure 8.12.3-1: Procedure for the AEF obtaining service APl access control policy

1. The AEF sends an obtain access control policy request to the CAPIF core function for obtaining the policy to
perform the access control on service API invocations by including the details of the hosted service API.

2. The CAPIF core function checks whether the AEF is authorized to receive the access control policy
corresponding to the service APIs requested.

3. If authorization check is successful, the AEF is provided the access control policy for the service API viaan
obtain access control policy response. If authorization check is not successful, the AEF is provided with afailure
indication via a obtain access control policy response.

NOTE: To maintain synchronization between the AEF and the CAPIF core function for the policy cached at AEF,
the AEF can subscribe to the policy update event at CAPIF core function according to the procedurein
subclause 8.8.3 and receive notifications about any updated policy at CAPIF core function according to
the procedure in subclause 8.8.4.

8.13  Topology hiding

8.13.1 General

The procedure in this subclause corresponds to the architectural requirements for hiding the topology of the PLMN trust
domain from the API invokers accessing the service APIs from outside the PLMN trust domain.
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8.13.2 Information flows

8.13.2.1 Service API invocation request (API invoker — AEF-1)

The information flow service API invocation request from the API invoker to AEF-1 (AEF acting as service
communication entry point) is service API specific and the complete detail of the service API invocation request is out
of scope of the present document. Table 8.17.2.1-1 describes the CAPIF related information elements which are
included in the service API invocation request.

8.13.2.2 Service API invocation request (AEF-1 — AEF-2)

Theinformation flow service API invocation request from AEF-1 (AEF acting as service communication entry point) to
AEF-2 (destination AEF for handling service API) is service API specific and the complete detail of the service API
invocation request is out of scope of the present document. Table 8.17.2.1-1 describes the CAPIF related information
elements which are included in the service API invocation request.

8.13.2.3 Service API invocation response (AEF-2 — AEF-1)

The information flow service APl invocation response from AEF-2 (destination AEF for handling service API) to AEF-
1 (AEF acting as service communication entry point) is service API specific and the complete detail of the service API
invocation response is out of scope of the present document. Table 8.17.2.2-1 describes the CAPIF related information
elements which are included in the service API invocation response.

8.13.2.4 Service API invocation response (AEF-1 — API invoker)

Theinformation flow service API invocation response from AEF-1 (AEF acting as service communication entry point)
to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope
of the present document. Table 8.17.2.2-1 describes the CAPIF related information elements which are included in the
service API invocation response.

8.13.3 Procedure
Figure 8.13.3-1 illustrates the procedure for CAPIF topology hiding.
Pre-conditions:

1. The API invoker has performed the service discovery and received the details of the service APl which includes
the information about the service communication entry point of the AEF-1 in the CAPIF.

2. The APl invoker is authenticated and authorized to use the service API.

3. The AEF-1inthe CAPIF is configured with a policy for topology hiding including the entry point address of the
service API (provided via AEF-2).
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APl invoker AEF-1 CAPIF core AEF-2
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

3. Service APl invocation request

4. Service APl invocation response

.

5. Service APl invocation response

Figure 8.13.3-1: Procedure for CAPIF topology hiding

1. The API invoker performs service APl invocation according to the interface of the service API by sending a
service API invocation request towards the AEF-1 which exposes the service API towards the API invoker, and
acts astopology hiding entity.

2. If the policy for topology hiding is not configured in AEF-1, then the AEF-1 may obtain the policy for the
topology hiding from the CAPIF core function.

NOTE: Steps 3 and 4 are not necessary when the AEF-1 is capable to serve the service API invocation request.

3. The AEF-1 further resolves the actual destination service API address information according to the topology
hiding policy and forwards the incoming service API invocation request to the service API of the related AEF-2.

4. The AEF-1 receives aresponse request for service APl invocation from service API provided by AEF-2.

5. The AEF-1 resolves the destination APl invoker address and a so modifies the source address information of the
AEF-2 within the response request as per topology hiding policy and forwards the response request to the API
invoker.

8.14  Authentication between the API invoker and the AEF prior
to service API invocation

8.14.1 General

The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by
the AEF.

To reduce latency during API invocation, the API invoker associated authentication information can be made available
at the AEF after authentication between the API invoker and the CAPIF core function.

8.14.2 Information flows

NOTE: The security aspects of this procedure are specified in subclause 6.4 and subclause 6.5.2 of
3GPPTS33.122[12].

8.14.3 Procedure
Figure 8.14.3-1 illustrates the procedure for authentication between the API invoker and the AEF.

Pre-conditions:
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1. Optionally, the CAPIF core function has shared the information required for authentication of the API invoker
with the AEF.

APl exposing

APl invoker CAPIF core function X
function

1. Authentication Initiation request

3. Authentication Initiation response

A

4. |dentity verification and authentication

Figure 8.14.3-1: Procedure for authentication between the APl invoker and the AEF prior to service
APl invocation

The API invoker triggers authentication initiation to the AEF, including the API invoker identity.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

The AEF returns the result of authentication initiation in the authentication initiation response.

A W Dd P

The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE: The authentication processis specified in subclause 6.4 and subclause 6.5.2 of 3GPP TS 33.122 [12].

8.15  Authentication between the API invoker and the AEF upon
the service API invocation

8.15.1 General

The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by
the AEF upon the service API invocation.

To reduce latency during API invocation, the API invoker associated authentication information can be made available
at the AEF after authentication between the API invoker and the CAPIF core function.
8.15.2 Information flows

NOTE: The security aspects of this procedure are specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

8.15.2.1 Service API invocation request with authentication information

The information flow service APl invocation request with authentication information from the APl invoker to the AEF
is service API specific and the complete detail of the service API invocation request is out of scope of the present
document. Table 8.15.2.1-1 describes only the CAPIF related information elements which are included in the service
API invocation request.
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Table 8.15.2.1-1: Service APl invocation request with authentication information

Information element Status Description

APl invoker identity information M The information that determines the identity of the
APl invoker

Authentication information M (see NOTE) | The authentication information obtained before
initiating the service API invocation request

Service API identification M The identification information of the service API for
which invocation is requested. The service API
identification is part of the specific service API
invocation request.

NOTE:  The specific aspect of this information element is specified in subclause 6.5.2.3 of
3GPP TS 33.122 [12].

8.15.2.2 Service API invocation response
The information flow service API invocation response from the AEF to the API invoker is service API specific and the

complete detail of the service API invocation response is out of scope of the present document. Table 8.15.2.2-1
describes only the CAPIF related information elements which are included in the service API invocation response.

Table 8.15.2.2-1: Service APl invocation response

Information element Status Description

Result M Indicates the success or failure of service API
invocation.

8.15.3 Procedure

Figure 8.15.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication
information is carried in the API invocation request.

Pre-conditions:

1. Optionally, the CAPIF core function has shared the information required for authentication of the API invoker
with the AEF.

APl invoker CAPIF core function API exppsmg
function

1. Service APl invocation request with authentication information

2. Obtain API invoker information for authentication

3. Identity verification and authentication

4. Service API invocation response

A

Figure 8.15.3-1: Procedure for authentication between the APl invoker and the AEF upon the service
APl invocation
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1. The API invoker invokes a service APl invocation request with authentication information to the AEF, and
includes in this request authentication information, including the API invoker identity.
2. The AEF obtains the API invoker information required for authentication by the AEF, if not available.
3. The AEF verifiesthe identity of the API invoker and authenticates the API invoker.
NOTE: The authentication processis specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

4. If the verification was successful, the AEF returns the result of the service APl invocation in the Service API
invocation response.

8.16 APl invoker authorization to access service APIs

8.16.1 General

The procedure in this subclause corresponds to the architectural requirements for API invoker authorization to access
service APIs.

A secure communication channel is mandatory in CAPIF.

To reduce latency during API invocation, the API invoker associated authorization information can be made available at
the AEF after authentication between the API invoker and the CAPIF core function.

NOTE: The security related aspects related to this procedure are out of scope of the present document.
8.16.2 Information flows

8.16.2.1 Service API invocation request

The information flow service API invocation request from the API invoker to the AEF is service API specific and the
complete detail of the service API invocation request is out of scope of the present document. Table 8.16.2.1-1
describes only the CAPIF related information elements which are included in the service API invocation request.

Table 8.16.2.1-1: Service APl invocation request

Information element Status Description

APl invoker identity information M The information that determines the identity of the
APl invoker

Authorization information O (see NOTE) | The authorization information obtained before
initiating the service API invocation request

Service API identification M The identification information of the service API for
which invocation is requested. The service API
identification is part of the specific service API
invocation request.

NOTE:  The inclusion of this information element depends on the chosen solution for authorization.

8.16.2.2 Service API invocation response

The information flow service API invocation response from the AEF to the API invoker is service API specific and the
complete detail of the service API invocation response is out of scope of the present document. Table 8.16.2.2-1
describes only the CAPIF related information elements which are included in the service API invocation response.

Table 8.16.2.2-1: Service APl invocation response

Information element Status Description
Result M Indicates the success or failure of service API
invocation.
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8.16.3 Procedure

Figure 8.16.3-1 illustrates the procedure for API invoker authorization to access service APIs.
Pre-conditions:
1. The API invoker has been authenticated.

2. The APl invoker associated authorization information is available at AEF.

APl exposing

APl invoker CAPIF core function i
function

1. Service API invocation request

=

2. Check authorization

2a. Obtain Authorization information

3. Execute API logic

4. Service APl invocation response

A

Figure 8.16.3-1: Procedure for APl invoker authorization to access service APIs

1. The API invoker triggers service APl invocation request to the AEF, including the service API to be invoked.
NOTE 1: Authentication can also be performed if not authenticated previously.
NOTE 2: The API invoker can trigger several service API invocations asynchronously.

2. Upon receiving the service API invocation request, the AEF checks whether the API invoker is authorized to
invoke that service API, based on the authorization information.

2a. If the AEF does not have information required to authorize service API invocation, the AEF obtains the
authorization information from the CAPIF core function.

3. The AEF executes the service logic for the invoked service API.

4. The APl invoker receives the service API invocation response as a result of the service API invocation.
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8.17 CAPIF access control

8.17.1 General

The CAPIF controls the access of service API by the API invoker based on policy or usage limits.
8.17.2 Information flows

8.17.2.1 Service API invocation request

The information flow service API invocation request from the API invoker to the AEF is service API specific and the
complete detail of the service API invocation request is out of scope of the present document. Table 8.17.2.1-1
describes only the CAPIF related information elements which are included in the service API invocation request.

Table 8.17.2.1-1: Service APl invocation request

Information element Status Description

API invoker identity information M The information that determines the identity of the
APl invoker

Authorization information O (see NOTE) | The authorization information obtained before
initiating the service API invocation request

Service API identification M The identification information of the service API for
which invocation is requested. The service API
identification is part of the specific service API
invocation request.

NOTE:  The inclusion of this information element depends on the chosen solution for authorization.

8.17.2.2 Service API invocation response

The information flow service API invocation response from the AEF to the API invoker is service APl specific and the
complete detail of the service API invocation response is out of scope of the present document. Table 8.17.2.2-1
describes only the CAPIF related information elements which are included in the service APl invocation response.

Table 8.17.2.2-1: Service APl invocation response

Information element Status Description
Result M Indicates the success or failure of service API
invocation.

8.17.3 Procedure

Figure 8.17.3-1 illustrates the procedure for service APl access control.
Pre-conditions:

1. The API invoker has performed the service API discovery and received the details of the service APl which
includes the information about the service communication entry point of the AEF in the CAPIF.

2. The APl invoker is authenticated and authorized to use the service API.

3. The AEF inthe CAPIF is configured with at least one access policy to be applied to the service API invocation
corresponding to the API invoker and service API.
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AEF CAPIF core

APlinvoker (Service API) function

1. Service APl invocation request

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

2. Obtain the policy for access control |

(I E—

3. Access control on
Service APl invocation

4. Service APl invocation response

A

Figure 8.17.3-1: Procedure for service APl access control

1. The API invoker performs service APl invocation according to the interface of the service API by sending a
service API invocation request towards the AEF which exposes the service API towards the API invoker. The
AEF acts as an access control entity.

2. If the access control policy is not configured with AEF, then the AEF may obtain the access control policy
configuration from the CAPIF core function.

3. Upon receiving the service API invocation request from the API invoker, the AEF checks for configuration for
access control. As per the configuration for access control, the AEF performs access control on the service API
invocation request as per the operator policy.

4. The API invoker receives a service APl invocation response for service API invocation from the AEF providing
the service API.

8.18 CAPIF access control with cascaded AEFs

8.18.1 General

The procedure in this subclause corresponds to the architectural requirements related to some common access control
requirements for service API invocations. It provides access control, based on two cascaded APl Exposing Function
(AEF) instances. While one AEF instance provides the entry point for the service API and acts as access controller,
further AEF instances deliver the functionality of the actual service APIs.

8.18.2 Information flows

8.18.2.1 Service API invocation request

The information flow service APl invocation request from the API invoker to the AEF and between AEFsis service
API specific and the complete detail of the service API invocation request is out of scope of the present document.
Table 8.17.2.1-1 describes the CAPIF related information elements which are included in the service API invocation
request.

8.18.2.2 Service API invocation response

The information flow service API invocation response from the AEF to the API invoker and between AEFsis service
API specific and the complete detail of the service API invocation response is out of scope of the present document.
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Table 8.17.2.2-1 describes the CAPIF related information e ements which are included in the service APl invocation
response.

8.18.3 Procedure

Figure 8.18.3-1 illustrates the procedure for CAPIF access control.
Pre-conditions:

1. The API invoker has performed the service discovery and received the details of the service API which includes
the information about the service communication entry point of the AEF-1 in the CAPIF.

2. The APl invoker is authenticated and authorized to use the service API.

3. The AEF-1inthe CAPIF is configured with at |east one access policy to be applied to the service API invocation
corresponding to the API invoker and service API.

AEF-1 AEF-2

APlinvoker {Access controller) (Service API)

1. Service APl invocation request

r
i

i 2. Access control on
! . - .

! service APl invocation
i

3. Service API invocation request

A

4. Service APl invocation response

<
-

5. Service API invocation
response

A

Figure 8.18.3-1: Procedure for CAPIF access control with cascaded AEFs

1. The API invoker performs service API invocation according to the interface of the service API by sending a
service API invocation request towards the AEF-1 which exposes the service API towards the API invoker, and
acts as access control entity.

2. Upon receiving the service API invocation request from the API invoker, the AEF-1 checks for configuration for
access control. As per the configuration for access control, the AEF-1 performs access control on the service API
invocation as per the operator policy.

3. The AEF-1 forwards the incoming service APl invocation request to the service API provided by AEF-2.
4. The AEF-1 receives a service APl invocation response for service API invocation from AEF-2.

5. The AEF-1 resolves the destination API invoker address and modifies the source address information of AEF-2
within the service API invocation response and forwards the service API invocation response to the API invoker.

8.19  Logging service API invocations

8.19.1 General

The procedure in this subclause corresponds to the architectural requirements for logging service API invocations at
AEF.
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8.19.2 Information flows

8.19.2.1 API invocation log request

Table 8.19.2.1-1 describes the information flow API invocation log request from the API exposing function to the
CAPIF core function.

Table 8.19.2.1-1: APl invocation log request

Information element Status Description
API exposing identity information | M Identity information of the AEF logging service
API(s) invocations
API invocation log information M API invocation log information such as API

invoker's ID, IP address, service APl name,
version, invoked operation, input parameters,
invocation result, time stamp information

8.19.2.2 API invocation log response

Table 8.19.2.2-1 describes the information flow API invocation log response from the CAPIF core function to the API
exposing function.

Table 8.19.2.2-1: APl invocation log response

Information element Status Description

Result M Indicates the success or failure of API(s) invocation
log request

8.19.3 Procedure
Figure 8.19.3-1 illustrates the procedure for logging service API invocations at AEF.
Pre-conditions:

1. The API invoker(s) has invoked certain service API(S).

CAPIF core function APl expgsmg
function
1. APl invocation log request
2. Log API

invocation

3. APl invocation log response

Figure 8.19.3-1: Procedure for logging service APl invocations

1. Upon invocation of service API(s) from one more API invokers, the AEF triggers APl invocation log request
towards the CAPIF core function.

NOTE 1: The AEF can collect the log information associated to several APl invocations before triggering API
invocation log request asynchronously.
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2. The CAPIF core function makes alog entry and stores the information e.g. for charging purposes, for access by
authorized users and entities.

NOTE 2: API invocation log is stored for a configured duration.

3. AEF receivesthe API invocation log response from the CAPIF core function.

8.20  Charging the invocation of service APIs

8.20.1 General

The procedure in this subclause corresponds to the architectural requirements for charging the invocation of service
APIs.

8.20.2 Information flows
NOTE: Itisin SA5 scope to develop the charging related information flows for this procedure.

Editor's note: Reference to the appropriate SA5 specification is needed.

8.20.3 Procedure

Figure 8.20.3-1 illustrates the procedure for charging the invocation of service APIs.

APl exposing

CAPIF core function .
function

1. APl invocation charging request

2. Charging
procedure

3. APl invocation charging response

Figure 8.20.3-1: Procedure for charging the invocation of service APIs

1. Upon invocation of service API(s) from one more API invokers, the AEF triggers an APl invocation charging
request and includes API invoker information (e.g. invoker's ID and | P address, location, timestamp) and service
APl information (e.g. service APl name and version, invoked operation, input parameters, invocation result)
towards the CAPIF core function.

NOTE: These requests can be triggered asynchronously.

2. The CAPIF core function performs a charging procedure which includes storing the information for access by
authorized APl management.

3. The AEF receivesthe API invocation charging response from the CAPIF core function.

8.21  Monitoring service API invocation

8.21.1 General

The procedure in this subclause corresponds to the architectural requirements for monitoring service API invocation.
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8.21.2 Information flows

8.21.2.1 Monitoring service API event notification

The information flow for the monitoring service API event notification from the CAPIF core function to the API
management function is same as the event notification from the CAPIF core function to the subscribing entity.

Table 8.8.2.3-1 describes the information elements which are included in the monitoring service APl event notification.
8.21.2.2 Monitoring service API event notification acknowledgement

Theinformation flow for the monitoring service API event notification acknowledgement from the APl management
function to the CAPIF core function is same as the event notification acknowledgement from subscribing entity to the
CAPIF core function. Table 8.8.2.4-1 describes the information elements which are included in the monitoring service
API event notification acknowledgement.

8.21.3 Procedure

Figure 8.21.3-1 illustrates the procedure for monitoring service API invocation.
Pre-conditions:

1. The APl management function has subscribed to monitoring event including filters such asinvoker'sID and IP
address, service API name and version, input parameters, and invocation result.

APl management

CAPIF core function -
function

1. Monitoring
event detected

2. Monitoring service APl event notification

3. Monitoring service APl event notification
acknowledgement

)
-

Figure 8.21.3-1: Procedure for monitoring service APl invocation

1. The CAPIF core function monitors the service API invocations applying the monitoring filters specified before.

2. Detection of a monitoring event by the CAPIF core function triggers notification to the APl management
function with the detail s of the monitored event.

NOTE: API provider action subsequent to monitoring service API natification is out-of-scope of this
specification.

3. The API management function sends a monitoring service API event notification acknowledgement to the
CAPIF core function for the notification received.

8.22  Auditing service API invocation

8.22.1 General

The procedure in this subclause corresponds to the architectural requirements for auditing service API invocation. This
procedure can be used for auditing of other CAPIF interactionsi.e. service APl invocation events, API invoker
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onboarding events and API invoker interactions with the CAPIF (e.g. authentication, authorization, discover service
APIs) aswell.

8.22.2 Information flows

8.22.2.1 Query service API log request

Table 8.22.2.1-1 describes the information flow query service API log request from the APl management function to
the CAPIF core function.

Table 8.22.2.1-1: Query service APl log request

Information element Status Description
Identity information M Identity information of the entity querying service
API log request
Query information M List of query filters such as invoker's ID and IP
address, service APl name and version, input
parameters, and invocation result

8.22.2.2 Query service API log response

Table 8.22.2.2-1 describes the information flow query service API log response from the CAPIF core function to the
API management function.

Table 8.22.2.2-1: Query service APl log response

Information element Status Description
Result M Indicates the success or failure of query service
API log request
API invocation log information O (see NOTE) | APl invocation log information such as API

invoker's ID, IP address, service APl name,
version, invoked operation, input parameters,
invocation result, time stamp information
NOTE: Information element shall be present when result indicates success.

8.22.3 Procedure
Figure 8.22.3-1 illustrates the procedure for auditing service API invocation.
Pre-conditions:

1. Service API invocation logs are available at the CAPIF core function.

APl management

CAPIF core function -
function

1. Query service API log request

2. Access service
APl invocation
logs

3. Query service API log response

Figure 8.22.3-1: Procedure for auditing service APl invocation
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1. For auditing service API invocations, the APl management function triggers query service APl log request to the
CAPIF core function.

2. Upon receiving the query service APl log request, the CAPIF core function accesses the necessary service API
log information for auditing purposes.

3. The CAPIF core function returns the log information to the API management function in the query service API
log response.

NOTE: The APl management function detecting abuse of the service API invocation and actions, subsequent to
query service API log response, are out-of-scope of this specification.

8.23  CAPIF revoking API invoker authorization

8.23.1 General

The CAPIF controls the access of service API by the API invoker based on policy or usage limits. If the usage limits
have exceeded, the authorization of the API invoker for accessing the service APIsisrevoked. The decision to revoke
the API invoker authorization may be triggered by the AEF or the CAPIF core function.

8.23.2 Information flows

8.23.2.1 Revoke API invoker authorization request

Table 8.23.2.1-1 describes the information flow revoke API invoker authorization request from the APl exposing
function to the CAPIF core function or from the CAPIF core function to the API exposing function.

Table 8.23.2.1-1: Revoke APl invoker authorization request

Information element Status Description
APl invoker identity information M The information that determines the identity of the
API invoker
Service API identification M The identification information of the service API for

which the authorization is revoked.

Cause M The cause for revoking the API invoker
authorization
8.23.2.2 Revoke API invoker authorization response

Table 8.23.2.2-1 describes the information flow revoke API invoker authorization response from the CAPIF core
function to the API exposing function or from the API exposing function to the CAPIF core function.

Table 8.23.2.2-1: Revoke APl invoker authorization response

Information element Status Description
Result M Indicates the success or failure of revoke API
invoker authorization.

8.23.2.3 Revoke API invoker authorization notify

Table 8.23.2.3-1 describes the information flow revoke API invoker authorization notify from the CAPIF core function
to the API invoker.

ETSI



3GPP TS 23.222 version 15.6.0 Release 15 59 ETSI TS 123 222 V15.6.0 (2022-10)

Table 8.23.2.3-1: Revoke APl invoker authorization notify

Information element Status Description
APl invoker identity information M The information that determines the identity of the
API invoker whose authorizatio has been revoked
Service API identification M The identification information of the service API for
which the authorization is revoked.
Cause M The cause for revoking the API invoker
authorization

8.23.3 Procedure for CAPIF revoking API invoker authorization initiated by
AEF

Figure 8.23.3-1 illustrates the procedure for revoking API invoker authorization to access service API initiated by the
AEF.

Pre-conditions:
1. The API invoker is authenticated and authorized to use the service API.

2. The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation
corresponding to the API invoker and the service API.

APl invoker CAPIF Core AEF
function

1. Trigger for
revoking API invoker
authorization

2. Revoke API invoker authorization
request

3. Invalidate the
authorization of the API
invoker for service API

4. Revoke APl invoker authorization
response

»
L

5. Invalidate the
authorization of the API
6. Revoke API invoker authorization invoker for service API
< notify

Figure 8.23.3-1: Procedure for revoking APl invoker authorization initiated by AEF

1. The AEF triggers the revocation of the API invoker authorization.

2. The AEF sends revoke API invoker authorization request to the CAPIF core function with the details of the API
invoker and the service API.

3. Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CAPIF
core function invalidates the API invoker authorization corresponding to the service API.

4. The CAPIF core function sends arevoke APl invoker authorization response to the AEF.
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5. Upon successful revocation of API invoker authorization corresponding to the service API at the CAPIF core
function, the AEF invalidates the API invoker authorization corresponding to the service API.

6. The CAPIF core function sends arevoke API invoker authorization notify to the API invoker whose
authorization to access the service APl has been revoked.

8.23.4 Procedure for CAPIF revoking API invoker authorization initiated by
CAPIF core function

Figure 8.23.4-1 illustrates the procedure for revoking API invoker authorization to access service API initiated by the
CAPIF core function.

Pre-conditions:
1. The API invoker is authenticated and authorized to use the service API.

2. The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation
corresponding to the API invoker and the service API.

APl invoker CAPIF Core AEF
function

1. Trigger for
revoking API invoker
authorization

2. Revoke API invoker authorization
request

P

3. Invalidate the
authorization of the API
invoker for service API

4. Revoke APl invoker authorization
response

5. Invalidate the
authorization of the API
invoker for service API

6. Revoke API invoker authorization
notify

&
<

Figure 8.23.4-1: Procedure for revoking API invoker authorization initiated by CAPIF core function

1. The CAPIF core function triggers the revocation of the API invoker authorization.

2. The CAPIF core function sends revoke API invoker authorization request to the AEF with the details of the API
invoker and the service API.

3. Upon receiving the information to revoke the API invoker's authorization for service API invocation, the AEF
invalidates the API invoker authorization corresponding to the service API.

4. The AEF sends arevoke API invoker authorization response to the CAPIF core function.
5. The CAPIF core function invalidates the API invoker authorization corresponding to the service API.

6. The CAPIF core function sends arevoke APl invoker authorization notify to the APl invoker whose
authorization to access the service API has been revoked.
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9 API consistency guidelines

9.1 General

This clause specifies the API consistency guidelines for all northbound APIs utilizing CAPIF architecture. The
guidelines are categorized as follows:

- fundamental API guidelines, applicable to al northbound APIs utilizing CAPIF; and

- architecture design considerations, applicableto all northbound APIs utilizing CAPIF.

9.2 Fundamental APl Guidelines

The specification of each northbound API utilizing the common API framework should define:
1. thefunction of the API;
2. theresource(s) involved;
3. thelist of supported operations and their usage;
4. thelist of input and output parameters along with applicable schemas, as required;
5. thelist of supported response codes;
6

. the behavior of the network entity exposing the APIs (e.g. the CAPIF core function or the API exposing
function) for each supported operation; and

7. thelist of applicable data types.

In order to facilitate the consistency of the northbound APIs utilizing the common API framework it is recommended to
adopt the guidelines which define the following:

1. consistent nomenclature for the operations, data structures and resources;
2. design principles for the use of operations for common tasks; and
3. atemplate for the consistent documentation of APIs.
The northbound APIs utilizing the common API framework should support the following properties:
1. beextensible, such that it is possible to accommodate future requirements;
2. support access control mechanisms;
3. support charging, if applicable; and
4

. be backward and forward compatible with different versions of the same API.

9.3 Architecture design considerations

Northbound APIs utilizing common API framework should adhere to RESTful architecture, whenever possible. Service
operations can use custom API operations (RPC-style interaction), when it is seen a better fit for the style of interaction
to model, e.g. non-CRUD service operations.

NOTE: The selection of aparticular API styleis specific to each APl implementation, and subject to Stage 3
scope.

The API design:

1. should have a uniform interface that conveys the resource model of the API to its client developers and:
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a. theimplementation of the resource(s) involved in the APIs should be hidden from the client, but adequate
operations should be designed to operate on the resource(s);

b. any single API should be atomic;

c. all resourcesinvolved in APIs should be accessible through a common approach, and similarly modified
using a consistent approach;

should alow the client (such as the APl invoker) and the server (such as the CAPIF core function or the API
exposing function) to evolve independently, i.e. the client should not have to be aware of the execution aspects
of the APIs on the server;

should be stateless such that each request from the client (such asthe API invoker) to the server (such asthe
CAPIF core function or the API exposing function) contains al of the information necessary for the server to
understand the request;

should define the usage of standard operations, such as Create, Read, Update and Delete, consistently along with
the applicable response codes;

should allow to label responses as cacheable or non-cacheable, to improve network efficiency by supporting
caching in the client (such asthe API invoker);

should prevent unwanted modification of the resources during invocation of APIs; and

should support version control.

10

CAPIF core function APIs

10.1 General

Table 10.1-1 illustrates the CAPIF core function APIs.
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Table 10.1-1: List of CAPIF core function APIs

APl Name API Operations Known Consumer(s) Communication
Type
CAPIF_Discover_Service_API Discover_Service_API AP Invoker Request/ Response
Subscribe_Event API Invoker Request/ Response
Notify Event API Invoker Notify
Unsubscribe_Event API Invoker Request/ Response
CAPIF_Publish_Service_API Publish_Service_API API Publishing Function Request/ Response
Unpublish_Service API API Publishing Function Request/ Response
Update_Service_API API Publishing Function Request/ Response
Get_Service API API Publishing Function Request/ Response
Subscribe_Event API Publishing Function Request/ Response
Notify Event API Publishing Function Notify
Unsubscribe_Event API Publishing Function Request/ Response
CAPIF_Events API Subscribe_Event API Invoker, API Request/ Response

Publishing Function, API
Management Function,
API Exposing Function

Notify_Event API Invoker, API Notify
Publishing Function, API
Management Function,
API Exposing Function

Unsubscribe_Event API Invoker, API Request/ Response
Publishing Function, API
Management Function,
API Exposing Function

CAPIF_API_Invoker_management Onboard_API_Invoker API Invoker Request/ Response
API Offboard_API_Invoker API Invoker Request/ Response
Subscribe_Event APl Management Request/ Response
Function
Notify_Event API Management Notify
Function
Unsubscribe_Event API Management Request/ Response
Function
CAPIF_Security API Obtain_Security_Method API Invoker Request/ Response
Obtain_Authorization API Invoker Request/ Response
Obtain_API_Invoker_Info API Exposing Function Request/ Response
Revoke_Authorization API Exposing Function Request/ Response
CAPIF_Monitoring API Subscribe_Event API Management Request/ Response
Function
Notify_Monitoring_Service_ | APl Management Notify
Event Function
Unsubscribe_Event API Management Request/ Response
Function
CAPIF_Logging_API_Invocation APl | Log_API_Invocation API exposing function Request/ Response
CAPIF_Auditing API Query_API_Invocation_Log | APl management Request/ Response
function
CAPIF_Access_Control_Policy API Obtain_Access_Control_Po | API exposing function Request/Response
licy

10.2 CAPIF_Discover_Service_API API

10.2.1 General

API description: This API enablesthe API invoker to communicate with the CAPIF core function to discover the
published service API information over CAPIF-1 or CAPIF-1e.

10.2.2 Discover_Service API operation

API operation name: Discover_Service API
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Description: Provides the published service APIs information.
Known Consumers: API invoker.

Inputs: Refer subclause 8.7.2.1.

Outputs: Refer subclause 8.7.2.2.

See subclause 8.7.3 for the details of usage of this API operation.

10.2.3 Subscribe Event operation

API operation name: Subscribe Event

Description: Provides subscription to the CAPIF related event information.
Known Consumers: API invoker.

Inputs: Refer subclause 8.8.2.1.

Outputs: Refer subclause 8.8.2.2.

See subclause 8.8.3 for the details of usage of this API operation.

10.2.4 Notify _Event operation

API operation name: Notify Event

Description: Provides the relevant CAPIF event information to the subscribed entities.
Known Consumers: API invoker.

Inputs: Refer subclause 8.8.2.3.

Outputs: Refer subclause 8.8.2.4.

See subclause 8.8.4 for the details of usage of this API operation.

10.2.5 Unsubscribe Event operation
API operation name: Unsubscribe Event

Description: Unsubscription to the CAPIF event information.
Known Consumers: API invoker.

Inputs: Refer subclause 8.8.2.5.

Outputs: Refer subclause 8.8.2.6.

See subclause 8.8.5 for the details of usage of this API operation.

10.3 CAPIF_Publish_Service_API API

10.3.1 General

API description: This API enables the API publishing function to communicate with the CAPIF core function to
publish the service API information and manage the published service API information over CAPIF-4.

NOTE: Stage 3 can decide whether the API for CAPIF_Publish_Service API can be enabled over CAPIF-4.
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10.3.2 Publish_Service API operation
API operation name: Publish_Service API

Description: Publish the service API information.

Known Consumers. API publishing function.

Inputs: Refer subclause 8.3.2.1.

Outputs: Refer subclause 8.3.2.2.

See subclause 8.3.3 for the details of usage of this API operation.

10.3.3 Unpublish_Service API operation
API operation name: Unpublish_Service API

Description: Remove the published service API information.
Known Consumers. API publishing function.

Inputs: Refer subclause 8.4.2.1.

Outputs: Refer subclause 8.4.2.2.

See subclause 8.4.3 for the details of usage of this API operation.

10.3.4 Update_Service_API operation
API operation name: Update_Service API

Description: Update the published service API information.
Known Consumers. API publishing function.

Inputs: Refer subclause 8.6.2.1.

Outputs: Refer subclause 8.6.2.2.

See subclause 8.6.3 for the details of usage of this API operation.

10.3.5 Get_Service_API operation
API operation name: Get_Service API

Description: Retrieve the published service API information.
Known Consumers: API publishing function.

Inputs: Refer subclause 8.12.2.1.

Outputs: Refer subclause 8.12.2.2.

See subclause 8.12.3 for the details of usage of this API operation.

10.3.6 Subscribe Event operation

API operation name: Subscribe Event

Description: Provides subscription to the CAPIF related event information.

Known Consumers: API publishing function.
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Inputs: Refer subclause 8.8.2.1.
Outputs: Refer subclause 8.8.2.2.

See subclause 8.8.3 for the details of usage of this API operation.

10.3.7 Notify_Event operation

API operation name: Notify_ Event

Description: Provides the relevant CAPIF event information to the subscribed entities.
Known Consumers: API publishing function.

Inputs. Refer subclause 8.8.2.3.

Outputs: Refer subclause 8.8.2.4.

See subclause 8.8.4 for the details of usage of this API operation.

10.3.8 Unsubscribe_ Event operation
API operation name: Unsubscribe_Event

Description: Unsubscription to the CAPIF event information.
Known Consumers: API publishing function.

Inputs. Refer subclause 8.8.2.5.

Outputs: Refer subclause 8.8.2.6.

See subclause 8.8.5 for the details of usage of this API operation.

10.4 CAPIF_Events API

10.4.1 General

API description: This API enablesthe API subscribing entity to communicate with the CAPIF core function to
subscribe to and unsubscribe from CAPIF events and receive subsequent notification of CAPIF events. This API is used
for the subscription to and notifications of those CAPIF events that are not bound to any of the other CAPIF core
function APIs. The following are the key functionalities:

- APl invoker subscribes to CAPIF events over CAPIF-1 or CAPIF-1e.

- API invoker receives notifications for subscribed CAPIF events over CAPIF-1 or CAPIF-1e.
- APl invoker unsubscribes from CAPIF events over CAPIF-1 or CAPIF-1e.

- APl exposing function subscribesto CAPIF events over CAPIF-3.

- API exposing function receives notifications for subscribed CAPIF events over CAPIF-3.

- APl exposing function unsubscribes from CAPIF events over CAPIF-3.

- API publishing function subscribes to CAPIF events over CAPIF-4.

- API publishing function receives notifications for subscribed CAPIF events over CAPIF-4.

- AP publishing function unsubscribes from CAPIF events over CAPIF-4.

- API management function subscribes to CAPIF events over CAPIF-5.

- APl management function receives notifications for subscribed CAPIF events over CAPIF-5.
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- APl management function unsubscribes from CAPIF events over CAPIF-5.

NOTE: Stage 3 can further decide if CAPIF_Events API can be further fine grained into more APIs.

10.4.2 Subscribe_ Event operation

API operation name: Subscribe Event

Description: Provides subscription to the CAPIF related event information.

Known Consumers. API invoker, API publishing function, APl management function, APl exposing function.
Inputs: Refer subclause 8.8.2.1.

Outputs: Refer subclause 8.8.2.2.

See subclause 8.8.3 for the details of usage of this API operation.

10.4.3 Notify Event operation

API operation name: Notify Event

Description: Provides the relevant CAPIF event information to the subscribed entities.

Known Consumers. API invoker, API publishing function, APl management function, APl exposing function.
Inputs: Refer subclause 8.8.2.3.

Outputs: Refer subclause 8.8.2.4.

See subclause 8.8.4 for the details of usage of this API operation.

10.4.4 Unsubscribe Event operation

API operation name: Unsubscribe_Event

Description: Unsubscription to the CAPIF event information.

Known Consumers. API invoker, API publishing function, API management function, APl exposing function.
Inputs: Refer subclause 8.8.2.5.

Outputs: Refer subclause 8.8.2.6.

See subclause 8.8.5 for the details of usage of this API operation.

10.5 CAPIF_API _invoker_management API

10.5.1 General

API description: This API enablesthe API invoker to communicate with the CAPIF core function to enroll asa
registered user of CAPIF and manage the enrollment information over CAPIF-1 or CAPIF-1e.

10.5.2 Onboard_API_Invoker operation

API operation name: Onboard_API_Invoker

Description: Enrollsthe API invoker as arecognized user of the CAPIF.

Known Consumers: API invoker.

Inputs. Refer subclause 8.1.2.1.
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Outputs: Refer subclause 8.1.2.2.

See subclause 8.1.3 for the details of usage of this API operation.

10.5.3 Offboard_API_Invoker operation

API operation name: Offboard_API_Invoker

Description: Cancels enrollment of the API invoker as arecognized user of the CAPIF.
Known Consumers: API invoker.

Inputs: Refer subclause 8.2.2.1.

Outputs: Refer subclause 8.2.2.2.

See subclause 8.2.3 for the details of usage of this API operation.

10.5.4 Subscribe_Event operation

API operation name: Subscribe Event

Description: Provides subscription to the CAPIF related event information.
Known Consumers. APl management function.

Inputs: Refer subclause 8.8.2.1.

Outputs: Refer subclause 8.8.2.2.

See subclause 8.8.3 for the details of usage of this API operation.

10.5.5 Notify Event operation

API operation name: Notify Event

Description: Provides the relevant CAPIF event information to the subscribed entities.
Known Consumers. APl management function.

Inputs: Refer subclause 8.8.2.3.

Outputs: Refer subclause 8.8.2.4.

See subclause 8.8.4 for the details of usage of this API operation.

10.5.6 Unsubscribe Event operation
API operation name: Unsubscribe_Event

Description: Unsubscription to the CAPIF event information.
Known Consumers. APl management function.

Inputs: Refer subclause 8.8.2.5.

Outputs: Refer subclause 8.8.2.6.

See subclause 8.8.5 for the details of usage of this API operation.
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10.6  CAPIF_Security API

10.6.1 General

API description: This API enablesthe API invoker to communicate with the CAPIF core function to authenticate and
obtain authorization to access service APIsover CAPIF-1 or CAPIF-1e.

10.6.2 Obtain_Security Method operation

API operation name: Obtain_Security Method

Description: Obtain information about service API security method with CAPIF core function for service API
invocations.

Known Consumers. API invoker.
Inputs: Refer subclause 8.10.2.
Outputs: Refer subclause 8.10.2.

See subclause 8.10.3 for the details of usage of this API operation.

10.6.3 Obtain_Authorization operation

API operation name: Obtain_Authorization

Description: Provides the authorization information to access relevant service API.
Known Consumers: API invoker.

Inputs: Refer subclause 8.16.2.

Outputs: Refer subclause 8.16.2.

See subclause 8.16.3 for the details of usage of this API operation.

10.6.4 Obtain_API_Invoker_Info operation
API operation name: Obtain_API_Invoker_Info

Description: Obtains the API invoker information.

Known Consumers. APl exposing function.

Inputs: Refer subclause 8.16.2.

Outputs: Refer subclause 8.16.2.

See subclause 8.16.3 for the details of usage of this API operation.

10.6.5 Revoke Authorization operation

API operation name: Revoke Authorization

Description: Revokes API invoker authorization to access service API.
Known Consumers. APl exposing function.

Inputs: Refer subclause 8.23.2.

Outputs: Refer subclause 8.23.2.

See subclause 8.23.3 for the details of usage of this API operation.
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10.7  CAPIF_Monitoring API

10.7.1 General

API description: This API enables the APl management function to communicate with the CAPIF core function to
subscribe to and unsubscribe from CAPIF events related to monitoring and receive subsequent notification of CAPIF
monitoring events over CAPIF-5.

NOTE: Stage 3 can decide whether the API for CAPIF_Monitoring can be enabled over CAPIF-5.

10.7.2 Subscribe Event operation

API operation name: Subscribe Event

Description: Provides subscription to the CAPIF related event information.
Known Consumers: APl management function.

Inputs. Refer subclause 8.8.2.1.

Outputs: Refer subclause 8.8.2.2.

See subclause 8.8.3 for the details of usage of this API operation.

10.7.3 Notify_Monitoring_Service Event operation
API operation name: Notify _Monitoring_Service Event

Description: Provides the notification of the events related to monitoring service API invocations to the subscribed API
management function.

Known Consumers. APl management function.
Inputs. Refer subclause 8.21.2.1.
Outputs: Refer subclause 8.21.2.2.

See subclause 8.21.3 for the details of usage of this API operation.

10.7.4 Unsubscribe Event operation
API operation name: Unsubscribe Event

Description: Unsubscription to the CAPIF event information.
Known Consumers: APl management function.

Inputs. Refer subclause 8.8.2.5.

Outputs: Refer subclause 8.8.2.6.

See subclause 8.8.5 for the details of usage of this API operation.

10.8 CAPIF_Logging_ API_Invocation API

10.8.1 General

API description: This API enables the API exposing function to communicate with the CAPIF core function to log the
information related to service API invocation over CAPIF-3.

NOTE: Stage 3 can decide whether the API for CAPIF_Logging_API_Invocation can be enabled over CAPIF-3.
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10.8.2 Log_API_Invocation operation
API operation name: Log_API_Invocation

Description: Enablesto log API invocation information.
Known Consumers. APl exposing function.

Inputs: Refer subclause 8.19.2.1.

Outputs: Refer subclause 8.19.2.2.

See subclause 8.19.3 for the details of usage of this API operation.

10.9 CAPIF_Auditing API

10.9.1 General

API description: This API enables the APl management function to communicate with the CAPIF core function to
retrieve the log information related to service API invocation over CAPIF-5.

NOTE: Stage 3 can decide whether the API for CAPIF_Auditing can be enabled over CAPIF-5.

10.9.2 Query_ API_Invocation_Log operation
API operation name: Query API_Invocation_Log

Description: Query the API invocation log information.

Known Consumers. APl management function.

Inputs: Refer subclause 8.22.2.1.

Outputs: Refer subclause 8.22.2.2.

See subclause 8.22.3 for the details of usage of this API operation.

10.10 CAPIF_Access_Control_Policy API

10.10.1 General

API description: This API enablesthe API exposing function to obtain the policy to perform access control on the
service API invocations.

10.10.2 Obtain_Access_Control_Policy operation

API operation name: Obtain_Access_Control_Policy

Description: Allows obtaining the policy to perform access control on the service API invocations.

Known Consumers. APl exposing function.

Inputs. Refer subclause 8.12.2.

Outputs: Refer subclause 8.12.2.

See subclause 8.12.3 for the details of usage of this API operation.

ETSI



3GPP TS 23.222 version 15.6.0 Release 15 72 ETSI TS 123 222 V15.6.0 (2022-10)

11 API exposing function APIs

11.1 General

Table 11.1-1 illustrates the API exposing function APIs.

Table 11.1-1: List of APl exposing function APIs

APl Name API Operations Known Consumer(s) Communication

Type
AEF_Security API Revoke_Authorization CAPIF Core Function Request/ Response
Initiate_Authentication API Invoker Request/ Response

11.2  AEF_Security API

11.2.1 General

API description: This API alows CAPIF core function to revoke access to service APIs and API invokersto request
the authentication parameters necessary for authentication of the API invoker available with the API exposing function.
11.2.2 Revoke_ Authorization operation

API operation name: Revoke Authorization

Description: Revokes API invoker authorization to access service API.

Known Consumers: CAPIF core function.

Inputs. Refer subclause 8.23.2.

Outputs: Refer subclause 8.23.2.

See subclause 8.23.4 for the details of usage of this API operation.

11.2.3 Initiate_Authentication operation

API operation name: Initiate_Authentication

Description: Revokes APl invoker authorization to access service API.
Known Consumers: API Invoker.

Inputs. Refer subclause 8.14.2.

Outputs: Refer subclause 8.14.2.

See subclause 8.14.3 for the details of usage of this API operation.
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Annex A (informative):
Overview of CAPIF operations

Depicted in figure A-1 isthe overview of CAPIF operations. CAPIF operations occur between different actors involving
the API invoker, the CAPIF core function, the APl exposing function, the API publishing function and the API
management function. High level CAPIF interactions between the actors are shown in figure A-1. This figure is only
provided for illustration purposes, and does not represent the order of operations.

API| provider domain

API publishing | [API exposing function|| APl management
function (AEF) function

[ [
Publish service APIs

I I
Service API policy
configuration

[
| Onboarding APl invoker to the CAPIF |

| Authentication between the APl invoker and the CAPIF core function |

| APl invoker discovering service APls |

| Subscription and notifications for the CAPIF events |

| APl invoker obtaining authorization to access service API |

| Authentication between the APl invoker and the AEF |

| Service API invocation by the APl invoker with access control |

| Logging service APl invocations |

APl invoker CAPIF core function

| Charging the invocation of service APIs |

| Monitoring API status and service APl invocation |

| Querying service APl invocation logs |

Figure A-1: Overview of CAPIF operations

The CAPIF defines the functional entitiesin subclause 6.3.
The CAPIF defines the reference points between the functional entities in subclause 6.4.
The following operations require the communication between the CAPIF entities:

1. Publishing service APIs: the API provider utilizes the API publishing function over CAPIF-4 reference point to
publish the service APIs on the CAPIF core function, as specified in subclause 8.3 of this specification;

2. Discovering service APIs: the API invoker discovers the service APIs over CAPIF-1/CAPIF-1e reference points,
as specified in subclause 8.7 of this specification;

3. API event subscription and notification: the API invoker subscribes to and receive service APl event
notifications over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.8 of this specification;
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4. Authenticating with CAPIF: the API invoker authenticates itself over CAPIF-1/CAPIF-1e reference points, as
specified in subclause 8.10 of this specification;

5. Authorizing with CAPIF: the API invoker obtains service API authorization over CAPIF-1/CAPIF-1e reference
points, as specified in subclause 8.11 of this specification;

6. Topology hiding: the API provider, to hide the topology, utilizes the APl exposing function over CAPIF-3
reference point, as specified in subclause 8.13 of this specification;

7. Authenticating the API invoker prior to service API invocation: the API provider, to authenticate the API
invoker prior to the service API invocation, utilizes the API exposing function over CAPIF-2/CAPIF-2e and
CAPIF-3, as specified in subclause 8.14 of this specification;

8. Authenticating the API invoker upon the service API invocation: the API provider, to authenticate the API
invoker upon invocation of the service APIs, utilizesthe API exposing function over CAPIF-2/CAPIF-2e and
CAPIF-3, as specified in subclause 8.15 of this specification;

9. Authorizing API invoker: the API provider, to authorize the API invoker to access the service APIs, utilizes the
API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.16 of this
specification;

10. Access control: the API provider, to control the access of the service API by the API invoker based on policy or
usage limits,

- utilizesthe API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.17 of
this specification; or

- inacascaded deployment, utilizes API exposing functions over CAPIF-2/CAPIF-2e, as specified in
subclause 8.18 of this specification;

11. Logging service: the API provider, to maintain the log of the API invocations at the CAPIF core function for
services such as charging, invocation history, utilizesthe API exposing function over CAPIF-3, as specified in
subclause 8.19 of this specification;

12. Charging service: the API provider, to facilitate charging of the API invocations, utilizes the API exposing
function over CAPIF-3, as specified in subclause 8.20 of this specification;

13. Service monitoring: the API provider, to facilitate monitoring such as API invoker's ID and IP address, utilizes
the APl management function over CAPIF-5, as specified in subclause 8.21 of this specification; and

14. Auditing: the API provider, for auditing, utilizes the APl management function over CAPIF-5, as specified in
subclause 8.22 of this specification.
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Annex B (informative):
CAPIF relationship with network exposure aspects of 3GPP
systems

This annex provides the relationship of CAPIF with network exposure aspects of 3GPP systems. Any system exposing
capabilities as service APIs can implement CAPIF. Generic model for CAPIF utilization by service API provider is
included. Network exposure aspects of EPS and 5GS are considered for illustration.

B.0  CAPIF utilization by service API provider

Figure B.O-1 illustrates the service API interaction with the CAPIF for utilizing framework aspects provided by the
CAPIF.

3GPP network entity(s)

APl invoker

TR T T T T T T T T T T T T TTTTTTTTTTTTTTTTTT T T T T T T T T T T T
I : I
[ 'SerVICe API APl invoker |
: g interface + :
8 CAPIF-1e CAPIF-2e |
: *g Service API :
: = interface + I
RE CAPIF-2 :
= CAPIF- I
| o |
I I
I I
I I
| CAPIF APIs T Service APIs |
: CAPIF-3 API exposing function :
I I
| CAPIF-4 API publishing I
: CAPIF core function function :
: CAPIF-5 APl management :
| function |
: Service API :
: exposure function I

I
: 3GPP internal :
: interface I
Y :
I I
I I
I I

Figure B.0-1: CAPIF utilization by service API provider

The service API aspects of the 3GPP network services and capabilities such as subscriber management, mobility
management, transport and other communication services can be exposed for consumption by external 3rd party
applications (e.g. API invoker).

Framework aspectstypically horizontal in nature caters to common functionality such as onboarding, offboarding,
publishing, unpublishing, update service AP, discovery, authentication, registration, authorization, logging, charging,
monitoring, configuration, topology hiding, that are required to provide service APIsto APl invokers. Service APIs can
utilize the functions of the API provider domain (i.e. API exposing function, API publishing function, APl management
function) and interfaces CAPIF-3, CAPIF-4 and CAPIF-5 as specified in this specification.
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The service API exposure function is connected to 3GPP network entity(s) via 3GPP internal interface(s). The API
publishing function provides the service API information for publishing to the CAPIF core function.

For consuming service API, the API invoker interacts with the service API exposure function via service APl interface
and CAPIF-2/2e. While the service API interface is responsible for providing service aspects, CAPIF-2/2e supports
service API by providing framework aspects such as authentication of the API invoker, authorization verification for the
API invoker upon accessing the service API.

B.1  CAPIF relationship with 3GPP EPS network
exposure

B.1.1 General

The table B.1.1-1 shows the relationship between CAPIF and EPS network exposure aspects. The details of SCEF and
its role in exposing network capabilities of EPS to 3 party applications are specified in 3GPP TS 23.682 [2]

Table B.1.1-1: CAPIF relationship with 3GPP EPS network exposure

Aspects CAPIF EPS network exposure
Entity providing the APIs to external AEF SCEF
or 3" party applications
Entity providing framework related CAPIF core function SCEF

services to the applications
(discovery, authentication,
authorization, etc)

Entity representing the external or 3 | API invoker SCSI/AS
party applications
Entity providing framework related CAPIF core function SCEF

services to support the APIs
operation and management (publish,
policy enforcements, charging)

Interface/Reference point for CAPIF-2 and CAPIF-2e (Do not T8
exposing network capabilities as APIs | include the service specific aspects)
Interface/Reference point for CAPIF-1 and CAPIF-1e Not specified. (May be via T8)

exposing framework services as APls
to the applications

Interface/Reference point for CAPIF-3, CAPIF-4 and CAPIF-5 Internal to SCEF
framework services to support the
APIs operation and management

B.1.2 Deployment models

B.1.2.1 General

Based on the relationship captured in table B.1.1-1, the following deployment models for CAPIF are possible to enable
EPS network exposure.

NOTE: The deployment models captured in subclause 7 are possible for the SCEF deployment compliant with
CAPIF. Not all deployment models are illustrated in this subclause.

B.1.2.2 SCEF implements the CAPIF architecture

Figure B.1.2.2-1 illustrates the deployment model where SCEF implements the CAPIF architecture.
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Figure B.1.2.2-1: SCEF implements the CAPIF architecture

The SCEF can implement the functionalities of the CAPIF core function, the APl exposing function, the API publishing
function and the APl management function.

According to the CAPIF architecture, CAPIF-2 and CAPIF-2e consist of framework aspects and service specific
aspects. The service specific aspects are out of scope of CAPIF. T8 can implement the service specific aspects of
CAPIF-2 and CAPIF-2e, and can provide the service APIs exposed by SCEF (AEF) to the SCS/AS (API invoker).

The SCEF can additionally provide CAPIF-1 and CAPIF-1e (CAPIF APIs) to the SCS/AS (API invokers).

B.1.2.3 SCEF implements the service specific aspect compliant with the
CAPIF architecture

Figure B.1.2.3-1 illustrates the deployment model where SCEF implements the service specific aspect compliant with
the CAPIF architecture.
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Figure B.1.2.3-1: SCEF implements the service specific aspect compliant with the CAPIF architecture

3GPP EPS can deploy the CAPIF core function along with the SCEF.
The SCEF can implement the functionalities of the API provider domain functions.

According to the CAPIF architecture, CAPIF-2 and CAPIF-2e consist of framework aspects and service specific
aspects. The service specific aspects are out of scope of CAPIF. T8 can implement the service specific aspects of
CAPIF-2 and CAPIF-2e, and can provide the service APIs exposed by SCEF (AEF) to the SCS/AS (API invoker).

The SCEF can implement the CAPIF-3 reference point/interface to the CAPIF core function.

B.1.2.4 Distributed deployment of the SCEF compliant with the CAPIF
architecture

Figure B.1.2.4-1 illustrates the distributed deployment model where the SCEF i mplements the service specific aspect
compliant with the CAPIF architecture.
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Figure B.1.2.4-1: Distributed deployment of SCEF compliant with the CAPIF architecture

The 3GPP EPS can deploy the CAPIF core function, the SCEF-2 (API exposing function as a gateway) along with the
SCEF-1 asillustrated in subclause 7.3.

The SCEF can implement the functionalities of API provider domain functions.

According to the CAPIF architecture, CAPIF-2 or CAPIF-2e consists of framework aspects and service specific aspects.
The service specific aspects are out of scope of the CAPIF. T8 can implement the service specific aspects of CAPIF-2
or CAPIF-2e and can provide the service APIs exposed by the SCEF-2 (AEF as a gateway) to the SCS/AS (AP
invoker).

The SCEF-2 can implement the CAPIF-3 reference point to the CAPIF core function and the SCEF-1 can implement
the CAPIF-4 and CAPIF-5 reference points to the CAPIF core function.

Editor's Note: The illustration of this deployment model requires further study.

B.2  CAPIF relationship with 3GPP 5GS network
exposure

B.2.1 General

The table B.2.1-1 shows the relationship between CAPIF and 5GS network exposure aspects. The details of NEF and its
role in exposing network capabilities of 5GS to 3" party applications are specified in 3GPP TS 23.501 [3] and the
details of NEF service operations are specified in 3GPP TS 23.502 [4].
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Table B.2.1-1: CAPIF relationship with 3GPP 5GS network exposure

Aspects

CAPIF

5GS network exposure

Entity providing the APIs to external
or 3 partyapplications

AEF

NEF

Entity providing framework related
services to the applications
(discovery, authentication,
authorization, etc)

CAPIF core function

NEF (Not specified yet)

Entity representing the external or 3™
party applications

APl invoker

AF

Entity providing framework related
services to support the APIs
operation and management (publish,
policy enforcements, charging)

CAPIF core function

NEF (Not specified yet)

Interface/Reference point for
exposing network capabilities as APIs

CAPIF-2 and CAPIF-2e (Do not
include the service specific aspects)

Nnef

Interface/Reference point for
exposing framework services as APIs
to the applications

CAPIF-1 and CAPIF-1e

Nnef (Not specified yet)

Interface/Reference point for
framework services to support the
APIs operation and management

CAPIF-3, CAPIF-4 and CAPIF-5

Internal to NEF

B.2.2 Deployment models

B.2.2.1 General

Based on the relationship captured in table B.2.1-1, the following deployment models for CAPIF are possible to enable

5GS network exposure.

NOTE:

The deployment models captured in subclause 7 are possible for the NEF deployment compliant with

CAPIF. Not all deployment models are illustrated in this subclause.

B.2.2.2 NEF implements the CAPIF architecture

Figure B.2.2.2-1 illustrates the deployment model where the NEF implements the CAPIF architecture.
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Figure B.2.2.2-1: NEF implements the CAPIF architecture

The NEF can implement the functionalities of the CAPIF core function, the API exposing function, the API publishing
function and the APl management function.

According to the CAPIF architecture, CAPIF-2 and CAPIF-2e consist of framework aspects and service specific
aspects. The service specific aspects are out of scope of CAPIF. Nnef can implement the service specific aspects of
CAPIF-2 and CAPIF-2e, and can provide the service APIs exposed by the NEF (AEF) to the AF (API invoker).

The NEF can additionally provide CAPIF-1 and CAPIF-1e (CAPIF APIs) to the AF (API invokers).

B.2.2.3 NEF implements the service specific aspect compliant with the
CAPIF architecture

Figure B.2.2.3-1 illustrates the deployment model where the NEF implements the service specific aspect compliant with
the CAPIF architecture.
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Figure B.2.2.3-1: NEF implements the service specific aspect compliant with the CAPIF architecture

3GPP 5GS can deploy the CAPIF core function along with the NEF.
The NEF can implement the functionalities of the API provider domain functions.

According to the CAPIF architecture, CAPIF-2 and CAPIF-2e consist of framework aspects and service specific
aspects. The service specific aspects are out of scope of CAPIF. Nnef can implement the service specific aspects of
CAPIF-2 and CAPIF-2e, and can provide the service APIs exposed by NEF (AEF) to the AF (API invoker).

The NEF can implement the CAPIF-3 reference point/interface to the CAPIF core function.

B.2.2.4 Distributed deployment of the NEF compliant with the CAPIF
architecture

Figure B.2.2.4-1 illustrates the distributed deployment model where the NEF implements the service specific aspect
compliant with the CAPIF architecture.
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Figure B.2.2.4-1: Distributed deployment of NEF compliant with the CAPIF architecture

The 3GPP 5GS can deploy the CAPIF core function, the NEF-2 (API exposing function as a gateway) along with the
NEF-1 asillustrated in subclause 7.3.

The NEF can implement the functionalities of API provider domain functions.

According to the CAPIF architecture, CAPIF-2 or CAPIF-2e consists of framework aspects and service specific aspects.
The service specific aspects are out of scope of the CAPIF. Nnef can implement the service specific aspects of CAPIF-2
and CAPIF-2 or CAPIF-2e can provide the service APIs exposed by the NEF-2 (AEF as a gateway) to the AF (API
invoker).

The NEF-2 (AEF) can implement the CAPIF-3 reference point to the CAPIF core function and the NEF-1 can
implement the CAPIF-4 and CAPIF-5 reference points to the CAPIF core function.

Editor's Note: Theillustration of this deployment model requires further study.
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Annex C (informative):
CAPIF role in charging

C.1 General

This annex provides the information about the role of CAPIF in charging service APl invocations. The common
architecture for charging isillustrated in clause 4 of 3GPP TS 32.240 [6]. There are two charging mechanisms - offline
charging and online charging. The role of CAPIF in both these charging mechanimsisillustrated for informational
purpose in this subclause.

The API invocations are subjected to charging (online, offline) asillustrated in figure C.1-1.
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Figure C.1-1: CAPIF role in charging

C.2 CAPIF role in online charging

The API invocations are subjected to online charging asillustrated in figure C.1-1.

The API exposing function provides the API invocation charging information to the CAPIF core function. The CAPIF
core function further interacts with an online charging system in real-time by providing the charging information and
further the CAPIF core function receives the authorization corresponding to the charging information.
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NOTE: The online charging architecture for CAPIF including specification of online charging system entities and
reference pointsis under the responsibility of SA5.

C.3  CAPIF role in offline charging

The API invocations are subjected to offline charging asillustrated in figure C.1-1.

The API exposing function provides the API invocation charging information to the CAPIF core function. The CAPIF
core function provides the charging information to the offline charging system. The offline charging system generates
the CDRs for the API invocation and further transfers the CDR files to the billing domain.

NOTE: The offline charging architecture for CAPIF including specification of offline charging system entities
and reference pointsis under the responsibility of SA5.
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Annex D (informative):
CAPIF relationship with external API frameworks

This annex provides the relationship of CAPIF with the OMA Network APIsand the ETSI MEC API framework. The
relationship of CAPIF with these external API frameworksisillustrated in the table D-1. "Y es' means that the external
API framework supports the CAPIF functionality, "No" means that the API framework does not support the CAPIF
functionality, and "Partial" meansthat it provides a mechanism that partially supports the CAPIF functionality.

Table D-1: CAPIF relationship with external API frameworks

OMA Network APls ETSI MEC API framework
CAPIF functionalities Supported Reference Supported Reference
Publish and discover service API Partial OMA-TS- . . Yes ETSI GS MEC 011 [7]
X ; (see NOTE) | NGSI_Registration_and_D
information .
iscovery [11]
Topology hiding of the service Yes ]Icndivi_dual APl exposing Yes Indivi_dual API exposing
unction function
API invoker authentication to Partial OMA-ER_Autho4API [9] Partial ETSI GS MEC 009 [8]
access service APIs
API invoker authorization to Partial OMA-ER_Autho4API [9] Partial ETSI GS MEC 009 [8]
access service APIs
Charging on invocation of service | No No
APls
Lifecycle management of service | No No
APls
Monitoring service APl invocations| No No
Logging APl invoker onboarding No No
and service API invocations
Auditing service API invocations No No
Onboarding API invoker to CAPIF | No No
CAPIF authentication of API No No
invokers
Service API access control Partial OMA-ER_Autho4API [9] Partial ETSI GS MEC 009 [8]
Secure APl communication Yes OMA-ER_Autho4API [9] Yes ETSI GS MEC 009 [8]
Policy configuration No No
Partial for REST: OMA- Partial for REST:
AP protocol stack model TS_REST_NetAPI_Comm ETSI GS MEC 009 [8]
on [10]
API security protocol Partial OMA-ER_Autho4API [9] Partial ETSI GS MEC 009 [8]
CAPIF support for service APIs No No
from multiple providers
NOTE: OMA-TS-NGSI_Registration_and_Discovery [11] is only applicable to a specific type of web services (OWSER
using UDDI and WSDL).

ETSI



3GPP TS 23.222 version 15.6.0 Release 15 87 ETSI TS 123 222 V15.6.0 (2022-10)

Annex E (normative):
Configuration data for CAPIF

The configuration datais stored in the CAPIF core function and provided by the CAPIF administrator.

The configuration data for CAPIF is specified in table E-1.

Table E-1: Configuration data for CAPIF

Reference Parameter description
Subclause 4.2.2 List of published service API discovery
restrictions

> Service API identification

> API invoker identity information

Subclause 4.7.2 List of service API log storage durations

> Service API identification

> Service API log storage duration (in
hours) (see NOTE)

Subclause 4.7.4 List of APl invoker interactions log
storage durations

> Service API identification

API invoker interactions log storage
duration (in hours) (see NOTE)
Subclause 4.10 List of access control policy per API
invoker

> Volume limit on service API invocations
(total number of invocations allowed)

> Time limit on service API invocations
(The time range of the day during which
the service API invocations are allowed)
> Rate limit on service APl invocations
(allowed service API invocations per
second)

> Service API identification

> API invoker identity information

NOTE: If no value is set for the duration, the duration is
assumed to be unlimited.
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Annex F (informative):
Change history
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