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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee

can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Machine-to-Machine
communications (M2M).
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1 Scope

The present document contains the stage 3 specification for the mla, dlaand mid reference points of the M2M
architecture asidentified in TS 102 690 [2].

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

2.1 Normative references
The following referenced documents are necessary for the application of the present document.
[1] SO 8601: "Data elements and interchange formats - Information interchange - Representation of
dates and times'.
[2] ETSI TS 102 690: "Machine-to-Machine communications (M2M); Functional architecture”.
[3] ETSI TS102 671 (V9.0.0): "Smart Cards; Machine to Machine UICC; Physical and logical
characteristics (Release 9)".
[4] ETSI TS 102 310 (V9.0.0): "Smart Cards; Extensible Authentication Protocol support in the UICC
(Release 9)".
[5] ETSI TS 124 109: "Universal Mobile Telecommunications System (UMTS); LTE; Bootstrapping
interface (Ub) and network application function interface (Ua); Protocol details (3GPP
TS24.109)".
[6] ETSI TS 133 220: "Digital cellular telecommunications system (Phase 2+); Universal Mobile

Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic
Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[7] ETSI TS 133 222: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); Generic Authentication Architecture (GAA); Accessto
network application functions using Hypertext Transfer Protocol over Transport Layer Security
(HTTPS) (3GPP TS 33.222)".

[8] ETSI TS 129 109: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Zh and
Zn Interfaces based on the Diameter protocol; Stage 3 (3GPP TS 29.109)".

[9] Open Mobile Alliance™ OMA-TS-REST-NetAPI-Common-V 1-0: "Common definitions for
RESTful Network APIS".

NOTE: Available at http://www.openmobilealliance.org/.

[10] Recommendation ITU-T X.891/1SO/IEC 24824-1: "Information technology - Generic applications
of ASN.1: Fast infoset".

[11] W3C Recommendation 28 October 2004: "XML Schema Part 2: Datatypes Second Edition”.
NOTE: Available at http://www.w3.0rg/TR/xmlschema-2/.
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[12]

NOTE:

[13]

NOTE:

[14]

[15]
[16]

[17]
[18]
[19]
[20]

[21]
[22]
[23]
[24]

[33]
[34]
[35]
[36]

[37]
[38]
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W3C Recommendation 26 November 2008: "Extensible Markup Language (XML) 1.0
(Fifth Edition)".

Available at http://www.w3.org/TR/REC-xml/.

W3C Recommendation 10 March 2011: "Efficient XML Interchange (EX1) Format 1.0".

Available at http://www.w3.org/TR/exi/.

IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies'.

IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types'.

IETF RFC 2047: "MIME (Multipurpose Internet Mail Extensions) Part Three: Message Header
Extensions for Non-ASCII Text".

IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.
Void.

IETF RFC 3447: "Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography
Specifications Version 2.1".

Void.
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.

IETF RFC 4055: "Additional Algorithms and Identifiers for RSA Cryptography for usein the
Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile".

IETF RFC 4186: "Extensible Authentication Protocol Method for Global System for Mobile
Communications (GSM) Subscriber Identity Modules (EAP-SIM)".

IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication
and Key Agreement (EAP-AKA)".

IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

IETF RFC 4346: "The Transport Layer Security (TLS) Protocol Version 1.1".

Void.

IETF RFC 4366: "Transport Layer Security (TLS) Extensions’.

IETF RFC 4627: "The application/json Media Type for JavaScript Object Notation (JSON)".

IETF RFC 5091: "ldentity-Based Cryptography Standard (IBCS) #1: Supersingular Curve
I mplementations of the BF and BB1 Cryptosystems'.

IETF RFC 5191: "Protocol for Carrying Authentication for Network Access (PANA)".
IETF RFC 5216: "The EAP-TLS Authentication Protocol".
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

IETF RFC 5408: "ldentity-Based Encryption Architecture and Supporting Data Structures”.

IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement (EAP-AKA")".
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[39]

[40]

[41]
[42]

[43]
[44]

[45]

NOTE:

[46]

NOTE:

[47]

NOTE:

[48]

NOTE:

[49]

NOTE:

[50]
[51]
[52]

NOTE:

[53]
[54]

[55]

[56]
[57]

[58]

[59]

[60]
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IETF RFC 5433: "Extensible Authentication Protocol - Generalized Pre-Shared Key (EAP-GPSK)
Method".

IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois
Counter Mode".

IETF RFC 6066: "Transport Layer Security (TLS) Extensions. Extension Definitions”.

IETF RFC 6267: "MIKEY -IBAKE: Identity-Based Authenticated Key Exchange (IBAKE) Mode
of Key Distribution in Multimedia Internet KEYing (MIKEY)".

FIPS 180-2 (August 2002, with Change Notice 1, February 2004): " Secure Hash Standard".

| SO/IEC/IEEE 9945 (2009): "Information technology -- Portable Operating System Interface
(POSIX®) Base Specifications, Issue 7".

|ETF draft-ietf-core-coap-11: " Constrained Application Protocol (CoAP)".

Available at http://tools.ietf.org/html/draft-ietf-core-coap-11.

|ETF draft-ietf-core-block-04: "Blockwise transfersin CoAP".

Available at http://tools.ietf.org/html/draft-ietf-core-bl ock-04.

|ETF draft-ietf-core-observe-03: " Observing Resourcesin CoAP".

Available at http://tools.ietf.org/html/draft-ietf-core-observe-03.txt.

|ETF draft-cakulec-emu-eap-ibake-01: "An EAP Authentication Method Based on Identity-Based
Authenticated Key Exchange”.

Available at http://tools.ietf.org/html/draft-cakul ev-emu-eap-ibake-01.txt.

Broadband Forum TR-069 (Issue 1 - Amendement 4): "CPE WAN Management Protocol".

Available at http://www.broadband-forum.org/technical/download/TR-069 Amendment-4.pdf.

OMA-TS-DM-StdObj-V1-3 (Version 1.3): "Device Management Standardization Objects’.
OMA-TS-DCMO-V1-0 (Version 1.0): "Device Capability Management Object”.

OMA-TS-DiagMon-Functions-V1-0 (Version 1.0): "DiagMon Functions Supplemental
Specification”.

Available at: http://technical.openmobilealliance.org/Technical/release program/docs/DiagMon/V1 1-
20111220-A/OMA-TS-DiagMon_Functions-V1 0-20111220-A.pdf.

OMA-TSLAWMO-V1-0 (Version 1.0): "Lock and Wipe Management Object".

OMA-TS-DiagMonTrapMOFrame-V1-2 (Version 1.2): "Diagnostics and Monitoring Trap
Framework Management Object”.

OMA-TS-DiagMonTrapEvents-V1-2 (Version 1.2): "Diagnostics and Monitoring Trap Events
Specifications'.

OMA-TS-DM-FUMO-V1-0 (Version 1.0): "Firmware Update Management Object”.

OMA-TS-DM-SCOMO-V1-0-20090903-C (Version 1.0): " Software Component Management
Object".

Broadband Forum TR-106 (Issue 1 - Amendement 6): "Data Model Template for TR-069-Enabled
Devices".

Broadband Forum TR-157 (Issue 1 - Amendment 5): " Component Objects for CWMP",
November 2011.

Broadband Forum TR-181 (Issue 2 - Amendment 5): "Device Data Model for TR-069".
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[61] W3C Recommendation 10 June 2008: "XML Signature Syntax and Processing (Second Edition)"”.
NOTE: Available at http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610/.

[62] Void.
[63] W3C Recommendation 25 January 2005: "XML-binary Optimized Packaging".
NOTE: Available at http://www.w3.0rg/TR/2005/REC-x0p10-20050125/.

[64] W3C Recommendation 25 January 2005: "SOAP Message Transmission Optimization
Mechanism".

NOTE: Available at http://www.w3.org/TR/soapl2-mtomy/.

[65] Open Mobile Alliance™ OMA-TS-MLP-V3-3-20110719-A (Version 3.3): "Mobile Location
Protocol 3.3".

[66] Open Mobile Alliance™ OMA-TS-DM-Protocol-V1-3: "Device Management Protocol".

[67] Open Mobile Alliance™ OMA-TS-DM-Natification-V 1-3-20101207-C: "OMA Device
Management Notification Initiated Session, version 1.3".

[68] Open Mobile Alliance™. OMA-TS-DM-RepPro-V 1-3-20130422-C: "OMA Device Management
Representation Protocol, version 1.3".

[69] ETSI TS 102 483 (V8.1.0): "Smart Cards, UICC-Terminal interface; Internet Protocol
connectivity between UICC and terminal (Release 8)".

[70] ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal
(Release 9)".

[71] IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".

[72] IETF RFC 3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm".

[73] IETF RFC 5489: "ECDHE-PSK Cipher Suites for Transport Layer Security (TLS)".

[74] IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[75] W3C Candidate Recommendation 13 March 2012: "XML Encryption Syntax and Processing".

NOTE: Available at http://www.w3.0rg/TR/2012/CR-xmlenc-corel-20120313.

[76] IETF RFC 6655: "AES-CCM Cipher Suites for Transport Layer Security (TLS)".
NOTE: Available at http://tools.ietf.org/html/rfc6655.

[77] |ETF draft-ietf-httpbis-p6-cache-20: "HTTP/1.1, part 6: Caching".
NOTE: Available at http://tools.ietf.org/html/draft-ietf-httpbis-p6-cache-20.

[78] IETF RFC 3629 (2003): "UTF-8, atransformation format of SO 10646".

[79] ETSI TS 102 221: "Smart cards;, UICC-Terminal Interface; Physical and Logical Characteristics'.

[80] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

[81] IETF RFC 1006: "1SO Transport Service on top of the TCP Version: 3".

[82] IETF RFC 3588: "Diameter Base Protocol".

[83] IETF RFC 4006: "Diameter Credit-Control Application”.
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2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 102 725: "Machine-to-Machine communications (M2M); Definitions’.

[i.2] |ETF draft-yegin-coap-security-options-00: " CoAP Security Options®.

[i.3] IETF RFC 6202: "Known Issues and Best Practices for the Use of Long Polling and Streaming in
Bidirectional HTTP".

[i.4] IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol
(XCAP)".

[i.5] IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[i.6] Void.

[i.7] ETSI TR 102 966: "I SO Transport Service on top of the TCP Version: 3".

[i.8] IETF RFC 6690: "M achine-to-Machine Communications (M2M); Interworking between the M2M

Architecture and M2M Area Network technologies’.

3 Definitions, symbols, abbreviations and conventions

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 102 725 [i.1] apply.

3.2 Symbols

For the purposes of the present document, the symbols given in TR 102 725 [i.1] and the following apply:

| Concatenation

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 102 725 [i.1] apply.
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3.4 Conventions

All data variables in the present document are presented with the most significant substring on the left hand side and the
least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring. The
symbols” in aformulaare used to indicate a null-terminated constant octet string (ASCII-encoded). The symbols™ are
not part of the delimited constant string.

4 Overview

The M2M system is resource based and the API uses the RESTful approach.

Operation on resource among Applications and SCLs and between SCL instances are supported by means of Methods,
Methods constitute the communication on the mia, dlaand mid APIs. Each method conveys a set of information
defined as Method Attributes.

Three main aspects are specified on the reference pointsin order to provide equivaent full standardized interfaces:
. The protocol/API definition.
. Definition of Resources and Sub-Resources using the APIs.
. The interaction with/reuse of existing protocols, including the identification of key underlying protocols.
Details of security procedures are addressed in the present document.
In agreement with M2M architectural principle:

e  Theinterfaces aim to be applicable to a wide range of network technology, so when specific potential bindings
are defined, these bindings are not limiting the applicability when used in other networks (e.g. using different
protocols).

e  Theinterfaces are applicable to all the M2M application domains, the interfaces aim to be application and
access independent.

A Resource is auniquely addressable entity in the RESTful vocabulary. Each resource has a representation that shall be
transferred and manipul ated with the verbs. A resource shall be addressed using a Universal Resource |dentifier (URI).

The document contains:
. Primitive descriptions.
. Data type definitions.
. Mapping to HTTP and CoAP.
o XML definitions of the resources.

. Security procedures.

5 General security aspects

5.1 Key provisioning and hierarchy derivation

The ETSI M2M key hierarchy isdefined in TS 102 690 [2], clause 8. The following clauses describe the derivation
procedures of the hierarchy.
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51.1 Kmr provisioning

The M2M Service Root key (Kmr) shall have alength equal to 256 bits.

Kmr may be provisioned offline (i.e. prior to the initial communication between D/G M2M Node and Network M2M
Node or MSBF) into D/G M2M Node or UICC card. Kmr may be provisioned online (i.e. during the initial
communication between D/G M2M Node and Network M2M Node or M SBF) based on one of the following
bootstrapping procedures. Annex J provides an interoperable service framework for provisioning and administering
M2M service subscriptions on UICC, including services to assist in Kmr bootstrapping and derivation of further key
material based on Kmr. Annex K contains practical information related to the UICC service framework in annex J.

5111 Kmr provisioning independent of access network credentials

If IBAKE based bootstrapping carried using EAP over PANA is applied, then Kmr shall be provisioned as per the
procedure described in clause 6.3.1.2. If TLS based bootstrapping carried using EAP over PANA is applied, then Kmr
shall be provisioned as per the procedure described in clause 6.3.1.3.

If TLS based bootstrapping carried using TCP is applied, then Kmr shall be provisioned as per the procedure described
inclause 6.3.2.

While other bootstrapping methods that are independent of access network credentials can be applicable, they are not
included in the present document.

5.1.1.2 Kmr provisioning based on access network credentials

If GBA based bootstrapping is applied, then Kmr shall be provisioned as per the procedure described in clause 6.2.1.

If EAP based bootstrapping using SIM/AKA access network credentialsis applied, then Kmr shall be provisioned as
per the procedure described in clause 6.2.2.

If bootstrapping using EAP-based network access authentication is applied, then Kmr shall be provisioned as per the
procedure described in clause 6.2.3.

5113 Kmr refresh and invalidation

Kmr may be refreshed via a new manual pre-provisioning or viathe invocation of a new bootstrapping procedure using
either of the procedures listed in clauses 5.1.1.1 and 5.1.1.2, and the referenced clauses therein. Kmr may be invalidated
based on M2M Service Provider policy.

51.2 Kmc derivation

The M2M Service Connection key (Kmc) shall have alength equal to 256 bits.

Kmc shall be associated to a specific M2M Service Connection and shall be derived only upon successful mutual
authentication between the D/G M2M Node and the Network M2M Node, using either of the methods described below.

Kmc may be used for securing sensitive information exchanged between D/GSCL and NSCL over mid in the context of
channel security, whereit is used to derive a PSK for TLS-PSK. Kmc may alternatively be used within the context of
object security.

5.1.2.1 Kmc derivation in the case of EAP based mutual authentication and key
agreement

If EAP over PANA isused for mutual authentication and key agreement using Network M2M Node, then the M SK
produced by EAP shall be securely sent from the MAS to the M2M Network Node. Moreover in this case D/G M2M
Node and Network M2M Node shall derive Kmc based on the formula described in clause 7.3 for EAP based mutual
authentication and key agreement.

5.1.2.2 Kmc derivation in the case of GBA based mutual authentication and key
agreement

If GBA isused for mutual authentication and key agreement, then D/G M2M Node and Network M2M Node shall
agree on Kmc as described in clause 7.2.1 for GBA based mutual authentication and key agreement.

ETSI



33 ETSI TS 102 921 v2.1.1 (2013-12)

5.1.2.3 Kmc derivation in the case of TLS based mutual authentication and key
agreement

If TLS-PSK isused for mutual authentication and key agreement, then Kmc shall be produced by MAS and shall be
securely sent to Network M2M Node and to D/G M2M Node as per clause 7.4 for TLS based mutual authentication and
key agreement.

5124 Kmc refresh and invalidation

The Kmc key shall only be refreshed with every new mutual authentication and key agreement procedure. Kmc may be
invalidated based on M2M Service Provider policy. Kmc shall be invalidated upon invalidation of the parent Kmr key.

5.2 Security Assumptions

In the following text, entity A has "authenticated" entity B if entity A has a degree of confidence (appropriate to the
sensitivity of the resources that can be acted on by messages from entity) that messages claiming to be from entity B
were sent by entity B and messages sent to entity B are observed only by entity B.

The M2M Security framework relies on following assumptions:

e AnSCL and Applicationslocal to that SCL shall authenticate each other (according to the above definition of
"authenticated"). The present document does not include methods for authentication of an SCL and
Applications local to that SCL; however some examples are provided in the note below.

. The Hosting SCL and Requesting SCL shall be mutually authenticated (according to the above definition of
"mutually authenticated"). Mutual authentication of SCLs can be achieved by relying on access network layer
security or by performing an M2M Service Connection Procedure and then applying the negotiated mid
Security Procedure.

The following bullets list some example methods that can be used for mutual authentication of an SCL and an
Application local to that SCL. Thislist is not exhaustive. The implementer is responsible for determining which method
or methods are applicable. The present document does not provide any details of these methods.

. The mutual authentication can use strong cryptographic processes.
e  Themutual authentication can rely on passwords.

. Mutual authentication can be implicit in some scenarios. Some such scenarios are listed below - thislist is not
exhaustive and many additional such scenarios exist:

- Example 1. In some scenarios, any application loaded onto the M2M Device/Gateway by the user may
be implicitly trusted by the local SCL.

- Example 2. In some scenarios, an M2M Device/Gateway is pre-provisioned with Applications that are
trusted and the M2M Device/Gateway does not allow addition applications to be loaded.
52.1 UICC hosting a Secured Environment Domain

Secured Environment as per TS 102 690 [2] may be aUICC. If UICC is used to host a Secured Environment Domain
for bootstrapping and service connection procedure, the M2M Device/Gateway and UICC shall support aUICC IP
interface as defined in TS 102 483 [69], enabling to use an | P stack implemented in the UICC.

6 M2M Service Bootstrapping

6.1 General Principles

TS 102 690 [2] provides a variety of options for M2M service bootstrapping, some of which rely on mechanisms that
are not included in of the present specification. Therefore, the M2M bootstrap procedures described in this clause are al
optional to implement and use on both the M2M core side and the M2M Device/Gateway side.

ETSI



34 ETSI TS 102 921 V2.1.1 (2013-12)

The bootstrapping procedures described in clause 6.2 assume the existence of a business relationship between the M2M
Service Provider and the Access Network Provider. Any of the procedures described in clauses 6.2.1 (GBA based),
6.2.2 (SIM/AKA based) or 6.2.3 (other EAP/PANA based) may be implemented in the M2M Core side and in the M2M
device/gateway side, in compliance with the specifications of the corresponding clauses.

The bootstrapping procedures specified in clause 6.3 are independent on the access network. Any of the procedures
described in clauses 6.3.1 (EAP/PANA based) or 6.3.2 (TLS/TCP based) may be implemented in the M2M core side
and in the M2M device/gateway side, in compliance with the specifications of the corresponding clauses.

NOTE: Upon each failure of aM2M Service Bootstrap Procedure, the D/G M2M Node is recommended to
increase the time that it waits before attempting an M2M Service Bootstrap Procedure again. Thistime
can bereset to itsinitial value upon successful M2M Service Bootstrap Procedure.

Procedures using TL S, whether based on EAP/PANA (clause 6.3.1.3) or TLS/TCP (clause 6.3.2) shall comply with the
specifications for TLS/Certificate-based M2M Service bootstrap procedures of clause 6.3.3.

Additionally, procedures using the M2M Service bootstrap parameter delivery procedures using HT TP, whether based
on GBA, clause 6.2.1 or on TLS/TCP, clause 6.3.2, shall comply with the specifications of clause 6.4.

6.2 Access Network Assisted M2M Service Bootstrap
Procedure

6.2.1 GBA-based M2M Service Bootstrap Procedure

Asdescribed in clause 8.3.2.1 of TS 102 690 [2], the GBA-based M2M service bootstrap shall start with the D/G M2M
Node and the BSF carrying out GBA bootstrapping over the Ub interface. There are two modes of GBA: M E-based
(GBA_ME) and UICC-based (GBA_U). The latter requires that the UICC is GBA aware. The BSF shall decide which
mode to run based on the UICC capability indicated in the GBA user security settings (GUSS). TS 124 109 [5] defines
the details for the HTTP Digest AKA based implementation of the Ub interface.

After a successful GBA bootstrapping, the D/G M2M Node and the BSF share a security association which consists of a
bootstrapping transaction identifier (B-TI1D) and key material (GBA Ks).

6.2.1.1 Optional use of GBA_U with Ks_int_NAF

If the HTTP client isimplemented in the UICC, Ks_int_NAF shall be used as Kmr. This option is recommended
because if Ks_ext_NAF or Ks NAF are used as a password in the HTTP digest calculation (see clause 6.2.1.2), then
they could be exposed to malicious applications in the device environment at any time, while Ks_int. NAF remains
protected inside the UICC.

6.2.1.2 HTTP Digest Authentication and bootstrap parameter delivery
Figure 6.1 shows the HTTP Digest Authentication procedure with the following sub-steps:
Step 2.1

The D/G M2M Node shall send an HTTP POST request to the MSBF/NAF. It shall indicate to the MSBF/NAF that it
supports 3GPP-bootstrapping based HTTP Digest authentication by including a " product” token to the "User-Agent"
header that is a static string, either "3gpp-gba-uicc" if the HTTP client application resides in the UICC (see

clause 6.2.1.1) or "3gpp-gha" if the HTTP client application resides in the ME. The Request-URI shall be"/* and the
"Host" header shall contain the FQDN of the MSBF/NAF.

Step 2.2

The MSBF/NAF shall respond with HT TP response code 401 "Unauthorized" which shall contain a
"WWW-Authenticate" header. In the "WWW-Authenticate" header, the "realm™ attribute shall contain two parts
delimited by "@" sign. Thefirst part is the constant string " 3GPP-bootstrapping-uicc” if Ks_int NAF isused as Kmr
(see clause 6.2.1.1) or "3GPP-bootstrapping” otherwise, and the second part shall be the FQDN of the M SBF/NAF
(e.g. "3GPP-bootstrapping@msbf.operator.com”). The "qop" attribute shall be set to "auth-int" meaning that the
payload of the following HT TP requests and responses are to be both authenticated and integrity protected.
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Step 2.3

Upon reception of the HT TP response from the MSBF/NAF, the D/G M2M Node verifies that the second part of the
"realm” attribute is equal to the FQDN of the MSBF/NAF. If not, the D/G Node may repeat Step 2.1. Otherwise, the
D/G M2M Node shall perform Steps 1-2 of the M2M Service Bootstrap Parameter Delivery Procedure in clause 6.4.5.
The =bootstrapParamSetExecuteRequest! ndi cation primitive shall be encoded into an HT TP request according to the
HTTP mapping specified in annex C.

The resulting HT TP request shall carry data needed for HTTP Digest Authentication. In the "Authorization" header, the
"username" attribute is the bootstrapping transaction identifier B-TID. The password used in the digest calculation shall
be Ks NAF inthe case of GBA_ME and Ks_int/ext  NAF (see clause 6.2.1.1) in the case of GBA_U, Base64 encoded.
See clause 6.2.1.3 for the calculation of Ks NAF and Ks_int/ext NAF.

The D/G M2M Node shall then perform Steps 3-4 of the M2M Service Bootstrap Parameter Delivery Procedure in
clause 6.4.5.

Step 2.4

Upon reception of the HTTP request from the D/G M2M Node, the MSBF/NAF extracts B-TID from the "username"
attribute and uses it to retrieve Ks_NAF or Ks_int/ext_ NAF and associated key lifetime from the BSF. Theretrieva is
done over the Zn interface as specified in TS 129 109 [8]. The MSBF/NAF verifies the " Authorization" header by
calculating the corresponding digest value using Ks_NAF or Ks_int/ext_ NAF and comparing the calculated value with
the received value in the header. It shall also verify that the FQDN in the "realm" attribute matchesits own. The
MSBF/NAF shall perform Steps 5-8 of the M2M Service Bootstrap Parameter Delivery Procedure in clause 6.4.5. The
BootstrapParamSetExecuteResponseConfirm primitive shall be encoded into an HTTP response according to the HTTP
mapping specified in annex C. The"Authentication-Info" header in this response shall include the "rspauth” attribute to
carry response digest. The MSBF/NAF shall then perform Step 9 of the M2M Service Bootstrap Parameter Delivery
Procedurein clause 6.4.5.

Upon reception of the HT TP response from the MSBF/NAF, the D/G M2M Node verifies the " Authentication-Info"
header. It shall then perform Steps 10-11 of the M2M Service Bootstrap Parameter Delivery Procedure in clause 6.4.5.

Annex B of TS 124 109 [5] describes signalling flows for HTTP Digest Authentication over the Uainterface.

Authentication failures shall be handled as they are described in RFC 2617 [18].

6.2.1.3 M2M Root Key (Kmr) derivation

If GBA_ME isrun, Ks NAF asderived by the D/G M2M Node and the BSF shall be used asthe M2M Root key
(Kmr):

. Ks NAF = KDF (Ks, "gha-me", RAND, IMPI, NAF_lId).

If GBA_U isrun, two NAF-specific keys are derived:
J Ks ext NAF = KDF(Ks, "gba-me", RAND, IMPI, NAF_Id).
e Ks.int NAF = KDF(Ks, "gba-u", RAND, IMPI, NAF_Id).

. If the HTTP client application resides in the UICC, then Ks_int_NAF shall be used as Kmr. Otherwise,
Ks ext_ NAF shall be used as Kmr.

Here, KDF isthe key derivation function as specified in annex B of TS 133 220 [6], and the key derivation parameters
include the RAND (a part of the authentication vector), IMPI (for USIM, the IMPI is derived from IMSI), and the
NAF_Id. The derived key is 256 bit long.

The NAF_ldis constructed as follows: NAF_Id = FQDN of the NAF | Ua security protocol identifier. AsMSBF isthe
NAF, the FQDN of the MSBF shall be used. The Ua security protocol identifier is specified in annex H of

TS 133220 [6]. AsHTTP digest authentication according to TS 124 109 [5] is used here as the Ua security protocol,
the identifier shall be (0x01,0x00,0x00,0x00,0x02).
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Figure 6.1: M2M Service Bootstrap based on GBA

6.2.2 EAP-based bootstrapping procedure using SIM/AKA Access
Network Credentials

See TS 102 690 [2] for details.

6.2.3 Bootstrapping from EAP-based access network layer

This procedure is based on utilizing the network access authentication procedure for bootstrapping the D/G M2M Node
with the M2M service. Instead of authenticating the D/G M2M Node twice (once for the network access service, and
another for the M2M service), the D/G M2M Node is authenticated once during the network access procedure and the
cryptographic material produced during that procedure is used for generating the Kmr.

This procedure shall only be used with networks that are already using EAP-based mutual authentication and key
agreement for network access (e.g. WiFi, Ethernet, WiMAX, Zigbeeg, etc.). Furthermore, there shall be arelationship
between the network access provider and the M2M service provider, so that the network access provider and the M2M
service provider can share keying material among themselves. Such relationships include but are not limited to the
network access provider and the M2M service provider being the same operator.

Figure 6.2 depicts the generic call flow for this procedure.
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Figure 6.2: Bootstrapping via network access authentication

Infigure 6.2, NAS represents the Network Access Server, and AAA represents the Authentication, Authorization, and
Accounting Server. These two network elements are used for network access authentication procedure.

The AAA and the MAS are shown separately. The AAA and the MAS may be co-located depending on the deployment.

NOTE: Sincethe AAA isresponsible for generating and delivering the Kmr to the MAS, the AAA virtually
assumes the role of MSBF in this procedure.

Steps laand 1b are part of the network access authentication procedure, which is outside the scope of the present
document.

Steps 2a and 2b are part of the M2M Service Connection procedure which acts as atrigger for the MAS to obtain the
Kmr from the AAA. Therefore, these two steps and the associated network element Network M2M Node are shown
with dotted-lines.

Step 1. EAP-based network access authentication.

In this step, EAP shall be used for network access authentication among the D/G M2M Node, NAS, and AAA. The
choice of EAP lower layers (e.g. IEEE 802.1X, PANA, |EEE 802.16 PKMv2, RADIUS, Diameter, etc.) and the EAP
authentication methods depend on the access network architecture/deployment. Such details have no impact on this
procedure and therefore they are outside the scope of the present document.

The EAP authentication produces EMSK (Extended Master Session Key - RFC 3748 [22]) at the end of successful
network access authentication. This key (EMSK) shall be used for generating the Kmr as described in the following

step.
Step 2. D/IG M2M Service Connection triggering the generation/delivery of Kmr.
The D/G M2M Node and the AAA shall use the following formula for generating the Kmr:

. Kmr = Hash(EMSK, "ETSI M2M Device-Network Root Key" |D/G M2M-Node-ID | M2M-SP-ID).
Where:

. Hash isHMAC-SHA256.

. EMSK isthe Extended Master Session Key (RFC 3748 [22]) generated by the EAP authentication method.
The EMSK shall be made available to the D/G M2M Node by the EAP peer implementation, and to the AAA
by the EAP authentication server implementation.

o D/G M2M-Node-ID istheidentifier assigned to the D/G M2M Node. If no such identifier is assigned, then the
Pre-provisioned-1D shall be used (TS 102 690 [2]) (e.g. device MAC address). How that identifier is
determined is specific to the access network type, and therefore the determination of thisidentifier is outside
the scope of the present document.

. M2M-SP-ID isthe identifier of the M2M Service Provider. Thisidentifier may be same as the network access
provider'sidentifier. How that identifier is determined is outside the scope of the present document.
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The D/G M2M Node shall generate the Kmr before entering the M2M Service Connection procedure (Step 2a). The
D/G M2M Node is not required to generate Kmr each time network access authentication procedure is executed. The
D/G M2M Node shall use the freshest EMSK available at the time of generating Kmr.

When the Network M2M Node enters the M2M Service Connection Procedure (Step 2a), it shall contact the MAS for
the authenti cation/authorization of the D/G M2M Node (Step 2b). The MAS shall request the Kmr from the AAA server
(Step 2¢) upon receipt of the request from the Network M2M Node. The AAA server shall generate and deliver the Kmr
to the MAS upon receipt of such arequest (Step 2c). The AAA server is not required to generate Kmr each time
network access authentication procedure is executed. The AAA server shall use the freshest EMSK available at the time
of generating Kmr.

The MAS-AAA interfaceis not included in of the present document. These two network elements may be co-located.

The MAS shall know the identity of the AAA for agiven D/G M2M Node, so that the MAS knows where to obtain the
Kmr from.

Either the MAS and the AAA server shall both use the same D/G M2M-Node-ID, or if the MAS and the AAA server
use different identifiers (for the D/G M2M-Node-1D) on each side then the MAS and the AAA server shall be aware of
the binding between the two identifiers.

6.3 Bootstrapping using other methods

6.3.1 Bootstrapping methods using EAP over PANA

6.3.1.1 Generic procedure

6.3.1.1.1 Bootstrapping

EAP/PANA can be used by the D/G M2M Node and the Network M2M Node for performing M2M Service
Bootstrapping procedure. This procedure registers the D/G M2M Node with a Network M2M Node by performing
end-point authentication/authorization, M2M bootstrapping related parameter discovery, and key agreement.

The following details apply to M2M networks using EAP/PANA for M2M Bootstrap Procedure.

EAP [22] shall be used for mutual authentication between the D/G M2M Node and the M SBF via the Network M2M
Node. Variants of EAP mutually-authenticating and key generating method (e.g. EAP-SIM [25], EAP-AKA [26],
EAP-AKA'[38], EAP-TLS[34], EAP-IBAKE [48]) may be used for this. PANA [33] is used as the transport protocol
for EAP and M2M bootstrapping parameters.

The D/G M2M Node shall implement the EAP peer functionality, the Network M2M Node shall implement the EAP
authenticator functionality, and the M SBF shall implement the EAP authentication server functionality [22] for
executing EAP. Furthermore, the D/G M2M Node shall implement PANA Client (PaC) functionality, and the Network
M2M Node shall implement PANA Authentication Agent (PAA) functionality [33] for transporting EAP and other
parameters over PANA. There is no protocol mandate for the interface between the Network M2M Node and the M SBF
since that interface is not included in the present document. RADIUS [i.5] and Diameter [82] are examples of possible
protocols that can be used over that interface.

This bootstrapping procedure shall use the base PANA protocol [33] with additional AVPs. Only the new AVPs are
described in the present document (see clause 12.1). Unless stated otherwise base protocol behaviour and AVPs shall be
used. For example, when the present document requires a PANA packet to include a newly-defined AV P, implementers
shall take that AVP in addition to the base AV Ps as required by the base protocol [33] for the given packet type.

Figure 6.3 depicts the generic call flow for this procedure.

ETSI



39 ETSI TS 102 921 v2.1.1 (2013-12)

D/G M2M Node Network M2M Node MSBF MAS
\

1. Provisioning of D/G M2M-Node-ID & associated parameters

2. PCI

A4

3. PAR

4. PAN

A4

5. PAR

A

2-8. Backend procedure

6. PAN

A

7. PAR

A

8. PAN

Y

9. D/G M2M Node info provisioning

Figure 6.3: M2M Service Bootstrapping procedure using EAP/PANA

Step 1 between the D/G M2M Node and the M SBF and possibly the Network M2M Node, Steps 2-8 between the
Network M2M Node and the MSBF, and Step 9 between the MSBF and the MAS are not included in the present
document. Therefore these steps are shown as block diagrams.

Step 1. Pre-provisioning.

The Pre-provisioned-1D of D/G M2M Node, as well as a set of other M2M Bootstrapping related parameters shall be
provisioned to an MSBF, and also shall be pre-provisioned to the D/G M2M Node, prior to bootstrapping. Details of
this step are outside the scope of the present document.

Step 2. D/IG M2M Node initiating PANA.

The bootstrap procedure may be initiated either by the D/G M2M Node or the Network M2M Node. When the
bootstrap procedure isinitiated by the Network M2M Node, this step shall be omitted.

In scenarios where the bootstrap procedure is initiated by the D/G M2M Node, the D/G M2M Node shall send a PANA-
Client-Initiation (PCI) packet to the Network M2M Node.

PCI shall include the following AV Ps:
. M2M-Usage-Type carrying "M2M Bootstrapping"; and
. M2M-Node-1D carrying the device/gateway identifier.
PCI may also include the following AV Ps:
. M2M-MSBF-ID carrying the identifier of MSBF;
. M2M-NSCL-ID carrying the identifier of NSCL ;
. M2M-SP-ID carrying the identifier of the M2M Service Provider.

These optional AV Ps shall be present when the D/G M2M Node intends to limit the procedure to such specific targets.
For example, aD/G M2M Node can bootstrap with M2M-SP-ID = "M2M-Service-Provider.com” using
M2M-MSBF-ID ="M SBF9.M2M-Service-Provider.com". For each of these types of AVP, if the AVP is not present in
the PC, then this shall indicate that the D/G M2M Node is willing to bootstrap with any such element associated with
that AVP.
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The Network M2M Node shall ignore the incoming PCI if the PCI contains M2M-M SBF-ID, M2M-NSCL-ID, or
M2M-SP-ID AV Ps and the Network M2M Node is not configured to serve the MSBF or NSCL or M2M-SP identified
inthe AVPs.

Starting with Step 2, the Network M2M Node and M SBF may start signalling each other in coordination with the mid
signalling. No details are provided about that part since the interface between Network M2M Node and MSBF is not
included in the present document.

Steps 3. First PANA request packet from Network M2M Node.

The Network M2M Node shall send the first PANA-Authentication-Request (PAR) packet. Either this packet may be
sent in response to areceived PCI, or this packet may be an unsolicited packet.

. If the PAR is sent unsolicited, then in some cases the Network M2M Node knows the | P address of the D/G
M2M Node, while in other cases the Network M2M Node does not know the | P address of the D/G M2M
Node:

- If the |P address is known to the Network M2M Node, the PAR shall be unicasted to that address. This
PAR shall include the following AVPs: M2M-Usage-Type indicating "M2M Bootstrapping”,
M2M-MSBF-ID, M2M-NSCL-ID, M2M-SP-ID. The Network M2M Node is presumed to already know
the values to assign to these AV Ps.

- If the P address is not known to the Network M2M Node, then the PAR shall be either anycasted,
multicasted, or broadcasted to an address where the D/G M2M Node is expected to be reachable. This
PAR shall include the following AVPs: M2M-Usage-Type indicating "M2M Bootstrapping”,
M2M-MSBF-ID, M2M-NSCL-ID, M2M-SP-ID, M2M-Node-ID carrying the D/G M2M-Node-ID of the
target D/G M2M Node.

. If the PAR is sent in response to the PCI, then it shall be unicasted to the IP address of the D/G M2M Node (in
the source | P address of the IP packet containing the PCI). This PAR shall include the following AVPs. M2M-
Usage-Type indicating "M 2M Bootstrapping”, M2M-MSBF-ID, M2M-NSCL-ID, M2M-SP-ID. The values
carried in M2M-MSBF-1D, M2M-NSCL-ID, and M2M-SP-ID AV Ps shall be copied from corresponding
AVPs present in the PCI. The Network M2M Node shall choose values on its own for the AVP typesthat are
not present in the PCI. A missing AV P of these types indicate the D/G M2M Node is willing to use any
element (i.e. awildcard value), as specified in Step 2.

The D/G M2M Node shall ignore an incoming PAR if that packet carries M2M-Node-ID AV P(s) and the D/G M2M
Node's own D/G M2M-Node-1D does not match any one of the AVP values. This filtering allows a D/G M2M Node to
avoid a PAR intended for other D/G M2M Nodes.

The D/G M2M Node may be configured to only use device-initiated bootstrapping for security reasons, in which case
the D/G M2M Node shall ignore the unsolicited PAR.

The D/G M2M Node may ignore an incoming PAR if the PAR carries avalue in one of the M2M-M SBF-ID,
M2M-NSCL-ID, and M2M-SP-ID AV Psthat does not match with the value sent in the corresponding AV P of the PCI.

Thefirst EAP AVP may be included in this packet or the subsegquent packet from Network M2M Node [33].
Step 4. D/IG M 2M Node respondsto Network M2M Node.

The D/G M2M Node responds to the incoming PAR with a PANA-Authentication-Answer (PAN) packet, if that PAR is
not ignored at Step 3. This PAN shall include the following AVP: M2M-Usage-Type indicating "M2M Bootstrapping”.

Steps 5 and 6. Authentication.

These steps execute the EAP-based authentication by carrying the EAP protocol messages inside PANA EAP AVPs.
One or more such round-tripsis used depending on the selected EAP authentication method (see [22] and [33]).

Step 7. Final PAR from Network M2M Node.

Thisfinal PAR (Completion bit set) shall be sent from the Network M2M Node to signal the result of the bootstrapping
procedure.

If the result indicates success, then the PAR shall include the following AV P:

o M2M -Bootstrap-Result indicating success.

ETSI



41 ETSI TS 102 921 V2.1.1 (2013-12)

The PAR may include the following AV Ps:
1) M2M-Node-ID carrying the M2M Service Provider-assigned device/gateway identifier;
2) M2M-DSCL-ID carrying the D/GSCL-ID assigned to the Device/Gateway M2M Node by the network;
3) M2M-NSCL-ID carrying the NSCL-ID for the subsequent SCL procedures.

The M2M-Node-ID AVP shall be used if the M2M Service Provider prefers the Device/Gateway to use an identifier
other than the pre-provisioned one.

Both the D/G M2M Node and the MSBF shall generate Kmr according to the following formula upon successful
bootstrapping:

. Kmr = Hash(EMSK, "ETSI M2M Device-Network Root Key" | D/G M2M-Node-ID | M2M-SP-ID);
where:
0 Hashis HMAC-SHA256.

. EMSK isthe Extended Master Session Key [22] generated by the EAP authentication method. EMSK shall be
made available to the D/G M2M Node by the EAP peer implementation, and to the MSBF by the EAP
authentication server implementation.

. M2M-Node-1D isthe value of the M2M-Node-ID AVP, if present in the final PAR. If that AVP is missing, the
value of M2M-Node-1D in PCl/initial PAR shall be used instead.

° M2M-SP-ID isthe value of the M2M-SP-ID AVP sent in the initia PAR.

The bootstrap procedure may be executed multiple times. Either a new PANA session may be established each time, or
the new procedure may be executed within the already established PANA session (when available). In either case the
newly-generated Kmr shall be distinguishable from the earlier instances. The following key index shall be used for this
purpose:

. lmr = Session-ldentifier | Key-Id
where:
. Session-ldentifier isthe PANA session identifier assigned by the Network M2M Node.
. Key-ld isthe PANA key identifier assigned by the Network M2M Node.
The lifetime of Kmr shall be set to the PANA Session-Lifetime assigned by the Network M2M Node.

Both the lifetime and the index of Kmr shall be stored along with the key itself. The procedure for passing these values
to the MAS s not included in the present document.

If the result indicates failure (e.g. due to EAP authentication or authorization failure), then the PAR shall include the
following AVP: M2M-Bootstrap-Result indicating failure.

Step 8. Final PAN from D/G M2M Node.
The D/G M2M Node shall send a PAN in response to the PAR.
Step 9. M SBF provisioning MAS.

The MSBF shall send the Kmr and D/G M2M-Node-ID to the MAS. The interface between the MSBF and the MAS are
not included in the present document.

6.3.1.1.2 Bootstrap-Erase

The Erase procedure may be used when either the D/G M2M Node or the network desires to terminate the M2M service
provided to the D/G M2M Node by the M2M Service Provider. A Bootstrap procedure followed by an erase procedure
puts the D/G M2M Node back to its state prior to the bootstrapping with respect to the given M2M Service Provider. A
D/G M2M Node in that state needs to re-execute bootstrapping if the D/G M2M Node desires to use M2M service of
the given M2M Service Provider again.
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The PANA Termination Procedure [33] shall be used for this purpose. A specia payload (M2M-Erase-Token) shall
signify this termination as Bootstrap-Erase Procedure. Either the D/G M2M Node or the network may initiate the
procedure. On the network side, either the MAS or the M SBF may initiate the procedure. Whether the MAS initiates the
process or the MSBF initiates the procedure is an operator policy and is not specified. Since the interface between the
Network M2M Node and the MSBF/MAS is not included in the present document, details of how the M SBF or the
MAS triggers the Network M2M Node to initiate termination is not covered in the present document. As far as the mid
interface is concerned the Network M2M Node is the entity that appears to initiate the termination from network side.

The entity initiating the erase procedure (D/G M2M Node or Network M2M Node) shall transmit a PANA-
Termination-Request (PTR) to the other end. This message shall include the following AV Ps: M2M-Usage-Type
indicating "M2M Bootstrap-Erase”, and M2M-Erase-Token. The M2M-Erase-Token is used for proving and verifying
the authority of the sender. The M2M-Erase-Token can only be generated by an entity that knows the Kmr (i.e. the D/G
M2M Node, the MSBF, or the MAYS). If the PTR is accepted, then the receiver shall transmit a PANA-Termination-
Answer (PTA) to theinitiator of the procedure. Similar to the PTR, the PTA shall include following AV Ps: M2M-
Usage-Type indicating "M2M Bootstrap-Erase", and M2M-Erase-Token.
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Figure 6.4: MAS or MSBF-initiated M2M Bootstrap-Erase Procedure

Figure 6.4 depicts the call flow for MAS or MSBF-initiated M2M Erase Procedure.
Step 1. M2M Service Bootstrap/Connect Procedure

For the MAS-initiated case, this step isthe M2M Service Connect Procedure. The D/G M2M Node and the MAS shall
have already executed the M2M Service Connect Procedure and there shall be a PANA session between the D/G M2M
Node and the Network M2M Node over which PTR/PTA messages can be exchanged (see Steps 3 and 4).

For the MSBF-initiated case, this step is the M2M Service Bootstrap Procedure. The D/G M2M Node and the MSBF
shall have already executed the M2M Service Bootstrap Procedure and there shall be a PANA session between the D/G
M2M Node and the Network M2M Node over which PTR/PTA messages can be exchanged (see Steps 3 and 4).

Step 2. Erase Request sent to Network M2M Node

For the MAS/M SBF to initiate the Bootstrap-Erase Procedure, it shall send an Erase Request to the Network M2M
Node. Decision to initiate the Bootstrap-Erase Procedure belongs to the MAS/M SBF and the details are not included in
the present document.

The Erase Request shall contain a payload called M2M-Erase-Token AV P. This token conveys the intent of the sender
along with the cryptographic proof about the authentication and integrity of the token.

The M2M-Erase-Token shall contain the following information elements.
M2M Node ID: Thisinformation element shall contain the identifier of the D/G M2M Node that will be erased.

Key Index: This information element shall contain the Kmr index (Ix)-
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Nonce: Thisinformation element shall contain a nonce value generated by the sender. The sender shall
make sure the same nonce value is not used with the same secret key value before, either by itself
or by the other end-point. The value may be generated randomly, sequentialy, or by any other
pattern.

Type: This information element shall contain a value that indicates the type of this request token. It shall
be set to 1 ("Network-initiated Erase Request”).

Hash: Thisinformation element shall contain a cryptographically generated hash value in order to
provide origin authentication, integrity and replay protection for the M2M-Erase-Token.

The following formula shall be used for computing the hash value.
. Hash = HMAC-SHA256(Kmr, M2M Node ID | Key Index | Nonce | Type)
Step 3. Erase Request sent to D/G M 2M Node

When the Network M2M Node receives the Erase Request, the Network M2M Node shall generate a PTR message that
carriesan M2M-Usage-Type AVP indicating "M2M Bootstrap-Erase”, and an M2M-Erase-Token AV P carrying the
received M2M-Erase-Token. The Network M2M Node shall send the PTR to the D/G M2M Node.

Step 4. Erase Request processed and Erase Response sent to Network M2M Node

When the D/G M2M Node receives the M2M-Erase-Token AV P, then the D/G M2M Node shall verify the hash before
accepting the request as authentic.

D/G M2M Node shall check the Nonce value in the M2M-Erase-Token AV P to make sure the Nonce value was not
used previously for the same M2M Node ID and Key Index (Ikq). If the Nonce value was used before, then the D/G
M2M Node shall ignore the request token.

The D/G M2M Node shall retrieve the Kmr by using the M2M Node ID and Key index (Ikq) for alook up from the
D/G M2M Node'slocal key repository. If thereis no matching Kmr, then the D/G M2M Node shall ignore the request
token.

If amatching Kmr key is found, then this Kmr shall be used with the same formula as above (in Step 2) in order to
generate a Hash value. If the computed Hash does not match the Hash value in the request, then the D/G M2M Node
shall ignore the request token.

If the Hash is a match, then the D/G M2M Node shall accept thisincoming request as avalid one. In this case, the D/G
M2M Node shall make a decision on how to process the request based on the D/G M2M Node's local policy. The
method for making the decision and configuring the local policy are not included in the present document. For example,
aD/G M2M Node can configured to reject such requests. If the D/G M2M Node accepts executing the Bootstrap-Erase
Procedure, then the D/G M2M Node shall delete its bootstrapped state after sending the response back. The D/G M2M
Node may put a delay before deleting such state in case the response is not received by the MAS/M SBF and the
MAS/MSBF retransmits the request (whose processing requires the state be present).

D/G M2M Node shall send a PANA-Termination-Answer (PTA) to the Network M2M Node that carries M2M-Usage-
Type AVP indicating "M2M Bootstrap-Erase”, and M2M-Erase-Token AVP.

M2M-Erase-Token shall contain the following information elements.

M2M Node ID: Thisinformation element shall contain the identifier of the D/G M2M Node being erased.

Key Index: Thisinformation element shall contain the Kmr index (Ixm).
Nonce: Thisinformation element shall contain the Nonce val ue copied from the received request.
Type: Thisinformation element shall contain a value that indicates the type of response. It may indicate

values corresponding to "Erase Successful”, "Erase rejected due to local policy", etc.

Hash: Thisinformation element shall contain a cryptographically generated hash value in order to
provide origin authentication, integrity and replay protection for the M2M-Erase-T oken.

The following formula shall be used for computing the hash value.

. Hash = HMAC-SHA256(Kmr, M2M Node ID | Key Index | Nonce | Type)
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Step 5. Erase Response sent to MAS/M SBF
The Network M2M Node shall relay the M2M-Erase-Token to the MAS/M SBF.

When the MAS/M SBF receives the response, the MAS/M SBF shall verify the hash before accepting the response as
authentic.

The MAS/M SBF shall compare the Nonce received in the response with the Nonce transmitted in the request. If the
Nonce values are not the same, then the MAS/M SBF shall ignore the response token.

The MAS/M SBF shall retrieve the Kmr by using the M2M Node ID and Key index (Ixq) for alook up fromitslocal
key repository. If there is no matching Kmr, then the MAS/M SBF shall ignore the response token.

If amatching key isfound, it shall be used with the same formulaasin Step 4 in order to generate a Hash value. If the
computed Hash does not match the received Hash, then the MAS/M SBF shall ignore the response token.

If the Hash is a match, then the MAS/M SBF shall accept thisincoming response as avalid one. In this case the
MAS/MSBF shall decide what to do with the bootstrapped state associated with the D/G M2M Node based on the
received Type and the MAS/MSBF's policy. The method for making decision is not included in the present document.

Device/Gateway Network

M2M Node M2M Node MAS or MSBF
|
1
2
>
3
>
4
<€
5
<€

Figure 6.5: D/G M2M Node-initiated M2M Bootstrap-Erase Procedure

Figure 6.5 depicts the call flow for D/G M2M Node-initiated M2M Bootstrap-Erase Procedure.
Step 1. M2M Service Bootstrap/Connect Procedure

When the Bootstrap-Erase Procedure is initiated by the D/G M2M Node, the initiator shall decide the target of this
procedure: Either the MSBF or the MAS. How that target is decided is not included in the present document.

If thetarget isthe MSBF, then the Step 1 corresponds to M2M Service Bootstrap Procedure. The PTR/PTA messages
(see Steps 2 and 5) shall be sent over the PANA session that is established for the M2M Service Bootstrap Procedure.

If the target isthe MAS, then the Step 1 correspondsto M2M Service Connect Procedure. The PTR/PTA messages (see
Steps 2 and 5) shall be sent over the PANA session that is established for the M2M Service Connection Procedure.

Step 2. Erase Request sent to Network M 2M Node

For the D/G M2M Node to initiate the Bootstrap-Erase Procedure, the D/G M2M Node shall send a PANA-
Termination-Request (PTR) message to the network. Decision to initiate the Bootstrap-Erase Procedure belongs to the
D/G M2M Node and the details are not included in the present document.

The PTR message shall carry an M2M-Usage-Type AVP indicating "M2M Bootstrap-Erase”, and an M2M-Erase-
Token AVP.

The M2M-Erase-Token shall contain the following information elements.
M2M Node ID: Thisinformation element shall contain the identifier of the D/G M2M Node that will be erased.

Key Index: Thisinformation element shall contain the Kmr index (Ixm).
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Nonce: Thisinformation element shall contain a nonce value generated by the sender. The sender shall
make sure the same nonce value is not used with the same secret key value before, either by itself
or by the other end-point. The value may be generated randomly, sequentialy, or by any other
pattern.

Type: This information element shall contain a value that indicates the type of this request token. It shall
be set to 2 ("D/G-initiated Erase Request").

Hash: This information element shall contain a cryptographically generated hash value in order to
provide origin authentication, integrity and replay protection for the M2M-Erase-Token.

The following formula shall be used for computing the hash value.
. Hash = HMAC-SHA256(Kmr, M2M Node ID | Key Index | Nonce | Type)
Step 3. Erase Request sent to MAS/M SBF

When the Network M2M Node receives the Erase Request, it shall extract the M2M-Erase-Token from the M2M-Erase-
Token AVP and relay the M2M-Erase-Token to the MAS/M SBF.

Step 4. Erase Request processed and Erase Response sent to Network M2M Node

When the MAS or MSBF receives the M2M-Erase-Token AVP, it shall verify the hash before accepting the request as
authentic.

The MAS/M SBF shall check the Nonce value in the received M 2M-Erase-Token to make sure the Nonce value was not
used previously for the same M2M Node ID and Key Index (Ikq). If the Nonce value was used before, then the
MAS/MSBF shall ignore the request token.

The MAS/M SBF shall retrieve the Kmr by using the M2M Node ID and Key index (Ixq) for alook up from the
MAS/MSBF'slocal key repository. If thereis no matching Kmr, then the MAS/M SBF shall ignore the request token.

If amatching Kmr key is found, then this Kmr shall be used with the same formula as above in order to generate a Hash
value. If the computed Hash does not match the Hash value in the request, then the MAS/M SBF shall ignore the request
token.

If the Hash is a match, then the MAS/M SBF shall accept thisincoming request asavalid one. In this case, the
MAS/MSBF shall make a decision on how to process the request based on the MAS/M SBF's policy. For example, a
MAS/MSBF can configured to reject such requests. The method for making the decision and configuring the policy are
outside the scope of the present document. If the MAS/M SBF accepts executing the Bootstrap-Erase Procedure, then
the MAS/M SBF shall delete the bootstrapped state after sending the response back. The MAS/M SBF may put a delay
before deleting such state in case the response is not received by the D/G M2M Node and the D/G M2M Node
retransmits the request (whose processing requires the state be present).

The MAS/M SBF shall send Erase Response to the Network M2M Node. This message shall contain M2M-Erase-Token
AVP. M2M-Erase-Token shall contain the following information elements.

M2M Node ID: Thisinformation element shall contain the identifier of the D/G M2M Node being erased.

Key Index: This information element shall contain the Kmr index (Ixy)-
Nonce: Thisinformation element shall contain the Nonce copied from the received request.
Type: Thisinformation element shall contain a value that indicates the type of response. It may indicate

values corresponding to "Erase Successful”, "Erase rejected due to local policy", etc.

Hash: Thisinformation element shall contain a cryptographically generated hash value in order to
provide origin authentication, integrity and replay protection for the M2M-Erase-T oken.

The following formula shall be used for computing the hash value.

. Hash = HMAC-SHA256(Kmr, M2M Node ID | Key Index | Nonce | Type)
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Step 5. Erase Response sent to D/G M 2M Node

The Network M2M Node shall relay the M2M-Erase-Token to the D/G M2M Node over a PTA message that carries
M2M-Usage-Type AVP indicating "M2M Bootstrap-Erase", and M2M-Erase-Token AVP.

When the D/G M2M Node receives the responsg, it shall verify the hash before accepting the response as authentic.

The D/G M2M Node shall compare the Nonce received in the response with the Nonce transmitted in the request. If the
Nonce values are not the same, then the D/G M2M Node shall ignore the response token.

The D/G M2M Node shall retrieve the Kmr by using the M2M Node ID and Key index (k) for alook up fromits
local key repository. If there is no matching Kmr, then the D/G M2M Node shall ignore the response token.

If amatching key isfound, it shall be used with the same formulaasin Step 4 in order to generate a Hash value. If the
computed Hash does not match the received Hash, then the D/G M2M Node shall ignore the response token.

If the Hash is a match, then the D/G M2M Node shall accept this incoming response as avalid one. In this case, the D/G
M2M Node shall decide what to do with the bootstrapped state associated with the D/G M2M Node based on the
received Type and the D/G M2M Node's policy. The method for making the decision and configuring the policy are not
included in the present document.

6.3.1.2 EAP/PANA - IBAKE bootstrapping operations

If 1dentity Based Authenticated Key Exchange (IBAKE) as per EAP-IBAKE [48] and RFC 6267 [42] is used for
performing service bootstrapping independently of access network credentials for D/G M2M Node, then the procedures
defined in this clause shall be used.

The IBAKE bootstrapping procedure shall be executed between D/G M2M Node and M SBF over the mid interface
under direct management of the Network M2M Node. The selected Network M2M Node shall be authorized by the
MAS for transporting the bootstrap transactions. In order to authorize transport of bootstrap transactions through the
selected Network M2M Node, the D/G M2M Node shall be temporarily connected according to clause 7.3, using the
pre-provisioned D/G M2M-Node-ID and shared secret as per TS 102 690 [2].

If the format and length of the pre-provisioned shared secret is not the same as the format and length requirement for
Kmr (e.g. in use-cases where the shared secret is provided to the user in the form of a human-readable password), then
the MAS shall use the same conversion function to the required format and length as was used by the D/G manufacturer
while provisioning the password. This conversion function is outside the scope of the present document.

In order to execute secure IBAKE bootstrap procedure, certain |BE-specific parameters shall be present in the D/G
M2M Node and the MSBF. Some of these parameters shall be pre-provisioned by the manufacturer, while others may
be downloaded from the Network M2M Node into the D/G M2M Node. Successful completion of temporary M2M
Service Connection produces security association that is used to protect download of |BE parameters required for
execution of IBAKE bootstrapping. The list of required parameters and their secure download is defined in

clause 6.3.1.2.1.3.

IBAKE bootstrap shall be executed using EAP-IBAKE [48] protocol transported over the mid by using PANA transport
(RFC 5191 [33]) viathe Network M2M Node as defined in clause 6.3.1.2.2. Asthe result of EAP-IBAKE execution,
the key material shall be provided by the EAP for generating the M2M Root key Kmr for the M2M service layer.

The generated key Kmr shall then be provided by the MSBF to the MAS, as defined in clause 6.3.1.1.1.

6.3.1.2.1 Provisioning of IBE specific parameters

In order for D/G M2M Node and M SBF to execute EAP-IBAKE [48], they shall be provisioned with two sets of
parameters. The first set parameters shall be provisioned at the manufacture, and it consists of publicly known mutually
agreed-to parameters. The second set includes individual private parameters known only to their holder. These
parameters may be pre-provisioned at manufacture, or may be securely downloaded by using proceduresin this clause.
Private parameters shall be provisioned securely and kept in a Secured Environment.

6.3.1.2.1.1 Provisioning of IBE specific Parameters into MSBF

Provisioning of the IBE parameters defined in clause 12.1.10 into the MSBF is out of scope of the present document.
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6.3.1.2.1.2 Provisioning of IBE specific Parameters into D/G M2M Node

Provisioning of the IBE parameters defined in clause 12.1.10 into the D/G M2M Node by the manufacturer is out of
scope of the present document.

When the IBE parameters defined in clause 12.1.10 are provisioned into the D/G M2M Node using secure PANA
download upon successful mutual authentication, then procedures defined in clause 6.3.1.2.1.3 shall be used.

6.3.1.2.1.3 Online secure provisioning of IBE material to D/G M2M Node using PANA

The temporary M2M Service Connection procedure not only authenticates the end-points but also deliversthe IBE
parameters from the Network M2M Node to the D/G M2M Node. These parameters are needed for the subsequent
EAP-IBAKE execution.

The final PAN message that carries the EAP-Success shall carry the M2M-IBE-Params AV P encapsul ated inside an
M2M-Encr-Encap AV P. The following key shall be used with the M2M-Encr-Encap AV P for the encryption:

o Kpe = Hash (MSK, "AVP Encryption Key").
e HashisHMAC-SHA256.

. MSK isthe Master Session Key as per RFC 3748 [22] generated by the EAP authentication method. M SK
shall be made available to the D/G M2M Node by the EAP peer implementation and to the Network M2M
Node by the EAP authenticator implementation.

Ixpe iSthe key index referring to Kee. Its value shall be set to the value of 1. Lifetime of Kpe shall be set to the PANA
Session-Lifetime assigned by the Network M2M Node.

6.3.1.2.1.4 Required IBE parameters used in IBAKE-based bootstrapping
The D/G M2M Node and M SBF shall be each pre-configured with the set of public parameters defined in table 6.1.

Table 6.1
Parameter Description Value
IBEEC Elliptic curve used for IBE encryption and  |Weil pairing (BF)
decryption y=x3+1modp

See RFC 5091 [32], section 5

MEC Elliptic curve used for point multiplication K-163 Koblitz NIST curve
(EC2NGF163Koblitz/
K-163 / sect163k1) [48]

All other required functions, algorithms and parameters may be pre-provisioned at the factory, or provisioned to D/G
M2M Node using the last PANA message as specified in clause 6.3.1.2.1.3. If the operator chooses to provision the D/G
M2M Node with new values for these parameters, then the last PANA message shall be used for transporting these
parametersin a secure fashion. If the D/G M2M Node receives the new values for these parameters, the D/G M2M
Node shall use the newly received values to complete the bootstrapping procedure.

All these parameters are provided in RFC 5091 [32] and RFC 5408 [37], along with suggested implementation-specific
values.
6.3.1.2.2 Secure IBAKE protocol

The IBAKE protocol shall be executed between the D/G M2M Node and the M SBF via the authorized Network M2M
Node. IBAKE messages shall be carried using EAP as the EAP-IBAKE method [48]. The EAP messages shall be
transported over the mid interface using PANA [33]. The MSBF shall act as the EAP server, the Network M2M Node
shall act asthe EAP authenticator, and the D/G M2M Node shall act as the EAP peer.
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EAP-IBAKE protocol details can be found in EAP-IBAKE [48]. Table 6.2 contains IBE function definitions used for
generating |BE material as well as functions within the EAP-IBAKE protocol carried over PANA, which are specific to
the case of bootstrapping for ETSI M2M. See EAP-IBAKE [48] for all remaining valuesrelated to EAP-IBAKE.

Table 6.2
Function Description Value/Name

H1 Function used for generating K_PUB (IBE public key |See RFC 5091 [32]
point) from EAP identity [48]:
MSBF side: K_PUBs = H1(IDs).
D/G M2M Node side: K_PUBp = H1(IDp)
where EAP identities shall be derived as follows:
IDs = MSBF-ID|UTCDate|M2M-SP-ID.
IDp = D/G M2M-Node-ID|UTCDate|M2M-SP-ID.

ENCR IBE encryption function. Shall perform Weil-pairing See RFC 5091 [32], section 5
based IBE encryption using K_PUB.

DECR IBE decryption function. Performs IBE decryption of an |See RFC 5091 [32], section 5
IBE-encrypted message.

POINT2STR Function that transforms a point on an elliptic curve to |See RFC 5091 [32], section 4.3.2
a string.

STR2POINT Function that transforms a string (e.g. key, identity, See RFC 5091 [32], section 4.4.1
etc.) to a point on an elliptic curve.

PRF Pseudo-random function that generates a key, using HMAC SHA-256 shall be used as per
as inputs a key and a string. It is used for generating EAP-IBAKE [48], SHA [43]
EAP EMSK, MSK, as well as other keys.

6.3.1.2.2.2 Protocol message parameters

Message formats for EAP-IBAKE can be found in EAP-IBAKE [48], for EAP-IBAKE header and all EAP-IBAKE
payloads associated with the protocol. Table 6.3 specifies fixed message field values that shall be contained within the
messages exchanged with the EAP-IBAKE protocol carried over PANA, which are specific to the case of automated
bootstrapping for ETSI M2M. See EAP-IBAKE [48] for al remaining values.

Table 6.3
Field Description Value/Name

Type Contained within the EAP-IBAKE header "EAPIBAKE"
Reserved Contained within IBAKE-ID/Request/Response ‘0’

payload
Proposal Contained within IBAKE-ID/Request/Response NULL

payload
NumProposals [Number of proposal fields in the payload ‘0’
IDType Identity Type 5 (ID_FQDN)
Identity Identity field in EAP-IBAKE payload IBAKE-ID/Request: IDs

IBAKE-ID/Response: IDp

EAP-IBAKE failure payload and values, as well as EAP fragmentation shall be supported as per EAP-IBAKE [48].

6.3.1.3

EAP-TLS over PANA

If TLS-based authentication is desired with EAP/PANA, then EAP-TLS as per RFC 5216 [34] shall be used. EAP-TLS
shall be transported over EAP/PANA just like any other EAP method as described in clause 6.3.1. Furthermore, ETS
M2M TLS/certificate-specific details are covered in clause 6.3.3.
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6.3.2 M2M Service Bootstrap Procedure using TLS over TCP

6.3.2.1 Recap of M2M Service Bootstrap Procedure using TLS over TCP

The architecture level detailsfor M2M Service Bootstrap Procedure using TLS over TCP are specified in clause 8.3 of
TS 102 690 [2], noting that clause 8.3.3.50f TS 102 690 [2] provides the details in common with the M2M Service
Bootstrap Procedure using EAP-TLS.

This clause provides an overview of the descriptionin TS 102 690 [2] to explain how to apply the additional detailsin
the present document.

Pre-Provisioning: The D/G M2M Node and MSBF shall be provided with appropriate credentials to enable mutual
authentication during an M2M Service Bootstrap procedure using TLS over TCP. Stage 3 details are specified in
clause 6.3.2.2.

The M2M Service Bootstrap Procedure using TLS over TCP occursin three main steps (see clause 8.3.3.4.1 of
TS 102 690 [2]):

1) Mutual Authentication: The D/G M2M Node and M SBF shall be (freshly) mutually authenticated using a
TLS Handshake, and TLS shall export a KmrWrapKey. Further details are specified in clause 6.3.2.3.

2) Parameter Delivery tothe D/G M2M Node: The D/G M2M Node shall be provisioned (by the MSBF) with
parameters, including the value of Kmr encrypted under KmrWrapKe. Further details are specified in
clause 6.3.2.4.

3) Parameter Delivery tothe MAS: The MSBF shall provide parameters to the MAS. The stage 3 details for
this step are not included in the present document.

Many of the details for this M2M Service Bootstrap procedure are shared with otherM2M Service Bootstrap procedure,

with the result that most of the specification for this M2M Service Bootstrap procedure simply refers to the appropriate

common specifications.

6.3.2.2 Pre-Provisioning for M2M Service Bootstrap Procedure using TLS over TCP

NOTE: Clause8.3.3.5.2 of TS 102 690 [2] describes the credentials to be pre-provisioned to the D/G.

The M2M Device/Gateway certificates shall conform to the specification in clause 6.3.3.3.1.1.

The MSBF certificates shall conform to the specification in clause 6.3.3.3.2.1.

TLS support requirements are specified in clause 6.3.3.2.

6.3.2.3 Mutual Authentication for M2M Service Bootstrap Procedure using TLS over
TCP

NOTE: Step1inclause8.3.3.4.1 of TS 102 690 [2] specifiesthat the D/G M2M Node and M SBF authenticate
each other using certificates as part of a TL S handshake over TCP.

The TL S handshake shall conform to the TL S handshake provided in clause 6.3.3.2.
MSBF processing of M2M Device/Gateway certificates shall conform to clause 6.3.3.3.1.2.
M2M Device/Gateway processing of MSBF certificates shall conform to clause 6.3.3.3.2.2.

Following successful TLS authentication, the MSBF and M2M Device/Gateway shall export KmrWrapKey by applying
the TLS Exporter specification RFC 5705 [71] using the label "EXPORTER-ETSI-TC-M2M-Bootstrap” and length 32
with optional context value being omitted (i.e. no length and no value).

EXPORTER-ETSI-TC-M2M-Bootstrap has been registered with IANA for inclusion on the TLS parameters registry:
http://www.iana.org/assignments/tls-parameters/tls-parameters.xml.
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6.3.2.4 Parameter Delivery to D/G M2M Node for M2M Service Bootstrap Procedure
using TLS over TCP

The D/G M2M Node and M SBF shall perform Step 2 in clause 8.3.3.4.1 of TS 102 690 [2] by applying the M2M
Service Bootstrap Parameter Delivery Procedure in clause 6.4, with specializations applicable to the M2M Service
Bootstrapping procedure using TLS over TCP.

If the M2M Service Bootstrap Parameter Delivery Procedure succeeds, then the M2M Service Bootstrap Parameter
Delivery Procedure outputs identical sets of Bootstrap parameters at both the D/G M2M Node and the M SBF.

If the M2M Service Bootstrap Parameter Delivery Procedure fails, then the M2M Service Bootstrap Parameter Delivery
Procedure will output a description of the error that occurred. The MSBF and D/G M2M Node shall react to failure as
follows:

1) MSBF Error Actions: If the M2M Service Bootstrap Parameter Delivery Procedure returns a failure for the
MSBF, then the MSBF shall exit the M2M Service Bootstrap Procedure using TLS over TCP.

2) D/GM2M NodeError Actions: If the M2M Service Bootstrap Parameter Delivery Procedure returns a
failure for the D/G M2M Node, then:

a TheD/G M2M Node shall end the TLS Session (if the TLS session has not aready been terminated).
b) TheD/G M2M Node shall exit the M2M Service Bootstrap Procedure using TLS over TCP.

6.3.3  Specifications for TLS/Certificate-Based M2M Service Bootstrap
Procedures

6.3.3.1 Introduction

The architecture for TLS/Certificate-Based M2M Service Bootstrap procedures is described in clause 8.3.3.5 of
TS 102 690 [2]. These TLS/Certificate-Based M2M Service Bootstrap Procedures are the procedure using EAP-TLS
over PANA (clause 6.3.1.3) and the procedure using TLS over TCP (clause 6.3.2).

Clause 6.3.3 of the present document specifies the details for M2M Device/Gateways, M2M Nodes in those M2M
Device/Gateways and M SBF that support one or both of these M2M Service Bootstrap Procedures. The following
details are provided herein:

. TLS Details.
J Certificate Considerations:
- M2M Device/Gateway Certificate Considerations:
L] M2M Device/Gateway Certificate Specifications.
L] M SBF Processing Requirements for M2M Device/Gateway Certificates.
- MSBF Certificate Considerations:
L] MSBF Certificate Specifications.

" M2M Device/Gateway Processing Requirements for MSBF Certificates.

6.3.3.2 TLS Details for TLS/Certificate-Based M2M Service Bootstrap Procedures

The bulk encryption agorithm for TLS (in these M2M Service Bootstrap procedures) shall use 256-bit encryption keys.
Thefollowing TLS Versions are supported for these M2M Service Bootstrap procedures:

. TLSv1.2 (RFC 5246 [35]) with the following TLS Cipher suites:

- TLS RSA_WITH_AES 128 CCM [76] with client-certificate based authentication.
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. TLSv1.1 (RFC 4346 [28]) with the following TLS Cipher suite:
- TLS RSA_WITH_AES 128 CBC _SHA (RFC 4346 [28]) with client-certificate based authentication.
The certificates used in the TLS Handshake shall conform to clause 6.3.3.3.

For a D/G-M2M-Node to support a TLS/Certificate-Based M2M Service Procedure, the D/G-M2M-Node shall support
at least one of these combinations of TLS version and TLS cipher suite.

For an M SBF to support a TLS/Certificate-Based M2M Service Bootstrap Procedure, the M SBF shall support all
combinations of TLS version and TLS cipher suite supported by the M2M Devices/Gateways with which the M SBF
wishes to perform M2M Service Bootstrapping using TLS over TCP.

6.3.3.3 Certificate Considerations
6.3.3.3.1 M2M Device/Gateway Certificate Considerations
6.3.3.3.1.1 M2M Device/Gateway Certificate Specifications

NOTE 1: The M2M Device/Gateway certificate is used by the M SBF to authenticate D/G-M2M-Nodes instantiated
in the M2M Device/Gateway with which the certificate is associated.

The M2M Device/Gateway certificate shall be pre-provisioned by the M2M Device/Gateway Manufacturer during the
manufacturing of the M2M Device/Gateway. The private key associated with the M2M Device/Gateway shall be stored
in a Secured Environment Domain as per TR 102 725 [i.1] on the M2M Device/Gateway.

NOTE 2: This Secured Environment Domain is considered to be part of the D/G-M2M-Node performing the M2M
Service Bootstrap procedure.

The M2M Device/Gateway certificate shall be compliant to RFC 5280 [36]. In addition, the M2M Device/Gateway
certificate shall conform to the following specifications:

1) Thesignature agorithm used by the CA to sign the certificate shall be "sha256WithRSAEncryption”, and the
RSA public key used for signing shall be at least 2 048 bits and shall be based on PKCS #1 version 2.1 defined
in RFC 3447 [20].

NOTE 3: The algorithmidentifier for "sha256WithRSAEnNcryption” is defined in RFC 4055 [24].

2)  Theissuer name shall not be empty and shall identify the name of the issuer as defined in RFC 5280 [36],
section 4.1.2.4.

3) Thesubject public key shall use agorithm "rsaEncryption” for RSASSA-PSS in RFC 4055 [24], and the RSA
public key value shall be at least 2 048 bits.

4)  The subjectAltName extension shall be present for M2M Device/Gateway certificate and shall contain a
pre-provisioned identity.

5) TheM2M Device/Gateway certificate shall contain validity time and Validity encoding shall be as specified in
RFC 5280 [36]. The period of validity of the M2M Device/Gateway certificate shall be congruent with the
expected lifetime of the certificates for such type of Device/Gateway.

NOTE 4: The period of validity of the M2M Device/Gateway certificate is assigned at the discretion of the M2M
Device/Gateway Manufacturer. The M2M Device/Gateway Manufacturer has to take into account the
expected productive lifetime of the M2M Device/Gateway when assigning the period of validity for the
certificate.

6.3.3.3.1.2 MSBF Processing of M2M Device/Gateway Certificates
The MSBF processing requirements for M2M Device/Gateway certificates are defined below:

. The D/G-M2M-Node shall not send certificate paths containing more than four certificates.
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. The MSBF shall be able to support M2M Device/Gateway certificate paths containing up to four certificates.
The intermediate certificates are obtained from the TLS Handshake " Certificate" message and the TTP CA
certificate is obtained from a MSBF local stored of trusted TTP CA certificates.

e  TheMSBF shal check the validity time of all certificates in the M2M Device/Gateway certificate path, and
reject certificate(s) that are either not yet valid or that are expired. The MSBF should reject certificate(s) with a
period of validity congruent with the expected lifetime of the certificates for such type of Device/Gateway.

6.3.3.3.2 MSBF Certificate Considerations

6.3.3.3.2.1 MSBF Certificate Specifications

NOTE 1: The MSBF certificateis used by the D/G-M2M-Node to authenticate the M SBF as part of the TLS
handshake.

The MSBF certificate shall have a certificate chain back to a TTP Root CA certificate or TTP Intermediate CA
certificate present in the Security Environment Domain of the D/G M2M Node that performs this procedure.

NOTE 2: The private key associated with the M SBF certificate is expected to be stored securely.

The MSBF certificate profile shall be compliant to RFC 5280 [36]. In addition, the MSBF certificate shall comply with
the following specifications:

1) The signature algorithm used by the CA to sign the certificate shall be "sha256WithRSAEncryption”, and the
RSA public key used for signing shall be at least 2 048 bits and shall be based on PKCS #1 version 2.1 defined
in RFC 3447 [20].

NOTE 3: The algorithmidentifier for "sha256WithRSAEnNcryption” is defined in RFC 4055 [24].

2)  Theissuer name shall not be empty and shall identify the name of the issuer as defined in clause 4.1.2.4 of
RFC 5280 [36].

3) Thesubject public key shall use algorithm "rsaEncryption” for RSAES-OAEP in RFC 4055 [24], and the RSA
public key value shall be at least 2 048 bits.

4)  The subject name may be empty in M SBF certificates and shall not be empty in CA certificates.

5)  The subjectAltName extension shall be present if thisis a M SBF certificate, and shall contain the FQDN of the
MSBF.

6) The MSBF certificate shall contain validity time and Validity encoding shall be as specified in RFC 5280 [36].

6.3.3.3.2.2 D/G-M2M-Node Processing of MSBF Certificates

The D/G-M2M-Node processing requirements for M SBF certificates are defined below:

1) The processing of the MSBF certificate by D/G-M2M-Node shall be compliant to RFC 5280 [36].
2) TheMSBF shal not send certificate paths containing more than four certificates.
3) TheM2M Device/Gateway shall be able to support MSBF certificate paths containing up to four certificates.

NOTE 1: Theintermediate (MSBF) CA certificates and the M SBF certificate are obtained from the TLS
Handshake " Certificate" message sent from the MSBF:

" The TTP root CA certificate or TTP intermediate CA certificate shall be obtained from alocal store
of trusted TTP CA certificatesin M2M Device/Gateway in which the D/G-M2M-Nodeis
instantiated. The lifetime of the certificatesin the local store shall be congruent with the expected
lifetime of the certificates for such type of Device/Gateway.

NOTE 2: The period of validity of the root CA certificate or TTP intermediate CA certificate is assigned at the
discretion of the M2M Device/Gateway Manufacturer. The M2M Device/Gateway Manufacturer hasto
take into account the expected productive lifetime of the M2M Device/Gateway when assigning the
period of validity for the certificate.
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4) The D/G-M2M-Node shall check the validity time of the M SBF certificates, and reject certificates that are
either not yet valid or that are expired.

5) The D/G-M2M-Node shall perform MSBF Certificate Status Verification as per TS 102 690 [2]).

6.4 M2M Service Bootstrap Parameter Delivery Procedure For
Procedures using HTTP

6.4.1 Overview

The M2M Service Bootstrap Parameter Delivery Proceduresis used to securely deliver M2M Service Bootstrap
Parameters from the M SBF to the D/G M2M Node, upon request from the D/G M2M Node, as part of the following
M2M Service Bootstrap procedures:

. M2M Service Bootstrap procedure using GBA (clause 6.2.1).
. M2M Service Bootstrap procedure using TLS over TCP (clause 6.3.2).

The description to this procedure utilizes the mapping of primitives described in annex A. This procedure considers the
M2M Service Bootstrap Parameters to be represented in a"virtual” resource called bootstrapParamSet whichis
identified by adefault URI at the MSBF. The D/G M2M Node sends a request to execute the resource at this URI along
with information that the M SBF requires to select the M2M Service Bootstrap Parameters. The MSBF processes this
request and (as if the M2M Service Bootstrap Parameters really were present at this URI) the MSBF forms a
representation of the M2M Service Bootstrap Parameters and returns this representation to the D/G M2M Node.

The following protocol mappings and resource representations shall be applied:
e  The primitives shall be encoded using the protocol mapping annex for HTTP binding in annex C.
e  Theresource representation shall conform to the content types in annex B:
- An MSBF that supports this procedure shall support all application/xml content typesin annex B.
- A D/G M2M Node that supports this procedure shall support at least one of the application/xml content
typesin annex B.
6.4.2 bootstrapParamSet Resource
NOTE: The only management procedure applicable to the bootstrapParamSet resource is the execute method, and
conseguently, the only message that can contain a bootstrapParamSet resource is a response primitive.
6.4.2.1 bootstrapParamSet Resource URI
The URI of the bootstrapParamSet resource shall be of the form:
. <M SBF-FQDN> "/bootstrapParamSet".
where;

. <MSBF-FQDN> Thisisthe FQDN of the MSBF.
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6.4.2.2

The bootstrapParamSet resource shall contain the attributes in table 6.4. The format of these attributes shall conform to

clauses 11.5 and 12.2.

54

bootstrapParamSet Resource Attributes

Table 6.4: bootstrapParamSet Resource Attributes

AttributeName Mandatory/Optional Description

securityM2MNodeld M M2M-Node-ID assigned by the MSBF to the D/G M2M Node. See
table 12.15.

securityKmrindex M Kmr-Index for the Kmr. See table 12.15.

securityLifetime M Kmr lifetime, See table 12.15.

securityMasFqgdn M FQDN of the MAS for which the Kmr key is destined. See
table 12.15.

securityEncryptedM2M (0] Value of the Kmr, encrypted using AES-256 Key Wrap algorithm

Key under the KmrWrapKey exported from the TLS master_secret. The
attribute is present only if performing M2M Service Bootstrap
procedure using TLS over TCP. See table 12.15.

sclid (@) SCL-ID assigned to the SCL in the D/G M2M Node as a result of
this procedure. See table 11.36.

sclldList (0] List of NSCL-ID's that the SCL in the D/G M2M Node may use for
next point of contact. See table 12.15.

6.4.3

6.4.3.1

M2M Service Bootstrap Parameter Delivery Procedure Primitives

bootstrapParamSetExecuteRequestindication

Thisrequest is used by the D/G M2M Node to request the MSBF to provide Service Bootstrap Parameters to the D/G
M2M Node. The primitive shall comply with table 6.5. The format of the primitive attributes shall conform to

clauses 11.6 and 12.3.

Table 6.5: bootstrapParamSetExecuteRequestindication

bootstrapParamSetExecute Primitive: bootstrapParamSetExecuteRequestindication

Primitive attribut

e

Mandatory/Optional

Description

targetiD

The URI of the bootstrapParamSet. See clause 6.4.2.1

primitiveType

BOOTSTRAP_PARAM_DELIVERY_EXECUTE

securityM2MNodeld

M2M-Node-ID of the D/G M2M Node, if already known to the
D/G M2M Node

sclld

SCL-ID of the SCL in the D/G M2M Node, if already known to
the D/G M2M Node

securityM2MSPId

O] O] oL

The M2M Service Provider Identity value. This attribute shall
be present if the D/G M2M Node intends to limit the procedure
to the identified M2M Service Provider

6.4.3.2

bootstrapParamSetExecuteResponseConfirm (successful case)

This primitive confirms the establishment of an M2M Root Key (Kmr), and includes a resource that contains the
parameters associated with the established M2M Service Bootstrap. The primitive shall comply with table 6.6. The
format of the primitive attributes shall conform to clause 11.6.

Table 6.6: bootstrapParamSetExecuteResponseConfirm (successful case)

bootstrapParamSetExecute Primitive: bootstrapParamSetExecuteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M BOOTSTRAP_PARAM_DELIVERY_EXECUTE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
bootstrapParamSet M Contains the M2M Service Bootstrap Parameters
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bootstrapParamSetExecuteResponseConfirm (unsuccessful case)

The bootstrapParamSetExecuteRequest! ndication primitive triggers this response. The primitive shall comply with
table 6.7. The format of the primitive attributes shall conform to clause 11.6.

Table 6.7: bootstrapParamSetExecuteResponseConfirm (unsuccessful case)

bootstrapParamSetExecute Primitive: bootstrapParamSetExecuteResponseConfirm

Primitive attribute Mandatory/Optional Description

primitiveType M BOOTSTRAP_PARAM_DELIVERY_EXECUTE_RESPONSE
errorinfo M Provides error information

6.4.4 MSBF Filtering of Received

bootstrapParamSetExecuteRequestindication Primitives

The MSBF shall apply the following filtering to any received bootstrapParamSetExecuteRequesti ndication primitives:

1)

2)

6.4.5

The MSBF shall process only bootstrapParamSetExecuteRequestindication primitives that are either:

a)

b)

(Applicable to M2M Service Bootstrap Procedure using TLS over TCP only) Received over aTLS
Session over TCP established as specified in clause 6.3.2.3. The MSBF shall associate such
bootstrapParamSetExecuteRequesti ndication primitives with the pre-provisioned D/G identity in the
certificate received from the D/G during the TLS handshake.

(Applicableto M2M Service Bootstrap Procedure using GBA only) Received in aHTTP request that
passes HTTP Digest Authentication as specified in clause 6.2.1.2. The M SBF shall associate such
bootstrapParamSetExecuteRequesti ndication primitives with the GBA B-TID sent by the D/G as part of
the HTTP Digest Authentication.

The MSBF shall respond to a bootstrapParamSetExecuteRequestindication that is received under other
circumstances by performing the following steps:

a)

b)

The MSBF shall send a bootstrapParamSetExecuteResponseConfirm (unsuccessful case) with errorinfo
including statusCode set to "STATUS_PERMISSION_DENIED".

The MSBF shall exit the procedure, returning the statusCode.

M2M Service Bootstrap Parameter Delivery Procedure Sequence of
Events

The D/G M2M Node shall perform the following actions in sequence:

1)
2)

3)

Compose bootstrapParamSetExecuteRequesti ndication primitive (as defined in table 6.5).

Encode the bootstrapParamSetExecuteRequest! ndication according to the appropriate protocol mapping
indicating the content type(s) supported by the D/G M2M Node for the M2M Service Bootstrap Parameter
Delivery Procedure (see clause 6.4.1).

The D/G M2M Node shall send bootstrapParamSetExecuteRequesti ndication.

a)

b)

(Applicableto M2M Service Bootstrap Procedure using TLS over TCP only) If the TLS sessionis
terminated before the D/G is able to deliver the bootstrapParamSetExecuteRequest! ndication, then the
D/G M2M Node shall exit the procedure returning an indication that the procedure failed dueto TLS
session termination.

There are avariety of other scenarios the D/G M2M Node exits this procedure without being able to
deliver the corresponding bootstrapParamSetExecuteRequesti ndication. In these cases, the D/G M2M
Node shall exit the procedure returning an indication that the procedure failed due to delivery failure.
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The D/G M2M Node shall wait for the corresponding bootstrapParamSetExecuteResponseConfirm from the
MSBF:

a) TheD/G M2M Node shall process only bootstrapParamSetExecuteResponseConfirm primitives that are
either:

i)  (Applicableto M2M Service Bootstrap Procedure using TLS over TCP only) Received over aTLS
Session over TCP established with the MSBF as specified in clause 6.3.2.3.

ii)  (Applicableto M2M Service Bootstrap Procedure using GBA only) received in aHTTP request
that passes HTTP Digest Authentication as specified in clause 6.2.1.2.

b) (Applicableto M2M Service Bootstrap Procedure using TLS over TCP only) If the TLS session is
terminated before the corresponding bootstrapParamSetExecuteResponseConfirm answer is received,
then the D/G M2M Node shall exit the procedure returning an indication that the procedure failed due to
TLS session termination.

¢) Thereareavariety of other scenariosin which the D/G M2M Node exits this procedure without
receiving the corresponding bootstrapParamSetExecuteResponseConfirm answer. In these cases, the D/G
M2M Node shall exit the procedure returning an indication that the procedure failed due to lack of
response.

Upon receiving a bootstrapParamSetExecuteRequest! ndication associated with a pre-provisioned D/G identity or GBA
B-TID (see clause 6.4.4), the M SBF performs the following actions in sequence:

5)

6)

7)

M SBF syntax check: The MSBF shall verify message validity. Message validity is specified by the
appropriate protocol mapping (see clause 6.4.1):

- If the message is not valid, then the M SBF shall perform the following steps:

L] The MSBF shall send a bootstrapParamSetExecuteResponseConfirm (unsuccessful case) with
errorinfo containing "STATUS BAD_REQUEST".

L] The MSBF shall exit the procedure, returning the statusCode.

Authorization: The MSBF shall determine the MAS that will receive the Kmr if the M2M Service Bootstrap
procedure is successful:

- If the MSBF determines that there is no MAS that will receive the Kmr if the M2M Service Bootstrap
procedure is successful, (for example, if the M SBF does not support the M2M Service Provider indicated
by the received securityM2M SPId primitive attribute) then the MSBF shall perform the following steps:

L] The MSBF shall send a bootstrapParamSetExecuteResponseConfirm (unsuccessful case) with
errorlnfo including statusCode set to "STATUS PERMISSION_DENIED".

" The MSBF shall exit the procedure, returning the statusCode.

- If the MSBF determines that thereis an MAS that will receive the Kmr if the M2M Service Bootstrap
procedure is successful, then the MSBF shall proceed to the next step.

Create bootstrapParamSet resour ce: The MSBF shall form the virtual bootstrapParamSet resource
representation conforming to the provided definitionsin clause 6.4.2.2 by applying the following steps. The
M SBF shall form the resource representation according to one of the content types identified in the
bootstrapParamSetExecuteRequest ndication as being supported by the D/G M2M Node (see Step 2).

a)  securityM2MNodeld: The MSBF selects an Assigned M2M-Node-ID for the D/G M2M Node. The
MSBF shall set the value of the securityM2MNodeld attribute to the value of the Assigned M2M-Node-
ID of D/G M2M Node.

b)  securityKmrindex: The MSBF shall assign a Kmr-Index that has not been used previously with the
Assigned M2M-Node-ID. The MSBF shall set the value of the securityKmrindex attribute to the value of
the assigned Kmr-Index.
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securityLifetime: The MSBF shall assign Kmr-Lifetime according to an (out of scope) policy agreed to
by the MSBF and MAS:

i)  Inthecase of M2M Service Bootstrap procedure using GBA, the Kmr-Lifetime shall not exceed
the GBA Kslifetime (see TS 133 220 [6]).

ii)  The MSBF shall set the value of the securityL ifetime attribute to the value of the assigned
Kmr-Index.

securityMasFqdn: The MSBF shall set the value of the securityMasFqdn attribute to be the FQDN of the
MAS that will receive the Kmr if the M2M Service Bootstrap procedure is successful.

securityEncryptedM 2MKey: This attribute shall be present only if performing an M2M Service
Bootstrap Procedure using TLS over TCP. In this case, the MSBF shall select arandom secret 256-bit
Kmr and shall set the value of securityEncryptedM2MK ey to the value of Kmr, encrypted using
AES-256 Key Wrap algorithm [72] under the KmrWrapKey exported from the TLS master_secret:

i)  (Applicableto M2M Service Bootstrap Procedures using GBA only).

In this case Kmr is derived from the GBA Ks_(int/ext) NAF, asdiscussed in clause 6.2.1.3, and Kmr
shall not be transmitted.

(Optional) sclld: The MSBF may select an Assigned SCL-ID. If thereisa SCL-ID received in the
bootstrapParamSetExecuteRequestindication and the M SBF selects an Assigned SCL-1D, thereisno
restriction that the Assigned SCL-ID isidentical to the received SCL-ID. If the M SBF selected an
Assigned SCL-ID, then the M SBF shall set the value of the sclld attribute to the value of the Assigned
SCL-ID.

(Optional) sclldList: The MSBF may set the value of the sclldList to alist of NSCL-ID that the SCL in
the D/G M2M Node can use as the next point of contact.

8) Create successful bootstrapParamSetExecuteResponseConfirm: The MSBF shall create a
bootstrapParamSetExecuteResponseConfirm (successful case) primitive with statusCode indicating
"STATUS_OK". The response shall include the representation of the virtual bootstrapParamSet resource. The
message shall be encoded using the appropriate protocol mapping (see clause 6.4.1).

9)  Send bootstrapParamSetExecuteResponseConfirm:

a)

b)

0)

(Applicableto M2M Service Bootstrap Procedure using TLS over TCP only) If the TLS sessionis
terminated before the bootstrapParamSetExecuteResponseConfirm (successful case) can be delivered,
then the MSBF shall exit the procedure returning an indication that the procedure failed dueto TLS
session termination.

If the MSBF is unable to deliver the bootstrapParamSetExecuteResponseConfirm (successful case) then
the MSBF shall exit the procedure, returning an indication that the procedure failed due to delivery
failure.

If delivery is successful, then the MSBF shall exit the procedure, returning the parameters associated
with the associated M2M Service Bootstrap.

Upon receiving a bootstrapParamSetExecuteResponseConfirm, the D/G M2M Node shall perform the following actions

in sequence:

10) D/G M2M Node syntax check. The D/G M2M Node shall verify message validity. Message validity is
specified by the appropriate protocol mapping (see clause 6.4.1) and by validating the received resource
representation against the provided resource definition in clause 6.4.2.2:

If the message is not valid, the D/G M2M Node shall exit the procedure returning an indication that the
procedure failed due to syntax problems with the bootstrapParamSetExecuteResponseConfirm.

11) Process bootstrapPar amSet ExecuteResponseConfirm: The D/G M2M Node shall examine the
bootstrapParamSetExecuteResponseConfirm primitive attributes:

a)

If the primitive attributes include the errorlnfo attribute (that is, in the unsuccessful case), then the D/G
M2M Node shall exit the procedure, returning the errorlnfo attribute.
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b) If the primitive attributes include the statusCode "STATUS_OK" (that is, in the successful case), then the
D/G M2M Node shall apply AES-256 Key Wrap decryption [72] using KmrWrapKey to extract Kmr
from the securityEncryptedM 2MKey:

" If the AES-256 Key Wrap decryption is not successful, then the D/G M2M Node shall exit the
procedure, returning an indication that the procedure failed due to failed AES-256 Key Wrap
decryption.

" If the AES-256 Key Wrap decryption is successful, then the D/G M2M Node shall exit the
procedure returning the mldSecurityFlag attribute, Kmr and the other M2M Service Bootstrap
parameters in the bootstrapParamSetExecute.

7 M2M Service Connection Procedures

7.1 General principles

The use of an M2M Service Connection Procedure described in the present document is optional .

If an M2M Service Connection Procedure is not used, then access network security shall be used for mld Security (see
clause 8.1).

Whether or not M2M Service Connection is required for the communication is pre-configured in the D/G M2M Node
and Network M2M Node.

NOTE: Upon each failure of an M2M Service Connection Procedure, the D/G M2M Node is recommended to
increase the time that it waits before attempting an M2M Service Connection Procedure again. Thistime
can bereset to itsinitial value upon successful M2M Service Connection Procedure.

The M2M Service Connection Procedures described in clauses 7.2.1 (GBA-based) and 7.2.2 (EAP/PANA based)
assume that the M2M Service Provider and the Access Network Provider are the same or that they have established a
trusted relationship.

When thisis not the case, any of the M2M Service Connection Procedures described in clauses 7.3 (EAP/PANA based)
or 7.4 (TLS - PSK based) may be used. If an M2M Service Provider supports Integrity Validation, then the M2M core
side shall comply with the specification of clause 7.5. In case M2M Service Connection is established using a pre-
provisioned Kmr stored in a Secured Environment Domain residing on a UICC, clause 7.6 describes the methods to
establish a secure channel between an M2M Device/Gateway and UICC to protect the exchange of secrets between two
independent Secured Environment Domains (UICC and the one in the M2M Device/Gateway).

7.2 M2M Service Connection Procedures leveraging access
network credentials

7.2.1 M2M Service Connection Procedure based on GBA

Asdescribed in clause 8.4.4 of TS 102 690 [2], the GBA-based M2M Service Connection procedure shall start with the
D/G M2M Node and the BSF carrying out GBA bootstrapping over the Ub interface. There are two modes of GBA:
ME-based (GBA_ME) and UICC-based (GBA_U). The latter requires that the UICC is GBA aware. The BSF shall
decide which mode to run based on the UICC capability indicated in the GBA user security settings (GUSS).

TS 124 109 [5] defines stage 3 for the HTTP Digest AKA based implementation of the Ub interface.

After a successful GBA bootstrapping, the D/G M2M Node and the BSF share a security association which consists of a
bootstrapping transaction identifier (B-TID) and key material (GBA Ks). This security association with the BSF may be
used by the D/G M2M Node to securely connect to one or more Network M2M Nodes and derive a unique Kmc for
each of the connections.
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7211 TLS-PSK with GBA bootstrapped security association

The M2M Device/Gateway and the Network M2M Node may use the GBA security association to set up a TLS tunnel.
Clause 5.3.3 of TS 124 109 [5] defines the TLS-PSK based implementation of bootstrapped security association usage
over the Uainterface.

When the D/G M2M Node initiates the TL S handshake, it shall indicate to the Network M2M Node that it supports
PSK-based TL S by adding one or more PSK ciphersuites to the ClientHello message. This message shall also contain
the hostname of the Network M2M Node in the server_name extension.

The Network M2M Node selects one of the PSK-based ciphersuites offered by the D/G M2M Node and sends it back in
the ServerHello message. If UICC isused asM2M Secured Environment Domain hosting this service connection
procedure, GBA-U with Ks_int_NAF shall be used for authentication and key exchange, In this case the

ServerK eyExchange message shall contain a constant string " 3GPP-bootstrapping-uicc” as the PSK-identity hint,
indicating use of Ks_int_ NAF. Otherwise the ServerK eyExchange message shall contain a constant string "3GPP-
bootstrapping” as the PSK-identity hint to indicate that Ks NAF in the case of GBA_ME or Ks_ext NAF in the case of
GBA_U isused for authentication and key exchange. See clause 7.2.1.1.1 for the calculation of

Ks NAF/Ks ext NAF/Ks int_ NAF. The Network M2M Node shall finish the reply to the D/G M2M Node by sending
a ServerHelloDone message.

The D/G M2M Node then sends a ClientK eyExchange message with PSK-identity containing a prefix "3GPP-
bootstrapping-uicc” if the D/G M2M Node resides in the UICC is used as the M2M Secured Environment hosting this
service connection procedure or " 3GPP-bootstrapping” otherwise, a separator character ;" and the B-TID. The D/G
M2M Node shall conclude the TL S handshake by sending the ChangeCipher Spec and Finished messages to the
Network M2M Node.

The Network M2M Node shall extract B-TID from the ClientK eyExchange message and use it to retrieve Ks_NAF or
Ks ext NAF or Ks int_ NAF, and associated key lifetime from the BSF. The retrieval shall be done over the Zn
interface as specified in TS 129 109 [8]. As aresult, the D/G M2M Node and the Network M2M Node/NAF share the
NAF-specific key which isto be used asthe M2M Connection Key (Kmc).

The Network M2M Node shall conclude the TL S handshake by sending the ChangeCipherSpec and Finished message
to the D/G M2M Node.

Annex F of TS 124 109 [5] gives signalling flows for TLS-PSK with GBA bootstrapped security association.

The D/G M2M Node and the Network M2M Node shall support the TLS profile as specified in clause 5.4.1 of
TS133222[7].
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Figure 7.1: M2M Service Connection based on GBA

7.21.1.1 M2M Connection Key (Kmc) derivation

If GBA_ME isrun, Ks NAF as derived by the D/G M2M Node and the BSF shall be used as the M2M Connection Key
(Kmc):

. Ks NAF = KDF (Ks, "gha-me", RAND, IMPI, NAF_lId).
If GBA_U isrun, two keys are derived:

. Ks ext NAF = KDF(Ks, "gba-me", RAND, IMPI, NAF_ld). Thisis used as Kmc unless the UICC is hosting
the Secured Environment domain hosting the service connection procedure.

. Ks_ int_ NAF = KDF(Ks, "gba-u", RAND, IMPI, NAF_ld). Thisisused as Kmc if the UICC is hosting the
Secured Environment domain hosting the service connection procedure.

In above KDF is the key derivation function as specified in annex B of TS 133 220 [6], and the key derivation
parameters include the RAND (a part of the authentication vector), IMPI (for USIM, the IMPI is derived from IMSI),
and the NAF_Id. The derived key is 256 bit long.

The NAF_ldis constructed as follows: NAF_Id = FQDN of the NAF | Ua security protocol identifier. As Network
M2M Node isthe NAF, the FQDN of the Network M2M Node shall be used. The Ua security protocol identifier is
specified in annex H of TS 133 220 [6]. As PSK-based TLS according to TS 133 222 [7] is used as the Ua security
protocol, the identifier shall be (0x01,0x00,0x01,yy,zz), where "yy,zz" is the protection mechanism CipherSuite code
according to the defined values for PSK Ciphersuites for TLS RFC 4279 [27] and RFC 5487 [40].
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7.2.2 M2M Service Connection Procedure Based On EAP/PANA with
Access Network Credentials

This method applies to deployments where the M2M Service Provider and the Network Access Provider are the same or
have atrusted relationship; so that EAP/PANA based connection procedures may use access network credentials.

Deployments that utilize SIM-based credentials with EAP-based M2M Connection Procedure shall use EAP-SIM [25]
with EAP/PANA. Similarly, EAP-AKA [26] and EAP-AKA' [38] shall be used with EAP/PANA when AKA-based
credentials need to be used with an EAP-based procedure. If the EAP-SIM or EAP-AKA or EAP-AKA' credentials are
stored inaUICC [3] and shall not be exposed in the M2M device, then the UICC EAP framework specified in

TS 102 310 [4] shall be used to avoid exposure of the UI CC-based credentials used during the EAP authentication
process.

EAP/PANA-based M2M Connection Procedure is agnostic to the authentication credentials and methods. Therefore,
EAP-SIM and EAP-AKA or EAP-AKA' shall be carried over EAP/PANA according to the general procedure defined in
clause 7.3.

7.3 M2M Service Connection Procedures using EAP/PANA

This clause describes the M2M Service Connection Setup and Tear-down Procedures using EAP/PANA.

7.3.1 M2M Service Connection Setup Procedure using EAP/PANA

EAP/PANA shall be used by the D/G M2M Node and the Network M2M Node for performing M2M Service
Connection Setup procedure. This procedure connects the D/G M2M Node to a Network M2M Node by performing
end-point authentication/authorization, parameter discovery, and key agreement.

EAP [22] shall be used for mutual authentication between the Device/Gateway and the MAS via the Network M2M
Node. EAP-GPSK [39] shall be used as the EAP authentication method. PANA [33] shall be used as the transport
protocol for EAP and M2M Service Connection parameters.

The D/G M2M Node shall implement the EAP peer functionality, the Network M2M Node shall implement the EAP
authenticator functionality, and the MAS shall implement the EAP authentication server functionality [22] for executing
EAP. Furthermore, the D/G M2M Node shall implement PANA Client (PaC) functionality, and the Network M2M
Node shall implement PANA Authentication Agent (PAA) functionality [33] for transporting EAP and other parameters
over PANA. Thereis no protocol mandate for the interface between the Network M2M Node and the MAS since that
interface is not included in the present document. RADIUS [i.5] and Diameter [82] are examples of possible protocols
that can be used over that interface.

The D/G M2M Node shall use the D/G M2M-Node-ID and the Kmr asits credential s with the EAP authentication
method. These credentials may be pre-provisioned on the D/G M2M Node or dynamically bootstrapped
(clause 6.3.1.1.1).

This procedure shall use the base PANA protocol [33] with additional AV Ps. Only the new AV Ps are described in the
present document. Unless stated otherwise, base protocol behaviour and AV Ps shall be used. For example, when the
present document requires a PANA packet to include a newly-defined AV P, implementers shall take that AVP in
addition to the standard AV Ps as required by the base protocol [33] for the given packet type.

Figure 7.2 depicts the generic call flow for this procedure.
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Figure 7.2: M2M Service Connection Setup Procedure using EAP/PANA

Steps 1-7 between the Network M2M Node and the MAS is not included in the present document. Therefore these steps
are shown as block diagrams. Furthermore, procedures internal to the Network M2M Node are not shown.

Step 1. D/G M2M Node initiating PANA.

The D/G M2M Node shall initiate the M2M Service Connection Setup Procedure by sending a PANA-Client-Initiation
(PCI) packet to the Network M2M Node. PCI shall include the following AVPs: M2M-Usage-Type carrying "M2M
Connection Setup", and M2M-Node-ID carrying the D/G M2M Node identifier. PClI may also include the following
AVP: M2M-SP-ID carrying the identifier of the M2M Service Provider. This optional AVP shall be present when the
D/G M2M Node is limiting the procedure to a specific M2M Service Provider. For example, a D/G M2M Node that
registers with the Network M2M Node for M2M-SP-ID = "M2M-Service-Provider.com". If this AVP is not present
then this shall indicate that the D/G M2M Node is willing to connect to any M2M Service Provider's Network M2M
Node.

The Network M2M Node shall ignore the incoming PCI if it contains a M2M-SP-I1D value and the Network M2M Node
is not configured to serve that domain.

Starting with Step 2, the Network M2M Node and MAS start signalling each other (for authentication and
authorization) in coordination with the EAP/PANA communication between D/G M2M Node and Network M2M Node.
No details are provided about that part since the interface between Network M2M Node and MAS is not included in the
present document.

Step 2. First PANA packet from Network M2M Node.
The Network M2M Node sends the first PANA packet, PANA-Authentication-Request (PAR).

This PAR shall include the following AV Ps. M2M-Usage-Type AVP indicating "M2M Connection Setup”,
M2M-SP-ID AVP. If the Network M2M Node wants to negotiate the mid security methods,, then M2M-MID-SEC
AVP shall beincluded as well. If the Network M2M Node knows the parameters by some out-of scope mechanism
(e.g. apre-configured setup), then M2M-MID-SEC AV P may be omitted.

Thevalue carried in M2M-SP-ID AVP shall be the same value as in the corresponding AV P carried in the PCI, if
present. If the AVP isnot present in the PCI, then the Network M2M Node shall set the value (carried in M2M-SP-I1D
AVP) to the identity of the M2M-SP operating the Network M2M Node.

The D/G M2M Node may ignore an incoming PAR if it carriesavaue in M2M-SP-ID AVP that does not match with
the value sent in the PCI.

Thefirst EAP AVP may be included in this packet or the subsegquent packet from Network M2M Node [33].
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Step 3. D/IG M2M Node respondsto Network M2M Node.

The Device/Gateway shall respond to the incoming PAR with a PANA-Authentication-Answer (PAN) packet, if PARis
not ignored at Step 2. This PAN shall include the following AVP: M2M-Usage-Type indicating "M2M Connection
Setup”, M2M-MID-SEC (only if it was also included in the PAR at Step 2), M2M-KMR-Index carrying the key index
of Kmr (Ixmr) that will be used for authentication (omitted if relying on access network security, clause 8.1).

If the D/G M2M Node has received M2M-MID-SEC AVP at Step 2, then it shall compare the received M2M-MID-SEC
AVP value against the methods it supports and shall decide the method to be used (if any). The decision is based on a
local policy and its details are outside the scope of the present document. The response from the D/G M2M Node shall
indicate one method, or no method at all in case there is no match between what the Network M2M Node offers and
what the D/G M2M Node supports. If no method is indicated by the D/G M2M Node, then the Network M2M Node
shall interpret this as failure and not proceed with the subsequent steps. If the D/G M2M Node has not received M2M-
MID-SEC AVP a Step 2, then that means the D/G M2M Node and the Network M2M Node are using parameters that
they have agreed to by some out-of scope mechanism.

Steps 4 and 5. Authentication.

If the M2M deployment is relying on access network security, then these steps shall be omitted. In other words, no
authenticating EAP methods are used in this PANA session. Otherwise, these steps shall execute the EAP-GPSK [39]
authentication by carrying EAP AVPs, unless EAP-SIM or EAP-AKA or EAP-AKA' are used as per clause 7.2.2.

Step 6. Final PAR from Network M 2M Node.

Thisfinal PAR (Completion bit set) sent from the Network M2M Node shall signal the result of the M2M Service
Connection Setup Procedure.

If the procedure is successful, the PAR shall include the following AV P: M2M-Connection-Result indicating success,
M2M-Connection-1D carrying the connection identifier assigned to the D/G M2M Node by the Network M2M Node,
and if not already assigned M2M-DSCL-ID carrying the D/GSCL-ID assigned to the D/GSCL by the NSCL.

If Object Security was selected during Step 2 and 3 and the network intends to use XML/HTTP, then the PAR shall aso
include M2M-XML-ALGOS AVP indicating the XML-ENC and/or XML-SIG a gorithms supported by the network.

If the M2M deployment is relying on access network security, then Kmc and |, shall not be generated. Otherwise,
both of the D/G M2M Node and the Network M2M Node shall generate Kmc according to the following formula upon
successful M2M Service Connection:

. Kmc = Hash(MSK, "ETSI M2M Service Key" | D/IG M2M-Node-ID).
where:
. HashisHMAC-SHA256.

. MSK isthe Master Session Key as per RFC 3748 [22] generated by the EAP authentication method. MSK
shall be made available to the D/G M2M Node by the EAP peer implementation, and to the MAS by the EAP
authentication server implementation. The MAS shall share the MSK with the Network M2M Node viathe
Network M2M Node - MAS interface.

. D/G M2M-Node-ID isthe identifier of the D/G M2M Node assigned by the Network M2M Node.

The M2M Service Connection Setup Procedure can be executed multiple times. Either a new PANA session shall be
established each time, or the new procedure shall be executed within the already established PANA session (when
available). In either case the newly-generated Kmc shall be distinguishable from the earlier instances. The following
key index is used for this purpose:

. Ikme = Session-ldentifier | Key-Id.

where;
. Session-ldentifier isthe PANA session identifier assigned by the Network M2M Node.
. Key-ld isthe PANA key identifier assigned by the Network M2M Node.

The lifetime of Kmc shall be set to the PANA Session-Lifetime assigned by the Network M2M Node. Both the lifetime
and the index of Kmc (Ixme) shall be stored along with the key itself.
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If the procedure is not successful (e.g. due to EAP authentication or authorization failure), then the PAR shall include
the following AV P: M2M-Connection-Result indicating failure.

Step 7. Final PAN from D/G M 2M Node.

The D/G M2M Node sends a PAN in response to the PAR.

If the final PAR included M2M-XML-ALGOS, then the PAN shall aso include M2M-XML-ALGOS AVP indicating
the algorithms chosen by the D/G M2M Node. D/G M2M Node shall select exactly one algorithm for each algorithm-
type marked as supported by the network. If the D/G M2M Node does not support any of the offered algorithms for a
given algorithm-type, then no algorithm is selected for that type.

7.3.2 M2M Service Connection Tear-down Procedure using EAP/PANA

The M2M Service Connection Tear-down Procedure may be used for tearing down an M2M Service Connection
between the D/G M2M Node and the Network M2M Node.

PANA Termination Procedure [33] shall be used for this purpose. Either the D/G M2M Node or the Network M2M
Node may initiate the procedure.

The entity that desires to initiate the tear-down procedure (D/G M2M Node or Network M2M Node) shall transmit a
PANA-Termination-Request (PTR) to the other end. This message shall include following AVP: M2M-Usage-Type
indicating "M2M Connection Tear-down".

The receiver of the PTR shall execute the tear-down procedure upon verifying the authenticity of the PANA message.
Execution of the tear-down procedure shall result in: tearing down any existing SCL registrations, if any; and deleting
the connection state (Kmc, M2M-Connection-1D, etc.). The receiver of the PTR shall transmit a PANA-Termination-
Answer (PTA) to the sender of the PTR. This message shall include following AVP: M2M-Usage-Type indicating
"M2M Connection Tear-down".

7.4 M2M Service Connection Procedure based on TLS-PSK

7.4.1 Introduction

Clause 7.4.2 of the present document specifies the details for D/G M2M Nodes and MAS that support The M2M
Service Connection procedure based on TLS-PSK. The following details are provided herein:

. TLS details.
. Seqguence of events.
. Parameter delivery to D/G M2M Node.

. M2M Service Connection Parameter Delivery Procedure for TLS-PSK-based procedures.

7.4.2 TLS Detalls for M2M Service Connection Procedure Based On
TLS-PSK

Thefollowing TLS Versions are supported for M2M Service Connection using TLS-PSK:
e  TLSv1.2 (RFC 5246 [35]) with the following TLS Cipher suites:
- TLS ECDHE_PSK_WITH_AES 128 CBC_SHA256 (RFC 5489 [73]).
. TLSv1.1 (RFC 4346 [28]) with the following TLS Cipher suites:
- TLS_ECDHE_PSK_WITH_AES 128 CBC_SHA (RFC 5489 [73)]).

For aD/G M2M Node to support M2M Service Connection using TLS-PSK, the D/G M2M Node shall support at |east
one of these combinations of TLS version and TLS ciphersuite.
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For an MAS to support M2M Service Connection using TLS-PSK, the MAS shall support all combinations of TLS
version and TL S cipher suite supported by the D/G M2M Nodes to which the MAS wishes to perform M2M Service
Connection procedures.

7.4.3 Sequence of events for M2M Service Connection Procedure based
on TLS-PSK

The M2M Service Connection Procedure based on TLS-PSK shall perform the following steps (see clause 8.4.3.2 of
TS 102 690 [2]):

1) Mutual Authentication: The D/G M2M Node and MAS shall (freshly) mutually authenticate each other using
aTLS-PSK (RFC 4279 [27]) handshake. The TLS handshake shall conform to the TLS handshake provided in
clause 7.4.2. Following successful TLS authentication, the MAS and M2M Device/Gateway shall export
KmcWrapKey by applying the TLS Exporter specification RFC 5705 [71] using the label "EXPORTER-ETSI-
TC-M2M-Connection” and length 32 with optional context value being omitted (i.e. no length and no value).

EXPORTER-ETSI-TC-M2M-Connection has been registered with IANA for inclusion on the TLS parameters
registry: http://www.iana.org/assignments/tls-parameters/tls-parameters.xml.

2) Parameter Delivery tothe D/G M2M Node: The D/G M2M Node shall be provisioned (by the MAS) with
M2M Service Connection parameters, including the M2M-Connection-ID. Additional details are specified in
clause 7.4.4.

3) D/G M2M Node Indicating M 2M-Connection-ID: The D/G M2M Node shall initiate the mid Security
Procedures for channel security or object security indicated by the MAS as being preferred by the Network
M2M Node. The D/G M2M Node shall provide the M2M-Connection-ID to the Network M2M Node in akey
identifier during the mid Security Procedure. Each mid Security Procedure (clause 8) specifies how the D/G
M2M Node provides the M2M-Connection-ID to the Network M2M Node.

4) Network M2M Node Requests Parameters. The Network M2M Node shall request parameters from the
MAS. The details are not included in the present document.

5) Parameter Delivery to the Network M2M Node: The MAS shall provide the parameters to the Network
M2M Node. The details for how the MAS provides the M2M Service Connection parameters to the Network
M2M Node are not included in the present document.

6) Network M2M Node Respondsto D/G M 2M Node: The nature of the response depends on context in which
the D/G M2M Node provided the M2M. Each mld Security Procedure (clause 8) specifies how the Network
M2M Node responds to the D/G M2M Node during initialization of that mld Security Procedure. In mid
Security Procedures providing channel security or object security, the Network M2M Node and D/G M2M use
keys derived from Kmc.

7.4.4 Parameter Delivery to D/G M2M Node for M2M Service Connection
Procedure based on TLS-PSK

The D/G M2M Node and MAS shall perform Step 2 in clause 8.3.3.4.1 of TS 102 690 [2] by applying the M2M Service
Connection Parameter Delivery Procedurein clause 7.4.5.

If the M2M Service Connection Parameter Delivery Procedure succeeds, then the procedure for the selected M2M
Service Connection APl outputs identical sets of Connection parameters at both the D/G M2M Node and the MAS.

If the M2M Service Connection Parameter Delivery Procedure fails, then the M2M Service Connection Parameter
Delivery Procedure will output a description of the error that occurred. The MSBF and D/G M2M Node shall react to
failure asfollows:

1) MASError Actions: If the M2M Service Connection Parameter Delivery Procedure returns a failure for the
MAS, then the MAS shall exit the M2M Service Connection Procedure based on TLS-PSK.

2) DI/IG M2M NodeError Actions: If the M2M Service Connection Parameter Delivery Procedure returns a
failure for the D/G M2M Node, then:

- The D/G M2M Node shall end the TLS Session(if the TLS Session has not already been terminated).
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- The D/G M2M Node shall exit the M2M Service Connection Procedure Based on TLS-PSK.

7.4.5 M2M Service Connection Parameter Delivery Procedure For
TLS-PSK-Based Procedures

7.45.1 Overview

The M2M Service Connection Parameter Delivery Procedure is used to deliver M2M Service Connection Parameters
(as part of an M2M Service Connection Procedure based on TLS-PSK) from the MAS to the D/G M2M Node, upon
request from the D/G M2M Node.

The description to this procedure utilizes the mapping of primitives described in annex A. This procedure considers the
M2M Service Connection Parameters to be represented in a "virtual" resource called connectionParamSet which is
identified by adefault URI at the MAS. The D/G M2M Node sends a request to execute the resource at this URI (the
URI includes the D/G M2M Nodes M2M-Node-1D) and along with information that the MAS requires to select the
M2M Service Connection Parameters. The MAS processes this request and (asif the M2M Service Connection
Parameters really were present at this URI) the MAS forms a representation of the M2M Service Connection
Parameters and returns this representation to the D/G M2M Node.

Within the M2M Service Connection Procedure based on TLS-PSK, these primitives shall be exchanged over aTLS
session between the D/G M2M Node and MAS. The following protocol mappings and resource representations shall be

applied:

e  The primitives shall be encoded using the protocol mapping annex for HTTP binding for M2M REST
resources annex C.

. The resource representation shall conform to the content typesin annex B:
- An MAS that supports this procedure shall support all application/xml content typesin annex B.

- A D/G M2M Node that supports this procedure shall support at least one of the application/xml content
typesin annex B.

7.45.2 connectionParamSet Resource

The only management procedure applicable to the connectionParamSet resource is the execute method, and
consequently, the only message that may contain a connectionParamSet resource is a response primitive.

74521 connectionParamSet Resource URI

The URI of the connectionParamSet resource shall be of the form:
. <MAS-FQDN> "/connectionParamSet”

where;

<MAS-FQDN> This shall be the FQDN of the MAS that is either pre-configured on the D/G M2M Node or
established during an M2M Service Bootstrap Procedure.

7.45.2.2 connectionParamSet Resource Attributes

The connectionParamSet resource shall contain the attributesin table 7.1. The format of these attributes shall conform
to clauses 11.5 and 12.2.
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Table 7.1: connectionParamSet Resource Attributes

AttributeName Mandatory/Optional Description
securityConnectionld M M2M-Connection-Id for the established M2M Service
Connection. See table 12.15.
Kmc-Index for the Kmc. See table 12.15.
Kmc lifetime. See table 12.15.
Value of the Kmc for the established M2M Service
Connection, encrypted using AES-256 Key Wrap algorithm
under KmcWrapKey exported from the TLS master_secret.
See table 12.15.
SCL-ID assigned to the SCL in the D/G M2M Node as a
result of this procedure See table 11.36.
securitymldFlags M Indicates the mid Security methods to be used by the D/G
M2M Node for mid Security See table 12.15.
securityXmlAlgorithmFlags (0] This attribute carries XML security algorithms selected by
the network.
This attribute shall be present only if (a) the
connectionParamSetExecureRequestindication includes
an securityXmlAlgorithmFlags attribute and (b) the network
indicates to use object security in the securitymldFlags in
the resource. See table 12.15.

securityKmclndex
securityLifetime
securityEncryptedM2MKey

<L

<

sclld

7.45.3 M2M Service Connection Parameter Delivery Procedure Primitives

7.453.1 connectionParamSetExecuteRequestindication

Thisrequest is used by the D/G M2M Node to request the MAS to establish an M2M Service Connection with the
Network M2M Node containing an identified NSCL. The primitive shall comply with table 7.2. The format of the
primitive attributes shall conform to clauses 11.6 and 12.3.

Table 7.2: connectionParamSetExecuteRequestindication

connectionParamSetExecute Primitive: connectionParamSetExecuteRequestindication

Primitive attribute Mandatory/Optional Description
targetlD M The resource URI of the connectionParamSet.
See clause 7.4.5.2.1
primitiveType M CONNECTION_PARAM_DELIVERY_EXECUTE
REQUEST
sclid M URI of the NSCL in the Network M2M Node for

which the D/G M2M Node wishes to establish
connection parameters

securitymldFlags M Indicates the mld Security methods supported by
the D/G M2M Node
securityXmlAlgorithmFlags (0] This attribute carries XML security algorithms

supported by the D/G M2M Node

This attribute shall be present only if the D/G
M2M Node supports XML object security
(clause 8.3.2)

7.45.3.2 connectionParamSetExecuteResponseConfirm (successful case)

This primitive confirms the establishment of an M2M Service Connection with the Network M2M Node containing an
identified NSCL, and contains the parameters associated with the established M2M Service Connection. The primitive
shall comply with table 7.3. The format of the primitive attributes shall conform to clause 11.6.
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Table 7.3: connectionParamSetExecuteResponseConfirm (successful case)

connectionParamSetExecute Primitive: connectionParamSetExecuteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M CONNECTION_PARAM_DELIVERY_EXECUTE_RESPONSE
statusCode M STATUS OK
Resource attribute Mandatory/Optional Description
connectionParamSet M Contains the M2M Service Connection Parameters
7.4.5.3.3 connectionParamSetExecuteResponseConfirm (unsuccessful case)

The connectionParamSetExecuteRequest| ndication primitive triggers this response. The primitive shall comply with
table 7.4. The format of the primitive attributes shall conform to clause 11.6.

Table 7.4: connectionParamSetExecuteResponseConfirm (unsuccessful case)

connectionParamSetExecute Primitive: connectionParamSetExecuteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M CONNECTION_PARAM_DELIVERY_EXECUTE_RESPONSE
errorinfo M Provides error information

7454 M2M Service Connection Parameter Delivery Procedure Pre-Conditions
The following pre-conditions are necessary for a successful connectionParamSetExecute exchange:

1) The MAS shall be able to determine the set of mld Security Procedures supported by the identified Network
M2M Node, and shall be able to determine the order of preference for any subset of those mid Security
Procedures. The mechanism for achieving thisis outside the scope of the present document.

2) The MAS shall be able to determine the combination of XML security algorithms (clause 8.3.2) supported by
the identified Network M2M Node (the Network M2M Node may support no combinations of XML security
algorithms), and shall be able to determine the order of preference for any subset of those combinations of XML
security algorithm. The mechanism for achieving thisis outside the scope of the present document.

7.45.5 MAS Filtering of Received connectionParamSetExecuteRequestindication
Primitives
The MAS applies the following filtering to any received BootstrapParamSetExecuteRequesti ndication primitives:
. The MAS shall process only connectionParamSetExecuteRequestindication primitives received over a
TLS-PSK session established as per clause 7.4.3. The MAS shall associate such

connectionParamSetExecuteRequesti ndication primitive with the D/G M2M Node identified by the
psk_identity received in the TLS handshake.

. If the MAS receives a connectionParamSetExecuteRequestl ndication primitive in any other circumstances,
then the MAS shall perform the following steps:

- The MAS shall send a connectionParamSetExecuteResponseConfirm primitive (unsuccessful case) with
errorlnfo including statusCode set to "STATUS PERMISSION_DENIED".

The MAS shall exit the procedure returning the statusCode.

7.45.6 M2M Service Connection Parameter Delivery Sequence of Events
The D/G M2M Node shall perform the following actionsin sequence:

1) TheD/G M2M Node shall compose connectionParamSetExecuteRequestI ndication primitive (as defined in
table 7.2).
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The D/G M2M Node shall encode the connectionParamSetExecuteRequestl ndication according to the
appropriate protocol mapping indicating the content type(s) supported by the D/G M2M Node for the M2M
Service Connection Parameter Delivery Procedure (see clause 7.4.5.1).

The D/G M2M Node shall send connectionParamSetExecuteRequest! ndication:

a) If the TLS session isterminated before the D/G is able to deliver the
connectionParamSetExecuteRequestl ndication, then the D/G M2M Node shall exit the procedure
returning an indication that the procedure failed due to TL S session termination.

b) Thereareavariety of other scenarios the D/G M2M Node exits this procedure without being able to
deliver the corresponding connectionParamSetExecuteRequestl ndication. In these cases, the D/G M2M
Node shall exit the procedure returning an indication that the procedure failed due to delivery failure.

The D/G M2M Node shall wait for the corresponding connectionParamSetExecuteResponseConfirm from the
MAS:

a) TheD/G M2M Node shall process only connectionParamSetExecuteResponseConfirm messages
received over a TLS-PSK session established as per clause 7.4.3.

b) If the TLS session isterminated before the corresponding connectionParamSetExecuteResponseConfirm
answer is not received, then the D/G M2M Node shall exit the procedure returning an indication that the
procedure failed due to TL S session termination.

¢) Thereareavariety of other scenarios in which the D/G M2M Node exits this procedure without
receiving the corresponding connectionParamSetExecuteResponseConfirm answer. In these cases, the
D/G M2M Node shall exit the procedure returning an indication that the procedure failed due to lack of
response.

Upon receiving a connectionParamSetExecuteRequesti ndication associated with a D/G M2M Node ID (see
clause 7.4.5.5), the MAS performs the following actions in sequence:

5)

6)

MAS syntax check: The MAS shall verify message validity. Message validity is specified by the appropriate
protocol mapping (see clause 7.4.5.1). If the message is not valid, then the MAS shall perform the following
steps:

- The MAS shall send a connectionParamSetExecuteResponseConfirm (unsuccessful case) with errorinfo
containing "STATUS BAD_REQUEST".

- The MAS shall exit the procedure, returning the statusCode.

Authorization: The MAS shall determine if the D/G M2M Node is authorized to establish an M2M Service
Connection with the indicated Network M2M Node (that is the Network M2M Node containing the NSCL
identified by the sclld attribute in connectionParamSetExecuteRequesti ndication):

a) If theindicated Network M2M Node is not an Network M2M Node for which the MAS is authorized to
establish an M2M Service Connection, then the MAS shall perform the following steps:

i)  The MAS shall send a connectionParamSetExecuteResponseConfirm (unsuccessful case) with
errorinfo including statusCode set to "STATUS NOT_FOUND".

i)  The MAS shall exit the procedure, returning the statusCode.

b) If theindicated Network M2M Node is not an Network M2M Node for which the MAS is authorized to
establish an M2M Service Connection then:

i)  TheMASshall determineif the D /G M2M Node is authorized to establish an M2M Service
Connection with the indicated Network M2M Node:

1) If the MAS determinesthat the D/G M2M Node is not authorized to establish an M2M
Service Connection with the indicated Network M2M Node, then the MAS shall perform the
following steps:

a) The MAS shall send a connectionParamSetExecuteResponseConfirm (unsuccessful
case) with errorInfo including statusCode set to "STATUS FORBIDDEN".
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b) The MAS shall exit the procedure, returning the statusCode.

2) If the MAS determines that the D/G M2M Node is authorized to establish an M2M Service
Connection with the indicated Network M2M Node, then the MAS shall proceed to the next

step.

Select mld security method: The MAS shall apply the following steps:

a) TheMASshall (from the received securitymldFlags primitive attribute) determine the set of mid
methods that are supported by the D/G M2M Node.

b) If (a) object layer security isindicated by the received securitymldFlags primitive attribute, (b) the MAS
knows that the Network M2M Node supports object layer security, and (c) the
securityXmlAlgorithmFlags attribute is present in the received
connectionParamSetExecuteRequesti ndication, then the MAS shall determine the combinations of XML
security algorithms that are mutually supported by the D/G M2M Node (as indicated by the received
securitymldFlags primitive attribute) and the indicated Network M2M Node (see clause 7.4.5.4):

i)

If there are no combinations of XML security algorithms that are mutually supported by the D/G
M2M Node and Network M2M Node, then object security shall be considered to be not mutually
supported.

If thereis at least one mutually supported combinations of XML security algorithms that are
mutually supported by the D/G M2M Node and Network M2M Node, then object security shall be
considered as mutually supported and the MAS shall select the mutually supported combination of
XML security algorithms that has highest preference for the Network M2M Node (see

clause 7.4.5.4).

¢) TheMAS shal determine the set of mld methods that are mutually supported by the D/G M2M Node
and the indicated Network M2M Node (see clause 7.4.5.4):

i)

If they are no mutually-supported mid security methods, then the MAS shall perform the following
steps:

1) The MAS shall send a connectionParamSetExecuteResponseConfirm (unsuccessful case)
with errorinfo containing statusCode "STATUS _NOT_FOUND".
2) The MASshal exit the procedure, returning the statusCode.

If thereis at least one mutually-supported mld method then the MAS shall select the
mutual ly-supported mid method that has highest preference for the indicated Network M2M Node
(seeclause 7.4.5.4).

Create connectionPar amSet resour ce: The MAS shall form the virtual connectionParamSet resource
representation conforming to the provided definition in clause 7.4.5.2.2 by applying the following steps. The
MAS shall form the resource representation according to one of the content types identified in the
connectionParamSetExecuteRequestI ndication as being supported by the D/G M2M Node (see Step 2):

a) securityConnectionld and kmclndex:

i)

The MAS shall decide whether to establish anew M2M Service Connection or whether to extend a
current valid M2M Service Connection, based on the following criteria:

1) If thereisno current valid M2M Service Connection between the D/G M2M Node and the
identified Network M2M Node, then the MAS shall establish anew M2M Service
Connection.

2) If thereisacurrent valid M2M Service Connection between the D/G M2M Node and the
identified Network M2M Node, then either the MAS may extend the current valid M2M
Service Connection or the MAS may establish anew M2M Service Connection.
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ii)  The MAS shall assign the M2M-Connection-ID and Kmc-Index according to the decision in
Step 8), a), i):

1) If the decisionisto establish anew M2M Service Connection, then the MAS shall assign:

a M2M-Connection-1D to be new Connection-ID that is unique within the scope of the
Network M2M Node.

b) Kmc-Index to any value.

2) If thedecision isto extend the current valid M2M Service Connection, then the MAS shall
assign:

a M2M-Connection-1D to be the M2M-Connection-I1D of the current valid M2M Service
Connection.

b) Kmc-Index to be avalue that has not previously been used with the current M2M-
Connection-ID.

The MAS shall set the values of securityConnectionld and securityK mclndex to be the
assigned values of M2M-Conneciton-I1D and Kmc-Index respectively.

securityLifetime: The MAS shall assign Kmc-Lifetime according to policy of the MAS. The MAS shall
set the value of securityLifetime to be the assigned value of Kmc-Lifetime.

securityEncryptedM 2M K ey: The MAS shall assign arandom secret 256-bit Kmc. The MAS shall set
the value of securityEncryptedM2MK ey to be the assigned value of Kmc encrypted under
KmcWrapKey, according to the AES-256 Key Wrap algorithm [72].

sclld: The MAS shall determine if the MAS already associates the D/G M2M Node with an SCL-ID (see
clause 7.4.5.5):

i) Ifthe MAS dready associates the D/G M2M Node with an SCL-ID, then the MAS shall assign this
SCL-ID.

ii) If the MAS does not already associate the D/G M2M Node with an SCL-ID, then the MAS shall
select a SCL-ID to be assigned to the SCL in the D/G M2M Node. The MAS and NSCL need to
have an (not currently specified) agreement regarding rules for constructing the SCL-ID.

The MAS shall set the value of sclld to be the assigned value of SCL-ID.

SecuritymldFlags. The MAS shall set the value of securitymldFlags to indicate the mutually-supported
mld method determined in Step 7 " Select mid security method"”.

(optional) securityXmlAlgorithmsFlags (Applicable only if the MAS indicated use of object security in
securitymldFlags, and if the MAS selected a mutually supported combination of XML security
algorithmsin Step 7 " Select mid security method"). The MAS shall set the value of

security X ml AlgorithmsFlags to indicate the selected combination of XML security algorithms.

Create successful connectionParamSetExecuteResponseConfirm: The MAS shall create a
connectionParamSetExecuteResponseConfirm (successful case) primitive with a statusCode indicating
"STATUS OK". The response shall include the representation of the virtual connectionParamSet resource.
The message shall be encoded using the appropriate protocol mapping (see clause 7.4.5.1).

Send connectionParamSetExecuteResponseConfirm: The MAS shall attempt to deliver the
connectionParamSetExecuteResponseConfirm (successful case) to the D/G M2M Node:

a)

b)

0)

If the TLS session is terminated before the corresponding connectionParamSetExecuteResponseConfirm
(successful case) can be delivered, then the MAS shall exit the procedure returning an indication that the
procedure failed dueto TLS session termination.

If the MAS is unable to deliver the connectionParamSetExecuteResponseConfirm (successful case) then
the MAS shall exit the procedure, with an indication that the procedure failed due to delivery failure.

If delivery is successful, then the MAS shall exit the procedure, returning the parameters associated with
the associated M2M Service Connection.
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Upon receiving a connectionParamSetExecuteResponseConfirm, the D/G M2M Node shall perform the following
actionsin sequence:

11) D/G M2M Node syntax check: The D/G M2M Node shall verify message validity. Message validity is
specified by the appropriate protocol mapping (see clause 7.4.5.1).and by validating the received resource
representation against the provided schema definitionsin clause 7.4.5.2.2.

- If the message is not valid, then the D/G M2M Node shall exit the procedure returning an indication that
the procedure failed due to syntax problems with the connectionParamSetExecuteResponseConfirm.

12) The D/G M2M Node shall process the connectionParamSetExecuteResponseConfirm primitive attributes
according to the following rules:

- If the primitive attributes include an errorinfo attribute (that is, in the unsuccessful case), then the D/G
M2M Node shall exit the procedure, returning the errorinfo attribute.

- If the primitives attributes includes the statusCode "STATUS_OK" (that is, in the successful case), then
the D/G M2M Node shall apply AES-256 Key Wrap decryption [72] (using the KmcWrapKey) to extract
Kmc from the securityEncryptedM 2MKey:

L] If the AES-256 Key Wrap decryption is not successful, then the D/G M2M Node shall exit the
procedure, returning an indication that the procedure failed due to failed AES-256 Key Wrap
decryption.

L] If the AES-256 Key Wrap decryption is successful, then the D/G M2M Node shall exit the
procedure returning Kmc and the other M2M Service Connection parametersin the
connectionParamSetExecute.

7.5 I\VVal security attributes in connection establishment

If the M2M Service Provider supports Integrity Validation (1Val), the Network M2M Node shall retrieve the IVal
security attributes of the connecting D/G M2M Node from the MAS during M2M Service Connection establishment.
ThelVal security attributes of the D/G M2M Node shall include 1Val Capability and an 1ValKey.

NOTE 1: Theinterface between the Network M2M Node and MAS is not included in the present document, but it
is expected that the IVal security attributes will be confidentiality and integrity protected. For purposes of
specification completeness, an Authentication, Authorization and Accounting (AAA) protocol such as
RADIUS or DIAMETER can be assumed.

NOTE 2: Both RADIUS]i.5] and DIAMETER [82] protocolswill require new AV Ps to support the inclusion of
IVal security attributes.

7.6 Secure Channel with UICC

If a Secured Environment Domain residing on a UICC [4] needs to exchange key material with a Secured Environment
Domainin an M2M Device/Gateway, then the UICC-Terminal Secure Channel specified in TS 102 484 [70] shall be
used to establish a secure connection between the UICC and the Secure Environment in M2M Device.

There are two options defined in TS 102 484 [70] to establish a Secure Channel:

. Using pre-shared keys (PSK)
In this case, the keys are pre-provisioned in the UICC and a Secured Environment Domain in the M2M
Device/Gateway using methods of off-line provisioning, which are not specified in the present document.

. Using a key agreement based on certificate exchange
In this case, the key material for the Master SA of the Application-to-Application " Secured APDU" secure
channel results from a certificate-based TL S handshake.

This TLS handshake shall beinitiated by the M2M Device/Gateway and use certificates on both sides. The M2M
Device/Gateway shall use either a pre-established issuer certificate or an issuer certificate enrolled using a procedure
not specified in the present document.
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The UICC shall verify that this certificate islimited to use with the M2M Device/Gateway. The UICC shall be pre-
provisioned with an issuer root certificate to verify the M2M Device/Gateway certificate. The UICC certificate and
private key shall be pre-installed in the UICC. The Secured Environment Domain in the M2M Device/Gateway shall be
provisioned with aroot certificate to verify the UICC certificate, as specified in TS 102 484 [70].

A certificate validation client on the UICC shall verify the signaturesin the M2M Device/Gateway certificate chain up
to the root certificate. The check of revocation status and expiry time shall be omitted. A certificate validation client on
the M2M Device/Gateway shall check the verification of the signaturesin the UICC certificate chain up to the root
certificate as well as the revocation status and expiry time.

Theroot certificate, and potentialy other data required, that is stored in the UICC may be provisioned in the UICC
during its personalization. The UICC issuer provides to the UICC manufacturer alist of data (e.g. identifier, key K, etc)
to be provisioned in the UICC during its personalization phase, before issuance of the UICC. Theroot certificate, and
potentially other data, may be provided by the UICC issuer as part of the data to be personalized in the UICC by the
UICC manufacturer. In the field the root certificate, and potentially other data, may also be updated by OTA means, if
needed.

The private key corresponding to the M2M Device/Gateway certificate and the root certificate used to verify the UICC
certificate shall be stored in a Secured Environment Domain of the M2M Device/Gateway and the TL S connection shall
terminate there.

8 M2M Secure Communication over mid

8.1 Access Network Based Security

If the M2M deployment relies on the access network security, then Kmc is not needed for mid security. The mid
procedures defined in the present document may be used without any cryptographic protection when they rely on
mechanisms for security not include in the present document.

8.2 Channel Security

8.2.1 Supported Channel Security Methods

The Channel-TLS-Kmc method secures TCP payloads using TLS in RFC 4346 [28] or RFC 5246 [35] with the TLS
handshake conforming to TLS-PSK in RFC 4279 [27].

The Channel-DTLS-Kmc method secures UDP payloads using DTLS in RFC 6347 [74] with the TLS handshake
conforming to TLS-PSK as per RFC 4279 [27].

NOTE: All normative references for this mld Security method are provided in clause 8.2.1.2.

8.2.1.1 Negotiation to use a Channel Security Method

NOTE: Sincethe M2M Service Connection procedure using GBA (clause 7.2.1) incorporates TLS-PSK as
specified in TS 133 222 [7] for mid security, Channel-TLS method is not applicable in this case.

A Channel Security method shall be used only if it is negotiated as part of either:
. an M2M Service Connection procedure using EAP over PANA (clause 7.3); or

. an M2M Service Connection procedure using TLS-PSK (clause 7.4).
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8.2.1.2 Supported TLS/DTLS Versions and TLS Cipher Suites for Channel Security
Methods

The bulk encryption algorithm for TLS shall provide 128-bit security.

For aD/G M2M Node to support the Channel-TLS-Kmc Method, the D/G M2M Node shall support one of the
following combinations of TLS versions and TL S ciphersuites:

e TLSv1.1(RFC 4346 [28]) with TLS-PSK handshake (RFC 4279 [27]) and TLS Extensions specification
(RFC 4366 [30]), with the following TLS ciphersuite:

- TLS PSK_WITH_AES 128 CBC_SHA (RFC 4279 [27)).

. TLSv1.2 (RFC 5246 [35]) with TLS-PSK handshake (RFC 4279 [27]) and TLS Extensions specification
(RFC 6066 [41]), with the following TLS ciphersites:

- TLS_PSK_WITH_AES 128 CCM [76].
- TLS_PSK_WITH_AES 128 CCM_8[76].

For a Network M2M Node to support the Channel-TLS-Kmc method, the Network M2M Node needs to support all
combinations of TLS versions and TLS cipher suites that are supported by the D/G M2M Nodes with which the
Network M2M Node wishes to perform this mid Security method.

For aM2M Node to support the Channel-DTLS-Kmc method, the M2M Node shall support the following combination
of DTLSversionsand TLS ciphersuites:

e  DTLSV1.2 (RFC 6347 [74] with TLS-PSK handshake (RFC 4279 [27]) and TLS Extensions specification
(RFC 4366 [30]), with the following TLS ciphersites:

- TLS_PSK_WITH_AES 128 CCM [76].
- TLS_PSK_WITH_AES 128 CCM_8[76].

8.2.1.3 Details of the DTLS/TLS Handshake

8.2.1.3.1 Applicability to DTLS and TLS
NOTE: TheDTLS handshake reuses the TL S handshake messages.
The Channel-TLS-Kmc method shall conform to all subclauses of clause 8.2.1.3.

The Channel-DTLS-Kmc method shall conform to all subclauses of clause 8.2.1.3.

8.2.1.3.2 TLS ClientHello.server_name Field Details For Channel Security Methods

The D/G M2M Node shall include the TLS Extension server_name field (see referencesto TLS Extensions
specifications in clause 8.2.1.2) in the TLS ClientHello Message, and the server_name field shall include the FQDN of
the Network M2M Node (this FQDN is presumed to be identical to the FQDN part of the NSCL URI).

The Network M2M Node shall process the TLS Extension ClientHello.server_name field as per TLS Extensions

specificationsin clause 8.2.1.2.

8.2.1.3.3 TLS ServerKeyExchange.psk_identity hint Field Details For Channel Security
Methods

NOTE: If the Network M2M Node supports the M2M Service Connection procedure using GBA then the
Network M2M Node adds information in TLS ServerKeyExchange.psk_identity _hint field (see
clause 7.2.1).

If the D/G M2M Node negotiated to use a Channel Security method, then the D/G M2M Node shall ignore any values
inthe TLS-PSK psk_identity hint field [27] of the TLS Handshake ServerK eyExchange message.
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8.2.1.3.4 TLS ClientKeyExchange.psk_identity and PSK Derivation for Channel Security
Methods

The psk_identity shall be formed by the D/G M2M Node as follows:

psk_identity = "ETSI M2M Rel " | <version number> |" Kmc" |
<channel security method name> |" " |
<encoded M2M-Connection-ID> |" " |
<encoded Kmc-Index>

where;
. <version number > = <X>|""| <Y > where:
- <X> isthe major version number represented in decimal digits; and
- <Y > isthe minor version number represented in decimal digits.
. <channel security method name> is defined to be:
- "Channel-TLS" if using the Channel-TLS-Kmc method; or
- "Channel-DTLS" if using the Channel-DTLS-Kmc method.
e  <encoded M2M-Connection-1D> is the 64-bit M2M-Connection-1D encoded in HexBinary type (clause 11.2).
. <encoded Kmc-Index> is the 32-hit Kmc-Index encoded in HexBinary type (clausell.2).
The (256-bit) PSK shall be generated as:
. PSK = HMAC-256(Kmc, TLS ClientKeyExchange.psk_identity).

The Network M2M Node shall terminate the DTLS session (if using Channel-DTLS-Kmc) or TLS session (if using
Channel-TLS-Kmc) using a TLS "decrypt error” alert (as discussed at the end of clause 2 of RFC 4279 [27]) if any of
the following scenarios occur:

e  TheNetwork M2M Node is unable to parse the psk_identity.
. The identified Kmc is not valid.

. Channel security had not been negotiated for use with the identified combination of M2M-Connection-I1D and
Kmc-Index.

8.3 Object Security

8.3.1 Securing CoAP-based mid

Securing CoAP using object security is discussed in annex H.

8.3.2 Securing XML-based mld

If the mld interface is using text-based or binary XML only (i.e. application/xml, application/exi,
application/fastinfoset), and an object security mechanismis desired, XML signatures [61] and/or XML encryptionv1.1
XML-ENCv1.1[75] shall be used. If the mid interface is used for content types other than XML (e.g. JSON), then
using XML security does not provide a complete security solution for mid as it does not apply to non-XML-based mid
content types. In such cases the deployment shall not rely on object security, and instead channel and/or access network
security shall be used. See annexes C and D for the listing of attributes that are carried in XML encoding.

The present document identifies the keys and key names to be used with the XML security. Other details are already
governed by the [61] and XML-ENCv1.1 [75] specifications.

This mechanism is optional to implement and use. When it is used, it shall apply to the entire XML payload unless a
selection is made via mechanism not included in the present document.
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XML security requiresthat, in scenarios where both [61] and XML-ENCv1.1 [75] are applied, then separate integrity
(data origin, integrity and replay protection) and encryption keys are used. Following formulas shall be used for
generating those keys from Kmc.

Kimc and Kcmce are the respective integrity and encryption keys based on the Kmc:
. Kimc = HMAC-SHA256(Kmc, "Kmc Integrity Key").
. Keme = HMAC-SHA256(Kmc, "Kmc Encryption Key").

The Kimc shall be used as the integrity key with [61] and Keme shall be used as the encryption key with XML-
ENCv1.1[75]. The KeyName for Kimc shall be set according to following formula:

KeyName ="ETSI M2M Kimc Integrity " |
<Value of Connection-ID in printable string form>|" " |
<Vaue of Kmc index in printable string form>
EXAMPLE 1. "ETSI M2M Kimc Integrity 1234567890 9999 33".
The KeyName for Kemce shall be set according to following formula:
KeyName ="ETSI M2M Kcmc Encryption ™ |
<Value of Connection-ID in printable string form>|" " |
<Vaue of Kmc index in printable string form>

EXAMPLE 2: "ETSI M2M Kcme Encryption 1234567890 9999 33".

9 Resources

In stage 3 each sub-resource of multiplicity 1 is modelled as an attribute containing a reference to the sub-resource,

i.e. containing its resource URI of the sub-resource. Each sub-resource of multiplicity "0..unbounded” is represented as
one collection attribute that contains alist of references to the resource URIs these child resources.

Each reference in thislist has an id that corresponds to the unique id of the resource in the collection.

Resources that are indicated with "<" and ">" in TS 102 690 [2], clause 6, have an identity. Thisidentity is an explicit
part of the resource representation in the form of an id attribute. The exception to thisrule is the <sclBase> resource,
which does not have an id attribute.

The attribute type and mandatory/optional indication from stage 2 [2] tables are mapped to 3 different columns that
shall specify how the presence of an attribute in the resource representation is handled in CREATE and UPDATE
requests, and if the response shall contain the attribute in the resource representation, in case such aresource
representation is present.

The handling of attributes that are present or absent in a resource representation in a CREATE or UPDATE request are
described in common operations (clauses 10.3.2.3, 10.3.2.4, 10.3.2.10 and 10.3.2.15).

Some resources can be announced, which means that the resource can be discovered in another SCL asthe SCL where
the resource is created. Resources that can be announced shall have an announceTo attribute. The announcing (creation
of an announced resource), the update of the announced resource and the deannouncing (the deletion of the announced
resource) are described in the common operations "announce resource” and "deannounce resource” and are invoked
from the primitives related to resources with the announceTo attribute.

Some resources can be subscribed to, which means that the subscriber is notified about modifications of the subscribed-
to resource. Resources that can be subscribed-to shall have a subscriptionsReference attribute. The subscription
resource and related primitives as described in clause 10.25. Issuers that are not server capable or not publically
addressable may use a notification channel in order to receive notifications. The procedures for establishing a
notification channel and how to use such a channel for long polling are described in clause 10.37.
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Issuers that are server capable and not publically addressable may use a communicationChannel in order to receive
M2M primitives as specified in clause Z of TS 102 690 [2]. The procedures for establishing a communication channel,
using a communicationChannel resource, are described in clause 10.42.

Resources can be addressed as a whole, but it is also possible to address a specific attribute of aresource. Thisis
described in clause 10.39.

10 SCL Primitives

10.1 Introduction

The structure of the clauseis as follows:

. Clause 10.3 describes the common operations of the Create, Retrieve, Update and Delete request and response
primitives. These common operations are referenced from the primitive specific handling as described in the
primitive specific clauses below.

. Clauses 10.4 to 10.39 describe each of the primitives as applied to the resources. The resource related to the
primitivesis defined in the same clause.

10.2  General aspects

10.2.1 SCL primitives

M2M shall support mia, dla, mld and mim, i.e. the support of the APl on mia, dla, mld and mim as described in the
present document is mandatory.

The SCL primitives shall apply to the M2M REST interfaces; dla, mla, mid and mim. The applicability of per specific
primitive is defined in the primitive definition clauses.

Each primitive is designed to map on HTTP, or CoAP, but it is described independently from HTTP and CoAP to allow
other potential bindings. The primitives are designed to also support the case of an API internal to the M2M nodes,
where the API shall respect the primitive description but may be bound on other communication means that are product
specific (for example, to library calls). Thisis primarily the case of dla, when it isinternal to the node or has to map on
specific capillary network protocols (D' case as described in TS 102 690 [2]), but it may apply also to mla.

SCL primitives shall be atomic. When two concurrent primitives affect the same resource directly, one primitive shall
finish completely before the second one starts. This ensures, for example, that a primitive execution can validate the
existence of aresource, and then in later execution of that primitive be assured that the resource was not removed by
another primitive executing at the same time.

10.2.2  Asynchronous and semi-asynchronous processing

The primitivesin the following clauses are described in the synchronous processing model, i.e. a Requestindication is
received by the SCL, the receiving SCL performs some actions and sends a ResponseConfirm which indicates either
SUCCESS Or error.

Although thisisthe typical interaction, there are cases where the receiving SCL may decide, for various reasons, to
postpone the sending of the response. The main reason for such a decision would be if the generation of the response
takes too much time, while in some transport protocols (e.g. HTTP) the client will only wait for a short time for a
synchronous response. In order to handle these situations, two alternative interaction scenarios are defined;
semi-asynchronous and asynchronous communication.

This clause describes these modes of communication. They are not described per primitive, but only in this clause.
Some of the primitives may give hints at when the receiving SCL may decide to switch communication mode to semi-
asynchronous or asynchronous, but ultimately it is adecision by the receiving SCL whether to return an immediate
response, or delay the response until alater time.
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On the primitive level, the issuer is not aware of the underlying mechanism that is being used, be it semi-asynchronous
or asynchronous, however, it shall be informed using the STATUS_ACCEPTED statusCode that there eventually will
be another (final) response returned to the issuer, i.e. from the issuer point of view there shall be either:

. a single ResponseConfirm to a Reguestl ndication; or

. two ResponseConfirms to one Requestindication (i.e. first aresponse with STATUS _ACCEPTED and the
later afinal response).

Likewise, on the primitive level, the receiver is not aware of the underlying mechanism, be it semi-asynchronous or
asynchronous, however, it shall inform the transport layer when aresponse will take longer by sending an extra
response witha STATUS _ACCEPTED, before eventually sending the final response.

It isthe transport layer that shall handle the differences between asynchronous, semi-asynchronous and synchronous
communication, asis shown in annex C for HTTP and annex D for CoAP.

10.3 Common operations

10.3.1 Issuer actions

10.3.1.1 Compose Requestindication primitive
The issuer shall compose a Request! ndication message that shall be mapped to a specific protocol.

In case the request issuer isa DA, GA or NA and the request is targeting resource(s) not hosted on the local SCL, then
the ReguestIndication may contain the following additional attributes for store-and-forward (SAF) handling as defined
in clause 9.3.1.5 of TS 102 690 [2].

Table 10.1: SAF related primitive attributes

Additional SAF attributes of Requestindication Primitives
Primitive Attribute | Mandatory/Optional Description
TRPDT o The indication of TRPDT allows the local SCL that receives
(Tolerable Request the request to delay forwarding of the request to the hosting
Processing Delay SCL up to the time indicated by TRPDT - either as an absolute
Time) time or as a delay period - at the benefit of possibly
aggregating more requests to the same hosting SCL
RCAT 0] The indication of RCAT allows the local SCL to block
(Request CATegory) forwarding of requests to access remotely hosted resources if
the SCL cannot establish connectivity using an appropriate
access network for the given RCAT value, the given issuer,
and (in case of NSCL) the given destination

The primitive attributes shall not be present on primitives transported on the mid interface.

Theissuer shal follow table 10.1 for the Requestlndication for the specific primitive it wants to send. When including a
resource representation in the request indication for create and update, the issuer shall take into account the validation
rules as specified in "Check validity for resource representation for create” and " Check validity for resource
representation for update”, respectively. For example, any attributes marked with NP shall not be present in the resource
representation for the corresponding request indication.

10.3.1.2 Send a Requestindication to the Receiver SCL

10.3.1.2.1 Determination of the Receiver SCL
The issuer shall determine the receiver SCL.

If the issuer is an application, a DSCL registered to an NSCL or a GSCL registered to an NSCL, then receiver SCL
shall bethelocal SCL, i.e. the SCL where the issuer isregistered. If theissuer isan NSCL, the receiver SCL is
determined based on the targetI D as follows; the NSCL shall select the <scl> resourcein the <nsc1Base>/scls
collection that has the following characteristics; the link attribute in the <scl> resource is a prefix of the targetiD.
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If this results in no matching resources, then the request is rejected with a STATUS _NOT_FOUND.
If resultsin multiple matches, then the request is rejected with astatus STATUS INTERNAL_SERVER_ERROR,
since this shall never happen.

Once the receiver SCL is determined, the issuer shall select the communication channel to use for communicating with
that SCL. The selection of the communication channel is described in the next clause.

10.3.1.2.2 Selection of communication channel

10.3.1.2.2.1 Issuer is an M2M Application

In case the issuer is an Application the selection of the communication channel and the routing towards the local SCL is
not included in the present document:

e A DAonaD M2M Device or aGA on M2M Gateway is expected to be co-located with the DSCL and GSCL
respectively and will use some internal mechanism, like alibrary call that is hard-wired to a specific SCL
instance, or an internal bus structure.

. A DA onaD'M2M Deviceis expected to use some local area network to reach its GSCL.

e A DAonaD'M2M Device registered to NSCL over dlainterface will most likely do a DNS lookup on the
FQDN part of the URI of the NSCL's sclBase resource that is provided to it using some offline means, and
then route the request correspondingly.

e AnNA will most likely do a DNS lookup on athe FQDN part of the URI of the NSCL's sclBase resource that
is provided to it using some offline means, and then route the request correspondingly.

10.3.1.2.2.2 Issuer is a DSCL or GSCL

For the case that the issuer isa DSCL or GSCL, the access network sel ection/communication channel selectionis
described in this clause, in line with the store and forward handling defined in clause 9.3.1.5 of TS 102 690 [2], and
based on the configured policies for SAF (store-and-forward) handling that are also described in clause 9.3.1.5 of
TS 102 690 [2].

The procedure for the D/GSCL to send arequest to an external receiver SCL shall be as follows:

1) Select the applicable SAF policy set: If there are specific SAF policy sets for the requesting entity
provisioned to the D/GSCL and if one of the requesting-entity-specific SAF policy sets matches with the ID of
the requesting entity (e.g. in case etsiScIMo is used to provision policies, the policyScope attribute of a
‘<safPolicySet>' resource matches with the APP-I1D of the requesting entity), the D/GSCL shall use that set of
policiesin the steps below. If none of the requesting-entity--specific SAF policies provisioned to the D/GSCL
matches with the ID of the requesting entity, the provisioned default SAF policy set shall be applied. If no
default policy set is provisioned to the D/GSCL, the request shall be rejected with a STATUS _FORBIDDEN.
And the operation ends.

2) Determineif an appropriate communications channel isalready available: After selecting the receiver
SCL asdescribed in clause 10.3.1.2.1, the D/GSCL shall determine an ordered list of access networks
candidates that may already provide an active communication channel to the remote SCL. The D/GSCL shall
use the RCAT (Request CATegory) of the received request to compose an ordered list of preferred access
networks as defined in the policy for 'Selection among appropriate access networks' (seeitem 3in
clause 9.3.1.5.6.2in TS 102 690 [2], see also representation of that policy in the 'anSelList' attribute of the
m2mSpPolicy resource of the etsiScIMo defined in clause E.2.1.4 in TS 102 690 [2]). Only access networks
that are already in use for an active communication channel are added to the list, while keeping their order.
The provisioning of these policiesis either carried out by means of REM procedures using the m2mSpPolicy
resource of the etsiScIMo, see clause E.2.1.4 of TS 102 690 [2] and corresponding primitives for <mgmtObj>
resources in the present document or by out-of-scope mechanisms.

ETSI



3)

4)

5)

6)

7)

8)

9)

80 ETSI TS 102 921 v2.1.1 (2013-12)

The D/GSCL shall determine which access networks out of the candidate list produced in Step 2 are
appropriate to use for the given RCAT value of the issued request. The D/GSCL shall do the following for
each item of the list produced in Step 2 - in the order they appear in thelist:

a) Verify whether the respective access network would currently be appropriate to use for the given RCAT
value of the issued request by checking the policy 'Schedule of RCAT values versus time' for the
respective access network (seeitem 1in clause 9.3.1.5.6.1in TS 102 690 [2], see also representation of
that policy in the ‘'rcatSchedule’ resource of the etsiScIMo defined in clause E.2.1.3 of TS 102 690 [2]).
The provisioning of these policiesis either carried out by means of REM procedures using the
m2mSpPolicy resource of the etsiScIMo, see clause E.2.1.3 of TS 102 690 [2] and corresponding
primitives for <mgmtObj> resources in the present TS or by out-of-scope mechanisms.

b) If the D/IGSCL detects that this access network is marked as appropriate to use for the given RCAT value
and the current time, then the D/GSCL shall select this access network and shall try to send the
composed Requestindication over the aready established communication channel on that access network
to the receiver SCL:

i)  If the attempt was successful the action 'Send a Requestindication to the Receiver SCL'is
terminated.

ii)  If the attempt was not successful, the D/GSCL shall continue with the next list item.
¢) Whenthelast list item has been processed, continue with the Step 4 below.

No appropriate communication channel is available: |1.e. none of the already active communication channel
was determined to be appropriate for use with the RCAT value of the issued request. The D/GSCL shall check
the TRPDT (Tolerable Request Processing Delay Time) on the request.

If the TRPDT of the issued request indicates that the request shall be forwarded without additional delay, then
continue with Step 10.

If the TRPDT value of the issued request alows for additional delay by the D/GSCL, then the D/GSCL may
buffer the request in a buffer specific for the given RCAT value. If and when the D/GSCL decides to buffer a
request is governed by SAF policies as described in clause 9.3.1.5.6.2 in TS 102 690 [2], see also
representation of these policiesin the m2mSpPolicy resource of the etsiScIMo defined in clause E.2.1.4 of

TS 102 690 [2]. The provisioning of these policiesis either carried out by means of REM procedures using the
m2mSpPolicy resource of the etsiScIMo, see clause E.2.1.4 of TS 102 690 [2] and corresponding primitives
for <mgmtObj> resources in the present TS or by out-of-scope mechanisms. The D/GSCL may decide not to
buffer arequest, e.g. because it may limit the maximum size of the RCAT specific buffers, in both number of
requests or total number of buffered bytes. If the D/GSCL decides not to buffer the request, then the sequence
continues with Step 10.

If the D/GSCL decides to buffer the issued request (e.g. if the RCAT specific buffer has not yet reached its
maximum) then the D/GSCL shall start atimer to monitor when the maximum allowed additional delay
indicated by the TRPDT value for the issued request expires. The timer may be shorter than the delay
indicated by the TRPDT value, but shall not exceed the delay indicated by the TRPDT value.

The D/GSCL shall send aSTATUS _ACCEPTED response to the issuer. The operation sequence is stopped
and the D/GSCL waits for:

a) either acommunication channel to become available on which the issued request can be sent (i.e. which
is appropriate to use for traffic generated by a request of the RCAT value asindicated in the issued
request): In that case the sequence continues with Step 13; or

b) until the TRPDT timer expires: In that case the sequence continues with Step 9.

If the TRPDT timer has expired then execute Step 10, using the RCAT value of the request whose timer
expired.
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Attempt to establish a communication channel for sending pending request of a given RCAT value: This
step happens when either the TRPDT timer for arequest expires, when the D/GSCL decides not to buffer a
request, or when arequest with a TRPDT timer of O wasissued. Thisis donein two steps:

a) TheD/GSCL shall produce an ordered list of access networks candidates. Thislist shall be composed by
the D/GSCL by looking up the preferred access networks for the given RCAT value of the issued request
as defined in the policy for 'Selection among appropriate access networks' (seeitem 3in
clause 9.3.1.5.6.2in TS 102 690 [ 2], see a so representation of that policy in the ‘anSelList' attribute of
the m2mSpPolicy resource of the etsiScIMo defined in clause E.2.1.4 in TS 102 690 [2]). The
provisioning of these policiesis either carried out by means of REM procedures using the m2mSpPolicy
resource of the etsiScIMo, see clause E.2.1.4 of TS 102 690 [2] and corresponding primitives for
<mgmtObj> resources in the present TS or by out-of-scope mechanisms.

b)  Thenthe D/GSCL shall verify whether theitemsin the list of candidate access networks would currently
be appropriate to use for the given RCAT value by checking the policy 'Schedule of RCAT values versus
time' for the respective access network (seeitem 1 in clause 9.3.1.5.6.1in TS 102 690 [2], see aso
representation of that policy in the 'rcatSchedul€' resource of the etsiScIMo defined in clause E.2.1.3 of
TS 102 690 [2]). The provisioning of these policiesis either carried out by means of REM procedures
using the m2mSpPolicy resource of the etsiScIMo, see clause E.2.1.3 of TS 102 690 [2] and
corresponding primitives for <mgmtObj> resources in the present TS or by out-of-scope mechanisms.
Candidate access networks that are not deemed appropriate shall be removed from the list.

The end result of this step isan ordered set of candidate access networks that can be used to make attempts to
establish communication channels for sending the pending requests of the given RCAT value.

If the resulting list of candidate access networks is empty then actions of the D/GSCL depend on whether the
reguest that triggered the attempt was a buffered request or not.

a) If therequest was not a buffered request (i.e. it is not atimeout of the TRPDT that triggered Step 10),
then the request shall be rejected with a STATUS GATEWAY _TIMEOUT.

b) If therequest was a buffered request (i.e. Step 10 was triggered by atimeout of the TRPDT timer), then
the D/GSCL shall send an semi-asynchronous or asynchronous response, with a
STATUS GATEWAY_TIMEOUT. The request is removed from the buffer.

In both cases the operation procedure ends.

The D/GSCL shall try to establish a communication channel to the receiver SCL using the first element in the
list of candidate access networks:

a)  If that attempt is not successful, the D/GSCL shall not attempt to establish a communication channel
using the same candidate access network for atime governed by policies set by the Access Network
Provider asdefined initem 2 in clause 9.3.1.5.6.1in TS 102 690 [2], see also representation of that
policy in the 'blockPeriods resource of the etsiScIMo defined in clause E.2.1.3 of TS 102 690 [2]. The
provisioning of these policiesis either carried out by means of REM procedures using the m2mSpPolicy
resource of the etsiScIMo, see clause E.2.1.3 of TS 102 690 [2] and corresponding primitives for
<mgmtObj> resources in the present TS or by out-of-scope mechanisms. The D/GSCL shall remove the
first item from the list of candidate access networks and continue with Step 11.

b) If the attempt was successful, continue the sequence with the next step.

New communication channel established / changesin property of being appropriate access network:
When a new communication channel is established or when an access network that provides an already active
communication channel has changed its property of being appropriate to use for given RCAT values (e.g. a
time period has started during which requests of a certain RCAT value may be send over an existing
communication channel), the D/GSCL shall perform the following steps.

The D/GSCL shall lookup all RCAT values for which the use of the currently available communication
channel(s) is appropriate.

For each RCAT vauein thislist the D/GSCL shall:
a) Find al buffered requests that are pending for that RCAT value.
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b)  Send al identified requests of that RCAT vaue to the receiver SCL using one of the communication
channels provided by an appropriate access network for that RCAT value and delete the corresponding
TRPDT timers. If more than one communication channel is available for the specific RCAT value, the
order as defined in the policy shall be used to select the most appropriate communication channel. The
policy that is applied here is'Selection among appropriate access networks' (seeitem 3in
clause 9.3.1.5.6.2in TS 102 690 [ 2], see a so representation of that policy in the ‘anSelList' attribute of
the m2mSpPolicy resource of the etsiSciIMo defined in clause E.2.1.4in TS 102 690 [2]). The
provisioning of these policies is either carried out by means of REM procedures using the m2mSpPolicy
resource of the etsiScIMo, see clause E.2.1.4 of TS 102 690 [2] and corresponding primitives for
<mgmtObj> resources in the present TS or by out-of-scope mechanisms.

10.3.1.2.2.3 Issuer is an NSCL

For an NSCL, the selection of the appropriate access network and communication channel is described here in more
detail.

The communication channel between a DSCL/GSCL and an NSCL istypically setup from the DSCL/GSCL towards
the NSCL. The NSCL may also trigger the DSCL/GSCL to establish such a channel, using a wakeup procedure, but this
procedure is not defined by the present document.

A communication channel may be used both ways, or it may be one way (e.g. only from D/GSCL to NSCL). The latter
typicaly isthe caseif the DSCL or GSCL is not server capable or is not addressable from the NSCL due to NAT and
firewall related issues. Theoretically, the communication channel could aso be one way in the other direction, i.e. from
NSCL to D/GSCL. Thisistreated in the same way as a both-way communication channel in the rest of this text.

An active communication channel that is established and that can potentially be used by the NSCL to reach the DSCL
or GSCL, isidentified by a m2mPoc resource. The m2mPoC may be populated with the contactURI of a
communicationChannel, for instance in the case the SCL is server capable but resides behind a NAT function.

In addition to using an active communication channel asidentified by an m2mPoc resource, the NSCL may also reach a
DSCL or GSCL for notification via a notificationChannel. This method is described in more detail in clause 10.37.7.2.

The procedure for the NSCL to send a request to an external receiver SCL shall be as follows:

1) After selecting the receiver SCL as described above and identifying the corresponding <scl> resource, the
NSCL shall retrieve the m2mPocs collection child resource of that <scl> resource.

2)  If that collection is empty, no communication channel is available to reach the receiver SCL. The handling
then shall be as described below in Step 9.

3)  If the m2mPocs collection child of the <scl> resource is not empty, then the NSCL shall select the active
m2mPoC resources from the collection, this are those m2mPoC resources whose onlineStatus is marked as
ONLINE or NOT_REACHABLE.

4)  Toreduce and order the set of selected m2mPoc resources, the NSCL shall perform access network selection
between these active m2mPocs.
Network selection isatwo part process. Network selection is based on policy datain the NSCL under control
of the service provider and policy data under control of the network access operator. How this datais
provisioned is not included in the present document. The minimal policies are described in clause 9.3.1.5 of
TS 102 690 [2]:

a) Sdect the applicable SAF policy set:

1) If the consolidated SAF policies contain a set of policies for the combination of requestingEntity
and destination D/GSCL 1D, then the NSCL shall use that set of policiesin the steps below,
otherwise.

2)  If the consolidated SAF policies contain a set of policies for the destination D/GSCL ID, then the
NSCL shall use that set of policiesin the steps below, otherwise.

3) If the consolidated SAF policies contain a set of policies that are NSCL-wide, then the NSCL shall
use that set of policiesin the steps below, otherwise.

4)  Therequest shall be rgjected witha STATUS FORBIDDEN.
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Thefirst part of the network selection shall be controlled by the service provider policies and shall be
based on the RCAT that is associated with the request. The RCAT shall be mapped to specific access
networks, and access networks are associated with active m2mPoc resources. The onlineStatus of the
m2mPoC also may serve as a criterion in the selection and ordering process, e.g. m2mPoc resources
marked as NOT_REACHABLE may get lower priority compared to m2mPoc resources with an
onlineStatus marked as ONLINE.

The result of this step shall be an ordered set of active m2mPocs which according to SP policies are
appropriate for the request with this RCAT in these circumstances. The corresponding policies are
defined in clause 9.3.1.5.6.2 in TS 102 690 [2], but the provisioning of these policiesis not included in
the present document.

The second part of the network selection process shall be controlled by the configuration provided by the
access network provider. Each m2mPoc is associated with an access network and for each access
network corresponding policies shall apply. These policies are applied to each m2mPoc in the collection
resulting from step b; This step may exclude an m2mPocs depending on time, based on schedule
information. Optionally, other information may be taken as input in this selection process. The
corresponding policies are defined in clause 9.3.1.5.6.1 in TS 102 690 [2] but the provisioning of these
policiesis not included in the present document.

The final result shall be an ordered set of m2mPoc resources, to be tried in order of preference.

If the resulting reduced set is empty, the handling shall be as described below in Step 9.

The NSCL shall try to send the composed Requestindication over the first m2mPoc in the resulting set:

a)

b)

0)

d)

f)

0)

In order to deliver arequest using an m2mPoc, the NSCL shall retrieve the contactlnfo element from the
m2mPoc resource. The contactinfo isa URI, of which only the schema, the host and port information
shall be used for the purposes of routing.

If the contactInfo contains ip-address based host and port information, this shall be used.

If the contactlnfo contains a FQDN in the host part, then the NSCL shall resolve the FQDN to a
ip-address and port, e.g. using DNS.

If the contactlnfo contains other information, then the NSCL shall resolve this information to a host and
port, using the access network provider. This option is for interoperability with current and future access
networks.

The NSCL may optimize this resolving process by caching the host and port information received from
earlier lookups.

If the contactInfo cannot be resolved to host and port information, the request shall be rejected with a
STATUS GATEWAY_TIMEOUT.

If the contactInfo is resolved to a host and a port, then the request shall be sent to this host and port. The
schema part of the contactlnfo shall determine what protocol is used for the communication.

If the request delivery failed and thisis detected by the NSCL, and the corresponding m2mPoc resource is
marked as ONLINE, then the corresponding NSCL shall be marked as NOT_REACHABLE, the m2mPoc is
removed from the selected set and the processiis repeated from Step 5.

If the request delivery succeeded and thisis detected by the NSCL, and the corresponding m2mPoc resource is
marked as NOT_REACHABLE, then the corresponding NSCL shall be marked as ONLINE and this
procedure ends.

No communication channel available: This step isreached if no m2mPoc could be selected which can be
used to successfully send the request. The NSCL shall check the TRPDT on the request.

If the TRPDT is 0, then continue with Step 15.
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If the TRPDT islarger than O, then the NSCL may buffer the request in a buffer specific for the specified
RCAT. If and when the NSCL decides to buffer arequest is outside of the scope of the present document. The
NSCL may decide not to buffer arequest, e.g. because it may limit the maximum size of the RCAT specific
buffers, in both number of requests or total number of buffered bytes. The corresponding policies are defined
inclause 9.3.1.5.6.2in TS 102 690 [ 2], but the provisioning of these policiesis not included in the present
document. The NSCL may provide additional criteria on when to buffer requests.

If the NSCL decides not to buffer the request, then the request shall be sent immediately and the procedure
continues with Step 15.

If the NSCL decides to buffer the request (e.g. if the RCAT specific buffer has not yet reached its maximum)
then the NSCL shall start atimer to monitor for the TRPDT expiration. The timer may be shorter than the
TRPDT, but shall not exceed the TRPDT value.

The NSCL sends an STATUS_ACCEPTED response to the issuer. The sequence is stopped and the NSCL
waits for:

a) either acommunication channel to become available on which request can be sent (i.e. a channel for
which the policies allow traffic for the RCAT indicated in the request). In that case the sequence
continues with Step 21; or

b) until the TRPDT timer expires. In that case the sequence continues with Step 14.

If the TRPDT timer expires then execute Step 15, with the request whose timer expired.

Attempt to establish a communication channel for an RCAT: This step is reached when either:
a) the TRPDT timer for arequest expires,

b) the NSCL decides not to buffer arequest; or

c) arequest withaTRPDT timer of O isrequested.

The NSCL may do another access network selection, but now based on all the potential access networks. This
means that it also takes into account m2mPoc resources with an onlineStatus set to OFFLINE and in addition
takes into account m2mPocs that may be created by the device or gateway after awakeup is sent.

The process again is atwo step process, where first based on service provider specified policies (see

clause 9.3.1.5 of TS 102 690 [2]) a number of access networks are selected in order of preference and a second
step that is based on policies provided by the access network provider for each of the selected access networks.
Asin Step 5, the policies may use more information as described in clause 9.3.1.5.6.1in TS 102 690 [2] and as
in Step 5 the provisioning of said policiesis not included in the present document.

In addition, the NSCL shall also consider the blocking policies mentioned in Step 21. |.e. access networks
which are still blocked based on a previous wakeup attempt shall not be retried until the blocking timer has
expired.

The end result of this step is an ordered set of potential access networks that can be used to wakeup a device. It
is possible that the NSCL does not have any possibility or desire to wakeup the device in which case the set
will be empty. Note that wakeup of adeviceis not specified as a normative procedure in the present document.

If the resulting set is empty then actions of the NSCL depend on whether the request that triggered the
establishment was a buffered request or not:

a) If therequest was not a buffered request (i.e. it isnot atimeout of the TRPDT that triggered Step 18),
then the request is rgjected with a STATUS GATEWAY _TIMEOUT.

b) If the request was a buffered request (i.e. Step 18 was triggered by a timeout of the TRPDT timer), then
the NSCL shall send an a semi-asynchronous or synchronous response, with a
STATUS GATEWAY_TIMEOUT.

The NSCL may send a wakeup request to the device belonging to the receiver SCL. The wakeup request
indicates the preferred communication channel establishment parameters based on the first element in the set
of potential access networks.

The receiver SCL may establish a communication channel based on the received wakeup request. Such an
incoming channel establishment is handled in Step 21.

ETSI



85 ETSI TS 102 921 V2.1.1 (2013-12)

20) If thereceiver SCL did not establish a communication channel, the NSCL may remove the first item from the
list and continue with Step 17. The NSCL shall not attempt to wakeup the device using the same access
network for atime governed by policies set by the Access Network Provider. These policies are defined in
clause 9.3.1.5 of TS 102 690 [2], but the provisioning to the NSCL is not included in the present document.

New communication channel established / changesin property of being appropriate access network:
21) Two eventstrigger the following sequence of actions:

a) anew incoming communication channel is established to the NSCL. In this case the DSCL/GSCL shall
inform the NSCL about this by either creating a new m2mPoc resource with an onlineStatus set to
ONLINE or by updating the onlineStatus of existing m2mPoc from OFFLINE to ONLINE; or

b) if thereisany changein the criteriathat govern the network selection (e.g. atime period has started
during which traffic of a certain RCAT may be send over an existing communication channel) the NSCL
shall perform the following steps.

22) The NSCL shall locate all the RCATSs that can be handled by the access network connection represented by
this m2mPoc resource according to the consolidated policies.

23) For each RCAT inthislist the NSCL shall find all buffered requests for this RCAT for this receiver SCL.
24) For each request in this buffer, the NSCL shall send the request to the receiver SCL using this connection.
25) Once arequest is send, the corresponding timer based on the TRPDT shall be stopped.

10.3.1.3 Wait for ResponseConfirm primitive

The issuer shall wait for the a ResponseConfirm primitive from the receiver that corresponds to the Requestindication
primitive that was sent by the issuer. Correlation between the Requesti ndication and the corresponding
ResponseConfirm is handled by the transport layer.

If no ResponseConfirm primitive is received within a certain time, specified by server policy and/or by the underlying
transport technology, this shall be handled as if a ResponseConfirm primitive with a statusCode
STATUS REQUEST TIMEOUT was received.

10.3.1.4 NSCL information Recording
If theissuer is NSCL, it shall perform information recording triggered by a request during generating a reguest.

When NSCL compose and send arequest, NSCL shall mark the action of initializing a request asan M2M event
identified by a sequence number.

NSCL shall take arecord of information elements from the request. The information elements from request shall
include the following information. The sequence number is an 8-bit running number starting from 0. M2M subscription
identifier is derived from local inquiry based on the issuer. M2M-Event-Tag is decided by the primitiveType from the
request. For example, M2M-Event-Tag should be Control Related Procedures if the primitiveTypeis
APPLICATION_CREATE_REQUEST. Time stamp of the request is the time when NSCL sending the request and it
can be put in the end of the M2M event and considered as the ending mark for the information elements.

The information elements from request may also include the following information. Issuer shall be RequestingEntity in
the request. Receiver isthe prefix of targetld in the request which indicatesthe DSCL ID or GSCL ID, if DA or GA is
the receiver. Otherwise, if the NA or SCL isthe receiver, Receiver shall be targetld itself. TargetID and PrimitiveType
isdirectly from the request. Protocol Type isthe protocol type(i.e. HTTP or COAP) used by the request. Request
Header size and Request Body size are calculated from the request in Bytes. Access network identifier is derived from
local inquiry based on the access network used by request.

When NSCL obtained aresponse, it shall take arecord of the information elements from the response. The information
elements may include the following information. Response Headers Size, Response Body Size is calculated from the
response in Bytes. Response code is status code in the response. Group Name is the prefix of the targetid in the request
which indicates a group resource URI. Subgroup Name is obtained from the attribute members of the group resource
whose message |eads to a fanning operation initiated by the M2M NSCL. MaxNrOfMembers and
CurrentNrOfMembers are directly obtained from the resource representation in the group create/update request if exist.
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Additional Information is vendor specific information element decided by local policy of M2M SP. It may include the
information elements from the request/response and the NSCL local policy information.

10.3.2 Hosting SCL actions

10.3.2.1 Check existence of the addressed resource

The hosting SCL shall check if the resource addressed by the targetI D exists in the repository. If the resource does not
exist, the hosting SCL shall reject the request with a"STATUS NOT_FOUND".

10.3.2.2 Check the syntax of received message

Message validity is specified by the protocol mapping annexes. Annex C and by validating the received resource
representation (e.g. in plain XML, binary XML or JSON) against the provided schema definitionsin annex B.

If the message is not valid, the request shall be rejected with a"STATUS BAD_REQUEST".

10.3.2.3 Check validity of resource representation for CREATE

The handling below shall apply t to each attribute in the resource for CREATE request primitives and the handling
depends on the "presence in CREATE request”" column of the resource table. If the request is rejected based on the rules
below, then the other attributes do not have to be checked.

If no resource representation is present in the CREATE request, then the request is rejected with a
STATUS BAD_REQUEST statusCode.

Theid attribute has special handling. If the id-attribute is present in the CREATE request, the hosting SCL shall check
if aresource with the same id already existsin the addressed collection. If such aresource exists and the response
column is marked as M, then the hosting SCL shall reject the request with a"STATUS _CONFLICT".

If the expirationTime attribute is present in the resource representation, but its value indicates atime in the past, then
the request shall be rejected withaSTATUS BAD_REQUEST.

N/A attribute

Indicates that the CREATE request is not supported. This common procedure is never referenced from a CREATE
request.

M attribute

If the attribute is present in the resource representation in the CREATE request, the hosting SCL shall check if the value
is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M then the hosting SCL shall reject the request
witha"STATUS BAD_REQUEST".

If the attribute is not present in the resource representation in the CREATE request the hosting SCL shall reject the
request witha"STATUS BAD_REQUEST".

O attribute

If the attribute is present in the resource representation in the CREATE request, the hosting SCL shall check if the value
is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting SCL shall reject the
request witha"STATUS BAD_REQUEST".

NP attribute

If the attribute is present in the resource representation in the CREATE request, the hosting SCL shall reject the request
witha"STATUS BAD_REQUEST".
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10.3.2.4 Check validity of resource representation for UPDATE

The handling below shall apply to each attribute in the resource for UPDATE request primitives and the handling
depends on the "presence in UPDATE request” column of the resource table. If the request is rejected based on the rules
below, then the other attributes do not have to be checked.

If the expirationTime attribute is present in the resource representation, but its value indicates atime in the past, then
the request shall be rejected withaSTATUS BAD_REQUEST.

N/A attribute

Indicates that the UPDATE request is not supported. This common procedure is never referenced from a UPDATE
request.

M attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting SCL shall check if the value
is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M, the hosting SCL shall reject the request
witha"STATUS BAD_REQUEST".

If the attribute is not present in the resource representation in the UPDATE request, the hosting SCL shall reject the
request with a"STATUS BAD REQUEST".

O attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting SCL shall check if the value
is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting SCL shall reject the
request witha"STATUS BAD_REQUEST" statusCode.

NP attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting SCL shall reject the request
with a"STATUS BAD_REQUEST" unless the value provided for the attribute exactly matches the value in the current
resource representation stored in the hosting SCL. In addition, the lastModifiedTime attribute shall always be accepted
(but ignored) by the hosting SCL, no matter what value was provided in the request.

10.3.2.5 Check authorization of the requestingEntity based on accessRightID

Check if the requestingEntity is authorized for the requested action. The authorization is based on the accessRightID
attribute of the resource addressed in the targetI D.

The accessRight resource whose resource URI matches the accessRightI D shall be retrieved using the
accessRightRetrieveRequestindication primitive.

In case the accessRight resource is located on an SCL that is not the hosting SCL, the hosting SCL may have cached a
representation of that accessRight resource, and if so, the hosting SCL shall use the cached representation. In such a
case the hosting SCL shall keep the cached representation inline with the representation of the accessRight resource
living on the remote SCL.

If the accessRight resource is retrieved successfully, the access shall be granted if one of the following applies:

o RetrieveRequest ndication: the requestingEntity shall be one of the permissionHolders for a permission
element of the permissions attribute, whose permissionFlag includes the READ permission flag.

. UpdateRequestindication: the requestingEntity shall be one of the permissionHolders for a permission
element of the permissions attribute, whose permissionFlag includes the WRITE permission flag.

. DeleteRequestI ndication: the requestingEntity shall be one of the permissionHolders for a permission
element of the permissions attribute, whose permissionFlag includes the DELETE permission flag.
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. CreateRequestindication: the requestingEntity shall be one of the permissionHolders for a permission
element of the permissions attribute, whose permissionFlag includes the CREATE permission flag.
A requestingEntity shall be considered to be one of the permissionHolders if any of the following conditionsis true:
. The permissionHolders contains an <all/> element.
o Its URI matches one of the holderRefs.
e  One of the domainsin the permissionHolder is a prefix of its URI.

. Its URI is amember of some group resource whose URI matches one of the holderRefs. Member is here
defined recursively (i.e. a member of a sub-group is also considered a member of the group).

. Its corresponding D matches one of the applicationl Ds in the applicationl Ds set in the permissionHolders, in
case the URI belongs to an application resource.

. Its corresponding ID matches one of the scliDsin the scllDs sets in the permissionHol ders, in case the URI
belongsto an scl resource.

. Its corresponding <sclBase> URI matches on the holderRefs in case the URI belongsto an SCL.
. Its corresponding <sclBase> URI is a member of some group resource defined as above.
Here "corresponding ID" is defined as follows:

. For an <scl> URI, the corresponding ID is defined as; the id attribute of the <scl> resource on the hosting SCL
(where the SCL isregistered), or the path element of the resource URI after the last 'scls' in the URI.

. For an application URI, the corresponding ID is defined as; the id attribute of the <application> resource on
the SCL where the application is registered, or the part of the URI after the last 'applications in the URI.

The "corresponding <sclBase> URI> is defined as follows: the value of the 'link’ attribute in the <scl> resource.

If the resource corresponding to the accessRightlD cannot be retrieved, or if the addressed resource does not have an
accessRightl D, then the steps as described in "check authorization of the requestingEntity based on default access
rights” shall be applied.

If the requestingEntity does NOT have the permission as indicated above, then the request is rejected with a statusCode.
The statusCode depends on the discovery permission:

. If the requestingEntity is one of the permissionHolders for a permission element in the permissions attribute
whose permissionFlag set is not empty, (i.e. thisincludes a DISCOVER permission flag), then the request
shall berejected witha"STATUS PERMISSION_DENIED".

. Otherwise the request isrgjected witha"STATUS NOT_FOUND".

The rationale behind thisis that for security reasons, requestingEntities shall not be able to deduct the existence of a
resource they cannot discover from the returned statusCode.

10.3.2.6 Check authorization of the requestingEntity based on selfPermission

Check if the requestingEntity, is authorized for the requested action. The authorization is based on the selfPermissions
attribute of the accessRight resource.

If the accessRight resource is retrieved successfully, the following rules shall apply:

. RetrieveRequestl ndication: the requestingEntity shall be one of the permissionHolders for a permission
element of the selfPermissions attribute whose permissionFlag includes the READ permission flag.

. UpdateRequestlndication: the requestingEntity shall be one of the permissionHolders for a permission
element of the selfPermissions attribute whose permissionFlag includes the WRITE permission flag.

. DeleteRequesti ndication: the requestingEntity shall be one of the permissionHolders for a permission
element of the selfPermissions attribute whose permissionFlag includes the DELETE permission flag.
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. CreateRequestindication: the requestingEntity shall be one of the permissionHolders for a permission
element of the selfPermissions attribute whose permissionFlag includes the CREATE permission flag.
An requestingEntity is considered to be one of the permissionHolders shall any of the following conditionsis true:
J Its URI matches one of the holderRefs.
o Its URI starts with one of the domains.
e  The permissionHolders contains an <all/> element.

. Its URI is a member of some group resource whose URI matches one of the holderRefs, where member is here
defined recursively (i.e. a member of a sub-group is also considered a member of the group).

. Its corresponding 1D matches one of the applicationl Ds in the applicationl Ds set in the permissionHolders, in
case the URI belongs to an application resource.

. Its corresponding ID matches one of the scliDsin the scllDs sets in the permissionHol ders, in case the URI
belongsto an scl resource.

. Its corresponding <sclBase> URI matches on the holderRefs in case the URI belongsto an SCL.
. Its corresponding <sclBase> URI is a member of some group resource defined as above.
Here "corresponding ID" is defined as follows:

. For an <scl> URI, the corresponding ID is defined as; the id attribute of the <scl> resource on the hosting SCL
(where the SCL isregistered), or the path element of the resource URI after the last 'scls' in the URI.

. For an application URI, the corresponding ID is defined as; the id attribute of the <application> resource on
the SCL where the application is registered, or the part of the URI after the last 'applications in the URI.

The "corresponding <sclBase> URI> is defined as follows: the value of the 'link’ attribute in the <scl> resource.

If the requestingEntity does NOT have the permission as indicated above, then the request is rejected with a statusCode.
The statusCode depends on the discovery permission:

. If the requestingEntity is one of the permissionHolders for a permission element in the selfPermissions
attribute whose permissionFlag set is not empty, (i.e. thisincludes a DISCOVER permission flag), then the
reguest shall be rejected with a"STATUS_PERMISSION_DENIED".

. Otherwise the request isrgjected witha"STATUS NOT_FOUND".

The rationale behind thisis that for security reasons, requestingEntities shall not be able to deduct the existence of a
resource they cannot discover from the returned statusCode.

10.3.2.7 Check authorization of the requestingEntity based on default access rights

The default access permissions shall grant all permissions (i.e. the full set of permissionsFlags) to the following
permission holders depending on the prefix of URI of the addressed resource; the permissionHolders for prefixes from
most specific to least specific are as follows:

. <sclBase>/sclg/< scl> /scl Anncs/< scl Annc> /appli cations/< applicationAnnc> : the permissionHolders shall be
the hosting SCL, the SCL corresponding to the <scl> resource, the SCL corresponding to the <sclAnnc>
resource and the Application corresponding to the <applicationAnnc> resource. (Applicable only for
Procedure 2 as defined in clause 6.5, TS 102 690 [2]).

. <sclBase>/sclg/< scl>/scl Anncs/< scl Annc>: the permissionHol ders shall be the hosting SCL, the SCL
corresponding to the <scl> resource and the SCL corresponding to the <sclAnnc> resource. (Applicable only
for Procedure 2 as defined in clause 6.5, TS 102 690 [2]).

. <sclBase>/scls/< scl> /applications/< applicationAnnc>: the permissionHolders shall be the hosting SCL, the

SCL corresponding to the <scl> resource and the Application corresponding to the <applicationAnnc>
resource.
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. <sclBase>/sclg/< scl>: the permissionHolders shall be the hosting SCL and the SCL corresponding to the
<scl> resource.

. <sclBase>/applications/< application>: the permissionHolders shall be the hosting SCL and the Application
corresponding to the <application> resource.

. <sclBase>: the permissionHolder shall hosting SCL.
If the requestingEntity does not match one of the permissionHolders identified above, then the request shall be rejected
withaSTATUS NOT_FOUND.
10.3.2.8 Announce resource

If an announceabl e resource contains the announceTo attribute in its representation, the actions described in

clause 10.3.2.8.1 shall be applied, even if the announceTo attribute contains an empty list of sclBase resource URIs. If
the announceTo attribute is not present in the resource representation, then the actions in clause 10.3.2.8.2 shall be
performed.

10.3.2.8.1 Update of announce on request of application

This action shall apply if the following conditions are met:

e A new announceable resourceis created in the local SCL and the CREATE request contains an announceTo
attribute.

e  TheannounceTo attribute of the announceable resource is added/changed.

Thelocal SCL keepstrack of the SCLs where the resource is currently announced, which corresponds to the list of
sclBase URIs from the previous value of the announceTo attribute. For the purposes of this procedure, the previous
version of the announceTo attribute is called previous-announceTo.

1) If the announceTo attribute contains the activated element set to FALSE and the original request that triggered
thisaction is not a CREATE., then the local SCL shall reject the original request with
STATUS NOT_FORBIDDEN and then this procedure stops.

2)  If the announceTo attribute contains the activated element set to FALSE and the original request that trigger
this action is a CREATE, then the announceTo attribute value is stored as-is in the resource. No further actions
arerequired.

3) If theannounceTo attribute contains the activated element set to TRUE, or if the announceTo attribute does
not contain the activated element, then the local SCL shall:

a) Check if the SCLsindicated in the sclList element of the announceTo attribute are registered to/from this
local SCL. If any of the SCLsin the sclList is not registered then those SCL s are removed from the
sclList and no further actions for those SCL s are performed.

b)  Send createXXXAnnouncementResour ceRequestindication (where XXX is replaced by the type of the
resource to be announced) for each SCL in the sclLists element of the announceTo attribute that is NOT
yet included in the previous-announceTo. The request includes:

" searchStrings from the original resource;

L] accessRightlD from the original resource;

" link is set to the URI of the original resource;

L] requestingEntity is set to the application,;

L] issuer isset toitsown SCL ID (thelocal SCL performing the action);

" id of the resource shall be set to the id of the original resource postfixed with Annc. |.e. if the
original resource hasid "myApp", the announced resource shall have theid "myAppAnnc";
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L] expirationTime handling is to the discretion of the SCL implementation. It is the responsibility of
the local SCL to keep the announced resource in sync with the lifetime of the original resource, as
long as the announcement is active. One strategy to minimize signalling would be to request the
same expiration from the original resource. If thisis accepted by the remote SCL, then no explicit
de-announce is needed in case of expiration of the original resource;

" targetlD is set as follow.

Table 10.2: Mapping from original resource URI to TargetID

original resource URI targetiD
<sclBasel>/applications/<appID> <sclBase2>/scls/<scl1>/applications/
<sclBasel>/containers/<container|D> <sclBase2>/scls/<scl1>/containers/
<sclBasel>/groups/<grouplD> <sclBase2>/scls/<scl1>/groups/
<sclBasel>/accessRights/<accessRightID> <sclBase2>/scls/<scl1>/accessRights/

<sclBasel>/applications/<applD>/containers/<contai
nerlD>

<sclBase2>/scls/<scl1>/applications/<applD>Annc/
containers/

<sclBasel>/applications/<applD>/accessRights/<acc
essRightID>

<sclBase2>/scls/<scl1>/applications/<applD>Annc/
accessRights/

<sclBasel>/applications/<applD>/groups/<grouplD>

<sclBase2>/scls/<scl1>/applications/<applD>Annc/

groups/

Ontable 10.2 the scIBasel is the URI of the sclBase of the announce-to SCL asindicated in the sclList in the
announceTo attribute. In table 10.2 the <sc1Base2>/scls/<scl1s iSthe resource that was created when the SCL
represented by <sclBasel> registered the scl represented by <sclBase2>.

Ignore all SCLsin the sclList element of the announceTo attribute that were already included in the

Send del eteXXXAnnouncementResour ceRequestl ndication (where XXX is replaced by the type of
resource to be de-announced) for each SCL in the previous-announceTo that is not included in the sclList
of the provided announceTo attribute. The request shall include the URI of the announcement resource to

" targetlD is set to the resource URI of the previoudly announced-resource on the remote SCL. The
local SCL received and stored the URI of the announced resource after it was created.

c)
previous-announceTo.
d)
be removed. The request includes:
L] requestingEntity is set to the application,;
L] issuer isset toitsown SCL ID (thelocal SCL performing the action);
e)  Waitsuntil al the createX XX AnnouncementResourceResponseConfirm and/or

deleteX X X AnnouncementResourceResponseConfirm are received and it acts as follow:

i)  For each unsuccessful createXXXAnnouncementResour ceResponsel ndication, the remote SCL is
removed from the sclList in the announceTo attribute.

i)  For each successful createXXXAnnouncementResourceResponsel ndication, the local SCL shall
internally store the resourceURI of the created announced resource. This URI is needed for delete
the resource later on.

iii)  For each unsuccessful deleteXXXAnnouncementResour ceRequest] ndication with the statusCode
STATUS NOT_FOUND, the remote SCL is removed from the sclList in the announceTo attribute.
For al other statusCode value, no action is performed.

iv)  For each successful deleteXXXAnnouncementResour ceRequesti ndication, the remote SCL is
removed from the sclList in the announceTo attribute.

4) Theloca SCL shall update the announceTo attribute in the resource.
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10.3.2.8.2 Update of announce on request of local SCL
This action shall apply if the following conditions are met:

. A new announceable resource is created in the local SCL, the CREATE request does not contain an
announceTo attribute.

. The announceTo attribute is removed from the resource representation by an X X XupdateRequestIndication
(where XXX represents the resource that contains the announceTo attribute).

Thelocal SCL shall determine the list of SCLs where the resource shall be announced as foll ows:

1) Itchecksif theissuer isan application registered to thislocal SCL, if not the procedure stops here, otherwise
the local SCL checksif the application registration resource has an announceTo attribute whose global
element is set to TRUE. (If global is set to FALSE the procedure does not apply).

2) ThesclList of announceTo of the application Registration is used (note that the list may be empty, in case the
issuer wants to forbid announcing any created resources).

3) If the activate element of the announceTo attribute from the application resource is set to FALSE, then the
local SCL adds the announceTo attribute in the announceable resource (that trigger this procedure) and it sets
the activate element to FALSE. The action returns.

4)  Otherwise (i.e. global set to FALSE or no announceTo is present), the SCL determines based on its policies, if
the resource shall be announced:

a) If the policies state the resource shall not be announced, this action returns and the original procedureis
continued.

b) Otherwise, the SCL determines which SCLs shall bein the sclList element of the announceTo attribute.
The SCL also set the active element to TRUE.

Then, the local SCL shall announce the resource to the SCLsin the sclList element. This procedure is described in
Step 3, from ato ein clause 10.3.2.8.1, with the exception that the requestingEntity for any initiated request is set to the
SCL hosting the announcing resource.

5)  TheannounceTo with the updated sclList is set on the original resource (that trigger this procedure). This may
trigger notifications to resources that have subscribed to changesin the original resource or its announceTo
attribute.

10.3.2.8.3 Create announced Resource

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” (clause 10.3.2.13) and then " Send ResponseConfirm primitive"
(clause 10.3.2.17). The corresponding statusCode, as indicated in enumeration StatusCode in clause 11.3 shall be
included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check the existence of the addressed resource”. In this case the addressed resource shall be the provided
collection resource.

3) "Check authorization of the requestingEntity based on accessRightID". In this case the checked access rights
are those of the addressed collection.

4)  "Check the syntax of the received message".
5) "Check validity of the resource representation for CREATE".
6) "Createtheresource".

6a) Thisstep shall be applicable only for resources that can be announced over mim reference point as per
Procedure 2 of clause 6.5, TS 102 690 [2].
If the resource representation contains announceT o attribute with URIsin the sclList, then " Announce

Resource". If there are no URIsin the sclList, do not execute this step.
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7) "Create a successful ResponseConfirm".
8)  "Send ResponseConfirm primitive".

9) Thisstep shall be applicable only for resources that can be announced over mim reference point as per
Procedure 2 of clause 6.5, TS 102 690 [2].

If Step 6ais not executed, then " Announce Resource".

NOTE: The following announced resources can be announced over mim reference point: <applicationAnnc>,
<containerAnnc>, <locationContainerAnnc>, <groupAnnc> and <accessRightAnnc>. The announced
resources at the Announcing SCL will be resources which were announced over the mid reference point.

10.3.2.8.4 Retrieve announced Resource

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” (clause 10.3.2.13) and then " Send ResponseConfirm primitive"
(clause 10.3.2.17). The corresponding statusCode, as indicated in enumeration StatusCode in clause 11.3 shall be
included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check syntax of received message".

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.3.2.8.5 Update announced Resource

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" (clause 10.3.2.13) and then " Send ResponseConfirm primitive"
(clause 10.3.2.17). The corresponding statusCode as indicated in enumeration StatusCode in clause 11.3 shall be
included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Check validity of the resource representation for update”.

6) "Update the addressed resource”.

6a) Thisstep shall be applicable only for resources that can be announced over mim reference point as per
Procedure 2 of clause 6.5, TS 102 690 [2].
If the resource representation contains announceT o attribute with URIsin the sclList, then " Announce

Resource”. If there are no URIsin the sclList, do not execute this step.
7) "Create a successful ResponseConfirm".
8) "Send ResponseConfirm primitive".

9) Thisstep shall be applicable only for resources that can be announced over mim reference point as per
Procedure 2 of clause 6.5, TS 102 690 [2].

If Step 6ais not executed, then " Announce Resource".
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NOTE: The following announced resources can be announced over mim reference point: <applicationAnnc>,
<containerAnnc>, <locationContainerAnnc>, <groupAnnc> and <accessRightAnnc>. The announced
resources at the Announcing SCL will be resources which were announced over the mid reference point.

10.3.2.8.6 Delete announced Resource

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" (clause 10.3.2.13) and then " Send ResponseConfirm primitive"
(clause 10.3.2.17). The corresponding statusCode as indicated in enumeration StatusCode in clause 11.3 shall be
included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of requestingEntity based on accessRightID".

4)  "Check the syntax of the received message”.

5) "Delete the addressed resource".

5a) Thisstep shall be applicable only for resources that can be announced and de-announced over mim reference
point as per Procedure 2 of clause 6.5, TS 102 690 [2].

If the addressed resource was announced over the mim reference point, then "De-Announce Resource”.

NOTE: The following announced resources can be announced and de-announced over mim reference point:
<applicationAnnc>, <containerAnnc>, <locationContainerAnnc>, <groupAnnc> and
<accessRightAnnc>.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.3.2.9 DeAnnounce resource

Deannouncing a resource corresponds to removing the announcement from all the SCLs where the resourceis
announced. The procedure for deannouncing is the same as the procedure for updating an announcement, where the
sclList element is set to the empty list.

10.3.2.10 Create the resource

A new resource shall be created and added to the addressed and existing parent resource. This shall modify the resource
representation of the addressed parent resource, specificaly, if the parent resource has a lastModifiedTime attribute this
shall be set to same value as the creationTime attribute of the created resource. The following rules shall be applied:

If the created resource type has an id attribute (see Resource Attributes table), then the URI of the created resource shall
be the URI of its parent resource with the URI-encoded id appended. (e.g.
http://sclbase.operator.org/applications/myAppl D, for an application resource with id "myAppl D" created in the parent
resource http://sclbase.operator.org/applications).

If aresource with the same ID already exists in the addressed collection, the hosting SCL shall provide anew id that is
unique within the collection.

. If the created resource type does not have an id-attribute, its URI shall be the URI of its parent with the type of
the resource appended.

o If expirationTime attribute is present in the resource representation of the to be created resource and the
expirationTime is set to a non-negative time, then an expiration timer shall be started by the hosting SCL. At
timer expiration the related resource is deleted by " Delete the addressed resource”.
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For setting the attributes in the resource representation the following rules shall apply in CREATE request primitives:
M attribute

If the provided value is acceptable, the server shall use the provided value in the resource representation of the created
resource.

If the provided value is not acceptable, and the response column is marked M* then the hosting SCL shall create the
resource with a value for the attribute that is as close to the requested val ue as possible, as specified in clause 11.5 and
the compl ete resource representation shall be returned in the confirm response.

O attribute

If avalueis provided and accepted, then the server shall use the provided value in the resource representation of the
created resource.

If avalueis provided and this provided value is not acceptable, and the response column is marked M* then the hosting
SCL shall create the resource with a value for the attribute that is as close to the requested value as possible, as specified
in clause 11.5 and the complete resource representation shall be returned in the confirm response.

If the attribute is not present in the resource representation in the CREATE request and the response column is marked
M or M* then the hosting SCL shall create the resource with the default value as indicated in clause 11.5. The hosting
SCL does not have to return the compl ete resource representation in this case.

If the attribute is not present in the resource representation in the CREATE request and the response column is marked
O then the hosting SCL shall create the resource without the attribute.

NP attribute

If the attribute is not present in the resource representation in the CREATE request, and the response column is marked
M, then the hosting SCL shall create the resource with the default value as indicated in clause 11.5.

In particular, for attributes that contain reference to child/sub-resources, this involves creation of these sub-resources. A
sub-resource shall be created with all the attributes set to default values, as specified in table 11.36, with the following
additional constraints:

. Any sub-resource that has an accessRightl D shall be created with the same val ue for the accessRightID asits
parent.

e Any sub-resource with alastModifiedTime and creationTime shall get the same value for these attributes as the
corresponding attributes on the parent resource.
10.3.2.11  Create a collection resource representation
The SCL shall construct a resource representation of the collection resource as follows:

For each child resource the collection resource representation shall include the id and the absolute URI identifying the
child resource, e.g.: <ref id="appl">http://m2m.provider.com/nscl 1/applications/appl</ref>. The presence of id allows
to partially address the child resource.

When the retrieval request contains the query parameter shortUri=TRUE, then for each child resource the collection
resource representation shall include the id identifying the child resource and arelative URI, e.g.: <ref
id="appl">appl<ref/>.

However, the URI is only included if the requestingEntity has discovery permission on the child resource, i.e. the
requestingEntity shall be one of the permissionHolders for a permission element of the permissions attribute, whose
permissionFlag is not empty.

10.3.2.12  Create a successful ResponseConfirm

The receiver shall create a successful ResponseConfirm primitive with a statusCode indicating "STATUS_OK". The
response shall include the representation of the addressed resource, if the hosting SCL modified any of the provided
attributes as provided in the Requestl ndication. The ResponseConfirm shall also include the URI of a created resource.
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10.3.2.13  Create an unsuccessful ResponseConfirm

The receiver shall create an unsuccessful ResponseConfirm primitive with a statusCode indicating the detected error
condition.

10.3.2.14 Read the addressed resource

An existing and accessible resource is addressed. The content of its attributes and a referencesto its sub-resources shall
be read in form of resource representation.

When the resource is read to provide aresponse to RETRIEVE request primitives, then the following rules shall be
applied:

M attribute
The attribute is ever present in the resource representation.
M# attribute

The attribute is omitted in the resource representation to be sent back to the issuer, if and only if the primitive attribute
noRefsis present and set to TRUE; the attribute is represented in all other cases: noRefs absent or set to FALSE.

O attribute
The attribute is present in the resource representation if some conditions occur.
NP attribute

The attribute is never present in the resource representation.

10.3.2.15  Update the addressed resource

An existing and accessible resource is addressed. The content of its attributes shall be updated with the following rules
in UPDATE request primitives:

M attribute

If the provided value is accepted, the server shall use the provided value in the resource representation of the updated
resource.

If the provided value is not acceptable, and the response column is marked M* then the hosting SCL shall update the
resource with a value for the attribute that is as close to the requested val ue as possible, as specified in clause 11.5 and
the complete resource representation shall be returned in the confirm response.

O attribute

If avalueis provided and the value is accepted, the server shall use the provided value in the resource representation of
the updated resource.

If avalueis provided and the provided value is not acceptable, and the response column is marked M* then the hosting
SCL shall update the resource with avalue for the attribute that is as close to the requested value as possible, as
specified in clause 11.5 and the compl ete resource representation shall be returned in the confirm response.

If the attribute is not present in the resource representation in the UPDATE reguest and the response column is marked
M or M* then the hosting SCL shall update the resource with the default value as indicated in clause 11.5. The hosting
SCL does not have to return the compl ete resource representation in this case.

If the attribute is not present in the resource representation in the UPDATE request and the response column is marked
O then the hosting SCL shall remove the attribute in the updated resource.
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NP attribute

If the attribute is not present in the resource representation in the UPDATE reguest and the response column is marked
M then the hosting SCL shall not update the attribute value. Thereis only one exception to thisrule and that is the
lastModifiedTime attribute. The hosting SCL shall set the lastModifiedTime to the current time whenever an update
primitiveis received.

If the attribute is present in the resource representation in the UPDATE request the presented value shall be ignored,
i.e. the hosting SCL shall never update its resource representation based on the presence of an NP attribute valuein an
update.

General

If the expirationTime attribute is present and modified by the procedure and it is set to a non-negative time, then an
expiration timer shall be re-started by the hosting SCL. At timer expiration the related resource is deleted by "Delete the
addressed resource”.

If the announceTo attribute is added or modified by the procedure, then the procedure as specified in "update of
announce on request of application” is executed. If the announceTo attribute is removed by the procedure, the procedure
as specified in "update announce on request of local SCL" is executed.

Post-Result Actions

If the accessRightI D attribute, the searchStrings attribute or the expirationTime attribute of a resource is modified in the
above actions and if the resource is being announced, then the hosting SCL shall update the corresponding announced
resource by sending an UPDATE request.

10.3.2.16 Delete the addressed resource

An existing and accessible resource is addressed. The resource with all its attributes shall be deleted. Any expiration
timer shall be stopped. This same procedure shall then be invoked (recursively) for each sub-resource of the deleted
resource.

The parent resource of the addressed resource shall be updated to remove the reference to the deleted resource. If the
parent resource has a lastModificationTime attribute then this attribute shall be set to the time of the deletion. The
modification of the parent resource may trigger notifications. Refer to clause 10.25.7 for details.

If the resource is announced the SCL shall try to deannounce the resource as described in "DeAnnounce resource”. Note
that if it is not possible to deannounce the resource (e.g. since the SCL where the resource is announced cannot be
reached), then the expiration timer of the announced resource will ensure that the announcement resource is removed.

Deletion of aresource may trigger notifications to be sent. Refer to clause 10.25.7.3 for details.

10.3.2.17  Send ResponseConfirm primitive

A ResponseConfirm primitive shall be sent back to the issuer.

10.3.2.18 Identify the managed remote entity and the management protocol

The hosting SCL shall identify the remote entity to be managed via the <scl> resource in the URI path as provided in
the targetI D primitive attribute. Then the hosting SCL shall determine the management protocol to be used for
communicating with the remote entity based on the mgmtProtocol Type attribute of the <scl> resource. If the remote
entity cannot be identified, the hosting SCL shall reject the request with the statusCode set to
"STATUS_NOT_FOUND" in the ResponseConfirm primitive.
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10.3.2.19  Locate the MO information to be managed on the remote entity

The hosting SCL shall locate the MO information to be managed on the remote entity by the originalMO attribute of the
<mgmtObj> or <parameters> resource addressed by the URI provided in the targetI D primitive attribute. In the case
that the targetI D addresses an <moAttribute> or a <parameters> resource without originalMO attribute, the hosting
SCL shall locate the MO information on the remote entity through the originalMO attribute of the closest ancestor
<mgmtObj> (or <parameters>) resource of the addressed <moAttribute> or <parameters>, combining with their
relative position in the MO tree. If the MO information cannot be located, the hosting SCL shall reject the request with
the statusCode set to "STATUS_NOT_FOUND" in the ResponseConfirm primitive.

10.3.2.20  Establish a management session with the remote entity

If there is no existing management session between the hosting SCL and the remote entity to be managed, the hosting
SCL shall also trigger the remote entity to establish a management session with the hosting SCL by sending triggering
message to the address provided in the remTrigger Addr attribute of the parent resource <scl> using the determined
management protocol (e.g. "DM Noatification" [67], "ACS Connection Initiation" [49]). If the management session
cannot be established within alimited time span as per local policy, the hosting SCL shall reject the request with the
statusCode set to "STATUS_GATEWAY_TIMEOUT" in the ResponseConfirm primitive.

10.3.2.21  Send the management request(s) to the remote entity corresponding to the
received Requestindication primitive

The hosting SCL shall send the management request(s) to the remote entity in the established management session over
mid reference point in order to perform the management operation as regquested by the received Requestindication
primitive. The management request shall address the MO information on the remote entity as determined in

clause 10.3.2.18 or in the primitive specific clauses. The management request being used is specific to the underlying
management protocol according to a pre-defined mapping relationship with the Requestindication primitive as
described in table 10.3. Theinterna data structure of the MO addressed by the management request shall be determined
based on the mapping relationship as specified in annex E for the ETSI specific <mgmtObj> resource instances or
based on the generic mapping rule as specified in TS 102 690 [2], clause 8.2.3.26, for any other <mgmtObj> resource
instances. The hosting SCL shall extract the management results received from the remote entity in order to prepare a
ResponseConfirm primitive to be sent to the issuer later. Unless explicitly stated, if the management request cannot be
performed successfully, the hosting SCL shall reject the Requestindication primitive with the proper statusCode in the
ResponseConfirm primitive according to the mapping relationship with underlying management protocol as defined in
tables 10.4 and 10.5.

Table 10.3: Generic mapping relationship between request indication primitives and
underlying protocol specific management commands or methods

Requestindication primitive OMA-DM command [68] BBF-TR069 RPC method [49]
MgmtObjCreateRequestindication Add AddObject
MgmtObjRetrieveRequestindication Get GetParameterValues

GetParameterAttributes
(see note 1)

MgmtObjUpdateRequestindication Replace SetParameterValues
SetParameterAttributes
(see note 2)

MgmtObjDeleteRequestindication Delete DeleteObject

MgmtObjExecuteRequestindication Exec n/a (see note 3)

NOTE 1: Depending on the nature (value or attribute) of the MO information to be retrieved from the remote entity, the
hosting SCL may choose either or both of the two methods to perform the management operation.

NOTE 2: Depending on the nature (value or attribute) of the MO information to be updated on the remote entity, the
hosting SCL may choose either or both of the two methods to perform the management operation.

NOTE 3: Execution of BBF-TR069 RPCs shall be mapped to <mgmtCmd> primitives as described in clause 9.28.

NOTE 4: For ETSI specific <mgmtObj> resource instances, a Requestindication primitive may be mapped to one or
multiple protocol specific management commands or methods as described in annex E.
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Table 10.4: ETSI statusCode mapping relationship with OMA-DM statusCode

Status Code defined for OMA-DM commands [68]

Status Code in ResponseConfirm primitive

(200) OK

STATUS_OK

(202) Accepted for processing

STATUS_ACCEPTED

(213) Chunked item accepted

(not used)

(215) Not executed

STATUS_INTERNAL_SERVER_ERROR

(216) Atomic roll back OK

STATUS_INTERNAL_SERVER_ERROR

(217) OK with inherited ACL

STATUS_OK

(401) Unauthorized

STATUS_PERMISSION_DENIED

(403) Forbidden

STATUS_FORBIDDEN

(404) Not Found

STATUS_NOT_FOUND

(405) Command not allowed

STATUS_METHOD_NOT_ALLOWED

(406) Optional feature not supported

STATUS_BAD_REQUEST

(407) Authentication required

STATUS_PERMISSION_DENIED

(413) Request entity too large

STATUS _BAD_REQUEST

(414) URI too long

STATUS BAD_REQUEST

(415) Unsupported media type or format

STATUS_UNSUPPORTED_MEDIA_TYPE

(418) Already exists

STATUS_OK (if the existing MO is the same as the one
to be added)

STATUS_CONFLICT (if the existing MO is different
than the one to be added)

(420) Device full

STATUS_SERVICE_UNAVAILABLE

(424) Size mismatch

STATUS_INTERNAL_SERVER_ERROR

(425) Permission denied

STATUS_UNAUTHORIZED

(500) Command failed

STATUS_INTERNAL_SERVER_ERROR

(510) Data store failure

STATUS_INTERNAL_SERVER_ERROR

(516) Atomic roll back failed

STATUS_INTERNAL_SERVER_ERROR

Table 10.5: ETSI statusCode mapping relationship with BBF-TR069 statusCode

Status Code defined for BBF-TR069 methods [49]

Status Code in ResponseConfirm primitive

(9001) Request denied (no reason specified)

STATUS_FORBIDDEN

(9002) Internal error

STATUS_INTERNAL_SERVER_ERROR

(9003) Invalid arguments

STATUS _BAD_REQUEST

(9004) Resources exceeded

STATUS_SERVICE_UNAVAILABLE

(9005) Invalid parameter name

STATUS_BAD_REQUEST

(9006) Invalid parameter type (associated with
SetParameterValues)

STATUS_BAD_REQUEST

(9007) Invalid parameter value (associated with
SetParameterValues)

STATUS_BAD_REQUEST

(9008) Attempt to set a non-writable parameter
(associated with SetParameterValues)

STATUS_BAD_REQUEST

(9009) Notification request rejected (associated with
SetParameterAttributes method)

STATUS_FORBIDDEN

10.3.2.22

Identify the managed remote entity and the management protocol
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After the hosting SCL (i.e. NSCL ) establishes a management session with the remote entity, it shall enter into this step
to convert the received mgmtCmd-related primitives to corresponding BBF-TR069 [49] RPC and shall send the
converted RPC to the remote entity via the established management session. Management command conversion and
execution shall be required for the following primitives:

. mgmtCmdExecute: Each of following BBF-TR069 [49] RPCs (FactoryReset, Reboot, Upload, Download,
ScheduleDownload, Schedulelnform, and ChangeDU State [49]) has a corresponding <mgmtCmd> resource.
The hosting SCL shall convert the received mgmtCmdExecute primitive into corresponding BBF-TR069 [49]
RPC and creates alocal <execlnstance> resource for the converted RPC. The hosting SCL shall assign and
maintain a CommandK ey for each converted RPC and corresponding < execl nstance>.
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mgmtCmdDelete: BBF-TR069 [49] only defines three cancellable commands (Upload, Download, and
ScheduleDownload). As aresult, only the "cmdType" attribute of the <mgmtCmd> resource as requested to be
delete represents Upload, Download, or ScheduleDownload, this step shall be required for the hosting SCL to
cancel the corresponding command at the remote entity by converting the received mgmtCmdDel ete primitive
to BBF-TR069 Cancel Transfer RPC. If such a <mgmtCmd> resource to be deleted has multiple unfinished
<execlnstance>, multiple Cancel Transfer RPC will be generated and each Cancel Transfer RPC corresponds to
a single cancellable <execl nstance> resource. According to BBF-TR069 [49], the CommandK ey which the
hosting SCL maintains for each <execlnstance> resource shall be contained in the Cancel Transfer to instruct
the remote entity which command is to be cancelled.

execl nstanceDelete: This primitive requests to delete an <execlnstance> resource. If the <execlnstance>
represents one of the three cancellable RPCs as defined in BBF-TR069 [49] and is not complete, the hosting
SCL shall generate a Cancel Transfer RPC in order to delete the unfinished RPC on the remote entity as
represented by the <execlnstance> resource.

execl nstanceExecute: This primitive requests to explicitly cancel an unfinished RPC on the remote entity.
This primitive isonly valid for <execlnstance>, which corresponds to BBF-TR069 [49] Upload, Download, or
ScheduleDownload RPC.

The status of each <execlnstance> shall be the following (i.e. the value of "execStatus" attribute of an <execlnstance>
resource). The transition diagram isillustrated in figure 10.1:

Initiated: It means the <execlnstance> isjust initiated on the remote entity by the hosting SCL, but it is not
started yet. It shall enter to this state after the hosting SCL receives mgmtCmdExecute primitive from an M2M
Network Application and processes this primitive successfully. This state may moveto " Started”, " Cancelling"
or end:

- "Initiated" -> "Started": It happens when the remote entity starts an previoudly initiated command:

L] If there is no delay specified in the command sent to the remote entity, "Initiated" shall transfer to
"Started” immediately.

" If thereis a delay specified in the command sent to the remote entity, "Initiated” shall transfer to
"Started" after such an amount of delay. Thereis such adelay parameter in three BBF-TR069
commands: Download, Upload, and ScheduleDownload.

- "Initiated"->"Cancelling": It happens when the hosting SCL issues BBF-TR069 Cancel Transfer RPC to
the remote entity, triggered by receiving mgmtCmdDel ete, execlnstanceDelete, or execl nstanceExecute
primitive from an M2M Network Application.

- "Initiated" -> End: It happened when the <execlnstance> resource is removed due to reasons.

" The expirationTime of the resource <execlnstance> or the expirationTime of its parent resource is
passed.

" The hosting SCL receives mgmtCmdDel ete or execl nstanceDel ete primitive from an M2M
Network Application and <execlnstance> represents a non-cancellable BBF-TR069 [49] RPC.

Started: It means the <execlnstance> is started at the remote entity. This state may move to "Finished”,
"Cancelling”, or End:

- "Started" ->"Finished": The corresponding RPC of an <execlnstance> resource completes on the remote
entity and the hosting SCL receives a response from the remote entity.

- "Started" ->"Cancelling": It happens when the hosting SCL issues BBF-TR069 Cancel Transfer RPC to
the remote entity, triggered by receiving mgmtCmdDel ete, execlnstanceDelete, or execl nstanceExecute
primitive from an M2M Network Application:

L] According to BBF-TR069 [49], atransfer command (Upload, Download, or ScheduleDownload)
after it is started, can be cancelled. But in some cases, it may not be allowed to cancel, for example,
an uninterruptible active transfer.
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"Started"->End: after the command is started, the corresponding <execl nstance> resource shall be
deleted due to reasons such as:

" the expirationTime of the resource <execlnstance> or the expirationTime of its parent resourceis
passed; or

L] the hosting SCL receives mgmtCmdDel ete or execlnstanceDel ete primitive from an M2M Network
Application and <execlnstance> represents a non-cancellable BBF-TR069 [49] RPC.

Cancelling: It entersto this state from "Initiated" or " Started" when the hosting SCL receives

mgmtCmdDel ete, execl nstanceDel ete, or execlnstanceExecute primitive and accordingly conducts command
cancellation by issuing BBF-TR069 Cancel Transfer to the remote entity if the <execlnstance> resource
represents a cancellable resource. After the cancellation is complete, the <execl nstance> resource shall be
deleted no matter the cancellation is successful or not.

Finished: It means that the BBF-TR069 [49] RPC corresponding to an <execlnstance> is finished at the remote
entity. This state can go to end because the corresponding <execl nstance> resource is deleted due to:

the expirationTime of the resource <execlnstance> or the expirationTime of its parent resource is passed;
or

the hosting SCL receives mgmtCmdDel ete or execlnstanceDel ete primitive from an M2M Network
Application.

Command Execution Request
Command Cancellation

Initiated
L—J’ Resource Expiration

or Delete Primitive

Command
Execution
Started
Resource Expiration
v Command Cancellation v or Delete Primitive

Cancelling le Started

Command
Execution
Finished

Finished

Resource Expiration
or Delete Primitive

Command Cancellation Complete

Figure 10.1: State Transition Diagram of a Management Command Represented

by an <execlnstance> Resource

SCL retargeting to an application

The SCL shall check if the following conditions apply:

the target| D does not identify aresource that is stored in the local SCL; and
the targetI D in the received request is hierarchically subordinate to the <application> resource; and

the target| D does not correspond to an attribute in the <application> resource according to the rules defined in

[partial addressing].
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If these conditions apply then the SCL shall try to retarget the request to the application by executing the following
stepsin order:

1)

2)

3)

4)

5)
6)

7)

8)

9)
10)

11)

The hosting SCL shall check if the <application> resource in the target|D contains an aPoc attribute with a
non-empty value. If not, then the request isrejected witha STATUS _NOT_FOUND.

The hosting SCL shall check if the <application> resource in the targetlD contains an aPoCPaths attribute. If
not then the hosting SCL reject the request witha STATUS _NOT_FOUND.

The hosting SCL shall sort the aPoCPath elements, in the aPoCPaths attribute, by decreasing length of their
path element and use this ordered list in the next step.

For each aPocPath element in the list derived in Step 3, the hosting SCL shall check if the aPocPath matches
the target| D. The matching algorithm shall depend on the value of the aPocHandling attribute in the <sclBase>
resource of the hosting SCL:

a) If theaPocHandling attribute has the value "DEEP", then the aPocPath shall be considered a match if the
concatenation of the resource URI of the <application> resource and the path in the aPocPath element
isaprefix of the received targetl D primitive attribute.

b) If theaPocHandling attribute has the value SHALLOW or if the sclBase resource does not have an
aPocHandling attribute, then the aPocPath shall be considered a match in the following cases:

i)  incasethe path element does not end in aslash ("/*); if the concatenation of the resource URI of
the <application> resource and the path in the aPocPath element is an exactly match for the
received targetlD primitive attribute; or

i)  in casethe path element does end in a slash; if the concatenation of the resource URI of the
<application> resource and the path in the aPocPath element is a prefix match of received targetID
primitive attribute and there is at most one URI path element in the targetI D after the matched part.

¢) If thereisamatch then the hosting SCL shall check if the aPocPath element, whose path element
matched, has a accessRight|D element:

i)  If it doesnot have an accessRightl D, then continue from Step 6.

i)  If it does have an accessRightl D then the hosting SCL shall apply the common procedure " Check
authorization of the requestingEntity based on the accessRightID". However, in this case the
accessRightID in question shall be the accessRightID from the matching aPocPath element. If
access is granted then continue from Step 7.

If there was no match in Step 4, then the request shall be rejected witha STATUS _NOT_FOUND.

Apply Application AR: "check authorization of the requestingEntity based on the accessRightID", where the
accessRightlD is the accessRightI D of the <application> resource.

Request authorized: The hosting SCL shall retarget the request, i.e. in the targetI D it shall substitute the
resource URI of the registered application path prefix (as registered by the application to its SCL

e.g. /http://gsc1SCL V/applications/dev_app 1/ ) with the URI specified in the aPoC attribute of the
<application> resource. Then the hosting SCL shall route the request based on the resulting URI. On the dlia,
the routing may be based on internal local area network address schemes. On the mia, the resulting address
shall be routed according to normal URI resolving rules (e.g. applying DNS lookup, €tc.).

The hosting SCL shall forward the request to the address determined in the previous step, using the retargeted
URI asthe requestURI, using the same REST method as received on the incoming request and using the same

payload.
The hosting SCL shall wait for the REST result from retargeted request.

The hosting SCL shall map the REST response to a response confirm primitive. Any payload in the REST
response shall be carried as a payload in the ResponseConfirm.

The hosting SCL shall forward the ResponseConfirm primitive to the issuer of the primitive request.
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10.3.2.24  Detect duplicated requests

During membersContent manipulation, the member hosting SCL receiving a requesti ndication send from the group
hosting SCL shall check if the requestindication contains a requestidentifier primitive attribute and take appropriate
actions according to the check result:

a) If the requestindecation contains a requestidentifier, the member hosting SCL shall compare the
requestli dentifier to the request identifierslocally stored. If amatch is found, the member hosting SCL shall
reject the request with the statusCode set to "STATUS_CONFLICT" in the ResponseConfirm primitive.

b)  Otherwise, the member hosting SCL shall continue with the operations according to the requestindication. And
shall locally store the request identifier as per itslocal policy(e.g. expiration time or max number of entries).

10.3.2.25  NSCL information Recording
If the hosting SCL isNSCL, it shall perform information recording triggered by a request during resource manipulation.

When areguest is received by the hosting SCL (i.e. NSCL) over the mld or mlareference point, the hosting SCL shall
check the existence of the addressed resource, check the syntax of received message, and if successful it shall mark the
action of receiving areguest asan M2M event identified by a sequence number.

The hosting SCL shall take arecord of information elements from the request. The information elements from request
shall include the following information. The sequence number is an 8-bit running number starting from 0. M2M
subscription identifier is derived from local inquiry based on the issuer. M2M-Event-Tag is decided by the
primitiveType from the request. For example, M2M-Event-Tag should be Control Related Proceduresiif the
primitiveType is APPLICATION_CREATE_REQUEST. Time stamp of the request is the time when the hosting SCL
receiving the request and it can be put in the end of the M2M event and considered as the ending mark for the
information elements.

The information elements from request may also include the following information. Issuer is the prefix of
ReqguestingEntity in the request which indicates the DSCL 1D or GSCL ID, if DA or GA initiaizing the request.
Otherwisg, if the NA or SCL initializing the request, Issuer shall be RequestingEntity itself. Receiver in this case isthe
NSCL ID. TargetID and PrimitiveType is directly from the request. Protocol Type is the protocol type(i.e. HTTP or
COAP) used by the request. Request Header size and Request Body size are calculated from the request in Bytes.
Access network identifier is derived from local inquiry based on the access network used by request.

When the hosting SCL generated a response for this request, it shall take arecord of the information elements from the
response. The information elements may include the following information. Response Headers Size, Response Body
Sizeiscalculated from the response in Bytes. Response code is status code from the response. Group Name is the prefix
of the targetld in the request which indicates a group resource URI. Subgroup Name is the targetld of the received
request originally from afanning operation initiated by the M2M NSCL. MaxNrOfMembers and CurrentNrOfMembers
are directly obtained from the resource representation in the group create/update request if exist.

Additional Information is vendor specific information element decided by local policy of M2M SP. It may include the
information elements from the request/response and the NSCL local policy information.

If the hosting SCL isNSCL, it shall perform information recording triggered by timer if Timer-based trigger exists. The
hosting SCL shall configure Overall size threshold, container resource URI and expiration time for the timer-based
trigger. The timer shall start if the memory size of the addressed container resource is larger than the given Overall size
threshold.

The hosting SCL shall take arecord of information elements when the timer expires. The information elements from the
container resource shall include the following information. The sequence number is an 8-bit running number starting
from 0. M2M subscription identifier is derived from local inquiry based on the issuer. M2M-Event-Tag is Data Related
Procedures. Time stamp is the time when the timer expires and it can be put in the end of the M2M event and
considered as the ending mark for the information elements derived from the request.

Theinformation elements from request may also include the following information. Occupancy isthe overall size of the
container resource in Bytes at the moment of timer expires.

Additional Information is vendor specific information element decided by local policy of M2M SP. It may include the
information elements about the average memory size, the largest memory size, etc of the addressed container resource.

ETSI



104 ETSI TS 102 921 V2.1.1 (2013-12)

10.3.3 Receiver SCL actions

10.3.3.1 Re-targeting

If the targetl D in the request does not start with the sclBase URI of the receiver, the receiver SCL shall forward the
request or shall serve the request locally (see below).

If the targetl D in the request starts with the scIBase URI of the receiver, then the receiver SCL shall handle the request
locally.

Acting as an issuer the SCL shall perform the following procedures:
1) "Send aRequestindication to the receiver SCL".
2) "wait for ResponseConfirm primitive".
When the ResponseConfirm is received the receiver SCL shall:
1) primitive specific procedure: Forward the ResponseConfirm to the original issuer SCL.

The receiver SCL may serve a RETRIEVE request locally. If the addressed resource in the targetI D isaresource that is
cached in the receiver SCL, the receiver SCL may handle the RETRIEVE request indication locally, without forwarding
the request to the hosting SCL.

DELETE, UPDATE, EXEC and CREATE reguests shall be forwarded, however, in these cases the receiver SCL may
perform some checks normally performed in the hosting SCL, if it has the information to perform these checks, such
checks may lead to rejecting the request with a unsuccessful ResponseConfirm without forwarding the request.

For exampl e the receiver SCL may:
e Check the syntax of received message.
. Check validity of resource representation.
. Check authorization of requestingEntity based on accessRightID.
. Check authorization of requestingEntity based on selfPermission.

The latter two actions require the receiving SCL to have a partia (accessRightID / selfPermissions) or full cached and
up-to-date copy of the addressed resource locally available.

10.3.3.2 NSCL information Recording
If the receiver SCL isNSCL, it shall perform information recording triggered by a request before retargeting.

When areguest is received by the NSCL over the mld or mlareference point, NSCL shall mark the action of initializing
arequest asan M2M event identified by a sequence number.

The hosting SCL shall take arecord of information elements from the request. The information elements from request
shall include the following information. The sequence number is an 8-bit running number starting from 0. M2M
subscription identifier is derived from local inquiry based on the issuer. M2M-Event-Tag is decided by the
primitiveType from the request. For example, M2M-Event-Tag should be Control Related Procedures if the
primitiveTypeis APPLICATION_CREATE_REQUEST. Time stamp of the request is the time when NSCL receiving
the request and it can be put in the end of the M2M event and considered as the ending mark for the information
elements.

The information elements from request may also include the following information. Issuer isthe prefix of
RequestingEntity in the request which indicates the DSCL ID or GSCL ID, if DA or GA initializing the request.
Otherwise, if the NA or SCL initializing the request, Issuer shall be RequestingEntity itself. Receiver is the prefix of
targetld in the request which indicates the DSCL ID or GSCL ID, if DA or GA isthereceiver. Otherwise, if the NA or
SCL isthe receiver, Receiver shall be targetld itself. TargetlD and PrimitiveType is directly from the request. Protocol
Typeisthe protocol type(i.e. HTTP or COAP) used by the request. Request Header size and Request Body size are
calculated from the request in Bytes. Access network identifier is derived from local inquiry based on the access
network used by request.
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When NSCL obtained aresponse for this request, it shall take a record of the information elements from the response.
The information elements may include the following information. Response Headers Size, Response Body Sizeis
calculated from the response in Bytes. Response code is status code from the response. MaxNrOfMembers and

CurrentNrOfMembers are directly obtained from the resource representation in the group create/update request if exist.

Additional Information is vendor specific information element decided by local policy of M2M SP. It may include the
information elements from the request/response and the NSCL local policy information.

10.4

104.1

<sclBase> resource

The sclBase resource shall contain the following sub-resources and attributes.

Table 10.6: Attributes and resource for the sclBase

<sclBase> resource and management procedures

AttributeName Presencein | Presencein |Presencein Description
createReq updateReq response

sclsReference N/A NP M# Reference to sub-resource "scls" in
table 11.37

applicationsReference N/A NP M# Reference to sub-resource "applications" in
table 11.37

containersReference N/A NP M# Reference to sub-resource "containers" in
table 11.37

groupsReference N/A NP M# Reference to sub-resource "groups” in
table 11.37

accessRightsReference N/A NP M# Reference to sub-resource "accessRights" in
table 11.37

subscriptionsReference N/A NP M# Reference to sub-resource "subscriptions" in
table 11.37

discoveryReference N/A NP M# Reference to "discovery" resource in
table 11.37

accessRightID N/A @) 0] See table 11.36

searchStrings N/A ®) M See table 11.36

creationTime N/A NP M See table 11.36

lastModifiedTime N/A NP M See table 11.36

aPocHandling N/A ®) 0] See table 11.36

10.4.2

The <sclBase> resource shall not be created viathe API.

sclBaseCreate

Instead the <sclBase> resource is created by out-of-band means (e.g. a service provider may have administrative

commands to create an sclBase resource or the sclBase is created when the device or gateway isfirst started). When the
sclBase is created, all its child resources (scls, applications, containers, groups, accessRights, subscriptions, discovery)

shall be created as well and their references shall be set in the <sclBase> resource.

If the NSCL wants to be discoverable using searchStrings in the G/DSCL that are registered to the NSCL, then the
NSCL shall include a searchStrings attribute in the sclBase resource.

The searchStrings attribute as specified in the D/GSCL's sclBase resource is never used for discovery purposes. If the
D/GSCL wants to be discoverable using searchStrings in the NSCL, then the D/GSCL shall provide a searchStrings
attribute in the scl CreateRequestindication, i.e. at SCL registration.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
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10.4.3 sclBaseRetrieve

10.4.3.1 sclBaseRetrieveRequestindication

This primitive is used to retrieve an <sclBase> Resource. The SCL primitive shall comply with the tables 10.7 and
10.8.

Table 10.7: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mim
(Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.8: Primitive sclBaseRetrieveRequestindication

SCL Primitive: sclBaseRetrieveRequestindication
Primitive attribute Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the primitive
targetID M Indicates the sclBase resource to be retrieved
primitiveType M SCLBASE_RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource

representation

The issuer shall execute the following stepsin order:
1) "Compose Requestlndication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  Primitive specific operation: If the <sclBase> resource resides on the GSCL or DSCL and the requesting entity
represents the NSCL with which the hosting SCL is registered, then the request shall be allowed, i.e. Step 4
shall be skipped and the sequence continues with Step 5.

4)  "Check authorization of the requestingEntity based on accessRightID".
5)  "Check the syntax of received message”.

6) "Read the addressed resource”.

7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
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sclBaseRetrieveResponseConfirm (successful case)

Confirmstheretrieval of an sclBase Resource. The SCL primitive shall comply with table 10.9.

Table 10.9: sclBaseRetrieveResponseConfirm, successful case

SCL primitive: scIBaseRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M Indicates the type of primitive:
SCLBASE_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
sclBase M The sclBase resource representation as
indicated in clause 10.4.1
10.4.3.3 sclBaseRetrieveResponseConfirm (unsuccessful case)

Thisresponseistriggered by an error in the sclBaseRetrieveRequest! ndication procedure. The SCL primitive shall

comply with table 10.10.

Table 10.10: sclBaseRetrieveResponseConfirm, unsuccessful case

SCL primitive: sclBaseRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M SCLBASE_RETRIEVE_RESPONSE
errorinfo M Provides error information
10.4.4 sclBaseUpdate

10.4.4.1 sclBaseUpdateRequestindication
This clause describes the full update of an sclBase resource.
The SCL primitive shall comply with tables 10.11 and 10.12.

Table 10.11: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.12: Primitive sclIBaseUpdateRequestindication

SCL Primitive: scIBaseUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the primitive
targetID M Indicates the sclBase resource to be updated
primitiveType M SCLBASE_UPDATE_REQUEST

Resource Mandatory/Optional Description
sclBase M The sclBase resource representation as indicated in
clause 10.4.1

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive:

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) Primitive specific operation: If the <sclBase> resource resides on the GSCL or DSCL and the requesting entity
represents the NSCL with which the hosting SCL is registered, then the request shall be allowed, i.e. Step 4
shall be skipped and the sequence continues with Step 5.

4)  "Check authorization of the requestingEntity based on accessRightID".

5)  "Check the syntax of received message”.

6) "Check validity of the resource representation for UPDATE".

7)  "Update the addressed resource”. Primitive specific operations: if the requestingEntity is not the NSCL with
which the hosting SCL is registered, then the aPocHandling attribute shall not be modified by this operation.

8) "Create a successful response Confirm".

9) "Send response Confirm primitive".

10.4.4.2

sclBaseUpdateResponseConfirm (successful case)

Confirms the update of an sclBase Resource. The SCL primitive shall comply with table 10.13.

Table 10.13: sclBaseUpdateResponseConfirm, successful case

SCL primitive: scIBaseUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SCLBASE_UDPATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
sclBase (0] The sclBase resource representation as indicated in clause 10.4.1.
This shall present if any of the attributes provided in the resource
representation in the sclBaseUpdateRequestindication was modified
by the hosting SCL
10.4.4.3 sclBaseUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the sclBaseRetrieveRequestindication. The SCL primitive shall comply with table 10.14.

Table 10.14: scIBaseUpdateResponseConfirm, unsuccessful case

SCL primitive: scIBaseUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M SCLBASE_UPDATE_RESPONSE
errorinfo M Provides error information
10.4.5 sclBaseDelete

The <sclBase> resource shall not be deleted viathe API.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2) "Send ResponseConfirm primitive".
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Instead the sclBase may be deleted via some out-of-band means. When the sclBase is deleted, all its descendant
resources shall be deleted as well, and the actions as described in 'del ete addressed resource' are applied for each of
these resources. However, the hosting SCL may opti mize performance by skipping any actions that have only local
effects (for example, if aresourceis deleted which is being subscribed by another resource in the same sclBase and by a
resource in aremote SclBase, anotify only hasto be sent to the remote resource).

10.5 scls resource and management procedures

10.5.1 scls resource

The scls resource shall contain the following sub-resources and attributes.

Table 10.15: Attributes and primitive for scls

AttributeName Presence in Presence in Presence in Description
createReq updateReq response
sclCollection N/A NP M References to sub-resources "<scl> in
table 11.37
subscriptionsReference N/A NP M# Reference to sub-resource

subscriptions in table 11.37

mgmtObjReference N/A NP 0o Reference to sub-resource mgmtObjs in
table 11.37

accessRightID N/A o] o] See table 11.36

creationTime N/A NP M See table 11.36

lastModifiedTime N/A NP M See table 11.36

10.5.2 sclsCreate

The scls collection resource shall not be created directly viathe API. It is created whenever the parent sclBase resource
is created. The attributes are set to their default values as specified in table 10.15. The accessRightID isinitialized to
same val ue as the accessRightI D in the parent.

Note that since the sclBase parent is not created explicitly viathe API, the creator of the sclBase may also initialize the
scls resource with an accessRightl D, e.g. according to internal configuration.

Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.5.3 sclsRetrieve

10.5.3.1 sclsRetrieveRequestindication

This primitive is used to retrieve an scls collection Resource. The SCL primitive shall comply with tables 10.16 and
10.17.

Table 10.16: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and
2 of TS 102 690 [2],
clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.17: sclsRetrieveRequestindication

SCL primitive: sclsRetrieveRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the primitive
targetID M Indicates the scls collection resource to be retrieved
primitiveType M SCLS_RETRIEVE_REQUEST
noRefs (0] Indicates no child references presence in the resource
representation
shortUri (0] Indicates the presence of a relative URI instead of absolute
URI in the collection resource representation

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send Requestindication primitive to the Receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Retargeting" Thereceiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5)  "Create acollection resource representation”.

6) "Create a successful ResponseConfirm" with the created collection resource representation.

7)  "Send response Confirm primitive".

10.5.3.2

sclsRetrieveResponseConfirm (successful case)

Confirms the retrieval of an sclBase Resource. The SCL primitive shall comply with table 10.18.

Table 10.18: sclsRetrieveResponseConfirm, successful case

SCL primitive: sclsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SCLS_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
scls M The scls resource representation as indicated in clause 10.5.1
10.5.3.3 sclsRetrieveResponseConfirm (unsuccessful case)

This response is triggered by the sclsRetrieveRequestlndication. The SCL primitive shall comply with table 10.19.

Table 10.19: sclsRetrieveResponseConfirm, unsuccessful case

SCL primitive: sclsRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SCLS_RETRIEVE_RESPONSE

errorinfo

M

Provides error information
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10.5.4 sclsUpdate

10.54.1 sclsUpdateRequestindication

It updates the provided attributes of an existing collection resource in a Service Capability Layer. This primitive
describes the full update. In addition to a full update, it is also possible to update a single attribute or part of an attribute.

See clause 10.39.5 for details.
The SCL primitive shall comply with tables 10.20 and 10.21.

Table 10.20: Applicability of primitive

SCL Primitive: sclsUpdateRequestindication

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.21: sclsUpdateRequestindication

SCL Primitive: sclsUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the primitive
targetID M Link to the scls collection resource to be updated
primitiveType M Indicates the SCLS_UPDATE_REQUEST
Resource Mandatory/Optional Description
scls M An scls resource representation as defined in clause 10.5.1 that
replaces the current representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send Requestindication primitive to the Receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Validate resource representation for update”.

6) "Update the addressed resource”.

7) "Create successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

Note that since the resource representation only contains one Read-Write attribute (accessRightl D), this shall be the
only attribute that can be updated using this procedure.

10.5.4.2 sclsUpdateResponseConfirm (successful case)

Successful response on updating of an existing Collection resource in a Service Capability Layer.
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Table 10.22: sclsUpdateResponseConfirm, successful case

SCL Primitive: sclsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M Indicates the SCLS_UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
Scls (0] An scls resource full representation as defined in clause 10.5.1.
This shall be present if the hosting SCL modified any of the
attributes provided by the Issuer

10.5.4.3 sclsUpdateResponseConfirm (unsuccessful case)

Unsuccessful response after an attempt to update an Collection resource in a Service Capability Layer.

Table 10.23: sclsUpdateResponseConfirm, unsuccessful case

SCL Primitive: sclsUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SCSLS_UPDATE_RESPONSE
errorinfo M Provides error information

10.5.5 sclsDelete
The scl collection resource shall not be deleted viathe API.
The receiver shall:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.5a sclAnncs resource and management procedures

10.5a.1 sclAnncs resource

The scl Anncs resource shall contain the following sub-resources and attributes. This shall be used for the inter-domain
announce operations over mim (only for Procedure 2 as described in TS 102 690 [2], clause 6.5).

Table 10.23a: Resource description

AttributeName Presence in Presence in Presence in Description
createReq updateReq response
sclAnncCollection N/A NP M References to sub-resources
<sclAnnc> in table 11.37
subscriptionsReference N/A NP M# Reference to sub-resource

subscriptions in table 11.37

accessRightID N/A 0 0 See table 11.36
creationTime N/A NP M See table 11.36
lastModifiedTime N/A NP M See table 11.36

10.5a.2 sclAnncsCreate
The sclAnncs collection resource shall not be created directly viathe API. It is created whenever the parent <nscl>

resource is created. The attributes are set to their default values as specified in table 10.23a. The accessRightID is
initialized to same value as the accessRightID in the parent.
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Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.5a.3 sclAnncsRetrieve

10.5a.3.1  sclAnncsRetrieveRequestindication

This primitive is used to retrieve a sclAnncs collection Resource. The SCL primitive shall comply with tables 10.23b
and 10.23c.

Table 10.23b: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid mIm (Procedure 2
of TS 102 690,
clause 6.5 [2])

Issuer Application Application SCL SCL

Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.23c: sclAnncsRetrieveRequestindication

SCL primitive: sclAnncsRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the primitive
targetID M Indicates the sclAnncs collection resource to be retrieved
primitiveType M SCLANNCS_RETRIEVE_REQUEST
noRefs (0] Child references presence in the resource representation
shortUri (0] Indicates the presence of a relative URI instead of absolute
URI in the collection resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send Requestindication primitive to the Receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Retargeting" Thereceiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5)  "Create acollection resource representation”.

6) "Create asuccessful ResponseConfirm" with the created collection resource representation.

7)  "Send response Confirm primitive".
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sclAnncsRetrieveResponseConfirm (successful case)

Confirmstheretrieval of a sclAnncs Resource. The SCL primitive shall comply with table 10.23d.

Table 10.23d: sclAnncsRetrieveResponseConfirm, successful case

SCL primitive: sclAnncsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNCS RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
sclAnncs M The sclAnncs resource representation as indicated in clause 10.5a.1
10.5a.3.3  sclAnncsRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the scl AnncsRetrieveRequestindication. The SCL primitive shall comply with

table 10.23e.

Table 10.23e: sclAnncsRetrieveResponseConfirm, unsuccessful case

SCL primitive: sclAnncsRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SCLANNCS_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.5a.4 sclAnncsUpdate

10.5a.4.1

sclAnncsUpdateRequestindication

It updates the provided attributes of an existing collection resource in a Service Capability Layer. This primitive
describes the full update. In addition to a full update, it is also possible to update a single attribute or part of an attribute.

See clause 10.39.5 for details.

The SCL primitive shall comply with tables 10.23f and 10.23g.

Table 10.23f: Applicability of primitive

SCL Primitive: sclAnncsUpdateRequestindication
Applicable interfaces mla dla mlid mIm (Procedure 2
of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL N/A
Receiver Local SCL Local SCL Hosting SCL N/A

Table 10.23g: sclAnncsUpdateRequestindication

SCL Primitive: sclAnncsUpdateRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M Application or SCL originally requesting the primitive
targetID M Link to the sclAnncs collection resource to be updated
primitiveType M Indicates the SCLANNCS _UPDATE_REQUEST
Resource Mandatory/Optional Description
sclAnncs M An sclAnncs resource representation as defined in clause 10.5a.1

that replaces the current representation

Theissuer shall execute the following stepsin order:

1)

"Compose RequestIndication primitive".
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2)  "Send Requestindication primitive to the Receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Validate resource representation for update”.

6) "Update the addressed resource”.

7)  "Create successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
Note that since the resource representation only contains one Read-Write attribute (accessRightl D), this shall be the
only attribute that can be updated using this procedure.
10.5a.4.2

Successful response on updating of an existing Collection resource in a Service Capability Layer.

sclAnncsUpdateResponseConfirm (successful case)

Table 10.23h: sclAnncsUpdateResponseConfirm, successful case

SCL Primitive: sclAnncsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNCS UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
sclAnncs 0] An sclAnncs resource representation as defined in clause 10.5a.1.
This shall be present if the hosting SCL modified any of the
attributes provided by the Issuer
10.5a.4.3  sclAnncsUpdateResponseConfirm (unsuccessful case)

Unsuccessful response after an attempt to update an Collection resource in a Service Capability Layer.

Table 10.23i: sclAnncsUpdateResponseConfirm, unsuccessful case

SCL Primitive: sclAnncsUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SCLANNCS_UPDATE_RESPONSE

errorinfo

M

Provides error information

10.5a.5 sclAnncsDelete

The scl Anncs collection resource shall not be deleted viathe API.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
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<scl> resource and management procedures

The structure of the <scl> resource depends on whether the resource is hosted by an NSCL or a D/GSCL.

When hosted in an NSCL the <scl> resource shall contain the following sub-resources and attributes.

Table 10.24: Resource description for <scl> (NSCL)

AttributeNames Presence in | Presencein | Presence Description
createReq | updateReq in
response

containersReference NP NP M# Reference to sub-resource containers in
table 11.37

groupsReference NP NP M# Reference to sub-resource groups in
table 11.37

applicationsReference NP NP M# Reference to sub-resource application in
table 11.37

accessRightsReference NP NP M# Reference to sub-resource accessRights
in table 11.37

subscriptionsReference NP NP M# Reference to sub-resource subscriptions in
table 11.37

mgmtObjsReference NP NP M# Reference to sub-resource mgmtObjs in
table 11.37

notificationChannelsReferenc NP NP M# Reference to sub-resource

e notificationChannels in table 11.37

communicationChannelsRefer NP NP M# Reference to sub-resource

ence communicationChannels in table 11.37

m2mPocsReference NP NP M# Reference to sub-resource m2mPocs in
table 11.37

attachedDevicesReference NP NP M# Reference to sub-resource
attachedDevices in table 11.37

sclAnncsReference NP NP M# Reference to sub-resource sclAnncs in
table 11.37. It shall be used for the inter-
domain Announce operations over mim
(only for Procedure 2 as described in
clause 6.5 of TS 102 690 [2]).

sclid M NP M The SCL-ID of the issuer SCL. A globally
unique id shall be provided by the issuer in
the CREATE request.

Pocs (0] (0] M See table 11.36

remTriggerAddr o o o See table 11.36

onlineStatus NP NP M See table 11.36

serverCapability NP NP M See table 11.36

link M NP M See table 11.36. The issuer shall provide a
unique link URI. It shall be unigue in the
sense that there no other SCL that either
uses the same URI or uses a URI that is a
prefix of this URI.

schedule 6] 0] 0] See table 11.36

expirationTime 0] 0] M See table 11.36

accessRightID 0] 0] 0] See table 11.36

searchStrings (0] (0] M See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

locTargetDevice 0] 0] 0] See table 11.36

mgmtProtocolType M M M See table 11.36

integrityValResults o 6] 6] See table 11.36

aPocHandling NP NP 0] See table 11.36

sclType M NP M See table 11.36

announceTo 0] 0] M* See table 11.36

publicDomain NP NP M See table 11.36
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When hosted by a D- or GSCL, the <scl> resource shall contain the following sub-resources and attributes.

Table 10.24a: Resource description for <scl> (D/GSCL)

AttributeNames Presence in | Presencein | Presence Description
createReq | updateReq in
response

containersReference N/A N/A M# Reference to sub-resource containers in
table 11.37.

groupsReference N/A N/A M# Reference to sub-resource groups in
table 11.37.

applicationsReference N/A N/A M# Reference to sub-resource application in
table 11.37.

accessRightsReference N/A N/A M# Reference to sub-resource accessRights
in table 11.37.

subscriptionsReference N/A N/A M# Reference to sub-resource subscriptions in
table 11.37.

mgmtObjsReference N/A N/A NP Reference to sub-resource mgmtObjs in
table 11.37.

notificationChannelsReferenc N/A N/A M# Reference to sub-resource

e notificationChannels in table 11.37.

m2mPocsReference N/A N/A NP Reference to sub-resource m2mPocs in
table 11.37.

attachedDevicesReference N/A N/A NP Reference to sub-resource
attachedDevices in table 11.37.

sclid N/A N/A M The value shall be the uri-encoded value
of the scIBase URI of the NSCL with which
this D/GSCL registered.

pocs N/A N/A M See table 11.36. The attribute value shall
contain the empty collection.

remTriggerAddr N/A N/A NP See table 11.36.

onlineStatus N/A N/A M See table 11.36. The attribute value shall
be ONLINE.

serverCapability N/A N/A M See table 11.36 The attribute value shall
be TRUE.

link N/A N/A M See table 11.36. The value shall be the
sclBase URI of the NSCL with which this
G/DSCL registered.

schedule N/A N/A NP See table 11.36.

expirationTime N/A N/A M See table 11.36. This value should be the
same as the expiration time of the
registration resource

accessRightID N/A N/A (0] See table 11.36. This value should be the
same value as the accessRightID of the
sclBase resource with which the D/GSCL
registered.

searchStrings N/A N/A M See table 11.36. This value should be the
same value as the searchString of the
sclBase resource with which the D/GSCL
registered.

creationTime N/A N/A M See table 11.36.

lastModifiedTime N/A N/A M See table 11.36.

locTargetDevice N/A N/A NP See table 11.36.

mgmtProtocolType N/A N/A NP See table 11.36.

integrityValResults N/A N/A NP See table 11.36.

aPocHandling N/A N/A NP See table 11.36.

sclType M NP M See table 11.36.

announceTo 0] 0] M* See table 11.36.
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sclCreate

sclCreateRequestindication

This procedureis used for creating an SCL resource of the Issuer-SCL at the Hosting-SCL. The primitive shall comply
with the following table. The Hosting SCL shall use default values for optional parameters that are not specified.

If the receiver supportsintegrity validation, the receiver shall have retrieved the security attributes of the Issuer from the
MA'S during the authentication procedure. The security attributes of the Issuer include I'Va Capability and an IVal Key.

Table 10.25: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 2 of
TS 102 690 [2],
clause 6.5)
Issuer N/A N/A SCL (D/GSCL) SCL
Receiver N/A N/A Hosting SCL (NSCL)  |SCL

Table 10.26: sclCreateRequestindication

SCL Primitive: sclCreateRequestindication

Primitive Attribute | Mandatory/Optional Description
requestingEntity M SCL originally requesting the primitive
targetiD M The URI of the target entity where the SCL resource shall be
created
This request shall address <sclBase>/scls/ of the target SCL
primitiveType M SCL_CREATE_REQUEST
Resource Mandatory/Optional Description
scl M The scl resource to be created under <sclBase>/scls/ in the
Hosting SCL

Theissuer shall execute the following stepsin order. The issuer SCL shall have successfully established secure
communication as defined in clause 8 with the receiver prior to the following operations:

1) "Compose Requestlndication primitive": Primitive specific operation:

a)

b)
0)

d)

In the Requestindication, the issuer shall provide its SCL-ID in the sclld attribute as the name of the new
resource that will be created in the Hosting SCL. The issuer obtains the SCL-I1D from M2M service
bootstrapping or provisioning (clause 6).

The issuer shall include its < sclBase > in the "link" attribute.

Theissuer shal fill the device management protocol that it supports in the "mgmtProtocol Type"
attribute. The value may be from aDM client, or provisioned.

Theissuer shal fill the sclType attribute indicating its type of SCL. If sclTypeisaNSCL, then the
receiver NSCL shall treat the request as NSCL-NSCL Registration Request (over mim reference point).

2) "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Post Response operation over mid reference Point:

1) Upon receiving a successful response, the Issuer SCL shall create anew local scl resource, using the
<sclBase> of the Hosting SCL to identify the local resource.
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The values of the attributes for the local <scl> resource shall be assigned default valuesinitially. With the
exception of the expirationTime which is set as follows:

a) If the ResponseConfirm received in Step 3 above contains a resource representation then the issuer SCL
shall set the value of the expirationTime attribute of the local scl resource to the value as received present
in the resource representation in the ResponseConfirm.

b) If the ResponseConfirm received in Step 3 did not contain a resource representation then the issuer SCL
shall set the value of the expirationTime attribute of the local scl resource to the value as present in the
resource representation in the sclCreateRequest that was send in Step 1.

¢) Otherwise the expirationTime attribute of the local scl shall be set to adefault value. The value will later
(in Step 14) be overridden.

d) If expirationTime attribute in the local scl resource is set to a non-negative time, then an expiration timer
shall be started by the issuer SCL. At timer expiration the related resource is deleted by "Delete the
addressed resource”.

The Issuer SCL shall set the value of link" for the local <scl> resource to the sclBase resource URI of the
receiver SCL.

Note that unless the issuer SCL performs are-registration before the current registration expires, the issuer
SCL automatically becomes unregistered. The registration expiration time is obtained from the expirationTime
attribute as received in the scl CreateResponseConfirm (if this contains a resource representation) or from the
expirationTime attribute as sent in the sclCreateRequesti ndication (if the scl CreateResponseConfirm does not
include a resource representation). The re-registration follows the sclUpdate procedure as described below.

Theissuer SCL shall perform a RETRIEVE request on the sclBase resource of the Hosting SCL
(sclBaseRetrieveRequest ndication) to request the sclBase resource attribute values.

The Receiver SCL shall execute the steps as specified for areceiver in the sclBaseRetrieveRequest! ndication.
For example, it shall validate that the Issuer SCL has the access rights to read the attributes of its <sclBase>
resource.

Upon receiving an unsuccessful sclBaseRetrieveResponseConfirm, the issuer SCL shall continue on Step 10.
Theissuer SCL may retry the post-response operation at a later time, starting from Step 5. The issuer SCL
shall only do thisif it has reasons to believe the error is of atransient nature. For example, on receiving a
STATUS SERVER _UNAVAILABLE.

Upon receiving the successful sclBaseRetrieveResponseConfirm, the Issuer SCL shall update the value of the
attribute(s) of itslocal SCL resource to match the received values from the sclBase resource representation in
the sclBaseRetrieveResponseConfirm.

Specifically, the Issuer SCL shall set the value of the searchStrings and accessRightl D attributesin itslocal scl
resource to the value of the searchStrings and accessRightI D attributes in sclBase resource representation
received in the sclBaseRetrieveResponseConfirm from Step 8.

Theissuer SCL may subscribe to it's the sclBase resource corresponding to the Hosting SCL if it wantsto be
notified when its scIBase resource is updated (e.g. when it is the searchStrings attribute is changed). Upon such
anoatification the issuer SCL shall update itslocal scl resource to match the changed in the sclBase resource.

The issuer SCL may subscribe to its own <scl> resource created in the Hosting SCL if it wantsto be notified
when its scl resource is removed (e.g. when it is unregistered on regquest of an application that is authorized to
do s0).

If the ResponseConfirm received in Step 3 contains a resource representation and the that resource
representation contains a aPocHandling attribute value, then the issuer SCL shall set the aPocHandling
attribute in its local <sclBase> resource to the received value.

If the ResponseConfirm received in Step 3 contains a resource representation and the that resource
representation does not contain a aPocHandling attribute value, then the issuer SCL shall set the
aPocHandling attribute in its local <sclBase> resource to "SHALLOW".

ETSI



120 ETSI TS 102 921 v2.1.1 (2013-12)

13) If the ResponseConfirm received in Step 3 did not contain a resource representation, then the issuer SCL shall
perform the procedures as described in clause 10.6.3 with the targetl D being the resourceURI received in
Step 3 of the sclCreate procedure:

a)  If the sclRetrieve procedure completed successfully, the issuer SCL shall set the aPocHandling attribute
initslocal <sclBase> resource to the same val ue as the value of the aPocHandling attribute received in
the resource representation of the <scl> resource received in the ResponseConfirm. Likewise, the issuer
SCL shall set the expirationTime attribute in itslocal <sclBase> resource to the same value as the value
of the expirationTime attribute received in the resource representation of the <scl> resource received in
the ResponseConfirm.

If the expirationTime attribute in the local scl resource is set to a non-negative time, then an expiration
timer shall be re-started by the issuer SCL. At timer expiration the related resource is deleted by "Delete
the addressed resource”.

b) If the sclRetrieve procedure completed unsuccessfully, the issuer SCL shall set the aPocHandling
attribute to the value SHALLOW. Theissuer SCL may retry the sending of the request starting from
Step 12, if it has reasons to believe that the failure was transient.

Post Response operation over mim reference Point (for NSCL-NSCL Registration):

When NSCL-NSCL registration is required over mim reference point, the Post Response operations are the same as
described as above except for the following.

Note that after the roles of the Issuer and Receiver are reversed, they are still called "Issuer” and "Receiver” in the
descriptions for consistency.

1)  Upon receiving a successful response at the Issuer SCL, the Issuer shall wait for the NSCL-NSCL registration
request from the Receiver. When this request arrives at the | ssuer, the I ssuer shall perform the steps described
above for the Receiver.

2) NSCL-NSCL registration shall only be considered complete when registration of both the | ssuer and the
Receiver have completed.

3)  When error happens at any step of the operations, the resources that created in earlier steps shall be deleted.

4)  The <scl> resource representation shall be present in the registration request sent from both the Issuer SCL and
the Receiver SCL. It shall not be present in the registration response.

If the receiver isan DSCL or GSCL it shall execute the following steps.
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.
2)  "Send ResponseConfirm primitive".

If thereceiver isan NSCL then thereceiver shall execute the following stepsin order. In case of error in any of the
steps below, the receiver shall execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm
primitive". The corresponding statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the
ResponseConfirm primitive.

1) "Re-targeting" Thereceiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource": Primitive specific operation:

a) TheHosting SCL shall verify that the SCL-ID provided by the Issuer in the sclld attribute does not
already exist.

b) Incase of verification failure and the provided SCL-ID already exists, the Hosting SCL shall reject the
CREATE request, returning STATUS_CONFLICT.

€¢) TheHosting SCL shall check if the mgmtProtocol Type is supported. If not, it shall reject the CREATE
request, returning STATUS BAD_REQUEST.

3) Primitive specific operations: The hosting SCL may reject the request based on policies, which are not
described in the present document. If the hosting SCL decides not to accept the request the request shall be
rejected with a STATUS PERMISSION_DENIED.
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"Check the syntax of received message”.

"Check validity of resource representation for CREATE".

Primitive specific operation: The receiver shall execute the following stepsin order for integrity validation:

If 1Val is supported by the receiver SCL and theissuer SCL is1Va capable according to the information
received during (clause 6) and IntegrityVVa Results are not included in the CREATE primitive, the
hosting SCL shall reject the request witha STATUS BAD_REQUEST.

If 1Val is supported by the receiver and theissuer is not | Val capable and IntegrityValResults are
included in the CREATE primitive the hosting SCL shall reject the request with a
STATUS BAD REQUEST.

If IVal is supported by the receiver and the issuer isVal Capable and IntegrityVaResults are included in
the CREATE primitive:

i)  Thelva key provided in the security attributes is used to validate the IntegrityVal Results object. If
the IntegrityVal Results object isinvalid, the receiver shall reject the request with a
STATUS BAD_REQUEST.

i) If the IntegrityVal Results object is valid, the receiver shall use the integrity results therein to make
apolicy based access control decision.

iii) If theresult of the policy isto deny access, the receiver shall reject the request with a
STATUS FORBIDDEN.

If IVa isnot supported by the receiver, or if 1Va is supported by the receiver and the result of the policy
isto allow access, then continue with following steps.

"Create resource”: Primitive specific operations:

The Hosting SCL shall create a new <scl> resource structure under the <sclBase>/sclg/ with the
uriEncoded value of the sclld attribute provided in the Requestindication.

All the sub-resources defined as child of the <scl> Resource shall be created.

The resource attributes shall be initialized with the information provided by the issuer SCL. If no values
are provided, the Hosting SCL shall use the default value.

The hosting SCL may set a value for the aPocHandling attribute based on operator policies. If the value
is not set, then this shall be interpreted asif the aPoCHandling attribute is set to "SHALLOW".

"Create a successful ResponseConfirm".

"Send Response Confirm primitive".

4)
5)
6)
a)
b)
0)
d)
7)
a)
b)
0)
d)
8)
9)
10.6.2.2

sclCreateReponseConfirm(successful case)

Thisresponse istriggered by the scl CreateRequestindication. The primitive shall comply with the following table.
Optional parameters shall be returned in the response if hosting SCL over-wrote the settings that were specified in the
request in order to bring the attributesin line with SCL policies.
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Table 10.27: sclCreateResponseConfirm, successful case

SCL primitive: sclCreateResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M SCL_CREATE_RESPONSE
statusCode M STATUS CREATE
resourceURI M The URI of the scl resource that was created under
<sclBase>/scls/
Resource Mandatory/Optional Description
Scl (0] The scl resource created if Hosting SCL over-wrote the
values provided in the request
In case of NSCL-NSCL Registration over mim reference
point, the sclType attribute shall be mandatory and shall
represent an NSCL. This attribute shall be used to indicate
NSCL-NSCL registration.
10.6.2.3 sclCreateReponseConfirm(unsuccessful case)

This response istriggered by the scl CreateRequestindication. The SCL primitive shall comply with the following table.
Optional parameters shall be returned in the response if hosting SCL over-wrote the settings that were specified in the
request in order to bring the attributesin line with SCL policies.

Table 10.28: sclCreateResponseConfirm, unsuccessful case

SCL primitive: sclCreateResponseConfirm
Mandatory/Optional Description

Primitive Attribute

primitiveType M SCL_CREATE_RESPONSE
errorinfo M Provides Error information
10.6.3 sclRetrieve
10.6.3.1 sclRetrieveRequestindication

Thisrequest is used for retrieving the content of an SCL resource. The SCL primitive shall comply with tables 10.29
and 10.30.

Table 10.29: Applicability of the primitive

Primitive applicability
Applicable mla dla mlid mim (Procedure 1
interfaces and 2 of TS 102
690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Hosting SCL Hosting SCL Hosting SCL SCL
Table 10.30: sclRetrieveRequestindication
SCL Primitive: sclRetrieveRequestindication
Primitive Attribute | Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the primitive.
targetlD M This request shall address <sclBase>/scls/ of the target SCL.
primitiveType M SCL_RETRIEVE_REQUEST

noRefs (@) Indicates no child references presence in the resource

representation

1)
2)

"Compose RequestIndication primitive".

Theissuer shall execute the following stepsin order:

"Send a RequestIndication to the receiver SCL".
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3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Read the addressed resource'.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.6.3.2 sclRetrieveResponseConfirm (successful case)

Thisresponse istriggered by the sclRetrieveRequestindication. The SCL primitive shall comply with table 10.31.

Table 10.31: sclRetrieveResponseConfirm, successful case

SCL primitive: sclRetrieveResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M SCL_RETREIVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
scl M Full representation of the scl resource, see clause 10.6.1
10.6.3.3 sclRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the sclRetrieveRequestindication. The SCL primitive shall comply with table 10.32.

Table 10.32: sclRetrieveResponseConfirm, unsuccessful case

SCL primitive: sclRetrieveResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M SCL_RETRIEVE_RESPONSE
errorinfo M Provides Error information

10.6.4 sclUpdate

10.6.4.1 sclUpdateRequestindication

Thisrequest is part of the SCL Update procedure. This request is used for updating one or more SCL attributes. The
SCL primitive shall comply with tables 10.33 and 10.34.

Table 10.33: Applicability of the primitive

SCL Primitive: sclUpdateRequestindication

Applicable mla dla mid mIm (Procedures 1 and
interfaces 2 of TS 102 690 [2],
clause 6.5)
Issuer Application Application SCL SCL
Receiver Hosting SCL Hosting SCL Hosting SCL SCL
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Table 10.34: sclUpdateRequestindication

SCL Primitive: sclUpdateRequestindication

Primitive Attribute | Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the update of an scl
resource

targetlD M The URI of the target entity where the SCL resource shall be
updated
This request shall address <sclBase>/scls/ of the target SCL

primitiveType M SCL_UPDATE_REQUEST

Resource Mandatory/Optional Description

scl M The resource representation of the scl to be updated see

clause 10.6.1

Theissuer shall execute the following stepsin order:
1) "Compose Requestlndication primitive".
2)  Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Post Response operation:

4)  Upon receiving a successful response, the I ssuer SCL shall also update the new local scl resource, that
represents the registered-to SCL asfollows:

a) If the ResponseConfirm contained a resource representation then the issuer SCL shall set the value of the
expirationTime attribute to the value as received present in the resource representation in the
ResponseConfirm.

b) If the ResponseConfirm does not contain a resource representation then the issuer SCL shall set the value
of the expirationTime attribute to the value as present in the resource representation in the
sclUpdateRequestI ndication.

5) If expirationTime attribute in the local scl resourceis set to a non-negative time, then an expiration timer shall
be re-started by the issuer SCL. At timer expiration the related resource is deleted by " Delete the addressed
resource".

If the receiver isan DSCL or GSCL it shall execute the following steps.
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.
2) "Send ResponseConfirm primitive".

If the receiver isan NSCL then the receiver shall execute the following stepsin order.

In case of error in any of the steps below, the receiver shall execute "Create an unsuccessful ResponseConfirm" and
then " Send ResponseConfirm primitive". The corresponding statusCode as indicated in enumeration StatusCode in
clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5)  "Check validity of the resource representation for UPDATE".

6) "Update the addressed resource”.

7)  "Create a successful response Confirm".

8) "Send response Confirm primitive".
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10.6.4.2 sclUpdateResponseConfirm (successful case)

Thisresponse is triggered by the sclUpdateRequestindication. The SCL primitive shall comply with table 10.35. If the
Hosting SCL did not accept the attribute values in the sclUpdateRequesti ndication, then the attribute values that were

used shall be included in the response.

Table 10.35: sclUpdateResponseConfirm, successful case

SCL primitive: sclUpdateResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M SCL_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
scl (0] Full representation of the scl resource, if any of the
provided attributes in the sclUpdateRequestindication
were modified by the hosting SCL, see clause 10.6.1
10.6.4.3 sclUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the sclUpdateRequestindication. The SCL primitive shall comply with table 10.36. If the
SCL did not accept the attribute values in the SclUpdateRequest] ndication, then the attribute values that were used shall

be included in the response.

Table 10.36: sclUpdateResponseConfirm, unsuccessful case

SCL primitive: sclUpdateResponseConfirm

Primitive Attribute Mandatory/Optional Description
primitiveType M SCL_UPDATE_RESPONSE
errorinfo M Provides Error information
10.6.5 sclDelete
10.6.5.1 sclDeleteRequestindication
Thisreguest is part of the SCL delete procedure. This request is used for deleting SCL. The SCL primitive shall comply
with tables 10.37 and 10.38.
Table 10.37: Applicability of the primitive
Primitive applicability
Applicable mla dla mid mim (Procedures 1
interfaces and 2 of TS 102
690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Hosting SCL Hosting SCL Hosting SCL SCL

Table 10.38: sclDeleteRequestindication

SCL Primitive: sclDeleteRequestindication
Primitive Attribute | Mandatory/Optional Description
requestingEntity M SCL requesting the deletion
targetiD M This request shall address the URI of the SCL to be
deleted, e.g. <sclBase>/scls/ scll1
primitiveType M SCL_DELETE_REQUEST

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".
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"Send a Requestindication to the receiver SCL".

"Wait for ResponseConfirm primitive".

If the receiver isan DSCL or GSCL it shall execute the following steps.

1)
2)

"Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

"Send ResponseConfirm primitive".

If the receiver isan NSCL then the receiver shall execute the following stepsin order. In case of error in any of the
steps below, the receiver shall execute " Create an unsuccessful ResponseConfirm™ and then " Send ResponseConfirm
primitive". The corresponding statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the
ResponseConfirm primitive.

1) "Re-targeting" Thereceiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Delete the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

7a) Check for all <subscription> resources that were created by the deleted <scl> - use the <scl> id and match
with the subscriber| Ds of the <subscription> resources. If found, delete all such <subscription> resources.

Refer clause 10.25.5 on details of <subscription> delete operations.

Post response steps:
8) Whentheissuer receives the successful response from receiver scl, the issuer shall delete the local <scl>
resource that it has created as part of the SCL registration procedure.
9) If theissuer of the DELETE request is not the creator of the remote <scl> at hosting scl, the following
scenarios may occur:

a) If the creator of the remote <scl> subscribed to the <scl> resource at the Hosting SCL, it shall be notified
by the deletion of the <scl> resource at the Hosting SCL. As a consequence, the creator SCL shall delete
the local <scl> it created corresponding to the registration.

b)  If the creator of the remote <scl> did not subscribe to the Hosting SCL, but the SCL registration period
defined by expirationTime expires, the SCL shall perform a re-registration using the same procedure as
the sclUpdate primitives defined above. A registration failure will occur in this case. Upon receiving the
unsuccessful sclUpdateResponseConfirm, the SCL shall delete itslocal <scl> resource corresponding to
this registration. Therefore, if the creator of the remote <scl> is not subscribed to the <scl> resource at
the Hosting SCL, it shall not set the expirationTime as infinite.

10.6.5.2 sclDeleteResponseConfirm (successful case)

Thisresponse is triggered by the sclDeleteRequestindication. The SCL primitive shall comply with table 10.39.

Table 10.39: sclDeleteResponseConfirm, successful case

SCL primitive: sclDeleteResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M SCL DELETE_RESPONSE
statusCode M STATUS_OK
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sclDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the sclDeleteRequestindication. The SCL primitive shall comply with table 10.40.

Table 10.40: sclDeleteResponseConfirm, unsuccessful case

SCL primitive: sclDeleteResponseConfirm

Primitive Attribute

Mandatory/Optional

Description

primitiveType

M

SCL_DELETE_RESPONSE

errorinfo

M

Provides error information

10.6a <sclAnnc> resource and management procedures

10.6a.1 <sclAnnc> resource

The <sclAnnc> resource shall contain the following sub-resources and attributes. This shall be used for the inter-
domain announce operations over mim (only for Procedure 2 as described in TS 102 690 [2], clause 6.5).

Table 10.40a: Resource description

AttributeName Presence in | Presencein |Presencein Description
createReq updateReq response

applicationsReference NP NP M# See table 11.37

containersReference NP NP M# See table 11.37

groupsReference NP NP M# See table 11.37

accessRightsReference NP NP M# See table 11.37

Link M NP M See table 11.36

accessRightID (6] (6] 0] See table 11.36

searchStrings M M M See table 11.36

expirationTime (@) (@) M* See table 11.36

Id 0] NP M* The ID of the announcement resource. This
is used to identify the resource in its parent
collection. The id is the id of the
corresponding <scl> resource postfixed with
"Annc"

10.6a.2 sclAnncCreate

10.6a.2.1

sclAnncCreateRequestindication

Thisrequest is used to create a new <sclAnnc> resource in a Service Capability Layer. The SCL primitive shall comply

with tables 10.40b and 10.40c.

Table 10.40b: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A N/A SCL
Receiver N/A N/A N/A SCL

ETSI




128

Table 10.40c: SclAnncCreateRequestindication

SCL Primitive: sclAnncCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested

resources shall be created
primitiveType M SCLANNC_CREATE_REQUEST
Resource Mandatory/Optional Description

sclAnnc MO The representation of the resource to be created

The issuer shall execute the following stepsin order:

1)
2)
3)

"Compose Requestindication primitive".

"Wait for ResponseConfirm primitive".

"Send a RequestIndication to the receiver SCL".

Thereceiver shall execute the common procedure " create announced resource’”.

10.6a.2.2

sclAnncCreateResponseConfirm (successful case)

It confirms the creation of anew <sclAnnc> resource in a Service Capability Layer. The SCL primitive shall comply

with table 10.40d.

Table 10.40d: SclAnncCreateResponseConfirm, successful case

SCL primitive: sclAnncCreateResponseConfirm
Primitive attribute |Mandatory/Optional Description
primitiveType M SCLANNC_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
sclAnnc (0] In the case that any of the provided attributes in the request have
been modified by the hosting SCL then the complete content of the
resource as described above is returned in the response as well
10.6a.2.3  sclAnncCreateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the scl AnncCreateRequesti ndication primitive. The SCL primitive shall comply with

table 10.40e.

Table 10.40e: SclAnncCreateResponseConfirm, unsuccessful case

SCL primitive: sclAnncCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SCLANNC_CREATE_RESPONSE

errorinfo

M

Provides error information

10.6a.3 sclAnncRetrieve

10.6a.3.1

sclAnncRetrieveRequestindication

Thisrequest is used for retrieving the content of an <sclAnnc> resource. The SCL primitive shall comply with

tables 10.40f and 10.40g.
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Table 10.40f: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.40g: SclAnncRetrieveRequestindication

SCL Primitive: sclAnncRetrieveRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of
the resource

targetID M The URI of the announced resource to be addressed
primitiveType M SCLANNC RETRIEVE_REQUEST
noRefs (0] Child references presence in the resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "retrieve announced resource”.

10.6a.3.2  sclAnncRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the scl AnncRetrieveRequestindication primitive. The SCL primitive shall comply with
table 10.40h.

Table 10.40h: sclAnncRetrieveResponseConfirm, successful case

SCL primitive: sclAnncRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNC_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
sclAnnc M The resource representation is returned in the response

10.6a.3.3  sclAnncRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the scl AnncRetrieveRequestindication primitive. The SCL primitive shall comply with
table 10.40i.

Table 10.40i: sclAnncRetrieveResponseConfirm, unsuccessful case

SCL primitive: sclAnncRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNC_RETRIEVE_RESPONSE
errorinfo M Provides error information
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sclAnncUpdateRequestindication

Thisrequest is used to update and to modify the <sclAnnc> resource. The SCL primitive shall comply with
tables 10.40j and 10.40k.

Table 10.40j: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A N/A SCL
Receiver N/A N/A N/A SCL
Table 10.40k: SclAnncUpdateRequestindication
SCL Primitive: sclAnncUpdateRequestindication

Primitive attribute Mandatory/Optional Description

requestingEntity M SCL originally requesting creation of the announced
resource
targetID M The URI of the announced resource to be addressed
primitiveType M SCLANNC _UPDATE_REQUEST
Resource Mandatory/Optional Description

sclAnnc M Resource representation

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2) "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "update announced resource’”.

10.6a.4.2

sclAnncUpdateResponseConfirm (successful case)

Thisresponse is triggered by the sclAnncUpdateRequesti ndication primitive. The SCL primitive shall comply with

table 10.401.

Table 10.40I: sclAnncUpdateResponseConfirm, successful case

SCL primitive: sclAnncUpdateResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M SCLANNC_UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
sclAnnc O Full representation of the resource. This shall be present if the hosting
SCL modified any of the attributes provided by the Issuer
10.6a.4.3  sclAnncUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the scl AnncUpdateRequesti ndication primitive. The SCL primitive shall comply with

table 10.40m.
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Table 10.40m: sclAnncUpdateResponseConfirm, unsuccessful case

SCL primitive: sclAnncUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNC_UPDATE_RESPONSE
errorinfo M Provides error information

10.6a.5 sclAnncDelete

10.6a.5.1  sclAnncDeleteRequestindication

The procedure is used to delete an <sclAnnc> resource. The SCL primitive shall comply with tables 10.40n and 10.400.

Table 10.40n: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A N/A SCL
Receiver N/A N/A N/A SCL

Table 10.400: SclAnncDeleteRequestindication

SCL Primitive: sclAnncDeleteRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M SCL originally requesting creation of the announced
resource
targetID M The URI of the announced resource to be addressed
primitiveType M SCLANNC_DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "delete announced resource’”.

10.6a.5.2  sclAnncDeleteResponseConfirm (successful case)

Thisresponse is triggered by the scl AnncDel eteRequesti ndication primitive. The SCL primitive shall comply with
table 10.40p.

Table 10.40p: SclAnncDeleteResponseConfirm, successful case

SCL primitive: sclAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNC_DELETE_RESPONSE
statusCode M STATUS_OK

10.6a.5.3  sclAnncDeleteResponseConfirm (unsuccessful case)

This response is triggered by the scl AnncDel eteRequestindication primitive. The SCL primitive shall comply with
table 10.40q.
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Table 10.40q: SclAnncDeleteResponseConfirm, unsuccessful case

SCL primitive: sclAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SCLANNC DELETE_RESPONSE
errorinfo M Provides error information

10.7  applications resource and management procedures

10.7.1 applications resource

The applications resource shall contain the following sub-resources and attributes.

Table 10.41: Resource description

AttributeName Presence in |Presencein | Presence Description
createReq | updateReq in
response

applicationCollection N/A NP M References to sub-resources (table 11.37)

applicationAnncCollection N/A NP M References to sub-resources (table 11.37)

subscriptionsReference N/A NP M# Reference to sub-resource subscriptions in
table 11.37

mgmtObjsReference N/A NP M# Reference to sub-resource mgmtObjs in
table 11.37

accessRightID N/A 0 0 See table 11.36

creationTime N/A NP M See table 11.36

lastModifiedTime N/A NP M See table 11.36

10.7.2 applicationsCreate

The applications collection resource shall not be created directly viathe API. It shall be created whenever the parent
sclBase resource is created or when its parent scl resource is created. The accessRightID shall be initialized to the same
value as the accessRightI D in the parent.

Note that in case the applications resource is a child of an sclBase parent the creator of the sclBase may aso initialize
the scls resource with a accessRightl D, e.g. according to internal configuration.

Thereceiver shall:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.7.3 applicationsRetrieve

10.7.3.1 applicationsRetrieveRequestindication

This primitive is used to retrieve an applications Resource. The SCL primitive shall comply with tables 10.42 and
10.43.

Table 10.42: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedures 1 and 2
of TS 102 690 [2],
clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.43: applicationsRetrieveRequestindication

SCL Primitive: applicationsRetrieveRequestindication
Mandatory/Optional Description

Primitive attribute

requestingEntity M Application or SCL originally requesting the retrieve

targetID M Indicates the applications resource to be retrieved

primitiveType M APPLICATIONS RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource
representation

shortUri (0] Indicates the presence of a relative URI instead of absolute

URI in the collection resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the Receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive:

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of the received message”.

5)  "Create acollection resource representation”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.7.3.2 applicationsRetrieveResponseConfirm (successful case)

This primitive confirms the retrieval of an applications Resource. The SCL primitive shall comply with table 10.44.

Table 10.44: applicationsRetrieveResponseConfirm, successful case

SCL primitive: applicationsRetrieveResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M APPLICATIONS_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
applications M The applications resource representation as indicated in clause 10.7.1
10.7.3.3 applicationsRetrieveResponseConfirm (unsuccessful case)

This ResponseConfirm primitive is triggered by the applicationsRetrieveRequestndication. The SCL primitive shall
comply with table 10.45.

Table 10.45: applicationsRetrieveResponseConfirm, unsuccessful case

ETSI TS 102 921 V2.1.1 (2013-12)

SCL primitive: applicationsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description

primitiveType

M

APPLICATIONS RETRIEVE_RESPONSE

errorinfo

M

Provides error information
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This primitive updates the applications resource. The SCL primitive shall comply with tables 10.46 and 10.47.

Table 10.46: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.47: applicationsUpdateRequestindication

SCL Primitive: a|

plicationsUpdateRequestindication

Primitive attribute

Mandatory/Optional

requestingEntity M Application or SCL originally requesting the primitive
targetID M URI of the applications resource to be updated
primitiveType M Indicates the APPLICATIONS_UPDATE_REQUEST
Resource Mandatory/Optional
applications M An applications resource representation as defined in clause 10.7.1

that replaces the current representation

The issuer shall execute the following stepsin order:

1) "Compose a Requestindication primitive".

2)  "Send Requestindication primitive to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive:

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of the received message".

5) "Check validity of resource representation for update”.

6) "Update the addressed resource”.

7)  "Create successful ResponseConfirm".

8) "Send response Confirm primitive".

Note that since the resource representation only contains one Read-Write attribute (accessRightl D), this shall be the
only attribute that can be updated using this procedure.

10.7.4.2

applicationsUpdateResponseConfirm (successful case)

Successful response on updating of an existing applications Collection resource in a Service Capability Layer.
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Table 10.48: applicationsUpdateRequestindication, successful case

SCL Primitive: applicationsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M APPLICATIONS UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
applications (0] An applications resource full representation as clause 10.7.1. Only
present if the hosting SCL modified any of the attributes provided by
the Issuer.
10.7.4.3 applicationsUpdateResponseConfirm (unsuccessful case)

Unsuccessful response after an attempt to update an applications Collection resource in a Service Capability Layer.

Table 10.49: ApplicationsUpdateRequestindication, unsuccessful case

SCL Primitive: applicationsUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M APPLICATIONS UPDATE_RESPONSE
errorinfo M Provide error information
10.7.5 applicationsDelete

The applications resource shall not be deleted viathe API.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.8

10.8.1

<application> resource

<application> resource and management procedures

The <application> resource shall contain the following attributes referring to sub-resources.

ETSI




136

ETSI TS 102 921 V2.1.1 (2013-12)

Table 10.50: Resource description

AttributeNames Presencein | Presence Presence Description
createReq in in
updateReq | response

containersReference NP NP M# Reference to sub-resource containers in
table 11.37

groupsReference NP NP M# Reference to sub-resource groups in
table 11.37

accessRightsReference NP NP M# Reference to sub-resource accessRights
in table 11.37

subscriptionsReference NP NP M# Reference to sub-resource subscriptions
in table 11.37

notificationChannelsReference NP NP M# Reference to sub-resource
notificationChannels in table 11.37

appld (0] NP M The identity of the application, which is
also used as the discriminator in the
applications collection resource. The
value shall be globally unique. If no
value is provided in the CREATE
request, the hosting SCL chooses an id.
See clause 10.8.2

expirationTime 0] 0] M* See table 11.36

accessRightID 0] 0] 0] See table 11.36

searchStrings 0] 0] M See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

announceTo 0] 0] M* See table 11.36

aPoC o o o See table 11.36

aPoCPaths o o o See table 11.36

locrequester 0] 0] 0] See table 11.36

referencePoint NP NP M See table 11.36

10.8.2

10.8.2.1

applicationCreate

applicationCreateRequestindication

This procedureis used for registering and implicitly creating an application resource. The SCL primitive shall comply
with tables 10.51 and 10.52. The target SCL will use default values for optional parameters that are not specified.

Table 10.51: Applicability of the primitive

Primitive applicability
Applicable mla dla mid
interfaces
Issuer Application Application -
Receiver Local SCL Local SCL -

Table 10.52: applicationCreateRequestindication

SCL Primitive: applicationCreateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application requesting the creation of an application resource
targetID M The URI of the applications resource where the application
resource shall be created
This request shall address <sclBase>/applications/ of the target
SCL
primitiveType M APPLICATION_CREATE_REQUEST
Resource Mandatory/Optional Description
application M The application resource representation of the resource to be
created
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Theissuer shall execute the following stepsin order:

1)
2)

3)
4)

"Compose RequestIndication primitive".

Primitive specific operation: if theissuer is provided with a globally unique ID (via out of band methods not
described in the present document) then the issuer shall set this value on the id attribute in the application
resource representation in the request. Otherwise, the issuer does not provide a unique ID in the appld attribute
in the request, and a unique id shall be assigned by the receiver SCL.

"Send a RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)

6)
7)
8)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
"Check existence of the addressed resource”.

"Check the syntax of received message”.

"Check validity of resource representation for CREATE".

"Create resource”. Primitive specific operation: if no appld was received in the create request, then the issuer
shall create a globally unique identifier and assign its value to the appld attribute of the application resource. If
the issuer used mlareference point then the value of referencePoint is set to "MIA_REFERENCE_POINT",
elseif theissuer used dIA reference point then the value of referencePoint is set to

"DIA_REFERENCE POINT".

" Announce resource".
"Create a successful ResponseConfirm".
"Send Response Confirm primitive".

10.8.2.2 applicationCreateResponseConfirm (successful case)

Thisresponse is triggered by the ApplicationCreateRequestindication. The SCL primitive shall comply with
table 10.53.

Table 10.53: applicationCreateRequestConfirm, successful case

SCL primitive: applicationCreateResponseConfirm

Primitive Attribute Mandatory/Optional Description

primitiveType M APPLICATION_CREATE_RESPONSE

statusCode M STATUS_OK

resourceURI M The URI of the created application resource

Resource Mandatory/Optional Description

application (0] Full representation of the application resource. Only present if any

of the provided attributes were modified by the hosting SCL

10.8.2.3 applicationCreateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the ApplicationCreateRequesti ndication. The SCL primitive shall comply with
table 10.54.
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Table 10.54: ApplicationCreateRequestConfirm, unsuccessful case

SCL primitive: applicationCreateResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M APPLICATION_CREATE_RESPONSE
errorinfo M Provides Error information

10.8.3 applicationRetrieve

10.8.3.1 applicationRetrieveRequestindication

Thisrequest is used for retrieving the content of an application resource. The SCL primitive shall comply tables 10.55
and 10.56.

Table 10.55: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedures 1 and 2
of TS 102 690 [2],
clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.56: ApplicationRetrieveRequestindication

SCL Primitive: ApplicationRetrieveRequestindication

Primitive attribute |Mandatory/Optional Description
requestingEntity M Application or SCL requesting the retrieval
targetID M This request shall address resource URI of an application resource

on the hosting SCL or the targetID shall address a URI that is
hierarchically subordinate to resource URI of an <application>
resource

The latter is used in partial addressing see clause 10.39 or SCL
retargeting (see below)

primitiveType M APPLICATION RETRIEVE_REQUEST
noRefs @) Indicates no child references presence in the resource
representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "SCL retargeting to an application" The receiver shall not execute following stepsif the request is re-targeted.
4)  "Check authorization of the requestingEntity based on accessRightID".

5)  "Check the syntax of received message”.
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6) "Readthe addressed resource”. Primitive specific operations: If the requestingEntity is not the creator of the
<application> resource, then the hosting SCL shall remove the aPoC attribute from the resource
representation.

NOTE: This meansthat nobody but the Application corresponding to the <application> resource can read the
value of the aPoC attribute using the API.

7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.8.3.2 applicationRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the ApplicationRetrieveRequestindication. The SCL primitive shall comply with
table 10.57.

Table 10.57: applicationRetrieveResponseConfirm, successful case

SCL primitive: applicationRetrieveResponseConfirm
Attribute Name Mandatory/Optional Description
primitiveType M APPLICATION_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
application M The retrieved application resource representation
10.8.3.3 applicationRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the ApplicationRetrieveRequestindication. The SCL primitive shall comply with
table 10.58.

Table 10.58: applicationRetrieveResponseConfirm, unsuccessful case

SCL primitive: applicationRetrieveResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M APPLICATION_RETRIEVE_RESPONSE
errorinfo M Provides Error information

10.8.4 applicationUpdate

10.8.4.1 applicationUpdateRequestindication

Thisreguest is part of the Application Update procedure. This request is used for updating one or more application
attributes. The SCL primitive shall comply with tables 10.59 and 10.60.

Table 10.59: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application Application -
Receiver Local SCL Local SCL -
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Table 10.60: ApplicationUpdateRequestindication

SCL Primitive: applicationUpdateRequestindication

Primitive attribute | Mandatory/Optional Description
requestingEntity M Application requesting the update
targetID M This request shall address resource URI of an application

resource on the hosting SCL or the targetID shall address a
URI that is hierarchically subordinate to resource URI of an

<application> resource

The latter is used in partial addressing see clause 10.39 or

SCL retargeting (see below)

primitiveType M APPLICATION_UPDATE_REQUEST
Resource Mandatory/optional Description
application M the resource representation as defined in above that replaces

the current representation

The issuer shall execute the following stepsin order:

1)
2)
3)

"Compose RequestIndication primitive".
"Send a RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "SCL retargeting to an application” The receiver shall not execute following stepsif the request is re-targeted.

4)  "Check authorization of the requestingEntity based on accessRightID".

5)  "Check the syntax of received message”.

6) "Check validity of the resource representation for UPDATE".

7)  "Update the addressed resource”.

8) "Announce resource’.

9) Primitive specific operations: If the requestingEntity is not the creator of the <application> resource, then the
hosting SCL shall remove the aPoC attribute from the resource representation in the response.

NOTE: This means that nobody but the Application corresponding to the <application> resource can read the

value of the aPoC attribute using the API.
10) "Create a successful response Confirm”.
11) "Send response Confirm primitive".
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10.8.4.2 applicationUpdateResponseConfirm (successful case)

Thisresponse is triggered by the ApplicationUpdateRequestindication. The SCL primitive shall comply with
table 10.61. If the SCL did not accept the attribute val ues in the ApplicationUpdateRequesti ndication, then the attribute
values that were used shall be included in the response.

Table 10.61: ApplicationUpdateRequestindication, successful case

SCL primitive: applicationUpdateResponseConfirm
Attributes Name | Mandatory/Optional Description
primitiveType M APPLICATION_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
application (0] Full representation of the application resource. Only present if any of
the provided attributes were modified by the hosting SCL

10.8.4.3 applicationUpdateResponseConfirm (unsuccessful case)

This response is triggered by the ApplicationUpdateRequestindication. The SCL primitive shall comply with
table 10.62.

Table 10.62: applicationUpdateRequestindication, unsuccessful case

SCL primitive: applicationUpdateResponseConfirm
Attribute Name Mandatory/Optional Description
primitiveType M APPLICATION_UPDATE_RESPONSE
errorinfo M Provides Error information

10.8.5 applicationDelete

10.8.5.1 applicationDeleteRequestindication
The procedure is used for Delete an application resource. The SCL primitive shall comply with tables 10.63 and 10.64.

Table 10.63: Applicability of the primitive

SCL Primitive: applicationDeleteRequestindication
Applicable interfaces mla dla mld
Issuer Application Application SCL
Receiver Local SCL Local SCL hosting SCL

Table 10.64: ApplicationDeleteRequestindication

SCL Primitive: applicationDeleteRequestindication
Primitive attribute | Mandatory/Optional Description
requestingEntity M Application or SCL requesting the de-registration
targetID M This request shall address resource URI of an application
resource on the hosting SCL
primitiveType M APPLICATION_DELETE_REQUEST

Theissuer shall execute the following stepsin order.
1) "Compose Requestlndication primitive".
2) "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Delete the addressed resource”.

6) "DeAnnounce resource".

7) "Delete the addressed resource”.

8) "Create a successful ResponseConfirm".

9) "Send ResponseConfirm primitive".

10) Check for al <subscription> resources that were created by the deleted <application> - use the <application>
id and match with the subscriberl Ds of the <subscription> resources. If found, delete all such <subscription>
resources. Refer to clause 10.25.5 on details of <subscription> delete operations.

10.8.5.2 applicationDeleteResponseConfirm (successful case)

Thisresponse is triggered by the ApplicationDel eteRequesti ndication. The SCL primitive shall comply with
table 10.65.

Table 10.65: ApplicationDeleteRequestindication, successful case

SCL primitive: applicationDeleteResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType M APPLICATION_DELETE_RESPONSE
statusCode M STATUS OK
10.8.5.3 applicationDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the ApplicationDeleteRequestindication. The SCL primitive shall comply with

table 10.66.

Table 10.66: ApplicationDeleteRequestindication, unsuccessful case

SCL primitive: applicationDeleteResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType

M

APPLICATION_DELETE_RESPONSE

errorinfo

M

Provides Error information
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10.9 <applicationAnnc> resource and management procedures

10.9.1

The <applicationAnnc> resource shall contain the following sub-resources and attributes.

<applicationAnnc> resource

Table 10.67: Resource description

AttributeName Presence in | Presencein |Presencein Description
createReq updateReq\ | response

containersReference NP NP M# See table 11.37

groupsReference NP NP M# See table 11.37

accessRightsReference NP NP M# See table 11.37

link M NP M See table 11.36

accessRightID (@) (@) 0] See table 11.36

searchStrings M M M See table 11.36

expirationTime (@) (@) M* See table 11.36

announceTo (0] (0] M* See table 11.36. This shall be used to
announce <applicationAnnc> over mim
reference point. This shall be applicable only
in Procedure 2 of TS 102 690, clause 6.5 [2].

id 0] NP M* The ID of the announcement resource. This
is used to identify the resource in its parents
collection. The id is the id of the
corresponding <application> resource
postfixed with "Annc"

10.9.2 applicationAnncCreate

10.9.2.1 applicationAnncCreateRequestindication

Thisrequest is used to create a new <applicationAnnc> resource in a Service Capability Layer. The SCL primitive
shall comply with tables 10.68 and 10.69.

Table 10.68: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mim (Procedure
2 of TS 102 690,
clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.69: ApplicationAnncCreateRequestindication

SCL Primitive: applicationAnncCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested

resources shall be created
primitiveType M APPLICATION_ANNC_CREATE_REQUEST
Resource Mandatory/Optional Description

applicationAnnc MO The representation of the resource to be created

The issuer shall execute the following stepsin order:

1) "Compose Requestlndication primitive".

2) "Send aRequestindication to the receiver SCL".
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3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " create announced resource’.

10.9.2.2 applicationAnncCreateResponseConfirm (successful case)

It confirms the creation of a new <applicationAnnc> resource in a Service Capability Layer. The SCL primitive shall
comply with table 10.70.

Table 10.70: ApplicationAnncCreateResponseConfirm, successful case

SCL primitive: applicationAnncCreateResponseConfirm
Mandatory/Optional Description

Primitive attribute

primitiveType M APPLICATION_ANNC_CREATE_RESPONSE
statusCode M STATUS_CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
applicationAnnc o In the case that any of the provided attributes in the request have

been modified by the hosting SCL then the complete content of the
resource as described above is returned in the response as well

10.9.2.3 applicationAnncCreateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the applicationAnncCreateRequesti ndication primitive. The SCL primitive shall comply
with table 10.71.

Table 10.71: applicationAnncCreateResponseConfirm, unsuccessful case

SCL primitive: applicationAnncCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

APPLICATION_ANNC_CREATE_RESPONSE

errorinfo

M

Provides error information

10.9.3 applicationAnncRetrieve

10.9.3.1 applicationAnncRetrieveRequestindication

Thisrequest is used for retrieving the content of an <applicationAnnc> resource. The SCL primitive shall comply with
tables 10.72 and 10.73.

Table 10.72: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mim (Procedures 1
and 2 of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.73: applicationAnncRetrieveRequestindication

SCL Primitive: applicationAnncRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of
the resource
targetID M The URI of the announced resource to be addressed
primitiveType M APPLICATION_ANNC_RETRIEVE_REQUEST
noRefs (0] Indicates no child references presence in the resource
representation
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Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "retrieve announced resource”.

10.9.3.2 applicationAnncRetrieveResponseConfirm (successful case)

This response is triggered by the applicationAnncRetrieveRequestlndication primitive. The SCL primitive shall comply
with table 10.74.

Table 10.74: ApplicationAnncRetrieveResponseConfirm, successful case

SCL primitive: ApplicationAnncRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M APPLICATION_ANNC_RETRIEVE_RESPONSE
statusCode M STATUS_OK

Resource Mandatory/Optional Description
applicationAnnc M The resource representation is returned in the response
10.9.3.3 applicationAnncRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the applicationAnncRetrieveRequestl ndication primitive. The SCL primitive shall comply
with table 10.75.

Table 10.75: applicationAnncRetrieveResponseConfirm, unsuccessful case

SCL primitive: applicationAnncRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M APPLICATION ANNC RETRIEVE RESPONSE
errorinfo M Provides error information

10.9.4 applicationAnncUpdate

10.9.4.1 applicationAnncUpdateRequestindication

Thisreguest is used to update and to modify the <applicationAnnc> resource. The SCL primitive shall comply with
tables 10.76 and 10.77.

Table 10.76: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2
of TS 102 690 [2],
clause 6.5)
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL
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Table 10.77: ApplicationAnncUpdateRequestindication

SCL Primitive: applicationAnncUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving
targetID M The URI of the announced resource to be addressed
primitiveType M APPLICATION_ANNC_UPDATE_REQUEST

Resource Mandatory/Optional Description
applicationAnnc M Resource representation

The issuer shall execute the following stepsin order:

1)
2)
3)

"Compose Requestindication primitive".

"Wait for ResponseConfirm primitive".

"Send a RequestIndication to the receiver SCL".

Thereceiver shall execute the common procedure "update announced resource”.

10.9.4.2

applicationAnncUpdateResponseConfirm (successful case)

This response is triggered by the applicationAnncUpdateRequestindication primitive. The SCL primitive shall comply

with table 10.78.

Table 10.78: ApplicationAnncUpdateResponseConfirm, successful case

SCL primitive: applicationAnncUpdateResponseConfirm
Primitive attribute |Mandatory/Optional Description
primitiveType M APPLICATION_ANNC_UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
applicationAnnc 0] Full representation of the resource. This shall be present if the hosting
SCL modified any of the attributes provided by the Issuer

10.9.4.3

applicationAnncUpdateResponseConfirm (unsuccessful case)

This response is triggered by the applicationAnncUpdateRequestindication primitive. The SCL primitive shall comply

with table 10.79.

Table 10.79: applicationAnncUpdateResponseConfirm, unsuccessful case

SCL primitive: applicationAnncUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

APPLICATION_ANNC_UPDATE_RESPONSE

errorinfo

M

Provides error information

10.9.5 applicationAnncDelete

10.9.5.1

applicationAnncDeleteRequestindication

The procedure is used to delete an <applicationAnnc> resource. The SCL primitive shall comply with tables 10.80 and

10.81.
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Table 10.80: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mim (Procedure 2
of TS 102 690,
clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.81: applicationAnncDeleteRequestindication

SCL Primitive: applicationAnncDeleteRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the announced
resource deletion
targetID M The URI of the announced resource to be addressed
primitiveType M APPLICATION_ANNC_DELETE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "delete announced resource’”.

10.9.5.2 applicationAnncDeleteResponseConfirm (successful case)

Thisresponse is triggered by the applicationAnncDel eteRequest! ndication primitive. The SCL primitive shall comply
with table 10.82.

Table 10.82: ApplicationAnncDeleteResponseConfirm, successful case

SCL primitive: applicationAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M APPLICATION_ANNC DELETE_RESPONSE
statusCode M STATUS OK
10.9.5.3 applicationAnncDeleteResponseConfirm (unsuccessful case)

This response is triggered by the applicationAnncDel eteRequestl ndication primitive. The SCL primitive shall comply
with table 10.83.

Table 10.83: ApplicationAnncDeleteResponseConfirm, unsuccessful case

SCL primitive: applicationAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M APPLICATION_ANNC DELETE_RESPONSE
errorinfo M Provides error information

10.10 accessRights resource and management procedures

10.10.1 accessRights resource

The accessRights resource shall contain the following sub-resources and attributes.
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AttributeName Presence in Presence in Presence in Description
createReq updateReq response

accessRightCollection N/A NP M references of accessRight
sub-resources

accessRightAnncCollection N/A NP M references of accessRightsAnnc
sub-resources

subscriptionsReference N/A NP M# URI of subscription collection

accessRightID N/A (0] 0 See table 11.36

creationTime N/A NP M See table 11.36

lastModifiedTime N/A NP M See table 11.36

10.10.2 accessRightsCreate

The accessRights resource shall not be created viathe API. Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.10.3 accessRightsRetrieve

10.10.3.1  accessRightsRetrieveRequestindication

Thisrequest is used for retrieving the content of an access right collection resource. The SCL primitive shall comply
with tables 10.85 and 10.86.

Table 10.85: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1
and 2 of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.86: accessRightsRetrieveRequestindication

SCL Primitive: accessRightsRetrieveRequestindication
Primitive attribute Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the retrieving of
the resource

targetID M The resource URI of the accessRights resource to be
retrieved

primitiveType M ACCESS_RIGHTS RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource
representation

shortUri (0] Indicates the presence of a relative URI instead of
absolute URI in the collection resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.
3)  "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of received message".
5)  "Create acollection resource representation”.
6) "Create a successful ResponseConfirm".
7)  "Send ResponseConfirm primitive".
10.10.3.2  accessRightsRetrieveResponseConfirm (successful case)

This response istriggered by the accessRightsRetrieveRequestl ndication primitive. The SCL primitive shall comply
with table 10.87.

Table 10.87: accessRightsRetrieveResponseConfirm, successful case

SCL primitive: accessRightsRetrieveResponseConfirm
Mandatory/Optional Description

Primitive attribute

primitiveType M ACCESS_RIGHTS RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
accessRights M The complete resource representation of the accessRights is

returned in the response

10.10.3.3

accessRightsRetrieveResponseConfirm (unsuccessful case)

This response istriggered by the AccessRightsRetrieveRequestindication primitive. The SCL primitive shall comply

with table 10.88.

Table 10.88: accessRightsRetrieveResponseConfirm, unsuccessful case

SCL primitive: accessRightsRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

ACCESS_RIGHTS_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.10.4 accessRightsUpdate

10.10.4.1

accessRightsUpdateRequestindication

Thisrequest is used to update and modify an access right collection resource, or one or more resource attributes. The
SCL primitive shall comply with tables 10.89 and 10.90.

Table 10.89: Applicability of the primitive

SCL Primitive: accessRightsUpdateRequestindication
Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL
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Table 10.90: AccessRightsUpdateRequestindication

SCL Primitive: accessRightsUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving
targetID M The URI of the accessRights resource to be updated
primitiveType M ACCESS_RIGHTS_UPDATE_REQUEST
Resource Mandatory/Optional Description
accessRights M Resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive:

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of resource representation for update”.

6) "Update the addressed resource”.

7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.10.4.2  accessRightsUpdateResponseConfirm (successful case)

Thisresponse is triggered by the AccessRightsUpdateRequestindication primitive. The SCL primitive shall comply
with table 10.91.

Table 10.91: AccessRightsUpdateResponseConfirm, successful case

SCL primitive: AccessRightsUpdateResponseConfirm

Primitive attribute | Mandatory/Optional Description
primitiveType M ACCESS RIGHTS _UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
accessRights (0] Full resource representation of the updated access right collection
resource. Only present if any of the provided attributes where modified
by the hosting SCL

10.10.4.3  accessRightsUpdateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the accessRightsUpdateRequesti ndication primitive. The SCL primitive shall comply with
table 10.92.
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Table 10.92: AccessRightsUpdateResponseConfirm, unsuccessful case

SCL primitive: accessRightsUpdateResponseConfirm

Primitive attribute | Mandatory/Optional Description
primitiveType M ACCESS_RIGHTS_UPDATE_RESPONSE
errorinfo M Provides error information

10.10.5 accessRightsDelete
The accessRights resource shall not be deleted viathe API. Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.11 accessRight Resource and Management Procedures

10.11.1 accessRight resource

The <accessRight> resource shall contain the following attributes referring to sub-resources and attributes.

Table 10.93: Resource description

AttributeName Presence in | Presencein | Presencein Description
createReq updateReq response

subscriptionsReference NP NP M# URI of subscription collection

expirationTime o (@) M* See table 11.36

searchStrings 0] (@) M See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

announceTo 0] (0] M* See table 11.36

permissions 6] (@) M See table 11.36

selfPermissions M M M See table 11.36

id (0] NP M* The ID of the <accessRight> resource. This
is used to identify the resource in its parents
collection.

10.11.2 accessRightCreate

10.11.2.1  accessRightCreateRequestindication

Thisrequest is used to create a new access right resource in a Service Capability Layer. The SCL primitive shall comply
with tables 10.94 and 10.95.

Table 10.94: Applicability of the primitive

SCL Primitive: accessRightCreateRequestindication
Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL
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Table 10.95: AccessRightCreateRequestindication

SCL Primitive: accessRightCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetiD M Indicates the resource URI of the collection resource in
which the requested resources shall be created
primitiveType M ACCESS_RIGHT_CREATE_REQUEST
Resource Mandatory/Optional Description
accessRight MO Refer to the above table for accessRight resource
definition

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”. In this case the addressed resource shall be the provided access
right collection resource.

3)  "Check authorization of the requestingEntity based on accessRightID". In this case the checked access rights
are those of the addressed collection.

4)  "Check the syntax of received message".

5) "Check validity of resource representation for create”.

6) "Create resource'".

7)  "Announce the resource”.

8) "Create a successful ResponseConfirm".

9) "Send ResponseConfirm primitive".

10.11.2.2

accessRightCreateResponseConfirm (successful case)

It confirms the creation of a new access right resource in a Service Capability Layer. The SCL primitive shall comply

with table 10.96.

Table 10.96: AccessRightCreateResponseConfirm, successful case

SCL primitive: AccessRightCreateResponseConfirm

Primitive attribute | Mandatory/Optional Description

primitiveType M ACCESS _RIGHT _CREATE_RESPONSE

statusCode M STATUS_CREATED

resourceURI M URI assigned to the resource

Resource Mandatory/Optional Description

accessRight (0] In the case that any of the provided attributes in the request have
been modified by the hosting SCL (e.g. announceTo or
expirationTime), then the complete content of the resource as
described above is returned in the response as well
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10.11.2.3  accessRightCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the AccessRightCreateRequestindication primitive. The SCL primitive shall comply with
table 10.97.

Table 10.97: AccessRightCreateResponseConfirm, unsuccessful case

SCL primitive: accessRightCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M ACCESS_RIGHT _CREATE_RESPONSE
errorinfo M Provides error information

10.11.3 accessRightRetrieve

10.11.3.1  accessRightRetrieveRequestindication

Thisrequest is used for retrieving the content of an access right resource. The SCL primitive shall comply with
tables 10.98 and 10.99.

Table 10.98: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2
of TS 102 690 [2],
clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.99: accessRightRetrieveRequestindication

SCL Primitive: accessRightRetrieveRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieval of
the resource

targetID M The resource URI of the <accessRight> resource to be
retrieved

primitiveType M ACCESS_RIGHT _RETRIEVE_REQUEST

noRefs 0] Indicates no child references presence in the resource
representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on selfPermissions’.

4)  "Check the syntax of received message".

5) "Read the addressed resource’.
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7)  "Send ResponseConfirm primitive".

10.11.3.2

Thisresponse istriggered by the accessRightRetrieveRequestindication primitive. The SCL primitive shall comply with

table 10.100.
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accessRightRetrieveResponseConfirm (successful case)

Table 10.100: accessRightRetrieveResponseConfirm, successful case

SCL primitive: accessRightRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M ACCESS RIGHT_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
accessRight M Complete resource representation is returned in the response

10.11.3.3

accessRightRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the accessRightRetrieveRequestndication primitive. The SCL primitive shall comply with
table 10.101.

Table 10.101: accessRightRetrieveResponseConfirm, unsuccessful case

SCL primitive: accessRightRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M ACCESS_RIGHT_RETRIEVE_RESPONSE
errorinfo M Provides error information

10.11.4 accessRightUpdate

10.11.4.1  accessRightUpdateRequestindication

Thisrequest is used to update and to modify the access right resource, or one or more access right attributes. The SCL
primitive shall comply with tables 10.102 and 10.103.

Table 10.102: Applicability of the primitive

AccessRightUpdateRequestindication
Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.103: AccessRightUpdateRequestindication

SCL primitive: accessRightUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the update
targetID M The URI of the access right resource to be updated
primitiveType M ACCESS_RIGHT_UPDATE_REQUEST
Resource Mandatory/Optional Description
accessRight M Resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".
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"Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.

1)
2) "Check existence of the addressed resource”.
3)  "Check authorization of the requestingEntity based on selfPermissions’.
4)  "Check the syntax of received message”.
5)  "Check validity of resource representation for update”.
6) "Update the addressed resource”.
7)  "Announce the resource".
8) "Create a successful ResponseConfirm".
9) "Send ResponseConfirm primitive".
10.11.4.2

accessRightUpdateResponseConfirm (successful case)

This response istriggered by the accessRightUpdateRequestindication primitive. The SCL primitive shall comply with

table 10.104.

Table 10.104: AccessRightRetrieveResponseConfirm, successful case

SCL primitive: accessRightRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M ACCESS RIGHT_UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
accessRight (0] Full representation of the update access right resource, only present in

case the hosting SCL modified any of the provided attributes

10.11.4.3

accessRightUpdateResponseConfirm (unsuccessful case)

This response istriggered by the accessRightUpdateRequestindication primitive. The SCL primitive shall comply with

table 10.105.

Table 10.105: AccessRightRetrieveResponseConfirm, unsuccessful case

SCL primitive: accessRightRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

ACCESS_RIGHT_UPDATE_RESPONSE

errorinfo

M

Provides error information
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10.11.5 accessRightDelete

10.11.5.1  accessRightDeleteRequestindication

The procedure is used to delete an access right resource. The SCL primitive shall comply with tables 10.106 and
10.107.

Table 10.106: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.107: accessRightDeleteRequestindication

SCL Primitive: accessRightDeleteRequestindication
Primitive attribute Mandatory/Option Description
al

requestingEntity M Application or SCL originally requesting the access right
resource deletion

targetID M The resource URI of the <accessRight> resource to be
deleted

primitiveType M ACCESS_RIGHT_DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on selfPermissions’.

4)  "Check the syntax of received message".

5) "De-Announce the resource".

6) "Delete the addressed resource”.

7)  "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
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accessRightDeleteResponseConfirm (successful case)

Thisresponse is triggered by the accessRightDel eteRequestindication primitive. The SCL primitive shall comply with

table 10.108.

Table 10.108: AccessRightDeleteResponseConfirm, successful case

SCL primitive: accessRightDeleteResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitive Type M ACCESS_RIGHT_DELETE_RESPONSE
statusCode M STATUS OK
10.11.5.3  accessRightDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the accessRightDel eteRequestindication primitive. The SCL primitive shall comply with

table 10.109.

Table 10.109: accessRightDeleteResponseConfirm, unsuccessful case

SCL primitive: accessRightDeleteResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

ACCESS_RIGHT DELETE_RESPONSE

errorinfo

M

Provides error information

10.12 <accessRightAnnc> resource and management procedures

10.12.1 <accessRightAnnc> resource

The <accessRightAnnc> resource shall contain the following attributes referring to sub-resources.

Table 10.110: Resource description

AttributeName Presence in Presence in Presence in Description
createReq updateReq response

link M NP M See table 11.36

accessRightID (@) 0] 0] See table 11.36

searchStrings M M M See table 11.36

expirationTime (@) 6] M* See table 11.36

announceTo (0] (0] M* See table 11.36. This shall be used to
announce <accessRightAnnc> over mim
reference point. This shall be applicable only in
Procedure 2 of TS 102 690 [2], clause 6.5.

id 0] NP M* The ID of the announcement resource. This is
used to identify the resource in its parents
collection. The id is the id of the corresponding
<accessRight> resource postfixed with "Annc"

10.12.2 accessRightAnncCreate

10.12.2.1

accessRightAnncCreateRequestindication

Thisrequest is used to create a new <accessRightAnnc> resource in a Service Capability Layer. The SCL primitive
shall comply with tables 10.111 and 10.112.
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Table 10.111: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure
2 of TS 102 690,
clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.112: accessRightAnncCreateRequestindication

SCL Primitive: accessRightAnncCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the resource URI of collection resource in which

the requested resource shall be created
primitiveType M ACCESS_RIGHT _ANNC_CREATE_REQUEST
Resource Mandatory/Optional Description

accessRightAnnc MO The representation of the resource to be created

Theissuer shall execute the following stepsin order:
1) "Compose Requestlndication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "create announced resource”.

10.12.2.2  accessRightAnncCreateResponseConfirm (successful case)

It confirms the creation of a new <accessRightAnnc> resource in a Service Capability Layer. The SCL primitive shall
comply with table 10.113.

Table 10.113: accessRightAnncCreateResponseConfirm, successful case

SCL primitive: accessRightAnncCreateResponseConfirm

Primitive attribute |Mandatory/Optional Description

primitiveType M ACCESS_RIGHT_ANNC_CREATE_RESPONSE

statusCode M STATUS_CREATED

resourceURI M URI assigned to the resource.

Resource Mandatory/Optional Description

accessRightAnnc (0] In the case that any of the provided attributes in the request have
been modified by the hosting SCL then the complete content of the
resource as described above is returned in the response as well

10.12.2.3  accessRightAnncCreateResponseConfirm (unsuccessful case)

This response istriggered by the accessRightAnncCreateRequestindication primitive. The SCL primitive shall comply

with table 10.114.

Table 10.114: accessRightAnncCreateResponseConfirm, unsuccessful case

SCL primitive: accessRightAnncCreateResponseConfirm
Primitive attribute | Mandatory/Optional Description
primitiveType M ACCESS_RIGHT _ANNC_CREATE_RESPONSE
errorinfo M Provides error information
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10.12.3 accessRightAnncRetrieve

10.12.3.1  accessRightAnncRetrieveRequestindication

Thisrequest is used for retrieving the content of an <accessRightAnnc> resource. The SCL primitive shall comply with

tables 10.115 and 10.116.

Table 10.115: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 1 and 2
of TS 102 690 [2],
clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.116: accessRightAnncRetrieveRequestindication

SCL Primitive: accessRightAnncRetrieveRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of
the resource
targetID M The URI of the announced resource to be addressed.
primitiveType M ACCESS_RIGHT_ANNC_RETRIEVE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "retrieve announced resource”.

10.12.3.2  accessRightAnncRetrieveResponseConfirm (successful case)

Thisresponse istriggered by the accessRightAnncRetrieveRequesti ndication primitive. The SCL primitive shall
comply with table 10.117.

Table 10.117: AccessRightAnncRetrieveResponseConfirm, successful case

SCL primitive: accessRightAnncRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ACCESS_RIGHT_ANNC_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
accessRightAnnc M Complete resource representation of the resource is returned in the
response
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10.12.3.3  accessRightAnncRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the accessRightAnncRetrieveRequesti ndication primitive. The SCL primitive shall
comply with table 10.118.

Table 10.118: accessRightAnncRetrieveResponseConfirm, unsuccessful case

SCL primitive: accessRightAnncRetrieveResponseConfirm

Primitive Mandatory/Optional Description
attribute
primitiveType M ACCESS RIGHT ANNC RETRIEVE RESPONSE
errorinfo M Provides error information

10.12.4 accessRightAnncUpdate

10.12.4.1  accessRightAnncUpdateRequestindication

Thisrequest is used to update and to modify the <accessRightAnnc> resource. The SCL primitive shall comply with
tables 10.119 and 10.120.

Table 10.119: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure
2 of TS 102 690,
clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.120: AccessRightAnncUpdateRequestindication

SCL Primitive: accessRightAnncUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving
targetID M The URI of the announced resource to be addressed
primitiveType M ACCESS_RIGHT_ANNC_UPDATE_REQUEST
Resource Mandatory/Optional Description
accessRightAnnc M Resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "update announced resource’.
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10.12.4.2  accessRightAnncUpdateResponseConfirm (successful case)

Thisresponse istriggered by the accessRightAnncUpdateRequesti ndication primitive. The SCL primitive shall comply
with table 10.121.

Table 10.121: AccessRightAnncUpdateResponseConfirm, successful case

SCL primitive: accessRightAnncUpdateResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M ACCESS_RIGHT_ANNC_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
accessRightAnnc (0] Full representation of the resource. This shall be present if the hosting
SCL modified any of the attributes provided by the Issuer

10.12.4.3  accessRightAnncUpdateResponseConfirm (unsuccessful case)

This response istriggered by the AccessRightAnncUpdateRequestlndication primitive. The SCL primitive shall comply
with table 10.122.

Table 10.122: AccessRightAnncUpdateResponseConfirm, unsuccessful case

SCL primitive: AccessRightAnncUpdateResponseConfirm

Primitive attribute | Mandatory/Optional Description
primitiveType M ACCESS_RIGHT_ANNC_UPDATE_RESPONSE
errorinfo M Provides error information

10.12.5 accessRightAnncDelete

10.12.5.1

accessRightAnncDeleteRequestindication

The procedure is used to delete an <accessRightAnnc> resource. The SCL primitive shall comply with tables 10.123

and 10.124.

Table 10.123: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.124: AccessRightAnncDeleteRequestindication

SCL Primitive: accessRightAnncDeleteRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the announced
resource deletion
targetID M The URI of the announced resource to be addressed
primitiveType M ACCESS_RIGHT _ANNC_DELETE_REQUEST

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the common procedure "delete announced resource”.

10.12.5.2  accessRightAnncDeleteResponseConfirm (successful case)

This response istriggered by the accessRightAnncDel eteRequestindication primitive. The SCL primitive shall comply
with table 10.125.

Table 10.125: AccessRightAnncDeleteResponseConfirm, successful case

SCL primitive: accessRightAnncDeleteResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M ACCESS_RIGHT_ANNC_DELETE_RESPONSE
statusCode M STATUS OK

10.12.5.3  accessRightAnncDeleteResponseConfirm (unsuccessful case)

Thisresponse istriggered by the AccessRightAnncDel eteRequestindication primitive. The SCL primitive shall comply
with table 10.126.

Table 10.126: AccessRightAnncDeleteResponseConfirm, unsuccessful case

SCL primitive: accessRightAnncDeleteResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M ACCESS RIGHT ANNC DELETE_RESPONSE
errorinfo M Provides error information

10.13 containers resource and management procedures

10.13.1 containers resource

The containers resource shall contain the following sub-resources and attributes.

Table 10.127: Resource description

Attribute Name Presence in | Presencein Presence in Description
createReq updateReq response
containerCollection N/A NP M See table 11.37
containerAnncCollection N/A NP M See table 11.37
locationCollection N/A NP M See table 11.37
locationAnncCollection N/A NP M See table 11.37
subscriptionsReference N/A NP M# See table 11.37
accessRightID N/A (0] (0] See table 11.36
creationTime N/A NP M See table 11.36
lastModifiedTime N/A NP M See table 11.36

10.13.2 containersCreate
The containers resource shall not be created viathe API. The receiver shall:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
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10.13.3 containersRetrieve

10.13.3.1  containersRetrieveRequestindication

Thisrequest is used to retrieve the content of a containers resource. The SCL primitive shall comply with tables 10.128
and 10.129.

Table 10.128: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.129: ContainersRetrieveRequestindication

SCL Primitive: containersRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the
resource
targetID M The URI of the containers resource to be addressed

The URI shall be one of the following:

<sclBase>/containers
<sclBase>/applications<application>/containers
<sclBase>/scls/<scl>/containers
<sclBase>/scls/<scl>/applications/<applicationAnnc>/containers

If an attribute has to be retrieved, then the URI of the attribute shall
be provided

primitiveType M CONTAINERS_RETRIEVE_REQUEST

noRefs 0] Indicates no child references presence in the resource
representation

shortUri o Indicates the presence of a relative URI instead of absolute URI in

the collection resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorisation of the requestingEntity based on accessRightID".

4)  "Check the syntax of the received message".

5) "Read the addressed resource”.

6) "Create acollection resource representation”.

7)  "Create successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
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containersRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the ContainersRetrieveRequestindication. The SCL primitive shall comply with

table 10.130.

Table 10.130: ContainersRetrieveResponseConfirm, successful case

SCL primitive: containersRetrieveResponseConfirm

Primitive attribute | Mandatory/Optional Description
primitiveType M CONTAINERS RETRIEVE_RESPONSE
statusCode M STATUS_OK

Resource Mandatory/Optional Description
containers M List of references(URLSs)to all the child resources of the retrieved

containers resource, and all the attributes defined

10.13.3.3  containersRetrieveResponseConfirm (unsuccessful case)

This response is triggered by the containersRetrieveRequestindication. The SCL primitive shall comply with

table 10.131.

Table 10.131: ContainersRetrieveResponseConfirm, unsuccessful case

SCL primitive: containersRetrieveResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINERS_RETRIEVE_RESPONSE
errorinfo M Provides error information

10.13.4 containersUpdate

10.13.4.1

Thisrequest is used to retrieve the content of a containers resource. The SCL primitive shall comply with tables 10.132

and 10.133.

containersUpdateRequestindication

Table 10.132: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.133: Applicability of the primitive

SCL Primitive: containersUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetID M The URI of the containers resource to be addressed
This URI shall be one of the following:
<sclBase>/containers
<sclBase>/applications<application>/containers
<sclBase>/scls/<scl>/containers
<sclBase>/scls/<scl>/applications/<application>/containers
If an attribute has to be updated, then the URI of the attribute
shall be provided
primitiveType M CONTAINERS UPDATE_REQUEST
Resource Attribute Mandatory/Optional Description
containers M Resource representation
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Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2) "Send aReguestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of resource representation for update”.

6) "Update the addressed resource”.

7) "Read the addressed resource’.

8) "Create acollection resource representation”.

9) "Create a successful ResponseConfirm".

10)

10.13.4.2

"Send ResponseConfirm primitive".

containersUpdateResponseConfirm (successful case)

Thisresponse is triggered by the ContainersUpdateRequestindication. The SCL primitive shall comply with

table 10.134.

Table 10.134: ContainersUpdateResponseConfirm, successful case

SCL primitive: containersUpdateResponseConfirm
Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINERS UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
containers 0] Full representation of the updated containers resource
10.13.4.3  containersUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the contai nersUpdateRequesti ndication. The SCL primitive shall comply with

table 10.135.

Table 10.135: ContainersUpdateResponseConfirm, unsuccessful case

SCL primitive: ContainersUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

CONTAINERS_UPDATE_RESPONSE

errorinfo

M

Provides error information
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10.13.5 containersDelete
The containers resource shall not be deleted viathe API. Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.14 <container> resource and management procedures

10.14.1 <container> resource

The <container> resource shall contain the following sub-resources and attributes.

Table 10.136: Resource description

Attribute Name Presencein | Presencein |[Presencein Description
createReq updateReq response

contentinstancesReference NP NP M# References to sub-resources
contentinstances in table 11.37

subcontainersReference NP NP M# References to sub-resources
subcontainers in table 11.37

subscriptionsReference NP NP M# Reference to sub-resource subscriptions in
table 11.37

id (6] NP M* Id of the container in the containers

collection. If the container indicated in the
request already exists, the hosting SCL
may choose a different name

expirationTime 0] 0] M* See table 11.36
accessRightID (0] (0] 0 See table 11.36
searchStrings 0] 0] M See table 11.36
creationTime NP NP M See table 11.36
lastModifiedTime NP NP M See table 11.36
announceTo 0] 0] M* See table 11.36
maxNrOfinstances 0] 0] M* See table 11.36
maxByteSize 6] 6] M* See table 11.36
maxinstanceAge 0] 0] M* See table 11.36

10.14.2 containerCreate

10.14.2.1  containerCreateRequestindication

This primitive creates a new <container> resource in a containers collection. The SCL primitive shall comply with
tables 10.137 and 10.138.

Table 10.137: Applicability of the primitive

Primitive applicability

Applicable mla dla mlid
interfaces

Issuer Application Application SCL

Receiver SCL SCL Hosting SCL
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Table 10.138
SCL Primitive: containerCreateRequestindication

Primitive attribute | Mandatory/Optional Description
primitiveType M Indicates the type of primitive:

CONTAINER_CREATE_REQUEST
requestingEntity M The entity (an application or SCL) that requests to create a container

resource
targetID M The URI of the target entity

This URI shall be one of the following:

<sclBase>/containers
<sclBase>/applications/<application>/containers
<sclBase>/scls/<scl>/containers
<sclBase>/scls/<sclName>/applications/<applicationAnnc>/containers
../<container>/subcontainers

Resource Attribute | Mandatory/Optional Description

container M The container resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of resource representation for create”.

6) "Createtheresource".

7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.14.2.2  containerCreateResponseConfirm (successful case)

This primitive confirms the creation of a new <container> resource in a Service Capability Layer. The SCL primitive
shall comply with table 10.139.

Table 10.139: ContainerCreateResponseConfirm, successful case

SCL primitive: containerCreateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/optional Description
container (0] Full resource representation of the container. This is only present if
any of the provided attributes where modified by the hosting SCL
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10.14.2.3  containerCreateResponseConfirm (unsuccessful case)

This primitive confirms the creation of a new <container> resource in a Service Capability Layer. The SCL primitive
shall comply with table 10.140.

Table 10.140: ContainerCreateResponseConfirm, unsuccessful case

SCL primitive: containerCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_CREATE_RESPONSE
errorinfo M Provides error information

10.14.3 containerRetrieve

10.14.3.1  containerRetrieveRequestindication

This primitive is used to read the attributes of a <container> and referencesto its direct child resources. The SCL
primitive shall comply with tables 10.141 and 10.142.

Table 10.141: Applicability of the primitive

SCL Primitive: containerRetrieveRequestindication
Applicable interfaces mla dla mlid mIm (Procedure 1 and
2 of TS 102 690,
clause 6.5 [2])

Issuer Application Application SCL SCL
Receiver Hosting SCL Hosting SCL Hosting SCL SCL

Table 10.142: ContainerRetrieveRequestindication

SCL Primitive: containerRetrieveRequestindication

Primitive attribute Mandatory/Optional Description

primitiveType M CONTAINER_RETRIEVE_REQUEST

requestingEntity The entity (an application or SCL) that requests to read the content of a
container resource

M
targetID M The URI of the container resource to be addressed
noRefs (0] Indicates no child references presence in the resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Read the addressed resource'.

6) "Create a successful ResponseConfirm".
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7)  "Send response ResponseConfirm primitive".

10.14.3.2

containerRetrieveResponseConfirm (successful case)

If the entire container was addressed, then a representation of the entire resource will be returned. If only asingle
attribute was addressed, then only the attribute value is returned. The SCL primitive shall comply with table 10.143.

Table 10.143: ContainerRetrieveResponseConfirm, successful case

SCL primitive: containerRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
container M Full representation of the retrieved container resource
10.14.3.3  containerRetrieveResponseConfirm (unsuccessful case)

The SCL primitive shall comply with table 10.144.

Table 10.144: ContainerRetrieveResponseConfirm, unsuccessful case

SCL primitive: containerRetrieveResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINER_RETRIEVE_RESPONSE
errorinfo M Provides error information

10.14.4 containerUpdate

10.14.4.1

containerUpdateRequestindication

Thisrequest is used to update all of the attributes in a <container>. The SCL primitive shall comply with tables 10.145

and 10.146.

Table 10.145: Applicability of the primitive

SCL Primitive: containerUpdateRequestindication

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.146: ContainerUpdateRequestindication

SCL Primitive:

containerUpdateRequestindication

Primitive attribute

Mandatory/Optional

Description

primitiveType M CONTAINER_UPDATE_REQUEST

requestingEntity M The entity (an application or SCL) that requests to update a container
resource

targetiD M The URI of the group resource to be addressed

If an attribute has to be updated, then the URI of the attribute shall be
provided

Resource Attribute

Mandatory/Optional

Description

container

M

The resource representative

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".
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"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)
6)

7)
8)
9)

10)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID".

"Check the syntax of received message”.

"Check validity of the resource representation for UPDATE".

Primitive specific operation: if the maxNrOflnstances, maxByteSize or maxlnstanceAge are changed in the
<container> resource, the hosting SCL shall immediately enforce the new restrictions. The hosting SCL may
check whether the instances of the container resource are still within these new restrictions. If the maxima are
exceeded, the oldest <contentlnstance> resources may be deleted.

"Update the addressed resource”.
" Announce resource".
"Create a successful response Confirm".

"Send response Confirm primitive".

10.14.4.2  containerUpdateResponseConfirm (successful case)

If the requested values were overwritten by SCL policies, then the new attribute values shall be included in the
response. The SCL primitive shall comply with table 10.147.

Table 10.147: ContainerUpdateResponseConfirm, successful case

SCL primitive: containerUpdateResponseConfirm
Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINER_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
container (0] Full representation of the updated container resource, if any of the provided
attributes were modified by the hosting SCL

10.14.4.3  containerUpdateResponseConfirm (unsuccessful case)

SCL primitive shall comply with table 10.148.

Table 10.148: ContainerUpdateResponseConfirm, unsuccessful case

SCL primitive: containerUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_UPDATE_RESPONSE
errorinfo M Provides error information
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Thisrequest is used to delete a <container> resource. The SCL primitive shall comply with tables 10.149 and 10.150.

Table 10.149: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid
Issuer Application Application SCL
Receiver SCL SCL Hosting SCL

Table 10.150: ContainerDeleteRequestindication

SCL Primitive: containerDeleteRequestindication

Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_DELETE_REQUEST
requestingEntity M The entity (an application or SCL) that requests to delete a
container resource
targetID M The URI of the target <container> to be deleted

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2) "Send aReguestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Delete the addressed resource".

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.14.5.2

The SCL primitive shall comply with table 10.151.

containerDeleteResponseConfirm(successful case)

Table 10.151: ContainerDeleteResponseConfirm, successful case

SCL primitive: containerDeleteResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINER_DELETE_RESPONSE
statusCode M STATUS_OK
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10.14.5.3  containerDeleteResponseConfirm (unsuccessful case)

Thisresponse isissued if the containerDel eteRequesti ndication was not successfully serviced. The SCL primitive shall
comply with table 10.152.

Table 10.152: ContainerDeleteResponseConfirm, unsuccessful case

SCL primitive: containerDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER DELETE _RESPONSE
errorinfo M Provides error information

10.15 <containerAnnc> resource and management procedures

10.15.1 <containerAnnc> resource

The <containerAnnc> resource shall contain the following attributes referring to sub-resources.

Table 10.153: Resource description

Attribute Name Presence in Presencein | Presencein Description
createReq updateReq response
link M NP M See table 11.36
accessRightID 0] 0] 0] See table 11.36
searchStrings M M M See table 11.36
expirationTime 0] 0] M* See table 11.36
announceTo (0] (0] M* See table 11.36. This shall be used to

announce <containerAnnc> over mim
reference point. This shall be applicable only in
Procedure 2 of TS 102 690 [2], clause 6.5.

id (0] NP M* The ID of the announcement resource. This is
used to identify the resource in its parents
collection. The id is the id of the corresponding
<container> resource postfixed with "Annc".

10.15.2 containerAnncCreate

10.15.2.1  containerAnncCreateRequestindication

Thisrequest is used to delete a <containerAnnc> resource. The SCL primitive shall comply with tables 10.154 and
10.155.

Table 10.154: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690, clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL  |SCL
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Table 10.155: ContainerAnncCreateRequestindication

SCL Primitive: containerAnncCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested
resources shall be created
primitiveType M CONTAINER_ANNC_CREATE_REQUEST
Resource Mandatory/Optional Description
containerAnnc M The representation of the resource to be created

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Create announced resource'.

10.15.2.2  containerAnncCreateResponseConfirm (successful case)

It confirms the creation of anew <containerAnnc> resource in a Service Capability Layer. The SCL primitive shall
comply with table 10.156.

Table 10.156: ContainerAnncCreateResponseConfirm, successful case

SCL primitive: containerAnncCreateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_ANNC_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
containerAnnc (0] In the case that any of the provided attributes in the request have
been modified by the hosting SCL then the complete content of the
resource as described above is returned in the response as well

10.15.2.3  containerAnncCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the containerAnncCreateRequesti ndication primitive. The SCL primitive shall comply
with table 10.157.

Table 10.157: ContainerAnncCreateResponseConfirm, unsuccessful case

SCL primitive: containerAnncCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_ANNC_CREATE_RESPONSE
errorinfo M Provides error information

10.15.3 containerAnncRetrieve

10.15.3.1  containerAnncRetrieveRequestindication

Thisreguest is used for retrieving the content of an <containerAnnc> resource. The SCL primitive shall comply with
tables 10.158 and 10.159.

ETSI




174 ETSI TS 102 921 V2.1.1 (2013-12)

Table 10.158: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.159: ContainerAnncRetrieveRequestindication

SCL Primitive: containerAnncRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the
resource
targetID M The URI of the announced resource to be addressed
primitiveType M CONTAINER_ANNC_RETRIEVE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Retrieve announced resource'.

10.15.3.2  containerAnncRetrieveResponseConfirm (successful case)

This response istriggered by the ContainerAnncRetrieveRequestl ndication primitive. The SCL primitive shall comply
with table 10.160.

Table 10.160: ContainerAnncRetrieveResponseConfirm, successful case

SCL primitive: containerAnncRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M CONTAINER_ANNC_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
containerAnnc M Complete content of the resource is returned in the response

10.15.3.3

containerAnncRetrieveResponseConfirm (unsuccessful case)

This response is triggered by the contai nerAnncRetrieveRequest! ndication primitive. The SCL primitive shall comply

with table 10.161.

Table 10.161: ContainerAnncRetrieveResponseConfirm, unsuccessful case

SCL primitive: containerAnncRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

CONTAINER_ANNC_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.15.4 containerAnncUpdate

10.154.1

containerAnncUpdateRequestindication

Thisrequest is used to update and to modify the <containerAnnc> resource. The SCL primitive shall comply with
tables 10.162 and 10.163.
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Table 10.162: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mim (Procedure 2 of
TS 102 690, clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.163: ContainerAnncUpdateRequestindication

SCL Primitive: containerAnncUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving
targetlD M The URI of the announced resource to be addressed
primitiveType M CONTAINER_ANNC_UPDATE_REQUEST

Resource Mandatory/Optional Description
containerAnnc M Resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "Update announced resource”.

10.15.4.2  containerAnncUpdateResponseConfirm (successful case)

Thisresponse is triggered by the contai nerAnncUpdateRequestl ndication primitive. The SCL primitive shall comply
with table 10.164.

Table 10.164: ContainerAnncUpdateResponseConfirm, successful case

SCL primitive: containerAnncUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M CONTAINER_ANNC UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
containerAnnc (0] Full representation of the resource. This shall be present if the
hosting SCL modified any of the attributes provided by the Issuer

10.15.4.3  containerAnncUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the contai nerAnncUpdateRequestl ndication primitive. The SCL primitive shall comply
with table 10.165.

Table 10.165: ContainerAnncUpdateResponseConfirm, unsuccessful case

SCL primitive: containerAnncUpdateResponseConfirm
Primitive attribute | Mandatory/Optional Description
primitiveType M CONTAINER_ANNC_UPDATE_RESPONSE
errorinfo M Provides error information
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10.15.5 containerAnncDelete

10.15.5.1  containerAnncDeleteRequestindication

The procedure is used to delete an <containerAnnc> resource. The SCL primitive shall comply with tables 10.166 and
10.167.

Table 10.166: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 2
of TS 102 690,
clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.167: ContainerAnncDeleteRequestindication

SCL Primitive: containerAnncDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the announced
resource deletion
targetID M The URI of the announced resource to be addressed
primitiveType M CONTAINER_ANNC_DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Del ete announced resource”.

10.15.5.2  containerAnncDeleteResponseConfirm (successful case)

Thisresponse istriggered by the containerAnncDel eteRequesti ndication primitive. The SCL primitive shall comply
with table 10.168.

Table 10.168: ContainerAnncDeleteResponseConfirm, successful case

SCL primitive: containerAnncDeleteResponseConfirm
Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINER_ANNC DELETE_RESPONSE
statusCode M STATUS_OK

10.15.5.3  containerAnncDeleteResponseConfirm (unsuccessful case)

This response istriggered by the containerAnncDel eteRequestindication primitive. The SCL primitive shall comply
with table 10.169.

Table 10.169: ContainerAnncDeleteResponseConfirm, unsuccessful case

SCL primitive: containerAnncDeleteResponseConfirm
Primitive attribute |Mandatory/Optional Description
primitiveType M CONTAINER_ANNC_DELETE_RESPONSE
errorinfo M Provides error information
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10.16 locationContainer resources and management procedures

10.16.1 <locationContainer> resource

The <locationContai ner> resource shall contain the following sub-resources and attributes.

Table 10.170: Resource description

Attribute Name Presence in | Presencein | Presencein Description
createReq updateReq response
contentinstancesReference NP NP M# References to sub-resources
contentinstances in table 11.37
subscriptionsReference NP NP M# Reference to sub-resource subscriptions
in table 11.37
id (0] NP M* Id of the locationContainer in the

containers collection. If the
locationContainer indicated in the request
already exists, the hosting SCL may
choose a different name

expirationTime o 6] M* See table 11.36
accessRightID 0] 0] 0] See table 11.36
searchStrings 0] 0] M See table 11.36
creationTime NP NP M See table 11.36
lastModifiedTime NP NP M See table 11.36
announceTo 0] 0] M* See table 11.36
maxNrOfinstances 0] 0] M* See table 11.36
maxByteSize 0] 0] M* See table 11.36
maxInstanceAge 0] 0] M* See table 11.36
locationContainerType M NP M See table 11.36

10.16.2 locationContainerCreate

10.16.2.1  locationContainerCreateRequestindication

This primitive creates a new <locationContainer> resource in a containers collection. The SCL primitive shall comply
with tables 10.171 and 10.172.

Table 10.171: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application Local SCL
Receiver SCL SCL Hosting SCL

Table 10.172: LocationContainerCreateRequestindication

SCL Primitive: locationContainerCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M The entity (an application or SCL) that requests to create a container
resource
targetiD M The URI of the target entity

This URI shall be one of the following:
<sclBase>/applications/<application>/containers
<sclBase>/scls/<sclName>/applications/<applicationAnnc>/containers

primitiveType M LOCATION_CONTAINER_CREATE_REQUEST
Resource Mandatory/optional Description
locationContainer M locationContainer resource representation
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Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose RequestIndication primitive".
"Send the Requestindication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive”. The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)
6)

7)

8)
9)
10)
11)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID".

"Check the syntax of received message".

"Check validity of resource representation for create”.

Primitive specific operation: The hosting SCL shall check that the parent of the addresses containers resource
is an <application> or <applicationAnnc> resource. If the parent is of another type, the request shall be
rejected with aSTATUS_FORBIDDEN.

Primitive specific operation: If the locationContainer Type attribute in the received resource representation is
"LOCATION_SERVER_BASED", the hosting SCL shall check the that the targetID is one of:

- <nsclBase>/scls/< dscl>/applications/< applicationAnnc of device>/containers.
- <nsclBase>/scls/< gscl>/applications/< applicationAnnc of gateway>/containers.

This ensures that only containers resource residing under a D/G SCL registration resource in the NSCL can
contain the <locationContai ner> resource whose type attribute is"LOCATION_SERVER BASED".

If the targetl D does not match one of these two templates, the request shall be rejected with a
STATUS_FORBIDDEN.

"Create the resource”.
" Announce the resource”.
"Create a successful ResponseConfirm®.

"Send ResponseConfirm primitive".

10.16.2.2  locationContainerCreateResponseConfirm (successful case)

Thisresponse is triggered by the locationContai nerCreateRequestI ndication. The SCL primitive shall comply with

table 10.173.
Table 10.173: LocationContainerCreateResponseConfirm (successful case)
SCL primitive: locationContainerCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_CREATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
locationContainer @) Full representation of the created member resources.
This is only present if any of the provided attributes where
modified by the hosting SCL
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locationContainerCreateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the locationContai nerCreateRequestl ndication. The SCL primitive shall comply with

table 10.174.

Table 10.174: LocationContainerCreateResponseConfirm (unsuccessful case)

SCL primitive: locationContainerCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M LOCATION CONTAINER CREATE RESPONSE
errorinfo M Provides error information
10.16.3 locationContainerRetrieve

10.16.3.1

locationContainerRetrieveRequestindication

Thisrequest is used for retrieving the content of a <locationContainer> resource. The SCL primitive shall comply with

tables 10.175 and 10.176.

Table 10.175: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mim (Procedure 1
and 2 of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.176: LocationContainerRetrieveRequestindication

SCL Primitive: locationContainerRetrieveRequestindication

Primitive attribute Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the retrieving of the resource

targetiD M The URI of the locationContainer resource to be addressed
If an attribute has to be retrieved, then the URI of the attribute shall be
provided

primitiveType M Indicates the type of primitive:
LOCATION_CONTAINER_RETRIEVE_REQUEST

noRefs o] Indicates no child references presence in the resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Read the addressed resource’.
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6) "Create a successful ResponseConfirm".
7)  "Send ResponseConfirm primitive".

10.16.3.2  locationContainerRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the locationContai nerRetrieveRequestindication. The SCL primitive shall comply with
table 10.177.

Table 10.177: LocationContainerRetrieveResponseConfirm (successful case)

SCL primitive: locationContainerRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
locationContainer M Full representation of the retrieved locationContainer resource

10.16.3.3  locationContainerRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the locationContai nerRetrieveRequesti ndication. The SCL primitive shall comply with
table 10.178.

Table 10.178: LocationContainerRetrieveResponseConfirm (unsuccessful case)

SCL primitive: locationContainerRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description

primitiveType M LOCATION_CONTAINER_RETRIEVE_RESPONSE

errorinfo M Provides error information

10.16.4 locationContainerUpdate

10.16.4.1  locationContainerUpdateRequestindication

Thisrequest is used to update the full representation of the locationContainer resource. It is aso possible to update only
part of the locationContainer representation, see clause 10.39. The SCL primitive shall comply with tables 10.179 and

10.180.

Table 10.179: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.180: LocationContainerUpdateRequestindication

SCL Primitive: locationContainerUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetiD M The URI of the locationContainer resource to be addressed
If an attribute has to be updated, then the URI of the attribute shall
be provided
primitiveType M LOCATION_CONTAINER_UPDATE_REQUEST
Resource Mandatory/Optional Description
locationContainer M Resource representation
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Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5)  "Check validity of the resource representation for UPDATE".

6) Primitive specific operation: If the type attribute is changed from "APPLICATION_GENERATED" to
"LOCATION_SERVER BASED", it shall also check the <locationContainer> resource to find whether the
locationContainer resource only reside under the containers resource, of which URIs are as below:

- <nsclBase> /scls/< dscl>/applications/< applicationAnnc of device >/containers.
- <nsclBase>/scls/< gscl>/applications/< applicationAnnc of gateway >/containers.

This ensures that only containers resource residing under a D/G SCL registration resource in the NSCL can
contain the <locationContainer> resource whose type attribute is"LOCATION_SERVER _BASED".

If locationContainer does not reside under these kinds of container resources, then the request shall be rejected
withaSTATUS FORBIDDEN.

7)  "Update the addressed resource”.

8)  "Announce resource".

9) "Create a successful ResponseConfirm".
10) "Send ResponseConfirm primitive".

10.16.4.2  locationContainerUpdateResponseConfirm (successful case)

This responseis triggered by the locationContai nerUpdateRequestindication. The SCL primitive shall comply with
table 10.181.

Table 10.181: LocationContainerUpdateResponseConfirm (successful case)

SCL primitive: locationContainerUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_UPDATERESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
locationContainer o Full representation of the updated locationContainer resource, if
any of the provided attributes were modified by the hosting SCL

10.16.4.3  locationContainerUpdateResponseConfirm (unsuccessful case)

This responseis triggered by the locationContai nerUpdateRequestindication. The SCL primitive shall comply with
table 10.182.
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Table 10.182: LocationContainerUpdateResponseConfirm (unsuccessful case)

SCL primitive: locationContainerUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

LOCATION_CONTAINER

UPDATERESPONSE

errorinfo

M

Provides error information

10.16.5

10.16.5.1

locationContainerDelete

locationContainerDeleteRequestindication

The procedure is used to delete a <locationContai ner> resource. The SCL primitive shall comply with tables 10.183 and

10.184.

Table 10.183: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.184: LocationContainerDeleteRequestindication

SCL Primitive: locationContainerDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the locationContainer
resource deletion
targetiD M The URI of the locationContainer resource to be addressed
primitiveType M LOCATION_CONTAINER_DELETE_REQUEST

The issuer shall execute the following stepsin order:

1)
2)
3)

"Compose Requestindication primitive".

"Wait for ResponseConfirm primitive".

"Send a RequestIndication to the receiver SCL".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of received message".

5) "Delete the addressed resource”.

6) "Deannounce resource”.

7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
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10.16.5.2  locationContainerDeleteResponseConfirm (successful case)

Thisresponse is triggered by the locationContai ner Del eteRequestI ndication. The SCL primitive shall comply with
table 10.185.

Table 10.185: LocationContainerDeleteResponseConfirm (successful case)

SCL primitive: locationContainerDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_DELETE_RESPONSE
statusCode M STATUS_OK

10.16.5.3  locationContainerDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the locationContai ner Del eteRequestI ndication. The SCL primitive shall comply with
table 10.186.

Table 10.186: LocationContainerDeleteResponseConfirm (unsuccessful case)

SCL primitive: locationContainerDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER DELETE _RESPONSE
errorinfo M Provides error information

10.17 <locationcontainerAnnc> resource and management
procedures

10.17.1 <locationContainerAnnc> resource

The <locationContai nerAnnc> resource shall contain the following attributes referring to sub-resources.

Table 10.187: Resource description

Attribute Name | Presencein | Presencein | Presencein Description
createReq updateReq response
link M NP M See table 11.36
accessRightID 0] (@) 0] See table 11.36
searchStrings M M M See table 11.36
expirationTime 0] (@) M* See table 11.36
announceTo (0] (0] M* See table 11.36. This shall be used to announce

<locationContainerAnnc> over mim reference point.
This shall be applicable only in Procedure 2 of
TS 102 690 [2], clause 6.5.

id o NP M* The ID of the announcement resource. This is used

to identify the resource in its parents collection. The

id is the id of the corresponding <locationContainer>
resource postfixed with "Annc"

10.17.2 locationContainerAnncCreate

10.17.2.1  locationContainerAnncCreateRequestindication

Thisrequest is used to create a new <locationContainerAnnc> resource in a Service Capability Layer. The SCL
primitive shall comply with tables 10.188 and 10.189.
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Table 10.188: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.189: LocationContainerAnncCreateRequestindication

SCL Primitive: locationContainerAnncCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested
resources shall be created
primitiveType M LOCATION_CONTAINER_ANNC CREATE_REQUEST
Resource Mandatory/Optional Description
locationContainerAnnc MO The representation of the resource to be created

Theissuer shall execute the following stepsin order:

1) "Compose Reguestindication primitive".

2) "Send aReqguestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Create announced resource'.

10.17.2.2  locationContainerAnncCreateResponseConfirm (successful case)

It confirms the creation of a new <locationContainerAnnc> resource in a Service Capability Layer. The SCL primitive

shall comply with table 10.190.

Table 10.190: LocationContainerAnncCreateResponseConfirm (successful case)

SCL primitive: locationContainerAnncCreateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
locationContainerAnnc 0] In the case that any of the provided attributes in the request have
been modified by the hosting SCL then the complete content of
the resource as described above is returned in the response as
well

10.17.2.3  locationContainerAnncCreateResponseConfirm (unsuccessful case)

This response is triggered by the locationContai nerAnncCreateRequest! ndication primitive. The SCL primitive shall

comply with table 10.191.

Table 10.191: LocationContainerAnncCreateResponseConfirm (unsuccessful case)

SCL primitive: locationContainerAnncCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC_CREATE_RESPONSE
errorinfo M Provides error information
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10.17.3 locationContainerAnncRetrieve

10.17.3.1  locationContainerAnncRetrieveRequestindication

Thisrequest is used for retrieving the content of an <locationContainerAnnc> resource. The SCL primitive shall
comply with tables 10.192 and 10.193.

Table 10.192: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.193: LocationContainerAnncRetrieveRequestindication

SCL Primitive: locationContainerAnncRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the
resource
targetID M The URI of the announced resource to be addressed.
primitiveType M LOCATION_CONTAINER_ANNC_RETRIEVE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Retrieve announced resource'.

10.17.3.2  locationContainerAnncRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the locationContai nerAnncRetrieveRequesti ndication primitive. The SCL primitive shall
comply with table 10.194.

Table 10.194: LocationContainerAnncRetrieveResponseConfirm (successful case)

SCL primitive: locationContainerAnncRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
locationContainerAnnc M Complete content of the resource is returned in the response
10.17.3.3  locationContainerAnncRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the locationContai nerAnncRetrieveRequesti ndication primitive. The SCL primitive shall
comply with table 10.195.

Table 10.195: LocationContainerAnncRetrieveResponseConfirm (unsuccessful case)

SCL primitive: locationContainerAnncRetrieveResponseConfirm
Mandatory/Optional Description

Primitive attribute

primitiveType

M

LOCATION_CONTAINER_ANNC_RETRIEVE_RESPONSE

errorinfo

M

Provides error information
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10.17.4 locationContainerAnncUpdate

10.17.4.1  locationContainerAnncUpdateRequestindication

Thisrequest is used to update and to modify the <locationContainerAnnc> resource. The SCL primitive shall comply
with tables 10.196 and 10.197.

Table 10.196: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2
of TS 102 690,
clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.197: LocationContainerAnncUpdateRequestindication

SCL Primitive: LocationContainerAnncUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving
targetID M The URI of the announced resource to be addressed
primitiveType M LOCATION_CONTAINER_ANNC_UPDATE_REQUEST

Resource Mandatory/Optional Description
locationContainerAnnc M Resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "Update announced resource”.

10.17.4.2  locationContainerAnncUpdateResponseConfirm (successful case)

Thisresponse is triggered by the LocationContai ner AnncUpdateRequest! ndication primitive. The SCL primitive shall
comply with table 10.198.

Table 10.198: LocationContainerAnncUpdateResponseConfirm (successful case)

SCL primitive: LocationContainerAnncUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC _UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
locationContainerAnnc (0] Full representation of the resource. This shall be present
if the hosting SCL modified any of the attributes provided
by the Issuer

10.17.4.3  locationContainerAnncUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the LocationContai ner AnncUpdateRequest! ndication primitive. The SCL primitive shall
comply with table 10.199.
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Table 10.199: LocationContainerAnncUpdateResponseConfirm (unsuccessful case)

SCL primitive: LocationContainerAnncUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC_UPDATE_RESPONSE
errorinfo M Provides error information

10.17.5 locationContainerAnncDelete

10.17.5.1  locationContainerAnncDeleteRequestindication

The procedure is used to delete an <locationContainerAnnc> resource. The SCL primitive shall comply with
tables 10.200 and 10.201.

Table 10.200: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.201: locationContainerAnncDeleteRequestindication

SCL Primitive: locationContainerAnncDeleteRequestindication

Primitive attribute | Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the announced resource deletion
targetID M The URI of the announced resource to be addressed

primitiveType M LOCATION_CONTAINER_ANNC_DELETE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Delete announced resource'.

10.17.5.2  locationContainerAnncDeleteResponseConfirm (successful case)

Thisresponse is triggered by the locationContai nerAnncDel eteRequestindication primitive. The SCL primitive shall
comply with table 10.202.

Table 10.202: LocationContainerAnncDeleteResponseConfirm (successful case)

SCL primitive: locationContainerAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC_DELETE_RESPONSE
statusCode M STATUS OK

10.17.5.3  locationContainerAnncDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the locationContai nerAnncDel eteRequestindication primitive. The SCL primitive shall
comply with table 10.203.
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Table 10.203: LocationContainerAnncDeleteResponseConfirm (unsuccessful case)

SCL primitive: locationContainerAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M LOCATION_CONTAINER_ANNC DELETE_RESPONSE
errorinfo M Provides error information

10.18 contentlnstances resource and management procedures

10.18.1 contentlnstances resource

The contentlnstances resource shall contain the following attributes.

Table 10.204: Resource description

Attribute Name Presence in |Presencein |Presence in Description
createReq |updateReq | response

contentinstanceCollection N/A NA M* Contains sub-resources <contentinstance> in
table 11.37

latest N/A NA (0] References to the last added
<contentinstance> sub-resource. See
table 11.36

oldest N/A NA (0] References to the oldest remaining
<contentinstance> sub-resource. See
table 11.36

subscriptionsReference N/A NA M* References to sub-resource subscriptions in
table 11.37

creationTime N/A NA M* See table 11.36

lastModifiedTime N/A NA M* See table 11.36

currentNrOflnstances N/A NA M* See table 11.36

currentByteSize N/A NA M* See table 11.36

10.18.2 contentinstancesCreate

The contentl nstances resource shall be created as part of the parent and it shall not be created viathe API. Thereceiver
shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.18.3 contentinstancesRetrieve

10.18.3.1  contentinstancesRetrieveRequestindication

Thisrequest is used to read the content of a <contentl nstances resource>. Thisrequest is used to get alist of data of all
instances in the addressed contentl nstances collection. The SCL primitive shall comply with tables 10.205 and 10.206.

Table 10.205: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.206: ContentinstancesRetrieveRequestindication

SCL Primitive: contentinstancesRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the
resource
targetID M The URI of the contentinstances resource to be addressed
primitiveType M CONTENT_INSTANCES_RETRIEVE_REQUEST
Resource attribute Mandatory/Optional Description
contentinstancesFilte @) If no filterCriteria is specified, then all the data of instance
rCriteria resource shall be returned

Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose Requestindication primitive".
" Send the RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)

4)
5)

6)

7)

8)

"Re-targeting". The receiver shall not execute following stepsiif the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID". However, this case the accessRight|D
of the parent resource (the container resource) shall be used to check the authorization.

"Check the syntax of received message”.

Primitive specific operation: Check the type of the parent resource:

- If the parent resource is of type "locationContainer" then continue with then next step (Step 6).
- If the parent resource is of type "container” then continue with Step 10.

Primitive specific operation: Check the locationContainer Type attribute of the parent resource.

- If the value of the locationContainer Type attribute is"APPLICATION_GENERATED" continue with
Step 10.

- Else continue with the next step.

LocationContainer of type LOCATION_SERVER_BASED specific handling
Primitive specific operation: If filterCriteria exists, the hosting SCL shall reject the request with a
STATUS FORBIDDEN.

Primitive specific operation: The hosting SCL shall retrieve the locTargetDevice attribute from the <scl>
grandparent of the addressed contentlnstances resource (i.e. the <scl> resource under which the parent
locationContainer resource resides).

The hosting SCL shall also retrieve the locRequestor attribute from the resource corresponding to the
requestingEntity (i.e. an <application> resource).

If the requestingEntity is an SCL, the hosting SCL shall reject the request with a STATUS_FORBIDDEN.
In case either the locTargetDevice or the locRequestor cannot be obtained, the hosting SCL shall reject the
request with a STATUS _FORBIDDEN.

Then the hosting SCL shall transform the received Requestindication into LCS (LoCation Services) request,
using the obtained locRequestor and locTargetDevice attributes.

The hosting SCL shall provide default values for other attributes (e.g. location accuracy) required in the LCS
service request (e.g. complying with Le interface defined in OMA Mobile Location Protocol [OMA MLP))
according to local palicies.

The hosting SCL shall send this L CS service request to the location server, e.g. through Le interface.
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9) Primitive specific operation: The hosting SCL shall receive the corresponding L CS service response from the
location server and transform it into a ResponseConfirm primitive. Note that the location server performs the
privacy control and only responds successfully if the positioning procedure is permitted.

If the LCS service response indicates the request was unsuccessful, then the hosting SCL shall reject the
Requestindication. The table below provides a statusCode mapping for the OMA MLS statusCodes. In case
OMA MLSis used, then this mapping shall be applied. The type of error information for items7, 10-20, 24,
30-34 depends on the local policies. If NSCL will revise the LCS service request for the requestingEntity when
receiving the future request from this requestingEntity, then the hosting SCL shall respond to the issuer with
STATUS INTERNAL_SERVER_ERROR. Otherwise, if the NSCL will not revise the future request, then the
hosting SCL shall respond to the issuer with STATUS BAD_REQUEST. This completes the retrieval
procedure between hosting SCL and location server.

Continue with Step 12. Steps 10 and 11 shall be skipped.

10) Container or locationContainer of type APPLICATION_GENERATED
"read the addressed resource". Primitive specific operation: the hosting SCL shall iterate over the children
(contentl nstance resources) and only include the resource representation of those children whose filter criteria
match (see FilterCriteriain clause 11.4 for a definition of matching). in the resource representation of the
returned contentl nstances collection resource representation. If the metaDataOnly element of the filterCriteria
existsintherequest and if it is set to TRUE, then content element for contentlnstances shall not be included.
Otherwise, the content element will be included.

11) "Create a successful ResponseConfirm".

12) "Send ResponseConfirm primitive".

Table 10.207
No. Status Code defined for OMA MLS [65] Status Code in ResponseConfirm primitive

1 OK STATUS OK

2 SYSTEM FAILURE STATUS INTERNAL_SERVER_ERROR

3 UNSPECIFIED ERROR STATUS INTERNAL_SERVER_ERROR

4 UNAUTHORIZED APPLICATION STATUS _INTERNAL_SERVER_ERROR

5 UNKNOWN SUBSCRIBER STATUS _NOT_FOUND

6 |ABSENT SUBSCRIBER STATUS _NOT_FOUND

7 POSITION METHOD FAILURE STATUS_INTERNAL_SERVER_ERROR or

STATUS FORBIDDEN
8 |TIMEOUT Not used
9 CONGESTION IN LOCATION SERVER STATUS_SERVICE_UNAVAILABLE
10 |UNSUPPORTED VERSION STATUS_INTERNAL_SERVER_ERROR or
STATUS_FORBIDDEN

11 |[TOO MANY POSITION ITEMS STATUS_INTERNAL_SERVER_ERROR or
STATUS BAD _REQUEST

12 |FORMAT ERROR STATUS_INTERNAL_SERVER_ERROR or
STATUS BAD REQUEST

13 |SYNTAX ERROR STATUS_INTERNAL_SERVER_ERROR or
STATUS BAD REQUEST

14 |PROTOCOL ELEMENT NOT SUPPORTED STATUS_INTERNAL_SERVER_ERROR or
STATUS FORBIDDEN

15 |SERVICE NOT SUPPORTED STATUS_INTERNAL_SERVER_ERROR or
STATUS FORBIDDEN

16 |PROTOCOL ELEMENT ATTRIBUTE NOT SUPPORTED |STATUS_INTERNAL_SERVER_ERROR or
STATUS FORBIDDEN

17 |INVALID PROTOCOL ELEMENT VALUE STATUS_INTERNAL_SERVER_ERROR or
STATUS BAD _REQUEST

18 |[INVALID PROTOCOL ELEMENT ATTRIBUTE VALUE STATUS_INTERNAL_SERVER_ERROR or
STATUS BAD REQUEST

19 |PROTOCOL ELEMENT VALUE NOT SUPPORTED STATUS_INTERNAL_SERVER_ERROR or
STATUS FORBIDDEN

20 |PROTOCOL ELEMENT ATTRIBUTE VALUE NOT STATUS_INTERNAL_SERVER_ERROR or
SUPPORTED STATUS FORBIDDEN

21 |CANCELLATION OF TRIGGERED LOCATION REQUEST |Not used

22 |INVALID MSID IN TLRSR Not used

23 |TLRSR FOR INDIVIDUAL TARGET NOT SUPPORTED Not used

24 |QOP NOT ATTAINABLE STATUS_INTERNAL_SERVER_ERROR or

STATUS_BAD_REQUEST
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No. Status Code defined for OMA MLS [65] Status Code in ResponseConfirm primitive
25 |POSITIONING NOT ALLOWED STATUS FORBIDDEN
26 |CONGESTION IN MOBILE NETWORK STATUS_SERVICE_UNAVAILABLE
27 |DISALLOWED BY LOCAL REGULATIONS STATUS FORBIDDEN
28 |MISCONFIGURATION OF LOCATION SERVER STATUS INTERNAL_SERVER_ERROR
29 |TARGET MOVED TO NEW MSC/SGSN Not used
30 |STANDARD LOCATION REPORT SERVICE NOT Not used
SUPPORTED
31 [MLS CLIENT ERROR Not used
32 |STANDARD LOCATION REPORT SERVICE NOT Not used
ACCEPTED
33 |SUBSCRIBER IN STANDARD LOCATION REPORT Not used
SERVICE NOT VALID
34 |INVALID SERVICE ID IN STANDARD LOCATION Not used
REPORT SERVICE

10.18.3.2  contentinstancesRetrieveResponseConfirm (successful case)

Returns alist of datainstances in the addressed contentl nstances collection or the meta-data of the data instancesin the
addressed contentl nstances collection. The SCL primitive shall comply with table 10.208.

Table 10.208: ContentinstancesRetrieveResponseConfirm (successful case)

SCL primitive: contentinstancesRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M CONTENT_INSTANCES_RETRIEVE_RESPONSE.
statusCode M STATUS OK.

Resource Mandatory/Optional Description
contentinstances M It indicates one of the following possibilities:

Full representation of the retrieved contentinstances resource with
the data of all the <contentinstance> child resources.

If the metaDataOnly member was set, then the metadata of all
<contentlnstance> is included in the response. The data shall not
be contained in the response.

Full representation of the retrieved contentinstances resource with
the data of the <contentinstance> child resources that match the
filterCriteria.

If the metaDataOnly field was set, then the meta-data of the
<contentinstance> that match the filterCriteria is included in the
response. The data shall not be contained in the response.

Full representation of the retrieved contentinstances resource with
the location information received from location server.

10.18.3.3  contentinstancesRetrieveResponseConfirm (unsuccessful case)

SCL primitive shall comply with table 10.209.

Table 10.209: ContentinstancesRetrieveResponseConfirm (unsuccessful case)

SCL primitive: contentinstancesRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTENT _INSTANCES RETRIEVE RESPONSE
errorinfo M Provides error information

10.18.4 contentinstancesUpdate

The <contentlnstances> resource shall not be updated viathe API. Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
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10.18.5 contentinstancesDelete
The contentl nstances resource shall not be deleted viathe API. Thereceiver shall:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.19 <contentinstance> resource and management procedures

10.19.1 <contentlnstance> resource

The <contentl nstance> resource shall contain the following attributes referring to sub-resources.

Table 10.210: Resource description

Attribute Name |Presencein | Presencein | Presencein Description
createReq updateReq response
id o N/A M* Id suggested by the issuer (in the CREATE
request) or provided by the hosting SCL (in the
response)
href NP N/A (0] This is the URI to be used to directly retrieve the

contentlnstance. Some contentinstance (i.e. a
resource that represents a location retrieved from
location server) cannot be addressed explicitly, in
which case the attribute is optional.

contentTypes NP N/A M See table 11.36
contentSize NP N/A M See table 11.36
creationTime NP N/A M See table 11.36
lastModifiedTime NP N/A M See table 11.36
delayTolerance (@) N/A 0] See table 11.36
searchStrings (@) N/A 0] See table 11.36
content M N/A M See table 11.36. The attribute is mandatory in a

contentinstancesRetrieveResponseConfirm, but in
case the contentlnstance resource is transported in
a contentlnstancesRetrieveResponseConfirm then
the content element shall only be included if the
metaDataOnly primitive parameter in the
contentinstancesRetrieveRequestindication was
absent or set to false.

10.19.2 contentlnstanceCreate

10.19.2.1  contentinstanceCreateRequestindication

This procedure adds a <contentl nstance> resource to the contentInstances resource. The SCL primitive shall comply
with tables 10.211 and 10.212.

Table 10.211: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver SCL SCL Hosting SCL
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Table 10.212: ContentinstanceCreateRequestindication

SCL Primitive: contentinstanceCreateRequestindication

Primitive attribute | Mandatory/Optional Description

primitiveType M CONTENT_INSTANCE_CREATE_REQUEST

requestingEntity M The entity (an application or SCL) that requests to create a
contentinstance resource

targetlD M The URI of the target entity where the contentinstance resource shall
be created

Resource Mandatory/Optional Description

contentlnstance o The contentlnstance resource representation
Only one of contentinstance or 'raw content' shall be present

raw content (0] raw content [see resource attributes; Content]

Only one of contentinstance or 'raw content' shall be present

The issuer shall execute the following stepsin order:

1)
2)
3)

"Compose RequestIndication primitive".
"Send the RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1
2)
3)

4)

5)

6)

7)
8)

9)

10)

11)

12)
13)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID". However, this case the accessRightID
of the parent resource (the container resource) shall be used to check the authorization.

"Check the syntax of received message", in case a contentl nstance resource representation is present in the
request.

Primitive specific operation: If neither 'raw content' nor a contentl nstance resource representation are present
in the request the request shall be rgjected witha STATUS BAD_REQUEST.

Primitive specific operation: if raw content is provided in the request primitive, then the hosting SCL shall
construct a contentl nstance resource representation using the raw content. The delayTolerance shall be absent
from the resource representation in this case. The constructed resource representation is used in the rest of the

steps.
"Check validity of resource representation for create”.

Primitive specific operation: Validate the provided attributes. If the parent of the addressed contentl nstances
resource is locationContainer resource with the value of the locationContainer Type attribute set to
"LOCATION_SERVER BASED", the request shall be rejected witha STATUS _FORBIDDEN.

"Create the resource”. In case of "raw content” the hosting SCL shall create the resource representation based
on the meta-data information received from the transport layer.

Primitive specific operation: If the addition of the resource violates the policies 'maxNrOfl nstances”,
"maxByteSize", the hosting SCL shall remove as many of the oldest instances from the collection asis needed
to satisfy the policies.

Primitive specific operation: the lastM odifiedTime (and possibly the e-tag) of the parent contentl nstances
collection resource shall be set to the same time as the creationTime of the just created contentlnstance
resource. Note that the modification of the parent contentlnstances collection resource may trigger
notifications to be sent on active subscriptions.

"Create a successful ResponseConfirm".
"Send ResponseConfirm primitive".
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14) Primitive specific operation: If a maxInstanceAge attribute value is positive in the parent resource of the
addressed contentl nstances resource then, the hosting SCL shall start atimer for this new contentl nstance that
expires at the limitation of maxinstanceAge. If thistimer expires, the hosting SCL shall delete the
<contentl nstance> as described in "Del ete the addressed resource”.
The timer shall be stopped when the contentlnstance is deleted for any reason, e.g. by hosting SCL due to
timer expiry or because the contentlnstance resource is deleted by the contentl nstanceDel ete procedures.

10.19.2.2

contentinstanceCreateResponseConfirm (successful case)

Confirms the creation of a new <contentl nstance>. The SCL primitive shall comply with table 10.213.

Table 10.213: ContentinstanceCreateResponseConfirm (successful case)

SCL primitive: contentinstanceCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M CONTENT _INSTANCE_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/optional Description
contentinstance (0] Full resource representation of the instance. This is only present if

any of the provided attributes where modified by the hosting SCL

10.19.2.3

The SCL primitive shall comply with table 10.214.

contentinstanceCreateResponseConfirm (unsuccessful case)

Table 10.214: ContentinstanceCreateResponseConfirm (unsuccessful case)

SCL primitive: contentinstanceCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

CONTENT_CONTANCE_CREATE_RESPONSE

errorinfo

M

Provides error information

10.19.3 contentinstanceRetrieve

10.19.3.1

contentinstanceRetrieveRequestindication

Thisrequest is used to read a <contentlnstance> resource. This operation is used to read the entire resource or an
individual attribute. The SCL primitive shall comply with tables 10.215 and 10.216.

Table 10.215: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.216: ContentinstanceRetrieveRequestindication

SCL Primitive: contentinstanceRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetID M The URI of the target entity where the content instance resource to

be addressed.

When the grandparent resource of contentinstance is
container or alocationContainer resource with the type of
"LOCATION_SERVER_BASED", the URI can also point at the
latest sub-resource or oldest sub-resource of the
contentinstances resource:

.../lcontentinstances/latest

.../contentinstances/oldest

primitiveType M CONTENT_INSTANCE_RETRIEVE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2)  Primitive specific operation: the hosting SCL shall check if the parent contentlnstance resource exists. If the
contentl nstances resource does not exist, the request shall be rejected witha STATUS NOT_FOUND.

3) "Check authorization of the requestingEntity based on accessRightID". However, this case the accessRight|D
of the grand-parent resource (the container resource) shall be used to check the authorization.

4)  "Check the syntax of received message”.

5)  Primitive specific operation: The hosting SCL shall check the grand-parent of the addressed contentl nstance
resource. If the grandparent is of type locationContainer and the locationContainer Type attribute of that
locationContainer is"LOCATION_SERVER_BASED" then the operation shall continue with Step 6.
Otherwise, i.e. if the grandparent is a resource of type container or if it is alocationContainer with a
locationContainer Type attribute with avalue "APPLICATION_GENERATED" then the sequence shall
continue with Step 9.

6) LocationContainer of type LOCATION_SERVER_BASED specific handling
Primitive specific operation: The hosting SCL shall check the targetID. If the targetID is not
.../contentlnstances/oldest or .../contentl nstanced/latest. If so, then the hosting SCL shall reject the issuer with
STATUS_FORBIDDEN.

7) Thehosting SCL shall retrieve the locTargetDevice attribute from the <scl> great-grandparent of the addressed
contentlnstance resource (i.e. the <scl> resource under which the parent |ocationContainer resource resides)
The hosting SCL shall aso retrieve the locRequestor attribute from the resource corresponding to the
requestingEntity (i.e. an <application> resource).

If the requestingEntity is an SCL, the hosting SCL shall reject the request with a STATUS _FORBIDDEN.

In case either the locTargetDevice or the locRequestor cannot be obtained, the hosting SCL shall reject the
request witha STATUS_FORBIDDEN.

Then the hosting SCL shall transform the received Requestindication into LCS (LoCation Services) request,
using the obtained locReguestor and locTargetDevice attributes.

The hosting SCL shall provide default values for other attributes (e.g. location accuracy) required in the LCS
service request (e.g. complying with Le interface defined in OMA Mobile Location Protocol) according to
local policies.

The hosting SCL shall send this L CS service request to the location server, e.g. through Le interface.
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8)  Primitive specific operation:
The hosting SCL shall receive the corresponding L CS service response from the location server and transform
it into a ResponseConfirm primitive. Note that the location server performs the privacy control and only
responds successfully if the positioning procedure is permitted.
If the LCS service response indicates the request was unsuccessful, then the hosting SCL shall reject the
Requestindication. The tablesin clause 10.18.3 provides a statusCode mapping for the OMA MLS
statusCodes. In case OMA MLS s used, then this mapping shall be applied. The type of error information for
items?, 10-20, 24, 30-34 depends on the local policies. If NSCL will revise the LCS service request for the
requestingEntity when receiving the future request from this requestingEntity, then the hosting SCL shall
respond to the issuer with STATUS INTERNAL_SERVER _ERROR. Otherwise, if the NSCL will not revise
the future request, then the hosting SCL shall respond to the issuer with STATUS BAD_REQUEST. This
completes the retrieval procedure between hosting SCL and location server.
Continue with Step 12. Steps 9-11 shall be skipped.

9) Container or locationContainer of type APPLICATION_GENERATED
Primitive specific operation: The hosting SCL shall check if the targetlD addresses ./contentl nstances/latest or
...Jcontentlnstances/oldest. If so then:

a) Thehosting SCL shall check if the collection of contentl nstance resourcesis empty. If so, the request is
rejected witha STATUS NOT_FOUND.

b)  Thehosting SCL shall continue with the remainder of the steps as if the oldest or the latest instance in
the collection is addressed in the targetI D. The oldest instance is the contentl nstance resource in the
collection that has the chronologically oldest value for the creationTime attribute, the latest instance is
the contentl nstance resource in the collection that has the chronol ogically newest value for the
creationTime attribute.

10) "Read addressed resource’. The resource representation shall set as described in the Content complex datatype
described in 11.4.

11) "Create a successful ResponseConfirm".
12) "Send ResponseConfirm primitive".

10.19.3.2  contentinstanceRetrieveResponseConfirm (successful case)

This response is triggered by the contentl nstanceRetrieveRequestindication. The SCL primitive shall comply with
table 10.217.

Table 10.217: ContentinstanceRetrieveResponseConfirm (successful case)

SCL primitive: contentinstancesRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTENT_INSTANCE_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
contentlnstance M Full representation of the retrieved contentinstance resource

10.19.3.3  contentinstanceRetrieveResponseConfirm (unsuccessful case)

This response is triggered by the contentl nstanceRetrieveRequestindication. The SCL primitive shall comply with
table 10.218.

Table 10.218: ContentinstanceRetrieveResponseConfirm (unsuccessful case)

SCL primitive: contentinstancesRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTENT_INSTANCE_RETRIEVE_RESPONSE
errorinfo M Provides error information
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10.19.4 contentlnstanceUpdate
The contentlnstance resource shall not be updated. The receiver shall:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.19.5 contentlnstanceDelete

10.19.5.1  contentinstanceDeleteRequestindication

Thisrequest is used to delete a <contentl nstance> resource. The SCL primitive shall comply with tables 10.219 and
10.220.

Table 10.219: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver SCL SCL Hosting SCL

Table 10.220: ContentinstanceDeleteRequestindication

SCL Primitive: contentinstanceDeleteRequestindication

Primitive attribute | Mandatory/Optional Description
primitiveType M CONTENT_INSTANCE_DELETE_REQUEST
requestingEntity M The entity (an application or SCL) that requests to delete a
contentinstance resource
targetiD M The URI of the target <contentinstance> location

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2)  Primitive specific operation: the hosting SCL shall check if the parent contentlnstance resource exists. If the
contentl nstances resource does not exist, the request shall be rejected witha STATUS NOT_FOUND.

3) "Check authorization of the requestingEntity based on accessRightID". " Check authorization of the
requestingEntity based on accessRightID". However, this case the accessRightID of the grand-parent resource
(the container resource) shall be used to check the authorization.

4)  "Check the syntax of received message".

5)  Primitive specific operation: The hosting SCL shall check if the targetl D addresses ../contentl nstances/latest or
.../contentInstances/oldest. If so then:

a) Thehosting SCL shall check if the collection of contentl nstance resourcesis empty. If so, the request is
rejected with a STATUS_NOT_FOUND.
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b) Thehosting SCL shall continue with the remainder of the steps as if the oldest or the latest instance in
the collection is addressed in the targetI D. The oldest instance is the contentl nstance resource in the
collection that has the chronologically oldest value for the creationTime attribute, the latest instance is
the contentl nstance resource in the collection that has the chronol ogically newest value for the
creationTime attribute.

6) "Check existence of the addressed resource”.
7) "Delete the addressed resource'.

8) "DeAnnounce resource".

9) "Create a successful ResponseConfirm".

10) "Send ResponseConfirm primitive".

Post result operations:

11) Thehosting SCL shall stop any associated max|nstanceAge timer.

10.19.5.2  contentinstanceDeleteResponseConfirm(successful case)
The SCL primitive shall comply with table 10.221.

Table 10.221: ContentinstanceDeleteResponseConfirm (successful case)

SCL primitive: contentinstanceDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTENT_INSTANCE_DELETE_RESPONSE
statusCode M STATUS OK

10.19.5.3  contentinstanceDeleteResponseConfirm (unsuccessful case)

Thisresponse isissued if the contentl nstanceDel eteRequest] ndication was not successfully serviced. The SCL primitive
shall comply with table 10.222.

Table 10.222: ContentinstanceDeleteResponseConfirm (unsuccessful case)

SCL primitive: contentinstanceDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M CONTENT INSTANCE DELETE_RESPONSE
errorinfo M Provides error information

10.20 groups resource and management procedures

10.20.1 groups resource

The groups resource representation shall contain the following sub-resources and attributes.

Table 10.223: Resource description

AttributeName Presence in | Presencein | Presencein Description
createReq updateReq response
groupCollection N/A NP M See table 11.37
groupAnncCollection N/A NP M See table 11.37
subscriptionsReference N/A NP M# See table 11.37
accessRightID N/A 0 0] See table 11.36
creationTime N/A NP M See table 11.36
lastModifiedTime N/A NP M See table 11.36
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10.20.2 groupsCreate
The groups resource shall be created as part of the parent and it shall not be created viathe API. Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.20.3 groupsRetrieve

10.20.3.1  groupsRetrieveRequestindication

Thisrequest is used for retrieving the content of a groups resource. The SCL primitive shall comply with tables 10.224
and 10.225.

Table 10.224: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1
and 2 of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.225: GroupsRetrieveRequestindication

SCL Primitive: groupsRetrieveRequestindication
Primitive attribute  |Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the retrieving of the resource

targetID M The URI of the groups resource to be addressed

primitiveType M GROUPS_RETRIEVE_REQUEST

noRefs 0] Indicates no child references presence in the resource representation
shortUri (0] Indicates the presence of a relative URI instead of absolute URI in the

collection resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".
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Thisresponse istriggered by the groupsRetrieveRequesti ndication. The SCL primitive shall comply with table 10.226.

Table 10.226: GroupsRetrieveResponseConfirm (successful case)

SCL primitive: groupsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUPS_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
groups M Full representation of the retrieved groups resource
10.20.3.3  groupsRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the groupsRetrieveRequesti ndication. The SCL primitive shall comply with table 10.227.

Table 10.227: GroupsRetrieveResponseConfirm (unsuccessful case)

SCL primitive: groupsRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

GROUPS_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.20.4 groupsUpdate

10.20.4.1

groupsUpdateRequestindication

Thisreguest is used to update the full representation of the groups.

The SCL primitive shall comply with tables 10.228 and 10.229.

Table 10.228: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.229: GroupsUpdateRequestindication

SCL Primitive: groupsUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetID M The URI of the groups resource to be addressed
primitiveType M GROUPS_UPDATE_REQUEST
Resource Mandatory/Optional Description
groups M Resource representation

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2) "Send aReguestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of the resource representation for update”.

6) "Update the addressed resource”.

7)  "Announce resource’.

8) "Create a successful response Confirm".

9) "Send response Confirm primitive".

10.20.4.2  groupsUpdateResponseConfirm (successful case)

Thisresponse is triggered by the groupsUpdateRequestindication. The SCL primitive shall comply with table 10.230.

Table 10.230: GroupsUpdateResponseConfirm (successful case)

SCL primitive: groupsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUPS _UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
groups 0] Full representation of the updated groups resource, if any of the
provided attributes were modified by the hosting SCL.

10.20.4.3  groupsUpdateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the groupsUpdateRequestindication. The SCL primitive shall comply with table 10.231.

Table 10.231: GroupsUpdateResponseConfirm (unsuccessful case)

SCL primitive: groupsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUPS _UPDATE_RESPONSE
errorinfo M Provides error information

10.20.5 groupsDelete
The groups resource shall not be deleted viathe API. Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.21 <group> resource and management procedures

10.21.1 <group> resource

The <group> resource shall contain the following sub-resources and attributes.
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Table 10.232: Resource description

AttributeName Presencein | Presencein |Presencein Description
createReq updateReq response
membersContentReference NP NP M# See table 11.37
subscriptionsReference NP NP M## See table 11.37
expirationTime (@) (@) M* See table 11.36
accessRightID @) @) @) See table 11.36
searchStrings (0] (0] M See table 11.36
creationTime NP NP M See table 11.36
lastModifiedTime NP NP M See table 11.36
announceTo (@) (0] M* See table 11.36
memberType M NP M See table 11.36
currentNrOfMembers NP NP M See table 11.36
maxNrOfMembers (6] (6] M See table 11.36
members (@) (@) M See table 11.36
id 0] NP M* The ID of the <group> resource. This

is used to identify the resource in its
parents collection.

o
o
o

membersContentAccessRightID ID of an accessRight resource
manages the access right to access

the membersContent resource.

memberTypeValidated NP NP 0] Denotes if memberType of all member
resources of the group has been
validated.

consistencyStrategy @) @) M The attribute determines how to deal
with the <group> resource if the
memberType validation fails.

10.21.2 groupCreate

10.21.2.1  groupCreateRequestindication

This primitive creates a new <group> resource in a groups collection. The SCL primitive shall comply with
tables 10.233 and 10.234.

Table 10.233: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.234: GroupCreateRequestindication

SCL Primitive: groupCreateRequestindication

Primitive attribute  |Mandatory/Optional Description
primitiveType M GROUP_CREATE_REQUEST
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested

resources shall be created

This URI shall be one of the following:

<sclBase>/groups

<sclBase>/scls/<scl>/groups

<sclBase>/applications/<app>/groups

<sclBase>/scls/<scl>/applications/<appAnnc>/groups
Resource Mandatory/Optional Description

group M The group resource representation

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".
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"Send the RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)
6)

7)
8)
9)

"Re-targeting" The receiver shall not execute following steps if the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID".

"Check the syntax of received message".

"Check validity of resource representation for create".

Primitive specific operation: Validate the provided attributes. It shall also check whether the number of URIs
present in the member s attribute of the group resource representation does not exceed the maximum as
specified by the attribute maxNrOfMembers. If the maximum is exceeded, the request shall be rejected with a
STATUS_FORBIDDEN.

If the member Type attribute of the <group> resource is not "MIXED", the hosting SCL shall aso verify that all
the member URIs in the attribute members of the group resource representation provided in the request shall
conform to the member Type of the group resource by examine each member's URI.

In the case that the <group> resource contains sub-group member resources, the receiver shall retrieve the
member Type of the sub-group member resources to validate the member Type. If the sub-group member
resources are temporarily unreachable, the receiver shall set the member TypeValidated attribute of the
<group> resource to FALSE. As soon as any unreachable sub-group resource becomes reachable (e.g. by
tracking the onlineStatus of the hosting SCL of the sub-group member resource through subscription), the
receiver shall perform the member Type validation procedure. Upon unsuccessful validation, the receiver shall
delete the <group> resource if the consistencyStrategy of the <group> resource is ABANDON_GROUP, or
remove the inconsi stent members from the <group> resource if the consistencyStrategy attributeis
ABANDON_MEMBER, or set the member Type attribute of the <group> resource to "MIXED" if the
consistencyStrategy attribute is MODIFY _TY PE.

The member TypeValidated attribute shall be set to TRUE if all the members have been validated successfully.

"Create resource”.
"Announce resource”.

"Create a successful ResponseConfirm".

10.21.2.2  groupCreateResponseConfirm (successful case)

Confirms the creation of a new group resource in a groups collection. The SCL primitive shall comply with

table 10.235.
Table 10.235: GroupCreateResponseConfirm (successful case)
SCL primitive: groupCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_CREATE _RESPONSE
statusCode M STATUS_CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/optional Description
group (0] Full resource representation of the group. This is only
present if any of the provided attributes where modified by
the hosting SCL. Shall be provided if memberTypeValidated
is FALSE.
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10.21.2.3  groupCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the groupCreateRequestindication. The SCL primitive shall comply with table 10.236.

Table 10.236: GroupCreateResponseConfirm (unsuccessful case)

SCL primitive: groupCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_CREATE_RESPONSE
errorinfo M Provides error information

10.21.3 groupRetrieve

10.21.3.1  groupRetrieveRequestindication

Thisrequest is used for retrieving the content of a group resource. The SCL primitive shall comply with tables 10.237
and 10.238.

Table 10.237: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mim (Procedure 1
and 2 of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.238: GroupRetrieveRequestindication

SCL Primitive: groupRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetiD M The URI of the group resource to be addressed
primitiveType M GROUP_RETRIEVE_REQUEST
noRefs ®) Indicates no child references presence in the resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestlndication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Read the addressed resource’.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".
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groupRetrieveResponseConfirm (successful case)

Thisresponse istriggered by the groupRetrieveRequestindication. The SCL primitive shall comply with table 10.239.

Table 10.239: GroupRetrieveResponseConfirm (successful case)

SCL primitive: groupRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_RETRIEVE_RESPONSE
statusCode M STATUS_OK

Resource Mandatory/Optional Description
group M Full representation of the retrieved group resource
10.21.3.3  groupRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the groupRetrieveRequestindication. The SCL primitive shall comply with table 10.240.

Table 10.240: GroupRetrieveResponseConfirm (unsuccessful case)

SCL primitive: groupRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

GROUP_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.21.4 groupUpdate

10.21.4.1

groupUpdateRequestindication

Thisreguest is used to update the full representation of the group.

It isalso possible to update only part of the group representation, see clause 10.39.

The SCL primitive shall comply with tables 10.241 and 10.242.

Table 10.241: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.242: groupUpdateRequestindication

SCL Primitive: groupUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetID M The URI of the group resource to be addressed
primitiveType M GROUP_UPDATE_REQUEST
Resource Mandatory/Optional Description
group M Resource representation

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)
6)

7)

8)

9)

10)
11)
12)

"Re-targeting" The receiver shall not execute following steps if the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID".

"Check the syntax of received message".

"Check validity of the resource representation for update”.

Primitive specific operation: If the member Type attribute of the <group> resourceis not "MIXED", the hosting
SCL shall verify that al the member URIsin the attribute members of the group resource representation
provided in the request shall conform to the member Type of the group resource by examine each member's
URI.

In the case that the <group> resource contains sub-group member resources, the receiver shall retrieve the
member Type of the sub-group member resource to validate the member Type. If the sub-group member
resources are temporarily unreachable, the receiver shall set the member TypeValidated attribute of the
<group> resource to FALSE. As soon as any unreachable sub-group resource becomes reachable (e.g. by
tracking the onlineStatus of the hosting SCL of the sub-group member resource through subscription), the
receiver shall perform the member Type validation procedure. Upon unsuccessful validation, the receiver shall
delete the <group> resource if the consistencyStrategy of the <group> resourceis ABANDON_GROUP, or
remove the inconsistent members from the <group> resource if the consistencyStrategy attribute is
ABANDON_MEMBER, or set the member Type attribute of the <group> resourceto "MIXED" if the
consistencyStrategy attribute is MODIFY _TY PE.

The member TypeValidated attribute shall be set to TRUE if all the members have been validated successfully.

Primitive specific operation: The hosting SCL shall check whether the number of provided membersin the
attribute members exceeds the limitation of maxNrOfMembers. If it exceeds, the hosting SCL shall reject the
request with STATUS _FORBIDDEN.

"Update the addressed resource”.
"Announce resource”.

"Create a successful ResponseConfirm".
"Send ResponseConfirm primitive".

10.21.4.2  groupUpdateResponseConfirm (successful case)

Thisresponse istriggered by the groupUpdateRequestindication. The SCL primitive shall comply with table 10.243.

Table 10.243: GroupUpdateResponseConfirm (successful case)

SCL primitive: groupUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
group 0] Full representation of the updated group resource, if any of the
provided attributes were modified by the hosting SCL. Shall be
provided if memberTypeValidated is FALSE.

10.21.4.3  GroupUpdateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the groupUpdateRequestindication. The SCL primitive shall comply with table 10.244.
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Table 10.244: GroupUpdateResponseConfirm (unsuccessful case)

SCL primitive: groupUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

GROUP_UPDATE_RESPONSE

errorinfo

M

Provides error information

10.21.5 groupDelete

10.21.5.1

groupDeleteRequestindication

The procedure is used to delete a group resource. The SCL primitive shall comply with tables 10.245 and 10.246.

Table 10.245: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.246: GroupDeleteRequestindication

SCL Primitive: groupDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the group resource deletion
targetiD M The URI of the group resource to be addressed
primitiveType M GROUP_DELETE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "De-announce resource”.

6) "Delete the addressed resource".

7)  "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.21.5.2  groupDeleteResponseConfirm (successful case)

Thisresponse istriggered by the groupDel eteRequestindication. The SCL primitive shall comply with table 10.247.
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Table 10.247: GroupDeleteResponseConfirm (successful case)

SCL primitive: groupDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_DELETE_RESPONSE
statusCode M STATUS OK

10.21.5.3  groupDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the groupDeleteRequestindication. The SCL primitive shall comply with table 10.248.

Table 10.248: GroupDeleteResponseConfirm (unsuccessful case)

SCL primitive: groupDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_DELETE_RESPONSE
errorinfo M Provides error information

10.22 <groupAnnc> resource and management procedures

10.22.1 <groupAnnc> resource

The <groupAnnc> resource shall contain the following attributes.

Table 10.249: Resource description

AttributeName | Presencein | Presencein |Presencein Description
createReq updateReq response

link M NP M See table 11.36

accessRightID (@) (@) (0] See table 11.36

searchStrings M M M See table 11.36

expirationTime (@) (@) M* See table 11.36

announceTo (0] (@) M* See table 11.36. This shall be used to announce
<groupAnnc> over mim reference point. This shall
be applicable only in Procedure 2 of TS 102 690 [2],
clause 6.5.

id 0o NP M* The ID of the announcement resource. This is used
to identify the resource in its parents collection. The
id is the id of the corresponding <group> resource
postfixed with "Annc".

10.22.2 groupAnncCreate

10.22.2.1  groupAnncCreateRequestindication

Thisreguest is used to create a new <groupAnnc> resource in a Service Capability Layer. The SCL primitive shall
comply with tables 10.250 and 10.251.

Table 10.250: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690 [2], clause 6.5)
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL
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Table 10.251: GroupAnncCreateRequestindication

SCL Primitive: groupAnncCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested resources
shall be created
primitiveType M GROUP_ANNC_CREATE_REQUEST
Resource Mandatory/Optional Description
groupAnnc MO The representation of the resource to be created

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Create announced resource'.

10.22.2.2

It confirms the creation of anew <groupAnnc> resource in a Service Capability Layer. The SCL primitive shall comply

with table 10.252.

groupAnncCreateResponseConfirm (successful case)

Table 10.252: GroupAnncCreateResponseConfirm (successful case)

SCL primitive: groupAnncCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
groupAnnc (0] In the case that any of the provided attributes in the request
have been modified by the hosting SCL then the complete
content of the resource as described above is returned in the
response as well
10.22.2.3  groupAnncCreateResponseConfirm (unsuccessful case)

This response is triggered by the groupAnncCreateRequestl ndication primitive. The SCL primitive shall comply with

table 10.253.

Table 10.253: GroupAnncCreateResponseConfirm (unsuccessful case)

SCL primitive: groupAnncCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

GROUP_ANNC_CREATE_RESPONSE

errorinfo

M

Provides error information

10.22.3 groupAnncRetrieve

10.22.3.1

groupAnncRetrieveRequestindication

Thisrequest is used for retrieving the content of an <groupAnnc> resource. The SCL primitive shall comply with

tables 10.254 and 10.255.
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Table 10.254: Applicability of the primitive

Primitive applicabilit
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL  |SCL

Table 10.255: GroupAnncRetrieveRequestindication

SCL Primitive: groupAnncRetrieveRequestindication
Primitive attribute | Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetID M The URI of the announced resource to be addressed
primitiveType M GROUP_ANNC_RETRIEVE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "Retrieve announced resource”.

10.22.3.2  groupAnncRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the groupAnncRetrieveRequestindication primitive. The SCL primitive shall comply with
table 10.256.

Table 10.256: GroupAnncRetrieveResponseConfirm (successful case)

SCL primitive: groupAnncRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
groupAnnc M Complete content of the resource is returned in the response

10.22.3.3  groupAnncRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the groupAnncRetrieveRequestindication primitive. The SCL primitive shall comply with
table 10.257.

Table 10.257: GroupAnncRetrieveResponseConfirm (unsuccessful case)

SCL primitive: groupAnncRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC_RETRIEVE_RESPONSE
errorinfo M Provides error information

10.22.4 groupAnncUpdate

10.22.4.1  groupAnncUpdateRequestindication

Thisrequest is used to update and to modify the <groupAnnc> resource. The SCL primitive shall comply with the
tables 10.258 and 10.259.
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Table 10.258: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 2 of
TS 102 690, clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL SCL

Table 10.259: GroupAnncUpdateRequestindication

SCL Primitive: groupAnncUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving
targetlD M The URI of the announced resource to be addressed
primitiveType M GROUP_ANNC_UPDATE_REQUEST
Resource Mandatory/Optional Description
groupAnnc M Resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure "Update announced resource”.

10.22.4.2  groupAnncUpdateResponseConfirm (successful case)

Thisresponse is triggered by the groupAnncUpdateRequestl ndication primitive. The SCL primitive shall comply with
table 10.260.

Table 10.260: GroupAnncUpdateResponseConfirm (successful case)

SCL primitive: groupAnncUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
groupAnnc 0] Full representation of the resource. This shall be present if the
hosting SCL modified any of the attributes provided by the Issuer

10.22.4.3  groupAnncUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the groupAnncUpdateRequest ndication primitive. The SCL primitive shall comply with
table 10.261.

Table 10.261: GroupAnncUpdateResponseConfirm (unsuccessful case)

SCL primitive: groupAnncUpdateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC_UPDATE_RESPONSE
errorinfo M Provides error information
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10.22.5 groupAnncDelete

10.22.5.1  groupAnncDeleteRequestindication

The procedure is used to delete an <groupAnnc> resource. The SCL primitive shall comply with tables 10.262 and
10.263.

Table 10.262: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mid mIm (Procedure 2 of
TS 102 690, clause 6.5 [2])
Issuer N/A N/A SCL SCL
Receiver N/A N/A Hosting SCL  |SCL

Table 10.263: GroupAnncDeleteRequestindication

SCL Primitive: groupAnncDeleteRequestindication
Primitive attribute | Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the announced resource
deletion
targetID M The URI of the announced resource to be addressed
primitiveType M GROUP_ANNC DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the common procedure " Delete announced resource'.

10.22.5.2  groupAnncDeleteResponseConfirm (successful case)

Thisresponse is triggered by the groupAnncDel eteRequesti ndication primitive. The SCL primitive shall comply with
table 10.264.

Table 10.264: GroupAnncDeleteResponseConfirm (successful case)

SCL primitive: groupAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC_DELETE_RESPONSE
statusCode M STATUS_OK

10.22.5.3  groupAnncDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the groupAnncDel eteRequestl ndication primitive. The SCL primitive shall comply with
table 10.265.

Table 10.265: GroupAnncDeleteResponseConfirm (unsuccessful case)

SCL primitive: groupAnncDeleteResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M GROUP_ANNC _DELETE_RESPONSE
errorinfo M Provides error information
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10.23 membersContent resource and management procedures

10.23.1 membersContent resource
Thisisavirtual resource.
The membersContent resource is used to fan-out requests to group members and aggregate their responses.

The responses contain a collection of results, one for each of the member URIs in the members collection of the group.
The aggregated result of arequest to the membersContent resource is represented as a non-addressable resource
membersContentResponses.

Table 10.266: MembersContentResponses entity description

AttributeName Presence in | Presencein |[Presencein Description
createReq updateReq response
membersContentResponses N/A N/A M

10.23.2 membersContentCreate

10.23.2.1  membersContentCreateRequestindication

The primitives creates the content of all member resources belonging to an existing group resource. The group hosting
SCL primitive shall comply with tables 10.267 and 10.268.

Table 10.267: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Group Hosting SCL

Table 10.268: MembersContentCreateRequestindication

SCL Primitive: membersContentCreateRequestindication
Primitive attribute Mandatory/Optional Description
primitiveType M MEMBERS CONTENT CREATE REQUEST
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the membersContent resource of the group resource or a
subordinate resource
Resource Mandatory/Optional Description
Resource M Resource to be created, which is transparent to group hosting SCL

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".

2)  Primitive specific operation: In the case the issuer wants to subscribe to al the member resources of the group
and the issuer wants the group hosting scl to aggregate all the notifications come from its member hosting scls,
the issuer shall include an empty aggregateURI attribute in the subscription resource

3) "Send the Requestindication to the receiver SCL".
4)  "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
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"Check existence of the addressed resource”.

Primitive specific operation: The target!D consists of the URI of the group resource plus a suffix marked by
/membersContent or /membersContent/.....

The group hosting SCL shall derive the URI of the group from the primitive attribute target!D and then obtain
the accessRightl D of the group resource.

"Check authorization of the requestingEntity based on accessRightID" where the
member sContentAccessRightI D of the parent group resource is used. In the case the
membersContentAccessRightI D is not provided, the accessRightl D of the parent group resource shall be used.

"Check the syntax of received message”.
"Check validity of resource representation"

Primitive specific operation: Validate the provided attributes. If the member Type attribute of the addressed
parent resource is not "MIXED", the group hosting SCL may check whether the type of Resource to be created
is consistent with the addressed parent resource. |.e. if the targetl D was .../membersContent without any
suffix, then the memberType attribute of the parent group resource determines the type of the addressed
resource. Otherwise it is determined by the combination of the memberType and the child resources addressed
in the targetI D after the membersContent element in the path. If they are not consistent, the request shall be
rejected withaSTATUS BAD_REQUEST.

Primitive specific operation: The group hosting SCL shall obtain URIs of addressed resources from the
attribute members of the parent <group> resource. The group hosting SCL may determine that multiple
member resources belong to the same remote member hosting SCL, and may perform as an issuer to request to
create a sub-group containing the specific multiple member resourcesin that member hosting SCL. This sub-
group is created in the member hosting SCL as described in clause 10.21.2. The targetl D of this groupCreate
reguest may be <memberHosting sclBase>/scls/< groupHostingScl>/groups or <member Hosting
sclBase>/groups, etc. The group hosting SCL shall also provide requestingEntity (i.e. group hosting SCL) and
sub-group resource representation that contains a member attribute with all the members residing on the
addressed member Hosting SCL. The sub-group representation may include the attribute accessRightI D, so
that the group hosting SCL has the access right to this sub-group. Theid of the sub-group may be proposed by
the group hosting SCL and determined by the member hosting SCL or it may be given by the member hosting
SCL.

If there is already a sub-group resource defined in the remote member hosting SCL, then the group hosting
SCL may utilize the existing sub-group resource.

Primitive specific operation: In the case the addressed resource is subscriptions resource, the group hosting
SCL shall validate if the subscription resource in the received request contains an aggregateURI attribute. On
successful validation, the group hosting SCL shall assign a new aggregateURI to the attribute for receiving the
notifications. The group hosting SCL shall locally maintain the mapping of the new aggregateURI and the
former aggregateURI if it exists. The group hosting SCL shall also locally maintain the delayTolerance of the
subscription if it exists.

Primitive specific operation: For each member hosting SCL, the group hosting SCL shall perform the
following steps:

a)  Primitive specific operation: The primitive attributes including primitiveType, requestingEntity and
targetl D shall be mapped to the primitive attributes of the corresponding Requestindication. The
primitive attribute primitiveType shall be modified to corresponding primitiveType according to the type
of Resource provided in the membersContentCreateRequestindication. The primitive attribute
requestingEntity shall be directly used. The prefix of primitive attribute targetID i.e. <URI of group
resource>/membersContent shall be replaced by each URI of members resources derived from the
attribute members of the group resource, but excluding the members resources which construct a sub-
group. For these members resources contained in a sub-group, the primitive targetl D of the composed
ReguestI ndication shall be <URI of sub-group resource>/membersContent. In the case the addressed
resource is subscription resource, the targetld shall be suffixed by "/subscriptions’. The group hosting
SCL shall execute "Compose RequestIndication primitives'. In addition, the group hosting SCL shall
generate a unique requestldentifier, add it as a primitive attribute to the Requestindication and locally
store the request identifier as per the local policy (e.g. expiration time or max number of entries).

b) "Send the Requestindication to the receiver SCL".

ETSI



10)

11)

12)
13)

215 ETSI TS 102 921 V2.1.1 (2013-12)

c) "Wait for ResponseConfirm primitives'.

The procedures between group hosting SCL and member hosting SCL s shall comply with the corresponding
creation procedures as described in clause 10. The detailed procedures are according to the type of Resource
provided in the membersContentCreateRequestindication. Besides, the member hosting SCL shall first
perform "Detect duplicated request”" when receiving the corresponding requstl ndication before proceeding
with any other operations.

The group hosting SCL shall unpack the responses, i.e. it shall obtain each member resources responses from
the response of the members resources and the sub-groups created by the group hosting SCL and aggregate
these into a membersContentResponses:

a) If the response belongs to a sub-group created by the group hosting SCL, the group hosting SCL shall
collect the individual responses from the sub-group membersContentResponses included in the response
received from member hosting SCL and add each of these responses to the aggregated
membersContentResponses.

b) If theresponse belongsto a sub-group not created by the group hosting SCL, the group hosting SCL
shall obtain the statusCode and other attributes received in the response of the member hosting SCL and
add them into a membersContentResponse created by a group hosting SCL. And the group hosting SCL
shall also obtain membersContentResponses from the response of the member hosting SCL and add it
into the membersContentResponse created by a group hosting SCL as the resultBody. Then this
membersContentResponse shall be added to the aggregated membersContentResponses of the group
hosting SCL.

c) If the response does not belong to a sub-group, then the group hosting SCL shall obtain the statusCode
and, if present, the URI of created member given by a Location header field received from the member
hosting SCL and may obtain attributes including etag from the successful response from member hosting
SCL. These will be added to the aggregated membersContentResponses.

"Create a successful ResponseConfirm" which includes the aggregated membersContentResponses.

"Send response Confirm primitive".

10.23.2.2  membersContentCreateResponseConfirm (successful case)

Thisresponse istriggered by the membersContentCreateRequesti ndication. This confirms the creation of members
content in a group resource. The SCL primitive shall comply with table 10.269.

Table 10.269: MembersContentCreateResponseConfirm (successful case)

SCL primitive: membersContentCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M MEMBERS CONTENT CREATE _RESPONSE
statusCode M Provides the status code for the treatment in the
group hosting SCL
Resource Mandatory/Optional Description
membersContentResponses M A non-addressable resource to aggregate the result
of a request to the membersContent resource

10.23.2.3  membersContentCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the membersContentCreateRequesti ndication. The SCL primitive shall comply with

table 10.270.

Table 10.270: MembersContentCreateResponseConfirm (unsuccessful case)

SCL primitive: membersContentCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

MEMBERS_CONTENT_CREATE_RESPONSE

errorinfo

M

Provides error information for the treatment in the group
hosting SCL
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10.23.3 membersContentRetrieve

10.23.3.1 membersContentRetrieveRequestindication

Thisrequest is used for retrieving the members content of a group resource. The SCL primitive shall comply with
tables 10.271 and 10.272.

Table 10.271: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Group Hosting SCL  |SCL

Table 10.272: MembersContentRetrieveRequestindication

SCL Primitive: membersContentRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetiD M Indicates the membersContent resource of the group resource
primitiveType M MEMBERS_CONTENT_RETRIEVE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) Primitive specific operation: The targetlD consists of the URI of the group plus the suffix marked by
/membersContent or /membersContent/..... The group hosting SCL shall derive the URI of the group from the
primitive attribute target! D and then obtain the accessRightl D of the group resource.

4)  "Check authorization of the requestingEntity based on accessRightID" where the
member sContentAccessRightl D of the parent group resource is used. In the case the
member sContentAccessRightI D is not provided, the accessRightID of the parent group resource shall be used.

5)  "Check the syntax of received message”.

6) "Check validity of resource representation”.

ETSI




7)

8)

8a)

9)

217 ETSI TS 102 921 V2.1.1 (2013-12)

Primitive specific operation: The group hosting SCL shall obtain URIs of addressed resources from the
attribute members of the parent <group> resource. The group hosting SCL may determine that multiple
member resources belong to the same remote member hosting SCL, and may perform as an issuer to request to
create a sub-group containing the specific multiple member resources in that member hosting SCL. This
sub-group is created in the member hosting SCL as described in [ See groupCreate]. The targetID of this
groupCreate request may be <memberHosting scl Base>/scls/<groupHostingScl>/groups or <memberHosting
sclBase>/groups, etc. The group hosting SCL shall also provide requestingEntity (i.e. group hosting SCL) and
sub-group resource representation that contains a member attribute with all the members residing on the
addressed member Hosting SCL. The sub-group representation may include the attribute accessRightID, so
that the group hosting SCL has the access right to this sub-group. The id of the sub-group may be proposed by
the group hosting SCL and determined by the member hosting SCL or it may be given by the member hosting
SCL.

If there is already a sub-group resource defined in the remote member hosting SCL, then the group hosting
SCL may utilize the existing sub-group resource.

Primitive specific operation: For each member hosting SCL, the group hosting SCL shall perform the
following steps:

a)  Primitive specific operation: The primitive attributes including primitiveType, requestingEntity and
targetl D shall be mapped to the primitive attributes of the corresponding Requestindication. The
primitive attribute primitiveType shall be modified to corresponding primitiveType according to the type
of Resource provided in the membersContentCreateRequestindication. The primitive attribute
requestingEntity shall be directly used. The prefix of primitive attribute targetID i.e. <URI of group
resource>/membersContent shall be replaced by each URI of members resources derived from the
attribute members of the group resource, but excluding the members resources which construct a sub-
group. For these members resources contained in a sub-group, the primitive targetl D of the composed
Requestindication shall be <URI of sub-group resource>/membersContent.

b) "Compose Requestindication primitives', based on the information stated in the previous step. In
addition, the group hosting SCL shall generate a unique requestidentifier, add it as a primitive attribute to
the Requestindication and locally store it as per itslocal policy(e.g. expiration time or max number of
entries).

¢) "Send the Requestindication to the receiver SCL".
d) "Wait for ResponseConfirm primitives"

The procedures between group hosting SCL and member hosting SCLs shall comply with the corresponding
creation procedures as described in [See SCL Primitives]. The detailed procedures are according to the type
of Resource provided in the membersContentCreateRequesti ndication. Besides, the member hosting SCL
shall first perform "Detect duplicated request” when receiving the corresponding requstl ndication before
proceeding with any other operations.

The group hosting SCL shall aggregate the received responses. It shall unpack the responses, i.e. obtain each
member resources responses from the response of the members resources and the sub-groups created by the
group hosting SCL:

a) If the response belongs to a sub-group created by the group hosting SCL, the group hosting SCL shall
collect theindividual responses from the sub-group membersContentResponses included in the response
received from member hosting SCL and add each of these responses to the aggregated
membersContentResponses.

b) If the response belongs to a sub-group not created by the group hosting SCL, the group hosting SCL
shall obtain the statusCode and other attributes received in the response of the member hosting SCL and
add them into a membersContentResponse created by a group hosting SCL. And the group hosting SCL
shall also obtain membersContentResponses from the response of the member hosting SCL and add it
into the membersContentResponse created by a group hosting SCL as the resultBody. Then this
membersContentResponse shall be added to the aggregated membersContentResponses of the group
hosting SCL.

c) If theresponse does not belong to a sub-group, then the group hosting SCL shall obtain the statusCode
and, if present, the resource representation from the response from member hosting SCL. These will be
added to the aggregated membersContentResponses.
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"Create a successful ResponseConfirm" using the aggregated membersContentResponses.

membersContentRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the membersContentRetrieveRequestindication. The SCL primitive shall comply with

table 10.273.

Table 10.273: MembersContentRetrieveResponseConfirm (successful case)

SCL primitive: membersContentRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MEMBERS_CONTENT_RETRIEVE_RESPONSE
statusCode M Provides statusCode for the treatment in the group hosting
SCL
Resource Mandatory/Optional Description
membersContentResponses M A non-addressable resource to aggregate the result of a
request to the membersContent resource
10.23.3.3  membersContentRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the membersContentRetrieveRequestindication. The SCL primitive shall comply with

table 10.274.

Table 10.274: MembersContentRetrieveResponseConfirm (unsuccessful case)

SCL primitive: membersContentRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MEMBERS_CONTENT_RETRIEVE_RESPONSE
errorinfo M Provides error information for the treatment in the group hosting SCL

10.23.4 membersContentUpdate

10.23.4.1

membersContentUpdateRequestindication

Thisrequest is used to update the full representation of the member resources.

It isalso possible to update only part of the members' representation, see clause 10.39.

The SCL primitive shall comply with tables 10.275 and 10.276.

Table 10.275: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mld
Issuer Application Application SCL
Receiver Local SCL Local SCL Group Hosting SCL

Table 10.276: MembersContentUpdateRequestindication

SCL Primitive: membersContentUpdateRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M Application or SCL originally requesting the updating
targetID M Indicates the membersContent resource of the group resource
primitiveType M MEMBERS_CONTENT_UPDATE_REQUEST
Resource Mandatory/Optional Description
resource M The resource that corresponds to the memberType of the group

and/or the addressed sub-resource or attribute in the target|D
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Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose RequestIndication primitive".
"Send a RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)

4)

5)
6)

7)

8)

"Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
"Check existence of the addressed resource”.

Primitive specific operation: The targetID consists of the URI of the group plus the suffix marked by
/membersContent or /membersContent/..... The group hosting SCL shall derive the URI of the group from the
primitive attribute target! D and then obtain the accessRightl D of the group resource.

"Check authorization of the requestingEntity based on accessRightlD of the group resource” where the
member sContentAccessRightl D of the parent group resource is used. In the case the
member sContentAccessRightI D is not provided, the accessRightl D of the parent group resource shall be used.

"Check the syntax of received message".

If the member Type attribute of the addressed parent resource is not "MIXED", the group hosting SCL may
"Check validity of the resource representation for update" based on the type of the addressed resource. |.e. if
the target| D was .../membersContent without any suffix, then the memberType attribute of the parent group
resource determines the type of the addressed resource. Otherwise it is determined by the combination of the
memberType and the child resources addressed in the targetI D after the membersContent element in the path.
If it is not consistent the request isrejected with a STATUS BAD_REQUEST.

Primitive specific operation: The group hosting SCL shall obtain URIs of addressed resources from the
attribute members of the parent <group> resource. The group hosting SCL may determine that multiple
member resources belong to the same remote member hosting SCL, and may perform as an issuer to request to
create a sub-group containing the specific multiple member resourcesin that member hosting SCL. This sub-
group is created in the member hosting SCL as described in [See groupCreate]. The targetl D of this
groupCreate request may be <memberHosting sclBase>/scl s/<groupHostingScl>/groups or <memberHosting
sclBase>/groups, etc. The group hosting SCL shall aso provide requestingEntity (i.e. group hosting SCL) and
sub-group resource representation that contains a member attribute with all the members residing on the
addressed member Hosting SCL. The sub-group representation may include the attribute accessRightID, so
that the group hosting SCL has the access right to this sub-group. Theid of the sub-group may be proposed by
the group hosting SCL and determined by the member hosting SCL or it may be given by the member hosting
SCL.

If there is already a sub-group resource defined in the remote member hosting SCL, then the group hosting
SCL may utilize the existing sub-group resource.

Primitive specific operation: For each member hosting SCL, the group hosting SCL shall perform the
following steps:

a)  Primitive specific operation: The primitive attributes including primitiveType, requestingEntity and
targetI D shall be mapped to the primitive attributes of the corresponding Requestindication. The
primitive attribute primitiveType shall be modified to corresponding primitiveType according to the type
of Resource provided in the membersContentCreateRequestindication. The primitive attribute
requestingEntity shall be directly used. The prefix of primitive attribute targetID i.e. <URI of group
resource>/membersContent shall be replaced by each URI of members resources derived from the
attribute members of the group resource, but excluding the members resources which construct a
sub-group. For these members resources contained in a sub-group, the primitive targetI D of the
composed RequestIndication shall be <URI of sub-group resource>/membersContent. The group hosting
SCL shall execute "Compose RequestIndication primitives'. In addition, the group hosting SCL shall
generate a unique requestldentifier, add it as a primitive attribute to the Requestindication and locally
storeit as per itslocal policy(e.g. expiration time or max number of entries).

b) "Send the Requestindication to the receiver SCL".
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c) "Wait for ResponseConfirm primitives'.

8a) The procedures between group hosting SCL and member hosting SCLs shall comply with the corresponding
update procedures as described in [See groupCreate]. The detailed procedures are according to the type of
Resource provided in the membersContentCreateRequest] ndication. Besides, the member hosting SCL shall
first perform "Detect duplicated request” when receiving the corresponding requstl ndication before proceeding
with any other operations.

9) Thegroup hosting SCL shall aggregate the received responses. For this it needs to unpack the responses, i.e.
obtain each member resources responses from the response of the members resource and the sub-groups
created by the group hosting SCL:

a) If the response belongs to a sub-group created by the group hosting SCL, the group hosting SCL shall
collect the individual responses from the sub-group membersContentResponses included in the response
received from member hosting SCL and add each of these responses to the aggregated
membersContentResponses.

b) If the response belongsto a sub-group not created by the group hosting SCL, the group hosting SCL
shall obtain the statusCode and other attributes received in the response of the member hosting SCL and
add them into a membersContentResponse created by a group hosting SCL. And the group hosting SCL
shall also obtain membersContentResponses from the response of the member hosting SCL and add it
into the membersContentResponse created by a group hosting SCL as the resultBody. Then this
membersContentResponse shall be added to the aggregated membersContentResponses of the group
hosting SCL.

c) If the response does not belong to a sub-group, then the group hosting SCL shall obtain the statusCode
from the member hosting SCL and may obtain attributes including etag and resource representation from
the successful response from member hosting SCL. These will be added to the aggregated
membersContentResponses.

10) "Create a successful ResponseConfirm".

11) "Send response Confirm primitive".

10.23.4.2  membersContentUpdateResponseConfirm (successful case)

Thisresponse is triggered by the membersContentUpdateRequestindication. The SCL primitive shall comply with

table 10.277.

Table 10.277: MembersContentUpdateResponseConfirm (successful case)

SCL primitive: membersContentUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MEMBERS_CONTENT UPDATE_RESPONSE
statusCode M Provides statusCode for the treatment in the group hosting
SCL
Resource Mandatory/Optional Description
membersContentResponses M A non-addressable resource to aggregate the result of a
request of each member resource

10.23.4.3  memberContentUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the membersContentUpdateRequestindication. The SCL primitive shall comply with

table 10.278.

Table 10.278: MembersContentUpdateResponseConfirm (unsuccessful case)

SCL primitive: membersContentUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

MEMBERS_CONTENT_UPDATE_RESPONSE

errorinfo

M

Provides error information for the treatment in the group hosting SCL
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10.23.5 membersContentDelete

10.23.5.1  membersContentDeleteRequestindication

The procedure is used to delete member resources of a group resource. The group hosting SCL primitive shall comply
with tables 10.279 and 10.280.

Table 10.279: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Group Hosting SCL

Table 10.280: MembersContentDeleteRequestindication

SCL Primitive: membersContentDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the resource deletion
targetiD M Indicates the membersContent resource of the group resource
primitiveType M MEMBERS_CONTENT DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  Primitive specific operation: The targetlD consists of the URI of the group plus the suffix marked by
/membersContent or /membersContent/..... The group hosting SCL shall derive the URI of the group from the
primitive attribute target! D and then obtain the accessRightI D of the group resource.

4)  "Check authorization of the requestingEntity based on accessRightID of the group resource” where the
member sContentAccessRightI D of the parent group resource is used. In the case the
member sContentAccessRightI D is not provided, the accessRightID of the parent group resource shall be used.

5)  "Check the syntax of received message”.

6) Primitive specific operation: The group hosting SCL shall obtain URIs of addressed resources from the
attribute members of the parent <group> resource. The group hosting SCL may determine that multiple
member resources belong to the same remote member hosting SCL, and may perform as an issuer to request to
create a sub-group containing the specific multiple member resources in that member hosting SCL. This
sub-group is created in the member hosting SCL as described in [ See groupCreate]. The targetID of this
groupCreate request may be <memberHosting scl Base>/scls/<groupHostingScl>/groups or <memberHosting
sclBase>/groups, etc. The group hosting SCL shall also provide requestingEntity (i.e. group hosting SCL) and
sub-group resource representation that contains a member attribute with all the members residing on the
addressed member Hosting SCL. The sub-group representation may include the attribute accessRightI D, so
that the group hosting SCL has the access right to this sub-group. The id of the sub-group may be proposed by
the group hosting SCL and determined by the member hosting SCL or it may be given by the member hosting
SCL.

If there is already a sub-group resource defined in the remote member hosting SCL, then the group hosting
SCL may utilize the existing sub-group resource.
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7)  Primitive specific operation: For each member hosting SCL, the group hosting SCL shall perform the
following steps:

a)  Primitive specific operation: The primitive attributes including primitiveType, requestingEntity and
targetI D shall be mapped to the primitive attributes of the corresponding Requestindication. The
primitive attribute primitiveType shall be modified to corresponding primitiveType according to the type
of Resource provided in the membersContentCreateRequestindication. The primitive attribute
requestingEntity shall be directly used. The prefix of primitive attribute targetID i.e. <URI of group
resource>/membersContent shall be replaced by each URI of members resources derived from the
attribute members of the group resource, but excluding the members resources which construct a sub-
group. For these members resources contained in a sub-group, the primitive targetl D of the composed
Requestindication shall be <URI of sub-group resource>/membersContent. The group hosting SCL shall
execute "Compose RequestIndication primitives'. In addition, the group hosting SCL shall generate a
unique requestldentifier, add it as a primitive attribute to the Requestindication and locally store it as per
itslocal policy(e.g. expiration time or max number of entries).

b) "Send the Requestindication to the receiver SCL".
c) "Wait for ResponseConfirm primitives'.

7a) The procedures between group hosting SCL and member hosting SCL s shall comply with the corresponding
delete procedures as described in clause 10.6. The detailed procedures are according to the type of Resource
provided in the membersContentCreateRequestl ndication. Besides, the member hosting SCL shall first
perform "Detect duplicated request” when receiving the corresponding requstindication before proceeding
with any other operations.

8) Thegroup hosting SCL shall unpack the successful responses, i.e. obtain each member resources responses
from the response of the members resources and the sub-groups created by the group hosting SCL :

a) If the response belongs to a sub-group created by the group hosting SCL, the group hosting SCL shall
collect the individual responses from the sub-group membersContentResponses included in the response
received from member hosting SCL and add each of these responses to the aggregated
membersContentResponses.

b) If the response belongs to a sub-group not created by the group hosting SCL, the group hosting SCL
shall obtain the statusCode and other attributes received in the response of the member hosting SCL and
add them into a membersContentResponse created by a group hosting SCL. And the group hosting SCL
shall also obtain membersContentResponses from the response of the member hosting SCL and add it
into the membersContentResponse created by a group hosting SCL as the resultBody. Then this
membersContentResponse shall be added to the aggregated membersContentResponses of the group
hosting SCL.

c) If theresponse does not belong to a sub-group, then the group hosting SCL shall obtain the statusCode
from the response from member hosting SCL. These will be added to the aggregated
membersContentResponses.

9) "Create a successful ResponseConfirm".

10) "Send response Confirm primitive".

10.23.5.2  membersContentDeleteResponseConfirm (successful case)

This response is triggered by the membersContentDel eteRequesti ndication. The SCL primitive shall comply with
table 10.281.
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Table 10.281: MembersContentDeleteResponseConfirm (successful case)

SCL primitive: membersContentDeleteResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M MEMBERS _CONTENT _DELETE_RESPONSE

statusCode M Provides statusCode for the treatment in the group hosting SCL
Resource Mandatory/Optional Description

membersContent M A non-addressable resource to aggregate the result for each

Response member resource

10.23.5.3  membersContentDeleteResponseConfirm (unsuccessful case)

This response is triggered by the membersContentDel eteRequesti ndication. The SCL primitive shall comply with

table 10.282.

Table 10.282: MembersContentDeleteResponseConfirm (unsuccessful case)

SCL primitive: membersContentDeleteResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

MEMBERS_CONTENT_DELETE_RESPONSE

errorinfo

M

Provides error information for the treatment in the group hosting SCL

10.24 subscriptions resource and management procedures

10.24.1 subscriptions resource

The subscriptions resource shall contain the following attributes referring to sub-resources.

Table 10.283: Resource description

AttributeName Presencein | Presencein Presence in Description
createReq updateReq response
subscriptionCollection N/A NP M references to subscription sub-resources

10.24.2 subscriptionsCreate

The subscriptions resource is created as a child resource of aresource that can be subscribed to (i.e. the subscribable
resource). It is created whenever the subscribable resource is created. It is deleted when the subscribable resourceis
deleted. It cannot be updated, since it does not have any updatable attributes.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2) "Send ResponseConfirm primitive".

10.24.3 subscriptionsRetrieve

10.24.3.1

subscriptionsRetrieveRequestindication

This primitive is used to retrieve a subscriptions resource. The SCL primitive shall comply with tables 10.284 and

10.285.
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Table 10.284: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1
and 2 of TS 102 690,
clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.285: SubscriptionsRetrieveRequestindication

SCL Primitive: subscriptionsRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the primitive
targetID M Indicates the subscriptions collection resource to be retrieved
primitiveType M SUBSCRIPTIONS RETRIEVE _REQUEST
shortUri (0] Indicates the presence of a relative URI instead of absolute URI
in the collection resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send Requestindication primitive".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" "The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  Primitive specific operation: the hosting SCL shall check either if the requestingEntity has delete permission
on the parent resource of this subscriptions resource. If it does not have the delete permission, the request shall
be rejected witha STATUS _FORBIDDEN response.

4)  "Check the syntax of received message”.
5) "Read the addressed resource'.
6) "Create a successful ResponseConfirm" with the created collection resource representation.

7)  "Send ResponseConfirm primitive".

10.24.3.2  subscriptionsRetrieveResponseConfirm (successful case)

This response confirms the retrieval of a subscriptions resource. The SCL primitive shall comply with table 10.286.

Table 10.286: SubscriptionsRetrieveResponseConfirm (successful case)

SCL primitive: subscriptionsRetrieveResponseConfirm

Primitive attribute | Mandatory/Optional Description
primitiveType M SUBSCRIPTIONS RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
subscriptions M The subscriptions resource representation as indicated in clause 10.24.1
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10.24.3.3  subscriptionsRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the subscriptionsRetrieveRequestindication. The SCL primitive shall comply with
table 10.287.

Table 10.287: SubscriptionsRetrieveResponseConfirm (unsuccessful case)

SCL primitive: subscriptionsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SUBSCRIPTIONS RETRIEVE RESPONSE
errorinfo M Provides error information

10.24.4 subscriptionsUpdate
The subscriptions resource shall not be updated viathe API. The receiver shall:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2) "Send ResponseConfirm primitive".

10.24.5 subscriptionsDelete
The subscriptions resource shall not be deleted viathe API. Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2) "Send ResponseConfirm primitive".

ETSI



226

ETSI TS 102 921 V2.1.1 (2013-12)

10.25 <subscription> resource and management procedures

10.25.1 <subscription> resource

The <subscription> resource shall contain the following attributes.

Table 10.288: Resource description

AttributeName Presence | Presencein | Presencein Description
in updateReq response
createReq

expirationTime (@) (@) M* See table 11.36

minimalTimeBetweenNotifications (0] (@) (@) See table 11.36

delayTolerance ©) ©) ©) See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

filterCriteria ®) NP O See table 11.36

subscriptionType NP NP M See table 11.36

contact M NP M See table 11.36

id 0] NP M* The ID of the subscription resource.
This is used to identify the resource
in its parents collection.

aggregateURI o o o The group hosting SCL generated
URI for aggregating the notifications.
See table 11.36

timeoutReason 0] o] 0] The textual timeout reason to be sent
to the natification receiving entity at
the expiration time event. See
table 11.36

noRepresentation o o o If present and set to TRUE, then the
representation base64 encoded
attribute is omitted in <notify>
resource. See table 11.36

subscriberld NP NP NP The requestingEntity of the creator of
the subscription resource See
table 11.36

10.25.2 subscriptionCreate

10.25.2.1

subscriptionCreateRequestindication

This primitive creates a new <subscription> resource in a Service Capability Layer. The subscription applies to the
resource that is associated with the parent resource of the subscriptions collection resource indicated in the targetID.

The SCL primitive shall comply with tables 10.289 and 10.290.

Table 10.289: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid mIm (Procedure 1 and 2 of
TS 102 690 [2], clause 6.5)
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.290: SubscriptionCreateRequestindication

SCL Primitive: subscriptionCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the subscriptions resource in which the requested resource

shall be created. This is the child of the resource that is being
subscribed-to

primitiveType M Indicates SUBSCRIPTION_CREATE_REQUEST
Resource Mandatory/Optional Description
subscription M An subscription resource representation as defined in clause 10.25.1

Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose Requestindication primitive".
"Send the RequestIndication primitive to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)

2)
3)
4)

5)
6)
7)
7Q)
8)
9

Primitive specific operation: The receiver SCL shall check if the issuer is an application. If the issuer isan
application and the addressed resource does NOT reside in the repository of the receiver SCL, then the
receiver SCL shall:

a) Createaloca calback URI, whichis hierarchically subordinate to its sclBase URI.

b) Link thiscallback URI to the application's contact URI. This can either be done by storing the relation or
by encoding the relation in the URI (e.g. encoding the application’'s contact URI as a query parameter in
the callback URI. In both cases, if thereis aready a callback URI related to the application's contact
URI, this same callback URI can be reused.

¢) Replace the value of the contactURI in the subscription resource in the create request with the callback
URI derived in the previous steps.

"Re-targeting" The receiver shall not execute following steps if the request is re-targeted.
"Check existence of the addressed resource”.

Primitive specific operation: The hosting SCL shall check if the requestingEntity has READ permission on the
parent resource of the addressed subscriptions collection resource. If it does not have READ permission the
request shall be rejected with STATUS PERMISSION_DENIED.

"Check the syntax of received message”.

"Check validity of resource representation”.

"Create the resource”.

Store the requestingEntity of the requestor in the subscriberld attribute.
The receiver shall execute "Create a successful ResponseConfirm".

"Send ResponseConfirm primitive".

Post-result actions:

10)

If either:

a) thevalue of theifNoneMatch member in subscription resources filterCriteria does not correspond to the
current e-tag of the subscribed-to resource; or

ETSI




b)

228

ETSI TS 102 921 V2.1.1 (2013-12)

if the ifModifiedSince attribute from the subscription resources filterCriteria attribute indicates a date

that isthe same or earlier than the lastModifiedTime attribute of the subscribed-to resource;

then:

- the hosting SCL shall send an initial subscriptionNotifyRequestindication primitive to the contact as

described in

11)

clause 10.25.7.

If the timeoutReason attribute is not present, the hosting SCL shall start monitoring the parent resource of the

addressed resource collection for modification matching the filterCriteria attribute of the subscription resource
representation. See clause 10.25.7. If the timeoutReason attribute is present, the hosting SCL shall start to
monitor the expiration of the created <subscription> resource.

10.25.2.2

subscriptionCreateResponseConfirm (successful case)

This primitive indicates a successful response after the creation of a new <subscription> resource in a Service

Capability Layer.

Table 10.291: SubscriptionCreateResponseConfirm (successful case)

SCL Primitive: subscriptionCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M Indicates SUBSCRIPTION_CREATE_RESPONSE

statusCode M STATUS CREATED

resourceURI M Link to the created subscription resource
Resource Mandatory/Optional Description

subscription

O

A full subscription resource representation as defined in
clause 10.25.1. Only present if the hosting SCL modified any of the
attributes provided by the Issuer

10.25.2.3

subscriptionCreateResponseConfirm (unsuccessful case)

This primitive indicates an unsuccessful response after an attempt to create of a new <subscription> resourcein a

Service Capability Layer.

Table 10.292: SubscriptionCreateResponseConfirm (unsuccessful case)

SCL Primitive: subscriptionCreateResponseConfirm

Primitive attribute M

andatory/Optional

Description

primitiveType

M

SUBSCRIPTION_CREATE_RESPONSE

errorinfo

M

Status code of the unsuccessful response

10.25.3 subscriptionRetrieve

10.25.3.1

subscriptionRetrieveRequestindication

This primitive reads a <subscription> resource in a Service Capability Layer. The SCL primitive shall comply with

tables 10.293 and 10.294.

Table 10.293: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.294: SubscriptionRetrieveRequestindication

SCL Primitive: subscriptionRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieval of the
addressed resource
targetID M Link to the subscription resource to be read
primitiveType M SUBSCRIPTION_RETRIEVE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestlndication primitive".
2)  "Send Requestindication primitive to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) Primitive specific operation: The hosting SCL shall check if either the requestingEntity matches the
requestingEntity matches the original creator of the subscription resource or if the requestingEntity has delete
permission on the subscribed-to resource (i.e. on the grandparent of the subscription resource). If neither case
isvalid and if the requestingEntity has discovery permission on the subscribed-to resource, the request shall be
rejected withaSTATUS NOT_FOUND. If neither caseisvalid and if the requestingEntity does not have
discovery permission on the subscribed-to resource, the request shall be rejected with a
STATUS PERMISSION_DENIED.

4)  "Check the syntax of received message”.
5) "Read the addressed resource’.
6) "Create asuccessful ResponseConfirm" with the retrieved resource representation.

7)  "Send ResponseConfirm primitive".

10.25.3.2  subscriptionRetrieveResponseConfirm (successful case)

This primitive indicates a successful response on reading an existing <subscription> resource in a Service Capability
Layer.

Table 10.295: SubscriptionRetrieveResponseConfirm (successful case)

SCL Primitive: subscriptionRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SUBSCRIPTION_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
subscription M An subscription resource full representation as defined in
clause 10.25.1

10.25.3.3

subscriptionRetrieveResponseConfirm (unsuccessful case)

This primitive indicates an unsuccessful response after an attempt to read a <subscription> resource in a Service

Capability Layer.
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Table 10.296: SubscriptionRetrieveResponseConfirm (unsuccessful case)

SCL Primitive: subscriptionRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SUBSCRIPTION_RETRIEVE_RESPONSE

errorinfo

M

Status code of the unsuccessful response

10.25.4 subscriptionUpdate

10.25.4.1  subscriptionUpdateRequestindication

It updates the provided attributes of an existing <subscription> resource in a Service Capability Layer. The SCL

primitive shall comply with tables 10.297 and 10.298.

Table 10.297: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL

Table 10.298: SubscriptionUpdateRequestindication

SCL Primitive: subscriptionUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the resource update
targetiD M URI of the subscription resource to be updated
primitiveType M SUBSCRIPTION_UPDATE_REQUEST
Resource Mandatory/Optional Description
subscription M A subscription resource representation as defined in

clause 10.3.2.16 that replaces the current representation

Theissuer shall execute the following stepsin order:

1) "Compose Requestlndication primitive.

2)  "Send Requestindication primitive to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting".

2) Thereceiver shal not execute following stepsif the request is re-targeted.

3) "Check existence of the addressed resource”.

4)  Primitive specific operation: The hosting SCL shall check if the requestingEntity matches the original
subscriber. If not, the request shall be rejected with a STATUS _PERMISSION_DENIED response. If the
requestingEntity has discovery permission on the subscribed-to resource (i.e. the grand-parent resource of the
subscription resource), the request shall be rejected witha STATUS NOT_FOUND.

5)  "Check the syntax of received message”.

6) "Update the addressed resource”.

7)  "Create a successful ResponseConfirm".
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8) "Send ResponseConfirm primitive".
Post-result actions:

9) If the expirationTime attribute is modified, the hosting SCL shall re-start the timer corresponding to the
end-time as indicated in the expirationTime attribute of the subscription resource. When this timer expires and
the timeoutReason attribute is present, a notification shall be sent to the subscriber. When this timer expires,
the resource shall be deleted by the hosting SCL asindicated in clause 10.3.2.16.

10.25.4.2  subscriptionUpdateResponseConfirm (successful case)

This primitive indicates a successful response on updating of an existing <subscription> resource in a Service
Capability Layer.

Table 10.299: SubscriptionUpdateResponseConfirm (successful case)

SCL Primitive: subscriptionUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SUBSCRIPTION_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
subscription 0] A <subscription> resource full representation as defined in
clause 10.25.1. Only present if the hosting SCL modified any of
the attributes provided by the Issuer

10.25.4.3  subscriptionUpdateResponseConfirm (unsuccessful case)

This primitive indicates an unsuccessful response after an attempt to update a <subscription> resource in a Service
Capability Layer.

Table 10.300: SubscriptionUpdateResponseConfirm (unsuccessful case)

SCL Primitive: subscriptionUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SUBSCRIPTION_UPDATE_RESPONSE
errorinfo M Status code of the unsuccessful response

10.25.5 subscriptionDelete

10.25.5.1  subscriptionDeleteRequestindication

This primitive deletes a <subscription> resource in a Service Capability Layer. The SCL primitive shall comply with
tables 10.301 and 10.302.

Table 10.301: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Application Application SCL SCL
Receiver Local SCL Local SCL Hosting SCL SCL
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Table 10.302: SubscriptionDeleteRequestindication

SCL Primitive: subscriptionDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the deletion
targetID M URI of the resource to be deleted
primitiveType M SUBSCRIPTION_DELETE_REQUEST

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send Requestindication primitive to receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) Primitive specific operation: The hosting SCL shall check if the requestingEntity is the same entity as the one
that created the subscription. If not, the request shall be rejected witha STATUS_PERMISSION_DENIED.
The hosting SCL shall check if the requestingEntity has discovery permission on the subscribed-to resource
(the grand-parent resource of the subscription resource), the request shall be rejected with a
STATUS NOT_FOUND.

4)  "Check the syntax of received message”.

5) "Delete the addressed resource".

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.25.5.2

subscriptionDeleteResponseConfirm (successful case)

This primitive indicates a successful response on deletion of an existing <subscription> resource in a Service Capability

Layer.

Table 10.303: SubscriptionDeleteResponseConfirm (successful case)

SCL Primitive: subscriptionDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M SUBSCRIPTION_DELETE_RESPONSE
statusCode M STATUS OK
10.25.5.3  subscriptionDeleteResponseConfirm (unsuccessful case)

This primitive indicates an unsuccessful response after an attempt to delete a <subscription> resource in a Service

Capability Layer.

Table 10.304: SubscriptionDeleteResponseConfirm (unsuccessful case)

SCL Primitive: subscriptionCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SUBSCRIPTION_DELETE_RESPONSE

errorinfo

M

Status code of the unsuccessful response
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10.25.6 Notify representation

A notify representation which is sent as a response to a subscription shall contain similar information to what otherwise
would have been present in aretrieve on the subscribed-to resource. The notify request shall contain the following
information in the notify representation.

Table 10.305: Notify representation

AttributeName presencein Description
subscriptionNotifyRequest
statusCode M The status code, that would correspond to a retrieve request on

the Subscribed-to resource. In case of partial addressing (see
clause 10.39) this corresponds to the retrieve using the attribute
accessor from the filter-criteria.

If the status code indicates an error (i.e. any code except
STATUS_OK, STATUS_CREATED or STATUS_ACCEPTED),
then this also indicates that the subscription resource has been
deleted.

representation (0] The representation of the Subscribed-to resource in case the
status code indicated "success". The representation shall be
modified to match the filterCriteria is present in the subscription.
See [Complex Datatypes; FilterCriteria] for details.

In case the statusCode indicates an error, the representation
contains additional error information that would have been present
in the corresponding retrieve response to the Subscribed-to
Resource, i.e. the errorinfo. Omitted if noRpresentation attribute is
present in <subscription> resource and set to TRUE.

Not present if timeoutReason attribute is present.

timeoutReason (0] Timeout reason attribute defined at creation of <subscription>
resource as a timer.
Not present if representation attribute is present.

subscriptionReference M Reference to the <subscription> resource that generated this
notification.

contact (0] The URI where the subscriber receives its notifications. It shall be
provided in the case notifications are aggregated by the group
resource.

requestingEntity (0] Indicates the requestingEntity where the notification is from. It

shall be provided in the case notifications are aggregated by the
group resource.

A notifyCollection representation which is sent when group hosting SCL is aggregating notifications from member
hosting SCL s. The notifyCollection representation shall contain a collection of notify representations.

Table 10.305a: NotifyCollection representation

AttributeName presencein Description
subscriptionNotifyRequest
notifyCollection M Shall be present when the subscription is established through
group resource.

A notifyCollectionRespnse representation is a non-addressabl e resource which is used to aggregate the responses to the
notifications.

Table 10.305b: NotifyCollectionResponse representation

AttributeName presencein Description
subscriptionNotifyResponse
notifyCollectionResponse M Shall be present when the subscription is established
through group resource.
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10.25.7 subscriptionNotify

10.25.7.1  subscriptionNotifyRequestindication (normal case)

Whenever the resource that is subscribed-to is modified in away that matches the filterCriteria attribute or at a
expiration time when timeoutReason attribute is present (subscription as atimer), the hosting SCL shall notify the
subscriber at the contact-URI. It uses the following subscriptionNotifyRequestIndication primitive for this. In the case
the subscription resource has an aggregateURI attribute, which means the subscription is made through a group
resource and the notifications shall be aggregated by the group resource, the procedure defined in clause 10.25.7.5 shall
be used.

The definition of what counts as a modification can be found in clause 11.4.
TS 102 690 [2] specifies how long the hosting SCL waits before sending this primitive.
The SCL primitive shall comply with tables 10.306 and 10.307.

Table 10.306: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid mIm (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])
Issuer Local SCL Local SCL Hosting SCL SCL
Receiver Application Application Local SCL SCL

Table 10.307: subscriptionNotifyRequestindication

SCL Primitive: subscriptionNotifyRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M The identity of the hosting SCL, i.e. the SCL where the subscription
resource located
targetID M The contactURI from the subscription
primitiveType M SUBSCRIPTION_NOTIFY_REQUEST
Resource Mandatory/Optional Description
notify M The notify structure as described above.

The representation contains the current resource representation of
the subscribed-to resource. In case of partial addressing, the
representation only contains the partial representation that
corresponds to the attribute accessor in the filterCriteria.

The representation attribute is omitted if <noRepresentation>
attribute of <subscription> resource is present and set to TRUE.
The data structure is defined in clause 10.25.6

The issuer shall perform the following stepsin order:
Primitive specific operations:

a) If timeoutReason attribute is not present and the contactURI refersto alocal contentlnstances resource, the
hosting SCL shall:

1) add the notification data structure as a contentl nstance to the container. This may result in removal of
older contentlnstances from the container.

b) If timeoutReason attribute is not present and the contactURI refersto a resource on aremote SCL, the hosting
SCL shall:

1) Compose Requestindication primitive".
2)  "Send Requestindication primitive to receiver SCL".
3) "Wait for ResponseConfirm primitive".

4)  Perform the actions specified in the subscriptionNotifyResponseConfirm (normal case).
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If timeoutReason attribute is present, the hosting SCL shall:
1) "Compose Requestlndication primitive".

2)  Primitive specific operation: the notify data structure of Requestindication primitive shall contain the
timeoutReason attribute instead of representation attribute.

3)  "Send Requestindication primitive to receiver SCL".
4)  "Wait for ResponseConfirm primitive".

5)  Perform the actions specified in the subscriptionNotifyResponseConfirm (normal case).

Thereceiver shall perform the following stepsin order:

1
2)
3)

4)

5)
6)

"Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
"Check the syntax of received message".

Primitive specific operation: If the targetlD addresses a contentl nstances resource, then the hosting SCL shall
add the notification data structure as a contentl nstance to the addressed container. This may result in removal
of older contentlnstances from the container.

Primitive specific operation: If the targetl D addresses alocal URI that is related to an applications contact
URI, then the hosting SCL shall:

a) retrieve the corresponding application's contact URI;

b) resolvetheretrieved contact URI, e.g. using DNS (e.g. on the NSCL) or on the internal network (e.g. on
the gateway);

c) routethe NOTIFY to the resolved address;
d) wait for the response.
"Create a successful ResponseConfirm".

"Send ResponseConfirm primitive".

10.25.7.2  subscriptionNotifyResponseConfirm (response to normal case)

This primitives indicates a successful response on reading an existing <subscription> resource in a Service Capability

Layer.
Table 10.308: SubscriptionNotifyResponseConfirm (response to normal case)
SCL Primitive: subscriptionNotifyResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M SUBSCRIPTION_NOTIFY_RESPONSE
statusCode M Status code of the response

Thereceiver shall perform the following stepsin order:

Primitive specific operations:

a)

If aresult isreceived witha"STATUS INTERNAL_SERVER_ERROR",

"STATUS NOT_IMPLEMENTED", "STATUS BAD_GATEWAY",
"STATUS_SERVICE_UNAVAILABLE" or "STATUS GATEWAY _TIMEOUT" statusCode the hosting
SCL may:

1) retry sending the notification at alater time; or

2)  do no further processing.
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If aresult isreceived with another statusCode the hosting SCL shall:

1)  do no further processing.

If no response is received, the hosting SCL may:

1) retry sending the notification at alater time; or

2)  conclude that the contact is not reachable and modify the scl resources accordingly; or

3)  do no further processing.

10.25.7.3  subscriptionNotifyRequestindication (error case)

The hosting SCL shall delete the <subscription> resource in the following cases:

1)
2)
3)

The <subscription> resources expiration timer expires.
The parent resource is removed. This happens when the subscribed-to resource is removed.

The subscriber/creator no longer has READ access to the subscribed-to resource. (it may be that the hosting
SCL only checks the access permissions when the resource is modified).

Primitive specific operations:

In the cases mentioned above the hosting SCL shall:

1)
2)

3)

4)

Del ete the subscription resource and remove its reference from the subscriptions collection resource.

Create a notify data structure with a statusCode attribute set to "STATUS_EXPIRED" statusCode (for case 1),
STATUS _DELETED (for case 2) or aSTATUS _PERMISSION_DENIED (for case 3).

If the contact in the subscription refersto alocal container or contentl nstances resource, the hosting SCL shall:

a) add the notification data structure as a contentlnstance to the container. This may result in removal of
older contentlnstances from the container.

If the contactURI refers to aresource on aremote SCL, the hosting SCL shall:
a)  Send asubscriptionNotifyRequestl ndication according to the table below.
b) Wait for the result.

¢) Perform the actions specified in the subscriptionNotifyResponseConfirm (response to error case).

The SCL primitive shall comply with tables 10.309 and 10.310.

Table 10.309: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid mim (Procedure 1 and 2 of
TS 102 690, clause 6.5 [2])

Issuer Local SCL Local SCL Hosting SCL  |SCL

Receiver Application Application Local SCL SCL
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Table 10.310: SubscriptionNotifyRequestindication

SCL Primitive: subscriptionNotifyRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M The identity of the hosting SCL, i.e. the SCL where the subscription
resource located

targetID M The contactURI from the subscription

primitiveType M SUBSCRIPTION NOTIFY REQUEST

Resource Mandatory/Optional Description

notify M The notify structure, which includes the reference to the subscription
and the statusCode
The representation shall include the errorinfo element in this case

10.25.7.4  subscriptionNotifyResponseConfirm (response to error case)

This primitives indicates a successful response on subscriptionNotifyRequestl ndication that was send with an error

information in the notify.

Table 10.311: SubscriptionNotifyResponseConfirm (response to error case)

SCL Primitive: subscriptionNotifyResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

SUBSCRIPTION_NOTIFY_RESPONSE

statusCode

M

Status code of the response

Primitive specific operations:

a) Ifaresultisreceived witha"STATUS_INTERNAL_SERVER_ERROR",
"STATUS _NOT_IMPLEMENTED", "STATUS BAD_GATEWAY",
"STATUS _SERVICE_UNAVAILABLE" or "STATUS GATEWAY_TIMEOUT" statusCode the hosting

SCL may:

1) retry sending the notification at alater time; or

2)  do no further processing.

b) If aresult isreceived with another statusCode the hosting SCL shall:

1)  do no further processing.

c) If noresponseisreceived, the hosting SCL may:

1) retry sending the notification at alater time; or

2)  conclude that the contact is offline and modify the scl or application resources accordingly, or do no
further processing.

10.25.7.5

subscriptionNotifyRequestindication (group intermediate case)

Whenever the subscribed to resources' modification causes a notification sending procedure indicated in
clauses 10.25.7.1 and 10.25.7.3 and the subscription relationship is established through group resource, the following
procedure shall be performed for the notification sending.
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Table 10.311a: subscriptionNotifyCollectionRequestindication

SCL Primitive: subscriptionNotifyRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M The identity of the group hosting SCL through which the subscription
is created
targetID M The contactURI of the subscriber maintained locally in the group
hosting SCL
primitiveType M SUBSCRIPTION_NOTIFY_REQUEST
Resource Mandatory/Optional Description
notifyCollection M The representation contains a collection of notify representations to
represent an aggregated result of the notifications.
The data structure is defined in clause 11.4

The M ember hosting SCL shall perform the following steps in order:

1)
2)

3)

"Compose RequestIndication primitives'.

In the case there exists an aggregateURI attribute, the member hosting SCL shall send the notification to the
address specified by aggregateURI. Otherwise, the member hosting SCL shall send the notification to the
address specified by contactURI.

"Wait for ResponseConfirm primitives".

The Group hosting SCL shall perform the following stepsin order:

1)

2)

3)

4)

5)
6)

7)

Vadidateif the notification is sent from its own member resources. The group hosting SCL shall respond a
STATUS BAD_REQUEST if the validation is not successful.

Upon successful validation, the group hosting SCL shall collect the notifications to the same subscriber
according to the targetI D of each notification. The group hosting SCL shall aggregate them into a
representation as notifyCollection which is used to compose a subscriptionNotifyCollectionRequest ndication
asintable 10.311a.

The group hosting SCL shall obtain the lastModifiedTime of the resources from the notifications, and compare
them with the delayTolerance. The delayToleranceis maintained locally since the creation of the subscription
resource or retrieved from the representation of contentl nstance resource in case the subscribed resourceis
contentl nstances. Each aggregation shall be made within atime frame before the delayTolerance of any unsent
notification of this subscription expires. In the case delayTolerance is not specified, the group hosting SCL
shall send the aggregated notification as per itslocal policy.

Send the aggregated notification to the subscriber according to the contactURI in the notification. In the case
the group hosting SCL isthe member of another group hosting SCL through which the subscription is created,
the notification shall be sent according to the mapping of the aggregateURIs of the two group hosting SCLs.

"Wait for ResponseConfirm primitive".

Upon receiving the converged response, the group hosting SCL shall split the response and respond them
separately to the individual member hosting SCL s according to the requestingEntity attribute in the notify
representation.

The group hosting SCL shall stop aggregating the notifications when the expirationTime of the corresponding
subscription expires.

The Subscriber shall perform the following stepsin order:

1)
2)
3)
4)
5)

extract each notification from the aggregated notification;

treat the notification asit is sent from the original subscribed-to resource;
generate responses to each notification;

aggregate the responses to compose a notifyResponseColl ection representation;

respond it to the group hosting SCL.
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10.25.7.6  subscriptionNotifyResponseConfirm (group intermediate case)

After the subscriber has treated the notification, responses shall be returned to the member hosting SCL.

Table 10.311b: subscriptionNotifyCollectionResponseConfirm

SCL Primitive: subscriptionNotifyReponseConfirm

Resource Mandatory/Optional Description

notifyCollectionResponse M The notifyCollectionResponse structure as described above.

The representation contains a collection of notifyResponse
representations to represent an aggregated result of the responses.
The data structure is defined in clause 10.25.6

Subscriber: shall aggregate the responses corresponding to one notifyCollection to a notifyCollectionResponse and
respond it to the group hosting SCL.

Group hosting SCL : shall split the notifyCollectionResponse into multiple responses and respond them individually to
each member hosting SCL.

Member hosting SCL: shall treat the response asit is originally from the subscriber.

10.26 m2mPoCs resource and management procedures

10.26.1 m2mPoCs resource

The m2mPoCs resource shall contain the following sub-resources and attributes.

Table 10.312: Resource description

AttributeName Presencein |Presencein | Presencein Description
createReq updateReq response
m2mPocCollection N/A NP M See table 11.37
creationTime N/A NP M See table 11.36
lastModifiedTime N/A NP M See table 11.36

10.26.2 m2mPocsCreate

The m2mPocs collection resource shall not be created directly viathe API. It is created with default values whenever
the parent <scl> resourceis created.

Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.26.3 m2mPocsRetrieve

10.26.3.1 m2mPocsRetrieveRequestindication

This primitive is used to retrieve an scls collection resource. The SCL primitive shall comply with tables 10.313 and
10.314.
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Table 10.313: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid
Issuer N/A N/A SCL
Receiver N/A N/A Hosting SCL
Table 10.314: m2mPocsRetrieveRequestindication
SCL Primitive: m2mPocsRetrieveRequestindication
Primitive attribute Mandatory/Optional Description

requestingEntity M SCL originally requesting the primitive.

targetID M The m2mPocs collection resource to be retrieved

primitiveType M M2MPOCS_RETRIEVE_REQUEST

shortUri (@) Indicates the presence of a relative URI instead of

absolute URI in the collection resource representation

The issuer shall execute the following stepsin order.

1) "Compose Requestindication primitive".

2)  "Send Requestindication primitive to the receiver SCL".

3) "Wait for ResponseConfirm".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) Primitive specific operation; if the requestingEntity is not the SCL corresponding to the parent <scl> resource,
then the hosting SCL shall reject the request with a STATUS PERMISSION_DENIED.

4)  "Check the syntax of the received message".

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm" with the created collection resource representation.

7)  "Send ResponseConfirm primitive".

10.26.3.2

m2mPocsRetrieveResponseConfirm (successful case)

This primitive confirms the retrieval of an m2mPocs resource. The SCL primitive shall comply with table 10.315.

Table 10.315: m2mPocsRetrieveResponseConfirm (successful case)

SCL primitive: m2mPocsRetrieveResponseConfirm

Primitive attribute |Mandatory/Optional Description
primitiveType M M2MPOCS RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
m2mPocs M The m2mPocs resource representation as indicated in clause 10.26.1
10.26.3.3 m2mPocsRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the m2mPocsRetrieveRequestindication. The SCL primitive shall comply with

table 10.316.
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Table 10.316: m2mPocsRetrieveResponseConfirm (unsuccessful case)

SCL primitive: m2mPocsRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

M2MPOCS_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.26.4 m2mPocsUpdate

The m2mPocs collection resource shall not be updated viathe API.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.26.5 m2mPocsDelete

The m2mPocs collection resource shall not be deleted viathe API. It shall be deleted when its parent resourceis

deleted.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.27 m2mPoc Resource and Management Procedures

10.27.1 m2mPoc resource

The <m2mPoc> resource shall contain the following attributes referring to sub-resources and attributes.

Table 10.317: Resource description

AttributeName Presence in |Presencein |Presencein Description
createReq |updateReq response

contactinfo M M M The contact Information that is used by the NSCL to
reach the SCL to whom this m2mPoc resource
belongs (i.e. the SCL corresponding to the <scl>
resource that is the grant-parent of the <m2mPoc>
resource). It may be populated with the contactURI of
a notificationChannel or communicationChannel, for
instance in the case the SCL is server capable but
resides behind a NAT function.
See table 11.36

expirationTime 0] 0] M* See table 11.36

onlineStatus (0] (0] M* See table 11.36

id 0] NP M* The identity of the m2mPoc resource.

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

10.27.2 m2mPocCreate

10.27.2.1

m2mPocCreateRequestindication

Thisreguest is used to create a new <m2mPoc> resource in a Service Capability Layer. The SCL primitive shall comply
with tables 10.318 and 10.319.
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Table 10.318: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mid
Issuer N/A N/A DSCL or GSCL
Receiver N/A N/A NSCL

Table 10.319: m2mPocCreateRequestindication

SCL Primitive: m2mPocCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested resource
shall be created
primitiveType M M2MPOC_CREATE_REQUEST
Resource Mandatory/optional Description
m2mPoc M Refer to the above table for m2mPoc resource definition

Whenever the DSCL or GSCL establishes or re-establishes a communication channel to the NSCL via some access
Network, the DSCL or GSCL shall execute the following stepsin order asthe issuer:

1)

2)

3)
4)

5)

"Compose Requestindication primitive". The issuer shall initialize the contactlnfo attribute in the m2mPoc
resource representation to address information that can be resolved by the NSCL. The issuer may also suggest
an expirationTime for the information.

"Send a RequestIndication to the receiver SCL".
"Wait for ResponseConfirm primitive".

Primitive specific operation: Start an internal timer that is shorter than the expirationTime attribute value
received in the previous step, if present If the ResponseConfirm did not contain a m2mPoc resource
representation, then the expirationTime suggested by the issuer in Step 1 shall be used instead. If neither an
expirationTime was suggested, nor received, then the resource is not guarded by any expirationTime. The
issuer SCL may still execute this and the next step.

Whenever thisinternal timer expires, the issuer shall refresh the m2mPoc information by updating the
m2mPoc resource using the procedures described in clause 10.27.4, where it shall extend the expirationTime
attribute value in the resource.

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall

execute'

'Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding

statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)
6)
7)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of requestingEntity based on default access rights”.

"Check the syntax of received message”.

"Check validity of resource representation for create”.

"Create the resource”.

Primitive specific operation: the hosting SCL shall update the onlineStatus and server Capability attribute of
the <scl> resource parent of the addressed m2mPocs collection resource to maintain the following invariant.
The onlineStatus of the <scl> resource is ONLINE if thereis at |east one m2mPoc resource in its collection
with an onlineStatus set to ONLINE or if thereislong polling active for the <scl> asindicated in

TS 102 690 [2] (Resource <scl>). The onlineSatus of the <scl> resourceisNOT_REACHABLE if al the
m2mPoc resourcesin its collection have an onlineStatus set to NOT_REACHABLE. The onlineStatus of the
<scl> resource is OFFLINE in all other cases (i.e. if there are no m2mPoc resources in the collection or if all
m2mPoc resource in the collection have their onlineStatus attribute set to OFFLINE). The server Capability
attribute of the <scl> resource shall be TRUE if thereis at least one m2mPoc resource in the collection.

ETSI




8) "Create asuccessful ResponseConfirm".

9) "Send ResponseConfirm primitive".

10.27.2.2

243 ETSI TS 102 921 v2.1.1 (2013-12)

m2mPocCreateResponseConfirm (successful case)

It confirms the creation of a new <m2mPoc> resource in a Service Capability Layer. The SCL primitive shall comply

with table 10.320.

Table 10.320: m2mPocCreateResponseConfirm (successful case)

SCL primitive: m2mPocCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M M2MPOC_CREATE_RESPONSE

statusCode M STATUS CREATED

resourceURI M URI assigned to the resource

Resource Mandatory/Optional Description

m2mPoc 0] In case that any of the provided attributes in the request has been
modified by the hosting SCL (e.g. expirationTime), then the complete
representation of the resource as described above is returned in the
response

10.27.2.3 m2mPocCreateResponseConfirm (unsuccessful case)

This response is triggered by the M2mPocCreateRequestI ndication primitive. The SCL primitive shall comply with

table 10.321.

Table 10.321: m2mPocCreateResponseConfirm (unsuccessful case)

SCL primitive: m2mPocCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

M2MPOC_CREATE_RESPONSE

errorinfo

M

Provides error information

10.27.3 m2mPocRetrieve

10.27.3.1

m2mPocRetrieveRequestindication

Thisreguest is used for retrieving the content of an m2mPoc resource. The SCL primitive shall comply with
tables 10.322 and 10.323.

Table 10.322: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer N/A N/A SCL
Receiver N/A N/A Hosting SCL
Table 10.323: m2mPocRetrieveRequestindication
SCL Primitive: m2mPocRetrieveRequestindication
Primitive attribute | Mandatory/Optional Description
requestingEntity M The SCL originally requesting the retrieving of the resource
targetiD M The URI of the m2mPoc resource to be retrieved
primitiveType M M2MPOC_RETRIEVE_REQUEST

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".
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2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of requestingEntity based on default accessrights'.

4)  "Check the syntax of received message".

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.27.3.2 m2mPocRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the M2mPocRetrieveRequesti ndication primitive. The SCL primitive shall comply with
table 10.324.

Table 10.324: m2mPocRetrieveResponseConfirm (successful case)

SCL primitive: m2mPocRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M M2MPOC_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
m2mPoc M Resource representation is returned in the response

10.27.3.3 m2mPocRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the M2mPocRetrieveRequesti ndication primitive. The SCL primitive shall comply with
table 10.325.

Table 10.325: m2mPocRetrieveResponseConfirm (unsuccessful case)

SCL primitive: m2mPocRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M M2MPOC_ RETRIEVE_RESPONSE
errorinfo M Provides error information

10.27.4 m2mPocUpdate

10.27.4.1 m2mPocUpdateRequestindication

Thisrequest is used to update and to modify the <m2mPoc> resource, or one or more <m2mPoc> resource's attributes.
The SCL primitive shall comply with tables 10.326 and 10.327.
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Table 10.326: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer N/A N/A DSCL or GSCL
Receiver N/A N/A NSCL

Table 10.327: m2mPocUpdateRequestindication

SCL Primitive: m2mPocUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M SCL originally requesting the primitive
targetID M The URI of the m2mPoc resource to be updated
primitiveType M M2MPOC_UPDATE_REQUEST
Resource Mandatory/Optional Description
m2mPoc M Resource representation

The DSCL or GSCL shall update the m2mPoc information when the contact Information changes, when it wants to
enable or disable an point of contact or when the active m2mPoc resource is about to expire according to the
expirationTime attribute. The issuer may decide to update only a specific attribute using partial addressing

(clause 10.39), which would be respectively, contactlnfo, onlineStatus or expirationTime. Alternatively, the issuer may
update the complete resource, which may alows the issuer to modify multiple attributes at the same time.

Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose RequestIndication primitive".
"Send a Requestindication to the receiver SCL".

"Wait for ResponseConfirm primitive".

4) Primitive specific operation: restart the internal timer with the updated expirationTime.

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)
6)
7)

8)
9)

"Re-targeting". The receiver shall not execute following steps if the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of requestingEntity based on default access rights’

"Check the syntax of received message”.

"Check validity of resource representation for update”.

"Update the addressed resource”.

Primitive specific operation: The hosting SCL shall update the grand-parent <scl> resource to maintain the
following invariant; The onlineStatus of the <scl> resource is ONLINE if thereis at |east one m2mPoc resource
inits collection with an onlineStatus set to ONLINE or if there islong polling active for the <scl> asindicated
in TS 102 690 [2] Resource <scl>. The onlineStatus of the <scl> resourceis NOT_REACHABLE if all the
m2mPoc resources in its collection have an onlineStatus set to NOT_REACHABLE. The onlineSatus of the
<scl> resource is OFFLINE in al other cases (i.e. if there are no m2mPoc resources in the collection or if all
m2mPoc resource in the collection have their onlineStatus attribute set to OFFLINE). The server Capability
attribute of the <scl> resource shall be TRUE if thereis at |east one m2mPoc resource in the collection.

"Create a successful ResponseConfirm".
"Send ResponseConfirm primitive".
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m2mPocUpdateResponseConfirm (successful case)

Thisresponse is triggered by the M2mPocUpdateRequest ndication primitive. The SCL primitive shall comply with

table 10.328.

Table 10.328: m2mPocRetrieveResponseConfirm (successful case)

SCL primitive: m2mPocRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M M2MPOC_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
m2mPoc 0] Full representation of the updated m2mPoc resource, only present in
case the hosting SCL modified any of the provided attributes
10.27.4.3 m2mPocRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the M2mPocRetrieveRequestl ndication primitive. The SCL primitive shall comply with

table 10.329.

Table 10.329: m2mPocRetrieveResponseConfirm (unsuccessful case)

SCL primitive: m2mPocUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

M2MPOC_UPDATE_RESPONSE

errorinfo

M

Provides error information

10.27.5 m2mPocDelete

10.27.5.1 m2mPocDeleteRequestindication
The procedure is used to delete an <m2mPoc> resource. The SCL primitive shall comply with tables 10.330 and
10.331.
Table 10.330: Applicability of the primitive
Primitive applicability

Applicable interfaces mla dla mlid
Issuer N/A N/A DSCL or GSCL
Receiver N/A N/A NSCL

Table 10.331: m2mPocDeleteRequestindication

SCL Primitive:

m2mPocDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M SCL originally requesting the deletion
targetID M The URI of the resource to be deleted
primitiveType M M2MPOC_DELETE_REQUEST

The DSCL or GSCL shall delete the <m2mPoc> resource before it detaches a point of attachment on an access network.

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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4)  Primitive specific operation: stop the internal timer for guarding the refresh of the m2mPoc resource.

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of requestingEntity based on default accessrights'.

4)  "Check the syntax of received message”.

5) "Delete the addressed resource".

6) Primitive specific operation: the hosting SCL shall set the onlineStatus and server Capability attributes of the
grand-parent <scl> resource to maintain the following invariant; The onlineStatus of the <scl> resourceis
ONLINE if thereis at least one m2mPoc resource in its collection with an onlineStatus set to ONLINE or if
thereislong polling active for the <scl> asindicated in TS 102 690 [2] Resource <scl>. The onlineStatus of
the <scl> resource is NOT_REACHABLE if al the m2mPoc resourcesin its collection have an onlineStatus
set to NOT_REACHABLE. The onlineStatus of the <scl> resource is OFFLINE in all other cases (i.e. if there
are no m2mPoc resources in the collection or if al m2mPoc resource in the collection have their onlineStatus
attribute set to OFFLINE). The server Capability attribute of the <scl> resource shall be TRUE if thereis at
least one m2mPoc resource in the collection.

7)  "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.27.5.2 m2mPocDeleteResponseConfirm (successful case)

This response is triggered by the M2mPocDel eteRequestindication primitive. The SCL primitive shall comply with
table 10.332.

Table 10.332: m2mPocDeleteResponseConfirm (successful case)

SCL primitive: m2mPocDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M M2MPOC_DELETE_RESPONSE
statusCode M STATUS OK

10.27.5.3 m2mPocDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the M2mPocDel eteRequesti ndication primitive. The SCL primitive shall comply with
table 10.333.

Table 10.333: m2mPocDeleteResponseConfirm (unsuccessful case)

SCL primitive: m2mPocDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M M2MPOC DELETE RESPONSE
errorinfo M Provides error information

10.28 mgmtObjs resources and management procedures

10.28.1 mgmtODbjs resource

The mgmtObjs resource shall contain the following sub-resources and attributes.
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Table 10.334: Resource description

AttributeName Presencein | Presence | Presencein Description
createReq in response
updateReq

mgmtObjCollection N/A NP M URI of <mgmtODbj> sub-resources, see
table 11.37

mgmtCmdCollection N/A NP M URI of <mgmtCmd> sub-resources, see
table 11.37

subscriptionsReference N/A NP M# URI of subscription collection, see table 11.37

accessRightID N/A 0] 0 See table 11.36

creationTime N/A NP M See table 11.36

lastModifiedTime N/A NP M See table 11.36

10.28.2 mgmtObjsCreate

The mgmtObjs resource shall not be created viathe API. Thereceiver shal:

1) "Create an unsuccessful ResponseConfirm™ with the statusCode set to
STATUS METHOD_NOT_ALLOWED.
2)  "Send ResponseConfirm primitive".

10.28.3 mgmtObjsRetrieve

10.28.3.1

Thisrequest is used to retrieve the content of an mgmtObjs resource. The SCL primitive shall comply with
tables 10.335 and 10.336.

mgmtObjsRetrieveRequestindication

Table 10.335: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.336: mgmtObjsRetrieveRequestindication

SCL Primitive: mgmtObjsRetrieveRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetiD M The URI of the mgmtObjs resource to be addressed
This URI shall be one of the following:
<sclBase>/scls/<scl>/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/<attachedDevice>/mgmtObjs
primitiveType M MGMTOBJS RETRIEVE_REQUEST
noRefs o] Indicates no child references presence in the resource representation
shortUri 0] Indicates the presence of a relative URI instead of absolute URI in the

collection resource representation

Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose Requestindication primitive".
"Send a RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm’. The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of the received message”.

5) "Read the addressed resource”.

6) "Create acollection resource representation”.

7)  "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.28.3.2  mgmtObjsRetrieveResponseConfirm (successful case)

This response is triggered by the mgmtObjsRetrieveRequestindication. The SCL primitive shall comply with
table 10.337.

Table 10.337: mgmtObjsRetrieveResponseConfirm (successful case)

SCL primitive: mgmtObjsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJS RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
MgmtObjs M List of references(URLSs)to all the child resources of the retrieved
mgmtObijs resource, and all the attributes defined
10.28.3.3  mgmtObjsRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the mgmtObjsRetrieveRequestindication. The SCL primitive shall comply with

table 10.338.

Table 10.338: mgmtObjsRetrieveResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjsRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

MGMTOBJS_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.28.4 mgmtObjsUpdate

10.28.4.1

mgmtObjsUpdateRequestindication

Thisrequest is used to retrieve the content of an mgmtObjs resource. The SCL primitive shall comply with

tables 10.339 and 10.340.

Table 10.339: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL
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Table 10.340: mgmtObjsUpdateRequestindication

SCL Primitive: mgmtObjsUpdateRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M Application or SCL originally requesting the updating

targetiD M The URI of the mgmtObjs resource to be addressed
This URI shall be one of the following:
<sclBase>/scls/<scl>/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/<attachedDevice>/mgmtObjs

primitiveType M MGMTOBJS UPDATE_REQUEST

Resource Mandatory/Optional Description
mgmtObjs M Resource representation

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2) "Send aReguestindication to the receiver SCL".

3) "Wait for ResponseConfirm".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm". The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5)  "Check validity of resource representation for update”.

6) "Update the addressed resource”.

7)  "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.28.4.2

mgmtObjsUpdateResponseConfirm (successful case)

Thisresponse is triggered by the mgmtObjsUpdateRequesti ndication. The SCL primitive shall comply with

table 10.341.

Table 10.341: mgmtObjsUpdateResponseConfirm (successful case)

SCL primitive: mgmtObjsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJS_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
mgmtObjs (@) Full representation of the updated mgmtObjs resource
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10.28.4.3 mgmtObjsUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the MgmtObjsUpdateRequestindication. The SCL primitive shall comply with
table 10.342.

Table 10.342: mgmtObjsUpdateResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjsUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJS UPDATE RESPONSE
errorinfo M Provides error information

10.28.5 mgmtObjsDelete
The mgmtObjs resource shall not be deleted viathe API. Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with the statusCode set to
STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.29 <mgmtObj> resources and management procedures

10.29.1 <mgmtObj> resource

The <mgmtObj> resource shall contain the following attributes referring to sub-resources.

Table 10.343: Resource description

AttributeName Presencein |Presencein |Presencein Description
createReq updateReq response

parametersCollection NP NP M References to sub-resources <parameters>,
see table 11.37

subscriptionsReference NP NP M# References to sub-resources subscriptions,
see table 11.37

expirationTime (@) (@) M* See table 11.36

accessRightID o] o] o] See table 11.36

searchStrings (@) (@) M See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

description (@) (@) (6] See table 11.36

molD M NP M See table 11.36

originalMO o] NP M See table 11.36

<moAttribute> o] o] o] See table 11.36

id ®) NP M* The id of the <mgmtObj>

NOTE: For the <mgmtObj> resource instances using generic or external data model, there could be zero or
multiple <moAttribute> attributes that are optional in createReq, updateReq and response. For ETSI
specific <mgmtObj> resource instances, the multiplicity and optionality of the <moAttribute> attribute is
described in annex E. A mandatory <moAttribute> will be provided in the createReq unless a default
value has been defined for its absence, otherwise the receiver will reject the createReq.
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mgmtObjCreateRequestindication

This primitive creates a new <mgmtObj> resource in an mgmtObjs collection. The SCL primitive shall comply with
tables 10.344 and 10.345.

Table 10.344: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.345: mgmtObjCreateRequestindication

SCL Primitive: mgmtObjCreateRequestindication

Primitive attribute

Mandatory/Optional

Description

primitiveType M MGMTOBJ_CREATE_REQUEST
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested resources shall

be created

<sclBase>/scls/<scl>/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/<attachedDevice>/mgmtObjs

Resource

Mandatory/Optional

Description

mgmtObj

M

The <mgmtObj> resource representation.
If the issuer is D/IGSCL, the "orginalMO" attribute shall be provided in the
request

Theissuer shall execute the following stepsin order.

1) Primitive specific operation: If the issuer isa D/GSCL of the remote entity, it shall generate the <mgmtObj>
resource representation based on the MO information of the remote entity to be exposed.

2) "Compose Reguestindication primitive".

3) "Send the Requestindication to the receiver SCL".

4)  "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of resource representation for create”.

If the issuer isan M2M Network Application, the receiver shall perform the following steps, otherwise skip to Step 11.

6) "ldentify the managed remote entity and the management protocol”.
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Primitive specific operation: the receiver shall generate the MO to be added to the remote entity based on the
<mgmtObj> resource representation provided in the request primitive. The receiver may determine the target
location on the remote entity where the generated MO shall be added based on the "mol D" provided in the
request primitive and the protocol specific data model being used. The receiver may also choose to let the
remote entity decide the target location where the generated MO shall be added using protocol specific
mechanism (e.g. 'Inbox’ as defined in [50]).

"Establish a management session with the remote entity"”.

"Send the management request(s) to the remote entity corresponding to the received Requestindication
primitive". If the receiver receives an error response from the remote entity because the MO to be added
already exists on the remote entity, the receiver shall check (by using e.g. OMA-DM Get command or TR0O69
GetParameterV alues/GetParameterAttributes command) if the existing MO is the same as the one to be added,
then it shall consider the requested primitive as successfully performed instead of sending an unsuccessful
ResponseConfirm primitive; otherwise, it shall reject the request with the statusCode set to

"STATUS _CONFLICT" in the ResponseConfirm primitive. The receiver shall also record the location where

the MO is added to the remote entity in the successful case.

The receiver may repeat Step 9 in order to add to the remote entity the MOs that are mapped from the
mandatory sub-resources (including any descendents) that are required to be created automatically with the
default attribute values as specified in annex E.

"Create the resource”. The receiver shall also set the "originalMO" attribute of the created <mgmtObj>
resource as the location of the corresponding MO on the remote entity recorded in Step 9 or as provided in the
<parameters> resource representation in the request primitive.

"Create a successful ResponseConfirm". It shall also provide in the response the URI of the new <mgmtObj>
resource created.

"Send Response Confirm primitive".

10.29.2.2  mgmtObjCreateResponseConfirm (successful case)

Confirms the creation of a new <mgmtObj> resource in an mgmtObjs collection. The SCL primitive shall comply with

table 10.346.
Table 10.346: mgmtObjCreateResponseConfirm (successful case)
SCL primitive: mgmtObjCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/optional Description
mgmtObj (0] Full resource representation of the <mgmtObj>. This is
only present if any of the provided attributes are modified
by the hosting SCL

10.29.2.3  mgmtObjCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the MgmtObjCreateRequesti ndication. The SCL primitive shall comply with table 10.347.

Table 10.347: mgmtObjCreateResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ_CREATE_RESPONSE
errorinfo M Provides error information

ETSI



254 ETSI TS 102 921 V2.1.1 (2013-12)

10.29.3 mgmtObjRetrieve

10.29.3.1  mgmtObjRetrieveRequestindication

Thisrequest is used for retrieving the content of an <mgmtObj> resource. The SCL primitive shall comply with
tables 10.348 and 10.349.

Table 10.348: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.349: mgmtObjRetrieveRequestindication

SCL Primitive: mgmtObjRetrieveRequestindication

Primitive attribute Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the retrieving of the resource

targetID M The URI of the <mgmtObj> resource to be retrieved

primitiveType M MGMTOBJ RETRIEVE_REQUEST

noRefs o] Indicates no child references presence in the resource representation
shortUri 0] Indicates the presence of a relative URI instead of absolute URI in the

collection resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.
3)  "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of received message”.
5) "Read the addressed resource'.
If theissuer is a Network Application, the receiver shall perform the following steps, otherwise skip to Step 9.

If the addressed resource does not contain valid information (e.g. if the resource content is empty or obsolete according
to local policy), the receiver shall perform the following steps, otherwise skip to Step 10.

6) "ldentify the managed remote entity and the management protocol”.
7) "Locate the MO information to be managed on the remote entity".
8) "Establish a management session with the remote entity".

9) "Send the management request(s) to the remote entity corresponding to the received Requesti ndication
primitive". The receiver may also update the <mgmtObj> resource representation with the retrieved MO
information if required according to the local policy.

10) "Create a successful ResponseConfirm".
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mgmtObjRetrieveResponseConfirm (successful case)

Thisresponseistriggered by the MgmtObjRetrieveRequestindication. The SCL primitive shall comply with

table 10.350.

Table 10.350: mgmtObjRetrieveResponseConfirm (successful case)

SCL primitive: mgmtObjRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
mgmtObj M Full representation of the retrieved mgmtObj resource
10.29.3.3  mgmtObjRetrieveResponseConfirm (unsuccessful case)

Thisresponseistriggered by the MgmtObj RetrieveRequestindication. The SCL primitive shall comply with

table 10.351.

Table 10.351: mgmtObjRetrieveResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

MGMTOBJ_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.29.4 mgmtObjUpdate

10.29.4.1

mgmtObjUpdateRequestindication

Thisrequest is used to update the full representation of the <mgmtObj> resource.

The SCL primitive shall comply with tables 10.352 and 10.353.

Table 10.352: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.353: mgmtObjUpdateRequestindication

SCL Primitive: mgmtObjUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetID M The URI of the <mgmtObj> resource to be updated
primitiveType M MGMTOBJ_UPDATE_REQUEST
Resource Mandatory/Optional Description
mgmtObj M Resource representation

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5)  "Check validity of the resource representation for UPDATE".

If the issuer is a Network Application, the receiver shall perform the following steps, otherwise skip to Step 10.

6) "ldentify the managed remote entity and the management protocol”.

7)  "Locate the MO information to be managed on the remote entity".

8) "Establish a management session with the remote entity".

9) "Send the management request(s) to the remote entity corresponding to the received Requestindication

primitive".
10) "Update the addressed resource”.
11) "Create asuccessful response Confirm".

12) "Send response Confirm primitive".

10.29.4.2

mgmtObjUpdateResponseConfirm (successful case)

Thisresponse is triggered by the mgmtObjUpdateRequesti ndication. The SCL primitive shall comply with table 10.354.

Table 10.354: mgmtObjUpdateResponseConfirm (successful case)

SCL primitive: mgmtObjUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
mgmtObj 0] Full representation of the updated <mgmtODbj> resource, if any of the
provided attributes were modified by the hosting SCL
10.29.4.3  mgmtObjUpdateResponseConfirm (unsuccessful case)

This response istriggered by the mgmtObj UpdateRequestindication. The SCL primitive shall comply with table 10.355.

Table 10.355: mgmtObjUpdateResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

MGMTOBJ_UPDATE_RESPONSE

errorinfo

M

Provides error information
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10.29.5 mgmtObjDelete

10.29.5.1  mgmtObjDeleteRequestindication

The procedure is used to delete an <mgmtObj> resource. The SCL primitive shall comply with tables 10.356 and
10.357.

Table 10.356: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.357: mgmtObjDeleteRequestindication

SCL Primitive: mgmtObjDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the deletion
targetID M The URI of the <mgmtObj> resource to be deleted
primitiveType M MGMTOBJ_DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.
3)  "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of received message”.
If theissuer isa Network Application, the receiver shall perform the following steps, otherwise skip to Step 9.
5) "Identify the managed remote entity and the management protocol”.
6) "Locatethe MO information to be managed on the remote entity".
7) "Establish a management session with the remote entity".

8) "Send the management request(s) to the remote entity corresponding to the received Requestindication

primitive". If the receiver cannot del ete the corresponding MO information from the remote entity
successfully, it shall still continue to perform Step 9 instead of sending an unsuccessful ResponseConfirm
primitive.

9) "Delete the addressed resource”.
10) "Create a successful ResponseConfirm".

11) "Send ResponseConfirm primitive".
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10.29.5.2  mgmtObjDeleteResponseConfirm (successful case)

Thisresponse istriggered by the mgmtObjDel eteRequestindication. The SCL primitive shall comply with table 10.358.

Table 10.358: mgmtObjDeleteResponseConfirm (successful case)

SCL primitive: mgmtObjDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ_DELETE_RESPONSE
statusCode M STATUS OK

10.29.5.3  mgmtObjDeleteResponseConfirm (unsuccessful case)
Thisresponse istriggered by the mgmtObjDel eteRequestindication. The SCL primitive shall comply with table 10.359.

Table 10.359: mgmtObjDeleteResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjDeleteResponseConfirm

Primitive Mandatory/Optional Description
attribute
primitiveType M MGMTOBJ DELETE RESPONSE
errorinfo M Provides error information

10.29.6 mgmtObjExecute

10.29.6.1  mgmtObjExecuteRequestindication

Thisrequest is used to trigger the execution of a management command which is represented by the <mgmtObj>
resource, its sub-resource, or attributes (see clause 10.39).

The SCL primitive shall comply with tables 10.360 and 10.361.

Table 10.360: Applicability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A
Table 10.361: mgmtObjExecuteRequestindication
SCL Primitive: mgmtObjExecuteRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application originally requesting the updating
targetID M The URI of the <mgmtODbj> resource which represents the command

to be executed

Or the URI of a <moAttribute> attribute(clause 10.39) which
represents the command to be executed in the <mgmtObj> resource
Or the URI provided as the value of the <moAttribute> attribute which
represents the command to be executed in the <mgmtObj> resource

primitiveType M MGMTOBJ_EXECUTE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5)  "ldentify the managed remote entity and the management protocol”.

6) "Locatethe MO information to be managed on the remote entity".

7)  "Establish a management session with the remote entity”.

8) "Send the management request(s) to the remote entity corresponding to the received Requestindication
primitive".

9) "Create a successful response Confirm".
10) "Send response Confirm primitive".

Upon receiving from remote entity a management notification (e.g. OMA-DM "Generic Alert" message [66],
BBF-TR069 "Inform" message (TR-069 Issue 1 Amendment 4 [49]) regarding the execution result or status, the
receiver may, as per local policy, update the corresponding <mgmtObj> resource or its attribute/sub-resource according
to the information provided in the management notification or the information retrieved from the remote entity by
sending another management request over mid reference point.

10.29.6.2  mgmtObjExecuteResponseConfirm (successful case)

Thisresponse is triggered by the mgmtObj ExecuteRequesti ndication. The SCL primitive shall comply with
table 10.362.

Table 10.362: mgmtObjExecuteResponseConfirm (successful case)

SCL primitive: mgmtObjExecuteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ_EXECUTE_RESPONSE
statusCode M STATUS OK

10.29.6.3  mgmtObjExecuteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the mgmtObj ExecuteRequestindication. The SCL primitive shall comply with
table 10.363.

Table 10.363: mgmtObjExecuteResponseConfirm (unsuccessful case)

SCL primitive: mgmtObjExecuteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M MGMTOBJ_EXECUTE_RESPONSE
errorinfo M Provides error information
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10.30 <parameters> resources and management procedures

10.30.1 <parameters> resource

The <parameters> resource shall contain the following attributes referring to sub-resources.

Table 10.364: Resource description

AttributeName Presencein |Presencein | Presencein Description
createReq updateReq response

parametersCollection NP NP M References to sub-resources <parameters>,
see table 11.37

subscriptionsReference NP NP M# References to sub-resources subscriptions,
see table 11.37

accessRightlD (@) (@) (@) See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

originalMO o] NP o] See table 11.36

<moAttribute> O o] o] See table 11.36

id o] NP M* The id of the <parameters> resource

NOTE: For the <parameters> resource instances using generic or external data model, there could be zero or

multiple <moAttribute> attributes that are optional in createReq, updateReq and response. For ETSI specific
<parameters> resource instances, the multiplicity and optionality of the <moAttribute> attribute is described
in annex E. A mandatory <moAttribute> shall be provided in the createReq unless a default value has been
defined for its absence, otherwise the receiver shall reject the createReq.

10.30.2 parametersCreate

10.30.2.1

parametersCreateRequestindication

This primitive creates a new <parameters> sub-resource under an <mgmtObj> or a <parameters> resource. The SCL

primitive shall comply with tables 10.365 and 10.366.

Table 10.365: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.366: ParametersCreateRequestindication
SCL Primitive: parametersCreateRequestindication
Primitive attribute Mandatory/Optional Description

primitiveType M PARAMETERS CREATE_REQUEST
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the <mgmtObj> or <parameters> resource in
which the requested resources shall be created
Resource Mandatory/Optional Description
parameters M The parameters resource representation.

If the issuer is D/IGSCL, the "originalMQO" attribute
SHALL be provided in the request

Theissuer shall execute the following stepsin order:

1) Primitive specific operation: If the issuer isa D/GSCL of the remote entity, it shall generate the <parameters>
resource representation based on the MO information of the remote entity to be exposed.

2) "Compose Reguestindication primitive".
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"Send the RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)
2)
3)
4)
5)

"Re-targeting". The receiver shall not execute following stepsiif the request is re-targeted.
"Check existence of the addressed resource”.

"Check authorization of the requestingEntity based on accessRightID".

"Check the syntax of received message".

"Check validity of resource representation for create".

If the issuer isan M2M Network Application, the receiver shall perform the following steps, otherwise skip to Step 11.

6)
7)

8)
9)

10)

11)

12)

13)

"Identify the managed remote entity and the management protocol”.

Primitive specific operation: the receiver shall generate the MO to be added to the remote entity based on the
<parameters> resource representation provided in the request primitive. The receiver shall determine the target
location on the remote entity where the generated MO shall be added based on the relative position of the
<parameters> resource to its parent <mgmtObj> or <parameters> resource and the protocol specific data
model being used. The receiver may aso choose to let the remote entity to decide the target location where the
generated MO shall be added using protocol specific mechanism (e.g. 'Inbox’ as defined in [50]).

"Establish a management session with the remote entity"”.

"Send the management request(s) to the remote entity corresponding to the received Requestindication
primitive". If the receiver receives an error response from the remote entity because the MO to be added
already exists on the remote entity, the receiver shall check (by e.g. OMA-DM Get command or TR069
GetParameterValues command) if the existing MO is the same as the one to be added, then it shall consider the
requested primitive as successfully performed instead of sending an unsuccessful ResponseConfirm primitive;
otherwise, it shall reject the request with the "STATUS_CONFLICT" statusCode in the ResponseConfirm
primitive. The receiver shall also record the location where the MO is added to the remote entity in the
successful case, if the location cannot be determined unambiguously by the name of the <parameters>
resource afterwards.

The receiver may repeat Step 9 in order to add to the remote entity the MOs that are mapped from the
mandatory sub-resources (including any descendents) that are required to be created automatically with the
default attribute values as specified in annex E.

"Create the resource”. The receiver shall also set the "originaMO" attribute of the created <parameters>
resource as the location of the corresponding MO on the remote entity as recorded in Step 9 or as provided in
the <parameters> resource representation in the request primitive.

"Create a successful ResponseConfirm". It shall aso provide in the response the URI of the new <parameters>
resource created.

"Send Response Confirm primitive".
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10.30.2.2  parametersCreateResponseConfirm (successful case)

Confirms the creation of a new <parameters> sub-resource under an <mgmtObj> or a <parameters> resource. The SCL
primitive shall comply with table 10.367.

Table 10.367: ParametersCreateResponseConfirm (successful case)

SCL primitive: parametersCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS CREATE_RESPONSE
statusCode M STATUS_CREATED
resourceURI M URI assigned to the created resource
Resource Mandatory/optional Description
parameters (0] Full resource representation of the <parameters>. This is
only present if any of the provided attributes are modified by
the hosting SCL

10.30.2.3  ParametersCreateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the ParametersCreateRequesti ndication. The SCL primitive shall comply with
table 10.368.

Table 10.368: parametersCreateResponseConfirm (unsuccessful case)

SCL primitive: ParametersCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS_CREATE_RESPONSE
errorinfo M Provides error information

10.30.3 parametersRetrieve

10.30.3.1  parametersRetrieveRequestindication

Thisrequest is used for retrieving the content of a <parameters> resource. It is also possible to retrieve only part of the
parameters representation, see clause 10.39.

The SCL primitive shall comply with tables 10.369 and 10.370.

Table 10.369: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.370: ParametersRetrieveRequestindication

SCL Primitive: parametersRetrieveRequestindication

Primitive attribute Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetID M The URI of the <parameters> resource to be retrieved

primitiveType M PARAMETERS_RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource representation
shortUri (0] | Indicates the presence of a relative URI instead of absolute URI in the

collection resource representation
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Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.
3) "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of received message".
5) "Read the addressed resource’.
If the issuer isan M2M Network Application, the receiver shall perform the following steps, otherwise skip to Step 10.

If the addressed resource does not contain valid information (e.g. if the resource content is empty or obsol ete according
to local palicy), the receiver shall perform the following steps, otherwise skip to Step 10.

6) "ldentify the managed remote entity and the management protocol”.
7) "Locate the MO information to be managed on the remote entity".
8) "Establish a management session with the remote entity".

9) "Send the management request(s) to the remote entity corresponding to the received Requestindication
primitive". The receiver may also update the <parameters> resource representation with the retrieved MO
information if required according to the local policy.

10) "Create a successful ResponseConfirm".
11) "Send ResponseConfirm primitive".

10.30.3.2  parametersRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the ParametersRetrieveRequestindication. The SCL primitive shall comply with
table 10.371.

Table 10.371: ParametersRetrieveResponseConfirm (successful case)

SCL primitive: parametersRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
parameters M Full representation of the retrieved parameters resource

10.30.3.3  parametersRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the parametersRetrieveRequestindication. The SCL primitive shall comply with
table 10.372.
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Table 10.372: ParametersRetrieveResponseConfirm (unsuccessful case)

SCL primitive: parametersRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description

primitiveType M PARAMETERS_RETRIEVE_RESPONSE

errorinfo M Provides error information

10.30.4 parametersUpdate

10.30.4.1 parametersUpdateRequestindication

Thisrequest is used to update the full representation of the <parameters> resource. It is also possible to update only part
of the <parameters> representation, see clause 10.39.

The SCL primitive shall comply with the tables 10.373 and 10.374.

Table 10.373: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.374: ParametersUpdateRequestindication

SCL Primitive: parametersUpdateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetiD M The URI of the <parameters> resource to be updated
primitiveType M PARAMETERS_UPDATE_REQUEST

Resource Mandatory/Optional Description
parameters M Resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestlndication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.
3) "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of received message".
5)  "Check validity of the resource representation for UPDATE".
If theissuer is a Network Application, the receiver shall perform the following steps, otherwise skip to Step 10.
6) "ldentify the managed remote entity and the management protocol”.
7) "Locate the MO information to be managed on the remote entity".

8) "Establish a management session with the remote entity".
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9) "Send the management request(s) to the remote entity corresponding to the received Requestindication

primitive".
10)
11)
12)

10.30.4.2

"Update the addressed resource”.

"Send response Confirm primitive".

"Create a successful response Confirm".

parametersUpdateResponseConfirm (successful case)

Thisresponse is triggered by the ParametersUpdateRequestindication. The SCL primitive shall comply with

table 10.375.

Table 10.375: ParametersUpdateResponseConfirm (successful case)

SCL primitive: ParametersUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M PARAMETERS UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
parameters (0] Full representation of the updated parameters resource, if any of the
provided attributes are modified by the hosting SCL
10.30.4.3  parametersUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the ParametersUpdateRequestindication. The SCL primitive shall comply with

table 10.376.

Table 10.376: ParametersUpdateResponseConfirm (unsuccessful case)

SCL primitive: ParametersUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

PARAMETERS UPDATE_RESPONSE

errorinfo

M

Provides error information

10.30.5 parametersDelete

10.30.5.1

parametersDeleteRequestindication

The procedure is used to delete a <parameters> resource. The SCL primitive shall comply with tables 10.377 and

10.378.

Table 10.377: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.378: ParametersDeleteRequestindication

SCL Primitive:

parametersDeleteRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M Application or SCL originally requesting the deletion
targetID M The URI of the <parameters> resource to be deleted
primitiveType M PARAMETERS_DELETE_REQUEST
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Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) If theissuer isaNetwork Application, the receiver shall perform the following steps, otherwise skip to Step 9.
6) "ldentify the managed remote entity and the management protocol”.

7) "Locate the MO information to be managed on the remote entity".

8) "Establish a management session with the remote entity".

9) "Send the management request(s) to the remote entity corresponding to the received Requestindication
primitive". If the receiver cannot delete the corresponding MO information from the remote entity
successfully, it shall still continue to perform Step 9 instead of sending an unsuccessful ResponseConfirm
primitive.

10) "Delete the addressed resource'.
11) "Create a successful ResponseConfirm".
12) "Send ResponseConfirm primitive".

10.30.5.2  parametersDeleteResponseConfirm (successful case)

Thisresponse is triggered by the ParametersDel eteRequestindication. The SCL primitive shall comply with
table 10.379.

Table 10.379: ParametersDeleteResponseConfirm (successful case)

SCL primitive: ParametersDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS DELETE_RESPONSE
statusCode M STATUS OK

10.30.5.3  parametersDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the ParametersDel eteRequesti ndication. The SCL primitive shall comply with
table 10.380.

Table 10.380: ParametersDeleteResponseConfirm (unsuccessful case)

SCL primitive: ParametersDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS_DELETE_RESPONSE
errorinfo M Provides error information
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parametersExecuteRequestindication

Thisrequest is used to trigger the execution of a management command which is represented by the <parameters>
resource, its sub-resource, or attributes (see clause 10.39).

The SCL primitive shall comply with tables 10.381 and 10.382.

Table 10.381: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A

Table 10.382: ParametersExecuteRequestindication

SCL Primitive: parametersExecuteRequestindication
Primitive attribute Mandatory/Optional Description

requestingEntity M Application originally requesting the updating

TargetID M The URI of the <parameters> resource which represents the command
to be executed
Or the URI of a <moAttribute> attribute(clause 10.39) which represents
the command to be executed in the <parameters> resource
Or the URI provided as the value of the <moAttribute> attribute which
represents the command to be executed in the <parameters> resource

primitiveType M PARAMETERS_EXECUTE_REQUEST

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm™ and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Identify the managed remote entity and the management protocol”.

6) "Locatethe MO information to be managed on the remote entity".

7)  "Establish a management session with the remote entity”.

8) "Send the management request(s) to the remote entity corresponding to the received Requestindication

primitive".

9) "Create a successful response Confirm" .

10)

"Send response Confirm primitive".
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Upon receiving from remote entity a management notification (e.g. OMA-DM "Generic Alert" message [66],
BBF-TR069 "Inform" message TR-069 Issue 1 Amendment 4 [49]) regarding the execution result or status, the receiver
may, as per local policy, update the corresponding <parameters> resource or its attribute/sub-resource according to the
information provided in the management notification or the information retrieved from the remote entity by sending
another management request over mid reference point.

10.30.6.2  parametersExecuteResponseConfirm (successful case)

This response is triggered by the parametersExecuteRequestindication. The SCL primitive shall comply with
table 10.383.

Table 10.383: ParametersExecuteResponseConfirm (successful case)

SCL primitive: parametersExecuteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS EXECUTE_RESPONSE
statusCode M STATUS OK

10.30.6.3  parametersExecuteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the parametersExecuteRequestindication. The SCL primitive shall comply with
table 10.384.

Table 10.384: ParametersExecuteResponseConfirm (unsuccessful case)

SCL primitive: parametersExecuteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M PARAMETERS EXECUTE RESPONSE
errorinfo M Provides error information

10.31 <mgmtCmd> resource and management procedures

10.31.1 <mgmtCmd> resource

The <mgmtCmd> resource shall contain the following attributes referring to sub-resources.

Table 10.385: Resource description

AttributeNames Presence | Presencein |Presencein Description
in updateReq response
createReq

execlnstancesReference NP NP M# reference to sub-resource containers, see
table 11.37

subscriptionsReference NP NP M# reference to sub-resource subscriptions, see
table 11.37

expirationTime o o M* See table 11.36

accessRightID 0] 0] o] See table 11.36

searchStrings 0] 0] M See table 11.36

creationTime NP NP M See table 11.36

lastModifiedTime NP NP M See table 11.36

cmdType M 0] M See table 11.36

execEnable M NP M See table 11.36

description 0] 0] (@) See table 11.36

execRegArgs (0] (0] o] See table 11.36

id 0] NP M* The id of the <mgmtCmd> resource
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10.31.2 mgmtCmdCreate

10.31.2.1  mgmtCmdCreateRequestindication

This procedureis used for creating an <mgmtCmd> resource. The SCL primitive shall comply with tables 10.386 and
10.387. The target SCL will use default values for optional parameters that are not specified.

Table 10.386: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL
Table 10.387: mgmtCmdCreateRequestindication
SCL Primitive: mgmtCmdCreateRequestindication
Primitive attribute | Mandatory/Optional Description
requestingEntity M Application or D/GSCL which requests the creation of an
<mgmtCmd> resource
targetID M The URI of the target entity where the mgmtCmd
resource shall be created
This request shall address
<sclBase>/scls/<scl>/mgmtObjs
<sclBase>/scls/<scl>/attachedDevices/<attachedDevice>
/mgmtObjs
primitiveType M MGMTCMD_CREATE_REQUEST
Resource Mandatory/Optional Description
mgmtCmd M The mgmtCmd resource representation

The issuer shall execute the following stepsin order:

1) Primitive specific operation: If theissuer isa D/GSCL (i.e. aremote entity), the issuer shall generate the
<mgmtCmd> resource representation based on the information of management commands on the remote

entity.

2) "Compose Reguestindication primitive".

3) "Send aRequestindication to the receiver SCL".

4)  "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of resource representation for CREATE".

6) "Createthe resource”.

7)  "Create a successful ResponseConfirm".

8) "Send Response Confirm primitive".
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mgmtCmdCreateResponseConfirm (successful case)

Thisresponse istriggered by the mgmtCmdCreateRequestindication. The SCL primitive shall comply with

table 10.388.

Table 10.388: mgmtCmdCreateResponseConfirm (successful case)\

SCL primitive: mgmtCmdCreateResponseConfirm
Primitive Attribute Mandatory/Optional Description
primitiveType M MGMTCMD_CREATE_RESPONSE
statusCode M Provides Success code
STATUS CREATED
resourceURI M The URI assigned to the mgmtCmd resource that was
created
Resource Mandatory/Optional Description
mgmtCmd (0] Full representation of the created mgmtCmd resource,
if any of the provided attributes were modified by the
hosting SCL
10.31.2.3 mgmtCmdCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the mgmtCmdCreateRequestindication. The SCL primitive shall comply with

table 10.389.

Table 10.389: mgmtCmdCreateResponseConfirm (unsuccessful case)\

SCL primitive: mgmtCmdCreateResponseConfirm

Primitive Attribute

Mandatory/Optional

Description

primitiveType

M

MGMTCMD_CREATE_RESPONSE

errorinfo

M

Provides Error information

10.31.3 mgmtCmdRetrieve

10.31.3.1

mgmtCmdRetrieveRequestindication

Thisrequest is used for retrieving the content of an mgmtCmd resource. The SCL primitive shall comply with

tables 10.390 and 10.391.

Table 10.390: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A
Table 10.391: mgmtCmdRetrieveRequestindication
SCL Primitive: mgmtCmdRetrieveRequestindication
Primitive attribute Mandatory/Optional Description

requestingEntity M Application which requests the retrieving

targetiD M The URI of the <mgmtCmd> resource to be retrieved
primitiveType M MGMTCMD_RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource

representation

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".
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2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.31.3.2 mgmtCmdRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the mgmtCmdRetrieveRequestindication. The SCL primitive shall comply with
table 10.392.

Table 10.392: mgmtCmdRetrieveResponseConfirm (successful case)

SCL primitive: mgmtCmdRetrieveResponseConfirm
Attribute Name Mandatory/Optional Description
primitiveType M MGMTCMD_RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
mgmtCmd M Full representation of the retrieved mgmtCmd resource

10.31.3.3 mgmtCmdRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the mgmtCmdRetrieveRequestindication. The SCL primitive shall comply with
table 10.393.

Table 10.393: mgmtCmdRetrieveResponseConfirm (unsuccessful case)

SCL primitive: mgmtCmdRetrieveResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M MGMTCMD_RETRIEVE_RESPONSE
errorinfo M Provides Error information
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10.31.4 mgmtCmdUpdate

10.31.4.1 mgmtCmdUpdateRequestindication

Thisrequest is used for updating the full representation of an <mgmtCmd> resource or only part of an <mgmtCmd>
resource using partial addressing (clause 10.39). The SCL primitive shall comply with tables 10.394 and 10.395.

Table 10.394: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.395: mgmtCmdUpdateRequestindication

SCL Primitive: mgmtCmdUpdateRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or D/GSCL which requests the retrieving
targetiD M The URI of the mgmtCmd> resource to be updated
primitiveType M MGMTCMD_UPDATE_REQUEST
Resource Mandatory/Optional Description
mgmtCmd M The mgmtCmd resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5)  "Check validity of the resource representation for UPDATE".

6) "Update the addressed resource”.

7)  "Create a successful response Confirm".

8) "Send response Confirm primitive".

10.31.4.2 mgmtCmdUpdateResponseConfirm (successful case)

Thisresponse is triggered by the mgmtCmdUpdateRequesti ndication. The SCL primitive shall comply with
table 10.396. If the SCL does not accept the attribute values in the mgmtCmdUpdateRequesti ndication, the attribute
values that are used shall be included in the response.
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Table 10.396: mgmtCmdUpdateResponseConfirm (successful case)

SCL primitive: mgmtCmdUpdateResponseConfirm

Attributes Name Mandatory/Optional Description
primitiveType M MGMTCMD_UPDATE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
mgmtCmd (0] Full representation of the application resource, if any of the
provided attributes were modified by the hosting SCL

10.31.4.3 mgmtCmdUpdateResponseConfirm (unsuccessful case)

This responseistriggered by the mgmtCmdUpdateRequestindication. The SCL primitive shall comply with
table 10.397.

Table 10.397: mgmtCmdUpdateResponseConfirm (unsuccessful case)

SCL primitive: mgmtCmdUpdateResponseConfirm
Attribute Name Mandatory/Optional Description
primitiveType M MGMTCMD_UPDATE_RESPONSE
errorinfo M Provides Error information

10.31.5 mgmtCmdDelete

10.31.5.1 mgmtCmdDeleteRequestindication

The procedure is used for deleting an mgmtCmd resource. The SCL primitive shall comply with tables 10.398 and
10.399.

Table 10.398: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A D/GSCL
Receiver Local SCL N/A NSCL

Table 10.399: mgmtCmdDeleteRequestindication

SCL Primitive: mgmtCmdDeleteRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or D/GSCL which requests the deleting
targetlD M The URI of the mgmtCmd resource to be deleted
primitiveType M MGMTCMD_DELETE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.
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If the issuer is a Network Application and the requested mgmtCmd resource includes pending management commands
previoudly initiated on the remote entity and the pending command is cancellable, the receiver shall perform steps 5-7;
otherwise, steps 5-7 shall be skipped.

5) "Identify the managed remote entity and the management protocol”.

6) "Establish a management session with the remote entity".

7)  "Management Command Conversion and Execution”.

8) "Delete the addressed resource".

9) "Create a successful ResponseConfirm".

10) "Send ResponseConfirm primitive".

10.31.5.2

mgmtCmdDeleteResponseConfirm (successful case)

This response istriggered by the mgmtCmdDel eteRequestindication. The SCL primitive shall comply with

table 10.400.

Table 10.400: mgmtCmdDeleteResponseConfirm (successful case)

SCL primitive: mgmtCmdDeleteResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType M MGMTCMD_DELETE_RESPONSE
statusCode M STATUS OK
10.31.5.3 mgmtCmdDeleteResponseConfirm (unsuccessful case)

This response istriggered by the mgmtCmdDel eteRequestindication. The SCL primitive shall comply with

table 10.401.

Table 10.401: mgmtCmdDeleteResponseConfirm (unsuccessful case)

SCL primitive: mgmtCmdDeleteResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType

M

MGMTCMD_DELETE_RESPONSE

errorinfo

M

Provides Error information

10.31.6 mgmtCmdExecute

10.31.6.1

mgmtCmdExecuteRequestindication

The procedure is used for executing a management command represented by an mgmtCmd resource. The SCL primitive
shall comply with tables 10.402 and 10.403.

Table 10.402: Appli

cability of the primitive

Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A
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Table 10.403: mgmtCmdExecuteRequestindication

SCL Primitive: mgmtCmdExecuteRequestindication

Primitive attribute | Mandatory/Optional Description
requestingEntity M Application which requests to execute a management command
represented by an <mgmtCmd> resource
targetlD M The URI to address the "execEnable" attribute of an <mgmtCmd>

resource (clause 10.39), or the URI provided as the value of the
"execEnable" attribute
primitiveType M MGMTCMD EXECUTE REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5)  "ldentify the managed remote entity and the management protocol”.

6) "Establish a management session with the remote entity".

7)  "Management Command Conversion and Execution”.

8) "Create a successful ResponseConfirm".

9) "Send ResponseConfirm primitive".

10.31.6.2 mgmtCmdExecuteResponseConfirm (successful case)

Thisresponse is triggered by the mgmtCmdExecuteRequestl ndication. The SCL primitive shall comply with
table 10.404.

Table 10.404: mgmtCmdExecuteResponseConfirm (successful case)

SCL primitive: mgmtCmdExecuteResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M MGMTCMD EXECCUTE RESPONSE
statusCode M STATUS CREATED
resourceURI M URI of the <execlnstance> resource which is created as a result of
command execution

10.31.6.3 mgmtCmdExecuteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the mgmtCmdExecuteRequestl ndication. The SCL primitive shall comply with
table 10.405.
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Table 10.405: mgmtCmdExecuteResponseConfirm (unsuccessful case)

SCL primitive: mgmtCmdExecuteResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M MGMTCMD_EXECUTE_RESPONSE
errorinfo M Provides Error information

10.32 execlnstances resource and management procedures

10.32.1 execlnstances resource

The execlnstances resource shall contain the following attributes referring to sub-resources.

Table 10.406: Resource description

AttributeNames Presence Presence Presence in Description
in in response
createReq |updateReq

execlnstanceCollection N/A N/A M Reference to sub-resource <execlnstance>
(see table 9.49 in TS 102 690 [2])

subscriptionsReference N/A N/A M# Reference to sub-resource subscriptions (see
table 9.49 in TS 102 690 [2])

creationTime N/A N/A M See table 9.49in TS 102 690 [2]

lastModifiedTime N/A N/A M See table 9.49in TS 102 690 [2]

The execlnstances resource is created as a child resource of an <mgmtCmd> resource. It is created whenever the
<mgmtCmd> resource is created. It is deleted when its parent resource <mgmtCmd> is deleted. It cannot be updated.
10.32.2 execlnstancesCreate

execlnstances, as a collection resource, is automatically created as a part of mgmtCmdCreate primitive, which requests
to create an <mgmtCmd> resource. As aresult, this primitive shall not be allowed viathe API. Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with the statusCode set to
STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.32.3 execlnstancesRetrieve

10.32.3.1  execlInstancesRetrieveRequestindication

Thisrequest is used for retrieving the content of an execlnstances resource. The SCL primitive shall comply with
tables 10.407 and 10.408.

Table 10.407: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A
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Table 10.408: execInstancesRetrieveRequestindication

SCL Primitive: execlnstancesRetrieveRequestindication
Mandatory/Optional Description

Primitive attribute

requestingEntity M Application which requests the retrieving

targetID M The URI of the execlnstances resource to be retrieved
primitiveType M EXECINSTANCES_RETRIEVE_REQUEST

noRefs (0] Child references presence in the resource representation
shortUri (0] Indicates the presence of a relative URI instead of absolute

URI in the collection resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.32.3.2  execlnstancesRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the execl nstancesRetrieveRequestindication. The SCL primitive shall comply with
table 10.409.

Table 10.409: execInstancesRetrieveResponseConfirm (successful case)

SCL primitive: execlnstancesRetrieveResponseConfirm

Attribute Name Mandatory/Optional Description
primitiveType M EXECINSTANCES_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
execlnstances M Full representation of the retrieved execlnstances resource

10.32.3.3

execlnstancesRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the execl nstancesRetrieveRequestindication. The SCL primitive shall comply with

table 10.410.

Table 10.410: execInstancesRetrieveResponseConfirm (unsuccessful case)

SCL primitive: execlnstancesRetrieveResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType

M

EXECINSTANCES_RETRIEVE_RESPONSE

errorinfo

M

Provides Error information
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10.32.4 execlnstancesUpdate
This primitive shall not be allowed viathe API. Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm™ with the statusCode set to
STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.32.5 execlnstancesDelete
This primitive shall not be allowed viathe API. The receiver shall:

1) "Create an unsuccessful ResponseConfirm™ with the statusCode set to
STATUS METHOD_NOT_ALLOWED.

2)  "Cend ResponseConfirm primitive".

10.33 <execlnstance> resource and management procedures

10.33.1 <execlnstance> resource

The <execlnstance> resource shall contain the following attributes referring to sub-resources.

Table 10.411: Resource description

AttributeNames Presencein | Presence |Presencein Description
createReq in response
updateReq
subscriptionsReference N/A N/A M# reference to sub-resource subscriptions, see
table 11.37
expirationTime N/A N/A M* See table 11.36

accessRightlD N/A N/A o] See table 11.36
creationTime N/A N/A M See table 11.36
lastModifiedTime N/A N/A M See table 11.36
execStatus N/A N/A M See table 11.36
execResult N/A N/A M See table 11.36
execDisable N/A N/A O See table 11.36
id N/A N/A M The id of the <execlnstance> resource

10.33.2 execlnstanceCreate

An <execlnstance> will be created automatically by the receiver of mgmtCmdExecute primitive if mgmtCmdExecuteis
successfully processed by the receiver. As aresult, this primitive shall not be allowed viathe API. Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm™ with the statusCode set to
STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.33.3 execlnstanceRetrieve

10.33.3.1  execlnstanceRetrieveRequestindication

Thisrequest is used for retrieving the content of an execlnstance resource. The SCL primitive shall comply with
tables 10.412 and 10.413.
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Table 10.412: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A

Table 10.413: execlnstanceRetrieveRequestindication

SCL Primitive: execInstanceRetrieveRequestindication
Primitive attribute Mandatory/Optional Description

requestingEntity M Application which requests the retrieving

targetID M The URI of the <execlnstance> resource to be retrieved
primitiveType M EXECINSTANCE_RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource

representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5) "Read the addressed resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.33.3.2  execlnstanceRetrieveResponseConfirm (successful case)

Thisresponse istriggered by the execl nstanceRetrieveRequestindication. The SCL primitive shall comply with
table 10.414.

Table 10.414: execInstanceRetrieveResponseConfirm (successful case)

SCL primitive: execlnstanceRetrieveResponseConfirm

Attribute Name Mandatory/Optional Description
primitiveType M EXECINSTANCE_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
execlnstance M Full representation of the retrieved execlnstance resource

10.33.3.3  execlnstanceRetrieveResponseConfirm (unsuccessful case)

Thisresponse istriggered by the execl nstanceRetrieveRequestindication. The SCL primitive shall comply with
table 10.415.
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Table 10.415: execlnstanceRetrieveResponseConfirm (unsuccessful case)

SCL primitive: execlnstanceRetrieveResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M EXECINSTANCE_RETRIEVE_RESPONSE
errorinfo M Provides Error information

10.33.4 execlnstanceUpdate
This primitive shall not be allowed viathe API. The receiver shall:

1) "Create an unsuccessful ResponseConfirm™ with the statusCode set to
STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.33.5 execlnstanceDelete

10.33.5.1  execlnstanceDeleteRequestindication

The procedure is used for deleting an <execlnstance> resource. The SCL primitive shall comply with tables 10.416 and
10.417.

Table 10.416: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A

Table 10.417: execlnstanceDeleteRequestindication

SCL Primitive: execlnstanceDeleteRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application which requests the deleting
targetID M The URI of the <execlnstance> resource to be deleted
primitiveType M EXECINSTANCE_DELETE_REQUEST

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

If the issuer isan M2M Network Application and the requested execl nstance resource represents an unfinished
management command previoudly initiated on the remote entity and this unfinished command is cancellable, the
receiver shall perform steps 5-7; otherwise, steps 5-7 shall be skipped.
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6) "Establish a management session with the remote entity".

7)  "Management Command Conversion and Execution”.

8) "Delete the addressed resource".

9) "Create asuccessful ResponseConfirm".

10) "Send ResponseConfirm primitive".

10.33.5.2

execlnstanceDeleteResponseConfirm (successful case)

This response istriggered by the execlnstanceDel eteRequestIndication. The SCL primitive shall comply with

table 10.418.

Table 10.418: execinstanceDeleteResponseConfirm (successful case)

SCL primitive: execlnstanceDeleteResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType M EXECINSTANCE_DELETE_RESPONSE
statusCode M STATUS OK
10.33.5.3  execlInstanceDeleteResponseConfirm (unsuccessful case)

Thisresponse istriggered by the execl nstanceDel eteRequesti ndication. The SCL primitive shall comply with

table 10.419.

Table 10.419: execlnstanceDeleteResponseConfirm (unsuccessful case)

SCL primitive: execlnstanceDeleteResponseConfirm

Attributes Name

Mandatory/Optional

Description

primitiveType

M

EXECINSTANCE_DELETE_RESPONSE

errorinfo

M

Provides Error information

10.33.6 execlnstanceExecute

10.33.6.1

execlnstanceExecuteRequestindication

The procedure is used for cancelling a management command represented by an <execlnstance> resource. The SCL
primitive shall comply with tables 10.420 and 421.

Table 10.420: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A N/A
Receiver Local SCL N/A N/A
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Table 10.421: execlnstanceExecuteRequestindication

SCL Primitive: execlnstanceExecuteRequestindication
Primitive attribute | Mandatory/Optional Description

requestingEntity M Application which requests to cancel an unfinished management
command on the remote entity represented by an <execlnstance>
resource

targetlD M The URI to address the "execDisable" attribute of an <execlnstance>
resource (clause 10.39), or the URI provided as the value of the
"execDisable" attribute

primitiveType M EXECINSTANCE_EXECUTE_REQUEST

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message”.

5)  "ldentify the managed remote entity and the management protocol”.

6) "Establish a management session with the remote entity".

7)  "Management Command Conversion and Execution”.

8)  Primitive specific operation: the receiver shall delete the corresponding execlnstance resource.

9) "Create a successful ResponseConfirm".

10) "Send ResponseConfirm primitive".

10.33.6.2  execlnstanceExecuteResponseConfirm (successful case)

This response is triggered by the execl nstanceExecuteRequestindication. The SCL primitive shall comply with

table 10.422.
Table 10.422: execlnstanceExecuteResponseConfirm (successful case)
SCL primitive: execlnstanceExecuteResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M EXECINSTANCE_EXECUTE_RESPONSE
statusCode M STATUS OK

10.33.6.3  execlnstanceExecuteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the execl nstanceExecuteRequestindication. The SCL primitive shall comply with

table 10.423.
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Table 10.423: execlnstanceExecuteResponseConfirm (unsuccessful case)

SCL primitive: execlnstanceExecuteResponseConfirm
Attributes Name Mandatory/Optional Description
primitiveType M EXECINSTANCE_EXECUTE_RESPONSE
errorinfo M Provides Error information

10.34 attachedDevices resource and management procedures

10.34.1 attachedDevices resource

The attachedDevices resource shall contain the following sub-resources and attributes.

Table 10.424: Resource description

AttributeName Presence in |Presencein | Presence Description
createReq |updateReq in
response
mgmtObjsReference N/A NP M# URI of mgmtObijs collection resource
attachedDeviceCollection N/A NP M URI of attachedDevice sub-resources; see
table 11.37
subscriptionsReference N/A NP M# URI of subscription collection, see table 11.37
accessRightID N/A 0] 0] See table 11.36
creationTime N/A NP M See table 11.36
lastModifiedTime N/A NP M See table 11.36

10.34.2 attachedDevicesCreate

The attachedDevices resource shall not be created viathe API. Thereceiver shall:
1) "Create an unsuccessful ResponseConfirm™ with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.34.3 attachedDevicesRetrieve

10.34.3.1  attachedDevicesRetrieveRequestindication

Thisrequest is used for retrieve the content of an attachedDevices resource. The SCL primitive shall comply with
tables 10.425 and 10.426.

Table 10.425: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A SCL
Receiver Local SCL N/A Hosting SCL
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Table 10.426: attachedDevicesRetrieveRequestindication

SCL Primitive: attachedDevicesRetrieveRequestindication

Primitive attribute | Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetiD M The URI of the attachedDevices resource to be addressed

This URI shall be one of the following:
<sclBase>/scls/<scl>/attachedDevices

primitiveType M ATTACHEDDEVICES RETRIEVE_REQUEST

noRefs 0o Indicates no child references presence in the resource
representation

shortUri 0] Indicates the presence of a relative URI instead of absolute URI in

the collection resource representation

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm’. The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of the received message".

5)  "Create a collection resource representation”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.34.3.2  attachedDevicesRetrieveResponseConfirm (successful case)

Thisresponse istriggered by the attachedDevicesRetrieveRequestindication. The SCL primitive shall comply with
table 10.427.

Table 10.427: attachedDevicesRetrieveResponseConfirm (successful case)

SCL primitive: attachedDevicesRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICES RETRIEVE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
attachedDevices M List of references(URLSs)to all the child resources of the retrieved
attachedDevices resource, and all the attributes defined

10.34.3.3  attachedDevicesRetrieveResponseConfirm (unsuccessful case)

This response is triggered by the AttachedDevicesRetrieveRequestindication. The SCL primitive shall comply with
table 10.428.
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Table 10.428: attachedDevicesRetrieveResponseConfirm (unsuccessful case)

SCL primitive: attachedDevicesRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICES RETRIEVE_RESPONSE
errorinfo M Provides error information

10.34.4 attachedDevicesUpdate

10.34.4.1  attachedDevicesUpdateRequestindication

Thisrequest is used for update the content of an attachedDevices resource. The SCL primitive shall comply with
tables 10.429 and 10.430.

Table 10.429: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application N/A SCL
Receiver Local SCL N/A Hosting SCL

Table 10.430: attachedDevicesUpdateRequestindication

SCL Primitive: attachedDevicesUpdateRequestindication

Primitive attribute | Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the updating
targetID M The URI of the attachedDevices resource to be addressed

This URI shall be:
<sclBase>/scls/<scl>/attachedDevices

primitiveType M ATTACHEDDEVICES UPDATE_REQUEST
Resource Mandatory/Optional Description
attachedDevices M Resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm"”. The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of the requestingEntity based on accessRightID".

4)  "Check the syntax of received message".

5) "Check validity of resource representation for update”.

6) "Update the addressed resource”.

7)  "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
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attachedDevicesUpdateResponseConfirm (successful case)

Thisresponse is triggered by the AttachedDevicesUpdateRequestindication. The SCL primitive shall comply with

table 10.431.

Table 10.431: attachedDevicesUpdateResponseConfirm (successful case)

SCL primitive: attachedDevicesUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICES UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
attachedDevices (0] Full representation of the updated attachedDevices resource
10.34.4.3  attachedDevicesUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the AttachedDevicesUpdateRequestindication. The SCL primitive shall comply with

table 10.432.

Table 10.432: attachedDevicesUpdateResponseConfirm (unsuccessful case)

SCL primitive: attachedDevicesUpdateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

ATTACHEDDEVICES_UPDATE_RESPONSE

errorinfo

M

Provides error information

10.34.5 attachedDevicesDelete

The attachedDevices resource shall not be deleted viathe API. Thereceiver shal:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.35 attachedDevice resources and management procedures

10.35.1 attachedDevice resource

The attachedDevice resource shall contain the following sub-resources and attributes.

Table 10.433: Resource description

AttributeName Presencein | Presencein Presence Description
createReq updateReq in
response
mgmtObjsReference NP NP M# URI of mgmtObijs collection resource
subscriptionsReference NP NP M# URI of subscriptions collection resource
id (0] NP M* Id of the <attachedDevice> in the
attachedDevices collection. If the attachedDevice
indicated in the request already exists, the
hosting SCL may choose a different name
accessRightID 0] 0] 0] See table 9.53in TS 102 690 [2]
creationTime NP NP M See table 9.53in TS 102 690 [2]
lastModifiedTime NP NP M See table 9.53in TS 102 690 [2]
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10.35.2 attachedDeviceCreate

10.35.2.1  attachedDeviceCreateRequestindication

This primitive creates a new <attachedDevice> resource in an attachedDevices collection. The SCL primitive shall
comply with tables 10.434 and 10.435.

Table 10.434: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer N/A N/A D/GSCL
Receiver N/A N/A NSCL

The issuer shall execute the following stepsin order:

Table 10.435: attachedDeviceCreateRequestindication

SCL Primitive: attachedDeviceCreateRequestindication
Primitive attribute | Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE_CREATE_REQUEST
requestingEntity M SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested
resources shall be created
This URI shall be:
<sclBase>/scls/<scl>/attachedDevices
Resource Mandatory/Optional Description
attachedDevice M The <attachedDevice> resource representation

1) "Compose Requestindication primitive".
2)  "Send the Requestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm". The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".

4)  Primitive specific operation: the receiver shall check whether the requestingEntity is the D/GSCL which has
registered with the receiver NSCL as the grandparent <scl> resource of the <attachedDevice> resource to be
created. If not, the Reguesti ndication shall be rejected with a STATUS_FORBIDDEN statusCode.

5)  "Check the syntax of received message”.

6) "Check validity of resource representation for create".

7)  "Create the resource”.

8) "Create asuccessful ResponseConfirm".

9) "Send Response Confirm primitive".

10.35.2.2  attachedDeviceCreateResponseConfirm (successful case)

Confirmsthe creation of a new <attachedDevice> resource in an attachedDevices collection. The SCL primitive shall
comply with table 10.436.
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Table 10.436: attachedDeviceCreateResponseConfirm (successful case)

SCL primitive:

attachedDeviceCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType M ATTACHEDDEVICE_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
attachedDevice o Full resource representation of the <attachedDevice>. This is only present
if any of the provided attributes where modified by the hosting SCL
10.35.2.3  attachedDeviceCreateResponseConfirm (unsuccessful case)

Thisresponse istriggered by the attachedDeviceCreateRequestindication. The SCL primitive shall comply with

table 10.437.

Table 10.437: attachedDeviceCreateResponseConfirm (unsuccessful case)

SCL primitive:

attachedDeviceCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M ATTACHEDDEVICE_CREATE_RESPONSE

errorinfo

M Provides error information

10.35.3 attachedDeviceRetrieve

10.35.3.1

attachedDeviceRetrieveRequestindication

Thisrequest is used for retrieve the content of an attachedDevice resource. The SCL primitive shall comply with
tables 10.438 and 10.439.

Table 10.438: Applicability of the primitive
Primitive applicability
Applicable interfaces mla dla mlid
Issuer Application N/A SCL
Receiver Local SCL N/A Hosting SCL

Table 10.439: attachedDeviceRetrieveRequestindication

SCL Primitive: attachedDeviceRetrieveRequestindication

Primitive attribute

Mandatory/Optional

Description

requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetiD M The URI of the <attachedDevice> resource to be addressed
primitiveType M ATTACHEDDEVICE_RETRIEVE_REQUEST

noRefs (0] Indicates no child references presence in the resource representation

Theissuer shall execute the following stepsin order:

1)
2)
3)

"Compose RequestIndication primitive".
"Send a RequestIndication to the receiver SCL".

"Wait for ResponseConfirm primitive".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm". The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
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2) "Check existence of the addressed resource”.

3)  "Check authorization of the requestingEntity based on accessRightID".
4)  "Check the syntax of the received message”.

5) "Read the addressed resource’.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".

10.35.3.2  attachedDeviceRetrieveResponseConfirm (successful case)

Thisresponse is triggered by the AttachedDeviceRetrieveRequestindication. The SCL primitive shall comply with
table 10.440.

Table 10.440: attachedDeviceRetrieveResponseConfirm (successful case)

SCL primitive: attachedDeviceRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE_RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
attachedDevice M List of references(URLSs)to all the child resources of the retrieved
attachedDevice resource, and all the attributes defined

10.35.3.3  attachedDeviceRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the AttachedDeviceRetrieveRequestindication. The SCL primitive shall comply with
table 10.441.

Table 10.441: attachedDeviceRetrieveResponseConfirm (unsuccessful case)

SCL primitive: attachedDeviceRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE RETRIEVE_RESPONSE
errorinfo M Provides error information

10.35.4 attachedDeviceUpdate

10.35.4.1  attachedDeviceUpdateRequestindication

Thisrequest is used for update the content of an attachedDevice resource. The SCL primitive shall comply with
tables 10.442 and 10.443.

Table 10.442: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer N/A N/A D/GSCL
Receiver N/A N/A NSCL
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Table 10.443: attachedDeviceUpdateRequestindication

SCL Primitive: attachedDeviceUpdateRequestindication
Primitive attribute | Mandatory/Optional Description
requestingEntity M SCL originally requesting the updating
targetiD M The URI of the <attachedDevice> resource to be addressed
If an attribute has to be updated, then the URI of the attribute shall be
provided
primitiveType M ATTACHEDDEVICE_UPDATE_REQUEST
Resource Mandatory/Optional Description
attachedDevice M Resource representation

Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm".

The receiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm". The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.
3)  "Check authorization of the requestingEntity based on accessRightID".

4)  Primitive specific operation: the receiver shall check whether the requestingEntity is the D/GSCL which has
registered with the receiver NSCL as the grandparent <scl> resource of the <attachedDevice> resource to be
updated. If not, the Requestindication shall be rejected with a STATUS FORBIDDEN statusCode.

5)  "Check the syntax of received message”.

6) "Check validity of resource representation for update”.
7)  "Update the addressed resource”.

8) "Create a successful ResponseConfirm".

9) "Send ResponseConfirm primitive".

10.35.4.2  attachedDeviceUpdateResponseConfirm (successful case)

Thisresponse is triggered by the AttachedDeviceUpdateRequestl ndication. The SCL primitive shall comply with
table 10.444.

Table 10.444: attachedDeviceUpdateResponseConfirm (successful case)

SCL primitive: attachedDeviceUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE_UPDATE_RESPONSE
statusCode M STATUS_OK
Resource Mandatory/Optional Description
attachedDevice (0] Full representation of the updated attachedDevice resource

10.35.4.3  attachedDeviceUpdateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the AttachedDeviceUpdateRequestl ndication. The SCL primitive shall comply with
table 10.445.
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Table 10.445: attachedDeviceUpdateResponseConfirm (unsuccessful case)

SCL primitive: attachedDeviceUpdateResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE_UPDATE_RESPONSE
errorinfo M Provides error information

10.35.5 attachedDeviceDelete

10.35.5.1  attachedDeviceDeleteRequestindication

The procedure is used to delete a <attachedDevice> resource. The SCL primitive shall comply with tables 10.446 and
10.447.

Table 10.446: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer N/A N/A D/GSCL
Receiver N/A N/A NSCL

Table 10.447: attachedDeviceDeleteRequestindication

SCL Primitive: attachedDeviceDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M SCL originally requesting the deletion
targetID M The URI of the <attachedDevice> resource to be deleted
primitiveType M ATTACHEDDEVICE_DELETE_REQUEST

The issuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2)  "Send aRequestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm". The corresponding statusCode as indicated in enumeration
StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" The receiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.
3) "Check authorization of the requestingEntity based on accessRightID".

4)  Primitive specific operation: the receiver shall check whether the requestingEntity is the D/GSCL which has
registered with the receiver NSCL as the grandparent <scl> resource of the <attachedDevice> resource to be
deleted. If not, the Reguestindication shall be rejected with a STATUS_FORBIDDEN statusCode.

5)  "Check the syntax of received message”.
6) "Delete the addressed resource'.
7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".
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10.35.5.2  attachedDeviceDeleteResponseConfirm (successful case)

Thisresponse istriggered by the AttachedDeviceDeleteRequestl ndication. The SCL primitive shall comply with
table 10.448.

Table 10.448: attachedDeviceDeleteResponseConfirm (successful case)

SCL primitive: attachedDeviceDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE_DELETE_RESPONSE
statusCode M STATUS_OK

10.35.5.3  attachedDeviceDeleteResponseConfirm (unsuccessful case)

Thisresponse istriggered by the AttachedDeviceDeleteRequestl ndication. The SCL primitive shall comply with
table 10.449.

Table 10.449: attachedDeviceDeleteResponseConfirm (unsuccessful case)

SCL primitive: attachedDeviceDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M ATTACHEDDEVICE DELETE RESPONSE
errorinfo M Provides error information

10.36 notificationChannels resource and management procedures

10.36.1 notificationChannels resource

The notificationChannel s resource shall contain the following sub-resources and attributes.

Table 10.450: Resource description

AttributeName Presence in | Presencein | Presencein Description
createReq updateReq response
notificationChannelCollection NP NP M
creationTime NP NP M
lastModifiedTime NP NP M

10.36.2 notificationChannelsCreate

The notificationChannels collection resource shall not be created directly viathe API. It is created whenever the parent
<scl> resource is created or when its parent <application> resource is created. The accessRightID shall beinitialized to

same val ue as the accessRightI D in the parent.

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".
10.36.3 notificationChannelsRetrieve

10.36.3.1  notificationChannelsRetrieveRequestindication

This primitive is used to retrieve an scls collection Resource. The SCL primitive shall comply with tables 10.451 and
10.452.
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Table 10.451: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.452: notificationChannelsRetrieveRequestindication

SCL Primitive: notificationChannelsRetrieveRequestindication
Primitive attribute | Mandatory/Optional Description

requestingEntity M Application or SCL originally requesting the primitive

targetID M Indicates the notificationChannels collection resource to be retrieved
primitiveType M NOTIFICATION_CHANNELS RETRIEVE _REQUEST

shortUri (0] Indicates the presence of a relative URI instead of absolute URI in the

collection resource representation

The issuer shall execute the following stepsin order:
1) "Compose Request indication primitive".
2)  "Send Requestindication primitive".
3) "Wait for ResponseConfirm".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in enumeration StatusCode in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting" Thereceiver shall not execute following stepsiif the request is re-targeted.
2) "Check existence of the addressed resource”.

3)  "Check authorization of requestingEntity based on default accessrights'.

4)  "Check the syntax of the received message”.

5) "Create a collection resource representation”.

6) "Create a successful ResponseConfirm" with the created collection resource representation.

7)  "Send ResponseConfirm".

10.36.3.2  natificationChannelsRetrieveResponseConfirm (successful case)

Confirmsthe retrieval of an notificationChannels Resource. The SCL primitive shall comply with table 10.453.

Table 10.453: notificationChannelsRetrieveResponseConfirm (successful case)

SCL primitive: notificationChannelsRetrieveResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M NOTIFICATION_CHANNELS RETRIEVE_RESPONSE
statusCode M STATUS OK
Resource Mandatory/Optional Description
notificationChannels M The notificationChannels resource representation as indicated in
clause 10.36.1

10.36.3.3  natificationChannelsRetrieveResponseConfirm (unsuccessful case)

This response is triggered by the notificationChannel sRetrieveRequestl ndication. The SCL primitive shall comply with
table 10.454.
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Table 10.454: notificationChannelsRetrieveResponseConfirm (unsuccessful case)

SCL primitive: notificationChannelsRetrieveResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M NOTIFICATION_CHANNELS RETRIEVE_RESPONSE
errorinfo M Provides error information

10.36.4 notificationChannelsUpdate

The notificationChannel s collection resource shall not be updated, since it does not have any attributes that are
modifiable in an update.

Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.36.5 notificationChannelsDelete

The notificationChannel s collection resource shall not be deleted directly viathe API. It is deleted whenever the parent
sclBase resource is deleted or when its parent scl resource is deleted.

Thereceiver shal:
1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.

2)  "Send ResponseConfirm primitive".

10.37 <natificationChannel> resource and management
procedures

10.37.1 <notificationChannel> resource

The notificationChannel resource shall contain the following attributes referring to sub-resources.
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Table 10.455: Resource description

AttributeName Presence Presence |Presencein Description
in in response
createReq |updateReq

id o NP M* When used in a CREATE request, this is interpreted
as a suggested identification of the resource in the
collection resource.
When returned in a response, this is the actual
identification chosen by the hosting SCL for use in its
collection. This may be different from the requested
identity.
See table 11.36.

channelType M NP M Specifies the type of notification channel to be used
(i.e. method that will be used to report new
notifications on the channel).

contactURI NP NP M Specified by the hosting SCL. Contains a URI used
when establishing subscriptions for notifications.
See table 11.36.

channelData NP NP M Contains specific information for the notification
channel type specified in channelType.
In the present document only long-polling type is
supported and the channel data is defined in the type
LongPollingData (see clause 11.4) which is derived
from ChannelType.
See table 11.36.

creationTime NP NP M See table 11.36.

lastModifiedTime NP NP M See table 11.36.

10.37.2 notificationChannelCreate

10.37.2.1  notificationChannelCreateRequestindication

Thisrequest is used to create a new <notificationChannel > resource in a Service Capability Layer. The SCL primitive
shall comply with tables 10.456 and 10.457.

Table 10.456: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application on D' SCL
Receiver Local SCL Local SCL Hosting SCL

Table 10.457: NotificationChannelCreateRequestindication

SCL Primitive: notificationChannelCreateRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the creation
targetID M Indicates the collection resource in which the requested

resources shall be created
primitiveType M NOTIFICATION_CHANNEL_CREATE_REQUEST
Resource Mandatory/Optional Description

notificationChannel (0] The representation of the resource to be created

Theissuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2) "Send aReguestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".
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Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute " Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.

2) "Check existence of the addressed resource”. In this case the addressed resource shall be the provided
collection resource.

3) "Check authorization of requestingEntity based on default accessrights’.

4)  "Check the syntax of received message".

5) "Check validity of resource representation for create”.

6) "Createtheresource".

7)  Primitive specific operation: if the channel Type indicated in the CREATE request isLONG_POLLING, then
the hosting SCL shall:

a)

b)

d)

e

Create two URIs; one contactURI, which is returned as the contactURI in the resource representation.
And one longPollingURI, which is returned in the channel Data attribute. The handling of these URIsis
described separately in clauses 10.37.6 and 10.37.7.

Set the internal state of the notificationChannel to PAUSED. Note that this state is not exposed via the
API, but mainly used for internal bookkeeping in the hosting SCL. See clause 10.37.7.7 for the state
transition diagram of the notification channel resource.

If the hosting SCL is the NSCL, then he <scl> ancestor of the notificationChannel resource is updated to
maintain the following invariant: The onlineStatus of the <scl> resource is ONLINE if thereis at least
one m2mPoc resource in its collection with an onlineStatus set to ONLINE or if thereislong polling
active for the <scl> (the internal state some notificationChannel resource residing under the <scl>
resourceis ACTIVE (i.e. POLLING or PAUSED). The onlineStatus of the <scl> resourceis
NOT_REACHABLE if al the m2mPoc resources in its collection have an onlineStatus set to
NOT_REACHABLE. The onlineStatus of the <scl> resourceis OFFLINE in al other cases (i.e. if there
are no m2mPoc resources in the collection or if al m2mPoc resource in the collection have their
onlineStatus attribute set to OFFLINE).

start timer T1 for the resource. The valueisinitialized according to server policy. Thisisaso atimer
used for internal bookkeeping and it is not exposed viathe API.

Start timer T2 for the resource. The value isinitialized according to server policy. Thisisaso atimer
used for internal bookkeeping and it is not exposed viathe API.

8) "Create a successful ResponseConfirm".

9) "Send ResponseConfirm primitive".

10.37.2.2

notificationChannelCreateResponseConfirm (successful case)

It confirms the creation of a new <notificationChannel> resource in a Service Capability Layer. The SCL primitive shall
comply with table 10.458.

Table 10.458: NotificationChannelCreateResponseConfirm (successful case)

SCL primitive: NotificationChannelCreateResponseConfirm
Primitive attribute Mandatory/Optional Description
primitiveType M NOTIFICATION_CHANNEL_CREATE_RESPONSE
statusCode M STATUS CREATED
resourceURI M URI assigned to the resource
Resource Mandatory/Optional Description
notificationChannel M Then the complete content of the resource as described above
is returned in the response
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notificationChannelCreateResponseConfirm (unsuccessful case)

Thisresponse is triggered by the notificationChannel CreateRequesti ndication primitive. The SCL primitive shall
comply with table 10.4509.

Table 10.459: NotificationChannelCreateResponseConfirm (unsuccessful case)

SCL primitive: notificationChannelCreateResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

NOTIFICATION_CHANNEL_CREATE_RESPONSE

errorinfo

M

Provides error information

10.37.3 notificationChannelRetrieve

10.37.3.1

notificationChannelRetrieveRequestindication

Thisreguest is used for retrieving the content of an <notificationChannel> resource. The SCL primitive shall comply
with tables 10.460 and 10.461.

Table 10.460: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application on D' SCL
Receiver local SCL Local SCL local SCL

Table 10.461: notificationChannelRetrieveRequestindication

SCL Primitive: notificationChannelRetrieveRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the retrieving of the resource
targetID M The URI of the resource to be retrieved
primitiveType M NOTIFICATION_CHANNEL_RETRIEVE_REQUEST

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode asindicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of requestingEntity based on default accessrights'.

4)  "Check the syntax of received message".

5) "Read the resource”.

6) "Create a successful ResponseConfirm".

7)  "Send ResponseConfirm primitive".
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notificationChannelRetrieveResponseConfirm (successful case)

Thisresponse istriggered by the notificationChannel RetrieveRequestl ndication primitive. The SCL primitive shall

comply with table 10.462.

Table 10.462: NotificationChannelRetrieveResponseConfirm (successful case)

SCL primitive: notificationChannelRetrieveResponseConfirm

Primitive attribute | Mandatory/Optional Description
primitiveType M NOTIFICATION_CHANNEL_RETRIEVE_RESPONSE
statusCode M STATUS_OK

Resource Mandatory/Optional Description
notificationChannel M Complete content of the resource is returned in the response
10.37.3.3  notificationChannelRetrieveResponseConfirm (unsuccessful case)

Thisresponse is triggered by the NotificationChannel RetrieveRequesti ndication primitive. The SCL primitive shall

comply with table 10.463.

Table 10.463: NotificationChannelRetrieveResponseConfirm (unsuccessful case)

SCL primitive: notificationChannelRetrieveResponseConfirm

Primitive attribute

Mandatory/Optional

Description

primitiveType

M

NOTIFICATION_CHANNEL_RETRIEVE_RESPONSE

errorinfo

M

Provides error information

10.37.4 notificationChannelUpdate

The notification channel shall not be updated viathe API.

Thereceiver shall:
1)
2)

10.37.5 notificationChannelDelete

10.37.5.1

"Send ResponseConfirm primitive".

"Create an unsuccessful ResponseConfirm” with statusCode STATUS METHOD_NOT_ALLOWED.

notificationChannelDeleteRequestindication

The procedure is used to delete an <notificationChannel> resource. The SCL primitive shall comply with tables 10.464

and 10.465.

Table 10.464: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application on D' SCL
Receiver local SCL local SCL Hosting SCL

Table 10.465: NotificationChannelDeleteRequestindication

SCL Primitive: notificationChannelDeleteRequestindication

Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the resource deletion
targetlD M The URI of the resource to be deleted
primitiveType M NOTIFICATION_CHANNEL_DELETE_REQUEST
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Theissuer shall execute the following stepsin order:
1) "Compose Requestindication primitive".
2) "Send aReguestindication to the receiver SCL".
3) "Wait for ResponseConfirm primitive".

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm” and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1) "Re-targeting". The receiver shall not execute following stepsif the request is re-targeted.
2) "Check existence of the addressed resource”.

3) "Check authorization of requestingEntity based on default accessrights'.

4)  "Check the syntax of received message".

5) "Delete the resource”.

6) Primitive specific operation: when the resource is deleted also the related longPollingURI and contactURI will
become invalid. Any attempt to address those URIs will be handled asif the resource does not exist. Any
pending notifications will be rejected with STATUS _NOT_FOUND. All associated timers are stopped. If the
hosting SCL isthe NSCL, then the <scl> ancestor of the notificationChannel resource is updated to maintain
the following invariant: The onlineStatus of the <scl> resource is ONLINE if there is at least one m2mPoc
resource in its collection with an onlineStatus set to ONLINE or if there islong polling active for the <scl>
(the internal state some notificationChannel resource residing under the <scl> resource is ACTIVE (i.e.
POLLING or PAUSED). The onlineStatus of the <scl> resourceis NOT_REACHABLE if al the m2mPoc
resources in its collection have an onlineStatus set to NOT_REACHABLE. The onlineStatus of the <scl>
resource is OFFLINE in al other cases (i.e. if there are no m2mPoc resources in the collection or if all
m2mPoc resource in the collection have their onlineStatus attribute set to OFFLINE).

7) "Create a successful ResponseConfirm".

8) "Send ResponseConfirm primitive".

10.37.5.2  natificationChannelDeleteResponseConfirm (successful case)

This response is triggered by the notificationChannel Del eteRequestl ndication primitive. The SCL primitive shall
comply with table 10.466.

Table 10.466: NotificationChannelDeleteResponseConfirm (successful case)

SCL primitive: notificationChannelDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M NOTIFICATION_CHANNEL_DELETE_RESPONSE
statusCode M STATUS OK

10.37.5.3  natificationChannelDeleteResponseConfirm (unsuccessful case)

Thisresponse is triggered by the notificationChannel Del eteRequesti ndication primitive. The SCL primitive shall
comply with table 10.467.

Table 10.467: NotificationChannelDeleteResponseConfirm (unsuccessful case)

SCL primitive: NotificationChannelDeleteResponseConfirm

Primitive attribute Mandatory/Optional Description
primitiveType M NOTIFICATION CHANNEL DELETE_RESPONSE
errorinfo M Provides error information
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10.37.6 Long polling

Long polling is the access of the notificationChannel on its exposed longPollingURI that is returned to the creator as
part of the channel Data for notificationChannels with a channel Type of LONG_POLLING.

This clause describes what happens when the long polling URI is RETRIEVED. Below thisis treated as a notification
channel RETRIEVE request with atargetlD set to the longPollingURI exposed by the notificationChannel resource.

Some best practices and known issues with relation to long polling can be found in RFC 6202 [i.3].

10.37.6.1

A CREATE where the targetl D the URI returned as the longPollingURI element in the attribute channel Data of the
corresponding notificationChannel resource, shall be rejected. The longPollingURI is created together with
notificationChannel with channel Type LONG_POLLING.

notificationChannelCreateRequestindication

Thereceiver shall:

1) "Create an unsuccessful ResponseConfirm" with statusCode STATUS METHOD_NOT_ALLOWED.
2)  "Send ResponseConfirm primitive".
10.37.6.2  notificationChannelRetrieveRequestindication

Thisrequest is used for performing along poll. The SCL primitive shall comply with tables 10.468 and 10.469.

Table 10.468: Applicability of the primitive

Primitive applicability

Applicable interfaces mla dla mlid
Issuer Application Application on D' SCL
Receiver Local SCL Local SCL local SCL

Table 10.469: NotificationChannelRetrieveRequestindication

SCL Primitive: notificationChannelRetrieveRequestindication
Primitive attribute Mandatory/Optional Description
requestingEntity M Application or SCL originally requesting the long polling
targetID M The URI returned as the longPollingURI element in the attribute
channelData of the corresponding notificationChannel resource
primitiveType M NOTIFICATION_CHANNEL_RETRIEVE_REQUEST

The issuer shall execute the following stepsin order:

1) "Compose Requestindication primitive".

2)  "Send aRequestindication to the receiver SCL".

3) "Wait for ResponseConfirm primitive".

4) If the ResponseConfirm does not contain a notification, i.e. does not contain any resource representation, the
issuer starts again at Step 1.

5)  If the ResponseConfirm includes a notification, then the notification is handled locally just like an

asynchronously received notification. The issuer starts again at Step 1.

Thereceiver shall execute the following stepsin order. In case of error in any of the steps below, the receiver shall
execute "Create an unsuccessful ResponseConfirm" and then " Send ResponseConfirm primitive". The corresponding
statusCode as indicated in clause 11.3 shall be included in the ResponseConfirm primitive.

1)

"Re-targeting”. The receiver shall not execute following stepsif the request is re-targeted.
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2) "Check existence of the addressed resource”. 1.e. in this case the existence of the notificationChannel resource
that corresponds to the longPollingURI is checked.
3)  "check authorization of requestingEntity based on default access rights”.
4)  "Check the syntax of received message”.
5)  Primitive specific operations:
a) Changetheinternal state of the notificationChannel to POLLING.

b) If the hosting SCL isthe NSCL then the <scl> ancestor of the notificationChannel resource is updated to
maintain the following invariant: The onlineStatus of the <scl> resource is ONLINE if thereis at |east
one m2mPoc resource in its collection with an onlineStatus set to ONLINE or if thereislong polling
active for the <scl> (the interna state some notificationChannel resource residing under the <scl>
resource isACTIVE (i.e. POLLING or PAUSED). The onlineStatus of the <scl> resourceis
NOT_REACHABLE if all the m2mPoc resourcesin its collection have an onlineStatus set to
NOT_REACHABLE. The onlineStatus of the <scl> resource is OFFLINE in all other cases (i.e. if there
are no m2mPoc resources in the collection or if all m2mPoc resource in the collection have their
onlineStatus attribute set to OFFLINE).

c) Stoptimer T2 if it was active.
d Starttimer T3.

e) If thereisalready one or more pending notifications for the associated notification channel resource,
then:

i)  The state of the notification channel is changed to PAUSED.

ii) Timer T3 isstopped.

iii) Timer T2isstarted.

iv) Thefirst of these pending notificationsis used for the ResponseConfirm in Step 6.

v) A successful ResponseConfirm is sent for the pending