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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES).

Introduction

The purpose of a Trust-service Status List (TSL), and hence of the present document, isto provide a harmonized way in
which schemes having an oversight role with regards to trust services and their providers (trust service providers -
TSPs) can publish information about the services and TSPs which they currently oversee, or indeed (through the
provision of historical information) have overseen.

The present document is based upon the reasoning that it will enhance the confidence of parties relying on certificates
or other servicesrelated to electronic signaturesif they had access to information that would allow them to know
whether a given TSP was operating under the approval of any recognized at the time of providing their services and of
any dependent transaction that took place.

The information should be available for a wide range of services and schemes, including the use of Qualified
Certificates. The importance of thisinformation is especially significant for cross-domain and international transactions.
Thisinformation should preferably be accessible using an on-line protocol, although accessibility both off-line and on-
line should be possible.

Entities having such an oversight role could be supervisory systems or voluntary approval schemes as defined in
Directive 1999/93/EC (see bibliography), similar schemes established by other sovereign states or economies
(e.g. certain government e-authentication frameworks), and those established by specific industry sectors or for
international promotion of trust services.
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1 Scope

The present document specifies a standard for a Trust-service Status List making available trust service status
information. In addition, it gives guidelines for access to and the use of such status information.

The present document is applicable to scheme operators responsible for the approval of trust services and to those who
wish to rely on such information.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

* References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.
« For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

[1] SO 639-1: "Codes for the representation of names of languages - Part 1: Alpha-2 code".

[2] IETF RFC 1766: "Tags for the Identification of Languages’.

[3] SO 3166-1: "Codes for the representation of names of countries and their subdivisions -
Part 1: Country codes".

[4] IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".

[5] ITU-T Recommendation X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

[6] IETF RFC 2253: "Lightweight Directory Access Protocol (v3): UTF-8 String Representation of
Distinguished Names".

[7] IETF RFC 2141: "URN Syntax".

[8] ITU-R Recommendation TF.460-5: " Standard-Frequency and Time-Signal Emissions”.

[9] IETF RFC 3280: " Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation

List (CRL) Profile".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

approval: assertion that a(n electronic trust) service, falling within the oversight of a particular scheme, has been either
positively endorsed (active approval) or has received no explicit restriction since the time at which the scheme was
aware of the existence of the said service (passive approval)

(electronic) trust service: service which enhances trust and confidence in electronic transactions (typically but not
necessarily using cryptographic techniques or involving confidential material)
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scheme: any organized process of supervision, monitoring, approval or such practices that are intended to apply
oversight with the objective of ensuring adherence to specific criteriain order to maintain confidence in the services
under the scope of the scheme

scheme operator: body responsible for the operation and/or management of any kind of scheme, whether they be
governmental, industry or private, etc.

Trust Service Provider (TSP): body operating one or more (electronic) trust services

NOTE: Thisembracesawide range of services which may relate to electronic signatures and is broader than the
provision of certification services alone, and hence is used in preference to and with a broader application
than, the term certification-service-provider used in Directive 1999/93/EC.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ASN Abstract Syntax Notation
CA Certification Authority
CRL Certificate Revocation List
EU European Union
OCsP Online Certificate Status Protocol
PKC Public Key Certificate
PKI Public Key Infrastructure
TSL Trust-service Status List
TSP Trust Service Provider
URI Uniform Resource I dentifier
URN Uniform Resource Name
uTC Coordinated Universal Time
WWW World Wide Web
XML eXtensible Markup Language
4 TSP status information

The present document specifies a standard for the provision of trust service status information. In recognition of the
selection of aform of signed list asthe basis for presentation of this information, the term Trust-service Status List
(TSL) is adopted. Each scheme which maintains a TSL in accordance with the present document must comply with the
format and semantics specified in clause 5. Each such scheme must operate against specific criteria for determining the
status of TSPs and trust services which it recognizes. a scheme operator could, therefore, operate more than one discrete
scheme.

It should be noted that the present document addresses only the type, format and meaning of information which may be
presented in a TSL and does not define how that information should be sourced. Nor does it specify the criteriawhich
schemes should use to determine the status of any trust services falling within their remit - such criteriaremain the
responsibility of the scheme operators. Furthermore, it does not specify how any status or scheme-related information
should be presented outside the context of aTSL, e.g. on schemes websites.

Each scheme adopting this TSL standard must be able to support the provision of status information in each of the
following forms:

. Human readable in hard-copy form;
. Human readable in a format readily down-loadable and printable;

. Machine processable to alow automatic verification of statusinformation.
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The TSL specified by the present document accommodates the requirement as to "whether the provider of a trust
serviceis or was operating under the approval of any recognized scheme at either the time the service was provided, or
the time at which a transaction reliant on that service took place”. In order to fulfil this requirement, Trust-service
Status Lists must necessarily contain information from which it can be established whether the TSP's service was, at the
time of the transaction, known by the scheme operator and if so the status of the service, i.e. whether it was approved,
suspended, cancelled, revoked, etc. The Trust-service Status List must therefore contain not only the service's current
status, but also the history of its status. The TSL must therefore, because of this requirement upon it, be a combination
of "white list" and "black list", including historical information.

The TSL specified by the present document therefore has four major components, in a structured relationship. These
components:

. provide information on the issuing scheme;

. identify the T SPs recognized by the scheme;

. indicate the service(s) provided by these TSPs and the current status of the service(s);
. indicate for each service the status history of that service.

Thelogic of thelist isthat, once the scheme operator has become aware of the existence of the TSP (whether by some
pro-active action on the part of the TSP or by the scheme's own supervision of the marketplace), the particular status as
determined according to the scheme rulesis either the present status of the TSP's service (i.e. only current status, no
history) or is seamlessly followed by a sequence of one or more statuses (current status and history). Note that if a trust
service was approved until a certain date/time and there was a period in between the expiry of the approval and the start
of the re-approval, then a status identifier would provide the information for that interim period. The "interim status"
would either be cancelled (voluntarily, by the TSP) or revoked (by the scheme, with reasons).

5 Trust-service Status List structure

This clause specifies the Trust-service Status List structure. Each of the fields within the TSL is described to alevel of
detail sufficient to permit any scheme operator to implement a standardized TSL, consistent with any other TSL
conformant to the present document, with specified values, meanings and interpretations given for each field. Whether
theinclusion of afield is mandatory or optional isindicated. The rationale for requiring each field and specifying it as
givenisexplained in annex E.

5.1 Structure of the Trust-service Status List

The logical model of the Trust-service Status List is shown in figure 1. It has four logical component parts, all but the
first of which may be replicated as required.

The list commences with key information about the list itself and the nature of the scheme which has determined the
information found in, and through, the list (component 1). The specified set of information must include a pointer
(URN) to details of the scheme and how its operator may be contacted. Whilst the objective has been to keep the size of
the TSL to the minimum consistent with its purpose and the requirements placed upon it, certain key information which
one would expect to be found in the scheme details must be provided directly within the TSL itself so as to facilitate
either easy recognition and contact with the scheme or machine processing.

Following this scheme-related information there comes information relating to the Trust Service Providers (TSPs)
whose services are within the scope of the scheme (component 2), and for each of those TSPs, the details of their
specific trust services whose current status is recorded within the TSL (component 3). For each service, any available
historical status information is recorded (component 4). The number of TSPs, of services per TSP, and of history
sections per service is unbounded.

The TSL isasigned list for authentication purposes and is tagged to facilitate identification for electronic searches. The
structure of the TSL is described in the following clauses by each component part and its fields.
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Trust-service Status List information

Description: Thisfield represents al the structured information and shall contain the following:

a)

b)

©)

d)

€)

Scheme information, as specified in clause 5.2;

A sequence of fields containing information on the TSPs that the scheme oversees. This sequenceis
mandatory. The contents of the TSP information field are specified in clause 5.3;

For each TSP, a sequence of fields containing information on the service(s) provided by that TSP. This
sequence is optional. The contents of the service information field are specified in clause 5.4,

For each service, a sequence of fields containing information on the status history of that service. This
sequence is optional. The contents of the history information field are specified in clause 5.5;

A signature computed over al fields of the TSL except the signature value specified in clause 5.6.4. The
contents of the signature field are specified in clause 5.6.
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Next update
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_______________________ ]
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% Signature algorithm identifier
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Figure 1. Logical model of the TSP Status List
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f) A Trust-service Status List tag to facilitate identification of the TSL for electronic searches. The contents of
the tag are specified in clause 5.7.

NOTE: Dependent on the implementation, the tag location could be at the front of the TSL, at the end of the TSL
or completely disconnected from the TSL. The logical model in Figure 1 shows the tag disconnected from
the TSL. See annexes A and B for tag specifications using ASN.1 and XML implementations
respectively.

5.2 Scheme information

521 TSL version identifier

Description: Thisfield is mandatory. It shall specify the version of the TSL format.
Format: Integer.

Value: The value of the identifier for TSLs conforming to this version of the present document shall be 1.

5.2.2 TSL sequence number

Description: Thisfield is mandatory. It shall specify the sequence number of the TSL.
Format: Integer.

Value: At thefirst release of the TSL, the value of the sequence number shall be 1. The value shall be
increased by 1 at each subsequent release of the TSL.

5.2.3 Signature algorithm identifier

Description: Thisfield is mandatory. It shall specify the cryptographic algorithm that has been used to create
the signature. This field provides a copy of the signature algorithm identifier specified in
clause 5.6.3 and the two fields must be identical.

Format: Representation format dependent: character string or bit string.

Meaning: Theinformation in thisfield is depending on the signature format used (see clause 5.6).

5.2.4 Scheme name

Description: Thisfield is mandatory. It shall specify the name under which the scheme operates.

Format: Unicode character string or a sequence of Unicode character strings encoded in UTF-8, specifying
the language used in accordance with 1SO 639-1 Alpha 2 code [1] for the representation of names
of languages. Where multiple languages are used, their representation shall be conformant with
RFC 1766 [2].

Meaning: The name of the scheme must be the name which isused in formal legal registrations and to which
any forma communication, whether physical or electronic, should be addressed.
Local language and cross-border (international) trading considerations may require that this
information be provided both in a national language (and script) and in a commonly accepted
internationally-used language.

5.2.5  Scheme operator address

Description: Thisfield is mandatory. It shall specify the address of the legal identity identified in clause 5.2.4,
for both postal and electronic communications. Users (subscribers, relying parties) should use this
address as the contact point for enquiries, complaints, etc. to the scheme operator.

Thisisamulti-part field consisting of the scheme operator physical address specified in
clause 5.2.5.1 and the scheme operator electronic address specified in clause 5.2.5.2.

ETSI



5.25.1

Description:

Format:

Meaning:

5.25.2

Description:

Format:

Meaning:

14 ETSI TS 102 231 V1.1.1 (2003-10)

Scheme operator postal address

Thisfield is mandatory. It shall specify the postal address of the legal entity identified in clause
5.2.4, with the provision for the inclusion of the address in multiple languages.

Sequence of Unicode character strings or multiple sequences of Unicode character strings encoded
in UTF-8, each specifying the language used for each sequence of strings in accordance with 1SO
639-1 Alpha 2 code [1] for the representation of names of languages. Where multiple languages
are used, their representation shall be conformant with IETF RFC 1766 [2].

Each sequence of character strings shall give the following attributes pertaining to the legal entity:
»  Street address (delineated with ;" within)

= Locality (town/city)

= |f applicable, State or Province name

= Postal code

= Country name as a two-character code in accordance with 1SO 3166-1 [3].

This must be a postal address at which the scheme operator provides aregularly serviced
capability for conventional (physical) mail.

Scheme operator electronic address

Thisfield is mandatory. It shall specify the address of the legal entity identified in clause 5.2.4 for
electronic communications.

Sequence of character strings giving: e-mail address; web-site URI [4].
At least one of these must be present.

In the case of an e-mail address, this must be an address at which the scheme operator provides a
regularly serviced help line capability. In the case of aweb-site URI, this must lead to a capability
whereby the user may communicate with aregularly serviced help line capability.

5.2.6 Scheme information URN

Description:

Format:

Meaning:

Thisfield is mandatory. It shall specify the URN [4] where users (subscribers, relying parties) can
obtain scheme-specific information.

Character string. The syntax must follow the rules of RFC 2141 [7].

The referenced URN must provide a path to information describing the general terms and
conditions of the scheme, its criteriafor TSP and service approval and other generic information
which applies to the scheme operations.

NOTE: The URN could differ from the URI provided in clause 5.2.5.2, e.g. if the scheme operator wanted to have
adifferent service or facility for handling e-mails.

5.2.7 Status determination approach

Description:
Format:

Meaning:

Thisfield is mandatory. It shall specify the identifier of the status determination approach.
Integer.

Theidentifier shall have one of the following values:

1) serviceslisted have their status determined after assessment by or on behalf of the scheme operator against the
scheme's criteria (active approval);

2) serviceslisted have been nominated by their provider or are known to be operating in the marketplace, but
have not undergone assessment by or on behalf of the scheme operator for initial approval (passive approval);
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3) serviceslisted have been deemed to be non-compliant with scheme criteria.

In the case of meanings 1 and 2, the scheme could include in the TSL both services whose current status is approved
(either actively or passively) and those which have failed to meet the criteria. In the case of meaning 3, the TSL would
list only those services which had explicitly failed to fulfil the criteria of the scheme.

5.2.8 Scheme type/community

Description:
Format:

Meaning:

Thisfield isoptional. If present, it shall contain aregistered URN [4].
URN.

Thisfield may be used by any community of users which establishes and registers a URN by
which to denote participation within that community. Such communities may be legislative,

inter-governmental, industry or other, which have registered a URN for the purposes of identifying
themselves.

5.2.9 Scheme territory

Description:

Format:

Meaning:

Thisfield isoptional. If present, it shall specify the country in which the scheme is established.

Character string giving a Country name, as a two-character code in accordance with 1SO 3166-1
Alpha-2 code [3].

A two-letter code which specifies the country in which the scheme is established.

5.2.10 TSL policy/legal notice

Description:

Format:

Thisfield isoptional. If present, it shall specify the scheme's policy or provide a notice concerning
the legal status of the scheme or legal requirements met by the scheme for the jurisdiction in which
the scheme is established and/or any constraints and conditions under which the TSL is maintained
and offered.

Either:

a) aURN [4] which has been registered for the specific use as a pointer to the policy or notice; or

b) theactual text of any such policy or notice, as a Unicode character string or multiple Unicode character strings,
encoded in UTF-8, each specifying the language used for each string in accordance with SO 639-1 Alpha 2

code [1] for the representation of names of languages. Where multiple languages are used, their representation
shall be conformant with RFC 1766 [2].

Meaning:

Any referenced URN must provide a path to information describing the policy under which the
TSP operates or any relevant legal notices with which users of the TSL should be aware. If plain
text is provided, this must serve the same purpose.

In either case, local language and cross-border (international) trading considerations may require
that this information be provided both in a national language and in a commonly accepted
internationally-used language.

5.2.11 Historical information period

Description:

Format:

Meaning:

Thisfield is mandatory. It shall specify the duration over which historical information in the TSL
is provided.

Integer.
a) 0 (zero) shall signify no history retained,;

b) 1 through 65 534 shall signify the number of days over which historical information in the TSL
is provided,

¢) 65535 or greater shall signify an indefinite duration.
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NOTE: The period chosen should take due account of the legal requirements for data retention in the host
jurisdiction.

5.2.12 Pointers to other TSLs

Description: Thisfield isoptional. It may be used to indicate TSLs maintained by other scheme operators.

Format: Sequence of one or more pairs of character strings, each pair giving:
a) a URI to another scheme operator's TSL, and;
b) additional data in an implementation-specific format.

Meaning: A series of pointersto the location of other TSLs with additional information whose meaning is
implementation specific.

5.2.13 List issue date and time

Description: Thisfield is mandatory. It shall specify the date and time on which the list was issued.
Format: Character string.

Meaning: UTCtime.

5.2.14 Next update

Description: Thisfield is mandatory. It shall specify the latest date and time by which the next TSL will be

issued.
Format: Character string.
Meaning: UTCtime.

5.2.15 List of Trust Service Providers

Description: Thisfield is mandatory. In the case where no TSPs are or were recognized by the scheme
(according to the scheme type and criteria), this field shall be empty. If one or more TSPs are or
were recoghized by the scheme then the field shall contain a sequence identifying each TSP,
providing details on the approval status and history of each of the TSP's services.

Format: Sequence of TSP information (see clause 5.3).

Meaning: The presence or absence of TSPs within thislist can only have meaning when taken in the context
of the scheme's status determination approach (see clause 5.2.7). E.g. no TSPs under a scheme
working solely on ablack-list principle suggests that there are no known T SPs which are known to
be not operating within the permissible or acknowledged bounds, whereas a similar absence of
TSPsin awhite-list driven scheme would suggest that no TSPs are approved by the scheme.

53 TSP information

5.3.1 TSP name

Description: Thisfield is mandatory. It shall specify the name of the legal entity responsible for the TSP's
servicesthat are or were recognized by the scheme.

Format: Unicode character string or multiple Unicode character strings encoded in UTF-8, each specifying
the language used in accordance with 1SO 639-1 Alpha 2 code [1] for the representation of names
of languages. Where multiple languages are used, their representation shall be conformant with
RFC 1766 [2].
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Meaning: The name of the legal entity responsible for the TSP must be the name which is used in formal
legal registrations and to which any forma communication, whether physical or electronic, should
be addressed.

Local language and cross-border (international) trading considerations may require that this
information be provided both in a national language (and script) and in a commonly accepted
internationally-used language.

532 TSP trade name

Description: Thisfield isoptional. If present, it shall specify an aternative name under which the TSP identifies
itself in the provision of its services.

Format: Unicode character string or multiple Unicode character strings encoded in UTF-8, specifying the
language used in accordance with 1SO 639-1 Alpha 2 code [1] for the representation of names of
languages. Where multiple languages are used, their representation shall be conformant with
RFC 1766 [2].

Meaning: Any name under which the legal entity responsible for the TSP operates, in the specific context of
the delivery of those of its services which are to be found in this TSL.

Local language and cross-border (international) trading considerations may require that this
information be provided both in a national language (and script) and in a commonly accepted
internationally-used language.

5.3.3 TSP address

Description: Thisfield is mandatory. It shall specify the address of the legal entity identified in clause 5.3.1, for
both physical and electronic communications. Users (subscribers, relying parties) should use this
address as the single contact point for enquiries, complaints, etc. to the TSP.

Thisisamulti-part field consisting of the TSP physical address specified in clause 5.3.3.1 and the
TSP electronic address specified in clause 5.3.3.2.

5.3.3.1 TSP postal address

Description: Thisfield is mandatory. It shall specify the postal address of the legal entity identified in
clause 5.3.1, with the provision for the inclusion of the addressin multiple languages.

Format: The format shall be the same as that specified in clause 5.2.5.1.
Meaning: This must be an address at which the TSP provides aregularly serviced capability for conventional
(physical) mail.
5.3.3.2 TSP electronic address

Description: Thisfield is mandatory. It shall specify the address of the legal entity identified in clause 5.31, to
be used for electronic communications.

Format: Sequence of character strings giving: e-mail address; web-site URI [4].
At least one of these must be present.

Meaning: In the case of an e-mail address, this must be an address at which the TSP provides aregularly
serviced customer care or help line capability. In the case of aweb-site URI, thismust lead to a
capability whereby the user may communicate with aregularly serviced customer care or help line
capability.

5.34 TSP information URN

Description: Thisfield is mandatory. It shall specify the URN [4] where users (subscribers, relying parties) can
obtain TSP-specific information.
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Character string.

The referenced URN must provide a path to information describing the general terms and
conditions of the TSP, its customer care policies and other generic information which appliesto all
of its services.

NOTE: The URN could differ from the URI provided in clause 5.3.3.2, e.g. if the scheme operator wanted to have
adifferent service or facility for handling e-mails.

535 List of services

Description:

Format:

Meaning:

Thisfield isoptional. If present, it shall contain a sequence identifying each of the TSP's
recoghized services and the approval status of that service.

Sequence of service information (see clause 5.4).

The presence or absence of services within thislist can only have meaning when taken in the
context of the scheme's status determination approach (see clause 5.2.7). E.g. no services under a
scheme working solely on a black-list principle suggests that there are no known services which
are not operating within the permissible or acknowledged bounds, whereas a similar absence of
services in awhite-list driven scheme would suggest that no services meet the scheme's criteria

54 Service information

54.1 Service type identifier

Description:
Format:

Meaning:

Thisfield is mandatory. It shall specify the identifier of the service type.
Integer.

Theidentifier shall have one of the following values:
(zero) Unspecified;
Certification authority issuing public key certificates;
Certification authority issuing Qualified Certificates;
Time stamping authority;
Certificate status provider (also known as OCSP-server or CRL distribution point);
Registration authority;
Identity verification;
Certificate generation;
Attribute certification authority;
Archive;

0 Key escrow.

= O

P OO~NOOTAWN

NOTE: Theabovelist cannot be regarded as being exhaustive at the time of issue of the present document since
further eligible services can be expected to evolve. Should the service type not be adequately specified by
any of the above meanings a value of "0" (zero) shall be used.

5472 Service name

Description:

Format:

Meaning:

Thisfield is mandatory. It shall specify the name under which the TSP provides the service
identified in clause 5.4.1.

Unicode character string or multiple Unicode character strings encoded in UTF-8, each specifying
the language used in accordance with 1SO 639-1 Alpha 2 code [1] for the representation of names
of languages. Where multiple languages are used, their representation shall be conformant with
RFC 1766 [2].

The name under which the TSP provides the service.

Local language and cross-border (international) trading considerations may require that this
information be provided both in a mother language (and script) and in a commonly accepted
internationally-used language.
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5.4.3 Service digital identity

Description:

Format:

Meaning:

Thisfield is mandatory. It shall specify at least one representation of a digital identifier unique to
the service specified in clause 5.4.1 by which the service can be unambiguously identified. The
digital identifier may be present more than once and in different formats. If the digital identifier is
present more than once, al variants must refer to the same identity.

Character string or Bit string or data structure specifying for each occurrence of the digital
identifier the type of format and the data representing the digital identity. Implementation
dependent - see annexes A and B.

The digital identifier can be of different types depending on the service. It could be a certificate
which can be used to verify electronic signatures of the service provider or a subject key identifier.

544 Service current status

Description:
Format:

Meaning:

Thisfield is mandatory. It shall specify the identifier of the status of the service.
Integer.

The identifier shall have one of the following values:

1) in accordance with the scheme's status determination criteria;

2) expired, e.g. dueto non-renewal or withdrawal by the TSP or cessation of the scheme's
operations;

3) suspended by the scheme;

4) revoked/not in accordance with the scheme's status determination criteria.
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Interpretation of service status:

In actual use of the information within a TSL, the status of a service needs to be fully determined and
understood with reference to both the service's status as indicated and the status determination approach
of the scheme. Table 1 isintended to assist in that understanding. The meanings given apply to a status
given in either the current or historical part of the TSL, for a scheme which is known still to be
operational.

Should the scheme no longer be operational (which may be determined by all the current statuses
indicating "expired", or implied by the "next update” time having been exceeded) only the historic
information should be relied upon. Thisis because either the status will have been set to "expired” when
the scheme ceased operations and hence no subsequent status information will have been maintained, or
the scheme ceased operations before it could effect are-issue of the TSL in which caseit could be
uncertain the extent to which the indicated current status remained valid after the publication of the list.

Table 1: Meaning of Service status in relation to the Status determination approach

Status determination approach

1 2 3
positive assessment nomination/observation
(active approval) (passive approval) non-compliant
1 An assessment has been The service is known to be This combination cannot exist
in performed on behalf of the operational and has not been (since only those
accordance |scheme operator and the TSP |found to be non-compliant with  |non-compliant with the
and its service found to be in  |the scheme's criteria. scheme's criteria are listed).
compliance.
2 The validity of the assessment |Unlikely to exist under these This combination cannot exist
expired, not |has lapsed without the service |kind of scheme criteria. (since only those TSPs and
renewed being re-assessed. services non-compliant with the
scheme's criteria are listed).
3 No specific conclusion should  [Although no explicit approval is |This combination unlikely to

suspended |be drawn - it could be because |granted under these schemes, |exist (since only those which

the service's validity is being such a status could be used if a |are non-compliant are listed),

Service current or previous status

verified (for reasons which are |scheme's possible non- although a scheme could, at its
likely to be specific to the compliance was under own discretion, use such a
scheme) or there could be a investigation. status if it was investigating a
delay in renewal, e.qg. scheme's possible flagging as
"non-compliant".
4 Having once been found to be |The TSP and/or the service The TSP and/or the service

revoked in conformance with the have been found to be non- have been found to be non-
scheme's criteria, the TSP compliant with the criteria compliant with the criteria
and/or the service have failed |required by the scheme. required by the scheme for the
to continue to fulfil the criteria TSPs/services listed.

set by the scheme.

5.4.5

It should be understood that few schemes could state with absolute certitude that all services which
potentially fall within their scope are actually listed within the TSL, irrespective of their status
determination approach.

Current status starting date and time

Description: Thisfield is mandatory. It shall specify the date and time on which the current approval status

Format:

Meaning:

became effective.
Character string.

UTC time, expressed to the following accuracy: CCYY-MM-DD-HH-MM-SS.999 999 9 as
specified in Coordinated Universal Time (UTC): Time scale based on the second as defined in
ITU-R Recommendation TF.460-5 [8].
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54.6 Scheme service definition URN

Description: Thisfield isoptional. If present, it shall specify the URN [4] where users (subscribers, relying
parties) can obtain service-specific information provided by the scheme operator.

Format: Character string.
Meaning: The referenced URN must provide a path to information describing the service as specified by the
scheme.

54.7 TSP service definition URN

Description: Thisfield isoptional. If present, it shall specify the URN [4] where users (subscribers, relying
parties) can obtain service-specific information provided by the TSP.

Format: Character string.
Meaning: The referenced URN must provide a path to information describing the service as specified by the
TSP.

5.4.8  Service approval history

Description: In the case where the service has no history prior to the current status (i.e. afirst recorded status or
history information not retained by the scheme operator) thisfield shall be empty. Otherwise, for
each change in TSP service approval status which occurred within in the historical information
period as specified in clause 5.2.11, information on the now previous approval status shall be
provided in descending order of status change date and time (i.e. the date and time on which the
subsequent approval status became effective).

Format: Sequence of History information (see clause 5.5).

5.5 History information

55.1 Service type identifier
Description: Thisfield is mandatory. It shall specify the identifier of the service type.
Format: Integer.

Meaning: The identifier shall have one of the values specified in clause 5.4.1.

55.2 Service name

Description: Thisfield is mandatory. It shall specify the name under which the TSP provided the service
identified in clause 5.5.1.

Format: Unicode character string or multiple Unicode character strings encoded in UTF-8, each specifying
the language used in accordance with 1SO 639-1 Alpha 2 code [1] for the representation of names
of languages. Where multiple languages are used, their representation shall be conformant with
RFC 1766 [2].

Meaning: The name under which the TSP provided the service identified in clause 5.5.1 from the date and
time given in clause 5.5.5 up to the date and time of the next status value.
Local language and cross-border (international) trading considerations may require that this
information be provided both in a national language (and script) and in a commonly accepted
internationally-used language.
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5.5.3 Service digital identity

Description: Thisfield is mandatory. It shall specify at least one representation of a digital identifier unique to
the service specified in clause 5.5.1 by which the service can be unambiguously identified. The
digital identifier may be present more than once and in different formats. If the digital identifier is
present more than once, al variants must refer to the same identity.

Format: Character string or bit string or data structure specifying for each occurrence of the digital
identifier the type of format and the data representing the digital identity. Implementation
dependent - see annexes A and B.

Meaning: The digital identifier can be of different types depending on the service. It could be a certificate
which can be used to verify electronic signatures of the service provider or a subject key identifier.

5.5.4  Service previous status
Description: Thisfield is mandatory. It shall specify the identifier of the previous status of the service.
Format: Integer.

Meaning: The identifier shall have one of the values specified in clause 5.4.4.

555 Previous status starting date and time

Description: Thisfield is mandatory. It shall specify the date and time on which the previous status in question
became effective.

Format: Character string.

Meaning: UTCtime.

5.6 Signature

5.6.1 Signed TSL
The TSP status list shall be signed by the scheme operator to ensure its authenticity and integrity. This clause does not

prescribe the format of the signature but refers to clauses 6 and 7 for implementations using ASN.1 and XML
respectively. Only general requirements regarding the signature are stated in this present clause.

5.6.2 Scheme operator identification

Description: Thisfield is mandatory. It shall specify areference uniquely identifying the scheme operator

responsible for this TSL.
Format: Character string or Bit string.
Meaning: This shall either be an X.509-certificate [5], a value of an X.509v3 SubjectK eyl dentifier extension,

a distinguished name [6], an issuer/serial number pair or apublic key itself.

5.6.3  Signature algorithm identifier

Description: Thisfield is mandatory. It shall specify the cryptographic algorithm that has been used to create

the signature.
Format: Character string or Bit string, depending on format used.
Meaning: Depending on the algorithm used, this field may require additional parameters.
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5.6.4 Signature value

Description: Thisfield is mandatory. It shall contain the actual value of the digital signature. The calculation of
the digital signature shall cover al fields described in clauses 5.2 to 5.5 aswell as5.6.2 and 5.6.3.

Format: Implementation dependent - see annexes A and B.

Meaning: Contains the actual value of the digital signature.

5.7 Trust-service Status List tag

5.7.1  Tagged TSL

The TSP shall be tagged to facilitate the identification of a TSL for electronic searches. This clause does not prescribe
the format of the tag but refers to clauses 6 and 7 for implementations using ASN.1 and XML respectively. Therefore,
only general requirements regarding the tag are stated in this present clause.

5.7.2  TSLtag

Description: Thisfield is mandatory.
Format: Implementation dependent - see annexes A and B.

Vaue: A uniquely implementation dependent val ue enabling a web-searching tool to establish during a
WWW-wide search for TSLsthat aresource it haslocated isindeed a TSL conformant with the
present document - see annexes A and B.
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Annex A (normative):
Implementation in ASN.1

This clause specifies the ASN.1 structures to be used when implementing an ASN.1-version of the present document.
The field names used reflect those assigned to fields in clause 5.

TSL :: =SEQUENCE {

ToBeSi gnedTSL ToBeSi gnedTSL,
tsl Signature TSLSi gnature }

ToBeSi gnedTSL : : =SEQUENCE {
ver si on Ver si on,
sequence SequenceNunber ,
al gorithm Al gorithm dentifier,
schenmeNane ScheneNane,
scheneQper at or Addr ess SchenmeOper at or Addr ess,
schenel nf or mat i onURN Schenel nf or mat i onURN,
st atusDet ermi nati on St at usDet er mi nat i onAppr oach,
scheneType ScheneType OPTI ONAL,
schenmeTerritory SchenmeTerritory OPTI ONAL,
t SL- Policy TSL- Pol i cy OPTI ONAL,
hi storical I nformati onPeriod HistoricallnfornationPeriod,
poi nt er sToQt her TSLs Poi nt er sToQt her TSLs OPTI ONAL,
i ssuedAt | ssuedAt,
next Updat e Next Updat e,
t SPIi st TSPl ist }

A.1  Trust-service Status List tag

Thisfield is mandatory. It shall facilitate the identification of the TSL as such, when electronic searches are conducted
across the Internet. It shall be placed immediately before the ASN.1 implementation of the TSL structure specified in
clause 5. The tag isimplemented as an object identifier specified similar to the OID for CRLs.

i d-trustServiceStatusListldentifier OBJECT | DENTIFIER :: =
{ itu-t(0) identified-organization(4)
etsi(0) tsl-specification (2231) attributes (1) 0 }

A.2 Scheme information

A.2.1 TSL version identifier

This mandatory field specifies the version of the TSL format. In this version of the TSL it must have the value "1".
Version ::= |NTEGER

A.2.2 TSL sequence number

This mandatory field specifies the sequence number of the TSL. At the first release of the TSL, the value of the
sequence number shall be "1". The value shall be increased by "1" at each subsequent release of the TSL.

SequenceNunber ::= | NTEGER
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A.2.3 Signature algorithm identifier

This mandatory field contains the algorithm identifier for the algorithm used to sign the TSL. It must be the same
algorithm identifier asin signature field of the TSL.

Al gorithm dentifier ::= SEQUENCE {
al gorithm OBJECT | DENTI FI ER,
par ameters ANY DEFI NED BY al gorithm OPTI ONAL }

A.2.4 Scheme name

This mandatory field specifies the name(s) under which the scheme operates.

-- UNIVERSAL Types defined in 1993 and 1998 ASN. 1
-- and required by this specification

Uni versal String ::= [UNI VERSAL 28] IMPLICI T OCTET STRI NG
-- Universal String is defined in ASN. 1:1993
UTF8String ::= [UNIVERSAL 12] IMPLICI T OCTET STRI NG
-- The content of this type conforns to RFC 2279
TSLschenenane ::= CHO CE {
uni versal String Uni versal String ,
utf8String UTF8String }

A.2.5 Scheme operator address

This mandatory field includes the scheme operator postal address (see clause 5.2.5.1) and the scheme operator
electronic address (see clause 5.2.5.2).

ScheneOper at or Addr ess :: = SEQUENCE ({
physi cal Del i ver yAddress ORAddr ess, -- inported X 400 address syntax
enai | Addr ess I A5String }

A.2.6 Scheme information URN

This mandatory field specifies the URN where users can obtain scheme-specific information.

Schenel nformati onURN ::= I A5String

A.2.7 Status determination approach

This mandatory field specifies the status determination approach.

St at usDet er mi nati onApproach ::= ENUVERATED {
active (1),
passi ve (2),
non- conpl i ant (3) }

A.2.8 Scheme type/community

This optional field is aregistered Uniform Resource Name (URN), used when required to indicate a specific type of
scheme.

SchenmeType ::= I A5String
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A.2.9 Scheme territory

This optional field specifies the country in which the scheme is established.
ScheneTerritory ::= PrintableString (SIZE (2))

A.2.10 TSL policy/legal notice
This optional field can be used to specify the scheme's policy or provide a notice concerning the legal status of the
scheme or legal regquirements met by the scheme for the jurisdiction in which the scheme is established and/or any

constraints and conditions under which the TSL is maintained and offered. It can be provided in multiple languages.
Thisstring is either recognized as a registered URN or represents the textual form of the legal notice.

TSL-Policy ::= UTF8String

A.2.11 Historical information period

This mandatory field contains the duration over which historical information in this TSL is provided (see clause 5.2.11).

Hi storical InformationPeriod ::= |NTEGER

A.2.12 Pointers to other TSLs

This optional field specifies the URI where TSLs maintained by other scheme operators can be found.

Poi ntersToQt her TSLs ::= SEQUENCE OF
O her TSLPoi nt er
Q her TSLPoi nter ::= SEQUENCE {
tSLLocat i on I A5String,

additional Information |A5String }

A.2.13 Listissue date and time

This mandatory field gives date and time of the issuance of the TSL.
| ssuedAt : = UTCTi ne

A.2.14 Next update

This mandatory field specifies the latest date and time by which the next TSL will be issued.

Next Updat e ;= UTCTi ne

ETSI



27 ETSI TS 102 231 V1.1.1 (2003-10)

A.2.15 List of Trust Service Providers

Thisisthelist of al TSP information. For each service provider aname field, an alternative trading name, an address,
and a pointer to a web page are mandatory. The list of services offered is optional. If it is present it must contain at |east
one service.

TSPl i st . =SEQUENCE OF
Trust Servi ceProvi der | nf ormati on
Trust Servi ceProviderl nformati on ::= SEQUENCE {
t spname TSPnane,
tradenane [0] TSPtradenane OPTI ONAL,
t spaddr ess TSPaddr ess,
i nformati onurn I A5Stri ng,
listofservices [1] ListofServices OPTI ONAL }
TSPnane ::= CHO CE {
uni versal String Uni versal String ,
utf8String UTF8String }
TSPt radenane ::= CHO CE {
uni versal String Uni versal String ,
utf8String UTF8String }
TSPaddr ess ::= SEQUENCE {
physi cal Del i ver yAddress ORAddress, -- inported X 400 address syntax
enai | Addr ess I A5String }
Li st of Servi ces ::= SEQUENCE OF

TSPser vi cei nf ormati on

A.3 TSP service information

Thisisthe description of one service.

TSPservi cei nformation :: = SEQUENCE {
type Servi ceType,
name Servi ceNane,
digitalidentity ServiceDigitalldentity,
currentstatus Servi ceSt at us,
start UTCTi ne,
schemeURN I A5St ring OPTI ONAL,
t spURN I A5St ring OPTI ONAL,
hi story Servi ceApproval Hi story }
Servi ceType ::= ENUMERATED ({
unspeci fi ed (0),
i ssuingcertificates (1),
i ssui ngqcertificates (2),
ti nest anpi ng (3),
certificatestatusprovision (4),
registrationauthority (5),
i dentityverification (6),
certificategeneration (7),
attributeauthority (8),
ar chi ve (9),
keyescrow (10) }
Servi ceNane ::= CHO CE {
uni versal String Uni versal String ,
utf8String UTF8String }
ServiceStatus ::= ENUMERATED {
i naccor dance (1),
expired (2),
suspended (3),
r evoked (4) }
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A.3.1 Service digital identity

Thisisamandatory field. The service digital identity can be realized in a number of different ways, depending on the
service offered. It could be a certificate which can be used to verify electronic signatures of the service provider or a
subject key identifier or a collection of these types. Each of the included attributes can be used for the identification of
the service. How many have to be considered for a complete identification is beyond the scope of the present
document, it being dependent on the policy of the TSP as well as that of the user/relying party.

ServiceDigitalldentity ::= SET SIZE (1.. MAX) OF IdentityAttributeTypeAndVal ue
IdentityAttributeTypeAndVal ue ::= SEQUENCE {
type IdentityAttributeType,
val ue IdentityAttributeVal ue }
IdentityAttributeType ::= OBJECT | DENTI FI ER
IdentityAttributeValue ::= ANY DEFI NED BY IdentityAttributeType

A.4  History information

The history information replicates the current status information.

Servi ceApproval History ::= SEQUENCE OF
TSPhi st oryi nformation

TSPhi storyi nformation ::= SEQJUENCE {
type Servi ceType,
name Servi ceNane,

digitalidentity ServiceDigitalldentity,
previ ousst at us Servi ceSt at us,
start UTCTi ne }

A.5  Signature

This mandatory field contains the signature value and the signing key information.

TSLSi gnature ::= SEQUENCE {
operatorldentifier Operatorldentitifier,
si gnatureAl gorithm Al gorithm dentifier,
si gnat ur eval ue BIT STRING }
Operatorldentitifier ::= CHO CE {

x509Certificate,
ScheneKeyl dentifier }

ScheneKeyl dentifier ::= SEQUENCE {
keyl dentifier [0] Keyldentifier OPTI ONAL,
aut horityCertlssuer [1] General Nanes OPTI ONAL,
aut horityCertSerial Nunber [2] CertificateSerial Number OPTIONAL }
Keyldentifier ::= OCTET STRING -- SHA-1 hash value of the public key
Algorithmdentifier ::= SEQUENCE {
al gorithm OBJECT | DENTI FI ER,
par aneters ANY DEFI NED BY al gorithm OPTI ONAL }
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Annex B (normative):
Implementation in XML

This clause specifies an XML schemato be used when implementing an XM L-version of the present document. The
field names used reflect those assigned to fieldsin clause 5.

B.1 XML-namespace and basic types

The XML namespace URI that must be used by implementations of the present document is:
http://uri.etsi.org/02231/v1.1.1.

The following namespace declarations apply for the XML Schema definitions throughout the present document:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xsd: schema target Namespace="http://uri.etsi.org/02231/v1.1. 1#
xmns:tsl="http://uri.etsi.org/02231/v1. 1. 1#
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
el enent For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

Several types are better specified separately. These types are specified in the clauses B.1.1 through B.1.6.

B.1.1 The InternationalNames Type

Thel nt er nat i onal NanesType specifiesaformat for giving alternative namesin different languages and scripts.

<xsd: conpl exType nane="I nt er nati onal NanesType" >
<xsd: sequence maxCccur s="unbounded" >
<xsd: el ement name="Nanme">
<xsd: conpl exType>
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string">
<xsd:attribute ref="xm:|ang" use="optional "/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
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B.1.2 The Addr essType Type

Thistypeis used for addresses containing postal addresses and electronic addresses.

<xsd: conpl exType nane="AddressType" >
<xsd: sequence>
<xsd: el ement nanme="Post al Addr esses" type="t sl : Post al Addr essLi st Type"/>
<xsd: el ement nane="El ectroni cAddress" type="tsl: El ectroni cAddressType"/>
</ xsd: sequence>
</ xsd: conpl exType>

B.1.3 The PostalAddressListType Type

The Post al Addr essLi st Type Type alows specifying lists of postal addresses in different languages and scripts.

<xsd: conpl exType nane="Post al Addr essLi st Type" >
<xsd: sequence>
<xsd: el ement name="Post al Addr ess"
type="t sl : Post al Addr essType" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

B.1.4 The Post al Addr ess Type

The Post al Addr ess Type allows specifying one postal address.

<xsd: conpl exType nane="Post al Addr essType" >
<xsd: choi ce>
<xsd: el ement nanme="Street Adress" type="xsd:string" m nCccurs="0"/>
<xsd: el ement name="Local ity" type="xsd:string" m nQccurs="0"/>
<xsd: el ement nanme="St at eOr Provi nce" type="xsd: string" m nCccurs="0"/>
<xsd: el ement nanme="Post al Code" type="xsd:string" m nCccurs="0"/>
<xsd: el ement nanme="CountryNane" type="xsd:string" m nQccurs="0"/>
</ xsd: choi ce>
<xsd:attribute ref="xm :lang" use="optional"/>
</ xsd: conpl exType>

B.1.5 The ElectronicAddressType Type

TheEl ectroni cAddr essType Type alows specifying one electronic address.

<xsd: conpl exType nane="El ectroni cAddr essType" >
<xsd: sequence maxCccur s="unbounded" >
<xsd: el ement name="URN' type="xsd:anyURl"/>
</ xsd: sequence>
</ xsd: conpl exType>
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B.2 The TrustserviceStatusList element

TheTr ust servi ceSt at usLi st element isthe root element of an XML TSL. An implementation must generate
laxly schema valid [XML-schema] Tr ust ser vi ceSt at usLi st elements as specified by the following schema.

<xsd: conpl exType nane="Trust St at usLi st Type" >
<xsd: sequence>
<xsd: el enent ref="tsl:TSLTag"/>
<xsd: el ement ref="tsl:Schenel nformation"/>
<xsd: el ement ref="tsl: Trust Servi ceProvider"
m nCccur s="0" maxCQccur s="unbounded"/ >
<xsd: el ement ref="ds: Signature"/>
</ xsd: sequence>
</ xsd: conpl exType>

B.3 The Schenel nf or mat i on element

The Schemel nformation element is a container structure for all the elements giving detailed information about the
scheme.

<xsd: el ement nane="Schenel nformati on" type="tsl: TSLSchenel nf or mati onType"/ >

<xsd: conpl exType nane="TSLSchenel nf or mati onType" >
<xsd: sequence>
<xsd: el ement name="TSLVersionldentifier" type="xsd:integer" fixed="1"/>
<xsd: el ement nanme="TSLSequenceNunber" type="xsd:integer"/>
<xsd: el ement nanme="ScheneNane" type="tsl:International NamesType"/>
<xsd: el ement nanme="SchenmeQper at or Addr ess" type="tsl: AddressType"/>
<xsd: el ement name="Schenel nf or mati onURN" type="xsd: anyURI "/ >
<xsd: el ement nane="St at usDet er m nat i onAppr oach" type="xsd:integer"/>
<xsd: el ement nanme="ScheneType" type="xsd: anyURl " mi nCccurs="0"/>
<xsd: el ement nanme="ScheneTerritory" type="xsd:string" m nCccurs="0"/>
<xsd: el ement nanme="Pol i cyO Legal Noti ce" type="tsl:PolicyO Legal noticeType"
m nCccur s="0"/>
<xsd: el ement name="Hi storical | nfornmati onPeri od" type="xsd:integer"/>
<xsd: el ement nanme="Poi nt er sToO her TSL" type="xsd: anyURI " m nCccurs="0"/>
<xsd: el ement name="Li stl|ssueDat eTi ne" type="xsd: dat eTi ne"/ >
<xsd: el ement nanme="Next Updat e" type="xsd: dat eTi ne"/ >
</ xsd: sequence>
</ xsd: conpl exType>

B.3.1 The TSLVersionldentifier element

This mandatory element specifies the version of the TSL format. In this version of the TSL it must have the value " 1".

<xsd: el ement name="TSLVersionldentifier" type="xsd:integer" fixed= "1" />

B.3.2 The TSLSequenceNunber element

This mandatory element specifies the sequence number of the TSL. At the first release of the TSL, the value of the
sequence number shall be "1". The value shall be increased by "1" at each subsequent release of the TSL.
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<xsd: el ement nanme="TSLSequenceNunber" type="xsd:integer"/>

B.3.3 The SignatureAlgorithmidentifier element

This mandatory element is part of the Signature Element described in clause B.7.

B.3.4 The ScheneNanme element

The mandatory element specifies the name(s) under which the scheme operates.

<xsd: el enent nanme="ScheneNane" type="tsl:International NamesType"/>

B.3.5 The SchemeOperatorAddress element

This mandatory element specifies the format for representing the address details of the scheme operator.

<xsd: el ement nanme="ScheneQper at or Addr ess" type="tsl: AddressType"/>

B.3.6 The SchemelnformationURN element

This mandatory element specifies the URN where users can obtain scheme-specific information.

<xsd: el ement name="Schenel nf or mati onURN" type="xsd: anyURI "/ >

B.3.7 The StatusDeterminationApproach element

This mandatory element specifies the status determination approach (see clause 5.2.7).

<xsd: el ement name="St at usDet er mi nat i onApproach" type="xsd:integer"/>

B.3.8 The ScheneType element

This optional element is used to indicate a specific type of scheme or community in which the scheme is used.

<xsd: el ement nanme="ScheneType" type="xsd:anyURl " m nQOccurs="0"/>
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B.3.9 The ScheneTerritory element

This optional element specifies the country in which the scheme is established.

<xsd: el enent nanme="ScheneTerritory" type="xsd:string" m nQccurs="0"/>

B.3.10 The Pol i cyOr Legal Noti ce element

This optional element can be used to specify the scheme's policy or provide a notice concerning the legal status of the
scheme or legal regquirements met by the scheme for the jurisdiction in which the scheme is established and/or any
constraints and conditions under which the TSL is maintained and offered. It can be provided in multiple languages.

<xsd: el ement nanme="Pol i cyOrLegal Notice" type="tsl:PolicyO Legal noti ceType"
m nCccur s="0" />

ThePol i cyAndLegal Not i ce Type alows specification of the language used.

<xsd: conpl exType nane="Pol i cyOr Legal noti ceType" >
<xsd: choi ce>
<xsd: el enent nanme="TSLPol i cy" type="xsd:anyURl"/>
<xsd: el ement name="TSLLegal Noti ce" type="xsd:string"/>
</ xsd: choi ce>
<xsd:attribute ref="xm :1ang" use="optional"/>
</ xsd: conpl exType>

B.3.11 The HistoricallnformationPeriod element

This mandatory element contains the duration over which historical information in this TSL is provided (see
clause 5.2.11).

<xsd: el ement name="Hi storical | nfornmati onPeri od" type="xsd:integer"/>

B.3.12 The Poi nt ersToOQ her TSL element

This optional element specifies URIs where users can obtain other TSLs. The OtherT SLPointersType specifies alist of
tupels containing a URI pointing to the TSL and additional information about that TSL which is
implementation-specific.

<xsd: el ement nanme="Poi nt er sToQ her TSL" type="tsl: Q her TSLPoi nt er sType "
m nQccur s="0"/ >
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<xsd: conpl exType nane="C her TSLPoi nt er sType" >
<xsd: sequence>
<xsd: el ement name="CQ her TSLPoi nter" type="tsl:CQ her TSLPoi nter"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="C her TSLPoi nt er " >
<xsd: sequence>
<xsd: el ement name="TSLLocation" type="xsd:anyURl "/>
<xsd: el ement nanme="Addi ti onal | nformati on" type="xsd:string"/>
</ xsd: sequence>
</ xsd: conpl exType>

B.3.13 The Li st | ssueDat eTi ne element

This mandatory element specifies the date and time of the issuance of the TSL.

<xsd: el ement nanme="Li st ssueDat eTi ne" type="xsd: dat eTi ne"/>>

B.3.14 The Next Updat e element

This mandatory element specifies the latest date and time by which the next TSL will be issued.

<xsd: el ement nanme="Next Updat e" type="xsd: dateTi me"/>

B.3.15 The Trust Servi ceProvi der element

This element contains all information related to one TSP. It is of type TSPTy pe whose content is described in
clause B.4.

<xsd: el ement nane="Trust Servi ceProvi der" type="tsl: TSPType"/>

<xsd: conpl exType name="TSPType" >
<xsd: sequence>
<xsd: el ement nanme="TSPI nf or mati on" type="tsl: TSPI nfornmati onType"/>
<xsd: sequence>
<xsd: el ement ref="tsl: TSPServices" maxQccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: sequence>
</ xsd: conpl exType>
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B.4 The TSPI nf or mat 1 on element

The TSPI nf or mat i on element has the following structure.

<xsd: conpl exType nane="TSPI nf or mati onType" >
<xsd: sequence>
<xsd: el ement nanme="TSPNane" type="tsl:I|nternational NamesType"/>
<xsd: el ement nanme="TSPTradeNane" type="tsl:|nternational NamesType
m nCccur s="0"/>
<xsd: el enent nanme="TSPAddress" type="tsl:AddressType"/>
<xsd: el ement name="TSPI nf or mati onURI " type="xsd: anyURl "/ >
</ xsd: sequence>
</ xsd: conpl exType>

B.4.1 The TSPNane element

This mandatory element contains the name of the TSP.

<xsd: el ement nanme="TSPNane" type="tsl:I|nternational NamesType"/>

B.4.2 The TSPTradeNane element

This optional element contains alternative trading names of the TSP.

<xsd: el ement nanme="TSPTradeNanme" type="tsl: | nternational NamesType" mi nCccurs="0"/>

B.4.3 The TSPAddr ess element

This mandatory element contains the address of the TSP.

<xsd: el ement nanme="TSPAddress" type="tsl:AddressType"/>

B.4.4 The TSPI nformati onURlI element

This mandatory element contains a pointer to a web page containing service-specific information.

<xsd: el ement name="TSPI nf or mati onURI " type="xsd: anyURl "/ >
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B.45 The TSPSer vi ces element

The TSPSer vi ces element isalist of Trust-Servicesthe TSP offers. The elements of that structure are specified in
clause B.5.

<xsd: el ement nanme="TSPServi ces" type="tsl: TSPServi cesType"/>

<xsd: conpl exType nane="TSPServi cesType" >
<xsd: sequence>
<xsd: el ement ref="tsl: Servicel nfornation"/>
<xsd: el ement nanme="Servi ceHi story" type="tsl: ServiceH storyType"/>
</ xsd: sequence>
</ xsd: conpl exType>

B.5 The Servicelnformation element

The Servicelnformation element is a container element containing information about a service.

<xsd: el ement nanme="Servi cel nformation" type="tsl: TSPServi cel nf ormati onType"/ >
<xsd: conpl exType nane="t sl : TSPSer vi cel nf or mat i onType" >
<xsd: sequence>
<xsd: el ement ref="tsl: ServiceStatuslnfornation"/>
<xsd: el ement nanme="ScheneServi ceDefiniti onURI " type="xsd:anyURI " m nCccurs="0"/>
<xsd: el ement name="TSPServi ceDefiniti onURI" type="xsd:anyURl " m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>>

The information that is part of the current status information as well asthe Ser vi ceHi st or y has been specified as
one special type (as follows) useable in both places. It aso allows implementations to easily transfer a
Servi ceSt at us element into the Ser vi ceHi st ory element.

<xsd: el ement nanme="Servi ceSt at usl nformati on" type="tsl: ServiceStatusl nformati onType"/>

<xsd: conpl exType nanme="Servi ceSt at usl nf or mati onType" >
<xsd: sequence>
<xsd: el ement nanme="Servi ceTypel dentifier" type="xsd:integer"/>
<xsd: el ement nanme="Servi ceName" type="tsl:International NanesType"/>
<xsd: el ement nanme="ServiceDigitalldentity" type="tsl:digitalldentityListType"/>
<xsd: el ement name="Servi ceStatus" type="xsd:integer"/>
<xsd: el ement nanme="StatusStartingTi me" type="xsd: dateTi ne"/>
</ xsd: sequence>
</ xsd: conpl exType>

B.5.1 The ServiceTypeldentifier element

This mandatory element specifies the identifier of the service type.

<xsd: el ement name="Servi ceTypel dentifier" type="xsd:integer"/>
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B.5.2 The Servi ceNane element

This mandatory element specifies the name under which the service is provided.

<xsd: el ement nanme="Servi ceName" type="tsl:International NanesType"/>

B.5.3 The ServiceDigitalldentity element

Thisisamandatory field. The Ser vi ceDi gi t al | dent i t y element borrows from XMLDSig's specification. It
allows two representations for key: keyval ue, as specified in XMLDSig, and X509Cer ti fi cat e. Thelatter is not
directly referable to, sinceit is a base64-encoded binary element and not a type. |mplementations must implement the
X509Cer tifi cat e-element exactly as specified in XMLDSig.

<xsd: el ement name="ServiceDigitalldentity" type="tsl:digitalldentityListType"/>

<xsd: conpl exType nane="di gital ldentityListType">
<xsd: sequence maxCccur s=' unbounded' >
<xsd: el ement name="digitalld" type="tsl:digitalldentityType"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="di gital |l dentityType">
<xsd: choi ce>
<xsd: el enent nanme="X509Certificate" type="xsd: base64Bi nary"/>
<xsd: el ement name="keyVal ue" type="ds: KeyVal ueType"/ >
<xsd: sequence>
<xsd: el ement name="digital | dType" type="xsd:string"/>
<xsd: el ement nanme="digital | dval ue" type="xsd: anyType"/>
</ xsd: sequence>
</ xsd: choi ce>
</ xsd: conpl exType>

B.5.4 The Servi ceSt at us element

This mandatory element specifies the identifier of the status of the service (see clause 5.4.4).

<xsd: el ement nanme="Servi ceStatus" type="xsd:integer"/>

B.5.5 The StatusStartingTi ne element

This mandatory element specifies the date and time on which the current status became effective.

<xsd: el ement nanme="StatusStartingTi me" type="xsd: dateTi ne"/>
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B.5.6 The SchemeServiceDefinitionURI element

This optional element specifies the URN where users can obtain service-specific information provided by the scheme
operator.

<xsd: el ement name="ScheneServi ceDefiniti onURI" type="xsd:anyURI " mi nCccurs="0"/>

B.5.7 The TSPServiceDefinitionURI element

This optional field specifies the URN where users can obtain service-specific information provided by the TSP.

<xsd: el ement nanme="TSPServi ceDefiniti onURI" type="xsd: anyURI " m nCccurs="0"/>

B.5.8 The Servi ceH story element

This optiona field provides any historical status information.

<xsd: el ement nanme="Servi ceHi story" type="tsl: ServiceH storyType"/>

B.6 The Servi ceHi story type

The service history structure as specified in clause 5.5 is equivalent to the information contained in clause 5.4. For
XML, the relevant fields have been specified in clauses B.5.1 through B.5.5 representing clauses 5.4.1 through 5.4.5 as

well as 5.5.1 through 5.5.5. Clause B.6 therefore does not need to specify additional XML schemas.

<xsd: conpl exType nane="Servi ceHi st oryType" >

<xsd: sequence>
<xsd: el enent ref="tsl: ServiceStatuslnformtion" m nCccurs="0"

maxQccur s=" unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
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B.7 The Si ghat ur e element

The present document uses the XMLDSig-Standard for signing a TSL. The TSL-structure contains a Signature element
that represents an enveloped signature-type.

B.8 The TSLTag element

The TSLTag isnot required as a special element in this XM L-gpecification. It only makes sense to have structural
compatibility to ASN.1 or by providing the same value as the ASN.1 version or as an element useable by other
XML-schemes for TSLsthat are similar but different.

NOTE: Any future developments which lead to new ways in which to implement the TSL should have any
implementati on-specific aspects described in additional dedicated clauses, to be included hereafter.
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Annex C (informative):
Implementation considerations

C.1 General

This informative annex describes implementation considerations which are beyond the normative scope of the present
document. The parties affected by these considerations will be the various scheme operators, TSPs which may want to
participate within or may be the subjects of schemes which adopt the TSL, and developers and vendors of proprietary
products and services which support users engaging in electronic transactions and which may want to access
information within a TSL. Accessto a TSL may be either to retrieve information in human-readable form or for the
purposes of automated processing, which may include determining what level of reliance can be placed upon the status
information which a TSL provides.

Annex E aso providesimplementation guidance in the form of an explanatory rationale for each TSL field.

C.2 Whatis a Service?

It is the expectation, from understanding of the schemes presently existing, that a trust-service whose service statusis
reported within a TSL isdealt with "initsown right”, i.e. it is solely the status of that service which is given. It may be
expected that, in establishing the status of atrust service, a scheme's rules will require examination and assessment of
secondary services (which could be independent trust servicesin their own right) on which that trust servicerelies. The
extent to which thisis applied must be determined by each scheme according to its own principles, and could range
from examining contractual arrangements to in-depth assessment of the secondary service, or perhaps the acceptance of
that service's independent approval under the same or another scheme.

However, it is not expected that the TSL will support directly achain of trust dependencies where secondary services
are used. It isthe responsihility of the relying party to determine whether such relationships exigt, if that is of
significance for them, and to make separate checks within available TSLs for any status information they may require.
They may expect to find this information on the TSP's or the service's web site, pointers to which are provided from
withina TSL.

C.3  TSL publication

These guidelines recommend that, given the circumstances and processes described in the following clauses, a
sufficiently reliable method for publication of a TSL isto have it published on the scheme operator's web-site, and then
replicated on additional sites, supported by an equally distributed self-signed certificate for the signing key used for
signing that TSL.

C.3.1 Scoping the TSL population

TSLsareintended to play avaluable role in the process when deciding what level of assurance to have in atrust service
and its provider. However, TSLs are unlikely to be considered to be essential, nor to be a pivotal point of trust. It is
likely that they will deliver broad confidence to business and personal users as much as adding assurance on a discrete
transactional level.

It is considered unlikely that, in WWW terms, there will be a large number of TSLs. Certainly in the short term we
might envisage: two per EU Member State (allowing for imminent expansion of the EU, and both a supervision and a
voluntary scheme per country, this would amount to fifty); one from each of another twenty nations worldwide
(possibly being promoted through regional economic communities other than the European Economic Community,

e.g. the Asia-Pacific Economic Community); five industry/international schemes not territorially limited (e.g. WebTrust
for CAs, Identrus...). Thisamounts, globally, to seventy-five TSLs foreseeable within the period up until the end of
2006. It is considered unlikely that the average number of services and TSPs across all these TSLswill rise above ten
during this period. Up to 750 services are therefore considered a reasonable figure, possibly up to 1 500.
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C.3.2 Publication guidelines

TSLsthen, will be relatively few in number, with only moderate numbers of service statuses described within them and
furthermore, sinceit is unlikely that services will come and go with great rapidity (in terms of internet-speed), they will
have alow frequency of information change (Low-FIC).

For this reason, this annex suggests a low-complexity approach to the publication of TSLsand to control over their
authenticity, based upon safety in numbers (of copies of each TSL) rather than management within tightly controlled
hierarchies, highly secure infrastructures and complex cryptography (although positive use of cryptographic functions
are proposed).

C.3.2.1 Provision of the scheme operator's public (verification) key

As defined by the present document, a TSL is a signed electronic document. To verify the signature, relying parties
need to be able to access the applicable public key. Since the scheme issuing the TSL is effectively positioned "above"
the T SPs approved by that scheme, the authenticity of the public key cannot be certified by any TSP inside or outside
the scheme. Therefore, the acceptance of the public key and its installation by the user in his’/her computer system
cannot be fully automated in the general case. How users accomplish thisis dealt with in afollowing clause.

At an appropriate point in time, e.g. when first becoming operational, or subsequently for any other good reason, a
TSL-operating scheme generates a key-pair for the purposes of signing its TSL and issues a self-signed Public Key
Certificate (PKC) relating to these keys. The keys could alternatively pre-exist, for the purposes of signing any formal
documents relating to formal approval of the TSPs and the trust services referenced by the TSL. Furthermore, the
scheme could operate within an hierarchical trust model, and the PKC could be signed by some recognized authority.
The present document recommends self-signed certificates.

The scheme operator then publishes this certificate, ensuring that there are a number of ways to verify the authenticity
of it, e.g. by publishing the fingerprint in an official publication and on its own web page. The certificate may also be
published by any TSP operating under that scheme, perhaps also by other TSPs outside the scheme, or through other
sources which are considered to be stable and reliable, such as other schemes or industry and governmental bodies.

Naturally, appropriate measures need to be taken when generating, storing and distributing the scheme operator's
signing keys, akin to the steps employed by any reliable trust-service provider issuing PKCs.

C.3.2.2 Publication of the TSL

Whenever anew or revised (or possibly simply re-issued) TSL is published by a scheme operator it should be
immediately made available through the scheme operator's own web site and at the same time securely distributed to the
other locations where it is normally hosted. Asfor the distribution of the scheme's TSL-signing PKC, such bodies will
be TSPs operating under that scheme, perhaps also other TSPs outside the scheme, or other sources which are
considered to be stable and reliable, such as other schemes or industry and governmental bodies.

Thus, both the TSL and the PKC for the keys used to sign it will be distributed across multiple sites, and the typical
Low-FIC will make it a stable entity, subjected to infrequent change which, when change does occur, should be updated
rapidly across those sites.

C.3.2.3 Security issues

It isrecognized that a part of the security of this approach relies upon there being a reasonable number of TSPs and
services, on the web sites of which could be published the TSL and the related scheme's PKC, to ensure that complete
replacement of these sourcesis a complex and difficult task. However, some specific considerations need to be made.

Where the number of services covered by any one schemeis small the low number of replicationsincreases the
vulnerability of the system. This can be overcome by encouraging the publication of the TSL and related PKC on other
sites, such as those of government and industry bodies, and co-operating schemes.

Additionally, the public key corresponding to the scheme operator's signing key could be bound into a certificate by
each participating TSP, and these certificates published as widely asisthe list and the scheme operator's self-signed
certificate. Thus, the level of complexity required of any agent intending to corrupt the TSL isincreased quite
significantly.
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Although the idea of aharmonized TSL isto bring all scheme representations up to a consistent level of robustness,
early implementations which exercise the "opt-out” implementation of a TSL may find themselves unable to publish
their TSL a sufficient number of times. Taking for example a scheme operating only on a"black list" principle, it could
be naive to expect to find willing those TSPs whose services have been indicated as being in default according to the
scheme's criteria - there is absolutely no incentive for them to display their own failure! A solution to this could be for
such schemesto actually include within their list all TSPsfalling within the scope of the scheme and making a distinct
separation between those schemes who continue to operate in conformance with the "failure" criteria as well as those
who fall into the "black list" zone. This could readily be accomplished by using the appropriate "status' indicators in the
standard.

Additionally, some schemes may find comfort in existing within a hierarchical trust model, the wider implications of
which could compensate for a small number of published copies of their TSL.

This decision process may be a manual one where a person assesses T SP-related information, or an automated one. It is
beyond the scope of the present document to consider the complexities of how subjective manual decisions based upon
TSL-derived information can be reached, whether published as a web page or printed on paper. This clause therefore
focuses on the automated case only, where asigned TSL is handled by some piece of software which needs to make an
automated decision.

C.3.2.4 Identifying TSPs

Whenever a scheme operator addsa TSPtoaTSL, it isimportant to users of the TSL to be able to unambiguously
identify if an entry isrelated to the TSP heisinterested in. While name and address may be highly relevant and
therefore very important, the digital identity-field is the only option that can provide for a secure link to the TSP. When
using public key technology, this will be one representation of the public key(s) the TSP uses for providing its services,
e.g. the key used for signing certificates or OCSP responses. The service digital identity-field does not, however,
prescribe a specific format for thisidentifier, since the TSL isintended to be applicable to services based on
technologies other than PKI.

For PKI-applications, applications also have choices as to how to present the digital identifier. For creating or parsing
TSLs, applications should support two formats for the service digital identity:

. one of the two methods defined in RFC 3280 [9], section 4.2.1.2, on how to calculate subject key identifiers
for CA certificates;

. X.509-certificates.

C.4 Locatinga TSL

TSLsserve at least three distinct purposes. In the first instance, they act as a directory of the TSPs and the trust services
which fall within a particular scheme, in accordance with the selection criteria established by the scheme. Itis
anticipated (and is the primary rationale behind the TSL defined in the present document) that such schemes would
apply positive criteria, compliance with which would admit trust servicesinto the TSL. In such acase, the TSL actsasa
directory of the services which have succeeded in gaining entry to the scheme. This leads to their second purpose,
which isto enable interested parties to review the TSL to see which organizations are offering services, what range of
services are available and, ideally, what status history they have enjoyed.

Itisclear that, at least in the interim period, some schemes will exist, and could implement a TSL, which apply criteria
which highlight services which fall short of certain expectations. In such a case the second potential use of TSLs
becomes a kind of warning mechanism, which can only contribute to mistrust, rather than trust.

The third potential use of a TSL, and one which presents the most difficulties, is as a means of adding assuranceto a
relying party who receives a form of e-communication signed by a party whom she does not know (Unknown Party -
UP) and supported by atrust-service provider of whom she has never heard (Unheard-of TSP - UTSP). In this case, the
relying party would want to interrogate any TSL which has information about UT SP.

NOTE: Any TSL - there may be more than one within whose scope falls the indicated TSP.
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This draws the question "How is the relying party to find thisinformation which some TSL may be able to offer?” - in
other words, how can the, or any, TSL(s) be located?

C.4.1 TSL location models

Three models by which TSL location information can be provided can be considered. They are: Bound, Linked, and
De-coupled. Each is explained and their comparative merits considered.

In the present document the idea of a "trust service" is broad, and in the following clauses the use of the generic term
"trust service token" isintended to mean any token provided by a TSP in respect of the service it rendered. The "usual
suspect” would be a certificate issued by a certification authority, but it could be any other indication or attestation
concerning atrust service, such as a statement that private keys are held in escrow, that someone's identity has been
verified against specific criteria, that insurance cover or a bond has been issued, etc. Furthermore, it need not
necessarily be aPPKI service, simply atrust service.

C.4.1.1 Bound information

In this model, information about a TSL (or possibly more than one) is intimately bound into the trust service token. In
other words, the TSP advertises the fact that its service fulfils the criteria of the indicated scheme. The user initiating the
communication (i.e. the sender) need not be aware of the inclusion of thisinformation.

Such asolution is easy in terms of the need to locate a TSL - the work isdone - but it is"dirty" in that it renders the
token avictim of the continued fulfilment of the scheme's criteria, and indeed the stability of the schemeitself. In the
event that the status of the trust service changes, or the scheme's PKC itself is revoked, or the scheme substantially
changesits criteria, or even ceases to exist in its recognized state, the trust service token would most probably need to
be revoked. This has the implication that a TSP issuing large volumes of tokens would have to revoke and re-issue them
in the case of any of these failures originating largely outside its control (of course it may well be that in the change in
its status is the result of some action (or inaction) on the part of the TSP itself.

In the case of "black list" principle TSLs, it is manifestly unlikely that a TSP will bind in information of a negative
nature, and so here the Bound model most probably does not apply. By the same token, even schemes applying positive
criteriamay find TSPs unwilling to bind in a pointer to information which may put them in abad light if, for example,
they have suffered a degradation in their approval status.

The bound model therefore suffers from its sensitivity to changes from a number of other sources and from
circumstances where the TSP may feel jeopardized by inclusion of areference to its present status. Nevertheless, if used
this model obviates the need to search for a TSL (although there may be other TSLs not referenced which might have
useful information about the trust service).

C.4.1.2 Linked information

In this model, information about any relevant TSL(s) is included within the transaction but not in a way which binds it
intimately to the service token. The TSL location could be included by an application, possibly configured by either the
user or their service provider; the user may not need to know about it, but transparency may not always be so clear as
with the Bound model. The Linked model has the obvious advantage that status information is provided separately from
the trust service token and hence could change without having any impact on the trust service token (although according
to the nature of the scheme, this may not always be so).

Most of the arguments about the willingness of TSPs to include thisinformation apply as they do to the Bound model.
However, it is clearly less sensitive to status changes and also makes it unnecessary to search for TSL information, with
the same caveat that there may be other TSLs not referenced which might have useful information about the trust
service.
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C.4.1.3 De-coupled information

In the De-coupled model there isno TSP location information provided with the transaction - it is up to the relying party
to find it herself. This has the distinct advantage of there being no dependency on the TSP to provide the information,
no need for the sender to have any knowledge of thisinformation either. Furthermore, this model is effectively the
default value and is therefore by default backward compatible.

Thisistherefore much cleaner than either of the preceding models, but it carries a potential penalty: the relying party's
system has to search for the TSL, and the search may have no initia clues as to where to look.

C.4.2 Searching for a TSL

It becomes necessary to search for a TSL particularly in the case of the De-coupled model, but it may aso be necessary
where the information provided through the Bound and Un-Linked cases is inadequate for some reason. Note that a
search may also be appropriate simply when an interested party seeks information about a particular TSP and/or its
services but does not know where to find an associated TSL.

Searching can be broken down into three potential stages which can be regarded as offering decremental ease of
searching. These are described below, starting with the simplest.

C.4.2.1 Same-scheme searching

In this case the relying party is able to use the TSL belonging to any scheme(s) within which fall any T SPs with whom
he himself has a relationship (and presumably, therefore, in which he has some assurance) - we will use the term
"relying-party's scheme/TSL" as a convenience, although strictly speaking there is no direct relationship between the
relying party as a subscriber to a service and any scheme under which that service operates. Such an approach would
work where the counter-party's TSP lies within the same, or one of the, relying party's schemes. Each of the TSLs
associated with those schemes could be searched for the presence of status information relating to the counter-party's
TSP.

C.4.2.2 Known scheme searching

In this case there are three possible options, each dependent upon the relying party being a subscriber to at least one
trust service which is within a TSL-issuing scheme, i.e. that thereis arelying-party scheme” as explained above. These
options may exist in any combination.

Inthefirst casg, if the relying-party's scheme operates under a Root Key Authority (RKA) then it may be possible to
derive from that RKA the location of other schemes which provide TSLs and which could be assumed to have the same
degree of assurance as the relying-party's scheme.

In the second case, the relying-party’'s TSL could contain within it a pointer or pointers to other TSLs (see clause 5.2.12)
which the relying-party's scheme operators feel worthy of some degree of recognition. How one scheme operator
determines that another TSL is sufficiently reliable to merit inclusion in their own is not defined by the present
document. The scheme operator would be expected to make publicly accessible their policy for doing so.

In the third case, the relying party may have built up their own list of TSLswhich they regard as reliable and could
search any of those.

Thus by any combination of the above options, the relying party could have identified TSLs within which they could
search for the presence of status information relating to the counter-party's TSP.

If none of the optionsin this and the preceding part are successful, then a"blind" search may be conducted, as described
inclause C.4.2.3.
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C.4.2.3 "Blind" (unknown) scheme searching

These guidelines suggest that standard Internet search engines are used for this purpose, with a supporting front-end to
construct an appropriate query. The basic search mechanism would be to take the unique service-related information
from the trust service token (i.e. a unique service name which could be matched to the TSL field " Service digital
identity"), include the "Trust-service Status List tag" and use these to construct a query for available search engines.
Although the tag is used, one would expect a certain degree of "junk" finds to be reported by these generic engines. The
front-end application would then need to sort them according to specific criteria, leading to alist which wasonly TSLs
which had a reference to the uniquely identified trust service. Further refinement could separate multiple occurrences of
the same TSL (on different sites) from distinct alternative TSLs.

There may be an alternative to the need to perform such a search, if there is available some trusted source of pointers to
(or possibly reliable copies of) TSLs. These could be from the user's own TSP(s) or from some other established
resource. In such cases a search across the Internet may not be required.

At this stage it could be possible to formulate a response to the query, depending on how it was expressed (e.g. if no
TSLsare found and the question was "Does this service appear in any TSLs?' then one might conclude a negative
response.

At the time of publication of the present document, no search engines have been found capable of parsing, and then
indexing, WWW-pages whose MIME-Type they do not understand. Therefore, searching for TSLs at this moment
would yield no results. Putting a searchable string into the TSL data structure is, therefore, only for future use, when
search engines fully index any XML-page they find or aternatively find TSLsimportant enough to understand the
format directly. Until then, we can only recommend TSL operatorsto edit a webpage in HTML, which can and will be
indexed by search engines, which contains standard hyperlinks to the TSL s themselves. The front-end application then
can try to follow these hyperlinks and check whether they locate a TSL that way.

Using Mimetypes Application/TSL-ASN.1 and Application/TSL-XML would help these applications to locate TSLs.

Assuming that at least one TSL having reference to the specific service islocated, by any of the means described in this
annex, there is now a need to verify the TSL.

C.5 Verifyinga TSL

The proposed implementation of a Verification relates to the manner of publication described in clause 6.1. For each
TSL located the following tests should be applied.

Starting with the TSL's host site (i.e. the web-site of the scheme which maintains this TSL), ensure that the published
PK C authenticates the signature on the TSL. It is also necessary to ensure that the validity period of the TSL has not
expired (see "Latest next update”). If either of these checksfails, the TSL verification fails overall.

If there are multiple occurrences of the TSL perform the same check on each of them, taking the same action if any one
signature authentication fails.

NOTE: It may be tempting to also verify that each replication of the TSL stems from an explicit reference to a
TSP or service from within the TSL, but additional replication is permissible and may indeed add to the
overall strength of the TSL model, and hence "second generation" replication is to be encouraged so long
asit isalwaysincluded in verifications.

If all located multiple occurrences of the TSL are successfully authenticated then internal checks are required. These
checks assume that service providers mentioned in lists will replicate the TSL, and since thisis unlikely to be the case
for "black list" TSLs, this check should not be conducted in such a case. When these checks are to be made, a sufficient
number of cross checks are performed, from the choice of service providersin thelist, to ensure that the TSL replicated
on the site of the TSP and the corresponding TSL PKC found there are indeed the same. This check should not be
undertaken for the TSP whose service is being claimed in the transaction, since this may serve only to demonstrate the
same information asis being verified - it is the other sites whose responses are required. If any one of these
authentications fails, the whole verification should be considered to have failed.

Whenever the verification fails overall aresponse to the query has to be constructed. If the verification succeeds then a
guery can be processed after parsing and interpreting the information within the TSL.

The process as so far described is the default verification of any TSLs which are located. However, additional
verification measures could be undertaken to determine whether a TSL should be trusted.
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C.5.1 Further verification issues

The process to be followed by any user that wantsto use a TSL isvery similar to the steps that need to be taken when
deciding about trust in a certification authority. If public key certificates are used in this process, the relying parties
software should be able to distinguish between certificates trusted for issuing certificates and certificates trusted for
issuing TSLs.

Having identified, located and verified a TSL, the user could then carry out any further steps to establish trust in the
scheme/TSL as required by their own policy. Consequently the user decides whether or not to trust the scheme and the
TSLsit operates. Only if these further checks are positive is the information within the TSL relied upon.

The user can then take steps to ensure that on future searches this TSL is automatically accepted as being reliable. A
typical procedure might therefore look like the following:

1) Userimportsthe TSL's public key certificate into the software.
2) User setsthe status of the imported certificate to something like "trusted for issuing TSLs".
3)  User subsequently uses the certificate to verify TSLs maintained by the specified scheme.

This procedure can be performed by each user, but will in many cases be carried out on the level of an organization
according to their own policy. In this case, the software environment of each user's machine would typically be pre-
configured by the system administration or by the security officer. In timeit islikely and certainly possible that such
certificates could also be pre-installed in browsers, so enabling personal users to gain advantage from this approach.

In the case of compromise of the scheme's private key, the user must be informed in the same manner asin the case of a
key compromise of a TSP's self-certified key. Such key compromise will get broad attention, since there will only be a
limited number of schemes operational, they will be widely known, and furthermore their certificates (and therefore
notification of their certificates revocation) will be widely available, ensuring that such events will not remain
unnoticed.

A scheme operator may aso provide mechanisms compatible with the standard way of handling revocation information:
add a CRL distribution point extension into the self-signed certificate and provide a CRL at that point. A compliant
client implementation could then also automatically check that CRL to detect any revocation.

C.6 Management and performance of TSL provision

The TSL isa mechanism which is supporting of electronic transactions but not essential for them. There remains a
variety of different models on which schemes operate and a variance in how information from TSLs can be interpreted.
Because of thislesser degree of dependence upon the TSL, the need to keep up to date information withina TSL isless
urgent than that for, e.g. aCRL.

Scheme operators should publish their specific criteriafor the provision of revisionsto TSL information. These
revisions will fall into the following categories.

C.6.1 Change of scheme administrative information

This category includes any changes to information concerning the scheme and which is embedded within the TSL. Such
changes could include, inter alia, change of scheme addresses, revisions to acceptance criteria, scheme policy. When
these change the TSL should be re-issued.

If there are material changes to information directly referenced through the TSL but the reference itself doesn't change
then there will be no need to amend the TSL.

Any changesin this category should not affect the status information concerning any trust services mentioned within the
TSL.

If the changes were the result of a change of ownership of the entity operating the scheme then the scheme could
continue to operate without change or the scheme could cease operations and re-establish itself as a new scheme. It
would be for the operators to determine how they wanted to handle this and how they would deal with the handling of
services recognized under the scheme.
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C.6.2 Change of TSP administrative information

This category includes any changes to the information pertaining to a TSP and/or its service(s) which igare referenced
within the TSL. Such changes could include, inter alia, change of TSP addresses, location of specific information
referenced by a URN. When any of these change the TSL should be re-issued without any change to the status
information pertaining to services operated by the TSP concerned.

When any administrative change occurs the TSL should be re-issued with the previous " Service information" (see
clause 5.4) becoming the most recent "History information" (see clause 5.5) and anew "Service information” entry
being updated to reflect the new administrative information (without any change to the status itself).

A change to the " Service digital identity" (see clause 5.4.3) should be considered as a change to the service status - see
clause C.6.3.

C.6.3 Change of trust-service status

These changes are those directly affecting the inclusion, exclusion or reported status of any trust service within the TSL
(and possibly also information concerning their provider) and whether the information is current or historical (e.g. the
introduction of anew TSP and service; the revocation of a service).

When any such change occurs the TSL should be re-issued with the previous current status becoming the most recent
historical status and current status being amended to reflect the situation.

Where a service changesits "Service digital identity" (see clause 5.4.3), e.g. as aresult of atake-over or are-branding
or arenewal of associated digital datafor security reasons, the situation should be handled effectively asif the service
using the old identity had ceased to operate and the service using the new identity had come into being.

The service which is effectively stopping should have its " Service current status' (see clause 5.4.4) revised to meaning 2
(ceased operations) and the previous status information placed into the "History information” (see clause 5.5) of the
TSL. Thisshould then be retained for the published retention period (since there may be requirements to check on
services rendered during it period of activity - no ceased service's "Historical information™ should be discarded.

The service under the new digital identity should be given its own new entry, which at thisinitial stage would have no
"History information" which required recording.

C.6.4 Amendment response times

Changes to any TSL information should be provided in atimely fashion, which as a minimum should be the following
(the response times taking account of the format of the information's presentation):

a)  Within two working days of the decision to change status, where the information is made available in hard-
copy form.

b)  Within four working hours and anyway within the same working day as the decision to change status, where
the information is either made available in electronic format, i.e. machine processable or readily down-
loadable and printable.

¢) Whereeach TSL revision is disseminated electronically to those parties who are obliged by the scheme
operator to maintain copy of the TSL for their own clients, whether in hard-copy or electronic form, response
times as defined in (b) should be met. Such parties would typically be TSPs whose services are listed in the
TSL, and should themselves undertake to post the revised TSL within the same response criteria.

Status information may optionally be periodically refreshed, in accordance with the information provided in
clause 5.2.14.
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C.6.5 On-going verification of authenticity

The Low-FIC characteristic of aTSL could give a determined hacker sufficient time to replicate and replace all
instances of aTSL, IF they were able to replace all examples of the TSL itself and a surrogate PKC for the TSL
operator. This should be protected against by the scheme operator itself making frequent verification of its own TSL
and all authorized and recognized replications of it. In addition, the regular re-issuing of the TSL, even when thereis no
change to any statuses within it, will also ensure that, at the least, the signature value changes periodically. This clause
has already discussed some security measures which would reduce significantly the likelihood of this being achievable.

C.6.6 Upon a scheme's cessation of operations

Owing to the dependence which users may place upon the TSL, schemes which operate a TSL should have in place
appropriate mechanisms for any cessation of their operations, be it temporary or permanent. The normative parts of the
present document provide for the provision of a"Latest next update" date and time. Whilst this may allow for a natural
expiry of the validity of a TSL's contents, a scheme operator should be able to take more positive actions towards
notifying users of their TSL that it is no longer supported.

As aminimum, the scheme should revoke the keys used for signing and verification of its TSL and make a public
announcement of its cessation of operations, indicating (if known) whether thisistemporary or permanent.

If time permits and circumstances warrant, anew TSL should be issued which relegates all status recordsto the history
components as of a specific date after which the scheme no longer accepted responsibility for status determination and
produces an archive for long-term reference. It is recommended that in such a circumstance the field " Service current
status' is set to indicate "Expired”. Whilst the issues of the long-term validity of thisarchived TSL may be something
for consideration it is beyond the scope of the present document to deal with them in depth. Suffice to say that, where
there is adecision or obligation to hold available the final TSL status for an extended period, appropriate measures
(already widely known and discussed in thisfield) should be taken to protect signatures against the decay of the strength
of crypto algorithms.

C.6.7 User reference to TSL

When and how often a user/relying party should reference to a TSL for status information is not an issue within the
scope of the present document. Such a decision lies with the user and should be a determination made according to a
variety of factors reflecting their own circumstances, inter alia, the degree of reliance they placein a TSL status
indication, how often they deal with the other party, the nature of the business relationship and the value of the business
or the transaction in question. These are factors only they can determine after conducting their own risk analysis. They
may have such infrequent recourse to a TSL that they will always check for any TSL records of status.

Scheme operator's could assist in this by offering additional servicesto notify when anew TSL isissued, or to
guarantee frequent re-issue of a TSL at afrequency which may mean numerous re-issue without change of any services
status. However, the mechanisms proposed for having multiple copies of TSLs existing contemporaneoudly are
designed to cater for the Low-FIC aready discussed, and these may not be suitable for frequent TSL re-issue.

C.6.8 Reliance upon hard-copy TSL information

Whilst it is areguirement that scheme operators make available information which is"human-readable in printable,
hard-copy form" there is no requirement, nor expectation, that hard copy should be provided in a manner which can be
authenticated by any printable means. Users should expect that authenticated information presented on-screen by an
application accessing a TSL will faithfully reproduce that information when it is printed and should take the trouble to
cross-check the information with that on-screen where they have any doubts.

Scheme operators might choose to make paper copy available by surface post if that seems desirable.
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Annex D (informative):
Example queries and responses

D.1 General

Thisinformative annex uses some possible queries to show how the structure of the TSL can be used to resolve them. It
uses alternative scheme scenarios to show how certain queries may be answered differently according to the nature of
the schemes whose TSL s are located and used. It is assumed that the query process is performed automatically. The
examples have been written in as open away as possible, in the hope of showing how broader queries could be
managed.

The examples given demonstrate the ability of the information provided in, and through, a TSL conformant to the
present document, to enable a range of queries to be answered by automated processing. The examples are expressed in
natural language rather than any Boolean type of presentation as might be the case for genuine implementations.

It isclear that the potentia range of questions which might be posed is varied and rich, and these examples can only
make suggestions as to how the TSL as defined is able to fulfil the needs of both simple and more complex queries. For
example, these examples make no check to ensure that the status does not suggest that the schemeis no longer
operating, although this would need to be a practical check in reality. Nevertheless, these examplesillustrate clearly the
feasibility of using a TSL for automated processing.

D.2 Examplel

D.2.1 Scenario

The sender has attached their Qualified Certificate to a signed communication. Simple authentication of the signature
with respect to the certificate has been successful. We assume that a TSL has been located and verified (see annex C) -
otherwise the response has to be "unknown" since no definitive status has been found (e.g. the EU Member State
concerned may choose not to adopt the TSL model).

Assuming that a schemeis found, let us further assume that the scheme is operated by an EU Member State asa
"supervision system". The scheme works on a"whitelist" basis, either through monitoring the marketplace and
identifying TSPs which claim to be issuing QCs and have no claims against them upheld, or through requiring positive
tests to establish compliance with specified criteria, failure of which will lead to the TSP's status showing their non-
compliance. This TSL therefore shows all known T SPs established in the particular EU Member State, and indicates
whether they comply to the criteria of the scheme or not.

D.2.2 Query

In natural language, we can express the relying party's query as. "Is the TSP which issued the Qualified Certificate
compliant with the supervision scheme of the country in which the TSP is established?"
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D.2.3 TSL interpretation and query response

1) Verify that the TSL isfor an EU Member State Supervision System by determining whether the value of the
field " Scheme type/community" (see clause 5.2.8) is a URN which indicates that the scheme was established
asan EU Member State Supervision System (in accordance with Directive 1999/93/EC). For the purposes of
this scenario we will assume that thisis a positive result: if this could not be verified then the response would
have to be "unknown" - no further action required.

2) Veify that the EU Member State to which this TSL refersis the same as the Country Name in the Qualified
Certificate: if it is present, does " Scheme territory” (see clause 5.29) match the Country Name? In this scenario
thisworks: if this could not be verified then the response would have to be "unknown" - no further action
required.

3)  If "Status determination approach” (see clause 5.2.7) is 1 or 2 and " Service current status' (see clause 5.4.4) is
1 then the response must be "Yes". (i.e. the scheme applies a positive approach and the status is the specified
"conformant™ value).

4)  Inany other case the response must be "No".

D.3 Example 2

D.3.1 Scenario

This scenario isthe same as that in clause D.2, except that the scheme is operated by an EU Member State asa
"supervision system”. The scheme works on a"black list" basis, identifying only TSPs which fail to meet the scheme
criteria. This TSL therefore shows only TSPs established in the particular EU Member State known not to comply to the
criteria of the scheme.

D.3.2 Query

Thisisthe same asin clause D.2: expressed in natural language, the relying party's query as: "Isthe TSP which issued
the Qualified Certificate compliant with the supervision scheme of the country in which the TSP is established?"

D.3.3 TSL interpretation and query response

Steps (1) and (2) are the same asin clause D.2.

3) If "Status determination approach” (see clause 5.2.7) is 3 and the specified service cannot be found in the TSL
then the response must be "Yes" (i.e. the scheme applies a negative approach and absence of the TSP leads to
an assumed compliance).

4) Inany other case the response must be "No".

D.4 Example 3

D.4.1 Scenario

The sender has attached their Qualified Certificate to a signed communication. Simple authentication of the signature
with respect to the certificate has been successful. We assume that at least one TSL has been located and verified (see
annex C) - otherwise the response has to be "No" since no definitive status has been found (i.e. it has not been possible
to locate a TSL which refersto this TSP).

ETSI



51 ETSI TS 102 231 V1.1.1 (2003-10)

Assuming that areferencing TSL isfound, let us further assume that the scheme works on a"white list" basis, requiring
positive tests to establish compliance with specified criteria, failure of which will lead to the TSP's status showing their
non-compliance (the idea of a voluntary scheme working on the "black list" principal requires some stretch of the
imagination). This TSL therefore shows al TSPs which have volunteered to be subjected to the scheme's criteria, and
for those which have initially satisfied those criteria, the TSL indicates the TSPS' current status.

D.4.2 Query

In natural language, we can express the relying party's query as. "Is the TSP which issued the Qualified Certificate
recognized by any voluntary approval scheme?" Note that the query as expressed is concerned only with whether the
TSPis"recognized" - not necessarily approved, not necessarily approved for issuing Qualified Certificates.

We could therefore imagine two levels of refinement of this query:

"Isthe TSP which issued the Qualified Certificate currently approved by any voluntary approval scheme?"

"Is the TSP which issued the Qualified Certificate currently approved by any voluntary approval scheme for issuing
QCs?"

D.4.3 TSL interpretation and query response

1) For the basic query posed, the mere fact that there is at least one TSL which references the service would make
it possible to respond positively, without further action. The user would of course till need to make further
discovery to know the manner of recognition, i.e. whether the service was approved or not.

2) Toanswer thefirst refinement of the question we have first to check, in each TSL located, for the service
corresponding to " Service digital identity" (see clause 5.4.3): In each case, if " Status determination approach”
(seeclause 5.2.7) is1 or 2 and " Service current status' (see clause 5.4.4) is 1 then the serviceis presently
approved. (i.e. the scheme applies a positive approval approach and the status is one of the two specified
approved values). However this does not yet fully answer either of the refinements of the query.

NOTE: Ineach of the above cases, and indeed in the examples D.2 and D.3, there has been no check on the type
of service, sincethisisimplicit in the fact that the trust service token provided is (or claimsto be) a
Qualified Certificate. However, an additional explicit check to confirm that " Service type identifier" (see
clause 5.4.1) was 2 could add further assurance.

3) Therefined queries both ask whether the service is approved by "any voluntary approval scheme". The TSL
does not include afield with a meaning which indicates this directly. Two possibilities exist: the first isthat the
field " Scheme type/community” (see clause 5.2.8) is a URN which indicates that the scheme is an approval
scheme. The provision of such a URN is beyond the scope of the present document, but any interest group
which wished to establish itself for the purposes of supporting voluntary schemes could register such a URN.
The dternative possibility is that, using the pointer to scheme information, the user would need to extract this
information from the scheme operator's web site. If neither of these options can indicate that it is a voluntary
approval scheme which is providing the information, then the query has to conclude with either a negative or
an indeterminate response.

4)  Toanswer the second refinement of the question, concerning the specific nature of the service's approval, we
have to perform the checks described in (2) and (3) and additionally to check whether " Service type identifier”
(seeclause 5.4.1) is 2, in which case the response must be "Yes". (i.e. the scheme applies a positive approach,
the status is one of the two specified approved values, the scheme is avoluntary approval type, and the service
is explicitly declared as a CA issuing QCs).

5) Inany other cases the response must be "No".

Strictly, to answer the question, only one positive search need be determined, although specific applications could
provide the location of the TSL holding the status information, and could therefore examine all TSLsif more than one
was found, and report on al which held areference to the specific service.
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D.5 Example 4

D.5.1 Scenario

In the preceding three exampl es the query has implicitly concerned with a contemporaneous check, i.e. "now".
However, one of the scoping terms for the TSL isthat it be possible to check status at a previous point in time. This
scenario could be any of the preceding ones, with an additional requirement that a specific time be quoted.

D.5.2 Query

To take two of the example queries already used, we could modify them as follows (in bold):

"Was the TSP which issued the Qualified Certificate compliant with the supervision scheme of the country in which the
TSP is established on date ccyy-mm-dd hh:mm?

"Was the TSP which issued the Qualified Certificate approved by any voluntary approval scheme for issuing QCson
date ccyy-mm-dd hh:mm?"

D.5.3 TSL interpretation and query response

The tests so far described in preceding examples would still be necessary according to the construction of the query.
However, in order to determine the result on the basis of the specific dates quoted, we now need to check additional

fields as follows:

1) If ccyy-mm-dd hh:mm is at or after the " Current status starting date and time" (see clause 5.4.5) then the
current status (as determined in preceding examples) is the one required, and the response is generated
accordingly.

2)  If the"Current status starting date and time" is after the required status time then ccyy-mm-dd hh:mm should
be compared with "Historical information period". If ccyy-mm-dd hh:mm is before this time then no status
information for the required date is available, and so a response "unknown" is appropriate. Otherwise, the
"History information” (see clause 5.5) for the specified trust-service must be examined.

3) Inthe"History information” block for the specific trust-service, the "Previous approval status starting date and
time" must be checked: if it is after ccyy-mm-dd hh:mm then the previous entry must be checked. If the end of
thelist isreached (NB - the list could be empty) then the response must again be "unknown".

4)  When an historical statusisfound then, for the relevant historical status set of information, the contents of
"Service previous status' (see clause 5.5.4) should be used instead of the current status used in the preceding
examples, when determining the final response.
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Annex E (informative):

Rationales for TSL fields

Thisinformative annex records the rationale for the inclusion of each field within the TSL as supportive information for
those wishing to implement or understand better the TSL.

The TSL has been constructed so asto be as"lean” as possible and to contain the minimum information necessary
consistent with the requirements for developing the present document and the need to machine-processa TSL to
establish the status of a specific TSP service within that TSL. The inclusion of each field has therefore been carefully
considered and the case for each is set out below in the order of the clause where the field is defined.

Clause

Field name

Rationale

5.2.1

TSL version identifier

The field provides for identification of the TSL structure and format in case
of possible future TSL format enhancements. Knowledge of the version
will enable selective parsing or manual interpretation of the TSL.

5.2.2

TSL sequence number

The field provides for tracking the subsequent releases of the TSL.

523

Signature algorithm identifier

By placing a copy of the signature algorithm identifier in the beginning of
the TSL, the computation on the list for verification against the signature
value specified in clause 5.6.4 could start from the moment of beginning to
receive the TSL string.

524

Scheme name

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly
titing/naming the responsible legal entity will be a necessity in most
jurisdictions. There are no explicit requirements for the scheme name - it
need be simply a decision of the scheme operator's and it is expected that
they will take due care in ensuring that it is not in breach of any copyright
or trademark issues.

Provision of multiple language representations makes the information
accessible to local communities as well as to the international community.

5251

Scheme operator postal
address

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly addressing
communications with the responsible legal entity will be a necessity in
most jurisdictions. For the foreseeable future, many organizations,
administrations and indeed the public, even those involved in electronic
commerce, will be reluctant to rely exclusively upon electronic
communications or may even be prohibited from doing so by law. under
certain circumstances.

Local language and cross-border (international) trading considerations
may require that this information be provided both in a national language
(and script) and in a commonly accepted internationally-used language.

525.2

Scheme operator electronic
address

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly addressing
communications with the responsible legal entity will be a necessity in
most jurisdictions. This field provides for that communication to be effected
electronically rather than through physical means. The use of a URI
instead of a URN recognizes the potential volatility of commercial
websites, and does not introduce any implication of "institutional
commitment to persistence, availability" which the use of a URN would
require by definition.

5.2.6

Scheme information URN

There may be information regarding the scheme which is sought by users
and which is not available through the TSL (nor should it be, since it
duplicates and makes difficult the maintenance of such information). By
providing a URN either manual or automated access to further information
is enabled.

The information regarding the scheme could include information
concerning the legal status of the scheme or legal requirements met by the
scheme for the jurisdiction in which the scheme is established.

5.2.7

Status determination approach

This information will enable adoption of the TSL format by schemes of
differing types of operation whilst there remain schemes which are unable
to fully comply with the harmonized TSL structure and implied processes.
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Clause

Field name

Rationale

5.2.8

Scheme type/community

Significance may be placed upon the fact that a scheme complies with a
specific set of criteria, code or legislative requirement, having a significant
effect upon the trustworthiness of the trust service in question. This could,
e.g. indicate that the scheme was established as an EU Member State
Supervision System (in accordance with Directive 1999/93/EC) by
adoption of a URN registered by, e.g. ETSI. Although it would be expected
to find this information within the details of a specific scheme's web-site
(located through the field "Scheme information URN") by providing for it
within the TSL structure the location and format of its presentation can be
standardized and hence the determination of this information (when
provided) readily performed, including by automated means. The field is
optional since for some schemes this information may be of no
significance.

529

Scheme territory

Some users, especially relying parties, may place significance on where a
scheme is based. Although it would be expected to find this information
within the details of a specific scheme's web-site (located through the field
"Scheme information URN"), by providing for it within the TSL structure the
location and format of its presentation can be standardized and hence the
determination of this information (when provided) readily performed,
including by automated means. The field is optional since for some
schemes this information may be of no significance.

5.2.10

TSL Policy / Legal Notice

Although this kind of information could be expected to be found within the
scheme information pointed to by clause 5.2.6, it is advisable that, by
making plain the policy and/or legislation under which their TSL is
maintained and operated, scheme operators do not encourage users of
their TSL to hold any unreasonable expectations or reliance upon the
information within the TSL. By providing this information within the TSL
itself a scheme operator can make this clear to those using its TSL.

5211

Historical information period

This information could be compared with the date and time of e.g. a
certificate or time stamp being verified for trustworthiness (the trust service
token). If the date and time of the trust service token fall outside the range
given by the number of days and the TSL issue date and time (see

clause 5.2.13), then further investigation of the information in the TSL
would not provide an answer. Note that the value 1 through 65534 allows
for stating a specific duration of up to at least 179 years.

5.2.12

Pointers to other TSLs

Provision of this information could facilitate the location of a TSL when a
search is required and provide, on an implementation-specific basis,
additional trustworthy information, such as authentication information or
other trust-related support data.

5.2.13

List issue date and time

This field will assist users in determining the relevance of this TSL's
information to their needs.

5.2.14

Next update

This field limits the validity of the current TSL to the latest date and time
that the next TSL is intended to be issued. Any conformant application
parsing an expired TSL shall get the latest issue of the TSL. For the TSL
to provide useful and up-to-date information, it must be re-issued
whenever a change in status of a TSP or service occurs and, furthermore,
within the declared time-constraints for publication of changes, once
determined as being required. In the event of no interim status changes to
any TSP or service covered by the scheme, the TSL must be re-issued by
the time of expiration of the last TSL issued.

5.2.15

List of Trust Service Providers

The present document could have ordered information according to
service type. However, information about the service status alone will in
some circumstances be insufficient for the establishment of trust. Inclusion
of all services relating to a specific service provider is a more favourable
structuring.

531

TSP name

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly
titing/naming the responsible legal entity will be a necessity in most
jurisdictions. Provision of multiple language representations makes the
information accessible to local communities as well as to the international
community.

5.3.2

TSP trade name

Where a service is offered under a product or brand name, for general
communications and specifically in the event of any dispute, especially
one which involves any extent of litigation, correctly identifying the trade or
brand name of the TSP will be advisable in most jurisdictions. Provision of
multiple language representation makes the information accessible to local
communities as well as to the international community.
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Clause

Field name

Rationale

5.3.3.1

TSP postal address

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly addressing
communications with the responsible legal entity will be a necessity in
most jurisdictions. For the foreseeable future, many organizations,
administrations and indeed the public, even those involved in electronic
commerce, may be reluctant to rely exclusively upon electronic
communications or may even be prohibited from doing so by law under
certain circumstances.

5.3.3.2

TSP electronic address

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly addressing
communications with the responsible legal entity will be a necessity in
most jurisdictions. This field provides for that communication to be effected
electronically rather than through physical means. The use of a URI
instead of a URN recognizes the potential volatility of commercial
websites, and does not introduce any implication of "institutional
commitment to persistence, availability" which the use of a URN would, by
definition, require.

534

TSP information URN

There may be information regarding the TSP which is sought by users and
which is not available through the TSL (nor should it be, since it duplicates
and makes difficult the maintenance of such information). By providing a
URN either manual or automated access to further information is enabled.
The information regarding the TSP could include information concerning
the legal requirements met by the TSP for the jurisdiction in which the TSP
is established.

541

Service type identifier

Through the service type identifier, the specific type of TSP service can be
determined. Provision is made for the introduction and approval of
services which do not fit into the specified list, pending possible revision to
the standard.

5.4.2

Service name

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly
titing/naming the service will be a necessity in most jurisdictions. Provision
of multiple language representation makes the information accessible to
local communities as well as to the international community.

543

Service digital identity

The service digital identity could be used by relying parties to authenticate
a service and thereby the TSP offering the service as being the one
referred to in this TSL.

544

Service current status

This is the fundamental aspect of the TSL - i.e. the service's status. That
status, whilst having four distinct values as specified, needs to be
interpreted with regard to the scheme's status determination approach
(see clause 5.2.7) which indicates the general types of criteria being
applied. This will allow a richer understanding of the actual status.
Guidance on this is given in annex D.

The history and current status together provide full information from the
date on which the TSP service was recognized for the first time by the
scheme (according to the scheme's "status determination approach"). The
current status can be determined from the field specified in clause 5.4.4.
The date on which the current status became effective is given in the field
specified in clause 5.4.5. Any previous status with its starting date would
be found in the history. Even if the scheme had a fixed approval period
followed by re-approval, this would show in the history (current status is
"approved"; previous status is also "approved"). The same status identifier
values are used in the service approval history (see clause 5.5.4).

545

Current status starting date and
time

The user (subscribers, relying parties) could apply this information by
comparing it with other available information, e.g. the date and time on
which a certificate or a time stamp was issued. From the comparison, the
user could determine whether the specific service of the TSP had the
desired approval status under the scheme at the date and time of
provision of the service.

5.4.6

Scheme service definition URN

There may be information regarding the service which is sought by users
to determine the nature of the approval. By providing a URN either manual
or automated access to further information is enabled.

The information regarding the service could include information concerning
the legal requirements to be met by TSPs concerning the service for the
jurisdiction in which the scheme is established.

ETSI




56 ETSI TS 102 231 V1.1.1 (2003-10)

Clause

Field name

Rationale

547

TSP service definition URN

There may be information regarding the service which is sought by the
user to determine the nature of the TSP's offering. By providing a URN
either manual or automated access to further information is enabled.

The information regarding the service could include information concerning
the legal requirements met by the TSP concerning the service for the
jurisdiction in which the TSP is established.

551

Service type identifier

Through the service identifier, the specific type of TSP service can be
determined.

5.5.2

Service name

For general communications and specifically in the event of any dispute,
especially one which involves any extent of litigation, correctly
titing/naming the service will be a necessity in most jurisdictions. Provision
of multiple language representations makes the information accessible to
local communities as well as to the international community.

55.3

Service digital identity

The service digital identity could be used by relying parties to authenticate
a service and thereby the TSP offering the service as being the one
referred to in this TSL.

554

Service previous status

The same status values are used in the service information (see

clause 5.4.4). The history and current status together provide information
from the date on which the TSP service was recognized for the first time
by the scheme. The current status can be determined from the field
specified in clause 5.4.4; the date on which the current status became
effective is given in field specified in clause 5.4.5. Any previous status with
its starting date could be found in the history. Even if the scheme had a
fixed approval period followed by re-approval, this would show in the
history (current status is "approved"; previous status is also "approved").

555

Previous status starting date
and time

The user (subscriber, relying party) could apply this information by
comparing it with other available information, e.g. the date and time on
which a certificate or a time stamp was issued. From the comparison, the
user could determine whether the specific service of the TSP had the
desired approval status under the scheme at the date and time of issue of
the certificate or time stamp.

5.6.2

Scheme operator identification

This field identifies the scheme operator responsible for the TSL. Since the
verifier of a TSL is assumed to already be in possession of all public keys
that can be used for verification, he only needs some information to
distinguish which key to use. Most likely he will have it in the form of a
self-signed certificate.

5.6.3

Signature algorithm identifier

In order to know how to authenticate the TSL, the user must know the
identity of the signature algorithm used when the list was signed. The
signature algorithm must be specified and protected by the signature. The
field is duplicated at the beginning of the TSL to allow for increasing the
speed of signature verification (see clause 5.2.3).

5.6.4

Signature value

Since the signature protects the signed information from undetected
manipulation, all fields of the TSL except the signature value itself must be
included in the calculation of the signature.

5.7.2

TSL tag

When attempting to establish the status of a trust service it may be
necessary to search the Internet to locate any TSLs which have
information relating to that specific service. The TSL tag will enable
search-engines and/or parsing applications to quickly determine that a
resource which has been located is a TSL conformant with the present
document.
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Annex F (normative):
XML schema

The XML schemais contained in the file TS102231 v1-1-1.xsd which isin archive ts_102231v010101p0.zip which
accompanies the present document.
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