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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Secure Element
Technologies (SET).

It is based on work originally donein the 3GPP in TSG-terminals WG3.

The contents of the present document are subject to continuing work within TC SET and may change following formal
TC SET approval. If TC SET modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x  thefirst digit:
0  early working draft;
1 presented to TC SET for information;
2  presented to TC SET for approval;
3 orgreater indicates TC SET approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.

The present document is part 2 of a multi-part deliverable covering the Test specification for the Terminal/Integrated
Circuit Card (ICC) interface, as identified below:

Part 1:  "Terminal features';
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Part 2. "UICC features'.

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Introduction

The present document defines test cases for the UICC relating to the Terminal/UICC interface, as specified in ETS
TS102 221 [1].

The aim of the present document is to ensure interoperability between the terminal and the UICC independently of the
respective manufacturer, card issuer or operator.

Application specific tests for applications residing on an UICC are specified in ETSI TS 131 121 [i.2].
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1 Scope

The present document covers the minimum characteristics which are considered necessary for the UICC in order to
provide complianceto ETSI TS 102 221 [1].

The present document specifies the test cases for:
e theelectrical characteristics of the UICC,;
e theinitial communication establishment and the transport protocols;
e  thecommunication layers between the UICC and the UICC-enabled terminal.

Test casesfor the USB ICC relating to ETSI TS 102 221 [1] interface as well astest cases for SWP/HCI relating to
ETSI TS102 613 [19] and ETSI TS 102 622 [i.1] are out of scope of the present document.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.

2] ETSI TS121 111: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; USIM and
IC card requirements (3GPP TS 21.111)".

[3] Void.

[4] | SO/IEC 9646-7: "Information technology -- Open Systems | nterconnection -- Conformance
testing methodology and framework -- Part 7: Implementation Conformance Statements'.

[5] ETS TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

(6] Void.

[7] ISO/IEC 7810: "Identification cards -- Physical characteristics'.

[8] ISO/IEC 7811-1: "Identification cards -- Recording technique -- Part 1. Embossing”.

[9] I SO/IEC 7816-1: "ldentification cards -- Integrated circuit cards -- Part 1: Cards with

contacts -- Physical characteristics'.

[10] I SO/IEC 7816-2: "ldentification cards -- Integrated circuit cards -- Part 2: Cards with
contacts -- Dimensions and location of the contacts".

[11] ISO/IEC 7816-3: "Identification cards -- Integrated circuit cards -- Part 3: Cards with
contacts -- Electrical interface and transmission protocols’.
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[12] | SO/IEC 7816-4: "ldentification cards -- Integrated circuit cards -- Part 4: Organization, security
and commands for interchange”.

[13] ETSI TS 102 600: "Smart Cards; UICC-Terminal interface; Characteristics of the USB interface”.

[14] Void.

[15] Void.

[16] ETSI TS 131 103: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; 5G; Characteristics of the IP Multimedia
Services Identity Module (1SIM) application (3GPP TS 31.103)".

[17] 3GPP2 C.S0065: "cdma2000 Application on UICC for Spread Spectrum Systems'.

NOTE: A derivative ARIB document can be downloaded at
https://www.arib.or.jp/english/html/overview/doc/STD-T64v6 90/Specification/ARIB_STD-T64-
C.S0065-Cv1.0.pdf.

[18] Void.

[19] ETSI TS 102 613: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Physical and data
link layer characteristics'.

[20] Void.

[21] Void.

[22] Void.

[23] JESD22-A101D.01: " Steady-state temperature-humidity bias life test”.

[24] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

[25] ETSI TS 124 008: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; 5G; Mobile radio interface Layer 3
specification; Core network protocols; Stage 3 (3GPP TS 24.008)".

[26] ETSI TS 131 102: "Universal Mobile Telecommunications System (UMTS); LTE; 5G;
Characteristics of the Universal Subscriber Identity Module (USIM) application (3GPP
TS31.102)".
[27] ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal”.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 102 622: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Host Controller
Interface (HCI)".
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[i.2] ETSI TS 131 121: "Universal Mobile Telecommunications System (UMTS); LTE; 5G;
UICC-terminal interface; Universal Subscriber Identity Module (USIM) application test
specification (3GPP TS 31.121)".

[i.3] ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics'.
3 Definition of terms, symbols, abbreviations and
formats
3.1 Terms

For the purposes of the present document, the terms given in ETSI TS 102 221 [1] apply.

3.2 Symbols

For the purposes of the present document, the symbols given in ETSI TS 102 221 [1] and the following apply:

I Input current (high level)
I Input current (low level)
lon Output current (high level)
loL Output current (low level)

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TS 102 221 [1] apply.

3.4 Formats

34.1 Format of the table of optional features

The columnsin Table 4.1 have the following meaning:

Column Meaning
Option: The optional feature supported or not by the implementation.
Status: See clause 3.4.3 'Status and Notations'.
Release: The Release column shows the number of the version the feature was introduced.

The support columns shall be filled in by the supplier of the implementation. The following common
notations, defined in ISO/IEC 9646-7 [4], are used for the support column in Table 4.1.

Support: Yory supported by the implementation.
Norn not supported by the implementation.
N/A, nfaor-  no answer required (allowed only if the status is N/A, directly or after evaluation of a
conditional status).
Mnemonic: The mnemonic column contains mnemonic identifiers for each item.

3.4.2 Format of the applicability table

The columnsin Table 4.2a have the following meaning:

Column Meaning
Test case: The "Test case" column gives a reference to the test case number(s) detailed in the present
document and required to validate the implementation of the corresponding item in the "Description”
column.
Description: In the "Description” column a short non-exhaustive description of the test case is found.
Test proc.: The "Test proc." column provides the test procedure number
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Column Meaning
From Release: |The "From Release" column specifies the Release from which a test procedure is to be executed
under the conditions specified in the "Applicability" column.
Up to Release: |The "Up to Release" column specifies the Release up which a test procedure is to be executed under
the conditions specified in the "Applicability" column. Blank entries indicate the latest valid release at
the time of publication of the present document.

Applicability: The "Applicability" column provides information about the conditions under which a test should be
carried out.
Support: The "Support” column is blank in the proforma, and shall be completed by the manufacturer in

respect of each particular requirement to indicate the choices, which have been made in the
implementation.

The applicability of tests, defined in Table 4.2a and the conditions and options for the applicability of tests, defined in
Table 4.2b, are formally expressed by the use of Boolean expression defined in the following clause.

3.4.3 Status and Notations

The"Rel-x Termina" columns show the status of the entries as follows:

The following notations, defined in | SO/IEC 9646-7 [4], are used for the status column:

M mandatory - the capability is required to be supported.

0] optional - the capability may be supported or not.

N/A not applicable - in the given context, it isimpossible to use the capability.

X prohibited (excluded) - thereis arequirement not to use this capability in the given context.

Q. qualified optional - for mutually exclusive or selectable options from a set. "i" is an integer which

identifies a unique group of related optional items and the logic of their selection which is defined
immediately following the table.

Ci conditiona - the requirement on the capability ("M", "O", "X" or "N/A") depends on the support
of other optional or conditional items. "i" is an integer identifying a unique conditional status
expression which is defined immediately following the table. For nested conditional expressions,
the syntax "IF ... THEN (IF ... THEN ... ELSE...) ELSE ..." shall be used to avoid ambiguities.

References to items

For each possible item answer (answer in the support column) there exists a unique reference, used, for example, in the
conditional expressions. It is defined as the table identifier, followed by a solidus character "/, followed by the item
number in the table. If there is more than one support column in atable, the columns shall be discriminated by letters
(a, b, etc.), respectively.

EXAMPLE: A.1/4 isthe reference to the answer of item4in Table A.1.

3.4.4 Numbers and Strings

Table 3.1 describes the conventions used for decimal numbers, non-decimal numbers and strings.

Table 3.1: Convention of Numbering and Strings

Convention Description
nnnnn A decimal number, e.g. PIN value or phone number.
‘b’ A single digit binary number.
'‘bbbbbbbb’ An 8-bit binary number.
'hh’ A single octet hexadecimal number.
'hh hh...hH' A multi-octet hexadecimal humber or string.
"SSSS" Character string.
NOTE: Ifan 'X'is present in a binary or hexadecimal number, then that digit is "don't care".
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3.4.5 Format of the conformance requirements tables

The conformance requirements tables contained in the present document have the following format and meaning:

Column Meaning
Status
Mandatory This mandatory column contains the conformance requirement number (e.g. RQ04_0001).
Optional This optional column is present when the containing clause sources conformance requirements from

multiple clauses in the core specification. In this case, the cells in this column indicate the specific clause
from the core specification from which the conformance requirement was sourced.

If the conformance requirements are sourced from a single clause in the core specification, this column
is not present.

Optional This optional column is present when the table contains conformance requirements which are applicable
to only a subset of the releases which are covered by the present document. In this case, the content of
the cells indicates the release(s) to which the conformance requirement is applicable. Additionally, a cell
being empty indicates that the conformance requirement is applicable to every release which is covered
by the present document.

Examples of the content of cells in this column are given below:

Sample Content Applicability of conformance requirement
All releases covered by the present document.
Rel-7 to Rel-8 Rel-7 to Rel-8 only.
Rel-9 upwards Rel-9 up to the latest release which is covered by the present document.
Rel-7 Rel-7 only.

The absence of this column indicates that all conformance requirements are applicable to every release
which is covered by the present document.

Mandatory This mandatory column contains the text of the conformance requirement.

4 Test environment

4.1 Table of optional features

The supplier of the implementation shall state the support of possible optionsin Table 4.1. See clause 3.4 for the format
of Table4.1.

Table 4.1: Options

Item Option Stgtu Release [Support Mnemonic
1 ID-1 UICC 0.1 R99 O_ID1_UiICC
2 |Plug-in UiICC 0.1 R99 O PLUG_IN_UICC
3 Type 1 (i.e. UICC which always enters the 02 R99 O TYPE 1
negotiable mode after a warm reset) - —
4 Type”2 (UICC which always enters the 02 R99 O TYPE 2
specific mode after a warm reset) - —
5 |[T=0 0.3 R99 O_TO
6 |[T=1 0.3 R99 0Tl
7 Mono application UICC 0.4 R99 O_MONO_APP
8 Multi-application UICC 0.4 R99 O_MULTI_APP
9 Single verification capable UICC 0.5 R99 O_SINGLE_VER
10 |Multi-verification capable UICC 0.5 R99 O _MULTI_VER
11 |More than one logical channel supported ©) Rel-4 O LOG _CHANS
12 |More than two logical channels supported ®) Rel-4 O_LOG_CHANS 34
13 |Shareable files O Rel-4 O_SHAREABLE
14 |Non-shareable files 0 Rel-4 O _NON_SHAREABLE
15 |GET CHALLENGE ©) Rel-4 O_GET_CHALLENGE
16 |[Mini-UICC 0.1 Rel-6 O_MINI_UICC
17 |(F, D) = (512, 64) 0 Rel-6 O F D 512 64
18 |Low impedance drivers O Rel-6 O_LOW_IMPEDANCE
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Item Option St:tu Release [Support Mnemonic
19 |BER-TLV structure EFs @) Rel-6 O BER_TLV_FILES
20 |IC-USB according to ETSI TS 102 600 [13] ¢] Rel-7 O_IC_USB
UICC-CLF according to ETSI
21 15102 613 [19] o} Rel-7 O_UICC_CLF
Secure Channel according to ETSI
22 TS 102 484 [27] @) Rel-7 O_SECURE_CHAN
Secured P2P APDU according to ETSI
23 TS 102 484 [27] @) Rel-7 O_SECURE_APDU
24 |AFF UICC 0.1 Rel-11 O_4FF_uUiCC
25 |eUICC ¢} Rel-13 O_EUICC
26 |LSIs supported (@) Rel-17 O_LSI
27 |LSI configuration is pre-agreed o] Rel-17 O _LSI_CONFIG_PRE_AGREED
28 LSl indication via T=1 NAD byte is o Rel-17 O_LSI_T1_NAD
supported
pg |Supports an additional logical UICC onan | | poj 47 O_ADDITIONAL_LOGICAL_UICC
LSI which is not LSI 0
For UICCs supporting a form factor specified in ETSI TS 102 221 [1]: To identify the form factor of the UICC,
0.1 - . .
one of item 1, item 2 or item 16 shall be selected.
0.2 To identify the Type of the UICC, either item 3 or item 4 shall be selected.
0.3 To identify protocols supported by the UICC, at least one of items 5 and 6 shall be selected.
04 To identify whether the UICC is a mono application card or a multi-application card, either item 7 or item 8
' shall be selected.
0.5 To identify whether the UICC is a single verification capable UICC or a multi-verification UICC, either item 9
or item 10 shall be selected.
4.2 Applicability table

Table 4.2a specifies the applicability of each test case to the device under test. See clause 3.4 for the format of

Table4.2a
Table 4.2a: Applicability of tests
Up to . -
Test case Description F;I'r%sct. Rilrgarge Release App“;ab'“t Support
(see note)

6.2.1 Dimensions of the UICC card 1 Rel-9 M
6.2.2 Temperature range for card operation 2 Rel-9 M
6.3.1.1 Vcc - Voltage limits 1 Rel-9 M
6.3.1.2 Vcc - Idle current limits 1 Rel-9 M
6.3.1.3 Vcc - Current limits in CLK-stop-mode 1 Rel-9 Rel-11 M
2 Rel-12 M
6.3.2.1 RST - Static operation 1 Rel-9 M
6.3.3.1 VPP - Static operation 1 Rel-9 M
2 Rel-9 M
6.3.4.1 CLK - Frequency and duty cycle 1 Rel-9 M
6.3.4.2 Voltage and current 1 Rel-9 M

6.3.5.1 1/0 - Voltage and current 1 Rel-9 C018

2 Rel-9 Co19

3 Rel-9 C020
6.4.1.2 Supply voltage switching - Power 1 Rel-9 Rel-11 M
consumption of the UICC during ATR 2 Rel-12 M
6.4.1.3 Supply voltage switching - Application 1 Rel-9 M

related electrical parameters

6.4.2.1 ATR - Major capabilities 1 Rel-9 M
6.4.2.2 ATR - Speed enhancement 1 Rel-9 M
6.4.2.3 Global Interface bytes 1 Rel-9 M
6.4.3 PPS procedure 1 Rel-9 M
6.4.4 Reset procedures 1 Rel-9 M
2 Rel-9 M

3 Rel-9 C004

4 Rel-9 C005
6.4.5 Clock stop mode 1 Rel-9 M
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Up to -
Test case Description et Flrom Rel%ase AralliEEtaie Support
proc. Release (see note) y
6.4.7 Error handling 1 Rel-9 M
6.5.2.1 Character Frame 1 Rel-9 M
6.5.2.2 Transmission Protocol T =0 1 Rel-9 C006
6.5.2.3.1.2 T =1 - Information field size 1 Rel-9 Ccoo07
6.5.2.3.1.3 T =1 - Character waiting integer 1 Rel-9 Ccoo7
6.5.2.3.1.4 T =1 - Character waiting time 1 Rel-9 Coo7
6.5.2.3.1.5 T =1 - Block guard time 1 Rel-9 Ccoo7
6.5.2.3.1.7 T =1 - Error detection code 1 Rel-9 Ccoo7
6.5.2.3.2.1 T =1 - Node address byte 1 Rel-9 Ccoo7
6.5.2.3.2.3 T=1-Length 1 Rel-9 Ccoo7
6.5.2.3.2.4 T =1 - Information field 1 Rel-9 Ccoo7
6.5.2.3.2.5 T =1 - Epilogue field 1 Rel-9 Ccoo7
6.5.2.3.3 T =1 - Error free operation 1 Rel-9 Coo7
6.5.2.34.1 T =1 - Error Handling - Protocol 1 Rel-9 Co007
initialization
6.5.2.3.4.2.1 |T =1 - Error Handling - Sending 1 Rel-9 Co007
invalid blocks to the UICC
6.5.2.35 T =1 - Chaining 1 Rel-9 Ccoo7
6.5.3.1.2 Transportation of an APDU using T = 1 Rel-9 C006
0-Casel
6.5.3.1.3 Transportation of an APDU using T = 1 Rel-9 C006
0-Case 2
6.5.3.1.4 Transportation of an APDU using T = 1 Rel-9 C006
0-Case3
6.5.3.15 Transportation of an APDU using T = 1 Rel-9 C006
0-Case 4
6.5.3.1.6.1 Use of Procedure Bytes '61xx' and 1 Rel-9 C006
'6Cxx' - Case 2 Commands
6.5.3.2.2 Transportation of an APDU using T = 1 Rel-9 Co007
1-Casel
6.5.3.2.3 Transportation of an APDU using T = 1 Rel-9 Co007
1-Case?2
6.5.3.24 Transportation of an APDU using T = 1 Rel-9 Coo7
1-Case3
6.5.3.2.5 Transportation of an APDU using T = 1 Rel-9 C007
1-Case4
6.6.2 UICC Application structure 1 Rel-9 M
6.6.3.2.2 Transparent EF 1 Rel-9 M
6.6.3.2.3 Linear fixed EF 1 Rel-9 M
6.6.3.2.4 Cyclic EF 1 Rel-9 M
6.6.5.1 SELECT by File Identifier Referencing 1 Rel-9 M
6.6.5.2 SELECT by Path Referencing 1 Rel-9 M
6.6.5.3 Short File Identifier 1 Rel-9 M
6.6.6.1.1 SELECT by DF Name 1 Rel-9 M
6.6.6.1.2 SELECT by partial DF Name 1 Rel-9 C009
3 Rel-9 C008
6.6.6.2 Application session activation 1 Rel-9 M
6.6.6.3 Application session termination 1 Rel-9 C008
3 Rel-9 M
4 Rel-9 M
5 Rel-9 C010
6.6.6.4 Application session reset 1 Rel-9 M
6.6.7 Reservation of file IDs 1 Rel-9 M
3 Rel-9 M
6.6.8.1 No Logical Channel Support 1 Rel-9 Co011
6.6.8.2 Logical Channels - Basic Behaviour 1 Rel-9 C010
2 Rel-9 Co12
6.6.8.3 Opening a Logical Channel from the 1 Rel-9 Co010
Basic Channel
6.6.8.4 Opening a Logical Channel from a 1 Rel-9 C013
Non-Basic Channel
6.6.8.5 Opening a Logical Channel on Non- 1 Rel-9 C014
Shareable Files
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Up to . .
Test case Description et Rl Rel%ase AralliEEtaie Support
proc. | Release (see note) y
6.6.8.6 Logical Channels and Shareable Files 1 Rel-9 C014
2 Rel-9 C015
6.6.8.7 Logical channels - Command 1 Rel-9 C015
Interdependencies
6.6.8.8 Logical channels - Consistency of File 1 Rel-9 C015
Updates
6.7.2 Supported security features 1 Rel-9 C016
2 Rel-9 Co17
6.7.3 Security architecture 1 Rel-9 M
2 Rel-9 M
6.7.4 Security environment 1 Rel-9 C016
6.7.5 PIN definitions 2 Rel-9 C016
3 Rel-9 C017
6.7.6 PIN and key reference relationship 1 Rel-9 C016
2 Rel-9 Cco17
6.8.2 Mapping principles 1 Rel-9 M
6.8.3.1 Status Conditions Returned by the 1 Rel-9 M
uicC
6.9.1.1 SELECT 1 Rel-9 M
2 Rel-9 M
6.9.1.2 STATUS 1 Rel-9 M
6.9.1.3 READ BINARY 1 Rel-9 M
6.9.14 UPDATE BINARY 1 Rel-9 M
6.9.1.5 READ RECORD 1 Rel-9 M
2 Rel-9 M
3 Rel-9 M
6.9.1.6 UPDATE RECORD 1 Rel-9 M
2 Rel-9 M
3 Rel-9 M
6.9.1.7 SEARCH RECORD 1 Rel-9 M
2 Rel-9 M
3 Rel-9 M
4 Rel-9 Co07
6.9.1.8 INCREASE 1 Rel-9 M
6.9.1.9 VERIFY PIN 1 Rel-9 M
2 Rel-9 Cco10
3 Rel-9 M
6.9.1.10 CHANGE PIN 1 Rel-9 M
2 Rel-9 Cco10
6.9.1.11 DISABLE PIN 1 Rel-9 M
6.9.1.12 ENABLE PIN 1 Rel-9 M
6.9.1.13 UNBLOCK PIN 1 Rel-9 M
2 Rel-9 M
3 Rel-9 M
4 Rel-9 Co10
6.9.1.14 DEACTIVATE FILE 1 Rel-9 M
6.9.1.15 ACTIVATE FILE 1 Rel-9 M
6.9.1.18 GET CHALLENGE 1 Rel-9 C021
6.9.1.19 MANAGE LSI 1 Rel-17 C024
2 Rel-17 C025
3 Rel-17 C025
4 Rel-17 C026
5 Rel-17 C026
6 Rel-17 C026
7 Rel-17 C026
8 Rel-17 C025
9 Rel-17 C025
10 Rel-17 Cc027
11 Rel-17 Cc027
6.9.2.1 RETRIEVE DATA 1 Rel-9 C022
2 Rel-9 C022
3 Rel-9 C022
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Up to -
Test case Description et Rl Rel%ase AralliEEtaie Support
proc. | Release (see note) y
6.9.2.2 SET DATA 1 Rel-9 Cc022
2 Rel-9 C022
3 Rel-9 C022
4 Rel-9 C022
6.9.2.3 BER-TLYV structure files 1 Rel-9 C022
2 Rel-9 C022
3 Rel-9 C022
6.9.24 Logical channel interactions 1 Rel-9 C023
2 Rel-9 Cc023
3 Rel-9 Cc023
6.10.1.1 GET RESPONSE 1 Rel-9 M
6.11 Application independent files 1 Rel-9 M
NOTE:  Blank entries indicate the latest valid release at the time of publication of the present document.

Table 4.2b: Applicability of tests (conditions and options list)

Co01 IF O_ID1_UICC THEN M ELSE N/A
C002 Void
C003 Void
C004 IF O_TYPE_1 THEN M ELSE N/A
C005 IF O_TYPE_2 THEN M ELSE N/A
C006 IFO_TO THEN M ELSE N/A
coo7 IFO_T1 THEN M ELSE N/A
Co08 IFO_MULTI_APP THEN M ELSE N/A
C009 IF O_MONO_APP THEN M ELSE N/A
C010 IF O_LOG_CHANS THEN M ELSE N/A
C011 IF (NOT O_LOG_CHANS) THEN M ELSE N/A
Cco012 IF O_LOG_CHANS 34 THEN M ELSE N/A
C013 IF (O_LOG_CHANS 34 AND O_SHAREABLE) THEN M ELSE N/A
C014 IF (O_LOG_CHANS AND O _NON_SHAREABLE) THEN M ELSE N/A
C015 IF (O_LOG_CHANS AND O SHAREABLE) THEN M ELSE N/A
C016 IFO_MULTI_VER THEN M ELSE N/A
Cc0o17 IF O_SINGLE_VER THEN M ELSE N/A
C018 IF (NOT O_F D 512 64) THEN M ELSE N/A
C019 IFO F D 512 64 THEN M ELSE N/A
C020 IF O_LOW_IMPEDANCE THEN M ELSE N/A
C021 IF O_GET_CHALLENGE THEN M ELSE N/A
C022 IF O BER _TLV _FILES THEN M ELSE N/A
C023 IF (O_BER_TLV _FILES AND O LOG_CHANS AND O _SHAREABLE) THEN M ELSE N/A
C024 IF (O_LSI AND O_ADDITIONAL_LOGICAL_UICC) THEN M ELSE N/A
C025 IF (O _LSIAND O LSI_T1 NAD AND NOT O LS| CONFIG_PRE_AGREED) THEN M ELSE N/A
C026 IF (O_LSI AND NOT O _LSI_CONFIG_PRE_AGREED) THEN M ELSE N/A
c027 IF (O_LSI AND O _UICC_CLF) THEN M ELSE N/A
4.3 Information provided by the device supplier

The device supplier shall provide information about the configurations of the UICC indicated in Table 4.3.

Table 4.3: UICC Configuration

Item Description Presence/Value |Status Mnemonic
1 An _LSI number on which an additional 01 |LSI# ADDITIONAL LOGICAL UICC
logical UICC is present. - — —
An LSI number on which an UICC-CLF
2 |interface is available to send MANAGE 0.2 |LSI#_LSE_SUPPORTING_UICC-CLF
LSI (assign SWP).
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Item | Description | Presence/Value [Status | Mnemonic
0.1 IF (O_LSI AND O_ADDITIONAL_LOGICAL_UICC) THEN M ELSE N/A.

0.2 IF (O_LSIAND O_UICC_CLF) THEN M ELSE N/A.

NOTE:  Configuration values shall be provided if the corresponding option is supported in Table 4.1.

4.4 Test equipment

441 Overview

The test equipment shall provide aterminal simulator which is connected to the DUT during test procedure execution,
unless otherwise specified.

With respect to the UICC, the terminal simulator shall act asavalid terminal according to ETSI TS 102 221 [1], ETSI
TS 102 613[19] and ETSI TS 102 600 [13], unless otherwise specified.

In particular, during test execution, the terminal simulator shall fulfil the electrical requirements and signalling
conditions for all interface contacts as defined in ETSI TS 102 600 [13], ETSI TS 102 613 [19] and ETSI
TS102 221 [1].

4.4.2 Measurement/setting uncertainties

4421 Vce

The voltage level for V¢ (contact C1) of the UICC shall be adjustable between -0,5 V and 6,0 V to an accuracy of 1 %
of the nominal Vcc voltage (e.g. 50 mV for class A operating conditions).

To be able to detect current spikes generated by the UICC, the terminal simulator shall be able to source current on the
Ve contact in the range -2 mA to 12 mA statically and to deliver charges of > 400 nAs without lowering the Vcc
voltage for more than 10 % of V¢cc hominal.

4.42.2 RST

The generated voltage level for RST (contact C2) of the UICC shall be adjustable between -0,5V and 6,0 V to an
accuracy of 1 % of the nominal Vccvoltage.

Therise and fall times shall be adjustable from 0 psto 500 us with an accuracy of 5 us.

To check if the UICC accepts the minimum and maximum clock-cycle values, the beginning of the rising edge on RST
shall be programmable from 1 clock-cycle to 50,000 clock-cycles after enabling the CLK-line.

4423 CLK

The terminal simulator shall be able to generate square wave signals for the clock on the UICC, any of which can be a
single-shot or continuous signal, in therange 1 MHz to 5 MHz.

It shall also provide control over the following parameters:

. The voltage levels for both high and low states shall be adjustable between -0,5V and 6 V to an accuracy of
1 % of the nominal Vcc voltage.

e  Theduty cycle of the clock signal shall be adjustable between 40 % and 60 % to an accuracy of 1 % or 5 ns
whichever the worst is.

. Therise and fall time to an accuracy of 1 % or 5 nswhichever isthe worst.

NOTE: 5ns=2,5% accuracy for fmx =5 MHz.
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4.42.4 I/O0
The terminal simulator shall be able to generate I/O-Signals according to ETSI TS 102 221 [1].

The voltage levels for high and low states shall be adjustable between -0,5V and 6,0 V to an accuracy of 1 % of the
nominal Vcc voltage. The I/O line in transmission mode (high bit) shall be programmable between state A (active
driven output) and state Z (I/O-voltage-driver inactive, current source |-1/O-high active).

It shall also provide control over the rise and fall time of 100 nsto 1 000 ns with an accuracy of 50 ns.

The terminal simulator shall be able to source and sink currents on the 1/0O contact in the range -20 uA to +20 A in
state high and 0 mA to -1 mA in state low (receiving mode) and shall be able to switch in transmission mode
(outputting a high bit) between voltage and current driving mode.

The timing of the bitstream (jitter, guardtime, etu-value, etc.) on the I/O-Line shall be programmable with an accuracy
of £ 0,01 etu or 2 clk-cycles whichever isthe worst.

4.4.3 Precision force-inducing contacting device

Thisitem of equipment shall be able to apply a prescribed and maintained level of force onto one or more contacts of
the UICC. The range shall be between 0 and 0,5 N and accurate to 0,01 N.

4.4.4 Temperature controllable environment

Thisitem of equipment shall be able to control, with an accuracy of 0,5 °C, the temperature of a chamber large enough
to enclose the UICC and the card reader.

The range of temperature control shall be between -25 °C and +85 °C. To test UICCs supporting specific environmental
conditions the controllable temperature range shall be increased accordingly. This requires:

e  for temperature class A: -40 °C and +85 °C;
. for temperature class B: -40 °C and +105 °C;

o  for temperature class C: -40 °C and +125 °C.

44,5  Temperature measuring device

Thisitem of equipment shall be able to measure the temperature of a chamber to within 0,5 °C. The range of this device
shall allow measurement of temperatures between -25 °C and +85 °C. Corresponding to the requirements for the
temperature controllable environment, the temperature measuring device used to test Ul CCs supporting specific
environmental conditions shall have atemperature range of -40 °C up to +125 °C according to the related temperature
class definition.

4.4.6  Voltage measuring device

Thisitem of equipment shall be able to measure static and transient voltages on any one of the contacts of the UICC.
The measurable voltage range shall be between -2 V and +7 V to an accuracy of 1 % of the nominal V¢ voltage
(e.g. 30 mV for class B operating conditions) with a timebase accuracy of < 25 ns.

4.4.7 Precision measuring device

Thisitem of equipment shall be able to measure both linear and radius of curvature dimensions to an accuracy of
0,01 mm.

4.4.8 Current measuring device
Thisitem of equipment shall be able to supervise the current levels for any one of the contacts of the UICC.

The simulator shall be able to detect an over - or underload with a time resolution of < 100 ns.
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Channel Minimum Maximum Resolution

Ve high -2 mA +12,5 mA 125 pA
Vee low -2 mA +12,5 mA 125 pA
Ve Burst 12 mA +250 mA 2,5 mA
RST/CLK - high state | -50 uA +50 UA 1 uA

RST/CLK - low state -250 pA +250 uA 2,5 uA
I/O - high state -50 pA +50 uA 1 uA

1/O - low state -1 500 pA +1 500 A 15 uA

4.4.9  Timing Measurements on contact I/O

To verify the timing of the I/O transmission from the UICC, the terminal simulator shall be able to measure the
[/O-Bit-Timing in clk-cycles with an accuracy of < 0,01 etu or 2 clk-cycles whichever is the worst.

4.4.10 Default conditions for DUT operation

Unless otherwise stated, the UICC shall be connected to aterminal simulator and the following default condition for the
UICC operation apply:

. The voltage level for Vcc (contact C1) shall besetto 3,0V.

The voltage levels for CLK (contact C3) shall be setto 0V and 3,0 V for low and high respectively.
. The clock frequency CLK (contact C3) shall be set to 5 MHz with duty cycle 50 %.

e  Theterminal simulator generated low transmission voltage level for 1/0O (contact C7) shall be set to 0V and
the current sources for high transmission and reception shall be set to -20 pA and +20 pA respectively.

e  Any level 1 user verification requirement (PIN) on the UICC shall be enabled with three VERIFY PIN
attempts and ten UNBLOCK PIN attempts remaining.

. Any level 2 user verification requirement (PIN2) on the UICC shall be enabled with three VERIFY PIN2
attempts and ten UNBLOCK PIN2 attempts remaining, if assigned.

e A Universa PIN onthe UICC shall be enabled, if the DUT is a multi-verification capable UICC supporting
the use of aUniversal PIN.

4.5 Test execution

45.1 Parameter variations

Unless otherwise specified, all tests shall be carried out once for each combination of voltage class and transport
protocol supported by the UICC in addition to the parameter variations specified individually for each test case.

Unless otherwise specified, all tests shall be carried out at a temperature of 25 °C.
45.2 Required application

4521 Application requirements

Some of the test cases specified in the present document require an application residing on the UICC. The application
shall support the required commands specified in ETSI TS 102 221 [1].

The following applications could be used for this purpose:
. aUSIM application according to ETSI TS 121 111 [2];

. alSIM application according to ETSI TS 131 103 [16];
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e aCSIM application according to 3GPP2 C.S0065 [17].
4522 Required application files

45221 Requirements for file creation and update

To test functions and commands the application used shall contain the test files defined in this clause. These DFs and
EFs shall be created in the generic application before any test case is executed. The files are used for testing purposes
only and might be deleted afterwards.

Creating the test DFs and EFs requires the SET DATA, UPDATE BINARY and UPDATE RECORD commands to be
supported and to operate properly. That implies that these generic commands, that are normally subject to test in the
present document are required to work properly in order to set up the initial conditions required to test during.

The application specific parameter depending on the application that will be used shall be set according to the
application specification listed in clause 4.5.2.1.

45.22.2 EFtrans16b
Thisisatransparent EF for testing purposes with fixed contents.

A fileidentifier not alocated to ensure that the File ID is not used by any other EF defined in any of the applications
listed in clause 4.5.2.

The suggestion isto use '6F FA'. If different values are used provide them to the terminal simulator where required.

Identifier: '6F XX' Structure: transparent Conditional
(see note)
File size: 16 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 16 TRANS16b test contents M 16 bytes

NOTE:  This file is mandatory while a card is used for testing purposes.

Coding:

Byte: 1 2 3 4 5 6 7 8 9 10 |11 |12 |13 |14 |15 |16
Hex: 00 |01 |02 |03 |04 |05 |06 |07 |08 |09 |OA |OB |OC |OD |OE |OF

45.2.2.3 EFLrar200
Thisisalinear fixed EF for testing purposes with predefined contents.

A fileidentifier not allocated to ensure that the File ID is not used by any other EF defined in any of the applications
listed in clause 4.5.2.

ETSI



Release 17

26

ETSI TS 102 230-2 V17.2.0 (2024-05)

The suggestion isto use '6F FB'. If different values are used provide them to the terminal simulator where required.

Identifier: '6F XX'

Structure: linear fixed

Conditional
(see note)

Record length: 20 bytes |

Update activity: low

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 20 LF4R20b test contents M 20 bytes
NOTE:  This file is mandatory while a card is used for testing purposes.
Coding:
1%t record 'A0 A1 A2 BO B1 B2 A0 A1 A2 A0 A1 A2 FF A0 A1 A2 A3 A4 A5 A6’
2" record 'BO B1 B2 A0 A1 A2 A0 A1 A2 BO B1 B2 FF BO B1 B2 B3 B4 B5 B6'
3" record 'BOB1 B2 AO A1 A2B0B1 B2 A0 A1 A2FF COC1C2C3C4C5C¢
4" record 'A0O A1 A2B0B1B2B0B1B2B0B1B2FFD0D1D2 D3 D4 D5 D6
45224 EFLrsar100

Thisisalinear fixed EF for testing purposes with predefined contents.

A fileidentifier not allocated to ensure that the File ID is not used by any other EF defined in any of the applications

listed in clause 4.5.2.

The suggestion isto use '6F FC'. If different values are used, provide them to the terminal simulator where required.

Identifier: '6F XX'

Structure: linear fixed

Conditional
(see note)

Record length: 10 bytes |

Update activity: low

Access Conditions:

READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 LF4R10b test contents M 10 bytes
NOTE:  This file is mandatory while a card is used for testing purposes.
Coding:
1% record ‘A0 A1 A2 BO B1 B2 A0 A1 A2 AQD'
2" record 'BO B1 B2 A0 A1 A2 A0 A1 A2 BO'
3" record 'BO B1 B2 A0 A1 A2 BO B1 B2 AQ'
4 record ‘A0 A1 A2 BO B1 B2 BO B1 B2 BO'
45.2.2.5 EFcvycaran

Thisisacyclic EF for testing purposes with predefined contents.

A fileidentifier not alocated to ensure that the File ID is not used by any other EF defined in any of the applications

listed in clause 4.5.2.
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The suggestionisto use '6F FD'. If different values are used, provide them to the terminal simulator where required.

Identifier: '6F XX' Structure: cyclic Conditional
(see note)
Record length: 3 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1t03 CYC4R3b test contents M 3 bytes

NOTE: This file is mandatory while a card is used for testing purposes.

Coding:

15t record '00 00 01' (last updated record)

2" record '00 00 02'

3" record '00 00 03'

4" record '00 00 XX' with "XX' to be set (first updated record)
45226 DF on ADF (Application DF) level

A DF for testing purposes heeds to be present as child directories of ADF used to execute the testing. The following DF
needs to be created:

DFsugpir '5F XX' (see note).

NOTE: A fileidentifier not allocated to ensure that the File ID is not used by any other DF defined in any of the
applicationslisted in clause 4.5.2.

The suggestion isto use '5F FA'. If different values are used, provide them to the terminal simulator

where required.
Contents:
1t EF EFsusTRANS
2nd EF EFsusLF
3 EF EFsuscvyc
45227 EFsueTraNS

Thisisatransparent EF for testing purposes with fixed contents.

A fileidentifier not allocated to ensure that the File ID is not used by any other EF defined in any of the applications
listed in clause 4.5.2.

The suggestion isto use '4F FA'. If different values are used, provide them to the terminal simulator where required.
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Identifier: 4F XX' Structure: transparent Conditional
(see note)
File size: 6 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to6 SUBTRANS test contents M 6 bytes

NOTE: This file is mandatory while a card is used for testing purposes.

Coding:

Byte: 1 2 3 4 5 6
Hex: OA |OB |OC |0OD |OE | OF

45.2.2.8 EFsueLr
Thisisalinear fixed EF for testing purposes with predefined contents.

A fileidentifier not allocated to ensure that the File ID is not used by any other EF defined in any of the applications
listed in clause 4.5.2.

The suggestionisto use '4F FB'. If different values are used, provide them to the terminal simulator where required.

Identifier: '4F XX' Structure: linear fixed Conditional
(see note)
Record length: 10 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to 10 SUBLF test contents M 10 bytes

NOTE: This file is mandatory while a card is used for testing purposes.

Coding:
1strecord ‘A0 A1 A2 A3 A4 A5 A6 A7 A8 A9’
2" record 'BO B1 B2 B3 B4 B5 B6 B7 B8 B9'
3 record '‘COC1C2C3C4C5C6C7C8BCY
45229 EFsuscyc

Thisisacyclic EF for testing purposes with predefined contents.

A fileidentifier not alocated to ensure that the File ID is not used by any other EF defined in any of the applications
listed in clause 4.5.2.

The suggestionisto use '4F FC'. If different values are used, provide them to the terminal simulator where required.
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Coding:

4.5.3

Identifier: '4F XX' Structure: cyclic Conditional
(see note)
Record length: 2 bytes | Update activity: low
Access Conditions:
READ PIN
UPDATE PIN2
INCREASE PIN
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
lto2 SUBCYC test contents M 3 bytes

NOTE: This file is mandatory while a card is used for testing purposes.

1strecord: |00 |01 |(last updated record)
2" record: |00 |02
3" record: |00 |03

Security conditions

PIN is used asthe synonym for all level 1 key references available on the card.

For each application available on the UICC under test conforming to ETSI TS 102 221 [1] alevel 1 key reference asthe
user verification (PIN) shall be specified for usage during test execution. In addition the application may specify a
level 2 key reference as a second user verification requirement (PIN2).

On multi-verification capable UICCs the application verification requirement may be replaced by the Universal PIN. If
aUniversal PIN is supported it may be used as PIN in test cases requiring a PIN verification.

4.5.4

Test procedure

The following statements are applicable to the test procedure clause for al test purposes contained within the present
document:

Where steps within atest procedure involve aterminal simulator sending one or more commands to the UICC,
these commands are required to be correctly executed by the UICC, with the UICC responding with status
condition of '90 00, unless otherwise stated in the test case.

Where stepsindicate that aterminal simulator shall select a particular DF or EF using an unspecified number
of SELECT commands, the terminal simulator isto send the correct sequence of SELECT commands in order
to select the required file ID from the current file ID (this may be achieved most easily by selecting from the
MF down each time).

Unless otherwise stated, the Le (P3) for all READ RECORD commands and Lc (P3) for all UPDATE
RECORD commands sent by the terminal simulator isto be that of the record length of the EF currently
selected. In the case where an EF is not currently selected, the length sent isto be 1 unless otherwise stated.

Unless otherwise stated, the offset for all READ BINARY and UPDATE BINARY commands sent by the
terminal simulator isto be'00 00'.

Unless otherwise specified, when the T = 0 protocol is used, the necessary GET RESPONSE commands are
assumed to be sent, or the same command header is assumed to be resent with P3 = Luicc at the transport layer
level in order to retrieve the available response data from the UICC.

Unless otherwise stated, the length (Le) for all SELECT, STATUS and GET RESPONSE commands sent by
the terminal simulator isto be such that all available datais read.

Unless otherwise stated, the PIN and Unblock PIN presented for VERIFY PIN, CHANGE PIN, DISABLE
PIN, ENABLE PIN and UNBLOCK PIN commands sent by the terminal simulator isto be correct.
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. Unless otherwise stated, a SELECT command sent to the UICC to select an application shall indicate the
application's AID, indicating in the command parameter that the application shall be activated.

. Unless otherwise stated, a SELECT command sent to the UICC iswith P2 ='04', indicating that the FCP shall
be returned.

. Unless otherwise stated, all RETRIEVE DATA commands sent to the UICC shall be with P2 indicating
"current EF".

o Unless otherwise stated, all SET DATA commands sent to the UICC shall be with P2 indicating "current EF".

° Unless otherwise stated, all SET DATA commands sent to the UICC shall be sent with the maximum amount
of data possible according to the data object being transmitted.

. Some other specifications which reference ETSI TS 102 221 [1] may add additional TLV's to the command
data or response data of MANAGE LS| (configure LSIs). Therefore, if the UICC isimplemented according to
such a specification then, unless otherwise specified:

- The test tool shall add suitable additional TLVsto the command data of MANAGE LS| (configure
LSls), after the '80' and (if present) '81' TLVs.

- Additional TLVsmay be present in the response data of MANAGE LS (configure LSIs), after the '80'
and (if present) '81' TLVs.

4.6 Pass criterion

A test shall only be considered as successful if the test procedure was carried out successfully under all parameter
variations with the DUT respecting all conformance requirements referenced in the test procedure, taking into account
any global UICC requirements specified in clause 4.5.4.

5 Conformance Requirements

5.1 Conformance requirement naming
This clause lists the requirements specified in ETSI TS 102 221 [1].

Requirements have only been extracted up to and including Rel-13 of ETSI TS 102 221 [1]. Requirements from Rel-14
and onwards of ETS| TS 102 221 [1] have not been extracted.

The following syntax has been used to define the unique RQ numbers.

RQ<XX>_<YY><ZZ>

XX: Main clause of the core specification in which the conformance requirement is listed.
YY: Subclause of the main clause in the core specification in which the conformance reguirement is listed.
ZZ: Continuously increasing number starting with 1.

5.2 Physical characteristics

Reference: ETSI TS 102 221 [1], clause 4.

NOTE: All references given in the requirement description are related to text, figures or tables provided in ETS
TS102 221 [1].
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RQ number

Clause

REL

Description

RQO4_0001

4.0.0

The physical characteristics of all types of UICCs shall be in accordance with
ISO/IEC 7816-1 [9] and ISO/IEC 7816-2 [10] unless otherwise specified by the
present document.

RQO4_0002

4.0.1

The physical characteristics of the ID-1 UICC shall conform to ISO/IEC 7816-1 [9]
and ISO/IEC 7816-2 [10].

RQO4_0003

4.0.1

The embossing of the ID-1 UICC shall be in accordance with ISO/IEC 7811-1 [8]
and ISO/IEC 7816-3 [11]. The contacts of the ID-1 UICC shall be located on the
front (embossed face, see ISO/IEC 7810 [7]) of the card.

RQO4_0004

4.0.2

The Plug-in UICC shall have a width of 25 mm, a height of 15 mm, a thickness the
same as an ID-1 UICC and a feature for orientation.

RQO4_0005

4.0.2

For Plug-in UICCs Annex A of ISO/IEC 7816-2 [10] applies with the location of the
reference points adapted to the smaller size. The three reference points P1, P2 and
P3 measure 7,5 mm, 3,3 mm and 20,8 mm, respectively, from 0. The values in
Figure 2 of ISO/IEC 7816-2 [10] are replaced by the corresponding values of
Figure 4.1.

RQO4_0006

4.0.3

The Mini-UICC shall have a width of 15 mm, a height of 12 mm, a thickness the
same as an ID-1 UICC and a feature for orientation.

RQO4_0007

4.0.3

For Mini-UICCs Annex A of ISO/IEC 7816-2 [10] applies with the location of the
reference points adapted to the smaller size below Figure 4.2. The values in
Figure 2 of ISO/IEC 7816-2 [10] are replaced by the corresponding values of
Figure 4.2.

RQO4_0008

4.0.4

Rel-11
upwards

The 4FF shall have a width of 12,3 mm + 0,1 mm and a height of 8,8 mm £ 0,1 mm,
with a thickness range of 0,67 mm + 0,03 mm/-0,07 mm.

RQO4_0009

4.0.4

Rel-11
upwards

For 4FF UICCs Annex A of ISO/IEC 7816-2 [10] applies with the location of the
reference points adapted to the smaller size defined in Figure 4.3. The values in
Figure 2 of the ISO/IEC 7816-2 [10] are replaced by the corresponding values of
Figure 4.3.

RQO4_0401

4.4

The standard temperature range for storage and full operational use shall be
between -25 °C and +85 °C.

RQO4_0401b

44.1

If the UICC supports specific environmental conditions, the indication mechanism,
as specified in ETSI TS 102 221 [1], shall be supported.

RQO04_0402

4411

For a UICC supporting the specific UICC environmental condition Temperature
class A, the temperature range for storage and full operational use shall be -40 °C
to +85 °C ambient temperature.

RQO4_0403

4411

For a UICC supporting the specific UICC environmental condition Temperature
class B, the temperature range for storage and full operational use shall be -40 °C
to +105 °C ambient temperature.

RQO04_0404

4411

For a UICC supporting the specific UICC environmental condition Temperature
class C, the temperature range for storage and full operational use shall be -40 °C
to +125 °C ambient temperature.

RQO4_0405

4412

A UICC supporting high humidity shall withstand the test conditions as described
within JEDEC JESD 22-A101D.01 [23] with 1 000 hour duration.

RQO4_0501

45.1.2

If contacts C4 and C8 are provided by the UICC, they shall not be connected
internally in the UICC if the UICC only contains a Telecom application and is not
using these contacts for an additional interface. For 4FF these contacts may
alternatively be connected to GND if the UICC is not using them for an additional
interface.

RQO4_0502

45.1.2

Contact C6 shall not be bonded in the UICC for any function other than supplying
VPP or when the UICC supports the optional interface defined in ETSI
TS 102 613 [19].

NOTE:  Some clause numbers were different in earlier releases of ETSI TS 102 221 [1].

5.3

Electrical specifications of the UICC - Terminal interface

Reference: ETSI TS 102 221 [1], clause 5.

NOTE: All references given in the requirement description are related to text or tables provided in ETSI
TS 102 221 [1].
RQ Number | Clause REL Description
RQO5 0001 |5 Vep shall not be supported by the 3 V and 1,8 V technology UICC.
RQO5 0002 |5 The UICC shall properly operate if the clock duty cycle is between 40 % and 60 % of

the period during stable operation. A clock cycle is defined at 50 % of Vcc from rising to
rising edge or falling to falling edge.
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RQ Number | Clause REL Description

RQO05 0003 |5 The UICC shall operate as long as no pulse is shorter than 80 ns (which is 40 % of the
shortest allowed clock period) when the terminal is switching clock frequencies.

RQO5_0004 |5 When low impedance drivers are implemented on the 1/O line, the 1/O electrical circuit
design shall insure that potential contention on the line will not result in any permanent
damage of the terminal or the UICC.

RQO5_0101 |5.1.1 The UICC shall properly operate whilst the supplied voltage is within the limits specified
in Table 5.1 of ETSI TS 102 221 [1].

RQO5 0102 |5.1.1 The current consumption of the UICC shall not exceed the value given in the tables in
clause 6.2.2 of ETSI TS 102 221 [1] during the ATR (including activation and
deactivation).

RQO5_0103 (5.1.1 When the UICC is in idle state the current consumption of the UICC shall not exceed
200 pA at 1 MHz and 25 °C.

RQO05_0104 |5.1.1 If clock stop mode is enabled, then the current consumption shall also not exceed
200 pA while the clock is stopped.

RQO5_0105 |[5.1.2 The RST contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.2 of ETSI TS 102 221 [1].

RQO5 0106 |5.1.3 The UICC shall not require any programming voltage on VPP.

RQO5_0107 |(5.1.4 The CLK contact of the UICC shall properly operate whilst the duty cycle of the supplied
clock signal is between 40 % and 60 % of the period during stable operation.

RQO5_0108 |5.1.4 The CLK contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.3 of ETSI TS 102 221 [1].

RQO5_0108a |(5.1.4 The UICC shall properly operate whilst the supplied clock (CLK) is of a frequency
between 1 MHz and 5 MHz.

RQO05_0108b |5.1.4 When only the interface specified in the present document is activated, no "internal
clock" shall be used in the UICC (see note 2).

RQO05_0109 |5.1.5 The 1/0O contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.4 of ETSI TS 102 221 [1].

RQO05_0201 (5.2.1 The UICC shall properly operate whilst the supplied voltage is within the limits specified
in Table 5.5 of ETSI TS 102 221 [1].

RQO05_0202 |5.2.1 When the UICC is in idle state, the current consumption of the UICC shall not exceed
200 pA at 1 MHz at +25 °C.

RQO5 0203 |5.2.1 Rel-9 to |When the UICC is in clock stop mode and no other interface is active, the current

Rel-11  |consumption shall not exceed 100 pA at +25 °C.
RQO05_0203a |(5.2.1 Rel-12  |When the UICC is in clock stop mode and no other interface is active, the current
upwards |consumption shall not exceed 200 pA at +25 °C if the UICCs are indicating that they
require an increased idle current in clock-stop-mode by "UICC increased idle current",
and 100 pA at +25 °C for other UICCs.

RQO5_0204 |5.2.1 Void.

RQO05_0205 |[5.2.2 The RST contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.6 of ETSI TS 102 221 [1].

RQO5_0206 |[5.2.3 The UICC shall properly operate whilst the supplied clock (CLK) is of a frequency
between 1 MHz and 5 MHz.

RQO5 0207 |5.2.3 When only the interface specified in the present document is activated, no "internal
clock" shall be used in the UICC (see note 2).

RQO5 0208 |[5.2.3 The UICC shall properly operate if the duty cycle is between 40 % and 60 % of the
period during stable operation.

RQO05_0209 |5.2.3 The CLK contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.7 of ETSI TS 102 221 [1].

RQO05_0210 |5.2.4 The 1/0 contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.8 of ETSI TS 102 221 [1].

RQO05_0301 |5.3.1 The UICC shall properly operate whilst the supplied voltage is within the limits specified
in Table 5.9 of ETSI TS 102 221 [1].

RQO05_0302 |[5.3.1 When the UICC is in idle state, the current consumption of the UICC shall not exceed
200 pA at 1 MHz at +25 °C.

RQO05_0303 [5.3.1 Rel-9to |When the UICC is in clock stop mode and no other interface is active, the current

Rel-11  |consumption shall not exceed 100 pA at +25 °C.
RQO5 0303a |5.3.1 Rel-12  |When the UICC is in clock stop mode and no other interface is active, the current
upwards |consumption shall not exceed 200 pA at +25 °C if the UICCs are indicating that they
require an increased idle current in clock-stop-mode by "UICC increased idle current",
and 100 pA at +25 °C for other UICCs.

RQO05_0304 |5.3.2 The RST contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.10 of ETSI TS 102 221 [1].

RQO05_0309 |5.3.3 The UICC shall properly operate whilst the supplied clock (CLK) is of a frequency
between 1 MHz and 5 MHz.

RQO05_0305 |5.3.3 When only the interface specified in the present document is activated, no "internal

clock" shall be used in the UICC (see note 2).
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RQ Number | Clause REL Description

RQO5 0306 |[5.3.3 The UICC shall properly operate if the duty cycle is between 40 % and 60 % of the
period during stable operation.

RQO05_0307 |5.3.3 The CLK contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.11 of ETSI TS 102 221 [1].

RQO05_0308 |5.3.4 The 1/O contact of the UICC shall properly operate whilst the supplied electrical
characteristics are within the limits specified in Table 5.12 of ETSI TS 102 221 [1].

NOTE 1: RQO05_0102 is implicitly validated by testing RQ06_0202.
NOTE 2: RQO05_0108b, RQ05, 0207 and RQ05_0305 are not tested, since it is not possible to observe the use/non-use of
an "UICC internal clock".

5.4

Initial communication establishment procedures

Reference: ETSI TS 102 221 [1], clause 6.

NOTE: All references given in the requirement description are related to text or tables provided in ETSI
TS 102 221 [1].

RQ Number Clause REL Description

RQO6_0201 [6.2.1 The supply voltage class shall be indicated in the ATR by the UICC (TAi, i > 2).

RQ06_0202 |6.2.2 Rel-9to |The maximum power consumption of the UICC during ATR it is specified in

Rel-11 Tables 6.2a and 6.2b. The UICC power consumption during ATR shall conform to
the voltage class indicated in the ATR.

RQO06_0203 [6.2.3 Rel-9to |The power consumption of the UICC is restricted to the values indicated in

Rel-11 Tables 6.2a and 6.2b until an application is selected or an alternative interface
using optional contacts is activated by the terminal.

RQO06_0204 |Void Void.

RQO06_0205 [6.2.3 Rel-12 Applications may specify their own maximum power consumption values, up to the

upwards |maximum specified in Table 6.3.

RQO06_0206 [6.2.3 If an application does not indicate its consumption, the terminal shall assume the
maximum application power consumption is as specified in Table 6.4 or within the
limit given in the TERMINAL CAPABILITY command.

RQ06_0207 |6.2.2 Rel-12 The maximum power consumption of the UICC during ATR shall not exceed the

upwards |minimum power supplied by the terminal during a UICC session as defined in
Table 6.4.
RQO06_0208 [6.2.3 Rel-12 The power consumption of the UICC after ATR is restricted to the values indicated
upwards |in Table 6.4.

RQO06_0301 [6.3 T =15 global interface parameters shall be returned by the UICC.

RQO06_0302 (6.3.1 The historical bytes indicate to the external world how to use the card. The
information carried by the historical bytes of the UICC follows ISO/IEC 7816-4 [12].

RQO06_0303 |6.3.1 The category indicator is the first byte sent by the UICC. Its value shall be '80'
which means that the historical bytes are coded in COMPACT-TLV data objects.

RQO06_0304 (6.3.1 The first information sent by the card shall be the "card data service" data object.
This data object is introduced by tag '31'.

RQO06_0305 [6.3.1 The second information sent by the card shall be the "card capabilities" data object.
This data object is introduced by tag '73".

RQO06_0306 |6.3.2 The terminal and the UICC shall at least support (F,D) = (512,8) and (512,16) in
addition to (372,1), the default values.

RQO06_0307 |[6.3.2 When this additional Di value is supported, the interface shall meet the additional
requirements specified in Table 6.6, regardless of the operating conditions used.

RQ06_0308 (6.3.3 The content and coding of the first TAi (i > 2) after T = 15 is defined in
ISO/IEC 7816-3 [11] (see note 2).

RQO06_0309 [6.3.3 The content and coding of the first TBi (i > 2) after T = 15 shall be as indicated in
Table 6.7.

RQO06_0310 |6.3 The ATR is the first string of bytes sent from the UICC to the terminal after a reset
has been performed. The ATR is defined in ISO/IEC 7816-3 [11] (see note 2).

RQO06_0401 |6.4 The terminal and the UICC shall support the PPS procedure in order to use
transmission parameters other than the default values.

RQO06_0402 [6.4 The interpretation of these parameters is according to ISO/IEC 7816-3 [11] and to
the first TBi (i > 2) after T = 15 in the ATR as defined in Table 6.7 in clause 6.3.3.

RQO06_0403 |6.4 Rel-17 The coding for PPS2 is identical to that of the first TBi (i > 2) after T = 15. The value

upwards |selected depends upon the features supported by the terminal. The content of
PPS2 is coded the same way as the first TBi (i > 2) after T = 15.

RQO06_0501 (6.5.1 The Cold Reset is performed according to of ISO/IEC 7816-3 [11] and the UICC

shall enter the negotiable mode.
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RQ Number Clause REL Description
RQO06 0502 [6.5.1 After a Cold Reset, the security status shall be reset.
RQO06_0503 [6.5.2 The Warm Reset is performed according to of ISO/IEC 7816-3 [11] and the UICC

shall enter either the negotiable or the specific mode. If the UICC enters the specific
mode, it shall present the same protocol and interface parameters (Fi, Di) as in the
session prior to the Warm Reset.

RQO06_0504 |6.5.2 Respond with an identical ATR after every Warm Reset issued within the same
session regardless of what application was active.

RQO06 0505 [6.5.2 After a Warm Reset, the security status shall be reset.

RQO06_0506 [6.5.3 A type 1 UICC shall always enter the negotiable mode after a Warm Reset.

RQO06_0507 [6.5.3 A type 2 UICC shall always enter the specific mode after a Warm Reset.

RQO6_0601 |6.6 The UICC shall support the Clock Stop procedure as defined in this clause.

The clock stop mode is indicated in TAi (i > 2) in T = 15 in the ATR, see
ISO/IEC 7816-3 [11].

RQO06_0602 |6.6 If the UICC supports any other operating conditions even together with class A,
clock stop mode shall be supported and the indication shall be set accordingly.

RQO06_0701 |6.7 The bit/character duration and sampling time specified in ISO/IEC 7816-3 [11] are
valid for all communications.

RQO6_0801 |6.8 For the UICC the error detection and character repetition procedure is mandatory
for all communications using T = 0.

RQO06_0901 |6.9 For compatibility with existing terminals, UICCs that are used in applications where

the supply voltage class indication is based on the STATUS response procedure
(see clause 6.2.3) shall support this procedure in addition to the supply voltage
class indication in the ATR as defined in the present document.

NOTE 1: Void.
NOTE 2: This requirement is not tested as it is outside the scope of the present document.

5.5 Transmission protocols

Reference: ETSI TS 102 221 [1], clause 7.

NOTE: All references given in the requirement description are related to text or tables provided in ETSI
TS102 221 [1].

RQ Number Clause Description
R The UICC shall support either T = 0 or T = 1 or both protocols. The protocols shall be

Q07_0001 7 i

supported as specified in the present document.

Both protocols T = 0 and T = 1 shall use the physical layer and character frame as defined
in clause 7.2.1.
Before the transmission of a character, the 1/O line shall be in state H.
A character consists of 10 consecutive bits: 1 start bit in state L, 8 bits, which comprise the
RQO07_0201 7.2.1 data byte and 1 even parity checking bit.
The parity bit is set, in a way, that there is an even number of bits set to '1' including the
parity bit in the character frame.
The receiver shall confirm the existence of a start bit before 0,7 etu (receiver time). Then
RQO07_0202 7.2.1 the subsequent bits shall be received at intervals of (n + 0,5 £ 0,2) etu (n being the rank of
the bit). The start bit is bit 1.
Within a character, the time from the leading edge of the start bit to the trailing edge of the
n™ bit is (n £ 0,2) etu.
The interval between the leading edges of the start bits of two consecutive characters
comprises the character duration (10 + 0,2) etu, plus a guardtime. Under error free
transmission, during the guardtime both the UICC and the terminal shall be in reception
mode (I/O line in state H), unless specified otherwise.
The data shall always be passed over the 1/O line with the most significant byte first.
RQO07_0205 7.2.1 The order of bits within a byte (that is, whether the least significant or most significant bit is
transferred first) shall be specified in character TS returned in the answer to reset.
During the transmission state the transmitter shall drive the 1/O line to the desired level
RQO07_0206 7211 using the low impedance driver, with the exception of the error indication period, e.g.
character guardtime of T = 0.
After reception of the last character in a command or response sequence when the
communication direction is changed, the entity that is in turn to transmit, terminal or UICC,
shall drive the 1/O line to the high level using the low impedance driver during the interface
inactivity period During clock stop the terminal shall drive the I/O line to high state.
The minimum interval between the leading edge of the start bits of two consecutive
characters shall be at least 12 etu.

RQO7 0101  |7.1

RQO07_0203 7.2.1

RQO7_0204  |7.2.1

RQO07_0207 7211

RQO7_0208  [7.2.2.1
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RQ Number

Clause

Description

RQO7_0209

7221

The maximum interval between the start leading edge of any character sent by the UICC
and the start leading edge of the previous character sent either by the UICC or the
terminal is the WWT. The value of the WWT shall not exceed 960 x WI x Fi/f.

RQO7_0210

7.2.2.3

When the UICC has received the command header, a response containing a procedure
byte or a status byte shall be sent to the terminal.

RQO7_0211

7.2.2.3

Both the terminal and the UICC shall be able to keep track of the direction of the data flow
and who has the access to the 1/O-line.
A normal ending of a command shall be indicated by SW1 SW2 ='90 00'.

RQO07_0212

7224

The error detection and correction procedure is mandatory for T = 0 protocol except for the
terminal during the ATR-procedure.

RQO7_0213

7224

The error is indicated on the I/O line, which is set to state L at (10,5 + 0,2) etu after the
leading edge of the start bit for the character. The I/O line shall be in state L for a
maximum of 2 etu and a minimum of 1 etu. The transmitter shall check the 1/O line for
parity error indication at (11 + 0,2) etu starting from the leading edge of the start bit, in the
character being transmitted.

RQO7_0214

7.2.2.4

If the UICC or terminal as receiver detects a parity error in a character just received, it
shall set the 1/O line to state L at (10,5 *+ 0,2) etu after the leading edge of the start bit for
the character for a maximum of 2 etu to indicate the error to the sender (see Figure 7.2).

RQO7_0215

7224

If the transmitter detects an error indication at (11 + 0,2) etu starting from the leading edge
of the start bit, in the character being transmitted, the character shall be sent again after a
minimum delay of 2 etu.

RQO7_0216

7.2.3

The protocol may be initiated as follows:
e after an ATR due to a cold reset;
e after an ATR due to a warm reset;
e after a successful PPS exchange.

RQO07_0217

7.23.11

The default value of the IFSC is 32 bytes another value may be indicated in TA3 of the
ATR. The maximum value of the IFSD is 254 bytes.

RQO7_0218

7.2.3.1.2

CWI is used to calculate CWT and shall be in the range from 0 to 5. The value is set in bits
b4 to bl in TB3. CWT is defined as the maximum delay between the leading edges of two
consecutive characters in the block.

RQO7_0219

7.2.3.15

The delay between the last character of a block received by the UICC and the first
character of the next block sent from the UICC shall be in the interval:
e BGT < delay < BWT.

RQO7_0220

7.2.3.1.7

The parameter TCi in the ATR is used to define which error detection code to use. LRC
shall be used (b1 = 0). All other bits in TCi are RFU and shall be set to 0.

RQO7_0221

7.23.2

Table 7.3: Block frame structure.
The prologue field is divided into the following three mandatory fields:
e Node ADdress byte (NAD), 1 byte;
e  Protocol Control Byte (PCB), 1 byte;
e Length (LEN), 1 byte.
The prologue field and the epilogue field are mandatory. The Information field is optional.

RQO07_0222

723211

Table 7.4: Node address byte.

Since b8 and b4 are not used, they shall be coded as '0". Below is the structure of the
NAD-byte.

In the first block sent from the terminal, a logical connection is set up based on the
addresses in SAD and DAD. Subsequent blocks with an NAD containing the same pair of
addresses are associated with the same logical connection.

Only the default value SAD = DAD = 0 shall be supported. All other combinations are
RFU.

RQO7_0223

7.2.3.2.1.2

In the T =1 protocol the following three different types of blocks are supported:
e Information block (I-block): which is used to transfer command and response
APDUSs;
e Receive-ready block (R-block): which is used to transfer acknowledgements;
e  Supervisory block (S-block): which is used to send control information.
Tables 7.5 to 7.9 present the coding of the PCB for each block-type, starting with the
I-block.

RQO07_0224

7.2.3.2.1.3

The length byte codes the number of bytes in the Information field of the block. The
number of bytes in the information field may vary in the range from 0 byte to 254 bytes,
depending on the type of block.

RQO7_0225

7.2.3.2.1.3

The value LEN = '00' indicates that the information field is absent and the value 'FF'is
RFU.

RQO7_0226

7.2.3.2.2

The epilogue field contains the Error Detection Code-byte (EDC), which transfers the error
detection code of the transmitted block.

RQO7 0227

7.2.32.2

The LRC as defined in ISO/IEC 7816-3 [11] shall be used.
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RQ Number

Clause

Description

RQO7_0228

7.2.3.2.3

Block notations:
e |-block;
e R-block;
e  S-block.

RQO7 0229

7.2.3.3

The first block sent to the UICC shall be either an I-block with N(S) = 0 or an S-block.

RQO7_0230

7.2.3.3

If a sender S sends I(Ns (S), 0), the block is acknowledged by the receiver R with an I(Nr
(S), M). The contents of I(Nr (S)) indicate data transfer data and that the receiver is ready
to receive the next block from the sender.

RQO07_0231

7.2.3.3

If a sender S sends an I(Ns(S), 1) it should be acknowledged by the receiver R with
R(Nr(R)), where Ns(S) # Nr(R), to indicate that the received block was correct and that the
receiver is ready to receive the next block.

RQO07_0232

7.2.3.3

The UICC might need more than BWT to process the previously received block, an S(WTX
request) is sent by the UICC. The terminal shall acknowledge with an S(WTX response).
The new allocated time starts at the leading edge of the last character of the S(WTX
response).

RQO7_0233

7.2.33

To change the value of IFSD, the terminal sends an S(IFS request). The request shall be
acknowledged by the UICC with an S(IFS response) with the same INF. The new IFSD is
assumed to be valid as long as no new S(IFS request) has been received by the UICC.

RQO07_0234

7.2.3.3

When the receiver has received the number of characters as indicated in the value of the
LEN and EDC the receiver returns the right to send.

RQO7_0235

7.2.3.4

Resynchronization of the protocol may be attempted at three consecutive levels. If one
level is unsuccessful, then the next level is tried.
For the UICC, the three levels are:

e Retransmission of blocks.

e Use of S(RESYNCH response).

e Without action by the terminal, the UICC becomes unresponsive.

RQO7_0236

7.234.1

But if the terminal fails to receive an error-free block, in the beginning of the protocol, a
maximum of two more successive attempts to receive the block is allowed before resetting
or a deactivation of the card takes place.

RQO7_0237

7.234.1

When the protocol has been initiated and the first block received by the UICC is invalid,
the UICC responses with an R(0).

RQO7_0238

7.234.1

If the terminal fails to receive an error-free block during a card-session, a maximum of two
further attempts is allowed before an S(RESYNCH request) is sent.

RQO7_0239

7.2.34.2

When an I-block has been sent and a BWT time-out occurs or an invalid block has been
received (with the terminal), an R-block is sent, which request with its N(R) for the
expected I-block with N(S) = N(R).

RQO7_0240

7.2.34.2

When an R-block was sent and an invalid block is received or BWT time-out, the R-block
shall be resent.

RQO7_0241

7.2.34.2

When an S(...request) has been sent and either a BWT time-out occurs or the received
response is not an S(...response), the S(...request) shall be resent (see note 2).

RQO07_0242

7.2.3.4.2

But if an S(...response) has been sent and either an invalid block is received or a BWT
time-out, an R-block shall be sent (see note 1).

RQO7_0243

7.2.3.4.2

When the UICC sends an S(IFS request) and receives an invalid block, the S(IFS request)
shall be resent maximum one extra time to receive an S(IFS response). After the second
failure to receive an S(IFS response), the UICC shall stay in reception mode (see note 2).

RQO7_0244

7.2.35

The value of the M-bit in the PCB byte of the I-block controls the chaining function
according to:

e M=0, the block is not chained to the next block;

e M =1, the block is chained to the next block, which shall be an I-block.
When a receiver receives a more-data I-block, an R(N(R)) shall be sent. N(R) = N(S) of
the expected I-block. At least one chained block should follow.
A physical error, e.g. buffer overrun, in the UICC can cause an error in a chaining process.
To abort a chain an S(ABORT request) can be sent by either the sender or the receiver.
The request shall be answered with an S(ABORT response). When the S(ABORT
response) has been received an R-block may be sent to either the terminal or the UICC to
give back the right to send to either.

RQO7_0245

7.2.35.1

When the UICC is the receiver, the UICC shall accept a sequence of chained I-blocks sent
from the terminal. The length of each block shall be equal to the value of IFSC except for
the last block whose length can be any value in the range of 0 to IFSC.

RQO7_0246

7.2.35.1

When the UICC is the sender, all I-blocks of a chain shall have LEN < IFSD bytes per
block.

RQO7_0247

7.2.35.1

When the UICC is the receiver and receives block with LEN > IFSC, the block shall be
rejected and acknowledged with an R-block with bits b1 to b4 in the PCB having a value of
2

RQO7_0248

7.2.31.7

WTX shall be used to ask for more time to process a command.

RQO7 0249

7.232.1.4

Table 7.10: Information field.
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RQO7_0301

7.3.11.1

On receipt of the command header the UICC, under normal processing, shall return status
to the Transport Layer of the terminal.

RQO7_0302

73111

On receipt of the command header the UICC, under abnormal processing, shall return
status to the Transport Layer of the terminal.

RQO7_0303

73111

The UICC shall analyse the T = 0 command header to determine whether it is processing
a case 1 command or a case 2 command requesting all data up to the maximum length
available.

RQO7_0304

7.3.11.2

On receipt of the command header the UICC, under normal processing shall return data
and status to the Transport Layer of the terminal.

RQO7_0305

7.31.1.2

On receipt of the command header the UICC, under abnormal processing shall return
status only to the Transport Layer of the terminal.

RQO7_0306

7.3.1.1.3

On receipt of the command header, if the UICC:

a) returns a procedure byte, the Transport Layer of the terminal shall send the data
portion of the conditional body of the C-APDU to the UICC under the control of
procedure bytes returned by the UICC;

b) returns status, the Transport Layer of the terminal shall discontinue processing
the command.

RQO7_0307

7.3.1.1.3

If the processing was not discontinued, the UICC shall return status following receipt of the
conditional body of the C-APDU and completion of processing the command.

RQO7_0308

7.3.1.1.3

On receipt of status from the UICC, the Transport Layer of the terminal shall discontinue
processing the command.

RQO7_0309

7.31.14

On receipt of the command header, if the UICC:

a) returns a procedure byte, the Transport Layer of the terminal shall send the data
portion of the conditional body of the C-APDU to the UICC under the control of
procedure bytes returned by the UICC;

b) returns status, the Transport Layer of the terminal shall discontinue processing of
the command.

RQO7_0310

7.3.11.4

If processing was not discontinued, following receipt of the conditional body of the
C-APDU, the UICC:
a) under normal processing, shall return procedure bytes '61xx' to the Transport
Layer of the terminal requesting the Transport Layer of the terminal to issue a
GET RESPONSE command to retrieve the data from the UICC;
b) under abnormal processing, shall return status only to the Transport Layer of the
terminal.

RQO7_0311

7.3.11.4

On receipt of the procedure bytes or status returned in, if the UICC:

a) returned '61xx' procedure bytes, the Transport Layer of the terminal shall send a
GET RESPONSE command header to the UICC with P3 set to a value less than
or equal to the value contained in the 'xx' byte of '61xx' procedure bytes;

b) returned status that indicates a warning ('62xx’ or '63xx"), or which is application
related ('9xxx' but not '9000"), the Transport Layer of the terminal shall send a
GET RESPONSE command with Le ='00";

c) returned status other than that described, the Transport Layer of the terminal
shall discontinue processing of the command.

RQO07_0312

7.3.11.4

If processing was not discontinued, the GET RESPONSE command shall be processed
according to the rules for case 2 commands.

RQO7_0313

7.3.1.15.1

If the UICC receives a case 2 command header and Le ='00" (with Luicc < 256 bytes) or
Le > Luicc, under normal processing it shall return procedure bytes '6C Luicc' instructing
the Transport Layer of the Terminal to immediately re-send the command header with
P3 = Luicc.

RQO7_0314

7.3.1.15.1

If the UICC receives a case 2 command header and Le ='00" (with Luicc < 256 bytes) or
Le> Luicc, under abnormal processing it shall return status indicating a warning or error
condition (but not SW1 SW2 ='90 00").

RQO7_0315

7.3.1.15.1

If the UICC receives a case 2 command header and Le ='00" (with Luicc = 256 bytes) or
Le = Luicc, under normal processing it shall return data of length Le (= Luicc) under the
control of the INS, INS, or '60' procedure bytes followed by the associated status or
procedure bytes '61xx'.

RQO7_0316

7.3.1.15.1

If the UICC receives a case 2 command header and Le ='00" (with Luicc = 256 bytes) or
Le = Luicc, under abnormal processing it shall return status indicating a warning or error
condition (but not SW1 SW2 ='90 00").

RQO07_0317

7.3.1.15.1

If the UICC receives a case 2 command header and Le < Luicc, under normal processing

it shall return data of length Le under the control of the INS, INS or '60' procedure bytes
followed by procedure bytes '61xx'.

RQO7_0318

7.3.1.15.1

If the UICC receives a case 2 command header and Le < Luicc, under abnormal
processing it shall return status indicating a warning or error condition (but not
SW1 SW2 ='90 00).
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If the UICC receives a case 4 command, after processing the data sent with the C-APDU,

it shall return:

RQO07_0319 7.3.1.15.2 a) procedure bytes '61 xx' instructing the transport layer of the terminal to issue a
GET RESPONSE command with a maximum length of 'xx'; or

b) status indicating a warning or error condition (but not SW1 SW2 ='90 00".

If the UICC returns a status which indicates:

a warning ('62XX' or '63XX");

an application condition ("9XXX");

or a successful execution of the command ('9000");

then it shall also return data (if available) associated with the processing of the
command. No data shall be returned with any other status.

The contents of the INF of the I-block are mapped onto the R-APDU without change and
returned to the application layer of the terminal.

RQO7 0320  [7.3.2

RQO07_0321 7.3.2.1 The response received from the INF in the I-block is mapped unchanged to the R-APDU.

RQO7 0322 7322 The R-APDU consists of either the INF of the I-block or the concatenation of the INF of

successive I-blocks all received in the same response, which all shall be chained.
7.3.2.1

RQO07_0323 7320

The INF of the I-block is mapped to the R-APDU without any changes.

The C-APDU shall be mapped to the INF of the I-Block and the received response from
RQO07_0324 7.3.2.3 the INF in the I-Block shall be mapped to R-APDU according to Figure 7.12 in ETSI
TS 102 221 [1].

The response consists of either the INF of an I-block received in the response or the

RQO7_0325 /324 concatenation of INF of successive I-blocks in response, which all shall be chained.

Normal status on completion of processing a command is indicated if the UICC returns

RQO7_0326 7311 status words '9000' to the transport layer of the terminal.

The status returned by the UICC shall relate to the most recently received command.
Where a GET RESPONSE command is used to complete the processing of a case 2 or
RQO07_0327 7.31.1 case 4 command, any status returned by the UICC after receipt of the GET RESPONSE
command shall relate to GET RESPONSE command, not to the case 2 or case 4
command which it completes.

Both command and response messages may contain data. Thus, four cases shall be
RQO07_0401 7.4 managed by the transmission protocols via the transport layer, as shown in Table 7.11
(Definition of cases for data in APDUS) (see note 3).

Each step in an Application Layer exchange consists of a command-response pair, where
the Application Layer of the terminal sends a command to the UICC via the Transport
RQO07_0402 7.4 Layer of the terminal, and the UICC processes it and sends a response to Application
Layer of terminal using the Transport Layer of the UICC and the Transport Layer of the
terminal (see note 3).

NOTE 1: This requirement is not tested as it is not possible to force the UICC to issue a WTX request.
NOTE 2: This requirement shall not be tested as it is not possible to meet the test criteria.
NOTE 3: This requirement are tested for each UICC commands described in clause 6.8.

5.6 Application and file structure

Reference: ETSI TS 102 221 [1], clause 8.

RQ Number | Clause REL Description

RQO08_0101 8.1 All applications are uniquely identified by application identifiers that are obtained
- ) from EFpir. These application identifiers are used to select the application.

EFbir, EFpL and EFiccip are all mandatory and reside directly under the Master

RQO8_0102 (8.1 Filo

DFteLecom is optional. If present it resides under the MF and use the reserved FID

RQO08_0103 8.1 7E 10",

A Dedicated File (DF) allows for a functional grouping of files. It can be the parent
of DFs and/or EFs. DFs are referenced by file identifiers (see note).

An Application DF (ADF) is a particular DF that contains all the DFs and EFs of an
application (see note).

An EF with a transparent structure consists of a sequence of bytes. When reading
or updating, the sequence of bytes to be acted upon is referenced by a relative
address (offset), which indicates the start position (in bytes), and the number of
bytes to be read or updated.

The first byte of a transparent EF has the relative address '00 00'. The data length
is indicated in the SELECT response of the EF.

RQO8_0201 [8.2.1

RQO8_0202 [8.2.1

RQO8_0203 [8.2.2.1

RQO8_0204 [8.2.2.1
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RQO08_0205

8.2.2.2

An EF with linear fixed structure consists of a sequence of records all having the
same (fixed) length. The first record is record number 1. The length of a record as
well as this value multiplied by the number of records are indicated in the SELECT
response of the EF.

RQO08_0206

8.2.2.2

There are several methods to access records within an EF of this type:

e absolutely using the record number;

e when the record pointer is not set it shall be possible to perform an
action on the first or the last record by using the NEXT or PREVIOUS
mode;

e when the record pointer is set it shall be possible to perform an action on
this record, the next record (unless the record pointer is set to the last
record) or the previous record (unless the record pointer is set to the first
record);

e by identifying a record using pattern search.

RQO8_0207

8.2.2.2

If an action following selection of a record is aborted (e.g. due to an unsuccessful
execution of a command), then the record pointer shall remain set at the record at
which it was set prior to the action.

RQO8_0208

8.2.2.2

It is not possible, at present, to have more than 254 records in a file of this type,
and each record cannot be greater than 255 bytes.

RQO08_0209

8.2.2.3

When all records have been used for storage, then the next storage of data shall
overwrite the oldest information.

An EF with a cyclic structure consists of a fixed number of records with the same
(fixed) length. In this file structure there is a link between the last record (n) and
the first record. When the record pointer is set to the last record n, then the next
record is record 1. Similarly, when the record pointer is set to record 1, then the
previous record is record n. The last updated record containing the newest data is
record number 1, and the oldest data is held in record number n.

RQO8_0210

8.2.2.3

For update operations only PREVIOUS record shall be used. For reading
operations, the methods of addressing are Next, Previous, Current and Record
Number.

RQO8_0211

8.2.2.3

If an action following selection of a record is aborted (e.g. due to an unsuccessful
execution of a command), then the record pointer shall remain set at the record at
which it was set prior to the action.

RQO8_0212

8.2.2.3

It is not possible, at present, to have more than 254 records in a file of this type,
and each record cannot be greater than 254 bytes.

RQO8_0213

8.2.2.4

A BER-TLV structure EF is seen at the interface as a set of data objects
accessible by commands for handling data objects. The type of data objects in the
EF is BER-TLV. A tag can only appear once in an EF.

RQO08_0301

8.3

A File IDentifier (FID) is used to address or identify a specific file. The FID
consists of two bytes and shall be coded in hexadecimal notation.
FIDs shall be subject to the following conditions:
e the FID shall be assigned at the time of creation of the file concerned;
e no two files under the same parent shall have the same ID;
e the immediate children of the current DF, the parent DF or the immediate
children of the parent DF shall not have the same FID.

RQO8_0302

8.3

A path is a concatenation of FIDs. The path starts from MF or the current DF, and
ends with the identifier of the file itself. The order of the FIDs is always in the
direction from father to child.

RQO8_0303

8.3

A Short File Identifier (SFI) is coded as 5 bits valued in the range from 1 to 30. No
two files under the same parent shall have the same SFI.

RQO08_0304

8.3

A DF name is coded on 1 to 16 bytes. The DF name is the AID and shall be
unique within a card.

RQO08_0305

8.3

The reserved FID '"7FFF' can be used as a FID for the ADF of the current active
application on a given logical channel.

RQO8_0401

8.4

After the UICC activation and the Answer To Reset (ATR), the Master File (MF) is
implicitly selected and becomes the current directory.

RQO08_0402

8.4.1

Selecting a DF, an ADF or the MF sets the current directory. After such a
selection there is no current EF. Selecting an EF sets the current EF and the
current directory remains the DF, ADF or MF, which is the parent of this EF. The
current EF is always a child of the current directory.

RQO08_0403

8.4.1

Only the ADF of the current application can be selected by FID.

RQO8_0404

8.4.1

Any application specific command shall only be operable if it is specific to the
Current Directory.
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RQO08_0405

8.4.1

The following files may be selected, by File IDentifier (FID) referencing, from the
last selected file:
e any file which is an immediate child of the current directory;
any DF which is an immediate child of the parent of the current DF;
the parent of the current directory;
the current DF;
the ADF of the current active application;
e the MF.

RQO8_0406

8.4.1

Table 8.1.

RQO08_0407

8.4.2

Table 8.2.

RQO8_0408

8.4.2

In the case of 'select by path from MF", the terminal may use the special file-id
'"TFFF' (see clause 8.3) at the beginning of the path. It indicates that the path
begins at the ADF of the current active application on this logical channel.
The following restrictions apply:
e Inthe case of "select by path from MF", the terminal shall not use the file
identity of the MF (i.e. '3F00") at the beginning of the path.
e Inthe case of "select by path from current DF", the terminal shall not use
the special file-ID '7FFF' at the beginning of the path.
e Inthe case of "select by path from MF" or "select by path from current
DF", the terminal shall not use the file identity of the current DF.
e Inthe case of "select by path from MF" or "select by path from current
DF", the terminal shall not use an empty data field.

RQO8_0409

8.4.3

Any EF within a DF can be implicitly selected without giving a SELECT command
by applying one of the following commands at the DF or ADF level and giving a
Short File Identifier (SFI) as a part of the command:
e READ BINARY;
UPDATE BINARY;
READ RECORD;
UPDATE RECORD;
INCREASE;
SEARCH RECORD;
RETRIEVE DATA,; or
e SET DATA.

RQO08_0410

8.4.3

Support of SFI for a specific file is indicated if the FCP of the file contains a TLV
DO with tag '88'. If the length is 0 it indicates that the file does not support
referencing by SFI. If the TLV DO is not present in the FCP it indicates that the
5 least significant bits of the FID are used as SFI.

RQO8_0411

8.4.3

When the READ RECORD command contains a valid SFl, it sets the file as the
current EF and resets the current record pointer. Subsequent records are read
with the READ RECORD command without SFI.

RQO8_0412

8.4.3

When the UPDATE RECORD command contains a valid SFl, it sets the file as the
current EF and resets the current record pointer. Subsequent records are updated
with the UPDATE RECORD command without SFI.

RQO08_0413

8.4.3

When the INCREASE command contains a valid SFl, it sets the file as the current
EF and resets the current record pointer. Subsequent records are increased with
the INCREASE command without SFI.

RQO8_0414

8.4.3

When the SEARCH RECORD command contains a valid SFl, it sets the file as
the current EF and resets the current record pointer. Subsequent records are
searched with the SEARCH RECORD command without SFI.

RQO8_0415

8.4.3

When the RETRIEVE DATA command contains a valid SFl, it sets the file as the
current EF and resets the current tag pointer. If segmentation over several APDUs
is used to retrieve long structures, subsequent RETRIEVE DATA commands shall
be used without SFI.

RQO08_0416

8.4.3

When the SET DATA command contains a valid SFl, it sets the file as the current
EF and resets the current tag pointer. If segmentation over several APDUs is
used to set long structures, subsequent SET DATA commands shall be used
without SFI.

RQO8_0501

8.5

An application may be either explicitly or implicitly referenced.

An application is activated by explicit selecting it with the AID. This sets the
application's ADF as the current ADF.

A current ADF can be referenced by FID with the implicit reference value '7FFF".

RQO08_0502

8.5.1.1

A selectable application, represented in the UICC by the AID, shall be referenced
by a DF name coded on 1 byte to 16 bytes. Each name shall be unique within a
UICC. A DF name can be used in the SELECT command to select a selectable
application.
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RQO8_0503

8.5.1.2

If several applications starting with the same byte content in the AID are present
on the card, the application selected is depending upon the value specified in P2.
The interpretation of next, previous and first is to be specified by the application.
The application that is selected using these parameters shall match the partial DF
name provided in the SELECT command.

RQO8_0504

8.5.1.2

A selectable application can also be selected using a partial DF name (when

P1 ='04") using the P2 parameters first and only occurrence, next, previous or last
as defined in ISO/IEC 7816-4 [12]. In this case, the DF name is right truncated. If
the "last" option is indicated in P2, the selected application is the last active
application matching the partial DF name, even if it was during a previous card
session.

Selection of an application using a partial DF name is optional for mono
application cards, but a multi-application card shall support it. The card shall
indicate the support of this feature in the "card service data" and the "card
capabilities" compact-TLV objects of the ATR historical bytes as specified in
ISO/IEC 7816-4 [12].

If the UICC does not support selection with partial DF name, the UICC shall
respond with an appropriate response (e.g. command parameters not supported
'6A86").

RQO8_0505

8.5.2

The verification status of the application PIN is updated according to the
application's session activation procedure, as specified by the application.

RQO08_0506

8.5.2

The application session is initiated when the terminal sends a SELECT command,
with the application's AID, indicating in the command parameters that the
application shall be activated.

After having selected the application the UICC evaluates the security environment
for this application. The SE is set according to the verification requirements for the
application see table 9.1.

The verification status of the application PIN is updated according to the
application's session activation procedure, as specified by the application.

There can only be one active selectable application session on a given logical
channel. Therefore, in order to activate a new selectable application session in
parallel to another, a new logical channel shall be opened.

RQO8_0507

8.5.3

An application may have a session termination procedure to be performed before
the application is terminated. This procedure shall be described in the application
specification. Before this procedure is executed, the terminal may send to the
UICC a specific STATUS command indicating that the termination procedure of
the application will start. After this termination procedure has been executed the
terminal and the application are in a well-defined state.

The verification status of the application PIN is updated according to the
application's session termination procedure, as specified by the application.

RQO08_0508

8.5.3

An application session is then terminated if any of the following events occur on
each logical channel that the application session has been activated on:

o Implicitly; if a SELECT by DF name command with an AID different from
the currently active application is performed by the UICC, indicating in
the command parameters that this new application shall be activated.

e  Explicitly; if the application is reselected using the SELECT by DF name
command with the AID corresponding to the currently active application,
and indicating in the command parameters that the application shall be
closed; The current directory, current EF and current application are the
same as after the ATR on logical channel zero.

If the logical channel is closed.
An application session is also terminated when the terminal performs a reset of
the UICC.

RQO8_0509

8.5.4

An application is reset if the application is reselected using the SELECT by DF
name command with the AID corresponding to the currently active application,
indicating in the command parameters that the application shall be activated.

RQO08_0510

8.5.4

Reset initializes the application session activation procedure. The security status
of the application is updated according to the application's session activation
procedure, as specified by the application.

RQO08_0601

8.6

The following ADF is reserved for operational use (implicit FID for the current
ADF):
e TFFF.
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RQO8_0602

8.6

The following Dedicated File IDs are reserved for operational use by UICC:
e '7F10' (DFtELECOM), '7TF20'(DFGsm), '7F21'(DFpcsis00), '7F23'(DFFp-cTs)';
'7F11' (DFco);
'"7F22' (DFis-41);
7F24'(DFTiaEIA-136);
'"7TF25'(DFTia/EIA-95).
e '7F2X', where X ranges from '6' to 'F'.
For information:
e '7F31' (DFipen) is used in the iDEN specification.
e '7F80' (DFepc) is used for the Japanese PDC specification.
e '7F90' (DFteTRA) is used for the TETRA specification.
reserved under '7F10":
e '5F50'(DFcrapHics); '5F3A'(DFpHoneBOOK); 'SF3B' (DFMuLTIMEDIA),
e '5F3C' (DFmwmss).

RQO8_0603

8.6

The following Elementary File Ids shall be reserved for operational use by UICC:
e '6F 2X', '6F 3X, '6F 4X'in '7F 10" and '7F 2X};
e '4F YX', where Y ranges from '2' to 'F' in all 2nd level DFs;
e '2F05', '2F06'and '2F 1X'in the MF '3F 00';
Operational use ISO/IEC 7816-4 [12]:
e '2F00' EFpr, '2F01' EFaTr in the MF '3F00".
In all the above, X ranges, unless otherwise stated, from '0' to 'F'.

RQO08_0604

8.6

The following Dedicated File IDs shall be reserved for administrative use by UICC:
e '7F 4X','5F1X' and '5F2X'.

This REQ shall not be tested as the administrative functionality is outside the

scope of the present document.

RQO08_0605

8.6

Rel-9 to
Rel-11

The following Elementary File Ids shall be reserved for administrative use by
UICC:

e '6F XX'in the DFs '7F 4X'; '4F XX' in the DFs '5F 1X', '5F2X’;

e '6F 1X'in the DFs '7F 10', '7F 20", '7F 21"

e '4F 1X'in all 2" evel DFs;

e '2F EX'inthe MF '3F 00'.
This REQ shall not be tested as the administrative functionality is outside the
scope of the present document.

RQO08_0606

void

Void.

RQO08_0607

8.6

Rel-12
upwards

The following Elementary File IDs shall be reserved for administrative use by
UICC:

e '6F XX'in the DFs '7F 4X'; '4F XX' in the DFs '5F 1X', '5F2X';

e '6F 1X'inthe DFs '7F 10', '7F 20", '7F 21"

e '4F 1X'in all 2" level DFs;

e '2F EX'in the MF '3F 00'.; '2F07"' EFenv-cLassEs (specified in ETSI

TS 102 671 [i.3]).

This REQ shall not be tested as the administrative functionality is outside the
scope of the present document.

RQO8_0701

8.7

A UICC which supports logical channels indicates it in the ATR, together with the
assignment methods and maximum number of logical channels it supports. The
UICC supporting logical channels shall support: at least one channel in addition to
the basic channel; and logical channel number assignment by the UICC.

RQO08_0702

8.7

In order to be accessed from several logical channels at the same time, a given
file (EF, DF, ADF) shall be indicated as "shareable" in its file descriptor.

RQO8_0703

8.7

A logical channel is opened by using a MANAGE CHANNEL command, in which
the card assigns a channel number and returns it in the response.

RQO8_0704

8.7

The logical channel remains open until it is explicitly closed by a MANAGE
CHANNEL command, or if the UICC is deactivated.

RQO08_0705

8.7

When the open function is performed from the basic channel, then after a
successful open, the MF shall be implicitly selected as the current DF. When the
open function is performed from a logical channel which is not the basic one, then
after a successful open, the current DF of the logical channel from which the
command was issued shall be selected as the current DF. In both cases, no
current EF is selected in the new logical channel.

RQO08_0706

8.7

Once a new channel is opened, the current DF and the current EF are
independent per each logical channel.

RQO08_0707

8.7

If the MANAGE CHANNEL command is performed on a DF or ADF that is not
shareable, the card shall respond with an appropriate error message. The
response shall indicate that the command is not allowed. No new channel is
opened.
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RQ Number | Clause REL Description

A file (EF, DF or ADF) can be accessed (selected, read, updated, deleted,
deactivated, activated, increased, searched, etc.) concurrently by different
applications:
e by terminal applications through different logical channels;
e by UICC-based applications such as remote file management and toolkit
applications.

RQ08_0801 8.8

If a file is indicated as shareable, then applications may perform authorized
operations on the file independently of whether or not the file is the current file of
any other application.

A consequence of the first rule is that if changes to a shareable file are permitted
by the file's security conditions, then the file can be changed by one application
while it is currently selected and being used by a second application. Descriptions
of individual commands include the details of behaviour interaction in the
shareable case.

RQO8_0802 [8.8

If a file is indicated as not-shareable and is the current file of one application, then
another application cannot perform any operation on the file regardless of
authorization.

RQO08_0803 8.8 A consequence of the second rule is that an application acquires exclusive access
to a not-shareable file by successfully selecting it. Access by any other
application, including an attempt to select the file, shall return the status word
'6985' (Conditions of use not satisfied).

For the purpose of this clause, concurrent access to a file by two executing
RQO08_0804 8.8 instances of a single application is considered to be accessed by two different
applications.

Support of secure channels is optional for the terminal and the UICC. The support

RQ08_0901  18.9 by the UICC is indicated in the ATR,

Logical channel 0 cannot be a secure channel for application to application secure

RQ08_0902 8.9 channel.

A secure channel is created by first opening a logical channel, and then securing

RQ08_0903  18.9 the channel using the MANAGE SECURE CHANNEL command.

A Platform to Platform APDU secure channel shall only be allowed on logical
channel 0. Logical channel use shall be allowed within a Platform to Platform
RQO08_0904 8.9 secure channel. All commands other than MANAGE SECURE CHANNEL,
TRANSACT DATA and GET RESPONSE are secured by using a Platform to
Platform secure channel, including proactive commands.

For the application-to-application secure channel, a UICC application shall be
selected by one of the following mechanisms:
e a UICC application becomes explicitly selected before the MANAGE
RQO08_0905 8.9 SECURE CHANNEL - Establish SA - Master SA command; or
e a UICC application becomes implicitly selected upon successful
completion of a MANAGE SECURE CHANNEL - Establish SA - Master
SA command.

If the UICC supports the UICC-CLF interface as defined in ETSI TS 102 613 [19],

RQO8_1001 8.10 this interface shall be assigned to at most one LSE.

NOTE:  This requirement shall not be tested as the SELECT function requires the file ID in order to select the files.

5.7 Security features

Reference: ETSI TS 102 221 [1], clause 9.

RQ Number |Clause Description

A multi-verification capable UICC conforming to the present document shall, from the security
context point of view, support more than one level 1 user verification requirement (PIN). The
specific key reference for the level 1 PIN is specified by each application in accordance with
table 9.3. A multi-verification capable UICC shall support the use of a universal PIN. A
multi-verification capable UICC shall support access rules defined in security attributes
indicated in tag '8B' (i.e. referenced to expanded format).

A single verification capable UICC shall, from the security context point of view, support one
level 1 user verification requirement (PIN) as defined in Table 9.3.

The coding of the level 1 and level 2 user verification requirement shall be according to
table 9.3.

In order to perform commands other than SELECT and STATUS/GET RESPONSE, the
security condition for the file shall be met.

RQO9_0100 (9.1

RQ09_0101 (9.1

RQO9_0102 (9.1

RQ09_0201 (9.2
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RQ Number

Clause

Description

RQO9_0202

9.2

If the UICC cannot determine the access condition for the requested access to a file, then the
requested access to this file shall not be granted and the card shall return an error status
word '6982' (Security status not satisfied).

RQO9_0203

9.2.4

The content of each AM byte (in compact format) or AM_DO (in expanded format) shall be
unique within the same access rule.

RQO9_0204

9.2.4

SC_DOs OR and relations shall contain at least two access conditions.

RQO09_0205

9.24

An access rule can be indicated in the FCP in one of the following ways:
e Tag '8C' Security attributes: Compact format.
e Tag 'AB' Security attributes: Expanded format.
e Tag '8B' Security attributes: Referenced to expanded format.

RQO09_0206

9.25

The compact format is indicated by tag '8C' in the FCP. In the compact format an access rule
consists of an AM byte and one or more SC bytes as defined in ISO/IEC 7816-4 [12].

RQO09_0207

9.25

The AM byte conveys two types of information. The interpretation of the AM byte itself (coded
on b8), and the number of SC bytes following, this is equal to the number of bits set to '1'in
bits b7 to bl in the AM byte. If b8 in the AM byte is set to '0' the interpretation of bits b7 to bl
is as defined in ISO/IEC 7816-4 [12]. If b8 in the AM byte is set to '1' the usage of bits b7 to
b4 is proprietary.

RQO09_0208

9.25

When multiple sets of an AM byte and one or more corresponding SC bytes are present in
the value field they present an OR condition.

RQO09_0209

9.2.6

The structure of the security attribute in expanded format is as follows:

Tag|Length| AM_DO
tag
See
ISO/IEC
7816-4 7816-4 7816-4

[12] [12] [12]

AM_DO| SC DO
tag
See

ISO/IEC

SC DO | AM_DO
tag
See

ISO/IEC

AM_DO| SC_DO
tag
See
ISO/IEC
7816-4

[12]

SC_DO

"AB'

RQO9_0210

9.2.7

The structure of the access rule referencing DO is as follows:

Tag Value
8B’

‘8B’

Length
03"
'02' + nx'02'

File ID, record number.
File ID, SE IDn1, Record number X, SE IDn2, Record number Y,
etc.

RQO9_0211

9.2.7

The option with the SE ID referencing shall be used in an application where several security
environments exist.

RQO09_0301

9.3.1

A multi-application capability UICC shall support the use of SE00 and SEO1 in order to allow
application verification requirement to be replaced by the Universal PIN.

RQ09_0302

9.3.1

Table 9.1 of the ETSI TS 102 221 [1]: PIN mapping into SE.

RQO9_0303

9.3.1

The Security Environment when no application is active on a given logical channel
(SE_No_Active_Application) is set as follows: all application PINs assigned on the UICC are
considered as APPL_PIN; if at least one of the application PINs is disabled, the SE is SE#00
except for the case where the Universal PIN is enabled but the default usage qualifier (see
clause 9.5.2) is set to "do not use" as defined in Table 9.1 (DUUP).

RQO9_0304

9.3.1

This Security Environment is valid under the MF and under its child DFs/EFs as long as no
application is active.

RQO09_0305

9.3.1

The Security Environment when an application is active on a given logical channel
(SE_Active_Application) is determined as in Table 9.1 with the APPL_PIN being the
Application PIN of the active application. This Security Environment is valid under the
ADF/MF and their child DFs/EFs.

RQO09_0306

9.3.2

A UICC supporting logical channels has the security environment set during the application
activation and is valid for the logical channel on which the application is activated. The
security environment remains the same on this logical channel until a new application is
selected or the status of the PIN status DO has changed, i.e. the application or universal PIN
status has been changed from disabled to enabled or vice versa.

RQO9_0307

9.3.2

The security environment of an application running on a logical channel is inherited when a
new channel is opened from the non-basic channel. It is evaluated as after the ATR and set
as the SE_No_Active_Application when the new channel is opened from the basic channel.

RQO9_0308

9.3.2

Any command issued on a logical channel affecting the SE setting only affects the SE on the
channel where the command was issued and other channels with inherited security from this
channel. The SE change on a channel with inherited security also changes the SE on the
channel from which the security status was inherited.

RQO9_0401

9.4.1

The Universal PIN is a global access condition that has been assigned a key reference value
'11'. This key reference value shall not be used for anything else but to indicate the Universal
PIN.

RQO9_0402

9.4.1

A multi-application UICC according to the present document shall support the usage of a
Universal PIN.
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RQ Number

Clause

Description

RQO9_0403

9.4.1

If an application allows the use of the Universal PIN as replacement PIN, the Universal PIN
shall be part of the access condition for this application on a multi-application UICC that
complies to the present document.

RQO09_0404

9.4.1

In case of a single verification capable UICC the Universal PIN shall not be used.

RQO9_0405

9.4.1

The Universal PIN does not belong to any application, e.g. its verification status cannot be
reset by the application activation or termination procedures.

RQO09_0406

9.4.2

The application PIN allows access to any file on the UICC where it is referenced in the
access rules. i.e. this PIN has global access rights with respect to files.

RQO09_0407

9.4.2

All operations performed on a PIN (enable/disable/replace) covering several ADFs/DFs
affects the applications where the PIN is used and the access rules where the corresponding
key reference is used.

RQO09_0408

9.4.3

A local PIN is a PIN that uses a local key reference which is only valid within the ADF/DF
where it is indicated in the FCP. It means that 2 ADFs can use the same local key reference
number with two different values and two different status (enabled, disabled, verified,
blocked), one for each ADF.

RQO9_0409

9.4.3

A local PIN shall be indicated in the FCP of child DFs. A local PIN is defined as level 2 in
Table 9.2 and coded as defined in Table 9.3.

RQO9_0410

9.4.3

A local PIN referenced in an ADF or a DF, which is not DFreLecom, does not give access to
DFtELECOM.

RQO9 0411

9.4.3

An ADF shall use one application PIN and zero, one or more local PIN(s).

RQO9_0412

9.4.3

An ADF using at least one local PIN shall have one local PIN paired with application PIN.
Table 9.3 indicates how application PINS and local PINs shall be paired (the global key
reference '01' is paired with the local key reference '81', the global key reference '02' is paired
with the local key reference '82', etc.).

RQO09_0413

9.4.3

If replacement of the application PIN by the Universal PIN is authorized, the ADF shall also
use the Universal PIN.

RQO9_0414

9.4.3

A local PIN can be assigned to any DF. In this case, a key reference indicating a second
application PIN as defined in Table 9.3 shall be used.

RQO09_0415

9.4.4

The PIN status of local PINs exists within the ADF/DF where it is specified.

RQO09_0416

9.4.4

The PIN status of the Universal PIN, application PINs, and local PIN is independent from the
logical channels. This means that when a PIN is verified in one logical channel, it is also
verified in all other channels. Also when a PIN is enabled in one logical channel it is enabled
in all other channels.

RQO09_0501

9.5.1

Access condition mapping, using SC_DOs, is done using the expanded format with the
entries coded as CRT values, i.e. tag 'A4' is used. The CRT is a constructed TLV DO
containing a usage qualifier TLV DO (tag '95") and a Key reference TLV DO (tag '83").

RQO09_0502

9.5.1

The usage of a key reference shall be in accordance with the group definition in Table 9.2.

RQO09_0503

9.5.1

A key reference shall only be assigned for the purpose as it is defined in Table 9.3, e.g. a
level 1 key reference is always to be used for an application or a set of applications that
share the same access conditions. A level 2 key reference is only valid within the ADF/DF
where it is indicated.

RQO9_0504

9.5.1

A single verification capable UICC (from the security context point of view) shall use key
reference '01' as PIN and key reference '81' as PIN2.

RQO09_0505

9.5.1

A multi-verification capable UICC shall use key references in the range of '01' to '08' as PIN
and may use key references in the range from '81' to '88' as PIN2.

RQO09_0506

9.5.1

Multiple applications (from the security context point of view) on a UICC shall not share any
key references except for key reference '11', which is used as the universal PIN.

RQO09_0507

9.5.2

The status of a PIN that is used by an application for user verification is stored in the PS
Template DO and shall be indicated in the FCP in a response to the SELECT or STATUS
command issued at the application/DF level. The PIN status information is indicated in the
FCP in the PS template DO using tag 'C6'. The PS template DO conveys two types of data,
first the PS_DO indicated by tag '90' that indicates the status of the PIN(s) enabled/disabled.
The PS_DO is followed by one or more key reference data objects indicated by tag '83'".
Table 9.5: PS Template DO structure

\% Key-
PS- |reference| L V
e ey Uy byte(s) tag tag

'C6' '90' '83' '01' '83' '01'

Key-

Foe reference| L | V

PS Template

RQO09_0508

9.5.2

The usage qualifier data object indicated by tag '95' is mandatory for the universal PIN and

optional for other PINs. This usage qualifier indicates whether an enabled PIN needs to be

verified for access. If there is no usage qualifier, or if the associated data object is empty, in
front of a key reference, this indicates that this key reference does not support this feature,

and it shall always be verified if enabled.

RQO09_0509

9.5.2

The content of the PS_DO usage qualifier is defined in Table 9.4. From table 9.4, the value to
be used for user PIN verification is '08'".
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RQ Number |Clause Description
The default usage qualifier of the Universal PIN after the ATR is set to "do not use" if all
RQ09_0510 [9.5.2 application PINs are enabled or if at least one of the applications where the application PIN is
disabled has the Universal PIN usage qualifier set to "do not use".
5.8 Structure of commands and responses
Reference: ETSI TS 102 221 [1], clause 10.
RQ Number | Clause Description
RQ10 0101 |10.1.1 The UICC shall support the CLA defined in Table 10.3 and table 10.4a.
An application on a UICC supporting logical channels utilizing secure messaging shall either
RQ10_0102 |10.1.1 exclude the class byte from the signature calculation for the message verification or set it to a
default value.
RQ10 0103 [10.1.2 Table 10.5: Coding of Instruction Byte of the Commands for a telecom application.
If Le is present in the command APDU, the data field of the response APDU is expected to
RQ10_0104 110.1.6 consist of Le bytes.
RQ10 0105 |[10.1 Table 10.2: Cases of C-APDUs.
RQ10_0201 |10.2.1.1 |[Table 10.7: Status byte coding - normal processing.
RQ10 0202 |10.2.1.2 |[Table 10.8: Status byte coding - postponed processing.
RQ10 0203 |10.2.1.3 [Table 10.9: Status byte coding - warnings.
RQ10 0204 |10.2.1.4 |Table 10.10: Status byte coding - execution errors.
RQ10 0205 |10.2.1.5 |Table 10.11: Status byte coding - checking errors.
RQ10 0206 [10.2.1.5.1 |Table 10.12: Status byte coding - functions in CLA not supported.
RQ10 0207 |10.2.1.5.2 |Table 10.13: Status byte coding - command not allowed.
RQ10 0208 |10.2.1.5.3 |Table 10.14: Status byte coding - wrong parameters.
RQ10_0209 |10.2.1.6 |Table 10.15: Status byte coding - application errors.
RQ10 0210 |10.2.2 Table 10.16: Commands and status words.
RO10 0301 |10.3 The MANAGE CI.-IANN.EL command shall be used to open and close a logical channel. The
channel number is assigned by the UICC.
5.9 Commands
Reference: ETSI TS 102 221 [1], clause 11.
RQ Number Clause REL Description
SELECT Input: File ID, application ID, path or empty.
e Output: If the selected file is the MF, a DF or an ADF: File ID, total
file size, PIN status and other application specific data.
e [f the selected file is an EF: File ID, file size, total file size, access
RQ11_0101 |11.1.11 conditions, invalidated/not invalidated indicator, structure of EF,
length of the records in case of linear fixed structure or cyclic
structure and reserved and maximum file size in case of BER-TLV
structure.
RQ11 0102 |11.1.1.2 Table 11.1: Coding of P1.
RQ11 0103 (11.1.1.2 Table 11.2: Coding of P2.
If P1 ='00"' and the data field is empty, then P2 shall be set to '0C' ('No data
RQ11 0104 [11.1.12 returned"). Then the MF is set as the Current Directory.
The value part of the FCP template data object consists of data objects, as
RQ11_0105 |11.1.1.3 shown in clause 11.1.1.3.1. It is mandatory for data objects to be provided in
the order given in the description of each response.
RQ11 0106 (11.1.1.3.1 Table 11.3: Response for MF, DF, or ADF with FCP template.
RQ11 0107 |11.1.1.3.2 Table 11.4: Response for an EF with FCP template.
For a BER-TLV structure EF, the structural information shall include any
RQ11.0108 |11.1.14.2 administrative overhead that is required to store the TLV objects in the file.
If a reserved file size according to clause 11.1.1.4.6.6 is defined for the file,
RQ11_0109 |11.1.1.4.2 any memory space, that is allocated for the file accordingly, but is currently
not used, shall be included in the total file size.
The record length shall be present if a record structured file (i.e. for linear
RQ11_0110 |11.1.1.43 fixed or cyclic files) is selected. In this case it indicates the length the records
on 2 bytes. Most significant byte comes first in the value field.
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RQ Number Clause REL Description
The number of records shall be present if a record structured file (i.e. for linear
RQ11 0111 (11.1.1.4.3 fixed or cyclic files) is selected. In this case it indicates the number of records
on 1 byte.
Table 11.6: UICC characteristics byte.
If b1 is coded '0', the clock may be stopped only if the mandatory condition b3
RQ11_ 0112 |11.1.14.6.1 ='1' (i.e. stop at high level) or b4 = 1’ (i.e. stop at low level) is fulfilled. If all 3
bits are coded '0', then the clock shall not be stopped.
For BER-TLV structured EF this value shall be the maximum amount of bytes
that is available in the EF for the next TLV object to be created. This shall
RQ11_0113 (11.1.1.4.6.4 include the space required for the tag and the length field. If a maximum file
size is defined for the file, it shall not be exceeded, if an object is created with
the indicated available size.
The value shall include administrative overhead (if any) that is required to
RQ11 0114  (11.1.1.4.6.6 store TLV objects, but not the structural information for the file itself.
The value shall include administrative overhead (if any) that is required to
store TLV objects, but not the structural information for the file itself. Thus, the
RQ1L 0115 111.1.14.6.7 actually usable file size calculated according to clause 11.1.1.4.1 may be
smaller.
RQ11 0116 |11.1.1.4.6.8 If an appllcatl_o_n uses this mechanism [TERMINAL CAPABILITY] it shall be
used as specified in the present document.
RQ11 0117 |11.1.1.4.7.1 ;I(’)t:egg shall be a SC byte present for each bit set to '1' in the AM byte except
If the length of the TLV is 1, the SFI value is indicated in the 5 most significant
RQ11_0118 |11.1.1.4.8 bits (bits b8 to b4) of the TLV value field. In this case, bits b3 to b1 shall be set
to 0.
The usage qualifier DO indicates if the key reference data object (PIN)
RQ11 0119 (11.1.1.4.10 following it is to be used for verification or not. If this data object is present it
shall precede the key reference data object it is associated with.
Input: None.
Output: One of the following:
RQ11 0120 (11.1.2.1 e  FCP of the current directory.
e The DF name TLV Data Object of the currently selected application.
e No data returned.
RQ11 0121 |11.1.2.2 Table 11.8: Coding of P1.
RQ11 0122 |11.1.2.2 Table 11.9: Coding of P2.
This function [READ BINARY] shall only be performed if the READ access
RQ11 0123 ]11.1.31 condition for this EF is satisfied.
Input: Relative address and the length of the string.
RQ11 0124 111.1.3.1 Output: String of bytes.
RQ11 0125 |11.1.3.1 Table 11.10: Coding of P1.
RQ11 0126 |11.1.4.1 This functlon‘ [UPDATE BINARY] §hgl| only be performed if the UPDATE
access condition for this EF is satisfied.
RO11 0127 [11.1.4.1 Input: Relatlve address and the length of the string. String of bytes.
— Output: None.
Table 11.10: Coding of P1.
RQ11_0128 (11.1.4.2 Coding of parameter P1 and P2 are identical to the coding of P1 and P2 in the
READ BINARY command.
RQ11 0129 |11.15.1 i‘léhéztfilégggon shall only be performed if the READ access condition for this EF
RQ11 0130 |11.1.5.1 ;I;Jhnitriiﬁord pointer shall not be changed by an unsuccessful READ RECORD
RQ11 0131 |11.1.5.1 Four modes are defined: CURRENT, ABSOLUTE, NEXT, PREVIOUS.
Input: Mode, record number (ABSOLUTE mode only) and the length of the
RQ11 0132 (11.1.5.1 record.
Output: The record.
RQ11 0133 |11.1.5.2 Table 11.11: Coding of P2.
This function (UPDATE RECORD) shall only be performed if the UPDATE
RQ11 0134 (11.1.6.1 access condition for this EF is satisfied. The record pointer shall not be
changed by an unsuccessful UPDATE RECORD function.
Four modes are defined of which only PREVIOUS is allowed for cyclic files:
RQ11 0135 111.16.1 CURRENT, ABSOLUTE, NEXT, PREVIOUS.
Input: Mode, record number (ABSOLUTE mode only) and the length of the
RQ11 0136 (11.1.6.1 record. The data used for updating the record.
Output: None.
RQ11 0137 [11.1.6.2 Coding of parameter P2 is identical to the coding of P2 in READ RECORD

command.
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RQ Number
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RQ11 0138

11.1.6.1

If the mode is CURRENT, the record pointer shall not be affected.

RQ11_0139

11.1.6.1

If the mode is ABSOLUTE, the record given by the record number shall be
updated.

RQ11_0140

11.1.6.1

If the mode is ABSOLUTE, the record pointer shall not be affected.

RQ11_0141

11.1.6.1

If the mode is NEXT, the record pointer shall be incremented before the
function is performed and the pointed record shall be updated.

RQ11_0142

11.1.6.1

If the mode is NEXT, and the record pointer has not previously been set within
the selected EF, the first record shall be updated and the record pointer shall
be set to this record.

RQ11_0143

11.1.6.1

If the mode is NEXT, and the record pointer addresses the last record, the
record pointer shall not change and no record shall be updated.

RQ11_0144

11.16.1

If the mode is PREVIOUS, the record pointer shall be decremented before the
function shall be performed and the pointed record shall be updated.

RQ11_0145

11.1.6.1

If the mode is PREVIOUS, and the record pointer has not previously been set
within the selected EF, the last record shall be updated and the record pointer
set to this record.

RQ11_0146

11.1.6.1

If the mode is PREVIOUS, the EF is a linear fixed, and the record pointer
addresses the first record, the record pointer shall not change and no record
shall be updated.

RQ11_0147

11.1.6.1

If the mode is PREVIOUS and the EF is a cyclic file, the oldest record shall be
updated, the record pointer set to this record, and this record shall become
the first record.

RQ11_0148

11.1.9.1.1

The security status set as a result of the verification is valid regardless on
which logical channel the verification is performed.

RQ11_0149

111911

The verification process is subject to the following conditions being fulfilled:
e PINis not disabled,;
e PINis not blocked.

RQ11_0150

111911

If the access condition for a function to be performed on the last selected file
is PIN, then a successful verification of the relevant PIN is required prior to the
use of the function on this file unless the PIN is disabled.

RQ11_0151

111911

If the PIN presented is correct, the number of remaining PIN attempts for that
PIN shall be reset to its initial value 3.

RQ11_0152

111911

If the PIN presented is false, the number of remaining PIN attempts for that
PIN shall be decremented, regardless on which logical channel the VERIFY
PIN command was issued. The UICC shall return SW1 SW2 ='63C2" after the
first false PIN presentation. The UICC shall return SW1 SW2 = '63C1' after
the second consecutive false PIN presentation, not necessarily in the same
card session. After the third consecutive false PIN presentation, not
necessarily in the same card session, the respective PIN shall be blocked and
the UICC shall return SW1 SW2 = '63C0'. Any subsequent VERIFY PIN
command applied to this blocked PIN shall then return SW1 SW2 ='6983'.
The access condition can never be fulfilled until the UNBLOCK PIN function
has been successfully performed on the respective PIN.

RQ11_0153

11.1.9.1.1

Input: Indication PIN.
Output: None.

RQ11_0154

11.1.9.1.2

This function (VERIFY PIN) is performed whether or not the relevant PIN is
disabled or blocked (e.g. by 3 consecutive wrong PIN presentations).
Input: Empty.

Output: None.

RQ11_0155

11.1.9.1.2

The VERIFY PIN command is sent to the UICC with parameter P2 indicating
the PIN for which the retry counter value is to be retrieved with an empty data
field. The number of retries, if any, is indicated in the response by

SW1 SW2 ='63CX', where X indicates the number of retries left. A VERIFY
PIN command with empty data field applied to a blocked PIN shall return
SW1 SW2 ='63C0' or SW1 SW2 ='6983".

RQ11 0156

11.1.9.1.3

Table 11.15: Coding of P2.

RQ11_0157

11.1.10.1

The Change PIN command is used to initiate the comparison of the
verification data with the PIN, and then to conditionally replace the existing
PIN with the new PIN sent to the UICC in the command. Once successfully
changed on a logical channel, the new value is immediately available to all
channels.

Input: Indication of PIN, old PIN, new PIN.

Output: None.
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RQ Number

Clause
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Description

RQ11_0158

11.1.10.1

This function assigns a new value to the relevant PIN subject to the following
conditions being fulfilled:

e PINis not disabled;

e PINis not blocked.

RQ11_0159

11.1.10.1

If the old PIN presented is correct, the number of remaining PIN attempts for
that PIN shall be reset to its initial value 3 and the new value for the PIN
becomes valid.

RQ11_0160

11.1.10.1

If the old PIN presented is false, the number of remaining PIN attempts for
that PIN shall be decremented and the value of the PIN is unchanged. After
3 consecutive false PIN presentations, not necessarily in the same card
session, the respective PIN shall be blocked and the access condition can
never be fulfilled until the UNBLOCK PIN function has been performed
successfully on the respective PIN.

RQ11_0161

111111

The verification of the alternative global key reference shall be performed
instead of the application PIN verification to get access to the application.

RQ11_0162

111111

The UICC shall perform a validation of the SE after the successful execution
of this command as the current SE may have changed and this shall affect the
access to files.

RQ11_0163

111111

The access rules for the application have to cater for the case that an
alternative global key reference replaces the application PIN. It is the
responsibility of the application to specify this.

RQ11_0164

111111

The successful execution of this function has the effect that files protected by
PIN are now accessible as if they were marked "ALWAYS", except in the case
where the alternative global key reference is to be used as a replacement for
the disabled PIN. In this case the access condition for files containing only a
reference to the disabled PIN is the alternative global key reference. For files
having more than one global key reference indicated in the access rules the
access condition is "ALWAYS" after disabling on of the key references used in
the access rules.

Input: PIN.

Output: None.

RQ11_0165

111111

The function DISABLE PIN shall not be executed by the selected application
when PIN is already disabled or blocked.

RQ11_0166

111111

Every application has to specify whether this function is applicable to all PINs
defined for the application.

RQ11_0167

111111

If the PIN presented is correct, the number of remaining PIN attempts shall be
reset to its initial value 3 and PIN shall be disabled.

RQ11_0168

111111

If the PIN presented is false, the number of remaining PIN attempts shall be
decremented and PIN remains enabled. After 3 consecutive false PIN
presentations, not necessarily in the same card session, the PIN shall be
blocked and the access condition can never be fulfilled until the UNBLOCK
PIN function has been successfully performed on PIN.

RQ1L 0169

11.1.11.1

Table 11.16: Coding of P1.

RQ11_0170

11.1.12.1

If an alternative global key reference has been used as a replacement for the
application PIN, the usage of the alternative global key reference as a
replacement shall be disabled upon enabling the PIN for which the alternative
global key reference has been a replacement (setting the usage qualifier in
the PS_DO template data object for the alternative global key reference to do
not use ='00".

RQ11 0171

11.1.12.1

The UICC shall perform a validation of the SE after the successful execution
of this command as the current SE may have changed and this shall affect the
access to files.

RQ11 0172

11.1.12.1

The function ENABLE PIN shall not be executed by the selected application
when PIN is already enabled or blocked.

RQ11_0173

11.1.12.1

Every application shall specify whether this function is applicable to all PINs
defined for the application.

RQ11_0174

11.1.12.1

If the PIN presented is correct, the number of remaining PIN attempts shall be
reset to its initial value 3 and PIN shall be enabled.

RQ11_0175

11.1.12.1

If the PIN presented is false, the number of remaining PIN attempts shall be
decremented and PIN remains disabled. After 3 consecutive false PIN
presentations, not necessarily in the same card session, PIN shall be blocked
and may optionally be set to "enabled". Once blocked, the PIN can only be
unblocked using the UNBLOCK PIN function. If the PIN is blocked and
"disabled", the access condition shall remain granted. If the PIN is blocked
and "enabled", the access condition can never be fulfilled until the UNBLOCK
PIN function has been successfully performed on PIN.
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RQ11 0176

11.1.12.1

The Enable PIN command is used to switch on the requirement to compare
the PIN verification data with the PIN reference data. It is the reverse function
of DISABLE PIN.

Input: PIN.

Output: None.

RQ11 0177

11.1.13.11

This function is used to reset the PIN retry counter to its initial value and then
to conditionally set a new PIN value. This function may be performed whether
or not the relevant PIN is blocked (e.g. by 3 consecutive wrong PIN
presentations). This unblocking process is subject to the following condition
being fulfilled: UNBLOCK PIN is not blocked.

Input: Indication PIN, the UNBLOCK PIN and the new PIN.

Output: None.

RQ11 0178

11.1.13.11

If the UNBLOCK PIN presented is correct, the value of the PIN, presented
together with the UNBLOCK PIN, is assigned to that PIN, the number of
remaining UNBLOCK PIN attempts for that UNBLOCK PIN is reset to its initial
value 10 and the number of remaining PIN attempts for that PIN is reset to its
initial value 3. After a successful unblocking attempt the PIN is enabled and
the relevant access condition level is satisfied the new PIN value is available
for all channels.

RQ11_0179

11.1.13.11

If the presented UNBLOCK PIN is false, the number of remaining UNBLOCK
PIN attempts for that UNBLOCK PIN, regardless on which logical channel the
UNBLOCK PIN command was issued, shall be decremented. The UICC shall
return SW1 SW2 ='63C9', '63C8, ..., '63C1' for up to the ninth consecutive
false UNBLOCK PIN presentation, not necessarily in the same card session.
After the tenth consecutive false UNBLOCK PIN presentation, not necessarily
in the same card session, the respective UNBLOCK PIN shall be blocked and
the UICC shall return SW1 SW2 = '63C0.".

RQ11_0180

11.1.13.11

Any subsequent UNBLOCK PIN command applied to this blocked UNBLOCK
PIN shall then return SW1 SW2 = '6983".

RQ11_0181

11.1.13.11

A false UNBLOCK PIN shall have no effect on the status of the respective PIN
itself.

RQ11_0182

11.1.13.1.2

The UNBLOCK PIN command with empty data field is used to retrieve the
UNBLOCK PIN retry counter from the UICC. This function may be performed
whether or not the relevant PIN is blocked (e.g. by 3 consecutive wrong PIN
presentations) and whether or not the UNBLOCK PIN is blocked.

Input: Empty.

Output: None.

RQ11_0183

11.1.13.1.2

The UNBLOCK PIN command is sent to the UICC with parameter P2
indicating the PIN for which the UNBLOCK PIN retry counter value is to be
retrieved with an empty data field. The number of retries, if any, is indicated in
the response by SW1 SW2 ='63CX’, where X indicates the number of retries
left.

RQ11_0184

11.1.13.1.2

An UNBLOCK PIN command with empty data field applied to a blocked
UNBLOCK PIN shall return SW1 SW2 ='63C0' or SW1 SW2 = '6983".

RQ11_0185

11.1.14.1

This function initiates a reversible deactivation of an EF. After a DEACTIVATE
FILE function the respective flag in the file LCSI_DO shall be changed
accordingly.

Input: File ID, path or empty.

Output: None.

RQ11_0186

111141

This function shall only be performed if the DEACTIVATE FILE access
condition for the EF is satisfied.

RQ11_0187

111141

In case of successful execution of the command, the EF on which the
command was applied becomes the current EF.

RQ11_0188

11.1.14.1

After an unsuccessful execution, the current EF and current DF shall remain
the same as prior to the execution.

RQ11_0189

111141

A deactivated file shall no longer be available within the selected application
for any function except for the SELECT and the ACTIVATE FILE functions.

RQ1L 0190

11.1.14.2

Table 11.17: Coding of P1.

RQ11_0191

11.1.15.1

This function reactivates a deactivated EF. After an ACTIVATE FILE function
the respective flag in the file LCSI_DO shall be changed accordingly.

Input: File ID, path or empty.

Output: None.

RQ11_0192

11.1.15.1

In case of successful execution of the command, the EF on which the
command was applied becomes the current EF.

RQ11_0193

11.1.15.1

After an unsuccessful execution, the current EF and current DF shall remain
the same as prior the execution.
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RQ11_0194

11.1.15.1

This function shall only be performed if the ACTIVATE FILE access condition
for the EF is satisfied.

RQ11 0195

11.1.15.2

P1: As specified for the DEACTIVATE command (see clause 11.1.14.2).

RQ11_0196

11.1.16.1

An appropriate application shall be selected in the UICC before issuing this
command.

RQ11_0197

11.1.16.1

The EVEN instruction code can be used when the challenge data provided by
the terminal is not TLV encapsulated data and the length of the challenge data
provided by the terminal is less than 256 bytes.

Input: Challenge data.

Output: Authentication and ciphering data.

RQ11_0198

11.1.16.1

The support of the ODD instruction code is application specific. It is used
when challenge and response data is TLV encapsulated regardless of their
length. Terminals and UICCs that do not support applications requiring TLV
format do not have to support AUTHENTICATE command with ODD
instruction code.

The authentication data and the authentication response data are
encapsulated in BER-TLV objects structured as defined in clause 11.3 using
tag '73' for BER-TLV structured data and tag '53' otherwise.

RQ11_0199

11.1.16.1

The first AUTHENTICATE APDU is sent with P1 indicating "First block of
authentication data". Following AUTHENTICATE APDUs are sent with P1
indicating "Next block of authentication data". As long as the UICC has not
received all segments of the authentication data it shall answer with SW1
SW2 '63 F1'. When all segments of the authentication data are received, the
UICC answer with SW1 SW2 '62 F3'.

Input: Authentication data encapsulated in a BER-TLV data object.

Output: None.

RQ11_01100

11.1.16.1

The authentication response data is retrieved from the UICC using one or
more separate AUTHENTICATE APDUs with the same chaining mechanism
as for the authentication data. The UICC performs the segmentation of the
data, and the terminal the concatenation of the response data. The first
AUTHENTICATE APDU is sent with P1 indicating "First block of
authentication response data". When the UICC receives this first
AUTHENTICATE APDU with P1 indicating "First block of authentication
response data", it shall perform the command and calculate the authentication
response. Following AUTHENTICATE APDUs are sent with P1 indicating
"Next block of authentication response data". As long as the UICC has not
sent all segments of the authentication response data it shall answer with
SW1 SW2'62 F1'. When all segments of the authentication response data are
sent, the UICC shall answer with SW1 SW2 '90 00'.

Input: None.

Output: Authentication response data encapsulated in a BER-TLV data object.

RQ11_01101

11.1.16.1

The terminal may issue an AUTHENTICATE APDU indicating "retransmit
previous block of authentication data" or "retransmit previous block of
authentication response data".

RQ11 01102

11.1.16.2

Table 11.18: Coding of P2.

RQ11 01103

11.1.16.2

Table 11.18a: Coding of P1.

RQ11_01104

11.1.17.1

This command opens and closes logical channels. The open function opens a
new logical channel other than the basic channel '0'.

Input: None.

Output: None; or the channel number of the logical channel assigned by the
UICC.

RQ11 01105

11.1.17.1

The UICC shall support channel number assignment by the UICC.

RQ11_01106

11.1.17.1

If the TERMINAL CAPABILITY command with the tag '81' (Extended logical
channels terminal support) is not sent by the terminal then the UICC shall not
open more than 3 logical channels in addition to the basic channel.

RQ11_01107

11.1.17.1

The UICC shall first assign channel numbers in the range 1 to 3 before
assigning the extended logical channels number (i.e. from 4 to 19).

RQ11_01108

11.1.17.1

The close function explicitly closes a logical channel. When a channel has
been successfully closed, the channel can be reassigned. The basic logical
channel '0' is always available and cannot be closed.

RQ11 01109

11.1.17.2

Table 11.20: Coding of P2.
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RQ11_01110

11.1.18.1

This function is used to create a random number. The generated random
number is associated with the logical channel specified in the GET
CHALLENGE command CLA.

The maximum length of the random number returned by the UICC is specified
by the Le parameter in the command parameters data.

Input: None.

Output: Random number.

RQ11 01111

11.1.18.1

The validity of the random number is at least for the next command, on the
same logical channel, following the GET CHALLENGE command if not
specified differently by the application. The random number referenced is
always the latest generated on the logical channel specified in the CLA by the
command referencing the usage of a generated random number.

RQ11_01112

11.1.19.1

This function is used to inform the UICC about terminal capability.
Input: Terminal capabilities.
Output: None.

RQ11_01113

11.1.19.21

Terminals supporting applications requiring more power than the minimum
power supply as defined in Table 6.4 shall issue the TERMINAL CAPABILITY
command with a terminal power supply TLV object during a new card session
before the first application selection.

RQ11_01114

11.1.19.2.2

Terminals supporting more logical channels than the standard logical
channels shall indicate it to the UICC by issuing the TERMINAL CAPABILITY
command with an extended logical channels terminal support TLV object
during a new card session before the first application selection. a UICC
implemented according to the present document shall interpret any extended
logical channels terminal support TLV as if it was sent with zero length.

RQ11 01115

11.1.19.2.3

UICC implemented according to the present document shall ignore any
additional bytes in the TLV.

RQ11_01116

11.1.19.2.3

The additional interfaces support is indicated by tag '82" within the constructed
TLV object.

RQ11_01117

11.1.20.1

This command can chain successive blocks of command data, if present, with
a maximum size of 255 bytes each, required for one operation using P2 to
indicate the first/next block. The terminal performs the segmentation of the
data, and the UICC the concatenation of the data. The first MANAGE
SECURE CHANNEL APDU is sent with P2 indicating "First block of command
data". Following MANAGE SECURE CHANNEL APDUs are sent with P2
indicating "Next block of command data". As long as the UICC has not
received all segments of the command data it shall answer with SW1 SW2
'63 F1'. When all segments of the command data are received and if the
command produces a response, the UICC shall answer with SW1 SW2

'62 F3'.

RQ11_01118

11.1.20.1

The command response data is retrieved from the UICC using one or more
separate MANAGE SECURE CHANNEL APDUs with the same chaining
mechanism as for the command data. The UICC performs the segmentation
of the data, and the terminal the concatenation of the response data. The first
MANAGE SECURE CHANNEL APDU is sent with P2 indicating "First block of
response data". Following MANAGE SECURE CHANNEL APDUs are sent
with P2 indicating "Next block of response data". As long as the UICC has not
sent all segments of the response data it shall answer with SW1 SW2 '62 F1'.
When all segments of the response data are sent, the UICC shall answer with
SW1 SW2'90 00'.

RQ11 01119

11.1.20.2.1

If this command is sent via any existing secure channel, then the endpoints
returned shall be the end points that are currently available at the UICC end of
this secure channel.

RQ11_01120

11.1.20.2.1

If there are endpoints available on the UICC, then an "Endpoint information"
TLV shall be present for each available endpoint.

RQ11 01121

11.1.20.2.1

If the remaining Response is greater than 255 Bytes then the next 255 bytes
shall be returned and the SW1 SW2 shall be set to "More data available".

RQ11 01122

11.1.20.2.1

If the remaining Response is less than or equal to 255 bytes then all of the
bytes shall be returned and SW1 SW2 shall be set to "normal ending of
command".

RQ11 01123

11.1.20.2.2

The UICC shall return the following data encapsulated in tag '73'".

RQ11_01124

11.1.20.2.2

Coding of UICC_ID:
This shall be a unique value that identifies that UICC. This shall be the ICCID
as defined for EFiccip.

RQ11 01125

11.1.20.2.2

If the Endpoint Secure channel capability indicates support of TLS then the
endpoint port number shall be the hex coded value of the TCP port to be used
else this shall be set to 'FFFF'.
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Coding of the Endpoint identifier value:
RQ11 01126 |11.1.20.2.2 The endpoint identifier shall be the AID value of the application that hosts the
endpoint. See ETSI TS 101 220 [24].
Coding of Terminal_ID:
RQ11_01127 (11.1.20.3.2 This shall be a unique value that identifies that terminal. This may be the IMEI
as defined in ETSI TS 124 008 [25].
This shall be a unique value that identifies that UICC. This shall be the ICCID
RQ11_01128 |11.1.20.3.2 as defined for EFiccip.
This shall be the AID of the application in that UICC that hosts the UICC
RQ11_01129 111.1.20.3.2 endpoint. See ETSI TS 101 220 [24].
RQ11 01130 |11.1.20.5.2 iCr:lgti:iclgtgegf Algorithm and Integrity BER-TLV, tag '89": Only one bit shall be
The data container size set by the terminal shall be less or equal to the value
RQ11 01131 (11.1.20.5.2 indicated in the BER-TLV object returned with Tag '82' returned by the
Retrieve UICC Endpoints command.
In the TRANSACT DATA command the session humber shall be associated
RQ11_01132 (11.1.20.5.2 with the Endpoint data container size for the secure channel started with this
command.
Failure to terminate one or more Security Association(s) shall be indicated
RQ11 01133 ]11.1.206.1 with an error status word.
In case the MAC provided by the terminal is incorrect, the UICC shall indicate
RQ11 01134 111.1.206.1 the error by returning SW1 SW2 '98 62'.
RQ11 01135 |11.1.20.6.1 AFtempts to terminate a non-existing Security Association shall be indicated
with a success status word.
The command data shall contain either a Master_SA TLV only or a list of
RQ11 01136 ]11.1.206.2 Connection_SA TLVs associated to the same MSA.
RO11 01137 |11.1.21.1 .” the UICC su.ccessfullly r?celves the last block then SW1 SW2 shall indicate
- Data transaction ongoing'.
If the UICC has been requested to send a block to the terminal, b3 in P1 is set
RQ11_01138 (11.1.21.1 to '0', and this is not the last block to be retrieved to the terminal, then SW1
SW2 shall indicate 'More data blocks pending'.
If the UICC indicates a proactive command the terminal can send a command
RQ11 01139 (11.1.21.1 like STATUS that allows SW1 SW2 to be '91 XX'in a different session. The
interrupted transaction is resumed afterwards.
RQ11 01140 |11.1.21.2 Table 11.30: Coding of P1 - Session control.
RQ11 01141 |11.1.21.2 Table 11.33: SW2 of '92 XX..
Response data shall be encoded within TLV objects with the same tag and
RQ11 01142 111.1.21.2 format as the one used in the data in the TRANSACT DATA APDU command.
This function (SEARCH RECORD) shall only be performed if the READ
RQ11 01143 111.1.7.1 access condition for this EF is satisfied.
The search starts:
RQ11 01144 |11.1.7.1 o either at_the first bﬁe of the record.(s) (simple search); or
o from a given offset in the record(s); or
from the first occurrence of a given byte in the record(s).
RO11 01145 [11.1.7.1 If one or more matches are found the record pointer shall be set to the first
- record where the search pattern was found.
Input: Search mode (simple/enhanced), Offset, Pattern.
RQ11_01146 (11.1.7.1 Output: Either none, if Le is empty or no matches where found; or at most the
number of record(s) number(s) defined in Le.
RQ11 01147 |11.1.7.2 Table 11.12: Coding of P2.
RO11 01148 [11.1.7.2 Table 11.13: Coding of the first byte of the search indication for enhanced
- search mode.
This function can only be used if this EF has an INCREASE access condition
assigned and this condition is fulfilled. The INCREASE access condition is
indicated in the access rules using AM_DO tag '84'. Tag '84' indicates that the
RQ11_01149 |11.1.8.1 INS code for the INCREASE command is indicated as the value in the TLV
object (instruction code '32"). The INCREASE command can only be used on
files that refer to an access rule where this INS code is indicated as part of the
rule.
The function does not perform the increase if the result would exceed the
RQ11_01150 |11.1.8.1 maximum value of the record (represented by all bytes set to 'FF").
Input: Value to be added.
RQ11 01151 111.1.8.1 Output: Value of the increased record. Value which has been added.
RQ11 01152 |11.1.8.2 Table 11.14: Coding of P1.
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RQ11_01153

11.1.25.1

Rel-17
upwards

A MANAGE LSI (reset LSE) APDU shall result in the selection and the
resetting of the LSE on the indicated LSI and shall be equivalent to a warm
reset for a UICC not supporting LSEs.

The LSI may or may not have been selected already before the MANAGE LSI
(reset LSE) command is received.

If T =1 is supported, the selection of an LS| may alternatively be performed
using the NAD byte, see ETSI TS 102 221 [1], clause 7.2.3.2.1.1.

RQ11_01154

11.1.25.1

Rel-17
upwards

Unless the LSI configuration is pre-agreed, MANAGE LSI (configure LSIs)
shall be used to setup the LSI configuration before sending a command on an
LSI different from 0 or a different MANAGE LSI command.

RQ11 01155

11.1.25.1

Rel-17
upwards

see ETSI TS 102 221 [1], clause 11.1.25.2 command data for configure LSls if
T=1 NAD selection is supported, then: Tag for LSI options supported by the
terminal (tag '81") with configuration "1: LSl indication via NAD byte supported
/ used”

RQ11_01156

11.1.25.1

Rel-17
upwards

see ETSI TS 102 221 [1], clause 11.1.25.2 command data for configure LSIs if
T=1 NAD selection is supported, then: Tag for LSI options supported by the
terminal (tag '81") with configuration "0: LSl indication via NAD byte not
supported / not used”

RQ11_01157

11.1.25.1

Rel-17
upwards

see ETSI TS 102 221 [1], clause 11.1.25.2 command data for configure LSls if
the TLV for the LSI options is absent in the command or in the response, it
shall be interpreted as all bits being set to 0.

RQ11_01158

11.1.25.1

Rel-17
upwards

The highest LSl in the response shall not be greater than the highest LSI
value proposed by the terminal in the command.

RQ11_01159

11.1.25.1

Rel-17
upwards

If both the terminal and the UICC support LSI indication via NAD byte, this
option shall be used in the card session.

RQ11_01160

11.1.25.1

Rel-17
upwards

The terminal can retrieve the LSE that is currently assigned to handle the
communication over the UICC-CLF interface
using the MANAGE LSl (retrieve SWP) command.

RQ11_01161

11.1.25.2

Rel-17
upwards

For retrieve SWP, the response shall contain the LSI of the LSE that has the
UICC-CLF interface assigned.

RQ11 01162

11.1.25.2

Rel-17
upwards

For reset LSE and assign SWP, the response data shall contain the ATR of
the LSE.

RQ11_01163

11.1.25.2

Rel-17
upwards

For reset LSE and assign SWP, if the NAD byte is used to select the LSI, the
command shall be sent on the LSl indicated by P2.

RQ11_0201

11211

This function is used by the terminal to transmit its CAT capabilities to the
applications present on the UICC.

Input: Terminal profile, the structure of the data is defined in ETSI

TS 102 223 [5].

Output: None.

RQ11_0202

11.2.21

This function is used to transfer CAT information from the UE to the UICC.
Input: The structure of the data is defined in ETSI TS 102 223 [5].
Output: The structure of the data is defined in ETSI TS 102 223 [5].

RQ11_0203

11.2.3.1

This function is used to transfer a proactive command from the UICC to the
terminal (e.g. from a CAT application).

Input: None.

Output: Data string containing a proactive command for the terminal (e.g. a
CAT command).

RQ11_0204

11.2.41

This function is used to transfer from the terminal to the UICC the response to
a previously fetched proactive command (e.g. a CAT command).
Input:
e Data string containing the response.
Output:
e None.

RQ11_0301

11.3

Tags of the context-specific class, coded on one to three bytes, shall be used
for the TLV objects, i.e. tags shall be taken out of the following ranges:
e '80'to '9E'and '9F 1F'to '9F 7F' and '9F 81 XX' to '9F FF XX' with
'XX' from '00' to 7F' for primitive objects; and
e 'A0'to 'BE'and 'BF 1F' to 'BF 7F' and 'BF 81 XX' to 'BF FF XX' with
'XX' from '00' to 7F' for constructed objects.

RQ11_0302

11.3

Tags contained in the value part of a constructed BER-TLV object shall not be
included in the tag list. Tag '5C' shall not be considered as an allocated tag.

RQ11_0303

11.3

Even though the files are referred to as BER TLV structured files and the
UICC internal encoding may be according to the BER, the length coding of the
TLV objects used with the commands in this clause shall use the DER
encoding defined here.
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RQ Number Clause REL Description
The UICC shall answer with "more data available" or "more data expected” on
RQ11 0304 ]11.3 any but the last block.
RO11 0305 |11.3 An_y interleaved command that modifies the_ current EF or the current tag
pointer shall abort an uncompleted data object transfer.
A successful APDU indicating "First Block" sets the current tag pointer and
RQ11 0306 (11.3.1 shall abort an uncompleted data object transfer. This applies for all tags
defined in this clause, even if the new tag is the same as the previous one.
The current tag pointer and its associated context (e.g. current offset in the
RQ11 0307 (11.3.1 data object) shall not be changed by an APDU resulting in an error status
word.
For the second and all following blocks the terminal may issue a SET or
RETRIEVE DATA command indicating "retransmit previous block". The
RQ11 0308 |11.3.1 A . . . - . .
setting "retransmit previous block" is only allowed if the previous command did
not result in an error status word.
RO11 0309 [11.3.1.1 Thls funpnon shall only be performed if the READ access condition for this EF
- is satisfied.
RQ11 0310 [11.3.1.1 If_the" requested TLV object doef, not exist in the EF, the UICC shall answer
with "referenced data not found".
If a current tag pointer associated with a SET DATA operation processed by
RQ11 0311 |[11.3.1.1 another application points to the requested TLV object, the UICC shall answer
with "conditions of use not satisfied".
If the tag of the object is not in the range specified in the present document,
RQ11_0312 |11.3.11 the UICC shall answer with "incorrect parameters in the data field".
The status word sent by the card after a successful RETRIEVE DATA
RQ11_0313 |11.3.11 command is '62F1' or '62F2' if more data is available.
Once a data object was fully retrieved, any subsequent RETRIEVE DATA
RQ11 0314 (11.3.1.1 command on this data object with parameter P2 set to "Next Block" shall be
rejected with the status word '6A86".
RQ11 0315 [11.3.1.1 The tags of not yet complt_eted SET_DATA_operatlons processed by other
applications shall also be included in the list.
RQ11 0316 |[11.3.1.2 Table 11.35: Coding of P2 => check command and response data.
If P2 indicates "first block", this command creates a new data object in the
RQ11 0317 (11.3.2.1 current BER-TLYV structure EF or replaces an already existing data object with
the same tag or deletes a data object.
RQ11 0318 |[11.3.2.1 Space that is freed by such an operation shall be available for new objects.
RQ11 0319 [11.3.2.1 Thls commaqd _shaII only be performed if the UPDATE access condition for
this EF is satisfied.
RQ11 0320 [11.3.2.1 If the length requested is not available, then the card shall return '6A84".
If a current tag pointer associated with a SET or RETRIEVE DATA operation
RQ11 0321 |[11.3.2.1 processed by another application points to the requested TLV object, the
UICC shall answer with "conditions of use not satisfied".
When a SET DATA command is successfully executed, the UICC shall return
RQ11 0322 [11.3.2.1 '9000' if it had received all expected data.
RO11 0323 [11.3.2.1 It s.halliretu.rn §3E1 or '63F2' if data as indicated in the length of the TLV
- object is still missing.
A data object transfer is successfully completed when the number of bytes
RO11 0324 |11.3.2.1 received matches the length indicated for the data object. After that, any
- R subsequent SET DATA command on this data object with parameter P2 set to
"Next block" shall be rejected with the status word '6A86'.
When a data object transfer is aborted, the data object with this tag shall no
RQ11 0325 ]11.3.2.1 longer be available in the EF.
If the data sent with this command is greater than the length of the value field
RQ11 0326 (11.3.2.1 of the BER-TLV data object, the card shall return status word '6700', the data
object is not updated and the data object transfer is not completed.
If the tag of the object is not in the range specified in the present document,
RQ11 0327 [11.3.21 the UICC shall answer with "incorrect parameters in the data field".
If in a SET DATA command with P2 indicating "First Block", the data field only
contains a tag field, i.e. the length and the value field of the BER-TLV data
RQ11 0328 |[11.3.2.1 object are missing, the data object specified by the tag shall be deleted if
present in the current context. Deleting a non-existent object shall not be
considered as an error.
RO11 0329 [11.3.2.1 If the data field contains a tag field and a length field with zero value, the

object is not deleted, but a zero length object is created.
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5.10 Transmission oriented commands
Reference: ETSI TS 102 600 [13], clause 12.
RQ Number |Clause Description
If the command GET RESPONSE is executed, it is required that it is executed immediately after
RQ12_0101 |12.1.1.1 |the command it is related to (no other command shall come between the command/response pair
and the command GET RESPONSE).
RO12 0102 |12.1.1.1 If the sequence is not respected, the selected application shall send the status information
- "7 |"technical problem, no precise diagnosis" as a reaction to the GET RESPONSE.
RO12 0103 |12.1.1.2 S_lnce the MF is |mpI|C|t_Iy sglected after UICC activation, GET RESPONSE is also allowed as the
first command after activation for only GSM terminal.
5.11  Application independent files
Reference: ETSI TS 102 221 [1], clause 13.
RQ Number | Clause Description
RQ13 0101 |13.1 tIir:la(;hE'e:X|st|ng EF shall be selectable under the MF using the identifier given in the table for
RQ13 0102 |[13.1 All mandatory EFs shall exist on the UICC.
RQ13 0201 |[13.2 The identifier of the EF shall be that given in the table for that EF.
RQ13 0301 |[13.3 The type and structure of the EF shall be that given in the table for that EF.
RQ13 0401 [13.4 The file size shall be at least that given in the table for that EF.
RQ13 0501 [13.5.1 The short file identifier shall exist if it is mandatory in the table for that EF.
The access conditions shall be those given in the table for that EF.
RQ13_0502 113.5.2 EFarr (Access Rule Reference).
5.12  Application independent protocol

RQ Number |[Clause Description
RQ14 0101 |[14.1.1 |Reading an EF

RQ14 0102 |[14.1.2 |Updating an EF

RQ14 0103 [14.1.3 |Increasing an EF

RQ14 0201 |14.2.1 |PIN verification

RQ14_0202 [14.2.2 |PIN value substitution

RQ14 0203 [14.2.3 |PIN disabling

RQ14 0204 [14.2.4 |PIN enabling

RQ14 0205 [14.2.5 |PIN unblocking

RQ14 0301 [14.3.1 |Application selection by use of the EFoir file
RQ14_0302 |[14.3.2 |Direct application selection

RQ14 0303 |[14.3.3 |Direct application selection with partial AID
RQ14 0401 |[14.4.1 |Application session activation

RQ14 0402 [14.4.2 |UICC application interrogation

RQ14 0403 |14.4.3 |UICC application session termination

RQ14 0501 |14.5.1 |UICC activation

RQ14 0502 |[14.5.2 |UICC presence detection

RQ14 0503 |[14.5.3 |UICC preferred language request

RQ14 0504 |14.5.4 |UICC logical channels

RQ14 0601 |14.6.1 |CAT Initialization procedure

RQ14 0602 |[14.6.2 |Proactive polling

RQ14 0603 |[14.6.3 [Support of commands

RQ14 0604 |[14.6.4 |Support of response codes

RQ14 0605 |14.6.5 [Independence of applications and CAT tasks
RQ14 0606 |14.6.6 |Use of BUSY status response

RQ14 0607 |14.6.7 |Additional processing time
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5.13  Support of APDU-based UICC applications over USB

Reference: ETSI TS 102 221 [1], clause 15.

RQ Number | Clause Description

RQ15_0101 The request for additional processing time of clause 14.6.7 of the present document shall be
performed by a USB command as described in ETSI TS 102 600 [13].

6 Test cases

6.1 Introduction

This clause details all the tests for testing the DUT against ETSI TS 102 221 [1]. Thistest suite allows testing of the
DUT against the base specification with respect to:

Physical characteristics.

. Electrical specifications of the UICC - Terminal interface.
. Initial communication establishment procedure.

. Transmission protocols.

e  Application and File structure.

. Security features.

. Structure of commands and responses.

e  Commands.

e  Transmission Oriented Commands.

e  Application independent files.

6.2 Physical characteristic tests

6.2.1 Dimensions of the UICC card

6.2.1.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.2.1.2 Initial conditions

Choose the dimension design for the kind of UICC card ETSI TS 102 221 [1], ISO/IEC 7810 [7] or
ISO/IEC 7816-2 [1Q].
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6.2.1.3 Test procedure

Step | Direction Description RQ

RQO04_0001
RQO04_0002
RQO4_0003
RQO04_0004
RQO04_0005
RQO04_0006
RQO04_0007
RQO4 0008
RQO04 0009

Measure the dimensions of the card and the contacts and check if they perform

1 User the dimensions of the design.

6.2.2 Temperature range for card operation

6.2.2.1 Test execution

The test procedure shall be executed once for each of following parameters:
. If the EUT is built for the standard temperature range the temperatures given in the Test procedure apply.
. For temperature class A the temperature in Test procedure 2, step 4) shall be set to -40 °C.

. For temperature class B the temperature in Test procedure 2, step 4) shall be set to -40 °C and the temperature
in step 6) shall be set to 105 °C.

. For temperature class C the temperature in Test procedure 2, step 4) shall be set to -40 °C and the temperature
in step 6) shall be set to 125 °C.

6.2.2.2 Initial conditions
The UICC shall be placed in atemperature-controllable environment and connected to aterminal simulator.

A temperature measuring device shall be connected to the surface of the UICC.

6.2.2.3 Void
6.2.2.4 Test procedure 2
Step | Direction Description RQ
1 User The temperature of the UICC shall be set to +25 °C.
2 T > UICC |Reset the UICC.
RQO04_0401
3 T > Ulce Perform an application initialization procedure (see clause 4.5.2 for valid RQO04_0402
applications). RQO04_0403
RQO04_0404

User The temperature of the UICC shall be reduced to -25 °C.
T > UICC |Steps 2) and 3) shall be repeated.

User The temperature of the UICC shall be increased to +85 °C.
T > UICC |Steps 2) and 3) shall be repeated.

N[O |0~
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6.3 Electrical specifications of the UICC - Terminal interface

6.3.1  Supply voltage Vcc (contact C1)
6.3.1.1 Vcce - Voltage limits

6.3.1.1.1 Test execution

The following test procedure shall be repeated for each voltage class supported by the UICC in ascending order.

6.3.1.1.2 Initial conditions
Set the PIN to '00000000'.

6.3.1.1.3 Test procedure
Step | Direction Description RQ
1 User Set the supply voltage for contact C1 (Vcc) to Vccemin.

2 T > UICC |Reset the UICC.
3 UICC > T |[Send avalid ATR.
4 T > UICC |[Send a CHANGE PIN command to the UICC with a new PIN value of 11110000.

RQO05_0101
5 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO05_0201
RQO05 0301
6 T > UICC |Reset the UICC.
RQO05_0101
7 UICC > T |[Send a valid ATR. RQO05_0201
RQO05 0301
8 T > UICC |Send a CHANGE PIN command to return the PIN to its initial value.
RQO05_0101
9 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. | RQ05_0201
RQO5_0301
10 T Set the supply voltage for contact C1 (Vcc) to Vcemax-
11 T Repeat steps 2) to 9) with Vcc set to Vcemax.
6.3.1.2 Vcce - Idle current limits
6.3.1.2.1 Test execution

The test case should be executed repeated for each voltage class supported by the UICC in ascending order.

6.3.1.2.2 Initial conditions
The clock frequency shall be set to 1 MHz.

The voltage on V¢ shall be set to Ve max.

6.3.1.2.3 Test procedure

Step | Direction Description RQ
1 T->UICC |Reset the UICC.
2 UICC ->T |Send avalid ATR.
3 T ->UICC |Do not send further commands after PPS procedure.

4 T The idle current consumption of the UICC is measured after receiving the ATR 2882—8383
over a period of ten seconds. RQ05:0302
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6.3.1.3 Vcce - Current limits in clock-stop-mode

6.3.1.3.1 Test execution

The test case procedure shall be repeated for each voltage class supported by the UICC in ascending order.

6.3.1.3.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.3.1.3.3 Test procedure 1

Step | Direction Description RQ
1 T > UICC |Reset the UICC.

When the terminal simulator expects no transmission from the card and when I/O

2 T > UICC |has remained at state H for at least 1 860 clock cycles the terminal simulator shall

stop the clock according to the clock stop indicator read from the ATR.

3 T The current consumption shall be measured during clock-stop-mode over a period gggg—g%gg

of ten seconds. RQ05:0303
6.3.1.3.4 Test procedure 2
Step | Direction Description RQ

1 T > UICC |Reset the UICC.

2 T > Ulce Initiate the communication between the terminal and the UICC by selecting and
reading the files EFpir, EFpL, EFiccio and EFuvpc on the MF level.
When the terminal simulator expects no transmission from the card and when I/O

3 T > UICC |has remained at state H for at least 1 860 clock cycles the terminal simulator
shall stop the clock according to the clock stop indicator read from the ATR.
The current consumption shall be measured during clock-stop-mode over a RQO5_0104

4 T : RQO05_0203a
period of ten seconds. RO05 0303a

6.3.2 Reset RST (contact C2)
6.3.2.1 RST - Static operation

6.3.2.1.1 Test execution
The test cases procedure shall be repeated for each voltage class supported by the UICC in ascending order.

6.3.2.1.2 Initial conditions
The capacitance Cin = Cout of RST (contact C2) shall not exceed 30 pF.

6.3.2.1.3 Test procedure
Step | Direction Description RQ
The following parameters shall be set for RST:
1 T e Von of the RST signal shall be set to Vormin.
e VoL of the RST signal shall be set to VoLmin.
e trand tr shall be set to 400 ps.
Reset the UICC RQO05_0105
2 T > UICC |lonmax and loLmax Shall be measured during static operation and not exceed the RQO05_0205
limits defined for the voltage class used. RQO05 0304
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Step | Direction Description RQ
The following parameters shall be set for RST
3 T e  Von of the RST signal shall be set to Vormax.
e VoL of the RST signal shall be set to VoLmax.
e trand tr shall be set to 400 ps.
Reset the UICC RQO05_0105
4 T > UICC |lonmax and loLmax Shall be measured during static operation and not exceed the RQO05_0205
limits defined for the voltage class used. RQO05_0304
6.3.2.2 Void
6.3.3 Programming voltage Vep (contact C6)
6.3.3.1 Vpp - Static operation
6.3.3.1.1 Test execution

Test procedure 1 applies to UICC supporting class A operating conditions only.

Test procedure 2 applies to all UICCs supporting operation conditions other than class A only, if no optional interface
defined in ETSI TS 102 613 [19] is supported.

6.3.3.1.2

Initial conditions

Set the PIN to 00000000.

6.3.3.1.3 Test procedure 1
Step | Direction Description RQ
1 T > UICC |Contact C6 shall not be connected to the terminal simulator.
2 T > UICC |Reset the UICC.
3 T > UICC |Send a CHANGE PIN command to the UICC with new PIN value of 11110000.
The UICC operates successfully without requiring to set VPP at programming RQO05_0106
4 UCC->T .
state in protocol level.
5 T > UICC |Reset the UICC.
6 T > UICC |Send a CHANGE PIN command to return the PIN to its initial value.
The UICC operates successfully without requiring to set VPP at programming RQO05_0106
7 UCC->T .
state in protocol level.
8 T > UICC |Contact C6 shall be connected to VPP which has the same voltage as VCC.
9 T > UICC |Reset the UICC.
10 T > UICC |Send a CHANGE PIN command to the UICC with new PIN value of 11110000.
11 uIce > T The U_ICC operates successfully without requiring to set VPP at programming
state in protocol level.
12 T > UICC |Reset the UICC.
13 T > UICC |Send a CHANGE PIN command to return PIN to its initial value.
The UICC operates successfully without requiring to set VPP at programming RQO05_0106
14 UCC->T .
state in protocol level.
6.3.3.1.4 Test procedure 2

Thistest ensuresthat Ve and Ve are not bonded together in the UICC, if this would be the case Vee (C6) would also
supply the UICC with current.

Step | Direction Description RQ
1 T > UICC |VCC shall be applied to contact C1.
2 T > UICC |Reset the UICC.
3 UICC > T |No current shall be measurable on contact C6. RQO05_0001
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6.3.4 Clock CLK (contact C3)

6.3.4.1 Frequency and duty cycle

6.3.4.1.1 Test execution

The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.

6.3.4.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.3.4.1.3 Test procedure
Step | Direction Description RQ
The following parameters shall be set for CLK:
e The clock frequency (f) shall be setto f = 1 MHz.
1 T e Von of the CLK signal shall be set to Vormax.
e VoL of the CLK signal shall be set to VoLmin.
e VoL of the CLK signal shall be set to VoLmin.
e The duty cycle of the CLK signal shall be set to 40 % high.
2 T > UICC |Reset the UICC.
RQO05_0002
Perform an application initialization procedure (see clause 4.5.2 for valid 2882_8185
applications). -
3 T~>Uuice The UICC shall be able to properly handle the commands RQO5_0206
lonmax and loLmax shall not exceed the limits defined for the voltage class used RQO5_0207
) RQO05_0306
RQO05_0307
4 T The duty cycle of the CLK signal shall be set to 60 % high.
5 T > UICC |Reset the UICC using the voltage class used in step 4).
RQO05_0002
Perform an application initialization procedure (see clause 4.5.2 for valid 2882—8185
applications). _
6 T~>uice The UICC shall be able to properly handle the commands. RQO5_0206
lonmax and loLmax Shall not exceed the limits defined for the voltage class used RQO5_0207
’ RQO05_0306
RQO05_0307
7 T Steps 2) to 6) shall be repeated with a clock frequency set to fmax.
8 T Steps 2) to 7) shall be repeated with Von set to Vormin and VoL set to Vormax.
6.3.4.2 Voltage and current
6.3.4.2.1 Test execution
The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.
6.3.4.2.2 Initial conditions
The capacitance Cin = Cout f CLK (contact C3) shall not exceed 30 pF.
6.3.4.2.3 Test procedure
Step | Direction Description RQ
1 User The clock signal shall be set to 1 MHz.

The following parameters shall be set for CLK:
e  Von of the CLK signal shall be set to Vormax.
e VoL of the CLK signal shall be set to VoLmin.
e trand tr shall be set to tRmax and tFmax.

3 T > UICC |Reset the UICC.
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Step | Direction Description RQ
Perform an application initialization procedure (see clause 4.5.2 for valid RQO05_0108
4 T > UICC |applications). RQO05_0207
lonmax and loLmax Shall not exceed the limits defined for the voltage class used. RQO05 0208
The following parameters shall be set for CLK:
5 T e  Von of the CLK signal shall be set to VoH min.
e VoL of the CLK signal shall be set to VoL max.
e trand tr shall be set to tr max and tr max-
6 T > UICC |Reset the UICC.
Perform an application initialization procedure (see clause 4.5.2 for valid RQO05_0108
7 T > UICC |applications). RQO05_0207
lonmax and loLmax Shall not exceed the limits defined for the voltage class used. RQO05 0208
8 T Steps 2) to 7) shall be repeated with fcLk = fmax.
6.3.5 I/O (contact C7)
6.3.5.1 Voltage and current
6.3.5.1.1 Test execution
The test procedures shall be repeated for each voltage class supported by the UICC in ascending order:
. Test procedure 1 appliesto all UICCs supporting PPSL.
. Test procedure 2 appliesto UICCs supporting speed enhancement of (F, D) = (512, 64).
. Test procedure 3 applies to UICCs supporting PPS2 with alow impedance driver on 1/0.
6.3.5.1.2 Initial conditions
The capacitance, Cou and Cin, of 1/O (contact C7) shall not exceed 30 pF.
6.3.5.1.3 Test procedure 1
Step | Direction Description RQ
In accordance to the voltage class used the currents and voltages supplied by the
terminal simulator shall be set to the following values:
1 T e VCC to VCCmax.
e VoL to VoLminand VoH t0 VoHmax.
° liL to HlLmax and lix to liHmax.
(] tr tO trmax and tr tO trmax.
2 T > UICC |Reset the UICC.
3 T > UICC |Send a STATUS command.
RQO05_0003
4 uicC > T lon, loL, ViL, ViH, tr and tr shall not exceed the limits defined for the voltage class RQO05_0109
used. RQO05_0208
RQO05 0308
In accordance to the voltage class used the currents and voltages supplied by the
terminal simulator shall be set to the following values:
5 T e  Vcc to Veemin.
e VoL to VoLmax and Vor t0 VoHmin.
e i to himax @and lin to linmin.
° tr t0 trRmax and tr tO trmax.
6 T > UICC |Reset the UICC.
7 T > UICC |Send a STATUS command to the UICC.
RQO05_0003
8 uicC > T lon, loL, ViL, ViH, tr and tr shall not exceed the limits defined for the voltage class RQO05_0109
used. RQO05_0208
RQO05_0308
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6.3.5.1.4 Test procedure 2
Step | Direction Description RQ
In accordance to the voltage class used the currents and voltages supplied by the
terminal simulator shall be set to the following values:
1 T e Vcc to Veemax.
e VoL to Vormin and VoH to Vormax.
e |iLto litmax and lix tO liHmax.
° tr t0 trRmax and tr tO trmax.
2 T > UICC |Reset the UICC.
3 T > UICC |Send a PPS-Request with speed enhancement (F, D) = (512, 64).
4 UICC > T |Send a PPS-Response indicating support for the requested parameters.
5 T > UICC |Send a STATUS command to the UICC.
RQO05_0003
6 uicC > T lon, loL, ViL, ViH, tr and tr shall not exceed the limits defined for the voltage class RQO05_0109
used. RQO05_0208
RQO5 0308
In accordance to the voltage class used the currents and voltages supplied by the
terminal simulator shall be set to the following values:
7 T e  Vcc to Veemin.
e Vo to Vormax and Vor t0 VoHmin.
e i to himax @and lin to linmin.
° tr t0 trRmax and tr tO trmax.
8 T > UICC |Reset the UICC.
9 T > UICC |Send a PPS-Request with speed enhancement (F, D) = (512, 64).
10 UICC > T |Send a PPS-Response indicating support for the requested parameters.
11 T > UICC |Send a STATUS command to the UICC.
RQO05_0003
12 uicC > T lon, loL, ViL, ViH, tr and tr shall not exceed the limits defined for the voltage class RQO05_0109
used. RQO05_0208
RQO5 0308
6.3.5.1.5 Test procedure 3
Step | Direction Description RQ
In accordance to the voltage class used the currents and voltages supplied by the
terminal simulator shall be set to the following values:
1 T e Vcc to Veemax.
e Vorto Vormin and Vo t0 Vormax.
e |iLto litmax and lin tO liHmax.
° tr t0 trmax and tr tO trmax.
2 T > UICC |Reset the UICC.
3 T > UICC |Send a PPS-Request using a value of PPS2 which selects low impedance drivers.
4 UICC > T |Send a PPS-Response indicating support for the requested parameters.
5 T > UICC |Send a STATUS command to the UICC.
RQO05_0003
6 uicC > T lon, loL, ViL, ViH, tr and tr shall not exceed the limits defined for the voltage class RQO05_0109
used. RQO05_0208
RQO5 0308
In accordance to the voltage class used the currents and voltages supplied by the
terminal simulator shall be set to the following values:
7 T e  Vcc to Veemin.
e VoL to VoLmax and VoH to VoHmin.
e i to limaxand hn to linmin.
° tr t0 trRmax and tr tO trmax.
8 T > UICC |Reset the UICC.
9 T > UICC |Send a PPS-Request using a value of PPS2 which selects low impedance drivers.
10 UICC > T |Send a PPS-Response indicating support for the requested parameters.
11 T > UICC |Send a STATUS command to the UICC.
RQO05_0003
12 uicC > T lon, loL, ViL, ViH, tr and tr shall not exceed the limits defined for the voltage class RQO05_0109
used. RQO05_0208
RQO05_0308
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Initial communication establishment procedure

Supply voltage switching

6.4.1.2.1

The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.

6.4.1.2.2

Supply voltage classes

Power consumption of the UICC during ATR

Test execution

Initial conditions

In accordance to the voltage class used the currents and voltages supplied by the terminal simulator shall be set to the
following values:

e  VcctoVeemax
. ftof mx (5 MHZ2).
6.4.1.2.3 Test procedure 1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |Send avalid ATR. RQO06_0202
RQO05_0109
3 UICC > T During the ATR, lcc shall not exceed "the maximum power consumption of the RQO05_0208
UICC during ATR" for the voltage class used. RQO05_0308
RQO06_0203
6.4.1.2.4 Test procedure 2
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |Send a valid ATR. RQO06_0207
RQO05_0109
3 uice > T During the ATR, Icc shall not exceed "the maximum power consumption of the RQO05_0208
UICC during ATR" for the voltage class used. RQO05_0308
RQO06_0208
6.4.1.3 Application related electrical parameters
6.4.1.3.1 Test execution

The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.

The test procedure steps shall be repeated for each application available on the UICC.

6.4.1.3.2

Initial conditions

There are no test case-specific initial conditions to be fulfilled.
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6.4.1.3.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC ; L
for valid applications).
3 uicC > T If the power consumption is present in the FCP data, the following steps in
Condition A shall be performed ELSE follow the steps in Condition B.
Condition A
4 T > UICC |Send a VERIFY PIN command with PIN to the UICC.
5 T > UICC |Send a SELECT command to select EFLoci.
6 TS UIce Send an L'JPDATE BINARY command with data string '11 22 33 44 55 66 77 88 RQO6_0205
99 AA BB'.
Condition B
4 T > UICC |Send a VERIFY PIN command with PIN to the UICC.
5 T > UICC |Send a SELECT command to select EFLoci.
6 TS UIce ggeTAaSBL'JPDATE BINARY command with data string '11 22 33 44 55 66 77 88 RQO6_0206
Send an UPDATE BINARY command with data string ‘A1 A2 A3 A4 A5 A6 A7 A8
7 T > UICC .
A9 00 00'.
6.4.2 ATR content
6.4.2.1 ATR - Major capabilities
6.4.2.1.1 Test execution
The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.
6.4.2.1.2 Initial conditions
There are no test case-specific initial conditions to be fulfilled.
6.4.2.1.3 Test procedure
Step | Direction Description RQ
1 T Reset the UICC.
Send an ATR in accordance to ISO/IEC 7816-3 [11]. RQO06_0301
The following parameters shall be present: RQO06_0302
e T =15 parameter. RQO06_0303
2 UICC S T The following parameters shall be present and in the following order in the RQO06_0304
historical bytes: RQO06_0305
e The category indicator = '80'".
e ‘"card data service" data object.
e "card capabilities" data object.
6.4.2.2 ATR - Speed enhancement
6.4.2.2.1 Test execution

The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.
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6.4.2.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.4.2.2.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a PPS-Request selecting T = 0 protocol and (F, D) = (512, 8).
3 UICC > T |Send a PPS-Response indicating support for the requested parameters.
4 T > UICC |Send a STATUS command with P2 ='00" at (F, D) = (512, 8).
5 UICC > T |Send valid FCP data. RQO06_0306
6 T > UICC |Reset the UICC.
7 T > UICC |Send a PPS-Request selecting T = 0 protocol and (F, D) = (512, 16).
8 UICC > T |Send a PPS-Response indicating support for the requested parameters.
9 T > UICC |Send a STATUS command with P2 ='00' at (F, D) = (512, 16).
10 UICC > T |Send valid FCP data. RQO06_0306
11 T > UICC |Reset the UICC.
12 T > UICC |Send a STATUS command with P2 ='00" at (F, D) = (372, 1).
13 T > UICC |Send valid FCP data. RQO06_0306
14 T > UICC |Reset the UICC.
15 T > UICC |Send a PPS-Request selecting T = 0 protocol and (F, D) = (372, 1).
16 UICC > T |Send a PPS-Response indicating support for the requested parameters.
17 T > UICC |Send a STATUS command with P2 ='00" at (F, D) = (372, 1).
18 UICC > T |Send valid FCP data. RQO06_0306
6.4.2.3 Global Interface bytes
6.4.2.3.1 Test execution

The test procedure shall be repeated for each voltage class supported by the UICC in ascending order.

6.4.2.3.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.4.2.3.3 Test procedure
Step | Direction Description RQ
1 T Reset the UICC.
If the UICC supports any of O_LOW_IMPEDANCE, O_IC_USB, O_UICC_CLF, RQO06_0309

O_SECURE_CHAN, O_SECURE_APDU, O_EUICC, or O_LSI then the first TBi
(i> 2) after T = 15 shall be present, with value according to the supported options.
If the UICC does not support any of O_LOW_IMPEDANCE, O_IC_USB,
O_UICC_CLF, O_SECURE_CHAN, O_SECURE_APDU, O_EUICC, or O_LSI then
the first TBi (i > 2) after T = 15 shall either be absent or be present with value '00'.

2 UICC>T

EXAMPLE: From options coded in the Global Interface bytes the option O_LOW_IMPEDANCE and
O_UICC_CLF are supported => The TBi (i>2) value shall be coded: 'BO'.

6.4.3 PPS procedure

6.4.3.1 Test execution

The test case procedure shall be repeated for each voltage class supported by the UICC in ascending order.
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2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.4.3.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
Condition Steps 2_) and 3) shall only be carried out if the ATR contains the first TBi (i > 2)
after T = 15.
2 T > UICC |[Send a PPS-Request containing a value of PPS2 equal to '00".
3 UICC > T |Send a PPS-Response indicating support for the requested parameters. 2882—828;
4 T > UICC |Send a STATUS command with P2 ='00".
5 UICC > T |Send a status word indicating successful command execution.
6 T > UICC |Reset the UICC.
Condition Steps 7) to 10) shall only be carried out if the ATR contains the first TBi (i > 2)
after T = 15 with a value of '90".
7 T 2> UICC |Send a PPS-Request containing a value of PPS2 equal to '90'.
8 UICC > T |Send a PPS-Response indicating support for the requested parameters. 5882—8383
9 | T>UICC |[Send a STATUS command with P2 = '00', ~
10 UICC > T |Send a status word indicating successful command execution. RQO06 0402
6.4.4 Reset procedures
6.44.1 Test execution
The test case procedure shall be repeated for each voltage class supported by the UICC in ascending order.
6.4.4.2 Initial conditions
There are no test case-specific initial conditions to be fulfilled.
6.4.4.3 Test procedure 1
Step | Direction Description RQ
1 T 2> UICC |Reset the UICC.
2 T > UICC |Send a VERIFY PIN command with PIN to the UICC.
3 T > UICC |Reset the UICC.
4 uicC > T Send a valid ATR sequence. The specific mode byte TA(2) shall not be present RQO06_0501
within the ATR returned by the UICC.
5 T 2> UICC |Send a SELECT command to select EFpL.
6 T > Ulce Send an UPDATE BINARY command using a length of 2 bytes, and data string
'00 00' to the UICC.
7 UICC > T |Return status condition SW1 ='69', SW2 ='82" - Security status not satisfied. RQO06 0501
8 T > UICC |Send a VERIFY PIN command with PIN.
9 T > UICC |Perform a Warm Reset of the UICC.
. RQO06_0502
10 UICC > T |Send a valid ATR sequence. RO06_0503
11 T > UICC |Send a SELECT command to select EFpL.
Send an UPDATE BINARY command using a length of 2 bytes, and data string
12| T=>UICC 150 00 to the UICC.
13 UICC > T |Return status condition SW1 ='69', SW2 ='82' - Security status not satisfied. RQO06_0504
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6.4.4.4 Test procedure 2

Step | Direction Description RQ
User Reset the UICC.
T > UICC |Perform a Warm Reset of the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
UICC>T : S
for valid applications).
T > UICC |Perform a Warm Reset of the UICC.
UICC > T |Respond with an identical ATR to that returned in response to step 2). RQO06_0504

gl W NP

6.4.4.5 Test procedure 3

Step | Direction Description RQ

T > UICC |Reset the UICC.

T > UICC |Perform a Warm Reset of the UICC.

uIcC > T Sgnq a valid ATR sequence. The specific mode byte TA(2) shall not be present RQO06_0505

within the ATR returned by the UICC.

T 2> UICC |Reset the UICC.

T > UICC |Perform a Warm Reset of the UICC.

uicC > T Sgnq a valid ATR sequence. The specific mode byte TA(2) shall not be present RQO06_0505
within the ATR returned by the UICC.

o (OB W NP

6.4.4.6 Test procedure 4

Step | Direction Description RQ
T > UICC |Reset the UICC.

T > UICC |Perform a Warm Reset of the UICC.
uice > T Send a vr_gll_id ATR. . RQO06_0506
The specific mode byte TA(2) shall be present within the ATR.

T > UICC |Reset the UICC.

T > UICC |Send a PPS-Request selecting T = 0 protocol and (F, D) = (512, 8).
UICC > T |Send a PPS-Response indicating support for the requested parameters.
T > UICC |Perform a Warm Reset of the UICC.

Send a valid ATR. RQO06_0506
UICC > T |The specific mode byte TA(2) shall be present within the ATR.

The Global Interface Character TA1 shall indicate (F, D) values of (512, 8).

N[OOI~ W N

[ee]

6.4.5 Clock stop mode

6.45.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.4.5.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.4.5.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
The ATR shall contain a following character: RQO06_0601
2 UICC>T e  TA(i) after the first occurrence of T = 15 in TD(i-1) for i > 2.

e Both b8 and b7 shall not be equal to zero.

Stop CLK in accordance to the requirements for the clock stop mode after the
T > UICC ATR

T > UICC |Pause for 10 seconds, then starts the clock again.
T > Ulce Wait for more than 744 clock cycles after having started the clock before sending
a SELECT command to for EFiccip.
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Step | Direction Description RQ
6 UICC > T |The SELECT command shall be executed successfully. RQO06 0601

6.4.6 Bit/character duration and sampling time

The bit and character duration isimplicitly tested in clause 6.5.2.1.
6.4.7 Error handling

6.4.7.1 Test execution
TheT = 0 protocol shall be used.

The test procedure shall be performed for each communication speed supported by the UICC.

6.4.7.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.4.7.3 Test procedure

Step | Direction Description RQ

T > UICC |Reset the UICC.

TS UIce Request character repetitiqn (i.e. transmits an error signal during the guard time)
for all character frames during the ATR.

UICC > T |Send a valid ATR with character repetition. RQO06 0801

T > UICC [Send a PPS-Request (conditional).

T > Ulce Send a SELECT command to select the MF with incorrect character parity for all

character frames.

Request character repetition (i.e. transmits an error signal during the guard time) RQO06_0801

for all character frames.

T > Ulce fF::r?ﬁai\s/? the response data but request character repetition for all character

8 UICC > T |Send valid FCP data with character repetition. RQO06_0801

gl (BRlW N

6 UICC>T

6.4.8  Compatibility

6.4.8.1 Test execution

The supply voltage classindication in the ATR and STATUS response are tested respectively in clauses 6.4.1 and
6.9.1.2 in the present document as they are mandatory for al the UICCs except the UICCs supporting class A operating
condition only.

The supply voltage class detection based on STATUS response for compatibility purpose is out of the scope of the
present document.

6.5 Transmission Protocols

6.5.1 Physical Layer

6.5.1.1 Test execution

RQO07_0001 and RQO7_0101 related to this clause are tested in clause 6.5.2.1.
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6.5.2 Data Link Layer

6.5.2.1 Character Frame

6.5.2.1.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.2.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.1.3 Test procedure

Step | Direction Description RQ
Steps 2) to 12) shall be repeated for all the communication speeds and protocols
1 supported by the UICC, and both with and without selecting low impedance
drivers if the UICC supports low impedance drivers.
T > UICC |Reset the UICC.
UICC> T |Send a valid ATR. RQO07_0202
TS UIce Senq a PPS—Reqqest to select a valid protocol, a valid communication speed and
low impedance drivers (if relevant) to the UICC.
UICC > T |Send a PPS-Response indicating support for the requested parameters. RQO07_0202
T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
UICC > T |Return status condition SW1 ='90', SW2 = 00 - normal ending of the command. RQO7_0202
T > UICC |[Send a VERIFY PIN command with Application PIN to the UICC.
T > UICC |[Send a SELECT command to select EFTransieb.
T > Ulce Send an UPDATE BINARY to update EFtransieb With data string '55 AA OF 00 FO
FF 00 FO FF 00 FO FF'.
The following conditions shall be true for all character frames: RQO07_0201
e Before the transmission of a character, the I/O line shall be in state H. RQO07_0202
A character consists of 10 consecutive bits. RQO07_0202
There is an even number of bits set to '1' including the parity bit. RQO07_0203
The existence of the start bit shall be confirmed to be at least 0,7 etu. RQO7_0204
The subsequent bits shall be received at intervals of (n + 0,5 + 0,2) etu RQO7_0204
(n being the rank of the bit). RQ07_0205
e The time from the leading edge of the start bit to the trailing edge of the
11 juice>T nt" bit shall be (n + 0,2) etu.
e The interval between the leading edges of the start bits of two
consecutive characters shall comprise the character duration
(10 £ 0,2) etu, plus a guardtime.
e The data shall always be passed over the I/O line with the most
significant byte first.
e The order of bits within a byte shall be specified in character TS returned
in the ATR.
12 T 2> UICC |Send a READ BINARY for EFTraNS16b.

O|o|N| O (0 & [W(N
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Step | Direction Description RQ
Return data string '55 AA OF 00 FO FF 00 FO FF 00 FO FF'. RQO7_0201
The following conditions shall be true for all character frames: RQO07_0202
e Before the transmission of a character, the 1/O line shall be in state H. RQO07_0203
e It consists of 10 consecutive bits. RQO07_0204
e There is an even number of bits set to 1" including the parity bit. RQO07_0204
e The existence of the start bit shall be confirmed to be at least 0,7 etu. RQO07_0205
e The subsequent bits shall be received at intervals of (n + 0,5 + 0,2) etu
(n being the rank of the bit).
e The time from the leading edge of the start bit to the trailing edge of the
13 UuicC->T nt" bit shall be (n + 0,2) etu.
e The interval between the leading edges of the start bits of two
consecutive characters shall comprise the character duration
(10 + 0,2) etu, plus a guardtime.
e The data shall always be passed over the I/O line with the most
significant byte first.
e The response data sent from the UICC shall be passed over the I/O line
with the most significant byte first.
e The order of bits within a byte shall be specified in character TS returned
in the ATR.
14 T The time from the leading edge of the start bit to the trailing edge of the n'" bit
shall be set to be (n + 0,2) etu.
15 T > UICC |Reset the UICC.
16 UICC > T |Send avalid ATR. RQO7_0202
17 T > Ulce Senq a PPS-Rquest to. select a valid protocol, a valid communication speed and
low impedance drivers (if relevant) to the UICC.
18 UICC > T |Send a PPS-Response indicating support for the requested parameters. RQO07_0202
19 TS UICC Send gSELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
20 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO7_0202
21 T > UICC |Send a VERIFY PIN command with PIN to the UICC.
22 T > UICC [Send a SELECT command to select EFTransieb.
23 T > UICC |[Send a READ BINARY to the UICC.
Return data string '55 AA OF 00 FO FF 00 FO FF 00 FO FF'. RQO07_0201
The following conditions shall be true for all character frames: RQO07_0202
e Before the transmission of a character, the I/O line shall be in state H. RQO07_0203
e It consists of 10 consecutive bits. RQO07_0204
e There is an even number of bits set to 1" including the parity bit. RQO7_0204
e The existence of the start bit shall be confirmed to be at least 0,7 etu. RQO07_0205
e The subsequent bits shall be received at intervals of (n + 0,5 + 0,2) etu RQ07_0205
(n being the rank of the bit).
e The time from the leading edge of the start bit to the trailing edge of the
24 | UICC>T n™ bit shall be (n + 0,2) etu.
e The interval between the leading edges of the start bits of two
consecutive characters shall comprise the character duration
(10 £ 0,2) etu, plus a guardtime.
e The data shall always be passed over the 1/O line with the most
significant byte first.
e The response data sent from the UICC shall be passed over the 1/O line
with the most significant byte first.
e The order of bits within a byte shall be specified in character TS returned
in the ATR.
The time from the leading edge of the start bit to the trailing edge of the n" bit
25 vicc >1 shall be set to be (n - 0,2) etu.
26 T > UICC |Reset the UICC.
27 UICC > T |Send avalid ATR. RQO7_0202
o8 TS UIce Senq a PPS-Rquest to select a valid protocol, a valid communication speed and
low impedance drivers (if relevant) to the UICC.
29 UICC > T |Send a PPS-Response indicating support for the requested parameters. RQO07_0202
30 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
31 UICC > T |Return status condition SW1 ='90', SW2 ="'00". RQO07_0202
32 T > UICC [Send a VERIFY PIN command with PIN to the UICC.
33 T > UICC |[Send a SELECT command to select EFTransieb.
34 T > UICC |[Send a READ BINARY to the UICC.
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Step | Direction Description RQ
Return data string '55 AA OF 00 FO FF 00 FO FF 00 FO FF'. RQO07_0201
The following conditions shall be true for all character frames: RQO07_0202
e Before the transmission of a character, the I/O line shall be in state H. RQO07_0202
e It consists of 10 consecutive bits. RQ07_0203
e There is an even number of bits set to 1" including the parity bit. RQO07_0204
e The existence of the start bit shall be confirmed to be at least 0,7 etu. RQO07_0204
e The subsequent bits shall be received at intervals of (n + 0,5 + 0,2) etu RQ0O7_0205

(n being the rank of the bit).

e The time from the leading edge of the start bit to the trailing edge of the
nt" bit shall be (n + 0,2) etu.

e The interval between the leading edges of the start bits of two
consecutive characters shall comprise the character duration
(10 + 0,2) etu, plus a guardtime.

e The data shall always be passed over the I/O line with the most
significant byte first.

e The response data sent from the UICC shall be passed over the I/O line
with the most significant byte first.

e The order of bits within a byte shall be specified in character TS returned
in the ATR.

NOTE 1: RQO7_0206 is not tested, with the exception of the requirement to not drive the 1/O line during the error

indication period.
NOTE 2: RQO07 0207 is not tested.

35 UICC>T

6.5.2.2 Transmission Protocol T =0

6.5.2.2.1 Test execution

The test procedure shall be repeated for all the operating conditions supported by the UICC.

6.5.2.2.2 Initial conditions

EFrransisb shall contain the data string: '55 AA OF 00 FO FF 00 FO FF 00 FO FF'.

6.5.2.2.3 Test procedure
Step | Direction Description RQ
1 Steps 2) to 9) shall be repeated for all the communication speeds supported by
the UICC.
2 T > UICC |Reset the UICC.
3 TS UIce gsggda PPS-Request to select the T = 0 protocol and the selected communication
4 uicC > T Send a valid PPS-Response indicating support for the T = 0 protocol and the RQO07_0001
selected communication speed.
5 T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
6 T > UICC |Send a VERIFY PIN with PIN.
7 T > UICC [Send a SELECT command to select EFtransieb.
8 T > UICC |Send a READ BINARY command.
Send the data string '55 AA OF 00 FO FF 00 FO FF 00 FO FF' followed by RQO07_0216
SW1 ="90"and SW2 ='00' - normal ending of the command. RQO07_0208
9 UICC S T The following shall be true of the response data: RQO07_0209
e The interval between the leading edge of the start bits of two consecutive
characters shall be at least 12 etus.
e  The value of the WWT shall not exceed 960 x W1 x Fi/f.
10 T > UICC |Reset the UICC.
11 T > ulce Request character repetition (i.e. transmits an error signal during the guard time)
to the UICC for all character frames during the ATR.
12 UICC > T |Send a valid ATR with character repetition. RQO07 0212
13 T > Ulce Send a PPS-Request to select the T = 0 protocol, the selected communication
speed and low impedance drivers (if relevant).
14 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
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Step | Direction Description RQ
15 T > UICC [Send a VERIFY PIN with PIN.
16 T > UICC |Send a SELECT command to select EFTransisb.
17 T > uice Send a READ BINARY command to the UICC with incorrect character parity for
all character frames.

Request character repetition for all character frames, indicating the error to the RQO07_0212
18 uIcC > T sender by setting the 1/O line to state L at (10,5 + 0,2) etu after the leading edge of | RQ07_0213
the start bit of each character with a parity error for a maximum of 2 etu and a RQO07_0214

minimum of 1 etu.
19 T 2> UICC |Re-send a READ BINARY command.
20 T = UICC |Request character repetition for all character frames from the UICC.

Send the data string '55 AA OF 00 FO FF 00 FO FF 00 FO FF' followed by RQO07_0212
SW1 ="90"and SW2 ="'00' - normal ending of the command. RQO07_0213
The following shall be true of the response data: RQO07_0215
21 UICC>T e The UICC shall check the I/O line for a parity error indication at (11 + 0,2) | RQ07_0206

etu starting from the leading edge of the start bit of the character being
transmitted and the character shall be sent again after a minimum delay

of 2 etu.
6.5.2.3 Transmission Protocol T =1
6.5.2.3.1 Timing and specific options for blocks sent with T =1
6.5.2.3.1.1 Overview and applicability

This clause defines conformance tests regarding timing, information field sizes and error detection parameters for
blocks sent with T = 1.

The tests defined in this clause only apply where the UICC under test supportsthe T = 1 protocol. If the UICC under
test does not support the T = 1 protocol, then these tests do not apply.

The testsin this clause assume that the T = 1 protocol isthe first indicated protocol for the UICC. If the UICC under test
supports T = 1 but it is not the first indicated protocol, then each test shall be extended to configure the UICC to employ
the T = 1 protocol, e.g. via the PPS mechanism.

6.5.2.3.1.2 Information field size

6.5.2.3.1.2.1 Test execution
The test procedure shall be repeated for all the operating conditions supported by the UICC.

NOTE: When EFsus is not supported by the UICC, any supported linear EF with record length more than or
egual to 31 bytes may be chosen.

6.5.2.3.1.2.2 Initial conditions

. There are no test case-specific initial conditionsto be fulfilled.

6.5.2.3.1.2.3 Test procedure
Step | Direction Description RQ
T Reset the UICC.

Send a SELECT command to select and activate an application (see clause 4.5.2
T-> UICC : -

for valid applications).
UICC > T |Send a SELECT command to select EFswms.
T > UICC |Send a VERIFY command with PIN to the UICC.
T > UICC |Send a READ RECORD command to read record 1 from EFswms.
uice > T Return the contents of record 1 in a series of chained I-blocks, whose INF fields RQO07_0217
are < IFSD, i.e. less than or equal to 32 bytes in length.
T > UICC |Reset the UICC.

Send an IFS REQUEST to the UICC, requesting an adjustment of IFSD to
T>uicc 255 bytes

o (N O [Oh|Ww| N
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Step | Direction Description RQ

Reject the request and respond with an R-block with bits b1-b4 in the PCB-byte RQO07_0217
9 UicCC>T : -

having a value of '2' - other errors.

10 T > UICC |Reset the UICC.

11 T > Ulce Send an IFS REQUEST to the UICC, requesting an adjustment of IFSD to

254 bytes.
12 TS UIcC Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).

13 T > UICC |Send a SELECT command to select EFsws.

14 T > UICC |Send a VERIFY command with PIN to the UICC.

15 T > UICC [Send a READ RECORD command to read record 1 from EFsws.

16 UICC > T |Return the contents of record 1 in a single I-block or multiple I-blocks. RQO07_0217
6.5.2.3.1.3 Character waiting integer
6.5.2.3.1.3.1 Test execution

The test procedure shall be repeated for al the operating conditions supported by the UICC.

6.5.2.3.1.3.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.3.1.3.3 Test procedure
Step | Direction Description RQ
1 T Reset the UICC.
2 uice > T Send a valid ATR If the first TB for T = 1 is present, bits b1-b4 shall be in the RQO07_0218
range O to 5.
6.5.2.3.1.4 Character waiting time
6.5.2.3.14.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.5.2.3.1.4.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.3.1.4.3 Test procedure

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : S
for valid applications).
Measure the delay between the leading edges of each pair of consecutive RQO07_0218
characters sent by the UICC in its I-block response to the SELECT command

3 T The maximum delay between the leading edges of each pair of consecutive
characters shall be < CWT.
6.5.2.3.1.5 Block guard time
6.5.2.3.1.5.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.
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6.5.2.3.1.5.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.3.1.5.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.

Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).

Measure the delay between the leading edge of the last character in the I-block RQO07_0219
SELECT command received by the UICC and the leading edge of the first
character in its I-block response to the SELECT command.

The measured delay shall be in the range: BGT < delay < BWT.

Send a SELECT command to select and terminate the chosen application (see

4 T > UICC |clause 4.5.2 for valid applications) at 22 etu after the UICC send the last character
in step 3).

5 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO07 0219

2 T->UICC

6.5.2.3.1.6 Waiting time extension
FFS.

6.5.2.3.1.7 Error detection code
6.5.2.3.1.7.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.5.2.3.1.7.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.3.1.7.3 Test procedure

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
> uIcC > T Respo_nd with sending an ATR _ RQO07_0220

If the first TC for T = 1 is present, it shall have a value of 0.

6.5.2.3.2 Block frame structure
6.5.2.3.2.1 Node address byte
6.5.2.3.2.1.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.5.2.3.2.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.3.2.1.3 Test procedure

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC - S
for valid applications).
Send a SELECT command to select EFecc, where the SAD and DAD are set, as
default, to 0.

3 T->UICC
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Step | Direction Description RQ
4 UICC > T |Respond with an I-block where the SAD and the DAD are both set to 0. RQO07 0222
5 T > UICC |[Send a SELECT command to select EFecc, where the SAD = 1and DAD = 0.
Return an R-block with N(R) equal to the next expected sequence number RQO07_0222
6 UicC>T |, .
(ignoring the erroneous I-block), or do not return any response.
7 T > UICC |Send a SELECT command to select EFecc, where the SAD = 0 and DAD = 1.
Return an R-block with N(R) equal to the next expected sequence number RQO07_0222
8 UICC>T |, .
(ignoring the erroneous I-block), or do not return any response.
9 T > UICC [Send a SELECT command to select EFecc, where the SAD =1 and DAD = 1.
Return an R-block with N(R) equal to the next expected sequence number RQO07_0222
10 uicC>T |, .
(ignoring the erroneous I-block), or do not return any response.
6.5.2.3.2.2 Protocol Control Byte
FFS.
6.5.2.3.2.3 Length
6.5.2.3.2.3.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.5.2.3.2.3.2 Initial conditions
There are no test case-specific initia conditions to be fulfilled.
6.5.2.3.2.3.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
5 TS UIcC Send a SELECT command to select and activate the chosen application (see
clause 4.5.2 for valid applications).
3 uIice > T Respond with an I-block containing the response to the SELECT command, RQO07_0224
where the |-block contain the LEN, length of the response data.
6.5.2.3.24 Information field
6.5.2.3.24.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.5.2.3.2.4.2 Initial conditions
There are no test case-specific initia conditions to be fulfilled.
6.5.2.3.2.4.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
5 TS UIce Send a SELECT command to select and activate the chosen application (see
clause 4.5.2 for valid applications).
3 T > Ulce EeDrgj a SELECT command to select the EFecc, where the I-block has an invalid
Reject the command by sending an R-block response with bits b1-b4 in the RQO07_0224
4 UICC > T |PCB-byte having a value of '1' - EDC and/or parity error. The INF field shall be RQO07_0225
absent. RQO07 0249
5 T > UICC |[Send a SELECT command to select the EFecc.
6 T > UICC |Reset the UICC.
7 T > Ulce Send an IFS REQUEST S-block to the UICC, requesting an adjustment of the
IFSD to 254 bytes.
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Step | Direction Description RQ
8 uicC > T Respond with an IFS RESPONSE S-block, whose INF field is present and has the | RQ07_0224
value 254. RQO07_0249
9 T > Ulce Send a SELECT command to select and activate the chosen application (see
clause 4.5.2 for valid applications).
10 T > UICC |Reset the UICC.
11 TS UIcC Send a SELECT co.mman.d to select and activate the chosen application (see
clause 4.5.2 for valid applications).
12 T > UICC |[Send a RESYNCH request S-block to the UICC.
RQO07_0224
13 UICC > T |Respond with a RESYNCH response S-block, which shall not contain an INF field. | RQ07_0225
RQO7_0249
14 T > UICC |Send a SELECT command to select EFecc.
15 T > UICC |Reset the UICC.
Send a SELECT command to select and activate the chosen application (see
16 | T>UICC ! o
clause 4.5.2 for valid applications).
17 T > UICC |Send a SELECT command to select EFecc.
18 TS UIce Send an IFS REQUEST S-block to the UICC, requesting an adjustment of the
IFSD to the record length of EFecc - 1 byte.
19 T > UICC |Send a READ RECORD command to read record 1 from EFecc.
20 T > Ulce Send an ABORT request S-block to the UICC after the 15t chained I-block
response is received from the UICC.
RQO07_0224
21 UICC > T |Respond with an ABORT response S-block, which shall not contain an INF field. RQO07_0225
RQO7_0249
Send an IFS REQUEST S-block to the UICC, requesting an adjustment of the
22 | T>Ucc IFSD to 32 bytes.
23 T > Ulce Send a SELECT command to the UICC to select and activate the chosen
application (see clause 4.5.2 for valid applications).
6.5.2.3.2.5 Epilogue field
6.5.2.3.25.1 Test execution
There are no test case-specific parametersto be set or conditions to be fulfilled.
6.5.2.3.2.5.2 Initial conditions
There are no test case-specific initial conditions to be fulfilled.
6.5.2.3.2.5.3 Test procedure
Step | Direction Description RQ

1 T > UICC |Reset the UICC.

5 TS UIce Send a SELECT command to select and activate the chosen application (see
clause 4.5.2 for valid applications).

Respond with an I-block containing the response to the SELECT command.

3 UICC > T |The epilogue field shall contain a 1 byte EDC - of type LRC - which shall be set to

the correct value for the block.

Send a SELECT command to select and terminate the chosen application (see

clause 4.5.2 for valid applications) with invalid EDC.

Reject the command by sending an R-block response of the format R(N), where N | RQ07_0227

is the sequence number of the next expected I-block (ignoring the erroneous

I-block) and with bits b1-b4 in the PCB-byte having a value of '1' - EDC and/or

parity error.

4 T > UICC

5 UICC>T

6.5.2.3.3 Error free operation

6.5.2.3.3.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.
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6.5.2.3.3.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.2.3.3.3 Test procedure

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
> T > Ulce Send an IFS REQUEST S-block to the UICC, requesting an adjustment of the
IFSD to 254 bytes.
Respond with an IFS RESPONSE S-block, whose INF field is present and has the | RQ07_0229
vice>1 value 254.
4 T > UICC [Send a SELECT command to select and activate the chosen application.
Respond to the last I-block of the command (I(Ns(S), 0)) with the response to the | RQ07_0230
5 UICC > T |SELECT command, where the first I-block of the response is of the format I(Nr(S),
M) where Nr(S) = 0.
6 T > UICC |Send a SELECT command to select EFecc.
Respond to the last I-block of the command (I(Ns(S), 0)) with the response to the | RQ07_0230
7 UICC > T |[SELECT command, where the first I-block of the response is of the format I(Nr(S),
M) where Nr(S) # Nr(S) of the previous I-block sent by the UICC.
Send a SELECT command to the UICC, with an invalid file ID whose length shall
8 T > UICC |be 255 bytes long, where each byte shall be set to 'FF', split over at least
2 chained I-blocks.
Respond to the first I-block from the terminal simulator with a receive ready RQO07_0231
R-block of the format R(Nr(R)) where Ns(S) # Nr(R).

9 UiICC->T

6.5.2.3.4 Error Handling for T =1
6.5.2.3.4.1 Protocol initialization
6.5.2.34.1.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.2.3.4.1.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.5.2.3.4.1.3 Test procedure

Step | Direction Description RQ
User Reset the UICC.

T > UICC |Send a SELECT command to select and activate the chosen application.
TS UIce Send an R-block to the UICC, of the format R(0), to request the UICC to re-send

the last block.
UICC > T |Re-send the I-block, the response to the first SELECT command. RQO07 0236
T > Ulce Send an R-block to the UICC, of the format R(0), to request the UICC to re-send
the last block.
UICC > T |Re-send the I-block, the response to the first SELECT command. RQO07_0236
T > UICC |Reset the UICC.
TS UIce Send a SELECT cpmm.and to select and activate the chosen application, where

the I-block has an invalid EDC.
9 uIce > T Reject_the command by se_nding an R-block response of the _format R(0), with bits | RQ07_0237

b1-b4 in the PCB-byte having a value of '1' - EDC and/or parity error.
10 T > UICC [Send a SELECT command to select and activate the chosen application.
11 T > UICC [Send a SELECT command to select EFmsi.
Send an R-block to the UICC, of the format R(0), to request the UICC to re-send

12 ] T2UICC e last block.
13 UICC > T |Re-send the I-block, the response to the SELECT command in step 8). RQO07_0238
14 T > Ulce Send an R-block to the UICC, of the format R(0), to request the UICC to re-send
the last block.
15 UICC > T |Re-send the I-block, the response to the SELECT command in step 8). RQO07_0238
16 T > UICC |Send a S(RESYNCH, request).

0 (N[O 01 (&~ W NP
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Step | Direction Description RQ
17 UICC > T |Return a S(RESYNCH, response). RQO07_0238
18 T > UICC |Send a VERIFY PIN command with PIN.
19 T > UICC |Send a READ BINARY command.
20 UICC > T |Return the content of EFvs.. RQO07_0238
6.5.2.3.4.2 Block dependant errors
6.5.2.34.2.1 Sending invalid blocks to the UICC
6.5.2.3.4.21.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.5.2.3.4.2.1.2 Initial conditions
e  Thereareno test case-specific initial conditions to be fulfilled.
6.5.2.3.4.2.1.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T 2> UICC |Send a SELECT command to select and activate the chosen application.
3 TS UIce Send an R-block to the UICC, of the format R(N(R)) where N(R) = N(S) of the last
I-block sent by the UICC, to request the UICC to re-send the last block.
4 UICC > T |Re-send the last I-block of the response to the first SELECT command. RQO07 0239
5 T > Ulce Send another R-block to the UICC, of the format R(N(R)) where N(R) = N(S) of
the last I-block sent by the UICC, to request the UICC to re-send the last block.
6 UICC > T |Re-send the last I-block of the response to the first SELECT command. RQO07_0240
7 T > UICC |Reset the UICC.
8 TS UIce Send an IFS REQUEST S-block to the UICC, requesting an adjustment of the
IFSD to 254 bytes.
9 T > Ulce The terminal simulator shall re-send an IFS REQUEST S-block to the UICC,
requesting an adjustment of the IFSD to 254 bytes.
10 UICC > T |Re-send the IFS RESPONSE S-block, whose INF field shall have the value 254. RQO7_0242
11 T > UICC [Send a SELECT command to select and activate the chosen application.
NOTE: RQO07_0241 and RQO7_0243 shall not be tested as it is not possible to meet the test criteria.

6.5.2.3.5 Chaining
6.5.2.35.1 Definition and applicability
6.5.2.3.5.1.1 Test execution

When EFSM S is not supported by the UICC, any supported linear EF with record length more than or equal to 31 bytes
may be chosen.

6.5.2.3.5.1.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.5.2.3.5.1.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.

2 T > UICC [Send a SELECT command to select and activate the chosen application.
Send a SELECT command with an invalid file ID, whose length shall be
255 bytes, where each byte shall be set to 'FF'.

The SELECT command shall be spilt over at least 2 chained blocks.

3 T->UICC

ETSI



Release 17 81 ETSI TS 102 230-2 V17.2.0 (2024-05)

Step | Direction Description RQ

For each I-block of format I(Ns(S), 1) the UICC shall respond with a receive ready | RQ07_0245
R-block of the format R(Nr(R)) where Nr(R) #. Ns(S).

4 UICC = T [For the last I-block from the terminal simulator the UICC shall respond with an
R-APDU containing a status word indicating an application level error regarding
the SELECT command.

5 T > UICC |Reset the UICC.

6 T > UICC [Send a SELECT command to select and activate the chosen application.

7 T > UICC |Send a VERIFY PIN command with PIN.
8

9

T > UICC |Send a SELECT command to select EFsws.

T 2> UICC |Send a READ RECORD command to read record 1 from EFswus.

10 uice > T Return the contents of record 1 in a series of chained I-blocks, whose INF fields RQO07_0246
are < IFSD, i.e. less than or equal to 32 bytes in length.

11 T > UICC |Reset the UICC.

12 T > UICC [Send a SELECT command to select and activate the chosen application.

Send a SELECT command to the UICC, with an invalid file ID whose length shall

13 T > UICC |be 255 bytes long, where each byte shall be set to 'FF', where the INF field in the

I-block shall be set to 255 bytes in length.

The UICC shall reject the command by sending an R-block response of the format | RQ07_0247

R(N), where N is the sequence number of the next expected I-block (ignoring the

erroneous I-block) and with bits b1 to b4 in the PCB-byte having a value of

'2' - other errors.

14 UICC>T

6.5.3 Transport Layer
6.5.3.1 Transportation of an APDU using T =0

6.5.3.1.1 Purpose

Clause 6.5.3.1 describes conformance tests rel ating to the mapping of C-APDUs and R-APDUsfor T = 0 protocol, the
APDU exchange and the use of the GET RESPONSE command as used in case 2 and case 4 commands.

6.5.3.1.2 Case 1 command

6.5.3.1.2.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.5.3.1.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.3.1.2.3 Test procedure
Step | Direction Description RQ
1 T Reset the UICC.
> T > Ulce Senq a _SELECT command to the UICC to select and activate the chosen
application.
Send a VERIFY PIN command with parameter P2 indicating PIN and with an
3 T~>uice empty data field.
4 uicC > T Return status condition SW1 ='63', SW2 ='CX' - unsuccessful PIN verification, RQO07_0301
X attempts left. RQO07 0303
Send a VERIFY PIN command with an incorrect parameter P2 and with an empty
T>uice data field
UICC > T |Return an error code appropriate to the command. RQO07_0302
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6.5.3.1.3 Case 2 command

6.5.3.1.3.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.3.1.3.2 Initial conditions

EFLraro00 cONtain the data string: ‘A1 A2 A3 A4 A5 A6 A7 A8 A90000'.

6.5.3.1.3.3 Test procedure

Step | Direction Description RQ
T > UICC |Reset the UICC.

T > UICC [Send a SELECT command to select and activate the chosen application.
T > UICC |Send a SELECT command to select EFLocl.

T > UICC |Send a VERIFY PIN command with PIN.

T > UICC [Send a READ BINARY command using a length of 11 bytes.

Return the procedure byte 'B0O' followed by the data string 'A1 A2 A3 A4 A5 A6 A7 | RQ07_0304
UICC > T |A8 A9 00 00', ending with the status condition SW1 = '90', SW2 ='00' - normal
ending of the command.

Send a READ BINARY command with an incorrect P2 parameter and a length of
11 bytes.

Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0305
SW1 ="6A', SW2 ='86' - incorrect parameters P1-P2.

QAW IN|F-

»

7 T-> UICC

8 UICC>T

6.5.3.1.4 Case 3

6.5.3.14.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.3.1.4.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.3.1.4.3 Test procedure

Step | Direction Description RQ
User Reset the UICC.

T > UICC [Send a SELECT command to select and activate the chosen application.

T > UICC |Send a SELECT command to select EFLoci.

T > UICC |Send a VERIFY PIN command with PIN.

T > UICC [Send an UPDATE BINARY command header using a length of 11 bytes.

UICC > T |Return the procedure byte 'D6' to the terminal simulator. RQO07 0306

T > UICC |Send the data string '11 22 33 44 55 66 77 88 99 00 11'.

UICC = T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQO7_0307

TS UIce Send an UPDATE BINARY command hea}der with an incorrect P2 parameter, a
length of 11 bytes and, if needed, data string '11 22 33 44 55 66 77 88 99 00 11".

Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0308

SW1 ="6A', SW2 ='86' - incorrect parameters P1-P2.

Send an UPDATE BINARY command with the data 'A1 A2 A3 A4 A5 A6 A7 A8 A9

00 00

© (O[NNI W|IN|F-

[Eny
o

UICC>T

[
[

T > UICC

6.5.3.1.5 Case 4

6.5.3.1.5.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.
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Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.3.1.5.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a SELECT command to select and activate the chosen application.
Send a SELECT command header to the UICC with P2 ='04' and a length of
3 T > UICC
2 bytes to select EFimsi.
4 UICC > T |Return the procedure byte 'A4' to the terminal simulator. RQO7_0309
5 T > UICC |Send the file ID of the EFvsi.
Return procedure bytes '61xx' to the terminal simulator - where xx is the length of | RQ07_0310
6 UicCC>T
the FCP of the EFivs..
7 T > UICC |[Send a GET RESPONSE command header to the UICC with P3 set to length 'xx'.
8 uicC > T Return the procedure byte 'CO' followed by the FCP of the EFvs|, ending with the | RQ07_0312
status condition SW1 ='90', SW2 ='00' - normal ending of the command.
9 TS UICC Send a SELECT command header to the UICC with an incorrect P1 parameter,
P2 ='04', a length of 2 bytes and, if needed, the file ID of EFLoc.
10 uIce > T Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0309
SW1 ="'6A', SW2 ='86" - incorrect parameters P1-P2.
11 T > UICC |[Send a SELECT command to select EFivsi.
12 uicC > T Return procedure bytes '61xx' to the terminal simulator - where 'xx' is the length of | RQ07_0310
the FCP of the EFivsi.
13 T > Ulce Send a GEETIRESPONSE command to the UICC with P3 set to 'yy' where 'yy' is
less than 'xx'.
Return the first 'yy' bytes of the FCP of the EFvs.. RQO07_0311
14 UICC > T |Return status condition SW1 ='61', SW2 = 'zz' - where 'zz' is the remaining length
of the FCP of the EFimsi.
15 T > UICC |[Send a GET RESPONSE command to the UICC with P3 set to 'zz'.
16 uIce > T Return the next 'zz' bytes of the FCP of the EFvs.. RQO07_0311
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
6.5.3.1.6 Use of Procedure Bytes '61xx" and '6Cxx’
6.5.3.1.6.1 Case 2 Commands
6.5.3.1.6.1.1 Test execution
There are no test case-specific parametersto be set or conditions to be fulfilled.
6.5.3.1.6.1.2 Initial conditions
EFLoc shall contain the data string: ‘A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00'.
6.5.3.1.6.1.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 T 2> UICC |[Send a SELECT command to select and activate the chosen application.
3 T 2> UICC |[Send a SELECT command to select EFLoc!.
4 T 2> UICC |[Send a VERIFY PIN command with PIN.
5 T > Ulce tsoe%((j)la READ BINARY command header to the UICC with the P3 parameter set
6 UICC > T |Return the procedure bytes '6C OB' to the terminal simulator. RQO7 0313
Send a READ BINARY command header to the UICC with the P3 parameter set
7 T > UICC to 'OB'
Return the procedure byte 'B0' followed by the data string 'A1 A2 A3 A4 A5 A6 RQO07_0315
8 UICC > T |A7 A8 A9 00 00', ending with the status condition SW1 = '90', SW2 ="'00' - normal
ending of the command.
Send a READ BINARY command header to the UICC with an incorrect P2
9 T > UICC A
parameter and the P3 parameter set to '00'.
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Step | Direction Description RQ

10 uIce S T Return status condition SWl ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0314

SW1 ="'6A', SW2 ='86" - incorrect parameters P1-P2.

Send a READ BINARY command header to the UICC with an incorrect P2
parameter and the P3 parameter set to '15'".
Return status condition SW1 ='6B', SW2 ="'00' - wrong parameter(s) P1-P2, or RQO07_0314
SW1 ='6A", SW2 = '86' - incorrect parameters P1-P2.
Send a READ BINARY command header to the UICC with an incorrect P2
parameter and the P3 parameter set to '0B".

Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or |RQO07_0316

SW1 ='6A', SW2 ='86' - incorrect parameters P1-P2.

Send a READ BINARY command header to the UICC with an incorrect P2
parameter and the P3 parameter set to '05'.
Return status condition SW1 ='6B', SW2 = '00' - wrong parameter(s) P1-P2, or RQO07_0318
SW1 ='6A", SW2 = '86' - incorrect parameters P1-P2.

11 | T> UICC

12 UICC>T

13 | T>UICC

14 UICC>T

15 | T-> UICC

16 UCC->T

6.5.3.1.6.2 Case 4 Commands

6.5.3.1.6.2.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.3.1.6.2.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.5.3.1.6.2.3 Test procedure

FFS.

6.5.3.2 Transportation of an APDU using T =1
6.5.3.2.1 Purpose

Clause 6.5.3.2 describes conformance tests rel ating to the transportation of an APDU using the T = 1 protocol.

The tests defined in this clause only apply where the UICC under test supportsthe T = 1 protocol. If the UICC under
test does not support the T = 1 protocol, then these tests do not apply.

Thetestsin this clause assume that the T = 1 protocol isthe first indicated protocol for the UICC. If the UICC under test
supports T = 1 but it is not the first indicated protocol, then each test shall be extended to configure the UICC to employ
the T = 1 protocol, e.g. via the PPS mechanism.

6.5.3.2.2 Case 1

6.5.3.2.2.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.3.2.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.3.2.2.3 Test procedure

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 T > UICC |Send a SELECT command to select and activate the chosen application.
Send a VERIFY PIN command with parameter P2 indicating PIN and with an
3 T~>uice empty data field.
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Step | Direction Description RQ
4 uicC > T Return status condition SW1 ='63', SW2 = 'CX' - unsuccessful PIN verification, RQO07_0320
X attempts left. RQO07 0321
5 T > uice dS:tr;dfiilgERlFY PIN command with an incorrect parameter P2 and with an empty
6 uIce > T Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0320
SW1 ="6A', SW2 ='86' - incorrect parameters P1-P2. RQO7 0321
6.5.3.2.3 Case 2
6.5.3.2.3.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.5.3.2.3.2 Initial conditions
EFLoc shall contain the data string: ‘A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00'.

6.5.3.2.3.3 Test procedure
Step | Direction Description RQ

1 T Reset the UICC.

2 T > UICC |[Send a SELECT command to select and activate the chosen application.

3 T > UICC |Send a SELECT command to select EFLocl.

4 T > UICC |Send a VERIFY PIN command with PIN.

5 T > UICC [Send a READ BINARY command using a length of 11 bytes.

6 uicC > T Return the data string 'A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00', ending with the RQO07_0323
status condition SW1 = '90', SW2 ="'00'".

7 T > Ulce ierl‘)?/tisREAD BINARY command with an incorrect P2 parameter and a length of

8 uIce > T Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0323
SW1 ='6A', SW2 ='86' - incorrect parameters P1-P2.

6.5.3.2.4 Case 3

6.5.3.2.4.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.5.3.2.4.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.5.3.2.4.3 Test procedure

Step | Direction Description RQ
T Reset the UICC.

T > UICC [Send a SELECT command to select and activate the chosen application.
T > UICC |Send a SELECT command to select EFLocl.
T > UICC |Send a VERIFY PIN command with PIN.

Send an UPDATE BINARY command with the data string '11 22 33 44 55 66 77
T-> UICC .

8899 00 11
UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO07 0324
T > uice Send an UEDATE BINARY command header with an incorrect P2 parameter and
the data string '11 22 33 44 55 66 77 88 99 00 11'.
Return status condition RQO07_0324
8 UICC > T |[SW1="6B', SW2="00"- wrong parameter(s) P1-P2; or
SW1 ="6A', SW2 ='86' - incorrect parameters P1-P2.
Send an UPDATE BINARY command with the data ‘A1 A2 A3 A4 A5 A6 A7 A8 A9
00 00'.

~N (O O (AWIN(E

9 T > UICC
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6.5.3.2.5 Case 4

6.5.3.2.5.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.5.3.2.5.2 Initial conditions

. There are no test case-specific initial conditionsto be fulfilled.

6.5.3.2.5.3 Test procedure

Step | Direction Description RQ
1 T 2> UICC |Reset the UICC.

2 T > UICC |Send a SELECT command to select and activate the chosen application.

3 T > UICC |Send a SELECT command with P2 ='04' to select EFusi.

4

uicC > T Return the FCP of the EFvs together with the status condition SW1 = '90', RQO07_0324
SW2 ='00' - normal ending of the command. RQO07 0325

5 TS UICC Eﬁ?:c? SELECT command with incorrect P1 parameter and P2 = '04' to select
6 uIce > T Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQO07_0324
SW1 ="6A', SW2 ='86' - incorrect parameters P1-P2. RQO7_0325

6.5.4 Application Layer
FFS.

6.6 Application and File structure

6.6.1 Purpose

Thetestsin clause 6.6 ensure that the DUT is tested against the specification of the logical structure, for a UICC, the
code associated with it, and the structure of the files used.

6.6.2 UICC Application structure

6.6.2.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.6.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.6.2.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a SELECT command to select EFpir.
3 UICC > T |Return status condition SW1 ='90', SW2 ="'00". RQO08 0102

Send a READ RECORD command to read record 1 of the EFpir. The length used
4 T > UICC |shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in

step 2).
Send a SELECT command to select and activate the ADF stated in EFpir of
T>ulcc record 1
UICC > T |Return status condition SW1 ='90", SW2 ="'00". RQO08 0101

T - UICC |Reset the UICC.
T > UICC |Send a SELECT command to select EFpL.

(N[ o
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Step | Direction Description RQ
9 UICC > T |Return status condition SW1 ='90", SW2 ="'00". RQO08 0102
10 T 2> UICC |Send a SELECT command to select EFiccip.
11 UICC > T |Return status condition SW1 ='90', SW2 ="'00". RQO08 0102

12 T > UICC |[Send a SELECT command to select DFreLecowm.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command, if | RQ08_0103
13 UICC > T [the UICC supports DFteLEcom, Otherwise return status condition SW1 = '6A’,
SW2 ='82" - file ID not found.

6.6.3 File types

6.6.3.1 Dedicated files
FFS.

6.6.3.2 Elementary files
6.6.3.2.1 Introduction

Elementary Files structure the way in which information is held on the UICC and provide security on how this
information is accessed.

6.6.3.2.2 Transparent EF

6.6.3.2.2.1 Test execution
Dependent on the NAA available on the UICC, the test procedure is executed with at least one transparent EFs:
a USIM: EFrransparent = EFust
b) CSIM: EFrransearent = EFcaiv_st
c) ISIM: EFrransparRenT = EFivpi
d) genericc  EFtransparent = EFTRANSIOH

In case the UICC hosts more than one NAA the test procedure is to be executed for each available NAA using the
appropriate transparent EF.

6.6.3.2.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled except for UICCs hosting neither a USIM nor a CSIM
nor an ISIM. In such an exceptional case the UICC hasto be prepared to host the generic application containing the
required application files as defined in clause 4.5.2.0of the present document.

6.6.3.2.2.3 Test procedure

Step | Direction Description RQ
1 T Reset the UICC.

TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2

for valid applications).

T > UICC |Send a SELECT command to select EFTRANSPARENT.

T > UICC |Fulfil the READ access condition of the EFTraNSPARENT.

T > Ulce Send a READ BINARY command to the_ UICC. _

The length used shall be the TLV DO with tag '80' of the response data in step 3).

UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO08 0204

Send a READ BINARY command with offset '00 01' to the UICC.

7 T > UICC |The length used shall be the TLV DO with tag '80" of the response data in step 3)

minus 1.

The length of data returned shall be Le and return status condition SW1 ='90', RQO08_0204

SW2 ="00' - normal ending of the command.

o 01 (W N

8 UiICC->T
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Step | Direction Description RQ
9 TS UIce Send a READ BINARY command with foset '00 01' to the UICC. .

The length used shall be the TLV DO with tag '80' of the response data in step 3).
When T = 0 protocol is used: RQO08_0203
10a | UICC > T |Return procedure bytes '6C Le-1'; or status indicating a warning or error condition | RQ08_0204
(but not SW1 SW2 ='90 00".
When T = 1 protocol is used: RQO08_0203
10b | UICC > T |The length of data returned shall be Le minus 1 and return status condition RQO08_0204
SW1 ='62', SW2 ='82' - end of file/record reached before reading Le bytes.

6.6.3.2.3 Linear fixed EF

6.6.3.2.3.1 Test execution

Dependent on the NAA available on the UICC, the test procedure is executed with at least one of the following linear
fixed EFs:

a USIM: EFLinearrixep = EFroN
b) CSIM: EFLinearrxep = EFrpn
c) ISIM: EFLinearrixep = EFimpu
d) genericc  EFLinearrixep = EFLFar1n

In case the UICC hosts more than one NAA the test procedure is to be executed for each available NAA using the
appropriate linear fixed EF.

6.6.3.2.3.2 Initial conditions

If either the USIM or the CSIM is selected for testing the records in EFgpn and if the ISIM is selected the recordsin
EFmpu shall contain the following data for the first 10 bytes:

1t record '‘AQ A1 A2 BO B1 B2 A0 A1 A2 AQ'
2" record 'BO B1 B2 A0 A1 A2 A0 A1 A2 BO'
3" record 'BO B1 B2 A0 A1 A2 BO B1 B2 A0’
4" record 'A0 A1 A2 BO B1 B2 BO B1 B2 BO'

The data for the remainder of these four records and for all other records (if any) shall be 'FF.

If the UICC is neither hosting a USIM nor a CSIM nor an ISIM, or USIMs or CSIMs hosted are not containing an
EFeon, the UICC hasto be prepared to host the generic application containing the required application files as defined
in clause 4.5.2.0f the present document.

6.6.3.2.3.3 Test procedure

Step | Direction Description RQ
User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2

2 T-> UICC : S
for valid applications).
3 T > UICC |Send a VERIFY PIN command with PIN.
4 T > UICC |Send a SELECT command to select EFLineaRFIXED.
Following shall be true for the SELECT response data: RQO08_0205
5 UICC > T |[the value of TLV DO with tag '80' shall be equal to product of byte 6 and byte 7 in

TLV DO with tag '82".

Send a READ RECORD command to the UICC using ABSOLUTE mode with

6 T > UICC |record 1 and Le shall be the record length as indicated in byte 6 in TLV DO with
tag '82' of the response data in step 5).

The data returned by the UICC shall be that of the first record: RQO08_0205
The length of the data returned shall be that of byte 6 in TLV DO with tag '82" of
the response data in step 4).

Return status condition SW1='90', SW2="00' - normal ending of the command.

7 UICC>T
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Step | Direction Description RQ
The terminal simulator shall repeat sending a READ RECORD command to the
UICC using NEXT mode with Le being the record length as indicated in byte 6 in
8 T > UICC |TLV DO with tag '82' of the response data in step 4) until it reaches the last record
whose record number is equal to the byte 7 in TLV DO with tag '82' of the
response data in step 5).
The length of the data returned in response to every READ RECORD command RQO08_0205
shall be that of byte 6 in TLV DO with tag '82' of the response data in step 5)
Return status condition in response to every READ RECORD command shall be
SW1='90', SW2='00" - normal ending of the command.
Send a READ RECORD command to the UICC using NEXT mode with Le being
10 T > UICC |the record length as indicated in byte 6 in TLV DO with tag '82' of the response
data in step 5).

11 UICC > T |Return an error code appropriate to the command. RQO08_0205
NOTE:  Step 11) confirms that the number of records indicated in byte 7 in the TLV DO with tag '82' of the response

data is correct.

9 UICC>T

6.6.3.2.4 Cyclic EF

6.6.3.2.4.1 Test execution

Dependent on the NAA available on the UICC, the test procedure is executed with at least one of the following cyclic
EFs:

a) USIM: EFcvcLic = EFc
b) CSIM: EFcycLic = EFic
c) generic:  EFcycLic = EFcycaran

In case the UICC hosts more than one NAA the test procedure isto be executed for each available NAA using the
appropriate cyclic EF.

6.6.3.2.4.2 Initial conditions

If either the USIM or the CSIM is selected for testing and EF¢ is available EF ¢ shall have at least 4 records.
containing the following data:

1%t record '01' for all bytes
2" record '02' for all bytes
3" record '03' for all bytes
X record byte value X for all bytes

If the UICC is neither hosting aUSIM nor a CSIM containing an EFc;, the UICC has to be prepared to host the generic
application containing the required application files as defined in clause 4.5.2 of the present document.

6.6.3.2.4.3 Test procedure
Step | Direction Description RQ
T Reset the UICC.

> T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).

3 T > UICC |Send a VERIFY PIN command with PIN.

4 T > UICC [Send a SELECT command to select EFcycLic.
Send a READ RECORD command using NEXT mode.

5 T > UICC |The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the

response data in step 4).
6 UICC > T |The response data shall be the data in the first record. RQO08 0209
Send a READ RECORD command using PREVIOUS mode.

7 T > UICC |The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of
the response data in step 4).

8 UICC > T |The response data shall be the data in the last record. RQO08 0209
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Step | Direction Description RQ
Send a READ RECORD command using NEXT mode.

9 T > UICC |The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of
the response data in step 4).

10 UICC > T |The response data shall be the data in the first record. RQO08_0209
Send a READ RECORD command using PREVIOUS mode.

11 T > UICC |The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of
the response data in step 4).

. RQO08_0209

12 UICC > T |The response data shall be the data in the last record. ROO08 0210
Send an UPDATE RECORD command using PREVIOUS mode to the UICC with

13 T > Ulce FF' for all the bytes. RQO8_0209

The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of
the response data in step 4).

Send a READ RECORD command using ABSOLUTE mode with record 1 to the
UICC.

The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the
response data in step 4).

15 UICC > T |The response data shall be the new data that has been updated in step 13). RQO08 0209
Send a READ RECORD command using PREVIOUS mode to the UICC.
16 T - UICC |The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the
response data in step 4).

17 UICC > T |The response data shall be the previous data in the second last record. RQO08_0209
Send an UPDATE RECORD command using ABSOLUTE mode with record 1 to
the UICC with 'FF' for all the bytes.

The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the
response data in step 4).

Return an error code appropriate to the command (e.g. SW1 = '69', RQO08_0210
SW2 ='81' - command incompatible with file structure).

Send an UPDATE RECORD command using CURRENT mode to the UICC with
'FF' for all the bytes.

The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the
response data in step 4).

21 T > UICC |[Return an error code appropriate to the command. RQO08 0210
Send an UPDATE RECORD command using NEXT mode to the UICC with 'FF'
for all the bytes.

The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the
response data in step 4).

Return an error code appropriate to the command (e.g. SW1 = '69', RQO08_0210
SW2 ='81' - command incompatible with file structure).

14 | T>UICC

18 T > UICC

19 UICC>T

20 T-> UICC

22 T-> UICC

23 UiICC->T

6.6.3.2.5 BER-TLV structure EF
FFS.

6.6.4 File referencing

FFS.
6.6.5 Methods for selecting a file

6.6.5.1 SELECT by File Identifier Referencing

6.6.5.1.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.5.1.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.
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6.6.5.1.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
> T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |Send a STATUS command to the UICC.
4 uicC > T ifa TLV DO with tag '83' is present, then the response data shall indicate that RQO08_0402
ADFusiv is the currently selected directory.
5 T > UICC [Send a READ BINARY command using a length of 1 byte.
6 UICC > T |Return status condition SW1 ='69', SW2 ='86". RQO08 0402
7 T > UICC |Send a SELECT command to select EFap.
TLV DO with tag '83' of the response data shall indicate that EFap is the currently | RQ08_0402
8 UICC>T
selected EF.
9 T > UICC |Send a STATUS command.
10 uIce > T If a TLV DO with tag '83' is present, then the response data shall indicate that RQO08_0402
ADFusiv is the currently selected directory.
11 TS Ulce Step 12) shall be carried out fo.r each Iine_ in Table 8.1, clause 8.4.1 of ETSI
TS 102 221 [1] for which a file is defined in Table 9.
12 TS Ulce tsatslré 13) shall be carried out for each one of the 'valid selections' in that line of the
13 T > UICC |Steps 14) and then 15) shall be carried out in turn.
14 T 2> UICC |Send a SELECT command to select the 'last selected file'.
15 T > UICC [Send a SELECT command to select the 'valid selection'.
. . . RQO08_0405
16 UICC > T |Return status condition SW1 ='90', SW2 ="'00'". RO08_0406

17

The following file IDs shall be used to represent the IDs in the table:

Table Actual
MF MF

ADF1 ADFusim
DF1 DFteLECOM
DF4 DFpHoNEBOOK
EF1 EFiccip
EF2 EFabn
EF3 EFap
EF5 EFper

NOTE 1: When EFapn is not supported by the UICC, any supported EF in DFteLecom may be chosen.
NOTE 2: When EFpegr is not supported by the UICC, any supported EF in DFpHoneBook Mmay be chosen.

6.6.5.2 SELECT by Path Referencing

6.6.5.2.1

Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.6.5.2.2

Initial conditions

There are no test case-specific initial conditions to be fulfilled.
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6.6.5.2.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a SELECT command to select and activate the chosen application.
3 T > Ulce Step 4) shall be carried out for each line in Table 8.2, clause 8.4.2 of ETSI
TS 102 221 [1] for which a file is defined in Table 9.
Step 5) shall be carried out for each one of the 'example selections' in that line of
the table:
Table Actual
MF MF
ADF1 ADFusim
4 T > UICC DF1 DFTELECOM
DF4 DFpHONEBOOK
EF1 EFiccip
EF2 EFabpn
EF3 EFap
EF5 EFpsr
5 T > UICC |[Step 6) and then steps 7) and 8) shall be carried out in turn.
6 T 2> UICC |Send a SELECT command to select the 'last selected DF'.
7 T > UICC |Send a SELECT by path command to select the 'example selections'.
- —an — a0 : RQO08_0407
8 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQ08_0408
6.6.5.3 Short File Identifier
6.6.5.3.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.6.5.3.2 Initial conditions
There are no test case-specific initia conditions to be fulfilled.
6.6.5.3.3 Test procedure
Step | Direction Description RQ
T > UICC |Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : .
for valid applications).
3 T > UICC [Send a SELECT command to select EFmsi.
4 UICC > T |TLV DO with tag '88' of the response data shall indicate the SFI of the EFivsi. RQO08_0410

6.6.6 Application characteristic

6.6.6.1 Explicit Application selection
6.6.6.1.1 SELECT by DF Name
6.6.6.1.1.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.6.1.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.
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6.6.6.1.1.3 Test procedure

Step | Direction Description RQ

1 T 2> UICC |Reset the UICC.

2 T > UICC |Send a SELECT command to select EFpir.

3 T > UICC [Send a READ RECORD command with NEXT mode.
The length of the TLV DO with tag '4F' in the response data shall not exceed RQO08_0502
16 bytes.

The TLV DO with tag '4F' in the response data shall not be same with any other
TLV DO with tag '4F' of the other records.
T > UICC |Step 4) shall be repeated until it reaches the end of file.
T > UICC |Following steps 7) and 8) shall be repeated for each AlIDs read in the step 4).
T > UICC |Reset the UICC.
T > UICC |[Send a SELECT command with AID to select and activate the ADF.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO08_0502
The FCP shall contain:
e TLV DO with tag 82 shall be '38' or '78'(File Descriptor);
e TLV DO with tag 84 shall be the AID of the UICC (DF name - AID).

4 UICC>T

@ |N|O |1

9 UICC>T

6.6.6.1.2 SELECT by partial DF Name

6.6.6.1.2.1 Test execution

Selection by Partial DF name shall not be tested as it requires the interpretation of the next, previous and first
occurrence.

6.6.6.1.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.6.6.1.2.3 Test procedure 1

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 T > UICC [Send a SELECT command to select and activate the chosen application.
3 T > UICC |Reset the UICC.
Send a SELECT command with partial DF name of a chosen application and P2
4 T > UICC |indicating "last occurrence" option to select and activate the last selected

application.
If the ATR returned in step 1) indicates that partial selection by DF name is RQO08_0503
supported (as indicated in the "card service data" and the "card capabilities” RQO08_0504

compact-TLV objects of the ATR historical bytes) the UICC shall return the
response indicating the chosen application is selected.

If the ATR returned in step 1) indicates that partial selection by DF name is not
supported the UICC shall respond with an appropriate response.

5 UICC>T

6.6.6.1.2.4 Void
6.6.6.1.2.5 Test procedure 3
Step | Direction Description RQ

1 T > UICC |Reset the UICC.
The ATR returned by the UICC shall indicate that selection by partial DF name is | RQ08_0504
2 T > UICC |supported in the "card service data" and the "card capabilities" compact-TLV
objects of the ATR historical bytes.

3 UICC > T |Send a SELECT command to select and activate the chosen application.

4 T > UICC |Reset the UICC.

Send a SELECT command with partial DF name of a chosen application and P2
5 T = UICC |indicating "last occurrence" option to select and activate the last selected
application.

RQO8_0504
RQO8_0503

6 UICC > T |Return the response indicating the application selected in step 3).
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6.6.6.2 Application session activation

6.6.6.2.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.6.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.6.6.2.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a SELECT command with AID to select and activate application.
3 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO08 0505
4 T > UICC |Send a STATUS command with P2 ='01".
5 UICC > T The response data shall contain the following: RQO08_0505
e TLV DO with tag '84' shall indicate an AID of the active application.
6.6.6.3 Application session termination
6.6.6.3.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.6.6.3.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.6.6.3.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
> T > Ulce If no other application than the chosen application exists in the UICC, steps 3), 4)
and 5) shall not be carried out.
3 UICC > T |Send a SELECT command with AID to select and activate the chosen application.
4 TS UIce Send a SELECT command with AID to select and activate an application different
from the selected chosen application.
5 T > UICC |Send a STATUS command with P2 ='01".
The response data shall contain the following: RQO08_0508
6 UICC>T e TLV DO with tag '84' shall indicate an AID of the selected application
different from the selected chosen application in step 3).
6.6.6.3.4 Void
6.6.6.3.5 Test procedure 3
Step | Direction Description RQ
1 T 2> UICC |Reset the UICC.
2 T > UICC [Send a SELECT command with AID to select and activate the chosen application.
Send a SELECT command with AID to select and terminate the chosen
3 T > UICC s
application.
4 T 2> UICC |Send a STATUS command with P2 ='00'".
5 UICC > T |The response data shall be that of the MF RQO8_0506
) RQO08_0508
6 T > UICC |[Send a READ BINARY command without SFI referencing.
7 uicC > T Return status condition SW1 ='69', SW2 ='86' - command not allowed (no EF RQO08_0506
selected). RQO08 0508
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Step | Direction Description RQ
8 T > UICC |[Send a SELECT command with P1 ='00' and a data field equal to '7FFF'.
9 uIcC > T Return an error appropriate to the command. (e.g. SW1 = '6A', SW2 ='82' - File RQO08_0506
not found). RQO08_0508
6.6.6.3.6 Test procedure 4
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a SELECT command with AID to select and activate the chosen application.
3 T > UICC |Send a STATUS command with P2 ='01".
The response data shall contain the following: RQO08_0506
4 UiCC->T e TLV DO with tag '84' is the AID of the chosen application
(DF name - AID).
5 T > UICC |Reset the UICC.
6 T > UICC |[Send a STATUS command with P2='00".
7 UICC > T |The response data shall not be that of the chosen application activated in step 2). | RQ08_0508
6.6.6.3.7 Test procedure 5
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 T > UICC |Send a MANAGE CHANNEL (OPEN) command to the UICC.
Return the channel number of the logical channel assigned by the UICC RQO08_0506
3 UuicC>T e
(channel 'a).
4 T > Ulce Send a SELIEICT command with AID to select and activate the chosen application
on channel 'a'.
T > UICC |Send a STATUS command with P2 ='01' to the UICC on channel 'a'.
The response data shall contain the following:
6 UICC>T e TLV DO with tag '84' is the AID of the chosen application
(DF name - AID).
7 T > UICC |Send a MANAGE CHANNEL (CLOSE) command to close channel 'a'.
8 T > UICC |Send a MANAGE CHANNEL (OPEN) command to the UICC.
Send a STATUS command with P2 ='00' to the UICC on the logical channel
9 T > UICC . .
assigned in the response to step 8).
10 UICC > T |The response data shall not be that of the chosen application activated in step 3). | RQ08_0508
6.6.6.4 Application session reset
6.6.6.4.1 Test execution
There are no test case-specific parameters to be set or conditionsto be fulfilled.
6.6.6.4.2 Initial conditions
There are no test case-specific initial conditions to be fulfilled.
6.6.6.4.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 T > UICC [Send a SELECT command with AID to select and activate the chosen application.
3 T > UICC |Send a SELECT command to the UICC with EFLoc.
4 T > UICC |Send a VERIFY PIN command with PIN.
5 T > UICC |Send a READ BINARY command.
6 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO08 0509
7 T > UICC |Send a STATUS command with P2 ='01".
UICC > T |The response data shall contain the following: RQO08_0509
8 e TLV DO with tag '84" is the AID of the chosen application
(DF name - AID).
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Step | Direction Description RQ
9 T > UICC [Send a SELECT command with AID to select and activate the chosen application.
10 UICC > T |The status condition returned by the USIM shall be SW1 ='90', SW2 ="'00". RQO08 0509

6.6.7 Reservation of file IDs

6.6.7.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.6.7.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.6.7.3 Test procedure 1

Step | Direction Description RQ
1 T 2> UICC |Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
Send a SELECT command using FID '7F FF' to select and activate chosen
application.
The response data shall contain the following: RQO08_0601
4 UICC>T e TLV DO with tag '84" is the AID of the UICC (DF name - AID) shall be the
same as in step 2).

3 T-> UICC

6.6.7.4 Void

6.6.7.5 Test procedure 3

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
For all possible DFs and EFs on the UICC, send a SELECT command to select
2 T > UICC e
each file in sequence.
For all successful selections, the ID of the selected file shall be either that of RQO08_0602
3 T > UICC |EFatr or one of those in Figures 4.1 and 4.2, clause 4.7 of ETSI TS 131 102 [26], | RQ08_0603
or shall not be one of those listed as reserved for operational use in RQ08_0602.

6.6.8 Logical channels
6.6.8.1 No Logical Channel Support

6.6.8.1.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.8.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.
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6.6.8.1.3 Test procedure
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
Return a valid ATR. RQO08_0701
The following shall be true of the returned ATR:
5 uicC > T e The Thlrd Software Function in the Card Capabilities Object shall not be
present; or
e If the Third Software Function is present it shall indicate that the UICC
does not support logical channels.
3 T > UICC [Send a MANAGE CHANNEL (OPEN) command.
4 UICC > T |Return an error code appropriate to the command. RQ08 0701
5 T > UICC [Send a STATUS command to the UICC on channel 1.
6 UICC > T |Return an error code appropriate to the command. RQO08 0701
7 T > UICC [Send a STATUS command to the UICC on channel 2.
8 UICC > T |Return an error code appropriate to the command. RQ08 0701
9 T > UICC [Send a STATUS command to the UICC on channel 3.
10 UICC > T |Return an error code appropriate to the command. RQO08_0701
6.6.8.2 Logical Channels - Basic Behaviour
6.6.8.2.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.6.8.2.2 Initial conditions
There are no test case-specific initial conditions to be fulfilled.
6.6.8.2.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
Return a valid ATR. RQO08 0701
The Third Software Function shall be present and it shall indicate that: RQO08_0705
2 UICC>T e The UICC supports logical channels.
e The UICC supports logical channel number assignment by the card.
e The maximum number of logical channels supported is between 2 and 20.
Conditional: if the UICC indicates in the ATR that more than 4 logical channels are
3 T > UICC |supported, send a TERMINAL CAPABILITY command indicating support of
extended logical channels.
4 TS UIce fr?;r?nzl;ﬂANAGE CHANNEL (CLOSE) command to close channel 0 (the basic
5 UICC > T |Return an error code appropriate to the command. RQ08 0701
6 T > UICC [Send a STATUS command to the UICC on the basic channel.
7 UICC = T |Return status condition SW1 ='90"', SW2 ="'00' - normal ending of the command. | RQ08 0701
8 T > UICC [Send a STATUS command to the UICC on channel 1.
9 UICC > T |Return an error code appropriate to the command. RQO08 0707
10 T > UICC [Send a STATUS command to the UICC on channel 2.
11 UICC > T |Return an error code appropriate to the command. RQO08_0707
12 T > UICC [Send a STATUS command to the UICC on channel 3.
13 UICC > T |Return an error code appropriate to the command. RQO08 0707
Repeat steps 15) to 18) for each of the remaining non basic logical channels
14 | T> UICC . .
supported by the UICC, up to a maximum of seven times
15 T > Ulce Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic
channel.
RQ08_0705
16 UICC > T |Return the number of the logical channel assigned by the UICC. RQO08 0701
RQO08_0707
17 T UICC Send aSTATUS command to the UICC on the logical channel assigned by the
UICC in step 16).
18 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.
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Step | Direction Description RQ
If the UICC indicates in the ATR that 8 or more logical channels are supported,
19 T > UICC |repeat steps 20) to 23) up to a maximum of twelve times or until the UICC returns
an error status word in step 21).

Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic

20 T-> UICC

channel.
Either: RQO08_0705
21 uIcC > T e return the number of the logical channel assigned by the UICC; or RQO08_0701
e return an error code appropriate to the command, in this case, skip to RQ08_0707

step 24).

29 T > Ulce Send a STATUS command to the UICC on the logical channel assigned by the
UICC in step 21).

23 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.

24 | T>UICC |Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic channel

25 UICC > T |Return an error code appropriate to the command. RQO08 0701

26 T > Ulce Repeat steps 27) to 30) for each of_the non-basic logical channels supported by

the UICC (as determined by execution of steps 14) to 23)).

27 T > Ulce Send a MANAGE CHANNEL (CLOSE) command to the UICC on the first open
non-basic channel supported by the UICC.

28 UICC > T |Return status condition 90 00. RQO08 0707

29 TS Ulce ?t(;r;dza;)STATUS command to the UICC on the same logical channel used in

30 UICC > T |Return an error code appropriate to the command.

6.6.8.2.4 Test procedure 2
Step | Direction Description RQ
1 User Reset the UICC.
> T > ulce fﬁ;ﬁnleANAGE CHANNEL (OPEN) command to the UICC on the basic
3 uIcC > T Return trl1el number of the logical channel assigned by the UICC - call this RQO08_0707
channel 'a'.
4 T > UICC |Send a STATUS command to the UICC on channel 'a'.
5 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.
6 T > UICC |Send a MANAGE CHANNEL (OPEN) command to the UICC on channel 'a'.
7 uIcC > T Return the number of the logical channel assigned by the UICC - call this RQ08_0701
channel 'b'. RQO08 0707
8 T > UICC |Send a STATUS command to the UICC on channel 'b'.
9 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.
10 T > UICC |Reset the UICC.
11 T > UICC |Send a STATUS command to the UICC on channel 'a'.
12 UICC > T |Return an error code appropriate to the command. RQO08 0707
6.6.8.3 Opening a Logical Channel from the Basic Channel
6.6.8.3.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.8.3.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.6.8.3.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC [Send a SELECT command to select and activate the chosen application.
3 T > UICC [Send a SELECT command to select DFteLEcom.
4 T > UICC |Send a SELECT command to select EFarr.
5 T 2> UICC |Send a STATUS command with P2 ='00".
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Step | Direction Description RQ
6 UICC > T |The value of the File Identifier in the response data shall be '7F 10'. RQO08_0705
7 T > UICC [Send a MANAGE CHANNEL (OPEN).
Return the channel number of the logical channel assigned by the UICC - call this | RQ08_0705
8 vicc > 1 channel 'a'.
9 T > UICC |Send a STATUS command on channel 'a' with P2 ='00".

10 UICC > T |The value of the File Identifier in the response data shall be '3F 00'. RQO08_0705
11 TS UIce Send RE.A.D RECORD command using ABSOLUTE mode with record 1 on

channel 'a'.

Return an error appropriate to the command. (e.g. SW1 = '69', RQO08_0705

12 vicc >1 SW2 ='86' - Command not allowed (no EF selected)).

Send a SELECT command with P1 ='00" and a data field equal to '7FFF' on

13 T-> UICC

channel 'a'.
14 uIcC > T Return an error appropriate to the command. (e.g. SW1 = '6A", SW2 ='82' - File RQO08_0707
not found).
6.6.8.4 Opening a Logical Channel from a Non-Basic Channel
6.6.8.4.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.8.4.2 Initial conditions

The MF and the chosen application shall be configured as non-shareable.

6.6.8.4.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.

The terminal shall send a MANAGE CHANNEL (OPEN) command to the UICC
from the basic channel.
UICC > T |Return the assigned logical channel number 'a'.

Send a SELECT command to select and activate the chosen application on
T>uice channel 'a'.

2 T > UICC

3

4

5 T > UICC |Send a SELECT command to select DFteLecom on channel 'a'.
6

7

8

9

T > UICC [Send a SELECT command to select EFarr 0On channel 'a'.

T > UICC |Send a MANAGE CHANNEL (OPEN) command to the UICC on channel 'a'.
UICC > T |Return the assigned logical channel number 'b'.

T > UICC |Send a STATUS command to the UICC on channel 'b'.

10 UICC > T |The returned FCP shall contain the File ID of DFteLEcom. RQO08_0705

11 T > UICC |Send a READ RECORD (NEXT) command to the UICC on channel 'b'.

12 UICC > T |Return an error - no EF selected. RQO08 0705
Send a SELECT command with P1 ='00" and a data field equal to '7FFF' on

13 T~>uicc channel 'b'.

14 UICC > T |The returned FCP shall contain the AID of the USIM. RQO08 0707

15 T > UICC |Reset the UICC.

16 TS UIce Seqd a SELECT command to select and activate the chosen application on the

basic channel.

17 T > Ulce gﬁ:r?nleANAGE CHANNEL (OPEN) command to the UICC on the basic

18 UICC > T |Return the assigned logical channel number 'a'.

19 T > UICC [Send a MANAGE CHANNEL (OPEN) command to the UICCC on channel 'a'.

20 UICC > T |Return the assigned logical channel number 'b'.

21 T > Ulce Send a SIEILECT command with P1 ='00' and a data field equal to '7FFF' on
channel 'b'.

22 UICC > T |Return an error appropriate to the command. RQ08_0707
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6.6.8.5 Opening a Logical Channel on Non-Shareable Files

6.6.8.5.1 Test execution

There are no test case-specific parametersto be set or conditions to be fulfilled.

6.6.8.5.2 Initial conditions

The MF and the chosen application shall be configured as non-shareable.

6.6.8.5.3 Test procedure

Step | Direction Description RQ
T > UICC |Reset the UICC.
Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic

T>uice channel.
UICC > T |Return an error appropriate to the command. RQO08 0707
T > UICC |[Send a STATUS command to the UICC on channel 1.
UICC > T |Return an error appropriate to the command. RQO08_0707
T > UICC [Send a STATUS command to the UICC on channel 2.
UICC > T |Return an error appropriate to the command. RQO08 0707
T > UICC [Send a STATUS command to the UICC on channel 3.
UICC > T |Return an error appropriate to the command. RQO08 0707
T > Ulce Send a SELECT command to select and activate the chosen application on the

basic channel.
Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic

OO |N[O|O|A~|W]| N

[En
o

11 T-> UICC

channel.
12 UICC > T |Return an error appropriate to the command. RQO08 0707
13 T > UICC |[Send a STATUS command to the UICC on channel 1.
14 UICC > T |Return an error appropriate to the command. RQO08_0707
15 T > UICC [Send a STATUS command to the UICC on channel 2.
16 UICC > T |Return an error appropriate to the command. RQO08 0707
17 T > UICC [Send a STATUS command to the UICC on channel 3.
18 UICC > T |Return an error appropriate to the command. RQO08_0707
6.6.8.6 Logical Channels and Shareable Files
6.6.8.6.1 Test execution

For test procedure 1, EFarr (Uunder the MF), DFreLecom and the USIM shall be configured as non-shareable.
For test procedure 2, the MF, DFreLecom, EFarr (Under DFreecom) and the USIM shall be configured as shareable.

6.6.8.6.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.6.8.6.3 Test procedure 1- (non-shareable files)

Step | Direction Description RQ
User Reset the UICC.

T > UICC [Send a SELECT command to select DFteLecom On the basic channel.

Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic
T~>uicc channel.
UICC > T |The UICC should return the assigned logical channel number - call it channel 'a'.
T > UICC [Send a SELECT command to select the MF on the basic channel.
T > UICC |[Send a SELECT command to select EFarr (under the MF) on the basic channel.
T > UICC |Send a SELECT command to select EFarr (under the MF) on channel 'a’.

UICC - T [Return status condition SW1 ='69', SW2 = '85' - Conditions of used not satisfied.
T > UICC |[Send a SELECT command to select DFteLecom on the basic channel.

RQO08_0702
RQO08_0803

©| 0 (N[O~ W NP
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Step | Direction Description RQ
10 T > UICC |Send a SELECT command to select DFteLecom on channel 'a'.
11 UICC > T |Return status condition SW1 ='69', SW2 ='85' - Conditions of used not satisfied. 2882—8;82
12 T > Ulce Sen_d a SELECT command to select and activate the chosen application on the
basic channel.
13 TS UIcC Send a SIEILECT command to select and activate the chosen application on
channel 'a'.
. — o —ap o - RQO08_0702
14 UICC > T |Return status condition SW1 ='69', SW2 ='85' - Conditions of used not satisfied. RO08 0803
6.6.8.6.4 Test procedure 2 - (shareable files)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC [Send a MANAGE CHANNEL (OPEN) on the basic channel.
3 UICC > T |The UICC should return the assigned logical channel number (‘a"). RQ08_0702
4 T > UICC [Send a SELECT command to select DFteLecom on the basic channel.
5 T > UICC |Send a SELECT command to select EFarr on the basic channel.
6 T > UICC |Send a READ RECORD (NEXT) command to the UICC on the basic channel.
7 UICC > T |Return the contents of the first record in EFarr.
8 T > UICC |Send a SELECT command to select DFteLecom on channel 'a'.
9 UICC > T |Return status condition SW1 ='90', SW2 ="' 00' - normal ending of the command. 2882—8;83
10 T 2> UICC |Send a SELECT command to select EFarr 0n channel 'a'. B
11 UICC > T |Return status condition SW1 ='90', SW2 ="' 00' - normal ending of the command. 5882—8;83
12 T > UICC |Send a READ RECORD (NEXT) command to the UICC on channel 'a'". B
13 uicC > T Return the contents of the first record in EFarr. The data received shall be the RQO08_0702
same as that received in step 7). RQO08_0802
14 T > Ulce Sen_d a SELECT command to select and activate the chosen application on the
basic channel.
15 T > UICC [Send a STATUS command to the UICC on the basic channel.
16 UICC > T |The FCP returned by the UICC shall contain the AID of the USIM.
17 TS UIce Send a SIEILECT command to select and activate the chosen application on
channel 'a'.
18 UICC > T |Return status condition SW1 ='90', SW2 ="' 00' - normal ending of the command. 5882—8;83
19 T > UICC |Send a STATUS command to the UICC on channel 'a'.
. RQO08_0702
20 UICC > T |The FCP returned by the UICC shall contain the AID of the USIM. RQ0S_ 0802
6.6.8.7 Command Interdependencies
6.6.8.7.1 Test execution
There are no test case-specific parametersto be set or conditions to be fulfilled.
6.6.8.7.2 Initial conditions
DFreLecom, EFarr (Under DFreecom), EFeon and the USIM shall be configured as shareable.
6.6.8.7.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC [Send a SELECT command to select DFreLecom On the basic channel.
3 T 2> UICC |Send a SELECT command to select EFarr 0n the basic channel.
4 T > UICC |Send a READ RECORD (NEXT) command to the UICC on the basic channel.
5 UICC > T |Return the contents of the first record in EFarr.
6 T > UICC |Send a MANAGE CHANNEL (OPEN) command on the basic channel.
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UICC > T |Return the logical channel number assigned by the UICC - call this channel 'a'.

T > UICC |Send a SELECT command to select DFteLecom on channel 'a'.

T > UICC [Send a SELECT command to select EFarr 0n channel 'a'.

Send a READ RECORD (CURRENT) command to the UICC on the basic

channel.

11 uicC > T Return the contents of the first record in EFarr. The data shall be the same as RQO08_0706
that received in step 5).

12 T > UICC [Send a SELECT command to select EFapn on channel 'a'.

13 T > Ulce Send a READ RECORD (CURRENT) command to the UICC on the basic

Step | Direction Description RQ
7
8
9

10 T > UICC

channel.
14 uicC > T Return the contents of the first record in EFarr. The data shall be the same as RQO08_0706
that received in step 5). RQO08_0802

15 T > UICC [Send a SELECT command to select the MF on channel 'a'.

16 T > UICC |Send a STATUS command with P1 P2 ='00 00' to the UICC on the basic channel.
17 UICC > T |The FCP returned by the UICC shall contain the File Identifier of DFteLecom. RQO08 0802
18 TS UIce f:;gnZISf'LECT command to select and activate the chosen application on

19 T > UICC [Send a STATUS command with P1 P2 ='00 00' to the UICC on the basic channel.
20 UICC > T |The FCP returned by the UICC shall contain the File Identifier of DFteLecom. RQO08 0802
Send a SELECT command with P1 ="'00" and the data field equal to '7FFF' to the

21 UICC on the basic channel.
22 T > UICC |Return an error appropriate to the command. RQ08_0802
23 T > ulce gﬁgr?nilREAD RECORD (CURRENT) command to the UICC on the basic

24 uice > T Return th_e co_ntents of the first record in EFarr. The data shall be the same as
that received in step 5).
25 T > UICC |[Send a SELECT command to select and activate the USIM on the basic channel.

26 Send a SELECT command to deselect the USIM on channel ‘a'.
27 Send a STATUS command to the UICC on the basic channel.
28 UICC > T |The FCP returned by the UICC shall contain the AID of the USIM. RQO08_ 0802

29 T > UICC |Reset the UICC.

30 T > UICC [Send a SELECT command to select DFreLecom On the basic channel.

31 T > UICC |Send a MANAGE CHANNEL (OPEN) to the UICC on the basic channel.

32 UICC > T |Return the logical channel number assigned by the UICC - call this channel 'a'.

33 T > UICC |Send a SELECT command to select EFarr 0N the basic channel.

34 T > UICC |Send a READ RECORD (NEXT) command to the UICC on the basic channel.

35 T > UICC |Send a READ RECORD (NEXT) command to the UICC on channel 'a'.

36 uicC > T Return an error appropriate to the command RQO08_0802
(e.g. 69 86 - Command not allowed (no EF selected)).

37 T > UICC |Reset the UICC.

38 TS UICC Eg:gNa VERIFY PIN command with PIN to gain the READ access condition for

39 T > UICC [Send a MANAGE CHANNEL (OPEN).

40 uicC > T Return tl?el channel number of the logical channel assigned by the UICC
channel 'a'.

a1 T > Ulce Sepd a SELECT comma_nd to the UICC on the basic channel to select and
activate the chosen application.

42 T > UICC [Send a SELECT command to the UICC on the basic channel to select EFrpn.
Send a SELECT command to the UICC on the channel 'a’ to select and activate

43 | T> UiCC L
the chosen application.

44 T > UICC |Send a SELECT command to the UICC on channel 'a’ to select EFron.

45 T > UICC |Send a READ RECORD (NEXT) command to the UICC on the basic channel.

46 uIce > T The first 10 bytes of the data string returned by the UICC shall be 'A0 A1 A2 BO RQO08_0802

B1 B2 A0 A1 A2 AQ'.

47 T > UICC |Send a READ RECORD (NEXT) command to the UICC on channel 'a'".

48 uicC > T The first 10 bytes of the data string returned by the UICC shall be 'A0 A1 A2 BO RQO08_0802

B1 B2 A0 A1 A2 AO'.

Send a READ RECORD (CURRENT) command to the UICC on the basic

channel.

The first 10 bytes of the data string returned by the UICC shall be 'A0 A1 A2 BO

S0 | UICC=>T 151 B2 A0 AL A2 AD.

51 T > UICC |Send a READ RECORD (NEXT) command to the UICC on channel 'a'".

52 uIce > T The first 10 bytes of the data string returned by the UICC shall be 'BO B1 B2 A0 RQO08_0802

Al A2 A0 A1 A2 BO'.

49 T > UICC
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Step | Direction Description RQ
53 TS UIce gﬁgr?nilREAD RECORD (CURRENT) command to the UICC on the basic
54 uIce > T The first 10 bytes of the data string returned by the UICC shall be 'A0 A1 A2 BO RQO08_0802
B1 B2 A0 A1 A2 AQ'.
6.6.8.8 Consistency of File Updates
6.6.8.8.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.6.8.8.2 Initial conditions
[ EF_ oc shall be shareable
o EFcce shall be shareable
6.6.8.8.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a VERIFY PIN command with PIN.
3 T > UICC [Send a MANAGE CHANNEL (OPEN) command.
4 UICC > T |Return the assigned logical channel number ('a).
5 TS UIce Send a SELECT command to the UICC on the basic channel to select and
activate the USIM.
6 T > UICC [Send a SELECT command to the UICC on the basic channel to select EFccra.
Send a SELECT command to the UICC on channel 'a’ to select and activate the
7 T > UICC USIM
8 T > UICC [Send a SELECT command to the UICC on channel 'a' to select EFccpa.
9 T > UICC |Send a READ RECORD (NEXT) command to the UICC on the basic channel.
10 uIce > T The data string returned by the UICC shall be the contents of the first record in
EFccpzi.e.'101112131415161718 191A 1B 1C 1D 1E".
11 T > UICC [Send a READ RECORD (NEXT) to the UICC on channel 'a'.
12 uicC > T The data string returned by the UICC shall be the contents of the first record in
EFccp2i.e.'101112131415161718191A1B1C 1D 1E"
13 TS UIce Send an UPDATE RECORD (CURRENT) command to the UICC on channel 'a’
using adatastringof'C1C1C1C1Cl1ClClClClCclcCcicicicict.
14 T > Ulce f:gr?nleEAD RECORD (CURRENT) command to the UICC on the basic
15 uicC > T The data string returned by the UICC shallbe 'C1 C1 C1C1C1C1C1C1C1C1l |RQ08_0801
cicicicicy.
16 T > UICC |[Send a SELECT command to select EFLoci on the basic channel.
17 T > UICC [Send a SELECT command to select EFLoci on channel 'a'.
18 TS UICC gfeﬂj Sy?eEAD BINARY command to the UICC on the basic channel using a length
19 uicC > T '(I)'Iae data string returned by the UICC shall be 'A1 A2 A3 A4 A5 A6 A7 A8 A9 00
20 TS UIce ff?)(:/tisREAD BINARY command to the UICC on channel 'a’ using a length of
21 uIce > T '(I)'ge data string returned by the UICC shall be 'A1 A2 A3 A4 A5 A6 A7 A8 A9 00
22 TS UIce Send an UPDATE BINARY command to the UICC on channel 'a' using a data
string of 'FF FF FF FF FF FF FF FF FF 00 00'.
23 TS UIce gfeﬁi syl;EAD BINARY command to the UICC on the basic channel using a length
o4 uIce > T '(I)'ge data string returned by the UICC shall be 'FF FF FF FF FF FF FF FF FF 00 RQO08_0801
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Two types of UICC are defined in ETSI TS 102 221 [1], single verification capable UICC and multi-verification

capable UICC. Every application shall conform to the security features defined in ETSI TS 102 221 [1].

6.7.2

6.7.2.1

Supported security features

Test execution

The test procedure 1 and test procedure 2 shall be repeated for all the other applicationsin the UICC.

6.7.2.2

Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.7.2.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC - L
for valid applications).
The following shall be true for PS Template DO (tag 'C6") in the response data: RQO09_0100
e TLV DO with tag '83' shall be '11' (Universal PIN); RQ09_0101
3 uIce S T e TLV DO with tag '83' shall be '01' (PIN Application 1); RQ09_0102
e TLV DO with tag '83' shall be '81' (Second PIN Application 1), if
assigned.
The response data shall also contain TLV DO with tag '8B'.
6.7.2.4 Test procedure 2
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : -
for valid applications).
The following shall be true for PS Template DO (tag 'C6') in the response data: RQO09_0101
3 uicc->T e TLV DO with tag '83' shall be '01' (PIN);
e TLV DO with tag '83' shall be '81' (PIN2), if assigned.
6.7.3 Security architecture
6.7.3.1 Test execution
There are no test case-specific parametersto be set or conditions to be fulfilled.
6.7.3.2 Initial conditions
There are no test case-specific initia conditions to be fulfilled.
6.7.3.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : L
for valid applications).
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Step | Direction Description RQ
3 T > UICC [Send a SELECT command to select EFmsi.
The response data shall contain either TLV DO with tag '8B', '8C' or 'AB'; RQO09_ 0209
e Ifthe TLV DO with tag '8B' is present, the structure shall be the same as | RQ09_0210
stated in clause 9.2.7 of ETSI TS 102 221 [1] and the AM_DO and
4 UICC > T SC_DO shall be_ stored in E_FARR.
e Ifthe TLV DO with tag '8C' is present, the AM_DO and SC_DO shall be
in a compact format according to ISO/IEC 7816-4 [12].
e Ifthe TLV DO with tag 'AB' is present, the AM_DO and SC_DO shall be
in an expanded format according to ISO/IEC 7816-4 [12].
5 TS UIce Send a SELECT command to ;elect EFarr if the TLV DO with tag '8B' is present RQO09_0209
in the response data returned in step 4).
6 T > UICC [Send a READ RECORD command to read record 1 of EFarr.
7 uIce > T The response data shall contain the AM_DO and SC_DO in an expanded format RQO09_0204
according to ISO/IEC 7816-4 [12]. RQO09 0209
8 T > UICC |Step 6) shall be repeated for all the records in EFarr. RQO09 0209
9 uicC > T The content of each AM byte (in compact format) or AM_DO (in expanded format) | RQ09_0203
shall be unigue within the same access rule.
6.7.3.4 Test procedure 2
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 T > UICC |Send a SELECT command to select EFiccip.
3 uIce > T If the TLV DO with tag '8B' is present in the response data returned in step 2) the | RQ09_0209
following steps shall be carried out.
4 T > UICC |Send a SELECT command to select EFarr.
5 T > UICC |Send a VERIFY PIN command using ADM.
6 TS UIce Send a READ RECQRD command to determine the access rules gpecified in the
record number specified by tag '8B' of the response data returned in step 2).
Send a UPDATE RECORD command to modify the record number specified in
7 T > UICC |[tag '8B' of the response data returned in step 2) so as to remove the READ
access condition.
8 T > UICC |Send a SELECT command to select EFiccip.
9 T > UICC |Send a READ BINARY command.
10 uIcC > T The response data_ returned by the_U_ICC shall be SW1 ='69', RQO09_0202
SW2 ='82' - security status not satisfied.
11 T > UICC [Send a SELECT command to select EFarr.
12 TS UIce Send an UPDATE REQORD command.to modify the record number specified in
tag '8B' so as to return it to the value prior to step 4).
6.7.4 Security environment
6.7.4.1 Test execution
The following test procedures shall be applicable only to a multi-verification capable UICC.
6.7.4.2 Initial conditions
SEO1 shall be active.
6.7.4.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
> T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
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Step | Direction Description RQ
The following shall be true of the response data: RQO09 0301
e TLV DO with tag '90' (PIN Status) under TLV DO with tag 'C6' shall
indicate that the Application PINs and the Universal PIN are enabled;
e TLV DO with tag '8B' shall be as follows:
3 UicC->T EFARR SEID1 | RecordNoX | SEID2 | Record NoY
FID
where:
e SE ID1 and SE ID2 can be either 00 or 01, but SE ID1 shall not be the
same as SE ID2.
e Record No X and Y are the record number of the EFarr.
4 T 2> UICC |Send a READ RECORD command to read the record number X of EFarr. RQO09 0302
If SE ID1 is 00, either one of the following shall be true of the response data: RQO09_ 0302
The TLV_DO with tag '83' in the SC_DO shall be '11";
The SC_DO shall be '90 00';
5 UCC>T e If SE ID1is 01, either one of the following shall be true of the response
data:
— The TLV_DO with tag '83' in the SC_DO shall be '01'.
— The SC_DO shall be '90 00'".
6 T > UICC |Step 5) shall be repeated for record number Y for SE ID2. RQO09 0302
7 T > UICC |Ifthe TLV_DO with tag 83 is '01' for SEQ1, steps 6) to 22) shall be carried out.
8 T > UICC |Send a SELECT command to select EFiccip.
9 T > UICC |Send a READ BINARY command.
10 uIce > T The response data returned by the UICC shall be SW1 ='90', SW2 ="00' - normal | RQ09_0302
ending of the command.
11 T > UICC |Send a SELECT command to select EFiusi under ADFusiwv.
12 T > UICC |Send a READ BINARY command.
13 uicC > T The response data ret_umed by the UICC shall be SW1 ='69', SW2 ='82' -
security status not satisfied.
14 T > UICC [Send a VERIFY PIN command using Universal PIN.
15 uicC > T The response data returned by the UICC shall be SW1 ='90', SW2 ="00' - normal | RQ09_0302
ending of the command.
16 T > UICC |Send a READ BINARY command.
17 uIcC > T The response data ret_umed by the UICC shall be SW1 ='69', SW2 ='82' -
security status not satisfied.
18 T > UICC |[Send a VERIFY PIN command using PIN Application 1 to the UICC.
19 uicC > T The response data returned by the UICC shall be SW1 ='90', SW2 ='00' - normal | RQ09_0302
ending of the command.
20 T > UICC |The terminal simulator shall send a READ BINARY command.
21 uIce > T The_ response data returned by the UICC shall be SW1 ='90', SW2 ='00' - normal | RQ09_0302
ending of the command. RQ09_0302
22 T > UICC |[Send a DISABLE PIN command to disable the PIN Application 1.
23 TS UIce Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).
The following shall be true of the response data:
o4 uIce > T TLV DO with_tag_ '90' (_PIN_ Status) under TLV_DO with tag 'C6' shall indic_ate that
the PIN Application 1 is disabled, and the Universal PIN is enabled and its Usage
Qualifier is set to '00'.
25 T > UICC |Send a SELECT command to select EFiccip.
26 T > UICC |Send a READ BINARY command.
27 uicC > T The response data returned by the UICC shall be SW1 ='90', SW2 ='00' - normal | RQ09_0302
ending of the command.
28 T > UICC |Send a SELECT command to select EFimsi under ADFusiv.
29 T > UICC |Send a READ BINARY command.
30 uicC > T The. response data returned by the UICC shall be SW1 ='90', SW2 ='00' - normal | RQ09_0302
ending of the command.
31 T > UICC [Send an ENABLE PIN command to enable the PIN Application 1.
32 uIce > T Send a DISABLE PIN command to disable and indicate the Universal PIN as a RQO09_0306
replacement of the PIN Application 1.
33 | T> UICC |Resetthe UICC.
314 | T uice Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).
The following shall be true of the response data: RQO09_0302
35 UICC > T |TLV DO with tag '90' (PIN Status) under TLV DO with tag 'C6' shall indicate that
the PIN Application 1 is disabled and the Universal Pin is enabled.
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Step | Direction Description RQ
36 T > UICC |Ifthe TLV_DO with tag 83 is '11' for SEQO, steps 37) to 59) shall be carried out.
37 T > UICC |Send a SELECT command to select EFiccip.
38 T > UICC |Send a READ BINARY command.
39 uIce > T The response data returned by the UICC shall be SW1 ='90', SW2 ="00' - normal | RQ09_0302
ending of the command.
40 T > UICC |Send a SELECT command to select EFiusi under ADFusiv.
41 T > UICC [Send a READ BINARY command.
The response data returned by the UICC shall be SW1 ='69',
42 vicc >1 SW2 ='82' - security status not satisfied.
43 T > UICC |Send a VERIFY PIN command using PIN Application 1.
44 UICC > T |The response data returned by the UICC shall indicate an error.
45 T > UICC [Send a VERIFY PIN command using Universal PIN.
46 T > Ulce The response data returned by the UICC shall be SW1 ='90', SW2 ="00' - normal | RQ09_0302
ending of the command.
47 T > UICC |Send a READ BINARY command.
48 uicC > T The response data returned by the UICC shall be SW1 ='90', SW2 ='00' - normal | RQ09_0302
ending of the command.
49 T > UICC |Send a DISABLE PIN command to disable the Universal PIN.
50 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
The response data shall contain:
51 UICC > T |TLV DO with tag '90' (PIN Status) under TLV DO with tag 'C6' shall indicate that
the PIN Application 1 and the Universal Pin are disabled.
52 T > UICC |Send a SELECT command to select EFiccip.
53 T > UICC |Send a READ BINARY command.
54 uIce > T The response data returned by the UICC shall be SW1 ='90', SW2 ="00' - normal | RQ09_0302
ending of the command.
55 T > UICC |Send a SELECT command to select EFiusi under ADFusiv.
56 T > UICC |Send a READ BINARY command.
57 uIce > T The response data returned by the UICC shall be SW1 ='90', SW2 ="00' - normal | RQ09_0302
ending of the command.
58 T > UICC |Send an ENABLE PIN command to enable the Universal PIN.
59 T > UICC [Send an ENABLE PIN command to enable the PIN Application 1.
6.7.5  PIN definitions
6.7.5.1 Test execution
There are no test case-specific parametersto be set or conditions to be fulfilled.
6.7.5.2 Initial conditions
For test procedure 1 and test procedure 2, SEOL shall be active.
6.7.5.3 Void
6.7.5.4 Test procedure 2
Step | Direction Description RQ
1 User Reset the UICC.
> T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
The response data shall contain PS Template DO with tag 'C6'. RQO09_0401
The following shall be true of the PS Template DO: RQO09_0402
e One of the TLV DO with tag '83' shall be '11' indicating the key reference | RQ09_0406
3 uIce > T value for Universal PIN. RQO09 0408
e One of the TLV DO with tag '83' shall be '01' indicating the key reference
value for PIN Application 1.
e One of the TLV DO with tag '83' shall be '81" indicating the key reference
value for second Application/local PIN.
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6.7.5.5 Test procedure 3
Step | Direction Description RQ
1 User Reset the UICC.
> TS UICC Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
The response data shall contain PS Template DO with tag 'C6'. RQO09_0404
The following shall be true of the PS Template DO: RQO09_0406
e Any of the TLV DO with tag '83' shall not be '11" indicating the key RQO09_0408
3 uIcC > T reference value for Upiversal PIN. S
e One of the TLV DO with tag '83' shall be '01' indicating the key reference
value for PIN Application 1.
e One of the TLV DO with tag '83' shall be '81" indicating the key reference
value for second Application/local PIN.
4 Steps 2) and 3) shall be repeated for the remaining ADFusivs and DFs.
6.7.6 PIN and key reference relationship
6.7.6.1 Test execution

6.7.6.2

When EFgpy is not supported by the UICC, any supported linear EF in ADFysim may be chosen.

Initial conditions

The recordsin EFgpn shall contain the following data for the first 10 bytes:

18t record ‘A0 A1 A2 BO B1 B2 A0 A1 A2 A0
2" record 'BO B1 B2 A0 A1 A2 A0 A1 A2 BO'
3" record 'BO B1 B2 A0 A1 A2 BO B1 B2 A0’
4" record ‘A0 A1 A2 BO B1 B2 BO B1 B2 BO'

The data for the remainder of these four records and for all other records (if any) shall be 'FF'.

In case of an multi-verification capable UICC SEO1 shall be active.

Allocation of ADM levels and the respective requirements for their fulfilment are the responsibility of the
appropriate administrative authority.

6.7.6.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
The response data shall indicate the PS Template DO with tag 'C6'. RQO09_0507
The PS Template DO with tag 'C6' shall contain for the Universal PIN the TLV DO | RQ07_0211
3 UICC > T |with tag '95" indicating the usage qualifier. RQO09_0501
Return status condition Return status condition SW1 = '90', SW2 ='00' - normal
ending of the command.
4 T > UICC |Send a STATUS command.
The response data shall indicate the PS Template DO with tag 'C6'. RQO09_0507
5 UICC > T |The PS Template DO with tag 'C6' shall contain for the Universal PIN the TLV DO
with tag '95' indicating the usage qualifier.
6 T > UICC [Send a SELECT command to select EFrpn.
7 UICC > T |The response data shall not contain the PS Template DO with tag 'C6'. RQO09 0507
8 T > UICC |Send a READ RECORD command to read the first record in EFron.
9 uIce > T Return status condition Return status condition SW1 ='69', SW2 ='82" - security RQO09_0504
status not satisfied.
10 T > UICC [The terminal simulator shall gain PIN Application 1 security access.
11 T > UICC |Send a READ RECORD command to read the first record in EFron.
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Step | Direction Description RQ

The data string returned shall be ‘A0 A1 A2 BO B1 B2 A0 A1 A2 AQ'. The data for | RQ09_0504

the remainder of the returned data string shall be 'FF'.

Return status condition Return status condition SW1 = '90', SW2 ='00' - normal

ending of the command.

Send an UPDATE RECORD command using CURRENT mode with data string

'BO' for all bytes to update the first record in EFrpn.

Return status condition Return status condition SW1 ='69', SW2 ='82" - security

status not satisfied.

Send a READ RECORD command using NEXT mode to read the first record in

EFrDn.

The data string returned shall be 'A0 A1 A2 BO B1 B2 A0 A1 A2 A0'. RQO09_0504

The data for the remainder of the returned data string shall be 'FF'.

Return status condition Return status condition SW1 = '90', SW2 ='00' - normal

ending of the command.

17 T > UICC |The terminal simulator shall gain the second PIN Application 2 security access.

18 T > uice Send an UPDATE RECORD cqmmand us_ing CURRENT mode with data string

'B1' for all bytes to update the first record in EFrpn.

19 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

20 T > UICC |Send a READ RECORD command to read the first record in EFron.

21 uicC > T The data string retu.r.ned shall be 'B1' for all bytes. . RQO09_0504
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

22 T > UICC |Send a SELECT command to select MF.

23 T > UICC |Send a SELECT command to select EFiccip.

24 | T > UICC |Send a READ BINARY command to read the byte in the EFiccip.

25 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO09 0501

26 T > UICC |[Send an UPDATE BINARY command to update the byte in EFiccip.

27 Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09 0510

o8 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2

for valid applications).

29 TS UIce Send a DISABLE PIN comm.ano! to disable and indicate the Universal PIN as a
replacement of the PIN Application 1.

30 T 2> UICC |Send a SELECT command to select EFrpn.

31 T > UICC |Send a READ RECORD command to read the first record in EFron.

32 Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09 0504

33 T > UICC |The terminal simulator shall gain Universal PIN security access.

314 | T uice Send a READ RECORD command using NEXT mode to read the first record in

12 UICC>T

13 T > UICC

14 UICC>T

15 T > UICC

16 UICC>T

EFrDN.
The data string returned shall be 'B1' for all bytes: RQO09_0504
35 UICC>T e Return status condition SW1 ='90', SW2 ='00' - normal ending of the RQO7_0211

command.

36 T > uice Send an UPDATE RECORD cqmmand us_ing CURRENT mode with data string
'B2' for all bytes to update the first record in EFrpn.

37 Return status condition SW1 ='69', SW2 = '82' - security status not satisfied.

38 T > UICC |The ME simulator shall gain the second PIN Application 2 security access.

39 TS UIce Send an UPDATE RECORD cqmmand u;ing CURRENT mode with data string
'B3' for all bytes to update the first record in EFrpn.

40 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO7_0211

41 T > UICC |Send an ENABLE PIN command to enable PIN Application 1.

42 TS UIce Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).

43 T > UICC [Send a READ RECORD command to read the first record in EFron.

44 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09 0504

45 T > UICC |The terminal simulator shall gain PIN Application 1 security access.

46 T > UICC [Send a READ RECORD command to read the first record in EFron.

47 uicC > T The data string retu.r.ned shall be 'B3' for all bytes. . RQO09_ 0504
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

48 T > uice Send an UPDATE RECORD cqmmand us_ing CURRENT mode with data string
'B4' for all bytes to update the first record in EFrpn.

49 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09_0202

50 T > UICC |The terminal simulator shall gain the second PIN Application 2 security access.

51 TS UIce Send an UPDATE RECORD command using CURR_ENT mode with data string
'A0 A1 A2 BO B1 B2 A0 A1 A2 AQ' to update record in EFron.

52 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO7_0211
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6.7.6.4 Test procedure 2
Step | Direction Description RQ
1 T Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : S
for valid applications).
The response data shall indicate the PS Template DO with tag 'C6'. RQO09_0507
3 uice > T The PS Template DO with tag 'C6' shall not contain the Universal PIN key RQO09_0401
reference '11". RQO09 0501
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
4 T > UICC |Send a STATUS command.
The response data shall indicate the PS Template DO with tag 'C6' RQO09_0507
5 UICC > T |The PS Template DO with tag 'C6' shall not contain the Universal PIN key RQO09_0401
reference '11'.
6 T > UICC [Send a SELECT command to select EFrpn.
7 UICC > T |The response data shall not contain the PS Template DO with tag 'C6'. RQO09 0507
8 T > UICC |Send a READ RECORD command to read the first record in EFron.
9 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09 0504
10 T 2> UICC |The terminal simulator shall gain PIN security access.
11 T > UICC |Send a READ RECORD command to read the first record in EFron.
The data string returned shall be 'A0 A1 A2 BO B1 B2 A0 A1 A2 AQ'. The data for | RQ09_0504
12 UICC > T |the remainder of the returned data string shall be 'FF'.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
13 T > uice Send an UPDATE RECORD cqmmand us_ing CURRENT mode with data string
'CQ' for all bytes to update the first record in EFron.
14 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09 0202
15 T > UICC |The terminal simulator shall gain the PIN2 security access.
16 TS UIce Send an UPDATE RECORD cqmmand us_ing CURRENT mode with data string
'C1' for all bytes to update the first record in EFron.
17 UICC ->T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQO7_0211
18 Send a READ RECORD command to read the first record in EFron.
19 uicC > T The data string retu.r.ned shall be 'C1' for all bytes. . RQO09 0504
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
20 TS UICC Send an UPDATE RECORD command using CURR_ENT mode with data string
'A0 A1 A2 BO B1 B2 A0 A1 A2 AQ' to update record in EFron.
21 T > UICC |Send a SELECT command to select MF.
22 T > UICC |Send a SELECT command to select EFiccip.
23 T > UICC |Send a READ BINARY command to read the byte in the EFiccip.
24 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO09 0501
25 T > UICC [Send an UPDATE BINARY command to update the byte in EFiccip.
26 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQO09 0510
6.8 Structure of commands and responses
6.8.1 Purpose

The tests in clause 6.8 ensure that the DUT conforms to the specification for the mapping of functions onto Application
Protocol Data Units (APDUSs) which are used by the transmission protocol.

6.8.2 Mapping principles

6.8.2.1 Test execution

There are no test cases-specific parameters for this test case.

6.8.2.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.
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6.8.2.3 Test procedure

Step | Direction Description RQ
1 T Reset the UICC.

Send a SELECT command to select MF with P2 ='04".

2 T > UICC |[Bytes: CLA ='00', INS ='A4', P1 ='00', P2 ='04', Lc ='02', data = '3F 00',

Le ='00' (Case 4)].

RQ10_0101
RQ10_0105
RQ10_0201
RQ10_0202
RQ10_0203
RQ10_0204
RQ10_0205
RQ10_0206
RQ10_0207
RQ10_0208
RQ10_0209
RQ10_0210

3 UICC > T |Return status condition SW1 ='90", SW2 ='00' normal ending of the command.

Send a SELECT command to select MF with P2 ='0C".
4 T > UICC |[Bytes: CLA ='00', INS ='A4', P1 ='00', P2 ='0C', Lc ='02', data = '3F 00'
(Case 3)].

RQ10_0101
RQ10_0105
RQ10_0201
RQ10_0202
RQ10_0203
RQ10_0204
RQ10_0205
RQ10_0206
RQ10_0207
RQ10_0208
RQ10_0209
RQ10_0210

5 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

Send a STATUS command with P2 ='00".

6 | T2UICC |5iies: CLA = 180, INS = 'F2', P1 = '00', P2 = '00', Le = '00' (Case 2)].

RQ10_0101
RQ10_0105
RQ10_0201
RQ10_0202
RQ10_0203
RQ10_0204
RQ10_0205
RQ10_0206
RQ10_0207
RQ10_0208
RQ10_0209
RQ10_0210

7 UICC > T |Return status condition SW1 ='90', SW2 ='00" - normal ending of the command.

Send a STATUS command

8 | T2UICC |5 ies: CLA = 80, INS = 'F2', P1 = '00', P2 = '0C" (Case 1)].

RQ10_0101
RQ10_0105
RQ10_0201
RQ10_0202
RQ10_0203
RQ10_0204
RQ10_0205
RQ10_0206
RQ10_0207
RQ10_0208
RQ10_0209
RQ10 0210

9 UICC > T |Return status condition SW1 ='90', SW2 ='00" - normal ending of the command].
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6.8.3 Response APDU Structure

6.8.3.1 Status Conditions Returned by the UICC

6.8.3.1.1 Test execution

RQ10_0204 and RQ10_0301 is not tested asit is not possible to force a UICC to produce an execution error.

6.8.3.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.8.3.1.3 Test procedure
Step | Direction Description RQ
1 T Reset the UICC.
2 T > UICC |Send a VERIFY PIN command with PIN.
3 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. 5818—8281
Send a SELECT command to select and activate an application (see clause 4.5.2
4 T-> UICC - L
for valid applications).
5 Send a READ BINARY command without SFI referencing.
6 uIce > T Return status condition SW1 ='69', SW2 ='86' - command not allowed (no EF RQ10_0205
selected). RQ10 0301
7 T 2> UICC |Send a SELECT command to select EFiusi.
8 T > UICC [Send a READ BINARY command with P2 = '0F".
9 uicC > T Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1-P2, or RQ10_0205
SW1 ="6A', SW2 ='86' - incorrect parameters P1-P2. RQ10 0301
10 T > UICC |Send a SELECT command to select EFecc.
11 T 2> UICC |Send a READ RECORD command using PREVIOUS mode.
12 T > UICC |Send a READ RECORD command using NEXT mode.
. PO ioa RQ10_0205
13 UICC > T |Return status condition SW1 ="'6A", SW2 ='83' - record not found. RO10 0301
14 T > UICC |[Send a READ BINARY command using a length of 1 byte.
15 uIce > T Return status condition SW1 ='69', SW2 ='81' - command incompatible with file RQ10_0205
structure. RQ10 0301
16 T > UICC [Send a SELECT command to select EFLoci with Lc = 1.
17 uicC > T Return status condition SW1 ='67', SW2 ='00' - wrong length, or SW1 ="'6A’, RQ10_0205
SW2 ='87" - Lc inconsistent with P1 - P2. RQ10 0301
18 T 2> UICC |Send a VERIFY PIN command with incorrect PIN.
19 UICC > T |Return status condition SW1 ='63', SW2 = 'C2' - security status not satisfied. ggig—gggi
20 T > UICC |Send a VERIFY PIN command with incorrect PIN. B
21 UICC > T |Return status condition SW1 ='63", SW2 ='C1' - security status not satisfied. 2818_%8?
22 T 2> UICC |Send a VERIFY PIN command with incorrect PIN. B
23 UICC > T |Return status condition SW1 ='63', SW2 ="'C0' - security status not satisfied.
24 T > UICC |Send a VERIFY PIN command with incorrect PIN.
25 UICC > T |Return status condition SW1 ='69', SW2 ='83' - authentication method blocked. 2818_%8?
26 T 2> UICC |Send an UNBLOCK PIN command with Unblock PIN. B
27 T > UICC [Send a READ RECORD command using P2 ='01".
o8 uIcC > T Return status condition SW1 ='6B', SW2 ='00' - wrong parameter(s) P1 - P2, or RQ10_0205
SW1 ="6A', SW2 ='86' - incorrect parameter P1 or P2. RQ10 0301
Send the following APDU
29 | T2UICC g ies: CLA = 00", INS = '6F', P1 = '00', P2 = '00', P3 = '001.
30 uIce > T Return status condition SW1 ='6D', SW2 ="'00' - instruction code not supported or | RQ10_0205
invalid. RQ10_0301
31 T > UICC |Send a GET RESPONSE command.
32 uicC > T Return status condition SW1 ='6F', SW2 ="'00' - technical problem, no precise RQ10_0205
diagnosis. RQ10 0301
Send the following APDU
83 | T2 UICC |iies: CLA = '30), INS = 'CO', P1 = '00', P2 = '00', P3 = '001.
34 UICC > T |Return status condition SW1 ='6E', SW2 ="'00' - class not supported.
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Step | Direction Description RQ
35 T > UICC |Send a STATUS command with CLA ='81".
36 uIcC > T Return status condition SW1 ='68', SW2 ='81" - logical channel not supported or | RQ10_0205

SW1 ='6E', SW2 ='00 ' - class not supported. RQ10 0301

Send a STATUS command with CLA ='84"'

[Bytes: CLA ='84', INS ='F2', P1 ='00', P2 ='00', Le ='02".

38 uicC > T Return SW1 ='68', SW2 ='82' — secure messaging not supported or SW1 ="'6E', | RQ10_0205

SW2 ='00 ' — class not supported RQ10 0301

39 T > UICC |Reset the UICC.

Send a SELECT command with an incorrect file ID
40 T~>uice [Bytes: CLA ='00", INS ='A4', P1 ='00", P2 ='04', Lc ='02', data = '12 341.

37 T > UICC

- A Al o i RQ10_0205
41 UICC > T [Return status condition SW1 ='6A', SW2 ='82' - file not found. RQ10_0301
42 T > UICC |[Send a SELECT command to select EFiccip.
Send an UPDATE BINARY command.
43 T~>uicc The data used shall be '00 00'.
44 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied RQ10_0205
' : RQ10 0301
6.9 Commands
6.9.1 Generic Commands
6.9.1.1 SELECT
6.9.1.1.1 Test execution
There are no test cases-specific parameters for this test case.
6.9.1.1.2 Initial conditions
There are no test case-specific initial conditions to be fulfilled.
6.9.1.1.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.

2 T > UICC |Send a SELECT command to select DFreLecom
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11_0101
The FCP shall contain the following tags: RQ11 0105
Tag '82' (File Descriptor) RQ11_0106
e The first byte shall be '38' or '78' (indicating a DF or ADF);
Tag '83' (File Identifier)
e The value shall be '7F 10' (indicating DFteLecom);
Tag '8A' (Life Cycle Status Integer);
3 UICC > T |[Tag 'C6' (PIN Status Template DO).
It shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
Tag '8C' (Compact format);
Tag 'AB' (Expanded format);
Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in
Table 11.3 of clause 11.1.1.3 of the ETSI TS 102 221 [1].
4 T > UICC |Send a SELECT command to select the MF.
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Step | Direction Description RQ
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0106
The FCP shall contain the following tags: RQ11 0105
Tag '82' (File Descriptor)
e The first byte shall be '38' or '78' (indicating a DF or ADF);
Tag '83' (File Identifier)
e The value shall be '3F 00' (indicating MF);
Tag 'A5' (Proprietary information)
e It shall contain tag '80' (UICC characteristics);
5 UICC > T |[Tag '8A' (Life Cycle Status Integer);
Tag 'C6' (PIN Status Template DO).
It shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
Tag '8C' (Compact format);
Tag 'AB' (Expanded format);
Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in
Table 11.3 of clause 11.1.1.3 of the ETSI TS 102 221 [1].
6 T > UICC [Send a SELECT command to select EFpir
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0101
The FCP shall contain the following tags: RQ11 0105
Tag '82' (File Descriptor) RQ11_0107
e The first byte shall be '02' or '42' (indicating a linear fixed EF);
e The length shall be '05' (i.e. containing record length, etc.);
Tag '83' (File Identifier)
e The value shall be '2F 00' (indicating EFpir);
7 UICC > T |Tag '8A' (Life Cycle Status Integer);
Tag '80' (File size).
The FCP shall contain exactly one of the following tags:
Tag '8C' (Compact format);
Tag 'AB' (Expanded format);
Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in
Table 11.4 of clause 11.1.1.3 of the ETSI TS 102 221 [1].
8 T > UICC |Send a READ RECORD command using CURRENT mode.
uIce > T Return an error code appropriate to the command (e.g. SW1 ="'6A'",
SW2 ='83' - Record not found).
10 T > UICC [Send a SELECT command with P2 = '0C' to select the MF.
11 uicC > T The response from the UICC shall be only SW1 ='90', SW2 ="'00" - normal ending | RQ11_0103
of the command.
12 T > UICC |Send a SELECT command to select the EFarr under DFreLecom by path selection.
The response from the UICC shall be only SW1 ='90', SW2 ="'00" - normal ending | RQ11_0101
13 UICC > T |of the command.
The TLV DO with Tag '83' in the FCP shall indicate the current EF is EFarr.
14 | T> UICC |[Send a SELECT command to select the parent DF.
The response from the UICC shall be only SW1 ='90', SW2 ='00" - normal ending | RQ11_0101
15 UICC > T |of the command.
The TLV DO with Tag '83' in the FCP shall indicate the current DF is MF.
16 T > UICC |Send a SELECT command with AID to select and activate the chosen application.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0101
The FCP shall contain the following tags: RQ11 0106
Tag '82' (File Descriptor) RQ11_0105
e The first byte shall be '38' or '78' (indicating a DF or ADF);
Tag '84' (DF name - AID)
e The value shall be the AID of the chosen application;
Tag '8A' (Life Cycle Status Integer);
17 UICC > T |Tag 'C6' (PIN Status Template DO)
e It shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
Tag '8C' (Compact format);
Tag 'AB' (Expanded format);
Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in
Table 11.4 of clause 11.1.1.3 of the ETSI TS 102 221 [1].
18 T > UICC [Send a SELECT command with P1 ='00', P2 = '0C' and with empty data field.
19 uIce > T The response from the UICC shall be only SW1 ='90', SW2 ='00' - normal ending | RQ11_0103
of the command. RQ11 0104
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6.9.1.1.4 Test procedure 2
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : -
for valid applications).
3 T > UICC [Send a SELECT command with P1 = '00', P2 = '0C' and with empty data field.
4 uicC > T The response from the UICC shall be only SW1 ='90', SW2 ="'00" - normal ending | RQ11_0103
of the command. RQ11 0104
5 T > UICC |Send a STATUS command with P2 ='00".
6 UICC > T |The FCP returned shall contain the File ID of the MF. RQ11 0104
6.9.1.2 STATUS
6.9.1.2.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.9.1.2.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.9.1.2.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a STATUS command with P2 ='00".
The FCP shall contain the following tags: RQ11 0120

e Tag '82' (File Descriptor);
The first byte shall be '38' or '78' (indicating a DF);
Tag '83' (File Identifier);
The value shall be '3F 00' (indicating MF);
Tag 'A5' (Proprietary information);
It shall contain tag '80" (UICC characteristics);
Tag '8A' (Life Cycle Status Integer);
Tag 'C6' (PIN Status Template DO);
e |t shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
e Tag '8C' (Compact format);
e Tag 'AB' (Expanded format);
e Tag '8B' (Referenced to Expanded Format).
4 T > UICC [Send a SELECT command to select DFteLecom.
5 T 2> UICC |Send a STATUS command with P2 ='00".
The FCP shall contain the following tags: RQ11_0120
e Tag '82' (File Descriptor);
The first byte shall be '38' or '78' (indicating a DF);
Tag '83' (File Identifier);
The value shall be '7F 10' (indicating DFteLecom);
Tag '8A' (Life Cycle Status Integer);
Tag 'C6' (PIN Status Template DO);
e |t shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
e Tag '8C' (Compact format);
e Tag 'AB' (Expanded format);
e Tag '8B' (Referenced to Expanded Format).

3 UICC>T

6 UICC>T

7 T 2> UICC |Send a STATUS command with P2 ='01".

8 UICC > T |Return an error code appropriate to the command. RQ11 0122
9 T > UICC [Send a SELECT command to select and activate the chosen application.

10 T > UICC |Send a STATUS command with P2 ='00".
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Step | Direction Description RQ
The FCP shall contain the following tags: RQ11 0120
e Tag '82' (File Descriptor);
The first byte shall be '38' or '78' (indicating an ADF);
Tag '84' (DF name - AID);
The value shall be the AID of the chosen application;
Tag '8A' (Life Cycle Status Integer);
Tag 'C6' (PIN Status Template DO);
e It shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
e Tag '8C' (Compact format);
e Tag 'AB' (Expanded format);
e Tag '8B' (Referenced to Expanded Format).
12 T > UICC |Send a SELECT command to select the DFpHoNEBOOK.
13 T > UICC |Send a STATUS command with P2 ='00".
The FCP shall contain the following tags: RQ11 0120
e Tag '82' (File Descriptor);
The first byte shall be '38' or '78' (indicating a DF);
Tag '83' (File identifier);
The value shall be '5F 3A' (indicating DFpHoNEBOOK);
Tag '8A' (Life Cycle Status Integer);
Tag 'C6' (PIN Status Template DO);
e It shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
e Tag '8C' (Compact format);
e Tag 'AB' (Expanded format);
e Tag '8B' (Referenced to Expanded Format).
15 T > UICC |Send a STATUS command with P2 ='01".
16 uIcC > T The following shall be true of the response data: o RQ11 0122
Value of tag '84' shall be the AID of the chosen application.
17 T > UICC |Send a STATUS command with P2 ='0C'.
The following shall be true of the response data: RQ11 0122
18 UICC > T |The response data from the UICC shall be only SW1 ='90', SW2 ="00" - normal
ending of the command.
19 T > UICC |[Send a SELECT command to select DFteLecom.
20 T > UICC |Send a STATUS command with P2 ='00".
The FCP shall contain the following tags: RQ11_0120
e Tag '82' (File Descriptor);
The first byte shall be '38' or '78' (indicating a DF);
Tag '83' (File Identifier);
The value shall be '7F 10' (indicating DFteLecom);
Tag '8A' (Life Cycle Status Integer);
Tag 'C6' (PIN Status Template DO);
e |t shall contain tag '90' (PS_DO).
The FCP shall contain exactly one of the following tags:
e Tag '8C' (Compact format);
e Tag 'AB' (Expanded format);
e Tag '8B' (Referenced to Expanded Format).
22 T > UICC |Send a STATUS command with P2 ='01".
23 uIce > T The following shall be true of the response data: o RQ11_0122
Value of tag '84' shall be the AID of the chosen application.

11 UICC>T

14 UICC>T

21 UICC>T

6.9.1.3 READ BINARY

6.9.1.3.1 Test execution

There are no test case-specific parameters to be set or conditions to be fulfilled.

6.9.1.3.2 Initial conditions
EF_ocs shall contain the data string: 'A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00'.
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6.9.1.3.3 Test procedure
Step | Direction Description RQ
1 T Reset the UICC.
2 T 2> UICC |Send a SELECT command to select the chosen application.
3 UICC > T |Send a SELECT command to select EFLoc!.
4 T > UICC [Send a READ BINARY command using a length of 11 bytes.
5 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQ11 0126
6 T 2> UICC |Send a VERIFY PIN command with PIN to gain the access condition for EFLoc!.
7 T > UICC [Send a READ BINARY command using a length of 11 bytes.
RQ11_0123
8 uicC > T Return status condition SW1 ='90', SW2 ='00" - normal ending of the command. RQ11 0124
The data string returned shall be 'A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00 RQ11 0126
RQ11 0127
9 T 2> UICC |Send a READ BINARY command using a length of 1 byte.
10 The data string returned shall be 'Al".
11 T 2> UICC |Send a READ BINARY command using an offset of '00 01' and length 10 bytes.
12 UICC > T |The data string returned shall be 'A2 A3 A4 A5 A6 A7 A8 A9 00 00'. RQ11 0124
13 T 2> UICC |Send a SELECT command to select EFkeys.
14 T UICC Send a READ BINARY command using SFI reference to select EFLoci. and length
11 bytes.
: 8 . RQ11_0127
15 UICC > T |The data string returned shall be 'A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00'. RQ11_0118
16 T > UICC [Send a SELECT command to select MF. B
17 T > UICC |Send a SELECT command to select EFpir.
18 T > UICC [Send a READ BINARY command using a length of 1 byte.
19 uice > T Return status condition SW1 ='69', SW2 ='81' - command incompatible with file RQ11_0123
structure.
6.9.14 UPDATE BINARY
6.9.1.4.1 Test execution
There are no test case-specific parameters to be set or conditions to be fulfilled.
6.9.1.4.2 Method of test Initial conditions
EFLoci shall contain the data string: ‘A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00'.
6.9.1.4.3 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : S
for valid applications).
3 T > UICC [Send a SELECT command to select EFLoct.
4 T > Ulce Send an UPDATE BINARY command using a length of 11 bytes, and data string
'FF FF FF FF FF FF FF FF FF 00 00'.
5 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQ11 0126
6 TS UICC Eﬁ?:c? VERIFY PIN command with PIN to gain the access condition for the
7 T > UICC |Send a READ BINARY command using a length of 11 bytes to the UICC.
8 T 2> UICC |The data string returned shall be ' A1 A2 A3 A4 A5 A6 A7 A8 A9 00.
9 TS UIce Send an UPDATE BINARY command using a length of 11 bytes, and data string
'FF FF FF FF FF FF FF FF FF 00 00' to the UICC.
10 UICC > T |Return status condition SW1 ='90', SW2 ="'00". RQ11 0126
11 T > UICC [Send a READ BINARY command using a length of 11 bytes.
12 UICC > T |The data string returned shall be 'FF FF FF FF FF FF FF FF FF 00 00'. RQ11 0126
13 TS UIce %(zr'wd an UPDATE BINARY command using a length of 1 byte, and data string
14 T > UICC |Send a READ BINARY command using a length of 11 bytes.
15 UICC > T |The data string returned shall be 'E4 FF FF FF FF FF FF FF FF 00 00'. RQ11 0126
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Step | Direction Description RQ
Send an UPDATE BINARY command using an offset of '00 01', a length 1 byte,
16 T~>uice and data string 'E5'.
17 T > UICC [Send a READ BINARY command using a length of 11 bytes.

18 UICC > T |The data string returned shall be 'E4 E5 FF FF FF FF FF FF FF 00 00'. ggﬂ—gig?
19 T > UICC |Send a SELECT command to select EFkeys. B
20 TS UIcC Send an UPDATE BINARY command using SFI reference to select EFLoci and a
length 1 byte, and string 'D1".
21 T > UICC [Send a READ BINARY command using a length of 11 bytes.
22 UICC > T |The data string returned shall be 'D1 E5 FF FF FF FF FF FF FF 00 00'. ggﬂ—gig?

23 T > UICC |Send a SELECT command to select EFsws.

24 | T > UICC |Send an UPDATE BINARY command using a length 1 byte and data string 'D2'.
o5 uice > T ;ﬁz{émrsetatus condition SW1 ='69', SW2 ='81' - command incompatible with file RQ11_0127
Send an UPDATE BINARY command using SFI reference to select EFLoci and a
length 11 byte, and string "A1 A2 A3 A4 A5 A6 A7 A8 A9 00 00

26 T-> UICC

6.9.1.5 READ RECORD

6.9.1.5.1 Test execution

Test procedures have been separated into 3 parts. Thefirst part isfor testing CURRENT and ABSOLUTE mode, the
second part isfor testing NEXT and PREVIOUS mode and the third part is for testing the SFI referencing.

When EFccpzis not supported by the UICC, any supported linear EF in ADFysim supporting SFI may be chosen.

When EFacwm is not supported by the UICC, any supported cyclic EF in ADFysm may be chosen.

6.9.1.5.2 Initial conditions

The recordsin EFccpe shall contain the following data:

1t record '101112131415161718191A1B1C 1D 1F'

2" record '20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E'

2" |ast record |'EO E1 E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED EF'
Last record 'FOF1 F2 F3F4 F5 F6 F7 F8 F9 FA FB FC FD FE'

Therecordsin EFacm shall contain the following data, if it is supported:

15t record '00 00 01'(last updated record)
2" record '00 00 02'
3" record '00 00 03'
X" record '00 00' followed by byte value X (first updated record)
6.9.1.5.3 Test procedure 1 (CURRENT and ABSOLUTE mode)
Step | Direction Description RQ

User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2

T > UICC [Send a VERIFY PIN command with PIN.
T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.

2 T>uice for valid applications).
3 T > UICC |Send a SELECT command to select EFccra.
4 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.

" . . . . RQ11_0130
5 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RO11 0134
6
7

ETSI



Release 17 119 ETSI TS 102 230-2 V17.2.0 (2024-05)
Step | Direction Description RQ
RQ11_0130
8 uicC > T Return status condition SW1 ='90', SW2 = OO - normal _ending of the command. RQ11 0131
The record data returned shall be that of the first record in the EFccp2. RQ11_0134
RQ11 0136
9 T > UICC |Send a SELECT command to select EFccpa.
10 T > UICC [Send a READ RECORD command using NEXT mode.
11 UICC > T |The record data returned shall be that of the first record in the EFccpo.
12 T > UICC |Send a READ RECORD command using ABSOLUTE mode with record 2.
13 UICC > T |The record data returned shall be that of the second record in the EFccra. ggﬂ—gigé
14 T > UICC |Send a READ RECORD command using CURRENT mode.
15 | UICC> T |The record data returned shall be that of the first record in the EFccpz. ﬁgﬂ—gﬁé
16 T > UICC |Send a READ RECORD command using NEXT mode.
17 UICC > T |The record data returned shall be that of the second record in the EFccpo.
18 T > UICC |Send a READ RECORD command using ABSOLUTE mode with the last record.
19 | UICC> T |The record data returned shall be that of the last record in the EFccpe. ﬁgﬂ—gigé
20 TS UIce felnd a READ RECORD command using ABSOLUTE mode with the last record
21 UICC > T |Return status condition SW1 ="'6A"', SW2 ='83' - record not found.
22 T > UICC |Send a READ RECORD command using CURRENT mode.
23 UICC > T |The record data returned shall be that of the second record in the EFccra.
24 T > UICC [Send a SELECT command to select EFacwm.
25 T > UICC [Send a READ RECORD command using NEXT mode.
26 UICC > T |[The record data returned shall be that of the first record in the EFacwm. RQ11 0130
27 T > UICC |Send a READ RECORD command using CURRENT mode.
28 UICC > T |The record data returned shall be that of the first record in the EFacwm. RQ11 0131
29 T > UICC |Send a READ RECORD command using ABSOLUTE mode with record 3.
RQ11_0130
30 UICC > T |The record data returned shall be that of the record 3 in the EFacm. RQ11_0131
RQ11 0136
31 TS UIce felnd a READ RECORD command using ABSOLUTE mode with the last record
32 UICC - T |Return status condition SW1 ='6A', SW2 ='83' - record not found.
33 T > UICC |Send a READ RECORD command using CURRENT mode.
34 UICC > T |The record data returned shall be that of the first record in the EFacwm.
6.9.1.5.4 Test procedure 2 (NEXT and PREVIOUS mode)
Step | Direction Description RQ
User Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |[Send a SELECT command to select EFccpa.
4 T > UICC |Send a VERIFY PIN command with PIN.
5 T > UICC [Send a READ RECORD command using NEXT mode.
6 UICC > T |The record data returned shall be that of the first record in the EFccpo.
7 T > UICC |Send a READ RECORD command using CURRENT mode.
8 UICC > T |The record data returned shall be that of the first record in the EFccpo.
9 T > UICC [Send a READ RECORD command using NEXT mode.
10 uIce > T Return status condition SW1 ='90', SW2 ="'00' - normal end_ing of the command. RQ11_ 0131
The record data returned shall be that of the second record in the EFccra.
11 T > UICC |Send a READ RECORD command using CURRENT mode.
12 UICC > T |The record data returned shall be that of the second record in the EFccpo. RQ11 0131
13 T > UICC |Send a SELECT command to select EFccpa.
14 T 2> UICC |Send a READ RECORD command using PREVIOUS mode.
15 T > UICC |The record data returned shall be that of the last record in the EFccpo.
16 T > UICC [Send a READ RECORD command using NEXT mode.
17 UICC - T |Return status condition SW1 ='6A", SW2 ='83' - Record not found.
18 T > UICC |Send a READ RECORD command using CURRENT mode.
19 UICC > T |[The record data returned shall be that of the last record in the EFccpo.
20 T > UICC [Send a READ RECORD command using PREVIOUS mode.
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Step | Direction Description RQ
21 uicC > T Return status condition SW1 ='90', SW2 ="'00' - normal ending Qf the command. RQ11 0131
The record data returned shall be that of the second last record in the EFccpo.
22 T > UICC |Send a SELECT command to select EFccra.
23 T > UICC [Send a READ RECORD command using NEXT mode.
24 UICC > T |The record data returned shall be that of the first record in the EFccpo.
25 T > UICC |Send a READ RECORD command using PREVIOUS mode.
26 UICC > T |Return status condition SW1 ="'6A', SW2 ='83' - record not found. RQ11 0324
27 T > UICC |Send a READ RECORD command using CURRENT mode.
28 UICC > T |The record data returned shall be that of the first record in the EFccpo. RQ11 0324
29 T > UICC [Send a SELECT command to select EFacwm.
30 T > UICC |Send a READ RECORD command using PREVIOUS mode.
31 UICC > T |The record data returned shall be that of the last record (record X) in the EFacm. RQO08_0209
32 T > UICC |Send a READ RECORD command using CURRENT mode.
33 UICC > T |The record data returned shall be that of the last record (record X) in the EFacm. RQO08 0209
34 | T>UICC |Senda READ RECORD command using NEXT mode.
35 UICC > T |The record data returned shall be that of the first record (record 1) in the EFacm. RQO08_0206
36 T 2> UICC |Send a READ RECORD command using PREVIOUS mode.
37 UICC > T |The record data returned shall be that of the last record (record X) in the EFacwm. RQ11 0131
6.9.1.55 Test procedure 3 (SFI referencing)
Step | Direction Description RQ
1 User Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 UICC > T |Send a VERIFY PIN command with PIN.
Send a READ RECORD command using ABSOLUTE mode with record 1 and
4 T > UICC .
with SFI to select EFccpa.
5 uIce > T Return status condition SW1 ='90', SW2 = 00 - hormal _ending of the command. RQO07_0320
The record data returned shall be that of the first record in the EFccpo.
6 T > UICC |Send a READ RECORD command using CURRENT mode.
7 UICC > T |Return status condition SW1 ="'6A"', SW2 ='83' - record not found. RQO08 0206
8 T > UICC [Send a READ RECORD command using NEXT mode.
9 UICC > T |The record data returned shall be that of the first record (record 1) in the EFccp2. RQO08_0206
6.9.1.6 UPDATE RECORD
6.9.1.6.1 Test execution

Test procedures have been separated into 3 parts. Thefirst part isfor testing CURRENT and ABSOLUTE mode, and
the second part is for testing NEXT and PREVIOUS mode and the third part is for testing the SFI referencing.

When EFccp; is not supported by the UICC, any supported linear EF in ADFysim supporting SFI may be chosen.

When EFacwm is not supported by the UICC, any supported cyclic EF in ADFysiw may be chosen.

6.9.1.6.2

Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.9.1.6.3 Test procedure 1 (CURRENT and ABSOLUTE mode)
Step | Direction Description RQ

1 User Reset the UICC.

5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).

3 T > UICC [Send a SELECT command to select EFccp.

4 T > uice Send an UPDATE RECORD command using ABSOLUTE mode with record 1.
The data used shall be 'C1' for all bytes.

5 UICC > T |Return status condition SW1 ='69', SW2 = '82' - security status not satisfied. RQ11 0134
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Step | Direction Description RQ
6 T > UICC |Send a VERIFY PIN command with PIN.
7 TS UICC Send an UPDATE RECORD command using ABSOLUTE mode with record 1.
The data used shall be 'C2' for all bytes.
8 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. | RQ11 0134
9 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.
RQ11 0135
. RQ11 0134
10 UICC > T |The record data returned shall be 'C2' for all bytes. RO11 0135
RQ11 0139
11 T > UICC |Send a SELECT command to select EFccra.
Send an UPDATE RECORD command using NEXT mode. The data used shall be
12 T~>uice 'FF' for all bytes.
13 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.
14 UICC > T |The record data returned shall be 'FF' for all bytes. RQ11 0139
15 T > uice Send an UPDATE RECORD command using ABSOLUTE mode with record 2.
The data used shall be 'C3' for all bytes.
16 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 2.
17 UICC > T |The record data returned shall be 'C3' for all bytes. RQ11 0139
18 TS UIce Send an UPDATE RECORD command using CURRENT mode. The data used
shall be 'C4' for all bytes.
19 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.
20 UICC > T |[The record data returned shall be 'C4' for all bytes. RQ11 0131
Send an UPDATE RECORD command using NEXT mode. The data used shall be
21 T~>uicc 'C5' for all bytes.
22 T > UICC |Send a READ RECORD command using ABSOLUTE mode with record 2.
23 UICC > T |The record data returned shall be 'C5' for all bytes. RQ11 0140
24 uice > T Send an UPDATE RECORD command using ABSOLUTE mode with the last
record. The data used shall be 'C6' for all bytes.
25 UICC > T |Send a READ RECORD command using ABSOLUTE mode with the last record.
26 UICC > T |The record data returned shall be 'C6' for all bytes. RQ11 0137
27 T > uice Send an UPDATE RECORD command using ABSOLUTE mode with the last
record + 1. The data used shall be 'C7' for all bytes.
28 UICC > T |Return status condition SW1 = '6A', SW2 = '83' - record not found.
29 TS UIce Send an UPDATE RECORD command using CURRENT mode. The data used
shall be 'C8' for all bytes.
30 T > UICC |Send a READ RECORD command using ABSOLUTE mode with record 2.
(~ar RQ11_0130
31 UICC > T |The record data returned shall be 'C8' for all bytes. RO11 0134
32 T > UICC [Send a SELECT command to select EFacwm.
33 T > UICC [Send a VERIFY PIN command with the relevant PIN.
34 TS UIce Send anlUPIDATE RECORD command using CURRENT mode. The data used
shall be 'C9' for all bytes.
35 UICC > T |Return an error code appropriate to the command. RQ11 0135
36 T > Ulce Send an UPDATE RECORD command using ABSOLUTE mode with record 3.
The data used shall be 'CA' for all bytes.
37 UICC > T |Return an error code appropriate to the command. RQ11 0135
38 TS UICC 'Sen'd an UPDATE RECORD command using NEXT mode. The data used shall be
CB' for all bytes.
39 UICC > T |Return an error code appropriate to the command. RQ11 0135
40 TS UIce Send an UPDATE RECORD command using PREVIOUS mode. The data used
shall be 'CC' for all bytes.
41 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0135
42 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.
"~ RQ11_0130
43 UICC > T |The record data returned shall be 'CC' for all bytes. RO11 0134
Send an UPDATE RECORD command using PREVIOUS mode. The data used
44 | T2 UICC Iqhail be '00 00 0L
45 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0135
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6.9.1.6.4 Test procedure 2 (NEXT and PREVIOUS mode)
Step | Direction Description RQ
User Reset the UICC.
> T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |Send a SELECT command to select EFccra.
4 T > UICC |Send a VERIFY PIN command with PIN.
Send an UPDATE RECORD command using NEXT mode. The data used shall be
5 T->UICC |,
C2' for all bytes.
6 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.
(o RQ11_0130
7 UICC > T |The record data returned shall be 'C2' for all bytes. RO11 0134
8 TS UIce Send an UPDATE RECORD command using CURRENT mode. The data used
shall be 'C3' for all bytes.
9 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 1.
(~a RQ11_0130
10 UICC > T |The record data returned shall be 'C3' for all bytes. RO11 0134
Send an UPDATE RECORD command using NEXT mode. The data used shall be
11 T>uice 'C4' for all bytes.
12 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
13 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 2.
14 UICC > T |The record data returned shall be 'C4' for all bytes. RQ11_0141
15 TS UIcC Send an UPDATE RECORD command using CURRENT mode. The data used
shall be 'C5' for all bytes.
16 T > UICC [Send a READ RECORD command using ABSOLUTE mode with record 2.
17 UICC > T |The record data returned shall be 'C5' for all bytes. RQ11_0141
18 T > UICC |Send a SELECT command to select EFccra.
19 TS Ulce Send an UPDATE RECORD command using PREVIOUS mode. The data used
shall be 'C6' for all bytes.
20 T > UICC |Send a READ RECORD command using ABSOLUTE mode with the last record.
21 UICC > T |The record data returned shall be 'C6' for all bytes. RQ11 0145
22 T > Ulce 'Ser'wd an UPDATE RECORD command using NEXT mode. The data used shall be
C7' for all bytes.
23 UICC - T |Return status condition SW1 ='6A', SW2 ='83' - record not found. RQ11 0143
24 | T ulcc Send an UPDATE RECORD command using CURRENT mode. The data used
shall be 'C8' for all bytes.
25 T > UICC |Send a READ RECORD command using ABSOLUTE mode with the last record.
(~ar RQ11_0130
26 UICC > T |The record data returned shall be 'C8' for all bytes. RO11 0134
27 TS Ulce Send an UPDATE RECORD command using PREVIOUS mode. The data used
shall be 'C9' for all bytes.
28 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
29 T > Ulce ﬁairc])?da READ RECORD command using ABSOLUTE mode with the second last
~ar RQO08_0206
30 UICC > T |The record data returned shall be 'C9' for all bytes. RO11 0144
31 T > UICC [Send a SELECT command to select EFccpa.
32 TS UICC 'Ser3d an UPDATE RECORD command using NEXT mode. The data used shall be
CA' for all bytes.
33 T > UICC |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
314 | T uice Send an UPDATE RECORD command using PREVIOUS mode. The data used
shall be 'CB"' for all bytes.
35 UICC - T |Return status condition SW1 ='6A', SW2 ='83' - record not found. RQ11 0145
Send an UPDATE RECORD command using CURRENT mode. The data used
36 | T>UICC i~
shall be 'CC' for all bytes.
37 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQ11_0145
38 TS UIce Stlegg a READ RECORD command using ABSOLUTE mode with record 1 to the
~ RQ11_0130
39 UICC > T |The record data returned shall be 'CC' for all bytes. RO11 0134
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6.9.1.6.5 Test procedure 3 (SFI referencing)
Step | Direction Description RQ
1 User Reset the UICC.
> T > Ulce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |Send a VERIFY PIN command with PIN.
4 TS UIce Sgnd an UPDATE RECORD command using ABSOLUTE mode with record 1 and
with SFI to select EFccp2 under ADFusim. The data used shall be 'CO' for all bytes.
5 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQO08 0409
6 T > UICC |Send a READ RECORD command using CURRENT mode.
7 uIce > T Return an error code appropriate to the command (e.g. SW1 ='6A'", RQO08_0412
SW2 ='83' - record not found).
8 T > UICC [Send a READ RECORD command using NEXT mode.
9 UICC > T |The record data returned shall be 'CO' for all bytes. RQO08 0412
6.9.1.7 SEARCH RECORD
6.9.1.7.1 Test execution

RQ11_0141 cannot be tested for T = 0 protocol asthe Le byteis not transmitted It is dependent on the design of the
transport layer of a ME whether to pass all the response data bytes from the UICC to its application layer according to
the Le byte. (RQ11 0141 istested in test procedure 4).

6.9.1.7.2

Initial condition

There are no test case-specific initial conditions to be fulfilled.

6.9.1.7.3 Test procedure 1 (simple search)
Step | Direction Description RQ
1 User Reset the UICC.
> T > Uice Send a SELECT command to select and activate an application (see clause
4.5.2 for valid applications).
3 UICC > T |Send a SELECT command to select EFsws.
Send a SEARCH RECORD command using the record number '01', the 'simple
4 T > UICC [forward search from record indicated in P1' mode and search pattern 'A0 A1 A2
BO' with Le ='00".
5 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQ11_01143
6 T > UICC |[Send a VERIFY PIN command with PIN.
Send a SEARCH RECORD command using the record number '01', the 'simple
7 T > UICC [forward search from record indicated in P1' mode and search pattern 'A0 A1 A2
BO' with Le ='00'.
8 uice > T Return '01 02 03 04' indicating that first, second, third and fourth record have RQ11_01143
been found. RQ11 01147
RQ11_01143
9 UICC > T |Return status condition SW1="90', SW2="00" - normal ending of the command. RQ11 01144
RQ11 01146
Send a SEARCH RECORD command using the record number '02', the 'simple
10 | T > UICC |backward search from record indicated in P1' mode and search pattern 'A0 Al
A2 BO' with Le ='00'.
The response data shall be '02 01' indicating that the first and second record RQ11_01144
11 | UICC > T |have been found. RQ11_01147
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
12 | T> UICC |Send a READ RECORD command using CURRENT mode.
13 UICC > T |The record data returned shall be that of the second record in EFswus. RQ11 01145
Send a SEARCH RECORD command using the record number '01', the 'simple
14 T > UICC |forward search from record indicated in P1' mode and search pattern 'A0 A2 A3
A4' with Le ='00' to the UICC.

ETSI




Release 17 124 ETSI TS 102 230-2 V17.2.0 (2024-05)

Step | Direction Description RQ

No data shall be returned by the UICC as this search pattern cannot be found in | RQ11_01146
any of the records.

15 UICC > T |Return SW1 ="'90", SW2 ="'00" - normal ending of the command or SW1 ='62',
SW2 ='82" - end of file/record reached before reading Le bytes or unsuccessful

search.
16 T 2> UICC |Send a READ RECORD command using CURRENT mode to the UICC.
17 UICC > T |The record data returned shall be that of the second record in EFswms. RQ11 01147

18 | T > UICC |Send a SELECT command to select EFsws.

Send a SEARCH RECORD command using the record number '00' (current

19 | T > UICC |record), the 'simple forward search from record indicated in P1' mode, search

pattern 'A0 A1 A2 BO' with Le ='00".

20 | T > UICC |Return an error code appropriate to the command, as no current record exists.

21 | T> UICC |[Send a READ RECORD command using NEXT mode.

Send a SEARCH RECORD command using the record number '00' (current

22 | T > UICC |record), the 'simple forward search from record indicated in P1' mode, search

pattern 'A0 A1 A2 BO' with Le ='00".

23 uIce > T The response data shall be '01 02 03 04' indicating that the first, second, third
and fourth record have been found.

24 T = UICC |Return status condition SW1 ='90', SW2 = '00' - normal ending of the command.

25 | T> UICC |[Senda SELECT command to select EFsws.

Send a SEARCH RECORD command using the record number '00' (current

26 | T > UICC |record), the 'simple backward search from record indicated in P1' mode, search

pattern 'A0 A1 A2 BO' with Le ='00".

27 | UICC > T [Return an error code appropriate to the command, as no current record exists.

28 | T > UICC [Send a READ RECORD command using PREVIOUS mode.

Send a SEARCH RECORD command using the record number '00' (current

29 | T > UICC |record), the 'simple backward search from record indicated in P1' mode, search

pattern 'A0 A1 A2 BO' with Le ='00".

The response data shall be '04 03 02 01' indicating that the first, second, third RQ11_01144

30 UICC > T |and fourth record have been found. RQ11 01147

Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

6.9.1.7.4 Test procedure 2 (enhanced search)

Step | Direction Description RQ
User Reset the UICC.
Send a SELECT command to select and activate an application (see

2 T~>uice clause 4.5.2 for valid applications).
3 UICC > T [Send a SELECT command to select EFsws.
4 T > UICC |[Send a VERIFY PIN command with PIN.

Send a SEARCH RECORD command using the record number = '01', the
'‘enhanced forward search from record indicated in P1' mode, search pattern ‘A0
5 T > UICC |Al A2 BO' with Le ='00' The bit 4 of the first byte in the search indication shall
be set to '0' and the second byte shall be set to '03' indicating that the search
shall start from that offset.

The data returned shall be '02 03' indicating that the second and third records RQ11_01144
have been found. RQ11_01148
Return status condition SW1 ='90', SW2 ="'00' - normal ending of the
command.

Send a SEARCH RECORD command using the record number ='02', the
‘enhanced backward search from record indicated in P1' mode, search pattern
7 T > UICC |'A0 Al A2 BO' with Le ='00' The bit 4 of the first byte in the search indication
shall be set to '0' and the second byte shall be set to '03' indicating that the
search shall start from that offset.

6 UICC>T

The response data shall be '02' indicating that the second record has been RQ11 01144

found. RQ11 01148
8 vicc>T Return status condition SW1 ='90', SW2 ="'00' - normal ending of the

command.

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
forward search from next record' mode, search pattern 'A1 A2' with Le = '00'
9 T > UICC |[The bit 4 of the first byte in the search indication shall be set to '0' and the
second byte shall be set to '07' indicating that the search shall start from that
offset.
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Step

Direction

Description

RQ

10

UICC>T

The response data shall be '03' indicating that the third record has been found.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the
command.

RQ11_01144
RQ11_01148

11

T-> UICC

Send a SEARCH RECORD command using the P1 ='01", the 'enhanced
forward search from next record' mode, search pattern 'A1 A2' with Le = '00'
The bit 4 of the first byte in the search indication shall be set to '0' and the
second byte shall be set to '07' indicating that the search shall start from that
offset.

12

UICC>T

Return an error code appropriate to the command.

RQ11 01146

13

T-> UICC

Send a SEARCH RECORD command using the P1 ='04', the 'enhanced
backward search from previous record' mode, search pattern ‘Al A2' with Le =
'00' The bit 4 of the first byte in the search indication shall be set to '0' and the
second byte shall be set to '07' indicating that the search shall start from that
offset.

14

UICC>T

Return an error code appropriate to the command.

RQ11 01146

15

T-> UICC

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
backward search from previous record' mode, search pattern 'B1 B2' with Le =
'00' The bit 4 of the first byte in the search indication shall be set to '0' and the
second byte shall be set to '07' indicating that the search shall start from that
offset.

16

UICC>T

The response data shall be '02' indicating that the second record has been
found.

Return status condition SW1 ='90', SW2 ="'00' - normal ending of the
command.

RQ11_01144
RQ11_01148

17

T-> UICC

Send a SEARCH RECORD command using the record number = '03', the
‘enhanced forward search from record indicated in P1' mode, search pattern '‘B1
B2 AQ' with Le ='00' The bit 4 of the first byte in the search indication shall be
set to '1' and the second byte shall be set to 'BO' indicating that the search shall
start after the first occurrence of the value.

18

UICC>T

The response data shall be '03' indicating that the third record has been found.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the
command.

RQ11_01144
RQ11_01148

19

T > UICC

Send a SEARCH RECORD command using the record number ='02', the
‘enhanced backward search from record indicated in P1' mode, search pattern
'B1 B2 AQ" with Le ='00' The bit 4 of the first byte in the search indication shall
be set to '1' and the second byte shall be set to ‘B0’ indicating that the search
shall start after the first occurrence of the value.

20

UICC>T

The response data shall be '02 01' indicating that the first and second record
has been found.

Return status condition SW1 ='90', SW2 ='00' - normal ending of the
command.

21

T > UICC

Send a SEARCH RECORD command using the P1 ='00', the ‘enhanced
forward search from next record' mode, search pattern 'BO B1' with Le ='00'
The bit 4 of the first byte in the search indication shall be set to '1' and the
second byte shall be set to 'A2' indicating that the search shall start after the
first occurrence of the value.

22

UICC>T

The response data shall be '03 04' indicating that the third and fourth record
have been found.

Return status condition SW1 ='90', SW2 ='00' - normal ending of the
command.

RQ11_01144
RQ11_01148

23

T-> UICC

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
backward search from previous record' mode, search pattern 'BO B1' with

Le ='00" The bit 4 of the first byte in the search indication shall be set to '1' and
the second byte shall be set to 'A2' indicating that the search shall start after the
first occurrence of the value.

24

UICC>T

The response data shall be '02 01' indicating that the first and second record
have been found.

Return status condition SW1 ='90', SW2 ="'00' - normal ending of the
command.

RQ11_01144
RQ11_01148

25

T-> UICC

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
forward search from next record' mode, search pattern 'FF B0O' with Le = '00'
The bit 4 of the first byte in the search indication shall be set to '1' and the
second byte shall be set to 'FF' indicating that the search shall start after the
first occurrence of the value.
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Step | Direction Description RQ

No data shall be returned by the UICC as this search pattern cannot be found in | RQ11_01146
any of the records.

26 UICC > T |Return SW1 ='90', SW2 ="'00' - normal ending of the command or SW1 = '62',
SW2 ='82" - end of file/record reached before reading Le bytes or unsuccessful
search.

27 T > UICC |[Send a SELECT command to select EFswus.

Send a SEARCH RECORD command using the P1 ='00', the ‘enhanced
forward search from record indicated in P1' mode, search pattern 'A0 A1 A2’

28 T > UICC |with Le ='00" The bit 4 of the first byte in the search indication shall be set to '0’'
and the second byte shall be set to '00" indicating that the search shall start from
that offset.

29 UICC > T |Return an error code appropriate to the command, as no current record exists.
Send a SEARCH RECORD command using the P1 ='00', the ‘enhanced
forward search from next record' mode, search pattern 'A0 A1 A2' with Le = '00’
30 T > UICC |The bit 4 of the first byte in the search indication shall be set to '0' and the
second byte shall be set to '00' indicating that the search shall start from that
offset.

The response data shall be '01 02 03 04' indicating that the first, second, third RQ11_01147
and fourth record have been found.

Return status condition SW1 ='90', SW2 ="'00' - normal ending of the
command.

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
forward search from next record' mode, search pattern 'A0 A1 A2' with Le = '00’
32 T > UICC |The bit 4 of the first byte in the search indication shall be set to '0' and the
second byte shall be set to '00' indicating that the search shall start from that

31 UICC>T

offset.

The response data shall be '02 03 04' indicating that the second, third and RQ11_01145
33 uIcC > T fourth record have been found. RQ11_01148

Return status condition SW1 ='90', SW2 ='00' - normal ending of the

command.

34 T > UICC |Send a SELECT command to select EFsws.

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
backward search from record indicated in P1' mode, search pattern 'A0 A1 A2'
35 T > UICC |with Le ='00" The bit 4 of the first byte in the search indication shall be set to ‘0’
and the second byte shall be set to '00' indicating that the search shall start from
that offset.

36 UICC > T |Return an error code appropriate to the command, as no current record exists.
Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
backward search from previous record' mode, search pattern 'A0 A1 A2' with

37 T > UICC |[Le ='00' The bit 4 of the first byte in the search indication shall be set to '0' and
the second byte shall be set to '00" indicating that the search shall start from that
offset.

The response data shall be '04 03 02 01' indicating that the first, second, third RQ11 01147
and fourth record have been found.

Return status condition SW1 ='90', SW2 ='00' - normal ending of the
command.

Send a SEARCH RECORD command using the P1 ='00', the 'enhanced
backward search from previous record' mode, search pattern 'A0 A1 A2' with

39 T > UICC |[Le ='00' The hit 4 of the first byte in the search indication shall be set to '0' and
the second byte shall be set to '00" indicating that the search shall start from that
offset.

The response data shall be '03 02 01' indicating that the first, second and third
record have been found.

Return status condition SW1 ='90', SW2 ='00' - normal ending of the
command.

Send a SEARCH RECORD command using the P1 ='01', the 'enhanced
forward search from next record' mode, search pattern 'A0 A1 A2' with Le = '00’
41 T > UICC |The bit 4 of the first byte in the search indication shall be set to '0’' and the
second byte shall be set to '00' indicating that the search shall start from that
offset.

42 UICC > T |Return an error code appropriate to the command. RQ11 01146
Send a SEARCH RECORD command using the P1 ='01', the 'enhanced
backward search from previous record' mode, search pattern 'A0 A1 A2' with

43 T > UICC |Le ='00" The bit 4 of the first byte in the search indication shall be set to '0' and
the second byte shall be set to '00" indicating that the search shall start from that
offset.

44 UICC > T |Return an error code appropriate to the command. RQ11 01146

38 UICC>T

40 UICC>T
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Step | Direction Description RQ
Send a SEARCH RECORD command using the record number = '01', the
'‘enhanced forward search from record indicated in P1' mode and search pattern
45 T > UICC [|'A0 A2 A3 A4' with Le ='00' The bit 4 of the first byte in the search indication
shall be set to '0' and the second byte shall be set to '03' indicating that the
search shall start from that offset.
No data shall be returned by the UICC as this search pattern cannot be found in | RQ11_01146
any of the records.
46 UICC> T |Return SW1 ="'90", SW2 ="'00" - normal ending of the command or SW1 ='62',
SW2 ='82' - end of file/record reached before reading Le bytes or unsuccessful
search.
47 T > UICC |[Send a READ RECORD command using CURRENT mode.
48 UICC > T |The record data returned shall be that of the third record in EFsws. RQ11_01147
6.9.1.7.5 Test procedure 3 (SFI)
Step | Direction Description RQ
1 User Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |Send a VERIFY PIN command with PIN.
Send a SEARCH RECORD command using the SFI of EFecc, the record
4 T > UICC |number ="01', the 'simple forward search from record indicated in P1' mode and
search pattern '21 F2 FF' with Le ='00' to the UICC.
The data returned shall be '01' indicating that the first record has been found. The | RQ11_01147
5 UICC > T |status condition returned shall be SW1 ='90', SW2 ='00" - normal ending of the
command.
Send a SEARCH RECORD command using the SFI of EFecc, the record
6 T > UICC |number ='01', the 'simple forward search from record indicated in P1' mode and
search pattern '22 F2 FF' with Le = '00".
No data shall be returned by the UICC as this search pattern cannot be found in
UuicC>T
any of the records.
8 T > UICC |Send a READ RECORD command using NEXT mode.
9 UICC > T |The record data returned shall be that of the first record in EFecc. RQ11 01146
6.9.1.7.6 Test procedure 4 (Only applicable for T = 1 protocol)
Thistest procedureis only applicable for T = 1 protocol.
Step | Direction Description RQ
User Reset the UICC.
2 T > UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 UICC > T [Send a SELECT command to select EFswms.
4 T 2> UICC |Send a VERIFY PIN command with PIN.
Send a SEARCH RECORD command using the record number ='01', the 'simple
5 T = UICC |forward search from record indicated in P1' mode and search pattern 'A0 A1 A2
BO' with an empty Le.
6 uIce > T The UICC shall not return any response data bytes. RQ11 01146
Return status condition SW1='90', SW2="00' - normal ending of the command.
Send a SEARCH RECORD command using the record number ='01', the 'simple
7 T > UICC |forward search from record indicated in P1' mode and search pattern 'A0 A2 A3
A4' with Le ='01".
No data shall be returned by the UICC as this search pattern cannot be found in RQ11_01146
any of the records.
8 UICC > T |Return SW1="90', SW2 ='00" - normal ending of the command or SW1 = '62',
SW2 ='82" - end of file/record reached before reading Le bytes or unsuccessful
search.
Send a SEARCH RECORD command using the record number ='01', the 'simple
9 T > UICC |forward search from record indicated in P1' mode and search pattern 'A0 A1 A2
BO' with Le ='01".
10 uIce > T The data returned shall be '01" indicating that the first record has been found. RQ11 01146
Return status condition SW1='90", SW2="'00' - normal ending of the command.
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Step | Direction Description RQ
Send a SEARCH RECORD command using the record number ='01', the 'simple
11 T = UICC |forward search from record indicated in P1' mode and search pattern 'A0 A1 A2
BO' with Le ='04".

The data returned shall be '01 02 03 04" indicating that the first, second, third and |RQ11_01146
12 UICC > T |fourth record have been found.

Return status condition SW1='90', SW2="'00' - normal ending of the command.
Send a SEARCH RECORD command using the record number ='01', the
‘enhanced forward search from record indicated in P1' mode, search pattern 'A0
13 | T> UICC |Al A2 BO'with Le ='04' The bit 4 of the first byte in the search indication shall be
set to '0' and the second byte shall be set to '03' indicating that the search shall
start from that offset.

The data returned shall be '02 03" indicating that the second and third record have |RQ11_ 01146

14 UICC>T

been found.
6.9.1.8 INCREASE
6.9.1.8.1 Test execution

When EFacwm is not supported by the chosen application (see clause 4.5.2 for valid applications), any other cyclic EF
which have the INCREA SE access condition assighed may be used. In such case, the length of the value to be sent with
an INCREASE command shall be equal to the record length of that EF.

6.9.1.8.2 Initial condition
Each record in EFacm shall contain the data '00 00 01'.

6.9.1.8.3 Test procedure

Step | Direction Description RQ
User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2

2 T>uicc for valid applications).

3 T > UICC |Send a SELECT command to select EFacwm.

4 T > UICC |Send an INCREASE command with value '00 00 02'.

5 UICC > T |[Return status condition SW1 ='69', SW2 = '82' - security status not satisfied. RQ11 01149

6 T > UICC |Send a VERIFY PIN command with PIN.

7 T > UICC |Send an INCREASE command with value '00 00 03'.

8 | UICC>T |The response data shall be ‘00 00 04 00 00 03" RQ11 01149
RQ11 01151

9 T > UICC |Send an INCREASE command with value '01 02 00'.

10 UICC > T [The response data shall be '01 02 04 01 02 00'. RQ11 01149

11 T 2> UICC |Send a READ RECORD command using ABSOLUTE mode with record 1.

12 UICC > T |The data read shall be '01 02 04'. RQ11 01149

13 T > UICC |Send an INCREASE command with value 'FF 00 00'.

14 uIce S T Return status condition SW1 ='98', SW2 = '50' - INCREASE cannot be RQ11_01150

performed, maximum value reached.

15 T > UICC |Send an INCREASE command with value '00 FF FD'.
16 UICC > T |The response data shall be '02 02 01 00 FF FD'. RQ11 01151
17 T > UICC |Send a SELECT command to select EFici.

18 T > UICC |Send an INCREASE command with value '01 02 00'.

RQ11_01149

19 UICC > T |Return an error code appropriate to the command. RO11 01152

6.9.1.9 VERIFY PIN

6.9.1.9.1 Test execution

Thisfunction is only tested for PIN. It is assumed that if the function operates correctly for PIN, it will also operate
correctly for PIN2 or other PIN.
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6.9.1.9.3 Test procedure 1
Step | Direction Description RQ
User Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |Send a SELECT command to select EFiusi.
4 T > UICC [Send a READ BINARY command using a length of 2 bytes to the UICC.
5 UICC - T |[Return status condition SW1 ='69', SW2 = '82' - access condition not fulfilled.
6 T > UICC [Send a VERIFY PIN command with PIN to the UICC.
7 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. Egﬂ—gigg
8 T > UICC |Send a READ BINARY command using a length of 2 bytes.
9 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. | RQ11 0150
10 T > UICC |Send a VERIFY PIN command with incorrect PIN.
11 uicC > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11 0155
2 attempts left.
12 T > UICC |Send a VERIFY PIN command with PIN.
13 T > UICC |Send a VERIFY PIN command with an empty data field.
14 uicC > T Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification, RQ11 0155
3 attempts left.
15 T > UICC |[Send a VERIFY PIN command with incorrect PIN.
16 uIce > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11_0152
2 attempts left.
17 T > UICC |Send a VERIFY PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification, RQ11 0152
18 T~>uicc 1 attempt left.
19 T > UICC |Reset the UICC and select chosen application.
20 T 2> UICC |Send a VERIFY PIN command with incorrect PIN.
21 uIce > T Return status condition SW1 ='63', SW2 ="'C0' - unsuccessful PIN verification, no | RQ11_ 0152
attempts left.
Send a VERIFY PIN command with incorrect PIN. RQ11 0152
22 UICC - T [Return status condition SW1 ='69', SW2 = '83' - unsuccessful PIN verification, no
attempts left.
23 T > UICC |Send a VERIFY PIN command with PIN.
24 UICC > T |Return status condition SW1 ='69', SW2 ='83" - PIN blocked. RQ11_0149
' RQ11 0152
25 T > UICC |Reset the UICC and select and activate chosen application.
26 T > UICC |Send a VERIFY PIN command with PIN.
27 UICC > T |Return status condition SW1 ='69', SW2 ='83"' - PIN blocked. RQ11_0149
' RQ11 0152
28 T > UICC [Send a SELECT command to select EFmsi.
29 T > UICC |Send a READ BINARY command using a length of 2 bytes.
30 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQ11 0152
31 T 2> UICC |Send an UNBLOCK PIN command.
32 T > UICC |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
33 T > UICC |Send a VERIFY PIN command with an empty data field.
Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification, RQ11 0177
34 vice>1 3 attempts left.
35 T > UICC |Send a DISABLE PIN command.
36 Reset the UICC.
37 T > Ulce Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).
38 T > UICC [Send a SELECT command to select EFmsi.
39 T > UICC |Send a READ BINARY command using a length of 2 bytes.
40 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQ11 0150
41 T > UICC |Send a VERIFY PIN command with PIN.
42 UICC > T |Return an error code appropriate to the command. RQ11 0149
43 T > UICC |Send an ENABLE PIN command with PIN.
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6.9.1.94 Test procedure 2
Step | Direction Description RQ
1 User Reset the UICC.
2 T 2> UICC |Send a VERIFY PIN command with incorrect PIN.
3 uIce > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11_0152
2 attempts left. RQ11_0155
4 T > UICC [Send a MANAGE CHANNEL (OPEN) command.
5 UICC > T |Return the number of the assigned logical channel - call this channel 'a.'
6 T > Ulce Send a \./E.R”:Y PIN command with an empty data field to the UICC on
channel 'a'.
7 uIce > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11_0152
2 attempts left. RQ11 0155
6.9.1.9.5 Test procedure 3
Step | Direction Description RQ

User Reset the UICC.

T - UICC |[Send a VERIFY PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ="'C2' - unsuccessful PIN verification, RQ11_0152

UCC>T

2 attempts left.

T > UICC |Send a VERIFY PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification, RQ11 0152

UICC>T
1 attempt left.

T > UICC |[Send a VERIFY PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ="'CO0' - unsuccessful PIN verification, no | RQ11_0152

UCC>T

attempts left.

T > UICC |Send a VERIFY PIN command with an empty data field.

uicC > T Return status condition SW1 ='63', SW2 ='C0' - unsuccessful PIN verification, RQ11 0154
0 attempts left or SW1 ='69', SW2 = '83' - authentication/PIN method blocked.

© [0 N [Oof O (B W [N[F

6.9.1.10 CHANGE PIN

6.9.1.10.1 Test execution

Thisfunction is only tested for PIN. It is assumed that if the function operates correctly for PIN, it will also operate
correctly for PIN2 or other PIN.

6.9.1.10.2 Initial conditions
PIN of the UICC shall be set to '00000000'.

6.9.1.10.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.

Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).

Send a CHANGE PIN command with an incorrect old PIN and new PIN of
'33333333".

Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11 0160
2 attempts left.

Send a CHANGE PIN command with a correct old PIN and new PIN of

2 T->UICC

3 UICC>T

4 T-> UICC

5 T > UICC

'33333333".
RQ11 0157
6 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0158
RQ11 0157

T > UICC |Send a VERIFY PIN command with an empty data field.
Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification, RQ11_0159

8 UicCC>T

3 attempts left.

9 T > UICC |[Send a VERIFY PIN command with a new PIN of '33333333".
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Step | Direction Description RQ
- —_on — e : RQ11_0157

10 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RO11_0159
Send a CHANGE PIN command with an incorrect old PIN and new PIN of

11 [ T2UICC |5gs55555.

12 uice > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11_0160
2 attempts left.
Send a CHANGE PIN command with an incorrect old PIN and new PIN of

13 T>uice '55555555'.

14 uice > T Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification, RQ11_0160
1 attempt left.

15 T 2> UICC |Reset the UICC.
Send a CHANGE PIN command with an incorrect old PIN and new PIN of

16 T~>uice '55555555'.

17 uicC > T Stigsnrgtslﬁfttus condition SW1 ='63', SW2 ='C0' - unsuccessful PIN verification, no | RQ11_0160

18 T > UICC |Send a VERIFY PIN command with incorrect PIN.
19 UICC > T |Return status condition SW1 ='69', SW2 ='83" - PIN blocked. RQ11_ 0160
20 T - UICC |Reset the UICC.

21 TS UIce Send a CHANGE PIN command with an old PIN of '33333333' and new PIN of

'55555555'.

22 UICC > T |Return status condition SW1 ='69', SW2 = '83' - PIN blocked. RQ11 0158
Send an UNBLOCK PIN command with Unblock PIN and a new PIN of '55555555'

23 | T2 UICC |5 the uice

24 | T > UICC |Send a VERIFY PIN command with an empty data field.
o5 uicC > T Return status condition SW1 ='63', SW2 = 'C3' -unsuccessful PIN verification, RQ11 0177
3 attempts left.

26 T 2> UICC |Send a VERIFY PIN command with a new PIN of '55555555'".
27 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0157
28 T > UICC |Send a DISABLE PIN command.

29 T > UICC |Reset the UICC.

30 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).

Send a CHANGE PIN command with an old PIN '55555555' and new PIN of

31 T>uice TTTIITIT.

32 UICC > T |Return an error code appropriate to the command. RQ11 0158
33 T > UICC [Send an ENABLE PIN command to the UICC with PIN '55555555'".

34 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
35 T > uice Send a CHANGE PIN command with an old PIN '55555555' and new PIN of
'‘00000000'.

6.9.1.10.4 Test procedure 2

Step | Direction Description RQ
User Reset the UICC.
TS UIce Send a CHANGE PIN command with an old PIN '00000000' and new PIN of
'55555555',
T > UICC [Send a MANAGE CHANNEL (OPEN) command.
UICC > T |Return the number of the assigned logical channel - call this channel 'a'.
Send a VERIFY PIN command with a PIN of '55555555' to the UICC on
T > UICC 't
channel 'a’.
UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0157
T > uice Send a CHANGE PIN command with an old PIN '55555555' and new PIN of
‘00000000

~N (O O (AW N

6.9.1.11 DISABLE PIN

6.9.1.11.1 Test execution

The test procedure for an aternative global key reference is not included asiit is out of the scope of the present
document.
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6.9.1.11.3 Test procedure 1
Step | Direction Description RQ
User Reset the UICC.
5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).
3 T > UICC |Send a SELECT command to select EFiusi.
4 T > UICC |Send a READ BINARY command using a length of 2 bytes.
5 UICC > T |Return status condition SW1 ='69', SW2 ='82' - access condition not fulfilled. RQ11 0168
6 T > UICC [Send a DISABLE PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11 0168
7 UicCC>T
2 attempts left.
8 T > UICC |Send a READ BINARY command using a length of 2 bytes.
9 UICC > T |Return status condition SW1 ='69', SW2 ='82' - access condition not fulfilled. RQ11_0168
10 T > UICC |Send a STATUS command.
The following shall be true of the response data: RQ11 0168
11 UICC > T |TLV DO with tag '90' in tag 'C6' in tag '62' shall be '80" indicating that PIN is still
enabled.
12 T > UICC |Send a VERIFY PIN command with an empty data field.
Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification,
13 vicc>1 2 attempts left.
14 T > UICC |Send a DISABLE PIN command with PIN.
15 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0164
16 T > UICC |Send a STATUS command.
The following shall be true of the response data: RQ11_0167
17 UICC > T |TLV DO with tag '90" in the PS template DO of the response data shall indicate
that PIN is disabled.
18 T > UICC |Send a VERIFY PIN command with an empty data field.
19 uIce > T Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification,
3 attempts left.
20 T > UICC |Reset the UICC.
21 TS Ulce Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).
22 T > UICC |Send a SELECT command to select EFiusi.
23 T > UICC |Send a READ BINARY command using a length of 2 bytes.
24 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0161
25 T > UICC [Send an ENABLE PIN command with PIN.
26 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0161
27 T > UICC |Send a DISABLE PIN command with incorrect PIN.
o8 uIce > T Return status condition SW1 ='63', SW2 ="'C2' - unsuccessful PIN verification,
2 attempts left.
29 T > UICC [Send a DISABLE PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification,
30 vice>1 1 attempt left.
31 T > UICC |Reset the UICC.
32 T > UICC |Send a DISABLE PIN command with incorrect PIN.
33 uicC > T Return status condition SW1 ='63', SW2 ='C0' - unsuccessful PIN verification, no | RQ11_0168
attempt left.
34 T > UICC |Send a VERIFY PIN command with incorrect PIN.
35 uIcC > T Return status condition SW1 ='69', SW2 ='83' - unsuccessful PIN verification, no | RQ11 0164
attempt left.
36 T > UICC |Reset the UICC.
37 T > UICC |Send a DISABLE PIN command with PIN.
38 UICC > T |Return status condition SW1 ='69', SW2 ='83' - PIN blocked. RQ11 0165
39 T > UICC [Send an UNBLOCK PIN command with Unblock PIN.
40 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.
41 T > UICC |[Send a VERIFY PIN command with an empty data field.
42 uicC > T Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification, RQ11 0177
3 attempts left.
43 T > UICC |Send a DISABLE PIN command with PIN.
44 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQ11 0164
45 T > UICC |Send a DISABLE PIN command with PIN.
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Step | Direction Description RQ
46 UICC > T |Return an error code appropriate to the command. RQ11 0165
47 T > UICC |[Send an ENABLE PIN command with PIN.
6.9.1.12 ENABLE PIN
6.9.1.12.1 Test execution
There are no test cases-specific parameters for this test case.
6.9.1.12.2 Initial conditions
There are no test case-specific initia conditions to be fulfilled.
6.9.1.12.3 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send a DISABLE PIN command with PIN.
3 T > UICC |Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
4 T > UICC : S
for valid applications).
5 T > UICC [Send a SELECT command to select EFmsi.
6 T > UICC |Send a READ BINARY command using a length of 2 bytes.
7 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
8 T > UICC [Send an ENABLE PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification, RQ11_0171
9 UICC>T
2 attempts left.
10 T > UICC |Send a READ BINARY command using a length of 2 bytes.
11 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0171
12 T > UICC |Send a STATUS command.
13 uIcC > T The following shall be true of the response data: TLV DO with tag '90' in the PS RQ11 0171
template DO of the response data shall indicate that PIN is still disabled.
14 T > UICC |Send an ENABLE PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification,
15 vicc>1 1 attempt left.
16 T > UICC [Send an ENABLE PIN command with PIN.
17 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. ggﬂ—ggé
18 T > UICC |Send a STATUS command.
19 uicC > T The following shall be true of the response data: TLV DO with tag '90' in the PS RQ11_0171
template DO of the response data shall indicate that PIN is now enabled.
Send a VERIFY PIN command with an empty data field RQ11 0174
20 T > UICC |Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification,
3 attempts left.
21 T 2> UICC |Reset the UICC.
22 TS UIce Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).
23 T > UICC |[Send a SELECT command to select EFivsi.
24 T > UICC |Send a READ BINARY command using a length of 2 bytes.
25 UICC > T |Return status condition SW1 ='69', SW2 ='82' - access condition not fulfilled. RQ11 0171
26 T > UICC |Send a DISABLE PIN command with PIN.
27 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
28 T > UICC [Send an ENABLE PIN command with incorrect PIN.
29 uice > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification,
2 attempts left.
30 T > UICC |Send an ENABLE PIN command with incorrect PIN.
Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification,
3l vicc>1 1 attempt left.
32 T > UICC |Reset the UICC.
33 T 2> UICC |Send an ENABLE PIN command with incorrect PIN.
34 uice > T :;él;:r;tslté’:\fttus condition SW1 ='63', SW2 ='C0' - unsuccessful PIN verification, no | RQ11_0175
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Step | Direction Description RQ
35 T > UICC [Send an ENABLE PIN command with incorrect PIN.
36 UICC > T |Return status condition SW1 ='69', SW2 ='83' - PIN blocked. RQ11 0175
37 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
38 T > UICC |Send a SELECT command to select EFiusi.
39 T > UICC |Send a STATUS command.
If TLV DO with tag '90" in the PS template DO of the response data indicates that
40 T > Ulce PIN is enablgd, then step 41) to step 45) shall be carried out. o
If TLV DO with tag '90" in the PS template DO of the response data indicates that
PIN is disabled, then step 47) to step 51) shall be carried out.
41 T > UICC |Send a READ BINARY command using a length of 2 bytes.
42 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQ11 0175
43 T > UICC |Send a VERIFY PIN command with PIN.
44 UICC > T |Return status condition SW1 ='69', SW2 ='83' - PIN blocked.
45 T 2> UICC |Send an UNBLOCK PIN command with Unblock PIN.
46 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
47 T > UICC |Send a READ BINARY command using a length of 2 bytes.
48 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0175
49 T > UICC |Send an ENABLE PIN command with PIN.
50 UICC > T |Return status condition SW1 ='69', SW2 ='83' - PIN blocked. RQ11 0172
51 T > UICC [Send an UNBLOCK PIN command with Unblock PIN.
52 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
53 T > UICC |Reset the UICC.
54 T > UICC |Send a STATUS command.
55 uice > T The following shall be true of the response c_iatr_:l: The TLV DQ with tag '90' in the RQ11_0175
PS template DO of the response data shall indicate that PIN is enabled.
56 T > UICC [Send an ENABLE PIN command with PIN.
57 UICC > T |Return an error or warning code appropriate to the command. RQ11 0172
6.9.1.13 UNBLOCK PIN
6.9.1.13.1 Test execution

Thisfunction is only tested for the Universal PIN. It is assumed that if the function operates correctly for the Universa
PIN, it will also operate correctly for Universal PIN2 or other PIN.

There are no test cases-specific parameters for this test case.

6.9.1.13.2

Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.9.1.13.3 Test procedure 1
Step | Direction Description RQ

1 User Reset the UICC.

5 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2
for valid applications).

3 T 2> UICC |Send an UNBLOCK PIN command with incorrect Unblock PIN.

4 uIce > T Ret_u_rn status condition SW1 ='63", SW2 ="'C9' - unsuccessful Unblock PIN RQ11_0177
verification, 9 attempts left. RQ11_ 0179

5 T > UICC |Send a STATUS command.

6 uicC > T The following shall be true of the response plata: TLV DO.with tag '90' in the PS RQ11_0181
template DO of the response data shall indicate that PIN is enabled.

7 T > UICC |[Send a VERIFY PIN command with an empty data field.
Return status condition SW1 ='63', SW2 ="'C3' - unsuccessful PIN verification,

8 uicC->T
3 attempts left.

9 T > UICC [Send an UNBLOCK PIN command with an empty data field.

10 uicC > T Return status condition SW1 ='63', SW2 ='C9' - unsuccessful PIN verification, RQ11 0182
9 attempts left. RQ11 0183

11 T 2> UICC |Send a DISABLE PIN command with PIN.

12 UICC = T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.
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Step | Direction Description RQ
13 T > UICC |Send an UNBLOCK PIN command with incorrect Unblock PIN
Return status condition SW1 ='63', SW2 = 'C8' - unsuccessful Unblock PIN RQ11 0179

14 vice > verification, 8 attempts left.

15 T > UICC |Send a STATUS command.

16 uIcC > T The following shall be true of the response data: TLV DO with tag '90" in the PS RQ11_0181
template DO of the response data shall indicate that PIN is disabled.

17 T > UICC [Send an ENABLE PIN command with PIN.

18 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

19 T 2> UICC |Send a VERIFY PIN command with incorrect PIN.

20 uIce > T Return status condition SW1 ='63', SW2 ="'C2' - unsuccessful PIN verification,

2 attempts left.

21 T > UICC [Send an UNBLOCK PIN command with Unblock PIN and new PIN '33333333".

22 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0177

23 T > UICC |Send a STATUS command.

24 uice > T The following shall be true of the response _data: TLV DO_With tag '90' in the PS RQ11_0178

template DO of the response data shall indicate that PIN is enabled.

25 T > UICC |Send a VERIFY PIN command with an empty data field.

26 uIcC > T Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification, RQ11 0178

3 attempts left.

27 T > UICC |Send a VERIFY PIN command with the new PIN.

28 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0177

29 T > UICC [Send an UNBLOCK PIN command with an empty data field.

o _aa — A —— RQ11_0178
30 uice > T ?ggtrtg:]ta;t;llse?tondltlon SW1 ="63", SW2 ='CA' - unsuccessful PIN verification, RQ11_0182
p . RQ11 0183

31 T > UICC |Send a VERIFY PIN command with incorrect PIN.

Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification,
32 vice>1 2 attempts left.
33 T > UICC |[Send a VERIFY PIN command with incorrect PIN.
34 uice > T Return status condition SW1 ='63', SW2 ="'C1' - unsuccessful PIN verification,
1 attempt left.
35 T > UICC |Send a VERIFY PIN command with incorrect PIN.

Return status condition SW1 ='63', SW2 ='C0' - unsuccessful PIN verification, no
36 vicc>1 attempt left.
37 T - UICC |[Send a VERIFY PIN command with incorrect PIN.
38 uIce > T Return status condition SW1 ='69', SW2 ='83' - unsuccessful PIN verification, no
attempt left.
39 T > UICC |Send an UNBLOCK PIN command with Unblock PIN and new PIN '00000000'.
40 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0177
41 T > UICC |Send a VERIFY PIN command with an empty data field.
42 uice > T Return status condition SW1 ='63', SW2 ='C3' - unsuccessful PIN verification, RQ11_0177
3 attempts left.

6.9.1.13.4 Test procedure 2 (Destructive test)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Send 9 UNBLOCK PIN command with incorrect Unblock PIN.
The status condition returned by the UICC each time shall be SW1 ='63', RQ11 0179
3 uicC > T SW2 ='CX' - unsuccessful Unblock PIN ygrifipation 'X' retries remaining. After
9 times of unsuccessful Unblock PIN verification, the SW shall be SW1 ='63',
SW2 ='C1', at least one attempt left.
4 T 2> UICC |Reset the UICC.
5 T 2> UICC |Send an UNBLOCK PIN command with incorrect Unblock PIN.
Return status condition SW1 ='63', SW2 = 'C0' - unsuccessful Unblock PIN RQ11 0179
6 UICC>T P
verification, no attempt left.
7 T 2> UICC |Send an UNBLOCK PIN command with Unblock PIN.
8 UICC = T |Return status condition SW1 ='69', SW2 ='83' - Unblock PIN blocked. RQ11 0179
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6.9.1.13.5 Test procedure 3
Step | Direction Description RQ
1 User Reset the UICC.
Send a SELECT command to select and activate an application (see clause 4.5.2
2 T > UICC : -
for valid applications).
3 T 2> UICC |Send an UNBLOCK PIN command with incorrect Unblock PIN.
4 uicC > T Return status condition SW1 ='63', SW2 ='C9' - unsuccessful Unblock PIN RQ11 0177
verification, 9 attempts left. RQ11 0179
5 T 2> UICC |Send an UNBLOCK PIN command with incorrect Unblock PIN.
Return status condition SW1 ='63', SW2 ='C8' - unsuccessful Unblock PIN RQ11_0179
6 UICC>T >
verification, 8 attempts left.
7 T > UICC [Send an UNBLOCK PIN command with an empty data field.
8 uicC > T Return status condition SW1 ='63', SW2 ='C8' - unsuccessful PIN verification, RQ11 0182
8 attempts left.
9 T 2> UICC |Send a VERIFY PIN command with incorrect PIN.
10 uice > T Return status condition SW1 ='63', SW2 ='C2' - unsuccessful PIN verification,
2 attempts left.
11 T > UICC |Send a VERIFY PIN command with incorrect PIN
Return status condition SW1 ='63', SW2 ='C1' - unsuccessful PIN verification,
12 vicc >1 1 attempt left.
13 T 2> UICC |Send a VERIFY PIN command with incorrect PIN.
14 uice > T Return status condition SW1 ='63', SW2 ='C0' - unsuccessful PIN verification, no
attempt left.
15 T > UICC [Send an UNBLOCK PIN command with an empty data field.
16 uicC > T Return status condition SW1 ='63', SW2 ='CA' - unsuccessful PIN verification, RQ11 0182
10 attempts left. RQ11 0184
6.9.1.13.6 Test procedure 4
Step | Direction Description RQ
1 T Send a MANAGE CHANNEL (OPEN) command.
2 uiCcC Return the assigned logical channel - call this channel 'a'.
Send a VERIFY PIN command with a PIN of '00000000' to the UICC on
3 T-> UICC o
channel 'a'.
4 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0178
Send an UNBLOCK PIN command with an incorrect Unblock PIN to the UICC on
5 T > UICC )
the basic channel.
6 uIce > T Return status condition SW1 ='63', SW2 ='C9' - unsuccessful Unblock PIN RQ11_0177
verification, 9 attempts left. RQ11_0179
Send an UNBLOCK PIN command with an incorrect Unblock PIN to the UICC on
7 T-> UICC iy
channel 'a'.
Return status condition SW1 ='63', SW2 ='C8' - unsuccessful Unblock PIN RQ11_0179
8 UICC>T >
verification, 8 attempts left.
6.9.1.14 DEACTIVATE FILE
6.9.1.14.1 Foreword

Deactivation requires the verification of ADM, and the respective requirements for their fulfilment are the responsibility
of the appropriate administrative authority. Therefore, the following test procedure shall be understood as an example.

6.9.1.14.2

Test execution

When EFccrz under ADFysim is not supported by the UICC, any supported linear fixed EF in the chosen application
may be chosen.

For EFccee under ADFysim, or for the chosen file, the CREATE FILE command which was used to create the file shall
either not have contained " Special File Information (File Status Byte)", or have contained " Special File Information
(File Status Byte)" with b7 set to 0.

There are no test cases-specific parameters for this test case.
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6.9.1.14.3 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.9.1.14.4 Test procedure 1
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC [Send a SELECT command to select and activate the chosen application.
3 TS UICC Eﬁ:gp? DEACTIVATE FILE command using "file ID selection" to deactivate
4 UICC > T |Return status condition SW1 ='69', SW2 ='82' - access condition not fulfilled. RQ11 0186
5 T > UICC |Send a VERIFY PIN command with PIN.
6 T > UICC |Send a READ RECORD command to read record 1.
Return status condition SW1 ='69', SW2 ='86' - command not allowed (no EF RQ11 0188
7 UCC->T
selected).
8 T > UICC |Reset the UICC.
9 TS UIce Send a SELECT command to select and activate an application (see clause 4.5.2

for valid applications).

The terminal simulator shall gain the security access condition(s) specified for

both DEACTIVATE and ACTIVATE on EFccp2. (This procedure is dependent on

the respective requirements of appropriate administrative authority and may

require several steps).

11 T > UICC |Send a SELECT command to select EFccra.

12 uicC > T The following shall be true of the response data: The vglue Qf Life Cycle Status
Integer of the response data shall indicate that the EF is activated.

Send a DEACTIVATE FILE command using 'file ID selection’ to deactivate

10 T-> UICC

13 T-> UICC

EFccpa.
RQ11_0185
14 UICC > T |Return status condition SW1 ='90', SW2 ='00" - normal ending of the command. RQ11_0185
RQ11_0186
15 T > UICC |Send a VERIFY PIN command with PIN.
16 T > UICC [Send an UPDATE RECORD command to update record 1.
. RQ11_0187
17 UICC > T |Return an error code appropriate to the command. RO11 0189

18 T > UICC [Send a SELECT command to select EFccra.

The value of Life Cycle Status Integer of the response data shall indicate that the

19 UICC > T |EF is deactivated.

Return status condition SW1 ='62', SW2 = '83' - selected file invalidated.

20 T > UICC |Send an UPDATE RECORD command to update record 1.

21 UICC > T |Return an error code appropriate to the command. RQ11_0189

22 T 2> UICC |Send an ACTIVATE FILE command to select and activate EFccpo.

23 T > UICC |Reset the UICC.

24 | T ulcc Send aSELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).

The terminal simulator shall gain the security access condition(s) specified for

both DEACTIVATE and ACTIVATE on EFccr2. (This procedure is dependent on

the respective requirements of appropriate administrative authority and may

require several steps.)

26 TS UIce Eliggp? DEACTIVATE command using 'path selection from MF' to deactivate

27 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.

28 T > UICC |Send a SELECT command to select the EFccra.

The value of Life Cycle Status Integer of the response data shall indicate that the | RQ11_0185

29 UICC - T |EF is deactivated. Return status condition SW1 = '62', SW2 ='83' - selected file

invalidated.

30 T > UICC |Send an ACTIVATE FILE command to select and activate EFccpo.

31 T > UICC |Reset the UICC.

32 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).

The terminal simulator shall gain the security access condition(s) specified for

both DEACTIVATE and ACTIVATE on EFccr2. (This procedure is dependent on

the respective requirements of appropriate administrative authority and may

require several steps.)

Send a DEACTIVATE FILE command using 'path selection from current DF' to

deactivate EFccp2.

25 T > UICC

33 | T=>UICC

34 | T>UICC
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Step | Direction Description RQ
35 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
36 T > UICC |[Send a SELECT command to select EFccpa.

The value of Life Cycle Status Integer of the response data shall indicate that the | RQ11_0185

37 UICC > T |EF is deactivated. Return status condition SW1 ='62', SW2 ='83' - selected file

invalidated.

38 T > UICC |Send an ACTIVATE FILE command to select and activate EFccpo.

39 T > UICC |Reset the UICC.

40 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2

for valid applications).

The terminal simulator shall gain the security access condition(s) specified for

both DEACTIVATE and ACTIVATE on EFccr2. (This procedure is dependent on

the respective requirements of appropriate administrative authority and may
require several steps.)

42 T > UICC |[Send a SELECT command to select EFccpa.

43 T > Ulce Eeelgd a DEACTIVATE FILE command with P1 = P2 ='00" and with the empty data

44 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command. RQ11_0190

45 T > UICC |Send a SELECT command to select EFccpa.

The value of Life Cycle Status Integer of the response data shall indicate that the |RQ11_0190

46 UICC > T |EF is deactivated. Return status condition SW1 = '62', SW2 ='83' - selected file

invalidated.

47 T 2> UICC |Send an ACTIVATE FILE command to select and activate EFccpo.

41 T-> UICC

6.9.1.15 ACTIVATE FILE

6.9.1.15.1 Foreword

Activation requires the verification of ADM, and the respective requirements for their fulfilment are the responsibility
of the appropriate administrative authority. Therefore, the following test procedure shall be understood as an example.

6.9.1.15.2 Test execution

When EFccpe under ADFusiv is not supported by the UICC, any supported linear fixed EF in the chosen application
may be chosen.

6.9.1.15.3 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.9.1.15.4 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.

2 T > UICC |Send a SELECT command to select and activate the chosen application.

The terminal simulator shall gain the security access condition(s) specified for

both DEACTIVATE and ACTIVATE on EFccp2. (This procedure is dependent on

the respective requirements of appropriate administrative authority and may

require several steps.)

T > UICC |Send a SELECT command to select EFccra.

T > UICC |Send a DEACTIVATE FILE command to deactivate EFccpo.

T > UICC |Reset the UICC.

T > UICC [Send a SELECT command to select and activate the chosen application.

TS UIce Send an ACTIVATE FILE command using ‘file ID selection' to select and activate

EFccp2.

UICC = T |Return status condition SW1 ='69', SW2 ='82' - access condition not fulfilled. RQ11 0194

T > UICC |Send a VERIFY PIN command with PIN.

T > UICC |Send a READ RECORD command to read record 1.

12 uicC > T Return status condition SW1 ='69', SW2 ='86' - command not allowed (no EF RQ11 0193
selected).

13 T > UICC |Reset the UICC.

14 T > UICC |Send a SELECT command to select and activate the chosen application.

3 T-> UICC

R
RiBle| o [N|o|o|s
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Step | Direction Description RQ
The terminal simulator shall gain the security access condition(s) specified for
both DEACTIVATE and ACTIVATE on EFccp2. (This procedure is dependent on
the respective requirements of appropriate administrative authority and may
require several steps.)

16 T > UICC |Send a SELECT command to select EFccra.

The value of Life Cycle Status Integer of the response data shall indicate that the
17 UICC > T |EF is deactivated.

Return status condition SW1 ='62', SW2 = '83' - selected file invalidated.

Send an ACTIVATE FILE command using ‘file ID selection' to select and activate

15 T-> UICC

18 T > UICC

EFccpa.
RQ11_0191
19 UICC > T |Return status condition SW1 ='90', SW2 ="'00" - normal ending of the command. RQ11_0194
RQ11_0195

20 T > UICC |Send a VERIFY PIN command with PIN.
21 T > UICC |Send a READ RECORD command.
22 UICC > T |Return status condition SW1 ='90', SW2 ="'00' - normal ending of the command.
23 T > UICC |Send a SELECT command to select EFccra.
o The value of Life Cycle Status Integer of the response data shall indicate that the
EF is activated.
25 T > UICC |[Send a DEACTIVATE FILE command to deactivate EFccpa.
26 T > UICC |Reset the UICC.
27 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
The terminal simulator shall gain the security access condition(s) specified for
both DEACTIVATE and ACTIVATE on EFccp2. (This procedure is dependent on
the respective requirements of appropriate administrative authority and may
require several steps.)
29 T > Ulce Send an ACTIVATE command using 'path selection from MF' to select and
activate EFccpo.
30 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
31 T > UICC |Send a SELECT command to select EFccpa.
The value of Life Cycle Status Integer of the response data shall indicate that the | RQ11_0185
32 UicCC>T . )
EF is activated.
33 T > UICC |Send a DEACTIVATE FILE command to deactivate EFccpo.
34 T > UICC |Reset the UICC.
35 TS UIce Send a SELFTCT. command to select and activate an application (see clause 4.5.2
for valid applications).
The terminal simulator shall gain the security access condition(s) specified for
both DEACTIVATE and ACTIVATE on EFccr2. (This procedure is dependent on
the respective requirements of appropriate administrative authority and may
require several steps.)
Send an ACTIVATE FILE command using 'path selection from current DF' to
37 T~>uice select and activate EFccpo.
38 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
39 T > UICC |Send a SELECT command to select EFccra.
40 uIce > T The value of Life Cycle Status Integer of the response data shall indicate that the | RQ11_0185
EF is activated.
41 T > UICC |Send a DEACTIVATE FILE command to deactivate EFccpa.
42 T > UICC |Reset the UICC.
43 T > Ulce Send a SELECT_ command to select and activate an application (see clause 4.5.2
for valid applications).
The terminal simulator shall gain the security access condition(s) specified for
both DEACTIVATE and ACTIVATE on EFccr2. (This procedure is dependent on
the respective requirements of appropriate administrative authority and may
require several steps.)
45 T > UICC |[Send a SELECT command to select EFccpa.
46 T > Ulce Eeelgd an ACTIVATE FILE command with P1 = P2 ='00" and with the empty data
47 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0195
48 T > UICC |Send a SELECT command to select EFccpa.
The value of Life Cycle Status Integer of the response data shall indicate that the | RQ11_0195
49 UICC > T |EF is activated. Return status condition SW1 ='90', SW2 ='00' - normal ending of
the command.

28 T-> UICC

36 T-> UICC

44 | T> UICC
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6.9.1.16 AUTHENTICATE

FFS.

6.9.1.17 MANAGE CHANNEL
FFS.

6.9.1.18 GET CHALLENGE

6.9.1.18.1 Foreword

The testing of the quality of the random number generated by this command is outside the scope of the present
document.

6.9.1.18.2 Test execution

The tests defined in this clause only apply where the UICC under test supports the GET CHALLENGE command. If the
UICC under test does not support the GET CHALLENGE command, then these tests do not apply.

6.9.1.18.3 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.9.1.184 Test procedure
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC [Send a SELECT command to select the chosen application.
3 T > UICC |Send a GET CHALLENGE command to the UICC with a length value of 8.
. - . RQ11_01110
4 UICC > T |Return a data string containing a maximum of 8 bytes of response data. RO11 01110
5 T Step 3) shall be repeated a further 99 times.
6 uicC > T For each repetition return a data string containing a maximum of 8 pyte§ of RQ11_01110
response data that is different to that has been returned previously in this test.
NOTE: This does not test the quality of the returned Random Number merely that the same number is not returned
twice in 100 calls of the GET CHALLENGE command.

6.9.1.19 MANAGE LSI

6.9.1.19.1 Test execution

Thereis no common test execution for the following test procedures.

6.9.1.19.2 Initial conditions

There are no test case-specific initia conditions to be fulfilled.

6.9.1.19.3 Test procedure 1 (ATR, PPS, MANAGE LSI (reset LSE))
This test procedure shall be executed using the following options (if supported):

- T=0, using command data '80 01 01' in the MANAGE LS| (configure LSIs) command, expecting response
data'80 01 01'.

- T=1, using command data '80 01 01' in the MANAGE LSl (configure LSIs) command, expecting response
data'80 01 01".
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T=1 with usage of NAD byte, using command data '80 01 01 81 01 01' in the MANAGE LSl (configure LSIs),
expecting response data '80 01 01 81 01 01".

Step

Direction

Description

RQ

T > UICC

Reset the UICC.

UCC>T

ATR (The UICC indicates support for LSIs in the ATR).

RQO6_0309

T > UICC

PPS Request including transmission protocol selected and the PPS2 indicating
LSl usage.

RQO06_0403

Al W (NP

UICC>T

PPS Response including PPS2.

RQO6_0403

Q

ondition

If O_LSI_CONFIG_PRE_AGREED = TRUE, skip steps 5) and 6).

T > UICC

Send MANAGE LSI (configure LSIs) containing command data as specified in the
options above.

UICC->T

Return status condition SW1 ='90", SW2 ="'00".
Return response data as specified in the options above.

T > UICC

MANAGE LSI (reset LSE) command to reset
LSl# ADDITIONAL LOGICAL UICC.

RQ11_01153

UCC>T

Return status word 9000 with response data containing an ATR TLV.

RQ11 01153

© (00

T > UICC

On LSI#_ADDITIONAL_LOGICAL_UICC; send a SELECT MF command.

UICC>T

Return status condition SW1 ='90", SW2 ="'00".

6.9.1.19.4

Test procedure 2 (MANAGE LSI (configure LSIs) with LSI options, with NAD

selection, one LSI)

Thistest procedure shall be executed using the following option:

- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.

2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 TS UIce EsPlsuZ{aeggest including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06 0403
Send MANAGE LSI (configure LSIs) containing command data '80 01 00 81 01 RQ11 01154
5 T > UICC o1 RQ11_01155
. RQ11 01159
Return status condition SW1 = '90', SW2 = 00", Egﬁ—gﬁgg
6 UICC > T |Send response data confirming the support of one LSl and the selection via NAD RQ11_01158
byte by the UICC (data ='80 01 00 81 01 01'). RO11 01159

6.9.1.19.5 Test procedure 3 (MANAGE LSI (configure LSIs) with LSI options, with NAD

selection, 32 LSIs)

Thistest procedure shall be executed using the following option:

- T=1
Step | Direction Description RQ

1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 T > Ulce ESPISuE:g:est including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
Send MANAGE LSI (configure LSIs) containing command data '80 01 1F 8101 | RQ11.01154
5 | T>ucC |5 RQ11 01155
) RQ11 01159
Return status condition SW1 ='90', SW2 ="'00". RQ11_01154
6 uIce > T Send response data confirming the support of XX LSIs and the selection via NAD | RQ11_ 01155
byte by the UICC (data ='80 01 XX 81 01 01') where 'XX' is the highest LSI RQ11_01158
proposed by the UICC to the Terminal in the range '00' to '1F'. RQ11 01159
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6.9.1.19.6 Test procedure 4 (MANAGE LSI (configure LSIs) with LSI options, without NAD
selection, one LSI)

Thistest procedure shall be executed using the following options (if supported):

- T=0
- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 T > Ulce ESPISuE:g:est including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
Send MANAGE LSI (configure LSIs) containing command data ‘80 01 00 81 01 RQI11 01154
5 T > UICC 00" RQ11 01156
) RQ11 01159
Return status condition SW1 ='90', SW2 ="'00'". Sgﬂ—gﬂgg
6 UICC > T |Send response data confirming the support of one LSI by the UICC RQ11_01158
(data ='80 01 00' or data = '80 01 00 81 01 00'). RO11 01159
6.9.1.19.7 Test procedure 5 (MANAGE LSI (configure LSIs) with LSI options, without NAD
selection, 32 LSIs)
Thistest procedure shall be executed using the following options (if supported):
- T=0
- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06 0309
3 T > Ulce ESPISuE:g:est including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
Send MANAGE LSI (configure LSIs) containing command data '80 01 1F 8101 | RQ11.01154
5 | T>UcC |Jy RQ11 01156
) RQ11 01159
Return status condition SW1 ='90', SW2 ="'00". RQ11_01154
6 uIce > T Send response data confirming the support of XX LSls by the UICC RQ11_01156
(data ='80 01 XX' or data = '80 01 XX 81 01 00") where 'XX' is the highest LSI RQ11_01158
proposed by the UICC to the Terminal in the range '00' to '1F'. RQ11 01159
6.9.1.19.8 Test procedure 6 (MANAGE LSI (configure LSIs) without LSI option, without NAD
selection, one LSI)
Thistest procedure shall be executed using the following options (if supported):
- T=0
- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 TS UIce ESPISUZ{aeggest including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
RQ11_01154
5 T > UICC |Send MANAGE LSI (configure LSIs) containing command data '80 01 00'. RQ11 01157
RQ11 01159
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Step | Direction Description RQ
Return status condition SW1 = '90', SW2 = 00", Egﬁ—gﬁg‘;
6 UICC > T |Send response data confirming the support of one LSI by the UICC RQ11_01158
(data ='80 01 00' or data = '80 01 00 81 01 00"). RQ11_01159
6.9.1.19.9 Test procedure 7 (MANAGE LSI (configure LSIs) without LSI options, without

NAD selection, 32 LSIs)

Thistest procedure shall be executed using the following options (if supported):

- T=0
- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 TS UIce EsPlsuZ{aeggest including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06 0403
RQ11_01154
5 T > UICC |Send MANAGE LSI (configure LSIs) containing command data '80 01 1F". RQ11_01157
RQ11 01159
Return status condition SW1 ='90', SW2 ="'00". RQ11 01154
6 uicC > T Send response data confirming the support of XX LSIs by the UICC RQ11_01157
(data ='80 01 XX' or data = '80 01 XX 81 01 00') where 'XX" is the highest LSI RQ11_01158
proposed by the UICC to the Terminal in the range '00' to "1F". RQ11 01159
6.9.1.19.10 Test procedure 8 (MANAGE LSI (configure LSIs) without LSI option, with NAD

selection, one LSI)

Thistest procedure shall be executed using the following option:

- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 TS UICC ESPISUZ{aeggest including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
RQ11_01154
5 T > UICC |Send MANAGE LSI (configure LSIs) containing command data '80 01 00'. RQ11 01155
RQ11 01159
Return status condition SW1 = '90', SW2 = 00", Egﬂ—gﬂgg
6 UICC > T |Send response data confirming the support of one LSI by the UICC RO11 01158
(data ='80 01 00 81 01 01"). RO11 01159
6.9.1.19.11 Test procedure 9 (MANAGE LSI (configure LSIs) without LSI options, with NAD

selection, 32 LSIs)

Thistest procedure shall be executed using the following option:

- T=1
Step | Direction Description RQ
1 T > UICC |Reset the UICC.
2 UICC > T |ATR (The UICC indicates support for LSIs in the ATR). RQO06_0309
3 T > Ulce PPS Request including transmission protocol selected and the PPS2 indicating RQO6_0403

LS| usage.
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Step | Direction Description RQ

4 UICC > T |PPS Response including PPS2. RQO06_0403
RQ11_01154

5 T > UICC |Send MANAGE LSI (configure LSIs) containing command data '80 01 1F". RQ11_01155
RQ11 01159

Return status condition SW1 ='90', SW2 ='00". RQ11_01154

6 uicC > T Send response data confirming the support of XX LSIs by the UICC RQ11_01155
(data ='80 01 XX 81 01 01") where 'XX' is the highest LSI proposed by the UICC RQ11_01158

to the Terminal in the range '00' to '1F". RQ11 01159

6.9.1.19.12 Test procedure 10 (MANAGE LSI (retrieve SWP))
Thistest procedure shall be executed using the following options (if supported):

- T=0, using command data ‘80 01 1F in the MANAGE LSl (configure LSIs) command, expecting response
data'80 01 XX'.

- T=1, using command data'80 01 1F' in the MANAGE LSl (configure LSIs) command, expecting response
data'80 01 XX".

- T=1 with usage of NAD byte, using command data ‘80 01 1F 81 01 01' in the MANAGE LSl (configure LSIs),
expecting response data ‘80 01 XX 81 01 01"

where "X X" isthe highest LS| proposed by the UICC to the Terminal in the range '00' to '1F'.

Step | Direction Description RQ
1 T > UICC |Reset the UICC.
ATR (The UICC indicates support for LSIs and for the UICC-CLF interface in the

2 UICC>T ATR) RQO06_0309
T > Uice ESPISuE:g:est including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
Condition If O_LSI_CONFIG_PRE_AGREED = TRUE, skip steps 5) and 6).
5 T > UIce Send MANAGE LSI (configure LSIs) containing command data as specified in the

options above.
Return status condition SW1 ='90', SW2 ='00".
6 UICC>T o -

Return response data as specified in the options above.
7 T > UICC |Send MANAGE LSI (retrieve SWP) command '80 7C 03 00 00' RQ11 01160
Return status condition SW1 ='90', SW2 ="'00'".
Expected response data confirming the assignment state of UICC-CLF on an LSI
8 UICC > T |data='8001 YY" with YY is: RQ11_01161
- inthe range '00' to 'XX' if an LSl is assigned; or
- 'FF'ifno LSl is assigned.

6.9.1.19.13 Test procedure 11 (MANAGE LSI (assign SWP))
Thistest procedure shall be executed using the following options (if supported):

- T=0, using command data '80 01 1F' in the MANAGE LSl (configure LSIs) command, expecting response
data'80 01 XX".

- T=1, using command data ‘80 01 1F in the MANAGE LSl (configure LSIs) command, expecting response
data'80 01 XX'.

- T=1 with usage of NAD byte, using command data '80 01 1F 81 01 01'in the MANAGE LS| (configure LSIs),
expecting response data '80 01 XX 81 01 01".

where 'XX" isthe highest LS| proposed by the UICC to the Terminal in the range '00' to '1F".

Step | Direction Description RQ

1 T > UICC |Reset the UICC.

2 UICC > T |ATR (The UICC indicates support for LSIs and for the UICC-CLF interface in the

ATR). RQO6_0309
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Step | Direction Description RQ
3 T > UICC EsPlsusaeggest including transmission protocol selected and the PPS2 indicating RQO6_0403
4 UICC > T |PPS Response including PPS2. RQO06_0403
Condition If O_LSI_CONFIG_PRE_AGREED = TRUE, skip steps 5) and 6).
Send MANAGE LSI (configure LSIs) containing command data as specified in the
5 T > UICC .
options above.
6 uice S T Return status condition SW1 ='90', SW2 ="'00'".
Return response data as specified in the options above.
7 T > UICC |Send MANAGE LS (retrieve SWP) command '80 7C 03 00 00'". RQ11 01160
Return status condition SW1 ='90', SW2 ='00".
Expected response data confirming the assignment state of UICC-CLF on an LSI
8 UICC > T |data='8001 YY" with YY is: RQ11 01161
- inthe range '00' to 'XX' if an LSl is assigned; or
- 'FF'if no LSl is assigned.
9 T S UICC Send MANAGE LSI (assign SWP) command '80 7C 02 ZZ 00' on LSI#Z2Z RQO08_1001
With 'ZZ' is LSI# LSE_SUPPORTING_UICC-CLF. RQ11 01163
Return status word '9000' with response data containing an ATR TLV, where the
10 vicc > 1 ATR indicates support for LSIs and for the UICC-CLF interface. RQ11_01162
11 T > UICC |Send MANAGE LSI (retrieve SWP) command '80 7C 03 00 00'. RQ11 01160
Return status condition SW1 ='90', SW2 ="'00".
12 UICC > T |Expected response data confirming the assignment state of UICC-CLF on an LSI RQ11_01161
data ='80 01 2Z'".
6.9.2 Data Oriented Commands
6.9.2.1 RETRIEVE DATA
6.9.2.1.1 Test execution

For RQ11_0313, only '62F1' is accepted as a status word, as the relevant test procedures do not send a TERMINAL
PROFILE and therefore the UICC should never indicate that a proactive command is pending.

For each of the commands in the following table, steps 5) to 15) shall be repeated for test procedure 2.

Command Expected status condition CRs tested

STATUS SW1 =90, SW2 ='00' - normal ending of the RQ11_0304
command.

VERIEY PIN with PIN SW1 =90, SW2 ='00' - normal ending of the RQ11_0304
command.

g . , . RQ11_0307

SELECT with file ID '2F 34 An error code appropriate to the command. RO11 0304

. RQ11_0307

READ BINARY An error code appropriate to the command. RO11_0304

RETRIEVE DATA . RQ11_0307

indicating "First block" and with tag '86' An error code appropriate to the command. RQ11_0304

SET DATA An error code appropriate to the command RQ11_0307

indicating "Next block" and with data '85 01 01' pprop ' RQ11 0304

6.9.

2.1.2

Initial conditions

EFwmor shall contain only the following data objects:

Tag | Length field Value

81’ 02’

'01 02",

'‘A2' '82 05 A0

1 440 bytes: '80 OE 00 01 02 03 04 05 06 07 08 09 OA OB OC OD' repeated 90 times.

'83' ‘00’

''-i.e. empty value.
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EFuwwmor shal not contain the following data objects:
Tag
86"
EFuwmL shall be present.
6.9.2.1.3 Test procedure 1 (basic)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Select EFmmDE.
3 T > UICC [Send a RETRIEVE DATA command indicating "First block" and with tag '81".
4 UICC > T |Return status condition SW1 ='69', SW2 ='82' - security status not satisfied. RQ11 0309
Send a VERIFY PIN command with PIN to gain the READ access condition for
5 T > UICC EFuvDr.
6 T > Ulce Sclacr:lg a RETRIEVE DATA command indicating "First block" and with tag '81' to the
7 uIcC > T Return status condition SW1 ='90', SW2 ="'00" - normal ending of the command. RQ11_0309
The data returned shall be '81 02 01 02'. RQ11 0316
8 T > UICC [Send a RETRIEVE DATA command indicating "Next block".
9 UICC > T |Return status condition SW1 ='6A', SW2 ='86' - Incorrect parameters P1 to P2. RQ11 0314
10 | T > UICC |[Select EFwmpF.
11 T > UICC [Send a RETRIEVE DATA command indicating "Next block".
12 UICC > T |Return an error code appropriate to the command.
13 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
Return status condition SW1 ='62', SW2 ='F1' - More data available. The RQ11_0313
14 UICC > T |response data returned by the UICC shall contain the first part of the data object RQ11 0316
with tag 'A2'.
Send RETRIEVE DATA commands indicating "Next block" to the UICC until the
15 T > UICC |status condition returned by the UICC is not SW1 ='62', SW2 = 'F1' - More data
available.
For the last command, Return status condition SW1 = '90', SW2 ="'00' - normal RQ11 0316
ending of the command.
16 UICC > T [For all commands, the response data returned by the UICC shall contain the next
part of the data object with tag 'A2'.
The last command shall contain the last part of the data object with tag 'A2'".
17 T > UICC [Send a RETRIEVE DATA command indicating "Next block".
18 UICC > T |Return status condition SW1 ='6A', SW2 ='86' - Incorrect parameters P1 to P2. RQ11 0314
19 T > Ulce Sclacr:lg a RETRIEVE DATA command indicating "First block" and with tag '86' to the
20 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found. RQ11 0310
21 T > UICC [Send a RETRIEVE DATA command indicating "First block" and with tag '83'".
22 uicC > T Return status condition SW1 ='90', SW2 ='00" - normal ending of the command. RQ11 0316
The data returned shall be '83 00'.
23 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
Return status condition SW1 ='62', SW2 = 'F1' - More data available. RQ11_0313
o4 uIce > T Thg response data reFurned by the UICC shall contain the first.part of the data
object with tag 'A2', with a length less than or equal to the maximum length of data
expected by the terminal as encoded in the Le byte in the command.
Send RETRIEVE DATA commands indicating "Next block”, and with Le the
o5 TS UICC smaller of the_z number of bytes still to b_e transferred and 50, to the UICC, until the
status condition returned by the UICC is not SW1 ='62', SW2 = 'F1' - More data
available.
For the last command, Return status condition SW1 ='90', SW2 ='00' - normal RQ11_0313
ending of the command.
26 UICC > T [For all commands, the response data returned by the UICC shall contain the next
part of the data object with tag 'A2', with a length less than or equal to 50.
The last command shall contain the last part of the data object with tag 'A2'".
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6.9.2.1.4 Test procedure 2 (interleaving and aborting)

Step | Direction Description RQ

1 User Reset the UICC.

2 T > UICC |Select EFmmDE.

3 UICC > T |Send a VERIFY PIN command with PIN to gain the access condition for EFmmor.

4 uicC > T For each of the commands in the table in the Test execution clause, steps 5) to RQ11_0304
10) shall be repeated. RQ11 0307

5

T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
Return status condition SW1 ='62', SW2 = 'F1' - More data available.
6 UICC > T |The response data returned by the UICC shall contain the first part of the data
object with tag 'A2'.
T > UICC |Send the command indicated in the table in step 4).
UICC > T |Return the status condition indicated in the table in step 4).
T > UICC |Send a RETRIEVE DATA command indicating "Next block" to the UICC.
Return status condition SW1 ='62', SW2 = 'F1' - More data available.
10 UICC > T |The response data returned by the UICC shall contain the next part of the data
object with tag 'A2'.
11 T > UICC |Send the command indicated in the table in step 4).
12 UICC > T |Return the status condition indicated in the table in step 4).
13 T > UICC [Send a RETRIEVE DATA command indicating "Next block".
Return status condition SW1 ='62', SW2 = 'F1' - More data available.
14 UICC > T |The response data returned by the UICC shall contain the next part of the data
object with tag 'A2'.
The terminal simulator shall continue sending RETRIEVE DATA commands
15 T - UICC |indicating "Next block" to the UICC until the status condition returned by the UICC
is not SW1 ='62", SW2 ="'F1' - More data available.
For the last command, Return status condition SW1 = '90', SW2 ='00' - normal
ending of the command.
16 UICC > T |For all commands, the response data returned by the UICC shall contain the next
part of the data object with tag 'A2'.
The last command shall contain the last part of the data object with tag 'A2'".
17 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
18 UICC = T |Return status condition SW1 ='62', SW2 ="'F1' - More data available.
19 T > UICC [Send a SELECT command to select EFmwmL.
20 T > UICC [Send a RETRIEVE DATA command indicating "Next block".
21 UICC > T |Return an error code appropriate to the command. RQ11 0305
22 T > UICC |Send a SELECT command to select EFmwvpr.
23 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
o4 uIce > T Return status condition SW1 ="'62', SWZ ='F1' - More data available. The data RQ11_0306

returned shall be the start of the TLV with tag 'A2".
25 T > UICC [Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
26 uicC > T Return status condition SW1 ='62', SW2 = 'F1' -.More data available.

The data returned shall be the start of the TLV with tag 'A2".

27 T > UICC [Send a RETRIEVE DATA command indicating "First block" and with tag '81".
o8 uIce > T Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11_0306

The data returned shall be '81 02 01 02'.
29 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
30 uicC > T Return status condition SW1 ='62', SW2 = 'F1' -.More data available.

The data returned shall be the start of the TLV with tag 'A2".

31 T > UICC [Send a SET DATA command indicating "First block" and with data '81 02 03 04".
32 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
33 T > UICC [Send a RETRIEVE DATA command indicating "Next block".

|00

34 UICC > T |Return an error code appropriate to the command. RQ11 0306

35 T 2> UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.

36 UICC > T |Return status condition SW1 ='62', SW2 = 'F1' - More data available. RQ11 0306
Send a SET DATA command indicating "First block" and with data 'A2 03 01 01

37 T > UICC 00",

38 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
39 T 2> UICC |Send a RETRIEVE DATA command indicating "Next block".
40 UICC > T |Return an error code appropriate to the command. RQ11 0306
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6.9.2.1.5 Test procedure 3 (retransmitting)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Select EFmmDE.
3 T 2> UICC |Send a VERIFY PIN command with PIN to gain the access condition for EFmmpr.
4 T > UICC [Send a RETRIEVE DATA command indicating "First block" and with tag '81".
5 uicC > T Return status condition SW1 ='90', SW2 ="'00" - normal ending of the command.
The data returned shall be '81 02 01 02'.
6 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag 'A2'.
7 UICC > T |Return status condition SW1 ='62', SW2 ="F1' - More data available.
8 T > UICC [Send a RETRIEVE DATA command indicating "Next block".
9 UICC - T |Return status condition SW1 ='62', SW2 = 'F1' - More data available.
10 T > UICC |Send a RETRIEVE DATA command indicating "Retransmit previous block".
11 uIce > T Return status condition SW1 ='62', SW2 ='F1' - More data available. The data RQ11_0308
returned shall be the same as in step 8). RQ11 0316
The terminal simulator shall continue sending RETRIEVE DATA commands
12 T - UICC |indicating "Next block" to the UICC until the UICC returns status condition
SW1 ='90', SW2 ='00' - normal ending of the command.
13 TS UIce aegga RETRIEVE DATA command indicating "Retransmit previous block" to the
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11_0308
14 UICC > T |The data returned shall be the same as for the last RETRIEVE DATA command RQ11_0316
sent in step 12).
6.9.2.2 SET DATA
6.9.2.2.1 Test execution

For RQ11_0323, only '63F1' is accepted as a status word, as the relevant test procedures do not send a TERMINAL
PROFILE and therefore the UICC should never indicate that a proactive command is pending.

Test procedure 2 shall be repeated for the commands listed in the table below.

Command Expected status condition CRs tested

STATUS SW1 ='90', SW2 ='00" - normal ending of the RQ11_0305
command.

VERIEY PIN with PIN SW1 ='90', SW2 ='00" - normal ending of the RQ11_0305
command.

g . , . RQ11_0305

SELECT with file ID '2F 34 An error code appropriate to the command. RO11_0307

. RQ11_0305

READ BINARY An error code appropriate to the command. RQ11 0307

RETRIEVE DATA An error code appropriate to the command RQI11_0305

indicating "First block” and with tag '86' pprop : RQ11 0307

SET DATA An error code appropriate to the command RQ11_0305

indicating "First block" and with data '85 01 01 02" pprop ' RQ11_0307

6.9.2.2.2

Initial conditions

EFwvmpor shall contain the following data objects:

Tag Value Reason

'81' |'01 02" Existing - to be replaced.

‘82" 1 440 bytes: '80 OE 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D’ Existing - to be replaced.
repeated 90 times.

ETSI




Release 17

149

EFuwwmor shal not contain the following data objects:

Tag Reason
86"

Y
88’

Not existing - to be created.
Not existing - to be created.

EFuwmL shall be present.

ETSI TS 102 230-2 V17.2.0 (2024-05)

6.9.2.2.3 Test procedure 1 (basic)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Select EFmwmoF.
3 T > UICC |Send a SET DATA command indicating "First block" and with data '81 02 03 04'".
4 UICC > T |[Return status condition SW1 ='69', SW2 = '82' - security status not satisfied. RQ11 01317
Send a VERIFY PIN command with PIN to gain the UPDATE access condition for
5 T > UICC EFuvor
6 T > UICC |Send a SET DATA command indicating "First block" and with data '81 02 03 04'".
RQ11_01317
7 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0322
RQ11 0324
8 T 2> UICC |Send a SET DATA command indicating "Next block" and with data '81 02 05 06'.
9 UICC > T |Return status condition SW1 ='6A', SW2 ='86' - Incorrect parameters P1 to P2. RQ11 0324
10 T > Uice \?Vﬁﬂciazp%rflpnate RETRIEVE DATA command(s) in order to read the data object
11 uIce S T The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11_0324
data '81 02 03 04' (including the tag and length fields).
12 T 2> UICC |Send a SET DATA command indicating "First block" and with data '87 02 05 06'.
13 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. ggﬂ—gggi
14 | T uce \?Vﬁﬂciaagp%r;)lpnate RETRIEVE DATA command(s) in order to read the data object
15 uIce > T The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11_0324
data '87 02 05 06' (including the tag and length fields).
Send a SET DATA command indicating "First block" and with data '82 82 02 OE
16 | T>Uuicc 0102..FAFB.
- _pa e RQ11_0317
17 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected. RO11 0323
18 T > UIce Egpd a SET DATA command indicating "Next block" and with data '01 02 .. FE
- . i RQ11_0323
19 UICC > T |Return status condition SW1 ='63", SW2 ='F1' - More data expected. RO11 0324
20 T > uice fznd a SET DATA command indicating "Next block" and with data '01 02 .. 13
21 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. Sgﬂ—gggi
29 T > uice Sj'nd a SET DATA command indicating "Next block" and with data '11 12 .. 23
23 UICC > T |Return status condition SW1 ="'6A", SW2 ='86' - Incorrect parameters P1 to P2. RQ11 0324
24 | T ulce \?Vﬁﬂotlaagp%r;pnate RETRIEVE DATA command(s) in order to read the data object
The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11 0324
25 UICC>T |data'8282020E0102..FAFB0102.. FEFF 0102 ..13 14' (including the tag
and length fields).
Send a SET DATA command indicating "First block" and with data '88 82 02 OE
26 | T2 VICC 15102 FAFB.
- _pa e RQ11_0317
27 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected. RO11 0323
28 T > uice Eglnd a SET DATA command indicating "Next block" and with data '01 02 .. FE
o _pa S RQ11_0323
29 UICC > T |Return status condition SW1 ='63", SW2 ='F1' - More data expected. RO11 0324
30 T > UIce fznd a SET DATA command indicating "Next block" and with data '01 02 .. 13

ETSI




Release 17 150 ETSI TS 102 230-2 V17.2.0 (2024-05)

Step | Direction Description RQ
. — o — . RQ11 0322
31 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RO11_0324

32 T > uice fznd a SET DATA command indicating "Next block" and with data '01 02 .. 13

33 UICC > T |[Return status condition SW1 = '6A', SW2 ='86' - Incorrect parameters P1 to P2. RQ11 0324

34 | T ucc \?Vﬁﬂotlaagp%rgpnate RETRIEVE DATA command(s) in order to read the data object

The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11 0324

35 UICC> T |data'8882020E0102..FAFB0102.. FEFF 0102 ..13 14' (including the tag

and length fields).

36 T 2> UICC |[Send a SET DATA command indicating "First block" and with data '81 00'.

37 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQO7 0211

38 | T uicc \?Vﬁﬂotlaagp%rflpnate RETRIEVE DATA command(s) in order to read the data object

39 uice > T The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11_0329
data '81 00' (including the tag and length fields).

40 T > UICC |Send a SET DATA command indicating "First block" and with data '87'.

41 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

42 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag '87".

43 UICC > T |Return status condition SW1 ="'6A", SW2 ='88' - Referenced data not found. RQ11 0328

44 T > UICC |Send a SET DATA command indicating "First block" and with data '87'.

45 UICC > T |Return status condition SW1 ='90', SW2 = '00' - normal ending of the command. RQ11_0329

46 | T uice Send a RETRIEVE DATA command indicating "First block" and with tag '87' to the

UICC.
47 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found. RQ11 0328
6.9.2.2.4 Test procedure 2 (interleaving and aborting)
Step | Direction Description RQ
1 User Reset the UICC.

2 T > UICC |Select EFmmDF.

3 T > UIce EEmDaF VERIFY PIN command with PIN to gain the UPDATE access condition for

For each of the commands in the table in the test case execution clause, steps 5)

to 17) shall be repeated.

5 Send a SET DATA command indicating "First block" and with data '82 82 02 OE

0102..FAFB.

6 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected. RQ11_ 01100

7 T = UICC |Send the command indicated in the table in step 3).

8 UICC > T |Return the status condition indicated in the table in step 4).

9 T > uice Eglnd a SET DATA command indicating "Next block" and with data '01 02 .. FE

10 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected. RQ11 01100

11 T = UICC |Send the command indicated in the table in step 4).

12 UICC > T |Return the status condition indicated in the table in step 4).

13 T > uice fznd a SET DATA command indicating "Next block" and with data '01 02 .. 13

14 UICC > T |Return status condition SW1 ='90', SW2 = '00' - normal ending of the command.

15 | T uce Sgnd apprqprlate RETRIEVE DATA command(s) in order to read the data object

with tag '82'".

The data object retrieved by the RETRIEVE DATA command(s) shall contain the

16 UICC>T |data'8282020E0102..FAFB0102.. FEFF 0102 ..13 14' (including the tag

and length fields).

17 T > UICC |Send a SET DATA command indicating "First block" and with data '82 02 03 04'".

18 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
Send a SET DATA command indicating "First block" and with data '82 82 02 OE

19 | T>Uicc 0102.. FAFB.

20 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected.

21 T 2> UICC [Select EFumL.

22 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

23 T > UIce Egpd a SET DATA command indicating "Next block" and with data '01 02 .. FE

24 UICC > T |Return an error code appropriate to the command.

25 | T > UICC |Select EFmvpE.

4 UICC->T

T > UICC
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Step | Direction Description RQ
26 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
27 T 2> UICC |Send a RETRIEVE DATA command indicating "First block" and with tag '82'.
28 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found. ggﬂ—gggg
29 T > UICC |Send a SET DATA command indicating "First block" and with data '82 02 03 04'".
30 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
Send a SET DATA command indicating "First block" and with data '82 82 02 OE
3L | T~>uicc 0102..FAFB.
32 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected.
33 | T> UICC [Select EFmvpE.
34 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
35 T > UIce Egpd a SET DATA command indicating "Next block" and with data '01 02 .. FE
36 UICC > T |Return an error code appropriate to the command.
37 | T> UICC |Select EFmvpE.
38 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
39 T > UIce S(Ie(r:]ga RETRIEVE DATA command indicating "First block" and with tag '82' to the
40 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found. ggﬂ—gggg
a1 T > Uice tSthSégET DATA command indicating "First block" and with data '82 02 03 04' to
42 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
43 T UIcC Send a SET DATA command indicating "First block" and with data '82 82 02 OE
01 02 .. FA FB' to the UICC.
44 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
45 T > UIce a?(r:lga RETRIEVE DATA command indicating "First block" and with tag '82' to the
RQ11_0306
46 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found. RQ11 0305
RQ11 0325
47 T > UICC |Send a SET DATA command indicating "First block" and with data '82 02 03 04'".
48 UICC > T |Return status condition SW1 = '90', SW2 = '00' - normal ending of the command.
Send a SET DATA command indicating "First block" and with data '82 82 02 OE
49 | T>uicc 0102.. FAFB.
50 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
51 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag '81".
52 uIce > T Return status condition either SW1 ='90', SW2 ='00' - normal ending of the
command, or SW1 ='62', SW2 = 'F1' - More data available.
53 | T 2> UICC |Send a RETRIEVE DATA command indicating "First block" and with tag '82'.
RQ11_0305
54 UICC > T |Return status condition SW1 ="'6A", SW2 ='88' - Referenced data not found. RQ11_0306
RQ11_ 0325
55 T > UICC |Send a SET DATA command indicating "First block" and with data '82 02 03 04'".
56 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
Send a SET DATA command indicating "First block" and with data '82 82 02 OE
57 | T>uicc 0102..FAFB.
58 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
59 T > UICC |Send a SET DATA command indicating "First block" and with data '82 02 03 04'".
60 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
61 T > UIce \?Vﬁﬂotlaagp%r;pnate RETRIEVE DATA command(s) in order to read the data object
62 uice > T The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11_0305
data '82 02 03 04' (including the tag and length fields). RQ11 0306
63 T > UICC |Send a SET DATA command indicating "First block" and with data '82 02 03 04'".
64 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
Send a SET DATA command indicating "First block" and with data '82 82 02 OE
65 | T>uicc 0102..FAFB.
66 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
67 T > UICC |Send a SET DATA command indicating "First block" and with data '81 02 03 04'".
68 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
69 T > UICC |Send a RETRIEVE DATA command indicating "First block" and with tag '82'".
RQ11_0305
70 UICC > T |Return status condition SW1 ="'6A", SW2 ='88' - Referenced data not found. RQ11_0306
RQ11_ 0325
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6.9.2.2.5 Test procedure 3 (retransmitting)
Step | Direction Description RQ
1 User Reset the UICC.

2 T > UICC |Select EFmmoF.

3 T > UICC EEE?ADaF.VERIFY PIN command with PIN to gain the UPDATE access condition for
4 Send a SET DATA command indicating "First block" and with data '82 82 02 OE
0102.. FAFB.

5 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.

6 T > uice Send a SET DATA command indicating "Next block" and with data '01 02 .. FE

7

8

9

T > UICC

FF.
UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
Send a SET DATA command indicating "Retransmit previous block" and with data

T>UICC 101 02.. FEFF.
UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected. RQ11 0308
10 T > uice fznd a SET DATA command indicating "Next block" and with data '01 02 .. 13

11 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
12 T > UIce %(inéiza SlEsTlg'ATA command indicating "Retransmit previous block" and with data
13 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0308
14 | T>uice \?Vﬁﬂciazp%rgpnate RETRIEVE DATA command(s) in order to read the data object
The data object retrieved by the RETRIEVE DATA command(s) shall contain the |RQ11 01101
15 UICC>T |data'8282020E0102..FAFBO0102.. FE FF 0102 .. 13 14' (including the tag
and length fields.

6.9.2.2.6 Test procedure 4 (segmentation of data)

Step | Direction Description RQ
User Reset the UICC.

T > UICC |Select EFmmpF.

T > UICC |Send a VERIFY PIN command with PIN to gain the access condition for EFmvpr.

T > UICC [Send a SET DATA command indicating "First block" and with data '82 02'.

UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected. RQ11 0326

T > UICC [Send a SET DATA command indicating "Next block" and with data '03.'

UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.

T > UICC |Send a SET DATA command indicating "Next block" and with data '04'.

UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
Send appropriate RETRIEVE DATA command(s) in order to read the data object

T>uice with tag '82'.

11 uIce > T The data object retr_ieved_by the RETRIEVE DA'I_'A command(s) shall contain the | RQ11_0305

data '82 02 03 04' (including the tag and length fields).

12 T > UICC |[Send a SET DATA command indicating "First block" and with data '9F 1F'.

13 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0329

14 | T uice Send a SET DATA command indicating "First block" and with data '82 02 05 06

OO (N[O |IW|IN|F

[Eny
o

01 02 03 04"
15 UICC > T |Return status condition SW1 ='67', SW2 ="'00' - Wrong length. RQ11_ 0326
16 T > UIcC VSVietquldtaa;p%r;pnate RETRIEVE DATA command(s) in order to read the data object

17 uicC > T The data object retr.ieved.by the RETRIEVE DATA command(s) shall contain the | RQ11_0305
data '82 02 03 04’ (including the tag and length fields).

18 T > UICC [Send a SET DATA command indicating "First block" and with data '82 02'.

19 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected.

20 T > UICC [Send a SET DATA command indicating "Next block" and with data '05 06 07 08'.

21 UICC > T |Return status condition SW1 ='67', SW2 ='00' - Wrong length. RQ11 0326
22 T 2> UICC |Send a RETRIEVE DATA command indicating "First block" and with tag '82".
23 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found. RQ11 0325
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Clause 6.9.2.3 specifies test cases to verify that the UICC under test uses '5C' correctly, uses the specified tag ranges
correctly and uses the correct FCP content.

6.9.2.3.2

Test execution

There are no test cases-specific parameters for this test case.

6.9.2.3.3

Initial conditions

EFvmpor shall contain only the following data objects:

Tag | Length field Value
‘81 |'02' '01 02"
'A2' |'82 05 A0 1 440 bytes: '80 OE 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD' repeated 90 times.
‘83" |'00 '' - i.e. empty value.
6.9.2.34 Initial conditions 1 (usage of '5C")
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Select EFmmDE.
Send a VERIFY PIN command with PIN to gain the READ and UPDATE access
3 T > UICC "
conditions for EFumor.
4 TS UIce Send appropriate RETRIEVE DATA command(s) in order to read the data object
with tag '5C'.
5 uIce > T The data object retrieved by the RETRIEVE DATA command(s) shall contain the | RQ11_0199
data '5C 03' followed by'81', 'A2' and '83' in any order. RQ11 0302
Send appropriate SET DATA commands in order to achieve the updates indicated
in the following table:
Function Tag Value (for create/replace)
6 T>uice Replace '81' '03 04"
Delete ‘A2 N/A
Create '85' '01 02'
TS UICC Send a SET DATA command indicating "First block" and with data '89 82 01 00
0102.. FAFB'.
8 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
9 T > UICC |Select EFwvpE
10 TS UIcC Sgnd appropriate RETRIEVE DATA command(s) in order to read the data object
with tag '5C'.
. . . RQ11_0199
11 uicC > T The c'iata opject retrleve'd b'y 'thel RETIF{IEVE DATA command(s) shall contain the RO11_0302
data '5C 03' followed by'81', '83' and '85' in any order. RO11 0324
12 T > UICC |Send a SET DATA command indicating "First block" and with data '5C 02 01 02'.
13 UICC > T |Return an error code appropriate to the command. RQ11 0302
6.9.2.3.5 Test procedure 2 (supported tag values)
Step | Direction Description RQ
1 User Reset the UICC.
T > UICC  |Select EFmvDE.
Send a VERIFY PIN command with PIN to gain the READ and UPDATE access
3 uicC->T ”
conditions for EFumpr.
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Step | Direction Description RQ
For each tag in the table below, send a RETRIEVE DATA command indicating
"First block" and with the tag from the table:
'80' '8F' 'OE'
'OF 1F' '9F 4F' 'OF 7F'
4 T>uice 'OF 81 00 '9F C3 40' 'OF FF 7F'
'‘AQ' '‘AF' '‘BE'
'BF 1F' 'BF 4F' 'BF 7F'
'BF 81 00' '‘BF C3 40' 'BF FF 7F'
5 UICC > T |Return status condition SW1 ='6A', SW2 ='88' - Referenced data not found. RQ11 0301
6 For each tag in the table in step 4), steps 7) to 9) shall be repeated.
7 T > Ulce Send a SET DATA command_ indicating "First block" and with data consisting of
the tag indicated in the table in step 4) followed by '02 01 04"
8 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. | RQ11_0301
9 TS UIce Sgnd appropriqte RETRIEVE DATA command(s) in order to read the data object
with the tag indicated in the table in step 4).
The data object retrieved by the RETRIEVE DATA command(s) shall contain the
10 UICC > T |data consisting of the tag indicated in the table in step 4) followed by '02 01 04
(including the tag and length fields).
For each tag in the table below, send a RETRIEVE DATA command indicating
"First block" and with the tag from the table:
'01' '40' 'CO'
'9F 00' 'OF 80 00
11 T > UICC '9F 01' 'OF 1E'
'OF 81 80 00'
'BF 00' 'BF 80 00
'‘BF 01' 'BF 1E'
'BF 81 80 00
12 uicC > T Return status condition SW1 ='6A"', SW2 ='80' - Incorrect parameters in the RQ11_ 0301
data field. RQ11 0312
13 TS UIce For each tag in the_ table in step 1_1), Send a SET DATA command indicating
"First block" and with data consisting of the tag followed by '02 03 04"
14 uIce > T Retur_n status condition SW1 ="'6A", SW2 ='80" - Incorrect parameters in the RQ11_0301
data field. RQ11 0312
6.9.2.3.6 Test procedure 3 (FCP)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |[Select EFmvDE.
The contents of the TLV with tag '80' (File size) shall be equal to the value 1 450 RQ11_0317
3 [ VUICC2T | decimal).
4 TS UICC EE:S.DE; VERIFY PIN command with PIN to gain the UPDATE access condition for
Send appropriate SET DATA commands in order to achieve the updates indicated
in the following table:
Function Tag Value (for create/replace)
5 T=>uiee Replace '81' '03 04 05 06'
Delete ‘A2 N/A
Create ‘85" ‘01 02'
6 T > UICC |Select EFmmbE.
The contents of the TLV with tag '80' (File size) in the FCP shall be equal to the RQ11_0317
7 UICC > T |value 12 (decimal).
(See note).
Steps 9) to 11) shall only be carried out if the contents of the TLV with tag '83'
8 (Amount of available memory) contained in the TLV with tag 'A5' (Proprietary
information) in the FCP returned in step 5) has a value of at least 2 (decimal).
Send appropriate SET DATA command(s) in order to create a new (i.e. currently
non-existing) data object such that the number of bytes in the TLV (including the
9 T > UICC |tag, length and value fields) is the largest possible that does not exceed the
amount of available memory. A tag of '91', '9F1F' or '9F8100' shall be used
according to whether a 1-, 2- or 3-byte tag is used.
10 uicC > T The UICC shall successfully execute all the SET DATA commands, such that the |RQ11 0113
data object transfer is successfully completed.
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Step | Direction Description RQ
11 T > UICC |[Send a SET DATA command to delete the data object created in step 8).
12 T > UICC |[Select EFmvDE.
Steps 14) to 15) shall only be carried out if the contents of the TLV with tag '83'
(Amount of available memory) contained in the TLV with tag 'A5' (Proprietary
13 information) in the FCP returned in step 8) has a value of less than 16 777 222
(decimal).
(See note).
Send a SET DATA command indicating "First block" and with data containing a
tag field of a tag which does not currently exist in the file and a length field
containing a length such that the number of bytes in the TLV (including the tag,
length and value fields) would exceed the amount of available memory by the
smallest amount possible. A tag of '91', '9F1F' or '9F8100' shall be used according
to whether a 1-, 2- or 3-byte tag is used.

14 T > UICC

15 UICC > T |Return status condition SW1 = '6A", SW2 = '84' - Not enough memory space. RQ11 0320
NOTE: 16 777 222 is the number of bytes in the largest possible TLV - that having a 3-byte tag and a length of
'FF FF FF".
6.9.2.4 Logical channel interactions
6.9.24.1 Purpose

To verify that the UICC under test functions correctly when a BER-TLV structure file is accessed on more than one
channel simultaneoudly.

6.9.2.4.2 Test execution

There are no test cases-specific parameters for this test case.

6.9.2.4.3 Initial conditions

EFwmor shall contain only the following data objects:

Tag | Length field Value

‘81" |'02' '01 02",

'‘A2' |'82 05 AQ' 1 440 bytes: '80 OE 00 01 02 03 04 05 06 07 08 09 OA OB OC OD' repeated 90 times.
‘83" |'00 ''-i.e. empty value.

DFmuctivenia and EFvmpr shall be configured as shareable.

6.9.2.4.4 Test procedure 1 (management of tag pointers)
Step | Direction Description RQ
1 User Reset the UICC.

2 T > UICC |Select EFmwvDF.

Send a VERIFY PIN command with PIN to gain the READ and UPDATE access
3 UICC>T "
conditions for EFmmpF.
Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic
T>uice channel

4
5 UICC > T [The UICC should return the assigned logical channel number - call it channel 'a'.
6
7

T > UICC |Select EFmvpr on channel 'a’.
Send a RETRIEVE DATA command indicating "First block" and with tag 'A2' to

T>uice the UICC on the basic channel.
Return status condition SW1 ='62', SW2 = 'F1' - More data available. The RQ11_01100
8 UICC > T [response data returned by the UICC shall contain the first part of the data object
with tag 'A2".

Send a RETRIEVE DATA command indicating "First block" and with tag 'A2' to
the UICC on channel 'a'.

Return status condition SW1 ='62', SW2 ='F1' - More data available. RQ11_01100
10 UICC > T |The response data returned by the UICC shall contain the first part of the data
object with tag 'A2'.

9 T > UICC
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Step | Direction Description RQ
11 T > UIce Sen.d a RETRIEVE DATA command indicating "Next block" to the UICC on the
basic channel.
Return status condition SW1 ='62', SW2 ='F1' - More data available. RQ11_01100
12 UICC > T |The response data returned by the UICC shall contain the next part of the data RQ11_0305
object with tag 'A2' as transferred on the basic channel.
13 | T=uice Sen.d a RETRIEVE DATA command indicating "Next block" to the UICC on the
basic channel.
Return status condition SW1 ='62', SW2 = 'F1' - More data available. RQ11 01100
14 UICC > T |The response data returned by the UICC shall contain the next part of the data RQ11 0305
object with tag 'A2' as transferred on the basic channel.
15 T > Uice Send a F.EE.TRIEVE DATA command indicating "Next block" to the UICC on
channel 'a'.
Return status condition SW1 ='62', SW2 = 'F1' - More data available. RQ11 01100
16 UICC > T |The response data returned by the UICC shall contain the next part of the data RQ11 0305
object with tag 'A2' as transferred on channel 'a'.
17 T > uice Send a RETRIEVE D,IA'II'A command indicating "First block" and with tag 'A2' to
the UICC on channel 'a'.
Return status condition SW1 ='62', SW2 ='F1' - More data available. RQ11_0305
18 UICC > T |[The response data returned by the UICC shall contain the first part of the data
object with tag 'A2'.
19 T > UIce Sen.d a RETRIEVE DATA command indicating "Next block" to the UICC on the
basic channel.
Return status condition SW1 ='62', SW2 ='F1' - More data available. RQ11_01100
20 UICC > T |The response data returned by the UICC shall contain the next part of the data RQ11_0305
object with tag 'A2' as transferred on the basic channel.
21 T > UICC |Select EFumpr on channel 'a'.
22 T > UIce Sen.d a RETRIEVE DATA command indicating "Next block" to the UICC on the
basic channel.
Return status condition SW1 ='62', SW2 ='F1' - More data available. RQ11_01100
23 UICC > T |The response data returned by the UICC shall contain the next part of the data RQ11_0305
object with tag 'A2' as transferred on the basic channel.
o T > UIce Send a SET DATA command indlicating "First block" and with data '84 1E 01 02
03 04 05' to the UICC on the basic channel.
25 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
26 | T uicc Send a SET DATA command indicating "First block" and with data '85 1E 81 82
83 84 85' to the UICC on channel 'a'.
27 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected.
o8 T > UIce Send a SET DATA command indicating "Next block" and with data '06 07 08 09
0A' to the UICC on the basic channel.
29 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected. RQ11 0305
30 T > uice Send a SET DATA comma_nd indicating "Next block" and with data '11 12 13 14
15' to the UICC on the basic channel.
31 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected. RQ11 0305
32 T > UIcC Send a SET DATA command indicating "Next block" and with data '86 87 88 89
8A' to the UICC on channel 'a'.
33 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected. RQ11 0305
34 T > uice Send a SET DATA comma_nd indicating "Next block" and with data '16 17 18 19
1A' to the UICC on the basic channel.
35 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected. RQ11 0305
36 T > UIce Send a SET DATA command indicating "First block" and with data '85 1E 81 82
83 84 85' to the UICC on channel 'a'.
37 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected.
38 T > uice Send a SET DATA comma_nd indicating "Next block" and with data '21 22 23 24
25' to the UICC on the basic channel.
39 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected. RQ11 0305
40 T > UICC |Select EFumpr on channel 'a'.
a1 T > uice Send a SET DATA comma_nd indicating "Next block" and with data '26 27 28 29
2A' to the UICC on the basic channel.
- . . . RQ11_01100
42 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQll_ 0305
43 | T>ulce Send appropriate RETRIEVE DATA command(s) in order to read the data object
with tag '84' to the UICC on the basic channel.
The data object retrieved by the RETRIEVE DATA command(s) shall contain the |RQ11_01100
44 UICC > T |data'812A 01020304 0506070809 0A 111213141516 17 1819 1A 2122
23 24 25 26 27 28 29 2A ' (including the tag and length fields).
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Step | Direction Description RQ
45 | T>ulce Send a RETRIEVE DATA command indicating "First block" and with tag '85' to the
UICC on the basic channel.
46 UICC > T |Return status condition SW1 ="'6A"', SW2 ='88' - Referenced data not found.
6.9.2.4.5 Test procedure 2 (concurrent access to data object)
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Select EFmwmoF.
3 T > UIce Senq a VERIFY PIN command with PIN to gain the READ and UPDATE access
conditions for EFmmDE.
4 T > UIce Sﬁ::nilMANAGE CHANNEL (OPEN) command to the UICC on the basic
5 UICC > T |[The UICC should return the assigned logical channel number - call it channel 'a'.
6 T 2> UICC |Select EFmmpr on channel 'a'.
7 T > UIce Send a SET DATA command indicating "First block" and with data '84 0A 01 02
03 04 05' to the UICC on channel 'a'.
8 UICC > T |Return status condition SW1 ='63', SW2 = 'F1' - More data expected.
Send a RETRIEVE DATA command indicating "First block" and with tag '84' to the
9 T > UICC .
UICC on the basic channel.
10 UICC > T |Return status condition SW1 ='69', SW2 = '85' - Conditions of use not satisfied. RQ11 0321
11 T > UIce Send a SET DATA command indicating "Next block" and with data '06 07 08 09
0A' to the UICC on channel 'a'.
- e o . RQ11_01100
12 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RO11 0305
Send a RETRIEVE DATA command indicating "First block" and with tag '84' to the
13 | T> UiCC .
UICC on the basic channel.
14 UICC > T |Return status condition SW1 ='69', SW2 = '85' - Conditions of use not satisfied. RQ11 0321
15 T > UICC |Select EFumor on channel 'a'.
Send a RETRIEVE DATA command indicating "First block" and with tag '84' to the
16 | T > UiCC .
UICC on the basic channel.
17 uIce > T Return status condition either SW1 ='90', SW2 ="'00' - normal ending of the
command, or SW1 ='62', SW2 = 'F1' - More data available.
18 T > UICC |Select EFmwvDF.
19 T UIcC Send a SET DATA command indicating "First block" and with data '84 0A 01 02
03 04 05' to the UICC on channel 'a'.
20 UICC > T |Return status condition SW1 ='63", SW2 ="'F1' - More data expected.
21 T > Uice Send a SET DATA command indlicating "First block" and with data '84 05 81 82
83 84 85' to the UICC on the basic channel.
22 UICC > T |Return status condition SW1 ='69', SW2 = '85' - Conditions of use not satisfied. RQ11 0321
23 | T uice Send a SET DATA command indicating "Next block" and with data '06 07 08 09
0A' to the UICC on channel 'a'.
24 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command. RQ11 0305
25 | T ulce Send a SET DATA command indlicating "First block" and with data '84 05 81 82
83 84 85' to the UICC on the basic channel.
26 UICC > T |Return status condition SW1 ='69', SW2 = '85' - Conditions of use not satisfied. RQ11 0321
27 T > UICC |Select EFmvor on channel 'a'.
o8 T > Uice Send a SET DATA command ind_icating "First block" and with data '84 05 81 82
83 84 85' to the UICC on the basic channel.
29 UICC > T |Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.
30 | T>UICC |Select EFmvoF.
31 T > uice Send a RETRIEVE D,IA'II'A command indicating "First block" and with tag 'A2' to
the UICC on channel 'a'.
32 UICC > T |Return status condition SW1 ='62"', SW2 ='F1' - More data available.
33 | T ulcc Send a SET DATA command indlicating "First block" and with data 'A2 05 81 82
83 84 85' to the UICC on the basic channel.
34 UICC > T |Return status condition SW1 ='69', SW2 = '85' - Conditions of use not satisfied. RQ11 0311
35 T > Uice Sﬁ:ﬁnilF.{gTRlEVE DATA command indicating "Next block" to the UICC on
36 UICC > T |Return status condition SW1 ='62"', SW2 ='F1' - More data available.
37 T > UIce Send a SET DATA command indlicating "First block" and with data 'A2 05 81 82
83 84 85' to the UICC on the basic channel.
38 UICC > T |Return status condition SW1 ='69', SW2 = '85' - Conditions of use not satisfied. RQ11 0311
39 T 2> UICC [Select EFvmpr on channel 'a'.
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Step | Direction Description RQ

20 | T>ulcc Send a SET DATA command indlicating "First block" and with data 'A2 05 81 82
83 84 85' to the UICC on the basic channel.

41 UICC > T |Return status condition SW1 ='90', SW2 = '00' - normal ending of the command. RQ11 0311

6.9.2.4.6 Test procedure 3 (usage of '5C")
Step | Direction Description RQ
1 User Reset the UICC.
2 T > UICC |Select EFmmpF.
3 TS UIcC Senq a VERIFY PIN command with PIN to gain the READ and UPDATE access
conditions for EFmmDE.
4 T > UICC |Send a MANAGE CHANNEL (OPEN) command to the UICC on the basic channel.
5 UICC > T |The UICC should return the assigned logical channel number - call it channel 'a'.
6 T > UICC |Select EFwmpr on channel 'a'.
7 TS Ulce Send appropriate RETRIEVE DATA command(s) in order to read the data object

with tag '5C' to the UICC on the basic channel.

The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11 0324

8 UICC > T |data '5C 03 followed by'81', 'A2' and '83' in any order (including the tag and length

fields of the '5C' TLV).

9 T > Ulce Send a SET DATA command indicating "First block" and with data '84 0A 01 02 03

04 05' to the UICC on channel 'a'.

10 UICC > T |Return status condition SW1 ='63', SW2 ='F1' - More data expected.

11 TS UIce Sgnd appropriate RETRIEVE DATA command(s) in order to read the data object
with tag '5C' to the UICC on the basic channel.

The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11_0315
12 UICC > T |data '5C 03 followed by'81', 'A2', '83" and '84' in any order (including the tag and
length fields of the '5C' TLV).

13 T 2> UICC |Select EFmmpr on channel 'a'.

14 TS UIce Send appropriate RETRIEVE DATA command(s) in order to read the data object
with tag '5C' to the UICC on the basic channel.

The data object retrieved by the RETRIEVE DATA command(s) shall contain the RQ11_0325
15 UICC > T |data'5C 03' followed by'81', 'A2" and '83' in any order (including the tag and length
fields of the '5C' TLV).

6.10 Transmission Oriented Commands

6.10.1 T = 0 specific commands

6.10.1.1 GET RESPONSE

6.10.1.1.1 Test execution

There are no test case specific parameters for thistest case.

6.10.1.1.2 Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.10.1.1.3 Test procedure

Step | Direction Description RQ

User Reset the UICC.

T > UICC |Send a SELECT command to select the MF.

T > UICC |Send a GET RESPONSE command.

uicC > T The UICC shall Send valid FCP data. TLV DO with tag '83' in tag '62' shall indicate | RQ12_0101
that MF is the currently selected file.

T > UICC |Send a STATUS command to the UICC with P2 ='0C".

o0 B~ (WIN(F

T > UICC |Send a GET RESPONSE command.
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Step | Direction Description RQ
7 uicC > T Return §tatus condition SW1 ='6F', SW2 ="'00" - technical problem, no precise RQ12 0101
diagnosis.
6.11  Application independent files
6.11.1 Purpose

The clause provides tests to ensure that the DUT contains all of the EFs needed for a 3GPP session.

6.11.2 Test execution

The contents and coding of the data within the files are not tested, but shall conform to the respective contents and
coding of the data given for each of the following files:

6.11.3

EFpir

EFiccip (ICC Identification)

EFp. (Preferred Languages)

EFarr (Access Rule Reference)

DFcp - Configuration Data (EF_auncrH pap, EFicon)

Initial conditions

There are no test case-specific initial conditions to be fulfilled.

6.11.4 Test procedure

Step

Direction

Description

RQ

1

User

Reset the UICC.

2

T > UICC

Send a STATUS command.

3

UICC>T

TLV DO with tag '83' in the response data shall indicate the identifier of the MF '3F
00'.
Return status condition SW1 ='90', SW2 ='00' - normal ending of the command.

RQ13_0101

T > UICC

Send a SELECT command to select the first EF listed in the test execution clause.

UICC>T

Return status condition SW1 ='90', SW2 ="'00" - normal ending of the command.
The following shall be true of the response data:

e TLV DO with tag '83' shall indicate the identifier of the file selected;

e TLV DO with tag '82' shall not be '38' and '78' indicating EF;

e TLV DO with tag '82' shall indicate the structure given for the file in the
test execution clause;

e TLV DO with tag '80" shall be at least the minimum file size given in the
table for the file in test execution clause, if the EF is transparent;

e Byte 5and 6 of TLV DO with tag '82' shall be in accordance with the
record length given for the files in the test execution clause, if the EF is
linear fixed or cyclic;

e TLV DO with tag '80' shall be an integer multiple of the record length if
the EF is linear fixed or cyclic;

e TLV DO with tag '88' shall indicate the short file identifier given in the
table for the file in the test execution clause;

e TLV DO with tag '86' or '8B' or '8C' or 'AB' shall indicate the access
conditions given in the table for the file in the test execution clause.

(See note).

RQ13_0101
RQ13_0102
RQ13_0103
RQ13_0104
RQ13_0105
RQ13_0106

T-> UICC

Steps 1) to 2) shall be repeated for the remaining mandatory EFs in test execution
clause.

T-> UICC

Steps 1) to 2) shall be repeated for the optional EFs in test execution clause which
are present on the UICC.
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Step | Direction | Description | RQ
NOTE: If the access conditions indicate referenced security, the referenced record in the EFarr may be read at this
point if necessary.
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Annex A (informative):
List of test cases for each conformance requirement

FFS.
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Annex B (informative):
Bibliography

. ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications'.
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Annex C (informative):
Core specification version information

Unless otherwise specified, the versions of ETSI TS 102 221 [1] which have been taken into consideration for the
present document are as follows.

Release ETSI TS 102 221 [1] version
Rel-9 V9.2.0
Rel-10 V10.0.0
Rel-11 V11.1.0
Rel-12 V12.1.0
Rel-13 V13.2.0
Rel-14 V14.2.0 (see note)
Rel-15 V15.5.0 (see note)
Rel-16 V16.6.0 (see note)
Rel-17 V17.4.0 (see note)
NOTE: The test cases in the present document are compatible with the indicated version,
but conformance requirements have not been extracted from this version.
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Annex D (informative):
Change history
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