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Intellectual Property Rights

IPRs essential or potentially essentia to the present document may have been declared to ETSI. The information
pertaining to these essential 1PRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which isavailable from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Access and Terminas (AT).

The present document is part 4 of a multi-part deliverable supporting real -time multimedia services, asidentified below:
Part1:  "General";

Part 2 "Architectural framework for the ddlivery of time critical services over cable Television networks using
cable modems’;

Part 3:  "Audio Codec Requirements for the Provision of Bi-Directional Audio Service over Cable Television
Networks using Cable Modems”;

Part 4: " Network Call signalling Protocol”;

Part5:  "Dynamic Quality of Service for the Provision of Real Time Services over Cable Television Networks
using Cable Modems";

Part6: "MediaTerminal Adapter (MTA) device provisioning"”;

Part 7:  "Management Information Base (MIB) Framework";

Part8: "Media Terminal Adapter (MTA) Management Information Base (MIB)";
Part9:  "Network Call Signalling (NCS) MIB Requirements’;

Part 10: "Event Message Requirements for the Provision of Real Time Services over Cable Television Networks
using Cable Modems";

Part 11:  "Security”;

Part 12:  "Internet Signalling Transport Protocol";
Part 13:  "Trunking Gateway Control Protocol";
Part 14: "Operation System Support".

NOTE 1: Theabove list is complete for thefirst version of this Technical Specification (TS) (V1.1.1 2001-07).
Additional parts are being proposed and these will be added to thelist in future versions.

The present part is part 4 of the above mentioned series of ETSI deliverables and specifies a profile of an application
programming interface, Media Gateway Controller Interface (MGCI), and a corresponding protocol, Media Gateway
Control Protocol (MGCP), for controlling voice-over-1P (Vol P) embedded clients from external call control elements.
The MGCP assumes a call control architecture where the call control "intelligence” is outside the gateways and is
handled by external call control elements. The profile, as described in the present document, will bereferred to asthe
Network-based Call Signalling (NCS) Protocol.

NOTE 2: The choice of a multi-part format for this deliverableis to facilitate maintenance and future
enhancements.
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NOTE 3: Theteem MUST or MUST NOT isused as a convention in the present document part to denote an
absolutely mandatory aspect of the specification.

The present document part is based on the Media Gateway Control Protocol (MGCP) 1.0 RFC 2705, which istheresult
of amerge of the Simple Gateway Control Protocol, and the P Device Control (IPDC) family of protocols, aswell as
input generated by the people that developed this profile.

Introduction

The cable industry in Europe and across other Global regions have already deployed broadband cable television hybrid
fibre coax (HFC) data networks running the Cable Modem Protocol. The cable industry isin the rapid stages of
deploying IP Voice and other time critical multimedia services over these broadband cabl e television networks.

The cable indugtry has recognized the urgent need to develop ETSI Technical Specifications aimed at devel oping
interoperabl e interface specifications and mechanisms for the delivery of end to end advanced real time IP multimedia
time critical services over bi-directional broadband cable networks.

IPCablecom isaset of protocols and associated el ement functional requirements developed to deliver Quality of
Service (QoS) enhanced secure | P multimedia time critical communications services using packetized data transmission
technology to a consumer's home over the broadband cable television Hybrid Fibre/Coaxia (HFC) data network
running the Cable Modem protocol. |PCablecom utilizes a network superstructure that overlays the two-way

data-ready cable television network. Whiletheinitial service offeringsin the IPCablecom product line are anticipated to
be Packet Voice, thelong-term project vision encompasses packet video and alarge family of other packet-based
SErvices.

The cable industry is aglobal market and therefore the ETSI standards are developed to align with standards either
already developed or under development in other regions. The ETSI Specifications are consi stent with the Cablel aby/
PacketCable set of specifications as published by the SCTE. An agreement has been established between ETSI and
SCTE in the US to ensure, where appropriate, that the release of PacketCable and |PCablecom set of specifications are
aligned and to avoid unnecessary duplication. The set of IPCablecom ETSI specifications also refersto

ITU-SG9 draft and published recommendationsrelating to 1P Cable Communication.

The whole set of multi-part ETSI deliverables to which the present document bel ongs specify a Cable Communication
Servicefor the delivery of IP Multimedia Time Critical Services over a HFC Broadband Cable Network to the
consumers home cable telecom terminal. "I PCablecom’ also refers to the ETSI working group program that shall define
and develop these ETS| deliverables.

Many cable television operators are upgrading their facilities to provide two way capability and usng this capability to
provide high speed | P data services per ITU-T Recommendations J.83 and J.112. These operators now want to expand
the capability of this delivery platform to include avariety of time critical services. The present document isone of a
series of documentsrequired to achieve thisgoal. It provides anetwork based call signalling protocol necessary to
establish connections.

ETSI
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1 Scope

The present set of documents specify |PCablecom, a set of protocols and associated element functiona requirements.
These have been developed to deliver Quality-of-Service (QoS), enhanced secure IP multimedia time critical
communication services, using packetized data transmission technology to a consumer'shome over a cable television
Hybrid Fibre/Coaxial (HFC) data network.

NOTE 1: IPCablecom set of documents utilize a network superstructure that overlays the two-way data-ready cable
television network, e.g. as specified within ES 201 488 and ES 200 800.

Whiletheinitial service offeringsin the |PCablecom product line are anticipated to be Packet V oice and Packet Video,
the long-term project vision encompasses alarge family of packet-based services. Thismay require in the future, not
only careful maintenance control, but also an extension of the present set of documents.

NOTE 2: The present set of documents aims for global acceptance and applicability. It istherefore developed in
alignment with standards either already existing or under development in other regionsand in
International Telecommunications Union (ITU).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

» For aspecific reference, subsegquent revisions do not apply.
» For anon-specific reference, the latest version applies.

ITU-T Recommendation J.83 (1997): "Digital multi-programme systems for television, sound and data services for
cable distribution".

ITU-T Recommendation J.112: "Transmission systems for interactive cable television services.

ETSI TS 101 909-3: "Access and Terminals (AT); Digital Broadband Cable Access to the Public Telecommunications
Network; 1P Multimedia Time Critica Services; Part 3: Audio Codec Requirements for the Provision of Bi-Directional
Audio Service over Cable Television Networks using Cable Modems”.

ETSI ES 201 488: "Data-Over-Cable Service Interface Specifications Radio Frequency Interface Specification™.

ETSI ES 200 800: "Digital Video Broadcasting (DVB); DVB interaction channd for Cable TV distribution systems
(CATV)".

RFC 821 (1982): "Simple Mail Transfer Protocol".

RFC 1034 (1987): "Domain names - concepts and facilities'.

RFC 1889 (1996): "RTP: A Transport Protocol for Real-Time Applications’.

RFC 1890 (1996): "RTP Profile for Audio and Video Conferences with Minimal Control™.

RFC 2045 (1996): "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies'.
RFC 2234 (1997): "Augmented BNF for Syntax Specifications: ABNF".

RFC 2326: "Real Time Streaming Protocol (RTSP)".

RFC 2327 (1998): "SDP: Session Description Protocol ™.

RFC 2543 (1999): "SIP: Session Initiation Protocol™.
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RFC 2705 (1999): "Media Gateway Control Protocol (MGCP) Version 1.0".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Access Node: layer two termination device that terminates the network end of the ITU-T Recommendation J.112
connection

NOTE: Itistechnology specific. In ITU-T Recommendation J.112, annex A, it is called the INA whilein annex B
itisthe CMTS.

cable modem: layer two termination device that terminates the customer end of the J.112 connection

| PCablecom: ETSI working group project that includes an architecture and a series of specifications that enable the
delivery of rea time services (such astelephony) over the cable television networks using cable modems

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

API Application Programming Interface
DTMF Dual Tone Multi Frequency
IP Internet Protocol
MGCI Media Gateway Controller Interface
MGCP Media Gateway Control Protocol
MIB Management Information Base
MTA Media Terminal Adaptor
MWD Maximum Waiting Delay
NCS Network Call Signalling
PSTN Public Switched Telephone Network
QoS Quality of Service
RTP Real-time Protocol
SDP Session Description Protocol
UDP User Datagram Protocol

4 Void

5 Overview

The present document describes the NCS profile of an application programming interface (MGCI) and a corresponding
protocol (MGCP) for controlling embedded clients from external call control elements. An embedded client isa
network element that provides:

* two or more traditional anal ogue access lines to a voice-over-I1P (Vol P) network;
e oneor morevideo linesto a Vol P network is for further study.

Embedded clients may not be confined to residential use only. For example, they may be used in a business as well.
Embedded clients are used for line-side access and, as such, are expected to have line-side equipment, e.g. anal ogue
access lines for conventional tel ephones associated with them, as opposed to trunk gateways.
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The MGCP assumes a call control architecture where the call control "intelligence” is outside the gateways and handled
by externa call-control elementsreferred to as Call Agents. The MGCP assumes that these call-control e ements, or
Call Agents (CAs), will synchronize with each other to send coherent commands to the gateways under their contral.
The MGCP defined in the present document does not define a mechanism for synchronizing Call Agents, athough
future 1PCablecom specifications may specify such mechanisms.

The MGCP assumes a connection model where the basic constructs are endpoints and connections. A gateway contains
a collection of endpoints, which are sources, or sinks, of data and could be physical or virtual.

An example of a physical endpoint is an interface on a gateway that terminates an analogue POTS connection to a
phone, key system, PBX, etc. A gateway that terminatesresidentia POTS lines (to phones) is called aresidential
gateway, an embedded client or an MTA. Embedded clients may optionally support video as well.

An example of a virtual endpoint isan audio source in an audio-content server. Creation of physical endpointsrequires
hardware installation, while creation of virtual endpoints can be accomplished by software. However, the NCS profile
of MGCP only addresses physical endpoints.

Connections are point-to-point. A point-to-point connection is an association between two endpoints with the purpose
of transmitting data between these endpoints. Once this association is established for both endpoints, data transfer
between these endpoints can take place. The association is established by creating the connection as two halves; one on
the origination endpoint, and one on the terminating endpoint.

Call Agentsingruct the gateways to create connections between endpoints and to detect certain events, e.g. off-hook,
and generate certain signds, e.g. ringing. It isstrictly up to the Call Agent to specify how and when connections are
made, between which endpoints they are made, aswell as what events and signals are to be detected and generated on
the endpoints. The gateway, thereby, becomes a simple device, without any call state, that receives general ingructions
from the Call Agent without any need to know about or even understand the concept of calls, call states, features, or
feature interactions. When new services areintroduced, customer profiles changed, etc., the changes are transparent to
the gateway. The Call Agentsimplement the changes and generate the appropriate new mix of instructionsto the
gateways for the changes made. Whenever the gateway reboots, it will come up in a clean state and simply carry out the
Call Agent'sinstructions asthey are received.

5.1 Relation with H.323 standards

The MGCPisdesigned as an internal protocol within adistributed system that appearsto the outside asa single Vol P
gateway. This system is composed of a Call Agent, which may or may not be distributed over several computer
platforms, and a set of gateways. In an H.323 configuration, this distributed gateway system may interface on one side
with one or more POTS lines, and on the other side with H.323 conformant systems, asillustrated in figure 1:

Call
H.225.0 Agent
H.245 ;
MGCP
H.323 B RTP Embedded
Endpoint h Client
T0911300-00
(118491)
Figure 1

In the MGCP mode, the gateways focus on the audio signal translation function, whilethe Call Agent handles the
signalling and call processing functions. As a consequence, the Call Agent implementsthe "signalling” layers of the
H.323 standard, and presentsitself asan "H.323 Gatekeeper” or as one or more "H.323 Endpoints’ to the H.323
systems. The H.225.0 call signalling and H.245 media signalling is therefore routed to the Call Agent.
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5.2 Relation with IETF standards

While H.323 used to be the recognized standard for Vol P terminals, the IETF also has produced specifications for other
types of multimedia applications. These other specificationsinclude:

* the session description protocol (SDP), RFC 2327;

* the session announcement protocol (SAP), work in progress;
» thesession initiation protocol (SIP), RFC 2543;

* thereal-time streaming protocol (RTSP), RFC 2326.

The latter three specifications are, in fact, aternative signalling standards that allow for the transmission of a session
description to an interested party. SAP is used by multicast session managersto distribute a multicast session
description to alarge group of recipients. SIP isused to invite an individual user to take part in a point-to-point or
unicast session. RTSPis used to interface a server that provides rea -time data. In al three cases, the session description
is described according to SDP; when audio is tranamitted, it is transmitted through the real-time transport protocol (RTP
and RTCP).

The digtributed gateway systems and MGCP will enable PSTN voice communication and embedded client usersto
access sessions set up using SAP, SIP, or RTSP defined by the IETF MMUSIC Working Group. The Call Agent
provides for signalling conversion, asillustrated in figure 2:

call
SIP, SAP, RTSP Agent
A
MGCP
IETF
MMUSIC |« RTP E"(‘:*l’fgft'ed
Endpoint
T0911310-00
(118491)
Figure 2

The SDP standard has a pivotal statusin this architecture. We will seein the following description that we also use it to
carry session descriptionsin MGCP.

6 Media Gateway Control Interface (MGCI)

MGCI functions provide for connection control, endpoint control, auditing and status reporting. They each use the same
system model and the same naming conventions.

6.1 Model and naming conventions
The MGCP assumes a connection model where the basic constructs are endpoints and connections. Connections are

grouped in calls. One or more connections can belong to one call. Connections and calls are set up at the initiative of
one or several Call Agents.

6.1.1 Endpoint names
Endpoint names, a.k.a. endpoint identifiers, have two components, both of which are defined to be case insensitive here:
» the domain name of the gateway managing the endpoint;

» alocal endpoint name within that gateway.
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Endpoint names will be of the form:

| ocal - endpoi nt - nane@lonai n- nane

where domain-nameis an absolute domain-name as defined in RFC 1034 and includes a host portion, thus an example
domain-name could be:

MyEmbeddedCl i ent . cabl el abs. com

Also, domain-name may be an IPv4 address in dotted decimal form represented as a text-string and surrounded by aleft
and aright square bracket ("[" and "]") asin "[128.96.41.1]" - please consult RFC 821 for details. However, use of IP
addressesis generally discouraged.

Embedded clients may have one or more endpoints (e.g. onefor each RJ11 jack for black phones) associated with them,
and each of the endpointsisidentified by a separate local endpoint name. Just like the domain-name, thelocal endpoint
nameis case insensitive. Associated with the local endpoint name is an endpoint-type, which defines the type of the
endpoint, such as anal ogue phone or video phone. The endpoint-type can be derived from the local endpoint name. The
local endpoint name isahierarchical name, where the least specific component of the name isthe leftmost term, and the
most specific component is therightmost term. More formally, the local endpoint name must adhere to the following
naming rules:

» Theindividual terms of the local endpoint name must be separated by a single dash ("/*, ASCII 2F hex).

e Theindividual termsare ASCII character strings composed of |etters, digits or other printable characters, with
the exception of characters used as delimitersin endpoint-names ("/*, "@"), characters used for wildcarding ("*",
"$"), and white space characters.

»  Wild carding isrepresented either by an asterisk ("*") or adollar sign ("$") for the terms of the naming path
which areto bewild-carded. Thus, if the full local endpoint name looks like:
ternil/tern?/ternsB

and one of theterms of the local endpoint name is wild-carded, then the local endpoint name looks like this:
ternil/tern2/* iftern8iswild-carded.

ternl/*/* iftern2 andt er n8 arewild-carded.

In each of the examples, adollar sign could have appeared instead of the asterisk.

*  Wild-carding is only allowed from theright, thusif aterm iswild-carded, then all terms to theright of that term
must be wild-carded as well.

* In caseswhere mixed dollar sign and asterisk wild-cards are used, dollar-signs are only allowed from the right,
thusif aterm had a dollar sign wild-card, all termsto theright of that term must aso contain dollar sign wild-
cards.

* A termrepresented by an asterisk isto be interpreted as:
"use all values of thisterm known within the scope of the embedded client in question”.

* A termrepresented by adollar signisto be interpreted as:
"use any one value of thisterm known within the scope of the embedded client in question”.

« Each endpoint-type may specify additional detail in the naming rules for that endpoint-type, however such rules
must not be in conflict with the above.

It should be noted that different endpoint-types or even different sub-terms, e.g. "lines", within the same endpoint-type
will result in two different local endpoint names. Consequently, each "lin€" will be treated as a separate endpoint.

6.1.1.1 Embedded client endpoint names
Endpointsin embedded clients MUST support the additional naming conventions specified in this clause.
Embedded clients MAY support one or more endpoint-types including the following:

« Analogue Telephone - The ana ogue telephone is represented as an analogue access line (aaln). Thisisbasically
the equivalent of an ana ogue telephone line as known in the PSTN.
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* Video - The details of the video device-type are for further study.

» Basic AccessISDN - Thedetails of the ISDN device-type are for further study.

6.1.1.1.1 Analogue access line endpoints

In addition to the naming conventions specified above, local endpoint names for endpoints of type "ana ogue access
ling" (aal n) for embedded clients must adhere to the following:

* Local endpoint names contain at least one and, a most, two terms.

 Terml MUST betheterm "aal n" or awildcard character. It should be noted that the use of awildcard character
for term1 can refer to any or al endpoint-types in the embedded client regardiess of their type. Use of this
feature is generally expected to be for administrative purposes, e.g. auditing or restart.

e Term2 MUST be anumber from oneto the number of analogue access lines supported by the embedded client in
question. The number thusidentifies a specific ana ogue access line on the embedded client.

» If alocal endpoint name is composed of only one term, that term will be term1.

e Iftermlisnot awildcard character, the wildcard character dollar sign (referring to "any one") isthen assumed
for term2, i.e. "aal n" isequivalent to "aal n/ $".

e |Iftermlisawildcard character, the wildcard character asterisk (referring to "al") isthen assumed for term2, i.e.
"*"and "$" is equivalent to respectively "*/ *" and "$/ *".

Example analogue access line local endpoint names could thus be:

aaln/ 1 The first analogue access line on the embedded client in question.

aal n/ 2 The second anal ogue access line on the embedded client in question.

aaln/$ Any analogue access line on the embedded client in question.

aal n/ * All analogue access lines on the embedded client in question.

* All endpoints (regardless of endpoint-type) on the embedded client in question.

The provisioning/(auto)configuration process isresponsible for obtaining and providing information about how many
endpoints an embedded client has, aswell as the endpoint-type of each endpoint. Although they arelogically different,
it should be noted that the endpoint-type can be derived from thelocal portion of the endpoint name.

6.1.2 Call names

Callsareidentified by unique identifiers, independent of the underlying platforms or agents. Call identifiersare
hexadecimal strings, which are created by the Call Agent. Call identifiers with amaximum length of 32 MUST be
supported.

At aminimum, cal identifiers MUST be unique within the collection of call agentsthat control the same gateways.
However, the coordination of these call identifiers between Call Agentsis outside the scope of the present document.
When a Call Agent builds several connectionsthat pertain to the same call, either on the same gateway or in different
gateways, these connections all will be linked to the same call through the call identifier. Thisidentifier then can be
used by accounting or management procedures, which are outside the scope of MGCP.

6.1.3 Connection names

Connection identifiers are created by the gateway when it is requested to create a connection. They identify the
connection within the context of an endpoint. Connection identifiers are treated in MGCP as hexadecimal strings. The
gateway MUST ensurethat a proper waiting period, at least three minutes, elapses between the end of a connection that
used thisidentifier and its usein a new connection for the same endpoint. Connection names with a maximum length of
32 characters MUST be supported.
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6.1.4 Names of Call Agents and other entities

The Media Gateway Control Protocol has been designed for enhanced network reliability to allow implementation of
redundant Call Agents. This meansthat thereis no fixed binding between entities and hardware platforms or network
interfaces.

Call Agent names consist of two parts, similar to endpoint names. The local portion of the name does not exhibit any
interna gructure. An example Call Agent nameis:

cal@a. what ever . net

Rdiability is provided by the following precautions:

« Entities such as embedded clientsor Call Agents areidentified by their domain name, not their network
addresses. Several addresses can be associated with a domain name. If acommand cannot be forwarded to one of
the network addresses, implementations MUST retry the transmission using another address.

« Entities may move to another platform. The association between alogical name (domain name) and the actual
platform are kept in the Domain Name Service (DNS). Call Agents and gateways MUST keep track of the
record's time-to-liveread from the DNS. They MUST query the DNS to refresh the information if the
time-to-live has expired.

In addition to the indirection provided by the use of domain names and the DNS, the concept of "notified entity” is
central to rdiability and fail-over in MGCP. The "notified entity” for an endpoint is the Call Agent currently controlling
that endpoint. At any point in time, an endpoint has one, and only one, "notified entity” associated with it, and when the
endpoint needs to send a command to the Call Agent, it MUST send the command to the current "notified entity” for
which endpoint(s) the command pertains. Upon startup, the "notified entity” MUST be set to a provisioned value. Most
commands sent by the Call Agent include the ability to explicitly name the "notified entity" through the use of a
"NotifiedEntity" parameter. The "notified entity" MUST stay the same until either anew "NotifiedEntity" parameter is
received or the endpoint reboots. If the "notified entity” for an endpoint is empty or hasnot been set explicitly (see
note), the "notified entity” will then default to the source address of the last connection handling command or
notification request received for the endpoint. Auditing will thus not change the "naotified entity”.

NOTE: Thiscould happen asaresult of specifying an empty NotifiedEntity parameter.

Clause 6.4 contains a more detailed description of reliability and fail-over.

6.1.5 Digit maps

The Call Agent can ask the gateway to collect digits dialled by the user. This facility isintended to be used for ana ogue
access lines with residential gateways to collect the numbersthat a user dials; it may also be used to collect access
codes, credit card numbers, and other numbers requested by call control services. Endpoints MUST support digit maps
as defined in this clause.

An dternative procedure involves the gateway notifying the Call Agent of the dialled digits as soon asthey are dialled,
ak.a, overlap sending. However, such a procedure generates alarge number of interactions. It is preferable to
accumul ate the dialled numbers in a buffer, and then to tranamit them in a single message.

The problem with this accumulation approach, however, isthat it is difficult for the gateway to predict how many
numbers it needs to accumulate before transmission. For example, using the phone on our desk, we can did the
following numbers:

0 Local operator

00 Long distance operator

XXXX Local extension number

8XXXXXXX Local number

FXXXXXXX Shortcut to local number at other corporate sites
*XX Star services

9 LXXXXXXXKXXK Long distance number

9011 + up to 15 digits International number
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The solution to this problem isto load the gateway with adigit map that correspondsto the dial plan for theareain
which the gateway resides. Thus the actual digit map used may differ between regions. This digit map is expressed
using a syntax derived from the UNIX system command, egrep. For example, the dial plan described above resultsin
the following digit map:

(OT] O00T| [ 1- 7] xXX| 8BXXXXXXX]| #XXXXXXX]| *XX]| 9LXXXXXXXXXX| 9011x. T)

The formal syntax of the digit map is described by the following BNF notation:

Digit o= "o | tav | ot2" ) 3" | "4" | "5" | “e" | "7t | "8 | "9"
Ti mer = "T" | "t" -- matches the detection of a tiner
Letter ::=Digit | Timer | "#" | "*" | "A" | "a" | "B" | "b" | "C" | "c¢" | "D | "d"
Range i= "X ] "x" -- matches any digit
| "[" Letters "]" -- matches any of the specified letters
Letters ::= Subrange | Subrange Letters
Subr ange ::= Letter -- matches the specified letter
| Digit "-" Digit -- matches any digit between first and | ast
Posi tion ::= Letter | Range
StringElenent ::= Position -- matches an occurrence of the position
| Position "." -- matches an arbitrary nunber of occurrences

- of the position, including O

String ::= StringElenent | StringElement String
StringList ::= String | String "|" StringList
DigitMap ::= String | "(" StringList ")"

A DigitMap, according to this syntax, is defined either by a (case insensitive) "string” or by a"list of strings'.
Regardless of the above syntax, atimer is currently only allowed if it appearsin the last position in a string (see note 1).
Each gring in the list is an aternate numbering scheme. A gateway that detects digits, letters, or timers will:

1) Add the event parameter code for the digit, |etter, or timer, as atoken to the end of the "current dia sring”
internal dtatevariable.

2) Apply the"current dial string” to the digit map table, attempting a match, in lexical order, to each regular
expression in the Digit Map.

3) If theresult isunder-qualified (partially matches at least one entry in the digit map), do nothing further.
NOTE 1: For ingtance, "123T" and "123[1-2T5]" satisfy that rule, but "12T3" does not.

If theresult matches, or is over-qualified (i.e. no further digits could possibly produce a match), send thelist of digitsto
the Call Agent (see note 2) and clear the "current dial string”.

NOTE 2: Thelist of digits may include other events aswell (see clause 6.4.3.1).
Timer T isadigit input timer that can be used in two ways:

*  Whentimer T isused with adigit map (see note 3), thetimer is not started until the first digit is entered, and the
timer isrestarted after each new digit is entered until either a digit map match or mismatch occurs. In this case,
timer T functions as an inter-digit timer.

NOTE 3: Technically speaking with the "accumulate according to digit map" action.
*  Whentimer T isused without a digit map, thetimer is started immediately and ssimply cancelled (but not

restarted) as soon asadigit is entered. In this case, timer T can be used as an inter-digit timer when overlap
sending is used.
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When used with adigit map, timer T takes on one of two values, T or Tir. When &t |east one more digit is required
for the digit string to match any of the patternsin the digit map, timer T takes on the value T, corresponding to partial
did timing. If atimer isal that isrequired to produce amatch, timer T takes on the value T;; corresponding to critical
timing. When timer T is used without a digit map, timer T takes on the value T.. The default value for Ty, is16 sand
the default value for T is4 s. The provisioning process may alter both of these.

Digit maps can be provided to the gateway by the Call Agent, whenever the Call Agent instructs the gateway to listen
for digits. Again, it should be noted, that the details of the digit map used will depend on the areain which the gateway
resides and thus the digit map is programmable. Digit maps, when provided by the Call Agent, MUST be as defined in
this clause.

6.1.6 Events and signals

The concept of events and signasis central to MGCP. A Call Agent may ask to be notified about certain events
occurring in an endpoint, e.g. off-hook events. A Call Agent also may request certain signalsto be applied to an
endpoint, e.g. dial-tone.

Events and signals are grouped in packages within which they share the same namespace, which we will refer to as
event namesin the following. A packageisa collection of events and signals supported by a particular endpoint-type.
For ingtance, one package may support a certain group of events and signals for anal ogue access lines, and another
package may support another group of events and signals for video lines. One or more packages may exist for agiven
endpoint-type, and each endpoint-type has a default package with which it is associated.

Event names consist of a package name and an event code and, since each package defines a separate namespace, the
same event codes may be used in different packages. Package names and event codes are case insendtive strings of
letters, digits, and hyphens, with the restriction that hyphens MUST NOT bethe firgt or last character in aname. Some
event codes may need to be parameterized with additional data, which is accomplished by adding the parameters
between a set of parentheses. The package name is separated from the event code by a dash ("/"). The package name
may be excluded from the event name, in which case the default package name for the endpoint-typein question is
assumed. For example, for an anal ogue access line with the example line package (package name "X") being the default
package, the following two event names are considered equd :

e X/d did-tonein the example line package for an analogue access ling;
« d dial-tonein the example line package (default) for an analogue access line.

Annex A definesan initial set of packages. Additional package names and event codes may be defined by and/or
registered with 1PCablecom. Any change to the packages defined in the present document MUST result in a change of
the package name, or a change in the NCS profile version number, or possibly both.

Each package MUST have a package definition, which MUST define the name of the package, and the definition of
each event belonging to the package. The event definition MUST include the precise name of the event, i.e. the event
code, aplain text definition of the event and, when appropriate, the precise definition of the corresponding signals, for
example the exact frequencies of audio signals such as dia-tone or DTMF tones. Events must further specify if they are
persistent (e.g. off-hook, see clause 6.3.1) and if they contain auditable event-states (e.g. off-hook, see clause 6.3.8.1).
Signas MUST also have their type defined (On/Off, Time-Out, or Brief), and Time-Out signals MUST have a default
time-out value defined - see clause 6.3.1.

In addition to |PCablecom packages, implementers MAY gain experience by defining experimental packages. The
package name of experimental packages MUST begin with the two characters "x-" or "X-"; IPCablecom MUST NOT
register package names that start with these two characters. An embedded client that receives a command referring to an
unsupported package MUST return an error (error code 518 - unsupported package).

Package names and event codes support one wild-card notation each. Thewildcard character "*" (asterisk) can be used
to refer to all packages supported by the endpoint in question, and the event code "all" to refer to al eventsin the
packagein question. For example:

o Xldl referstoal eentsin the exampleline package for an analogue accessline;

« */dl for an anaogue accessline, refersto all packages and all eventsin those packages supported by the
endpoint in question.
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Consequently, the package name "*" MUST NOT be assigned to a package, and the event code "all" MUST NOT be
used in any package.

Events and signals are by default detected and generated on endpoints, however some events and signals may be
detected and generated on connectionsin addition to or ingead of on an endpoint. For example, endpoints may be asked
to provide aringback tone on a connection. In order for an event or signal to be able to be detected or generated on a
connection, the definition of the event/signal MUST explicitly define that the event/signal can be detected or generated
on aconnection.

When a signal shall be applied on a connection, the name of the connection is added to the name of the event, usng an
"at" sign (@) asaddimiter, asin:

Xl rt @A3F58

The wildcard character "*" (asterisk) can be used to denote "all connections' on the affected endpoint(s). When this
convention is used, the gateway MUST generate or detect the event on all the connections that are connected to the
endpoint(s). An example of this convention is:

Xrt@

Thewildcard character "$" (dollar sign) can be used to denote "the current connection”. This convention MUST NOT
be used unless the event notification request is"encapsulated” within a CreateConnection or ModifyConnection
command. When the convention is used, the gateway MUST generate or detect the event on the connection that is
currently being created or modified. An example of this convention is:

Xrt@

The connection id, or a wildcard replacement, can be used in conjunction with the "dl packages' and "al events'
conventions. For example, the notation:

*lall @

can be used to designate all events on all connections for the affected endpoint(s).

6.2 SDP use

The Call Agent uses the MGCP to provide the gateways with the description of connection parameters such as|P
addresses, UDP port, and RTP profiles. Except where otherwise noted or implied in the present document, SDP
descriptions MUST follow the conventions delineated in the session description protocol (SDP), which isnow an IETF-
proposed standard RFC 2327.

SDP allows for description of multimedia conferences. The NCS profile will only support the setting of audio and video
connections using the media types "audio" and "video". Currently, only "audio" connections have been specified.

6.3 Gateway control functions

This clause describes the commands of the MGCP in the form of aremote procedure call (RPC) like API, which we

will refer to asthe media gateway control interface (MGCI). An MGCI function is defined for each MGCP command,
where the MGCI function takes and returns the same parameters as the corresponding MGCP command. The functions
shown in this clause provide a high-level description of the operation of MGCP and describe an example of an RPC-like
API that MAY be used for an implementation of MGCP. Although the MGCI API is merely an example API, the
semantic behaviour defined by MGCI is an integral part of the specification, and al implementations MUST conform to
the semantics specified for MGCI. The actual MGCP messages exchanged, including the message formats and
encodings used are defined in the protocol section (clause 15). Embedded clients MUST implement those exactly as
Specified.
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The MGCI service consists of connection handling and endpoint handling commands. The following is an overview of
the commands:

The Call Agent can issue a NotificationRequest command to a gateway, instructing the gateway to watch for
specific events such as hook actions or DTMF tones on a specified endpoint.

The gateway will then use the Notify command to inform the Call Agent when the requested events occur on the
specified endpoint.

The Call Agent can use the CreateConnection command to create a connection that terminatesin an endpoint
inside the gateway.

The Call Agent can use the M odifyConnection command to change the parameters associated to a previousy
established connection.

The Call Agent can use the Del eteConnection command to delete an existing connection. In some circumstances,
the DeleteConnection command & so can be used by a gateway to indicate that a connection can no longer be
sustained.

The Call Agent can use the AuditEndpoint and AuditConnection commands to audit the status of an "endpoint”
and any connections associated with it. Network management beyond the capabilities provided by these
commands are generally desirable, e.g. information about the status of the embedded client. Such capabilitiesare
expected to be supported by the use of the Simple Network Management Protocol (SNMP) and definition of a
MIB, which is outside the scope of the present document.

The gateway can use the RestartinProgress command to notify the Call Agent that the endpoint, or a group of
endpoints managed by the gateway, is being taken out of service or is being placed back in service.

These services allow a controller (normally the Call Agent) to instruct a gateway on the creation of connections that
terminate in an endpoint attached to the gateway, and to be informed about events occurring at the endpoint. Currently,
an endpoint is limited to a specific anal ogue access line within an embedded client.

Connections are grouped into "calls'. Several connections, that may or may not belong to the same call, can terminate in
the same endpoint. Each connection is qualified by a"mode" parameter, which can be set to "send only" (sendonly),
"recaive only” (recvonly), "send/receive’ (sendrecv), "conference” (confrnce), "inactive" (inactive), "replicate”
(replcate), "network loopback™ (netwloop) or "network continuity test" (netwtest). The "mode” parameter determines if
media packets can be sent and/or received on the connection; however, RTCP is unaffected.

Audio signalsreceived from the endpoint will be sent on any connection for that endpoint whose mode is either "send
only", "send/receive’, "conference’, or "replicate’.

Handling of the audio signalsreceived on these connections is also determined by the mode parameters:

Audio signalsreceived in data packets through connectionsin "inactive" or "replicate” mode are discarded.

Audio signalsreceived in data packets through connectionsin "receive only”, "conference”, or "send/receive"
mode are mixed together and then sent to the endpoint.

Audio signas originating from the endpoint are transmitted over all the connections whose modeis "send only”,
"conference”, or "send/receive’.

In addition to being sent to the endpoint, audio signalsreceived in data packets through connectionsin
"conference’ mode arereplicated to all the other connections for the endpoint whose mode is "conference”. The
details of this forwarding, e.g. RTP trandlator or mixer, €etc., is outside the scope of the present document.

Audio signas sent to and from the endpoint are mixed and transmitted over all the connections whose mode is
"replicate”. This SHOULD include audio signals generated by signals.

Audio signasreceived in data packets through connectionsin "network loopback” or "network continuity test”
mode will be sent back on the connection as described bel ow.

If themodeis set to "network loopback,” the audio signals received from the connection will be echoed back on the
same connection. The "network loopback™ mode SHOULD simply operate as an RTP packet reflector.
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The "network continuity test” mode is used for continuity checking across the | P network. An endpoint-type specific
signal is sent to the endpoints over the IP network, and the endpoint is then supposed to echo the signa over thelP
network after passing it through the gateway's interna equipment to verify proper operation. The signal MUST go
through internal decoding and re-encoding prior to being passed back. For analogue access lines, the signal will be an
audio signd, and the signal MUST NOT be passed on to a td ephone connected to the anal ogue access line, regardiess
of the current hook-state of that handset, i.e. on-hook or off-hook

New and exigting connections for the endpoint MUST NOT be affected by connections placed in "network loopback” or
"network continuity test” mode. However, local resource constraints may limit the number of new connections that can
be made.

The "replicate’ mode MUST at a minimum support replicating the stream from the endpoint and one other connection
regardless of the encoding method used for that other connection. The "replicate” connection is however only
REQUIRED to support aresulting media stream in G.711 encoding (see note). Support of the "conference" mode is
optional. Please refer to annex F for illustrations of mode interactions.

NOTE: The"replicate" connection can, e.g. be used to support "busy line verification" with minimal resource
impact on the embedded client.

6.3.1 NotificationRequest

The NoatificationRequest command is used to request the gateway to send a notification upon the occurrence of
specified eventsin an endpoint. For example, anotification may be requested when tones associated with fax
communication are detected on the endpoint. The entity receiving this notification, usually the Call Agent, may then
decide that a different type of encoding should be used on the connections bound to this endpoint and ingtruct the
gateway accordingly (see note 0).

NOTE 0: Thenew instruction would be a ModifyConnection command.

Ret ur nCode
~ Notificati onRequest (Endpointld
[, NotifiedEntity]
[, RequestedEvents]
Request I denti fier
Di gi t Map]
Si gnal Request s]
Quar ant i neHandl i ng]
Det ect Event s])

Endpointld istheidentifier for the endpoint(s) in the gateway where NotificationRequest executes. The Endpointid
MUST follow therules for endpoint names specified in clause 6.1.1. The"any of" wildcard MUST NOT be used.

NotifiedEntity isan optional parameter that specifies anew "notified entity” for the endpoint.

Requestidentifier is used to correlate thisrequest with the notification it may trigger. It will be repeated in the
corresponding Notify command.

SignalRequests is a parameter that contains the set of signals that the gateway is asked to apply. Unless otherwise
specified, signals are applied to the endpoint, however some signals can be applied to a connection. The following are
examples of signals (see note 0a):

NOTE Oa Please refer to O for a completelist of signals.
e Ringing;

e Busy tone

e Call waiting tone;

« Off hook warning tone;

* Ringback tones on a connection.
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Signas are divided into different types depending upon their behaviour:

e On/off (OO -Onceapplied, these signaslast until they are turned off. This can only happen as theresult of a
new Signal Requests where the signal isturned off (see later). Signals of type OO are defined to be idempotent,
thus multiple requests to turn agiven OO signa on (or off) are perfectly valid and MUST NOT result in any
errors. An On/Off signal could be a visual message waiting indicator (VMWI). Once turned on, it MUST NOT
be turned off until explicitly insructed to by the Call Agent, or the endpoint restarts.

e Time-out (TO - Onceapplied, these signals last until they are either cancelled (by the occurrence of an event
or by not being included in a subsequent [possibly empty] list of signals), or a signal-specific period of time has
elapsed. A signal that times out will generate an "operation complete” event (please see annex A for further
definition of thisevent). A TO signal could be "ringback” timing out after 180 s. If an event occurs prior to the
180 s, the signal will, by default, be stopped (see note 1). If the signal is not stopped, the signal will time out,
stop and generate an "operation complete”’ event, about which the Call Agent may or may not have requested to
be notified. If the Call Agent has asked for the "operation complete” event to be notified, the "operation
complete” event sent to the Call Agent will include the name(s) of the signal(s) that timed out (see note 2).
Signal(s) generated on a connection will include the name of that connection. Time-out signals have a default
time-out value defined for them, which may be altered by the provisioning process. Also, the time-out period
may be provided as a parameter to the signal. A value of zero indicates that the time-out period isinfinite. A TO
signal that fails after being sarted, but before having generated on "operation complete’ event will generate an
"operation failure" event, which will include the name(s) of the signal(s), that timed out (see note 3).

NOTE 1: The"Keep signal(s) active" action may override this behaviour.
NOTE 2: If parameters were passed to the signal, the parameters will not be reported.
NOTE 3: These are merely examples from the example line packagein O.

 Brief (BR) - Theduration of these signalsis so short that they stop on their own. If asignal stopping
event occurs, or anew Signal Requests is applied, a currently active BR signal will not stop. However, any
pending BR signas not yet applied will be cancelled. A brief tone could be a DTMF digit. If the DTMF digit
"1" iscurrently being played, and a Sgnal stopping event occurs, the 1" would finish playing.

Signals are, by default, applied to endpoints. If asignal applied to an endpoint resultsin the generation of amedia
stream (audio, video, etc.), the media stream MUST NOT be forwarded on any connection associated with that
endpoint, regardless of the mode of the connection. For example, if a call-waiting tone is applied to an endpoint
involved in an active call, only the party using the endpoint in question will hear the call-waiting tone. However,
individual signals may define a different behaviour.

When asgna isapplied to a connection that hasreceived a RemoteConnectionDescriptor (see dause 6.3.3), the media stream
generated by that signal MUST be forwarded on the connection regardless of the current mode of the connection. If a
RemoteConnectionDescriptor has not been received, the gateway MUST return an error (error code 527 - missing
RemoteConnectionDescriptor).

When a (possibly empty) list of signal(s) is supplied, thislist completely replaces the current list of active time-out
signals. Currently active time-out signalsthat are not provided in thenew list MUST be stopped and the new signal(s)
provided will now become active. Currently active time-out signalsthat are provided in the new list of signals MUST
remain active without interruption, thus the timer for such time-out signals will not be affected. Consequently, thereis
currently no way to restart the timer for a currently active time-out signal without turning the signal off first. If the
time-out signal is parameterized, the original set of parameters MUST remain in effect, regardless of what valuesare
provided subsequently. A given signal MUST NOT appear more than once in a Signal Requests.

The currently defined signals can be found in annex A.

RequestedEventsisalist of eventsthat the gateway is requested to detect on the endpoint. Unless otherwise specified,
events are detected on the endpoint, however some events can be detected on a connection. Examples of events are (see
note 4):

» on-hook transition (occurring in classic telephone sets when the user hangs up the handset);

» off-hook transition (occurring in classic telephone sets when the user lifts the handset);

* DTMFdigits (or pulse digits).
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The currently defined events can be found in annex A.
NOTE 4: These are merdy examples from the example line packagein O.

To each event is associated one or more actions that define the action that the gateway must take when the event in
question occurs. The possible actions are:

* Notify the event immediately, together with the accumulated list of observed events.
* Accumulatethe event.
* Accumulate according to Digit Map.
* Ignorethe event.
*  Keep Signal(s) active.
« Embedded NotificationRequest.
» Embedded ModifyConnection.
Two sets of requested events will be detected by the endpoint; persistent and non-persistent.

Persistent events are always detected on an endpaint. If a persistent event is not included in thelist of RequestedEvents,
and the event occurs, the event will be detected anyway, and processed like all other events, asif the persistent event
had been requested with a Notify action (see note 5). Thus, informally, persistent events can be viewed as always being
implicitly included in the list of RequestedEvents with an action to Notify, although no glare detection, etc., will be
performed (see note 6). Persstent events areidentified as such through their definition - see annex A.

NOTE 5: Thusthe Requestldentifier will be the Requestidentifier of the current NotificationRequest.

NOTE 6: Normadlly, if arequest to look for, e.g. off-hook, is made, therequest is only successful if the phoneis not
already off-hook.

Non-persistent events are those events that have to be explicitly included in the RequestedEvents list. The (possibly
empty) list of requested events completely replaces the previous list of requested events. In addition to the persistent
events, only the events specified in the requested eventslist will be detected by the endpoint. If a persistent event is
included in the RequestedEvents list, the action specified will then replace the default action associated with the event
for thelife of the RequestedEvents list, after which the default action isrestored. For example, if "Ignore off-hook™ was
specified, and a new request without any off-hook instructions were received, the default "Notify off-hook™ operation
then would be restored. A given event MUST NOT appear more than once in a RequestedEvents.

More than one action can be specified for an event, athough a given action can not appear more than once for a given
event. The following matrix specifies the legal combinations of actions:

Table 1
Notify [Accumulate | Accumulate | Ignore | Keep Embedded Embedded
according Signal(s) | NotificationRequest | ModifyConnection
to digit map Active
Notify - - - - v - v
Accumulate - - - - v V v
Accumulate - - - - v - v
according to digit
map
Ignore - - - - v - v
Keep Signal(s) v v v v - v v
active
Embedded - v - - v - v
NotificationRequest
Embedded v v v v v v -
ModifyConnection

If aclient receives arequest with an invalid action or illegal combination of actions, it MUST return an error to the Call
Agent (error code 523 - unknown or illegal combination of actions).
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When multiple actions are specified, e.g. "Keep signal(s) active" and "Notify", the individua actions are assumed to
occur simultaneoudly.

The Call Agent can send a NatificationRequest with an empty RequestedEventslist to the gateway. The Call Agent can
do so, for example, to an embedded client when it does not want to collect any more DTMF digits. However, persistent
events will still be detected and notified.

DigitMap isan optional parameter that allows the Call Agent to provision the endpoint with adigit map according to
which digitswill be accumulated when the Call Agent provides a RequestedEvents parameter with the action
"accumul ate according to digit map" for that endpoint. The digit map provided is persistent and, therefore, need not be
provided whenever arequest to "accumulate according to digit map" is made, however Call Agents can provide a digit
map at any time. A digit map MUST be provided for the endpoint no later than with thefirst request to "accumulate
according to digit map". If the gateway is requested to "accumulate according to digit map" and the gateway currently
does not have adigit map for the endpoint in question, the gateway MUST return an error (error code 519 - endpoint
does not have a digit map).

Each endpoint has a variable called the "current did string” in which digits are collected for matching with the digit
map, as specified in clause 6.1.5. Whenever a Notify is sent or a NotificationRequest isto be processed, the "current
did string” isinitialized to anull string. The digits to be processed may now either be detected as input, or they may be
retrieved from an event input holding area known as the "quarantine buffer" - please see clause 6.4.3.1 for further
details.

The signals being applied by the Signal Requests are synchronized with the collection of events specified or implied in
the RequestedEvents parameter, except if overridden by the "Keep signal(s) active' action. For example, if the
NotificationRequest mandated a "ringing" signal and the event request asked to look for an "off-hook™ event, the
ringing should, by default, stop as soon as the gateway detected an off-hook event. If "off-hook™ was defined asa
persistent event and the event request did not ask to look for an "off-hook" event, the ringing would stop anyway since
off-hook would then be implied in the RequestedEvents parameter. The formal definition isthat the generation of all
"Time Out" signals MUST stop as soon as one of the requested eventsis detected, unless the "Keep signal(s) active"
action is associated to the specified event. In the case of the action "accumulate according to digit map”, the default
behaviour would be to stop all active time-out signals when the first digit (see note 7) is accumulated - it isirrdevant to
this synchronization if the accumulated digit resultsin a match, mismatch, or partial matching to the digit map.

NOTE 7: Digit asdefined in digit maps, i.e. including asterisk, timer, ec.

If it isdesired that time-out signal(s) continue when alooked-for event occurs, the"Keep Signal(s) Active" action can
be used. Thisaction hasthe effect of keeping all currently active time-out signal(s) active, thereby negating the default
stopping of time-out signa's upon the event's occurrence.

If signal(s) are desired to start when alooked-for event occurs, the "Embedded NotificationRequest™ action can be used.
The embedded NotificationRequest may include a new list of RequestedEvents, SignalRequests and anew Digit Map as
well. However, the "Embedded NoatificationRequest” cannot include another "Embedded NotificationReguest”. When
the "Embedded NotificationRequest" is activated, the "current dial string” will be cleared; thelist of observed events
and the quarantine buffer will be unaffected (see clause 6.4.3.1).

The embedded NotificationRequest action allows the Call Agent to set up a "mini-script” to be processed by the
gateway immediately following the detection of the associated event. Any Signal Requests specified in the embedded
NotificationRequest will start immediately. Considerable care must be taken to prevent discrepancies between the Call
Agent and the gateway. However, long-term discrepancies should not occur as new Signal Requests completely replaces
the old list of active time-out signals, and BR-type signals always stop on their own. Limiting the number of On/Off-
type signalsis encouraged. It is considered good practice for a Call Agent to occasionally turn on &l On/Off signals that
should be on, and turn off all On/Off signalsthat should be off.

If connection modes are desired to be changed when alooked-for event occurs, the "Embedded ModifyConnection”
action can be used. The embedded ModifyConnection may include alist of connection mode changes each consisting of
the mode change and the affected connection-id. The wildcard "$" can be used to denote "the current connection”,
however thisnotation MUST NOT be used outside a connection handling command - the wildcard refersto the
connection in question for the connection handling command.
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The embedded ModifyConnection action allows the Call Agent to ingtruct the endpoint to change the connection mode
of one or more connectionsimmediately following the detection of the associated event. Each of connection mode
changes work similarly to a corresponding ModifyConnection command (see note 8). When alist of connection mode
changes is supplied, the connection mode changes MUST be applied one at atimein left-to-right order. When all the
connection mode changes have finished, an "operation complete" event parameterized with the name of the compl eted
action will be generated (see annex A for details). Should any of the connection mode changes fail, an "operation
failure" event parameterized with the name of the failed action and connection mode change will be generated (see
annex A for details) - therest of the connection mode changes MUST NOT be attempted, and the previous successful
connection mode changesin thelist MUST NOT be changed either.

NOTE 8: Thus, if, eg. D-QoS is used on the connection, the default D-QoS action will still be taken when the
embedded ModifyConnection action is carried out.

Finally, the Ignore action can be used to ignore an event, e.g. to prevent a persstent event from being notified.
However, the synchronization between the event and an active signa will still occur by default.

Clause 6.4.3.1 contains additional details on the semantics of event detection and reporting. The reader is encouraged
to study it carefully.

The specific definition of actions that are requested via these Signal Requests (e.g. the duration of and frequency of a
DTMF digit) is outside the scope of the core NCS Specification. This definition may vary from location to location and,
hence, from gateway to gateway. Consequently, the definitions are provided in event packages, which may be provided
outside of the core specification. An initial list of event packages can be found in annex A.

The RequestedEvents and Signal Requests generally refer to the same events. In one case, the gateway is asked to detect
the occurrence of the event and, in the other case, it is asked to generate it. There are exceptionsto thisrule, for
example, fax and modem tones, which can be detected but can not be signalled. However, we necessarily cannot expect
all endpointsto detect al events. The specific events and signal s that a given endpoint can detect or perform are
determined by the list of event packages that are supported by that endpoint. Each package specifies alist of events and
signalsthat can be detected or applied. A gateway that is requested to detect or to apply an event that is not supported
by the specified endpoint MUST return an error (error code 512 or 513 - not equipped to detect event or generate
signal). When the event nameis not qualified by a package name, the default package name for the endpoint is
assumed. If the event name isnot registered in this default package, the gateway MUST return an error (error code 522 -
no such event or signal).

The Call Agent can send a NatificationRequest whose requested signal list is empty. This hasthe effect of stopping all
active time-out signals. It can do so, for example, when tone generation, e.g. ringback, should stop.

QuarantineHandling isan optional parameter that specifies handling options for the quarantine buffer (see
clause 6.4.3.1). It allows the Call Agent to specify whether quarantined events should be processed or discarded. If the
parameter is absent, the quarantined events MUST be processed.

DetectEventsisan optional parameter that specifies a minimum list of events that the gateway is requested to detect in
the "natification” and "lockstep” state. The list is persigtent until anew value is specified. Further explanation of this
parameter may be found in clause 6.4.3.1.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

6.3.2 Notifications

Notifications are sent viathe Notify command by the gateway when an observed event isto be notified:

Ret ur nCode

~ Notify(Endpointld
[, NotifiedEntity]
, Requestldentifier
, ObservedEvents)

Endpointld isthe name for the endpoint in the gateway, which isissuing the Notify command, as defined in
clause 6.1.1. Theidentifier MUST be a fully qualified endpoint name, including the domain name of the gateway. The
local part of the name MUST NOT use the wildcard convention.
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NotifiedEntity isan optional parameter that identifies the entity to which the notification is sent. This parameter is
equal to the NatifiedEntity parameter of the NotificationRequest that triggered this notification. The parameter is absent
if there was no such parameter in the triggering request. Regardless of the value of the "NotifiedEntity parameter, the
notification MUST be sent to the current "notified entity” for the endpoint.

Requestidentifier isaparameter that repeats the Requestidentifier parameter of the NotificationRequest that triggered
thisnatification. It isused to correlate this notification with the notification request that triggered it. Persistent events
will be viewed here asif they had been included in the last NotificationRequest. When no NotificationRequest has been
received, the Requestldentifier used will be zero ("0").

ObservedEventsisalist of events that the gateway detected and accumulated, either by the "accumulate”, "accumulate
according to digit map", or "notify" action. A single notification can report alist of events that will be reported in the
order in which they were detected. Thelist can only contain persistent events and events that were requested in the
RequestedEvents parameter of the triggering NotificationRequest. Events that were detected on a connection will
include the name of that connection. Thelist will contain the events that were either accumulated (but not notified) or
accumulated according to digit map (but no match yet), and the final event that triggered the notification or provided a
final match in the digit map. It should be noted that digits are added to the list of observed eventsasthey are

accumul ated, irrespective of whether they are accumulated according to the digit map or not. For example, if auser entersthe
digits"1234" and some event E is accumulated between the digits 3" and "4" being entered, thelist of observed eventswould
be"1,2, 3 E 4"

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

6.3.3 CreateConnection

Thiscommand is used to create a connection.

Ret ur nCode
, Connectionld
[, SpecificEndPointld]
, Local Connecti onDescri ptor
[, Resourcel D
~ CreateConnection(Callld , Endpointld
[, NotifiedEntity]
Local Connecti onOpti ons
Mbde
Renot eConnect i onDescri pt or]
Request edEvent s]
Request I denti fier]
Di gi t Map]
Si gnal Request s]
Quar ant i neHandl i ng]
Det ect Event s])

Thisfunction is used when setting up a connection between two endpoints. A connection is defined by its attributes and
the endpointsit associates. The input parametersin CreasteConnection provide the data necessary to build one of the two
endpoints "view" of a connection.

Callld isaparameter that identifies the call (or session) to which this connection belongs. This parameter is, at a
minimum, unique within the collection of Call Agentsthat control the same gateways, connectionsthat belong to the
same call sharethe same call-id. The call-id can be used to identify calls for reporting and accounting purposes.

Endpointld istheidentifier for the endpoint in the gateway where CreateConnection executes. The Endpointld can be
specified fully by assigning a non-wildcarded value to the parameter Endpointld in the function call or it can be under-
specified by using the "anyone" wildcard convention. If the endpoint is under-specified, the endpoint identifier will be
assigned by the gateway and its complete value returned in the SpecificEndPointld parameter of the response. The
"all" wildcard convention MUST NOT be used.

NotifiedEntity isan optional parameter that specifies anew "notified entity” for the endpoint.
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L ocal ConnectionOptionsis a structure that describes the characteristics of the media data connection from the point-
of-view of the gateway executing CreateConnection. It instructs the endpoint on send and receive characteristics of the
media connection. The basic fields contained in Local ConnectionOptions are:

Encoding Method. A list of literal names for the compression algorithm (encoding/decoding method) used to
send and receive media on the connection MUST be specified with at least one value. The entriesin thelist are
ordered by preference. The endpoint MUST choose exactly one of the codecs, and the codec SHOULD be
chosen according to the preference indicated. If the endpoint receives any media on the connection encoded with
adifferent encoding method, it MAY discard it. The endpoint MUST additionally indicate which of the
remaining compression algorithmsit iswilling to support as alternatives - see clause 7.4.1 for details. A list of
permissible encoding methods is specified in a separate | PCablecom document.

Packetization Period. The packetization period in milliseconds, as defined in the SDP standard (RFC 2327),
MUST be specified and with exactly one value. The value only pertains to media sent. A list of permissible
packetization periods is specified in a separate | PCablecom document.

Echo Cancdlation. Whether echo cancellation should be used on the line side or not (see note 1). The parameter
can have the value "on" (when the echo cancellation is requested) or "off" (when it isturned off). The parameter
is optional. When the parameter is omitted, the embedded client MUST apply echo cancellation.

NOTE 1: Echo cancellation on the packet sideis not supported.

Type of Service. Specifies the class of service that will be used for sending media on the connection by
encoding the 8-bit type of service value parameter of the IP header as two hexadecima digits. The parameter is
optional. When the parameter is omitted, a default value of AQy applies corresponding to an | P precedence bits
setting of five.

Silence Suppression. Whether silence suppression should be used or not in the send direction. The parameter
can have the value "on" (when silenceis to be suppressed) or "off" (when silence isnot to be suppressed). The
parameter is optional. When the parameter is omitted, the default is not to use silence suppression.

The following L ocal ConnectionOptions fields are used to support Dynamic Quality of Service (D-QoS) - pleaserefer to
annex B for further details:

D-QoS Gatel D The Gatel D for the gate that has been setup at the edge router. The Gate-1D isa 32 bit identifier
encoded as a string of up to 8 hex characters. This parameter is optional in general, but mandatory when D-QoS
resource reservation and/or committal isto be performed. The presence of this parameter impliesthat D-QoSis
to be performed for this command, where as absence impliesthat D-QoS is not to be performed.

D-QoS Resour ce Reser vation Allows explicit control over whether D-QoS resource reservation and/or
committal should be performed in the send and/or receive direction or not. The parameter is optional and can
have one or more of the following values:

Reserve values:
e "SendReserve' Resources arereserved in the send direction only.
* "ReceveReserve" Resources arereserved in the receive direction only.
» "SendReceiveResarve' Resources arereserved in the send and receive direction.

Commit values:

"SendCommit" Resources are committed in the send direction only.
"Recel veCommit" Resources are committed in the receive direction only.
" SendReceiveCommit" Resources are committed in the send and receive direction.
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The parameter is optional, and multiple values are separated by commas. When D-QoS isto be performed, and the
parameter is either omitted or no valueis present, resource reservation MUST be performed for both the send and
receive direction. The resources reserved are determined by the coding parameters applied to the connection, i.e.
encoding method, packetization period, dlence suppression, ciphersuite, etc. Externa parameters, such as the use of
payl oad header suppression may affect the amount of resources reserved aswell (see TS 101 909-3 for details).

Receive resources can be reserved and committed without having obtained a RemoteConnectionDescriptor, whereas
send resources can be reserved, but not committed, until a RemoteConnectionDescriptor is supplied. When D-QoS
reservation isto be performed, and the parameter is either omitted or no value is present, resources MUST by default be
committed based on the connection mode as specified in table 2:

Table 2
Connection Mode D-QoS
"inactive” Do not commit
"send only", "replicate” Commit send
"receive only" Commit receive
"send/receive", "conference", "network loopback”, |Commit send and receive
"network continuity test"

If adifferent commit operation is desired, the appropriate commit value is supplied and will be used instead. If a
commit operation isto be performed, but no reservation has been made, or an existing reservation does not fully satisfy
the resources to be committed (see note 2), areservation will be made automatically. If areserve valueis specified, but
no commit value is specified, a commit operation will not be performed.

NOTE 2: Thisisnot possible for the CreateConnection command but is noted here for completeness. It is possible
for the ModifyConnection command however (see clause 6.3.4).

» Resourcel D: an existing Resourcel D for resources already reserved at the edge router. The use of the
Resourcel D allows separate reservations to reserve the same resource, however only one of the reservations can
be active at a given point in time. The Resourcel D is a 32-hit identifier encoded as a string of up to 8 hex
characters. The parameter is optional.

* ReserveDestination: this optional parameter may specify an |Pv4 address, optionally followed by a colon and a
UDP port number, that isthe destination for the resource reservation. When a UDP port number isnot specified,
adefault value of 9 applies. The ReserveDestination is typically used when resource reservation is to be
performed, and a RemoteConnectionDescriptor has not yet been provided for the connection. This enables
reservations and downstream commits to be sent to the edge router when the source of a media stream isnot yet
known (see note 3). When a RemoteConnectionDescriptor has been provided, the parameter isignored.

NOTE 3: Note that thiswill enable certain theft-of-service scenarios. See the Dynamic Quality of Service
Specification (j.dqos) for details.

The following L ocal ConnectionOptions fields are used to support the 1PCablecom security services:

» Secret The optional secret isaseed value that MUST be used to derive end-to-end encryption keys for the RTP
and RTCP security services as specified in the IPCablecom Security specification (under devel opment). The
secret SHOUL D be encoded as clear-text if it only contains values in the ASCII character range 21, to 7E.
Otherwise, the secret MUST be encoded using base64 encoding. If no valueis supplied, or the parameter is
omitted and security services areto be used, the endpoint MUST generate a secret on its own (see note 4). When
a secret is supplied by the CA, the secret SHOULD be used.

NOTE 4: Thisincludes both generating a new secret and using a secret supplied in a RemoteConnectionDescriptor.

* RTP ciphersuite A list of ciphersuites for RTP security in order of preference. Theentriesin thelist are ordered
by preference where the first ciphersuiteisthe preferred choice. The endpoint MUST choose exactly one of the
ciphersuites. The endpoint SHOULD additionally indicate which of the remaining ciphersuitesit iswilling to
support as alternatives (see clause 7.4.1 for details). Each ciphersuite isrepresented as ASCI| strings consisting
of two (possibly empty) substrings separated by a slash ("/"), where the first substring identifies the
authentication algorithm, and the second substring identifies the encryption algorithm. A list of permissible
ciphersuites are specified in the | PCablecom Security Specification (under devel opment).
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* RTCP ciphersuite A lig of ciphersuites for RTCP security in order of preference. Theentriesin thelist are
ordered by preference where thefirgt ciphersuite isthe preferred choice. The endpoint MUST choose exactly one
of the ciphersuites. The endpoint SHOULD additionally indicate which of the remaining ciphersuitesit iswilling
to support as dternatives. See clause 7.4.1 for details. Each ciphersuiteis represented as ASCII strings consisting
of two (possibly empty) substrings separated by a slash ("/"), where the first substring identifies the
authentication algorithm, and the second substring identifies the encryption algorithm. A list of permissible
ciphersuites are to be specified in the | PCablecom Security Specification, which is under development.

The embedded client MUST respond with an error (error code 524 - Local ConnectionOptions inconsistency) if any of
the above rules are violated. All of the above mentioned default values can be altered by the provisioning process.

RemoteConnectionDescriptor isthe connection descriptor for the remote side of a connection, on the other side of the
IP network. It includes the same fiel ds as the L ocal ConnectionDescriptor (not to be confused with

Local ConnectionOptions), i.e. the fields that describe a session according to the SDP standard. clause 7.4, detailsthe
supported use of SDP in the NCS profile. This parameter may have a null value when the information for the remote
end isnot known. This occurs because the entity that builds a connection starts by sending a CreateConnection to one of
the two gateways involved. For the first CreateConnection issued, thereis no information available about the other side
of the connection. Thisinformation may be provided later viaa ModifyConnection call.

The NCS profile currently assumes that the same media parameters apply to a connection in both the send and receive
direction. Part of theinformation in the RemoteConnectionDescriptor is therefore redundant and a potential for
inconsistency with the Local ConnectionOptions exists. It is however purely the responsibility of the Call Agent to
ensure that it issues coherent commands to each endpoint to ensure that consistent media parameters are specified. If
inconsistency is detected by a gateway though, the L ocal ConnectionOptions will simply take precedence. When codecs
are changed during a call, small periods of time may exist where the endpoints use different codes. As stated above,
embedded clients MAY discard any mediareceived that is encoded with a different codec than what is specified in the
L ocal ConnectionOptions for a connection.

M ode indicates the mode of operation for this side of the connection. The options are "send only," "receive only",
"send/receive’, "conference”, "inactive", "replicate”, "network loopback” or "network continuity test”. The handling of
these modes is specified in the beginning of clause 6.3. Some endpoints may not be capable of supporting all modes. If
the command specifies a mode that the endpoint does not support, an error MUST be returned (error code 517 -
unsupported mode). Also, if aconnection has not yet received a RemoteConnectionDescriptor, an error MUST be
returned if the connection is attempted to be placed in any of the modes "send only"”, "send/receive”, "replicate”, or

"conference" (error code 527 - missing RemoteConnectionDescriptor).

Connectionld is a parameter returned by the gateway that uniquely identifies the connection within the context of the
endpoint in question.

L ocal ConnectionDescriptor isa parameter returned by the gateway, which is a session description that contains
information about, e.g. addresses and RTP portsfor "IN" connections as defined in SDP. It is similar to the
RemoteConnectionDescriptor, except that it specifies this Sde of the connection. clause 7.4, detail s the supported use of
SDPin the NCS profile.

After receiving a "CreateConnection” command that does not include a RemoteConnectionDescriptor parameter, a
gateway is in an ambiguous situation for the connection in question. Because it has exported a

Local ConnectionDescriptor parameter, it potentially can receive packets on that connection. Because it has not yet
received the other gateway's RemoteConnectionDescriptor parameter, it does not know whether the packetsit receives
have been authorized by the Call Agent. Thus, it must navigate between two risks, i.e. clipping some important
announcements or listening to insane data. The behaviour of the gateway is determined by the value of the mode
parameter (subject to security):

» If themode was set to "receive only”, the gateway MUST accept the voice signals received on the connection
and transmit them through to the endpoint.

« |f the mode was set to "inactive", the gateway MUST (as always) discard the voice signals received on the
connection.

» |If the mode was set to "network loopback” or "network continuity test” the gateway MUST perform the expected
echo or response. The echoed or generated media MUST then be sent to the source of the mediareceived.

* Note, that when the endpoint does not have a RemoteConnectionDescriptor for the connection, the connection

can by definition not bein any of the modes "send only", "send/receive’, "replicate’, or "conference”.
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The RequestedEvents, Requestl dentifier, DigitM ap, SignalRequests, Quar antineHandling, and DetectEvents
parametersare al optional. They can be used by the Call Agent to effectively include a notification request that is
executed simultaneously with the creation of the connection. If one or more of these parametersis present, the
Requestidentifier MUST be one of them. Thus, theinclusion of a notification request can be recognized by the presence
of a Requestidentifier. Therest of the parameters may or may not be present. If one of the parametersisnot present, it
MUST betreated asif it was anorma NotificationReguest with the parameter in question being omitted. This may have
the effect of cancelling signals and of stop looking for events.

As an example of use, consider a Call Agent that wantsto place a call to an embedded client. The Call Agent should:

» ask the embedded client to create a connection, in order to be sure that the user can start speaking as soon asthe
phone goes off hook;

e ask the embedded client to start ringing;
» ask the embedded client to notify the Call Agent when the phone goes off-hook.

All of the above can be accomplished in a single CreateConnection command by including a notification request with
the RequestedEvents parameters for the off-hook event and the Signal Requests parameter for theringing signal.

When these parameters are present, the creation of the connection and the notification request MUST be synchronized,
which means that they are both either accepted or refused. In our example, the CreateConnection must be refused if the
gateway does not have sufficient resources or cannot get adequate resources from the local network access. The
off-hook notification request must be refused in the glare condition if the user isalready off-hook. In this example, the
phone must not ring if the connection cannot be established, and the connection must not be established if the user is
already off-hook. An error would be returned instead (error code 401 - phone off hook), which informs the Call Agent
of the glare condition.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

Resour cel D isa D-QoS parameter that may be returned by the gateway. When a successful D-QoS resource reservation
is made, the Resourcel D provides a handle for the resources reserved.

6.3.4 ModifyConnection

Thiscommand is used to modify the characteristics of a gateway's "view" of a connection. This"view" of the call
includes both the local connection descriptor, aswell as the remote connection descriptor.

Ret ur nCode
[, Local Connecti onDescri ptor]
[, Resourcel D
~ Modi fyConnection(Callld
Endpoi nt 1 d
Connectionld
NotifiedEntity]
Local Connecti onOpt i ons]
Mbde]
Renot eConnect i onDescri pt or]
Request edEvent s]
Request I dentifier]
Di gi t Map]
Si gnal Request s]
Quar ant i neHandl i ng]
Det ect Event s])

The parameters used are the same as in the CreateConnection command, with the addition of a Connectionld that
uniquely identifies the connection within the endpoint. This parameter isreturned by the CreateConnection command
together with thelocal connection descriptor. It uniquely identifies the connection within the context of the endpoint.

The Endpointld MUST be a fully qualified endpoint name. The local name MUST NOT use the wildcard convention.

The ModifyConnection command can be used to affect connection parameters, subject to the same rules and constraints
as specified for CreateConnection:

* Provide information on the other end of the connection through the RemoteConnectionDescriptor .

ETSI



29 ETSI TS 101 909-4 V1.1.1 (2001-07)

« Activate or deactivate the connection by changing the mode parameter's value. This can occur at any time during
the connection, with arbitrary parameter values. An activation can, for example, be set to the "receive only"
mode.

» Changethe parameters of the connection through the L ocal ConnectionOptions, for example, by switching to a
different coding scheme, changing the packetization period, or modifying the handling of echo cancellation.

The details of D-Q0S operation were specified in the CreateConnection command and generally the samerules apply
here, except as noted below:

e D-QoS Gatel D A D-QoS Gatel D is mandatory when D-QoS operation isrequired, unless D-QoS operation has
previously been done for the connection in question. In the latter case, the previously supplied D-QoS Gatel D
will then be used.

* D-QoS Resour ce Reservation Allows explicit control over whether D-QoS resource reservation and/or
committal should be performed in the send and/or receive direction or not. The parameter is optiona and
multiple values can be specified. When the parameter is omitted and D-QoS reservation is to be performed, the
default isto reservein both the send and receive direction, unless a suitable reservation for the connection has
already been made (see annex B). In that case, anew reservation will not be made. Resources are committed the
same way as for CreateConnection, except when changing to "inactive" mode. In that case, the committed
resources MUST be lowered to zero. An existing resource reservation is still maintained though.

* Resourcel D The parameter is optional. When supplied, it replaces the Resourcel D kept by the embedded client
for the connection.

* ReserveDestination The parameter is optional. When supplied, it replaces the ReserveDestination kept by the
embedded client for the connection. If a RemoteConnectionDescriptor has been supplied for the connection, the
parameter isignored.

The command will only return a L ocal ConnectionDescriptor if thelocal connection parameters, such as, eg. RTP
ports, etc. are modified. Thus, if, e.g. only the mode of the connection is changed, a Local ConnectionDescriptor will not
be returned. If a connection parameter is omitted, e.g. mode or silence suppression, the old value of that parameter will
be retained if possible. If a parameter change necessitates a change in one or more unspecified parameters, the gateway
is free to choose suitable values for the unspecified parametersthat must change (see note 1).

NOTE 1: Thiscan for instance happen if a codec change is specified, and the old codec used silence suppression,
but the new one does not support it. If, e.g. the packetization period furthermore was not specified, and
the new codec supported the old packetization period, the value of this parameter would not change, asa
change would not be necessary.

The RTP address information provided in the RemoteConnectionDescriptor specifies the remote RTP address of the
receiver of media for the connection. This RTP address information may have been changed by the Call Agent (see
note 2). When RTP addressinformation is given to an embedded client for a connection, the embedded client SHOULD
only accept media streams (and RTCP) from the RTP address specified as well. Any media streams received from any
other addresses SHOULD be discarded. The IPCablecom Security Specification (under devel opment) should be
consulted for additional security requirements.

NOTE 2: For ingance if medianeedsto traverse afirewall.

The RequestedEvents, Requestl dentifier, DigitM ap, SignalRequests, Quar antineHandling, and DetectEvents
parameters are optional. The parameters can be used by the Call Agent to include a notification request that istied to
and executed simultaneously with the connection modification. If one or more of these parametersis supplied, then
Requestidentifier MUST be one of them. For example, when a call is accepted, the calling gateway should be instructed
to place the connection in "send/receive’ mode and to stop providing ringback tones. This can be accomplished in a
single ModifyConnection command by including a notification request with the RequestedEvents parameters for the
on-hook event, and an empty Signal Requests parameter, to stop the provision of ringback tones.

When these parameters are present, the connection modification and the notification request MUST be synchronized,
which means that they are both either accepted or refused.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.
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Resour cel D isa D-QoS parameter that isreturned by the gateway if it performs aresource reservation and obtainsa
new Resourcel D from the edge router. When a successful D-QoS resource reservation is made, the Resourcel D
provides a handle for the resources reserved.

6.3.5 DeleteConnection (From the Call Agent)

Thiscommand is used to terminate a connection. As a side effect, it collects statistics on the execution of the
connection.

Ret ur nCode
, Connection-paraneters
~ Del eteConnection(Callld
, Endpointld
Connectionld
NotifiedEntity]
Request edEvent s]
Request I denti fier]
Di gi t Map]
Si gnal Request s]
Quar ant i neHandl i ng]
Det ect Event s])

The endpoint identifier, in thisform of the DeleteConnection command, MUST be fully qualified. Wildcard
conventions MUST NOT be used.

In the general case where a connection has two ends, this command has to be sent to both gateways involved in the
connection. After the connection has been deleted, packet network media streams previoudy supported by the
connection areno longer available. Any media packets received for the old connection are simply discarded and no new
media packets for the stream are sent. When one or more D-QoS reservations and/or committal s have been made for the
connection, the Del eteConnection command will rel ease the resources reserved.

In response to the DeleteConnection command, the gateway returns alist of parameters that describe the status of the
connection. These parameters are:

* Number of packets sent. The total number of RTP data packets transmitted by the sender since starting
transmission on the connection. The count isnot reset if the sender changes its synchronization source identifier
(SSRC, as defined in RTP) - for example, asaresult of a Modify command. The valueis zeroif, e.g. the
connection was always set in "receive only" mode.

* Number of octets sent. Thetotal number of payload octets (i.e. not including header or padding) transmitted in
RTP data packets by the sender since starting transmission on the connection. The count isnot reset if the sender
changes its SSRC identifier - for example, asaresult of a ModifyConnection command. The valueiszero if, e.g.
the connection was always set in "receive only" mode.

* Number of packetsreceived. Thetotal number of RTP data packets received by the sender since starting
reception on the connection. The count includes packets received from different SSRC if the sender used several
values. Thevalueiszeroif, e.g. the connection was always set in "send only" mode.

* Number of octetsreceived. Thetotal number of payl oad octets (i.e. not including header or padding)
tranamitted in RTP data packets by the sender since starting transmission on the connection. The count includes
packets received from different SSRC if the sender used several values. The valueis zero if, e.g. the connection
was always set in "send only" mode.

* Number of packetslost. Thetotal number of RTP data packets that have been lost since the beginning of
reception. Thisnumber is defined to be the number of packets expected less the number of packets actually
received, where the number of packetsreceived includes any which are late or are duplicates. The count includes
packets received from different SSRC if the sender used several values. Thus, packets that arrive late are not
counted as lost, and the loss may be negative if there are duplicates. The count includes packets received from
different SSRC if the sender used several values. The number of packets expected is defined to be the extended
last sequence number received, less the initial sequence number received. The count includes packets received
from different SSRC, if the sender used several values. The valueiszeroif, e.g. the connection was always set in
"send only" mode.
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* Interarrival jitter. An estimate of the statistical variance of the RTP data packet interarrival time measured in
milliseconds and expressed as an unsigned integer. Theinterarrival jitter "J" is defined to be the mean deviation
(smoothed absolute value) of the difference "D" in packet spacing at the receiver compared to the sender for a
pair of packets. Detailed computation algorithms are found in RFC 1889. The count includes packets received
from different SSRC if the sender used several values. Thevalueiszeroif, e.g. the connection was always set in
"send only" mode.

* Averagetransmisson delay. An estimate of the network latency, expressed in milliseconds. Thisisthe average
value of the difference between the NTP timestamp indicated by the senders of the RTCP messages and the NTP
timestamp of the receivers, measured when the messages arereceived. The average is obtained by summing all
the estimates and then dividing by the number of RT CP messages that have been received. It should be noted
that the correct calculation of this parameter relies on synchronized clocks. Embedded client devices MAY
alternatively estimate the average transmission delay by dividing the measured roundtrip time by two.

For amore detailed definition of these variables, pleaserefer to RFC 1889.

The NotifiedEntity, RequestedEvents, Requestl dentifier, DigitM ap, SignalRequests, QuarantineHandling, and
DetectEvents parameters are optional. They can be used by the Call Agent to transmit anotification request that istied
to and executed simultaneously with the deletion of the connection. However, if one or more of these parametersare
present, Requestl dentifier MUST be one of them. For example, when a user hangs up the phone, the gateway might be
instructed to delete the connection and to start looking for an off-hook event. This can be accomplished in asingle
DéeleteConnection command also by transmitting the RequestedEvents parameter for the off-hook event and an empty
Signa Requests parameter.

When these parameters are present, the del ete connection and the notification request MUST be synchronized, which
means that they are both either accepted or refused.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

6.3.6 DeleteConnection (From the Embedded Client)

In some circumstances, a gateway may have to clear a connection, for example, because it haslost the resource
associ ated with the connection. The gateway can terminate the connection by using a variant of the DeleteConnection
command:

Ret ur nCode

~ Del eteConnection(Callld,
Endpoi nt 1 d,
Connectionl d,
Reason- code,
Connecti on- paraneters)

The Endpointld, in this form of the DeleteConnection command, MUST be fully qualified. Wildcard conventions
MUST NOT be used.

The Reason-code isatext string starting with a numeric reason-code and optionally followed by a descriptive text
string. A list of reason-codes can be found in clause 6.6.

In addition to the Callld, Endpointld, and Connectionld, the embedded client will also send the connection's
parameters, which would have been returned to the Call Agent in response to a DeleteConnection command from the
Call Agent. Thereason code indicates the cause of the DeleteConnection. When one or more D-QOoS reservations and/or
committal s have been made for the connection, the embedded client will release the resources reserved.

ReturnCode is a parameter returned by the Call Agent. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.
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6.3.7 DeleteConnection (Multiple Connections From the Call Agent)

A variation of the DeleteConnection function can be used by the Call Agent to del ete multiple connections at the same
time. The command can be used to delete al connectionsthat relateto a call for an endpoint:

Ret ur nCode

~ Del eteConnection(Callld,
Endpoi nt | d)

The Endpointld, in this form of the DeleteConnection command, MUST NOT use the "any of" wildcard. All
connectionsfor the endpoint(s) with the Callld specified will be deleted. The command does not return any individual
statistics or call parameters.

DeleteConnection can also be used by the Call Agent to delete all connections that terminate in a given endpoint:

Ret ur nCode
~ Del et eConnecti on( Endpoi nt | d)

In this form of the DeleteConnection command, Call Agents can take advantage of the hierarchical naming structure of
endpointsto delete all the connections that belong to a group of endpoints. In this case, part of the "local endpoint
name" component of the Endpointld can be specified using the "all" wildcarding convention, as specified in

clause 6.1.1. The "any of" wildcarding convention MUST NOT be used. The command does not return any individual
statistics or call parameters.

After the connection has been deleted, packet network media streams previously supported by the connection are no
longer available. Any media packets received for the old connection are smply discarded and no new media packets for
the stream are sent. When one or more D-QoS reservations and/or committals have been made for the connection, the
embedded client will rel ease the resources reserved.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

6.3.8 Auditing

The MGCP s based upon a centralized call control architecture where a Call Agent acts as the remote controller of
client devices that provide voice interfaces to users and networks. In order to achieve the same or higher levels of
availability as the current PSTN, some protocols have implemented mechanismsto periodically "ping" subscribersin
order to minimize the time before an individua outage is detected. In thisinterest, an MGCP-specific auditing
mechanism between the embedded clients and the Call Agentsin alPCablecom system is provided to allow the Call
Agent to audit endpoint and connection state and to retrieve protocol -specific capabilities of an endpoint.

Two commands for auditing are defined for the embedded clients:
e AuditEndPoint: Used by the Call Agent to determine the status of an endpoint.
e AuditConnection: Used by the Call Agent to obtain information about a connection.

Network management beyond the capabilities provided by these commandsis generaly desirable, e.g. information
about the status of the embedded client as opposed to individual endpoints. Such capabilities are expected to be
supported by the use of the Simple Network Management Protocol (SNMP) and by definition of a MIB for the
embedded client, both of which are outside the scope of the present document.
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6.3.8.1 AuditEndPoint

The AuditEndPoint command can be used by the Call Agent to find out the status of a given endpoint.

{ ReturnCode
[, EndPointldList]
[, NunEndPoints] } |
{ ReturnCode

Request edEvent s]

Di gi t Map]

Si gnal Request s]

Request I dentifier]
NotifiedEntity]
Connectionldentifiers]

Det ect Event s]

Obser vedEvent s]

Event St at es]

, Capabilities] }

~ Audi t EndPoi nt (Endpointld
[, Requestedlnfo] | { [,

Speci fi cEndPoi nt | D]
[, MaxEndPointlDs] })

The Endpointld identifies the endpoint that is being audited. The "any of" wildcard convention MUST NOT be used.

The"dl of" wildcard convention can be used to audit a group of endpoaints. If this convention is used, the gateway
MUST return the list of endpoint identifiers that match the wildcard in the EndPointl dList parameter, which issimply
alist of SpecificEndpointlds - Requestedinfo MUST NOT be included in this case. MaxEndPointl Ds is a numerical
value that indicates the maximum number of Endpointldsto return. If additional endpoints exist, the NumEndPoints
return parameter MUST be present and indicate the total number of endpoints that match the EndpointID specified. In
order to retrieve the next block of EndpointlDs, the SpecificEndPointI D is set to the value of the last endpoint returned
in the previous EndPointI DList, and the command isissued.

When the wildcard convention is not used, the (possibly empty) Requestedl nfo describes the information that is
requested for the Endpointld specified - the SpecificEndpoint! D and MaxEndpointID parameters MUST NOT be used
then. The following endpoint-specific information can then be audited with this command:

RequestedEvents, DigitMap, Signal Requests, Requestldentifier, NotifiedEntity, Connectionldentifiers,
DetectEvents, ObservedEvents, EventStates, VersionSupported, and Capabilities.

Theresponse will, in turn, include information about each of the items for which auditing information was requested:

* RequestedEvents - The current value of RequestedEvents the endpoint is using induding the action associated
with each event. Persigtent eventsareincluded in thelist.

» DigitMap - The digit map the endpoint is using currently.

» SignalRequests- A list of the; Time-Out signalsthat are currently active, On/Off signalsthat are currently "on"
for the endpoint (with or without parameter), and any pending Brief signals (see note). Time-Out signals that
have timed-out, and currently playing Brief signals are not included. Parameterized signals are reported with the
parameters they were applied with.

NOTE: Currently, there should be no pending brief signals.

* Requestldentifier - The Requestldentifier for the last NotificationRequest received by the endpoint (includes
notification request embedded in connection handling primitives). If no notification request has been received,
the value zero will be returned.

* NotifiedEntity - The current "notified entity" for the endpoint.

» Connectionldentifiers- A comma-separated list of Connectionldentifiers for al connectionsthat currently exist
for the specified endpoint.

» DetectEvents - The current value of DetectEvents the endpoint isusing. Persistent eventsare included in the list.

* ObservedEvents- The current list of observed events for the endpoint.
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EventStates - For eventsthat have auditable states associated with them, the event corresponding to the state the
endpoint isin, e.g. off-hook in the example line package if the endpoint is off-hook. The definition of the
individual events will state if the event in question has an auditabl e state associated with it.

VersionSupported - A list of protocol versions supported by the endpoint.

Capabilities - The capabilities for the endpoint similar to the Local ConnectionOptions parameter and including
event packages and connection modes. If thereis aneed to pecify that some parameters, such ase.g. silence
suppression, are only compatible with some codecs, then the gateway will return several capability sets. If an
endpoint is queried about a capability it does not understand, the endpoint MUST NOT generate an error; instead
the parameter MUST be omitted from the response:

Compression Algorithm - A list of supported codecs. Therest of the parameterswill apply to all codecs
specified in thislist.

Packetization Period - A single value or arange may be specified.

Bandwidth - A single value or arange corresponding to the range for packetization periods may be specified
(assuming no silence suppression).

Echo Cancdllation - Whether echo cancellation is supported or not.
Silence Suppression - Whether slence suppression is supported or not.
Type of Service - Whether type of service is supported or not.

Event Packages- A list of event packages supported. The first event package in thelist will be the default
package.

Modes - A list of supported connection modes.
Dynamic Quality of Service - Whether Dynamic Quality of Serviceis supported or not.

Security - Whether |PCablecom Security services are supported or not. If supported, the following parameters
may be present as well:

RTP Ciphersuites - A lig of authentication and encryption algorithms supported for RTP.

RTCP Ciphersuites- A list of authentication and encryption agorithms supported for RTCP.

The Call Agent may then decide to use the AuditConnection command to obtain further information about the
connections.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

If no info was requested and the Endpointld refersto a valid fully-specified Endpointld, the gateway ssmply returns a
successful response (return code 200 - transaction executed normally).

It should be noted, that al of theinformation returned is merely a snapshot. New commands received, local activity, etc.
may alter most of the above. For example the hook-state may change before the Call Agent receives the above
information.
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6.3.8.2 AuditConnection

Auditing of individual connections on an endpoint can be achieved using the AuditConnection command.

Ret ur nCode

, Callld]

Noti fi edEntity]

Local Connecti onOpti ons]

Mbde]

Renpt eConnect i onDescri ptor]

Local Connecti onDescri ptor]

, Connecti onPar anet er s]

~ Audi t Connecti on( Endpoi ntld

, Connectionld
[, Requestedlnfo])

The Endpointld identifies the endpoint that is being audited-wildcards MUST NOT be used. The (possibly empty)
Requestedl nfo describes the information that is requested for the Connectionld within the Endpointld specified. The
following connection info can be audited with this command:

Callld, NotifiedEntity, Local ConnectionOptions, Mde, ConnectionParaneters,
Renot eConnect i onDescri ptor, Local Connecti onDescri ptor.

Theresponse will, in turn, include information about each of the items for which auditing info was requested:
e Callld - TheCdlld for the call to which the connection belongs.
* NotifiedEntity - The current "notified entity" for the endpoint.
» LocalConnectionOptions - The Local ConnectionOptions supplied for the connection.
* Maode - The current connection mode.
» ConnectionParameter s - Current connection parametersfor the connection.
» LocalConnectionDescriptor - The Local ConnectionDescriptor that the gateway supplied for the connection.

* RemoteConnectionDescriptor - The RemoteConnectionDescriptor that was supplied to the gateway for the
connection.

ReturnCode is a parameter returned by the gateway. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

If no information was requested, and the Endpointld refers to a valid endpoint, the gateway simply checks that the
connection specified exists and, if so, returns a positive response (return code 200 - transaction executed).

6.3.9 Restart in Progress

The RestartinProgress command is used by the gateway to signal that an endpoint, or a group of endpoints, is taken out
of service or is being placed back in service.

Ret ur nCode
[, NotifiedEntity]
[, VersionSupported]

~ Restart!nProgress(Endpointld
, Restart Met hod
[, RestartDelay])

The Endpointld identifies the endpointsthat are taken in or out of service. The "all of" wildcard convention can be
used to apply the command to a group of endpoints, for example, al endpointsthat are attached to a specified interface,
or even al endpointsthat are attached to a given gateway. The "any of" wildcard convention MUST NOT be used.
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The RestartMethod parameter specifies the type of restart:

* A "graceful” restart method indicates that the specified endpoint(s) will be taken out of service after the specified
"restart delay”. The established connections are not yet affected, but the Call Agent should refrain from
establishing new connections, and should try to gracefully tear down any existing connections.

« A "forced" restart method indicates that the specified endpoints are taken out of service abruptly. The established
connections, if any, arelost.

* A'restart” method indicates that service will be restored on the endpoints after the specified "restart delay".
There are no connections that are currently established on the endpoints.

« A "disconnected" method indicates that the endpoint has become disconnected and is now trying to establish
connectivity. The "restart delay" specifies the number of seconds the endpoint has been disconnected.
Established connections are not affected.

The optional "restart delay” parameter is expressed as anumber of seconds. If the number is absent, the delay value
should be considered null. In the case of the "graceful” method, anull delay indicates that the Call Agent should simply
wait for the natural termination of the existing connections, without establishing new connections. Therestart delay is
always considered null in the case of the "forced” method. A restart delay of null for the "restart” method indicates that
service has aready been restored. Thistypically will occur after gateway startup/reboot. To mitigate the effects of a
client IP address change, the Call Agent MAY wish to resolve the embedded client's domain name by querying the
DNS regardless of the TTL of a current resource record for the restarted embedded client.

Embedded clients SHOULD send a "graceful” or "forced" RestartlnProgress message as a courtesy to the Call Agent
when they are taken out of service, e.g. by being shutdown, or taken out of service by a network management system,
although the Call Agent cannot rely on aways receiving such messages. Embedded clients MUST send a "restart”
RestartInProgress message with anull delay to their Call Agent when they are back in service according to therestart
procedure specified in clause 6.4.3.5 - Call Agents can rely on receiving this message. Also, embedded clients MUST
send a "disconnected” RestartinProgress message to their current "notified entity” according to the "disconnected"
procedure specified in clause 6.4.3.6. The "restart delay” parameter MUST NOT be used with the "forced" restart
method.

The RestartinProgress message will be sent to the current "notified entity” for the Endpointld in question. It is expected
that a default Call Agent, i.e. "notified entity”, has been provisioned for each endpoint so, after areboot, the default Call
Agent will be the"notified entity" for each endpoint. Embedded clients MUST take full advantage of wild-carding to
minimize the number of RestartinProgress messages generated when multiple endpoints in a gateway restart and the
endpoints are managed by the same Call Agent.

ReturnCode is a parameter returned by the Call Agent. It indicates the outcome of the command and consists of an
integer number (see clause 6.5) optionally followed by commentary.

A NotifiedEntity may additionally be returned with the response from the Call Agent:

» |If theresponseindicated success (return code 200 - transaction executed), the restart procedure has compl eted,
and the NotifiedEntity returned isthe new "notified entity" for the endpoint(s).

» |If theresponse from the Call Agent indicated an error, therestart procedure isnot yet complete, and must
therefore be initiated again. If a NotifiedEntity parameter was returned, it then specifies the new "notified entity"
for the endpoint(s), which must consequently be used when retrying the restart procedure.

Finally, a VersionSupported parameter with alist of supported versions may be returned if the response indicated
version incompatibility (error code 528).

6.4 States, failover and race conditions

In order to implement proper call Sgnalling, the Call Agent must keep track of the state of the endpoint, and the
gateway must make sure that events are properly notified to the call agent. Special conditions may exist when the
gateway or the call agent are restarted: the gateway may need to be redirected to anew call agent during "failover”
procedures; Similarly, the call agent may need to take special action when the gateway is taken offline, or restarted.
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6.4.1 Recaps and highlights

Asmentioned in clause 6.1.4, Call Agents are identified by their domain name, and each endpoint has one, and only
one, "notified entity" associated with it at any given point in time. In this clause we recap and highlight the areas that
are of special importance to reliability and fail-over in MGCP:

e A Call Agentisidentified by its domain name, not its network addresses, and several network addresses can be
associated with a domain name.

« An endpoint has one, and only one, Call Agent associated with it a any given point in time. The Call Agent
associated with an endpoint is the current value of the "notified entity”.

* The"natified entity” isinitially set to a provisioned value. When commands with a NotifiedEntity parameter is
received for the endpoint, including wild-carded endpoint-names, the "notified entity” is set to the value
specified. If the "notified entity” for an endpoint is empty or has not been set explicitly (see note), the "notified
entity" defaultsto the source address of the last connection handling command or notification request received
for the endpoint. In this case, the Call Agent will thus be identified by its network address, which SHOULD only
be done on exceptiona basis.

NOTE: Thiscould for instance happen by specifying an empty NotifiedEntity parameter.

» Responsesto commands are aways sent to the source address of the command, regardless of the current
"notified entity". When a Notify message needs to be piggy-backed with the response, the datagram is still sent
to the source address of the new command received, regardless of the NotifiedEntity for any of the commands.

* When the "notified entity" refers to a domain name that resolves to multiple | P-addresses, endpoints are capable
of switching between each of these addresses, however they cannot change the "notified entity” to another
domain name on their own. A call agent can however ingruct them to switch by providing them with anew
"notified entity".

« |If acall agent becomes unavailable, the endpoints managed by that call agent will eventually become
"disconnected”. The only way for these endpoints to become connected again is either for the failed call agent to
become available again, or for another (backup) call agent to contact the affected endpoints with a new "notified
entity".

*  When another (backup) call agent has taken over control of a group of endpoints, it is assumed that the failed call
agent will communicate and synchronize with the backup call agent in order to transfer control of the affected
endpoints back to the original call agent, if so desired. Alternatively, the failed call agent could simply become
the backup call agent now.

We should note that handover conflict resolution between separate Call Agent'sisnot provided - we arerelying strictly
on the Call Agent's knowing what they are doing and communicating with each other (although AuditEndpoint can be
used to learn about the current "notified entity”).

6.4.2 Retransmission and detection of lost associations

The MGCP protocal is organized as a set of transactions, each of which is composed of a command and aresponse. The
MGCP messages, being carried over UDP, may be subject to losses. In the absence of atimely response (see

clause 7.5), commands are repeated. Gateways MUST keep in memory alist of the responses that they sent to recent
transactions, and alist of the transactions that are currently being executed. Recent ishere defined by the value Ttyig
that specifies the number of seconds that responses to old transactions must be kept for. The default value for Tty iS
30s.

The transaction identifiers of incoming commands are first compared to the transaction identifiers of the recent
responses. If amatch isfound, the gateway does not execute the transaction, but smply repeatsthe old response. If a
match to a previously responded to transaction is not found, the transaction identifier of the incoming command is
compared to thelist of transactions that have not yet finished executing. If amatch is found, the gateway does not
execute the transaction, which is simply ignored - aresponse will be provided when the execution of the command is
complete.

Thisrepetition mechanism is used to guard against four types of possible errors:

e trangmission errors, when, e.g. a packet islost due to noise on aline or congestion in a queue;
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» component failure, when, e.g. an interface for a call agent becomes unavailable;
o call agent failure, when, e.g. all interfaces for a call agent becomes unavailable;
» failover, when anew call agent is "taking over" transparently.

The elements should be able to derive from the past history an estimate of the packet lossrate. In a properly configured
system, thisloss rate should be very low, typically less than 1% on average. If a call agent or agateway hasto repeat a
message more than a few times, it isvery legitimate to assume that something el se than atransmission error is
occurring. For example, given auniformly distributed loss rate of 1%, the probability that 5 consecutive transmission
attempts fail is 1in 100 billion, an event that should occur less than once every 10 days for a call agent that processes
1 000 transactions per second. (Indeed, the number of repetitionsthat is considered excessive should be a function of
the prevailing packet loss rate.) When errors are non-uniformly distributed, the consecutive failure probability can
become somewnhat higher. We should note that the "suspicion threshold”, which we will call "Max1", isnormaly lower
than the "disconnection threshold", which we will call "Max2", and which should be set to alarger value.

A classic retransmission agorithm would simply count the number of successive repetitions, and conclude that the
association is broken after re-tranamitting the packet an excessive number of times (typically between 7 and 11 times).
In order to account for the possibility of an undetected or in-progress "failover”, we modify the classic agorithm as
follows:

» Thegateway MUST always check for the presence of anew call agent. It can be noticed by:
— receiving acommand where the NotifiedEntity pointsto anew call agent; or
— receiving aredirection response pointing to anew call agent.

e If anew Call Agent isdetected, the gateway MUST direct retransmissions of any outstanding commands for the
endpoint(s) redirected to that new Call Agent. Responses to new or old commands are still tranamitted to the
source address of the command.

» Prior to any retransmission, it is checked that the time elapsed since the sending of the initial datagram isno
greater than TSy |f more than Ts,. time has elapsed, the endpoint becomes disconnected.

e If thenumber of retranamissionsto this Cal Agent equals "Max1", the gateway MAY actively query the name
server in order to detect the possible change of call agent interfaces, regardiess of the Time To Live (TTL)
associ ated with the DNS record.

* The gateway may have learned several |P addresses for the Call Agent. If the number of retransmissions for this
IP addressis larger than "Max1" and lower than "Max2", and there are more | P addresses that have not been
tried, then the gateway MUST direct the retransmissionsto the remaining aternate addressesin itslocal list.

« |f thereare no moreinterfaces to try, and the number of retransmissionsis Max2, then the gateway SHOULD
contact the DNS one more timeto see if any other interfaces have become available. If not, the endpoint(s)
managed by this Call Agent are now disconnected. When an endpoint becomes disconnected, it MUST then
initiate the "disconnected” procedure as specified in clause 6.4.3.6.
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Figure 3

In order to adapt to network |oad automatically, MGCP specifies exponentially increasing timers (see clause 7.5.2). If
theinitial time-out is set to 200 ms, theloss of a fifth retransmission will be detected after about 6 s. Thisis probably an
acceptable waiting delay to detect a failover. Theretransmissons should continue after that delay not only in order to
perhaps overcome a transient connectivity problem, but aso in order to allow some more time for the execution of a
failover - waiting atotal delay of 30 sis probably acceptable.

It should be noted, that there is an intimate relationship between TSy, Tthig, @nd the maximum transit time, TP
Specifically, the following reation MUST be satisfied to prevent retransmitted commands from being executed more
than once:

Tt hi st 2 Tsrrax + Tprmx

The default value for TSy is 20 s. Thus, if the assumed maximum propagation delay is 10 s, then responsesto old
transactions must be kept for a period of at least 30 s. The importance of having the sender and receiver agree on these
values cannot be overstated.

The default value for Max1 is 5 retransmissions and the default value for Max2 is 7 retransmissions. Both of these
values may be altered by the provisioning process.

Furthermore, the provisioning process MUST be able to disable one or both of the Max1 and Max2 DNS queries.

6.4.3 Race conditions
In this clause we describe how MGCP deal s with race conditions.

Firgt of all, MGCP ded s with race conditions through the notion of a"quarantinelist” that quarantines events and
through explicit detection of desynchronization, e.g. for mismatched hook-state due to glare for an endpoint.
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Secondly, MGCP does not assume that the transport mechanism will maintain the order of commands and responses.
This may cause race conditions that may be obviated through a proper behaviour of the call agent by a proper ordering
of commands.

Finally, in some cases, many gateways may decide to restart operation at the sametime. This may occur, for example, if
an arealoses power or transmission capability during an earthquake or an ice storm. When power and transmission
capability arere-established, many gateways may decide to send RestartinProgress commands simultaneoudly, which
could lead to very unstable operation if not carefully controlled.

6.4.3.1 Quarantine list

MGCP controlled gateways will receive notification requests that ask them to watch for alist of events. The protocol
elementsthat determine the handling of these events are the "Requested Events' list, the "Digit Map", and the "Detect
Events' list.

When the endpoint isinitialized, the requested events list only consists of persigent events for the endpoint, and the
digit map is empty. After reception of a command, the gateway starts observing the endpoint for occurrences of the
events mentioned in thelist, induding persistent events.

The events are examined as they occur. The action that follows is determined by the "action" parameter associated to
the event in the list of requested events, and a so by the digit map. The eventsthat are defined as "accumulate” or
"accumulate according to digit map" are accumulated in alist of observed events. The events that are marked as
"accumul ate according to the digit map" will additionally be accumulated in the "current dial string”. Thiswill go on
until one event is encountered that triggers a Notify command which will be sent to the "notified entity”

The gateway, at this point, will tranamit the Notify command and will place the endpoint in a "notification state”. As
long asthe endpoint isin this "notification state", the eventsthat are detected on the endpoint are stored in a
"quarantine” buffer for later processing. The events are, in asense, "quarantined”. The events detected are the events
specified by the union of the RequestedEvents parameter and the most recently received DetectEvents parameter or, in
case no DetectEvents parameter has been received, the events that arereferred to in the RequestedEvents. Persistent
events are detected aswell.

The endpoint exits the "notification state" when the response to the Notify command isreceived (see note 1). The
Notify command may be retransmitted in the "notification state”, as specified in clause 6.4.2.

NOTE 1: It should be noted that the Notify action cannot be combined with an Embedded Notifi cationRequest.

When the endpoint exits the "notification state” it resetsthe list of observed events and the "current dial string” of the
endpoint to anull value.

The NCS profile mandates the use of "lockstep mode", which implies that the gateway MUST receive a new
NotificationRequest command after it has sent a Notify command. Until this happens, the endpoint isin a "lockstep
state", and eventsthat occur and are to be detected are smply stored in the quarantine buffer. The eventsto be
quarantined are the same asin the "notification state". Once the new NotificationRequest is received and executed
successfully, the endpoint exits the "lockstep state”.

A gateway can receive at any time anew NotificationRequest command for the endpoint which will also have the effect
of taking the endpoint out of the "notification state”" assuming the NotificationRequest executes successfully.

When anew NotificationRequest is received in the "notification state”, the gateway shall ensure that the pending Notify
isreceived by the Call Agent prior to a successful response to the new NotificationRequest. It does so by using the
"piggy-backing" functionality of the protocol and placing the messages (commands and responses) to be sent in order
with the oldest message first. The messages will then be sent in a single packet to the source of the new
NotificationRequest, regardless of the source and "natified entity” for the old and new command. The stepsinvolved are
the following:

1) the gateway builds a message that carries in asingle packet arepetition of the old outstanding Notify command
and the response to the new NotificationRequest command,;

2) the endpoint isthen taken out of the "notification state”" without waiting for the response to the Notify command;

3) acopy of the outstanding Notify command is kept until aresponseisreceived. If atime-out occurs, the Notify
will be repeated, in a packet that will also carry arepetition of the response to the NotificationRequest.
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— If the packet carrying the response to the NotificationRequest islost, the Call Agent will retransmit the
NotificationRequest. The gateway will reply to thisrepetition by retransmitting in a single packet the
outstanding Notify command and the response to the NotificationRequest - this datagram will be sent to the
source of the NotificationRequest.

— If the gateway hasto transmit anew Notify before aresponse to the previous Notify is received, it constructs
a packet that piggy-backs a repetition of the old Notify, arepetition of the response to the last
NotificationRequest, and the new Notify - this datagram will be sent to current "notified entity”.

After receiving a NotificationReguest command, the "requested events' list and "digit map" (if anew one was provided)
arereplaced by the newly received parameters, and the list of "observed events' and the "current dial string” arereset to
anull value. The subsequent behaviour is then conditioned by the value of the QuarantineHandling parameter. The
parameter may specify that quarantined events are to be discarded, in which case all quarantined events are discarded. If
the parameter specifies that the quarantined events should be processed, the gateway will start processing the list of
quarantined events, using the newly received list of "reguested events' and "digit map" if provided. When processing
these events, the gateway may encounter an event, which triggers a Notify command to be sent. If that is the case, the
gateway will immediately tranamit a Notify command that will report al events that were accumulated in the list of
"observed events' up until and including the triggering event, leaving the unprocessed events in the quarantine buffer.
The endpoint then entersthe "natification state" again.

The above procedure appliesto al forms of notification requests, regardless of whether they are part of a connection
handling command or provided as a NotificationRequest command. Connection handling commands that do not include
anotification request are neither affected by nor do they affect the above procedure.

Figure 4 illustrates the procedure specified above assuming all transactions execute successfully:

Normal Quarantine buffer discarded or processed without need to send "NTFY"
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I
Need to
send "NTFY"
Outstanding Processing quarantine buffer - need to send "NTFY"
"NTFY" + <
"RQNT" response ?
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Figure 4

Call Agents SHOULD provide the response to a successful Notify message and the new NoatificationRequest in the
same datagram using the piggy-backing mechanism.

NOTE 2: Vendorsthat choose not to follow the present document should examine Call Agent failure scenarios

carefully.
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6.4.3.2 Explicit detection

A key element of the state of several endpointsisthe position of the hook. Race conditions and state mismatch may
occur, for example when the user decides to go off-hook while the Call Agent isin the process of requesting the
gateway to look for off-hook events and perhaps apply aringing signal (the "glare" condition well known in
voice-based capabilities).

To avoid thisrace condition, the gateway MUST check the condition of the endpoint before responding to a
NotificationRequest. Specifically, it MUST return an error:

1) If thegateway is requested to notify an "off hook" transition while the phoneis already off hook (error code 401
- phone off hook).

2) If the gateway is requested to notify an "on hook™ or "flash hook™ condition while the phone is already on hook
(error code 402 - phone on hook).

Additionally, individual signal definitions can specify that asignal will only operate under certain conditions, e.g.
ringing may only be possible if the phoneisalready off hook. If such prerequisites exist for a given signal, the gateway
MUST return the error specified in the signal definition if the prerequisiteis not met.

It should be noted, that the condition check is performed at the time the notification request isreceived, where asthe
actual event that caused the current condition may have either been reported, or ignored earlier, or it may currently be
quarantined.

The other state variables of the gateway, such asthe list of requested events or list of requested signals, are entirely
replaced after each successful NotificationRequest, which prevents any long term discrepancy between the Call Agent
and the gateway.

When a NotificationRequest is unsuccessful, whether it isincluded in a connection-handling command or not, the
gateway will simply continue as if the command had never been received. although an error isreturned. Asall other
transactions, the NotificationRequest MUST operate as an atomic transaction, Thus any changes initiated as aresult of
the command MUST be reverted.

Another race condition can occur when aNotify isissued shortly before the reception by the gateway of a
NotificationRequest. The Requestldentifier is used to corrdate Notify commands with NotificationRequest commands
thereby enabling the Call Agent to determineif the Notify command was generated before or after the gateway received
the new NotificationRequest.

6.4.3.3 Transactional semantics

As the potential transaction completion timesincreases, e.g. due to external resource reservations, a careful definition of
the transactional semantics becomes increasingly important. In particular theissue of race conditions, specifically asit
relates to hook-state must be defined carefully.

An important point to consider is, that the hook-state may in fact change between the time a transaction isinitiated and
thetimeit completes. More generally, we may say that the successful completion of a transaction depends on one or
more pre-conditions where one or more of the pre-conditions may change dynamically during the execution of the
transaction.

The smplest semantics for thisis simply to require that all pre-conditions MUST be met from thetime the transaction is
initiated until the transaction completes. Thus, if any of the preconditions change during the execution of the
transaction, the transaction MUST fail. Furthermore, as soon asthe transaction isinitiated, all new events are
quarantined. When the outcome of the transaction isknown, all quarantined events are then processed.

As an example, consider a transaction that includes arequest for the "off-hook™ event. When the transaction isinitiated
the phoneis "on-hook" and this pre-condition is therefore met. If the hook-state changes to "off-hook™" before the
transaction completes, the pre-condition isno longer met, and the transaction therefore immediately fails. The
"off-hook™ event will now be stored in the "quarantine” buffer which then gets processed.
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6.4.3.4 Ordering of commands and treatment of disorder

MGCP does not mandate that the underlying transport protocol guarantees the sequencing of commands sent to a
gateway or an endpoint. This property tends to maximize the timeliness of actions, but it has a few drawbacks. For
example:

* Notify commands may be delayed and arrive to the call agent after the transmission of a new Natification
Request command.

« If anew NatificationRequest is tranamitted before aresponse to a previous one isreceived, there is no guarantee
that the previous one will not be received in second position.

Call Agentsand gateways that want to guarantee consistent operation of the endpoints can use the rules specified:

1) When a gateway handles several endpoints, commands pertaining to the different endpoints can be sent in
pardld, for example following amodd where each endpoint is controlled by its own process or its own thread.

2) When several connections are created on the same endpoint, commands pertaining to different connections can
be sent in parald.

3) On agiven connection, there should normally be only one outstanding command (create or modify). However, a
DdeteConnection command can be issued a any time. In consequence, a gateway may sometimes receive a
ModifyConnection command that applies to a previously deleted connection. Such commands MUST be
ignored, and an error returned (error code 515 - incorrect connection-id).

4) On agiven endpoint, there should normally be only one outstanding NotificationRegquest command at any time.
The Requestld parameter is used to correlate Notify commands with the triggering NotificationRequest.

5) In some cases, an implicitly or explicitly wild-carded Del eteConnection command that appliesto a group of
endpoints can step in front of a pending CreateConnection command. The Call Agent should individually delete
all connections whose completion was pending at the time of the global DeleteConnection command. Also, new
CreateConnection commands for endpoints named by the wild-carding should not be sent until aresponse to the
wild-carded DeleteConnection command isreceived.

6) When commands are embedded within each other, sequencing requirementsfor all commands MUST be adhered
to. For example a CreateConnection command with anotification request in it must adhere to the sequencing
requirements for CreateConnection and NotificationRequest at the sametime.

7) AuditEndpoint and AuditConnection are not subject to any sequencing.

8) RestartinProgress must always be the first command sent by an endpoint as defined by the restart procedure (see
clause 6.4.3.5). Any other command or response must be delivered after this RestartlnProgress command
(piggy-backing allowed).

9) When multiple messages are piggy-backed in a single packet, the messages are always processed in order.

Those of the above rules that specify gateway behaviour MUST be adhered to by embedded clients, however the
embedded client MUST NOT make any assumptions as to whether Call Agents follow therules or not. Consequently
gateways MUST aways respond to commands, regardless of whether they adhere to the above rules or not.

6.4.3.5 Fighting the Restart Avalanche

Let us suppose that alarge number of gateways are powered on simultaneoudly. If they were to al initiate a
RestartInProgress transaction, the Call Agent would very likely be swamped, |eading to message | osses and network
congestion during the critical period of service restoration. In order to prevent such avalanches, the following behaviour
MUST be followed:

1) When a gateway is powered on, it initiates arestart timer to arandom value, uniformly distributed between 0 and
a provisionable maximum waiting delay (MWD), e.g. 360 s (see below). Care MUST be taken to avoid
synchronicity of the random number generation between multiple gateways that would use the same algorithm.

2) The gateway then waits for either the end of thistimer, the reception of a command from the call agent, or the
detection of alocal user activity, such as for example an off-hook transition on aresidential gateway. A
pre-existing off-hook condition resultsin the generation of an off-hook event.
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3) When therestart timer elapses, when a command isreceived, or when an activity or pre-existing off-hook
condition is detected, the gateway initiates the restart procedure.

Therestart procedure simply states that the endpoint MUST send a RestartinProgress command to the Call Agent
informing it about the restart and furthermore guarantee that the first message (command or response) that the Call
Agent sees from this endpoint MUST be this RestartinProgress command. The endpoint MUST take full advantage of
piggy-backing in achieving this. For example, if an off-hook activity occurs prior to the restart timer expiring, a packet
containing the RestartlnProgress command, and with a piggy-backed Notify command for the off-hook event will be
generated. In the case where therestart timer expires without any other activity, the gateway ssmply sends a
RestartInProgress message.

Should the gateway enter the "disconnected” state while carrying out the restart procedure, the disconnected procedure
specified in clause 6.4.3.6 MUST be carried out, except that a "restart” rather than "disconnected” message is sent
during the procedure.

Itis expected that each endpoint in a gateway will have a provisionable Call Agent, i.e. "notified entity”, to direct the
initia restart message towards. When the collection of endpointsin a gateway is managed by more than one Call Agent,
the above procedure must be performed for each collection of endpoints managed by a given Call Agent. The gateway
MUST take full advantage of wild-carding to minimize the number of RestartinProgress messages generated when
multiple endpointsin a gateway restart and the endpoints are managed by the same Call Agent.

The value of MWD is a configuration parameter that depends on the type of the gateway. The following reasoning can
be used to determine the value of this delay on residential gateways.

Call agents are typically dimensioned to handle the peak hour traffic load, during which, on average, 10% of the lines
will be busy, placing calls whose average duration is typically 3 minutes. The processing of a call typically involves 5
to 6 transactions between each endpoint and the Call Agent. This simple cal culation shows that the Call Agent is
expected to handle 5 to 6 transactions for each endpoint, every 30 minutes on average, or, to put it otherwise, about one
transaction per endpoint every 5 to 6 minutes on average. This suggests that a reasonable value of MWD for a
residential gateway would be 10 to 12 minutes. In the absence of explicit configuration, embedded clients MUST use a
default value of 600 sfor MWD.

6.4.3.6 Disconnected endpoints

In addition to the restart procedure, embedded clients also have a "disconnected” procedure, which isinitiated when an
endpoint becomes "disconnected” as described in clause 6.4.2. It should here be noted, that endpoints can only become
disconnected when they attempt to communicate with the Call Agent. The following steps are followed by an endpoint
that becomes "disconnected”:

1) A "disconnected” timer isinitialized to arandom value, uniformly distributed between 0 and a provisionable
"disconnected" initial waiting delay (Tdinit), €9. 15s. Care MUST be taken to avoid synchronicity of the random
number generation between multiple gateways and endpoints that would use the same algorithm.

2) The gateway then waits for either the end of thistimer, the reception of a command from the call agent, or the
detection of alocal user activity for the endpoint, such as for example an off-hook transition.

3) When the "disconnected” timer el apses, when a command isreceived, or when alocal user activity is detected,
the gateway initiates the "disconnected" procedure for the endpoint. In the case of local user activity, a
provisionable "disconnected” minimum waiting delay (Tdmin) must furthermore have elapsed since the gateway
became disconnected or the last timeit initiated the "disconnected” procedure in order to limit the rate at which
the procedure is performed.

4) If the"disconnected" procedure still 1eft the endpoint disconnected, the "disconnected” timer isthen doubled,
subject to a provisionable "disconnected” maximum waiting delay (Tdma), €.9. 600 s, and the gateway proceeds
with step 2 again.

The "disconnected" procedure issimilar to therestart procedurein that it now simply states that the endpoint MUST
send a RestartInProgress command to the Call Agent informing it that the endpoint was disconnected and furthermore
guarantee that the first message (command or response) that the Call Agent now sees from this endpoint MUST be this
RestartInProgress command. The endpoint MUST take full advantage of piggy-backing in achieving this. The Call
Agent may then for instance decide to audit the endpoint, or smply clear al connections for the endpoint.
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The present document purposely does not specify any additional behaviour for a disconnected endpoint. Vendors MAY
for instance choose to provide silence, play reorder tone, or even enable a downloaded wav file to be played on affected
endpoints.

The default value for Tdini is 15 s the default value for Tdmin, iS15 S, and the default value for Tdme iS600 S.

6.5 Return codes and error codes

All MGCP commands receive aresponse. Theresponse carries areturn code that indicates the status of the command.
Thereturn code is an integer number, for which three value ranges have been defined:

« value 000 indicates aresponse acknowledgement (see note);

» values between 100 and 199 indicate a provisional response;

 values between 200 and 299 indicate a successful completion;

 values between 400 and 499 indicate atransient error;

» values between 500 and 599 indicate a permanent error.

NOTE: Response acknowledgement is used for provisional responses (see clause 7.8).

The values that have been defined arelisted in table 3:

Table 3

Code Meaning

000 Response acknowledgement.

100 The transaction is currently being executed. An actual completion message will follow later.

200 The requested transaction was executed normally.

250 The connection(s) was deleted.

400 The transaction could not be executed, due to a transient error.

401 The phone is already off hook.

402 The phone is already on hook.

500 The transaction could not be executed because the endpoint is unknown.

501 The transaction could not be executed because the endpoint is not ready.

502 The transaction could not be executed because the endpoint does not have sufficient resources.

510 The transaction could not be executed because a protocol error was detected.

511 The transaction could not be executed because the command contained an unrecognized extension.

512 The transaction could not be executed because the gateway is not equipped to detect one of the
requested events.

513 The transaction could not be executed because the gateway is not equipped to generate one of the
requested signals.

514 The transaction could not be executed because the gateway cannot send the specified announcement.

515 The transaction refers to an incorrect connection-id (may have been already deleted).

516 The transaction refers to an unknown call-id.

517 Unsupported or invalid mode.

518 Unsupported or unknown package.

519 Endpoint does not have a digit map.

520 The transaction could not be executed because the endpoint is "restarting".

521 Endpoint redirected to another Call Agent.

522 No such event or signal.

523 Unknown action or illegal combination of actions.

524 Internal inconsistency in LocalConnectionOptions.

525 Unknown extension in LocalConnectionOptions.

526 Insufficient bandwidth.

527 Missing RemoteConnectionDescriptor.

528 Incompatible protocol version.

529 Internal hardware failure.

532 Unsupported value(s) in LocalConnectionOptions.

533 Response too big.
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6.6 Reason codes

Reason codes are used by the gateway when deleting a connection to inform the Call Agent about the reason for
deleting the connection. The reason code is an integer number, and the foll owing val ues have been defined:

Table 4
Code Meaning
900 Endpoint malfunctioning.
901 Endpoint taken out of service.
902 Loss of lower layer connectivity (e.g. downstream sync).
903 QoS resource reservation was lost.
7 Media Gateway Control Protocol

The MGCP implements the media gateway control interface as a set of transactions. The transactions are composed of a
command and a mandatory response. There are eight types of commands.

* CreateConnection

* ModifyConnection
» DeeteConnection

* NotificationRequest
* Notify

* AuditEndpoint

* AuditConnection

¢ RestartinProgress

The firgt four commands are sent by the Call Agent to a gateway. The Notify command is sent by the gateway to the
Call Agent. The gateway can also send a Del eteConnection as defined in clause 6.3.6. The Call Agent can send either of
the Audit commandsto the gateway and, finally, the gateway can send a RestartinProgress command to the Call Agent.

7.1 General description

All commands are composed of a Command header, which for some commands may be followed by a session
description.

All responses are composed of a Response header, which for some commands may be followed by a session
description.

Headers and session descriptions are encoded as a set of text lines, separated by a carriage return and line feed character
(or, optionally, asingle line-feed character). The headers are separated from the session description by an empty line.

MGCP uses a transaction identifier with a value between 1 and 999999999 to correlate commands and responses. The
transaction identifier is encoded as a component of the command header and isrepeated as a component of the response
header.

7.2 Command header
The command header is composed of:

« acommand line identifying the requested action or verb, the transaction identifier, the endpoint towards which
the action isrequested, and the MGCP protocol version;
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e aset of parameter lines composed of a parameter name followed by a parameter value.
Unless otherwise noted or dictated by other referenced standards, each component in the command header is case
insensitive. Thisgoes for verbs as well as parameters and values, and all comparisons MUST treat upper and lower case
aswell as combinations of these as being equal.
7.2.1 Command line
The command lineis composed of:

» the name of the requested verb;

« theidentification of the transaction;

» thename of the endpoint(s) that should execute the command (in notifications or restarts, the name of the
endpoint(s) that isissuing the command);

 theprotocol version.

These four items are encoded as strings of printable ASCII characters separated by white spaces, i.e. the ASCII space
(0x20) or tabulation (0x09) characters. Embedded clients SHOULD use exactly one ASCII space separator, however
they MUST be able to parse messages with additional white space characters.

7.2.1.1 Requested verb coding

Requested verbs are encoded as four letter upper- and/or lower-case ASCII codes (comparisons MUST be case
insensitive) as defined in table 5:

Table 5
Verb Code

CreateConnection CRCX
ModifyConnection MDCX
DeleteConnection DLCX
NotificationRequest RQNT
Notify NTFY

AuditEndpoint AUEP
AuditConnection AUCX
RestartinProgress RSIP

New verbs may be defined in future versions of the protocol. It may be necessary, for experimental purposes, to use
new verbs before they are sanctioned in a published version of this protocol. Experimental verbs should be identified by
afour-letter code starting with theletter X (e.g. XPER).

An embedded client that receives a command with an experimental verb it does not support MUST return an error (error
code 511 - unrecognized extension).

7.2.1.2 Transaction identifiers

Transaction identifiers are used to correlate commands and responses.

An embedded client supports two separate transaction identifier name spaces:
» atransaction identifier name space for sending transactions; and
e atransaction identifier name space for receiving transactions.

At aminimum, transaction identifiers for commands sent to a given embedded client MUST be unique for the
maximum lifetime of the transactions within the collection of Call Agentsthat control that embedded client (see
clause 7.5). Thus, regardless of the sending Call Agent, embedded clients can aways detect duplicate transactions by
simply examining the transaction identifier. The coordination of these transaction identifiers between Call Agentsis
outside the scope of the present document though.
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Transaction identifiersfor all commands sent from a given embedded client MUST be unique for the maximum lifetime
of the transactions (see clause 7.5) regardless of which Call Agent the command is sent to. Thus, aCall Agent can
always detect a duplicate transaction from an embedded client by the combination of the domain-name of the endpoint
and the transaction identifier. The embedded client in turn can dways detect a duplicate response acknowl edgement by
looking at the transaction id(s).

The transaction identifier is encoded as a string of up to ninedecimal digits. In the command lines, it immediately
follows the coding of the verb.

Transaction identifiers have values between 1 and 999999999. An MGCP entity MUST NOT reuse atransaction
identifier more quickly than three minutes after completion of the previous command in which the identifier was used.
7.2.1.3 Endpoint, Call Agent and NotifiedEntity name coding

The endpoint names and Call Agent names are encoded as e-mail addresses, as defined in RFC 821. In these addresses,
the domain name identifies the system where the endpoint is attached, while the | eft side identifies a specific endpoint
on that system. Both components MUST be case insensitive.

Examples of such names are:

aaln/1@ncs2.whatever.net Analogue access line 1 in the embedded client
ncs2 in the "Whatever" network.
Call-agent@ca.whatever.net Call Agent for the "whatever" network.

The name of notified entitiesis expressed with the same syntax, with the possible addition of a port number, asin:

Cal | - agent @a. what ever. net: 5234

In case the port number is omitted, the default MGCP port (2427) will be used. Additional detail on endpoint names can
be found in clause 6.1.1.
7214 Protocol version coding

The protocol version is coded as the keyword "MGCP' followed by a white space and the version number, which again
isfollowed by the profile name "NCS" and a profile version number. The version numbers are composed of a major
version number, adot, and aminor verson number. The major and minor version numbers are coded as decimal
numbers. The profile version number defined by the present document is 1.0.

The protocol version for the present document MUST be encoded as:

MECP 1.0 NCS 1.0

The"NCS 1.0" portion signals that thisisthe NCS 1.0 profile of MGCP 1.0.

An entity that receives a command with a protocol version it does not support, MUST respond with an error (error code
528 - Incompatible Protocol Version).
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Parameter lines

es are composed of a parameter name, which in most cases is composed of a single upper-case character,

followed by a colon, a white space, and the parameter value. Parameter names and values are still case-insensitive
though. The parametersthat can be present in commands are defined in table 6:

Table 6
Parameter name Code Parameter value

ResponseAck (see note) K See description

Callld C Hexadecimal string, length MUST NOT exceed
32 characters.

Connectionld I Hexadecimal string, length MUST NOT exceed
32 characters.

NotifiedEntity N An identifier, in RFC 821 format, composed of an arbitrary
string and of the domain name of the requesting entity,
possibly completed by a port number, as in:
Call-agent@ca.whatever.net:5234 .

Requestldentifier X Hexadecimal string, length MUST NOT exceed
32 characters.

LocalConnectionOptions L See description.

Connection Mode M See description.

RequestedEvents R See description.

SignalRequests S See description.

DigitMap D A text encoding of a digit map.

ObservedEvents (©) See description.

ConnectionParameters P See description.

ReasonCode E See description.

SpecificEndPointld 4 An identifier, in RFC 821 format, composed of an arbitrary
string, optionally followed by an "@" followed by the domain
name of the embedded client to which this endpoint is
attached.

MaxEndPointlds M Decimal string, length MUST NOT exceed 16 characters.

NumEndPoints ZN Decimal string, length MUST NOT exceed 16 characters.

Requestedinfo F See description.

QuarantineHandling Q See description.

DetectEvents T See description.

EventStates ES See description.

ResourcelD DQ-RI See description.

RestartMethod RM See description.

RestartDelay RD A number of seconds encoded as a decimal number.

Capabilities A See description.

VersionSupported VS See description.

NOTE: The ResponseAck parameter was not shown in clause 6.3 as transaction identifiers are not

visible in our example API. Implementers may choose a different approach.

ETSI




50 ETSI TS 101 909-4 V1.1.1 (2001-07)

The parameters are not necessarily present in all commands. Table 7 provides the association between parameters and
commands. Theletter M stands for mandatory, O for optional, and F for forbidden:

Table 7

x
<
>
'I'I'I'ITITITITI'I'I'I'I'I'IO'I'IOOTITITITITITITITITI'I'I'I'I'I'IO|-<|:.|
g
>
X
p)

7T O|Z[n|n|n|m|m||m|n|n|nn|m|m|m|m{nm|m|m|m|o|»
T

Parameter name C
ResponseAck (see note 2)
Callld
Connectionld
Requestldentifier
LocalConnectionOptions
Connection Mode
RequestedEvents O (note 1) |O (note 1) |O (note 1) |O (note 1)
SignalRequests O (note 1) |O (note 1) |O (note 1) |O (note 1)
NotifiedEntity
ReasonCode
ObservedEvents
DigitMap
Connection parameters
Specific Endpoint Id
MaxEndPointlds
NumEndPoints
RequestedInfo
QuarantineHandling
DetectEvents
EventStates
ResourcelD
RestartMethod
RestartDelay
Capabilities
VersionSupported
RemoteConnectionDescriptor
NOTE 1: The RequestedEvents and SignalRequests parameters are optional in the NotificationRequest. If these
parameters are omitted, the corresponding lists will be considered empty. For the connection handling
commands, this applies as well when a Requestldentifier is included.

NOTE 2: The ResponseAck parameter was not shown in clause 6.3 as transaction identifiers are not visible in our
example API. Implementers may choose a different approach.
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Embedded clients and Call Agents SHOUL D always provide mandatory parameters before optional ones, however
embedded clients MUST NOT fail if the present document isnot followed.

If implementers need to experiment with new parameters, for example when devel oping anew MGCP application, they
should identify these parameters by names that begin with the string "X-" or "X+", such as for example:

X- Fl ower O TheDay: Dai sy

Parameter names that start with "X+" are mandatory parameter extensions. A gateway that receives a mandatory
parameter extension that it cannot understand MUST respond with an error (error code 511 - unrecognized extension).

Parameter names that start with "X-" are non-critical parameter extensions. A gateway that receives a non-critical
parameter extension that it cannot understand can safely ignore that parameter.

It should be noted that experimental verbs are of the form XABC, whereas experimental parameters are of the form
X-BC.

If a parameter lineisreceived with aforbidden parameter, or any other formatting error, thereceiving entity should
respond with the most specific error code for the error in question. The least specific error code is 510 - protocol error.
Commentary text can always be provided.

7221 Response acknowledgement

The response acknowledgement parameter (see note) is used to support the three-way handshake described in
clause 7.7. It contains a comma separated list of "confirmed transaction-id ranges'.
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NOTE: The ResponseAck parameter was not shown in clause 6.3 as transaction identifiersare not visible in our
example API. Implementers may choose a different approach.

Each "confirmed transaction-id range" is composed of either one decimal number, when the range indludes exactly one
transaction, or two decimal numbers separated by a single hyphen, describing the lower and higher transaction identifiers
included in therange.

An example of aresponse acknowledgement is.

K: 6234-6255, 6257, 19030-19044

7.2.2.2 Requestldentifier

Therequest identifier correlates a Notify command with the NotificationRequest that triggered it. A Requestidentifier is
ahexadecimal string; length MUST NOT exceed 32 characters. The string "0" isreserved for reporting of persistent
eventsin the case where no NotificationRequest has been received yet (see clause 6.3.2).

7.2.2.3 Local connection options

Thelocal connection options describe the operational parameters that the Call Agentsinstructs the gateway to use for a
connection. These parameters are:

» The packetization period in milliseconds, encoded as the keyword "p" followed by a colon and a decimal
number.

* Theliteral name of the compression algorithm, encoded as the keyword "a" followed by a colon and a character
string.

» The echo-cancellation parameter, encoded as the keyword "€" followed by a col on and the value "on" or "off".

* Thetype of service parameter, encoded as the keyword "t" followed by a colon and the value encoded as two
hexadecimal digits.

» Thesilence suppression parameter, encoded as the keyword "'s" followed by a colon and the value "on" or "off".
The Local ConnectionOptions parameters used for Dynamic Quality of Service are:

* The D-QoS Gatel D encoded as the keyword "dg-gi* followed by a colon and a string of up to 8 hex characters
corresponding to a 32 bit identifier for the Gatel D.

» The D-QoS Resource Reservation parameter encoded as the keyword "dg-rr" followed by a colon and a character
string. A list of values may be specified in which case the values will be separated by a semicolon. The possible

values are:
Table 8
Mode Meaning

sendresv Reserve in the send direction only.
recvresv Reserve in the receive direction only.
snrcresv Reserve in the send and receive direction.
sendcomt Commit in the send direction only.
recvcomt Commit in the receive direction only.
snrccomt Commit in the send and receive direction.

» The Resourcel D encoded asthe keyword "dg-ri* followed by a colon and a string of up to 8 hex characters
corresponding to a 32 bit identifier for the Resourcel D.

* The ReserveDestination is encoded as the keyword "dg-rd" followed by a colon and an 1P-address encoded
similarly to an IP-address for the domain name portion of an endpoint name. The ReserveDestination may
optionally be followed by a colon and up to 5 decimal characters for a UDP port number to use.
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The Local ConnectionOptions parameters used for Security are encoded as follows:

* The secret is encoded as the keyword "sc-ot" followed by a colon, a method, a colon, and the actua secret. The
method is either the string "clear” if the secret is encoded in clear-text, or the sring "base64" if the secret is
encoded using base64.

* TheRTP ciphersuite is encoded as the keyword "sc-rtp" followed by a colon and an RTP ciphersuite string as
defined below. A ligt of values may be specified in which case the values will be separated by a semicolon.

e TheRTCP ciphersuite is encoded as the keyword "sc-rtcp” followed by a colon and an RTCP ciphersuite string
as defined below. A list of values may be specified in which case the values will be separated by a semicolon.

The RTP and RTCP ciphersuite strings follow the grammar:

ciphersuite = [AuthenticationAlgorithm] "/" [EncryptionAlgorithm]
AuthenticationAlgorithm = 1*( ALPHA / DIGIT /"-"/"_")
EncryptionAlgorithm = 1*( ALPHA / DIGIT |"-"/"_")

where ALPHA, and DIGIT are defined in RFC 2234. Whitespaces are not allowed within a ciphersuite. The following
exampleillustrates the use of ciphersuite:

62/51
The actual list of 1PCablecom supported ciphersuites to be provided in the |PCablecom Security Specification.

When several parameters are present, the values are separated by a comma. It MUST be considered an error to include a
parameter without a value (error code 524 - Local ConnectionOptionsinconsistency).

Examples of local connection options are;

L: p:10, a:PCMJ
L: p:10, a:PCMJ, e:off, t:20, s:on
L: p:30, a:Gr29A, e:on, t:A0, s:off

The type of service hex value "20" implies an | P precedence of 1, and atype of service hex value of "AQ" impliesan IP
precedence of 5.

This set of attributes may be extended by extension attributes. Extension attributes are composed of an attribute name,
followed by a colon, and a semicolon separated list of attribute values. The attribute name MUST start with the two
characters"x+", for amandatory extension, or "x-", for anon-mandatory extension. If a gateway receives a mandatory
extension attribute that it does not recognize, it MUST reject the command with an error (error code 525 - Unknown
extension in Local ConnectionOptions).

7224 Capabilities

Capabilitiesinform the Call Agent about its capabilities when audited. The encoding of capabilities is based on the
Local Connection Options encoding for the parameters that are common to both. In addition, capabilities can also
contain alist of supported packages, and alist of supported modes.

The parameters used are:

* The packetization period in milliseconds, encoded as the keyword "p" followed by a colon and a decimal
number. A range may be specified as two decimal numbers separated by a hyphen.

* Theliteral name of the compression algorithm, encoded as the keyword "a" followed by a colon and a character
string. A list of values may be specified in which case the values will be separated by a semicolon.

* Thebandwidth in kilobits per second (1 000 bits per second), encoded as the keyword "b" followed by a colon
and adecima number. A range may be specified as two decimal numbers separated by a hyphen.

» The echo-cancellation parameter, encoded as the keyword "€e" followed by a colon and the value "on" if echo
cancellation is supported, "off* otherwise.
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* Thetype of service parameter, encoded as the keyword "t" followed by a colon and the value "0" if type of
service isnot supported, al other values indicate support for type of service.

* Thesilence suppression parameter, encoded as the keyword "'s' followed by a colon and the value "on" if silence
suppression is supported, "off" otherwise.

» Theevent packages supported by this endpoint encoded as the keyword "v" followed by a colon and then a
semicolon-separated list of package names supported. Thefirst value specified will be the default package for
the endpoint.

» The connection modes supported by this endpoint encoded as the keyword "m™ followed by a colon and a
semicolon-separated list of connection modes supported as defined in clause 7.2.2.7.

« Thekeyword "dg-gi" if Dynamic Quality of Serviceis supported.

* Thekeyword "sc-st" if PCablecom Security is supported. In that case, the following keywords indicate the
ciphersuites supported:

e Thekeyword "sc-rtp" followed by a colon and a semi-colon separated list of RTP AuthenticationAlgorithms, a
slash, and a semi-colon separated list of EncryptionAlgorithms supported.

» Thekeyword "sc-rtcp” followed by a colon and a semi-colon separated list of RTCP AuthenticationAlgorithms,
adlash, and a semi-colon separated list of EncryptionAlgorithms supported.

When several parameters are present, the values are separated by a comma.
Examples of capabilitiesare:
A a: PCMJ; G729A, p:10-100, e:on, s:off, v:L;S, msendonly;recvonly;sendrecv;inactive

A a: G7/29A; p:30-90, e:on, s:on, v:L;S, msendonly;recvonly;sendrecv;inactive;confrnce,
dg-gi, sc-st, sc-rtp: 00/51;03

Note that the codecs and security algorithms are merely examples - separate |PCablecom specifications detail the actual
codecs and a gorithms supported, as well as the encoding used.

7.2.25 Connection parameters

Connection parameters are encoded as a string of type and value pairs, where the type is atwo-letter identifier of the
parameter, and the value a decimal integer. Types are separated from values by an "=" sgn. Parameters are separated
from each other by a comma.

The connection parameter types are specified in table 9:

Table 9
Connection Code Connection parameter value
parameter name

Packets sent PS The number of packets that were sent on the connection.

Octets sent oS The number of octets that were sent on the connection.

Packets received PR The number of packets that were received on the connection.

Octets received OR The number of octets that were received on the connection.

Packets lost PL The number of packets that were not received on the connection, as
deduced from gaps in the sequence number.

Jitter Ji The average inter-packet arrival jitter, in milliseconds, expressed as an
integer number.

Latency LA Average latency, in milliseconds, expressed as an integer number.

Extension connection parameter names are composed of the string "X-" followed by a two | etters extenson parameter
name. Call Agentsthat receive unrecognized extensions MUST silently ignore these extensions.

An example of a connection parameter encoding is:

P: PS=1245, (0S=62345, PR=0, OR=0, PL=0, JI=0, LA=48
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7.2.2.6 Reason codes

Reason codes are three-digit numeric values. The reason code is optionally followed by a white space and commentary,
eg.

900 Endpoint mal functioning

A list of reason codes can be found in clause 6.6.

7.2.2.7 Connection mode

The connection mode describes the connection's operation mode. The possible values are:

Table 10
Mode Meaning
M: sendonly The gateway should only send packets.
M: recvonly The gateway should only receive packets.
M: sendrecv The gateway should send and receive packets.
M: confrnce The gateway should send and receive packets according to conference mode.
M: inactive The gateway should neither send nor receive packets.
M: replcate The gateway should only send packets according to replicate mode.
M: netwloop The gateway should place the endpoint in Network Loopback mode.
M: netwtest The gateway should place the endpoint in Network Continuity Test mode.
7.2.2.8 Event/signal name coding

Event/signa names are composed of an optional package name, separated by a dash (/) from the name of the actual
event. The event name can optionally be followed by an at 9gn (@) and theidentifier of a connection on which the
event should be observed. Event names are used in the RequestedEvents, Signal Requests, DetectEvents,
ObservedEvents, and EventStates parameters. Each event isidentified by an event code. These ASCII encodings are not
case sensitive. Values such as "hu", "Hu", "HU" or "hU" should be considered equal.

The following are examples of event names:

X/hu On-hook transition, in the example line package.

X/0 Digit 0 in the example line package.

hf flash-hook, assuming that the example line package is the default
package for the endpoint.

X/rt@0A3F58 Ringback on connection "0A3F58".

In addition, the range and wildcard notation of events can be used, instead of individual names, in the RequestedEvents
and DetectEvents (but not Signal Requests ObservedEvents, or EventStates):

X/[0-9] Digits 0 to 9 in the example line package.

XIX Digits 0 to 9 in the example line package.

[0-9*#A-D] All digits and letters in the example line package (default for endpoint).
X/all All events in the example line package.

Finally, the star sign can be used to denote "all connections’, and the dollar sign can be used to denote the "current”
connection. The following are examples of such notations

XIrt@* Ringback on all connections for the endpoint.
XIrt@$ Ringback on the current connection.

Aninitial set of event packages for embedded clients can be found in annex A.
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7.2.2.9 RequestedEvents

The RequestedEvents parameter provides thelist of events that have been requested. The currently defined event codes
are described in annex A.

Each event can be qualified by arequested action, or by aligt of actions. Not al actions can be combined - please refer
to clause 6.3.1 for valid combinations. The actions, when specified, are encoded as alist of keywords enclosed in
parenthesis and separated by commas. The codes for the various actions are;

Table 11

Action Code
Notify immediately
Accumulate
Accumulate according to digit map
Ignore
Keep Signal(s) active
Embedded NotificationRequest
Embedded ModifyConnection

O(m{=X|—10(>=2

If adigit map isnot provided when the "accumul ate according to digit map" action is specified, the endpoint simply
usesits current digit map. If the endpoint does not have any digit maps currently, an error must be returned (error code
519 - no digit map).

When no action is specified, the default action isto notify the event. This meansthat, for example, "oc" and "oc(N)" are
equivalent. Eventsthat are not listed are discarded, except for persistent events.

The digit-map action can only be specified for the digits, |etters, and timers.
Therequested events list is encoded on a single line, with event/action groups separated by commas. Exampl es of
RequestedEvents encodings are (using the example line package):

R hu(N), hf(N) Notify on-hook, notify hook-flash.

R hu(N), [0-9#T] (D) Notify on-hook, accunulate digits according to digit map.
The embedded NotificationRequest follows the format:

E ( R( <RequestedEvents>), D( <Digit Map>), S( <Signal Requests>) )
with each of R, D, and S being optional and possibly supplied in another order. Thefollowing exampleillustratesthe
use of Embedded NoatificationRequest with the example line package:

R: hd(A, E(S(dl), R( B/oc(N), [0-94T](D) ), D((Ixxxxxxxxxx|9011x.T)) ) )

On off-hook, accumulate the event, provide dial-tone and start accumulating digits according to the digit map
supplied. Stop dial-tone when the firgt digit isinput, or, if no digit is input before the dial-tone times out, Notify
the operation complete. Otherwise, notify the off-hook and collected digits when a match, mismatch, or inter-
digit timeout has occurred. It should be noted, that since on-hook is a persistent event, it will still be detected and
notified although it has not been specified here.

The embedded ModifyConnection action follows the format:

C( M <Connecti onMbdel>( <ConnectionlDl>)) , ...,
M <Connect i onMbden>( Connecti onlDn )))

The following example illustrates the use of Embedded M odifyConnection with the example line package:
R hf (A, C(Minactive(X43DC)), Msendrecv($)))), B/oc(N), B/ of(N)

On hook-flash, change the connection mode of connection "X43DC" to "inactive", and then change the connection
mode of the "current connection” to "send receive". Notify events on "operation complete” and "operation failure”.
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7.2.2.10 SignalRequests

The Signal Requests parameter provides the name of the sSgnalsthat have been requested. The currently defined signals
can befound in annex A. A given signal can only appear oncein thelist, and all signals will, by definition, be applied at
the sametime.

Some signals can be qudified by signal parameters. When asignal isqualified by multiple signal parameters, the signd
parameters are separated by commas. Each signal parameter MUST follow the format specified bel ow (white spaces
allowed):

si gnal - par anet er = signal -paraneter-value | signal -paraneter-nanme "="signal - paraneter-
val ue | signal -paranmeter-name "(" signal -paranmeter-list ")"

signal - paranmeter-1ist = signal - paraneter-value 0*( "," signal-paraneter-val ue )

where signal -parameter-value may be either a string or a quoted string, i.e. a string surrounded by two double quotes.
Two consecutive double-quotes in a quoted string will escape a double-quote within that quoted string. For example,
"ab""c" will producethe gring ab" c.

Each signal has one of the following signal -types associated with it (see clause 6.3.1):
«  On/Off (O0);
e Time-out (TO);
« Brief (BR).

On/Off signals can be parameterized with a"+" to turn the signal on, or a"-" to turn the signal off. If an on/off signal is
not parameterized, the signal isturned on. Both of the following will turn the vmwi signal from the exampleline
package on:

vmwi (+), vmwi

Time-out signals can be parameterized with the Sgnal parameter "TO" and atime-out value that overrides the default
time-out value. If atime-out signal isnot parameterized with atime-out value the default time-out value will be used.
Both of the following will apply the ringing sgnal from the example line package for 6 s:

rg(to=6000)
rg(to(6000))
Individual signals may define additional signal parameters.
The signal parameterswill be enclosed within parenthesis as shown above.

When several signals are requested, their codes are simply separated by a comma.

7.2.2.11 ObservedEvents

The observed events parameters provide the list of events that have been observed. The event codes are the same as
those used in the NatificationRequest. When an event is detected on a connection, the observed event will identify the
connection the event was detected on using the " @<connection>" syntax. Examples of observed events using the
exampleline package are;

O hu

G 8,2,9,5,55,5T
G hf, hf, hu

Eventsthat have been accumulated according to digit map, arereported as individual eventsin the order they were
detected. Other events may be mixed in between them. It should be noted that if the "current dia string” isnon-empty
with a partial match, and another event occurs that resultsin a Notify message being generated, the partially matched
"current dial string” will be included in thelist of observed events, and the "current dia string” will then be cleared -
pleaserefer to clause 6.4.3.1 for details.
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7.2.2.12 Requestedinfo

The Requestedinfo parameter contains a comma separated list of parameter codes, as defined in the "Parameter lines'
clause - clause 6.3.8 lists the parameters that can be audited. The following values are supported as well:

Requestedinfo Parameter Code
LocalConnectionDescriptor LC
RemoteConnectionDescriptor RC

For example, if one wantsto audit the value of the NotifiedEntity, Requestdentifier, RequestedEvents, Signal Requests,
DigitMap, DetectEvents, EventStates, L ocal ConnectionDescriptor, and RemoteConnectionDescriptor parameters, the
value of the Requestedinfo parameter will be:

F: NX, RS DTESLCRC

The capabilities request, for the AuditEndPoint command, isencoded by the parameter code A", asin:
F: A

7.2.2.13 QuarantineHandling

The quarantine handling parameter containsthe keyword "process' or "discard" to indicate the treatment of quarantined
events, eg.:

Q process
7.2.2.14 DetectEvents

The DetectEvents parameter is encoded as a comma separated list of events, such as for example:
T: hu, hd, hf, [ 0- 9#*]
It should be noted, that no actions can be associated with the events.

7.2.2.15 EventStates

The EventStates parameter is encoded as a comma separated list of events, such as for example:
ES: hu
It should be noted, that no actions can be associated with the events.

7.2.2.16 ResourcelD

The Resourcel D parameter isareturn parameter used for Dynamic Quality of Serviceto signal theresource ID assigned
for the gate in question. The Resourcel D is encoded as a string of up to 8 hex characters, such asfor example:

DQ Rl : AB345DC

7.2.2.17 RestartMethod

The RestartM ethod parameter is encoded as one of the keywords "graceful”, "forced”, "restart”, or "disconnected”, as
for example:

RM restart

7.2.2.18 VersionSupported

The VersonSupported parameter is encoded as a comma separated list of versions supported, such as for example:

VS: MECP 1.0, MECP 1.0 NCS 1.0
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7.3 Response header formats

Theresponse header is composed of aresponse line optionally followed by headers that encode the response

parameters.
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The response line starts with the response code, which is athree-digit numeric value. The code is followed by awhite
space, the transaction identifier, and optional commentary preceded by a white space, e.g.:

200 1201 K

Table 12 summarizes the response parameters whose presence is mandatory or optional in aresponse header, asa

function of the command that triggered the response assuming the command succeeded. Thereader should still study
the individual command definitions though as thistable only provides summary information. The letter M stands for
mandatory, O for optional and F for forbidden.

Table 12
Parameter name CRCX MDCX DLCX RONT NTFY AUEP AUCX RSIP
ResponseAck (note 2) (0] (0] (0] (0] (0] (0] 0] 0]
(note 1) (note 1) (note 1) (note 1) (note 1) (note 1) (note 1) (note 1)
Callld [= E

Connectionld

Requestldentifier

LocalConnectionOptions

Connection Mode

RequestedEvents

SignalRequests

NotifiedEntity

ReasonCode

ObservedEvents

DigitMap

ConnectionParameters

Specific Endpoint ID

MaxEndPointlds

NumEndPoints

Requestedinfo

QuarantineHandling

DetectEvents

EventStates

ResourcelD

RestartMethod

RestartDelay

Capabilities

VersionSupported

LocalConnection
Descriptor

Z(mm{n(mO(m|mm{mm{m|O|m|m|m|m|m|mim|m|m|m| (™

O(m|mm[m|O[m|m|m|{m|m|{m|m|m|m|m|T|m|mfm|m|m|m|nfm

it it et e b et et B et B e (X Sl Bt e e e et B e et B!

mM|T (M| mm{m|Tmm{mm|mm|m| (M| T M mim M m

mM|T (M| mm{Tm|Tmm{mm|mm|m M| T M mim M m

T|O[O[m|T|n|O[O|m|T|O[m|O|T|O|O0O|m|O|0|O|m|O|0|O|m

7| O[O ||

RemoteConnection
Descriptor

F

F

F

F

F

T

olmel il lulkllklkdklkllelulklklielklkllelielklklle]

F

be ignored.

NOTE 2: Each endpoint may be provisioned with a separate Call Agent address and port.

NOTE 1: The ResponseAck parameter MUST NOT be used with any other responses than a final response issued
after a provisional response for the transaction in question. In that case, the presence of the ResponseAck
parameter MUST trigger a Response Acknowledgement message - any ResponseAck values provided will

The response parameters are described for each of the commands in the following.
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7.3.1 CreateConnection

In the case of a CreateConnection message, the response line is followed by a Connection-Id parameter with a
successful response (code 200). A Local ConnectionDescriptor isfurthermore transmitted with a positive response. The
L ocal ConnectionDescriptor is encoded as a "session description”, as defined in clause 7.4. 1t is separated from the
response header by an empty line, e.g.:

200 1204 K
|: FDE234C8

v=0

0=- 25678 753849 IN | P4 128.96.41.1

S=-

c=IN | P4 128.96.41.1

t=0 0

nraudi o 3456 RTP/ AVP 96

a=rtpmap: 96 G726- 32/ 8000
When a provisiona response has been issued previoudly, thefina response may furthermore contain the Response
Acknowledgement parameter, and when Dynamic Quality of Service is used, thefinal response may also contain a
Resourcel D, asin:

200 1204 K
K:
|: FDE234C8
DQ RI: 23DB4A43
v=0
0=- 25678 753849 IN | P4 128.96.41.1
S=-
c=IN1P4 128.96.41.1
t=0 0
nraudi o 3456 RTP/ AVP 96
a=rtpmap: 96 G726-32/ 8000

Thefinal response is acknowledged by a Response Acknowledgement:

000 1204

7.3.2 ModifyConnection

In the case of a successful ModifyConnection message, the response line is followed by a L ocal ConnectionDescriptor,
if the modification resulted in a modification of the session parameters (e.g. changing only the mode of a connection
does not ater the session parameters). The Local ConnectionDescriptor is encoded as a "session description”, as defined
in clause 7.4. It is separated from the response header by an empty line.

200 1207 OK
v=0
0=- 25678 753849 IN | P4 128.96.41.1
S=-
c=IN | P4 128.96.41.1
t=0 0
nFaudi o 3456 RTP/ AVP 0
Theresponse may also contain a Resourcel D when Dynamic Quality of Serviceisused asin:

200 1207 K
DQ Rl : 12345

When a provisional response has been issued previously, thefinal response may furthermore contain the Response
Acknowledgement parameter asin:

526 1207 No bandwi dt h
K:

Thefinal response is acknowledged by a Response Acknowledgement:

000 1207 K

7.3.3 DeleteConnection

Depending on the variant of the DeleteConnection message, the response line may be followed by a Connection
Parameters parameter line, as defined in clause 7.2.2.5.

250 1210 &K
P: PS=1245, (0S=62345, PR=780, OR=45123, PL=10, JI =27, LA=48
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7.3.4 NotificationRequest

A NotificationRequest response does not include any additional response parameters.

7.3.5 Notify

A Notify response does not include any additional response parameters.

7.3.6 AuditEndpoint

In the case of an AuditEndPoint the response line may be followed by information for each of the parameters requested
- each parameter will appear on a separate line. Parameters for which no value currently exists, e.g. digit map, will ill
be provided. Each local endpoint name "expanded” by a wildcard character will appear on a separate line using the
"SpecificEndPointld" parameter code, e.g.:

200 1200 K
Z: aal n/ 1@ gw. what ever . net
Z: aal n/ 2@ gw. what ever . net

or:
200 1200 &K
A: a: PCMJ;, G728, p:10-100, e:on, s:off, t:1, v:X B, m sendonl y; recvonl y; sendrecv; i nactive
A: a: G729A; p:30-90, e:on, s:on, t:1, v:X B, m sendonl y; recvonl y; sendrecv; i nacti ve; confrnce

7.3.7 AuditConnection

In the case of an AuditConnection, the response may be followed by information for each of the parameters requested.
Parameters for which no value currently exists will till be provided. Connection descriptors will aways appear last and
each will be preceded by an empty line, asfor example:

200 1203 K

A3CA7F21456789F0

[128.96.41. 12]

p: 10, a: PCMJ; G728

sendrecv

PS=622, (0S=31172, PR=390, OR=22561, PL=5, JI =29, LA=50

9T 20

v=0

0=- 4723891 7428910 IN | P4 128.96. 63. 25

S=-

c=IN | P4 128.96. 63. 25

t=0 0

mraudi 0 1296 RTP/ AVP 96

a=rtpmap: 96 G726-32/ 8000
If both alocal and aremote connection descriptor are provided, thelocal connection descriptor will be the firgt of the
two. If a connection descriptor is requested, but it does not exist for the connection audited, that connection descriptor

will appear with the SDP protocol version field only.

7.3.8 RestartinProgress

Theresponse to a RestartinProgress may include the name of another Call Agent to contact, for instance when the Call
Agent redirects the endpoint to another Call Agent asin:

521 1204 Redirect
N: CA- 1@what ever. net

7.4 Session description encoding

The session description is encoded in conformance with the session description protocol (SDP), however, embedded
clients may make certain S mplifying assumptions about the session description as specified in the following. 1t should
be noted, that session descriptions are case sensitive per RFC 2327.

SDP usage depends on the type of session, as specified in the "media" parameter:

e |If themediais set to "audio", the session description isfor an audio service.
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« If themediais set to "video", the session description is for avideo service.
For an audio service, the gateway will consider theinformation provided in SDP for the "audio” media, and for a video
service the gateway will consider the information provided in SDP for the "video" media.
7.4.1  SDP audio service use

In avoice-only gateway, we only have to describe sessions that use exactly one media, audio. The parameters of SDP
that arerelevant for the voice based application are specified bel ow. Embedded clients MUST support session
descriptions that conform to these rules and in the following order:

1) The SDP profile presented below.
2) RFC 2327 (SDP: Session Description Protocal).

The SDP profile provided describes the use of the session description protocol in NCS. The general description and
explanation of the individual parameters can be found in RFC 2327, however below we detail what values NCS
endpoints need to provide for these fields (send) and what NCS endpoints should do with values supplied or not
supplied for these fields (receive).

Any parameter not specified below SHOULD NOT be provided by any NCS endpoint, and if such a parameter is
received, it SHOULD be ignored.
74.1.1 Protocol version (v=)

v= <version>
v=0

Send: MUST be provided in accordance with RFC 2327 (i.e. v=0);
Receive: MUST be provided in accordance with RFC 2327.

7.4.1.2 Origin (0=)
The origin field consists (o=) of 6 sub-fields in RFC2327:

0= <username> <session-ID> <version> <network-type> <address-type> <address>
= - 2987933615 2987933615 IN P4 A3CA7F2146789F0

Username

Send: Hyphen MUST be used as username when privacy is requested.
Hyphen SHOULD be used otherwise (see note).

NOTE: Since NCS endpoints do not know when privacy is requested, they SHOULD always use a hyphen.
Receive: Thisfidd SHOULD beignored.
Session-1D

Send: MUST be in accordance with RFC 2327 for interoperability with non-IPCablecom
clients

Receive: Thisfield SHOULD beignored.
Version

Send: In accordance with RFC 2327.

Receive: Thisfidd SHOULD beignored.
Network Type

Send:  Type"IN" MUST be used.
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Receive: Thisfield SHOULD beignored.
Address Type

Send:  Type"IP4" MUST be used

Receive: Thisfield SHOULD beignored.
Address:

Send: MUST be in accordance with RFC 2327 for interoperability with non-IPCablecom
clients

Receive: Thisfidd MUST beignored.

7.4.1.3 Session name (s=)

$= <session-name>
g -

Send: Hyphen MUST be used as Session name.
Receive: Thisfidd MUST beignored.

7.4.1.4 Session and media information (i=)
i= <session-description>
Send: For NCS, thefield MUST NOT be used.
Receive: Thisfidd MUST beignored.

7.4.1.5 URI (u=)

u= <URI>
Send:  For NCS, thefiddd MUST NOT be used.
Receive: Thisfidd MUST beignored.

7.4.1.6 E-mail address and phone number (e=, p=)

e= <e-mail-address>
p= <phone-number>

Send: For NCS, thefield MUST NOT be used.
Receive: Thisfidd MUST beignored.

7.4.1.7 Connection data (c=)
The connection data consists of 3 sub-fields:

c= <network-type> <address-type> <connection-address>
c=IN IP410.10.111.11

Network Type:
Send:  Type"IN" MUST be used.
Receive: Type"IN" MUST be present.
Address Type:
Send:  Type"IP4" MUST be used
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Receive: Type"IP4" MUST be present.
Connection Address:

Send: Thisfield MUST be filled with a unicast | P address at which the application will
receive the media stream. Thusa TTL value MUST NOT be present and a"'number of
addresses' value MUST NOT be present. The fiedd MUST NOT be filled with afully-qualified
domain name instead of an |P address. A non-zero address gpecifies both the send and receive
addressfor the media stream(s) it covers.

Receive: A unicast |P address or afully qualified domain name MUST be present. A non-zero
address specifies both the send and receive address for the media stream(s) it covers.

7.4.1.8 Bandwidth (b=)

b= <modifier> : <bandwidth-value>
b= AS: 64

Send: Bandwidth information is optional in SDP but it SHOULD aways be included (see
note 1). When an rtpmap or a non well-known codec (see note 2) is used, the bandwidth
information MUST be used.

Receive: Bandwidth information SHOULD be included. If a bandwidth modifier isnot
included, the receiver MUST assume reasonabl e default bandwidth values for well-known
codecs.

NOTE 1: If thisfield isnot used, the Gate Controller might not authorize the appropriate bandwidth.
NOTE 2: A non well-known codec is a codec not defined in the codec specification J.acr.
Modifier:
Send:  Type"AS' MUST be used.
Receive: Type"AS' MUST be present.

Bandwidth Value:
Send: Thefield MUST be filled with the Maximum Bandwidth requirement of the Media
stream in kilobits per second.
Receive: The maximum bandwidth requirement of the media stream in kilobits per second
MUST be present.

7.4.1.9 Time, repeat times and time zones (t=, r=, z=)

t= <start-time> <stop-time>

t= 36124033 0

r= <repeat-interval> <active-duration> <list-of-offsets-from-start-time>
z= <adjustment-time> <offset>

Send: Time MUST be present; start time MAY be zero, but SHOULD be the current time,
and gtop time SHOULD be zero. Repeat Times, and Time Zones SHOULD NOT be used, if
they are used it should be in accordance with RFC 2327.

Receive: If any of these fields are present, they SHOULD be ignored.

7.4.1.10 Encryption keys

k= <method>
k= <method> : <encryption-keys>
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Security services for |PCablecom are to be defined by the |PCablecom Security specification. The security services
specified for RTP and RTCP do not comply with those of RFC 1889, RFC 1890, and RFC 2327. In the interest of
interoperability with non-1PCablecom devices, the "k" parameter will therefore not be used to convey security
parameters.

Send: MUST NOT be used.
Receive: Thisfield SHOULD beignored.

7.4.111 Attributes (a=)

a=  <attribute> : <value>
a=  rtpmap : <payload type> <encoding name>/<clock rate> [/<encoding parameters>]
a= rtpmap: 0 PCMU / 8000
a=  X-pc-codecs. <alternative 1> <alternative 2> ...
a=  X-pc-secret: <method>:<encryption key>
a=  X-pc-csuites-rtp: <alternative 1> <alternative 2> ...
a=  X-pc-csuites-rtcp: <alternative 1> <alternative 2> ...
= X-pc-spi-rtcp: <value>
= X-pc-bridge: <number-ports>

=  <attribute>

=  recvonly

=  sendrecv

=  sendonly

= ptime
Send: One or more of the"a" attribute lines specified below MAY beincluded. An
attribute line not specified below SHOULD NOT be used.
Receive: One or more of the"a" attribute lines specified below MAY be included and MUST
be acted upon accordingly. "a" attribute lines not specified below may be present but MUST be
ignored.

rtpmap:

Send: When used, thefield MUST be used in accordance with RFC 2327. It MAY be used
for well-known as well as well as non well-known codecs. The encoding names used are
provided in a separate | PCablecom specification.

Receive: Thefieddd MUST be used in accordance with RFC 2327.
X-pc-codecs:

Send: Thefield contains alist of alternative codecs that the endpoint is capable of using for
this connection. Theligt is ordered by decreasing degree of preference, i.e. the most preferred
alternative codec isthefirst onein thelist. A codec is encoded similarly to "encoding name" in

rtpmap.

Receive: Conveysalist of codecs that the remote endpoint is capable of using for this
connection. The codecs MUST NOT be used until signalled through amedia (m=) line.

X-pc-secret:

Send: Thefield contains an end-to-end secret to be used for RTP and RTCP security. The
secret is encoded similarly to the encryption key (k=) parameter of RFC 2327 with the
following constraints.

* Theencryption key MUST NOT contain aciphersuite, only a passphrase.

* The <method> specifying the encoding of the pass-phrase MUST be either "clear" or "base64" as defined in
RFC 2045, except for the maximum line length which is not specified here. The method "clear” MUST NOT be used if
the secret contains any charactersthat are prohibited in SDP.
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Receive:  Conveys the end-to-end secret to be used for RTP and RTCP security.

X-pc-csuites-rtp:
X-pc-csuites-ricp:

Send: Thefield containsalist of ciphersuites that the endpoint is capable of using for this
connection (respectively RTP and RTCP). Thefirst ciphersuite listed iswhat the endpoint is
currently expecting to use. Any remaining ciphersuitesin thelist represent alternatives ordered
by decreasing degree of preference, i.e. the most preferred alternative ciphersuite is the second
oneinthelist. A ciphersuiteisencoded as specified below:

ciphersuite = [AuthenticationAlgorithm] "/" [EncryptionAlgorithm]
AuthenticationAlgorithm = 1*( ALPHA / DIGIT /"-" /" _")
EncryptionAlgorithm = 1*( ALPHA /DIGIT/"-"/" ")

where ALPHA, and DIGIT are defined in RFC 2234. Whitespaces are not allowed within a
ciphersuite. The following exampleillustrates the use of ciphersuite:

62/51
The actual list of ciphersuitesto be provided in the IPCablecom Security Specification.

Receive: Conveysalist of ciphersuites that the remote endpoint is capable of using for this
connection. Any other ciphersuite than thefirst in the list cannot be used until signalled
through anew ciphersuite line with the desired ciphersuite listed first.

X-pc-spi-rtep:

Send: The field contains the IPSEC Security Parameter Index (SPI) to be used when
sending RTCP packets to the endpoint for the media stream in question. The SPI isa 32-bit
identifier encoded as a string of up to 8 hex characters. Thefield MUST be supplied when
RTCP security is used.

Receive: Conveysthe IPSEC SPI to be used when sending RTCP packets over IPSEC. The
field MUST be present when RTCP security is used.

X-pc-bridge:

Send:  NCSendpoints MUST NOT use this attribute.

Receive: NCS endpoints MUST ignorethisattributeif received.
recvonly:

Send: Thefield MUST be used in accordance with RFC 2543.

Receive: Thefiddd MUST be used in accordance with RFC 2543.
sendrecv:

Send: Thefield MUST be used in accordance with RFC 2543.

Receive: Thefiddd MUST be used in accordance with RFC 2543.
sendonly:

Send: The field MUST be used in accordance with RFC 2543, except that the | P address
and port number MUST NOT be zeroed.

Receive: Thefieddd MUST be used in accordance with RFC 2543.
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ptime:
Send: The ptime SHOULD always be provided and when used it MUST be used in
accordance with RFC 2327. When an rtpmap or non well-known codec is used, the ptime
MUST be provided.
Receive: Thefidd MUST be used in accordance with RFC 2327. When "ptime" is present,
the MTA MUST use the ptime in the cal culation of QoS reservations. If "ptime" isnot present,
the MTA MUST assume reasonabl e default values for well-known codecs.

7.4.1.12 Media Announcements (m=)

Media Announcements (m=) consists of 3 sub-fields:

M= <media> <port> <transport> <format>
M= audio 3456 RTP/AVP 0

Media:
Send: The"audio" mediatype MUST be used.
Receive: Thetypereceived MUST be "audio”.

Port:
Send: MUST be filled in accordance with RFC2327. The port specified is the receive port,
regardless of whether the stream is unidirectional or bidirectional. The sending port may be
different.
Receive: MUST be used in accordance with RFC 2327. The port specified is the receive port.
The sending port may be different.

Transport:

Send: The transport protocol "RTP/AVP' MUST be used.
Recelve: Thetransport protocol MUST be "RTP/AVP".
Media Formats:
Send: Appropriate mediatype as defined in RFC 2327 MUST be used.

Receive: |n accordance with RFC 2327.

7.4.2 SDP video service use

Details on SDP use for video service are for further study.

7.5 Transmission over UDP

7.5.1 Reliable message delivery

MGCP messages are transmitted over UDP. Commands are sent to one of the I P addresses defined in the Domain Name
System (DNS) for the specified endpoint or Call Agent. The responses are sent back to the source address of the
command. However, it should be noted that the response may, in fact, come from another 1P address than the one to
which the command was sent.

When no port is provisioned for the endpoint (see note), the commands should be sent to the default MGCP port, 2427.

NOTE: Each endpoint may be provisioned with a separate Call Agent address and port.
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MGCP messages, carried over UDP, may be subject to losses. In the absence of atimely response, commands are
repeated. MGCP entities are expected to keep, in memory, alist of the responses sent to recent transactions, i.e. alist of
all theresponses sent over the last Tty¢ Seconds, aswell asalist of the transactions that are being executed currently.
Transaction identifiers of incoming commands are compared to transaction identifiers of the recent responses. If a
match isfound, the MGCP entity does not execute the transaction, but simply repeets the response. If no match is
found, the MGCP entity examinesthe list of currently executing transactions. If amatch is found, the MGCP entity will
not execute the transaction, which is smply ignored.

It istheresponsibility of the requesting entity to provide suitable timeouts for all outstanding commands and to retry
commands when timeouts have been exceeded. A retransmission strategy is specified in clause 7.5.2.

Furthermore, when repeated commands fail to get aresponse, the destination entity is assumed to be unavailable. It is
theresponsibility of the requesting entity to seek redundant services and/or clear existing or pending connections as
specified in clause 6.4.

7.5.2 Retransmission strategy

The present document avoids specifying any static values for the retransmission timers since these values are typically
network-dependent. Normally, the retransmission timers should estimate the timer by measuring the time spent between
sending a command and thereturn of aresponse. Embedded clients MUST implement aretransmission strategy using
exponentia back-off with configurableinitial and maximum retransmission timer values.

Embedded clients SHOULD use the a gorithm implemented in TCP-IP, which uses two variables:

» The average acknowledgement delay, AAD, estimated through an exponentially smoothed average of the
observed delays.

» Theaverage deviation, ADEV, estimated through an exponentially smoothed average of the absolute value of the
difference between the observed delay and the current average.

Theretransmission timer, RTO, in TCP, is set to the sum of the average delay plus N times the average deviation, where
N isa constant.

After any retransmission, the MGCP entity should do the following:
* It should double the estimated value of the average delay, AAD.
e It should compute arandom value, uniformly distributed between 0,5 AAD and AAD.
e It should set theretransmission timer (RTO) to the minimum of:
— the sum of that random value and N times the average deviation.
*  RTOnax, Wherethe default value for RTOne iS4 S.

This procedure has two effects. Because it includes an exponentially increasing component, it will automatically slow
down the stream of messages in case of congestion subject to the needs of real-time communication. Because it includes
arandom component, it will break the potential synchronization between notifications triggered by the same external
event.

Theinitial value used for the retransmission timer is 200 ms by default and the maximum value for theretransmission
timer is4 sby default. These default values may be altered by the provisioning process.

7.6 Piggy-backing

There are cases when a Call Agent will want to send several messages at the sametime to one or more endpointsin a
gateway and vice versa. When several messages have to be sent in the same UDP packets, they are separated by aline
of text that contain a single dot, as in for example:

200 2005 K
bLCX 1244 aal n/ 2@ gw. what ever.net M3CP 1.0 NCS 1.0

C. A3C47F21456789F0
|- FDE234C8
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The piggy-backed messages MUST be processed as if they had been received in separate datagrams, however if a
message (command or response) needs to be retransmitted, the entire datagram MUST be retranamitted, not just the
missing message. The individual messages in the datagram MUST be processed in order starting with the first message.

Errors encountered in a message that was piggybacked MUST NOT affect any of the other messages received in that
packet - each messageis processed on itsown.

7.7 Transaction identifiers and three ways handshake

Transaction identifiers are integer numbersin the range from 1 to 999,999,999. Call-agents may decide to use a specific
number space for each of the gateways that they manage, or to use the same number space for all gateways that belong
to some arbitrary group. Call agents may decide to share theload of managing alarge gateway between several
independent processes. These processes will share the same transaction number space. There are multiple possible
implementations of this sharing, such ashaving a centralized alocation of transaction identifiers, or pre-allocating
non-overlapping ranges of identifiersto different processes. The implementations MUST guarantee that unique
transaction identifiers are allocated to dl transactions that originate from any call agent sent to a particular gateway
within a period of Tty¢ seconds. Gateways can simply detect duplicate transactions by looking at the transaction
identifier only.

The Response Acknowledgement parameter can be found in any command. It carries a set of "confirmed transaction-id
ranges’ for fina responsesreceived - provisional responses MUST NOT be confirmed.

MGCP gateways may choose to delete the copies of the responses to transactions whose id is included in " confirmed
transaction-id ranges’ received in a message, however the fact that the transaction was executed MUST till be retained
for Ttyi¢ Seconds. Also, when a Response Acknowledgement message (see note) isreceived, theresponse that is being
acknowledged by it can be deleted. Gateways should silently discard further commands from that Call Agent when the
transaction-id falls within these ranges, and the response was issued less than Tty Seconds ago.

NOTE: Asopposed to acommand with a Response Acknowledgement parameter.

Let termye, and termyg be the endpoint-name in respectively a new command, cmd,q,, and some old command. cmdyg.
The transaction-ids to be confirmed in cmd,e,, SHOULD then be determined as follows:

o |f termyqy does not contain any wildcards:
— Unconfirmed responses to old commands where termg g equal's termpgy.

— Optionally, one or more unconfirmed responses where termy 4 contained the "any-of" wildcard, and the
endpoint-namereturned in the response was termypgy,.

— Optionally, one or more unconfirmed responses where term,4 contained the "all" wildcard, and termyg, is
covered by the wildcard in termgg.

— Optionally, one or more unconfirmed responses where term, 4 contained the "any-of" wildcard, no endpoint-
name was returned, and term,e,, is covered by the wildcard in termgg.

o If term,, containsthe "all" wildcard:

— Optionally, one or more unconfirmed responses where term,4 contained the "all" wildcard, and termyg, is
covered by the wildcard in termyg.

e |If termyq, containsthe "any of" wildcard:

— Optionally, one or more unconfirmed responses where term,4 contained the "all" wildcard, and termyg, is
covered by the wildcard in termgq if the "any of" wildcard in termpe, Was replaced with the "all" wildcard.

A given response SHOULD NOT be confirmed in two separate messages.
The following examplesillustrate the use of these rules:
o |If termygy iS"aan/1" and termyq is "aan/1" then the old response can be confirmed per rule la.

o If termyey is"aan/1" and termyq is™*" then the old response can be confirmed per rule 1c.
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o |If termygy iS"a@n/*" and termyq is™*" then the old response can be confirmed per rule 2a
o If termyey is"aaln/$" and termyq is "aaln/*" then the old response can be confirmed per rule 3a.

The "confirmed transaction-id ranges" values SHOULD NOT be used if more than Tty ¢ Seconds have elapsed since the
gateway issued itslast responseto that call agent, or when agateway resumes operation. In this situation, commands
should be accepted and processed, without any test on the transaction-id.

Also, aresponse SHOULD NOT be confirmed if the response was received more than Tty Seconds ago.

Messages that confirm responses may be transmitted and received in disorder. The gateway shall retain the union of the
confirmed transaction-idsreceived in recent commands.

7.8 Provisional responses

In some cases, transaction completion times may be significantly longer than otherwise (see note). NCS uses UDP as
the transport protocol and reliability is achieved by selective time-out based retransmissions where the time-out is based
on an estimate of the sum of the network roundtrip time and transaction completion time. Significant variance in the
transaction completion timeis therefore problematic when rapid message | oss detection without excessive overhead is
desired.

NOTE: For ingtance when resources are reserved and committed externaly as part of a transaction.

In order to overcome this problem, a provisional response MUST therefore be issued if, and only if, the transaction
completion time exceeds some small period of time. The provisional response acknowledges the receipt of the
command although the outcome of the command may not yet be known, e.g. due to a pending resource reservation. As
aguideline, atransaction that requires external communication to complete, e.g. network resource reservation, should
issue a provisional response. Furthermore, if a duplicate CreateConnection or ModifyConnection command is received,
and the transaction has not yet finished executing, a provisional response MUST then be sent back.

Pure transactional semantics would imply, that provisional responses should not return any other information than the
fact that the transaction is currently executing, however an optimistic approach alowing someinformation to be
returned enables areduction in the delay that would otherwise be incurred in the system.

Provisional responses MUST only be sent in response to a CreateConnection or ModifyConnection command. In order
to reduce the delay in the system, a connection identifier and session description MUST be included in the provisiona
response to the CreateConnection command. If a session description will be returned by the ModifyConnection
command, the session description MUST be included in the provisiona response here aswell. If the transaction
completes successfully, the information returned in the provisional response MUST be repeated in the final response. It
is considered a protocol error not to repeat thisinformation or to change any of the previously supplied informationin a
successful response. If the transaction fails, an error code isreturned - the information returned previously is no longer
valid.

A currently executing CreateConnection or ModifyConnection transaction MUST be cancelled if a DeleteConnection
command for the endpoint isreceived. In that case, aresponse for the cancelled transaction SHOULD still be returned
automatically, and aresponse for the cancelled transaction MUST be returned if aretransmission of the cancelled
transaction is detected.

When a provisional responseis received, the timeout period for the transaction in question MUST be set to a
significantly higher value for this transaction (Ttiongran). The purpose of thistimer is primarily to detect endpoint failure.
The default value of Ttiongran 1S5 S, however the provisioning process may éalter this.

When the transaction finishes execution, the final response is sent and the by now obsolete provisional responseis
deleted. In order to ensure rapid detection of alost final response, final responses issued after provisional responses for
atransaction MUST be acknowledged. The endpoint MUST therefore include an empty "ResponseAck” parameter in
those, and only those, final responses. The presence of the "ResponseAck™ parameter in the final response will trigger a
"Response Acknowledgement” response to be sent back to the endpoint. The "Response Acknowledgement” response
will include the transaction-id of theresponse it acknowledges in the response header. Receipt of this " Response
Acknowledgement” response is subject to the same time-out and retransmission strategies and procedures as responses
to commands (see clause 6.4), i.e. the sender of the final response will retransmit it if the "Response Acknowledgement”
isnot received in time. The "Response Acknowledgment " response is never acknowl edged.
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8 Security

If unauthorized entities could use the MGCP, they would be able to set up unauthorized calls or interfere with
authorized calls. Security is not provided as an integral part of MGCP. Instead MGCP assumes the existence of a lower
layer providing the actual security.

Security requirements and solutions for NCS are to be provided in the IPCablecom Security Specification, which should
be consulted for further information.
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Annex A (normative):
Event Packages

This clause defines an initial set of event packages for the various types of endpoints currently defined by 1PCablecom
for embedded clients. The following packages are defined for the embedded client endpoint-types listed:

Endpoint-type Package Package name Default package
Analogue Access Line Base B No

Video For further study For further study For further study
ISDN BRI For further study For further study For further study

Each package defines a package name for the package and event codes and definitions for each of the eventsin the
package. In thetables of events/signals for each package, there are five columns:

Code The package unique event code used for the event/signal.
Description A short description of the event/signal.

Event A check mark appearsin this column if the event can be Requested
by the Media Gateway Controller. Alternatively, one or more of the following

symbols may appear:
indicating that the event is persistent;

"S' indicating that the event is an event-state that may be audited,
"C" indicating that the event/signal may be detected/applied on a
connection.
Signal If nothing appears in this column for an event, then the event

cannot be signalled on command by the Media Gateway Controller. Otherwise, the
following symbols identify the type of event:

"O0" On/Off signal. The signal isturned on until commanded by the Media
Gateway Controller to turn it off, and vice versa.

"TO" Timeout signal. The signal lasts for agiven duration unlessit is
superseded by a new signal. Default time-out values are supplied. A value of zero
indicates that the time-out period isinfinite. The provisioning process may alter
these default values.

"BR" Brief signal. The event has a short, known duration.

Additional info Provides additional information about the event/signal, e.g. the
default duration of TO signals.

Unless otherwise stated, al of the events/signals are detected/applied on endpoints and audio generated by them is not
forwarded on any connection the endpoint may have. Audio generated by events/signals that are detected/applied on a
connection will however be forwarded on the associated connection irrespective of the connection mode.

Base protocol packages

The following packages are currently defined in the base protocol. These packages apply to all endpoints:
* Base

Base package

Package name: B
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The following codes are used to identify events and signalsfor the "base" package for all endpoint types:

Code Description Event Signal Additional Info
oc Operation complete v -
of Operation failure v -

Operation complete (oc): The operation complete event is generated when the gateway was asked to apply one or
several signals of type TO on the endpoint, and one or more of those signals compl eted without being stopped by the
detection of arequested event such as off-hook transition or dialled digit. The completion report may carry as a
parameter the name of the signal that cameto the end of itslivetime, asin:

G B/ oc(nypackage/ nysi gnal )

When the reported signal was applied on a connection, the parameter supplied will include the name of the connection
aswdll, asin:

O B/ oc(nypackage/ nmysi gnal @A3F58)

When the operation compl ete event isrequested, it cannot be parameterized with any event parameters. When the
package name is omitted, the default package name is assumed.

The operation complete event may additionally be generated as defined in the base protocal, e.g. when an embedded
ModifyConnection command compl etes successfully, asin:

O Bl/oc(B/ O
Operation failure (of): In genera, the operation failure event may be generated when the endpoint was asked to apply

one or several signals of type TO on the endpoint, and one or more of those signals failed prior to timing out. The
completion report may carry as a parameter the name of the sgnal that failed, asin:

O B/ of (mypackage/ nysi gnal )

When the reported signal was applied on a connection, the parameter supplied will include the name of the connection
aswdll, asin:

O B/ of (mypackage/ nysi gnal @A3F58)

When the operation failure event is requested, event parameters can not be specified. When the package nameis
omitted, the default package name is assumed.

The operation failure event may additionally be generated as specified in the base protocol, e.g. when an embedded
ModifyConnection command fails, asin:

O B/ of (B/ C(M sendrecv(AB2354))))

Audio

Event packages for audio is for further study.
Video

Event packages for video is for further study.
ISDN

Event packages for basic access ISDN is for further study.
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Annex B (normative):
Dynamic Quality of Service

In this annex, we provide additional detail on the usage of Dynamic Quality of Service (D-QoS) in NCS. We describe
the expected MTA behaviour in more detail and include a state machine that the MTA may implement to support the

D-QoS behaviour described. The IPCablecom Dynamic Quality of Service Specification (J.dgos) should be consulted
for further details.

Introduction

MTA, in implementing support for Dynamic Quality of Service needsto store and maintain D-QoS state on a per
connection basis. Whenever D-QoS has been used for a connection, the endpoint will keep the following D-QoS
information associated with the connection until it is deleted:

* GatelD - The current Gatel D used for the connection.
* Resourcel D - The current Resourcel D used for the connection.

* Last reservation - The parametersfor the most recent reservation for the connection. Thisincludes classifiers as
well as media parametersin both the send and receive direction.

* Last commit - The parametersfor the most recent commit for the connection. Thisincludes classifiersas well as
media parametersin both the send and receive direction.

* Reserve Destination - An IP address and port that may be used to enable resource reservations where the remote
address info isnot yet known as explained below.

* GateLocation - TheIP address and port where the D-QoS commit message should be sent to when using
RSVP. The MTA learnsthis address through the RSV P QoS messages.

The Gatel D isthe key to resource reservation. Once a Gatel D has been provided for a connection, a D-QoS state
machineis created for the connection, and all of the above information will be maintained for the connection until it is
either deleted, or anew GatelD is provided. In the latter case, the D-QOoS state machine and the above information is
reset, and the old reservation is deleted (see note).

NOTE: If aResourcelD isincluded, and that Resourcel D matches the old Resourcel D, then the old reservation
should not be deleted before the new one is made.

Resources can be reserved and committed independently in both the send and receive direction by the MTA. The send
destination | P address and port aswell asthe source | P address are taken from the RemoteConnectionDescriptor, when
a RemoteConnectionDescriptor has been provided. In that case, the MTA MUST use the following classifiers for the
resource reservation and commit:

Table B.1
MTA-o (J.112/RSVP)
Downstream/receive
Source IP IP(SDP-1)
Source Port *
Destination IP IP(SDP-0)
Destination Port Port(SDP-0)
Upstream/send
Source IP IP(SDP-0)
Source Port Port(o0)
Destination IP IP(SDP-t)
Destination Port Port(SDP-t)

where:

e |P(SDP-0) refersto the media IP address in MTA-0's Local ConnectionDescriptor.
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e |P(SDP-t) refersto the media | P address in MTA-0's RemoteConnectionDescriptor.
* Port(SDP-0) refersto the media port in MTA-0's Local ConnectionDescriptor.

» Port(o) refersto the source port MTA-0 will be using when sending media on this connection. Note that this
may or may not be the same as Port(SDP-0).

When a RemoteConnectionDescriptor has not yet been provided, the actual send destination | P address and port is
unknown and the ReserveDestination address is therefore used instead. For the receive direction, the source | P address
and port iswild-carded. This enables areservation and a receive commit of the resource on the access link. The
following classifiers MUST be used:

Table B.2
MTA-0 (J.112/RSVP)
Downstream/receive
Source IP *
Source Port *
Destination IP IP(SDP-0)
Destination Port Port(SDP-0)
Upstream/send
Source IP IP(SDP-0)
Source Port Port(0)
Destination IP IP(RD-0)
Destination Port Port(RD-0)

where:
* |P(RD-0) refersto the | P addressin the ReserveDestination supplied.

* |P(Port-o) refersto the port number in the ReserveDestination supplied. If no port number is specified a default
value of 9 applies.

» Oncetheactual send destination and receive source media addresses and port are known, the reservations are
updated with the appropriate classifiers.

*  When RSVPisused as the resource reservation protocol, the destination address used for the RSVP PATH
message will be the ReserveDestination | P address supplied until a RemoteConnectionDescriptor is supplied.

NCS/D-QoS state machine

As explained above, the MTA maintains state for the Dynamic Quality of Service used on a connection. The stateis
derived from a state machine which is driven by the following:

e Current state which consists of the pair (SendQoSState, ReceiveQoSState), where each QoS state may be one
of the following:

— N - Noresource reservation existsfor the direction.
— R - A resource reservation exists for the direction, but no resources are currently committed.
— C - Aresource reservation exists for the direction, some resources are currently committed.

— Connection mode which isthe NCS connection mode. The connection modes "Conference”, "Network
Loopback", and "Network Continuity Test" are not shown explicitly in the sate machine, asthey are all
similar to "SendReceive". The connection mode "Replicate” is also not shown asit is similar to "SendOnly".

* Resour ce Change which is one or more of the following:

— RemoteConnectionDescriptor |P address or port changes (classifier needs to be updated). This includes the
case whereit arrives for first time.

— Codec changes.

ETSI



75 ETSI TS 101 909-4 V1.1.1 (2001-07)

— Ptime changes.
- €tc.
e TheD-QoSrules provided in clause 6.3.3.

As explained above, the sate machine will be reinitialized when anew GatelD isreceived. If a Resourcel D is supplied
aswdl and it is the same as the old Resourcel D, the reservation(s) for the new state machine MUST be performed
before the reservation(s) for the old state machine are rel eased.

The set of possible states are:
* (N, N) Send resources not reserved, receive resources not reserved.
* (R, R) Send resources reserved, receive resources reserved.
* (C,R) Send resources reserved and committed, receive resources reserved.
* (R, C) Send resources reserved, receive resources reserved and committed.
e (C, C) Send resources reserved and committed, receive resources reserved and committed.
* (R, N) Send resources reserved, receive resources not reserved.
* (C, N) Send resources reserved and committed, receive resources not reserved.
* (N, R) Send resources not reserved, receive resources reserved.
* (N, C) Send resources not reserved, receive resources reserved and committed.

Once resources have been reserved and/or committed for a direction, areservation for that direction will exist for the
lifetime of the connection. The relationship between states and connection mode or D-Q0S reservation parametersis
shown in table B.3:

Table B.3
SendState RecvState
No Reserve/Commit parameter supplied - connection mode:
inactive R R
sendonly, replcate C R
recvonly R C
sendrecv, confrnce, netwloop, netwtest C C
Reserve/Commit parameter supplied:
sendresv R N, R (note)
recvresv N, R (note) R
snrcresv R R
sendcomt C N, R (note)
recvcomt N, R (note) C
snrccomt C C
NOTE: If resources have been reserved or committed previously for the direction, the state will be
R, otherwise the state will be N.
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The actual statetrandition diagram is depicted in figure B.1:
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Figure B.1: NCS/D-QoS state diagram (1:2)
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Figure B.2: NCS/D-QoS state diagram (2:2)
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When executing the state machine, boolean variables will be set to indicate whether reserve, unreserve, commit, and
uncommit operations are to be performed. The pseudo-code bel ow then provides details on individual D-QoS
procedures that are to be executed as indicated by these bool eans. The following actions specify the D-QoS actions to
be taken in each of these procedures:

* SR means aD-QoS Send Reservation will be performed.

*  RR meansaD-QoS Receive Reservation will be performed.

* SC means a D-QoS Send Commit will be performed.

* RC meansaD-QoS Receive Commit will be performed.

» SD means a D-QoS Send Reservation Delete will be performed.

¢ RD means aD-QoS Receive Reservation Delete will be performed.

* SU means aD-QoS Send Uncommit, i.e. lower committed send resources to zero, will be performed.

* RU means a D-QoS Receive Uncommit, i.e. lower committed send resources to zero, will be performed.

SendReserve()

If <current resources reserved # resources to reserve> then { -- skip reservation if existing
reservation OK

I f <Renot eConnecti onDescriptor provi ded> then
SR( Renpt eConnecti onDescriptor) -- Use RenoteConnectionDescriptor classifier
el se if <ReserveDestination provi ded> then
SR(ReserveDesti nati on) -- Use ReserveDestination classifier, send to
-- ReserveDestination if RSVP
el se ERROR
}

Recei veReserve()

If <current resources reserved # resources to reserve> then {-- skip reservation if existing reservation

(0§
| f <Renot eConnecti onDescri ptor provi ded> then
RR( Renpt eConnecti onDescriptor) -- Use RenoteConnectionDescriptor classifier
else if <(J.112 QoS) or (RSVP and ReserveDestination provided )> then
RR(*) -- Use wildcard classifier, send to ReserveDestination
-- if RSVP
el se ERROR
}
SendConmi t ()

If <current resources commtted # resources to commt> then {-- skip comit if existing OK

I f <Renot eConnecti onDescriptor provi ded> then {

If not <resources to commit [] resources reserved > then { -- old reservation does not
SR( Renpt eConnect i onDescri pt or) -- satisfy what is about to be
} -- conmmtted, so update reservation

if <(J.112 QS) or (RSVP and ReserveDestination provided )> then {
SC( Renpt eConnect i onDescri pt or) -- send to ReserveDestination if
-- RSVP
} else

ERRCR
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} else ERROR -- Cannot commit send direction w thout RenoteConnectionDescri ptor

Recei veCommi t ()

If <current resources commtted # resources to commt> then {-- skip commt if existing OK

}

If not <resources to commit [ resources reserved> then {
I f <Renot eConnecti onDescriptor provi ded> then
RR( Renpt eConnect i onDescri ptor)
else if <(J.112 QoS) or (RSVP and ReserveDestination provided )> then
RR(*) -- Use wildcard classifier, send to ReserveDestination if RSVP
el se
ERROR
}
| f <Renpt eConnecti onDescri ptor provided> then
RC( Renpt eConnect i onDescri pt or)
else if <(J.112 QoS) or (RSVP and ReserveDestination provided )> then
RC(*) -- Use wildcard classifier, send to ReserveDestination if RSVP
el se

ERRCR

SendReser veDel et e()

I f <send resources reserved> then

SD() -- delete the reservation

Recei veReserveDel et e()

I f <receive resources reserved> then

RD() -- delete the reservation

SendUnCommi t ()

I f <send resources comit> then

SU() -- unconmt conmitted resources

Recei veUnCommi t ()

I f <receive resources comited> then

RU() -- unconmt commited resources

State UpdateState(DoCommit, DoReserve, O dState)

If <DoCommit = true> then

return Conmit

el se if <DoReserve = true> then

el se

return Reserve

return A dState
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Annex C (informative):
Example event package

This annex provides an example event package for analogue access lines. The package is merely included here for
illudtrative purposes and to facilitate the indusion of informative examplesin the main part of the Specification. It does
in no way constitute a compl ete package definition, nor should the package name shown be considered assigned. Asthe
packageis merely an example, details of individual events and signals are omitted here as well and only provided as
high level descriptions for illustrative purposes.

Exampleline package
Package name: X

The following codes are used to identify events and signalsfor the "example line" package for "ana ogue access lines':

Table C.1
Code Description Event Signal Additional info
0-9.*#,A, DTMF tones v BR
B,C,D
bz Busy tone - TO
dl Dial tone - TO
hd Off-hook transition P,S -
hf Flash hook P -
hu On-hook transition P,S -
rg Ringing - TO
rt Ring back tone - C, TO
t Timer v -
vmwi Visual Message Waiting - (0]
Indicator
X DTMF tones wildcard v - Matches any of the digits "0-9"

As the above package is merely an example, the definition of the individual events and signals below is provided asa
high level description only. An actual and implementable package would have to specify the details of each event and
signal. These details may differ between analogue PSTN service providers:

DTMF tones (0-9,* #A, B,C,D): Defines al of the DTMF tones.

Busy tone (bz): The busy tone indicates to the calling party that the called party is already engaged in a call.
Dial-tone (dl): The dia toneindicatesto the calling party that a call can be placed.

Off-hook transition (hd): The off-hook event indicates that the phone associated with the endpoint went off-hook.
Flash hook (hf): Theflash hook event indicates that a flash hook occurred on the phone associated with the endpoint.
On-hook transition (hu): The on-hook event indicates that the phone associated with the endpoint went on-hook.
Ringing (rg): Theringing signd indicates that the called party's tel ephone should be rung.

Ring back tone (rt): Thering back signal informs the calling party that the called party is being alerted.

Timer (t): Asdescribed in clause 6.1.5, timer T isa provisionable timer that can only be cancelled by DTMF input.

Visual M essage Waiting Indicator (vmwi): The visual message waiting indicator signal either enables or disablesa
visual indication of a voice-mail message waiting.

DTMF toneswildcard (X): The DTMF tones wildcard matches any DTMF digit between 0 and 9.
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Annex D (informative):
Example command encodings

Thisannex provides examples of commands and responses shown with the actual encoding used assuming the example
line package is used. Examples are provided for each command. All commentary shown in the commands and
responses is optiond.

NotificationRequest

Thefirst exampleillustrates a NotificationRequest that will ring a phone and look for an off-hook event:

RONT 1201 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
ca@al. what ever. net: 5678

0123456789AC

hd( N)

rg

Theresponse indicates that the transaction was successful:

nIXZ

200 1201 &K

The second exampl eillustrates a NotificationRequest that will ook for and accumulate an off-hook event, and then
provide dial-tone and accumulate digits according to the digit map provided. The "notified entity" is set to

"ca@al. what ever . net : 5678", and since the SignalRequests parameter is empty (see note), all currently active TO
signalswill be stopped. All events in the quarantine buffer will be processed, and thelist of eventsto detect in the
"notification" and "lockstep” state will include fax tones in addition to the "requested events' and persistent events:

RONT 1202 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
ca@al. what ever. net: 5678

0123456789AC

hd(A, E(S(dl), R(B/oc, hu, [0-9#*T](D))))

(OT| OOT| #xXXXXXXX| * XX| 9LXXXXXXXXXX| 9011x. T)

process
ft

JOWoAIXZ

Theresponse indicates that the transaction was successful:

200 1202 OK
NOTE: It could have been omitted as well.

Notify

The example below illustrates a Notify message that notifies an off-hook event followed by a 12-igit number beginning
with "91". A transaction identifier correlating the Notify with the NotificationRequest it results from isincluded. The
command is sent to the current "notified entity", which typically will bethe actual value supplied in the NotifiedEntity
parameter, i.e "ca@al. what ever . net : 5678" - afailover situation could have changed this:

NTFY 2002 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
N: ca@al. what ever. net: 5678
X: 0123456789AC
O hd,9,1,2,0,1,8,2,9,4,2,6,6

The Notify response indicates that the transaction was successful :
200 2002 OK
CreateConnection

Thefirst exampleillustrates a CreateConnection command to create a connection on the endpoint specified. The
connection will be part of the specified Calld. The Local ConnectionOptions specify that G.711 u-law will be the codec
used and the packetization period will be 10 ms. The connection mode will be "receive only":

CRCX 1204 aal n/ 1@ gw 2567. what ever.net MSCP 1.0 NCS 1.0
C. A3CA7F21456789F0
L: p:10, a:PCMJ
M recvonly
Theresponse indicates that the transaction was successful, and a connection identifier for the newly created connection
istherefore included. A session description for the new connection isincluded aswell - note that it is preceded by an

empty line
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200 1204 K
|: FDE234C8

v=0

0=- 25678 753849 IN I P4 128.96.41.1
S=-

c=INI1P4 128.96.41.1

t=0 0

mFaudi o 3456 RTP/ AVP 0

The second exampleillustrates a CreateConnection command containing a notification request and a
RemoteConnectionDescriptor:

CRCX 1205 aal n/ 1@ gw 2569. what ever.net MSCP 1.0 NCS 1.0
A3CA7F21456789F0

p: 10, a: PCMUJ

sendrecv

0123456789AD

hd

rg

v=0
0=- 25678 753849 IN | P4 128.96.41.1
S=-
c=IN P4 128.96.41.1
t=0 0
nmraudi o 3456 RTP/ AVP 0

Theresponse indicates that the transaction failed, because the phone was already off-hook. Consequently, neither a
connection-id nor a session description isreturned:

NAXZITO

401 1205 Phone of f - hook

Our third exampleillustrates the use of the provisiona response and the three-way handshake. We create another
connection this time using dynamic quality of service and acknowledging the previous response received:

CRCX 1206 aal n/ 1@ gw 2569. what ever.net MGCP 1.0 NCS 1.0
1205

A3CA7F21456789F0

p: 10, a: PCMJ, dg-gi: A735C2

i nactive

EToOA

v=0

0=- 25678 753849 IN | P4 128.96.41.1
S=-

c=IN P4 128.96.41.1

t=0 0

mraudi o 3456 RTP/ AVP 0

A provisional responseisreturned initialy:

100 1206 Pendi ng
| : DFE233D1

v=0

0=- 4723891 7428910 IN | P4 128.96. 63. 25
S=-

c=IN I P4 128. 96. 63. 25

t=0 0

mraudi o 3456 RTP/ AVP 0

A little later, the final response isreceived:

200 1206 K
K
DQ Rl : Al12D5F1
| DFE233D1

v=0

0=- 4723891 7428910 IN | P4 128.96. 63. 25
S=-

c=IN I P4 128. 96. 63. 25

t=0 0

mraudi o 3456 RTP/ AVP 0

The Call Agent acknowledges the final response as requested:

000 1206
and the transaction is compl ete.

ModifyConnection
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Thefirst example shows a ModifyConnection command that simply sets the connection mode of a connection to
"send/receive’ - the "notified entity” is set aswell:

MDCX 1209 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
C. A3C47F21456789F0
|: FDE234C8
N ca@al. what ever. net
M sendrecv

Theresponse indicates that the transaction was successful:

200 1209 &K

In the second example, we pass a session description and include a notification request with the ModifyConnection
command. The endpoint will start playing ring-back tonesto the user:

MDCX 1210 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
A3CA7F21456789F0

FDE234C8

recvonly

0123456789AE

hu

rt

NAXZTO

v=0
0=- 4723891 7428910 IN | P4 128.96. 63. 25

C;I N | P4 128. 96. 63. 25
t=0 0
nmraudi o 3456 RTP/ AVP 0

Theresponse indicates that the transaction was successful:
200 1206 OK
DdeteConnection (From the Call Agent)
In this example, the Call Agent simply instructs the embedded client to del ete the connection FDE234C8 on the
endpoint specified:
DLCX 1210 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
C. A3C47F21456789F0
|: FDE234C8

The response indicates success, and that the connection was del eted. Connection parameters for the connection are
thereforeincluded as well:

250 1210 &K
P: PS=1245, (0S=62345, PR=780, OR=45123, PL=10, JI =27, LA=48

DeleteConnection (From the Embedded Client)
In this example, the embedded client sends a DeleteConnection command to the Call Agent toinstruct it that a

connection on the specified endpoint has been del eted. The ReasonCode specifies the reason for the deletion, and
Connection Parameters for the connection are provided aswell:
DLCX 1210 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
C. A3CATF21456789F0
|: FDE234C8
E: 900 - Hardware error
P: PS=1245, (0S=62345, PR=780, OR=45123, PL=10, JI=27, LA=48
The Call Agent sends a success response to the gateway:
200 1210 OK
DeleteConnection (Multiple Connections From the Call Agent)
In thefirst example, the Call Agent ingtructs the embedded client to delete all connectionsrelated to call
"A3C47F21456789F0" on the specified endpoint:

DLCX 1210 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
C. A3C47F21456789F0

Theresponse indicates success and that the connection(s) were del eted:

250 1210 &K
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In the second example, the Call Agent instructs the embedded client to delete all connectionsrelated to all of the
endpoints specified:
DLCX 1210 aal n/* @ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
The response indicates success:
250 1210 OK
AuditEndpoint

In thefirst example, the Call Agent wantsto learn what endpoints are present on the embedded client specified, hence
the use of the "all of" wild-card for the local portion of the endpoint-name;

AUEP 1200 *@ gw- 2567. what ever.net MGCP 1.0 NCS 1.0
The embedded client indicates success and includes alist of endpoint names:

200 1200 K
Z: aal n/ 1@ gw 2567. what ever . net
Z: aal n/ 2@ gw 2567. what ever . net

In the second example, the capabilities of one of the endpoints isrequested:
ALEP 1201 aal i/ 1@gw 2567. vhat ever.net M&P 1.O NS 1.0 F A

The response indicates success and the capabilities as well. Two codecs are supported, however with different
capabilities. Consequently two separate capability sets are returned:

200 1201 XK
A: a:PCMJ, p:10-100, e:on, s:off, v:X; B, msendonly;
recvonl y; sendrecv;inactive; netw oop; net wt est
A a: G729A, p:30-90, e:on, s:on, v:X; B, msendonly;
recvonl y; sendrecv;inactive; confrnce; netw oop

In the third example, the Call Agent auditsall possible information for the endpoint:

AUEP 2002 aal n/ 1@ gw 2567. what ever.net M3CP 1.0 NCS 1.0
F: RDS X, NI,T, OES

The response indicates success.

200 2002 K
X/ hu, oc(N), [ 0-9] (N)

v (+)
0123456789B1
[128.96. 41. 12]
32F345E2

QHATZX0WOad

y hd, 9,1,2
S: hd

m

Thelist of requested events contains three events. Where no package nameis specified, the default package is assumed.
The same goes for actions, so the default action - Notify - must therefore be assumed for the " X/hu" event. The
omission of avalue for the "digit map" means the endpoint currently does not have a digit map. There are currently no
active time-out signals, however the OO signal "vmvi" is currently on and is consequently included - in this case it was
parameterized, however the parameter could have been excluded. The current "notified entity” refersto an IP-address
and only a single connection exists for the endpoint. The current value of DetectEventsis empty, and thelist of
ObservedEvents contains the four events specified. Finally, the event-states audited reveal s that the phone was off-hook
at the time the transaction was processed.

AuditConnection

The first example shows an AuditConnection command where we audit the Callld,
NotifiedEntity, Local ConnectionOptions, Connection Mode, Local ConnectionDescriptor,
and the Connection Parameters:

AUCX 2003 aal n/ 1@ gw 2567. what ever.net MGECP 1.0 NCS 1.0

I: 32F345E2
F: CNL MLC P

Theresponse indicates success and includes information for the Requestedinfo:

200 2003 K
C. A3C47F21456789F0
N: ca@al. what ever. net
L: p:10, a:PCMJ
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M sendrecv
P: PS=395, 0S=22850, PR=615, OR=30937, PL=7, JI=26, LA=47

v=0

0=- 4723891 7428910 IN I P4 128.96.63. 25
S=-

c=IN 1P4 128.96. 63. 25

t=0 0

mFaudi o 1296 RTP/ AVP 0

In the second example, we request to audit RemoteConnectionDescriptor and Local ConnectionDescriptor:

AUCX 1203 aal n/ 2@ gw 2567. what ever.net MSCP 1.0 NCS 1.0
| : FDE234C8
F: RC LC

The response indicates success, and includes information for the Requestedinfo. In this case, no
RemoteConnectionDescriptor exists, hence only the protocol version field isincluded for the
RemoteConnectionDescriptor:
200 1203 K

v=0

0=- 4723891 7428910 I N | P4 128.96. 63. 25

S=-

c=IN | P4 128. 96. 63. 25

t=0 0

nraudi o 1296 RTP/ AVP 0

v=0
RestartInProgress
The firgt example illustrates a RestartinProgress message sent by an embedded client to inform the Call Agent that the
specified endpoint will be taken out of servicein 300 s:

RSI P 1200 aal n/ 1@ gw- 2567. what ever.net M3CP 1.0 NCS 1.0
RM gracef ul
RD: 300

The Call Agent's response indicates that the transaction was successful :

200 1200 &K

In the second exampl e, the RestartInProgress message sent by the embedded client informs the Call Agent, that all of
the embedded client's endpoints are being placed in servicein 0's, i.e. they are back in service. The delay could have
been omitted as wdll:

RSI P 1204 *@ gw 2567. what ever. net MCP 1.0 NCS 1.0
RM restart
RD: 0
The Call Agent's response indicates success, and furthermore provides the endpoints in question with a new "notified
entity":
200 1204 OK
N: CA- 1@what ever. net

Alternatively, the command could have failed with anew "notified entity" asin:

521 1204 K
N: CA- 1@what ever. net

In that case, the command would then have to be retried in order to satisfy the "restart procedure” (see clause 6.4.3.5),
thistime going to Call Agent "CA- 1@what ever . net ".
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Annex E (informative):
Example call flow

In this clause we provide an example call flow between two embedded clients, EC-1 and EC-2. It should be noted, that
this call flow, although avalid one, is merely an example that may or may not be used in practice. Also, the call flow
uses the example line package.

In the call flow below, CA refersto the Call Agent, CDB refers to a configuration database, and ACC refersto an
accounting database.

Table E.1
Usr-1 EC-1 CA CDB ACC EC-2 Usr-2
<— |Notification Request
Ack |->
Off-hook Notify |->
<— |Ack
(Dial-tone) <— |Cresate Connection +
Notification Request
Ack(SDP1) |->
Digits Notify |->
<— |Ack
(progress) <— |Notification Request
Ack |->
Query(E.164) |->
<-|IP
Create Connection(SDP1) + -—- -——= |-
Notification Request
<=|--- - —— |P-Ack(SDP2)
<—|--- - —— |Ack(SDP2) (ringing)
Ack |- - - -—= -
(ringback) <- |Modify Connection(SDP2) +
Notification Request
Ack |->
<—|--- - —— [Natify Off-hook
Ack |- - - -—- ->
<- [ModifyConnection +
Notification Request
Ack |->
(cut in) Call start |- - - ->
Notification Request (- — - -——= |-
<= |-=-- -—— |Ack
(Call Established)
<—|-=-- — —— |Natify on hook
Ack |- - - -——= |-
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Usr-1 EC-1 CA CDB ACC EC-2 Usr-2
<- |Delete Connection
Déelete Connection |- — — - | =
Ack (Perf [->
Data)
<—|--- - —— |Ack(Perf data)
Calend |- - - -
Notification Request |- - - - | >
<= |--- --- |Ack
On-hook Notify |->
<- |Ack
<— [Notification Request
Ack |->

During these exchanges the NCS profile of MGCP is used by the Call Agent to control both embedded clients. The
exchanges occur on two sides.

Thefirst command isa NotificationRequest, sent by the Call Agent to the ingress embedded client. The request will
consist of the following lines:

RONT 1201 aal n/ 1@c-1. what ever.net MECP 1.0 NCS 1.0
N: ca@al. what ever. net: 5678

X: 0123456789AB

R hd

The embedded client, at that point, isingtructed to look for an off-hook event, and to report it. It will first send a
response to the command, repeating in the response the transaction id that the Call Agent attached to the query and
providing areturn code indicating success:

200 1201 K

When the off hook event is noticed, the embedded client sends a Notify message to the Call Agent:

NTFY 2001 aal n/1@c- 1. whatever.net MECP 1.0 NCS 1.0
N: ca@al. what ever. net: 5678

X: 0123456789AB

O hd

The Call Agent immediately acknowledges the notification:

200 2001 &K
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The Call Agent examines the services associated to an off hook event for this endpoint (it could take special actionsin
the case of adirect line, no current subscription, etc.). In most cases, it will send a combined CreateConnection and
NotificationRequest command to creste a connection, provide dial-tone, and collect DTMF digits (see note 1):

CRCX 1202 aal n/1@c-1. whatever.net MSCP 1.0 NCS 1.0
A3CA7F21456789F0

p: 10, a: PCWMJ

recvonly

ca@al. what ever. net: 5678

0123456789AC

hu, [0-9#*T] (D)

(0T | 00T | [2-9]xxxxxx | 1[2-9] xxxxxxxxx | 011xx.T)
S: dl

O3 XZZIT0

NOTE 1: Theactual digit map depends on dialling plan in the local area as well as services subscribed to. The digit
map presented should be considered an example digit map only.

The embedded client acknowl edges the transaction, sending back the identification of the newly created connection and
the session description used to receive audio data:

200 1202 K
I: FDE234C8

v=0

0=- 25678 753849 IN |P4 128.96.41.1
S=-
c=IN1P4 128.96.41.1

t=0 0
nraudi o 3456 RTP/ AVP 0

The SDP specification, in our example, specifies the address at which the embedded client isready to receive audio data
(128.96.41.1), the transport protocol (RTP), the RTP port (3456) and the audio profile (AVP). The audio profile refers
to RFC 1890, which defines that the payload type 0 has been assigned for G.711 u-law transmission.

The embedded client will start accumulating digits according to the digit map. When a digit map match subsequently
occurs, the embedded client will notify the observed eventsto the Call Agent:

NTFY 2002 aal n/ 1@c- 1. whatever.net MECP 1.0 NCS 1.0
N: ca@al. what ever. net: 5678

X: 0123456789AC

O 1,2,0,1,8,2,9,4,2,6,6

The Call Agent immediately acknowledges that notification.

200 2002 OK
At this stage, the Call Agent will send a NotificationRequest, to stop collecting digits yet continue to watch for an on-
hook trangtion. The Call Agent furthermore decides to acknowledge receipt of the responses for transaction 1202:

RONT 1203 aal n/ 1@c- 1. what ever.net MECP 1.0 NCS 1.0
K: 1202
X: 0123456789AD
R hu
The embedded client immediately acknowl edges that command.

200 1203 &K
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The Call Agent must now create a connection on the egress embedded client, EC-2, and ring the phone attached to the
embedded client as well. It does so by sending a combined CreateConnection and NotificationRequest command to the
embedded client:

CRCX 2001 aal n/1@c- 2. whatever.net MSCP 1.0 NCS 1.0
A3CA7TF21456789F0

p: 10, a: PCMJ

sendrecv

0123456789B0

hd

w I X ZT T 0

rg

v=0

0=- 25678 753849 IN | P4 128.96.41.1
S=-

c=IN P4 128.96.41.1

t=0 0
nmraudi o 3456 RTP/ AVP 0

The egress embedded client, at that point, isinstructed to ring the phone, and to look for an off-hook event, and report
it. The off-hook event and ringing signal are synchronized, so when the off-hook event occurs, ringing will stop. The
create connection portion of the command has the same parameters as the command sent to the ingress embedded client,
with two differences:

*  Theendpoint identifier points towards the outgoing circuit.
*  The message carries the session description returned by the ingress embedded client;
*  Becausethe session description is present, the "mode" parameter is set to "send/receive’.

We observe that the call identifier isidentical for the two connections. Thisisnormal since the two connections belong
to the same call.

We assume, this command does not finish executing immediately (see note 2), and a provisiona response istherefore
returned by the egress embedded client acknowl edging the command, sending in the session description its own
parameters such as address, ports and RTP profile as well asthe connection identifier for the new connection:

100 2001 Pendi ng
I: 32F345E2

v=0

0=- 4723891 7428910 IN | P4 128.96. 63. 25
S=-

c=IN I P4 128. 96. 63. 25

t=0 0

mraudi o 1297 RTP/ AVP 0

NOTE 2: Thiscould, e.g. be due to external resource reservation, although we did not include that in our example.
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Once the transaction finishes execution, the embedded client sends the final response to the Call Agent, repeating the
information it provided in the provisional response:

200 2001 K
K:
I: 32F345E2

v=0

0=- 4723891 7428910 IN I P4 128.96.63. 25
S=-

c=IN 1P4 128.96. 63. 25

t=0 0
nmraudi o 1297 RTP/ AVP 0

When the Call Agent receives thefinal response, it notices the presence of the empty Response Acknowledgement
attribute and therefore issues a Response Acknowledgement for the transaction:
000 2001

The Call Agent will relay the information to theingress embedded client, and instruct it to generate local ringback
tones, usng a combined ModifyConnection and NotificationRequest command:

MDCX 1204 aal n/ 1@c- 1. whatever.net MECP 1.0 NCS 1.0
C. A3C47F21456789F0

|: FDE234C8

M recvonly

X: 0123456789AE

R hu

S: rt @-DE234C8

0=- 4723891 7428910 IN | P4 128. 96. 63. 25
S=-
c=IN I P4 128. 96. 63. 25

t=0 0
nmrFaudi o 1297 RTP/ AVP 0

The embedded client immediately acknowledges the modification:

200 1204 &K

At this stage, the Call Agent has established a half duplex transmission path. The phone attached to theingress
embedded client will be able to receive the signals, such astones or announcements, that may be generated in case of
any errors, aswell astheinitial speech that most likely will be generated when the egress user answers the phone.

When the off hook event is observed, the egress embedded client sends a Notify message to the Call Agent:

NTFY 3001 aal n/ 1@c-2. whatever.net MECP 1.0 NCS 1.0
X: 0123456789B0
O hd

The call agent immediately acknowledges that notification.

200 3001 &K
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The Call agent now sends a combined ModifyConnection and NotificationRequest to the ingress embedded client, to
place the connection in send/receive mode and stop the ringback tones:

MDCX 1206 aal n/ 1@c-1.whatever.net MSCP 1.0 NCS 1.0
C. A3C47F21456789F0

| FDE234C8

M sendrecv

X: 0123456789AF

R hu

The embedded client immediately responds to the command:

200 1206 K

In paralld, the Call Agent asksthe egress embedded client to notify the occurrence of an on-hook event. It does so by
sending a NotificationReguest to the embedded client (see note 3):

RONT 2002 aal n/ 1@c- 2. what ever.net MECP 1.0 NCS 1.0
X: 0123456789B1
R hu
NOTE 3: It should be noted that, although on-hook is a persistent event, lockstep mode requires the Call Agent to
send a new NotificationRequest to the embedded client.

The embedded client immediately responds to the command:

200 2002 OK
At this point, the call isfully established.

At some later point in time, the phone attached to the egress embedded client, in our scenario, goes on-hook. This event
isnotified to the Call Agent, according to the policy received in the last NotificationRequest by sending a Notify
command:

NTFY 2003 aal n/ 1@c- 2. whatever.net MECP 1.0 NCS 1.0
X: 0123456789B1
O hu

The Call Agent immediately responds to the command:

200 2003 K

The Call Agent now determines that the call is ending, and it therefore sends both embedded clients a Del eteConnection
command:

DLCX 1207 aal n/1@c-1. whatever.net MECP 1.0 NCS 1.0
C. A3C4A7F21456789F0
| : FDE234C8

DLCX 2004 aal n/ 1@c-2. whatever.net MECP 1.0 NCS 1.0
C. A3C47F21456789F0
|: 32F345E2

The embedded clients will respond with acknowl edgements that include the connection parameters for the connection:

250 1207 K
P: PS=1245, (0S=62345, PR=780, OR=45123, PL=10, JI =27, LA=48
250 2004 K
P: PS=790, 0S=45700, PR=1230, OR=61875, PL=15, JIl =27, LA=48
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The Call Agent will also issue a new NotificationRequest to the egress embedded client, to be ready to receive the next
off-hook event detected by the embedded client:

RQNT 2005 aal n/ 1@c- 2. whatever.net MSCP 1.0 NCS 1.0

X: 0123456789B2
R hd

The embedded client will acknowledge this message:

200 2005 &K

Finally, the ingress embedded client hangs up the phone thereby generating a Notify message to the Call Agent:

NTFY 1208 aal n/ 1@c- 1. what ever.net MECP 1.0 NCS 1.0

X: 0123456789AF
O hu

The Call Agent immediately responds to the command:

200 1208 K
The Call Agent will then issue anew NotificationRequest to the ingress embedded client, to be ready to receive the next
off-hook event detected by the embedded client:

RONT 1209 aal n/ 1@c- 1. what ever.net MECP 1.0 NCS 1.0

X: 0123456789B3
R hd

The embedded client will acknowledge this message:

200 1209 K
Both embedded clients, at this point, areready for the next call.
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Annex F (informative):
Mode interactions

An MGCP connection can establish one or more media streams. These streams are either incoming (from aremote
endpoint) or outgoing (generated at the handset microphone). The "connection mode”" parameter establishes the
direction and generation of these streams. When there is only one connection to an endpoint, the mapping of these
streamsis straightforward; the handset plays the incoming stream over the handset speaker and generates the outgoing
stream from the handset microphone signal, depending on the mode parameter.

However, when several connections are established to an endpoint, there can be many incoming and outgoing streams.
Depending on the connection mode used, these streams may interact differently with each other and the sreams going
to/from the handset.

Table F.1 describes how different connections should be mixed when one or more connections are concurrently
"active'. An active connection is here defined as a connection that isin one of the following modes:

* "send/receive"
e "send only"

e "recelveonly"
e "replicate"

» "conference"

Connectionsin "network loopback”, "network continuity test”, or "inactive" modes are not affected by connectionsin
the "active" modes. The table uses the following conventions:

e Aj,istheincoming media stream from Connection A.

e Bj,istheincoming media stream from Connection B.

e Hi,istheincoming media stream from the Handset Microphone.
* Aisthe outgoing media stream to Connection A.

* By isthe outgoing media stream to Connection B.

* Hqisthe outgoing media stream to the Handset earpiece.

* NA indicates No Stream whatever.
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Table F.1
Connection A Mode
sendonly |recvonly sendrecv confrnce inactive netwloop/ replcate
netwtest
> Aout= Hin  |Acu=NA Aout=Hin Aou=Hin Aou= NA Aout=Ain Aou= Hin
c:) Bout= Hin  [Bour=Hin Bout=Hin Bout=Hin Bout= Hin Bout= Hin Bout= Hin
g Hou=NA Hout= Ain Hout=Ain Hout=Ain Hou=NA Hou=NA Hou=NA
()
(%]
g Aou= NA Aou= Hin Aou=Hin Aou=NA Aout= Ain Aout= HintBin
3 Bou= NA Bou= NA Bou=NA Bou=NA Bou= NA Bou= NA
s Hout=Ain*tBin  [Hou=Ain*tBin [Hout=Ain*+Bin Hout= Bin Hout= Bin Hout= Bin
> Aou= Hin Aou= Hin Aou= NA Aout= Ain Aout= HintBin
§ Bout= Hin Bout=Hin Bout= Hin Bout= Hin Bout= Hin
g Hout=Ain*+Bin |Hout=Ain+Bin Hout= Bin Hout= Bin Hout= Bin
(]
(%]
© Aou=Hin+Bin Aou= NA Aout= Ain Aout= HintBin
ch Bout=Hin*+Ain Bout= Hin Bout= Hin Bout= Hin
"E Hout=Ain*+Bin Hout= Bin Hout= Bin Hout= Bin
8
[} Aou= NA Aocu= Ain Aout= Hin
2 Bou= NA  |Bou=NA  |Bou= NA
& Hou= NA  [Hou=NA Hou=NA
o = Aout= Ain Aout= Hin
i SR Bout= Bin Bout= Bin
o oL
= E E E Hout:NA Hout:NA
i) SRR
c ccc
8 Aout= Hin
§ % Bout= Hin
g %_ Hou=NA
o o

If there are three or more "active’ channdsthey will still interact as defined in the table above with the outgoing media
streams mixed for each interaction. (Union of all sreams) If internal resources are used up and the streams cannot be
mixed, the gateway should return a resources Not available error.
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These connections can be graphically represented as such:

Connection A

Connection B Connection C

For example, if Connection A is Sendrecv, Connection B is confrnce, and Connection C is recvonly, from the above
table the outputsin each mode will be:

AtoB Interaction: Bout= Hin Aout:Hin HoutzAin+Bin

v

A to CInteraction: A= Hin Cou= NA Hoi=Ain+Ci,

B to C Interaction: Bgy=Hin Cou=NA Hou=Bin: Cin

Taking the Union of all streamsin each output we get:
* Aou=Hin

*  Bouw=Hin

e Cou=NA

*  Hou= Bin+ Ain+ Cin.
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For clarity, thetable described above is repeated below in graphical form (excluding the "replicate" mode):

Table F.2
Connection A Mode (top)
sendonly recvonly sendrecv confrnce inactive netwloop/
netwtest
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Annex G (informative):
Compatibility information

Thisannex provides NCS protocol compatibility information.

MGCP Compatibility

NCSisaprofile of MGCP 1.0, however NCS has introduced a couple of additions aswell. The following lists NCS
additions that are currently not included in MGCP:

Endpoint Naming Scheme - Therules for wildcarding are more restrictive than in MGCP.
Embedded M odifyConnection - A new Embedded ModifyConnection action has been introduced.

Dynamic Quality of Service - IPCablecom Security services are supported in NCS. This affects the
L ocal ConnectionOptions, Capabilities, and SDP. Also, a new return parameter; Resourcel D, is added for
CreateConnection and ModifyConnection.

Security - |PCablecom Security services are supported in NCS. This affects the Local ConnectionOptions,
Capahilities, and SDP.

Endpoint Name Retrieval - The AuditEndpoint command has been extended with a capability to return the
number of endpoints that match awildcard aswell as mechanism for block-wise retrieval of these endpoint
names. Besides extending the AuditEndpoint command, thisimplies the introduction of two new parameter
names; MaxEndPointlds, and NumEndPoints.

Supported Versions - The RestartinProgress response and the AuditEndpoint command have been extended
with aVersionSupported parameter to enable Call Agents and gateways to determine which protocol versions
each support.

Error Codes- Two new error codes have been introduced; 532 and 533.

Usage of SDP - A new SDP usage profileisincluded in NCS. Most notably, the profile and all example use
specifically require strict SDP compliance, regardless of the usefulness of the included fields. Also, 1PCablecom
specific extensions have been added to SDP.

Provisional Response - Additional detail and specification of the provisional response mechanism has been
included in NCS. A Response Acknowledgement response (000) has been introduced, an empty ResponseAck
parameter has been permitted in final responses that follow provisional responses, and a procedure for the
mechanism specified.

Signal Parameters- Signal parameter syntax has been extended to alow for the usage of balanced parenthesis
within signal parameters. All Time-Out signals can have their time-out value altered by a signal parameter.

Event Packages- NCS introduces a set of new event packages.

Finally, it should be noted, that NCS provides interpretations of and in some cases additiona specification or
clarification of the base MGCP protocol behaviour that may or may not reflect the intended MGCP behaviour.
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Annex H (informative):
Additional example event packages

This annex defines additional example event packages for the various types of endpoints currently defined for
embedded clients.

Analogue Access Lines

The following package is currently defined for Analogue Access Line endpoints:
e JapaneselLine
« ADS

Japanese Line Package

Package name: J

The following codes are used to identify events and signals for the "Japanese lin€" package for "analogue access lines':
1) Types of Subscriber Line Signalling

Subscriber line signals (signals) can be classified into signalsrelated to connection control (Supervisory signal),
those related to selection control (selection signals) and audible tone signal s (audible tones).
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Table H.1
Code Signal name Event Signal Additional info
cs Calling signal P,S - Notification of originating call
(=Off-hook transition)
ir Ringing signal - TO Notification of incoming call
Time-out=infinite
See Article 31, Item 2 in the Carriers
Telecommunication Facilities
Regulations
asl Answer signal 1 P, S - Notification that called terminal has
answered (Terminal to Network)
(=Off-hook transition)
as2 Answer signal 2 - TO Notification that called terminal has
answered (Network to Terminal)
Time-out=infinite
dsi Disconnect signal 1 P, S - Notification that communication is
completed (Terminal to Network)
(=On-hook transition)
ds2 Disconnect signal 2 - TO Notification that originating terminal has
terminated communication (Network to
Terminal)
Time-out=infinite
cbs Clear back signal P, S - Notification that called terminal has
terminated communication
(=On-hook transition)
hs Hooking signal P - For "call waiting" and "three-party
service"
Sir Extension call signal - TO Outputted by the centralized extension
system (CES)
Time-out=infinite
tir Callforward warning signal - TO For "Voice Warp" service
Time-out=2-3 s
car Data receiving terminal - TO Notification by MODEM signal
activation signal Time-out=infinite
pas Primary answer signal P, S - For Number Display.
(=Off-hook transition)
iss Incoming successful signal P, S - For Number Display
(=On-hook transition)
ceil(nu) Callee ID(PB tone) - BR "nu" denotes number
cei2(nu) Callee ID(Modem tone) - BR "nu" denotes number
ci Caller ID - BR "nu" denotes number
aw Answer tone v -
ft Fax tone v -
mt Modem tone v -
ma Media start C -
oc Operation complete v -
of Operation failure v -
t Timer v -
I DTMF long duration v -
Id Long duration connection C -
3) Selection Signal
Table H.2
Code Signal name Event Signal Additional info
ssn Selection Signal (0-9,*,#) v BR Partial Dial Time-out = 20-30 s
Interdigit Time-out = 4-6 s
Ssw PB tones wildcard v - Matches any of the digits "0-9"
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4) Audible Tones

Table H.3
Code Signal name Event Signal Additional info

dt Dial tone - TO Ready to receive selection signal
Time out=20-30 s

sdt Second dial tone - TO For register type services such as "call
forwarding", "automatic telephone
answering service"
Time out=20-30 s

rbt Ring back tone - C,TO [Time-out = infinite

bt Busy tone - TO Time-out = 60-70 s

cpt Acceptance tone - BR For register type services such as "call
forwarding", "automatic telephone
answering service"

hst Hold service tone - TO Time-out = infinite

it Incoming identification tone - C, BR |For "automatic telephone answering
service"

siit Specific incoming - C, BR |In case of double contract with

identification tone "automatic telephone answering service"

and "NARIWAKE service"

nft Notification tone - TO Only for "message identification
reception service"
Time-out = 3-4 s

howl Howler tone 1 - TO Time-out = 10-22 s

how?2 Howler tone 2 - TO Time-out = infinite

The definition of the individual events and signals are as follows:
Calling signal (cs): Notifies the network of an originating call.

Ringing sgnal (ir): See Article 31, item 2 in the Carriers Telecommunication Facilities Regulations. The provisioning
process may define the ringing cadence. Theringing signal may be parameterized with the signal parameter "rep" which
specifies the maximum number of ringing cycles (repetitions) to apply. The following will apply theringing signal for
up to 6 ringing cycles:

S: ir(rep=6)

It is considered an error to try and ring a phonethat is off hook and an error should consequently be returned when such
attempts are made.

Answer signal (as): Notifies the network that the called terminal has answered (asl). In reverse direction, the network
notifies the origina terminal that the called terminal has answered (as2).

Disconnect signal (ds): The originating terminal notifies the network that communication is completed (dsl). In
reverse direction, the network notifies the called terminal that the originating terminal has terminated
communi cation(ds2).

Clear back signal (cbs): Natifies the network that the called terminal has terminated communication.

Hooking signal (hs): Theterminal notifies the network of an assignment or that a service has been changed during
communication. Thissignal isused for "call waiting" and "three-party service".

Extension call signal (sir): With a Centralized Extension System (CES) telephone, the network naotifies the terminal
that thereisan incoming call is being forwarded. In addition, for "NARIWAKE service", the network informsthe
terminal that thereisan incoming call from a party that wants to be identified.

Call forward warning signal (tir): During the start of "Forwarding telephone” service or the unconditiona transfer
modein "Voice warp", the network notifies the terminal that thereis an incoming call to the subscribing customer and
forwarding has been activated.

Data receiving terminal activation signal (car): The network notifies a datareceiving termina that thereisacall
incoming with information notified by modem signal.
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Primary answer signal (pas): The called terminal notifies the network that the telephone set is hooked-off. This
function isused for the number display.

I ncoming successful signal (iss): The network notifies the originating terminal that theincoming signal is successfully
received. Thisfunction is used for the number display.

Selection signal (ss): The original terminal notifies the network of the type of service and the number of the other party.
Codeisassigned for Selection Signd (0-9, *, #) as ssn, PB tones wildcard as ssw. Frequencies and reception levels of
PB (Push Button) dialling signals are shown in the following tables and figures.

(1) Frequency
High Group
Fl_rg\?v“g‘gﬁ)s 1209 Hz 1336 Hz 1477 Hz
Frequencies
697 Hz 1 2 3
770 Hz 4 5 6
852 Hz 7 8 9
941 Hz * 0 #
(2) Reception Standard
ltem Standard
Signal frequency deviation Within +1,5%
Tolerance range of [Low group frequencies Shown in figure H.1
signal received High group frequencies Shown in figure H.2
power Electric power deviation Within 5 dB, however the electric power for the low group
between two frequencies frequency should be lower than that for the high group
frequency.
Signal output time 50 ms or more
Minimum pause 30 ms or more
Cycle 120 ms or more

NOTE 1: The minimum pauseis the shortest dead time between adjacent signals.

NOTE 2: One cycleisthe sum of signal send time and minimum pause.

(25, -3,5)
0 \ \ \
" “T‘/\\ _LMammum (includes on-line va ues)
20,-35 1
Sgnd  -10 (20,-35) (120, -58)
received
power -15
(dBm) sol_(20.-154) N e
Minimum (includes on-line values) (120, -20,3
-25 | | |
0 20 40 60 80 100 120 140
Supplied current (mA) T0911360-00

(118491)

NOTE: The signal received power when the supplied current is less than 20 mA should be from -15,4 dBm to
-3,5 dBm. When the supplied current is more than 120 mA, it should be from -20,3 dBm to -5,8 dBm.

Figure H.1: Tolerance range of signal received power (low group frequency)
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(24, -25)
0 \ \ \
‘T—A\ Maximum (includes on-line val ues)
X 20,-25 1
Signd  -10 (20,-25) (120, -5,7)
received J
power -15 —_
(dBm) -1  NTTT——
-20 A : ) —
Mini mur‘n (includes ?n-l ineval u‘eﬁ) (120, -203)
-25
0 20 40 60 80 100 120 140
Supplied current (mA) T0911370-00

(118491)

NOTE: The signal received power where the supplied current is less than 20 mA should be from -14 dBm to
-2,5 dBm. When the supplied current is more than 120 mA, it should be from -20,3 dBm to -5,7 dBm.

Figure H.2: Tolerance range of signal received power (low group frequency)

Other conditions are stipulated in Ordinance 13 of the Ministry of Posts and Telecommunications, 1998.

Dial tone (dt): The network notifies the originating terminal that it isready to receive the selection signal. In off-net
calling from amember network telephone, the network notifies the originating terminal that it isready to receive the
selection signal. Dial toneisan AC tonewith frequency of 400 Hz and Levels between (-22-L) and —19 dBm wherelL is
the transmission lass in a 400 Hz subscriber 1oop.

Second dial tone (sdt): The network notifies the originating terminal that it isready to receive the second selection
signal. In off-net calling from a member network telephone, the network notifies the originating terminal that it isready
to receive the selection signal. Second dial toneisan AC tone with frequency of 400 Hz and Levels between (-22-L)
and —19 dBm where L isthetransmission lossin a 400 Hz subscriber loop. The break-make ratio and makeratio are
within 240 IPM and 50 %, respectively.

Ringing back tone (rbt): The network natifies the originating terminal that it is calling the receiving termina. Thetone
is terminated when an answer signal isreceived from the called terminal. Audible Ringback Tone isacombination of
two AC tones with frequencies of 400 and 15-20 Hz and level s between —4 and (-29-L) dBm where L isthe
transmission lossin @400 Hz subscriber loop. The break-make ratio and make ratio are within 20 |PM+-20 % and
33+-10 %, respectively.

Busy tone (bt): The network natifies the originating terminal that the recelving terminal isin the communication status,
thusit cannot execute the service or connection that the originating terminal requested. Busy toneisan AC tone with
frequency of 400 Hz and Levels between (-29-L) and -4 dBm where L is the transmission loss in a 400 Hz subscriber
loop. The break-make ratio and makeratio are within 60 |PM+-20 % and 50+-10 %, respectively.

Acceptance tone (cpt): The network notifies the originating terminal that it has received the service request.
Acceptance toneis an AC tone with frequency of 400 Hz and Levels between (-26-L) and —16 dBm where L isthe
transmission lossin @400 Hz subscriber 1oop.

Hold servicetone (hst): The network notifies a waiting termina that the wait state is continuing. Audible hold service
tone isacombination of two AC tones with frequencies of 400 and 16 Hz and levels between —14 and (-22-L)dBm
where L isthetransmission lossin a400 Hz subscriber 1oop.

Incoming identification tone (iit): The network notifies the relevant called terminal that it has received an incoming
call from athird party during conversation with a second party. Audible incoming identification tone isa combination
of two AC tones with frequencies of 400 and 16 Hz and |level s between —14 and (-25-L) dBm where L isthe
transmission loss in a 400 Hz subscriber loop.

Specific incoming identification tone (siit): The network notifies the relevant called terminal that it hasreceived an
incoming call from athird party that has been identified. Audible specific incoming identification tone is a combination
of two AC tones with frequencies of 400 and 16 Hz and |level s between —14 and (-25-L) dBm where L isthe
transmission loss in a 400 Hz subscriber loop.

Notification tone (nft): The network notifies the terminal of a customer subscribing to "message identification
reception service' that it has received message identification. Notification tone isan AC tone with frequency of 400 Hz
and Levels between (-26-L) and —16 dBm where L isthetransmission lossin a 400 Hz subscriber 1oop.
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Howler tone (how): The network notifies aterminal that an unused tel ephone receiver has been off hook for a certain
timeto urge that the handset be placed on-hook. Howler toneis generated by combining three tones at frequencies of
1600 Hz, 1 000 Hz and 2 000 Hz at a cadence of 0,5 s of 1 600 Hz, repeating twice of 0,125 s of 1 000 Hz and 2 000
Hz. Thelevel of the combined toneis—1 dBm or less. Between these audibl e tones the voice guidance such as"The
receiver is off-hook" isinserted. It is considered an error to try and play Howler tone on aphonethat is on hook and an
error should consequently be returned when such attempts are made. Two Howler tones are provided. Howler tone 1
(how1) isatime-out signal for 10-22 s while Howler tone 2 (how?2) has infinite time-out.

Callee D (ceil(nu)): Direct inward dialling requires callee ID for PB signalling system.
Callee D (cei2(nu)): Direct inward dialling requires callee ID for Modem signalling system.

Caller Id (ci(time, number, name)): Each of the three fields are optional, however each of the commas will always be
included.

* Thetime parameter is coded as "MM/DD/HH/MM", where MM isatwo-digit value for Month between 01 and
12, DD isatwo-digit value for Day between 1 and 31, and Hour and Minute are two-digit values coded
according to military local time, e.g. 00 ismidnight, 01is1am., and 13is1p.m.

e Thenumber parameter is coded asan ASCII character string of decimal digitsthat identify the cdling line
number. White spaces are permitted if the string is quoted, however they will be ignored.

* Thename parameter is coded as a string of ASCII charactersthat identify the caling line name. White spaces
are permitted if the string is quoted.

« A "P"inthenumber or name field is used to indicate a private number or name, and an "O" is used to indicate an
unavailable number or name. The following example illustrates the use of the caller-id signal:
S: ci(02/20/19/ 47, "5273 4671", JCTEA)

Answer tone (aw): Answer toneis atone that may be provided by a modem or fax that answers an incoming call. The
tone consists of a sinewave signa at 2 100 Hz - see ITU-T Recommendation V.8.

Fax tone (ft): Thefax tone event is generated whenever afax call is detected - see e.g. ITU-T Recommendation T.30,
orV.21.

Media start (ma): The media start event occurs on a connection when the first valid (see note 3) RTP media packet is
received on the connection. This event can be used to synchronize alocal signal, e.g. ringback, with the arrival of media
from the other party.

NOTE 3: When authentication and integrity security services are used, an RTP packet isnot considered valid until
it has passed the security checks.

The event may be detected on a connection. When no connection is specified, the event appliesto all connectionsfor
the endpoint, regardless of when the connections are created.

M odem tones (mt): The modem tone event is generated whenever amodem call isdetected - seeeg. ITU-T
Recommendation V.8.

Operation complete (oc): The operation complete event is generated when the gateway was asked to apply one or
several signals of type TO on the endpoint, and one or more of those signals compl eted without being stopped by the
detection of arequested event such as off-hook trangtion or dialled digit. The completion report may carry as a
parameter the name of the signal that cameto the end of itslivetime, asin:

O L/oc(L/dt)
When the reported signal was applied on a connection, the parameter supplied will include the name of the connection
aswdl, asin:

O L/ oc(L/rbt @A3F58)

When the operation complete event is requested, it cannot be parameterized with any event parameters. When the
package name is omitted, the default package name is assumed.
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The operation complete event may additionally be generated as defined in the base protocal, e.g. when an embedded
Modify Connection command completes successfully, asin (see note 4):

O L/oc(B/ O
NOTE 4: Notetheuse of "B" here asthe prefix for the parameter reported.
Operation failure (of): In genera, the operation failure event may be generated when the endpoint was asked to apply

one or several signals of type TO on the endpoint, and one or more of those signals failed prior to timing out. The
completion report may carry as a parameter the name of the sgnal that failed, asin:

O Liof(L/ir)

When the reported signal was applied on a connection, the parameter supplied will include the name of the connection
aswell, asin:

O L/ of (L/ r bt @A3F58)

When the operation failure event is requested, event parameters can not be specified. When the package nameis
omitted, the default package name is assumed.

The operation failure event may additionally be generated as specified in the base protocal, e.g. when an embedded
Modify Connection command fails, asin (see note 4):

O L/of (B/ C(Msendrecv(AB2354))))

Timer (t): Timer T isaprovisionabletimer that can only be cancelled by DTMF input. When timer T is used with the
"accumul ate according to digit map" action, thetimer isnot started until thefirgt digit is entered, and the timer is
restarted after each new digit is entered until either adigit map match or mismatch occurs. Inthiscase, timer T
functions as an inter-digit timer and takes on one of two values, Tya or Tei. When &t least one more digit isrequired for
the digit string to match any of the patternsin the digit map, timer T takes on the value T4, corresponding to pertial dial
timing. If atimer isall that isrequired to produce a match, timer T takes on the value T.; corresponding to critical
timing. An example useis:

S: dt
R [0-9T] (D)
When timer T isused without the "accumul ate according to digit map" action, timer T takes on the value T, and the
timer is started immediately and simply cancelled (but not restarted) as soon asadigit isentered. Inthiscase, timer T
can be used as an inter-digit timer when overlap sending is used, e.g.:
R [0-9](N), T(N
Note that only one of the two forms can be used at atime, since a given event can only be specified once.

The default value for Ty, iS 16 sand the default value for T is4 s. The provisioning process may alter both of these.

DTMF Long duration (I): The"DTMF Long duration” is observed when a DTMF signal is produced for a duration
longer than two seconds. In this case, the gateway will detect two successive events: first, when the signal has been
recognized, the DTMF signal, and then, 2 slater, thelong duration signal.

L ong duration connection (Id): The "long duration connection” is detected when a connection has been established for
more than a certain period of time. The default valueis 1 hour, however this may be changed by the provisioning
process.

The event may be detected on a connection. When no connection is specified, the event appliesto all connectionsfor
the endpoint, regardless of when the connections are created.

PB toneswildcard (x): The PB tones wildcard matches any PB digit between 0 and 9.
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Code

Signal name

Event

Signal

Additional info

adsi(string)

ADSI display

BR

ADS display (adsi(string)): Analogue Display Services Interface (ADSI) ismainly used for display of the originator's

telephone number.
Video

Event packages for video will be provided in a future version of the present document.
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