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Intellectual Property Rights

IPRs essential or potentially essentia to the present document may have been declared to ETSI. The information
pertaining to these essential 1PRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which isavailable from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Project Telecommunications and Internet Protocol
Harmonization Over Networks (TIPHON).

0 Introduction

0.1 Overview

The TIPHON system is a multi-component system. Its architecture consists of several planes, including the
IP Telephony plane, asdefined in TS 101 314 [16]. ITU-T Recommendation H.323 [8] defines three types of entities:
H.323 [8] Terminals, Gateways, and Gatekeepers.

The procedures of ITU-T Recommendations H.323 [8], H.225.0 [5] and H.245 [7] shall apply with the limitations or
extensions described in the present document. The procedures of ITU-T Recommendation H.235 [6] shall apply
unchanged. A TIPHON compliant system shall support the Gatekeeper Routed Call (GRC) model. The Direct Routed
Call (DRC) modé isoptional.

In accordance with ITU-T Recommendation H.323 [8], the protocol defined in ITU-T Recommendation H.225.0 [5]
and the protocol defined in ITU-T Recommendation H.245 [7] shall be used for call control signalling and logical
channd controlling within the packet based data network. The use of ITU-T Recommendations H.225.0 [5] and
H.245 [7] is specified in more detail in the following clauses.

NOTE: ITU-T Recommendation H.225.0 [5] definestwo protocols: Registration, Admission, and Status (RAS)
protocol and an ITU-T Recommendation Q.931 [13] -like call control protocol.

The TIPHON profile for ITU-T Recommendation H.225.0 [5] isgiven in annex A.
The RAS protocol of ITU-T Recommendation H.225.0 [5] shall apply unchanged.
The ASN.1 definitions given in annex H of ITU-T Recommendation H.225.0 [5] shall be used.

The precise trandation of ITU-T Recommendation H.323 [8] messages to the SCN and vice versa shall depend on the
nature of the SCN (an ISDN, a PSTN, etc.) and the level of connectivity to be supported. This trandation shall provide
support, as necessary, of:

- the semantics of the protocol specified in ITU-T Recommendations Q.761 [9], Q.762 [10], Q.763 [11] and
Q.764 [12] with variationsin implementation appropriate to the region in which the SCN operates, or

- the semantics of the protocol specified in ITU-T Recommendation Q.931 [13] with variations in implementation
appropriate to the region in which the SCN operates; or

- the semantics of the protocol specified in ISO/IEC 11572 [3].
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For the optional support of Simple Endpoint Types defined in ITU-T Recommendation H.323 Annex F [8], refer to
clause 5.9 "Support of SET devices'.

0.2 Security principles

If security services are required, TIPHON compliant systems shall support the security profiles defined in [1]. Security
services are not required always to be activated.

ETSI
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1 Scope

The present document describes interactions between ITU-T Recommendation H.323 [8] Terminads, Gatekeepers,
Gateways, and Switched-Circuit Networks (SCN) for support of TIPHON scenarios 1, 2, 3, and 4, as defined in
TR 101 300 [15].

The present document defines the interactions that are necessary for:

» theddivery of telephone calls which originate in an Internet Protocol (1P) network and are delivered to
Switched Circuit Networks (SCN);

« theddivery of telephone callswhich originate in SCNsand are delivered in an I P network;

» theddivery of telephone calls which originate in SCNs, routed through a IP network and finally delivered to an
SCN; and

» theddivery of telephone calls which originate and terminatein P networks. Such calls may be routed using an
SCN.

The present document specifies a profile to be applied to the ITU-T Recommendation H.323 [8] for the purposes of
TIPHON compliant systems.

Call trace protocols, e.g. for use in tracing malicious cals, and interactions with Network Address Trandation (NAT)
and firewall devices are outside the scope of the present document.

The present document is applicable to equipment performing theroles of H.323 [8] Terminals, gatekeepers or gateways.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

» For aspecific reference, subsegquent revisions do not apply.
» For anon-specific reference, the latest version applies.

[1] ETSI TS 101 323: "Telecommunications and Internet Protocol Harmonization Over Networks
(TIPHON); Interoperable Security Profiles'.

[2] ETSI ETS 300 403-1 (1995): "Integrated Services Digital Network (ISDN); Digital Subscriber
Signaling System No. One (DSS1) protocol; Signalling network layer for circuit-mode basic call
control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".

[3] ISO/IEC 11572 (1996): "Information technology — T ecommunications and information exchange
between systems — Private Integrated Services Network — Circuit mode bearer services —
Inter-exchange signalling procedures and protocol .

[4] ITU-T Recommendation E.164 (1997): "The international public telecommunication numbering
plan”.
[5] ITU-T Recommendation H.225.0 (1998): "Call signaling protocols and media stream

packetization for packet-based multimedia communications systems”.

[6] ITU-T Recommendation H.235 (1998): " Security and encryption for H. Series (H.323 and other
H.245 based) multimedia terminals'.

[7] ITU-T Recommendation H.245 (1998): "Control protocol for multimedia communication™.
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[8] ITU-T Recommendation H.323 (1998): "Packet-based multimedia communications systems'.

[9] ITU-T Recommendation Q.761 (1993): " Specifications of Signalling System No. 7; Functional
Description of the ISDN User Part of Signalling System No. 7".

[10] ITU-T Recommendation Q.762 (1993): " Specifications of Signalling System No. 7; Generd
Function of Messages and Signals of the ISDN User Part of Signalling System No. 7".

[17] ITU-T Recommendation Q.763 (1993): " Specifications of Signalling System No. 7; Formats and
Codes of the ISDN User Part of Signalling System No. 7".

[12] ITU-T Recommendation Q.764 (1993): " Specifications of Signalling System No. 7; Signalling
System No. 7 —1SDN User Part Signalling Procedures’.

[13] ITU-T Recommendation Q.931 (1993): "ISDN user-network interface layer 3 specification for
basic call control".

[14] ITU-T Recommendation Q.932 (1993): "Digital Subscriber Signalling System No. 1 (DSS1) —
Generic procedures for the control of ISDN supplementary services'.

[15] ETSI TR 101 300 (1999): "Telecommunications and Internet Protocol Harmonization Over
Networks (TIPHON); Description of Technical 1ssues'.

[16] ETSI TS 101 314 (2000): "Telecommunications and Internet Protocol Harmonization Over
Networks (TIPHON); Network architecture and reference configurations, TIPHON Release 2".

[17] IMTC iINOW! Terminal Profile V1.0; Document number: IMTC-101-2000.

[18] ITU-T Recommendation H.323 Annex F (1999): "Simple endpoint types'.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Accesstoken: octet string which may be present in Registration, Admission, and Status (RAS) messages and the Setup
message. It is used to specify the identity, authorization, or other security characteristics of anetwork element or a user

Call: see"telephone call”

E.164 [4] number: number conforming to the numbering plan and structure specified in
ITU-T Recommendation E.164 [4]

Endpoint: H.323 [8] Termina or Gateway. An endpoint can call and be called. It generates and terminates information
streams

Gatekeeper: H.323 [8] entity on the network that provides address trand ation and control s access to the network for
H.323 [8] Terminals and Gateways. The Gatekeeper may also provide other services to the H.323 [8] Terminalsand
Gateways such as bandwidth management and | ocating Gateways

Gateway: endpoint on the network which provides for real-time, two-way communications between H.323 [8]
Terminals on the packet based network and other Terminals on a switched circuit network

H.323 [8] Terminal: entity which provides audio and optionally video and data communications capability in
point-to-point or multipoint conferences in packet-based networks. In the scope of the present document, only the audio
capabilities are considered

Switched Circuit Network (SCN): telecommunications network, e.g. Public Switched Telephone Network (PSTN),
Integrated Services Digital Network (ISDN), and General System for Mobile communications (GSM), that uses circuit-
switched technologies for the support of voice calls. The SCN may be a public network or a private network

Telephone call: two-way speech communication between two users by means of Terminals via network infrastructure
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For the purposes of the present document, the following abbreviations apply in addition to the abbreviations defined in
TR 101 300 [15] and TS 101 314 [16]:

ACF AdmissionConfirm (RAS message)
ARQ AdmissionRequest (RAS message)
ASN.1 Abstract Syntax Notation number 1
C Conditional
CLI Calling Line Identification
CLIP Calling Line Identification Presentation
DSS1 Digital Subscriber Signalling System No. One
DTMF Dual-Tone Multi-Frequency
DRC Direct Routed Call
GK Gatekeeper
GRC Gatekeeper Routed Call
IP Internet Protocol
ISDN Integrated Services Digital Network
ISUP ISDN User Part [11]
M Mandatory
NAT Network Address Trandation
0] Optiona
PISN Private Integrated Services Network
PSTN Public Switched Telephone Network
RAS Registration, Admission, and Status
RCF Registration Confirm (RAS message)
RRQ Registration Request (RAS message)
SCN Switched-Circuit Network
SET Simple Endpoint Type

4 Void

5 Registration

5.1 Registration basics

Both H.323 [8] Terminals and Gateways shall register with Gatekeepers. Registration shall be in accordance with
ITU-T Recommendation H.323 [8] procedures. TIPHON compliant endpoints shall use Automatic Gatekeeper

Discovery.

TIPHON compliant Gatekeepers shall issue the PreGrantedARQ indication in the Registration Confirm (RCF)

message (RAS message) on successful registration of the Gateways and Terminals.

Two types of registration shall be supported:

- authenticated registration with the Gatekeeper; and

- anonymous registration with the Gatekeeper.

5.2

Authenticated Registration

Authenticated Registrations shall be in accordance with the security profilesin TS 101 323 [1].

ETSI
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5.3 Anonymous Registration

In this case the Registration Request (RRQ) message (RAS message) shall not contain an access token.

5.4 Registration Keep Alive

Endpoints and Gatekeepers shall support the keep alived procedure as specified in clauses 7.2.2 and 8.4.2 of

ITU-T Recommendation H.323 [8]. If the registration ceases to be valid (e.g. the connection between the

H.323 [8] Termina and its Gatekeeper goes down for some reason), the Gatekeeper shall remove the registration and
release all ongoing calls associated with that terminal. A new registration may be established using the procedures of
clause 5.2.2 of ITU-T Recommendation H.323 [§].

NOTE: Initidl RRQ messages requesting atimeT oL ive for registration purposes and RRQ messages containing

the keepAlive bit for restarting the receiver's timer are different matters. Endpoints shall not reuse the
initiadl RRQ message asreplacement for a "keepAlive message” as this may confuse the Gatekeeper.

5.5 Call setup prerequisites

Callsto or from usersin the Internet Protocol (IP) network shall be setup only after successful registration according to
the clauses above.

6 Calls from an H.323 Terminal to a terminal in an SCN

6.1 Overview

A call from an H.323 [8] Termind to aterminal in an SCN can be separated in three phases: call setup, active phase and
call rdease. Figure 1 shows the information flows related to call establishment.

ETSI



11 ETSI TS 101 471 V1.1.1 (2000-12)

H.323 Terminal Gatekeeper Gateway SCN

Setup

W (note 1)
(note 2) %
——— Setwp |

Media channel from|GW to Terminal activated

WW
(ﬂm/ (note 3)

Media channel from SCN to Terminﬁl activated

formation
(note 2) %W
%

Call Proc <4
Call Proc 4/

Alerting/Pro
_ (’/j_/gmsf Connect
Alerting/Pro Connect 4/
w‘///

Med|a channel in both direction$ activated

NOTE 1: As soon as the Gatekeeper has received sufficient digits to route the call, it shall send Setup to the
Gateway.

NOTE 2: Information messages may be sent as a result of a user providing more information.

NOTE 3: If the SCN has received sufficient digits to complete number analysis, Call Proceeding shall be sent
instead of Setup Ack in response to Setup and the Information message(s) will be discarded.

Figure 1: Example of Scenario 1 call setup diagram using overlap sending

6.2 Call setup

6.2.1 Basic call setup

Calls shall be setup using the procedures defined in ITU-T Recommendation H.323 [8] with the following
changes/clarifications:

- Within the context of the present document, call setup shall use only one user channel towards the SCN. Calls
requiring anumber of user channels shall not be supported.

- The Gatekeeper and its Gateway shall support both the en-bloc and the overlap sending procedure.

- Inthe case where two endpoints areregistered to different Gatekeepers and the Gatekeeper-routed call modd is
used, TIPHON-compliant systems should use "called endpoint signalling." according to ITU-T Recommendation
H.323 [8] clause 8.1.6.

ETSI



12 ETSI TS 101 471 V1.1.1 (2000-12)
NOTE 1: "Called endpoint signalling” is of benefit with regard to the use of NAT and firewall devices. However,
its useis an administrative decision.

Within IP networks, if an element or amessage not allowed to be used within the context of the present document is
received, the receiver shall pass on, but otherwise ignore, the message or the element i.e. thereceiver shall act asif the
message or the element was not received.

Within IP networks, if an lement isreceived with avalue, not allowed within the context of the present document, the
receiver shall, if the eement is optional, pass on, but otherwiseignore, the element (act asif the eement is not received)
or if the element is mandatory act asif the default value was received.

At a Gateway, the requirements of the SCN protocol shall modify the error handling procedures described above. A
Gateway shall not pass on to the SCN any messages or information elements, or the contents of information elements,
that would cause a protocol error in the SCN. Similarly, a Gateway shall not pass on to the IP network any messages or
information elements, or the contents of those information elements, that would cause a protocol error in the IP
network. Such messages, information elements, or the contents of information elements should be mapped to suitable
alternativeif such exist, be discarded if not mandatory to support, or be rejected by the Gateway.

NOTE 2: The security policy of an operator's network or the security policy implemented in anetwork eement may
override the error handling as described above.

6.2.2 En-bloc Procedure

The En-bloc procedure may be explicitly indicated in the signalling from the H.323 [8] terminal. En-bloc procedure
shall also be used whenever the Called Party Number in the Setup message can be regarded as complete by the
Gatekeeper.

NOTE: A Called party number can be regarded to be complete under the following conditions:

- if the Gatekeeper has the full knowledge about the Called party’ s numbering plan and can identify the
number to be complete;

- if the SETUP message contains the Sending compl ete information el ement;
- if the canOverlapSend parameter is absent or set to FALSE;
- if the Called party number containsthe'# character asthe last digit; or

- if an entity other than a Gateway determinesthat a CALL PROCEEDING message isreturned to the
H.323 [8] Terminal, the "Sending complete” information element shall be inserted, if not already there, in
the SETUP message or INFORMATION message being sent towards the next network element
(e.0. next Gatekeeper or a Gateway).
6.2.3 Overlap sending

On receipt of a SETUP message with a Called party number which the Gatekeeper cannot determine to be complete, the
Gatekeeper startstimer T302 (the value of timer T302 is specified in ITU-T Recommendation Q.931 [13]) and sendsa
SETUP ACKNOWLEDGE message back.

The Gatekeeper shall restart timer T302 on the receipt of every INFORMATION message not containing a sending
complete indication and containing the called party information element with at least one valid character.

NOTE: Seethe previous clause for the conditions when the Called party number can be regarded to be complete.

6.2.4 Establishment of media channels

6.2.4.1 Fast Connect procedure
TIPHON-compliant systems shall use the Fast Connect procedure of ITU-T Recommendation H.323 [8] clause 8.1.7.

NOTE: Thisincludesthe capability to negotiate media channe s by encapsulating ITU-T Recommendation
H.245 [7] OLC message inside the SETUP message and the fallback to ITU-T Recommendation
H.245 [7] signalling at any time of the call if necessary.
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6.2.4.2 Encapsulation of H.245 messages within H.225.0 messages

TIPHON-compliant systems shall support encapsulation of ITU-T Recommendation H.245 [7] messages within
ITU-T Recommendation H.225.0 [5] messages according to I TU-T Recommendation H.323 [8] clause 8.2.1.

NOTE: Encapsulation of H.245 [7] messages within H.225.0 [5] is preferred to a separate H.245[7] channd
because of its greeater efficiency.

6.2.5 Support of in-band information coming from the SCN

If the Progress indicator information element containing the progress description numbers 1 or 8 isreceived, then the IP
network shall ensure that the media channd is open. The Gateway shal forward all in-band information from the SCN
to the IP Network.

If in-band information is present it shall be forwarded to the user.

NOTE: If thevalue of the progressindicator information element isdifferent from 1 and 8 or no Progress
indicator information element is present, an indication may be generated locally.

If the Gateway, connected to SCN, receives a PROGRESS message (before an ALERTING messageisreceived) or a
CALL PROCEEDING message (after a CALL PROCEEDING message has already been sent) with the Progress
indicator information el ement included from SCN, the Gateway shall send a PROGRESS message to the Gatekeeper.
The message shall contain the received Progress information element, or, if the content of the received Progress
information e ement isnot valid within H.225.0 [5], this shall be mapped to a suitable value.

If the message received from SCN isthe CALL PROCEEDING message and the CALL PROCEEDING message has
not already been sent, the Gateway shall send a CALL PROCEEDING message. The message shall contain the Progress
indicator information element, or, if the content of thereceived Progress information e ement isnot valid within

H.225.0 [5], this shall be mapped to a suitable value.

When the Gatekeeper receives a CALL PROCEEDING message with a Progress indicator e ement included the
Gatekeeper shall (before transferring the CALL PROCEEDING message) stop any running call supervision timer and
start timer T301.

When the Gatekeeper receives a PROGRESS message (before an ALERTING message is received) with the Progress
indicator information element included (but no cause e ement) the Gatekeeper shall (before transferring the
PROGRESS message) stop any running call supervision timer and start timer T301.

When the H.323 [8] Terminal receives a CALL PROCEEDING message with a Progress indicator e ement included the
H.323 [8] Terminal shall stop any running call supervision timer and start timer T301.

When an H.323 [8] Terminal receives a PROGRESS message (before an ALERTING message isreceived) with a
Progressindicator information element included (but no Cause information e ement isincluded, see clause 5.4.2.5.2)
the H.323 [8] Terminal shall stop any running call supervision timer and start timer T301.

6.3 Active Phase

The active phase of the call shall commence when the called party in the SCN answers and the Gateway receives the
CONNECT message as aresult. The Gateway shall pass that CONNECT message on towards the originating H.323 [8]
Terminal.

Information received from the H.323 [8] Terminal in the user I nputl ndication message specified in
ITU-T Recommendation H.245 [7] shall be extracted from the user I nputl ndication message and injected into the
media stream by using DTMF tones. This shall be done by the Gateway connected to the SCN.

DTMF tonesreceived from the SCN in the media stream shall be detected by the Gateway and encoded in
user I nputl ndication messages specified in ITU-T Recommendation H.245[7].

NOTE: TheuserInputlndication could be tunndlled viathe FACILITY message if necessary.
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6.4 Call release

6.4.1 Basic Call Release

Call release may be initiated by the H.323 [8] Termind, the Gateway (e.g. as aresult of the terminal in the SCN
initiating release), or the Gatekeeper. Thereason for initiating call release may e.g. be normal disconnection of a call or
acall failure.

Message callisions shall be handled by H.323 [8] Terminals, Gatekeepers and Gateways.

NOTE: Message collision occurs when the H.323 [8] Termina and the Gateway initiate clearing at the sametime.

6.4.2 In-band Information

If the Gateway, connected to an SCN, receives a Progress indicator information element in a DISCONNECT message
from the SCN, the Gateway shall send a PROGRESS message to the Gatekeeper. The message shall include both the
Progress indicator information element and the received cause. If the content of the received Progress information
element isnot valid within H.225.0 [5], this shall be mapped to a suitable value.

When the Gatekeeper receives a PROGRESS message with both the Progress indicator information e ement and the
Cause information element included the Gatekeeper shall (before transferring the PROGRESS message) stop any
running call supervision timer and start timer T.301.

When the H.323 [8] Terminal or the Gateway receives a PROGRESS message with both the Progress indicator
information element and the Cause information e ement included, it shall stop any running call supervision and start
timer T.301.

7 Calls from a terminal in an SCN to an H.323 Terminal

7.1 Overview

A call from aterminal in an SCN to an H.323[8] Termina can be separated in three phases: call setup, active phase and
call rdease. Figure 2 shows the information flows related to call establishment.
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SCN Gateway Gatekeeper H.323 Terminal

%
Setup

Setup ack

| Sewpack ——&——
\m%)
Information
T —— humber

complete

number
incomplete

Call Proc Setup
 CalPe e
%

(wg/—
Alertin

Alertin Connect
Connect - |
Connect - |
(—/ Media channel in bath directions activated
—

(note)

NOTE:  This figure reflects ITU-T Recommendation Q.931 [13] cases only.

Figure 2: Example of Scenario 2 call setup using overlap sending and Gatekeeper routed call model

7.2 Call setup

7.2.1 Basic call setup

Calls shall be setup using the procedures defined in ITU-T Recommendation H.323 [8] with the following
changes/clarifications:

- Within the context of the present document, cal setup shall use only one user channel from the SCN. Calls
requiring anumber of user channels shall not be supported.

- The Gatekeeper and its Gateway shall support both the en-bloc and the overlap sending procedure.

- Inthe case where two endpoints areregistered to different gatekeepers and the gatekeeper-routed call modd is
used, TIPHON-compliant systems should use "called endpoint signalling.”

NOTE 1: "Called endpoint signalling” is of benefit with regard to the use of NAT and firewall devices. However,
its useisan administrative decision.

Within IP networks, if an element or amessage not allowed to be used within the context of the present document is
received, thereceiver shall pass on, but otherwise ignore, the message or the lement i.e. therecelver shall act asif the
message or the element was not received.

Within IP networks, if a element isreceived with avalue, not allowed within the context of the present document, the
receiver shall, if the eement is optional, pass on, but otherwise ignore, the element (act asif the eement is not received)
or if the element is mandatory act asif the default value was received.
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At a Gateway, the requirements of the SCN protocol shall modify the error handling procedures described above. A
Gateway shall not pass on to the SCN any messages or information elements, or the contents of information elements,
that would cause a protocol error in the SCN. Similarly, a Gateway shall not pass on to the 1P network any messages or
information elements, or the contents of those information e ements, that would cause a protocol error in the IP
network. Such messages, information elements, or the contents of information elements should be mapped to suitable
alternativeif such exist, be discarded if not mandatory to support, or be reected by the Gateway.

NOTE 2: The security policy of an operator's network or the security policy implemented in anetwork element may
override the error handling as described above.

In accordance with the use of the fast Connect procedure, the Gatekeeper shall set the mediaWaitFor Connect
parameter to TRUE before sending the SETUP message to the H.323 [8] Terminal.

The Gatekeeper should remove thefastStart parameter from any message, received from the H.323 [8] Terminal, prior
to the CONNECT message.

NOTE 3: Asasubscription option, the Gatekeeper may allow activation of the media channd in one or both
directions prior to the CONNECT message for certain trusted users or equipment.
7.2.2 En-bloc procedure

Oncethe H.323 [8] Terminal islocated by the Gatekeeper en-bloc procedures shall be used. If not already there, the
Gatekeeper shall include the Sending complete information € ement towards the H.323 [8] Terminal.

NOTE: Intheoptional DRC case, the Gateway shall take over thetask of the Gatekeeper.
En-bloc procedure shall also be used whenever the Called Party Number in the Setup message can beregarded as
complete by the Gatekeeper.
7.2.3 Overlap sending

The Gateway shall support overlap sending on the SCN interface. If the addressed H.323 [8] endpoint supportsit, the
Gatekeeper may use overlap sending towards the endpoint.

NOTE: If the SCN uses overlap sending, the Gateway or its Gatekeeper need to retain the digits received until the
H.323 [8] Terminal can be found.
7.2.4 Establishment of media channels

7.24.1 Fast Connect procedure
TIPHON-compliant systems shall use the Fast Connect procedure of ITU-T Recommendation H.323 [8] clause 8.1.7.

NOTE 1: Thisincludesthe capability to negotiate media channds using ITU-T Recommendation H.245[7] or to
fall back to ITU-T Recommendation H.245 [7] sgnalling at any time of the call.

NOTE 2: Thisenablesin-band information to be passed prior to call establishment.

7.2.4.2 Encapsulation of H.245 messages within H.225.0 messages

TIPHON-compliant systems shall support encapsulation of ITU-T Recommendation H.245 [ 7] messages within
ITU-T Recommendation H.225.0 [5] messages according to I TU-T Recommendation H.323 [8] clause 8.2.1.

NOTE: Encapsulation of H.245 [7] messages within H.225.0 [5] is preferred to a separate H.245 [7] channd
because of its greater efficiency.
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7.2.5 Ring control tone

When the called H.323 [8] Termina responds with an ALERTING message the called H.323 [8] Terminal's Gatekeeper
may start the ringing tone towards the calling party. If the Gatekeeper starts the ringing tone, then the Gatekeeper shall
include the Progress Indicator information el ement with the Pl set to No. 8 "In-band information or an applicable
pattern isavailable'.

If a Gateway receives an ALERTING message which does not include a Progress indicator information element, with
the Pl set to No. 8 "In-band information or an applicable pattern is available", the Gateway shall start theringing tone.

If an ALERTING message isreceived on a cal from an SCN, the Gateway shall include the Progress indicator
information element with the Pl set to No. 8 "In-band information or an applicable pattern isavailable" if the
information isnot already indicated.

7.3 Active Phase

The active phase of the call shall commence when the H.323 [8] Terminal answersthe call.

Information received from the H.323 [8] Terminal in the user I nputl ndication message specified in
ITU-T Recommendation H.245 [7] shall be extracted from the user I nputl ndication message and injected into the
media stream by using DTMF tones. This shall be done by the Gateway connected to the SCN.

DTMF tonesreceived from the SCN in the media stream shall be detected by the Gateway and encoded in
user I nputl ndication messages specified in ITU-T Recommendation H.245[7].

NOTE: Theuserlnputlndication could be tunnelled viathe FACILITY message if necessary.

7.4 Call release

7.4.1 Basic Call Release

Call release may be initiated by the H.323 [8] Termind, the Gateway (e.g. as aresult of the terminal in the SCN
initiating release), or the Gatekeeper. Thereason for initiating call release may e.g. be normal disconnection of a call or
acall failure.

Message callisions shall be handled by H.323 [8] Terminals, Gatekeepers and Gateways.

NOTE: Message collision occurs when the endpoint and the Gateway initiate clearing at the sametime.

7.4.2 In-band Information

If the Gateway, connected to an SCN, receives a progress indicator information e ement in a DISCONNECT message
from the SCN the Gateway shall send a PROGRESS message to the Gatekeeper. The message shall include both the
Progress indicator information element and the received cause. If the content of the received Progress information
element isnot valid within H.225.0 [5], this shall be mapped to a suitable value.

When the Gatekeeper receives a PROGRESS message with both the Progress indicator information e ement and the
Cause information element included the Gatekeeper shall (before transferring the PROGRESS message) stop any
running call supervision timer and start timer T.301.

When the H.323 [8] Terminal or the Gateway receives a PROGRESS message with both the Progress indicator
information el ement and the Cause information eement included, it shall stop any running call supervision and start
timer T.301.
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8 Calls between SCN Terminals routed through an IP
network

8.1 Overview

A call between two Terminalsin the SCN, routed through an IP network, can be separated in three phases: call setup,
active phase and call release. Figure 3 shows the information flows related to call establishment.

Originating Ingress Egress Terminating
SCN Gateway Gatekeeper Gateway SCN

Setup

|

Setup
| —— Notel
Setup ack
‘/%Wé/

(note 2) Information
> nfomation |
Setup
Media channel from|GW to Org. SCN activated\)

St sewp |
‘/iet/ugﬂ/ (note 3)

Media channel from| SCN to SCN activated

(note 2) Information
T Information

T Information

e nfomation |

Call Proc <4+

Call Proc « |
Call Proc | Alertin
Call Proc - | Alertin
| Alertin ‘/g__/— Connect
Alertin ‘—/’g—/ Connect «— |
‘/g—/ Connect |

- |

Connect

/ Media channel in bath directions activated

NOTE 1: As soon as the Gatekeeper has received sufficient digits to route the call, it shall send Setup to the egress
Gateway.

NOTE 2: Information messages may be sent as a result of a user providing more information.

NOTE 3: If the SCN has received sufficient digits to complete number analysis, Call Proceeding shall be sent
instead of Setup Ack in response to Setup and the Information message(s) will be discarded.

Figure 3: Example of scenario 3 call setup using overlap sending

8.2 Call Setup

8.2.1 Basic call setup

Calls shall be setup using the procedures defined in ITU-T Recommendation H.323 [8] with the following
changes/clarifications:

- Within the context of the specification, call setup shall use only one user channel from the SCN. Callsrequiring
anumber of user channels shall not be supported;

- The Gatekeeper and the Gateways shall support both the en-bloc and the overlap sending procedure;

- Inthe case where two endpoints areregistered to different gatekeepers and the gatekeeper-routed call modd is
used, TIPHON-compliant systems should use "called endpoint signalling”.

NOTE 1: "Called endpoint signalling” is of benefit with regard to the use of NAT and firewall devices. However,
its useis an administrative decision.
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Within IP networks, if an element or amessage not allowed to be used within the context of the specification is
received, the receiver shall pass on, but otherwise ignore, the message or the element i.e. thereceiver shall act asif the
message or the element was not received.

Within IP networks, if a element isreceived with avalue, not allowed within the context of the present document, the
receiver shall, if the eement is optional, pass on, but otherwise ignore, the element (act asif the eement is not received)
or if the element is mandatory act asif the default value was received.

At a Gateway, the requirements of the SCN protocol shall modify the error handling procedures described above. A
Gateway shall not pass on to the SCN any messages or information elements, or the contents of information elements,
that would cause a protocol error in the SCN. Similarly, a Gateway shall not pass on to the 1P network any messages or
information elements, or the contents of those information elements, that would cause a protocol error in the IP
network. Such messages, information elements, or the contents of information elements should be mapped to suitable
alternativeif such exist, be discarded if not mandatory to support, or be rejected by the Gateway.

NOTE 2: The security policy of an operator's network or the security policy implemented in anetwork € ement may
override the error handling as described above.
8.2.2 En-bloc procedure

The En-bloc procedure may be explicitly indicated in the signalling from the originating SCN. If the originating SCN
uses the en-bloc procedure, and there is sufficient information to enable the call to be routed to the egress Gateway, call
establishment shall be initiated to the terminating SCN.

8.2.3 Overlap sending

The Gateways shall support overlap sending on their SCN interface.

NOTE: If theoriginating SCN uses overlap sending, theingress Gateway or its Gatekeeper need to retain the
digitsreceived until the egress Gateway can be found.

On receipt of a SETUP message with a Called party number which the Gatekeeper cannot determine to be complete, the
Gatekeeper startstimer T302 (the value of timer T302 is specified in ITU-T Recommendation Q.931 [13]) and sendsa
SETUP ACKNOWLEDGE message back.

The Gatekeeper shall restart timer T302 on the receipt of every INFORMATION message not containing a sending
complete indication and containing the called party information element with at least one valid character.

8.2.4 Establishment of media channels

8.24.1 Fast Connect procedure
TIPHON-compliant systems shall use the Fast Connect procedure of ITU-T Recommendation H.323 [8] clause 8.1.7.

NOTE 1: Thisincludesthe capability to negotiate media channds using ITU-T Recommendation H.245[7] or to
fall back to ITU-T Recommendation H.245 [7] sgnalling at any time of the call.

NOTE 2: Thisenablesin-band information to be passed prior to call establishment.

8.2.4.2 Encapsulation of H.245 messages within H.225.0 messages

TIPHON-compliant systems shall support encapsulation of ITU-T Recommendation H.245 [7] messages within
ITU-T Recommendation H.225.0 [5] messages according to I TU-T Recommendation H.323 [8] clause 8.2.1.

NOTE: Encapsulation of H.245 [ 7] messages within H.225.0 [5] is preferred to a separate H.245 [ 7] channel
because of its greater efficiency.

8.2.5 Support of in-band information coming from the SCN

If the Progress indicator information element containing the progress description numbers 1 or 8 isreceived, then the IP
network shall ensure that the media channel is open.
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If the egress Gateway, receives a PROGRESS message (before an ALERTING messageisreceived) or a

CALL PROCEEDING message (after a CALL PROCEEDING message has aready been sent) with the Progress
indicator information element included from SCN, the Gateway shall send a PROGRESS message to the Gatekeeper.
The message shall contain the received Progress information element, or, if the content of the received Progress
information e ement isnot valid within H.225.0 [5], this shall be mapped to a suitable value.

If the message received from SCN isthe CALL PROCEEDING message and the CALL PROCEEDING message has
not already been sent, the egress Gateway shall send a CALL PROCEEDING message. The message shall contain the
Progress indicator information element, or, if the content of the received Progress information element is not valid
within H.225.0 [5], this shall be mapped to a suitable value.

When the Gatekeeper receives a CALL PROCEEDING message with a Progress indicator e ement included the
Gatekeeper shall (before transferring the CALL PROCEEDING message) stop any running call supervision timer and
start timer T301.

When the Gatekeeper receives a PROGRESS message (before an ALERTING messageis received) with the Progress
indicator information element included (but no cause element, see clause 5.4.2.5.2) the Gatekeeper shall (before
transferring the PROGRESS message) stop any running call supervision timer and start timer T301.

When an ingress Gateway receives a CALL PROCEEDING message with a Progress indicator e ement included, the
ingress Gateway shall (before transferring the PROGRESS message) stop any running call supervision timer and start
timer T301.

When an ingress Gateway receives a PROGRESS message (before an ALERTING message is received) with a Progress
indicator information element included (but no Cause information e ement isincluded), the ingress Gateway shall
(before transferring the PROGRESS message) stop any running call supervision timer and start timer T301.

8.3 Active Phase

The active phase of the call shall commence when the called party in the terminating SCN answers and the egress
Gateway receives the Connect message as aresult.

DTMF tonesreceived from the originating SCN in the media stream shall be passed on to the terminating SCN.

8.4 Call Release

8.4.1 Basic Call Release

Call release may beinitiated by any Gateway (e.g. asaresult of theterminal in the SCN initiating release), or the
Gatekeeper. The reason for initiating call release may e.g. be normal disconnection of acal or acall failure.

Message callisions shall be handled by Gatekeepers and Gateways.

NOTE: Message collision occurs when both Gateways initiate clearing at the same time.

8.4.2 In-band Information

If any Gateway, connected to an SCN, receives a Progress indicator information element in a DISCONNECT message
from the SCN the Gateway shall send a PROGRESS message to the Gatekeeper. The message shall include both the
Progress indicator information element and the received cause. If the content of the received Progress information
element isnot valid within H.225.0 [5], this shall be mapped to a suitable value.

When the Gatekeeper receives a PROGRESS message with both the Progress indicator information e ement and the
Cause information element included the Gatekeeper shall (before transferring the PROGRESS message to the other
gateway) stop any running call supervision timer and start timer T.301.

When a Gateway receives a PROGRESS message with both the Progress indicator information element and the Cause
information element included, it shall stop any running call supervision and start timer T.301.
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9 Calls between H.323 Terminals routed through an

SCN

9.1

There are anumber of different physical configurations that may be considered to represent the logica relationship of
Scenario 4. For the purposes of the present document, Scenario 4 shall be considered to comprise a call originated as
per Scenario 1 followed by a call termination as per Scenario 2. More complex interpretations of this scenario are
possible but are deferred to other TIPHON deliverables for consideration.

Introduction

A call between two H.323 [8] Terminals, routed through an SCN, can be separated in three phases: call setup, active
phase and cal release. Figure 4 shows the information flows related to call establishment.

H.323 Terminal Gatekeeper Gateway SCN Gateway Gatekeeper H.323 Terminal
%»
‘_ﬂw/ (note 1)
(note 2) %
Setup
‘/EW (note 3)
Media channel from W to Terminal activated Setup Setu
(/SGW/\F)) Setup
Media channel from|SCN to Terminal activated \> (note 4)
Setup ack Setup ac
% (/_LJS/
———lnformation | .
(note 2) Call Proc % Information
- | Call Proc )
| ——loformation |
Setup
Call Proc
L CalPe —e—— | CalPee 4  CalPrc
Alerting/Pro
Alerting/Progr Connect
Alerting/Pro Connect |
Alerting/Prol Connect l«—— |
Alerting/Prol Connect - |
/w— Connect l«—— |
L Comest e |
Media channel in Qoth directions activated
B
NOTE 1: As soon as the Gatekeeper has received sufficient digits to route the call, it shall send Setup to the

Gateway.

Information messages may be sent as a result of a user providing more information.

The SCN may actually consist of several networks using diverse technologies.

The Gateway or its Gatekeeper need to retain the digits received until the H.323 [8] Terminal can be
found.

NOTE 2:
NOTE 3:
NOTE 4:

Figure 4: Example of Scenario 4 call setup diagram using overlap sending

9.2 Call Setup

For the originating network, clause 6.2 shall apply. For the terminating network, clause 7.2 shall apply.

9.3 Active Phase

For the originating network, clause 6.3 shall apply. For the terminating network, clause 7.3 shall apply.
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94 Call release

For the originating network, clause 6.4 shall apply. For the terminating network, clause 7.4 shall apply.

10 Other Issues

10.1  Interworking with Dual Tone Multi-Frequency (DTMF)
signalling

Before the media channels are established in both directions, all dialled information shall be sent in the Called party

number information element or in the Keypad facility information element using H.225.0 [5] messages. The Gatekeeper

receiving Keypad facility information e ements shall use Called party number information elementsif the digitsare to
be forwarded.

In scenario 3, if the transmission facilities in the | P network can convey DTMF tones in band, then conversion to
out-of-band user | nputl ndication messages shall not be used. Otherwise, after the media channel s have been
established in both directions, transfer of the DTMF tones within the IP network shall be by means of the

ITU-T Recommendation H.245 [7] message user | nputlndication. The aphanumeric format of the

user I nputl ndication message shall be used.

Terminal s unable to originate user I nputl ndication may send dialled information using the Keypad facility information
element of the INFORMATION message. The Gatekeeper receiving Keypad facility information e ements shall use
user I nputl ndication messages if the digits are to be forwarded.

The Gateway shall use the information in user Inputlndication, inject it into the media stream as DTMF tones, and
passit to the SCN.

NOTE: Theuserlnputlndication could be tunnelled viathe FACILITY message if necessary.

10.2  Carrier selection

Carrier sdlection shall be performed by tranamitting the necessary information to the Gatekeeper and Gateway within
the called party number field. This procedure shall not preclude overlap sending.

10.3  Detection of failure during the setup of the call

Upon detection of failure of the call in the IP network, accounting and charging functions shall be informed.

NOTE 1: In order to detect call failuresin the IP network, which affect accounting and charging functions,
Gatekeepers should specify an irr Frequency value inside the AdmissionConfirm (RAS message) (ACF).

If the Gatekeeper detects a failure, the Gatekeeper shall initiate clearing of the call asdescribed in clauses 6.4, 7.4, 8.4
and 9.4, "Call release”.

If the Gateway detects a failure, the Gateway shall initiate clearing towards the SCN, and clear the call inthe IP
network as described in clauses 6.4, 7.4, 8.4 and 9.4, "Call release".

If the H.323 [8] Terminal detects afailure, the H.323 [8] Terminal shall initiate clearing of the call as described in
clauses 6.4, 7.4, 8.4 and 9.4, "Call release’.
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10.4  Calling Line Identification (CLI)

CLI information may be provided by calling users and may be received by called users. When a H.323 [8] Terminal
wishes to provide a calling number it shall be provided using the signalling elements described in
ITU-T Recommendation H.225.0 [5].

H.323 [8] Terminals may provide anumber using the optional Calling Party Number information element in the Setup
message.

NOTE: The procedures and protocols for handling these information elements may be defined in regional and
nationa regulations and/or codes of practice. Wherever such requirements exist they may supersede the
requirements expressed here.

According to ITU-T Recommendation H.225.0 [5] the number cannot have qualifications defined in accordance with
octet 3ainformation (Presentation Indicator and Screening Indicator) asin tables 4 to 11 of

ITU-T Recommendation Q.931 [13]. Accordingly in the albsence of octet 3ainformation the calling party number
information e ement shall be treated as if octet 3a contained the following val ues:

1) "presentation alowed"; and
2) "user-provided not screened".

As a consequence of the above the Gateway shall not include the Calling party number |1E in the SETUP message
towards the IP network if the Calling party information, received from the SCN network, indicates arestriction.

10.5 Use of alternate Gatekeepers

Gatekeepers shall convey information about as many alternate Gatekeepers as possible within security considerations,
using the alternate Gatekeeper fidds: alter nateGK and altGK Info as defined in ITU-T Recommendation H.225.0 [5].

Endpoints shall:

- support aternate Gatekeeper structures: upon receipt of an alternate Gatekeeper list, endpoint shall update their
internd registry;

- usethe most recent alternate Gatekeeper list received in RAS responses,

- thedternate Gatekeeper list shall not contain more than 16 alternate Gatekeepers.

10.6  Support of SET devices (H.323 Annex F)

TIPHON compliant systems may support Simple Endpoint Type devices as defined in ITU-T Recommendation H.323
[8] Annex F. In this case the following shall be taken into account:

- SET devices support FastConnect only. They need not open a separate H.245 [ 7] connection and need not
support encapsulation of H.245 [7] in H.225.0 [5] messages,

- SET devices shall support transmission of DTMF as Keypad Information Elementsin the
ITU-T Recommendation H.225.0 [5] call signaling connection (i.e. using Information messages).

If a TIPHON compliant Gatekeeper supports SET devicesit shall:

- Provide mapping of DTMF coding in H.225.0 [5] Keypad Information Elementsin Information messages to
H.245 [7] Userlnputindication Messages,

- Provide preGrantedARQ for SET devices,
- Beawarethat SET devices only support Gatekeeper routed calls,
- Not require Information Request Response (IRR) Messages to be sent by SET devices.

SET devices have to comply with all passages of the present document, if not explicitly stated.
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10.7  Support of INOW! Terminals

IMTCiNOW! Terminals[8] may be supported by TIPHON compliant systemsif they comply with all passages of the
present document. AsiNOW Terminals are a specia form of SET devices, the Gatekeeper has to be aware of this and
clause 5.9 "Support of SET devices (H.323 [8] Annex F shall apply).

Restriction: asiNOW compliant Terminals need not support call redirection during the life of a cal, the call shall be
disconnected if thisfeature is requested.

NOTE: The security options of iINOW Terminalshave to be analysed in detail, during the phase of Threat
analysisin the TIPHON WGL1 activities. It might be necessary to add additional requirementsto iNOW
Terminalsto be TIPHON compliant.
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Annex A (normative):
Required support of H.225.0 call control protocol

ITU-T Recommendation H.323 [8] usesa call control protocol derived from ITU-T Recommendation Q.931 [13] which
is specified in the ITU-T Recommendation H.225.0 [5].

Thisannex defines a profile which isintended to clarify the use of ITU-T Recommendation H.225.0[5] in
TIPHON-compliant systems. Whenever the contents of thisannex arein conflict with ITU-T Recommendation
H.225.0 [5] thisannex shall take precedence.

The current version of the ITU-T RECOMMENDATION Q.931 [13] part of ITU-T Recommendation H.225.0 [5]

includes anumber of optiona messages and information elements. The ETS 300 403-1 [2] sandard (ETSI DSS1)

forbids some of the information elements which are optional in ITU-T Recommendation H.225.0 [5], listed below.
Gateways that interconnect with ETSI DSS1 networks shall not send these information el ements.

Table A.1identifies changesto entriesin table 4 of ITU-T Recommendation H.225.0 [5].

The changesin the table shall apply to TIPHON Phase 3 systems.

Table A.1: Modification to ITU-T Recommendation H.225.0 [5]
Usage of ITU-T RECOMMENDATION Q.931 [13] and Q.932 [14] Messages

Call Establishment Messages Transmit (M, CM) Receive and act on (M, CM)
Call Proceeding M M
Progress M M
Setup Acknowledge M CM (see note 1)

Miscellaneous Messages
Information CM M
NOTE 1: Only mandatory if the H.323 [8] Terminal indicates canOverlapSend in the Setup message.
NOTE 2: M = mandatory, CM = conditionally mandatory.

A.1  Alerting

Table A.2 identifies changes to entriesin thetable 5 of ITU-T Recommendation H.225.0 [5].

Table A.2: Modifications to ITU-T Recommendation H.225.0 [5]
Usage of the Alerting message

Information element H.225.0 [5] status | Length in H.225.0 [5]
Signal F NA
NOTE: F =forbidden.

A.2 Information

Table A.3 identifies changes to entries in the table 9 of ITU-T Recommendation H.225.0 [5].

Table A.3: Modifications to ITU-T Recommendation H.225.0 [5]
Usage of the Information message

Information element H.225.0 [5] status|Length in H.225.0 [5]
Signal F NA
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A.3 Release Complete

Table A .4 identifies changes to entriesin the table 10 of ITU-T Recommendation H.225.0 [5].

Table A.4: Modifications to ITU-T Recommendation H.225.0 [5]
Usage of the Release Complete message

Information element H.225.0 [5] status Length in H.225.0 [5]
Signal F NA

A4  Setup

Table A.5 identifies changes to entriesin the table 11 of ITU-T Recommendation H.225.0 [5].

Table A.5: Modifications to ITU-T Recommendation H.225.0 [5]
Usage of the Setup message

Information element H.225.0 [5] status Length in H.225.0 [5]
Signal F NA

A.5  Setup Acknowledge

The contents and semantics of a SETUP ACKNOWLEDGE message received from the network are defined in
tables 3to 16 of ITU-T Recommendation Q.931 [13] with the single modification that the Signal information element is
not allowed.
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