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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, |PRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETS| Web
server) which are, or may be, or may become, essential to the present document.

Foreword

Thisfinal draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the Vote phase of the ETSI standards EN Approval Procedure.

The present document is part 2 of a multi-part deliverable covering CAdES digital signatures. Full details of the entire
series can be found in part 1 [1].

The present document partly contains an evolved specification of CAdES previously published as ETSI
TS101 733[i.1].

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Introduction

Electronic commerce has emerged as a frequent way of doing busi ness between companies across local, wide area and
global networks. Trust in this way of doing business is essential for the success and continued devel opment of
electronic commerce. It is therefore important that companies using this el ectronic means of doing business have
suitable security controls and mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect digital signatures are an important security component that can be used to protect
information and provide trust in electronic business.

The present document is intended to cover digital signatures supported by PKI and public key certificates, and aimsto
meet the general requirements of the international community to provide trust and confidence in electronic transactions,
including, amongst other, applicable requirements from Regulation (EU) No 910/2014 [i.8].

The present document can be used for any transaction between an individual and a company, between two companies,
between an individual and a governmental body, etc. The present document is independent of any environment. It can
be applied to any environment e.g. smart cards, GSM SIM cards, special programs for electronic signatures, etc.
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The present document is part of arationalized framework of standards (see ETSI TR 119 000 [i.2]). See ETS
TR 119 100 [i.4] for getting guidance on how to use the present document within the aforementioned framework.

ETSI
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1 Scope

The present document specifies CAdES digital signatures. CAdES signatures are built on CM S signatures [i.9], by
incorporation of signed and unsigned attributes, which fulfil certain common requirements (such as the long term
validity of digital signatures, for instance) in a number of use cases.

The present document specifies a number of CAdES signature levels addressing incremental requirements to maintain
the validity of the signatures over the long term, in away that a certain level always addresses all the requirements
addressed at levels that are below it. These CAdES extended signatures a higher degree of optionality than the CAJES
baseline signatures specified in ETSI EN 319 122-1[1].

Procedures for creation, augmentation, and validation of CAdES digital signatures are out of scope and specified in
ETSI EN 319 102-1 [i.5]. Guidance on creation, augmentation and validation of CAdES digital signaturesincluding the
usage of the different propertiesis provided in ETSI TR 119 100 [i.4].

The present document aims at supporting digital signaturesin different regulatory frameworks.

NOTE: Specifically but not exclusively, CAdES digital signatures specified in the present document aim at
supporting electronic signatures, advanced electronic signatures, qualified electronic signatures,
electronic seals, advanced electronic seals, and qualified electronic seals as per Regulation (EU)
No 910/2014 [i.8].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures’.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 101 733: "Electronic Signatures and Infrastructures (ESl); CM S Advanced Electronic
Signatures (CAdES)".
[i.2] ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); The framework for

standardization of signatures: overview".

[i.3] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".
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[i.4] ETSI TR 119 100: "Electronic Signatures and Infrastructures (ESI); Business Driven Guidance for
Signature Creation and Validation".

[i.5] ETSI EN 319 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Creation and
Validation of AJES Digital Signatures; Part 1: Creation and Validation".

[i.6] ETSI TS 119 172-1: "Electronic Signatures and Infrastructures (ESI); Signature policies,
Part 1: Building blocks and table of contents for human readable signature policy documents®.

[i.7] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites'.

[i.8] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on

electronic identification and trust services for el ectronic transactionsin the internal market and
repealing Directive 1999/93/EC.

[i.9] IETF RFC 5652 (2009): " Cryptographic Message Syntax (CMS)".

3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI TR 119 001 [i.3] and ETSI
EN 319 122-1 [1] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TR 119 001 [i.3] apply.

4 Additional CAdES levels without references to
validation data

4.1 Overview
The present document specifies a number of additional levels of CAdES.
Each level is created by a combination of attributes defined in ETSI EN 319 122-1 [1].

NOTE 1: ETSI TR 119 100 [i.4] provides a description on the life-cycle of a signature and the rationales on which
level is suitable in which situation.

NOTE 2: Clause 4.3 defines four CAdES levels namely the CAJES-E-BES, CAJES-E-EPES, CAJES-E-T, and
CAdES-E-A built on CAJES-E-T. The normative annex A defines levels of CAJES signatures
incorporating attributes that encapsulate references to validation data and attributes that encapsul ate
time-stamp tokens on the aforementioned references.

NOTE 3: The requirements on the presence and cardinality of the attributes for each CAJES signature level are
expressed in tables whose formats and semantics are as specified in clause 6.2.2 of ETSI
EN 319 122-1[1].

ETSI
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4.2 General requirements
The general CM S syntax shall be as specified in ETSI EN 319 122-1 [1], clause 4.

The signature shall contain aCMS SignedData, asdefined in ETSI EN 319 122-1 [1], clause 4.4 and at |east one
SignerInfo (ETSI EN 319 122-1 [1], clauses 4.6).

The algorithms and key lengths used to generate and augment digital signatures should be as specified in ETSI
TS119 312[i.7].

NOTE: Cryptographic suites recommendations defined in ETSI TS 119 312 [i.7] can be superseded by national
recommendations.

4.3 CAdES-E-BES, CAdES-E-EPES, CAdES-E-T and
CAdES-E-A built on CAJES-E-T signatures

CAdES-E-BES, CAdES-E-EPES, CAdES-E-T, and CAdES-E-A built on CAJES-E-T signatures shall be CAJES
signatures whose attributes satisfy the requirements specified in the present clause.

CAJES-E-EPES signatures are built on CAJES-E-BES signatures by adding one signature-policy-
identifier attribute.

CAJES-E-T signatures are built on CAJES-E-BES or CAJES-E-EPES signatures by adding one or more
signature-time-stamp attributes.

CAJES-E-A signatures are built on CAJES-E-T, CAJES-E-C, CAJES-E-X (of Type 1 and of Type 2), CAJES-E-X-
Long, and CAdES-E-X-L (of Type 1 and of Type 2) signatures.

Annex A specifies CAJES-E-C, CAdES-E-X (of Type 1 and of Type 2), CAJES-E-X-Long, and CAdES-E-X-L (of
Type 1 and of Type 2) signatures, and CAJES-E-A built on them.

ETSI
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Table 1: Requirements for CAJES-E-BES, CAdES-E-EPES, CAdES-E-T and CAdES-E-A built on CAdES-E-T
. . . . . Additional
Signature Presence in Presencein Presencein Presencein Cardinalit References requirements
fields/Attributes/Services E-BES level E-EPES level E-T level E-A level y il
content-type shall be present | shall be present | shall be present | shall be present 1 ETSI (I:Elgluitgsllzi-l 1]
message-digest shall be present | shall be present | shall be present | shall be present 1 ETSI Egluilegsllzé'l 1]
Service: protection of signing shall be provided | shall be provided | shall be provided | shall be provided 1 ETSIEN 319 122-1 1],
certificate clause 5.2.2
SPO: ESS signing- conditioned conditioned conditioned conditioned Oori ETSI EN 319 122-1 [1], ae
certificate presence presence presence presence clause 5.2.2.2 '
SPO: ESS signing- conditioned conditioned conditioned conditioned ETSI EN 319 122-1 [1],
. Oor1l b, e
certificate-v2 presence presence presence presence clause 5.2.2.3
signing-time may be present may be present may be present may be present Oorl ETSI Egui(legslzz i_l 11,
commitment-type-indication may be present | may be present | may be present may be present Oor1l ETSI (I:Elgluilegslzzé-l 1],
s ETSI EN 319 122-1 [1],
content-hints may be present may be present may be present may be present Oorl clause 5.2.4.1
. ETSI EN 319 122-1 [1],
mime-type may be present may be present may be present may be present Oorl clause 5.2.4.2
signer-location may be present | may be present | may be present | may be present Oorl ETSI (I:Elglui(lagslzzé-l [1].
signer-attributes-v2 may be present may be present | may be present may be present Oorl ETSICE:‘JSSelg ;Zﬁzil 11,
countersignature may be present may be present | may be present may be present 20 ETSI Elgluitgslzzi_l 1],
content-time-stamp may be present may be present may be present may be present 20 ETSI (I:Elglui(lagslzzé-l 1], 1
E-EPES: 1
signature-policy-identifier * shall be present | may be present | may be present | E-BES, E-T, E-A: ETSI EN 319 122-1 [1], 2,3
Oorl clause 5.2.9.1
. . . conditioned conditioned conditioned ETSI EN 319 122-1 [1],
signature-policy-store Oorl c
presence presence presence clause 5.2.10
content-reference may be present may be present may be present may be present Oorl ETSI;;E:% ;2121'1 41,
content-identifier may be present may be present | may be present may be present Oorl ETSICIIE;\L;;L% 22122‘1 1],
E-BES, E-EPES:
signature-time-stamp * * shall be present | shall be present 20 ETSI Ecll\laﬁig é232-1 11 f,1,4
E-T,E-A:21 )
complete-certificate- . . . " ETSI EN 319 122-1 [1],
Ooril e
references clause A.1.1.1
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. . . . . Additional
Signature Presence in Presence in Presence in Presencein Cardinalit References requirements
fields/Attributes/Services E-BES level E-EPES level E-T level E-A level y 2nd notes
complete-revocation- . . . . Oori ETSI EN 319 122-1 [1],
references clause A.1.2.1
attribute-certificate- ETSI EN 319 122-1 [1],
* * * * Oorl d, e
references clause A.1.3
attribute-revocation- N ETSI EN 319 122-1 [1],
* * * Oorl d
references clause A.1.4
. ETSI EN 319 122-1 [1]

- - * * * * ’
CAJES-C-timestamp 20 clause A.15.2 1
time-stamped-certs-crls- . . " " >0 ETSI EN 319 122-1 [1], 1
references B clause A.1.5.1
Service: certificate values in long- E-BES, E-EPES,

L 9 * * * shall be provided E-T:20 g, h
term validation -

E-A: 21
SPO: SignedData.certificates * * * conditioned Oorl ETSI EN 319 122-1 1], i
presence clause 4.4
SPO: certificate-values * * * * Oorl ETSI EN 319 122-1 1],
clause A.1.1.2
Service: revocation values in long- E-BES, E-EPES,
- eVt 9 * * * shall be provided E-T:0or1 ik
term validation :
E-A 1l
SPO: SignedData.crls.crl * * * conditioned Oorl ETSI EN 319 122-1 1], |
presence clause 4.4
SPO: ) . ) conditioned Oor 1 ETSIEN 319 122-1 [1], o
SignedData.crls.other presence clause 4.4
SPO revocation-values * * * * Oorl ETSI EN 319 122-1 [1],
clause A.1.2.2
E-BES, E-EPES,
archive-time-stamp-v3 * * * shall be provided E-T:20 ETSIEN 319 122-1 [1], n
EA 1 clause 5.5.3

ETSI
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Additional requirements:

a)

b)

c)

d)

€)

f)

9)

h)

K)

m)

Requirement for SPO: ESS signing-certificate. TheESSsigning-certificate attribute shall
be used if the SHA-1 hash algorithm is used.

Requirement for SPO: ESS signing-certificate-v2. TheESS signing-certificate-v2
attribute shall be used when another hash agorithms than SHA-1 is used.

Requirement for signature-policy-store. The signature-policy-store attribute may be
incorporated in the CAdES signature only if the signature-policy-identifier attributeisalso
incorporated and it containsin sigPolicyHash the digest value of the signature policy document,
Otherwisethe signature-policy-store shal not beincorporated in the CAdES signature.

Requirement for attribute-certificate-references. Theattribute-certificate-
references and attribute-revocation-references attributes may be used when aat least a
certified signer attribute (certifiedAttributesV2 asdefinedin clause5.2.6.1 of ETSI

EN 319 122-1[1]) or asigned assertion (signedAssertsions asdefined in clause 5.2.6.1 of ETS

EN 319 122-1 [1]) is present within the signer attributesin the digital signature. Otherwise, attribute-
certificate-references and attribute-revocation-references attributes shall not be

used.

Requirement for SPO: ESS signing-certificate, SPO: ESSsigning-certificate-v2,
complete-certificate-references,andattribute-certificate-references. The
issuerSerial field should not be included in the encoding of the ESSCertID, ESSCertIDv2 Of
OtherCertID type.

Requirement for signature-time-stamp. Thetime-stamp tokens encapsulated within the signature-
time-stamp attributes shall be created before the signing certificate has been revoked or has expired.

Requirement for Service: certificate valuesin long-term validation. The generator shall include the full set of
certificates, including the trust anchors when they are available in the form of certificates that have been used
to validate the signature. This set includes certificates required for validating the signing certificate, for
validating any attribute certificate present in the signature, for validating revocation information (i.e. OCSP
response and CRL) if certificates are not already included, and for validating any time-stamp token's signing
certificate (i.e. a TSA certificate) already incorporated to the signature.

Requirement for Service: certificate valuesin long-term validation. Duplication of certificate values within the
signature should be avoided.

Requirement for SPO: SignedData.certificates. If the certificate valuesin the long-term validation
are not yet included elsewhere in the signature, they shall beincluded in SignedData.certificate,
following the requirementsin clause 5.5.3 of ETSI EN 319 122-1 [1].

Requirement for Service: revocation values in long-term validation. The generator shall include the full set of
revocation data (CRL or OCSP responses) that have been used in the validation of the signature. This set
includes all certificate status information required for validating the signing certificate, for validating any
attribute certificate or signed assertion present in the signature, for validating revocation information (i.e.
OCSP response and CRL) if they are not already included and for validating any time-stamp token's signing
certificate (i.e. a TSA certificate) already incorporated to the signature.

Requirement for Service: revocation values in long-term validation. Duplication of revocation values within
the signature should be avoided.

Requirement for SPO: SignedData.crls.crl. When thefull set of revocation data contains CRLs and
thisinformation is not yet included otherwise in the signature, then the CRL values shall be included within
SignedData.crls.crl.

Requirement for SPO: SignedData.crls.other. When the full set of revocation data contains OCSP
responses and this information is not yet included otherwise in the signature, then the OCSP response values
shall beincluded within SignedData.crls.other.

ETSI
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n)  Requirement for SPO: archive-time-stamp-v3. Before generating and incorporating an archive-
time-stamp-v3 attribute, al the validation material required for verifying the signature, which are not
aready in the signature, shall be included. This validation material includes validation material used to
validate previous archive time stamp.

NOTE 1. Oncontent-time-stamp, signature-time-stamp, CAAES-C-timestamp, and time-
stamped-certs-crls-references. Severa instances of this attribute can occur in the digital
signature, from different TSUs.

NOTE 2: Onsignature-policy-identifier. Thesignature policy can establish specific requirements for
other attributes.

NOTE 3: Onsignature-policy-identifier. Further information on signature policiesis providedin
ETSI TS119172-1i.6].

NOTE 4: On signature-time-stamp. Trusted timeindications providestheinitial stepstowards providing
long-term validity.

) Legacy signhatures

When new attributes are incorporated to legacy CAdES 101 733 signatures, these attributes shall comply with ETSI
EN 319 122-1 [1].

ETSI
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Annex A (normative):
CAdES levels with references to validation data

A.l CAdES-E-C, CAdJES-E-X, CAdES-E-X-Long and
CAdES-E-X-L signatures

CAdES-E-C signatures are built on CAJES-E-T signatures by adding attributes containing references to certificates and
references to certificate status data val ues.

CAJES-E-X signatures are built on CAJES-E-C signatures by adding one or more time-stamp container properties.

CAJES-E-X type 1 signatures are built on CAJES-E-C signatures by adding one or more CAJES-C-Timestamp
attributes each.

CAdES-E-X type 2 signatures are built on CAJES-E-C signatures by adding one or more time-stamped-certs-
crls-references attributes each.

CAJES-E-X-Long signatures are built on CAJES-E-C signature by adding attributes that contain certificates and
revocation values.

CAJES-E-X-L Type 1 signatures are built on CAJES-E-X Type 1 signatures by adding attributes that contain
certificates and revocation val ues.

CAdES-E-X-L Type 2 signatures are built on CAJES-E-X Type 2 signatures by adding attributes that contain
certificates and revocation val ues.

ETSI
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Table A.1: Requirements for CAdES-E-C, CAJES-E-X, CAdES-E-X-Long, and CAdES-E-X-L signhatures

Signature fields/Attributes/ Presence in Presence in Presence in Presence in Cardinalit References reACLiJ(ijrlgrcr)]gﬁlts
Services E-C level E-X level E-X-Long level E-X-L level y q
and notes
content-type shall be present | shall be present | shall be present | shall be present 1 ETSI 5:;;95112?1 1,
message-digest shall be present | shall be present | shall be present | shall be present 1 ETSI gguzle95112§l 11
Service: protection of signing shall be provided | shall be provided | shall be provided | shall be provided 1 ETSIEN 319 122-1[1],
certificate clause 5.2.2
SPO: ESS signing- conditioned conditioned conditioned conditioned ETSI EN 319 122-1 [1], .
o Oor1l asin Table 1
certificate presence presence presence presence clause 5.2.2.2
SPO: ESS signing- conditioned conditioned conditioned conditioned ETSI EN 319 122-1 [1], .
o Oor1l asin Table 1
certificate-v2 presence presence presence presence clause 5.2.2.3
Signing-time may be present may be present may be present may be present Oorl ETSI 5:;;95122 21'1 (11,
commitment-type-indication may be present | may be present | may be present may be present Oorl ETSI 5:;;295122%'1 (1,
s ETSI EN 319 122-1 [1],
content-hints may be present may be present may be present may be present Oorl clause 5.2.4.1
. ETSI EN 319 122-1 [1],
mime-type may be present may be present may be present may be present Oorl clause 5.2.4.2
signer-location may be present may be present may be present may be present Oorl ETSI 5:&?5122?1 (1,
signer-attributes-v2 may be present | may be present | may be present | may be present Oor1l ETSLEﬁss;lg %262i1 (4],
countersignature may be present | may be present may be present | may be present 20 ETSI 5';;;}395122%'1 (1,
content-time-stamp may be present may be present may be present may be present 20 ETSI gguit9512228-1 11, asin Table 1
signature-policy-identifier | may be present may be present may be present may be present Oorl ETSI 52‘;;}3951323'1 (4], asin Table 1
. . conditioned conditioned conditioned conditioned ETSI EN 319 122-1 [1], .
signature-policy-store Oorl asin Table 1
presence presence presence presence clause 5.2.10
content-reference may be present may be present may be present may be present Oorl ETS'J?::J::% 22121'1 (1,
content-identifier may be present | may be present | may be present | may be present Oorl ETS'(:IIE:LSSelg 122122'1 (11,
signature-time-stamp shall be present | shall be present | shall be present | shall be present 21 ETSI ECTaiiz 2232'1 (11, asin Table 1
complete-certificate- shall be present | shall be present | shall be present | shall be present 1 ETSIEN 319 122-1 1], a, 1,23
references clause A1.1.1
complete-revocation- shall be present | shall be present | shall be present | shall be present 1 ETSI EN 319 122-1 1], a, 123
references clause A.1.2.1
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Signature fields/Attributes/ Presence in Presence in Presence in Presence in Cardinality References re’gi?rlgrcr:gﬁlts
Services E-C level E-X level E-X-Long level E-X-L level and notes
attribute-certificate- conditioned conditioned conditioned conditioned Oor1l ETSI EN 319 122-1 [1], ab 123
references presence presence presence presence clause A.1.3 e
attribute-revocation- conditioned conditioned conditioned conditioned Oor1l ETSI EN 319 122-1 [1], ab 123
references presence presence presence presence clause A.1.4 e
E-C, E-
X-Long,
E-X Type 2,
. shall be present in shall be present in | E-X-L Type 2: | ETSI EN 319 122-1 [1], .
CAES-C-timestamp i E-X Type 1 : E-X-L Type 1 >0 clause A.1.5.2 as in Table 1
E-X Type 1,
E-X-L Type 1:
>1
E-C,
E-X-Long,
E-X Type 1,
time-stamped-certs-crls- . shall be present in . shall be presentin | E-X-L Type 1: | ETSI EN 319 122-1 [1], as in Table 1
references E-X Type 2 E-X-L Type 1 20 clause A.1.5.1
E-X Type 2,
E-X-L Type 2:
>1
E-C, E-X:
Serwce._cer_tlflcate values in long- * * shall be provided | shall be provided Oorl asin Table 1
term validation E-X-Long,
E-X-L: 1
SPO: may be present may be present may be present may be present Oor1l ETSIEN 319 122-1 1],
SignedData.certificates clause 4.4
E-C, E-X:
Ooril
SPO: certificate-values * * shall be present | shall be present E-X-Long, ETSLE’:Silzi_le__zl 11 c
E-X-L: 1
E-C, E-X:
Service: revocation values in long- . . . . Oorl .
C shall be provided | shall be provided asin Table 1
term validation E-X-Long,
E-X-L:1
SPO: signedData.crls.crl may be present may be present may be present may be present Oori ETSI EcTaﬁig 1242'1 11
SPO: may be present may be present may be present may be present Oor1l ETSIEN 319 122-1 1],
SignedData.crls.other clause 4.4
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Signature fields/Attributes/ Presence in Presence in Presence in Presence in Cardinalit References reA?J(ijrlttaI;r;ﬁlts
Services E-C level E-X level E-X-Long level E-X-L level y q
and notes
E-C, E-X: O or
1
. ; ETSI EN 319 122-1 [1],
- * *
SPO: revocation-values shall be present | shall be present E-X-Long, clause A1.2.2 d
E-X-L: 1
archive-time-stamp-v3 * * * * >0 ETSI EN 319 1221 [1],

clause 5.5.3

ETSI
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Additional requirements:

a)

b)

c)

d)

Requirement for complete-certificate-references, complete-revocation-references,
attribute-certificate-references,andattribute-revocation-references. In case of
direct trust, i.e. when the signing certificate contains the trust anchor public key, CAJES-E-C sighatures and
any signature built on it (i.e. CAJES-E-X Type 1, CAJES-E-X Type 2, CAJES-E-X-L, CAJES-E-X-L Type
1, and CAJES-E-X-L Type 2 signatures) shall not be generated. See note 1 for rationale.

Requirement on attribute-certificate-references andattribute-revocation-
references. The attributesshall be present if aat least a certified signer attribute
(certifiedAttributesV2 asdefinedin clause5.2.6.1 of ETSI EN 319 122-1 [1]) or asigned assertion
(signedAssertsions asdefined in clause 5.2.6.1 of ETSI EN 319 122-1 [1]) is present within the signer
attributes in the electronic signature.

Requirement on SPO: certificate-values. The certificates shall be added as defined in ETSI
EN 319 122-1 [1], clause A.1.1.2.

Requirement on SPO: revocation-values. The validation data shall be added as defined in ETSI
EN 319 122-1 [1], clause A.1.2.2.

NOTE 1. Oncomplete-certificate-references, complete-revocation-references,

attribute-certificate-references,and attribute-revocation-references. In
case of direct trust, the complete-certificate-references andthe complete-
revocation-references attributes would not contain any reference according to the requirements
on their contents.

NOTE 2: Oncomplete-certificate-references, complete-revocation-references,

attribute-certificate-references,and attribute-revocation-references. If
the signer provides as a minimum the CAdES-E-BES or CAdES-E-EPES, then aslong as the signatureis
till valid it can be extended to CAdJES-E-C.

NOTE 3: Oncomplete-certificate-references, complete-revocation-references,

attribute-certificate-references,andattribute-revocation-references.
Time-stamp tokens can themselves include unsigned attributes required to validate the time-stamp token.

A.2

CAdES-E-A signatures on CAdES signatures with
references to validation data

CAJES-E-A signatures may also be built on CAJES-E-C, CAJES-E-X, CAdES-E-X-Long, and CAJES-E-X-L
signatures as defined in Table A.2.

Table A.2: Requirements for CAJES-E-A built on CAJES-E-C, CAJES-E-X,
CAdES-E-X-Long and CAdES-E-X-L

. . Additional
Signature Presence in Cardinalit References requirements
fields/Attributes/Services E-A level y 9
and notes
_ ETSI EN 319 122-1 [1],
content-type shall be present 1 clause 5.1.1
s ETSI EN 319 122-1 [1],
message-digest shall be present 1 clause 5.1.2
Ser\_/l_ce: protection of signing shall be provided 1 ETSI EN 319 122-1 [1],
certificate clause 5.2.2
SPO: ESS signing- conditioned ETSI EN 319 122-1 [1], .
certificate presence Oorl clause 5.2.2.2 as in Table 1
SPO: ESS signing- conditioned ETSI EN 319 122-1 [1], .
certificate-v2 presence Oorl clause 5.2.2.3 as in Table 1
L ETSI EN 319 122-1 [1],
Signing-time may be present Oorl clause 5.2 1
. B s . ETSI EN 319 122-1 [1],
commitment-type-indication may be present Ooril clause 5.2.3
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Signature Presence in Additional
. > . Cardinality References requirements
fields/Attributes/Services E-A level and notes
s ETSI EN 319 122-1 [1],
content-hints may be present Oorl clause 5.2.4.1
. ETSI EN 319 122-1 [1],
mime-type may be present Oorl clause 5.2.4.2
. B . ETSI EN 319 122-1 [1],
signer-location may be present Oor1l clause 5.2.5
. B . B ETSI EN 319 122-1 [1],
signer-attributes-v2 may be present Oorl clause 5.2.6.1
. ETSI EN 319 122-1 [1],
countersignature may be present =20 clause 5.2.7
e ETSI EN 319 122-1 [1], .
content-time-stamp may be present 20 clause 5.2.8 as in Table 1
. B o Lo ETSI EN 319 122-1 [1], .
signature-policy-identifier may be present Oorl clause 5.2.9.1 as in Table 1
. _ — conditioned ETSI EN 319 122-1 [1], .
signature-policy-store presence Oorl clause 5.2.10 as in Table 1
B ETSI EN 319 122-1 [1],
content-reference may be present Oor1l clause 5.2.11
. e ETSI EN 319 122-1 [1],
content-identifier may be present Oor1l clause 5.2.12
signature-time-stamp shall be present 21 ETSI EN 319 122-1 [1], asin Table 1
clause 5.3
complete-certificate- ETSI EN 319 122-1 [1], .
references shall be present Oorl clause A1l as in Table A.1
complete-revocation- shall be present Oor1 ETSI EN 319 122-1 [1], as in Table A1
references clause A.1.2.1
attribute-certificate- conditioned Oor1 ETSI EN 319 122-1 [1], as in Table A1
references presence clause A.1.3
attribute-revocation- conditioned 0ori ETSI EN 319 122-1 [1], as in Table A1
references presence clause A.1.4 )
Build on E-C,
E-X-Long,
E-X Type 2, E-X-L
CAdES-C-timestamp may be present Type 2: 20 ETSI EN 319 122-1 [1], asin Table 1
- clause A.1.5.2
Build on E-X Type
1, E-X-L Type 1:
>1
Build on E-C, E-X-
Long, E-X Type 1,
time-stamped-certs-crls- may be present E-X-L Type 1: >0 | ETSI EN 319 122-1 [1], as in Table 1
references ybep Build on E-X Type clause A.1.5.1
2, E-X-L Type 2:
>1
Serwce:_cer_tlflcate values in long- shall be provided 1 as in Table 1
term validation
SPO: signedData.certificates conditioned 1 ETSI EN 319 122-1 1], asin Table 1
presence clause 4.4
Build on E-C, E-X:
orl ETSI EN 319 122-1 [1]
SPO: certificate-values may be present Build on " | asinTable A.l
. clause A1.1.2
E-X-Long, E-X-L:
1
Service: revocation values in long- . .
term validation shall be provided 1 as in Table 1
s conditioned ETSI EN 319 122-1 [1], .
SPO: SignedData.crls.crl presence Oorl clause 4.4 asin Table 1
SPO: conditioned ETSI EN 319 122-1 [1], .
SignedData.crls.other presence Oorl clause 4.4 asin Table 1
Build on E-C, E-X:
Oorl ETSI EN 319 122-1 [1]
SPO revocation-values may be present Build on '’ |asinTable A.l
. clause A.1.2.2
E-X-Long, E-X-L:
1
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Signature Presence in Additional
. > . Cardinality References requirements
fields/Attributes/Services E-A level and notes
archive-time-stamp-v3 shall be provided 21 ETSI EN 319 122-1 [1], as in Table 1

clause 5.6.1
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