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eIDAS Part III Audit and Supervision Framework 

Source: IAS² European Commission 2012  Study 
https://www.enisa.europa.eu/publications/tsp-
supervision

5) TSP Supervision, Certification and Audit under eIDAS Part IIII



© ETSI 2021 – All rights reserved© ETSI 2021 – All rights reserved 3

eIDAS Audit Framework  (Art 17, 18, 19) 

TSP+CAB+SB=>TSL
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eIDAS Qualified Trust Services Supervision process flow 

5) TSP Supervision, Certification and Audit under eIDAS Part IIII

https://www.enisa.europa.eu/publications/assessment-of-qualified-trust-service-providers
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ETSI Best practise audit framework

EN 319 403-1 on requirements for bodies auditing TSPs

➢ Primary reference: ISO/IEC 17065 specifying general requirements for 
conformity assessment bodies (CABs) performing certification of 
products, processes, or services

➢ Supplements ISO/IEC 17065 to provide additional dedicated 
requirements for CABs performing certification of TSPs

➢ Incorporates additional requirements on CABs relating to the audit of 
a TSP's management system, as defined in ISO/IEC 17021 and in 
ISO/IEC 27006 

New supplements on additional requirements for CABs auditing 

➢ Part 2: TSPs issuing PTC (e.g. as in CA/Browser Forum)

➢ Part 3: QTSPs against eIDAS Regulation
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Audits based on EN 319 403

▪ Audit report provided to supervisory body every 2 years 

▪ Full audit required in case of major changes

▪ Meets the eIDAS requirement areas (esp. Art. 19, 24, 28)

▪ Follows best practices (e. g. ETSI standards 319 401 and 411)

▪ Communication with supervisory body
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Audits based on EN 319 403

Document assessment (security concept / operations) – Stage 1
➢ all necessary technical, functional and organisational security measures and 
➢ their appropriateness for fulfilment of eIDAS requirements

On-Site assessment – Stage 2
➢ verify the implementation of security measures,
➢ including technical and penetration testing

Results report
➢ scope: identification of the TSP, service and policy
➢ content and summary of conformity assessment activities
➢ additional content as required by supervisory authority
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Conformity assessment process flow
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https://www.enisa.europa.eu/publications/assessment-of-qualified-trust-service-providers
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Timeline to become a TSP

5) TSP Supervision, Certification and Audit under eIDAS Part IIII

S2S1 SB

12 month9 month6 month3 month

preparation

S2S1 SBpreparation

SBprep S1 & S2

1.

2.

3.

4.

1. new TSP normal case        (~1 year)
2. new TSP very fast case      (~9 month) 
3. existing TSP normal case  (~6 month)
4. re-assessment of Q-TSP    (~1 month)

S1/S2

Source: Christoph Sutter, 
TUVIT GmbH, CA-Day 2016
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Complete Toolset for auditing trust services (and Identification?)

5) TSP Supervision, Certification and Audit under eIDAS Part IIII

C: Nimbus
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Many thanks!

Arno Fiedler


