ETS| TS 133 107 V14.2.0 (2017-07)

. “E'-“:"::--—

TECHNICAL SPECIFICATION

Universal Mobile Telecommunications System (UMTS);
LTE;
3G security;
Lawful interception architecture and functions
(3GPP TS 33.107 version 14.2.0 Release 14)

A),

Advanced
Pro

e

= Cil |

A GLOBAL INITIATIVE




3GPP TS 33.107 version 14.2.0 Release 14 1 ETSI TS 133 107 V14.2.0 (2017-07)

Reference
RTS/TSGS-0333107ve20

Keywords
LTE,SECURITY,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/Commitee SupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2017.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 33.107 version 14.2.0 Release 14 2 ETSI TS 133 107 V14.2.0 (2017-07)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.107 version 14.2.0 Release 14 3 ETSI TS 133 107 V14.2.0 (2017-07)

Contents

Intellectual Property RIGNES.... ..ot e e b e 2
0 L= V1V (o RS 2
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 2
0= Yo (o O PSRSSRRN 14
(o 11 1o ISP 14
1 o010 R 15
2 L= = 10 = TSSO 15
3 Definitions, symbols and abbreViationS ...........ccoeeceiieiene e s 18
31 DEfINITIONS. ...ttt ettt et e et e e b e et e e atesaee s heesbe e abeeasesaeeebeaabeeabeeateeseesbeesbeesbeeseensesneennns 18
3.2 ADDIEVIBLIONS ...ttt bbbt bt e e e s et bt sh e b e e he e ae e s e e eE e b e sh e eh e e Re e b e b e nb e b eaeene e e e ne e 18
4 FUNCLIONEL @rChITECIUNE.......ccviciecec ettt et st e s be s e et e s ae e e e ssesneetesteeneens 21
5 Activation, deactivation and iNtErrOgatioN ...........ccceeiiiieeieii e st re s ne e 28
5.0 GENEIAl ...ttt ettt et e et e e te e be e te e teeeeeheeebeebeeabeeateehteaheeaheeaheeabeeteaaeeaheeareeabeenteenteeaeeeaeesteenres 28
51 Y o: Y7 1 o ] D OSSR RRURORPO 29
5.1.0 GBNEN@l... .ottt ettt ettt e st e e te e tesaeeshe e bt e beeteeabeeheebeebe e beeteaaeeeheeeaeebeeareeaeeeaeeeheenteeareereenreanes 29
511 D I 111 1 - ot SRS 29
512 DS 011 = o X (TSRS 31
5.1.3 DG R T 011= = o () ISP 31
52 (Dot (A= (o] o E TP P TP OP PSPPSRI 32
520 (CT= 0T o SO PPSPPSN 32
521 DG 011 o = o= OSSPSR 32
522 DS 011 = To N (TSR 33
523 D T 011 g = oY (O3 TP STRPRR 33
53 Tp1C= gl 7= [Tl DRSSP T PRV 34
5.3.0 GBNEN@l... .ottt ettt e bt et e et e e be e tesaeesheeehe e bt e teeateeheeebeebe e beeteeaeeaheeeaeebeeareeaaeeteeeheenteeareerennreanes 34
531 INterrogation Of The 3G ICES.........ccoiiiieeee ettt b e et b et b e 34
532 Interrogation Of DEliVENY FUNCLIONS.........ccuiiieirieieie ittt 35
6 Invocation of Lawful Interception (L1) for Circuit Switched (CS) SErVICES ....ccovvvveierireie e 36
6.0 (€T 0T PO U O PR USROURP 36
6.1 Provision of Intercept CC - CirCuit SWItChEd..........ocviiieiicece e 37
6.2 Provision of CC - SNOIM MESSA0E SEIVICE ....cuiieiieectiesteesteeese s ste e ste s e e e s reeste e teestessaessaesseenteesesnsesneesnns 38
6.3 Provision of Intercept Related INfOrMELioN ............ciiiiiiiiireseee e 38
6.3.0 LC= 0T - TSRS 38
6.3.1 D11 11= - o =TRSO TRRSRPSRURO 39
6.3.2 SEIUCLUIE OF TNE BVENES ...ttt ettt e et e s sae e s reeeaeeaeesaeesaeesteesbeesbeesteereenneenns 39
6.3.3 Call REGIEA BVENES ...ttt et s et e b e e e s ae e s beesbeeabeeaeeesseebeesbeesbeeabesnsesaeesaeasreabeentenns 42
6.3.3.1 Call BSADIISNMENT ... .ottt e s b e s be e be et e eaeesbeebeeareentesaeesreesaens 42
6.3.3.2 F 0= PP PP PRSPPI 42
6.3.3.3 SUPPIEMENLAIY SEIVICES......eictiesieeieeiesesee st e st e ste et e st e s e e te e e e tesseesseesseesseanseaneesneesseeseenseessesseessenssnns 43
6.3.34 [ P2 1016 (011 TSSO TP URURURRRSPIN 43
6.3.35 REIBASE ...ttt sttt sttt b et E e Rt E A et bt R et b e nee e ebenb et ebenae e ebesteneenens 43
6.34 NON Call REIGIEH BVENES ..ottt bt b ettt a bbb e st e ae e e e se e besaesbe e e ennennea 44
6.3.4.1 RS ST 44
6.34.2 LOCALTON UPOBLE........ccveteeeterteeete sttt sb ettt b et b et b e bbb e bt s b e b b e se e bt b e neeb e sb e e ebesbeneeneebenneneas 44
6.3.4.3 Subscriber Controlled INPUL (ST ..oveeeiiieeree e 44
6.3.5 HLR REIGIEA @VENES.......ooiieiiee ettt ettt et ste e te e be et e eae e ebeesbe e beeabesbaesbeesbeesteeseennesnneenns 44
6.35.1 SEIVING SYSTEIM ..ttt bt b et h et b e et e b b e e b e bt e e bt b eh e bt s e st bt e e e bt ens 44
6.3.52 HLR SUDSCIiDEr FECOIT ChaNGE. ... ..eiveeeiiiti ettt e b e s eb e e snene 45
6.3.5.3 (022 aTorc I ooz 1 [o] o USSP PP O TP RURURURRRRPIN 45
6.3.5.4 LR E 0[S0 gl [ Tor= 1 o] o ISR 46
6.4 Intercept cases for circuit switched SUPPIEMENLArY SEIVICES .....uviii e 47
6.4.1 Interception of MUITIPAITY Call ........ccuveiieeeeeeeeee e e re et e e e e enes 47

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 4 ETSI TS 133 107 V14.2.0 (2017-07)

6.4.2 Interception for Call Forwarding / Call Deflection / ECT ........coco e 47
7 Invocation of Lawful Interception for GSN Packet Data SErVICES.........cceeveceeciie e 48
7.0 GBNENEL ...ttt h e e bbb ke R oA e R R R e R £ SR e ea £ e R e R e AR e AR e R e e Re R e e e e b e Rt eRe bt Rt enn e e ennes 48
7.1 Provision of Intercept Product - Short MESSBg8 SEIVICE........coiiiriecirieeeeriee e 49
7.2 Provision of Intercepted Content of Communications - Packet data GSN SErViCeS........cccvvveereirenieneneneenns 50
7.2.0 (€71 PR 50
721 D T 1= = o= SRS 50
7.3 Provision of Intercept Related INfOrMELioN ..........coiiiiiiiiiireeseee e 51
7.3.0 (€71 O RS 51
731 DO 0= = o TP PP USRS 51
732 SITUCTUFE OF TN EVENLS ...ttt e bbbt st b e b bt et et b sb e st e e e e eras 52
74 Packet Data Felale0 EVENLS.........ccuiiereirtere ittt b e bbbt bt e e e e e b sh bt e neene e e enre e 56
74.1 MODIT€ SEAETON ATTACK ...ttt bbbt bt bttt e e e et sbesbe e e enneneea 56
742 MODIl€ StALTON DELACK .......eeeeeeeee et bbbttt e bbb e e e e e 57
743 Packet Data PDP CONEXE @CHIVALION .......coviitiiiiitieiieieie ettt sb e se et sne b enne e 57
744 Start of interception With PDP CONEXE BCHIVE..........ciiiiiiirieieree e 58
745 Packet Data PDP CONtEXt AEACHIVALION.........ciuieiieieiee ettt st eenee e 58
7.4.6 RA UDAELE ...ttt bbbt bt b e e et b e E et bt e bt b e st b e bbbt b n s 59
7.4.7 Y S SPSRPR 59
74.8 Packet Data PDP context MOdifiCation............cooiiiieieeere e st 59
749 SEIVING SYSLEIM ...tttk ettt ettt h bt b bt b e bt eb e b e e eb s b e e eb e e b et e bt e b e ne e bt sb et eb e s b e e ebeebeneebe b e neenea 60
7.4.10 Start of interception with mobile station attaChed............ccovveii i 60
7411 Packet Data Header INFOIMELION. ..ottt sa e s b e e 60
74.11.0 FEFOOUCTION ...ttt b bbbt et s et bt s bt eb e e b et eb e e st e b e b e ebenbeeneese e e e e e 60
74.11.1 Packet Data Header REPOIT .........ccii ettt et s re e sae e ae e sneesnaenneesreennees 60
74.11.2 Packet Data SUMMEAIY REPOI ........coiieieeir et e e te e see e e e e s e e sne e teenteeneesnaesneesreesrens 61
7.4.12 HLR SUDSCIDEr rECON ChANGE. .......eive ettt et bbbt 62
7.4.13 (@0 TorC I oo o) o O 62
74.14 REGISIEN TOCALION ...ttt et b bbbt b e bt b e bt b e s et b et et b e s b et b e 63
7.4.15 Location iNfOrmMation FEOUESE...........ciiieeite ettt ettt b et b e e bbb 63
7.4.16 V2o o OSSR USROS 63
7.5 RV oo FO OSSR RRTRORPO 63
7.6 Interception of the Multimedia Messaging SErViCe (MMS) .......ooiie i 63
7A  Invocation of Lawful Interception for Packet Data Multi-media Service........ocooovvveeeeceececeecieseeenn, 64
7TA.1 Provision of content of COMMUNICALIONS............ciiiiiirieieieese ettt sbe et se e be e sbe s e ennennens 64
7A.1LA Decryption for IMS Media Plane SECUMLY ......c.oouirieiiieineeee e e 64
TA.2 L (V7 o o SRS 64
7A.2.1 Provision of IRl With SIP MESSA0ING......ccuereeiriireeirie ittt 64
TA.2.2 Provision of [RI With XCAP MESSAgES. .....c.cctiuiieiirieriee sttt sttt sttt st be et se et st se s 65
7A.2.3 Provision of IRl with Diameter messages related t0 HSS ... 65
7A.2.3.0 LT 07 PSSR 65
7A.2.3.1 S A1 10 TSV (= 1 USSR 68
7A.2.3.2 HSS SUDSCIDEr FECOIA ChBNGE. ... e eieeie ettt e sttt e e s esre e teenteeneesraessaesreenrens 68
7A.2.3.3 ReQIStration TErMINALION ........ccvieiiee ettt e e st e e e e teeteseesseesaeesseeseenseenseeneesseesseesnnns 69
TA.2.4 Provision of IRI fOr WEDRTC.......ouoiiieieee ettt se et s et sne b enne e 70
7A.3 MU -MEATBEVENTS. ...ttt b bbbt ae e e e b e s et eh e eb e e bt eb e e st ens e e e ab e besbesbeeneennennens 70
7A.3.0 (=0T o SO P SRS 70
7A3.1 Mid IMS SESSION INEEMCEPLION ..ottt ettt b e et b e bbb 72
7A.3.1.0 LT 0T SRR 72
7A.3.1.1 SDES MEUIA SECUITY ..vcueivieeiietereeiiete sttt sttt b et b e bbbt a e eb b e bbbt b e nn e ens 73
TA.4 Multi-media Call State CoNtrol SErviCe SCENAIIOS. ......ccueiuirirereetireeieresees e see st se e e seeste e sresresneeneeseens 73
7A5 Push tO talk OVEr CElTUIAN (POC)......c.iiuiieiiitiie ettt bbbt e 73
7A.6 SIMS OVEE IIMS... ettt sttt st b e st e e bt s b et et s E et e b e b et e b e s b e Rt e be s e e ne et e st eneebesteneebeneenees 73
TA7 LI for KMS based IMS MEJIA SECUNLY .....cueiuiieiiriiieiriiie ettt saene s 73
TA.7.1 L1 ArchiteCture and FUNCLIONS...........coieieriiieii ettt et sbe bt se et b sb e s e e e 73
TA.7.2 Signalling over the XK interfaces and LI @VENLS.........ccccveiiiieie e 74
7A.7.3 (00 T0] o1 = 1] 0 S S 75
TA.7.4 = o1 1 SRR 75
TA.75 Start of interception for an already established IMS media secured SESSION ........cccvveerereeeniniecreseeees 76
7A.8 IMS TMET INEEICEPLION. ... .ceeitiieeiiitereee ettt b et b bbb bt e e b s s bt n e bt b e en e ens 76

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 5 ETSI TS 133 107 V14.2.0 (2017-07)

7A.9 Constraintsfor IMS VOIP Roaming INtErCERLiON ..........cccuriieiieieeie e see e steestessee e e e e ee e snaesnaesreesneas 76
8 RS o ] R 77
8.0 GBNENEL ...ttt h e e bbb ke R oA e R R R e R £ SR e ea £ e R e R e AR e AR e R e e Re R e e e e b e Rt eRe bt Rt enn e e ennes 77
8.1 AAMINISITELION SECUITY ...ttt sttt ettt ettt b bbb e b b e b e s b e e eb e se e e ekt sb e e eb e s b e e eb e ebeneeneereneeneas 77
8.2 TRI SECUIITY ..ttt etttk ettt bbb b b e b h e b b ook b e e s b e ek b e e e bt bt s et e bt e et bt e e eb e e e ens 77
821 NOIMA OPEIELION ...ttt et b bbb e h e b s e e bt b e se e bt s et b e s b et e b e be e b e b 77
8.2.2 COMMUNICELION FAITUIE ..ottt s s e st b e e e e eaeesbeesbeesbeesbeenesnneenns 78
8.3 (O < ol U] OSSPSR TSRV PRR 78
8.4 Security aspects of Lawful Interception (L1) DilTING .....ccooiiriiiieiee e 78
8.5 OLNEE SECULY ISSUES......ueietieteeteeeeeestee st e st e ste e e s e st e sae e teenteesseeseeeseesteesteenseensesneesaeesaeesseenseanseensenseenneensensens 78
85.1 0 I 1 =P 78
8.5.2 D= = o0 1 =0 S 78
9 Invocation of Lawful Interception (L1) for 3GPP WLAN interworking Services.........ocoocevvveeievieenens 79
9.0 GENEIAl ...ttt ettt et e e et e st e st e e be e te e ee et e eheeebeebeeabeeateeheeaheeaheeaheeabeeteaaeeaaeeareeabeenteeateeaeeereenteenreas 79
9.1 Provision of Intercept Product - Short MESSBg8 SEIVICE........coireirieeeirieeesie e 79
9.2 Provision of Intercepted Content of Communications - 3GPP WLAN Interworking Services..........c.ccveeneene. 79
9.2.0 GBNEN@l... .ttt ettt e et e st e et e e te s aeesheeehe e beeteeateeheebeebe e beeteaaeeeheeaheebeeareeneeeteeeheesreeareereanreaaes 79
9.21 DS T 11 11= = o = ORI 80
9.3 Provision of Intercept Related INfOrMEaLioN...........c.ccveiieiieiiee et e e 80
9.3.0 (CT= 0T o SO PPSPPSN 80
931 DO = = o T OO P PP USRS 81
9.3.2 3GPP WLAN Interworking LI Events and Event INfOrmation...........cccccveivrieniesieesiesse e 8l
94 SEUCIUIE OF [-WLAN EVENES. ..ottt e bbbt bttt e e e s et e bt b e saeene e e ennas 88
941 [-WL AN ACCESS INITIALTION ...ttt ettt e et et b e bt b et e e b e e sbesaeese e e e e s 88
9.4.2 WLAN ACCESS TEIMUNGLION .....oceviieiictiectiectee et e eeeee et eeteeebeebeeatestaesbeesbeesbeebeensesaeesaeasseanbesnsesseesseesseessens 89
94.3 I-WLAN Tunnel EStabliSNMENt........cooiieeee ettt et ettt et et e ee e eas 89
944 [-WLAN TUNNE DISCONMNECL......ctieitieiiieie ettt ettt et e e s s ae e sae e beeareeatesaeesbaesbeesbeentesasesnnesnnesans 90
945 Start of Intercept with I-WLAN CommuniCation ACHIVE. ..........cooeeierierereeese st eenens 91
9.4.6 Packet Data Header INFOrMBLION. ........cc.ioiuiiieeieectecte ettt et et e r e et e st e e be e be e beereennesnneenns 92
9.4.6.0 (T (oo (1 o 1ol o DTSSR 92
94.6.1 Packet Data Header REPOIT .........cciiiiee ettt sttt et esneeste e besnaesneesnaesreeneeas 92
9.4.6.2 Packet Data SUMMEAIY REPOM ........coiieieeie e cie sttt e s et ste e ee st e s e e sneeteenseeneessaessaesseeseens 93
10 Interception of Multimedia Broadcast/MultiCast Service (MBMS) .......ccccovieeiiiiciece e 95
10.0 GENEIAl ...ttt ettt e e et e et ete e be e —e e eesheeehe e bt ebeeateeateeheeabeeteeabeebeateaaeeaheeareebeenteenteeateeneesteenres 95
101 Provision of Content of COMMUNICALIONS ..........cciiiiirieierere et s sb et e sre e eneeneens 95
10.2 Provision of Intercept Related INfOrmation ............oociiiieiiine e 95
10.2.0 GBNEN@L... .ottt et ettt e e et e st e st e e te et e eaeeeaeeebe e be e beeateeheeaheeaheeaheebeeateeaeebeereenaeeteeeheeateeareereenreaaes 95
10.2.1 D11 11= - o = OO RRRS TR USERPRRUPO 96
10.2.2 MBMS LI Events and Event INfOrMatioN...........ooiiieiiieee e st 96
10.3 SEUCIUrE Of MBIM S EVENES ...ttt b et e bbbt bt ae b e e e e s et sre bt s st enee e eneas 98
10.3.1 IS VoI o 11 o P 98
10.3.2 S VLol = o S 98
10.3.3 Start of INterception With SErVICE ACHIVE.........ccuieece et saeenaeere e 98
10.34 W01 o T o) o] g1 Ao 1Y (o) o 99
10.35 SUDSCHPLION MOGITICALTION ...ttt bbbt b e bbb neene 99
10.3.6 SUDSCHPLION TEMINGALTON ...ttt ettt b et b et b e et b e b 100
11 IMS CONfEIENCE SEIVICES. ....ueiiuieeeeieieeeieesteeee sttt e ste st ee bt st e tesaeeeesbeeneeseeeseetesseeneessesneeseesesneeneeseennes 100
111 Background fOr IMS CONfENENCE SEIVICES. .....c.ciuiieiiriirieiirtereeest sttt bbb sn e 100
11.1A Start of Interception for IMS CONfErENCE SEIVICES .......oiiiiieierre et e et eee s 100
11.2 Provision of Intercepted Content of Communication - IMS Conference ServiCes.........ccovevvveeseeseesiesieenenns 101
11.2.0 (1= 0T - OSSPSR 101
1121 DA T 010 = o T TSSO PP PRURRORTRRPRN 101
11.3 Provision of Intercept Related Information for IMS Conference SEerviCe........ocvvvvvvevvececeeseese e 102
11.3.0 GENEN@L.... .ottt ettt e e et e s te e e be e te e te et e eaeeeaeeabe e be e be e beaateeReeaheeaheetesheeaaeeabeebeeteenteeateareesaeas 102
11.31 D11 11= g - o =PRSS OSSP 102
11.3.2 IMS Conference Events and Event INfOrmation...........cccooeiiire e 103
11.33 Structure Of CONFEIENCE EVENES ... .ocui ettt st s e e s e e e seessesbeseesaeeneenseneens 106
11.33.1 SEA OF CONFEIENCE ...ttt e et e et e e be e be e abesaaesaeesaeesaesaeesaeesaeesaeenteentenns 106
11.33.2 PAITY JOIN .ttt bbb b bR b b e R R e R b e R Rt bRt b e bbb 106

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 6 ETSI TS 133 107 V14.2.0 (2017-07)

11.3.33 PAITY LEAVE ...ttt sttt sttt sttt b e bkt R bt Ee e Rt ee Rt Ee et et be et b ne 107
11.3.3.3A Conference Bearer MOiTICaLION...........coiiiiirieieee e bbb 107
11.3.34 Start of Intercept 0N an Active CONFEIENCE..........coiviieieee e nae e ens 108
11.3.35 CONFEIENCE ENG...... ittt e bbbt a e e e e e b e b b e ae e e e e et e 108
11.3.3.6 Creation OF CONFEIEINCE ........eiueie ettt ettt b bbbt e e b b e sr e b saeese e e e e e 109
11.3.3.7 UPAELE OF CONFEIEICE ... ettt ettt sttt e et e e b e bt be s e e e et seesb et e saeene e e e e e 109
12 Lawful Interception for Evolved Packet SyStEm...........cooeiiiiriiiineieseeeee e 110
121 LI functional architeCtUur@ fOr EPS............ooui ettt st re et b et eraesaeas 110
122 Functional requirementsfor L1 in case of E-UTRAN access and GTP based S5/S8. ........cccovvvereiencnieenne. 113
12.2.0 (= 0T o OSSPSR 113
12.2.1 Provision of Intercept Related INfOrMation ............ccoveeiieieeii e eneens 114
12.2.1.0 (€T o1 - PSPPSR 114
12211 DO 1= 4 = o TSSO PP PRPRURORTON 114
12212 SITUCKUIE OF TN EVENES.......eceieieeeee ettt ra bbb e bt ae e e b e 114
1222 DG T 010 = o TSSO UP PR PRURORRPRN 119
12.2.3 EPS rElaled BUENLS ......oeeeieee ettt et e st e e be et e e teeateeaaesbeesbeenteentesaeeeaeeeaeenreeteens 120
12231 N £ RSP 120
12232 - o 2 TSSO 120
12.2.3.3 BEAIEr @CHIVALION .....eceviiie ettt st st s e et e et e e e e e ae e be e be e beeareereeeteesreeareereenreenns 121
12234 BEAIEr EACIVALION.........eiitieitiecieeie ettt ettt e et e e be st e s e e saeesbeeseeareeaeesbeaebeesteesbeeseeseenreanns 121
12.2.35 BEarer MOGITICALION.........cctieiieie ettt et e e e e et e e be et e e be et e ebeesbeesbeesreeneenneenns 122
12.2.3.6 Start of interception With aCtiVE DEAIEr ...........covveoi i 123
12.2.3.7 Tracking Area/EPS LOCALON UPAALE ........ccvveeiceieieieee ettt e esnae e nneas 123
12.2.3.8 Serving EVOIVE PaCKel SYSLEM........c.ccieiieiie ettt te et e s ae e e sneesneenneenreens 123
12.2.3.9 UE requested PDIN CONNECHIVITY ....ccviieiiieieeie e sie st s e st te e e e eteente s e snaesnaesneensesnsesneennes 124
12.2.3.10 UE requested PDIN diSCONNECLION ........ccoiieieeieciieiesesee e s e ste e e e e et e te e e entesneesseensesnsesneesnes 124
122311 UE requested Bearer Resource ModifiCation..........c.oieirerieineneese e 124
12.2.3.12 1Yo o TR 125
12.2.3.13 Start of interception with E-UTRAN attached UE...........cccooiiiiiiiiieeneeceseee e 125
12.2.3.14 Packet Data Header INfOrMEtiON..........c.ooviiiicicciectee et ettt be b e et e b e e re e ens 125
12.2.3.14.0 INEFOAUCTION ..ottt et st s e s te e be et e eabeeaeesbeesbeesbeensesasesaeesaeesseanseentenns 125
1223141 Packet Data HEAOEr REPOIT.........ccoiiierieieteieeete ettt sttt b e s eb e e b b neeneas 126
12.2.3.14.2 Packet Data SUMMEAIY REPOM.........cciiiieiieieesiesteeste e eie s e ee s steesaeesae e e sreasseenseenseeseessaesreesnens 126
12.2.3.15 HSS SUDSCIDEN FECOIA CNANGE. .. .. ve e ieeeceeeste ettt ste e e st et e e e e entesneenteereeseeneeenes 127
12.2.3.16 (022 0o I ooz o] o N OSSO URUSRURRPP 128
12.2.3.17 e 0[RS (= g L o= (o] o I 128
12.2.3.18 Location iNfOrmMation FEQUESE .........ecui e iieste ettt e et te e teereesre e reeeeeneeneeenes 128
12.3 Functional requirements for LI in case of E-UTRAN access and PMIP based S5/S8 interfaces................... 128
12.3.0 L7 1 TSP 128
1231 Provision of intercept related iNfOrmMBaLion ..o 129
12.3.1.0 LT 07 R 129
12311 K2 TN ACE .ottt sttt et et et e e aa e e teesbee s beesbeeateeaeesaeesaeesbeebeenbeenteenreenaesreesaeas 129
1231.2 SEIUCLUNE Of thE BVENLS.... ..ottt ettt e e ae e e be et e e beeatesatesaeesaeesaeesaeenteentenns 130
1232 DA T 010 = o T TSSO PP PRURRORTRRPRN 133
1233 LI eventsfor E-UTRAN access with PMIP-based S5 0F S8........coveiiieienenie e 133
12.33.1 Initial E-UTRAN Attach and UE PDN requested connectivity with PMIP-based S5 or S8............... 133
12.33.2 Detach and PDN disconnection for PMIP-based S5/S8..........cccoeiiiiiinineneeee e 134
12.33.3 Start of interception with active tunnel for PMIP based S5/S8.........cccoeeie i 134
12334 Dedicated Bearer Procedures for E-UTRAN Access with PMIP-based S5/S8........cccccoveveeeeiecnne 134
12.335 PDN-GW initiated PDN-diSCONNECtion ProCedUre. ...........covoiuieiiiiiee ettt 134
12.3.3.6 PMIP Session MOGifICaLION.........ccuiiie ettt ettt et e s be b e ne e ens 135
12.3.3.7 Packet Data Header INfOrMELiON..........c.couiiuieeieecieee ettt et ere e sbe e s be e reene e ens 135
12.3.3.7.0 INEFOAUCTION ..ottt et st e s te e be et e eabeeaeesbeesbeesbeessesasesaeesaeeaseenseentenns 135
123371 Packet Data HEAOEr REPOIT.........cc.eiiiierieieieiieeete ettt bbb e eb e b sneneeneas 135
12.33.7.2 Packet Data SUMMANY REPOIT........cccciiiiiiiereirereet ettt et sreseene s 136
12.4 Functional requirements for LI in case of trusted NON-3GPP [P 8CCESS .......cviieviivieer e 137
12.4.0 (1= 0T - OSSPSR 137
124.1 Provision of Intercept Related INfOrMation ............ccoiieiieiieeii e eneens 138
12.4.1.0 (€T g1 - PSR RPSPRPN 138
12411 DO 1= 0 = o USSP U PTPRTURURORON 138
12412 SITUCKUIE OF TN EVENES. ... ettt ettt a bbb bbb st ese e e e b e 138

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 7 ETSI TS 133 107 V14.2.0 (2017-07)

1242 DA T 010 = o T TSSO U PR PRURRORTPN 143
1243 LI events for trusted NON-3GPP [P GCCESS..........ooiiieiiieieie sttt 143
12431 Initial Attach and PDN connection activation with PMIPVG 0N S2a..........ccccveiiniie i 143
12.4.3.2 Initial Attach and PDN connection activation procedures with MIPv4 FACOA on S2a..........cceu...... 144
12.4.3.3 Initial Attach and PDN connection activation procedures with DSMIPv6 over S2C ..........cccevveneee. 144
12434 Detach and PDN disconnection With PMIPVE 0N S2a..........cccceiiiiiiiiiineceeeeee e 145
12435 Detach and PDN disconnection With MIPVA FACOA ...ttt e 145
12.4.3.6 Detach and PDN disconnection wWith DSMIPVG 0N S2C ........cccooiiiiieiiciecieteeece e 145
12.4.3.7 PDN-GW reallocation upon initial attath ON S2C.........coieeiiiriiiiereeere e 146
12.4.3.8 PDN GW initiated Resource Allocation Deactivation with S2aPMIP ... 146
12.4.3.9 PDN GW initiated Resource Allocation Deactivation with S2aMIPVA...........cccooeiiiiiiiecieecece 146
12.4.3.10 Serving EVOIVEd PaCKet SYSIEIM.......cciieiiirieirie ettt st sttt st st besaeneenens 147
12.4.3.11 Start of interception with active tunnel OF DEAMEN .........c.cccevveiceeeee e 147
124312 PMIP S2SSI0N MOAITICALION.......c.eitiitiitiiie ettt e sn b et b e 147
124313 DSMIP SeSSiON MOITICAIION. .....cuiitieiieeeiert ettt ettt b e et sr bbb e 147
124314 BEAMEN GCHIVALION ...ttt b et e et e e s bbbt bt et et e e e b b aeea e e nne e 148
12.4.3.15 BEANEr AEACTIVALTION. ...ttt sttt bbbt b et et e b e b bt e ne e e e b e 148
12.4.3.16 BEarer MOGITICALION........eccvieiecie ettt et e e e s s e s ae e be e be et e earesbeesbeesbeesreeneenneenns 148
12.4.3.17 Packet Data Header INfOrMELiON..........c.couiiiicieceecee et ettt be b e e e be e reeneenneeaes 148
12.4.3.17.0 INEFOAUCTION ...ttt te et st e s te e be et e eabeeaeesbeesbeesbeensesasesanesaeeaseanseentenns 148
1243171 Packet Data HEAOE!r REPOIT.........coeiiiiriiieieiieieie ettt ettt bbb e besrenneneas 148
1243172 Packet Data SUMMAIY REPOIT........cccciiiieiieieet sttt et eie s 149
12.4.3.18 HSS SUDSCIEr reCOrd ChaNGE.......c.civiieieie bbb e 150
12.4.3.19 ReQIStration TErMUINGLION .......ccueiieiie e este e e e e ee e e s e e s e e s re e be e teen e essente e seenseenseeneeanes 151
12.4.3.20 LoCation INfOrMEatioN FEOUESL .........cceiieeieesteeieete e ste e s e e steeste e e e e e saeesse e beestees e ensesre e seeseenseeneeenes 151
125 Functional requirements for LI in case of untrusted NON-3GPP [P 8CCESS.........ccoveviiieiiieeceere e 152
1250 L1000 [0 o (oo FEO TP UR USROS 152
1251 Provision of Intercept Related INfOrMation ............ccoiieiieieeii e ene e 152
125.1.0 (€T g1 - TSRS 152
1251.1 D 1110 4 7= = T OSSR PROSRORP 153
1251.2 SEIUCLUIE Of thE BVENLS......ceei ettt et et e e et e e be et e e beeabesasesaeesaeesanesaeanteentenns 153
1252 DG T 11 11= g = o =PSSOSR 158
1253 LI events for untrusted NON-3GPP [P @CCESS........cccciiiiiiiiecee ettt st sae e re e sreesreenreens 158
12531 Initial Attach and PDN connection activation with PMIPV6 0N S2b ...........ccooveiiieiecieceeceeceeen, 158
12532 Initial attach and PDN connection activation for S2c in untrusted non-3GPP IP access...........c.c...... 159
12533 UE/ePDG-initiated Detach Procedure and UE Requested PDN disconnection with PMIP................ 159
12534 Detach and PDN Disconnection for S2c in Un-trusted Non-3GPP IP aCcCess..........covvererieieeneeienn 160
12535 Serving EVOIVE PaCKel SYSLEM..........cccuiiiecieiese ettt ste e e e e e sneenneenreens 160
125.3.6 Start of interception with active tuNNEI/BEEIEr ...........coov e 160
125.3.7 PDN-GW reallocation upon initial attaCh 0N S2C.........c.cceeieiieice e 161
125.3.8 PDN GW initiated Resource Allocation Deactivation with S2b PMIP...........cccooiieiiiiiiie e 161
12.5.3.9 PMIP S25S10N MOGITICAHON.........oiiiiiieiie ettt et be et beebe e be e reereeneeenes 161
125.3.10 DSMIP s25Si0N MOGIfICALION. .....cc.eeitieieiecieecte ettt ettt e be e e et e e reeneeneeenes 162
125311 Packet Data Header INfOrMELiON..........c.cciiiiicieeceecie et ettt be e b e e e be e reene e enns 162
125.3.11.0 L= T - ST 162
1253111 Packet Data HEAOE!r REPOIT.........cc.oiiiieriiieierieiete ettt b bbbt s e b e besrennene s 162
12.53.11.2 Packet Data SUMMEAIY REPOM.........coiiiieiieieesieseese e ee e ee s steesaeesae e e sseasseenseenseeseessaesseesnens 163
125.3.12 BEAMEN GCHIVALION ...ttt bbbttt e bbbt b e et et e e b b naeea e et e 164
125313 BEANEr JEACTIVALTION. ...ttt ettt st b e bt b e a e et eesb e b eaeese e e e b e 164
125314 BArer MOGITICALTON.......eueeieee ittt bbb e e b bt a e e e b b saeeae e e e b e 164
125.3.15 HSS SUDSCHDEN FECOIT CNANGE. ... veieeeieeeceeeste ettt ste e e e s et e e e e estesseenteeseenseeneeenes 164
125.3.16 ReQIStration TErMUINGLION .......cccueiieiee et ee e e e see e e seesreesae e be e e entesssesse e seeseenseeneeenes 165
1253.17 Location INfOFMBELION FEOUESE ........c.cierieerte ettt sttt sttt sttt st sttt b e et b e 165
12.6 Functional requirementsfor LI in case of Handovers between E-UTRAN and CDMA2000 Accesses......... 166
12.7 Functional requirements for L1 in case of interworking between SGSN and EPS nodes over S4/S12

L 11= = o= USRS URRURRRO 166
12.8 Functiona requirements for LI in case of interworking between SGSN and PDN-GW over Gn/Gp

IIEEITACES ...ttt ettt et b bt h e h et e b e se e b oo b e eh e e b e e ae e st e e e b e R e SR e eR e e Rt eh e e e e R e Rt R e eReeneen e e e e b e 166
12.9 Functional Requirements for LI in case of Control and User Plane Separation...........cccccceveeveecevceeveesieenne. 167
12.9.1 = ot 10011 T S PR 167
12.9.2 L1 ArchiteCtur@ With CUPS.........c.ooiiiiee et sttt sttt 167
12921 OVEIVIBW ...ttt ettt sttt st et et s e e et e st et ekt e b e e ekt e b e seebeebese e bt ebesee st ek ene et e sbe e ebenbeneesentesennens 167

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 8 ETSI TS 133 107 V14.2.0 (2017-07)

129.2.2 PaCKEL ABLECTTION FUIES........oiuiieieeieieee et b bbbttt e e b b saeeae e e e e 167
12.9.2.3 FOrwarding 8CHION TUIES.......c..eoieie ettt e st este et e et ees e sre e te e teeneeenseeneeanes 168
12.9.2.4 Intercepted packet identifiCation FUIES ........c.occui e 168
1293 Provision of Content of COMMUNICALIONS...........coiiiririeeieie ettt s sb e see e e 168
12931 Interception fOr SErVING GalEWEY .........cccceiieiieeiiieiieeeeees e e e sae e sre e sreesaeseeereestaesbeeneesseessaesneas 168
12.9.3.2 INterception fOr PDIN GalEWaY ........c.cccueieeiieieerieeieeseesees e e e etesaesaesseesseesseessesneeeseesseessesnsessensseessens 168
1294 Provision of Intercept Related INfOrmation .............ooeiiiciineee e 169
12941 INnterception at the SErVING GALEWEY ..........cccceririeirieireee et b e 169
1294.2 INnterception at the PDN GBLEWAY ..........ccruiriereriiieierieieesseseeie sttt b et e e b b 169
13 Lawful Interception for 3GPP H(E)NBS........ccccoiiiriiiierieienieseeee sttt 169
13.0 LC T o1 SO 169
13.1 Provision of Intercepted Content of Communications for 3GPP H(E)NBS..........cccccvevieierienieseeseese e 170
13.2 Provision of Intercept Related Information for 3GPP H(E)NBS.........cccveiiie e 170
1321 DO 0= = o TSRO UPT PR PRURRORRTPN 170
13.3 3GPP H(e)NB LI Events and Event INfOrmMation............cccueieeierieniee e e esee et seeseesie e ssee e s 170
134 UMTS HOMENOUE B (HNB).....eiiiieeeieeeeiee ettt ettt ettt seesbesneesee e e aesaeseeseesneeneeeaneeses 171
13.4.0 LT 1 PP RRRRRN 171
1341 Intercepted Content of Communications for 3GPP UMTS HNBS........ccccoeiiiriinienese e 172
134.2 Intercept Related INFOrMBLION ..........oiiiiiie e 172
134.2.0 LT 0T R 172
13421 D 1= = o= P RRSRS 172
1343 3GPP UMTSHNB LI Events and Event INfOrMation ............cceeeeeeienine e 173
1344 SErUCTUrE OFf HINB EVENLS ...ttt e b et se e bbbt b e e enne e 173
13.4.4.1 Target UE Registration tO HNB ........oovo ittt 173
13.4.4.2 Target UE De-Registration fromM HNB .........oocui it 174
13.4.4.3 Start of Intercept With HNB attaChed UE ............ooiiiie ettt 174
13444 Target UE HNB HaNQOVET ........ccouiiiiiiiiieeeeee e 174
135 Home enhanced NOAE B (HENB) ......c.oiiiiiieie et 175
14  Interception of Generic Bootstrapping Architecture (GBA) Secured Communications...................... 176
141 01100 1 1 o o SRS 176
14.2 Provision of Content of COMMUNICALIONS ..........coeiirireeieiere sttt st b e et b b e s e e e 176
14.3 Provision of Intercept Related INfOrmMation............ccoieeieiii ettt snees 176
14.3.1 Provision of Intercept Related Information Data FIOW .........cc.occuviiieieniecece e 176
1432 DO 0= = o T TSSO PP PRURRORTRPRN 177
14.3.3 GBA LI Events and EVENt INFOIrMELION ..........ccoiuiiiiiieiieieee s 177
144 SEUCIUIE OFf GBA EVENES......oeiieieeeteeeeeeee ettt ettt st et este et s et e ee st e stesaesaeebeeneeneeneensesaesaeeseeneenseseens 178
1441 2 eT0 1= L= o] 1] o R TPV PSSP SRR 178
1442 QUENY FIOM INAF ...t b e et b e et b e et b e e et bt se e e eb e s b e e eb e sbeseenesbennene s 179
1443 Start of INterception With GBA KEY .......c.oiiiiiie ettt e 179
15  Invocation of Lawful Interception for IMS-Dased VOIP ... 179
15.1 (@Y= VL= Nl Y Ao e 1= (1= 1o o [ 179
15.2 Provision of Content of COMMUNICALIONS ..........coeiiririeierere sttt sb e s ee e e 180
15.2.0 OVEIVIBIW ..ttt sttt sttt st etk be st et e st e se et e e be s e e st e bese e st e Eeseese e b e seeneebeseeneseeneebesbe e ebeebeneeneneeneeneas 180
15.2.1 General PrinCiples Of CC INLEICEPLION........cccveieee e ceeeeeste et e et te e e sneesnaesraesneas 180
15211 FgL= o o) I T o< ST P PSR UT SRR 180
15.2.1.2 DS 1411 o = o= P RRRS 181
1522 Vo1 e O O L1 = o= o (oo OO 181
15.2.3 Media Information Associated With the CC ..........coeeiiiiii e 183
1524 CC Interception in HPLMN With IMS ROGMING ......cccciiiiiiieeereete et 183
1525 CC INterception WIth CUPS...... ..ottt b e sa et b e 184
15.3 Provision of Intercept Related INformation fOr VOIP .......cc.ooui it 184
154 Lawful interception in the VPLMN With IMS FOaminNg ........ccooieiieiieiesieseeese e sre e see e ense e 184
154.1 Local breakout with P-CSCF iNthe VPLIMN .......ooiiiiiiiiiireeenes e e 184
16 LI for Group CommuniCatioNS USING GCSE ..ottt see e 184
16.1 BACKGIOUNG ...ttt bbbt b bt e bt b e e b e bt se b e s b et b e s b et ebeebeseeneebeneeneas 184
16.2 GCSE AS N OPErator NEIWOTK ......ccuiieiiiiiieiiitiieirere sttt b e b b 185
16.2.0 LT 1 PPN 185
16.2.1 Provision of Content of COMMUNICALIONS...........coiiieirieee e 185
16.2.1.0 LT 07 R 185

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 9 ETSI TS 133 107 V14.2.0 (2017-07)

16.2.1.1 Da ST 1= 4 = o SO PP PPPRURRRRPN 186
16.2.2 Provision of Intercept Related INfOrMation ............ccovceeiieieeii e eeeens 186
16.2.2.0 (€T g1 - TSRS 186
16.2.2.1 DO 010 4 = o USSP PRTPRRURURPIN 186
16.2.2.2 GCSE AS LI Events and EVent INfOrMELiON...........ooeiiieriiieeeiese e 186
16.2.2.2.0 LC T T - TR 186
162221 Activation of GCSE COMMUNICaLiONS GIOUP ......cveeeuerieeeiisieeeiesie sttt 188
16.2222 Deactivation of GCSE COmMMUNICALIONS GIOUP.......c.ceverveuerierieerterieiesteseeesreseeesseseesessesseesseseenens 189
16.2.2.2.3 LS Ao o /= o R STSRST RPN 189
16.22.24 USEN DIOPPEA ..ttt sttt sttt b bbb e bt b e bbb se bt e bt se e bt b e se e st eb et eb e s b e e ebeebenneneas 190
16.2.2.25 Start of Intercept with an Active GCSE CommuniCations GrouUP ..........cceereereeereenieerieneeeneneens 190
16.2.2.2.6 End of Intercept with an Active GCSE CommuniCations GroUP ........cccovevueerveeueseeseesieeseeseesnens 191
16.2.2.2.7 Modification of Target ConNeCtioN t0 GCS AS .......oi it 191
16.3 GCS AS outside Intercepting CSP NEIWOIK .........ocviiieiieieeese ettt e e reeteseesneeenes 192
17  Interception for PrOXiMItY SEIVICES .....ccccii ettt st s e et re s reeneeae s reens 192
171 PrOSE DITECE DISCOVEIY .....etitiuietirteeeteste ettt et b e bttt eb s e et b e e e s e e bt s e e e e bt e e ae bt s e bt s b et esesb et e e n e e e e enis 192
1711 LT 1 PP RRRRRN 192
17.1.2 Provision of Inteception Of Call CONLENT .........cccoiiiiiirieieree e 193
17.1.3 Provision of Intercept Related INfOrmation .............ooeeiiiiieininee e 193
17131 LT 0T R 193
17.1.3.2 D 1= = o= P RRSRS 193
17.1.33 ProSe LI Events and EVent INfOFMELION...........coiiiiieieiesise et e 193
17.1.331 S T I I Y o1 TSRS 193
17.1.3.3.2 ProSe LI EVent INFOIMELION .......ccoiiiiiiiieieies ettt s 194
17.1.3.33 SIrUCTUIE Of PrOSE EVENLS......c.eiiiie ittt bbbttt e 195
17.1.333.1 DISCOVENY REGUESE ..ottt sttt sttt s et st e s b e te e ese st e s esestenensessensens 195
17.1.3.3.3.2 IMAECN REDONT ...ttt ettt b etk b et b e b e bt sb et eb e st e e b e sbenrenen 195
17.2 ProSe One To Many COmMMUNICATIONS. ........coueertirieirierieeeteseeesie sttt b s e bt s sb b saesneneens 195
17.21 LT 1 PP RRRN 195
17.2.2 Provision of Intercept Product - One-To-Many CommuUNiCaLIONS...........ccceureererieneeenieneesieseee e 196
17.22.1 LT 0T RS 196
17.2.2.2 D 1= = o= P RRSRS 197
17.2.2.3 ProSe LI One-To-Many Events and Event INfOrmation...........ccccoveeveeveeneecc e 197
17.2.23.1 Overview of ProSe LI One-TO-Many EVENES.........cccovviiie e 197
17.2.2.3.2 Structure of ProSe LI One-To-Many Event Information..........cccccvecveevneeneeneece e 197
17.2.2.3.3 ProSe L1 ONe-TO-Many EVENLS.........cociiiiiiie ittt sne s 199
17.3 ProSe Remote UE COMIMUNICELIONS.......ccuoiueiiiaterieeiieieeie ettt sttt se et see b it se e b e b sbesnesnee e enee e 200
17.3.1 (= 0T - TSSO 200
1732 The ProSe Remote UE isatarget for iNterCaptioN..........cooveerereeeriinieireieeseeeeeseee s 200
17.3.3 The ProSe UE-to-NW Relay isatarget for interCeption............cocerieeereienieneeeneeeeseeesieseeeseseeees 201
17.34 D 1= = o= PP SSRSN 201
17.34.1 SETUCTUNE OF thE @VENES..... .ottt e a e e et et e seesbeeneenee e eeeees 201
17.35 ProSe UE-LO-NW REIGY BVENES........coiiieiriiieieree ettt bbb 202
17.35.1 ProSe REMOIE UE REPOM.......coiiiiiiiiiiie sttt sttt st st sttt et essae e st e e sabeesbeesnree s 202
17.35.2 ProSe Remote UE Start of COMMUNICALION .........oouiriiiiiieiirieeieie et 203
17.35.3 ProSe Remote UE End of COMMUNICALION ......c..eeueiiiiiiiietisie et s 203
17.35.4 Start of interception with ProSe Remote UE ongoing COMMUNICALiON.........ccccvveveveeneenieeieeieseeninns 203
17.355 Start of interception for ProSe UE-tO-NW REIGY .........ccoociiiiiieieece et 204
17.36 DA T 010 = o T TSSO PP PRURRORTRRPRN 204
18  Invocation of Lawful Interception for MeSSaging SEIVICES ........ccvevrirerereneriesiesee e 204
18.1 Overview of messaging SErViCES INEENCEPLION .......cvririiiririei et 204
18.2 YOS 205
18.21 L1000 [0 o (o] o FEO TP R PR USTOSPO 205
18.2.2 SMS OVEr GPRSIUMTS ...ttt sttt sttt sttt st ettt st s be st e e s be b ene 205
18.2.3 SIMES OVEF TPttt st sttt s e et et e st et b s b et b e sb e st e be et e st ebe st e e bente e nbe et e e 205
18.3 IVIIMIS ettt ettt b bt b e A et R e A et Rt R et R e R e £ R e R e A e R e R et e R e R e A e Rt Re et e Rt eRe et en e nennentenen 206
18.3.1 = ot 10011 T PR 206
18.3.2 MMS ArchiteCture IRI/CC EVENLS.......ccooiiiiiieieeieie ettt et se et sne e e 207
18.3.3 IMIIMES EVENIES ... .ttt et a e h e bt e et et e et e eae e Rt et e e mteembesaeesheesbeemteeneesmnesaeesaeanbeantenns 211
18.3.3.1 T ST To PSSR 211

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 10 ETSI TS 133 107 V14.2.0 (2017-07)

18.3.3.2 MM S NOLITICALiON & RESPONSE......ccviieiieieetiete et e se e e e e rte e e s e e e sseeteessesraesreesseetessesnsesneesnes 213
18.3.3.3 MMS Retrieval & ACKNOWIEAGEMENT.........ccuviieeeie et ae e enes 214
18.3.34 YRS o 7= o 1o 216
18.3.35 L IS (o =SSOSR 217
18.3.3.6 T IS o] o= o PSSR 217
18.3.3.7 MMS Delete (Stored in MMBOX OF in Proxy-Relay)........cocoviiiiiii i 218
18.3.3.8 IMIMIS DEIIVEIY ...ttt bbbt b bt b e bt bbbt et b b 218
18.3.3.9 Y ISy = o = o Y SRS 219
18.3.3.10 YL S @ Ty o PSSR 220
18.3.3.12 MM S MMBOX VIBWING .....e ettt sttt sttt sttt sttt st st b e st b e et b b et b bt b bt se et ebe b e 220
19  Lawful AccessLOCation SErVICES (LALS) ..ot 222
19.1 LT o1 -SSR 222
19.2 B0 L= 0TS 1 o o o S 223
19.2.1 (C1= 0T - OSSPSR 223
19.21 IMMediate LOCAHON PrOVISION......cc.ciiiieiiiesie ettt sttt b b et be et sn e b bt ene e e e e 223
19.2.2 (25 g0 o [Tl o Tor= 1 o g I = 01V K= To o S 224
19.3 (=g grTalerco [ o= (] 1 o g I o SRR 224
19.31 L7 1 PPN 224
19.3.2 LALS THQUENG FUNCLION ...ttt bbb 225
194 X2-interface for Target Positioning and Enhanced LOCALION ..........cocovririeiiiinieeneseeseeee e 225
1941 L7 1 PSRN 225
194.2 LALSINfOrmMation EIEMENLS.........coiiieieiiteie sttt st sn e b st ene e e 226
1943 SErUCIUrE Of LALS RECOIMS ..ottt sttt st sb et sr et e sbe e e enne e 226
19.4.3.1 Target POSItiONING REPOMING ....ccvveiieieeie ettt e e sr e e ee e e saeesse e teenaeeseennaesreesneas 226
19.4.3.2 Triggered LOCation REPOIMING.......ccueiieiieiieieeseesie e eteseeseestee e esseesteeseesaesseesseesseenseessesseesseessessnns 227
20  Lawful interception in the VPLMN with SBHR Roaming Architecture..........cccoooevveveiieveiicce e, 227
20.1 N (011 (o (1= S 227
20.1.1 OVEIVIBW ...ttt ettt et e te bt e bt e aeeae e e e eeseeebeeaeeaees e e e eneeseebeaaeeeeeneene et eneenseseseesbesaeeneensensesenns 227
20.1.2 L1 SPECific REFEIENCE POINLS.......c.citieeiiriieeiertee ettt 228
20.1.3 L1 SPECITIC FUNCLIONS..... .ottt bbbttt bbbt b b 228
20.1.3.1 Yoo ST SS 228
20.1.3.2 BBIFF: Bearer Binding Intercept and Forward FUNCLION..........cccoovveciieeenieecece e 228
20.1.3.3 LMISF: LI Mirror IMS Stat€ FUNCLION ......ooveiuiiieiiiieie ettt s 229
20.2 Provision of Content of COMMUNICALIONS ..........cieiiririeierere sttt s b e e 230
20.2.1 OVEIVIBW ...ttt sttt stttk be sttt st e s e e bt e b e sees e ebese e st eEese e s e eb e seeneebeseeneseeneebesbe e ebeebeneeneneeneeneas 230
20.2.1.1 GEINETAl ...ttt ettt sttt e et sttt sttt e et et et e e R e e e R e e ReeaeReeReeeeReeRenaeRe et et et e e te e eReeteneesentenaenens 230
20.21.2 S-GW/BBIFF Procedures for CC INEENCEPLION ......c.oiveueiirieierie ettt s 231
20.2.1.3 Yoo RSSO 232
20.21.4 LMISF ProcedureS for CC INEENCEPLION .......ceutiuiieeeiie ettt bbb 232
20.2.2 D 10 1= = ot PPN 232
20.3 Provision of Intercept Related INfOrmation .............ooeiiiieiniincree s 232
20.3.1 OVEIVIBW ...ttt sttt stttk be sttt st e s e e bt e b e sees e ebese e st eEese e s e eb e seeneebeseeneseeneebesbe e ebeebeneeneneeneeneas 232
20.3.1.1 (€T g1 - PSR RPSPRPN 232
20.3.1.2 Yoo ST SS 233
20.3.1.3 S-GW/BBIFF Procedures for IRl iNterCEPLiON. ........ueieeieece e seese e ee et eee e 233
20.3.1.4 LMISF Procedures for IRI INTErCEPLION ........cccuvcieeeecees e 233
20.3.2 L L Y g (=SSP S 234
20.3.2.1 (€= 0T TSRS 234
20.3.2.2 IMEI-DASEA INEENCEPLION. ..ottt bbbt b et b b 234
20.3.2.3 MiA-Call TNEEICEPLION. ...ttt b et b et e et bbb b e 234
20.3.24 SIgNAlliNG COMPIESSION ...ttt sttt ettt ettt et se ettt s e et eb e sb e e eb e sb e e ebeneebesbe e ebesrenneneas 234
20.3.2.5 [0 T = o] = R 234
20.3.3 DO 14 1= = ot USROS UPT PR PRURORRTRPN 235
20.4 Lawful Interception With CUPS @rChitECIUNE .......c..eoiieie ettt snees 235
20.5 SBHR LI @and Target UE MODIITY ......coueiiiriiiiiieeeseses st 236
20.5.1 OVEIVIBW ...ttt sttt stttk be sttt st e s e e bt e b e sees e ebese e st eEese e s e eb e seeneebeseeneseeneebesbe e ebeebeneeneneeneeneas 236
20.5.2 S Y = o o] o OSSPSR 236
Annex A (informative): Information flowsfor Lawful I nterception invocation of circuit

SWITCNEA SENVICES ...ttt nre 237

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 11 ETSI TS 133 107 V14.2.0 (2017-07)

A.1 Mobile originated circuit SWItChed CallS..........c.ooiiiiiiiiece e e 237
A.2 Mobileterminated circuit SWItChed CallS..........coieiiiiii s 238
A.3  Cal hold/ Call WAITING ....ccveeeieecieiciee ettt saeste st e seeseesesresseneeneenes 239
A4 MUITPAITY CBIIS ...ttt b e s e e s b nne e 241
A5  Cal forwarding / Call deflECHION..........ccueeiiecece e s 244
A.5.0 LT 0T SRR 244
AS5.1 Unconditional Call fOrWEAITING. ........coveeriiiirieeete ettt bbbt sn e ens 244
A5.2 Call forwarding on not reachable (IMSI detached) ... 245
A53 Call forwarding on busy (Network determined).............coiiieirine e 246
Ab54 Call forwarding on not reachable (no response to paging/radio channel faillure) ... 247
A55 Call TOrwarding 0N MO FEPIY ....cviieuiriiieiertit ettt b bbbt bt b e e st b e e st b et st nb e b 247
A.5.6 Call forwarding on busy (user determined)/call defleCtioN ..........ccceieeiiiii e 248
A5.7 Call waiting / call forwarding 0N NO FEPIY ......cuiiii e re e ee e 249
A6 EXPlICIE Call TraNSFEN ... et b e e re e re e e enes 252
Annex B (informative): Information flowsfor Lawful I nterception invocation of GSN Packet

DALA SENVICES.....eiiieieieieeeieeie sttt sttt bbbttt nne e 254
2 T = o= o RS 254
B.1 MObile Station ATEACH .....cc.o oottt enes 254
B.2 Mobilelnitiated Mobile Station DELACH..........ccoieieiiiiee e e 255
B.3 Network initiated Mobile Station DELACN..........ccviiiiiiriereeee e e 255
B.4 Intra3G GSN ROULING ATERIUPGELE .......c.ceuiriiriiiierierieieie ettt 256
B.5 Inter 3G GSN RoUtING ATEAUPUALE ........c.eeeiiteceesie sttt et st ens 256
B.6  PDP CONEXE ACHVALION ......cueiuiiiiiiiitiiiesieiee ettt sttt ettt st be st neeneneenne s 257
B.7 Start of interception wWith PDP CONEXE 8CHIVE .........ooviiiiiieiieeeeeee s 257
B.8 MSinitiated PDP CONtext DEACHIVALION..........cceciiieieieiiese e e e e e enes 258
B.9 Network initiated PDP Context DEBCHIVALION..........cccuriririririererieeeeeeses et nenes 258
2 00 TS Y 259
Annex C (informative): Information flowsfor theinvocation of Lawful I nterception for

Packet Data with multimedia.........ccccoeoeviiene e 261
G0 GBNENEL ..ottt ettt R e R Re e ReeRe et et et e Rt e Rt eteeaenee e et eneeneenennenrens 261
(O3 RV TV i T= o R W = e K (= o] [ 261
C.2 Multimedia Session Establishment and ANSWE ..........coceiereerieneeere et ee e 263
C.3  MUIIMEAIAREIEASE. ... .ottt st st e te s b e et e stesneentesteeneenaesreensenneens 264
C.4 Multimediawith Supplementary Service - Call Forwarding...........cccooviveviieeie e 264
C.5 Multimediawith Supplementary Service - Explicit Call Transfer.......ccovveeevie e 264
C.6 Multimediawith Supplementary Service - Subscriber Controlled input ..........ccccoooeierieneneere e 264
Annex D (informative): Information flowsfor Lawful I nterception invocation at the MGW

OIS g ol 2 SRS 265
D O C 1= 0 1= - SRR 265
D.1 Mobileto Mobilecall, originating SIAE ISTArQEL ........ccceeeeiecece e e 265
Annex E (Informative): IMS-based Vol P Lawful Interception call scenarios........ccccceceevvieennne. 267
I @ 1V V1 SO 267

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 12 ETSI TS 133 107 V14.2.0 (2017-07)

A = B oo o1 oo PSSR 267
E.3 Originating Call from the Target with CC Interception at the PDN-GW/GGSN............cccevvvveceernenne. 270
E.3.0 LT 0T SO 270
E31 Originating Call from the Target with CC Interception at the MRF .........cco i 271
E.4 Originating Call from the Target with CC Interception at the IMS-AGW.........ccceieinenerenenceeene 272
E5 Terminating Call to the Target with CC Interception at the PDN-GW/GGSN.........ccccovveveevieeeennenne 273
E.5.0 GBNENEL ...ttt b b h ke Rt R e AR ehe SR e e e e Ee R e R e Re R b e e Rt e R e e R e b e nReeheene e e enrennens 273
ES5.1 Terminating Call to the Target with CC Interception at the MRF..........coooieiiriece e 273
E.6 Terminating Call to the Target with CC Interception at the IMS-AGW .......ccooiieiiiinenineneseeees 275
E.7 Intra-CSP Forwarded Call with CC Interception at the PDN-GW/GGSN.........cccceoriirinereneneneeenes 276
E.7.0 GBNENEL ...ttt bbb h ke e e R e R R R SR £ e e e Ee R e R e Re Rt b e e Rt e Rt e e e b e nReeheene e e et neen 276
E7.1 Intra-CSP Forwarded Call with CC Interception at the MRF .........ccoveie i 277
E.8 Intra-CSP Forwarded Call with CC Interception at the IMS-AGW........cccvviireieiininenese s 278
E.9 Inter-CSP Forwarded Call t0 @CS DOMAIN ......cceeiiiiieieieeiee st ettt ee e e neeseeenes 279
E.10 Inter-CSP Forwarded Call t0 an IMS DOMAIN ......ccccieeierereeese e eee e e e e e eee e enes 280
E.11 Originating Call from the Target with IMS ROGMING........cccoiiiieiiiieiecece e e 281
E.12 Terminating Call to the Target With IMS ROGMING .......cccceviiieieieeeeeee e 282
E.13 Intra-CSP Forwarded Call With IMS ROGIMING .......ccoviiiiiiiieieieeeeeeee e 283
E.14 Lawful interception in the VPLMN With IMS roaming........cccceceeeiniinineneneseeeee e 284
E.141  Local Breakout (LBO) With P-CSCF iN VPLIMN ..ottt et s 284
E14.1.1 LT 1 PSRN 284
E.14.1.2 Originating call from an Inbound Roaming Target with CC Interception at the PDN-GW/GGSN.......... 284
E.14.1.3 Originating Call from an Inbound Roaming Target with CC Interception at the IMS-AGW................... 285
E.14.14 Terminating Call to an Inbound Roaming Target with the CC Interception at the PDN-GW/GGSN ......286
E.14.15 Terminating Call to an Inbound Roaming Target with CC Interception at the IMS-AGW ...........ccceeee 287
Annex F (informative): Examples of IM S-based Vol P Lawful Interception (L1) call flows......... 288
F.1 GeNEral FeMAIKS ..ot 288
F.2 Cal Originations from Target iN HOME CSP.......ocuiiiiiiececeee ettt st 288
F.2.0 100 0o (ol B PP TP PRSP OPRPPTO 288
F.2.1 Target Originated Call - Target (Party_A) CallSParty B .......ccoci e 289
F.2.2 Target Originated Call - Target (Party_A) dialsa Special NUMDEY .........c.coiiiiinineee 290
F.3 Cal Terminationsto Target - HOME CSP ........ooiiiieeiee ettt 290
F.3.0 11 0o 1 o PRSP 290
F.4 Cal Forwarding - NON ROBMING.......ccuitiiiiiirieieieieesiese st sr e see s sne e 291
F.4.0 T 100 (0o (ol B PSPPSRSO 291
F.4.1 Intra-CSP Call Forwarding UNCONGItIONE] ..........ccoveiieiiiiesiesecse ettt e snees 292
F.4.2 INtra-CSP Call FOrwarding NO ANSIWES........cceeiieieeie e stiesee e e e sae e e esreesteeae e e sseesse e seessessaesseessassanes 293
F.4.3 Inter-CSP Call Forwarding UNCONAItIONE .............coiiieiriirieiierieesieeet ettt b e s 295
F.5  IMS ROGIMING ....ceiiiiiieiieii ittt e et s bt b e ne e s e e e et e bt bt s bt b e e e s e e e seeseeneebenb e b e e e e s 295
F.5.0 LT 0T O RRRRN 295
F.5.1 Roaming Target Originate@S @ Call ..........uoviiiiiie ettt e sae e e enaesraesreesraesneas 296
F.5.1A CCUnvailablein Home CSP dueto Optimal Media ROULING .........ccoveiveieeieeieeseee e 297
F.5.2 Cal Termination t0 @ROAMING TAIGEL.......ccceecueieereesteete e e e s e e e ae e se e reeteesaesseesseesre e seenteenseeneennes 298
F.6  INterception iN VISITEA CSP......cooiiiiiiisii ettt st st nsesne s 298
F.6.0 LT 0T SO RRRR 298
F.6.1 Interceptionin Visited CSP - Target Originated Call ..........coooeiiinieiniiiiereeie et 299
F.6.2 Interceptionin Visited CSP - Target Terminating CallS.........coooeiiiiiinene e 300
F.6.3 Incoming Call to Roaming Target is forwarded due to Call Forwarding NO ANSWEY ..........ccceeeeeereeneneereenn. 301
F.7 Ad-Hoc Conference Calls established by the Target ..........ccovovveiiieeiiseee e 301

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 13 ETSI TS 133 107 V14.2.0 (2017-07)

F.7.0 NEFOOUCTION ...ttt bt b e b bbbt h e e e b e s e e e bt e b e e bt eb e e aeeme e s e b e nbesheebeeneenneneenes 301
F.7.1 Party A (target) CreateSthe CONFEIEINCE.........ccveii ettt ae e et eenaesnaesnaesneas 302
F.7.2 Party C JOINSTNE CONFEIENCE. ......uiiiecee ettt e te e s e sae e sreeaeenteenteenaeeneesraesnens 302
F.7.3 Party B JOINS e CONFEIENCE. .......eiiicee ettt et st e s e sae e saeenteenteenteenaeeneesraesaees 304
F.7.4 Party C drops out Of the CONFEIEINCE ........ccuieeee ettt eenaeenaesraesneas 307
F.7.5 Reconfiguration from Conference to two-party Call..........cooveiieeieie e 308
F.7.6 Party_A (target) places Conference 0N NOId...........coiiiiiiiineee e 309
F.7.7 Party_A (target) retrieves Conference from Nold ...........coooeiiiiiiiee e 310
Annex G (informative): Examples of CC interception for transcoded media..........cccceeeeveriennnee. 311
L R 1 110 L o 1 o o SRS 311
G.2 CCInterception of tranSCOOE MEIA..........coueiriririrte e ne e 311
G.3 CC Interception of transcoded mediawith €2ae encryption............cccceeveieeieiiese s e 312
G.4 CC Interception of transcoded media with e2e hop-by-hop encryption...........cccccevveeeiececcese e, 313
G.5 CC Interception of transcoded mediaat the TIGW .......c.coveieiiiieiriiese e 314
Annex H (infor mative): L OCation ONIY WA T@NT ..ot 316
o TR0 = o= o S 316
[ T2 W o= o o g VAT | RS 316
H.3  Immediate LOCEHON WAITEANL .......c.coouiiriiriiierieieieee ettt sttt s e be e b neeeenes 316
Annex | (informative): Interception of Targetswith Non-Local IDS........c.ccocvvveneneneeieiceneen 317
5 R 11 oo (1 1 o o P 317
1.2 Interception Of OULGOING CAlIS.......coieiiiiiierese ettt sae e e tesre e e seesneeneas 317
1.2.1 LT 0T 317
1.2.2 INtErception @l S-CSCR OF P-CSCR ..ottt ste e teete e e sae e s seasseenseensesnaesneesnaesnens 317
1.2.3 Interception at the IBCF/IMGC R ..........ooie et sttt e e st e s re e beenteenseenaeenaesraesaeas 319
1.3 Interception Of INCOMING CAIIS........ccuiiiiiiiirie et 319
.3.1 GENEIAl ...ttt ettt e et e et et eeaeeebe e beeateehaeeheeaheeaheebeateeaeeaaeebeeteeateeateeheesheesheeateereenreenns 319
1.3.2 INterception @t SFCSCF OF P-CSCR ..ottt st b e et b e b b se b b sneneas 319
1.3.3 Interception @t the IBCF/MGCF..........coi ittt ettt st b et b et sb e b b neeneas 320
Annex J (informative): Lawful Interception lllustrationsin VPLMN with SBHR...........c............ 322
B8 N = = SRS 322
O (0Tor ==Y o SRR 324
B T O 1 I o o SRR 327
J31 GENEIAl ...ttt ettt et et et eehe e bt e beebeehaeeheeeheeaheebeeteaaeeeaeebeeteenteeateaheeaheesheeateereenreanns 327
J32 OFIGINGLING CBIL ...ttt b bbbt b et b e e st b b e st b bt b b 328
J3.3 TEMUNALING CIL ...t bbbt bbb etk e s b et bt b et b bt e b b 328
J34 Y o B | W g 1= (ol o (o o DO TP TP P PP STUPTPRSRURPRRN 329
J.35 Lawful Interception WIthOUL CC...........e ottt s ee e et e e ae e e eneeseeneas 331
J.3.6 S GW REIOCELION ...ttt st b bt a et e et se e e b e s bt e he e st st e s e e e e b e s besaeene e e ennennen 331
J4  Correlation Of CC and IR .......couoieieieeeseee ettt n e e 333
Annex L (informative): ChangE NISLONY ..o s 334
L 1S 0] Y 339

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 14 ETSI TS 133 107 V14.2.0 (2017-07)

Foreword

This Technical Specification (TS) has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by the 3GPP TSG SA to allow for the standardisation in the area of
lawful interception of telecommunications. This document describesin general the architecture and functions for lawful
interception. Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and
operating conditions define a need to intercept telecommunications traffic and related information in modern
telecommunications systems. It has to be noted that lawful interception shall always be done in accordance with the
applicable national or regional laws and technical regulations.
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1 Scope

The present document describes the architecture and functional requirements within a Third Generation Mobile
Communication System (3GMS) and the Evolved Packet System (EPS).

The specification shows the service requirements from a Law Enforcement point of view only. The aim of this
document isto define a 3GM S and EPS interception system that supports a number of regional interception regulations,
but these regulations are not repeated here as they vary. Regional interception requirements shall be met in using
specific (regional) mediation functions alowing only required information to be transported.

The handover interfaces for Lawful Interception (L1) of Packet-Data Services, Circuit Switched Services, and
Multimedia Services within the UMTS network and Evolved Packet System for Stage 3 are described in
TS33.108[11].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] Void

[2] ETSI ES 201 158 (V1.2.1 April 2002): "Lawful Interception; Requirements for network
functions”.

[3] ETSI ES201 671 (V3.1.1 May 2007): "Handover Interface for the lawful interception of
telecommunications traffic”.

[4] Void

[5] Void

[6] Void

[7] 3GPP TS 33.106: "3G Security; Lawful Interception Requirements'.

[8] ANSI J-STD-025-A (April 2003): "Lawfully Authorised Electronic Surveillance”.

[9] Void

[10] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".

[11] 3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception”.

[12] Void

[13] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[14] 3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System
Description".

[15] 3GPP TS 23.008: "Organization of subscriber data".

[16] 3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage
3"
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[17] 3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User
Equipment (UE) to network protocols; Stage 3".

[18] IETF RFC 1122 (October 1989): "Requirements for Internet Hosts -- Communication Layers".

[19] IETF RFC 1123 (October 1989): "Requirements for Internet Hosts -- Application and Support”.

[20] 3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional
Description".

[21] 3GPP TS 24.147: "Conferencing Using the |P Multimedia (IM) Core Network (CN) subsystem
3GPP Stage 3".

[22] 3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

[23] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

[24] 3GPP TS 29.273: "Technical Specification Group Core Network and Terminals; Evolved Packet
System (EPS); 3GPP EPS AAA interfaces'.

[25] 3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security”.

[26] 3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points'.

[27] Void

[28] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[29] 3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".

[30] 3GPP TS 23.272: " Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2"

[31] 3GPP TS 22.220: " Service Reguirements for Home NodeBs and Home eNodeBs".

[32] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal
Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[33] 3GPP TS 25.467: "UTRAN architecture for 3G Home Node B (HNB); Stage 2"

[34] 3GPP TS 33.320: " Security of Home Node B (HNB) / Home evolved Node B (HeNB) ".

[35] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture (GBA)".

[36] IETF RFC 3966 (December 2004): "The Tel URILs for Telephone Numbers".

[37] 3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP)
across the Gn and Gp interface”.

[38] 3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service
(GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

[39] IETF RFC 791: "Internet Protocol”.

[40] IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".

[41] IEFT RFC 3697: "IPv6 Flow Label Specification”.

[42] 3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) - IMS Access Gateway (IMS-
AGW); Iq Interface (Stage 3)".

[43] 3GPP TS 23.228: "IP Multimedia Subsystem; Stage 2".

[44] 3GPP TS 23.203: "Policy Charging and Control Architecture”.

[45] 3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity; Stage 2.
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[46] 3GPP TS 29.162: "Interworking between IM CN subsystem and |P Networks".

[47] 3GPP TS 29.163:"Interworking between | P Multimedia Core Network (CN) subsystem and Circuit
Switched (CS) Networks'

[48] 3GPP TS 23.334: "IP Multimedia Subsystem (IMS) Application Level Gateway (IMS-ALG) -
IMS Access Gateway (IMS-AGW) interface: Procedures descriptions”.

[49] 3GPP TS 24.229: "I1P multimedia call control protocol based on Session I nitiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[50] 3GPP TS 22.278: " Service requirements for the Evolved Packet System (EPS)".

[51] 3GPP TS 22.468: " Group Communication System Enablersfor LTE (GCSE_LTE)".

[52] 3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[53] 3GPP TS 23.468: " Group Communication System Enablersfor LTE (GCSE_LTE); Stage 2".

[54] Voaid.

[55] 3GPP TS 24.623: "Technical Specification Group Core Network and Terminals; Extensible

Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for
Manipulating Supplementary Services'.

[56] IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol
(XCAP)".

[57] 3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects'.

[58] 3GPP TS 24.333: "Proximity-services (ProSe) Management Objects (MO)".

[59] 3GPP TS 32.277: "Telecommunication management; Charging management; Proximity-based
Services (ProSe) charging”.

[60] 3GPP TS 22.101: "Universal Mobile Telecommunications System (UMTYS); Service aspects,
Service principles'.

[61] 3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Mobile Application Part (MAP) specification ".

[62] 3GPP TS 29.228: "Technical Specification Group Core Network and Terminals; IP Multimedia
(IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents’.

[63] 3GPP TS 29.328: "Technical Specification Group Core Network and Terminals; |P Multimedia
(IM) Subsystem Sh interface; Signalling flows and message contents”.

[64] Void.

[65] GSMA IR.61: "Wi-Fi Roaming Guidelines'.

[66] 3GPP TS 29.329: " Technical Specification Group Core Network and Terminals; Evolved Packet
System (EPS); 3GPP EPS AAA interfaces".

[67] 3GPP TS 22.071: "Location Services (LCS); Service description; Stage 1".
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.
Application layer: Asdefined by Internet Engineering Task Force (IETF) in RFC 1123 [19].

Closed access mode: H(e)NB provides services only to its associated CSG members. A H(e)NB configured for closed
access broadcasts a CSG Indicator and a specific CSG Identity.

CUPS: Asdefined in 3GPP TS 23.214 [75], represents PLMN with architecture enhancements for control and user
plane separation of EPC nodes.

Hybrid access mode: H(€)NB provides servicesto its associated CSG members and to non-CSG members. A H(e)NB
configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG Identity.

IP layer: Asdefined by Internet Engineering Task Force (IETF) in RFC 1122 [18].

Interception Area: isasubset of the network service area comprised of a set of cells which defines a geographical
zone,

L ocation Dependent | nter ception: isinterception of atarget mobile within a network service areathat isrestricted to
one or several Interception Areas (1A).

Non-L ocal Identity: Asdefined by clause 5.1.2 General principlesin TS 33.106 [7].

Open access mode: H(e)NB operates as anormal NodeB or eNodeB. A H(e)NB configured for open access does not
broadcast either a CSG Indicator or CSG |dentity.

S8 Home Routed (S8HR): The term as used in this standard represents a roaming architecture where PDN-GW and P-
CSCF are located in the HPLMN and therefore, UE IMS signalling and media are routed directly to the HPLMN
through S8 reference point. Roaming architecture with SBHR for VoL TE is described in GSMA IR.65 [71] clause 2.4.3.

Other L1 specific definitions are given in TS 33.108 [11].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS 3rd Generation Mobile Communications System
3G GGSN 3rd Generation Gateway GPRS Support Node
3G GSN 3rd Generation GPRS Support Node (GGSN/SGSN)
3G MSC 3rd Generation Mobile Switching Centre

3G SGSN 3rd Generation Serving GPRS Support Node

3G UMSC 3rd Generation Unified Mobile Switching Centre
AAA Authentication, Authorization, and Accounting
ADMF Administration Function

AGW Access Gateway

AN Access Network

AP Access Provider

AS Application Server
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Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,

Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN,

3GPP TS 33.107 version 14.2.0 Release 14 19
BBIFF Bearer Binding Intercept and Forwarding Function
BM-SC Broadcast-Multicast Service Centre
BSF Bootstrapping Serving Function
B-TID Bootstrapping Transaction Identifier
CcC Content of Communication
Cs Circuit Switched
CSCF Call Session Control Function
CSG Closed Subscriber Group
CsP Communications Service Provider
CUPS Control and User Plane Separation of EPC nodes
DF Delivery Function
DSMIP Dual Stack Mobile IP
ECT Explicit Call Transfer
EPC Evolved Packet Core
ePDG Evolved PDG
EPS Evolved Packet System
E-UTRAN Evolved UTRAN
FTP File Transfer Protocol
GBA Generic Bootstrapping Architecture
GGSN Gateway GPRS Support Node
GPRS Genera Packet Radio Service
GSM Global System for Mobile communications
GSN GPRS Support Node (SGSN or GGSN)
HA Home Agent
HeMS HeNB Management System
HeNB Home enhanced NodeB
HeNB GW HeNB Gateway
H(e)NB Home and Home enhanced NodeB
HI Handover Interface
HLR Home Location Register
HMS HNB Management System
HNB Home NodeB
HNB GW HNB Gateway
HRPD High Rate Packet Data
HSS Home Subscriber Server
1A Interception Area
IBCF Interconnecting Border Control Function
ICEs

GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)
IETF Internet Engineering Task Force
IM-MGW IMS Media Gateway
IMEI International Mobile station Equipment Identity
IMS IP Multimedia Core Network Subsystem
IMS-AGW IMS Access Gateway
IMSI International Mobile Subscriber Identity
INEs
GGSN, MGW, HLR, AAA Server, PDG)
IP Internet Protocol
IP-SM-GW | P-Short-M essage-Gateway
IRI Intercept Related Information
I-WLAN Interworking WLAN (3GPP WLAN interworking subnetwork)
LALS Lawful Access Location Services
LAN Loca AreaNetwork
LBO Local Breakout
LCS Location Services
LDI Location Dependent Interception
LEA Law Enforcement Agency
LEMF Law Enforcement Monitoring Facility
LIPA Local 1P Access
LMISF LI Mirror IMS State Function
LTE Long Term Evolution
MBMS Multimedia Broadcast/Multicast Service
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MF Mediation Function
MGCF Media Gateway Control Function
MGW Media Gateway
ME Mobile Entity
MIP Mobile IP
MM Multimedia Message
MM Box Multimedia M essage Box
MME Mobility Management Entity
MN Mobile Node
MRF Media Resource Function
MSISDN Mobile Subscriber ISDN Number
NAF Network Application Function
NAI Network Access Identifier
NO Network Operator
PCRF Policy and Charging Rules Function
P-CSCF Proxy CSCF
PDG Packet Data Gateway
PDN Packet Data Network
PDN-GW PDN Gateway
PMIP Proxy Mobile IP
PoC Push to talk over Cellular
PS Packet Switched
RA Routing Area
RAI Routing Area I dentity
S8HR S8 Home Routing
SAI Service Area ldentity
S-CSCF Serving CSCF
SeGW Security Gateway
SGSN Serving GPRS Support Node
SIP Session Initiation Protocol
SMS Short Message Service
SGW Serving Gateway
SR-VCC Single Radio Voice Call Continuity
SX3LIF Split X3 LI Interworking Function
TEL URI "tel" URI, as defined in RFC 3966 [ 36]
TLS Transport Layer Security
TrGW Transit Gateway
TRF Transit Routing Function
TWAN Trusted WLAN Access Network
UE User Equipment
UMTS Universal Mobile Telecommunication System
URI Universal Resource Identifier
URL Universal Resource Locator
VolP Voiceover IP
VOLTE Voiceover LTE
WLAN WirelessLAN
WAF WebRTC Authorisation Function
WebRTC Web Real Time Communications
WIC WebRTC IMS Client
WWSF WebRTC Web Server Function
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4 Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration
is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and
IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1le. The intercept
configurations for IMS conferencing is shown in figure 1f. The CC intercept configuration for IMS-based VoIP is
shown in figure 1g. Intercept configurations for LALS are shown in figure 1h. The intercept configuration for Non-
Local ID at IBCF and MGCF is shown in figure 1i. The intercept configuration for SBHR VOLTE in the visited PLMN
isshown in figure 1j. The various entities and interfaces are described in more detail in the succeeding clauses. The
additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12.

NOTE 0: WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
I nterworking.

PS domain of the UM TS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and
Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity
service to another end of the communication. Another end of the communication may be a network element (server) or
another UE. Therefore, UMTS/EPS system provides |P layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is
responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers
generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity serviceis
needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the
following are examples of application layer services: email service; web browsing service; FTP service; audio services
(e.0. VoI P, PoC); other multimedia services (MBMS, video telephony); The mgjority of the application layer services
require addition of respective server functionality to the network. Note that it is not necessary that such application layer
SP should be the same commercial entity asthe UMTSEPS AP/NO in question.

When location information of the target is delivered by an | CE, the MF may need to add the civic address associated
with the access network point as known by the CSP. The method used to obtain the civic address will depend on the
CSP implementation. (e.g. by accessing a remote database). National regulations define whether the civic address needs
to be provided.

NOTE 1: Forinstancein MBMS a BM-SC and especially content providing server might be operated by different
commercial entity than UMTS network.

The LALS provides LCS information of the target on-demand, independently of the target's activity/events.
Additionally, LALS may be triggered by any IRI event detected by an | CE to provide LCS location information of the
target correlated to the triggering event.

When IA is provisioned LCS may provide enhanced geographic capabilities
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Figure la: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: IMS-CSCF Intercept configuration
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Figure 1e: WLAN Interworking Intercept configuration
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Figure 1f: IMS Conferencing Intercept configuration
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Figure 1h: LALS configuration
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Figure li: Interception at IBCF and MGCF (only for Non-Local Target ID)
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Figure 1j: SBHR VOLTE Intercept Configuration in the VPLMN

The LALS Triggering Function depicted in Figure 1h may be implemented as a part of either an ICE or aDF2.

See clause 20 for the definitions of LMISF and BBIFF. These functions are specifically defined for LI in reference to
the interception voice services in the VPLMN when S8HR approach is used as the VoL TE roaming architecture.

The reference configuration is only alogical representation of the entities involved in lawful interception and does not
mandate separate physical entities.
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Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used
to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional
specifications. For example, if ETSI ES 201 671 [3] or ANSI J-STD-025 [8] is used, then the adaptation to HI1, HI2
and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functionsit is used to hide
from the 3G I CEs that there might be multiple activations by different Law Enforcement Agencies (LEAS) on the same
target. The administration function may be partitioned to ensure separation of the provisioning data from different
agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1 3, X2, X3, LALS T, Xiaand Xib
interfaces. These interfaces are specifically defined for L1 and are not related to other interfaces/reference points having
the same name specified in other 3GPP specifications (such as e.g. X2 interface specified in the eeUTRAN
architecture).

Interception at the Gatewaysis a national option. However, if 3G direct tunnel functionality with the GGSN, as defined
in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of IRI and the content of
communications.

Infigure 1la DF3 isresponsible for two primary functions:
- Cdl Control (Signalling) for the Content of Communication (CC); and
- Bearer Transport for the CC.
HI3 isthe interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

Infigures 1a, 1b, 1e, 1f, 1g, 1h, 1i and 1j, the HI2 and HI3-interfaces represent the interfaces between the LEA and two
delivery functions. The delivery functions are used:

- todistribute the Intercept Related Information (IRI) to the relevant LEA(S) viaHI2 (based on |As, if defined);
- todistribute the Content of Communication (CC) to the relevant LEA(s) viaHI3 (based on 1As, if defined).

In figures 1c, 1d and 1h the HI2 interface represents the interface between the LEA and the delivery function. The
delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(S) viaHI2.

Figure 1g shows the CC interception configuration for Vol P. The trigger for the CC interception is provided by a SIP
signalling node and identified within the figures as CC Interception Triggering Function.

NOTE 2: With reference to figure 1c, CC interception does not apply to HLR.

NOTE 3: For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of
CC for this case can be done at the GSN under a separate activation and invocation, according to the
architecture in Figure 1b (see also clause 7.A.1). For CC interception of Vol P, see figure 1g.

NOTE 4: If an operator isrequired to support "HI1 notification over HI2" TS 33.108 [11], the X1 2 interface
carries the information coming from the ADMF to the DF2/MF that will be conveyed to the LEMF.
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5 Activation, deactivation and interrogation

5.0 General

Figure 2 is an extraction from the reference intercept configuration shown in figures 1athrough to 1j which is relevant
for activation, deactivation and interrogation of the lawful interception.

HI1l

X1 2 X1_3

Delivery
Function 2

3G ICE

Delivery
Function 3

Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity isintroduced - the ADMF - the Lawful
I nterception administration function. The ADMF:

- interfaces with all the LEAsthat may require interception in the intercepting network;
- keepstheintercept activities of individual LEAS separate;
- interfacesto the intercepting network.

Every physical 3G ICE islinked by itsown X1_1-interface to the ADMF. Consequently, every single 3G I CE performs
interception (activation, deactivation, interrogation as well asinvocation) independently from other 3G ICEs. The HI1-
interface represents the interface between the requester of the lawful interception and the Lawful administration
function; it isincluded for completeness, but is beyond the scope of standardisation in this document.

For Vol P CC Interception, the CC Interception Triggering Function and the CC Intercept Function are treated as one 3G
ICE from a Lawful Interception administration perspective.

Thetarget identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can
be at least one of the following: IMSI, MSISDN (or E.164 number for optional Non-Local ID) or IMEI.

NOTE 1: Some communication content during a mobility procedure might not be intercepted when interception is
based on MSISDN (only PSinterception) or IMEI. The use of the IMSI does not have this limitation. For
the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to
TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI, TEL URI, or IMEI.
Other identities are not defined in this release. The same identities (where available) are used as target identities for
VOLTE interception in the VPLMN with S8HR. For VoL TE interception in the VPLMN with SBHR, the ADMF shall
provision LMISF with the target identities.

The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of
the target identitiesin the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15],
TS29.234[16] and TS 24.234 [17].

NOTE 2: The NAI might be atemporary ID, therefore the use of MSISDN or IMSI is recommended.

NOTE 3: Void
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NOTE 3A: WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are ho
longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
Interworking.

The target identities for 3GPP HNB interception can be IMSI, MSISDN (or E.164 number for optional Non-Local 1D),
IMEI, or ME Id.

Use of the HNB 1D or the CSG Identity as atarget identity is FFS.
In the case of location dependent interception the following network/national options exist:
- target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);

- target location versus | As check in the DFs (physical collocation of the DFsto the 3G ICEs may be required by
national law);

- location dependent interception is not applicable to CSCF.
NOTE 4: Void

ThelA ispreviously defined by a set of cells. From the location of the target this set of cells permits to find the relevant
[A.

NOTE5: Void

It is not required that the 3G GM SC or the 3G GGSN are used for interception when Location Dependent | nterception
isinvoked and the location of the target is not available.

NOTE 6: Location dependent intercept for the 3G MSC Server is not defined for this release.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are
administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

When Non-Local ID interception is required by national regulation, the ADMF shall be able to provision S-CSCF, P-
CSCF, IBCF and MGCF independently of each other with the Non-Local ID asthe target 1D aong with an indication
that it isfor aNon-Local 1D interception, and nature of the interception (i.e. incoming calls and/or outgoing calls).

5.1 Activation

51.0 General

Figures 3, 4 and 5 show the information flow for the activation of Lawful Interception.

5.1.1  X1_1l-interface
The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:
- target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URI, NAI) (see notes 4, 5, 6);
- information whether the Content of Communication (CC) shall be provided (see note 1);
- address of Delivery Function 2 (DF2) for the intercept related information (see note 2);
- address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);
- 1A inthe case of location dependent interception:

- indication whether the LALS Enhanced Location for IRI shall be provided. Thisindication is used to arm the
LALS Triggering Function in the case when the LALS Triggering Function is associated with the ICE;

- type of location report required (immediate or periodic) in the case of Target Positioning provision.

NOTE 1: Void

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 30 ETSI TS 133 107 V14.2.0 (2017-07)

As an option, the filtering whether intercept content of communications and/or intercept related information has to be
provided can be part of the delivery functions. (Note that intercept content of communications options do not apply at
the CSCF, HLR, LI LCS Client and AAA server). If the option is used, the corresponding information can be omitted
on the X1_1-interface, while "information not present” means "intercept content of communications and related
information has to be provided" for the | CE. Furthermore the delivery function which is not requested has to be
"pseudo-activated”, in order to prevent error cases at invocation.

NOTE 2: Void
Asan option, only asingle DF2 is used by and known to every 3G ICE. In this case the address of DF2 can be omitted.
NOTE 3: Void

Asan option, only asingle DF3 is used by and known to every 3G ICE (except at the CSCFs, HLR, LI LCS Client and
AAA server). In this case the address of DF3 can be omitted.

NOTE 4: Sincethe IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway.
Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

NOTE5: Void

Interception at the CSCFsis based upon either SIP URI, TEL URI or IMEI. Theinterception at the LMISF is also based
on SIPURI, TEL URI or IMEI. SIP URI and TEL URI astarget identities are not supported by the other ICEs. The
related CC interception also usesthe SIP URI, TEL URI or IMEI.

NOTE 6: Interception based on NAI isonly applicable at AAA server, PDG, and WAG. Asthe NAI could be
encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not
applicablein those cases in these nodes.

NOTE 7: Void

If after activation subsequent Content of Communications (CC) or Intercept Related Information (IRI) hasto be
activated (or deactivated) an "activation change request” with the same identity of the target is to be sent.

ADMF 3G ICE

request for lawful
interception activation

" |... activation of delivery
functions ...

lawful interception
activation

A 4

lawful interception
activation ack

A

response for lawful
interception activation

<
<

Figure 3: Information flow on X1_1-interface for Lawful Interception activation

Interception of atarget can be activated on request from different LEAs and each LEA may request interception viaa
different identity. In this case, each target identity on which to intercept will need to be sent via separate activation
messages from ADMF to the 3G ICEs on the X1 _1-interface. Each activation can be for IRI only, or both CC and IRI.

When several LEAS request activation on the same identity and the ADMF determines that there is an existing
activation on the identity, the ADMF may (as an implementation option) send additional activation message(s) to the
3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change message will be sent
tothe 3G ICEs.
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In the case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.

5.1.2 X1 2-interface (IRI)

For the activation of IRI the message sent from the ADMF to the DF contains:
- thetarget identity;
- the address(es) for delivery of IRI (= LEMF address);
- optionally multiple addresses for distributed delivery of IRI to asingle LEMF;

- optionally a primary and failover address(es) for delivery of IRI to either asingle LEMF or two different
LEMFsfor the same LIID.

- Which subset of information shall be delivered;

- anindication whether the LALS Enhanced Location for IRI shall be delivered. Thisindication is used to arm the
LALS Triggering Function in the case when the LALS Triggering Function is associated with the DF;

- aDF2 activation identity, which uniquely identifies the activation for DF2 and is used for further interrogation or
deactivation, respectively;

- thelA in case of location dependent interception;
- interception of international outbound roaming IMS Vol P interception (allowed/not allowed);
- the warrant reference number if required by national option.

If atarget isintercepted for several LEASs and/or severa identities simultaneously, a single activation of delivery is
necessary for each combination of LEA and identity.

ADMF DF 2

request for lawful
interception activation

»
| 4

lawful interception
activation

v

lawful interception
activation ack

A

response for lawful ... activation on X1_3 ...
Interception activation

<
4

... activation on X1_1

Figure 4: Information flow on X1_2-interface for Lawful Interception activation

5.1.3 X1 3-interface (CC)

For the activation of intercepted Content of Communications the message sent from the ADMF to the Delivery
Function contains:

- thetarget identity;
- the address(es) of delivery for CC (= LEMF address);

- optionally multiple addresses for delivery of CC to asingle LEMF;
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- optionally aprimary and failover address(es) for delivery of CC to either asingle LEMF or two different
LEMFsfor the same LIID.

- A DF3 activation identity, which uniquely identifies the activation for DF3 and is used for further interrogation
or deactivation, respectively;

- thelA in case of location dependent interception;
- interception of international outbound roaming IMS Vol P interception (allowed/not allowed);
- the warrant reference number if required by national option.

If atarget isintercepted by several LEAs and/or several identities simultaneously, asingle activation of delivery is
necessary for each combination of LEA and identity.

ADMF DF 3

request for lawful ... activation on X1_2 ...
interception activation

»

lawful interception
activation

lawful interception
activation ack

A

response for lawful —
interception activation ... activation on Xl_l

<
<

Figure 5: Information flow on X1_3-interface for Lawful Interception activation

5.2 Deactivation

520 General

Figures 6, 7 and 8 show the information flow for the deactivation of the Lawful interception.

5.2.1 X1 _l-interface
The messages sent from the ADMF to the 3G ICEs for deactivation contain:
- thetarget identity;

- thepossiblerelevant |Asin case of location dependent interception.
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ADMF 3G ICE

request for lawful
interception deactivation
> lawful interception
deactivation

v

lawful interception
deactivation ack

response for lawful
interception deactivation _deactivation of

delivery functions ...

<

Figure 6: Information flow on X1_1-interface for Lawful Interception deactivation

If interception of atarget has been activated via different identities then a separate deactivation message will need to be
sent from the ADMF to the 3G ICEs for each identity.

When several LEAS requested activation on the same identity and subsequently request deactivation then the ADMF
determines that there are remaining activations on the identity. In this case, the ADMF will not send a deactivation
message to the 3G | CEs except when the activation needs to change from CC and IRI to IRI only. In that case an
activation change message will be sent to the 3G ICEs.

5.2.2 X1 2-interface (IRI)

The message(s) sent from the ADMF to Delivery Function 2 for the deactivation of the Intercept Related Information
contains:

- aDF2 activation ID, which uniquely identifies the activation to be deactivated for DF2.

If atarget isintercepted by several LEAs and/or several identities simultaneously, a single deactivation is necessary for
each combination of LEA and identity.

ADMF DF 2
... deactivation on X1_1

request for lawful
interception deactivation lawful interception

deactivation

v

lawful interception
deactivation ack

A

response for lawful ... deactivation on X1_3
interception deactivation

Figure 7: Information flow on X1_2-interface for Lawful Interception deactivation

5.2.3 X1 3-interface (CC)

For deactivating the delivery of the CC the message(s) sent from the ADMF to DF3 contains:
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- aDF3 activation ID, which uniquely identifies the activation to be deactivated for DF3.

ADMF DF 3

request for lawful ... deactivation on X1_1
interception deactivation ||and X1_2 ...

»

lawful interception
deactivation

\ 4

lawful interception

response for lawful deactivation ack

interception deactivation <

P
<

Figure 8: Information flow on X1_3-interface for Lawful Interception deactivation

5.3 Interrogation

5.3.0 General

Interrogation provides the current status of the interception activation in the system. Interrogation of al activations for a
given LEA isan ADMF function.

5.3.1 Interrogation of the 3G ICEs

Figure 9 shows the information flow for the interrogation of the Lawful Interception. It shall be possible to interrogate:

- agpecific activation at each relevant 3G ICEs,

- al activations at each relevant 3G ICEs.

As aresult of the interrogation the activation status and data are returned.

ADMF 3G ICE

request for lawful

interception interrogation| |2wful interception

interrogation

lawful interception
interrogation ack

... interrogation for

response for_ lawful . activation status on
interception interrogation X1 1

<
<

Figure 9: Interrogation of the Lawful Interception (3G ICES)
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5.3.2 Interrogation of Delivery Functions

Figure 10 shows the information flow for the interrogation of the Lawful Interception. It shall be possible to interrogate:
- agpecific activation at aDF;
- dl activations at a DF for agiven target identity;
- dl activations at a DF.

Asaresult of the interrogation the activation status and data are returned.

ADMF DF2/DF3

request for lawful

interception interrogation| lawful interception

interrogation

\ 4

lawful interception
interrogation ack

A

... interrogation for
activation status on
X1 2and X1_3 ...

response for lawful
interception interrogation

Pl
<4

Figure 10: Interrogation of the Lawful Interception (Delivery Functions)
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6 Invocation of Lawful Interception (LI) for Circuit
Switched (CS) services

6.0 General

Figure 11 shows an extraction from the reference configuration in figure 1awhich is relevant for the invocation of the
lawful interception.

HI2 X2
Delivery | 3G MSC
LEMF Function 2 | | server
HI3 X3
Delivery 3G MSC
Function 3 Server
Signaling
____________ Mc
Delivery 3G MGW
Function 3
| Bearer

Figure 11: Functional model for Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEMF and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of standardization in this
document. The delivery functions are used:

- to convert the information on the X 2-interface to the corresponding information on the Hi2-interface;

- to convert the information on the X 3-interface to the corresponding information on the HI3-interface;

- todistribute the intercept related information to the relevant LEA(S) (based on |As, if defined);

- todistribute the intercept content of communications to the relevant LEA(S) (based on 1As, if defined).

For the delivery of the CC and IRI, the 3G MSC Server provides a correlation number and target identity to the DF2
and DF3 which is used to select the different LEASs to which the product shall be delivered.

NOTE: Void

If interception has been activated for both parties of the call both CC and IRI will be delivered for each party as separate
intercept activity.

The Mc interface between the 3G MSC Server and MGW is used to establish intercept and deliver the bearer to DF3.

For Location Dependent Interception, the location dependency check occurs at the establishment of each call.
Subsequent dependency checks for simultaneous calls are not required, but can be a national option.

If atarget is marked using an A in the 3G MSC Server, the 3G MSC Server shall perform alocation dependency check
at call set-up. Only if the target's location matches the | A then the call is intercepted.

If atarget is marked using an A in the DF2, the DF2 shall perform alocation dependency check at reception of the first
IRI for the call. Only if the target's location matches the | A for certain LEAsisIRI the relayed to these LEAS. All
subsequent IRIs for the call are sent to the same LEAS.
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If atarget is marked using an 1A in the DF3, the DF3 signalling function shall perform alocation dependency check at
reception of the CC. Only if the target's location matches the | A for certain LEAsisthe CC relayed to these LEAS.

National regulations may require the interception based in the HLR, using the DF2 with a delivery through the HI2
interface.

When LALS s used to report location for CS services, the L1 LCS Client shall deliver this using the DF2 through the
HI2 interface. Thisis further defined in Clause 19.

6.1 Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection.

MGW

A

other
party

Target

\ 4

A 4 \ 4

Delivery
Function 3
: At A
<> <> — Twostublines
v | v

LEMF

Figure 12: Delivery configuration to the LEMF for the interception of a circuit switched call

The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery
function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the addressis used
which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.
NOTE 1: Void

For data callsit is necessary to provide means for fast call establishment towards the LEMF to help ensure that the
beginning of the data transmission is delivered.

The following information needs to be transferred from the 3G MSC Server to the DF3 in order to allow the DF3 to
perform its functionality:

- target identity (MSISDN or E. 164 Number (for optional Non-Local ID), IMSI or IMEI, for DF3 interna use
only);

- thetarget location (if available) or the |Asin case of location dependent interception;
- correlation number (IRl <-> CC);

- directionindication - (Signal from target or signal to target).

NOTE 2: Void.

Additional information may be provided if required by national laws.
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6.2 Provision of CC - Short Message Service

Figure 14 shows an SMS transfer from the 3G MSC Server to the LEMF. Quasi-parallel to the delivery from / to the
mobile subscriber a message, which contains the contents of the SM S with the header, is generated and sent viathe
Delivery Function 2 to the LEMF in the same way as the I ntercept Related Information.

The IRI will be delivered to the LEMF:
- foraSMS-MO. Dependent on national requirements, delivery shall occur in the following cases:

- when the 3G MSC receives the SMS from the target MS, or when the 3G M SC detects that an SMSisto the
Non-Local ID target.

- when the 3G M SC receives notification that the SM S-Centre successfully received the SM S that was
originated from the target M'S, or sent to the Non-Local ID target.

- foraSMS-MT. Dependent on national requirements, delivery shall occur in the following cases:

- when the 3G MSC receives the SMS from the SM S-Centre when the SM S was originated from a Non-L ocal
ID target, or will have to be sent to atarget MS.

- when the 3G M SC receives notification that recipient MS has received the SM S successfully. The recipient
MSisthetarget MS when the SMSis sent to the target. The recipient MS may not be the target when the
SMS was originating from a Non-Local D target.

Target 3G SMS
< » MSC | p| service
center
A
Delivery
Function 2

A
LEMF

Figure 14: Provision of Content of Communication - Short Message Service

6.3 Provision of Intercept Related Information

6.3.0 General

Intercept Related Information (Events) are necessary at the Begin and End of the call, for all supplementary services
during acall and for information which is not call associated. There are call related events and non-call related events.

On top of IRI generated by events from the 3G M SC Server, national regulations may require to complement them by
IRI produced by a Delivery Function 2 associated to the HLR and/ or L1 LCS Client.

Figure 15 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
occurs, the 3G MSC Server sends the relevant data to the DF2.
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Target 3G Other
< » MSC [« > party
A
Delivery
Function

A
LEMF

Figure 15: Provision of Intercept Related Information

6.3.1 X2-interface

The following information needs to be transferred from the 3G MSC Server or the HLR and/ or L1 LCS Client to the
DF2 in order to allow a DF2 to perform its functionality:

- target identity (MSISDN, IMSI or IMEI);
- incase of location dependent interception, the | As and/or target cell 1D shall be provided;
- events and associated parameters as defined in clauses 6.3.3 and 6.3.4 may be provided.

The IRI should be sent to DF2 with areliable transport mechanism.

6.3.2 Structure of the events

The information sent to DF2 istriggered by different call related and non-call related events/reports. Details are
described in following clause. The events and reports for interception are configurable (if they are sent to DF2) in the
3G MSC Server, HLR and LI LCS Client. They can be suppressed in the DF2. The events are listed as follows:

Call Related Events (applicable to the 3G MSC Server):
- Cadll Establishment;

- Answer;

- Supplementary Service;
- Handover;

- Release.

Non Call Related Events (applicable to the 3G MSC Server):
- SMS

- Location Update;

- Subscriber Controlled Input.
HLR Related Events:

- Serving System;

- HLR subscriber record change;

- Cancel location;

- Register location;

- Location information request;
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LALS Reports (see Clause 19):
- Report for LALS Target Positioning;
- Report for LALS Enhanced Location for IRI.

Table 1 below shows the set of information that can be associated with the events. The events and LAL S reports trigger
the transmission of the information from the 3G MSC Server, HLR or fromthe LI LCS Client to DF2. Available IEs
from this set of information can be extended in the 3G MSC Server, HLR or inthe LI LCS Client, if thisis necessary in
a specific country. DF2 can extend available information if thisis necessary in a specific country e.g. a unigue number
for each surveillance warrant.
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Table 1: Information Elements for Circuit Event records

Observed MSISDN
Target Identifier with the MSISDN of the target.
Observed IMSI
Target Identifier with the IMSI of the target.
Observed IMEI
Target Identifier with the IMEI of the target.
It shall be checked for each call over the radio interface
Observed Non-Local ID
Target Identifier with the E. 164 number of Non-Local ID target.
event type
Description which type of event is delivered: Establishment, Answer, Supplementary service,
Handover, Release, SMS, Location update, Subscriber controlled input, HLR subscriber record change,
ServingSystem, cancel location, register location, location information request. In case of LALS report the event type
is absent.
event date
Date of the event generation in the 3G MSC Server or in the HLR, or the report generation in the LI LCS Client
event time
Time of the event generation in the 3G MSC Server or in the HLR, the report generation in the LI LCS Client
dialled number
Dialled phone number before digit modification, IN-modification etc.
Connected number
Number of the answering party
other party address
Directory number of the other party for MOC
Calling party for MTC
call direction
Information if the target is calling or called e.g. MOC/MTC or originating/ terminatingin or/out
Correlation number
Unigue number for each call sent to the DF, to help the LEA, to have a correlation between eachCall and the IRI
Network Element Identifier
Unique identifier for the element reporting the ICE.
Location Information
Location information is the service area identity and/or location area identity that is present at the 3G MSC Serveror
at the HLR, and/ or as provided by the LI LCS Client at the time of event or report record production.
Country and network IDs can be considered as location information.
In some traffic cases the available location information can be the one received from the MME, i.e. the TrackingArea
Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the TS 23.272 [30].
basic service
Information about Tele service or bearer service.
Supplementary service
Supplementary services used by the target e.g. CF, CW, ECT
Forwarded to number
Forwarded to number at CF
call release reason
Call release reason of the target call
SMS initiator
SMS indicator whether the SMS is MO, MT, or undefined
SMS Message
The SMS content with header which is sent with the SMS-service
Redirecting number
The number which invokes the call forwarding towards the target. This is provided if available.
SCI
Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME
Other update:
Carrier specific information related to its implementation or subscription process on its HLR.
location error code
LALS positioning error identification code
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6.3.3 Call Related events

6.3.3.1 Call establishment

For call establishment a call establishment-event is generated. This event is generated at the beginning of a call when
the 3G M SC Server attempts to reach the subscriber. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI
Observed Non-Local ID
event type

event date

event time

dialled number

other party address

call direction
Correlation number
Redirecting number
Network Element Identifier
Location Information
basic service
Supplementary service

6.3.3.2 Answer

If the called party answers, an answer- event is generated. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI
Observed Non-Local ID
event type

event date

event time

dialled number

other party address
Connected party

call direction
Correlation number
Redirecting number
Network Element Identifier
Location Information
basic service
Supplementary service
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6.3.3.3 Supplementary Services

For supplementary services events are generated with the information which supplementary service is used e.g. Call
Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information
correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI
Observed Non-Local ID
event type

event date

event time

dialled number

other party address

call direction
Correlation number
Network Element Identifier
Location Information
basic service
Supplementary service
Forwarded to number

6.3.34 Handover

For each handover that isrealised at the 3G MSC Server due to a change in target location information, a handover-
event with the new location information is generated. This information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

Observed IMEI

event type

event date

event time

Correlation number
Network Element Identifier
Location Information

6.3.3.5 Release

For the release or failed attempt of atarget call, arelease event with the following information is generated. This
information will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI
Observed Non-Local ID
event type

event date

event time

dialled number

other party address

call direction
Correlation number
Network Element Identifier
Location Information
basic service

call release reason
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6.3.4 Non Call Related events

6.3.4.1 SMS

For MO-SM S the event is generated in the 3G M SC Server. Dependent on national requirements, event generation shall
occur either when the 3G MSC Server receives the SMS from the target MS (or from the party of the Non-Local ID
target) or when the 3G M SC Server receives notification that the SMSC successfully receivesthe SMS; for MT-SMS
the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either
when the 3G MSC Server receives the SM S from the SMSC or when the 3G MSC Server receives notification that the
target MS (or from the party of the Non-Local ID target) successfully received the message. Thisinformation will be
delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

Observed Non-Local ID
event type

event date

event time

Network Element Identifier
Location Information

SMS initiator

SMS Message

6.3.4.2 Location update

For location updates a Location update-event is generated, with the new location information. This information will be
delivered to the DF2 if available:

Observed MSISDN
observed IMSI

event type

event date

event time

Network Element Identifier
Location Information

6.3.4.3 Subscriber Controlled Input (SCI)

SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information
available in the CC. For subscriber controlled inputs - a SCl-event is generated with information about the SCI. This
information will be delivered to the DF2 if available:

observed MSISDN
observed IMSI

event type

event date

event time

Network Element Identifier
Location Information

SCI

6.3.5 HLR Related events

6.3.5.1 Serving system

The Serving System report event is generated at the HLR, when the HLR has detected that the target has roamed,
mainly with messages such as MAP_UPDATE _LOCATION (clause 8.1.2 of TS 29.002 [61]) or
MAP_SEND_AUTHENTICATION_INFO (clause 8.5 of TS 29.002 [61]). The elements will be delivered to the DF2 if
available:
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Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Serving System Address (VLR Number...)

6.3.5.2 HLR subscriber record change

This event will be used to report any change of association between IMSI or MSISDN or IMEI of the target, mainly
with messages such as MAP_INSERT_SUBSCRIBER_DATA or MAP_DELETE _SUBSCRIBER_DATA (clause of

8.8 of TS 29.002 [61]).

The following elements, such as old and new IMS| or MSISDN or IMEI will be delivered to DF2, if available:

New Observed MSISDN

Observed MSISDN

New Observed additional MSISDN (if available)

Observed additional MSIDN (if available)

New Observed IMSI

Observed IMSI

New Observed IMEI (if available)

Observed IMEI (if available)

Subscriber Status (if available)

Bearer Service List (if available)

Teleservice List (if available)

Forwarding Information List (if available)

Call Barring Information List (if available)

CUG Information List (if available)

SS Data (if available)

Event Type

Event Time

Event Date

Network Element Identifier (HLR id...)

IMSI or MSISDN or IMEI change type

Other update: carrier specific

NOTE: The change of IMEI can be detected by the HLR. Automatic Device Detection function clause 7.4 of
TS22.101 [60], may require IMEI to be notified to HLR especially in case of update location service,

clause 8.1.2 TS 29.002 [61].

6.3.5.3 Cancel location

Thisevent "Cancel Location" will be used to report to DF2 when HLR send to the 3G M SC Server one cancel location
or purge to serving system. Any typical MAP message such as"MAP_CANCEL_LOCATION" (clause 8.1 of
TS29.002 [61]) or such as"MAP_PURGE_MS" (clause 8.1.6 of TS 29.002 [61]) could trigger the generation of
information to the DF2, as soon as it has the following elements below, and least the previous serving system identifiers

of the target.

The following elements will be delivered to DF2:

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HLR Id...)

Previous serving system identifiers (VPLMN id, VLR Number, MSC Number...)
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6.3.5.4 Register location

This event will be used to report one update location message to the HLR for atarget. A typical MAP message such as
"MAP_SEND_AUTHENTICATION" (clause 8.5 of TS 29.002 [61]) could trigger the generation of information to the
DF2. The elements of previous and current serving system 1D will be delivered to DF2, if available:

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HLR id...)

Previous serving system identifier (Previous VPLMN id)
Current serving system identifier (Current VPLMN id)

6.3.5.5 Location Information request

This event will be used to report any location information of the target request activity from any interworking node,
such as SM'S Centre or |P-SM-GW or GMLC or from a GM SC (case of call transfer or ported number) that are not a
part of HPLMN. Typical messages that have to trigger the transfer of information to DF2 are MAP-ANY-TIME-
INTERROGATION (clause 8.11.1 of TS 29.002 [61]) or MAP-SEND-ROUTING-INFO (clause 10.1.2 of

TS29.002 [61]) or MAP-SEND-ROUTING-INFO-FOR-SM (clause 12.1 of TS 29.002 [61]), but only in roaming case.

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to
DF2, if available:

Observed MSISDN

Observed IMSI

Requesting network identifier (country identifier included)
Requesting node type

Event Type

Event Time

Event Date

Network Element Identifier (HLR id...)

NOTE: Void

In addition to the E 164 identity of alocation requesting network node, i.e. MT SMS Target Node identity or SMS
Router, the presence of Diameter Name/Realm shall be provided (clause 12.1.4 of TS 29.002 [61]).
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6.4 Intercept cases for circuit switched supplementary services

6.4.1 Interception of Multiparty call

— B
3G MGW
: O\ ;
A 5 " C
— D
DF3
bearer

Figure 16: Interception of Multiparty for CC

Figure 16 shows the delivery of CC from intercepted multiparty call where party A isthetarget of interception.

One pair of call content channels are delivered to the delivery function. Party A is delivered to the DF3 on one channel
and the sum of the balance of the parties, B,C and D is delivered on the second channel.

It should be noted that if parties B,C or D isatarget of interception, that intercept is treated as a simple call intercept.
The events contain information about B, C and D if subscriber A is monitored. If one of B, C or D is monitored, events

contain the information about A but not the other parties of the conference.

6.4.2 Interception for Call Forwarding / Call Deflection / ECT

H Signalling H

A B

Bearer Traffic ﬁ

C

Figure 17: Interception for Call Forwarding / Deflection / ECT

The interception of party B once the supplementary serviceisinvoked is a national option.
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For Intercept Related Information it depends who is monitored:

- If subscriber A is monitored the number of A and B are mandatory in the event information and the number of C
if available.

- If subscriber B is monitored the number of B and C are mandatory in the event information and the number of A
if available.

- If subscriber C is monitored the number of C is mandatory in the event information and the number of A and B if
available.

Intercept requirements for CS multi-mediais not defined in this release.

7 Invocation of Lawful Interception for GSN Packet
Data services

7.0 General

Figure 18 shows the extract from the reference configuration which is relevant for the invocation of the Lawful
Interception of the packet data GSN network.

HI2 X2
'J: DeIiv_ery
LEAS Function 2 a6
GSN
o] Delivery
" Function 3
HI3 X3

Figure 18: Functional model for Packet Data GSN Network Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of this specification. The
delivery functions are used:

- to convert the information on the X 2-interface to the corresponding information on the HI2 interface;
- todistribute the intercept related information to the relevant LEA(S);
- to distribute the intercept product to the relevant LEA(S).

For the delivery of the CC and IRI the 3G SGSN and/or, per national option 3G GGSN provides correlation number and
target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be
delivered. When the SGSN connects an UE to a S-GW through the S4 interface (TS 23.060 [10], see also note 3), the
SGSN is not required to provide CC for that communication (see note 4).

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one
PDP context.

The correlation number shall be generated by using existing parameters related to the PDP context.

When the SGSN connects an UE to a S-GW through the $4 interface (TS 23.060 [10], see aso note 3), the SGSN is not
required to provide IRIs for PDP contexts associated with CC and correlation for that communication (see note 4).

NOTE 1: Void

If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered
for each party as separate intercept activity.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 49 ETSI TS 133 107 V14.2.0 (2017-07)

In case of location dependent interception:

- for each target, the location dependency check occurs at each Packet Data session establishment or release and at
each Routing Area (RA) update to determine permanently the relevant | As (and deduce, the possible LEAS
within these | As);

- concerning the IRI:

- when an |A isleft, either a Mobile Station Detach event is sent when changing servicing 3G GSNs, or an RA
update event is sent;

- RA update event is sent to DF2 when changing | As inside the same servicing 3G SGSN;

- whenanew IA isentered a RA update event is sent to DF2 and, optionally, a" Start of interception with PDP
context active" event for each PDP context;

- concerning the CC, when crossing |As, the CC is not sent anymore to the DF3 of the old | A but sent to the DF3
of the new IA.

Both in case of location dependent and location independent interception:

"Start of interception with PDP context active" event is sent by the new SGSN if an Inter-SGSN RA update procedure,
which involves different PLMNSs, takes place for atarget, which has at least one active PDP context.

NOTE 2: An SGSN can differentiate "Inter PLMN" type of Inter-SGSN RA update procedure from "Intra PLMN"
type of Inter-SGSN RA update procedure by inspecting the old RAI parameter, which is being received
by the SGSN as part of the procedure (see TS 23.060 [10], clause 6.9.1.2.2 and TS 23.003, clause 4.2).

Optionally, it is possible to send " Start of interception with PDP context active" for all cases of inter- SGSN RA update
when at |least one PDP context is active.

NOTE 3: $AisanintraPLMN reference point between the SGSN and the S-GW.
NOTE 4: Void

When the SGSN connects an UE to a S-GW through the $4 interface, the S-GW provides IRI, CC and correlation for
the EPS bearer associated to the PDP context, as specified in clause 12.

7.1 Provision of Intercept Product - Short Message Service

Figure 19 shows an SM S transfer from the 3G SGSN node to the LEA. Quasi-parallel to the delivery from/ to the
mobile subscriber a SM'S event, which contains the content and header of the SM S, is generated and sent viathe
Delivery Function 2 to the LEA in the same way as the Intercept Related Information. National regulations and warrant
type determineif a SM S event shall contain only SM S header, or SMS header and SM S content. Non-Local ID
targeting is optional and may require traffic analysis.

The IRI will be delivered to the LEA:
- foraMO-SMS. Dependent on national requirements, delivery shall occur in the following cases:

- when the 3G SGSN receives the SMS from the target MS, or when the 3G SGSN detects that an SMSisto
the Non-Local ID target.

- when the 3G SGSN receives notification that the SM S-Centre successfully received the SM S that was
originated from the target MS, or sent to the Non-Local ID target;

- foraMT-SMS. Dependent on national requirements, delivery shall occur in the following cases:

- when the 3G SGSN receives the SMS from the SMS-Centre when the SM S was originated from a Non-L ocal
ID target, or will have to be sent to atarget MS.

- when the 3G SGSN receives notification that recipient MS has received the SM S successfully. The recipient
MSisthetarget MS when the SMSis sent to the target. The recipient MS may not be the target when the
SMS was originating from a Non-Local 1D target.
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3G GSN SMS
Target <—=| service
center
delivery
function 2

LE:A

Figure 19: Provision of Intercept Product - Short Message Service

7.2 Provision of Intercepted Content of Communications -
Packet data GSN services

7.2.0 General

The access method for the delivering of Packet Data GSN Intercept Product is based on duplication of packets without
modification at 3G GSN. The duplicated packets with additional information in a header, as described in 7.2.1, are sent
to DF3 for further delivery to the LEA.

3G GSN
other
Target < party
Duplicator of
packets
v
Delivery
Function 3
| LEA |

Figure 20: Configuration for interception of Packet Data GSN product data

7.2.1 X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the 3G
GSN to the DF3in order to allow the DF3 to perform its functionality:

- target identity;

- correlation number;

- time stamp - optional;

- direction (indicates whether T-PDU isMO or MT) - optiond,;

- thetarget location (if available) or the |Asin case of |ocation dependent interception.
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Asanational option, in the case where the 3G GGSN is performing interception of the content of communications, the
target is handed off to another SGSN and the same 3G GGSN continues to handle the content of communications
subject to roaming agreements, the 3G GGSN shall continue to perform the interception of the content of
communication.

If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then the GGSN
shall perform the interception of the content of communications.

7.3 Provision of Intercept Related Information

7.3.0 General

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context
Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Serving System, Packet
Data Header Information, and SM S events.

Other HLR, Non-Local ID targeting for SMS (e.g. based on traffic analysis), LI LCS Client related and Serving System
events reporting are national options.

Packet Data Header Information reporting is a national option.

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
occurs, the 3G GSN, LI LCS Client or the Home Location Register (HLR) sends the relevant data to the DF2. For
Packet Data Header |nformation reporting, a 3G GSN either isolates the relevant data and sends it to the DF2 or sends
the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant datato the
DF2.

See clause 7A for multi-media Intercept Related Information produced at the CSCF.

LI LCS Client |
HLR |

Target —7 9 3G GSN «—>»| other

\ |

Delivery
Function 2

'

LEMF

Figure 21: Provision of Intercept Related Information

7.3.1 X2-interface

The following information needs to be transferred from the 3G GSN, LI LCS Client or the HLR to the DF2 in order to
allow aDF2 to perform its functionality:

- target identity (MSISDN or E. 164 number for Non-Local ID, IMSI, IMEI);

- events and associated parameters as defined in clauses 7.3.2 and 7.4 may be provided;
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- thetarget location (if available) or the |Asin case of location dependent interception;

- Correlation number;

- Quality of Service (QoS) identifier;

- Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using areliable transport mechanism.

The 3G GSN detects packets containing packet data header information in the communications path but the information
needed for Packet Data Header Information reporting may need to be transferred from the 3G GSN either directly to the
DF2 or viaanother entity in order to allow the DF2 to perform its functionality.

7.3.2 Structure of the events

There are several different eventsin which the information is sent to the DF2 if thisis required. Details are described in
the following clause. The events for interception are configurable (if they are sent to DF2) inthe 3G GSN, LI LCS
Client or the HLR and can be suppressed in the DF2.

Thefollowing events are applicable to 3G SGSN:
- Mobile Station Attach;
- Mobile Station Detach;
- PDP context activation;
- Start of interception with mobile station attached (national option);
- Start of intercept with PDP context active;
- PDP context modification;
- PDP context deactivation;
- RA update;
- SMS;
- Packet Data Header Information.
NOTE: Void

3G GGSN interception is anational option. Location information may not be available in this case. If interceptionis
performed at the 3G GGSN, then Packet Data Header Information reporting shall also be performed at the 3G GGSN
and not at the 3G SGSN.

If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then both the
SGSN and the GGSN shall perform the interception of intercept related information.

When the SGSN connects an UE to a S-GW through the S4 interface (TS 23.060 [10]), the SGSN is not required to
report events PDP context activation (successful), Start of intercept with PDP context active, PDP context modification,
PDP context deactivation; the SGSN shall report unsuccessful PDP context activation event.

Thefollowing events are applicableto the 3G GGSN:
- PDP context activation;
- PDP context modification;
- PDP context deactivation;
- Start of interception with PDP context active;

- Packet Data Header Information.
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Thefollowing events are applicableto the HLR:

Serving System;

HLR subscriber record change;
Cancel location;

Register location;

Location information regquest.
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Thefollowing LAL S Reports are applicable to Packet Data services (see Clause 19):

Report for LALS Target Positioning;

Report for LALS Enhanced Location for IRI.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the
information from 3G GSN, LI LCS Client or HLR to DF2, perhaps viaa MF in the case of Packet Data Header
Information. Available |Es from this set of elements as shown below can be extended in the 3G GSN or HLR, if thisis
necessary as a national option. DF2 can extend available information if thisis necessary as a national option e.g. a
unique number for each surveillance warrant.
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Table 2: Information Elements for Packet Data Event Records
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Observed MSISDN

MSISDN of the target.

Observed IMSI

IMSI of the target.

Observed IMEI

IMEI of the target, it shall be checked for each activation over the radio interface.

Old observed MSISDN

Old MSISDN of the target before a change.

Old observed IMSI

Old IMSI of the target before a change.

Observed Non-Local ID

Event type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with
PDP context active, PDP context deactivation, SMS, Serving System, Packet Data Header Information, Cell and/or
RA update, HLR subscriber record change, Cancel location, Register location, Location information request. In case
of LALS report the event type is absent.

Event date

Date of the event generation in the 3G GSN or the HLR, or the report generation in the LI LCS Client.

Event time

Time of the event generation in the 3G GSN or the HLR, or the report generation in the LI LCS Client. Timestamp
shall be generated relative to GSN or HLR internal clock.

PDP address

The PDP address of the target. Note that this address might be dynamic. In case the PDP type is IPv4v6, the
parameter may carry two IP addresses.

Access Point Name

The APN of the access point. (Typically the GGSN of the other party).

Location Information

Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN or
present in the LI LCS Client at the time of event record production. Country and network IDs can be considered as
location information.

Old Location Information

Location Information of the subscriber before Routing Area Update

PDP Type

The used PDP type.

Correlation Number

The correlation number is used to correlate CC and IRI.

SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre
address.

Network Element Identifier

Unique identifier for the element reporting the ICE.

Failed attach reason

Reason for failed attach of the target.

Failed context activation reason

Reason for failed context activation of the target.

1As

The observed Interception Areas.

Initiator

The initiator of the PDP context activation, deactivation or modification request either the network or the 3G MS.
SMS Initiator

SMS indicator whether the SMS is MO or MT or undefined.

Deactivation / termination cause

The termination cause of the PDP context.

QoS

This field indicates the Quality of Service associated with the PDP Context procedure.

Serving System Address

Information about the serving system (e.g. serving SGSN number or serving SGSN address).

NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI identifying a PDP Context in a mobility management context
specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks
when the GGSN is used as element of the PDG according TS 23.234 [14], Annex F.

ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in TS 29.060 [37].
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Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

Destination Port Number

The port number of the destination of the IP packet.

Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).
Packet Count

The number of packets detected and reported (for a particular summary period).

Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of
session)

Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)
Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

Source Port Number

The port number of the source of the IP packet.

Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the
Payload Length fields of the IPv6 packets.

Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.
Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.
Other update:

Carrier specific information related to its implementation or subscription process on its HLR.
IMSI or MSISDN change type

Identifies the type of subscriber information change in the HLR.

Previous serving system identifier

The VPLMN ID of the previous serving system.

Current serving system identifier

The VPLMN ID of the current serving system.

Requesting network identifier

Is the identifier (including country identifier) of the network requesting the target's location.
Requesting node type

Identifies the type of node in the requesting network that is requesting the target's location.
location error code

LALS positioning error identification code

7.4 Packet Data related events

7.4.1 Mobile Station Attach

For attach an attach-event is generated. When an attach activation is generated from the mobile to serving 3G G SN this
event is generated. These elements will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Location Information
Failed attach reason

IAs (if applicable)
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7.4.2 Mobile Station Detach

For detach a detach-event is generated, thisis for the common (end) detach. These elements will be delivered to the

DF2 if available:

7.4.3 Packet Data PDP context activation

ETSI TS 133 107 V14.2.0 (2017-07)

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Location Information

IAs (if applicable)

When a PDP context activation is generated a PDP context activation-event is generated. These elements will be

delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation number

IAccess Point Name

PDP Type

Network Element Identifier

Location Information

Failed context activation reason

IAs (if applicable)

Initiator (optional)

QoS (optional)

NSAPI (optional)
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7.4.4  Start of interception with PDP context active

ETSI TS 133 107 V14.2.0 (2017-07)

This event will be generated if interception for atarget is started and if the target has at |east one PDP context active. If
more than one PDP context is open, for each of them an event record is generated. These elements will be delivered to

the DF2 if available:

Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation number

IAccess Point Name

PDP Type

Network Element Identifier

Location Information

Old Location Information (optional)

IAs (if applicable)

QoS (optional)

Initiator (optional)

NSAPI (optional)

Presence of the optional Old L ocation Information field indicates that PDP context was already active, and being
intercepted. However, the absence of this information does not imply that interception has not started in the old location

SGSN for an active PDP context.

Start of interception with PDP context active shall be sent regardless of whether a Start of interception with mobile
station attached has already been sent.

7.45 Packet Data PDP context deactivation

At PDP context deactivation a PDP context deactivation-event is generated. These elements will be delivered to the

DF2 if available:

Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation number

IAccess point name

Network Element Identifier

Location Information

IAs (if applicable)

Deactivation cause

Initiator (optional)

NSAPI (optional)

ULI Timestamp
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7.4.6 RA update

For each RA update an update-event with the elements about the new location is generated. New SGSN shall send the
event, and the old SGSN may optionally send the event as well. These elements will be delivered to the DF2 if
available:

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Location Information (only for the new SGSN)
Old Location Information (only for the old SGSN)
IAs (if applicable)

NOTE: Oncetarget moves out of the interception area, an RAU event reported by the old SGSN may not be
comprehensive since normally, the old SGSN does not receive the new SGSN's RAI, while the new
SGSN does receive the old SGSN's RAI from UE with the RAU Request message.

7.4.7 SMS

For SMS-MO, the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall
occur in the following cases:

- when the 3G SGSN receives the SMS from the target M S, or when the 3G SGSN detects that an SMSisto the
Non-Local ID target.

- when the 3G SGSN receives notification that the SM S-Centre successfully received the SM S that was originated
from the target MS, or sent to the Non-Local 1D target.

For SMS-MT, the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall
occur in the following cases:

- when the 3G SGSN receives the SM S from the SMS-Centre when the SM S was originated from a Non-Local ID
target, or will have to be sent to atarget MS.

- when the 3G SGSN receives notification that recipient MS has received the SM S successfully. Therecipient MS
isthetarget MS when the SMSis sent to the target. The recipient MS may not be the target when the SMS was
originating from aNon-Local 1D target.

These elements will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI
Observed IMEI
Observed Non-Local ID
Event Type

Event Time

Event Date

Network Element Identifier
Location Information
SMS

SMS Initiator

IAs (if applicable)

7.4.8 Packet Data PDP context modification

This event will be generated if an active PDP context for the target is modified. These elements will be delivered to the
DF2if available:
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Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation number

IAccess Point Name

PDP Type

Network Element Identifier

Location Information

IAs (if applicable)

Initiator

QoS

7.4.9 Serving System

The Serving System report event is generated at the HLR, when the HLR has detected that the target has roamed. The
elements will be delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Serving System Address

7.4.10 Start of interception with mobile station attached

This event will be generated if interception has started for the already attached target. These elements will be delivered

to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Location Information

IAs (if applicable)

7.4.11 Packet Data Header Information

7.4.11.0 Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basisor in a

summary report.

7.4.11.1 Packet Data Header Report

Thisevent is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by
each packet sent or received by the target. These elements will be delivered either directly to DF2 or via another

network entity if available:
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Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party
Event Type

Event Time

Event Date

Correlation Number

IAccess Point Name

PDP Type

Network Element Identifier
Source IP Address

Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)

7.4.11.2 Packet Data Summary Report
This event is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination IP Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow label, if the packet isIPv6

2) summary information for the number of packets and bytes transmitted or received by the target for each unique
packet flow within a PDP context, and

3) the date and the time of the first and last packets associated with that packet flow. A packet flow is defined asthe
6-tuple of source/destination |P address/port number and the layer 4 protocol, and PDP Context.

I P addresses and the I P next-layer protocol are always reported, the flow label is reported if the packet is |Pv6,
and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (PDP context) and packet flow, and is
triggered by one of the following:

- start of a packet flow associated with a PDP Context

- aninterim report for a packet flow associated with a PDP Context is to be reported

- end of apacket flow associated with a PDP Context (including end of the PDP Context itself).
An interim report can be triggered by

- Theexpiration of aconfigurable timer per intercept (called a Summary Timer). The Summary Timer is
configurable in units of seconds;

- A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or viaan MF for each packet flow if available:
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Observed MSISDN

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type

Event Time

Event Date

Correlation Number

IAccess Point Name

PDP Type

Network Element Identifier

Source IP Address

Source Port Number

Destination IP Address

Destination Port Number

Transport Protocol (e.g., TCP)

Flow Label (IPv6 only)

Summary Period

Packet Count (for this summary period)
Sum of Packet Sizes (for this summary period)

If the packets are |Pv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field
of each packet as specified in IETF RFC 791[39].

If the packet is 1Pv6, the sum of all observed packet sizesis the sum of the values contained in the Payload Length field
for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be
sent.

7.4.12 HLR subscriber record change

This event will be used to report any change of association between IMSI or MSISDN of the target.

The following elements, such as old and new IMSI or MSISDN will be delivered to DF2, if available:

New observed MSISDN

New observed IMSI

Old observed MSISDN

Old observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HLR id...)
IMSI or MSISDN change type

Other update: carrier specific

7.4.13 Cancel location

This event "Cancel Location” will be used to report to DF2 when HLR send to SGN one cancel location or purge to
serving system.

The following elements such as the previous serving system of the target will be delivered to DF2:

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HLR 1d...)

Previous serving system identifier (VPLMN id...)
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7.4.14 Register location

This event will be used to report one update location message to the HLR for atarget. The elements of previous and
current serving system ID will be delivered to DF2, if available:

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HLR id...)
Previous serving system identifier (Previous
\VPLMN id)

Current serving system identifier (Current
VPLMN id)

7.4.15 Location information request
This event will be used to report any location information of the target request activity.

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to
DF2, if available:

Observed MSISDN

Observed IMSI

Requesting network identifier (country identifier
included)

Requesting node type

Event Type

Event Time

Event Date

Network Element Identifier (HLR id...)

7.4.16 Void

7.5 Void

7.6 Interception of the Multimedia Messaging Service (MMS)

The Multimedia Messaging Service (MMYS) is a service running over the 3GPP PS-domain. Both mobile originating and
mobile terminating MM S messages must pass through PS domain GSN nodes en route to or from Multimedia Message
Service Centres (MM SCs). Therefore, interception of MM S messages shall be performed at the GSN in exactly the
same way as for other PS-domain bearer services.

The GSN is not responsible for recovering individual MM S messages from the user PDP context | P stream.

No MMS specific HI2 records are defined to be delivered to the LEMF over the DF2 other than those listed in
clause 7.4 of this specification. CC records shall be sent to the LEMF over the DF3 as specified in clause 7.3.

Interception of a user PDP context IP stream will occur as described in clause 7.2. Such a stream may or may not
contain MM S messages.
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TA Invocation of Lawful Interception for Packet Data
Multi-media Service

7A.1 Provision of content of communications

Interception of the content of communications for GSN packet data servicesis explained in clause 7.2.. Activation and

invocation of lawful interception for multi-media service only at the CSCF(s) does not produce interception of content

of communications. Consequently, a separate activation and invocation of lawful interception must occur at a node that
has access to the CC (e.g., in case of GPRS/ UMTS (PS domain) interception of CC occurs at the GSN).

Interception at the GSN isonly possible for abasic call. For the interception of content of communications of IMS-
based voice servicesincluding CC for forwarded and transferred calls, refer to clause 15.

7A.1.A Decryption for IMS Media Plane Security

This clause describes how the TSP can meet the national requirementsin Clause 5.1.2 of TS 33.106 [7] to deliver
intercepted communications decrypted when the TSP uses TS 33.328 [25] IMS Media Plane Security options. If an
ICE, in TSP IMS network using Security options TS 33.328 [25], alows interception of Content of Communication in
clear then this clause does not apply.

If Session Description Protocol (SDP) Security Descriptions for Media Streams (SDES) is used, the DF2 shall identify
the SDES keys from the SDP offer and SDP answer messages and provide the DF3 with the necessary SDES related
parameters. In this case, the DF3 shall perform the decryption prior to delivery to the LEMF. For the CC delivered to
the LEMF in adecrypted form, the DF2 shall remove the SDES keys when present from the SDP offer and SDP answer
messages sent to the LEMF over HI2. The interface between the DF2 and DF3 to support the transfer of session keysis
outside the scope of this specification.

When SDES is used in end-to-access edge mode, the P-CSCF shall intercept SDES keys from SDP messages and shall
deliver them to the DF2.

If aKey Management Service (KMS) and Multimedia Internet KEYing ticket (MIKEY -TICKET) is used, the TSP may
use the mechanism as defined in Clause 7A.7.1, which results in the DF2 receiving the sessions keys needed to decrypt
the intercepted communications. Clause 7A.7.1 defines that the DF2 delivers the keysto the LEMF as IRl in order for
the LEMF to decrypt the intercepted traffic.

If the network is to decrypt the content of communications prior to delivery to the LEMF viaHI3, the DF2 shall provide
the DF3 with the sessions keys as defined in Clause 7A.7.1 instead of to the LEMF. In this case, the DF3 shall perform
the decryption prior to delivery to the LEMF. The interface between the DF2 and DF3 to support the transfer of session
keys s outside the scope of this specification.

7A.2  Provision of IRI

7A.2.1 Provision of IRl with SIP messaging

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in
figure 22 below, all SIP messages executed on behalf of atarget are subject to intercept at the S-CSCF and Optionally
P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFsand S-
CSCFswith SIPURI, TEL URI, or IMEI target identifiers. For Non-Local 1D interception, the target identifiers are SIP
URI or TEL URI. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal
across the HI2 interface.

For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the
visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home
Network, interception at the P-CSCF shall be Optional, subject to national regulation. When S8HR is the roaming
architecture, the P-CSCF islocated in the HPLMN. Refer to clause 20 for the description of related lawful interception
capabilities.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 65 ETSI TS 133 107 V14.2.0 (2017-07)

Target (€& P-CSCF l¢—p|{ S-CSCF |¢«—»| Other

!

LEMF

Figure 22: Provision of Intercept Related Information for multi-media

When Non-Local 1D interception is required for incoming calls, |CE shall trigger interception by target id in any of the
SIP headers used to identify the calling party information and redirecting party information present in the incoming SIP
message. The examples are: P-Asserted I1d, From headers and History-Info, Diversion headers.

When Non-Local 1D interception is required for outgoing calls, ICE shall trigger interception by target id in any of the
SIP headers used to identify the called party information present in the outgoing SIP message. The examples are:
Request URI and To headers.

7A.2.2 Provision of IRl with XCAP messages

The AS that store the X CAP data of the target shall intercept and transmit to the DF2 any X CAP based messages related
to actions by the target, related to the supplementary service and other target's service settings, defined in
TS 24.623 [55]:

- onthe Ut interface,
- onother interface to any AS with XCAP server capability that uses XCAP protocol.
The DF2 will encapsulate the information as an IRI to the LEMF.

NOTE 1: The XCAP services separation through XCAP filtering or the application of Operator Policy function for
national regulation is outside of the scope of this specification as an implementation issue.

Every successful or unsuccessful IMS supplementary services setting modification management request and response
between UEs and IM S service nodes, or from other access to the target's XCAP servers shall be reported. In case of IRI
only, any filtering of X CAP messages based on operator policy or national regulation is for further studies.

NOTE 2: Report of eventsrelated to target's X CAP data and resources access by non X CAP protocol are for further
studies.

7A.2.3 Provision of IRl with Diameter messages related to HSS

7A.2.3.0 General
National regulations may require IRI produced by a Delivery Function 2 associated to the HSS.
Intercept Related Information (Events) are listed as follows:

- Serving System;

- When IMPU or IMPI is changed in a HSS subscriber record change

- Registration termination
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- Location information request.

Table 7A.2.3.0 below shows the set of information that may be associated with the eventsif available. The events
trigger the transmission of the information from the HSS to DF2.
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Table 7A.2.3.0: Information Elements for HSS Event records

New observed MSISDN or Tel URI or SIP URI
Target Identifier with the MSISDN, Tel URI or SIP URI of the target (if available).
New observed IMSI
Target Identifier with the IMSI of the target.
New observed IMEI
Target Identifier with the IMEI of the target (if available).
Old observed MSISDN or TEL URI or SIP URI of the target (if available)
Old observed IMSI of the target (if available)
Old observed IMEI of the target (if available)
Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter
message)
Event type
Description which type of event is delivered: Location update, HSS subscriber record change, Serving System,
cancel location, register location, location information request.
Event date
Date of the event generation in the HSS.
Event time
Time of the event generation in the HSS.
Any other IMPU or IMPI
Any IMPU or IMPI that could be in the diameter message to or from the HSS.
Node id
Number of the MME, SGSN, PGW or AAA, which could be in the diameter message to or from the HSS.
Network Code (Country Code included)
In case of roaming, the country code and the network code of the serving network, or of a third network in the
diameter message to or from the HSS (AVP name such as Visited-PLMN-Id)
Request direction
Information if the serving node is requesting to the HSS, or requested by the HSS
Network Element Identifier
Unique identifier for the element reporting the ICE.
Location Information
Location information is the service area identity and/or location area identity that is present at the HSS at the time
of event record production.
Country and network IDs may be considered as location information.
In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking
Area ldentity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the TS 23.272 [30].
Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP)
Current-Location AVP
Requested Domain AVP
Other update:
Carrier specific information related to its implementation or subscription process on its HSS.
Any User-Data (AVP Name):
any change in the profit and identities of the target (if available in the Diameter message)
Any Associated-ldentities (AVP Name):
any change of any associated identities of the target
Request direction :
Information if the serving node is requesting to the HSS, or requested by the HSS.
Other update:
carrier specific of target's data that are in the intercepted diameter messages
Other Public User Identities
Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)
Requesting node identifier (| CSCF; AS)
They are interfaced directly in the HSS and transmitting a diameter message from a network
Requesting network node identifier
They are such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is included in such
request) that are in the different diameter messages related to location request for information (to route the right
SMS or Call attempt, or GMLC based location request, to the right node on which is attached the target.)
Requesting node type
It indicate the type of node that do request the location of the target (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)
(if available)
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7A.2.3.1 Serving system

The Serving System report event is generated at the HSS, when the HSS has detected that the target has roamed during
its registration process.

Such events could be mainly triggered by Diameter messages such as:

- Through Cx interface, Query and Select Pull in case of command of User-Authorization-Request from [-CSCF
to HSS: seeclause A.2 of TS 29.228 [62];

- Through Cx interface, AuthDataReq in case of command of Multimedia-Authentication-Request from S-CSCF
to HSS: seeclause A.2 of TS 29.228 [62];

- Through Shinterface, Pull in case of User-Data-Request from AS (with interworking to AS from target) to HSS:
see clause A.2 of TS29.328 [63].

- Through Cx interface, Server-Assignment-Request in case of command of S-CSCF to HSS (see clause A.2 of
TS 29.228[62]);

- Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of
TS29.273[24], and clause 5 of GSMA IR.61 [65]).

The elements of table 7A.2.3.1 will be delivered to the DF2 if available.

Table 7A.2.3.1: Information Elements for Serving System Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Serving System Address (AVP name such as Visited-PLMN-Id)
IAny other IMPU or IMPI of the target (if available)

7A.2.3.2 HSS subscriber record change

This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPU/IMPI/TEL
URI/ SIP URI, or IMEI of the target. It isinduced mainly by Subscriber Profile management by the HSS or the CSP
administration tools through the HSS.

Such events could be mainly triggered by Diameter messages such as:

- Through Shinterface, Pull Resp in case of command of User-Data-Answer from HSSto AS, see clause A.2 of
TS29.328[63];

- Through Sh interface, Update Resp in case of command of Profile-Update-Answer from HSSto AS, see clause
A.2 of TS29.328 [63];

- Through Shinterface, Subs-Notif Resp in case of command of Subscribe-Notifications-Answer from HSSto AS,
see clause A.2 of TS29.328[63];

- Through Shinterface, Notif Resp in case of command of Push Notification-Answer from AS to HSS, see clause
A.2 of TS29.328 [63];

- Through Cx interface, Update_Subscr_Data Resp in case of command that update the target profile from S-
CSCF to HSS. The message may include the elements, such asold and new IMSI or MSISDN/TEL URI/SIP
URI or IMEI: see clause A.2 of TS 29.228 [62];

- Through Cx interface, Push-Profile-Answer This message is sent by the HSS to S-CSCF to update profileon S-
CSCF if profileis changed by administrator at HSS: see clause A.2 of TS 29.228 [62];

- Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see
clause A of TS29.273[24].
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The elements of table 7A.2.3.2 will be delivered to DF2, if available.

Table 7A.2.3.2: Information Elements for Subscriber Record Change Event

New observed MSISDN or TEL URI or SIP URI

New observed IMSI

New Observed IMEI (if available)

Old observed MSISDN

Old observed IMSI

Old observed IMEI (if available)

IAny User-Data (AVP Name): any change in the profit and identities of the target (if
available in the Diameter message)

IAny Associated-Identities (AVP Name): any change of any associated identities of
the target

Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

Request direction

Information if the serving node is requesting to the HSS, or requested by the HSS.
Other update: carrier specific.

NOTE: The change of IMEI can be detected by the HSS. Automatic Device Detection function clause 7.4 of
TS22.101 [60], can cause the IMEI to be notified to HLR especially in case of update location service,
clause 8.1.2 TS 29.002 [61].

7A.2.3.3 Registration Termination

This event "Registration Termination” will be used to report to DF2 when HSS send to S-CSCF or 3GPP AAA Server.
It isthe equivalent of cancel location or purge to serving system in CS domain. This kind of event isinduced by the
registration of the target. The event will be triggered by the following Diameter messages.

- Through Cx interface, Server-Assignment-Request indicating deregistration from S-CSCF to HSS: see clause
A.2 of TS29.228 [62];

- Through Cx interface, Registration-Termination- Request from HSS to S-CSCF: see clause A.2 of
TS29.228 [62];

- Through SWx interface, Server-Assignment-Request indicating deregistration from 3GPP AAA Server to HSS:
see clause A of TS29.273 [24];

- Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of
TS29.273[24].

The elements of table 7A.2.3.3 such as the previous serving system of the target will be delivered to DF2.

Table 7A.2.3.3: Information Elements for Registration Termination Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Event Type

Event Time

Event Date

Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if
available)

Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if
available)

Network Element Identifier (HSS Id...)

Previous serving system identifier (VPLMN id...) (if available)
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7A.2.3.4 Location Information request

This event will be used to report any location information request on the target by a node to HSS. A location
information request could be generated by an IP-SM-GW AS (asan SM S Centre) or GMSC or SGSN or MME from
another Network through a diameter request transmitted by either an AS or the | CSCF of the home network to the HSS
of the target. The event will be triggered by the following Diameter messages:

- Through Shinterface, User Data Request with content related to update location from AS to HSS, see clause A.2
of TS29.328[63] and TS 29.329 [66];

- Through Cx interface, Location Info Request from | CSCF to HSS; see clause A.2 of TS 29.228 [62].

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, of table 7A.2.3.4 will
be delivered to DF2, if available.

Table 7A.2.3.4: Information Elements for Location Information Request Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Requesting node identifier (| CSCF; AS)

Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id
GMLC Id (country identifier included),

Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)
Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IAny other IMPU or IMPI (if available)

7A.2.4 Provision of IRl for WebRTC

The enhanced P-CSCF (eP-CSCF) shall adhereto all LI requirements pertaining to the P-CSCF described in clause
7A.2.1. Any additional LI requirements pertaining to the support of WebRTC Interworking, as specified in
TS 23.228 [43], that only apply to the eP-CSCF are described distinctly.

WebRTC Web Server Function (WWSF), if provided by the CSP, isan ICE that is used to copy and transmit viathe DF
to the LEMF the IP address and port used by the target as viewed by the WWSF. This IP address may be a public or
private address depending on how the target accesses the WWSF.

WebRTC Authorisation Function (WAF), if provided by the CSP, isan I CE that creates a time-stamped authentication
event associated with the target including relevant information such as the user's identity provided to the WAF.

Further details of the WWSF and WAF are FFS.

7A.3 Multi-media events

7A.3.0 General

- All SIP messagesto or from atarget, and all SIP messages executed on behalf of atarget for multi-media session
control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to
trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant
information from being reported to DF2.

- Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or
executed on behalf of atarget then the CSCF shall report both the original message and the modified message
to the DF2.

- Where a CSCF which provides lawful interception changes identities within a SIP message ( e.g. IMPI/IMPU
changes or due to call forwarding etc.) and the new identity is the target, then both the original and modified
SIP messages shall be reported to DF2.
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- Where a CSCF which provides lawful interception changes identities within a SIP message (e.g. IMPI/IMPU
changes or dueto call forwarding etc.) and the new identity is not the target, then both the origina and
modified SIP messages shall be reported to DF2.

P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF residein the
same network, however, this standard does not require nor prohibit redundant information from being reported to
DF2.

Non-Local ID interception will be made by S-CSCF or P-CSCF (optional in a non-roaming case, and mandatory
in the roaming case when LBO approach is used as the roaming architecture). As national option, the
interception functions may also be provided by the IBCF or MGCF for a non-roaming case. Of the two
approaches S-CSCF/P-CSCF Vs IBCF/MGCF used for non-roaming case, only one approach is required to be
supported within a CSP's network. With SBHR as the roaming architecture, the Non-Local ID interception in the
VPLMN will be made by the LMISF (see clause 20).

For interception of incoming calls of Non-Local ID, any of the SIP headers used to identify the calling party
information and redirecting party information present in the incoming SIP message. The examples are: P-
Asserted |d, From headers and History-Info, Diversion headers.

For interception of outgoing calls of Non-Local ID, any of the SIP headers used to identify the called party
information present in the outgoing SIP message. The examples are: Request URI and To headers.

The IRI should be sent to DF2 with areliable transport mechanism.

Correlation for SIP to bearer shall be supported within the domain of one provider.
An intercepted SIP event sent to DF2 is shown below:

- Observed SIP URI

- Observed TEL URI

- Observed IMEI (Not in the case of Non-Local 1D interception)

- Event Time and Date

- Network element identifier

- SIP Message Header

- SIP Message Payload

- VPLMNID

NOTE 1: The Observed IMEI is obtained from the +sip.instance.id of the intercepted SIP message (as defined in

TS 24.229 [49)).

All IMS XCAP messages to or from atarget for multi-media or supplementary services are intercepted by the
AS, or the group of ASin charge to transmit, manipulate and store any IMS X CAP of that target. The data have
to be transmitted either "en clair” or encrypted with all elementsto let the LEMF decrypt the data. The generated
IRI should be sent in any case to DF2.

NOTE 2: The datarelated to X CAP management and the X CAP documents modification of the target, as

supplementary services, or as the 3GPP or OMA presence services (TS 24.141 , OMA Presence SIMPLE
specification and IETF RFC 4827), are reported through the DF2. However, these are points are currently
not covered:

1) other data (XCAP management and the XCAP documents modification by the target) to be
transmitted but related to other multimedia services,

2) the case of XCAP messages that are based on different interfaces than Ut interface;
3) the specific architecture related to encrypted data;
4) Detailed XCAP events, related to authentication.

An intercepted X CAP report sent to DF2 is shown below:
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- Observed SIP URI or Tel URI, based on XUI (described in IETF RFC 4825 [56]) or information in the
XCAP payload (if available).
- Observed XUI or any other identities (if available).
- Event Time and Date.
- Network element identifier.
- XCAP Message (the entire elements of the HTTP Header and the X CAP payload).
NOTE 3: Void.

The interpretation of XCAP messages, such as HTTP request through the Ut interface between the target's UE and
related X CAP server may sometime be insufficient to let the LEA to understand what was modified as directed by the
UE, therefore alater HTTP response is needed to understand the success or failure of the request.

Specific Diameter messages, to or from or related to atarget, are intercepted by the HSS in charge of that target.
The generated IRI should be sent in any case to DF2. Events and IRI are described below:

Such events are:

- Serving System;

- WhenIMPU or IMPI is changed in a HSS subscriber record change;
- Registration termination

- Location information request.

Contents of such IRI report related to HSS sent to DF2, is shown below:
- Observed SIPURI or Tel URI or IMSI;

- Observed any other identities (if available);

- Event Time and Date;

- Network element identifiers;

- Network Identifier (if available and only in case of roaming)

- Target profile or data elements (if available).

7A.3.1 Mid IMS Session Interception

7A.3.1.0 General

Mid IMS Session interception functionality appliesin addition to other IMS L1 functional requirements as defined in
section 7A.

Where L1 is activated on atarget within a CSCF after an IM S session has already been established the CSCF shall do
one of the following;

- Where the CSCF has stored the media session information which occurred prior to the interception activiation,
the CSCF shall provide a"start of interception with IMS session” event message, to the DF2/MF over the X2
interface, including the parameter and information listed in table 7A.3.1, if available.

- Where the CSCF has not stored media session information which occurred prior to the interception activation,
the CSCF shall report all future SIP messages which the CSCF is able to identify as associated with an ongoing
target session. In this case, the event "start of interception with IMS session” is not applicable.

It isanational option whether the CSCF shall be mandated to store the necessary information to support reporting of
session establishment parameters, in order to support mid IMS session interception, or whether the CSCF shall only
report SIP messages which occur after the interception is applied and the CSCF is able to identify asrelated to an
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ongoing target session. If information is stored then it shall be possible to set a maximum storage time according to
national and/or operator requirements.

Table 7A.3.1 Start of interception with established IMS session event

Observed SIP URI

Observed TEL URL

Observed IMEI

Event type

Event Time

Event Date

Network Element Identifier

SIP message header offer (NOTE)
SIP message header answer (NOTE)
SDP offer

SDP answer

Correlation information

VPLMN ID

NOTE: Void.

The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers
during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.

The points above on requirements in this clause applicable to CSCF support of mid IMS Session interception, shall
apply to IBCF which incorporate | CE for Non-Local 1D interception.

7A3.1.1 SDES Media Security

If an SDES crypto attribute is included in the SDP, the DF2/MF forwards the "start of interception with IMS session”
event message to the LEMF over HI2 without additional key processing.

NOTE: The SDES Crypto attribute contains the cryptographic key required for decrypting the encrypted IMS
media.

If SDES mid session support is required then storing of mediainformation as per 7A.3.1 is mandatory.

7A.4  Multi-media Call State Control Service Scenarios

Annex C shows examples of the delivery of intercepted events and product under various call scenarios.

7A.5 Push to talk over Cellular (PoC)

PoC isaservice of the IMS Domain and interception is done according the definitionsin clause 7A.3. Interception of
CC isavailable with the current implementations in the GSNs.

7A.6 SMS over IMS

SMS over IMS shall be intercepted in accordance with normal IMS interception as described in 7A.3, aso for Non-
Local ID interception. SMSIRI (including originating and destination addresses, SM S direction, and SMS Centre
Address) are reported, if available, for IRI-only intercepts.

7A.7 LI for KMS based IMS Media Security

7A.7.1 LI Architecture and functions
KMS based IMS media security is specified in TS 33.328 [25]. The present clause specifies L1 architecture and

functions needed to provide session encryption keys generated by the KM Sto protect IMS media for a subscriber who
isatarget for interception in the IMS nodes. This section is applicable to the cases in which the KM S is under
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responsibility of the Operator providing the IM S network infrastructure. Other scenarios such as the one in which the
KMSisrun by an independent legal entity are outside the scope of this specification.

NOTE 1: It is FFS whether the Xk interface defined in this section can be used also by the LEMF to directly query
the KM S as an additional option.

NOTE 2: This section covers the scenario in which encrypted content of communication is provided to the LEMF
together with encryption keys, to allow decryption at LEMF.

Figure 7A.7.1 shows the LI architecture for the case in which decryption is performed by the LEMF and aKMSis used
to support IMS media security, with a Xk interface defined between the DF2/MF and the KM, in addition to the
interfaces and functional entities needed to support LI in the P-CSCF/S-CSCF.

[ HI1 X1 1

D10 Mediation ADMF i
(PP PO FAR FUI’ICtIOI’l i
X1 2
HI2 X2
Medigtion Delivery i P-CSCH
LEMF [ Function Function 2 ! S-CXF
1
[
Xk
KMS

Figure 7A.7.1: KMS Intercept configuration

When LI has been activated in the P/S-CSCF for atarget, the node will report SIP messages events on the X2 interface,
as specified in section 7.A and subsections. The DF2/MF shall extract from the intercepted SIP signalling the
information related to the encryption and send a request over the Xk interface to the KM S to derive the encryption keys;
the request will carry also the reference to the ticket transferred by the SIP signalling between the parties involved in the
communication. The KMS shall then, based on the information received from the DF2, resolve the ticket and provide
the session keysto the DF2/MF over the Xk interface.

7A.7.2 Signalling over the Xk interfaces and LI events
The following messages are defined over the Xk interface:

- get_keys

- get_keys response

The message get_keys shall be sent by the DF2/MF to the KM S in order to ask the KM S to provide session keys for an
ongoing communication.

The message get_keys response shall be sent by the KM S to the DF2/MF in order to provide the session keys.

The message get_key_response definesa LI event provided by the KM S to the DF2/MF which shall then be sent by the
DF2/MF to the LEMF in a proper IRI record over the HI2 interface.

Table 7A.7.2.1 provides the list of parameters, which shall be carried by the message get_keys, in order to transfer to
the KM S the information, as specified in TS 33.328 [25], needed to provide the session encryption keys:
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Table 7A.7.2.1: Parameters and information in message get_keys

Public KMS Identity of the target user
TRANSFER INIT
TRANSFER_RESP

Upon reception of get_keys message, the KM S shall verify that the key management information is related to the
targeted user.

A timer may be defined in the DF2/MF in order to specify the amount of time that the DF2/MF shall wait for the
response from the KM S. If this timer expires, afailure indication shall be sent to the LEMF.

Table 7A.7.2.2 providesthe list of parameters, which shall be carried by the message get_keys response, in order to
provide the DF2/MF with the session keys:

Table 7A.7.2.2: Parameters and information in message get_keys_response

Crypto Session ID

Session key

Salt

Failure indication (optional)

With reference to table 7A.7.2.2, in case of failure in providing any of the decryption information, the KMS may
provide a decryption failure indication.

Upon reception of get_keys response message or in case of timer expiry, the following information shall be provided to
the LEMF by the DF2/MF:;

- Lawful interception identifier

- Observed target identity(ies)

- Correlation number (in order to correlate the keysto IMS session under interception at the CSCF(s))

- Event type (session encryption keys available)

- Crypto Session ID (if provided by the KM S)

- Session key (if provided by the KMS)

- Sat (if provided by the KMS)

- MediaSec key retrieval failure indication (in case of e.g. timer expiry, or failure indication received from the

KMS).

7A.7.3 Cooperating KMSs

As specified in TS 33.328 [25], in some scenarios the parties involved in an encrypted IM S based communication may
use two different KMSs. In these cases, no additional L1 specific signalling between the KM Ss shall take place. The
KMS may need to cache the session keys retrieved as result of the ticket resolution for possible L1 needs at later stage.

7A.7.4 Security

Xk interface and its configuration shall only be accessible to authorized personnel.

The Xk interface shall have strong integrity and confidentiality protection. The Xk interface shall be protected by TLS
unless protected by I1Psec for LI purposes. TLS and certificate profiling shall be according to TS 33.310 [28]; IPsec
profiling shall be according to TS 33.310 [28] and TS 33.210 [29].
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7A.7.5 Start of interception for an already established IMS media secured
session

Thisfunction isinvoked when L1 is activated in the network for atarget who has aready established an IMS session
with secure media.

In order to provide information needed to decrypt the content of communication, the LI function in the CSCFs needsto
have access to SDP information and SIP headers exchanged in the SIP signalling between the parties during the IMS
session setup for possible later retrieval in case LI is activated during the ongoing session.

With reference to fig. 7A.7.1, if LI is activated by the ADMF over the X1_1 interface for atarget, the CSCF shall check
if the given target has an ongoing IM S media secured session. In this case, the CSCF shall provide a" Start of
interception with established IMS session” event message to the DF2/MF over the X2 interface, as specified in section
7TA.3.1.

Upon reception of Start of interception with established IM S secure session event, the DF2/MF shall check if a
MIKEY-TICKET isincluded in the SDP. In this case the DF2/MF, in addition to forwarding the event to the LEMF
over HI2, shall contact the KM S to resolve the ticket and retrieve the session keys and additional encryption related
information as specified in in section 7A.7.2.

7A.8 IMS IMEI Interception

The use of Instance ID in TS 24.229 [49] is mandatory in IMSin order to support IMEI based L1 in the CSCF. The
CSCF isrequired to have access to the Instance IDs for al active IMS registrations regardless of whether L1 has been
requested prior to UE registration for agiven IMEI. The CSCF shall be responsible for extracting the IMEI from the
Instance ID where required for a specific target interception and providing the IMEI to the DF2. The IMEI (when
available) shall be provided by the CSCF to the DF2 for all intercepted communication regardless of whether the IMEI
or another identifier has been used as the target for interception.

Based on the national regulations, IMEI-based L1 shall be possible for IM S sessions originated from, or terminated to,
the UE with that IMEI.

7A.9  Constraints for IMS VolP Roaming Interception

National regulations may limit delivery of communications (CC and communications-associated IRI) of an outbound
international roaming target by the HPLMN as described in clause 5.1.4 of TS 33.106 [7].

If roaming interception is allowed, IMS Vol P interception and delivery to the LEMF by the HPLMN shall proceed
normally as described el sewhere in this specification when the target is roaming outside the country as well as when the
target is within the country.

If roaming interception is not allowed and it is determined that the target is outside the country, the HPLMN shall act as
follows:

The HPLMN shall report IRI and CC for IMS Vol P sessions where the target is hot participating in the IMS Vol P
services which can be the result of the activation, invocation, or operation of any supplemental servicesthat are
performed entirely by the HPLMN. This can include invocation before an IMS VoI P session, at the beginning of an
IMS VoIP session, mid IMS VolIP session, or at the end of an IMS Vol P session. Examples of such supplemental
services include diversion services such as call forwarding (all calls, busy calls, etc.). Services where the target is till
participating in the IMS Vol P session would not be reported (e.g., call hold, conferencing).
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8 Security

8.0 General

The security requirements are valid for the whole Lawful Interception system, i.e. rules and procedures shall be used for
all involved entities, such as 3G GSN and the DF.

8.1 Administration security

The administration of the L1 function, i.e. Activation, Deactivation and Interrogation of Lawful Interception, in the
3G ICEs and the DFs shall be done securely as described below:

- It shall be possible to configure the authorised user access within the serving network to Activate, Deactivate and
Interrogate Lawful Interception separately for every physical or logical port at the 3G ICEs and DF. It shall be
possible to password protect user access.

- Only the ADMF is allowed to have access to the L1 functionality in the 3G ICEs and DF.

- The communication links between ADMF, 3G GSN, 3G MSC Servers or any | CEs of this specification, LI LCS
Client, CSCF, DF2, and DF3 may be required by national option to support security mechanisms. Options for
security mechanisms include:

- CUG/VPN;

- COLP;

- CLIP,

- authentication;
- encryption.

Through the use of user access restrictions, no unauthorised network entities or remote equipment shall be able to view
or manipulate LI datain the 3G GSN, 3G MSC Server, LI LCS Client, CSCF, 3GPP ICE, any 3GPP nodes, and
Administration nodes of this specification or the DFs.

8.2 IRI security

8.2.1 Normal operation
The transmission of the IRI shall be done in a secure manner.

When DFs are physically separate from the 3G | CEs or any nodes described in this specification for IRI creations, the
X2-interface may be required by national option to support security mechanisms. Options for security mechanisms
include:

- CUG/VPN;

- COLP;

- CLIP,

- authentication;

- encryption.
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8.2.2 Communication failure

Depending on the national law in case of communication failure IRI may be buffered in the 3G INEs or other node
elements used in this specification. After successful transmission of IRl the whole buffer shall be deleted. It shall be
possible to delete the content buffer viacommand or atimer, in an un-restorable fashion.

8.3 CC security

The transmission of the CC shall be done in a secure manner.

When DFs are physically separate from the 3G INEs or any other nodes used for interception mentioned in this
specification, the X3-interface may be required by national option to support security mechanisms. Options for security
mechanisms include:

- CUG/VPN;

- COLP;

- CLIP,

- authentication;
- encryption.

In case of transmission failure no buffering is required within the intercepting network.

8.4 Security aspects of Lawful Interception (LI) billing

Billing information may be suppressed or made available at the DFs and the ADMF. Billing information for Lawful
Interception shall be separated from "regular" billing data.

Billing data transmission to the Lawful Interception billing system may be done in a secure manner per national option.

In case of transmission failure billing-data shall be buffered/stored in a secure way. After successful transmission billing
data shall be deleted in an un-restorable fashion.

8.5 Other security issues

8.5.1 Log files

Log files shall be generated by the ADMF, DF2, DF3, 3G MSC Servers, or any 3GPP nodes of this specification, LI
LCS Client, CSCF and the 3G GSN. All log files are retrievable by the ADMF, and are maintained by the ADMF ina
Secure manner.

8.5.2 Data consistency

The administration function in the 3GMS or any nodes described in this specification shall be capable of performing a
periodic consistency check to ensure that the target list of target identitiesin all involved 3G MSC Servers or any 3GPP
nodes of this specification, L1 LCS Client, CSCFs, 3G GSNs in the 3GM S and the DFs contain the appropriate target
Ids consistent with the intercept ordersin the ADMF. The reference data base isthe ADMF data base.
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9 Invocation of Lawful Interception (LI) for 3GPP
WLAN interworking services

9.0 General

WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for
Release 12 onwards.

This clause 9 is therefore no longer maintained.

Figure 23 shows the extract from the reference configuration which is relevant for the invocation of the Lawful
Interception of the packet data 3GPP WLAN Interworking network.

HI2 : X2
IJ: Deliver
LEAs i
Function 3G
: ) _Deliver
i Function
HI X3
Figure 23: Functional model for invocation of Lawful Interception for 3GPP WLAN Interworking
Services

The HI2 and HI3 interfaces represent the interfaces between the LEA and two delivery functions. Both interfaces are
subject to national requirements. They are included for completeness, but are beyond the scope of this specification.

The delivery functions are used:
- to convert the information on the X2-interface to the corresponding information on the HI2 interface;
- todistribute the intercept related information to the relevant LEA(S);
- todistribute the intercept product to the relevant LEA(S).

Interception at a WAG applies for the roaming users where the PDG is not in the visited network.

For most WLAN Interworking cases, the Packet Data Gateway (PDG) handles the bearer level interception, specifically
interception of CC and IRI related to tunnel establishment and release in which case there is no need to perform
interception at a WAG. Thisincludes the case where the PDG isin the intercepting carrier's network (whether it be
home or visited). For the case where a visited network isto intercept WLAN related tunnel and the PDG for the tunnel
isnot in the visited network, the Wireless Access Gateway (WAG) is used to intercept the CC and IRI related to tunnel
establishment and release. It should be noted that the CC available at the WAG may be encrypted.

9.1 Provision of Intercept Product - Short Message Service

LI for SMSin the 3GPP-WLAN Interworking caseis described in Clause 7A 4.

9.2 Provision of Intercepted Content of Communications -
3GPP WLAN Interworking services

9.2.0 General

The access method for the delivering of 3GPP WLAN Interworking Intercept Product is based on duplication of packets
without modification at the PDG or WAG. The duplicated packets with additional information in the header, as
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described in the following sections, are sent to DF3 for further delivery. Note that CC available at the WAG islikely to
be encrypted.

PDG
other
Target | 4 barty
¥ Duplicator of
v packets
Delivery
FunctiQn 3
LEA

Figure 24: Configuration for interception of 3GPP WLAN Interworking product data

9.2.1 X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the
PDG or WAG to the DF3 in order to allow the DF3 to perform its functionality:

- target identity;

- correlation number;

- time stamp - optional;

- direction (indicates whether T-PDU isMO or MT) - optiond,;

- thetarget location (if available in the intercepting node).

9.3 Provision of Intercept Related Information

9.3.0 General

Figure 25 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
occurs, the PDG, WAG, or the AAA Server sends the relevant data to the DF2. Packet Data Header Information
reporting is a national option. For Packet Data Header Information reporting, a PDG/WAG either isolates the relevant
data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which
then provides the relevant data to the DF2.
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AAA Server

Other

PDG/WAG Party

A
A 4

Target

LEMF

Figure 25: Provision of Intercept Related Information

9.3.1 X2-interface

The following information needs to be transferred from the PDG, WAG or the AAA server to the DF2 in order to allow
aDF2 to perform its functionality:

- target identity (IMSI, NAI, or MSISDN);
- events and associated parameters as defined in section 9.3.2 may be provided;
- thetarget location (if available);
- Correlation number;
- Quality of Service (QoS) identifier (if available).
The IRI should be sent to DF2 using areliable transport mechanism.

The PDG/WAG detects packets containing packet data header information in the communications path but the
information needed for Packet Data Header Information reporting may need to be transferred from the PDG/WAG
either directly to the DF2 or via another network entity in order to alow the DF2 to perform its functionality.
9.3.2 3GPP WLAN Interworking LI Events and Event Information
The following events are applicable to AAA Server:

- I-WLAN Access Initiation;

- |-WLAN re-authentication,

I-WLAN Access Termination;

I-WLAN Tunnel Establishment;

[-WLAN Tunnel Disconnect;

- Start of Intercept with I-WLAN Communication Active;
The following events are applicable to the PDG and WAG:

- I-WLAN Tunnel Establishment;
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- I-WLAN Tunnel Disconnect;
- Start of Intercept with [-WLAN Communication Active.
- Packet Data Header Information.

A set of possible elements as shown below is used to generate the events. Information associated with the events are
transmitted from the PDG, WAG or AAA server to DF2.

NOTE: Void.

Some of these parameters apply to the PDG or WAG and some apply to the AAA server. Parameters sent from the
PDG, WAG or AAA server is dependent on what is available at the network element. If interception is performed at the
PDG, then Packet Data Header Information reporting shall also be performed at the PDG and not at the WAG.
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Table 3: Information Events for WLAN Interworking Event Records
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Element

PDG

AAA Server

Observed MSISDN
MSISDN of the target.

Available, see TS 29.234 [16]

Available, see TS 29.234 [16]

Observed NAI
NAI of the target.

Not available

Available, see TS 29.234 [16]

Observed IMSI
IMSI of the target.

Available, see TS 29.234 [16]

Available, see TS 29.234 [16]

Event type

Description which type of event is delivered: I-WLAN
Access Initiation, I-WLAN Access Termination, |-
WLAN Tunnel Establishment, I-WLAN Tunnel
Disconnect, Start of Intercept with I-WLAN
Communication Active, Packet Data Header
Information.

Available from ICE

Available from ICE

Event date
Date of the event generation in the PDG or the AAA
server.

Available from ICE

Available from ICE

Event time

Time of the event generation in the PDG or the AAA
server. Timestamp shall be generated relative to the
PDG or AAA server internal clock.

Available from ICE

Available from ICE

WLAN UE Local IP address

The WLAN UE Local IP address of observed party.
The WLAN UE Local IP address field specified in

TS 24.234 [17] and IETF RFC 2409, represents the
IPv4/IPv6 address of the WLAN UE in the WLAN AN.
It is an address used to deliver the packet to a WLAN
UE in a WLAN AN. Note that this address might be
dynamic.

Available, see TS 24.234 [17]
and IETF RFC 2409

Not available

WLAN UE MAC address

The WLAN MAC address of the target. Note that this
address might be dynamic and the validity of the MAC
Address is outside of the scope of 3GPP.

Not available

Available, see TS 29.234 [16]

WLAN UE Remote IP address

The WLAN UE Remote IP address of observed party.
The WLAN UE Remote IP address field specified in
TS 24.234 [17], represents the IPv4/IPv6 address of
the WLAN UE in the network being accessed by the
WLAN AN. It is an address used in the data packet
encapsulated by the WLAN UE-initiated tunnel and is
the source address used by applications in the WLAN
UE. Note that this address might be dynamic.

Available, see TS 24.234 [17]

Not available

WLAN Access Point Name
The W-APN of the access point.

Available, see TS 24.234 [17]

Available, see TS 29.234 [16]

WLAN Operator Name
The name of the WLAN operator name serving the
target.

Not available

Available, see TS 29.234 [16]

WLAN Location Data
The location of the WLAN serving the target (e.qg.,
string like "coffee shop" or "airport", etc.).

Not available

Available, see TS 29.234 [16]

WLAN Location Information

Location Information regarding the WLAN as provided
in RADIUS or DIAMETER signalling exchanged with
the AAA server.

Not available

Available, see TS 29.234 [16]

Correlation Number

The correlation number is used to correlate CC and

IRI. The correlation number is also used to allow the
correlation of IRI records. In case of the AAA server,
the Correlation Number is only used to correlate IRI

records.

Generated for LI by PDG

Generated for LI by AAA server

Network Element Identifier
Unique identifier for the element reporting the ICE.

Generated for LI by PDG

Generated for LI by AAA server

Initiator
The initiator of the request either the network or the
WLAN UE.

Generated for LI by PDG

Generated for LI by AAA server

NAS IP/IPv6 address
The IP or IPv6 address of the NAS in the WLAN.

Not available

Available, see TS 29.234 [16]
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Visited PLMN ID

Identity of the visited PLMN to which the user is
terminating their WLAN tunnels or through which the
user is establishing their WLAN tunnels.

Not available

Available, see TS 29.234 [16]

Session Alive Time
The amount of time in seconds during which the
target can be registered for WLAN access.

Not available

Available, see TS 29.234 [16]

Failed access reason
Provides the reason for why a WLAN access attempt
failed ("Authentication Failed").

Not available

Available from ICE

Session termination reason
Provides a reason for why a WLAN access session is
terminated.

Not available

Available, see TS 29.234 [16]

Failed tunnel establishment reason

Provides a reason for why a WLAN tunnel
establishment failed ("Authentication failed" or
"Authorization failed").

Available from ICE

Available from ICE

NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI
identifying a PDP Context in a mobility management
context specified by the Tunnel Endpoint Identifier
Control Plane.

This is an optional parameter to help DF/MF and
LEA's to distinguish between the sending mobile
access networks

Optional available according
TS 23.234 [14] Annex F; defined
TS 29.060 [37] 7.7.17

Not available

Destination IP Address
The IP address, including type IPv4 or IPv6, of the
destination of the IP packet.

Available from ICE

Available from ICE

Destination Port Number
The port number of the destination of the IP packet.

Available from ICE

Available from ICE

Flow Label (IPv6 only)
The field in the IPv6 header that is used by a source
to label packets of a flow (see RFC 3697 [41]).

Available from ICE

Available from ICE

Packet Count
The number of packets detected and reported (for a
particular summary period).

Available from ICE

Available from ICE

Packet Data Summary Reason

The reason for a Packet Data Summary message
being sent to the LEMF (e.g., timed out, counter
expiration, end of session)

Available from ICE

Available from ICE

Packet Size
The size of the packet. (i.e., Total Length Field in IPv4
or Payload Length field in IPv6)

Available from ICE

Available from ICE

Source IP Address
The IP address, including type IPv4 or IPv6, of the
source of the IP packet.

Available from ICE

Available from ICE

Source Port Number
The port number of the source of the IP packet.

Available from ICE

Available from ICE

Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields
of the IPv4 packets or the sum of the values
contained in the Payload Length fields of the IPv6
packets.

Available from ICE

Available from ICE

Summary Period
Includes the dates and times of the first and last
packets in a particular packet data interval.

Available from ICE

Available from ICE

Transport Protocol (e.g., TCP)
The identification of the transport protocol of the
packet or packet flow being reported.

Available from ICE

Available from ICE
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Table 3a: Information Events for WLAN Interworking Event Records - WAG
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Element WAG
Observed MSISDN Available, see TS 29.234 [16]
MSISDN of the target.
Observed IMSI Available, see TS 29.234 [16]
IMSI of the target.
Event type Available from ICE

Description which type of event is delivered: I-WLAN
Tunnel Establishment, I-WLAN Tunnel Disconnect,
Start of Intercept with I-WLAN Communication Active,
Packet Data Header Information.

Event date Available from ICE
Date of the event generation in the PDG/WAG or the

AAA server.

Event time Available from ICE

Time of the event generation in the PDG/WAG or the
AAA server. Timestamp shall be generated relative to
the PDG/WAG or AAA server internal clock.

WLAN UE IP address Available, see TS 29.234 [16]
The WLAN UE IP address of observed party. The
WLAN UE IP address field contains the IPv4/IPv6
address (specified by TS 29.234 [16]) of the WLAN
UE tunnel endpoint as seen by the WAG. Note that
this address might be dynamic.

WLAN PDG Tunnel Endpoint IP address Available, see TS 29.234 [16]
The WLAN PDG Tunnel Endpoint IP address field
contains the IPv4/IPv6 address of the PDG (as
specified in TS 29.234 [16]) as seen by the WAG.
Note that this address might be dynamic.

WLAN Access Point Name Available, see TS 29.234 [16]
The W-APN of the access point.
Correlation Number Generated for LI by WAG

The correlation number is used to correlate CC and
IRI. The correlation number is also used to allow the
correlation of IRI records.

Network Element Identifier Generated for LI by WAG
Unique identifier for the element reporting the ICE.

NAS IP/IPv6 address Available, see TS 29.234 [16]
The IP or IPv6 address of the NAS in the WLAN.

Tunnel Protocol Available, see TS 29.234 [16]

The Tunnel Protocol as defined in the Routing-Policy
AVP in TS 29.234 [16].

Source Ports Available, see TS 29.234 [16]
The list or range of source ports as specified in the
Routing-Policy AVP provided by the AAA server in
TS 29.234 [16].

Destination Ports Available, see TS 29.234 [16]
The list or range of destination ports as specified in
the Routing-Policy AVP provided by the AAA server in
TS 29.234 [16].

Session Alive Time Available, see TS 29.234 [16]
The amount of time in seconds during which the
target can be registered for WLAN access.
Destination IP Address Available from ICE
The IP address, including type IPv4 or IPv6, of the
destination of the IP packet.

Destination Port Number Available from ICE
The port number of the destination of the IP packet.
Flow Label (IPv6 only) Available from ICE

The field in the IPv6 header that is used by a source
to label packets of a flow (see RFC 3697 [41]).
Packet Count Available from ICE
The number of packets detected and reported (for a
particular summary period).

Packet Data Summary Reason Available from ICE
The reason for a Packet Data Summary message
being sent to the LEMF (e.g., timed out, counter
expiration, end of session)
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Packet Size
The size of the packet. (i.e., Total Length Field in IPv4
or Payload Length field in IPv6)

Available from ICE

Source IP Address
The IP address, including type IPv4 or IPv6, of the
source of the IP packet.

Available from ICE

Source Port Number
The port number of the source of the IP packet.

Available from ICE

Sum of Packet Sizes (for a particular summary period)
The sum of values contained in the Total Length fields
of the IPv4 packets or the sum of the values
contained in the Payload Length fields of the IPv6
packets.

Available from ICE

Summary Period
Includes the dates and times of the first and last
packets in a particular packet data interval.

Available from ICE

Transport Protocol (e.g., TCP)
The identification of the transport protocol of the
packet or packet flow being reported.

Available from ICE

Structure of I-WLAN Events

[I-WLAN Access Initiation

For I-WLAN Access Initiation including I-WLAN re-authentication, for both I-WLAN Access Initiation-event is
generated. The elements, shown in Table 4, will be delivered to the DF2, if available, by the AAA server.

Table 4: I-WLAN Access Initiation - AAA Server

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Network Element Identifier

IWLAN Operator Name

IWLAN LocationData

IWLAN Location Information

NAS IP/IPv6 Address

WLAN UE MAC Address

\Visited PLMN 1D

Session Alive Time

Failed Access reason

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 89 ETSI TS 133 107 V14.2.0 (2017-07)

9.4.2 WLAN Access Termination

For WLAN Access Termination or the immediate purging of auser from a WLAN access, aWLAN access termination-
event is generated. The elements, shown in Table 5, will be delivered to the DF2, if available, by the AAA server.

Table 5: -'WLAN Access Termination - AAA Server

Observed MSISDN
Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Network Element Identifier
IWLAN Operator Name
IWLAN Location Data
IWLAN Location Information
NAS IP/IPv6 Address
IWLAN UE MAC Address
Session Termination reason

9.4.3 [I-WLAN Tunnel Establishment

For I-WLAN Tunnel Establishment, al-WLAN tunnel establishment-event is generated. The elements, shown in Table
6, 6a, and Table 7, will be delivered to the DF2 if available, by the PDG, WAG or AAA server, respectively.

Table 6: -WLAN Tunnel Establishment - PDG

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation number

WLAN UE Local IP address
WLAN UE Remote IP address
WLAN Access Point Name
Network Element Identifier
Failed tunnel establishment reason
NSAPI (optional)

Table 6a: I-WLAN Tunnel Establishment - WAG

Observed MSISDN
Observed IMSI

Event Type

Event Time

Event Date

Correlation number

WLAN UE IP address
WLAN PDG Tunnel Endpoint IP address
WLAN Access Point Name
NAS IP/IPv6 address
Tunnel Protocol

Source Ports

Destination Ports

Session Alive Time
Network Element Identifier
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Table 7: I-'WLAN Tunnel Establishment - AAA Server

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation number

WLAN Access Point Name

Network Element Identifier

\Visited PLMN ID

Failed tunnel establishment reason

[I-WLAN Tunnel Disconnect

At I-WLAN Tunnel Disconnect, al-WLAN tunnel disconnect event is generated. The elements, shown in Table 8, 8a,
and Table 9, will be delivered to the DF2, if available, by the PDG, WAG or AAA server, respectively.

Table 8: I-WLAN Tunnel Disconnect - PDG

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation number

IWLAN UE Local IP Address

IWLAN UE Remote IP address

IWLAN Access Point Name

Network Element Identifier

Initiator (optional)

Table 8a: I-WLAN Tunnel Disconnect - WAG

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

IWLAN UE IP address

IWLAN PDG Tunnel Endpoint IP address

IWLAN Access Point Name

NAS IP/IPv6 address

Tunnel Protocol

Source Ports

Destination Ports

Network Element Identifier
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Table 9: I-'WLAN Tunnel Disconnect - AAA Server

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation number

Tunnel address of observed party

IWLAN Access Point Name

Network Element Identifier

Initiator (optional)

9.4.5 Start of Intercept with I-'WLAN Communication Active

This event will be generated if interception for atarget is started and if the target has one or more active I-WLAN
Access sessions or one or more [-WLAN Tunnels established. The elements, shown in Table 10,10a, and Table 11, will
be delivered to the DF2, if available, by the PDG, WAG or AAA server, respectively.

Table 10: Start of Intercept with -'WLAN Communication Active - PDG

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation Number

IWLAN UE Local IP Address

IWLAN UE Remote IP address

IWLAN Access Point Name

Network Element Identifier

Table 10a: Start of Intercept with I-WLAN Communication Active - WAG

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

WLAN UE IP address

WLAN PDG Tunnel Endpoint IP address

WLAN Access Point Name

NAS IP/IPv6 address

Tunnel Protocol

Source Ports

Destination Ports

Session Alive Time

Network Element Identifier
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Table 11: Start of Intercept with I-WLAN Communication Active - AAA Server

Observed MSISDN
Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation Number
IWLAN Access Point Name
Network Element Identifier
IWLAN Operator Name
IWLAN Location Data
IWLAN Location Information
NAS IP/IPv6 address
\Visited PLMN ID

9.4.6 Packet Data Header Information

9.46.0 Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basisor in a
summary report.

9.46.1 Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by
each packet sent or received by the target. These elements will be delivered either directly to DF2 or via another
network entity if available:

Table A: I-WLAN Packet Data Header Report - PDG

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation number

IWLAN UE Local IP Address
IWLAN UE Remote IP address
IWLAN Access Point Name
Network Element Identifier
Initiator (optional)

Source IP Address

Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)
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Table B: I-WLAN Packet Data Header Report - WAG

Observed MSISDN
Observed IMSI

Event Type

Event Time

Event Date

Correlation number

IWLAN UE IP address
IWLAN PDG Tunnel Endpoint IP address
IWLAN Access Point Name
NAS IP/IPv6 address
Tunnel Protocol

Source Ports

Destination Ports

Network Element Identifier
Source IP Address

Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)

9.4.6.2 Packet Data Summary Report
This event is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination IP Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow label, if the packet isIPv6

2) summary information for the number of packets and bytes transmitted or received by the target for each unique
packet flow within a WLAN tunnel, and

3) the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the
6-tuple of source/destination |P address/port number and the layer 4 protocol and WLAN tunnel.

I P addresses and the I P next-layer protocol are always reported, the flow label is reported if the packet is |Pv6,
and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (PDP context) and packet flow, and is
triggered by one of the following:

- start of a packet flow associated with aWLAN Tunnel

- aninterim report for a packet flow associated with a WLAN Tunnel isto be reported

- end of apacket flow associated with a WLAN Tunnel (including end of the WLAN Tunnel itself).
An interim report can be triggered by

- Theexpiration of aconfigurable timer per intercept (called a Summary Timer). The Summary Timer is
configurable in units of seconds;

- A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or viaan MF for each packet flow if available:

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 94

ETSI TS 133 107 V14.2.0 (2017-07)

Table C: I-WLAN Packet Data Summary Report - PDG

Observed MSISDN

Observed IMSI

Observed NAI

Event Type

Event Time

Event Date

Correlation number

IWLAN UE Local IP Address

IWLAN UE Remote IP address

IWLAN Access Point Name

Network Element Identifier

Initiator (optional)

Source IP Address

Source Port Number

Destination |IP Address

Destination Port Number

Transport Protocol (e.g., TCP)

Flow Label (IPv6 only)

Summary Period

Packet Count (for this summary period)

Sum of Packet Sizes (for this summary period)

Table D: I-WLAN Packet Data Summary Report - WAG

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

IWLAN UE IP address

IWLAN PDG Tunnel Endpoint IP address

IWLAN Access Point Name

NAS IP/IPv6 address

Tunnel Protocol

Source Ports

Destination Ports

Network Element Identifier

Source IP Address

Source Port Number

Destination |IP Address

Destination Port Number

Transport Protocol (e.g., TCP)

Flow Label (IPv6 only)

Summary Period

Packet Count (for this summary period)

Sum of Packet Sizes (for this summary period)

If the packets are |Pv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field
of each packet as specified in IETF RFC 791 [39].

If the packet is IPv6, the sum of all observed packet sizesis the sum of the values contained in the Payload Length field
for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be

sent.
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10 Interception of Multimedia Broadcast/MultiCast
Service (MBMS)

10.0 General

MBMS provides video or similar streamed services via either point to point multicast or cell broadcast mechanisms
between an operator content server (BM-SC) and UEs as defined in TS 23.246 [20]. This section details the stage 2
Lawful Interception requirements for MBMS.

NOTE: Generic Broadcast services where the UE receives the broadcast in IDLE mode and there is no
subscription relationship between the UE and the BM-SC are out of scope. In addition 3 party BM-SC
services where the operator is not responsible for content encryption and subscription management are
out of scope.

Figure 10.1 shows the extract from the reference configuration which is relevant for the invocation of the Lawful
Interception of the MBMS Services.

HI2 N
'J: Delivery
LEA - Function 3G ICE
il Delivery
o Function
HI3 %3

Figure 10.1: Functional model for invocation of Lawful Interception for MBMS Services

10.1 Provision of Content of Communications

Interception of the content of communications for MBMS servicesif available, may be provided by the underlying
transport bearer interception functionality (e.g. GSN, PDG or NGN network) and is therefore subject to the current
transport bearer interception functionality detailed in other parts of this specification.

10.2  Provision of Intercept Related Information

10.2.0 General

Figure 10.2 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber
occurs, the BM-SC shall send the relevant data to the DF2.
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Target BM-SC

Delivery
Function 2

LEMF

Figure 10.2: Provision of Intercept Related Information

10.2.1 X2-interface

The following information needs to be transferred from the BM-SC to the DF2 in order to allow a DF2 to perform its
functionality:

- target identity;
- events and associated parameters as defined in clauses 10.3.2 may be provided;

- For Further Study:- Encryption parameters (keys and associated parameters for decrypting CC), if available and
necessary.

The IRI should be sent to DF2 using areliable transport mechanism.

10.2.2 MBMS LI Events and Event Information

Intercept Related Information (Events) are necessary are necessary for the following;
- Service Joining.
- Service Leaving.
- Start of Interception with Service Active.
- Subscription Activation.
- Subscription Modification.
- Subscription Termination.

Events shall include changes resulting from direct communi cation between the UE and BM-SC and off-line
subscription changes (e.g. changes made by operator customer services on behalf of the subscriber).

A set of possible elements as shown in Table 10.2.2 are used to generate the events.
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Table 10.2.2: Information Events for MBMS Event Records

Element

Observed IMSI

IMSI of the target.

Observed Other Identity

Other Identity of the target.

Event type

Description which type of event is delivered:- Service Joining; Service Leaving; Subscription
Activation; Subscription Modification; Subscription Termination.

Event date

Date of the event generation in the BM-SC.

Event time

Time of the event generation in the BM-SC. Timestamp shall be generated relative to the BM-SC
server internal clock.

MBMS Subscribed Service

Details of the MBMS Service to which the target has subscribed.

MBMS Service Joining Time

Requested MBMS Service Joining Time

MBMS Service Subscription List

List of all users subscribed to MBMS Service to which target has requested Joining.

Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow
the correlation of IRI records.

Network Element Identifier

Unique identifier for the element reporting the ICE.

Initiator

The initiator of the request either the UE or Off-line BM-SC access (eg customer services agent or
internet).

Visited PLMN ID

Identity of the visited PLMN to which the user is registered

APN

Access Point Name on which this IP multicast address is defined.

Multicast/Broadcast Mode

MBMS bearer service in broadcast or multicast mode

IP IP/IPv6 multicast address(multicast mode only)

IP or IPv6 multicast address identifying the MBMS bearer described by this MBMS Bearer Context.
List of Downstream Nodes

List of downstream nodes that have requested the MBMS bearer service and to which notifications
and MBMS data have to be forwarded.

MBMS Leaving Reason

Indicates whether UE initiated/requested leaving, or whether BM-SC/network terminated the Service
to the UE (e.g. GSN session dropped or BM-SC subscription expired etc).

NOTE: Generation of Correlation Number is FFS.
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10.3  Structure of MBMS Events

10.3.1 Service Joining

For MBMSS Service Joining, a Service Joining event is generated. The elements, shown in Table 10.,3.1 will be
delivered to the DF2, if available, by the BM-SC. A new Service Joining Event shall be generated for each individual
service joined.

Table 10.3.1: Service Joining

Observed IMSI

Event Type

Event Time

Event Date

MBMS Subscribed Service
MBMS Service Joining Time
Network Element Identifier

Initiator
IP/IPv6 Multicast Address (If Applicable)
\Visited PLMN ID (If Applicable)

Multicast/Broadcast Mode

IAPN (If Available)

List of Downstream Nodes (If Available)
MBMS Service Subscription List  (Optional)

10.3.2 Service Leaving

For MBMS Service Leaving, a Service Leaving event is generated. The elements, shown in Table 10.3.2 will be
delivered to the DF2, if available, by the BM-SC. A new Service Leaving Event shall be generated for each individual
service leaving.

Table 10.3.2: Service Leaving

Observed IMSI

Event Type

Event Time

Event Date

MBMS Subscribed Service
Network Element Identifier

Initiator
IP/IPv6 Multicast Address (If Applicable)
\Visited PLMN ID (If Applicable)

MBMS Service Subscription List  (Optional)
MBMS Service Leaving Reason

10.3.3 Start of Interception with Service Active

For Start of Interception where MBM S Service Joining has already occurred prior to start of interception, a Start of
Interception with Service Active event is generated. The elements, shown in Table 10.3.3 will be delivered to the DF2,
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if available, by the BM-SC. A new Start of Interception with Service Active Event shall be generated for each

individual service the target is subscribed to.

Table 10.3.3: Start of Interception with Service Active

Observed IMSI

Event Type

Event Time

Event Date

MBMS Subscribed Service

MBMS Service Joining Time

Network Element Identifier

Initiator

IP/IPv6 Multicast Address

(If Applicable)

\Visited PLMN 1D

(If Applicable)

Multicast/Broadcast Mode

IAPN (If Available)

List of Downstream Nodes

(If Available)

MBMS Service Subscription List

(Optional)

10.3.4  Subscription Activation

For MBM S Subscription Activation, a Subscription Activation event is generated. The elements, shown in Table 10.3.4
will be delivered to the DF2, if available, by the BM-SC. If Subscription Activation is performed simultaneously for
more than one service, a separate event shall be generated for each service activated.

Table 10.3.4: Subscription Activation

Observed IMSI

Event Type

Event Time

Event Date

MBMS Subscribed Service

Network Element Identifier

Initiator

IP/IPv6 Address

(If Applicable)

\Visited PLMN 1D

(If Applicable)

MBMS Service Subscription List

(Optional)

10.3.5 Subscription Modification

For MBM S Subscription Modification, a Subscription Modification event is generated. The elements, shown in Table
10.3.5, will be delivered to the DF2, if available, by the BM-SC. If Subscription Modification is performed
simultaneoudly for more than one service, a separate event shall be generated for each service modified.

Table 10.3.5: Subscription Modification

Observed IMSI

Event Type

Event Time

Event Date

MBMS Subscribed Service

Network Element Identifier

Initiator

IP/IPv6 Address

(If Applicable)

\Visited PLMN 1D

(If Applicable)

MBMS Service Subscription List

(Optional)
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10.3.6  Subscription Termination

For MBM S Subscription Termination, a Subscription Termination event is generated. The elements, shown in Table
10.3.6 will be delivered to the DF2, if available, by the BM-SC. If Subscription Termination is performed
simultaneously for more than one service, a separate event shall be generated for each service performed.

Table 10.3.6: Subscription Modification

Observed IMSI

Event Type

Event Time

Event Date

MBMS Subscribed Service
Network Element Identifier

Initiator

IP/IPv6 Address (If Applicable)
\Visited PLMN 1D (If Applicable)
MBMS Service Subscription List (Optional)

11 IMS Conference Services

11.1  Background for IMS Conference Services

The entire clause 11 isanational option and is subject to national regulations. The covered cases are where the
conference services are in the domain of the intercepting operator. The following cases are covered.

1. A target's conference cal isthe target. This may be where the target is the head of the conference. IRI and CC
for this conference is reported. The following are examples of information that is reported.

a. For example, the starting and ending of a conference as well as any parties joined or removed from the
conference call are reported.

b. Reporting of CC for held conferences initiated by the target.

2. A conference that itself isdirectly the target of interception. This case is applicable only provided that the
conference isidentified by a proper identity for L1 in IMS domain (Conference URI or Conference Factory
URI). The IRI and CC for this conference is reported.

a. For example, the starting and ending or a conference as well as any parties joined or removed from the
conference call are reported.

The case when an target joins an associate's conference is for further study.

The key elements for interception of conference services are the ASMRFC and MRFP. IRl associated with the
conference services that are to be intercepted is reported by the AS/MRFC while the CC associated with the conference
service is reported by the MRFP.

11.1A Start of Interception for IMS Conference Services

Interception (as defined in 11.1) for IMS Conference Servicesis started when the first of any one of the following
ocCCurs:

- When atarget requests that a conference be created
- When atarget successfully provisions a conference
- When atarget provisioned or requested conference is started (i.e., the first party isjoined to the conference)

- When aconference that is atarget of interception is started (i.e., the first party isjoined to the conference)
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- When interception is activated (on a conference or a conference owner) during an ongoing conference

- When parties have joined a conference and communication is started or enabled by the conference server in
cases where the conference is atarget of interception or when it is atarget's conference.

If the target of interception has provisioned or requested a conference to be created, interception on IMS Conference
Services shall begin regardless whether the target of interception has joined the conference. Interception of IMS
Conference Services shall continue if the target of interception is on hold and the conference continues.

11.2  Provision of Intercepted Content of Communication - IMS
Conference Services

11.2.0 General

The access method for the delivery of IMS conference services intercept content of communication (CC) is based on
duplication of packets without modification at the MRFP for conferences that are to be intercepted. The duplicated
packets with additional information in the header, as described in the following sections, are sent to DF3 for further
delivery. For atarget's conference call held by the target, the MRFP duplicates the CC for conference call held by the
target, in accordance with national regulations. For a conference call that isthe target of interception, the MRFP
duplicates the CC for the conference.

NOTE: Void

Thereisan issue of combined versus separated delivery. With combined delivery, one method for intercepting the CC
would beto create avirtual conference port (not visible to others) through which a copy of the combined CC is passed
over the X3 interface (Y conferees means 1 content stream). With the separated delivery approach, each conferee's
connection to the conference shall be intercepted and passed over the X3 interface (Y conferees, means'Y pairs of bi-
directional content streams).

Other
MRFP art
Target </ party
Il__ __\ \ Other
party

Duplicator of

v packets
Delivery

Function 3

A

LEMF

Figure 11.1: Configuration for interception of IMS Conference Services CC

11.2.1 X3-interface

In addition to the intercepted content of communications, the following information may need to be transferred from the
MRFP to the DF3 in order to allow the DF3 to performits functionality:

- identity used for interception;
- correlation number.

NOTE 1: Void.
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Information passed between the MRFC and MRFP for correlation shall uniquely identify the mixing of associated
media streams for a conference distinct from any other mixing or media handling. An example is how H.248 uses a

context identifier to do this.
- theidentity of source (i.e., conference party identity) of a media stream;
- time stamp - optional;
- direction (incoming or outgoing stream) - optional.

NOTE 2: When the mediais delivered in a mixed format, the identity of the media stream source might be
unknown.

11.3  Provision of Intercept Related Information for IMS
Conference Service

11.3.0 General

Figure 11.2 shows the transfer of intercept related information to the DF2. If an event for / from or associated with a
conference server occurs, the AS'MRFC sends the relevant datato the DF2.

NOTE: Reporting of non-transmission related actions of atarget's subscriber controlled input (e.g., signaling
"mute” commands) is for further study.

Other
AS/MRFC Party
Target < S < >
Other
Party
v
DF2
\ 4
LEMF

Figure 11.2: Provision of Intercept Related Information for IMS Conferencing

11.3.1 X2Z-interface

The following information may need to be transferred from the ASMRFC to the DF2 in order to allow a DF2 to
perform its functionality:

- target identity (IMPU, IMPI, Conference URI);

- events and associated parameters as defined in section 11.3.3 " Structure of Conference Events' may be provided;

- Correlation number;
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- Bandwidth and media descriptions (e.g., as associated with SDP negotiation) associated with the parties bearer
connection to the conference.

The IRI should be sent to DF2 using a reliable transport mechanism.

11.3.2 IMS Conference Events and Event Information
The following events are applicable to ASMRFC:

- Start of Conference

- Party Join;

- Party Leave,

- Conference Bearer Modification;

- Start of Intercept on an Active Conference;

- End of Conference;

- Creation of Conference;

- Update of Conference.

NOTE 1: Reporting of Floor Control events from the MRFP is FFS.

A set of possible elements as shown below that may be reported with the events. Information associated with the events
istransmitted from the AS/MRFC server to DF2.
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Table 11.3.1: Information Elements for Conference Events
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Element

Observed IMPU

IMS Public User identity (IMPU) of the target. In some cases, this identity may not be observed by the MRFC. Also
see Note 1.

Observed IMPI

IMS Private User identity (IMPI) of the target. In some cases, this identity may not be observed by the MRFC. Also
see Note 1.

Observed Other Identity

Target Identifier with the NAI of the target.

Event Type

Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Start of Intercept on an
Active Conference, Conference End.

Event Date

Date of the event generation in the AS/MRFC.

Event Time

Time of the event generation in the AS/MRFC server. Timestamp shall be generated relative to the AS/MRFC
internal clock.

Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation
of IRI records.

Network Element Identifier

Unique identifier for the element reporting the ICE.

Initiator

The initiator of a request, for example, the target, the network, a conferee.

Join Party ID

Identity of the party successfully joining or attempting to join the conference.

Leave Party ID

Identity of the party leaving or being requested to leave the conference.

List of Potential Conferees

Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).
Observed Conference URI

A URI associated with the conference being monitored.

Temporary Conference URI

A temporarily allocated URI associated with a conference being monitored.

List of Conferees

Identifies each of the conferees currently on a conference (e.g., via SIP URI or TEL URI).

Failed Conference Start Reason

Provides a reason for why a conference start attempt failed.

Failed Party Join Reason

Provides a reason for why a party join attempt failed.

Party Leave Reason

Provides a reason for the party leaving.

Failed Party Leave reason

Provides a reason for why a party leave attempt failed.

Conference End Reason

Provides a reason for why the conference ended.

Potential Conference Start Date and Time

The expected start date and time of the conference, if start time information is configured in the system.
Potential Conference End Date and Time

The expected end date and time of the conference, if such end information is configured in the system.
Recurrence Information

Information indicating the recurrence pattern for the event as configured for the created conference.
Identity(ies) of Conference Controller

Identifies the parties that have control privileges on the conference, if such information is configured in the system.
Bearer Modify ID

Identifies the party modifying a conference bearer.

Failed Bearer Modify Reason

Provides a reason for a bearer modification attempt failed.

Failed Conference End Reason

Provides a reason why a conference end attempt failed.

Join Party Supported Bearers

Identifies the bearer types supported by the party joining the conference.

List of Waiting Conferees

Identifies each of the parties that have called into a conference but have not yet joined.

Media Modification

Identifies how the media was modified (i.e., added, removed, changed)
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Parties Affected by Bearer Modification

Identifies all conference party identities affected by the bearer modification.

Supported Bearers

Identifies all bearer types supported by a conferee in a conference.

Update Type

Indicates what update was done to a conference (e.g., update List of Potential Conferees, update of Start Time,
update of End Time, Update of Recurrence Information, Cancellation of Conference, etc.).

NOTE 2: In most cases, either the IMPU or IMPI may be available, but not necessarily both.
11.3.3 Structure of Conference Events

11.3.3.1 Start of Conference
For the start of a conference, a Start of Conference-event is generated in the following cases:

- When atarget provisioned or requested conference or a conference that is the target of interception is started.
The conference is started when the first party is joined to the conference.;

- When aconference that is atarget of interception or when atarget provisioned or requested conference fails to
start.

The fields, shown in Table 11.3.2, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.2: Start of Conference

Observed IMPU

Observed IMPI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation Number

List of Potential Conferees
List of Conferees

List of Waiting Conferees
Supported Bearers
Observed Conference URI
Temporary Conference URI
Failed Conference Start Reason

11.3.3.2 Party Join
A Party Join-event is generated in the following cases:
- When aparty successfully joins the target's conference or a conference that is the target of interception.

- When aparty unsuccessfully attempts to join the target's conference or a conference that is the target of
interception.
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Thefields, shown in Table 11.3.3, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.3: Party Join

Observed IMPU

Observed IMPI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation Number

Join Party ID

Join Party Supported Bearers
Initiator (of the Party Join request)
Observed Conference URI
Temporary Conference URI
Failed Party Join Reason (e.g., not available)

11.3.3.3 Party Leave
A Party Leave-event is generated in the following cases:

- When aparty leaves atarget's conference or a conference that is the target of interception. Thisincludes
situations where the party simply disconnects themselves from the conference (hang up), the party's connection
to the conference is broken (e.g., party leaves wireless coverage area), and where the party's connection to the
conference is forcefully terminated due to another party's drop request or operator policy.

- When a party unsuccessfully attempts to drop another party from the conference. This appliesto al the
conferencing scenarios described earlier.

The fields, shown in Table 11.3.4, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.4: Party Leave

Observed IMPU

Observed IMPI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation Number

Leave Party ID

Supported Bearers (of Leaving Party)
Initiator (of the Party Leave request)
Observed Conference URI
Temporary Conference URI

Party Leave Reason - see Note.
Failed Party Leave Reason

NOTE: A party could drop off the conference for normal reasons (e.g., just hang up) or could be removed by a
conference controller.

11.3.3.3A  Conference Bearer Modification
A Conference Bearer Modification-event is generated for the following cases:
- When aparty to a conference successfully modifies (i.e., add, remove, change) a bearer stream in the conference;

- When aparty to a conference unsuccessfully attemptsto modify (i.e., add, remove, change) a bearer streamin
the conference.
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Thefields, shown in Table 11.3.4A, will be delivered to the DF2, if available, by the AS'MRFC.

Table 11.3.4A: Conference Bearer Modification

Observed IMPU

Observed IMPI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation Number
Observed Conference URI
Temporary Conference URI
Bearer Modify ID

Media Modification

Parties Affected by Bearer Modification
Failed Bearer Modify Reason

11.3.34 Start of Intercept on an Active Conference

A Start of Intercept on an Active Conference-event (a conference with at least one party) is generated for the following
Cases:

- When interception is activated during an ongoing conference call.

The fields, shown in Table 11.3.5, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.5: Start of Intercept with an Active Conference

Observed IMPU

Observed IMPI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation Number

List of Conferees
Supported Bearers
Observed Conference URI
Temporary Conference URI

11.3.35 Conference End
When a conference is terminated, a Conference End-event is generated in the following cases:

- When atarget provisioned or requested conference is terminated. This occurs when the last party on the
conference leaves or the conference is terminated by the conference server;

- When thereis an unsuccessful attempt to terminate atarget provisioned or requested conference or a conference
that is the target of interception.
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Thefields, shown in Table 11.3.6, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.6 End of Conference

Observed IMPU

Observed IMPI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation Number

Initiator (e.g., target, network, conferee) - see Note
Observed Conference URI
Temporary Conference URI
Conference End Reason

Failed Conference End Reason

NOTE: Theinitiator can indicate that the decision to end the conference was the target or conferee, if the target or
conferee sends an explicit command to end the conference. It could be the network, if it determines the
time length for the conference is ended.

11.3.3.6 Creation of Conference
When a conference is created, a Creation of Conference-event is generated in the following cases:

- When atarget successfully provisions or requests a conference to be created.

This event is applicable provided that at least one of the two identities (IMPU, IMPI) are available at the ASMRFC.
Other scenarios, such asin case the creation is done via aweb interface and the IMPU/IMPI cannot be seen are outside
the scope of this specification.

Thefields, shown in Table 11.3.7, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.7 Creation of Conference

Observed IMPU

Observed IMPI

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

List of Potential Conferees (if available)

Observed Conference URI

Temporary Conference URI

Potential Conference Start Date and Time (if available) - See Note 1
Potential Conference End Date and Time (if available) - See Note 1
Recurrence Information - See Note 2.

Identity(ies) of Conference Controller

NOTE 1: Thisinformation is statically provisioned information and is not correlated to the timestamp regquirements
for LI.

NOTE 2: Recurrence information indicates the frequency or pattern of recurrence of the created conference.

11.3.3.7 Update of Conference
When a conference is updated, an Update of Conference-event is generated in the following cases:

- When atarget successfully provisions or requests a conference to be updated (e.g., changesto List of Potential
Conferees, Start Time, End Time, Recurrence Information, or Cancellation of Conference).
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This event is applicable provided that at least one of the two identities (IMPU, IMPI) are available at the ASMRFC.
Other scenarios, such asin case the update is done via a web interface and the IMPU/IMPI cannot be seen are outside
the scope of this specification.

The fields, shown in Table 11.3.8, will be delivered to the DF2, if available, by the ASMRFC.

Table 11.3.8 Update of Conference

Observed IMPU

Observed IMPI

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Update Type

List of Potential Conferees (if available)

Observed Conference URI

Temporary Conference URI

Potential Conference Start Date and Time (if available) - See Note 1
Potential Conference End Date and Time (if available) - See Note 1
Recurrence Information - See Note 2.

Identity(ies) of Conference Controller

NOTE 1: Thisinformation is statically provisioned information and is not correlated to the timestamp regquirements
for LI.

NOTE 2: Recurrence information indicates the frequency or pattern of recurrence of the created conference.

12 Lawful Interception for Evolved Packet System

12.1 LI functional architecture for EPS

In addition to the reference configurations applicable to PS interception, the following figures contain the reference
configuration applicable for the lawful interception in the EPS nodes (TS 23.401 [22], TS 23.402 [23]):

HI1 X11
|10 Mediation ADMF i
Y PO S Functlon :
|
X1 2
Y
HI2 X2
[ 1| Mediation Delivery i MME
LEMF S N (U A, Functlon Funcn on2 :
|

Figure 12.1.1: MME Intercept configuration
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Figure 12.1.1a: Configuration for Intercept of HeNB

HI1 X1.1
Mediation ADMF i
Function !
1
X1 2
Y
HI2 X2
Mediation Delivery o HSS
LEMF Function Function2 | = !
|

Figure 12.1.2: HSS Intercept configuration
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Figure 12.1.4: Intercept Configuration for SGW and PGW with CUPS

The definition of the LI functional entities (ADMF, DF, MF, LEMF) and interfaces (X, HI) isthe same as for 3G as
given in chapter 4. Packet Header Information Reporting is a national option. For Packet Data Header |nformation
reporting, a S-GW/PDN-GW either isolates the relevant data and sends it to the DF2 or sends the packet stream to
another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.

Procedures for LI activation, deactivation and interrogation are the same as for 3G as given in chapter 5, provided that:
- the 3G ICE isreplaced by the EPS node;

- the proper target identity applicable to EPS nodeis used.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 113 ETSI TS 133 107 V14.2.0 (2017-07)

When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-
UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified
throughout this document.

Figure 12.1.1a depicts how the HeNB location information is transferred from the HeNB location verifying node per
TS 33.320 [34] to the DF2 viaan Xv interface, in order to allow the DF2 to perform its functionality. The public IP
Address of the HeNB is provided to the HeNB location verifying node. The manner that the HeNB location verifying
node provides the DF2 with the HeNB location and HeNB 1P Address is outside the scope of this document. Additional
information on HeNB interception is found in Clause 13.

Figure 12.1.4 depictsthe LI configuration for SGW and PGW with PLMN implementing CUPS (see 3GPP TS 23.214
[75]). Thisis described in subclause 12.9. The Sxa and SXb' are the LI specific instances of Sxa and Sxb reference
points.

The target identities for 3GPP HeNB interception can be IMSI, MSISDN, IMEI, or ME Id. Use of the HeNB ID or the
CSG ID as atarget identity is FFS.

12.2 Functional requirements for LI in case of E-UTRAN access
and GTP based S5/S8.

12.2.0 General

The target identities for interception at the MME, HSS, S-GW , PDN-GW and LI LCS Client are IMSI, MSISDN and
ME (Mobile Equipment) Identity.

NOTE 1: Void.

Details about information included in the ME Identity and the relationship with IMEI needsto be considered. The term
Mobile Equipment Identity is used in this text according to TS 23.401 [22] so asto indicate that the EPC should support
multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well asthe IMEISV.

NOTE 2: In case of local breakout the PDN Gateway isinthe VPLMN. Inthis case LI relevant information in the
H-PLMN might be available at the H-PCRF. Interception at the H-PCRF is FFS.

NOTE 3: In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing
identity is not applicable at that node.

NOTE 4: MSISDN isapossibleidentity available in the EPC nodes, which may be provided by the HSS to the
MME and then forwarded to the S-GW/PDN-GW.

Asthe MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and
PDN-GW. Asthe HSS only handles signaling, interception of Content of Communication is not applicable at this node.

LI inthe PDN-GW is anational option.

For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and
target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be
delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one
EPS bearer.

The correlation number shall be generated by using existing parameters related to the EPS bearer.
NOTE5: Void.

If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered
for each party as separate intercept activity.

Editor's note: Location Dependent Interception for EPC is FFS.

NOTE 6: For LALS, any UE (including inbound roamers) served by the PLMN can be targeted.
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12.2.1  Provision of Intercept Related Information

12.2.1.0 General

Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Tracking
Area/EPS Location Update, LALS Location Report, Bearer activation (valid for both Default and Dedicated bearer),
Start of Intercept with bearer active, Start of Interception with E-UTRAN attached UE, Bearer Modification, Bearer
Deactivation, Serving Evolved Packet System (applicable to the HSS), UE requested PDN connectivity, UE requested
PDN disconnection, and UE requested bearer resource modification.

Serving Evolved Packet System and HSS related events event reporting are national options.

12.2.1.1 X2-interface

The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to
performits functionality:

- target identity (IMSI, MSISDN, ME identity);

- events and associated parameters as defined in clause 12.2.1.2 and 12.2.3 may be provided,;

- thetarget location (if available) or the |Asin case of location dependent interception;

- correlation number;

- Quality of Service (QoS) information (if available);

- encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
For HeNB interception, the MME shall provide in addition the following:

- HeNB ldentity;

- HeNB location.

HeNB location information needs to be transferred from the HeNB location verifying node to the DF2 in order to
allow the DF2 to performits functionality.

The EPS nodes detect packets containing packet header information in the communications path but the information
needed for Packet Header Information Reporting may need to be transferred from the EPS nodes either directly to the
DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using areliable transport mechanism.

12.2.1.2 Structure of the events

There are several different events in which the information is sent to the DF2 if thisis required. Details are described in
the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS
and can be suppressed in the DF2. The network procedures for which the events are generated are defined in
TS23.401[22].

Thefollowing events are applicableto the MME:
- Attach;
- Detach;
- Tracking Area/lEPS Location Update;
- UE regquested PDN connectivity;
- UE Requested PDN disconnection;
- Start of interception with E-UTRAN attached UE.
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Thefollowing events ar e applicable to the Serving GW and PDN GW:
- Bearer activation (valid for both Default and Dedicated bearer);
- Start of intercept with bearer active;
- Bearer modification;
- Bearer deactivation;
- UE Requested Bearer Resource Modification;
- Packet Data Header Information.
Thefollowing events are applicable to the HSS:
- Serving Evolved Packet System.
- HSS subscriber record change;
- Cancel location
- Register location;
- Location information request.

Thefollowing LAL S Reportsare applicable to the EPS (see Clause 19):
- Report for LALS Target Positioning;

- Report for LALS Enhanced Location for IRI.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the
information from the nodes to DF2. Available | Es from this set of elements as shown below can be extended in the
nodes, if thisis necessary as a national option. DF2 can extend available information if thisis necessary as a national
option. If interception is performed at the PDN GW, then Packet Data Header Information reporting shall also be
performed at the PDN GW and not at the Serving GW.

A number of elements shown below can be also associated with the LALS reports. The transmission of the information
fromthe Ll LCS Client to DF2 istriggered by an LCS Server/GMLC response to the L1 LCS Client request.
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Observed MSISDN

MSISDN of the target.

Observed IMSI

IMSI of the target.

Observed ME Id

ME Id of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface.
Event type

Indicates which type of event is delivered: Attach, Detach, Tracking Area Update, UE requested PDN connectivity,
UE Requested PDN disconnection, UE Requested Bearer Resource Modification, Bearer activation, Start of intercept
with bearer active, Start of interception with E-UTRAN attached UE, Bearer deactivation, Bearer modification, Serving
Evolved Packet System, Packet Data Header Information, HSS subscriber record change, Cancel location, Register
location, Location information request. In case of LALS report the event type is absent.

Event date

Date of the event generation in the ICE.

Event time

Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

PDN Type

The parameter is applicable to the MME only and provides the IP version (IPv4, IPv4/IPv6, IPv6) requested by the
UE.

PDN Address Allocation

The parameter is applicable to the S-GW and PDN-GW; it provides the IP version (IPv4, IPv4/IPv6, IPv6) and IP
address(es) allocated for the UE.

Protocol Configuration Options

Are used to transfer parameters between the UE and the PDN-GW (e.g. Address Allocation Preference by DHCP).
Attach type

Indicates the type of attach (may carry indication of handover in case of mobility with non-3GPP access).

Location Information

Location Information is the Tracking Area Identity (TAI), TA List assigned to the UE, E-CGI and/or location area
identity or the derived Location from the LI LCS Client that is present at the node at the time of event record
production. In case of Tracking Area Update event, the last visited TAI of the UE may be applicable. Country and
network IDs can be considered as location information, by some national regulations.

PDN address(es)

The UE IP address(es) for the PDN connection.

APN

When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by
the S-GW/PDN-GW, it is the Access Point Name used for the connection.

RAT type

The Radio Access Type

APN-AMBR

The Aggregate Maximum Bit Rate for the APN.

Handover indication

Provides information from the GTPv2 protocol that the procedure is triggered as part of a handover.

Procedure Transaction Identifier

Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE.
EPS bearer identity

An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer
Identity is allocated by the MME.

Bearer activation/deactivation type

Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.

Linked EPS bearer identity

Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.

Initiator

The initiator of the procedure, either the network, HeNB, or the UE.

Switch off indicator

Indicates whether a detach procedure is due to a switch off situation or not.

Detach type

Parameter sent by the network to the UE to indicate the type of detach.

Traffic Flow Template (TFT)

The EPS bearer traffic flow template (TFT) is the collection of all packet filters associated with that EPS bearer.
Traffic Aggregate Description (TAD)

The TAD consists of the description of the packet filter(s) for the traffic flow aggregate.

Serving MME address

The address of the serving MME.

Old Location Information

Location Information of the subscriber before Tracking Area Update.

Correlation Number

The correlation number is used to correlate CC and IRI.
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Network Element Identifier

Unique identifier for the ICE reporting the event.

Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.
Failed attach reason

Reason for failed attach of the target.

Failed bearer activation reason

Reason for failed bearer activation for the target.

Failed Bearer Modification reason

The reason for failure of Bearer Modification.

1As

The observed Interception Areas.

Bearer Deactivation cause

The cause of deactivation of the PDP context.

EPS Bearer QoS

This field indicates the Quality of Service associated with the Bearer procedure.

Request type

Indicates the type of request in an UE requested PDN connectivity, i.e. initial request or handover.
CSG Identity

Uniquely identifies a CSG within one PLMN. Note: Open HeNBs do not have associated CSGs.
CSG List

Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).
HeNB Identity

Uniquely identifies a HeNB (i.e., HeNB equipment ID and HeNB name).

HeNB IP Address

The public IP address of the HeNB provided to the HeNB location verifying node

HeNB Location

Reports the location of the HeNB used during location verification.

ISP Operator Identity

Identifies the ISP through which the HeNB is connected to the SeGW (e.g., IP address).

Security Gateway IP Address

The IP Address of the Security Gateway that terminates the tunnel from the HeNB.

Tunnel Protocol

The tunnel protocol used between the HeNB and the SeGW.

ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in TS 29.274 [38].

Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

Destination Port Number

The port number of the destination of the IP packet.

Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).
Packet Count

The number of packets detected and reported (for a particular summary period).

Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of
session)

Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

Source Port Number

The port number of the source of the IP packet.

Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the
Payload Length fields of the IPv6 packets.

Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.
Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

UE Local IP Address

The UE local IP address (IP SEC terminal Point) reported over GTP based S2b interface TS 29.274 [38] based on
local policy for Fixed Broadband access network interworking.

UE UDP Port

Used in case of GTP based S2b interface TS 29.274 [38] if NAT is detected and UE Local IP Address is present for
Fixed Broadband access network interworking.
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WLAN location information
Used in case of GTP based S2b interface TS 29.274 [38]. Provides location information in form of TWAN Identifier, if
available at ePDG/PDN-GW.
WLAN location timestamp
Used in case of GTP based S2b interface TS 29.274 [38]. Provides location information timestamp in form of TWAN
Identifier Timestamp, if available at ePDG/PDN-GW.
ProSe Remote UE IDs
The identities of the ProSe remote UE connected to the Prose UE-to-NW Relay, see clause 17.3.
ProSe Remote UE IP info
The IP address(es) of the ProSe Remote UE connected to the ProSe UE-to-NW Relay, see clause 17.3
location error code
LALS positioning error identification code

12.2.2 X3-interface

The access method for the delivering of S-GW and/or PDN-GW Intercept Product is based on duplication of packets
without modification at the S-GW and/or PDN-GW. The duplicated packets with additional information in a header are
sent to DF3 for further delivery to the LEA.

S-GW, PDN-GW
other
Target |« party
Duplicator of

v packets

Delivery

Function 3

[ 1ea |

Figure 12.2.2.1: Configuration for interception of S-GW/PDN-GW product data

In addition to the intercepted content of communication, the following information needsto be transferred from the S-
GW and/or the PDN-GW to the DF3 to perform its functionality:

- target identity;

- correlation number;

- time stamp (optional);

- direction (indicates whether T-PDU isMO or MT) - optional;

- thetarget location (if available) or the IAsin case of location dependent interception.

NOTE: Location dependent interception for EPC is FFS.
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12.2.3 EPS related events

12.2.3.1

Attach

ETSI TS 133 107 V14.2.0 (2017-07)

When an attach activation is generated from the mobile an attach event is generated by the MME. These elements will
be delivered to the DF2 if available:

*

12.2.3.2

Observed MSISDN

Observed IMSI

Observed ME |d

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information

Failed attach reason

IAs (if applicable)

PDN Type

IAPN

Protocol Configuration Options

Attach type

EPS bearer identity

CSG Identity (if closed/hybrid H(e)NB)*

CSG List (if closed/hybrid H(e)NB)*

HeNB Identity*

HeNB IP Address*

HeNB Location*

Security Gateway IP address*

'Tunnel Protocol*

ISP Operator Identity*

These elements are applicable for HeNB interception only.

Detach

For detach a detach-event is generated. The following elements will be delivered by the MME to the DF2 if available:

*

Observed MSISDN

Observed IMSI

Observed ME |d

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information

IAs (if applicable)

Detach initiator

Switch off indicator

Detach type

CSG Identity (if closed or hybrid HeNB)*

HeNB Identity*

HeNB IP Address*

HeNB Location*

These elements are applicable for HENB interception only.
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12.2.3.3 Bearer activation

When a bearer activation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements
will be delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed ME Id

RAT type (note 1)

PDN address allocation (note 1)
Event Type

Event Time

Event Date

Correlation number

IAPN (Access Point Name) (note 1)
Bearer activation Type (default, dedicated)
Network Element Identifier

Logical Function Information
Location Information

Failed bearer activation reason
IAs (if applicable)

EPS bearer QoS (note 2)
IAPN-AMBR (note 3)

EPS bearer id (NSAPI)

Protocol Configuration Options
Initiator

Procedure Transaction Identifier
Linked EPS bearer identity (note 2)
Traffic Flow Template(s) (TFT) ( note 4)
Handover indication

UE Local IP Address (note 5)

UE UDP Port (note 5)

WLAN location information (note 5)
WLAN location timestamp (note 5)

NOTE 1. Only in case of default bearer activation; the parameter includes both PDN type and PDN address(es).

NOTE 2: In case of unsuccessful default bearer activation, the parameter carries the requested EPS bearer QoS,
otherwise it carries the EPS bearer QoS associated to the established bearer.

NOTE 3: In case of unsuccessful default bearer activation, the parameter carries the subscribed APN-AMBR,
otherwise it carries the APN-AMBR used for the established bearer.

NOTE 4: TFT isapplicable only in the case of dedicated bearer.
NOTE 5: Applicable only to ePDG and PDN-GW in case of S2b interface.

NOTE 6: Void.

12.2.3.4 Bearer deactivation

When a bearer deactivation is generated a bearer deactivation-event is generated by the S-GW/PDN-GW. These
elements will be delivered to the DF2 if available:
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Observed MSISDN

Observed IMSI

Observed ME |d

Event Type

Event Time

Event Date

Correlation number

Bearer deactivation Type (default, dedicated)

Network Element Identifier

Logical Function Information

Location Information

IAs (if applicable)

EPS bearer id

Initiator

Procedure Transaction Identifier

Bearer deactivation Cause (note )

ULI Timestamp

UE Local IP Address

UE UDP Port

WLAN location information

WLAN location timestamp

In case all the bearers belonging to the same PDN connection are released at the same time, one event shall be sent for

each bearer.

NOTE:

12.2.35

Bearer modification

Cause can be present e.g. in case of inter S-=GW TAU, when the new S-GW sends a bearer deactivation
request to the old S-GW.

When a bearer modification is detected, a bearer modification event shall be generated. These elements will be
delivered by the SSGW/PDN-GW to the DF2 if available:

NOTE 1.

NOTE 2:

Observed MSISDN

Observed IMSI

Observed ME Id

Event Type

Event Time

Event Date

Correlation number

Network Element Identifier

Logical Function Information

Location Information

IAs (if applicable)

Initiator

EPS Bearer QoS (Note 1)

EPS bearer id

Procedure Transaction Identifier

RAT type

IAPN-AMBR (Note 2)

Traffic Flow Template(s) (TFT)

Handover indication

Failed Bearer Modification reason

UE Local IP Address

UE UDP Port

IWLAN location information

IWLAN location timestamp

ETSI

In case of unsuccessful default bearer modification, the parameter carries the requested EPS bearer QoS,
otherwise it carries the EPS bearer QoS associated to the modified bearer.
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otherwise it carries the APN-AMBR used for the modified bearer.
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The event may also be used by the PDN-GW to indicate a handover between different accesses. In this case, the RAT
type indicates the new access after the handover.

12.2.3.6 Start of interception with active bearer

This event will be generated if interception for atarget is started and if the target has at least the default bearer active. If
more then one bearer is active, for each of them an event record is generated. The parameters which are defined for
bearer activation (see related section) will be sent, if available, by the S-GW/PDN-GW to the DF2.

As an option, in case the event is sent due to a change of the involved S-GW, the new S-GW may provide as additional
parameter, the "old location information”. However, the absence of this information does not imply that interception has
not started in the old location S-GW for an active bearer.

12.2.3.7 Tracking Area/EPS Location Update

For each TA/EPS Location Update an update-event with the elements about the new location is generated. The event
shall be sent in case of Tracking Area Update, UE triggered Service Request, X2 based handover, S1 based handover,
as specified in TS 23.401 [22]. In case of change of MME, the new MME shall send the event, and the old MME may
optionally send the event as well. These elements will be delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed ME

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information (only for the new MME)
Old Location Information (only for the old MME)
IAs (if applicable)

Failure reason

HeNB Identity (NOTE1)

HeNB IP Address (NOTE1)

HeNB Location (NOTE1)

ProSe Remote UE(s) IDs (NOTE 2)

ProSe Remote UE(s) IP Info (NOTE 2)

NOTE 1: These elements are applicable for HeNB interception only.

NOTE 2: These elements identify the ProSe remote UES connected to the ProSe UE-to-NW relay when the ProSe
UE-to-NW relay isthe target and are applicable only in case the target UE is a ProSe UE-to-NW Relay,
see clause 17.3.

12.2.3.8 Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has
roamed. The elements will be delivered to the DF2 if available:

Observed MSISDN
Observed IMSI

Observed ME

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Serving MME Address
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When a PDN connectivity is requested from the mobile to allow multiple PDN connections (TS 23.401 [22]), an UE
requested PDN connectivity event is generated by the MME. These elements will be delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed ME

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information

IAPN

Request type

PDN type

Failed reason

IAs (if applicable)

Protocol Configuration Options

EPS bearer identity

HeNB Identity*

HeNB IP Address*

HeNB Location*

* These elements are applicable for HENB interception only.

12.2.3.10  UE requested PDN disconnection

When a PDN disconnection is requested from the maobile to request for disconnection from one PDN (TS 23.401 [22)),
an UE requested PDN disconnection event is generated by the MME. These elements will be delivered to the DF2 if

available:

Observed MSISDN

Observed IMSI

Observed ME

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information

IAs (if applicable)

Linked EPS bearer identity

HeNB Identity*

HeNB IP Address*

HeNB Location*

* These elements are applicable for HENB interception only.

12.2.3.11  UE requested Bearer Resource Modification

When UE requested Bearer Resource Modification TS 23.401 [22] is detected at the SSGW/PDN-GW, an UE requested
Bearer Resource Modification event is generated. These elements will be delivered to the DF2 if available:
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12.2.3.12

12.2.3.13

Void
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Observed MSISDN

Observed IMSI

Observed ME

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information

IAs (if applicable)

Linked EPS bearer identity

EPS bearer identity

Procedure Transaction Identifier

EPS bearer QoS

Traffic Aggregate Description

Failed Bearer Modification reason

Protocol Configuration Options

Start of interception with E-UTRAN attached UE

This event will be generated if interception for atarget is started and if the target is aready E-UTRAN attached. If there
are multiple PDN connections active for the target then for each them an event report is generated.

These elements will be delivered to the DF2 if available:

Observed MSISDN

Observed IMSI

Observed ME id

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Location Information

IAPN

PDN type

IAs (if applicable)

EPS bearer identity of the default bearer

CGS Identity (if closed or hybrid HeNB)*

CSG List (if closed or hybrid HeNB)*

HeNB Identity*

HeNB IP Address*

HeNB Location *

Security Gateway IP address*

Tunnel Protocol*

ISP Operator Identity*

* These elements are applicable for HENB interception only.

12.2.3.14

12.2.3.14.0

Packet Data Header Information

Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basisor in a

summary report.
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12.2.3.14.1 Packet Data Header Report

Thisevent is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by
each packet sent or received by the target. These elements will be delivered by the SS-GW/PDN-GW either directly to
DF2 or via another network entity, if available:

Observed MSISDN
Observed IMSI

Observed ME Id

Event Type

Event Time

Event Date

Correlation number
Network Element Identifier
Logical Function Information
Location Information

IAs (if applicable)

Initiator

EPS bearer id

Handover indication

PDN Address Allocation
PDN address(es)

IAPN

Source IP Address
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)

12.2.3.14.2 Packet Data Summary Report
This event is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination IP Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow label, if the packet isIPv6

2) summary information for the number of packets and bytes transmitted or received by the target for each unique
packet flow within an EPS bearer, and

3) the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the
6-tuple of source/destination |P address/port number and the layer 4 protocol and EPS bearer.

IP addresses and the I P next-layer protocol are always reported, the flow label is reported if the packet is |Pv6,
and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is
triggered by one of the following:

- start of a packet flow associated with an EPS bearer
- aninterim report for a packet flow associated with an EPS bearer is to be reported
- end of apacket flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by
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A per-intercept configurable count threshold is reached.
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The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is
configurable in units of seconds;

These elements will be delivered either directly to DF2 or viaa MF for each packet flow if available:

Observed MSISDN

Observed IMSI

Observed ME |d

Event Type

Event Time

Event Date

Correlation number

Network Element Identifier

Logical Function Information

Location Information

IAs (if applicable)

Initiator

EPS bearer id

Handover indication

PDN Address Allocation

PDN address(es)

IAPN

Care of address

Source IP Address

Source Port Number

Destination IP Address

Destination Port Number

Transport Protocol (e.g., TCP)

Flow Label (IPv6 only)

Summary Period

Packet Count (for this summary period)

Sum of Packet Sizes (for this summary period)

If the packets are IPv4, the sum of al observed packet sizes is the sum of the values contained in the Total Length field
of each packet as specified in IETF RFC 791[39].

If the packet is 1Pv6, the sum of all observed packet sizesis the sum of the values contained in the Payload Length field
for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be

sent.

12.2.3.15

HSS subscriber record change

This event will be used to report any change of association between IMSI or MSISDN of the target.

The following elements, such as old and new IMSI or MSISDN will be delivered to DF2, if available:

New observed MSISDN or A MSISDN

New observed IMSI

Old observed MSISDN or A MSISDN

Old observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IMSI or MSISDN change type

Other update: carrier specific
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12.2.3.16 Cancel location

This event "Cancel Location” will be used to report to DF2 when HSS send to MME one cancel location or purge to
serving system.

The following elements such as the old serving system of the target will be delivered to DF2:

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HSS Id...)

Previous serving system identifier (VPLMN id...)

12.2.3.17  Register location

This event will be used to report one update location to the HSS for atarget. The elements of previous and current
serving system id will be delivered to DF2, if available:

Observed MSISDN

Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)
Previous serving system identifier (old VPLMN
id)

Current serving system identifier (new VPLMN
id)

12.2.3.18  Location information request
This event will be used to report any location information of the target request activity.

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to
DF2, if available:

Observed MSISDN

Observed IMSI

Requesting network identifier (country identifier
included)

Requesting node type

Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

12.3  Functional requirements for LI in case of E-UTRAN access
and PMIP based S5/S8 interfaces

12.3.0 General

Functional requirements for LI inthe MME, S-GW, LI LCS Client and HSS do not differ from the ones applicable to
the case of GTP based S5-S8 interfaces, as specified in clause 12.2 and subclauses.

LI inthe PDN-GW isanational option.
Interception in the PDN-GW and in the L1 LCS Client shall be based on one or more of NAI, MSISDN, IMEI.
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For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3
which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one
IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can
be generated by different nodes.

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE: Void
If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered
for each party as separate intercept activity.

12.3.1 Provision of intercept related information

12.3.1.0 General

Intercept Related Information (Events) shall be sent at attach/tunnel activation, detach/tunnel deactivation, start of
interception with active PMIP tunnel, PMIP session modification, PDN-GW initiated PDN-disconnection, UE requested
PDN connectivity, Serving Evolved Packet System, subscriber record change, registration termination, location
information request , and LALS Location Report.

L1 based on HSS reporting is a national option. Requirements on the HSS specified in section 12.2 and subsections
apply also to the case in which S5/S8 interfaces are PMIP based.

12.3.1.1 X2 interface

The following information needs to be transferred from the PDN-GW to the DF2 in order to alow a DF2 to perform its
functionality:

- target identity;

- events and associated parameters as defined in clause 12.3.1.2 and 12.3.3 may be provided;

- thetarget location (if available) or the |Asin case of location dependent interception; (FFS)

- correlation number;

- Quality of Service (QoS) information, if available;

- encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

The PDN-GW detect packets containing packet data header information in the communications path but the information
needed for Packet Data Header Information reporting may need to be transferred from the PDN-GW either directly to
the DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using areliable transport mechanism.

For the LAL S Reports the following information needs to be transferred from the LI LCS Client to the DF2 in order to
allow a DF2 to perform its functionality:

- target identities;

- thetarget location (if available);

- error code (if positioning fails);

- Correlation Identifier (in the case of report for Enhanced Location for IRI).

The IRI should be sent to DF2 using a reliable transport mechanism.
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12.3.1.2 Structure of the events

There are severa different eventsin which the information is sent to the DF2 if thisis required. The events for
interception are configurable (if they are sent to DF2) in the PDN-GW, LI LCS Client and can be suppressed in the
DF2. The network procedures for which the events are generated are defined in TS 23.402 [23].

Thefollowing events ar e applicable to the PDN-GW:
- PMIP Attach/tunnel activation;
- PMIP Detach/tunnel deactivation;
- PMIP session modification
- Start of interception with active PMIP tunnel;
- PMIP PDN-GW initiated PDN-disconnection;
- Packet Data Header Information.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the
information from the nodes to DF2. Available | Es from this set of elements as shown below can be extended in the
nodes, if thisis necessary as a national option. DF2 can extend available information if thisis necessary as a national
option.
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Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

Observed MSISDN

MSISDN of the target.

Observed IMEI

IMEI of the target

Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP
Session modification, Start of interception with active PMIP tunnel, PMIP PDN-GW initiated PDN disconnection, ,
Packet Data Header Information.

Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.
Event date

Date of the event generation in the ICE.

Correlation number

The correlation number is used to correlate CC and IRI.

Network Element Identifier

Unique identifier for the ICE reporting the event.

Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.
Lifetime

Indicates the lifetime of the tunnel; it is set to a nonzero value in the case of registration; is set to zero in case of
deregistration.

Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

Access technology type

Indicates the Radio Access Type.

Handover indicator

Provides information on whether the procedure is triggered as part of a handover.

APN

The Access Point Name used for the connection.

UE address info

Includes one or more IP addresses allocated to the UE.

Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

PDN address(es)

The UE IP address(es) for the PDN connection.

Revocation trigger

Indicates the reason which triggered the PDN-GW initiated PDN-disconnection procedure

Serving Network

Identifies the serving network the UE is attached to

DHCP v4 Address Allocation Indication

Indicates that DHCPVA4 is to be used to allocate the IPv4 address to the UE

Location Information

Provides, if received from the PCRF, and/ or from the LI LCS Client, location information of the target.
Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

Destination Port Number

The port number of the destination of the IP packet.

Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).
Packet Count

The number of packets detected and reported (for a particular summary period).

Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of
session)

Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

Source Port Number

The port number of the source of the IP packet.

Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the
Payload Length fields of the IPv6 packets.

Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.
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Transport Protocol (e.g., TCP)
The identification of the transport protocol of the packet or packet flow being reported.

12.3.2 X3-interface

The access method for the delivering of PDN-GW Intercept Product is based on duplication of packets without
modification at the PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further
delivery to the LEA.

PDN-GW
other
Target < party
Duplicator of
packets
v
Delivery
Function 3
v
| LEA |

Figure 12.3.2.1: Configuration for interception of PDN-GW product data

In addition to the intercepted content of communication, the following information needs to be transferred from the
PDN-GW to the DF3 to perform its functionality:

target identity;

correlation number;

time stamp (optional);

direction (indicates whether T-PDU isMO or MT) - optional;

the target location (if available) or the IAsin case of location dependent interception.

NOTE: Location dependent interception for EPC is FFS.

12.3.3 LI events for E-UTRAN access with PMIP-based S5 or S8

12.3.3.1 Initial E-UTRAN Attach and UE PDN requested connectivity with PMIP-based

S5 or S8

When the E-UTRAN Attach or UE requested PDN connectivity is detected at the PMIP based PDN-GW, aPM I P
attach/tunnel activation event shall be generated by the PDN-GW. The following elements will be delivered to the
DF2 if available:
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Observed MN NAI
Observed MSISDN
Observed IMEI

Event Type

Event Time

Event Date

Correlation number
Network Element Identifier
Logical Function Information
Lifetime

Failed attach reason
lAccess Technology Type
Handover Indicator

IAPN

UE Address Info

IAdditional Parameters
Serving Network

DHCPv4 Address Allocation Indication
Location information

12.3.3.2 Detach and PDN disconnection for PMIP-based S5/S8

When the Detach or PDN disconnection is detected at the PMIP based PDN-GW, a PM | P detach/tunnél deactivation
event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

Observed MN NAI
Observed MSISDN
Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Correlation number

IAPN

IAdditional Parameters
Failed reason

Location information

12.3.3.3 Start of interception with active tunnel for PMIP based S5/S8

This event shall be generated by the PDN-GW if interception for atarget is started and if the target has an active PMIP
tunnel. If more than one connection is active, for each of them an event record is generated. The parameters which are
defined for PMIP attach/tunnel activation (see related section) will be sent, if available, by the PDN-GW to the DF2.

12.3.3.4 Dedicated Bearer Procedures for E-UTRAN Access with PMIP-based S5/S8

All the procedures can be intercepted at the S-GW according to the requirements specified for LI in case of GTP based
S5/S8.

PDN-GW is not involved in these procedures, except for the case of PDN-GW initiated PDN-disconnection
Procedure.

12.3.35 PDN-GW initiated PDN-disconnection Procedure

When a PDN-GW initiated PDN-disconnection procedure is detected, a PM | P PDN-GW initiated PDN-disconnection
event shall be generated by the PDN-GW. The following elements will be delivered to the DF2:
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Observed MN NAI

Observed MSISDN

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Correlation number

PDN Address(es)

Revocation trigger

Location information

PMIP Session modification

When a session modification is detected at the PDN-GW, a PM | P Session modification event shall be generated by the

PDN-GW. The following elements will be delivered to the DF2:

12.3.3.7

12.3.3.7.0

Observed MN NAI

Observed MSISDN

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information

Correlation number

Lifetime

UE Address Info

lAccess Technology Type

IAdditional Parameters

Failed reason

Serving Network

Handover indicator

DHCPv4 Address Allocation Indication

Location information

Packet Data Header Information

Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basisor in a

summary report.

12.3.3.7.1

Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by
each packet sent or received by the target. These elements will be delivered by the PDN-GW either directly to DF2 or
via another network entity if available:
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Observed MN NAI
Observed MSISDN
Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Correlation number

Lifetime

UE Address Info

lAccess Technology Type
IAdditional Parameters
Serving Network

Handover indicator
DHCPv4 Address Allocation Indication
Location information

Source IP Address
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)

12.3.3.7.2 Packet Data Summary Report
Thisevent is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination |P Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow labdl, if the packet isIPv6

2) summary information for the number of packets and bytes transmitted or received by the target for each unique
packet flow within an EPS bearer, and

3) thedate and the time of the first and last packets associated with that packet flow. A packet flow is defined as the
6-tuple of source/destination | P address/port number and the layer 4 protocol and EPS bearer.

| P addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is |Pv6,
and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is
triggered by one of the following:

- start of a packet flow associated with an EPS bearer

- aninterim report for a packet flow associated with an EPS bearer isto be reported

- end of apacket flow associated with an EPS bearer (including end of the EPS bearer itself).
An interim report can be triggered by

- Theexpiration of aconfigurable timer per intercept (called a Summary Timer). The Summary Timer is
configurable in units of seconds;

- A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:
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Observed MN NAI

Observed MSISDN

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information
Correlation number

Lifetime

UE Address Info

lAccess Technology Type

IAdditional Parameters

Serving Network

Handover indicator

DHCPv4 Address Allocation Indication
Location information

Source |P Address

Source Port Number

Destination |P Address

Destination Port Number

Transport Protocol (e.g., TCP)

Flow Label (IPv6 only)

Summary Period

Packet Count (for this summary period)
Sum of Packet Sizes (for this summary period)
Packet Summary Reason

If the packets are IPv4, the sum of al observed packet sizes is the sum of the values contained in the Total Length field
of each packet as specified in IETF RFC 791[39].

If the packet is IPv6, the sum of all observed packet sizesis the sum of the values contained in the Payload Length field
for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be
sent.

12.4  Functional requirements for LI in case of trusted non-3GPP
IP access

12.4.0 General

Differently to what happensin E-UTRAN case, in which the user traffic passes through the S-GW and then through the
PDN-GW, there are two cases of access to the network through S2a (trusted Non-3GPP access) that require additional
consideration. Specifically, the PDN-GW isthe only possible | CE in the 3GPP network in the case of non-roaming
(PDN-GW inthe HPLMN) and in the case of roaming with local breakout (PDN-GW islocated in the VPLMN)
Therefore, in these cases, interception at the PDN-GW is required.

LI based on HSS reporting is a national option. Requirements on the HSS specified in clause7A.2 and subsections apply
aso to the case in which non-3GPP I P access and 3GPPAAA server are based. Intercept Related Information (Events)
are in such case: serving system, subscriber record change, registration termination, and location information request.In
case of access to the network through S2a (trusted Non-3GPP access) for roaming without local breakout (PDN-GW in
the HPLMN and S-GW in the VPLMN), interception at the PDN-GW is a nationa option.

Interception in the SS-GW and PDN-GW shall be based on IMS| or NAI.
NOTE 1: The NAI may be atemporary ID, therefore the use of IMSI is recommended.

For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the
DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.
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The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one
IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can
be generated by different nodes

The correlation number shall be generated by using existing parameters related to the IP-CAN session.

NOTE 2: Void.
If interception has been activated for both parties of the Packet Data communication both CC and IRI shall be delivered
for each party as separate intercept activity.

12.4.1 Provision of Intercept Related Information

12.4.1.0 General

Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2a and s2c, session
modification, detach/tunnel deactivation, start of interception with active tunnel, PDN-GW reallocation upon initial
attach on s2c, PDN GW initiated resource allocation Deactivation on s2a, Serving Evolved Packet System.

Serving Evolved Packet System reporting is a hational option.

12.4.1.1 X2-interface

The following information needs to be transferred from the S GW, PDN-GW or the HSS to the DF2 in order to allow a
DF2 to perform its functionality:

- target identity;

- events and associated parameters as defined in clause 12.4.1.2 and 12.4.3 may be provided,;

- thetarget location (if available) or the |Asin case of location dependent interception; (FFS)

- correlation number;

- Quality of Service (QoS) information, if available;

- encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

The PDN-GW/S-GW detect packets containing packet header information in the communications path but the
information needed for Packet Data Header Information Reporting may need to be transferred from the PDN-GW/S-
GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using areliable transport mechanism.

12.4.1.2 Structure of the events

There are severa different eventsin which the information is sent to the DF2 if thisisrequired. The events for
interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the
DF2.

Thefollowing events are applicable to the SGW:
- PMIP attach/tunnel activation;

- PMIP detach/tunnel deactivation;
- PMIP session modification;
- Start of interception with active PMIP tunnel;
- Packet Data Header Information.
The following events ar e applicable to the PDN-GW:

- PMIP attach/tunndl activation;

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 139

NOTE:

PMIP detach/tunnel deactivation;

PMIP session modification;

Start of interception with active PMIP tunnel;
MIP registration/tunnel activation;

DSMIP registration/tunnel activation;
DSMIP session modification;

MIP deregistration/tunnel deactivation,;

DSMIP deregistration/tunnel deactivation;
Start of interception with active MIP tunnel;
Start of interception with active DSMIP tunnel;
DSMIP HA Switch;

PMIP Resource Allocation Deactivation;
MIP Resource Allocation Deactivation;
Bearer activation;

Bearer deactivation;

Bearer modification;

Start of interception with active bearer;

Packet Data Header Information.

ETSI TS 133 107 V14.2.0 (2017-07)

Bearer activation, bearer deactivation, bearer modification and start of interception with active bearer are

applicable to trusted non-3GPP access when the GTP protocol is used over s2ainterface as specified in

TS23.402[23].

Thefollowing event is applicable to the HSS, which may berequested by national regulations:

- Serving Evolved Packet System;
- Subscriber record change;
- Registration termination;

- Location information request.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the
information from the nodes to DF2. Available | Es from this set of elements as shown below can be extended in the
nodes, if thisis necessary as a national option. DF2 can extend available information if thisis necessary as a national
option. In case GTP protocol is used over s2ainterface, elements from table 12.2.1.2 are included in the applicable
events. If interception is performed at the PDN GW, then Packet Data Header Information reporting shall also be
performed at the PDN GW and not at the Serving GW.
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Table 12.2.1.2: elements included to trusted Non-3GPP access Events
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Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

Observed IMSI

The IMSI of the target

New observed MN NAI

The new Network Access Identifier of the Mobile Node (target identity).

New observed IMSI

The new IMSI of the target

Old observed MN NAI of the target (if available)

Old observed IMSI of the target (if available)

Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP
session modification, Start of interception with active PMIP tunnel, MIP registration/tunnel activation, DSMIP
registration/tunnel activation, DSMIP session modification, MIP deregistration/tunnel deactivation, DSMIP
deregistration/tunnel deactivation, Start of interception with active MIP tunnel, Start of interception with active DSMIP
tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, MIP Resource Allocation Deactivation, Serving
Evolved Packet System, Subscriber record change, Registration termination, Location information request, Packet
Data Header Information.

Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

Event date

Date of the event generation in the ICE.

Correlation number

The correlation number is used to correlate CC and IRI.

Network Element Identifier

Unique identifier for the ICE reporting the event.

Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.
Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is
set to zero in case of deregistration.

Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

Session modification failure reason

Reason for a failure of a session modification attempt for the target

Access technology type

Indicates the Radio Access Type.

Handover indicator

Provides information on whether the triggered as part of a handover.

APN

The Access Point Name used for the connection.

UE address info

Includes one or more IP addresses allocated to the UE.

Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

PDN address(es)

The UE IP address(es) for the PDN connection.

Home address

Contains the UE Home IP address.

Home Agent address

Contains the IP address of the Home Agent.

Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2¢
reference point.

HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

Revocation trigger

Contains the cause for the revocation procedure.

Foreign domain address

The relevant IP address in the foreign domain.
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Visited network identifier

An identifier that allows the home network to identify the visited network TS 29.273 [24]

Location Information

Location information of the target, e.g. 3GPP2-BSID TS 29.212 [26]. Provided if available from the PCRF.

Initiator

The initiator of the procedure, either the network or the UE.

Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

Destination Port Number

The port number of the destination of the IP packet.

Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

Packet Count

The number of packets detected and reported (for a particular summary period).

Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of
session)

Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

Source Port Number

The port number of the source of the IP packet.

Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the
Payload Length fields of the IPv6 packets.

Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.

Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter
message)

Any Associated-Identities (AVP Name): any change of any associated identities of the target

Request direction : Information if the serving node is requesting to the HSS, or requested by the HSS.

Other update: carrier specific of target's data that are in the intercepted diameter messages

Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

Requesting node identifier (I CSCF; AS) that are interfaced directly in the HSS and transmitting a diameter message
from a network

Requesting network node identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is
included in such request) that are in the different diameter messages related to location request for information (to
route the right SMS or Call attempt, or GMLC based location request, to the right node on which is attached the
target.)

Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC) (if available)
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12.4.2 X3-interface

The access method for the delivering of S-GW and/or PDN-GW Intercept Product is based on duplication of packets
without modification at the S-GW and/or PDN-GW. The duplicated packets with additional information in a header are
sent to DF3 for further delivery to the LEA.

>-GW, PDN-GW other
Target < Darty
Duplicator of
v paCkets
Delivery
Funcftion 3
v
[ LEA ]

Figure 12.4.2.1: Configuration for interception of S-GW/PDN-GW product data

n addition to the intercepted content of communication, the following information needs to be transferred from the S
GW and/or the PDN-GW to the DF3 to perform its functionality:

- target identity;

correlation number;

- time stamp (optional);

- direction (indicates whether T-PDU isMO or MT) - optiond;

- thetarget location (if available) or the IAsin case of location dependent interception.

NOTE: location dependent interception for EPC is FFS.
12.4.3 LI events for trusted Non-3GPP IP access

12.4.3.1 Initial Attach and PDN connection activation with PMIPv6 on S2a

When the Attach or PDN connectivity activation is detected over PMIP at the S-GW, PDN-GW, a PM | P attach/tunnel
activation event shall be generated. The following elements will be delivered to the DF2 if available:
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12.4.3.2
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Observed MN NAI

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

Network Element Identifier

Logical Function Information

Lifetime

Failed attach reason

lAccess Technology Type

Handover Indicator

IAPN

UE Address Info

IAdditional Parameters

Location Information

Initial Attach and PDN connection activation procedures with MIPv4 FACoA

on S2a

When the Attach or PDN connectivity activation is detected over MIP at the PDN-GW, aM I P registration/tunnel
activation event shall be generated. The following elements will be delivered to the DF2 if available:

NOTE:

Void.

Observed MN NAI

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

Network Element Identifier

Logical Function Information

Lifetime

Failed attach reason

Home Address

Care of Address

Home Agent Address

IAPN

Asthe S-GW has no Home Agent function, the event is not applicable to the S-GW. The use of MIPv4 in roaming case
requires Local Breakout (PDN-GW in VPLMN), so LI in the PDN-GW is mandatory in order to intercept in this

scenario.

12.4.3.3

Initial Attach and PDN connection activation procedures with DSMIPv6 over

S2c

When the Attach or PDN connectivity activation is detected over DSMIP at the PDN-GW, aDSM | P
registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if

available:
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Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Correlation number
Network Element Identifier
Logical Function Information
Lifetime

Requested IPv6 home prefix
Home address

IAPN

Care of Address

Failed attach reason

12.4.3.4 Detach and PDN disconnection with PMIPv6 on S2a

When a Detach or PDN disconnection is detected over PMIP at the S-GW, PDN-GW, aPM | P detach/tunnel
deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Correlation number
Network Element Identifier
Logical Function Information
IAPN

Initiator

Location Information

12.4.3.5 Detach and PDN disconnection with MIPv4 FACo0A

When a Detach or PDN disconnection is detected over MIP at the PDN-GW, a M | P deregistration/tunnel
deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Correlation number
Network Element Identifier
Logical Function Information
Home Address

Home Agent Address
Care of address

Initiator

12.4.3.6 Detach and PDN disconnection with DSMIPv6 on S2c

When a Detach or PDN disconnection is detected over DSMIP at the PDN-GW, a DSM | P der egistr ation/tunnel
deactivation event shall be generated. The following elements will be delivered to the DF2 if available:
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Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Correlation number
Network Element Identifier
Logical Function Information
Home Address

Initiator

12.4.3.7 PDN-GW reallocation upon initial attach on s2c

When a PDN GW reallocation procedure is detected by the PDN-GW, aDSM [P HA Switch event shall be generated.
The following elements will be delivered to the DF2 if avail able:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Network Element Identifier
Logical Function Information
HSS/AAA address

Target PDN-GW address

12.4.3.8 PDN GW initiated Resource Allocation Deactivation with S2a PMIP

When a PDN GW initiated resource allocation deactivation is detected by the S-GW/PDN-GW, a PM | P Resour ce
Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Network Element Identifier
Logical Function Information
Revocation trigger

UE address info
Correlation number
Location Information

12.4.3.9 PDN GW initiated Resource Allocation Deactivation with S2a MIP v4

When aPDN GW initiated resource allocation deactivation is detected, aM | P Resour ce Allocation Deactivation event
shall be sent. The following elements will be delivered to DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Network Element Identifier
Logical Function Information
Home Address

Foreign domain address
Correlation number
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12.4.3.10  Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has
roamed. Such events could be mainly triggered by Diameter messages such as:

Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of
TS29.273[24], and clause 5 of GSMA IR.61 [65]).

The elements of table 12.4.3.10 will be delivered to the DF2 if available:

Table 12.4.3.10: Information Elements for Serving Evolved Packet Event

Observed MSISDN or TEL URI or SIP URI
Observed IMSI

Observed ME Identity

Event Type

Event Time

Event Date

Network Element Identifier

IAny other IMPU or IMPI of the target (if
available)

Logical Function Information

\Visited Network Identifier (for example: AVP
name such as Visited-PLMN-Id)

12.4.3.11  Start of interception with active tunnel or bearer

When interception is started at the S-GW, PDN-GW and the target has an aready active tunnel or bearer, a start of
interception with active tunnel/bearer shall be generated. Separate events are defined for the different protocols. The
event shall be detected by the same node for which tunnel/bearer activation reporting is applicable and reported with the
same parameters required for the specific protocol (PMIP, MIP, DSMIP, GTP) tunnel/bearer activation event, as defined
in the related sections. One event shall be sent for each active tunnel/bearer.

12.4.3.12 PMIP session modification

When a session modification is detected at the S-GW/PDN-GW, a PM I P session modification event shall be generated
by the S-GW/PDN-GW. The following elements will be delivered to the DF2 if available:

Observed MN NAI

Observed MSISDN

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Logical Function Information
Correlation number

Lifetime

UE Address Info

lAccess Technology Type
IAdditional Parameters

Session modification failure reason
Serving Network

Handover indicator

DHCPv4 Address Allocation Indication
Location information

12.4.3.13 DSMIP session modification

When the session modification is detected over DS-MIPv6 at the PDN-GW, a DSM | P session modification event shall
be generated. The following elements will be delivered to the DF2 if available:
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Observed MN NAI

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

Network Element Identifier
Logical Function Information
Lifetime

Session modification failure reason
Home address

Care of Address

IAPN

Requested IPv6 Home Prefix

12.4.3.14 Bearer activation

When the Initial attachin WLAN on GTP S2a (TS 23.402 [23]) or the Dedicated bearer activation in WLAN on GTP
S2a (TS 23.402 [23]) is detected in the PDN-GW, a Bearer activation event shall be generated. The elementslisted in
the section 12.2.3.3 will be delivered to the DF2 if available.

12.4.3.15  Bearer deactivation

When the Detach and PDN disconnection in WLAN on GTP S2a (TS 23.402 [23]) or the PDN GW initiated Resource
Allocation Deactivation in WLAN on GTP S2 (TS 23.402 [23] is detected in the PDN-GW, a Bearer deactivation
event shall be generated. The elementslisted in the section 12.2.3.4 will be delivered to the DF2 if available.

12.4.3.16 Bearer modification

When the Network initiated bearer modification in WLAN on GTP S2a (TS 23.402 [23]) is detected in the PDN-GW, a
Bearer modification event shall be generated. The elements listed in the section 12.2.3.5 will be delivered by the PDN-
GW to the DF2 if available.

12.4.3.17 Packet Data Header Information

12.4.3.17.0 Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basisor in a
summary report.

12.4.3.17.1 Packet Data Header Report
Thisevent is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by

each packet sent or received by the target. These elements will be delivered by the S-GW/PDN-GW either directly to
the DF2 or via another network entity if available:
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Observed MN NAI
Observed MSISDN
Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Correlation number
Lifetime

UE Address Info

lAccess Technology Type
Serving Network

Home address

Care of Address

IAPN

Location information
Source IP Address
Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)

12.4.3.17.2 Packet Data Summary Report
Thisevent is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination IP Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow label, if the packet is|Pv6

2) summary information for the number of packets and bytes transmitted or received by the target for each unique
packet flow within an EPS bearer, and

3) the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the
6-tuple of source/destination | P address/port number and the layer 4 protocol and EPS bearer.

| P addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is |Pv6,
and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is
triggered by one of the following:

- start of a packet flow associated with an EPS bearer

- aninterim report for a packet flow associated with an EPS bearer isto be reported

- end of apacket flow associated with an EPS bearer (including end of the EPS bearer itself).
An interim report can be triggered by

- The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is
configurable in units of seconds;

- A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to the DF2 or viaa MF for each packet flow if available:
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Observed MN NAI

Observed MSISDN

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Correlation number

Lifetime

UE Address Info

lAccess Technology Type
Serving Network

Home address

Care of Address

IAPN

Location information

Source IP Address

Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Flow Label (IPv6 only)
Summary Period

Packet Count (for this summary period)
Sum of Packet Sizes (for this summary period)

If the packets are IPv4, the sum of al observed packet sizes is the sum of the values contained in the Total Length field
of each packet as specified in IETF RFC 791[39].

If the packet is IPv6, the sum of all observed packet sizesis the sum of the values contained in the Payload Length field
for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be
sent.

12.4.3.18  HSS subscriber record change

This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPU/IMPI/TEL
URI/ SIP URI, or IMEI of the target. It isinduced mainly by Subscriber Profile management by the HSS or the CSP
administration tools through the HSS.

Such events could be mainly triggered by Diameter messages such as.

Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see
clause A of TS29.273[24].

The elements of table 12.4.3.18 will be delivered to DF2, if available.
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Table 12.4.3.18: Information Elements for Subscriber Record Change Event

New observed MSISDN or TEL URI or SIP URI

New observed IMSI

New Observed IMEI (if available)

Old observed MSISDN

Old observed IMSI

Old observed IMEI (if available)

IAny User-Data (AVP Name): any change in the profit and identities of the target (if
available in the Diameter message)

IAny Associated-Identities (AVP Name): any change of any associated identities of
the target

Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

Request direction

Information if the serving node is requesting to the HSS, or requested by the HSS.
Other update: carrier specific.

12.4.3.19  Registration Termination

This event "Registration Termination™ will be used to report to DF2 when HSS send to 3GPP AAA Server Itisthe
equivalent of cancel location or purge to serving system in CS domain. Thiskind of event isinduced by the registration
of the target. The event will be triggered by the following Diameter messages:

- Through SWx interface, Server-Assignment-Request indicating deregistration from 3GPP AAA Server to HSS:
see clause A of TS29.273 [24];

- Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of
TS29.273 [24].

The elements of table 12.4.3.19 will be delivered to DF2.

Table 12.4.3.19: Information Elements for Termination Request Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Event Type

Event Time

Event Date

Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if
available)

Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if
available)

Network Element Identifier (HSS Id...)

Previous serving system identifier (if available)

12.4.3.20  Location Information request

This event will be used to report any location information request on the target by a node to HSS, when the target is
connected to trusted non-3GPP P access. A location information request could be generated by an IP-SM-GW AS (as
an SMS Centre) or GMSC or SGSN or MME from another Network through a diameter request transmitted by either an
ASor the | CSCF of the home network to the HSS of the target. The event will be triggered by the following Diameter

messages.

- Through Shinterface, User Data Request with content related to update location from AS to HSS, see clause A.2
of TS29.328[63] and TS 29.329 [66];

- Through Cx interface, Location Info Request from | CSCF to HSS; see clause A.2 of TS 29.228 [62].
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The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, of table 12.4.3.20.YC
will be delivered to DF2, if available.

Table 12.4.3.20: Information Elements for Location Information Request Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Requesting node identifier (| CSCF; AS)

Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id
GMLC Id (country identifier included),

Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)
Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IAny other IMPU or IMPI (if available)

12.5  Functional requirements for LI in case of untrusted non-
3GPP IP access

12.5.0 Introduction

This clause specifies functional requirements applicable to the PDN-GW and HSS. In addition, this clause specifies
requirements applicable to the ePDG in case this node is using a GTPv2 based protocol over s2b interface as specified
in TS 23.402 [23].

The e-PDG not using a GTPv2 based protocol over s2b interface and the AAA server are subjected to all the
requirements specified in this document for PDG and AAA server for the case of I-WLAN interworking.

NOTE 1: WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
I nterworking.

Interception in the PDN-GW is a hational option.

Interception in the PDN-GW shall be based on IMSI or NALI. In case of GTPv2 based protocol, interception at the ePDG
and PDN-GW shall be based on IMSI.

NOTE 2: The NAI may be atemporary ID, therefore the use of IMSI is recommended.

For the delivery of the CC and IRI, the PDN-GW and ePDG provides correlation number and target identity to the DF2
and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

LI based on HSS reporting is a national option. Requirements on the HSS specified in clause 7A.2 and subsections
apply also to the case in which non-3GPP | P access and 3GPP AAA server are based. Intercept Related Information
(Events) are serving system, subscriber record change, registration termination, and location information request.

12.5.1 Provision of Intercept Related Information

12.5.1.0 General

Intercept Related Information (Events) shall be sent at attach/tunnel activation on interfaces s2b and s2c, detach/tunnel
deactivation, session modification, start of interception with active tunnel, Serving Evolved Packet System.

In case of GTPv2 based s2b, Intercept Related Information shall be sent at attach/bearer activation, detach/bearer
deactivation, bearer modification and start of interception with active bearer.

The following event is applicable to the HSS, which is a national option:
- Serving Evolved Packet System;
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- Subscriber record change;
- Registration termination;

- Location information request.

125.1.1 X2-interface

ETSI TS 133 107 V14.2.0 (2017-07)

The following information needs to be transferred from the PDN-GW, ePDG or the HSS to the DF2 in order to allow a

DF2 to perform its functionality:

- target identity;

- events and associated parameters as defined in clause 12.5.1.2 and 12.5.3 may be provided,;

- thetarget location (if available) or the |Asin case of location dependent interception; (FFS)

- correlation number;

- Quality of Service (QoS) information, if available;

- encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

The PDN-GW detect packets containing packet header information in the communications path but the information
needed for Packet Data Header Information reporting may need to be transferred from the PDN-GW either directly to
the DF2 or via another network entity in order to alow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

125.1.2 Structure of the events

There are severa different eventsin which the information is sent to the DF2 if thisis required. The events for
interception are configurable (if they are sent to DF2) in the PDN-GW, ePDG or the HSS and can be suppressed in the

DF2.
Thefollowing events are applicable to the PDN-GW:

- PMIP attach/tunnel activation;

- PMIP detach/tunnel deactivation;

- PMIP session modification;

- Start of interception with active PMIP tunnel;
- DSMIP registration/tunnel activation;

- DSMIP deregistration/tunnel deactivation;

- DSMIP session modification;

- Start of interception with active DSMIP tunnel;
- DSMIP HA Switch;

- PMIP Resource Allocation Deactivation ;

- Packet Data Header Information

- Bearer activation;

- Bearer deactivation;

- Bearer modification;

- Start of interception with active bearer.
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Thefollowing events are applicable to the ePDG:
- Bearer activation;
- Bearer deactivation;
- Bearer modification:
- Start of interception with active bearer.
Thefollowing events are applicable to the HSS, which isnational option:
- Serving Evolved Packet System;
- Subscriber record change;
- Registration termination;
- Location information request.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the
information from the nodes to DF2. Available | Es from this set of elements as shown below can be extended in the
nodes, if thisis necessary as a national option. DF2 can extend available information if thisis necessary as a national
option. When the GTP protocol is used over the s2b interface, elements from table 12.2.1.2 are included in the
applicable events.
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Table 12.5.1.2: Elements that are Associated to Events of Untrusted Non-3GPP IP Access Events
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Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

Observed IMSI

The IMSI of the target.

New observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

New observed IMSI

The IMSI of the target

Old observed IMSI of the target (if available)

Old observed MN NAI of the target (if available)

Any other IMPU or IMPI (if available) available in the diameter message associated to the target
Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, Start of
interception with active PMIP tunnel, DSMIP registration/tunnel activation, DSMIP deregistration/tunnel deactivation,
Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, Serving
Evolved Packet System, Subscriber record change, Registration termination, Location information request, Packet
Data Header Information.

Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.
Event date

Date of the event generation in the ICE.

Correlation number

The correlation number is used to correlate CC and IRI.

Network Element Identifier

Unique identifier for the ICE reporting the event.

Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.
Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is
set to zero in case of deregistration.

Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

Session modification failure reason

Reason for a failure of a session modification attempt for the target

Access technology type

Indicates the Radio Access Type.

Handover indicator

Provides information on whether the triggered as part of a handover.

APN

The Access Point Name used for the connection.

UE address info

Includes one or more IP addresses allocated to the UE.

Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

Home Agent address

Contains the IP address of the Home Agent.

Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2¢
reference point.

HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

Revocation trigger

Contains the cause for the revocation procedure.

Foreign domain address

The relevant IP address in the foreign domain.

Visited network identifier

An identifier that allows the home network to identify the visited network TS 29.273 [24].

Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

Home address

Contains the UE Home IP address.

Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.
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Destination Port Number

The port number of the destination of the IP packet.

Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

Packet Count

The number of packets detected and reported (for a particular summary period).

Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of
session)

Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

Source Port Number

The port number of the source of the IP packet.

Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the
Payload Length fields of the IPv6 packets.

Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.

Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter
message)

Any Associated-Identities (AVP Name): any change of any associated identities of the target

Request direction : Information if the serving node is requesting to the HSS, or requested by the HSS.

Other update: carrier specific of target's data that are in the intercepted diameter messages

Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

Requesting node identifier (I CSCF; AS) that are interfaced directly in the HSS and transmitting a diameter message
from a network

Requesting network node identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is
included in such request) that are in the different diameter messages related to location request for information (to
route the right SMS or Call attempt, or GMLC based location request, to the right node on which is attached the
target.)

Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC) (if available)
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12.5.2 X3-interface

The access method for the delivering of PDN-GW and/or ePDG Intercept Product is based on duplication of packets
without modification at the intercepting node. The duplicated packets with additional information in a header are sent to
DF3 for further delivery to the LEA.

PDN-GW, ePDG

Target | ! ,| other
oo | party

A

\_ Duplication of packets

Delivery
Function 3

\ 4

LEA

Figure 12.5.2.1: Configuration for interception of PDN-GW, ePDG product data

In addition to the intercepted content of communication, the following information needs to be transferred from the
PDN-GW and/or ePDG to the DF3 to performits functionality:

- target identity;

- correlation number;

- time stamp (optional);

- direction (indicates whether T-PDU isMO or MT) - optional;

- thetarget location (if available) or the IAsin case of location dependent interception.

NOTE: Location dependent interception for EPC is FFS.
12.5.3 LI events for untrusted Non-3GPP IP access

12531 Initial Attach and PDN connection activation with PMIPv6 on S2b

Inthe VPLMN, LI shall be done at the ePDG according to LI requirements for I-WLAN; no additional requirement
appliesto the S-GW for this case.

NOTE: WLAN Interworking specifications (TS 23.234 [14], TS 24.234[17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
Interworking.

When the attach or PDN connectivity activation is detected over PMIP at the PDN-GW, a PM I P attach/tunnel
activation event shall be generated. The following elements will be delivered to the DF2 if available:
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Observed MN NAI
Observed IMSI

Event Type

Event Time

Event Date

Correlation number
Logical Function Information
Network Element Identifier
Lifetime

Failed attach reason
IAccess Technology Type
Handoff Indicator

IAPN

UE Address Info
IAdditional Parameters

12.5.3.2 Initial attach and PDN connection activation for S2c¢ in untrusted non-3GPP
IP access

Inthe VPLMN, LI shall be done at the ePDG according to L1 requirementsfor PDG for I-WLAN.

NOTE: WLAN Interworking specifications (TS 23.234 [14], TS 24.234[17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
Interworking.

When the attach or PDN connectivity activation is detected over DS-MIPv6 at the PDN-GW, aDSM I P
registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if
available:

Observed MN NAI
Observed IMSI

Event Type

Event Time

Event Date

Correlation number
Network Element Identifier
Logical Function Information
Lifetime

Failed attach reason

Home address

Care of Address

IAPN

Requested IPv6 Home Prefix

12.5.3.3 UE/ePDG-initiated Detach Procedure and UE Requested PDN disconnection
with PMIP

Inthe VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional
requirement appliesto the S-GW for this case.

NOTE: WLAN Interworking specifications (TS 23.234 [14], TS 24.234[17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
Interworking.

When the detach or UE requested PDN disconnection is detected over PMIP at the PDN-GW, a PM I P detach/tunnel
deactivation event shall be generated. The following elements will be delivered to the DF2 if available:
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Observed MN NAI
Observed IMSI

Event Type

Event Time

Event Date

Correlation number
Network Element Identifier
Logical Function Information
IAPN

12.5.34 Detach and PDN Disconnection for S2c in Un-trusted Non-3GPP IP access
Inthe VPLMN, LI shall be done at the ePDG according to L1 requirements for PDG for I-WLAN.

When the detach or PDN disconnection is detected over DS-MIPv6 at the PDN-GW, a DSM | P der egistration/tunnel
deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Time

Event Date

Correlation number
Network Element Identifier
Home address

Logical Function Information
Initiator

Care of Address

12.5.3.5 Serving Evolved Packet System

The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the target has
roamed. Such events could be mainly triggered by Diameter messages such as:

- Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of
TS 29 273[24], and clause 5 of GSMA IR.61 [65]).

The elements of table 12.5.3.5 will be delivered to the DF2, if available.

Table 12.5.3.5: Information Elements for Serving Evolved Packet Event

Observed MSISDN or TEL URI or SIP URI
Observed IMSI

Observed ME Identity

Event Type

Event Time

Event Date

Network Element Identifier

IAny other IMPU or IMPI of the target (if
available)

Logical Function Information

\Visited Network Identifier (for example, AVP
name such as Visited-PLMN-Id)

12.5.3.6 Start of interception with active tunnel/bearer

When interception is started at the PDN-GW/ePDG and the target has an already active tunnel/bearer, a start of
interception with active tunnel/bearer shall be generated. The event shall be detected by the same node for which
tunnel/bearer activation reporting is applicable and reported. Separate events are defined for the specific protocol
(PMIP, DSMIP, GTP). When the GTP protocol is used for the s2b interface, the event Start of interception with active
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bearer is applicable as specified in section 12.2.3.6. The parameter applicable to the tunnel activation event, as defined
in the related sections, will be delivered to the DF2 if available. One event shall be sent for each active tunnel.

12.5.3.7 PDN-GW reallocation upon initial attach on s2c

When a PDN GW reallocation procedure is detected by the PDN-GW, aDSM I P HA Switch event shall be generated.
The following elements will be delivered to the DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Network Element Identifier
Logical Function Information
HSS/AAA address

Target PDN-GW address

12.5.3.8 PDN GW initiated Resource Allocation Deactivation with S2b PMIP

When a PDN GW initiated resource allocation deactivation is detected, a PM | P Resour ce Allocation Deactivation
event shall be sent. The following elements will be delivered to DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Date

Event Time

Network Element Identifier
Logical Function Information
Revocation trigger

UE address info

Correlation number

12.5.3.9 PMIP session modification

Inthe VPLMN, LI shall be done at the ePDG according to LI requirements for PDG for I-WLAN; no additional
requirement applies to the S-GW for this case.

NOTE: WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
I nterworking.

When a session modification is detected at the PDN-GW, a PM | P session modification event shall be generated by the
PDN-GW. The following elements will be delivered to the DF2 if available:

Observed MN NAI
Observed IMSI

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Correlation number

Lifetime

UE Address Info

lAccess Technology Type
IAdditional Parameters
Session failure modification reason
Handover indicator
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12.5.3.10 DSMIP session modification
Inthe VPLMN, LI shall be done at the ePDG according to L1 requirements for PDG for I-WLAN.

NOTE: WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer
maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN
I nterworking.

When the session modification is detected over DS-MIPv6 at the PDN-GW, a DSM | P session modification event shall
be generated. The following elements will be delivered to the DF2 if available:

Observed MN NAI

Observed IMSI

Event Type

Event Time

Event Date

Correlation number

Network Element Identifier
Logical Function Information
Lifetime

Session failure modification reason
Home address

Care of Address

IAPN

Requested IPv6 Home Prefix

12.5.3.11 Packet Data Header Information

12.5.3.11.0 General

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basisor in a
summary report.

12.5.3.11.1 Packet Data Header Report
Thisevent is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by

each packet sent or received by the target. These elements will be delivered by the PDN-GW either directly to the DF2
or via another network entity if available:

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 163 ETSI TS 133 107 V14.2.0 (2017-07)

Observed MN NAI
Observed MSISDN
Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation number
Logical Function Information
Lifetime

UE Address Info

lAccess Technology Type
Serving Network

Home address

Care of Address

IAPN

Location information
Source IP Address
Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Packet Size

Flow Label (IPv6 only)

12.5.3.11.2 Packet Data Summary Report
Thisevent is used to report:
1) the source and destination information derived from the packet headers, including:
a) source and destination IP Addresses,
b) IP next-layer protocol,
c) Layer-4 ports, and
d) Flow label, if the packet is|Pv6

2) summary information for the number of packets and bytes transmitted or received by the target for each unique
packet flow within an EPS bearer, and

3) the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the
6-tuple of source/destination | P address/port number and the layer 4 protocol and EPS bearer.

| P addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is |Pv6,
and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is
triggered by one of the following:

- start of a packet flow associated with an EPS bearer

- aninterim report for a packet flow associated with an EPS bearer isto be reported

- end of apacket flow associated with an EPS bearer (including end of the EPS bearer itself).
An interim report can be triggered by

- The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is
configurable in units of seconds;

- A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:
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Observed MN NAI

Observed MSISDN

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Logical Function Information
Correlation number

Lifetime

UE Address Info

lAccess Technology Type
Serving Network

Home address

Care of Address

IAPN

Location information

Source IP Address

Source Port Number
Destination IP Address
Destination Port Number
Transport Protocol (e.g., TCP)
Flow Label (IPv6 only)
Summary Period

Packet Count (for this summary period)
Sum of Packet Sizes (for this summary period)

If the packets are IPv4, the sum of al observed packet sizes is the sum of the values contained in the Total Length field
of each packet as specified in IETF RFC 791[39].

If the packet is IPv6, the sum of all observed packet sizesis the sum of the values contained in the Payload Length field
for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be
sent.

12.5.3.12 Bearer activation

When the Attach is handled by the ePDG over the GTP based s2b interface (TS 23.402 [23]), or the Dedicated bearer
activation on the GTP based S2b interface (TS 23.402 [23]) is detected by the ePDG, or a Bearer activation is detected
at the PDN-GW, aBearer activation event shall be generated. The elements listed in section 12.2.3.3 will be delivered
to the DF2 if available.

12.5.3.13 Bearer deactivation

When the Detach is handled by the ePDG over GTP S2b interface (TS 23.402 [23]), or a Bearer deactivation is detected
at the PDN-GW, or the PDN GW initiated Resource Allocation Deactivation is detected by the ePDG on GTP based s2b
interface, a Bearer deactivation event shall be generated. The elements listed in section 12.2.3.4 will be delivered to
the DF2 if available.

12.5.3.14 Bearer modification

When a Bearer Modification is handled by the ePDG over GTP S2b interface (TS 23.402 [23]), or a Bearer
modification is detected at the PDN-GW, a Bear er modification event shall be generated. The elementslisted in
section 12.2.3.5 will be delivered by the ePDG to the DF2 if available.

12.5.3.15  HSS subscriber record change
This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPI/IMPU/TEL

URI/ SIP URI, or IMEI of the target. It isinduced mainly by Subscriber Profile management by the HSS or the CSP
administration tools through the HSS.
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Such events could be mainly triggered by Diameter messages such as.

- Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see
clause A of TS29.273[24].

The elements of table 12.5.3.15 will be delivered to DF2, if available.

Table 12.5.3.15: Information Elements for Subscriber Record Change Event

New observed MSISDN or TEL URI or SIP URI

New observed IMSI

New Observed IMEI (if available)

Old observed MSISDN

Old observed IMSI

Old observed IMEI (if available)

IAny User-Data (AVP Name): any change in the profit and identities of the target (if
available in the Diameter message)

IAny Associated-Identities (AVP Name): any change of any associated identities of
the target

Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IMSI or MSISDN/TEL URI/SIP URI or IMEI change type

Request direction

Information if the serving node is requesting to the HSS, or requested by the HSS.
Other update: carrier specific.

12.5.3.16  Registration Termination

This event "Registration Termination™ will be used to report to DF2 when HSS send to 3GPP AAA Server Itisthe
equivalent of cancel location or purge to serving system in CS domain. Thiskind of event isinduced by the registration
of the target.

The event will be triggered by the following Diameter messages:

- Through SWx interface, Server-Assignment-Request indicating deregistration from 3GPP AAA Server to HSS:
see clause A of TS29.273 [24];

- Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of
TS29.273[24].

The following elements of table 12.5.3.16 such as the previous serving system of the target will be delivered to DF2.

Table 12.5.3.16: Information Elements for Registration Termination Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Event Type

Event Time

Event Date

Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if
available)

Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if
available)

Network Element Identifier (HSS Id...)

Previous serving system identifier (if available)

12.5.3.17  Location Information request

This event will be used to report any location information request on the target by a node to HSS, when the target is
connected to trusted non-3GPP P access. A location information request could be generated by an IP-SM-GW AS (as
an SMS Centre) or GMSC or SGSN or MME from another Network through a diameter request transmitted by either an

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 166 ETSI TS 133 107 V14.2.0 (2017-07)
AS or the | CSCF of the home network to the HSS of the target. The event will be triggered by the following Diameter
messages:

- Through Shinterface, User Data Request with content related to update location from AS to HSS, see clause A.2
of TS29.328[63] and TS 29.329 [66];

- Through Cx interface, Location Info Request from | CSCF to HSS; see clause A.2 of TS 29.228 [62].

The elements of table 12.5.3.17, observed IMSI, MSISDN, the identifier of the requesting node type and network, will
be delivered to DF2, if available.

Table 12.5.3.17: Information Elements for Location Information Request Event

Observed MSISDN or TEL URI or SIP URI

Observed IMSI

Requesting node identifier (| CSCF; AS)

Requesting network identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id
GMLC Id (country identifier included),

Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC)
Event Type

Event Time

Event Date

Network Element Identifier (HSS id...)

IAny other IMPU or IMPI (if available)

12.6  Functional requirements for LI in case of Handovers
between E-UTRAN and CDMA2000 Accesses.

When an handover is performed from CDMA2000 Access to E-UTRAN, the MME shall intercept the attach event
received from the HRPD AN based on IMSI.

Interception at S-GW and PDN-GW shall be done according to the requirements given in section 12.2 or 12.3 and
related subsections, depending on the protocol used over the S5/S8 interface.

12.7  Functional requirements for LI in case of interworking
between SGSN and EPS nodes over S4/S12 interfaces

The SGSN and the HSS are subjected to the requirements applicable to these nodes for PS interception, as specified
throughout this document.

The S-GW is subjected to the requirements specified in section 12.2 and subsections. The applicable events shall be
reported also when received from the SGSN over $4 interface. CC shall be also reported when received over S4/S12
interfaces. The network procedures for which the events applicable to the S-GW, defined in section 12.2 and
subsections, are generated when the S-GW is connected over S4/S12 interfacesto a SGSN are defined in

TS 23.060[10].

The PDN-GW is subjected to the requirements specified in section 12.2 or 12.3 and related subsections, depending on
the protocol used on S5/S8 interfaces, which are applicable also to the case in which the PDN-GW isinvolved for a
target for which a $4 based SGSN is used.

12.8  Functional requirements for LI in case of interworking
between SGSN and PDN-GW over Gn/Gp interfaces

According to TS 23.060 [10] and TS 23.401 [22] a PDN-GW may provide a Gn/Gp interface for interworking with the
SGSN. When thisinterfaceis provided, from LI perspective the PDN-GW acts as a GGSN towards the involved SGSN.
In this case, in addition to the requirements specified in this clause, al the requirements specified by this document for
the GGSN are applicable to the PDN-GW.
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The PDN-GW shall use the same correlation number in records when the PDP context/EPS bearer modification
signalling is detected due to the handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN
to 2G/3G and vice versa). After the handover, the PDN-GW shall report the events applicable to the new access and
continue to use the same correlation number inside the same PDP context/EPS bearer.

The SGSN is subjected to the requirements applicable to this node for PS interception, as specified throughout this
document.

12.9  Functional Requirements for LI in case of Control and User
Plane Separation

12.9.1 Background

Asdefined in 3GPP TS 23.214 [ 75], the Serving Gateway and PDN Gateway may have separated control plane and user
plane functions. The control plane (CP) functions (Serving Gateway-C and PDN Gateway-C) provide the traffic
forwarding rules (referred to as Forward Action Rulesin 3GPP TS 23.214 [ 75]) to the user plane (UP) functions
(Serving Gateway-U and PDN Gateway-U). The UP functions forward the user plane traffic as per the Forward Action
Rules.

Asdefined in subclause 12.1 of the present document, the Serving Gateway and PDN Gateway provide the LI functions
for the EPC packet data interception. As defined in subclause 15.2, a PDN Gateway can also provide the CC Intercept
Function for an IMS-based VoL TE. As defined in clause 20, the BBIFF functions of an S8HR LI functions may be
implemented within a Serving Gateway. Therefore, the LI functions available in the Serving Gateway and PDN
Gateway shall be carried over to the split Serving Gateway and PDN Gateway with the new CUPS architecture.

12.9.2 LI Architecture with CUPS

129.2.1 Overview

With CUPS, dl the signalling related interfaces (i.e., control plane data) terminate at the Serving Gateway C and PDN
Gateway-C. Therefore, the IRI related LI functions provided within a Serving Gateway and PDN Gateway for EPC
packet data interception shall be provided by the Serving Gateway-C and PDN Gateway-C respectively. The X2
reference point terminates at the Serving Gateway-C and PDN Gateway-C.

With CUPS, user plane data pass through the Serving Gateway-U and PDN Gateway-U. Therefore, the duplication of
user plane data to support the CC interception for EPC packet data shall be done at the Serving Gateway-U and PDN
Gateway-U. A new LI specific functional element referred to as Split X3 LI Interworking Function (SX3LIF) is
defined.

NOTE 1: The SX3LIF can be co-located with a UP function or a CP function or can be a standal one point.

The UP function duplicates the user plane packets of the traffic to be intercepted (identified by the packet detection
rules) asinstructed by the CP function and then sends the duplicated user plane packets to the SX3LIF over the X3u
reference point. The CP function a so provides the forwarding action rules to the UP function which enables the UP
function to determine how to send the duplicated user plane packets over the X3u reference point to the SX3LIF. The
CP function provides the intercept control information (such as correlation identifier, target identity, and intercepted
packet identification rules) to the SX3LIF over the X3c reference point. The SX3LIF receives the user plane packets
from the UP function (over the X 3u reference point), associates the user plane packets to the target interception based
on the intercept related information that it received from the CP function (over the X3c reference point) and then
deliversthe CC to the DF3 over the X3 reference point.

The LI architecture for EPC packet datainterception with CUPS is depicted in the following figure 12.1.4.

NOTE 2: The present document defines an LI architecture for CUPS where CUPS has been applied to single
operator PLMN.

12.9.2.2 Packet detection rules

The packet detection rules allow the UP function to determine which user plane packets are duplicated and sent to the
SX3LIF.
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NOTE: The packet detection rules may be different for Serving Gateway-U and PDN Gateway-U. For example,
the packet detection Rules for a Serving Gateway-U may be based on the GTP tunnel Id of the bearer
from which the user plane packets are to be duplicated and forwarded to SX3LIF. The Packet detection
rules for aPDN Gateway-U may be based e.g. on the UE IP address sent to, received from, which the
user plane packets are to be duplicated and forwarded to SX3LIF.

12.9.2.3 Forwarding action rules

The forwarding action rules indicate how the UP function is to forward the duplicated packets to the SX3LIF over the
X3u reference point. The information such as the destination 1P address at the SX3LIF and the GTP tunnel 1d of the
tunnel toward which the duplicated packets are sent on the X3u reference point may be part of the forwarding action
rules.

12.9.2.4 Intercepted packet identification rules

The intercepted packet identification rules allow the SX3LIF to identify and associate the user plane packets received
over the X3u reference point to the target intercept information. Part of the forwarding action rules (e.g. the information
such as destination |P address of X3u tunnel, GTP tunnel Id of the X3u tunnel), target identity and correlation identifier
are part of the intercepted packet identification rules.

The SX3LIF uses the IP address and the GTP tunnel 1d of the tunnel on the X3u reference point to associate the
received user plane packets with the target intercept information that it receives from the CP function over X3c
reference point.

12.9.3 Provision of Content of Communications

12931 Interception for Serving Gateway

When the CC interception is required and is to be done at the Serving Gateway, the Serving Gateway-C shall
send/activate the following information to the Serving Gateway-U:

- Packet detection rules as described in subclause 12.9.2.2

- Forwarding action rules as described in 12.9.2.3

- Anindication to perform the packet duplication and forward the same to the SX3LIF.
In addition, the Serving Gateway-C shall send the following information to the SX3LIF:

- target identity

- correlation identifier

- Intercepted packet identification rules as described in subclause 12.9.2.4.

The Serving Gateway-U shall identify the user plane packets as per the packet detection rules (subsclause 12.9.2.2) and
shall forward the packets to the SX3LIF over the X3u reference point as per the forwarding action rules (subclause
12.9.2.3). The SX3LIF shall associate the user plane packets to the target interception as per the intercepted packet
identification rules and shall deliver the CC to DF3 over the X3 reference point as defined in the subclause12.2.2 and
subclause 12.4.2.

12.9.3.2 Interception for PDN Gateway

When the CC interception isrequired and is to be done at the PDN Gateway, the PDN Gateway-C shall/activate send
the following information to the PDN Gateway-U.

- Packet detection rules as described in 12.9.2.2
- Forwarding action rules as described in 12.9.2.3
- Anindication to perform the packet duplication and forward the same to the SX3LIF.

In addition, the PDN Gateway-C shall send the following information to the SX3LIF:
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- target identity
- correlation identifier
- Intercepted packet identification rules as described in 12.9.2.4.

The PDN Gateway-U shall identify the user plane packets as per the packet detection rules (subsclause 12.9.2.2) and
shall forward the packets to the SX3LIF over the X3u reference point as per the forwarding action rules (subclause
12.9.2.3). The SX3LIF shall associate the user plane packets to the target interception as per the intercepted packet
identification rules and shall deliver the CC to DF3 over the X3 reference point as defined subclause 12.4.2 and
subclause 12.5.2.

12.9.4 Provision of Intercept Related Information

12.9.4.1 Interception at the Serving Gateway

When the IRI interception is to be done at the Serving Gateway, the Serving Gateway-C shall deliver the IRI over the
X2 reference point to DF2 as defined in subclause 12.2.3, and subclause 12.4.3 with the following exception:

- The Serving Gateway-C:

- informsthe SX3LIF to generate the IRI events that require access to the user plane packets (e.g. packet data
header information), and

- providesinformation to the Serving Gateway-U asit does for CC interception in accordance with 12.9.3.1.
- The SX3LIF deliversthe IRI events that require accessto the user plane packets (e.g. packet data header
information).
12.9.4.2 Interception at the PDN Gateway

When the IRI interception is to be done at the PDN Gateway, the PDN Gateway-C shall deliver the IRI over the X2
reference point to DF2 as defined in subclause 12.2.3, subclause 12.3.3, subclause 12.4.3 and subclause 12.5.3 with the
following exception:

- The PDN Gateway-C:

- informsthe SX3LIF to generate the IRI events that require access to the user plane packets (e.g. packet data
header information), and

- providesinformation to the PDN Gateway-U asit does for CC interception in accordance with 12.9.3.2.

- SX3LIF deliversthe IRI eventsthat require access to the user plane packets (e.g. packet data header
information).

13 Lawful Interception for 3GPP H(e)NBs

13.0 General

Home Node B (HNB) and Home enhanced Node B (HeNB) are jointly referred to as H(e)NB as defined in
TS22.220[31]. Asidentified in TS 33.106 [7], lawful interception for 3GPP H(e)NBs can be based on three different
targets. atarget accessing a H(e)NB, atarget CSG of aH(e)NB, and atarget H(e)NB.

LI for atarget CSG is FFS.
LI for atarget H(€)NB is FFS.

LI for Local IP Access (LIPA) viaaH(e)NB isFFS.
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13.1  Provision of Intercepted Content of Communications for
3GPP H(e)NBs

The access method for the delivery of intercepted content of communications (CC) is based on duplication of packets
without modification.

See clause 13.4 for UMTS HNB specifics and 13.5 for HeNB specifics.

NOTE: Inthe case where the UE isthe target of intercept, from the perspective of the core network, aH(e)NB is
treated the same as a NodeB or eNodeB for CC interception purposes (i.e., no additional LI functionality
isrequired).

13.2  Provision of Intercept Related Information for 3GPP
H(e)NBs

13.2.1 X2-interface

The following information needs to be transferred to the DF2 in order to alow a DF2 to perform its functionality:

- target identity (IMSI, IMEI, MSISDN, ME Id);

events and associated parameters as defined in sections 13.4.3 may be provided;

the H(e)NB location (if available);
- H(e)NB ID;

H(e)NB location information needs to be transferred from the location verifying nodes per TS 33.320 [34]to the DF2 in
order to allow the DF2 to performits functionality. The manner that the location verifying node provides the DF2 with
the H(e)NB location is outside the scope of this document.

The IRI should be sent to DF2 using areliable transport mechanism.

13.33GPP H(e)NB LI Events and Event Information

For atarget UE that is attached to any H(e)NB, LI events and messages for 3GPP H(e)NBs defined in this clause shall
be reported in addition to the L1 events and messages defined in other clauses of this document. H(e)NB LI events and
event information are included in 13.4 for UMTS HNBs and 13.5 for HeNBs.

A set of possible elements as shown below is used to generate the events. Information associated with the eventsis
transmitted from the IRI ICES to DF2.
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Table 13: Information Events for H(e)NB Event Records

Element Definition/Usage

Cause Reason for an error or an action

Context-1d Unique identifier for a UE used by the HNB and HNB
GW.

CSG Identity Uniquely identifies a CSG within one PLMN. Note:
Open H(e)NBs do not have associated CSGs.

CSG List Identifies the membership of a given CSG (i.e., CSG
Identities and associated expiration data for the UESs).

Destination cell ID Resultant cell ID after handover (HNB ID or PLMN cell
ID)

Event type Description which type of event is delivered

Event date Date of the event generation

Event time Time of the event generation.

Handover Direction Identifies if the handover is inbound (from macro
network to H(e)NB), outbound (from H(e)NB to macro
network) or intra-H(e)NB (between H(e)NBs).

H(e)NB Identity Uniquely identifies a H(e)NB (i.e., H(e)NB equipment
ID and H(e)NB name)

H(e)NB IP Address Reports the location of the H(e)NB used during
location verification..

H(e)NB Location When authorized, reports the location of the H(e)NB
used during location verification prior to H(e)NB
activation.

IAs The observed Interception Areas

Initiator The initiator of an action (e.g., network or specific
network entity, target, associate)

ISP Operator Identity Identifies the ISP through which the H(e)NB is
connected to the SeGW

Network Identifier Unique identifier for the operator and the element
carrying out the LI operations

Observed MSISDN MSISDN of the target.

Observed IMSI IMSI of the target.

Observed IMEI IMEI of the target.

Observed ME Id ME Id of the target; when it coincides with the IMEI, it
shall be checked for each activation over the radio
interface

Security Gateway IP Address The IP Address of the Security Gateway used by the
H(e)NB to terminate the tunnel from the H(e)NB

Source Cell ID Original cell ID prior to handover (HNB ID or PLMN
cell ID)

Tunnel Protocol The tunnel protocol used between the H(e)NB and the
SeGW

13.4 UMTS Home Node B (HNB)

13.4.0 General

Figures 13-1 shows the reference architectures upon which Lawful Interception for 3GPP HNBs is based.
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Figure 13-1: 3GPP UMTS HNB Architecture Basis for Lawful Interception

13.4.1 Intercepted Content of Communications for 3GPP UMTS HNBs

Editor's note: This section isa place holder for the scenarios where the target of interceptionis either a CSG or a
HNB.

13.4.2 Intercept Related Information

13.4.2.0 General

Figures 13-2 show the transfer of intercept related information to the DF2.

Target

Other Party

4
A 4

HNB

¢ A 4

SeGW s HNB N SGSN (PS)

GW MSC/VLR (CS)
HNB location v
verifying node [« > DF 2
\ 4
LEMF

Figure 13-2: Provision of Intercept Related Information for 3GPP UMTS HNB

13.4.2.1 X2-interface

The following information needs to be transferred from the HNB GW to the DF2 in order to allow a DF2 to perform its
functionality:

- target identity (IMSI, IMEI, MSISDN, ME Id);
- events and associated parameters as defined in section 13.4.3 may be provided;

- the HNB location (if available);
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- HNB Identity.

HNB location information needs to be transferred from the location verifying node to the DF2 in order to alow the DF2
to performits functionality.

The IRI should be sent to DF2 using areliable transport mechanism.

13.4.3 3GPP UMTS HNB LI Events and Event Information
The following events are applicable at the HNB GW:

- Target UE Registration to HNB;

- Target UE De-Registration from HNB;

- Start of Interception with HNB attached UE;

- Target UE HNB Handover.

A set of possible elements used to generate the eventsisfound in clause 13.3 in Table 13. Information associated with
the eventsis transmitted from the HNB GW to DF2.

13.4.4 Structure of HNB Events

13441 Target UE Registration to HNB

This event reports when atarget UE is attempting to register to any HNB. This event is generated when
- aHNB GW sends a UE REGISTRATION ACCEPT message towards a target UE, or
- aHNB GW sends a UE REGISTRATION REJECT message towards atarget UE, or

- aHNB GW receives an SCCP Connection Confirm (CC) or Connection Refused (CREF) messages from the
Core Network

The elements, shown in Table 13a, will be delivered to the DF2, if available.

Table 13a: UE Registration to HNB

Observed MSISDN

Observed IMSI

Observed IMEI

Observed ME Id

Event Type

Event Time

Event Date

Network Identifier

Context-ID (for successful connection)
H(e)NB Identity

H(e)NB Location

H(e)NB IP Address

Security Gateway IP address

Tunnel Protocol

ISP Operator Identity

Cause (of failed connection, e.g., "Refusal Cause"
of SCCP CREF)

CSG Identity (if closed/hybrid HNB)

CSG List (if closed/hybrid HNB) - See Note 1
IAs (if applicable)

NOTE: InaHNB GW, the CSG List isthe Access Control List.
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13.4.4.2 Target UE De-Registration from HNB

This event reports awhen atarget UE is de-registered to any HNB. This event is generated when
- aHNB GW receives a UE DE-REGISTER message from the HNB, or
- aHNB GW receives a RANAP Release lu Connection Command message from the Core Network

The elements, shown in Table 13b, will be delivered to the DF2, if available.

Table 13b: UE De-Registration from HNB

Observed MSISDN

Observed IMSI

Observed IMEI

Observed ME Id

CSG lIdentity (if closed or hybrid H(e)NB)
Event Type

Event Time

Event Date

Network Identifier

H(e)NB Identity

H(e)NB Location

Initiator (i.e., HNB or Network)

Cause (of de-registration action, if known)
IAs (if applicable)

13.4.4.3 Start of Intercept with HNB attached UE

This event will be generated if interception for atarget UE is started when the target UE has aready registered and is
receiving service from aHNB. The elements, shown in Table 13c, will be delivered to the DF2, if available.

Table 13c: Start of Intercept with Target UE active on a HNB

Observed MSISDN

Observed IMSI

Observed IMEI

Observed ME Id

H(e)NB Identity

CGS Identity (if closed or hybrid H(e)NB)
Event Time

Event Date

Network Identifier

H(e)NB IP Address

Security Gateway IP address

Tunnel Protocol

ISP Operator Identity

CSG List (if closed or hybrid HNB) - See Note 1
H(e)NB Location

IAs (if applicable)

NOTE: InaHNB GW, the CSG List isthe Access Control List.

13.4.4.4 Target UE HNB Handover

This event reports a when aregistered target UE moves from a cell on the serving PLMN to aHNB, from aHNB to a
cell on the serving PLMN, or from a HNB to another HNB. This event is generated when

- aHNB GW receives an inbound UE relocation trigger (e.g., RANAP Relocation Request message from the Core
Network), or

- aHNB GW receivesaHNBAP: UE RELOCATION COMPLETE message from the Destination HNB (i.e., the
"Target HNB" per TS 25.467 [33]) , or
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- aHNB GW actsasalurh proxy and sendsa RADIO LINK RESTORE INDICATION message from the " Drift
HNB" to the "Serving HNB" per TS 25.467 [33]) (i.e., atarget UE isinvolved in a soft handover between
HNBs)

The elements, shown in Table 13d, will be delivered to the DF2, if available.

Table 13d: UE Handover

Observed MSISDN

Observed IMSI

Observed IMEI

Observed ME Id

Event Type

Event Time

Event Date

Network Identifier

Context-ID (for successful connection)
Cause (of failed connection, e.g., "Refusal Cause"
of SCCP CREF)

CSG Identity (if closed/hybrid HNB)

CSG List (if closed/hybrid HNB) - See Note 1
Handover Direction

Source cell ID (HNB ID or PLMN cell ID)
Destination cell ID (HNB ID or PLMN cell ID)
IAs (if applicable)

NOTE 1. InaHNB GW, the CSG List isthe Access Control List.

NOTE 2: The soft handover between HNBs that are directly connected and the HNB GW is not involved is not part
of 3GPP specifications.

13.5 Home enhanced Node B (HeNB)

Figure 13-3 show the reference architectures upon which Lawful Interception for 3GPP HeNBsis based. Per
TS 36.300[32], HENB GW isoptional.

insecure link R T S T SGW (UP)
MME (CP)

UE HeNB

Figure 13-3: 3GPP HeNBs Architecture Basis for Lawful Interception

In the case where the UE is the target of intercept, L1 functionality is specified in clause 12.
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14 Interception of Generic Bootstrapping Architecture
(GBA) Secured Communications

14.1 Introduction

The Generic Bootstrapping Architecure (GBA) is defined in the TS 33.220 [35]. This section details the stage 2 Lawful
Interception architecture and functions that are needed to provide the GBA based application specific encryption keys
from the GBA architecture towards the DF2 for a subscriber that is target of interception.

Figure 14.1 shows the L1 architecture for the GBA where the BSF provides the events and associated information
towards the DF2 over the X2 interface.

FI: HI1 X11

Mediation ADMF
Function

X1 2

HI2 X2

Mediation Delivery
LEME Function Function 2

BSF

Figure 14.1: GBA Intercept Configuration

14.2 Provision of Content of Communications

The GBA interception provides the application specific cryptographic keys (aka GBA application specific keys) which
are used to decrypt the intercepted communication secured using those GBA application specific keys. Interception of
the content of communications for GBA secured servicesis not part of this section and can be achieved via other
methods outlined in this specification. The Ua protocol Id and the NAF 1d along with the GBA application specific keys
will alow the LEMF to decrypt the received intercepted packets.

NOTE 1: Thedetailsof LI capabilities for GBA in aroaming scenario is for further study.

NOTE 2: The delivery by the CSP of intercepted packetsin a decrypted form is for further study.

14.3  Provision of Intercept Related Information
14.3.1 Provision of Intercept Related Information Data Flow

Figure 14.2 shows the transfer of intercept related information to the DF2. If an event related to atarget occurs, the BSF
shall send the relevant data to the DF2.
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Figure 14.2: Provision of Intercept Related Information

14.3.2 X2-interface

The following information needs to be transferred from the BSF to the DF2 in order to allow a DF2 to perform its
functionality:

- target identity;
- events and associated parameters as defined in clauses 14.3.3 may be provided;

The IRI should be sent to DF2 using a reliable transport mechanism.

14.3.3 GBA LI Events and Event Information
Intercept Related Information (Events) are necessary for the following;
- Bootstrapping
- Query from NAF
- Start of interception with GBA key

A set of possible elements as shown in Table 14.3.1 are used to generate the events.
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Table 14.3.1: Information Events for GBA Event Records

Element

Observed IMSI

IMSI of the target.

Observed Other Identity

Other Identity of the target.

Event type

Description which type of event is delivered: Bootstrapping, Query from NAF,
Start of interception with GBA key

Event date

Date of the event generation in the BSF

Event time

Time of the event generation in the BSF.

Network Element Identifier

Unique identifier for the element reporting the BSF.

B-TID

Bootstrapping transaction identifier, TS 33.220 [35].

Key lifetime

The lifetime of the key material is set according to the local policy of the BSF, TS 33.220 [35].
Bootstrapping time

The timestamp of the bootstrapping event.

Ks_int_NAF

GBA application specific key (internal), if GBA_U has been used, TS 33.220 [35].
Ks_ext NAF

GBA application specific key (external), if GBA_U has been used, TS 33.220 [35].
Ks_NAF

GBA application specific key, if GBA_ME has been used, TS 33.220 [35].

Ua protocol id

Ua interface security protocol id defined in clause Annex H in TS 33.220 [35].

NAF_Id

The FQDN of the NAF, concatenated with the Ua security protocol identifier, TS 33.220 [35].

14.4  Structure of GBA Events

14.4.1 Bootstrapping

This event will be generated when the UE triggers a bootstrapping procedure towards the BSF when the UE wants to
interact with a NAF. The actual bootstrapping procedure is defined in the TS 33.220 [35], in sections 4.5.2 and in 5.3.2.
Theinformation elements shown in Table 14.4.1 table, if available, will be delivered to the DF2, by the BSF.

Table 14.4.1: Bootstrapping

Observed IMSI

Observed Other Identity
Event Type

Event Time

Event Date

Network Element Identifier
B-TID

Key lifetime

Bootstrapping time
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14.4.2 Query from NAF
The Query from NAF event is generated when the BSF receives an application specific key query from a NAF in order

to retrieve GBA based application specific keys and related information. A new event is generated for each individual
guery events. Theinformation elements shown in Table 14.4.2 will be delivered to the DF2, if available, by the BSF.

Table 14.4.2: Query from NAF

Observed IMSI
Observed Other Identity
Event Type

Event Time

Event Date

Network Element Identifier
Ks_ext NAF

NAF Id

Ks_int NAF

Ks_NAF

Key lifetime
Bootstrapping time

Ua protocol id

14.4.3 Start of Interception with GBA key

For start of interception where GBA application specific key is already in use a Start of Interception with GBA key
event is generated. The elements, shown in Table 14.4.3 will be delivered to the DF2, if available, by the BSF.

Table 14.4.3: Start of Interception with GBA key

Observed IMSI
Observed Other Identity
Event Type

Event Time

Event Date

Network Element Identifier
B-TID [Note]

NAF_Id [Note]

Ks_ext_ NAF [Note]
Ks_int_NAF [Note]
Ks_NAF [Note]

Key lifetime [Note]
Bootstrapping time [Note]
Ua protocol id [Note]

NOTE: These arerepeated for each GBA application specific key associated with the target.

15 Invocation of Lawful Interception for IMS-based VolP

15.1  Overview of VoIP Interception

The capabilities defined in this clause apply when the interception of content of communications for IMS-based VoIP is
to be separated from the interception of content of communication at the packet data network. Non-Local 1D targeting
described in clause 7.A isalso valid in such case.

The network nodes, involved in providing the interception of an IMS-based Vol P call, shall be determined based on the
deployment configuration and the call scenario. The scenarios where the media transport nodes and signalling nodes are
handled by different CSPs are beyond the scope of this standard.

NOTE: Lawful interception of VolP asit applies SR-VCC (see TS 23.237 [45]) isfor further study.
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The interception of IRI for aVVolP call shall be done according to 15.3. The interception of Vol P CC shall be done
according to 15.2.

15.2 Provision of Content of Communications

15.2.0 Overview

Asthe interception of CC needs to be done at a network node that has access to the voice media, and that interception of
CCisrequired for all targeted calls, including forwarded calls and transferred calls, the CSP needs to support the
capability to dynamically trigger CC interception for acall at a network node that has access to the voice media.
Depending on the CSP's network configuration and the call scenario, different network elements will intercept the CC.

The interception and delivery of CC for Vol P may be done at the following functional element:
1) PDN-GW/GGSN;
2) IMSAGW;
3) TrGW;
4) IM-MGW;
5 MRF.
NOTE 2: Other functional elements may also be applicable in specific deployment scenarios.

NOTE 3: The redirection of target communications to a specific network element purely for LI purposesis
undesirable.

The functional elements that provide the signalling to generate the trigger for the CC interception may be any of the
following functional elements:

- P-CSCF, for PDN-GW/GGSN and IMS-AGW;
- IBCFfor TrGW,

-  MGCEF for IM-MGW;

- SCSCFor ASfor MRF.

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC
interception. The functional element that provides the CC interception may vary, primarily, based on the call scenario.

Annex E shows scenarios where the use of the above functional elementsis applicable.

15.2.1 General Principles of CC Interception

15.2.1.1 Intercept Trigger

Astheinterception of IRl and CC isrequired for al targeted Vol P calls, including forwarded and transferred calls, the
CC shall be correlated with the IRI. The CC Interception Triggering Function triggers the CC interception for acall at
the CC Intercept Function. The placement of the CC Interception Triggering Function is dependent on CSP network
implementation, the call scenario, and the placement of network nodes that have access to the voice media.

The CC Interception Triggering Functions sends a CC intercept trigger to the CC Interception Function to activate CC
interception for acall.

The intercept trigger, at the minimum, shall consist of the following:
- Correlation Identifier;

-  Medialdentifier
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The Correlation Identifier is used correlate the CC with the corresponding IRl dataand is delivered from the CC
Intercept Function in the intercepted media packet (i.e., CC) over the X3 interface to the Delivery Function 3.

The Media |dentifier is used to identify the media packets that have to be intercepted. The technique used in defining
the Media ldentifier isimplementation specific.

The information passed in this CC intercept trigger shall adhere to the security requirements outlined in clause 8.
The mechanism used to provide the correlation between CC and IRI isimplementation specific. For instance:

- The CC Interception Triggering Function may send the correlation identifier value to the CC Interception
Function that forwards it to DF3 onto X3 interface;

- The CC Interception Triggering Function may send the correlation identifier (onto X2 interface) to the DF2 that
forwardsit to DF3. In this case the SDP information may be used to associate the CC packets with the IRI.

15.2.1.2 X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the CC Intercept Function
to the Delivery Function 3 in addition to the intercepted media packets:

- target identity;

- correlation identifier;

- SDPinformation (optional);

- time stamp (optional);

- direction (indicates mediais from or to the target) - optional;

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.

15.2.2 VolP CC Interception

The capabilities defined in this clause apply for the following cases:

- When atarget originates a call or receives an incoming call - the target's media passes through the indicated CC
Intercept Function.

- When anincoming call to the target is forwarded, the media of the forwarded call passes through the indicated
CC Intercept Function.

The term "CC Intercept Function” is a generic term used to denote a network function that has access to the voice media
of an intercepted call. The term "CC Interception Triggering Function” is a generic term used to denote a network
function that provides atrigger to intercept the CC. The examples of CC Intercept Function and CC Interception
Triggering Function are listed at the beginning of clause 15.2

Figure 15.1 illustrates the CC interception at the CC Intercept Function for abasic call. Figure 15.2 illustrates the CC
interception at the CC Intercept Function for aforwarded call.
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Figure 15.1: VolIP CC Interception for basic calls

In figure 15.1, the Target is the target and the Other Party is the called party when the target originates a call; and the
Other Party isthe calling party when the target receives an incoming call. In both cases, the media passes through the

CC Intercept Function present on the side of target's access network.

In figure 15.2 (below), thereisno Target (i.e., target) shown because thisis the scenario where an incoming call to a
target gets forwarded. The figure 15.2 shows the calling party who originated call and the forwarded-to-party who
receives the forwarded call. The media passes through the CC Intercept Function associated with the forwarded-to-

party.
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Figure 15.2: VolIP CC Interception for forwarded calls

The CC Interception Triggering Function sends the CC intercept trigger to the CC Intercept Function according
15.2.1.1. The CC Intercept Function intercepts media packets for the call (identified based on the Media I dentifier
information received over the intercept trigger) and delivers the media packets as according to 15.2.1.2.

See Annex E and Annex F for details of Call Forwarding related scenarios and call flows.

15.2.3 Media Information Associated with the CC

When the media description known through the SDP offer and answer at the IRI ICE is different from the media
description known to the CC Intercept Function, then CC Intercept Triggering Function may have to send the media
description to the DF2 for reporting to the LEMF. See Annex G for illustrative examples.

NOTE: In casethe CC Intercept Triggering Function isincluded in the P-CSCF this may be achieved by using the
X2 interface between the P-CSCF and DF2/MF.

The media description associated with the CC delivered to the LEMF over HI3 shall also be reported to the LEMF in
caseit is different from both of the above indicated media descriptions.

15.2.4 CC Interception in HPLMN with IMS Roaming

For roaming targets who are physically not in the legal jurisdiction of the home network, depending on the roaming
architecture deployed, media of the target may not enter the HPLMN for certain call scenarios. In such situations, based
on the national option, the HPLMN served with the intercept order shall do the following:

- Perform the interception without the CC and report to the LEMF that the CC is unavailable due to target's
roaming situation. Note that the Evolved Serving System message (when EPS is part of the IP-CAN) also
indicates to the LEMF that the target is roaming.

See TS 33.108 [11] for the method used to report the CC unavailability indication.
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15.2.5 CC Interception with CUPS

With control and user plane separation of PDN-GW, the LI architecture defined in subclause 12.9 shall be used to provide
the CC Intercept Function at the PDN-GW with the following extensions:

- The PDN Gateway-C shall receive the CC intercept trigger from the CC Intercept Triggering Function.

- The PDN Gateway-C shall use the target identity and correlation identifier received from the CC Intercept
Triggering Function to notify the SX3LIF.

- The PDN Gateway-C shall send the packet detection rules (as described in subclause 12.9.2) to intercept the user
plane packets from the media bearer to the PDN Gateway-U.

The PDN Gateway-U shall forward user plane packets to the SX3LIF as described in subclause 12.9. The SX3LIF shall
deliver the CC to the DF3 over X3 as described in subclause 12.9 and subclause 15.2.

15.3  Provision of Intercept Related Information for VoIP

Seeclause 7.A.

15.4  Lawful interception in the VPLMN with IMS roaming

15.4.1 Local breakout with P-CSCF in the VPLMN

LBO (asdefined in TS 23.228 [43]) as aroaming architecture used for VOLTE is one of the examples of IMS roaming.
Local Breakout architecture has several options (LBO Home Routing, LBO Visited Routing: the interception of IRl and
CCinthe VPLMN are independent of such options).

When an inbound roaming target originates a call or receives aterminating cal, the P-CSCF present in the VPLMN
provides IRI interception functions as described in clause 7A. The PDN-GW/GGSN or the IMS-AGW deployed in the
VPLMN provides the CC interception as described in clause 15.2. The P-CSCF sends the CC intercept trigger to the
PDN-GW/GGSN or to the IMS-AGW as described in clause 15.2.

NOTE: Theextent of the LI capabilities available in the VPLMN is limited to the information availablein the
VPLMN. In addition, amost all the supplement services are handled in the HPLMN. Hence, where
supplementary services are exclusively handled in the HPLMN and information related to that serviceis
not available in the VPLMN, L1 for that service might be limited or even not available in the VPLMN.
For example, when an incoming call to the inbound roaming target is forwarded (by the HPLMN), the
VPLMN is not involved in that call forwarding and therefore, no reporting will be done by the VPLMN.
For call forwarding no answer, theinitia reporting might be done, however, once the forwarding
happens, the VPLMN reports that the call has ended.

Annex E illustrates afew scenarios of lawful interception in the VPLMN for inbound roaming target.

16 LI for Group Communications using GCSE

16.1  Background

There are several scenarios possible for the interception of group communications involving GCSE (see TS 22.468 [51]
and TS 23.468 [53]). First iswhere the GCSE ASis part of an operator's network. Second is where the GCSE ASis
outside of the intercepting operator's network. This clause specifies LI solutions for both cases.
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16.2 GCSE AS in Operator Network

16.2.0 General

In the case where the GCSE ASisin the operator's network, the ICE in this case will be the GCSE AS asit isfully
aware of the group communications as well as the parties on the communications. The solution is very similar to the
conferencing solution specified in Clause 11, where the main difference is that a single functional entity (the GCSE AS)
is utilized for GCSE, rather than two functional entities.

HI1 X1 1
Mediation ADMF i
Function ;
X12  [X1.3
HI2 X2 |
Mediation  Delivery !
LEME Function Function 2|« :
HI3 s GCSE AS
Mediation Delivery |
Function Function 3=

Figure 16.1: GCSE AS Intercept configuration

16.2.1 Provision of Content of Communications

16.2.1.0 General

Figure 16.2 shows the interception of the content of communications for GCSE at the GCSE ASis performed based on
identifying the target of interception being a member of a group communication at the GCSE AS.

Target GCSE
AS

Delivery
Function 3

LEMF

Figure 16.2: Provision of Intercept Product from GCSE AS
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16.2.1.1 X3-interface

In addition to the intercepted content of communications, the following information may need to be transferred from the
GCSE ASto the DF3in order to alow the DF3 to perform its functionality:

- identity used for interception include IMSI, IMEI, ProSe UE ID (see TS 22.278 [50] and TS 23.303 [52]);

correlation number;

the identity of source (i.e. group communications party identity) of a media stream;
- time stamp;

- direction (from target or to target).

16.2.2 Provision of Intercept Related Information

16.2.2.0 General

Figure 16.3 shows the transfer of intercept related information to the DF2. If an event for / from a GCSE user occurs,
the GCSE ASshall send the relevant data to the DF2.

Target

GCSE
AS

Delivery
Function 2

v
LEMF

Figure 16.3: Provision of Intercept Related Information

16.2.2.1 X2-interface

The following information needs to be transferred from the GCSE AS to the DF2 in order to allow a DF2 to perform its
functionality:

- target identity include IMSI, IMEI, ProSe UE ID;
- events and associated parameters as defined in clauses X.1.2.2 may be provided,

The IRI should be sent to DF2 using a reliable transport mechanism.
16.2.2.2 GCSE AS LI Events and Event Information

16.2.2.2.0 General
Intercept Related Information events to be reported by the GCS AS include:

- When GCSE communications group involving atarget of interception is activated (enabled for communications)
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- When GCSE communications group involving atarget of interception is deactivated (no longer enabled for
communications)

- When aUser is added to an active GCSE communications group

- When aUser isdropped from an active GCSE communications group

- Start of Interception with an Active GCSE communications Group

- End of Interception with an Active GCSE communications Group

- Modification of Target Connection to GCS AS.

A set of possible elements as shown in Table 16.4 are used to generate the events.
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Table 16.4: Information Events for GCS AS Event Records

Element

Observed IMSI

IMSI of the target.

Observed IMEI

IMEI of the target.

Observed ProSe UE ID

ProSe UE ID of the target.

Observed Other Identity

Other Identity of the target

Event type

Description which type of event is delivered: Group Activated, Group Deactivated. Group Add
Member, Group Drop Member, Start of Intercept with Active Group, End of Intercept with Active
Group, Modification of Active Group.

Event date

Date of the event generation in the GCS AS.

Event time

Time of the event generation in the GCS AS. Timestamp shall be generated relative to the GCS AS
internal clock.

Observed Communications Group ID

Identifies the GCSE communications group at the GCS AS.

GCSE Group Communication Characteristics

Details of the Group Communications Service to which the Target is a member including such
characteristics such as voice, video, and data communications.

GCSE Communications Group Membership List

List of all users that are members of the GCSE communications group. Not all members may be
participants in a group communications.

GCSE Communications Group Participants

List of all users that are participating in the GCSE communications group.

Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow
the correlation of IRI records.

Network Element Identifier

Unique identifier for the element reporting the ICE.

Added User ID

Identity of the party successfully added to an active GCSE Communications Group.

Dropped User ID

Identity of the party successfully dropped from an active GCSE Communications Group.
Target Connection Method

Identifies the current target connection method with the GCS AS including whether the target is
connected at all.

Modified Target Connection Method

Identifies the modified target connection method with the GCS AS when the target connection
method changes including whether the target is connected at all.

Identity of Visited Network

Identifies the visited network from which the target is connecting to the GCS AS.

Length of TMGI Reservation Time

Identifies the length of time reserved for use of a TMGI for a GCSE Communications Group.
Reserved TMGI

Identifies the TMGI reserved for use by a GCSE Communications Group.

Location information

Location information of the target, e.g., Cell ID as known by the GCS AS.

NOTE: Generation of Correlation Number is FFS.

16.2.2.2.1 Activation of GCSE Communications Group

When a GCSE communications group is activated at the GCS AS (i.e., enabled for communications), an Activation of
GCSE Communications Group event is generated in the following cases:

- When the GCS AS successfully activates a GCSE communications group in which a member is atarget of
interception.
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Thefields, shown in Table 16.5, will be delivered to the DF2, if available, by the GCS AS.

16.2.2.2.2

When a GCSE communications group is deactivated (not enabled for communications) at the GCS AS, a Deactivation

Table 16.5: Activation of GCSE Communications Group

Observed IMSI

Observed IMEI

Observed ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

Target Connection Method

GCSE communications group membership list

GCSE communications group participants

Group Communications Characteristics

Observed Communications Group ID

Reserved TMGI

Length of TMGI reservation time (if known)

Identity of Visited Network (if known)

Deactivation of GCSE Communications Group

of GCSE Communications Group event is generated in the following cases:

When the GCS AS successfully releases a GCSE communications group in which a member is atarget of

interception.

The fields, shown in Table 16.6, will be delivered to the DF2, if available, by the GCS AS.

16.2.2.2.3

Table 16.6: Deactivation of GCSE Communications Group

Observed IMSI

Observed IMEI

ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

GCSE communications group membership list

Observed Communications Group ID

Reserved TMGI

Length of TMGI reservation time (if known)

Identity of Visited Network (if known)

Location Information

User Added

A User Added-event is generated in the following cases:

When a user is successfully added to a GCSE communications group in which a member is atarget of

interception.

ETSI

ETSI TS 133 107 V14.2.0 (2017-07)




3GPP TS 33.107 version 14.2.0 Release 14 190

ETSI TS 133 107 V14.2.0 (2017-07)

Thefields, shown in Table 16.7, will be delivered to the DF2, if available, by the GCS AS.

16.2.2.2.4

Table 16.7: User Added

Observed IMSI

Observed IMEI

Observed ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

)Added User ID

GCSE communications group membership list

Observed Communications Group ID

GCSE communications group participants

Reserved TMGI

Identity of Visited Network (if known)

User Dropped

A User Dropped-event is generated in the following cases:

When a user is successfully dropped from a GCSE communi cations group in which a member is atarget of
interception.

Thefields, shown in Table 16.8, will be delivered to the DF2, if available, by the GCS AS.

16.2.2.2.5

Table 16.8: User Dropped

Observed IMSI

Observed IMEI

Observed ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

Dropped User 1D

GCSE communications group membership list

Observed Communications Group ID

GCSE communications group participants

Reserved TMGI

Identity of Visited Network (if known)

Start of Intercept with an Active GCSE Communications Group

When an intercept is started with an active GCSE communications group, a Start of Intercept for GCSE
Communications Group event is generated in the following cases:

When atarget of interception is successfully added to an active GCSE communications group.

- When interception is activated for atarget of interception who is aready a member of an active GCSE

communications group.
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Thefields, shown in Table 16.9, will be delivered to the DF2, if available, by the GCS AS.

Table 16.9: Start of Intercept with an Active GCSE Communications Group

Observed IMSI

Observed IMEI

Observed ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

Target Connection Method

GCSE communications group membership list

Group Communications Characteristics

Observed Communications Group ID

GCSE communications group patrticipants

Reserved TMGI

Length of TMGI reservation time (if known)

Identity of Visited Network (if known)

Location Information

16.2.2.2.6 End of Intercept with an Active GCSE Communications Group

When an intercept is ended with an active GCSE communications group, an End of Intercept for GCSE

Communications Group event is generated in the following cases:

- When atarget of interception is successfully dropped from an active GCSE communications group.

Thefields, shown in Table 16.10, will be delivered to the DF2, if available, by the GCS AS.

Table 16.10: End of Intercept with an Active GCSE Communications Group

Observed IMSI

Observed IMEI

Observed ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

GCSE communications group membership list

Observed Communications Group ID

GCSE communications group patrticipants

Reserved TMGI

Length of TMGI reservation time (if known)

Identity of Visited Network (if known)

Location Information

16.2.2.2.7 Modification of Target Connection to GCS AS

When a modification to atarget connection to the GCS AS occurs, a Modification of Target Connection event is

generated in the following cases:

- When atarget of interception changes the current downlink communications reception method to now receive
only viaaunicast link, only viaa multicast link, or via both unicast and multicast links.

- When the target of interception changes the uplink and downlink connection method from not connected to one

of the connected connection methods, and vice versa
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Thefields, shown in Table 16.11, will be delivered to the DF2, if available, by the GCS AS.

Table 16.11: Modification of Target Connection to GCSE AS

Observed IMSI

Observed IMEI

Observed ProSe UE ID

Observed Other Identity

Event Type

Event Time

Event Date

Network Element Identifier

Correlation Number

Modified Target Connection Method
GCSE communications group membership list
Group Communications Characteristics
Observed Communications Group ID
GCSE communications group patrticipants
Reserved TMGI

Length of TMGI reservation time (if known)
Identity of Visited Network (if known)
Location Information

16.3 GCS AS outside Intercepting CSP Network

Interception of group communications by the intercepting CSP when the GCS AS is outside of the CSP's network, is not
provided in this release. Packet data interception capabilities can be used to intercept and report atarget's
communication.

17 Interception for Proximity Services

17.1  ProSe Direct Discovery

17.1.1 General

Proximity Service (ProSe) are specified in TS 23.303 [52]. This includes Direct Discovery where two UES may
discover that they are in proximity using direct signalling between the UES, where such signalling both controlled by
and reported to the ProSe Function.

HI1l X1 1

............. Medlm]on ADM F i
Function :
|
X1 2
Y
HI2 X2
""""""" Mediation Delivery ; ProSe
LEME [Tt Function Function 2 ! Function
|

Figure 17.1-1: ProSe Direct Discovery Intercept configuration
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Figure 17.1-1 shows the CC interception configuration for ProSe Direct Discovery. The HI2 interface represents the
interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related
Information (IRI) to the relevant LEA(s) viaHI2. See Clause 4 for more information on the ADMF and other interfaces.

The target identity for ProSe Direct Discovery interception isthe IMSI. The activation, deactivation, and interrogation
of interception regarding the ProSe Function shall follow the requirements of Clause 5.

17.1.2 Provision of Inteception of Call Content

Interception of direct discovery does not have a call content component as all the information useful to the LEA is
provided as part of the IRI interception.

17.1.3 Provision of Intercept Related Information

17.1.3.1 General

Figure 17.1.3.1-1 shows the transfer of intercept related information (IRI) to the DF2. If an event involving atarget
occurs, the ProSe Function shall send the relevant datato the DF2. A UE always contacts the ProSe Function in its
HPLM, which then contacts the other relevant ProSe Functions to complete the UES request.In the case of Match

Report event, it is possible that a non-target monitoring UE will tigger interception of atarget UE when it reports a code
announced by that target UE.

Thisisillustrated in the following figure where it should be noted that only one subcriber to HPLMN ProSe Function
interaction is needed to trigger an interception event.

Target < > HPLMN-| ,| Delivery
’ ProSe Function 2
4 Function :
A :
]
v
¥ LEMF
v HPLMN-O
Other R PrOSe
subscriber > Function

Figure 17.1.3.1-1: Provision of Intercept Related Information for discovery

17.1.3.2 X2-interface

The following information needs to be transferred from the ProSe Function to the DF2 in order to allow a DF2 to
perform its functionality:

- target identity (IMSI);
- events and associated parameters, as defined in section 17.1.3.3;

The IRI should be sent to DF2 using a reliable transport mechanism.
17.1.3.3 ProSe LI Events and Event Information

17.1.3.3.1 ProSe LI Events
The following events are applicable to the interception of direct discovery:

- Discovery Request
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- Match Report

Interception of these eventsis mandatory in the ProSe Function of the PLMN that is used for direct discovery.

17.1.3.3.2 ProSe LI Event Information

A set of possible elements as shown below is used to generate the events.

Table: 17.1.3.3.2-1: Information Events for ProSe Event Records

Element

Observed IMSI

IMSI of the target

Event type

Description which type of event is delivered:- Discovery Request, Match Report

Event date

Date of the event generation in the ProSe Function

Event time

Time of the event generation in the ProSe Function. Timestamp shall be generated relative to the
ProSe Function internal clock.

Role of the target

Whether the target is an announcing or a monitoring UE

Discovery PLMN identity

PLMN used or to be used for the discovery

ProSe Application ID Name

Identity of a user within the context of a specific application

Metadata

Metadata relating to a ProSe Application ID Name of the announcing UE

Network Element Identifier

Unique identifier for the element reporting the ICE.

Timer

The "Validity Timer" or "Time to Live" value assigned by the network to a specific ProSe Application
Code or Filter, that controls how long the UE can announce/monitor it

Identity of the other UE

In Match reports, there is a second UE involved.

ProSe Application Code

Bitstring that is actually announced over the air or included in a discovery filter applied by UE
ProSe App Mask

Bitmask that allows the monitoring UE to perform full or partial matching. Multiple Masks may be
included in a Discovery Filter. The length of the mask is the same as the length of ProSe Application
Code
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17.1.3.3.3 Structure of ProSe Events

17.1.3.3.3.1 Discovery Request

For ProSe Discovery Requests, a Discovery Request event is generated. The elements shown in Table 17.1.3.3.1-1 will
be delivered by the ProSe Function to the DF2, if available. A new Discovery Request Event shall be generated for each
individual ProSe Discovery Request received by the ProSe Function.

Table 17.1.3.3.3.1-1: Discovery Request

Observed IMSI

Event Type

Event Time

Event Date

Role of the target

Network Element Identifier
Discovery PLMN identity
ProSe Application ID Name

Timer

Metadata (If Applicable)

ProSe Application Code

ProSe App Mask (If Applicable)
17.1.3.3.3.2 Match Report

For ProSe Match Report, a Match Report event is generated. The elements shown in Table 17.1.3.3.2-1 will be
delivered by the ProSe Function to the DF2, if available. A new Match Report Event shall be generated for each
individual ProSe Match Report received by the ProSe Function.

Table 17.1.3.3.3.2-1: Match Report

Observed IMSI

Event Type

Event Time

Event Date

Role of the target

Network Element Identifier
Discovery PLMN identity
ProSe Application ID Name

Timer
Metadata (If Applicable)
Identity of the other UE (If Available)

ProSe Application Code

17.2  ProSe One To Many Communications

17.2.1 General

Proximity Service (ProSe) are specified in TS 23.303 [52]. Thisincludes one to many communications among Public
Safety ProSe UEs with such communication occuring while the UEs are in proximity. There are several procedures that
takes place with network elements as part of atypical one-to-many commuication. The UE needs to be authorised by
the ProSe Function, and receive keys from the ProSe Key Management Function (PKMF - see TS 33.303 [57],

TS 23.228 [43]). After such acommunication, the UE reports the relevant usage information to the ProSe Function.
This subclause details the interception at the ProSe Function and ProSe Key Management Function.

NOTE: The present document does not provide a solution for the interception of content of communication.

Editor's note: Interception of ProSe one-to-many communication with the group as the target is FFS.
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Figure 17.2-1: ProSe One To Many Communications Intercept configuration

Figure 17.2-1 shows the IRI interception configuration for ProSe one to many communications. The HI2 interface
represents the interface between the LEMF and the delivery function. The delivery function is used to distribute the
Intercept Related Information (IRI) to the relevant LEMF(s) via HI 2. See clause 4 for more information on the ADMF
and other interfaces.

The target identity for interception isthe IMSI. The activation, deactivation, and interrogation of interception regarding
the ProSe Function shall follow the requirements of clause 5.

17.2.2 Provision of Intercept Product - One-To-Many Communications

17.2.2.1 General

Figure 17.2.2.1-1 shows the transfer of IRI relating to the one to many communications from the ProSe Function and
ProSe Key Management Function to the DF2 and to the LEMF. If atarget UE interacts with the ProSe Function or
ProSe Key Management Function relating to one-to-many communications, a One-To-Many IRl event, is generated and
sent viathe Delivery Function 2 to the LEMF.

If an event involving an target occurs, the ProSe Function or ProSe Key Management Function shall send the relevant
datato the DF2 for formatting and delivery to the LEMF.

Target
P Signalling ProSe Function X2
ProSe UEA | g or PKMF interface DF2
ry
HI2
Cominunication v
ProSe UEB |« »| ProSe UEC
LEMF

Figure 17.2.2.1-1: Provision of Intercept Product for Public Safety One-To-Many Communications

NOTE: Thereissignalling between the non-target ProSe UEs and the ProSe Function and PKMF, which is not
shown in figure 17.2.2.1-1. This signalling is not relevant to the interception of the target UE.
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17.2.2.2 X2-interface

The following information needs to be transferred from the ProSe Function or ProSe Key Management Function to the
DF2 in order to allow a DF2 to perform its functionality:

- target identity (IMSI);

- events and associated parameters, as defined in section 17.2.2.3;

- thetarget location (if available) or the |Asin case of location dependent interception;

- Quality of Service (QoS) identifier;

- Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

The IRI should be sent to DF2 using a reliable transport mechanism.
17.2.2.3 ProSe LI One-To-Many Events and Event Information

17.2.2.3.1 Overview of ProSe LI One-To-Many Events
The following event are applicable to the interception of one to many communications:
- ProSe Function sends authorisation to perform one-To-many communications to the target UE.
- ProSe Key Management Function sends keys to use in one-to-may commuications to the target UE.
- ProSe Function receives a one-to-many communications usage information report from the target UE.

Interception of these eventsis mandatory. .

17.2.2.3.2 Structure of ProSe LI One-To-Many Event Information

A set of possible elements as shown below is used to generate the events.
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Table 17.2.2.3.2-1: Information Elements for Event Records relating to one-to-many communications

Element

Observed IMSI

IMSI of the target

Event date

Date of the event generation.

Event time

Time of the event generation. Timestamp shall be generated relative to the intercepting node's
internal clock.

PLMN Identity

The PLMN that the UE is being authorised to perform one-to-many communication in.

Sender ID

Identifies the sender of the One-To-Many Communications - also known as the ProSe UE ID or the
Group member identity.

ProSe Layer-2 Group ID

Identifies the group of the One-To-Many Communications - also known as the destination ID.
Network Identifier

Operator ID plus unique identifier for the element reporting the ICE.

IP address type

The type of IP address, i.e IPv4 or IPv6, used for this one-to-many communication.

IP multicast address

The IP address to be used when doing one-to-many communication

PKMF address

The IP address of the ProSe Key Management Function that will provides keys for this one-to-may
communication

Source IP address

The IP source address to be used by the UE as a source address

Communication Authorisation Validity timer

Indicates in minutes how long the authorisation is valid for

Confidentiality algorithm

The confidentiality algorithm used with this group

PGK

ProSe Group Key that can be used to protect data for this group

PGK ID

The identity of the PGK within this group

PGK lifetime

The lifetime of the PGK

Location list

List of locations of the UE when in coverage and the corresponding timestamps

E-UTRAN coverage timestamps

List of timestamps when the UE goes in/out of E-UTRAN coverage

First communication timestamp

Timestamp of the first one-to-may communication transmission/reception

Transmitter identities

Identities of the transmitters in the one-to-many communication session

Data transmitted in coverage

List of amount of data transmitted by UE when in E-UTRAN coverage at each location, with ECGI
and the corresponding timestamps

Data transmitted out of coverage

List of amount of data transmitted by UE for each E-UTRAN out of coverage and the corresponding
timestamps

Data received in coverage

List of amount of data received by UE when in E-UTRAN coverage at each location, with ECGI and
the corresponding timestamps

Data received out of coverage

List of amount of data received by UE for each out of E-UTRAN coverage period and the
corresponding timestamps
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17.2.2.3.3 ProSe LI One-To-Many Events
If ProSe Function sends authorisation to use ProSe one-to-many communication to the target UE, a One-To-Many-Auth

Event shall be generated. These elements if available will be delivered to the DF2 (see TS 24.333 [58] for more
information on the elements):

Table 17.2.2.3.3-1 One-To-Many-Auth Event

Observed IMSI

Event type

Event Time

Event Date

Network Identifier (including network
element identifier)

PLMN Identity

Communication Authorisation Validity
timer

ProSe Layer-2 Group ID

IP address type

IP multicast address

PKMF address (if applicable)
Source IP address (if applicable)

If a ProSe Key Management Function sends keys for one-to-many communication to atarget UE, a One-To-Many-Keys
Event shall be generated. These elementsif available will be delivered to the DF2 (see TS 33.303 [57] for more
information on the elements):

Table 17.2.2.3.3-2 One-To-Many-Keys Event

Observed IMSI

Event type

Event Time

Event Date

Network Identifier (including network
element identifier)
ProSe Layer-2 Group ID
Sender ID
Confidentiality algorithm
PGK

PGK ID

PGK lifetime
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If a ProSe Function receives a usage information report for ProSe one-to-many communication to a ProSe Function
from atarget UE, a One-To-Many-Usage Event shall be generated. These elements if available will be delivered to the
DF2 (see TS 32.277 [59] for more information on the elements):

Table 17.2.2.3.3-3 One-To-Many-Usage Event

Observed IMSI

Event type

Event Time

Event Date

Network Identifier (including network
element identifier)

Location list

E-UTRAN coverage timestamps
Sender ID

ProSe Layer-2 Group 1D

IP address type

IP multicast address

Source |IP address (if applicable)
First communication timestamp
Transmitter identities

Data transmitted in coverage
Data transmitted out of coverage
Data received in coverage

Data received out of coverage

NOTE: The UE periodically generates usage event reports for charging purposes from which thisevent is
generated. Therefore there may be a significantly delay between the generation of this event and the
communications for which the usage report is generated by the UE.

Editor's note: The above table is based on the stage 2 of the PC3ch interface as decribed in TS 32.277 [59]. Some of
the above information may need to be changed once the stage 3 for PC3ch is compl ete.

Editor's note: The application of LI requirementsin TS 33.106 [7] to the CTF (TS 32.277 [59]) within the ProSe
function when it is physically separated from the ProSe Function is FFS.

17.3 ProSe Remote UE Communications

17.3.1 General

A ProSe Remote UE can initiate communications via a ProSe UE-to-NW Relay and the core network as described in
TS23.303[52].

From LI perspective, the following scenarios can be identified:
1. TheProSe Remote UE is atarget for interception
2. The ProSe UE-to-NW Relay isatarget for interception
3. Both the ProSe Remote UE and the ProSe UE-to-NW Relay are target for interception.

NOTE: The ProSe Remote UE and the ProSe UE-to-NW Relay are considered target for interception if any of the
identities (MSISDN, IMSI, IMEI) related to the UE or the user is target for interception.

In the following subclauses, scenarios 1 and 2 are addressed, scenario 3 is covered by using both scenario 1 and 2.

Interception in the PDN-GW is a national option.

17.3.2 The ProSe Remote UE is a target for interception

When a ProSe Remote UE connects to the ProSe UE-to-NW Relay, the core network (MME, S-GW, PDN-GW)
receives the related information from the ProSe UE-to-NW Relay. If the ProSe Remote UE is atarget, a ProSe Remote
UE start of communication event shall be generated by the S-GW, PDN-GW.
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If the warrant requires to intercept also CC, considering that the PDN connection used by the ProSe UE-to-NW Relay
can be used also for other, non-target, ProSe Remote UES, the S-GW/PDN-GW shall isolate the target ProSe remote
UE's communication from any content of communication not associated to the remote UE under interception. CC
related to the target ProSe Remote UE shall be sent over X3 interface.

When atarget ProSe Remote UE disconnects from the ProSe UE-to-NW Relay, a ProSe Remote UE end of
communication event shall be generated by the S-GW, PDN-GW. CC interception for the target ProSe Remote UE shall
be stopped.

In both cases of connection and disconnection of atarget ProSe Remote UE, the MME shall generate a ProSe Remote
UE Report event.

In case the whole PDN connection used by the ProSe UE-to-NW Relay is closed for any reason while atarget Remote
UE is connected to the ProSe UE-to-NW relay, a ProSe Remote UE end of communication event shall be generated by
the SS-GW/PDN-GW and sent to the DF2.

If interception is started after that the ProSe remote UE is already connected to the network through a ProSe UE-to-NW
Relay, a Start of interception with ProSe Remote UE ongoing communication event shall be provided by the S-
GW/PDN-GW. The same event shall aso be sent by the new S-GW in case, due to ProSe UE-to-NW Relay mohility,
there is a change of S-GW. The ICEs shall than start intercepting the target UES communication by extracting it from
the PDN connection used by the ProSe UE-to-NW Relay UE.

17.3.3 The ProSe UE-to-NW Relay is a target for interception

The ProSe UE-to-NW Relay uses one or more PDN connections for any activity/communication which is not related to
relaying. In such case al the requirements specified for EPS interception in clause 12 apply. In addition, IRIs related
specified in clause 12 are also applicable to the PDN connection used for relay.

This clause specifies additional functional requirements which are applicable to the PDN connection(s) established by
the ProSe UE-to-NW Relay.

PDN connection(s) used for relaying only carry communications for the ProSe remote UEs. So, unless any of them is
also atarget for interception (for which clause 17.3.2 apply), no content of communication shall be intercepted from
such PDN connection(s), unless required by national regulation, in which case al requirements specified in clause 12
apply also to these PDN connection(s).

In case ProSe remote UEs are connected to or disconnected from the target ProSe UE-to-NW Relay, the ICEs (MME,
S-GW, PDN-GW) shall provide a ProSe Remote UE Report event, including the identities and IP info of ProSe remote
UE(s) being connected/ disconnected.

In case interception is activated for a ProSe UE-to-NW Relay with already connected ProSe remote UE(s), the ICEs
shall provide a Start of interception for ProSeUE-to-NW Relay, including the identities and I P info of ProSe remote
UEs aready connected to the relay. The same event shall also be sent by the new S-GW in case, due to ProSe UE-to-
NW Relay mobility, there is a change of S-GW.

In case a Tracking Area/EPS Location Update event is provided for atarget ProSe UE-to-NW Relay, it shall carry also
information related to the connected ProSe remote UE(S).

17.3.4 X2-interface

The following information needs to be transferred from the EPS nodes (MME, S-GW, PDN-GW) to the DF2 in order to
allow a DF2 to perform its functionality:

- target identity (IMSI, MSISDN, IMEI);

- events and associated parameters as defined in clause 17.3.4.1.

17.3.4.1 Structure of the events

There are severa different eventsin which the information is sent to the DF2 if thisis required. Details are described in
the following clauses. The events for interception are configurable (if they are sent to DF2) in the EPC nodes.

The following event is applicable to the MME:
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- ProSe Remote UE Report;
The following events are applicable to the SSGW and PDN-GW:
- ProSe Remote UE start of communication;
- ProSe Remote UE end of communication;
- Start of interception with ProSe Remote UE ongoing communication;
- Start of interception for ProSe UE-to-NW Relay.

A set of possible elements as shown below is used to generate the events.

Table: 17.3.4.1-1: Information Events for ProSe communication Event Records

Element

Observed MSISDN

MSISDN of the target

Observed IMSI

IMSI of the target

Observed IMEI

IMEI of the target

Event type

Indicates which type of event is delivered: ProSe Remote UE Report, ProSe Remote UE start of
communication, ProSe Remote UE end of communication, Start of interception with ProSe Remote
UE ongoing communication, Start of interception for ProSe UE-to-NW Relay.

Event date

Date of the event generation in the ICE

Event time

Time of the event generation in the ICE. Timestamp shall be generated relative to the ICE internal
clock.

Target type

Indicates whether the target is a ProSe Remote UE or a ProSe UE-to-NW Relay

ProSe Remote UE IDs

The identities of the connected or disconnected ProSe remote UEs.

ProSe Remote UE IP info

The IP address(es) of the connected or disconnected ProSe Remote UE(s) provided by the ProSe
UE-to-NW Relay.

APN

The Access Point Name used by the ProSe UE-to-NW Relay for the connection

MSISDN of the Prose UE-to-NW Relay (only applicable when the ProSe Remote UE is the target)
IMSI of the Prose UE-to-NW Relay (only applicable when the ProSe Remote UE is the target)
IMEI of the Prose UE-to-NW Relay (only applicable when the ProSe Remote UE is the target)
PDN address(es)

The ProSe UE-to-NW Relay IP address(es) for the PDN connection.

Network Element Identifier

Unique identifier for the element reporting the ICE.

Correlation number

The correlation number is used to correlate CC and IRI (in case the target is a ProSe remote UE) or
IRIs (in case the target is a ProSe UE-to-NW Relay).

Location information

The location of the ProSe UE-to-NW Relay.

National regulations may require to provide the E-CGI of the ProSe UE-to-NW Relay when the target
is the ProSe Remote UE.

17.3.5 ProSe UE-to-NW Relay events

17.3.5.1 ProSe Remote UE Report

This event shall be sent by the MME, S-GW and PDN-GW when the node detects that a ProSe Remote UE has been
connected to or disconnected from the ProSe UE-to-NW Relay and the ProSe Remote UE or the ProSe UE-to-NW
Relay isatarget for interception. The following parameters shall be provided if available.
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Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Target type

ProSe Remote UE(s) connected IDs

ProSe Remote UE(s) connected IP info

ProSe Remote UE(s) disconnected IDs

ProSe Remote UE(s) disconnected IP info

MSISDN of the Prose UE-to-NW Relay

IMSI of the Prose UE-to-NW Relay

IMEI of the Prose UE-to-NW Relay

IAPN

PDN Address(es)

Location information

ProSe Remote UE Start of Communication

This event shall be sent by the S-GW and PDN-GW when the node detects that a target ProSe Remote UE has been
connected to a ProSe UE-to-NW Relay. The following parameters shall be provided if available.

17.3.5.3

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Correlation number

MSISDN of the Prose UE-to-NW Relay

IMSI of the Prose UE-to-NW Relay

IMEI of the Prose UE-to-NW Relay

IAPN

PDN Address(es)

Location information

ProSe Remote UE End of Communication

This event shall be sent by the S-GW and PDN-GW when the node detects that a target ProSe Remote UE has been
disconnected from a ProSe UE-to-NW Relay. The event shall also be sent in case the PDN connection used for relay
used by the target ProSe remote UE is closed. The following parameters shall be provided if available.

17.3.5.4

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Correlation number

Location information

Start of interception with ProSe Remote UE ongoing communication

This event shall be sent by the SS-GW and PDN-GW when interception is started for a ProSe Remote UE which is
already connected to a ProSe UE-to-NW Relay. The event shall also be sent by the new S-GW in case, due to ProSe
UE-to-NW Relay mobility, thereisa S-GW change. The following parameters shall be provided if available.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 204 ETSI TS 133 107 V14.2.0 (2017-07)

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier
Correlation number

MSISDN of the Prose UE-to-NW Relay
IMSI of the Prose UE-to-NW Relay
IMEI of the Prose UE-to-NW Relay
IAPN

PDN Address(es)

Location information

17.3.5.5 Start of interception for ProSe UE-to-NW Relay

This event shall be sent by the S-GW and PDN-GW when interception is started on a UE which is already acting as
ProSe UE-to-NW Relay for any Remote UE. The event shall also be sent by the new S-GW in case, due to ProSe UE-
to-NW Relay mobility, thereisa S-GW change. The following parameters shall be provided if available.

Observed MSISDN

Observed IMSI

Observed IMEI

Event Type

Event Time

Event Date

Network Element Identifier

Target type

ProSe Remote UE(s) connected IDs
ProSe Remote UE(s) connected IP info
IAPN

PDN Address(es)

Location information

17.3.6 X3-interface

Functional requirements specified in clause 12.3.2 are applicable. Interception of CC is subjected to conditions
specified in clauses 17.3.2 and 17.3.3.

18 Invocation of Lawful Interception for messaging
services

18.1  Overview of messaging services interception

The capabilities defined in this clause apply when the interception of messaging services shall be separated from the
interception of al other services. This clause applies to the messaging services identified in clause 5.13 of
TS33.106 [7].

For messaging services, separated delivery when SM S events are detected, the CSP shall be able to use existing
intercept capabilities defined in this specification, but isolatable to only deliver messaging services when specified by a
lawful authorisation.

The network nodes, involved in providing the interception of messaging services, shall be determined based on the
deployment configuration and the messaging scenario.

When lawfully authorized, Law Enforcement requires accessto CC and IRI for the events pertaining to the target's
authorization, access to, and use of message services, independent of the deployed service architecture. Thisincludes
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where the communications between the target and associates are sent and received over separate channels, or may be
accessed at different ICEs at different geographical locations in the service provider's network.

For MMS, implementation options considered in this standard are: interception at the MM S level or normal packet
session CC interception at an PS/IMS/EPS ICE and transferred to the DF2/DF3 which then subsequently isolates and
deliversthe MMS IRI and/or CC associated with the messaging service separate from all other services. Details of IRI
and CC reporting for MM S events are for further study.

18.2 SMS

18.2.1 Introduction

LI for SMS over aGPRS and UMTS accessis specified in clause 7. LI for SMS over IP (using IMS SIP signalling
handled by the core network) which can be used in conjunction with LTE access as well as other non-3GPP | P based
accessis defined in clause 7A.6.

18.2.2 SMS over GPRS/UMTS

For separate delivery of SMS when SMSis used in conjunction with GPRS or UM TS access, the following events shall
be reported by the | CE to the DF:

1) SMS(clause 7.4.7)

2) HLR Related events
a. Serving System (clause 7.4.9)
b. HLR subscriber record change (clause 7.4.12)
c. Cancel location (clause 7.4.13);
d. Register location (clause 7.4.14);
e. Location information request (clause 7.4.15).

The above events shall be reported from the ICE to the DF independent of any other services that may or may not be

intercepted.

18.2.3 SMS over IP

For separate delivery of SMS when SMSover IP (using IMS SIP signalling handled by the core network) is used, the
following events shall be reported by the | CE to the DF:

1) Intercepted SIP event as described in clause 7A.3.0
2) HSSrelated events
a. Serving System (clause 7A.2.3.1) for use when roaming
b. IMPU or IMPI changed in a HSS subscriber record change (clause 7A.2.3.2);

c. Registration termination (clause 7A.2.3.3);

o

Location information request (clause 7A.2.3.4).

The above events shall be able to be reported from the ICE to the DF independent of and to the exclusion of any other
services that may or may not be intercepted.
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18.3 MMS

18.3.1 Background

Clause 7.6 defines an interception solution for MM S over GPRS/UMTS whereby the packet | P stream is sent to the DF
and onto to the LEMF for LE to extract the MM S information. However, that solution does not allow for the separate
delivery of MM S from other services. In fact, that approach necessitates the interception and delivery of a packet data
session which may not be authorized for interception. This clause defines an approach to intercept and deliver only
MM S related events and deliver those separate from any other services that may or may not be intercepted.

It isanational option for the CSP and LEA to agree on the maximum size of and MM S to be delivered to the LEMF. If
the MM S is bigger than the agreed size it is a national option for what to do (e.g. don't deliver it to the LEMF).

MMS serviceisdefined in TS 22.140 [74], OMA's MMS Architecture OMA-AD-MMS-V1 3-20110913-A [72], and
OMA's Multimedia M essaging Service Encapsulation Protocol OMA-TS-MMS ENC-V1_3-20110913-A [73].

The key network elementsinvolved in the support of MMS isthe MM S Proxy-Relay. The MM S Proxy-Relay is
responsible for:

1) receivingaMMS from a served UE and forwarding that to the MM S Proxy-Relay of the destination UE,

2) receivingaMMS from an originating MM S Proxy-Relay and forwarding this MM S or a notification of it to its
served UE,

3) receiving arequest for retrieval of an MMS from a served UE and delivering that MM Sto the served UE,
4) providing the served UE with delivery status and read reports of served UE originated MM S
5) providingaMMS/Relay of another UE with delivery status and read reports of MM S received for the served UE.

When aNon-Local Id is used as target identity, the interception shall be performed at the MM S Proxy Relay. For MM S
messages originated from atarget wth Non-Local 1D, the target isidentified from FROM field. For MM S messages to
the target with Non-Local 1D, the target are identified from TO, CC and BCC fields. The interception may be triggered
on the value address defined in the clause 8 of MM S addressing model of OMA's Multimedia Messaging Service
Encapsulation Protocol OMA-TS-MMS ENC-V1_3-20110913-A [73].

LI for MM S requires IRI and CC related to the MM S to be detected by the MM S Proxy-Relay and forwarded to the DF.
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[}
X1 2 X1 3
HI2 X2
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I i |
LEMF Function Function 2 | g :
HI3 Proxy-Relay
. . X3
Mediation Delivery !
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Figure 18.1: MMS Proxy-Relay Intercept configuration
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18.3.2 MMS Architecture IRI/CC Events

The MMS architecture is provided in Clause 5 of MMS Architecture [72]. The two interfaces considered in devel oping
the events and event information to be reported are the MM Sy interface (between the MM S client and the MM S Proxy-
Relay) and the MM S interface (i.e., between two MM S Proxy-Relay nodes).

For separate delivery of MMS, the following events shall be reported by the ICE to the DF:
1) MMS Send
2) MMS Notification & Confirmation
3) MMS Retrieval Confirmation & Acknowledgement
4) MMS Forwarding
5) MMS Store Requests
6) MMS Viewing Requests & Responses
7) MMS Deletion Requests (delete from MMBox and Proxy-Relay)
8) MMS Cancel Requests
9) MMS Delivery Reports
10)MM S Read Report
11) Serving System (clause 7.4.9)
12) Serving Evolved Packet System (clause 12.2.3.8)

The above events shall be reported from the ICE to the DF independent of any other services that may or may not be
intercepted.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the
information from the nodes to DF2. Available | Es from this set of elements as shown below can be extended in the
nodes, if thisis necessary as a national option. DF2 can extend available information if thisis necessary as a national
option. Where MM S CC is available during an event, in addition to the IRI event reported to DF2, an MMS CC event is
reported to DF3.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 208 ETSI TS 133 107 V14.2.0 (2017-07)

Table 18.3.2-1 Table of MMS Information Elements
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Observed MSISDN
MSISDN of the target.

Observed IMSI
IMSI of the target.

Observed MMS Address
An address in a format as specified in [73]. This is where a SIP URI would be included.

Observed MMS Address for Non-Local ID
An address in a format as specified in [73] that will be intercepted as Non-Local ID target.

Observed IPv4/IPv6 Address
An IPv4 or IPv6 address of the target.

Observed shortcode
An address in a format as specified in [73].

Event type

Indicates which type of event is delivered: MMS Send, MMS Noatification, MMS Notification Response, MMS
Retrieval, MMS Retrieval Acknowledgement, MMS Forwarding, MMS Store, MMS Upload, MMS Delete from MMBoX,
MMS Delete from Proxy-Relay, MMS MMBox View, MMS Delivery, MMS Read Reply, MMS Cancel, MMS Cancel
Confirm, MMS MMBox View Request, MMS MMBox View Confirm, Serving System, Serving Evolved System.

Event time
Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

Event date
Date of the event generation in the ICE.

Network Element Identifier
Unique identifier for the ICE (MMS Relay/Proxy) reporting the event.

To Recipient(s) address(es)
Address of a recipient; the "To" field may include addresses of multiple recipients. When address translation occurs,
both the pre and post translated addresses (with appropriate correlation) are included.

CC Recipient(s) address(es)
Address of a recipient; the "CC" field may include addresses of multiple recipients. When address translation occurs,
both the pre and post translated addresses (with appropriate correlation) are included.

BCC Recipient(s) address(es)
Address of a recipient; the "BCC" field may include addresses of multiple recipients. When address translation
occurs, both the pre and post translated addresses (with appropriate correlation) are included.

From address

Address of the sender of the MM or read reply. The sender may be the originator or a forwarding user. When address
translation occurs (in the case of a token sent by the client and replaced with a proper address by the MMS
Proxy/Relay), both the pre and post translated addresses (with appropriate correlation) are included.

MMS Version
The version of MMS used by the target.

Transaction 1D
An ID used to correlate an MMS request and response between the target and the MMS Proxy-Relay.

Message ID
An ID assigned by the MMS Proxy-Relay to uniquely identify an MMS message.

Message Reference
A reference, e.g., URI, for the MM which refers to the stored MM within the MMS Proxy-Relay or the MMBox.

Stored Message Reference
A reference, e.g., URI, for the MM which refers to the newly stored MM within the MMS Proxy-Relay or the MMBox.

MMS Date/Time
Date and Time when the MM was last handled (either originated or forwarded). For origination, included by the
sending MMS client or the originating MMS Proxy-Relay.

Subject
Subject of the MM.

Message Class
Class of the MM. For example, a value of "auto" is automatically generated by the UE. If the field is not present, the
class should be interpreted as "personal”.

Expiry
Length of time the MM will be stored in MMS Proxy- Relay or time to delete the MM. The field has two formats, either
absolute or relative.

Desired Delivery Time
Date and Time of desired delivery. Indicates the earliest possible delivery of the MM to the recipient.

Priority
Priority of the MM assigned by the originator MMS UE.

Sender Visibility
An indication that the sender's address should not be delivered to the recipient.

Delivery Report
Specifies whether the originator MMS UE requests a delivery report from each recipient.

Read Report
Specifies whether the originator MMS UE requests a read report from each recipient.
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Store
Specifies whether the originator MMS UE wants the submitted MM to be saved in the user's MMBoX, in addition to
sending it.

Applic-ID
Identification of the originating application of the original MM.

Reply-Applic-1D
Identification of the destination application of the original MM.

Aux-Applic-Info
Auxiliary application addressing information as indicated in the original MM.

Content Class
Classifies the content of the MM to the smallest content class to which the message belongs.

DRM Content
Indicates if the MM contains any DRM-protected element.

Adaptation Allowed
Indicates if the originator wishes the MM to be adapted or not. This wish can be overridden by DRM protection rules
or MMS service provider / network operator configuration.

Content Type
The content type of the MM.

Previously Sent By
Address of the MMS Client that forwarded or originally sent the message and a sequence number. A higher
sequence number indicates a forwarding event at a later point in time. This header field MAY appear multiple times.

Previously Sent by Date/Time

Date and time of a forwarding or original send transaction of the message and a sequence number.

The sequence number indicates the correspondence to the MMS Client's address in the "X-Mms-Previously- Sent-
By" header field with the same sequence number. This header field MAY appear multiple times.

MM State
Identifies the value of the MM State associated with a to be stored or stored MM.

MM Flags
Identifies a keyword to add or remove from the list of keywords associated with a stored MM.

Content Location
This field defines the location of the content to be retrieved.

Response Status
MMS specific status.

Response Status Text
Text that qualifies the Response Status.

Store Status
Indicates if the MM was successfully stored in the MMBox.

Store Status Text
Text that qualifies the Store Status.

Message Size
Identifies the size of the MM.

Distribution Indicator

Identifies whether the originator (e.g., a Value Added Service Provider) allows the MM to be further distributed. A "No"
value indicates to the user that the originator requested the content of the MM is not supposed to be distributed
further.

Element Descriptor
Contains the Content-Reference associated with the corresponding top level message content of the MM waiting for
retrieval and MAY additionally contain the type/format of the message content.

Retrieval Mode
Indicates whether manual retrieval mode is recommended for the MM.

Retrieval Mode Text
Explains why manual retrieval mode is recommended for the MM.

Retrieve Status
MMS specific status.

Retrieve Status Text
Text that qualifies the Retrieve Status.

Replace ID
This field indicates the reference (i.e. Message-ID) of the previous MM that is replaced by the current MM.

MMS Status
Provides a MMS status. A status of "retrieved" is only signalled by the retrieving UE after retrieval of the MM.

MMS Status Text
Text that qualifies the MMS Status.

Report Allowed
Indication whether or not the sending of delivery report is allowed by the recipient MMS Client.

MMS Forward Req Date/Time
Date and Time that the MM was requested to be forwarded.
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Read Status

Status of the MM regarding whether it was read or not, e.g. Read, Deleted without being read.

Read Status text

Text explanation corresponding to the Read Status.

Cancel ID

This field includes the Message ID identifying the message to be cancelled.

Cancel Status

Provides the status of the cancel request.

MMS Start

A number, indicating the index of the first MM of those selected to have information returned in the response.
MMS Limit

A number indicating the maximum number of selected MMs whose information are to be returned in the response.
If this is absent, information elements from all remaining MMs are to be returned. If this is zero then no MM-related
information are to be returned.

MMS Attributes

A list of information elements that should appear in the view for each selected message.

MMS Totals

Indicates a request for or the actual count of messages currently stored in the MMBox.

MMS Quotas

Indicates a request for or the actual quotas for the user's MMBox in messages or bytes.

MMS Message Count

Identifies the number of messages in the content part of the PDU.

Correlation ID

Provides a mechanism to correlate IRl for MMS with CC for MMS based on a single MMS event.

MMS Content

The actual contents of the MM that is carried in the payload field of MMS messages.

Most of the parameters contained in Table 18.3.2-1 can be mapped to specific parameters defined in [73].

Editor's Note: Specific mapping for the parameters of Table 18.3.2-1 should be added in an update to the present
document.

Clause 8 of [73] defines procedures for address trandlation for MM S and it is those procedures that are referenced
whenever Clause 18.3 of the present document refers to address trandlation.

18.3.3 MMS Events

18.3.3.1 MMS Send

The MMS Send event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sends a M-Send.conf (as
defined in [73]) to the target. According to [73], the Proxy-Relay sends a M-Send.conf to the target in responseto a M-
Send.req (as defined in [73]) received from the target for sending an MM to one or more destination party(ies).

The elements of Table 18.3.3.1 will be delivered to the DF2, if available.
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Table 18.3.3.1: Information Elements for MMS Send Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

To Recipient(s) address(es) (untranslated and translated)

CC Recipient(s) address(es) (untranslated and translated)

BCC Recipient(s) address(es) (untranslated and translated)

network substituted post-translation address.

From address (includes both target provided address and if translation occurs,

MMS Version

Transaction ID

Message ID

MMS Date/Time

Message Class

Expiry

Desired Delivery Time

Priority

Sender Visibility

Delivery Report

Read Report

Store

Applic ID

Reply Applic ID

Content Class

DRM Content

Adaptation Allowed

Content Type

Content Location (from M-Send.conf)

Response Status (from M-Send.conf)

Response Status Text (from M-Send.conf)

Store Status (from M-Send.conf)

Store Status Text (from M-Send.conf)

Correlation (only if MMS CC is also intercepted)

When the MM S Send event is generated and interception of CC isrequired, the MMS Send CC event is also generated.

In this case, the elements of Table 18.3.3.2 will be delivered to the DF3, if available.

Table 18.3.3.2: Information Elements for MMS Send

CC Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

MMS Version

Correlation ID

Subject

MMS Content
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The MMS Noatification report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sendsaMMS
Notification (M-Notification.ind as defined in [73]) to the target indicating the arrival of an MM S for the target.

The elements of Table 18.3.3.3 will be delivered to the DF2, if available.

Table 18.3.3.3: Information Elements for MMS Notification Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

To Recipient(s) addresses

CC Recipient(s) addresses

BCC Recipient(s) addresses

From address (included regardless of anonymity)

MMS Version

Transaction ID

Message ID

forwarded))

MMS Date/Time (Timestamp when this MMS was last handled [either originated or

Previously Sent By

Previously Sent By Date/Time (May appear multiple times)

MM State

Message Class

Priority

Message Size

Expiry

Distribution Indicator

Element Descriptor

Retrieval Mode

Retrieval Mode Text

Sender Visibility

Delivery Report

Applic ID

Reply Applic ID

Aux Applic Info

DRM Content

Replace ID

Content Location

Correlation ID (only if MMS CC is to be delivered)

The MMS Notification Response report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay
receives a MM S Notification Response (M-NotifyResp.ind as defined in [73]) from the target acknowledging the MM S

Notification.

The elements of Table 18.3.3.4 will be delivered to the DF2, if available.
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Table 18.3.3.4: Information Elements for MMS Notification Response Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

MMS Version

Transaction 1D

Message ID

MMS Status

Report Allowed

18.3.3.3 MMS Retrieval & Acknowledgement

The MM S Retrieval report event is generated at the MM S Proxy-Relay when the MM S Proxy-Relay sends a
Retrieve.conf PDU (as defined in [73]) to the target. According to [73], the MM S Proxy-Relay sends a Retrieve.conf

PDU to the target in response to a MM S retrieval request from the target.
The elements of Table 18.3.3.5 will be delivered to the DF2, if available.
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Table 18.3.3.5: Information Elements for MMS Retrieval Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

To Recipient(s) addresses

CC Recipient(s) addresses

BCC Recipient(s) addresses

From address (included regardless of anonymity)
MMS Version

Transaction 1D

Message ID

MMS Date/Time (Timestamp when this MMS was last handled [either originated or
forwarded])

Previously Sent By

Previously Sent By Date/Time (May appear multiple times)
MM State

Message Class

Priority

Sender Visibility

Delivery Report

Read Report

Retrieve Status

Retrieve Status Text

Distribution Indicator

Applic ID

Reply Applic ID

IAux Applic Info

Content Class

DRM Content

Replace ID

Correlation ID (only if MMS CC is also intercepted)

When the MM S Retrieval event is generated and CC interception is required, the MM S Retrieval CC event shall also be
generated. In this case, the elements of Table 18.3.3.6 will be delivered to the DF3, if available.

Table 18.3.3.6: Information Elements for MMS Retrieval CC Event

Observed MSISDN
Observed IMSI

Observed IMEI

Observed MMS Address
Observed IPv4/IPv6 Address
Event Type

Event Time

Event Date

Network Element Identifier
MMS Version

Subject

Correlation ID

MMS Content

The MM S Retrieval Acknowledgement report event is generated at the MM S Proxy-Relay, when the MM S Proxy-
Relay receivesa MM S Retrieval Acknowledgement (M-Acknowledge.ind as defined in [73]) from the target
acknowledging the transaction to the MM S Proxy-Relay.

The elements of Table 18.3.3.7 will be delivered to the DF2, if available.
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Table 18.3.3.7: Information Elements for MMS Retrieval Acknowledgement Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

MMS Version

Transaction ID

Message ID

Report Allowed

18.3.3.4 MMS Forwarding

The MMS Forwarding report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sendsa M-
Forward.conf (as defined in [73]) to the target. According to [73], the MM S Proxy-Relay sends a M-Forward.conf (as
defined in[73]) to the target is response to areceived a MM S Forwarding Request (M-Forward.ind as defined in [73])

from the target.

The elements of Table 18.3.3.8 will be delivered to the DF2, if available.

Table 18.3.3.8: Information Elements for MMS Forwarding Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

To Recipient(s) address(es) (untranslated and translated)

CC Recipient(s) address(es) (untranslated and translated)

BCC Recipient(s) address(es) (untranslated and translated)

From address (includes both target provided address and if translation occurs,
network substituted post-translation target address.

MMS Version

Transaction ID

Message ID

MMS Forward Req Date/Time

Message Class

Expiry

Desired Delivery Time

Priority

Sender Visibility

Delivery Report Allowed

Delivery Report

Read Report

Store

MM State

Content Location

Response Status (from M-Forward.conf)

Response Status Text (from M-Forward.conf)

Store Status (from M-Forward.conf)

Store Status Text (from M-Forward.conf)
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The MMS Store report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sends a M-Mmbox-
Store.conf (defined in [73]) to the target. According to [73], the Proxy-Relay sends a M-Mmbox-Store.conf) to the
target in response to areceived MM S Store Request (M-Mmbox-Store.req as defined in [73]) from the target for aMM

that has not been retrieved yet.

The elements of Table 18.3.3.9 will be delivered to the DF2, if available.

Table 18.3.3.9: Information Elements for MMS Store Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

Transaction ID

MMS Version

Content Location

MM State

MM Flags

Store Status

Store Status Text

18.3.3.6 MMS Upload

The MM S Upload report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sends a M-M mbox-
Upload.conf (defined in [73]) to the target. According to [73], the MSM Proxy-Relay sends a M-Mmbox-Upload.conf
to the target in response to areceived MM S Upload Reguest (M-Mmbox-Upload.req as (defined in [73]) from the

target.
The elements of Table 18.3.3.10 will be delivered to the DF2, if available.

Table 18.3.3.10: Information Elements for MMS Upload Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

Transaction ID

MMS Version

MM State

MM Flags

Content Type

MM Description PDU (see Table 18.3.3.19)

Content Location (from M-Mmbox-Upload.conf)

Store Status (from M-Mmbox-Upload.conf)

Store Status Text (from M-Mmbox-Upload.conf)

Correlation ID (only if MMS CC is also intercepted)

When the MM S Upload event is generated and CC interception is also required, an MM S Upload CC event isaso
generated at the MM S Proxy-Relay. In this case, the elements of Table 18.3.3.11 will be delivered to the DF3, if

available.
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Table 18.3.3.11: Information Elements for MMS Upload CC Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

MMS Version

Correlation ID

MMS Content

18.3.3.7 MMS Delete (Stored in MMBox or in Proxy-Relay)

The MMS Delete event is generated at the MM S Proxy-Relay when the MM S Proxy-Relay sends a M -Mmbox-
Delete.conf (defined in [73]) to the target. According to [73], the MM S Proxy-Relay sends a M-Mmbox-Delete.conf to
the target in response to areceived aMMS Delete Request (M-Mmbox-Delete.req as defined in [73]) from the target to

delete an MM from the target's MM Box.

The elements of Table 18.3.3.12 will be delivered to the DF2, if available.

Table 18.3.3.12: Information Elements for MMS Delete Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

Transaction ID

MMS Version

Content Location

Response Status

Response Status Text

18.3.3.8 MMS Delivery

The MMS Delivery report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sendsaMMS

Delivery Notification (M-Delivery.ind as defined in [73]) to the target.
The elements of Table 18.3.3.13 will be delivered to the DF2, if available.
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Table 18.3.3.13: Information Elements for MMS Delivery Event

Observed MSISDN
Observed IMSI

Observed IMEI

Observed MMS Address
Observed IPv4/IPv6 Address
Event Type

Event Time

Event Date

Network Element Identifier
To Recipient address
Handled Date/Time
Message ID

MMS Status

MMS Status text

Applic-ID

Reply-Applic-ID
Aux-Applic-Info

18.3.3.9 MMS Read Reply

The MM S Read Reply-From-Target report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay
receives aMMS Read Reply Notification (M-Read-Rec.ind as defined in [73]) from the target. The elements of Table
18.3.3.14 will be delivered to the DF2, if available.

The MM S Read Reply-To-Target report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay
sends a MM S Read Reply Notification (M-Read-Orig.ind as defined in [73]) to the target. The elements of Table
18.3.3.15 will be delivered to the DF2, if available.

Table 18.3.3.14: Information Elements for MMS Read Reply from Target Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

To (MMS sender's address)

From address (includes both target provided address and if translation occurs,
network substituted post-translation target address).
Message ID

Read Status

Applic-ID

Reply-Applic-ID

IAux-Applic-Info
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Table 18.3.3.15: Information Elements for MMS Read Reply to Target Event

Observed MSISDN
Observed IMSI

Observed IMEI

Observed MMS Address
Observed IPv4/IPv6 Address
Event Type

Event Time

Event Date

Network Element Identifier
To (target's address)

From address (address of read reply source).
Message ID

Read Status

Read Status text

Applic-ID

Reply-Applic-ID
Aux-Applic-Info

18.3.3.10 MMS Cancel

The MMS Cancel report event is generated at the MM S Proxy-Relay, when the MM S Proxy-Relay sendsaMMS
Cancel Request (M-Cancel.req as defined in [73]) to the target.

The elements of Table 18.3.3.16 will be delivered to the DF2, if available.

Table 18.3.3.16: Information Elements for MMS Cancel Event

Observed MSISDN
Observed IMSI

Observed IMEI

Observed MMS Address
Observed IPv4/IPv6 Address
Event Type

Event Time

Event Date

Network Element Identifier
MMS Version

Cancel ID (includes the Message ID identifying the message to be cancelled)
Cancel Status

18.3.3.12 MMS MMBox Viewing

The MMS MMBox View Request event is generated at the MM S Proxy-Relay when the MM S Proxy-Relay receives a
MMS MMBox Viewing Request (M-Mbox-View.req as defined in [73]) from the target. In this case, the elements of
Table 18.3.3.17 will be delivered to the DF2, if available.

The MMS MMBox View Confirm event is generated at the MM S Proxy-Relay when the MM S Proxy-Relay sendsa M-
Mbox-View.conf (defined in [73]). In this case, the elements of Table 18.3.3.18 will be delivered to the DF2, if
available.
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Table 18.3.3.17: Information Elements for MMS MMbox View Request Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

MMS Version

Transaction ID

MM State

MM Flags

Content Location

MMS Start

MMS Limit

MMS Attributes

MMS Totals

MMS Quotas

Table 18.3.3.18: Information Elements for MMS MMbox View Confirm Event

Observed MSISDN

Observed IMSI

Observed IMEI

Observed MMS Address

Observed IPv4/IPv6 Address

Event Type

Event Time

Event Date

Network Element Identifier

MMS Version

Transaction ID

MM State

MM Flags

Content Location

MMS Start

MMS Limit

MMS Attributes

MMS Totals

MMS Quotas

Response Status

Response Status Text

MMS Message Count

Content Type

Correlation ID (only if MMS CC is also intercepted)

MMBox Description PDU (see Table 18.3.3.19)
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Table 18.3.3.19: MM Description PDU

Correlation 1D

To Recipient(s) addresses

CC Recipient(s) addresses

BCC Recipient(s) addresses

From address (included regardless of anonymity)
Message ID

MMS Date/Time

Previously Sent By (May appear multiple times)
Previously Sent By Date/Time (May appear multiple times)
MM State

MM Flags

Message Class

Priority

Delivery Time

Expiry

Sender Visibility

Delivery Report

Read Report

Message Size

Content Location

Content Type

When the MMS MMBox View Confirm event is generated at the MM S Proxy-Relay and CC interception is aso
required, the MM S Proxy-Relay also generatesa MMS MMBox View Confirm CC event. In this case, the elements of
Table 18.3.3.20 will be delivered to the DF3, if available.

Table 18.3.3.20: Information Elements for MMS MMbox View Confirm CC Event

Observed MSISDN
Observed IMSI

Observed IMEI

Observed MMS Address
Observed IPv4/IPv6 Address
Event Type

Event Time

Event Date

Network Element Identifier
MMS Version

Correlation ID

MMS Content

19 Lawful Access Location Services (LALS)

19.1 General

LALS provides lawful accessto the target's location using the Location Services (LCS) capabilities defined in the
TS23.271[68] and OMA MLP TS[76]. The present clause details the stage 2 Lawful Interception architecture and
functions that are needed to provide the LCS information to the DF2 for atarget of interception for subsequent delivery
to the LEMF. Commercial LCS shall meet Clause 8 security requirements and provide priority to Lawful interception
requests.

NOTE 1: For inbound roamers, if the VPLMN LCS Server/GMLC queries HSS/HLR in the HPLMN, this may
cause detectability issues. Similarly for outbound roamers, sending location requests to the VPLMN may
cause detectability issues.

For LALS the subscriber location privacy settings shall be overridden.

Depending on national requirements and L CS capabilities of the network operator, the location information provided by
LALS may vary in location information types (mobile network location format, location shape and geo-coordinates,
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civic address, or a combination of those), in the set of additional location parameters (map data, motion state, speed,
etc.), aswell asin the accuracy of provided location information.

NOTE 2: The accuracy of positioning for any particular technology is a trade-off for the location acquisition delay.
It also depends on other technology specific factors.

The parameters controlling the LALS output are either delivered per authorization over HI1/X1 interface or pre-
configured in the LI-LCS client.

There are two types of the location interception defined in the present specification: the Target Positioning and the
Enhanced Location for IRI.

The Target Positioning is used to determine the target's location independently of the services used by the target.

The Enhanced Location for IRI is used to determine the LCS-based location of the target when specific user service
events related to the target occur.

The authorizations for Target Positioning and for Enhanced Location for the same target may be independent of each
other and may be overlapping in time or combined in a single intercept authorization by LEA.

There may be multiple active LALS authorizations from different LEAs at any given time.

19.2  Target Positioning

19.2.1 General

There are two Target Positioning provision variants supported in the current specification - the Immediate L ocation and
the Periodic Location.

Figure 19.2.1 shows the architecture for the LALS where the L1 LCS Client provides the target's location and associated
information towards the DF2 over the X2 interface fulfilling the Target Positioning ADMF authorization delivered over
X1 1 interface.
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Function
X1 1
X1 2
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o HI2 v
L X2 LI-LCS
777777 | Mediation Client
Function Delivery L
Function 2 Le
A 4
LCS
Server/
iy GMLC

Figure 19.2.1: LALS Model for Target Positioning

19.2.1 Immediate Location Provision
The authorization for Immediate Location provisionis delivered to LI LCS Client over X1_1 interface. Upon receiving

the authorization the L1 LCS Client initiates a Location Immediate Request (LIR, see TS 23.271 [68]) with the LCS
Server/GMLC over Leinterface and reports the acquired location to the DF2 over X2.
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During the period of active authorization for Immediate Location the L1 LCS client may receive and process additional
Immediate L ocation requests from AMDF over the X1_1.

NOTE: ThelLCS Server/GMLC may be optimized to provide the same single location estimation in response to
multiple positioning requests arriving in temporal proximity of each other.

The resulting Immediate Location intercept product is delivered over X2 to the DF2 and propagated to the LEMF over
HI2.

19.2.2 Periodic Location Provision

The authorization for Periodic Location provision is delivered to LI LCS Client over X1_1 interface.

During the Periodic Location authorization the L1 LCS Client shall produce the LALS Reports with the specified
periodicity.

The periodicity shall be controlled by the LI LCS Client. The LI LCS Client shall issue a series of Location Immediate
Requests (LIR, see TS 23.271 [68]) at required time intervals.

The LI LCS Client provides the acquired location reports to the DF2 over X2.

The Request for Periodic Location from ADMF to LI LCS Client may be accompanied by a set of parameters defining
the timeinterval for reporting, report periodicity, etc. The description of the service response parametersis provided in
clause 19.4. The Periodic Location intercept product is delivered over X2 to the DF2 and propagated to LEMF over
HI2.

19.3 Enhanced Location for IRI

19.3.1 General

The Enhanced Location for IRI refersto a capability providing LCS-based location information when specific user
service events related to the target of interception occur. An example of such service events are the events of IMS
session initiation and termination.

Figure 19.3.1-1 depicts the architecture of Enhanced Location acquisition and delivery for the case whenthe LTF is
associated with an IRI ICE.
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Figure 19.3.1-1: LALS Model for Enhanced Location for IRI (ICE/LTF option)
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Figure 19.3.1-2 depicts the architecture of Enhanced Location acquisition and delivery for the case when the LTF is
associated with aDF2.

i E—
HI1
X1 1
Mediation -
Function ADMF \‘
\
\
X1_2 |
L
> !
— HI2
X2 Le
Mediation = Delivery - LI-LCS
i Function 2 Client
Function uncti LALS. T \
LTF - LCS
Server/
1 GMLC
X2
I IRI' ICE

Figure 19.3.1-2: LALS Model for Enhanced Location for IRI (DF/LTF option)

19.3.2 LALS Triggering Function

The LALS Enhanced Location architecture in Figures 19.3.1-1 and 19.3.1-2 depicts the LALS Triggering Function
(LTF). LTF isassociated with an IRI ICE or with aDF2/MF and is responsible for triggering the L1 LCS Client when a
specific event related to the target is observed at the IRI ICE, or received at the DF2.

The request for Enhanced Location reporting for IRI is delivered from ADMF to either an ICE over X1 1 or to aDF2
over X1 _2 interface aong with other parameters of IRI intercept authorization/activation. The |CE(s) or the DF2 then
armthe LTF(s).

The ICE nodes that may have an associated L TF include P/S-CSCF, IMS AS, HLR, HSS, MSC Server, MME,
S/GGSN, P/IS-GW.

The LTF triggersthe LI LCS Client over the LALS T interface.

The LALS intercept product is delivered to DF2 from the LI LCS client over X2 interface asynchronously with the
associated IRl event reports generated by an IRI ICE. To enable correlation between the LALS Reports and the
associated IRl Eventsthe LTF shall include the Correlation Identifier from the IRI Event, if available, intothe LALS T
trigger.

NOTE 1: The IRI events may contain the location information obtained by other means, e.g. NPLI. The LALS
reports are augmenting that information with extra details and accuracy.

The LALS T interface for the LALS intercept trigger shall adhere to the security requirements outlined in Clause 8.

NOTE 2: Detailed definition of the LALS T interface is out of scope of the current specification.

19.4  X2-interface for Target Positioning and Enhanced Location

19.4.1 General

The following information needs to be transferred from the L1 LCS Client to the DF2 in order to alow a DF2 to
performits functionality:
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- target identity;

- other target identities, if available;

- event date/time;

- target location and extended location parameters, if available;

- correlation information (in case of Extended Location for IRI reporting);

- e@ror code, if the positioning fails.

19.4.2 LALS Information Elements

A set of possible elements as shown in Table 19.4.2-1 are used to generate the reports.

Table 19.4.2-1: Information Elements for LALS Records

Element

Observed IMSI

IMSI of the target.

Observed Other Identities

Other Identities of the target (MSISDN, IMEI, SIP-URI, TEL-URI)

Event date

Date of the report generation by the LI LCS Client

Event time

Time of the report generation by the LI LCS Client

Network Element Identifier

Unique identifier of the LI LCS Client

Location Information

Geographical Location and/or Civic Location

Extended Location Parameters

Additional location information and associated QoS information
Correlation Identifier

Correlation information to allow the DF2 and/or LEMF to correlate LALS events with
the triggering IRI events for the Enhanced Location for IRI
Additional location information and associated QoS information

19.4.3 Structure of LALS Records

19.43.1 Target Positioning Reporting

Thisrecord will be generated when aresponse to the LIR (Location Immediate Request) is received from LCS for either
Immediate or Periodic Target Positioning service.

If the target cannot be located, i.e. no response is received from the LCS in a predefined period or the LCS indicates
failure to position the target, the record will contain an error code instead of the location information.

NOTE 1: Void
The information elements shown in Table 19.4.3.1-1, if available, will be delivered to the DF2 by the L1 LCS Client.

Table 19.4.3.1-1: Target Positioning Report

Observed IMSI

Observed Other Identities
Event Time

Event Date

Network Element Identifier
Location Information

Extended Location Parameters
Location Error Code
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NOTE 2: Each target may have multiple active Periodic Location authorizations with different periodicity settings.

19.4.3.2 Triggered Location Reporting

Thisrecord is generated when an LCSresponseto LI LCS request triggered by an IRI ICE isreceived (for Enhanced
Location for IRI service). The elements, shown in Table 19.4.3.2-1 will be delivered to the DF2, if available. This
record contains a Correlation Identifier parameter allowing to correlate the Location Reports with the corresponding IRI
events.

If the target cannot be located, i.e. no response is received from the LCS in a predefined period after the triggering or
the LCS server indicates failure to position the target, the record will contain an error code instead of the location
information.

Table 19.4.3.2-1: Triggered Location

Observed IMSI

Observed Other Identities
Event Time

Event Date

Network Element Identifier
Location Information

Extended Location Parameters
Correlation ldentifier

20 Lawful interception in the VPLMN with S8HR
Roaming Architecture

20.1  Architecture

20.1.1 Overview

When S8HR approach is used as the roaming architecture for VoL TE, all of the IMS nodes reside in the HPLMN.
National regulations may require the VPLMN to have the capabilities to perform the lawful interception of voice
services involving the inbound roaming targets. The LI capabilities provided in the VPLMN with S8HR approach asthe
roaming architecture shall be to the same extent asthe LI capabilities provided in the VPLMN with LBO approach as
the roaming architecture.

The IM S signalling messages are exchanged between the UE and the P-CSCF (in HPLMN with SBHR) and the mediais
exchanged between the UE and the PDN-GW (in HPLMN with S8HR). Within the VPLMN with SBHR, the IMS
signalling messages are carried over the GTP tunnel that correspondsto the IMS Signalling Bearer and the media
packets are carried over the GTP tunnel that corresponds to the Media Bearer. (i.e. adedicated EPS Bearer used to carry
the media packets). The present document assumes that the EPS Bearer 1D of the IMS Signalling Bearer is always
linked to the dedicated EPS Bearer used as a Media Bearer.

New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network
nodes (i.e. S-GW) to generate IRl and CC when the communication involves an inbound roaming target. The LI
architecture diagram shown in figure 1j is redrawn below with focus on the new LI specific functions and the reference
points.

NOTE: The overall architecture and functions related to the lawful interception of voice services of inbound
roaming targets with S8HR as the roaming architecture is also referred in the present document as SBHR
LI.
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Figure 20.1 S8HR LI Architecture

All the functions and reference points shown in figure 20.1 shall adhere to the security requirements specified in clause
8.

A condition required for the operation of S8HR L1 isthat the IMS signalling messages and the media packets are not
encrypted at SS-GW/BBIFF. Furthermore, the SBHR LI solution requires that APNs can be identified as being used for
S8HR and therefore those APNs can be used to identify the EPS Bearers used for inbound roamers with S8HR.

Refer to Annex Jfor the detailed illustration of this architecture in reference to SBHR, the process flow steps and the
cal flows.
20.1.2 LI specific Reference Points

Xia: Reference point between S-GW/BBIFF and LMISF. This reference point is used to carry the user plane
information from the S-GW/BBIFF to the LMISF.

Xib: Reference point between LMISF and the S GW/BBIFF. This reference point is used to exchange the control
plane information between the LMISF and the S-GW/BBIFF.

20.1.3 LI Specific Functions

20.1.3.1 Void

20.1.3.2 BBIFF: Bearer Binding Intercept and Forward Function

BBIFFisaLl specific function introduced to support the lawful interception of voice servicesin the VPLMN when
S8HR is used as the roaming architecture.

BBIFF shall provide the following functions:

- Receivealist of SBHR APNs and the packet forwarding rules that apply to al users from the LMISF over the
Xib reference point.

- Asper the LMISF instruction, , notify the LMISF over Xib reference point whenever the IMS Signalling Bearer
with SBHR APN is created, modified or deleted.
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As per the packet forwarding rules (i.e. asinstructed by the LMISF), deliver the packets of all GTP tunnels used
for IMS Signalling Bearer with SBHR APN to the LMISF over the Xiareference point.

Receive the intercepted IMS Signalling Bearer information from the LMISF over the Xib reference point along
with the packet forwarding rules.

Identify the dedicated EPS Bearer used as the Media Bearer linked to the above-indicated intercepted IMS
Signalling Bearer.

As per the packet forwarding rules (i.e. asinstructed by the LMISF), deliver the packets of the GTP tunnel used
for Media Bearer associated with the intercepted IMS Signalling Bearer to the LMISF over the Xiareference
point.

When ingtructed by the LMISF, stop delivering the packets of the GTP tunnels used for Media Bearers
associated with the IMS Signalling Bearer with a deactivated interception.

NOTE: The present document assumes that BBIFF is closely coupled to SS-GW in the VPLMN. Therefore,

present document refersto BBIFF as S-GW/BBIFF.

20.1.3.3 LMISF: LI Mirror IMS State Function

LMISF isall specific function introduced to support the lawful interception of voice servicesin the VPLMN when
S8HR is used as the roaming architecture.

The LMISF shall provide the following functions:

Provide SBHR APN information to the S-GW/BBIFF over the Xib reference point.

Instruct S-GW/BBIFF over Xib reference point to notify (to LMISF) whenever an IMS Signalling Bearer with
S8HR APN is created, modified or deleted.

Instruct S-GW/BBIFF over the Xib reference point to start delivering the packets (to LMISF) of al IMS
Signalling Bearers with SSHR APN.

Receive target identity information from the ADMF over the X1 _1 reference point as described in clause 5.1.

Receive the notification from S-GW/BBIFF over the Xib reference point whenever an IMS Signalling Bearer
with SBHR APN is created, modified or deleted.

Store the IMS Signalling Bearer information (e.g. EPS Bearer ID) along with the IMS| associated with the UE to
which the IMS Signalling Bearer was created, modified or deleted.

Receive and examine the IM S signalling messages delivered by the S-GW/BBIFF over the Xia reference point.

Receive media packets delivered by the S-GW/BBIFF over the Xia reference point. Identify the intercepted IMS
session that relates to the media packets.

Maintain an IMS signalling state for all inbound roamers with S8HR that are registered to the network or in an
IMS session. Part of this functionisto track al IMS registrations, re-registrations and de-registrations of
inbound roamers with SBHR.

After examining and determining that the IMS signalling messages involves atarget, establish and maintain a
map between the target identity and the IM S Signalling Bearer information (e.g. EPS Bearer ID along with the
IMSI vaue of the UE). When the IMS signalling messages do not involve a target, establish and maintain a map
between the IMS Signalling Bearer information and the potential target identities.

Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated
with anintercepted IM S session that requires CC interception and instruct the S-GW/BBIFF to start delivering
the packets of the Media Bearer associated with that IMS Signalling Bearer.

Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated
with a deactivated interception and instruct the S-GW/BBIFF to stop delivering the packets of the Media Bearer
associated with that IMS Signalling Bearer. Generate and deliver the IRI messages to the Delivery Function 2 as
described in clause 20.3.
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- Generate and deliver the CC to the Déelivery Function 3 as described in clause 20.2.

- When target identity is received from the ADMF, determine whether any IMS Signaling Beare is associated
target identity. If yes, start the interception process as described in clause 20.3.

- Provide the decompression of IM S signalling messages upon detecting the compression.

20.2 Provision of Content of Communications

20.2.1 Overview

20.2.11 General

For interception of content of communications of voice services involving the inbound roamers with S8HR, the
following shall occur:

- For each IMS session that is intercepted, LMISF determines whether a CC interception is required.

- When the CC isinterception required, LMISF providesthe IMS Signalling Bearer information to the S-
GW/BBIFFF (as described in clause 20.1.3.3) and instructs the S-GW/BBIFF (as described in clause 20.1.3.3) to
start delivering the media packets (i.e. packets from the Media Bearer) associated with that IMS Signalling
Bearer.

- S GW/BBIFF delivers the media packets (i.e. packets from the Media Bearer) associated with the IMS
Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

The S GW/BBIFF shall provide the LMISF a meansto link the intercepted media packets with the associated IMS
Signalling Bearer information provided by the LMISF (e.g. the delivered media packets include the EPS Bearer ID of
the IMS Sgnalling Bearer along with the IMS| value of the UE).

The LMISF shall include the Correlation Information (associated with the IMS session) in the CC delivered to the
Delivery Function 3 over the X3 reference point. A pictorial view of the CC interception isillustrated in figure 20.2
below:
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Figure 20.2: CC Interception of voice calls involving the inbound roaming target with S8HR

The figure 20.2 shows that LMISF providesthe IMS Signalling Bearer Information to the S GW/BBIFF. The S
GW/BBIFF usesthe IMS Signalling Bearer information to find the associated Media Bearer.

When the LMISF identifies that the CC interception isto be stopped, the following shall occur:
- LMISF stops delivering the CC to Delivery Function 3 over the X3 reference point.

- LMISF providesthe IMS Signalling Bearer information to the SSGW/BBIFF with an instruction (as described in
clause 20.1.3.3) to stop the delivery of media packets (i.e. packets from the Media Bearer) associated with the
IMS Signalling Bearer.

-  S-GW/BBIFF stops the delivery of the media packets associated with the IMS Signalling Bearer (as described in
clause 20.1.3.2) to the LMISF.

20.2.1.2 S-GW/BBIFF Procedures for CC Interception

When instructed by the LMISF, the S-GW/BBIFF shall use the IMS Signalling Bearer information that it received from
the LMISF to determine the media packets of which EPS Bearer (i.e. the Media Bearer) has to be delivered to the
LMISF (e.g. EPS Bearer ID of IMS Signalling Bearer is linked to the EPS Bearer used as the Media Bearer). Then, the
S-GW/BBIFF shall deliver all the octets above the GTP layer of the GTP tunnel used for the Media Bearer to the
LMISF.

S-GW/BBIFF shal indicate to the LMI SF whether the media packets were travelling to or from the HPLMN (e.g. based
on tunnel end point IDs).

When instructed by the LMISF, the SS-GW/BBIFF shall stop the delivery of media packets to the LMISF.
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20.2.1.3 Void

20.2.14 LMISF Procedures for CC Interception

Upon determining that the CC interception is required or is to be stopped for an IMS session, LMISF shall passthe IMS
Signalling Bearer information to the S GW/BBIFF with an instruction that indicates to the S-GW/BBIFF wherher the
packets from the Media Bearer associated with the IMS Signalling Bearer shall be delivered, or not delivered, to the
LMISF.

When the media packets are received from the S-GW/BBIFF, the LMISF shall determine whether the interception is
active on the IMS session. If active, the LMISF shall determine the Correlation Identifier (or Correlation Number)
associated with the IMS session to which the media corresponds. If the interception is not active, the LMISF shall
discard the media packets.

The LMISF shall construct the CC and deliver the same to the Delivery Function 3 over X3 reference point (see clause
20.2.2).

20.2.2 X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the LMISF to the
Delivery Function 3 in addition to the intercepted media packets:

- target identity;

- Correlation identifier;

- Time stamp (optional);

- Direction (indicates mediais from or to the target) - optional.

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.

20.3  Provision of Intercept Related Information

20.3.1 Overview

20.3.1.1 General

For interception of intercept related information of voice services involving the inbound roaming targets with S8HR, the
following shall occur:

- LMISF provides the SBHR APNsto the SSGW/BBIFF with an indication that al packets fromthe IMS
Signalling Bearer with the SBHR APN are to be delivered to the LMISF.

- S GW/BBIFF deliversthe IMS signalling packets from the SBHR IMS Signalling Bearers to the LMISF.

- LMISF examines whether the IM S signalling messages involve atarget and if so, it generates and deliversthe
IRI to the Delivery Function 2.

The LMISF shall generate the IRI from the IMS signalling messages and deliver the same to the Delivery Function 2
over X2 reference point. All SIP messages executed on behalf of atarget shall be delivered as|IRI.

The S-GW/BBIFF also notifies the LMISF whenever an SBHR IM S Signalling Bearer is created, modified, or deleted
along with the IMSI value of the target UE.

A pictorial view of the general overview of IRI interception isillustrated in figure 20.3 below:
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Figure 20.3: IRI Interception of voice calls involving the inbound roamer with S8HR

The figure 20.3 shows that LMISF provides the SBHR APNs to the S-GW/BBIFF. When the IMS signalling messages
correspond to atarget, the LMISF generates the IRI and deliver the same to the Delivery Function 2 which in turn
deliversthe IRI to the LEMF.

To support the mid-call interception, the LMISF maintains the IMS call state (including any necessary information from
the SIP messages). When the target identity provisioned into the LMISF isinvolved in an ongoing IMS call, the LMISF
shall start the interception as described in clause 20.3.2.

20.3.1.2 Void

20.3.1.3 S-GW/BBIFF Procedures for IRI interception

When instructed by the LMISF, the SS-GW/BBIFF shall notify the LMISF whenever the IMS Signalling Bearer with
S8HR APN is created, modified or deleted.

When instructed by the LMISF, the S-GW/BBIFF shall deliver all the octets above the GTP layer of GTP tunnel used
for IMS Signalling Bearer to the LMISF along with the associated with IMS Signalling Bearer information.

20.3.14 LMISF Procedures for IRI interception

The LMISF shall receive the notification from S-GW/BBIFF whenever a GTP tunnel for IMS Signalling Bearer with
S8HR APN is created, modified or deleted. The LMISF shall store the Tunnel information (Tunnel 1D) of the GTP
tunnel along with the IMSI associated with the UE to which the GTP tunnel was created.

The LMISF shall receive and examine the IM S signalling messages delivered by the SS-GW/BBIFF. After examining
and determining that an IMS signalling message involves atarget, LMISF shall deliver the SIP message to the Delivery
Function 2 over the X2 reference point (see clause 20.3.2). LMISF shall maintain an IMS call state for all inbound
roaming users (for the target identity or potential target identity). The maintained current IMS call state (along with the
stored necessary information from the SIP messages) shall be sufficient to support the mid-call interception.
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When the received IM S signalling message involves compression, the LMISF shall perform the decompression of SIP
messages (as defined in clause 8 of TS 24.229 [49]) and follow the steps used to process the uncompressed SIP

Messages.

Refer to clause 20.1.3.3 for acomplete list of LMISF functions that also include a few functions that aid the overall
interception capabilities of voice services involving the inbound roamers with S8HR as the roaming architecture.

20.3.2 IRl Events

20.3.2.1 General

In general, the IRI events applicable to SBHR LI are similar to the IRI events defined in clause 7A except that the
LMISF (instead of CSCF) examines and generates the IRI events. However, since the interception in LMISF is used
only for SBHR LI (i.e. roaming case), certain events defined in clause 7A are not applicable:

Any SIP messages sent to, and received from, the target UE as observed at the S-GW/BBIFF shall be delivered asIRI
with the additional information aslisted in clause 20.3.3.

NOTE: The provision of location information is FFS.

The provisioned target identity can be a SIP URL, aTEL URL or an IMEI. The method used to verify atarget identity
is dependent on the call direction. SSGW/BBIFF shall indicate to the LMISF whether the IMS signalling packets were
travelling to or from the HPLMN (e.g. based tunnel end point IDs).

For calls originating from the inbound roaming target, calling party identity (e.g. SIP headers: P-Preferred-1d, From) is
used verify the target identity. For calls terminating to the inbound roaming target, called party identity (e.g. SIP
headers: Request URI, P-Called-Party-ld, To) is used to verify the target.

For incoming calls to an inbound roaming user from a Non-Local-1d as the target, calling party identity (P-Asserted-Id,
From) or redirecting party identity (History-Info, Diversion) are used to verify the target. For outgoing calls from an
inbound roaming user to a Non-Local-1d as the target, the called party identity (Request-URI, To) is used to verify the
target. See Annex | for an informative illustration of Non-Local-Id target interception cases. The LMISF will haveto
provide the functions provided by the P-CSCF (Annex 1) in the VPLMN.

20.3.2.2 IMEI-based interception

To support the IMEI-based interception, the LMISF shall provide (if possible) the functions equivalent to functions
defined for CSCF in clause 7A.8.

NOTE: Theformat of the Instance Id used in clause 7A.8 is under the control of HPLMN.

20.3.2.3 Mid-call Interception

The mid-call interception is performed using the procedures described in clause 7A.3.1 except that LMISF (instead of
CSCF as described in clause 7A.3.1) maintainsthe IMS call state, stores the SIP messages and generatesthe IRI.

When a lawfully authorized interception is deactivated while the target is on an IM S session, the LMISF shall stop
delivering the IRI events to the Delivery Function 2.

20.3.2.4 Signalling Compression

If compression of the IMS signalling traffic is detected (as defined in RFC 3320 [69] and RFC 4896 [70]), then the SIP
messages are first decompressed (as defined in clause 8 of TS 24.229 [49]) and processed with the steps used to process
the uncompressed SIP messages.

20.3.2.5 Limitations

The limitations described in the NOTE of clause 15.4.1 apply to lawful interception capabilities provided in the
VPLMN for voice servicesinvolving the inbound roamers with SBHR as the roaming architecture.
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20.3.3 X2-Interface

For the delivery of intercepted SIP messages, the following information shall be passed from the LMISF to the Delivery
Function 2 on the X2 reference point:

- Target Identity (SIP URL, TEL URL, IMEI);
- Correlation Identifier;

- Event Time and Date;

- Network Element Identifier;

- SIP Header;

- SIPpayload.

The Delivery Function 2 deliversthe IRI to the LEMF over the HI2 interface based on the national regulations.

20.4  Lawful Interception with CUPS architecture

When Control and User Plane Separated (CUPS) architecture is used for S-GW, the S-GW/BBIFF functions may have
to be split as shown in figure 20.4.

X1_1
it ADMF =
X1.3 X1.2
Y
A
X2
LEMF < HI2 Delivery Function 2
LMISF
A A
X3
HI3 -
- Delivery Function 3 [* Xia Xib
\
S-GW/BBIFF-C
S-GW/BBIFF I
[GTP Tunnel ID]
)4
S-GW/BBIFF-U

Figure 20.4: CUPS LI architecture for voice services of inbound roamers with S8HR

The S GW/BBIFF-C receives the SBHR APN information over the Xib reference point from the LMISF.

The S-GW/BBIFF-C shall notify the LMISF over the Xib reference point whenever an IMS Signalling Bearer for SSHR
APN is created, modified or deleted along with the IMSI value of the UE.
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The S GW/BBIFF-C shall provide packet detection rules with the GTP tunnel I1d of the IMS Signalling Bearer
(associated with SBHR APN) to the S-GW/BBIFF-U with an indication to instruct the S-GW/BBIFF-U to send the IMS
signalling packets to the LMISF. Accordingly, the S-GW/BBIFF-U shall send the IMS signalling packets to the LMISF
over the Xiareference point.

When the CC interception is required, the LMISF would have passed on the IMS Signalling Bearer 1d of the intercepted
IMS session to the SS-GW/BBIFF-C. The SS-GW/BBIFF-C shall determine the GTP tunnel of the Media Bearer linked to
that IMS Signalling Bearer and pass the packet detection rules with the GTP tunnel 1d of the Media Bearer to the S
GW/BBIFF-U. The SSGW/BBIFF-U shall send the packets of that GTP tunnel (i.e. of Media Bearer) to the LMISF over
the Xiareference point.

The method used to transfer the GTP tunnel 1d along with the packet delivery indication from S-GW/BBIFF-C to S
GW/BBIFF-U shall be done as described in subclause 12.9.

NOTE: The X3c, X3u reference points and the Split X3 LI Interworking Function (SX3LIF) described in
subclause 12.9 are not used for SBHR LI when a Serving Gateway is deployed with CUPS architecture.

20.5 S8HR LI and Target UE Mobility

20.5.1 Overview

During a session (packet data or voice) that involves the target UE, the S-GW/BBIFF that providesthe IMS Signalling
packets and Media packets to the LMISF can change (i.e. S-GW/BBIFF relocation).

The lawful interception of voice calsinvolving the target shall continue when the S-GW/BBIFF rel ocation happens.
The IRI events and the CC delivered before and after the rel ocation shall be correlated.

20.5.2 S-GW Relocation

Asdescribed in sub-clause 20.1.3.3, the LMISF provides the SBHR APNs to the S-GW/BBIFF and the S-GW/BBIFF
notifies the LMISF whenever an IMS Signalling Bearer for the SBHR APN is created, modified or deleted along with
the IMSI value of the UE. This happens independently of S-GW relocation. When the IM S signalling packets are
received from the S-GW/BBIFF, the LMISF deliversthe IRI eventsto the DF2 if the IMS signalling packets are
associated with an intercepted IMS session, This, also happens independent of S-GW relocation.

When atarget UE ison an IMS session and if the S-GW that has the associated IMS Signalling Bearer changes, the
IMS Signalling Bearer is created at the new S-GW/BBIFF as well. The new S-GW/BBIFF that notifiesthe LMISF
about the IMS Signalling Bearer shall include an indication in the notification to inform the LMISF that a S-GW
relocation has occurred.

The LMISF shall provide the following functions to support the continued and correlated interception for the CC:

When a notification is received from the SS-GW/BBIFF (over the Xib reference point) indicating that an IMS
Signalling Bearer is created due to S-GW relocation, examine to see whether the IMS Signalling Bearer is
associated with an IMS session that is being intercepted.

If the IMS Signalling Bearer is associated with an intercepted IM S session, examine to see whether the intercepted
IMS session requires the CC interception.

If the intercepted IMS session requires CC interception, inform the SS-GW/BBIFF (over the Xib reference point)
with the IMS Signalling Bearer information (e.g. IMS Signalling Bearer ID, IMSI value) with an instruction to
deliver (to LMISF) the packets from the Media Bearer associated with the IMS Signalling Bearer.

The new S-GW/BBIFF delivers the packets from the Media Bearer associated with the IMS Signalling Bearer to the
LMISF as described in sub-clause to 20.2.1.2. The LMISF delivers the received media packets to the DF3 as CC aong
with the correlation information as described in clause 20.2.1.4.

The LMISF shall not disrupt the ongoing interception of IRl and CC, if alMS Signalling Bearer deletion notification is
received from the old S-GW/BBIFF.
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Annex A (informative):
Information flows for Lawful Interception invocation of circuit
switched services

The following figures show the information flows for the invocation of Lawful Interception for various types of calls.
The figures show some of the basic signalling messages of the target calls and the events on the X2 and X 3-interfaces.
The call control messages to and from the network are shown for informational purposes only; some of them may not
be sent or may be combined in certain networks. The handling of the bearers for the basic callsis not shown. The bearer
points are established in a manner to minimise content loss without delaying the call to the target. The bearer
establishment to agency will be in parallel or immediately following the bearer establishment to the target. The flows
portray both forward and backward bearer establishment and release to the agency.

A.1  Mobile originated circuit switched calls

Figure A.1 shows the interception of a basic mobile originated circuit switched speech or data call where the originating
mobile (A) isthe target for interception. B is not necessarily also a mobile subscriber and resides on a different
exchange.

DF3 DF3
DF2 Bearer Signalling MS A MSC Server  MGW B
SETUP
Prepare Bearer Establishment ) Establish Bearer/
Establish Bearer setup|of stublines Prepare Bearer Establishment
Bearer Egtablishment
—_——— et e e ———— >

Call Establishment Attempg

1AM
J ACM
CPG(alert)
ALERTING
< ANM
CONNECT <
Answer A
Stublines contain CC pf AB DISCONNECT REL
Release Bearer/Release Resourcg release|of stublines Release Resourte/Release Bearer
Bearer|Release
R s s e e >

Release

Figure A.1: Interception of mobile originated circuit switched calls

In figure A.1 the result (answer) of the set-up of the stublinesis not shown. This assumes no specia actionistakenin
case of failure.
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A.2 Mobile terminated circuit switched calls

Figure A.2 shows the interception of a basic mobile terminated circuit switched speech or data call where the
terminating mobile (B) isthe target for interception. A isnot necessarily also a mobile subscriber and resides on a
different exchange.

DF3 DF3
DF2 Bearer Signalling MS B MSC Server  MGW A
1AM
Prepare Bearer Establishment ) Establish Bearer/
Establish Bearer setup|of stublines Prepare Bearer Establishment
Bearer Egtablishment
—_————— et — e, e ——— — >
Call Establishment Attempg
ACM
SETUP
ALERTING
i CPG(alert)
CONNECT g
Answer
ANM
stubljnes contain CC df AB >
DISCONNECT REL
Release Bearer/Release Resourcg release|of stublines Release Resourte/Release Bearer
Bearer|Release
—————t————— e ——— — >
Release

Figure A.2: Interception of mobile terminated circuit switched calls
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A.3  Call hold / call waiting

Figures A.3 and A.4 show the interception of callsinvolving call hold / call waiting. Figure A.3 covers the case where
one pair of stublinesis used per target, figure A.4 covers the case where a separate pair of stublinesis used for each
target call. The mobile that receives the waiting call (A) is the target for interception.

DF3 DF3
DF2 Bearer Signaling MS A MSC Server MGW B C
SETUP(AB)
... setup and intergeption of AB|call as in figure
Al ...
Answer(AB)

Stublines contain CC| of AB

1AM
Call Estpblishment Attempt(C|A, CWAIT) -
N ACM
SETUP(CA) "
ALERTING(CA)
" CPG(alert)
HOLD(AB) "
HOLD ACK(AB)
Styippl. Service(AB, CHQLD)
CONNECT(CA)
Answer(CA)
ANM
stublines contain CC pf CA
DISCONNECT(CA) REL
Release(CA)

RETRIEVE(AB)

»

RETRIEVE ACK(AB)

n

Lppl. Service(AB, CRETR)

Stubjines contain C{ of AB
DISCONNECT(AB) REL

<

»
< P«

... release of AB gall and interception as in
figure Al ...

Release(AB)

Figure A.3: Interception of call hold / call waiting - stublines per target
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MGW

... Setup and inter
Al ...

Ception of AB

call as in figure

Call Est|

pblishment Attempt(C

1AM

Establish
Prepare Bearel

Bearer/
Establishment

Answer(AB)
Stublines’ contain CC|of AB
Prepare Beardr Establishment/
Establish Bearer setup|of stublines”
Bearer Establishment

A, CWAIT)

A

DISCONNECT(AB)

»
< »

&
<

v

... release of AB ¢
figure A1 ...

all and interce

dption as in

Release(AB)

Figure A.4: Interception of call hold / call waiting - stublines per target call
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A.4  Multiparty calls

Figures A.5 and A.6 show the interception of multiparty calls. Figure A.5 covers the case where one pair of stublinesis
used per target, figure A.6 covers the case where a separate pair of stublinesis used for each target call. The mobile
setting up the multiparty call (A) isthe target for interception.
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DF3 DF3
DF2 Bearer Signaling MS A MSC Server MGW B C
SETUP(AB)
... setup and intergeption of AB|call as in figure
Al ...
Answer(AB)
Stublines contain CC of AB HOLD(AB)
HOLD ACK(AB)

&

Suppl. Service(AB, CHOLD)

A

SETUP(AC)

... setup and intergeption of ACjcall as in figure Al
without setup of stublines ...

Answer(AC)

Stubjines contain CQ of AC
BuildMPTY(AB)

»

BuildMPTY ACK(AB)

<

Suppl. Service(AB, BMP[Y)

Suppl. Service(AC, BMP[TY)

Stublines contain CC gf ABC

DISCONNECT(AC REL

&
<

v

< »

... release of AC fall and interdeption as in figufe A1l
without release of the stublines|...

Release(AC)

RetrieveMPTY(AB)

RetrieveMPTY ACK(ARB)

<

Suppl. Service(AB, RMP[TY)

Stublines contain CC |of AB DISCONNECT(AB) REL

&
<

A 4

<

... release of AB qall and intercéption as in
figure Al ...

Release(AB)

Figure A.5: Interception of multiparty calls - stublines per target
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DF3 DF3
DF2 Bearer  Signaling MS A MSC Server MGW B I
SETUP(AB)
... setup and interception of AB|call as in figure
Al ...
Answer(AB)
Stublines’ contain CC of AB HOLD(AB)
HOLD ACK(AB)
Suppl. Service(AB, CHO|D)
SETUP(AC)

»
»

... setup and interception of AC|call as in figure A1 ...

Answer(AC)

Stublines” contain CQ of AC
BuildMPTY(AB)

»

BuildMPTY ACK(AB)

Suppl. Service(AB, BMP[TY)

Suppl. Service(AC, BMP[TY)

Stublines’ contain CQ of ABC
Stublines” contain CJ of ABC

Release Bearer/Release Resource Release of stublines Rel ease Bearer/Release Resource

D e —>

DISCONNECT(AC

<

) REL

v

... release of AC call and interdeption as in figune Al ...
without release off stublines

Release(AC)

RetrieveMPTY (AB)

RetrieveMPTY ACK(AB)

<

Suppl. Service(AB, RMP[TY)

Stubljnes’ contain CC|of AB DISCONNECT(AB) REL

»le
< P&

\4

... release of AB gall and interception as in
figure Al ...

Release(AB)

Figure A.6: Interception of multiparty calls - stublines per target call
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A.5 Call forwarding / call deflection

A.5.0 General

The following pictures show the information flows for the interception of forwarded calls. Information flows will be
given for three typical cases of call forwarding. All other types of call forwarding / call deflection are intercepted
similar to one of these.

A.5.1 Unconditional call forwarding

Figure A.7 shows the interception of unconditionally forwarded calls. The mobile that activated unconditional call
forwarding (B) isthe target for interception. In this case interception will be performed at the 3G GM SC, where the
Service Reguest Indicator (SRI) request for B isissued and subsequently the SRI response indicating that the call shall
be forwarded is received.

DF3 DF3
DF2 Bearer Signaling HLR 3G GMSC MGW A C
1AM
ACM
SRI request for B e
SRI response
Prepare Beargr Establishment/ Establish|Bearer/

Establigh Bearer setup|of stublines Prepare Bearer |Establishment
— e ] -
Bearer Establishment
«--—tr— —»>

C4lll Establishment Attempt

Suppl. Service(CFU)

Figure A.7: Interception of unconditional call forwarding
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______________________________ —>
Bearer [Release
-t ———— - ——— -
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A.5.2 Call forwarding on not reachable (IMSI detached)

Call forwarding on not reachable because the IMSI is detached is aso handled on the 3G GMSC. Interception of this
type of call forwarding is similar to interception of unconditional call forwarding.
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A.5.3 Call forwarding on busy (network determined)

Figure A.8 shows the interception of call forwarding on busy (network determined). The mobile that activated call
forwarding on busy (B) isthe target for interception. In this case interception will be performed at the 3G MSC where B

resides, where the busy condition is detected and the call is forwarded.

DF3 DF3
DF2 Bearer Signaling MS B MSC Server MGW A C D
SETUP(BD)
... setup and interiception of BO call as inffigure Al ...
Answer(BD)
stublines’ contain CQ of BD
1AM
Prepare Bearef Establishmentf ] Establish| Bearer/
Establigh Bearer setup|of stublines” Prepare Bearer| Establishmgnt
Bearer|Establishment
- ——— >
Call Establishment Attempt(AB)
Suppl. Service(AB, CHB)

ACM
1AM
ACM

CPG(alert)
CPG(aler)
ANM
Answer(AB) N
ANM
Stublines” contain CG of AC
REL REL
Release Bearer/Rglease Resourcg release of stublines” Release Resource/ Release Bearer
Bearer| Release
- -
Release(AB)
DISCONNECT(BD) REL
... release of BD ¢all and intergeption as |n figure AL ...
Release(BD)

Figure A.8: Interception of call forwarding on busy (network determined)
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A.5.4 Call forwarding on not reachable (no response to
paging/radio channel failure)

Cdll forwarding on not reachable because of no response to paging or radio channel failureis also handled on the
3G MSC similar to call forwarding on busy (network determined). Interception of this type of call forwarding is
therefore done in the same way (see clause A.5.3).

A.5.5 Call forwarding on no reply

Figure A.9 shows the interception of call forwarding on no reply. The mobile that activated call forwarding on no reply
(B) isthe target for interception. In this case interception will be performed at the 3G M SC where B resides, where the
no reply condition is detected and the call isforwarded. Initialy, the interception is similar to the interception of abasic
mobile terminated circuit switched speech of data call. On no reply time-out, the interception will continue on the
forwarded call to C.
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DF3 DF3
DF2 Bearer Signaling MS B MSC Server MGW A C
1AM
Prepare Bearer Establishment/ ) Establish|Bearer/
Establigh Bearer setup of stublines Prepare Bearer [Establishment
< ¢--—-—"—"——"—"—"—"~J - —— ] —>
Bearer Establishment
“--— - - ————— —»
C4lll Establishment Attempt
ACM
SETUP i’
ALERTING
CPG(alert)
No reply timeout
Suppl. Service(CFNR

CPG(forward)
1AM
ACM

CPG(alert)

CPG(alert)

ANM
Answer b
ANM
Stublines contain CJ of AC e
B REL REL
$ = >
Release Bearer/Helease Resourcg release of|stublines Release Resourte/ Release Bearer
Bearer|Release
e E e e —
Release

Figure A.9: Interception of call forwarding on no reply
Infigure A.9 the release of the stublinesis done after the forwarded call isreleased by A or C. It isanational option not

to support interception of forwarded cals. In that case, the release of the stublines is done after the call isforwarded and
B isno longer involved.

A.5.6 Call forwarding on busy (user determined)/call deflection

Call forwarding on busy (user determined) and call deflection are also handled on the 3G MSC similar to call
forwarding on no reply. Interception of thistype of call forwarding is therefore done in the same way (see A5.5).
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A.5.7 Call waiting / call forwarding on no reply

Figures A.10 and A.11 show the interception of a call involving both call waiting and call forwarding on no reply.
Figure A.10 covers the case where one pair of stublinesis used per target, figure A.11 covers the case where a separate
pair of stublinesis used for each target call. The mobile that activated call forwarding on no reply and receives the
waiting call (B) isthe target for interception. In figure A.10 anew pair of stublines needs to be set up when the call is
forwarded since the first pair of stublinesis still used for the initial call.
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DF3 DF3
DF2 Bearer Signaling MS B MSC Server MGW A C D
SETUP(BD)
... setup and intefception of BD) call as in|figure A1 ...
Answer(BD)
stublines’ contain C¢ of BD
1AM
Call Establishment Attempt(AB, CWAIT) b

ACM

SETUP(AB) >

ALERTING(AB)
CPG(alert)

v

No reply timeout

Prepare Beargr Establishment] . Establish Bearer/
Establigh Bearer setup|of stublines” Prepare Bearer|Establishmeh

-

Syppl. Service(AB, CFNIR)

CPG(forward),
1AM
ACM
CPG(alert)
CPG(alert)
ANM
Answer(AB)
B ANM
Stublines” contain CC of AC >
Release Bearer/Rglease Resource releasel of stublines” Release Resource/ Release Bearer
Bearer|Release
- —>
Release(AB)
DISCONNECT(BD REL
... release of BD ¢all and interdeption as |n figure Al ...
Release(BD)

Figure A.10: Interception of call waiting / call forwarding on no reply - stublines per target
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DF3 DF3
DF2 Bearer Signaling MS B MSC Server MGW A C D
SETUP(BD)
... Setup and intefception of BD) call as in|figure Al ...
Answer(BD)
stublines’ contain C¢ of BD IAM
Prepare Beargr Establishment, ) Establish{ Bearer/
Establigh Bearer setup|of stublines” Prepare Bearer|Establishmeft
< €-—-———————— -} »
Bearer|Establishment
+~-—-----—-—— >
Call Establishment Attempt(AB, CWAIT)
ACM
SETUP(AB) g
ALERTING(AB)
CPG(alert)
No reply| timeout
Syppl. Service(AB, CFNR)
CPG(forward)
1AM
ACM
CPG(alert)
CPG(alert)
ANM
Answer(AB)
B ANM
Stublines” contain CC of AC >
REL REL
Release Bearer/Rglease Resource release of stublines” Release Resource/ Release Bearer
Bearer| Release
«-——- - Y —— —>
Release(AB)
DISCONNECT(BD REL
... release of BD ¢all and intergeption as |n figure Al ..
Release(BD)

Figure A.11: Interception of call waiting / call forwarding on no reply - stublines per target call
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A.6  Explicit call transfer

Figures A.12 and A.13 show the interception of explicit call transfer. Figure A.12 covers the case where one pair of
stublinesis used per target, figure A.13 covers the case where a separate pair of stublinesis used for each target call.
The mobile transferring the call (B) isthe target for interception.

DF3 DF3
DF2 Bearer  Signaling MS B MSC Server MGW A c
IAM
... setup and intergeption of AB|call as in figure
A2 ...
Answer(AB)
Stublines contain CC of AB
HOLD(AB)
HOLD ACK(AB)

&
<

Suppl. Service(AB, CHOLD)

=

SETUP(BC)

»

... setup and intergeption of BC|call as in figure Al
without setup of sjublines ...

Answer(BC)

stublines contain CC|of BC

ECT(AB)
Spppl. Service(AB, ECT) i’
Suppl. Service(BC, ECT)
Stubjines contain CC|of AC
REL REL .
Release Bearer/Release Resource: release of| stublines Release Resoul e/ Release Bearer
Bearer|Release
*-—— —>
Release(AB)
Release(BC)

Figure A.12: Interception of explicit call transfer - stublines per target
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DF3 DF3
DF2 Bearer Signaling MS B MSC Server MGW A C
1AM
... setup and intergeption of AB|call as in figure
A2 ...
Answer(AB)
Stublines’ contain CC of AB
HOLD(AB)
HOLD ACK(AB)
Suppl. Service(AB, CHOLD)
SETUP(BC)
... setup and interception of BC|call as in figure A1 ...
Answer(BC)
Stublines” contain CJ of BC
ECT(AB)
Spppl. Service(AB, ECT)
Spippl. Service(BC, ECT)
Stublines’ contain C( of AC
Stublines” contain CJ of AC
Release Bearer/Release Resourcg release of stublines’ Release Resour¢e/ Release Bearer
Bearer|Release
- —>|
Release Bearer/Release Resource release of stublines” Release Resourge/ Release Bearer
Bearer|Release
- —>|
Release(AB)
Release(BC)

In figures A.12 and A.13 the release of the stublines is done after the transferred call isreleased by A or C. Itisa
national option not to support interception of transferred calls. In that case, the release of the stublinesis done after the
call istransferred and B is no longer involved.
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Annex B (informative):
Information flows for Lawful Interception invocation of GSN
Packet Data services

B.O General

The following figures show the information flows for the invocation of Lawful Interception for Packet Data and typical
scenarios. The figures show some of the basic signalling messages of the target Packet Data communication and the
events on the X2 and X3 interfaces. The dotted lines indicate signalling depending on whether CC and/or IRI
information has been requested. The Gateway 3G GGSN may setup/rel ease packet tunnels and send IRI information
depending on national requirements.

The use of the Gateway 3G GGSN for interception is a national option.

B.1 Mobile Station Attach

Figure B.1 shows the interception of abasic Mobile Station Attach where the mobile (A) is the target for interception.

DF2 DF3 MS A 3G SGSN

Attach Request

Signalling

A
A

Attach Accept

A

Mobile Station Attach

A

Figure B.1: Interception of mobile originated Mobile Station Attachment
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B.2 Mobile Initiated Mobile Station Detach

Figure B.2 shows the interception of a Mobile Initiated Mobile Station Detach where the originating mobile (A) isthe
target for interception.

DF2 DF3 MS A 3G SGSN

Detach Request

MS initiated
PDP Context Deactivation
See B.8 when context is deactivated

Detach Accept

<

Mobile Station Detach

Figure B.2: Interception of mobile originated Mobile Station Detachment

B.3 Network initiated Mobile Station Detach

Figure B.3 shows the interception of a network initiated (by 3G SGSN or HLR) Mobile Station Detach where the
mobile (A) isthe target for interception.

DF2 DF3 MS A 3G SGSN HLR MSC/VLR

Cancel Location *

A

etach Request

4
A

Network initiated PDP
Context Deactivation
See B.9 when context is deactivated

Mobile Station Detach Indication

Detach Accept

Cancel Location Ack *

P

Mobile Station Detach
< |

NOTE: * Additional signals in case of HLR initiated.

Figure B.3: Interception of network initiated Mobile Station Detach
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B.4 Intra 3G GSN Routing Area Update

Figure B.4 shows the interception of an Intra Routing Area Update where the mobile (A) isthe target for interception.
The sequence is the same for the combined RA / LA Update procedure but additional signalling is performed between
the current 3G SGSN and the prior 3G SGSN before the Routing Area Update Accept message is sent to the M S.

DF2 DF3 MS A 3G SGSN

Routing Area Update Request

\

Security functions

A

Routing Area Update Accept

A

RA update

Routing Area Update Complete

A

Figure B.4: Interception of an Intra Routing Area Update

B.5 Inter 3G GSN Routing Area Update

Figure B.5 shows the interception of an Inter Routing Area Update where the mobile (A) isthe target for interception.
The sequence is the same for the combined RA / LA Update procedure but additional signalling is performed between
the 3G GSN, HLR and the old 3G GSN before the Routing Area Update Accept message is sent to the MS. In case of

PDP context not being active less signalling is required.

DF2 DF3 MS A new 3G SGSN old 3G SGSN 3G SGSN HLR
Routing Areg Update Request

»

3G GSN Cpntext Request

3G GSN Cpntext Response

<

Security Functions

»l
< L L

3G GSN Cpntext Acknowledge

Release of| Packet Data funnel

Additional Signalling

<

A 4
A
4

<&
Ll

Routing Area Update Apcept

Routing Area Update Cpmplete

RA Update

€

n

et-up of Pagket Data tunnrl

Figure B.5: Interception of an Inter Routing Area Update
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B.6 PDP Context Activation

Figure B.6 shows the interception of a PDP Context activation where the mobile (A) is the target for interception. The
sequence for a network initiated PDP Context activation is analogous but is preceded by the 3G GSN sending a Request

PDP Context Activation to the MS.

DF2 DF3 MS A 3G SGSN 3G GGSN

Activate PDP Context Request

»

»

Security functions

Lt

Create PDP Context Request

Create PDP Context Response

<

Setup of Packet Data tunnel

‘. ________________
PDP Coptext Activation
Activate PDP Context Accept
Setup of Pagket Data tunnel
4. _________________________________

PDP Context Activation

Figure B.6: Interception of a PDP Context Activation

B.7  Start of interception with PDP context active

A tunnd is established to DF3 and an event is sent to DF2.
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B.8 MS initiated PDP Context Deactivation

Figure B.7 shows the interception of aMS initiated PDP Context deactivation where the mobile (A) isthe target for
interception.

DF2 DF3 MS A 3G SGSN 3G GGSN

Deactivate PDP Context Request

»
»

Security functions

Lt

Delete PDP Context Request

Delete PDP Contgxt Response

<

Release of Racket Data tunnel

‘. __________________________________________________
PDP Cohtext Deactivation
Deactivate PDP Context Accept
Release of PacKet Data tunnel
4. _________________________________

PDP Context Deactivation

Figure B.7: Interception of a PDP Context Deactivation

B.9 Network initiated PDP Context Deactivation

Figure B.8 shows the interception of a Network initiated PDP Context deactivation where the mobile (A) is the target
for interception. The 3G GGSN may send, (depending on national requirements) the PDP Context deactivation and
release the Packet Data tunnel after the Delete PDP Context Response has been sent or received, (signalling between the
3G SGSN and the 3G GGSN is not shown here).

DF2 DF3 MS A 3G SGSN

Deactivate PDP context Request

Deactivate PDP Context Accept

Release of Packet Data tunnel

PDP Confext Deactivation

A

Figure B.8: Interception of a Network initiated PDP Context Deactivation
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B.10 SMS

Figures B.9a and B.9b show the interception of a Mobile-terminated SMS. Figures B.10a and B.10b show the
interception of a Mobile-originated SMS. In all the scenarios, the mobile subscriber (A) is the target for interception.

DF2 DF3 MS A 3G SGSN SMSC

Forward Short Message

Message Transfer

< L

SMS

&

Forward Short Mgssage Result

L

Figure B.9a: MT-SMS interception after 3G SGSN receives notification of SMS delivery to MS(A)

DF2P DF3P MS A 3G SGSN SMsSC

Forward Short Message

SMS

Fy

Figure B.9b: MT-SMS interception after 3G SGSN receives SMS from SMSC

DF2 DF3 MS A 3G SGSN SMSC

Message Transfer|

Forward Short Message

Forward Short Message Result

Delivery Report

<

SMS

Figure B.10a: MO-SMS interception after 3G SGSN receives notification of SMS delivery from SMSC
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DF2P DF3P MS A 3G SGSN SMSC

Message Transfer|

SMS

Figure B.10b: MO-SMS interception after 3G SGSN receives SMS from MS(A)
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Annex C (informative):
Information flows for the invocation of Lawful Interception for
Packet Data with multimedia

C.0 General

The following figures show the information flows for the invocation of Lawful Interception for Packet Data with
multimedia. The figures show some of the basic signalling messages of the target Packet Data communication and the
events on the X2 interfaces. The dotted lines indicate signalling depending on whether IRI information has been
requested. The figures illustrate interception in the visited network.

The figuresin this annex only apply to scenarios where the P-CSCF is located in the visited network. In some operator
deployment scenarios, the P-CSCF will be in the Home Network. Where the P-CSCF is located in the Home Network
and UE to P-CSCF signalling encryption is applied, al SIP messages between the P-CSCF and the UE will be
encrypted within the visited network and therefore plain text interception in the visited network may not be possible.

C.1  Multimedia registration

Figures C.1.1 and C.1.2 show the intercept of the Multimedia registration for the case of visited network interception
(refer to TS 23.228 [43] clauses 5.3.2.4 and 5.3.2.5).

Visited Network Home
|
DF2 UE P-CSCF I-CSCF HSS
. Register
Register > Redister
egis
S R L ’ Cx-Query
—
—>
Serving
Network

Cx -QueryResp
I

Cx-Select-pull
—>

Cx-Select-pull Re:!
<«

[7]

p

Continuation of registration

Figures C.1.1 and C.1.2 show the intercept of the Multimedia registration for the case of visited network
interception, where the P-CSCF is located in the Visited Network (refer to TS 23.228 [43] clauses 5.3.2.4
and 5.3.2.5).

Figure C.1.1: Intercept of Start of Multimedia Registration

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 262 ETSI TS 133 107 V14.2.0 (2017-07)

Visited Network Home

DF2 UE P-CSCF I-CSCF HSS S-CSCF

S-CSCF selection

Register
>
Cx-put
Cx-put Resp
Cx-Pull
Cx-Pull Resp
—
200 OK
200 OK 200 OK <
e
200 OK
<«

Figure C.1.2: Intercept of Continuation of Multimedia Registration
NOTE: The same SIP Registration command is used for the initial registration and any registration updates.

Registration deletion request is accomplished with a Registration command that indicates a ™' contact or
zero expiration time.
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C.2 Multimedia Session Establishment and Answer

Figure C2 shows the intercept of the Multimedia Establishment and Answer in the visited network, where the P-CSCF
islocated in the Visited Network (refer to TS 23.228 [43], clause 5.7.1).

Visited Network

Home Network

DF2 UE

P-CSCF { (Firewall) S-CSCF

INVITE

INVITE |

17 b2. INVITE —p I

1

Service Control

Figure C.2 Intercept of Multimedia Establishment and Answer at Visiting Network
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Authorize QoS Resources |
|
<4—— SDP - |
Final SDP
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|_Final SDP
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|
— R S
Reserv Success eserv success » |
4- _____________________ — Reserv Success _— Success
i' |¢--Ringing
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C.3 Multimedia Release

Figure C.3 shows the intercept of the Multimedia Release in the visited network, where the P-CSCF islocated in the
Visited Network (TS 23.228 [43], clause C.2.1 reference available).

Visited Network Home Network Home Network Visited Network
‘ DF2 ‘ ‘ UE A ‘ ‘ GPRS ‘ ‘ P-CSCF [J ‘ S-CSCF ‘ ‘ S-CSCF ‘ ‘ P-CSCF ‘ ‘ GPRS ‘ ‘ UEB
Hangup
Hangup >
Release PDP ‘ Remove Resource ‘
Rls Response Reservation
¢ Hangup
Lt
‘ Service Control ‘
Hangup
‘ Service Control ‘
Hangup
‘ Remove Resource
Reservation
Hangup
Ll
SIP OK
SIP OK l
SIP OK Release PDP
SIP OK
SIP OK RIs Responsg

SIP OK

Figure C.3 Intercept of Multimedia Release at Visiting Network

C.4  Multimedia with Supplementary Service - Call
Forwarding

Not defined in this release.

C.5 Multimedia with Supplementary Service - Explicit Call
Transfer

Not defined in this release.

C.6  Multimedia with Supplementary Service - Subscriber
Controlled input

Not defined in this release.
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Annex D (informative):
Information flows for Lawful Interception invocation at the
MGW using H.248

D.O General

The following figures show the use of H.248 in setting up a bearer intercept point at the MGW.

D.1  Mobile to Mobile call, originating side is target

Figure D.1 shows the network model for interception of a mobile-to-mobile call, where the originating mobile
subscriber is the target for interception.

Figure D.2 message sequence only shows the H.248 elements related to the necessary topol ogy, which could be used in
this example.

Normal call establishment using other H.248 elements shall be in accordance with TS 23.205.
It should be noted that other means exist with H.248 to achieve similar interception.

EEmEmn Mc Interface

R
o000 0o Bearer
Siganalling LEMF
Internal Interface
N/

Figure D.1: Mobile to Mobile call originating side is target (network model)
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UE RNCA MGW1 MSC1 MSC2 DF-3
Sau

P

Cdl Proceading
<

n : Ctx=$AdATS)
‘—.
CTX1 Ctx=1,Acoppt(T1)
T T RAB AssigmentReq
A RAB AssigimentResp

1 T ICtx=1,T gpplogy(T1T$,oneway),
i CTX1 T
T5 T Ctx= l,ACC(Ept(T5)

—»>

First OutgoingCall and Bearer
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T g T2 ICtx=1, Topplogy ({T *, T$,isola e { T1,TS$ bothway} ),
i CTX1 Adq(T$)
h A ; Ctx=1, Accept(T2)

Begr er Establish t
befween MSC1 & MSC2

for AB Call
IR o i Ctx=1, Togology ({T* T$.isolge {T 2T$oneway}),
i CTXli _Ad(TS)
5 T6 Ctx=1, Acgept(T6)
—— »

Seoond Outgd ng Call and Bearer
Establishment between MSC1 and DF3

Figure D.2: Mobile to Mobile call originating side is target
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Annex E (Informative):
IMS-based VolP Lawful Interception call scenarios

E.1 Overview

This informative annex provides the examples of call scenarios that illustrate the interception and delivery of CC
interception for an IM S-based Vol P call.

E.2 Background

One of the use-cases of IMS-based VoIP serviceisVOLTE. Theterm "VoLTE" isused to refer to an IMS-based Vol P
service when EPS (see TS 23.401 [22]) happens to be the access network. When EPS is not the access network, the
lawful interception capabilities defined in thisinformative annex applies for any IMS-based Vol P service with the
presumption that in those cases the media on the target's access goes through an IMS-AGW (see TS 29.334 [42]) or a
PDN-GW (see TS 23.401 [22] and TS 23.402 [23]) or a GGSN (UMTS network).

NOTE 1: Void.

Even with the EPS-based access network, the media might still go through the IMS-AGW. And, inthiscase, aVOLTE
shall be treated very similar to any other VolP service.

Furthermore, it is presumed that an inter-CSP call enters or leaves an IMS network viaan IBCF/TrGW or an
MGCFIM-MGW depending on whether the inter-working CSP network is an IM S-based network or a CS-based
network (see TS 23.228 [43]). Also, for an IMS roaming scenario, it is presumed that the signalling and media enters or
leaves the home CSP through the IBCF/TrGW.

The figure E.1 illustrates the Vol P configuration considered for the lawful interception capabilities defined in this
clause:
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Signaling
Nodes AS
1-BCF R R -
- 1-BCF/
S-CSCF MGCE
P-CSCF
Rx| I_ x
Ix/Mn Voice Services offered in
il another CSP’s network
G lq
Gx X
TrGW/
e GGSN IM-MGW

3GPP Access, no
interconnection to EPC

IMS-UE Q-GW s —
o Media Nodes

IMS-UE
Non-LTE Access,
interconnection to EPC

ms-acw [T |
IMS-UE Non-3GPP Access, no
interconnection to EP!
Access Network
IMS-UE TrGW

IMS Roaming

Figure E.1: IMS-based VolP Configuration

NOTE 2: The configuration scenario where the media does not go through the GGSN, or PDN-GW or the IMS-
AGW isoutside the scope of this document.

NOTE 3: Void.

In the remaining part of thisinformative annex, the PDN-GW/GGSN are shown in one box and isto be read as either
the GGSN (UMTS) or the PDN-GW (EPS).

Infigure E.1, the term "media node" is used to denote the network node present on media path and the term "signalling
node" is used to denote the network node present on the signalling path.

The general concepts of VolP LI isshownin figure E.2
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{HI2 i x2

SIP Signaling Nodes
IRIICE

A

Delivery Function 2 |«

SIP Signaling Nodes
LEMF (CC Interception
Trigger)

A 4

; ; Media Nodes
-t + Delivery Function 3 | + (CC Intercept Function)
i i CCICE

{HI3 i x3

Figure E.2: General Principles of VoIP Interception

In clause 15, the SIP signalling nodes provide signalling information to the CC Interception Triggering Function. The
CC Interception Triggering Function triggers the CC interception at a media node that implements the CC Intercept
Function.

The following functional elements provide the CC Intercept Function in the example call scenarios:
- PDN-GW/GGSN;
- IMSAGW,
- TrGw,
- IM-MGW
- MRF.
The following functional elements provide the signalling to the CC Intercept Triggering Function:
- P-CSCF for PDN-GW/GGSN and IMS-AGW;
- IBCFfor TrGW,
- MGCEF for IM-MGW
- SCSCF for MRF.

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC
interception. The functional element that provides the CC interception may vary, primarily, based on the CSP network
implementation and the call scenario.
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E.3

at the PDN-GW/GGSN

E.3.0 General

Originating Call from the Target with CC Interception

Figure E.3 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when a

target originates a call with PDN-GW (or GGSN) providing the CC interception.

y

S-CSCF/AS

SiP P-CSCF SP_,
Target's
UE PCRF
Voice Media PDN-GW/GGSN Voice Media

Y

Delivery
Function 3

Mediation
Function

Called Party

X1_1

Delivery
Function 2

ADMF

Mediation
Function

Mediation
Function

LEMF

Figure E.3: VoIP lawful interception for an originating call with CC interception at the PDN-GW/GGSN

The cloud shown with the label "voice services' isto indicate that the target is making a voice call and the called party
can be within the same CSP's network or in another CSP's network.

Figure E.3 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception
can also be done at the P-CSCF (not shown in figure E.3). The CC interception is done at the PDN-GW/GGSN. The P-
CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

NOTE 4: PCRF isdefined in TS 23.203 [44].

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI, TEL URI or IMEI).
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E.3.1 Originating Call from the Target with CC Interception at the
MRF

Figure E.3.1 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC when
atarget originates a call with an MRF providing the CC interception. The S-CSCF provides the CC Interception
Triggering Function for the MRF.

AS
A

SIP

Y
SIP SIP SIP
» P-CSCF S-CSCF
Target's Voice Services
UE
Voice Media Voice Media Voice Media
IMS-AGW MRF
--------------------- X3 (R . D G [T IR

v X1.3

Delivery v i ADMF

Function 3 ' P xq 2

Delivery =
Function2 [
Mediation Mediation Mediation
Function Function Function
A
HI3 HI2 L
\/ A\
LEMF

Figure E.3.1: VoIP lawful interception for an originating call with CC interception at the MRF

The cloud shown with the label "voice services' indicates that the target is making avoice call and the called party can
be within the same CSP's network or in another CSP's network.

IRI interception is done at the S-CSCF. The CC interception is done at an MRF that functions as the CC ICE.

The MRF is deployed in a network configuration with an IP border access controller that serves to hide the presence of
the MRF. The IP access border controller supports |P-level topology hiding for any voice media streams. Specificaly,

the border gateway supports NAT functionality; always presentsits own IP address to the user; prevents ICMP Ping &
ICMP Traceroute reguests from being forwarded across the gateway; and, resets TTL field in the IP header.

NOTE 3.1: MRFisdefinedin TS 23.228 [43].

The ADF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity
(SIP URI, TEL URI or IMEI). The S-CSCF dynamically triggers CC interception at the MRF for the call.
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E.4  Originating Call from the Target with CC Interception
at the IMS-AGW

Figure E.4 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a
target originates a call with IMS-AGW providing the CC interception.

A
: A
SIP SIP
SIP P-CSCF »| S.CSCFIAS
Target's Voice Services
UE
) ) Called Part
Voice Media IMS-AGW Voice Media
X1_1
----------------------- X3 et X2
X1_3

] =

Delivery .

Function3 [~ v

. ADMF
Delivery
Function 2 X1_2
Mediation Mediation Mediation
Function Function Function
A
---------------------- HI3 s [
Y \
LEMF

Figure E.4: VolIP lawful interception for an originating call with CC interception at the IMS-AGW

The cloud shown with the label "voice services' isto indicate that the target is making a voice call and the called party
can be within the same CSP's network or in another CSP's network.

Figure E.4 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception
can also be done at the P-CSCF (not shown in figure Z.4). The CC interception is done at the IMS-AGW. The P-CSCF
sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIP URI, TEL URI or IMEI).
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E.5 Terminating Call to the Target with CC Interception at
the PDN-GW/GGSN

E.5.0 General

Figure E.5 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when a
target receives an incoming call with PDN-GW/GGSN providing the CC interception.

¢ v

SIP_ | s-cscrias SIP P-CSCF SIP >
PCRF Target's
UE
Voice Services
Voice Media PDN-GW/GGSN Voice Media
X1_1
----------------------- X2 P D &)
X1_3 A
> Delivery
v Function 3
ADMF Delivery
Function 2
Mediation - l\gediatﬁon ngediatgion
i unction unction
Function X1 2
L AP oo H2 e HI3

-------------------- HI1

LEMF

Figure E.5: VoIP lawful interception for a terminating call with CC interception at the PDN-GW/GGSN

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF,
HSSinvolved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.5 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception
can also be done at the P-CSCF (not shown in figure Z.5). The CC interception is done at the PDN-GW/GGSN. The P-
CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIP URI, TEL URI or IMEI).

E.5.1 Terminating Call to the Target with CC Interception at the
MRF

Figure E.5.1 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC when
the target receives an incoming call with an MRF providing the CC interception. The S-CSCF provides the CC
Interception Triggering Function for the MRF.
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The MRF is deployed in a network configuration with an | P border access controller that serves to hide the presence of
the MRF. The IP access border controller supports |P-level topology hiding for any voice media streams. Specificaly,

the border gateway supports NAT functionality; always presentsits own IP address to the user; prevents ICMP Ping &
ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the IP header.

AS
A

SIP

Y
SIP SIP SIP
- P-CSCF |= S-CSCF
Target's Voice Services
UE
Voice Media Voice Media Voice Media
IMS-AGW MRF
--------------------- X3 (R . D G [T IR

v X1.3

Delivery v i ADMF

Function 3 ' P xq 2

Delivery =
Function2 [
Mediation Mediation Mediation
Function Function Function
A
HI3 HI2 L
\/ A\
LEMF

Figure E.5.1: VoIP lawful interception for a terminating call with CC interception at the MRF

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as |-CSCF,
HSS involved in the handling of an incoming call to the target are not shown for simplification of the figure.

IRI interception is done at the S-CSCF. The CC interception is done at an MRF that functions as the CC ICE.

The ADMF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity
(SIPURI, TEL URI or IMEI). The S-CSCF dynamically triggers CC interception at the MRF for the call.
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E.6  Terminating Call to the Target with CC Interception at
the IMS-AGW

Figure E.6 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a
target receives an incoming call with IMS-AGW providing the CC interception.
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-------------------- HI1 v v
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Figure E.6: VoIP lawful interception for a terminating call with CC interception at the IMS-AGW

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF,
HSSinvolved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.6 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception
can also be done at the P-CSCF (not shown in figure E.6). The CC interception is done at the IMS-AGW. The P-CSCF
sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI, TEL URI or IMEI).
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E.7 Intra-CSP Forwarded Call with CC Interception at the
PDN-GW/GGSN

E.7.0 General

Figure E.7 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when a
target receives an incoming call with PDN-GW/GGSN providing the CC interception and the call is forwarded to
another IM S subscriber within the CSP's network.
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Figure E.7: VoIP lawful interception for an intra-CSP forwarded call with CC interception at the PDN-
GW/GGSN

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as |-CSCF,
HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown for
simplification of the drawing.

Figure E.7 showsthat the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur
in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC
interception is done at the PDN-GW/GGSN. The P-CSCF (that provides the proxy functions to the forwarded-to-party)
sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).
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E.7.1 Intra-CSP Forwarded Call with CC Interception at the MRF

Figure E.7.1 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when
atarget receives an incoming call with the MRF providing the CC interception and the call is forwarded to another IMS
subscriber within the CSP's network. The S-CSCF provides the CC Interception Triggering Function for the MRF.

The MRF is deployed in a network configuration with an IP border access controller that servesto hide the presence of
the MRF. The I P access border controller supports | P-level topology hiding for any voice media streams. Specifically,

the border gateway supports NAT functionality; always presentsits own | P address to the user; prevents ICMP Ping &
ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the | P header.
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Figure E.7.1: VolP lawful interception for an intra-CSP forwarded call with CC interception at the MRF

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as P-CSCF,
IMS-AGW, HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown
for simplification of the drawing.

Figure E.7.1 shows that the IRI interception is done at S-CSCF. The CC interception is done at the MRF that functions
asthe CCICE.

The ADMF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity
(SIP URI or TEL URI). The S-CSCF dynamically activates CC interception at the MRF.
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E.8 Intra-CSP Forwarded Call with CC Interception at the
IMS-AGW

Figure E.8 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a
target receives an incoming call with IMS-AGW providing the CC interception and the call is forwarded to another IMS
subscriber within the CSP's network.
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Figure E.8: VoIP lawful interception for an intra-CSP forwarded call with CC interception at the IMS-
AGW

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF,
HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown for
simplification of the drawing.

Figure E.8 showsthat the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur
in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC
interception is done at the IMS-AGW. The P-CSCF (that provides the proxy functions to the forwarded-to-party) sends
the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).
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E.O Inter-CSP Forwarded Call to a CS Domain

Figure E.9 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when a
target receives an incoming call and the call is forwarded to a subscriber on the CS domain of another CSP's network.
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Figure E.9: VolIP lawful interception for an inter-CSP forwarded call to a CS Domain

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF,
HSSinvolved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.9 showsthat the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur
in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC
interception is done at the IM-MGW. The MGCF sends the CC intercept trigger to the IM-MGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).
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E.10 Inter-CSP Forwarded Call to an IMS Domain

Figure E.10 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when
atarget receives an incoming call and the call is forwarded to a subscriber on the IMS domain of another CSP's
network.
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Figure E.10: VolP lawful interception for an inter-CSP forwarded call to an IMS Domain

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as |-CSCF,
HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.10 shows that the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur
in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC
interception is done at the TrGW. IBCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).
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E.11 Originating Call from the Target with IMS Roaming

Figure E.11 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when
atarget originates acall with IMS roaming.
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Figure E.11: VolP lawful interception for an originating call with IMS Roaming

The cloud shown with the label "voice services' isto indicate that the target is making a voice call and the called party
can be within the same CSP's network or in another CSP's network.

Figure E.11 shows that the IRI interception is done at S-CSCF or AS. The IRI interception at the P-CSCF does not
apply to this configuration due to the fact that the P-CSCF resides at the visited CSP as aresult of IMS roaming. The
CC interception is done at the TrGW. The I-BCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI, TEL URI or IMEI).

NOTE: The aboveisthe case where optimal mediarouting is not employed. In the case where the optimal media
routing is employed, the CC does not come to the TrGW.
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E.12 Terminating Call to the Target with IMS Roaming

Figure E.12 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when
atarget with IMS roaming receives an incoming call.
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Figure E.12: VoIP lawful interception for a terminating call with IMS Roaming

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF,
HSSinvolved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.12 shows that the IRI interception is done at S-CSCF or AS. The IRI interception at the P-CSCF does not
apply to this configuration due to the fact that the P-CSCF resides at the visited CSP as aresult of IMS roaming. The
CC interception is done at the TrGW. The I-BCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIP URI, or TEL URI or IMEI).
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E.13 Intra-CSP Forwarded Call with IMS Roaming

Figure E.13 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC, when
an incoming call to atarget gets forwarded to another subscriber who is IMS roaming. The target may or may not be
IMS roaming.

l i l - IMS Roaming
|
|
|
SIP -CSCF/ |SIP! i SIP
SIP .| S-CSCF/AS > S CASSC IBCF r7
: i
; |
|
P-CSCF, PCRF, i |
PDN-GW/GGSN |
. . or IMS-AGW ! ]
Voice Services with ! 1
IMS- || PDN-GW/ | | Target' the Target's UE, | 1
AGW GGSN sUE not used in this | ; A4
” P
Voice Media i Medi
H Trow : cda PDN-GW/|__| Forwarded-
X1 ! GGSN [ 4| to Party’s
‘ i : UE
it Rt :
-------------------- X2 e X3 Voice§
Media |
X1 A j 1
Voice
»  Delivery IMS- \iedia
Y Function 3 AGW
ADMF Delivery
Function 2
Mediation l\gediattion l\giiucautf:
i unction
Function X1.2
HI H Hi
................................................... 5
? 1 Y 2 \

LEMF

Figure E.13: VolP lawful interception for aintra-CSP forwarded call with IMS Roaming

The cloud shown with the label "voice services' isto indicate that the target is receiving an incoming voice call and the
calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF,
HSSinvolved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.13 shows that the IRI interception is done at S-CSCF or AS of the target. In this scenario, the IRI interception
cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling
path. Since the forwarded-to-party is IMS roaming, the CC interception is done at the TrGW. IBCF sends the CC
intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).

NOTE 5: Void.

If the target is IM S roaming, but not the forwarded-to-party, then the CC interception for an intra-CSP forwarded call is
done at the PDN-GW/GGSN (asillustrated in Z.9) or IMS-AGW (asillustrated in Z.8).
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E.14 Lawful interception in the VPLMN with IMS roaming

E.14.1 Local Breakout (LBO) with P-CSCF in VPLMN

E.14.1.1 General

This clause illustrates a few scenarios of lawful interception functionsin the VPLMN for inbound roaming targets. The
LI functions described address the IM S roaming scenarios. Local Breakout (LBO), roaming architecture used for
VOLTE, isan example of IMS roaming.

E.14.1.2 Originating call from an Inbound Roaming Target with CC
Interception at the PDN-GW/GGSN

Figure E.14 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC in the
VPLMN, when an inbound roaming target originates a call with PDN-GW (or GGSN) providing the CC interception.
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Figure E.14:VolP lawful interception in VPLMN for an originating call with IMS Roaming with CC
interception at the PDN-GW/GGSN

The routing of call to the called party can vary based on the CSP policy and the network that serves the called party.
The cloud shown with the label "voice services' isto indicate that the inbound roaming target is making a voice call and
the called party can be within the same VPLMN, or at the HPLMN or served by another CSP's network. At the Egress
point, an IBCF/TrGW is shown. There can be other scenarios where different network nodes (e.g., TRF, MGCF, IM-
MGW) can be present. However, lawful interception of an inbound roaming target in the VPLMN is independent of
topology that involves such network nodes.

Figure E.14 shows that the IRI interception is done at P-CSCF. The CC interception is done at the PDN-GW/GGSN.
The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.
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The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).

Local Breakout (LBO) as aroaming architecture used for VOLTE is one of the examples of IMS roaming. Several call
routing scenarios can happen with LBO. However, the lawful interception in the VPLMN is independent of all those
call scenarios.

E.14.1.3 Originating Call from an Inbound Roaming Target with CC
Interception at the IMS-AGW

Figure E.15 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC in the
VPLMN, when an inbound roaming target originates a call with IMS-AGW providing the CC interception.
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Figure E.15: VoIP lawful interception in VPLMN for an originating call with IMS Roaming with CC
interception at the IMS-AGW

The routing of call to the called party can vary based on the CSP policy and the network that serves the called party.
The cloud shown with the label "voice services' isto indicate that the inbound roaming target is making a voice call and
the called party can be within the same VPLMN, or at the HPLMN or served by another CSP's network. At the Egress
point, an IBCF/TrGW is shown. There can be other scenarios where different network nodes (e.g., TRF, MGCF, IM-
MGW) can be present. However, lawful interception of an inbound roaming target in the VPLMN is independent of
topology that involves such network nodes.

Figure E.15 shows that the IRI interception is done at P-CSCF. The CC interception is done at the IMS-AGW. The P-
CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).
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Local Breakout (LBO) as aroaming architecture used for VOLTE is one of the examples of IMS roaming. Several call
routing scenarios can happen with LBO. However, the lawful interception in the VPLMN isindependent of all those
call scenarios.

E.14.1.4 Terminating Call to an Inbound Roaming Target with the CC
Interception at the PDN-GW/GGSN

Figure E.16 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC in the
VPLMN, when an inbound target receives an incoming call with PDN-GW (or GGSN) providing the CC interception.
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Figure E.16: VoIP lawful interception in the VPLMN for a terminating call with IMS Roaming with CC
interception at the PDN-GW/GGSN

A terminating call is always routed to the VPLMN viathe HPLMN of the target. The cloud shown with the label "voice
services' isto indicate the calling party can be within the same VPLMN, or inthe HPLMN of the target, or in another
CSP's network. At the Ingress point, an IBCF/TrGW is shown. |ndependent of where the call has originated from, a
terminating call always enters the VPLMN through the IBCF/TrGW from the HPLMN.

Figure E.16-1 shows that the IRI interception is done at P-CSCF. The CC interception is done at the PDN-GW/GGSN.
The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).

Local Breakout (LBO) as aroaming architecture used for VoL TE is one of the examples of IMS roaming.
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E.14.1.5 Terminating Call to an Inbound Roaming Target with CC
Interception at the IMS-AGW

Figure E.17 provides the lawful interception architecture to illustrate the interception and delivery of IRl and CC in the
VPLMN, when an inbound target receives an incoming call with IMS-AGW providing the CC interception.
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Figure E.17: VoIP lawful interception in the VPLMN for a terminating call with IMS Roaming with CC
interception at the IMS-AGW

A terminating call is always routed to the VPLMN viathe HPLMN of the target. The loud shown with the label "voice
services' isto indicate the calling party can be within the same VPLMN, or in the HPLMN of the target, or in another
CSP's network. At the Ingress point, an IBCF/TrGW is shown. |ndependent of where the call has originated from, a
terminating call always enters the VPLMN through the IBCF/TrGW from the HPLMN.

Figure E.17 shows that the IRI interception is done at P-CSCF. The CC interception is done at the IMS-AGW. The P-
CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity
(SIPURI or TEL URI).

Local Breakout (LBO) as aroaming architecture used for VoL TE is one of the examples of IMS roaming.
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Annex F (informative):
Examples of IMS-based VolP Lawful Interception (LI) call
flows

F.1 General remarks

All the call flowsillustrate that the CC delivery begins once the SDP offer and answer is completed (i.e., when the
media bearer is setup). In al the call flows, the first reliable responseis SIP 200 OK.

In al the call flows, the originating end of the call sends the SDP offer and terminating end gives the SDP answer.
Since, thefirst reliable response is SIP 200 OK, the SDP answer is always given in the SIP 200 OK message.

The call flows assume that per clause 7.A, the IRI for Vol P is nothing but the delivery encapsulated SIP messages. The
call flows do not show the method used for correlating the IRI with IRI and IRI with CC. It is presumed that those are
stage 3 details.

All the call flows assume the presence of aVVoice Application Server (shown as AS) that provides the voice services
like digit translation, invoking the call forwarding, etc.

IRI in the visited CSP isintercepted by the P-CSCF and IRI in the home CSP is intercepted by the S-CSCF.

The call flows show that CC interception is done at the IP-CAN (and it should be interpreted to mean that the
interception is done in the PDN-GW or GGSN depending on the packet core network), or at the TrGW or at the IM-
MGW. The other possible CC interception options (e.g., IMS-AGW) are not shown.

Not all the functional elements are shown in the call flows. For example, the call flows do not show 1-CSCF, HSS,
PCRF.

All the call flows show a summary of SIP messages that are delivered to the LEA (not all SIP messages are shown). The
term LEMF, used in some call flows, meansit is an equivalent of LEA.

For each call flow, references are required to identify MMTEL service that it illustrates (for further study).

F.2  Call Originations from Target in Home CSP

F.2.0 Introduction

This clause gives 2 call flowstoillustrate the call origination scenarios.
Figure F.1 illustrates the case where the Party A (target) calls Party B.

Figure F.2 illustrates the case where the Party_A (target) dials a special number (e.g., a speed call number or an 800-
number), which istrandated to Party B by the AS.
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F.2.1 Target Originated Call - Target (Party_A) Calls Party B
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N cc _
ACK o ACK ACK =
o o > {ACK}
ACK
ACK AN »

Figure F.1: Target originated call - target calls Party B
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F.2.2 Target Originated Call - Target (Party_A) dials a Special

Target Domain MF/DF
e IP-CAN P-CSCF I S-CSCF I AS Party_B DF2 DF3 LEA
[Target]
INVITE SP.NO.
[SDP] INVITE SP.NO. INVITE SP.NO.
D1 > [SDP] o [SDP]
|- AAR/RAR — {INVITE SP.NO.}‘
— AAARAA o o
INVITE Party_B
(SDP) D10
INVITE Party_B
[SDP] A
_ {INVITE Party-B}
180 Ringing \/\
180 Ringing )
180 Ringing 180 Ringing 180 Ringing
- -
- {180 Ringing}
[
200 0K
[SDP] \/\
200 OK
[SDP]
200 OK 200 OK
2[%%21K _ [soPl [SDP]
« - {200 OK}
-
- AARRAR —
|— AAARAA —p
[t Med Media .ocooy f Nemeoooe- |
cc _
= Lol
ACK - ACK ACK >
{ACK} .
I
ACK
NG
ACK A

Figure F.2: Target originated call - target dials a special number

F.3 Call Terminations to Target - Home CSP

F.3.0 Introduction

This clause gives 1 call flow to illustrate the call termination scenario.

Figure F.3 illustrates the case where the Party A callstarget (Party_B).
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Target Domain MF/DF
Party_A | | AS | IS-CSCFI |P—CSCF| | IP-CAN | P | | | DF2 || DF3 || LEA

Target
INVITE Party_B

[SDP]
o>\ INVITE Party-B
o { AV

INVITE Party_B
[SDP]
INVITE Party_B INVITE Party_B
[SDP] [SDP] INVITE Party_B
D10 [SDP] -
— AAR/RAR -9
la— AAA/RAA |
180 Ringing 180 Ringing 180 Ringing

{180 Ringing}
Pl L

180 Ringing

A 180 Ringing
200 OK

200 OK 200 OK 1SDP]

[SDP] [SDP] -
l\_ 200 OK|
i { i
200 OK — AAR/RAR —p»
[SDP]
[ AAARAA —]

200 OK

A [SDP]

cC

\/\ ACK

ACK
[—

ACK ACK ACK

: {ACK} .
=T o

Figure F.3: Target receives an incoming call

Y

F.4  Call Forwarding - Non Roaming

F.4.0 Introduction

This clause gives 4 call flowstoillustrate call forwarding scenarios.

Figure F.4 illustrates the case of an intra-CSP call forwarding unconditional. Here, the Party A callstarget (Party_B).
The AS determines that all incoming calls to the target have to be forwarded to Party _C served by the same CSP.

Figure F.5 illustrates the case first part of an intra-CSP call forwarding no answer. Figure F.6 illustrate the second part
of anintra-CSP call forwarding no answer. Here, the Party A callstarget (Party_B). . The target does not answer and
the AS determines that target has a call forwarding no answer enabled to Party _C served by the same CSP.

Figure F.7 illustrates the case of inter-CSP call forwarding unconditional. Here, the Party A callstarget (Party_B). The
AS determines that al incoming calls to the target have to be forwarded to Party C served by a different CSP.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 292 ETSI TS 133 107 V14.2.0 (2017-07)

F.4.1 Intra-CSP Call Forwarding Unconditional

Target Domain Forwarded-to-Party’s Domain MF/DF
Party_A | AS |S—CSCF| || S-CSCF/ | IP-CAN | Party_C " | DF2 || DF3 | LEA
" p-cscr

INVITE Party_B

D>_\/\ [SDP]

INVITE Party_B
[SDP]

{INVITE Party-B} _

181 Call Is Being

Call Forwarding Forwarded .
Unconditional | {Call Is Being

Forwarded}
181 Call Is Being Lt
,\ Forwarded
INVITE Party_C INVITE Party_C INVITE Party_C
[History ['gfgbraﬂy_Bl [History Info: Party_B] [History Info: Party_B]
510 | [SDP] > [SDP] >
INVITE Party-C

' { y-Ch >

| — AARRAR ]

la AAARAA —]

n 180 Ringing 180 Ringing
180 Ringing el
{180 Ringing}
P >
180 Ringing
A 180 Ringing
200 OK
200 OK 200 OK [SDP]
[SDP] [SDP] ¢
{200 OK}
i
200 OK
[SDP] |— AAR/RAR —p»
200 OK [— AAA/RAA —]

A [SDP]

; "essst Media "ot Media  -meo L
cC
\/\ ACK

Y

ACK

ACK ACK ACK

\4

Y

{ACK}

=T

Figure F.4: Incoming call to target is forwarded within the CSP
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F.4.2 Intra-CSP Call Forwarding No Answer

Target Domain MF/DF
Party_A | AS I S-CSCF I | P-CSCF | | IP-CAN | PT"’"V—B | | | DF2 || DF3 | | LEA
arget
INVITE Party_B
[SDP]
D1
>—\/\ {INVITE Party-B) _
INVITE Party_B
[SDP]
INVITE Party_B INVITE Party_B
INVITE Party_B
D10 [SDP] > [SDP] > [SDP]
— AAR/RAR |
l— AAARAA —
180 Ringing
180 Ringing 180 Ringing -t
{180 Ringing}
»
180 Ringing ol
A 180 Ringing
Call Forwarding No Answer
Timer Expires
L
CANCEL
CANCEL CANCEL
o >
{CANCEL} >
487 Terminated 487 Terminated | o 487 Terminated
ACK >
>l {487 TERMINATE!
[—— SAR/RAR 9=
ACK l SAARAA —|
>
ACK - {ACK} >

l The flow continues...... ‘

Figure F.5: Incoming call to target is forwarded due to call forwarding no answer within the CSP (flow
1 of 2)
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Target Domain Forward-to-Party Domain MF/DF
| I S-CSCF/
Party_A S-CSCF || P_CSCF | | IP-CAN | Party C | | | | DF2 || DF3 | | LEA
T ;
Call Forwarding No Answer i it i
Timer Expires - HEOS
181 Call Is Being
E ded i
181 Call Is Being orwarde {Call Is Being
A Forwarded - Forwarded}
INVITE Party_C INVITE Part
) ) y_C INVITE Party_C
[History 'gg’;any—sl [History Info: Party_B] [History Info: Party_B]
D20 [SDP] [SDP] >
s {INVITE Party-C} _|
|— AARRAR —p»
[ AAARAA —]
180 Ringing 180 Ringing < 180 Ringing
{180 Ringing}
180 Ringing
A 180 Ringing
200 OK 200 OK
200 OK
(SDP| [SDP] - [SDP]
200 OK {200 OK}
200 OK [SDP] — AAR/RAR —
4_\/\ [SDP] [ AnARAA —|
ACK
e e Media Media *===== L
> cc
ACK
ACK ACK o ACK
- >
"~ - {ACK) o

Figure F.6: Incoming call to target is forwarded due to call forwarding no answer within the CSP (flow
2 of 2)
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F.4.3 Inter-CSP Call Forwarding Unconditional

Target Domain MF/DF
Party_A || AS | IS—CSCFI | IBCF/ TrGW/
MGCF IM-MGW

INVITE Party_B

D>_\/\ 1SDP]

Party_C| | DF2 || DF3 | LEA

INVITE Party_B
[SDP] > {INVITE Party-B} >
181 Call Is Bein .
Call Forwarding Forwarded 9 {Call Is Being
Unconditional Forwarded}
»
181 Call Is Being o
¢ Forwarded
INVITE Party_C INVITE Party_C INVITE Party_C
[History Info: Party_B]| [History Info: Party_B] [History Info: Party_B]
510 SDP] | [SDP] - [SDP]
>
INVITE Party-C
>a { v-C

— Add Context —jm|
|- Add Context Ack

180 Ringing 180 Ringing - 180 Ringing A\

o K {180 Ringing}
180 Ringing it

A 180 Ringing

200 OK 200 OK
200 OK [SDP]
[SDP] [SDP] \/\_
- K

200 OK
| SDP |
200 OK |- Modify Context |
4—\/\ [SDP] [#—  Modify Context Ack

- S edia [ A

A

{200 OK}

cc

ACK

ACK ACK ACK A\
{ACK} .
B ) -

Y

Figure F.7: Incoming call to target is forwarded outside the CSP

F.5 IMS Roaming

F.5.0 General

This clause gives 3 call flows to illustrate the case of IMS roaming.

Figure F.8 illustrate the case where the roaming target originates acall. Here, roaming target (Party_A) calls Party B
who is served by the same CSP as that of target. Party B is not roaming.

Figure F.8A illustrates the case where a roaming target originates a call with local breakout approach is used for
roaming. In this case, home CSP of Party-B happens to be visited CSP where the target is roaming and hence, the media
does not enter the HPLMN of target (i.e., Home CSP of target). A Home CSP reports the CC unavailability to the
LEMF with "roaming" as the reason for CC unavailability.

Figure F.9 illustrates the case where a roaming target receives an incoming call. Here, non-roaming Party A, who is
served by the same CSP asthat of target, callsthe target (Party_B).

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 296 ETSI TS 133 107 V14.2.0 (2017-07)

F.5.1 Roaming Target Originates a Call

Visited CSP Home CSP [Target Domain] MF/DF
Party_A
Dow] [er ][] [ ]| rava]| ([ |[ o |
INVITE Party_B
[SDP] INVITE Party_B INVITE Party_B
- [SDP] . [SDP]
|-~ Add Context — > {INVITE Party-B}=
Add Context Ack »
INVITE Party_B
[SDP] 515
INVITE Party_B
[SDP] A
180 Ringing \/\
180 Ringing )

. /\__180 Ringing __ 180Ringing 180 Ringing

4

{180 Ringing} -

200 OK
[SDP]

200 OK

[SDP] »
200 OK
200 OK
200 OK
[SDP] DR | 150P)
-— /N - {200 OK}
>
| Modify Context
Modify Context Ack —]
RN N Media Media .occen J Necooooond] >
cc -
>
ACK
_\/\ ACK > ACK >
{ACK}
>
ACK

ACK /\ >

Figure F.8: Roaming target originates a call

NOTE: The above call flow isthe case where optimal media routing is not employed. In the case where the
optimal media routing is employed, the CC does not come to the TrGW.
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F.5.1A CC Unvailable in Home CSP due to Optimal Media Routing

Visited CSP Home CSP MF/DF
[Psigjy&:/?] '?g? Party_B | | TIGW | | IBCF | I S-CSCF I | AS | | DF3 || DF2 | LEMF
INVITE Party_B
[SDP] 'NV‘E;;]"LB INVITE Party_B INVITE Party_B
- [SDP] - [SDP] »
Lt 40a Gortext —| - ONVITE Party8) |
Add Context Ack
> INVITE Party_B
INVITE Party_B INVITE Party_B [SDp]rty‘
. [SDP] - [SDP] D10
INVITE Party_B | Del Context —]
[SDP] Del Context Ack
180 Ringing
180 Ringin
9ing > 180Ringing __| 180 Ringng
180 Ringin
180Ringing __§
. 180 Ri lag—=0RInging |}
180 Ringing |q— 'S0 Ringing {180 Ringing}
A > >
200 0K
[SDP] A
200 0K
[SDP] - 2os%g>< 200 OK
» SDPL
o ok
200 0K [SDP]
200 0K P [SDP] - L [SOF
A_ISDP] - - {200 0K} _
I TN & N—— bet tedia wemmemmy f eeeneeci] {CCUnavailable - roaming}
ACK
_\/;> ACK
> ACK ACK
>
{(ACK) -
_ ACK ACK /
P ACK <
ACK

Figure F.8A: Roaming target originates a call and optimal media routing is applied
NOTE: Many different call scenarios exist that employ optimal mediarouting. In this particular example, the

called party (Party_B) happensto be served by the same CSP where the target is currently roaming (i.e.,
HPLMN of Party B isthe visited CSP of Party_A).
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F.5.2 Call Termination to a Roaming Target

Home CSP [Target Domain] Visited CSP MF/DF

Party_A | | AS | I S-CSCF I | IBCF | | TrGW | | Party_B DF2 DF3 LEA
Target
INVITE Party_B
[SDP]
VA
INVITE Party_B {INVITE Party-B}
[SDP] i L
INVITE Party_B INVITE Party_B INVITE Party_B
SDP
0 [SDP] [SDP] - [SDP] \/\>
|— Add Context —jm|
|- Add Context Ack
» 180 Ringing 180 Ringin - 180 Ringing \/\_
- g

{180 Ringing}
»

=

180 Ringing

A 180 Ringing
200 OK 200 OK 2[UleDg]K
. [SDP] i [SDP] - \/\—
-t

200 OK|
L { }
200 OK
[SDP] |- Modify Context ]
[  Modify Context Ack
200 OK
A [SDP]
T ',"‘\.... Med Medi -, L
y cc »
\/\ ACK .
ACK
l——————/
ACK ACK . ACK A\
=\ =T {ACK}

Figure F.9: Roaming target receives an incoming call

F.6 Interception in Visited CSP

F.6.0 General

This clause gives 3 call flows toillustrate the case of interception in the visited CSP. In al these flows, the IRI
interception happens at the P-CSCF. Both IRI and CC interception happen in the visited CSP.

Figure F.10 illustrates the case where the target (Party_A) in the visited CSP originates a call dialing a special number.
The special number istranslated into Party B in the home CSP. The flow also assumes that the interception is done
only in the visited CSP.

Figure F.11 illustrates the case where the target (Party_B) in the visited CSP receives an incoming call from Party_A
served by the same Home CSP. The flow assumes that the interception is done only in the visited CSP.

Figure F.12 illustrates the case where an incoming call to the target (Party_B) gets forwarded in the Home CSP due to
call forwarding no answer. The flow also assumes that the interception is done only in the visited CSP.
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F.6.1 Interception in Visited CSP - Target Originated Call

Visited CSP Home CSP MF/DF
| Fr’raa':é;ﬁ | IP-CAN | IP—CSCFl | IBCF | | TRGW | | TRGW | | IBCF | |S—CSCF| | AS ” Party_B | DF2 DF3 LEMF
INVITE SP.NO. INVITE SP.NO. INVITE SP.NO INVITE SP.NOJ INVITE SP.NO.
[SDP] [SDP] [SDP] [SDP] [SDP]
D1 - > >
| AAR/RAR —] {INVITE SP.NQ.}
i
— AAA/RAA
Add Context W] @~ Add Context 'NV'TSE;?"V—B
D10
| Add Context ack A9 ContextAck I
INVITE Party_B
[SDP] A
180 Ringing \/\_
180 Ringing
180 Ringi 180 Ringing | 180 Ringi
80 Ringing 180 Ringing | inging -] g NnIng
-
{180 Rlnglng}‘
>
P00 OK [SDP] \/\_
00 OK [SDP|
200 OK [SDP] | 200 OK [SDP]
< 200 OK [SDP] 200 OK [SDP] | 200 OK [SDP] - 2 [SDP]
{200 OK}
[ AAR/RAR — >
| — AAA/RAA o | Modify Context
Modify Context Ack
Modify Context
- Modify Context Ack
|- Media ---- Jolegh---- Media ol . Pl Media . ]
N L cc -
>
ACK ACK ACK ACK ACK
= > > L
ACK
N ACK A
{ACK}

Figure F.10: Roaming target originates a call - interception in the visited CSP
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Interception in Visited CSP - Target Terminating Calls.

LEMF

Home CSP Visited CSP MF/DF
Party_B
Party A AS S-CSCF IBCF TRGW TRGW IBCF P-CSCF IP-CAN [Target] DF2 DF3
INVITE Party B
[SDP]
D1
INVITE Party B
[SDP]
INVITE Party_H INVITE Party_H
[SD;] Y- [SDF?] Y- NVITE Party INVITE Party B INVITE Party B
> - [SDP] - [SDP] [SDP]
o o {INVITE Party-B}|
-
Add Context W Add Context
omer - | AARRAR
| — Add Contextack ~ Add Context Ack L AAARAA
L - L L 180 Ringing
_J80Ringing | _180Ringing | 180 Ringing _ 180 Ringing
- < < -
180 Ringin: > {180 Ringing}=
N80 Ringing
200 OK [SDP]
30 OK[SDP] |200 OK [SDP] 200 OK [SDP| 200 OK [SDP]
i {200 OK} g
200 OK [SDP] --— Modify Context
@ AARRAR
Modify Context Ack —] — AAA/RAA
Modify Context
200 OK [SDH
4—\/\— |—— Modify Context Ack
B EtN :"" Media Polah- Media -t Media - ]
' L cc
N__ACK
ACK
ACK
| ACK ACK ACK ACK
> > » .| »
L >
»u {ACK} >

Figure F.11: Roaming target receives a call - interception in the visited CSP
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F.6.3 Incoming Call to Roaming Target is forwarded due to Call
Forwarding No Answer

Home CSP Visited CSP MF/DF
Party_A AS S-CSCF IBCF TRGW TRGW IBCF P-CSCF IP-CAN faayyAt DF2 DF3 LEMF
[Target]
INVITE Party_B
[SDP]
D1
INVITE Party_B
[SDP]
INVITE Party_H INVITE Party_§
[SDP] [SDP] NVITE Party_ INVITE Party_B INVITE Party_B
- - [SDP] - [SDP] [SDP]
o o {INVITE F’arty-Bg
Add Context --f— Add Context AARRAR |
l@— Add Contextack ~ Add Context Ack la— AAA/RAA
‘180 Ringing ‘1 80 Ringing L 180 Ringing 180 Ringing L 180 Ringing
- -t -t -
180 Ringin {180 Ringing}_ |
- >
N 80 Ringing
CFNR Timer Expires
CANCEL CANCEL
' > CANCEL .| cANCEL | CANCEL |
> > >
\ {CANCEL}
>
487 487 487 487 487
gcminated | o Terminated Terminated Terminated Terminated {487
- .
Terminated}
>
«4— Delete Context SAR/RAR |
Delete Context Ack ] ld— SAA/RAA
Delete Context | ACK .
[#—  Delete Context Ack ACK \ = {ACK}
ACK | =
ACK Lt
ACK >
»
>
181 Call Is
Being 181 CallIs Beipg Forwarded
Forwarded VI
Call Forwarding occurs (steps not shown)
as those messages are not intercepted.
CC is not intercepted.
T T

Figure F.12: Incoming call to target is forwarded in the home CSP due to Call Forwarding No Answer
- interception in visited CSP

F.7  Ad-Hoc Conference Calls established by the Target

F.7.0 Introduction

This clause gives 9 call flows to illustrate the steps related to ad-hoc conference calling established by the target. The
flows assume that the Party A (target) has already made two calls, oneto Party B and one to Party C, and placed both
calls on hold so as to merge the two callsinto a conference.

Figure F.7.1 illustrates the case where the Party A (target) creates the conference.

Figure F.7.2 and Figure F.7.3 illustrate the case where the Party A (target) brings the Party _C into the conference.
Figure F.7.4 and F.7.5 illustrate the case where the Party A (target) brings the Party B into the conference.
Figure F.7.6 illustrates the case where Party _C drops out of the conference call.

Figure F.7.7 illustrates the case where the call between two parties (Party_A (target) and Party_B) is converted back to
anormal 2-party call.
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Figure F.7.8 illustrates the case where Party A (target) places the conference on hold.
Figure F.7.9 illustrates the case where Party A (target) retrieves the held conference from hold.

Some of the steps may be executed by the target's UE automatically (in other words, no action is required by the target).
For example, when the target tries to merge the call, the target's UE may execute the steps shown in Figure F.7.1, Figure
F.7.2, Figure F.7.3, Figure F.7.4, Figure F.7.5 automatically in a serial fashion. The same way, the steps shown in
Figure F.7.7 may be executed automatically after the steps shown in Figure F.7.6 when one of the conferees drop out of
the conference.

The Figure F.7.8 and Figure F.7.9 are not really part of the conferencing steps, however, included here to show how the
content of aheld conference call (arequirement in some countries) is delivered to the LEAS.

F.7.1 Party_ A (target) creates the conference

Target Domain MF/DF
Party_A
T IP-CAN P-CSCF S-CSCF ASIMRFC MRFP Party_B Party_C DF2 DF3 LEA
|t D1 <t D10 e | HOLD
ho-- Media Media ... /*.p0]
: - ccr -
> >
e D2 - D20 HOLD
ho--  Media Media ]
) ccpz -
>
'NV[‘STS;;W INVITE Conf INVITE Conf
D3 > [SDP] [SDP] Add
» ] [Conf Resource 1]
le- AAR/RAR —
{INVITE Conf, 3} -
|- AsARAA >
200 OK
200 0K 200 OK [Contact: Conf Id;
[Contact: Conf Id:; [Contact: ConfId; isfocus]
isfocus] isfocus] " [SDP]
[SDP] <« SDP [ Start of Conference [3] .
|4 AARIRAR —]
AAARAA —pl {200 OK, 3}
ACK _ ACK ACK
> {ACK, 3} -
- D3
leg--- Media Media .-l
cc 3] -
> >
cc 3] »
>
- D1 - D10 - HOLD
HO-- Media Media ===y, *-]
cc -
e D2 - D20 HOLD
HO--- Media Media SR |
cc2)
>

Figure F.7.1: Party_A (target) creates the conference

D1 and D10 represent the dialogue of the original call between the Party A (target) and the Party B. D2 and D20
represent the original the dialogue of the original call between Party A (target) and the Party C. D3 represents the new
dialogue of call between Party A and the conference.

The IRI/CC delivered for D1 and D10 use the Correlation Number 1. The IRI/CC delivered for D2 and D20 use the
Correlation Number 2. The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

F.7.2 Party_C joins the conference

Thisflow isillustrated in two figures: Figure F.7.2 and Figure F.7.3.
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Target Domain MF/DF
Party_A
Jtarget] IP-CAN P-CSCF I S-CSCF I ASIMRFC MRFP Party_B Party_C DF2 DF3 LEA
S e o} | > D10 ez [ HOLD
}o--  Media Media ===y /v
cC[1] .
[ D2 > D20 | HOLD
lo--  Media Media
cc[2] .
e D3 >
lg--  Media Media --- ol
cC[3] .
ccp >
REFER Conf (Refer
To: Party_C, REFER Conf (Refer REFER Conf (Refer
Replaces: D2] o To: Party_C, To: Party_C,
D4 #|  ReplacesD2] Replaces: D2]
{REFER, 4}
>
202 Accepted] 202 Accepted] 202 Accepted]
{202 Accepted. 4}
>
NOTIFY Party_A NOTIFY Party_A NOTIFY Party_A
{NOTIFY Party_A, 4}
>
200 OK > 200 OK 200 OK >
{200 OK, 4}
>

Figure F.7.2: Party_C joins the conference (flow 1 of 2)

D1 and D10 represent the dialogue of the original call between the Party A (target) and the Party B. D2 and D20
represent the original the dialogue of the original call between Party A (target) and the Party C. D3 represents the
dialogue of the call between Party A and the conference. D4 represents the dialogue that the Party A (target) usesto
refer Party _C to the conference.

NOTE: Here, REFER is sent by Party A outside of any existing dialogues. Sending of REFER inside adialogue is also
possible.

The IRI/CC delivered for D1 and D10 use the Correlation Number 1. The IRI/CC delivered for D2 and D20 use the
Correlation Number 2. The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3. The IRI for
D4 uses the Correlation Number 4.
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Target Domain MF/DF
Party_A
ttargat] IP-CAN P-CSCF S-CSCF ASIMRFC MRFP Party_B Party_C DF2 DF3 LEA
Add
re-INVITE
[Contact: Conf Id [Conf Resource 2] |
isfocus] =
'SP’ re-INVITE
D20 [Contact: Conf Id;
isfocus]
[SDP] \/\.,
| 200 OK[SDP] 200 OK [SDP] A
200 OK [SDP]
S AT I |
Party Join [3] .
ACK =
ACK A
NOTIFY Party_A
- rty_ < NomFYPat A ko NOTIFY Party_A
{NOTIFY Party_A, 4}
»
>
200 0K 200 OK 200 OK
{200 OK, 4} -
_ BYEPatyA __ BYEPay A _ BYE Party A
- < « D2
{BYE, 2}
— SAR/RAR -9 >
|4~ SAA/RAA —]
200 0K 200 0K 200 0K
_ {200 OK, 2} .
- D3 D20 x
l--  Media i Media WA o
) - cc 3] .
cc 3] -
- DI - D10 - HOLD
HO-- Media - Media  —eeey - gl
ccn
»

Figure F.7.3: Party_C joins the conference (flow 2 of 2)
At the end of thisflow, the Party_A (target) and Party_C are connected via the conference. Party_C is still on hold. Part

of the original call between Party A (target) and Party_C (D2) is released with D20 now representing the call between
the Party_C and the conference.

F.7.3 Party_B joins the conference

Thisflow isillustrated in two figures: Figure F.7.4 and Figure F.7.5.
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Target Domain MF/DF
’ Tz:;gé\ | IP-CAN | | P-CSCF | I S-CSCF I |AS/MRFC| | MRFP ” Party B | Party_C | “ DF2 || DF3 | LEA
4 D3 D20 -
leg-- Media E 2 Media i R
) - cc 3l _
> >
ccpEl >
- D1 -« D10 -l HOLD
ho-- Media > Media --eey {v- o]
cc]
»
REFER Conf (Refer
To: Party_B, REFER Conf (Refer REFER Conf (Refer
Replaces: D1] . To: Party_B, To: Party_B,
D8] P Replaces D1) Replaces D] ,
{REFER, 5}
202 Accepted] 202 Accepted] 202 Accepted]
d
{202 Accepted. 5} .
NOTIFY Party_A NOTIFY Party_A NOTIFY Party_A
{NOTIFY Party_A, 5}
>
200 OK o 200 OK 200 OK. .
{200 OK, 5} -

Figure F.7.4: Party_B joins the conference (flow 1 of 2)

D3 represents the dialogue of the call between the Party A (target) and the conference. D20 represents the dialogue
between the Party C and the conference. D1 and D10 represent the original the dialogue of the original call between
Party A (target) and the Party_B. D5 represents the dialogue that the Party A (target) usesto refer Party B to the
conference.

NOTE: Here, REFER issent by Party A outside of any existing dialogues. Sending of REFER inside a dialogue
isalso possible.

The IRI/CC delivered for D1 and D10 use the Correlation Number 1. The IRI/CC delivered for the conferencing (i.e.,
D3) usesthe Correlation Number 3. The IRI for D5 uses the Correlation Number 5.
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Target Domain MF/DF
Party_A
ttargat] IP-CAN P-CSCF S-CSCF ASIMRFC MRFP Party_B Party_C DF2 DF3 LEA
Add
re-INVITE
[Contact: Conf Id [Conf Resource 2] |
isfocus] =
'SP’ re-INVITE
D10 [Contact: Conf Id;
isfocus]
[SDP] \/\_.
| 200 OK[SDP] 200 OK [SDP] \/\_
200 OK [SDP]
S AT I
Party Join [3] .
ACK =
ACK A
NOTIFY Party_A
- rty_ < NomFYPat A ko NOTIFY Party_A
{NOTIFY Party_A, 5}
»
>
200 0K 200 OK 200 OK
{200 OK, 5} -
_ BYEPatyA __ BYEPay A _ BYE Party A
- < « D1
{BYE, 1}
— SAR/RAR -9 >
|4~ SAA/RAA —]
200 0K 200 0K 200 0K
_ {200 OK, 1} .
D10 oo »
- D3 > D20 -
[~ Media Media >G‘>< Media ==, /v
"eees Media --------- -
: ccp]
>
> cc3) >

Figure F.7.5: Party_B joins the conference (flow 2 of 2)
At the end of thisflow, the Party_A (target), Party B and Party C are connected viathe conference. Part of the original

call between Party_A (target) and Party_B (D1) isreleased with D10 now representing the call between the Party B
and the conference.
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F.7.4 Party C drops out of the conference

Target Domain MF/DF
’ F[’;’rg'a‘]\ | IP-CAN | | P-CSCF | IS—CSCFI |ASIMRFC| | MRFP ” Party_B | Party_C | “ DF2 " DF3 | LEA
- D3 =
~&--  Media
e
cc 3]
cc[3]
- BYE Conf [\
BYE Conf
>
Party Leave [3]
Drop
[Conf Resource 2]
-t
200 OK
-t
200 OK
- D3 [ECT— E— D10 -
-~ Media Media ---pofaet---- Media ----s /|
ccl >
L
cc 3]
P L

Figure F.7.6: Party_C drops out of the conference

D3 represents the dialogue of the call between the Party A (target) and the conference. D20 represents the dialogue
between the Party C and the conference. D10 represents the dial ogue between the Party B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of thisflow, Party A (target) and Party B are connected through the conference.
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F.7.5 Reconfiguration from Conference to two-party call

Target Domain MF/DF
’ F[’;’r';';‘]\ | IP-CAN | | P-CSCF | IS—CSCFI |ASIMRFC| | MRFP ” Party_B | Party_C | “ DF2 " DF3 | LEA
g D3 »
1% --- Media Media ---po-1i§
ccpl .
>
cc 3]
> >
re-INVITE
 reINVITE - re-INVITE r—< D3
- _ {INVITE, 3} |
200 OK o o
[SDP] . 200 OK 200 OK
» __ [SOP] 0 [SDP] -
{200 OK, 3} -
>
re-INVITE
[SDP]
D10
re-INVITE
[SDP] A
200 OK
P [SDP]
w \/ 1
200 OK
[SDP]
Conference End [3]
ACK > >
ACK AcK [SDP]
(SOP] _ [SDP] < Drop
- il [Conf Resources]
> {ACK, 3}
»
>
ACK
o
ACK A
- D3 B o
-~ Media Media wmeem /e ]
| cc 3] |
- -

Figure F.7.7: Conference is reconfigured to a two-party call

D3 represents the dialogue of the call between the Party A (target) and the conference. D10 represents the dialogue
between the Party B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of thisflow, Party A (target) and Party B are connected directly (without the conference). The IRI/CC
delivered for this call between Party A (target) and Party_B (D3 and D10) uses the Correlation Number 3.

NOTE: Reconfiguration may done using other ways (e.g., ASSMRFC sending a REFER to Party A (target) to
invite Party C). The sequence of steps and the Correlation Number used can be different with such a
flow.
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F.7.6 Party A (target) places Conference on hold

Target Domain MF/DF
’ Tt:’rg;[’]’* | IP-CAN | | P-CSCF | IS—CSCFI |ASIMRFC| | MRFP ” Party_B | Party_C | | DF2 " DF3 | LEA
- D3 o
-~ Media
-
cc 3]
cc [3]
re-INVITE
re-INVITE
[SDP: send only] [SDP: send only] re-INVITE
3 - [SDP: send only] MOD
L o
Lol [Conference
Resources] |
{INVITE, 3} |
200 OK 200 OK
200 OK [SDP: recieve only] [SDP: recieve only]
¢ SDP: recieve only] d ConferenceBearerModification [3] |
{200 OK, 3} .
> >
ACK > ACK Ack .
L >
{ACK, 3} -
> L
HOLD, | [} [ >
[ B3 "l D20
[fO--  Media Media --->Cy DA
RSP T PR— NP
N cc 3]
>
L
» cc3

Figure F.7.8: Party_A (target) retrieves conference on hold

D3 represents the dialogue of the call between the Party A (target) and the conference. D20 represents the dialogue
between the Party _C and the conference. D10 represents the dialogue between the Party B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of thisflow, Party B and Party_C can till communicate via the conference, but without the Party_A. The
CC delivered from the MRFP contains the communication content of that conversation.

NOTE: Similar steps as shown here are used when Party A (target) retrieves atwo-party call from hold.
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F.7.7 Party_ A (target) retrieves Conference from hold

Target Domain
’ T{:’r‘;&’]’* | IP-CAN | | P-CSCF | IS—CSCFI |ASIMRFC| | MRFP ” Party_B | Party_C | | DF2 " DF3 | LEA
HOLD, | oY — >
[ D3 L P} D20
ho--  media Media >G“ <€ Media -
RS P P — N
k cc 3
>
- cc3)
>
re-INVITE
[SDP: Send Receive] » [SDP'rEgzleﬁZgScewe redINVITE
- _ P8 [SDP: Send Receivel MoD
Lol [Conference
Resources]
{INVITE, 3} _
200 OK
200 OK <op gg:doéece_ o | JSOP: Send Receive]
| _SDP: Send Receive] 4 : ive] heg ConferenceBearerModification [3] |
{200 OK, 3} _
ACK » ACK ACK -
{ACK, 3} -
€ D3 »
[&--  Media Media DCY
§
----- >
cc 3l
> >
cc »

Figure F.7.9: Party_A (target) retrieves conference from hold

D3 represents the dialogue of the call between the Party A (target) and the conference. D20 represents the dialogue
between the Party _C and the conference. D10 represents the dialogue between the Party B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.
At the end of thisflow, Party_A (targt), Party_B and Party_C are communicating via the conference.

NOTE: Similar steps as shown here are used when Party A (target) retrieves atwo-party call from hold.
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Annex G (informative):
Examples of CC interception for transcoded media

G.1 Introduction

This annex provides some illustrative examples of media transcoding scenarios and its implication on the CC
interception.

In some situations, the mediainformation known to the S-CSCF can be different from the media information associated
with the CC delivered to the LEMF. For example, when transcoding is involved in the media path, the media
information (e.g., codec used) can change at the time transcoding is done and the S-CSCF that normally provides the
media information to the DF2 may not have the knowledge of media information associated with the CC delivered to
the LEMF.

In aparticular implementation, the CC interception point may be chosen in such away that information associated with
the intercepted CC always matches to the information known to the IRI ICE (e.g., SSCSCF). But, there may some
deployment situations and/or regulations that may require having a need to perform the CC interception at the other
points with the information known to S-CSCF not being aligned with the information associated with the intercepted
CC.

G.2 CC Interception of transcoded media

The Figure G.2-1 illustrates a case where the mediais transcoded at the IMS-AGW. In this example, the mediais not
encrypted.

SIP X .
[SDP: Codec 1] o SIP X S-CSCF
g —————— —_—
P-CscR [SDP: Codec 2]

PCRF T

A {Codec1, Codec 2}

{SDP: Codec x}
Y / i
A
IRI
Target P-GW IMS-AGW {SDP: Codec 2}
[<—— Codec 1 Codec 1 —P‘OV VO‘— Codec 2 Other Part
- Case D> -

Y A Y

Codec x = Codec 1 for Case 1 and Case 2 .~
- h Codec x = Codec 2 for Case 3 X A J -

DF3
DF2
| | | SDi:-; IRI
cc cC CcC i
{Codec 1} {Codec 1} {Codec 2} | RI

l l l e (SDP: Codec X}

LEMF |

Figure G.2-1: Transcoded Media
The Figure G.2-1 shows three different cases of CC interception points. In the illustrated example, Codec 1 is associated

with the media from the Target to the Ingress point of IMS-AGW and Codec 2 is used from the Egress point of IMS-
AGW and beyond. Therefore, Codec 1 is associated with the CC delivered to the LEMF when that CC isintercepted at
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the PDN-GW or at the Ingress point of IMS-AGW, and Codec 2 is associated with the media delivered to the LEMF
when that CC isintercepted at the Egress point of IMS-AGW.

The Codec 2 isincluded within the SDP of SIP messages handled at the S-CSCF and therefore, if S-CSCF provides the
codec information to the DF2 in all cases, then there would be a misalignment with the codec information delivered
over the HI2 and codec information associated with the CC delivered over HI3 for Case 1 and Case 2.

Depending on which case is used for the CC interception, the P-CSCF can send either Codec 1 or Codec 2 to the DF2.
With the DF2 using the codec information received from the P-CSCF for reporting purposes, the codec information
reported in the HI2 and HI3 are now aligned. For case 3, the codec information would be aligned irrespective of who
sends that information to the DF2. Therefore, for Case 3, P-CSCF sending the codec 2 information to the DF2 can be an
implementation alternative.

In ascenario like this, an implementation can also be such that the CC interception is always done at the Egress point of
IMS-AGW (i.e., only Case 3), but because of some deployment situations and regulations, there may also be aneed to
perform the CC interception at the Ingress point of IMS-AGW (Case 2) or at the PDN-GW (Case 1).

G.3  CC Interception of transcoded media with e2ae
encryption

The Figure G.3-1 illustrates a case where the mediais transcoded at IMS-AGW with e2ae encryption. In this example,
mediais encrypted e2ae (i.e. between the Target and the Ingress point of IMS-AGW). The CC isdelivered to the LEMF
in a decrypted form.

SIP X [—— SIP X
DP: SDES K dec 1 —> S-oSCk
[SDP: SDES Keys, Codec 1] P-CSCF [€——— [SDP: Codec 2]

-
-

=] |

A {SDES Keys, Codec 1, Codec 2}

A\ Y l {SDP: SDES Keys, Codec x}
IRI
{SDP: Codec 2}
Target F’-RW I IMS-AGW
ICoBeC T} v JCOdRCAT. S - 'C [<——— {Codec 2} Other Part

Case D> CeseD>-»- -

Codec x = Codec 1 for Case 1and Case 2

Codec x = Codec 2 for Case 3 and no SDES ..,

\/ Keys for case 3 3

DF3 Z g (SDES Keys}

Al » » — 7 o
SDP .~
| | | (without the RI
CcC cc cC SDES Keys)
{Codec 1} {Codec 1}  {Codec 2} Codec x = Codec 1 for Case 1 and Case 2 IRI

l l l Codec x = Codec 2 for Case 3 and no SDES {SDP: Codec x}

Keys ‘ l

LEMF |

Figure G.3-1: Transcoded Media with e2ae encryption

The Figure G.3-1 shows three different cases of CC interception points. In this example, Codec 1 is associated with the
media from the Target to the Ingress point of IMS-AGW and Codec 2 is used from the Egress point of IMS-AGW and
beyond. Therefore, Codec 1 is associated with the CC delivered to the LEMF when that CC isintercepted at the PDN-
GW or at the Ingress point of IMS-AGW, and Codec 2 is associated with the media delivered to the LEMF when that
CC isintercepted at the Egress point of IMS-AGW. The Codec 2 isincluded within the SDP of SIP messages handled
at the S-CSCF and therefore, if SSCSCF provides the codec information to the DF2 in al cases, then there would be a
misalignment with the codec information delivered over the HI2 and codec information associated with the CC
delivered over HI3 for Case 1 and Case 2.
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Depending on which case is used for the CC interception, the P-CSCF can send either Codec 1 or Codec 2 to the DF2.
With the DF2 using the codec information received from the P-CSCF for reporting purposes, the codec information
reported in the HI2 and HI3 are now aligned. For case 3, the codec information would be aligned irrespective of who
sends that information to the DF2. Therefore, for Case 3, P-CSCF sending the codec 2 information to the DF2 can be an
implementation aternative.

In this example, mediais encrypted (with SDES keysin SDP) from Target to the Ingress point of IMS-AGW and not
encrypted from the Egress point of IMS-AGW and beyond. Therefore, for Case 1 and Case 2, the DF2 has to provide
the SDES keys to the DF3 (see clause 7A.1.A) to perform the decryption. The S-CSCF does not receive the SDES keys
within the SDP of SIP messages. Therefore, P-CSCF shall send the SDES Keys to the DF2 and the DF2 shall use that
for itshandling (i.e., sending to the DF3). P-CSCF does not send any SDES Keysto the DF2 for Case 3 sincethe CCis
intercepted in the Egress point of IMS-AGW in a decrypted form.

In ascenario like this, an implementation can also be such that the CC interception is always done at the Egress point of
IMS-AGW (i.e., only Case 3), but because of some deployment situations and regulations, there may also be aneed to
perform the CC interception at the Ingress point of IMS-AGW (Case 2) or at the PDN-GW (Case 1).

G.4  CC Interception of transcoded media with e2e hop-
by-hop encryption

The Figure G.4-1 illustrates a case where the mediais transcoded at IMS-AGW with e2e hop-by-hop encryption.
Different SDES keys are for the encryption.
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") !
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A Codec1, Codec 2}
l (SDP: SDES Keys-x, Codec x}
A
\ A
Y IRI
{SDP: SDES Keys-2, Codec 2}
Target P-QW A IMS-AGW |
-{COUECTy: COHEN-W N | B

SDES Keys-1 | |

Case D> CaseD-»

1 Codec x = Codec 1 for Case 1 and Case 2
i 4 Codec x = Codec 2 for Case 3
SDES Keys x = SDES Keys-1 for Case 1
and Case 2 and SDES Keys-2 for Case 3

|lg———  — {SDES Keys x}
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1
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SDP .-
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Codec x = Codec 1 for Case 1 and Case 2 - l

l l l Codec x = Codec 2 for Case 3

LEMF

Figure G.4-1: Transcoded Media with e2e encryption

The Figure G.4-1 shows three different cases of CC interception points. In this example, Codec 1 is associated with the
media from the Target to the Ingress point of IMS-AGW and Codec 2 is used from Egress point of IMS-AGW and
beyond. Therefore, Codec 1 is associated with the CC delivered to the LEMF when that CC is intercepted at the PDN-
GW or at the Ingress point of IMS-AGW, and Codec 2 is associated with the media delivered to the LEMF when that
CCisintercepted at the Egress point of IMS-AGW. The Codec 2 isincluded within the SDP of SIP messages handled
at the S-CSCF and therefore, if S-CSCF provides the codec information to the DF2 in all cases, then there would be a
misalignment with the codec information delivered over the HI2 and codec information associated with the CC
delivered over HI3 for Case 1 and Case 2.
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Depending on which case is used for the CC interception, the P-CSCF can send either Codec 1 or Codec 2 to the DF2.
With the DF2 using the codec information received from the P-CSCF for reporting purposes, the codec information
reported in the HI2 and HI3 are now aligned. For case 3, the codec information would be aligned irrespective of who
sends that information to the DF2. Therefore, for Case 3, P-CSCF sending the codec 2 information to the DF2 can be an
implementation aternative.

The mediais encrypted (with SDES keysin SDP) from Target to the Ingress point of IMS-AGW with SDES keyes-1 as
the encryption keys and encrypted from Egress point of IMS-AGW to the other end using SDES keys-2 as the
encryption keys. The S-CSCF is aware of only the SDES keys-2 asit sees that in the SDP of the SIP messages. For
Case 1 and Case 2, the P-CSCF shall provide the SDES keys to the DF2. For Case 3, either of the two, S-CSCF or the
P-CSCF, can send the SDES keysto the DF2. DF2 has to use the SDES keys received from the P-CSCF for its handling
(i.e., sending it to DF3) to perform the decryption. For Case 3, if the P-CSCF does not send the SDES Keysto the DF2,
then the DF2 will use the SDES keys received from the S-CSCF for its handling.

In ascenario like this, an implementation can also be such that the CC interception is always done at the Egress point of
IMS-AGW (i.e., only Case 3), but because of some deployment situations and regulations, there may also be aneed to
perform the CC interception at the Ingress point of IMS-AGW (Case 2) or at the PDN-GW (Case 1).

G.5 CC Interception of transcoded media at the TrGW

The Figure G.5-1 illustrates a case where the mediais transcoded at TrGW. In this example, the TrGW provides the
transcoding. This scenario can be see when an incoming call to the Target is forwarded (illustration assumes) or when
Target isIMS roaming.

S-CSCF [ —— SIP X —_— IBCF

[SDP: Codec 1]
P-CSCF T

P-GW ,?getl {Codec x}

@ Codec 1 —P() TrGW '(\4— Codec 2 4@
e

IRI
{SDP: Codec 1}

> -
| coaex o 1 ) v
o 02 oo e
IR'I“' ILI ss;v [ [
{SDP: Codec x} (Co(égc 1 (Co(;(e:c 2

- I

LEMF

Figure G.5-1: TrGW Transcoded Media

The Figure G.5-1 shows two different cases of CC interception points. In this example, Codec 1 is associated with the
media from the first Other Party (e.g., calling party) to the Ingress point of TrGW and Codec 2 is used from Egress
point of TrGW to the second Other Party (e.g., forwarded-to-party). Therefore, Codec 1 is associated with the CC
delivered to the LEMF when that CC isintercepted at Ingress point of TrGW and Codec 2 is associated with the media
delivered to the LEMF when that CC isintercepted at the Egress point of TrGW. The Codec 1 isincluded within the
SDP of SIP messages handled at the S-CSCF and therefore, if S-CSCF provides that to the DF2 in both cases, there
would be amisalignment with the codec information delivered over the HI2 and codec information associated with the
CC delivered over HI3 for Case 2.
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Depending on which caseis used for the CC interception, the IBCF can send either Codec 1 or Codec 2 to the DF2.
With the DF2 using the codec information received from the IBCF for reporting purposes, the codec information
reported in the HI2 and HI3 are now aligned. For Case 1 the codec information would be aligned irrespective of who
sends that information to the DF2. Therefore, for Case 1, IBCF sending the codec 1 information to the DF2 can be an
implementation aternative.

In ascenario like this, an implementation can also be such that the CC interception is always done at the Ingress point

of TrGW (i.e., only Case 1), but because of some deployment situations and/or regulations, there may a so be aneed to
perform the CC interception at the Egress point of TrGW aswell.
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Annex H (informative):
Location only warrant

H.1 General

The following describes the information that is delivered for authorization in those countries that allow authorized
Lawful Interception (L1) for location scenarios.

H.2  Location only warrant

The ADMF provides the network and/ or LI LCS Client to collect location IRI against atarget with a specified
periodicity. The target may have several interception invocations with multiple LEAs. For an Authorization for location
reporting, all other IRI's not associated with Location isfiltered. For example if atarget places avoice call, new location
information is now available to be sent to the LEA with alocation authorization, that location data, and only the
location value can be sent to the LEA, any record of the event (call start and other associated event information) is not
be sent. Other LEASs may have awarrant for the Voice Services, and they will get the associated IRI. The invocations of
elements to be captured can be sent to the DF and/ or the MF can filter events not required for the Location
Authorization

H.3 Immediate Location warrant

The ADMF provides the network and/ or LI LCS Client to collect the immediate location of atarget. The target may
have several interception invocations with multiple LEASs. For an Authorization for Immediate location, all other IRI's
not associated with Location isfiltered.
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Annex | (informative):
Interception of Targets with Non-Local IDs

1.1 Introduction

This annex provides some informative illustrations on the interception of targets with Non-Local 1Ds. A target with a
Non-Local ID means that the identity used for the target may not belong to the network that is providing the
interception. However, in aroaming scenario, that subscriber with aNon-Local 1D could as well be in the network
where the interception is provided. For the lawful interception purpose, atarget with a Non-Local 1D is distinctly
identified as a Non-Local target along with the nature of the interception that is required to be performed on that target.

This clause covers only the IRI aspects of interception capabilities since the capabilities to perform the CC interception
do not change.

1.2 Interception of outgoing calls

.2.1 General

In order to perform the interception of outgoing calls to a particular destination (identified as target with Non-Local ID
for outgoing calls), called party information of the outgoing message is checked.

In the CS domain, this could be the Called Party Information present in the |AM message (as an example) that is sent
from the switch that performs the interception.

In the case of IMS-based VoI P cals, this can be any of the SIP headers used to identify the called party information
present in the outgoing SIP message. The examples are: Request URI and To headers. The interception functions may
be provided by the S-CSCF or P-CSCF (optional in a non-roaming case, and mandatory in the roaming case when LBO
approach is used as the roaming architecture). Alternatively, in another implementation, the interception functions may
also be provided by the Egress IBCF or Egress MGCF for a non-roaming case. Of the two approaches S-CSCF/P-CSCF
Vs IBCF/MGCEF used for non-roaming case, only one approach is required to be supported within a CSP's network.

1.2.2  Interception at S-CSCF or P-CSCF

The Figure 1.1 shows an example where the interception is done at the S-CSCF. The Figure |.2 shows an example where
the interception is done at the P-CSCF in aroaming case with LBO as the roaming architecture. In both illustrations,
Party-B is the target with Non-Local 1D and the nature of the interception to be performed is for outgoing calls. In the
call, the Request URI and To headers point to Party-B.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 318 ETSI TS 133 107 V14.2.0 (2017-07)

HI2

DF2

X2

Check Reqg-URI (Party-B), To (Party-B)

{ Target with Non-Local ID: :
i ; (Outgoing SIP)

Party-B, Outgoing

Er=J
» &

Party B

P-CSCF S-CSCF IBCFIMGCF \
Party-A

CSP with LI Order
Non-Local ID target Reg-URI: Party-B
To: Party-B

Figure I.1: IRI ICE at S-CSCF - interception of a target with Non-Local ID for outgoing calls

Figure I.1 shows the case where S-CSCF isthe IRI I CE and hence, the S-CSCF checks the Request URI and To headers
of SIP message that it sends out toward IBCF/MGCF. Since a match is found, S-CSCF would perform the interception.

In the event, multiple S-CSCF are involved in the signalling path (due to call forwarding case), all S-CSCF are expected
to do the same check and the S-CSCF closer to the Egress IBCF/MGCF will find a match. It isimportant to note that
the S-CSCF checks the headers from the SIP message it sends out because the Request URI of the SIP message it
receives will be pointing to the local ID (which may have the call forwarding activated).

Asin the case of interception of target with Local 1D, a P-CSCF may optionally provide the IRI I CE functionsin a non-
roaming case. However, in aroaming case with LBO as the roaming architecture, P-CSCF providesthe IRl ICE

functions.
LEMF

HI2

DF2

X2

i Target with Non-Local ID:
i Party-B, Outgoing

Check Req-URI (Party-B), To (Party-B)
(Outgoing SIP)

IBCF \ > @

Party-A Party B

VPLMN with LI order

for Non-Local ID target Reqg-URI: Party-B
To: Party-B

Figure 1.2: IRI ICE at P-CSCF (roaming) - interception of a target with Non-Local ID for outgoing calls

In Figure |.2, the P-CSCF in the VPLMN checks the Request URI and To headers of SIP message that it sends out
toward IBCF. Since a match is found, P-CSCF would perform the interception.
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1.2.3  Interception at the IBCF/MGCF

The Figure 1.3 shows an example where the interception is done at the IBCF or MGCF in a non-roaming case. In the
illustration, Party-B isthe target with Non-Loca ID and the nature of the interception to be performed is for outgoing
calls. In the call, the Request URI and To headers point to Party-B.

HI2

Check Reg-URI (Party-B), To (Party-B)
i For IBCF it is outgoing SIP
For MGCEF, it is incoming SIP

i Target with Non-Local ID: ;
Party-B, Outgoing

IBCF/MGCF

i For IBGF oa
or case
CSP with LI Order ForMGCF case ..

Non-Local ID target

Reqg-URI: Party-B
To: Party-B

Figure 1.3: IRI ICE at BCF - interception of a target with Non-Local ID for outgoing calls

Figure 1.3 shows the case where the Egress IBCF or MGCF isthe IRI | CE for intercepting when the target is identified
with aNon-Local ID. Accordingly, the IBCF or MGCF checks the Request URI and To headers of SIP message. Since
MGCEF is providing signalling conversion (e.g., SIP to ISUP and Vice-Versa), the MGCF checks the headers of the SIP
message it receives. IBCF could check the headers from either of the SIP messages (they have to be the same anyway).
Alternatively, the MGCF could also check the Called Party Information present in the IAM it sends out.

1.3 Interception of incoming calls

1.3.1 General

In order to perform the interception of incoming calls from a particular origination point (identified as target with Non-
Local ID for incoming calls), calling party information and redirecting party information of the incoming message are
checked. The redirecting information is checked because the call may have encountered a call forwarding before
arriving at the CSP where the interception for Non-Local ID is performed.

In the CS domain, this could be the Calling Party Information and Redirecting Party Information present in the lAM
message (as an example) that isreceived at the switch where the interception is performed.

In the case of IMS-based Vol P calls, this can be any of the SIP headers used to identify the calling party information
and redirecting party information present in the incoming SIP message. The examples are: P-Asserted |d, From headers
and History-Info, Diversion headers. The interception functions may be provided by the S-CSCF or P-CSCF (optional
in a non-roaming case and mandatory in the roaming case when LBO approach is used as the roaming architecture).
Alternatively, in another implementation, the interception functions may also be provided by the Ingress IBCF or
Ingress MGCF for non-roaming case. Of the two approaches S-CSCF/P-CSCF Vs IBCF/MGCF used for non-roaming
case, only one approach is required to be supported within a CSP's network.

1.3.2 Interception at S-CSCF or P-CSCF

The Figure 1.4 shows an example where the interception is done at the S-CSCF. The Figure 1.5 shows an example where
the interception is done at the P-CSCF in aroaming case with LBO as the roaming architecture. In both illustrations,
Party-A isthetarget with Non-Local ID and the nature of the interception to be performed is for incoming calls. In the
call, the P-Asserted-1d, From headers point to Party-A. There are no History-Info or Diversion headersin the examples.
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Figure I.4: IRI ICE at S-CSCF - interception of a target with Non-Local ID for incoming calls

Figure 1.4 shows the case where S-CSCF isthe IRI ICE and hence, the S-CSCF checks the P-Asserted-1d and From
headers of SIP message that it receives from the I-CSCF. Since a match is found, S-CSCF would perform the
interception. In the event, multiple S-CSCF are involved in the signalling path (due to call forwarding case), all S-
CSCFs may to do the same check and al S-CSCFs may end up finding a match to the target's Non-Local ID. Specia
care will have to be taken to suppress the duplicate interception of one LI request. When a call forwarding isinvolved,
the subsequent S-CSCF may see History-Info or Diversion headers present, however, none of those are expected to
match the Non-Local ID of the target. Asin the case of interception of target with Local ID, a P-CSCF may optionally
provide the IRI ICE functions in a non-roaming case. However, in aroaming case with LBO as the roaming
architecture, P-CSCF provides the IRI | CE functions.

HI2 -
X2
Target with Non-Local ID: Check PAI (Party-A), From (Party-A)
i Party-A, Incoming Check History-Info, Diversion i
(Incoming SIP)

= » IBCF »| P-CSCF ™y
Party-A 3 Party-B

PAIl: Party-A
From: Party-A

............................................

VPLMN with LI order
for Non-Local ID target

Figure 1.5: IRI ICE at P-CSCF (roaming) - interception of a target with Non-Local ID for incoming calls

In Figure 1.5, the P-CSCF in the VPLMN checks the P-Asserted-1d, From headers and History-Info and Diversion
headers of the SIP message that it receives. Since a match is found for P-Asserted-1d and From header values, P-CSCF
would perform the interception.

1.3.3 Interception at the IBCF/MGCF

The Figure 1.6 shows an example where the interception is done at the IBCF or MGCF in a non-roaming case. In the
illustration, Party-A isthe target with Non-Local 1D and the nature of the interception to be performed is for incoming
calls. In the call, the P-Asserted-1d and From headers point to Party-A. There are no History-Info or Diversion headers
in the example.
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Figure 1.6: IRI ICE at BCF - interception of atarget with Non-Local ID for incoming calls

Figure 1.6 shows the case where the Ingress IBCF or MGCEF isthe IRI | CE for intercepting when the target is identified
with aNon-Local I1D. Accordingly, the IBCF or MGCF checks the P-Asserted-Id, From headers, and History-Info,
Diversion headers of SIP message. Since MGCF is providing signalling conversion (e.g., ISUP to SIP and Vice-Versa),
the M GCF checks the headers of the SIP message it sends out. IBCF could check the headers from either of the SIP
messages (they have to be the same anyway). Alternatively, the MGCF could also check the Calling Party Information
and Redirecting Information present in the IAM message that it receives.
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Annex J (informative):
Lawful Interception lllustrations in VPLMN with S8HR

J.1 Overview

Thisinformative annex illustrates the process of performing lawful interception in the VPLMN for voice services
involving the inbound roaming targets when S8HR approach is used as the roaming architecture.

When S8HR approach is used as the roaming architecture for VoL TE, al of the IMS nodes reside in the HPLMN. Even
the PDN-GW residesin the HPLMN. In this case, the lawful interception of voice services involving the inbound
roaming targets requires new capabilitiesin the VPLMN since the VPLMN does not have any IMS nodes. New LI-
specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes to
generate IRl and CC when the communication involves an inbound roaming target. The LI architecture diagram shown
infigure 1j is expanded in figure J.1 that shows an overview of S8HR roaming architecture as well.

ETSI



3GPP TS 33.107 version 14.2.0 Release 14 323 ETSI TS 133 107 V14.2.0 (2017-07)
VPLMN | HPLMN
S6a
Mw/Mg/Mi
Gm over SGi
S1-MME S11
Gx
. Other signaling and media
[InéJoEnd LTE-Uu e S1-U Serving Gateway/ S8 [ —— | Mb over SGi nodes in HPLMN and other
Roaming Target] BBIFF networks
E e=——> Signaling/Media E
\ = Signaling E
.
| — i H IP/TDM
Xia Xib IR
LMISF Other Party
X1_1 | |
- X2 X3
Delivery Delivery
| ADME | Function 2 Function 3
T Hi2 HI3
HI1 # +
\— LEMF
VPLMN i HPLMN
S6a
Mw/Mg/Mi
PCRF Gm over SGi
S11
Gx
i Other signaling and media
[InéJoEnd EUTRAN S1.U | Serving Gateway! S8 [ pomow | Mb over SGi nodes in HPLMN and other
Roaming Target] w BBIFF networks
jmeessccccce- seeececee ===y
Xia Xib i e=—— Signaling/Media E
1+ = Signaling !
[}
{ = Media : IP/TDM
Xic
Y |
LMISF Other Party
X1_1 | |
- )12 X3
Delivery Delivery
ADME | Function 2 | | Function 3 |
HI2 HI3
i1 l ETSI




3GPP TS 33.107 version 14.2.0 Release 14 324 ETSI TS 133 107 V14.2.0 (2017-07)

Figure J.1 Lawful interception of voice services in VPLMN for S8HR

Asshownin figure J.1, the SIP signalling messages are exchanged between the UE and P-CSCF over the Gm reference
point. Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that correspondsto
the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that correspondsto the Media Bearer
(i.e., dedicated EPS Bearer used to carry the media packets). The present document assumes that the EPS Bearer ID of
the IMS Signalling Bearer is aways linked to the dedicated EPS Bearer used as a Media Bearer.

J.2 Process Flow

The basic concept is LMISF instructs the S-GW/BBIFF over the Xib reference point to deliver packets from the GTP
tunnels associated with IMS signalling bearer of all inbound roamers with SBHR as the roaming architecture. S-
GW/BBIFF extracts the packets from those GTP tunnels and delivers the sameto the LMISF. The LMISF extracts the
SIP messages from those packets and provides an IMS call state function similar to the way P-CSCF providesthe IMS
call state function. In addition, the LMISF provisioned with the target identity by ADMF examines the SIP messages to
determine whether the IM S session needs to be intercepted. When the IM S session needs to be intercepted, the LMISF
generates IRI from the SIP messages and deliver the same to the Delivery Function 2 over X2 reference point. In
addition to the generation and delivery of IRI, when CC interception is required, the LMISF aso informs the S-
GW/BBIFF that the IMS session is being intercepted and instructs the SS-GW/BBIFF over Xib reference point to start
delivering the packets from the Media Bearer | associated with the intercepted IMS Signalling Bearer. The S
GW/BBIFF extracts the packets from that GTP tunnel used for Media Bearer associated with the intercepted IMS
Signalling Bearer and delivers the same to the LMISF. The LMISF constructs the CC from those packets and delivers
the sameto the Delivery Function 3 over X3 reference point.

Figure J.2 shows the stepsto illustrate the process flow:
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Figure J.2: Process Flow of S8HR LI

1. LMISFisprovisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from
the ADMF.

2. LMISF instructs the SSGW/BBIFF to notify (to LMISF), based on the GTP-C event, whenever an IMS
Signalling Bearer for SBHR APN is created, modified, or deleted, and to deliver the packets (to LMISF) of all
IMS Signalling Bearers established for SSHR APNSs (Access Point Names). Here, the LMISF may supply the
S8HR APNsto the S-S GW/BBIFF.

NOTEL: Thisstepisindependent of target specific LI service operation such as Step 1.

3 S-GW/BBIFF to notifiesthe LMISF, based on the GTP-C event, whenever the IMS Signalling Bearer for SSHR
APN is created, modified, or deleted

NOTE2: The S-GW/BBIFF includesthe IMS| value associated with the inbound roamer's UE when natifies (to the
LMISF) creation, modification or deletion of IMS Signalling Bearer for SSHR APN.

4. S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no
idea whether the packets of an IMS Signalling Bearer are related to atarget or not. It smply delivers all packets.

5. The LMISF looks for the SIP message within those packets delivered by the S-GW/BBIFF and examines the SIP
headers that carry the calling party identity or called party identity (depending on the call direction) to verify
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whether any of those match with the target identity stored locally. If the SIP message corresponds to atarget,
then the LMISF delivers the SIP message to the DF2 over the X2 reference point.

6. The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [11].

The following steps are performed only if CC interception is required.

7. The LMISF then informs the S--GW/BBIFF about the IMS Signalling Bearer that corresponds to intercepted
IMS session and instructs the SS-GW/BBIFF to start delivering (to LMISF) the packets of the Media Bearers
associated with that IMS Signalling Bearer.

NOTE 3: Step 7 isexecuted in parallel to step 5.

8. S-GW/BBIFF delivers the media packets to the LMISF. The S-GW/BBIFF knows that the media packets are
related to an IMS Signalling Bearer, but does not know which media packet is related to which IMS sessionin
the event target isinvolved in multiple sessions. The S-GW/BBIFF need not know that association.

LMISF looks at the media packets that it receives and examines the | P address and the port number associated

with the RTP stream. Then LMISF will determine the associated IM S session comparing the | P address/port

number of the RTP stream with the similar information from the IMS session. LMISF delivers the media packets

to DF3 aong with the Correlation Number it has used while delivering the SIP messages to DF2.

10. DF3 generates and delivers the CC as per TS 33.108 [11] to the LEMF.

Figure J.3 below illustrates the above steps in aflow diagram format.
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Figure J.3: Flow diagram illustrating the process steps for S8HR LI

Y

The LMISF will be able to correlate the CC with the IRI since it receives both media packets and the IMS signalling

packets.

Figure J.4 shows the steps when an intercept is deactivated during a VoL TE session.
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Figure J.4: Flow diagram illustrating the process steps during intercept stop procedures for S8HR LI

1. LMISFisprovisioned to deactivate the lawful interception on the target (for VVoice Services, it can be SIP URI,
TEL URI or IMEI from the ADMF.

The LMISF will stop generation of IRI and CC immediately after it detects that the interception is deactivated.
The following steps may be required if CC interception is applicable.

2. TheLMISF informsthe S-GW/BBIFF about the identity of the IMS Signalling Bearer on which the interception
is stopped and instructs the S-GW/BBI FF to stop delivering the packets of the Media Bearers associated to that
IMS Signalling Bearer to LMISF.

The S-GW/BBIFF will stop delivering the media packets associated with the intercepted IMS Signalling Bearer to
the LMISF.

J.3 Call Flows

J.3.1 General

Four call flows are presented in this clause:
- Inbound roaming target originates avoice call. The CC interception is required.
- A voice cdl isterminated to an inbound roaming target. The CC interception is required.
- Aninterception is activated while an inbound roaming user is active on acall.
- Aninbound roaming user originates a voice call. The CC interception is not required.

In all the call flows, the target identity isthe SIP URL or TEL URL. All the call flows assume that the SIP messages
and the media are not encrypted at S-GW/BBIFF (one of the requirements for performing the lawful interception in the
VPLMN for S8HR).
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J.3.2 Originating call
Figure J.5 below illustrates a call flow where an inbound roaming target originates a voice call. In the flow, Party A

(target) cals Party B. The flow showsthat Party B isaso an IMS user (SIP messages are shown), however, Party B
can also be anon-IMS user served by CS domain.
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Figure J.5: Call Origination from an inbound roaming target with S8HR

The S GW/BBIFF deliversthe IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify
whether the SIP headers pointing to the calling party (e.g. P-preferred-ldentity, From) is atarget. In thisillustration, that
isthe case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation
number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information
associated with the intercepted IM S session. Once the dedicated EPS Bearer to be used as the Media Bearer linked to
the EPS Bearer 1D of the IMS Signalling Bearer is created, SS-GW/BBIFF delivers the media packets flowing through
the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with
the correlation number D1 to the DF3. The DF3 deliversthe CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the
S-GW/BBIFF as |RI to the DF2 which in turn the deliver the same to the LEMF.

J.3.3 Terminating call

Figure J.6 below illustrates a call flow where an inbound roaming target receives avoice cal. In the flow, Party A calls
Party B (target). The flow shows that Party A isalso an IMS user (SIP messages are shown), however, Party A can
also be anon-IMS user served by CS domain.
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Figure J.6: Call Termination to an inbound roaming target with SBHR

The S-GW/BBIFF deliversthe IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify
whether the SIP headers pointing to the called party (e.g. Request URI, P-Called-Party-Id, To) isatarget. In this
illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2
with correlation number D1. The DF2 forwardsthe IRI to the LEMF.

Since CC interception is required, the LMISF notifies SSGW/BBIFF with the IMS Signalling Bearer information
associated with the intercepted IM S session.

Once the EPS Bearer to be used as the Media Bearer linked to the EPS Bearer 1D of the IMS Signalling Bearer is
created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the
LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3
deliversthe CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the
S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.4 Mid-Call Interception

Figure J.7 below illustrates a call flow where a lawful interception is activated while an inbound roaming user is active
on avoice cal. Inthe flow, Party_A (target) calls Party B. The flow showsthat Party B isaso an IMS user (SIP
messages are shown), however, Party B can also be anon-IMS user served by CS domain.
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Figure J.7: Mid Call Interception

The S-GW/BBIFF deliversthe IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify
whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is atarget. In thisillustration, that
is not the case, and therefore, the LMISF does not generate any | Rl messages. However, the LMISF stores this SIP
message and the subsequent SIP messages. The LMISF al'so maintains the IMS call state for the inbound roaming user.

Inthisillustration, alawful interception is activated on the inbound roaming user right after the called party (Party_B)
answers the call, but before the Party A (target) has a chance to send the ACK message. Since the SDP offer and SDP
answer are already completed, the LMISF generates the Start Interception for established IMS session with the
Correlation Number D1 to the DF2 over X2 reference point. The DF2 forwards the same to the LEMF over the HI2
reference point.

NOTE: Thisflow assumes that there was no other lawful intercepts active on the target.

Since the just activated lawful interception requires CC interception, the LMISF notifies S-GW/BBIFF with the IMS
Signalling Bearer information associated with the IMS session on which the lawful interception is activated.

The S-GW/BBIFF delivers the media packets from the GTP tunnel used for the Media Bearer linked to the EPS Bearer
ID of the IMS Signalling Bearer to the LMISF. The LMISF delivers the media packets as the CC aong with the
correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF over HI3 reference point.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the SSGW/BBIFF as IRl to the
DF2 which in turn the deliver the same to the LEMF.
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J.3.5 Lawful Interception without CC
Figure J.8 below illustrates a call flow where an inbound roaming target originates a voice call. The lawful interception

does not require CC interception. In the flow, Party A (target) calls Party_B. The flow showsthat Party B isalso an
IMS user (SIP messages are shown), however, Party B can al'so be anon-IMS user served by CS domain.
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Figure J.8: Call Origination from an inbound roaming target with S8HR; CC is not required

The S-GW/BBIFF deliversthe IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify
whether the SIP headers pointing to the calling party (e.g. P-preferred-1dentity, From) isatarget. In thisillustration, that
isthe case, and therefore, the LMISF forwards the IRl message containing the SIP INVITE to the DF2 with correlation
number D1. The DF2 forwardsthe IRI to the LEMF.

Since CC interception is not required, the LMISF does not notify the SSGW/BBIFF with the IMS Signalling Bearer
information associated with the intercepted IM S session.

S-GW/BBIFF does not deliver the media packets flowing through the GTP tunnel of Media Bearer to the LMISF. Asa
matter of fact, the SSGW/BBIFF does not know that the call involves atarget.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the
S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.6 S-GW Relocation

Figure J.9 below illustrates a call flow where aa S-GW rel ocation occurs while an inbound roaming user is active on a
voicecal. Inthe flow, Party A (target) calls Party B. The flow showsthat Party B isalso an IMS user (SIP messages
are shown), however, Party B can also be anon-IM S user served by CS domain.
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Figure J.9: S8HR LI with S-GW Relocation

The old SS=GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to
verify whether the SIP headers pointing to the calling party (e.g. P-preferred-1dentity, From) is atarget. In this
illustration, that is the case, and therefore, the LMISF forwards the IRl message containing the SIP INVITE to the DF2
with correlation number D1. The DF2 forwardsthe IRI to the LEMF.

Since CC interception is required, the LMISF notifies old S-GW/BBIFF with the IMS Signalling Bearer information
associated with the intercepted IMS session.

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling
Bearer is created, old S GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media
Bearer to the LMISF. The LMISF delivers the media packets as the CC aong with the correlation number D1 to the
DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK) received fromthe old S-
GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

Inthisillustration, a S-GW relocation happens right after the called party (Party_B) answers the call, but before the
Party A (target) has a chance to send the ACK message. When the IMS Signalling Bearer is created, the new S
GW/BBIFF notifies the LMISF aong with the IMSI value with an indication that a S-GW relocation has occurred. The
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LMISF examines to see whether the IMS Signalling Bearer is associated with an intercepted IMS session. In this
illustration since the CCinterception is required, the LMISF notifies the SS-GW/BBIFF with the IMS Signalling Bearer
information associated with the intercepted IMS session.

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling
Bearer is created, new S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media
Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the
DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the new S-GW/BBIFF as IRl
to the DF2 which in turn the deliver the same to the LEMF.

J.4 Correlation of CC and IRI

A target isidentified using SIP URI, TEL URI or IMEI. Not all SIP messages carry these identities. The LMISF by
maintaining the IMS call state is able to determine the subsequent SIP messages that correspond to the same target.
When atarget isinvolved in multiple IMS sessions, the LMISF will have the logic to associate and correlate the SIP
messages that are related to an IM S session. For example, the SIP messages that have the same Call Identity value can
be treated as the SIP messages of a particular IM S session and hence, when reported to the LEMF (via DF2) can have
the same Correlation Number.

LMISF will also examine the SIP messages that carry the SDP offer and SDP answer to determine the media
information related to an IM S session.

When an IM S session is established, the mediainformation is exchanged between the two end points of the media
stream (e.g. target's UE and IMS-AGW in HPLMN) through the SDP offer and answer process. The combination of IP
address of the end point (e.g. UE and IMS AGW) and UDP port numbers used to transport the RTP and RTCP are part
of this SDP offer and answer along with other things like Codec information. The media packets (i.e. RTP streams)
exchanged between the two end points of the media use those | P addresses and the port numbers (assigned for RTP).

One method that can be used to establish the correlation is to use the IP addresses and the UDP port numbers exchanged
within the SDP offer and answer process and compare them with the | P addresses and UDP port numbers of the media
packets to establish an association between the IMS session and the media.

In other words, the | P address and UDP port numbers associated with a media packet when compared with the P
address and UDP port numbers exchanged in the SDP offer and answer, one can determine to which IMS session a
media packet corresponds to. Once that determination is made, these parameters may be used to establish a correlation.

When S-GW/BBIFF is asked to deliver the packets from the IMS Signalling Bearersto LMISF, it delivers everything
above the GTP-U layer. SSGW/BBIFF does not ook into the IMS packets above the GTP-U layer. Similarly, when the
S-GW/BBIFF is asked to deliver the packets from the Media Bearer to the LMISF, it delivers everything above the
GTP-U layer. It does not ook into the Media packets above the GTP-U layer. However, the BBIFF knows that the
Media Bearer and the IMS Signalling Bearer are related through the GTP protocol concepts defined in TS 29.274 [38].

The LMISF will generate a Correlation Number and include that Correlation Number while delivering the SIP messages
to the DF2. When the media packets are received, LMISF will examine the Media packets to determine which IMS
session, the Media packets are related to. Once determined, the LMISF will deliver the Media packets to the DF3 along
with the Correlation Number previoudly stored against the IM S session.
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Change history
Date Meeting |TDoc CR Rev [Cat [Subject/Comment New
version
SA 03 - Approved at SA#6 and placed under TSG SA Change Control 3.0.0
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2002-09 [SP-17 SP-020511 0027 |- F Additional X3-interface parameters 5.4.0
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2005-12 |SP-30 SP-050779 (0054 |- B Start of interception for already attached UE 7.2.0
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2007-03 [SP-35 0060 |- B Stage 2 MBMS Interception 7.5.0
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IRI 8.0.0
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2007-09 [SP-37 SP-070599 0064 |- A Stage 2 MBMS Interception 8.1.0
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2007-12 |SP-38 SP-070788 [0067 |- C MBMS IRI Registration 8.2.0
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ETSI



3GPP TS 33.107 version 14.2.0 Release 14 336 ETSI TS 133 107 V14.2.0 (2017-07)

2008-03 [SP-39 SP-080172 0069 |1 D Removing "P" suffix from references 8.3.0
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2010-06 |SP-48 SP-100253 |90 - F Reporting of Dual Stack PDP address from the SGSN 10.0.0
2010-10 [SP-49 SP-100570 92 - A Correction in IMS Conference Service X2 interface 10.1.0
2010-10 |SP-49 SP-100570 |93 - A IMS Conference Service configuration for CC interception 10.1.0
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2010-10 |SP-49 SP-100481 [94 - B LI architecture and functions for KMS based IMS Media Security |10.1.0
2010-10 |-- -- -- -- - ToC update 10.1.1
2010-12 |SP-50 SP-100845 |97 1 A IMSI based activation 10.2.0
2010-12 |SP-50 SP-100865 |98 1 B MME start of interception with bearer active 10.2.0
2010-12 [SP-50 SP-100865 103 1 C Corrections and Alignment for IMS Conferencing 10.2.0
2011-03 |SP-51 SP-110023 104 - B Location information from trusted non-3GPP access 10.3.0
2011-03 [SP-51 SP-110023 106 - C Security requirements for LI in KMS based IMS media security 10.3.0
2011-03 |SP-51 SP-110023 111 - F Initiator parameter definition 10.3.0
2011-03 |[SP-51 SP-110021 109 - A IMS Conf LI 33.107 10.3.0
2011-06 |SP-52 SP-110260 [112 - C TLS and IPsec profiling for Xk interface 10.4.0
2011-09 [SP-53 SP-110511 113 - B Reporting of PMIP and DSMIP session modification 11.0.0
2012-03 ([SP-55 SP-12-0034 |114 F Correction on MIP specific parameters provided over the X2
interface. 11.1.0
2012-06 [SP-56 SP-120336 114a |1 C IMSI in untrusted non-3GPP access 11.2.0
2012-06 |SP-56 SP-120336 115 1 C SGs received location transfer over the X2 interface 11.2.0
2012-06 [SP-56 SP-120336 116 2 F UE IP Address at X2 interface 11.2.0
2012-06 |SP-56 SP-120336 117 1 F Handover indication at X2 interface 11.2.0
2012-06 [SP-56 SP-120336 118 1 F IMS Conference Services 11.2.0
2012-06 |SP-56 SP-120336  |119 1 F IMS Provison of CC 11.2.0
2012-09 |SP-57 SP-120627 120 1 F Reference list correction to align with the corrected TS 29.212 title |11.3.0
2012-09 |SP-57 SP-120600 121 - B H(e)NB Support in TS 33.107 12.0.0
2012-12 |SP-58 SP-120854 122 - B LI events for trusted non-3GPP access on GTP S2a, Rell12 12.1.0
2012-12 |SP-58 SP-120854 123 - F Removal of LTE 12.1.0
2013-03 [SP-59 SP-130034 |124 |- B Start of interception for an already established IMS media secured |12.2.0
session
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2013-06 |[SP-60 SP-130248 126 - C Provision on Unencrypted CC 12.3.0
127 - B Mid Session Interception for IMS
2013-09 [SP-61 SP-130401 128 - B Addition of LI to GBA 12.4.0
129 - F Adding version to non 3GPP references
130 - F Updating Tel URL to Tel URI
2013-12 |SP-62 SP-130661 131 - B ULI timestamp reporting 12.5.0
132 - D Editorial Correction on header
133 - B 107 UMTS IRI Packet Header Information Reporting
134 - B 107 WLAN IRI Packet Header Information Reporting
135 - B 107 LTE IRI Packet Header Information Reporting
136 - F Correction to I-WLAN LI location information reporting
137 - D Editorial Fix of implementation of SA3LI13 073r3
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140 - F Clarification to EPS Interception for Trusted Non-3GPP IP Access
141 - B Addition of VolIP LI Functions
2014-06 |SP-64 SP-140310 [142 - F Editorial clean-up of target & monitored subscriber 12.7.0
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144 - A IMS IMEI Interception
145 - B LI for GCSE Group Communications
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149 - B IMS-based VolP Stage 2 Call Flows
2014-09 |SP-65 SP-140586 150 - B LI functionalities for GTP based s2b interfaces 12.8.0
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157 - C Clarifications to IMS Interception relative to CC
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support the annex M of TS 33.108 on Hil over Hi2
167 - F Clarification on X interfaces
168 - F Adding logical function information
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interception
171 - B WebRTC Interworking LI Stage 2
2015-06 SP-68 |SP-150296 172 - F Clarification on the delivery of encryption keys and the CC delivery [12.11.0
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