ETS| TS 129 336 V15.3.0 (2018-07)

& >

TECHNICAL SPECIFICATION

Universal Mobile Telecommunications System (UMTS);
LTE;
Home Subscriber Server (HSS)
diameter interfaces for interworking
with packet data networks and applications
(3GPP TS 29.336 version 15.3.0 Release 15)

X056

A GLOBAL INITIATIVE



3GPP TS 29.336 version 15.3.0 Release 15 1 ETSI TS 129 336 V15.3.0 (2018-07)

Reference
RTS/TSGC-0429336vf30

Keywords
LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2018.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3GPP TS 29.336 version 15.3.0 Release 15 2 ETSI TS 129 336 V15.3.0 (2018-07)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 29.336 version 15.3.0 Release 15 3 ETSI TS 129 336 V15.3.0 (2018-07)

Contents

Intellectual Property RIGNES.... ..ot e e b e 2
0 (=117 0 (o R 2
MoOdal VErDS TEMINOIOQY ... .ccveieeiii ettt ettt e e s re s be e b e sbeeaeesbesreensesaeeaseseesneensesreeneensensens 2
0T (=T /o] o 7
1 o0 o< TSP PP PP PRSI 8
2 R S E (= 10 8
3 Definitions, symbols and abbreviations.............cceieeieiicecce e e e 9
3.1 F N oo (=Y = (0] o OO 9
4 (€11 = I DL o ] o i [o] o TSSOSO SRR 9
4.1 11 0o [0 Tex 1o o [ SRS SRO 9
5 Diameter-based SOMYSON INEEITACE. .......c.eii ittt s e be e e sree e enes 11
51 11 (0o (U Tex 1o o [ OSSPSR 11
5.2 oot o (U1 Lo D= o ] o1 o 11
521 Subscriber INfOrmMation REINEVEL...........eeccuiiicee et ee et ee et e st e et e e beeesaeesbesenseeeebesenseeenns 11
5211 (TS 01 - O ROPR 11
5212 Detailed BENaVIoUr Of tNEHSS .........oo ettt et et s e e ebe e et eenaeeesbeeeeneeeaes 13
5213 Detailed BEhaviour Of the MT C-IWE ........oo et tee et e ete e e etee et e e eaeeebeeenee e 14
5214 Detailed BEhaviour Of thE MT C-AAA ...ttt stee et etee e etee s taeestee e sbeessseseebesenseeebesensesenns 14
6 ProtoCol SPECITICALION ......c.eeiviiiieii ettt st b e s te et e s beeae e besaeenaestesneetesteeneens 14
6.1 11 (00 [0 Tex 1o o [OOSR 14
6.1.1 Use Of DIiameter Base PrOtOCO ........cccuieiiieiieccie ettt ettt tte s sate e s ne e sabe e snreesreeesaneesnreesnneesanas 14
6.1.2 SECUNNG DiaMELEr IMESSAES. ... eeveiteieeiteeste et eeesteesteesteetesseessaesteesseestesseesseesseenseenseaseeasensseessensseesesnsesnes 15
6.1.3 ACCOUNEING FUNCHIONAITTY ....cvieieitiieeet ettt bttt e b et e 15
6.1.4 USE Of SESSIONS.......ceiitieitiiietee et eteeeeteeesteeestee e saeeeabesesseesabesesseeeabeseaseeeabeseaseeeabesessseesbesesssesastessnseesnteesnseesares 15
6.1.5 TrANSPOIE PrOLOCOI ....veviaectitieet ettt b bbbt b st b bbb bt e eas 15
6.1.6 ROULING CONSIAEIELIONS......c.eeueeteieeieete sttt sttt a e bbb e bbb bbbt b e se et eb e s b et eb b 15
6.1.7 Advertising ApPliCatiON SUPPOIT .........ooueiiirieiririeeeert ettt b et sb bt b e e et st n et b sne e 15
6.1.8 Diameter APPlication THENEITIEN .......ccoiii e 16
6.1.9 Use Of the SUPPOMEO-FEAIUINES AV P.........o ettt e st e e te e teeteenesnnesnes 16
6.1.10 User Identity t0 HSS r@SOIULION .........eceiieeieeie ettt et e e st e teeaeeneeneeenes 16
6.2 (0] 41077200 ST RSSO 16
6.2.1 [ a1 0o (U Tex 11 o] A SRS 16
6.2.2 COomMMEANA-COUE VAIUES........c.eve ettt ettt e e st e st e s e e s aae e sab e e sabeesabeeeabeesabeeenseesnbesenseeebeeenseenses 16
6.2.3 Subscriber-Information-Request (SIR) COMMENG ..........coeiiiiriiiiiirieiee e eeeen 17
6.24 Subscriber-Information-Answer (SIA) COMMEANG.........coiiiririiiiiieeee e eeeens 17
6.3 Result-Code AVP and Experimental-ReSUIt AVP VEIUES ..ot 18
6.3.1 (€T 1 - RO 18
6.3.2 SUCCESS. ...ttt ettt e e ettt e e et e e e ettt e e e ettt e e eeateeeeetseeeeaateseeasseeeesabeeeaeastesesassseeesabeeeaasbeeesansseeeasseeeeanteeeeenseeesasrenanan 18
6.3.3 PEIMANENT FAIUINES ..ottt ettt ettt e e et e e ee e et e e e e e e beeeesseeebeeesaseesaeeesseeesseeesssesenteesnreesares 18
6.3.3.1 DIAMETER_ERROR _USER _UNKNOWN (5001) ....ccccoceieitieiireeiesiesesieseesresseesaessesse e ssesssessesseseens 18
6.3.3.2 DIAMETER_ERROR_UNAUTHORIZED REQUESTING _ENTITY (5510).....ccccccvvriererereninnens 18
6.3.3.3 DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) ...cccccveieiierieriesiesieeeeeeseesesresseseeseennens 18
6.4 AV PS ..ttt ettt ettt e b b e be e bee—e et et eihe e bt ebeebeaheeabe e b e e be e beaaresaeesheeabe e beebeeareentenbeeares 18
6.4.1 (1= 01 - | OSSOSO 18
6.4.2 O L= g Lo = ) (= SRS 20
6.4.3 S V(o= 1 TSR 20
6.4.4 SCSTUEBNLILY ..ttt ettt bbb e bt b e b e bt s e eb e e b e se bt e b e st e bt e bt sb e e eb e s b e e ebenbe e ebesbennenen 20
6.4.5 S AV (VS e £ 11 (< £SO 20
6.4.6 TA-ParBIMELELS.......eeeiiie ettt e e e e e e et e e e e e e s eeeaareeeeeeseaaasteeeaaasaasasbaseeaaaeesantasseeaaaesaasnsseeesansannsnnres 20
6.4.7 S AV (o= DL - T OSRR 21
6.4.8 L R DT - N TSROSO 21
6.4.9 H S CAUSE. ... oo ettt ctte et e st et e et et e s e st e ebeeebeebe e st e eateebeesbeesbeebeaasesasesaseeaeeebeenbeenbeaseeebeeabeesbeenbeentesnnesnnesees 21
6.4.10 S T T S 22

ETSI



3GPP TS 29.336 version 15.3.0 Release 15 4 ETSI TS 129 336 V15.3.0 (2018-07)

6.4.11 EXEOINAL T ABNLITTEN ...t bttt et b e bbbttt et e e e besbeeb e e e enneneen 22
6.4.12 IS S V10 T oo L= P 22
6.4.13 Additional-SErVING-NOUE...........cci e sae s e e e sreesseeteessesseenseeneeensesseessaesaens 23
6.4.14 LS Y R T N W T o PSPPSR 23
6.4.15 IP-SIM-GWW-NEBIME......eeeuiiteieeieete sttt sttt st st se et st s e e st besae st s bese e st sbe st e st ebeseeseebesseseebeseeneabesseneebenbenens 23
6.4.16 OC-SUPPOIEO-FEALUINES ......ccueeee et ettt sttt s e rte st e e s e s te e te e e esteseesaeesreesseesseenseenteeseesseesseenseensenneennes 23
6.4.17 @O I OSSP 23
6.4.18 IP-SIM-GWW-REBIM .....coceiitiiecitete ettt sttt st st sa st s tese s s be s e e sesbeseesesbesaesesbesaeneabesaeneetensenens 23
6.4.19 D = TSRS 24
6.4.20 (0 TSRS 24
7 Diameter-based SOt INTEITaCE........o ettt eseeseeeneenrenneas 24
7.1 gL 00 W 1ol BTSSP PR URUSTOSPP 24
7.2 oot o (U1 Lo D= o ] o1 o 24
721 Configuration INfOrMation ON SBL...........ccveieiiieiiere e sre e e eeraesre e se e beeteeneesneesnes 24
7211 LC T o1 - TSRS 24
7212 Detailed Behaviour Of tNEHSS ...ttt et e re e reesreas 27
7213 Detailed Behaviour Of the SCEF ............ooi ettt e e sne e eneeneens 29
722 REPOMING ON SBL......cveeeiiite ettt bbbt bbbt b e b e e bt b e e bt s et e b e s e et b et et b e b 29
7221 (1= 0T - OSSR SRRUROPROS 29
7222 Detailed Behaviour Of tNEHSS....... .o et neen 30
7.2.2.3 Detailed Behaviour Of the SCEF ..ottt e e e e eneeseens 31
723 NIDD INfOFMELTON ON SBL.......euiitiiieeieete ettt bbbt e et b e bbb et e e e e e e e besaesbe e e enneneeas 32
7231 LC T o1 - TSRS 32
7232 Detailed Behaviour Of tNEHSS ... s 33
7233 Detailed Behaviour Of the SCEF ..ottt s b e s sb e nne s 34
8 Protocol SPeCifiCation fOr SBE ..........cccueiiiieie ettt e s re e e reere s 34
8.1 T 0o [N o 1T oo OO 34
811 Use Of Diameter Base PrOtOCO ..........ceuirireriieeieieeie ettt e e s sse s e e eeeseeseeseesnessesneeneeneens 34
812 SECUINNG DIAMELEr MESSAGES......eveueeterieieete st ettt ettt ehe bt eb e sb e e b b se e bt sa et b e sb et ebesb e e ebesbe e ebesbennenens 35
8.13 ACCOUNEING FUNCHIONAITTY ....cvieeeitiieiistee ettt bbbt b et e 35
8.14 USE OF SESSIONS ... viteueetieieeiete sttt sttt et et bbb s he bt e st e e e bese e b e sheeb e e aeeme e e e ee e beeh e eb e e meene et e ebenbeebeebe e e ennenreas 35
8.1.5 L= 01 10 B 0o o) SPS 35
8.1.6 01U 1] Vo @] 1T L= = 1] P 35
8.1.7 Yo V= TS aTo N o] o] FTer= i o] g IS0 To] o o] S 35
8.1.8 Diameter AppliCation TAENE IO .......cvccuieeeeces et re e e e enes 35
8.19 Use Of the SUPPOIEA-FEAIUIES AV P.......oo ittt bbbt sb e 36
8.1.10 User 1dentity 10 HSS rESOIULION .......c.eiuiiiiiieeiete ettt bbb e 36
8.2 COMIMANGS.... oottt ettt et e et e et e et e e te e beeaeesaeesaeesaeeseeabeesseasseebeesbeesteesteensesnsesaeesaeesseenseenteentesssesneesseessnns 36
821 INEFOTUCTION...... ettt ettt et e e et e s be e sheesbeeebeeaseeaeeeaeeebeaebe e beeseesbeesbaesbaeteensesnnesnnesans 36
8.2.2 COMMANG-COUE VBIUES........cueeeenie sttt ettt ettt e e e et esse et es e e e eeeseesbesaeeseeneensenseseeseesneeneensenses 36
823 Configuration Information Request (CIR) COMMEANG .........cccviiririiirieinereeese et eeenens 37
8.24 Configuration-Information-Answer (CIA) COMMANG..........ccverieieeieriie e e e ee e eee e sreeseeeee e 37
8.25 Reporting-Information-Request (RIR) COMMANG .........ccooiieiiiieie e 38
8.2.6 Reporting-Information-Answer (RIA) COMMENG ........ccuveiieiieiieiee e aeeee e 38
8.2.7 NIDD Information Request (NIR) COMMEANC.........c.cccoviuriieiierieie et see s et e e srae e e sreeneesneeenes 39
8.2.8 NIDD-Information-Answer (NTA) COMMANG..........ccceiieiiieieeie e s e et eaeseesneeenes 39
8.3 Result-Code AV P and Experimental-ReSUIt AVP VAIUES .......cooeeieeiiece et 39
831 GBNEN@l... .ttt ettt ettt et e e st et e e te s aeesheeehe e beeateeateehee ke ebe e beeteeaeeeheeeheebeeteenaeeteeeheeateeateereenreaaes 39
8.3.2 SUCCESS. ...ttt tutee et e st e st ettt e et e e sateeeateesateeaaseesateaaaseessteeanseesnseeaneeesateaanseessbeeanseesnteeanneeanteeenseeenseeenneeenseeennenens 40
8.3.3 PErMAaNENt FAIUMES ........ooveeteee ettt ettt et e e st e s ae e e beeteebeeabesbaeste e beeteeseennesnneeans 40
8331 DIAMETER_ERROR _USER _UNKNOWN (5001) ......coiiiiieieiereeiesiesiese e seeeeeneeseesee e sseeseeneeseeseeas 40
8.3.32 DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510).....cccccenirrrrnierenenene 40
8.3.33 DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) ...cccceieiririeisieneeesie st seeneeeens 40
8.3.34 DIAMETER_ERROR_REQUESTED_RANGE_IS NOT ALLOWED (5512) ......ccceomereneeierieninnens 40
8.3.35 DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_ SUCCESSFUL

(1311 ) PSPPSR 40
8.3.3.6 DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT (5514).....ccccccvvennerenennens 40
8.3.37 DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION (5451) .....cccevitreiriereesiesieesieseeesieseenens 40
8.4 AV PS ..ottt a ettt e et e A et R e A ea e Ee A eAeeEeeA et R e eRe At eEeeRe Rt eEeeEeneeEeeRe s eteete e eteetenteseereneenens 40
84.1 GBNEN@l.. ..ttt et ettt ettt e et e et e e tesaeesheeehe e beeateeateeheebeebe e beeteeaeeeheeaaeebeereenaeeaeeeheesteeareereanreeaes 40

ETSI



3GPP TS 29.336 version 15.3.0 Release 15 5 ETSI TS 129 336 V15.3.0 (2018-07)

84.2
8.4.3
8.4.4
845
8.4.6
8.4.7
8.4.8
8.4.9
8.4.10
84.11
8.4.12
8.4.13
8.4.14
8.4.15
8.4.16
8.4.17
8.4.18
8.4.19
8.4.20
84.21
8.4.22
8.4.23
8.4.23.1
8.4.24
8.4.25
8.4.26
8.4.27
8.4.28
8.4.29
8.4.30
8.4.31
8.4.32
8.4.33
8.4.34
8.4.35
8.4.36
8.4.37
8.4.38
8.4.39
8.4.40
8.4.41
8.4.42
8.4.43
8.4.44
8.4.45
8.4.46
8.4.47
8.4.48
8.4.49
8.4.50
8.4.51
8.4.52
8.4.53
8.4.54
8.4.55
8.4.56
8.4.57
8.4.58
8.4.59
8.4.60
8.4.61
8.4.62

Monitoring-EVent-ConfigUIatioN.............ceiieiieiice e e st e e teeaesre e teeteeneesnnesnes 46
MONItOFNG-EVENE-REPOI ......cc.eeiieiee ettt et e e s ra e st e e te e be e reeteeneeneeenes 46
SCEF-REFEIENCE-ID ...ttt bbb bbbt ae st e e et et sbesbesaeenee s ennas 47
SCEF-ID ettt b b h e bR R R R ke e e R e R Rt R e Rt R e e e e R et R e ehesaeene e e enren 47
SCEF-ReferenCe-ID-fOr-DEIBLION.........coeiieeie e et s 47
Ko TR o T a0 Y oS 47
M aXi MUM-NUMBDEr-0f -REPOITS ... ...ttt sttt st b e et sb e 48
UE-ReaChability-ConfigUration...........cociiireiieree sttt st 48
Y Lol aTh (o] ale Tl DIV = 1 o] o OSSPSR USSP 48
e R LU g = = 1o e N0 1= PSRN 48
REBCNADT Y- TY . ettt ettt b e et b et h e bt b e b s bbb s e et b bt b b 48
= T L0 == oS 48
M aXi MUME-RESPONSE-TIMIE ....eveesiee ettt re ettt e e e e e e e e s seeseesreesaeesseenseenteeseesseesseesseenseenseennesneennns 49
Location-1nformation-ConfigUIELiON ..........ceeiiecii e see e e et ae e re e teeaeeneesneesnes 49
@ VI o= o] I8/ = P 49
oo =0 PRSPPI 49
F NS o Lo = o]l I8/ o= USSR 49
ROAMING-TNFOIMEBIION ...ttt et b e et b e et e b e et b et nb e b 49
Reachability-1NfOrMBLION. .......coiiiiiie bbb et 50
(S e S Moo= (0] 0 B a1 o 117 1 o] o TP RSRRN 50
IIMET-CRANGE ...ttt e bbbt bt bt e et b e b et bt e bt e b e s e et b e e et b e b et b b 50
FEALUNE-LISE AV Pttt ettt st e et st e e e e e s eeseesbesaeebeeneeneeneeseeseesaeeseeneenseseens 50

Feature-List AVP for the SBt appliCatioN.........cccoiieiiirieine et 50
MoONitoriNg-EVENnt-Config-SIalUS .........coiieiieri ettt e e teeneeneeenes 51
AESE-COmMMUNICatiON-PAEEIN........c.eiiiie bbb et b e 52
CoMMUNI CALION-PAITEIN-SEL.........euiieieeee et et b et b e b et b sb et ese e e nnas 52
Periodic-CommuniCatiON-INAICALON ........cccoiiriitieieie ettt se e sae b e 52
CommUNI CaLION-TUFBEION-TIMIE. ......cuiieeeieeie ettt sb e sb e bt se e be b b e nbesneene e e ennas 53
LS gT0To [To 1] 00T TSR OU O PPTURTURURPRRIN 53
Scheduled-ComMMUNICALT ON-TIME .......eoeeeie ettt se e teseeseesbesneeneeeeneas 53
SEALTONANY TNOICALION ... ..ttt b e et b e e b e bt b e e e e eb e s b e e e bt nbeneebesbennenea 53
AESE-Communi cation-Pattern-Config-SALUS ..........coeiriieiriiesieesieeesie e 53
AESE-EITOr-REDOI ...t et r bt e e r e r e er e r et 53
V01 =l oo o) o o ) o g 0 7= € o o RPN 54
SGSN-LOCEHON-TNFOMMELTON ......eueiieieeeeeeee et sb e sb ettt se et b sr b s neene e ennas 54
UL oL 0 L) 1T ST S U PPURTURURPRRIN 55
SEIVICE-RESUIL ...ttt b bbbt e e e et besbeeh e e b e bt e he et et e b bt b e aeeneenenres 55
SEIVICE-RESUIT-COUR. ...ttt e b et ettt b e bt bt he e bt et et e besbesb e s neenne e ennes 55
CIR-FIBOS. ..ttt e bt h e bt e e b sh e bt Rt ekt e s e e e e b e eh e eb e s heehe e e e b e nbesbeebeeaeenn e e ennas 55
ST 0] o0 =0 TS o= 56
SUPPOIEd-M ONITONTNG-EVENES ..ottt bbb et sb e et b et b e b b nnenea 56
REFErENCE-ID-V ali ity -TIME....c.e ittt bbb bbbt et bbb 57
EVENE-HANAING ...+ttt b e bbb et b et bt e b b 57
NIDD-AULhOri ZatiON-REUESL .........ccuiiteiiteiteeete ettt ettt b e et n s 57
NIDD-AULhOri ZatiON-RESPONSE ...ttt ettt b et b e bbbt b st sb s 57
3]V PR 57
S VeSS (= o o 57
NN T 0 ST 1Y/ o= S 58
SEIVICE-SEIBCTION ...ttt a et et bt h e eh e it et e b se e bt s bt bt et et e bt ehenb e e e e e nes 58
SBE-HSSCALISE ...ttt ettt et bbb a et et bbbt ek et e b eE e b e bt ke et e b e bR e b e e e e nneras 58
Enhanced-Coverage-RESIITCLION ........cccuiieicieeicsece ettt e e st e e aeete s e e teeteenneeneeenes 58
Enhanced-Coverage-ReStICLION-Dalal.........cccoieiieiice ettt e 58
RESIICLEA-PLIMIN-LISE ...ttt sttt st eae e s e e e e e e e e seesbesaeeseeneeneeneens 59
F Lot o N I SR 59
REGUESIEA-V Al dity-TIME......e ettt et b et b e et b e et b e b 59
GranteO-V alidItY=-TIIME ....ccueieeiiitereet ettt e h b et b e st b e se et eb e se et e s b e e ebesbe e ebesbennenea 59
NIDD-AULhOri ZatiON-UPUELE........ceeeiiteeeieite ettt eb e e 59
LOSS-Of -CONNECLIVITY-REBSON .......oieeieeceesie ettt sae et e e se e reesba e te e te e teeteennesneennes 60
Group-ReEPOMING-GUAIT-TIIMEN ......e ettt e e e e e e steete s e e eseesae e te e seetesreesseesseensesneesnns 60
(O o = o TSP UR PP 60
Group-MonitoriNG-EVENT-REDOIT .........c.ceieie e et ste e e e e e sae e be e e esaesre e seenteeneesneesnes 60
Group-Monitoring-EVent-REPOM-ITEM ..o teeee e enes 60

ETSI



3GPP TS 29.336 version 15.3.0 Release 15 6 ETSI TS 129 336 V15.3.0 (2018-07)

8.4.63 RIR-FIAGS. ..ottt bbb etk h e b et e e e e e e Rt bt sh e eb e e ae e s e e neeebenbeshesbe e e enneneen 61
8.4.64 IS O B = = e U= PR 61
8.4.65 APN-V ALY -TIME . bbb bt s et e bt e b e aeebe e e e e e b e sbeebeeaeene e e enrenes 61
8.4.66 Suggested-Network-ConfigUIELION...........ucceiie et e e tesre et e e teeeesneeenes 62
8.4.67 MONItOriNG-EVENt-REPOM-SEBLUS .......cceeieeie et e e sre et se e e s e te e se e teeteeneeeneennes 62
8.4.68 PLMN-ID-REQUESIE.......coueeeiii ittt bttt h et e bbbt bt e e e s e e e se e besbesb e e e ennenneas 62
8.4.69 WX (o 1T g = N o (=0 = £ SRR 63
8.4.70 NTR-FIBOS ..ottt s st s st en s aes s s s 63
Annex A (normative): Diameter overload control Mechanism .........cccceeevieeie e s 64
Al LT 0T RSP 64
A2 TN 10 = o= PSSR 64
A.21 (€71 PR 64
A.22 L ISy o= 7= LY7o P RRSN 64
A.23 M T C-IWE DENAVIOUN ...ttt ettt sttt e a et e et e s aeebesaees e e e e seneeseesbesneeseeneenseneens 64
A3 G 1 1 = SO SSRR 64
A31 GBINENEL ...ttt b h e bR AR R R £ e e e R e R R e Rt Rt R e et e R e bRt eheeneenn e e enres 64
A.3.2 HSS DENAVIOU ...t bbbt e e bt bt eh e bt he e e e e e sbenbesbesbe e e enteneea 64
A.3.3 SCEF DENAVIOUN ...ttt ettt b bbbt e e b s bt sh e bt e aeeh e e e et e b sbesb e s aeenee e enras 65
Annex B (Informative): Diameter overload control node behaviour ... 66
B.1 T goTo W 1T oo BT P TP UR USSP 66
B.2 M essage PrioritiSalioN OVEr SBIM.........ciieiieiiieeseeste et eteetesree st e s e e teseesaesaeesreesseenseassessensseesseesseesseeseaneesnes 66
B.3 M eSSage PrioritiSAliON OVEr SBL........cccueiieiieii e see e e e eteete s e e e e testeseesaeesreeseenteeseesseesseesseesseenseenseaneennns 66
Annex C (nor mative): Diameter message priority mechaniSm ... 67
C1 GBNENEL ...ttt bbb Rk E R E e E Rt R e SR £ e E e R R e R e R e R e AR e b e e Re R e e e e b e Rt eReebeeneene e e ennes 67
C.2 SBM, SBN, SBL INLEITACES.......evieeitiet ittt b bbbttt e e b e beseeeb e s bt e he e e e s e sbesbesbeeneenee e ennas 67
Annex D (nor mative): Diameter load control mechanism...........cccoeoeiiinieninene e 68
D.1 LT 0T TP PO URUSRRTRP 68
D.2 SBIM INEEITACE. ...ttt b bbb e e st e s e e e e e b e b e eheeb e s Rt e b e e e e b e beeheebeeneene e e ennas 68
D.21 GBINETE ...t h e E b bR R R e R e e R e R e R SR e Rt Rt R e e e e b e bRt ebe et ene e e nras 68
D.22 HSS DENAVIOU ...ttt e bbb et bt sh e b e aeeae e e e ne e besbesb e e e ennennea 68
D.2.3 MTC-IWE DENAVIOUL ...ttt sttt b ettt e b sb e e b e st e st e e e e e besnesbe e e ennennea 68
D.3 G 1 1 = SRS 68
D.31 LT 07 PR 68
D.3.2 [ ST o= 7= 1Y o T ST RRRN 68
D.3.3 SOl o1 7= 1Y/ o | PSR 68
Annex E (informative): (O T l0 =N aTES (0] YRS 69
L 11 (TSP PT PR PRPRPRPRON 72

ETSI



3GPP TS 29.336 version 15.3.0 Release 15 7 ETSI TS 129 336 V15.3.0 (2018-07)

Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document describes the Diameter-based interfaces between the HSS and other network elements involved
in the architecture for interworking with packet data networks and applications, such as Machine-Type Communications
(MTC).

In particular, this document specifies the S6m interface between the Home Subscriber Server (HSS) and the MTC
Interworking Function (MTC-IWF), the S6n interface between the HSS and the MTC-AAA and the S6t interface
between the HSS and the Service Capahility Exposure Function (SCEF). The procedures over those interfaces are
defined in 3GPP TS 23.682 [2].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version humber, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.682: " Architecture enhancements to facilitate communications with packet data
networks and applications’.

[3] Void.

[4] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); 1P network layer security".

[5] IETF RFC 4960: " Stream Control Transport Protocol”.

[6] 3GPP TS 29.228: "I1P multimedia (IM) Subsystem Cx Interface; Signalling flows and Message
Elements'.

[7] 3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; protocol details".

[8] 3GPP TS 29.173: "Diameter-based SLh interface for Control Plane LCS".

[9] IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF".

[10] 3GPP TS 29.329: " Sh Interface based on the Diameter protocol”.

[11] 3GPP TS 23.003: "Numbering, addressing and identification".

[12] 3GPP TS 29.338: "Diameter based protocols to support SMS capable MMEs'".

[13] 3GPP TS 29.368: "Tsp interface protocol between the MTC Interworking Function (MTC-IWF)
and Service Capability Server (SCS)".

[14] 3GPP TS 29.272: "Mobility Management Entity (MME) and Serving GPRS Support Node
(SGSN) related interfaces based on Diameter protocol”.

[15] IETF RFC 7683 : "Diameter Overload Indication Conveyance”.

[16] 3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging
applications'.

[17] 3GPP TS 29.217: "Congestion Reporting Over Np Reference Point".
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[18] IETF RFC 5777: "Traffic Classification and Quality of Service (QoS) Attributes for Diameter”.

[19] 3GPP TS 23.007: "Restoration procedures”.

[20] IETF RFC 7944: "Diameter Routing Message Priority".

[21] IETF RFC 5778: "Diameter Mobile |Pv6: Support for Home Agent to Diameter Server
Interaction”.

[22] IETF draft-ietf-dime-load-03: "Diameter Load Information Conveyance”.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[23] IETF RFC 6733: "Diameter Base Protocol”.
[24] 3GPP TS 29.128: "Mobility Management Entity (MME) and Serving GPRS Support Node
(SGSN) interfaces for interworking with packet data networks and applications'.
[25] 3GPP TS 29.154: " Service capability exposure functionality over Nt Reference point".
3 Definitions, symbols and abbreviations

3.1 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

AAA Authentication, Authorization and Accounting

ABNF Augmented Backus-Naur Form

AVP Attribute-Value Pair

DRMP Diameter Routing Message Priority

DSCP Differentiated Services Code Point

IANA Internet Assigned Numbers Authority

MTC Machine-Type Communications

MTC-IWF MTC Interworking Function

NIDD Non-IP Data Delivery

SCS Services Capability Server

SCEF Service Capability Exposure Function
4 General Description
4.1 Introduction

The S6m reference point between the MTC-IWF and the HSS, the S6n reference point between the MTC-AAA and the
HSS, and the S6t reference point between the SCEF and the HSS, are defined in the 3GPP TS 23.682 [2].

This document describes the Diameter-based S6m, S6n and S6t related procedures, message parameters and protocol
specification.

An excerpt of the architecture for Machine-Type Communication, as defined in 3GPP TS 23.682 [2] is shown in Figure
4.1-1, where the relevant interfaces towards the HSS are highlighted.
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Figure 4.1-1: 3GPP Architecture for Machine-Type Communication
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In this architecture, the S6m reference point connects the MTC-IWF with the HSS, where the subscription information
of the UE (e.g., an MTC device) is stored. This reference points allows the MTC-IWF to retrieve subscription data and
to do any necessary mapping between different identities associated to the UE.

The Sém interface shall alow the MTC-IWF to:

retrieve subscription information of the UE from the HSS,

request routing information from the HSS, i.e. the address of the UE's serving nodes supporting SM S for the UE
; inthis context serving nodes of the UE are the MSC or MME but not both, the SGSN, and the IP-SM-GW,

retrieve the IMSI of the UE,

retrieve the External Identifier of the UE associated to an Application Port Identifier,

perform authorization of the Service Capability Server that is requesting to send a device trigger to the UE.

Additionally, the S6n reference point connects the MTC-AAA with the HSS, and it allows the MTC-AAA to do the
mapping of the UE IMSI to the external identifier(s) of the UE.

The S6t reference point connects the SCEF with the HSS to perform configuration and reporting of Monitoring events,
and configuration of AESE Communication Pattern.

The S6t interface shall allow the SCEF to:

configure UE related Monitoring events

receive reporting of the configured Monitoring events from the HSS

configure UE related AESE Communication Pattern

Authorize the UE for NIDD.
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5 Diameter-based S6m/S6n Interface

5.1 Introduction

This section describes the Diameter-based S6m and S6n interface related procedures and Information elements
exchanged between functional entities.

In the tables that describe the Information Elements transported by each Diameter command, each Information Element
ismarked as (M) Mandatory, (C) Conditional or (O) Optional inthe "Cat." column. For the correct handling of the
Information Element according to the category type, see the description detailed in section 6 of the 3GPP TS 29.228 [6].

5.2 Procedure Descriptions

521 Subscriber Information Retrieval

5211 General
This procedure is used between the MTC-IWF and the HSS and between the MTC-AAA and the HSS.
When the procedure is invoked by the MTC-IWF, it is used:
- Totranslate an external identifier, or MSISDN, to the IMS| of the user,
- Toretrieve information about the serving entities currently serving a certain user,
- Toauthorize a certain SCS to request a specific service (e.g. device triggering),
- Toretrieve subscription data of the user, associated to the specific service requested by the SCS,
- Toretrieve an External Identifier based on IMS| and application port identifier.
When the procedure is invoked by the MTC-AAA, it is used:
- Totrandate an IMSI to one or more external identifiers of the user.

This procedure is mapped to the commands Subscriber-I nformation-Request/Answer in the Diameter application
specified in chapter 6. Tables 5.2.1.1/1 and 5.2.1.1/2 detail the involved information elements.
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Table 5.2.1.1/1: Subscriber Information Retrieval (Request)

Information Mapping to | Cat. Description
Element Name | Diameter AVP
User Identity User-ldentifier M This Information Element shall contain the identity of the UE. This is a
(see 6.4.2) grouped AVP containing either an External Identifier, an MSISDN or
an IMSI (exactly one, and only one, of those identifiers shall be
included in the request).
Requested Service-ID O | This Information Element shall contain the service requested by the

Service SCS. In this release, only the Device Triggering and SMS_MO

(see 6.4.3) services are supported.
SCS Identity SCS-Identity (0] This Information Element shall contain the identity of the Service
(see 6.4.4) Capability Server that is requesting a service to be applied to a
certain UE.
When the Service-ID indicates DEVICE_TRIGGER (0) or SMS_MO
(1), the SCS-Identity shall be formatted as an E.164 address as
described in section 6.4.4.

Service Service- (0] This Information Element shall contain the parameters associated to
Parameters Parameters the requested service by the SCS (identified by the Service-ID AVP).
(see 6.4.5) In this release, only parameters associated to Device Triggering via

SMS-MT (T4) and parameters associated to SMS_MO are supported.
For Device Triggering via SMS-MT, this AVP may contain: Priority-
Indication, SM-RP-SMEA...
For SMS_MO, this parameter may contain: Application-Port Identifier.
SIR Flags SIR-Flags M This Information Element shall contain a bit mask. See section 6.4.10
(see 6.4.10) for the meaning of the bits.
Supported Supported- (0] If present, this Information Element shall contain the list of features

Features Features supported by the origin host.

(See 3GPP TS
29.229 [7])
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Table 5.2.1.1/2: Subscriber Information Retrieval (Response)

Information Mapping to Cat. Description
Element Name | Diameter AVP

Result Result-Code / M Result of the request.
(See 6.3) Experimental- Result-Code AVP shall be used for errors defined in the Diameter
Result base protocol (see IETF RFC 6733 [23]).

Experimental-Result AVP shall be used for S6m/Sén errors. This is a
grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id
AVP, and the error code in the Experimental-Result-Code AVP.

User Identity User-ldentifier C This information element shall contain the User Identity of the UE.
(see 6.4.2) This is a grouped AVP containing an External Identifier, an MSISDN,
an IMSI, or other service-specific identities (such as an LMSI...).

There may be multiple instances of this IE in the response provided
by the HSS.

This IE shall be present only when the Result- Code is
DIAMETER_SUCCESS.

Service Data Service-Data C This information element shall contain data related to the requested
(see 6.4.7) service and additional data specific to each triggering method.

In this release, only data associated to trigger delivery via SMS-MT
(T4) is supported.

This IE shall be present only when the Requested Service IE was
included in the request, and the Result- Code is
DIAMETER_SUCCESS.

Supported Supported- (0] If present, this information element shall contain the list of features
Features Features supported by the origin host.
(See 3GPP TS
29.229 [7])
5.2.1.2 Detailed Behaviour of the HSS

When the Subscriber Information Retrieval request is received from the MTC-IWF, indicated by the S6m/S6n indicator,
which shall be set, the HSS shall, in the following order:

1. Check that the User Identity for whom datais asked existsin HSS. If not, Experimental-Result shall be set to
DIAMETER_ERROR_USER_UNKNOWN in the Subscriber Information Retrieval Response.

2. Check whether the requesting/receiving SCS is authorized to request/receive the specified service for the UE. If
not, Experimental -Result shall be set to DIAMETER_ERROR_UNAUTHORIZED _REQUESTING_ENTITY
(5510) in the Subscriber Information Retrieval Response.

3. Check that the requested service (e.g., device trigger) is present and authorized. If not, Experimental-Result shall
be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the Subscriber Information Retrieval
Response.

4. If therequested service is DEVICE_TRIGGER, check whether the UE is currently registered in any serving
node supporting SMS for the UE (M SC or MME which has registered as M SC but not both, SGSN, |P-SM-
GW). If the user is not registered in any serving node, the HSS shall answer successfully, but it shall not include
any Serving Node or Additional Serving Node(s) in the response; also, it shall indicate to the MTC-IWF that the
user is absent, in the Subscriber Information Retrieval Response, by setting the relevant bit in the HSS-Cause |E.

The HSS shall also check if the UE is known to be not reachable in the registered serving nodes (i.e. check
MNRF, MNRG, and UNRI) and if the trigger delivery isrequested with "non-priority"; if both are true, the HSS
shall answer successfully, but it shall not include any Serving Node or Additional Serving Node(s) in the
response, and it shall set the "Absent Subscriber” flag in the HSS-Cause |E.
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5. If the requested service is DEVICE_TRIGGER, check whether the requested service cannot be delivered
according to the user's provisioned teleservices and the user's active barring conditions. If so, the HSS shall
answer successfully, but it should not include any Serving Node or Additional Serving Node(s) in the response,
and it shall set accordingly the corresponding bitsin the HSS-Cause | E (see clause 6.4.9).

6. If therequested serviceisSMS MO, check whether IMSI and Application Port Identifier are present in the
request within User-ldentifier and Service- Parameters AV Ps. If not, Experimental-Result shall be set to
DIAMETER_ERROR_MISSING_APPLICATION_DATA (5598) in the Subscriber Information Retrieval
Response.

If there isan error in any of the above steps then the HSS shall stop processing and shall return the error code specified
in the respective step.

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it
shall stop processing the request and set Result-Code to DIAMETER_UNABLE TO_COMPLY.

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AV P set to
DIAMETER_SUCCESS. If the requested serviceis DEVICE_TRIGGER, the HSS returns the network addresses of the
registered serving nodes supporting SM S for the UE (MSC or MME that has registered as M SC but not both and/or
SGSN and/or IP-SM-GW), if available (and not marked "not reachable” by MNRF, MNRG, or UNRI, unless priority
was indicated) in the HSS, and the IMSI of the subscriber, and the corresponding data needed by the service requested
by the SCS; if available, the MSISDN of the user shall also be returned by the HSS, along with the user's IMSI. If the
requested serviceis SMS_MO, the HSS returns the External-I dentifier associated to the Application Port |dentifier.

When the Subscriber Information Retrieval request is received from the MTC-AAA, indicated by the S6m/S6n
indicator, which shall be cleared, the HSS shall check:

- That the User Identity IE isincluded in the request, and that it contains an IMSI; if other IEs areincluded in the
request, they may beignored by the HSS.

- Whether the user identified by that IMSI is known in the HSS. If it is known, the HSS shall answer successfully
and return in the response one or several instances of the User Identity |E, each one containing either an
External-ldentifier or an MSISDN. If it is not known, Experimental-Result shall be set to
DIAMETER_ERROR_USER_UNKNOWN in the Subscriber Information Retrieval Response.

5213 Detailed Behaviour of the MTC-IWF

When the MTC-IWF sends a Subscriber Information Retrieval request to the HSS, it shall set the S6m/S6n indicator bit
inthe SIR Flags |E.

Upon receipt of a successful Subscriber Information Retrieval response for the DEVICE_TRIGGER service, when
multiple serving nodes are returned from HSS, the MTC-IWF should give a higher preference to the serving node
included in the " Serving Node" |E, than to those serving nodes included in the list of "Additional Serving Node" IEs.

Upon receipt of a successful Subscriber Information Retrieval response for the SMS_MO service, the MTC-IWF shall
use the retrieved External-ldentifier for communication with the SCS via Tsp.

5214 Detailed Behaviour of the MTC-AAA

When the MTC-AAA sends a Subscriber Information Retrieval request to the HSS, it shall clear the S6m/S6n indicator
bit in the SIR Flags |E.

The MTC-AAA shall only include the User Identifier |E in the request, and it shall contain only the IMSI of the UE.

6 Protocol Specification

6.1 Introduction

6.1.1 Use of Diameter Base Protocol

The Diameter base protocol as specified in IETF RFC 6733 [23] shall apply except as modified by the defined support
of the methods and the defined support of the commands and AV Ps, result and error codes as specified in this
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specification. Unless otherwise specified, the procedures (including error handling and unrecognised information
handling) shall be used unmodified.

6.1.2 Securing Diameter Messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [4].

6.1.3  Accounting Functionality

Accounting functionality (Accounting Session State Machine, related command codes and AV Ps) shall not be used on
the S6m interface.

6.1.4 Use of Sessions

Between the MTC-IWF and the HSS, Diameter sessions shall be implicitly terminated. An implicitly terminated session
is one for which the server does not maintain state information. The client shall not send any re-authorization or session
termination requests to the server.

The Diameter base protocol as specified in IETF RFC 6733 [23] includes the Auth-Session-State AV P as the
mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AV P set to the value
NO_STATE_MAINTAINED (1), asdescribed in IETF RFC 6733 [23]. As a consequence, the server shall not maintain
any state information about this session and the client shall not send any session termination request. Neither the
Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

6.1.5  Transport Protocol

Diameter messages over the S6m interface shall make use of SCTP IETF RFC 4960 [5] as transport protocol.

6.1.6 Routing Considerations
This clause specifies the use of the Diameter routing AV Ps Destination-Realm and Destination-Host.

The S6m reference point is defined as an intra-operator interface so, both MTC-IWF and HSS shall be located in the
same network domain/realm.

If the MTC-IWF knows the address/name of the HSS for a certain user, both the Destination-Realm AVP and the
Destination-Host AV P shall be present in the request. Otherwise, only the Destination-Realm AV P shall be present and
the command shall be routed to the next Diameter node. Consequently, the Destination-Host AVP is declared as
optional inthe ABNF for al requestsinitiated by the MTC-IWF.

Destination-Realm AVP is declared as mandatory in the ABNF for all requests.

| If the Vendor-Specific-Application-ID AVP isreceived in any of the commands, it shall be ignored by the receiving
node, and it shall not be used for routing purposes.

6.1.7 Advertising Application Support

The HSS and the MTC-IWF shall advertise support of the Diameter S6m Application by including the value of the
application identifier in the Auth-Application-ld AV P within the Vendor-Specific-Application-1d grouped AV P of the
Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-ld AV P of the Capabilities-
Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AV P within the VVendor-
Specific-Application-1d grouped AV P of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer
commands.

The Vendor-1d AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is
not included in the Vendor-Specific-Application-1d AV Ps as described above shall indicate the manufacturer of the
Diameter node as per IETF RFC 6733 [23].
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6.1.8 Diameter Application Identifier

The S6m/S6n interface protocol shall be defined as an IETF vendor specific Diameter application, where the vendor is
3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is
10415.

The Diameter application identifier assigned to the Sém interface application is 16777310 (allocated by IANA).

6.1.9 Use of the Supported-Features AVP

When new functionality is introduced on the S6m application, it should be defined as optional. If backwards
incompatible changes can not be avoided, the new functionality shall be introduced as a new feature and support
advertised with the Supported-Features AVP. The usage of the Supported-Features AVP on the S6m applicationis
consistent with the procedures for the dynamic discovery of supported features as defined in clause 7.2 of 3GPP TS
29.229 [7].

When extending the application by adding new AV Ps for afeature, the new AV Ps shall have the M hit cleared and the
AVP shall not be defined mandatory in the command ABNF.

Asdefined in 3GPP TS 29.229 [ 7], the Supported-Features AV P is of type grouped and contains the VVendor-1d,
Feature-List-1D and Feature-List AV Ps. On the all reference points as specified in this specification, the Supported-
Features AVP isused to identify features that have been defined by 3GPP and hence, for features defined in this
document, the Vendor-ld AV P shall contain the vendor ID of 3GPP (10415). If there are multiple feature lists defined
for the reference point, the Feature-List-ID AVP shall differentiate those lists from one another.

6.1.10 User ldentity to HSS resolution

The User identity to HSS resol ution mechanism enables the MTC-IWF to find the identity of the HSS that holds the
subscription data for the target user when multiple and separately addressable HSSs have been deployed in the home
network. The resolution mechanism is not required in networks that utilise asingle HSS.

This User identity to HSS resolution mechanism may rely on routing capabilities provided by Diameter and be
implemented in the home operator network within dedicated Diameter Agents (Redirect Agents or Proxy Agents)
responsible for determining the HSS identity based on the provided user identity (e.g., external identifiers provided by
the MTC-IWF).

When the Diameter Load Control mechanism is supported (see | ETF draft-ietf-dime-load-03 [22]), |oad values from
previously received Load AV Ps of type HOST may be taken into account when determining the HSS identity.

NOTE: Alternativesto the user identity to HSS resolution Diameter based implementation are outside the scope
of this specification.

6.2 Commands
6.2.1 Introduction

This section defines the Command code values and related ABNF for each command described in this specification.

6.2.2 Command-Code values
This section defines Command-Code val ues for the S6m/S6n interface application as allocated by IANA.

Every command is defined by means of the ABNF syntax IETF RFC 5234 [9], according to the Command Code Format
(CCF) specification defined in IETF RFC 6733 [23]. When the definition and use of an AVP is not specified in this
document, the guidelinesin IETF RFC 6733 [23] shall apply.

The Vendor-Specific-Application-1d AVP shall not be included in any command sent by Diameter nodes supporting
applications defined in this specification. If the Vendor-Specific-Application-ld AVP isreceived in any of the
commands defined in this specification, it shall be ignored by the receiving node.

NOTE: The Vendor-Specific-Application-1d isincluded as an optional AVP in all Command Code Format
specifications defined in this specification in order to overcome potential interoperability issues with
intermediate Diameter agents non-compliant with the IETF RFC 6733 [23].
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The following Command Codes are defined in this specification:

Table 6.2.2/1: Command-Code values for S6m/S6én

Command-Name Abbreviation | Code | Section
Subscriber-Information-Request SIR 8388641 6.2.3
Subscriber-Information-Answer SIA 8388641 6.2.4

ETSI TS 129 336 V15.3.0 (2018-07)

For these commands, the Application-ID field shall be set to 16777310 (application identifier of the S6m/S6n interface

application, allocated by IANA).
6.2.3

Subscriber-Information-Request (SIR) Command

The Subscriber-1nformation-Request (SIR) command, indicated by the Command-Code field set to 8388641 and the
"R" bit set in the Command Flags field, is sent from the MTC-IWF to the HSS or from the MTC-AAA to the HSS.

M essage Format:

< Subscriber-Information-Request> ::=

6.2.4

< Diameter Header: 8388641, REQ, PXY, 16777310 >
< Session-ld >

[ DRMP]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host |

{ Destination-Realm }

{ User-Identifier }

[ Service-ID ]

[ SCS-Identity ]

[ Service-Parameters]

{ SIR-Flags}

[ OC-Supported-Features |
*[ Supported-Features |

*[ Proxy-Info]

*| Route-Record ]

*[ AVP]

Subscriber-Information-Answer (SIA) Command

The Subscriber-Information-Answer (SIA) command, indicated by the Command-Code field set to 8388641 and the
"R" bit cleared in the Command Flags field, is sent from the HSS to the MTC-IWF or from the HSS to the MTC-AAA.

Message Format:

< Subscriber-Information-Answer> ::=< Diameter Header: 8388641, PXY, 16777310 >

< Session-ld >

[ DRMP]

[ Result-Code ]

[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features |
[ OC-OLR]

*[ Load ]

*[ Supported-Features |
*[ User-lIdentifier ]

[ Service-Data]

[ Failed-AVP]

*[ Proxy-Info]

*| Route-Record ]
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*[ AVP]

6.3 Result-Code AVP and Experimental-Result AVP Values
6.3.1 General

This section defines result code values that shall be supported by al Diameter implementations that conform to this
specification.

6.3.2 Success

Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully
completed. The Result-Code AV P val ues defined in Diameter base protocol as specified in IETF RFC 6733 [23] shall
be applied.

6.3.3 Permanent Failures

Errorsthat fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and
should not be attempted again. The Result-Code AV P values defined in Diameter base protocol as specified in

IETF RFC 6733 [23] shall be applied. When one of the result codes defined here isincluded in aresponse, it shall be
inside an Experimental-Result AVP and the Result-Code AV P shall be absent.

6.3.3.1 DIAMETER_ERROR_USER_UNKNOWN (5001)

Thisresult code shall be sent by the HSS to indicate that the user identified by the IMSI, MSISDN, or External-
Identifier is unknown. This error code is defined in 3GPP TS 29.229 [7].

6.3.3.2 DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510)

Thisresult code shall be sent by the HSS to indicate that the SCSis not allowed to request control plane services for an
UE, to the MTC-IWF.

6.3.3.3 DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511)

Thisresult code shall be sent by the HSS to indicate that the specific service requested by the SCSis not allowed for an
UE, or that it cannot be delivered according to the current subscribed services of the UE.

6.4 AVPs
6.4.1 General

The following table specifies the Diameter AV Ps defined for the S6m/S6n interface protocol, their AVP Code values,
types, possible flag values and whether or not the AVP may be encrypted. The Vendor-1D header of all AV Ps defined
in this specification shall be set to 3GPP (10415).

For al AVPswhich contain bit masks and are of the type Unsigned32, bit 0 shall be the least significant bit. For
example, to get the value of bit 0, a bit mask of 0x00000001 should be used.
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Table 6.4.1/1: S6m/S6n specific Diameter AVPs

AVP Flag rules
Attribute Name| AVP Section Value Type Must | May | Should Must May
Code defined not not Encr.

IP-SM-GW- 3100 6.4.14 OctetString M,V No

Number

IP-SM-GW-Name |3101 6.4.15 Diameterldentity M,V No

User-ldentifier 3102 6.4.2 Grouped M,V No

Service-ID 3103 6.4.3 Enumerated M,V No

SCS-Identity 3104 6.4.4 OctetString M,V No

Service- 3105 6.4.5 Grouped M,V No

Parameters

T4-Parameters 3106 6.4.6 Grouped M,V No

Service-Data 3107 6.4.7 Grouped M,V No

T4-Data 3108 6.4.8 Grouped M,V No

HSS-Cause 3109 6.4.9 Unsigned32 M,V No

SIR-Flags 3110 6.4.10 Unsigned32 M,V No

External-Identifier |[3111 6.4.11 UTF8String M,V No

IP-SM-GW-Realm |3112 6.4.18 Diameterldentity M,V No

NOTE 1: The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit
denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further
details, see IETF RFC 6733 [23].

NOTE 2: If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the
M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If
the receiver understands the AVP but the M-bit value does not match with the definition in this table, the
receiver shall ignore the M-bit.

The following table specifies the Diameter AV Ps re-used by the S6m/S6n interface protocol from existing Diameter
Applications, including areference to their respective specifications and when needed, a short description of their use

within S6m/S6n.

Any other AV Ps from existing Diameter Applications, except for the AV Ps from Diameter base protocol as specified in
IETF RFC 6733 [23], do not need to be supported. The AV Ps from Diameter base protocol as specified in
IETF RFC 6733 [23] are not included in table 6.4.1/2, but they may be re-used for the S6m/S6n protocol.

Table 6.4.1/2: S6m/S6n re-used Diameter AVPs

Attribute Name

Reference

Comments

This AVP shall contain the IMSI

User-Name IETF RFC 6733 [23] of the UE, in the User-Identifier
AVP.

MSISDN 3GPP TS 29.329 [10]

LMSI 3GPP TS 29.173 [8]

Serving-Node 3GPP TS 29.173 [8] see 6.4.12

Additional-Serving-Node 3GPP TS 29.173 [8] see 6.4.13

Supported-Features 3GPP TS 29.229 [7]

Feature-List-ID 3GPP TS 29.229 [7]

Feature-List 3GPP TS 29.229 [7]

SM-RP-SMEA 3GPP TS 29.338 [12]

Priority-Indication 3GPP TS 29.368 [13]

MME-Number-for-MT-SMS  [3GPP TS 29.272 [14]

OC-Supported-Features IETF RFC 7683 [15] See 6.4.16

OC-OLR IETF RFC 7683 [15] See 6.4.17

DRMP

IETF RFC 7944 [20]

see section 6.4.19

Application-Port-lIdentifier

3GPP TS 29.368 [13]

Load

IETF draft-ietf-dime-
load-03 [22]

See 6.4.20
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6.4.2 User-Identifier
The User-ldentifier AVP is of type Grouped and it contains the different identifiers used by the UE.
AVP format:
User-ldentifier ::= <AVP header: 3102 10415>
[ User-Name]
[ MSISDN ]
[ External-Identifier ]
[LMSI]
*[AVP]

This AVP shall contain at least one of the identifiers used by the UE, i.e., it shall not be empty. The IMSI of the UE
shall be included (when applicable) in the User-Name AVP.

6.4.3 Service-ID

The Service-ID AVP s of type Enumerated and it shall identify the service requested by the SCS. The following values
are defined:

DEVICE_TRIGGER (0)
The SCS requests a control plane device triggering to the UE. .
SMS_MO (1)
The UE (identified by IMSI and application port identifier) requests SMS_MO to be delivered to the SCS.

6.4.4 SCS-ldentity

The SCS-Identity AVP is of type OctetString and it shall contain the identity of the SCS or UE which originated the
service request towards the MTC-IWF, over the Tsp reference point.

The encoding of the SCS-Identity AVP is defined per SCS service.

For the device triggering service, the SCS-Identity AV P shall contain the ISDN number of the SCSin international
ISDN number format as described in ITU-T Rec E.164 [41]. It shall be encoded as a TBCD-string. See

3GPP TS 29.002 [24] for encoding of TBCD-strings. This AV P shall not include leading indicators for the nature of
address and the numbering plan.

6.4.5 Service-Parameters

The Service-Parameters AVP is of type Grouped, and it contains the service-specific parameters related to the requested
service.

AVP format:
Service-Parameters ::= <AV P header: 3105 10415>
[ T4-Parameters ]
[ Application-Port-ldentifier ]
*[AVP]
6.4.6  T4-Parameters

The T4-Parameters AVP is of type Grouped.

AVP format:
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T4-Parameters ::= <AVP header: 3106 10415>
[ Priority-Indication ]
[ SM-RP-SMEA ]
*[AVP]

6.4.7 Service-Data

The Service-Data AVP is of type Grouped, and it contains the service-specific data related to the device triggering
request handled by the MTC-IWF.

Service-Data ::= <AVP header: 3107 10415>
[ T4-Data]
*[AVP|

6.4.8 T4-Data

The T4-Data AVPis of type Grouped and it shall contain information about the network node(s) serving the targeted
user for SMS, i.e. the names/numbers of the serving nodes (MSC or MME, SGSN, IP-SM-GW) which alow the trigger
delivery. AVP format:
T4-Data ::= <AVP header: 3108 10415>

[ HSS-Cause]

[ Serving-Node]

*[ Additional-Serving-Node ]

*[AVP]

When the HSS-Cause indicates Absent Subscriber, via the corresponding flag in the bit mask, the Serving-Node and
Additional-Serving-Node AV Ps shall not be present. When the HSS-Cause indicates Teleservice Not Provisioned or
Call Barred, viathe corresponding flag in the bit mask, the Serving-Node and Additional-Serving-Node AV Ps should
not be present. Additional-Serving-Node AV P shall be absent if Serving-Node AV P is absent.

6.4.9 HSS-Cause

The HSS-Cause AVP is of type Unsigned32 and it contains a bit mask. The meaning of the bitsis defined in table
6.4.9/1:

Table 6.4.9/1: HSS-Cause

Bit Name Description

0 Absent Subscriber This bit, when set, indicates that there is no serving node
registered in the HSS over which the corresponding triggering
method should be immediately attempted for the user. NOTE 1.

1 Teleservice Not This bit, when set, indicates that the required teleservice(s) for

Provisioned the corresponding triggering method are not provisioned in the
HSS/HLR for the user.

2 Call Barred This bit, when set, indicates that the user has an active barring

condition which makes it impossible to deliver the corresponding

triggering method.

NOTE 1: This may be caused because there is not any serving node currently registered in HSS
for the user, or because the user is known to be absent in all suitable registered serving
nodes (based on MNRF, MNRG and UNRI flags) and the trigger delivery is requested
with "non-priority".

NOTE 2: Bits not defined in this table shall be cleared by the HSS and discarded by the receiving
node, MTC-IWF.
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6.4.10 SIR-Flags

The SIR-Flags AVP is of type Unsigned32 and it contains a bit mask. The meaning of the bitsis defined in table
6.4.10/1:

Table 6.4.10/1: SIR-Flags

bit name Description

0 S6m/S6n Indicator This bit, when set, indicates that the SIR message is sent on the

S6m interface, i.e. the source node is an MTC-IWF.

This bit, when cleared, indicates that the SIR message is sent on

the Sén interface, i.e. the source node is an MTC-AAA.

Note: Bits not defined in this table shall be cleared by the sending node, MTC-IWF or MTC-
AAA, and discarded by the receiving HSS.

6.4.11 External-ldentifier

The External-ldentifier AVP is of type UTF8String, and it shall contain an external identifier of the UE. See 3GPP TS
23.003 [11] for the definition and formatting of the external identifier.

6.4.12 Serving-Node

The Serving-Node AV P is of type Grouped and it shall contain the name/number of the serving node to be used for T4-
triggering. It isoriginally defined in 3GPP TS 29.173 [8].

Serving-Node ::=<AVP header: 2401 10415>
[ SGSN-Name]
[ SGSN-Ream |
[ SGSN-Number ]
[ MME-Name]
[ MME-Realm ]
[ MME-Number-for-MT-SMS]
[ MSC-Number ]
[ 1P-SM-GW-Number |
[ IP-SM-GW-Name]
[ IP-SM-GW-Realm |
*[AVP]
The following combinations are allowed:
a) SGSN-Number

b) SGSN-Name & SGSN-Realm & SGSN-Number if the HSS supports the "Gdd in SGSN" feature and has received
the "Gdd in SGSN" indication over S6a or Gr interface from the SGSN (cf. 3GPP TS 29.272 [4] and 3GPP TS
29.002[9])

¢) MME-Name & MME-Realm & MME-Number-for-MT-SMS

d) MSC-Number

€) MSC-Number & MME-Name & MME-Realm

f) IP-SM-GW-Number

0) IP-SM-GW-Number & IP-SM-GW-Name & |P-SM-GW-Realm
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6.4.13 Additional-Serving-Node

The Additional-Serving-Node AVP is of type Grouped and when present it shall contain the name/number of an
additional serving node to be used for T4-triggering. It isoriginally defined in 3GPP TS 29.173 [§],

Additional-Serving-Node ::=  <AVP header: 2406 10415>
[ SGSN-Name]
[ SGSN-Ream |
[ SGSN-Number ]
[ MME-Name]
[ MME-Realm ]
[ MME-Number-for-MT-SMS]
[ MSC-Number ]
*[AVP]
The following combinations are allowed:
a) SGSN-Number

b) SGSN-Name & SGSN-Realm & SGSN-Number if the HSS supports the "Gdd in SGSN" feature and has received
the "Gdd in SGSN" indication over S6a or Gr interface from the SGSN (cf. 3GPP TS 29.272 [4] and 3GPP TS
29.002 [9])

¢) MME-Name & MME-Realm & MME-Number-for-MT-SMS
d) MSC-Number
€) MSC-Number & MME-Name & MME-Realm

6.4.14 IP-SM-GW-Number

The IP-SM-GW-Number AV P is of type OctetString and it shall contain the ISDN number of the IP-SM-GW in
international number format as described in ITU-T Rec E.164 [41]. It shall be encoded as a TBCD-string. See 3GPP TS
29.002 [24] for encoding of TBCD-strings. This AVP shall not include leading indicators for the nature of address and
the numbering plan.

6.4.15 IP-SM-GW-Name

The IP-SM-GW-Name AV P is of type Diameterldentity and it shall contain the Diameter identity of the registered | P-
SM-GW. For further details on the encoding of this AVP, see IETF RFC 3588 [5].

6.4.16 OC-Supported-Features

The OC-Supported-Features AV P is of type Grouped and it is defined in IETF RFC 7683 [15]. This AVPisused to
support Diameter overload control mechanism, see Annex A for more information.

6.4.17 OC-OLR

The OC-OLR AVPis of type Grouped and it isdefined in IETF RFC 7683 [15]. This AV P is used to support Diameter
overload control mechanism, see Annex A for more information.

6.4.18 IP-SM-GW-Realm

The IP-SM-GW-Realm AVP is of type Diameterldentity and it shall contain the Diameter identity of the registered | P-
SM-GW's realm. For further details on the encoding of this AVP, see IETF RFC 3588 [5].
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6.4.19 DRMP

The DRMP AVP s of type Enumerated and it is defined in IETF RFC 7944 [20]. This AVP alows the HSS and the
MTC-IWF over the Sém interface and the HSS and the MTC-AAA over the S6n interface to indicate the relative
priority of Diameter messages. The DRMP AVP may be used to set the DSCP marking for transport of the associated
Diameter message.

6.4.20 Load

The Load AVP s of type Grouped and it is defined in IETF draft-ietf-dime-load-03 [22]. This AV P is used to support
the Diameter load control mechanism.

7 Diameter-based S6t Interface

7.1 Introduction

This section describes the Diameter-based S6t interface related procedures and I nformation elements exchanged
between functional entities.

In the tables that describe the Information Elements transported by each Diameter command, each Information Element
ismarked as (M) Mandatory, (C) Conditional or (O) Optional inthe "Cat." column. For the correct handling of the
Information Element according to the category type, see the description detailed in section 6 of the 3GPP TS 29.228 [6].

7.2 Procedure Descriptions

7.2.1 Configuration Information on S6t
7.2.1.1 General

This procedure is used between the SCEF and the HSS for:
- the configuration/deletion of Monitoring events for a UE or a Group of UEs;

- the configuration/del etion of Communication Patterns;

the configuration/query of Enhanced Coverage Restrictions;
- the configuration of Network Configuration parameters;
- thetrandation of an External Group Identifier(s) to IMSI Group 1d(s).
The following events may be configured for monitoring:
- theassociation of the UE and UICC and/or new IM SI-IMEI-SV association;
- the UE reachability;
- location of the UE, and change in location of the UE;
- lossof connectivity;
- Communication failure;
- Roaming status (i.e. Roaming or No Roaming, VPLMN-ID) of the UE, and change in roaming status of the UE.
- Availability after DDN failure.
- ldle Status Indication in addition to UE reachability or Availability after DDN failure.

This procedure is mapped to the commands Configuration-Information-Request/Answer in the Diameter application
specified in clause 8. Thetables 7.2.1.1-1 and 7.2.1.1-2 detail the involved information elements.
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Table 7.2.1.1-1: Configuration Information Request

Information Mapping to Cat. Description
Element Name Diameter AVP
User Identity User-ldentifier M This Information Element shall contain the identity of the UE
(see 6.4.2) or the identity of a group of UEs. This is a grouped AVP
containing either an External Identifier or an MSISDN (exactly
one, and only one, of those identifiers shall be included in the
request).
When requesting event monitoring configuration for a group of
UEs, and when requesting translation from External Group
Identifier to IMSI Group ID, the SCEF shall include the
External Group ldentifier (see 3GPP TS 23.003 [11]) in the
External-ldentifier AVP.
Group Reporting Group-Reporting- C If present, this Information Element indicates that the collected
Guard Timer (See Guard-Timer Status Indications and/or reports for UEs belonging to a group
8.4.59) shall be reported no later than at the interval indicated by the
Group Reporting Guard Timer.
Shall be present if the User-ldentifier contains an External
Group ldentifier.
Supported Features | Supported-Features 0o If present, this Information Element shall contain the list of
(See 3GPP TS features supported by the origin host.
29.229 [7])
Monitoring Event Monitoring-Event- 0] If present, this Information Element shall contain the details of
Configuration Configuration Monitoring event(s). Multiples instances covering different
(see 8.4.2) monitoring events may be present.
AESE AESE- o If present, this Information Element shall contain the details of
Communication Communication- Communication Pattern(s). Multiples instances covering
Pattern Pattern different communication patterns may be present.
(see 8.4.25)
CIR-Flags CIR-Flags (0] If present, this Information Element shall contain a bit mask.
(see 8.4.39) See 8.4.39 for the meaning of the bits.
Enhanced Enhanced-Coverage- o If present, this Information Element shall contain the updates
Coverage Restriction of the Enhanced Coverage Restriction.
Restriction
(see 8.4.51)
Suggested Network | Suggested-Network- (0] If present, this Information Element shall contain the
Configuration Configuration suggested network configuration.
(see 8.4.66)
Additional Identifiers | Additionalldentifiers C If the request is used to retrieve multiple IMSI Group IDs for
(see 8.4.69) multiple External Group Identifiers, this information element

shall be present and shall contain all the External Group
Identifiers for which the IMSI Group IDs are requested, except
the one conveyed in the User-ldentifier AVP.
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Table 7.2.1.1-2: Configuration Information Answer

Information Element Mapping to Cat Description
Name Diameter AVP
Result Result-Code / M | Result of the request.
(See 6.3) Experimental-Result Result-Code AVP shall be used for errors defined in the
Diameter base protocol (see IETF RFC 6733 [23]).
Experimental-Result AVP shall be used for Sé6t errors.
This is a grouped AVP which contains the 3GPP Vendor
ID in the Vendor-ld AVP, and the error code in the
Experimental-Result-Code AVP.
This AVP reflects the outcome of the procedure on
Diameter level.
User Identity User-ldentifier C | This information element shall contain the User Identity of
(see 6.4.2) the UE. This is a grouped AVP containing an External
Identifier or an MSISDN for a UE.
This IE shall not be present if the External-ldentifier of
User-ldentifier in CIR message contains the identity of a
Group of UEs (i.e. External Group Identifier).
This IE shall be present only when the Result-Code is
DIAMETER_SUCCESS.
Number of UEs Number-of-UEs C | This IE shall contain the number of UEs belongning to the
(See group of UEs.
3GPP TS 29.154 [25]) This IE shall be present if the External-ldentifier of User-
Identifier in CIR message contains the identity of a Group
of UEs (i.e. External Group Identifier).
Supported Features Supported-Features O | If present, this information element shall contain the list of
(See features supported by the origin host.
3GPP TS 29.229 [7])
Monitoring Event Report Monitoring-Event- O | If an immediate report is available this information element
(see 8.4.3) Report shall contain the requested data available in the HSS.
AESE Communication AESE- O | If present, this Information Element shall contain the
Pattern Config Status Communication- details of Communication Pattern-Config-Status (s).
(see 8.4.32) Pattern-Config- Multiples instances covering different communication
Status patterns configuration statuses may be present.
Monitoring Event-Config Monitoring-Event- C This IE shall be present if Monitoring Event Configuration
Status Config-Status IE is included in CIR. Multiple instances of this IE may be
(see 8.4.24) present; they shall contain the configuration status for all
monitoring event configurations that were requested.
Supported Services Supported-Services O | If present, this Information Element shall contain AVPs
(see 8.4.40) indicating details of the services supported by the HSS
and authorized for the requesting SCEF.
S6t-HSS Cause S6t-HSS-Cause C | This information element shall contain an indication of
(see 8.4.50) Absent Subscriber. It shall be present if the user is not
registered in any serving node.
Enhanced Coverage Enhanced- C | This information element shall contain the result of a
Restriction Data Coverage- status query for Enhanced Coverage restriction control. It
(see 8.4.52) Restriction-Data shall be present if the request contained a CIR-Flag AVP
with the bit for Enhanced-Coverage-Query set.
CIA-Flags CIA-Flags O | If present, this Information Element shall contain a bit
(see 8.4.60) mask. See 8.4.60 for the meaning of the bits.
Active Network Suggested-Network- O | If present, this Information Element shall contain the
Configuration Configuration parameters which are active in the HSS.
(see 8.4.66)
IMSI Group Id IMSI-Group-Id C | This information element shall be present if the CIR-Flag
(See 3GPP TS 29.272 for IMSI Group Retrieval was set in the request and the
[14]) Result-Code is DIAMETER_SUCCESS.
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7.21.2 Detailed Behaviour of the HSS
When the Configuration Information Request is received from the SCEF, the HSS shall, in the following order:

1. Check that the User Identity for whom data is asked existsin HSS. If not, Experimental-Result shall be set to
DIAMETER_ERROR_USER_UNKNOWN in the Configuration Information Answer.

2. Check whether the requesting SCEF is authorized to request the specified service (e.g. presence of Monitoring
Event Configuration AV P indicates the service). If not, Experimental-Result shall be set to
DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510) in the Configuration Information
Answer.

3. Check that the requested service (e.g. Monitoring Event Configuration AVP) is authorized for the UE or the
group of UEs. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_ SERVICE
(5511) in the Configuration Information Answer.

3a. If therequest isIMSI Group Id Retrieval (asindicated by the CIR-Flags AVP), the HSS shall return the IMSI
Group Id(s) in the order of sequence that corresponds to the order of sequence of the received External Group
Identifier(s) received in the User-ldentifier AV P and Additionalldentifiers AVP. The Result Code shall be set to
DIAMETER_SUCCESS. Stop processing.

Otherwise, continue to step 4.

4. Check whether the limits on number of monitoring events that can be requested per monitoring type and SCEF-
ID isreached. If so, Result-Code shall be set to DIAMETER_RESOURCES _EXCEEDED (5006).

5. When the request isfor agroup, i.e. because the External-Identifier AV P of the User-ldentifier AVP contain an
External Group Identifier, the HSS applies the Monitoring-Event-Configurtion AV P to each UE of the Group
and includes the CIA-Flags AV P with the Group-Configuration-In-Progress bit set in the Configuration
Information Answer. The Result-Code shall be set to DIAMETER_SUCCESS.

6. If aserving nodeis registered and isinvolved in the reporting of the configured monitoring event, the HSS shall
forward the monitoring event configuration to the serving node and wait for the answer before sending the
Configuration Information Answer to the SCEF. The monitoring event configuration status from the serving
node for each event shall be conveyed by the HSS to the SCEF.

7. If the user is not registered in any serving node, the HSS shall answer successfully and stores the configuration
data related to the service; also, it shall indicate to the SCEF that the user is absent, in the Configuration
Information Answer, by setting the relevant bit in the S6t-HSS-Cause | E.

8. For Monitoring if the data related to an immediate reporting is available in the HSS, the HSS (e.g. as being
received from the MME/SGSN in the Insert Subscriber Data answer) shall include this datain the Configuration
Information Answer.

If the HSS is aware that the UE isregistered in an MME and an SGSN and the services supported by the MME and
SGSN are different, the HSS shall report the capabililities of the different nodes with Node-Type indication to the
SCEF. If the capabilities are the same reported from the MME, the SGSN and the HSS, the HSS shall report the service
capabilities without Node-Type to the SCEF. If the Supported-Services of the SGSN and MME were reported
differently to the SCEF and the UE is purged in SGSN or MME the HSS shall report the Supported-Service to the
SCEF excluding the Supported-Service from the purged node.

If the HSS receives CIR command from SCEF and has sent IDR commands over S6a/S6d to an MME and an SGSN,
the HSS shall check the Result-Codes in Monitoring-Event-Config-Status AV Ps reported by the MME and the SGSN:

- if they are different, the HSS shall include both Service-Report AV Ps with the respective Node-Type (indicating
the type of serving node) in the Monitoring-Event-Config-Status AV P to the SCEF in the CIA command;

- otherwise, the HSS shall include one Service-Report AV P without Node-Type in the Monitoring-Event-Config-
Status AVP to the SCEF in the CIA command.

If there isan error in any of the above steps then the HSS shall stop processing and shall return the error code specified
in the respective step.

If the configuration data in the CIR command are out of the allowed range, the HSS shall set the Experimental-Result-
Code to DIAMETER_ERROR_REQUESTED RANGE_IS NOT ALLOWED.
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If the received SCEF Reference ID for Deletion does not exist, the HSS shall set the Experimental-Result-Code to
DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT.

If the SCEF Reference ID exists and the old configuration data could not be replaced by new Configuration event data,
the HSS shall set the Experimental -Result-Code to
DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_SUCCESSFUL.

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it
shall stop processing the request and set Result-Code to DIAMETER_UNABLE TO_COMPLY.

If the HSS detects that configuration data provided by a Monitoring-Event-Configuration are overwritten by a CIR
command and both configurations were initated by the same SCEF, the HSS shall include in the CIA command the
Monitoring Event Report AVP including the SCEF Reference ID of the overwritten configuration datain the SCEF-
Reference-1D and SCEF-Reference-1D-for-Deletion AV Ps.

If the HSS needs to report loss of connectivity it shall include the Monitoring-Type AVP set to
"LOSS _OF CONNECTIVITY" inthe Monitoring Event Report. In addition the HSS may also include the Loss-Of-
Connectivity-Reason AVP in the Monitoring Event Report.

If the SCEF indicates the support of Monitoring event feature to the HSS and the HSS supports Monitoring. The HSS
shall include the Supported-Services AV P with the Supported-M onitoring-Events AV P indicating the authorized
monitoring events for the requesting SCEF in the CIA command.

If CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID Monitoring events cannot be
handled, the HSS shall report the failed SCEF-Reference-ID to the SCEF with an appropriate Experimental -Result-
Code or Result-Code.

If a CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID at |east one CP parameter set
cannot be handled, the HSS shall reply within the AESE-Communication-Pattern-Config-Status the failed SCEF
Reference ID to the SCEF with an appropriate Experimental-Result-Code or Result-Code.

If an SCEF Reference ID received in a CIR command match with an SCEF Reference ID stored in the HSS and both
SCEF Reference ID are provided by the same SCEF ID, the HSS shall delete the stored CP sets associated with the
SCEF reference Id and store the new CP set(s).

If CIR message contains combinations of monitoring events and CP parameter set it shall handle each set belonging to
an SCEF Reference ID separately and shall send a combined answer to the SCEF.

If the SCEF-Reference-ID-for-Deletion is present, the receiving node shall delete the corresponding monitoring event
configuration, if stored.

If the SCEF-Reference-ID is present, the receiving node shall store the configuration event.

IF CIR message contains the CIR-Flags with delete all monitoring events, the HSS shall delete all Monitoring events
configured by the SCEF for the subscriber. This includes forwarding the deletion to involved serving nodes.

If the CIR command contains the CIR-Flags AV P with the bit for Enhanced Coverage Query set, the HSS shall return
the current settings of Enhanced Coverage together with the current Serving PLMN-ID (if any) in the CIA command.

If the CIR command contains Enhanced-Coverage-Restriction AV P, the HSS shall update the subscription data for
Enhanced Coverage; the update shall be a complete replacement of any stored information with the received
information. This may result in the need to update the MME/SGSN via S6a/d/M AP-Gr with the new value for access
restriction; there is however no need for the HSS to delay sending of CIA until updates of serving nodes are confirmed.

If the CIR command contains Suggested-Network-Configuration AVP, the HSS shall check whether the suggested
parameters are acceptable, and if so, update the stored UE’ s subscription parameters accordingly and overwrites the old
SCEF-Reference-ID and SCEF-I1D with the new values. This may result in Insert Subscriber Data Signalling towards
the UE’ s serving node. If the HSS modifies parameters received in Suggested-Network-Configuration AVP, the HSS
shall inform the SCEF about the active parameters.

If a Monitoring-Event-Report isincluded in a CIA command and the Monitoring-Event-Report is related to a One-time
Monitoring event request, the HSS shall delete the related Monitoring event for the UE or the individual group member
UE locally after sending the Monitoring-Event-Report.
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7.2.1.3 Detailed Behaviour of the SCEF

When the SCEF receives Monitoring-Event-Report AVP from the HSS in CIA command, it shall handle it according to
the procedures defined in 3GPP TS 23.682 [2].

When the SCEF receives an AESE-Communication-Pattern-Config-Status AVP from the HSS in a CIA command, it
shall handle it according to the procedures defined in 3GPP TS 23.682 [2]. If the SCEF has included a number of CP
pattern sets with several SCEF reference IDs in the request, it shall handle each AESE-Communication-Pattern-Config-
Status AV P separately according to the procedures defined in 3GPP TS 23.682 [2].

If the SCEF receives a Supported-Services AVP it shall only trigger those services which are supported and authorized
by the HSS and/or the MME/SGSN.

The SCEF shall store the Supported-Services received from the HSS and modify them, if the HSS reports change of
capabililities.

NOTE: It depends on SCEF implementation, if the SCEF triggers only those services which are supported in both
nodes when the UE is registered in both the MME and the SGSN.

When the SCEF needs to query the current settings of Enhanced Coverage Restriction, it shall send a CIR command to
the HSS with the corresponding bit in the CIR-Flags AV P set, unless the SCEF knows that Enhanced Coverage
Restriction Control is not supported by the HSS.

When the SCEF needs to update the current settings of Enhanced Coverage Restriction, it shall send a CIR command to
the HSS with the new values for Enhanced Coverage Restriction within the Enhanced-Coverage-Restriction AVP.

The SCEF shall not query and update the current settings of Enhanced Coverage Restriction by means of asingle CIR
command.

When the SCEF receives Suggested-Network-Configuration AVP from the HSS in CIA command, it shall handle it
according to the procedures defined in 3GPP TS 23.682 [2].

7.2.2 Reporting on S6t

7.2.2.1 General
This procedure is used between the HSS and the SCEF-.
When the procedure isinvoked by the HSS, it is used for reporting:
- The change of association of the UE and UICC and/or new IMSI-IMEI-SV;
- The UE reachability for SMS;
- The Roaming status (Roaming or No Roaming) of the UE, and change in roaming status of the UE.
Itisalso used:
- To update the SCEF with the suspend/resume/cancel status of an ongoing monitoring.
- Toconvey reports and/or status indications for al or some UEs belonging to a group.

This procedure is mapped to the commands Reporting-I nformation-Request/Answer in the Diameter application
specified in clause 8. The tables 7.2.2.1-1 and 7.2.2.1-2 detail the involved information elements.
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Table 7.2.2.1-1: Reporting Information Request

Information Mapping to | Cat. Description
Element Name Diameter
AVP
User Identity User-Identifier C If present, this information element shall contain the User Identity of
(see 8.4.36) the UE. This is a grouped AVP containing an External Identifier and/or
an MSISDN. This AVP shall not carry the IMSI towards the SCEF.
For group based configuration processing, the External-ldentifier shall
be present and contain an External Group ldentifier (see 3GPP TS
23.003 [11]).
For reports associated to individual UEs (i.e. not associated to a group
member UE), this information element may be absent.
For individual UE reports and/or status indications, if the Monitoring-
Event-Report(s) with the pertaining SCEF-Reference-Id(s) are
present, they uniquely identify the monitoring event(s) reported,
regardless of the presence of the User-Identifier.
Supported Supported- (0] If present, this information element shall contain the list of features
Features Features supported by the origin host.
(See 3GPP TS
29.229 [7])
Monitoring Event Monitoring- O | ifareport is available in the HSS this information element shall
Report Event-Report contain the requested data available in the HSS.
(see 8.4.3)
Group-Monitoring Group- C If present, this information element shall contain reports and/or status
Event Report Monitoring- indications for all UEs or a subset of UEs belonging to a group.
(see 8.4.61) Event-Report Shall be present if User-Identifier contains an External Group ldentifier
RIR-Flags RIR-Flags (0] If present, this Information Element shall contain a bit mask. See
(see 8.4.63) 8.4.63 for the meaning of the bits.
Supported Supported- C | If present, this Information Element shall contain AVPs indicating
Services Services details of the services supported by the HSS and authorized for the
(see 8.4.40) SCEF.
If RIR-flags indicates a change of SCEF authorization for one or more
monitoring events, this information element shall be present.
Table 7.2.2.1-2: Reporting Information Answer
Information Mapping to | Cat. Description
Element Name | Diameter AVP
Result Result-Code / M Result of the request.
(See 6.3) Experimental- Result-Code AVP shall be used for errors defined in the Diameter base
Result protocol (see IETF RFC 6733 [23]).
Experimental-Result AVP shall be used for S6t errors. This is a
grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id
AVP, and the error code in the Experimental-Result-Code AVP.
Supported Features Supported- 0] If present, this information element shall contain the list of features
(See 3GPP TS Features supported by the origin host.
29.229 [7])
Monitoring Event Monitoring- o If present, this information element shall contain the status of each
Report Status Event-Report- individual monitoring event report received by the SCEF from the HSS.
Status

7222

Detailed Behaviour of the HSS

For group based configuration processing, if the Group Guard Timer was included in the CIR command, the HSS shall
send the RIR command before the Group Guard Timer expires and shall include several reports and/or status indications
in one or more Group-Monitoring Event Report AV Ps.
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NOTE: TheHSS may divide the accumulated Monitoring Configuration Indications/immediate reports into
multiple messages.

The HSS shall send immediate reports and configuration indications for group based configuration processing using the
Group-Monitoring-Event-Report.

If the HSS knows that it has additional RIR commands to send for the same group, the HSS shall include the RIR-Flags
AV P with the Group-Configuration-In-Progress bit set and restart the Group Guard Timer to the value it originally
received in the CIR.

For group based configuration processing, if the MME/SGSN previously indicated that it does not support the External-
Identifier in the ULR command and the UE does not have an MSISDN configured as part of its subscription data, the
HSS shall indicate that the UE is absent by setting the relevant bit in the S6t-HSS-Cause | E of the Group-Monitoring
Event Report-ltem AVP.

If the HSS detects that configuration data provided by a Monitoring-Event-Configuration are overwritten by anew CIR
command and the configurations were initated by different SCEFs, the HSS shall initiate an RIR command and include
a Monitoring-Event-Report AV P including the SCEF Reference ID of the overwritten configuration data and provide
the SCEF Reference ID in the SCEF-Reference-1D-for-Deletion AVP.

If the Monitoring-Event-Report is related to a One-time Monitoring event request, the HSS shall delete the related
Monitoring event for the UE or the individual group member UE locally after sending the Monitoring-Event-Report.|f
UE Reachability isreported, a Maximum-UE-Availability-Time AVP may also be present in the report.

If the HSS detects that the serving node does not support or does not activate a Monitoring event, or if the UE is part of
agroup and requires the External-ldentifier to be supported by the serving node when it does not, it shall send to the
SCEF, an RIR command with the Event-Handling AV P with the value SUSPEND.

If an HSS detects that in the new serving node an event to be activated is supported which was not supported in the old
serving node or if the HSS detects that the new serving node supports the External-l1dentifier for a UE that is part of a
group and requires the External-Identifier which was not supported in the old serving node, it shall send an RIR
command with the Event-handling AV P with the value RESUME to the SCEF.

If the HSS receives a Notify Reguest from the MME/SGSN to inform the Monitoring-Event-Config-Status at the IWK -
SCEF, the HSS shall send an RIR command to the SCEF, for the monitoring event configurations not accepted by the
IWK-SCEF, with the Event-Handling AV P set to the value CANCEL.

If the HSS receivesthe DIAMETER_ERROR_SCEF _REFERENCE_ID_UNKNOWN within an RIA command, it
shall delete the event stored for the indicated SCEF-Reference-1D (see 3GPP TS 23.007 [19]).

If the Supported-Services of the SGSN and MME have been previoudy reported to the SCEF, an the HSS detects that
they have changed from a previous report, the HSS shall report all the Supported-Service to the SCEF.

If a subscriber is barred/un-barred for services relevant to an active monitoring, the HSS shall send an RIR command to
the SCEF with the Event-Handling AV P set to the value SUSPEND/RESUME.

If authorization for one or more eventsis granted or revoked for an SCEF and the Report-Eff-MONTE is supported by
HSS and SCEF, the HSS shall send RIR command with RIR-flags indicating that authorization has changed for one or
more events. The Supported-Monitoring-Events AV P shall indicate the authorized or revoked authorization for each
event.

When a subscriber is deleted from the HSS while monitoring is active or the authorization for monitoring is revoked, if
Report-Eff-MONTE feature is not supported by SCEF or HSS, the HSS shall send an RIR command to the SCEF with
the Event-Handling AV P set to the value CANCEL. If the HSS and SCEF support the Report-Eff-MONTE feature, the
HSS shall make use of RIR-flags AV P for a given User-Identity and no Monitoring-Event-Report AV P(s) shall be
included.

7.2.2.3 Detailed Behaviour of the SCEF

When the SCEF receives a Reporting Information Request from the HSS, and at least one of the received Monitoring
Event Reports has a SCEF-Reference-1D not known by the SCEF, it shall reply with

DIAMETER_ERROR_SCEF REFERENCE _ID_UNKNOWN (see 3GPP TS 23.007 [19]). In that case, if the HSS had
included multiple Monitoring Event Reports in the RIR command, the SCEF shall include in the Reporting Information
Answer command alist of Monitoring-Event-Report-Status AV Ps where the status of multiple monitoring event reports
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isdetailed. Inthat AVP list, the AV Ps corresponding to event reports with a successful status may be omitted by the
SCEF, for efficiency.

Otherwise when the SCEF receives a Reporting Information Request from the HSS, the SCEF shall set Experimental-
Result to DIAMETER_SUCCESS in the Reporting Information Answer and shall handle it according to the procedures
defined in 3GPP TS 23.682 [2].

If the SCEF receives RIR command with the Event-Handling AV P set to SUSPEND it shall either notify the SCS/AS
that the event is not active or initiate deletion of the event depending on operator configuration.

If the SCEF receives a RIR command with the Event-Handling AV P set to CANCEL it shall delete the event.

If the SCEF supports Report-Eff-MONTE feature and receives a RIR command with RIR-flags indicating that its
authorization has changed for one or more events, it shall consider all eventsindicated in Supported-Monitoring-Events
AVP as cancelled and shall delete the eventsfor all associated UEs.

Editor's Note: The usage of Retry-After timer is FFS.

If the SCEF receives RIR command with the Event-Handling AV P set to RESUME it shall notify the SCS/AS that the
event is activated in serving node.

If the SCEF receives a Reporting | nformation Request from the HSS with the Monitoring-Type AVP set to
LOSS OF CONNECTIVITY, it shall interpret this as the reporting of loss of connectivity of the UE.

On receiving Monitoring event reports, the SCEF shall check whether the number of reports for this Monitoring event
type reaches the configured maximum number of reports. When the reports reach the configured maximum number, the
SCEF shall sent CIR message to the HSS to delete the corresponding Monitoring Event Configuration, with the SCEF-
Reference-ID-for-Deletion AVP set to the related SCEF Reference ID.

On receiving Monitoring event reports for a One-Time event for a group of UEs (i.e. External Group Identifier), the
SCEF shall check whether it has received areport from each UE for this Monitoring event. When each UE has send a
report, the SCEF shall sent CIR message to the HSS to delete the corresponding Monitoring Event Configuration, with
the SCEF-Reference-I D-for-Deletion AV P set to the related SCEF Reference ID.

If the HSS reports change of Supported-Services, the SCEF shall replace the stored Supported-Service by the received
ones.

If the SCEF receives the RIR command with the Group-Configuration-1n-Progress bit of the RIR-Flags AV P set, the
SCEF shall restart the associated Group Reporting Guard Timer.

NOTE: The SCEF needsto be prepared to receive RIR for Group based configuration processing before the
Group Reporting Group Timer expires.

If the SCEF receives a Monitoring Event Report AV P with the SCEF-Reference-ID-for-Deletion AVP it shall initate
cancelation of the Monitoring event identified by the SCEF Refernce ID for Deletion in the Monitoring Event Report
AVP.

7.2.3 NIDD Information on S6t

7.23.1 General
This procedure is used between the SCEF and the HSS for:

- the authorization of the UE for NIDD,

- resolution of an External Group Identifer into the External Identifiers of the respective group members.
This procedure is used between the HSS and the SCEF for:

- the update/revocation of a UE’s authorization for NIDD.

This procedure is mapped to the commands NIDD-Information-Request/Answer in the Diameter application specified
in clause 8. Thetables 7.2.3.1-1 and 7.2.3.1-2 detail the involved information elements.
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Table 7.2.3.1-1: NIDD Information Request

Element Name

Diameter AVP

Information Mapping to Cat. Description
Element Diameter AVP
Name
User Identity User-Identifier M This Information Element shall contain the identity of the UE or the
(see 8.4.36) identity of a group of UEs. This is a grouped AVP containing either an
IMSI, External Identifier or an MSISDN (exactly one, and only one, of
those identifiers shall be included in the request).
When requesting the resolution of an External Group Identifier into the
External Identifiers of the group member UEs, the SCEF shall include the
External Group Identifier (see 3GPP TS 23.003 [11]) in the External-
Identifier AVP.
Supported Supported- 0o If present, this Information Element shall contain the list of features
Features Features supported by the origin host.
(See 3GPP
TS 29.229
[7])
NIDD NIDD- (@] If present, this Information Element shall contain the details of
Authorization Authorization- Authorization for NIDD.
Request Request When sent by the SCEF, the Service-Selection AVP inside NIDD-
(see 8.4.44) Authorization-Request shall be present, and it shall contain the APN for
which NIDD authorization is requested.
Shall be absent when sent by the HSS.
NIDD NIDD- (@] If present, this Information Element shall contain the details of the
Authorization Authorization- updated NIDD Authorization.
Update Update Shall be absent when sent by the SCEF.
(see 8.4.57)
NIR Flags NIR-Flags (0] If present, this Information Element shall contain a bit mask. See 8.4.70
for the meaning of the bits.
Table 7.2.3.1-2: NIDD Information Answer
Information Mapping to Cat Description

Result Result-Code / M | Result of the request.
(See 6.3) Experimental- Result-Code AVP shall be used for errors defined in the Diameter base
Result protocol (see IETF RFC 6733 [23]).
Experimental-Result AVP shall be used for S6t errors. This is a grouped
AVP which contains the 3GPP Vendor ID in the Vendor-ld AVP, and the
error code in the Experimental-Result-Code AVP.
This AVP reflects the outcome of the procedure on Diameter level.
Supported Supported- O | If present, this information element shall contain the list of features
Features Features supported by the origin host.
(See 3GPP TS
29.229 [7])
NIDD- NIDD- C If present, this Information Element shall contain the details of NIDD
Authorization- Authorization- Authorization. When sent by the HSS the IE shall only be present when
Response Response the Result Code is DIAMETER_SUCCESS.
(see 8.4.45) Shall be absent when sent by the SCEF.

User Identifier

User-ldentifier

C | This information element shall be present if the NIR-Flag for Group-

Identity-Resolution was set in the request and the Result-Code is
DIAMETER_SUCCESS.

It shall contain the External-ldentifier of an individual member of the
group (with potentially multiple occurences).

7.2.3.2

Detailed Behaviour of the HSS

When the NIDD Information Request is received from the SCEF, the HSS shall, in the following order:

1. Check that the User Identity for whom data is asked existsin HSS. If not, Experimental-Result shall be set to
DIAMETER_ERROR_USER_UNKNOWN in the NIDD Information Answer.
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2. Check that the requested service is authorized for the UE. If not, Experimental -Result shall be set to
DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the NIDD Information Answer.

3. Check that the APN sent in the Service-Selection AV P of the NIDD-Authorization-Request AV P is subscribed
for the subscriber identified by the given MSISDN or the External Identifier. If it is not subscribed, then the
Experimental-Result shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION (5451) in the
NIDD Information Answer.

4. |f the User-ldentifier contains an External Identifier, the HSS shall include the IMSI and if available the
MSISDN associated with the appropriate External Identifier in the NIDD-A uthorization-Response.

5. If the User-Identifier contains an MSISDN, the HSS shall include the IMSI and if available, the appropriate
External Identifier associated with the MSISDN in the NIDD-Authorization-Response.

6. If the User-Identifier contains an IMS| the HSS shall include the MSISDN and the appropriate External
Identifier assigned to the IMSI in the NIDD-Authorization-Response.

7. If therequested service isNIDD Authorization request and the feature "NIDD Authorization Update” is
commonly supported by HSS and SCEF, the HSS shall store the granted NIDD Authorization in order to being
able to update/revoke the Authorization towards the SCEF when so needed. The HSS may indicate within the
NIDD-Authorization-Response AV P a granted validity time which shall not be later than the requested validity
time as received within the NI DD-Authorization-Request AVP (if any). If so the HSS shall delete the stored
Authorization at the indicated point in time.

8. If the"Group ldentity Resolution” flag is set in the NIR-Flags AV P, the HSS shall include the External -
Identifiers of all the members of the group in the User-ldentifier AVPsin the response.

NOTE 1: If several External Identifiers are mapped to one IMSI, some functions might not work in this release of
the specification.

NOTE 2: Step 6 above is applicable for the case where the SCEF receives a T6a/b-CMR command while avalid
NIDD configuration does not exist for the UE at the SCEF.

If there isan error in any of the above steps then the HSS shall stop processing and return the error code specified in the
respective step.

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it
shall stop processing the request and set Result-Code to DIAMETER_UNABLE _TO_COMPLY . Otherwise the Result-
Code shall be set to DIAMETER_SUCCESS.

When the need to update/revoke one or severa stored granted NIDD Authorizations for a user is detected in the HSS,
and the feature "NIDD Authorization Update" is commonly supported by the HSS and the SCEF, the HSS shall issue an
NIDD-Information Request command containing a NIDD-Authorization-Update AV P towards the SCEF. The NIDD-
Authorization-Update AV P may identify severa granted NIDD Authorizations for the user to be updated.

7.2.3.3 Detailed Behaviour of the SCEF

When the SCEF receives an NIDD-Authorization-Response AV P from the HSSin aNIA command, it shall handle it
according to the procedures defined in 3GPP TS 23.682 [2]. If the feature "NIDD Authorization Update" is commonly
supported by the HSS and the SCEF, and a granted validity time was received within the NIDD-Authorization-
Response, the SCEF shall consider the authorization being implicitly revoked at the indicated time, and may issue a
new NIDD Authorization request towards the HSS.

8 Protocol Specification for S6t

8.1 Introduction

8.1.1 Use of Diameter Base Protocol

The Diameter base protocol as specified in IETF RFC 6733 [23] shall apply except as modified by the defined support
of the methods and the defined support of the commands and AV Ps, result and error codes as specified in this
specification. Unless otherwise specified, the procedures (including error handling and unrecognised information
handling) shall be used unmodified.
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8.1.2 Securing Diameter Messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [4].

8.1.3  Accounting Functionality

Accounting functionality (Accounting Session State Machine, related command codes and AV Ps) shall not be used on
the S6t interface.

8.14 Use of Sessions

The client (server) shall include in its requests (responses) the Auth-Session-State AV P set to the value
NO_STATE_MAINTAINED (1), asdescribed in IETF RFC 6733 [23]. As a conseguence, the server shall not maintain
any state information about this session and the client shall not send any session termination request. Neither the
Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

8.1.5 Transport Protocol

Diameter messages over the S6t interface shall make use of SCTP IETF RFC 4960 [5] as transport protocol.

8.1.6 Routing Considerations
This clause specifies the use of the Diameter routing AV Ps Destination-Realm and Destination-Host.

If the SCEF knows the address/name of the HSS for a certain user, both the Destination-Realm AVP and the
Destination-Host AV P shall be present in the request. Otherwise, only the Destination-Realm AV P shall be present and
the command shall be routed to the next Diameter node. Consequently, the Destination-Host AV P is declared as
optional inthe ABNF for all requestsinitiated by the SCEF.

Asthe HSS knows the address/name and the associated home network domain name of the SCEF to which it sends RIR
and NIR commands from a previously received CIR command, both the Destination-Realm and Destination-Host AV Ps
shall be present in request commands sent by the HSS to the SCEF.

Destination-Realm AVP is declared as mandatory in the ABNF for all requests.

If the Vendor-Specific-Application-ID AVP isreceived in any of the commands, it may be ignored by the receiving
node, and it shall not be used for routing purposes.

8.1.7 Advertising Application Support

The HSS and the SCEF shall advertise support of the Diameter S6t Application by including the value of the application
identifier in the Auth-Application-ld AV P within the Vendor-Specific-Application-1d grouped AV P of the Capabilities-
Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-ld AVP of the Capabilities-
Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AV P within the VVendor-
Specific-Application-1d grouped AV P of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer
commands.

The Vendor-1d AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is
not included in the Vendor-Specific-Application-1d AV Ps as described above shall indicate the manufacturer of the
Diameter node as per IETF RFC 6733 [23].

8.1.8 Diameter Application Identifier

The S6t interface protocol shall be defined as an IETF vendor specific Diameter application, where the vendor is 3GPP.
The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/ass gnments/enterprise-numbers) is 10415.

The Diameter application identifier assigned to the S6t interface application is 16777345 (alocated by IANA).
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8.1.9 Use of the Supported-Features AVP

When new functionality is introduced on the S6t application, it should be defined as optional. If backwards
incompatible changes cannot be avoided, the new functionality shall be introduced as a new feature and support
advertised with the Supported-Features AV P. The usage of the Supported-Features AVP on the S6t application is
consistent with the procedures for the dynamic discovery of supported features as defined in clause 7.2 of 3GPP TS
29.229[7].

When extending the application by adding new AV Ps for afeature, the new AV Ps shall have the M hit cleared and the
AVP shall not be defined mandatory in the command ABNF.

Asdefined in 3GPP TS 29.229 [7], the Supported-Features AVP is of type grouped and contains the Vendor-Id,
Feature-List-ID and Feature-List AVPs. On the all reference points as specified in this specification, the Supported-
Features AVP isused to identify features that have been defined by 3GPP and hence, for features defined in this
document, the Vendor-ld AV P shall contain the vendor ID of 3GPP (10415). If there are multiple feature lists defined
for the reference point, the Feature-List-ID AVP shall differentiate those lists from one another.

8.1.10 User Identity to HSS resolution

The User identity to HSS resol ution mechanism enables the SCEF to find the identity of the HSS that holds the
subscription data for the target user when multiple and separately addressable HSSs have been deployed in the home
network. The resolution mechanism is not required in networks that utilise asingle HSS.

This User identity to HSS resolution mechanism may rely on routing capabilities provided by Diameter and be
implemented in the home operator network within dedicated Diameter Agents (Redirect Agents or Proxy Agents)
responsible for determining the HSS identity based on the provided user identity (e.g. external identifiers provided by
the SCEF).

When the Diameter Load Control mechanism is supported (see |ETF draft-ietf-dime-load-03 [22]), load values from
previoudly received Load AV Ps of type HOST may be taken into account when determining the HSS identity.

NOTE: Alternativesto the user identity to HSS resolution Diameter based implementation are outside the scope
of this specification.

8.2 Commands
8.2.1 Introduction

This section defines the Command code values and related ABNF for each command described in this specification.

8.2.2 Command-Code values
This section defines Command-Code values for the S6ét interface application as alocated by IANA.

Every command is defined by means of the ABNF syntax IETF RFC 5234 [9], according to the Command Code Format
(CCF) specification defined in IETF RFC 6733 [23]. When the definition and use of an AVP is not specified in this
document, the guidelinesin IETF RFC 6733 [23] shall apply.

The Vendor-Specific-Application-ld AVP shall not be included in any command sent by Diameter nodes supporting
applications defined in this specification. If the Vendor-Specific-Application-ld AVP isreceived in any of the
commands defined in this specification, it shall be ignored by the receiving node.

NOTE: The Vendor-Specific-Application-1d isincluded as an optional AVP in all Command Code Format
specifications defined in this specification in order to overcome potential interoperability issues with
intermediate Diameter agents non-compliant with the IETF RFC 6733 [23].

The following Command Codes are defined in this specification for S6t:
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Table 8.2.2-1: Command-Code values for S6t

Command-Name Abbreviation | Code | Section
Configuration-Information-Request CIR 8388718 8.2.3
Configuration-Information-Answer CIA 8388718 8.24

Reporting-Information-Request RIR 8388719 8.2.5
Reporting-Information-Answer RIA 8388719 8.2.6
NIDD-Information-Request NIR 8388726 8.2.7
NIDD-Information-Answer NIA 8388726 8.2.8

For these commands, the Application-ID field shall be set to 16777345 (application identifier of the S6t interface
application, allocated by IANA).

8.2.3 Configuration Information Request (CIR) Command

The Configuration Information Request (CIR) command, indicated by the Command-Code field set to 8388718 and the
"R" bit set in the Command Flags field, is sent from the SCEF to the HSS.

M essage Format:

< Configuration-Information-Request > ::= < Diameter Header: 8388718, REQ, PXY, 16777345 >
< Session-1d >
[ DRMP]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host ]
{ Destination-Realm}
{ User-ldentifier }
[ OC-Supported-Features |
*[ Supported-Features |
*[ Monitoring-Event-Configuration |
[ CIR-Flags]
*[ AESE-Communication-Pattern |
[ Enhanced-Coverage-Restriction ]
[ Group-Reporting-Guard-Timer ]
[ AdditionalIdentifiers]
*[ Proxy-Info]
*[ Route-Record ]
[ Suggested-Network-Configuration ]
*[AVP]

8.24 Configuration-Information-Answer (CIA) Command

The Configuration-Information-Answer (CIA) command, indicated by the Command-Code field set to 8388718 and the
"R" bit cleared in the Command Flags field, is sent from the HSS to the SCEF.

Message Format:
< Configuration-Information-Answer > ::= < Diameter Header: 8388718, PXY, 16777345 >
< Session-1d >
[ DRMP]
[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features |
[ OC-OLR]

*[ Load ]

*[ Supported-Features |
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[ User-Identifier ]

[ Number-of-UES]

*[ Monitoring-Event-Report |

*[ Monitoring-Event-Config-Status ]

*[ AESE-Communication-Pattern-Config-Status |
*[ Supported-Services]

[ S6t-HSS-Cause ]

[ Enhanced-Coverage-Restriction-Data ]
[ CIA-Flags]

*[ IMSI-Group-1d]

[ Failed-AVP]

*[ Proxy-Info ]

*[ Route-Record ]

[ Suggested-Network-Configuration ]
*[AVP

8.2.5 Reporting-Information-Request (RIR) Command

The Reporting-Information-Request (RIR) command, indicated by the Command-Code field set to 8388719 and the "R"
bit cleared in the Command Flags field, is sent from the HSS to the SCEF.

Message Format:

< Reporting-Information-Request > ::= < Diameter Header: 8388719, PXY, 16777345 >
< Session-1d >
[ DRMP]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Host }
{ Destination-Realm}
*[ Supported-Features |
[ User-ldentifier ]
*[ Monitoring-Event-Report ]
*[ Group-Monitoring-Event-Report |
[ RIR-Flags]
*[ Supported-Services|]
*[ Proxy-Info ]
*[ Route-Record ]
*[AVP]

8.2.6 Reporting-Information-Answer (RIA) Command

The Reporting-Information-Answer (RIA) command, indicated by the Command-Code field set to 8388719 and the "R"
bit cleared in the Command Flags field, is sent from the HSS to the SCEF.

Message Format:
< Reporting-Information-Answer > ::=< Diameter Header: 8388719, PXY, 16777345 >
< Session-1d >
[ DRMP]
[ Result-Code ]

[ Experimental-Result |

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

*[ Supported-Features |

*[ Monitoring-Event-Report-Status |
[ Failed-AVP]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP
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8.2.7 NIDD Information Request (NIR) Command

The NIDD Information Request (NIR) command, indicated by the Command-Code field set to 8388726 and the "R" hit
set in the Command Flags field, is sent from the SCEF to the HSS. It may also be sent from the HSS to the SCEF when
the feature "NIDD Authorization Update” is commonly supported by the HSS and the SCEF.

Message Format:

< NIDD-Information-Request > ::=< Diameter Header: 8388726, REQ, PXY, 16777345 >
< Session-ld >
[ DRMP]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host ]
{ Destination-Realm }
{ User-ldentifier }
[ OC-Supported-Features |
*[ Supported-Features |
[ NIDD-Authorization-Request |
[ NIDD-Authorization-Update ]
[ NIR-Flags]
*[ Proxy-Info ]
*[ Route-Record ]
*[AVP

8.2.8 NIDD-Information-Answer (NIA) Command

The NIDD-Information-Answer (NIA) command, indicated by the Command-Code field set to 8388726 and the "R" bit
cleared in the Command Flags field, is sent from the HSS to the SCEF. It may also be sent from the SCEF to the HSS
when the feature "NIDD Authorization Update” is commonly supported by the HSS and the SCEF.

Message Format:
< NIDD-Information-Answer > ::=< Diameter Header: 8388726, PXY, 16777345 >
< Session-1d >
[ DRMP]
[ Result-Code]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features |
[ OC-OLR]

*[ Load ]

*[ Supported-Features |

[ NIDD-Authorization-Response |
*[ User-Identifier ]

[ Failed-AVP]

*[ Proxy-Info]

*[ Route-Record ]
*[AVP]

8.3 Result-Code AVP and Experimental-Result AVP Values
8.3.1 General

This section defines result code values that shall be supported by al Diameter implementations that conform to this
specification.
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8.3.2 Success

Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully
completed. The Result-Code AV P values defined in Diameter base protocol specified in IETF RFC 6733 [23] shall be

applied.
8.3.3 Permanent Failures

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and
should not be attempted again. The Result-Code AV P values defined in Diameter base protocol specified in

IETF RFC 6733 [23] shall be applied. When one of the result codes defined hereisincluded in aresponse, it shall be
inside an Experimental-Result AV P and the Result-Code AV P shall be absent.

8.3.3.1 DIAMETER_ERROR_USER_UNKNOWN (5001)

This result code shall be sent by the HSS to indicate that the user identified by the IMSI, MSISDN, or External -
Identifier is unknown. This error code is defined in 3GPP TS 29.229 [7].

8.3.3.2 DIAMETER_ERROR_UNAUTHORIZED _REQUESTING_ENTITY (5510)
Thisresult code shall be sent by the HSS to indicate that the SCEF is not allowed to request the service.
8.3.3.3 DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511)

This result code shall be sent by the HSS to indicate that the specific service requested by the SCEF is not alowed for
an UE, or that it cannot be delivered according to the current subscribed services of the UE.

8.3.3.4 DIAMETER_ERROR_REQUESTED_RANGE_IS_NOT ALLOWED (5512)

Thisresult code shall be sent by the HSS to indicate that the specific service requested by the SCEF is not alowed for
an UE, or that it cannot be delivered according to the current subscribed services of the UE.

8.3.3.5 DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT _
SUCCESSFUL (5513)

This result code shall be sent by the HSS to indicate that the specific service requested by the SCEF could not be stored
for an UE.

8.3.3.6 DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT (5514)

Thisresult code shall be sent by the HSS to indicate that the requested deletion by the SCEF could not be performed for
an UE because the event does not exist.

8.3.3.7 DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION (5451)

Thisresult code shall be sent by the HSS to indicate that the APN is not authorized for an UE.

8.4 AVPs
84.1 General

The following table specifies the Diameter AV Ps defined for the S6t interface protocol, their AV P Code values, types,
possible flag values and whether or not the AV P may be encrypted. The Vendor-I1D header of all AVPsdefined in this
specification shall be set to 3GPP (10415).

For al AVPswhich contain bit masks and are of the type Unsigned32, bit 0 shall be the least significant bit. For
example, to get the value of bit 0, a bit mask of 0x00000001 should be used.
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Table 8.4.1-1: S6t specific Diameter AVPs
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AVP Flag rules
Attribute Name AVP Section Value Type | Must |May | Should | Must May
Code | defined not not Encr.
AESE-Communication-Pattern|3113 8.4.25 Grouped M,V No
Communication-Pattern-Set (3114 8.4.26 Grouped M,V No
Periodic-Communication- 3115 8.4.27 Unsigned32 M,V No
Indicator
Communication-Duration- 3116 8.4.28 Unsigned32 M,V No
Time
Periodic-time 3117 8.4.29 Unsigned32 M,V No
Scheduled-Communication- ({3118 8.4.30 Grouped M,V No
Time
Stationary-Indication 3119 8.4.31 Unsigned32 M,V No
AESE-Communication- 3120 8.4.32 Grouped M,V No
Pattern-Config-Status
AESE-Error-Report 3121 8.4.33 Grouped M,V No
Monitoring-Event- 3122 8.4.2 Grouped M,V No
Configuration
Monitoring-Event-Report 3123 8.4.3 Grouped M,V No
SCEF-Reference-ID 3124 8.4.4 Unsigned32 M,V No
SCEF-ID 3125 8.4.5 Diameterldentity M,V No
SCEF-Reference-ID-for- 3126 8.4.6 Unsigned32 M,V No
Deletion
Monitoring-Type 3127 8.4.7 Unsigned32 M,V No
Maximum-Number-of-Reports |3128 8.4.8 Unsigned32 M,V No
UE-Reachability-Configuration |3129 8.4.9 Grouped M,V No
Monitoring-Duration 3130 8.4.10 Time M,V No
Maximum-Detection-Time 3131 8.4.11 Unsigned32 M,V No
Reachability-Type 3132 8.4.12 Unsigned32 M,V No
Maximum Latency 3133 8.4.13 Unsigned32 M,V No
Maximum Response Time 3134 8.4.14 Unsigned32 M,V No
Location-Information- 3135 8.4.15 Grouped M,V No
Configuration
MONTE-Location-Type 3136 8.4.16 Unsigned32 M,V No
Accuracy 3137 8.4.17 Unsigned32 M,V No
Association-Type 3138 8.4.18 Unsigned32 M,V No
Roaming-Information 3139 8.4.19 Unsigned32 M,V No
Reachability-Information 3140 8.4.20 Unsigned32 M,V No
IMEI-Change 3141 8.4.22 Unsigned32 M,V No
Monitoring-Event-Config- 3142 8.4.24 Grouped M,V No
Status
Supported-Services 3143 8.4.40 Grouped M,V No
Supported-Monitoring-Events |3144 8.4.41 Unsigned64 M,V No
CIR-Flags 3145 8.4.39 Unsigned32 M,V No
Service-Result 3146 8.4.37 Grouped M,V No
Service-Result-Code 3147 8.4.38 Unsigned32 M,V No
Reference-ID-Validity-Time 3148 8.4.42 Time M,V No
Event-Handling 3149 8.4.43 Unsigned32 M,V No
NIDD-Authorization-Request  |3150 8.4.44 Grouped M,V No
NIDD-Authorization-Response |3151 8.4.45 Grouped M,V No
Service-Report 3152 8.4.47 Grouped M,V No
Node-Type 3153 8.4.48 Unsigned32 M,V No
S6t-HSS-Cause 3154 8.4.50 Unsigned32 M,V No
Enhanced-Coverage- 3155 8.4.51 Grouped \% M No
Restriction
Enhanced-Coverage- 3156 8.4.52 Grouped \% M No
Restriction-Data
Restricted-PLMN-List 3157 8.4.53 Grouped V M No
Allowed-PLMN-List 3158 8.4.54 Grouped V M No
Requested-Validity-Time 3159 8.4.55 Time Vv M No
Granted-Validity-Time 3160 8.4.56 Time V M No
NIDD-Authorization-Update  |3161 8.4.57 Grouped V M No
Loss-Of-Connectivity-Reason 3162 8.4.58 Unsigned32 V M No
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Group-Reporting-Guard-Timer |3163 8.4.59 Unsigned32 V M No
CIA-Flags 3164 8.4.60 Unsigned32 V M No
Group-Monitoring-Event- 3165 8.4.61 Grouped \% M No
Report

Group-Monitoring-Event- 3166 8.4.62 Grouped \% M No
Report-ltem

RIR-Flags 3167 8.4.63 Unsigned32 V M No
Type-Of-External-Identifier 3168 8.4.64 Unsigned32 vV M No
APN-Validity-Time 3169 8.4.65 Grouped \ M No
Suggested-Network- 3170 8.4.66 Grouped \% M No
Configuration

Monitoring-Event-Report- 3171 8.4.67 Grouped \% M No
Status

PLMN-ID-Requested 3172 8.4.68 Enumerated V M No
Additionalldentifiers 3173 8.4.69 Grouped V M No
NIR-Flags 3174 8.4.70 Unsigned32 Vv M No

NOTE 1: The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit
denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details,
see IETF RFC 6733 [23].

NOTE 2: If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-
bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the
receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver
shall ignore the M-bit.

The following table specifies the Diameter AV Ps re-used by the S6t interface protocol from existing Diameter
Applications, including a reference to their respective specifications and when needed, a short description of their use
within S6t.

Any other AV Ps from existing Diameter Applications, except for the AV Ps from Diameter base protocol specified in
IETF RFC 6733[23], do not need to be supported. The AV Ps from Diameter base protocol specified in
IETF RFC 6733 [23] are not included in table 8.4.1-2, but they may be re-used for the S6t protocol.
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Table 8.4.1-2: S6t re-used Diameter AVPs
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Attribute Name Reference Comments M-bit
User-Identifier 6.4.2 see 8.4.36
External-ldentifier 6.4.11
MSISDN 3GPP TS 29.329 [10]
User-Name IETF RFC 6733 [23] This AVP shall contain the IMSI
of the UE
Supported-Features 3GPP TS 29.229 [7] see 8.4.23
Feature-List-ID 3GPP TS 29.229 [7]
Feature-List 3GPP TS 29.229 [7]
Must
OC-Supported-Features IETF RFC 7683 [15] See 6.4.16 not
set
Must
OC-OLR IETF RFC 7683 [15] See 6.4.17 not
set
Visited PLMN Id 3GPP TS 29.272 [14]
Charged-Party 3GPP TS 32.299 [16]
EPS-Location-Information 3GPP TS 29.272 [14] see 8.4.21
MME-Location-Information 3GPP TS 29.272 [14] see 8.4.34
SGSN-Location-Information  |3GPP TS 29.272 [14]  |see 8.4.35
E-UTRAN-Cell-Global-Identity [3GPP TS 29.272 [14]
Tracking-Area-ldentity 3GPP TS 29.272 [14]
Geographical-Information 3GPP TS 29.272 [14]
Geodetic-Information 3GPP TS 29.272 [14]
Current-Location-Retrieved  [3GPP TS 29.272 [14]
Age-Of-Location-Information |3GPP TS 29.272 [14]
User-CSG-Information 3GPP TS 29.272 [14]
Cell-Global-ldentity 3GPP TS 29.272 [14]
Service-Area-ldentity 3GPP TS 29.272 [14]
Routing-Area-ldentity 3GPP TS 29.272 [14]
eNodeB-ID 3GPP TS 29.217 [17]
Day-Of-Week-Mask IETF RFC 5777 [18]
Time-Of-Day-Start IETF RFC 5777 [18]
Time-Of-Day-End IETF RFC 5777 [18]
IETF RFC 7944 [20] see 8.4.46 Must
DRMP not
set
Service-Selection IETF RFC 5778 [21] See 8.4.49
. . Must
Load IETF draft-ietf-dime- See 6.4.20 not
load-03 [22] set
DL-Buffering-Suggested-
Packet-Count 3GPP TS 29.272 [14]
Must
Extended-eNodeB-1D 3GPP TS 29.217 [17] not
set
_I\If!ammum-UE-Avallablllty- 3GPP TS 29.338 [12]
ime
Must
Idle-Status-Indication 3GPP TS 29.128 [24] not
set
Must
Active-Time 3GPP TS 29.128 [24] not
set
. Must
DL-Buffering-Suggested- 136pp TS 20.272 [14] not
acket-Count
set
. _— Must
Subscribed-Periodic-RAU-
TAU-Timer 3GPP TS 29.272 [14] not
set
Must
IMSI-Group-Id 3GPP TS 29.272 [14] not
set
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Attribute Name Reference Comments M-bit
Must
Number-of-UEs 3GPP TS 29.154 [25] not
set

8.4.2 Monitoring-Event-Configuration

The Monitoring-Event-Configuration AVP is of type Grouped, and it contains the details of the monitoring event from
the SCEF. At least SCEF-Reference-1D or one SCEF-Reference-1D-for-Deletion shall be present.

AVP format:
Monitoring-Event-Configuration ::= <AVP header: 3122 10415>
[ SCEF-Reference-ID ]
{ SCEF-ID }
{ Monitoring-Type}
*[ SCEF-Reference-ID-for-Deletion ]
[ Maximum-Number-of-Reports |
[ Monitoring-Duration ]
[ Charged-Party ]
[ Maximum-Detection-Time ]
[ UE-Reachability-Configuration ]
[ Location-Information-Configuration ]
[ Association-Type]
[ DL-Buffering-Suggested-Packet-Count ]
[ PLMN-ID-Requested ]
*[AVP]
At least one of the SCEF-Reference-ID or SCEF-Reference—| D-for-Deletion shall be present.

The Maximum-Number-of-Reports AVP, if present, shall contain the maximum number of event reportsto be
generated by the HSS, MME, or SGSN until the monitoring event configuration is considered to expire.

The Monitoring-Duration AVP, if present, shall contain the absolute time at which the monitoring event configuration
is considered to expire.

If both Maximum-Number-of-Reports and Monitoring-Duration AV Ps are present, the monitoring event configuration
shall be considered to expire as soon as one of the conditions is met.

If both Maximum-Number-of-Reports and Monitoring-Duration AV Ps are absent, the monitoring event configuration
shall be considered as a one-time monitoring request (same behaviour as setting Maximum-Number-of-Reports to 1).

Monitoring-Type shall only be taken into account in combination with SCEF-Reference-1D; Monitoring-Type AVP
shall beignored for deletion of an event (in combination with SCEF-Reference-1D-for-Del etion).

The details of how to handle expiration of Monitoring eventsis described in 3GPP TS 23.682 [2].

8.4.3 Monitoring-Event-Report

The Monitoring-Event-Report AVP is of type Grouped, and it contains the information to be reported as requested by
Monitoring-Event-Configuration.
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AVP format:

Monitoring-Event-Report::=  <AVP header: 3123 10415>
{ SCEF-Reference-ID }
[ SCEF-ID ]
[ SCEF-Reference-ID-for-Deletion |
[ Visited-PLMN-Id ]
[ Roaming-Information ]
[ IMEI-Change ]
[ Reachability-Information ]
[ Maximum-UE-Availability-Time]
[ EPS-Location-Information ]
[ Monitoring-Type ]
[ Event-Handling ]
*[ Service-Report |
[ Loss-Of-Connectivity-Reason |
[ Idle-Status-Indication ]

V*[AVP]
8.4.4 SCEF-Reference-ID

The SCEF-Reference-ID AVP s of type Unsigned32 and it shall contain the identifier provided by the SCEF.

8.4.5 SCEF-ID

The SCEF- ID AVP is of type Diameterldentity and it shall contain the identity of the SCEF which has originated the
service request towards the HSS.

8.4.6 SCEF-Reference-ID-for-Deletion

The SCEF-Reference-1D-for-Deletion AVP is of type Unsigned32 and it shall contain the SCEF-Reference-1D (in
combination with the SCEF identified by the SCEF-ID) for the event to be del eted.

8.4.7 Monitoring-Type

The Monitoring-Type AVP is of type Unsigned32 and shall identify the type of event to be monitored. The following
values are defined:

LOSS OF CONNECTIVITY (0)
UE_REACHABILITY (1)
LOCATION_REPORTING (2)

CHANGE_OF IMSI_IMEI(SV)_ASSOCIATION (3)
ROAMING_STATUS (4)
COMMUNICATION_FAILURE (5)
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AVAILABILITY_AFTER_DDN_FAILURE (6)

NUMBER_OF UES PRESENT IN_A GEOGRAPHICAL_AREA (7)
UE_REACHABILITY_AND_IDLE_STATUS INDICATION (8)
AVAILABILITY_AFTER _DDN_FAILURE_AND_IDLE_STATUS INDICATION (9)

8.4.8 Maximum-Number-of-Reports

The Maximum-Number-of-Reports AV P is of type Unsigned32. It shall contain the number of reports to be generated
and sent to the SCEF.

8.4.9 UE-Reachability-Configuration

The UE-Reachahility-Configuration AVP is of type Grouped, and it shall contain the details for configuration for UE
reachability.

AVP format:
UE-Reachability-Configuration::= <AV P header: 3129 10415>
[ Reachability-Type]
[ Maximum-Latency ]
[ Maximum-Response-Time ]
[ DL-Buffering-Suggested-Packet-Count ]
*[AVP]

8.4.10 Monitoring-Duration

The Monitoring-Duration AV P is of typeTime. It shall contain the absolute time at which the related monitoring event
request is considered to expire.

8.4.11 Maximum-Detection-Time

The Maximum-Detection-Time AV P is of type Unsigned32. It shall contain the maximum number of seconds without
any communication with the UE after which the SCEF is to be informed that the UE is considered to be unreachable.

8.4.12 Reachability-Type

The Reachability-Type AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as
defined in table 8.4.12-1:

Table 8.4.12-1: Reachability-Type

Bit Name Description
0 Reachability for This bit, when set, indicates that the monitoring for reachability
SMS for SMS of the UE is to be configured
1 Reachability for This bit, when set, indicates that the monitoring for reachability
Data for data of the UE is to be configured

NOTE 1: Bits not defined in this table shall be cleared by the sender and discarded by the receiver
of the command.
NOTE 2: Bit 0 and 1 shall not be set simultaneously.

8.4.13 Maximum-Latency

The Maximum-Latency AVP is of type Unsigned32. It shall contain the maximum acceptable delay time for downlink
data transfer in seconds.
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8.4.14 Maximum-Response-Time

The Maximum-Response-Time AVP is of type Unsigned32. It shall contain the maximum time in seconds for which the
UE stays reachable.

8.4.15 Location-Information-Configuration
The L ocation-Information-Configuration AVP is of type Grouped, and it contains the details for location reporting.
AVP format:
Location-Information-Configuration::=  <AVP header: 3135 10415>
[ MONTE-Location-Type ]
[ Accuracy |
[ Periodic-Time]
*[AVP]

If present, Periodic-Time contains the mimum periodic location reporting time.

8.4.16 MONTE-Location-Type

The MONTE-Location-Type AVP is of type Unsigned32. It indicates actually of the location information to be
provided. The following values are defined:

CURRENT_LOCATION (0)
LAST_KNOWN_LOCATION (1)

8.4.17 Accuracy
The Accuracy AVP is of type Unsigned32. It shall indicate the requested accuracy. The following values are defined:
CGI-ECGI (0)
eNB (1)
LA-TA-RA (2)
PRA(3)
PLMN-ID (4)

8.4.18 Association-Type

The Association-Type AVP is of type Unsigned32. It shall indicate the details of the reporting related to the IMEI-IMSI
association. The following values are defined:

IMEI-CHANGE (0)
IMEISV-CHANGE (1)

8.4.19 Roaming-Information

The Roaming-Information AV P is of type Unsigned32. It shall indicate the roaming status of the subscriber. The
following values are defined:

SUBSCRIBER_ROAMING (0)
SUBSCRIBER_NOT_ROAMING (1)
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8.4.20 Reachability-Information

The Reachability-Information AVP is of type Unsigned32. It shall indicate the reachability of the subscriber. The
following values are defined:

REACHABLE_FOR_SMS (0)
REACHABLE_FOR_DATA (1)

8.4.21 EPS-Location-Information

The EPS-Location-Information AV P is of type Grouped. It shall contain the information related to the user location
relevant for EPS. It was originally defined in 3GPP TS 29.272 [49].

AVP format:
EPS-Location-Information ::= <AVP header: 1496 10415>
[ MME-Location-Information ]
[ SGSN-Location-Information ]

*[AVP]

8.4.22 IMEI-Change

The IMEI-Change AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as
defined in table 8.4.22-1:

Table 8.4.22-1: IMEI-Change

Bit Name Description

0 IMEI This bit, when set, indicates that the IMEI has changed

1 IMEISV This bit, when set, indicates that only the IMEI software version
has changed but the IMEI has not changed.

NOTE:  Bits not defined in this table shall be cleared by the sender and discarded by the receiver
of the command.

8.4.23 Feature-List AVP

8.4.23.1 Feature-List AVP for the S6t application
The syntax of this AVP isdefined in 3GPP TS 29.229 [7].
For the S6t application, the meaning of the bits shall be as defined in table 8.4.23-1 for the Feature-List-1D.
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Table 8.4.23-1: Features of Feature-List-ID used in S6t

Feature Feature M/ Description
bit 0O
0 MONTE (0] Configuration and reporting of monitoring events

This feature is applicable to from an SCEF with CIR/CIA command pair and the
reporting of events to the SCEF with RIR/RIA command pair.

If the HSS does not support this feature, the SCEF shall not send monitoring
event configurations to the HSS within CIR.

1 AESE- (0] Configuration of CP parameter sets
Communica
tion-Pattern This feature is applicable to from an SCEF with CIR/CIA command pair.

If the HSS does not support this feature, the SCEF shall not send CP
parameter set to the HSS within CIR.

2 NIDD- (0] Authorization of NIDD
Authorizatio
n This feature is applicable to from an SCEF with NIR/NIA command pair.

If the HSS indicates in the NIA command that it does not support Authorization
of NIDD, the SCEF shall not send NIDD Authorizations requests to the HSS in
subsequent NIR commands towards that HSS.

3 Enhanced- (0] Control Of Enhanced Coverage Restriction
Coverage- This feature is applicable for the CIR/CIA command pair.
Restriction- If the SCEF detects that the HSS does not support this feature, it may refrain
Control from sending further CIR commands containing an Enhanced-Coverage-
Restriction AVP or a CIR-Flags AVP with the bit for Enhanced-Coverage-
Query set.
4 NIDD (0] Update/Revocation of NIDD Authorization
Authorizatio This feature is applicable for the NIR/NIA command pair. It shall not be
n Update supported when NIDD-Authorization is not supported.

If the SCEF indicates in the NIR command that it does not support NIDD
Authorization Update, the HSS shall not send subsequent NIR commands to
update or revoke a granted NIDD Authorization. The HSS may decide not to
grant NIDD Authorization when Update/Revocation is not supported by the
SCEF.

5 Report-Eff- (0] Reporting Efficiency for MONTE

MONTE This feature is applicable for the RIR/RIA command pair.

If the SCEF indicates in the CIR command that it does not support Reporting
Efficiency for MONTE, the HSS shall not make use of RIR-flags to indicate the
cancellation/removal of all monitoring events nor a change of SCEF
authorization for one or more monitoring events.

6 Event (0] Event Cancellation Report
Cancellatio
n Report This feature is applicable to from an SCEF for the CIR/CIA and RIR/RIA

command pairs.

If the SCEF does not indicate in the CIR command that it does support Event
Cancellation Report, the HSS shall not send a report indicating the cancellation
of a report in the CIA or subsequent RIR commands towards that SCEF.

Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".
Feature: A short name that can be used to refer to the bit and to the feature, e.g. "MONTE".
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.

8.4.24 Monitoring-Event-Config-Status

The Monitoring-Event-Config-Status AVP is of type Grouped, and it contains the details of the result of the handling of
the Requested action for the Monitoring event.

AVP format:
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Monitoring-Event-Config-Status::=  <AVP header: 3142 10415>
*[ Service-Report |
{ SCEF-Reference-ID }
[ SCEF-ID ]
*[AVP]

8.4.25 AESE-Communication-Pattern

The AESE-Communication-Pattern AVP is of type Grouped, and it shall contain the details of the Communication-
Pattern from the SCEF.

AVP format
AESE-Communication-Pattern ::= <AVP header: 3113 10415>
[ SCEF-Reference-ID ]
{ SCEF-ID }
*[ SCEF-Reference-ID-for-Deletion ]
*[ Communication-Pattern-Set |

*[ AVP]

At least one SCEF-Reference-ID or SCEF-Reference-I D-for-deletion shall be present.

8.4.26 Communication-Pattern-Set
The Communication-Pattern-Set AVP is of type Grouped, and it shall contain a set of Communication-Pattern.
AVP format
Communication-Pattern-Set ::= <AVP header: 3114 10415>
[ Periodic-Communication-Indicator ]
[ Communication-Duration-Time ]
[ Periodic-Time]
*[ Scheduled-Communication-Time ]
[ Stationary-Indication ]
[ Reference-ID-Validity-Time]
*[ AVP]

Communi cation-duration-time and Periodic-Time shall be only provided when the Periodic-Communication-Indicator
isset to PERIODICALLY.

If the Reference-ID-Validity-Time AVP is absent, it indicates that there is no expiration time defined for the
Communication-Pattern-Set.

8.4.27 Periodic-Communication-Indicator
The Periodic-communication-indicator AVP is of type Unsigend32. The following values are defined:

PERIODICALLY (0)
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ON_DEMAND (1)

8.4.28 Communication-duration-time

The Communication-duration-time AVP is of type Unsigned32 and shall provide the time in seconds of the duration of
the periodic communication.

8.4.29 Periodic-time

Periodic-time AVP is of type Unsigned32 and shall provide the time in seconds of the interval for periodic
communication.

8.4.30 Scheduled-communication-time
The Scheduled-communication-time AVP is of type Grouped.
AVP format
Scheduled-communication-time ::= <AVP header: 3118 10415>
[ Day-Of-Week-Mask |
[ Time-Of-Day-Start ]
[ Time-Of-Day-End ]
*[AVP]
If Day-Of-Week-Mask is not provided this shall be interpreted as every day of the week.
If Time-Of-Day-Start is hot provided, starting time shall be set to start of the day(s) indicated by Day-Of-Week-Mask.

If Time-Of-Day-End is not provided, ending time is end of the day(s) indicated by Day-Of-Week-Mask.

8.4.31 Stationary indication

The Stationary-indication AVP are of type Unsigned32.
STATIONARY _UE (0)
MOBILE_UE (1)

8.4.32 AESE-Communication-Pattern-Config-Status

The AESE-Communication-Pattern-Config-Status AV P is of type Grouped, and it shall contain the details of the
outcome of Communication-Pattern handling from the HSS.

AVP format
AESE-Communication-Pattern-Config-Status ::= <AVP header: 3120 10415>
{ SCEF-Reference-ID }
[ SCEF-ID ]
[ AESE-Error-Report |
*[AVP]

8.4.33 AESE-Error-Report

The AESE-Error-Report AVP is of type Grouped, and it contains the details of the Error occurred during handling of
the Requested action for the Communi cation-Pattern-Set.
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AVP format
AESE-Error-Report ::= <AVP header: 3121 10415>
[ Service-Result ]

*[AVP]

8.4.34 MME-Location-Information

The MME-Location-Information AVP is of type Grouped. It shall contain the information related to the user location
relevant for the MME. It was originally defined in 3GPP TS 29.272 [49].

AVP format
MM E-Location-Information ::= <AVP header: 1600 10415>

[ E-UTRAN-Cell-Global-ldentity ]
[ Tracking-Area-ldentity ]
[ Geographical-Information |
[ Geodetic-Information ]
[ Current-Location-Retrieved ]
[ Age-Of-Location-Information ]
[ User-CSG-Information ]
[ eNodeB-ID ]
[ Extended-eNodeB-I1D ]
*[AVP]

8.4.35 SGSN-Location-Information

The SGSN-L ocation-Information AV P is of type Grouped. It shall contain the information related to the user location
relevant for the SGSN. It was originally defined in 3GPP TS 29.272 [49].

AVP format
SGSN-Location-Information ::= <AVP header: 1601 10415>

[ Cell-Glabal-1dentity ]
[ Service-Area-ldentity ]
[ Routing-Area-Identity ]
[ Geographical-Information |
[ Geodetic-Information ]
[ Current-Location-Retrieved ]
[ Age-Of-Location-Information ]
[ User-CSG-Information ]
*[AVP]
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8.4.36 User-ldentifier

The User-ldentifier AVP is of type Grouped and it contains the different identifiers used by the UE. ThisAVPis
defined in sub-clause 6.4.2. The AVP format for the Sét interface shall be as given below.

AVP format:
User-ldentifier ::= <AVP header: 3102 10415>
[ User-Name]
[ MSISDN |
[ External-Identifier ]
[ Type-Of-External-Identifier ]
*[AVP]

This AVP shall contain one of theidentifiers (IMSI, MSISDN or External-ldentifier). The IMSI of the UE shall be
included (when applicable) in the User-Name AVP.

The External-Identifier AVP may either contain the identity of an individual UE or the identity of a Group of UEs. The
Type-Of-External-ldentifier is used to indicate which type of identity is carried in the External-1dentifier. When the
Type-Of-External -l dentifier is not present, it means the External-l1dentifier AV P contains the identity of an individual
UE.

8.4.37 Service-Result

The Service-Result AVP is of type Grouped, and it contains the Error code identified during the handling of the
Requested action for the Monitoring event.

AVP format:
Service-Result ::=  <AVP header: 3146 10415>
[ Vendor-Id ]
[ Service-Result-Code ]
*[AVP]

If the Service-Result-Code contains an Experimental -Result-Code value defined by 3GPP, then the Vendor-1d shall be
set to the value 10415. If the Service-Result-Code contains a Result-Code value defined in the Diameter base protocol
by |ETF (see IETF RFC 6733 [23]), then the Vendor-1d shall be absent or set to the value 0.

8.4.38 Service-Result-Code
The Service-Result-Code AV P is of type Unsigned32. This AVP shall contain either the value of an Experimental-

Result-Code defined by 3GPP or the value of a Result-Code defined in Diameter base protocol by IETF (see
IETF RFC 6733 [23]).

8.4.39 CIR-Flags

The CIR-Flags AVPis of type AVP s of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall
be as defined in table 8.4.39-1:
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Table 8.4.39-1: CIR-Flags

Bit Name Description

0 Delete all This bit shall be set if the SCEF wants to delete all Monitoring
Monitoring events events for a subscriber stored in the HSS.

1 Enhanced This bit shall be set if the SCEF wants to query the current
Coverage Query settings of the Enhanced-Coverage-Restriction.

2 IMSI Group Id This bit shall be set if the SCEF wants to retrieve the IMSI Group
retrieval Id that corresponds to the provided External Group Identifier.

NOTE: Bits not defined in this table shall be cleared by the sender and discarded by the receiver

of the command.

8.4.40 Supported-Services

The Supported-Services AVP is of type Grouped and it shall contain the different bit masks representing the services
supported by the HSS:

AVP format
Supported-Services ::= <AVP header: 3143 10415>
[ Supported-Monitoring-Events |
[ Node-Type]
*[AVP]

8.4.41 Supported-Monitoring-Events

The Supported-Monitoring-Events AV P is of type Unsigned64 and it shall contain a bit mask. The meaning of the bits
shall be as defined in table 8.4.41-1:

Table 8.4.41-1: Supported-Monitoring-Events

Bit Name Description
0 UE and UICC This bit shall be set if Monitoring the association of the UE and
and/or new IMSI- UICC and/or new IMSI-IMEI-SV association Monitoring event is
IMEI-SV association | supported in the HSS
1 UE-reachability This bit shall be set if UE reachability Monitoring event is
supported in the HSS
2 Location-of-the-UE This bit shall be set if Location of the UE and change in location
of the UE Monitoring event is supported in the HSS
3 Loss-of-connectivity | This bit shall be set if Loss of connectivity Monitoring event is
supported in the HSS
4 Communication- This bit shall be set if Communication failure Monitoring event is
failure supported in the HSS
5 Roaming-status This bit shall be set if Roaming status (i.e. Roaming or No
Roaming) of the UE, and change in roaming status of the UE
Monitoring event is supported in the HSS
6 Availability after This bit shall be set if Availability after DDN failure Monitoring
DDN failure event is supported in the HSS
7 Idle Status This bit shall be set if Idle Status Indication Monitoring event is
Indication supported in the HSS in addition to Availability after DDN failure
and UE reachability

NOTE: Bits not defined in this table shall be cleared by the sender and discarded by the receiver
of the command.

If RIR-flagsisincluded in Reporting-Information-Request to indicate a change of authorized monitoring events, each
bit in Supported-Monitoring-Events AVP, if cleared, shall indicate the SCEF that associated monitoring event is not
authorized.
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8.4.42 Reference-ID-Validity-Time

The Reference-1D-Validity-Time AVP is of type Time (see IETF RFC 6733 [23]), and contains the point of time when
the CP sets associated to an SCEF-Reference-1D (in combination with an SCEF-1D) becoming invalid and shall be
deleted.

8.4.43 Event-Handling

The Event-handling AVP is of type Unsigned32. The following Values are defined:
SUSPEND (0)
RESUME (1)
CANCEL (2)

8.4.44 NIDD-Authorization-Request

The NIDD-Authorization-Request AVP is of type Grouped, and it contains the details for the Authorisation of NIDD
viathe SCEF.

AVP format:
NIDD-Authorization-Request ::= <AVP header: 3150 10415>
[ Service-Selection ]
[ Requested-Validity-Time]
*[AVP]

8.4.45 NIDD-Authorization-Response

The NIDD-Authorization-Response AV P is of type Grouped, and it contains the information to be provided triggered
by NIDD-Authorization-Request.

AVP format:
NIDD-Authorization-Response::= <AVP header: 3151 10415>
[ MSISDN ]
[ User-Name ]
[ External-Identifier ]
[ Granted-Validity-Time]
*[AVP]

The User-Name AV P, when present, shall contain the IMSI.

8.4.46 DRMP

The DRMP AVP s of type Enumerated and it is defined in IETF RFC 7944 [20]. This AVP alows the HSS and the
SCEF over the S6t interface to indicate the relative priority of Diameter messages. The DRMP AVP may be used to set
the DSCP marking for transport of the associated Diameter message.

8.4.47 Service-Report

The Service-Report AVP is of type Grouped, and it contains the result of the handling of the Requested action for the
Monitoring event, the type of node and the services it supports.

AVP format:
Service-Report ::=  <AVP header: 3152 10415>
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[ Service-Result |
[ Node-Type]
*[AVP]

8.4.48 Node-Type

The Node-Type AVP is of type Unsigned32 and shall identify the type of node sending the information. The following
values are defined:

HSS (0)
MME (1)
SGSN (2)

8.4.49 Service-Selection

The Service-Selection AVP is of type of UTF8String. This AVP shall contain the APN Network Identifier (i.e. an APN
without the Operator Identifier) per 3GPP TS 23.003 [11], clauses 9.1 & 9.1.1).

The contents of the Service-Selection AVP shall be formatted as a character string composed of one or more labels
separated by dots (".").

ThisAVPisdefined in IETF RFC 5778 [21].
8.4.50 S6t-HSS-Cause

The S6t-HSS-Cause AVP is of type Unsigned32 and it contains a bitmask. The meaning of the bitsis defined in table
8.4.50-1:

Table 8.4.50-1: S6t-HSS-Cause

Bit Name Description

0 Absent Subscriber This bit, when set, indicates that there is no serving node
registered in the HSS to which the configuration could be
forwarded.

NOTE: Bits not defined in this table shall be cleared by the sending node and discarded by the
receiving node.

8.4.51 Enhanced-Coverage-Restriction

The Enhanced-Coverage-Restriction AVP is of type Grouped and shall identify either a complete (and possibly empty)
list of serving PLMNs where Enhanced Coverage shall be restricted or a complete (and possibly empty) list of serving
PLMNs where Enhanced Coverage shall not be restricted.

AVP format:
Enhanced-Coverage-Restriction ::= <AVP header: 3155 10415>
[ Restricted-PLMN-List |
[ Allowed-PLMN-List ]
*[AVP]

8.4.52 Enhanced-Coverage-Restriction-Data

The Enhanced-Coverage-Restriction-Data AV P is of type Grouped and shall identify the current visited PLMN (if any)
and the current settings of Enhanced-Coverage-Restriction.

AVP format:
Enhanced-Coverage-Restriction-Data::= <AVP header: 3156 10415>
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{ Enhanced-Coverage-Restriction }
[ Visited-PLMN-Id ]
*[AVP]

8.4.53 Restricted-PLMN-List

The Restricted-PLMN-List AVP is of type Grouped and shall identify the complete set of serving PLMNs where
Enhanced Coverageisrestricted.

AVP format:
Restricted-PLMN-List ::=  <AVP header: 3157 10415>
*[ Visited-PLMN-1d ]
*[AVP]
Absence of Visited-PLMN-Id AV Ps indicates that Enhanced Coverage is allowed in al serving PLMNSs.

8.4.54 Allowed-PLMN-List

The Allowed-PLMN-List AVP s of type Grouped and shall identify the complete set of serving PLMNs where
Enhanced Coverageis allowed.

AVP format:
Allowed-PLMN-List ::= <AVP header: 3158 10415>
*[ Visited-PLMN-1d ]
*[AVP]
Absence of Visited-PLMN-Id AV Ps indicates that Enhanced Coverage isrestricted in all serving PLMNSs.

8.4.55 Requested-Validity-Time

The Requested-Validity-Time AVP is of type Time (see IETF RFC 6733 [23]), and contains the point of time after
which the SCEF iswilling to consider a granted NIDD authorization as being implicitly revoked.

8.4.56 Granted-Validity-Time

The Granted-Validity-Time AVP is of type Time (see IETF RFC 6733 [23]), and contains the point of time after which
the HSS removes a stored NIDD Authorization and after which the SCEF shall consider a granted NIDD authorization
as being implicitly revoked.

A valuein the past indicates that the NIDD Authorization is explicitly revoked.

8.4.57 NIDD-Authorization-Update

The NIDD-Authorization-Update AVP is of type Grouped, and it contains the information to be provided triggered by
an update or revocation of the NIDD-Authorization.

AVP format:
NIDD-Authorization-Update::=<AVP header: 3161 10415>
*[ APN-Validity-Time]
*[AVP]

The User-Name AV P, when present, shall contain the IMSI.
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8.4.58 Loss-Of-Connectivity-Reason

The Loss-Of Connectivity-Reason AVP is of type Unsigned32 and shall identify the reason why loss of connectivity is
reported. The following values are defined:

UE_DETACHED_MME (0)
UE_DETACHED_SGSN (1)
MAX_DETECTION_TIME_EXPIRED_MME (2)
MAX_DETECTION_TIME_EXPIRED_SGSN (3)
UE_PURGED_MME (4)

UE_PURGED_SGSN (5)

8.4.59 Group-Reporting-Guard-Timer

The Group-Reporting-Guard-Timer AVP is of type Unsigned32. The Group Reporting Guard Timer indicates an
interval in seconds after which time the HSS (at the latest) shall send aggregated Status I ndications and/or event
report(s) which have been detected for UEs that are part of a group.

8.4.60 CIlA-Flags

The CIA-Flags AVPis of type AVPis of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall
be as defined in table 8.4.60-1:

Table 8.4.60-1: CIA-Flags

Bit Name Description
0 Group- This bit is set when the HSS indicates that the HSS is
Configuration-In- processing the Group Monitoring Event configuration(s) and will
Progress report further status using the RIR command.
NOTE: Bits not defined in this table shall be cleared by the sender and discarded by the receiver
of the command.

8.4.61 Group-Monitoring-Event-Report

The Group-Monitoring-Event-Report AVP is of type Grouped, and it contains the information to be reported as
requested by Monitoring-Event-Configuration for a group.

AVP format:
Group-Monitoring-Event-Report::=  <AVP header: 3165 10415>
{ SCEF-Reference-ID }
[ SCEF-ID ]
*[ Group-Monitoring-Event-Report-ltem ]
*[AVP]

8.4.62 Group-Monitoring-Event-Report-ltem

The Group-Monitoring-Event-Report-Item AVP is of type Grouped, and it contains the information to be reported as
requested by Monitoring-Event-Configuration for a specific UE as part of group processing.

AVP format:
Group-Monitoring-Event-Report-ltem::= <AVP header: 3166 10415>

{ User-ldentifier }
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[ Visited-PLMN-1d ]

[ Roaming-Information ]

[ Reachability-Information ]

[ Maximum-UE-Availability-Time]

[ EPS-Location-Information ]

[ Monitoring-Type ]

*[ Service-Report ]

[ S6t-HSS-Cause ]

*[AVP]

8.4.63 RIR-Flags

The RIR-Flags AVP is of type AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall
be as defined in table 8.4.63-1:

Table 8.4.63-1: RIR-Flags

Bit Name Description

0 Group- This bit is set when the HSS indicates that the HSS is
Configuration-In- processing the Group Monitoring Event configuration and will
Progress report further status/reports for the group using additional RIR

command(s).

1 All-Monitoring- This bit is set when the HSS indicates that all existing events (if
Events-Cancelled any) are cancelled, e.g. due to subscription removal

2 Change-Of- This bit is set when the HSS indicates that the SCEF
Authorized- authorization for one or more monitoring events has changed.
Monitoring-Events

NOTE:  Bits not defined in this table shall be cleared by the sender and discarded by the receiver

of the command.

8.4.64 Type-Of-External-ldentifier

The Type-Of-External-Identifier AVP is of type Unsigned32 and it shall indicate which type of identity is carried in the
Externa-ldentifier AVP. The following values are defined:

EXTERNAL-UE-IDENTIFIER-TY PE (0)

The value 0 indicates the External-1dentifier AV P carries the identity of an individual UE.

EXTERNAL-GROUP-IDENTIFIER-TYPE (1)

The value 1 indicates the External-ldentifier AV P carries the identity of a Group of UEs.

8.4.65 APN-Validity-Time

The APN-Validity-Time AVP s of type Grouped, and it contains the APN (within the Service-Selection AVP) and the
updated validity time for the granted NIDD authorization associated to the APN.

AVP format:

APN-Validity-Time::= <AVP header:3169 10415>

{ Granted-Vdlidity-Time}

[ Service-Selection ]

*[AVP]
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Absence of Service-Selection AVP indicates that the Granted-Validity-Time appliesto all granted NIDD Authorizations
for the user. In this case only one APN-Validity-Time AVP shall be present within the NIDD-Authorization-Update
AVP.

8.4.66 Suggested-Network-Configuration

The Suggested-Network-Configuration AVP is of type Grouped, and it shall contain the details for configuration for
Suggested Network configuration.

AVP format:
Suggested-Network-Configuration::= <AVP header: 3170 10415>

{ SCEF-Reference-ID }
{ SCEF-ID }
[ Subscribed-Periodic-RAU-TAU-Timer ]
[ Active-Time]
[ DL-Buffering-Suggested-Packet-Count ]
[ Group-Reporting-Guard-Timer ]
*[AVP]

8.4.67 Monitoring-Event-Report-Status

The Monitoring-Event-Report-Status AV P is of type Grouped, and it contains the result of a specific event report
(identified by the pair SCEF-1D and SCEF-Reference-1D) received by the SCEF.

AVP format:
Monitoring-Event-Report-Status  ::= <AVP header: 3171 10415>

{ SCEF-Reference-ID }
{ SCEF-ID }
[ Result-Code ]
[ Experimental-Result-Code ]
*[AVP]

8.4.68 PLMN-ID-Requested

The PLMN-ID-Requested AV P is of type Enumerated and it shall indicate whether the PLMN-ID value needsto be
returned in the event report associated to the monitoring type "ROAMING_STATUS". The following values are
defined:

TRUE (0)

The value TRUE (0) indicates that the PLMN-ID value shall be returned in the corresponding event report
for "ROAMING_STATUS".

FALSE (1)

The value FALSE (1) indicates that the PLMN-ID value shall not be returned in the corresponding event
report for "ROAMING_STATUS".

The default value, when this AVP is not included, is TRUE (0).
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8.4.69 Additionalldentifiers
The Additionalldentifiers AVP is of type Grouped, and it shall contain External Group Identifiers.
AVP format:
Additional ldentifiers::= <AVP header: 3173 10415>
*[ External-ldentifier ]

*[AVP]

8.4.70 NIR-Flags

The NIR-Flags AVP s of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined
intable 8.4.70-1:

Table 8.4.70-1: NIR-Flags

Bit Name Description
0 Group ldentity This bit shall be set if the SCEF wants to retrieve the External
Translation Ids that correspond to a provided External Group Identifier.

NOTE:  Bits not defined in this table shall be cleared by the sender and discarded by the receiver
of the command.
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Annex A (normative):
Diameter overload control mechanism

A.l General

IETF RFC 7683 [15] specifies a Diameter overload control mechanism which includes the definition and the transfer of
related AV Ps between Diameter nodes.

A.2 S6m interface
A.2.1 General

The Diameter overload control mechanism is an optional feature over the S6m interface.

It is recommended to make use of the IETF RFC 7683 [15] on the S6m interface where, when applied, the MTC-IWF
shall behave as areacting node and the HSS as a reporting node.

NOTE: Thereisno need to support this mechanism in the other way (overload of the MTC-IWF) as no Diameter
request commands are sent by the HSS to the M TC-IWF.

A.2.2 HSS behaviour

The HSS requests traffic reduction from the MTC-IWF when it isin an overload situation, by including OC-OLR AVP
in answer commands as described in IETF RFC 7683 [15].

The HSS identifies that it isin an overload situation by implementation specific means. For example, the HSS may take
into account the traffic over the S6m interfaces or other interfaces, the level of usage of internal resources (CPU,
memory), the access to external resources etc.

The HSS determines the specific contents of the OC-OLR AV P in overload reports and the HSS decides when to send
OC-OLR AVPs by implementation specific means.

A.2.3 MTC-IWF behaviour

The MTC-IWF applies required traffic reduction received in answer commands to subsequent applicable requests, as
per IETF RFC 7683 [15].

Requested traffic reduction is achieved by the MTC-IWF by implementation specific means. For example, it may
implement message throttling with prioritization.

Annex B gives guidance on message prioritisation over the Sém interface.

A.3 S6t interface
A.3.1 General

The Diameter overload control mechanism is an optional feature over the S6t interface.

It is recommended to make use of the IETF RFC 7683 [15] on the S6t interface where, when applied, the SCEF shall
behave as a reacting node and the HSS as a reporting node.

NOTE: With the current services used on this interface there is no need to support this mechanism in the other
direction (overload of the SCEF) as the number of Diameter request commands sent by the HSS to the
SCEF is determined by the SCEF in one earlier command of the SCEF and they corresponds to non-
frequent events.

A.3.2 HSS behaviour

The HSS requests traffic reduction from the SCEF when it isin an overload situation, by including OC-OLR AVPin
answer commands as described in IETF RFC 7683 [15].
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The HSS identifies that it isin an overload situation by implementation specific means. For example, the HSS may take
into account the traffic over the S6t interfaces or other interfaces, the level of usage of internal resources (CPU,
memory), the access to external resources etc.

The HSS determines the specific contents of the OC-OLR AV P in overload reports and the HSS decides when to send
OC-OLR AVPs by implementation specific means.

A.3.3 SCEF behaviour

The SCEF applies required traffic reduction received in answer commands to subsequent applicable requests, as per
IETF RFC 7683 [15].

Reguested traffic reduction is achieved by the SCEF by implementation specific means. For example, it may implement
monitoring event activation throttling with prioritization.
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Annex B (Informative):
Diameter overload control node behaviour

B.1 Introduction

Annex B gives guidance on the Diameter overload control node behaviours regarding message prioritisation over the
S6m and S6t interface.

B.2 Message prioritisation over S6m

This clause gives an analysis of possible behaviours of the MTC-IWF regarding message prioritisation as guidance and
for an informative purpose.

When the HSS is overloaded, the MTC-IWF will receive overload reports from the HSS requesting a reduction of
requests sent by the MTC-IWF. Thiswill apply to the SIR request commands.

The MTC-IWF can consider some messages with alower or a higher priority; lower priority messages will be
candidates for throttling before higher priority messages.

Following considerations can be taken into account:
- SIR messages for agiven SCS can have alower priority according to operator policies,

- If aSCS node generates a peak signalling over the Tsp interface, SIR messages over S6m related to this SCS can
have alower priority;

- The SIR messages over S6m related to arecall procedure or areplace procedure over the Tsp interface (see
3GPP TS 29.368 [13]) may have alower priority according to operator policies.

B.3 Message prioritisation over S6t

This clause gives an analysis of possible behaviours of the SCEF regarding message prioritisation as guidance and for
an informative purpose.

When the HSS is overloaded, the SCEF will receive overload reports from the HSS requesting a reduction of requests
sent by the SCEF. Thiswill apply to the CIR request commands.

The SCEF can consider some messages with alower or a higher priority; lower priority messages will be candidates for
throttling before higher priority messages.

Following considerations can be taken into account:
- CIR messages for a given SCEF can have alower priority according to operator policies;

- If a SCEF node generates a peak signalling over the S6t interface, CIR messages from this SCEF can have a
lower priority;
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Annex C (normative):
Diameter message priority mechanism

C.1l General

IETF 7944 [20] specifies a Diameter routing message priority mechanism that allows Diameter nodes to indicate the
relative priority of Diameter messages. With this information, other Diameter nodes may leverage the relative priority
of Diameter messages into routing, resource alocation, set the DSCP marking for transport of the associated Diameter
message, and also abatement decisions when overload control is applied.

It is recommended to make use of IETF 7944 [20] over the S6m, S6n and S6t interfaces of an operator network when
the overload control defined in Annex A is applied on these interfaces.

C.2 S6ém, S6n, S6t interfaces

The Diameter message priority mechanism is an optional feature which may apply on one or several of the S6m, S6n,
S6t interfaces.

A 3GPP functional entity supporting the Diameter message priority mechanism over one or several of the Sém, S6n,
S6t interfaces shall comply with IETF RFC 7944 [20].

A 3GPP functional entity sending a request shall determine the required priority according to its policies. When priority
isrequired, it shall include the DRMP AV P indicating the required priority level in the request it sends, and shall
prioritise the request according to the required priority level.

When the 3GPP functional entity receives the corresponding response, it shall prioritise received response according to
the priority level received withinthe DRMP AVP if present in the response, otherwise according to the priority level of
the corresponding reguest.

When a 3GPP functional entity receives arequest, it shall handle the request according to the received DRMP AVP
priority level. For the response, it may modify the priority level received in the DRMP AVP according to its policies
and shall handle the response according to the required priority level. If the required priority level is different from the
priority level received in the request, it shall include the DRMP AVP in the response.

The decisions of the 3GPP functional entity for arequired priority and for the priority level value are implementation
specific.

If:
- a3GPP functional entity supports using the Diameter message priority mechanism for DSCP marking purposes,
- thetransport network utilizes DSCP marking, and
- message-dependant DSCP marking is possible for the protocol stack transporting Diameter,

then the 3GPP functional entity shall set the DSCP marking for transport of the request or response according to the
required priority level.

Diameter requests related to high priority traffic should contain a DRMP AV P with a high priority of which the level
value is operator dependent.
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Annex D (normative):
Diameter load control mechanism

D.1 General

|ETF draft-ietf-dime-load-03 [22] specifies a mechanism for sharing of Diameter load information. It includes the
definition and the transfer of related AV Ps between Diameter nodes.

D.2 S6m interface
D.2.1 General

The Diameter load control mechanism is an optional feature over the S6m interface.

It is recommended to make use of |ETF draft-ietf-dime-load-03 [22] on the S6m interface where, when applied, the
MTC-IWF shall behave as reacting nodes and the HSS as a reporting node.

D.2.2 HSS behaviour

The HSS may report its current load by including a Load AV P of type HOST in answer commands as described in
|ETF draft-ietf-dime-load-03 [22].

The HSS calculates its current load by implementation specific means. For example, the HSS may take into account the
traffic over the S6m interface or other interfaces, the level of usage of internal resources (e.g. CPU, memory), the access
to external resources, etc.

The HSS determines when to send Load AV Ps of type HOST by implementation specific means.

D.2.3 MTC-IWF behaviour

When performing next hop Diameter Agent selection for requests that are routed based on realm, the MTC-IWF may
take into account load values from Load AV Ps of type PEER received from candidate next hop Diameter nodes, as per
|ETF draft-ietf-dime-load-03 [22].

D.3 S6t interface
D.3.1 General

The Diameter load control mechanism is an optional feature over the S6t interface.

It is recommended to make use of |ETF draft-ietf-dime-load-03 [22] on the S6t interface where, when applied, the
SCEF shall behave as reacting nodes and the HSS as a reporting node.

D.3.2 HSS behaviour

The HSS may report its current load by including a Load AV P of type HOST in answer commands as described in
|ETF draft-ietf-dime-load-03 [22].

The HSS calculates its current load by implementation specific means. For example, the HSS may take into account the
traffic over the S6t interface or other interfaces, the level of usage of internal resources (e.g. CPU, memory), the access
to external resources, etc.

The HSS determines when to send Load AV Ps of type HOST by implementation specific means.

D.3.3 SCEF behaviour

When performing next hop Diameter Agent selection for requests that are routed based on realm, the SCEF may take
into account load values from Load AV Ps of type PEER received from candidate next hop Diameter nodes, as per
|ETF draft-ietf-dime-load-03 [22].
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Annex E (informative):
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