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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES!).

The present document is part 4 of a multi-part deliverable covering PAJES digital signatures - Testing Conformance
and Interoperability. Full details of the entire series can be found in part 1 [i.1].

A tool implementing the present document has been developed and is accessible at http://signatures-conformance-

checker.etsi.org/.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines the set of checks to be performed for testing conformance of PAJES signatures against
PAJES baseline signatures as specified in ETSI EN 319 142-1 [1].

The present document does not specify checks leading to conclude whether a signature is technically valid or not (for
instance, it does not specify checks for determining whether the cryptographic material present in the signature may be
considered valid or not). In consegquence, no conclusion may be inferred regarding the technical validity of a signature
that has been successfully tested by any tool conformant to the present document.

Checks specified by the present document are exclusively constrained to elements specified by PAJES [1].

Regarding PAJES attributes, the present document explicitly differentiates between structural requirements that are
defined on building blocks, and the requirements specified for PAJES baseline signatures conformance.

The present document is intentionally not linked to any software devel opment technology and is also intentionally
agnostic on implementation strategies. Thisis one of the reasons why the test assertions set specified in the present
document includes tests on the correctness of the structure of all the elements specified by PAJES [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 1: Building blocks and PAJES baseline signatures’.

[2] ETSI EN 319 142-2: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 2: Additional PAJES signatures profiles”.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 144-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures -
Testing Conformance and Interoperability; Part 1: Overview".

[i.2] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations'.
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[i.3] OASIS Committee Notes. "Test Assertions Guidelines Version 1.0" Committee Note 02, 19 June
2013.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI TR 119 001 [i.2] apply.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TR 119 001 [i.2] apply.

4 Overview

The present clause describes the main aspects of the technical approach used for specifying the whole set of checksto
be performed for testing conformance to ETSI EN 319 142-1 [1].

ETSI EN 319 142-1 [1] defines requirements for building blocks and PAJES baseline signatures. For the purpose of
identifying the whole set of test assertions required for testing conformance against PAJES baseline signatures as
specified in ETSI EN 319 142-1 [1], the present document classifies the whole set of requirements specified in ETSI
EN 319 142-1[1] in two groups as follows:

1) Requirements"PAdES BS" (after "PAdES baseline signatures"): requirements defined in clauses 5 and 6 of
ETSI EN 319 142-1 [1]. These are requirements specific to PAJES baseline signatures.

2) Reguirements"PAdES BB" (after "PAdES building blocks"): requirements defined in clauses 4 and 5 of
ETSI EN 319 142-1 [1] and clauses 4 and 5 of ETSI EN 319 142-2 [2] to be satisfied by both PAJES baseline
signatures as specified in ETSI EN 319 142-1 [1] and additional PAJES signatures as specified in ETS|
EN 319 142-2 [2].

a) Inorder to test conformance against the aforementioned specification, several types of tests are identified, namely:
1) Testsonthe signature structure.
2) Testson values of specific elements and/or attributes.
3) Testsoninterrelationship between different elements present in the signature.

4)  Tests on computations reflected in the contents of the signatures (message imprints for a time-stamping
service, computed by digesting the concatenation of a number of elements of the signature, for instance).

b) No testsisincluded testing actual validity of the cryptographic material that might be present at the signature or to
be used for its verification (status of certificates for instance).

c) Testsare defined as test assertions following the work produced by OASIS in "Test Assertions Guidelines
Version 1.0" [i.3]. Each test assertion includes:

1) Uniqueidentifier for further referencing. The identifiers of the assertions start with "PAJES BS', after
"PAdES baseline signatures® and with "PAdES _BB", after "PAdES building blocks".

2) Reference to the Normative sour ce for the test.

3) TheTarget of the assertion. In the normative part, this field identifies one of the four PAJES baseline
signatures [1] Conformance Levels.

ETSI
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4) Prerequisite (optional) is, according to [i.3], "alogical expression (similar to a Predicate) which further
qualifies the Target for undergoing the core test (expressed by the Predicate) that addresses the Normative
Satement”. It is used for building test assertions corresponding to requirements that are imposed under certain
conditions.

5)  Predicate fully and unambiguously defining the assertion to be tested.

6) Prescription level. Three levels are defined: mandatory, recommended and permitted, whose semanticsisto
be interpreted as described in clause 3.1.2 of [i.3].

7)  Tag: information on the element tested by the assertion.

5 Testing conformance to PAJES-B-B signatures

5.1 Introduction

The present clause specifies the whole set of assertions to be tested on applications claiming conformance to
PAJES-B-B signatures as specified in ETS| EN 319 142-1 [1].

Clause 5.2 specifies assertions for testing those constraints imposed by the PAJES building blocks and baseline
signatures specification [1] to the signature dictionary elements.

Clause 5.3 specifies assertions for testing those constraints imposed by the PAJES building blocks and baseline
signatures specification [1] to the CM S signature included in the signature dictionary entry with the key Contents.

5.2 Testing signature dictionary elements

This clause defines the test assertions for signature dictionary elements requirements.

TA id: PAdJES_BS/ SDM 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1]
Predi cate: For new signatures, applications include the clained tine of signing in the signature
dictionary entry with the key M

Prescription level: nandatory

Tag: PAdES basel i ne signatures.

TA id: PAJES_BB/ SDL/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the CPU host nane or physical |ocation of the
signing in the signature dictionary entry with the key Locati on.

Prescription level: permtted

Tag: PAdES baseline and additional signatures.

TA id: PAdJES_BB/ SDR/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not include the reason for the signing in the
signhature dictionary entry with the key Reason if the signature-policy-identifier attribute is
present in the CVS signature.

Prescription | evel: nmandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdJES_BB/ SDR/ 2

Normative source: [1] — Cause 6.3

Target: PAdES signature generator claimng confornmance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not include the reason for the signing in the
signature dictionary entry with the key Reason if the commtment-type-indication attribute is
present in the CV5 signature.

Prescription |evel: nandatory

Tag: PAdES baseline and additional signatures.
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TA id: PAdES_BB/ SDC/ 1

Nornative source: [1] — Cause 4.1

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the CM5 sighature in the signature dictionary
entry with the key Contents.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ SDCERT/ 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not set the signature dictionary entry with the key
Cert.

Prescription |evel: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ SDSF/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the value "ETSI.CAdES. detached" in the signature
dictionary entry with the key SubFilter.

Prescription | evel: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES_BB/ SDF/ 1

Normative source: [1] — Cause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the preferred signature handler to use when
validating the signature itself in the signature dictionary entry with the key Filter.

Prescription |evel: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ SDBR/ 1

Normative source: [1] — Cause 6.3

Target: PAdES signature generator claimng confornance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include an array of pairs of integers that shall
describe the exact byte range for the digest calculation in the signature dictionary entry with the
key Byt eRange.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdJES BB/ SDBR/ 2

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAJES_BS/ SDBR/ 1

Predi cate: For new signatures, the ByteRange val ue covers the entire file, including the signature
dictionary but excluding the Contents val ue.

Prescription level: nmandatory

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ SDNAME/ 1

Nor netive source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the nane of the person or authority signing the
docunent in the signature dictionary entry with the key Name.

Prescription level: permitted

Tag: PAdES baseline and additional signatures.

TA id: PAJES BB/ SDCI/1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include a contact infornation of the signer in the
signature dictionary entry with the key Contactlnfo.

Prescription level: pernitted

Tag: PAdES baseline and additional signatures.
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5.3 Testing CMS signature elements

This clause defines the test assertions for the CM S signature, included in the signature dictionary entry with the key
Contents, requirements.

Test assertions for SignedData.certificates attribute:

TA id: PAdJES_BB/ CER/ 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the signing certificate in the

Si gnedData. certificates attribute of the CVS signature.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ CER/ 2

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequisites: PAJES BB/ CER/ 1

Predi cate: For new signatures, applications include all certificates needed for path building in the
Si gnedDat a. certificates attribute.

Prescription |l evel: recomended

Tag: PAdES baseline and additional signatures.

Test assertions for ESS attribute:

TA id: PAdJES_BB/ ESS/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the ESS signing-certificate or signing-
certificate-v2 attribute in signedAttrs for every signerinfo in CVS signature.

Prescription | evel: nandatory

Tag: conformance | ayer = B-Level of PAdES baseline profile.

TA id: PAdES_BB/ ESS/ 2

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequisites: PAJES BS/ ESS/ 1

Predi cate: For new signatures, applications include the ESS-signing-certificate in signedAttrs for
every signerinfo in CM5 signature if SHA-1 hash algorithmis used.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES BB/ ESS/ 3

Nor native source: [1] — Cause 6.3

Target: PAdES signature generator claimng confornmance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAJES BS/ ESS/ 1

Predi cate: For new signatures, applications include the ESS-signing-certificate-v2 in signedAttrs
for every signerinfo in CMS signature if another hash algorithmthan SHA-1 is used.

Prescription |evel: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES_BB/ ESS/ 4

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAdJES_BS/ ESS/ 1

Predi cate: For new signatures, applications include the ESS signing-certificate-v2 attribute in
signedAttrs for every signerinfo in CMS signature.

Prescription |evel: recomended

Tag: PAdES baseline and additional signatures.

Test assertion for message-digest attribute presence in CM S signature:

TA id: PAJES BB/ M) 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include nessage-digest attribute in CV5 signature.
Prescription level: nandatory

Tag: PAdES baseline and additional signatures.
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Test assertions for ContentType attribute:

TA id: PAdJES_BB/ CTY/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include ContentType attribute in CVMS signature.
Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES_BB/ CTY/ 2

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAJES BB/ CTY/ 1

Predi cate: For new signatures, applications set the value id-data in ContentType attribute in CVS

si gnature.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

Test assertion for signature-policy-identifier attribute presence in CM S signature:

TA id: PAdES BB/ SPI D/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include signature-policy-identifier attribute in CMS

si gnature.

Prescription level: permtted

Tag: PAdES baseline and additional signatures.

Test assertion for signing time requirements:

TA id: PAJES_BS/ CMSST/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1]
Predi cate: For new signatures, applications do not include the clained tine of signing in the
signing tinme attribute of the CVMS signature.

Prescription level: nandatory

Tag: PAdES basel i ne signatures.

The test assertion for counter-signature attribute presence in CM S signature:

TA id: PAdJES BB/ CS/ 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For any signer, CMS signature doesn’'t include counter-signature attribute.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

Test assertion for content-reference attribute presence in CM S signature:

TA id: PAJES_BB/CR/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not include content-reference attribute in CMS

si gnature.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

Test assertion for content-identifier attribute presence in CM S signature:

TA id: PAJES BB/ Cl/1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not include content-identifier attribute in CVS

si gnature.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.
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Test assertion for content-hints attribute presence in CM S signature;

TA id: PAJES BB/ CH 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not include content-hints attribute in CMS signature.
Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

Test assertion for commitment-type-indication attribute presence in CM S signature:

TA id: PAJES_BB/CTI/1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequisites: PAJES BB/ SDR/ 2

Predi cate: For new signatures, applications don't include conmitnent-type-indication attribute in
CMs signature if the signature dictionary entry with the key Reason is present.

Prescription | evel: nandatory

Tag: PAdES baseline and additional signatures.

Test assertion for signer-location attribute presence in CM S signature:

TA id: PAJES_BB/SL/1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications do not include signer-location attribute in CMS

si gnature.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

Test assertion for signer-attributes-v2 attribute presence in CM S signature:

TA id: PAJES BB/ SA/ 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include signer-attributes-v2 attribute in CVS signature.
Prescription level: permitted

Tag: PAdES baseline and additional signatures.

Test assertion for content-time-stamp attribute presence in CM S signature:

TA id: PAdJES_BB/ CTS/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAJES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include content-tine-stanp attribute in CVM5 signature.
Prescription level: permtted

Tag: PAdES baseline and additional signatures.

6 Testing conformance to PAJES-B-T signatures

6.1 General requirements

PAJES-B-T signatures as specified in ETSI EN 319 142-1 [1] are built on PAJES-B-B signatures. In conseguence,
PAJES-B-T signatures shall fulfil the requirements specified in clause 5 of the present document and all the
requirements defined in clause 6.2.

6.2 Testing trusted signing time

This clause defines the test assertions for trusted time attribute presence in CM S and/or PAJES signature.
TA id: PAJES BS/TT/1

Nor native source: [1] — O ause 6.3
Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1]
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Predi cate: For new signatures, applications include signature-tine-stanp attribute in CVM5 signature
or Docunment Tinme Stanp in PAdES signature.

Prescription level: nandatory

Tag: PAdES basel i ne signatures.

TA id: PAJES BB/ STS/ 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include signature-tine-stanp attribute in CVM5 signature.
Prescription level: permtted

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ DTS/ 1

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include Docunent Tine Stanp in PAdES signature.
Prescription level: permtted

Tag: PAdES baseline and additional signatures.

7 Testing conformance to PAJES-B-LT signatures

7.1 General requirements

PAJES-B-LT signatures as specified in ETSI EN 319 142-1 [1] are built on PAJES-B-T signatures. In consequence,
PAJES-B-LT signatures shal fulfil the requirements specified in clauses 5 and 6 of the present document and all the
requirements defined in clause 7.2.

7.2 Testing DSS dictionary

This clause defines the test assertion for Document Security Store dictionary elements requirements.

TA id: PAdES_BB/ DSS/ 1

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the DSS dictionary in the PAJES signature.
Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAJES_BB/ DSS/ 2

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequisites: PAJES BB/ DSS/ 1

Predi cate: For new signatures, applications include the full set of certificates used to validate
the signature, not yet included in the SignedData.certificates attribute of the CMS signature, in
the DSS dictionary entry with the key Certs.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES_BB/ DSS/ 3

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequisites: PAJES BB/ DSS/ 1

Predi cate: For new signatures, applications include the full set of revocation data used to validate
the signature in the DSS dictionary entries with the keys CRLs or OCSPs.

Prescription | evel: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES_BB/ DSS/ 4

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng confornmance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAJES BB/ DSS/ 1

Predi cate: For new signatures, applications do not include any VRl entry in the DSS dictionary.
Prescription |evel: recomended

Tag: PAdES baseline and additional signatures.
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TA id: PAdES_BB/ DSS/ 5

Nor native source: [1] — Cause 5.4.2

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the value "DSS" in the Docunent Security Store
dictionary entry with the key Type.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

8 Testing conformance to PAJES-B-LTA signhatures

8.1 General requirements

PAJES-B-LTA signatures as specified in ETSI EN 319 142-1 [1] are built on PAJES-B-LT signatures. In conseguence,
PAJES-B-LTA signatures shall fulfil the requirements specified in clauses 5, 6 and 7 of the present document and all
the requirements defined in clause 8.2.

8.2 Testing DTS dictionary

This clause defines the test assertion for Document Security Store and Document Time-Stamp dictionary elements
requirements.

TA id: PAdES BB/ DTS/ 2

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include Document Tine Stanp dictionary in PAJES

si gnature.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES BB/ DTS/ 3

Nor native source: [1] — O ause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAJES BB/ DTS/ 2

Predi cate: For new signatures, applications include the value DocTineStanp in the DTS dictionary
entry with the key Type.

Prescription | evel: nandatory

Tag: PAdES baseline and additional signatures.

TA id: PAdES_BB/ DTS/ 4

Normative source: [1] — Cause 6.3

Target: PAdES signature generator claimng conformance to PAdES signatures as specified in [1] or in
[2]

Prerequi sites: PAdJES BB/ DTS/ 2

Predi cate: For new signatures, applications include the value "ETSI.RFC3161" in the DTS dictionary
entry with the key SubFilter.

Prescription level: recomended

Tag: PAdES baseline and additional signatures.

TA id: PAdES BB/ DTS/ 5

Normative source: [1] — O ause 6.3

Target: PAdES signature generator claimng confornmance to PAdES signatures as specified in [1] or in
[2]

Prerequisites: PAJES BB/ DTS/ 2

Predi cate: For new signatures, applications include the TineStanpToken, see [i.2], in the DTS
dictionary entry with the key Contents.

Prescription level: nandatory

Tag: PAdES baseline and additional signatures.
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Annex A (informative):
Bibliography

ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol and time-stamp token
profiles”.
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