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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Intelligent Transport Systems
(ITS).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Introduction

Security policies require that data structures such as messages used in Intelligent Transport Systems are secured when
stored or transferred. For interoperability reasons, acommon format for secure data structures featuring security headers
and public key certificates needs to be provided.

The present document provides these definitions as a profile of the base standard |EEE Std 1609.2™-2016 [1] and its
amendments |EEE 1609.2a™-2017 and |IEEE Std 1609.2b™-2019. A profile makes use of the definitions in the base
standard and defines the use of particular subsets or options available in the base standard. Thisimplies that the present
document is to be read and interpreted together with that base standard.

From time to time, new versions of the present document may be published that extend |EEE Std 1609.2™ [1] data
types using ASN.1 extension mechanismsto define ETSI originated extensions that are not necessarily endorsed by
|EEE.

ETSI
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The present document contains material from |EEE Std 1609.2™-2016 [1] and its amendment(s), reprinted with
permission from |EEE, and Copyright © 2016.
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1 Scope

The present document specifies the secure data structure including header and certificate formats for Intelligent
Transport Systems. In addition to supporting the use of explicit certificates, the present document includes the
amendment for the use of implicit certificates. As such, the present document is backwards compatible for the sender of
secure data structures, but implies the additional implementation of implicit certificates on receiver side in order to
support interoperability.

NOTE 1. The use of explicit certificatesis alowed in previous versions (V1.3.1 and V1.4.1) of the present
document.

NOTE 2: The use of implicit certificatesis not allowed in previous versions of the present document.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] |EEE Std 1609.2™-2016 including amendments | EEE Std 1609.2a™-2017 and |EEE
Std 1609.2b™-2019: "I EEE Standard for Wireless Accessin Vehicular Environments -- Security
Services for Applications and Management Messages”.

2] ETSI TS 102 965: "Intelligent Transport Systems (ITS); Application Object Identifier (ITS-AID);
Registration”.
[3] Recommendation ITU-T X.696 (08/2015): "Information technology - ASN.1 encoding rules:

Specification of Octet Encoding Rules (OER)".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; I TS communications security
architecture and security management”.

[i.2] ETSI TS 102 941: "Intelligent Transport Systems (ITS); Security; Trust and Privacy
Management".

[1.3] ETSI TS 103 601: "Intelligent Transport Systems (ITS); Security; Security management messages

communication requirements and distribution protocols’.

ETSI


https://docbox.etsi.org/Reference/

7 ETSI TS 103 097 V2.1.1 (2021-10)

[i.4] CPOC protocol.

NOTE: Available at https://cpoc.jrc.ec.europa.eu/Documentation.html.

3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AA Authorization Authority
ASN.1 Abstract Syntax Notation One
AT Authorization Ticket
CA Certification Authority
CAM Cooperative Awareness Message
COER Canonical Octet Encoding Rules
CRL Certificate Revocation List
CTL Certificate Trust List
DENM Decentralized Environmental Notification Message
EA Enrolment Authority
ECDSA Elliptic Curve Digital Signature Algorithm
ECIES Elliptic Curve Integrated Encryption Scheme
ITS Intelligent Transport Systems
ITSAID ITS Application ID
ITSS Intelligent Transport Systems Station
OID Object I Dentifier
TLM Trust List Manager
4 Basic format elements

4.1 Based on the published version of IEEE Std 1609.2

Data structuresin the present document are defined using Abstract Syntax Notation One (ASN.1) and shall be encoded
using the Canonical Octet Encoding Rules (COER) as defined in Recommendation ITU-T X.696 [3]. Thisincludes
some data structures in the present document for which a " canonical encoding” is used as defined in IEEE

Std 1609.2™ [1].

Clauses 5 and 6 specify and describe the data structures with reference to |IEEE Std 1609.2™ [1]. The corresponding
ASN.1 moduleisdefined in annex A.

The validity of a certificate shall be assessed as defined in IEEE Std 1609.2™ [1] clause 5.1, using the Hash I D-based
revocation method for EA and AA certificates, and no revocation method for authorization tickets and enrolment
credentials.

NOTE 1: The CRL for EA and AA certificatesis defined in ETSI TS 102 941 [i.2].

ETSI
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NOTE 2: Therulesfor verification of the Root CA certificate against the CTL are defined in ETSI
TS102941[i.2].

The validity of signed data shall be assessed as defined in IEEE Std 1609.2™ [1], clause 5.2.

4.2 Extensions

4.2.1 General process

NOTE 1: Thisclause and the following clause outline approaches for maintaining and extending the present
document and do not directly specify functionality to be implemented.

IEEE Std 1609.2™ [1] structures are extensible using ASN.1 extension mechanisms.

For al extensible IEEE Std 1609.2™ [1] data types other than Header | nf o, extensions will be done by adding new
fields after the extension marker in the underlying |EEE Std 1609.2™ [1] data type. To avoid conflicts that might arise
if multiple stakeholder groups want to extend the same |IEEE Std 1609.2™ [1] data type at the same time, the rapporteur
of the present document will need to coordinate with the editor of IEEE Std 1609.2™ [1] and ensure that different
extension identifiers are associated with each different extension that is being simultaneously devel oped.

NOTE 2: Inthe above paragraph, "extension identifier" refers to the numeric identifier that the ASN.1 encoder
automatically associates with an extension field in an ASN.1 structure. The numeric identifier is assigned
automatically by the encoder based on the index of the extension field in the list of extension fieldsin that
structure; it is not an identifier that is assigned through a registration process and visible to a human
reader of the ASN.1.

422 HeaderInfo extensions

Background: The Header | nf o type defined in IEEE Std 1609.2™ [1] has a structureincludingan ASN.1"..."
extension marker. The fields after the extension marker are the extension fields. The reader isreferred to
IEEE Std 1609.2™ [1] directly for the current IEEE definition.

In the present document, the type ToBeSi ghedDat a shall have the component header | nf o of type Header | nf o
asdefined in IEEE Std 1609.2™ [1], clause 6.3.9, with the addition of:

. The component cont ri but edExt ensi ons as specified in clause A.2.2:

- within the component cont r i but edExt ensi ons, an optiona sequence of components of type
Et si Ori gi nati ngHeader | nf oExt ensi on as specified in clause A.2.2.

Header | nf 0 extensions are included in the component cont r i but edExt ensi ons.

The component cont ri but edExt ensi ons isof type Cont ri but edExt ensi onBl ocks and is a sequence of
single extension "blocks" of type Cont ri but edExt ensi onBl ock. Each extension block is defined by an
identified contributing organization. The ETSI TC ITS WG5 extension block shall be identified by the integer

et si Header I nf oContri but orl d (2). Withinthe ETSI TC ITS WG5 extension block, each extension shall be of
type Et si Ori gi nat i ngHeader | nf 0oExt ensi on. ASN.1 implementing these design principlesis specified in
clause A.2.2.

ThetypeEt si Ori gi nati ngHeader | nf oExt ensi on isdefined in the module

Et si Ts103097Ext ensi onMbdul e specifiedin clause A.1 and composed of the component i d and the
component Ext n. The component i d shall be of type Ext | d and shall uniquely identify the extension within the set
of Et si Ori gi nati ngHeader | nf 0Ext ensi ons. The component cont ent shall be associated to the related i d
according to the information object set Et si Ts103097Header | nf oExt ensi ons. The ETSI originated extensions
shall be defined as information objects of the class Ext ensi on and shall be listed in the information object set

Et si Ts103097Header | nf oExt ensi ons.

ETSI
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NOTE: Thisapproach allows ETSI to specify new extensions as necessary, using an identifier that is entirely
under ETSI's control (the Et si Ts103097Header | nf oExt ensi onl d) to identify those extensions
and a separate module called Et si Ts103097Ext ensi onMbdul e that can be updated by ETSI
without a need to change the module | EEE1609dot 2.

The datatype Ext ensi onMbdul eVer si on inthe module Et si Ts103097Ext ensi onMbdul e shall indicate
the version of the module Et si Ts103097Ext ensi onMbdul e and shall beimported into the
Et si Ts103097Modul e.

ASN.1 implementing these design principlesis specified in clause A.1.

5 Specification of secure data structure

5.1 EtsiTs103097Data

A secure data structure shall be of type Et si Ts103097Dat a as defined in annex A, which correspondsto a
| eee1609Dot 2Dat a asdefined in |IEEE Std 1609.2™ [1], clause 6.3.2, with the constraints defined in this clause, in
clause 5.2 and in clause 5.3.

Thetypel eee1609Dot 2Dat a shall support the following options in the component content:
e Theoptionunsecur edDat a shall be used to encapsulate an unsecured data structure.

e Theoptionsi gnedDat a, corresponding to the type Si gnedDat a as defined in IEEE Std 1609.2™ [1],
clause 6.3.4, shall be used to transfer a data structure with a signature.

e  Theoptionencr ypt edDat a, corresponding to the type Encr ypt edDat a asdefined in IEEE
Std 1609.2™ [1], clause 6.3.30, shall be used to transfer an encrypted data structure.

The following corresponding profiles of the type Et si Ts103097Dat a are defined in annex A:

e  Theparameterized type Et si Ts103097Dat a- Unsecur ed using the leee1609Dot2Data option
unsecur edDat a.

e  Theparameterized type Et si Ts103097Dat a- Si gned using the leeel609Dot2Data option si gnedDat a
containing the data structure in the component t bsDat a. payl oad. dat a.

e  The parameterized type Et si Ts103097Dat a- Si gnedExt er nal Payl oad using the
| eee1609Dot 2Dat a option si gnedDat a containing the digest of the data structure in the component
t bsDat a. payl oad. ext Dat aHash.

e  The parameterized type Et si Ts103097Dat a- Encr ypt ed, usingthel eee1609Dot 2Dat a option
encr ypt edDat a containing the encrypted data structure in the component
ci phertext.aesl28ccm ccnCi phert ext.

e  The parameterized type Et si Ts103097Dat a- Si gnedAndEncr ypt ed, using the parameterized type
Et si Ts103097Dat a- Encr ypt ed, containing an encrypted Et si Ts103097Dat a- Si gned.

e  The parameterized type Et si Ts103097Dat a- Encr ypt ed- Uni cast using the parameterized type
Et si Ts103097Dat a- Encr ypt ed further constraint to have one entry in the component r eci pi ent s.

e  The parameterized type Et si Ts103097Dat a- Si gnedAndEncr ypt ed- Uni cast usingthe
parameterized type Et si Ts103097Dat a- Encr ypt ed containing an encrypted Et si Ts103097Dat a-
Si gned and further constraint to have one entry in the component r eci pi ent s.

ETSI
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SignedData

Thetype Si gnedDat a shall have the following constraints:

The component hashl d of Si gnedDat a shal indicate the hash algorithm to be used to generate the hash of
the message according to IEEE Std 1609.2™ [1], clauses 6.3.5 and 5.3.3.

The component t bsDat a of Si gnedDat a shall be of type ToBeSi gnhedDat a as defined in IEEE
Std 1609.2™ [1] clause 6.3.6. Thetype ToBe Si gnedDat a shall have the component payl oad of type
Si gnedDat aPayl oad as defined in IEEE Std 1609.2™ [1], clause 6.3.7, containing either:

- the component dat a, containing the payload to be signed asan | eee1609Dot 2Dat a; or

- the component ext Dat aHash, containing the hash of datathat is not explicitly transported within the
structure.

Thetype ToBeSi gnedDat a shall have the component header | nf o of type Header | nf o asdefined in IEEE
Std 1609.2™ [1], clause 6.3.9, and constrained to have the following security headers:

The component psi d containing the ITS-AID corresponding to the contai ned message.
The component gener at i onTi me asdefined in IEEE Std 1609.2™ [1], always present.

The component expi ryTi me, asdefined in IEEE Std 1609.2™ [1], present or absent according to the
specification of message profilesin clause 7.

The component gener at i onLocat i on, asdefined in |[EEE Std 1609.2™ [1], present or absent according
to the specification of message profilesin clause 7.

The component p2pcdLear ni ngRequest aways absent.
The component m ssi ngCr | I denti fi er awaysabsent.

The component encr ypt i onKey, asdefined in IEEE Std 1609.2™ [1], present or absent according to the
specification of message profilesin clause 7.

The componenti nl i neP2pcdRequest , asdefined in IEEE Std 1609.2™ [1], present or absent according
to the specification of message profilesin clause 7.

The component r equest edCer ti fi cat e, asdefined in IEEE Std 1609.2™ [1], present or absent
according to the specification of message profilesin clause 7.

The component pduFunct i onal Type, asdefined in I[EEE Std 1609.2™ [1], present or absent according to
the specification of message profilesin clause 7.

In the component cont r i but edExt ensi ons, any component of type

Et si Ori gi nati ngHeader | nf oExt ensi on identified in the Information Object Set

Et si Tcl t sHeader | nf oExt ensi ons present or absent according to the specification of the message
profilesin clause 7 and according to the specification of the particular extension in the document that specifies
it:

- The extension EtsiTs102941CrlRequest, if present, indicates that the I TS-Station is requesting a CRL
accordingto ETSI TS 103 601 [i.3], with format as defined in ETSI TS 102 941 [i.2]. The component
issuerld shall indicate the issuer of the CRL and the component lastK nownUpdate, if present, shall
indicate the value of the thisUpdate field of the latest CRL that the I TS-Station has available.

- The extension EtsiTs102941DeltaCtIRequest, if present, indicates that the ITS-Station is requesting a
delta CTL according to ETSI TS 103 601 [i.3], with format as defined in ETSI TS 102 941 [i.2], using
the data structure EtsiTs102941CtIRequest. The component issuerld shall indicate the issuer of the CTL
and the component lastk nownCtl Sequence, if present, shall indicate the value of the ctlSequence field of
the latest CTL that the I TS-Station has available.

ETSI
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. In the component cont r i but edExt ensi ons, any component of type other than
Et si Ori gi nati ngHeader | nf oExt ensi on aways absent.

NOTE: The present document does not specify contributedExtensions fields of type other than
Et si Ori gi nati ngHeader I nf oExt ensi on and does not specify what an implementation that
processes received secure data structures should do, based on such extensions. Anyhow, compliance to
the present document requires an implementation to correctly parse received secure data structures that
contain those extensions.

The component si gner of Si gnedDat a shall be of type Si gner | dent i fi er asdefinedin |IEEE
Std 1609.2™ [1], clause 6.3.24 and constrained to one of the following choices:

. di gest , containing the digest of the signing certificate as defined in IEEE Std 1609.2™ [1], clause 6.3.26.

. certificat e, constrained to only one entry in the SequenceCf Certi fi cat e list of type
TS103097Cer ti fi cat e, containing the signing certificate as defined in clause 6 of the present document.

The component si ghat ur e of Si gnedDat a shall be of type Si gnhat ur e asdefined in IEEE Std 1609.2™ [1],
clause 6.3.28 and shall contain the ECDSA signature as defined in IEEE Std 1609.2™ [1], clauses 6.3.29, 6.3.29a and
5.3.1

5.3 EncryptedData
Thetype Encr ypt edDat a shall have the following constraints:

. The component r eci pi ent s of Encr ypt edDat a shall be of type SequenceOf Reci pi entl nfo as
defined in IEEE Std 1609.2™ [1], clause 6.3.31. Every entry shall be either of option pskReci pl nfo as
defined in |EEE Std 1609.2™ [1], clause 6.3.32, of option cer t Reci pl nf o, or of option
si gnedDat aReci pl nf 0, asdefined in IEEE Std 1609.2™ [1], clause 6.3.34.

. The encryption scheme used shall be ECIES as defined in IEEE Std 1609.2™ [1], clause 5.3.5. The
component ci phert ext of Encrypt edDat a shall be of type Symmret ri cCi phert ext asdefinedin
|IEEE Std 1609.2™ [1] clause 6.3.37 and contain an Et si Ts103097Dat a encrypted according to IEEE
Std 1609.2™ [1], clauses 6.3.38 and 5.3.8.

6 Specification of certificate format

A certificate contained in a secure data structure shall be of type Et si Ts103097Certi fi cat e asdefinedin
annex A, which correspondsto asingleCer ti fi cat e asdefined in IEEE Std 1609.2™ [1], clause 6.4.2, with the
congtraints defined in this clause. A certificate contained in a secure data structure shall be either of type explicit as
defined in |EEE Std 1609.2™ [1] clause 6.4.6, or of type implicit as defined in IEEE Std 1609.2™, clause 6.4.5, at the
discretion of the entity that sends the secure data structure.

NOTE 1: Thisimpliesthat areceiver of secure data structures should be able to validate both types of certificatesin
order to support interoperability.

The component t oBeSi gned of thetype Et si Ts103097Cer ti fi cat e shall be of type
ToBeSi gnedCerti fi cat e asdefined in IEEE Std 1609.2™ [1], clause 6.4.8 and constrained as follows:

e Thecomponenti d of typeCerti fi cat el d constrained to choice type nane or none.
e  Thecomponent cr acal d set to 000000'H.

. The component cr | Seri es setto OD.

. The component val i di t yPer i od with no further constraints.

. The component r egi on of type Geogr aphi cRegi on asdefined in IEEE Std 1609.2 [1], present or absent
according to the specification of certificate profilesin clause 7.
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e  Thecomponentassur ancelLevel of typeSubj ect Assur ance, asdefined in IEEE Std 1609.2™ [1],
present or absent according to the specification of certificate profilesin clause 7.

e  Thecomponent appPer m ssi ons of type SequenceOf Psi dSsp asdefined in IEEE Std 1609.2™ [1],
present or absent according to the specification of certificate profilesin clause 7.

. The component cer t | ssuePer m ssi ons of type SequenceX Psi dG oupPer m ssi ons, as defined
in |[EEE Std 1609.2™ [1], present or absent according to the specification of certificate profilesin clause 7.

. At least one of the componentsappPer m ssi ons andcert | ssuePer ni ssi ons shall be present.
3 The component cer t Request Per m ssi ons absent.
3 The component canRequest Rol | over absent.

3 The component encr ypt i onKey of type Publ i cEncr ypt i onKey asdefined in IEEE Std 1609.2™ [1],
present or absent according to the specification of certificate profilesin clause 7.

e Thecomponentveri fyKeyl ndi cat or of typeVeri fi cati onKeyl ndi cat or asdefined in |[EEE
Std 1609.2™ [1], present and constrained to the choice verificationKey if the certificatetypeisexplicit;
present and constrained to the choicer econst r uct i onVal ue if the certificate typeisi nplicit.

NOTE 2: Theconstraintsoncr acal d andcr| Ser i es indicate that certificates defined in the present document
are not revoked using mechanisms defined in |EEE Std 1609.2™ [1]. Revocation mechanisms are defined
inETSI TS102 941 [i.2].

The component si gnat ur e of Et si Ts103097Cer ti fi cat e shal be of type Si gnat ur e asdefined in IEEE
Std 1609.2™ [1], clause 6.3.28 and shall contain the signature, calculated by the signer identified in the issuer
component, as defined in IEEE Std 1609.2™ [1], clauses 6.3.29, 6.3.29aand 5.3.1.

7 Security profiles

7.1 Profiles for messages

7.1.1 Security profile for CAMs

The secure data structure containing Cooperative Awareness Messages (CAMs) shall be of type
Et si Ts103097Dat a- Si gned as defined in clause 5.1 and annex A, containing the CAM asthe
ToBeSi gnedDat aCont ent , with the additional constraints defined in clause 5.2 and this clause:

. The component si gher of Si gnedDat a shall be constrained as follows:
- Asdefault, the choicedi gest shall be included.

- Thechoicecerti fi cat e shall beincluded once, one second after the last inclusion of the choice
certificate.

- If the ITS-Sreceivesa CAM signed by a previously unknown AT, it shall include the choice
certificateimmediatelyinitsnext CAM, instead of including the choice di gest . Inthiscase, the
timer for the next inclusion of the choicecer ti fi cat e shall be restarted.

- If an ITS-SreceivesaCAM that includesat bsdat a.header | nf o component of type
i nl i neP2pcdRequest , then the ITS-S shall evaluate the list of certificate digestsincluded in that
component: If the ITS-S finds a certificate digest of the currently used authorization ticket in that list, it
shall include the choicecerti fi cat e immediately inits next CAM, instead of including the choice
di gest.
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e  Thecomponentt bsdat a.header | nf o of Si gnedDat a shall be further constrained as follows:
- psi d: thiscomponent shall encode the ITS-AID value for CAMsasassigned in ETS|I TS 102 965 [2].

- The componenti nl i neP2pcdRequest shall beincluded and shall contain the digests of certificates
currently unknown to the I TS-Station in the following cases:

" if the ITS-Sreceived a CAM with the component si gner of Si gnedDat a set to the choice
di gest, and thisdigest points to an unknown authorization ticket;

" if the ITS-Sreceived a message with the component si gner of Si gnedDat a set to the choice
certificate, andthiscertificate is signed by an unknown authorization authority certificate,
i.e. includes the component i ssuer referencing an unknown certificate.

- requestedCertificate:If anITS-Sreceivesa CAM with the component
t bsdat a.header | nf o including the component i nl i neP2pcdRequest , then the ITS-S shall
evauate the list of digestsincluded in that component: If the ITS-S finds a digest of avalid certification
authority certificate, it shall include the component r equest edCerti f i cat e containing the
requested certificate immediately in its next CAM:

L] unless before the generation of the next CAM, the ITS-S received another CAM including the
component r equest edCer ti fi cat e containing the requested certification authority
certificate: in this case the request shall be discarded;

" unless the component si gner of Si gnedDat a isof choicecerti fi cat e according tothe
rules defined above: in this case the request shall be kept pending and the certificate shall be
inserted in the next possible CAM, according to the same conditions.

- Any component of type Et si Ori gi nat i ngHeader | nf oExt ensi on appearingin
cont ri but edExt ensi ons may be present, absent, present under specified conditions, or optional.
Asdifferent typesof Et si Ori gi nat i ngHeader | nf 0Ext ensi on are specified in future versions
of the present document, those future versions will aso state whether and under what circumstances
those Et si Ori gi nat i ngHeader | nf 0Ext ensi on typesareincluded in CAMs.

- All other components of the component t bsdat a.header | nf o alowed to be present according to
clause 5 shall not be used and be absent.

7.1.2 Security profile for DENMs

The secure data structure containing Decentralized Environmental Notification Messages (DENMs) shall be of type
Et si Ts103097Dat a- Si gned as defined in clause 5.1 and annex A, containing the DENM asthe
ToBeSi gnedDat aCont ent , with the additional constraints defined clause 5.2 and in this clause:

. The component si gher of Si gnedDat a shall be of choicecerti fi cate.
. The component t bsdat a.header | nf o of SignedData shall be further constrained as follows:
- gener ati onLocat i on: shal be present.
- psi d: this component shall encode the ITS-AID value for DENMs asassigned in ETSI TS 102 965 [2].

- Any component of type Et si Ori gi nat i ngHeader | nf oExt ensi on appearingin
cont ri but edExt ensi ons may be present, absent, present under specified conditions, or optional.
Asdifferent typesof Et si Ori gi nat i ngHeader | nf 0Ext ensi on are specified in future versions
of the present document, those future versions will also state whether and under what circumstances
those Et si Ori gi nat i ngHeader | nf oExt ensi on typesareincluded in DENMs.

- All other components of the component t bsdat a. header | nf o allowed to present according to
clause 5 shall not be used and be absent.

ETSI



14 ETSI TS 103 097 V2.1.1 (2021-10)

7.1.3 Generic security profile for other signed messages
The secure data structure containing signed messages other than CAM and DENM shall be of type:

o Et si Ts103097Dat a- Si gned asdefined in clause 5.1 and annex A, containing the message asthe
ToBeSi gnedDat aCont ent , or of type;

. Et si Ts103097Dat a- Si gnedExt er nal Payl oad as defined clause 5.1 and in annex A, containing the
message digest;

with the additional constraints defined in clause 5.2.

7.1.4  Security profile for encrypted messages

The secure data structure containing encrypted messages shall be of type Et si Ts103097Dat a- Encr ypt ed as
defined in clause 5.1 and annex A, containing the message asthe ToBeEncr ypt edDat aCont ent , with the
additional constraints defined in clause 5.3.

7.1.5  Security profile for signed and encrypted messages

The secure data structure containing signed and then encrypted messages shall be of type Et si Ts103097Dat a-
Si gnedAndEncr ypt ed asdefined in clause 5.1 and annex A, containing the message as the

ToBesi gnedAndEncr ypt edDat aCont ent . This correspondsto an Et si Ts103097Dat a of type

Et si Ts103097Dat a- Encr ypt ed, containing an EtsiTs103097Data of type Et si Ts103097Dat a- Si gned,
containing the message asthe ToBeSi gnedDat aCont ent .

7.2 Profiles for certificates

7.2.1 Authorization tickets

This clause defines additional aspects of authorization tickets as defined in ETSI TS 102 940 [i.1]. Authorization tickets
shall be of type Et si Ts103097Cer ti fi cat e asdefined in clause 6, with the following constraints:

. The component i ssuer shall be of choice sha256AndDi gest or sha384AndDi gest asdefinedin
|IEEE Std 1609.2™ [1], clause 6.4.7.

. Thet oBeSi gned component appPer m ssi ons shall be used to indicate message signing permissions,
i.e. permissionsto sign an Et si Ts103097Dat a.

e ThetoBeSi gned component Certi fi cat el d shal be set to the choice none.

e Thet oBeSi gned component cert | ssuePer m ssi ons shall be absent.

7.2.2 Enrolment credential

This clause defines additional aspects of enrolment credentials (i.e. long-term certificates) as defined in ETSI
TS 102 940 [i.1]. Enrolment credentials shall be of type Et si Ts103097Cer ti fi cat e asdefined in clause 6, with
the following constraints:

e  Thecertificate shall be of type expl i ci t asspecified in IEEE Std 1609.2™, clause 6.4.6.

e  Thecomponenti ssuer shall beof choice sha256AndDi gest or sha384AndDi gest asdefinedin
|EEE Std 1609.2™ [1] clause 6.4.7.

. Thet oBeSi gned components appPer m ssi ons shall be used to indicate message signing permissions,
i.e. permissions to sign a certificate request message contained in an Et si Ts103097Dat a.

NOTE: Anexample of certificate request messagesisgivenin ETSI TS 102 941 [i.2].
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e Thet oBeSi gned component Certi fi cat el d shall be set to the choice nane and shall contain a unique
name associated to the enrolment credential.

e Thet oBeSi gned component cert | ssuePer m ssi ons shall be absent.

7.2.3 Root CA certificates

This clause defines additional aspects of Root CA certificates as defined in ETSI TS 102 940 [i.1]. Root CA certificates
shall be of type Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

. The certificate shall be of typeexpl i ci t asspecified in IEEE Std 1609.2, clause 6.4.6.
e  Thecomponenti ssuer shal besettosel f.
e Theset oBeSi gned components shall beincluded in addition to those specified in clause 6:

- cert | ssuePermi ssi ons shal beused to indicate issuing permissions, i.e. permissionsto sign
subordinate certification authority certificates with certain permissions.

- appPer m ssi ons shall be used to indicate permissions to sign:
" CRLsand contain the ITS-AID for the CRL asassigned in ETSI TS 102 965 [2].
" CTLsand contain the ITS-AID for the CTL asassigned in ETSI TS 102 965 [2].

Thet oBeSi gned component Cer ti fi cat el d shall be set to the choice nane and shall contain a unique name
associated to the root certification authority.

Additional requirements to Root CA certificates are defined in CPOC protocol [i.4].

7.2.4 Subordinate certification authority certificates

This clause defines additional aspects of subordinate certification authority certificates, i.e. enrolment and authorization
authority certificates as defined in ETSI TS 102 940 [i.1]. Subordinate certification authority certificates shall be of type
Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

e  Thecertificate shall be of type expl i ci t asspecified in IEEE Std 1609.2™, clause 6.4.6.

e  Thecomponenti ssuer shal besetto sha256AndDi gest or sha384AndDi gest asdefinedin IEEE
Std 1609.2™ [1] clause 6.4.7.

e Theset oBeSi gned components shall beincluded in addition to those specified in clause 6:

- encrypti on_key: thiscomponent shall contain a public encryption key for ITS-Stations to encrypt
messages to the enrolment / authorization authority.

- certl ssuePerm ssi ons: thiscomponent shall be used to indicate issuing permissions, i.e.
permissions to sign an enrolment credential / authorization ticket with certain permissions.

- appPer m ssi ons: thiscomponent shall be used to indicate message signing permissions, i.e.
permissions to sign certificate response messages contained in an Et si Ts103097Dat a.

NOTE: Anexample of certificate response messagesisgivenin ETSI TS 102 941 [i.2].

Thet oBeSi gned component Certi fi cat el d shall be set to the choice nane contain a unique name associated to
the certification authority, or shall be set to the choice none.

Additional requirements to Root CA certificates are defined in CPOC protocol [i.4].
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Trust List Manager certificate

This clause defines additional aspects of Trust List Manager certificates. Trust List Manager certificates shall be of type
Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

The certificate shall be of typeexpl i ci t asspecified in IEEE Std 1609.2™, clause 6.4.6.
The component i ssuer shall besettosel f.
Theset 0BeSi gned components shall be included in addition to those specified in clause 6:

- appPer m ssi ons: this component shall contain the ITS-AID for the CTL asassigned in ETSI
TS 102 965[2].

Thet oBeSi gned component Certi fi cat el d shall be set to the choice name and contain the unique
name string associated to the TLM.

Theset oBeSi gned components shall be absent:
- encryptionKey.

- certl ssuePermissions.

Additional requirements to Root CA certificates are defined in CPOC protocol [i.4].
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Annex A (normative):
ASN.1 Modules

A.l  ETSITS 103 097 ASN.1 Modules

This clause provides the normative ASN.1 modules containing the syntactical definitions of the data types defined in
the present document. The ASN.1 modulesimport data types from the ASN.1 modules defined in |IEEE
Std 1609.2™ [1].

The EtsiTs103097Module ASN.1 module is identified by the Object Identifier {itu-t(0) identified-organization(4)
etsi(0) itsDomain(5) wg5s(5) secHeaders(103097) core(1) version2(2)} . The module can be downloaded as afile as
indicated in table A.1. The associated SHA-256 cryptographic hash digest of the referenced file offers a means to verify
the integrity of that file.

Table A.1: ETSI TS 103 097 ASN.1 module information

Module name EtsiTs103097Module
OID {itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5) secHeaders(103097)
core(1) version3(3)}
Link https://forge.etsi.org/rep/ITS/asnl/sec ts103097/blob/v2.1.1/EtsiTs103097Module.asn
SHA-256 hash ef6d97bd97a8cfb080f25e9652a7h861dd2cd17e2586ed55729d631b5€909308

The ASN.1 extension module is identified by the Object Identifier {itu-t(0) identified-organization(4) etsi(0)
itsDomain(5) wg5(5) secHeaders(103097) extension(2) version1(1)}. The module can be downloaded as afile as
indicated in table A.2. The associated SHA-256 cryptographic hash digest of the referenced file offers a means to verify
the integrity of that file.

Table A.2: ETSI TS 103 097 ASN.1 extension module information

Module name EtsiTs103097ExtensionModule
OID {itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5) secHeaders(103097)
extension(2) version1(1)}
Link https://forge.etsi.org/rep/ITS/asnl/sec ts103097/blob/v2.1.1/EtsiTs103097Extension
Module.asn
SHA-256 hash a6d68f030f66ff77cac43f2ca4d40245805b09b3b123cf960ebb29ace9817c0a

A.2 IEEE 1609.2 ASN.1 modules

A.2.1 Actual IEEE 1609.2 ASN.1 modules

This clause provides the relevant ASN.1 modules from IEEE Std 1609.2™ [1] (and its amendments), reprinted with
permission from |EEE, Copyright © 2016.

The IEEE 1609.2 schema ASN.1 module isidentified by the Object Identifier {iso(1) identified-organization(3)
ieee(111) standards-association-numbered-series-standards(2) wave-stds(1609) dot2(2) base(1) schema(1) major-
version-2(2)}. The module can be downloaded as afile asindicated in table A.3. The associated SHA-256
cryptographic hash digest of the referenced file offers a means to verify the integrity of that file.
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Table A.3: IEEE Std 1609.2 [1] schema ASN.1 module information

Module Name

leeel1609Dot2

OID {iso(1) identified-organization(3) ieee(111) standards-association-numbered-series-
standards(2) wave-stds(1609) dot2(2) base(1) schema(1) major-version-2(2)}
Link https://forge.etsi.org/rep/ITS/asnl/ieeel609.2/blob/1609.2b-2019/IEEE1609dot2.asn

SHA-256 hash

53230b0de7ddc6c5ea168d879e2115c0c6e7aaleb47fb9bc689f126c01d714e0

The |EEE 1609.2 base types ASN.1 module isidentified by the Object Identifier {iso(1) identified-organization(3)
ieeg(111) standards-association-numbered-series-standards(2) wave-stds(1609) dot2(2) base(1) base-types(2) mgor-
version-2(2)} . The module can be downloaded as afile asindicated in table A.4. The associated SHA-256
cryptographic hash digest of the referenced file offers a means to verify the integrity of that file.

Table A.4: IEEE Std 1609.2 [1] base types ASN.1 module information

Module name leeel1609Dot2BaseTypes
OID {iso(1) identified-organization(3) ieee(111) standards-association-numbered-series-
standards(2) wave-stds(1609) dot2(2) base(1) base-types(2) major-version-2(2)}
Link https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2/blob/1609.2b-

2019/IEEE1609dot2BaseTypes.asn

SHA-256 hash

71fb8b72b15ac8cd2a80f786521cd0db7a5f69cc9f9eaab93de92ed924e4eb5d

A.2.2 Provisional changes to the actual IEEE 1609.2 ASN.1

modules

This clause provides the relevant ASN.1 modules from |EEE Std 1609.2™ [1] (and its amendments), amended as

specified in this clause.

The |EEE 1609.2 schema ASN.1 module isidentified by the Object Identifier {iso(1) identified-organization(3)
ieeg(111) standards-association-numbered-series-standards(2) wave-stds(1609) dot2(2) base(1) schema(1) mgor-
version-2(2) minor-version-4(4)} . The module can be downloaded as afile asindicated in table A.5. The associated
SHA-256 cryptographic hash digest of the referenced file offers a means to verify the integrity of that file.

Table A.5: Amended IEEE Std 1609.2 [1] schema ASN.1 module information

Module Name

leee1609dot2

OID {iso(2) identified-organization(3) ieee(111) standards-association-numbered-series-
standards(2) wave-stds(1609) dot2(2) base(1) schema(1) major-version-2(2) minor-
version-3(3)}

Link https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel609Dot2Crl.asn

SHA-256 hash

607b9b85edh84dcdf2484e8e67d2b49a883d9796f418f2519cd3406a3aebaadl

The following modifications to the actual |EEE 1609.2 schema module indicated in table A.3 have been applied:

The module's Object Identifier is modified as follows:

| eee1609Dot 2 {iso(1l) identified-organization(3) ieee(11l1)
st andar ds- associ ati on- nunber ed- seri es- st andards(2) wave-stds(1609)
dot 2(2) base(1) schema(1l) mmjor-version-2(2) mnor-version-3(3)}

The | MPORTS statement to import the datatype Et si Ori gi nat i ngHeader | nf oExt ensi on ismodified as

follows:

Et si Ori gi nat i ngHeader | nf oExt ensi on
FROM Et si Ts103097Ext ensi onMbdul e {itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
secHeader s(103097) extension(2) versionl(1l)} WTH SUCCESSORS;
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Thetypel eee1609Dot 2Cont ent isextended as follows:

| eeel609Dot 2Content ::= CHO CE {
unsecur edbDat a Opaque,
si gnedDat a Si gnedDat a,
encrypt edDat a Encr ypt edDat a,

signedCertificat eRequest Opaque,

SI Q’nedXSOQOert i ficateRequest Opaque
}

Thetype Header | nf o isextended and the following structure definitions are added after it:

Header I nfo ::= SEQUENCE {
-- add the current elements of Headerlnfo here.
cont ri but edExt ensi ons Cont ri but edExt ensi onBl ocks OPTI ONAL
}
Cont ri but edExt ensi onBl ocks ::= SEQUENCE (S| ZE(1..MAX)) OF Contri but edExt ensi onBl ock
Cont ri but edExt ensi onBl ock ::= SEQUENCE {

contributorld | EEEL609DOT2- HEADERI NFO- CONTRI BUTED- EXTENSI ON.
& d({| eeel609dot 2Header | nf oCont ri but edExt ensi ons}),

ext ns SEQUENCE (SI ZE(1..MAX)) OF | EEE1609DOT2- HEADERI NFO- CONTRI BUTED- EXTENSI ON.
&Ext n({| eeel609dot 2Header | nf oCont ri but edExt ensi ons}{ @ contri butor|d})

}

| EEE1609DOT2- HEADERI NFO- CONTRI BUTED- EXTENSI ON : : = CLASS {
& d Header | nfoContri butorld UN QUE,
&EXt n

} WTH SYNTAX {&Extn | DENTI FI ED BY &i d}
| eeel1609dot 2Header | nf oCont ri but edExt ensi ons

| EEE1609DOT2- HEADERI NFO- CONTRI BUTED- EXTENSI ON : : = {
{ EtsiOiginatingHeader| nf oExt ensi on | DENTI FI ED BY et si Header | nfoContri but orld},

}

Thetype HashedDat a isextended asfollows:

HashedDat a: : = CHO CE {
sha256HashedData OCTET STRI NG (S| ZE(32)),

sha384HashedData OCTET STRING (S| ZE(48)),
reserved OCTET STRI NG (S| ZE(32))

}

Thetype ToBeSi gnedCertifi cat e isextended asfollows:

ToBeSi gnedCertificate ::= SEQUENCE {
id Certificateld,
cracal d Hashedl d3,
crl Series Crl Seri es,
val i di tyPeri od Val i di tyPeri od,
regi on Geogr aphi cRegi on OPTI ONAL,
assurancelLevel Subj ect Assurance OPTI ONAL,
appPer m ssi ons SequenceO Psi dSsp OPTI ONAL,
certl ssuePerm ssi ons Sequence Psi dG oupPer mi ssi ons OPTI ONAL,
cert Request Permi ssi ons SequenceX Psi dG oupPer m ssi ons OPTI ONAL,
canRequest Rol | over NULL OPTI ONAL,
encrypti onKey Publ i cEncrypti onKey OPTI ONAL,
veri f yKeyl ndi cat or Veri ficati onKeyl ndi cat or,
flags BIT STRING {cubk (0)} (SIZE (8)) CPTI ONAL
}
(WTH COVPONENTS { ..., appPermi ssions PRESENT} |
W TH COMPONENTS { ..., certlssuePerm ssions PRESENT} |
W TH COVPONENTS { ..., certRequestPerm ssi ons PRESENT})

NOTE: It isexpected that the changes listed in this clause will be adopted in the next version of IEEE
Std 1609.2™ [1].
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The |EEE 1609.2 base types ASN.1 module isidentified by the Object Identifier {iso(1) identified-organization(3)
ieeg(111) standards-association-numbered-series-standards(2) wave-stds(1609) dot2(2) base(1) base-types(2) mgor-
version-2(2) minor-version-3(3)}. The module can be downloaded as afile asindicated in table A.6. The associated
SHA-256 cryptographic hash digest of the referenced file offers a means to verify the integrity of that file.

Table A.6: Amended IEEE Std 1609.2 [1] base types ASN.1 module information

Module Name

leeel1609Dot2BaseTypes

OID {iso(1) identified-organization(3) ieee(111) standards-association-numbered-series-
standards(2) wave-stds(1609) dot2(2) base(1) base-types(2) major-version-2(2)
minor-version-3(3)}

Link https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel1609Dot2CrIBaseTy

pes.asn

SHA-256 hash

c25fea69d027e6bdc3701ddb0044a7f2b9c5d7eb445be4af83486a87203f1d0e
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Annex B (informative):

Change history

Date

Version

Information about changes

2017-10

V13.1

Entirely re-worked version as a profile of IEEE 1609.2

2020-07

V1i4.1

The following CRs have been implemented:

CR#01: Make IEEE 1609.2 HeaderInfo extensible in a way that reduces coordination
burden

CR#02: Add a note clarifying the use of CRLs

CR#03: Delete region restriction for TLM certificate

CR#04: Delete link certificate specification

CR#05: Provisionally add data type to IEEE 1609.2 module to support ETSI TS 102 941
update

CR#06: Correct typos

CR#07: Delete ASN.1 type SingleEtsiTs103097Certificate

CR#08: Move newly defined TS103097 data types from ETSI TS 102 941 to

ETSI TS 103 097

CR#09: Adopt IEEE 1609.2b as reference

CR#10: Allow the use of pduFunct i onal Type

All the CRs are available at the following link:
https://docbox.etsi.org/ITS/Open/Implemented%20CRs/TS%20103%20097/V1.4.1/

2020-11

V2.1.1

Amended V1.4.1 to support the use of implicit certificates (in addition to explicit
certificates)
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