ETSI TS 102 221 v7.13.0 2009-01)

Technical Specification

Smart Cards;

UICC-Terminal interface;

Physical and logical characteristics
(Release 7)

D




Release 7 2 ETSI TS 102 221 V7.13.0 (2009-01)

Reference
RTS/SCP-T0266rd

Keywords
smart card

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2009.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™, TIPHON™, the TIPHON logo and the ETSI logo are Trade Marks of ETSI registered
for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.
LTE™ is a Trade Mark of ETSI currently being registered
for the benefit of its Members and of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

Release 7 3 ETSI TS 102 221 V7.13.0 (2009-01)

Contents

Intellectual Property RIGNES.... ..ottt r e n e e n e 11
0] Yo (o SRS 11
gL [N o1 o o ISP 11
1 000 RS SSPR 12
2 L= £ 107 SRS 12
21 NOFMEBLIVE FEFEIEINCES ....coueitiiteiterie ettt sttt h sttt ee ekt s bt bt e st e s e e e e e e e b e sheeb e s Rt eh e e ne e e e besheebesaeene e e enrees 12
2.2 INFOrMELIVE FEFEIENCES. ... ittt h ettt bbb a e bt et s e e b bt s a e e e et et sheebesaeene e e enrees 13
3 Definitions, symbols, abbreviations and coding CONVENLIONS ...........cccoeeieieere e 13
31 D= T 0T (0] 1P 13
3.2 SYIMDOIS. ..ottt b bbb e bt b e Rt e R e e e bt e h e bR e Rt R E AR R Rt bRt b et et b e n e 16
33 F Y o] 1= V7= 0] 1P 16
34 COUING CONMVENTIONS. ...ttt ettt ettt sttt sttt et b e e h e b e se e bt e b e e e bt e b e e eb e e R e e e bt e b et e b e b e s e e neebeseeneebenbe e nbenneneees 18
4 PhYSICal CharaCIENTSHICS. ...ttt bbb b n e e e 18
4.1 T L TR 18
4.2 o 100 o U SRR 18
4.3 1Y g 1 TR 19
4.4 Environmental conditions for card operation and StOFrage..........ccuveveriieieeiieesee et eee e 20
44.1 Specific UICC environmental CONItIONS ........c.cccuiiieiieiieie ettt et eeeee e e 20
4411 Temperature range for specific UICC environmental conditions.............ccoceeeereneeeneneienenecsesieee 20
4412 HIGN NUMIGITY .ttt b bbb e b e s b et bt e e ebesbe e ene 21
4.5 L0 =0t TSRS 21
451 PrOVISION Of CONTACES. ... e uieieeieie ittt sttt et e st e s eesbesaeese e e eneeneeseesbesaeebesneeneeneens 21
4511 L= 001127 PSS 21
4512 LU ] RPN 21
45.2 Contact activation and AEACTIVELION ............eiiriiieiieeeiee sttt b et se bbb ene e ennas 21
4521 Contacts assigned by the present dOCUMENE ...........ooveie e 21
4522 (@] 011 Yo gT= I o] 1= ox £ S 22
453 TNACHIVE COMLAELS ... .ttt h et e e bbbt b e bt bt et e e et e ee e b e sb e eb e s heeae e e e b e abesbesbe e e ennenneas 22
454 L0012 ol 0= T =S PPPPROPRRPRN 22
5 Electrica specifications of the UICC - Terminal interface.........ccovveeevvieeie s 22
51 Class A OpErating CONTITIONS.........coveuirieiitiiei ettt eb et et b et b e et b e et b e bbb 23
511 SUPPLY VOItEGE VCC (COMEBCT CL) ....vitiietirieiitesieiete sttt ettt et et sa et sb et b e b st e e ebesbennenen 23
5.1.2 RESEL (RST) (CONLACE C2)...eeuveeieiieiee e st este et ste e st e e e e stesseesaaesteesteestesseesneesseesseenseanteesseeseenseensesneesnes 23
5.1.3 Programming voltage VPP (CONTACE CB) .....cuveireeiiieieeieeie e siee st e steesee e e sree e ste e te e aesaesnae e eseenessneesnes 23
514 (O oo Q@ I S (7o 1= ox A = ) P 24
515 7@ I (o g1 =X 4 24
5.2 Class B 0perating CONAILIONS..........cccueiieiieieeieeseetesseesee s e este e e e teestesseesaeesseesseesseanseansesseeseenseensesseesseessenssens 24
521 STl AVAVZo = o T ot ol (o] 1 =ox A 1 ) IO 24
522 RESEL (RST) (CONLACE C2).....eueeteeeieete ettt sttt sttt bbbt s b et b e bbbt eb e s b et eb e et b s 25
523 CIOCK CLK (CONEACE C3) ....vuivereeieeterieieste st sttt sttt st sb e e st sb e e st b e se st bese st e b e seebeebesb e e et e sbe e enesbennenen 25
524 (1@ I (wle 1= ol A O LSS P TSRS PP 25
5.3 Class C 0perating CONAITIONS. .......ccutiueieterteieteriee ettt sttt sttt b ettt e et b e et b e et ebese et eb e s et ebe e e 26
531 SUPPLY VOItEGE VCC (COMEACT CL) ....viiiuietirieieterieiet ettt ettt s b e st b e bt s e e ebe b e e ebesnennenen 26
532 RESEL (RST) (CONLACE C2).....eueieieeieete ettt ettt bttt b e st b et b e bbbt b e e b e et be b et b b 26
533 (O oo Q@ I S (7o 1= ox A = ) P 27
534 7@ I (o g1 =X 4 27
6 Initial communication establishment ProCEAUNES..........coviirirerieeeeerese e 27
6.1 UICC activation and dEACIVALION. ..........coiiiie ettt eae e e e seesbesaesreeneeneeneens 27
6.2 SUPPIY VOITBOE SWITCHING ...ttt sttt b et b e et b e et b n e 28
6.2.1 SUPPIY VOITBOE CIASSES .....ceiectieieeetet ettt b et b e et b e et b e se b b e b et ebesb e e ebesbennenea 28
6.2.2 Power consumption of the UTCC dUriNG ATR. ..ottt 28
6.2.3 Application related eleCtriCal PAraMELErS.........oii it 29

ETSI



Release 7 4 ETSI TS 102 221 V7.13.0 (2009-01)

6.3 ANSWEN TO RESEL CONLENT ...ttt ettt r e r e e s s e b e e b e e s e e sne e reenneenneeneenneenrees 29
6.3.1 (000 110 o)l a1 o g oI o) (=S 30
6.3.2 SPEEA ENNBNCEIMIENL. ... e cee ettt st e et e et esbe e e eateestesseesaeeseeesseenseeneessaeeseesseeseeseensenneennns 30
6.3.3 (€1 To] 7= I 1= = o o) (S 30
6.4 L Y o 0o [ 31
6.5 RESEL PrOCEUUIES ...ttt st s et e et e st e s bt e te e s e e s e eseesseesseesteeseaneesneeaseeeseesseesseesseesseensenneennns 31
6.5.1 (0] o [ =S O S 31
6.5.2 WA TESEL. ...ttt ettt e et sa bt e e s st e s ab e e eas e e s s b e e e an e e sa b e e e s e e sab e e e ane e sab e e eaneesabeesaneesaneesnneean 31
6.5.3 REACHION 0 FESALS..... ettt ettt et et e e e tese e be s et ebe s et e aeeseeseenteseeebeemeeneeeeseesbesaesseeneenseneens 32
6.6 ClOCK SEOP MOGE........c ettt bbbt b e bt b s e h e e b e se bt e b s e et eb e s e et et e st et eb e b 32
6.7 Bit/character duration and SAMPIING tIME........cc.eeiiieirieree bbb e 32
6.8 T 0] 7107 | 1T o 32
6.9 (00001 07= 1] o1 1 Y7 SRS 33
7 TranSMIiSSION PrOLOCOIS. ... .eeiiiieciecticee sttt et st e et e e e s b e s be e tesbeeaeesbeeseessesaeensesreeneesesneensenneens 33
7.1 L NS = =Y < 34
7.2 DALATINK TAYEY ..ttt bbbt b h e R e s Rt bRt bt bbb et 34
721 (O g Tox = g 1 L= PR 34
7211 Low impedance 1/O [iN€ BEhaVIOUN ..o 35
722 TransmMiSSION ProOtOCOI T = 0....ciuiiiiiriirieieiesi ettt bbb bbb et b e et nb e et 35
7221 Timing and specific options for CharaCtersin T = O.....cccciiiinier e 35
7222 COMMEANG NEBAEY ...ttt ettt e be s ee s be et eae e st eeeneeseeebesneereeneeneeneans 35
7.2.2.3 COMMANG PIOCESSING -..vveveeveeseeesteesteeteeseeeseesteesreesteesseasseaseaseeaseesseesseastesssessesssessseesseensesnsesssessenssenssens 36
72231 L 0T0rs o (U= o) (=TS 36
72232 RSz 10 S 0 (=PRSS 36
7224 Error detection @nd COMTECLION..........eiiiieierieie sttt se e b e b b eneenen 36
723 TranSMISSION PrOtOCOI T = L....oiiiiieeiieiieeteseseesee e et e e e e ste e te e e estesseesseesseesseeseenseenseenseensensenssnessens 37
7231 Timing and specific options for blocks SEnt With T = L......coiiiiiie e 37
72311 INfOrMaLION FIEIA SIZE ..ottt ne e nes 37
72312 CharaCter WaitinNg INEEGET ........c.ciireeieierteiei sttt b e bbb bbbt st ne et b b e 37
72313 CharaCter WaItinNg tME ..ottt bbbt b et sb e e 37
72314 BIOCK WAITING M ...ttt bbbt et b bbb ens 38
72315 BIOCK QUAIT TIME ...ttt bbbttt e et b ettt ens 38
7.23.1.6 WatiNG tIME EXLENSION........ciie e cieee et e e s e s e be et e et e saeesnaesteesseeseenseenensnnennes 38
7.2317 Error detECtiON COUR ......ouiiuiiiieee ettt bbbt et b e b b saeene e 38
7232 BIOCK Fram@ SIIUCLUIE........cueieeiesie ettt e se bt be et e b bt eb e s e ennenen 38
72321 L ()00 0 T= = Ko 39
72322 Lo oo T8 T= R 1= o 40
7.2323 BIOCK NOTBLIONS........eteieeeeee ettt bbbttt se e e bbb saeene e e e e s 40
7233 EXTOr frE8 OPEIELION ...ttt bbbt b e b et b e b e e bt se et et e sbe e ebesbe e ene 41
7234 Error Nandling fOr T = L.ttt ettt et sn e b b e ene 41
72341 [ (o110 !ola T aT] (= 2 (o) o PSSR 42
7.234.2 BIOCK OEPENAENE EITOIS. ... ettt ettt ettt bbb bbbt et nb st b et bt enis 42
7235 L0207 ] o ] oo TSSO PT PSPPI 42
7.2.35.1 U1 {0 g = 1 o o 43
7.3 QIS T B = Y S SS 43
731 Transportation of an APDU USING T = 0..ecveeiieiicie ettt s saeesae e s eenaesnaesnaesneas 43
7311 Mapping Of APDUSTO TPDUS.......cccoiiiiiieiie st st ete e stesee st e s e teesteesaesaesseesseesseesseenseensessenssanssenssnns 43
73111 L@ ST 44
7.3.1.1.2 L0 S OSSR 44
73113 L7 PSS 45
73114 L7 S SRS 46
73115 Use of procedure bytes 'BLXX" N 'BCXX" ......c.ciuirueirrerieirierieeeiesiee et sse s s e e 47
732 Transportation Of A APDU USING T = L.t bbb 48
7321 (07 S TSR 48
7322 (07 S TSR 48
7323 L0 TSRS 49
7324 L0 S ST 49
74 N ool o= (0] o 8 = Y SR 49
74.1 EXChANQE OF APDIUS.......ciiiice ettt te et e s e s ae e s ae e saeeteeneeeseesse e seenteesseeseenseeneenneennes 50
7.4.2 (O = = OO PPSPPTSN 50
7421 PrOaCtiVe COMIMENT...... ettt et bbbt e e e e se e b e s bt eheeae e s e besbesbe e e enneneens 50

ETSI



Release 7 5 ETSI TS 102 221 V7.13.0 (2009-01)

7422 ENVELOPE COMMENS.....cuetiiiieiiisteresisiesiesiesesesse st sse s e s snese e snese s snessssssenensssesenes 51
8 APPlICation and fill@ SITUCLUIE...........eoi ettt st e e st s re e e b e esesneens 52
8.1 UICC apPliCaLION SITUCLUIE. ... et ettt ette st e s e ste e e e tesae s e e saeesaeeneeeaeeeseesseesseesteessesnsesneesneesseesseansennsenns 52
8.2 =Y 0= TSSOSO 52
821 DT o o 1= o I TR 52
822 BIEMENTAIY FIlES ...t et b e et b et b et b e et b e bbb 53
8221 TransParent EF.......... e e s 53
8.2.2.2 LINEAI FIXEU B ... ettt sttt st ettt et e s e e s ee s ee et ese et enee e et e beseeereeneeneeneens 53
8223 L0 o TSRS 53
8.2.24 BER-TLV SITUCIUIE B ...ttt 54
8.3 LT == = or oo 54
84 = gl Te Sy Lo g [ T T = 1 = 54
84.1 SELECT by File IDentifier referenCiNg........ccccviiiieiiese ettt sttt nteene e 55
8.4.2 S I O I o)V o= 1 g = 1= (= To o S 56
8.4.3 S o TR Ko (=g N = 5 1 OSSPSR 57
8.5 APPLICATON CNAIBCIENTSIICS ...ttt e bbbt nn e ens 57
851 EXplicit appliCation SEIECHION. ..o bbbt 57
85.11 SELECT DY DF NAIME ...ttt ettt st sttt e ebese e besesesbenessebenesseseneseebene e sbebenessesenesees 57
8512 SELECT by partial DF NAIME.........ccoiiiiiieeitereesese sttt nn s 58
852 APPIICALTION SESSION BCLIVELION ...ttt ettt b et b et n et b e e 58
853 APPliCation SESSION LENMINELION. ........eoveuertieetirtee et sb et b et b bt b et sbe st sbesne e 58
854 APPHICALION SESSION FESEL .....veevieieeeieetieseestee st e steetesee s e e ste e teesteestesseesteesseesseenseaneesseesaeenseenseenseensessensseesses 59
8.5.5 VOI0 1t teeeeeheEeEER R E R R R R R R R R AR R e R Rt R R r Rt n e 59
8.6 RESENVELION OF FIlE IDS ...ttt r e n e nn e ns 59
8.7 (oo T or e = 1= T 60
8.8 Shareable versus Not-shar@al € FIlES..........vi i 61
8.9 SECUNE CRANMENS ...ttt sttt et e s e e besee bt e aeeaeen e e e e eeseeebesneeneeneenseseeseesseeneeneeneenes 61
9 SECUNTY FEAIUINES. ... .ceeeiei ettt b ettt h bt bbb e b e e et e e et e st eb e b e nb e nenn e e 62
9.1 SUPPOIEd SECUNLY TEBIUIES .......eiveeeieteeee ettt ettt bbb bt b e et b e et b e et b b 62
9.2 SECUNLY BICHITECTUIE. ...ttt bttt b et b et b e bbbt b e e et eb e se et eb e s b et eb e b 62
921 S o Y LT o1 63
9.2.2 AACCESS IMOUE ...ttt et e et R R R Rt E e et E e e e et e R e e st e r e et renn e 63
9.2.3 IS o] Yot o 1 e T S 63
9.24 AACCESS TUIES ...ttt e R et R et E e Rt R e Rt bR e e et e R e et n R e n et r e ne e 63
9.25 (@0 0] 0= ox B 0 1 101 S 63
9.2.6 EXPANAEA FOMMAL. ..ottt b e et b e et b e et b e et e b e st et b e bt sb s 64
9.2.7 ACCESS FUIE FEFEIBNCING. ...ttt bbbt b bt b et b e et s b e e e 64
9.3 SECUITY ENVITONITIENE .....viuiitiitt ittt sttt sttt b e et b e e st b s e bt b e s e bt b e s e e bt e b e e ebe e b e s e e st e b e ne et eb e s b et nbenneneeee 65
931 Definition of the SECUNitY ENVITONIMENL .........ccciiiiriiiieee e 65
932 Logical Channels and Security ENVIFONMENT..........cooiiiiiiiineree et 66
94 o V0 =0T 1o R 66
9.4.1 UNIVEFSA PIN . b bbbt b et b et b et se bt ne bt ne bt 66
9.4.2 N o o] o= 1o o N = USSR 66
9.4.3 LLOCEI PN ..ttt h etk R R b e Rt R b e Rt e Rt e r et n et 66
94.4 L AN ISR T To [ Te o= ot 0= 0 67
9.5 PIN and key reference relation SNip .......ccccvece i s s r e et esse e beeneeeeenneennes 67
951 ACCESS CONAITION MAPPING .. veeveeureeieeeiesteesiee e eeseeseesteesteeseaseesseesseesteessesseesseesseesesnsessesenseenseansessenssenssens 67
9.5.2 L VI = (0 S 1 o o= (o o OO RRN 69
10  Structure of COMMENAS 8N FESPONSES .......cueruirrirrirtertesrereeeese et st sre s e s e s e e s eseeseesesbesseabesressensennes 70
101 COMMENG APDU SITUCKUIE.........eeieiee ettt ettt sttt s e e st e e e e e beseeebesaeeseeneenseneesaeseesneeneeeaneas 70
10.1.1 (000 1 1o o) B O F= 1Y = 3 (= SR 70
10.1.2 (0o o 1 pTo lo) B 101 U Tei 1T ] 1 8 = =S 72
10.1.3 (000 110 o)l 0= 1011 (= B 0)Y (=T 72
10.1.4 (000 |1 1o o) B I o3 )Y/ (=R 72
10.1.5 (000 110 o) l0 1= N o (R 72
10.1.6 (00 To 1 1o [o) B I = )Y/ (=R 73
10.2 RESPONSE APDU SITUCTUIE.........oii it s e e e e sre e saesne e en 73
10.21 Status conditions returned Dy the UTCC ..ot s 73
10.2.11 INOIMA] PrOCESSIIG -..vcveueeteiteeete sttt sttt st be st b e bt b e b e se bt b e s e ehe e b e seehe e b e se e bt e b e s e e bt ebenb e st ebe s e enenbenneneees 73
10.2.1.2 POSIPONEA PIrOCESSING ...ttt sttt sttt sttt sttt b et be b e b e bt ebe b e se e bt s b e se e bt e b e s e e aeebesb e st e beseenesbenneneees 73

ETSI



Release 7 6 ETSI TS 102 221 V7.13.0 (2009-01)

10.2.1.3 LAY i 11 0 74
10.2.14 EXECULTON BITOFS ...ttt bbb e e e b h e he et e s e e e sa e eb e e aeeh e e s e s e besbe et e s aeennenen 74
10.2.1.5 (011 o (] 1o =1 ] = SRS 74
10.2.1.5.1 Functions in CLA NOt SUPPOITEX .......ccueeiieiieiiciiee et e ste e ste et esre et te e e e aeenaesneeenes 74
10.2.1.5.2 CommaNd NOE BITOWE..........ooueeeeie bbb bbb e e 75
10.2.1.5.3 WWIONG PAIAIMELETS .....vee ittt ettt ettt e bt s e s bt e e st e e sabe e s aseesa b e e s beesabeeeabeesnbeeebeeenbeeenseeene 75
10.2.1.6 F Y o]0 I Tor= Ko g = 1 (0] L= OSSO T TSROSO UTSRTR PR 75
10.2.2 Status WOords Of the COMMEBNTS .........ooueiieeee ettt ettt e sae e enee e eneas 76
10.3 LOGICal ChBNNEIS........ceie bbbt b et b et b et nb e e s 78
T 501 1100 SNSRI 78
111 GENENTIC COMIMIBINGS ...ttt sttt sttt et sb bbb e s bt b e e it es s e e e s e b e eheeb e e aeea e e a e e s e b e eeeeb e e Rt ehe e e e s e nbesbeebeeneenne e ennas 78
1111 S I L PSSO UR PP 78
11111 [0 ei T gT= 0[S o o1 o o SR 78
11.1.1.2 Command parameters and aLaA...........ccveeeieiie e esre et e eesneesneesreenaees 78
11.11.3 RS 0001 Sl D T - T PP OPRRt 79
11.1.1.3.1 ReSPONSE FOr M, DI OF ADF ...ttt sae e ene e e e 80
111132 RESPONSE TOF AN EF ...ttt et b e e b e e ebesreneene 80
11114 Fil€ CONIOl PAIrEMELENS. ..ottt b ettt sttt et b e e et b e et bt sb e e ebesbe e ebesbennenen 80
111141 LS PR 80
11.1.1.4.2 QLI N = = RS 81
111143 FITE DESCTILON ...tttk b e bt b e b bbbt b e bt b et b et e b e enis 81
111144 FE TAENLITIEN ...ttt et b bt b ettt sb e b it e ne e e e 82
11.1.145 DI NITIE ...ttt bt a et e et et bbb e st e e e b e e e ekt eh e eb e e heeae e e et e beereebesaeene e e e nn s 82
11.1.1.46 Proprietary INfOrMBLION .......cc.viieese ettt e e et e e e et e ssaesre e teeneeenensneesnes 83
111147 SECUNLY BEIITIDULES. ...t bbbttt r et saesb e e e e e nnen 87
111148 SOOIt FIlE TABNTITIEN ...t b et b et b e nnen 89
111149 LiTE CYCIE SEAIUS INTEOEN ...veeeeeeteiteeet ettt b bbb st n bt nas 89
11.1.1.4.10 PIN StAEUS tEMPIEEE DO ......evieciieiereeieet ettt et e et b et nbenn e enes 89
11.1.2 S 17N LU PR 90
11121 FUNCEION@l JESCIIPLION. ...ttt ettt b e et b e et ebesb e ebesbe e b e srennenea 90
11122 COMMEANG PAIAIMELEIS.......eeeieetereeieete ettt ettt b et b et eb e b e b eb e s bt b e bt s bt s ese b s e bt s b e e ese b e neenennis 90
1113 READ BINARY ettt sttt ettt st e e et et e s eese e beseeebesaeemeeneeseenbeseeebesneeneeneesseasesaessesneaneeeens 91
11.1.3.1 [0 e T gT= 0 (=S o o1 o o SR 91
11.1.3.2 COMMANG PAIBIMIELENS......ecve e eeeeieesteeste e e e e seeseeseesteesaeeeeeseesseeaseeseenteessesseesneesseesseenseensesssensenssennses 91
1114 UPDATE BINARY ettt h ettt b e bbbt bt e e e e e b e s bt s bt eb e e b e besbesbe e e ennennen 91
11.1.4.1 FUNCLIONGl PArBIMELENS.......veeiteeieeeee ettt et et e e e e e e ste e seesaeesaeesaeesseenseenseansennaesnensseesnens 91
11.1.4.2 Command parameters and AL ...........ccvecieeierie e e e s se e sreenreeresreesneesraesreas 92
1115 READ RECORD ..ottt sttt sttt h et eese ke s a e eb e s heeae et e ae e ke sbeeb e s st em e e e e e enbesbe et e sneennenens 92
11151 FUNCEION@l JESCIIPLION. ...ttt ettt b e et b e et ebesb e ebesbe e b e srennenea 92
11152 COMMEANG PAIAIMELEIS.......eeeueitereeieet ettt ettt b et b et b e e bt bt beb e s bt b e bt s bt s ese bt s ese s b e b e st nb e s enennis 93
1116 UPDATE RECORD .....outiteiieiesiene sttt eite e et see st st et eeeseastesaeetesseeneenseseeasesseasesseeneensessessessessesneensensens 93
11161 FUNCEION@l JESCIIPLION. ...ttt ettt b e et b e et ebesb e ebesbe e b e srennenea 93
11.16.2 Command Parameters aN0 BEAL. ..........ccrveriiieiriiee et b e sn s 94
1117 SEARCH RECORD ..ottt ettt sttt a e st et b e ae b e e e e b e sbesheeb e e st ese e e e s ebesbeebesaeeneeneennas 94
11.1.7.1 [0 e T gT= 0[S o o1 o] o SR 94
11.1.7.2 Command Parameters and aLA...........ccverieeeiie e e e e s e re e e ereesneesreenreas 95
1118 INCREASE ... ottt h ettt e bt a e b e he et et e se e b e £ bt eh e e At e Rt e st e ee e b e sh e eb e e heem e et e eeenbesheebe e e enneneea 96
11.18.1 [0 e T gT= 0[S o o1 o o SR 96
11.1.8.2 Command Parameters and aLA...........ccveueeieiie e e e s seesre e reereeaaeeneesraesneas 96
1119 RV 2 = SRS 97
11191 FUNCEION@l JESCIIPLION. ...ttt ettt ettt b e et b e et eb e s b e b sb e b e sbennenens 97
111911 L= g 1T (o] o PP 97
111912 PIN TEINY COUNLET ... s s e e s 97
11.19.2 Yoo R 98
11.1.9.3 COMMEANG PAIAIMELEIS.......eeeueitereei ettt ettt b et b et e bt b e s eb e bt b e bt s b e s eseeb e s ebesb e e ese b e enennis 98
11.1.10 CHAINGE PIN ..ttt bttt a ekt sh e eb e he e h e e e e e e £ e eE e eb e eh e e b e e e ea e e e e e b e besbeebesaeens e e ennas 98
11.1.10.1 [0 e T gT= 0 (=S o ] o 11 o SR 98
11.1.10.2 COMMAN PAIBIMIELELS......ecuveieeeieeeieeeste et eeeteseesee s e e steesseaeeaseease e seesteesteessesseesaeesaeesseenseensesssensenssenssees 99
11111 DISABLE PIN ..ttt bt bttt se et bt bt s bt e he ke e e et e se e eb e s aeeae e e e ee e besbeebe e e ennennea 99
11.1.111 (01T gT= 0 (=S o ] o 11 o o SR 99
11.1.11.2 COMMAN PAIBIMIELENS......ccveieeieeieeseeseeste e e e e e aeseesreesreesseaseasseeseeaseasseesseenteensesssesseesneesseesseansennsenns 100

ETSI



Release 7 7 ETSI TS 102 221 V7.13.0 (2009-01)

11.1.12 ENABLE PIN ..ttt bt s h bt ae b et e e e e e e Rt e bt e Rt e bt e ae et e nbeebeebeeaeene e e et e 100
11.1.121 LU= 0 (=S o ] o 11 o o 100
11.1.12.2 COMMAN PAIBIMIELENS......ccveieeieeieeseeseeste e e e e e aeseesreesreesseaseasseeseeaseasseesseenteensesssesseesneesseesseansennsenns 101
11.1.13 UNBLOCK PIN... ittt b et s e bt et e b e st e e e ee s e ekt saeeb e e ae e e e b e abeebesaeene e e et nes 101
11.1.131 01T g = 0 (=S o ] o 11 o o 101
1111311 PIN UNDIOCKING. ¢ttt bbb bt s b ettt b e b e b ebeene e e e e ennas 101
11.1.131.2 UNBLOCK PIN FEIY COUNLE ......coviriiirieieitieieeieesresresre s e sr e sre s es s snesresee e snenes 102
11.1.13.2 Yoo SRR 102
111133 COMMENG PAIBIMELEIS.......eueetiitee ettt ettt ettt sb ettt b e et b e se bt eb e s e e st e b se e st b e se e st ebene e e ebesbe e ebennennenens 102
11.1.14 D N O I AN I I R 102
111141 FUNCEION@l AESCIIPLION. ...ttt st b et b e et b et b e b 102
11.1.14.2 COMMAN PAIBIMIELENS......ccveieeieeieeseeseeste e e e e e aeseesreesreesseaseasseeseeaseasseesseenteensesssesseesneesseesseansennsenns 103
11.1.15 ACTIVATE FILE ...ttt bbbt b e bbbt et se e e e b sbeeb e et e e e e enras 103
11.1.151 01T g = 0 (=S o ] o 11 o o 103
11.1.15.2 COMMAN PAIBIMIELENS......ecveiieieeieeseeste et e e e e s aeseesreesreesteesseasseeseeaseesseesseenseentesssesseesaeesseesseanseesenns 104
11.1.16 AUTHENTICATE .t b e bttt e b et ek e s heehe e e et e besbeebeeneenne e enras 104
11.1.16.1 01T gT= 0 (=S o ] o 11 o o 104
11.1.16.2 Command ParameEters 8N BEA...........cerereeireree ettt et b e et b e s besreseeneas 105
11.1.17 MANAGE CHANNEL ...ttt ettt ettt e e st e beseeeseeaeene et e seesbesaeeneeneeneeses 107
111171 FUNCEION@l AESCIIPLION. ...ttt b et bbbt b e b 107
11.1.17.2 Command ParameEters 8N BEA...........cerereeerereei ettt b e st b e e b sreseeneas 107
11.1.18 GET CHALLENGE.......c ettt ettt st a et e e s e et e s ae et eseeneeneeseenteseessentesneeneeneenseneens 108
11.1.181 FUNCEION@l AESCIIPLION. ...ttt bbbt b et b e bbbt b e b 108
11.1.18.2 Command parameters and At ............cceerierieeiiie e e teeaesaesreesreesaeenreereens 108
11.1.19 TERMINAL CAPABILITY ettt sttt ettt ne et et bbb e s et sb e ebesneeseeneennas 108
11.1.19.1 01T gT= 0 (=S o ] o 11 o o 108
11.1.19.2 Command parameters and ata............ceereereeieie e e s teeaesraesreesreesneenreereens 109
11.1.19.21 TermMiNal POWES SUDPPIY ...uveeeiieeieeieesteestee st esteeeeeeeese e st e e e e estesseesseesaeesseesseenseensesseesseeseessennseenesnnes 109
11.1.19.2.2 Extended logical channelsterminal SUPPOIt ........c.cocveiieiieiieece et 109
11.1.19.2.3 Additional iINLErfaCES SUPPOIT........civeirieieieitereee ettt 110
11.1.20 MANAGE SECURE CHANNEL ...ttt ettt ettt s ste e sse e eaeseesnestesneeseeneeneenes 110
11.1.20.1 General fUNCLoNal HESCITPIION ......coviiieiteie ettt b et b e bbb snesneneas 110
11.1.20.2 RetrieVe UTCC ENCPOINLS .......cueieiieiiriirieiieiesteeie sttt b st sb ettt s et st b e 111
11.1.20.21 FUNCEIONAl AESCIIPLION ...ttt ettt b e et b e s eb e bbb nneneas 111
11.1.20.2.2 Command parameters and ata..............cceiierieiieeee et ee s 112
11.1.20.3 EStabliSh SA - MBSIEN SA ... et e bbb bbbt b s ae b e et e 113
11.1.20.3.1 [0 e T T= I (=S o ] o 11 o o O USSR 113
11.1.20.3.2 Command parameters and ata..............ccerierieriee e e enae s 114
11.1.20.4 EStablish SA - CONNECLION SA ...ttt b ettt se et et be e e 116
11.1.204.1 01 e T T= 0 (=S o ] o 11 o o OSSR 116
11.1.20.4.2 Command Parameters aNA BEAL...........ceririeirierieieie et a e ens 116
11.1.205 Establish SA - Start SECUre Channel ..........ooooiiiiieeee et e e 118
11.1.20.5.1 FUNCEIONAl AESCIIPLION ...ttt ettt b e et b e s eb e bbb nneneas 118
11.1.20.5.2 Command Parameters aNA BEAL...........cvruerieirerieiee et 118
11.1.20.6 Terminate SECUre ChanNEl SA ...ttt sttt ettt e st e tesaesne e e eneeseens 119
11.1.20.6.1 FUNCEION@l AESCIIPLION ...ttt ettt et b e st eb bbb nnene s 119
11.1.20.6.2 Command parameters and ata.............ccceiiereeiieiee e e e e s 120
11121 TRANSACT DAT A et bt bttt e s e b bt b e e h e e h e e st e e e b e se e e b e e Rt ehe e s e e ebeseeebeeneenseneentes 121
11.1.211 General fuNCtional dESCIIPLION ........ccvieiecieee et e e srae e e sneesneenneenreens 121
11.1.21.2 Command parameters and ata............cceereereeere e e te e saesae e sreesaeenneereens 121
11.2 CAT COIMIMANGS. ...ttt ettt ettt sttt ese et e tesee b e s bt eaeeae e s e beseeeb e eheeheeae e e e beseeebeeaeese e e e s e besaeebeeneennennens 123
1121 TERMINAL PROFILE.......o ettt bbbt s bbbt se e nnas 123
11211 FUNCEION@l AESCIIPLION. ...ttt ettt et et st b et b e bbbt et b e 123
11212 Command Parameters AN BEAL. ..........cererieiriereeeee et b e bbb et e b saeseeneas 124
11.2.2 L N A I SR 124
11221 FUNCEION@l AESCIIPLION. ...ttt ettt st b et b et b bbb 124
11222 Command Parameters 8N BEA. ..........cerereirerieeee et b e bbb e b e e b sreseeneas 124
11.2.3 L I TSRO UR USSR 124
11.23.1 0o T = 0[S o o 11 o o 124
11.2.3.2 Command parameters and ata............ccueriereeieeie et aesae e e sreesneenneereens 125
11.24 TERMINAL RESPONSE ...ttt bbbt et bt ene e nnas 125
11.24.1 LU e T gT= 0[S o o 11 o o 125

ETSI



Release 7 8 ETSI TS 102 221 V7.13.0 (2009-01)

11.2.4.2 Command parameters and aLa...........ccceeriereeieee et ae e e e e saeenreereens 125
11.3 Data Ori€Nnted COMMEBINGS .......cuiiterterue ettt sttt ettt et b e bt bt se e e e bese e besbeebeebe e e e sbesresbesneenee e aneenes 125
1131 RETRIEVE DATA .ottt bbbt bbbt sk e e e st e be e st st e ntenesbe e e ens 127
11.31.1 LU e T gT= 0[S o ] o 11 o o 127
11.31.2 Command parameters and ata............cceeviereeieee e e e te e e sae e e e e sre e reereens 127
11.3.2 S I A 1 RO RPST 128
11321 FUNCEION@l AESCIIPLION. ...ttt ettt ettt b et e b e bbbt et b e 128
11.32.2 Command Parameters 8N BEA. ..........cerereeirerieeee e b et b e b b se b e e b sreseeneas 129
12 Transmission Oriented COMMIBNGS. ........cceiiieerereeeseeeese e e eeste e e seesre e eeseeenaessesseensesseeneesseeneeeeseennes 129
12.1 LI O o 1= o) Lo oo 0] 7= 10 1S 129
1211 GET RESPONSE. ..ottt ste sttt sttt ste e tesae e sbesaeseebesaeseebeseesesbeseeseebeseesesbesteeesesbeneesenteseeneas 129
12111 0o T g T= 0[S o o 11 o o P 129
12.1.1.2 COMMANG PAIBIMIELENS......cecveeiteeieeee e et et e e e e e e sae s e e sreesaeesaeeseeseeessesseesseeseenseensesseesneesseesseenseensenns 130
13 Application iNdePENENT FIlES........coiiiiii et s r et e reens 130
131 EF DR ceeer ettt e 130
13.2 EFjceip (ICC IAeNtifiCation).........covucuiiecieicieicte s 131
133 EFpL (Preferred LangUagES) ...........occrurueuiiiiecicecteie ittt 132
134 EFARR (ACCESS RUIE REFEIENCE) ...ttt s 132
14 Application independent ProtOCOL ...........cceieeieieeie it re e s e et e e aesresreenesreenes 133
14.1 File relaied PrOCEAUIES .......cee ittt ee st sae et e et e e aeesbe e teen e entessaesaeesaeesseenseenseensenneessansnens 133
1411 REBAING BN EF ... .ottt e etk e bt e e e s st e s e nesbe e eee 133
1412 UPALING BN EF ...t bbbt bbb et b et b e b 133
14.1.3 INCIEASING @N EF ...ttt b bbbt b et b bbb 133
14.2 PIN relate0 PrOCEOUIES.......c.eeueetiieeietert ettt sttt b bt b et b et b bbb e e bt b e e e st b e e e e eb et e e enenb e e ens 134
14.2.1 LRV g 1o o] o SR 134
14.2.2 PIN VAU SUDSLITULTON. ...ttt ettt ettt e e e e s e s besae et e neeseeseesneene e e eneeses 134
14.2.3 V0 11 o) g R 135
14.2.4 LAV 0= o OSSPSR 135
14.25 LAV AU o] oo o S PS 135
14.3 Application SElECION PrOCEAUIES .........cceeiieieeieeeseeseesteesteeste s e e e e ste e teeaeeseessaesteeseentesnsesnaesnnesaeesseensennsenns 135
1431 Application selection by use of the EFp|R fil€.....ccii 135
1432 Direct appliCation SEIECION. ........ciiiiieiiitiee e bbbt b et 136
14.3.3 Direct application selection With partial AlD ..........cccciiiiie e 136
14.4 General application related PrOCEAUIES ...........c.eiciiieeceee ettt e e st e te e teenteeeeeneennes 136
14.4.1 APPlICation SESSION ACHVALION .......eciieieeiece e st ree e e e et e e e et e ssaesreesteessesnsesneesneesneesseenseensenns 136
14.4.2 UICC appliCation INEEITOGALION.........ceieeereeieeieeeesteesteesieeteseeseesseessseseeseesseesseesseessesseessassseesseesseensennsenns 136
14.4.3 UICC application SeSSION tEMINGLION .......cc.eeiieeiieiieieesee st esieesee e e e et e e e steeeessaesreesaeesaeenaesaeesaeenseensenns 136
145 MiSCElANEOUS PrOCEAUIES ... .eeieeeie et eeeetee st et e e e e s e s e saeesaeeae e e sseaste e teen e entesseesseesaeesaeenseenseensesnsesnansnnns 136
145.1 0 L@ o= 117 (o) o TSP SS 136
1452 UICC PreSENCE JELECTION ......e.eeeetiietirteeeiest ettt ettt bbbt s b et b b 136
1453 UICC preferred [anguage MEOUESL ...........coireiririeieiesieieie sttt st s et st n e sbe e 137
1454 UICC 10giCal ChANNEIS.......citiieiiiiie bbb bbb 137
14.6 CAT rel@ted PrOCEAUIES.........c.eitieetertiieeert ettt e bbbt b et h b e et b et e bt e b e s e st e b et et e be b 137
146.1 CAT INitialiZatioN PrOCEAUNE......c.eeuiitieeieitese ettt sttt et se et b e et b e et st nn et b e b 137
14.6.2 (= ot A= oo T o PSR 137
14.6.3 SUPPOI OF COMMIBINAS.......c.eiiieiieceesties e se et e e e e e e st e te e e etesssesseesseesseesseenseenseensensenssensnens 137
14.6.4 SUPPOIt Of FESPONSE COUBS .....eeveeveeiieieeieee s ee st st ste e te et e e st e s te e be e e estessaesseesseesseenseenseenseensensaesnensnens 137
14.6.5 Independence of applicatioNS anNd CAT LASKS.......ccviiieieiie e se e e sneenreeneens 137
14.6.6 USE Of BUSY SLALUS FESD0ONSE ......veeueeeieieeeeeeeeteesteeteestesstesseessessseesseesseesseesseessesssessesssessssessessssssessseensesnsenns 138
14.6.7 Additional ProCESSING LM ....cuiiiieieeieeesiese e re e se st e see e e e e s se e te e teestesseessaesneesaeesneenseenseensenns 138
15  Support of APDU-based UICC applications OVEr USB .........cceiiiiriiinienienieieeeeeese e 138
Annex A (normative): UCS2 coding of Alphafieldsfor filesresiding on the UICC.................... 139
Annex B (informative): Main stateSOof A UICC ..o s 141
Annex C (informative): APDU protocol transmission examples..........coeoeieinininineneneseseeeens 142
C.1  EXChaNGESUSING T = 0 cuoeeieieieiieiesiesiesie ettt st st sttt st bbb e b e et e st e besbesbeneensenneneas 142

ETSI



Release 7 9 ETSI TS 102 221 V7.13.0 (2009-01)

Cl1 CASE 1 COMMIBNG ...ttt ettt eb ekttt ekt bt e b e e st e st et e se e ke sheeb e e heeRe e e e es e besheebeeaeese e s e s e besreebeeneennennens 142
C.l2 CBSE 2 COMMIBNG ...ttt ettt h ettt e ekt he b e h e st et e s e e ke s h e eb e e aeeRe e e e ab e beeheeb e e st ese e e e s e beshesbeeneennennen 142
C.13 CASE 3 COMMIBNG ...ttt ettt eh ettt ettt bt b h e st et e s e e ke s h e eb e e st e R e e e e b e beeheeb e e ae e st e e e s e besreebeeneennennens 143
C.l4 CBSE 4 COMMIBNG ...ttt ettt ettt ettt e bbb e heeae et e s e e b e sh e eb e e st e R e e e e e e besheeb e eaeese e e e s e besreebeeneennennens 143
C.1l5 Case 2 commands Using the '61" and '6C" procedure DYLES.........ccuvceieeiee e 143
C.l6 Case 4 command Using the '61" proCedure DYLE...........ooeiiieiice et 144
C.17 Case 4 command With Warning CoNTITION ..o 144
Annex D (informative): F N =11 0] 0] 1= S 145
Annex E (informative): Security attributes mechanismsand examples...........cccccoevrinerenencnnene 147
T I T 11 o S 147
E.2  COMPACE FOMMIEL.......cueitiitiiteitee ettt b b b e e s e e e se st e bbb e e s 147
E2.1 N 1 1 =S 147
=022 S O Y, - YO0 OO OO 147
E.2.3 L= 1010 =SS 148
R T 0 010 (=0 0] 10! RS 148
E31 N 1 L T TP PP PPPOPPUR PRI 148
E.3.2 S O 1 PSR PR P RPRPRPR 148
E.3.3 ACCESS FUIE FEFEIENCING ...ttt et b et b e et b e s bt b e bbb et b e e e st b e e et s b et e 149
E.34 EXBIMPIES ...ttt b b b e h b e h R e R Rt R e bt E et R e R e e bt b e bt b neeneas 149
Annex F (informative): Example of contentsof EFARR '2F06' ... 150
F.1  Samplecontent Of thE EFARR -« reererrrrerrerriiiririeei e 150
Annex G (informative): Access Rules Referencing (ARR)......oce e 151
G.1  Sample CONLENt Of EFARR -« revrrererrerriririeiiisese st 151
G.2 Exampleof accessrulereferencing With SE ID ........cccooeiiiicii i 154
Annex H (normative): LiSt Of SFI VAIUES......coeiiiieeeieeeeeeee s 155
H.1 Listof SFl ValUES @ the M LEVE .......ooveeeeeeees ettt 155
Annex | (informative): Resetsand modes of OPEration .........cccceeceveeeesieseece e 156
Annex J (infor mative): Example of the USE Of PINS ... 157
J1  Application having SEVErAl ADFS.......cociiiiie ettt e e be e be s reenaenreereas 157
J2  Two applications with two different SECUrity CONLEXES........oivriiiieie e 157
Annex K (informative): Examples of the PIN state transition on multi verification capable

L] O SRS 158
K.1 PIN statetrangition onthesinglelogical Channel ... 158
K.2 PIN state transition between [ogical ChanNElS.............ccooiiiiiiiiiicce e 160
Annex L (informative): Examples of SET DATA and RETRIEVE DATA usage..........cccceeevenenee. 164
L.1 Examplesof SET DATA and RETRIEVE DATA USA0E ......ccceiiierieieinesiesie e 164
L.2 Examplesof RETRIEVE DATA usage with transport protoCol T = 0......cccecvvierineninenesereseeeeees 165
Annex M (informative): Examples of ODD AUTHENTICATE instruction code usage................ 168
M.1 Examplesof ODD AUTHENTICATE instruction code usage at applicative level ...........cccveeenenee. 168
M.2 Examplesof ODD AUTHENTICATE ingtruction code usage with transport protocol T =0............. 169
Annex N (informative): ChangE NISLONY ..o 172
115 SRS SRRPIN 175

ETSI



Release 7 10 ETSI TS 102 221 V7.13.0 (2009-01)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Smart Card Platform (SCP).
It is based on work originally done in the 3GPP in TSG-terminals WG3.

The contents of the present document are subject to continuing work within TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1  presented to TC SCP for information;
2 presented to TC SCP for approval;
3  orgreater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for al changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document defines a generic Terminal/Integrated Circuit Card (1CC) interface.

The aim of the present document is to ensure interoperability between an ICC and aterminal independently of the
respective manufacturer, card issuer or operator. The present document does not define any aspects related to the
administrative management phase of the ICC. Any internal technical realization of either the ICC or the terminal isonly
specified where these are reflected over the interface.

Application specific details for applications residing on an I1CC are specified in the respective application specific
documents. The Universal Subscriber Identity Module (USIM)-application for 3G telecommunication networksis
specified in TS 131 102 [2].
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1 Scope
The present document specifies the interface between the UICC and the terminal.
The present document specifies:

e therequirements for the physical characteristics of the UICC;

. the electrical interface for exchanging APDUSs between the UICC and the terminal, based on
ISO/IEC 7816-3 [11];

. the initial communication establishment and the transport protocols for this interface;
. amodel which serves as abasis for the logica structure of the UICC APDU interface;
. communication commands and procedures for the UICC APDU interface;

e  application independent files and protocols for the UICC APDU interface.

The administrative procedures, initial card management and optional communication interfaces between the UICC and
terminal are not within the scope of the present document.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.

. In the case of areference to a TC SCP document, a non specific reference implicitly refers to the latest version
of that document in the same Release as the present document.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
Cases:

- if it isaccepted that it will be possible to use all future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

[1] ETSI TS 123 038: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); Alphabets and language-specific information
(3GPP TS 23.038 version 6.1.0 Release 6)".

2] ETSI TS 131 102: "Universal Maobile Telecommunications System (UMTS); Characteristics of the
USIM application (3GPP TS 31.102 version 6.9.0 Release 6)".
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(3]

[4]
(5]
(6]
[7]
(8]
[9]

[10]

[11]

2.2

12 ETSI TS 102 221 V7.13.0 (2009-01)
ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers (Release 7)".
ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT) (Release 7)".
ITU-T Recommendation E.118: "The international telecommunication charge card”.
SO 639 (al parts): "Codes for the representation of names of languages'.
ISO/IEC 7810: "Identification cards - Physical characteristics'.
ISO/IEC 7811-1: "Identification cards - Recording technique - Part 1: Embossing”.

ISO/IEC 7816-1: "Identification cards - Integrated circuit(s) cards with contacts - Part 1: Physical
characteristics'.

ISO/IEC 7816-2: "Identification cards - Integrated circuit cards - Part 2: Cards with contacts -
Dimensions and location of the contacts”.

ISO/IEC 7816-3: "ldentification cards - Integrated circuit cards - Part 3: Cards with contacts -
Electrical interface and transmission protocols’.

| SO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and
commands for interchange'.

Void.
Void.
Void.
Void.
I SO/IEC 10646: "Information technology - Universal Multiple-Octet Coded Character Set (UCS)".
ETSI TS 102 600: "Smart Cards; UICC-Termina Interface; Characteristics of the USB interface”.

ETSI TS 102 613: "Smart Cards; UICC-CLF interface; Physical and data link layer
characteristics'.

ETSI TS 102 484: " Smart Cards,; Secure channel between a UICC and an end-point terminal”.
ETSI TS 102 225: " Smart Cards; Secured packet structure for UICC based applications’.

ETSI TS 124 008: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); Mobile radio interface Layer 3 specification; Core network
protocols; Stage 3".

Informative references

The following referenced documents are not essential to the use of the present document but they assist the user with
regard to a particular subject area. For non-specific references, the latest version of the referenced document (including
any amendments) applies.

[i.1]

ISO/IEC 7811-3: "Identification cards - Recording technique - Part 3: Location of embossed
characterson ID-1 cards'.
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3 Definitions, symbols, abbreviations and coding
conventions

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
1,8V technology smart card: smart card operatingat 1,8V + 10% and 3V + 10 %
1,8 V technology terminal: terminal operating the smart card - terminal interfaceat 1,8V + 10% and 3V + 10 %
3V technology smart card: smart card operatingat 3V +10% and 5V + 10 %
3V technology terminal: terminal operating the smart card - terminal interfaceat 3V £ 10% and5V + 10 %
access conditions: set of security attributes associated with afile
ADM : access condition to an EF which is under the control of the authority which creates thisfile
application DF: entry point to an application
application protocol: set of procedures required by the application
application: set of security mechanisms, files, data and protocols (excluding transmission protocols)
NOTE: An application can be afirst level application and/or a second level application.

card session: link between the card and the external world, using APDUSs, starting with the ATR and ending with a
subsequent reset or a deactivation of the card

NOTE: A card session may take place either over the electrical interface specified in the present document or
over the Smart Card functional interface specified in TS 102 600 [18].

CAT Application Toolkit procedures: see TS 102 223 [4]

channel session: link between the card and the external world during a card session on a given logical channel, starting
with the opening of the logical channel and ending with the closure of the logical channel or the termination of the card
session

class A operating conditions: terminal or a smart card operating at 5V + 10 %

class B operating conditions: terminal or asmart card operating at 3V + 10 %

class C operating conditions: terminal or a smart card operating at 1,8 V £+ 10 %

current directory: latest MF, DF or ADF selected

current EF: latest EF selected

current file: current EF, if an EF is selected, else the current directory

data object: information coded as TLV objects, i.e. consisting of a Tag, a Length and a Value part

Dedicated File (DF): file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files
(DFs)

directory: genera term for MF, DF and ADF
Elementary File (EF): file containing access conditions and data and no other files
fileidentifier: 2 bytes which address afilein the UICC

file: directory or an organized set of bytes or recordsin the UICC
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first level application: selectable application that isindicated in EFp,r under the MF

EXAMPLE: A USIM application.
function: contains a command and a response pair
GSM session: part of the card session dedicated to the GSM operation
ID-1 UICC: UICC having the format of an ID-1 card
NOTE: SeelSO/IEC 7816-1[9].
Lc: length of command data sent by the application layer in a case 3 or 4 Command
L e: maximum length of data expected by the application layer in response to a case 2 or 4 Command
Lr: length of data sent back to the terminal by the UICC in response to a case 2 or 4 Command

L uicc: exact length of data available in the UICC to be returned in response to the case 2 or 4 Command received by
theUICC

Master File (MF): unique mandatory file containing access conditions and optionally DFs and/or EFs
Mini-UICC: third format of UICC

multi-application capable terminal: terminal that can support more than one first level application with possibly
separate user verification requirements for each application

multi-application card: card that can have more than one selectable application
multi-session card: card that supports more than one concurrent selectable application session during a card session

multi-verification capable Ul CC: card that can have more than one first level application and may support separate
user verification requirements for each application

normal USIM operation: relating to general, PIN related, 3G and or GSM security and subscription related procedures

padding: one or more bits appended to a message in order to cause the message to contain the required number of bits
or bytes

plug-in UICC: second format of UICC
proactive UICC: UICC which is capable of issuing commands to the terminal
NOTE: Partof CAT.
record number: number which identifies arecord within an EF
record pointer: pointer which addresses one record in an EF
record: string of bytes within an EF handled as asingle entity
second level application: application which can only be activated during the session of afirst level application

NOTE: A second level application may have an AID. This AID is not to be stored in EF(DIR) unlessitisalso a
first level application.

selectable application session: link between the application and the external world during a card session starting with
the application selection and ending with de-selection or termination of the card session

selectable application: application that is selectable by an AID according to the process described in
ISO/IEC 7816-4 [12] over the terminal-UICC interface

single verification capable UICC: card that only supports one user verification requirement for all first level
applications

state H: high state on the 1/0 line (Vcc)
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stateL: low state on the I/O line (Gnd)
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transport layer: layer responsible for transporting Secured Packets through the network

type 1 UICC: UICC which always enters the negotiable mode after a warm reset
type 2 UICC: UICC which always enters the specific mode after a warm reset

USIM session: selectable application session for a USIM application

3.2 Symbols

For the purposes of the present document, the following symbols apply:
Gnd Ground
te Fall time
tr Rise time
Vce Supply Voltage
A\ Input Voltage (high)
VL Input Voltage (low)
VoH Output Voltage (high)
VoL Output Voltage (low)
Vpp Programming Voltage

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:
AC Access Condition
ACK ACKnowledge
ADF Application Dedicated File
AID Application I Dentifier
ALW ALWays
AM Access Mode
AM-DO Access Mode - Data Object
APDU Application Protocol Data Unit
ARR Access Rule Reference
AT Authentication Template
ATR Answer To Reset
BCD Binary Coded Decimal
BER Basic Encoding Rules
BER-TLV Basic encoding rules - tag, length, value
BGT Block Guard Time
BWT Block Waiting Time
C-APDU Command - APDU
CAT Card Application Toolkit
CCT Cryptographic Checksum Template
CLA CLAss
CLK CLocK
CRT Control Reference Template
CcT Confidentiality Template
C-TPDU Command-TPDU
CWiI Character Waiting Integer
CWT Character Waiting Time
DAD Destination Address
DER Distinguished Encoding Rule
DF Dedicated File
DO Data Object
DST Digital Signature Template
EDC Error Detection Code byte
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EF
EFpir

etu

f

FCP

Fi

FID
GSM
1/0
I-block
ICC

ID

IEC
IFS
IFSC
IFSD
INF
INS
ISO
LCSl
LEN
LRC
LSB
ME

MF
MSB
NAD
NEV
oSl

P1

P2

P3

PCB
PDC
PIN
PPS

PS

PS DO
R-APDU
R-block
RFU
RST
R-TPDU
SAD
S-block
SC

SC DO
SE
SEID
SFI

SIM

SM
SMS
SMS-PP
TETRA
TLV
TPDU
ucs2
UE
USIM
VPP

16

Elementary File
Elementary File DIRectory

elementary time unit

frequency

File Control Parameters

clock rate conversion factor

File IDentifier

Global System for Mobile communications
I nput/Output

Information-block

Integrated Circuit Card

IDentifier

International Electrotechnical Commission
Information Field Sizes

Information Field Size for the UICC
Information Field Size for the terminal
INFormation field

INStruction

International Organization for Standardization
Life Cycle Status Information

LENgth

Longitudinal Redundancy Check
Least Significant Bit

M obile Equipment

Master File

Most Significant Bit

Node ADdress byte

NEVer

Open System Interconnection
Parameter 1

Parameter 2

Parameter 3

Protocol Control Byte

Personal Digital Cellular

Personal Identification Number
Protocol and Parameter Selection

PIN Status

PIN Status Data Object
Response-APDU

Receive-ready block

Reserved for Future Use

ReSeT

Response-TPDU

Source ADdress

Supervisory-Block

Security Condition

Security Condition_Data Object
Security Environment

Security Environment | Dentifier
Short (elementary) File Identifier
Subscriber Identity Module

Secure Message

Short Message Service

Short Message Service - Point to Point
TErrestrial Trunked RAdio

Tag Length Value

Transfer Protocol Data Unit

Universal Character Set 2

User Equipment

Universal Subscriber Identity Module
Programming power input, optional use by the card
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Wi Waiting time Integer
WTX Waiting Time eXtension
WWT Work Waiting Time

3.4 Coding conventions
For the purposes of the present document, the following coding conventions apply:

. all lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8
isthe Most Significant Bit (MSB) and bl isthe Least Significant Bit (LSB). In each representation, the
leftmost bit isthe MSB.

In the UICC, al bytes specified as RFU shall be set to '00" and all bits specified as RFU shall be set to 0. If the GSM
and/or USIM application exists on a UICC or is built on a generic telecommunications card, then other values may
apply for the non-GSM or non-USIM applications. The values will be defined in the appropriate specifications for such
cards and applications. These bytes and bits shall not be interpreted by aterminal in a GSM or 3G session.

The coding of all data objectsin the present document is according to TS 101 220 [3]. All data objects are BER-TLV
except if otherwise defined.

4 Physical characteristics

Three physical types of UICCs are currently specified by the present document. These are the "1D-1 UICC", the
"Plug-in UICC" and the "Mini-UICC". At least one of the card sizes shall be supported by aterminal that is compliant
to the present document.

The physical characteristics of al types of UICCs shall be in accordance with ISO/IEC 7816-1 [9] and
ISO/IEC 7816-2 [10] unless otherwise specified by the present document. The following additional requirements shall
be applied to ensure correct operation in a Telecom environment.

4.1 ID-1 UICC

The physical characteristics of the ID-1 UICC shall conform to ISO/IEC 7816-1 [9] and ISO/IEC 7816-2 [10].

The terminal shall accept embossed ID-1 UICCs. The embossing shall be in accordance with ISO/IEC 7811-1 [8] and
ISO/IEC 7811-3[i.1]. The contacts of the ID-1 UICC shall be located on the front (embossed face, see
ISO/IEC 7810 [7]) of the card.

4.2 Plug-in UICC

The Plug-in UICC shall have awidth of 25 mm, a height of 15 mm, a thickness the same as an ID-1 UICC and a feature
for orientation.

Annex A of ISO/IEC 7816-2 [10] applies with the location of the reference points adapted to the smaller size. The three
reference points P1, P2 and P3 measure 7,5 mm, 3,3 mm and 20,8 mm, respectively, from 0. The valuesin figure 2 of
ISO/IEC 7816-2 [10] are replaced by the corresponding values of figure 4.1.

The physical characteristics of the Plug-in UICC (Plug-in card) are defined in the present document.
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Figure 4.1: Plug-in UICC

4.3 Mini-UICC

The Mini-UICC shall have awidth of 15 mm, a height of 12 mm, a thickness the same as an ID-1 UICC and a feature
for orientation.

Annex A of ISO/IEC 7816-2 [10] applies with the location of the reference points adapted to the smaller size below
figure 4.2. The valuesin figure 2 of ISO/IEC 7816-2 [10] are replaced by the corresponding val ues of figure 4.2.

The physical characteristics of the Mini-UICC are defined in the present document.

ETSI



Release 7 19 ETSI TS 102 221 V7.13.0 (2009-01)

Upper edge
(
——R0,8£0,1
3 f'
= | i
R 0,840,1 “,f § 333
f o © W
() |
3| o 2NN
® =
- O o sl
e O O P Sag Bs
74*7@ 5 2 8%
] [] Ml © o
!:! [] //7\ v

2,15 ma»i

’

4.15 min—»

R 0,801 7/

©
~
\,;
3
)
X
L
N
1)
£
2,501
el
o
o
+
(=)

11,77 min
150,1

Figure 4.2: Mini-UICC

4.4 Environmental conditions for card operation and storage

The standard temperature range for storage and full operational use shall be between -25 °C and +85 °C.

4.4.1 Specific UICC environmental conditions

The support of specific UICC environmental conditionsis optional for the UICC.

It is up to an application specification to specify the required specific environmental conditions to be supported by the
UICC. If an application specification does not specify particular specific UICC environmental conditions then the UICC
supports the standard environmental conditions for card operation and storage, as specified in the present document.

If the UICC supports specific environmental conditions, the indication mechanism, as specified in the present
document, shall be supported.

4411 Temperature range for specific UICC environmental conditions

The support of an extended temperature range is optional for the UICC.

The temperature ranges for full operational use and storage for specific UICC environmental conditions are defined in
table 4.1.

Table 4.1: Temperature range for full operational use and storage for
specific UICC environmental conditions

Temperature class range
A -40 °C to +85 °C ambient temperature range
B -40 °C to +105 °C ambient temperature range
C -40 °C to +125 °C ambient temperature range
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4.4.1.2 High humidity
The support of the extended humidity condition is optional for the UICC.

A UICC supporting high humidity shall withstand the following equivalent environmental conditions for operation and
storage:

. temperature: 85 °C;
. relative humidity: from 90 % to 95 %;

. duration: 1 000 hours.

4.5 Contacts

45.1 Provision of contacts

4511 Terminal

Contacting elements in the terminal in positions C4 and C8 are optional. If present and not used, they shall either be
pulled to state L or present a high impedance to the UICC. If it is determined that the UICC is a multi-application
UICC, or if the terminal supports optional interfaces using these contacts, then these contacts may be used.

Contact C6 need not be provided for Plug-in/Mini-UICC cards or any card if the terminal does not support class A
operating conditions (see | SO/IEC 7816-3 [11]). Contact C6 shall be provided if the terminal supports the optional
interface defined in TS 102 613 [19].

If present and not used by an optional interface, C6 shall present a high impedance to the UICC or be connected to Gnd.

45.1.2 uicC

Contacts C4 and C8 need not be provided by the UICC. If provided, they shall not be connected internally in the UICC
if the UICC only contains a Telecom application and is not using these contacts for an additional interface.

Contact C6 shall not be bonded in the UICC for any function other than supplying Vpp or when the UICC supports the
optional interface defined in TS 102 613 [19].
4.5.2  Contact activation and deactivation

4521 Contacts assigned by the present document

When using the interface defined in the present document, the terminal shall connect, activate and deactivate the UICC
through the contacts C1, C2, C3, C5, C7, in accordance with the operating procedures specified in
ISO/IEC 7816-3 [11].

The terminal may switch on and off the clock on contact CLK while the RST contact remainsin state L.

For any voltage level, monitored during the activation sequence, or during the deactivation sequence following normal
power-down, the order of the contact activation/deactivation shall be respected.

It is recommended that whenever possible, the deactivation sequence defined in | SO/IEC 7816-3 [11] should be
followed by the terminal on all occasions when the terminal is powered down.

If the UICC clock is already stopped and is not restarted, the terminal may deactivate al the contactsin any order,
provided that all signals reach low level before Vcc leaves high level. If the UICC clock is already stopped and is
restarted before the deactivation sequence, then the deactivation sequence specified in

ISO/IEC 7816-3 [11] shall be followed.

When Vpp is connected to Vcc, as alowed in the present document for terminals supporting class A operation
conditions only, then Vpp shall be activated and deactivated with Vcc, at the time of the V cc activation/deactivation, as
specified in the sequences of 1SO/IEC 7816-3 [11].
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4522 Optional contacts
The use of contacts C4 and C8 for the Inter-Chip USB interface is specified in TS 102 600 [18].
The use of contact C6 for the UICC-CLF interfaceis specified in TS 102 613 [19].

45.3 Inactive contacts

The voltages on contacts C1, C2, C3, C6 and C7 of the terminal shall beintherange 0V + 0,4V referenced to ground
(C5) when the terminal is switched off with the power source connected to the terminal and when the optional interface
defined in TS 102 613 [19] is not used. The measurement equipment shall have a resistance of 50 k2 when measuring
the voltage on C2, C3, C6 and C7. The resistance shall be 10 kQ when measuring the voltage on C1.

454 Contact pressure

The contact pressure shall be large enough to ensure reliable and continuous contact (e.g. to overcome oxidization and
to prevent interruption caused by vibration). The radius of any curvature of the contacting elements shall be greater than
or equal to 0,8 mm over the contact area.

Under no circumstances shall the contact force exceed 0,5 N per contact.

Care shall be taken to avoid undue point pressure to the area of the UICC opposite to the contact area. Such pressureis
potentially damaging to the components within the UICC.

5 Electrical specifications of the UICC - Terminal
interface

The electrical specification in the present document covers the supply voltage rangefrom4,5V to 5,5V, 2,7V to 3,3V
and 1,62 V to 1,98 V. For each state (V oy, V|, V. and Vo ), apositive current is defined as flowing out of the entity

(terminal or UICC) in that state. Vpp shall not be supported by the 3V and 1,8 V technology terminal or the 3V and
1,8 V technology UICC.

There are two states for the UICC while the power supply is on:

e theUICCisin operating state when it executes a command from any of itsinterfaces. This state also includes
transmission of the command from the terminal, executing the command and sending the response back to the
terminal;

. the UICC isinidle state at any other time. It shall retain all pertinent data during this state. In idle state, the
clock may be stopped according to clause 6.6.

The clock duty cycle shall be between 40 % and 60 % of the period during stable operation. A clock cycleis defined at
50 % of Vcc from rising to rising edge or falling to falling edge. When switching clock frequencies terminals shall
ensure that no pulse is shorter than 80 ns which is 40 % of the shortest allowed period.

When low impedance drivers are implemented on the 1/O line, the 1/O electrical circuit design shall insure that potential
contention on the line will not result in any permanent damage of the terminal or the UICC. The terminal shall reduce
the short circuit current on the 1/0 line by the means of a seriesresistor, the value shall be in the range of 47 Q to

100 Q.
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5.1 Class A operating conditions

51.1 Supply voltage Vcc (contact C1)

The terminal shall operate the UICC within the following limits.

Table 5.1: Electrical characteristics of Vcc under normal operating conditions

Symbol Minimum Maximum Unit
Vcc 4,5 5,5 \

The current consumption of the UICC shall not exceed the value given in the tables in clause 6.2.2 during the ATR
(including activation and deactivation).

When the UICC isin idle state (see below) the current consumption of the card shall not exceed 200 pA at 1 MHz and
25°C. If clock stop mode is enabled, then the current consumption shall also not exceed 200 HA while the clock is
stopped.

The terminal shall source the maximum current requirements defined above. It shall also be able to counteract spikesin
the current consumption of the card up to a maximum charge of 40 nAs with no more than 400 ns duration and
amplitude of at most 200 mA, ensuring that the supply voltage staysin the specified range.

NOTE: A possible solution would be to place a capacitor (e.g. 100 nF, ceramic) as close as possible to the
contacting elements.

5.1.2 Reset (RST) (contact C2)

The terminal shall operate the UICC within the following limits.

Table 5.2: Electrical characteristics of RST under normal operating conditions

Symbol Conditions Minimum | Maximum | Unit
VoH loHmax = 20 HA Vcec - 0,7 Vce \%
(see note)
VoL loLmax = 200 pA 0 (see note) 0,6 \
trtp Cout = Cin =30 pF 400 us
NOTE:  To allow for overshoot, the voltage on RST shall remain between
-0,3 V. and Vcc + 0,3 V during dynamic operation.

5.1.3 Programming voltage Vpp (contact C6)

The UICC shall not require any programming voltage on Vpp. The terminal need not provide contact C6. If the terminal
provides contact C6, then, in the case the terminal supports an ID-1 UICC under class A operating conditions only, the
same voltage shall be supplied on Vpp as on Vcc, while in the case of Plug-in UICC/Mini-UICC the terminal need not
provide any voltage on C6. Contact C6 may be connected to Vcc in any terminal supporting only class A operating
conditions but shall not be connected to ground.
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514 Clock CLK (contact C3)

The terminal shall support 1 MHz to 5 MHz. The termina shall supply the clock. When only the interface specified in
the present document is activated, no "internal clock" shall be used in the UICC.

The duty cycle shall be between 40 % and 60 % of the period during stable operation.

The terminal shall operate the UICC within the following limits.

Table 5.3: Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum Unit
VoH loHmax = 20 HA 0,7 x Vce Vcce (see note) \
VoL loLmax = 200 pA 0 (see note) 0,5 \
trtp Cout = Cin =30 pF 9 % of period with a

maximum of 0,5 us

NOTE: To allow for overshoot the voltage on CLK shall remain between -0,3 V and
Vcc + 0,3 V during dynamic operation.

5.1.5 I/O (contact C7)

Table 5.4 defines the electrical characteristics of the I/0 (contact C7). The values given in the table alow the derivation
of the values of the pull-up resistor in the terminal and the impedance of the drivers and receiversin the terminal and
UICC.

Table 5.4: Electrical characteristics of /O under normal operating conditions

Symbol Conditions Minimum Maximum Unit

ViH llHmax = £20 WA (see note 2) 0,7 x Vcc Vcec +0,3 \%

V”_ lleax =+1 mA -0,3 0,15 x Vcc \Y

VoH (see note 1) loHmax = ¥20HA 3.8 Vce \
(see note 3)

VoL loLmax = -1 MA 0 (see note 3) 0,4 \%

trtp Cout = Cin =30 pF 1 us

100 ns
(see note 4)

NOTE 1: Itis assumed that a pull-up resistor is used in the interface device (recommended
value: 20 kQ).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic
operating conditions (transmission) short-term voltage spikes on the I/O line may
cause a current reversal.

NOTE 3: To allow for overshoot the voltage on I/O shall remain between -0,3 V and Vcc + 0,3V
during dynamic operation.

NOTE 4: This value applies when the low impedance buffer is selected.

5.2 Class B operating conditions

5.2.1 Supply voltage Vcc (contact C1)

The terminal shall operate the UICC within the following limits.

Table 5.5: Electrical characteristics of Vcc under normal operating conditions

Symbol Minimum Maximum Unit
Vce 2,7 3,3 Vv
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When the UICC isin idle state, the current consumption shall not exceed 200 pA at 1 MHz at +25 °C. When the UICC
isin clock stop mode and no other interface is active, the current consumption shall not exceed 100 YA at +25 °C.

The terminal shall be capable of sourcing the maximum current as defined in table 6.4. It shall also be able to counteract
spikesin the current consumption of the card up to a maximum charge of 12 nAs with no more than 400 ns duration and
an amplitude of at most 60 mA, ensuring that the supply voltage stays in the specified range.

5.2.2 Reset (RST) (contact C2)

The terminal shall operate the UICC within the following limits.

Table 5.6: Electrical characteristics of RESET (RST) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
VoH loHmax = 20 HA 0,8 x Vce Vcc (see note) \
VoL loLmax = -200 pA 0 (see note) 0,2 xVcc \
trtp Cin = Cout = 30 pF 400 us

NOTE: To allow for overshoot the voltage on RST should remain between -0,3 V and Vcc + 0,3V
during dynamic operations.

5.2.3 Clock CLK (contact C3)

The terminal shall support 1 MHz to 5 MHz. The termina shall supply the clock. When only the interface specified in
the present document is activated, no "interna clock” shall be used in the UICC.

The duty cycle shall be between 40 % and 60 % of the period during stable operation.
The terminal shall operate the UICC within the following limits.

Table 5.7: Electrical characteristics of Clock (CLK) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
VoH loHmax = 20 HA 0,7 x Vcc Vcc (see note) \%
VoL loLmax = 20 WA 0 (see note) 0,2 x Vcc \%
trtp Cin = Cout = 30 pF 50 ns

NOTE:  To allow for overshoot the voltage on CLK should remain between -0,3 V and Vcc + 0,3V
during dynamic operations.

524 I/O (contact C7)

Table 5.8 defines the electrical characteristics of the I/O (contact C7). The values given in the table alow the derivation
of the values of the pull-up resistor in the terminal and the impedance of the drivers and receivers in the terminal and
UICC.
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Table 5.8: Electrical characteristics of I/O under normal operating conditions
Symbol Conditions Minimum Maximum Unit

ViH llHmax = £20 WA (see note 2) 0,7 x Vcc Vce +0,3 \%

V|L lleax =+1 mA -0,3 0,2 x Vcc \Y

VoH loHmax = 20 HA 0,7 x Vce Vce (see note 3) \

(see note 1)

VoL loLmax = ~1MA 0 (see note 3) 0,4 \%

tR tF Cln = COUt = 30 pF 1 IJ.S
100 ns

(see note 4)
NOTE 1: Itis assumed that a pull-up resistor is used on the interface device (recommended value:
20 kQ).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic operating
conditions (transmissions) short-term voltage spikes on the 1/O line may cause a current
reversal.

NOTE 3: To allow for overshoot the voltage on I/O shall remain between -0,3 V and Vcc + 0,3 V during
dynamic operation.

NOTE 4: This value applies when the low impedance buffer is selected.

5.3 Class C operating conditions
5.3.1 Supply voltage Vcc (contact C1)

The terminal shall operate the UICC within the following limits.

Table 5.9: Electrical characteristics of Vcc under normal operating conditions

Symbol

Minimum

Maximum

Unit

Vcc

1,62

1,98

\Y

When the UICC isin idle state, the current consumption shall not exceed 200 pA at 1 MHz at +25 °C. When the UICC
isin clock stop mode and no other interface is active, the current consumption shall not exceed 100 YA at +25 °C.

The terminal shall be capable of sourcing the maximum current as defined in table 6.4. It shall also be able to counteract
spikesin the current consumption of the card up to a maximum charge of 12 nAs with no more than 400 ns duration and
an amplitude of at most 60 mA, ensuring that the supply voltage stays in the specified range.

5.3.2

The terminal shall operate the UICC within the following limits.

Reset (RST) (contact C2)

Table 5.10: Electrical characteristics of RESET (RST) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
VoH loHmax = 20 HA 0,8 x Vce Vcc (see note) \
VoL loLmax = -200 pA 0 (see note) 0,2 xVcc \
tr tp Cin = Cout =30 pF 400 ps

NOTE: To allow for overshoot the voltage on RST should remain between -0,3 V and Vcc + 0,3V
during dynamic operations.
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5.3.3

Clock CLK (contact C3)

The terminal shall support 1 MHz to 5 MHz. The termina shall supply the clock. When only the interface specified in
the present document is activated, no "internal clock" shall be used in the UICC.
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The duty cycle shall be between 40 % and 60 % of the period during stable operation.

The terminal shall operate the UICC within the following limits.

Table 5.11: Electrical characteristics of Clock (CLK) under normal operating conditions

Symbol Conditions Minimum Maximum Unit
VoH loHmax = 20 HA 0,7 xVce Vcc (see note) \%
VoL loLmax = -20 HA 0 (see note) 0,2 xVcc \
trtp Cin = Cout = 30 pF 50 ns

NOTE: To allow for overshoot the voltage on CLK should remain between -0,3 V and Vcc + 0,3 V
during dynamic operations.

5.3.4

I/O (contact C7)

Table 5.12 defines the electrical characteristics of the I/O (contact C7). The values given in the table allow the
derivation of the values of the pull-up resistor in the terminal and the impedance of the drivers and receiversin the

termina and UICC.

Table 5.12: Electrical characteristics of I/O under normal operating conditions

(see note 4)

Symbol Conditions Minimum Maximum Unit
ViH llHmax = £20 YA (see note 2) 0,7 x Vcc Vcec + 0,3 \%
VL liLmax = +1 MA -0,3 0,2 x Vee v
VoH loHmax = 20 HA 0,7 x Vcc Vcc (see note 3) \%

(see note 1)
VoL loLmax = ~1MA 0 (see note 3) 0,3 \%
tR tF Cln = COUt = 30 pF 1 IJ.S
100 ns

NOTE 1: Itis assumed that a pull-up resistor is used on the interface device (recommended value:
20 kQ).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic operating
conditions (transmissions) short-term voltage spikes on the 1/O line may cause a current
reversal.

NOTE 3: To allow for overshoot the voltage on I/O shall remain between -0,3 V and Vcc + 0,3 V during
dynamic operation.

NOTE 4: This value applies when the low impedance buffer is selected.

6 Initial communication establishment procedures

6.1

The terminal shall activate and deactivate the contacts of the UICC according to clause 4.5.2. During activation supply
voltage switching, as defined in clause 6.2, shall take place prior to any further activity not related to the supply voltage

switching.
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6.2 Supply voltage switching

The terminal shall initially activate the UICC with the lowest voltage class available. If no ATR isreceived, the UICC
shall be deactivated and activated with the next higher class, if supported by the terminal. If an ATR isreceived at the
first applied voltage class, the contents of the ATR shall be analysed by the terminal. If the operating class used by the
terminal is not supported by the UICC, the terminal shall deactivate the UICC and activate it with a supply voltage class
indicated by the UICC. If the ATR is corrupted, the terminal shall perform the procedure at least 3 times using the same
operating class before rejecting the UICC. In case of 3 consecutive corrupted ATRs, the terminal may activate the
UICC with the next higher class. The terminal is restricted not to use but the next higher classin the retrial attempt in
this case.

6.2.1 Supply voltage classes
The supply voltage class shall be indicated in the ATR by the UICC (TA;, i > 2).

Table 6.1: Supply voltage classes indicated in ATR

Symbol Minimum Maximum Unit Class Encoding (Binary)
Vcc 4,5 5,5 \ A XX XXX1
Vcc 2,7 3,3 V B XX XX1x
Vce 1,62 1,98 \Y C Xx x1xx
Vce RFU RFU Vv D XX 1XXX
Vce RFU RFU V E X1 XXXX

NOTE: Class A, B and C values are according to ISO/IEC 7816-3 [11]. Class D is a
further evolution of values specified in ISO/IEC 7816-3 [11]. It is possible to
support a range of classes. The support shall be consecutive e.g. AB, BC. A
combination like AC is not allowed.

6.2.2 Power consumption of the UICC during ATR

The maximum power consumption of the UICC during ATR is specified in tables 6.2a and 6.2b. The UICC power
consumption during the ATR shall conform to the voltage class indicated in the ATR. If the UICC supports several
supply voltage classes, each class shall conform to the corresponding maximum ATR power consumption, as specified
intables 6.2aand 6.2b. Thisis required because the terminal is not aware of the power consumption of the UICC until
the ATR isreceived and an application is selected.

Table 6.2a: Power consumption that applies during ATR at maximum external clock frequency

Symbol | Voltage Class Maximum Unit
Icc A 10 mA
Icc B 7,5 mA
Icc C 5 mA
Icc D RFU mA
Icc E RFU mA

Table 6.2b: Power consumption that applies during ATR at 4 MHz

Symbol | Voltage Class Maximum Unit

Icc B 6 mA

Icc C 4 mA

Icc D RFU mA

Icc E RFU mA
NOTE: 4 MHz is the maximum clock speed
specified in GSM for 3 V and below.
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6.2.3

The power consumption of a UICC depends upon the operating conditions and the application it is running. The power
consumption of the UICC is restricted to the valuesindicated in tables 6.2a and 6.2b until an application is selected or
an aternative interface using optional contacts is activated by the terminal. An application is considered selected when
the access condition is successfully verified. If no access condition is required for the application, the application is
considered selected when an application related command is executed within the selected application. Selecting the
application and performing a STATUS command is not considered to be the execution of an application command for
these purposes.

Application related electrical parameters

The terminal retrieves the application power consumption requirements by selecting the application. It then gets back
the application power consumption indication in the response of the SELECT command. It may as well issue a
STATUS command within the application and get thisinformation in the response of the command.

Table 6.3: Maximum power consumption of the UICC during the UICC session

Symbol Voltage Class Maximum Unit
Icc A 60 mA

Icc B 50 mA

Icc C 30 mA

Icc D RFU mA

Icc E RFU mA
NOTE: All values assume the maximum external clock.

Applications may specify their own maximum power consumption values, up to the maximum specified in table 6.3.

If an application does not indicate its consumption, the terminal shall assume the maximum application power
consumption is as specified in table 6.4.

The minimum power supply that the terminal shall be able to supply to the UICC during application session at
maximum clock speed is specified in table 6.4.

Table 6.4: Minimum power supply by the terminal during the UICC session

Symbol Voltage Class Minimum Unit
Icc A 10 mA

Icc B 10 mA

Icc C 10 mA

Icc D RFU mA

Icc E RFU mA
NOTE: All values assume the maximum external clock.

6.3

The ATR isthefirst string of bytes sent from the UICC to the terminal after areset has been performed. The ATR is
defined in ISO/IEC 7816-3 [11].

Answer To Reset content

The terminal shall be able to receive interface characters for transmission protocols other than T=0and T =1,
historical bytes and a check byte, evenif only T=0and T = 1 are used by the terminal.

T =15 global interface parameters shall be returned by the UICC.

NOTE: ATRsarelistedinannex D of the present document.
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6.3.1 Coding of historical bytes

The historical bytesindicate to the external world how to use the card. The information carried by the historical bytes of
the UICC follows ISO/IEC 7816-4 [12].

The category indicator is the first byte sent by the UICC. Its value shall be ‘80" which means that the historical bytes are
coded in COMPACT-TLYV data objects.

The first information sent by the card shall be the "card data service" data object. This data object is introduced by
tag '31'. The second information sent by the card shall be the "card capabilities' data object. This data object is
introduced by tag '73". The other data objects are optional.

6.3.2 Speed enhancement
The terminal and the UICC shall at least support (F,D) = (512,8) and (512,16) in addition to (372,1), the default values.
However, other values may also be supported. If the terminal requests PPS using values other than those above then the

PPS procedure shall be initiated accordingly. The value of the transmission factors F and D is given by the UICC in
TA, of the ATR.

To enable higher transmission speeds than the speeds allowed in ISO/IEC 7816-3 [11], table 6.5 includes an additional
value for the D transmission factor that UICCs and terminals may choose to support:

. this additional DI value shall be associated to FI = 1001.

Table 6.5: Additional Di definition

DI 0111
Di 64

When this additional Di value is supported, the interface shall meet the additional requirements below, regardless of the
operating conditions used.

Table 6.6: Complement to the I/O characteristics under normal operating
conditions when DI = 0111 is supported

Symbol Conditions Minimum Maximum Unit
trtp Cin=Cout = 30 pF 400 ns
NOTE:  To support the additional requirement above, the value of the pull-up resistor that is used on
the interface device should be about 10 kQ.

6.3.3 Global Interface bytes

The global interface bytes are present after T = 15 indication in the ATR. The presence of global interface bytesis
optional and the presenceisindicated inthe TDi (i > 1) indicating T = 15. The content and coding of the first TAI

(i > 2) after T = 15 isdefined in ISO/IEC 7816-3 [11]. The content and coding of the first TBi (i > 2) after T =15is
defined in the present document.

ETSI



Release 7 30 ETSI TS 102 221 V7.13.0 (2009-01)

Table 6.7: Coding of the first TB; (i > 2) after T = 15 of the ATR

b8 b7 b6 b5 b4 b3 b2 bl Meaning

0 0 0 0 0 0 0 0 [No additional global interface parameters supported

1 - - 1 - - - - |Low Impedance drivers and protocol available on the I/O
line available (see clause 7.2.1)

1 1 - - - - - - |Inter-Chip USB UICC-Terminal interface supported as
defined in TS 102 600 [18]

1 - 1 - - - - - |UICC-CLF interface supported as defined in
TS 102 613 [19]

1 - - - 1 - - - |Secure Channel supported as defined in TS 102 484 [20].

1 - - - 1 1 - - |Secured APDU - Platform to Platform required as defined
in TS 102 484 [20]

NOTE:  Any other value is RFU.

6.4 PPS procedure

The terminal and the UICC shall support the PPS procedure in order to use transmission parameters other than the
default values. The alternative parameters are indicated in the ATR. The interpretation of these parametersis according
to ISO/IEC 7816-3 [11] and to thefirst TBi (i > 2) after T = 15inthe ATR as defined in table 6.7 in clause 6.3.3. For
PPS1 the terminal shall select a value within the range indicated by the UICC as defined in ISO/IEC 7816-3 [11] and
complemented in clause 6.3.2. For PPS2 the terminal shall select a value in accordance with the indication in the first
TBi (i > 2) after T = 15 PPS2 shall only be used if the first TBi (i > 2) after T = 15 is present in the ATR. The coding for
PPS2 isidentical to that of the first TBi (i > 2) after T = 15. The value selected depends upon the features supported by
the terminal. The content of PPS2 is coded the same way asthe first TBi (i > 2) after T = 15. A terminal not supporting
any of the featuresindicated in the first TBi (i > 2) after T = 15 need not to support PPS2 in the PPS procedure.

When the terminal does not support or cannot interpret the values indicated by the card in character TA1 of the ATR, it
shall initiate at least one PPS procedure indicating in (Fi, Di) the highest speed the terminal supports before issuing PPS
using the default values (372,1).

6.5 Reset procedures

Two types of resets are specified by the present document. Cold reset isthe first reset occurring after activation of the
contacts. Warm reset is any reset which is not a cold reset.

6.5.1 Cold reset

The cold reset is performed according to of 1SO/IEC 7816-3 [11] and the UICC shall enter the negotiable mode. After a
cold reset, the security status shall be reset.

6.5.2 Warm reset

The warm reset is performed according to of | SO/IEC 7816-3 [11] and the UICC shall enter either the negotiable or the
specific mode. If the UICC enters the specific mode, it shall present the same protocol and interface parameters (Fi, Di)
asin the session prior to the warm reset. The UICC shall respond with an identical ATR after every warm reset issued
within the same session regardless of what application was active. After awarm reset, the security status shall be reset.
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6.5.3 Reaction to resets
A UICC complying with the present document shall either bea"Type 1 UICC" or a"Type 2 UICC".

Figure 6.1 illustrates how the respective types of a UICC react to the cold or warm reset.
Warm Reset (_Type 1 UICC)

[} [}
Warm Reset (Type 1 UICC
Cold Reset ‘ J (Typ )

(Type 1 UICC)

Startofa Y~ TT77" Specific
card session Mode

- -~

Cold Reset
(Type 2 UICC)

Warm Reset (Type 2 UICC)
Warm Reset (Type 2 UICC)

NOTE: See annex | for details.
Figure 6.1: Reaction to resets

6.6 Clock stop mode

The UICC shall support the clock stop procedure as defined in this clause. The clock stop modeisindicated in
TA; (1>2)inT=15inthe ATR, see ISO/IEC 7816-3 [11]. For a UICC supporting only class A operating conditions,

clock stop mode "not allowed" may be indicated, see clause 6.3. If the UICC supports any other operating conditions
even together with class A, clock stop mode shall be supported and the indication shall be set accordingly. The terminal
shall follow thisindication independently of operating conditions indicated by the card.

The terminal shall wait at least 1 860 clock cycles after having received the last character, including the guard time
(2 etu), of the response before it switches off the clock (if it is allowed to do so). It shall wait at least 744 clock cycles
before it sends the first command after having started the clock.

6.7 Bit/character duration and sampling time

The bit/character duration and sampling time specified in ISO/IEC 7816-3 [11] are valid for all communications.

6.8 Error handling

If mandatory ATR characters (as defined in the present document) are not present in the ATR then it is up to the
terminal to decide if a UICC has been activated or not, e.g. it is a card supporting an application not based on the
present document.

If, from the terminal point of view, a UICC has been activated and the terminal has received an ATR with protocol
errors then the terminal shall perform a Reset. ATR protocol errors are defined as where the ATR hasindicated the
presence of certain characters but they are not present. If mandatory UICC ATR characters (as specified in the present
document) are absent and not indicated to be present then the terminal may consider this from an error handling point of
view to be an ATR protocol error. The terminal shall not reject the UICC until at |east three consecutive ATRs with
protocol errors are received.

During the transmission of the ATR, the error detection and character repetition procedure specified in clause 7.2.2.4, is
optional for the terminal. For the subseguent transmission on the basis of T = 0 this procedure is mandatory for the
terminal.

For the UICC the error detection and character repetition procedure is mandatory for all communications using
T=0.
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6.9 Compatibility

Terminals operating under class A operating conditions only and that are compliant to the electrical parameters defined
in clause 5.1 shall operate with a3 V Technology smart card according to the present document.

For compatibility with existing terminals, UICCs that are used in applications where the supply voltage class indication
is based on the STATUS response procedure (see clause 6.2.3) shall support this procedure in addition to the supply
voltage classindication in the ATR as defined in the present document.

In case the UICC does not support any supply voltage indication, the UICC shall be treated asa5 V only card by the
terminal.

7 Transmission protocols

This clause defines the transmission protocols used to exchange data between the terminal and the UICC. The structure
and processing of commands initiated by the terminal for transmission control and for specific control in asynchronous
half duplex transmission protocols will be described.

Two different protocols are defined, the character based protocol T = 0 and the block based protocol T = 1.

Both protocols T =0 and T = 1 are mandatory for the terminal. The UICC shall support either T =0 or T = 1 or both
protocols. The protocols shall be supported as specified in the present document.

The protocol starts after either the answer to reset or a successful PPS exchange. Other parameters provided in the ATR
and relevant to a specific protocol are defined in the respective parts of this clause.

The protocol applies alayering principle of the OSl-reference model. Four layers are considered. The layers are:
e  thephysical layer. The contained definitionsarevalidfor T=0and T = 1;
. the datalink layer, which consists of:;
- acharacter component;
- ablock component;
- block identification;
- send blocks;
- detect transmission and sequence errors,
- handle errors;
- synchronize the protocol.
. the transport layer, which defines the transmission of application-oriented messages specific to each protocol.

e theapplication layer, which defines the exchange of messages according to an application protocol that is
common to both protocols.
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Terminal UICC
Application Layer Application Layer
CAT Layer CAT Layer
Transport Layer Transport Layer
Data link Layer Data link Layer
Physical Layer Physical Layer
A A

Figure 7.1: Layers

7.1 Physical layer

Both protocols T =0 and T = 1 shall use the physical layer and character frame as defined in clause 7.2.1.

7.2 Data link layer

This clause describes the timing, specific options and error handling for the protocols T =0and T = 1.

7.2.1 Character frame
A character that is transmitted over the 1/O line is embedded in a character frame.

Before the transmission of a character, the 1/0 line shall be in state H. Depending upon the convention used, the logical
'1'in acharacter is either represented by state H on the 1/0 line, direct convention, or state L on the I/O line, inverse
convention.

A character consists of 10 consecutive bits (see figure 7.2):
e ldarthitinstatelL;
. 8 hits, which comprise the data byte;
e 1 even parity checking bit.

The parity bit is set, in away, that there is an even number of bits set to 1" including the parity bit in the character
frame.

Thetimeoriginisfixed as the mean between the last observation of state H and the first observation of state L. The
receiver shall confirm the existence of a start bit before 0,7 etu (receiver time). Then the subsequent bits shall be
received at intervals of (n+ 0,5 £ 0,2) etu (n being the rank of the bit). The start bit is bit 1.

Within a character, the time from the leading edge of the start bit to the trailing edge of the nth bitis (n £ 0,2) etu.

The interval between the leading edges of the start bits of two consecutive characters comprises the character duration
(10 £ 0,2) etu, plus aguardtime. Under error free transmission, during the guardtime both the UICC and the terminal
shall bein reception mode (I/O line in state H), unless specified otherwise.
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Start Parity Start

l(—Sdata bits —)\l, l
H [E—

I/O Guardtime _‘
L

10+ 0,2 etu
< Character Duration >

Figure 7.2: Character frame

The data shall always be passed over the 1/0 line with the most significant byte first. The order of bits within a byte
(that is, whether the least significant or most significant bit is transferred first) is specified in character TS returned in
the answer to reset (see ISO/IEC 7816-3 [11]).

7.21.1 Low impedance 1/O line behaviour

If the low impedance driver on the 1/0 line has been selected, as the result of a successful PPS exchange, the following
protocol on the I/O line applies.

The transmission state is defined as the period starting from the start bit of the first character to the end of the guardtime
of the last character to transmit. During the transmission state the transmitter shall drive the 1/O line to the desired level
using the low impedance driver, with the exception of the error indication period, e.g. character guardtime of T = 0.

After reception of the last character in acommand or response sequence when the communication direction is changed,
the entity that isin turn to transmit, terminal or UICC, shall drive the I/O line to the high level using the low impedance
driver during the interface inactivity period During clock stop the terminal shall drive the I/O lineto high state.

The interface inactivity period ends when the transmission of a new command or its response starts.

7.2.2  Transmission protocol T =0
The T = 0isahalf-duplex asynchronous character based transmission protocol.

All commands using the protocol T = 0 areinitiated from the terminal by sending a five byte header, which informs the
UICC what to do. The terminal will always act as master and the UICC as adave. The direction of the transmission is
assumed to be known to both the UICC and the terminal .

7221 Timing and specific options for charactersin T =0

The minimum interval between the leading edge of the start bits of two consecutive characters shall be at least 12 etu.

The maximum interval between the start leading edge of any character sent by the UICC and the start |eading edge of
the previous character sent either by the UICC or the termina is the WWT. The value of the WWT shall not exceed
960 x WI x Fi/f. WI isan integer received in the specific interface byte TC2. If no TC2 is available, default value of WI
is 10. The clock rate conversion factor, Fi, and the baud rate conversion factor Di, may beindicated in TAL. If TAlis
absent the default values 372 and 1 respectively are used.

If the WWT is exceeded, the terminal shall initiate a deactivation within 960 etu.

7.22.2 Command header

A command is aways initiated by the terminal which sends an instruction to the UICC in the form of afive byte-header
called the command header. The command header comprises five consecutive bytes, CLA, INS, P1, P2, and P3.

These bytes together with any data to be sent with the command form the Command-Transport Protocol Data Unit
(C-TPDU) for T = 0. The mapping of the C-APDU onto the C-TPDU is described in clause 7.3.

The terminal transmits the header to the UICC and waits for a procedure byte or a status byte.
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7.2.2.3 Command processing

When the UICC has received the command header, a response containing a procedure byte or a status byte shall be sent
to the terminal. Both the terminal and the UICC shall be able to keep track of the direction of the data flow and who has
the accessto the I/O-line.

7.2.2.3.1 Procedure bytes
The procedure byte indicates to the terminal what action it shall take next.

Procedure bytes are used to keep up the communication between the terminal and the UICC. They shall not be
transmitted to the application layer.

The coding of the procedure byte and the action that shall be taken by the terminal is shown in table 7.1.

Table 7.1: Procedure byte coding

Byte Value Action
Equal to INS byte All remaining data bytes shall be transferred by the terminal, or the
terminal shall be ready to receive all remaining data bytes from the
UICC.
ACK Equal to complement of INS |The next data byte shall be transferred by the terminal, or the terminal
byte shall be ready to receive the next data byte from the UICC.
(INS)
'60' The NULL-byte requests no further data transfer and the terminal shall
NULL only wait for a character conveying a procedure byte. This behaviour
provides additional work waiting time as defined in this clause.
'61' The terminal shall wait for a second procedure byte then send a
GET RESPONSE command header to the UICC with a maximum
length of 'XX', where 'XX' is the value of the second procedure byte
Swi (SW2).
'6C' The terminal shall wait for a second procedure byte then immediately
repeat the previous command header to the UICC using a length of
'XX', where 'XX' is the value of the second procedure byte (SW2).

After these actions, the terminal shall wait for afurther procedure byte or status word.

7.2.2.3.2 Status bytes

The status bytes SW1 SW2 form an end sequence indicating the status of the UICC at the end of a command. A normal
ending of acommand isindicating by SW1 SW2 ='90 00

Table 7.2: Status byte coding

Byte Value Action
SW1 '6X' or '9X’ The terminal shall wait for a further status word (SW2).
(except '60', '61', and '6C') The terminal shall return the status words (together with any

appropriate data) to the application layer and shall wait for
another C-APDU.

7.2.2.4 Error detection and correction

The error detection and correction procedure is mandatory for T = 0 protocol except for the terminal during the
ATR-procedure.

An error, from the receiver's point of view, is defined by an incorrect parity. The error isindicated on the I/O line,
which isset to state L at (10,5 £ 0,2) etu after the leading edge of the start bit for the character. The I/O line shall bein
state L for a maximum of 2 etu and a minimum of 1 etu. The transmitter shall check the I1/O line for parity error
indication at (11 + 0,2) etu starting from the leading edge of the start bit, in the character being transmitted.
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If the UICC or terminal as receiver detects a parity error in a character just received, it shall set the I/O lineto state L at
(10,5 + 0,2) etu after the leading edge of the start bit for the character for a maximum of 2 etu to indicate the error to the
sender (seefigure 7.2).

If the transmitter detects an error indication at (11 + 0,2) etu starting from the leading edge of the start bit, in the
character being transmitted, the character shall be sent again after a minimum delay of 2 etu.
7.2.3  Transmission protocol T =1

The T =1 protocol is a half-duplex asynchronous block based transmission protocol. The protocol may be initiated as
follows:

. after an ATR dueto acold reset;
. after an ATR due to a warm reset;
e  after asuccessful PPS exchange.

The communication starts with ablock sent by the terminal to the UICC. The right to send a block keeps alternating
between the terminal and the UICC. A block is the smallest data unit, which can be sent and can contain either
application data or transmission control data. A check of the received data might be performed before further processing
of the received data.

7.23.1 Timing and specific options for blocks sent with T =1

This clause defines options regarding timing, information field sizes and error detection parameters for blocks sent with
T=1

7.2.3.1.1 Information field size

The IFSC defines the maximum length of the information field of blocks that can be received by the UICC. The default
value of the IFSC is 32 bytes another value may be indicated in TA3 of the ATR.

The IFSD defines the maximum length of the information field of blocks that the terminal can receive. IFSD hasa
default value of 32 bytes and may be adjusted during the card session. The maximum value of the IFSD is 254 bytes.

7.2.3.1.2 Character waiting integer
CWI is used to calculate CWT and shall bein the range from 0 to 5. The valueis set in bits b4 to b1 in TB3.

7.2.3.1.3 Character waiting time
CWT isdefined as the maximum delay between the leading edges of two consecutive characters in the block.

L 1 1 1 1 | L I 1 T[]

T < CWT

Figure 7.3: Character waiting time

The value of CWT may be cal culated from the following equation: CWT = (11 + 2CW) etu.
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7.2.3.1.4 Block waiting time

BWT isdefined as the maximum delay between the leading edge of the last character of the block received by the card
and the leading edge of the first character of the next block sent by the card.

<- Last character of a block sent by the
terminal

First character of next block sent by the UICC -> I I | I | | I |
BWT

Figure 7.4: Block waiting time

BWT isused to detect an unresponsive card.

7.2.3.1.5 Block guard time

BGT is defined as the minimum delay between the leading edge of two consecutive characters sent in opposite
directions. The value of BGT shall be 22 etu.

<- Last character of a block sent by the
terminal

First character of next block sent by the UICC -> [ [ | [ | | [ |
BGT

Figure 7.5: Block guard time

The delay between the last character of ablock received by the UICC and the first character of the next block sent from
the UICC shall bein theinterval:

BGT < delay < BWT.

7.2.3.1.6 Waiting time extension

WTX isaparameter used to ask for more time to process a command.

7.2.3.1.7 Error detection code

The parameter TCi inthe ATR is used to define which error detection code to use. LRC shall be used (b1 = 0). All other
bitsin TCi are RFU and shall be set to 0.

7.2.3.2 Block frame structure

The protocol consists of blocks, which are transmitted between the terminal and the UICC. Each block has the
following structure.

Table 7.3: Block frame structure

Prologue field Information field Epilogue field
NAD PCB LEN INF EDC
1 byte 1 byte 1 byte 0 byte to 254 bytes 1 byte

The prologue field and the epilogue field are mandatory. The Information field is optional.
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7.2.3.2.1 Prologue field

The prologue field is divided into the following three mandatory fields:
. Node ADdress byte (NAD), 1 byte;
. Protocol Control Byte (PCB), 1 byte;

. Length (LEN), 1 byte.

7.23.21.1 Node address byte

The NAD-byte identifies the source and the intended destination of the block. The NAD may also be used to distinguish
between different logical connectionsif they coexist aswell asto provide Vpp state control (bit b8 and b4). Since b8
and b4 are not used, they shall be coded as'0'. Below is the structure of the NAD-byte.

Table 7.4: Node address byte

b8 b7 | b6 | bs b4 b3 | b2 | b1
Unused DAD Unused SAD

In the first block sent from the terminal, alogical connection is set up based on the addressesin SAD and DAD.
Subsequent blocks with an NAD containing the same pair of addresses are associated with the same logical connection.

Only the default value SAD = DAD = 0 shall be supported. All other combinations are RFU.

7.2.3.21.2 Protocol Control Byte

All information needed to control the transmission is transferred in the protocol control byte PCB. The coding of the
PCB specifies the type of block. Inthe T = 1 protocol the following three different types of blocks are supported:

. Information block (I-block): which is used to transfer command and response APDUS,
o Receive-ready block (R-block): which isused to transfer acknowledgements;
. Supervisory block (S-block): which is used to send control information.

Tables 7.5 to 7.9 present the coding of the PCB for each block-type, starting with the I-block.

Table 7.5: Coding of PCB for an I-block

b8 b7 b6 b5 | b4 | b3 | b2 | b1
Sequence Chaining,

0 number, more-data RFU
N(S) bit, M

Table 7.6: Coding of PCB for an R-block

b8 b7 b6 b5 b4 [ b3 | b2 | b1
Sequence
! 0 0 number N(R) See table 7.7

Table 7.7: Bit b4 to b1l in the PCB for the R-block

b4 | b3 | b2 | bl Value Meaning
0 0 0 0 '0' Error free

0 0 0 1 'l EDC and/or parity error

0 0 1 0 '2' Other errors

X X X X X' Other values are RFU
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Table 7.8: Coding of PCB for an S-block

b8 b7 b6 b5 | b4 | b3 | b2 | b1
1 1 X See table 7.9

Table 7.9: Bits b5 to b1 of PCB for an S-block

b5 | b4 | b3 | b2 | bl Value Meaning
0 0 0 0 0 ‘0" Resynchronization
0 0 0 0 1 '1' Information field
0 0 0 1 0 '2' Abortion
0 0 0 1 1 '3 Extension of BWT
0 0 1 0 0 ‘4' Error on VPP State (see note)
X X X X X X' Other values are RFU
NOTE:  Not used by UICCs and terminals conforming to the present document.

The coding of b6 indicates whether it is aregquest (b6 = 0) or aresponse (b6 = 1).

7.23.21.3 Length

The length byte codes the number of bytesin the Information field of the block. The number of bytesin the information
field may vary in the range from 0 byte to 254 bytes, depending on the type of block.

The value LEN ="'00' indicates that the information field is absent and the value 'FF' is RFU.

7.2.3.2.1.4 Information field

Theinformation field, INF, is optional and it depends on the type of the block what the field will be used for.

Table 7.10: Information field

Type of block INF used for
I-block Transfer command and response APDUs.
R-block Not used.

Transfers non application related information:

e INF shall be present (single byte) to adjust IFS with WTX;

e INF shall be absent to signal error on VPP, or managing chain
abortion or resynchronization.

S-block

7.2.3.2.2 Epilogue field

The epilogue field contains the Error Detection Code-byte (EDC), which transfers the error detection code of the
transmitted block.

The LRC as defined in ISO/IEC 7816-3 [11] shall be used.
7.2.3.2.3 Block notations

7.2.3.23.1 I-block
The I-blocks are denoted as follows: I(N(S), M) where:
. N(S) is the send-sequence number of the block;

. M isthe more-data bit used in the chaining function.
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7.2.3.2.3.2 R-block

The R-block is denoted as follows: R(N(R)), where:

N(R) is the number of the expected I-block.

7.2.3.2.3.3 S-block

S-blocks are always used in pairs. An S(request) is always followed by an S(response) block. The S-blocks are denoted
asfollows:

7.2.3.3

S(RESY NCH request), arequest of aresynchronization;

S(RESY NCH response), an acknowledge of the resynchronization;

S(IFS request), an offering of a maximum size of the information field,;
S(IFS response), an acknowledge on the information field;

S(ABORT request), arequest to abort the chain function;

S(ABORT response), an acknowledge of the abortion of the chain function;
S(WTX request), arequest for an extension of the waiting time;

S(WTX response), an acknowledge of the extension of the waiting time.

Error free operation

This clause describes the rules for error free operation with T = 1.

7.2.3.4

Thefirst block sent to the UICC shall be either an I-block with N(S) = 0 or an S-block.

If asender S sends [(Ng (S), 0), the block is acknowledged by the receiver R with an [(N, (S), M). The contents
of I(N, (S)) indicate data transfer data and that the receiver is ready to receive the next block from the sender.

If asender S sendsan I(Ng(S), 1) it should be acknowledged by the receiver R with R(N,(R)), where

N(S) # N(R), to indicate that the received block was correct and that the receiver is ready to receive the next
block.

The UICC might need more than BWT to process the previously received block, an S(WTX request) is sent by
the UICC. The terminal shall acknowledge with an S(WTX response). The new allocated time starts at the
leading edge of the last character of the S(WTX response).

To change the value of IFSD, the terminal sends an S(IFS request). The request shall be acknowledged by the
UICC with an S(IFS response) with the same INF. The new IFSD is assumed to be valid as long as no new
S(IFS reguest) has been received by the UICC.

When the receiver has received the number of characters asindicated in the value of the LEN and EDC the
receiver returns the right to send.

Error handling for T =1

This clause contains a description of the rules used to control the error handling for the T = 1 protocol.

The block component of the data link layer shall be able to handle errors like:

BWT time-out;

receive an invalid block, i.e. ablock with parity errors, EDC error, invalid PCB, invalid length, lost
synchronization or failure to receive relevant (... response) after an (... request).
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Resynchronization of the protocol may be attempted at three consecutive levels. If one level is unsuccessful, then the
next level istried.
o For the terminal, the three levels are:
- Retransmission of blocks.
- Use of S(RESY NCH request).
- Card reset or deactivation.
o For the UICC, the three levels are:
- Retransmission of blocks.
- Use of S(RESYNCH response).

- Without action by the terminal, the UICC becomes unresponsive.

7.2.3.4.1 Protocol initialization

After an ATR due to aWarm reset or successful PPS procedure, the communication between the terminal and the UICC
can beinitiated. But if the terminal fails to receive an error-free block, in the beginning of the protocol, a maximum of
two more successive attempts to receive the block is allowed before resetting or a deactivation of the card takes place.

If the response on the first block sent by the terminal is not sent within BWT, the terminal shall send an R(0).

When the protocol has been initiated and the first block received by the UICC isinvalid, the UICC responses with an
R(0).

If the terminal failsto receive an error-free block during a card-session, a maximum of two further attemptsis allowed
before an S(RESY NCH request) is sent.

7.2.3.4.2 Block dependent errors

When an |-block has been sent and a BWT time-out occurs or an invalid block has been received (with the terminal), an
R-block is sent, which requests with its N(R) for the expected |-block with N(S) = N(R).

When an R-block was sent and an invalid block is received or BWT time-out, the R-block shall be resent.

When an (... request) has been sent and either aBWT time-out occurs (with the terminal) or the received responseis
not an (... response), the (... request) shall be resent. But if an (... response) has been sent and either an invalid
block isreceived or aBWT time-out occurs (with the terminal), an R-block shall be sent. The terminal shall not send an
S(IFS request) before the R-block acknowledging a reception of the previous I-block sent by the card.

When the UICC sends an S(IFS request) and receives an invalid block, the S(IFS request) shall be resent maximum one
extratime to receive an S(IFS response). After the second failure to receive an S(IFS response), the UICC shall stay in
reception mode.

7.2.35 Chaining

Chaining alows the terminal or the UICC to transfer information, which islonger than IFSC or IFSD. If information
longer than IFSC or IFSD istransferred, the information should be divided into pieces, each has alength < IFSC or
IFSD. Each piece should be sent in an I-block using the chaining function.

The value of the M-hit in the PCB byte of the I-block controls the chaining function according to:
. M =0, the block is not chained to the next block;

. M =1, the block is chained to the next block, which shall be an I-block.
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When areceiver receives a more-data I-block, an R(N(R)) shall be sent. N(R) = N(S) of the expected I-block. At least
one chained block should follow.

A physical error, e.g. buffer overrun, in the UICC can cause an error in a chaining process. To abort achain an
S(ABORT request) can be sent by either the sender or the receiver. The request shall be answered with an S(ABORT
response). When the S(ABORT response) has been received an R-block may be sent to either the terminal or the UICC
to give back the right to send to either.

7.2.35.1 Rules for chaining

. When the terminal isthe receiver, the terminal shall accept a sequence of chained I-blocks sent from the
UICC. The length of each block is< IFSD.

e  WhentheUICC isthe receiver, the UICC shall accept a sequence of chained I-blocks sent from the terminal.
The length of each block shall be equal to the value of IFSC except for the last block whose length can be any
valuein the range of 0 to IFSC.

e  Whentheterminal isthe sender, al I-blocks of a chain shall have LEN = IFSC bytes except for the last, which
could have avaluein the range of 0 to IFSC.

e  Whenthe UICC isthe sender, al I-blocks of achain shall have LEN < IFSD bytes per block.

e  WhentheUICC isthe receiver and receives block with LEN > IFSC, the block shall be rejected and
acknowledged with an R-block with bits b1 to b4 in the PCB having a value of 2.

For reasons of efficiency, it is not recommended to send empty |-blocks.

7.3 Transport layer

This clause describes how the APDU are transported between the terminal and the UICC. For definition of the cases for
Datain APDUs see clause 7.4.

7.3.1 Transportation of an APDU using T =0

This clause describes the mapping of C-APDUs and R-APDUsfor T = 0 protocol, the APDU exchange and the use of
the GET RESPONSE command for case 2 and case 4.

7.3.1.1 Mapping of APDUs to TPDUs

The mapping of the C-APDU onto the T = 0 command header is dependent upon the case of the command. The
mapping of the data (if present) and status returned by the UICC onto the R-APDU is dependent upon the length of the
data returned.

Procedure bytes '61X X" and '6CX X" are returned by the UICC to control exchanges between the transport layer of the
terminal and the UICC, and should never be returned to the application layer of the terminal. Command processing in
the UICC is not completeif it has returned procedure bytes '61X X" or '6CXX".

Normal status on completion of processing a command isindicated if the UICC returns status words '9000' to the
transport layer of the terminal. The transport layer of the terminal shall discontinue processing of acommand (i.e. pass
the R-APDU to the application layer and wait for a further C-APDU from the application layer) on receipt of any status
words (but not on receipt of procedure bytes '61xx' and '6Cxx") from the UICC. For case 4 commands only, immediately
following successful transmission of command data to the UICC, the transport layer of the terminal shall continue
processing the command if warning status bytes ('62xx" or '63xx") or application related status bytes ("9xxx" except
'9000") are received.
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The following descriptions of the mapping of data and status returned by the UICC onto the R-APDU are for
information, and apply only after the UICC has completed processing of the command, successfully or otherwise, and
al data (if present) has been returned by the UICC under the control of '61XX" and '6CX X" procedure bytes. Detailed

use of the INS, INS, and '60' procedure bytes is not described.

The status returned by the UICC shall relate to the most recently received command. Where a GET RESPONSE
command is used to compl ete the processing of a case 2 or case 4 command, any status returned by the UICC after
receipt of the GET RESPONSE command shall relate to GET RESPONSE command, not to the case 2 or case 4

command which it completes.

7.3.1.1.1 Case 1

The C-APDU is mapped onto the C-TPDU by assigning the value '00' to the body part (P3 = '00").

Application Layer (C-APDU)
Transport layer (C-TPDU)

Terminal

uiCcC

CLA INS P1 P2

CLA INS P1 P2 P3 ='00"

Command Processing

Transport layer (R-TPDU) SW1||SW2 SW1||SW2
Application Layer (R-APDU) SW1||SW2
Figure 7.6

The flow of the exchange is as follows:
1) Thetransport layer of the terminal shall send the T = 0 command header to the UICC.

2)  Onreceipt of the command header the UICC, under normal or abnormal processing, shall return status to the
transport layer of the terminal.

The UICC shall analyse the T = 0 command header to determine whether it is processing a case 1 command or
a case 2 command requesting all data up to the maximum length available.

3)  Onreceipt of status from the UICC, the transport layer of the terminal shall discontinue processing of the
command.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC.

The status words returned to the transport layer of the terminal from the UICC after completion of processing of the
command are mapped onto the mandatory trailer of the R-APDU without change.

7.3.1.1.2 Case 2
The C-APDU is mapped onto the C-TPDU without any change.

Terminal uicC

Application Layer (C-APDU)
Transport layer (C-TPDU)

Transport layer (R-TPDU)
Application Layer (R-APDU)

CLAINSP1P2Le

CLA INS P1 P2 P3=Le

Command Processing

Le bytes of DATA||SW1]|SW2

Le bytes of DATA||SW1||SW2

Le bytes of DATA||SW1||SW2

Figure 7.7
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The flow of the exchangeis as follows:
1) Thetransport layer of the terminal shall send the T = 0 command header to the UICC.
2)  Onreceipt of the command header the UICC:

a)  under normal processing shall return data and status to the transport layer of the terminal. The UICC
shall use procedure bytes '6Cxx' (and if required, procedure bytes '61xx") to control the return of data
(see below); or

b)  under abnormal processing shall return status only to the transport layer of the terminal.

3) Onreceipt of the data (if present) and status from the UICC, the transport layer of the terminal shall
discontinue processing the command.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC, including use of the
'61X X" and '6CX X" procedure bytes.

The R-TPDU is mapped onto the R-APDU without any change.

The data (if present) and status returned to the transport layer of the terminal from the UICC after completion of
processing of the command are mapped onto the R-APDU as follows:

e  Thedatareturned (if present) is mapped onto the conditional body of the R-APDU. If no datais returned, the
conditional body of R-APDU isleft empty.

. The status returned is mapped onto the mandatory trailer of the R-APDU without change.

7.3.1.1.3 Case 3

The C-APDU is mapped onto the C-TPDU without any change. Lc is a value between 1 and 255.

Terminal UICC
Application Layer (C-APDU) CLA INS P1 P2 Lc [Lc bytes of DATA]
Transport layer (C-TPDU) CLA INS P1 P2 P3=Lc [Lc bytes of DATA] | = Command Processing
Transport layer (R-TPDU) SW1||SW2 €« SW1||SW2
Application Layer (R-APDU) SW1||SW2
Figure 7.8

The flow of the exchange is as follows:
1) Thetransport layer of the terminal shall send the T = 0 command header to the UICC.
2)  Onreceipt of the command header, if the UICC:

a) returnsaprocedure byte, the transport layer of the terminal shall send the data portion of the conditional
body of the C-APDU to the UICC under the control of procedure bytes returned by the UICC; or

b)  returns status, the transport layer of the termina shall discontinue processing of the command.

3) If processing was not discontinued in step 2(b), the UICC shall return status following receipt of the
conditional body of the C-APDU and completion of processing the command.

4)  Onreceipt of status from the UICC, the transport layer of the terminal shall discontinue processing the
command.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC.

The status words returned to the transport layer of the terminal from the UICC after completion of processing of the
command, or the status words returned by the UICC that caused the transport layer of the terminal to discontinue
processing of the command, are mapped onto the R-APDU without change.
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7.3.1.1.4 Case 4

The C-APDU is mapped onto the C-TPDU by cutting off the last byte (Le€) of the body.

Application Layer (C-APDU) CLA INS P1 P2 Lc [Lc bytes of DATA] Le

Terminal UICC

Transport layer (C-TPDU) CLA INS P1 P2 P3=Lc [Lc bytes of DATA] > Command Processing
SW1||SW2 (61XX, XX = Luicc) € SW1||SW2 (61XX)
Get Response, P3 = Luicc > Supply of Response Data
Transport layer (R-TPDU) Luicc byte of DATA||SW1||SW2 €« Luicc byte of
DATA||SW1||SW2
Application Layer (R-APDU) Luicc byte of DATA||SW1|[SW2
Figure 7.9

The flow of the exchangeis as follows:

1)

2)

3)

4)

5)

The transport layer of the terminal shall send the T = 0 command header to the UICC.
On receipt of the command header, if the UICC:

a) returnsaprocedure byte, the transport layer of the terminal shall send the data portion of the conditional
body of the C-APDU to the UICC under the control of procedure bytes returned by the UICC; or

b)  returns status, the transport layer of the termina shall discontinue processing of the command.

If processing was not discontinued in step 2(b), following receipt of the conditional body of the C-APDU, the
UICC:

a) under normal processing, shall return procedure bytes '61xx' to the transport layer of the terminal
requesting the transport layer of the terminal to issue a GET RESPONSE command to retrieve the data
from the UICC; or

b)  under abnormal processing, shall return status only to the transport layer of the terminal.
On receipt of the procedure bytes or status returned in step 3, if the UICC:

a) returned '61xx' procedure bytes asin step 3(a), the transport layer of the terminal shall send a GET
RESPONSE command header to the UICC with P3 set to a value less than or equal to the value
contained in the 'xx' byte of '61xx" procedure bytes; or

b) returned status asin step 3(b) that indicates a warning ('62xx" or '63xx"), or which is application related
('9xxx" but not '9000"), the transport layer of the terminal shall send a GET RESPONSE command with
Le="00" or

Cc) returned status asin step 3(b) other than that described in step 4(b), the transport layer of the terminal
shall discontinue processing of the command.

If processing was not discontinued in step 4(c), the GET RESPONSE command shall be processed according
to the rules for case 2 commands.

Thefirst R-TPDU from the UICC indicates that the UICC performed the command correct and that the UICC has more
data of length Luicc bytesto transfer. Thefirst R-TPDU is mapped without any changes onto the R-APDU.

See annex C for details of the exchanges between the transport layer of the terminal and the UICC, including use of the
'61XX" and '6CX X" procedure bytes.
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7.3.1.1.5 Use of procedure bytes '61xx' and '6Cxx'

The UICC returns procedure bytes '61xx 'and '6Cxx' to the transport layer of the terminal to indicate to it the manner in
which it should retrieve the data requested by the command currently being processed. These procedure bytes are only
used when processing case 2 and 4 commandsusing T = 0.

Procedure bytes '61xx" instruct the transport layer of the terminal to issue a GET RESPONSE command to the UICC.
P3 of the GET RESPONSE command header is set to 'xx".

Procedure bytes '6Cxx" instruct the transport layer of the terminal to immediately resend the previous command header
setting P3 = "xx'.

Usage of these procedure bytes during error free processing with case 2 and 4 commands s as follows. In the case of an
error, the UICC may return status indicating error or warning conditions instead of the '61xx’ or '6Cxx' response.

7.3.1.15.1 Case 2 commands

1) If the UICC receives acase 2 command header and Le ="'00" (with Luicc < 256 bytes) or Le > Luicc, it shall
return:

a) procedure bytes '6C Luicc' instructing the transport layer of the terminal to immediately resend the
command header with P3 = Luicc; or

b) statusindicating awarning or error condition (but not SW1 SW2 ='90 00").

2) If the UICC receives acase 2 command header and Le ='00" (with Luicc = 256 bytes) or Le = Luicc, it shall
return:

a) dataof length Le (= Luicc) under the control of the INS, INS, or '60' procedure bytes followed by the
associated status; or

b)  procedure bytes '61xx' instructing the transport layer of the terminal to issue a GET RESPONSE
command with a maximum length of 'xx’, 'xx" being less than L uicc (this could happen if the card buffer
sizeissmaller than Luicc); or

¢) satusindicating a warning or error condition (but not SW1 SW2 ='90 00").

3) If the UICC receives acase 2 command header and Le < Luicc it shall return:

a) dataof length Le under the control of the INS, INS, or '60' procedure bytes followed by procedure bytes
'61xx" instructing the transport layer of the terminal to issue a GET RESPONSE command with a
maximum length of 'xx'; or

b) statusindicating awarning or error condition (but not SW21 SW2 ='90 00").

7.3.1.15.2 Case 4 commands
If the UICC receives a case 4 command, after processing the data sent with the C-APDU, it shall return:

a)  procedure bytes '61 xx' instructing the transport layer of the terminal to issue a GET RESPONSE command
with a maximum length of 'xx’; or

b) statusindicating awarning or error condition (but not SW1 SW2 ='90 00").

The GET RESPONSE command so issued is then treated as described for case 2 commands.
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7.3.2 Transportation of a APDU using T =1

A C-APDU is sent from the application layer of the terminal to the transport layer of the terminal. The transport layer
maps the C-APDU onto the INF of an I-block without change. The I-block is sent to the UICC. The Response data (if
present) and the status are returned from the UICC to the transport layer of the terminal in the INF of an I-block. If the
UICC returns a status which indicates:

. awarning ('62XX" or '63XX";
e  anapplication condition ("9XXX"); or
. a successful execution of the command (*9000");

then it shall also return data (if available) associated with the pro