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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Telecommunications and I nternet
converged Services and Protocols for Advanced Networking (TISPAN).

The present document is part 1 of a multi-part deliverable covering methods and protocols for security standardization,
asidentified below:

Partl: "Method and proformafor Threat, Risk, Vulnerability Analysis';

Part 2. "Protocol Framework Definition; Security Counter Measures'.

Introduction

The present document is one of a set of documents that addresses standardization of security protocols and mechanisms
within the context of the eEurope 2005 programme. The suite of documents is composed as follows:

. ETSI EG 202 387 [i.1]: "Telecommunications and Internet converged Services and Protocols for Advanced
Networking (TISPAN); Security Design Guide; Method for application of Common Criteriato ETS
deliverables'.

. ETSI ES 202 383 [1]: "Telecommunications and Internet converged Services and Protocols for Advanced
Networking (TISPAN); Security Design Guide; Method and proformafor defining Security Targets'.

. ETSI ES 202 382 [2]: "Telecommunications and Internet converged Services and Protocols for Advanced
Networking (TISPAN); Security Design Guide; Method and proforma for defining Protection Profiles’.

. ETSI TS102 165-1: " Telecommunications and Internet converged Services and Protocolsfor Advanced
Networking (TISPAN); Methods and protocols;, M ethod and profor ma for Threat, Risk, Vulnerability
Analysis' (the present document).

. ETSI TS 102 165-2 [4]: "Telecommunications and Internet converged Services and Protocols for Advanced
Networking (TISPAN); Protocol Framework Definition; Security Counter Measures”.

. ETSI TS 102 556 [i.5]: "Telecommunication and Internet converged Services and Protocols for Advanced
Networking (TISPAN); Protection Profile”.

0 ETSI EG 202 549 [i.6]: "Telecommunication and Internet converged Services and Protocols for Advanced
Networking (TISPAN); Design Guide; Application of security countermeasures to service capabilities”.

These documents are devel oped based on the objectives of the eEurope programme and are also developed to ensure
they comply with the overall objectives of the European regulatory framework as defined in the following documents:

. Directive 2002/19/EC [14] of the European Parliament and of the council of 7 March 2002 on access to, and
interconnection of, electronic communications networks and associated facilities (Access Directive).
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. Directive 2002/20/EC [15] of the European Parliament and of the council of 7 March 2002 on the
authorization of electronic communications networks and services (Authorization Directive).

o Directive 2002/21/EC [16] of the European Parliament and of the council of 7 March 2002 on a common
regulatory framework for electronic communications networks and services (Framework Directive).

. Directive 2002/22/EC [17] of the European Parliament and of the council of 7 March 2002 on universal
service and users rights relating to electronic communications networks and services (Universal Service
Directive).

. Directive 2002/58/EC [18] of the European Parliament and of the council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications).

In particular the present document forms part of the standardization initiative for the Next Generation Network (NGN)
platform to be used in eEurope and upon which the trust and viability of the e-enabled community will, to avery large
part, depend on.

The eEurope 2005 action plan has been drawn up to focus on "the widespread availability and use of broadband
networks throughout the Union ... and the security of networks and information, eGovernment, eHealth and eBusiness'
requiring a supporting infrastructure, which istruly pan-European. To quote COM (2002)263 [i.8]: "By 2005 Europe
should have ... a secure information infrastructure”.

ETSI
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1 Scope

The present document defines a method for use by ETSI standards developers in undertaking an analysis of the threats,
risks and vulnerabilities of atelecommunications system.

The method builds from the Common Criteria for security assurance and evaluation defined in 1SO/IEC 15408 [9] and
specifically targets the means to build a Threat Vulnerability and Risk Analysis (TVRA) to allow its reference by an
ETSI specification developed using the guidelines given in EG 202 387 [i.1] and ES 202 382 [2]. The TVRA forms part
of the documentation set for the Target Of Evaluation as specified in ES 202 382 [2] with its intended audience being a
developer of standards based Protection Profiles.

The Unified Modelling Language (UML) is used to model relationships within systems for analysis within the TVRA
as a semi-formal tool with verification and simulation capabilities deployed during development.

NOTE: Thisisin accordance with the goals of the eEurope project under objective Good practices
(COM(2002) 263 page 18) [i.8].

The present document provides a database definition for TVRA and provides, in annexes, the application of the TVRA
method to a number of NGN subsystems or components. The database definition is appended to the present document
as atext file containing Structured Query Language (SQL) database definition commands.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references
The following referenced documents are necessary for the application of the present document.
[1] ETSI ES 202 383: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Security Design Guide; Method and proforma for defining
Security Targets'.
[2] ETSI ES 202 382: "Telecommunications and Internet converged Services and Protocols for

Advanced Networking (TISPAN); Security Design Guide; Method and proforma for defining
Protection Profiles’.

[3] Void.

[4] ETSI TS 102 165-2 (2006) " Telecommunications and Internet converged Services and Protocols
for Advanced Networking (TISPAN); Methods and protocols; Part 2: Protocol Framework
Definition; Security Counter Measures'.

[5] ETSI TS 187 001: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN SECurity (SEC); Reguirements’.

[6] ISO/IEC 15408-1: "Information technology - Security techniques - Evaluation criteriafor IT
security - Part 1: Introduction and general model™.

[7] I SO/IEC 15408-2: "Information technology - Security techniques - Evaluation criteriafor IT
security - Part 2: Security functional requirements”.
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[8] I SO/IEC 15408-3: "Information technology - Security techniques - Evaluation criteriafor IT
security - Part 3: Security assurance requirements”.

[9] I SO/IEC 15408: "Information technology - Security techniques - Evaluation criteriafor IT
security".

NOTE: When referring to al parts of 1SO/IEC 15408 the reference above is used.

[10] CCMB-2005-07-004: "Common Methodology for Information Technology Security Eval uation;
Evaluation methodology; July 2005; Version 3.0 Revision 2",

[171] CCMB-2005-07-001: "Common Criteria for Information Technology Security Evaluation
Part 1: Introduction and general model June 2005 Version 3.0 Revision 2".

[12] AS/NZS 4360: "Standards Australian, Risk Management”.

[13] I SO/IEC 18028:2005: Information technology -- Security techniques -- IT network security”,
parts4 and 5".

NOTE: |ISO/IEC 18028 isamultipart publication and the reference above is used to refer to the series.

[14] Directive 2002/19/EC of the European Parliament and of the council of 7 March 2002 on access
to, and interconnection of, electronic communications networks and associated facilities (Access
Directive).

[15] Directive 2002/20/EC of the European Parliament and of the council of 7 March 2002 on the
authorization of electronic communications networks and services (Authorization Directive).

[16] Directive 2002/21/EC of the European Parliament and of the council of 7 March 2002 on a
common regulatory framework for electronic communications networks and services (Framework
Directive).

[17] Directive 2002/22/EC of the European Parliament and of the council of 7 March 2002 on universal
service and users rights relating to electronic communications networks and services (Universal
Service Directive).

[18] Directive 2002/58/EC of the European Parliament and of the council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications).

[19] I SO/IEC 27002:2005: Information technology -- Security techniques -- Code of practice for
information security management”.

[20] I SO/IEC 27001:2005: "Information Technology - Security Techniques - Information Security
Management Systems - Requirements’.

[21] ptc/ 04-10-02: " Object Management Group. UML 2.0 Superstructure Specification”, edition, 2004.

[22] IETF RFC 3761: "The E.164 to Uniform Resource |dentifiers (URI) Dynamic Delegation

Discovery System (DDDS) Application (ENUM)".

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI EG 202 387: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Security Design Guide; Method for application of Common
Criteriato ETSI deliverables'.

[i.2] ETSI TR 187 011: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Security; Application of 1SO-15408-2 requirements to
ETSI standards - guide, method and application with examples.
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[i.3] ETSI TR 187 002: " Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); TISPAN NGN Security (NGN-SEC); Threat, Vulnerability and
Risk Analysis'.

[i.4] ETSI TR 102 055: "Telecommunications and Internet converged Services and Protocols for

Advanced Networking (TISPAN); ENUM scenarios for user and infrastructure ENUM".

[i.5] ETSI TS 102 556: " Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Protection Profile".

[i.6] ETSI EG 202 549: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Design Guide; Application of security countermeasures to
service capabilities’.

[i.7] ETSI TS 102 051: "ENUM Administration in Europe”.

[i.8] COM (2002)263: " Communication from the Commission to the Council, the European Parliament,
the Economic and Social Committee and the Committee of the regions”.

NOTE: Available at http://eur-lex.europa.eu/L exUriServ/LexUriServ.do?uri=COM:2002:0263:FIN:EN:PDF.

[i.9] ETSI ETR 332 (1996): " Security Techniques Advisory Group (STAG); Security requirements
capture”.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in EG 202 387 [i.1], ISO/IEC 17799 [19],
ISO/IEC 18028 [13] and the following apply:

asset: anything that has value to the organization, its business operations and its continuity

authentication: ensuring that the identity of a subject or resource is the one claimed

availability: property of being accessible and usable on demand by an authorized entity | SO/IEC 18028 [13]
confidentiality: ensuring that information is accessible only to those authorized to have access

impact: result of an information security incident, caused by athreat, which affects assets

integrity: safeguarding the accuracy and completeness of information and processing methods

mitigation: limitation of the negative consequences of a particular event

nonce: arbitrary number that is generated for security purposes (such as an initialization vector) that is used only one
time in any security session

NOTE:  Although random and pseudo-random numbers theoretically produce unique numbers, thereisthe
possibility that the same number can be generated more than once.

non-repudiation: ability to prove an action or event has taken place, so that this event or action cannot be repudiated
later

residual Risk: risk remaining after risk treatment

risk: potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to the
organization

threat: potential cause of anincident that may result in harm to a system or organization

NOTE 1: A threat consists of an asset, a threat agent and an adverse action of that threat agent on that asset
(clause 6.2 of Common Criteria part 1 [11]).
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NOTE 2: A threat isenacted by athreat agent, and may lead to an unwanted incident breaking certain
pre-defined security objectives.

threat agent: entity that can adversely act on an asset
unwanted incident: incident such as loss of confidentiality, integrity and/or availability
NOTE: SeeAS/NZS4360([12].
usSer: person or process using the system in order to gain access to some system resident or system accessible service
vulnerability: weakness of an asset or group of assets that can be exploited by one or more threats

NOTE: A vulnerability, consistent with the definition given in ISO/IEC 18028 [13], is modelled as the
combination of aweakness that can be exploited by one or more threats.

3.2 Symbols

For the purposes of the present document, the symbols givenin OMG UML2 [21] and the following apply:

Generalization/Specialization: UML concept showing relationship between entities A and B where the
two entities exhibit the property that A (top of arrow) is the general case whereas B is the specific case

EXAMPLE: A countermeasure is a specialized asset.

Composition: UML concept showing relationship between entities A and B where A "is composed of" B
EXAMPLE: Vulnerability "is composed of" athreat and a weakness.

N
E Dependency: UML concept showing relationship between entities A and B where B is dependent upon A
|
|

EXAMPLE: Security requirements "depend on" security objectives.

Aggregation: UML concept showing relationship between entities A and B where A "is an aggregate of"
B

EXAMPLE: System "is an aggregate of" assets.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ANS| American National Standards I nstitute

CC Common Criteria

CIAAA Confidentiality, Integrity, Availability, Authenticity and Accountability
CPU Core Processor Unit

DDDS Dynamic Delegation Discovery System

DDoS Distributed Denial of Service

DNS Domaine Name Service

DNSSEC DNS SECurity

DoS Denial of Service
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EAL
ERD

FAU
NOTE:
FCO
NOTE:
FCS
NOTE:
FDP
NOTE:
FIA
NOTE:
FMT
NOTE:
FPR
NOTE:
FPT
NOTE:
FRU
NOTE:
FTA
NOTE:
FTP
NOTE:

ICMP
IMSI
IN

IP
IPsec
IT
NAPTR
NAT
NGN
PP
RRSet
RRSIG
RTP
SIP

sQL

TCP
TIMSI
TISPAN

12
Evaluation Assurance Level
Entity Relationship Diagram
Functional class Audit
From ISO/IEC 15408-2 [11]
Functional class Communication
From ISO/IEC 15408-2 [11].
Functional class Cryptographic Support
From ISO/IEC 15408-2 [11].
Functional class user Data Protection

From ISO/IEC 15408-2 [11].

Functional class Identification and Authentication

From ISO/IEC 15408-2 [11].

Functional class Security Management
From ISO/IEC 15408-2 [11].

Functional class Privacy
From ISO/IEC 15408-2 [11].

Functional class Protection of the TSF
From ISO/IEC 15408-2 [11].

Functional class Resource Utilisation
From ISO/IEC 15408-2[11].

Functional class TOE Access
From ISO/IEC 15408-2 [11].

Functional class Trusted Path/Channels
From ISO/IEC 15408-2 [11].

Internet Control Message Protocol
International Mobile Subscriber |dentity
Intelligent Network

Internet Protocol

| P security

Information Technology

Naming Authority PoinTeR
Network Address Trandlation
Next Generation Network
Protection Profile

Resource Record Set

Resource Record SIGnature
Realtime Transport Protocol
Session Initiation Protocol
Structured Query Language
Secure SHell

Security Targets

Transport Control Protocol
Temporary IMS|

ETSI TS 102 165-1 V4.2.3 (2011-03)

Telecommunications and Internet converged Services and Protocols for Advanced Networking
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TOE Target Of Evaluation
TTP Trusted Third Party
TVRA Threat Vulnerability and Risk Analysis
UDP User Datagram Protocol
UML Unified Modelling Language
URI Uniform Resource Identifiers
4 Introduction

4.1 Role of TVRA

It isrecognized that without an understanding of the system, the threats to the system and a systematic countermeasure
cost-benefit analysis that appropriate selection of countermeasures cannot be made. Within ETSI a Threat Vulnerability
and Risk Analysis (TVRA) is used to identify risk to the system based upon the product of the likelihood of an attack,
and the impact that such an attack will have on the system. The TVRA is primarily used within the standards domain to
give justification for the development of standards based security solutions. In addition the TVRA may be used as the
source of parts of a Protection Profile (PP), see ES 202 382 [2]. Large parts of the descriptive text of a PP will be
derived from the TVRA: Security objectives; Security requirements; Rationale.

The method described in the present document provides a means of documenting the rationale for designing security
countermeasures in a system by application of a systematic method, and by using part of the method to visualize the
relationship of objectives, requirements, system design and system vulnerahilities.

The depth of the TVRA changes as the system design becomes more detailed. A TVRA working from the system
objectives will identify at a very coarse level the required security functionality to ensure that the objectives can be met
without damage to the system. The structure of activitiesin development of a TVRA is shown in figure 1. The process
is shown as recursive wherein in any change to any aspect of the system or its environment requires the process to
restarted.
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Figure 1. Structure of security analysis and development in standards documents

ETSI



15

ETSI TS 102 165-1 V4.2.3 (2011-03)

The purpose of the TVRA isto determine how open to attack the system, or components of the system are. A measure
of openness of the system to attack is "attack potential” which combines factors of expertise, availability and resources

to give ametric for attack evaluation and thisis explored further in clause 6.6.

An alternative view of the nature of TVRA isgiven in figure 2 showing that any change either internal (say by
application of countermeasures) or external to the system requires that the TVRA processis redone.

Externa
change

TVRA

Figure 2: Cyclical nature of TVRA

4.2 Generic TVRA relationships

One of the keysto a successful TVRA, and also of a successful system design, isthe ability to show the relationship of
objectives and requirements to the system design. Figure 3 shows the dependencies between system objectives, system
requirements and system design highlighting the interplay of security objectives and requirements.

ETSI
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countermeasures
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cd General model /

«Objective»
AssuranceObjectives

SystemDesign «Objective» /
SystemObjectives
>

+|s an aggregation of

«Objective»
SecurityObjectives

«asset»
DesignModule

A A
1ze»

«real

«Requirement»
SecurityRequirements

A

«Requirement»
SystemRequirements

.________________________________________________________>

T

«Requirement»
AssuranceRequirements

Figure 3: Relationship between system design, objectives and requirements

For most systems and in particular for the Next Generation Network (NGN) the devel opment of system requirements
goes far beyond just security and one concern for TVRA isto ensure that the system design isitself robust and therefore
has fully documented requirements across all its aspects.

A TVRA requires that both the system being examined (with its catalogued objectives and requirements) and the assets
of the system and how it fits to its environment are clearly identified. In the context of TVRA the key relationship is
that between a vulnerability and an asset and thisis a weighted relationship with the weighting being defined as the risk
to the asset due to the associated vulnerability. A pictorial view of the asset-threat-weakness-vul nerability-
countermeasure relationship to system design is given in figure 4.
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cd SecurityReIationships/

i . «asset» «Countermeasure»
Systembesin *+1s an aggregation of DesignModule | SecCountermeasure
|
+May have i +Protects
1
1
H
1
|
1
«UnwantedIncident» «Vulnerability» i
Incident AssetVulnerability '

+Exploit may lead to

T

«Weakness» «Threat» +Enacts specific threat
AssetWeakness AttackingThreat

ThreatAgent

Figure 4: Generic security TVRA model

One of the purposes of security design isto minimize the probability of any instance of the class "unwanted incident"
being instantiated. It should be noted that whilst some countermeasures may themsel ves become system assets, and as
such have their own vulnerabilities, many instances of countermeasures will be considered as policies, system
guidelines and, if captured early enough, system redesign.

The data types pertaining to the model in figure 4 are given in figure 5. Essentially threats can be classified as one of
4 types.

. Interception
. Manipulation
. Denial of service
0 Repudiation of sending
. Repudiation of receiving
Similarly security objectives can be classified as one of 5 types (commonly referred to as"CIAAA™ types):
. Confidentiality
. Integrity
e  Availability
. Authenticity

. Accountability

ETSI



18 ETSI TS 102 165-1 V4.2.3 (2011-03)

cd Data Model

«enumeration» «enumeration»
Threat_Type Security_Objective_Type
+ Interception + Confidentiality
+ Manipulation + Integrity
+ Denial of Service + Availability
+ Repudiation_Send + Authenticity
+ Repudiation_Receive + Accountability

Figure 5: Data types pertaining to security relationship model

4.3 Countermeasure strategies

The goal of security design isto ensure alow likelihood of an unwanted incident arising. Asthe likelihood of an
unwanted incident is dependent upon the presence of weakness in an asset and also the presence of both threats and
threat agents that exploit the weakness it is the purpose of security systemsto remove, or mask, the weaknesses of an
asset. An essential non-technical component of security strategies is the management of the system and its human
components. The non-technical measures are outlined in 1SO/IEC 27001 [20] and in 1SO/IEC 27002 [19].

The following strategies are considered within the present document:
e  Assetredesign.

. Asset hardening.

4.3.1  Assetredesign

The assumption made prior to analysisis that all assets have weaknesses and the job of the analyst is to identify those
weaknesses. Where weaknesses are found and have alarge number of associated threats and threat agents there may be
apossibility to redesign the asset in such a way as to remove the inherent weaknesses. The viability of this strategy will
depend on a number of factors including the maturity of the asset design and the relative cost of redesign versus the cost
of weakness masking through asset hardening.

4.3.2  Asset hardening

An asset may have some weaknesses that cannot be removed but which may be masked or made inaccessible by the
addition of additional features or capabilities to the vulnerable asset or other assets in the system such that the
combination of assets in the system presents alower likelihood of attack, and hence alower risk to the system.

4.4 Relationship with Common Criteria evaluation

The primary purpose of an ETSI TVRA isto support and rationalize security standardization, and to support and
rationalize system design decisions, where the overall objective of the standard is to minimize risk of exploitation and
attack of a compliant system when deployed. In order to consider this fully the TVRA method described in the present
document addresses the impact of an attack on the system whereas | SO/IEC 15408 [9] primarily addresses the
resistance to attack of the system. In this view the TVRA method compliments | SO/IEC 15408 [9]. A particular
objective of the TVRA method isto prepare the justifications for security decisions and that may as aresult be
referenced in a PP for the security feature.

The structure of the assurance class for vulnerability analysis described in ISO/IEC 15408 [9] is dlightly different from
the structure recommended for a TV RA in the present document, however the two approaches are considered
complimentary.
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Within afinal common criteria evaluation [9] the vulnerability analysis assurance family assumes that the system
design is compl ete whereas the purpose of the vulnerability analysis exercise in ETSI isto be able to identify
vulnerabilities that require the provision of countermeasures, and then to assess the vulnerabilities that exist in the
system with the countermeasures applied. The final documented TVRA may be used in the context of common criteria
evaluation [9] to satisfy those aspects of evaluation found in sections (a), (b) and (c) of a protection profile

(see ES 202 382 [2], clauses 5.1.2 through to 5.1.7).

Figure 6 (taken from EG 202 387 [i.1]) shows asimplified view of the relationships between the components of
Common Criteria Protection Profiles (PP), Security Targets (ST) and Targets Of Evaluation (TOE)). The
standardization process fits primarily in the "Consumer side" of the figure.

Consumer Developer
Side = Side
International

Standard

National -
Standard |
Industry
Standard T
PP
Consumer

Requirements

Figure 6: Relationship between PPs, STs and TOEs

5 TVRA method

51 Overview

The TVRA method involves a systematic identification of the unwanted incidents to be prevented in the system, and for
the system itself, identifying the assetsit is composed of and their associated weaknesses, the threats and the threat
agents that will attack the system, before determining the risk to the system by modelling the likelihood and impact of
attacks on the system's vulnerabilities.

The TVRA method derives from the model shown in figure 4. The TVRA models a system consisting of assets. An
asset may be physical, human or logical. Assets in the model may have Weaknesses that may be attacked by Threats.
A Threat isenacted by a Threat Agent, and may lead to an Unwanted I ncident breaking certain pre-defined security
objectives. A Vulnerability, consistent with the definition given in ISO/IEC 18028 [13], is modelled as the
combination of a Weakness that can be exploited by one or more Threats. When applied, Counter measur es protect
against Threatsto Vulnerabilities and reduce the Risk.

The TVRA method process consists of the following steps:

1) Identification of the Target of Evaluation (TOE) resulting in a 